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BeeneHune

YcTpoicTBO MexcermeHTHoro obmeHa MocT-IP-U (panee — MocT) npeaHasHa-
4YeHo Ans paboTbl B COCTaBe WMHTErpPUpPOBaHHOM cucTembl Be3onacHoctn (MCB)
"Ctpeneu-MHrterpan".

MocT npeaHa3HayeH:

e /1A obecnevyeHMss aBTOHOMHOIO MeXcermeHTHoro s3ammoaenctsmna MCH
no IP-kaHanam;

e 117 paboTbl B pexknume "CeTeBom MHTepdenc", obecneymBas BO3MOKHOCTb
yaaneHHom pabotbl ¢ UCh yepe3 M0 "Crpeneu-Mactep" nam Mo "Crpeneu-
NuTerpan" (manee — MO "C-N"). Pexxum ceteBoro nHtepderca obecneym-
BaeT NOAHbIN GyHKUMOHaN paboTsl ¢ MCB.

HacToAulee pyKoBOACTBO peKOMeHAYeTCA MCNONb30BaTb COBMECTHO C PYKOBOA-
CTBOM MO 3KCM/yaTauMM MHTErPMPOBAHHOM cuctembl HeszonacHocTn "CTpeneu-
NHTterpan" CMHK 425513.039 P3.
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1. TEXHWHECKUE XAPAKTEPUCTUKU

1.1 PYHKUMOHANbHbIE BO3MOXHOCTU

e B pexume ceTeBoro nHTepoemnca:

— BO3MOHOCTb yaaneHHoro nogxatodenma k MCb Ha ctatnyeckmin P
aapec ansa MO "C-1";

— BO3MOXHOCTb noakato4eHms MO "C-MN" 6e3 ncnonb3oBaHMa cTaTuye-
ckux IP-agpecoB npu pabote 4yepe3 MHTepHeT-cepBuc "Streletz-
Cloud".

e B pexunme MOCTa 419 MEKCETMEHTHOrO B3aUMOAENCTBUSA:

— CMHXPOHM3ALMA COCTOSHUI TPYNN 30H MEXAY Pa3TNYHbIMU CETMEH-
Tamun NCB no IP-kaHanam (a0 128 rpynn 30H);

e KOHTPOAb BCKPLITUS KOPMYCa;
o KOHTPO/Nb COCTOAHMA OCHOBHOIO M PE3ePBHOI0 NCTOYHMKOB NMUTAHUS;
e lI3meHeHMe HacTpoeK (Yepe3 Web-uHtepderic n MO "C-N");

e (QOOHOBNEHME MNpOrpamMMHOro obecneyeHusa yctpoictea (4epes Web-
NHTepdenc).

1.2 NHTepdeincol

e CeTveBoin nHTEpdenc S2
- cTaHgapT ANSI/EIA/CEA —709.1 (EN 14908, ISO/IEC 14908);

- Mogaynb ceTeBoro nHtepdenca S2, 78 KOUT/C, NPOTAKEHHOCTb K-
HUW - 00 2,7 KM.

o UHTepdeic Ethernet
— craHpaapt IEEE 802.3 (10BASE-T 1 100BASE-TX);
— CKOpOCTb nepeaaym gaHHbix 10/100 MéuT/c.
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MocT-IP-U

1. TexHUYECKNE XapaKTEPUCTUKMU

cTp. 51353

1.3 NutaHne

Y % SEC.RU

e BHewHMN NOCToOAHHOIO TOKa oT 9 Ao 28 B.

e Bxoapbl "AC" 1 "DC" KOHTPONSA COCTOAHMA BHELIHNUX NCTOYHNUKOB MUTAHUS:

— HalpAXeHNe HNXe 53B- HENCNPaBHOCTb NCTOYHWMKA I'Il/ITaHl/IFI),'

— HalpAaxXeHune oT 5,8 B n Bbllwe — HOPMa NCTOYHWKa MUTaHNA.

e Tok notpebneHmna Moct-IP-U:

HanpseHune uctouHnka | ToK notpebneHus, He
NUTaHMUA bonee, MA
9B 200
12 B 180
24 B 120

KopoTkun nyTb K MHpopmaLmm

CkauaHo c sec.ru
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2. KOHCTPYKUWA

2.1 KoMnneKT NoCTaBKu

e YCTPOMCTBO MeKcermeHTHoro oomeHa Moct-IP-M
e JlokymeHTauUMA

- PykoBoacTBO No 3aKkcnayaTaumm "YCTPOMCTBO MEXCEermeHTHOro ob-
meHa MocTt-IP-1 "

- [acnopTt
e [lepemblyKa (Arkamnep) — 2 wWr.

e [lIHyp Ana noakntoveHna no Ethernet — 1 wr.

2.2 BHewHwuit BuA,

[na  OTKpbITMA Koprnyca HeobxoAMMO OTOrHyTb 3awenku (1) m  oTKpbITb
KPbILWKY (2).

KpbllWwKa

OcHoBaHue
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[na Toro 4tobHbI 3aKPLITH KOPMYC, HEOOXOAMMO CHaYaNa 3aLEenUTb KPbILLKY 33 OC-
HOBaHMe CBEpPXy, @ MOTOM MO/IHOCTbIO 3aKPbITb NPUBOP.
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2.3 YcTponucTaeo

KoHcTpykuma MocT-IP-UA

HQDEN\bI‘-IKa, BK/IKOYaKOWaA corna-

Pasbem NoaK/ItOYEHMUS NHAMKATOP M KHOMKa
CytoLLMe 31eMEHTbI B IMHULIO S2

cetn «Ethernet» "Service" nHtepdelica S2
KOHTaKTHble KONOAKMN MH-

TepdericoB S2

Paszbem nuTaHuA

-l-/

Pl

5]

°
° o

w3 Aw
(=]

.= O

NHOMKaTOp NUTaHUA MHAMKaTOp CBA3M NO
AnHNM S2

TpaHcuBep nHTEp-
denca S2

SN: XXXXXXXXXXXX
MHOMKaTOp NOAK/O-

PW: YYYYYYYY YEHUA K CETH Jatymk

CepuinHbIN HOMEp U BCKPbLITNA

naposb
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3. YCTAHOBKA

3.1 MoHTax

MocT-IP-M MOHTUpYeTCA Ha CTeHe B MeCTe, 3alWMUEHHOM OT AOCTYNna NOCTOPOH-
HUX L.

MocT-IP-M HaBelwmnBaeTca Ha ABa Wypyna, NpeaBapuTebHO BBEPHYTbIX B CTEHY
COrNacHO cneaytoLlen pasmeTKe:

188*
< >

155
< >

FES .

@DELJ;jED@ f
- [ | [

oct
*x/CT

® = | % — T~

L 180
)

lNocne HaBewwBaHMA MocT-IP-/ 3akpensiaeTca Ha CTeHe NYTEM BKPYyYMBaHMA OA-
HOro 16O ABYX AOMNONHUTENbHbIX WYPYNOB.
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3.2 Pa3bembl MocT-IP-U

Ha3sHavyeHue pazvemoB MocT-IP-UA

Pazbem KOHTpONb
NOLKAOUYEHHMA CETH MutaHue MocT-IP-U ocHoBHoro (AC) Wntepderic 52
Ethernet W pesepeHOro
(DC) nuTaHua

RG45 +PWR- AC DC 52B S2A

3.3 lMoakntoyeHne NUTaHuA

[locne MOHTaXka cneayeTt NoAKN0UYnNTb K MocT-IP-U AHWIO NUTaHMA OT BHeLWHero
MCTOYHMKA MOCTOAHHOIO TOKA M LLeNU KOHTPOJIA COCTOAHMA UCTOYHMKA NUTAHUA.

bnok nuTanua M
) ocT-1P-M
BI1-12/0.5
HIIH aHAJIOTHYHBI

+12V- ACDC

+PWR- ACDC

[lna nuTaHMA yCTPOMCTBA BO3MOMKHO UC-
No/Nb30BaHMe pe3epBMPOBaHHOro 6/10Ka
nutanus "brM-12/0,5" nponssoactea "Ap-
ryc-Cnektp" ¢ Hecyllen naHenbto, No3Bo-
NAWeN 3aKkpenntb Npubop Henocpea-
CTBEHHO Ha B/10Ke NUTaHMA U BbINOAHUTb
BCE COeAMHEHMA BHYTPU Kopnyca.

Bnok nutaHua
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[ns obecneyeHnsa ABYX BBOAOB NMUTaHWUA A0MNYCKAETCA NOAKAOYEHMNE ABYX BHELL-
HWUX BNOKOB NUTAHWA MO CNeAYIOLLEN CXeme.

1
bnok +

nuTaHua 1 -
]

bnok
- nUTaHuA 2

+ |-

PWR+
PWR- ¢
AC
DC

Mpubop

3.4 NMogKntoueHne NnHUM nHtepdenca S2

K MocT-IP-1 HeobxoanMmo NOAKNOUYNTE NMHUIO CBA3M MHTEpdelca S2

B cnyyae ncnonb3oBaHus B cermeHTe MCh ceTesoi Tononorum "LLnHa" n noaknto-
yeHnAa MocT-IP-/ ocyuwiecTBnAaeTca K OAHOMY 13 €€ KOHLLOB C/iedlyeT YCTaHOBUTb Y

COOTBETCTBYIOLLEN KONOAKM Nepemblyky ("T"), BKAOYMB TEM CaMbIM COraacytollee
COMPOTMBAEHME.

3.5 CeeToBas MHAUKAUMA

UHpuKaTop LUseTt Pexxunm paboTbl
. | YctaHoBneHo coegmHenme c MK, nnbo ¢ Moctom-IP-IA
3e/1eHbIN | |
Eth. apyroro cermeHTa, ambo ¢ obnakom "Streletz-Cloud

wentoin | OTeyTcTBYET coeamHeHue no Ethernet

3eneHblt | ECTb cBA3b € KOHTpoanepom cermeHTa NCh

)entbln | OTCYTCTBYET CBA3b C KOHTPO1epOoM cermeHTa MCH

3eneHbln | OCHOBHOE M pe3epBHOE NUTaHMA B HOPME

MuT. KenTolih HemncnpaBHOCTb X0TA Bbl MO OAHOMY M3 BXOA0B KOH-
TPOA COCTOAHMA NMUTAHNA

Cesa3b S2
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4. PEXVMbI PABOTbI U CXEMbI NMOOKAOYEHNA

4.1 PeXxumbl paboTbl

MocT-IP-1 aBnaeTcs MHOrOQYHKUMOHA/NbHbIM YCTPOMCTBOM, KOTOPOE MOMKET
6bITb MCNONB30BAHO B paMKax cuctembl MCB:

e B KayecTBe ceTeBOro MHtepdeinca, ANA yaaaeHHOro NporpammmpoBaHms,
ynpaBAeHMA 1 MOHUTOPUHIA CEermeHTa Yyepes |P-kaHan,

e J11A CMHXPOHM3aLUMN COCTOAHUM roynn 30H mexagy pa3mdHbIMn CermeH-
TaMu CUCTEMDbI Hepe3 IP-kaHan.

MocT-IP-U paboTaeT B IP-ceTax, npu aTOM:
® B pa3anyHbIx pexxnmax paboTbl BbICTYNAET KaK KAMEHTOM, TaK U CEPBEPOM;

o [lopaeprknsaetca paboTa Kak co cTaTuyecknm IP-agpecom, Tak U AMHaAMM-
YeCKMM C MCNOMb30BaHMeM npoTokoaa DHCP.

MO "Crpeneu-NHterpan" n "Ctpeneu-MacTtep" MmoxKeT bbITb NoaKNAO4EHO K Mo-
CTYy KaK Hanpamyto Mo cratuyeckomy |P agpecy Ha 3a4aHHbIM B HacTpomkax TCP-
nopT, Tak 1 yepes cepsuc "Streletz-Cloud" no cepuintHomy Homepy npmnbopa.

4.2 3aBOACKME YCTAaHOBKMU
e ( 3aBoga MocT-IP-U BbIXOANT HAaCTPOEHHBLIM Ha MCMO/Ib30BaHME AMHAMM-
yeckoro IP-agpeca (DHCP);

e Kaxaomy npmbopy npucBOEH YHMKaAbHbIN cepuinHblii Homep (SN) 1 na-
ponb (PW) (yKa3aHbl Ha HakfenKe Ha naaTe);

e [laHHbI Nnaponb ucnonbayetca B 10 "Crpeneu-NHterpan”, "Crpeneu-Ma-
ctep" n ana poctyna 8 Web-mHtepdeinc ycTpoicTea (MoXKeT OblTb U3MEHEH
n3s Web-nntepdeica npubopa);

e YctaHosneH TCP nopt ana noakntodeHus MO "C-N" 6344,
e BktoyeH pexum paboTsl ¢ "Streletz-Cloud" (proxy.streletz.ru:9010);

e HacTtpoeH pe3epBHbI |IP-agpec ana poctyna no WEB-uHTepdeincy
192.168.100.100.
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4.3 Obuwan cxema NoAKNYEHUA

Ona pabotbl MocT-IP-M HeobxoAMMO NOAKIOYNT:

e yepes pa3bem RG45 c nomoulbto UTP-kabens K MK nan B NOKanbHYO CeTb
(K MapLupyTM3aTOpY);

e yepe3 nHTepdpenc S2 c k cermeHTty NCB.

—_——_—— e —— — — — — -

CermeHt UCB

r 0
|
|
MK |
— TCP/IP .
MocT-IP-U ETm—— — — — - n/mnu :
Ethernet I
| Apyrme MocT-IP-U :
MOCT-IP-1 L. wEmaR | |
. /
S2
Yy - - - -"-"-"-—"-""-"-""—-"°-"°-"-~"" - - -~ - -—-------"-"" \
[ [
[ |
: KCT YcTpoucTso :
| e |
[ [
: . .. PP-u-nro ik i e o iy :
| o o - o |
| [
[ I

4.4 Cxembl MOOKNIOYEHUA B pEXUME CETEBOIO MHTepdeica

4.4.1. NogkntodeHue yepes "Streletz-Cloud"

[aHHbIA TMN NOAKNOYEHMA YA0OHO MCNONb30BaTh Ha OO bEKTAX:
® B KOTOPbIX OPraHM30BaHa 0KabHaA CeTb C AOCTYNOM B MIHTEPHET;

® pOrpammmpoBaHmMe, ynpaBneHWe WAN MOHUTOPUHI MNAAHUPYETCA OcCy-
LEeCTBNATb YAaNeHHO Yepe3 NHTepHeT;

® HEeT BO3MOMHOCTM WAN KpalHe 3aTpyAHUTEIbHO MNONYYUTb BHELIHWI CTATU-
yeckumin IP-agpec.

MocT-IP- HeobxoaMMO MOAKAOUYMTL B IOKANbHYIO CeTb (K MapLupyTM3aTopy) C
nomotupto UTP-kabens.

Ecnn B obopynoBaHnm cetu noaaepxmaaerca npotokon DHCP, To moxeT bbiTb
Mcnonb3oBaH pexnm "Monyuntb IP-agpec aBTomaTnyeckn". B 4gaHHOM pexkmme
MocT-IP-M BbINyCKaeTcA € 3aBOAa, KPOME TOTO €ro MOXHO aKTMBMPOBATL NyTEM
cbpoca K 3aBOACKMM HACTPOMKAM MM HEMOCPEACTBEHHO Yepes3 HAaCTPOMKM Npu-
bopa B Web-unHtepdelice.

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




MocTt-IP-N 4. Pexxnmbl paboTbl M CXEMbI NOAKIOYEHNA cTp. 14 n3 53

B npoTnBHOM cny4ae npeaBapuTenbHO Heobxoammo Yyepe3 Web-uHtepdeliic 3a-
NaTb KOPPEKTHbIE HACTPOMKKM ceTn (cM. 6.1). [Ins 3TOro MOXKHO HanpAMYyo noa-
KNOYNTbCS KomnbtoTepom K MocT-IP- no pesepsHomy IP-agpecy (cm. 4.4.5).

Internet

\

MO «Crtpeneuy-Macrep»

DHCP
SN: DA 01 0203 FF 1F cloud.streletz.ru:9010
Password: ***
Internet
— TCP/IP | wwww [T
|ﬂ —_——— - meey )
Ethernet

MOCT-IP-U

MocnenoBaTenbHOCTb AEMCTBUIN ANA:
e CoeauHaem MocT-IP-U n cermeHT NCB nnnmen S2 (LON);

e [loakntodaem MocT-IP-M K mapLupyTn3aTopy 10Ka/IbHOM CETU C BO3SMOXKHO-
CTbtO BbIXx0A4a B IHTepHET;

e [loakntoyaem K npubopam nuTaHue;

e [locne nogayn nuTaHma ceetoamos "Ethernet" Ha npubope gonkeH 3aro-
peTbcA 3eseHbiMm cBeTom Yepe3 30 — 40 ¢ npu ycnewHom coeanmHeHnmn ¢
"Streletz-Cloud".

MocT-IP-U rotos K yaaneHHomy noaxatodermto ns Mo "C-1". Mpm aTom B HAaCTpoOM-
Kax cermeHTa HeobxoaMmo BbibpaTh pexum "CoeamHeHne yepes 0b6n1ako", a B Ka-
4yecTBe HaACTPOEK NOoAKAYeHNA Ana npubopa Heobxoanmmo 3aaaTb "CepuiHbIn
Homep" 1 "naponb".

4.4.2. TogKnoYeHne B pamKax JIoKa/IbHOM ceTu
[aHHbIA TN NOAKNOYEHMA YA0OHO MCNONb30BaTh HAa OO bEKTAX:

® B KOTOpPbIX OPraHM3oBaHa N0KaNbHasA ceTb Ethernet

® MPOrpammmMpoBaHMe, ynpaBAeHUE WUAN MOHUTOPUHI MNAAHUMPYETCA OCy-
LLECTBIATb B PaMKax AaHHOM IOKa/IbHOM CeTH

MocT-IP- HeobxoaAMMO NOAKAUYMTL B IOKANbHYIO CETb (K MapLUpyTM3aTopy) C
nomotubto UTP-kabena.
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B ceTeBbIX HacTpoMKax npubopa (cm. 6.1) AoNKeH ObITb BbIBpaH pexum "Mcnonb-
30BaTb cTaTnyeckmin IP-agpec”, 3aaaHbl KOPPEKTHbIE CeTEBbIE HACTPOMKM (IP-aa-
pec, Macka NoAceTH M L3 N0 YMONYAHMIO), 3aJaH Napo/ib K CETEBOMY MHTEpP-
dercy n NopT NOAKNOYEHUA.

IP: 192.168.4.1

IP: 192.168.4.85
Port: 6344
Password: ***

« -

— IP: 192.168.4.178

_———
i Ethernet Ethernet

MOCT-IP-U L] MO «Crtpeneu-Macrep»

MNocnenoBaTe/IbHOCTb AEMCTBUM ANA NOAKNOYEHUS:
e CoeanHaem MocT-IP-U n cermeHT MCB nnHmnen S2 (LON);
e [loakntodaem MocT-IP-M K MmapLupyTU3aTopy 10KaNbHOM CeTH;
e [loaKkntoyaem K npubopam NuUTaHme;

e [locne nogaun nutaHms vyepes 30 — 40 c MocT-IP-UN byneT roTos K NoAKNtO-
YEHWUIO;

e Ec/inM n3 NoKanbHOM ceTu HeT agocTyna B MHTepHeT ceeToamop Ethernet
OCTAHeTCA KeNTbIM.

MK Ha koTopom ycTaHoBneHo MO "C-N" gonxkeH ObITb Tak¥e NOAKAOYEH K N0-
KanbHOWM ceTu. pn 3TOM B HAaCTPOMKax cermeHTa HeobxoaMMo BbIOpaTb Pexmnm
"Mpsamoe coeanHeHne yepes IP", a B KayecTBe HACTPOEK NOAKNOYEHMA ANA NPU-
bopa Heobxoammo 3aaathb "IP-agpec”, "MopT" 1 "naponb".

BHMMaHue! Ecain nogkntoyeHme yepes NHTEpPHET He NMAaHUPYETCs, TO PEKOMEH-
AyeTca OTKAUYUTL BO3MOXKHOCTb NoakNtoveHue K "Streletz-Cloud" B pa3gene "Ce-
Teson MHTepdenc" (cm. 6.1)
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4.4.3. OgHospemeHHoe nogkntoverune yepes "Streletz-Cloud" n s
pamMKax NOKa/NibHOM ceTn

MocT-IP-1 B pexknme ceteBoro nHTepdeica noaaepxmMBaeT ogHOBPEMEHHO ABa
noaktoyeHus: ogHo Yyepes "Streletz-Cloud", a apyroe no ctatnyeckomy IP.

B ceTeBbIX HacTporKax npubopa (cm. 6.1) AonKeH ObITb BbIBpaH pexum "Mcnonb-
30BaTb cTaTU4eckuin IP-agpec”, 3aa4aHbl KOPPEKTHbIE CeTeBble HACTPOMKM (IP-aa-
pec, Macka MoACeTM M W03 MO YMOIYAHMIO), 3a4aH Napo/ib K CETEBOMY MHTEpP-
dericy 1 nopT NOAKNOYEHMA.

E‘w‘

MO «Crpeneu-Macrep»

IP = 192.168.4.10 cloud.streletz.ru:9010

SN: DA 01 0203 FF 1F
Password: ***

Internet

IP: 192.168.4.178
IP: 192.168.4.1
TCP/IP

1 TCP/IP —
| I F— — — =i S|
Ethernet Ethernet

[T
L L
L L
a4
a4
y
)

MOCT-IP-U R

MO «Crpeneu-Macrep»

4.4.4. NogknioyeHne yepes NHTepHeT No cTaTu4ecKkom IP-agpecy
,ﬂ,aHHbIIZ TUM NOAKNHOYEHNA y,ﬂ,O6HO MCNONb30BaTb Ha OObEeKTax:

® B KOTOPbIX OPraHN30BaHA JIOKA/1bHAA CETb C AOCTYNMOM B MHTepHET,'

® 1A ceTeBoro ob6opyaoBaHMA 0OBbEKTA NOYYEH BHELIHWA CTaTUYeckuin |P-
aZipec nnm HactpoeHa cetb VPN.

MocT-IP-1 HeobxoaMMO NOAKAOUYMTL B IOKANbHYIO CETb (K MapLLpyTM3aTopy) C
nomoltusto UTP-kabens.

B ceTeBbIX HacTpoMKax npubopa (cm. 6.1) Jo/1KeH ObITb BbIOpaH pexum "Mcnonb-
30BaTb cTaTu4yeckuin IP-agpec”, 3a4aHbl KOPPEKTHbIE ceTeBble HAacTPoMKM (IP-aa-
pec, Macka NoAceTM M W03 MO YMOYaHMIO), 3a[aH Napoib K CETEBOMY MHTEp-
bency n nopT NOAKNOYEHNS.
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B HacTpolMKax maplupyTnsaTopa HeobXoAMMO HACTPOUTb MNepeHanpaBAeHuA
BHELIHEro NopTa Ha JIoKaNbHbIN IP-aapec 1 nopT MocTa (NAT, BUpTyanbHbI cep-
BEp).

Mpamoe coeanHeHwne no IP
Ha
97.35.28.16:7896
IP: 192.168.4.85

Port: 6344
Password:*** «

IP: 97.35.28.16 =

Port: 7896 >

192.168.4.85:6344 Mo «Crpeney-Macrep»

_ TCP/IP 0
Eimms —— —| r¥es .~ Internet
Ethernet 5

| S—
MOCT-IP-U L b

B HacTpoMKax cermeHTa HeobxoAnMMo BbIbpaTh pexxunm "Mpamoe coeanHeHMe Ye-
pe3 IP", a B KayecTBe HACTPOEK NOAKAOYEHNA AN Npnbopa HeobxoaMMO 334aThb:

o "|P-anpec" paBHbIN BHewHeMyY |P-aapecy mapLupyTu3aTopa Ha 0ObeKTE;

o "[opT" paBHbIN BHELWIHEMY NOPTY MapLIPYyTHU3aTOPa, 418 KOTOPOro HaCcTPO-
eHO NepeHanpaBaeHne Ha aapec Nnpnbopa;

e '"Maponb".

4.4.5. NogkntoyeHue no pesepsHoMy IP-agpecy

[na ynobcTBa Nycko-Hanago4vHbix paboT B Nnprbope HacTpoeH pe3epBHbIN IP-aa-
pec 192.168.100.100. AaHHbIM IP-aapec moxKeT bbITb MCMNONb30BaH ANA NePBUY-
HOM HacTpolKkn Nnpnbopa yepe3 Web —mHTepdelic.

MocT-IP-M Heobxoammo noakntounte UTP-kabenem K [K.

IP:192.168.100.100

IP: 192.168.100.1

S 1 — — — .l
- Ethernet -

Web-6paysep

B ceTeBbix HacTponkax MK Heobxoammo yKasaTb IP-agpec: 192.168.100.1, MackKa
noacetn 255.255.255.0. Mocne atoro npmbop 6yaet aoctyneH 13 Web-bpaysepa
(Firefox, Chrome, Opera, Safari) no agpecy 192.168.100.100.
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CeoWctea: [Npotokon MuTepHeTa sepcvu 4 (TCP/1Pv4)
Obwme

MapameTpel IP MOMHO HA3HA4YaTE SBTOMaTHMHECKH, ECIIM CETh
NOAAEHWMEEET 3TY BOIMOMHOCTE. B MPOTHBHOM Chydae ysHaiTe
napameTpel IP y cETEBOro aaMMHMCTPaTOoPa.

-:::::- Nony4uTs IP-aapec 3a8TOMATHYSCKH

-:§:- Wcnonesosate cneayiowmii IP-agpec:
IP-aapec: 192,168 . 100 . 1
Macka noaceTw: 255,255,255 . 0

OCHOBHOMA LWKDS:

Nony4rTe aapec DNS-cepeepa a5TOMaTHYECKKH

. WecnonesoBaTe cnenykowmMe agpeca DNS-cepsepos:
MpeanounTaemeli DNS-cepeep:

AnNbTEPHATHMEHEI DNS-cepeep:

I:l NoATEEpAWTE NAPAMETPEI NPW BIX0AS [loNonHATENLHO. ..

BHMmaHune! He pekomeHayeTcs mcnonb3oBaTh aapec 192.168.100.100 B "boe-
BOM" perknmme, a TaK¥Ke 334aBaTb ero B CETEBbIX HACTPOMKax Nnpnubopa Bo n3bexa-
HWe HenpeaCcKa3dyemoro noBeaeHumsA.
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4.5 Cxema NOAKNIOYEHUA B PEXKUME MEKCErMEHTHOro B3aun-
MOoAeNCTBUA

B pexknme mexcermeHTHOro B3anmoaemncTemna Kaxapin MocTt-IP-M nogkntovaeTcs
K ceoemMy cermeHTy MICB nnHmein S2.

[ns B3anmoaencTsma aApyr ¢ A4pyrom MocTbl A01KHbI OblTb B 06beAMHEHbI B PaM-
KaxX 04HOM NOKa/IbHOW CETH.

B ceTeBbix HacTpolKkax npnbopos (cm. 6.1) gonxkeH b6biTb BbibpaH pexum "Uc-
M0/1b30BaTb CTaTMYeCKNiM IP-aapec”, 3a4aHbl KOPPEKTHbIE CETEBbIE HACTPOMKM (IP-
afipec, Macka NoAcCeTM 1 W03 N0 YMONYaHMIO).

| \
| |

| |

| I

| |

' |

I

: KCr e 5 2 e E_: TCP/IP
I

I

I

I

I

I

I

L_l_—EE ===
| ernet |
I
. .. PP-u-MPO R MocTaPM . . omm | |
— | |
Cerment 1 UCB : I
e e J |
I
|’ ____________________________________ 1 I
| | |
| IP:192.168.22.12 | | |
| | I
! ! | [IP:192.168.22.1 |
! KCr e 5 2 e I Tce/ip | www [T
: Iah—————l——— wwww
| | Ethernet |
: . e PP-W-TIPO R MOCT-1P-1 anz : | LAN
| m— | |
I CermeHnt 2 UCB : I
I\ ____________________________________ J |
I
D e |
| : I
I
| IP: 192.168.22.13 ! :
| : I
: | I
! KCr —_—2— — _ TCP/p |
| E———— —
| | Ethernet
| . . PP-M-TIPO Ll I
| —_— MocT-IP-u . oER :
I
| CermeHT 3 UCB :
I; ___________________________________ J
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5. NOPAAOK PABOTHI

5.1 lobasnenune npmnbopa B cermeHT NCE

MocT-IP-N nobaBnseTca B cucTeMy Kak ntoboe apyroe MCB ycTpoiCcTBO U3 KOH-
TEKCTHOIO MEeHI cermeHTa B pa3aene "CeteBont nHTepdenc".

Hrraam ]

4 2 Cepeep annapartype
& cucrena, ko 59 1.2 BINK RS-

CeTesoi MHTEpDERC
= E M w MopT NnogknoYeHA HE YCTaHOENEH

Mpor. Bepcaia  Tun

1.1KCI’PPOI‘I-':|Z|:' [oBaeute LS MpWEMHO-KOHTpONBHOE YCTROWCTES b
4 4 [poune HacTpokiKM
P 1L2BMMRSH | g v _
# Yaanum Ctrl+Del VcnonHuTensHoe yeTpoficTeD r CermenT 5 skennyaTawm [a
MporpammupoeaHne b ¥eTpoiicTen ynpasneHms r
Kommynukatope NUH 3
8[% CeoiicTea I JU P -
| Cetepoil nHTEpdEiiC » |:ﬁ| |MDCT—IP—M 1 =
¥eTpoicTea CETEBOH TONDACTMN 2 'P M RS- 1 -
94 Echelon U0 1 2
m
P4 Echelonilon10/100/600 | =
£ WEB-I =

| Konuu

5.2 MapameTpsbl ycTpoictea Moct-IP-U

Hactpolkn MocTa-IP-U moxHO pa3gennTb Ha HECKOIbKO Fpynm:

e CobcTBEeHHbIe ceTeBble HacTPOMKK (3aaatoTca ToNbko M3 Web-mHTepdelica
cMm. 6.1);

e HacTtpolku paboTbl B ICB;
e HacTpolkun nogkntoueHna Mo "C-nN".

HacTtpolkn pabotbl B UICB 1M HacTpOMKM NOAKAOYEHWA 334at0TCA B CBOMCTBAX
MocT-IP-W.

1 HacTpanBaemble NapaMeTphI

CBOWCTBO 3HavyeHne | OnucaHue

Llenn KoHTpoNA
KOHTpONb BCKpbITUA  KOp- | BKA

nyca OTKA
KOHTpO/Nb OCHOBHOrO NuTa- | BKn
HMA OTKN
KOHTpO/b pe3epBHOro nNuta- | Bkn
HMA OTKN
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HacTpoiKku nogxkntoyeHnn

[Maponb

MNaponb ana nogkntovenma MO K Mocty-IP-U B pe-
XMMe ceTeBOro MWHTepdeinca. 3agaeTca B
HacTpoMkax npubopa n3 Web-nHtepoeliica.

CepuitHbIN HOMEP

CepuiiHbli Homep npubopa A8 NOAKNOYEHUA
MO yepes cepsuc Streletz-Cloud.

Cratnyeckun IP —aapec ana noakntoyenma MO K

IP-anpec MocTy-IP-W. B cnydae NoAKAtOYEHMA NO Cxeme n.
4.4.4 yka3sbiBaeTtca |IP-agpec maplwpyTtmsaTopa.
TCP nopt ana noakntodeHuma MO k Mocty-IP-A. B

MopT cnyvae noAKkntoveHuma no cxeme n. 4.4.4 ykasoiBa-

eTca NopT MapLlpyTM3aTopa.

CBA3b C 30HaMM

MpaBa ynpasBaeHusa 30H

CnuMCoK paspelleHHbIX ANA yrnpasaeHuAa 4epes
MocT-IP- 30Hamu cermeHTa

CobCcTBEHHbIE CETEBbIE HACTPOMKN HE AOCTYNHbI ANA nameHeHma ns MO "C-N", Ho

AOCTYMHbl ANA YTEHUA.

2 HacTpoiiku 10CTyIHbBIE 1J1s1 YTEHUsI

CBoMcTBO 3HayeHune | OnucaHwe
Ob6wume

Tun npnbopa MocT-IP-U
MAC-aapec MAC-aapec npmnbopa
NID

HacTponku noaxkntoveHuna

CBA3b 4epes obnako

Bkn

OTKn

Hactpoiikn TCP/IP

Tun nonyyeHuna IP-agpeca: "Mcnonb3oBaTh CTaTU-

Anpecaums yeckui IP-anpec" naum "Monyuntsb IP-agpec aBTO-
maTuyeckn" (DHCP).

IP-agpec Tekywmm IP-aapec MocTa-IP- B nokanbHoW ceTn
T Y no "c-n"

Mopr eKyWmMin NopT ANA NoAKIOYEeHUS no

CTaTnyeckomy IP-agpecy.

Macka noacetu

OcHoBHOM LW Ato3

DNS cepsep

Tekyume ceTeBble HacTpPoMKkn MocTta-IP-U

MocT-IP-U

MopT BXOOAWMX coeanHe-
HUM

MopT ana nogkntodeHmna Moct-IP-U apyrux cer-
MEHTOB

KopoTkun nyTb K MHpopmaLmm
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5.3 Ucnonb3oBaHWe B pexnMme CeTeBoro nHtepdenca

[na ncnonbsosaHma MocTa-IP-U B pexnme ceteBoro nHtepderica HeobxoaMmo B
HaCTPOMKax cermeHTa BblbpaThb B KayecTBe "CeTeBoro MHTepderica" MocT-IP-M 1
yKa3aTb pexunm paboTbl ¢ npubopom.

KﬂHq}HrjrpHpoaanmel - ¥ | Ceoictea nf

w 1. DBwme
Yempoictea  3ope  Tpynneison 14 * -
Tun CermeHT cMcTEMb
'] aEm
H (e} - Ormcanme
Horaep 1

w 2. Cepsep annapartypw
=@ Cuctema, Kon 145 CeTesol wHTERhERC 1.4 MocTt-IP-4

= E v 3. lNapameTpw coepHeHMa
L 1KCI PPOM-#A MpaMoe coemuHerne no [P
1.3 BLICEH CoemHeHre yepes ofinako || Ma
=R 1.4 MocT-IP-M v 4. [poume HacTpoikm

Cerment e skcnnyataww  [a

Pexmnm pa6OTbI 3a4a€TCA NYyTEM HACTPOEK CBOVICTB, YKa3aHHbIX B Ta6nv|u,e.

CBoliCTBO 3HauyeHne Pexxmum paboTol
Ns Mo "C-N" bynet noakntoyatbes K Mo-
Npamoe coegmnHeHmne cTy-IP-U no ctatnyeckomy IP-agpecy
no IP Het [NogknwoyeHne no cratndeckomy |P-

afpecy OTKAOYEHO
Mo "C-N" bynet noagkntoyatbes K Mo-
[a cTy-IP-M yepes cepsuc "Streletz-Cloud"
no "CepuintHomy Homepy" npmnbopa
MNoakntoveHne yepes cepsuc '"Streletz-
Cloud" oTkntoueHo

Ecnun B HacTpoiKax BKAtOYEHO oba Tnna coeamnHenmsa, To MO "C-N" cHayana nonbl-
TaeTcA noakatunTeca K Mocty-IP-M no ctatndeckomy IP-agpecy, a B ciayyae He-
yAauYnm aBTOMATUYECKM TMOMbITAeTCA YCTAaHOBWUTb COEAMHEHWE 4Yepe3 CepBuC
"Streletz-Cloud".

CoeauHeHuMe Yyepes 06-
NakKo

HeTt

5.3.1. Ucnonb3oBaHME B peXUME CETEBOro UHTEpdeica Yyepes
"Streletz-Cloud"

[Ons noakntodeHmna K Mocty-IP-U yepes "Streletz-Cloud" Heobxoammo B HacTpo-
Kax npnbopa 3a4aTb 3Ha4YeHume cBoncTB "CepuitHbln HoMmep" (YKa3aH Ha HaKknelke
Ha nnate) u "Maponb". Ecam MocTy-IP-U HOBbIM MAM cOpOLLEH K 3aBOACKUM
HaCTPOMKaM B KaYecTBe Napos caeayeT yKa3aTb Napo/ib C HaKAenKM Ha npmbope.
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Koudmrypuposanue ~ X | CeoiicTea o
Mepuon KoHTpONA Ic S

| Yompoictea  Jomw  Mpynmeison |40 *

L
1 %= %= )

41

= @ Cucrema, koa 145

= E CermeHT 1
rfi;r 1.1 KCI PPOMHA

IE

2. Llenm koHTtpona
KoHTpone BcrpeITAA Kopnvc: Bikn
KoHTpone ocHosHoro nuTady Omen
KoHTtpone peseperoro nutar Omen
3. Hactpo#ixm nogxmovern
CeRst uepes ofnako i
MNapone

= | CepuiiHbIi HomMep
-ll
Becg napons
Cicrema Maponk: |m | prMaTANEC
W
L S =
e 5 MoaTEEp* 0EHWE Napona; |""" |
———— Boro
EPETALLMTE CHIOE 33r0NoBKH CTH Weope Oda...
O
HaumeHoEsHNE & -
£ o w

BHMMaHMe! MNocne nposeaeHMsa NyCKOHANAA0UYHbIX PabOoT, peKkomeHayeTcA nome-
HATb Naponb M3 Web-mHtepdelica (cm. 6.1).

5.3.2. Ucnonb3oBaHWe B perkuMe CeTeBoro nHTepdeiica no cratuye-

Cckomy IP-agpecy

Ona nogkntodeHna Kk MocTty-IP- no crtaTmyeckomy aapecy HeobxoauMmo B
HacTpoMkax npnbopa 3a4aTb 3HaYeHne ceoncTs "IP-agpec”, "MopT" 1 "Maponb".

Kondurypuposanme - % | CBoiicTea q

| Yompoictea  3ouwl  Mpymmeison | 0*

i
1 - - e}

41

= 0! CucTema, koa 145
= E CermenT 1

Mepwog KoHTpONA

2. Llerw koHTpons
KoHTponE BoKpeITMA Kopnyc: Bkn
KoHTpone ocHoEHoro muTadk Omen
KoHTpone pesepeHoro mutar Omkn
3. HacTpoéxm noaxmoyeHns

CEA3k yepes ofnako g

30c ~ |

I r{;’ 1.1KCrPPOM-1 Napons =
.. 1.3 BLICE-N CepuliiHeIll HomMep
<IPf1.4 Mocr-1P M || IP-apec 192.168.1.16
Beog napona x [1e2M
MNonywame |P-appec asTomamiuec
C'_"ﬁm”a Mapons: | | | 152.188.1.16 v
L o =
— MoaTsepx aeHWe Napons: |""" | NpwBopy B pEXWUME CETEROMD
EPETILLE HWHD CM. Hakneliky Ha npwbope.fo...
Haumeross CmasHa - n
x
=IF] 1.4 M

« » SEC.RU
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5.3.3. Cbop cermeHTa

[Ons cbopa cermeHTa Yepes MocT-IP-M Heob6xoaAMMO BbI3BATb KOHTEKCTHOE MEHIO
cermeHTa v BblbpaTb B pasaene "MporpammumposaHme’ nyHKT "CobpaTb CBOMCTBA
cermeHTa".

Horep
4 2 Cepeep annapartypad

= 9 CrcTema, Kkod 136 CeTesoll WHTEpMERT

= E W MopT noaKiouers
1.1 Kd I:E:EI dobaenTe 3 4 4T Hac
.P 1260 .x Yaanute Ctrl+Del CErMEHT B 3KCNNyaTaLmm

| MNporpamMmMupoBaHne  » "%% CoBpate CBECACTEE CEMMEHTA

8[_‘3 CeolicTea

B ananoroBom oKHe BbIbpaTh MHTEepderc "MocT-IP-U" 1 Tun coegnHeHns ¢ mo-
CTOM.

Ons "CoeamHeHns yepes ob6nako" HeobxoaAMMO 3a4aTb NAPOAb U CEPUIMHBIA HO-
mep MocTa-IP-U.

L1 el

Bribop nHTepheica
=@ Cucrema, koa 156
= E CermenT 1 ) coM
1. 1KCI PPON4A -~
«[* 1.2BMMRSH ) LON LON1
() WEB-M
® MocT-IP-W CoepmHerwe yepes ofinako v

Cepuineid | pap10203FF1E
HOMED

Mapons tene

e

Ona "CoeanHenua no IP" Heobxoammo 3aaatb naponb, IP-agpec MocTta-IP-N1 un
nopT.
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1

@ Cicren, o 15¢ Boibop wHTEepdeiica
= . 3
= E Cerment 1 =
1.1 KCI PPOM4A L
' 1.2EMMRSH () LON LON1
) WEB-M
® MocTIP-M CoeauHerne no |P v
Pampec | 192.163.40.10
MopT 5344
MNaponk rane
e

BHuMaHue! Ecnv ncnonb3yeTca TN NOAKAKOYEHME YKa3aHHbIM B M. 4.4.4, TO B Ka-
yecTBe IP-agpeca 1 nopTa HeOHXOAMMO YKa3aTb BHELHWI IP-aapec n nopT maplu-
pyTM3aTopa, A1 KOTOPOro HaCTPOeHO nepeHanpasaeHne Ha aapec Mocta-IP-U.
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5.4 Nicnonb3oBaHWe B peXXMMe MEXKCErMEHTHOrO B3aMMoaei-
cTBUA

B pexxunme mexcermeHTHOro Bammogenctama MocT-IP-M moxeT 6bITb MCNo1b30-
BaH A/1A:

e OTOOparKeHWA COCTOAHMA rN0DaNbHOM TPynnbl 30H B YAaNEHHOM cer-
MEHTE;

® CUMHXPOHM3ALMM COCTOAHMA TN0BaNbHOM rPyNnbl B Pa3HbIX CErMEHTaX.
MocT-IP-M no3BONAET CUHXPOHU3NPOBATL C/IeAyroLLMe COCTOAHUA:

e (OxpaHHadA TpesoOra

e TexHO/MOrM4yecKana Tpesora

e [loxapHana TpesBora

e [loXKapHoe BHMMaHMe

e [laHuMKa

e HewncnpaBHOCTb

e B3nom

e b/IOKMPOBKA

5.4.1. Noruka pabotbl NCB 6e3 ucnonbsosaHnsa Moctos

Mpynna 30H NCBb MoXeT coaepKaTb 30Hbl U3 pa3HblX CErMEHTOB. Takasa "cmellaH-
Haa" rpynna GopmmpyeTca 13 IoKaIbHbIX FPYMM 30H KaXKA0ro CermeHTa.

"CmewanHHas" rpynna JToKanbHble rpynnbl
=@ iCncrema 111 / = M Cermen 1
= ﬁ Mpynna 3oH 1 - B Tpynna son 1
CermedT 1, SoHa 2 002: 1.3 BLUCS-Y, MokaneHaA 3oHa 1
CermedT 1, 3oHa 3 :> E 003 1.3BWCEM, NokanbHaa 3oHa 2
CermeHT 2, 3o0Ha 2 = E CermeHT 2
CermeHT 2, 30Ha 3 = ﬁ lpynna 3oH 1

002 2,3 BWCE, NMokaneHaa 30Ha 1
003 2,3 BWCE, NokaneHaa 30Ha 2

Ecam Takas rpynna 3aHeceHa B yCa0BMA cpaboTKM BbIXOA0B, TO OHWU cpaboTatoT
TO/IbKO MO COCTOAHMIO TOKA/IbHOM FPyMMbl CBOErO CErMeHTa.

Hanpumep, Bbixoapl cermeHTa 1 cpabaTbiBatOT TO/IbKO MO COCTOAHMIO I0KA/IbHOM
rpynnbl cermeHTa 1.

\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




MocTt-IP-N 5. Nopaaok paboTbl cTp. 27 u3 53

To »Ke cnpaBea/IMBO 1 AN1A C/ly4as C BbIBOAOM COCTOAHMUSA FPpynnbl HAa HA0KM NHAN-
KauuMW: Ha MHAMKaTOpe OTOOparKkaeTca COCTOAHME NI0Ka/IbHOM TPYMMbl TOro cer-
MEHTa, B KOTOPOM 3anporpammmpoBaH 610K MHAUKALUMN.

[ns peweHmna 3agayum cpaboTKM BbIXO40B B APYrOM cermeHTe 6e3 Mcnoab30BaHMA
MocTa 06bIYHO MPUMEHAETCA CBA3KA U3 IBYX YCTPOMCTB, 0AHO M3 KOTOPbIX COAEP-
YKUT BbIXOAbI, @ Apyroe sxoAbl — Hanpumep, bP4-U n bLLC8-WN. Boixoabl BP4-U co-
eamHatoTca ¢ Bxogdamm BLLIC8-M Takmm obpa3zom, 4Tobbl Npu aKTMBALMM BbIXOAa
BXO/4, nepexoamnn B coctosHue "Tpesora'. Ha pucyHKe NOKas3aH npumep nepe-
bpoca coctosHma "lMoxkap" B Apyron cermeHT nocpeacTBom cBA3ku BP4-U un
BLLUC8-W.

E CermeHT 1

T]] Mpynna 3oH 1

g CermeHT 2
E; ﬁ] "t], pynna soH 1

BP4-1 BLLICS-U 002: 5.4 BLLIC8-W, NokanbHas 3oHa 1 @)

*

5.4.2. Noruka pabotel UCB ¢ ucnonbsosaHuem Moct-IP-U.

MocT-IP- no3BoNAET CMHXPOHM3MPOBATb COCTOAHME BCEX /TIOKAIbHbLIX TPYMNM 30H
BHYTPM "cmellaHHon" rpynnbl. VX cocToAaHMe ByaeT 0AMHAKOBbIM HE33aBMCUMO OT
TOro, B KAaKOM CermeHTe "cMmellaHHOoM" rpynnbl NPOM30LWA0 CobbITHE.

Hanpumep, npn BO3HUKHOBEHWUK MOMKapa B JI0Ka/NIbHOM rpynne 30H CermeHTa 2
JIOKa/IbHaA rpynna cermeHTa 1 TakxKe npnobpeteT cocToaHme "noxkap". Takmm ob-
PA30M OKa3blBAaETCA BO3MOXKHbIM, HAaNnpumMmep, 3anyCcT1Tb BbIXOAbl cermeHTa 1 no
nokapy B cermeHTe 2.
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5.4.3. NporpammnpoBaHMe U HAaCTPOMKA "cmelaHHbIX" rpynn
B Kaxabln cermeHT MICb Heobxoanmo aobasmTb ycTponctso MocT-IP-U.

=@ Cucrema, koa 211

= E CermeHT 1
1.1 KCIr PPOM-A
1.2 BLLICE-A
:Illl:I 1.3 Moct-IP-M
d,;_ 1.4 PP-U-NIPD
= E CermeHT 2
2.1 KCI PPOM-A
2.2 BLUCE4A
H]

E‘ 2,3 MocT-IP-1

Ona nepenayn coctoaHui rpynn 30H MocT-IP-M mcnonb3yeTt cBOM JIOKa/bHblE
30HbI (POpMMPYS NO HUM BCMIOMOraTe ibHble CObbITUSA).

=@ Cucrema 211

= E CermenT 1
= D 001: 3oHa
1.1 KCr PPON-A
1.2 BLLICE-A
:IE‘ 1.3 MocT-IP-4
ey 1.4PPMIPO
002 1.2 BLUCE, NokaneHan 3oHa 1
003: 1.3 MocT-IP44, NokaneHaAa 3oHa 1
= 004 1,4 PP-UNPO, 3oHa
o) 10pdeirPO
= E CerMeHT 2
= D 001: 3oHa
2. 1KCT PPOM-A
2.2 bLUCE41
:IE‘ 2.3 Moct-IP-4

002 2,2 BLWUCE-, NokaneHaA 3oHa 1
003 2.3 MocT-IP-4, NMokaneHana 3oHa 1

[ns cBA3bIBAHMA COCTOAHWUM "cmellaHHOR" rpynnbl HYXHO A006aBUTbL B HEE NO 04-
HOWM IoKanbHOM 30He MocT-IP- 13 KaxKa0ro y4acTBYHOLLETO CETMEHTA.

U4 .
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- Cwucrema (Bcero T)

KondurypupoeaHue ]

Ipynnel 3oH Beoogs| 4 | ¢ Y e (O

YeotpoicTea | 30HBI
2 -a By (A

= 0 CucTema 211
= ﬁ Mpynna pasaenos 1 [lepeTaluuTe Clona 33ronoBKH cTONGLOE ANA Py NNWPOBKI
CermenT 1, 3oHa 2

CermenT 1, 3oHa 3
CermenT 2, 3o0Ha 2
CermedT 2, 30Ha 3

HauMmeHoBaHUE & -

= E CeraenT 1

/

! [ 001: 30ma

-.:.:‘D 002: 1.2 BIICS-W, flokansHanA 3oHa 1
[] 003: 1.3 MocT-1P-U. NokansHan 30Ha 1

D 004: Paspen

| = E Ceraent 2

D 001: 3oHa

"\ [] 002: 2.2 BWICS-N. NokantHan 30Ha 1
[] 003: 2.3 Moct-IP-U. NokansHan 3oHa 1

Mocne atoro HeobxoamMmo 3anporpammmnposaTs Bce KCI 1 MocTbi-IP- B Kaxkaom

cermeHTe.
Ona Toro, 4yTobbl yoeamnTca, 4To MOoCTbl KOPPEKTHO HACTPOEHbl Ha B3aMMOAEeN-
CTBMeE APYr C Apyrom moxHo B Web-nHtepdeiice 3aintn B pasaen "Moct".

B Tabnnue "MocTtos-IP-N" 6yayT yKazaHbl napameTpbl MOCTOB APYrMX CETMEHTOB,
K KOTOPbIM MOXKeT NOoAKA0YaTbCA AaHHbIN Npnbop.

MocT-IP-I1 OCHOBHbBIE HACTPOMKK BesonacHocTb CeTeBoil WHTepeic Pexuam "Moct" CMeHWTL Bepcuio MO
Pexum "Moct”
Tatnuuya MocTos IP-M1 B cHCTeMe
COXpaHuTE B (aiin
ID MocTa IP appec TCP nopt
DAO10203FF1E 192.168.40.10 5888

U4 .
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5.4.4. Npumep 1. OTobparkeHne coCTOAHUA rPYNMbl B yAaI€HHOM cer-
MeHTe

Kpome CMHXPOHM3aUMM COCTOAHMA "cMmellaHHbIX" rpynnbl 30H, MocT-IP-U moxkeT
MCNONb30BaTbCA A1A OTOBParKEHUA COCTOAHMA TaKMX TPynn B eAMHOM LeHTpe
(Hanpumep, NynbTe oxpaHbl). [MpK 3TOM 06 BEKTLI M NYNbT OXPaHbl MOTYT ObITb TEP-
PUTOPMANIBHO YAANEHHbIMWU APYr OT APyra U MMeTb CBA3b TO/IbKO CPeAcTBaMU

Ethernet.
@ - CermenT 1 @ - CermenT 2
OOmoo |- OOmoo| —
Mmoo Mmoo
Moo | MOmo| -
mmooo moom
III[U[DD] _52 III[D[DD] _52 Cermexr 3
M omm M omm
mmomoo| | momo| | il
mmomoo|_| momo| _ -
O[] o m [ m B

MocT-1P-K MocT-1P-K Moct-1P-H

(Internet)

Bo3bMeMm 3a OCHOBY CUCTEMY, PAaCCMOTPEHHYt0 B N. 5.4.3. lobaBum cermeHT 3 B
KOTOpbIM noakatoumm bY32-U ans otobpaxkeHuns cocTosHMA rNobanbHOM rpynnbl
30H 1.

U4 .
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MocT-IP-U

£ @ Cucrena, koa 211
=- [ cerment 1
1,1 KCT PPOM#A

E 1.2 BLUCEH
=P 1.3 MocT-IP4

tl 14PPNTIPO
=- [ cerment 2
2.1 KCTr PPOM-M

5. NopAagok paboTbi ctp. 31 mn3 53
Mpor. Bepasa  Tun
HSF'STELIJ.I‘TS CHO3 33ronoBKkH CTC'J'ELC'E a
Haumenosatne &
+ B. 14 KoH1
+ 5. & Brok ﬂ 32 BY3I2-M NFC
+ B. 1 Mact
+ B. 5 % KoHl
+ B. 14 KoH1
+ B. B Bnok

E 2.2 BLUCEH
=R 2.3 MocT-IP-1

=- [ cerment 3

HazHaueHue WHAWKaTOPOB WM KHOMOK

3.1 KCr PPON-A

HazHaueHne

HazHauenune HazHauer

53| 3.2 BY32-M NFC
Mo 17

=H 3 iocT-1P-A

e Het neiictena

0 HeT aefictens
@ HeT aefictens

Ipynna 3oH 001

HeT aefictena

*
9 Het neiictena

9
O
®

@ HeT aefictena

HeT aefictena

o Het nefictena

@ HeT aefictena @ HeT aefictena

[obaBnaem B cermeHT 3 MocT-IP-U, 3aTem cBs3biBaeM N0KaNbHY0 30HY MocTa ¢

rpynnom 30H 1.

Kondurypupoganune ]

YoTpolcTea | JoHBI

T Y= =3 By O

= 0 Cucrema 211
=B} rpynnason 1
CermeHT 1, 3oHa 2
CermeHT 1, S0Ha 3
CermeHT 2, 30HE 2
CermeHT 2, 30HE 3
CermeHT 3, 30Ha 2

Cuctema (Bcero §) ]

‘:‘3‘ o [ i
LR O -

nEI:-ETELLI.I-’TE CHOa S3rcnoBKM CTONCLOE OnA eEYnnWpoBKKW OaHH

HawmeHoBatwe

EIE CermenT 1

[] o01: 3oma
[] 002: 1.2 BWICS-W. NokanbHas 3oHa 1
] 003: 1.3 Moct-1P-W. NlokanbHan 30Ha 1
[] 004: 30ma

E Cermen 2
[] oo1: 3oma
[] 002: 2.2 BWIC8-W. NokankHan 3oHa 1
[] 003: 2.3 Moct-1P-W. NlokansHan 30Ha 1

E Ceraen 3
] oot: 3oma
[] 002: 3.3Moct-1P-W. NlokanbHan 30Ha 1

w | Ormc

BakHo! Mocne atoro Heobxoanmo 3anporpammmpoBaTs Bce KCI 1 MocTbi-IP-U B

KaXXa0oM CermeHTe.
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- @ Cucrema 211
=2 E CermeHT 1 o
= ﬁ Fpynna soH 1 3 _—
002: 1.2 BLLICE, flokaneHaA 30HE 1 —
E 003: 1.3 MocT-IP-M, NokaneHana 3oHa 1 0
= E CErmenT 2
2= [ ﬁ pynna soH 1 0"'-5——4“______ T

002: 2.2 BLICE-M, okaneHaa 3oHa 1 e Y Es| Ee
003 2.3 MocT-IP-1, MokaneHan soHa 1 B 2 :CA Ef.-."
Ethernet ) M ceryent 3 e o) ke ii%:l: Ee
— o Ele o|C o)
= ﬁ Fpynna soH 1 o =3 — s e _'(\: 5
\% D 002: 3.3 MocT-IPM, NokaneHan 3oHa 1 B B ol ) | e
Bs ae s 2 ]
s Es ol B )

B 30He 2 cermeHTa 2 BO3HMKAET MOXKap, M3-3a Yero NI0KaNbHasA rpynna 30H cer-
MeHTa 2 npuobpeTaeT cocTossHMe "noxap" (ctpenka "1" Ha pucyHKke). MocT-IP-U
Mo/ly4aeT COCTOAHME 3TOM rpynnbl U coobuiaeT yepes Ethernet 06 MameHeHWM
MocTtam un3 cermenTa 1 1 3 (cTpenka "2").

MocT-IP-N n3 cermeHTa 3 popmmpyeT cobbITMe O NoXKape No CBOEM JIOKANbHOM
30He 2. B pe3ynbTaTe NoOKanbHasA rpynna 1 cermeHTa 3 TakKe nprnobpeTaeT cocTo-
AHue "noxkap" (ctpenka "3"). Taknum obpasom, Ha nHAnKaTope bY32-U HaunHaeT
oTobparkaTbcA Noxap B rpynne 1.
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5.4.5. Mpumep 2. 3anycK 1 OCTaHOBKA ONoBeLLeHUA B cermeHTe 1 no
NoXapy B cermeHTe 2

BHUMaHMe! HaaeKHOCTb yKa3aHHOro pelleHnsa 3aBUCUT OT HAAeKHOCTU M OTKa-
30YCTOMYMBOCTM CeTEBOrO 0H60pYyA0BaHMA. [T03TOMY peKOMeHAyeTCs CTPOUTb ce-
TEBYIO MHOPACTPYKTYPY Ha KOMMYHUKALUMOHHOM 0DOPYAOBaHUM C NOAAEPHKKOM
npoTokona STP (spanning tree protocol) ¢ cooTBeTcTBYOWMM PU3NYECKMM AYO-
IMPOBAHNEM NMHUI CBA3M. Kpome Toro, pekoMeHayeTca MCNob30BaTb Kabenb
TMna "BMTas napa' B Heroptoyern obosoyke (MapkmpoBKa LSZH), pesepBurpoBaTh
NUTaHWe ceTeBoro obopyaoBaHMA.

Bo3bmeMm 33 OCHOBY CUCTEMY, PAaCCMOTPEHHYIO B n. 5.4.3. [1n1Aa aBTOMaTNU4YeCKoro
3aMycKa onoselleHna HeobxoaAMMO CBA3aTb 30HY OMOBELLEHMA C FPYNMNON 30H U
TpebyembIM COCTOAHMEM.

Kondurypuposanme - X Cucrema (scero 10) -~ ¥ | CBOWCTER a
a 1.
Boxone! | Monesosarenw | 3oHet aocmyr * | * T e _ T‘fﬁll.me ———
T Q s _ Onncanue
= g CucTema 211 :" Homep soHel onoser 1
= E Cerment 1 lMepeTalwmTe Clona SaronNoEKK CTon 4 2. CBA3b Crpynnamu 3oH
= I, 3ona onoBewenns 1 * {Mpynna 1}
-l 1.4PPUIIFO HaumenoBaHe a a 3. qfﬁp[r[trp cpabam-saHua
o 10pdeiiPO = [ Cermen 1 'rl'IpEBDrH \HpERRER, g’m"m
CermeHT 2 . 1 Capel
E 1TKCTPPOME! HewcnpasHocw Bracn
= [ 1.2 BlCE-n S B
F] Pere 1 CHamia Beacn
Frd Pene 2
= ey 1.4 PP-U-NPO
o) 1 0pperTIPO
= E Cerment 2
2.1 KCT PPOM-W
= [ 2.2 BLUCE-W
Ed Pene 1
d Pene 2
Cratncruea o x

3anyck onoBeleHuna B cermenTe 1

PaccmoTpum paboty MocT-IP- Ha npumepe "cmelnaHHon" rpynnbl 30H, COCTOS-
e 13 30H ABYX CErMEHTOB.

=@ Cucrema 211 = @ Cucrema 211
= E CermeHT 1 = E CermenT 1
= ﬁ Fpnna soH 1 o =3 a4 -l /1, Jona onoBeuwenns 1
002: 1.2BLICE41, flokanbHan sona 1 -y 1.4 PP‘H‘”PMO
003 1.3 Moct-IP-4, NokaneHaa 3oHa 1 o o3 10pdeiPO
- [H cerment 2 M cervent 2
Ethernet = T} Mpnna 3oH 1 O"E—_“l —
L2 002: 2,2 BWCE4, MokaneHan 3oHa 1 o
003 2.3 MocT-IP-M, MokaneHan 3oHa 1
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B 30He 2 cermeHTa 2 BO3HMKAET MOXKap, M3-3a Yero /I0Ka/ibHadA rpynna 30H cer-
MeHTa 2 npuobpeTaeT cocTossHMe "noxkap" (ctpenka "1" Ha pucyHKke). MocT-IP-U
No/sly4aeT COCTOAHME 3TOW rpynnbl U coobuiaeT Yyepes Ethernet 06 MameHeHUM
MocTy-IP-U 13 cermeHTa 1 (ctpenka "2").

Mpynnel 3oH 0 ¥ Cermentel 1 ¥ [lpynne Bexc.. I X
=) [} [+ = ——=[+]
30HbI o » c ]
| |E|% : '|E| | EMIEHT
Cerment 1
' HHE
Cemenr 2

1

MocT-IP-1 13 cermeHTa 1 dopmunpyeT cobbiTre 0 NOXKape No CBOEMY /I0KANbHOM
30He 3 B cermeHTe 1. B pe3y/sibTaTe fioKkanbHadA rpynna 1 cermeHTa 1 Takxe npu-
obpeTaeT cocTosHMe "noxap" (ctpenka "3").

T.K. 3Ta rpynna 3aHeceHa B YC/IOBMSA 3aMyCKa 30Hbl onoBelleHna 1 cermeHTa 1, 10
3TO NPUBOAMUT K ee akTMBaumm (cTpenka "4"). Takum obpa3om Npm BO3HUKHOBE-
HWW NOXKapa B CerMeHTe 2 3anyCcKaeTca onoselleHne B cermeHTe 1.

pynnel 3oH 1 ®x Cermentsl 1 x [pynneleexc.. [ X
|E|- { | -|E| ' '||E|':U:\|E|
30HbI @ x c ;
| |E| % : '|E| | EMIEHT
Cemen 1
' S
Cemmenr 2

‘-

OcTaHOBKa onoselleHnA B cermeHTe 1

[na TOro, 4Tobbl OCTAHOBMUTL OMOBELLIEHME O MOXKape B cermeHTe 1 HeobxoanMmo
YCTPaHUTb NMPUYNHY BO3HMKHOBEHMA COCTOSHMA "nmoxap" B cermeHTe 2, mocne
4yero HeobxoAMMO BbINOAHUTL COPOC NOXKAPOB U HEUCMPABHOCTEM ANA 30HbI 2
cermeHTa 2.
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[pynnel 3oH 1 X Cermentel I ¥ Tpynne eexo..
B' | , ||E|':D:'.|

SoHl et Cerment 1

[E1=(} i [+ | :

Cerment 1

' A

Cerment 2

1

@ Moctaeuts Ha oxpaHy

@ Chate c oxpanel

|. | CBpocuTe NoMapsl M HEWCNPAEHOCTH |I

@ 'Mepeezats' Ha oxpany

[locne Toro, Kak HOpMann3yeTca COCToAHKME rpynnbl 2 cermeHTa 2 MocT-IP-U co-

O6LLI,I/IT 3TO cocToAaHne MocCTy 13 cermeHTa 1.
3 ¥ T[pynneieexe.. 3 X

Mpynnel 3o0H o » CermeHtel

30HH o x c ]
1 EMAEHT
|E|':G T (4] |

Cerment 1

' S

Cerment 2

1

MocT-IP-N n3 cermenTa 1 cdopmmpyeT cobbiTne "ABTOMATMYECKMIA COPOC NOXKap-
HbIX TPEBOT M HEMCNPABHOCTEN" NO CBOEMY /I0KaNbHOM 30He 6 B cermeHTe 1. B
pesy/abTaTe fIoKanbHaaA rpynna 2 cermeHTa 1 nepeiaeT B COCTOAHME HOPMA M KaK

cnegcteue onoselleHMe o noxape 6yaeT npekKpalleHo.
o X T[pynnel eexo.. @ X

pynnel 30H 1 X CermeHTel

BI 1 [
30HbI o x c ;
1 EMMEHT
|E| [J' T [+] |

Ceraent 1

'

Cerment 2

1
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5.5 MobunbHoe n WEB-npunoxeHue

BHMMaHuKe! ®yHKumA yaaneHHoro ynpasneHma yepes MobuabHOe NpuaoKeHme
nnn yepes bpaysep (Ctpeneu-WEB) nogaepxmnsaetcs, Ha4ymHas ¢ Bepcumn 5 npo-
rpammHoro obecnevyernns Moct-IP-U. Ins MocToB Bepcumn 4 1 HUKe HeoHXO0ANMMO
06HoBUTL MO (cm. 6.4) 1 3arpy3nTb TLS cepTndmkatsl (cm. 6.1.5)

5.5.1. NMogknioveHme K cepsucy pabotbl ¢ MOBUABbHLIM NPUNOKEHMEM

MocT-IP-N HeobxoaMMO NOAKNOUYMTL B IOKANbHYIO CETb (K MapLLpyTU3aTopYy) C
nomotbto UTP-kabena.

O login: user@user.ru

d""'-"'\,,..
_—
[ ]
Monesosatens X
Android e
os -
ID: 22 3647 AB Q01 02 I
device.streletz.ru:38383
Internet
TCP/P | ewwe [oTe
e ernet] """
MOCTHRH | . . IP: 192.168.7.1

Ecnn B obopyaoBaHum ceTn noaaepxmeaetcs npotokon DHCP, To moxeT ObiTb
MCNONb30BaH pexxum "MonyunTb IP-agpec aBTomaTnyeckn'. B gaHHOM pexmnme
MocT-IP-M BbinycKaeTcA € 3aB04a, KPOMeE TOr0, ero MOXXHO aKTUBMPOBATb MNyTEM
cbpoca K 3aBOACKMM HACTPOMKam UM HENOCPEACTBEHHO Yepe3 HAaCTPOMKN Npu-
bopa B Web-uHTepdeiice.

B npoTMBHOM Cay4yae npeasapuTensHo Heobxoammo yepes Web-nHtepdeiic 3a-
[aTb KOPPEKTHble HACTPOMKKM ceTh (cm. 6.1). [1na 3TOro MOXKHO HanpsaMyo Noa-
KNHOYNTbCS KoMMbtoTepomM K MocT-IP-U no pesepsHomy IP-agpecy (cm. 4.4.5).

Kpome Toro, yepes Web-nHtepdeinc HeobxoaAMMO BKAOUUTL PEXUM YAaNEHHOIO
ynpasnenua (cm. 6.1.5).
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5.5.2. 3arpy3Kka cucrtemol B 061aKko

[lna Toro, 4Tobbl 3arpy3nTb CUCTEMY B 06/1aK0 HEOHXOAMMO:
1. JobaBnTb NO/Ib30BATENA-XO3ANHA CUCTEMDI.
2. Nepentn 8 MO "Ctpeneu-MacTep" Ha BK1aaky "Monb3oBatenn".

3. [1o6aBuTb HOBYIO rpynny NOab30BaTENEN CETMEHTA, C NpaBamm Ha "KoHPU-
rypupoBaHme".

4. YCTaHOBWUTb ANA rPyNMbl pa3peLlleHnsa Ha ynpasaeHus 30HaMu.

I(om]mrjrpuponaﬂue] ~ X | Ceoiictea
v 1. DBwme
Verpoiictea  3oHel  [pynnei soH  Bewoper  [onbsosatend | 3one poctyma Tun Mpynna nonbaosaTenei
J=::—E d=:'5_' Y EE,IEI' x Crmcanwe
n Homep 2
por. w 2 [lpaBa Ha 30HH
=@ (Iimlr:rema 101 30He! {30na 1.30na 2. ... 3ona 4}
= Ipynna cMCTEMHEIX NoNE30BaTENEA 1 \
[ F"” b BsATve Ha oxpaHy Paspemexo
s CMCTEMHEIA NONB30BATEN: 2047 + CHATvE ¢ oxparsl  Paspeweo
= E CermenT 1 Chpoc noxapHer: 7| Paspemeno
El- g TPyNNa nonbsosaTensit 1 (MxeHeps) Nepesaame Ha oxp 3anpemeto
MonbsoeaTens 0 (Mo yMonuaHo) + CHATME C oxpaHbl ¢ 3anpemeHo
=4 '“ T e
== MonbsosaTens 1 + v 3 "2 o
- [pyNNkl BEXOAOE | HE YCTaHOBNEHD }
BrnioueHue /oTinio: 3anpeweHo
Crapt/cTon rpynn | 3anpemeHo
v 4 [paBa Ha KOHPUIYPUPOBaHWe
KoHdurypuposane [Paspeweto

5. [lo6aBuTb B rpynny no/ib30BaTeNs - X03AnHa CUCTEMbI.

6. 3apaTb AnA nonb3oBatens Lindposoi Kntou n aapec aneKTpoHHOM NOYTbI.

KﬂH{I}MrjI’pHPGHaHMEI ~ x | Ceoiictea
Yerpoiictea  JoHbl  [pynnbi soH  Bemomel  [1oNbS0SaTemt  Sowel gocTyna ¥ -|‘!l-1l'l T —
‘3-_? =G ':E:E" E-LI b 4 Ormcanwe
Homep 1
fpar. v 2. MpeH TMPMKaLMOHHESA NPUMSHEK
= 0 (Ilmll:rema 101 . Tun kniova Lppoeoi koa
B F|I:n,rr|na mv.—rerlelx nonesoBaTensd 1 Kiew ==
dn CMCTEMHEI MONES0ESTENE 2047 * Appec snewTpoHHOM noutel | test_user@cloud_test ru
= E CermenT 1
- g TPYNna nonszosaTenei 1 (MxeHeps)
ﬂ' MonezoBatents 0 (Mo yMondYaHMo) +
=] ;H Ipynna nonesosaTensl 2
s Nonbsesatens 1 +

7. HaxaTb KHonKy "MpumeHnTb".

s 25 - Bl

Kondmrypuposanme ] * XK

Kongurypuposardne |$ ¥npaeneHne |5 AHanoroskie sHaqeHs

Yempoic®a  3gne  Mpynnbison  Bemogsr  MNonebsosaten

# = - B4

=N * ] Cncrema, kop 101

= [tl CermeHT 1
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8. OTnpaBuTb CMCTEMyY B 0DNaKO.

(e} CERER L - B Onucatwe
Kopo cuoTemel
CWHXpOHW3WMPOE
=@ 3, KOS
= CermeHT 1 EEEI L g
Iq L1KCP Mrnopr 3
=IP| 1.2 Moct
| 3kcnopT » " s OTnpaeute cucTemy B ofnako
gh CeolcTES
¥l
o = Q, CERER . I - B Onucanwe

Kop cucTemel
CWHEpOHWSMpOBaTE BREMA

= 0 Cncrema, kog 101 Or
= E CermeHT 1

Eq 1.1 KC PPUAIPO
=P 1.2 MocT-IP#M

Mepeaaya kondurypaywnn 8 obnako >

o KoHGKMrypauWa yonewHo oTnpaenedHa B 08nako.

5.5.3. Perncrpauma y4éTHOM 3anmcu

MNocne pobaBneHms cuctembl B 061aKko, Ha e-mail agpec nonb3oBaTena npuaet
MMCbMO

cloudservice@argus-spectr.ru Crtpeneu-lPO - cosgaHue y4eTHOIN 3anncu

B Tene nucbma ByaeT ccbiika, MO KOTOPOM HEOBXOAMMO NepenTn ANna perncTpa-
LK
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Ctpeneu-MNMPO - cozgaHue yueTHOW 3anncu Pervctpaumm ¥

4y, cloudservice@argus-spectr.ru
."\ ____/';
3apascTByiiTE!

Bbl nony4nnu ato cooblueHWe, Tak Kak Baw agpec Gbin nenonb3osaH Npyu perMcTpauni HoBoro nonb3osaTens B obnadHom
cepeuce Ctpeneu-lPO.

Ecnu Bel He coBepliany gerdcTenid no permcrpaumnn, HE nepexoguTte no cebinke Hiske 1 HE oTBevarite Ha 310 nucbmo!

MoaTteepxaan pervcTpauumio Bel npuHnMaeTe nonutuky GeaonacHocTy v gaeTte cornacue Ha o6paboTky NnepcoHanbHbIX
OaHHbIX.

[Ina noaTBepXaeHUs perucTpaun nepeiianTe No cneayoLwei cebinke:

https://cloud.streletz ru/password-confirm/e09809a4-478d-4b36-8e63-c3551eb45425/5f329a617929a065e72dcd 76

Baw akkayHT He DyOeT akTMBHbIM, MOKa Bbl HE NOATBEPAUTE CBOK pervcTpauuio.

Heobxoanmo nepenTin no ccbinike (MM cKonmpoBaTb eé B bpay3ep) n 3a4aTb Na-
POJIb NONb30BATENA

cloud.streletz.ru/auth/password-confirm/e09809a4-478d-4b36-8e63-c3551eb45425/5f329a617929a065¢72dcd 76

BB Sporvposative ote... Lamoda paménep [J Facebook & Hoeas 3anaua - Ma...

Crtpeneu-WEB

YcraHoBKa napons

MNopnnepsxka / CkayaTb MoBUNbHOE MPUNOXKEHUE

MobunbHoe npunoxerHune Ctpenel-NPO MOXKHO CKayaTb NO CCbIIKE B MUCbME pe-
rmcTpaunm, nnbo yepes nouck B App Store nnu Play Market.
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5.5.4. PaboTta c MOH6MIbHBIM NPUNOKEHMEM

02 A Mocne perucTpaumm HeobxoaMMO
ETRASINTIED BOMTM B MOOWIbHOE NPUIOKEHME,
BBECTM CBOWM NOTMH (e-mail, yka3zaHHbIM
B 5.5.2) n naposb, 3aA4aHHbIM B N.5.5.3.
BbinonHute BXxoa
MpunoxeHne MmeetT UHTYUTUBHO MO-
megovis8l4@jupiterm.com v v
HATHbIN MHTepdelc. B npnaokeHnm Ha
8 Ha4Yya/NIbHOM 3KpaHe oTobpaxKaeTca Ho-
Mep CUCTEMbI N ee COCTOSAHME:
e CHAT. Hopma. (cepblt $OH)
Pemtewetis Copocmepon; e B3AaT (3eneHbit GOH)
e CHAT. HapyweH (cnHuit $oH)
e TpeBora (KpacHblt GOH)
e [loxkap (KpacHbln GoH)
13:02 - all = D 16:13 @ il F G 13:03 - all = @D
Bce o6bekThl Bce o6beKTbl Bce 0bbeKTb
i : it : e 2
= [59] @ — 5] ) = @ i
Mero ObbekTb! CobuiTva MeHio OBheKTh! Cobhitua MeHio OBBLeKTh CobbiTua
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16:45 all

Bce 06bekThl

= @

MeHio Q6beKkTsl CobbITHS

16:04 all =

Bce o6beKTbl

o) G

CobbiTha

Z Il

ObbeKTbl

[ ® <

ECav KAMKHYTL MO MNoJito
"Cucrtema", 10 OTODOpa-
3aTcA  CermeHTbl  CU-
ctembl. Kamk no Cer-
MEHTY NpuBeaeT K 0TOb-
PaXeHUto 30H B 3TOM
CermeHTe. KnmK no 3oHe
npueeaeT K oTobpaxe-
HUIO [04YEepPHUX
YCTPOMCTB B 30He. Knuk
no Yctponcrtsy oTobpa-
3UT MPOTOKOAN CODbITUN,
CBA3AHHbLIX C  3TUM
YCTPOMCTBOM.

17:01 Lall

& 101 CucTema

CHAT. HopMa
C16:46.39 13 aprycra 2020 .

1CermMeHT
CHAT. Hopma.

= @

MeHio OBbeKTh CoBbITHS

KopoTkun nyTb K MHpopmaLmm

17:02 all =

< 1 CermMeHT

CHAT. HopMa.
c16:46:38 13 aBrycta 2020 r

1Pazgen
CHaT. Hopma.,

2 Pasgen
CHAT. HopMa.

3 Pazpnen
CHaT. HopMa.

4 Pazpgen
CHAT. HopMa.

5 Pasnen
CHAT. Hopma.

6 Pasgen
CHAT. Hopma.

7 Paspen
CHAT. Hopma,

17:03 @ il =

& 7 Pazpnen

CHaT. HopmMma.
¢ 16:46:38 13 asrycra 2020 1.

6 Ukap-MNPO

Meno O6beKThl CobbiTus

CkauaHo c sec.ru
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17:40 aill =

< 6 Vkap-MPO

¢ 16:46:29 13 aBrycra 2020 .

MoCTaBmUTh Ha oxXpaHy

CHATh ¢ OXpaHhl

CEpOCUTL MOXapb! 1

MocTaBUTb Ha oxpaHy
HEWUCNPAaBHOCTH

Mepep3aTh Ha axpaHy CHATb C OXpaHbl

C6pocuTb NoXaps! 1
HeucnpasHoOCTU

DUNLTP yBEOOMNEHUA
CMeHMTb NKH-KoA MNMepeB3aTb Ha oxpaHy
lNMonp3ocsatenn

YOanute CerMeHT
13 aBrycra &

= © ©)
MeHio ObbekThl CobbiTng

OnntenbHoe HaxaTtme Ha none "CermeHT" nnm none "3oHa" npuBeaeT K nosasse-
HUIO MEHIO C BO3MOMKHbIMM ANCTBMAMM C AaHHOM 30HON nan CermeHToOMm.

HenicTtue MeHio CermeHTa MeH!t0 30HblI
[locTaBUTb Ha OXpaHy Vv Vv
CHATb C OXpaHbl
CbpocuTb Noxapbl 1 He-
MCMPaBHOCTMH
MepeB3ATb Ha OXpaHy
PunbTp yBEAOMNEHUIN
CMEHUTb NUH-KO/,
[Nonb3osatenu
YOanntb CerMmeHT Vv —
[Onsa nobaBneHns HOBOro No/b30BaTENSA B MEHIO AencTBnin ¢ CermeHToOM Heob-
XOAMMO KAMKHYTb No nonto "Monb3oBatenn'. B oTKPbIBLLEMCA IKPaAHE KANKHYTb
Ha "+" B BEpXHEM NPaBOM yry.

V
\
Vv

<N I K< <] < <
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18:01 il = 18:01 @ aill = 18:02 @ all = GO
C6pacblBaTh NoXapHbie .
Tpesoru
<« lMNonbszoBaTenn < Crpeneu-rfNPoO <
Ynpasnate
0 Mo ymonuanitio nonsL308aTeENsIMU .
Email: megovis814@jupiterm.com BBeﬂMTe nNaHHble
Pazpenti: Bee rnonb3oBaTens naHenm
YNpaensaeT nonb3csatensamm
O
OnwcaHne 1 Pasgen
2n. noyTa Aizaei
3 Paznen
MuH-koa (1-6 umdp)
4 Paspen
5 Pasgen
BpaTb non oxpaHy . il
6 Pazgen
CHMMaTL C OXpPaHbl .
7 Pazpgen
MepeB3AaTL Ha OXpaHy .
C6pachiBaTh NOXapHbie )

= ] @ CO3LATb MOJTb3OBATENS CO3[ATb MOJIb3OBATENA

MeHio O6beKThl Cobhmua

B OTKpbIBWEMCA OKHE BBECTU dHHbIE HOBOIO MOJ/1b30BaTE/1A, YCTAHOBWUTbL pa3pe-
weHHble onepaunn 1 AOCTYMNHblE 30HbI.

KnnkHyTb Ha none "Co3aaTb nonb3oBatena'.

B MO C-M (nnn MO C-N) cobpaTb CBOMCTBA CErMEHTA.

=@ Cucrema, kog 237
=] Cer N
E 1. 0= [JoBasuTh "

M Yaanute Ctrl+Del

 ——
+

B. 18

| MporpaMMupoBaHve  » | %  (CobpaTh CEOMCTEa CEMEHTa |

£F CsoicTea @® CwHxponusauma uepes CRC

HpMMeHMTb N3IMEHEHNA!

Kondurypupoeanue |}_£, Ynpaenenwe [§ £

1 = - B«

Kondurypuposanue ]

¥oipoicTBa | Joner  [pynneisoH  Bemoger  MonssosaTenw

HoBbI nonb3oBaTenb obaBaeH.
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5.5.5. Crpeneu-WEB

[na ynpasneHuns cuctemon yepes WEB-nHTepdpeic Heobxoammo B bpaysepe ne-
penTn no ccoinke https://cloud.streletz.ru/. B okHe aBTOpM3auUmMmM BBECTU IOTUH
(e-mail, yka3aHHbIN B 5.5.2) 1 napons.

A Crpeneu-WEE - AsTopu3auma b4 =+

(TT)

& & A httpsy//cloud.streletz.ru

Crpeney-WEB

ABTOpHU30BaTbCH

megovis?14@jupiter.com

Co3gate y4ETHYH 3E3NMCe BodaTtu

Noanepska / CKA4aTh MOGHNBHOS NRUNOMEHWE

B neBoOM YacTu 3KpaHa PacnooKeHO AepeBO 0OBEKTOB AOCTYMHbIX MO/b30Ba-
TeNto (CMCTeMbI, CEBTMEHTbI, 30Hbl...). B HUMKHEN YacTh 3KpaHa PacnoOXeH NPOTo-
KON cobbITMin ANnA BbIOPaHHOrO 0O bEKTA.

CTpeneu-WEB -
101 Cucrema o 1 CermesT 1T CopTepoexa unsTp I Macwrad
w HCTEME
w CermenT
s 11 {:
CT PP-H-NFO
CobuiTHs 1T Copmaposxa PunsTp TF Macwrab Cad
Homep Paznen i
12904 18.08.2020 18:38:17 MocTaH0ERE HE QXpEHY 1CermenT 44 Osepe  [o ymoauasueo [0]
2 19.08.2020 19:38:12 CHATHE © opasy 1Cermext 44 O=epe Mo ymoauasueo [0]
12802 19.08:2020 18:20:41 MoCcTaHoBRE HE DEPEHY 1 Cerment 44 feepe  [No ymonyasuen [0]

8.08.2020 11:06:25 CHATHE C oxpasy Cermest 4 Oszeps 0 yMonuanuo [0]
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[lns npocmoTpa COCTOAHMA 30H HeobxoamMmo B AepeBe 06bEKTOB BbIOpaTh cer-
MEHT M CUCTEMY, B KOTOPYHO BXOAAT AaHHbIE 30HbI.

CocToAHMe 30H OTO6pa>KaI-OTCﬂ B BMAE LBETHbLIX NAUTOK. LUBET NAnTKM cooTBeT-
CTBYeT COCTOAHUIO!

e CHAT. Hopma. (cepbiit $OH)
e B3AaT (3eneHbit GOH)

e CHAT. HapyuweH (cMHMiA GOH)
e TpeBora (KpacHblt GOH)

e [lo)kap (KpacHbI GOH)

[na ynpaBneHua 30HaMM HEOHXOAMMO HaXKaTb NMPaBYO KHOMKY MbILLIM Ha NANTKE
30HbI 1 BbIOPATb KOMaHAyY ynpaBieHus.

Kpome Toro, BOSMOKHO yrnpaBaeHMe HeCKO/IbKMMM 30HaMU, 414 3TOro Heobxo-
AMMO C NMOMOLLbI Mblln 1 Knasuw Shift nuan Ctrl BbiOpaTb HECKONBKO NAWUTOK,
noc/ae 4yero B NpPaBOM BEPXHEM yrny noasutca mexto "Onepauumn" ans ynpasne-
HMA Cpa3y rpynnom BbIBPaHHbLIX 30H.

a

101 Cucrema @ 1 CermesT i Onepauun (2) < CHATE BRIJENEHHE
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6. SMEHEHWE NMAPAMETPOB

6.1 U3meHeHune napameTpos Yepe3 Web-nHtepdenc

[na n3meHeHuna HacTpoek npubopa oTKporTe Bpaysep, BBeauTe IP-agpec
npnbopa, Haxkmute "Enter”.

3arpysuTca npurnalleHune aas BBoAa Napons.

&« C | @ Hezawmueno | 192.168.40.10/login.php

2 MoctIP-U

Naponk

BBeauTe Naposib 1 HaxkMmuTe KHonky "Bxoa"

6.1.1. I3meHeHune ceTeBbIX HACTPOEK

B pa3gene "OCHOBHbIe HAaCTPONKK" oTobparkaeTcs cepuiiHbii Homep (Mam ID)
n MAC-aapec npubopa.

MocT-1P-1 OCHOBHBIE HACTPOHKH BesonacHocTb CeTesoil nHTeppeiic Pexum "MocT" CMeHuTL Bepcuto MO
CeTeBble HACTPOMKH
ID: DAO010203FF1E
MAC-agpec: 90:70:65:C4:69:94
MonyuuTe IP-aApec aBTOMATHYECKH
® 1Cnonb3oBaTh CTATUHECKMR IP-agpec
IP-anpec: 192.168.40.10
Macka: 255 255 255.0
LLINto3 N6 yMONYaHUK: 192 168 40 177
DNS: 5.8.8.8

TakK e B AaHHOM pasgene 3a4a0TCA CeTeBbIE HaCTpOVII-(l/I an6opa:

e TuN agpecauun "Mony4yatsb IP-aapec aBTomaTnyeckn" mam "Mcnonb3o-
BaTb cTaThyeckui IP-agpec”;
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e 1A CTaTU4ecKomn aapecaumm |P-agpec, macka MOACETM M W3 MO
YMO/IHAHUIO;

® 10MO/IHUTENbHbIN ANA AMHAMMWUYECKOM apecallMm n OCHOBHOM ANA CTa-
Tnyeckon DNS-aapec.

Y10bblI 3aMMcaTb CeTeBble HACTPOMKM B Npubop HaxkmmuTe KHOMKy "Coxpa-
HUTL". [Tocne 3TOro CTpaHMLa aBTOMATMYECKM Nepe3arpy3mTca No HosBomy |P-
agpecy.

BHMmaHue! Echm HoBbIl IP-aapec nprbopa OTHOCKTCS K NOACETM OT/IMYHOMN OT
noaceTn B KoTopok paboTaeT MK, nepesarpyska CTpaHMLUbl 3aBEPLINTCA He-
yaayen. Tenepb Ans Aoctyna K npnbopy HeobxoaMMOo M3MEHUTL CETEBbIE Na-

pameTpbl MK n/man nogknounts MocT 1 MK B Ty IOKaNbHYIO CETb, A8 KOTO-
PO OH B6blN1 CKOHPUTYPMPOBAH.

6.1.2. U3ameHeHne napons

B pasnene "be3onacHoCTb" MOXHO M3MEHUTb Napoab Ana Aoctyna K Web-
nHTepdeincy n nogkntoderma NO "C-N".

MocT-IP-1 OCHOBHBIE HacTpolikn | BesonacHocTs  CeTeBoid MHTEpdeEc Peskum "MocT' CMEHWTs Bepcuio MO

[Napons K ceTEBOMY MHTEP(ERCY

Maponke:

MopTEepkaeHMe Napona:

BHMMmaHMe! [Mocne n3meHeHma, Napo/ib, yKa3aHHbINM Ha HaKNelKe, nepecTaHeT
nencTsoBaTh. [11a Toro, 4Tobbl BEPHYTbCA K MNApOto NO YMOAYaHUIO Heobxo-
AMMO NPOM3BECTN cbpoc Npmnbopa K 3aBOACKMM HAaCcTPOMKam (cm. 6.3).

6.1.3. HacTtpoWnku ceTeBoro uHtepdemnca

B pa3saene "CeteBoi nHTepdenc" MoXHO 3a4aTb cneunduyecknin nopT Ana
noakntoyeHus MO "C-MU" no ctatnyeckomy IP-aapecy. BKAOYUTL MU OTKAKO-
YUTb BO3MOXKHOCTb paboTbl npnbopa vepes "Streletz-Cloud".
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MocT-IP-1 OCHOBHBIE HACTPOMKK Be3onacHoCTb CeTeBod MHTepgeRc Pexum "Moct” CMEHWTE BEpCHD MO

CeTteBoi nHTephenc

TCP NopT ANA BXOAAWMX
NOAKNKYEHHWNA:

65344

# CeTesoi wHTepbeic yepes Argus-Cloud

HTTP Argus-Cloud: sgt.argus-spectr.ru

MopT: 9010

TaK¥e MOXHO YKa3aTb a/bTepPHATUBHbIM aapec 1 NopT cepsuca. NocnegHee
MOXeT ObITb MONE3HO B C/ly4ae MCNOb30BaHMA YacTHOro cepsuca "Streletz-
Cloud".

6.1.4. YnpaBneHue pexxmmom MexXcermeHTHOro B3aMMoaencTana

B pasaene "Pexxum MocT" MOXHO BKAOYUTb UM OTKAKOYUTb BO3MOMKHOCTb
PaboTbl Nprbopa B peKnme MeCcermeHTHOro B3anmMoaencTame.

MocT-1P-I1 (CHOBHBIE HACTPOWKM BesonactocTe CeTtesol mHTepdeic Pezxam "Moct” YnanexHoe ynpasneHwe CmeHuTs Bef

BENKMHTE pestim "MocT"

Tatnuuya MocToe IP-1 & ciucTeme
CoxpaHuTe B gain
ID MocTta IP agpec TCP nopt
DAD000000006 192 168.40 27 3388

DAODD0000005 192.168.40.26 8388

Mpynna Pazgoen
1 2
2 3

3 4

X Coxpanums

Kpome TOro, Ha AaHHOe BKNaAKe npucyTcTByeT cnncok Moctos-IP-U apyrmx
CEerMmeHTOB C KOTOPbIM B3aMMOAENCTBYET AaHHbIM MOCT. Takke npueeaeHa
Tabmua cooTBETCTBMA HOMEPOB rnobanbHbIX rpynn 1 304 MocTta-IP-U.
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6.1.5. HacTpoMKK yaaneHHOro ynpasneHums

B pa3nene "YaaneHHoe ynpaBieHme" MOKHO BKIKOUYNTb UM OTKAOYNUTL BO3-
MOHOCTb YMNpaBAeHMA CEerMeHTOM 4Yepe3 MODOWNbHOE NPUAONKEHME WK
Web-mHTepdelic.

MocT-1P-11 DCHOBHBIE HACTPOWMKM BesonacHocTs Ceresol nHTepdenc Pexam "MocT YnaneHHoe yNpasneHue CameHMTb BE

YjaneHHoe ynpasnesue

PazpelwHTe YNpasneHnse yepes MoSunbHoe npunokeHue\Mieb-aocTyn
HTTP Saymon-Cloud: device. sfreletz ru

NopT: 5583

X509 cepTHdMEaTLI SarpyaTe

X Coxpanums

Take MOXHO yKa3aTb a/ibTePHATMBHbIM aapec U NOpPT CepBMCa M 3arpy3mnTb
TLS (x509) cepTndmKaTbl ANA aBTOPMU3aLMM Ha 06Na4YHOM CepBepe.

3arpyska cepTuduKaToB Heobxoauma ToNbKO Npu obHoBAeHUM ¢ Bepcum 4.0
WU MEHbLLIE.

[ns nonyyeHus ceptudMKaToB HEOHXOAMMO 06PATUTHCA B TEXHMYECKYIO NoA-
NepXKy npounssoauTens npnbopa, coobLmMB CeEPUnHBIN HOMep Npnbopa.
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6.2 JocTtyn no pesepsHoMy IP-aapecy

[na goctyna no pesepsHomy |P-agpecy coeanHute Moct-IP-U ¢ K cornacHo
NYyHKTY 4.4.5.

OTkpounTe bpaysep n BBeauTe IP-agpec 192.168.100.100 n HaxmuTe "Enter".

3arpy3MTCﬂ npunrnawenne anAa sBoaa naposAa.

_/D Mocr-IP- X\E

& C | ® He zawmweHo |192.168.100.100

Maponk

[Ona nepexoaa K Hactponmkam MocT-IP-M BBeaUTE Napoab U HAXKMUTE KHOMKY

" BXO,ﬂ‘”
&« C | @ Hezawnwenco | 192.168.100.100/index.php
MocTt-1P-I1 OCHOBHLIE HACTPOKM Be30MacHoCTL CeTeBoil HTepdEeNC Pexum "MocT" CMEHHTL Bepcuio MO
1D: DAO10203FF24
MAC-agpec: 90:70:65:E4:B3:8E

Mony4nTe IP-agpec asTOMaTHYECKH
* ICnonb30BaTh CTATHYECKWA IP-anpec

IP-agpec: 192.168.40.45
Macka: 2552552550
LUAKE NO YMONYaHUKO: 192.168.40177
DNS: 6888
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6.3 C6poC K 3aBOACKUM YCTAHOBKaM

[Ons cObpoca npnbopa K 3aBOACKMM HACTPOMKAM:
e [loganTe NMUTaHMeE Ha NAaTy C HaxaTon KHonKkon "Service 1",

e JloaMTecb OAHOBPEMEHHOrO MOPraHusa Bcex cBetoamonos 'MuTa-
Hue", "Ethernet”, "LON" »enTbim 1 3eneHbim ceeTom (depe3 40 — 60 c.
nocne NoAayv NUTaHuA).

e OtnycTtute KHOMKy "Service 1".

Kuonka «Service 1»
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6.4 O6HOBNEHUE NPOrPaMMHOro obecneyeHus yCTpoOMCTBa

BHMmaHuMe! ObHoBNEHME NporpammHoro obecneyenma Moct-IP-U ocyuiecTs-
naeTca Tonbko vyepes Web-mHtepdeic.

Ona obHoBNEeHMs NporpammHoro obecneyeHmns Heobxoammo 3anTh B Web-
nHTepdenc npmbopa B pasgen "CmeHuTtb Bepcuto MO".

MocT-1P-U1 OCHOBHBIE HACTPOWKK BE30NacHOCTh CeTeBoil MHTEpMENC PeXUM "MocT' CMEHWTE BEPCHID MO

CmeHuTsL Bepcuto M0

3arpysuTb

Haxkmmnte  KHonmKy  "3arpy3auTb’ 1 Bbibepute  paln  NPOLUMBKMK
(firmwareX.Y.Z.tar.gz, roe X.Y.Z — Homep Bepcun M0).

CMmeHa NpoLWmMBKM 3aMMmeT nopaaKka 1 —2 MUHYT.
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JononHuTtenbHaa MHGopMaLma
TexHnyeckme napametpbl MocT-IP-U:

fabapuTHble pazmepbl — 210x143x40 mm.

Macca — He bonee 0,4 Kr.

[unana3oH pabounx Temnepatyp —-30 + +55 °C.

OTHOCUTENIbHAA BNAXKHOCTb Npu paboTte — a0 93 % npu 40 °C.
[nanasoH TemnepaTtyp npu TpaHcnopTnuposaHum —-50 + +55 °C.
OTHOCKTENbHAA BNAAXXHOCTb MpW TpaHcnopTuposKke — 40 95 % npu 40 °C.
CteneHb 3aWmTbl 060104KM — P41,

YCTONMYMBOCTb K 3/1EKTPOMArHMUTHbIM noMmexam —YK2, Y31 n YN1 Il ctenerm
weécTtkoctn (no FTOCT P 50009-2000 mn HIMB 57-97).

3aliMTa YenoBeKa OT NOpPaXKeHMA 3/IeKTpUYeckMm Tokom — Knacc 0 no FOCT
12.2.007.0.

KoHcTpyKuma  yaosneTtsopsaeT  TpeboBaHusam  besonacHoctn  [OCT
12.2.007.0-85, TOCT P M3K 60065-2002 B aBapuinHOM pexmme paboTbl K
NPV HapyLeHWM NpaBma SKCNAyaTaumm.

CpeaHsa HapaboTKa Ha 0TKas - He meHee 60 000 y.

CpeaHui cpok cnybbl — He meHee 10 ner.

Anpec npeanpuUATUA-U3rOTOBUTENSA:

197342, CankT-leTepbypr, Cepaobonbckasa, 65A
Ten./dakc: 703-75-01, 703-75-05

Ten.: 703-75-00

E-mail: mail@argus-spectr.ru
WWW.argus-spectr.ru

Pepnakumna 2.0
01.10.2021
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