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OO0mme cBeaeHus

APM  «Opumon HUxkc» moamepxkuBaeTr paboTy B pexUMe TpapuuecKoro  KHOCKa
OC Astra Linux Special Edition.

Pexxum rpaduyeckoro Knocka — 3TO OCOOBIH PEXHM, B KOTOPOM IIOJIb30BATEIIO Pa3peracTcs
3aIyCKaTh TOJbKO NPUJIOKEHMS, SBHO yKa3aHHbIE B Mpo¢uie Mmoib3oBaTesd. J(aHHBI peXuM CIIyKUT
JUISl OTPAaHUYCHUSI TIpaB TIOJIb30BaTeNeil B cucreme. [padudeckwii KHOCK OTpaHHYUBACT JOCTYI
Ha ypoBHE rpadudeckoit cpepl.

VY rpaduyeckoro KHocka ecThb CIEIyIONIHEe BOZMOXXHOCTH:

e ABTO3aITyCK NPHIOKEHUH Il TPOHIIS TTOTH30BaTENS.
e Pa3menieHue spibIKOB Ha pab04YeM CTOJIE TIOJIB30BATENS.
e Pa3mernieHue SpibIKOB HA MaHENN 3a/1a4 M0JIb30BaTEs.

Pexxum onHoro npusnoxenus — npu Bxoje B OC moa npoduiieM MoJib30BaTesl OCYIECTBISIETCS
aBTOMAaTUYECKUH CTapT NPUJIOKEHUS U €ro pa3BopaurnBaHUE BO Bech IKpaH. OTCYTCTBYET MaHelNb 3a/1a4 U
BEpXHSAS MaHEIb MPWJIOKEHUs (T.e. HEOOXOIMMO 3aBepIlaTh paboTy MPUIIOKEHUS €ro COOCTBEHHBIMU
cpenctBamu). [Ipu BeIX0€ U3 IPUIIOKEHUS TEKYIIasi CECCUS 3aBepLIAeTCs.

OcymiecTBiATh 3alyCK APYTUX pa3pelI€HHbIX NPUIIOKEeHUN. JlaHHbIE NPUIIOKEHUS HUIJIE HE
OyAyT pa3MellleHbl, HO MOTYT OBbITh 3alyIIeHbl Yepe3 APyrue MpUaoKeHusl.

I'padmueckuii knock obecreunBaeT OrpaHMYECHUE 3allycKa MPUIIOKEHUHN Ha YpOBHE IpadyecKkoro
untepdeiica Fly. Ilonb3oBarens CMOXKET 3alyCTHTh TOJBKO T€ IPUIOKEHHUS, KOTOPbIE €My SIBHO
pa3peLIeHsbI.

[Ipumenenne pexuma rpaduueckoro kuocka misi pabotel ¢ APM «Opuon Hkc» 00yciaoBiIeHO
HEO0XOAMMOCTBIO KECTKOTO OrPaHUYEHUs JAEHCTBHMI IEpCcOHAa Ha OXpaHAEMbIX 00bEKTaxX U B LIEHTPax

MOHHUTOpPHHTA.

Oﬁuon Uxc P.ALIP.00086 PO POn Uszm.4 éepcus 1.2.0 om 25.02.2026 G
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I'masa 1. Hactpoiika pe:xxuma rpaduyeckoro kuocka B Astra Linux Special
Edition 1.7.6 u BbImIe

Jlns HacTpoiiku pexuma rpapudeckoro kunocka B OC Astra Linux Special Edition 1.7.6 u Bbimie
BBITIOJTHUTE CIICAYIOIINE NEHCTBU:
OTkpoiiTe OKHO yrpaBiieHUs noiuTukoi 6e3onacHocTH («Ilyck» — «IlaHeab ynpaBiaeHUus» —>
«be3zonacHocTb» —> «IlomMTHKA 0€30MACHOCTH)) WK BBINOJIHUTE KOMaHAy B TEpMUHAJIE:
sudo fly-admin-smc
B 6oxoBOM MeHI0 crieBa BeiOepuTe MyHKT «IloJib30BaTesny.
Bribepure mosib3oBartens, Uist KOTOPOro OyJaeT HACTPOEH JOCTYIT B PEXKHME KHOCK WIIH CO3/aiTe

HOBOI'0 ¢ IOMOIIBIO KOHTCKCTHOI'O MCHIO, KOTOPOC MOYKHO BbI3BATH HA)KATUCM npaBoﬁ KHOIIKU MBIIIIHN.

L =
= YnpaeneHue nonuTukoi 6ezonacHocTy - Monb30BaTEND: User

®ain MMpaeka HacTpodkkt [MoMoWwb

+ — s O6bi4HbIR v

v astra Monb3oBaTens: user
> Ayaar (— —
- 2 Qbuwme :9 BnokvMpoBka ‘L. AyauT =L Mpueunernn - Cpok feRcTEMA ﬂ padmyeckuin Knock Fly ﬂ KeoTbi
«= [pynnbi
) MonuTop GeaonackocTi Wma: user uID: 1001

>~ T Hacrpoiiku 6esonacHocTu -
| P NepBitas rpynna:| = user - Napane

ts

MOMMTAKK YHETHOR 33nKMck

LoM. kaTanor: J/home/user MNepeMecTuTh NamMeHuT

v

I MorbzoBaTenn
L libvirt-gemu OBonoyka: /bin/bash NeyaTaTe

Z max
GECOS: user,,,

Y4eTHas 2anwncb B CYB[

|

22 Npuennerin

e

E YnpasneHne KBOTaMKu Fpynnbl

e

2 video 44 na

2 users 100 na

[5] verpoiictea u npasuna HauMeroBaHue “~  GID CHcTemHan ‘
Z user 1002 HeT
2 plugdev 46 na
Z libvirt-gemu 64055 HeT

2 libvirt 126  pna

£

Pucynok 1 — Boi6op nosnp3oBaTesis Uit HACTPONKHU AOCTYIA B PEKUME KHOCK

Jli1st cTabnItbHO# paboThl HEOOXOAMMO T00ABUTH HOBOTO MOJIB30BATENSI B TPYIILY OFi0N_X.

JI51st 3TOr0 HE0OXOAUMO 3aITyCTUTh KOHCOJIb, HAIPUMeEp, Yepe3 coueTtanue kiaaBum Win+t,

B KOHCOJIM BBINIOJTHUTH KOMAHTY:

sudo usermod —a — G orion_x user

I'me user — 3To MM TEKYIEro MNOJb30BaTeNs, MOJ KOTOPBIM OyIeT OCYIIECTBIATHCSA 3aIyCK
o600k APM «Opuon Hkey.

ITocne Haxatus Enter cucrema mompocuT BBECTH Maposib yYETHOM 3amucH Ul BBITOJHEHHS
onepauuu. [locne BBoAa mapoJsi, nepexoa Ha HOBYIO CTPOKY B KOHCOJIM M OTCYTCTBUE OIIMOOK TOBOPUT
00 ycremHocTH J00aBICHUS YKa3aHHOTO TI0JIb30BaTels B rpymiry Orion_x/

ITocne BbIOOpA MK CO31aHMS NOJIb30BaTENs nepeianTte Ha BkiIaaky «'papuyecknii kmock Fly».

VYcranoBute ¢uaxok B NyHKTe «Pemxmm rpaduyueckoro KuHocka (OrpaHMYeHHbINi Habop
MPUJI0KeH U )» U BBITIOJHUTE HEOOXO0AUMbIE HACTPOUKH.

Bo Bknanke «IIpuiioxkennss Ha pabdoueM croJie» win «llpuioxkenus Ha maHeau 3agaw» (B

3aBUCHUMOCTH OT TOT'O, I'IC Tpe6yeT051 PasMECTUTD APJIbIKH 3aITyCKa HpHJ’IO)KCHPIﬁ) ,Z[O621BLTC C IIOMOIIBIO

Opuon Uxc P.ALYIP.00086 PO POn Hzm.4 séepcus 1.2.0 om 25.02.2026 4 rewene
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KHOIIKH |i| CIICAYIOIINE MPHIOKEHUS (YKa3aB IyTh JI0 UCIOJHAEMOro (aiiia, Uiu BHIOpaB MPHUIIOKEHHUE

U3 MCHIO):

% Ynpaenenue nonuTukoi 6e30MacHOCTH - HacTPOIKM KMOCKA NONb20BATENA: User

Daitn  Mpaeka

«MoHnuTopuHr ciryx0b1 pezepsupoBanus bl Opuon Mke»;

«O60n0uka Opuon ke

«Hactpoiika Bl Opuon Ukey;

OnumoHansHO 100aBbTE ToKyMeHTanuo Ha APM «Opuon Mkey.

HacTpoiikn  MNoMollb

-c @0 |5

B astra MNonbzoBaTens: user
> 8 Aynur o
. s OB ME o BnokWpoeka
2~ &l rpynnei

MoHWTop Ge3onacHocTH
> §1 HacTpoiiku Ge3onacHocTK
>~ &= MonuThki y4eTHOR 3anucK

~ I+ MonbzosaTenu

L AyauT

-Z MpHEMNErvK

L Cpok AeRcTEMA

| MNpunoxeHws Ha paboqem cTone:

E OBono4ka OpHoH Mkc

L libvirt-gemu

- Max

> npw
> B vnp
> B ver

@ Ipadueckmid knock Fly B kesorm

|| Pexum rpadwieckoro kmocka (orpaHuyeHHbIn Habop NpUNoxeHna)

"MeHio Myck" fhome/max/.fly/startmenu

[o6aeuTs NpUNoKeHne

MNyTb K NporpamMMe:

|| 3anyckaTte nprnoxenue B necodHnue (Firejail)

3anyckaTb € 4McToi [lomMalHei nankoi (--private)

OTKNIOHYKMTL aNNapaTHoe YCKopeHWe TpéxMepHoi rpadumkn (--no3d)

OTKNIO4YHUTE 3BYKOBYHD cncTeMy (--nosound)
BkniouuTe GpunbTp seccomp (--seccomp)
3anyckaTb € YMCTOWM Nankoi /tmp (--private-tmp)

OTKNIOYATE JOCTYN K CETH

X

| || M3 menio ‘

Oa

| OTMeHa ‘

> "5' Mpoyne
~ & Hen "Bonug”
hd E OpwoH Mkc
> & OokymeHTauus
&9 MOHUTOPWHN Cly*Bbl pezepBUpoBaHla B ...

E OBonoyka OpHoH MK

"

¥ MocnegHwe
MNaHenb ynpasneHns
a MeHenxep dalinoe

a HayHuTe novck...

o] 3aBepuwetie paboTsl...

e o

PucyHOk 2 — BeIOOp NpHIIOKEHUH, TOCTYITHBIX TS 3aITycKa

Jlyi mpUMeHEeHusl HacTPOeK Ha)KMUTE Ha KHOTIKY IPHUMEHEHUsI HaCTPOEK o, KOTOpasi HaXOAUTCA

Ha ITaHEeIH UHCTPYMEHTOB OKHA «Y TpaBJIeHHe MOJTUTHKOM 0e30MacHOCTH.

I[Ipumeuanne — Eciam 3amycTuTh ceccuro ¢ HacTpauMBaeMbIM KHOCKOM B OKHE, TO MOXKHO cpa3y YBHIETb

nobaBneHue/yaageHne SApiablkoB. Jng Toro 4yTo0bl M3MEHEHHs BCTYIWIM B CHIYy, TpeOyeTcs Mepe3alyCTHTh CECCHIO

HacTpanBa€MoOro Knocka.

KO4aocCc
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L] o =
=/ ¥Ynpasnenve nonntmkon bezonacHocTv - HACTPOWKKM KNOCKa NONb30BaTeNs: user

~ B astra
> # Aynur
> & rpynnel

HacTpoitkn Ge3

S

ks

-
~ aw MMonb3oBaTenu
.
= libvirt-gemu

-
- Max

~

ax Mpuevnerid

e

[ MonuTop GezonacHocTy

MONUTHUKK Y4eTHOR 3anuck

B YNpasneHne KBOTaMK

[2] verpoiicrea u npaeuna

®ain Mpaeka Hactpoikm [MoMowb

[+ -

¢ o0 |« :

MonbzoBaTens: user

. 0OBwue B ENOKMPOBKA  “in AyOMT 5 Mpueunern L Cpok OelcTBHUA | @ padu4eckui knock Fly

D KeoTbl

[+ Pexum rpadmeckoro knacka (orp i HaBop np i)

onacHoeTH MpunoxeHus Ha pabo4em crone:

v

=] MoHUTOpKHI CyxGbl pe3epenpoBaHna B4 OproH Mkc
5 HacTpoiika B OpHoH KKc
E O6ono4ka OpHoH MKC

_ &7 PYKOBOACTBO agMUHKCTPaTOpa APM OpHoH MKC

W PykosogcTeo onepatopa APM OpuoH MKC

|| PazpewnTs M3MEHEHHe BHEWHEro BUAa || 3HeprocBeperatowuit peskim

| | PazpewnTs coapamme u ynanenue dainoe va pabouem crone

FHEE

CoxpaHuTs WabnoH Ans nons3osatens: I ‘

[LNs yCUNeHHo# 3alyMThl OT 3aMyCKa He pa3pelleHHbIX NporpamMm 1 Ans Gonee rmbKoi HaCTPONKKM pEKOMEHOYEeTCA
WCMNOMB30BATH CUCTEMHBIA KMOCK:

CHCTEMHBIA KNOCK

Pucynox 3 — HacTpoeHHBIN pexXuM TpaduuecKoro KHOCcKa

[locne HacTpodkn pexuMa TpaHuueckoro KHOCKa Ui BBEIOPAHHOTO MOJI30BATENS MOXHO MEpedTH K

Hactpoiike APM «Opuon Mxkcy.

© Nocnentne

O

Pucynox 4 — Buj pabouero croiia B pexxuMe rpaguueckoro Kuocka

KO4aocCc
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I'nasa 2. Hacrpoiika pexuma rpaduueckoro kuocka B Astra Linux Special
Edition 1.8.3 u BbIIe

Jlns HacTpoiiku pekuma rpaduyeckoro kuocka B OC Astra Linux Special Edition 1.8.3 u Bbimie

BBIIIOJIHUTC CICAYIOIIUC I[GflCTBHSI.

Cozpaiite mousip30BaTeNns (€cnM MOJB30BaTeNb OBUI CO3JAaH paHee, TO KaK OTKPBITh OKHO

rpadMuecKoro KMOCKa MOKHO Y3HAaTh B KOHIlE paszzaena) s dero uepes «Ilyck» — «Ilapamerps»» —

«IHoab3oBaTenu u rpynnb» — «Iloab3oBarenn» otkpoiite okHO «Iloab30BaTem».

S

oo
oo

MNporpamme

N

WsGpanHoe

&

KomnbaTen
\..'.)

HegasHue

&

MNapameTp

@

BrakntoueHue

#| O

L.

user

~
Q) BeegwTe TekcT 4NA NoWcKa

Be3oMacHocTh

o

S Tpodiinn cucTemsl

|s) MonuTop GezonacHogin

o o

Co MoANTAKA YYETHOIT 3aMKCA
&D) MonL30BaTeny u rpynnksl
YnpagneHue 40CTyNom

=¥> PerucT 6 i

M paLWA coBbITWA 1 ayguT
@ OrpaHMYeHA NPorpaMMHoi cpeas!
=) -

=) YCTpolcTEa U MpaBnna

rl' MOANTIKE OYNCTKW NaMATIA

i KoHTponk LenocTHocTK

B

Mons3oeatenu

e

Mpynnel

4

Pucynoxk 5 — I1yts oTkpbITHS OKHa «Iloab30BaTeNy

Hanee mis npoAobKeHUs paboOThl cHCTeMa MOTpedyeT BBECTHU Mapoiib. B OTKpbIBIIEMCS OKHE

HGO6XOI[I/IMO HepeﬁTH o ccelike «Hamxmure Croaa, JJd 3ampoca ayTeHTuquaunn» " IIOTOM BBECTH

MapoJib TCKYHICTrO IMOJIb30BATC/IsI B OKHE BBOJiAd IAPOJIA. M Tonpko nocie 3toro okHO «Iloab3oBaTenn»

CTaHCT aKTHBHBIM.

JIKM HaxaTb Ha KHOIIKY

\B Ans ocTyna K TeKyLWM HAacTpoiKkam, Bam HyHa ay TeHTUdrKaLmA.

HaxmMuWTe croga, A0 3anpoca ayTeHTUdukam.

Pucynox 6 — OkHo 3anpoca ayreHTU(hHKAIUN

® Nobaeuts

Ha I10J1€ «I/IMH», TAC HY’)KHO BBECTHU UM HOBOT'O IMOJIB30BATCIIA (CM. PUCYHOK 7)

BHU3Y oomactu «Iloab3oBaTenaun» u KYpCOpP YCTaAHOBUTCA

KO4aocCc
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-~ Monb3oeatenn * — MNapameTpbl CUCTEMbI

€— MMoNb30BaTENM WU TPYNMLI =
* Monb3osaTenn

-
Tpynne!
@ vy OBbIuHbIE

Monb3oBatenn

Monk:

Wmn:

lepeuunan rpynna:
Aom. kaTanor:
O6onouka:

GECOS:

Napone:

Mpynnel:

CpoK AeACTBIA:

MocnegHnin Bxog:

Mpueunerim:

0bwme
kiosk UID: | AsTo

Hogan

/homerskiosk

/hin/bash

kiosk

%

audio,cdrom,dialout,floppy,oricn_x plugdev,users,video

NN

COCTOAHME Y4ETHOM 3anmcK:

JLONOAHWTENEHBIE HACTPORKW

(1] (5 [N [N

HeyaauHsle X0l ]
MaKkCHManeHoe YMCRO Ceccui:

Mpadueckii KMock:

) . ‘ ~ MeyaTs KAPTOUKW NONL30BATENA
@ Jobasuts ) Yaanute

‘ Cnpaska ‘

‘ NpUMeHnTE ‘

Pucynoxk 7 — Oxno «Ilons3oBarenn»

Jlanee it CTaOMIBHOM pabOTHl HEOOXOAMMO J00aBHTH HOBOTO IMOJIb30BATENS B TPy Orion_X.

Jns storo Haxmurte JIKM Ha 3Hau0k |_| cripasa ot ot «'pynnbi» (cM. pucynok 7). [Tociae Haxatus

OTKpoeTCsi OKHO «BbIGOP rpymm», B KOTOPOM HEOOXOJIUMO HAWTH IPyImy OFi0N_ X, YCTAaHOBHUTH (PIaskoK

HAIPOTHUB TPYIIbLI ¥ MOATBEPANUTH CBOM BBHIOOP KHOmKOM «Jla» (cMm. pucyHok 8). Takke 3TO MOXHO

clienath 4epe3 MporpaMMmy «YHNpaBjieHHsl MOJUTHKAMH MOJIb30BaTeseii», moapodree cMm. riasy 11

pykoBojcTBa 1o 3kcruryaTanuu APM «Opuon Mkey.

— BbiGop rpynn — MapaMeTpsl CUCTEMBI

Bce v | | @uneTp
MR ~ | GID CuycremMHan
&3 render 105 Aa
2 pulse-access 111 Aa
% pulse 110 Aa )
3 proxy 13 Aa H
. postgres 124 Aa )
=% polkitd 995 LE
2 plugdev 46 Aa
& orion_x 1002 Het
oL operator 37 Aa
=% nogroup 65534 Aa
- . -
| Aa || OTMeHa

Pucynox 8 — OxHo «BpIGOp rpymnim» uist oJIb30BaTems

KO4aocCc
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Jlns 3aBepiieHust co3anus HoBoro moiib3oBatens Haxmute JIKM B okne «Iloab3oBaTenm» Ha

kHOIIKY «IIpmMeHuTBH» B mpaBoM HMIKHEM yriy. Jlamee cucreMa Npeayio)kUT yCTaHOBUTH MApOJib JUIs

HOBOTO I10JIb30BATENs, HO IIEPE]] 3TUM 3alPOCUT BBECTH MapoJib OT YUETHOM 3alucH ¢ paBam F0ot.

= 3anycTuTh Nog npaeamu root

Beegute Hie Baw napons.

Komanga: fly-passwd 'kiosk'

. [ ]
Naposns [ eoceooee ] W MamenuTs napons

BBeawTe HOBLIA Napob A4ns
_-\ nons3ceatenn Kiosk:

Maponw coenagaroT.

x

W3MeHUTb Naponb

POk 8008

d

Balll Napo/ie M3MeHeH.

Bepka: [ ee000|

|

"passwd: password updated successfully”

MK HAgEXHOCTW Napona: &=

[ Na H OTmeHa |

Pucynok 9 —YcranoBka nmaposist uisl HOBOTO TOJIh30BaTEIIS

[Tocne Bcex maroB MOKHO MPUCTYNUTh K BKIIIOUEHUIO U PEJAKTUPOBAHUIO pexuMa rpaduyeckuit

KHOCK y Tojb30BaTensd. JlJis BBINOJHEHUS HACTPOEK pexuma rpapuueckoro KMOCKa BHHM3Y 00JacTH

—o
o

«JlomostHUTEIbHBIE HACTPOiikn» B Tpade «I'padpuueckuii KMOCK» crpaBa HakaTh Ha KHOIKY '~

(cm. pucynok 10).

=" TMonb3oeatenu * — MapameTpbl CUCTEMbI

<— Monb30saTeni u rpynist = Monb3oBatenu

* Nonb3oBatenu Nonk3osaten O6ue

; Tpynnel ObbluHble ™ Ums: | kiosk ulD: | AeTo
& usel MepBUUHan rpynna: Hoeaa

Nowm. katanor:  home/kiosk
O6onouka: /bin/bash
GECOS:  kiosk

Mapone:

Cpok AeAcTBUAA:
MocnegHWA Bxog: CocToAHWe yYETHO R 3annmcm:
AononHuTensHble HEﬂpﬂl;\KM
MpuBuaerin:
HeyaauHble BXOAbI:
MakcrManeHoe YNCI0 Ceccui:

paduueckni kKnock:

~ MeuaTs KapTOUKW NONB30BATENA

@ Aobasute | | O Yaanuts

| Cnpaeka |

[

Ipynnei:  audio,cdrom,dialout,floppy,orion_x plugdev,users,video |/|

(7]

(2
o |/

MpyUMeHUTE

Pucynox 10 — OxHO HacTpoek MoJb30BaTeNs

Otkpoercss oxkHO «I['paduyeckuii KHOCK», TJe BHavaie HeoOXoaumMo OyaeT MNpouTH

ayTeHTU(UKaIHIO Kak B okHe «IloJib3oBaTean» (CM. pUCyHOK 6).

Oﬁluon HUxe PALJIP.00086 PO POn Hsm.4 eepcus 1.2.0 om 25.02.2026
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Taxxe okHO ¢ HacTpolkamu «I'papuyeckuii KHOCK» MOKHO BBI3BaTh CIHEAYIOIIUMH JBYMS
ITYTSMMU:
e Uepes MEHIO «Ilyck» - «ITapamerpbsn» - «be3omacHocT»  —

«Orpannyennsi NporpaMMHoii cpeas» — «I'padpuuecknii KHOCK.

user
e Q, BeeguTe TekcT ANA Noucka

7%

[m]m] Ee30nacHocTb - CUcTeMHEIR NapamMeTpsl
0o
MporpamMme =
F S Mpodunu cucTembl 3aMKHYTaR NporpamMmMHan cpeaa
m [:l MoHuTop GezonacHocTi ﬁ Fpaduueckinii KMock
is6pantoe o
co MOANTMKK YUETHOR 3aMck . KeoTel
(- @ ,
(}) Mone3osaTenu urpynns CUCTEMHBIR KUOCK
KomnbioTep

@ Ynpaenexue 4ocTynom % MapameTpel Agpa
@ PerucTpauma cobel Ui v ayauT

HepaeHne
@ OrpaHnyeHInA NporpamMmMHOR cpegs! >
& _ YcTpoiicTea u npaenna
MNapameTpsl = )
(‘ ’/ MONUTUKE DUNCTKY NaMATA
B Enrmrs E KOHTpONE LEnocTHoCTA

%>

.S

e lnu BBIMONHUTH KOMaHAY B KOHCOJH (BBI3BATh KOHCOJb MOYKHO C ITOMOMIBIO KJIABHIII
Win+t):
sudo astra-systemsettings astra_kcm_graphics_kiosk
Jlnst Toro 49ToOBl BKIIIOYUTH IOJIB30BATEII0 PEXHM TIpadUyuecKoro KHOCKa HEOOXOIMMO B

OCHOBHOM OKH¢ «CHHCOK MoJib30BaTejleid u rpyam ¢ BKJIIYEHHBIM KHOCKOM) I10J CHHCKOM

noJib3oBaresnien u rpynn Haxatb JIKM Ha kHOTIKY

- Tpamuecknii kuock — Mapamerpsl cucTems!

<— OrpaHu4eHus nporp.. = Mpaduueckmnii knock
Bl cucremrbie napametpe CRUCOK MONB30BaTENE# 1 FPYTIN € BKAIOMERHLIA KOCKOM
ﬂ 3aMKHYTaA NporpamMMHas.. T
VMA | UID/GID | €W | 506k ebiuin Ha paBodem crone: »
o) [ T e v Nonek3oeatenu
= KgeoTbl Tpynns!
% MNapameTpel Agpa
Mma UID/GID
Monezoeatenw
& kiosk 1001
Tpynnel
@|)o | | B
rnoBaneHsle HACTPOAKK
rdTo3aNyCK NpUOXKeHWii B KMoCKe:
[o6aenTe MoONbL30BATENA MK rpynny — MapaMeTpel CUCTEMBI
Tur: | Monk3ogatens v i
Mma: | user W
@ [
Na OTMeHa

Pucynox 11 — OxHo «I'paduueckuii KHOCK» U HaCTPOWKA MOJIb30BATEIN
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B otkpeiBiieMcs okHe «/[o0aBUTH Toab3oBaTenss wiaum rpynmy — [lapamerpsl cucTeMbD»
BbIOpaTh memukoM JIKM moik3oBarens, st KOTOpOro OyaeT HACTPOCH JAOCTYII B pEKUME Tpaduieckoro
Kkrocka (cM. pucyHok 11). Yoeautbes, 4To moJib30BaTesb ObLI T00aBJICH B CIIUCOK.

Janee BoiOepute BKIaaKy «IIpuiioskeHusi Ha padodem crosie» win «[IpuioikeHus: HA MaHeJH

3aa4» (B 3aBUCUIMOCTH OT TOTO, TJie TPeOyeTCsl pa3MECTHUTh SIPIBIKU 3aIyCKa MPUIIOKEHU ).

CNWCoK NONL30BaTENERA 1 rEynn C BENHYeHHBIM KOCKOM

HacTpolkk kiocka gna nonezoeatenn "kiosk"

| MpuaoxeHWA Ha pabouem cTone: w |

||_|pHJ10>KEHIr‘IH Ha paBiouem cTone: |

MpUNoXeHWA Ha NaHenw 2agayqy:
Apyrie pazpeLléHHEIe NP oXeHA:
ABTO3aMYCK NPUACHKEHWA B KMOCKE:

Pexim ogHoro NPWUACHKEHWAL

@® e | @

Jlo6aBbTE ¢ TIOMOIIBIO KHOTIKH 1oJ; 00JIaCThIO CIEAYIONMINE MPUIIOKEHUE (yKa3aB MyTh 0

HCTIONHSAEMOTO (haiisia, Wi BHIOpPaB MPHIIOKEHUE U3 MEHIO):
e «MonuTtopuHr ciayx0sl pezepBupoBanus bl Opron Ukcy;
e «O6onouka Opuon Ukcy;
e «Hacrpoiika BJI Opuon Hkcy;,

e OnuuoHanbHO 106aBbTE JOKyMeHTaluo Ha APM «Opuon Mxkcey.

Kaxxnoe mpunoxenue 100aBiseTcs OTACIBHO.

Lo6aeuTe NnpunoxeHe — MNapameTpbl CUCTEMbI

MNyTe K NporpamMme: [ | T M3 meH

aLute o i couHnLe (Firejail)

> £} CuctemHeie
>~ @ Napametps
> #f4 Npoune

~[Z] HBM "Bonug”

2 NokymeHTauuA
5 KoHdurypatop B4
59 MoHWTop ciy:x6sl pe3eps oro KoNWPoBaHUA

g2 ObBonouka cucremel

FR Nporpamma yipasneHus NoaMTUKaMI Nons3osaTenei

~ B8 OpuoH Mkc

£3 vrunuTa gns pegakTUpoBaHUA system.json Aa OTmeHa

o4, HauHMTE NOWCK...

/4

Aa UTMeHa

Pucynox 12 — Ilpumep no6aBieHus NpuiIoKeHus Ha pabouuii cTom
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= TpadM4ecKuid kMock * — MapameTphl CUCTEMBI

<= OrpaHnyeHns Nporpamm... = MpaduUuecknii KMock

B cucremmuie napamerpe CrWcok NoNL30BaTeNed U FPYNN C BKAKMYEHHBIM KMOCKOM

ﬂ 3amMKHYTaA NporpamMMHan cpeaa

Wms uIL Hactpoiki kmocka 41 nons3oeatens "kiosk”
w Tpadurueckuii Kmock
MNone3opaten | MpunoxeHns Ha pabouem crone: v
&= KeoTw & kiosk 100
% MapameTpel apa Mpynnel E O6onouka cucTemsl

5 Konduryparop 54,

¥ PykoBoACTEO ONepatopa

le|| - &
— PazpelunTs N3MEHEHUE BHELIHEro Biaa SHeprocBeperarumin pesxum
| @ | ‘ (=] ‘ | [ | Pa3pelunTe Co34aHme U yaaneHue dainos Ha pabovem crone
FnoBankHele HACTPoK
ABTO3aMYCK NPATOXKEHNA B KNOCKE:
| Cnpaexa ‘ ‘ NpUMeHnTL

Pucynok 13 — IIpuMep HACTPOSHHOTO pexuMa rpaguuecKuii KHOCK

Jns mpuMeHeHnsT HaCTPOEK HAKMUTE Ha KHONKY «[IpMMeHuTh» B HIKHEN MPaBOM YacTH SKpaHa
u B okHe «Iloab3oBaTesm» MOXHO yOEOUTHCS B TOM, YTO PEXUM rpapUuecKoro KHOCKa BKIIOYEH

(cMm. pucyHok 14).

IIpumeuanue — Eciam 3amycTuTs ceccHio € HAacTpauBacMbIM KHOCKOM B OKHE, TO MOXHO cpasy yBUICTb
nobaBieHue/ynaneHue spabikoB. Jisi TOro uyToObl M3MEHEHUs BCTYNWIM B CUIIy, TpeOyeTcs Iepe3anyCcTUTh CECCHI0

HacTpanBa€MoOro Knocka.

-° MMonb3oeaTenn — MNapamMeTpbl CUCTEMEI

<— Monb3oBatenu un rpy.. = Monb3oBarenu
 Monbzosatenn Mons3cBatenn 06ume
; Teynne |OGI:MH!=IE v Wms:  kios uID:
& kiosk MepsuuHas rpynna: | s kiosk v
& user
Aom. katanor:  /home/kiosk v [epemecTyT
O6onouka: | /bin/bash
GECOS:  kiosk,, ‘7‘
Maponk: 3ajaH ‘ /‘
rpynnet: | kiosk dialout,cdrom,floppy,audio video plugdev,users,orion_x ‘7‘
Cpok AeAcTBUA: | BeccpouHBIR ‘;‘
MocnegHwid Bxoa: 17.02.2025 1435 COCTORAHWE YUBTHOM 3aNWUCK: Ak THEHAR
A0NoNHUTENEHBIE HACTPORAKA
Mpueunervm: | Linux: 0x0; Parsec: 0x0 ‘;‘
HeyaauHele exoae: 0/2 ol ‘7‘
MaKCUManEHO. UACIO Cecauit: | He orpaHnieHo =
Fpaduueckmii knock: | BrnouéH ‘;‘
‘ = MeuaTk KAPTOUKM NONE30BATENA
|G_-) Jlo6aeute | ‘ © ¥aanuts ‘
| Cnpaeka | NpYMeHnTE

Pucynox 14 — OxHo «Ilonb30oBaTenu» ¢ yka3aHHEM O BKIIOUEHHOM pexXUMe rpauyeckuii KHOCK

ITocne HaCTpOﬁKH peixumMa rpa(bnqecxoro KHOCKa JJIsA BBIGpaHHOFO IOJIB30BATCIIA MOXKHO

nepeiTu Kk Hactpoiike APM «Opuon Uxkcy.
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Pucynox 15 — Bux paGouero crona B pekume rpaduaeckoro KHocKa

Opuon Uke P.ALJIP.00086 PO POn Hsm.4 eepcus 1.2.0 om 25.02.2026 130
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I'naBa 3. Hactpoiika APM «Opuon Ukce» B pexxnmMe rpapuuecKoro KHOCKa B

Astra Linux Special Edition 1.7.6 u BbIe

Hns nactpoiiku APM «Opuon Hkc» B pexume rpapuueckoro KHOCKa BBIIIOIHHUTE CIETYIOLIHE

JIEUCTBUSL:

BoinosnHuTe BXO4 B Y4€THYIO 3alUCh IOJb30BATENs, Ui KOTOPOIO HACTPOEH PEXKUM
rpadu9ecKoro KMOCKa.

3amycTute npuiiokeHne kKoHdurypatop bJl ¢ momomeo pa3MeméHHoro mpu HacTpoke
spasika «Hactpoiika B/l Opuon Ukce».

BrimosauTe moakiroueHue k sk3emiuispy SQL-cepsepa BJI.

Co3znaiite HOBYIO OCHOBHYIO (pabouyio) B/l v BBITIOTHUTE MOIKITIOUEHUE K HEH.

[Tocne nactpoiiku u noaxtoueHust K bl APM «Opuon Ukc» rotoB k padoTe.

O6uue npasuia pabotsl ¢ APM «Opuon Uke» B pexxume rpaguueckoro KHocka He OTJIMYArOTCs

or pabotst B OC Astra Linux B oObgHOM pekume. [loapoOHY0 HHGOPMALUIO O HACTPOUKE

APM «Opuon Hxke» cm. B pokymenre P.AI[JIP.00086 «APM «Opunon MHkc». PykoBoactBo mno

SKCIUTyaTaI[.

Onucanune paboTel ¢ 0azamMu JaHHBIX B KoH(puryparope BbJ[ MOXHO y3HaThb B JOKYMEHTE

«[Iporpamma st pabotsl ¢ 6azamu nanHbiXx APM «Opuon Uke» — «Kondurypatop BI». PykoBoacTtso

IIOJIb30BATCIIA».

Konguzypuposanue b/ o0onxcno npouzeooumvca noo mou ce YUEmMHOU 3aANUCHIO

noavzoeamena OC Astra Linux Special Edition, noo komopoii 6yoem ocyuwiecmenimucs
& paboma c APM «Opuon Hkcy.

/lna obecneuenun dezonacnocmu ycmanogume napoJib Ha oocmyn K Konguzypamopy b/I.

ITocne nactpoiiku APM «Opuon Hkc» B pexume Tpaduueckoro KHOCKa MOXHO CKPBITh OT

II0JIB30BAaTECIA PAHEC CO3AaHHBIC APJIBIKKM U HACTPOUTH aBTO3AITyCK. I[J'If[ 9TOro:

Bremmonaute Bxogq B OC moxa yd€THOHW 3amuchlo agMUHUCTpaTopa (y4€THas 3amuch, OT
HMEHH KOTOPOM HACTPaHUBAJICS PEXUM IpaUuecKoro KHOCKa).
OTtkpoiiTe OKHO ympaBieHus mnonutukoi OezomacHoctn («Ilyck» — «Ilanean
YupaBJeHHUSD> —> «be3onacHoctpy — «lloauTHKa 6630HaCHOCTI/l») WJIM BBITIOJIHUTEC
KOMaHy B TCpPMHUHAJIC:

sudo fly-admin-smc
B O0okxoBOM MeHIO ciieBa BBI6epI/ITe ITYHKT «Iloab3oBaTesny.
BLI6epI/ITe IMOJIB30BATCJId, I KOTOPOTO HACTPOCH HOCTYyIl B PCKUMC rpa(I)qucxoro
KHOCKa.
Bo BKJIAZIKC C CO3JaHHBIMH PAHEC SPJIBIKAMU YAAIUTEC SAPJIBIKA, KOTOPBIC XOTHUTC CKPBITH
(MO)KHO YAaJIUTh BCC paHEC CO3JaHHBIC ﬂpJ’ILIKI/I).
Bo BKJIIaJKEC «ABTOSal'lyCK l'lpPI.TIO)KCHPIﬁ» B KHOCKC )106aBLTe MIPUITIOKCHUC
«0O00m0uka Opuon Ukc».

COXpaHI/ITe HU3MCHCHMUA.

KO4a0C
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[Tocre 3aBepiueHMs HACTPOEK JUIS ITOJIL30BATENS C YCTAaHOBJICHHBIM PEXHUMOM TIpadUuecKoro

KHOCKa Oyner aBToMaTudecku 3amyckarbess APM «Opuon Mke» 1 3anpemén JocTyn K 3aImycKy APYrux
IIPUIIOKEHUHN.

L] . -
= ¥npaenexwe nonutrkoii BesonacHocTy - HAacTpoAKK KMOCKa NOAb30BATENA: USer

@aiin  Mpaeka HacTpoikk MNoMolwb

[+ -lc [0 O |- .

~- B astra Monb3oeatens: user
> Ayour o o ~ = - =
. as O6ue =@ BRoKMpoBka Lo AyawT oL MpWEWNErdW i Cpok peicTera | ﬂ rpaduyeckuii Kok Fly B KBoTbl
2 4 Mpynnsi
[ MonuTop GesonacHocTu PeximM rpaguieckoro knocka (orp, i HaBop NPKAo) i)
7 i HacTpoliku GezonacHocTi ABTO3aMYCK NPHIOKEHHA B KMOCKE: Vl
7 == MOAMTUKKM YHETHOM 2anucK
v 1 Nonszoeatens OBonoyka OpHoH MKC
L libvirt-gemu
Z max
> u_,‘; Mpweunerkn
>~ B vnpaenenme ksotamu
> YcTpo#cTea M NpaBuna
2=
|| PazpewnTs msmeHerne sHewHero enna [| 3HeprocBeperatowmii pexim
| PazpelunTs CO3faHKe 1 yaaneHue dainoe Ha paboyem cTone
CoxpaHuTb WabnoH gna Nonb3oBaTens: l ‘
[l yCUNEHHOA 3aUNTBI OT 3aMycka He Pa3pelleHHbix IPOrpamMM 1 Ans Gonee rMBKoi HACTPOMK pEKOMEHAYeTCA
MECNOMb30BaTh CUCTEMHBIA KMOCK:

Pucynok 16 — Hactpoiika aBTo3amycka APM «Opuon Mkc»

/* BnoxerHas ceccus: 127.0.0.1:100

Bxof B cuctemy

\
Metpos fatp erposn \

nwpoms [ omens |

V 4
\ ( /
-
: ASTRA LINUX
' (AN )

Pucynox 17 — Aerozanyck APM «Opuon HMkey nocie 3ampera 0CTyna K IPUIIOKEHUSIM ¢ pabodero
cTOJIa

Olauou Uxce P.ALJIP.00086 PO POn Hzm.4 sepcus 1.2.0 om 25.02.2026 1500w
akcMMasibHO HaaéxHoe poccuiickoe o6opyaoBaHve CKY/ - COT - OC - UICb www.kodos.ru

KO4aocCc



I'naBa 4. Hactpoiika APM «Opuon Ukc» B pexxknMe rpapuuecKoro KHOCKa B
Astra Linux Special Edition 1.8.3 u BbIIe

Hns wactpoiiku APM «Opuon Hkc» B pexxume TrpadUuecKoro KHOCKa BBIMOIHUTE CICAYIOLINE

JICUCTBUSL:

e BrimonHure BX0JA B YYETHYIO 3alMCh IOJIb30BATelNs, JUIsI KOTOPOIO HACTPOEH PEXHUM
rpadM9ecKoro KMOCKa.
e 3anyctute npuioxenue «Konduryparop bI».
¢ BrmonHuTe MoaKIOYeHNE K dK3eMIunipy SQL-cepBepa 0a3bl JaHHBIX.
e (CoznaiiTe HOBYIO OCHOBHYIO (pabouyto) b/l v BBITIOTHUTE MOIKITIOUEHNE K HEH.
e [locne HacTpoliku u noakiatodeHus k 6aze naHHbIx APM «Opuon Mkey rotos k padorTe.
O6uue npasuia pabotsl ¢ APM «Opuon Uke» B pexxume rpaguueckoro KHocka He OTJINYArOTCsI
ot pabotet B OC Astra Linux B o0braHOM pexkume. [loapoOHyro uHpopMaiuio o HacTpoiike APM
«Opuon Ukc» cMm. B tokymente P.AIJIP.00086 «<APM «Opuon Ukcy». PykoBoaCTBO 1O SKCIUTyaTaium.
Onucanue paboTel ¢ 0a3amu JaHHBIX B KoH(puryparope BbJ[ MOXHO y3HaThb B JOKYMEHTE
«[Iporpamma mist paboTsl ¢ 6azamu nanHbix APM «Opuon Uke» — «Koudurypatop b/I». PykoBonactso

IIOJIB30BATCIIA».

Hacmpoiitka 6a3bl 0GHHBIX O00NHCHA NPOU3BOOUMBCA NOO MOU HHce YUEMHOU 3anuUchio

noavzoeamena OC Astra Linux Special Edition, noo komopoii 6yoem ocywiecmenimucsa
& paboma c APM «Opuon Hkcy.

/s obecneuenun d6ezonacnocmu ycmanogume napoJib Ha oocmyn K Kongpuzypamopy b/I.

[Tocne nactpoitku APM «Opuon Hkc» B pexume rpadudecKoro KHOCKa MOXKHO CKPBITh OT

I10JIB30BAaTECIA PAHEC CO3JAaHHBIC SAPIBIKA U HACTPOUTH aBTO3aITyCK. I[J'I?[ 9TOro:

e Brmonnure Bxoa B OC monx ydé€THOH 3amuchio aJMUHHUCTparopa (yué€THas 3amuch, OT
MMEHHU KOTOPOU HACTPaUBaJICs PEXKUM rpaprueckoro KMocka).

e Ortxkpoiite okHO «I'padudecknii KHOCK» JIFOOBIM CIIOCOOOM, OTTMCAHHBIM B TJIaBE 2.

e B OokoBoMm MeHI0 cneBa BeiOepute nyHKT «Ilosib3oBaTesiny.

e BriGepure mnonp3oBarens, A KOTOPOTO HACTPOEH JAOCTYH B peXHUME TIpauuecKoro
KHOCKa.

e Bo BKiaaKe ¢ CO3IaHHBIMU paHee SIPIbIKAMH yJAIUTE SPJBIKA, KOTOPhIE XOTUTE CKPBIThH
(MOKHO yIIaJUTh BCE paHEE CO3JIaHHbBIC SPIIBIKH).

e Bo Brimagke «ABTO3alyCK TMNPWJIOKEHHII B KHOCKe» J00aBbTe NPUIIOKEHUE
«0O00sm04ka Opuon Uxke».

e (Coxpanute ndmeHenus, HaxaB JIKM no kHonke «IIpuMeHUTH» B MPAaBOM HMKHEM YTy

OKHa.
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[Tocne 3aBepiieHHss HACTPOEK ANl MOJB30BATENsl C YCTAHOBIEHHBIM PEKUMOM IpaUUecKOro
KHOCKa Oyner aBToMaTudecku 3amyckarbess APM «Opuon HMkey u 3anpemén JocTyn K 3amycKy APYrux

IIPUIIOKEHUHN.

Mpaduyeckuii kMock * — MapaMeTpsl CUCTEMbI

<= OrpaHnyeHuns nporpamm... = Ipadrueckunin kMock
- CucTeMHEle NapameTpel CNWCOK NOAL3I0BATENER M TPYNIN € BKAKOYEHHLIM KUOCKOM
3 peaa
ﬁ AMKHYTER NPOrpamMMHar o msa | UIL HacTpoiku knocka 418 nons3oBeatens "kiosk”
i paduuecknin KMock
n l < YK np i B KNOCKE: o
& KeoTel " & Kiosk 100
% MapameTpsl aapa Mpynne & obonouka cucremsl

EEE

\:| Pa3p 0 BUAa \:| SHeprocbeperalowyui pexmnm

[
@ || Pasp wyaars daitnos Ha pab crone

FnoBankHele HACTPORAKK

ABTO3aNYCK NPUNOKEHUA B KMOCKE:

Cnpaeka NpyMeHUTE

Pucynox 18 — Hacrpoiika aBro3amycka APM «Opuon Ukc»

Wearos Wean Usarosny

Tetpos Mérp Merpoauy

Pucynox 19 — Aerozanyck APM «Opuon Hke»
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I'naBa 5. HacTpoiika BbIBOJa 0TYETOB Yepe3 MPOrpaMmy sl IPOCMOTpa
Web-cTpannn

Jlns BbIBOJA OTYETOB IIOJIB30BATENI0 C YCTAHOBJIICHHBIM DPEXUMOM TpadHuEcKOro KHOCKa
HE00X0IMMO HACTPOUTH BBIBOJI OTUETOB YEPE3 CIICHHATIBHYIO IPOrpaMMy IIPOCMOTPA.

JIns 3TOro HEoOXoAMMO 3amycTHTh YTHINTY «PemakTupoBanume System.json». MoskHO
3aIlyCTUTh Yepe3 MOJIb30BaTeNs-aIMUHUCTPATOPA, @ MOYKHO 3aITyCTUTh OT MOJB30BATENSI B PEKUME KHOCK
(3mecr HEOOXOMMMO B HACTPOMKaxX paspemeHuil J00aBUTh 3allyCK YTWIHMTHI). B yTuimTe BbIOMpaeM
MOJIb30BaTeNs, KOTOPOMY HEOOXOIMMO BKJIKOYHTH Tporpammy Juis mpocmorpa \Web-ctpanui,
ycranaBinBaeM (iaxok «HacTpoiiku cucTeMbl», ajiee ycTaHaBimBaeM Quiaxxok «Berpoennbrii Web-

odo3peBatesb» u HakuMaeM «Coxpanutb». IlogpoOHee o pabore ¢ yrwimmrtoi cM. riaBy 10

pykoBoJicTBa 1o 3kciuryarauuu APM «Opuon Ukey.

% YTWnuTa 4nA pefakTupoBasuA system.json

Daiin
B ®

Hactpoiikn 4 HacTpofku cucTemsl |V

MapameTpbl

MyTe k dainy HacTpoek: fetc/bolid/arcturusforion_x/gei=ral/settings/kiosk/system.json

MapameTp 3HaueHue

ABTOMETUYECKWIA BXOT
BcrpoeHtwin Web-oBo3pesatens

BEGHDKMDEBETb OTKPBITHE OTAEA0YHbBIX OKDOH MO...

% YTWnuTa ANA pefakTMpoBaHKA system.json

BA ®
= L
Hacu c_oﬁ»m HacTpoiku cucTeme (v
- q,:* 06 1wmMe HACTPORKK MapameTphl
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