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YcnoBHbIe 0003HaYeHUsA

B n1aHHOM pyKOBOJCTBE NPHUHATHI CIAEAYIOIINE 0003HAUYECHHUS:

Oo0o3HauyeHue

Y10 03HaUaET

3nak «O0paTUTe BHUMAHHE.

Basic Settings — Network
Settings

ITpu onmcannu HacTpoiiku yepe3 Web-unrepdeiic,
KypCHBOM YyKa3bIBacTCs IyTh K Web-cTpaHuiie

DEFAULT

[Homyx’upHbIM IIPUPTOB BBIIEIAETCS KAKON-THO0
3HAYaIlMi apameTp, 3Ha4eHNUEe, HA3BAHUE KHOIIKU U

T.1.

#IPADDRESS=[192.168.0.1]

[pudTom Courier New BBIIEIAIOTCS TapaMeTPhl B
datine HacTpoek

<VALUE>

VYrnoBbie CKOOKHM 3aMEHSIOTCSI HA 3HAUCHUE
NIEPEMEHHON B KOHCOJIBHOM KOMaH/Ie

config syslog state <STATE>

KoHcospHas KOMaHa BBIIEIAETCS Oy KUPHBIM
KYpPCHUBOM

config syslog state enable

PesynpTar BBIITOJIHEHUS KOHCOJIBHOM KOMaH/1bI
BBIJICIISIETCS KyPCUBOM

Tpancnarops! TFortis Teleport. PykoBoacTBo 1o sKCIuTyaTanuu 3
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UHCTpyKuMA no 6e3onacHOCTU

JlaHHast MHCTPYKIMS 10 0€30MIaCHOCTH pacCMAaTPUBAET OOIIME MTpaBUia

pabotsl ¢ obopyaoBanuem TFortis.

JI71st CHYDKEHMSI prucKa HaHECeHUs (PM3HYECKOro Bpesia, MOpaXeHus

ANEKTPUYECKUM TOKOM U 0KOTOB YEJIOBEKA, a TAKXKE BBIXOJIAa U3 CTPOS
000py0BaHus, HEOOXOIMMO COOIIOATh CIEIYIOLUIUE MEPBI TPEAOCTOPOKHOCTHU:

- TBep10 NpUAEPKUBANTECH YKA3aHUN MAPKUPOBKHU.

* He o6cnyxuBaiiTe yCTpOHCTBO MpU OTCYTCTBUH JIOKYMEHTAIIUU HA HETO.

* Tonbko 0OyUEHHBIN CEPBUCHBIN CIEIIMATUCT MOKET 00CITYKHBATh
BHYTPEHHHUE KOMIIOHEHTHI YCTPOMCTBA.

 [Ipu BO3HMKHOBEHHH JFOOOTO U3 CIEAYIONIUX YCIOBHH HEOOXOIUMO
OTKIIFOUUTh YCTPOMCTBO OT JJIEKTPUUECKOW PO3ETKH, 3aMEHUTH BBILIEIIINAN U3
CTPOSI MOJLYJIb I CBSI3aThCA C CEPBUCHOM CITyKOOM:

* [ToBpexaeHune kadens 3NEKTPONUTAHUS, YTTMHUTEIS WU IITETCEeIs.

* [lonaganue NOCTOPOHHETO IPEAMETA BHYTPh yCTPOUCTBA.

* YCTpOUCTBO OBLIO MOJBEPKEHO JEHCTBUIO BOJIBI.

* [loBpexieHrEe WK MaJCHUE YCTPOUCTBA.

* YcTpoilcTBO paboTaeT HEKOPPEKTHO MPU TOYHOM COOJIOIEHUN
WHCTPYKIMH MO 3KCIUTyaTaluu.

» JlepxuTe yCTpOWCTBO BAAJIM OT PAAMATOPOB M UCTOYHMKOB TEIUIA, a
Takke n30eraiiTe MEepeKphITUS BEHTUISIIMOHHBIX OTBEPCTUM, TPEAHA3HAYCHHBIX IS
OXJIAXKICHUSL.

* He nponuBaiiTe nuiy Win >XKUAKOCTH HA KOMIIOHEHTBI CUCTEMbI, U HUKOT/1a
He paboTaiiTe ¢ yCTPOWCTBOM BO BIQKHOW OKpykaromie cpene. Ecim cucrema
OblJIa MOJABEPTHYTAa BO3ACHCTBHUIO BIArd, TO HEOOXOJIUMO OOPATUTHCS K
CHEIHAIINCTAM CEPBUCHOIO LIEHTPA.

* He nmomemaiiTe HUKAKMX NPEAMETOB B OTBEPCTUS CHCTEMBI. DTO MOKET
IIPUBECTH K BO3TOPAHUIO HIIM IEKTPUUYECKOMY pa3psiiy B CBS3H C 3aMbIKAHUEM
BHYTPEHHUX KOMIIOHEHTOB CHUCTEMBI.

» Mcnosp3yiiTe JaHHOE YCTPOMCTBO TOJIBKO COBMECTHO C
CepTUPHUIIMPOBAHHBIM 000PYIOBAHUEM.

* Ilpexne yeM CHATh KOPIYC YCTPOMCTBA WM PUKOCHYTHCS K €r0
BHYTPEHHUM KOMIIOHEHTaM, HEOOXOAMMO OTKIIOYUThH MUTAHUE U 1aTh YCTPOUCTBY
JIOCTaTOYHO BPEMEHH Ha OXJIAKJICHUE.

* He ucnosnb3yite yCTPOUCTBO C UCTOYUHUKAMU MMUTAHUS, XapAKTEPUCTUKHU
KOTOPBIX OTJIMYHBI OT 0003HAYEHHBIX Ha SIPIIBIKE C AJIEKTPUUESCKUMU IMapaMeTpaMu.

» YOenurech, UTO XapaKTEPUCTUKHU MTUTAHUS TTOJKIIOUAEMbIX YCTPOUCTB
COOTBETCTBYIOT HOPMaM, IEUCTBYIOIIUM B JAHHON MECTHOCTHU.

* Ucnonp3yiTe TOMBKO MOAXOAsIINE cuioBbie kabenu. CunoBoii kabeinb

Tpancnarops! TFortis Teleport. PykoBoacTBo 1o sKCIuTyaTanuu 4
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JIOJIKEH COOTBETCTBOBATH XapaKTEPUCTUKAM HAIPSKEHUS U TOKA, HEOOXOIUMBIM
JUTSl TAaHHOTO yCTPOMCTBA.

* XapakTepUCTUKHA HAIpPsDKEHUS M TOKa KaOess JOJKHBI ObITH OOJBLIE,
4YeM MOULIHOCTb, yKa3aHHasi Ha yCTpPOWCTBe.

* UToOBl M30€)aTh yaapa 3JIEKTPUYECKHMM TOKOM, HpHU padoTe C
YCTPOMCTBOM TOJIb3YWTECh 3a3€MJIEHHBIMH JIOJKHBIM 00pa30M AJIEKTPUUECKUMU
pO3eTKaMU U KaOesIMHU.

» CoOmroiaiiTe XapaKTepUCTUKHU KaOels-yJIMHUATEIS U IUWHBI MMUTAaHUS.

VY nocroBepbTech, 4TO OO HOMHUHAJIBHBIN TOK BCEX YCTPOMCTB, MOAKIOYEHHBIX
K KaOeIo-yUIMHUTEITIO UK IIIMHE MUTAaHUsI, He MpeBbimaeT JTuMuT 80%
HOMMHAJIbHOTO TOKA Ka0essi-yIIIMHUTENS WK IIUHbI TUTaHUs.

* [l obecriedeHust 3aIlUThl CUCTEMBI OT BHE3AITHBIX KPATKOBPEMEHHBIX
CKAYKOB 3JICKTPOIUTAHUS UCTIONb3YyHTE OTPaHUYUTENb HAIPSDKEHUs, GOPMUPOBATEND
JMHUY WA UCTOYHHK OecriepeboitHoro muranwms (UPS).

Tpancnarops! TFortis Teleport. PykoBoacTBo 1o sKCIuTyaTanuu 5
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1 HasHauyeHue

TFortis Teleport npennasHauensl Juist UHTErpauu kommyTtatopoB TFortis
PSW c¢ oxpanHbiMu cucTeMamu. biIOKM HMEIOT TUCKPETHBIE BXOJIBI U PEJICHHBIC
BbIXO/Ibl, TOpT RS-485 u nmopt Ethernet.

TpancasTopsl cyxux KOHTakTOB Teleport BEINOIHSIOT cleaytomme
GbyHKIUU:

®  TPAHCIAIMIO COCTOSIHUS «CyXHUX KOHTAaKTOB» uepe3 Ethernet
nepenavy aBapuitHbIX COOBITHI OT KOMMyTaTopoB PSW
yAaJ€HHOE YIPaBICHUE aBTOMATUKOMN
tpancisinuio RS-485 yepes Ethernet
npeodpazoBanue RS-485 B Ethernet

Tpancnarops! TFortis Teleport. PykoBoacTBo 1o sKCIuTyaTanuu 6
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1.1 BapuaHmsbI npuMeHeHus
1. Tpancasuus RS-485 uepe3 Ethernet

1.1 UnTerpanusi BUA€OHAOI0IeHUSI M CUCTEMbI OXPaHbI epUMeTpPa

IlBa ycrpoiictBa: Teleport-1 u Teleport-2 MO3BONMAIOT OPraHU30BaThH
«BUpTyanbHBIA KaHam» RS-485 moBepx ceru Ethernet. Ilpm sToMm
UCIIOJIB3YETCSl YK€ TOTOBasl TPAHCTOPTHAsT MH(PPACTPYKTypa W OTCYTCTBYIOT
orpaHu4eHusi Ha JUIMHY JUHUM RS-485. Takum oOpa3om, npu HaIM4YUU yKe
CYLLECTBYIOIIEH CHUCTEMBI BHJICOHAOJIIOJECHHS, MOXHO OYEHb IPOCTO
pa3BepHYTh CUCTEMY OXpaHbl iepuMerpa. biok Teleport-2, momumo mopta RS-
485, MO3BOJSAET MOABATHh MUTAHUE HA U3BEIIATENN, & CAM MPU 3TOM MUTAETCA
10 TOMY K€ Kabelto, o KOTOPOMY MOAKI0YaeTcsi K KommyTtaTopy (1o PoE).

| |
iTE : 'Te
|

*o TELEPORT-2 1%
\ﬁ‘“"ﬁh '

DI—R““ PSW H—Hi"“ PSW
" ) il > el

RS-485
RS-485

Mynet

A

[Ee]
fas]
=
(4]
o

TELEPORT-1

Puc. 1.1 [Ipumenenue ¢ cucmemax oxpanvl nepumempa
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1.2 YnanenHoe ynpasjieHue yctpoicreamu ¢ uHtepgeiicom RS-485
AHaIOTMYHO MPUMEHEHUIO C CUCTEMaMH OXPaHbl IEPUMETPA, MOKHO
HCIOJIb30BaTh BO3MOKHOCTh TpaHCsAuu RS-485 yepes Ethernet s ynpasnenust

WCIIOJTHUTEIbHBIMU YCTPOMCTBAMHU, HAIIPUMED, CEPBOMPHUBOJIOM HEKOTOPBIX
MOBOPOTHBIX KaMEP, KOTOPHIE yIAJICHbI Ha 3HAYUTEIBHOE PACCTOSIHUE OT CEPBEpA.

Tel > R5-485

eleport-2 H——
@), @

) .
L

Lo

2 PSW J

ol

o

Teleport-1 ——

Puc. 1.2 Ilpumenenue 6 ynpasnenuu ycmpovicmsamu ¢ unmepgeticom RS-485

1.3 MOHUTOPMHTI JIEKTPOCYETYUKOB
JInst y1anéHHOro CUATHIBAHUS MTOKA3aHUM O PACXOJIE DJIEKTPOIHEPIUH Ha
00BbEKTE MOXKHO MCIOJIb30BaTh CUETUMKHU ¢ HHTEep(deiicom RS-485.

R5-435

Teleport-2 %—;

I o
: PSW
S

RS-455

Teleport-1 —

Puc. 1.3 [Ipumenenue ¢ monumopumze 31eKmpocyeémuuKos
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1.4 IIpeoopazoBanue RS-485 B Ethernet

CymiecTByeT U JOpyroil BapuUaHT OCYIIECTBUTH MOAKIIOYEHUE H3BEIIATENEH,
paboraromumx yepe3 RS-485 k cepsepy. B 0nokax unrerpamuu Teleport mpoucxoaut
dopmupoBanue FEthernet ¢peiima, comepxamiero naHuele u3 mopra RS-485.
OOpaTHyI0 pacmaKkoBKY MOKHO MPOU3BOJIUTH Ha JIPYTrOM OJOKE MHTETpAIiy, JU00 B
MPUIOKEHUHU BEPXHETO YPOBHS. (KaK MpeACcTaBiIeHO Ha puc. 1.4)

=

Telepon-2
I

PSW

RS-485
24B

-
S

. L

e =
i Ethemet

Puc. 1.4 Ilpeobpazosanue RS-485 6 Ethernet

Kpowme Toro, pazpadborana nporpamma TFortis Administrator, koTopas
3aIyCKAETCsl Ha CEpBEPE U OCYLIECTBIISIET TPAHCISLUIO JAHHBIX B BUPTYaJIbHbBIN
COM-nopr. [logkimroueHne nporpaMmsl JUisi MOHUTOPUHTA U3BEIIATENIEH
MPOUCXOJIUT K 3TOMY MOPTY.

R5-485 R5-485

TForis {:::} Cgil::—uﬂi.[pT

TELEPORT-2 Administrator

Puc. 1.5 Ilpeobpazosanue RS-485 6 Ethernet

Tpancnarops! TFortis Teleport. PykoBoacTBo 1o sKCIuTyaTanuu 9



@ T Fortis

2. Tpancasimusi «CyXuX KOHTAKTOB)

2.1 KoHTpoJIb HECAHKIIMOHMPOBAHHOIO I0CTYNA K IIKadam

KommyTtatopsr TFortis PSW umeror nuckpetrHbie BXOJbI, K KOTOPBIM MOKHO
MOJKJIIOYHUTH JIIOObIE JTaTYUKHU TUIA «CYXOH KOHTAKT», HalpUMEP TePKOHBI,
KOHIIEBUKH, JUIsl OpraHU3alMM KOHTPOJs BCKpbITUS TKadoB. CurHai o
BCKpBITUU Tiepenaércss kommyTaTtopom Ha Teleport. T.e. mpu cpabatbiBanuu
BXOJIa Ha KOMMYTaTope, cpabaThlBaeT COOTBETCTBYIONIMN BBIXOJ] Ha OJIOKe

Teleport.
Lkad Lkad
e I S e I S |
: PSW : PSW
b B e I
T. . .T KoHuesow
1 | BbKrto4aTesrb
Teleport-1 ——

Puc. 1.6 Konmponws eckpvimusi wkagpos

LLikad LLkad

B o L D Tamnep Tamnep

CUCTEMbI BE3ONACHOCTH

[ I
i PSW : PS\A:/
| |
| |
|

i ey e e e e e e e e e e e e e e e e e e e e )

Ethernet

TELEPORT-1

Puc 1.7 Bapuanm opeanuzayuu mpancisyuu CUSHAIO08 6CKPLIMUSL WKAGA 0m KOMMYMAamopos
TFortis PSW e UCO "Opuon”.

Tpancnarops! TFortis Teleport. PykoBoacTBo 1o sKCIuTyaTanuu 10
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2.2 YaanéHHoe ynpaBJjieHHe aBTOMATHKOM

Tpancnauuio BXOJa OJHOTO YCTPOMCTBA Ha BBIXOJA JAPYroro MOXHO
UCIIOJIb30BaTh W ISl YAAIEHHOTO YIPAaBJICHUS HWCIOJIHUTEIbHBIMU MEXaHM3MaMMU.
Opnako, cienyeT WMETh BBHAY, UYTO BCTPOCHHBIE BBIXOJHBIE peJie SIBISIOTCS
MaJOMOITHBIMH. J[JI1 KOMMYyTalMi MOIIHOW HAarpy3Kd HEOO0XOIUMO HCIOJIb30BaTh
JIOTIOJIHUTENIbHBIE KOMMYTAlIUOHHBIE YCTPOUCTBA (KOHTAKTOPHI).

Mpoxekrop

WinarGaym = Teleport-2 @ = Teleport-2

M| — |
e PSW
= I

PSW

Teleport-1 —

Puc. 1.8 anaeﬂeHue UCNOJIHUMENIbHbIMU MEXAHUSMAMU

3. Tpancasiuus aBapuiiHbIX COOBITHH OT KOMMYTaTOpPOB PSW
KommytaToper TFortis ¢GopMHpyIOT psAll COOBITHI, KOTOpPbIE MOTYT OBITh
nepenansl Ha Teleport:

e 3aBuCaHUE KaMepbl

e [Iponano nuranue 220B

e OOpBIB ONTUKH U JIP.
N yxe Ha cTOpoHE cepBepa ATH COOBITHSA MpPeoOpa3yloTcs B JIOTHYECKUE
COCTOsIHMA BBIXOJ0B Onoka Teleport , KOTOphle MOXHO MOAKIIOYUTH K
KOHTPOJLIEPY OXpaHBbI.

LWkadp LWkadp

PSW PSW

22B\/
/\

1A

Teleport-1 — X

Puc. 1.9 Tpancnayus asaputinoix coovimuii

Tpancnarops! TFortis Teleport. PykoBoacTBo 1o sKCIuTyaTanuu 11
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2 TexHnuyeckue XapakTepUCTUKH

2.1 Teleport-1

* 10/100Base-Tx c pazbemom RJ-45 — 1.
Ethernet * moaaepxkka Auto-MDIX
* noanepxka ynpasyenus notokom IEEE 802.3x
* ckopocTh 10 115 200 6ut/cek.
RS-485 * JJAJIBHOCTH JI0 109 M )
*  TEPMUHUPYIOLIUN PE3UCTOP BCTPOEHHBIA — 120 OM
* 0e3 raJbBaHUYECKON Pa3BA3KU
* KOJMYECTBO — 3 LIT.
* 3aMKHyTO€ cocTosiHuEe — MeHee 200 Om.
Bxoasbl
* pa3oMKHYTOE cocTosiHue — 6osiee 50 kKOm.
* 0e3 raJpbBaHUYECKON Pa3BA3KU
* KOJIUYECTBO — 9 miT.
* HOPMAJIbHO PA30MKHYTBHIN KOHTAKT
BLIXoTbI . KOMMyTI/IpyCMOCu Hanpsbkenue — 30B

* KOMMYTHpYEMBIA TOK — SOMA
* compoTuBiieHHE KaHaia — 10 OMm
* rajbBaHUYECKas pa3Bsi3Ka
* HanpsbkeHue nutaHus — 12/24B (ot 9B 1o 27B)

IIuranue
* Makc. norpedisieMasi MOIIHOCTh — He OoJiee 3BT.
* 106x90x58 MM (muprHa 6 MoayJiei)

KoncTpykuus * Macca He 6onee 0,3 kr
» kperienue Ha DIN peiiky (35 Mm)
HapexHoctb * HapaOoTka Ha oTka3 He MeHee 50 000 yacoB
YcnoBus * Temrmeparypa ot mioc 5 a0 mwioc 40 °C
SKCILTYATAIMH * OTHOCHUTEIIbHOM BIAXKHOCTH BO3ayxa 10 80 %

Xpanenue * TeMImeparypa oUT munyc 50 o moc 50 °C

* OTHOCHTEJIbHOM BJIAXKHOCTH Bo3ayxa 0 80 %

Tpancnarops! TFortis Teleport. PykoBoacTBo 1o sKCIuTyaTanuu 12
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2.2 Teleport-2

Ethernet

10/100Base-Tx ¢ pazsemom RJ-45 — lmT.
noaaepxka Auto-MDIX
nogaepxkka ynpasienus notokom IEEE 802.3x

RS-485

ckopocTh A0 115 200 6ut/cek.
najgbHOCTh He Oosiee 100 M

TEPMUHHPYIOIIHI pe3ucTop BCTpoeHHBIN — 120 Om
(C BO3MOKHOCTBIO OTKIIFOUEHUS )

C TAJIbBAHUYECKOM Pa3BsA3KOU

Bxoabl

KOJINYECTBO — 5 IMIT.

3aMKHYTO€ cocTosiHue — MeHee 200 Om.
pa3oMKHyTOe cocTosinue — 6osee 50 kOwm.
C raJbBAHUYECKOU PA3BA3ZKOU

Brixoasl

KOJIMYECTBO — | MIT.

HOPMaJIbHO Pa30MKHYTHIH KOHTAKT
KOMMYTHpyeMoe Hamnpsbkenue — 2508
KOMMYTHpPYEMBIN TOK — SOMA

C TAJIbBAHMYECKOM Pa3BsA3KOU

IIuranue

PoE (IEEE802.3af Class 3

MaKCUMaJIbHAs TOTpebIisseMasi MOIHOCTH - 13BT

BBIXOJI MUTAHUS JJ1s1 BHEITHUX ycTpoicTB: 24VDC (6BT)
C TraJbBaHUYECKOW pa3BsA3KoM, 3ammurod or K3 wu
BO3MOKHOCTBIO JUCTAHIIMOHHOT'O YIIPABJICHUSA

Koncrpykuus

kopmyc [P66
160x160x90 MM (6e3 yuera repMOBBOIOB)
Macca He 6ozee 0,3 kr

HanexxHocthb

HapaboTka Ha oTka3 He MeHee 50 000 yacoB

Ycaosus
IKCILIYyATAIUU

Temmneparypa oT Mmunyc 55 go mioc 50 °C
OTHOCHUTEJIbHAS BIAXKHOCTh Bo3ayxa 10 80 %

XpaHeHue

TeMIiepaTypa oT MuHyc 55 1o mioc 50 °C
OTHOCHUTEJIbHAS BJIAXKHOCTH Bo3ayxa 10 80 %

Tpancnarops! TFortis Teleport. PykoBoacTBo 1o sKCIuTyaTanuu
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2.3 IIoooeporicusaemole hynKuyuu u npomoKo.ivt

TpaHcnsuus cOCTOSHMS BXOJIOB Ha BBIXO/IbI YJIaJIEHHOTO YCTPOICTBA
Tpaucmsus nanueix n3 RS485 mo Ethernet
ITonnepxka 10 12 yaan€éHHBIX YCTPOUCTB
Bcerpoennsiii Web-untepdeiic

Modbus-RTU, Modbus-ASCII, Modbus-TCP knueHT
Telnet

MOHUTOPUHT 0 SNMP v1, v3

SNTP

SMTP

Syslog

CUCTEMHBIN XypHAII

DNS

yaanénueii Ping

cUCTeMa HaCTPONKH COOBITUN MH(DOPMUPOBAHUS
ooHosienue 110 uepe3 TFTP u Web-untepdeiic

Tpancnarops! TFortis Teleport. PykoBoacTBo 1o sKCIuTyaTanuu 14
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3 OnucaHue

3.1 BHewHuUU eud

[ = w00
—

DE Briok vTerpaume  TELEPORT-1
O™ amr HOSOOODDS

QO@O®O®O® OOOCOOO®O

Tt N1/ 11

) : N MopT

A BGND 12 3 i b e +

RS-485 Bxoae: ENHEENEY Mutanune
KHorka 12.24vDC

RESET/DEFAULT

Puc.3.1. Buemnwmii Bug Teleport-1

NHgukaTtop PoE KHonka Hramnep 120 Om
Tamnep RESET/DEFAULT MHaunkaTopbl

1

7

(o)

=G L] o o o o o
coo| [oolodedbdedediod [ |
i [ { i '

|

Bixog

RS-485 Bxoabl
10/100Base-Tx
Breixog nutaHusa

PoE
24VDC @

B B ’—|3339M”9H’:|
iSRS ST

Puc.3.2. Buemnwuii Bug Teleport-2 (co CHATO KpbILIKOi)

Tpancnarops! TFortis Teleport. PykoBoacTBo 1o sKCIuTyaTanuu 15
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3.2 CeemooduoOHasi uHOuUKayusi

TpaucasaTopsl cyxux koHTakToB Teleport-1 u Teleport-2 umeror
CBETOIMOHYIO MHAMKAIMIO Ha munieBoi nanenu (Teleport-1) wiu Ha neyaTHOM
iare(Teleport-2), kotopast oroOpakaeT paboTy yCTPOWCTBA W COCTOSIHUSI BXOJIOB U

BBIXOJO0B.

Nunukatop RUN oToOpaxkaet pexxum pabOThl yCTPOICTBA.
Nunnkatop ETHERNET coBMmemaer ”HAMKATOP JIMHKA U aKTUBHOCTH 4€pe3

nopt Ethernet.

Nunukarop RS485 orobpaxaer akTuBHOCTh Ha uHTEpderice RS485.

Nunukatopsl INPUT oToOpakaroT TeKyIllee COCTOSIHUE BXO/I0B YCTPOMCTBA.
Ecnu BX0J1 HAXOIUTCSl B 3aMKHYTOM COCTOSIHUM — COOTBETCTBYIOLIUN UHIUKATOP
TOPUT, €CJIU B PA30OMKHYTOM — HE T'OPHT.

NunukaTtopsl OUTPUT otoOpaxkaroT TEKyIlee COCTOSIHUE BBIX0JI0B
ycrporcTBa. Eciy BX01 HAXOIUTCS B 3aMKHYTOM COCTOSIHUM — COOTBETCTBYIOLLUN
VHJIMKATOP TOPUT, €CIU B PA30MKHYTOM — HE TOPHUT.

JlaHHBIE MHIUKATOPBI MOTYT OBITH MOJIE3HBIMU B TIPOIIECCE HACTPOUKHU U

HaJIaJIK! YCTPOWCTBA.

Cocrosinue HHAHKATOpAa

Tabnuma 3.1 HasnaueHne HHIUKAaTOPOB

CocrosiHue ycTpoucTBa

Nunnkatop RUN muraer
(uHTEpBaN 4 CEKYH/IbI)

YerpoiicTBO paboTaeT Ha 3aBOJCKUX HACTPOUKAX.

Nupukatop RUN muraer
(uaTepBan 1 cexyHna)

YerpoiicTBo paboTaeT HOpMaNbHO, HACTPONKU OTIMYHBI
OT 3aBOJICKUX

Nunukarop ETHERNET | T[lonnst nunk Ha unrepderice Ethernet, Ho oOmena
HEIPEPBIBHO TOPUT JTAHHBIMH HET

Nunukarop ETHERNET |I[Ipoucxoaut oomeH nansbix uyepe3 Ethernet

MUTaET

Nunnkatop RS485 [Tpoucxoaut oomeH nanubix yepe3 RS485

MUTaET

Nunukaropsr RUN u JlnarHocTUpOBaHa HEMCIIPABHOCTH HA allapaTHOM WIIN
RS485 muratot nporpaMmmMHOM ypoBHe. OOpaTUTECh B CIIYKOY
CUHXPOHHO TEXHUYECKOU MOJACPKKH.

Tpancnarops! TFortis Teleport. PykoBoacTBo 1o sKCIuTyaTanuu
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3.3 KHonka c6poca Hacmpoek u nepe3azpy3Ku

BU TFortis Teleport umeet oqny kHonky cOpoca - RESET.

B Teleport-1 xHomnka yTorieHa BHyTpb Kopryca (cM. puc. 3.1), 1is Toro,
9TOOBI €€ HaXKaTh, BOCTIOJIB3YUTECh TOHKMM HEMETAITHIECKUM MTPEIMETOM.

B Teleport-2 xHonka pacnoJiaraeTcsi Ha N€4aTHoOM miare (cM. puc. 3.2), 1
TOT'0, 4TOOBI €€ HaXKaTh, HEOOXOUMO CHSTh KPBILIKY KOpIyca.

o Jlnsg nepesarpy3ku HaxxMuTe KHONKY RESET nHa 3-5 cexyHna.
e Jlns copoca Hactpoek HaxmuTe KHONKYy RESET nHa 15-20 cexynz.

Tpancnarops! TFortis Teleport. PykoBoacTBo 1o sKCIuTyaTanuu 17
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4 MoHTax v noaKn4yeHune

4.1 Monmax Teleport-1

Tpancaaropsl cyxux KOHTakToB Teleport-1 npeaHa3HaueHbl A1 yCTAHOBKU Ha
cranaapTHyto DIN-peiiky mupunoit 35 mm. /{5 ycTaHOBKH HEOOXOIMMO
ucnoib3oBaTh DIN-peliky niauHol He MeHee 106MM (mupuHa 6 CTaHIaPTHBIX
moxyieit). DIN-peiika pacrnonaraercs ropu30HTaIbHO.

Teleport-1 pacronaratot B OTarIMBa€MOM MOMEIIIEHUH HA YAAJICHUU OT
VMCTOYHHMKOB CUJIBHOI'O HAarpeBa WK OXJax1eHus. [[0CKOIbKY yCTpOWCTBO HE UMEET
raJbBaHUYECKOMN Pa3BA3KU U CEPbE3HOM 3aIUTHI OT UMITYJIbCHBIX ITEPEHANPSKCHUN
no Ethernet, Bxogam u RS-485, pekomenayercss MUHUMH3UPOBATH JJTUHY
MOIKJTFOYaeMbIX KaOeTbHBIX JTUHUN. PeKOoMeHIyeTcs HCTI0Ih30BaTh MUTAHUE OT
OecniepeOOMHBIX CTOYHUKOB MUTaHUA ¢ BbIxoAoM 12..24B.

Pexomennyercs opranmuzanus 3azemieHus. Hanmnune 3a3emieHus mo3BOJIAT
YBEJIIMYUTH MOMEXOYCTOMUYUBOCTh YCTPOMCTBA.

Hoakaroyenune JUHUA CyXuX KOHTAaKTOB M Ethernet

Bxozpl ycTpoiicTBa HE UMEIOT rAIbBAHUYECKOMN pa3Bs3KU(KaK MEKIY
YIPABJISIFOIIUM MUKPOKOHTPOJIEPOM, TaK U MKy co0oii). [ToaTomy mipu
MOAKIIOUYECHUH TATYUKOB, CIEAYET UMEThH B BUAY, YTO BCE BXOJAbl UMEIOT 2 KOHTAKTA,
OJIMH U3 KOTOPBIX — oOmuii. Ha puc. 4.1 u Ha 61oke o0muii moTeHuan 0603HaueH
Toukoil. KOHTaKkThI, 0003HAUEHHBIE TOUYKON «3BOHATCS» (COCTUHEHBI) MEXKIY COOOM.

OUTPUT
1 2 3 4 5 6 7 8 9

-4 L L L I L L L L
CDCDCDCDC+DCDCDCDCD

Bnok uHterpaumm TELEPORT-1

© @ olo Ole oo CNlNeleeelelel -
|~

||

A BGND 123

RS-485 INPUT RESET/DEFAULT POWER
12..24V

Puc. 4.1 Pacnonosicenue 6x0006 u 6b1x0008

Tpancnarops! TFortis Teleport. PykoBoacTBo 1o sKCIuTyaTanuu 18
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BBIX0/TIbI YCTPOMCTBA HMEIOT TaJIbBAHMYECKYIO Pa3Bs3Ky, K HUM JaHHOE
TpeOOBaHHE HE OTHOCHUTCS.

JInst cHYOKEHMSI BIUSHUAS TIOMEX, PEKOMEHAYETCS CHUKATD JITUHY JIMHUN
BX0J0B, BbIX010B U Ethernet.

[Monkmouenust RS-485 ocymecTisiercs kabeaem, TUIIA «BUTAs Mapay.
Hanuuue nunuu nns BeipaBHuBanus norennuana (GND) sBrsercs o0s3aTeabHbIM
py OOJBIION NPOTSKEHHOCTH JIMHUU. TepmMunupyromue pe3uctopsl (120 om) yxe
YCTaHOBJIEHBI BHYTPH KOPITyCa, YCTAHOBKA JTOTIOJHUTEIBHBIX PE3UCTOPOB HE
TpeOyercH.

[ToakntoueHue K CEpBEpPy WIIM LIEHTPATLHOMY KOMMYTATOPY OCYLIECTBIISIETCS
UTP wnu FTP natu-kopaom.

3anpemaeTcsl IIpOKJIaaAKa JIMHUU BJ1OJIb BBICOKOBOJIbTHBIX JIMHUU
QJICKTPOIINTAHHA.

Tpancnarops! TFortis Teleport. PykoBoacTBo 1o sKCIuTyaTanuu 19
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4.2 MoHmax Teleport-2

Teleport-2 nonmyckaeT yCTaHOBKY B YJIUYHBIX YCIOBHUSX Ha JIFOOBIX
METaNTMYECKUX/HEMETAJUTMUYECKUX MTOBEPXHOCTAX, PSIIOM C KOHTPOJUIEpAMU OXPaHBI
nepuMeTpa, T.K. KOPITyC yCTPOMCTBA 00eCTIeYMBaEeT 3alUTy OT IMBUIK U Biaaru [IP66.
OpHako, ycTaHOBKA psIoM ¢ KommyTaropamu PSW B yJIMUHBIX MeTauIMUECKUX
mkadax c 3anmuroit He Hike [P54, mo3BoseT yBennuuTh y100CTBO MOHTaXa U
o0ecrneurBaeT XOPOUIYI0 BaH1a03aIIUIIIEHHOCTb.

Teleport-2 npegycmaTpuBaeT KperuieHHE K 3aiHel (aiblI-CTeHKE YIMUYHOTO
mikada TFortis CrossBox-2 u CrossBox-3 uepe3 «MoHTtaxnyto naneas PSW-11»

Puc.4.1. Monmaosic 6n10ka 6 wkaghy

Kpemnnenue 610Kka K mepexoIHOM MIIaCTUHE OCYIIECTBIIsIeTCS BUHTaMu M4(He
MOCTABJIAIOTCS). BUHTBI KperieHus epexoAHON IIACTUHBI MMOCTABIISIIOTCS B
KOMIUIEKTE C MOHTa)KHOM TIJIACTUHOM.

Takoke normyckaeTcss MOHTaX U BHe 1mikada. J[7s MOHTa)ka UCTIONb3YIOTCS
BUHTHI M4 WK yHUBEpPCATIbHBIE CAMOPE3bl TUAMETPOM 4 MM.

Opranusanus 3a3eMJIeHUA

Hanuuue 3azemiienus o6s3arensHo. [Ipy oTCyTCTBUM 3a3eMIIeHUs, a
TaKXe MPU HEKAYECTBEHHO BBIITOJIHEHHOM 3a3€MJICHUH KOMITOHEHTHI
IPO303alUThl HE pabOTaIOT WM pabOTaIOT HE B TTOJTHOM 00BEME.
Hanuuue 3a3emiieHus MO3BOJISET CYLIECTBEHHO MOBBICUTh
YCTOMYMBOCTH YCTPOMCTBA K 3JIEKTPOMArHUTHBIM UMITYJIbCHBIM ITOMEXaM.
3a3eMIIeHUE OCYILECTBIISIETCS YEPE3 KIIEMMY 3a3€MJICHUS WIIH IIIMHIbKY
3a3zemiieHus (puc. 3.2).
3azemiienue uepes 3kpaH FTP kaOens He nomyckaercs!
ComnpoTuBneHue 3a3emMicHuUs He 0oJiee 4 oM.

Tpancnarops! TFortis Teleport. PykoBoacTBo 1o sKCIuTyaTanuu 20
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IMoakarwuyenne JMHUN cCyxux KOHTAKTOB U Ethernet

BXozp1 ¥ BBIXObI YCTPONCTBA UMEIOT raJbBAHUYECKYIO PA3BSI3KY U
YCTOMYUBBI K UMITYJIbCHBIM noMexaMm. OAHAKO, JUIsl CHUKEHUS BIUSHUS IIOMEX,
PEKOMEH/yeTCSl CHIDKATD JUTMHY JJMHUHN BXOJI0B, BEIX0A0B, RS-485 u Ethernet.

[Monxmrouerust RS-485 ocymecTBisercs kabeneM, THIIA «BUTAsI TIapay.
Hanuuue nunuu ny1s BeipaBHuBaHud noteHnuana (GND) sBisieTcst 00s13aTeIbHBIM.
Tepmunupytomue peauctopsl (120 om) y’ke yCTaHOBIIEHBI BHYTPU YCTPOKCTBA,
YCTaHOBKa JOTIOJIHUTENbHBIX pE3UCTOPOB He TpeOyeTcs. CyliecTByeT BO3MOKHOCTh
OTKJIOYUTh TEPMUHUPYIOIIUE pe3UCTOphL. 110 yMOnM4aHuio pe3ucTOphl NOAKIIOYEHBI.

[Togxmrouenune k POE kommyTaTOpy OCyIIECTBISIETCA MPU MOMOLIA
kadecTBeHHOTO yaugHoro FTP kaGens.

3amnpeniaercs NpoKIaaKa JUHUN BIOJIb BEICOKOBOJIbTHBIX JIMHUMN
AJIEKTPOIUTAHHUS.

BrIxoas! ycTpoMCTBa HE pacCUYMTaHbl HA KOMMYTAIMIO MOIITHOM
Harpys3KH.

I'epmeTusanus BBOAOB

Y CTpONCTBO MOCTABIIAECTCS ¢ KOMIUIEKTOM IeépMOBBOAOB. 1Ipu ycranoBke
BBOJIOB, UX HEOOXO0IMMO HaJ&XHO 3aTsAHYTh. Hencnonapzyembie BBObI HEOOXOUMO
3arepMeTU3UpPOBaTh FEPMETUKOM WIIH IJIACTUKOBBIM TPHOKOM.
Hapy1ienuss B MOHTaKe€ F€pMOBBOJIOB HE TApaHTUPYIOT COOTBETCTBUE YCTPOUCTBA
KJ1accy 3amuThsl [P66.

Tpancnarops! TFortis Teleport. PykoBoacTBo 1o sKCIuTyaTanuu 21



T Fortis

5 Hactpouka

5.1 Ulnmepdhelucnl ynpasrneHus

Tpancnaropsl cyxux koHTakToB TFortis Teleport uMelOT HECKOJIBKO
BapuaHTOB yjanénHoro ynpasienus: WEB-unrepdetic, Telnet, mpu momoru
dbupmennoit yrunuthl TFortis Device Manager.

WEB-unTepderic coaepxut HauboJiee MoIHbIN HaO0p KOHTPOIUPYEMBIX
napameTpoB, CHA0KEHHBIX TTOJIPOOHBIMU PA3BSICHEHUSIMU U KPATKOU CITPABKOM.
WuTepdeiic mpencTaBiieH Ha PyCCKOM M aHTJIHICKOM si3bikax. [lonkmouenne k bU
BO3MOJKHO ITpH IToMoIi 00sraHOr0 Web-0pay3sepa.

Telnet npencraBnsier coO0¥ anbTEepHATUBHYIO (OPMY KOH(MUTYPUPOBAHUS
YCTPOMCTBA MOCPECTBOM KOHCOJIBHOTO MPUIIOKEHHS Takoro kak Microsoft Telnet,
PuTTY, Hyper Terminal u npyrux.

SNMP ucnonb3yercs 11 MOHATOPUHTA COCTOSIHUM U ITapaMETPOB.

[Tpu momonu nporpammsl TFortis Device Manager M0OXKHO OCyIIECTBIIATD
IMPOKOBELIATEIBHBIN ITOUCK YCTPOUCTB U JUCTAHIIMOHHYIO HACTPOMKY.
Hcnonb3zoBaHue NporpaMMbl MOKET ObITh TIOJIE3HBIM, KOT'/1a HEU3BECTHBI CETEBbIC
HacTpolku biokoB unterpamuu Teleport, a Takxke Korjaa NpucyTCTBYeT
nyonupoBanue [P anpecos (B citydae, korja B CeTH NPUCYTCTBYIOT HECKOIBKO
YCTPOMCTB C OAMHAKOBbIMU [P anpecamu, crangapTHhIE METOIbI HACTPOUKH, TAKHUE
Kak HacTpoiika uepe3 Web-unrepdeiic, He IPUMEHUMBI).

5.2 Umo Hy»XHO 3Hamb rnepeod nNooKIIlDYeHUeM

Ooparure BHUMaHueE!

Brixos! ycTpoiicTBa He paccuMTaHbl HA KOMMYTAIUIO MOIIHOM
Harpy3KH.

Teleport-2 conepsxut Bbixoa 24 VDC nnst nutanus nepudepuitHbIx
YCTPOMCTB.

Tpancnarops! TFortis Teleport. PykoBoacTBo 1o sKCIuTyaTanuu
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5.3 YnpaeneHue 4Yepe3 WEB-unmepgelic

5.3.1 NepBoe nogknoyYeHue, ObLICTPbLINA CTAPT

[Ipu nepBOM BKIIFOUEHUH, YCTPOUCTBO UMEET CIEAYIOIINE CETEBbIE HACTPOUKHU
10 YMOJTYaHUIO:

IP anpec: 192.168.0.1
Macka nojiceTu: 255.255.255.0
Jlorun/ITaposb HE 3aJ1aHbI
DHCP xnuent BBIKJIIOUYCH
Telnet BKJIFOUCH
SNMP BBIKJTIOUEH

[lepen moakroueHHEM yOEIUTECH, UTO CETEBas KapTa KOMIIBIOTEPA HAXOIUTCS
B TOM ke mojceTH, uto u Teleport (192.168.0.%).
3anycture Web-0paysep u B agpecHoit ctpoke BBeaute [P anpec 192.168.0.1

puc 5.3.1.1)

a =) |© http//1921680.1/  ~ B O X||@ Fort-Telecom PSW..
i

Puc. 5.3.1.1. NMopgkntoyeHne
HOCJ’IG MOAKIKOYCHHUA, MbI JOJIZKHEI IIOIIACTh HA I''TABHYIO CTPpAHHUIY Web—

unrepdeiica.(puc 5.3.1.2)
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@ T Forti Link Up Outputs 1 2 4 5 6 7 8 b

RS485 Down Inputs 1 2
Teleport-1 o

m an Main (T1aBHasi cTpaHHIa)
v Basic Settings
v Teleport Settings Dsfes s TLP1-2 I[1aBHAS CTpAHHIIA CONEPKHUT CBONHYIO
HudopMao:
v RS485 Device location 1 : gev?ce “3“19: - yc‘rpoﬁ»c‘rga 1L
o evice locatiofl™ MecTfacmionoxen e yeTpoficTa:
Contact information 3 -Edit o| Contact informati HTAaKTEI 06CTIy:KHBaKmelt
¥ Inputs/Out; its dpramsarmH
o| Serial number Wkepnit HOMep YCTPOHCTE:
v Events Sl ol 0 o| Firmware versi M IPOTPAMMHOTO
— dbecredeHns
m Firmware version 0B.0B = o Bootloader version - Bepcrs 3arpy3unka
————————— ; o| MAC - Quzmdeckuil anpec yeTpoiicTea
v Diagnostic Tools Bootloader version 01.02 of IP - ceTeBoii anpec yerpoficrea
— I V1 C0:11:A6:00:00:01 P ———
m o| Gateway - ceTeEoit anpec mTi0za
I —— P 192.168.0.2 -Edit | DNS - ceteoit anpec DNS-cepsepa
v Update/Backup o| DHCP - peskny paGots: DHCP: cratideckuii|
— /5 255.255.255.0 yipec s DHCP xnitest.
o System Up Time - nponokHTeTEHOCTE PaGO[TE!
¥ Reboot/Default = - )
ficimes Enabled MMYTAaTopa C MOMEHTA BKITIOYEHHS
o| Time, Date - Bpems 1 j1aTa, NOTy4eHHBIE 110
System Up Time 0d. 06h. 20m. 10s. e SN
o Syslog - oTrpaEKa co0OWEHHI 0 COOBITHAX 10

Puc. 5.3.1.2. Web-unrepdeiic

Web-unTepdeiic MOXKHO pa3zienuTh Ha 4 30HHI - ¢peliMa, Kak MOKa3aHo Ha
pucyske 5.3.1.2:

1 - 6G0KOBOE MEHIO, YE€pE3 HEr0 OCYIIECTBISECTCS JOCTYII K Pa3IMYHBIM
rpynmnamM HaCTPOUKH

2 - OCHOBHOM (pperiM, coepKaIIHi TPYIITy HACTPOEK

3 - crpaBKa IO JaHHBIM HACTpOMKaM

4 - mamnka ¢ COCTOSTHHEM BXOJIOB M BBIXO/IOB (aBTOMaTHYECKH OOHOBIISCTCS
kaxabie 10 cexyHnn)

IIpuMeuanme: pu 3aBOJICKUX HACTPOIKAX JIOTUH U MApPOIb JJIs 1OCTyIa K web-
uHTep(deiiCy HE YCTaHOBJICH, B TIOCJICIYIOIIEM PEKOMEHIYETCS OIPAHUYUTh JOCTYIIL,
YCTAHOBMUB JIOTUH U Maposib. [Ipu 3TOM Kaxka0€ Mocaeayonye MnoakIt0ueHne K
OyJIeT COMPOBOXKAATHCS CTAHIAPTHBIM JUATIOTOBBIM OKHOM ayTeHTH(HKAIUH.

[Tocne noakmtouenus k web-unrepdeiicy, nepeitném k Hactporike. Ho nmepen
ATUM MBI JOJDKHBI YETKO MPEACTABISATh ce0e KapTy CETH, Iie Kakue 0JI0KU
pacrnoJiararotcs, U Kakue (yHKIIMH HECYT.

PaccMmoTpum Ha npumepe CTpyKTypbl, Kak Ha puc. 5.3.1.3.
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- - S— Bwrtana napa
‘_ 5 : . _ BONnC

CeHcopHbIl Kabens

l CrossBox-2 I

TFortis
PSW

Teleport-2

I MuTaHwe

— 12 24B KommyTtaTtop TFortis SWU-16

ARAAN N,

KonTponnep _f
OXpaHbl
nepumeTpa

HiNNNNNINNNN-

Puc. 5.3.1.3. cTpykTypa cucteMbl

Ha nanHOM npuMepe paccMaTpHUBaETCA CUCTEMA OXPaHbl IEPUMETPA, KOTOpas
3HAYMTENIHPHO yJajeHa OT cepBepa coopa u 0opadorku uapopmarnuu (CCON).
KoHnTtposiep oxpaHbl epUMeETpa OCYIIECTBISET KOHTPOJIb 32 UyBCTBUTEIbHBIMU
KaOeJTbHBIMH 3JIEMEHTAMHU U OTIOBEIIAET O CpadaThIBAHUU Y€pPEe3 CTaHIAPTHBIN
JIBYXNpoBOAHOU nHTEpdeic RS-485. Takxke o nepuMeTpy paccTaBlIE€Hbl KaMephbl
BUJICOHAOI0ICHU S, TOAKIIOUeHHbIE K kKomMyTaTopy TFortis PSW. Ota cBsizka
obopynoBanust hopMupyet Y3en oxpanbl. [Ipy IpuMEeHEHUN TaKOU CUCTEMBI MBI
TOJDKHBI coequHuTh CepBep U Y3en. OnHako ObIBaeT Tak, YTO YAAJIEHHOCTh ¥Y3J1a OT
CepBepa MOXKET ObITh O4€Hb 0OJIbIIION. EAMHCTBEHHBIM PEIICHHEM MOXKET CTaTh
MIPUMEHEHHUE ONTOBOJIOKOHHBIX JTMHUM cBsi3u 1jis1 cetu Ethernet. A nist RS-485 B
TaKOM CJTy4ae MO>KHO peain30BaTh BUPTYaJbHBIN KaHal - «TpyOy» uepe3 Ethernet.

Ha ycrpoiictBe Teleport-2 ocymectBisercs npeodpazoBanre RS-485 —
Ethernet. Jlanasie nmpoxoasT uepe3 kommyTtaTop y3na — TFortis PSW, a 3aTtem 1o
OTITHUKE Yepe3 IIEHTPaIbHBIM KOMMYTATOp, 3aTeM B Teleport-1, rae ocymecTBisercs
obpatHoe nipeodpa3oBanue Ethernet — RS-485.

CyXne KOHTaKTbl

AYAYA

= |

=

-—
g,

Teleport-1 Cyxwne KOHTaKTbl

Jlist opranu3anuu BUPTyalibHOro KaHana RS-485 mexnay nByms
yctporictBamu Teleport-1 u Teleport-2 nx He0OX0IUMO HACTPOUT.

B obmem citydae mporiecc HaCTpOWKH BBITIISIIUT CIAEAYIOLUM 00pa3oM:
1. Kondurypupyem cereBbie HaCTPOUKH
2. IlponuckiBaem ynanénnoe ycrpoictso (s Teleport-1 — sto Teleport-2
1 Ha00O0pOT )
3. Hactpoiika nopta RS-485 B pexxuM MapHOro COEIUHEHUS C Y TAUTEHHBIM
YCTPOHCTBOM.
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CeTreBble HACTPOIKH

B cereBbix HacTpoiikax bioka He0oOX0AMMO 3a/1aTh YHUKAJIBHBIN B IIpeienax
noacetu [P agpec. Jlomyctum, uro Teleport-1 umeer IP 192.168.0.1, a Teleport-2
192.168.0.2. MeHnsiem 5Tu 10Jis, KaK MOKa3aHo Ha puc. 5.3.1.4, mist yero B 00KOBOM
MeHto BeiOMpaem Basic Settings — Network Settings

MAC [co J[11 A6 Joo floo Jjo1 |
P [192 [1es Jo |1 ]
Mask [255 255 | 255 0]
Gateway (255 255 |[255 |[255 |

DN [255 J[255 |25 255 |
DHCP Mode

Puc. 5.3.1.4 cereBble HacTpoiiku yctpoiicTBa Teleport-1

Cnucok yaajaéHHbIX YCTPOHCTB

Jlns Toro, uto6sl Teleport-1 “3nanm” o Teleport-2, a Teleport-2 3unan o Teleport-
1 ux HEOOXOIMMO ITO3HAKOMUTHY. {7151 4ero Ha KaXkJioM yCTPOICTBE CYyIIECTBYET
CIIUCOK yAAJEHHBIX YCTPOUCTB. B HETO 3aHOCATCS BCE yCTPOMCTBA, C KOTOPBIMHU
MOJKET B3aUMO/ICICTBOBATH JIOKAJIbHOE YCTPOUCTBO.

Paccmotpum Ha mpumepe Teleport-1. /{5 Hero ynan€HHbIM yCTpOMCTBOM
oynet Teleport-2. [Toatomy 3axonum Ha web-untepdeiic Teleport-1, Bo Bkiagke
Teleport Settings — Remote Devices. Kak BuguM mmoka crucox mycT, 3aHOCHM TyJa
Teleport-2, ykazeiBas ero [P agpec, Tun (Teleport-2) u mosib3oBaTenbckoe OMUCaHUE,
10 KOTOPOMY €ro Jierde ono3Hasatb. Haxnmaem Apply.

Remote Devices

Devices List
Name | Type | IP Address

Device list is empty

Add New Remote Device

Name | onucatie |

Type Teleport-2 v

IP Address [[192 [[168 [0 |2 |

Apply

Puc. 5.3.1.5 nacrpoiika ynanéuusix ycrporcts Teleport-1
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Kaxk Mb1 Buanm Ha puc. 5.3.1.6, Teleport-2 1o6aBieH B CIIHCOK.

Devices List

Name Type IP Address

1 | ommicamme | Teleport-2 | 192.168.0.2 |  Info Edit Delete

Puc. 5.3.1.6 criucok ynanéuusix ycrpoiict Teleport-1

AHaNOTUYHYI0 HACTPOUKY MPOU3BOANM M Ha web-unrepderice Teleport-2.
Devices List

Name Type TP Address

1 | ommcanne? | Teleport-1 | 192.168.0.1 |  Info Edit Delete

Add New Remote Device

Name ‘ ‘

Type
Paddess|| | || || |

Apply
Puc. 5.3.1.7 Hactpoiika ynanéuneix yctporcts Teleport-2

Hacrpoiika mopta RS-485
Jlnst HacTpoiiku nopta RS-485 3axoaum Ha Bknaaky RS-485 — RS-485

Settings
RS-485 Setﬁngs

Baudrate | 9600 -

Parity Disable ~

DataBits | 8 ~

StopBits | 1 ~

Operation mode

Mode RS-485 -> Ethernet ~

Remote Devices OIIHCaHHE

Puc. 5.3.1.7 nactpoiika nopta RS-485 Teleport-1

Tpancastopsl TFortis Teleport. PykoBoacTBo 1o 3kcmityarauuu
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B paznene RS485 Settings Mbl yka3biBaeM HACTPOMKH MOPTA, TAKUE K€, KAK U
y KOHTpoJuIepa oXpaHbl nepuMerpa. B pazaene Operation mode yka3biBaetcs
pexum padoTsl mopta. Hac naTepecyer pexxum nepenayun nannsix mo Ethernet,
no3toMy BeiOupaeM pexkum RS485->Ethernet. B cniucke Remote Devices
yKa3bIBa€M BCE YCTPOMCTBA, HA KOTOpbIE OyIyT TpaHCAUPOBAThCA AaHHbIE. B Hamem
cllydae TaM TOJIbKO OJIHa 3anmuch — Teleport-2, moaToMy u BbIOMpaeM €€ yCTaHOBKOM
raiouku. Haxxumaem Apply 1s npuMeneHust Hactpoek. Te ke camble HACTPOUKHU
IIPOBOJUM U Ha IPyTOM yCTpPOICTBE.

Ha stom Hactpolika 3aBepuieHa. Jlanusie u3 nopra RS485 konTpoiuiepa
OXpaHbl epuMeTpa OyAyT MPo3pavHo A0ocTaBisAThCA B mopT RS485 ceprepa CCOU.

5.3.1.1 Cmpamezausi HacmpouKku

B npenpinyiiem pazzaene Obu1 pacCCMOTPEH MPOLIECC HACTPOMKH Ha KOHKPETHOM
IpUMEPE, @ BECH MPOLIECC HACTPOMKN MOKHO Pa30UTh HA HECKOJIBKO KIHOUYEBBIX
JTAIoB.

1. YcraHoBKa ceTeBbIX HACTpOeK (3a1anue yHuKansHOTO [P aspeca B mpenenax
TIOZICETH, YCTAaHOBKA MACKH H IITI03a).

2. YcraHOBKa JIOTMHA M MAPOJIS JUJIsl OTPAaHUYEHHMSI IOCTYyNa K HACTPOHKaM.
3. Co3panue cIUCKA yIAJEHHBIX YCTPOMCTB.

4. Hacrtpoiika Bx010B, BbIX0/10B, RS-485. YkazaHue pexxuMoB padoThI,
YIAJIEHHBIX YCTPOWCTB.

5. Hactpoiika mouuTopuHra. Jlyis yao0cTBa aIMUHUCTPUPOBAHUS MOKHO
HACTPOUTH OTIPABKY COOBITHI uepe3 mpoTokoibl Syslog, SMTP, SNMP,
CUHXPOHHU3UPOBATh BHYTPEHHUE Yachl uepe3 npoTtokoia SNTP.
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5.3.2 CeTeBble HaCTPOMUKMU

Basic Settings — Network Settings
B nanHoM pazzene yka3bpIBarOTCSl OCHOBHBIE CETEBBIE HACTPONKH OJIOKa.

MAC: CoO 11 A8 04 00 02
IP: 192 168 O 2

Mask 255 255 255 O

Gateway 255 2565 255 255

DNS 255 255 255 255

DHCP Mode Disable ¥

Puc. 5.3.2.1 CeTreBble HACTPOUKHU

MAC - ®usnueckuii aipec yCTpOMCTBA UCTIONB3YETCs ISl UACHTU(DUKAIIUN
ycTpoiicTBa B ceTH. be3 kpaliHeilt HEOOX0AUMOCTH, HE peKoMeHIyeM MeHsITh MAC
ajipec, NOCKOJIbKY OH TapaHTUPOBAHO 00ECIeUNBAET YHUKAIBHOCTh YCTPOWCTBA B
cetu. [locneanue 2 Gaiira 3aBojckoro MAC aapeca COCTaBIISIOT CEPUIHBIN HOMED
ycrporictBa. 3aBojickoii MAC afpec HaHECEH Ha HAKJICMKE U pa3MENIeH Ha KOpITyce.

IP - CeteBoit aapec ycrporictBa. [Ipu paboTe B nipeaenax ofHON MOACETH
HE00X0IMMO 00€CTIeUNTh YHUKAIILHOCTh CETEBOTO ajipeca.

Mask - Macka nogcetu

Gateway - CeteBoli aapec 1nuito3a. Eciu nuio3 He HCIIOJIb3YETCs, TO OCTaBbTE
3Ha4YEeHHUE N0 YMOoM4YaHuto: 255.255.255.255

DNS - CereBoii anpec DNS peconBepa. Mcnonb3yercs B HEKOTOPBIX
GyHKUMAX 111 TpeoOpa30BaHMs CUMBOJIBHOIO HMEHH XOCTa B €r0 CETEBOM azpec.
Ecnu He ucnonb3yercs, TO OCTaBbTE 3HAYEHUE 110 YMONMYAHUIO: 255.255.255.255

DHCP Mode - Bb160p pexxuma padbotsl ¢ npotokojom DHCP:

1. Disable - DHCP otkitoueH. BU ncnosnb3yer cTaTH4ecKue CeTeBbIe
Hactpoiiku. (IP, Mask, Gateway u ap.)

2. Client - Bknmtouene pexxuma DHCP knuenTa. BU nonyyaer cereBbie
HaCTPOMKH aBTOMaTUYECKHU MyTeM IMpokoBemarensHoro 3anpoca kK DHCP cepsepy.
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5.3.3 HacTpomnka y4€THbIX 3anuceun nonb3oBartenen

Basic Settings — User Accounts

B nanHOM paszznene conepxkarcs HACTPOUWKHM YUYETHBIX 3aIUCEH M0JIb30BATEIIEH.
User list

User Name | Password | Access Right

1 Admin Edit

f-2

| Add New User |

Puc. 5.3.3.1 Coucok moin3oBareieii

[To ymMoIuaHHIO €JUHCTBEHHON YUETHOM 3alIUChIO SIBJIIETCS yUYETHAS 3aMHUCh
aAMUHUCTPATOPa C HEYCTAaHOBJIECHHBIMUA UMEHEM I0JIb30BATENS U napos. T.e.
noctyn kK WEB- unrepdeiicy u Telnet mpoucxoaut 6e3 ayTeHTH(DUKAIUH.

JIy1st orpaHrYeHus TOCTYyIa 00s13aTENbHO CIEAYET CO3/IaTh KaK MUHUMYM
OJTHOTO TI0JIb30BaTess ¢ mpaBamMu Admin. U, mpu HEOOXOIUMOCTH OJTHOTO WIIH
HECKOJIBKUX TOJIb30BaTene ¢ mpasamu User.

Pazgenenue npaB qocTyna ocyiiecTBisieTcs: BbIoopoM mojst Access Right
Add/Edit user
User Name
New Password III
Password Confirm III

Access Right Admin

User

| Apply || cancel |

Puc. 5.3.3.2 HacTpoliku nMeHU NOIb30BaTENS U ApOJIs
[Tonp3oBarens ¢ mpaBamMu Admin UMeET MaKCUMaJIbHbIEC TOJTHOMOYHS.
[Tosb30Barens ¢ npaBamu User UMEET OTpaHUYECHHBIE TTOJTHOMOYMS, HE MOYKET

U3MEHATH HACTPONKHU, HIMEET JOCTYI K CTATUCTUKE W JUATHOCTHUECKUM
uHcTpyMeHTaMm (Ping).

[Tocne mpumMeHeHus nmapaMeTpoB, €CIu BCe MPOIIO YCIEIIHO, 0TOOPAa3UTCS

coobmienue "Parameters accepted" n noTpedyeTcs MPOUTH aBTOPHU3AIINIO, BBEIS
JIOTUH U TapOJib.

[Tpu coobmennn 06 ommoOKe, MOMPOOyHTE BBECTH IaHHBIE €IIIe Pas3.
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IIpumeuanue 1: /JanHbIe MO SABISAIOTCS 0053aTENbHBIMU JJIS 3aTI0JTHEHUS.
MakcumanbsHasg JirHa - 20 CHMBOJIOB. SI3BIK BBOJIA — QHTJIMUCKHHN, CIICIICHMBOJIBI
MOJAJEPKUBAKOTCS

IMpumeuanmue 2: [Tons peructpo3aBUCUMEIE, T.€. €CTh pa3Huiia Mexay "Admin" u
"admin".

IIpumeuanmue 3: [lonnepxuBaercs 10 4 y4eTHBIX 3aIIUCEN.

5.3.4 OnucaHue yctpoucTBa

Basic Settings — Device Description

Device Name
Device Location

Service Company

Puc. 5.3.4.1 Onucanue ycTpoiicTa

Device Name - Ha3Banue ycrporicTtsa

Device Location - PacnonoxeHune ycTpoicTaa

Service Company - KontaktHas nHpopmariust 006CiIyKruBaroieid KOMIaHuu Uin
OTBETCTBEHHOTO JIUIIA

JlaHHBIE TIONIS SBIISIOTCS HEOOS3aTEIBbHBIMU IS 3aIIOJTHEHUSI M CITYKAT JIUIITh
JUISL yOPOIIEHUs HACHTU(UKAIIUKA YCTpoiicTBa. MakcuMalibHas JUIMHA 3anuceit - 64
CHMBOJIa TIPU MCIIOJIb30BAHUHN AHTJIMMCKOTO s13bIKAa U 32 CUMBOJIA MPU
HCTIOJIb30BAHUH PYCCKOTO.
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5.3.5 HacTpouka sa3bika web-nHTepdenca

Basic Settings — Language

Language | English -
E h
Puc. 5.3.5.1. BeiOop si3b1ka

Teleport umeeT BO3MOKHOCTh BbIOOpa s3bIKa 111 Web-unTtepderica.
[TopnepxxuBaercs 2 A3bIKa: PyCCKUM M aHTIIMUCKUN. [I0 yMOnM4aHuio yCcTaHOBIIEH
AHTJIMHACKUHN SI3BIK, OJTHAKO €r0 MOYKHO IMMOMEHATHh HA PYCCKUM, HO TIPU 3TOM HY>KHO
yOeauThCsl 4TOOBI HE ObLIO MPOOJIEM ¢ KOJAUPOBKAMH TEKCTa B Opaysepe.

B Web-unrtepdeiice ucnonnsyercs koaupoka UTF-8.
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5.3.6 HacTpouka pexxuma TpaHcnsaLum

VYerpoiicta Teleport BRIMOTHSIOT CAEAYIOMNUE PEKUMBI TPAHCIISIIIUN:

e TpaHcasuuw RS-485 uyepe3 Ethernet. [{ns 3Toro mexay IByMms win
6omnee(mo 32 ycrpoiictB) Omokamu Teleport ycTaHaBIMBaeTCsS COCIWHEHHE Yepe3
Ethernet, mpu »ToM mnepenaroTcs naHHBIE MEXIy moptamMu RS-485 Bcex OJ0KOB,
BKJIFOUEHHBIX B OJIHY TPYyMILY.

e mpeoOpazoBannme RS-485 B FEthernet. Ha cropone cepsepa
3amyckaercst mpwioxkeHue TFortis  Administrator, KoTopoe mNpeaocTaBisieT
untepdeiic BupryanbsHoro COM-mnopTa, CB3aHHOTO C OJHMM WA HECKOJBKUMHU
omoxkamu Teleport. (mo 32 ycrpoiictB). JlpyrumMu ClOBaMH OpraHU3yeTCs
«BUPTYaIbHBIA KyaHaD» MKy BUPTyadbHbIM COM-nopToM U 0JI0KOM.

®  TPAHCIALUMIO «CYXMX KOHTaKTOB» 4epe3 Ethernet m mnepenauy
aBapuMiiHbIX COOBITHI OT KOMMYTaTopoB PSW. B sTOoM pexume TpaHCIupyroTcs
COCTOsSIHMA BXOJ0B Ha Osokax Teleport mnmu Bxoasl kommyTtaropoB TFortis Ha
BBIX0J1bI Apyrux 6510k0B Teleport. (/o 32 yCTpoOHCTB)

[Tpu Tpancnsauuu RS-485 uepe3 Ethernet ciienyeT yuuTeiBaTh, 4TO U3-

3a TpeoOpa3oBaHUsl JAHHBIX HEM30EKHO BO3HHUKAIOT 3a7epKku. Jlis

TOTO, 4YTOOBI HE BO3HUKAIO COOEB B pabOTE CHUCTEMBI, CIEAYyeT

YYHUTHIBATh 3TO YYUTHIBATh, yCTaHABIMBas TaiimMayThl. [logpoOHee mpo
METOJIMKY pacuéra TaiMayToB CM. CTp. 95.

5.3.6.1 HacTtpo#uka cnucka yaanéHHbIX YCTPOUCTB

Teleport Settings — Remote Devices
Devices List

Name | Type IP Address

11123 Teleport-1 | 192.168.0.1 Info Edit Delete

Add New Remote Device

Name | |
Type
IP Address | ” ” H ‘

Puc. 5.3.6.1. noGaBneHre ynanéHHbIX YCTPOUCTB
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[IepBbIM 3TArOM B HACTOMKE CBS3KUA YCTPOMCTB, UCIIOIB3YIOIINXCS JJIS
TPAHCJISILIUK COCTOSIHUS BXOJIOB THIIA «CYXOM KOHTAaKT» U NaHHbIX RS-485 aBnsercs
CO3/JJaHUE CIIHCKA YCTPOICTB, Ha KOTOPBIE NEPECHUIAOTCS JaHHbIe. CIMCOK
yAaIEHHBIX YCTPOMCTB 3alOJIHSIETCS TOJIBKO B 3TOM BKJIAJKE.

B 3TOT ciucok 3aHOCATCS BCE YIAIEHHBIE YCTPOMCTBA, C KOTOPBIMU MOXKET
B3aHMOJICMCTBOBATH JIOKAJIbHOE YCTPOUCTBO. MEXaHU3MbI B3aUMOICUCTBUS
(TpaHCHASAUMM) HACTPAWBAKOTCS MO3XKE B APYTHX pa3zeiax.

[Ipu noGaBiIeHMU HOBOTO YCTPOKWCTBA 3aNIOJIHAIOTCS CIEAYIOLIUE MOJIA:

Name — onucanue yCTpoicTBa, 3TO MOJIE MOKHO HE 3allOIHATH, HO OHO
MO>KET IMOMOYb JIJIs AaJIbHEUIEN UACHTU(PUKALIMKY YCTPOUCTBA.

Type — tun yaan€HHOro ycTpoucrsa,

IP Address— IP anpec ynan€éHHOro ycrponcrna

Haxxatue kHonku Apply coxpaHseT HaCTPOUKH.

Knonka Edit — pegakTupoBaHue HaCTPOEK YIAAJIEHHOTO YCTPOiicTBa, a Delete —
yAaJICHHUE.

[Tpu naxxaruu Ha Info Gyner mokazana moapoOHas nHdopmarus 06
YCTPONCTBE, CTATyC COSAMHEHUS, YUCIIO BXOJOB/BBIXOJIOB H JIp.

Remote Device Info

Name 123

Type Teleport-1
Inputs num 3

Outputs num 9

IP Address 192.168.0.1

Connection status | Not connected
RX mngmt frames | 0

TX mngmt frames | 0

Refresh

Puc. 5.3.6.2. nonpo6Has uapOpMaIms 00 yCTpoHCTBE

Tpancnarops! TFortis Teleport. PykoBoacTBo 1o sKCIuTyaTanuu 34



@ T Fortis

5.3.7 HacTpouka nopta RS-485
RS-485 — RS-485 Settings

B nannoMm paszgene npousBoauTcs HacTpolika nopta RS-485. Hactpoliky
MO>KHO Pa3JIeJIuTh HAa 2 YaCTU: HACTPOIKa (PU3NUECKUX MapaMeTpoB UHTEpdeiica u
pexUM pabOTHI.

Hacrpoiika ¢pu3nyeckux mapamerpoB uHrepgeiica:

e Baudrate - ckopocTs mopTa(OUT B CEKYHTY)

e Parity - nposepka Ha u€tHOCTh: Disable - otkmouena; Even - Her.;0dd -
Heuer.

e Data Bits - yncio OUT JaHHBIX

e Stop Bits - yuco cTonoBsIx OUTOB

RS-485 Settings
Baudrate |W|
Pasity
Data Bits
Stop Bits
Puc. 5.3.7.1. nactpoiika RS-485

Hacrpoiika pexuma padoTsbl

Operation mode

Mode RS-485 -> Ethernet | v ]
Disabled

RS-485 -> Ethermnet
Modbus RTU/ASCII Client

= TIoT T

Puc. 5.3.7.2. nacTpoiika pexuma paboThl

Jlnis natepdeiica moaaep>KUBaeTCs ABa pexKuMa padbOThI | TPAHCISAIUS TaHHBIX
RS-485 yepe3 Ethernet u knmuent Modbus RTU/ASCIL.
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Pesxxnm Tpancasuun RS-485

B sTom pexxrMe He0OX0AMMO YCTaHOBKON COOTBETCTBYIOIIMX TaJIOUYEK
yKa3arh, C KAKUMU YJaJEHHBIMU YCTPOMCTBAMU OPTraHU3yETCsl CBSI3b.

Operation mode

Mode RS-485 -> Ethernet -

v TLP-11
TLP-12
TLP-13
TLP-14
TLP-15

Puc. 5.3.7.3. HacTpolika ciMcKa y1aJ€HHbIX YCTPONUCTB
B Takom ciydae gaHHBIE € JIOKQJIBHOTO MOPTA YCTPOMCTBA TPAHCIUPYIOTCS HA
nopt RS-485 BeiOpannoro ynanéunoro ycrpoictsa (TLP-11 Ha puc. Bbiie).

[TogpoGHee nmpumep HacTporku paccMoTpeH B pasnene 5.3.1 (IlepBoe
BKJIIOUEHHE, OBICTPBIN CTAPT)

Pexum xkianenra Modbus RTU/ASCII

B stom pexxume Teleport sBisiercst kimuenTom npotokosioB Modbus RTU wunu
Modbus ASCII. Cama Hactpoiika mporokona Modbus npou3BoguTcs B B paszzeie

5.3.10 - Hacrpoiika Modbus.
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5.3.8 HacTpouka uncppoBbix BXOoAOB

Inputs/Outputs — Inputs

Inputs
Active | Description Operation Mode Remote Device | Remote Port | Inverse | Current State
1 |uaTL4m< ,ﬂ,BM}KeHms| [Pair Connection v| | [123  v| [out1 v | O Open
2 |rep|<0H wiKadpa | |F'a'CDn|1ection Vl |123 Vl |OJt2 V| [l Open
3|0 | | Open
Apply

Puc. 5.3.8.1. HacTpoiika BXOJ0B

Bxonwt Teleport MoryT ObITh peTpaHCIUPOBAHBI HA BBIXO/I APYTOTO YAAIEHHOTO
YCTPOMCTBA.

Active - pa3penienue padoTsl Bxoja. Eciu rajmodka ycTaHOBJI€Ha BXOJT
CTAHOBUTCSI aKTUBHBIM U €TI0 COCTOSIHUE MOXKET ObITh PETPAHCIMPOBAHO HA
YAAJIEHHOE YCTPOUCTBO.

Description - orrcanue Bxoaa, MOXKeET OBITh UCITOIB30BAHO JIJI 00JICTYSHHUS
mpoIiecca HaCTPONKH.

Pair Connection - pexxum "mapHoro coequHeHus", COCTOsTHUE BXo/1a Oy et
TPaHCIMPOBATHCS HA BBIXOJ YAAJIEHHOTO yCTpoucTBa. Ha TaHHBII MOMEHT 3TO
€MHCTBEHHBIN peKUM pabOThI BXOA.

Remote Device - ynanéHHoe ycTpoiicTBO, Ha KOTOpOE OyIET TPaHCIUPOBATHCS
cocrostHue Bxona. Ecnu Bxoa akTuBeH, To HEOOX0AMMO yKa3aTh KyAa 3TOT
BXOJI PETPAHCINPOBATh, TO €CTh 33JaTh yIaJEHHOE YCTPOUCTBO.

Remote Port - Homep BbIX0/a yIaIEHHOTO YCTPONCTBA, HA KOTOPBIN OyIeT
TPaAHCIUPOBATHCS COCTOSIHUE BXO/1a

Inverse - nuBepcus Bxoaa. Ha yganénnoe yctpoiicTBo OyaeT
peTpaHCIMpOBaThCs UHBEPCHOE COCTOsIHME BXoAa. Hanpumep, 1pu 3aMbIKaHUN
JATYUKA, IOJKJIFOYEHHOTO K 3TOMY BXOJY, BBIXOJHOE PEJIe Ha yAAIEHHOM
YCTpOHCTBE OyIeT pa3MbIKAThCS.

Current State - TeKy1iee COCTOSHHUE BXOA:
Open - BX0oa pa3oMKHYT, Jorudeckui "0"
Short - Bxox 3aMKHYT, jorudeckas 1"

HacTtpoliku npuMeHSIOTCA U COXPAaHAIOTCS Nocie HaxaTtuss Apply.

Ecnu HeT HE0OXO0UMOCTH B PETPAHCISLIUK BX0J1a, HO HEOOXOUMO KaKUM-
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0o 06p8.30M Y3HaBaThb O COCTOAHUU BXOAd, TO JJISI 3TOTO MOKHO BOCIIOJIB30BATbHCA

pPAOAOM CIT0CO0OB:

1) mosyyeHue cooOIIEeHN 0 U3MEHEHUH COCTOSIHUS BXO/Ia IO MPOTOKOITY

Syslog, SMTP, SNMP-Traps.

2) OTIpaBKO# 3ampocoB 1o npotokory SNMP

3) otmpaBKkoii 3anpocoB 1o nmpoTokosry Modbus

5.3.9 HacTtpouka umcdpoBbIX BbIXO40B

Inputs/Outputs — Outputs

Outputs

Description Operation Mode | Remote Device

1| | Pair connection ¥ | TPt v

(%)

‘ ‘ Pair Connection ~ TLP-12 ~

(%)

| percomeaton v | T <
| Manal -
I T
s ]| Menual -

7 ‘ ‘ Manual A

State

Short

Open

Open

Open

Err. State

Open v

Open h

Last state

Puc. 5.3.9.1. HacTpoiika BBIX0JI0B

Current State
Open
Open
Open
Open
Open
Open

Open

~

Teleport coiepKUT HECKOJIBKO YIPABISIEMBIX CIIA00TOUYHBIX TBEPOTEIHHBIX

pere.

BbIxo/1bl OJAEpKUBAIOT HECKOJIBKO peKMMOB yrpasiienus (Operation Mode)
1. Pair Connection - PexxuM mapHoro coeiuHeHus. B aToM pexume

BBIXO/JI UCTOJIb3YETCS ISl PETPAHCIIALIMU COCTOSIHUS BXOJAa yIAIEHHOTO
ycTporcTBa. Ha ynanéHHom ycTpoiicTBe (C KOTOPOro HE00X0 MO
peTpaHCIMpOoBaTh BX0M) BX0/ nepeoautcsa Takxe B Pair Connection.
Jlyig 3TOrO perknMa HeoOX0UMO yKa3aTh yAaJEHHOE YCTPOUCTBO B MOJIE
Remote Device. Ecnu yanéHHoe ycTpoliCTBO HE YKa3aHO, TO BBIXOJI HE
OyZeT pearupoBaTh Ha yIpaBisiolye KOMaHbl. B 1aHHOM pexume
BbIxo1 MOKET ObITh M3MEHEH TOJIBKO I10 YNPABIISAIOIIEH KOMAaHIE OT

BXOAa.

Ecnu B xoz1e paboThl npornasa cBs3b ¢ yAaIEHHBIM YCTPOHCTBOM, TO
COCTOSIHME BbIXOJa nepeBoauTcsa B coctosinne Err. State.
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2. Manual - Pexxum pyuHoro ymnpasieHus. Beixoa MoKeT ObITh BpyUHYIO
YCTaHOBJIEH B HY»HO€ cocTosiHue uepe3 Web-unrepdeiic unu Telnet.
Open — BBIXOAHOE peie pa30MKHYTO.
Short — BbIXOIHOE peie 3aMKHYTO.
Taxoxe B 7TOM pexuMe OPT MOXKET ObITh YCTAaHOBJICH B
COOTBETCTBYIOIIIEE COCTOSTHHE Uepe3 MpoTokoiasl SNMP, Modbus wim B pexume
CETEBOI0 KOHTPOJUIEPa BXOI0B/BBIXO/IOB.

JIJ1s1 MOHUTOPHHIA COCTOSIHUS BBIXOJ0B MOYKHO MCIOJIb30BATh HECKOJIBKO
BapUAHTOB:

1) mosrydeHne cooOIEeHn 0 N3MEHEHUH COCTOSIHUS BBIXOJa TI0 MTPOTOKOTY
Syslog, SMTP, SNMP-Traps.

2) OTHpaBKOM 3alPpOCOB O COCTOSIHUU BbIX0J1a MO MpoTokosry SNMP
3) OTIIpaBKOH 3alpOCOB O COCTOSIHMM BbIXOJa 10 poTokoiy Modbus
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5.3.10 Hactpouka Modbus
Inputs/Outputs — Outputs

Modbus Settings

Modbus State

Modbus Mode |h1cd|:|Ls TCP V|

Puc. 5.3.10.1. HacTpoiika BbIXO/I0B

Tpancnstop Teleport moxeT 61T Modbus knuentom. [loanepxuBaroTcs
PEKUMBI:

e Modbus TCP
e Modbus RTU
e Modbus ASCII

ITo mpotokoiry Modbus MOKHO CYUTHIBATH COCTOSIHHE BXOJIOB M BBIXOJOB U
YIIPABJISITh BBIXOJIAMH.

AJpecHOe pOCTPaHCTBO yist mpoTokosia Modbus

azapec 3HAYCHHE

00001-00009 Cocrostaue 1 poBbIX BIXOA0B s Teleport-1
(00001) (Teleport-2)

10001-10003 Coctosinue g posbix BxoaoB ajs Teleport-1
(10001-10005) (Teleport-2)

Teleport mognepxuBaet cienyronue GyHKIUNA MPOTOKOIA:

(0x01) Read Coil Status — yrenue nuppoBOro BHIX01a

(0x02) Read Discrete Inputs — utenue mudpoBoro Bxojaa
(0x05) Write SingleCoil Status — 3anuch eTMHAYHOTO BBIXOAA
(0x0F) Write Coil Status — 3anuce rpyIiibl BEIXOJI0B
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5.3.11 HacTpouka pexxuma ceTeBOro KOHTposnepa Bxoaos/BbIXoaoB
Teleport— PLC

Teleport moanepkuBaeT GyHKIIMHA CETEBOTO KOHTPOJLIepa (YIpaBICHHE BXOAaMH U
BBIXOJIAMH).

State Disable ~

UDP Port | 7000

Period 1000

Server 1 0 0 0 0
Server 2 0 0 0 0
Server 3 0 0 0 0
Server 4 0 0 0 0

Puc. 5.3.11.1. HacTpoiika pexxuma ceTeBOro KOHTpoJIIepa

State - cocTosinue. Enable - Bxirouenue noanaep:xxku ¢pynkuuu, Disable -
BBIKJIFOYCHHE TIOJICPIKKH (DYHKITHH.

VYrpaBieHue BbIX0AaMH OCyIIeCTBIsIeTcs uepes http-3ampoc Bua:
xx.xx.xx.xx/digitaloutput/all/value?DO0=0& DO 1=1&D02=0, rae
XX.XX.XX.xX - [P agpec 6ioka,
DOO0=0 - ycranoBka Bbixojia 0 B coctosinue 0(pa3oMKHYTO),
anajnornuyno DO1=1 gns Beixona 1 B cocrosinue 1(3aMKHYTO). AHATOTUYHO U
JUISl APYTUX BBIXOJI0B

[TomyyeHune cocTOSTHUS BXO/IOB OCYILIECTBIISETCSA MEPUOANYECKON OTIPABKOI (C
nepuoaom Period, 3agaércs B mc.) UDP nakeroB Ha mopt UDP Port u agpeca
cepBepoB (Server 1 - Server 4). opmaT oTIIpaBKM COOTBETCTBYET HopMary B
koHTposuiepax Advantech ADAM6066.
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5.3.12 HacTpouka cnucka coobiTumn

Events — Event List

Teleport nMeeT MHUPOKUE BO3MOXKHOCTH IO 00ECTIEYCHHIO Y100CTBA
aJIMUHUCTPUPOBAHUS. BaKHYIO pOJIb B 3TOM UTPacT MEXaHU3M HEMEJICHHOTO
YBEJIOMJICHUS aIMUHUCTPATOPA O MPOU3OMISAIINX COOBITUSIX MTOCPEICTBOM
pa3TUYHBIX MEXaHU3MOB, TakuxX Kak Syslog, SMTP (e-mail) wiiu SNMP Trap.

HmeeTrcs BO3MOKHOCTh THOKO HACTPOUTH pEarupOBaHNUE TOJHKO HA
WHTEPECYIONINE COOBITHS U TPUCBOUTH UM COOTBETCTBYIONINN YPOBEHD BAYKHOCTH
(Tonbko st ipoTokona Syslog). Yposuu mensitorcst oT 0 10 7, rae 0 - HauBbICIINMA
YPOBEHb BaXKHOCTH.

Parametrs | State | Level

System v (4) Warning -
Inputs v (4) Warning -
Outputs v (6) Informational -

Puc. 5.3.12 Cuucox coObiTuii

OOwenpuHaATa cieayoas rpajgaius ypoBHEu:
e (0) Emergency: cucrema HepabOTOCIIOCOOHA

e (1) Alert: cuctema TpeOyeT HEMEJICHHOTO BMEIIaTEIbCTBA
(2) Critical: cocTosiHME CUCTEMBI KDUTUYECKOE
(3) Error: cooOmieHus: 0 BO3HUKIITHUX OITHOKaX
(4) Warning: npenynpexaeHus 0 BO3MOXHBIX TpoOiemMax
(5) Notice: coob1ieHus 0 HOpPMAIBHBIX, HO BaXKHBIX COOBITUSIX
(6) Informational: nadopmanoHHbIe COOOIIEHNS
(7) Debug: oTiiaiouHble COOOIIEHUS

Hcnonb3ys Takoe JIOrMuecKoe pas/ieiieHle YpoBHEN BaXKHOCTH COOBITUM, Ha
CTOpPOHE cepBepa MOKHO MO-pa3HOMY MX 00pabaTeiBaTh. Hanpumep, cooOmieHus o
COOBITHSIX C ypOBHEM 0,7 MOTYT IIPOCTO MHCATHCS B KypHAI COOBITHIA, & COOOIICHUS
0 coOBITHAX C ypoBHEM (-3 BBIBOIATCS OMEpaTopy.

HacTtpoiiku pa30oUThl Ha HOATPYIIIBI IO KATETOPHSIM:

« System - U3MeHEHHE COCTOSIHUA CUCTEeMBbI(IIepe3arpy3ka, 0OHOBJIEHUE, cOpoC
Ha 3aBOJICKHE YCTAaHOBKH U Jp.)
o Inputs — coObITHE TPU UBMEHEHUH COCTOSTHUSL BXOJIOB

o Outputs - coObITHE TPU U3MEHEHUN COCTOSTHUS BBIXOI0B
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5.3.13 HacTtpowuka Telnet

Basic Settings — Telnet
Telnet Settings

Stare
Option Echo

TFTP Settings
State

Port | |69

Puc. 5.3.13.1. Brirouenue Telnet u TFTP

Telnet - mpoToKoJI 1 peann3aluu yAaIEHHOIO YIPaBICHUS CETEBbIM
o0opya0BaHUEM, OCHOBaHHbIN Ha npoTokosie TCP nopt 23.

[To ymomuanuio Telnet BKiItOUEH, 10 KETaHUIO €70 MOKHO OTKJIFOYHUTb.
Jlorun u mapone i goctyna kK Telnet Takue ske, 4TO UCIIOIB3YIOTCS ISl IOCTYyIIa K
web-unrepdeiicy.

Option Echo — onmust mporokona Telnet, mo ymonuanuio onius BKIOYEHA.

Kpome Toro cymiectByet BO3MOKHOCTh IIPOU3BOIUTH OOHOBIIEHHUE MTPOILLIMBKU
yepe3 Telnet, npu aTom ucnonbizyercs nporokoa TFTP.

[Tockosbky npotokos TETP He siBiisieTcst 3aUIEHHBIM, TO OH 110 YMOJIYaHUIO
BbIKITIOUEH. [Ipr HEOOXOUMOCTH MOKHO BKITFOUUTD, @ TAKKE U3MEHHUTD
crangapTHeiii UDP nopt (69) Ha apyroii.

bonee moapoOHo KoHGUTYpupOoBaHue npu momomu Telnet paccmorpeHo B
pazzene 5.4.
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5.3.14 Hactpouka SNTP
Basic Settings — SNTP

State

Server IP address [[192  [168 [0 [B1 ]

Server Name | |

Time Zone
Period

Puc. 5.3.14.1. Hactpoiika SNTP

SNTP (Simple Network Time Protocol) — mpoToko:1, ¢ MOMOIIBIO KOTOPOTO
OJIOK CHHXPOHU3HUPYET CBOM BHYTPEHHUE YaCchl C BHEIITHUM CEPBEPOM TOYHOTO
BPEMEHU.

Teleport He coEP>KUT BCTPOSHHBIX YAaCOB PEaIbHOTO BPEMEHH, TOITOMY IS
MOJIYYEHHS CBEAEHUI O TEKYLIEM BPEMEHU HEOOXOAUMO UCIIOJIb30BaTh IPOTOKOII
SNTP. Ilpumenenue nporokona SNTP He siBnseTcst 00s13aTeIbHBIM, OCHOBHBIE
¢bynkunu BU Hukak He cBsizanbl ¢ SNTP. Onnako, as ynpouieHus
aaMuHUCTpupoBaHus Teleport moanepKuBaeT 3anuch KypHasia COObITUN B «UEPHBIM
ALIUK», OTIIPABKY syslog- u e-mail- cooOuieHuit 0 COOBITUAX aAMUHUCTPATOPY CETH.
U B 511 coob1IeHUs, TIpU BKIIFOYEeHHOM TTpoTokosie SNTP, noGammnsercs mrammn
BPEMEHH, YTO B CBOIO OUYEPEIb MOXKET IOMOUYb aAMUHUCTPATOPY IIPU 00CTYKUBAaHUN
CETH.

IHapameTpbl HACTPONKMU:
State — cocTosiHue
Server IP address - IP anpec SNTP ceprepa
Server Name — nomenHoe nmst SNTP cepepa. Eciin 3aman [P agpec cepsepa
Y IOMEHHOE UM OJTHOBPEMEHHO, TO puoputeT otnaércs [P anpecy
Time Zone - yacoBoii nosic (otkionenue ot UTC)
Period - nepuoa BpeMeHU CUHXPOHU3AIMHU C CEPBEPOM.(B MUHYTaX)
Synchronize — npuHyIUTENIbHAS CHHXPOHU3AIMS BPEMEHHU (7151 IPOBEPKU
HACTPOEK)
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5.3.15 HacTtpouka Syslog
Events — Syslog

Syslog — craHmapT oTIpaBKH COOOIIEHUN O TPOUCXOISAIINX B CUCTEME
coObITHSX (J10TOB), HcToab3ytomuiics B [P cetsx. [Iporokon syslog mpoct: mpu
HACTYTUICHUH OTIPeNIeTICHHBIX coObITHH, Teleport mochlmaeT KOPOTKOE TEKCTOBOE
cooO1uienue, pazmepom Menble 1024 6aitt nonyyarento coodmenusi. CoodmeHus
ornpasisitorest o UDP (mopt 514). Syslog ucnonb3yercs ajist y100cTBa
aJIMUHUCTPUPOBAHUS U oOecrieyeHus: HHYOPMaMOHHOW 0€30ITaCHOCTH.

Nmeercs BO3MOKHOCTh THOKO HACTPOUTDH TOJIBKO UHTEPECYIOLUE COOBITUS U
MPUCBOUTH UM COOTBETCTBYIOLINI ypOBEeHb BaxkHOCTH. (Bkitanka Events — Event
List ) YpoBuu mensitorcst ot 0 10 7, rae 0 - HauBBICIINKN YPOBEHb BaXKHOCTH.

OO6menpuHsTa cleayronias rpajamnus ypoBHEH:

¢ (0) Emergency: cucrema HepaboTocrmocooHa

e (1) Alert: cuctema TpeOyeT HEMEJICHHOTO BMEIIIATEIhLCTBA
(2) Critical: cocTosiHME CUCTEMBI KPUTHYECKOE

(3) Error: cooOmeHus 0 BO3HUKIINX OIIHOKaX

(4) Warning: npeaynpex/ieHus 0 BO3MOXKHBIX IIpodiiemMax
(5) Notice: cooOmieHus1 0 HOpPMAJIBHBIX, HO BaXKHBIX COOBITUSIX
(6) Informational: nundopmanrionasie cooOIICHUS

(7) Debug: oTitaouHbIe COOOIIEHUS

Hcnonb3ys Takoe JIOTHYECKOE pa3JeieHe YPOBHEN BaXKHOCTH COOBITHM, Ha
PUEMHOM CTOPOHE MOKHO MO-pa3HOMY UX 0OpabateiBaTh. Hampumep, cooOienus o
COOBITUSIX C YPOBHEM 6,7 MOTYT MPOCTO MHUCATHCS B *KYpPHAJI COOBITHI, a COOOIICHUS
0 COOBITUAX C YpoBHEM (-3 BBIBOIATCA ONEPATOPYy.

®opmart Syslog coodmenus
CornacHo ctanaapty Syslog cooOieHne umeer cieayromui gopmar:
<ypoBeHb BaxkHOCTU><paTa u Bpems><IP anpec ornpaBurens><cooOuieHne>

I[Ipumeuyanmne: oOpaTUTe BHUMAHUE, YTO B T0JI€ <JIaTa U BPEMS> MMOJICTABIISETCS
JaTa v BpeMsl ojiydeHHble o npotokoiny SNTP. Ecnu nanHble BpeMeHU He
nosryueHbl i SNTP He HacTpoeH, TO B moJie <aTta U BpeMs> MOJICTaBISETCS BpeMs
B CEKYHJIaX, MPOLIE/IIECE C MOMEHTA ITOJa4y MUTAHUS.

Paccmotpum 310 Ha npumepe. IlycTs y Hac 1aHO cooOIIeHEe, TOTYYSCHHOE
nporpammoit Wireshark:
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LOCALO.WARNING: <245>192.168.0.2 Port #4 Link up
Puc. 5.3.15.1. SNTP ne HactpoeH
Kak BuMM, BpeMs He HACTPOEHO, MOICTABIECHO 3HAUEHHE C MOMEHTA CTapTa.

LOCALO. WARNING: Sep 22 10:08:43 192.168.0.2 Port #4 Link Down
Puc. 5.3.15.2. SNTP nactpoen
A Temnepb COOOIICHUE UMEET CTAaHAAPTHBIN IITAMIT BPEMEHHU.

Hacrpoiika Syslog

HacTpoiika He mpeacTaBisieT 0coboit croxkHocTH. [IepBoe, 4To Hy)HO cAenaTh —
ATO BBIOpATh MHTEpECYIoNe coObITHs BO BKIaake Events — Event List. Hampumep,
HAC MHTEpECyeT COObITHE N3MEHEHHUS BXOJIOB.

Parametrs | State | Level

System (4) Warning -
Inputs v (4) Warning -
Outputs (6) Informational -

Puc. 5.3.15.3. Beibupaem coObITHE
3arem Bo Bkiaake Events — Syslog Settings Bkitouaem paboTy ¢ MPOTOKOJIOM

Syslog n ycranaBiuBaeMm IP aapec cepBepa, Ha KOTOPBIN Oy IyT MPUXOJIUTH
COOOIIIEHUS.

State Enable -

Server [P address | 192 168 0O 104

Puc. 5.3.15.4. Hacrpoiika Syslog

IHony4yenue Syslog cooOmennii

[Tocne HacTpOMKK Ha YCTPOUCTBE, NEPEXOJIMM K HACTPOMKE CEepBepa.
Paccmotpum npumep st OC Windows. CytiecTByeT 00JIbIIIOE YUCIIO MPOrpaMM st
paboThI ¢ syslog-cooOmienusiMu. BoT HEeKOTOpbIE U3 HUX:
e Kiwi Syslog
Syslog Watcher
Datagram SyslogServer Suite
syslogbroadband
LogZilla
Syslog Server Free Tool
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OcranoBuM cBoit BeIOOp Ha nporpamme Kiwi Log Viewer - 310 GecrimaTHas
ympoieHHas Bepcus nporpammbl Kiwi Syslog Server. Ho Tem He MeHee oHa
YJIOBJICTBOPSIET MIOCTABJICHHBIM 3a/1a4aM.

Anpec nns 3arpy3ku - http:// www.kiwisyslog.com/downloads.aspx

YcTaHOBKa MpOrpaMMBbl HE OTIIHYAETCS 0COO0H CIIOKHOCTBIO, €IMHCTBEHHOE, B
okHe Chose Operating Mode ycranosute Install as Service (B atom ciyuae Kiwi
Syslog ycTtanoBuTCs Kak ciryx6a: Oyaer 3amyckathes pu crapte OC u pe3uIeHTHO
CUJIETh B Tpee)

@ Kiwi Syslog Daemon 8.3.48 Installer l = i
- Choose Operating Mode
WI E The program can be run as a Service or Application

@ Install Kiwi Syzslog Daemon as a Service

This option installs Kiwi Syslog Daemon as a Windows service, allowing the
program to run without the need for a user to login to Windows. This option also
installs the Kiwi Syslog Daemon Manager which is used to control the service,

() Install Kiwi Syslog Daemon as an Application

This option installs Kiwi Syslog Daemon as a typical Windows application,
requiring a user to login to Windows before running the application.

< Back ][ MNext > ]l Cancel

Puc. 5.3.15.5. YcranoBka nporpammel Kiwi Syslog

[Tocne ycranoBKH, 3anmyckante nporpammy. [1o ymouanutio B TJIIaBHOM OKHE
OyayT oTOOpakaThCsl BCE MPUHSATHIE COOOIIEHUS. DTU COOOIIECHUS TUTITYTCS B
TEKCTOBBIH (haiiy. Takke ecTh BO3SMOKHOCTh HACTPOUTH MEPECHUTKY Ha email.

File Edit iew Help
| 4 m A B ¢ [Display 00 Defaull _ ~|

Date Time Priority Hostname  Message
09-20-2013 10:34:54 LocallWarning 192.168.0.1 Sep 20 10:32:51 192.168.0.1 [3.1.1.2.1] trap: port.link_FE 3.state.="1"
09-20-2013 10:34:53 LocalD.Debug 192.168.0.1 Sep 20 10:32:50 192.168.0.1 [3.2.0.0.1] rap: stp.topology_change.="1"
09-20-2013 10:34:50 LocallWarning 192.168.0.1 Sep 20 10:32:47 192.168.0.1 [3.1.1.2.1] trap: port.link_FE3._state.="D"

100%  3MPH 10:35  03-20-2013

Puc. 5.3.15.6. UnTepoeiic mporpammsl Kiwi Syslog
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5.3.15.1 Cnucok coobweHnn Syslog

Ta6mmma 5.3.1. Cricok Syslog cooOmienunii

Web-interface authentication: Ok

Bxonx na WEB-unTepdetic ¢ mapoiem

Update firmware x.x.X

Oo6HoBeHue [10

Default settings

COpoc HacCTpOEK Ha 3aBOJICKUE YCTAHOBKHU

Clear ARP cash

Quuctrka ARP x»1a

Start after power reset

CTapT IIOCJIC CHATHA IIMTaHUA

Start after reset

Crapt mociie mepesarpysku

Output 1 is changed

Brixon 1 usMeHWI COCTOIHUE

Input 1 is changed

AxTuBeH BXo | (¢ ykazaHuEM TEKYIIETro
COCTOSIHUS)

Tamper is changed

CpaboTai qaT4vK BCKPBITHS Kopiryca (s
Teleport-2)
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5.3.16 Hacrtpoiika SMTP
Events — SMTP

Kparkuii cicoxk TepMHUHOB.

SMTP — (Simple Mail Transfer Protocol) mpoTokon nepegaun e-mail
coobmienwnii mo cetu. SMTP ucnonb3yercst s mepenadu COOOIMICHU Ha TOYTOBBIN
cepsep. st momydenust cooOIIeHnii ¢ MOYTOBOTO cepBepa KIMEHTCKUE
MPUWIOKEHUSI OOBIYHO UCIOJIB3YIOT TPoTOKOIbl POP 6o IMAP.

ITapamMeTpbl HACTPONKU:

State — cocrositnue SMTP

Server IP address - IP anpec nouroBoro cepepa

Server domain name - JOMEHHOE UM IOYTOBOIO CEpBEpPA

Port - Homep TCP nopra, uepe3 KOTOpbIii Tporucxoaut oTipaBka nucem (0 - 65534).
ITo ymomyanuto 25.

Sender e-mail address - mouToBBIIf afipec oTnpaButens. B mucbMe oToOpaxkaeTcs B
nosne From

Receiver e-mail address - mouToBsIii afgpec nonyuatens. B nuceMe otobpaxkaercs B
nosne To. [y JOMOJHUTENBHBIX BO3MOXHOCTEHN MOJIB30BATENCH TOCTYIHO 10 3
MTOJTy4YaTeIIeH.

Subject - Tema nucbma.

Login, Password - jorun u maposb, €CJIM OYTOBBIN cepBep TPEOYyeT NpoLeaypy
ayTeHTU(PUKALIUU.

Ecau 3Tu noJist 3a10IHEHbI, aBTOMAaTUYECKH BKIIFOYAETCS MEXAHU3M
ayTeHTuuKanuu ¢ cepBepoM. Eciiu mosst octaBlieHbl MyCTHIMU, TO JEHCTBYET
MexaHu3M 0e3 ayTeHTU(UKAIUH.

BbU Teleport mognepxkuBaer merozasl ayTeHTHGUKan AUTH PLAIN u AUTH
LOGIN.

[To ymonuanuto, ecnu ykasad I[P aapec cepBepa, cOOOIIECHUST HAMPABIISIIOTCS HA
9TOT aapec. /s ucrnonb30BaHus JOMEHHOTO NUMEHH, ycTaHoBuTe Server IP address
B 0.0.0.0 u ykaxxute JOMEHHOE UMs B nosie Server domain name.

IIpumepsb! HacTpoiiku SMTP

Cy1iecTByeT HECKOJIBKO BAPUAHTOB OpraHU3aIluy PadOThI AJIEKTPOHHON MOYTHI:
e B JIOKaJIbHOM CETH HAXOAUTCS CIIEUATBHO BBIJCICHHBIA MIOYTOBBIA CEPBED.
e lcronp3yeTcs BHEIIHUM ITOYTOBBINA CEPBED.

vy KaXXIa0ro BapuanTa €CTb CBOM JOCTOMHCTBA U HCAOCTATKU. BapI/IaHT C
BBIACJICHHBIM ITIOYTOBBIM CCPBCPOM MOKHO ITOPCKOMCHAOBATL B TOM CJIydac, CCIN
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CETh BUIACOHAOIOICHUS (PHU3NYCCKU OT/IelIieHa OT ceTh IHTepHET M HEBO3MOYKHO
WCITI0JIb30BaTh BHEITHUE TIOUYTOBBIC CEPBHCHI, JINOO B CETH YK€ CYIIECTBYET
MOYTOBBIN cepBep U HE TPEeOyETCs JIOMOIHUTENbHBIX YCUIIHH 110 CO3J]aHUI0 U
no/iep>kaHuio paboThl cepBepa. Vcnonp30BaHe BHEIIHUX MTOYTOBBIX CEPBUCOB
JieJaeT HaCTPOMKY IIpoIie U ObICTpee, N30aBIIIET OT HEOOXOIUMOCTH COJICPKATh
MOYTOBBIN CEpBEP, OJTHAKO B TAKOM CITydae TPEOYeTCs MOCTOSTHHOE MOKITIOUEHUE K
cetu IHTEpHET, 4TO HE BCET1a MOXKET OBITh BOBMOXKHBIM M3-3a TTOJTUTHK
0€30MacHOCTH MPEANPUATHS.

5.3.16.1 IIpuMep HACTPOMKHM € MOYTOBBIM CEPBEPOM BHYTPH JIOKAJIBHOMN CeTH

4

SMTP client
SMTP server 192.168.0.3

192.168.0.2

B

FPSW-2G
192.166.01

Puc. 5.3.16.1.1 Ctpykrypa cetu

IHocTaBuM 3a1a4y cieAyOIIUM 00pa3oMm:

[Tycts Tpebyercs Hactpoutsh SMTP Ha koMmmyTaTope SW2 (PSW-2G) ¢ IP
192.168.0.1 my1st OTCHUIKH COOOIICHH 00 M3MEHEHNH JTMHKA HA MTOPTaxX KOMMyTaTopa
PSW-2G Ha komnbrotep oneparopa 192.168.0.3.

[Tockonbky npotokoa SMTP He npeanoiaraet xpaHeHWe COOOIIEHUHN U BbIaYy UX
MOYTOBOMY KJIMEHTY, B CETh HEOOXOIMMO BKJIIOUUTH MMOYTOBKIN cEpBEP
(192.168.0.2).

BriGepeM 1151 Halel ceTd IOMEHHOE UMsI companyname.com
Jns PSW-2g Beibepem e-mail agpec psw2g@companyname.com,
st SMTP cepBepa - server@companyname.com,

JUIS KJIMeHTa - client@companyname.com .

Hactpoiika Teleport a

[TepBoe — 310 TpeOyeTcs ykazath COOBITHE, TTPU HACTYILJICHUU KOTOPOTO
OyzAeT BhIChIIAThCS cooluieHne. B Hamem cioyyae 3T0 cOObITHE U3MEHEHUS JINHKA.
Jlnst atoro Bo Bkiagke Events — Event List cTaBuM rajiouky HanpoTHB HY>KHOTO
COOBITHSI.
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trap:

Port.link 7 (4) Warning -
Port.PoE (7) Debug -
STP (7) Debug -~

Puc. 5.3.16.1.2 BeiOMpaeM HYKHO€ COOBITHE

Teneps Hactpoum SMTP

[Tepexonum Bo Bkiaaky Events — SMTP.
Pazpemaem pabory SMTP, ycrananupaem IP agpec cepsepa,
ycTaHaBiauBaeM e-mail aapec ornpasurens (T.e. PSW) psw(@companyname.com,
yCTaHaBIIMBaeM e-mail ajgpec OCHOBHOTO MOTydaTens server@companyname.com,
TaK)Ke YCTAaHOBHM 3allacHOM ajipec server2(@companyname.com, Kyjaa OyayT
TyOJIUPOBATHCS COOOIIECHUS.

3aronoBok nmuckMa «TFortis Teleport-1%».
[Tonst Login u Password ocTtaBisieM myCThIMH: Mbl HE OyJIEM HCIIOJIb30BATh
ayTeHTU(DUKAIUIO.

SMTP server settings

State Enable ~
Server IP address 192 168 0 2
Port 25

Sender e-mail address

Receiver e-mail address 1
Receiver e-mail address 2
Receiver e-mail address 3

Subject

Login

Password

psw2g@companyname.com

sewer@companyname_com

server2(@companyname.com

PSW-2G_log

Puc. 5.3.16.1.3 Hacrpoiika SMTP B Teleport

Haxumaem «Apply». Hactpoiiku npumeHsitorcs.

Tenepb nepexoIMM K HACTPOIKE MOYTOBOTO cEpBEPa

CymiecTByeT 0O0JIBIIIOE YHUCIIO MPOTPAMM MTOYTOBBIX CEPBEPOB MOJ1 PA3TUYHbIC
OC u noaaep:KuBarOIIME pa3InyHble TPOTOKOJIbI. J[J11 Hac BaxHa nogaep:xkka SMTP
u POP3.
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B kauectBe npumepa nouroBoro cepsepa nog Windows paccmorpum Office
Mail Server (https://www.box.com/oms) DTo GecruiaTHast IporpaMma ¢ HeCJI0KHON
HACTPOMKOM.

TexHuueckas noaJiepKKa 1 MHCTPYKIHUHU JOCTYITHBI HA CAUTeE:
http://oficemailserver.livejournal.com/

YcraHaBiuBaem IMporpamMmy, 1 1mocCJjic 3alryCkKa 6yneT AOCTYIIHO I'TIaBHOC OKHO!

- 5
é Office mail server [ = i:hl
Exit Opticns Command Help

03 Dec 2012 13:35:48 SMTPSRY: Uszer lagged in

03 Dec 2012 13:35:50 SMTPSAV: Message DOEEBD9E fram pew2@forttel.com [112 bytes] processed
03 Dec 2012 13:35:50 SMTPSAV: The meszage iz local. Removed from output gueue.

03 Dec 2012 13:35:50 SMTPSAY: Disconnected. ‘W aiting for new session.

03 Dec 2012 13:35:52 SMTRSRY: Connection request fram 192 168.0.2

03 Dec 2012 13:35:52 SMTPSAV: User logged in

03 Dec 2012 13:36:33 SMTPSRAY: Disconnected. ‘W aiting for new session.

03 Dec 2012 13:36:33 SMTPSRAY: Connection request from 192.168.0.2

03 Dec 2012 13:36: 39 SMTPSRY: User logged in

032 Dec 2012 13:36:41 SMTPSRAV: Meszage DOEFS534 from pew2iforttel com (88 bytes) processed
03 Dec 2012 13:36:41 SMTPSRAV: The meszage iz local. Removed from output queue.

03 Dec 2012 13:36:41 SMTPSRV: Disconnected. ‘W aiting for new session.

03 Dec 2012 1422058 SMTPSRY: Connection request from 192 168.0.2

032 Dec 2012 142205 SMTPSRAV: User logged in

03 Dec 2012 142207 SMTPSAV: Meszage 01131055 from paw2isforttel com [92 bytes) processed
03 Dec 2012 142207 SMTPSAV: The meszage iz local. Removed from output queue.

03 Dec 2012 142207 SMTPSREY: Dizconnected. W aiting for new sezsion.

SMTP client off POP3 client off

Puc. 5.3.16.1.4 I'maBHOe okHO miporpammbl Office Mail Server

B mento Options->SMTP/POP3 server options ycraHoBUTE
Local domain name: companyname.com
U B mone Users qo6aBwTe mosib3oBaress client. 3aTeM ycTaHOBUTE THI MOJIb30BATES
[BOSS].

Office mail Server moajep>KUBaeT CICAYIOIIUE CIISIUATIU3UPOBAHHBIE THIIBI
OJIL30BATEJIEN

1. Postmaster — mnosb30BaTeNb, OTBETCTBEHHBIN 3a pabOTy U CONPOBOKACHUE
Office mail Server. OH noay4Jaer cnernuaibHble COOOIEeHUs, POPMHUPYEMBIC
CUCTEMOI B Clly4yae OLIMOKH.

2. Daemon— ucnonb3yeTcs 1 TMCTAaHIMOHHOTO 3aITyCKa CBSI3U C BHELIHUM
SMTP/POP3 cepBepom, [1sl OTIIPABKU U MOITYYEHUST COOOUIEHUI

3. Boss— mosib30Barenb KOTOPOMY MOMaAat0T KOMUHU BCEX COOOIIECHUH,
otnpasisieMbix uepe3 SMTP cepsep.
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SMTP/POP32 server options

===

Maildrop folder: |D.\F'n:|gram FileshOffice Mail Serverimaildroph

Outbound queue folder: |D'\F‘rngram Files4Office Mail Serversqueust

Local domain name: | Sampanyname. com

“warning! These options will take effect only after OFMRBSY restart

POP32 server wns on port [110
POP3 and SMTP servers timeout, sec. |45

Size limit for outbound messages. KiE (0 - no limit) |0

™ Use IP filker ta limit access to servers
Local users

Log file size, KiB 4
S TP server runs on port |25

1P filker

User | Aliaz | Optional

-
Cancel

add |

postraster
daemon [DAEMOM)
client [BOS5]

[POSTMASTER]

Change
Remove

Postmaster

Dasmon |

< [

Feees e o w

L3

Eoss.

Puc. 5.3.16.1.5 Hactpoiika nmporpammer Office Mail Server

Bo Bxiagke Options->Transaction options:
VYcranoButs [P aapec cepBepa, ycranoBuTh rasiky «Automatically send outbound
message if found», orkimrounts apropuzanuto aist SMTP (knornka SMTP login...)

.

Transaction options - -

SMTP server |192.1sa.u.2

POP3 accounts

X
SMTP port |25 SMTF login.. | ok, |

v Automaticaly send outbound messages if found [checks them every 1 minute]

v Use LAN connection

Uze thiz modem connection

Cancel

=
=

Server ] Login ] Bz | Part | Deliver to |
I 127.0.01 postmaster 110 [SORTER] |
i
o
Add Change | Remaove |
i “wait for servers, zeconds  [120

Puc. 5.3.16.1.6 Hactpoiika nporpammer Office Mail Server

Teneps Bce cO0OIIEHUS, MPUXOISALTUE HA CEpBEP, OYIyT MepechuIaThCs

KIIMEHTY client@companyname.com
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Hacrpoiika kiueHra

HaCTpOﬁKa KIIMCHTA HC IIPCACTABIIACT 0COOBIX CI0KHOCTEH

npumepe Mozilla Thunderbird:

. [Ipumep HacTporiku Ha

Hactpoiixa y4ETHON 3aNncK NouTs!

Bawe nma:  client

Appec 3n. nouter  client@companyname.cor

Mapone: =

3anoMHWTE Napone

Wns cepsepa

Bxogawan: | POP3 - 192168.0.2

Wexopawan:  SpTP 192.168.0.2

Mma nonesosatens: client

JononHutensHas HacTpoiika

Balue nmA, KaKk oHO 0TOBPEkKaETCA ¥ ApYrix

/1., Thunderbird ne YAANOCH HANTH HACTPOMKM INA BAIEH YHETHOM SaNMCK NoYTbI.

==
AyTerTudmkauma
- ] [ABTOOI'IpeAEJ‘IEHHE - ]
R T ere—

Puc. 5.3.16.1.5 Hacrpoiika nmouroBoii mporpammel Mozilla Thunderbird
[Tocie okoHYaHMS BCEX HACTPOEK MOXKHO 3aiiTh Ha Web-unTepdeiic Ha
BKiIaIKy SMTP Settings 1 NpOKOHTPOIUPOBATH OTIIPABKY TECTOBOIO COOOIIECHHMS.
3anosiauTte noJiga Subject u Message u ornpaBbsTe nucbmo. Eciii Bce HaCTPOEHO
npaBuwibHO, Mozilla Thunderbird yBeqoMuT 0 HOBOM nucbMe.

Send test e-mail

Subject
Message

Puc. 5.3.16.1.6 [IpoBepka TeCTOBBIM COOOIIEHHEM
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5.3.16.2. IIlpuMep HACTPOMKH ¢ BHEIIIHUM MOYTOBBIM CEPBEPOM

WWAN

5 _ o |
—
client

e-mail
server

PSW-2G

Puc. 5.3.16.2.1 npumepHas TOMOJOTHS CETH

B nannom npumepe paccmorpum HacTpoiiky PSW B ToMm cityuae, koraa
MCIIOJIb3YETCSl BHEIIIHUM MTOYTOBBINA CEPBEP.
B npumepe paccMoTpum paboTy ¢ mouToBbIM cepBrucoM mail.ru. C ocTanbHbIMU

cepBrcamMu padoTa aHAJIOTMYHA, €CIM OHU nojasiep kuBatoT ayTeHTUGukao AUTH
PLAIN umu AUTH LOGIN.

Taxxke He0OX0AMMO CO3/]aTh YUETHYIO 3aMKich MouThl. U onpenennTs
Hactporiku SMTP nonkmoudenus. s mail.ru agpec SMTP cepsepa: smtp.mail.ru u
noprt 25.

Bcé, Tenepb MOXKHO IMIPUCTYNATh HENOCPEACTBEHHO K HACTPOMKE.
3anoaHsAeM Kak Ha pucyHke 5.3.12.2.2.
Agpec s OTIpaBKU COOOIIEHUI companyname@mail.ru,
aZpec nojyqaresisi myCcTh OyJIeT TaKUM XKe, T.€. Kak OyTo Obl MBI OTHPABIISIEM
MMCBMO caMu cebe.
Jlorun: companyname(@mail.ru (y mail.ru JoruHOM SBJISIETCS caM aJipec)
[Taposn: password

IIpuMeyaHnmne: B JTaHHOM NMPUMEPE MbI 3aNIOJHWIH oJie Server domain
name, a niose Server IP address 3anosHwim HyassMu. B 9TOM citydyae KOMMyTaTop
nonyuut [P agpec cepBepa aBTomarndecku uyepe3 DNS 3ampoc, HO sl 3TOTr0 AOJIKEH
ObITh HacTpoeH azipec DNS peconBepBa. Ecniu y Hac DNS He HacTpoeH, TO B 3TOM
cirydae Heo0XouMo ObLI0 OBl HeTtocpeacTBeHHo ykazaTh [P angpec SMTP cepsepa.

Tpancnarops! TFortis Teleport. PykoBoacTBo 1o sKCIuTyaTanuu 55


mailto:companyname@mail.ru
mailto:companyname@mail.ru

@ T Fortis

State

Enable -

Server IP address

0 0 0 0

Server domain name

smtp.mail.ru

Port

25

Sender e-mail address

companyname@mail.ru

Receiver e-mail address 1

companyname@mail.ru

Receiver e-mail address 2

Receiver e-mail address 3

Subject TFortis PSW-2G4F
Login companyname@mail.ru
Password password

Puc. 5.3.16.2.2 HactpauBaem SMTP

[Tocne okoHYaHUs BceX HACTPOEK MOXKHO 3aiiTH Ha Web-unTepdeiic Ha

BKIaaKy SMTP Settings 1 mpoOKOHTPOIUPOBATH OTIPABKY TECTOBOT'O COOOIIEHUS.

3anosiauTe noJig Subject 1 Message u oTpaBbTE MUCHMO.

Send test e-mail

Subject

Message

Puc. 5.3.15.2.3 OTtnpaBiseM TeCTOBOE COOOIICHHE
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5.3.17 Hactpoiika SNMP
SNMP — SNMP

SNMP (Simple Network Management Protocol) — mpoToko:1, KOTOpbIii
WCIIOJIB3YETCS ISl yIPaBJICHNs 1 MOHUTOPUHTIA 33 CETEBBIMU ycTpoiicTBamu. C
nomoibio npotokoia SNMP, nmporpamMMHoe obecrieueHrue MOXKET MOIy4aTh JOCTY
K HH(pOpMAIIMHU, KOTOPAst XpaHUTCS Ha YIPABIIEMbIX yCTPOMCTBAX (Hapumep, Ha
komMyTaTope). Ha ynpaBnsembix yctporictBax SNMP xpanut uapopmanno oo
YCTpOMCTBE, HA KOTOPOM OH paboTaeT, B 0a3e NaHHBIX, KOTOpas Ha3biBaeTcss MIB.

bU nopnepxuBaer SNMP vl u SNMP v3.

5.3.17.1 Hacrpoiika SNMP v1

State

Traps server IP address |192 |158 |0 |1D4 |
Version

Read Community |pub|ic |

Write Community |private |

Puc. 5.3.17.1 Hactpoiika SNMP v1

« State - cocTosiHHE.

o Traps Server IP address - IP anpec cepBepa, Ha KOTOPBIN OTHPABISIOTCS
SNMP Traps.

« Version - Bepcus npotokosia SNMP.

¢ Read Community - cooOUIECTBO TOJIBKO AJI YTEHUS, CTPOKA
ucnosb3yromiasics aa ayreHtugukauu B SNMP vl. Taxxke Read
Community ncnonbe3yercs 1t ornpaBku SNMP Taps.

e Write Community - cooOuiecTBo 1Jis 3a1KUCH, CTPOKA UCTIOIb3YOIIASICS IS
ayreHTuduxkanuu B SNMP vl1.

SNMP Traps OyayT noChlIaThCs TOIBKO MPU HACTYTUICHUH TEX COOBITHH,
KOTOpBIE€ YKa3aHHbI BO BKIagke Event List
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5.3.17.2 Hacrpoiika SNMP v3

SNMP v3 obecnieunBaet 0oJiee BHICOKUN YPOBEHb 0€30MIaCHOCTH 110
cpaBHeHHIO ¢ SNMP v1.

State

Traps server IP address |192 |1|38 |G |1D4 |
Version

Security Level

Engine ID |SDDO1 F888077DSCB779EADEF4B
User Name |user |

R [ —

Puc. 5.3.17.2 Hactpoiika SNMP v3

st mactpoitku SNMP v3 ycraHoBUTE MepekiTiouaTenh Version B MOJ0KEHNE

«SNMP v3».
SNMP v3 no3BossieT THOKO HacTpauBaTh YPOBEHb O€30MaCHOCTH.
Bb100p ypoBHS ocyiiecTBisieTcs nepekiouarenem «Security Level»:

e NoAuth,NoPriv - aBropu3zanus Toyibko 1o ctpoke User Name u 6e3
mudpoBanus. (pexxum aHanorundeH SNMP v1)

e Auth,NoPriv - pabora ¢ ucnosnbp3oBaHHEM aBTOPU3AIUH TI0 MTAPOIIIO
Auth Password (meroq HMAC-MD35-96), Ho 6e3 mmdpoBaHus.

e Auth,Priv - pabota ¢ ncmosb30BaHrEeM aBTOPU3AINH 110 Mapoito Auth
Password (meron HMAC-MD5-96), u ¢ mmdpoBanrem AES-128 no
kitouy Priv Password.

Engine ID - unentudukarop B SNMP v3. Jlns kaxaoro ycrporictea Engine ID
yHUKaJieH, OH reHepupyeTcs Ha 6a3e MAC anpeca ycrpoiictBa. To ecTh ero He
TpeOyeTcss U3MEHSTh, HO TIPU HEOOXOIMMOCTH MOKHO YCTAHOBUTH COOCTBEHHOE
3HauYEHUE.
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5.3.18 Yaanéunnlii Ping

Diagnostic Tools — Ping

IP address O a0 a0 a0

Puc. 5.3.18.1 UnTepdeiic ynanennoro PING
PING — YTunuta 111 IpoBepKU coequHeHn B ceTsax Ha ocHoBe TCP/IP.
Jannas yrunura otnpaninset 4 nakera no 32 Oaiita Ha ykazaHHbii [P agpec u

KOHTPOJIUPYET UX BO3BpPAILICHUE.

[Ipu nomonm JaHHOW YTHJIMTHI BBl MOXKETE «IPONMHIOBATHY YIAIEHHOE
YCTPONCTBO HEMOCPEJACTBEHHO ¢ Web-uHTepderica. ITo MOKET MOHAAOOUTHCS JIS
pelIeHrs BO3HUKAIOIINX MPOOIIEM.

5.3.19 CraTtucruka
Teleport mpenocTaBisieT pa3IMYHYI0 CTATUCTUYECKYIO0 HH(POPMAIIUIO, OHA

MOJKET OBITH ITOJIE3HA IIpH PCIICHUHA HpO6J’I6M C CCThIO U €€ AAMUHHUCTPHUPOBAHUCM.
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5.3.19.1 CBoanasi uagopmanus

Statistics — Main Statistics

B nmanHOM pazzene oToOpakaeTcsi CTAaTUCTHKA 110 COCTOSHUIO BXOJIOB H
BBIXOZI0B, RS-485 u crincka moAKII04eHHBIX YCTPOMCTB.

Inputs

Inputs | Current State | Changes count

1 Open 0
2 Open 0
3 Open 0

Outputs

Outputs | Current State | Changes count

1 Open 0
2 Open 0 RS485

REXent| 0
3 Open 0

TXent | O
4 Open 0
5 Open 0 Remote Devices

Name Type IP Address RX mngmt frames | TX mngmt frames
6 Open 0
2 -2 2

7 Open 0 1| TLP 2 Teleport-2 | 192.168.0.1 0 0

2 =2 - 2 pi
8 Open 0 2 | TLP1-2 | Teleport-1 | 192.168.0.2 0 0

- 2 2

9 Open 0 3|PC Teleport-1 | 192.168.0.104 | 0 124

Puc. 5.3.19.1.1 CBoxHas cratucTuka 1o BCEMY YCTPONUCTBY

WNuTtepnperanys 1aHHON TaOIUIBI TO3BOJIUT IPOBEPUTH MPABUILHOCTh
paboThI U HACTPOUKHU YCTPOUCTRA.

Inputs — Tabnuiia TEKyIMX COCTOSHUM BXOJIOB, U uyncia u3MeHeHuid. Ecnu
COCTOSIHME BXOJa U3MEHAETCA OYEHb YacTo, a IOAKIOYEHHOE YCTPOUCTBO HE
MPEANOJIaraeT 4acToe U3MEHEHUE COCTOSIHUS (HAaIpUMEpP TE€PKOH Ha BCKPBITHE
mkagda), ToO 3TO MOKHO HHTEPIIPETUPOBATH KAK HEUCIIPABHOCTH JaTUYNKa WA
MIEPEMEHHBIA KOHTAKT B JINHUMU.

Outputs- Tabnuila COCTOSAHUS BBIXOJIOB

RS-485 — cuérunku nopra RS-485. Ecinu nopt akTUBEH M UCIIONIB3YETCSA, TO
CUYETUYUKU TTpUEMA U NEPENAYU JOJKHBI HHKPEMEHTUPOBATHCS.

Remote Devices — Ta0nuia CTaTUCTUKYU N0 YAAIEHHBIM YCTPONUCTBAM.

Ecnu ycTpolcTBO TpaHCIUPYET COCTOSIHUS CBOMX BXOJIOB Ha BBIXO/bI
yAaNEHHBIX YCTPOMCTB, TO TOHKEH HHKPEMEHTHPOBAThCs cuéTunk TX mngmt frames

Ecnu Ha BBIXOZIBI yCTPOWCTBA TPAHCIUPYETCSI COCTOSHUS BXOAOB YIalIEHHBIX
YCTPOMCTB, TO JIOJKEH MHKPEMEHTUPOBaThCs cuéTunk RX mngmt frames.

Ecnu ycrpoiictBo paboTaeT B peskume Tpancisiuu RS-485, To nomkHbI

Tpancnarops! TFortis Teleport. PykoBoacTBo 1o sKCIuTyaTanuu 60



T Fortis

HHKPEMCHTHUPOBATHCA o0a cuéTymkKa.

5.3.19.3 ARP Tab6auna
Statistics — ARP Table

Crpanuna conepxut ARP ka1 iporieccopa, mpecTaBIeHHBIA B BUAC TaOTHUITHL.
B ARP tabnuie nomkubl otoopaxkatbes MAC aapeca Bcex HACTPOSHHBIX
YIAJIEHHBIX YCTPOUCTB, C KOTOPBIMH OCYILECTBIISECTCS B3aUMOACHCTBUE.

10

IP address
192.168.0.101
192.168.0.166
192.168.0.236
192.168.0.235
192.168.0.128
192.168.0.79
192.168.0.124
192.168.0.8
192.168.0.24

192.168.0.10

5.3.19.5 DNS Taoauna
Statistics — DNS Table

MAC address
84:C9:B2:47:00:28
DO0:27:88:1C:33:B5
20:1A06:8A:62:89
9C:93:4E:18:24:TF
00:1A:92:67:A8'B5
CC:5D4E4C:11:AC
22:1B:64:EA:0F:00
00:1A:92:67:A8B1
00:0F:EA:61:93:56

20:CF:30:C3:4A:C2

Puc. 5.3.18.3.1 ARP tabmumna

Bxnanka coep kUt pe3yabTaT paboTsl poTokona DNS: cooTBeTcTBHE MMEHU XOCTa

u ero IP anmpeca.
Ne

1

IP address

Domain name

217.69.139.160 smtp.mail.ru

Puc. 5.3.19.5.1 DNS Tabnuna
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5.3.19.6 CucremHublii s;KypHaJ (J10r)

Statistics — Log
Bxnanka conepsxut sor pabotsl Teleport. Ha ogHoit crpanune BeiBoautcst 10000
3amucel, JJIsl IEPEKITIOUCHMS Ha CIEAYIONIYI0 CTpaHully HaxMmuTte Next.
Jlnist coxpanenust jora B txt daitn, Haxkmute Download log as file.
Log

MNext | Download log as file |

1 90392: STP topology changed

- 90392: Start after reset

©15/07/2014 09:35:10: Port #3 Autorestart: no reply to Ping
- 90934: Start after reset

:90934: STP topology changed

- 15/07/2014 09:43:37: Port #3 Autorestart: no reply to Ping
©91423: STP topology changed

1 91424: Start after reset

©15/07/2014 09:51:15: Port #3 Autorestart: no reply to Ping
:91913: STP topology changed

1 91913: Start after reset

- 92151: Start after reset

192151: STP topology changed

1 15/07/2014 10:01:40: Web-interface authentication: Ok
©15/07/2014 10:03:16: Port #3 Autorestart: no reply to Ping
1 92647: Start after reset

- OVEAT- CQTD tannalantr ahanaad

R B e Y R )

e
[ -]

S e e
Mook W

Puc. 5.3.19.6.1 Jlor

5.3.20 O6noBaenne IO
Update/Backup — Update Firmware

Teleport nonnepxxusaet ooHoBieHue 110. [Tocneanss Bepcus [10 Bcerna
JIOCTyMHa Ha caite tforis.ru.

s oonoiienus [10 ckayaiite apxuB ¢ pomuBKoid. PazapxuBupyiite. daiin c
MPOILIMBKONM UMEET paclIupeHue *.img

i~ PSW2GPLUS011-08092014.img
& pPSW-PLUS-mib-v1.4.mib
readme.txt

updating manual.txt

Puc. 5.3.20.1. ®aiin *.img
B BeG-unTepdetice 3aiiqute Ha Bkiaaaky Update Firmware u Beioepute daiin
MPOIIMBKU KHONIKON O030p.

Current Firmware version: 00.01.01

File: Ob3op...

Puc. 5.3.20.2. Haxumaem O630p
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Current Firmware version: 00.01.01
File: D:\Pub\npowmeku PSW 2C
Upload

Puc. 5.3.20.3. BeiOupaem daiin *.img

Haxxmute knonky Upload, noxxaurech moka (aitn ckonupyeTcst BO
BHYTPEHHIOIO NIaMSTh YCTPOMCTBA.

Current Firmware version: 00.01.01

File: D\Pub\npowmekn PSW 2¢C| Ofsop. |

Firmware loaded . .. ... _ ..

Puc. 5.3.20.4. loxungaemcs 3arpy3ku (aiina

[Tocne Toro, kak ¢aitn 3arpys3uics, Haoxkmute Update nis oOHOBIEHUS WK
Cancel 1151 OTMEHBI.

Firmware is loaded, press "Update" to continue

Update ][ Cancel ]

Puc. 5.3.20.5. Haxxumaem Update

[Tocne naxatus Update Haunercs npouecc ooOHoBieHus. [lpu He
nepesarpy:xaite Teleport u He oTKITIOUalTe MUTAHUE.

Updating firmware, please wait
Puc. 5.3.20.6. Xnem okoH4aHUs Mpoliecca NPOLIMBKU

IIpumeuanne: takxe bU nonnepxxuaer ooOHoBieHKE yepe3 Telnet ¢ BHenIHETO
TFTP cepepa. bonee noapobHOo cM. pazaen «Ynpasienue yepe3 Telnet»
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5.3.21 CoxpaHeHue U BOCCTAHOBJIEHHE HACTPOEK

Update/Backup — Backup/Recovery

TpancaaTopsl CyXux KOHTaKTOB Teleport moaiep>XuBatoT BO3MOKHOCTh
COXpaHEHUs TEKYIINX HACTPOEK B (a1 KOHPUTYpaIlUH, €Tr0 PeIaKTUPOBAHMUS, A
TaK)Ke€ BOCCTAHOBJICHUS HACTPOEK m3 aiiia.

5.3.21.1 CoxpaHeHue HACTpPOeK B (aiii
B 6okxoBom mento Beioepute Update/Backup — Backup/Recovery

Backup/Recovery

1. Backup settings

Download users settings as file:

. Download a file |

2. Recovery settings

Upload settings file

| OBacp.. || Upload

Puc. 5.3.21.1.1 Unrepdeiic coxpaHeHUsI 1 BOCCTAHOBIICHUS HACTPOCK

B nynkre 1 Haxkmute kHonKy «Download a file». Byner nmpeanoskeHo coXpaHUTh UK
OTKPBITH (haiisl, COXpaHsIEM.

OTKpbITE MAK coxparHuTe PSW_settings_backup.bak vz 192.168.0.17

OTKpLITE CoxpaHuTb ~ OTtmeHa

Puc. 5.3.21.1.2 Coxpanenue ¢aiina HacTpoek
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5.3.21.2 BoccraHoBJIeHHEe HACTPOEK U3 daiiia

Ecnmu TpebGyercst BOCCTAaHOBUTH paHee COXPAHEHHBIE HACTPOWKH U3 (paiina, TO BO
Biianke Update/Backup — Backup/Recovery BeiOupaem B mynkte 2 (Recovery
settings) ¢aiin konpurypanuu *.bak n Haxxumaem «Upload» niis 3arpy3ku.

CooblieHue ¢ eeB-cTpaHuLbl —

! Write successful and reboaot..

Puc. 5.3.21.2.1 Ilepe3arpy3ka

[Tocne 3arpy3ku ¢aiina, yCTpoUCTBO Mepe3arpy3uTcs, U HACTPOUKHU Oy Iy T
MPUMEHEHBI.

5.3.21.3 PepaktupoBanue ¢aiijia KoHpurypauuu

N3menenue daiina KOHPUTYpaUu MOKET OBITh MMOJE3HBIM, KOTJIA y TPYIIIbI
YCTPOMCTB CXOKHE HACTPOUKH, B 3TOM CIy4ae MOKHO CO3/1aTh JIJIsl 3TUX YCTPOUCTB
YHUBEpCAIbHBIN (Daiisl KOHDUTYpPALIUU U Y KAXKIOTO YCTPOUCTBA MEHSTh TOJIBKO
HeOoJbII0M Habop MmapameTpoB, HanpuMmep [P aapec, a npyrue napameTpsl yxe
OyyT 3amucaHbl U3 ¢aiina KOHPUTypaIuu.

®aitn koHpurypamum, reaepupyemsbiii Teleport mpu coxpaneHUn HACTPOEK B
daiin, mpeacTasiseT co0oit ¢aitn ¢ pacmmpenueM *.bak ¢ HacTpoitkamu B
TEKCTOBOM BHJIE.

JlanHbIii Qailii MOXKHO OTKPBITH JIFOOBIM TEKCTOBBIM PEIAKTOPOM.

CrpyKTypa 3anuceil UMEeT CTpOro onpeeseHHy 0 GopMmy 3anucu. B o0mem Bue
OHA BBITJISIIUT TAK:

#<ums nepemenHoU>=[<3HaueHnue nepemeHHOU>|
Hanpumep: #IPADDRESS=[192.168.0.1], rne nepemennoit IPADDRESS

cooTBeTCcTBYeT 3HaueHue 192.168.0.1

Omnucanue HACTPOEK C IMapaMeTpamMu M0 YMOJTYaHHUIO mpescTaBieHo B Tadmuie 5.3.2.
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Ta6muma 5.3.2. [lepemennbie daitsia KoHGUTYpaLTUU

CuHTaKCHC KOMaH/bI

Onucanue

#IPADDRESS=[192.168.0.1]

IP anpec

#NETMASK=[255.255.255.0]

Macka noacetu

#GATEWAY=[255.255.255.255]

IJIK03 110 YMOJIYaHHUIO

#USER MAC=[c0:11:a6:0:0:0]

nonp3oBarenbcknit MAC anpec

#DNS=[255.255.255.255]

IP anpec DNS cepgepa

#DHCPMODE=[0]

pexuM pabotsl DHCP (0 — BeIKITIOUEH, 1
— DHCP xnuenT)

#LANG=[0]

s3bIK uHTEepPeiica (0-anrmuiickuid, 1 —
pyccKuit)

#HTTP USERNAME=[]
#HTTP PASSWD=[]

JIOTUH Y NapoJjb JJIs1 YYETHON 3aIHCH 110
yMoJyaHuto (rmpasa goctyna Admin)

#USER1 USERNAME=[]

M osis30BaTeis

#USER1_PASSWD=[ ]

[Taponb 1714 y4eTHOU 3amucu

#USER1_RULE=[0]

IIpaBa notyna (0-ydeTHas 3aMnuch
otkitoueHa, 1| — Admin, 2 — User )

#SYSTEM NAME=[]

ONMCAHNE YCTPOUCTBA

#SYSTEM LOCATION=[]

MECTOpACIIOIOKEHNE YCTPOHUCTBA

#SYSTEM CONTACT=[]

KOHTAKTHBIC JaHHBIC

#SMTP_STATE=[0]

BKJIFOUeHUE npoTokoa SMTP (0 —
BBIKJTIOYEHO, | — BKIIFOUEHO)

#SMTP SERV_IP=[0.0.0.0]

IP anpec SMTP ceprepa

#SMTP_TOLl=[] MOYTOBBIN apec morydaTens |
#SMTP_TO2=[] MOYTOBBIN aJIpeC MOTydaTess 2
#SMTP_TO3=[] MIOYTOBBIN ajpec Moydaress 3
#SMTP FROM=[]

MIOYTOBBIN AIPEC OTIPABUTEIS

#SMTP SUBJ=[TFortis Teleport-1]

3aroJOBOK ITMCbMa

#SMTP_LOGIN=[]

JIOTHH JJIs IOCTYTa K MMOYTOBOMY SIIIIUKY

#SMTP_PASS=[]

[apoJIb I JOCTyNa K MOYTOBOMY SIIITUKY

#SMTP_PORT=[25]

nopt SMTP

#SMTP DOMAIN NAME=[]

AOMCHHOC UM IIOYTOBOI'O CCPBCPa
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#SNTP_STATE=[0]

cocrosinue nmpotokosaa SNTP

#SNTP_SETT SERV=[0.0.0.0]

[P anpec SNTP cepsepa

#SNTP_SERV NAME=[ ]

Homennoe ums SNTP cepsepa

#SNTP_TIMEZONE=[0]

yacoBoi nosic, ornocutenbHo UTC (ot
-12 o +13)

#SNTP_PERIOD=[10]

MEPUOJT CUHXPOHU3ALMHU ¢ cepBepoM (1,
10 nnu 60 MUHYT )

#SYSLOG_STATE=[0]

cocTosiHue TpoTokona Syslog

#SYSLOG SERV_IP=[0.0.0.0]

IP agpec Syslog cepsepa

#EVENT LIST SYSTEM T=[7]

coosiThe B ciucke EventList (7 —
BBIKJIFOYEHO)

#EVENT LIST INPUTS T=[12]

cooniTue B ciucke EventList (7 —
BBIKJIIOUCHO)

#EVENT LIST OUTPUTS T=[12]

cooniTue B ciucke EventList (7 —
BBIKJIIOUCHO)

#SNMP_STATE=[0]

BKiroueHue SNMP (0 -Beikitoueno, 1 —
BKJTFOUYEHO)

#SNMP_SERVER=[0.0.0.0]

I[P agpec SNMP Traps cepsepa

#SNMP_VERS=[0]

Bepcust mporokosa SNMP (0 — SNMP v,
3— SNMP v3)

#SNMP_COMMUNITY1=[public]

COOOIIIECTBO UTEHUA

#SNMP_ COMMUNITY2=[private]

COOOIIECTBO 3aIUCHU

#SNMPV3 USER1 LEVEL=[0]

VYposens 6e3omacuoctu (0 —
NoAuth,NoPriv, 1 — Auth,NoPriv, 2 —
Auth,Priv)

#SNMPV3 USER1 USER NAME=] ]

Nmsa nons3oBatend 1t SNMP v3

#SNMPV3 USER1 AUTH PASS=[]

Auth Password mig SNMP v3

#SNMPV3 USER1 PRIV PASS=[]

Priv Password gt SNMP v3

#SNMP3 ENGINE ID=[]

Engine ID nns SNMP v3

#TELNET STATE=[1]

BiitoueHue Telnet (0 — BeiktOueHO, 1 —
BKJIFOYEHO)

#TFTP_MODE=[0]

BkitoueHue TFTP (0 — Beikitoueno, 1 —
BKJIFOYEHO)
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#TFTP_PORT=[69]

UDP nopt TFTP

#SERTIAL STATE=[1]

Bxirouenne nopra RS-485

#SERIAL BAUDRATE=[9600]

Cxopoctb nopra RS-485

#SERTIAL PARITY=[0]

Yérnoctr RS-485 (0-Disable, 1-Even, 2-
0Odd)

#SERIAL DATABITS=[8]

Yucio OUT JaHHBIX

#SERIAL STOPBITS=[1]

Yuci1o CTOOBBIX OUT

#SERIAL MODE=[0]

Pexxum pabotel mopra: 0-Disable, 1 — Pair
Connection

#SERIAL REMDEV=[[1][0] [0] [0] [O]
(0] [0][01]

Cnucox yaaJIéHHBIX YCTPOMUCTB, JJIS
nopra, paboTaromiero B pexxume Pair
Connection

#OUTPUT1 STATE=[0]

Cocrosinue Boixoga 1 (0-short, 1-open)

#OUTPUT1 ACTION=[O0]

He ncnone3syercs

#OUTPUT1 MODE=[0]

Pexxum ynpaBnenus Beixoaa: 0-Pair
Connection, 1-Manual, 2-SNMP, 3-
Modbus

#OUTPUT1 DESCR=[]

Omnucanue BoIxona 1

#OUTPUT1 REMDEV=[0]

VY nanéuHoe ycTpoucTBoO 11 Beixoa 1,
ecyu oH paboTaeT B pexxume Pair
Connection

#INPUT1 STATE=[0]

Pazpemenue pabotsl Bxoga 1. 0 — BXxox
HEaKTHUBCH, | - aKTUBEH

#INPUT1 ALARM=[1]

He ucnone3yercs

#INPUT1 DESCR=[]

Omnucanue Bxozaa 1

#INPUT1 MODE=[1]

Pexxum pabotel Bxoaa 1. 1-Pair
Connection

#INPUT1 REMDEV=[0]

VY nanéuHoe ycTpoicTBo s Bxoaa 1

#TLP1 VALID=[1]

3anuck | B crivcke yAal€HHBIX YCTPOMCTB
aKTUBHA

#TLP1 MODE=[0]

He ucnone3yercs

#TLP1 TYPE=[0]

Tun yctporictBa | B ciucke y1anéHHbBIX
YCTPOWCTB

#TLP1 DESCR=[]

Onucanue ycrporictsa 1
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#TLP1_IP=[0.0.0.0] IP anpec ycrporicTsa |

#TLP1 GATE=[0.0.0.0] He ncnone3syercs

#TLP1 _MASK=[0.0.0.0] He ucnone3yercs

#TLP NET MODE=[0] He ucnone3yercs

#MODBUS_STATE=[1] Cocrostaue npotokosia Modbus
#MODBUS ID=[0] He ucnonessyercs

#MODBUS_MODE=[2] Pexxum pabotel: Toabpko 2-Modbus TCP

5.3.22 Copoc HACTpoeK Ha 3aBOJICKHE YCTAHOBKH

Reboot/Default — Factory Default
Factory Default

Keep current network settings

Keep current username & password
Default

Puc. 5.3.22.1 C6poc HacTpoek
[Ipy HEOOXOIUMOCTH BO3MOXKHO OCYIIECTBUTH COPOC HACTPOEK HA 3aBOJICKHE
ycTaHOBKH. [Tpu 3TOM cOpOC MOXKHO OCYIIECTBIISITH BHIOOPOYHO:
Keep current Network settings — COpoc ¢ COXpaHEHHM CETEBBIX HACTPOCK:
IP, MAC, Gateway,Mask
Keep current username & password — COpoc ¢ coxpaHeHHEeM HAaCTPOEK
noctyna: Username, Password

5.3.23 Ilepe3arpy3ka

Reboot/Default — Reboot
[Tpu HeoOxomumocTu Teleport MOXKHO TUCTAHITMOHHO TIEPE3arPy3HTh.
e Reboot CPU - Ilepezarpy3ka TOIbKO Opoleccopa.
e Reboot All - Tlonnas nepe3arpyska (repe3arpyska mnporeccopa,
KOMMYTAIIMOHHOM YacTH)

| RebootMCU | | RebootAlLL |

Puc. 5.3.23.1 Ilepe3arpyska
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5.4 YnpaeneHue 4yepe3 Telnet

Telnet ucnonp3yercs il yJaIEHHOTO YIIPaBiIeHUs 000pyJ0BaHUEM
MOCPEJICTBOM KOMaHIHOM cTpoku. Telnet ucnonsiyer nporokon TCP u mopt 23.
B TFortis Teleport mo ymomuanuto Telnet BkimtoueH. [1o xenanuto ero MOKHO
BBIKJIFOUUTh: B MEHIO BBIOpaTh Basic Settings — Telnet

Telnet Settings

State Enable ~

Option Echo | Enable ~

Puc. 5.4.1 Hactpoiika Telnet

Telnet mognepkuBaeT cueayrONKe A0NMOJTHUTEIbHbIE PEKUMBbI:

1. Coxpamennbie KOMaHAbI. J[OCTyITHa BO3MOXHOCTh Pa0OTHI ¢ KOPOTKUMU
KOMaHJaMu (He TpeOyeTcsl BBOAUTh KOMaHAy O KOHIIA).

IIpumep: eciu TpeOyeTcst BBeCTH KOMaHay config ports 1-2 state enable, To ee
MOYHO COKPaTUTh 1O MUHUMAJIbHBIX: €O po 1-2 st en

2.ABTO/I0NO/IHEHHE KOMaH/. Bo3MokHOCTE o HaxkaTuio kjiaBumu TAB
JIOTIOJIHSITh BBEIEHHYIO KOMaHTY.

[Tpumep: Ecnu BBecT con, Haxxate TAB, To koMaHa 10MOJHUTCSA 110 config

3. UcTtopust komaua. JloctynHa uctopus BBeAEHHBIX KoMaH/I. [lepeximtoueHue
ocymiectisieTca kinasuimamMmu BBEPX, BHI3

[ToaxmrogaThCsi K yCTPOHUCTBY MOKHO TIPH TIOMOIIIH JIF000H TepMHUHAILHON
IPOrPaMMBbI, B TJAHHOM JIOKYMEHTE HACTpOiKa OyJIeT pacCMOTpEeHa Ha MpuMepe
Microsoft Telnet. ITonxmrogaemcs ucnons3ys komanny "open <IP adpec>"

Microsoft Telnet> open 192.168.0.1

[Tocne noaktoueHust NOTpeOyeTCsi BBECTU JIOTUH U MapoJib. (JIOruH u napoib
st Telnet'a Takue e, kak u 1 foctyna kK WEB untepdeiicy) Ecnu norun u
napoJjb He ObUIM 3aJaHbl, TO JIBa pa3a noApsa Haxmute Enter.

TFortis Teleport
Copyright(C) 2016 "Fort-Telecom” Ltd. All rights reserved.

ser Name>
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IMpumeuanne: ecnu 30 pa3 noapsi JOTUH/TIAPOIIb ObLUTH BBEICHBI HEBEPHO, TO
noctyn k Telnet'y 61okupyercs Ha 1 yac.

CumBoa # 1 UMs yCTPOMCTBA 03HAYAIOT, YTO Ay TCHTU(UKAIIKS MPOIILIA YCIIEIITHO U
Teleport mepenren B pexkxum koHburypuposanus. (IIpaBa qocrymna - Admin)

Teleport-14

Ecnu Obutn BBEI€HBI JIOTMH/TIAPOJIb YUETHOM 3aIllUCH ¢ OTPAaHUYEHHBIMH ITPABAMH, TO

MBI IEpENIEM B PEXKUM npoc:MOT;ia. (HEaBa I[OCTﬁHa - User)
L)

Crucok KOMaHI MOKHO ITOJIYHYHUTBb UCIIOJIB3YSA KOMAaHIY «?» unm «help»

B kadecTBe apryMeHTOB KOMaH 1 UCIIOIb3YETCS Psi/i YCIOBHBIX 0003HAYCHUI:

<IP> - IP agpec B popmare XX.XX.XX.XX

<STATE> - cocTosiHue, MOXKET MPUHUMATh 3HaueHUs enable wiu disable
<VALUE> - nmto0oe 11e510€ 3HaKOBOE UK O€33HAKOBOE YMCIIO
<STRING> - TekcToBasi CTpoka

<LIST> - cnucok B BUJE: HAYAJBbHBIN 3JI€eMEHT-KOHEYHbIH 3JIeMEeHT

Hpumep: s Beixonos 1,2,3 : «1-3» ; TOJBKO Jj1s1 OAHOTO BbIXOAA 2 @ «2»

IIpouecc HacTpoiiku nocpenctsom Telnet'a mMpouCXOIUT B HECKOIBKO IIATOB:

1.

2.

[Ipy momMomM NOAMHOKECTBA KOMaH U3 Ipymbl config ycTaHaBIMBaeTCA
TpeOyeMas KoHpUryparus

Orta KoH(pUrypalus COXpaHseTcs: B TaMsATh KOMaHJI0i save, TOJIbKO MocJjie
3TOr0 HACTPOMKH NMPUMEHAIOTCH

OoOparuTe BHUMAaHHE:

Ecnu nmocie yctaHOBKY MapaMeTpoB YCTPOMCTBO OyAET Mepe3arpyKeHo
0e3 mprUMeHEHUsI KOMaH/Ibl Save, TO HACTPOMKHU HE COXPaHSTCS.
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5.4.1 NMpumep HACTPONKHU

Jlst mpuMepa paccMoTpuM Tiporiecc HacTporiku Teleport-1.
[TycTh HaMm TpeOyeTCcs YyCTaHOBHUTH CIICAYIOIINE HACTPONKHU:
e [P anmpec 192.168.0.100
e [Ilmro3 192.168.0.1

Wtak, moaxiroyaemcsi K yCTPOUCTBY, €CIIA YCTPOMUCTBO €I11e HEe OBbLIO
ckoH(urypupoBaHo, To ero IP aapec 192.168.0.1 u noruH u naposb A1 JOCTyIA HE

3aJaHbl.
Microsoft Telnet> open 192.168.0.1

[lepexoaum K pexxuMy yIpaBJICHUS

Teleport-14

Mensem IP anpec komannoi config ipif System ipaddress 192.168.0.100
Teleport-1H#config ipif System ipaddress 192.168.0.100

Command: config ipif System ipaddress 192.168.0.100
SUcCcess.

HobasnseM nutto3 o ymondanuto: config ipif System gateway 192.168.0.100

Jo6aBnenue HoBoro yaainéHHoro ycrpoiicta: config teleport add 192.168.0.1

[TpoBepsiem, uTo ycTporcTBO 06aBaeHO: show teleport
ommand: show elepor
Description

192 .168.0.1 Teleport-1
HacrtpauBaem Bxoz 1 s qansHENIero TpaHCIUPOBAaHUS Ha BbIXOJ 1 ycTpolicTBa
Teleport-1 ¢ IP 192.168.0.1
config inputs 1 state enable
config inputs 1 remdev 192.168.0.1
config inputs 1 remport 1

Teleport-1#config inputs 1 state enable
Command: config inputs 1 state enable

Teleport-1#config inputs 1 remdeu 192 .168.0.1
: config input 1 remdev 192.168.08.1

Teleport-1#config inputs 1 remport 1
Command: config input 1 remport 1
Success.

Bcé, HacTpolika 3aBeplileHa, Tenepb COXPAaHsIEeM HaCTPOUKHU
save
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5.4.2 OnncaHue komaHa Telnet

Tpancnaropsl cyXxux KOHTakToB Teleport moazepKUBarOT CIeAyOIMIN Ha0Op
koMaug ansa Telnet:

1. I'pynna komaup config:

ipif — ceteBnie HacTpoiiku (IP anpec, macka moaceTH, MUTIO3)
snmp — HacTpoiika SNMP

syslog — HacTpoiika Syslog

sntp — HacTporika SNTP

smtp — HacTpoiika SMTP

user_account — HacTpOWKa UMEHHU MOJIb30BaTEINS/ TIApOIIs
tftp — nactpoiika TFTP

events — HACTPOUKa COOBITHIA

description — 3aaHue ONMMCaHKs YCTPONCTBA.

inputs — HaCTpOHKa BXOJOB IJIATHI PACITUPECHUS

outputs — HaCTPOIKa BBIXOJOB IIATHI PACIIUPEHUS

rs485 — Hactpoiika RS485

modbus — HacTpoitka Modbus

teleport - HacTpolika yJan€HHBIX yCTPOMCTB

2. I'pynna xomang show

system — cBojHas nHpopmaius 00 ycTpoiicTBe
snmp— uHdopmaius o npotokone SNMP

syslog - uadopmanus o nporokosie SYSLOG

sntp — uHpopMmanus o nporokoie SNTP

smtp— uHpopmanus o nporokoie SMTP

firmware— nH(pOpMAaIUs 0 TEKYIIEeH BEPCUH MTPOIINBKU
arpentry — ARP taGnwuima

tftp — undopmanus o nporokone TFTP

events — mHGOPMAIIU O HACTPOSHHBIX COOBITHSIX
config — oToOpakeHue Bcel KOHPUrypanuu

inputs — nHGOpPMAIIHS O BXO/aX IUIAThl PaCIIUPEHUS
outputs — mHpOpPMAIKS O BBIXOAaX ATl PACIIHPCHUS
rs485 — undopmanus o HacTporike RS485

modbus — napopmanus o HacTpoiike Modbus

teleport — uadopmalus o yaal€HHbBIX YCTPOUCTBAX

3. OGHoBIeHHE MPOIIMBKHU U 3arpy3ka konurypamuu ¢ TFTP cepsepa
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download

4. CoxpaHeHue HacTpoek u cucteMmHoro jora Ha TFTP cepsep
upload

5. Ytunura Ping
ping

6. CoxpaHeHHE U IPUMEHEHHUE HACTPOEK
save

7. Ilepesarpyska

reboot

8. BeIBOJ cripaBKM 1O KOMaHJaM
help wm ?

9. BBIXOJ U3 pexxuma ynpasieHus Telnet
exit

5.4.3 I'pynna config
5.4.3.1 Cemesvie nacmpoiixu (config ipif)

1. IP agpec.
config ipif System ipaddress <IP>

Ipumep: config ipif System ipaddress 192.168.0.100

2. Macka nojcetu .
config ipif System netmask <IP>

Ipumep: config ipif System netmask 255.255.255.0

3. Aapec nutro3a
config ipif System gateway <IP>
Ipumep: config ipif System gateway 192.168.0.1

4. Anpec DNS cepsepa
config ipif System dns <IP>
Ipumep: config ipif System dns 192.168.0.1

5. Pexxum pabotst DHCP knuenTa
config ipif System dhcp <STATE>

Ipumep: config ipif System dhcp enable — sxnrouen pesxcum DHCP
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Kiluernma

5.4.3.2 Hacmpoiixa SNMP

1. Bximrouenue SNMP
config snmp state <STATE>
IIpumep: config snmp state enable

2. IP anpec cepepa (st SNMP Traps)
config snmp host <IP>
Ipumep: config snmp host 192.168.0.1

3. Crpoxa coobmiecta urenus (Read Community)
config snmp read_community <STRING>
Ipumep: config snmp read _community public

4. Ctpoxka coobmiectBa 3anucu (Write Community)
config snmp write_community <STRING>
Ilpumep: config snmp write _community private

5. Bepcus nporokona (ITopnepxxusaercss SNMPvI u SNMPv3)
config snmp version <VALUE>

rae <VALUE>: 1,3

Ilpumep: config snmp version 1

6. YpoBennb 6e3onacHoctu (Security Level) qist SNMP v3
config snmp level <VALUE>
rae <VALUE>:
0 - NoAuth, NoPriv
1 — Auth, NoPriv
2 — Auth, Priv
IIpumep: config snmp level 2

7. Ums nonb3oBarens st SNMP v3
config snmp user_name <STRING>
Ipumep: config snmp user name administrator

8. Auth Password st SNMP v3 (HeoOxoaum eciii BBIOpaH ypOBEHb
oe3omacHoctu Auth,NoPriv unmu Auth,Priv)

config snmp auth_pass <STRING>

Ilpumep: config snmp auth_pass test

9. Priv Password nnss SNMP v3 (HeoO6xoauM eciu BBIOpaH ypOBEHb
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6e3onacHoctu Auth,Priv)
config snmp priv_pass <STRING>

IIpumep: config snmp priv_pass test

9. Engine ID nnst SNMP v3, yHukaibHbIN UACHTH(PUKATOD
config snmp engine_id <STRING>
Ipumep: config snmp engine id 8000442303C01146050001

5.4.3.3 Hacmpoiika Syslog

1. Brmrouenue Syslog
config syslog state <STATE>
Ipumep: config syslog state enable

2. IP agpec cepBepa
config syslog host <IP>
Ipumep: config syslog host 192.168.0.1

5.4.3.4 Hacmpoiika SNTP

1. Bximrouenne SNTP
config sntp state <STATE>
Ilpumep: config sntp state enable

2. IP agpec SNTP cepsepa
config sntp primary <IP>
Ipumep: config sntp primary 192.168.0.1

3. Yacosoii nosic (otHocutensuo UTC)

config sntp timezone <VALUE>

IIpumep: config sntp timezone +6
5.4.3.5 Hacmpoiika TFTP

1. Bkntouenune 7TFTP

config tftp state <STATE>

Ilpumep: config tfip state enable

2. Hactpoiika UDP nopra (Ilo ymonuanuto nopt - 69)
config tftp port <NUM>
Ipumep: config config tfip port 69
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5.4.3.6 Hacmpoiika coovimuii

HacTtpauBatorcst Te cOObITHSA, KOTOpbIE HEOOXOIUMO OTIPABIIATH HAa CEPBEP
MoHuTOpuHTra. [Ipn ucnonbp3zoBanuu NpoToKona Syslog JOMOTHUTENBHO
YKa3bIBa€TCSl YPOBEHBb BAKHOCTH COOBITHSI.

nepemenHass <STATE> npunumaer 3Hauenne enable/disable
nepemeHHass <NUM> yka3bIiBaeT ypoBeHb BaxkHOCTH ()..7

1. cOOBITHS CHCTEMBI

config events system state <STATE> level <NUM>

IIpumep: config events system state enable level 4

2. U3MEHEHUS B COCTOSIHUM BXOJIOB
config events inputs state <STATE> level <NUM>

Ilpumep: config events inputs state enable level 4

3. UIBMEHEHUS B COCTOSIHUH BBIXOJIOB
config events outputs state <STATE> level <NUM>

Ilpumep: config events outputs state enable level 4

5.4.3.7 Hacmpoiika yuemmuwix 3anuceil nojiv3oeameeil

1. Co3nanue HOBOTO MOJIb30BATEINS
config user_account add <USERNAME> <PASSWORD> <MODE>
rie <USERNAME> - ums nonb3oBatens (Makc. 20 CHMBOJIOB),
<PASSWORD> - naponb (Makc. 20 CHMBOJIOB),
<MODE> - ypoBeHs 11pas:
e admin_rule
e user_rule
Ipumep: config user account add username password admin_rule
Co3aem y4eTHYIO 3alKch aJMUHUCTPATOPA C UMEHEM «Username» U MnaposiemM
«password»

2. PenaktupoBaHu€ TAHHBIX NOJIb30BATEISA
config user_account add <USERNAME> <PASSWORD> <MODE>
rie <USERNAME> - ums noas3oBatens (Makc. 20 CUMBOJIOB),
<PASSWORD> - naponb (Makc. 20 CHUMBOJIOB),
<MODE> - ypoBeHb IpaB:

e admin_rule

e user_rule
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Ilpumep: config user account add username password user rule
VY co3maHHOM YYEeTHOH 3amicH «usernamey» U3MEHWIH ITpaBa JI0CTyIa (Ha
User)

3. Y nanenue noap30BaTens

config user_account delete <USERNAME>

rae <USERNAME> - ums nonbs3oBatens (Makc. 20 CHMBOJIOB)
IIpumep: config user account delete username

VY nanunm yueTHylo 3aluch «usernamey.

5.4.3.8 Hacmpouika onucanusa ycmpoiicmea
1. HacTpoliKa Ha3BaHUs YCTPOMCTBA
config description name <STRING>
Ilpumep: config description name psw-2g4f

2. HaCTpOilKa MECTOPACTIOIOKEHUS YCTPOHUCTBA
config description location <STRING>

Ilpumep: config description location servernaya

3. HaCTpOWKa KOHTaKTOB 00CTYKMBAIOLIEH OpraHu3aluu
config description location <STRING>

Ilpumep: config description company superpuper-telecom

5.4.3.9 Hacmpoiika 6x0006

1. pa3pemnienue paboThI BX0/1a
config inputs <INPUT> state <STATE>
rae <INPUT> - Homep Bxoja,
<STATE> - cocTosiHHE BX0O/a:

e cnable — BX0J aKTHBEH

e disable — BXx0J HeaKTHUBEH
IIpumep: config inputs 1 state enable

2. 3ajaHue onucaHus Ui BXOAA

config inputs <INPUT> description <STRING>
rae <INPUT> - Homep Bxoza,

<STRING> - cTpoka, onucaHue BXxoaa

Ilpumep: config inputs 1 description some name
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3. 3ajanue yJajn€HHoro yCTpoicTBa JJisi BXoaa

config inputs <INPUT> remdev <IP>

rae <INPUT> - Homep Bxoaa,

<IP> - [P agpec yaanéHHOro yCTpomcTna.

IIpumeuyanue: yanéHHoe yCTPOWCTBO HEOOXOAMMO U3HAYATIBLHO 100aBUTH B
criucok (config teleport add ..). I1lpu no6aBIeHNN yCTPOIMCTBA C HEU3BECTHBIM
[P agpecom BO3HHUKHET OIIHOKA.

Ipumep: config inputs 1 remdev 192.168.0.2

4. 3agaHue BBIXOAHOTO MOPTa YIAIEHHOTO YCTPOCTBa

config inputs <INPUT> remport <NUM>

rae <INPUT> - Homep Bxoa,

<NUM?> - nomep 6b1x00a yOanéHHo20 yCcmpoucmeda, Ha Komopulil Oyoem
MPAHCIUPOBAMBCS COCMOAHUE 8X00A

Ilpumep: config inputs 1 remport 5

5. HBepcust COCTOSIHUSA BXOa
config inputs <INPUT> inverse <STATE>
rae <INPUT> - Homep Bxoaa,
<STATE> - cocmosHue unsepcuu 6xooa
e cnable — Bxo1 ”HBEPTUPOBAH
e disable — BX0OJ HEMHBEPTUPOBAH, HOPMAJIbHBIN PEKUM
IIpumep: config inputs I inverse enable

5.4.3.10 Hacmpoiika 6v1x00086

1. YcTaHoBKa Ha4YaIbHOTO COCTOSHUS BBIXOJIa B PEXKUME PYYHOTO YIIPABICHUS
config outputs <QUTPUT> state <STATE>
rae <OUTPUT> - Homep BbIXOAA,
<STATE> - coctosiHuE BBIXOJa:
e short — 3aMKHyTOE
® open — Pa3oOMKHYTOE
Ipumep: config outputs 1 state short

2. Hactpolika peXumMa ynpasJieHNs BBIXOJOM

config outputs <OUTPUT> mode <STATE>

rae <OUTPUT> - Homep BbIXOAA,

<STATE> - pexxum paboThl:
e pair — pexxuM «Pair Connection»/«IlapHoe coearHeHne», Ha BBIXO]

MOJKET TPaHCIMPOBAThCSI COCTOSIHNE BXoJa ¢ yaanénHoro Teleport'a

e manual —pexXuM pyuyHOr0 YIpaBIICHUS BBIXOI0M.
e Snmp — YNPaBIEHUS BBIXOJIOM BO3MOXXHO TOJIBKO Y€pE3 ITPOTOKO
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SNMP
e modbus — ympaBlIeHHs BBIX0JIOM BO3MOHO TOJIBKO Yepe3 MPOTOKOJ
Modbus TCP

IIpumep: config outputs 1 mode pair

3. YcTaHoBKa onmucaHus ISl BBIX0/1a

config outputs <OUTPUT> description <STRING>
rae <OUTPUT> - Homep BbIXOAA,

<STRING> - cTpoka, onrcaHue Bxojaa

Ipumep: config outputs I description some name

4. 3ajanue y1anéHHOro yCTpONCTBA JJisl BhIXOAa (€C/iM BhIXOJ paboTaeT B
PEKUME «ITAPHOTO COSTUHECHHUS)

config outputs <INPUT> remdev <IP>

rae <INPUT> - Homep BrIxona,

<IP> - IP agpec ynan€HHOro yCTpOMCTBA.

IIpumeuyanue: y1anéHHoe yCTPOUCTBO HEOOXOAMMO U3HAYATIBLHO 100aBUTH B

CIUCOK (config teleport add ..). Ilpu noGaBieHnn yCTpONUCTBA C HEU3BECTHBIM

[P agpecom BO3HUKHET OIITUOKA.

Ipumep: config outputs I remdev 192.168.0.2

5.4.3.11 Hacmpoiika RS485

1. CxopocTs nopra

config rs485 baudrate <BR>

rae <BR> - ckopocTts, BeiOupaetcsa u3 1200, 2400, 4800, 9600, 14400, 19200,
38400, 57600, 115200

Ilpumep: config rs485 baudrate 9600

2. IIpoBepka Ha YETHOCTh

config rs485 parity <PARITY>

rae <PARITY> - npoBepka Ha 4YETHOCTh
e disable — mpoBepka oTK;IIOYEHA
e cven — yer
e odd — Heuer

Ipumep: config rs485 parity even
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3. Yuciao OUT JaHHBIX

config rs485 databits <DATABITS>
rae <DATABITS> - uncio OUT JaHHBIX
Ipumep: config rs485 databits 7

4. Yuciio cTONOBBIX OUT

config rs485 stopbits <STOPBITS>

rae <STOPBITS> - unciio cTOmoBEIX OUT
Ipumep: config rs485 databits 1

5. Pexxum paboThl mopTa
config rs485 mode <STATE>
rne <STATE> - pexxuMm pabOThI
e disable — mopt BhIKITIOUEH
e translate — mopT paboTaer B pexxuMe TPaHCIALHUH
Ilpumep: config rs485 mode translate

6. JloOaBneHue y1anéHHbIX YCTPOUCTB

config rs485 remdevs add <IP>

20e <IP> - [P adpec yoanénnozo ycmpoucmaa.
Ilpumep: config rs485 remdevs add 192.168.0.1

7. Y nanenne yaan€éHHOTO yCTpOUCTBA

config rs485 remdevs del <IP>

20e <IP> - [P aopec yoanénnozo ycmpoucmaa.
Ilpumep: config rs485 remdevs del 192.168.0.1

5.4.3.12 Hacmpoiika Modbus

1.CocTostHue npoTokona
config modbus state <STATE>
rine <STATE> - pexxuMm paboThI
e disable — mpoTOKOA BHIKIIIOUEH
e cnable — MPOTOKOJ BKJIFOYEH
Ilpumep: config modbus state enable
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5.4.3.13 Hacmpoiika cnucka y0aiéHHblx yCmpoicme

1 JloGaBneHue yaan€HHbIX YCTPOMCTB
config teleport add <IP>

20e <IP> - IP aopec H08020 YOanEHHO020 YCMPOLICMEA.

Ilpumep: config teleport add 192.168.0.1

2. Ynanenue yqan€éHHOTO yCTPOMCTBA

config teleport del <IP>

20e <IP> - [P adpec yoanénuozo ycmpoicmaa.
Ilpumep: config teleport del 192.168.0.1
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5.4.4 I'pynna show

Bo3moxxHbIE KOMaH/bI:

system — cBojiHasi HHGOpMaIKs 00 yCTPOICTBE
snmp— uHpopmarus o mpotokose SNMP

syslog - undopmarus o npotokose SYSLOG

sntp — uHpOpManus o npotokose SNTP

smtp— uHpopmartus o nporokoiae SMTP

firmware— uH(pOpMaIUs 0 TEKyIIeH BEpCUN MPOIINBKU
arpentry — ARP tabnura

tftp — undopmarus o nporokone TFTP

events — nHGOPMAIIHS O HACTPOSHHBIX COOBITUAX
config — oToOpakeHue Bce KOHPUTyparuu

inputs — uHGOpPMAIKS O BXOaX IUIAThl PACIIUPEHUS
outputs — uHGOpPMaIKs O BBIXOAAX IJIaThl paCIIMPEHUS
rs485 — unpopmanus o HacTporike RS485

modbus — nadopmarus o HacTpoiike Modbus

teleport — uH(opmarus o yaaJ€HHbBIX yCTPOUCTBAX

Bce xoMaHIBI B 3TOM TPYIIIIE MOXKHO Pa3eauTh Ha HECKOJIBKO MOATPYIIIL:
e [Ipocmotp cBOAHOM MH(DOPMALTUU
e [IpocmoTp HacTpoek
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5.4.4.1 IIpocmomp ceoonoii unghopmavyuu

1. BeiBoa cBOAHOM MHGOPMAIIUU O YCTPOUCTBE U €ro KOHPUTYpAITTU
show system

show system

Device type: TFortis Teleport-i
MAC Address: CO:11:A6:00:00:02

Address: 192.168.0.2
Subnet Mask: 255.255.255.0
Default Gateway: 255.255.255.255
Firmware Uersion: GB.GOB.0GB
Bootloader Uersion: 01.02

Number : 2
Description:
Location:

Contact:

Uptime: Od. 8h. 26m.
enable
disable

2. BriBog uH(poOpMaIy 0 BCTPOEHHOM MPOTPaMMHOM 00€CTIeYeHUU

show firmware
irmware Uersion: e .01.01

Bootloader Uersion: 01.00

3. BriBog ARP-ta0muiisl

show arpentr
Teleport-1#show arpentry
Command: show arpentry
ARP Aging Time: 120

Interface IP Address MAC Address
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5.4.4.2 IIpocmomp nacmpoek

1. BeiBoa uadopmaruu 1o npotokory SNMP
show snmp

Hns SNMP vl:
TFortis PsW-2GeF+Hshow snmp

Command: show snmp
State: enable

version: 1

Server IP: 0.0.0.0

Read community: public

Write community: private

Jns SNMP v3:

TFortis PSW-2GEF+#show snmp
Command: show snmp

SNMP State: enable
SHMP version: 3

SNMP Server IP: 0.0.0.0

SNMP Engine ID: 8000A42303CO11AGE50001

Security Level: Auth,Priv
User Name: test
Auth Password: test
Priv Password: test

2. BeiBog undopmaiuu 1mo npoTokony Syslog

show syslog
TFortis PSW-1G4F#show syslog
Syslog State: disable
Syslog Server: 0.0.0.0

3. BeiBoa uadopmaruu o HacTpoitke SNTP
show sntp
Fortis PSW-1G4FH#show sntp
SNTP State: disable

SHNTP Server: 0.0.0.0
urrent Time: 00:00:00
urrent Date:

4. BeiBog undopmaimu o Hactporike SMTP
show smtp
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Fortis PSW-1G4F#show smtp
State: disable
Server IP: 0.0.0.0
Server Name:

Server Port: 25

Sender:
Receiver 1:
Receiver 2:
Receiver 3:
Login:
Password:

5. BeiBoa nadopmaruu o HacTpoiike TFTP
show tftp

TFortis PSW-1G4FHshow tftp
TFTP State: Enable
TFTP Port: 69

6. BeiBoa nHbopMaIu 0 HaCTPOMKE CIUCKA COOBITHI
show events

Teleport-1#show events

Command: show events

Event List:

State Enable,Level 7
Inputs State Enable,Level 4
Outputs State Enable,Level 4

7. BeiBoa nonHoM koHurypauuu . (BeiBoa ocyiecTBisieTcs B TOM XK€
BU/JIE, UTO U MPU COXpaHeHUH (aiiyia KoH(UTyparnn)
show config
HEUENT_LIST_ACCESS_T=[12]
Dry contact settings
HDRY_CONTO_STATE=[1]
HDRY_CONT1_STATE=[1]
HDRY_CONT1_LEVEL=[1]

HDRY _CONT2_STATE=[1]
HDRY _CONT2_LEVEL=[1]

QoS settings
HPORT1_RATE_LIMIT_RX=[0]
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8. Undopmarus o COCTOSIHUU BXOOB
show inputs

Command: show inputs
Input|State |Active |Description|Mode|Remote Device, Port|Inverse

Enable 123 pair 192.168.0.1 - 9 Disable
Open Disable 123 pair 192.168.0.1 - 9 Disable
Open Enable pair 192.168.0.1 - 9 Disable

9. Uudopmanus o COCTOSSHUU BBIXOJIOB

show outputs

ommand: show outputs

Out |Current StatelStatel|Description|Mode|Remote Device

manual
Open Open shmp
Open Open pair
Open Open pair
Open Open pair
Open Open pair
Open Open pair
Open Open pair
Open Open pair

10. Uudopmarus o HacTpoiike RS485
show rs485
show rsi85
9600
Even
8
1
Translate

Remote devices:
192.168.0.1

11. Uudopmarus o HacTpoiike mporokona Modbus
show modbus

Command: show modbus

Modbus TCP State: Enable
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12. Uudopmartiust o y1anéHHBIX yCTPOHUCTBaX
show teleport
Command: show teleport
IP address

192.168.0.1 Teleport-1
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5.4.5 Oo6noBaenue 110 uepe3 TFTP

Tpancnaropsl cyxux koHTakToB TFortis Teleport moanepkuBaoT 0OHOBICHHE
npomuBkH uepe3 Telnet, ucnons3yro Buentnuit TFTP cepsep.

Komanpaa Ha oo6HoBnenue I10:
download firmware fromTFTP <IP><PATH>
rae <IP> - IP anpec TFTP cepsepa

<PATH> - nyTh A0 ¢aiina npoumBKu

Paccmotpum npouiecc oOHOBIIeHUsI 60J1ee MoAPOOHO.

1. Bo-niepBrix HeoOxonumo yoeauthes, uto TFTP cepBep 3aryiiieH, u 3amyCcTUTh €ro,
eciu He 3anyuieH. [Ton OC Windows 10cTaTO4YHO pacnpOoCTpaHEHHBIM
npuioxkeHueM sipasiercs nporpamma Tftpd32. U na npumepe Tftpd32 u Oyaem
paccMaTpuBaTh IpoLecc OOHOBIICHUS.

JuctpuOyTHB JOCTYIICH Ha calTe:

http://tftpd32.jounin.net/tftpd32.html

3anyckaem B pexxume TFTP-cepsepa

&> Tftpd32 by Ph. Jounin =iy X
Current Directory ]m L, Browse |
Server interfaces 1 192.168.0.104 L, Show Dir |

Thp Server | Log viewer |
peer file start time | progress
4 mr [ 3
| About l Settings | Help |

Kax Bunum TFTP-cepBep Oyaet nocrynen no aapecy 192.168.0.104, a kopHeBas
nupekTopus cepsepa D:\Pub

2. Ilomemniaem (haitst MPOIIMBKY B KOPHEBYIO JUPEKTOPHIO CepBEpa
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» KomnbroTep » JlokanbHblii auck (D) » Pub » 1

punTL ™ JobaBuTb B Bubamoteky ™ Obwmit gocTyn ~ 3anwuca
=

~
paHHoe Wms

Py & PsWupdate407-013-25122014.img
dBHWe MecTa

3. Ha cropone cepBepa y Hac Bc€ roToBO, mepexoauM K HacTpoiikaM Teleport
[To ymomuanuto mporokos TFTP orkmtoues,
BKJIFOYAEM €TI0 KOMaHJOM:
config tftp state enable
Fortis PSW-1G4F#config tftp state enable
FTP config: state Enable
[Tognepsxka mpoToKoJia BKIOUUTCS. J[J1 TOro, 4TOOBI COXpAaHUTH B
HHEPTrOHE3aBUCUMOM MaMSTH 3TY HACTPONKY BBIMOJHSAEM KOMaH]y save, HHA4e TOCIIe

repes3arpy3Ky 3Ta HaCTpOMKa HE COXPaHUTCS.
Fortis PSW-1G4FH#save
Settings saved successfully

[Tposepsiem, uto Teleport «Buaut» TFTP cepBep. it 3TOro MOKHO MPOIMMHTOBATH
ping 192.168.0.104

TFortis PSW-1GY4F#ping 192.168.0.104

Ping 192.168.0.104 with 32 bytes of data

TFortis PSUW-1G4F#

Reply from 192.168.0.104 bytes=32 seq-=1
Reply from 192.168.0.104 bytes=32 seq=2

Reply from 192.168.0.104 bytes=32 seq-=3

Reply from 192.168.0.104 bytes=32 seq-=4

Ping statistics for 192.168.0.104

Packets: Sent = 4 Received = 4, Lost = 0 (@ % loss)

4. TlepexoauM K OOHOBJICHHUIO.

Broaum komanay:

download firmware fromTFTP 192.168.0.104 1/PSWupdate407-013-25122014.img
Haunércst nporniecc 3arpy3ku ¢aiiia BO BHyTPEHHIOIO MTaMsTh, a 3aT€M U IIPOIIeCC

OOHOBJICHUSI

Fortis PSW-1G4FHdownload firmware_fromTFTP 192.168.0.104 1/PSWupdated407-013-251
22014 . img

Download file:1/PSWupdated4B?-013-25122014.1img

Fortis PSW-1G4F#

Downloading compleat.

pdating start, wait...

OAKMIYeHHe K Y3ny YTepAHo.

[Tocne ywero bBU nepeiinér k oonoBnenuto [10 u npepesarpy3urcs, Npu 3ToM
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Telnet coenunenue npepBETCs.

[Ipouiecc o6HOBIIEHUS TUTCS OKOJIO 1 MuHyTHI. [lociie yero Mo>kHO CHOBa
noakrounTcs yepes Telnet u mpoBepuTh, BEPCUIO MPOIIUBKHU, YOS TUBIIUCH, YTO

OOHOBJICHHE TIPOIILJIO YCIICIITHO.
TFortis PSW-1G4FH show firmware
Firmware Uersion: PO.01.03

Bootloader Uersion: 01.00

5.4.6 CoxpaHeHue u 3arpy3ka koHurypauuu u Jjora yepe3 TFTP

Teleport moaepkMBarOT BO3MOKHOCTh COXPAHEHUS TEKYLIUX HACTPOEK B (haiis
KOH(UTypaliH, €ro peAAKTUPOBAHMS, a TAK)KE BOCCTAHOBIIEHUSI HACTPOEK U3 (haiina.

5.4.6.1 Coxpanenue kongpuzypayuu

Coxpanenue KoHpuUrypamuu npoucxoauT Ha ykazanubiii TFTP cepsep
upload cfg toTFTP <IP> <PATH>
rae <IP> - [P anpec TFTP cepsepa

<PATH> - ums u niyTh (paitna koHbUryparum

TFortis PSW-1G4F#upload cfg_toTFTP 192.168.0.104 psw_config. txt
Upload file:psw_config.txt
TFortis PSW-1G4F#

Uploading. ..
Uploaded compleat.

5.4.6.2 Boccmanognenue konguzypayuu

Boccranosnenue kondurypaiuu npoucxoaut ¢ ykazaadoro TFTP cepsepa
download cfg fromTFTP <IP> <PATH>
rae <IP> - IP agpec TFTP cepsepa

<PATH> - nyT1s 510 (aitna koHpurypamum

Fortis PSW-1G4F#download cfg_fromTFTP 192.168.0.104 psw_config. txt
Download file:psw_config. txt
Fortis PSW-1G4F#. ..

Downloading compleat.
Recovery config from file, wait, reboot...

[Tocne Toro, kak koHpurypanus OyaeT ycraHosiaeHa, bU nepe3arpy3uTcs ¢ HOBBIMH
HACTPOMKaMHU.
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5.4.6.3 Coxpanenue cucmemnozo noza

B HekoTOphIX citydasix ObIBaeT HEOOXOIUMO COXPAHUTH JIOT pabOThl yCTPONCTBA IS

€ro MOCJIEAYIOLIEr0 aHaJIN3a.
upload log toTFTP <IP><PATH>
rae <IP> - IP agpec TFTP cepsepa

<PATH> - nyTh 110 daitna KoHPUTYyparmu

5.4.7 CoxpaHeHHne HACTPOEK

[Ipoucxoaut coxpaHeHUE HACTPOEK B IHEPTOHE3aBUCUMYIO MTaMSITh.

Save
TFortis PSW-1G4F#save

Settings saved successfully

5.4.8 Ilepe3arpy3ka

[Ipoucxoaut nepe3arpyska
reboot

Fortis PSUW-1G4F#reboot
Rebooted. ...
ohnect closed

Fortis PSW-1G4F#

ogKnio4eHHe K Ya3ny YTepsaHo.

5.4.9 Bbixoa u3 pexxuma ynpaBJieHUA

[Ipoucxoaut BIX0 U3 pexuma ynpasiienus Telnet
exit
Fortis PSW-1G4FHexit
Fortis PSW-1GH4F#H

OgKMIHeHHe K Y3ny YTepaHo.

Tpancnarops! TFortis Teleport. PykoBoacTBo 1o sKCIuTyaTanuu 92



5.4.10 InarnocTtuyeckue GQyHKIUM

5.4.10.1 Ymunuma Ping

[To3BOJISIET «IIPONIMHTOBATHY» yAAJICHHBIN Y3€T
ping <IP>

rae <IP> - IP agpec y3na

B cnyuae ecnu y3en 10CTyneH:

TFortis PSW-1G4FHping 192.168.0.104
Ping 192.168.9.104 with 32 bytes of data
TFortis PSW-1G4F#

Reply from 192.168.0.104 bytes=32 seq=1

Reply from 192.168.0.104 bytes=32 seq=2
Reply from 192.168.0.104 bytes=32 seq=3
Reply from 192.168.0.104 bytes=32 seq=4

Ping statistics for 192.168.0.104
Packets: Sent = 4 Received = Y4, Lost =

Ecnu y3en HegocTyneH:

TFortis PSW-1G4F#ping 192.168.0.11
Ping 192.168.0.11 with 32 bytes of data

0 (0 % loss)

TFortis PSW-1G4F#Ping statistics for 192.168.08.11

Packets: Sent = 4 Received = 0, Lost =

Tpancnarops! TFortis Teleport. PykoBoacTBo 1o sKCIuTyaTanuu
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6 lnarHocTuKa HeMcnpaBHOCTEWN

Tabmura 6. CiucoK HEeHCIIPaBHOCTEH U X JUATHOCTHKA

[MposiBaenue
npoodJeMbl

BapuanTsl pemienune npoodsaeMbl

YCTpoHCTBO HE
paboraer, HET
naaunkamma RUN

1) s Teleport-1:

[IpoBeppTe HaMuMe HANPSKEHUS TUTAHWS

2) nns Teleport-2

[IposepwTe noakntouenue k PoOE kommyTtaropy, npoBepbTe
unaukarop PoE Ecnu nunaukatop He roput, yoeaurech, uto PoE
KOMMYTaTOp MOXET obecrnieunBaTh nuTaHue no crangapty IEEE
802.1af mo BapuanTy A (1o napam ¢ faHubimu: 1-2, 3-6)

OwmuoOKu B
TPaHCIISLUN
RS-485

JIJist TMarHoCTUKYU OTKpoMTE B web-uHTepdeiice BKIaaKy

Statistics->Main Statistics
RS-485
RX cnt | 1634

TX cnt | 1634

Remote Devices

Name Type IP Address | RX mngmt frames | TX mngmt frames

1 | omucanne | Teleport-2 | 192.168.0.2 | 1634 1634

1) mpoBeputs, yto Ha unTepderic RS-485 nocrynator qaHHbIE:
nosie RX ent (4uciio npuHSTHIX MaKETOB HAa UHTEpdeiice)
JOJIKHO YBEIIMYMBATHCA MPU aKTUBHOCTU Ha UHTEpderice.
Ecnu nosie He MeHseTCs, IPOBEPUTH HACTPOUKH mopTa RS-485,
bu3nuecKoe NOAKIOYEHUE K MOPTY.

2) ITons RX mngmt frames u TX mngmt frames — 310
CUYETUYMKU MPUHATHIX U OTIPABIICHHBIX ynpasisatomux UDP
nakeToB. Eciu HacTpoeHa TpaHcisius Toibko RS-485, o
cuéturnkd RX mngmt frames u TX Cnt 101KHBI COBTaAaTh.
Cuérunkun TX mngmt frames u RX Cnt 10/KHBI COBIIAIATD.
3nauennsa RX mngmt frames u TX mngmt frames, RX cnt u
TX ent MOryT coBnajgaTh B TOM Clly4yae, KOTJia yCTPOKCTBO,
MOJKIIFOYEHHOE B JTOKAJIbHBIN TOPT RS-485 oTBeyaer Ha Bce
3aIpOChl € YAWIEHHOrO nopra. B ciydae, Korga ucnoiab3yercs
aZpecHsbI mpoTokoi, Hapumep OpuoH, Modbus RTU,
JIOKaJIbHOE YCTPOMCTBO MOKET OTBEYATh TOJIBKO Ha 3aMpOChl CO
CBOUM ajipecoM, odromy 3HadeHue noist TX ent MoXeT ObITh
oonbiie, yem RX cnt.
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3) g nposepku cBa3u 1o Ethernet mexxiy ABymst ycTpoiicTBamu
HY>KHO cpaBHUBaTh cu€Tunkn RX mngmt frames u TX mngmt
frames.

Ecnu cuétunk RX mngmt frames ogHoro ycrtporictBa paBeH TX
mngmt frames apyroro u Ha060POT, TO CUUTAEM, UTO ITPOOIIEM B
nunausx Ethernet Her.

Omuobku B
TPaHCIISIIIUN
RS-485:
MIPEBBIIICHUE
TalMayTa oIrnpoca

(CBs13b OMH-K-

B pexume tpancnauuu RS-485 — Ethernet Heuz6exno
BO3HUKAIOT 33/IEP’KKU MPU Niepeaye JaHHbIX. [ KOppeKkTHOU
paboThI BCEH CUCTEMBI HYKHO MPABUIILHO PACCUUTATH 3aJICPKKU
Y HACTPOUTH TaliMayThl.

Ecnu 3apepxku npu nepenaye OyayT OoJibie, 4em
YCTaHOBJICHHBIN TaiiMayT Ha OTBET, TO ATO MPUBEIET MO0 K
YaCTUYHOMY, JINOO K MOJTHOMY OTOpPAChIBAaHMIO MTAKETOB, U KaK

OJIHOMY) CJECTBUE K HEPAOOTOCIIOCOOHOCTH CUCTEMBI.
Pacuér 3anep:xek Tpancusauuu npu nepenaye yepe3 bU Teleport
t=15000%length/ baudrate +1
t — 3a/1ep>KKa B MHJIMCEKYH/IaX, BOSHUKAIOIIA [IpU NIEpeiaye
gyepe3 BU Teleport
length — nuHa nakera B npotokose RS-485 B Gaiitax, ecnu B
cnenupUKanuy Ha IPOTOKOJI HET ATOW UH(OpMaLUH, TO
UCIIONb3yHTe 3HaueHue 128.
baudrate — ckopocts nopra
[Tpu Tpancasuun RS-485 uepes Ethernet npoucxonur 4
npeoOpazoBanus (RS-485 — Ethernet u 06patHO)
[ToaTomMy HeoOxoauMO TaliMayT OTBETA YCTAHABIMBAThH OOJIbIIIE,
YeM pacuéTHas 3a/1epiKKa:
T>=4%t+90
T — taitmayT
t — 3a7epKKa Ipyu KOHBEPTALUU
0 - HEKOTOpBIii 3amac
Muraet Muraromuit ungukatop 24V na mate 6ioka Teleport-2

uHauKarop 24V

CBHJIETEJICTBYET O neperpyske wim K3 no Beixony 24 B.
OTKIIFOYMTE MOITHYIO HAarpy3Ky OT BBIXOJIA.
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7 NapaHTn nsrotoBuTenA

["apaHTHITHBIN CPOK IKCIUTyaTAlMU YCTPOUCTBA - 36 MECALIEB C 1aThl MPOJIAXKU. B
rapaHTuiiHOe OOCTYKMBAHUE U PEMOHT MPUHUMAETCSI YCTPOUCTBO B MOJHOM
KOMIUIEKTHOCTH.

I"apaHTHUIHBIA PEMOHT HE IPOU3BOAUTCS B CICAYIOLIUX CIIydasiX:

€CJIM TapaHTUMHBIN CPOK YIKE UCTEK;

MIpY OTCYTCTBMU MapKUPOBKH C 3aBOJACKUM HOMEPOM Ha KOPITYCE U3JIEIHS, a
TaK)Ke, €CJIM 3aBOJICKOI HOMep ObLJ1 U3MEHEH, yAaJIeH WK Hepa300puuB;

PY HATMYUU BHENTHUX U BHYTPEHHUX MEXaHUYECKUX MOBPEKICHUN (CKOJIBI,
TPEUIUHBI, 1ePopmMaliusi, MOBPEKICHUE ITHYPOB MUTAHUS, PA3JIOMbI WU
TPEUIUHBI pa3bEMOB), CIEAOB BO3ICUCTBUS XUMHUECKUX BEIIECTB,
arpecCUBHBIX CPE, )KUAKOCTEH, CUIIbHBIX 3arpsI3HEHUN, a TAK)KE MPU HATTMYUH
HACEKOMBIX WJIU CIIEJIOB UX MPEObIBAHUS;

U3-32 HECOOJTIOZICHUS TIPABUIT MOJKITIOUEHUS U DKCILTyaTallly, a TaK ke
HECOOTBETCTBUS IMAPAMETPOB JIEKTPOIIUTAHUS YCTAHOBICHHBIX PYKOBOACTBOM
10 DKCIUTyaTalllH;

BCIIeZICTBUE (hOPC-MaKOPHBIX OOCTOATENBCTB, ACHCTBUM TPETHUX JIUIL U
JIPYTUX NPUYNH, HE3aBUCAILUX OT U3rOTOBUTENS.
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8 TexHn4yeckaa nogaepxka

TexHudeckas moajiepxKKa mo NPOEKTUPOBAHUIO CUCTEM, BOITPOCcCaM
AKCIUTyaTalli ¥ HACTPOUKU 00OpYI0OBAHUS OKa3bIBACTCS:
e 110 Tenedony (Bpems st 3BOHKOB 8-00 — 16-00 mo MOCKOBCKOMY BpEeMEHH )
8 800100 112 8
+7 (342) 260 20 30
e 110 e-mail:
support@tfortis.ru

Bcest Texauueckas JOKyMEHTAIUs OCTYIIHA Ha caiTe:
https://tfortis.ru/support/dokumentaciya-na-produkcivu/

Eciaun y Bac ectb moxenanus 1mo qopaboTKe, a MOXKET ObITh U UJCH T10
CO3/IaHUIO0 HOBBIX YCTPOMCTB, BBl MOXETe OTHPaBUTh HAM 3ampoc

https://tfortis.ru/contacts/svyazhites-s-nami/
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