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1 OBLIWE CBEAEHWSA

1.1 Buaeokamepa npeaHasHayeHa ana paboTbl B COCTaBe KOMMIEKCa
BUIEOHaON0eHNA AN1f HEMPEePbIBHON TPAHCNALUM BUAEOM3006paKeHNs C OXpaHAEMON
30Hbl Ha CUCTEMbl OTOOpa)eHus, 3anucu, XPaHeHUs U  BOCMNPOU3BEAEHUS

BVID,EOI/I306pa)KeHVIF|.

1.2 V3genune npeaHasHayeHo TONbKO Ans npodeccroHanbHOro UCnoib3oBaHus

M PAaCcCYMTaHO HA HEMPEPbIBHYIO KPYINOCYTOYHYO paboTy.
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2 TEXHWYECKWE XAPAKTEPUCTUKN

OCHOBHbI€ TEXHNYECKME XapPaKTePUCTUKN U3aennsa npeactaBneHbl Hke (Tabnuua

2.1).

Tabnnua 2.1 — OCHOBHble TEXHUYECKNE XapaKTePUCTUKM

Kamepa

Matpuua

1/2,5” KMOT

Pa3pelieHne BUaeon306pakeHus

3840x2160 nukcenen

Cnucrtema CKaHMpoBaHuA

[porpeccuBHas

CKopocTb 3aTBOpA

ABTO/PyuH., 1/3(4)~1/100000 ¢

MuHMManbHaa OCBELLEHHOCTb

0,06 noKc/F1.6 (MK-noacBeTKa BbIKA.);

0 niokc/F1.6 (MK-noaceeTKa BKI.)

CooTHOLWEHNE «CUTHAN-LLIYM» bonee 50 ob
Bupeosbixop Het
OcobeHHOCTH

JanbHoctb NK-noacBeTKu 40 m

[leHb-HOYb AsTo (ICR) / Upet / Y/Bb
KomneHcauus (pOHOBOW 3aCBETKM BLC/HLC/DWDR
BanaHc 6enoro ABTO/PyyH.
PerynupoBKa ycuneHus ABTO/PyyH.
lLlymonopasnexue 3D

MacKa KoHbunaeHUManbHOCTK [10 4 30H

Ob6beKTUB

Tun obbeKTMBA

4 MM, GUKCUPOBAHHBIN

Y % SEC.RU

KopoTkun nyTb K MHpopmaLmm
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MaKkcumanbHoe pacKpbITue

F1.6
anadparmol
Yron o63opa H: 88°, V: 48°
Bupeo
CxaTtue BUAeoCUrHana H.265/H.264

4K(3840x2160) / 4Mn(2688x1520) /
4Mn(2560x1440) / 3Mn(2304x1296) /
1080P(1920x1080) / SXGA(1280x1024) /
1,3Mn(1280x960) / 720P(1280x720) /
D1(704%x576/704x480) /
CIF(352x288/352x240)

®opmart Bueon3obpameHus

YactoTta Kagpos

OCHOBHOW NOTOK 4K(1~15 Kk/c) /| 4Mn(1~25 K/c)
J[lononHWUTeNbHbI MOTOK 3Mn/1080P (1 ~ 25/30 K/c)
J[lononHWUTENbHbIM NOTOK 2 D1/CIF(1 ~25/30 K/c)

H.264:32 ~ 10240 kbut/c

CKopoCTb nepeaayn AaHHbIX
P P H.265: 32 ~ 8192 kbuTt/C

3BYK

Ckatune aygmocurHana Het
AyanoKaHan Het
MwuKkpodoH HeT
BupgeoaHanntrnka

PacnosHaBaHue nuL, nepeceyeHne NMHuu,
BuaeoaHanutnyeckme GyHKL MM KOHTPO/Ib 06N1aCTW, OCTABNEHHbIN NPeaMeT,
nponasLive npeameTbl

O6HapyxeHue ABMKEHUA, 3aKpbITUE /
[leTeKuusa pacthoKycMpoBKa 06beKTBA, U3MeHeHWe
CLeHbI
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I dheKTBHbIE 30HbI BU3yanbHOro pasnumyeHns obbektos (BS EN 62676-4)*

OGHapyxeHue (25 nuKcenein/m) [0 89 M
HabnwopeHune (63 nukcensa/m) [0 36 M
Pacno3HaBaHue (125 nuKkcenen/m) | oo 18 m
NpeHtndukauyma (250 nukcenen/m) | go 9 m

Cetb

Ethernet 10/100 Base-T, RJ-45

CoBMECTUMBIN MHTEPHET Bpay3ep
web-nHTepdenca

Internet Explorer gna Windows

Wi-Fi Het
IPv4 /IPv6, HTTP, HTTPS, SSL, TCP/IP, UDP,
UPnP, ICMP, IGMP, SNMP, RTSP, RTP, SMTP,
[TpoTOKObI

NTP, DHCP, DNS, PPPOE, DDNS, FTP, IP Filter,
QoS, Bonjour, 802.1x

CtaHpapTbl obmeHa

ONVIF, PSIA, CGlI

MaKkcumanbHOe Konm4yecTso
nonb3oBaTenemn

20

[lon. pasbembl

Cnot Ka PTbl NaMATAU

Micro SD, He 6onee 128 6

TpeBOXHbIV BXO[, BbIXO/ Het
[po303awmTa

YpoBeHb HanpsAxeHusa 3awmutsl Up 6 KB
Obwune cBegeHun

KonnyectBo 04HOBpEMEHHO 3

TPaAHCINPYEMbIX BUAEONMOTOKOB

HanpﬂmeHme ANeKTponnTtaHuAa

12 B NOCTOAHHOTO TOKa

Y % SEC.RU

KopoTkun nyTb K MHpopmaLmm
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NoTpebnsemas MOLLHOCTb He 6onee 6,5 BT
[MutaHune PoE IEEE 802.3af
[inanasoH pabo4unx TemnepaTyp O1-40 °C go +60 °C

OTHocuTenbHasa BnaxHoctb Bosayxa | O110 % o 95 %

CteneHb 3aWwmTbl 060n04km no NMOCT

14254-96 (M3K 529-89) P67
AHTMBaHJanbHaA 3awmra Het
FabapuTHble pa3mepsl @70x180 MM
Macca 0,41 Kr

*B yCNnoBuMAX A0CTAaTOYHOW OCBELLEHHOCTU U MPU OTCYTCTBUMU HEONArONPUATHBIX NOTOAHbIX
ycnoBuii. OBHapyweHne — oOHapyXeHWe ABMKEHWUA WNM Hanuuua obObeKTa B Kajape.
HabniogeHne — onpejeneHve OCHOBHbIX XapaKTepUCTUK obbekTa. Pacno3HaBaHue —
pacno3HaBaHWe XapaKTepUCTUK W Y3HaBaHWe oObeKTa Mo BM3yanbHbIM MNPU3HAKAM.
NaeHTndnKauma — yctaHOBNEHUE NTMYHOCTN/HOMEPHbIX 3HAaKOB aBToMOobOUNS.
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3 KOMIJIEKTHOCTb

CoctaB wu3penus npn nocCTtaBKe (I-(OMI'II'IeI-(T NOCTaBKA BVI,EI,eOKaMepr)

npencrasneH Hke (Tabnuua 3.1).

Tabnuua 3.1 — KomnaeKT noctaBKu

HAMMEHOBAHUE OBO3HAYEHUE Kon.
Bugeokamepa «VCIl-184» ALAP.202119.011 1 wr.
Macnopt nusgenua «VCIl-184» ALAP.202119.011 MC 1 3Ks.
NHCTpYKLMA NO MOHTaXy ALAP.202119.011 M 1 3K3.
NHdopmaunoHHbIn ancK «bonnay» 1 wr.
Haknerika moHTaxHasa «Tpadaper ans 1w,
KpenneHusa BUAEOKamMepbl»
Hakneiika nHdopmupytowas «Begetca 1wt
BUeoHabnwogeHe» )
FepmeTnyHas kabenbHaa mydTa 1 wr.
Wypyn 4x25 4 Wr.
[iobenb 6x25 4 wr.

U4 .
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4 KOHCTPYKUUNA

BHEWHWN BWA U OCHOBHblE 3/1€EMEHTbl BUEOKAMepbl NpPeACTaBieHbl HUXKe
(PucyHok 4.1).

KpOHWTeNH KOHCTPYKTUBHO COEAVHEH C OCHOBAHMEM KOpnyca M npeaHa3HayeH
ANA KPenneHus BUAEOKaMepbl Ha YCTaHOBOYHOM noBepxHocTu. PuKcauus Kopnyca
OTHOCWUTENbHO KPOHWTENHA OCYLWeCTBASETCA C MOMOWbI (UKCMPYIOLWEro BUHTA
KPOHLWWTENHA.

CoNHUE3aWMNTHbIA  KO3bIPEK 3aKpenfneH Ha OCHOBaHUMM Kopnyca W
npeaHasHavyeH Ana 3alWuTbl 0ObEKTMBA BUAEOKAMepbl OT MonafaHus NpPsAMbIX
COMIHEYHbIX Nlyyer. PerynMpoBOYHbIA BUHT KO3bipbKa MO3BOMSET PErynMpoBaTb
NONOXKEHMNE COMHLE3aLUTHOTO KO3bIpbKa B 3aBUCHMOCTU OT YC/IOBMI BHELIHEN CPefbl.

Avopbl WK-noacBeTKM, M [AaTYMK OCBEL,EHHOCTM MO3BOMSAT OCYWECTBAATh
BUEOHabN0leH e B YCNOBUAX HU3KOW OCBELLEHHOCTH.

O6beKTMB ¢ (DUKCUPOBAHHLIM (HOKYCHBIM PACCTOSHUEM MEXAY ONMTUYECKUM
LLeHTPOM NNH3bl 06BbEKTBA M (hOKaNbHOW NIOCKOCTbIO BUAEOKAMeEpbl NpejHa3HayeH
ANA CO3[aHuA NeNCTBUTENIbHOTO ONTUYECKOTO N300pameHus.

Kabenb Bupeokamepbl fABAAETCS KOMOMHMPOBAHHbLIM W BKAOYaeT B cebs

ceTeBon Kabenb 1 kKabenb nuTaHus (PUCyHoK 6.1).

KpoHLTenH o

Y ‘ 1
PerynmpoBOYHbIN BUHT . {
ConHuesau4MTHMM|go3upeK
Kopnyc e/
[laTynK ocBelleHHOoC Y

Ob6beKTMB
Kabenb

AN

Lo By 11

IR

PUCYHOK 4.1 - BHelHWI BUA, U OCHOBHbIE 3/IeMEeHTbl BUEOKamMepbl

U4 .
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o4 KpbIWKOW, BHYTPU KOpMyca yCTPOMCTBA, HAXOAMTCA KHOMKA annapaTtHoro
cbpoca (RESET), cnot ansa Kaptbl namat «Micro SD» v pbluari HacTponKuU POKYCHOro
pPaccToAHMA N Pe3KOCTU.

KHonka annapaTHoro c6poca (PucyHok 4.2) ucnonb3yeTca Ans Bo3Bpata K
HAaCTPOMKamM MO yMonyaHut. Ecnm HaxaTb M yAaepxuMBaTb 3Ty KHOMKY B TeyeHue 5
CEKYHA, KOHDUIypaunsa CMCTEMbl BEPHETCA K 3aBOACKMM HAaCTPOMKaM.

Kapta namatu «Micro SD» (PucyHok 4.2) (He BXOAWT B KOMMIEKT NMOCTaBKW)

ncnonb3yeTca and 3anncm BMaeonoToKa.

CNnoT ana KapTbl NamaTy
KHonka annapatHoro cobpoca

Rl

Ek

>
i

-

’ Y

\

PucyHOK 4.2 — PacnonoxeHune KHOMKKM annapatHoro c6poca u cnoTa Ans KapTbl NamaTu

)
¢
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5 MOHTAX N AEMOHTAX
5.1 MEPbI BE3OMACHOCTU

1. K pabote ¢ usgennem gonyckaetcs KBannbULUMPOBAHHBIN NepCoHan, U3y4YnBLLN
HacTosALee pyKOBOACTBO.

2. Bce paboTbl N0 MOHTaXy W HanajiKke Npou3BOAWUTb C cobntogeHrem TpeboBaHMiA
AENCTBYIOLMX HOPMATUBHBIX JOKYMEHTOB M0 TEXHUKe 6e30MacHoCTH.

3. Jlnua, nponsBogaLIMe MOHTaX U HaNnaaKy, LOIXHbI MMeTb YAOCTOBEpeHe Ha NpaBo
paboThbl C 3NEKTPOYCTAaHOBKAMM HanpsXeHnem Ao 1000 B.

4. MoHTa¥ Npon3BOAUTL TONILKO MPUY OTKAOYEHHOM HAaMNPAXEHUN MUTAHUA.

5. 1A MOHTaXHbIX paboT HeobXoAMMO MCMOMb30BaTb MCMPABHbIA, G€30MacHbIN U
YAOOHbBIN MOHTAMXHbIA MHCTPYMEHT.

6. MoHTaX NpomM3BOAUTbL TONbKO HA YUCTOM, CYXOW YCTAHOBOYHOW MOBEPXHOCTU MpW
OTCYTCTBMM  aTMOCKEPHbIX  OCAJKOB, MNOBbLIWEHHOW BAAXHOCTM M WHbIX
HebnaronpuATHbIX YyCIOBUN.

7. Bce Buabl paboT ¢ n3genvem Bo BpeMs rpo3bl 3anpeLtaTcs.

8. MoHTaX nNpou3BoauTb 0e3 NoBpeMAeHUs KOHCTPYKUWUWU. BbINONHEHHbIA MOHTaX
nomkeH  obecneymBaTb  FePMETUYHOCTb  BHYTPEHHen KOHCTPYKL MK n
3NEKTPUYECKOro NOAKNIOYEHUA BULEOKAMEpHI.

9. Heobxoanmmo ncknountb obpasoBaHue, NonaaaHne Mam Bo3aencTBne KoHaeHcata,
3ANeKTpopaspsAna, CTaTUYEeCKOro 3/eKTpu4YecTBa, rpA3M, MXUAKOCTM, OMNaCHbIX
BewectrB M Mycopa Ha MNOBEPXHOCTU, HA 3INEKTPOHHbIX, ONTUYECKMUX,

KOHCTPYKTUBHbBIX N 3NEKTPUHECKUNX INEMEHTAX BUAEOKaMEPHI.

5.2 NOAroTOBKA U3JAENNA K MOHTAXY

BHUMAHWE!
3anpelaeTca NepeHoCUTb, epXarb, 3aKpensaTb, No/BeWnBaTh BUAEOKAMEPY
3a KabeNb — 3TO BE/IET K NOTepe rapaHTim 1 NONOMKe yCTPOMCTBa.

\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru
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BHUMAHWE!
CneumanncT No MOHTaxy, Npu HeOOXOAMMOCTU, MOXET UCNONb30BaTb MHYIO

TEXHONIOTUIO YCTAHOBKW U KpenexHble 31eMeHTbI, HE BXOoaAlle B KOMIMIEKT
MocCtaBKK, €Ciin 3TO0O He Hapyuwaer KOHCTPpYKUWK, HEe BAMUAET Ha pa60Ty
yCTpOVICTBa n obecneymsaer HaeXHOCTb CMCTEMBI.

Bbibepute MecTo KpenneHus BUAEOKAMepbl C y4eTOoM rabaputHbIXx pa3mepos

nspenua (PrucyHok 5.1) 1 yno6¢tBa paboTbl C MOHTAXKHbBIM UHCTPYMEHTOM.

e
et e ——

PucyHoK 5.1 — FabapuTHble pasmepbl BUAEOKaMepbI
Ybeautecb, UTO  MOHTAXHas  MOBEPXHOCTb  CMOCOOHA  BblAEPKMBATDL

TPEeXKPaTHbIN BEC KaMepbl M KPOHLITENHa.

BHUMAHWE!
[lpy MOHTaxe npoBOAA 3NEKTPOMUTAHUA W BbIXOJOB CNnefyeT OCTaBuUTb

[OCTAaTOYHOE MNPOCTPAHCTBO ANA  NerKoro [AocCTyna npu  AanbHenwem
06CnyMUBAHUM YCTPOICTBA.

5.3 MOHTAX

‘ BHUMAHWE!
MoHTaX # nycKoHanajouHble paboTbl M34enus, BKKOYAs PerynupoBKy

06beKTMBa, NPOBOAMTL NMPU OKpyKalolerh Temnepatype He Huke +10 °C,
OTHOCWUTENbHOM BNAXHOCTM BO3Ayxa He Bbilwe 80%, NpU  OTCYTCTBUY
‘ NOBbILEHHOTO MCNAapeHus U NapoobpasoBaHus, yCUNeHHom Bubpauun.

U4 .
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1. Wcnonb3ys Tpadaper Ans KpenneHus BUAEOKaMepbl, OTMETbTE TOYKU KpenneHus
Ha YCTAHOBOYHOW MOBEPXHOCTU W MpoCBepnAuTe 4 oTBepcTUa (AMameTp 6 MM,
rnybuHa He meHee 25 MM) B YCTAHOBOYHOM MOBEPXHOCTY.

2. Ncnonb3ys KpenexHble 31e€MeHTbl M3 KOMMJEeKTa MNOCTaBKMW, 3aKpenute

BUI€OKAaMepy Ha YCTAaHOBOYHOM NoBepxHoCTU (PUCYHOK 5.2).

PucyHok 5.2 — KpenneHue Bugeokamepol

5.4 HACTPOMKA HAMPABJIEHUA OB bEKTUBA

[Ans  HacTpolMkm  Tpebyemoro  HanpaBfieHuss obObekTMBa  ocnabbTe
(DUKCMPYIOWMIA BUHT KPOHLWTENHA U OTPeryaupyinTe MonoXkeHMe Kopnyca yCTpoMCTBa
OTHOCMUTENIbHO KPOHLITEWHA, HanpaBnB 0O6BHEKTUB BMAEOKAMepbl Ha 30HY HabNoAeHWS
(PycyHoK 5.3). 3ataHuTe DUKCUPYIOWNIA BUHT KPOHLWTERHA Ana HUKCALUN NONOKEHUS

Kopnyca ycTponcrea.

4 -
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(

=

DUKCUPYHOLLUIA BUHT
PrucyHoK 5.3 — QUKCUPYIOLWMNIA BUHT KPOHLITENHA

5.5 JIEMOHTAX

I,ﬂ,eMOHTEl)K BMOEOKaMeEpPbl NpoM3BOAUTCA B 06paTHOM nopagKke npu

OTK/MIOYEHHOM HanpAXeHU NMTaHnA.

U4 .
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6 NMNOAK/NOYEHUE

Kabenb BUOEOKAMEPDLI ABNAETCA KOM6VIHVI|DOBaHHbIM U BKNOYaeT B cebs

ceTeBoW Kabenb n kKabenb nuTanua (PucyHok 6.1).

- B Pazbem nuTaHus
12 B nocToaHHOro Toka

f " . Pasbem RJ-45

PucyHok 6.1 — Kabenb BuaeoKamepbl

1. Ncnonb3ya cooTBeTCTBYIOUIME NPOBOAA, KAK YKA3aHO HA MAapKMUPOBKe, NOAKIOYNTE
MX K ONOKYy nuTaHua. HeBepHoe coefMHEHME MOXET NPUBECTU K MOBPEXAEHUIO
U/ vnu HenpaBUNbLHOMY (DYHKLVMOHMPOBaHNIO 060pyAOBAHMSA.

2. Wcnonb3ys ceTeBoi Kabenb, NOAKAOYMUTE BUAEOKAMEPY K BUJEOPErncTpaTopy uau
KOMMbIOTEPY B 3aBUCUMOCTM OT BbIOPAHHOW CXeMbl NOJKN0YEHUS. Ba3oBble cxembl
noaKnoYeHns npeactabneHbl Hue (PucyHoK 6.2, PucyHoKk 6.3, PUCYHOK 6.4).
HeBepHoe coeAnHEHNE MOMET NPUBECTU K MOBPEXAEHUIO U/UNN HENPABUNLHOMY

(YHKUMOHNPOBAHMIO 060PYA0BAHUS.

Kabenb UTP cat.5e

Bupeokamepa :
Komneiotep

PucyHoK 6.2 — Cxema NofKN0UYeHNA BUJEOKaMepPbl K KOMMNbOTEPY

U4 .
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kabenw UTP cat.5e 7} > / kabens UTP cat.5e
Kommyrarop

' \

Bupeokamepa

Komnbiorep « -

PucyHok 6.3 - Cxema nofKto4YeHUs BUAEOKAMEPbl K KOMMNbIOTEPY Yepe3 KOMMYTaTop

MonuTtop

,-—"‘“ AN
Buaeokamepa
._--"q“ A2
Kabenb UTP cat.5e —
—
Bupeoperucrparop |
- / kabens UTP cat.5e
Kommyratop

PucyHoOK 6.4 — Cxema NoJKN0YEeHUA BUAEOKAMEPbI K BUAEOPETrMCTpaTopy

U4 .
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7 WEB-UHTEP®ENC
7.1 TIOAKNOYEHUE K WEB-UHTEPOENCY

OTKpoWTe Ha KomnbloTepe Opay3ep Internet Explorer v BBeauTe B
OTKpbIBIIEMCS OKHe Opay3epa B aapecHon cTpoke IP-agpec Bugeokamepsbl, nocne
3TOr0 aBTOMATUYeCKW C BUAEOKAMepbl 3anyCcKaeTcs MNPUNOKEHWEe C CUCTEMHbIM
coobuieHnem, rae nonb3oBaTeto Npeanaraercs Npu NepBoM MOAKMOYEHUU K web-
uHTepcdency Buaeokamepbl yctaHoButb Web-nnarud (PucyHok 7.1). Hawmure
«CoxpaHutb hann» ANA pe3epBHOr0 COXPAHEHUA Ha KOMMblTepe YCTaHOBOYHOMO
nakera pAna >3TOro naarMHa wu  «3anycTuTb» [LNA  aBTOMAaTM4YeCKOW YCTAHOBKMU

KOMMNOHEHTOB NNdrnHa.

BHUMAHME!
[lns aBTOMatnyeckow yctaHoBku Web-nnarvHa TpebyoTcs aAMUHUCTPATUBHbIE
npasa B OC Windows

Bmp,eor(arv\epa Mo ymON4aHUIO MMEET:

— MacKy noacetn 255.255.255.0
— |P-appec 192.168.1.108

— WMA nonb3oBartensa: admin

3anycTute 10T (ain?

Bbl cobMpaeTech OTKPbITh:
Vima:  CADownloads\webplugin exe

2 n'
¥ ' webplugin.exe Vianatens:  BoLID ZAO NVP
Tun

asnaowmincs: Binary File (1,3 MB)
v3 http://192.168.1.102

Bbl XOTWUTE COXpaHUTL 3TOT Gann?

fCoxpaHmboaﬁn‘ ‘ Otmena |

PucyHok 7.1 — YcTaHOBKa nnarnHa ana noaxknioyerus K web-untepdency

Mpu nepsom 3anycke BebO-uHTepdeiica BUAeOKamepbl HeobX0AMMO NPOWTK

npoueaypy MHULMANMU3ALUU, COCTOALLYIO U3 TPEX LIATOB:

U4 .
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lar 1 (PucyHok 7.2): Bbibepute pervmoH (cTpaHy) M A3bIK CUCTeMbl Beb-

nHTepdenca.

QObnacTb |Russia i

A3blk ‘ Russian v ‘

CranaapT Bugeo [PAL M

Cneayrowmit war

PucyHok 7.2 — ViHnunanusauus nonb3oBatens «adminx»: BbiOOP A3blKa U pernoHa

LLiar 2 (PucyHok 7.3): YctaHoBUTe Hanbonee yaobHbIN hopmat Aathl U 4aCOBOW

nosic. Tekyliee BpeMsa MOXHO 3aJaTh BPYUYHYIO, UIN CUHXPOHU3UPOBATb C CUCTEMHbIM

BPEMEHEM KoMMbloTepa.

DOpMaT gatkl ‘ [exb-Mecau-Tog v \

Yacosoit noAc ‘(UTC+O3:GO) Moscow, St. Petersburg, Volgograd V]

Tekyluee spema 14-04-2020 ™| 16 : 07 : 23

ByAeT H3MeHeHo Ha 14-04-2020 16:07:23

PucyHok 7.3 - MHuumanusaums nonb3osatens «adminx»: BbiOOp BpemeHu 1 Aathl

lar 3 (PucyHok 7.4): CreHepupyiTe naponb nonb3osatens. [nauHa napons
[O/MKHA OblTb He MeHee 8 CUMBOJIOB, NMApPO/b MOMXET COCTOATb W3 3arfaBHbIX U
CTPOYHbIX OYKB naTuHckoro andasuta (A-z), apabckux undp (0-9) U cneumanbHbIX

CMMBONOB. B uenax obecneyeHns 6e3onacHoOCTM npu Cco3paHnn napond HGO6XOD,VIMO

\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru
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ncnonb3oBdtb He MeHee [ABYyX TWUNoB CUMBOJIOB. PeKOMeHﬂ,yeTCH TaKXe YyKa3dTb
pe3epBHbIl7I agpec 3J'IeI-(TpOHHOI7I Mo4yTtbl, C TMNOMOLWbKD KOTOPOro BO3MOXHO

BOCCTAHOBUTb NApPOJib NOJ/ib30BaTeNA, eCnn oH 6yp,eT yTpayeH.

Monb3oBarens admin

Maponsb 1 |

lMoasepxgeHue [ |

Maponb He MOXeT COCTOATL MeHee yem 13 8 yudp, Oyke unu cumeonos. [omkeH

BKI-Tb MUHMMYM B2 TUNA.

] Paseps. email agpec
Wcn-ca gna cbpoca napona.

CoxpaHuTb

PucyHok 7.4 - Unuumnanusauns nonb3osatens «admin»: co3gaHue napons

Beeaute Bawe MMA NONb30BaTeNA W Napofb, HaXMUTE KHOMKY “Bxop”

(PucyHoOK 7.5).

T o3

Monk3osatens: |admin

Mapons: 3abbinu naponb?

PucyHoKk 7.5 — Bxoa B web-nHtepdeic Bugeokamepbl

Mocne ycnewHon aBTOpM3auuMM  OTKPOeTCA  OKHO  web-uHTepdenca
Buaeokamepbl (PucyHok 7.6). B oOTKpbiTom OKHe web-uHTepdenca Ha naHenu
NnpocmoTpa BuAeonoToka OyaeT cpasy MATM HenpepbiBHAA TPaHCAAUUA OCHOBHOFO

BNOEOMNOTOKA «3aXBA4Y€HHOIro» BVI,D,EOK&MGPOIZ M306pa}KeHl/IFI peaabHOro BpemeHu.

U4 .
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EI=I8[=] IP-kamepa ' @ O A Eo

[ olCNI=~ R - |

PrucyHoK 7.6 — TnaBHOe meHio web-uHTepdeiica

7.1.1 BoccTtaHoBNneHUe Naponsa nonb3oBarens

Echv naponb Aansa Bxoaa B Beb-uHTepdenc BUAEOKAMepbl YTpauyeH,

Heob6Xx04MMO NPONTU NpoLeaypy ero BOCCTAHOBNEHUS.

BHNMAHWE!

BoccTaHoBneHMe napond nonb3oBaTens BO3MOXHO TO/bKO B TOM Chydyae,
ecnn BKMoYeHa dyHKumA «Cobpoc naponsa» (Bknagka «O06CNyxMBaHUe
CUCTEMbI»), @ TaKKe VYKa3aH pe3epBHbIN aApec 3MEeKTPOHHOM MOYTh
nonb3osatens (Bknagka «[lonb3oBatenu»). B npoTuBHOM cnydyae, naposb
BOCCTAHOBUTb HEBO3MOXHO, 1 AOCTYN K BUI€OKaMepe BO3MOXEH TOJIbKO Npu
BOCCTAHOB/NEHUN 3aBOACKUX HACTPOEK C MOMOLLbI0O KHOMKKW annapaTtHoro
cbpoca.

Mpn BxoJe B CUCTEMY BBEAMTE MMSA MNONb30BATENA W HaMMuTe «3abbinu

naponb» (PucyHok 7.7).

U4 .
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»

BOL!D IR ; §
Monk3oeatens: |admin

PucyHok 7.7 — ViHuumanusaums ¢hopmbl BOCCTAHOBNEHWUSA NApPOsA NOMb30BaTeNA

[lanee HeobxoAMMO NPOWTV Npouesypy BOCCTAHOBAEHUS, COCTOALLYIO U3 [BYX
WaroB, COrNAacHO MHCTPYKLMAM, coaepXkawmxca B Gopme BOCCTAHOBNEHUSA:

lar 1 (PucyHok 7.8): OTcKaHupyiTe oTobpasuBlininca QR-Koa, MCMnonb3ys
Kamepy MmobunbHoro TenecboHa (MAM nNpunomeHue, nNpeAHasHayeHHoe ANS
CKaHupoBaHusi QR-KOAOB), U OTNpaBbTe Pe3ynbTaT CKAHMPOBAHMA HAa 3NEKTPOHHYIO
nouty support_gpwd@htmicrochip.com. Ha pe3epBHbii aapec 3MEKTPOHHOW MNOYThI
nonb3oBatenss OyneT OTNPABNEHO MUCbMO C KOJOM BOCCTAHOBNEHMWS, KOTOPbIN

Heobxoanmo BBecTM B rpade «Beeante Koay.

SN: SL*****=JT8AAQ

OTcxaHupynTe QR-KOA ¥ OTNPAaBLTE Pe3ynsTaT Ha
support_gpwd@htmicrochip.com. Ha pe3epsHbii
Email npuaeT NMCLMO C KOLOM SBOCCTaHOBNEHUA

BeeauTte kog... I

l OTtmeHa l I CregyroLwin Lwar ]

PI/ICyHOK 7.8 - BocctaHoBneHune naposa nonb3oBaresida: 3anpocC Koda BOCCTAHOB/EHNUA

U4 .
\ )) SEC.RU KopoTkun nyTb K MHpopmaLmm CkavaHo c sec.ru



mailto:support_gpwd@htmicrochip.com

VCI-184. Bepcua 2. PyKoBOACTBO NO 3KCIJlyarauuu 24

lar 2 (PucyHok 7.9): CreHepupyinTe HOBbIM Naponb. [avHA napons AomKHa
ObITb HE MeHee 8 CMMBOJIOB, MapP0/ib MOMXKET COCTOATb M3 3arNaBHbIX U CTPOYHbIX OYKB
natuHckoro andaeuta (A-z), apabckux undp (0-9) n cneumnanbHbix CUMBONOB. B Lensx
obecneyeHns 6e30MacHOCTM NpW CO3[4AHUKM MAPONs HeobXoAMMO MCMoNb30BaTb He

meHee AByX TMnoB CMMBONOB.

[Nonb3oeatens admin

[Maponb

[Maponb He MOXET COCTOATb MeHee Yem U3 8
yudp, 6yks unu cumeonos. [JomKeH BKN-Tb

MUHUMYM OBa TUNa.

MNoasep:kaenue

l OtmeHa l I CoxpaHuTb l

PucyHok 7.9 — BoccTaHOBNEHME Naposis NonAb30BaTeNs: co3jaHne HOBOro naposns

7.2 NABHOE MEHIO WEB-UHTEP®ENCA

Pasgenbl rnaBHoro meHio web-nHTepderica (PucyHok 7.10) npepocTaBasioT

AOCTYN K ynpaBneHuto 1 pabote ¢ BUAEOKAMEPOW.

PucyHoK 7.10 — Pa3aenbl rnaBHOTo MeH0 web-nHTepdenca

Pasgen meHio «[lpocmoTtp» u npegHasHayeH Ans  jgoctyna K
HenocpeACTBEHHOMY MPOCMOTPY BWEOMNOTOKOB, TPAHCAUPYEMbIX BUAEOKAMEPON B
peanbHOM BpPEMEHW, BbINONHEHUS YNPaBAAKLWMX [ENCTBMA NpPU  NPOCMOTPE,

yrnpaBneHus napameTpammu BU3yanusalnm ans naHenn npocMoTpa.

U4 .
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[

Paspen meHw «BocnpousBeaeHue» . npefHasHayeH Ana pAoctyna K

HenocpeaCcTtBeHHOMY BoCnpon3BeaeHno COXpaHEeHHbIX BUAEO UMK M306pa)KEHI/IFI.

Pasgen meHio «HacTponkuy» ﬂ npeAHa3HayeH A ynpaBaeHns HacTpoMKamu

BMOEOKAMEPDI.

Pasgen meHio «CobbiTnsA» “ npeAHa3HayvyeH Ans NPOCMOTPa M ynpaB/ieHus

HacTponKamu cobbITuin TpeBor, GopMUpPYyEMbIX BULEOKAMEPON.

Pa3gen meHio «Bbixog» m npeaHasHayeH Ana 3aKpbITUA U BbIXOAa U3 web-

nHTepdenca BugeoKkamepbl.

7.3 PA3JIEN MEHIO «[IPOCMOTP»

Pasgen meH «llpocmoTtp» (PUCYHOK 7.11) BKIWOYEH MO YMONYaHUIO C
OTKpbITUEM Wweb-nHTepdenca, No3BonseT NPOCMATPMBATL HA 3KpPAHE KOMMbOTEpa

BUIEOMOTOKM 1 U306paxeHuns (BuaeoKaapbl), TpaHCAnpyemble ¢ BUAEOKAMEPDI.

Do <=0 e

1 — NaHenb BbIGOpa BUAEONOTOKA

2 — OKHO npocmoTpa

3 — [laHenb ynpaBneHMAa OKHOM MPOCMOTPa

4 — TaHenb AeACTBUI C 0OBEKTOM NPOCMOTpPa
PucyHok 7.11 — CTpyKTypa pa3aena meHto «llpocmotp»
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Bbi3oB pasgena MeHwo «[pocmoTp» U3 apyroro coctosHus web-uHtepdeiica

NnpPpon3BoANTCA HaaTheM KHOMKN u B rMaBHOM MEHIO.

7.3.1 Bbibop BUA€onoToKa

BbiGop BMAEONOTOKA A/18 MPOCMOTPA Ha 3KpPaHe KOMMbTepa BbIMOAHAETCA C
nomollblo naHenu Bbibopa BugeonoToka. MHTepderic npeactaBneH Huxe (PucyHok

7.12).

_| Non. noTok 1 || Oon. noTok 2 | ﬂpDTDHDJ‘I|TCP V|

PucyHok 7.12 — NaHenb BbibOpa BUEONOTOKA

OnucaHne BMAEONOTOKOB NpeactaBneHo Hmke (Tabnuua 7.1).

Tabnuua 7.1 — OnucaHne BUAEOMNOTOKOB

[MAPAMETP OnNUCAHKE

OTo6pa>+<eHV|e OCHOBHOIro BMA€ONOTOKa 1o yCTaHOBﬂeHHOIZ

«OCH. [ToTOK» -
CUCTEMHOWN KOHUTypaL M BULEOKaMepbl.

OT06pa)KeHl/Ie nepeoro AOMNONHUTENbHOIO BWAEOMNOTOKa MO

«[on. MNoTtoK 1» - -
YyCTAHOBNEHHOWN CUCTEMHOW KOHMUIypaunmn BMaeoKamepbl.

OT06pa)KeHl/Ie BTOpOro paonosiHuTe/sbHOro BWMAEONOTOKa nNO

«[on. [loToK 2» - -
YCTAHOBNEHHOWN CUCTEMHOW KOHMUIYpaLnum BMaeoOKamepbl.

BoibOp ceTeBOro MNpOTOKONA MOAKMNOYEHUA AfiA  MPOCMOTPaA
BuaeonoTtoKa. [loctynHble 3HaveHusa: «TCP», «UDP», «Multicast»

MpoTokon
UDP
Multicast

7.3.2 [leiicTBMA € 0ObEKTOM NpOCMOTPaA

«[poToKONbI»

Bbibop aenctBuii ¢ 06HEKTOM NPOCMOTPA BbINOMHAETCA C NOMOLLbIO NaHenu

AEeNCTBUI C 0ObeKTOM NpocMoTpa. MHTepderic npeactasneH Huxe (PrcyHok 7.13).
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(@] [=d =7

PucyHok 7.13 — NaHenb 1encTBUiN ¢ 06EKTOM NPOCMOTPA 0ToOpaKaemoro
BMAEONOTOKA

CBefieHMA 0 beHI-{LI,I/IFlX 31€MEHTOB NaHenun AencTBun ¢ obbeKToM npocmoTpa

oTobpaxaemoro BUAEONOTOKA NpefcTaBneHbl Huxe (Tabnnua 7.2).

Tabnnua 7.2 — OyHKUMM 31eMEeHTOB NaHenu AEeNCTBUA C 0OBEKTOM NpoCcMOTpa
0ToOpaXKaeMoro BUe0NoTOKa

INEMEHT OyHKUMA

(@] l=d)

i Undposoi 3ym

Koraa BuAeoM306pameHne HAaXOAUTCA B UCXOAHOM

i} COCTOAHUM, C MOMOLLBI0 JEBOM KHOMKU  «MbILLIN»
«UndpoBOA 3yM» | w0 BbigenuTs  KaKoR-nM6o yyactoK  Ans
yBeNMueHns. He B WCXOLHOM COCTOSHUM MOXHO
NepeTacKuMBaTb 30HY YBeIUYEHMA B  3aAaHHOM
oManasoHe. [lNA  BOCCTAHOBNEHUA MpPEeAbIAYLLEro
COCTOSIHWA CNefyeT HawaTb MPaBYyl0 KHOMKY MbILLN.
Koneco NpOKPYTKM «MbIlU» NO3BOAAET YBENMYMBATH
MU YMEHbLLATb pasmep BUAEOU306paKeH .

o) =1 @

Coxp. nzoBpaxenne

@] «Coxp. ¥
I/I3o6pa>KeH|/|e» aXatmem Ha 3Ty KHONKYy Cucrema 4epes web-
WHTepdeiic caenaeT ofMH MOMEHTANbHBIA CHUMOK U
COXpaHUT €ero Ha HoCcuTeJlb AdHHbIX B ManKkKy no
YKa3aHHOMY MapLLpyTy.

3 (e &) =0 ©

Tpoekpar.coxp.nzobpasennn

«TpoeKkp. coxp.

Mpn HaxatMnM Ha 3Ty KHOM ncrema 9 web-
n306paxeHns» pyu Haxa a 3Ty KHOMKYy cucTema 4epes web

nHTepdenc caenaer TPOMHON CHUMOK Ha BUAEOMNOTOKE
C 4acTOTOW OAMH CHUMOK B CEKYHIYy M COXPaHWUT KakK
OTAENbHbIE TPU CHUMKA Ha HOCUTENb IdHHbIX B B NAMKy

U4 .
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INEMEHT OyHKUMA

No yKa3zaHHOMY MapLipyTy.

3anKnck

Mpy HaxaTMM Ha 3Ty KHOMKY cuctemMa 4yepes web-
«3anucby MHTepdEenc HayMHaAeT BbIMOMHATL  HEMpepbIBHYIO
3anuncb BUJEONOTOKA HAa HOCUTENb [JaHHbIX B NaAMKy no
yKa3zaHHoMy maplupyty. COCTOAHME HaXaTol KHOMKW

&

MMEeeT NOAKPAaWeEHHbIM BUL — CUHEW pacLBeETKW.
[loBTOpHOE HaxaTue BbIK/AOYAET BbIMOIHEHME 3aMUCH.

7.3.3 YnpaBneHne oOKHOM nNpocmoTpa

WHTepdenc naHenu ynpasieHUA OKHOM NPOCMOTPa MpeACTaBfieH HUXe
(PucyHOK 7.14). 3nemeHTbl NaHenu ynpaB/ieHWs OKHOM MPOCMOTPa MNO3BONAIT
ynpaBnsTb napameTpamu, OTBeYalW MMM 33 Ka4yecTBO M yA0OCTBO oToOpaxeHus B

OKHe NpoCcMoTpa.

w00 52 $o

PucyHoK 7.14 — lNaHenb ynpaBneHns OKHOM NpoCcMoTpa

CBefieHMA o ¢yHKuMHX 3NeMeHTOB NaHe/n ynpaBneHMA OKHOM MPOCMOTpa

npeactaBneHsl HUXKe (Tabauua 7.3).

Tabnuua 7.3 — PyHKUMKN 31eMEHTOB NaHen ynpasieHns OKHOM NpocmoTpa

INEMEHT YNPABJEHUSA DYHKLMA

q Hacrpoiika nsobpaxernn |
HacTpowka

ﬂ n3obpaxeHus Bbi3oB MHTep(eiica ynpaBneHUs LBETOBbIM KAaYeCTBOM
MHTEPAKTUBHOIO NOKa3a BMAEOMNOTOKa.

m I'Iepexop, K OpuruHaneHelid pasmep
opurnHany

U4 .
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INEMEHT YNPABJIEHUS DYHKLMA

Mepexon B PeXMM WUCXOAHOTO pa3mepa M3o00paxeHus
(opuruHan) oTtobpaxaemoro BuaeonoToka. Cnayxut ans
oToOpaeHus [eNCcTBMTENbHOTO pasmepa OpurMHana
BU/IEOKaApa NOTOKOBOTO BUEON300paXKeEHUS U 3aBUCUT
OT paspelleHns NOTOKa [ABOMYHbIX [aHHbIX Kajapa
TpaHCAMPYEMOTrO BUEOMNOTOKA.

E OTKpEITE HA BECE 3KpaH |

[lepexos, B TMNOAHO3KPAHHBIA peXum oTobpaeHus.
3aBUCUT OT paspelleHns 3KpaHa U pexuma padoThl
Ha Becb 3KpaH |MoHMTOpPa  KOMMbIOTEPA, WUCKaXaeT  oToOpaxeHue
AENCTBUTENLHOTO pa3mepa oOpurMHana u3obpaxeHus
BMAEONOTOKa. BbIXo4 M3 NONHO3KPAHHOrO pexunma
OCyLLeCcTBAAETCA  ABOMHbLIM  LIENYKOM  MbIWN UK
HaxaTnem KHonKu Esc.

kA
LY

(2 ANanNTHBH.
— Bbibop —
nponopuun Bbibop npenycTaHOBKU COOTHOLIEHNUA CTOPOH
BUAEON300paXKeHUsA Ha 3KpaHe MPoCMoTpa. 3HauyeHus:
«OObIYHBINY U «AANTUBHbBINY
[1naeHOoCTh
BoibOp npeAycTaHOBNEHHOTO 3HA4YeHUA mapameTpa
331E€PHKKU CKOPOCTM  TPaHCAALUY BW/JE0MNOTOKa.
: « ».
MNaBHOCTE 3HayeHus PeXum peanbHoro BpemeHU PEXUM

peasbHOro BpemeHu; «HOopManbHbIN»: HOPManbHbIN;
«[1NaBHOCTb»: CBOOOAHLIA. 3HAYEHME MO YMOMYAHUIO —
«HopmanbHbI». 3afepxKka obecneynsaet bydepusauuto
NnoToka ANA  YAy4dlIEeHUs  KayectBa  OToOpameHus
TpaHCAALUN.

Mudopmauma o npaennax
= Bhikn.

[Nokas npasun HaxmuTe KHOMKy, 4ToObl 0TOOPa3nTb aKTUBHbIE MpaBuia
BMAEO0AHANNTUKM Ha 3KpaHe npocmoTpa
BUAeOM3006paxeHus.

U4 .
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=
JnemMeHT yrnpasneHusa MNO3BONIAET YNMPABAATb NapaMeTpaMin VI306pa)KeHI/IF|

B OKHe npocmoTpa (PncyHok 7.15).

BHUMAHME!
OnucbiBaemble 1eNCTBUSA NPUMEHMUMbI TONBKO K OKHY NPOCMOTPa
WEB-uHTepdenca.

HacTpoiikn usobpaxeHus

PUCYHOK 7.15 — VIHCTPYMEHTbI HACTPOMKM M300paXKeHNs B OKHe NPOCMOTPa

OYHKUNM  MHCTPYMEHTOB HACTPOMKM U300pa}eHUs B OKHE TNpPOCMOTPa

npencrasneHsl HMke (Tabnuua 7.4).

Tabnuua 7.4 — OYHKUMM WHCTPYMEHTOB HACTPOWKU BUAEOM300pameHUs B OKHe

npocmoTpa
MAPAMETP OyHKUMA
o4 HacTpoiika ApKOCTM Bueon3o0paxeHus.
HacTtpolika KOHTPaCTHOCTM
. HacTpoitka BU/LE0U300paXKeHUn
BUEON300pamKeHms .

ﬁ HacTpoiika LiBEeTOBOro TOHa
BUE0N300paXkKeHUs

E HacTpoiika HacblleHHOCTH
BUE0N300paXkKeHUs
BoccTtaHoBneHue CUCTEeMHbIX 3HaYeHumn no

Cbpoc YMOYAHUIO ans APKOCTK, KOHTPACTHOCTH,
HaCbILL,EeHHOCTU 1 LBETOBOrO TOHA.

U4 .
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7.4 PA3JIEN MEHIO «BOCNPOW3BEJEHME

Paspen meHio «BocnpousseneHve» npeaHasHayeH Ans AOCTyNa K NPOCMOTPY
BUAEO03aNncen nnn n3obpaxeHnin, CoOXxpaHeHHbIX HA KapTy NamsTh, YCTAHOBMEHHYIO B

BMOEOKamepe. Bbi3oB pa3aena MeHio «BocnpomBep,eHme» N3 Apyroro coCtoAaHnA web-

nHTepdenca NpomM3BoAMTCA BbI3OBOM KHOMKM B [1aBHOM MeHI0 web-uHTepdencay.

NHTepderc pa3nena meHo «BocnpounsseaeHune» npeactaBneH Huke (PucyHok 7.16).

IP-kamepa L) o A E’

1 - [laHenb ynpaBneHna BOCNpPOU3BeeHNEM
2 - MaHenb ynpaBneHus BbIGOPOM TUMOB 3aNnceit BOCNPOU3BeeHNs
3 - [laHenb BpeMEeHHOW WKanbl BOCNPOU3BEAEHNSA
4 - TlaHenb AONOAHUTENbHbIX PYHKUWIN YyIpaBAeHNA BOCNPOM3BELEHNEM
5 - laHenb «BocnpounssepeHne Kanna»
6 - lMaHenb thopmaTta MHAMKATOPA BPEMEHW BOCMPOU3BELEHMNA
PucyHoKk 7.16 — Pa3gen meHto «BocnpounssegeHue»

MaHenb ynpaBneHns BocnpousseneHnem npmeeaeHa Huke (PucyHok 7.17).

¥ U U W Wy u y - ¥
(e ) Cm ) (e ) (e ) ) (o) ] __.,[_ [thg |
-y W W W W b, A -

PucyHok 7.17 — laHenb ynpaBneHns BoCNpon3BefeHneM

MaHenb ynpasneHus BbIOOPOM TUMOB 3anuceil BOCNpPOW3BeAeHUsA NpuBefeHa

Huxe (PucyHoK 7.18).
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. |
[+] [ OchoerHoit B [+ Cobwimue Tpesora W PyuH.

PucyHok 7.18 — NaHenb ynpaBneHus BbIGOPOM TUNOB 3anncein BoCNpon3BeeHuns

MaHenb BpeMEHHON WKanbl npueBefeHa HUxKe (PrucyHok 7.19).

PrucyHoK 7.19 — lNaHenb BpeMEHHOW LWKanbl BOCNPOU3BEeAEHUA

MaHenb  AONONHUTENbHbIX  (DYHKUWUIA  YNpaBAeHUs  BOCNPOU3BEAEHMEM

npueeaeHa Huxke (PucyHok 7.20).

%
|—LH¢POBO” 3yM HD Coxp. uzobpaxeHue

PucyHoK 7.20 — MaHenb ,EI,OI'IOJ'IHl/ITeJ'IbeIX (hYHKUMI ynpaBieHns BOCNpon3BefeHneMm

MaHenb «BocnpouseeaeHune knuna» npmeeaeHa Humke (PucyHok 7.21).

(§&l| ooooo0-oooooo |l

PucyHok 7.21 — [laHenb «BocnponssegeHue kKnnnay

MaHenb popmarta MHAMKATOpa BPEMEHM BOCNPOM3BeAeHUs NMpuBefeHa Huxke

(PucyHok 7.22).

L2 O || Oinr || ©30min |

PucyHokK 7.22 — lNaHenb popmarta MHAMKATOpPA BPEMEHN BOCNPOU3BEEHMUA

CDyHKLI,I/II/I 3NEeMEeHTOB YyhnpaB/aeHNA BOCnpoun3dBeaeHnem npuBeaeHbl HUXKE

(Tabnuua 7.5).
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Tabnuua 7.5 — PYHKUMUM 3NEMEHTOB YNpaBAEHUS BOCNIPOM3BEEeHNEM

JNEMEHT YNPABJIEHUA ®OyHKUNA

v B = |Bbibop 3anucu no|Tun “dav” pna Bbibopa BuAeo3anucn ans
Her.

e aare npocmoTpa. Tun “jpg” ana Bbibopa dotorpadum

Wion v < Pty

e o pna  npocmotpa.  WCTOYHMK  gaHHbIX MO
‘ ymonyaHuto SD KapTa namsTu. BoibpaHHas pata

2]13fj4)5]6]7]8

s [o[n]w]e]u]s [NA BOCMPOU3BEJEHMA [aHHbIX MOJCBEYMBAETCA
0B GBDE CUMHMM LBeToM. anenb Bbibopa 3anucu no aare
no3sonser ynpaBnATb No BbIGOpPY AaTbl MO

KaneHpapto: roa, mecau n npeHb mecsaua

Mo nate, OTMEYEHHON CUHMUM LIBETOM, BpeMEHHas
liIKana oTo0pPasnT WHAMKATOP  BbIMOAHEHUSA
3anucu  danna. Mpu 3TOM: 3€1€HbIM LIBETOM
npeactaBneHa oOblYHAA 3aNUCb, MENTbiM —
obHapymKeHne ABMKEHNA Ha 3anUCK, KPacHbIM —
TpeBOru, CUHUM — PyYHas 3anuce.

Bocnpoun3BefeHne danna 3anncum HayHeTca C
BbIOPAHHOrO MO KIAWKY «MblliblO» MOMEHTa
BpeEMEHM Ha  MHAMKATOpe  BbINOAHEHWUs
BOCMpPOW3BeeHNs.

Mepexoa k naHenu|KHomKa nepexona Ha naHenb Ansi Bblbopa 3anucu
BbIOOpa  3anuvceii|no CnunCKy.
Mo CMUCKY

wow w2 Q)| Bolbop 3anucu no

: Mo KnuKy Ha ﬂ HaYHeTCsA BbINONHEHMUE MOUCKA
L HoMepy B CrnCKe

BCex hannoB 3anncen Mmexay BpeMeHeM Havana
Y BpeMeHeM OKOHYaHWA BbIOPAHHOM AaThl.

[lna  BOCNpPOM3BEAEHMA 3arpyxatbca  daiinbl
W< vEED MoryT B hopmat «dav», «mps».

Hauano:

R [IBONHOW KNMK «Mblllblo» No ¢anny B CNUCKe
= thannoB 3anucei BOCNPOM3BOAMT 3TOT hann u
OJHOBPEMEHHO MOKAa3blBAeT €ro napameTpbl:
pasmep ¢anna, BPemMA Hayana wu BpemA
OKOHYaHMA BOCMPOU3BEAEHMA.

[Nepexona MeXay
naHensamu Bbibopa
3anucen

KHonka nepexoja Ha naHenb gnA Bbl60pa 3anncu
no aate.
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JNEMEHT YNPABJIEHUA ®OyHKUNA

Bocnpoussenerne |Pann 3anncu, KOTopbIn BOCNpoM3BoanUTcs, byaet
Knmna aBTOMAaTU4YeCKHU MPUOCTAaHOB/EH npu
ncnonb3oBaHmnm  (YHKUMM  BOCMPOU3BEAEHUA
Knuna. BocnponsseaeHune Knmna n
BOCMpOM3BeeHNe 3anucum He MOryT ObITb
peann3oBaHbl OAHOBPEMEHHO.

@E 00:00:00 - 00:00-00

[ina  paboTbl MO BOCMPOM3BEEHUID KAUMA
BbIMONHUTE AeNCTBUA:

LLlar 1: HaxmuTe Bpems Hayana, 4tobbl 06pe3athb
Mo OCY BPEMEHU. ITO BPEMSA JOMKHO HAXOANUTLCH
B AMana3oHe UHANKATOPA BbINOAHEHUS.

llar 2: HaBeguTe Kypcop MbIIX HA 3HAYOK
Knuna, u “BbibepuTte BpeMa Hayana " nosABUTCS B
MPaBOM HUKHEM yry.

lWar 3: Haxmute 3HA4YOK KAMMa W 3aBepluure
HaCTPOWMKY BpeMeHW Hayana BOCMNPOU3BeAeHUA
Kauna.

lar 4: HaxXmute KHONKY BpemMa OKOHYaHWUA
BOCNPOM3BEAEHUA KNUMA Ha OCUM BPEMEHU, U
BpeMs  JO/MKHO  HaxoAuTbCA B npefenax
AnanasoHa MHAMKAaTopa BbINOSHEHNA.

llar 5: HaBeaute yKasaTe/ib MbIWKW Ha 3HAYOK
Knuna u  “BblbepuTe BpemMs OKOHYaHua "
MOABUTCA B NPABOM HUKHEM yray.

lar 6: LlenkHuUTe 3HA4YOK Knvna wu 3aBepluute
HACTPOWKY BpEMEHMU OKOHYaHUSA
BOCNpOM3BELeHUA Knuna.

lWar 7: Haxxmute KHonky "CoxpaHutb".

®opmat BpemeHu  |paymute  Ha M WMHOMKATOP

BOCMpoun3BeaeHns OyaeT oToOpaxatbCs B 24-
4AaCOBOM pexume.

Haxmute Ha [ 7 MHAWKATOP

BOCNpou3BeaeHus OyaeT oTobpaxatbcs B 2
YyacoBom chopmare BUaEO.
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JNEMEHT YNPABJIEHUA ®OyHKUNA

Haxmute Ha || 7 NHANKATOP

Bocnpou3BeaeHns 6Oyner otobpaxatbca B 1
yacoBom (hopmate BUjEO.

Haxmunte Ha ] " NHANKATOP

Bocnpou3BeaeHns Oyaetr otobpaxatbcs B 0,5
yacoBom (hopmare BUAeO.

E@ Lncdposon 3ym HaxmuTe Ha «UUPpPOBON 3yM» YTOObI YBENNYUTD
obnactb BOCnpowu3BeaeHus. B nepBoHavanbHoe

COCTOSIHME UUGDPOBOro 3ymMa MOMKHO MepenT,
LLeNKHYB NPaBON KHOMKOM «MbILLIN».

icnonb3ya  CKPOMMHT Yy «MbIWW»  MOXHO
NPOKPYTUTb ANS  yBenuyeHus [ YyMeHbLIeHUA
L1 poBOro 3yma BMaeoO.

CoxpaHuTb Haxmnte Ha «coxp. Wu3obpaxeHue» 4TobbI
n3obpaxeHune cAenartb CHMMOK C TEKYLLEro Bnaeokaapa.
(») BocnpoussegeHue |Korga Bbl BuAWTE 3Ty KHOMKY, 3TO O3Hayaer
o MPUOCTAHOBKY UM He BOCNPOM3BeAeHNE 3annCH.
Haxmute 3Ty  KHOMKY ANA  BbIMNOAHEHUA
BOCMPOUN3BEEHMA.
(m) OcraHoBKa HaymuTe 3Ty KHOMKY, 4TOObl  OCTAHOBWTDL
o BOCNPOU3BeJeHMe.
(») Cnepytownn [na  uncnonb30BaHMA  3TOM  (PYHKUMU  HYXKHO
o dhparmeHT NMPUOCTaHOBUTb BOCNpou3BeaeHne. Haxmure 3ty
BOCMPOMU3BEJEHNA |[KHOMKY, 4ToObl Nepeltn K  chneayoliemy
(hparmeHTy BOCNPOU3BEeAEHNA.
() 3amegnunTb HaxmuTe 3Ty  KHOMKY, 4YToObl  3amennvTb
o BOCNPOU3BeJeHMe.
(») YcKoputb Hammute 3Ty  KHOMKY, 4YToObl  YCKOPWUTHb
o BOCNPOU3BEEHNE.
© 3BYK Haxxmute 3Ty KHOMKY [AnA  OTK/JAKYEHUA U

BHNIOYEHNA 3BYKa.
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NIEMEHT YNPABJIEHUSA OyHKUMA
(o [POMKOCTb 3ByKa | «[ON3YHOK» 418 perynnpoBKU TPOMKOCTY 3BYKA B
B npeaenax oT MUHUMYMa 40 MaKCMMyMa.
Mpasuna Haxmute KHOMKY, 4TOObI oTo6pa3ntb
. WHTeNNeKTyanbHble npasuna npu

BOCMpOW3BeleHU BULEO.

7.5 PA3IEN MEHIO « HACTPOMKN»

Paspgen meHwo «HacTponku» E NO3BONSAET KOH(UTYPUPOBaTb BCE NAPaAMETPbI
N peXumsl paboTbl BUAEOKAMEPbI B COOTBETCTBMM C NOTPEOHOCTAMK Nonb3oBatens, a
TaKKe UHTEPAKTMBHO NPefoCTaBAATb MHDOPMALNIO O CUCTEME BUAEOKAMEPDI.

HacTpoilka BuaeOKamepbl OCYLLECTBAAETCA MNOCPEACTBOM WHTEPAKTUBHOIO

ynpaBneHus Yyepes CTPyKTypupoBaHHoe meHio (PUcyHOK 7.23).

IP-kamepa S &= v A E’

P IP BHAeOKaMepa

P CeTb

P CoGbITHA

P 3anuck M XpaHeHHe
P CHcTeMa

P MHhopMaLna
PucyHoK 7.23 — Paspen meHto «Hactponkuns

CTpyKTypa pasfena MeHw «HacTpoiku» npeactaBneHa Huxe (Tabnuua 7.6,

PUCYHOK 7.24).

Tabnuua 7.6 - CTpyKTypa pasaena meHto «HacTponkuy»

[TYHKT MEHI0 MoANYHKT MEHIO BKNAKA [MTAPAMETP BKNAJIKU
N306paxeHne
IP kamepa YcnoBuA Ycnosus JKCNo3nums
[MoacBeTKa

U4 .
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BanaHc benoro
[leHb-HoYb
NK-noacseTka
NMpoduan
Bupeo
CHUMOK
Buaeo HanoxeHune
O6nactb HabnwaeHNSA
MyTb
TCP/IP
Mopt
PPPoE
DDNS
SMTP
UPnP
Cetb RMP
Bonjour
Multicast
802.1x
QoS
P2P
Joctyn ONVIF
RTMP
OGHapyxeHue ABMKEHUA
Buaeo cobbitus 3aKpbITHe 06BbEKTUBA
I3meHeHue cueHbl
CobbITus Cxema
BupgeoaHanutmka
Pacno3HaBaHue nu,
Henonapku OwwnbKa SD KapThl

U4 .
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OwwnbKa cetn
HeCaHKLMOHMPOBAHHbI AOCTYN
PacnucaHue 3anuncu
PacnucaHue PacnucaHne CHUMKaA
[pa3gHnKK
3anuch " XpaHeHue
XpaHeHne SD Kaprta
XpaHeHue apxmBa
FTP
NAS
HacTtponkn 3anuncu
5 O6uiMe HaCTPONKK
006l Me HaCTPOKM
[ata/Bpems
[Monb3osarenu
MNonb3oBartenn
ONVIF nonb3oBartenb
IP ®unbTp
Cucrema Be3sonacHocCTb 06cnyRUBaHNE CUCTEMBI
HTTPS
1o ymon4aHuio
MmnopT/3Kcnopt
ABTOYHKLNK
O6HOBNEHME CUCTEMDI
Bepcus
HypHan
Nudopmaumna | HypHan B
YpaneHHbIN XypHan
[lonb30BaTenn OHNANH

Y % SEC.RU
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IP-kamepa S @m = T2
¥ IP Bugeokamepa Ycnosus Mpodunu
> Ycnoeus NMpotuns [eHs
Bugeo
» CeTb Crunk| CraHaapT
P CobuiTua » 3xcnozuums SAprocTs E]_D‘_E’O
P Sanuck u XxpaHeHue » Flopceerka KoxTpact E]—| (] 50
P Cucrema » Banaxc Genoro H =] D [£]50
P VHpopmauus » Hewb/Hous PeskocTs (=] _O._ 50
» UK noaceema ramma (=] O 50
3epkano () Bkn. (@) Belkn. @
Mepesopor 0°

lﬂoymonuaﬂmo H OBHoBUTL || CoxpaHuTs ”

(i )—
O,

1 — [yHKTbI pasgena meH «HacTponku»

2 — BKnapka ynpaBieHua napameTpammn HacTpoeK

3 — [laHenb cCOXpaHeHUA N NHULMANN3aLmMmn HacTpoek

4 — TlaHenb BM3yaNbHOTO KOHTPOJIS M306paXeHus
PucyHok 7.24 — CTpyKTypa pa3gena MeHto «Hactponkuny

KHOMKWM naHenn coxpaHeHWs W MWHMUMANM3AUUM HACTPOeK HeobXoAMMO
MCNONb30BaTb A5 COXPAHEHUS M MHULMANM3aUMM HACTPOEK Ha KaXAOW BKNaAKe
ynpasneHUs napameTpamu HacTpoek:

KHonka — BbINOMIHAET U3MEHEHME TEKYLLEeA HACTPONKN NapaMeTpoB

BKMagKu C6pOCOM 3HAYEeHUN napameTpoB B 3Ha4eHWA 3aBOJACKON YCTaHOBKMN.

KHonka — BbINOAHAET U3MEHEHME TeKyLleh HACTPONKN NapamMeTpoB
BKNAAKM COPOCOM TEKYLMX 3HAYEHUI MNapaMeTpoB B 3HAYEHWs COXPaHEHHOM
nonb3oBaTtenem npeablaylien yCTaHOBKN.

KHonka — BbIMNOJIHAET COXpaHeHne TeKylen HaCTPOMKM NapameTpoB
BKNAAKMW.

[py HAaNMYMN HA KOHKPETHOW BKIAAKE NaHeNn COXpPaHeHUsa 1 MH1MLMannsaumnm
HaCTPOEK BaXHO, YTO AnA TOro, 4ToObl BbibpaHHble NapameTpbl BCTYNWUAW B AENCTBUE
HYXHO «MbILWbIO» Haxarb Ha KHoMKy «CoxpaHuTtb». Ecnu Ha BHNagke otcytcTeyet
naHenb COXPaHEHWA W WHULKMANU3ALMN HACTPOEK, TO MNapameTpbl COXPaHATCA

dBTOMATN4Y€CKN MO NX NHTEPAKTUBHOMY U3MEHEHNIO.
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7.5.1 TlyHKT meHio «IP Buaeokamepa»

NHTepdenc nyHKTa MeHW «IP BuaeoKamepa» WMeeT [ABa MNOAMNYHKTa:
«Ycnosua»;  «Bupeo»  (PucyHok 7.25) Ana KOHUIypMpoBaHMSA  HACTPOeK

BMOEOKAMEPDI.

IEI=IEI=] IP-kamepa O 3 A E’

¥V IP Bugeokamepa Yenosus Mpochunia
Mpohuns  [exs v
Buaeo

P Cetb Ctunk  Crangapt v

b CoSbiTHs bkt ApkocTs (=] m{ (3] 50

P Banuck U XpaHeHue : » MogceeTka KoHTpacT E]—O— 50

> Cucrema > BANAHEBENOME oo ienmocTs (2] =———{ ———1(F] 50

> UHpopmauus b Hetb{toYb PeskoeTh (=] mm{ =] 50
» WK nogceeTka Cannae E]'_'O— 50

3epkano Bkn. e Beikn.

Mepeeopot | 0° v

|I‘I0yM0ﬂuaHum H OBHOBUTE || COXpaHuTL |

PrcyHoK 7.25 — llyHKT meHi0 «IP Bugeokamepa»

7.5.1.1 [MoanyHKT meHI0 «YCnoBuA»

MoANYHKT MEHI0 «YCNOBUA» CTPYKTYPHO MMEET [iB€ BKNAMKM AN HeobXoanumoro

KOH(UIyprpoBaHus.

Bknagka «YcnoBua» CAYMUT ANA KOHPUrypupoBaHua npodunen onTUYeCKUX
NnapameTpoB BUAEOKAMEPbI;

Bknagka «Mpodunny» cayxut ana KoHbuUrypupoBaHusa rpaduka-pacnmcaHms
CYTOYHOTO  WCMOJHEHUS BUAEeOKamMepon npoduaen ONTUYECKUX MNapameTpoB

BNOEOKAMEPHI.

Buaeokamepa no3sonser KOHPUrypmupoBaTb ONTUYECKME NapaMeTpbl Mo TPem

npodunam (PucyHok 7.26).
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Hopm.
Npoguns
Hous

PucyHok 7.26 — NMoanyHKT MeHto «YcnoBus» (Ycnosus: Hopm./[leHb/Houb)

KoHpurypupyembie ontnuyeckne npod@unm HacTpoeK BUAEOKAMEpbI:

— «Hopm.» — HOpManu3oBaHHbIK NPOPUAb, MOXKET MCNOAb30BATbCA KAK €AWHbIN
Npoduab CYTOK, MW KaK CneumanbHbli ONTUYEeCKMUA Npodunb;
— «[leHb» — npodunb AnA HEBHOM OCBELLEHHOCTH;

— «Houb» — npodunb 4NA HOYHOW OCBELLEHHOCTH.

Bknagka «YcnoBus»

Bknagka «Ycnosmax» npegHasHayeHa ANA KOHOUIYypUMpOBAHUA YCTAHOBOK NO
KaXAoOMy M3 Tpex ONTMYeCKMX npodunen HACTPOMKM BuAeOoKamepbl. WHTepdeinc

BKNAAKKN «YcnoBus» npeacrasneH Huwe (PUCYHOK 7.27).

IP-kamepa ® @ g A E,
¥ IP Bugeokamepa Ycnosus Mpodunu
fpodune Netb
Bugeo
» Cets d Cne | Ctanpapt
P CobbiTus [ 3KCNosuUMa AprocTs B_O_ 50
P 3anuce u xpaHeHue » Moacsetka = 8 (£]50
P Cucrema » Banaxc Genoro Hac n ] D [£]50
» UHdopmaums » Hesb/Hous Pe3kocTs B_'{ }_ 50
» UK noaceemxa Tamma (=] U 50
3epkano () Bkn. (®) Belkn.
Mepesopor 0°

Mo ymonyaxuio H OBHoBUTL “ CoxpanuTs l

PucyHoK 7.27 — Bknagka «YcnoBusa»

Mocne BbINONHEHMA  KOHMUIYpUMpPOBaHUA No  NpoduNAM  ONTUYECKUX
napameTpoB BUeOKaMepbl HEOOXOAMMO COXPAHMTb WX C TMNOMOLLbIO KHOMKK

«COXpaHMTb» Ha NdaHeNnn CoOXpaHeHnAa U MHMUmnann3ayunm HacTtpoek.
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[loanyHKT MeH0 «YcnoBuA: I306paxeHne»

MoanyHKT MeHl «YcnoBusa: M3obpaxeHne» Mo3BoNseT KOHPUIrypupoBaTb,
KOPPEeKTMpoBaTb MapameTpbl U300paxeHus BuAeOKamepbl ANs  BblOpaHHOro
onTuyeckoro npocduna (PucyHok 7.26). WuTepdeiic napametpa «/3o6paxeHune»

npeactaBfieH Huxe (PucyHok 7.28).

Mpodune [JeHe
> MsobpaxeHue Crune | CTanaapT
b SECMOZWLIMA SpkocTs [ D [+] 50
» MogceeTra KowTpacT [=] G [+] 50
¢ BanaHc Genoro HackiwerHoeTs =] D [£] 50
b [exs/Houb PeskocTs [ G (+] 50
¢ MK nogceetra e E| D E| 50
3epkano () Ben. (@) B
Mepeeopot 0°

PucyHok 7.28 — MoanyHKT MeHto «YcnoBus: VI3o6pameHue»

OYHKUMM ¥ AMana3oHbl 3HAYEHU HACTpPOeK napameTpa «M3obpameHue»

npencrasneHsbl HMxe (Tabnuua 7.7).

Tabnuua 7.7 — PyHKUMM NapamMeTpOB NOANYHKTA MeHIo «YcnoBus: Mi3obpameHuner

MAPAMETP OyHKUMA

ApKocTb HacTpoika obuert spKkoctu un3obpaxeHus. Yem OGonblue
3HayeHue, Tem sipye n3obpaxeHune Oyaet. 3HaYEHME HAXOAUTCA B
avanasoHe ot 0 go 100.

KoHTtpacr Hactpoiika KoHTpacta BuaeousobpaxeHua. Yem OGonblue
4YUCNeHHoe 3HavyeHne, TeEM Bbllle KOHTPACT. 3Ha4YeHne HaxoauTca B
ananasoHe ot 0 go 100.

U4 .
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[MAPAMETP ®yHKUMA

HacbllLeHHOCTb Hactpoiika HacbluleHHOCTM BuaeouszobpaxeHus. Yem OGonblie
YyuCcneHHoe 3HayeHue, Tem HacblileHHee («yuuie») LUBeET. ITO
3HaYeHMe He OKa3blBaeT BAUAHUA HA 00Uy APKOCTb BCEro
BUE0N300paXKeHus. LiBet BU1e0N300paKeHus MOXeT
CTAHOBUTbCA C/IMIIKOM CWbHBIM NPU  Ype3mMepHo OONbLIOM
3HayeHUU. [na ceport 4YactTu BUAEOM300paAXKEHUA BO3MONKHO
NCKaXKeHne, ecnum OGanaHc 06enoro HenpaBWUNbHbIA. 3HayeHue
HaxoauTcAa B anana3oHe ot 0 go 100.

Pe3KoCTb HacTpoiiKa ypoBHA pe3KoCTu Kpas Ha u3obpameHun. Yem bonblue
3HayeHue, Tem Honee YETKMM CTAHOBUTCA Kpal Ha M306paxeHUu.
Ha wu306paxeHun reHepupyeTca WyYM, €CAU  3HadyeHue
YCTAHOBNEHO C/IMILKOM BbICOKMM. [lMana3oH 3HayeHuin ot O [0

100.

famma Hactponka  «lamma  KoppeKkuum» —  nopora  APKOCTK
n3obpaxeHus. Mopor ApKOCTU n30bpaxkeHnUs perynmpyercs yepes
HENNHENHbIN pexum peryinpoBKMU, ytoObl  YAYYWWUTb

OVHAMUYECKUI AManasoH oToOpaxeHusa u300paxeHus. Yem
bonblle 3HayeHWe, TemM ApYe U300OpameHUe CTaHOBUTCA.
[Avana3oH 3HaYeHun ot 0 go 100. BusyanbHO, Npu BKAOYEHHOM
raMma KoppeKuuy TEMHble obnacTv Kagpa CTaHOBATCA BUAHbI
nyywe, HO KOHTPACTHOCTb CBET/IbIX YYACTKOB CHUXAaeTCA.

3epKano 3epKanbHoe oTobpaxeHune n3obpaxeHuns

NMepeBopoT MoBopoT n3obpaxeHus. Mo3BonseT NoBepHyTb U300paxeHue B
3aBUCUMOCTYM OT cnocoba KpenneHus BUaeoKaMepbl.

[ToanyHKT MeHto «YCnoBuA: IKCNO3NLNA»

MoANYHKT MeH «YCNoBMA: DKCMO3ULMA» TMO3BONAET KOHPUIyprpoBaTh,
KOPPeKTUPOBaTb MapamMeTpbl 3KCNO3uUUKM n3obpaxeHus. MapameTpbl 3KCMNO3ULUM
BNMAIOT Ha APKOCTb, KOHTPACTHOCTb M LBeTonepeaadvy wu3obpaxmenus. MHTepdelic

npeactaBneH HuKe (PucyHok 7.29).
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Mpodune JeHe
¢+ M3o0paxeHue Mepauanme | Ha ynuue
» [NogceeTra _ B

oA 3D gunsTp... () Brn. (8 Beikn.

¢+ BanaHc Genoro
¢+ Jedb/Houb
v MK nogceeTra
PUCYHOK 7.29 — Pexunm «ABTO» NOANYHKTA MEHIO «YC/OBUA: IKCNO3NULMUAY»

3HayeHus napamMmeTpoB NO BbiNagdloWwmMm CNNCKam NpuBeaeHbl HUXKE (Ta6m/1u,a

7.8).

Tabnuua 7.8 — 3Ha4yeHMs NapameTpoB NOAMYHKTA MEHIO «YCOBMSA: IKCNO3MLUA»

HAMMEHOBAHVE 3HAYEHME
: ” Pexum BbiGop nepeyHs KOHOUIYpUpyeMbIX NapameTpos
MOPUTET Bblae
D oy No  NpeaycTaHoOBKE  pPeXMMa  IKCMNO3ULUW.

3HayeHus  BblOMpaloTCA M3 BbiNajatollero
cnucka: «ABTo» (PucyHok 7.29), «[llpuoputet
avad.», «[lpuoputer  Bbigep.»,  Ycunenue
«BpyyHyto».

o "BolaepiKa Bbibop 3HayeHus «JlumuT 3aTBOpa»
Npou3BOANTCA M3 BbiMajawowero  CnucKa
3HayeHun. 3Havenua: 1/1, 1/2, 1/3, 1/4, 1/6,
1/8, 1/12, 1/15, 1/25, 1/50, 1/75, 1/100,

1/120 nt.p.
. Bo3sspar nsm. Bbibop 3HaueHus «Bo3BpaTt M3m.» NPOMU3BOAUTCS
Bowﬁumigg_ o
M3 BblNagawouiero CnNMcKa 3HayeHUN. 3HayYeHus:

«BbIKM.», «5MUH.», «15MNH.», «14yac», «24ac».

OyHKUMM NapameTpoB NpueegeHbl HUxe (Tabnuua 7.9).
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Tabnuua 7.9 — ®yHKUMM napameTpoB [oanyHKTa MeHI0 «YCN0BUA: IKCNO3ULMAY»

HAVMMEHOBAHME DOYHKUMA

Pexum — Pexum  «ABTO». [iA  pexuma  aBTOMATUYECKOW

3KCMO3MLMKM 00las SPKOCTb uM300pameHus Oyaer
aBTOMATUYECKM PErynMpoBaTbCA B COOTBETCTBUU C
Pa3NNYHON APKOCTbIO CLeHbl B HOPManbHOM AMana3oHe
3IKCNO3UL UK.

— Pexum  «llpnoputer  agnadparmol».  Juadparma
3KCNo3nuun CbeMKU BbICTABNAAETCS BPYYHYHO,
napameTpbl  BbIJEPKKN  3IKCMO3ULUW  BbIYUCAAKOTCA
MPOLLECCOPOM aBTOMATMYECKMU.

— Pexum «prnoputeT BblaepHKNU» BblaepkKa 3KCNo3numm
CbeMKM BbICTABNAETCS BPYUHYIO, napameTpbl
ovagparmbl 3KCNO3MLMMK BbIYMCAAOTCA NMPOLECCOPOM
aBTOMATUYECKMN.

— Pexum «Ycunenune» YcuneHuve 3KCNO3ULUUN CbEMKMU
BbICTABASAETCA  BPYyYHYl, napametpbl Anadparmbl
3IKCNO3UL MK BbIYUCNAOTCA NnpoL.eccopom
aBTOMATUYECKMW.

— Pexum «BpyuHylo» no3BonsieT BPYYHYIO BbICTaBAATH

3Ha4YeHnA BblIAEPKKN U ,u,macbparMbl.

[nacparma HacTpoiika anacparmbl 06bekTMBa BUAeOKamepsbl. [Ns
HenpepbiBHOM PaboThbl BUAEOKAMEPbI B peXume «ABTO»
napameTp yCTaHaBNNBAETCS aBTOMATUYECKM NPOL,ECCOPOM
BUEOKaMepbl.

JKCNoKoppeKuus HacTpoilka  3KCNOKOPPEKUMU.  IJKCMOKOppeKuma  —
NpUHYAUTENbHOE BBefeHMEe TMNOMPaBKU B M3MEPEHHYHO
IKCMO3MLUMIO ANl KOMMEHCauMm owwnbOoK M3MepeHus.
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HAVMMEHOBAHME DOYHKUMA

[lapameTp MOMHO KOpPpPEeKTMpoBaTb B pexumax «ABTO»,
«Mpuoputer Aaunadparmbly, «[pUOPUTET  BbILEPKKMNY,
«YcuneHuney.

Ycunexue HacTpoiKa  MaxcvManbHOro  ycuneHus  3KCNO3uuuu
CbeMKK. [lapameTp MOXHO KOPPEKTMPOBaTb B pexumax
«BpyuHyto», «YcuneHunes.

BblgepKa HacTpoiika BbIfEepKM 3KCMO3MLUUKN CbeMKU. 3HauyeHue
BbIOMPAETCs M3 BbiNajatollero CnuMcka npeayCcTaHoBOK
3HavyeHun: 1/1, 1/2, 1/3, 1/6, 1/12, 1/25, 1/50, 1/70,
1/100, 1/120, 1/150, 1/215, 1/300, 1/425, 1/600,
1/1000, 1/1250, 1/1750, 1/2500, 1/3500, 1/6000,
1/10000, 1/30000 wu T1.4. [lapamMeTp  MOXHO
KOPPEKTMpOBaTh B pexumax «BpydHyo», «Mpuoputert
Bblep.».

Bo3sspar nsm. ABTOMartnyeckoe BOCCTaHOBNEHMe 3IKCNO3ULUK.
HacTpoika BpemeHu [0 BbINOJHEHWMA aBTOMATU4yeCKoro
BOCCTAHOB/EHNA 3KCNO3UUMK. 3Ha4yeHue BblOMpaetca u3
BbiNazarLiero CNMCKa npeyCTaHOBOK 3Ha4YeHU: BbIKI., 5
MWHYT, 15 MuHyT, 1 yac, 2 yaca.

2D NR Knacc [Nepekntoyartenb BK/IOYEHUA/OTKNI0YEH A hyHKUNN
BbINONHEHUS MoAaBneHuWs WymMa u3obpawxeHus 2D
dunbTpaumen. Yem Bbille YPOBEHb «KNacca» NOAaBNEHUA
WymMa W300pameHus, Tem MeHblle CTaHOBUTCA LUYM
N300paXKeHuUs.

3D NR Knacc Nepekntoyarenb BKAOYEHUS /OTKNIOYEHNUA DYHKL MW
BbINONHEHWUA MOAABNEHMUSA Wyma n3obpaxeHus 3D
cdhunbTpaumnen. Yem Bblllie YypOBEHb «Kacca» NoaaBAeHNS
LyMa U300paXKeHns, TeM MeHbLLIE CTAHOBUTCSA LUYM
n306paxeHus.

loanyHKT meHo «YcnoBua: [logcBeTkas

MoanyHKT MeHto «YcnoBua: [loacBeTKa» npeAHasHayeH Aana  Bbibopa
npeayCcTaHOBNEHHOTO pexuma (YHKLMM KOMMNeHCaunmn 3agHero cBeta, KomneHcauum

BCTPEYHOM 3aCBETKU. ITO MNO3BONAET YyNpaBAATb ABTOMATMYECKOW peryinpoBKON

U4 .
\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru




VCI-184. Bepcua 2. PyKoBOACTBO NO 3KCIJlyarauuu 47

YCUNIEHUA W 3NEKTPOHHbIM 3aTBOPOM He MO BCEW MaoulaaM 3KpaHa, a Mo ero
LLeHTPaNbHOW 4YacTh, YTO TNO3BOMAET KOMMEHCUPOBATb W3/MILIEK OCBELEHMS,
MeLaloWnA  BOCNPUATMIO  M300paxeHusa. IKCMO3ULUW  BAUAKOT HA  SIPKOCTb,
KOHTPACTHOCTb UM LBeTOonepeAayvyy usobpaxeHus. WHTepdenc npeactaBneH HUke

(PucyHok 7.30).

Mpodgwmne JeHk
¢ HMaobpaxeHwre
Pexm | WDR
¥ JKCNOSKMLIWA M
=] 1) (+] 50

» Bananc Genoro
r deHs/Hous

» MK nogceetka

PucyHok 7.30 — MoanyHKT MeHto «YcnoBua: MoaceeTkar

OyHKLUM NapaMeTPoB MO BbINaAaoWUM CMCKam npuBefeHbl Huke (Tabnuua

7.10).

Tabnuua 7.10 — ®yHKuMM NnapameTpoB MNoanyHKTa MmeH «Ycnosus: MoacBeTKar»

HAVMEHOBAHME OYHKUMA

BLC OyHKUMA KomneHcauuu ¢GOHOBOW 3aCBETKM U300paMeHUs.
OyHKLUMA BUOEOKaMepbl MO ABTOMATUYECKOW PEryaMpoBKe
yCUNEHUS NO LeHTPanbHOM YacTu M3obpaxeHus, YTo No3BonseT
KOMNEHCUpPOoBaThb N3NNLLEK ocBelleHus, MeLlaLunmn
HOPManbHOMY BOCMPUSATUIO N306paxeHuns. PyHKUMA No3BoNseT
n36eKaTb NEPEKNIOYEHUA U3 PEKUMA «HOUYb» B PEXUM «[EHbY»
NpyM KpaTKOBpeMEeHHOW 3acBeTKe (POToAATYMKA B pe3ynbraTe
pe3Koro nepenaja OCBEL,EHHOCTU W NOMYYUTb KavyeCTBEHHOe
n3obpaxeHne Aaxe Mpu ycnoBuu, 4To OOBEKT HAXOAWUTCS HA
thoHe sApPKO ocBellleHHOro y4yactKa. OObIYHO, KOrAa e 3a
0OBEKTOM eCTb APKUIA CBET U Hanpas/ieH NPSIMO B 00bEKTUB, TO
ovadparma cyxaercsi, U 0ObeKT nepefHero nnaHa BbIMAAAWT
TEMHbIM U pPa3MbITbiM Ha M300paxeHun. bnarogapa GyHKUKK
BLC oTtBepctve guadparmbl BCe paBHO OTKPbIBAETCA LUMPOKO,
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HAVMMEHOBAHME DYHKUMA

TaK 4To 0OBEKTbI Ha nepegHem ninaHe noay4aloTca CBET/IbIMU U
YETKMMWN [adxe Ha d)OHe APKOTo CBEeTd.

HLC OYHKUMA KoMNeHcauunM 3acBeTKU. fApKMe WMCTOYHUKKM CBeTa
(namnbl, MOHWUTOPbLI W TA.) NomaB Ha W300pa)eHue B nose
3peHnsa BUAEOKaMepbl, NPUBOAAT K OCNenieHnio B Kajape,
Hepa3NMYNMOCTM AeTanen B TEMHbIX yyacTKax. [as Toro, 4ToObl
[eTann B TEMHbIX TOHAaxX ObIIM Aiyylie pa3nnynmbl Heobxoanmo
yOpaTb 13 pacyeTa cpeAHen APKOCTU AaHHble UCTOYHUKM CBETa.
OYHKUMA KOMMEHCaUuMM APKOW 3aCBETKM MaCKUPYeT SpKuUe
MCTOYHUKN CBETa aBTOMAaTU4YeCKOMW MAcKoW. BennymHa macku
perynupyetca (PucyHok 7.31)

WDR AnnapaTHo-peann3oBaHHas hyHKUMA pacwupeHus
AMHAMWYECKOro auanasoHa MmaTtpulbl  ANA  KOMNeHcauuu
thoHOBOI 3acBeTKM u3o0OpaweHusa. PyHkuma WDR nossonser
noslyyaTb BbICOKOE KayecTBO BUaeou3obpaxeHus npu ntodom
nepenage ypoBHen ocBelwéHHocTU. [lokasateno  WDR
nsmepserca B Aeumbenax (ab). OH paccuuTbiBaeTcA Kak
OTHOLLEHMNE OCBELLEHHOCTN CaMOro APKOro M CaMoro TYyCK/IOro
oObeKTa, HaxoAAWMXCA B CLEeHe BuaeoHabnoaeHus.

BbIkn. OTkntoyeHne hyHKUMIN HOHOBOW 3aCBETKN.

Pexum | WDR
E—0—a]

PucyHoK 7.31 — HacTpowika BenevmHbl Macku «HLC»

[MoanyHKT MeHw «Ycnosus: banaHc 6enorox»

MoanyHKT meHio «YcnoBua: banaHc 6enoro» npegHasHayeH Ais HACTPOWMKM
6anaHca 6enoro uBeTa, KOrga CHUMAeMbl BeoKaMepoi Genbiini npeMeT UMeeT Ha
N300PaXKEHUN KENTbil, CUHEBATbll WAM Apyrue oTTeHKn (Ho He OGenbin). 3ITO
HecooTBeTCTBMe 6enoro LBeTa Ha M300paXeHUM BbI3BAHO OCBeLLEHMEM U TpebyeTt
HacTpoWku 6anaHca Genoro useta. WHTepdeiic npeacrasned Huxe (PucyHok 7.32,

PucyHok 7.33).
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Npodgwune JeHe
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PucyHOK 7.32 — MoanyHKT MeHto «Ycnoeusa: banaHc 6enoro»
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)
: 1
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PucyHok 7.33 — HacTpoiika pexuma 6anaHca 6enoro «BpyyHyio»

3Ha4vyeHus pexXnmoB 6anaHca 6enoro no Bbinagatwownm CnnMcKam npuBeneHbl

HuKe (Tabnuua 7.11).

Tabnuua 7.11 — 3HauyeHus pexrmoB lNoanyHKTa meHio «Ycnoeus: banaHc 6enoro»

HAMMEHOBAHUE 3HAYEHUE

ABTO KomneHcauus B Kajpe BbIOOPOM flydyllero U3 npeaycTaHoBOK
pex1MMoB 6anaHca 6enoro ¢ 40paboTKOMN 40 ONTUMANbHOIO

BHYTpM nom. KomneHcauusa B Kaape ocBelleHnAa OoT UCKYCCTBEHHOIO CBeTd
BHYTPU KOMHATbI
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HAMMEHOBAHMUE 3HAYEHUE

BHe nomeweHua KomneHcauusa B Kaape ocBeuweHnAa OoT MCKYCCTBEHHOIO CBeTa
BHE nNomMmelleHns

ATW ABTOMaTMyeCKass KomneHcauus 6enoro uBeta B npejaenax
Temnepartypsl yBeta 1800°K ~10500°K.

CoaneBble namnbl KomneHcauus B Kajpe oCBellL,eHUsA OT CBETA HATPUEBBIX IaMI

EcTecTBeHHbIN cBeT |KomneHcauua B Kaape OCBeLLeHUsA OT eCTeCTBEHHOTrO CBeTa

YnnyHoe oceweHne |KomneHcauymsa B Kajgpe ocBeuweHnA OT YINYHOIro BeYepHeEro
cBeTa

BpyuHyio KomneHcaums B KaJpe OCBEL,EHUA PYYHON PEryaupoBKOIi
6anaHca KpacHoro u cuHero uBeToB (PUCYHOK 7.33).

lMoanyHKT MeHw «Ycnosus: [leHb/Houbx

MoanyHKT MeHo «YcnoBua: [eHb/Hoyb» no3BonseTr KOH(pUrypupoBaThb
HaCTPOMKM aBTOMATMYECKOro nepeknoyeHnsa pexumos «JeHb/Houb» WHTepdelic
npencrasneH HuKe (PUCYHOK 7.34).

Buaeokamepa no3BonsieT KOHPUrypnpoBaTb 3NEKTPOHHbIA M MeXaHUYeCKUi
NK-bunbTp Buaeokamepbl. IT0T unbtp obecneynBaer (B yCnoBUAX OTCYTCTBUA U
HW3KOM BHELIHEN OCBEeL,eHHOCTU BWUAEOCHEMKM) MOAYYEHME [OCTAaTOYHO YETKOrOo,
AetanbHoro usobpaxeHus. Punbtp TMNa «ICR» — 310 ontnyeckun WK-cbunbTp,
PacnoNoXeHHbIM nepes MaTpuuen BUAEOKAMepbl M MeXaHWYeCKU CABUTraembin
yCTPOWCTBOM NpuBOAA BMAeOKamepbl. B agHeBHoe Bpemsa ¢dwunbTp cAaBuUraeTca ana
yCTpaHeHUs HexenaTenbHbiX 3P(EKTOB, BbI3BAHHbIX MHMPAKPACHBIM W3NYYEHUEM.

®OunbTp TMNA «INEKTPOHHbIN» UCMNONb3YET MPOrPaMMHYI0 KOPPEKL IO M300paXeHus.
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v Mz00pamexue
Pesxun
b JKCNO3WLIMA BET
4B
» MNogcesTEa ABTO

¢ BanaHc Denoro

v MK nogceetka

PucyHOK 7.34 — lMoanyHKT MeHio «YcnoBua: [leHb/Houb»

3HayeHus napamMmeTpoB NO BbiNagdloWwmMm CNNCKam NpuBeaeHbl HUXKE (Ta6m/1u,a

7.12).

Tabnuua 7.12 — 3HauyeHuns napametpoB MoAnyHKTa MeHto «YcnoBua: [leHb/Houby

HAMMEHOBAHUE 3HAYEHUE

Pexum «4/Bb» — noctosiHHaa (He oTknoyaemasn) pabota VK-dbwunbTpa.
CbemKa B yepHo-benom uerte.

«ABTO» — aBTOMAaTMYeCKW OTKIYaemas/BKiouaemas paboTa
NK-tbumnbtpa» CbemKa B YepHO-6enom LBeTe 1 B NOJIHOM LiBETE.

YyBCTBUTENBHOCTL  |YyBCTBUTENBHOCTL AATYMKA CBETA MO MNEPEKNIOYEHUID Mexay
LBETHOW M 4yepHo-6enoln  CbemMKOW  M300parKeHUNn.
[peaycTtaHoBAEHbI 3HayYeHuA: «Hn3KMI», «CpeaHniny,
BbiCOKWUI». YNpaBneHue 4yBCTBUTENbHOCTbIO JOCTYMHO TOMbKO B
pexume «ABTO» paboTbl MK-hunbtpa.

3ajepKka 3afepXKa NepeKNtoyYeHns Mexay LUBETHbIM U 4YepHo-6enbim
n3obpaxeHnem. [peaycTaHoBNeHbl 3HAYeHUA: 2CeK, 3CeK,
4ceK, 5 ceK, 6 CeK, 7 ceK, 8ceK, 9cekK, 10cekK.

[ToanyHKT meHio «Ycnosua: UK noacBetkax

MoanyHKT meHilo «YcnoeuA: WK noacBeTka» MNO3BOAAET KOH(MUIypupoBaTtb
HaCTPOMKM paboTbl MH(pPAKPaACHOM NOACBETKM BUAEOKAMEPLI MO TPEM peXurmam, s

OCYyLLeCTBNEHUS BUAeOHabNOAeHNA B YCIOBUSAX HU3KOW OCBelleHHOCTU. WHTepdeiic
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KOH(UrypnpoBaHua HacTpoek pabotbl VIK-noacBeTkM Buaeokamepbl NpeAcTaBieH

Huxe (PucyHok 7.35).

Npodune JeHs
¢ FzofpaseHne
Pexum EET U - |
b IHCNOINLNR

SmartiR

¢ MNoocesTra
v BanaHc Genoro

¢ JeHs/Hous

» MK nogceeTra

PucyHoK 7.35 - [loanyHKT meHio «Ycnosusa: MK noacBeTka»

Pexxunm «Smart IR» — agantueHasa MIK-noaceeTtka, no3BonAw0LWaA OCYLECTBAATb
BUleOHa0NI0leHNA B YCIOBUAX HEIOCTATOYHON OCBELLEHHOCTH,

Pexunm «BpyuHyto» — pyuyHOoe KOH(PUTryprpoBaHMe 3HaYeHNa ApKocTn ceeta UK
CBETOANOLO0B BUAEOKAMEPDI.

Pexum «Bbikn.» — oTKNtoYeHne paboTbl MK noacBeTKN BUJeOKaMepbl.

Bknapgka «lpodunu»

Bknagka «[Mpodunu» npegHasHavyeHa [Ans KOHMMIypupoBaHUA YCTAHOBOK
CyTOYHOW (24 4acoBoOI) MOCNeAOBATENLHOCTU MPUMEHEHUS ONTUYECKMX Npodunen B
paboTe BuaeoKkamepsbl. NHTepdeiic Bknagku «Mpodunm» npeacraBneH Huxe (PUCYHOK

7.36).
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IP-kamepa S &= z A ¥

¥ |P emgeokamepa YCNOBKMA Mpodunn
» YconoeuA
_ Mpodwanu () Hopma (&) Bceepema () Pacnucanwe () Jets/Hous
Buoeso
Bcerna DeHs
- CeTe
p COBEITHA Mo YMONUAHWID H OOHOBMTE H COXpaAHHTE

b 3anuck U XpaHeHUe
b CucTema
> WUHcopmaLua

PucyHoK 7.36 — Bknagka «[podunns

7.5.1.2 MoanyHKT meHio «Buaeo»

MoanyHKT MeHt «Buaeo» npeaHasHayeH ANs NPoOCMOTPa W ynpaBneHus
napametrpamn (HOPMUPYEMbIX KamMepol BUAeOAaHHbIX. [loAnyHKT MeH «Buaeo»
CTPYKTYPHO MMeeT NATb BKNALOK ANA HeobXxoaMmoro KoHdurypuposaHua (PucyHoK

7.37).

IP-kamepa &= v A E’

¥ IP BHOgeoKaMepa S — —— - A -
YcnoeuAa

—

P CeTb

b CoBbITHA —

P Sanuce W XpaHeHWe
b Cuctema PN

P MHdopmauma
P_I/IC_yHC;I-( 7.37”: MoanyHKT MéHro «Bunpeo»
Bknagka  «Bupeo»  cnyxuT  ans KOHMWIYpMpOBAHWSA  NapameTpoB
thopMuMpyeMbIX BUAEOAAHHbIX OCHOBHOMO M AONOAHUTENIBHOTO NOTOKOB BUAE0CHEMKMU.

Bknagka «CHUMOK» CAYXWUT ANA KOH(PUIypuMpoBaHWA MapamMeTpoB KayecTBa

CHUMKOB, (hOPMMPYEMbIX MOTOKOB BUAEOJAHHbIX BUJEOCHEMKM.
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Bknagka «HanoxeHue» CAYKUT [ONS  KOHDUIypuMpoBaHMA NapameTpoB
HANOXeHUs TemaTU4ecKoW BCMoMOraTeNbHONM MWHPOpPMaUUM Ha Kaapbl MOTOKOB
BU/EO0JaHHbIX BU/,E0CHEMKMN Ans MH(MOPMALNOHHOTO CONpPOBOXAEHMUA
KOHTPONMPYEMOI BUAEOCHEMKM.

Bknagka «0O6nactb HabAAEHUA» CAYMUT ANA  KOHMDUIYPUPOBAHUA HaA
M300paXKeHUNn BUAEOCHEMKM cheumnanbHbix rpacdumyeckux obnacten 30H ocoboro
NHTepeca, KoTopble OyayT nepeaaBaThCca B TpaduKe C MOBbILEHHBIM Ka4eCcTBOM, Mpu
3TOM OCTa/bHble 30Hbl MPOCMOTpa OyayT nepeaaBaThCsA C 3aHUMMEHMEM KadyecTBa
nHbopmaumn.

Brknagka «[yTb» CAYXUT ANA KOHMDUIYPUPOBAHUA CUCTEMHOTO NYTUM Ha
KOMMNbOTEPE XPaHEHUsI  KOHTEHTa (POPMMPYEMbIX W COXPAHEHHbIX BWAEOAAHHbIX

BUAeoHabnogeHus.

Bknapka «Bupeo»

Bknagka «Buaeo» npeaHasHauyeHa AN KOH(UIYpUPOBAHUS  YCTAHOBOK
BU€ONapameTpoB OCHOBHOIO U IBYX AOMNONHUTENbHbIX BUJE0 NMOTOKOB, (DOPMUPYEMbIX
BUaeokamepoi. MiHTepdeiic no KoHGUrypMpoBaHUio NapaMeTpoB NPeAcTaBieH HUXKeE

(PucyHok 7.38).
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BOL!D JIFENH T S @ — A ¥
¥ IP EMgeokamepa CHHMMOK HanoxeHne QOOnacTe HabnwaeHWA MyTh

YCIoBHA
OCHOBHOW NOTOK Non. notok

> Buaeso

P CeTi B

b Cobermua Carne H.265 Cxatie H.264H

P 3anucek K XpaHeHue Smart kogex B PazpelleHne 704*576(D1)

P Cuctema Pazpswenie 2688*1520(2688x1520 [ v | Yactora kagpos, We | 20

P WHcpopMmauus el 20 Tun Gutpeiita CER
Tun GuTpeiita VER [IMnazoH sHaueHuii  256-2048med Kbs
(ErET B(ryuiw) BuTpeiT 512 med.Kbs
[NNa30H 3HaYeHuil  763-3448med Kbs MHTepsan | kagpoe | 40 (20~150)
Makc. GUTpedT 1792 med.Kbs
Wutepean | kagpos | 40 (20~150)

HacTpoiikm

BopAHo# 3HaK Digital CCTV

|I'onr.|nnuaHm0 || OOHOBMTE || CoxpaHiTs |

PucyHok 7.38 — Bknagka «Bugeo»

OYHKUMM 1M AMana3oHbl 3HaYeHWN napameTpoB npuBeaeHbl Huxe (Tabnuua

7.13).

Tabnuua 7.13 — GyHKUMM M ANANA30HbI 3HAYEHMI1 NapaMeTPOB BKNAAKN «Buaeo»

MAPAMETP OyHKUMA
Bkn. BknioyeHne/oTKno4YeHNE AOMONIHUTENBHOTO noToKa
BUAeOoHabnogeHus.
Kopek PeXnm KOAMPOBaAHMA KOHMUIYpMpPYyeMoro YyCTaHOBKamm
BMAEONOTOKA. 3HayeHMe napamertpa: «H.265» — Kogek

H.265, «H.264B» — KogeK H.264B, «H.264» — KoaeKk H.264,
«H.264H» — kopgek H.264H, «MJPEG» — Kopek MJPEG

PaspeleHue MKcenbHOE pa3pelleHne Kagpa
3Mn(2304x1296)/1080P(1920x1080)/720P(1280x720)

/VGA(640x480)/D1(704x576/704x480)/CIF(352x288/352x
240)

FPS YactotTa KagpoB B CEeKyHAy. 3HavyeHusa napametpa B
anana3oHe ot 1 go 30 c warom 1.

Tun butpenTta Tun nepefayn faHHbIX.
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MAPAMETP OyHKUMA
3HayeHns napametpa: «[locTosHHbIA» — CBR OGutpent
nepeaayun fAaHHblX, «[lepemeHHbiny — VBR  6utpenrt

nepeaayn AaHHbIX.

KayectBO KauectBo nepemeHHoro (VBR) Tuna nepepaun aaHHbIX.
3HayeHMA napameTpa B AMana3oHe oT 1 o 6 ¢ warom 1.

3HavyeHne  «6»  COOTBETCTBYET  JyyllemMy  Ka4yecTBy
nepemeHHoro (VBR) TMna nepeaaym faHHbIX.

NuTtepBan | Kagpos NutepBan I|-KkagpoB (OMOpHbIX KajapoB) BbiOMpaeTcs B
3aBUCMMOCTM OT 4acTOTbl BO3HWUKHOBEHUA [JBUXEHUA B
BUEOU300paKeHUN

Hactpoika BopgsaHoro | Micnonb3oBaHue BOASHOrO 3HaKa MO3BONSeT OOHAPYXUTb
3HaKa thaKT nameHeHma Bmaeo. BoaAHOM 3HAK MO ymMonyaHutw -
Digital CCTV. B KauecTBe cMMBO/Ia BOAAHOIO 3HAaKa MOXHO
MCNONb30BaTh TONbKO LUMPbLl UAM OYKBbI — He Gonee 128

3HAKOB.
PeKomeHayembIn CnpaBo4yHasa WHbOpMAUMA PEKOMEHAYEMON  CKOPOCTM
ouTpent nepefayM [AaHHbIX BUAEONOTOKA A8 MNOAKNYEHHOW
BMAEOKaMepbl. ABTOMATUYECKU thopmupyetca
BMAEOKaMepPOWN.
Stream Limit MaKkcmanbHoe npegenbHOe 3HA4YeHMe CKOpPOCTM nepeaadu
OaHHbIX.  YcTaHaBauMBaemoe  uucpoBsoe 3HayeHue

nsmepsetca B K6/c. 3HaueHns napametpa BblbUpaTca u3
Bbinagatolwero cnucka: 1024, 1280, 1536, 1792, 2048,
4096, 6144, 8192, «BpyyHyio».

Mpu BbibOpe «Bpy4Hyto» 3HayeHue npenenbHONM CKOPOCTH
nepefayn [JaHHbIX BBOAWUTCA B COCeAHEM MNoOJie COrNnacHo
napameTpa «PeKomeHayeMbIi OUTPENT».

GOP AnvHa uenoykn GOP cTpyKTypbl rpynnbl KaapoB. 3HaYeHKne
napametpa B gnMana3oHe ot 25 go 150.

Llenoukn GOP (Group of Pictures) cTpyKTypbl Fpynmnbl KagpoB
nmeiot sug IBBPBBPBBPBBP, roe B-kagpbl ccbinawotca Ha
[Ba Gamanwux cocegHux l- mnm P-Kaapa u He3aBUCKMBbI
mexay coboi.
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MAPAMETP OyHKUMA

SVC Konnyectso BCMOMOraTefibHbIX NnoAnNOTOKOB
BUAeOoHabnoaeHus BHYTPMU JaHHOTO BNEONOTOKA.
BcnomoratenbHble nOTOKM co3paatoTca TexHonoruen SVC
thopMupoBaHUsA KpaTHoro aybna kaapa. Ecnu BuaeonoTok
MMeeT OJMUH CJIOM, TO 3TO U eCTb TONbKO CaM 3TOT MOTOK, 6e3
BHYTPEHHUX C/I0EB B HEM.

3HavyeHunda napametpa: 1, 2, 3, 4

BoasHom 3HaK. TeKcT TeKCT B BUAE «BOMAAHOrO 3HAKa» Ha U300paMeHUsX
BMAeonoToKa. Icnonb3yeTca Ansa MHTEPAKTUBHOIO KOHTPOSA
M300paXKeHNs BULEOCHLEMKMN B LIENAX NOATBEPHAEHUA TOrO,
ytTo  oToOpaxaembli  NOTOK  BUAEOHAbMAEHMs  He
noameHsietca. o yMonYaHUO «BOAAHBbIM 3HAKOM» ABNAETCA
TekcT «Digital CCTV» (UudpoBoe BugeoHabnwoaeHue).
CMMBON TeKCTa «BOAAHOTO 3HaKa» MOXeT ObITb TONbKO
uudppon nnn G6ykBomn, B npeaenax CTPOKM ANUHOM Ao 128
CMMBOJIOB.

Bknapka «CHUMOK»

Bknagka «CHMMOK» npeAHa3HayeHa Ans KOHMWUIypUMpoBaHMS NapameTpoB
copmupoBaHus Bugeokagpa. WHTepdenc no KoHMUrypupoBaHMIO MapamMeTpoB

npeacraeneH Huxe (PUCYHOK 7.39).

IP-kamepa S & — A P

¥ |IP BugeokaMepa Bugeo CHUMOK Hanoxenwe  OGnacTe HabnmwgeHUA MyTe
SHeeE Tun MocT.
Pazpeluerue 2688x1520 (2685*1520)
P CeTb
KauecTeD B(myuw)
p CoBLITHA
WHTepean 1c

P 3anuck W XpaHeHWe

P CHUCTEMA Mo yMONYaHKD H OGHOBHTL H CoxpaH1Ts

P MHpOopMaLmA

PucyHoK 7.39 — Bknagka « CHUMOK»
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OYHKUMM 1M AMana3oHbl 3HAaYeHU NapameTpoB npeacTaBneHsl Huke (Tabnuua

7.7).

Tabnuua 7.14 — ®yHKUMM M ANANA30HbI 3HAYEHMI1 NapamMeTPoB BKNAAKM «CHUMOK»

MAPAMETP OyHKUMA

Bo3moXHbI ABa pexnma:

«[10CTOAHHO» — NOCTOAHHOE HenpepbiBHOE COXpadHEHUe

Pexxum coxpaHeHus
CHUMKOB M300paxeHNsa BUAEOCHEMKM;

N306parmeHus
«[lo  cobbITMIO» — COXpaHeHWe CHUMKOB W300paxeHus

BMOEOCBEMKU NPV HACTYNNEHUN KOHTPONNPYEMOTO cobbiTus.

Pa3peLueHV|e [nkcenoHoe pa3speuweHue LI,VId)pOBOFO CHMMKa.

CnyuT [Ons 3ajaHus YCNOBHOTO KayecTBa uW3obpaxeHus.
imeeTcA  WwecCTb  OTHOCWUTENbHbIX  YpPOBHEW. 3HA4vyeHuA
napameTtpa B guManasoHe oT 1 go 6 ¢ warom 1. 3HayeHue «6»
COOTBETCTBYET NyylleMy KayecTsy.

KayecTtBO

Cﬂy}Kl/IT anA YCTAHOBKM nepnogn4HoOCTH CHMUMKaA.
npeﬂ,yCTaHOBﬂeHHble 3Ha4YeHUAa HaxoguTcAa B AnanasoHe 1c go
MHTepBaﬂ /ccuwarom 1,

BbiGop 3HaueHUsA «BpyyHyto» paclumMpseT YCTaHOBKY 3HAYeHUs
Ha Agnana3oH 3HayeHun ot 1 o 50000c c warom 1.

Bknagka «HanoxeHune»

Bknagka «HanoxeHue» npeaHasHayeHa AN KOHMOUTYpMPOBAHUA 3/1E€MEHTOB
HaNOXeHNA TNoBepx W300paXeHnsa BUJEONOTOKOB. HanoxeHve BbINONHAETCA
31IeMEeHTaMM1: KOHTEKCTHaa Haanucb, CUCTEMHAA Haanucb W 3anpetHas «Macka
npuBatHoCTM». MHTepdenc no KOHPUIrypMpoBaHMIO NMAapameTpPOB MPeAcCTaBAeH HUKe
(PucyHok 7.40, PucyHoK 7.41, PucyHok 7.43, PUCyHOK 7.44, PucyHok 7.45, PucyHoK
7.46, PUCYHOK 7.46).
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IP-kamepa S w

¥V IP Bugeokamepa Bugeo CHUMOK Hanoxexune bﬁnach HaOniofgeHua

Yecnosua

Bupeo

P Cetb

P CobbiTuR

P 3anuce U XpaHeHue
P Cucrema

» Undopmauus

Ypanuts BCe Yaanute (MK HXMKUTE NPaBYI0 KHOMKY MbILLIX)

Iﬂoymonuauwo H ODHoBUTL H CoxpaHuTs ‘

PucyHoK 7.40 — Bknapgka «HanoxeHune»

BOL!D NI ECUE]

V¥ IP eugeokamepa Bupeo CHUMOK Hanoxexue O0OnacTs HabniogeHna MyTs

ycnosua
A — ® B O onn.
P Cetb

» Ha3gauue ka

P 3anuck U XpaHeHWe » OBnacTs

P Cucrema » ATpUOYT Wpw..
» Unpopmauus » Hactpaneae..

Ypanuts BCe Yaanuts (MNK HBXMUTE NPABYIO KHOTKY MbILLIW)

|Hoymonqaumo || OBHoBUTL “ CoxpaHuts |

PucyHoK 7.41 — BKknagka «HanoxeHunex»: Macka npuBaTHOCTH
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IP-kamepa ® w

V IP Bugeokamepa Bugeo CHUMOK Hanoxexnne  OOnacTh HabNOAEHUA Myms
Yenosua
[ > Bueo | il anr 58 RO O

P Cetb BeeauTe UMA kaHana:

» Bpems IPC

P CobuiTus

P 3anuck 1 XpaHeHune

» ObnacTe Anuxa TexcTa

» ATpUOYT LpK. Cnpasa

» HacTpausae

P Cucrema

P UHdpopmauua

Iﬂoymonuaﬂmo II ODHOBWTL || COXpaHuTL I

PucyHoK 7.42 — Bknagka «HanoxeHuex»: HaspaHue KaHana

BOL'D RIEE][HF]

V¥ IP engeoxamepa Bupeo CHAMOK HanoxeHue

OfBnacTh HabnaeHus MyTs
Ycnosua
[ 5> Bmeo | i O R
P Cetb » Hazeaume ka... D MokasaTts Hepenw
p CobbiTusn

P 3anuck U XpaHeHue » OBnacTs
P Cucrema » ATDUBYT LLPK.
> WHdopmauus

» HacTtpausae..

PR R R R

[ﬂoyuonuauwo H OBbHoBUTL H CoxpaHuTs l

PucyHoK 7.43 — BKknagka «HanoxeHuex»: Bpems
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V IP empgeokamepa Bupgeo

CHHMMOK Hanoxexnue 0ObnacTh HabnwaeHus TyTb
Yenoaus
» Macxa npuea O Brn. (@ Owa.
» Cetb » HaseaHme ka... BeeauTe TekcT:
P Cobuitus - : e » Bpeusa
P 3anuce U xpaHeHue R
P Cucrema ;‘,i' g

» ATDUOYT Wwpw...
P WHdopmauuna

‘ » Hactpausae..

[nuHa TexkcTa

Cnpaea

Ii'loymonuawno || O0HOBUTL H CoxpaHuTs I

PucyHok 7.44 — Bknaaka «HanoweHue»: Obnactb

BOL!D NI AT

V IP eupgeokamepa Bugeo CHUMOK HanoxeHue ODnacTe HabnwaeHns MyTs
Ycnosus
w » Macka npuea Ueet -
P Cete » Haasanue ka Paamep Wwpndra
P CobbiTus h KRR THER S e CamoaganTupykwuitca
P 3anuce U XxpaHeHue » ObnacTe

P Cucrema

P Unudopmauus » Hactpausae.

e a el b a bbb b

II‘onmonuano H ODHOBUTL ” CoxpanuTs I

PucyHok 7.45 — Bknaaka «HanoxmeHuex»: ATpubyt wpudra
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BOLID RECTE T S @ % A E’
¥V IP eugeokamepa Bugeo CHUMOK Hanoxexue ObnacTs HabmwowaeHUs TyTs
ycnosua
S _ —— (5} " I::’ "y
P Cetb » HassaHmne ka... BeeauTe nonb308ar...

Ay e v =
» Bpemsa 12
e 3
- .
P 3anuck u XpaHeHue B . X » ObnacTs [nuHa Texcta

! E =
p Cuctema {1 ; = > ATpUOYT WipK.. Cnpaga
P UHpopmauus g

P CobuiTus

|ﬂoymonqawmo H ODHOBKTL || CoxpaHuTL |

PucyHok 7.46 — Bknagka «HanoxeHue»: HctpanBaemoe HanoxeHune
Bknagka «O6nactb HabnogeHusa»

Bknagka «O6nactb HabnoaeHUsA» npeiHazHavyeHa Ans KOHQUIypupoBaHus Ha
n3o06paxeHnn BUAEOHAONIOLEHNS 30H BbICOKON YETKOCTM BMAEOCHEMKU. VHTepdeiic
Mo KOHMUIYpMPOBaHUIO MapaMeTpoB NpeacTaBnieH HMKe (PUCYHOK 7.47).

[laHHaa QyHKUMA nNpeaocTaBAAET BO3MOXHOCTb MOMb30BATEND  CAMOMY
yCTaHaBNMBATbL HAa M300pa¥eHUn B pasHbiX y4acTKax 061acTi NoBbIWEHHOTO KayecTBa
BUgeoHabnogeHns. BbigeneHHas o6nacTb Kagpa 3anucbiBaeTca € MaKCUMMasbHbIM
KayeCcTBOM, a OCTa/bHas 4acTb Kajpa M300paeHusa 3anucbiBaeTcs C MEHbLIUM
paspelwleHnem. 3TO  3HAYWTENbHO  CHMKAeT 0Obem  3anucu  BUAEONOTOKA
BUAeoHabnogeHns 6e3 noTtepu  CyuweCTBEHHOW TeMaTUYecKom uHdbopmaumm
BUAeoHabnoaeHus. prMeHeHWe NO3BONAET CHU3UTb 0ObeM XpaHMMbIX BUAE03anucen
W pas3rpysnTb ceTeByto UHPPaACTPYKTYpy. PYHKUNA NO3BONSET ONTUMAbHbIM 06pa3om
coyetaTb Hebonbwon pasmep TpaduKa OT Kamepbl U BbICOKOE KAyecTBO 3anucy
Hanbonee BaXHbIx obnacTen n3odpaxeHus.

Buaeokamepa noaaepxubaer GopmMrMpoBaHMe Ha U306paxeHMn kKaapa Ao 4

O6ﬂaCTeﬁ, KayecCTtBO KOTOpPbIX MoXeT ObITb pPa3nnyHbIiMm B npeapenax
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npeAyCcTaHOBNEHHbIX 3HAYeHUN KayecTBa 0T 1 0 6 ¢ warom 1 (4em Bbille 3HaYEHUE —
TEeM BbllLE Ka4eCTBO BHYTPU 30HbI).

[ina co3paHua obnactm Ha u30bpameHMM Kaapa BUAEOHAbNAEHUS
HEOOXOAMMO YAEPKaTb HA M300PAMEHUN «Mbllib» C HAKATOM NEBON KNaBULWeER Ha
«MbIWW» W OT 3TON MNO3ULUKM TAHYTb «Mbllib BBEPX W BNEBO [AiA CO34aHUA
npamoyronbHo obnactu. Co3aaHHylo 061aCTb  MOXHO MO3MLMOHHO  YTOYHUTb

(M3MeHUTB) BLITATMBAA €€ «MblLLbio» 33 YrNOBble TOUKM 3TON obnactu (PucyHok 7.47).

BOLID JECNE T ®© @m & A E’

V¥ IP Bugeokamepa Bugeo CHUMOK HanoxeHne O6nacTb HabnwoaeHUA MyTs

ycnosua

R— ) Bkn. (®) Omxn.

P CeTb KauecTeo | 6

P CobbiTus
P 3anuce U XpaHeHue
P Cucrema

» WHdpopmaums

YaanuTs Bce Yaanuts (MNY HAXMUTE NPABYIO KHOMKY MbILLINA)

[ﬂoymonuaﬂmo H O0HoBUTL H CoxpanuTs l

PucyHok 7.47 — Bknagka «O6nactb HabnwoaeHus»
Bknapgka «llyTb»

Bknagka «[lyTb» npefHasHayeHa [Ana KOHQUIypuMpoBaHUA YCTAHOBOK
3NEKTPOHHbIX  MaplIPyTOB  COXpaHeHWs U [OCTyNa K  apxuBy  AaHHbIX
BUgeoHabnogeHns. MHtepderic no KOHOUIypMpoBaHMio napamMeTpoB MNpeAcTaBieH

Huxe (PUCyHOK 7.48).

U4 .
\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru




VCI-184. Bepcua 2. PyKoBOACTBO NO 3KCIJlyarauuu 64

IP-xamepa S @ ¥ A WP

¥ |IP egeokamepa Buaeo CHUMOK HanoxeHue O6nacTb HaoNWAEHWA MyTe
YonosuA .

CHUMOK C:Wsers\lendel\WebDownload\LiveSnapshot
|

3anuck C:\Users\lendel\WebDownload\LiveRecord
P CeTb

CHUMOEK C apxuea C:\Users\lendel\WebDownload\PlaybackSnapshot
P CobeITHA

Buaeo ¢ apxvea C:\Users\lendel\WebDownload\PlaybackRecord
P 3anuck N XpaHeHWe

Kkl C:\Wsers\lendel\WebDownloadWideoClips
P CucTema
P WHdgpropmaymn Mo YMOM4aHNIo | ‘ CoXpaHuTb

PucyHoK 7.48 — Bknagka «[lyTb»

7.5.2 llyHKT MmeHIo «CeTb»

MyHKT meHto «CeTb» NO3BONSAET YyNpPaBsaTb 6A30BbIMK CETEBLIMM HACTPOMKAMU
BUAEOKaMepbl.

MyHKT MeH «CeTb» MMeeT ofMHHaAuath noAanyHkToB: «TCP/IP», «MopT»,
«PPPoE», «SMTP(Email)», «UPnP», «Bonjour», «Multicast», «802.1x», «QoS»,

«[loctyn». NHTepdenc npeactasneH Huwe (PUCYHOK 7.49).
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IP-kamepa O

P IP Bugeokamepa —

¥ CeTb
R i[__ p—

MopT
PPPoE
DDNS
SMTP(Email)
UPnP
Bonjour
Muiticast
802.1x
QoS

HdocTtyn —

P CobbiTuR
P 3anuck U XpaHeHue
p Cucrema

P WHdopmauus

PUCYHOK 7.49 — [yHKT meHi0 «CeTb»

Kaxabll  MOAMYHKT  MEHI  OTKPbIBAET  BKNAAKYy  KOHMUIYpMpOBaHUSA
COOTBETCTBYIOLMX NapameTpoB. COXpaHeHWe U MHULIMANM3ALMA NapaMeTPOB BKIAIKM
BbINONHAETCA Yepe3 MHTEPAKTUBHYIO NaHe b COXPAaHEHUA U UHULMANM3aLMN HAacTpoeK

31OV BKNagku (PucyHok 7.50).

|I'onr.|0nuaHm0 || ODHOBMTE || CoXpaHnTs |

PucyHok 7.50 — [laHenb coOXxpaHeHua U MHULMANN3aunum HacTtpoekK

Ecnu nnaHupyetcs mcnonb3oBath 6osee 0fHON BuaeoKamepbl, To Tpebyetcs
CMEHUTb HavyanbHbI IP-agpec u3genua Ha nboi cBOOOAHBINA A0 NOAKNOYEHUS APYIUX

BUgeokamep. [na mnameHeHus |IP-agpeca, HeobOXOAMMO MepenTV B MOAMNYHKT MEHI0
«TCP/IP».
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7.5.2.1 MoanyHKT meHto «TCP/IP»

MoanyHkT MmeHt «TCP/IP» npeaHasHayeH ans npocmoTpa M ynpaBieHus
napametrpamu TCP/IP npoTokonoB Buaeokamepbl. WMHTepdenc npeactaBneH HuXKe

(PucyHok 7.51).

IP-kamepa S &=

P IP BHOgEeOKaMepa TCP/P
¥ CeThb
e ——
MopT
CeTesan KapTa MNpoeog(llo yMonuaxms
PPPoE
Peskmm ® Cramu () DHCP
DDNS
MAC Anpec al . bd . 1d . 3¢ . 7d . &d
SMTP(Email)
IP B IPvd £
e epcuA W
e IP appec 192 . 168 . 63 . 200
Multicast Macka nogceT 285 255 252 . 0
202 1x Lrmos 192 . 168 . 68 . 1
QoS OcHoBHOW DNS 192 . 165, 11 . 8
OocTyn AneTepH. DNS 8. 8. 4 . 4
P CoBBITHA [l Bxn ARP/Fing anA IP agpeca
P 3anUck W XpaHeHWe
o YMOMYSHKKD || OOHOBMTE || COxpaHHTE

P CUucTEMA

P WUHdopmaumn

PucyHok 7.51 — MoanyHKT MmeHto «TCP/IP»

OYHKUMM M JMana3oHbl 3HAYeHUn napameTpoB npuBeaeHbl Huke (Tabauua

7.15).

Tabnnua 7.15 — OyHKUMM M AnanasoHbl 3HaYeHU napameTpoB nognyHkta « TCP/IP»

MAPAMETP OyHKUMA

CnyxuT ANna 3aflaHnA CeTeBOrO MMEHWN YCTPOMCTBA.

Mmsa xocTa
MNoapepxusaerca o 15 cuMBoNoB.

U4 .
\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru




VCI-184. Bepcua 2. PyKoBOACTBO NO 3KCIJlyarauuu 67

[NAPAMETP

OyHKUMA

CeteBas Kapta

Mpn Hanuuum HecKonbkux KapT Ethernet moxHo BbIOpath
CeTeBYI0 KapTy Ans KOHOUIYpUpoBaHUS.

Bo3MOXHbI ABa pemuma: ctatmyeckuin u DHCP. Tpu BbiGOpe
pexxuma DHCP, IP-agpec OymeT nosyyeH aBTOMATMYeCKM OT
DHCP-cepBepa, nonb3oBarenbCKoe 3agaHue IP/macku

Pexmvm NoAceTW/WNt03a HEBO3MOXHO.
Mpu BbIGOpE CTATUYECKOro pexuma cneayeT 3aaatb IP/macky
nofceTn/Wwnto3s.
MAC Aagpec OtobpaxeHne MAC-aapeca yCTpPoOWCTBa.
P Bebcus Cnyxut ans Bbibopa Bepcum npotokona [P (IPv4 unm IPvé).
P Bo3moeH Bbibop IP-agpeca 3Tux AByX BEPCUN.
Beeaute cootBeTcTBYIOWME UMUDPLI, YTOObI M3MEHUTL |P-aapec u
IP-appec 3aTeM 3ajante COOTBETCTBYIOLLYID MACKy MOACETM W W3 MO

YMONYAHMIO.

Macka nopacetu

YcTaHaBnmnBaeTcA B COOTBETCTBUN CO CprKTVpOIZ cetn.

Wnto3

CeTeBOW W03 AOMKEH HaxoAuTbCsA B OAHOM cermeHte c |P-
agpecom.

OcHoBHoM DNS

IP-appec cepBepa DNS.

AnbTepHaTUBHbIN
DNS

AnbtepHatuBHbIn IP-agpec cepepa DNS.

Bkn. ARP/Ping
ana IP-agpeca

icnonb3oBaHne komaHa ARP/Ping ans nameHeHus unu 3agaHus
IP-agpeca ycTpowncTtsa, ecnm ussecteH MAC-agpec ycTponcTaa.

Mepen BbiNonHeHWem cneayeT ybeauTbCcA B MPUHAAIEXHOCTH
ceTeBo BuaeoKamepbl M [IK K oaHonm cetn. 3Ta (PyHKLMA
BK/IIOYEHA NO YMONYAHUIO.

[NocnenoBaTenbHOCTb AENCTBUIN CNeayoLLan:

lar 1: MNonyyute IP-agpec, yCTaHOBUTE CETEBYIO BULEOKaMepy U
MK B ogHown JIBC.

LLlar 2: Onpepenute GU3NYECKUI apec YCTPOWCTBA NO HaKNenKe
CeTeBOV BUI€OKaMepbl.

lWar 3: [lepenaute B wuHTepdenc 3anycka Run u BBeaute

Y % SEC.RU

KopoTkun nyTb K MHpopmaLmm

CkavaHo c sec.ru



VCI-184. Bepcua 2. PyKoBOACTBO NO 3KCIJlyarauuu 68

MAPAMETP OyHKUMA

ciepyiouine KOmaHabl:

arp —s <IP-agpec <MAC> ping -l 480 —t<IP-agpec>
Hanpumep : arp -s 192.168.0.125 11-40-8¢-18-10-11
ping -l 480 -1192.168.0.125

LWar 4: Nepe3arpysnTe yCTpOUCTBO.

lllar 5: MosBneHMe B KOMAHAHOW CTpoKe MHbopmauum «Reply
from 192.168.0.125 ...» 03Ha4aeT NPaBUIbHOCTb BbIMOAHEHHON
HACTPOWKMW. 3aKPOMUTE KOMAHAHYIO CTPOKY.

LLar 6: OTkpowiTe 6pay3ep u BBegute http://<IP-agpecs. Haxmunte
KHonKy Enter, Tenepb Bo3mMoeH focCTyn.

Mpu cmeHe IP-aspeca Npou30OMAET MepenoakntoyeHne Beb-uHTepdeiica no

HOBOMY afpecy.

7.5.2.2 MoanyHKT meHio «llopT»

MoANYHKT MeHI0 «MopT» MpeAHa3HauyeH [is NpPoCMoTpa W ynpaBleHus
napameTpamu NopToB MOAKMOYEHUs BUAEOKamepbl. MHTepdenc npeactaBneH HUkKe

(PucyHok 7.52).
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IP-kamepa S &= — A E”

P IP BMAEOKaMepa Mopt

¥ CeTk
TCRIP Maxc. nogemioverui 10 (1~20)

> Mopt TCP Moprt 37T (1025~65534)

PPPoE UDP Mopt 37778 (1025~65534)
DONS HTTP Mopt 80
SMTP(Email) RTSP Mopr 554
<lFl= HTTPs MopT 443
Bonjour

||‘|-::w.1nnuaHHm || OGHOBHTL || COXPaHKHTE
Multicast

PucyHoK 7.52 — lNognyHKT meHo «llopt»

BHNMAHWE!

0~1024, 37780~37880, 1900, 3800, 5000, 5050, 9999, 37776, 39999,
42323 aBnATCA cneuymanbHeiMM noptamu. [lonb3oBaTenb He MOMET WX
n3meHATb. M3berante WUCNONb30BAHMS 3HAYEHUA MO YMONYAHWUIO APYrUX
MOpPTOB.

OYHKUUM 1 AMana3oHbl 3HaYeHUIN NapameTpoB NpeAcTaBieHbl Hke (Tabnuua

7.16).

Tabnnua 7.16 — OyHKUMM M ANana3oHbl 3HAYEHWI NAaPaMeTPOB NOANYHKTa «[TopT»

MAPAMETP OyHKUMA
MakcumanbHoe MaKcumanbHoe 4YUCNo NOAKNIYEHUI ANA OAHOTO YCTPOWCTBA.
KONM4YecTBO 3HayeHne HaxoauTtca B AuManasoHe ot 1 go 20 (Mo ymonyaHuio
MOAKOYEHUI 10).

[lnana3oH noptoB cocTtaBnaer 1025~65534. 3HayeHue no
TCP lMopt ymonyanuto 37777. BO3MOXHO BBECTU [AEWCTBYHOLWMUA HOMEP
nopTta npu HeoOGXoaMMOCTH.

[vuana3oH noptoB cocTtaBnfer 1025~65534. 3HavyeHune no
UDP Mopt ymonyanuio 37778. BO3MOXHO BBECTW [AENCTBYOWMIA HOMEP
nopTa Npu HeoOXOANMOCTH.
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MAPAMETP ®yHKUMA

[vuana3zoH nopta cocrasnaer 1025~65524. 3HadveHne no
HTTP lMNopt ymonyaHuio 80. Bo3MOXHO BBeCTU AEUCTBYIOLWMA HOMep nopTa
npu HeoOXOANMOCTH.

3HayeHne no ymonyaHuto 554. OcTtaBbTe nyCTbiM, €Cnu
MCNOJNb3yeTe HACTPOMKY NO YMOAYAHUIO.

NMonb3oBatenun, wucnonab3ywwme Quick-Time wnn VLC, moryt
RTSP MopT BOCMPOU3BOANTL Cneaytouime dopmatbl. [Ana  KoHTpona B
peanbHom BpemeHu B hopmaTte URL TpebyeTca paboTatowuii B
peasbHOM BpemeHW cepBep Meaua RTSP, Homep KaHana, tun
NOTOKa ABOMYHbIX curHanoB B URL. MoxeT notpeboBaTbca MM
nofib3oBarenis U Naponeb.

Mopt c¢BA3n no npotokony HTIPS, pauanasoH cocraenset

HTTPS Mopr 1025~65534. 3HaueHue N0 yMonuaHuio 443,

7.5.2.3 MoanyHKT meHio «PPPOE»

MoanyHKT meHto «PPPOE» npegHa3HayvyeH Ana BKAOYeHUA/oTknoYeHus PPPoE
aBTOpU3aLUN AnsA ceTeBor paboTbl BUaeokamepbl. HTepdenc no KOHbUIyprMpoBaHUio

napameTpoB npefcTasneH Huke (PUCyHOK 7.53).

Pkavepa @ A ¥

) IP BMgEOKaMepa PPPoE

¥ CeTk
TCPAP L] Brn.
MopT MonszoBaTent none

> PPPol Mapons
DDNS
- [0 YyMOMYEHWID || OOHOBUTE || COoXpaHnTe

SMTR{Email)
UPnP
Bonjour

PucyHok 7.53 — lNoanyHKT meHto «PPPOE»

[ins  ucnonb3oBaHus npoTokona «PPPoE» BBeaute B uWHTepdence uma

nonb3osarena PPPoE nopknwoyeHMa W napofib NOAb30Batensd, MoOJiyYyeHHble OT
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npoBanjepa MHTEPHET-YCAYr, U paspelwwunTe BKAoYeHnem QyHKumio PPPOE. CoxpaHute
TeKylllMe HACTPOMKM U BbIMOJHWUTE Nepe3arpysKy YCTpOMCTBa, YToObl AKTUBMPOBATH
HacTpouKku. llocne nepesarpy3kn yCTPOMUCTBO COeanmHuTCA C Internet mo npoTtokony
PPPoE. IP-agpec MOXHO Mmonyuutb B UHTepdence CeTeBoro AocTyna, B KONOHKe |P-
aapeca. Ecnn PPPoE BKkntoyeH, cnegyet 3anpetuts UPnP.

Ob6paTtnTe BHMMaHWe: HeoBXOAMMO CHayana BOMTM B NOANYHKT MeH ¢ IP-
alpecom TeKylLero ycTponcTtea. [1octyn K KNMEHTCKOW CTOPOHE BO3MOXEH Yepe3 3ToT
aapec. Mpu ucnonb3oBaHum PPPOE HeobxoaMmo B noanyHkte TCP/IP n3mMeHUTb
napameTpsbl IP-agpeca, mackm nogcetv u WO30B B COOTBETCTBMMU C napameTpamu,

npeaocCrtaBaeHHbIMA I'IpOBElVI,EI,GpOM.

7.5.2.4 MoanyHKT meHi0 «DDNS»

MoanyHKT MmeHi «DDNS» npegHasHayeH [AnA NpoCcmoTpa U ynpasBneHus
napameTpamu paboTbl BUAeoKamepbl ¢ BHewHUM cepBepom «DDNS». MHTepdeiic

npenacrtasneH HuKe (PUCYHOK 7.54).

IP-kamepa

P IP BHOEOKaMepa DDNS
¥ CeTb

TCPIP [ Tun NO-IP DDNS
MopT Anpec dynupdate.no-ip.com
FPFPoE [OMEHHOE UMA none

Monb30BaTEND none
SMTP(Email) Mapons TIT
UFnP Mepuon oBHoeneHnA | 1440 MunH.(1440~2380)
Bonjour

| Mo YMONYaHWD || OOHOBHTL H COoXpaHnTh
Muliic ast

PucyHoK 7.54 — lNoanyHKT meHo «DDNS»
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DDNS npepgHa3HayeH pnAa coefgMHEHUMA pPasNYHbIX CEepBEpOB B  Lenfax
noNyyeHus JocTyna K BuUAeoKamepe yepe3 cepBep. Heobxoaumo 3anTv Ha cawnT
COOTBETCTBYIOLLEN CAYHKObI AN NONYYEHUSA JOMEHHOTO UMEHU U Aanee OCyUlecTBASATb
AOCTYN K cucteme 4yepe3 gomeH. DDNS paboTaeT aaxe npu cCmeHe BHelwHero |P-
aapeca. Ecamn yctpoiictBo nopkntodaetcs K 6ecnposogHon NIBC, cneayeT 3anpetuTb
UPnP.

DDNS MoOeT Mcnonb30BaThCA ANA AMHAMUYECKOTO 0OHOBNEHUS CBA3U MeXay
nmeHem gomeHa Ha DNS-cepBepe 1 BHelwHUM IP-agpecom BuaeoKamepsl B CUTyauuu,
Korpa |IP-agpec yctpounctBa MmeHserca 4vacto. [llogkntodenve DDNS rapaHtupyer
MONb30BATENAM BO3MOXHOCTb MOJAKIOYEHUA K YCTPOUCTBY Yepe3 JOMEHHOE UMA.

OYHKUUM 1 IMana3oHbl 3HaYeHUIN NapameTpoB NpeacTaBieHbl Hke (Tabnuua
7.17).

Tabnuua 7.17 — OYHKUMKM M [OManasoHbl 3HAYeHWA NapameTpoB MOAMNYHKTA MEHH0

«DDNS»
MAPAMETP ®yHKUMA

Tun cepsepa DDNS. 3HayeHne napametpa: «CN99 DDNS»,
«NO-IP DDNS», «Dyndns DDNS», «Qick DDNS». CoaepxaHue
3HaYeHus:

T"n «CN99 DDNS»: Server address: www.3322.0rg;
«NO-IP DDNS»: Server address: dynupdate.no-ip.com;
«Dyndns DDNS»: Server address: members.dyndns.org;
«QUICK DDNS»: Server address: www.quickddns.com
3HavyeHne agpeca no ymonyaHuwo: «MAC address.

Anpec )
quickddns.com»

J[lomeHHOoe nmsa Camoonpeaensemoe UMs OMeHa.

Monb3oBaTenb imsi nonb3oBaTtens Ana BBOAA NPUW BXO/e Ha CepBep.

[Maponb [laponb nonb3oBaTena Anda BBOJAA NpuU BXoAe Ha cepBep.
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MAPAMETP OyHKUMA
Mepuopa Mepuopa o6HoBNEeHMsA OT 1440 ao 2880 MUHYT.
oOHOBNEHUA

Mocne 3anonHeHus uHTepdeinca Haxmute «TecT» (PUcyHOK 7.55), 4TOObI
NOATBEPAMTb YCNELIHY perncTpaLmno JOMeHHOro umeHun. Ecnn 3ta npoBepKa He byaeT
yCrnewHon, 70 HeobXoANMO MPOBEPUTb MPABMIBHOCTL 3anofHeHUs MHpoOpMaLun o
[OMEHHbIX UMeHaxX, 04YMCTUTb «K3L» NaMsATb Opay3epa. Ecnn aTa npoBepKa BbiNoAHeHa

yCnewHo, To NnapameTpbl HYXHO COXPaHWTb, HaXaB Ha KHOMKY «COXpaHUTby».

DDNS
(] Tun NO-IP DDNS
Appec dynupdate.no-ip.com
JoMeHHoe MMA nene ﬂ
Monk308aTent none
Mapons TIT]
Mepwog obHosnedwA | 1440 Mun_(1440~2880)

| Mo yMonYaHuw | | OOHOBMTE | | CO¥paHHTL

PucyHok 7.55 — lMoanyHKT meHio «DDNS»: Tect

7.5.2.5 MoanyHKT meHio «SMTP (Email)»

MoanyHKT meHto «SMTP» (Email) npeaHasHayeH gi1a NpocMoTpa U ynpaBneHus
napameTpamy HaCTpOMKM paboTbl BUAEOKamMepbl MO CeTeBOMYy npoTokony SMTP

3IeKTpOoHHOM noyThl. MHTepdelic npeactasneH Huxe (PUCyHoOK 7.56,).
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IP-kamepa S © _ A E’

b IP BMOEOKaMepa SMTP{Email)
¥ CeTb
TCRIP SMTP Cepeep none
MopT MopT 25
PPPoE [] AHOHWMHO
DDNS Mons3oeartens anonymity
> SMTP(Emai Mapont sene
UPnP Anpec OTNpAEMTENA | NONE
Bonjour
Multicast LWndpoeaHme TLS
802 1x Tema ALARM + [w] Bnoxenwe
Q0S5 Monyyatens i
HocTtyn =
P COBEITHA
P Samuck W xpaHeHue [] ©Omyer ococtAHMKM  Mepwog obHosnedna 50 MnH.(30~1440)
P Cuctema
P UHdopmaums | Email TecT |
| Mo YMOMYaHKKD || COOHOBHTE || COXDaHHTL |

PucyHoK 7.56 — [lognyHKT meHto «SMTP»

Mpu ycTaHoBKe napameTpoB SMTP cepBepa Buaeokamepa, No obHapyKeHuo
TPEBOMM WAN WHOTO KOHTPONMPYEMOrO COObITUS, Cpasy OTNPaBMT 3/IEKTPOHHOE
coobuieHune nonyyatento yepe3 SMTP cepBep, KOTopoe nosyyatesnb NoayYUT Npu BXoae
Ha SMTP cepsep.

OYHKLUMM M AMana3oHbl  3HAYEHWA NAPAMETPOB NpPEeACTaBAEHbl  HUKE

(Tabnuua 7.18).

Tabnuua 7.18 — OyHKUMM M AMaNa3oHbl 3HAYEHWUIN NAPaMeTPOB MOAMYHKTA MEeHI0
«SMTP»

MAPAMETP OYHKUMA

SMTP Cepsep Beoa appeca cepsepa
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MAPAMETP OYHKLMA
NobT 3HayeHne Mo ymonyaHuto paBHo 25. [pn HeobxoaMMOCTH ero
P MOHO U3MEHMUTD.
Mepekntoyatens ans pabotbl 6e3 aBTOpM3aUWMM Ha cepBepe
SNMP. [Ina cepBepoB C MNOAAEPHKKON (YHKUMM AHOHUMHOCTU
AHOHUMHO BO3MOX€EH aHOHMMHbIN BxoA. «be3 aBTopuzauun» He Tpebyer
BBOJA MMEHM ToAb3oBaTens, nNapons W cBefeHMn 06
oTnpasurene.
ma nonb3oBaTena y4yeTHOM 3anuMCKU CepBepa 3NEKTPOHHOM
lMonb3oBaresnb
noyThl.
Nabons [laponb y4yeTHOM 3anucyM nosb3oBatena [Ana  cepeepa
P 3N1€KTPOHHOM NOYTHI.
Appec ALpec 31eKTPOHHON NOYTbl OTNPaBUTeNA.
oTnpasutena
MoxHo BblOpatb SSL, TLS unuM He WCNonb30BaTb [aHHYI0
lncdhpoeaHue
dbyHKumio (PucyHoK 7.57).
Tema Beog Tembl coobuweHus
i Cuctema MOXeT OTNPaBNATb KAPTUHKY MOMEHTANbHOIO CHMMKA.
«+» — [100aBUTb BNIOXKEHWE, «-» — YAANUTb BJIOKEHUE
BBO/J 31eKTPOHHbIX agpecoB e-mail nonyyatens (He 6onee Tpex
Monyuatens A P AP y ( p
aapecos).
N paspelleHns 3Tou HKUMM HeobXoaMMO YCTaHOBUTb
OT4yeT 0 cocToAHUN A pasp (byHKU A y
hnaxok.
[Mepuopa Mepron 0OHOBNEHUS OTYETA O COCTOAHUM CoeauHeHus ¢ SMTP
06HOBNEHMS cepBepom
CucTema aBTOMATUYECKM OJHOKPATHO OTNpPaBAAeT coobuieHNe
Email Tect ONA NPOBEPKM COCTOAHMA coeaunHeHua. [lepea npoBepKon
cnepyeT COXpaHUTb AaHHble HACTPOWKM 3N1E€KTPOHHOMN NOYTHI.

ssL %

TLS

PucyHoK 7.57 — MognyHKT meHto «SMTP»: lUnpposaHue
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7.5.2.6 MoanyHKT meHio «UPNP»

MoanyHKT meH «UPnP» (Universal Plug and Play) npepgHasHauyeH Aans
NpoOCMOTPa M ynpaBneHus napameTpamu HacTPOMKM paboTbl BuaeoKamepbl B obuien
CEeTM — aBTOMAaTM4eCKas HACTPOWKa CeTeBblX YCTPOWCTB B CETAX Nepeaayn AaHHbIX.

NHTepdenc npeactasneH Huxke (PUcyHoK 7.58, PucyHok 7.59).

IEI=IEI=] IP-kamepa ® & - A E’

P IP BMAeokaMepa UPRP
¥ CeTb
TCRIP [] Ben. Pesim I'Ionbaoa.' Craryc Ownbra!
MopT HauaTs nouck
DDNS
™ HTTP WebService:TCP 80 2080 Owmokal L g
SMTP(Email)
i TCP PrivBervice:TCP 7T Yrr Ouwmbkal
3y UPnP
_ ¥ uppP PrivService:UDP 37778 37778 Owmdkal
Bonjour i RTSP RTSPSenvice: TCP 554 554 Oumokal

Multicast
802.1x
QoS
DocTyn

P CobeITHA

Mo yMon4YaH1o || OOHOBHTE || COXpaHHTL |
P Sanuce K XpaHeHwe

PucyHoK 7.58 — lMoanyHKT meHio «UPnP»

e
(®) Brn. ) Bhikn.
MpoTokon TCP
BHyTp.nopt a0
BHeL. nopT 8080
| oK | | OTmexa |

PucyHoK 7.59 — lNoanyHKT meHo «UPnP»: I3ameHeHne nepeHanpasneHns NnopToB

UPnP nossonser yctaHoBuTL cBA3b mexay JIBC u obuieaoctynHoi ceTbio. B
nHTepdernce MoXHo f1006aBUTb, N3MEHUTb UM yaanutb anemeHT UPnP. [ina UPnP Ha
pa3HbIX MapLlpytnusatopax — cnegyet otknoyYmTs UPnP.

Brkntouns UPnP, ceteBas Bugeokamepa byaet noaaepxusatb npotokon UPnP.

Ecnn cuctema UPnP BKAo4eHa Ha BuaeoKamepe, TO B ONepauMOHHbIX CUCTEMax
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Windows 3Ta Bugeokmepa OyaeT HaxoguTbCs MNOUCKOM B CETEBOM OKPYMXEHWUU

Windows.

7.5.2.7 MoanyHKT meHio «Bonjour»

MoanyHKT meH0 «Bonjour» npefHasHavyeH AjfAa NpocmMoTpa U ynpasneHus
napameTpamn paboTbl  BUAEOKaAmMepbl MO  CETeBOMYy nNpoTokony  Bonjour
MHoroaapecHon cnyx6sl DNS aBTOMaTMyecKoro obHapyKeHus CUCTEMHbIX CNyXO W
cepsucoB. MHTepderic npeactaBneH Huxe (PucyHok 7.60).

Bonjour n3BecTtHa Kak ceTb C HyNIeBON KOHUIrypaunen, MOXeT aBTOMATUHYECKM
obHapyxuBarth K, ycTpoicTBo 1 cepsuc B cetn IP. Bonjour ucnonb3yet npotokon IP ¢
MPOMBILINEHHBIM CTAHAAPTOM, YTOObI MO3BONUTL YCTPOWCTBY 0OHAPYKMBATh ApYr Apyra
aBToMaTMyecku 6e3 BBoja IP-agpeca nnmn Hactpoiiku DNS-cepBepa. Mocne Toro, Kak
hyHKUMA Bonjour BKnoYeHa, ceTeBble Kamepbl OyayT aBTOMATUYECKU OOHApYMKeHbl B
OonepauMoOHHOM CUCTEME W KAWEHTe, KoTopble noagepxueatwT Bonjour. Korpa
BUIEOKamMepa aBToOMatMyecku obHapyxkuBaetca Bonjour, oHa oTobpaxaer «Mma

cepBepa», HACTPOEHHOE NMOJNIb30BaTENAMMN.

IP-kamepa ® = — A E’

P IP BEMOEOKaMEpa Bonjour
¥ CeTb
TCPAP Bl
MopT Mma cepeepa EG00AABPAGEOCEB
FEE | Mo YMONYaAHWKD H (OOHOBMTE H COoXpaHHTh
DDNS
SMTP{Email)

PucyHoK 7.60 — [MoanyHKT MeHi0 «Bonjour»

7.5.2.8 MoanyHKT meHio «Multicast»

MoanyHKT MeHio «Multicast» npesHasHayeH Ans NpocMoTpa M ynpaBneHUs

napametTpamm pa6OTbI BMAEOKamepbl B pPaMKax pana OCHOBHOIo U1 ABYX

\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru




VCI-184. Bepcua 2. PyKoBOACTBO NO 3KCIJlyarauuu /8

AOMONHUTENbHbIX BUAEONOTOKOB No ceTeBoMy npoTokony «Multicast», npegocrasnser
AOCTYN K yrnpaBneHWI0 napameTpaMu HACTPOMKM NapamMeTpoB rpynnoBon pabdoThl

Buaeokamepsbl. iHTepderic npeacraBneH Huke (PucyHok 7.61).

IP-kamepa S @ A P

P IP ENOQEOKaMEepa Multicast

¥ CeTb
TCPAP OCHOBHOI MOTOK [on. noToK
MopT Brn. Brn
FEETE Multicast anpec 241 . 0 . 0 Multicast agpec 24 1 . 0. 1
DDNS (224.0.0.0~239.255 255.255) (224.0.0.0~239.255.255.255)
SATTHETE MopT 40000 (1025~65500) MopT 40008 (1025~65500)
UPnP
Bonjour

‘ Mo yMon4aHuo || OOHOBMTE || CoxpaHnTs |

802.1x

QoS

PucyHoK 7.61 — lMoanyHKT meHo «Multicast»

MHoroaapecHbit npotokon Multicast npeactaBnseT cobor pexum nepeaayu
NaKeToB [AaHHbIX. EcanM cyulectByeT HECKONbKO BefyllMX Y3M10B, MPUHUMAIOLLNX
OJIMHAKOBble MaKeTbl JaHHbIX, MHOTOaAPEeCHbIA NPOTOKON NPefoCcTaBAseT HaunyYLlyio
BO3MOXHOCTb [1A CHUEHUA Harpy3Kku kaHana v LIN. Begyuinin y3en-McToUHUK MOXKET
NPOCTO OTNPaBAATb AdHHble [AA TpaH3uTa. ITa QYHKLUMA TaKKe 3aBUCUT OT
B3aMMOCBA3W YJIEHOB IPYMIbl U FPYMMbl BHELWHUX Y3/10B.

OyHKUMM M [Manas3oHbl 3HAYEeHU NapamMeTpPoB MNpPeACTaBNeHbl  HUXe

(Tabnuua 7.19).

Tabnuua 7.19 — OYHKUMM M AMANAa30Hbl 3HAYEHUN NAPaAMETPOB MOAMYHKTA MEHH0
«Multicast»

MAPAMETP OyHKUMA

BKﬂIOquVIe/OTKﬂ}OquVIe beHI-(LI,I/II/I MHOroagpecHoro npoTtoKoaa

Bien. Multicast.
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MAPAMETP OyHKUMA

[nana3oH MHOToaapecHoro npoToKona 224.0.0.0~
239.255.255.255.

3Ha4vyeHne NO YMONYAHUIO ANA OCHOBHOMO MOTOKa — 224.1.0.0,
ANA JONONHUTENbHOIO NOTOKa — 224.1.2.4

Appec mynbTuUKacT

Mopt MHOroajpecHoro NPOTOKONA.
CeTeBble NopTbl OcHoBHOM NOTOK: 40000, pfonofiHMTEeNbHbIX NOTOK: 40016,
AnanasoH: 1025~65534.

[ina nonydyeHus notoka nocpeacteom Multicast HeoGxoaum Bugeonneep Ans
notokoBoro Buaeo, (Hanpumep, VLC nneinep). 3anpoc noToKa NPOU3BOAMTCS B

cnepyrowem dhopmare: udp:// @IP:port npumep: udp://@ 224.1.2.4:40000.

7.5.2.9 MoanyHKT meHio «802.1x»

MoanyHKT MmeHio «802.1x» npefgHasHayeH Afia NPOCMOTPA M YNpaB/ieHuA
napameTpamu paboTbl BUAEOKamepbl B pamKax Al OCHOBHOrO UM ABYX
[OMNONIHUTENbBHbBIX BUAEOMOTOKOB MO CeTeBOMY NpoToKony «802.1x», npepoctaBnser
[OCTYN K YyMpasfieHW0 napamerpamu 3awutbl OT HEaBTOPM3OBAHHOrO JAOCTyna K

Bugeokamepe, K ID u dyHKuUMAM Bugeokamepbl. WHTepdenc npeactaBieH HUxke

(PucyHok 7.62).
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IP-kamepa

b IP BMOEOKaAMEpaA 802.1x

¥ CeTk
TCPAP L] Brn.
MopT AETOpM3aLWA FPEAF
PPPoE Monk3osaTens none
DDNS [Maponk (111
SMTP{Email)

o YMOMYIHKID || OOHOEMTL H CoxpaHHTs
UPnP
Bonjour
Multicast
> 802 1x

PucyHoKk 7.62 — [NoagnyHKT MeH10«802.1X»

IEEE 802.1x peanusyeT NPOTOKOA KOHTPOAA [OCTyna M ayTeHTuduKauum,
KOTOPbIA OrpaHMyYMBaeT nNpaBa MNOAKAYEHMA HEABTOPU30BAHHbIX KOMMNbLITEPOB K
ceteBomy |P-yctponctey Buaeokamepsbl. [poBepaeTca Kaxabli KOMNbIOTEP, KOTOPbIN
NbiTaeTcA OTKPbITb NopT IP-ycTponcTBa BUAeOKamepbl, nepes TeM KaK TOT CMOXeT
BOCMONb30BaTbCA CepBMcamu IP-ycTponcrea BugeoKkamepsl.

OYHKUMM M AMANA30Hbl  3HAYeHWW NAPaAMETPOB MNpeACcTaBAeHbl  HUKe

(Tabnuua 7.20).

Tabnuua 7.20 — OYHKUMM M AMENAa30HbI 3HAa4YeHWn napameTpoB MOAMNYHKTA MEHI0
«802.1x»

MAPAMETP OyHKUMA

Bkn. BknioueHue/oTKAt0YEHME PYHKL MM ceTeBOro npoTokona 802.1x.

AyteHtndurkaums |PEAP  (Protected Extensible Authentication Protocol) -
3aWMULEHHBIN  pacWMPsAeMblil MPOTOKON ayTeHTUdUKALUKM, He
NPUMEHSIET CneuuanbHbiX Mep Ana 3auuTbl ceTeBoro obmeHa
NaHHBIMW M npeanonaraet, 4Yto GU3NYECKMA KaHan Cetu
3aWNWEH, CNYXUT AnNA ycuneHusa cTtomkoctn EAP-npoTtokona
MHbOpMaLMOHHON Be30nacHOCTM.
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MAPAMETP OyHKUMA
[lonb3oBaTenb JlornH aBTOpPM3yEemMoro nosib3oBaresns
[Maponb [laponb aBTOpM3yemMoro noJib3oBarens

7.5.2.10 NoanyHKT meHI0o «Q0S»

MNoanyHKT MeHil0 «Qo0S» npegHa3HayeH Ansa NpocMoTpa W ynpaBieHus
napameTpamm Kavectsa paboTbl BULEOKaMepPbl B CET nepeaayn AaHHbIx. MHTepdeiic

npencrasneH Huke (PUCYHOK 7.63).

IP-xamepa

b IP BMgEOKaMEpa QoS

¥ CeTb
TCRAP MpocmoTp 0 (0~63)

MopT Komaupa 1] (0-~-63)

PPPoE Mo ymonyaHuo || OGHOBUTL || COoXpaHHTL

DDNS
SMTP(Email)
UPnE
Bonjour

Multicast

PucyHoK 7.63 — [oanyHKT MeHi0«QoS»

QoS (Quality of Service) — mexaHu3M ceTeBon 6e30MacHOCTU A1A YCTPaHeHUs
npobGiembl 3a/lepKeK U oyepefein B mappyTtusauum cetn. ObecneynBaeT KayecTso
obcnyxunBaHua ceTeBolr nepeaayn uHdopmaumm, co3maeT yBeanYeHue MpPonyCKHOM
CNoCOOHOCTM ceTeBOW Nepefayun, CnocobOCTBYET YMEHbLIEHNIO 3alepPXeK B CETeBOW

nepepave, n yCTpaHeEHUIO NOTEPKU NAKETOB Nepeaayn.
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Mapametpol QO0S AOMKHbI  COOTBETCTBOBATbL  CETEBOM  NOAUTMKE  Ha
mapuipytusatope (ynpaBnsemom KommyTatope, noaaepxusatwouwem QoS). 310 -
TeXHONOruA ANs yperynnpoBaHus npobnem 3aaepiek u 610KMPOBOK B CETU U T. .

DSCP (Touka koaa auddepeHUMPOBAHHbIX YCAYr) 3a4aeTca AN Pa3nuyeHus
MaKeToB [aHHbIX TaK, YTOObI MaplUIpPyTU3aTOP WAKM KOMMYTATOp MOrIM obecneymBaTb
pasfnuyatoumecs cnyxosl A8 pa3nnyHbix Naketos. Torga 6yaeT BO3MOXKHO BblOUpaThb
pas/nnyHble OYepean B COOTBETCTBUM C NpuoputeTom (64 YPOBHS NpUMOpUTETA) NAKETOB
1 BblIBMpPaATh NPONYCKHYIO CMOCOOHOCTb ANs Kawaon odepean. Camblil HU3KUIA YpOBEHb
- 0, Cambin BbICOKUM - 63. TaKKe BO3MOKHO OTK/IOHEHUEe AN1A Pa3nnyHbIX CKOPOCTEN
MPU CHUXEHUU NMPONYCKHOW CNOCOOHOCTU CETU.

OYHKLUUM U 3HAYEHUS MapaMeTpoB NpeacTasneHbl Huxe (Tabnuua 7.21).

Tabnuua 7.21 — OYHKUMM M AMANA30Hbl 3HAYEHUN NAPAMETPOB MOAMNYHKTA MEHIo

«QoS»
MAPAMETP OyHKUMA

[pocmoTp 3HayeHne HaxoauTcA B ananasoHe ot 0 go 63. Mapuwpytusatop uiu
KOMMYTaTOp MoOryT obecneuymBaTh pasfuyamlLmeca cnyxobl ans
Pa3fNYHbIX MAKETOB.

KomaHpa 3Ha4vyeHne HaxoauTcA B ananasoHe ot 0 go 63. Mapuwpytmusarop mnu
KOMMYTaToOp MoOryT obecneuymBaTb pasnuyawlmecs cnyxbbl ans
Pa3fINYHbLIX MAKETOB.

7.5.2.11 lNoanyHKT meHio «JlocTyn»

MNoanyHKT MeH «[ocTyn» npegHasHayeH AnAa nNpocmoTpa W ynpasieHUA
napametrpamyM  HaCTPOMKM  yAaneHHoOro  goctyna € MNOMOLLbD  cepBuUCa
P2P,skntoueHusn/otkatoyeHna ONVIF aBTopu3aunm yctpocTea, nepeaadm noToKOBOro
BMAEO C BUaeoKamepbl no npotokony RTMP Uutepdelric npeactasneH Huke (PUcyHOK

7.64).
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IP-kamepa S &=

» IP Bugeokamepa - W ——
¥V CeTb

TCPAP -

MopT
PPPoE
DDNS
SMTP(Email)

UPnP

Bonjour

Muiticast

P CoSeiTuAa

PucyHoK 7.64 - TlognyHKT meHo «Jloctyn»

Bxknapka «P2P»

Cepeuc P2P (Peer-to-Peer, oaHopaHroBas ceTb) No3Bonser ObicTpo u 6e3
CNOXHOM HACTPOMKM NOAKNIOYMTL K Buaeokamepe komnbtotep (MK) nnn cmaptdoH. P2P
No3BONAET YAANEHHO MOAKMIYATLCA K U3JENUI0 Yepe3 WHTEPHET C MOOWUNbHbIX
yctponcte 1 MK B ycnoBuax oTCYTCTBUA BHellHero ctatmyeckoro IP-agpeca (PucyHok

7.65).
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IP-kamepa

P IP EMgEOKaMEpa P2P ONVIF RTMP
¥ CeTk
TCPIP [ ] Ben.
MopT
. Crartyc He 2 ceTu
PPPoE
SN AGD0AABPAGROCER
DDNS
QR kog
SMTP{Email)
UPnP
Bonjour
Multicast | Mo YyMONYAHKD | | COHOBWTL ‘ | COoXpaHnTh
2802 1x
QoS

PucyHok 7.65 - Bknagka «P2P»

[Ins aKTMBaLMKU cepBuCca HaxmuTe «BrA.», «CoxpaHutb», «06HOBUTbY. CTaTyC
n3meHntca Ha «OHnanH». [pyn HaxatMm KHonkM «CoXpaHuTb» BCE W3MEHEHUS
NPUMEHSATCA aBTOMaTMYeCKM 6e3 nepesarpysKu.

MeTogbl nopknwyeHns K BuAeoKamepe yepe3 cepsuc P2P onucaHbl B

pasfene 9 HaCToALlLEro pyKoBoACTBaA.

Bknapka «ONVIF»

Bknagka «ONVIF» npeaHa3HayeHa Aana  BRAoYeHusa/oTknoveHus ONVIF

aBTOpM3auUun Buaeokamepsl. MHTepdenc npeactasneH Huxe (PUCYHOK 7.66).
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IP-xamepa

b IP EMOEOKaMEpPa P2P ONVIF RTMP

¥ CeTb
TCRIP AETODM3AUNA (e) Bekn. () Buikn.

A Mo yMOnNYaHM0D ‘ ‘ OOHOBUTE | | COXpaHnTL

PPPoE
DDMNS
SMTP{Email)
UPnF
Bonjour
Multicast

802 1x

QoS

PucyHok 7.66 - Bknagka «ONVIF»

ONVIF — 3710 ceTeBoM npoToKon. CTaHAApPTHble LEAU TUNOBOro MPUMEHEHUA
ONVIF - 23710 cBA3bIBaHMe paboTbl B rpynne CeTeBbIX YCTPOMCTB OT Pa3HbIX
NMPoOu3BOANUTENEN.

B cooTBETCTBMM CO CBOMMM (DYHKLMOHANBHBIMW BO3MOXHOCTAMN BUAEOKaMepa
¢ BKAtoyeHHbIM ONVIF ucnonb3yet Heobxoanmble TNoBble ceTeBblie npocunn ONVIF.

«S-npotunb» NOAAEPHKMBAET MOTOKOBOE ayaMo W BMAEO, YNpaBieHue
napameTpamy NoToKa N3o0paxeHUN 1 BellaHus;

«C-npothmnb» NOAAEPKMUBAET CUTHANMU3ALNIO, ONOKMPOBKU, Pa3bNOKUPOBKU
NOMELEHUN W T.N.;

«Q-npodunb» NoaaepKnBaET yNpoLLEHHbIE MEXaHM3Mbl HACTPONKM YCTPOMCTB,
0OHOBNEHMS MPOLIUMBOK, pacwupeHHon 6eszonacHoctn, NTP, SSL, mMoHuTOpUHT; «G-
npodunb» NOAAEPHKMBAET B3aUMOAENCTBUE C CeTeBbIMU Buaeopernctpatopamu NVR,
cuctemamu ynpasnedus 3gaHuamu um PSIM (komnnekcHas cuctema 6e3onacHoctu),

ynpaBneHne n KOHTPOb 3anNNCKU AaHHbIX, Nepeaada ayano m MeTa-VIHCbOpMaLI,I/II/I.
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Bknaagka «RTMP»

[poTokon «RTMP» npepgHasHayeH panA nepepaydn MNOTOKOBOro BuUAeo C

BUAEOKamepbl Yepe3 nHTepHeT. HTepdelic npeactaBneH Huxe (PUCYHOK 7.67).

IP-kamepa S © _ A ¥

b IP EMOEOKaMEpPA P2P ONWVIF RTMP

¥ CeTk
TCPAP L] B
MopT Twn noToka (®) OCHOBHOM NOTOK () Oon. notox 1
PPPoE Address Type (®) Mon-custom () Monb3oBaTensckui
DDNS IP agpec 0.00.0
SMTP(Email) Mopt 1935 (0~65535)
Jen e Custom Address
Bonjour
Multicast Mo yMONUYaHWID | | OBGHOBMTL | | COXDaHHTR
202 1x
QoS

PucyHoK 7.67 - Bknagka «RTMP»

Ona  axkmmBauuyu npotokona RTMP  Haxmute «BKkn.»,Bbibepute  TUM
nepeaaBaemoro BUEONOTOKA, M TUM ajpeca YCTPOMCTBA, Ha KoTopoe OyaeT nepeaaH
BblOpaHHbIA BugeonoTtok. Ana agpeca «Non-custom» - Heobxoanmo BBecTU IP-aapec
yCTPOWCTBA, Ha KoTopoe ByaeT nepeaH NOTOK U nNopT (AnanasoH 3HaveHui: 0-65535).
Ecnu 6bin BbIOpPaH NoNb30BaTeNbCKUIM TUN ajpeca, notpebyertca BBecTn «Custom

Address» (qomeHHOe ums).

7.5.3 NyHKT meHio «CobbITUAY»

MyHKT MeHio «CobbiTuA» npegHa3HayeH [Ais MNPOCMOTPAa M yNpaBleHus

napameTpamy COObITUIN TPEBOT W peaKuuMn Ha Hux. WHTepdenc nyHKTa MeHio
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«CoObITUA» MMeeT NATb NOANYHKTOB: «Buaeo cobbitna», «Cxemar», «BuaeoaHanntnkar,

«Pacno3HaBaHue nuuy, «Henonaaku». MHtepdenc npeactaBneH Huxe (PucyHok 7.68).

IP-kamepa O

P IP BMOeOKaMepa _

P CeTb

¥ Co6bITHA

Buneo codbITUA
Cxema P

BugeoaHanuTea — . - .
PacnozHaeaHue Ny

Henonaakn i

P 3anuck M XpaHeHWe
P Cuctema —

P WHjpopMaLMA

PUCYHOK 7.68 — MNMyHKT MeHo «CoObITUA»

Kaxablh  MOANYHKT  MEHK  OTKPbIBAeT  BKAAAKY  KOHMUrypupoBaHUS
COOTBeTCTBYIOUMX NapameTpoB. CoxpaHeHne U MHMLMANM3auna NnapameTpoB BKNAAKM
BbIMONHAETCA Yepe3 MHTePAKTUBHYIO NaHeNb COXPAHEHMA U UHULMANM3AL MM HACTPOEK

31OV BKNagku (PUCyHOK 7.69).

| Mo yMONYaHWo || OOHOBWTE || CoXpaHuTs |

PucyHoK 7.69 — [laHenb coOXpaHeHuA U MHULMANN3aLunum HacTpoeK

7.5.3.1 NoanyHKT meHio «Buaeocobbitua»

MoAnyHKT MeHi «BuaeocoObiTus» npeaHa3HayeH Ana  npocmoTpa W
KOH(MTypUpoBaHMS NapameTpoB 0OHAPYKEHNS BUAEOKAMEPOW ABUMKEHMUS, 3aKPbITUS
nnn pacoKycMpoBKM 0OBLEKTUBA, U3MEHEHUSA CLEHbI BUAeOoHabnogeHus. NHTepdeiic

npeacrasneH Huxe (PucyHok 7.70). WHTepdeinc noanyHKTa MeHio «Buaeocobbitus»
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nmeetr TpU BKNagku: «OOHapyXeHUe ABUMKEHUA», «3aKpbiTE O0OBLEKTUBAY,

«MI3meHeHMne cLueHbl».

IP-kamepa S & A E’

P IP Bugeokamepa | —— e ||| it
P Cetb

¥V CobbiTus .

Uxema

BupgeoaHanutuka

-
Henonagku

P 3anuck U XpaHeHue ——

P Cucrema

P Undpopmauus

PucyHOK 7.70 - MoAnyHKT MeHIo «Bruaeocobbitna»

Bknagka «QO6HapyxeHue ABMKEHUA»

Bknaaka «OGHapyeHne ABMKEHUA» NpeaHa3HayeHa Ans KOHOUrypupoBaHus

napameTpoB U rpadvKa BbIMONHEHUA BUAEOKAMEPOW OOHAPYKEHUS ABMKEHUS.

NuTepdenc npeactaBneH Hke (PucyHok 7.71).
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IP-kamepa S & — A E"

P IP EMOEOKaMepa O6Hap. gBW¥EeHWA BaKpbiTHe 00beKTHEa M3MEeHEHWE CUEHbI
P CeTb
¥ Co6LITHA L] Bkn.

B 00k
PacnucaHwe HacTpo ViEM

Cxema

BupgeoaHanutuka

AHTHANIEDUHT b s (0~100)

ConacTs HacTpoiiem
Henonapgkw
P 3anuck W XpaHeHHe PacnucaHwe anucu
P Cuctema [NWTENLH. 3aNMCH 10 s (10~300)
P UHcpopmauns [] omnpeka Email

PacnucaHwe cHUMES

| Mo yMOMYAHKKD H OOHOBMTh H CoxpaHnTh

PucyHok 7.71 - Bknaaka «OBOHapyeHue ABUKEHUA»

OYHKL MM U 3HaYEeHUA NapaMeTpoB Npe/cTasneHbl HMxe (Tabnuua 7.22).

Tabnuua 7.22 - OyHKUMM W 3HAYEHUs nNapameTpoB BKAAAKM «OOHapyxeHue
ABUKEHUA»
MAPAMETP OYyHKUMA
Bkn. BkntoyeHne/OTKNOUYEHNE BULEOETEKTOPA ABMKEHUS
Pacnucanune Hactpoiika HepenbHoro rpadwuka paboTbl BugeoneTeKTopa

aBuxeHusa (PucyHok 7.72)

AHTULM3EpUHT NMapametp AHTuamsepuHr (Anti dither) no3Bonset 3apatb MHTEpPBan
BPEMEHW, B TeYeHMe KOTOPOro nocefyiolime TpeBoXHble COObITUA
OyayT KnaccuduumMpoBaTbCa Kak 0gHO CobbITUeE.

O6nacTtb HacTpolika 4yBCTBUTENIbHOCTU BUJEOJETEKTOPA [ABUKEHUA B
obnactn obHapywenusa (PucyHok 7.73). Yem Bblwe nopor
YYBCTBUTENILHOCTK, TemM 6onee BepoATHO  cpabaTbiBaHMe
BUJEOAETEKTOpPA Npu OoOHApyXeHWM [ABMMKEHMA. B cueHe
BUIEOKAMEpPbl BO3MOXHO HAaCTpOUTb J0 4YeTbipex obnacrten
YYBCTBUTE/IbHOCTU.
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[MAPAMETP OyHKUMA
Pacnucaxune ABTOMaTMyecKas 3anucCb BWUAEONOTOKA NpU  OOHapyXeHuu
3anucu LBUXEHUA.
[nutenbHOCTb [nuTenbHOCTb 3anUCcKU nocne 3aBeplieHnss TPEBOXHOIo COObITUA.
3anucu 3Ha4vyeHne napameTpa B gnanasoHe o1 10c go 300 c.

OtnpaBka Email |Mpu BKNOYEeHMM napameTpa, CUCTeMa BUeOKamepbl Oyaer
aBTOMATUYECKN OTNPaBAATL 3JIEKTPOHHYIO NOYTY 3aAaHHOMY
nonyyatenio o6 oOHapyxeHUM ABMKeHWUA. AApec nonydatens
3N1EKTPOHHOW MOYTbI YCTAHABANBAETCA B NOANYHKTE MeHI0 7.5.2.5.

PacnucaHune Mpu BKAOYEHUM napameTpa, CUCTEMA BUAEOKAMepbl Oyaer
CHUMKa adBTOMaTU4eCKMN COXpPaHATb I/I306pa)KeHl/IF| npu 06Hapy)KEHI/Il/I
ABUKEHUS.
0 2 4 6 8 10 12 14 16 18 20 2 24
MoHenenkHWE
BTOPHUK
YeTeepr
MATHMLA
Cy6Gota
BOCKPECeHES
[] Bee +/ MowenencHus || Bropuuk [ | Cpepa [ | Yemeepr [ | MAthwua [ | CydGota [ | BockpeceHke

[wiMepwos? | 00 : 00 : DO |-| 23 : 59 : 59
[] Nepuon2 00: 00: DO |-| 23 : 59 : 59
[] Mepuon3 00 : 00 : 00O -| 23 : B9 : &Y
[Jrepwosd | 00 : 00 : DO |-| 23 : 59 : &9
[IMepwons | 00 : 00 : 0O |-| 23 : 59 : 59
[ Mepuons 00 : 00 : 00O -| 23 : B9 : &Y

| COXpaHHTE | | OTMeHa ‘

PucyHoK 7.72 — Bknaaka «O6HapymeHue ABMKeHuUA»: PacnucaHue
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X

VMma | Regiont
uyacraut. [o)=———t)——(F) 55
Mopor [=){ J——[x] 4

I CoxpaHuTs | I OtmeHa ‘

PucyHok 7.73 — Bknaaka «ObHapyxeHue iBuKeHuA»: O6nactb

Bknaaka «3aKpbiTue o6beKkTuBa»

Bknagka «3aKpbiTue 00ObeKTMBa» MNpefHasHayeHa Aif KOHMUIypupoBaHUs
napameTpoB ¥ rpaduKa BbINOAHEHUA BUAEOKAMEPOW OOHApYKEHUS 3aKPbITUA WK

pachoKycmpoBKku o6bekTBa. NHTepdenc npeactasieH HKe (PUCyHOK 7.74).

IP-kamepa S @

P IP BEMOEOKaMEpa OB6Hap. ABWHEeHUA |3aKpLITHE Uﬁ'llEIlTHBaIHZSMEHEHHE CLEHbI
» CeTe
¥ CoBLITHA [] 3akpuiTwe obwexmvea [] Pacdokycuposea
i i Pacnucanune
Cxema
BupeoaHanuTHka [«] Pacnucanme zanucu
Henonapm OnurentH. 2anmen | 10 s (10~300)
P 3anWck W XpaHeHWe [] ©mpeka Email
P Cucrema [/] PacnucaHue cHuMES

» UHdopmauus

| Mo yMONYaHWID H COOHOBMTE || COXpaH|TL

PUCYHOK 7.74 - BKnafika «3aKpbiTe 06beKTnuBa»
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OYHKUMM U 3HAYEHMS NapaMeTPoB NpeacTaBneHbl HuKe (Tabnuua 7.22).

Tabnuua 7.23 — PyHKLMK 1 3HAYEHNA NapaMeTPOB BKIAAKM «3aKpbiTue 00bEKTUBAY

[MAPAMETP OyHKUMA

PacnucaHue HacTpoiika HepaenbHoro rpaduka oOHapyXeHUs 3aKpbITUA U
pacoKycnpoBKku 06beKTnBa (PUCYHOK 7.75)

Pacnucanune ABTOMaTMYyeCKas 3anucb BUAEOMNOTOKA MNpuU  OOHapyXeHUn
3anucu 3aKpbITUA AN pachOKYCUPOBKM 0OBbEKTUBA.

[nvtenbHOCTb [nuTenbHOCTb 3anucKU nocne 3aBepulieHnss TPEBOXHOIO COObITUSA.
3anucu 3Ha4vyeHne napameTpa B gnanasoHe o1 10c go 300 c.

OtnpaBka Email |[Mpu BKNOYeHUM MapameTpa, CcuUCTemMa BUJeOKamepbl 6Oyaer
ABTOMAaTUYECKN OTNPaBAATb 3/IEKTPOHHYI0 NOYTYy 33ajaHHOMY
nonyyatenio o6 oOHapYKEHWM 3aKPbITUA UM PachOKYCUPOBKM
obbeKTUBa. Appec nosy4yaresns 3N1EKTPOHHOW MoYTbl
yCTaHaBNMBaeTCA B NOANYHKTE MeHi 7.5.2.5.

PacnucaHue Mpyu BKNWOYEHUW TNapameTpa, CUCTEMA BUAeOKamepbl Oyaet
CHUMKa aBTOMaTM4YeCKNU COXPaHATb W300paxeHUss npu  OOHapyKeHUU
3aKPbITUS NN pacPoKyCUPOBKN 0OBEKTUBA.

0 p 4 6 g 10 12 14 16 18 20 22 24
MoHenenkHWE HacTtpoiika
BTOpHUK HacTtpoiika
Cpena HacTtpoiika
HeTeepr HacTpoiika
MATHMLE HacTpoiika

CybboTa HacTtpoiika

BockpeceHse HacTpoi#ka

[ Bee + Moxenenehux [ | Bropuuk [ | Cpega [ Yetsepr [] MAthuua [ | CyGGota [ | BockpeceHbe
[ NMepuon1 oo : o00: 0D -| 23 59 : B9
[ Mepuon2 g0 : 00 0D -| 23: 53 : &89
[ Mepwon3 | 00 : 00 : OO |- 23 : 59 : &9
[] Nepuon4 oo : o00: 0D -| 23 59 : B9
[ Mepuons g0 : 00 0D -| 23: 53 : &89
[] Mepuons 00 : 00: OO -| 23 : B3 : &Y

| COXpaHHTE | | OTmeHa ‘

PUCyHOK 7.75 — BKnaaKa «3aKkpbiTue 06bekTMBax»: PacnucaHuve
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Bknagka «M3meHeHune cueHbl»

Bknagka «M3meHeHne ClLeHbl» TnpefHa3HayeHa A8 KOH(MUIypupoBaHus
napameTpoB M rpaduKa BbINOJHEHUS BUAEOKAMEPON AETEKUMM MO OOHapYKEHUIO

M3MeHeHUs cueHbl BugeoHabnoneHusa. MHtepdenc npeactasneH Huke (PucyHok 7.76,

PucyHok 7.77).

IP-kamepa

» IP BEMOEOKaMepa

b CeTb

¥ CoGBITHA
B 00k
Cxema
En,-:ec:a—a_'nﬂn-ma

Henonagku

P 3anuck W XpaHeHHe

P Cuctema

P UHcpopmaumna

S @ A

OB6Hap. DEWXEHWA 3aKpbiThe oﬁbemuﬂaluameueuue CUEHBI

b

[] Ben.

Pacnucaume

HacTpoHkM

[+] Pacnucanwe zanuci
LORUTENEH. 2anucK 10 5 (10~300)
[] ©mpexa Email

[v] Pacnucanwe cHamea

‘ Mo YMONYaHWHD || OOHOBWTE || COXpaHWTL

PucyHoKk 7.76 — Bknagka «/13meHeHuMe CLEHbI»

OYHKUUM U 3HAYEHMS MapaMeTPoB NpeacTaBneHbl Huke (Tabnuua 7.24).

Tabnuua 7.24 — GyHKUUM U 3HAYEHUS MAaPAMETPOB BKNAAKN «M3meHeHne CLeHbl»

MAPAMETP OyHKUMA
Bkn. BkntoyeHne [/ oTKNoYeHMe BuaeoeTektopa «/3meHeHne CLeHbl»
Pacnucanune Hactpoiika HeaenbHoro rpaduka paboTbl getektopa «M3meHeHue
cueHbl» (PUCYHOK 7.77)

Pacnucanune ABTOMATMyecKasa 3anucb BUAEOMNOTOKA NpPU  BO3HUKHOBEHUM
3anucu TPEBOXHOTO COObITUA

[nutenbHocTb3an |[lapameTp yCTaHaBAMBAeT BpPeMsA, HA KOTOpoe cucTema
ncu BUIEOKAMEpPbl MOCAe OKOHYaHWA CuUrHana Tpesorn Oyaert
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[MAPAMETP OyHKUMA

3alepXuBatb 3aBepleHne BbINOJIHEHWA 3annUcu. 3HadveHue
napametpa B gnana3oHe o1 10c go 300 c.

OtnpaBka Email |[Mpu BKAOYEeHMM napameTpa, CUCTEMA BUAEOKamepbl Oyaer
aBTOMaTUYECKN OTNPaBAATb 3/IEKTPOHHYIO NOYTYy 3aAaHHOMY
nonyyatentd O BO3HWKHOBeHWW TpesBoru. Appec nosydarens
3/1EKTPOHHOW MOYTbI YCTAHABANBAETCA B NOANYHKTE MeHI0 7.5.2.5.

PacnucaHue Mpu BKAOYEHUM napameTpa, CUCTEMA BUAEOKamepbl Oyaert
CHUMKA aBTOMATMYECKN COXPaHATb M300paxeHns npu BO3HUKHOBEHWUM
COObITUIA TPEBOT.

MH HacTpoikm
BT HacTpoitkm
Cp HacTpofikm

Yr HacTpoiikm

nr HacTpoiikd

co HacTpoikM

Be

HacTpoikuM

[]Bce MH [] Br []cp []ur [] nr []ce [] Be
] Nepuoa1 00 : 00 : OO0 |- 23 : B9 : B9
[ NMepnog2 00 : 00 : OO0 |- 23 : 59 : &9
[ Nepnog3 00 : 00: OO0 |- 23 : 59 : B9
[ Nepnog4 o0 : 0O0: OO0 |- 23: 59 : B9
] Nepuoas o0 : 00 : OO0 |- 23: 589 : B9
1 Nepuoné 00 : 0OD: OO |- 23 : B9 : K9

| COXpaHMTL | | OTMeHa |

PucyHok 7.77 — Bknagka «/13meHeHune cueHbl»: Pacnncanne

7.5.3.2 MoanyHKT meHio «Cxema»

MoanyHKT meHIo «Cxema» npeaHasHayeH Ana KOHPUrypupoBaHMa napameTpos
N rpadurKa BbINOAHEHWUA BUAEOKAMeEPOMN «YMHOrO niaHa» — 3arotoBAeHHON «Cxembl»
HeoOXoAMMbIX JencTBui BuaeoKamepbl. NHTepdenc npeactaBneH Huke (PucyHok

7.78).
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IP-kamepa &

> IP EMgecKaMepa Cxema

b CeTb
¥ CoSbITHA
Buoeo cofeITHA

» CxemMa

BupeoaHanuTHEa

FacnozHaeaHWe nuL,

Henonagku

P Januck U XxpaHeHke OAHOEUTE COXpEaHNTE

P CHCTEMA

» UHopMayKa

PucyHok 7.78 — lNoanyHKT MeHto «Cxema»

7.5.3.3 MoanyHKT MeHI0 «BuaeoaHanutukar

MoANYHKT MeH0 «BuaeoaHanutuka» npeaHasHadyeH AN KOHPUIypupoBaHus
napameTpoB v rpadmKa BbINONHEHUA BUEOKAMEPON BUAEOAHANUTUYECKUX DYHKLUNA:
nepeceyeHne NUHUKU, KOHTPONb 06NACTM, OCTABNEHHbIA NpeaMeT W MponaBlIne

npeameTbl. iHTepdenc npeactasneH Huke (PUCyHOK 7.79).
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EI=TU[=] ipkamepa D @ W A
P IP eugeoxamepa HacTpoiiku
o _ - npam i {:
¥ Co6 =
Siotles 1 Mpasunal lMepeceuenve m -
Buaeo cobbitua | s
s 2 T[lpaeuna2 KoHTpons obn m
Cxema
Henonazku ¥
P 3anuck M XxpaHeHue HacTpoiika napameTpos
> Cucrema Pacnucarme
P WHdpopmauus
[LencTene [] Mosmenenve [v] TMepeceuenue
Hanpas-e Bxoa&Beixog
[] Pacnucanme 3...
OnurensH. 2a... | 10 s (10~300)
=
DUNLTP (® Makc.p... 8191 * 8191 Pacnucanuecc...
O Munp.. 0 N0 lﬂo YMONYAHUIO || OBHOBUTL “ CoxpaHuTs
CUETUMK NKK.... 0 & 0 ObnacTs
PucyHoK 7.79 — lloanyHKT meHto «BngeoaHanutnka»
BI/ILI,eoaHaﬂl/ITI/IKa - 3710 NMHTENNEKTYaJibHbIN dHannm3 MOTOKOB

BUJeoHabNOeHNa M BUJEOAAHHbIX apxuBa BueoHabnwoaeHuA. BuaeoaHanutuka
BbINONHAET aBTOMATUYECKOE BbISIBNIeHWE PA3/IMYHOro poaa AaHHbIX U AETEKTUPOBaHue
3apaHee 3anporpaMMUpPOBaHHbIX COObITUIA TpeBor. BupeoaHanutnka, BbINONHsieMasn
BUIEOKaMepPOMN, UCMoNb3yeT (QYHKLUMU [EeTEKTOPOB BUAEOKAMepbl W NO3BOAAET
onpenennTb B AaHHbIX BWUAEOMNOTOKA aHAaNUTUYECKME CUTyaLuu Mo COOCTBEHHbIM U
nepucepunHbIM JeTeKTopam, No aHanu3y TPEKOB BUAEOMOTOKOB, PACMnO3HaBAHUIO
obpasoB. [paHuuLy npeaynpexjatolen AnMHUM 06NACTM NPUMEHEHUs npaBuUna
AETEKLUUN BUIEOAHANUTUKN cneayeT Aenatb NPOCTON U HE NPUMEHSTb BUAE0AHANUTUKY
K CTPYKTYPHO CIOXHbIM 06nacTam.

BuaeoaHanutMka KOHTpoOAMpyemblx o6bekToB/Beller (uenen) Ha cueHe
BUIeOHabN0eHNs, BbINONHAEMAs BUJEOKaMepOoil, BKOYAET B cebs:

MepeceyeHne NMHUM - BO3HUKHOBEHME CUrHaNa TPeBOru, Koraa Lefb CornacHo
YyCTAHOBNEHHOMY MO KOHTPOIO HanpaBNEHUIO  [BUXKEHUS nepecevert

npeaynpexaatollyto nuHuio (PucyHok 7.80).
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KoHTponb 06nacti — BO3HUKHOBEHME CMTHaNa TPEBOTW, KOrAa 0O6bEKT YacTbio
UAN  LENVKOM MOABWICA BHYTPU KOHTYpa KOHTPOAMPYEMOM 30HbI, WAM Korja
ABUKYLLASCA LleNb Nepecekna Ha BXOA/BbIXO Npeaynpexaatolyo NMMHU0 (3aMKHYTbIN

KOHTYpP) KOHTponupyemon 30Hbl (PucyHok 7.81).

(BOLID RLECI T  @m ¥ A E’

b IP Bugeokamepa HacTponku

P Cetb
V CobbiTus _

Bupneo cobbitna

¥ No. Tpasuno Tun b

‘ M 1 Mpasunal Mepeceyerne

i
M 2 npasuna2 KoHTpons 06n m

Cxema

Henonagku

HacTpoiika napameTpos

Pacnucanue HacTpoiiku

Hanpae-e

P 3anuck M XpaHeHune
P Cucrema

P UHdpopmaums

[] Pacnucakue 3...

fnwtensH. 3a... | 10 s (10~300)

[] Omnpeka Email

Mpasuna [l Pacnucanmec...

3 q * O
UL cren RIE B131 [ﬂoymonuauwo“ OBHOBUTL ” COXpaHuTs
CUETUMK NHK.... 0 3 0

PucyHok 7.80 - [loanyHKT meHio «BuaeoaHanutnka»: llepecevyenne nnHum
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P IP Bugeokamepa HacTpoiku
P CeTb

No. [MMpasuno Tun

V CobbiTus
1 Tpasunal l‘IepeceueHme I

2 Mpasuna2 KoHTpons 06n i

Buaeo cobuiTuR

Cxema

Henonagku

HacTpoiika napameTpos

Pacnincanme HacTpoiiku

P 3anuce U XxpaHeHue
P Cucrema

P WUHpopmauus

[encTene [] Nosenenve V] Tepeceuexune
Hanpas-e Bxon&Beixon
[] Pacaucasme 3...
Onutensh. 3a... | 10 s (10~300)
) e e
DUNLTP (® Makc.p.. 8191 * 8191 PacnucaHme c...
® .
@ Y f |I’onMonuaHmo“ OBHOBUTL H COXpaHuTs |

CYESTUNK NKK.... 0 &0 Obnacts

PucyHok 7.81 - MoanyHKT meHo «BuaeoaHanutnka»: KoHtponb obnactu

cDyHKLI,l/Il/I N 3HA4YEeHWNA NapamMmeTpoB BUAEOAHANIUTUKWN NpeactaB/ieHbl HUXKE

(Tabnuua 7.25).

Tabnuua 7.25 - OyHKUMM 1 3HAYEHUA NApPamMeTpoB MOAMYHKTA  MEHHK
«BnpeoaHanntnka»
MAPAMETP OyHKUMA

[paBuna KoHduryprpoBaHue pucoBaHnem «MblILLbIO» Ha
BUIEON300paXKeHnn npegynpexajatuen  nuHUn npasuna
BUE0AHANUTUKMN.

Oyunctntb YnaneHne CKOH(MPUIypMpoOBaHHOW PUCOBAHUEM «MbIlbIO» Ha
BUEON300paXKeHnn npeaynpexaawnen  AUHUK npasuna
BUE0AHANUTUKMN.

PacnucaHue Hactpoiika HepenbHoro rpaduka paboTbl Kayaoro npasuna
BuAeoaHanUTUKM (PucyHok 7.82)

[lenctBue «[loABneHne» — uenb 4acTbld WAN LENMKOM OKasanacb B
KOHTpoNMpyemon 30He; «[lepeceyeHne» — [OBMXKYLWLAACA LeNb
nepeceKna KOHTPOAMPYEMYIO 30HY.
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MAPAMETP OyHKUMA
HanpaBneHune HanpaBneHne [BMKEHUA 4epe3 npeaynpexaally NUHUI0
BUAEO0AHANUTUKM
Pacnucanune ABTOMaTMyeckasa 3anucb BMUAEONOTOKA MNPU  BO3HWKHOBEHMMU
3anucu TPEBOXHOTO COObITUA
[AnnTenbHOCTb [lapameTp yCTaHaBAMBaeT Bpems, Ha KOTOpoe CUCTeMa
3anucu BUJEOKAMepbl MNOCAe OKOHYaHWA CuUrHana TpeBorn Oyaert

3a[epXunBaTtb 3aBepleHne BbINOJIHEHUA 3anncu. 3Ha4veHue
napametpa B gnanasoHe o1 10c go 300 c.

OtnpaBka Email |Mpu BKAOYEHUM nNapameTpa, CUCTEMA BUAeOKamepbl OyaeT
ABTOMATUYECKN OTNPaBAATbL 3/IEKTPOHHYI0 MNOYTy 33aJ4aHHOMY
nonyyatentd O BO3HWKHOBEHWW TpesBoru. Apgpec nosydarens
3N1EKTPOHHOW MOYTbI YCTAHABANBAETCA B NOANYHKTE MeHK 7.5.2.5.

PacnucaHue Mpu BKAOYEHUM napameTpa, CUCTEMA BUAEOKAMepbl Oyaer
CHUMKa aBTOMATMYeCKM COXPaHATb M300paXeHns Npu BO3HUKHOBEHUU
COObITUIA TPEBOT.
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PucyHok 7.82 — lloanyHKT meHo «BuaeoaHanutuka»: PacnncaHue

7.5.3.4 [MoanyHKT meHi0 «Pacno3HaBaHue nuu»

MoanyHKT MEeHI0 «Pacno3HaBaHue NNLLY npegHasHayveH ans
KOH(UTYPUPOBAHMA NapameTpoB U rpaduKka BbIMOAHEHMA BUAEOKAMeEPON (YHKL MY
oOHapyXeHUs B Kajpe BUAEOCHEMKU NULL U OCYLLeCTBAeHUA ux doTorpacdunpoBaHus.
NHTepderic no KoOHbUIrypupoBaHUO napameTpoB npectaBneH Humke (PucyHok 7.83,

PUcyHOK 7.84).
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PucyHok 7.83 — [NoanyHKT MeHto «Pacno3HaBaHune nuu»
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PucyHoK 7.84 — lloanyHKT meH «Pacno3HaBaHue nuuy»: PacnucaHue

OyHKUMSA NO3BONSET pPacno3HaBaTb HECKONbKO fML, U NPUMEHAETCA npu
BbINONHEHUN KOHPUTYpUPOBaHUA «YMHOro nnaHa» «Cxembl» HEOOXOAMMbIX 1eNCTBUI

BUaeokamepbl (pasgen 7.5.3.2 HacTosALLero pyKoBOACTBA).
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q)yHKLI,l/Il/I M 3HAYEHUA NMapaMeTPOB NOANYHKTA MEHI0 «PacnosHaBaHune nuu»

npencTasneHsl HMxe (Tabnuua 7.26).

Tabnuua 7.26 — GyHKUMM 1 3HAYEHNA NapamMeTPOB MOAMYHKTA MeHI0 «Pacno3HaBaHue

anuy»
[MAPAMETP OyHKUMA
Bkn. BkntoyeHne/oTknoyeHmne hyHKUUN BMAEOKAMEPbI
«Pacno3HaBaHune nuuy.
Pacnucanune MapameTp ycTaHaBnuBaeT pabounit KaneHpapb (PucyHok 7.84)

BK/OYeHMS hYHKUUM «Pacno3HaBaHue nnLy.

O6pabotka nui,  |YnydleHne KayectBa (4eTKOCTM) M300OpaxeHua nuua.

3anuco ABTOMartnyecKas 3anucb BUAEONOTOKa NP pacrno3HaBaHnu nuua.
AnuTenbHoCTb YcTaHOBKAa  A/IMTENBHOCTM 3anucy Npu BO3HUKHOBEHUM COObLITUSA
3anucu TpeBoOrn. 3HavyeHne HaxoauTca B guanasoHe 10 go 300 c.

Tpes. BbIxo [lapameTp BKNKYEHMA HOMepa BbLIXOAHOMO NOpTa BUAEOKaMepbl

Mo dKTUBaLUWK TPEBOTHU.

3aaepKa MapameTp 3aaaeT BpeMA aBTOMATUYECKOW 3aJepKU CUrHana
TpeBoru TPEBOrM Ha 3ajaHHOe 3Ha4YeHne BpemeHn B guanasoHe ot 10 ¢ go
300 c.

OtnpaBka Email |Mpu BKAOYEeHMM napameTpa, CUCTemMa BUAeOKamepbl Oyaet
aBTOMATUYECKN OTNPaBAATb 3/IEKTPOHHYIO NOYTY 3aAaHHOMY
nonyyatentd O BO3HWKHOBeHWW TpeBoru. Appec nosydvarens
3N1EKTPOHHOW MOYTbI YCTAHABANBAETCA B NOANYHKTE MeHI0 7.5.2.5.

PacnucaHue Mpu BKNOYEHUM NapameTpa, CUCTEMA BUAEOKamepbl Oyaer
CHUMKA aBTOMATMYECKM COXPaHATb M300paxeHns npu BO3HUKHOBEHWUM
COObITUIA TPEBOT.

MopacTpoiika 3MeHeHMe HACTpoeK APKOCTM M300pamKeHus nuMua npu ero
3KCNO3ML MK 0OHapyKeHMM, HACTPOMKa UHTePBana 0OHaPYKEHMS.
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7.5.3.5 [MoanyHKT meHi0o «Henonaaku»

MoanyHKT MeH0 «Henonagku» npeAHasHayvyeH AnA BKAYEHWA/OTKNIOYEHUS U
HAaCTPOMKM  NapameTpoB  KOHPUIYpMpOBaHWA  TPEBOXHOTO  CobbITMA  npw
BO3HMKHOBEHUW OLIMOOK, CBA3AHHbIX C UCMONb30BAaHMEM KapTbl MAMATU, OWMOOK CETH
M owunboK asTopu3aumu. [MoanyHKT MeHl «Hemonagku» CTPYKTYpPHO WMeeT Tpu
BK/IAAKM AnA HeobxoAMMOoro KoHUrypupoBaHus napametpoB: «Owmnbrka SD KapTbl»,

«OwWwmnbKa cetTn», «HecaHKUMOHUPOBAHHbIV JOCTYN» (PUCYHOK 7.85).

IP-kamepa S &= A E’

b IP BEMOEOKaAMEpPA Own6ka 5D kapThl Owubka cetd HecaHkl. gocTyn
b CeTh

¥ Co6BITHA
Buaeo cobLITHA
Cxema
BuaeocaHanwTuka

P 3anuck W XpaHeHWe

P CucTema

P WHpOpMAaLMA

PucyHok 7.85 — [loanyHKT meHio «Henonagkun»
Brknapka «Ownbka SD KapTtbi»

Bknagka «Owunbka SD KapTbl» npeaHasHayeHa [Ana KOHMOUTYPUPOBAHUS
napameTpoB TPEBOrM Mo COObITUAM, CBA3AHHBLIM C WMCMNOMb30BAHWEM KapTbl NAMATM
BUAEeOKamMepbl. MHTepdenc npeactaBneH Huke (PucyHok 7.86).

KoHTponupyemble TpeBoru:

«HeT SD KapTbl» —B CN0OTe A4N1A KApTbl NAaMATU BMAEOKAMeEpPbI OTCYTCTBYET KapTa
namaTtn «Micro SD»;

«Ownbka SD KapTbl» — B BUJEOKaMepe BO3HWKAA HeycTpaHumas olunbka

paboThl KAPTbl NAMATH;
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«3aKaH4ymBaetrca mecto Ha SD Kapte» — Ha Kapte naMATM HeAOCTATOYHO
CBO60,E|,HOFO mMecCTa anda BbINO/MHEHNA COXpPadHEHUA [adHHbIX. Pa3:\/\ep OoCTaBllerocAd
CBO60L|,HOI'O MPOCTAHCTBA Ha KAapTe nNamATn, MO KOTOPOMY BO3HUKAET CUTHAN TPeEBOIN
no aTtomy C06bITl/HO, MOXHO YyCTdHaB/MBATb B MNPOLUEHTaxX OT EMKOCTU KApTbl MamMATH,

3a7laBas HYXXHOE 3HauYeHue B NapameTpe «3aKoHUMNOCb MecTo Ha SD KapTe %(0-99)»

IP-kamepa D &= _ A E"

» IP BEMOgeOKamepa OwmnEka SD kapTel] OwWWGKa CETH HecaHkl. mocTyn
F CeTb
¥ Co6LITHA Tun cobbimuA HeT SD kapTsl
Buaeo coObITvA [ ] Ben.
Cxema ] Omnpeka Email

BuasoaHanuTueEa

F 3anuck U XpaHeHHe

Mo YMOMUAHNID || OGHOBWTE || COXpaHUTL

P CHUCTEMA

P WHpOopMaLKs

PucyHoK 7.86 — Bknaaka «Owunbka SD KapTbi»

OYHKUUM U 3HAYEHMS NapaMeTPoB NpeacTaBneHbl HuKe (Tabnuua 7.27).

Tabnuua 7.27 — ®yHKUUM 1 3HAYEHUS NapameTpoB BKNaaku «Owmnbka SD KapTbi»

MAPAMETP OyHKUMA

Bkn. BrntoyeHne/oTKNIOYEHME (byHKL MM KOH(pUTrypupoBaHus
TPEBOXHOTO COObITUSA NPU BO3HUKHOBEHUW OLIMOKKM, CBA3AHHON C
MCNONb30BaAHMEM KapTbl MAMATY

OtnpaBka Email |Mpu BKNOYeHUM napameTpa, CcuUCTema BUJeOKamepbl 6Oyaer
aBTOMATUYECKN OTNPaBAATL 3JIEKTPOHHYIO NOYTY 3aAaHHOMY
nonyyatentd O BO3HWKHOBeHWW TpesBoru. Appec nosy4varens
3/1EKTPOHHOW MOYTbI YCTAHABANBAETCA B NOAMNYHKTE MeHI0 7.5.2.5.
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Bknagka «Owunbka cetn»
Bknagka «Owunbka ceTu» npeAHasHayeHa [ANA  KOHUIYPUPOBAHUSA
napameTpoB TPEBOTM MO COObITUAM CETEBOTO NOAKNOYEHUA BUAEOKamepbl. UHTepderic

npeactaBfieH Hmxe (PucyHok 7.87).
KoHTponnpyemble TpeBorn: «Pa3spbiB coeMHeHUA» — pa3pbiB COeAMHEHUA

cetn; «KoHdnukt IP apgpecoB» — HenpaBWibHOE WCNONb30BAaHWE WAM HeEBepHOE

Ha3Ha4veHue P ajpecaunn BuaeoKamepsobl.

IP-kamepa S &= — A E’

P IP EMgEOKaAMEpa Ownbka 30 KapTol OWwHbKa ceTH HecaHky,. gocTyn
P CeTk
¥ CoBLITHA Tun cobemrA Pa3spkie coeguHeHMA
Buaeo cobuITHA bv] Brn.
Cxema [] Pacnucaxmne zanucu
BuAE0aHANKMTIKS OnurensH. zanucn | 10 s (10~300)
o yMONYaHWUH ‘ | ODHOBWTL | | COXpaHHTE

;- 3anuck W XpaHeHWe
P CucTeMa

P MHopMaumMnA

PucyHoK 7.87 — Bknaaka «Owunbka cetu»

OYHKUUM U 3HAYEHMS NapaMeTpPoB NnpeacTasneHbl HuKe (Tabnuua 7.28).

Tabnuua 7.28 — ®yHKUMM 1 3HAYEHUS NapaMeTPoB BKNaaku «OlmnoKa ceTu»

MAPAMETP OyHKUMA

Bkn. BrntoyeHne/oTKNIOYEHME (byHKL MM KOH(pUTrypupoBaHus
TPEBOXHOTO COObITUA NPV BOSHUKHOBEHUMN OLINMOKMN CeTU

PacnucaHne ABTOMarnyeckaa 3anncb BUAEONOTOKA MNpPU  BO3HUKHOBEHUU
3anucu TPEBOMXHOI0 COObITUSA

[nutenbHOCTb [OnutenbHOCTb 3anncK Mocfe 3aBeplleHns TPEBOKHOIo CoObITUS.
3anucu 3HayeHuMe napametpa B gmanasoHe ot 10c go 300 c.
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Bknaaka «HeCcaHKLUMOHUPOBAHHbLIN AOCTYN»

Bknagka «HecaHKUMOHMPOBAHHbIN AOCTYM» npegHasHavyeHa Ans
KOH(UIypMpoBaHNa NapaMeTpoB TPEBOrM N0 COOLITUAM A0OCTyNa npu owmnbKax BBOAA
NOTMHA W napona Ana [JocTyna K Buaeokamepe. WHTepdelnic npeactaBneH Huxke

(PucyHok 7.88).

IP-kamepa S &= _ A E’

b IP BHOEOKAMEpa OwWbka SD kapTel  Owubka ceTd  JHecaHku. gocTyn
P CeTb
¥ Co6bITUA kvl Brn.

ClWWEKa aBTopKaa. | & paz (3~10)

Bupeo coduitka

Cxema [] Cmnpexa Email

Bugeoananutuea

P 3anKce W XpaHeHHe

Mo yMOM4EHWID || OOHOBHTL || COXDAHHTE

P Cuctema

P UHpopmalmA

PucyHoK 7.88 — BKknagka «HeCaHKLMOHMPOBAHHBIN AOCTYN»

OYHKLUMM 1 3HAYEHUS NapaMeTPOB BKAAAKN «HeCaHKLMOHMPOBAHHBIN AOCTYMN»

npencTasneHsl HMxe (Tabnuua 7.29).

Tabnuua 7.29 — OyHKUMM M 3HAYEHUS NAPAMETPOB BKNAAKM «HeCcaHKLUMOHUPOBAHHbIN

AOoCTYyN»
MAPAMETP ®YHKUMA
Bkn. BrntoyeHne/oTKAOYEHNE PYHKLUN KOHDUTYPUPOBAHNA
TPEBOXHOTO COOLITUA NPKM OWMOKax aBTopM3aLmm
OwunbKa KonnyectBo 6e3ycnelwHblXx MOMbITOK BXOAA B CUCTEMY, Npwu
aBTopu3aummu KOTOpoM OyaeT CKOH(WUIYpUPOBAHO TPeBOXHOe cobbiTue.
[lnana3oH 3HaveHnn: 3 — 10.
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MAPAMETP OyHKUMA

OtnpaBka Email |Mpu BKAOYEHMM napameTpa, CuUCTemMa BUAeOKamepbl Oyaet
ABTOMATU4YeCKM OTNPaBAATb 3/IEKTPOHHYID NOYTy 3ajaHHOMY
nonyyatentd O BO3HWKHOBeHWW TpesBoru. Appec nosydarens
3NEKTPOHHOW MOYTbl YCTaHABAMBAETCA B MOANYHKTE MeHt0 7.5.2.5.

7.5.4 [lyHKT MeHI0 «3anncb U XxpaHeHue»

[lYHKT MeHI0 «3anucb W XpaHeHue» nNpeAHasHayeH [anA  ynpasieHus
HAaCTPOMKaMM pacnUCaHuA, pexuma XpaHeHUAa U  BbINOAHEHWUA BUAEO3aNUCeN.
NHTepdenc nyHKTa MeHI0 «3anuncb U XpaHeHne» UMeeT TpU NoanyHKTa: «Pacnucanmey,

«XpaHunuuie», «Hactpoiku 3anucuy». Nutepdenc npeactaBneH Huxke (PucyHok 7.89).

IP-kamepa S @ A ¥

b IP BugeoKaMepa PacnucaHue 3anucu PacnucaHue cHUMKS TpazgHuEN

P CeTk

» CoBuus [ Hopma ] OeuweHue [ Tpesora®

¥ 3anuck 1 XpaHeHue 0 2 4 6 8 10 12 14 16 13 20 22 24

"
XpaHeHwe apxMea Br
HacTpoitkk 3anvci Cp

» CucTema ur

P WHdopmaums M
c

2

MpasgHnkK

| Mo YyMONYaHWD || ODHOBHTL: || COXpaH1TL |

PUCYHOK 7.89 — [yHKT MeHI0 «3anncb N XxpaHeHue»

Kaxablh  MOANYHKT  MEHK  OTKPbIBAeT  BKAAAKY  KOHMUrypupoBaHUS
COOTBETCTBYIOUMX NapameTpoB. CoxpaHeHne U MHULMANM3aumna napameTpoB BKNAAKM
BbIMONHAETCA Yepe3 MHTePAKTUBHYIO NaHeNb COXPAHEHMA U UHULMANM3AL MM HACTPOEK

3Ton BKnaaku (PvcyHok 7.90).

|I'onr.|0nuaHm0 || ODHOBMTE || CoxpaHnTs |

PucyHoKk 7.90 — [NaHenb COXpaHeHuA U MHULMANn3aunum HacTtpoekK

U4 .
\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru




VCI-184. Bepcua 2. PyKoBOACTBO NO 3KCIJlyarauuu 108

7.5.4.1 MoanyHKT meHI0 «PacnucaHue»

MoanyHKT MeHl «PacnucaHue» MoO3BOASET MNPOCMATpMBaTh W YNpaBAATh
napameTpamy pacnucaHus 3anucu BUAEONOTOKA U COXpPaHEeHUs u3ob6paxKeHUn ¢
BUAeonoToKa. MoanyHKT MeH «PacnucaHue» CTPYKTYpHO UMeEeT TpPWU BKNAAKU ANS
HeobXoAMMOro  KOH(pUTrypMpoBaHWA nNapameTpoB: «PacnucaHue 3anucu» -
KOH(UIypMpoBaHNe KaneHaapHoOro pacnmcaHus 3anucu BuaeonoToka; «PacnucaHue
CHMMKa» — KOH(MUrypupoBaHuWe KaneHJapHOro pacnucaHua MNo COXPaHEeHUo
n306paxeHUn ¢ BMAEONOTOKA; «MpasgHMKM» — KOH(UIYpMpOBaHME KafeHAapHOro

pacnucaHus pabotbl Bugeokamepbl (PucyHok 7.91).

IP-kamepa S & — A E’

P IP BMOEOKaMEpa - — : r— .
P CeTb

P CoBbITHA

¥ 3anuck W XpaHeHWe

> PacnucaHwe

XpaHeHWe apxuea

HacTpofkK 33n1cK
P Cuctema

P> WHpopmaums

PucyHoK 7.91 — lNoanyHKT MeHto «PacnncaHue»

Mepen HACTPOWMKOM pacnucaHus Mosb30BaTeNlb AOMKEH BKIKYUTL PEXUMI
BbIMOMIHEHMS 3aNUCK U CHUMKOB. ECnn pexumbl 3anncu U CHUMKOB BbIK/KOYEHbI, TO
BUEOKamepa He ByaeT 3anncbiBaTb BUAEONOTOKM UM IeNaTb CHUMKN B COOTBETCTBUM

C pacnnucaHnem.
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Bknapka «PacnucaHue 3anucu»

Bknagka «PacnucaHue 3anucu» npeAHasHayeHa [Ans KOHMUIYpUpPOBaAHUA
NnapameTpoB AeTasbHOro HeAenbHOro KafeHaaps pacnmcaHus no BbINONHEHWIO 3aMKCK

BUaeokamepoin. NHtepdenc npeactasneH Huke (PucyHok 7.92).

NG pvers @ W A B
P IP eMacoKaMepa PacnucaHmne sanucy Pacnucaiue cHumka  [pasoHMEn
P Cetb
P CO6EITHA [v] Hopma B[] Oewkenve [V Tpesora @

=

2 4 6 8 10 12 14 16 18 20 22 24
[TTT T T T T T T T T I T T T T T T T I T T T I T I T T I T TTI T T ITITTITIITIITTI 1]

¥ 3anuck U XpaHeHWe

T —————————————
XpaHeHwe apxMEa Br m
HacTpoiiki 3annuci Cp

> Cucrema " -

P WHcpopmaumn M m

cs mm
T

| Mo ymonyaHuo || ODHOEMTE || CO¥paHUTL |

PucyHok 7.92 — Bknapgka «PacnucaHue 3annucu»

3afjante Ana Kaxjaoro AHA Heaenu nepuoibl BpeMeHW BbIMONAHEHWUs 3anucu
BMAEOMNOTOKOB, OTMETMB MX C MOMOUIbID MbiK Ha rpaduke (PucyHok 7.92) wnu

BBEANTE BPEMEHHbIe MHTEPBA/bI BPYUYHYI0 BO BKAaAKe «HacTpoika» (PucyHok 7.93).

=TRIRIT! Ll ] o oo

Kad
[] Bee MH 1 Br []cp ] Yr 1 nr [] co ] Be [ NpaagHmim
MNepuont 0O - 00 : 00 23 . 59 : 59 |[] Hopma [v] Oeweenve [y Tpesora
lNepuon2 00 : 00 : €0 23 : 59 : &9 |[] Hopma [ ]| Oewkenwe [ | Tpesora
MNepuon3 00 : 00 : €0 23 : 59 : &9 |[] Hopma [ ]| Oewkenwe [ | Tpesora
Meprond 00 - 00 - 00 23 . 59 : 59 |[]| Hopma [ | Osweenwe [ | Tpesora
Mepwons 0o - 00 - 00 23 . 59 : 59 |[]| Hopma [ | Osweenwe [ | Tpeeora
Mepwont 0o - 00 - 00 23 . 59 : 59 |[]| Hopma [ | Osweenwe [ | Tpeeora
| CoxpaHiuTs | ‘ OTMEHA ‘

« » SEC.RU

PucyHoK 7.93 — BKknagka «PacnucaHue 3anncuy»: Hactponkm

KopoTkun nyTb K MHpopmaLmm
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Bknapka «PacnucaHume cHUMKa»

Bknagka «PacnucaHue CHUMKa» npefHa3HayeHa ans KOH(PUrypupoBaHus
napamMeTpoB [eTajibHOTO HEeAENbHOr0 KafNeHAaps pacnucaHWs no  BbIMOSHEHUIO
COXpaHeHus n300paxeHUit ¢ BUAEONOTOKOB BUeoKamepbl. MHTepdenc npeacTasneH

Huxe (PUcyHOK 7.94).

IP-kamepa S @ ' A ¥

» IP BMOEROKaMEpaA Pacnucanwue :samml PacnucaHwe CHUMKA Mpa3zaHuen

» CeTb
b CobLTHS ] Hopma ® [¥] Osikenne ] Tpesora W

=]

¥ 3anuck W XpaHeHHe 2 4 6 8 10 12 14 16 18 20 22 24
N T T N A |

"“ Hacroi

XpaHeHue apxXuea

g

HacTpoim

HacTpoiikn aanmcu

Q
o

HacTpoim
p Cucrema

5

HacTpoitkm
P WHchopmaums

g

HacTpoim

HacTpoitkm

g

HacTpoim
MpazgHKEA

HacTpoitkm

| Mo yMOonYaHu0o || OOHOBMTE: || COXpaHHTL |

PucyHoK 7.94 — Bknapka «PacnncaHume CHMMKa»

3apanTe ANA  KaXAOro JHA Hejenu nepuoibl BPEMEHW  BbIMOAHEHUA
COXpaHeHUs M300paxeHnit, OTMETUB UX C MOMOLLbIO MblIlUK Ha rpadnke (PUCYHOK 7.94)
NN BBEAUTE BPEMEHHblE MHTEPBaNbl BPYYHYI0 BO BKNaake «Hactpoiku» (PucyHOK

7.95).
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kad
] Bee MH 1 Br ] cp ] 4r O nr [ co ] Bc ] MpazgHmem
Mepuopi 00 : 0D : 00 |-| 23 : 59 : 59 |[] Hopma [v] Oewkenne [v] Tpeeora
Mepuon2 00 : 00: 00 |[-| 23 : &9 : &9 |[] Hopma [ | Oewkenwe [ | Tpeeora
MNepuog3 00 : 00 : 00 |- 23 : 59 : 59 |[]| Hopma [ | Oewkenwe [ | Tpeecra
Mepuond 00 - 00 : 0D |-| 23 : 59 : 59 |[] Hopma [ | Oewmenwe [ | Tpeeora
Mepuons 00 : 00 : 00 |- 23 : 59 : 59 |[] Hopma [ | Oswmenwe [ | Tpesora
MNepuont 00 - 00: 00D |-| 23 : 59 : 59 |[] Hopma [ | Oewxenwe [ | Tpeeocra
| COXpAHNTE ‘ | OTmeHa

PucyHoK 7.95 — BKknagka «PacnmcaHmne cCHMMKa»: Hactpomnkm
Bknaaka «llpa3gHuku»

Bknagka «[pa3gHuku» npeaHasHayeHa AnAa KOHPUrypupoBaHua napameTpos
M YCTAHOBJIEHMA UCNONHAEMOro BUAEOKamMepOon rofOBOro pacnncaHma BbIXOAHbIX AHEN
B paboTe BuaeoKamepbl. MHTepdelic npeactasneH Huke (PUCYHOK 7.96).

BoibepuTe B KaneHaape fAaTbl BbIXOAHbIX, MPa3fHUYHbIX U WHbIX [OHEW, B

KOTOpble He A0/IXHa OCYyL eCTBNATbCA 3alnNCb NN COXpPaHEHNE m3o6pa>+<eHm7|.
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IP-xamepa S &

b IP EMOEOKaAMEpA Pacnucanue 3anucK Pacnucadue EHHMK‘Ei MpasaHuEN
P CeTk
P CoBBITHR D FacnucaHme 3anucK |:| FacnvcaHyve cCHUMES

¥ 3anuck W XpaHeHWe

> Factnucadwe

XpaHeHWe apxWEa

Map

MH Br Cp Yr nr Co Bc

HacTpoKK 33nHcK

"
b CucTema 2 3 4 5 &
13 14

P WHdopmauma 9 10 11

16 17 18 19 20 21 22
23 24 25 26 27 28 29

30 3

‘ OOHOBMTE H COXpaHHTL |

PucyHoK 7.96 — Bknapgka «[lpa3gHuKmn»

7.5.4.2 MoanyHKT meHI0 «XpaHeHUe apxusa»

[MoanyHKT MeHI0 «XpaHeHMe apxumBa» nNpeAHasHavyeH pAnA npocmoTpa u
ynpaBneHne napameTpamy HaCTPOMKM XpaHEHUA apxuBa BMAeONOTOKAa. B KauvecTBe
XpaHuAuLLa MOXHO MCNOMb30BaTb CeTeBOW pecypc cepsepa FTP, ceteBoe xpaHunuiye
NAS, Micro SD KapTy namaTi BuaeoKamepbl.

[MoANYHKT MeHI0 «XpaHeHne apxmBa» CTPYKTYPHO MMEET YeTblpe BKAAAKM ANA
Heob6Xx04MMOro KOH(UIypUpoBaHUA NapamMeTpoB: «XpaHeHne» — KOH(UIypupoBaHue
MecTa COXpaHeHuMa BUAEONOTOKa; «SD KapTta» — KOH(MWUIYpUMpOBaHWE pexuma
yTeHusa/3anucm ©  «ropsyerr 3ameHbl» SD  KapTbl Buaeokamepsbl; «FTP»  —
KOH(urypupoBaHue cepeepa FTP ana apxXxnBHOro XpaHeHMsA AaHHbIX BUAEOKAMEPDI U
«NAS» — KoHurypupoBaHne NAS ans apXMBHOTO XpaHeHWA [LaHHbIX BUAEOKaMepbl

(PucyHoK 7.97).

U4 .
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IP-kamepa

S @ ¥ A P

b IP BHAEOKaMepa e

- —

& s e L

p CeTb

p CoOBBITMA

¥ 3anuce U XpaHeHWe
Pacnucadue

> XpaHeHwe apXWBa

HacTpoikn 3anuci

p CucTEMa

P WHpopMaLMA

PucyHOK 7.97 — [oANyHKT MeHI0 «XpaHeHne apxmBa»
Bknagka «XpaHeHue»

Bknagka «XpaHeHue» npefHa3HayeHa AN yNpaBfieHWs napameTpamu

HaCTPOMKM MecTa XpaHeHus BuaeonoToka. MHTepdelic npeactaBneH Huke (PUCyHOK
7.98).

« » SEC.RU

IP-xavepa > @ W A P
P IP EMgeokamepa SD kapTa FTP NAS
2 s Pacnucanue 3anuce PacnucaHue CHUMEKA
P CobuiTuA Tun cobeTHA MocToAKHO OBHap. OBMHEHWA Tpesora Tun cobeITHA MocToAHHO OfGHap. BMKEHWA Tpeeora
¥ 3anuck W XpaHeHWe 3D kapTa = = SO kapTa = =

LR FTP ¥ ¥ o FTP O O ¥
NAS a o ] NAS O o a

HacTpoiikA 3anuck

| Mo ymon4yaHu || O0HOBMTE || CoxpaHnTs
» CucteMma
> UHopMmaums
PucyHok 7.98 — Bknagka «XpaHeHue»
Bknapka «SD kapta»
Bknagka «SD kKapTta» npegHa3HavyeHa Ans  ynpasneHua  QyHKUMAMU

noarotoBku (hopmatMpoBaHusa), 3ameHbl, Pexuma uyTeHue/3anucb paboTbl KapThl

namatn Buaeokamepsl. MiHTepdenc npeactasneH Huxe (PucyHok 7.99).

KopoTkun nyTb K MHpopmaLmm

CkavaHo c sec.ru
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IP-kamepa @ @ ¥ AP
P IP BMOEOKaMEpa XpaHeHuwe FTP NAS

p Cetb

» CobeiTHA

¥ 3annck M XpaHeHue
Pacnncanne
HacTpoiku 3anucu

P Cuctema

P MHcbopmauua

Tonsko uTeHue || YTenne/sanues || OpAYEA 3aMeHa || OBHOBHTE

PucyHok 7.99 — Bknagka «SD KapTa»
Bknagka «FTP»

Bknagka «FTP» npepgHa3HayeHa [fis ynpaBAeHUs napameTpamu HaCTPOMKM
aBTOPM30BAHHOrO A0CTyNa BuAeoKamepbl K cepBepy FTP ana apXMBHOrO XpaHeHus

AaHHbIX BUJeoHabnoaeHua. UHtepdeiic npeactaBneH Huxe (PucyHok 7.100).

IP-kamepa S & _ A

P IP Engeckamepa XpaHeHue SD kapta FTP NAS
Sk Brn. SFTP(peromengyeTcs)| |
P CoBbITHRA
Cepeep 0.0.0.0
¥ 3anuck U XpaHeHHe
Mopr 22 (0-65535)
PacnucaHue
Mons30earent anonymity
HacTpoiikn 3anucK Mapons
P CucTema AupekTopus share
P WHcpbopMaLKa Tpesora (nokansH)

Tecr

‘ 10 YMOMYHWID H OOHOBWTE || CoXpaHiTL

PucyHoK 7.100 — Bknagka «FTP»

Bkntounte dyHKkumio FTP, 3anonHute apgpec cepsepa FTP, nopt, umsA

nonb3oBarena, napojib " COOTBeTCTBy}OLLLI/IVI MyTb CoxpaHeHuAa. [locne coxpaHeHus

U4 .
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BBE€€HHbIX AdHHbIX PEKOMEHAYETCA Bbl6paTb «Tect» pnAa NPpoBEPKN BO3MOXHOCTU

COXpaHeHUA BUAEOonoToKa Ha cepsepe FIP.

Bknagka «NAS»

Brknagka «NAS» npepgHa3HaveHa anA ynpasneHua napamerpamy HacTPOWKW
aBTOPU30BAHHOIO AOCTYyNa BUAeoKamepbl K ceteBomy xpaHunuuly NAS ana apxmBHoOro

XpaHeHUs [aHHbIX BuaeoHabnogenus. VHTepdenc npeactaBneH Huke (PucyHok
7.100).

IP-kamepa S &= v A E’

P IF EMOEOKAMEpPa XpaHeHue SD kapTa FTP NAS
b CeTb
BKn. NFS
P COBBITHA
Cepeep 0.0.0.0
¥ 3anuck W XpaHeHWe
OWpeETopKHA
PacnucaHwe
> XpaHeHwe apxKea Mo yMOonYaHuo | | ODHOBUTL ‘ ‘ CoxpaHnTs

HacTpoikn 3anucK
P Cuctema

» UHpopmaums
PucyHoKk 7.101 — Bknagka «NAS»

Brntounte dyHKumnio «NAS», 3anonHute agpec cepsepa NAS, yKamxute nyTb

(nanKky), nocne 3Toro BO3MOXHO COXpaHeHMe 3anucu unn n3obpaxeHus Ha cepsepe
FTP.

7.5.4.3 MoanyHKT meHio «HacTponku 3anucu»

MoanyHKT MeHI «HacTpoWKku 3anucu» npefHasHayeH [Afis  HACTPOMKU

napameTpoB 3anucu BugeonoToka. MHtepdenc npeactasneH Huke (PucyHok 7.102).
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IP-kamepa O

» IP BEMOEOKaMeEpa HacTpoitku 3anucu

P CeTk

b COBBITHA OTpeack 3anMci 8 MuH. {1~120)

¥ 3anuck M XpaHeHHe Mpepsanucs 5 5 (0~3)
PacnucaHve 3anon-Hue SO kapTel  [epezanuck
XpaHeHWe apXMES Pexm 3anuck (® Asto () Bpyudywo () Bein.

MoTok ANA 33MMcK CcHOBHOW NOTOK
b CHcTEMA

Mo yMOonNUaHKo | | (OOHOBMTHL | ‘ CoxpaHiTh
P UHdopmauua

PucyHoK 7.102 — [NognyHKT MeHio «HacTporkm 3anncmy»

YcTaHoBUTe AnntenbHOCTb 3anncy (0T 1 4o 120 muH), Bpems npeaBapuTenbHoN
3anucn (0T 0 A0 5 C€) A0 BO3HWUKHOBEHUA COOLITUS U BbiGEpUTE pPEXMUM 3amnuUcu.

OnpepenuTe NOTOK 3aMMUCU: OCHOBHOM WAV AONOMHUTENbHBIN.

7.5.5 TlyHKT meH10 «Cucrtema»

MyHKT MeHto «Cuctema» npeAHa3HayeH Ana NpPoOCMOTPa W ynpaBleHus
6a30BbIMU CUCTEMHBIMM MapameTpamu BUaeoOKaMepbl.

NuTepdenc nyHkta meHio «Cuctema» MMeeT CeMb NOANYHKTOB: «O6uimne
HaCTPONKNY, «[lonb3oBaTtenuny, «be3onacHocTby, «llo YMOJTYAHUIOY,
«MImnopT/3KcnopT»,  «ABTOMYHKUMM»,  OOHOBNeHWEe  cucTembl».  WHTepdeiic

npeactaBneH HuKe (PucyHok 7.103).
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IP-kamepa S &=

b IP EMgEOKaMepa . - = —
P CeTb

P CoOBBITHA

P 3anuck M XpaHeHWe

¥ Cuctema
ODWKe HACTPOWENA
Mone3oBarenn
BezonacHocT
Mo yMon4yaHwo
HMmanopT/3kcnopT
ABTOGYHELIMKN

DBHOBNEHWE CUCTEMBI

P WHopMaLHs

PucyHoK 7.103 — [NyHKT meH1o «Cucteman

Kaxablh  MOANYHKT  MEHK  OTKPbIBAeT  BKAAAKY  KOHMUrypupoBaHUS
COOTBETCTBYIOUMX NapameTpoB. CoOXpaHeHWe U MHMLMANM3aLMA NapameTPOB BKNAAKM
BbINOIHAETCA Yepe3 UHTEPAKTUBHYIO NaHeNb COXPaHEHMA U MHULMANM3aunum HacTpoex

3Ton BKnaaku (PucyHok 7.104).

|I‘onr.|0nuaHm0 || ODHOBUTE || COXpaHnTL |

PucyHoK 7.104 — [laHenb COXpaHeHNA N MHULMANU3aLMn HaCcTPoeK

7.5.5.1 MoanyHKT meHio «ObLmMe HaCTPONKU»

MoAnyHKT MeHwo «O6liMe HACTPOWKW» NpeAHasHayeH AnA MPoCMOTpa U
yrnpaBneHus CUCTEMHbIMM napameTpamu Bblbopa CTaHAapTOB BUAEO, A3bIKA
NHTepdenca, UMeHn BuaeoKamepbl. [loagnyHKT meHo «OCHOBHOW» CTPYKTYPHO MMeeT
ABe BKNAAKM Ans  HeobxoAMmoro KoHdurypupoBaHus napameTtpos: «O6ujme
HAaCTPOWKU» — KOH(PUIypupoBaHWe OCHOBHbIX 6a30BbIXx HACTPOEK CUCTEMbI;
«[lata/Bpema» — KOH(PUrypupoBaHMe CUCTEMHbIX NAapaMeTPOB BPEMEHU W AaThbl

Bugeokamepbl (PucyHok 7.105).
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CEDE Pravepa @ @ W A P

P IP EMQeOKaMeEpa S - —— S
P Cetb

P CoBbITHUA ————

P Januck W XpaHeHKe

¥ Cuctema e -

> OBWME HACTROKWKK

Monezoeatenm
EezonacHOCTE

[0 Y¥MOAdaHKI
MMAOpTIAKENORT
AETODYHE LMK
OAHOENEHKWE CHETEME]

P HMHopMaUMa

PucyHOK 7.105 — MognyHKT MeHto «O0L e HAaCTPOMKUY
Bknagka «06uime HacTpoOnKn»

Brnagka «O6uine HaCTponKU» npeaHasHaveHa Ans NpocMoTpa M ynpaBneHus
CUCTEMHbIMM MapamMeTpamu Bbibopa CTaHAAPTOB BUAEO, sA3blKa MHTepdenca, UMeHu

Bugeokamepbl. iHTepdenic npeacraBneH Huke (PucyHok 7.106).
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IP-kamepa @ &= s A ¥

F IP BUAEOKAMEpA PGLLI,HE HECTPOﬁKH OaTa/BpemA

P CaTk
P CoOGLITHA IrA YCTRORCTER SG00AAIPAGEICER
P 3anMce W XpaHeHue gkl Fycckui v
¥ CHcTeMa CTaHAaRT BMOED P v
5 ORBWME HACTROHKM
Mo yMondaHKD || OfHOBMTE || COXpAHWTE
ManezoeaTeny
EezonacHooTe

Mo yMondaHKD

FmnopTiakcnopT
AETODYHE LK
OBHOENEHKWE CUCTEME

P MHopMauKA

PucyHok 7.106 — Bknaaka «O6uine HacTpOnKu»
Bknapka «[lata/Bpems»

Bknagka «[ata/Bpems» npeaHasHayeHa ANns NpPoOCMOTpa M ynpaBieHus
CUCTEMHBbIMM NapameTpamMu BPEMEHU 1 faTbl BuaeoKamepsbl. HTepdeiic npeacTasneH

Huxe (PucyHok 7.107).
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IP-kamepa O

b IP BUAeokaMepa  OAWME HACTROMKM] Oata/Bpems

P CeTk
P CoBLITHA DOPMAT fATE Moa-Mecau-dexe v
P 3anuck U xpaHeHue "DORMAT BREMEHW 24y v
¥ Cuctema Yacogol noAc (UTCHI3:00) Mockea, Cankr-MNetepbypr, Bom ¥
> DBWHe HACTROMEN Tekywes Epema 2020-04-02 =13 M N
Monezoearenwq OST
BezonacHocTe Tvn s [Mara Hegens
o M anHaH 0 Hayano AHE v 1 v 00 00: 00
VimnopT/3kcnopt Bpema akaHYaHKA HHB v 2 v [ R B I R ]
ABTORYHELMK
KL CHHEpOH. ¢ NTF
DBHOENEHWE CHETEME -
NTP Cepeep clock.isc.org
> UHdopMaLua
MopT 123
Mepron oBHOENEHKA | 10 hMH. {0-~300
‘ 10 YMONY aHKD H QBAHOBWTE || COXpaHUTE

PucyHok 7.107 — Bknaaka «/[lata/Bpemsa»

OYHKUUM U 3HAYEHMS NapaMeTPoB NpeacTasneHbl HuKe (Tabnuua 7.30).

Tabnuua 7.30 — PyHKLUN 1 3HAYEHWsA NapaMeTPoB BKNaaku «/lata/Bpems»

MAPAMETP OyHKUMA
®opmar gartbl Bbibop hopmaTa aaThl
®opmat BpemeHu 24-4yacoBoun n 12-yacoBou hopmaTtbl BpeMeHM
YacoBou nosc BbiGop YacoBoro nosca

HacTpoviKka TeKyuiero BpemeHu W Aathl, CUHXPOHM3ALMA C

Tekywee spems TeKywmnm spemeHem MK

YcTaHOBKa B COOTBETCTBUM C cbopmaTo:v\ AaTtbl WAN B

Tun DST COOTBETCTBUM C HefeNbHbIM (POpMaToOM Nepexoaa Ha neTHee
Bpems
CuHxp. ¢ NTP BknoyeHne npoToKoNa CETEBOro BpeMeHu
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MAPAMETP OyHKUMA
NTP Cepsep BBop agpeca cepsepa BpemeHH
MopT [MopT NnoAKNOYEeHNA K cepBepy

3agaHue nepnognyHoCTn CUHXPOHN3aU NN yCTpOlZCTBa C

NMepuoa 06HOBNEHNUA
CEpBEPOM BpPEMEHMU

7.5.5.2 MoanyHKT meHi0 «[lonb30oBaTenu»

MoanyHKT MeHo «[lonb3oBatenn» MoO3BOAAET KOHMUIYypMpoBaTb CUCTEMHbIE
napameTpbl Y4ETHbIX 3anncen BuaeoKamepsbl. YyeTHaa 3anmcb — 370 UMA NONb30BaTeNs
UK Tpynnbl y4eTHOW 3anucu. [ognyHKT meHto «llonb3oBatenn» CTPYKTYPHO MMeEET [ABe
BKNAAKW AN HeobXOAMMOro KoH(MUrypupoBaHua napametpoB: «[lonb3oBaTtenv» —
KOH(PUIypMpoBaHMe Y4YETHOW 3anncu NONAb30BaTeNsA B TPynne Y4YeTHbIX 3anucen;
«ONVIF nonb3oBatenb» — KoHdurypuposarue rpynnsl ONVIF nonb3oBatenei (PucyHoK

7.108).

IP-kamepa ® &= A E’

P HacTpoiku kamepsl  Mone3oBaTenm Onvif NonNL3-Nb
P CeTb

> PTZ

» CobbITHA

P 3anuck W XpaHeHue

¥ Cucrema

OCHOBHOM

BenacHocTb
Mo ymonyasno
Kondwrypauma
Mepezarpyzka
OBHosneHne

P WHpopMaums

PucyHoK 7.108 — lNognyHKT meHto «[lonb3oBartenn»
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Bknaaka «llonb3oBatenu»

Bknagka «Monb3oBatenn» No3BoffeT ynpaBAATb CUCTEMHbIMW NapameTpamu
yYeTHOW 3anucKu nosnb3oBaTens B rpynne y4yeTHbiX 3anucen. MHTepdenc npeacrasneH

HuKe (PucyHoK 7.109).

Monezosatents

Qdg2aTeN:HOE NOne

Mapons

MKUHUMANBHAA ANKHAE hpasel 8 CUMEBONos

MoATEEpOMTL NAP0Nk

Mpynna |ac|mi|1 “
MNMpUMEeYaAHKHE
Mpaea Bce
W] MpocmoT
P A
BocnpouseegsHie
HacTp. 2anucu
W
BoccTaHOEN

‘ MyTs ‘ | COTmeHa |

PucyHok 7.109 — Bknagka «Monb3oBaTtenun»: [1o6aBuTb NoNb30BaTeNs

Mms yyeTHOWM 3anucy NoONb30BaTeNA MOMET CoAep¥aTb A0 15 CUMBOMOB.
Maponb y4eTHOM 3anucK JOMKEH cofepkaTb TONbKO Uudpbl 1 ByKBbl. Monb3oBaTens ¢
npaBamn agMUHMUCTPATOPa MOXET U3MEHATb Naposb APYroro nosab3oBaTens. MoxHO
BblOpaTh COOTBETCTBYIOLLYIO Tpynny M HasHauuTb npasBa ANs Mofb3oBaTeneil B
3aJaHHbIx rpynnax. Vims nonb3oBaTens u MMs rpynnbl AOMKHbI ObiTb € AUHCTBEHHbBIMMU.
Haxopgswuiica B cucteme MNonb3oBaTte/lb HE MOMET M3MEHATb COOCTBEeHHble npaBa.
O6paTtuTe BHMMaHWe: NpaBa MNoAb30BaTeNsA He MOTYT MNPeBbIWAaTh 3a/laHHbIX MpaB
rpynnsbl. Mpu pa3pelleHnn aHOHMMHOTO BXoJia B cucTemy (C orpaHMYyeHHbIMU NpaBamu)
He TpebyeTca BBOAWUTb MMS NONb30BaTeNs U Naposb. Mpu fobaBneHnn nonb3oBaTens K

rpynne HeO6XO,CI,l/IMO Ha3Ha41Tb Npasa.
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[Ans  pefaKTMPOBAHUA Y4YeTHOW 3anMUCU, CMEHbl Napons  WCMNOAb3yunTe

WHTEPAKTUBHbIA 3NeMeHT ynpasieHus = L.

[insi BXOAa B CMCTEMY BUAEOKaMepbl 63 aBTopU3aLnm CYKUT NHTEPAKTUBHbIN

Bxop Ge3 asTopu3aLmn

3/IeMEHT ynpasneHus
B cucteme BnaeoKamepbl N0 yMONYAHUIO MMEIOTCA ABE YYETHbIE 3aMMCcu rpynn
nonb3osatenen: «admin» u «user». [lonb3oBaten «admin» uMeeT npasa

aaMMHMCTpaTopa.

Bknapka «ONVIF nonb3oBaTtenb»

Bknagka «ONVIF  nonb3oBaTenb»  npepHasHayeHa Ana  ynpasieHUA
CUCTEMHBIMM napameTpammn y4vetHon 3anmcm ONVIF nonb3oBatens. WHtepdeiic

npeactaBneH Huxe (PucyHok 7.110).

[Mone3osatens

OdR3aTeNsHoE NOnNe

[Mapons

MUHWMANsHAA ANKHa thpaskl 8 CMMEONOE

MogTeepduTs Naponk

Mpynna |a|:|min V|

| MyTh | | OTMEHA |

PucyHok 7.110 — Bknagka «ONVIF nonb3oBaTenby»: [JobaBuUTb Nonb30BaTeNs

7.5.5.3 MoanyHKT meHI0 «be30onacHOCTb»

MoanyHKT MeH «be3onacHOCTb» npeAHasHayeH Afa HaCTPOWKM NnapameTpoB
noBblleHWs 6e30MacHOCTM  BuAeoKamepbl. [loANYHKT MeH  «be3onacHoCTb»

CTPYKTYPHO UMEET TpU BKNAAKW ANt He0OXOAUMOTo KOH(UIYpUPOBaHUSA NapameTpoB:

U4 .
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«IP ®unbtp», «O6CNyKMBaHNE cucTeMbl», «HTTPS». VHTepdeinc npeactaBneH Huke

(PucyHok 7.111).

IP-kamepa

b IP BHOEOKaMepa IP ©uneTp O6cny#MBaHWE CUCTEMBI HTTPS
b CeTk

b CoOGEITHA

p 3anuck W XpaHeHHWe —

¥ Cuctema

OBWKMe HACTPOHKK

MNons3osatenwy

[

Mo yMOMYaHWID

HMmnopTti3kcnopT
ABTODYHELIMK
ODHOBNEHWE CUCTEMEI

P WHdpopmauma

PucyHok 7.111 — [lognyHKT MeHt0 «be3onacHOCTb»

Bknaaka «IP ®unbtp»

Bknagka «IP ®unbTp» npegHa3HayeHa pfas npocMOTpa U ynpaBfieHUs
napameTpamu pabotbl ceteBoro IP dmnnbTpa Bugeokamepsbl. MHTepdenc npeactaeneH

Huxke (PucyHok 7.112).
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BOL!D JUEEITE O — A ¥
» IP EMOEOKaAMEPA IP ®uneTp (OGCNy#HNUBAHNE CHCTEMbI HTTPS

P Cete

P CobkiTHA Benble IP
> 3anwce u xpanenve

¥ Cucrtema

OB0LMe HACTPOKA
Monb3osatenu

Mo yMonuaHui
WmnopT/OkcnopT
ABTODYHKLA
OOHOBNEHNE CHCTEMEI

> MHbopMauns [ofiasuts IP/MAC

| Mo ymanyaHuo | | OOHOBMTL | | CoXpaHnTs |

PucyHok 7.112 - Bknaaka «IP ®unbtp»

OyHkuma [P dunbTpa nNO3BONAET BbIMNOMHWUTL HACTPOMKY TaK, u4TOObI
nonb3oBartenun ¢ onpegeneHHoimn IP/MAC agpecamm MOrimM UMeTb AOCTYN K CETeBOW
BUugeokamepe. Ecnu BKnwountb GunbTp, To Aoctyn K nsgenuto 6yayt nmetb TOJIbKO
nofb3oBatenu ¢ gobaBneHHbIX agpecoB. MoxHo aobasnath IP-agpec, ananasoH IP-
aapecoB unn MAC. O6patute BHumaHue: Cneayet 3agatb MAC-aapec B OIHOM U TOM

e cermeHTe ceTul.

IP agpec bl R * B ¢

| COXpaHuTs | | OTMeHa ‘

PucyHok 7.113 — Bknaaka «IP ®unbtp»: [lobasnenue IP/MAC agpeca

Monb3oBatensam 3anpeljaetcs ycTaHaBnueath |IP/MAC-agpec ycTponcrBa B
KayecTBe HajaexHbix cantoB. lMpoeepka MAC MoxeT ObiTb [eACTBUTENbHON TONbKO

Toraa, Koraa IP-agpec yctponctsa u IP-agpec MK HaxogaTca B 04HON TOKANbHOM CETH.

Bknapka «O6cnymnBaHue cuctembl»

Bknagka «O6cnyxuMBaHMe CUCTEMbl» MpeaHa3HayeHa ANns  ynpasieHus
ceTeBbiMn npoTtokonamm SSH, CGI, ONFIF u ap. VHTepdenc npeactaBneH Huxe

(PucyHok 7.114).
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BOLID JIEENTE S = — A ¥

> IP BMOEOKamMepa 1P ®unbTp I OBCnyKMBaHne cncreMblI HTTPS
b CeTb

S5H Brn.

P CobbiTHA
P 3anuce ¥ XpaHeHne MHOroaApec HBI/ L. ..
¥ Cuctema

OfWwe HaCTPONEN

Monkzoearena

L]
C6poc napons Brn.
CGI Cepauc

il Onvif Cepanc B,
Mo yMonuaHuio
Genetec Cepeuc Brn.
MmnopT/3kcnopT
ABTODYHELIMKM LLncbposanme nepe... [ | Bkn.
OBHOBNEHWE CHCTEMEI *Mowany#eTa, yoenMTecs, UTo NoLodpaHHsIe YCTPOWCTES MK NDOTPaMMHoE ofeCnEYeHe NOLLEPHMEAHT hyHELMD ASWWDPOEKN BWOS0.
P UHpopmaumna MoBuneHoe Push y... Brn.

| Mo yMONYaHWID || OOHOBHTE || COoXpaHnTe |

PucyHok 7.114 - Bknagka «06cnyuBaHme CUCTEMbI»

®yHkums SSH no3BonseT yaanéHHo 6e3onacHo vepe3 ceTb paboTtath ¢
BUJEOKAMEPOM C KOMMbIOTEpPA 4Yepe3 KOMaHAHyl 000104Ky, nepeaaBaTb Mo
WwnPOBAaHHOMY KaHany 3BYKOBOW MOTOK, BWAEONOTOK BWAEOHaOMOAEHUS,
0OHOB/IEHUS.

CGl Cepeuc (Common Gateway Interface — O6wun uHTepdenc wno3a)-

CTaHaapT uHTepderica, MCNONAb3yemMoro [Ana CBA3U BHeLHed nporpammbl ¢ Beb-

cepBepom.
CraHpapt ONVIF - oTtpacneBon CTaHAapTt, onpefensAwwmi nNpOoTOKONbI
B3aMMO/EeNCTBUSA CeTeBoOro obopyaoBaHus (ceTeBble BUAEOKaMepbl,

BUEOperncTpaTopbl 1 Ap.), obecneymBatoUiMin COBMECTUMOCTb.

Genetec cepBUC — MHTErpaLmsA C NporpammHbim obecrneveHnem Genetec.

Bknagka «HTTPS»

Bknagka «HTTPS» npepgHasHayeHa [gnAa npocmotpa W ynpasBieHuA
napameTpamy noBbllieHMs 6Ge3onacHoCcTM ceTeBoM paboTbl BUAEOKAMepbl C
ncnonb3oBaHMeM ceteBbix cepTuduratoB. UHTepdenc npeactaBneH Huxe (PucyHok

7.115).
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SI=N[E] IP-kavepa <D e A ¥
P IP BEMAEOKaMepa IP @uneTp OGCny:MBaHHE CUCTEMBI HTTPS
» CeTk
b CobbiTiA L] Brn. HTTPs
P 3anuck M XpaHeHUe Cozpate cepTudmkar
OBWmMe HACTpORKA Janpoc cosna
Monezosateni . —
3anpoc co3faH | YanuTe | | YCTaH-Ka | ‘ 3arpysuTtb
YCT-Ka NoANMCaHHOTO CepTMPHKaTa
0 YMONUaHMH
IMyTe ¥ CpTUdUMKATY ToMCK....
Wmnopt/3kcnopT
TMyTb K KTHOUY CEPTH... | ToMCK. .. | | 3arpys«a |
ABTODYHELMM e i 12
ODHOBNEHNE CUCTEMBI CEETIITET TEREETED

ATDUGYT

| OOHOBMTL H CoXpaH1TL |

PucyHoK 7.115 - Bknagka «HTTPS»

Bugeokamepa no3sonset co3aate camonoanucHon (self-signed) ceptudukar
(PcyHoKk 7.116), He obpawascb B YgoctoBepstowmin LleHTp ceTeBbix cepTUdUKaTOB.
Ha cdopmupoBaHHbIi cepTudUKaT HEOoOXOAMMO BbIMOAHWTL €ro NPOBEPKY ANS
yCTpaHeHus yaA3BMMOCTU ncnonb3oBaHusa HTTPS.

HTTPS (HyperText Transfer Protocol Secure) — pacwupeHue npotokona HTTP
AN NOANEPHKM WNPpPOBAHMA B LENaX MNOBbllIEHMA ©Oe30MacHOCTM Ha OCHOBe
NnpuUMeHeHUs cepTUduUKaToB ceTeBor 6e3onacHocTu. [aHHble B npotokone HTTPS
nepegatnTca noBepx Kpuntorpaduyeckmnx npotokonos SSL nan TLS. B otanyne ot HTTP
¢ TCP-noptom 80, ana HTTPS no ymonyauuio ucnonb3yercs TCP-nopT 443. YT1oObl
NoAroToBUTLCA K 06paboTKe https-coeanHeHUit, aAMUHUCTPATOP AOMKEH NOAYUYUTb U
yCTAHOBUTb B CUCTeMy cepTU(UKAT OTKPbLITOro K/al4Ya pAns 3Toro Beb-cepsepa.
CepTU(dMKaAT OTKPBLITOrO KN4a MOATBEPHAAET NPUHAANEKHOCTb AAHHOTO OTKPbLITOrO
Knoya Bnagenbuy camnta. CepTUdMKAT OTKPBLITOrO KAKYA M CaM OTKPbLITbIA KOY
MOCLINAKOTCA KANEHTY NpU YCTAHOBNEHUW COEAMHEHMUA; 3aKPbITbIA KAOY UCNONb3YeTCA
ANA pacWnpoBKM COOBLLEHWNI OT KNMUEHTa.

OYHKL MM 1 3HaYeHUA NapaMeTPOB npecTaBneHbl Hxe (Tabnuua 7.31).
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Tabnuua 7.31 — ®yHKUMM U ANANA30HbI 3HAYEHUI NapameTpoB BKAaAKN «HTTPS»
MAPAMETP OyHKUMA

BKknoyutb BkntoyeHne/oTKnoYeHMeE DYHKL N CeTeBoro

HTTPS npotokona HTTPS

Co3partb OYHKUMA CO3aaHMA camonoanncHoro ceptndunkaTra

ceptudukar

3anpoc co3gaH

3anpoc Ha COXpdHeHWne Co34aHHOro camonognmncHoro cemechKaTa

Myt K
ceptuduKkarty

3arpyska B roToBOro

ceptudmkara

cnuctemy  BUAEOKamepbl noanncaHHoOro

[yTe K Kawouy

OTKpbITUE CMCTEMONM U YCTAHOBKA B CUCTEMY BUAeOKamepsbl (ainna

ceptudmKaTa | KNKYA HA FOTOBbIN NOANMCAHHBIN CEPTUdUMKAT

Ceptudukar OYHKUMA BO3MOMHOCTM yAaneHUs U3 CUCTEMbI BUIEOKaMepbl
yCTaHOBNEH YyCTAaHOBJ/IEHHOTO cepTudmKarta

Atpubyt ®OYHKLMA NPOCMOTPA CBOWCTB YCTAHOB/EHHOTO cepTUdmMKaTa

CTpaHa Hanp. RU

IP 1Nt [JOMEHHOE UMA
365

Cpok oeicTenA Kon-eo gHeit 11-5000

ObnacTe none
PacnonoxeHne none
OpraHuaaumMa none
Moppasnenexne none

Email

| Cozpate

OTmexa ‘

PrucyHoK 7.116 — lNoanyHKT meHto «HTTPS: Co3aatb ceptudukar

HTTPS Take MOXeT MCMOoNb30BaThCA ANA ayTeHTUDUKAL MM CEeTeBOro KNNEeHTa,

yToObl 0becneunTb fAocTyn K IP-ycTpOMCTBY TONbKO aBTOPU3OBAHHbIM CETEBbIM

NnoJ/ib30BdTE/IAM.

[lns 3TOro agMUHUCTPATOP OObIYHO CO3[4AET cepTUdMKaTbl AnA

KaXaoro nonb3oBarena M 3arpyxaetr mx B 6pay3ep Ka)aoro nonb3oBaTena. TaKxe

6y,u,yT NMPUHNMATbCA BCE CepTl/ICbl/II-(aTbI, noanncaHHble OpraHun3aunammn, KOTOPbIM

nosepset cepBep |P-ycTpoiicTBa Buaeokamepbl. Takon cepTudrKaT 0ObIYHO COlEePHUT

mma n appec

KopoTkun nyTb K MHpopmaLmm

3ﬂeI-(TpOHHOl7I MOo4YTbl QaBTOPWM3OBAHHOIO MNoAb30BaTendA, KOTOpbIe

CkavaHo c sec.ru
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npoBepPATCA NMpn Kaxjom CoeaunHeHUN, 4TOObI npoBePUTb TNYHOCTb NOJIb30BATENA

6e3 BBOAA Napons.

7.5.5.4 MoanyHKT meHio «llo ymonyaHuio»

MoAnyHKT MeHo «[1o yMonyaHuUo» NpeHa3HavyeH anA cbpoca BCeX HACTPOeK
YCTPOMCTBA [0 COCTOAHMSA «MO ymonyaHuio. VNHTepdenc npeactaBneH Huke (PUCYHOK

7.117).

BOLID JRECIE S w — A E"

» IP BMOEOKaMepa Mo ymon4aHuo

P CeTb
b CoBbITHA Bce HacTpomkn ByyT cOpoLeHs! 40 COCT-A N0 yMONuaxuio, kpome IP aapeca i KoHDHIypaLUMK nonb3oeaTensi.

P 3anuck K XpaHeHHe CApot naHHex | MOMHeIR cOPOC NapamMeTpos YCTP-8a A0 COCT-A MO YMOMHYAHMWI0.

¥ Cuctema
OBlmMe HACTPOWKM
Mone3osateny

Be3onacHoCTL

MmnopT/3kcnopT
ABTOMYHELIMK
OOHOBNEHWE CHCTEMEI

» UHdopmaumn

PucyHoK 7.117 — lNoanyHKT meHto «[1o ymonyaHuio»

[Ins BOCCTAaHOBNEHUA NAapameTpoB MO yMOAYaHMI0 HeobxoaMmo Bblbpatb TwM

cbpoca HacTpoeK yCTpocTBa:

— «[lo ymonyaHuio» — BOCCTAHOBAEHME BCeX MNapameTpoB BUAEOKaMepbl, Kpome
3HAQYEeHUM aKTyaNbHbIX TEKYLIMX HACTPOEK CeTu M aBTopuM3auuy nosnb3oBaTtesnen,
rpynn nonb3oBarenen;

— «COpOC AaHHbIX» — NONHBIA COPOC BCEX NAapPaMeTPOB BUJEOKAMEpPbI 10 3aBO/CKOr0
cocTosiHuA. YHKUMUA IKBMBANEHTHA KHOMKe annapaTtHoro copoca «RESET». Mocne

HaMaTnA «3aBOJICKME HACTP.» HeOOXOAMMO BBECTU Maposib Nonb3osartens «adminy
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B web-uHtepdernice. 3aBoACKME HACTPOMKM OyAyT aBTOMATUYECKU BOCCTAHOBJIEHbI

nocrne aBTopunsaumnn nonb3oBaTenA.

7.5.5.5 MoanyHKT meHio «MIMnopT/3KcnopT»

MoAnyHKT MeH «MMnopT/3KcnopT» npeAHa3HayeH ANs MmnopTa/3KcnopTa
hanna KoHWUrypMpoBaHWA BCex NapameTpoB Buaeokamepbl. WHTepdenc

npencrasneH Huke (PucyHok 7.118).

IP-kamepa ® &= _ A

P IP EMgeckamepa Wmnopt/3kcnopt
P CeTb
b Co6uiTa ML R,
P 3anuck M XpaHeHue VmnopT | | SkcnopT |
¥ Cuctema
OBLIME HACTROAKKM € Omxpoums lé]
—
Mone3oeatent @Uv| - v Vsbpannoe - | "¢| ‘ Mouck: WUsbpariroe o
Be30nacHocTs ey — =~ 0 @
Mo ymon4aHuio P
4.7 sk 3arpysku
> MmMnopT/3kcnopT A _¥laopannoe J Apacik
dl 3arpyskn 877 Baii
ABTOMYHKLIMN = g an
=l HepagHue mecta .
OOHOBNEHWE CUCTEMB ii 3 RUTTLIGES
= Ml PaBounii cton ! Apaeik
P UHbopmayms 450 Gaiir
4 o BnBnanotekn ]
> E Buaeo
> 3 JokymenTel
> =] MzoBpaxenua
> ,J’. Myzeika
4 1M KnmneioTen 2
Vma daiina: - [Config Files (*.backup) v]
l Otepeite ] [ Otmena ]
————————————————————————————————————————————

PucyHok 7.118 — NMoanyHKT MeHto «MMnopT/3KcnopT»

OyHKUMA «MimnopT» npeaHasHaveHa ANA 3arpy3kuM ¢ KomnbloTepa (cetn) B
cucTemy BuaeoKamepsbl haina KoHdurypauum (HacTpoek) BUJeOKamepbl.
OYHKUNA «IKCNOPT» NpeAHasHayeHa Ans COXpaHeHMsi B KoMMbloTepe (ceTu)

channa kKoHurypauun (HacTpoeK) BULEOKaMepbl.
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7.5.5.6 MoANYyHKT MmeHI0 «ABTO(YHKLUUY

MoANYHKT MeHI0 «ABTOPYHKUUW» NpeaHa3HayeH ANA HACTPOMKM NapameTpoB
aBTOMAaTMYeCKOM nepe3arpyskn ycTpoMCTBa, aBTOMATMYeCKOro yaaneHusa @annos c
KapTbl NAMATK, @ TaKKe ANA NPUHYAUTENbHOW Mepe3arpysku ycrpouctea. NHtepdenc

npencrasneH HuKe (PucyHok 7.119).

IP-kamepa S = A ¥

P IP BHOgeOoKkamepa ABTOMYHKLHH

P CeTb

b COBLITHA [/] AeTo nepesarpyzka Ch 02 - 38

P 3anuck M XpaHeHWe [v] ABTO ynaneHue alinoe [Nonb3oBaTensCrMi 2 DHei(A) Hasan

O0WmMe HAcTPORKEK

| ODHOBMTE H COXPaHNUTE |
Mone30BaTENW

BesonacHocTs

o yMOMYaHWo
MAMnopT/3KcnopT
AETOGYHE]
OBHOBNEHWE CUCTEMEI

P UHpopmauus
PucyHoK 7.119 — MoanyHKT MeH0 «ABTOPYHKLUNN»

«ABTO nepe3arpyska» - aBTOMaTMYyecKas nepesarpyska YCTPOWCTBA
eXeaHeBHO/B onpefeneHHbIn eHb HeJleNn B yKa3aHHOe BpeMs.

«ABTO ypaneHue (pamnoB» - aBTOMATMYecKoe yaaneHue  annos
(BMaeo3anucern n CHUMKOB) C KapTbl NaMATU, 3aMMCAHHbIX MO3Xe YKAa3aHHOTO AHSA.

«Py4yHOI nepe3anyck» - NPUHyAWUTENbHAs nepe3arpysKa yCTponcTBa.

/7.5.5.7 MoanyHKT meHo «OO6HOBNEHUE CUCTEMbI»

MoAnyHKT MeHio «OOHOBNEHME CUCTeMbl» npeaHasHadeH Aas OOHOBNEHUA

«MPOLNBKN» BuAeoKamMepsbl. MHTepdenc npeactasneH Huke (PucyHok 7.120).
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®ann «NpOLWMBKMY» AOMKEH MMETb paclumpeHune «*.bin» 1M COOTBETCTBOBATb
Bugeokamepe BOLID VCI-184. AkrtyanbHaa Bepcua davna pana  oOGHoBReHUA
«MPOLWMNBKN» BUAEOKAMeEpPbl PacnofioKeHa Ha caunTe:

https://bolid.ru/support/download/.

IP-kamepa D &

P HacTpoukwn Kamepbl O6HOBNEHME

p Cete

> PTZ BriSpaTe dain 0Gz0p M

P COBEBITHA

p 3anuck M XpaHeHHe
¥ Cuctema
OCHOBHOI
Monezosarend
BeanacHocTe
Mo YMONM4YaHWHD
KoHMrypaLMa

Mepesarpyzka

> OOHOBNEHWE

P UHopMmauus

PucyHok 7.120 — NMoanyHKT MmeHto «O6HOBNEHNE CUCTEMbI»

Ecnu npu BbiNONHEHWM OOHOBNEHUA ObIN 3arpyyeH HeBepHbId (ainn, To
Heo6X0ANMO BbINONHWUTL MHTEPAKTUBHO Nepes3arpysky Buaeokamepsbl (pasgen 7.5.5.6
HaCTOoALLero pyKoBOACTBa), B MPOTMBHOM C/ly4Yae — HEKOTOPble PYHKLUN BUEOKaMepbl

MOTYT OKa3aTbCA OTK/JOYEHHbIMU.

7.5.6 [lyHKT meHI0 «MHDOpmaumua»

MyHKT meHo «MHpopmauma» npeaHasHayeH Ans NPOCMOTPA CUCTEMHOW
nHopmaumm, a TakKKe ANs NpocmoTpa WUHPoOpMauuM O COObITUAX CUCTEMbI U

nonb3oBaTensix oHnanH. iHtepdeic npeacraBnet Huke (PucyHok 7.121).
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IP-kamepa

P HacTpoHkK Kamepkl

» Cetb

> PTZ

P CobeiTHA

P 3anuce K XxpaHeHne

P Cucrema

¥ UHopMaLua
CncT. HdOopM. [}
JHypH. coBuITMil
lMonk3. oHNAMAH

Life Statistics

@ @ ¥ A P

PucyHoK 7.121 — MNyHKT meHo «MHbopmaumna»

7.5.6.1 [MoanyHKT meHio «Bepcua»

MoanyHKT meHw «Bepcua» npefHasHayeH Ana npocmoTpa UHdbopmauum o

BepcUn cuctembl. MuTepdeinc npeactaBneH Huxe (PucyHok 7.122).

Ha3HauyeHne napameTpoB MNyHKTA MeH «Bepcus» npeacTaBneHo HuKe

(Tabnuua 7.32).

IP-kamepa S © < A ¥

» IP EMOEOKaMEPA Bepcua
b CeTb
b CoBbiTHA 1L
P 3anuce W XpaHeHne BepcuA cucTemsl
- Cuctema WEB mogyne
¥ UHchopmaumua ONVIF eepcurA
sn
Hypan Ea3083A BepCKA Oe. .

Monk3-NK OHNARH

Bolid

VCI-130

V2.300.100F001.0.R, Build Date: 2019-07-01
V3.2.1.709382

16.12(V2.4.3.651299)

SGO0AASPAGS0OCEB

V1.4

PucyHoK 7.122 — [lognyHKT meHto «Bepcuax
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Tabnuua 7.32 — Ha3HavyeHne napameTpoB NOAMNYHKTa MeHI0 «Bepcusay»

[TAPAMETP [MPUMEYAHUE
Tun HasBaHue BugeoKamepsl
Bepcusa cuctemsl Bepcua cuctemHOM «NpOWNBKUY BULEOKAMEpbI
WEB mopaynb Bepcua web-uHtepdenca Buaeokamepsl
ONVIF Bepcus Bepcusa npotokona ONVIF
S/N CepunHbI HOMEp BUAEOKaMepbl
basosasn Bepcus | basoBas Bepcus obecnedyeHns 6€30NacHOCTY BUAEOKaMepbI
6e3onacHoCcTu

7.5.6.2 MoanyHKT meHio «XypHan»

MoanyHKT MeHt «KypHan» npeaHasHavyeH Ana NpocmoTpa M apxuBauuu
nHpopmaumum o CoObITUAX CUCTEMbI, @ TaKKe A/A HACTPOeK YAAaNEHHOro KypHana
cobbiTnit. MoanyHKT MeHio «XKypHan» coaepXuT aBe BKNaaKu: «XypHan», «YaaneHHbI

XypHan». UHTepderic npeactasneH Huxe (PucyHok 7.123).

IP-kamepa S @ A ¥

b IP BMOEOKaMEpPaA _ e
P CeTb

P CobbiTHA

P 3anuck 1 XpaHeHue

P Cuctema

¥ WHchopMaLms

PucyHoK 7.123 — MoanyHKT MeHto «XKypH. cobbITUM»
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Bknagka «XypHan»

Brknaaka «XypHan» npeaHasHayeHa Ans npocmoTpa MHpopmMaumm o cobbitnax

cuctembl. MHTepdenc npeacraBneH Hke (PUCYHOK 7.124).

EI=IU[=] IP-kamepa < G A
b IP ENOEOKaMEDPA HypHan JKypHan

P CeTk
b COBBITHA Hauano 05-03-2020 Tl 14 41 07 Bpewms okoHdanua 06-03-2020 i 14 41 07

Haiigewo 3 3ypHan Bpema 2020-03-05 21:14:32 —- 2020-03-05 21:14:37

Cuctema COXPaHEHWE HACTDOEK

P 3anucek K xpaHeHwe Tun

P Cucrtema
¥ WHopMauua

CucTemMa OTMeHa
Bepcua

TMonb3a-nn oHNaitH

Cuctema Janyck

MogpobHo
Bpemn:
Monb3osartens:
Tun:

CogepkaHmne:

M1/ M1

PucyHok 7.124 — Brknagka «XKypHan»

[ina noucka cobbiTA HeoOXOAMMO 3aJaTb BPEMEHHON [Mana3oH MNoucKa
(Bpems 1 aaTa OKOHYaHWA 1 Hayana) 1 BblbpaTb TN COObITUA:

«Bce» — Bce cobbITUSA;

«Cucrtema» — cobbiTa paboTbl cnuctembl (M3MeHeHWe HACTPOeK, aHOMasbHbIN
BbIXOJl M3 CWUCTEMbl, BbIXOA W3 CUCTEMbI, 3aKpbiTue/nepesarpyska YCTPONCTBa,
nepesarpyska 1 0OHOB/IeHME CUCTEMDI);

«HacTpoKkn» — u3MeHeHMe/BOCCTaHOB/IEHE HACTPOEK;

«[laHHble» — vaaneHne AdHHbIX, 3dMeHd KapTbl NamMATA, U3MEHEHNE CTAaTyCd

FTP, nameHeHune pexuma 3anucu;
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«CobblTMe» — nepedvyeHb COObLITUI, COAEPKALLMXCS B MOAMYHKTE MEHI0
«CobbITnA» (pa3gen 7.5.3 HaCTOALLErO PYKOBO/ICTBA);

«3anucb» — JOCTYyN K (hannam, ownbkn goctyna K cdannam, 3anpoc dannos
BUaeo3anmcen u CHUMKOB;

«[onb3oBatenn» —  CoObITMA  aBTOpPM3aALUUW,  3aMUCb  U3MEHEHUN
Monb30BaTeNbCKOrO YyNpaBfeHUs W Bxofa/Bbixofa MNONb30BaTeENs W3  CUCTEMBbI,
n3MeHeHne/nobasneHne/ynaneHue nonb3oBaTtens, BbIXO[, n3 CUCTEMBI,
nobasneHne/ynaneHne/ n3meHeHue rpynnbi;

«OUNCTKA KypHana» — COObITUA OYUCTKM CUCTEMHOTO XYpHana;

«be3onacHoCTb» — nepedyeHb COOLITUIA, COAEPKALLUXCA B MNOJAMNYHKTE MEHH0
«be3onacHocTb» (pasgen 7.5.5.3 HACTOALLEro PYKOBOACTBA).

[ina BbINONHEHMA NOWUCKA MNOC/e yKa3aHWsA BPEMEHHOIO MHTEpPBana Noucka u
BbIOOpa TMMNa CoObITUIA HE0OXOAMMO HaXaTb «ITOUCK».

[ins npocmoTtpa noapobHon MHGMOPMALUN O KAKAOM HaWAeHHOM COObITUM

Heob6x04MMO BblOpPaTb €ro C MOMOLLbI NPABOM KHOMKK MbiuK (PUCYHOK 7.125).

P IP EMAEOKaMEpa KypHan HypHan
P CeTte
» COBLITHA Hauano 05-03-2020 T 16 22 06 Bpemsa okoHuaHMa  06-03-2020 B 15 22 05
P 3anuce N xpaHeHne Tun Bce HaiigeHo 3 XypHan Bpems 2020-03-05 21:14:32 — 2020-03-05 21:14:37
P Cuctema
¥ UndropmaLms 1 2020-03-05 21:14:37 CucTema CoxpaHeHue HacTpoex
T I 2 2020-03-05 21:14:32 CucTema 3anyck I
3 2020-03-05 21:14:3. Cuctema OTmeHa
Monb3-nKM OHNAKH
MogpoGHo
Bpemsa: 2020-03-05 21:14:32
Monb3osarens: CucTemMa
Tun: 3anyck
Cofjep#anne; ©nar nepesarpysxu: OTKNOUYEHHE
I RVER N I

PucyHok 7.125 — NMpocmoTp noapo6Ho nHGopmaLmm o CUCTEMHOM COObITUM
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[Ans apxuaumm otobparkaembix pe3ynbTaToB NoOMCKa HeobXoaMmMo BblbpaThb

«Apxunaumsa».

Brknagka «YaaneHHbIn XypHan»

BknagKka «YpaneHHbIn XypHan» npeaocTaBaset 4ocTyn K TexHonormm «SysLog»
- pa3mellleHne CMCTEMHOTO XypHana cobbITUiA BUAEOKAMepPbl Ha yaaneHHOM CETEBOM
Xpanumnuiie no IP-agpecy u ceTeBbIM HACTpoMKam 3Toro xpaHunuwa. VHtepdenc

npeacrasneH Huke (PUCyHOK 7.126).

IP-kamepa S @& ' A E’

- o — — Yaan. XypHan

[ ] Bn.
IP aapec 192. 168. 0 . 108
Ceresbie NopTh! 514 (1~65534)
Homep ycTpoictea | 22 (0~23)

Mo ymonuaxHuio H ObHoBUTL H COXpaHuTs

M

PucyHoK 7.126 — Bknagka «YaaneHHbIv ypHan»

7.5.6.3 MoanyHKT meHio «[lonb3oBaTenn oHNaANH»

MoanyHKT MeH «[lonb3oBaTenu OHAAWH» NpefHa3HayeH [A/s NPoCMOTpa
MHDOPMaLNM O TEKYLLMX NMOAKIIOYEHUAX K BUAEOKamepe (BCe OHNaiH nonb3oBaTenu
BUgeoKkamepsbl). NHTepdelc npeactasned Huxe (PucyHok 7.127). [lna obHoBneHus

nHdopmaunv Boibepnte «OOHOBUTLY.

U4 .
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BOLID JI e ® &= _ A E’

P IP BHgeoKaMepa MonL3-nu oHNAWH
p Cetb

P CobbiTHA 1 admin admin 192.168.71.22 06-03-2020 13:47:12
P Sanuce M xpaHeHne

P Cuctema
¥ WHudpopmaumna
Bepcua

JKypHan

> Monb3-nn OHNMaKH

OOHOBMTL

PucyHoK 7.127 — lyHKT meHto «[lonb3oBatenn oHnamH»

7.6 PA3EN MEHIO «COBbITUA»

Pazpgen meHto «CobbITUA» q npegHa3HayeH ans NpocMoTpa M ynpasneHus
HacTpolKamu Bbibopa TMNa TPeBOr M MPOCMOTPA XypHana TPeBOr BUeOKaMepbl Npw
OOHApyKeHMN BUIEOKAaMEpPON TPEBOXHbIX COObITUIA. NHTepdenc npeactaBieH HUKe

(PucyHok 7.128).

BOL!D RIEETF] @ @ O 4 T2
Twn TpeeorM
1 2020-03-27 09:33:05 OOHAP. ABM¥EHWA 1
[/ OBHap. peukeHua [] 3anon-xue SD kapTsl
[/ Owmbka SD kapTal ] 3akpuimue obrektuea
[] Hecanwy goctyn i vs

[ WameneHve cueHu
‘Onepauua
[/ ¥eepomnenne

3ByK. curHan

[v] Brn.

PucyHok 7.128 — Pazgen meHio «CobbITuA»
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7.7 PA3JIEN MEHIO «BbIXO/1»

Pasgen meHw «Bbixog» m npeAHasHayeH [Ansa 3aKpbiTUA U BbiIxoda W3
yyeTHOW 3anuMcu nonb3oBatena K3 web-uHtepdenca Bugeokamepbl. [lpu
WHULMANM3aLMmM 3Toro pasjena BCNAbIBaeT cucteMHoe oKHO (PucyHok 7.129) web-
nHTepdenca BnaeoKamepbl A BO3MOXHOCTM BXOAa NONb30BaTENA C APYrON YYETHO

3anuncblo.

Poxamonasl | |

Mons3osatens: | admin

PucyHoOK 7.129 — Bxopa nonb3oBaTens ¢ ApYyron y4eTHON 3annchblo

U4 .
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8 PEKOMEHJALIMWX MO OBECNEYEHUIO MHOOPMALIMOHHON
BE3ONMACHOCTA

Maponu v NpowWnBKKN yCTPOKCTBA

[ins noBbiweHna MHHOPMaLMOHHON 6e30MacHOCTM BUAEOKAMEPbI HE0OX0AMMO
M3MEHUTb CTaHAAPTHbIM Naponb AoCTyna. Mcnonb3oBaHMeE HAAEXHbIX Maponen
obecrneynBaeT CHUKEHMSA PUCKOB HECAHKLIMOHMPOBAHHOIO JOCTYNa K YCTPOMCTBY.

3meHWTb Naponb MOXHO B web-uHtepdeiice (Bknaaka «Monb3oBatenn»).

O6HoBNEHME MPOLWMBKHN ncnonb3yerca C LLenbto yaydweHuna
NPON3BOAUTENbHOCTU, (YHKUMIA W yaobcTBa paboTbl YCTPOWCTBA, a TaKKe Aans
CHUXEHUA MHPOPMALNOHHOW YA3BMMOCTH.

OGHOBUTL MPOLWIMBKY MOXHO B web-untepdeiice (7.5.5.7 MNMoANYyHKT MeHKO

«06HOBAEHUE cUCTeMbI»). CKavyaTb hali NPOLIMBKN MOXHO Ha caiTe bolid.ru.

N3meHenue noptoB HTTP u TCP no ymonyaHuio

3meHeHune cTaHaapTHbIX noptoB HTTP 1 TCP (BKMtOYEHbI MO YyMONYaHMI0). ITK
nopTbl MOryT ObITb M3MeHeHbl Ha nwbon Habop HomepoB Mmexay 1025-65535.
I3meHeHne HOMepOB MNOPTOB MOMOraer CHU3UTb PUCK HECAaHKUWMOHWPOBAHHOIO

[10CTyNa K yCTPOMCTBY Yepe3 06LenM3BECTHbIE CTAHAAPTHbIE NOPTHI.

Mcnonb3oBanune HTTPS / SSL

Hactpoiika SSl-ceptudurata ana BkaoveHnsa HTTPS (Bknagka «HTTPS»)
NO3BOMIUT BKIOUYUTb OE30MaCHY0 CBA3b MEXJy BUAEOKAMEPON U KOMMbIOTEPOM MpK

noaknoveHumn Kk Web-unrepdericy.

Ncnonb3oBaHue IP-punbtpa

BrkntoyeHune punbtpa IP-agpecos (Bknagka «IP ®unbTp») npenotspatut 4ocTyn
K CMCTeMe yCTPOMCTBA BCeX Nob30BaTenen, Kpome nosb3oBatenen ¢ ykasaHHbiMU |P-

aapecamu.
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N3meHenune naponsa ONVIF

N3meHeHne naponsa ONVIF (Bknagka «ONVIF nonb3oBaTenb») nomoraer
CHU3UTb PUCK HECAHKLMOHMPOBAHHOIO [OCTyNa K YCTPOWCTBY C MOMOLLbIO

06L1en3BeCTHbIX CTAHAAPTHbLIX NAponen.

Heobxoammble nopTbl

MepBbiMn yKasbiBante Te HTTP u TCP nopTbl, KoTopble HeobXOAMMO
Mcnonb3oBaTth ANA BaWWUX CeTeBbIXx CoeanHeHUn. He nepeagpecynte Ha yCTPOMCTBO
OTFPOMHbIV Mana3oH NOPTOB CETEBbIX coeAMHeHMIA. He BHocuTe IP-aapec ycTponcTea B
DMZ cermeHT cetv (DMZ cermeHT coaepKuT 00LLeA0CTyNHbIE CEPBUCHI U OTAENAET UX OT
yacTtHbIx). He 06s3aTenbHO yKa3biBaTb NEPBbIMU KaKue-nmbo MopThbl ANS OTAENbHbIX

Kamep, eC/in BCe OHU NOJKNIYEHbI K BUAEOPErncTpaTopy.

OrpaqueHme no pa60Te nopa rocresbiMn y4€THbiMU 3dNNCAMU

Ecnn cuctema HacTpoeHa AN HECKONbKUX Mojb3oBaTenen, ybeautecb, 4TO
KaX[bli NONb30BATENlb MUMEET NMPaBa TOJbKO Ha Te€ KOMMOHEHTbl U (YHKL MUK, KOTOPbIE

Heob6XxoAUMbI AN BbiNonHeHUs cBoer paboTsl ([ToanyHKT meHio «[onb3oBaTenny).

Mpepocrepexenuns no pyHkunm UPnP

UPnP — 310 Habop ceTeBbIX NPOTOKO/OB /1A YHUBEPCAbHON aBTOMATUYECKOM
HaCTPOMKM CceTeBbIX YycTponcTB. Bknwums UPnP, ceTeBas Buaeokamepa 0Oyaer
noaaepxusatb npotokon UPnP. Ecan cuctema UPnP BrntovyeHa Ha BUAeoKamepe, 10 B
onepaunoHHbix cuctemax Windows 3ta BuaeoKamepa Oy[eT HAXOAWTbCS MOMCKOM B
ceteBom oKpyxeHun Windows. Korga noptel HTTP n TCP nepeaapecytotca BpyYHyto, TO
3Ty hyHKUMIO0 06bIYHO OTKAYatoT. OTKNYeHne UPnP pekomeHayeTcs, Koraa GyHKUMS
He UCNoMb3yeTCA.

BKAOYNUTL UNN OTKAOUUT PYHKLMIO MOXKHO B web-uHTepderice (IoanyHKT MeHio

«UPnPy»).

U4 .
\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru




VCI-184. Bepcua 2. PyKoBOACTBO NO 3KCIJlyarauuu 142

lpepocrepexenns no nporokony Multicast

Multicast B Buaeocuctemax 0ObIYHO MCMNONb3YETCA AN MHOrOaApPecHoro
obmeHa BMIEONOTOKAMU MeXy BUAeOopernctpaTtopamu, BUAEOKaMmepamMmn B CETAX U3
MHOIMX BWUJEOKamMep, BUAEOPErnCTPaTopoB, BUAEOCEPBEPOB [/ MOBbIWEHUS
MPOMNYCKHOM CNOCOOHOCTM B CeTW. B HacTosllee BpemMs HET HUKAKMX W3BECTHbIX
npobnem, CBA3aHHbIX C MHOTOAAPECHOW PaCChIIKOW, HO €Cin Bbl HE UCMONb3yeTe 3Ty
(YHKUMIO, [OeaKTUBaUWA MOXeT noBbicUTb 6e3zonacHocTb cet ([ogNyHKT MeHio

«Multicast»).

[poBepKa CUCTEMHOTO XypHana

Ecnu Bbl noao3peBaeTe, YTO KTO-TO MOAYYMA HECAHKLUMOHMPOBAHHbIA AOCTYN K
Ballel CUCTEME, Bbl MOXETe MPOBEPUTb CUCTeMHbIN XypHan (Bknagka «XypHan»).
CUCTEMHbIN XypHaN NoKaXeT Bam, Kakue IP-aapeca 6bi1M MCNonb30BaHbl ANs BXoAa B

CUCTEMY U K YeMmy Oblin monyyeH gocTyn.

BnokupoBaHue HexenaTenbHOro 0CTyNna K yCTPONCTBY

Ans npeaorBpalleHnAa HexXenatenbHOro 4ocCTyrna peKomeHayerTca:

— TMOoAKNYaTh BUAEOKAMepy K nopTy PoE Ha 3aaHel naHenn BugeopernctpaTopa, yto
U30/IMpPYeT BUAEOKAMepPY OT BHELIHeN ceTu;

— MHGMOPMALMOHHO M30IMPOBATh CETb BUAEOPErncTpaTopa M BUAEOKAMEPDI OT CETK
06U(eA0CTYNHOrO KOMMbOTEPa, 3TO NpeAoTBpaliaeT MNpPoOCTOM JOCTyn  ApYrux

noJib3oBaTenen K 3Ton CeTu.
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9 NOAKNMOYEHNE BUAEOKAMEPBLI K CEPBUCY «P2P»

Cepeuc P2P (Peer-to-Peer) nossonser ObICTpO M 6e3 CNOMHOW HACTPOWKU

NOAKNIOYMTL K BUgeoobopyaoBaHuio MK nan cmaptdoH.

MoaknioyeHune K cepsucy “P2P” yepes web-untepdenc Bugeokamepoi

MopgkniwodyeHne K cepBucy «P2P» uyepe3 web-uHtepdeiic Buaeokamepbl

paccMmoTpeHo B pasgene Brnagka «P2P».

MoagknioyeHune K cepBucy «P2P» yepes nporpammy «BOLID Vision»

3anyctute nporpammy «BOLID Vision». Ha rnaBHoW CTpaHuLLe OTKpPOWTe pa3aen

«YctponcTear. MiHTepdeiic npeactasneH Huxe (PucyHok 9.1, PUcyHok 9.2).

PaclmMperHbie

=2 B B

TV crena EMAP Tpemom

HacTpoiika

L] 3
Tpes. cxems Ofixon Moneaogarenn Oc

PC-NVR ¥np. TV crexoi onbzosaten  OcHoeHwie

Yerpoiicraa Kowdur yerp-e

PucyHok 9.1 — «[naBHaa» ctpaHuua nporpammsl «BOLID VISION»
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Job. epyunyio YaanuTe Wmnopt 3xcnopr Cratyc

PucyHok 9.2 — Paspen «Yctponctea» nporpammbl «BOLID VISION»

[lo6aBbTe YCTPOMCTBO BPYYHYIO VM BBeAUTe napameTpbl Buaeokamepsbl. Mocne

3anofiHeHns napameTpoB 060pya0BaHNA HaKMmuTe «[106aBUTbY.

MoaknioyeHune k cepsucy «P2P» yepes 10S n Android yctpoucrea

N3 AppStore unu PlayMarket 3arpy3ute 1 ycTaHOBUTE MOOUNBHOE NPUNOKEHNE
«iDMSS» nnn «gDMSS» COOTBETCTBEHHO, 1 3aNyCTUTE €rO.
B meH0 npunoxeHus Bonaute B pasgen «YctpownctBa» (PucyHok 9.3) u

HaXMUTE «+» B NpaBom BepxHem yray (PUcyHOK 9.4).

z.| BocnponsseneHwe

&) nNoxanshsie HacTpoit

PucyHok 9.3 — Pasaen «YcTponcTBa» B MOOUABLHOM NPUNOKEHUM
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YerpoicTtea

PucyHok 9.4 — [lobaBneHve yCcTpOMCTBa B MOOUABHOM MPUIOKEHUN

B naHHOM pa3paene BblbepuTe “YCTPOWCTBO, MOAKNOYEHHOE 4Yyepe3 NpPOoBOA”

(PucyHok 9.5) n nepenaute no Bknaaxke «P2P» (PucyHok 9.6).

Hemanim .. CTRoRCTES

PucyHok 9.5 — [lo6aBneHne yCTPOWCTBa, NOJAKIIOYEHHOTO Yepe3 NPOBOJ B MOOUIbHOM
NPUNOXEHUN
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PucyHok 9.6 — [lobaBneHue ycTponcTea no P2P B MobGUILHOM NpUAoKeHNM

Boibepute “S/N” (PucyHok 9.7), HaBeguTe Kamepy Ballero cmaptdoHa u
OTCKaHupynTte 13 web-uHTepderica Buaeokamepbl (PucyHok 7.65) QR-kop (PucyHok

9.8) no6aBnAeMOro ycTponcTea U3 web-uHtepdenca Bugeokamepsi.

PucyHok 9.8 — QR-kop 1o6aBnseMoro ycTponcrea

Ha 3Tom fo6aBneHune ycTponcTBa 3aBepLieHo.
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10 NPOIPAMMHOE OBECNEYEHWUE «ORION VIDEO LITE»

MporpammHoe obGecnedyeHne «Orion Video Lite» npeaHa3HayeHo ans
OPraHu3auun  NOKaNbHOW  CUCTEMbI  BUAEOHAONIOAEHMS €  WUCMOAb30BAHUEM
BUIeoKamep U BupgeopeructpatopoB npoussoactea 3A0 HBI «bonua» (PucyHok

10.1).

£ pe——

ORION VIDEO Life Wusoe angeo Apxus

PucyHok 10.1 - ORION VIDEO Lite: HTepderic nporpammoi

«Orion  Video Lite» no3BofAeT  HacTpauBatb  BMAEOKamMepbl U
Buaeoperncrtpatopbl «bonuax», ocyw,ecrtBaATb MPOCMOTP M 3aMUCb TPAHCANUPYEMbIX
BMAEOMOTOKOB.  TaKXe  nporpamma  MO3BOJIAET  YNpaBaATb  NOBOPOTHbIMU
BUAEOKaMepamn, W OCYLWeCTBAATbL NPOCMOTP BWAEOMNOTOKA C BMAEOKamep,
OCHALL,eHHbIMWU MOTOPU3NPOBAHHbLIM 0O BEKTUBOM UMK 06beKTBOM TUNa «fisheyex.

«Orion Video Lite» no3Bonser Bocnpon3BoanTb apxus BugeonoTtoka (PMcyHoOK
10.2), 3anuCaHHbIA C MOMOLLbI MpPOrpaMmbl UAM Buaeopeructpatopa «bonuay.
MoapepxunBatTca GyHKUMM 3KCNOPTa BUAEO M Kaapa M3 apxmBa. ECTb BO3MOKHOCTb

pa3rpaHUYeHuns nNpaB Nonb3oBaTenen.
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@ B O e

ORIONVIDEOLite  yumoe sueo Apons i SKpan Hacrpoin Butim

PucyHok 10.2 - ORION VIDEO Lite: Bocnon3BeaeHune apxvBea

«Orion Video Lite» umeeT yaoOHbIA COBPEMEHHbIA MNONb30BATENbCKUIA
nHTepdenc.

AKTyanbHyt0 BEPCUID NPOrpaMMbl MOXHO CKayaTtb Ha cante bolid.ru B pasgene:
Mpoaykuusa-BuaeoHabnoaeHue-Mporpammuoe obecnedyeHme-M0 "OpuoH Bugeo Jlant"

(https://bolid.ru/production/cctv/po/orion video lite.html#download).

I'IporpaMMHoe obecnevyeHune ABNAETCA NONHOCTbLIO BecnnaTHbIM,
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11 PABOTA CO CTOPOHHUMUW KNNEHTAMMU

RTSP - npuknagHoM NpoOTOKOA YAANEeHHOro ynpaBieHUA MOTOKOM [AaHHbIX C
cepBepa B pexume peanbHOro BpeMeH!.
Jloctyn 4yepe3 cropoHHMe RTSP- KnuMeHTbl oOcylwecTBAfeTCA Npu nomoLu

KomaHabl rtsp://<loginy<password>@«<IP>«¢port>/<x>, rae:

— <login>- nmsa nonb3oBartens;
— <password>- napofb Nofb3oBaTens;
— <IP>- IP Kamepbl;
— «port>- RTSP- nopT (no ymonyaHuto- 554);
— «x>-KomaHpa npodunsa BuaeonoToKa:
— cam/realmonitor?channel=18&subtype=0- 0CHOBHOI NOTOK;

— cam/realmonitor?channel=1&subtype=1- gononHuTenbHbIN.

|_|DI/IMeD BAdpWaHTd NOAKJTKYEHNA K KAHd/1dM 6e3 dBTOpPpKN3dLlMN B CTPOKE:
rtsp://192.168.68.15:554/cam/realmonitor?channel=1&subtype=0
rtsp://192.168.68.15:554:554/cam/realmonitor?channel=18&subtype=1

HDMMGD BAPWNdHTA NOAKAKYeHUA K KdHaJ1aM C aBTODl/I3aLI.I/IeI7I B CTPpOKe:
rtsp://admin:password@192.168.68.15:554:554/cam/realmonitor?channel=1&subtype=0
rtsp://admin:password@192.168.68.15:554:554/cam/realmonitor?channel=1&subtype=1
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12 PABOTA C YTUNINTOWN «BOLID VIDEOSCAN»

Mporpamma ytmnutel «BOLID VideoScan» BXxoAMT B KOMNAEKT MOCTABKX W
NOCTaBNSAETCSA KaK nporpammHoe obecnedyeHne BOLID, 3anncaHHoe Ha KOMNAKT UCK B

KOMIMNeKTe NOCTAaBKN BUAEOKAMEPDI.

BHUMAHWE!

B cnyyae oTCyTCTBMA BO3MOKHOCTM A0CTYNa K Buaeokamepe yepe3 Web-
nHTepdenc, a Takke, eCM HeM3BECTEH TeKyWwmni IP-agpec nsgenns, MoXHo
NS NOATrOTOBKM K HACcTpoKKe 1 paboTe BUgeOKaMepbl BOCNOAb30BaTbCA
NoMolLLbl cNy¥0bl noaaepkku BOLID ana MHTEpHET CKAYMBaAHWUA YTUAUTDI
BOLID VideoScan ¢ FTP cepeepa BOLID.

Mporpamma ytunutel «BOLID VideoScan» ucnonb3yetcs ans obHapykeHus
TeKkywero IP-agpeca yctponctea B ceTu, ana uameHeHua |P-agpeca, ynpaneHus
6a30BbIMW HACTPOMKaMK, a TaKKe AiA OOHOBJEHUA NPOrPaMMHON MpPOLINBKY

Bugeoxkameps (PucyHok 12.1).

BHUMAHWE!
Mpu pabote ¢ ytunnutoin BOLID VideoScan ncnonb3yetcs no ymonyaHuio
MmA nonb3oBatena admin, naponb —admin, nopt 37777.

o 5

VIDED SCAN

Haflaeno yerpoficrs: 1 e (al| Bce (a2 Q £ 06rosuTs [Z Bxog Hactpou rpynna

Monssosarens | admin

PucyHok 12.1 — Yrunuta «BOLID VideoScan»

BoinonHns 3anyck ytuamtel «BOLID VideoScan», B OTKpbIBLIEMCA OKHe
BM3yaNnbHOro nHTepdenca noanyHkra meHwo “Cetb” nameHute IP-agpec BMaeoKamepbl
1 4TOObI 3aBEPLIUTL M3MEHEHWEe HaXMUTe KHomKky “CoxpaHuth”. ba3oBble napamerpsi

ANst U3MeHeHus npuBeaeHbl Hke (PucyHok 12.2).
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PucyHok 12.2 — I3meHeHune IP-agpeca BuaeoKamepbl C NOMOLLbio yTuantbl «BOLID
VideoScan»
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13 TEXHWHECKOE OBCNYXXUBAHWUE U NPOBEPKA
PABOTOCIMOCOBHOCTH

TeXHMYEeCKoe eXeMecsyHoe U exerogHoe oOCAyXMBaHME BUAEOKAMEPD
NOMIKHO NPOBOAUTLCA 3/1eKTPOMOHTEPaAMMU, MMEI UMM rpynny no
3NeKTpo6e30MacHOCTM He Huke 3. ExerofHble U exemecsiyHble paboTbl No
TEXHUYECKOMY OOCNYXMBAHUIO MPOBOAATCS COMNACHO MPUHATLIX U AEWCTBYIOLMX B
OpraHu3auumn nonb3oBaTeNiss pPernaMmeHToB U HOpM (MpW OTCYTCTBMM B OpraHu3auuu
nonb3oBaTens [AEeWCTBYIOLWMX PErnameHToB U HOpM AN paboT TexXHWYEeCKoro
obcnyxunBaHnsa, HeobxoaMMo NpuBnedYb HeobOXOoAVMble Afif 3TOr0 OPraHM3auui U
CrMeunanncToB, UMeLNX NpaBo, KBAaNUPUKALUIO U YCNOBUA ANA 3TOT0), U B TOM Yncie

MOTYT BKNOYATb:

— npoBepKy paboTocnocobHOCTU U3AENUs, COTNACHO UHCTPYKLUKN MO MOHTAXY;

— TNPOBEPKY LLeNIOCTHOCTM KOopnyca BUeOoKamepbl, LenoCTHOCTb M30asauumn Kabens,
HaEXHOCTN KpenneHU, KOHTAKTHbIX COeAUHEHUN;

— OYMCTKY KOprnyca BUAeOKaMepbl OT MblAn 1 rpa3n (0YNCTKA MOBEPXHOCTU 0O6BbEKTMBA
BU/IEOKAMepPbl MPOU3BOAUTCA TONbKO C COOMOAeHNEM TpeOOBaHUIA K YCNOBUAM U
nomeuleHuno, paboTam, aTTeCTOBAaHHbIX Ha KNACC YMCTOThl U NpeAHa3HauYeHHbIX A
COOPOYHO-TEXHNYECKMX, PEMOHTHbIX PAb0T C ONTUYECKUMU YCTPONCTBAMM);

— Npu HeobXOAMMOCTU, KOPPEKTUPOBKY OpUEHTaLUM HanpasieHusa Buaeoob30pa
BUEOKaMepbI;

— TeCcTMpoBaHUe KabenbHbIX TMHUIA CBA3U U INEKTPONUTAHWS;

— OYUCTKY U  AHTUKOPPO3WUMHYH 00pPaboTKY 3NEKTPOKOHTAKTOB KabenbHOro
NOAKNIOYEHNA BULEOKAMEPDI;

— 0O6HOBJ/IeHVE NPOLINBKYM BuaeoKamepbl (Npn He0bXo0ANMOCTH).
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TexHnyeckoe obCnyKUBaHNE AOMKHO MCKAOYATb BO3MOMHOCTb 00pa3oBaHuUs
KOHJeHcaTa Ha KOHTAKTax Mo 3aBeplleHnio U B xofe paboT TexHUMYecKoro
obcnyuBaHus.

MpoBepka paboTOCNOCOOHOCTM  3aKAYaeTcas B BU3yasbHOM  OLEHKE
BUAE0M300paxkeHns, oTobpaxaemoro Ha MOHUTOPE U ero COOTBETCTBUA HACTPOEHHbIM
napametpam. M3pgenue, He npoulefliee npoBepKy paboTocnocobHOCTU, cYMTaeTcs

HencnpaBHbIM.
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14 BO3MOXHbIE HEMCITPABHOCTH N CNNOCOBbbI UX

YCTPAHEHWA
BHNMAHWE!
Mpn 3aTpyaHEHUAX, BOSHUKAOLWMX NPU HACTPONKE M IKCNAyaTauum nsgenus,
peKomeHayetcs obpaluatbCs B TexnoanepiKy BOLID:
Ten. (495) 775-71-55 (MHorokaHanbHbIN); e-mail support@bolid.ru.

I'Iepequb HeMCﬂpaBHOCTeIz M cnocobbl nx YyCTpaHeHnA npeacrtaBaeHbl HUKE

(Tabnuua 14.1).

Tabnuua 14.1 — MNepeyeHb HEMCNPABHOCTEN U CNOCOOBI MX YCTPAHEHUA

HEMCNPABHOCTb Cnocobbl YCTPAHEHUA HEMCMPABHOCTU

— [lpoBepbTe NAMHUIO INEKTPONUTAHUA TECTEPOM;

— [lpoBepbTe NMHUIO NepeAayn AaHHbIX TECTEPOM;

— [lpn nomowWwM KomaHAabl ping NpoBepbTe Hannyue

HeT curuana coeinHeHuA ¢ Buaeokamepoin (Tabnuua 7.15);

— Y6eautecb B UCMPABHOCTU  BUJEOKAMEPHI,
NOAKNIOUYMBLINCL K web-uHTepdeicy (cm. pasaen

7 WEB-uHTepdetic).

— Wcnonb3ya  ytuauty  Bolid  VideoScan  u3

KOMMAeKTa NoCTaBKM, NpoCKaHUpymnTe
IP-agpec  HeusBecTeH  uAU NoKanbHyto ceTb. M3ameHute IP-agpec cpeacTBamu
n3meHeH DHCP o
Bolid VideoScan B cooTBeTCTBMM C NapameTpamu

JIOKanbHOW CeTw.
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HENCNPABHOCTb

CnocCoBbl YCTPAHEHUA HEMCITPABHOCTU

OTcyTCcTBYET M300OpaXKeHne Npu
BK/IlO4YEeHHOM web-nHTepdence
BOLID IP-kamepa

— BBecTn B ajpecHolt cTpoke 6Gpaysepa Internet
Explorer npaBunbHbii IP-agpec noakntovaemom
BUAEOKamepbl.

— OuyncTnTb K3 B6paysepa u nepeycraHoBuUTb Web-

nnarunH.

He pa6otaeT web-uHtepdeliic

— MWcnonb3yiite 6paysep Internet Explorer;

— Yb6eautecb, 4TO BUAEOKAMEPA HAXOAMTCS B Ballew
noacetn, B npasuabHOoCTM BBoAa IP-agpeca,
MaCKu nojaceTM M nopta web-cTpaHuubl

BMAEOKamMepbl.

[lnoxoe Ka4vyecTBO
n306paxeHus, Hannyue
nedeKToB n3obpaxeHus

— [lpoBepbTe HACTPOWKU MapameTpoB Buaeo (cm.
7.5.1.2 MoanyHKT MeHIo «Buaeo»);

— [lpoBepebTe HaCTPONKN napameTpos
n3obpameHus (cm. 7.5.1.1 TloAnNyHKT MeHI0
«YCnoBuaA»);

— Ybeautecb B OTCYTCTBUWM BHELIHWUX 3arps3HeHui

Ha 3alMTHOM CTEKNE BNAEOKAaMepPbI.

N306paxeHune CINLIKOM
TEMHOE UN CIULLIKOM CBETNoe

[poBepbTe HACTPOWKNU MapPameTpoB KU300paxeHus
(cm. 7.5.1.1 MoANYHKT MeHto «YCNoBUA»).

Mpobnembl Bxoga B web
nuTepdeic, nponajaxHue
BUEOKAMEpPbI W3 JIOKANbHOW
cetu

KoHdnukt IP-agpecos. Vicknounte BUAEOKamepy m3
NIOKANbHOW CETU N N3MEHUNTE CeTeBbIe HACTPOMKM.

( )) SEC.RU KopoTkun nyTb K MHpopmaLmm

CkavaHo c sec.ru



VCI-184. Bepcua 2. PyKoBOACTBO NO 3KCIJlyarauuu 156

HEMCNPABHOCTb CnocCoBbl YCTPAHEHUA HEMCITPABHOCTU

— [poBepbte  Hactpounkn DNS w  wnio3a
BULEOKamepbl;
— [lpoBepbTe  NpaBUALHOCTL  MMEHU  YYETHOW

3anucu, e-mail, NpaBMAbLHOCTL NAPONA ANA BXOAA
He paboTtaeT OTNpaBKa

COO6LL|,€HV|VI no E-mail Ha NOYTOBbIN cepBep, NOpPTbl CepBepa;

— [poBepbTe HAaCTPOMKM BUAEOCOOBITUN;
— [lpoBepbTe uMcMpaBHOCTL MapuwpyrtMsatopa wu

paboTy NOpTOB MapLipyTn3artopa.
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15 PEMOHT

[pn BbIABNEHUN HEUCNPABHOIO U3AENUA €ro HYXXHO HanpaBWUTb B PEMOHT MO
agpecy npeanpuAtua — marotosutend. [pn HanpasfeHUN U3LENUA B PEMOHT K HEMY
06a3aTeNbHO AOMKEH ObITb MPUAOXKEH aKT C ONMCAHMEM: BO3MOXHON HEUCNPABHOCTH,
CEeTeBOI HACTPOWKK Buaeokamepsl (IP-agpec, macka noacetu, LWat3), NOrMH U Naposb.

Peknamaunun HanpasaATb No agpecy:
3A0 HBI «bonua», 141070, MockoBckas obnactb, r. Koponés, yn. NMuoHepckas, a. 4.
Ten./daxc: (495) 775-71-55 (MHOTOKaHanbHbIN), http://bolid.ru
E-mail: info@bolid.ru.
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16 MAPKNPOBKA

Ha n3genvax HaHeceHa MapKMpOBKa C yKazaHMeM HauMeHOBaHuUA, 3aBOJICKOro
HOMepa, MecAua M roja WX W3roTOB/EHMS B COOTBETCTBMM C TpebOBaHMAMM,
npegycmorperHHbimn  [OCT P 51558-2014. MapKuMpoBKa HaHeceHa Ha NMLEeBOW
(nocTynHow ans ocMoTpa 6€e3 nepemelleHust COCTaBHOW Y4acTu M3JeNus) CTOPOHE.

MapkupoBsKa COCTaBHbIX yacren nsgenus nocne XpaHeHus,
TPAHCMOPTUPOBAHMA U BO BPEMA 3KCNyatauum He OCbINAETCA, He pacnibiBaercs, He

BblL,BETAET.
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17 YIIAKOBKA

YnakoBKa MPO4YHaA U obecneymBaer 3alnuTy ot I'IOBpG)K,EI,GHVIPI npum nepeBo3Ke,
nepeHocKe, d TaKxXe oT BO3/eNCTBUA or(pymaromeﬁ cpenbl 1 NO3BONAET OCYWEeCTB/ATL
XpaHeHne mnspenna B 3aKPbITbIX NOMELWEeHNAX, B TOM 4YUChe U HeEOTAN/INBAEMbIX, d

TaK¥e CHabXeHa 3KCnayaTaLMoOHHOW JOKYMeHTaLNEN.
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18 XPAHEHWUE

XpaHeHne u3enusa B NOTPeOUTENbCKOM Tape [O/KHO COOTBETCTBOBATb
ycnosuam xpaHeHusa 1 no NOCT 15150-69. CpefHuiA CPOK COXpPaHAEMOCTU U3AENUA B
oTanjnBaemMblX MOMeLLeHNAX He MeHee 5 fneT, B HeoTaninBaembiX MNOMeLeHUAX He
MeHee 2 ner.

B nomelieHMAX Afs XPaHEHMs He [OMKHO OblTb NAapoOB KUCMOT, LienoYen,
arpeCcCMBHbIX ra30B M1 JPYrMx BpeAHbIX NpUMeCcen, Bbi3biBAOLINX KOPPO3UMIO. XpaHeEHNE
NU3nenMa [OOMKHO OCYWeCcTBAATLCA B YNAaKOBKe MNpeAnpuATUA-U3roTOBUTENA Npwu
TemnepaTtype OKpyxkatwllero Bo3ayxa oT 274 po 323 K (ot +1 po +50°C) wu

OTHOCUTENbHOWN BNAXHOCTK A0 80%.
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19 TPAHCINOPTUPOBAHUE

TpaHCNOPTMPOBAHME BbINOAHATL TOJIbKO B YNaKOBAaHHOM BUe — B UCMPABHOM
3aBO/ACKOM YMNaKOBKe KOMM/EKTa MOCTaBKM WAM B CheuuanbHo npuobpeTeHHON
notpebutenem ynakoBke [Ans TPaHCNOPTMPOBaHWA, obecneymBatolWen COXPAHHOCTb
BUEOKamepbl NpU ee TPaHCNOPTUPOBaHWM. TpPaHCMOPTUPOBAHME YMAKOBAaHHbIX
U34ENNIA LOMKHO NPOU3BOANTLCS NOOLIM BMAOM TPAHCNOPTA B KPbITbIX TPAHCMOPTHBIX
cpeacTBax, 6e3 paspylleHus usgenns u 6e3 M3MeHeHUs BHelHero Buaa usaenus. Mpu
TPaHCNOPTMPOBAHMM U3aenne N0MKHO obeperatbCa OT yaapoB, TONYKOB, BO3/ENCTBUA
Blark M arpecCMBHbLIX NApoB M ra3oBs, Bbi3bIBAWOWMX KOPPO3MI0. TpaHCMOPTUPOBaHUE
U3aenua [OMKHO OCYLLeCTBAATLCA B YNAaKOBKE NPeAnpusTUA-U3roTOBUTENA Mpu

TemnepaTtype oKpyxatouiero Bo3ayxa ot 223 g0 323 K (o1 -50 ao +50°C).
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20 YTUIN3ALNA

N3penve He npepctaBnser ONAcHOCTU [AAA KWU3HW, 3A0POBbA NOAEN U
OKpYKatollen cpeapl B TeyeHre CPoKa Cnyxbbl U nocne ero okoHYyaHus. CneumanbHble
mepbl 6e30nacHOCTM Npu yTUAM3aLuKM He TpebyioTca. YTUAM3auuilo yCTponcTea
npuobpeTaTenb YCTPOWCTBA BbINOMHAET CAMOCTOATENIbHO COMMACHO roCyapCTBEHHbIX
npasun (pernameHTa, HOpPM) CAauM B MycopocOOp Ha YTUAM3aLMI0, BbINOAHEHUE
YyTUNN3aL MK ObITOBOW 3NEKTPOHHO TEXHUKK, BUE0-U (DOTO- 3NEKTPOHHOMN TEXHUKN,

CojepXaHue AparoleHHbIX maTepuanoB: He TpebyeT yyéTa Npu XpaHeHuw,
cnucaHum u ytunmsaumm (n. 1.2 TOCT 2.608-78).

CojepX¥aHue LUBETHbIX MeTaNloB: He TpebyeT yyéTa npu CNUCAHUU U

AanbHenwen yTMAn3aLumnmy n3aenus.

A .
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21 TAPAHTUU N3TOTOBUTENA

[apaHTUIHBIA CPOK 3KCMAyaTaLUN — 36 MecsLeB C AaTbl NpUodpeTeHNns.
Mpn OTCYTCTBMM [OKYMEHTa, MoOATBepXkAaloulero ¢axkt npuobperteHus,

I'apaHTl/IVIHbIVI CPpOK ncyncnaetca ot aatbl Npon3BoACTBd.

U4 .
\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru




VCI-184. Bepcua 2. PyKoBOACTBO NO 3KCIJlyarauuu 164

22 CBEAEHUA O CEPTUOUKALINN

3pnenve cooTBeTcTBYeT TpeboBaHMAM TexHUYecKoro pernameHta TP TC
020/2011 wn TP EA3C 037/2016. Vmeet ceptudmkar cootsetctBua N2 RU C-
RU.ME61.B.01256, peknapauuto o cootBetctBum N2 RU [-RU.PA01.B.67503/20 u
cepTMdMKaT COOTBETCTBUA TEXHUYECKUX CpeacTB obecnevyeHus TPaHCMOPTHOW

6e3onacHoctn N2 MB/] P®.03.000035.
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23 CBEAEHWA O NPUEMKE

N3penune, ceteBasa Buaeokamepa «VCI-184» AUAP.202119.011, npuHATO B
COOTBETCTBUM € 0bsA3aTenbHbIMKM TPpebOBaAHWAMM TFOCYAAPCTBEHHbIX CTaHAAPTOB W
AENCTBYIOLWEN TEXHUYECKON AOKYMeEHTauun, NpM3HaHO rogHbim K akcnayatayum 3A0
HBIM «bonnpay. 3aBoacKom Homep, MecAL, U rof BbiMyCKa YKa3aHbl HA Kopnyce nsgenus,

TOBapHbIV 3HaK BOLID o603HayeH Ha Kopnyce 1 ynaKoBKe.
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[MEPEYEHb TEPMWUHOB U COKPALLEHMN

1,3 Mn CraHpapT BngeocurHana c paspeleHnem 1280x1024 nukcenen

1080p | CraHpapt BuaeocurHana ¢ paspeweHmem 1920x1080 nukcenen

720p CraHpapT BuaeocurHana ¢ paspeteHunem 720x1080 nukcenen

CraHpapT, WCNonb3yeMbld AnA  ayTeHTUdMKaumm W aBTopuM3auun

802.1x Nonb30BaTenen B CETU Nepefayn JaHHbIX.
AAC Advanced Audio Coding — PacwunpeHHoe ayano KoanpoBaHue
ARP Address Resolution Protocol - [lpoTokon onpeaenexnnsa agpeca
ATW Auto Tracking White Balance - ABTomaTuyeckas KomneHcauua OanaHca

6enoro

Base-T | CtaHpapt Ethernet ana nepefauvn faHHbIX 6€3 MOAYNALMM MO BUTOM Nape

CeteBoii  npotokon  Apple, obecneunBaounUiAi  aBTOMATUYECKOE

Bonjour -
obHapyxeHune cepBucos (cnyx6) n yctponcts B IP-ceTu.
BLC Back Light Compensation — KomneHcauuma 3aaHein 3aCBETKM
BNC Bayonet Neill Concelman connector — Pasbem BNC. Haubonee uvacto
MCNONb3YeMblii TEPMUHAN A1 NOJAKAYEHUS KOAKCManbHOro Kabens
CBR Constant Bit Rate — MocToAHHbIN BUTPENT

Closed Circuit Television — 3amKkHyTOe TeneBujeHue. TeneBM3MOHHAA
CCTV cuctema, npeAHasHavyeHHas p[anA nepefavyM CurHana orpaHUYeHHOMY
KONNYeCTBY NONb30BaTeENEN.

Common Gateway Interface — O6wwuin uHTepdeic wnw3a. CraHaapt
CGl uHTepdenca, MCNoNb3yeMoro ANs CBA3M BHELIHeN nporpammbl C Beo-
cepBepom.

Common Interchange Format - ObuieynotpebutenbHbii  hopmat
CIF uMdPOBLIX M300paXeHWN NUKCENbHbIM pa3peweHnem 352x288 nnbo
352x240

Connection Less Network Protocol — BeCKOHTaKTHbIA ceTeBOW MPOTOKON
nepefayn AaHHbIX

CLNS
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Complementary metal oxide semiconductor — CMOS. KomnnemeHtapHas
CMOS CTPYKTypa MeTann-OKCUA-NONYyNpoBOAHUK. TexHosorma npou3BOACTBA
MONYNPOBOAHWUKOBbIX 3/1EMEHTOB, B TOM YNC/1e CEHCOPOB.

D1 CraHpapT BngeocurHana c paspelweHnem 720x576 nukcenemn
DC Direct Current — [10CTOSIHHbIV TOK
Dynamic DNS - [uHamnyeckmn DNS. TexHonorma, no3ssonstolLas

nHdopmaumm Ha DNS-cepBepe 0OHOBNATHCA B peanbHOM BPEMEHMU,
MPUMEHALWAACA [ANA  HA3HAYeHUA TMOCTOAHHOIO [OMEHHOro UMeHu
YyCTPOWUCTBY C AMHaMmnyeckmum IP-agpecom.

DDNS

Dynamic Host Configuration Protocol - [lpoTtokon pauMHamuyeckoro
DHCP KoHpurypuposaHne xocta. ObecneyvBaer nonyyeHve  CETeBbIMU
ycTponctBamu |IP-aapecoB oT cepBepa B N0OKa/IbHOW CETH.

[poToKON ynpaBneHus PTZ-kamepamu yepe3 nocsiefoBaTeNbHbIN

DR-SD UHTepdeiic RS-485.
DNS Domain Name System — Cuctema [JOMEHHbIX UMEH. Tabnuua nepesBoja
UHTEepHeT UMEH B IP-agpeca.
Digital Noise Reduction — UndpoBoe noaaBneHue wwymoB. TexHonorua
DNR nojasieHns WIYMOB B M300paMeHUn, BO3HUKAWMX NPU HeJ0CTaTOYHOM
OCBEeLW EHHOCTN.
Digital Wide Dynamic Range — lNporpaMMHO-pacLUMpPeHHbIN UHAMUYECKUI
DWDR | AvanasoH. [porpammHo-peann3oBaHHan dhyHKLMA paclmpeHuns

OVHAMUYECKOro [Juana3soHa MaTpuubl  Ana  KomneHcauuu ¢oHoBown
3aCBETKU U300pameHus.

JlokanbHasa ceTb, uWCNonb3yemass AN MOAKNOYEHUA Mexay cobon
KOMMNbIOTEPOB, NPUHTEPOB, PabOuYMX CTaHUWNA, TePMWHANOB W T.N. B
Ethernet | HacTosillee Bpems peanusyeTcs Ha 6ase Kabenen Tmna «BuTas napav.
CKOpOCTb Nepeaayn CUrHana coctaBnsieT OT AeCATKOB 10 TbiCAY Merabut B

CEKYHay.

EPS Frames per Second — KagpoB B cekyHay. KonnyectBo CMeHsIEMbIX KaapoB B
BUE0N300paXKeHUN 33 eAUHNLY BPEMEHU

FTP File Transfer Protocol — NMpoTokon nepeaaumn dhannos
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G.711A/ | CtaHpaapT ayAMOKOAMPOBaHMA 6e3 KOMNPEeccuMnm Co CKOpOCTbo nepeaayu
G.711M | paHHbIX 64 K6/C
u
G.722 CraHpapT ayAMoKoANMPOBAHMA CO CKOPOCTLIO Nepeaayun AaHHbIX 48, 56 1 64
' K6/c
G.726 CTaHgapT Komnpeccun u ayaMoOKOAMPOBAHMA CO CKOPOCTbIO MNepeaayun
' NaHHbIX 16, 24, 32 K6/C
G.729 Y3KONOMOCHbIN CTaHAAPT AAA T[ONOCOBOWM MepedavyM KOAMPOBAHUA C
) avanasoHom ot 300 10 3400 I, CKOPOCTbIO AaHHbIX 8 KOUT/C
GOP Group of Pictures — 'pynna KagpoB. YnopsagoYeHHas Lenoyka cnegyoLlimnx
APYT 33 1pyrom n306paxeHuin B KOANPOBAHHOM BUEOMNOTOKE.
H.264/ High Efficiency Video Compression — CtaHgapT cxKatua BMaeocMrHana
H.264H/
H.264B
High Efficiency Video Compression — CraHaapT CXatma BUAEOCUrHana,
H.265 apnawowninca passutnem H.264 1 npumeHswowmnin 6onee 3hheKTUBHbIE
MeTOAbl KOMNpeCccuun
HLC High Light Compensation — KomneHcaunsa ApKon 3aCBeTKK
HTTP HyperText Transfer Protocol - [lpoToKon nepegayn ruMnepTeKCTOBbIX
NOKYMEHTOB
DDP Distributed Data Protocol — poTokon pacnpefeneHHbIX AaHHbIX
HyperText Transfer Protocol Secure — PaclumpeHne npoTOKON nepeaayun
HTTPS rMNEPTEKCTOBbIX [AOKYMEHTOB AN NOAAEPHKKM WUhPOBAHMA B LENAX
noBsbileHnsa 6e3onacHoCTH
Internet Control Message Protocol — MpoTOKON MeceTeBbIX yNPaBAAoLLNX
ICMP coobluieHnn. Mcnonb3ayetcs ana nepepayn coobuieHMin o6 olumbKax u
APYIUX UCKNIOYNTENbHBIX CUTYaUMUAX, BO3HUKLLMX NpU Nnepeaaye AaHHbIX.
ICR Infrared Cut Removeable - MexaHuyeckn casuraemoin WK-cbunbtp,
PacnofioKeHHbIN nepes MaTpuu,en BUAeOKamepsl.
ID Identifier — \geHTndunKaTop
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Internet Group Management Protocol — [poTokon ynpaBieHus rpynnoBou

IGMP -
nepepayeit AaHHbIX B CETAX, OCHOBAHHbIX HA NpoToKone IP.
K10 CTeneHb 3alWuTbl 3/MeKTpMyeckoro obopyaoBaHus, obecnedvnBaemas
060/104KON, 3aWMLLAIOLLEN OT BHEWHNX MEXaHUYEeCKMX yaapoB Ao 20 [x
Internet Protocol — MexceteBon NpoTOKON.
IP IP-agpec — YHUKanbHbIA  4YMCNOBOM UAEHTU(HUKATOP  KOHKPETHOro

yCTPONCTBA B COCTaBe NOKa/NIbHOWN CETU

IP Filter | ®yHKUMA ynpaBneHUs AOCTYNOM K CETeBOWN BUeOKaMepe C onpefeNneHHbIX
P |PEMAC-afpecoB NoOKanbHOM cetu

bunbtp

Internet Protocol version 4 — 4eTBEpTas BepCus MHTEPHET MpOTOKo/a.

IPV4 - - <
LLInpoko ncnonb3yembint Tun IP-agpeca, coctoawui us 4 6ant (32 6ur).

IPV6 Internet Protocol version 6 — wiectas BepcuAa MHTEPHET NpoToKona. Hoeas
cucTema agpecaummn, B KOTOpon agpec coctout uz 16 b (128 6ur).
International Protection — MexayHapoaHbi Koa 3awmntbl. CTeneHb 3aWmnTbl
3NIEeKTPUYECKOrO obopyaoBaHus, obecneynsaemas 0060104YKOMN,

IP66 3awuLatolLLen ot Bo3aencTeus noiin (6) v Boabl (6). 3aLiuLLeHO OT CUMbHbIX

BOJAHbIX CTPYW. Boaa, Hanpaensaemas Ha 000/104KY B BUJEe CUNTbHbIX CTPYWA C
nto6b0oro HanpasBAeHUs, He JOMIKHA OKa3blBaTb BPEAHOI0 BO3eCTBUS.

Internetwork packet exchange — MexceteBoi o6meH naketamu. [poTokon
[PX ceteBoro yposHa mogenn OS| B cteke npotokonos SPX, npeaHasHa4veH gns
nepeaayu gatarpamm.

Infrared — WK, nHdpakpacHble ayyn. YacTb CneKTpa 3M1EeKTPOMArHUTHbIX
BOJIH, MPUMbIKalOLWaa K BUAMMOMY CBETYy CO CTOPOHbl KPacHOro LBeTa.
YenoBeyecknm 3peHunem He BOCMPUHUMAETCA, OHAKO
MONYyNpPOBOAHMKOBbIM CEHCOPAM 3TOT ANana3oH BUAEH.

MACEE | Media Access Control — YHUKanbHbI uaeHTUhUKATOP, NpUCBaNBaeMblil
MAC- ceTeBbIM ajantepam. MWrpaeT ponb (U3MYECKOro ajapeca CeTeBOro
agpec ajanrepa.

Secure Digital Memory Card — 3awuweHHaa undpoBas Kapra namatu.
JNeKTpOHHOe 3HeproHe3aBMcCUMMOe 3anomMuHalrlee YCTPOUCTBO  [ANA
XpaHeHua umudposoi nHPopmauumn pasmepom 11x15x1 mm.

Micro
SD

U4 .
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Motion JPEG - CraHgapT Cxatma BuaeocurHana (NMOKaApoBbIN MeETOf

MJPEG
BUE0CHKaTUA)

MPEG2- | CraHpapT ayamoKoanpoBaHmaA
L2

Multicas | MNepenaya nakeToB C OAHOrO y3na CETM Ha cneunduyeckyr rpynny |P-
t afapecoB, NPUHaANEKALLMX Pa3HbIM NONyYaTENAM JAHHbIX.

Network Time Protocol — CeTeBOM NPOTOKOA CMHXPOHU3ALUM BPEMEHMU.
NTP CTaHAapT CUHXPOHM3AUUW  CUCTEMHbIX 4YacOB CETEBbIX YCTPOMCTB,
MCNONb3YIOLWMX MAKETHYIO Nepeaayy AaHHbIX.

Open Network Video Interface Forum — Otkpbitein Popym [1poToKkonos
CeteBoro Bewanunsa. OtpacneBasa  MexpayHapojHasa  opraHusauus,
pa3pabaTbiBaemas CTaHAAPTU30BaHHble MPOTOKOMbI ANS B3aUMOAENCTBUS
ONVIF pa3nnyHoOro 0bopynoBaHus n MPOrpammMmHbIX CcpencTs.
CraHpgapt ONVIF — oTtpacneBoW CTaHAapT, OnNpeaenAtoWmn npoTOKOSbI
B3aUMOAENCTBMSA ceTeBoro obopygoBaHus (ceTeBble  BMAEOKAMEPbI,
BUEOperncTpaTopbl 1 Ap.), obecneymBaroLinNin COBMECTUMOCTb.

OSD- On Screen Display menu — JKpaHHOe MeHI0, oToOpaxaemoe MNOBeEpX
MEHI0 OCHOBHOTO 1306paxeHuns, NOCTYNatLLero ¢ BUAEOKaMepbl

PCM Pulse Code Modulation - WmnynbcHoO KopoBasa  MoOAyAsALUSA.
[lpeobpa3oBaHMe aHAaNOroBOro cMrHana B unudpoByo Gopmy.
Pelco- [lpoToKon ynpaBneHus PTZ-kamepamu Yyepes nocsiefoBaTeNbHbIN

P/D nutepdenc RS-485.

Power over Ethernet - cranpaptel |EEE 802.3af, [EEE 802.3at,
PoE nossofAwlWMe nepegasatb no cetm Ethernet He TONbKO AaHHblE, HO K
3NEKTPUYECKNI TOK

Peer-to-Peer — TexHonorma nepegayv BUAEOAAHHbLIX MO WHTEPHETY
P2P (ynaneHHoe BWAeOHAONIOAEHME), OCHOBAHHAaA Ha WAeHTUUKaALUK
BUleOKaMepbl Ha yafieHHOM cepBepe Nno ee yHuKanbHomy Homepy (UID).

Point-to-point protocol over Ethernet — [poTOKON MeXTOUYEYHOM Nepefayy

PPPoE NaHHbIX yepes Ethernet
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Physical Security Interoperability Alliance — AnbfiHC 3a COBMECTMMOCTb
cuctem  usmyeckon 6esonacHoctn. CraHpapT PSIA — oTpacneBoi
PSIA CTaHAapT, onpeaenAwwWmMin  NPOTOKOAbI  B3aUMOJENCTBMA  CETEBOrO
obopynoBaHus (ceTeBble BUAEOKAMepPbl, BUAEOPErncTpatopbl u ap.),
obecneynBaloLL Mt COBMECTUMOCTb.

Pan Tilt Zoom - [laHopamupoBaHne, HAKNOH, ONTUYECKOE YBeAMYeHWue.

PTZ
PTZ-Buaeokamepa — NoBOPOTHAs BUeOKaMepa C 3yM-00beKTUBOM.

Quality of Service — KauectBo o06cnyxuBaHus. Habop TexHonorui,

oS
Q obecneynBaloLMX NPUOPUTETHOE UCNONb30BAHME KaHana CBA3N.

Quick- | Mnenep ana Bocnpon3sBegeHnA MynbTUMELNIHbIX (Dannos
Time

RJ-45 Pa3bem cTtaHpaapTta Registered Jack

ROI Region of interest — O6nacTb MHTEpeca
Recommended Standard 485 — PeKomeHayembii cTaHgapt 485.
RS-485 | WHTtepdeiic (Habop pazbemoBs, Kabeneit) Ans nocneaoBaTeibHON nepeaayn
LaHHbIX.
RTP Real Time Transport Protocol — [lpoTOKOA TPAHCNOPTUPOBKMU [aHHbIX

(BMAEOMNOTOKOB) B peaibHOM BPEMEHN.

Real Time Streaming Protocol- [oTOKOBbIM NPOTOKON pPeanbHOro BpeMeHMU.
RTSP CraHpapT ynpaeasaLLero NpoToKkona, onpeaenatolWmnn oTnpaBKy, npuem u
ynpasfieHne NoTOKaMu AaHHbIX PeasbHOro BPEMEHMU.

SMTP Simple Mail Transfer Protocol — [pocToi NpoTOKON NepecbUIKM NOYTbI

Simple Network Management Protocol - T[lpocToii NpOTOKON CETeBOro
SNMP ynpaBneHus. CemencTBO CTaHAApPTOB, ONpeaensouIMx npaBmMna U ycnoBus
noctyna K cetsaim TCP/IP gna ynpasneHus paboTol y3/10B CETU.

Secure Shell — be3onacHasa o6onoyka. CeTeBON MPOTOKON MPUKAALHOTO
YPOBHH, NO3BONAIOLL MM NpouM3BOAUTL  YAANEHHOE  ynpaBieHue
SSH OonepaLnoHHON cucTemon 1 TyHHennpoBaHue TCP-coeanmHenunin. MNo3sonser
6e3onacHo nepejaBaTb B He3aWMWLWEHHOW cpee NPaKTUYECKU NoOOW
APYron ceTeBon NPOTOKO.

U4 .
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Secure Sockets Layer — YpoBeHb 3alWWWEHHbIX COKeTOB. [1pOTOKON
SSL wudpoBaHNA AaHHbIX, obecrnedymBaOWMN 6e30NaCHOCTb CBA3N MpW
nepenaye AaHHbIX.

Spanning Tree Protocol — lpoToKkon noKkpbiBatoWero AepeBa, KaHalbHbli

STP
MPOTOKON
Scalable Video Coding - MacwTtabupyemoe BUAEOKOANPOBAHME.
SVC TexHonorMa no3BofsAeT nepejasatb B OLHOM TMOTOKE HECKONbKO
NOANOTOKOB BMAE0 PA3/INYHOrO KavecTa.
Transmission Control Protocol / Internet Protocol — [poTokon ynpaenexus
TCP/IP nepegavyen | MexceteBon npoTokon. CemencTBO  NMPOTOKONOB,
onpegensiolMx oblMe npaBuna W YCNoBuA TNepefaynm AaHHbIX MO
NOKaNbHbIM CETAM U CETU UHTEPHET.
Transport Layer Security — be3onacHOCTb TPaHCNOPTHOrO YPOBHA.
TLS [poToKon obecneynBaeT 3aWNLLEHHYIO Nepeaady AaHHbIX MEXay y3namu B
cetn NHtepHer.
User Datagram Protocol — [lonb3oBaTensCKUM NPOTOKON nepepaydun.
UDP MpoTOKON nepeaayYn AaHHbIX, He TPeOyllWuin NOATBEPXAEHMA Npuema
MaKeToB.
UPNP Habop ceTeBbIX MNPOTOKONOB [1S YHWBEPCANbHOM aABTOMATUYECKOM
HaCTPOMKWN CETEBbIX YCTPOWCTB
URL Uniform Resource Locator — YHuduuMpoBaHHbIN yKaszaTenb pecypca

VBR Variable Bit Rate — [TepeMeHHbIN OGUTPENT

CBOOOAHbIA  MeaManpourpbiBaTenb,  MOAAEPHUBAWMNA  pPa3NUYHbIe

VLC
thopmaTbl BOCMPOU3BEAEHNS.

Wide Dynamic Range - PacluMpeHHbIA AWUHAMUYECKUMA [OMANA30H.
WDR AnnapaTHo-peann3oBaHHaa  @QYHKUMA  pacWMPEHMA  LUHAMUYECKOro
[vanasoHa MaTpuLibl AN KOMNeHcaumMm GoHOBOM 3aCBETKM 306pakeHus.

NK/VUK- | Cm. IR
noacBeT
Ka

NK- MexaHunyeckun casuraemblii MK-bunbTp, pacnonoxeHHbln nepes MaTpuuen
bunbTp | BUAEOKaMepbl ANs peannsaunm pexumma «eHb/Houb»
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NM NHCTpYyKUMA NO MOHTaXY

JIBC JlokanbHasa BbIYNCNUTENbHAA CETb
0C OnepaynoHHasa cuctema

MK [lepCOHaNbHbIN KOMNbIOTEP

Ocobblin cBOA NpaBui, npoueayp W ycioBui, onpeaenswounx hopmart v

MPOTOKO | BPEMEHHYI0 CTPYKTYpY nepeaayn AaHHbIX Mexay ycTponctBamu. TaKiKe B
n NPOTOKONax onpepensercs pa3dbuBKa AAHHbIX HA MaKeTbl, AENCTBUA MpW

owmnbKax U npouesypbl KOHTPONA COCTOSHUA IMHUKN Nepeflaym JaHHbIX.

Mnc Macnopt

P>5 PYKOBOACTBO MO 3KCNayaTayunm

LI LleHTpanbHbIM Npoueccop

Y/b YepHo/benbiin
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