Buaeokamepa cereBas
VCI-252-05

Bepcua 2

PYKOBOACTBO NO 3KCNayarawum

ALLJIP.202119.025 P3n

EAL




V(CI-252-05. Bepcusa 2. PykoBoACTBO MO 3KCnayartauum 2

HacTosiwee pyKoBOACTBO Mo 3KCnAyaTauuu (nanee no tekcty — P3) copepxut
CBeAEHMA O HA3HAYeHUU, KOHCTPYKLMM, NpUHUUNE [LENCTBUA, TEXHUYECKUX
XapaKTepucTukax Bugeokamepsbl cetesonn «VCI-252-05» AL/P.202119.025 (nanee no

TEKCTY — BUJEOKaMepa WUAu uU3feNnne) U yKa3aHus, HeobXxoaumMble AN NPABUIBHON U

6e3onacHom ee 3KcnyaTauum.

U4 .
\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru




V(CI-252-05. Bepcusa 2. PykoBoACTBO MO 3KCnayartauum 3

COAEPXAHWUE
1 OBLUME CBELIEHUS........coeeeeeeeeeeeeeeeeeeeeeeeecneneeeereamnneneensennsesssasssnnnsssssssannnsssnnnes 5
2 TEXHNYECKUE XAPAKTEPUCTUKW ......oeeeeeeeeeeeeeeeeceeeeeeeeeeeeeeeeeenanenensnsnsssssenenes 6
3 KOMITTEKTHOCTD. .. iteeeeeeieeeceeeeeeeneeeeeeeeeneeeeeseaneesnsesennnsssscsssanesssssssansnssssnns 10
4 KOHCTPYKLMA ... eeeeeeeeeeeeeeceeeeeeeecnneneeneeeannneeasssanenssssssennsssssssennnsnsssssnnne 11
5 MOHTAXK VI IEMOHTAMK ....reeeeeeeeeeeeeeecceeeeeeeeeeeeeeeeennnsnsssssssssssssessnnansssssssnnns 13
5.1 MEPDI BE3OMACHOCT M «uueuinninianinienrneeniensnransecosascesessesassessesassesosescssessesassesasse 13
5.2 MOATOTOBKA U3JIENINA K MOHTAMY ce.uvennrennrennerenarenaeenaceessrosssenssensasnsasnssssnsssasnnes 13
T 2110 1 N 14
5.3.1 T10TONOUYHOE KPENNEHMNE BULEOKAMEPD..ceuueereeeereeereeeueeeeneeeeueseeseesnesesneesans 15
5.4 HACTPOMKA HANPABJIEHNA OBBEKTUBA ... cuiuiatieieninienieenranierseransnconsasensessasansencene 16
D D JIEMOHTAN ceeeneieieieeeeietetereeentateseecncnsencecesesencnsssssessnsesenencnsssansssssansncnsnsansnsnne 17
6 MOAKITIOUEHMUE..........e e eeeeeeeeeeeeeeeeeeeeeeeeeeereeenensnnesssssaeaeseesesnensssssssssassesessnnnnnns 18
7 WEB-UHTEPDENC ......coeeeeeeeeneeeneeeeeeeeereeereeesaeesseeseesseesseesssesssesseesssesseessesseenses 21
7.1 TTOAKMOYEHNE K WEB-NHTEPDENCY «.cuiuienineninnenienreienreeeieneeconsesensessesasseceesesanses 21
7.1.1 BocctaHoBNEHME NAPONA MOMB30BATESA cuuiernreereeeueeeueerueeeeueeesneeesseeesneeesnns 24
7.2 [NABHOE MEHIO WEB-UHTEPOEMCA ..c..curenrenrenrererenrenrecreneessensessensessensessessassessenss 26
7.3 PA3JEN MEHIO «ITPOCMOTPR ceucnianinieiieiaieiiieieeieieieteieteteceseenseeesansecensesanses 27
7.3.1 BbIOOP BUJEOMOTOKA veeeeeeieeerrrrrrrrrreeeeeeeeesssssssereeseesesessssssssssssssssesesseesnssnsnnes 28
7.3.2 [1eNCTBUA C OOBEKTOM MPOCMOTP@ ceeeeeerrrrrrrrrerereeeeeeesssssssssssesseeeessessssssnsssnes 28
7.3.3 YNpaBneHNe OKHOM MPOCMOTPA ..eivuerreuneeeueeeeneeeuerenecenessneesssesssssessnsessnesens 30
7.4 PA3JIEN MEHIO K BOCTIPOUBBELEHME «uueuneeneeeneeeeeneeeeeeeceeceesenseesenseescessenssescnsensens 33
7.5 PA3JIEJTI MEHIO CHACTPOMKM «ueeneenneeneiieeeeeeeineeneeasenecescessescessessenscnssessassensannns 38
7.5.1 TlYHKT MEHIO «IP BULEOKAMEPAM vuivrniieuieieneieneieneeceneeeneeceneessnessnessneesenesens 42
7.5.2 TIYHKT MEHIO QUETDY teruiiruieriererieeeeieeerteeerueresuesesuesesuesessesessessssessssessssesssnesesnns 63
7.5.3 TIYHKT MEHIO KCOOBITUAN cceveeeeeeeiiieiiieeieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeees 90
7.5.4 TIYHKT MEHIO «3AMNCH N XPAHEHUEN vuuueiernereeenneeenneeeeeaneeeeesnseesnneeeennessennnnns 115

U4 .
\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru




V(CI-252-05. Bepcusa 2. PykoBoACTBO MO 3KCnayartauum 4

7.5.5 TIYHKT MEHIO ®CUCTEMANM vuueernreernreenneernneerneerneesnnsesnesesnesesnesesnesssnesesnesssnesenes 124

7.5.6 TTYHKT MEHIO «MHMDOPMALMA veunereerrrieeeeeeerrieeeeeerrrieeeeeerrsnneeesesssnnseesessssnnns 136
7.6 PA3LENI MEHIO €COBBITUAM «ceuienienianienieienienienienieeienceetencoesonconsensonsenseesonseesanss 142
7.7 PA3JIEN MEHIO €BDBIXO/ vuuereeneeneeieeneeeeerreneeeeeseeeeceesescensesseasesssessessessenscnnannes 143
8 PEKOMEH/IALIMX NO OBECMEYEHWNIO UHOOPMALIMOHHOW BE3OMNACHOCTWN. 144
9 NMNOAKJIIOYEHUE BUAEOKAMEPDBI K CEPBUCY «P2P».....aeeeeieeiecieeeeeeeeeeeeeenee. 147
10 NPOMPAMMHOE OBECINEYEHUE «ORION VIDEO LITE» ceeeeneeneeniveieeeenereeanennnne. 151
11 PABOTA CO CTOPOHHUMW KJIMEHTAMM.........eeeeee e eeeeeeeeeveeeeeeeereceneeanes 153
12 PABOTA C YTUIIUTOM «BOLID VIDEOSCANY ...eveeenneeeeneeeeneeeeeeeeeseeessnesessseees 154
13 TEXHUHYECKOE OBCNYXKUBAHUE U TTPOBEPKA PABOTOCNOCOBHOCTMH........ 156
14 BO3MOXHbIE HEMCITPABHOCTU N CNMNOCOBbI X YCTPAHEHUA ................... 158
15 PEMOHT .....oeieieeieeeeceeeeeeeeeeeeeeeenennnsesssnssseasassnenmnssssssssssssasesssannnsnsssssssssssnnes 161
16 MAPKUPOBKA .....ceeeeeeeeeeeeeeeeeteeeecneeneeeaeaeeeeeseeeennsssssssssaesesssssssnnsssssssssassanes 162
17 YTTAKOBKA ..c.cceeeeeeeeereeeeeeeeteeeenneeesssseeeeseaeseenanssssssssssssssessssnnnsnsssssssssssanes 163
T8 XPAHEHMUE........eeeeeeeeeeeeeeceeennneneeeaeaeeeeeanssssssssssssssesssannnsssssssssssasanes 164
19 TPAHCITOPTUPOBAHMUE.........coateieeeeeeeeeeeeeeeeeeereeeennennennseaeeeeeseennnnsssssssssaasanes 165
20 YTUTIMBALLMEA ......eeeeeeeeeeeeeeeeeeneneessenesessaseeenannnsssssssssssssssssnmnnnsnsssssssssssanes 166
21 TAPAHTUN N3TOTOBUTEJIA ... ceeceeeteeeteeeeeesneesennssnnssnsssnnssnnssnnnns 167
22 CBEJEHUS O CEPTUBUKALIM .. eeeeeeeeeeeeeeeeeeeeeeeeeeseeens 168
23 CBEAEHUNA O TTIPUEMEKE ........oe e eeeeeecreeneeeencrnenceanscsessasensssensassnnsasnnnns 169

U4 .
\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru




V(CI-252-05. Bepcusa 2. PykoBoACTBO MO 3KCnayartauum 5

1 OBLIWE CBEAEHWSA

1.1 Buaeokamepa npeaHasHayeHa Aans paboThl B COCTaBe KOMIMIEKCA
BUIEOHaON0eHNA AN1f HEMPEePbIBHON TPAHCNALUM BUAEOM3006paKeHNs C OXpaHAEMON
30Hbl Ha cuUcTeMbl oOToOpaXeHusa, 3anucu, XpaHeHns ” BOCMNPOM3BEAEHNA

BVID,EOI/I306pa)KeHVIF|.

1.2 V3penne npeaHasHayeHo TONbKO Ans npodeccroHanbHOro NCnoib3oBaHus

M PAaCcCYMTaHO HA HEMPEPbIBHYIO KPYINOCYTOYHYO paboTy.
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2 TEXHWYECKWE XAPAKTEPUCTUKN

OCHOBHbI€ TEXHNYECKME XapPaKTePUCTUKN U3aennsa npeactaBneHbl Hke (Tabnuua

2.1).

Tabnnua 2.1 — OCHOBHble TEXHUYECKNE XapaKTePUCTUKM

Kamepa

Matpuua

1/2,7” KMOTN

Pa3pelieHne BUaeon306pakeHus

2592 x 1944 nuKkcenen

CucTtema CKaHMpoBaHuA

[porpeccuBHas

CKopocTb 3aTBOpA

ABTO/PyuH., 1/3(4)~1/100000 ¢

MuHMManbHaa OCBeLLEHHOCTb

0,02 niokc/F1.6 (LiBeTHoe n3obpaxeHue);

0,005 niokc/F1.6 (MepHo-benoe
n3obpaxeHue)

CoOTHOLWEeHNE «CUTHAM-LLIYM» bonee 50 gb
Bupeosbixop Het
OcobeHHOCTH

NK-noacseTka Het

JleHb-HOYb AsTo (ICR) / UBet / Y/B
KomneHcauus (pOHOBOW 3aCBETKM BLC/HLC/WDR(120 ab)
BanaHc 6enoro ABTO/PyuyH.
PerynupoBKa ycuneHus ABTO/PyuyH.
lLlymonopasnexue 3D

MacKa KoHbunaeHUManbHOCTK [10 4 30H

O6BbeKTUB

Tun ob6beKkTMBA

1,4 MM, PUKCUPOBAHHbBIN

Y % SEC.RU
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MaKkcumanbHoe pacKpbITue

F1.6
anadparmol
Yron o63opa H:180°; V:180°
Bupeo
CxaTtue BUAeoCUrHana H.265/H.264

5Mn(2560x1920) / 3Mn(2048x1520) /
UXGA(1600x1200) / 1,3Mn(1280x960) /
720P(1280x720) / D1(704x576/704x480) /
CIF(352x288/352x240)

®opmart Bueon3obpameHus

YacroTta Kagpos

OCHOBHOW NOTOK 5Mn (1 ~25K/c)

[lononHWTeNbHbIA NOTOK D1(1 ~25/30 k/c)

H.264: 24 kbut/c ~ 10240 kbut/c;

CKopocTb nepeaam AaHHbIX H.265: 14 KbuT/C ~ 9984 KOUT/C

3BYK

CaTtue ayamocurHana G.711a/ G.711Mu/ AAC/ G.726
AyanokaHan 1 KaHan BxoA, 1 KaHan BbIxof
MwuKkpodoH HeT

BupgeoaHanntrnka

Tennosas Kapta, nepece4eHne nMHnu,

BuageoaHanutnieckmne GyHKumm
A (byHKU KOHTpO/b 06nacTu

AyanoaeTeKLus, obHapyKeHne ABMKEHUSA,
[leTeKuus 3aKpbITe / pachoKycMpoBKa 00bEKTUBA,
M3MEHEHWe CLeHbl

I dheKTBHbIE 30HbI BU3yanbHOro pasnnyeHns oobektos (BS EN 62676-4)*

OGHapyxeHue (25 nuKkcenei/m) [0 28 M

HabntoaeHune (63 nukcens/m) o1l m

U4 .
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Pacno3HaBaHue (125 nukcenein/m) [0 6 M

NpeHtndukauma (250 nukcenen/m) | o3 m

Cetb

Ethernet 10/100 Base-T, RJ-45

COBMECTUMBIN MHTEPHET Bpay3ep

web-unTepdeiica Internet Explorer ansa Windows

Wi-Fi Het

HTTP; HTTPs; TCP; ARP; RTSP; RTP; UDP;
SMTP; FTP; DHCP; DNS; DDNS; PPPOE;

lpoTokons IPv4/v6; QoS; UPnP; NTP; Bonjour; 802.1x;
Multicast; ICMP; IGMP; SNMP

CraHpapTbl obmeHa ONVIF, PSIA, CGI

Maxcmmaano? KONMYeCTBO 20

nonb3oBarene

[lon. pasbembl

CnoT KapTbl NamATH Micro SD, He 6onee 1286

TpeBOXHbIN BXOA, BbIXOA, 1 Bxoga, 1 Bbixop,

[po3o3awmra

YpoBeHb HanpsAxeHusa 3awmutsl Up 4 kB

Obwune cBepeHun

Konnyectso ogHOBpeMEHHO 5

TPaHCIMpPYeMbIX BULEONOTOKOB

HanpseHune 3aneKTponuTaHus 12 B nOCTOAAHHOTO TOKa

NoTpebnsemas MOLLHOCTb He 6onee 3,4 Bt

Mutanne PoE IEEE 802.3af

[lnanasoH pabo4nx Temneparyp O1-30 °C go +60 °C

U4 .
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OTHoCcuTenbHasa BnaxHoctb Bo3ayxa | O110 % o 95 %
CreneHb 3awuTbl ob6ooykm no FOCT P67

14254-96 (M3K 529-89)

AHTMBaAHaaNbHAA 3almMTa IK10
abaputHble pasmepbl ?110x56 mm
Macca 0,38 Kr

*B ycnoBMAX AOCTAaTOYHOW OCBELWEHHOCTU M NMPU OTCYTCTBUM HEBNArONPUATHBIX MOTOAHbIX
ycnosuin. ObHapykeHne — oOHapymeHWe ABMMKEHUA MNM Hanuyna obbeKTa B Kajpe.
HabniopeHne — onpepeneHve OCHOBHbIX XapaKTepucTUK obbekra. Pacno3HaBaHue -
pacno3HaBaHWe XapaKTepUCTUK W Yy3HaBaHWe oObeKTa MO BM3yanbHbIM NpPU3HAKAM.
NaeHTUdUKaLMa — yCTaHOBAEHUE NYHOCTU/HOMEPHbIX 3HAKOB aBTOMOOUNS.

\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru
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3 KOMIJIEKTHOCTb

CoctaB wu3penus npn nocCTtaBKe (I-(OMI'II'IeI-(T NOCTaBKA BVI,EI,eOKaMepr)

npencrasneH Huke (Tabnuua 3.1).

Tabnuua 3.1 — KomnaeKT noctaBKu

HAMMEHOBAHUE OBO3HAYEHUE Kon.
Bugeokamepa «VCl-252-05» ALAP.202119.025 1 wr.
Macnopt usgenma «VCIl-252-05» ALP.202119.025 TIC 1 3K3.
NHCTpYKLMA NO MOHTaXy AlLAP.202119.025 M 1 3K3.
NHdopmaunoHHbIn ancK «bonnay» 1 wr.
Haknerika moHTaxHasa «Tpadaper ans 1w,
KpenneHus BUAEOKamepbl»
Hakneiika nHdopmupytowas «Begetca 1wt
BUeoHabnwogeHe» )
FepmeTnyHas kabenbHaa mydTa 1 wr.
Wypyn 4x18 3 wr.
[obenb 6x18 3 wr.
Kntoy T15 «3Be3g04Ka» 1 wr.

U4 .
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4 KOHCTPYKUUNA

BHEWHWN BWA U OCHOBHblE 3/1€EMEHTbl BUEOKAMepbl NpPeACTaBieHbl HUXKe
(PucyHok 4.1).

O6bektnB «fisheye» ¢ duKcMpoBaHHbIM (OKYCHBIM PAcCTOAHUEM MEXAY
ONTUYECKUM LLEHTPOM JNIMH3bl 0ObEKTMBA U (HOKANbHOW MJOCKOCTbIO BUAEOKAMEpH
npeaHasHayveH Ana co3faHus AeNCTBUTENBHOTO ONTUYECKOTO n3obpaxeHus ¢ 063o0pom
360° 6e3 MepTBbIX 30H.

Kabenb Bupeokamepbl fABAAETCS KOMOMHMPOBAHHbIM W BKAOYaeT B cebs
ceTeBoW Kabenb, Kabenb NUTaHWA, ayANOBXOA, ayAUOBbLIXOJ U TPEBOMKHbIE KOHTAKTHI

(PucyHok 6.1, Tabnuua 6.1).

Kopnyc ycTponcTBa

Kabenb

ObbeKTMB

PUCYHOK 4.1 - BHelIHWIA BUA, M OCHOBHbIE 3/IEMEHTbI BUEOKaMepbl

BHYTpY KOpnyca yCTPOMCTBA HAaX0AUTCA KHOMKa annapaTtHoro copoca (RESET) u
CnoT ana Kaptbl namatn «Micro SD».

KHonka annapaTHoro c6poca (PucyHok 4.2) ucnonb3yeTca AN BO3Bpata K
HaCTpOMKam no ymMonyaHuio. Ecnm HawaTb W yAepXmBaTb 3Ty KHOMKY B TeyeHue 5

CeKkyHa, KOHd:)l/II'ypaLI,I/IFl CNCTEeMbl BEPHETCA K 3aBOACKUM HaCTpOVIKaM.

U4 .
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Kapta namatn «Micro SD» (PucyHok 4.2) (He BXOAWT B KOMMIEKT NMOCTaBKW)

NCnonb3yeTca and 3anncm BnaeornoToKad.

KHonKa annapartHoro c6poca

CnoT gna Kaptbl NamMATH

PucyHoK 4.2 — PacnonoxeHune KHOMKKW annapatHoro cbpoca u cnota Ans KapTbl NamaTu

U4 .
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5 MOHTAX N AEMOHTAX
5.1 MEPbI BE3OMACHOCTU

1. K pabote ¢ usgennem aonyckaetca KBanndbULMPOBaHHbIA NepcoHan, U3y4ynBLINUN
HacTosALee pyKOBOACTBO.

2. Bce paboTbl N0 MOHTaMXy M HanajiKke Mpou3BoAUTb C cobnofeHem TpeboBaHUI
AENCTBYIOLMX HOPMATUBHBIX JOKYMEHTOB M0 TEXHUKe 6e30MacHoCTH.

3. Jlnua, nponsBogaLIMe MOHTaX U HaNnaaKy, LOIXHbI MMeTb YAOCTOBEpeHe Ha NpaBo
paboThbl C 3N1EKTPOYCTaHOBKAaMM HanpsaxeHnem Ao 1000 B.

4. MoHTa¥ Npon3BOAUTL TO/IbKO MPU OTKIHOYEHHOM HaMPAXEHUN NMUTAHUA.

5. 1A MOHTaXHbIX paboT HeobXoAMMO MCMOMb30BaTb MCMPABHbIA, G€30MacHbIN U
YAOOHbBIN MOHTAMXHbIA MHCTPYMEHT.

6. MoHTaX NpomM3BOAUTbL TONbKO HA YUCTOM, CYXOW YCTAHOBOYHOW MOBEPXHOCTU MpPWU
OTCYTCTBMM  aTMOCKEPHbIX  OCAJKOB, MNOBbLIWEHHOW BAAXHOCTM M WHbIX
HebnaronpuATHbIX YCNOBUNA,

7. Bce Buabl paboT ¢ n3genvem Bo BpeMs rpo3bl 3anpeLtaTcs.

8. MoHTaX nNpou3BoauTb 0e3 NoBpeMAeHUs KOHCTPYKUWUWU. BbINONHEHHbIA MOHTaX
nomkeH  obecneymBaTb  FePMETUYHOCTb  BHYTPEHHEeN KOHCTPYKLUMHK 7
3NEKTPUYECKOro NOAKNIOYEHUA BULEOKAMEpHI.

9. Heobxoaumo ucknounte obpasoBaHe, nonagaHne uav Bo3aencTBne KoHaeHcara,
3ANeKTpopaspsAna, CTaTUYEeCKOro 3/eKTpu4YecTBa, rpA3M, MXUAKOCTM, OMNaCHbIX
BewectB M Mycopa Ha MNOBEPXHOCTM, HA 3INEKTPOHHbIX, ONTUYECKUX,

KOHCTPYKTUBHbBIX N 3NEKTPUHECKUNX INEMEHTAX BUAEOKaMEPHI.

5.2 NOAroTOBKA U3JE/INA K MOHTAXY

BHUMAHWE!
3anpelaeTca NepeHoCUTb, epXarb, 3aKpensaTb, No/BeWnBaTh BUAEOKAMEPY
3a KabeNb — 3TO BE/IET K NOTepe rapaHTim 1 NONOMKe yCTPOMCTBa.

\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru
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BHUMAHME!
CneumnanucT No MOHTaXy, NpuU HeobOXOAMMOCTU, MOMKET MUCMONb30BaTh WHYIO

TEXHONOTN0 YCTAHOBKN U KpenexHble 31eMeHTbl, HE BXOoaAlWlMe B KOMIIEKT
MocCtaBKK, €Ciin 3TO0O He Hapyuwaer KOHCTPpYKUWK, HEe BAMUAET Ha pa60Ty
yCTpOVICTBa n obecneymsaer HaeXHOCTb CMCTEMBI.

BbibepuTe MeCTo KpenjieHus BUJeOKaMepbl C YYETOM rabapuUTHbIX pa3mMepoB

nspenua (PucyHok 5.1) 1 yno6¢cTBa paboThl C MOHTAXKHbBIM UHCTPYMEHTOM.

2110.0 [24.33"]
»

™ 3234 [20.13"]

+

-" | . 2981 [23.86"]

56.0 [2.2"]

PucyHok 5.1 — FabapuTHble pa3mepbl BUIEOKAMEPD
Ybeautecb, 4YTO  MOHTAXHAsA MOBEPXHOCTb  CMNOCOOHA  BbIAEPKMBATbL

TPEeXKPaTHbIN BEC KaMepbl M KPOHLITENHa.

BHMAHWE!
[lpn MOHTaxe npoBOAa 3MEKTPONUTAHUA U BbIXOJOB C/leAyeT OCTaBWUTHb
[lOCTaTO4YHOE MNPOCTPAHCTBO ANA  JIETKOro  JocTyna npu  AanbHenwem

06CnyHUBAHUM YCTPONCTBA.

5.3 MOHTAX

‘ BHUMAHWE!
MoHTaX ¥ nycKoHanago4Hble paboTbl M3Aenus, BKAKYAA PEryanpoBKY

06beKTMBa, NPOBOAWUTbL NMPU OKpyXKatoulen Temnepatype He Huwe +10 °C,
OTHOCUTE/IbHOW BNIAXHOCTM BO3AyXa He Bbile 80%, Npu  OTCYTCTBUU
‘ NOBbILWEHHOTr0 UCNAPEHNA 1 NAapo0OPAa30BaAHUSA, YCUNEHHOW BUOpaLLUN.

U4 .
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5.3.1 NoTtonoyHoe KpenneHne BugeoKamepbl

1. C nomolbld KNYa M3 KOMMJEKTa MOCTAaBKWM BbIKPYTUTE BMHTbI WU aKKypaTHO

oTcoeamHute Kopnyc (kynon) ot yctpoiictea (PUCyHOK 5.2).

&
© &

PucyHok 5.2 — OTcoeauHeHue Kopnyca

2. Wcnonb3ys TpadapeT M3 KOMMNNEKTa MNOCTaBKW BUAEOKAaMepbl, OTMETbTE TOYKM
KpenneHus Ha yCTAHOBOYHOW MOBEPXHOCTM U NpocBepnute 3 oTBepcTus (anametp
6 MM, rnybrHa He MeHee 18 MM) B YCTAHOBOYHOI MOBEPXHOCTU.

3. Wcnonb3ys awbenn n wypynbl U3 KOMMJEKTA MOCTABKWU, 3aKpenute BUAEOKaMepy
Ha YCTAHOBOYHOW MOBEPXHOCTH.

4. C MOMOLLbIO KN0Ya U3 KOMM/EKTA NOCTaBKM BKPYTUTE BUHTbI U 3aKpenuTe Kopnyc

Ha ycTponcTtae (PucyHOK 5.3).

U4 .
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PucyHok 5.3 — loTon04YHOE KpenieHne BuaeoKamepbl Ha YCTaHOBOYHOM NOBEPXHOCTM

5.4 HACTPOMKA HAMPAB/IEHUA OBbEKTUBA

[ins HacTponKku Tpebyemoro HanpaBfieHUs 0ObEKTVMBA C MOMOLLbIO KNoYa U3
KOMMMEKTa TMOCTaBKM CHUMMUTE KOpMyC C ycTpoincrea. OTperynupyinte nonoxeHue
00beKTMBA, HanpaBnB 0OBLEKTUB BUAEOKAMepbl Ha 30HYy HabnoaeHus (PUCyHOK 5.4).
HapeHbTe Kopnyc Ha ycTPOMCTBO M 3aMKCUPYMTE, MCMOMb3YysA KNOY U3 KOMMIEKTa

NOCTaBKWN.

PucyHOK 5.4 — HacTpoiika HanpaefieHus 00beKTBA

U4 .
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5.5 JIEMOHTAX

ﬂ,eMOHTa)K BUOEOKAMEPLI NPOM3BOAUTCA B O6paTHOM nopAagKke npu

OTK/MIOYEHHOM HanpAXeHUN NTaHnA.

U4 .
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6 NMNOAK/NOYEHUE

Kabenb Buaeokamepbl SBAAETCA KOMOWHMPOBAHHbBIM W BKIOYaeT B cebs
ceTeBoin Kabenb, Kabenb NUTaHWA, ayAMOBXOJ, ayAMOBbLIXOJ W TPEBOMHbIE KOHTAKTHI

(PucyHok 6.1, Tabnuua 6.1).

Ayan0oBbIXOA,

Kabenb nutaHus

TPEBOXHbIE KOHTAKTbI AyA1OBXOA,

CeTeBON Kabenb

PucyHok 6.1 — Kabenb BuaeoKamepbl

Tabnnua 6.1 — Ha3zHavyeHne pa3beMoB Kabens BuaeoKamepbl

PA3BEM HA3HAYEHME
JNeKTponuTtaHmne DC12V
RJ-45 Ethernet nopt
AUDIO OUT Ayanosbixop
AUDIO IN Ayanosxof
GND 3a3zemeHne ycTponcTea
ALARM IN TpeBOXHbIV BXoA 1
ALARM OUT PenenHbin BbIXoa,

U4 .
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BHNMAHMWE!
[ins  AONONHWTENbHOM 3alWUTbl WM TepMeTU3auuyM NPOBOJAOB MCMNONb3yiTe
repmeTnyHyIo KabenbHyto MyhTy U3 KOMMEKTa NOCTaBKU BUAEOKaMeEpbI.

1. icnonb3ya cOOTBETCTBYIOWME NPOBOAA, KAK YKA3aHO HAa MAapKUPOBKeE, NOAKI0YUTE
X K ONIOKY nNuTaHusA. HeBepHOe COEeAMHEHME MOMKET NPUBECTU K MOBPEKAEHUIO
U/ Mnu HenpaBUNbLHOMY (DYHKLIMOHMPOBAHNIO 060PYAOBAHMA.

2. Vicnonb3ys ceteBon Kabenb, NOAKNOYNTE BUJEOKAMEPY K BUAEOPErUCTPaToOpyY Unn
KOMMbIOTEPY B 3aBUCUMOCTM OT BbIOPAHHOW CXeMbl NOJKNOYEHUS. Ba3oBbie Cxembl
NOAKMOYEHUS npefcTaBneHbl HUxe (PUcyHOK 6.2, PUcyHOK 6.3, PUCYHOK 6.4).
HeBepHoe coeaMHeHWE MOXKET NPUBECTU K NOBPEXAEHNIO U/UAN HENPABUALHOMY

(dyHKUMOHMPOBaHUIO 06opyfOBaHUA.

L J Kab6enb UTP cat.5e
Bugeokamepa

Komnbiotep
PUCYHOK 6.2 — Cxema NoAKM0YEHNA BULeOKaMepbl K KOMNbIOTEPY

Kab6enb UTP cat.5e Kab6enb UTP cat.5e
& KommyTato

- yTaTop
Buaeokamepa

Komnblotep

PucyHok 6.3 - Cxema nofKnto4YeHUs BUAEOKaMepbl K KOMMNbIOTEPY Yepe3 KOMMYTaTop

U4 .
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MoHuTOop

Buaeokamepa

Buaeokamepa

L \ -
Ka6enb UTP cat.5e Bugeoperucrparop Ka6enb UTP cat.5e

B

KommyTtartop
PUCyHOK 6.4 — Cxema NOAKNYEHNA BUIEOKAMEPDI K BUAEOPErUCTpaTopy

U4 .
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7 WEB-UHTEP®ENC
7.1 TIOAKNOYEHUE K WEB-UHTEPOENCY

OTKpoWTe Ha KomnbloTepe Opay3ep Internet Explorer v BBeauTe B
OTKpbIBIIEMCS OKHe Opay3epa B aapecHon cTpoke IP-agpec Bugeokamepsbl, nocne
3TOr0 aBTOMATUYeCKW C BUAEOKAMepbl 3anyCcKaeTcs MNPUNOKEHWEe C CUCTEMHbIM
coobuieHnem, rae nonb3oBaTeNto NpeanaraerTcs nNpyu NepBoM MOAKNOYEHUU K web-
uHTepcdency Buaeokamepbl yctaHoButb Web-nnarud (PucyHok 7.1). Hawmure
«CoxpaHutb (hann» ANA pe3epBHOrO0 COXPAHEHUA Ha KOMMNbKTepe YCTAHOBOYHOIO
nakera pAna >3TOro naarMHa wu  «3anycTuTb» [LNA  aBTOMAaTM4YeCKOW YCTAHOBKMU

KOMMNOHEHTOB NNdrnHa.

BHUMAHME!
[lns aBTOMatnyeckow yctaHoBku Web-nnarvHa TpebyoTcs aAMUHUCTPATUBHbIE
npasa B OC Windows

Bmp,eor(arv\epa Mo yMON4YaHUIO UMEET:

— MacKy noacetn 255.255.255.0
— |P-appec 192.168.1.108

— WMA nonb3oBartensa: admin

3anycTute 10T (ain?

Bbl cobMpaeTech OTKPbITh: ”
M. CADownloads\webplugin.exe
¥ ' webplugin.exe L | Vianatens:  BoLID ZAO NVP
Tun

asnaowmincs: Binary File (1,3 MB)
v3 http://192.168.1.102

Bbl XOTWUTE COXpaHUTL 3TOT Gann?

fCoxpaHmboaﬁn‘ ‘ Otmena |

PucyHok 7.1 — YcTaHOBKa nnarnHa ana noaxknioyerus K web-untepdency

Mpu nepsom 3anycke BebO-uHTepdeiica BUAeOKamepbl HeobX0AMMO NPOWTK

npoueaypy MHULMANMU3ALUU, COCTOALLYIO U3 TPEX LIATOB:

\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru
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lar 1 (PucyHok 7.2): Bbibepute pervoH (cTpaHy) W A3bIK CUCTEMbl Beb-

nHTepdenca.

QObnacTb |Russia i

A3blk ‘ Russian v ‘

CranaapT Bugeo [PAL M

Cneayrowmit war

PucyHok 7.2 — ViHnunanusauus nonb3oBatens «adminx»: BbiOOP A3blKa U pernoHa

LLiar 2 (PucyHok 7.3): YctaHoBUTE Hanbonee yaobHbIN hopmat AaTthl 1 YaCOBOW

nosic. Tekyliee BpeMsa MOXHO 3aJaTh BPYUYHYIO, UIN CUHXPOHU3UPOBATb C CUCTEMHbIM

BPEMEHEM KoMMbloTepa.

DOpMaT gatkl ‘ [exb-Mecau-Tog v \

Yacosoit noAc ‘(UTC+O3:GO) Moscow, St. Petersburg, Volgograd V]

Tekyluee spema 14-04-2020 ™| 16 : 07 : 23

ByAeT H3MeHeHo Ha 14-04-2020 16:07:23

PucyHok 7.3 - MHuumanusaums nonb3osatens «adminx»: BbiOOp BpemeHu 1 Aathl

lar 3 (PucyHok 7.4): CreHepupyiTe naponb nonb3osatens. [nuHa napons
[O/MKHA OblTb He MeHee 8 CUMBOJIOB, NMApPO/b MOMXET COCTOATb W3 3arfaBHbIX U
CTPOYHbIX OYKB naTuHckoro andasuta (A-z), apabckux undp (0-9) U cneumanbHbIX

CMMBONOB. B uenax obecneyeHns 6e30nacHOCTM npu Co3paHnn napond HGO6X0,CI,VIMO

\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru
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ncnonb3oBdtb He MeHee [ABYX TWUNOB CMMBOJIOB. PEKOMEH,CI,yeTCFI TaKe YKa3aTb
pe3epBHbIl7I agpec 3J'IeI-(TpOHHOI7I Mo4yTtbl, C TMNOMOLWbKD KOTOPOro BO3MOXHO

BOCCTAHOBUTb NApPOJib NOJ/ib30BaTeNA, eCnn oH 6yp,eT yTpayeH.

Monb3oBarens admin

Maponsb 1 |

lMoasepxgeHue [ |

Maponb He MOXeT COCTOATL MeHee yem 13 8 yudp, Oyke unu cumeonos. [omkeH

BKI-Tb MUHMMYM B2 TUNA.

] Paseps. email agpec
Wcn-ca gna cbpoca napona.

CoxpaHuTb

PucyHoK 7.4 - Unuumnannsauns nonb3osartens «admin»: cosgaHue napons

Beeaute Bawe MMA NONb30BaTeNA W Napofb, HaXMUTE KHOMKY “Bxop”

(PucyHoOK 7.5).

T o3

Monk3osatens: |admin

Mapons: 3abbinu naponb?

PucyHoKk 7.5 — Bxoa B web-nHtepdeic Bugeokamepbl

Mocne ycnewHon aBTOpM3auuMM  OTKPOeTCA  OKHO  web-uHTepdenca
Buaeokamepbl (PucyHok 7.6). B oOTKpbiTom OKHe web-uHTepdenca Ha naHenu
npocmoTpa BuaeonoToka OyaeT cpasy MATM HenpepbiBHAA TPaHCAALMA OCHOBHOMO

BNOEOMNOTOKA «3aXBA4Y€HHOIro» BVI,D,EOK&MGPOIZ M306pa}KeHl/IFI peaabHOro BpemeHu.

U4 .
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ul [Lon. notok 1 ” [on. notok 2 Iﬂpomxon TCP 8
296Kbps 25

@@ h0

ouy

e 100% 52 W [ o ©

PrucyHoK 7.6 — TnaBHOe meHio web-nHTepdeiica

7.1.1 BoccTtaHoBNeHUe Naponsa nonb3oBarens

Echv naponb Aana Bxoga B Beb-uHTepdenc BUAEOKAMepbl YTpayeH,

Heob6Xx04MMO NPONTU NpoLeaypy ero BOCCTAHOBNEHUS.

BHUMAHWE!

BoccTaHoBNEeHe Napons Nonb30BaTeNns BO3MOXHO TONAbKO B TOM Clydae,
ecnu BKAYeHa ¢yHKuMa «COpoc mapona», a TaKKe yKasaH pe3epBHbIN
aapec 3NeKTPOHHOM MoyThbl Mosb3oBaTtens. B npoTMBHOM cnyyae, nNaposb
BOCCTAHOBWUTb HEBO3MOXHO, 1 AOCTYN K BUJ€OKaMepe BO3MOMEH TOJIbKO Npu
BOCCTAHOB/IEHUW 3aBO/ICKMX HACTPOEK C MOMOLLbI KHOMKM annapaTtHoro
cbpoca.

Mpv Bxoae B CUCTEMY BBeAWTE MMs MONb30BaTeNs M HakmuTe «3abbinu

naponby» (PUcyHok 7.7).

U4 .
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»

BOL!D IR ; §
Monk3oeatens: |admin

PucyHok 7.7 — VIHuumanumsaumus ¢hopmbl BOCCTAHOBNEHWUSA NApPONsA Nofb30BaTeNs

[lanee HeobxoAMMO NPOWTV Npouesypy BOCCTAHOBAEHUS, COCTOALLYIO U3 [BYX
Waros, COrNacHO MHCTPYKLUMAM, cogepX)almnxca B hopme BOCCTAHOBNEHUSA:

lar 1 (PucyHok 7.8): OTcKaHupyiTe oTobpasuBlininca QR-Koa, MCMnonb3ys
Kamepy MmobunbHoro TenecboHa (MAM nNpunomeHue, nNpeAHasHayeHHoe ANS
CKaHupoBaHusi QR-KOAOB), M OTNpaBbTe Pe3yNbTaT CKAHMPOBAHMA HAa 3NEKTPOHHYIO
nouty support_gpwd@htmicrochip.com. Ha pe3epBHbii aapec 3MEKTPOHHOW MNOYThI
nonb3oBatenss OyneT OTNPABNEHO MUCbMO C KOJOM BOCCTAHOBNEHMWS, KOTOPbIN

Heobxoanmo BBecTM B rpade «Beeante Koay.

SN: SL*****=JT8AAQ

OTcxaHupynTe QR-KOA ¥ OTNPAaBLTE Pe3ynsTaT Ha
support_gpwd@htmicrochip.com. Ha pe3epsHbii
Email npuaeT NMCLMO C KOLOM SBOCCTaHOBNEHUA

BeeauTte kog... I

l OTtmeHa l I CregyroLwin Lwar ]

PI/ICyHOK 7.8 - BocctaHoBneHune naposa nonb3oBaresida: 3anpocC Koda BOCCTAHOB/EHNUA

U4 .
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lar 2 (PucyHok 7.9): CreHepupyinte HOBbIA Naponb. [aMHA Napons AoMKHa
ObITb HE MeHee 8 CMMBOJIOB, MAapP0J/ib MOMXKET COCTOATb M3 3arNaBHbIX U CTPOYHbIX OYKB
natuHckoro andaeuta (A-z), apabckux undp (0-9) n cneumnanbHbix CUMBONOB. B Lensx
obecneyeHns 6e30MacHOCTM NpW CO3[4AHUKM MAPONs HeobXoAMMO MCMoNb30BaTb He

meHee ABYyX TMnoB CUMBONOB.

[Nonb3oeatens admin

[Maponb

[Maponb He MOXET COCTOATb MeHee Yem U3 8
yudp, 6yks unu cumeonos. [JomKeH BKN-Tb

MUHUMYM OBa TUNa.

MNoasep:kaenue

l OtmeHa l I CoxpaHuTb l

PucyHok 7.9 — BoccTaHoBNEHWE Naposis NonAb30BaTeNs: co3faHne HOBOro napons

7.2 NABHOE MEHIO WEB-UHTEP®ENCA

Pasgenbl rnaBHoro meHio web-nHTepderica (PucyHok 7.10) npepocTaBasioT

AOCTYN K yNpaBneHuio 1 paboTe ¢ BUJeOKaMepoil.

PucyHoK 7.10 — Pa3aenbl rnaBHOTo MeH0 web-nHTepdenca

Pasgen meHio «[lpocmoTtp» u npegHasHayeH Ans  jgoctyna K
HenocpeACTBEHHOMY MPOCMOTPY BW/EOMNOTOKOB, TPAHCAMPYEMbIX BUAEOKAMEpPOl B
peanbHOM BpPEMEHW, BbINONHEHUS YNPaBAAKLWMX [ENCTBMA NpPU  NPOCMOTPE,

yrnpaBneHus napameTpammu BU3yanusalnm ans naHenn npocMoTpa.

U4 .
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[

Paspen meHw «BocnpousBeaeHue» . npefHasHayeH [Ans pAoctyna K

HenocpeaCcTtBeHHOMY BoCnpon3BeaeHnto COXpaHEeHHbIX BUAEO UMK VI306pa)KeHl/IFI.

Pasgen meHio «HacTponkuy» n npeAHa3HayeH A ynpaBaeHns HacTpoMKamu

BMOEOKAMEPDI.

Pasgen meHio «CobbiTnsA» “ npeAHa3HayvyeH Ans NPOCMOTPa M ynpaB/ieHus

HacTponKamu cobbiTuin Tpesor, GopMUpyeMbIX BUAEOKAMEPON.

Pa3gen meHio «Bbixog» m npeaHasHayeH Ana 3aKpbITUA U BbIXOAa U3 web-

nHTepdenca BugeoKkamepbl.

7.3 PA3JIEN MEHIO «[IPOCMOTP»

Pasgen meH «llpocmoTtp» (PUCYHOK 7.11) BKIWOYEH MO YMONYaHUIO C
OTKpbITUEM Wweb-nHTepdenca, No3BonseT NPOCMATPMBATL HA 3KpPAHE KOMMbOTEpa

BUIEOMOTOKM U U30bpaxeHus (BuaeoKaapbl), TpaHCAnpyemble ¢ BUAEOKAMEPDI.

IP-kamepa ©) Q- A E’

[on. notok 1 [Hon. notok 2 Mpotokon | TCP

e 100 32 [ BT | o | @

1 - MaHenb BbIGOpa BUAEONOTOKA

2 — OKHO npocmoTpa

3 — [laHenb ynpaBieHUa OKHOM NMpoCMoTpa

4 — MaHenb feicTBMI C 06BEKTOM NMPOCMOTPa

5 — MNaHenb BbibOpa pexrma oTobpaKeHns BUAEONOTOKa
PucyHok 7.11 — CTpyKTypa pa3aena meHto «llpocmotp»

U4 .
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Bbi3oB pasgena MeHwo «[pocmoTp» U3 apyroro coctosHus web-uHtepdeiica

NnpPpon3BoANTCA HaaTheM KHOMKN u B rMaBHOM MEHIO.

7.3.1 Bbibop BUA€onoToKa

Bbl60p BMAEONOTOKA A4 NPOCMOTPd HA 3KpaHe HKOMIMbKTEPA BbIMOJIHAETCA C

nomollblo naHenu Bbibopa BugeonoToka. MHTepderic npeactaBneH Huxe (PucyHok

7.12).

_| Oon. noTok 1 || Non. noTok 2 |I'IpnTOHnn|TCP V|

PucyHok 7.12 — NaHenb BbibOpa BUEONOTOKA

OnucaHue BMAEONOTOKOB NpeactaBneHo Humxe (Tabnuua 7.1).

Tabnuua 7.1 — OnucaHne BUAEOMNOTOKOB

[TAPAMETP

OnNUCAHUE

«OCH. [ToTOK»

OtobpaxkeHne OCHOBHOTO BMWAEOMOTOKA MO  YCTaHOBAEHHOWM
CUCTEMHOW KOHUTYpaLUn BUaeOKaMepbl.

«[on. MNoTtoK 1»

OTobpaxeHne nNepBOro  [JOMOAHWUTENbHOTO  BWAEOMOTOKA MO
YCTAHOB/IEHHOW CUCTEMHOWN KOH(UIypaL M BUAEOKAMEpDI.

«[on. [NoToK 2»

OTobpaxeHne BTOPOro [OMOJHUTENILHOTO  BWEOMNOTOKA MO
YCTAHOBNEHHOW CMCTEMHON KOH(UIypaLumn BULeOKamMepbl.

«[poToKONbI»

BoibOp ceTeBOro MNpOTOKONA MOAKMNOYEHUA AfiA  MPOCMOTPaA
BMaeonoToKa. [loctynHble 3HaveHua: «TCP», «UDP», «Multicast».

7.3.2 [leiicTBMA € 0ObEKTOM NpOCMOTPaA

Bbibop AenctBuii ¢ 06HEKTOM NPOCMOTPA BbINOMHAETCA C NOMOLLbIO NaHenu

AeNCcTBU ¢ 06beKTom NnpocmoTpa. ViHTepderic npeactaBneH Huxe (PucyHok 7.13).

(o] o =)

PucyHok 7.13 — MNaHenb AencTBUiA ¢ 061EKTOM NPOCMOTPa 0TobpaxKaemoro

( )) SEC.RU KopoTkun nyTb K MHpopmaLmm

BMAEONOTOKA
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CBefeHna 0 QYHKUMAX 3NEMEHTOB NaHenu AeNCTBUA ¢ 0OBbEKTOM MpocMoTpa

oToOpaXaeMoro BUe0NnoToKa npeactaBneHbl Hxke (Tabnuua 7.2).

Tabnuua 7.2 — OYHKUMM 31EMEHTOB MaHenn [OencTBUM ¢ 0ObEeKToOM npocmoTpa
oTobpaxaemoro BUeonoToKa

INEMEHT OyHKUMA

(@] [ad) =

i Lndpoeoi sym

Koraa BuAeOM306paxeHue HAaXOAUTCA B UCXOLHOM

§ COCTOSIHUM, C MOMOLWBIO J€BOM KHOMKM  «MbILLUM»
«UNndpoBOA 3yM» | oo BeigenuTs  KaKoR-NMBo YYacToK  Ans
yBenMueHns. He B WCXOLHOM COCTOSHUM MOMKHO
nepeTacKuBaTtb 30HY YBENMYEHMA B  334aHHOM
ouanasoHe. [lnA BOCCTAHOBNEHUA Npeablayliero
COCTOSHUA CRefyeT HawaTb NPaByld KHOMKY MbILLN.
KoNneco MpoKpyTKM «Mblln» MO3BOAAET YBEANYUBATH
WIW YMEeHbLUATh pa3Mep BUAeon306pakKeHus.

lad) =1 @

Coxp. naobpaxeHne

@ «COXp.

|/|306pa>+<eH|/|e» Haxatnem Ha 3TY KHOMKY CuUcCTeMa 4Yepes web-

nHTepdenc caenaer oAMH MOMEHTANbHbIA CHUMOK W
COXPaHUT €ro Ha HOCUTeNb [AAHHbIX B Nanky no
YKa3aHHOMY MapLIpyTy.

30 @) = @

Tpoekpat.coxp.m3cbpamedna

«TpoeKp. coxp. | lpy HamatMm Ha 3Ty KHOMKY cucTema Yepes web-
n300paxeHns» nHTepdenc caenaet TPOMHON CHUMOK Ha BMAEOMNOTOKE
C 4acTOTOM OAMH CHUMOK B CEKYHJY M COXPaHWUT KaK
OTAEeNbHbIE TPU CHUMKA Ha HOCUTENb IaHHbIX B B NamnKy
MO YKa3aHHOMY MapLupyTy.

«3anncb»

3annce

U4 .
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INEMEHT OyHKUMA

Mpn HaxaTMM Ha 3Ty KHOMKY cucTema 4vepe3 web-
MHTEpdENC HAYMHAET BbIMOMHATL  HEMpPEPbIBHYLO
3anncb BMEONOTOKA HAa HOCUTENb A@HHbIX B NanKy no
yKaszaHHOMY MaplipyTy. COCTOSIHME HaXaTol KHOMKW

|&n

MMEeeT NOAKPaAWeEHHbIM BUL — CUHEW pacLBeTKW.
[NoBTOpPHOE HaxaTue BbIKMOYAET BbIMOIHEHME 3aMUCH.

7.3.3 YnpaBneHne oOKHOM nNpocmoTpa

NHuTepdenc naHenu ynpasneHMA OKHOM MNPOCMOTPA MPEACTaB/ieH HUXKe
(PucyHOK 7.14). 3nemeHTbl NaHenu ynpaBieHWs OKHOM MPOCMOTPA MO3BONAIT
ynpaBnsTb napameTpamu, OTBEYaKW MMM 33 Ka4yecTBO M yAoOCTBO oToOpaxeHus B

OKHEe NpoCMoTpa.

o 1008 5T $o

PucyHoK 7.14 — lNaHenb ynpaBneHns OKHOM NpoCcMoTpa

CBefieHMA o beHI-(LI,l/IFlX 3NeMeHTOB NaHe/n ynpaBneHMA OKHOM MPOCMOTpa

npenctasneHsl Huke (Tabnuua 7.3).

Tabnuua 7.3 — PyHKUMKN 31eMEHTOB NaHen ynpasieHns OKHOM NpocmoTpa

DJIEMEHT YNPABJIEHUA OyHKLMA

q Hacrpoiika nsobpaxernnn |
HacTpowka

ﬂ n3obpaxeHus Bbi3oB MHTep@deiica ynpaBieHUs LBETOBbIM KayeCcTBOM
MHTEPAKTUBHOIO NOKa3a BMAEOMNOTOKa.

E OpuruHaneHslid pasmep |

Mepexon K|lepexos B pemUM UCXO[HOTo pasmepa u3obpameHus
L L
opurnHany (opuruHan) oTobpaxmaemoro BuaeonoToka. CayxuT ans

oTOOpaxeHnsa [elCTBUTENbHOrO pasmepa oOpuruHana
BUJEOKAaApa NOTOKOBOrO BWAEOM300PAKEHUA W 3aBUCUT
OT paspelieHUss MOTOKAa [BOWYHbIX [AaHHbIX Kajgpa

U4 .
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INEMEHT YNPABJIEHUS DYHKLMA

TPpaHCINPYyeMOro BngeonoToKad.

E OTKpbITE HA BECE 3KpaH |

Mepexof, B TNOMHO3KPAHHLIA peEXMM OTobOpaMeHus.
3aBUCUT OT paspelleHns 3KpaHa W pexunma paboTbl
E Ha BeCcb 3KpaH |mMoHMTOpa  KOMMblOTEpA,  MCKAXaeT  oTobpaxeHue
AENCTBUTENILHOTO pas3mMepa OpWUrMHana u3obpaxeHus
BUEONOTOKA. BbIxog W3 NONHOIKPAHHOIO pexuma
OCYLLEeCTBNAETCA  ABOWHbLIM  WENYKOM  MbIWK  WUAN
Ha)aTmem KHonku Esc.

e ANANTHBH.
— Bbi6op —
MponopLum Bbibop npeayCcTaHOBKM COOTHOLWEeHMUA CTOPOH
BU1eON300paXKeHUsA HA 3KpaHe MPOCMOTPA. 3HA4YeHus:
«OObIYHbINY U «ALANTUBHbINY
[MnaeHoCTE
Boibop npeaycTaHOBNEHHOTO  3Ha4YyeHMs mapameTpa
3aePXKKN CKOpOCTU TpaHcnALum BMAEOMNOTOKaA.
. « »:
MnaBHOCTS 3Ha4yeHusA Pexxnum peanbHOro BpemeHu pPeXUM

peanbHOro BpemeHWn; «HopmanbHbIA»: HOPMaNbHbIN;
«[lnaBHOCTb»: CBOBOAHLIA. 3HAYEHME MO YMONYaHUi —
«HopMmanbHbI». 3agepka obecneunsaet bydepusaunto
NoToKa ANA  yNydlleHUs  KayectBa  OToOpameHus
TpaHCAALUN.

Wudopmauma o npaennax
= Bikn.

[Nokas npasun Haxmute KHOMKy, 4To6bl 0TOOPA3UTb aKTUBHbIE MpaBKia
BMAEO0AHANINTUKM Ha 3KpaHe npocmotpa
BUAEON300paKeHUs.

v
JnemeHT ynpaBneHnAa MNO3BONAET yNpPaBAATb NapaMeTpamMmin I/I306pa)KeHVIF|

B OKHe npocmoTpa (PrcyHok 7.15).
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BHWMAHWE!
OnucbiBaemble 1eNCTBUS NPUMEHMUMbI TONBKO K OKHY NPOCMOTPaA
WEB-uHTepdenca.

HacTtpoiikn nzobpaxeHus

@ ) me
Ol ) B

= ) B
48 ) m@me

PUCYHOK 7.15 — VIHCTPYMEHTbI HACTPOMKM M300paXKeHNs B OKHe NPOCMOTPa

OYHKUNM  MHCTPYMEHTOB HACTPOMKM U300pa}eHUs B OKHE TNpPOCMOTPa

npencrasneHsl Huxe (Tabnuua 7.4).

Tabnuua 7.4 — OYHKUMM WHCTPYMEHTOB HACTPOWKU BUAEOM300pameHUs B OKHe

npocmoTpa
MAPAMETP OyHKUMA
o4 HacTpoiika ApKoCTM BUeon300paxeHus.
HacTtpolika KOHTPaCTHOCTM
. HacTpoitka BU/Le0U300paKeHUs
BUIEON300paKeHMs .

E HacTpoiika LiBEeTOBOTro TOHA
BUE0N300paXkKeHUs

E HacTpoiika HacblleHHOCTH
BUE0N300paXkKeHUs
BoccTtaHoBneHue CUCTEMHbIX 3HAYeHUN no

Cbpoc YMOJTYaHUIO ans APKOCTH, KOHTPACTHOCTH,

HacCbllWLeéHHOCTN N UBETOBOIO TOHA.
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7.4 PA3JIEN MEHIO «BOCNPOW3BEJEHME

Paspen meHio «BocnpousseneHve» npeaHasHayeH Ans AOCTyNa K NPOCMOTPY
BUAEO03aNncen nnn n3obpaxeHnin, CoOXxpaHeHHbIX HA KapTy NamsTh, YCTAHOBMEHHYIO B

BUJeoKamepe. Bbi30B pa3fena MeHio «BocnpounsseaeHme» U3 Apyroro coCTosHus web-

nHTepdenca NpomM3BoAMTCA BbI3OBOM KHOMKM B [1aBHOM MeHI0 web-uHTepdencay.

NHTepderc pa3nena meHo «BocnpounsseaeHune» npeactaBneH Huke (PucyHok 7.16).

IP-kamepa L) o A E’

1 - [laHenb ynpaBneHna BOCNpPOU3BeeHNEM
2 - MaHenb ynpaBneHus BbIGOPOM TUMOB 3anN1cel BOCNPOU3BeeHNA
3 - [laHenb BpeMEeHHOW WKanbl BOCNPOU3BEAEHNSA
4 - NlaHeNnb AONOAHUTENbHbIX PYHKUWIN YyIPaBAeHNA BOCNPOM3BEAEHNEM
5 - laHenb «BocnpounssepeHne Kanna»
6 - lMaHenb thopmaTta MHAMKATOPA BPEMEHW BOCMPOU3BELEHMNA
PucyHoKk 7.16 — Pa3gen meHto «BocnpounssegeHue»

MaHenb ynpaBneHus BocnpousseneHnem npmeeaeHa Huke (PucyHok 7.17).

¥ U U W Wy u y - ¥
(e ) Cm ) (e ) (e ) ) (o) ] __.,[_ [thg |
-y W W W W b, A -

PucyHok 7.17 — lNaHenb ynpaBneHus BOCNPOU3BEAEHNEM

MaHenb ynpasneHUs BbIOOPOM TUMOB 3anuncein BOCNPOU3BEAEHUS NPUBEAEHA

Huxe (PucyHoK 7.18).
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. |
[+] [ OchoerHoit B [+ Cobwimue Tpesora W PyuH.

PucyHok 7.18 — NaHenb ynpaBneHus BbIGOPOM TUNOB 3anncein BOCNpon3BejeHuns

MaHenb BpeMEHHON WKanbl npueBefeHa HUxKe (PrucyHok 7.19).

PrucyHoK 7.19 — lNaHenb BpeMEHHOW LWKanbl BOCNPOU3BEeAEHUA

MaHenb  AONONHWUTENbHbIX  (YHKUMIA  YNpaBNeHUs  BOCNPOWU3BEAEHUEM

npueeaeHa Huxke (PucyHok 7.20).

?
LLH¢POBO” 3yM HD Coxp. uzobpaxeHue

PucyHoK 7.20 — MaHenb ,EI,OI'IOJ'IHl/ITeJ'IbeIX (hYHKUMI ynpaBieHns BOCNpon3BefeHneMm

MaHenb «BocnpouseeaeHune knuna» npmeeaeHa Humke (PucyHok 7.21).

(§&l| ooooo0-oooooo |l

PucyHok 7.21 — [laHenb «BocnponssegeHue kKnnnay

MaHenb popmarta MHAMKATOpa BPEMEHM BOCNPOM3BELEHMs MpPUBeAeHa HUXKe

(PucyHok 7.22).

L2 O || Oinr || ©30min |

PucyHoK 7.22 — lNaHenb (popmarta MHAMKATOpPa BPEMEHN BOCNPOU3BEEHMUA

CDyHKLI,I/II/I 3NEeMEeHTOB YyhnpaB/aeHNA BOCnpoun3dBeaeHnem npuBeaeHbl HUXKE

(Tabnuua 7.5).
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Tabnuua 7.5 — PYHKUMUM 3NEMEHTOB YNpaBAEHUS BOCNIPOM3BEEeHNEM

JNEMEHT YNPABJIEHUA ®OyHKUNA

v B = |Bbibop 3anucu no|Tun “dav” pna Bbibopa BuAeo3anucn ans
Her.

e aare npocmoTpa. Tun “jpg” ana Bbibopa doTorpadum

Wion v < Pty

e o pna  npocmotpa.  WCTOYHMK  paHHBIX MO
‘ ymonyaHuto SD KapTa namsTu. BoibpaHHas pata

2]13fj4)5]6]7]8

s [o[n]w]e]u]s [NA BOCMPOU3BEJEHMA [aHHbIX MOJCBEYMBAETCA
0B GBDE CUMHMM LBeToM. anenb Bbibopa 3anucu no aare
no3sonser ynpaBnATb No BbIGOpPY AaTbl MO

KaneHpapto: rog, mecal n oeHb mecdaua

Mo nate, OTMEYEHHON CUHMUM LIBETOM, BpeMEHHas
WKana oTobpPasnT WHAMKATOP  BbIMOAHEHUA
3anucu  danna. Mpu 3TOM: 3€1€HbIM LIBETOM
npeactaBneHa oOblYHAA 3aNUCb, MENTbiM —
obHapymKeHne ABMKEHNA Ha 3anUCK, KPacHbIM —
TpeBOru, CUHUM — PyYHas 3anuce.

Bocnpou3BefeHnne canna 3anucuM HauvyHeTcs ¢
BbIOPAHHOrO MO KAWKY «MbllibO» MOMEHTa
BpeEMEHM Ha  MHAMKATOpe  BbINOAHEHWUs
BOCMpPOW3BeeHNs.

Mepexoa k naHenu|KHomKa nepexona Ha naHenb Ansi Bblbopa 3anucu
BbIOOpa  3anuvceii|no CnunCKy.
Mo CMUCKY

wow w2 Q)| Bolbop 3anucu no

: Mo KnuKy Ha ﬂ HaYHeTCsA BbINONHEHMUE MOUCKA
L HoMepy B CrnCKe

BCex hannoB 3anncen mexay BpeMeHeM Havana
Y BpeMeHeM OKOHYaHWA BbIOPAHHOM AaThl.

[lna  BOCNpPOM3BEAEHMA 3arpyxatbca  daiinbl
W< vEED MoryT B hopmat «dav», «mps».

Hauano:

R [IBONHOW KNMK «Mblllblo» No ¢anny B CNUCKe
= thannoB 3anucei BOCNPOM3BOAMT 3TOT hann u
O[HOBPEMEHHO MOKAa3blBAeT €ro napameTpbl:
pasmep ¢anna, BpPemMA Hayana W BpemsA
OKOHYaHMA BOCMPOU3BEAEHMA.

[Nepexona MeXay
naHensamu Bbibopa
3anucen

KHonka nepexoja Ha naHenb gnA Bbl60pa 3anncu
no aate.
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JJNIEMEHT YIMPABJIEHUA OyHKUMA
[COE Bocnpoussenerne |Pann 3anncu, KOTopbIn BOCNpoM3BoanUTcs, byaet
Knmna aBTOMAaTU4YeCKHU MPUOCTAaHOB/EH npu

ncnonb3oBaHmn  (YHKUMKM  BOCMPOU3BEAEHUA
Knuna. BocnpounssegeHune KnMna n
BOCMpOM3BeeHNe 3anucum He MOryT ObITb
peann3oBaHbl OAHOBPEMEHHO.
[ina  paboTbl MO BOCMPOM3BEEHUID KAUMA
BbINOJIHUTE AENCTBUSA:
LLlar 1: HaxmuTe Bpems Hayana, 4tobbl 06pe3athb
Mo OCM BpeMeHW. ITO BpemA AOMKHO HAXOAUTbCA
B AMana3oHe UHANKATOpa BbIMONHEHUA.
llar 2: HaBeguTe Kypcop MbIIX HA 3HAYOK
Knuna, u “BbibepuTte BpeMa Hayana " nosABUTCS B
MPaBOM HUKHEM yry.
lWar 3: Haxmute 3HA4YOK KAMMa W 3asepluure
HaCTPOWKY BpEeMeHM Havana BOCMpPOM3BeAEHUA
Knuna.
llar 4: Haxmute KHONKY BpemA OKOHYaHuUA
BOCMPOU3BEAEHMA KIWMA Ha OCU BPEMEHMU, U
BpeMA  JO/MKHO  HaxoauTbCA B Npeaenax
AnanasoHa MHAMKaTopa BbIMONHEHUA.
llar 5: HaBeaute yKasaTe/ib MbIWKW Ha 3HAYOK
Knuna u  “Bblbepute BpPeMs OKOH4YaHusa "
MOABUTCA B NPABOM HUXHEM YIy.
llar 6: llenkHute 3HA4YOK KAMna M 3aBeplunTe
HACTPOWKY BpEMEHMU OKOHYaHUSA
BOCMPOU3BEAEHUA KNMNa.
lWar 7: Haxxmute KHonKky "CoxpaHutb".

Elolonjonl | DOPMAT BPEMEHM  |jaymyte  Ha M WMHOMKATOP
BOCMpoun3BeaeHns OyaeT oToOpaxatbCs B 24-
4aCOBOM pexunme.
Haxmute Ha [ @ | 7 NHAMKATOP
BOCMpou3BeaeHus OyaeT oTobpawatbca B 2
YyacoBom chopmare BUaEO.
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JNEMEHT YNPABJIEHUA ®OyHKUNA

Haxmute Ha || 7 NHANKATOP

Bocnpou3BeaeHns 6Oyner otobpaxatbca B 1
yacoBom (hopmate BUjEO.

Haxmunte Ha ] " NHANKATOP

Bocnpou3BeaeHns Oyaetr otobpaxatbcs B 0,5
yacoBom (hopmare BUAeO.

E@ Lncdposon 3ym HaxmuTe Ha «UndpoBON 3ym» YTOObI YBEAUYUTD
obnactb BOCnpowu3BeaeHus. B nepBoHavanbHoe

COCTOSIHME UUGDPOBOro 3ymMa MOMKHO MepenT,
LLeNKHYB NPaBON KHOMKOM «MbILLIN».

icnonb3ya  CKPOMIMHT Yy «MbIWW»  MOXHO
NPOKPYTUTb ANS  yBenuyeHus [ YyMeHbLIeHUA
L1 poBOro 3yma BMaeoO.

CoxpaHuTb Haxmnte Ha «Coxp. wu3obpaxeHue» 4TobbI
n3obpaxeHune cAenartb CHMMOK C TEKYLLEro Bnaeokaapa.
(») BocnpoussegeHue |Korga Bbl BuAWTE 3Ty KHOMKY, 3TO O3Hayaer
o MPUOCTAHOBKY UM He BOCNPOM3BeAeHNE 3annCH.
Haxmute 3Ty  KHOMKY ANA  BbIMNOAHEHUA
BOCNPOW3BEAEHMUA.
(m) OcraHoBKa Haymute 3Ty KHOMKY, 4TOObl  OCTAHOBWTb
o BOCNPOU3BeJeHMe.
(») Cnepytownn [na  uncnonb30BaHMA  3TOM  (PYHKUMU  HYXKHO
o dhparmeHT NMPUOCTaHOBUTb BOCNpoOuU3BeAeHNe. Haxmute 3ty
BOCMPOMU3BEJEHNA |[KHOMKY, 4ToObl Nepeltn K  chneayoliemy
(hparmeHTy BOCNPOU3BEeAEHNA.
() 3amegnunTb HaxmuTe 3Ty  KHOMKY, 4YToObl  3amennnTb
o BOCNPOU3BeJeHMe.
(») YcKoputb Hammute 3Ty  KHOMKY, 4YToObl  YCKOPWUTHb
o BOCNPOU3BEEHNE.
© 3BYK Haxxmute 3Ty KHOMKY [AnA  OTK/JAKYEHUA U

BHNIOYEHNA 3BYKa.
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NIEMEHT YNPABJIEHUSA OyHKUMA
(o [POMKOCTb 3ByKa | «[ON3YHOK» 418 perynnpoBKU TPOMKOCTY 3BYKA B
B npeaenax oT MUHUMYMa 40 MaKCMMyMa.
Mpasuna Haxxmute KHOMKY, 4TOObI oTo6pasnTb
. WHTeNNeKTyanbHble npasuna npu

BOCMpOW3BeleHU BULEO.

7.5 PA3IEN MEHIO « HACTPOMKN»

Paspgen meHwo «HacTponku» E NO3BONSAET KOH(UTYPUPOBaTb BCE NAPaAMETPbI
N peXumsl paboTbl BUAEOKAMEPbI B COOTBETCTBMM C NOTPEOHOCTAMK Nonb3oBatens, a
TaKKe UHTEPAKTMBHO NPefoCTaBAATb MHPOPMALNIO O CUCTEME BUAEOKAMEPDI.

HacTpoilka BuaeOKamepbl OCYLLECTBAAETCA MNOCPEACTBOM WHTEPAKTUBHOIO

ynpaBneHus Yyepes CTPyKTypupoBaHHoe meHio (PUcyHOK 7.23).

IP-kamepa S &= A E’

P IP BHAeOKaMepa

P CeTb

P CoGbITHA

P 3anuck M XpaHeHHe
P CHcTeMa

P MHhopMaLna
PucyHoK 7.23 — Paspen meHto «Hactponkuns

CTpyKTypa pasfena MeHw «HacTpoiku» npeactaBneHa Huxe (Tabnuua 7.6,

PUCYHOK 7.24).

Tabnuua 7.6 - CTpyKTypa pasaena meHto «HacTponkuy»

[TYHKT MEHI0 MoANYHKT MEHIO BKNAKA [MTAPAMETP BKNAJIKU
N306paxeHne
P
N306paxeHne N306paxeHne JKcno3nuyums
BMAEOKamepa
®oHoBaA 3acBeTKa

U4 .
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BanaHc 6enoro
[eHb/Houb
Mpodunn
Bugeo
CHUMOK
Buaeo HanoxeHune
O6nactb HabnwaeHNSA
[MyTb
Ayauno
TCP/IP
MopT lopr
ONVIF
PPPoE
DDNS
SMTP
Cetb UPnP
SNMP
Bonjour
Multicast
802.1x
QoS
HTTPs
O6HapyeHue ABMKEHUA
Buaeo cobbitus 3aKpbITHe 06BbEKTUBA
N3meHeHne cueHbl
Cobuimns AyanoperteKkums
Cxema
BupgeoaHanutmka
Tensosasa KapTa TennoBas Kapta
Otyer

U4 .
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TpeBOXHbIe BX/BbIX
Owwnbka SD KapThl
Henonagku Owmnbka cetun
HeCaHKLMOHMPOBAHHbIM AOCTYN
PacnuncaHue 3anucu
PacnucaHune PacnucaHue cHUMMKa
[Mpa3gHKN
3anuchb n XpaHeHue
XpaHeHue SD kapta
XpaHeHue apxvBa
FTP
NAS
HacTponKku 3anucu
. ba3o0Bble HACTPOMKM
Ba3oBble HACTPOUKM
[ata/Bpems
[Tonb3oBaTenu
SSH
be3onacHoOCTb
Cucrema IP ®unetp
1o ymon4aHuio
MmnopT/3Kcnopt
ABTOYHKLNK
O6HoBNEHNE
Bepcus
HypHan
Nudopmaumna | HypHan B
YpaneHHbIN XypHan
[Tonb3oBaTeNN OHNANH

Y % SEC.RU

KopoTkun nyTb K MHpopmaLmm

CkavaHo c sec.ru




V(CI-252-05. Bepcusa 2. PykoBoACTBO MO 3KCnayartauum 41

IP-kamepa D

¥ P sngeckavepa Yenonne NP

b Cern

» CoSuiTan

P 33nnCh W XPANSHMHE
» Cwcreva

> MeDoprdynn

(i )—
O,

1 — MNyHKTbI pasgena meH «HacTponku»

2 — BKnapgKa ynpasneHua napametTpamun HacTpoek

3 — [laHeNb COXpPaHeHUA U NHMLMANN3aLmMm HacTpoek

4 — [laHenb BM3yanbHOTO KOHTPONs M3obpaxeHus
PucyHoK 7.24 — CTpyKTypa pasaena meHo «Hactponkuy

KHOMKM naHenu CoXpaHeHWs M WHULMANM3ALUKU HACTPOEK HeobXoAMMo
MCNONb30BaTb A1 COXPAHEHMA W WHULMANM3aLMM HACTPOEK Ha KaXJoW BKNagke
ynpaBieHnsa napaMmeTpamm HacTpoeK:

KHonka — BbINOMIHAET U3MEHEHNE TEKYLLEN HACTPONKM NapamMeTpoB
BK/IaflKM cOpOCOM 3Ha4€HMIN NapameTpoB B 3HaYeHWs 3aBOACKON YCTAHOBKM.

KHonka — BbINOMIHAET U3MEHEHNE TEKYLLEN HACTPONKM NapamMeTpoB
BKMAAKM COPOCOM TeKylWMX 3HAYeHUW NapameTpoB B 3HAYEHWUA COXPAHEHHOMN
nonb3oBaTtenem npeablaylien yCTaHOBKN.

KHonka — BbINOJIHAET COXpPaHEeHNe TeKyLLen HACTPONKM NapamMeTpoB
BKNAAKW.

Mpy HANMYMM HA KOHKPETHOW BKIAAKE NaHeNn COXpaHeHUsa 1 MHULMannsaumnm
HaCTPOEeK BaXHO, YTO ANA Toro, 4toObl BbIOpaHHbIe NapaMeTpbl BCTYNUAN B AeNACTBUE
HYXHO «MbILWbIO» Haxarb Ha KHoMKy «CoxpaHuTtb». Ecnu Ha BHNagke otcytcTeyet
MaHeNb COXPAaHEHUA W WHULMANU3ALMM HACTPOEK, TO MapameTpbl COXPaHAKTCA

aBToOMaTn4yeCKn no X MHTEPAKTUBHOMY U3MEHEHUIO.

U4 .
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7.5.1 TlyHKT meHio «IP Buaeokamepa»

NHuTepdenc nyHkta MmeHwo «IP  Bupaeokamepa» umeeT Tpu MNOAMNYHKTA:

«YcnoBusax; «Bupgeo»; «Ayamo» (PUcyHoK 7.25) Ansi KOHUIypupoBaHMA HACTPOeK

BMOEOKAMEPDI.

BOL'D N ECTH T

P IP eugeokamepa W3o6p Mpod @
T

Mz Mpodun flews

P CobuiTus

P 3anuck u XpaHeHue SelitpRate SprocTs E]—O— 50

P Cucrema rGtencety Konpact (=)= }———(5] 50

P UHdopmauus

SRS LR HachblleHHOCTs B—O— 50
» BanaHc 6enoro i m O 50
» [eHs/Hous o E O 50

Iﬂoyuonuanmo H OBHoBUTL H COXpaHuTL I

PrcyHoK 7.25 — [lyHKT meH10 «IP Bugeokamepa»

7.5.1.1 MoanyHKT meHio «A306paxeHune»

MoANyHKT MeHi «M300pameHne» CTPYKTYpHO UMeeT [JBe BKAagKuW [Ans
Heob6Xxo04MMOro KOHMUTYypPUPOBaHHUS.

Bknagka «M3obpaxeHue» CAyRUT AN KoHbUrypupoBaHus npodunen
ONTUYECKNX NAPAaMETPOB BUAEOKAMEPbI;

Bknagka «Mpodunny» cayxut ana KoHbuUrypupoBaHusa rpaduka-pacnmcaHms
CYTOYHOTO WCMONHEHUS BUAEOKaMepon npoduaen ONTUYECKUX MNapameTpoB

BNOEOKAMEPHI.

Buaeokamepa no3sonser KOHOUrypupoBaTb ONTUYECKME NapamMeTpbl Mo TPem

npodunam (PucyHok 7.26).
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Hopm.

Npodmns |15
Hous

PucyHok 7.26 — NMoanyHKT MeHto «YcnoBus» (Ycnosus: Hopm./[leHb/Houb)

KoHpurypupyembie ontnuyeckne npod@unm HacTpoeK BUAEOKAMEpbI:

— «Hopm.» — HOpManu3oBaHHbIK NPOPUAb, MOXKET MCNOAb30BATbCA KAK €AWHbIN
Npoduab CYTOK, MW KaK CneumanbHbli ONTUYECKMUIA Npodnb;
— «[leHb» — npodunb AnA HEBHOM OCBELLEHHOCTH;

— «Houb» — npodunb 4NA HOYHOW OCBELLEHHOCTH.

Bknagka «M3o6pameHune»

Bknagka «M3o06paxeHne» npefHasHayeHa Ans KOHOUIypuMpoBaHUS YCTaHOBOK
Mo KaXaoMy M3 Tpex ONTMYeCKUX npodunert HacTpoWKu BuaeoKamepbl. MHTepdeiic

BKNaaku «M3obpameHune» npeactasneH Huxe (PucyHok 7.27).

BOLID JLEEIEE S @ % T
P IP Bupeokamepa Mpodunu

P Cetb

Npoduns [etb
P CobuiTus
P 3anuck u XpaHeHue SipkocTs E]—O— 50
P Cucrema » 3KCNO3NLMA KoWTpacT EI—O— 50
» WHpopmaums » QoH.3acEeTKA Haci (= {} [+]50
» banasc Benoro Pearncis B_O— 50
» [exs/Hous s B_O_ 50

Mo ymonyaxuio l | OBHOBUTL l | CoxpaHuTs I

PucyHok 7.27 — Bknagaka «/3o06paxeHue»

Mocne BbIMONHEHUA  KOH(UIYypUPOBaHUA MO  NPoPUAAM  ONTUYECKUX
napamMeTpoB BUEOKamepbl HEOOXOAMMO COXPaHUTb WX C MOMOLLbIO  KHOMKW

«COXpaHMTb» Ha NdaHeNnn CoOXpaHeHnAa U MHMUmnann3ayunm HacTtpoek.
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[oanyHKT MeHIo «M306paxeHune: 306paxeHnes

MoanyHKT MEeHI0 «M306paxeHue: N306paxeHne» nossonser
KOH(UIyp1MpoBaTb, KOPPEKTMPOBATL MapameTpbl M300paxeHuUs BUAeOKaMepbl Ans
BblOpaHHOro ontudyeckoro npoduna (PucyHok 7.26). WHTepdenc napameTpa

«M306paxeHne» npeacrasneH HuKe (PUCYHOK 7.28).

Npodwune [eHb
» VisoOpaxerne ApkocTs [— G (+]50
b DECMOSMLWA KouTpact [ G (] 50
» (DOH.3ACEETEA HacbiwenHocTs [ G (] 50
¢+ Bamanc Genoro PeskocTs [—] G [+] 50
b Jetdb/Houb ramma [=] G (] 50

PucyHok 7.28 — MNMoanyHKT meHto «M306pakeHune: N3obpaxeHne»

OYHKUMM ¥ AMana3oHbl 3HAYEHU HACTpPOeK napameTpa «M3obpameHue»

npencrasneHsl Huxe (Tabnuua 7.7).

Tabnnua 7.7 - OyHKUMM nNapameTpoB MNOANYHKTA MeHw «M3obpaxeHue:
M306paxeHne»

MAPAMETP ®yHKUMA
ApKoCTb Hactpoiika oOuieit ApKOCTM u3oOpaweHusa. Yem OGonblue

3HayeHue, Tem ApYe n3obpaxeHne OyeT. 3HaUYeHne HaxoauTCa B
ananasoHe ot 0 go 100.

KoHTpacT Hactpoiika KoHTpacta BuaeousobpawxeHua. Yem OGonblie
4YUCNeHHoe 3HavyeHne, TeEM Bbllle KOHTPACT. 3Ha4YeHne HaxoauTca B
avanasoHe ot O go 100.
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MAPAMETP ®yHKUMA

HacbluieHHocTb | HacTpoiika HacbllleHHOCTU BuaeousobpaxeHns. Yem 6onblie
YyuCNeHHOe 3HayeHue, Tem HacbiweHHee («yuuie») UBeT. ITO
3HaYeHMe He OKasbiBaeT BAWAHMA Ha OOl APKOCTb BCEro
BUEOM300paXKeHus. Liset BUE0M3006pameHUn MO3eT
CTAHOBUTLCA CNMIIKOM CWUbHBIM MPU  Ype3mMepHo 6osbliom
3HayeHuun. [na cepol 4actu BUAEOU300paXKeHUss BO3MOXKHO
NCKaXeHne, ecnum OGanaHc 6enoro HenpaBUNbHbIA. 3HaYyeHue
HaxoauTcAa B anana3oHe ot 0 go 100.

Pe3KoCTb HacTpoiiKa ypoBHA pe3KoCTu Kpas Ha u3obpameHun. Yem bonblue
3HayeHue, Tem Honee YETKMM CTAHOBUTCA Kpal Ha M306paxeHUu.
Ha wu306paxeHun reHepupyeTca WyYM, €CAU  3HadyeHue
YCTAHOBNEHO C/IMILIKOM BbICOKMM. [lMana3oH 3HayeHuin ot O [0

100.

famma Hactponka  «lamma  KoppeKkuum» —  nopora  APKOCTK
n3obpaxeHus. Mopor ApKOCTU n30bpaxkeHnUs perynmpyercs yepes
HENNHENHbIN pexum peryinpoBKMU, ytoObl  YAYYWWUTb

OVHAMUYECKUI AManasoH oToOpaxeHusa u300paxeHus. Yem
bonblie 3HayeHue, TeM sApYe U300paxeHWe CTaHOBUTCA.
[Avana3zoH 3HaYeHnn ot 0 go 100. BusyanbHO, Nnpu BKAOYEHHOM
raMma KoppeKuuy TEMHble obnacTv Kagpa CTaHOBATCA BUAHbI
nyywe, HO KOHTPACTHOCTb CBET/IbIX YYACTKOB CHUXAaeTCA.

[MoanyHKT meHw «M306paxeHne: IKCIO3nLNA»

MoANYHKT MeHio «/1306paxeHmne: IKCNO3nLMA» NO3BONAET KOHPUTYPUPOBATh,
KOPPEKTMPOBaTb NapameTpbl 3KCMO3ULUKM K300paxeHns. lMapameTpbl 3KCNO3UL MM
BNMAIOT Ha APKOCTb, KOHTPACTHOCTb M LBeTonepefadvy usobpameHus. WHTepdeiic

npencrasneH Huke (PUCYHOK 7.29).
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Mpoduns [eHs
» V300paxeHie AHTH-MEpUaHKE  Ha ynuye

¢ DOH.23cEETES
Wymonogaen. (e Ben. () Bikn.

» BanaHnc Genoro
CreneHs [—] G [+] 50

r deHb/Hous

PUCYHOK 7.29 — Pexum «ABTO» NOANYHKTA MeHI0 «/300paxeHne: JKCNo3numsa»
3HayeHNs NapamMeTpoB MO BbiNaAaolMM CNUCKam npueeaeHsl Huke (Tabnuua

7.8).

Tabnuua 7.8 — 3HayeHNs NnapameTpoB MOAMNYHKTA MeHIo «M300paxeHne: DKCNO3ULUAY

HAMMEHOBAHME 3HAYEHUE

Covaprer g, Pexunm BbiGOp nepeyHs KOHpUIypupyembix napameTpoB
Bpyuyio Mo  npeaycTaHOBKE  pexmma  IKCNOo3Muunu.
3HayeHns  BblbuUpaloTca M3 BbINaAatolLero
cnucka: «ABTo» (PucyHok 7.29), «[lpuoputer
anad.», «lpuoputeTr  BbigEp.», YCUNeHue
«BpyyHyto».

Pe’gu

| 11250

"BbiaepkKa Bbibop 3Ha4yeHus «Jinmnt 3aTBoOpa»

1725
1/600

fra2s MPON3BOANTCA n3 BbllaaawLwero CMnCKa

= 3HayeHuil. 3Havenus: 1/1, 1/2, 1/3, 1/4, 1/6,

s 1/8, 1/12, 1/15, 1/25, 1/50, 1/75, 1/100,
e 1/120 nt.n.

Boigepsua | 1/60
1

e Bo3sspar nsm. Bbibop 3HaueHus «Bo3BpaT M3m.» NPOM3BOAUTCS
Bomﬁumlgg_ o

M3 BblNagawouiero CnNMcKa 3HayeHUU. 3HayYeHusA:
«BbIKN.», «5MUH.», «15MUH.», «14ac», «24acC».

OyHKUMM NapameTpoB NpueegeHbl HUxe (Tabnuua 7.9).
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Tabnuua 7.9 — ®yHKuMM napameTpoB [oanyHKTa MeHio «M306paxeHne: IKCNo3nLms»

HAVMMEHOBAHME DOYHKUMA

Pexum — Pexum  «ABTO». [iA  pexuma  aBTOMATUYECKOW

3KCMO3MLMKM 00las SPKOCTb uM300pameHus Oyaer
aBTOMATUYECKN PErynmpoBaTbCa B COOTBETCTBUM C
Pa3NNYHON APKOCTbIO CLeHbl B HOPManbHOM AMana3oHe
3IKCNO3UL UK.

— Pexum  «llpnoputer  agnadparmol».  Juadparma
3KCNo3nuumn CbeMKU BbICTABAAETCS BPYYHY!IO,
napameTpbl  BbIJEPKKN  3IKCMO3ULUW  BbIYUCAAKOTCA
MPOLLECCOPOM aBTOMATMYECKMU.

— Pexum «[prnoputeT BbiaepHKM» BblaepkKa 3KCNo3nLum
CbeMKM BbICTABNAETCS BPYUHYIO, napameTpbl
ovagparmbl 3KCNO3MLMMK BbIYMCAAOTCA NMPOLECCOPOM
aBTOMATUYECKMN.

— Pexum «Ycunenune» YcuneHune 3KCNO3ULUN CbEMKMU
BbICTABASAETCA  BPYyYHYl, napametpbl Anadparmbl
3IKCNO3UL MK BbIYUCNAOTCA NnpoL.eccopom
aBTOMATUYECKMU.

— Pexum «BpyuHylo» no3BonsieT BPYYHYIO BbICTaBAATH

3Ha4YeHnA BblIAEPKKN U ,u,macbparMbl.

[nacparma HacTpoiika anacparmbl 06bekTMBa BUAeOKamepsbl. [Ns
HenpepbiBHOM PaboThl BUMAEOKAMEPbI B pemume «ABTO»
napameTp yCTaHaBNNBAETCS aBTOMATUYECKM NPOL,ECCOPOM
BUEOKaMepbl.

JKCNoKoppeKuns HacTpoilka  3KCNOKOPPEKUMU.  IJKCMOKOppeKuma  —
NpUHYAUTENbHOE BBefeHMEe TMNOMPaBKU B M3MEPEHHYHO
IKCMO3MLUMIO ANl KOMMEHCauMm owwnbOoK M3MepeHus.
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HAVMMEHOBAHME DOYHKUMA

[lapameTp MOMHO KOppPEeKTMpoBaTb B pexumax «ABTO»,
«Mpuoputer Aaunadparmbly, «[pUOPUTET  BbILEPKKMNY,
«YcuneHuney.

Ycunexue HacTpoiKa  MaxcvManbHOro  ycuneHus  3KCNO3uuuu
CbeMKK. [lapameTp MOXHO KOPPEKTMPOBaTb B pexumax
«BpyuHyto», «YcuneHunes.

BblgepKa HacTpoiika BbIfepKM 3KCMO3MLUUM CbeMKU. 3HauyeHue
BbIOMPAETCs M3 BbiNajatollero CnuMcka npeayCcTaHoBOK
3HavyeHun: 1/1, 1/2, 1/3, 1/6, 1/12, 1/25, 1/50, 1/70,
1/100, 1/120, 1/150, 1/215, 1/300, 1/425, 1/600,
1/1000, 1/1250, 1/1750, 1/2500, 1/3500, 1/6000,
1/10000, 1/30000 wu T1.4. [lapamMeTp  MOXHO
KOPPEKTMpOBaTh B pexumax «BpydHyo», «Mpuoputert
Bblep.».

Bo3sspar nsm. ABTOMatnyeckoe BOCCTaHOBNEHMNe 3KCNO3ULUN.
HacTpoika BpemeHu [0 BbINOJHEHWMA aBTOMATU4yeCKoro
BOCCTAHOB/EHNA 3KCNO3UUMK. 3Ha4yeHue BblOMpaetca u3
BbiNazarLiero CNMCcKa npeyCcTaHOBOK 3Ha4YeHU: BbIKI., 5
MWHYT, 15 MuHyT, 1 yac, 2 yaca.

2D NR Knacc [Nepekntoyartenb BK/IOYEHUA/OTKNI0YEH A hyHKUNN
BbINONHEHUS MoAaBneHWs Wyma usobpawxenus 2D
dunbTpaumen. Yem Bbille YPOBEHb «KNacca» NOAaBNEHUA
WymMa W300pameHus, Tem MeHblle CTaHOBUTCA LUYM
N300paXKeHuUs.

3D NR Knacc Nepekntoyarenb BKAOYEHUS /OTKNIOYEHNUA DYHKL MW
BbINONHEHWUA MOAABNEHMUSA Wyma n3obpaxeHus 3D
tdhunbTpaumen. Yem Bblllie YypOBEHb «Kacca» NoAaBAeHNS
LyMa U300paXKeHns, TeM MeHbLLIE CTAHOBUTCSA LUYM
n306paxeHus.

[oanyHKT meHw «M306paxeHne: PoHoBas 3aCBETKa»

MoanyHKT meH «M300paxeHune: ®PoHoBasi 3acBeTKa» npeaHa3HayeH ans
BbiOOpa NpeaycTaHOBAEHHOrO pexuma (GYHKLUUMM KOMMNEHCaLuu 3ajHero CBeTa,

KomMneHcauunun BCTpe‘-IHOI7I 3aCBeTKW. 3TO NO3BOAAET ynpasnAaTb aBTOMaTUYeCKOW
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PErynupoBKON YCUNEHWUA U 3NEKTPOHHbIM 3aTBOPOM HE MO BCEN NoLWaAN 3KpaHa, a no
€ro LEeHTPasbHOM YacTW, YTO MO3BONAET KOMMNEHCMPOBATb W3MMIIEK OCBELLEHMS,
MeLaoWnA  BOCNPUATUIO  UM300paxeHus. IKCMO3ULUW  BAUAKOT HA  SIPKOCTb,
KOHTPACTHOCTb UM LBeTOonepeAayvyy usobpaxeHus. WHTepdenc npeactaBneH HUke

(PucyHok 7.30).

Mpodgwuns [JeHk
¢ zofpaseHne Besum | WDR
b JKCNOZHUWA .
(=] 8 [+]50

» OH.23CEETEA
» BanaHc Genoro
¢ JeHs/Hous
PucyHok 7.30 — MoanyHKT MeHto «M306paxeHne: PoHoBas 3acBeTKa»

OyHKLUM NapaMeTPoB MO BbINaAaoWUM CMCKam npuBefeHbl Huke (Tabnuua

7.10).

Tabnuua 7.10 — ®yHKUMM napameTpoB [MoanyHKTa meHio «/3o6pameHune: PoHoBas

3acBeTKa»
HAMMEHOBAHME OYHKLMA
BLC OyHKUMA KomneHcauuu ¢GOHOBOW 3aCBETKM U300paMeHUs.

OyHKUMA BULEOKamepbl MO aBTOMATUYECKOW PperynmpoBke
yCUNEHWS MO LeHTPaNbHOW YacTn n306pameHns, Yto no3sonset
KOMMEeHCUPOBaTb N3NnWeK ocBelleHus, MeLlaLunmn
HOPManbHOMY BOCMPUSATUIO N306paxeHuns. PyHKUMA No3BoNseT
n3bexatb NEPEKNIOYEHNS U3 PEXUMA «HOUYb» B PEXUM «[EHb»
NpM KpaTKOBpPeMEeHHOMW 3acBeTKe (hoToAaTyMKa B pesynbrarte
pe3Koro nepenaga OCBeLWEHHOCTU U NOMYYUTb KayeCTBEHHOE
n3obpaxeHne aaxe npu ycnoBuM, 4T0 OOBEKT HAXOAWUTCA Ha
thoHe ApKO OCBelleHHOro y4yacTka. O6blYHO, Korga e 3a
0ObEKTOM eCTb APKWI CBET U HAnpaBAeH NPAMO B 0OBEKTUB, TO
avadparma cyxaercs, U OObEKT nepeAHEero nnaHa BbIFAAAWT
TEMHbIM U pPa3MbITbiM Ha M300paxeHun. bnarogapa GyHKUKK
BLC oTtBepctve guadparmbl BCe paBHO OTKPbIBAETCA LUMPOKO,
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HAVMMEHOBAHME DYHKUMA

TaK 4TO 0OBEKTbI Ha nepegHem nnaHe noay4aloTca CBET/bIMU U
YETKMMWN [adxe Ha d)OHe APKOTo CBEeTd.

HLC OYHKUMA KoMNeHcauunM 3acBeTKU. fApKMe WMCTOYHUKKM CBeTa
(namnbl, MOHWTOPbLI W TA.) NonMaB Ha W300paxeHue B nosne
3peHnsa BUAEOKaMepbl, NPUBOAAT K OCNenieHnio B Kajape,
Hepa3NMYNMOCTM AeTanen B TEMHbIX yyacTKax. [as Toro, 4ToObl
[eTann B TEMHbIX TOHAaxX ObIIM Aiyylie pa3nnynmbl Heobxoanmo
yOpaTb 13 pacyeTa cpeAHen APKOCTU AaHHble UCTOYHUKM CBETa.
OYHKUMA KOMMEHCaUuMM APKOW 3aCBETKM MaCKUPYeT SpKuUe
MCTOYHUKN CBETa aBTOMAaTU4YeCKOMW MAcKoW. BenmymHa macku
perynupyetca (PucyHok 7.31)

WDR AnnapaTHo-peann3oBaHHas hyHKUMA pacwupeHus
ANHAMWYECKOro aManasoHa MmaTtpuubl  ANA  KomneHcauuu
thoHOBOI 3acBeTKM u3o0OpaweHusa. PyHkuma WDR nossonser
noslyyaTb BbICOKOE KayecTBO BUaeou3obpaxeHus npu ntodom
nepenage ypoBHenm ocBelwéHHocTU. [lokasatens  WDR
nusmepserca B Aeumbenax (ab). OH paccuuTbiBaeTCA Kak
OTHOLLEHMNE OCBELLEHHOCTN CaMOro APKOro M CaMoro TYyCK/IOro
oObeKTa, HaxoAAWMXCA B CLEeHe BuaeoHabnoaeHus.

BbIkn. OTkntoyeHne hyHKUMIN HOHOBOW 3aCBETKN.

Pexum | WDR
E—0—a]

PucyHoK 7.31 — HacTpowika BenevmHbl Macku «HLC»

[MoanyHKT MeHw «M1306paxeHne: banaHc 6enorox»

MoanyHKT MmeHl0 «W3o06paxeHne: banaHc 6enoro» npegHasHayeH Ans
HacTpoWVKu 6anaHca 6enoro LBeTa, KOrA4a CHUMAeMblil BUAeOKamepoi benbiii npeamer
MMeeT Ha U300paMeHUN KeNnTblh, CUHEBATLIN UK ApYyrue oTTeHKU (HO He 6enbiin). 310
HecooTBeTCTBMe 6enoro LBeTa Ha M300paXeHUM BbI3BAHO OCBeLLEHMEM U TpebyeTt

HacTpomnkmn banaHca 6enoro uBeta. ViHTepdeic npeactaBneH Huke (PucyHok 7.32).
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Npogune | [leHs
b MizoOpaxerine Pexim

b JKCNOSMLNA

EcTecTEEHHRIA CBET

b DOH.ZACEETHA ¥NWUYHOE OCBELYEHWE
= Ha ynuue
» BamaHc Genoro Bpyuryio
Mo obnacTu
» JeHs/Hous

PUCYHOK 7.32 — MoAnyHKT MeHto «M306paxeHne: banaHc 6enoro»

3HayeHNs pexnMmMoB GanaHca 6enoro no BbINAAAMLWMM CMUCKAM MPUBEAEHDI

HuKe (Tabnuua 7.11).

Tabnuua 7.11 — 3HauyeHus pexumon [loanyHKTa MeH «/306paxeHune: banaHc

6enoro»
HAMMEHOBAHUE 3HAYEHME

ABTO KomneHcauus B Kajpe BbIOOPOM nyyllero u3 npeaycTaHoBOK
pPeXMMOoB GanaHca 6enoro ¢ 4o0paboTKOM A0 ONTUMANBHOIO

BHyTpu nom. KomneHcauma B Kagpe OCBelleHMA OT MCKYCCTBEHHOrO CBeTa
BHYTPWU KOMHaTbI

BHe nomewieHunsn KomneHcauma B Kagpe OCBelleHMA OT MCKYCCTBEHHOrO CBeTa
BHE NomelleHuns

ATW ABTOMaTMYecKas KomneHcauus Oenoro uBeTa B npejenax
Temnepatypsbl usera 1800°K ~10500°K.

CopauveBble namnbl KomneHcaumsa B Kagpe 0CBeLL,eHNA OT CBETA HATPMEBbLIX Namn

EctectBeHHbIN cBeT |KomneHcauma B Kagpe OCBeLLEHUA OT eCTEeCTBEHHOTO CBeTa

YnnyHoe ocBeuieHne |KomneHcauma B Kaape OCBeLEHMA OT YANYHOTO BeYepHero
cBeTa

BpyuHyto KomneHcaumsa B Kaape OCBELLEHUSA PYYHOW PeEryanpoBKOW
6anaHca KpacHOro 1 CUHero LBETOB.
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[oanyHKT MeHo «M306paxeHne: [leHb/Houbx»

MoanyHKT MeHo «M3o06paxeHue: [leHb/Houb» No3BonsieT KOHOUIypupoBaTb
HAaCTPOMKM aBTOMATMYECKOro nepeknoyeHna pexunmos «JeHb/Houb» WHTepdelic
npencTasneH Huke (PUCYHOK 7.33).

Buaeokamepa no3BonseTr KOH(MOUIYpMpoBaTb 3/EKTPOHHbIA U MeXaHWUYEeCKUNA
NK-bunbTp Buaeokamepbl. IT0T unbtp obecneynBaer (B yCnoBUAX OTCYTCTBUA U
HU3KOW BHELIHEN OCBELLEHHOCTM BUAEOCHEMKM) MONYYEHUE [OCTATOYHO YETKOro,
AeTanbHoro usobpaxeHus. ®Ounbtp TMNa «ICR» — 310 ontnyeckun WK-bunbTp,
pPacrnonoXeHHbI nepes MmaTpuuen BULEOKAMepbl M MeXaHWYeCKU CABUTraembin
yCTPOMCTBOM NpMBOAA BUeOKamepbl. B gHeBHoe Bpema (GunbTp caBMraeTca ans
YCTPAHEHUA HexenaTeNbHbIX 3(M®MEKTOB, BbI3BAHHbIX WH(PPAKPACHbIM M3AYYEHUEM.

OunbTp TMNA «INEKTPOHHbIN» UCNONb3YET MPOrPaMMHYI0 KOPPEKLMIO M300paXKeHus.

Mpodgune JeHb

v Mz00paseHne
: Pesxm
b SKCNO3MLWMA BET
1=
¢+ DOH.23CEETED ABTO
¢ BanaHc Genoro
» [eHb/Houb

PUCyHOK 7.33 — MoanyHKT MeHto «M306paxeHue: [leHb/Houb»

3HayeHUs NapamMeTpoB MO BbiNajaoL MM CNUCKam npuseaeHbl Huxe (Tabnuua

7.12).

Tabnuua 7.12 — 3HayeHuns napameTpoB lMoAnyHKTa MeHto «M306paxerue: [leHb/Houb»

HAMMEHOBAHME 3HAYEHUE

Pexxum «4/Bb» — noctosHHaa (He oTkno4Yaeman) pabota VK-bunbtpa.
CbeMKa B YepHOo-0e/ioM LiBeTe.

«ABTO» — aBTOMAaTUYeCKM OTKAYaemas/BKaYaemas paboTa
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HAMMEHOBAHUE 3HAYEHUE

NK-tbumnbTpa» CbemKka B YepHO-Oenom LBETe 1 B NOJIHOM LiBETE.

YyBCTBUTENBHOCTL  |YyBCTBUTENBHOCTL AATYMKA CBETA MO MNEPEKNIOYEHUID Mexay
LBETHOM M 4yepHo-6enoln  CbemMKoW  M300parKeHUNn.
[pegycTtaHoBNEHbI 3HaYvYeHusA: «HU3KNM», «CpegHuiny,
BbiCOKUI». YNpaBneHue 4yBCTBUTENbHOCTbIO JOCTYMHO TOMbKO B
pexume «ABT0o» paboTbl MK-hunbtpa.

3ajepxKa 3a/epXKa NepeKNoUYeHns Mexay LUBETHbIM U 4YepHo-Oenbim
n3obpaxeHnem. [lpeaycTaHoBNeHbl 3HAYeHUA: 2ceK, 3CeK,
4ceK, 5 ceK, 6 ceK, 7 ceK, 8ceK, 9cek, 10cekK.

Bknapgka «lpodunu»

Bknagka «Mpodunu» npeaHasHayeHa i KOHMUIYpUPOBAHUA YCTAHOBOK
CYyTOYHOW (24 4acoBOM) MOCNEAOBATENILHOCTM MPUMEHEHUS ONTUYECKMX Npodunen B
paboTe BuaeoKamepsbl. NHTepdeiic Bknagku «Mpodunu» npeacrtaBneH Huxe (PucyHok

7.34).

IP-kamepa

¥ IP emgeokamepa W3obpaxeHwe Mpodgunu
Mpodmni () Cranpapt (@) Bce epema () Pacnucadue
S Bcerga NeHs
Aygouo
P CeTb Mo YMONUSHWID H OGHOBMTh H COXpaHHTE
P CobGbITHA

b Januck W XpaHeHWe
F Cuctema

P UHpopmaumA

PucyHoK 7.34 — Brknaaka «[podunns
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7.5.1.2 MoanyHKT meHio «Buaeo»

MoAnyHKT MeHto «Bupgeo» npeaHasHayeH AN MNPOCMOTPa M ynpaBneHus
napametTpamu (HOpPMUPYEMbIX KamMepol BUAeOAaHHbIX. [lognyHKT MeHK «Buaeo»
CTPYKTYPHO MMeeT NSATb BKNAAOK A/f HeobxoaMmoro KoHdurypuposaHua (PucyHok

7.35).

IP-kamepa S = A ¥

¥ IP BugeokaMmepa —_— — - -
¥CNoBKHA
N

P CeTb
P COBLITHA -
P 3anuck W XpaHeHWe
P Cucrema

» WHbopmaumn
PucyHoK 7.35 — lNoanyHKT meHto «Buaeo»

Bknagka  «Buaeo»  cCAyMUT  Ans KOH(UIypUpoBaHWA  NMapameTpoB
(hopMrpyembIX BULEOJAaHHbIX OCHOBHOTO U JONOAHUTEIbHOTO NOTOKOB BUAEOCHEMKMN.

Bknagka «CHUMOK» CAYXWUT An1A KOH(UTypUpoBaHUA napameTpoB KayecTBa
CHUMKOB, (hOPMUPYEMbIX MOTOKOB BUAEOaHHbIX BUJEOCHEMKM.

Bknagka «HanoxeHue» CcaywuT NS KOH(MUIypUpPOBAHUS  MapameTpoB
HaNOXEHUA TemMaTUYeCKoW BCrMOMOraTesbHOM WHGOPMaLUMUM Ha Kaapbl MOTOKOB
BUEOAAHHbIX BUEOCHEMKM ans MHOPMALMOHHOTO COMNPOBOXAEHUSA
KOHTPONNPYEMOW BUAEOCHEMKM.

Bknagka «0O6nactb HabMOAEHUA» CAYMUT ANA  KOHDUIYPUPOBAHUA HaA
N300paXeHMN BUAEOCHEMKM cneuuanbHbix rpaduyeckux obnactein 30H ocoboro
MHTepeca, KoTopble OyayT nepeaaBaThCsi B Tpa(uKe C NOBbIWEHHbIM KayecTBOM, Npw
3TOM OCTajibHble 30Hbl MPoCcMoTpa OyayT nepenaBathCs C 3aHUMMEHMEM KayecTBa

nHbopmaumm.
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Bknagka «[lyTb» CAYMWUT ANA  KOHPUIYypMpoBaHMA CUCTEMHOFO MNyTW Ha
KOMMNblOTEPE XpaHEHUA  KOHTeHTa (OPMUPYEMbIX M COXPaHEHHbIX BUAEOAAHHbIX

BuJeoHabnwogeHus.

Bknapka «Bupeo»

Bknagka «Buaeo» npeaHasHauyeHa AN KOHUIypUpOBAHMS  YCTAHOBOK
BME0NapameTPOB OCHOBHOIO U [1BYX AOMONHUTENIbHBIX BUAEO NOTOKOB, (DOPMUPYEMbIX
Bugeokamepoin. ViHtepdenc no KoHGUrypmMpoBaHMo NapamMeTpoB NPeacTaBieH HUXe

(PucyHok 7.36).

BOL!ID FIEETHE S &= ' A
¥ IP engeokamepa CHUMOK HanomeHue QOonacTe HabnwaeHWA MyTk

YcnoeuA

QCHOBHOW NOTOK [on. noTok
> CeTb B
b CoGurmun Ciathe H 265 Coxatvie H.264H
P 3anuck U XpaHeHWe Smart kopex Boikn PaapeweHie 704°576(D1)
P Cucrema PaspeleHme 2685°1520(2688x1520 [ v | HYactora kagpos, ke 20
» WHdopmaums el 20 Tun GuTpeitta CBR
Tun GuTpeiita VBR [lnazoH sHaueHwl  256-2048med Kbs
KauscTeo B(nyuww) EMTpeiT 512 med.Kbs
[MnasoH sHauyeHnn  768-8448med Kbs Memepean | kappoe | 40 (20~150)
Makc. GUTpeiT 1792 med. Kbs
WHTepean | kagpoe | 40 (20~150)
HacTpoiikm
BoasAHo 3HaK Digital CCTV

| 10 YMOM4YAHWID | | OOHOBHTL | | COXpaHHTL |

PucyHok 7.36 — Bknagka «Bupgeo»

OYHKUMM WM [Mana3oHbl 3HaYeHW MapameTpoB npueeaeHbl Huxe (Tabauua

7.13).

Tabnuua 7.13 — ®yHKUMM 1 ANANA30HbI 3HAYEHMI1 NAapaMeTPOB BKNAAKKN «Buaeo»

MAPAMETP OyHKUMA

Bka. BknoyeHue/oTknoYeHne NONONIHUTENBHOTO MnoToKa
BUAeoHabnogeHus.
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MAPAMETP OyHKUMA
Kopek Pexnm KoaMpoOBaHMA KOHMUIYypMpyemMoro YyCTaHOBKamm
BMeONnoToKa. 3HavyeHMe napamertpa: «H.265» — Kopjek
H.265, «H.264B» — KogeK H.264B, «H.264» — KoaeKk H.264,
«H.264H» — kopek H.264H, «MJPEG» — Kopek MJPEG
PaspeuweHune [MKcenbHOe pa3pelweHne Kagpa

3Mn(2304x1296)/1080P(1920x1080)/720P(1280x720)

/VGA(640x480)/D1(704x576/704x480)/CIF(352x288/352x
240)

FPS

Yactota KaapoB B CeKyHAy. 3HauyeHwus
ananasoHe ot 1 go 30 c warom 1.

napametpa B

Tvn butpenta

Tun nepegayv faHHbIX.

«[ocToAHHbINY — CBR Outpeint
VBR oGutpent

3HavyeHna napameTpa:
nepenayn AaHHbiX, «llepemeHHbIN» —
nepeaayun AaHHbIX.

KadyecTtBO

KauyectBo nepemeHHoro (VBR) Tuna nepepayn AaHHbIX.
3HavyeHna napamertpa B gmuana3oHe ot 1 go 6 c warom 1.

3HadyeHne  «6»  COOTBETCTBYeT  nyylemy
nepemerHoro (VBR) Tuna nepeaaym faHHbIX.

KayecTBy

NuTepsBan | Kagpos

MutepBan |-KkagpoB (onopHbIX KaapoB) BblbuMpaeTcs B
3aBMCUMOCTM OT 4acTOTbl BO3HWKHOBEHWS [ABWKEHUA B
BUAEOM306pakeHNH

HacTponka BOAAHOrO
3HakKa

Mcnonb3oBaHWe BOAAHOIO 3HAKa MO3BOMAET OOHAPYXUTb
haKT u3meHeHna Buaeo. BoaAHOM 3HAK MO yMonyaHutw -
Digital CCTV. B kayecTtBe cMmBOna BOASAHOTO 3HaKa MOXHO
MCNONb30BaTh TONbKO LUGPbl UaM OyKBbI — He Gonee 128
3HAKOB.

PekomeHayemblit
ouTpenT

CnpaBoYyHas MHpOpMaLMA PEKOMEHAYEMOW CKOPOCTM
nepefayvM [aHHbIX BMAEONOTOKA AfA  MOAKMAOYEHHOW
BMAEOKAMEpbI. ABTOMATNYECKM hopmupyetcs
BMAEOKaMePOWN.

Stream Limit

MaKcrmanbHoe npenenbHoe 3Ha4eHnWe CKOPOCTU nepenadu
AAHHbIX. YcTtaHaBnanBaemoe LI,VICprBOG 3Ha4vyeHune

Y % SEC.RU
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MAPAMETP OyHKUMA

nsmepsetca B K6/c. 3HayeHns napametpa BblbupatTcs u3
Bbinagatouwero cnucka: 1024, 1280, 1536, 1792, 2048,
4096, 6144, 8192, «Bpy4Hyto».

Mpu BbIbOpe «BpydHyto» 3HayeHuWe npenenbHONM CKOPOCTH
nepefayv AaHHbIX BBOAWUTCA B CocCefHeM Mnojae CcornacHo
napameTpa «PeKomeHayeMbI OUTPENT».

GOP AnvHa uenoykn GOP cTpyKTypbl rpynnbl KaApoB. 3HAYeHne
napameTpa B Anana3oHe ot 25 ao 150.

Llenoukn GOP (Group of Pictures) cTpyKTypbl rpynmnbl Kaapos
nmetotr sug IBBPBBPBBPBBP, rpoe B-kagpbl ccbinatwotca Ha
OBa Onmanwmx cocegHux l- uan P-kagpa u He3aBUCUMBI
mexay coboi.

SVC Konnyectso BCMOMOraTefibHbIX noAnoOTOKOB
BMUAeOoHabnoaeHus BHYTPMU JaHHOTO BNAEOMNOTOKA.
BcnomoratenbHble noToKM co3patoTca TexHonornen SVC
thopMupoBaHUA KpaTHoro Aybna kaapa. Ecnu BuaeonoTok
UMeeT OJIUH CNIOM, TO 3TO U eCTb TO/IbKO CaMm 3TOT MOTOK, 6e3
BHYTPEHHMUX C/IOEB B HEM.

3HavyeHuna napameTpa: 1, 2, 3, 4

BoaaHom 3HaK. TekcT TeKCT B BUAE «BOAAHOrO 3HAKa» Ha U300paMeHUsx
BMAeoNnoToKa. Icnonb3yeTca ansa MHTEPAKTUBHOIO KOHTPOSA
N300PAXKEHUA BUJEOCHEMKMN B LIENAX NOATBEPHAEHNA TOrO,
yto  oToOpaxaembli  NOTOK  BUAEOHAbNAEHMs  He
noameHsaetcs. 1o yMON4YaHUIO «BOASHBIM 3HAKOM» ABNAETCS
TeKcT «Digital CCTV» (UudpoBoe BugeoHabnwaeHue).
CMMBON TeKCTa «BOAAHOTO 3HAaKa» MOXeT ObiTb TONbKO
umdpor unu Gyksoi, B npeaenax CTPOKW AAvHOW A0 128
CMMBOJIOB.

Bknapka «CHUMOK»

Bknagka «CHMMOK» npeAHa3sHayeHa Ans KOHMWUIypupoBaHUS NapameTpoB
tbopmupoBaHus BuAeoKaapa. WHTepdenc no KOHMUrYypMpoOBaHUIO MNapameTpoB

npeactasneH HuKe (PUcyHok 7.37).
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IP-kamepa S ©=- — A E’

¥ IP emgeokamepa Buneo CHUMOK HanoxeHune Ob0nacTe HAOMWAEHUA MyTh
YenoeuA
Tun MocT.
Pazpelwerue 266821520 (2666*1520)
P CeTb
KauecTeo G{nyuw)
p CobBbITUA
MHTepEan 1c v
P 3anuck W XpaHeHHe
P CucTEeMa Mo YMOMHAHWMKD H OGHOBHTH H CoxpaHiTs

P MHdopmaumnna

PucyHok 7.37 — Bknagka « CHUMOK»

OYHKUMM 1 AMana3oHbl 3HAaYeHU NapameTpoB npeacTaBneHsl HMke (Tabnuua

7.7).

Tabnuua 7.14 — ®yHKUMM 1 ANANA30HbI 3HAYEHUIN NapaMeTpoB BKNAAKN «CHUMOK»

MAPAMETP OyHKUMA

BO3MOXHbI ABa peXuma:

«[10CTOAHHO» — NOCTOAHHOE HenpepbiBHOE COXpadHEHUe

Pexum coxpaHeHus
CHUMKOB U300paKeHnsi BUAEOCHEMKM;

n306paxeHus
«[lo  cobbITMIO» — COXpaHeHWe CHUMKOB W300paKeHus

BU/IEOCHEMKM MPU HACTYNNEHUN KOHTPONUPYEMOTO COObITUA.

PaspelieHue MKcenbHoe paspelleHune UnPpoBoro CHUMKa.

CNy}uT [Onsa 3ajaHusa YCNOBHOTO KayecTBa uW3obpaxeHus.
imeeTcA  WwecCTb  OTHOCUTENbHbIX  YpPOBHEW.  3HA4vyeHuA
napameTtpa B guManasoHe oT 1 go 6 ¢ warom 1. 3HayeHue «6»
COOTBETCTBYET /ly4lleMy KayecTBy.

KayecTtBo

Cﬂy)Kl/IT ana YCTAHOBKHA nepnogn4HoCTn CHMMKaA.
npeﬂ,yCTaHOBﬂeHHble 3HA4YEeHNA HAXoaAnUTCA B AMNANA30HE 1c 4o
MHTepBaﬂ /ccuwarom 1.

Bbibop 3HayeHusa «BpyyHyto» paclumpseT yCTaHOBKY 3HAYeHMS
Ha Anana3oH 3HavyeHun ot 1 o 50000c c warom 1.
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Bknaaka «HanoxeHune»

Bknagka «HanoxeHue» npeaHasHayeHa ANns KOHPUIypMpoBaHWA 3N1€MEHTOB
HaNOXEeHUA TNoBepx W300paxeHMss BUAEONOTOKOB. HanoxeHune BbINOAHAETCS
3/IeMEHTAMW: KOHTEKCTHAA HAaANWCb, CUCTEMHAA HaanNWcb W 3anpeTHas «Macka
npuBaTHOCTU». VHTepdenc no KOHGUIypupoBaHWto napameTpoB NpeAcTaBNeH HUXe

(PucyHok 7.38).

IP-xamepa S @ A E’

¥ IP Bupeokamepa Bugeo CHUMOK HanoxeHue ROl Myts

Waobpaxenme

Ayauo

O Brn. (@) Bowa.

» VimA kaHana

p Cets » Bpema

» Cobwuitusn » Obnacte
P 3anuck 1 xpaHeHue » Vizobpaxenve
p Cucrema

» Undopmauun

I Ypanuts Bce l [ Yganuts l (MK HOXMUTE NPaBYHO KHONKY MbILLY)

lﬂoymonuanmo H OBHoeuTs H CoxpaHuTs j

PucyHok 7.38 — Bknaaka «HanoxeHune»
Bknaaka «O6nactb HabnogeHusa»

Bknagka «O6nactb HabnoaeHUsA» npefHa3HavyeHa Ans KOHOUrypupoBaHus Ha
n306paxeHnn BUAEOHAONIOAEHNS 30H BbICOKOM YETKOCTU BMAEOCHheMKU. VHTepdeiic
Mo KOHMUIYpMPOBaHUMIO MapaMeTpoB NpeacTaBnieH HMke (PucyHok 7.39).

[aHHas &yHKUMA npefocTaBAfeT BO3MOXHOCTb MONb30BATEN0 Camomy
yCTaHaBNMBATb Ha M300paXeHnn B pasHbix y4acTKax 061acTu NoBbIWEHHOTO KayecTBa
BuaeoHabnaeHuns. BbigeneHHas obnactb Kagpa 3anuCbiBAETCA C MAKCUManbHbIM
KayecTBOM, a OCTaflbHas 4YacTb Kafgpa M300paxeHus 3anuCbiBAeTCa C MeHbLUUM

paspeleHneMm. 3T0 3Ha4YNTE/IbHO CHUMXaeT o0bObem 3annciu BMAEONOTOKA

U4 .
\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru




V(CI-252-05. Bepcusa 2. PykoBoACTBO MO 3KCnayartauum 60

BUAeoHabnogeHns 6e3 noTepu  CyUleCTBEHHOW TeMaTUyeckonm MHbopmaLmm
BUAeoHabnoaeHns. MprMeHeHe NO3BONAET CHU3UTL 0ObeM XpaHUMbIX BUe03anucei
W pasrpysnTb CeTeBylo UHMPACTPYKTYPY. PYHKLMA NO3BONAET ONTUMANbHBIM 0O6pa3om
coyetatb Hebonblioi pa3mep TpaduKa OT Kamepbl M BbICOKOE KayecTBO 3anucu
Haubonee BaXHbIX 0b6nacTen n3obpaxeHus.

Buaeokamepa noagepxveaer GopMupoBaHMe Ha U300paxeHMn Kaapa Ao 4
obnactefl, Ka4yeCcTBO  KOTOPbIX  MOMeT ObiTb  pasnAMyHbIM B Npejenax
npeayCcTaHOBNEHHbIX 3HAYeHNA KayecTBa oT 1 A0 6 ¢ warom 1 (4em Bbille 3HAYeHUe —
TEM BblLlie Ka4eCTBO BHYTPU 30HbI).

[ina  co3paHuMAa ob6nactM Ha uM300pameHun Kaapa BuAeoHabNwAeHUA
HEOOXOAMMO yaepaTb Ha M300paXKeHUU «Mblllb» C HAMKATOW NeBOV Knasuwen Ha
«MBIWW» W OT 3TOM MNO3ULUKM TAHYTb «Mbllib BBEPX W BIEBO [ANA CO3AAHWSA
npamoyronbHoi obnacth. Co3aaHHyld 001aCTb MOMXHO MO3MUUOHHO  YTOYHUTb

(M3MEHWTB) BbITATUBAA €€ «MbllUblO» 33 YrNoBble TOYKK 3Tol obnactn (PucyHok 7.39).

IP-kamepa ® w A E’

¥ IP Bugeokamepa Bugeo CHUMOK Hanoxernue ROI Myt
WzaobpaxeHue
> Bugeo O Bxn ® Buikn.
Ayauo Kauecteo 6
p Certs
p ColbiTusn
P 3anuck U xpaHeHue
p Cucrema
» Uudopmauusn

[ Ypanute Bce [ Ypanuts ] (MK HaXXMUTE NPaBYIO KHOMKY MbILLM)

|
[ IMo ymonuaxuo H OBHoeuTL ” CoxpaHutb ]

PucyHok 7.39 — Bknagka «O6nactb HabnwoaeHus»
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Bknapka «llyTb»

Bknagka «[lyTb» npegHasHayeHa [Ana KOH(QUIypMpoBaHMSA YCTAHOBOK
3NEKTPOHHbIX ~ MaplIPYTOB  COXPaHeHWs WM AOCTyNMa K  apxuBy  AaHHbIX
BuaeoHabnogeHns. MHtepdenc no KoHbMrypupoBaHUio NapameTpoB NpefcTaBfeH

Huxe (PucyHoK 7.40).

IP-kamepa S &= _ A ¥

¥ IP engeokamepa Buoeo CHUMOK HanoxeHne ROl NMyTe
W300
SOHREREE CHUMOK C\Users\lendelWebDownload\LiveSnapshot
3anuck C\Users\lendel\WebDownload\LiveRecord
Aygwo
b G CHUMOK C 3pxMeEa C:\Users\lendeliWebDownload\PlaybackSnapshot
EThb
Buaeo ¢ apxvea C:\Users\lendelWebDownload\PlaybackRecord
P Cob6bITHA
Krunel C:\Wsers\lendel\WebDownloadWVideoClips
P 3anKuck W XpaHeHHe

P Cucrema Mo YMOMBHNI H COXpaHiTs

P UHopmauus

PucyHok 7.40 — Brknagka «[lytb»

7.5.1.3 [MoAnyHKT MeHI0 «Ayano»

MoANYHKT MeHi «Ayavo» npeaHa3HadyeH [is NPOCMOTPa W yrnpaBneHUs
napametrpamu (OpPMUPYEMOro BUAEOKAMeEpPon ayauonoToka. WHtepdenc no

KOH(UIrypupoBaHUto NapameTpoB npeacTasieH Huke (PUcyHoK 7.41).
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BOL!D RIEEUTE

62

p CobeiTna Cwatve AAC
P 3anuce KU XpaHeHue YacToTa 64000
b Cuctema
HononHuTenbHBIA NOTOK
S [ ] Ben. [flon. noTox 1
Cwatve G.T711A
Yactora 64000
ATpubyT
Tun ayguoexoga Lineln
Uymonogaeneque Brn.
IpomrocT (=] G [+] 50
mukpodoHa
lpoMEDCTE AMHaMUER [— ] G (+] 50
| [No ymonuaHu H CBHOBMTE H CoxpaHuTe |

PUCyHOK 7.471 - [loANYHKT MeHI0 «Ayamo»

OyHKUMM M AMana3oHbl 3HaYeHUM napameTpoB npuBeaeHbl Huxe (Tabnuua

7.15).

Tabnnua 7.15 - OyHKUMM M AMANas3oHbl 3HAYeHW NapameTpPoB MOAMYHKTA MEeHH0

«Ayamo»
MAPAMETP PyHKLMA
Br/lloyeHne Mocrapbte 4 B4 ANA BKAKOYEHUA ayavMo Ha OCHOBHOM U/unu
AONONHUTENbHOM BUAEOMNOTOKE.
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MAPAMETP OyHKUMA
Pexxum  ©Katma  ayauMoONOTOKOB  BKI4YaeT B cebsn
Cxartune G.711A,G.711Mu, G.726 n ACC B pexunme no ymofiyaHuio -
G.711A.
YacTtoTa AuCKpeTn3aumm:
8000;
16000;
YacroTa
32000;
48000;
64000.
Tun ayanosxoaa JInHenHbIN BXOA
LLlymonogaBneHie OYHKUMA YCTPAHEHMA WYMOB U3 MOAE3HOro ayamocurHana c
LLeNIblo NOBbILIEHUA €ro KavyecTaa.
Fpomkocty PerynupoBKa rpoMKoCTM MUKpodoHa
MUKpOGOHa yamp P P )
[POMKOCTb
PerynnpoBKa rpOMKOCTV AUHAMUKA.
AMHaAMKUKa

7.5.2 llyHKT meHI0 «CeTb»

MyHKT meHio «CeTb» NO3BONSET YNPaBNATb 6A30BbIMU CETEBLIMU HACTPOMKAMM
BUEOKaMepbl.

MyHKT MeHio «CeTb» MMeeT jABeHafuatb noAanyHKkToB: «TCP/IP», «MopT»,
«PPPoE», «DDNS», «SMTP», «UPnP», «SNMP», «Bonjour», «Multicast», «802.1x»,
«Q0S», «<HTTPS». UHTepdeiic npeactaBneH Huxe (PUCYHOK 7.42).
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IP-kamepa S &= _ A E"

b IP EMgEOKaAMEpaA TCP/IP P2P
¥ CeTb
e o
M
o CeTesan kapTa Ethernet{lNo ymonyanu
PPPoE
Pekmm () Cratwy. (@) DHCP
DDMS
MAC Agpec 3| _oaf .29 . b1 . 33 . eb
SMTP({Email)
IP Bepcwa IPvd L
UPnP 12
SNMP IP anpec 192 . 166. 71 . 10
Bonjour Macka nogcetw 2B 255 252 . 0
Multicast LLimos 192 . 168. 63 . 1
202 1x CcHOBHOR DNS 192 166 . 11 . 9
QoS ANbTEpH. DNS 192 166 . 11 . 8
HTTPs [/] Bkn. ARP/Ping anA IP agpeca
P COGBITHA
Mo yMOnYaHuo || OOHOBMTL || CoxpaHiTh

b 3anKck W XpaHeHWe
P Cucrema

> WHdopmaumsa
PucyHoK 7.42 — TyHKT meHio «CeTb»
Kaxablh  MOANYHKT  MEHK  OTKPbIBAeT  BKAAAKY  KOH(MWUrypuMpoBaHUA
COOTBETCTBYOWMX NapameTpoB. CoOXpaHeHne U MHULManM3aLna napaMmeTpos BKIALKM
BbINOJ/IHAETCA Yepe3 MHTePAKTUBHYIO NaHe/lb COXpPaHEeHUA U MHULKMANN3aLUN HAaCTPOeK

3101 BKNaaku (PUCyHoK 7.43).

|I'onr.|0nuaHm0 || ODHOBMTE || CoXpaHnTs |

PUCYHOK 7.43 — [1aHenb COXpaHeHUA U MHULMANN3aUnUmM HacTpoeK

Ecnu nnaHupyetcs mcnonb3oBath 6osee 0fHON BuaeoKamepbl, To Tpebyetcs
CMEHUTb HayanbHbI IP-agpec nsaenus Ha noboi cBoOOAHbIM A0 NOAKNOYEHUS APYTUX
BUJeoKamep. [na nameHeHus |P-aapeca, HeobXoAMMO neperTM B MOAMNYHKT MEHH0

«TCP/IP», Bknaary «TCP/IP».
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7.5.2.1 MoanyHKT meHto «TCP/IP»

MoanyHKkT meHto «TCP/IP» noppepxuBaeT nNpoCMOTP W ynpaBieHue
napametpamu «TCP/IP» npoToKkonoB Buaeokamepbl. [loanyHKT MmeHtlo «TCP/IP»
CTPYKTYPHO MMEET ABe BKNAAKWU ANs HEOOXOAMMOro KOH(MUIypUpoBaHMS NapameTpoB:

«TCP/IP», «P2P» (PUCyHOK 7.44).

IP-kamepa O

» IP BHOEOKaMepa TCP/IP P2P
¥ CeTb
Beac e om =
I
o CeTesan kapTa Ethernet{lo ymonuyann
PPPoE
Pexmm () Cramvy. (®) DHCP
DDNS
MAC Agpec 3 . af .29 . b1 . a3 . eb
SMTP(Email)
IP Bepcua IPv4 v
UPnP s
SNMP IP agpec 192 . 168 . 71 . 10
Bonjour Macka nogcetw 255 255 252, 0
Multicast LLImios 192 . 168 . 68 . 1
202 1x OcHosHOW DNS 192, 166, 11 . 9
QoS AneTepH. DNS 192 166. 11 . &
HTTPs [+] Brn. ARPIPing onA IP agpeca
» CoBBITHA
[0 YMONYaHKD || OOHOBMTH || COoxXpaHiTh

b 3anWck W XpaHeHWe
» CucTEMa

> WHpopmaums
PUCyHOK 7.44 — MoanyHKT meHto «TCP/IP»
Bknagka «TCP/IP»
Bknagka «TCP/IP» npeaHa3HayeHa AnAa  KOH(MUIypMpoBaHUA  CETEBbIX
napameTpoB Kamepbl.

OYHKUMM M [Mana3oHbl 3HAYeHWU MapameTpoB npuBeaeHbl HuMxe (Tabauua

7.16).
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Tabnuua 7.16 — ®yHKUMM U ANANa30Hbl 3HAYEHUI napameTpoB BKNaaKN «TCP/IP»

MAPAMETP OyHKUMA

Cnyut  ans 3ajaHus CeTeBOro  MMEHW  YCTpOMCTBA.

Nima ycTtponctea
Nopnepxnsaerca 4o 15 CMMBONOB.

Mpu HanMumMmM HeckonbKux KapT Ethernet moxHO BbIOpPaTh

CeTeBas Kaprta
CETEBYI KapTy A1 KOHMPUTYPUPOBAHMA.

Bo3moxHbl ABa pexuma: ctatmvyecku u DHCP. lMpu Bbibope
pexuma DHCP, IP-agpec OymeT nonyyeH aBTOMAaTMYeCKM OT
DHCP-cepBepa, Nnofb30BaTeNbCKOE 3ajaHue IP/macKu

Pexmm NOACETU/ W33 HEBO3MOXHO.
Mpu BbIGOpE CTAaTUYECKOro pexuma cneayeT 3aaatb IP/macky
noacetn/wnios.
MAC Aagpec OtobpaxeHne MAC-aapeca yCTpPoOWCTBa.
NboToKON Cnywut ans Bblibopa Bepcumn npotokona |IP (IPv4 unu IPve6).
P Bo3moxeH Bbibop IP-aapeca aTux ABYX BepCUil.
Beeaute cooTBeTcTBYIOWME LMUDPbI, YTOObI M3MEHUTL |P-aapec u
IP-agpec 3aTeM 3aJanTe COOTBETCTBYIOLLYID MACKy MOACETM W W3 MO
YMONYaHUIO.
Macka nopacetn YcTaHaBNMBAETCA B COOTBETCTBUM CO CTPYKTYPOU CETU.
CeTeBOW W3 N0 YyMOAYaHUIO. [lo/MKEH HaxoAuTbCA B OJHOM
Wnto3 cermeHTe ¢ IP-agpecom B cooTBeTcTBMM € (DaAKTUYECKOW
cuTyaumen.
OcHoBHoOM DNS IP-agpec cepsepa DNS.

AnbTepHaTuBHbIN | AnbTepHaTuBHbIN IP-agpec cepepa DNS.
DNS

MoxHo mncnonb3oBatb KomaHabl ARP/Ping ans v3meHeHus unu
3apgaHma IP-agpeca yctponctea, ecnm wusBecteH MAC-agpec

Bkn.  ARP/Ping | YCTPOWCTBA.
ans IP-appeca Mepen BbiNonHeHWem cnedyeT ybeAuTbCA B NMPUHAANEKHOCTM

ceTeBo BuaeoKamepbl u [IK K oaHon cetn. 31a (PyHKLMA
BK/IIOYEHA NO YMOMYAHUIO.

\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru




V(CI-252-05. Bepcusa 2. PykoBoACTBO MO 3KCnayartauum 67

MAPAMETP OyHKUMA

[NocnenoBaTenbHOCTb AENCTBUIN CleayoLan:

lar 1: MNonyyute IP-agpec, yCTaHOBUTE CETEBYID BULEOKAMeEpY U
MK B ogHon JIBC.

llar 2: Onpenenute hun3nyecknin agpec yCTPOMCTBA NO HaKNenKe
CETEBOM BMAEOKAMEDDI.

llar 3: [lepengnte B uHTepdenc 3anycka Run u BBeaute
cneaywolne KOMaHAapl:

arp —s <IP-appec <MAC> ping -l 480 -t <IP-agpec>
Hanpumep : arp -s 192.168.0.125 11-40-8¢-18-10-11
ping -l 480 -t192.168.0.125

LLlar 4: Mepe3arpy3ute yCTPOMCTBO.

War 5: MNosBneHne B KOMaHAHOW CTpoKe MHpopmauumm «Reply
from 192.168.0.125 ...» 03Ha4aeT NPaBWAbHOCTb BbINOJHEHHON
HACTPOWKMW. 3aKPOUTE KOMAHAHYIO CTPOKY.

LLlar 6: OTKkpoviTe 6pay3ep u BBeauTe http://<IP-agpec>. Haxmure
KHonKy Enter, Tenepb Bo3moXeH foCTyn.

Mpu cmeHe IP npon3onaET nepenoaKatoyeHme K HOBOMY aapecy.

Bknapka «P2P»

Cepsuc P2P (Peer-to-Peer, oaHopaHroBasa ceTb) No3BONAET ObICTpo U 6e3
C/MIOHON HACTPOMKM MOAKNHYUTb K BMAEOKAmMepe B OAHOPAHIOBON KOMMYTUPYEMOW
BbluMcauTenbHon cetm Komnbtotep (MK) unm cmaptdoH. [lo3BonsieT yaanéHHo
NOAKNIOYATLCA K U3AENUNI0 Yepe3 UHTEPHET ¢ MObuAbHbIX ycTponctB U MK B ycnoBusx

OTCYTCTBMA BHelHero ctatnyeckoro IP-agpeca (PucyHok 7.45).
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IP-kamepa

b IP EMOEOKaMeEpa TCPAP P2P
¥ CeTk
B
MopT
. Craryc He g ceTu
PPPoE
SN 4G02631 PAG34A07
DDNS
QR kog
SMTP(Email)
UPnF
SNMP
Bonjour

| Mo YMOMYSHKWID || COHOBUTE || CoXpaHHTL

Multicast
802 1x

PucyHok 7.45 — Bknagka «P2P»

Haxmute «Bkn.», «CoxpaHutb», «OOHOBUTbY. CTAaTyC U3MEHUTCA Ha «OHNAMH».
Mpun Haxatun KHonku «CoXpaHUTb» BCe U3MEHEHUSI NMPUMEHSTCA aBTOMaTMYyeckn 6es
nepesarpysku.

MeTtoabl NOAKMYEHMA K BUAeOKamepe 4yepe3 cepsuc P2P onucaHbl B

pasfene 9 HaCToALlLEro pyKoBoACTBaA.

7.5.2.2 MoanyHKT meHio «llopT»

MoanyHKT MeHto «[opT» noaaepXuBaeT MNPOCMOTP W ynpaBieHue
napameTpamy NOPTOB NOAKNIOYEHUS U aBTOPU3aL MK AOCTyNa BuaeoKamepbl. [ToanyHKT
MeHI0 «MopT» CTPYKTYPHO MMEET [1Be BKNAJKM 418 HeoOX0AMMOro KOH(MUrypupoBaHus

napametpoB: «[MopTt», «KONVIF» (PucyHOK 7.46).
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IP-kamepa S &= _ A E“

p IP EMOEOKaMepa Mopt ONVIF
¥ CeTb
TCRIP Maxc. nogkniouesmin | 10 (1~20)
[ar il o
FPPoE UDP lMopt 37778 (1025~65534)
DDNS HTTP MNopt a0
SMTP(Emiail) RTSP MopT 554
UFnP HTTPs Mopt 443
SNMP
_ M0 YMONYAHWD | | OOHOBMTH ‘ | CoxXpaHHTb
Bonjour

Multicast

802.1x

PUCYHOK 7.46 — llopgnyHKT meHio «llopT»
Bknapka «llopt»

Bknagka «MopT» npeaHasHayeHa Ans  KOHPUIypuMpoBaHus NapameTpoB
BblbOopa MNOpTOB noAKntoveHusa. WHTepdeinc no KOoHGUIypupoBaHUIO NapameTpoB

npencrasneH HuKe (PUCYHOK 7.46).

BHUMAHWE!

0~1024, 37780~37880, 1900, 3800, 5000, 5050, 9999, 37776, 39999,
42323 aBnATCA cneuymanbHeiMM noptamu. [lonb3oBaTenb He MOMET WX
n3MeHATb. M3beraiite WMCMNONb30BAHUSA 3HAYEHUN MO YMONYAHWUIO APYIUX
MOPTOB.

OYHKLUMM 1M IMana3oHbl 3HaYeHU NapameTpoB npeacTaBneHsl Hmke (Tabnuua

7.17).

Tabnuua 7.17 — ®yHKUMM 1 ANANA30HbI 3HAYEHUI NapaMeTpoB BKAAAKK «MopT»

MAPAMETP PYHKLMA
Makc HOM-BO MaKcumanbHoe 4YMCio MOJKNIYEHUN ANA OJHOro YCTPOMCTBA.
' - 3HayeHMe HaxoauTtca B ananasoHe ot 1 go 20 (no ymonyaHuto
NOAKNIOYEHNN

10).
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MAPAMETP ®yHKUMA

[nana3oH noptoB cocTtasnser 1025~65534. 3HayeHue no
TCP lMopt ymonyaHuto 37777. BO3MOXHO BBeCTU [AeWCTBYOWMA HOMEP
nopTta npu HeobGXoaMMOCTH.

[lnanasoH noptoB cocTtaBnaer 1025~65534. 3HayeHue no
UDP MNopt ymonyaHuto 37778. BO3MOXHO BBeCTU [AeWCTBYOWMA HOMEP
nopTta npu Heob6XxoaMMOCTH.

[nana3oH noprta cocrasnfaer 1025~65524. 3HayeHue o
HTTP MopT ymon4daHuio 80. Bo3MOXHO BBECTM AEWUCTBYHOLLMA HOMEP MopTa
npu HeoOXoAUMOCTH.

3HavyeHne no ymonyaHuw 554. OctaebTe nNyCTbiM, €cau
MCNOJib3yeTe HACTPOMKY NO YMONYAHUIO.

NMonb3oBartenn, wucnonab3ywwme Quick-Time wan VLC, moryt
RTSP MopT BOCMPOU3BOANTL Cneaytouime dopmatbl. [Ana  KoHTpona B
peanbHom BpemeHu B hopmaTte URL TpebyeTca paboTatowuii B
peanbHOM BpemeHu cepsep meaua RTSP, Homep KkaHana, Tum
NOTOKa ABOMYHbIX curHanoB B URL. MoxeT notpeboBaTbca Mms
nonb3oBarensa v Naposnb.

MopT c¢BA3M no npotokony HTIPS, pamana3oH cocTtasBnaer

HTTPS Mopt 1025~65534. 3HayeHune Mo yMON4YaHUIo 443,

Bknapka «ONVIF»

Bknagka «ONVIF» npegHa3sHa4vyeHa ans KOH(UTYypUpPOBaHUS
BKAoYeHus/oTkatoyeHna ONVIF  aBTopuzauum Bugeokamepbl. WHTepdeliic no

KOH(UIYpMpPOBaHMIO NapameTpoB NpeacTaBieH Hke (PrcyHok 7.47).
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IP-kamepa

b IP BMOEOKaAMEpPa MopTt ONVIF

¥ CeTb
TCPNP AETOpW2aLMA () Ben. () B

opT _
Moymonuasno | | Opwomwme | | Coxpawms

PPPoOE

DDNS
SMTP(Email)
UPnP

SNMP
Bonjour

Multicast

PucyHok 7.47 — Bknagka «ONVIF»

ONVIF — 310 ceteBon npotokon. CraHAapTHbie Lean TUNOBOrO NPUMEHEeHUA
ONVIF 370 cBa3biBaHue paboTbl B rpynne YCTPOWCTB CETEBbIX YCTPOWCTB OT Pa3HbIX
NMPoOu3BOANUTENEN.

B cooTBeTCTBMM CO CBOMMM (DYHKLMOHANbHBIMM BO3MOXHOCTAMM BUAEOKamepa

¢ BKNtoyeHHbIM ONVIF ncnonb3yet Heobxoarmble TUNoBble ceTeBble npodunn ONVIF.

— «S-npodunb» noaaepKUBaEeT NOTOKOBOE ayAMo W BUAEO, YNpaBlieHue
napameTpamu NoToKa U300paxKeHUn 1 BellaHus;

— «C-npodunb» NOAAEPKMBAET CUTHANU3ALUUID, ONOKUPOBKM, pPa3bIOKMPOBKM
MOMELLEHUN U T.N.;

— «Q-npodunb» noaaepKMBAET YNPOLLEHHbIE MeXaHW3Mbl HACTPOWMKM YCTPOWCTB,
06HOBNEHMA NPOLINBOK, paclinpeHHon 6esonacHoctn, NTP, SSL, MoHUTOPUHT; «G-
npodunb» NoaAepPHKMBAET B3aMMOAENCTBME C CETEBLIMWU BUAEOPErMCTPATOpPaAMK
NVR, cuctemamu ynpaBneHus 3aanusmu u  PSIM  (KomnnekcHasa cuctema
6e3onacHoCTW), ynpaBaeHne U KOHTPONb 3aNUCK AaHHbIX, Nepeaaya ayamno U MeTa-

nHdopmaumn.
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7.5.2.3 MoanyHKT meHio «PPPOE»

MoanyHKT MeH0 «PPPoE» npepgHa3HayeH Ana KoHurypuposaHua no
BKNtoYeHNio/oTKNtoyeHnto PPPOE aBTopusauum ans ceteBor paboThl BUAEOKamMepbl.

NHTepdenc no KoHDUIyprMpoBaHUMIO NapameTpoB NpeacTaBneH HMxe (PucyHoK 7.48).

IP-kamepa S &= A E’

P IP BHOEOKaAMEpaA PPPoE
¥ CeTb
TCPAP L] B

MopT Mons3oearens none

DDNS

Mo YyMOMUYIHWIo || OGHOBMTE || COXpaHUTL

SMTP{Email)
UPnP

SNMP
Bonjour

Multicast

PucyHoK 7.48 — lNoanyHKT meHto «PPPOE»

Ana wncnonb3oBaHua npotokona «PPPoE» BBeaute B uWHTepdence wums
nonb3osarensa PPPoE noaknwoyeHMAa M napofib Nonb3oBatensd, MOJiyYeHHble OT
npoBanjepa UHTEPHET-YCAIYT, U pa3speLwunTe BKAoYeHnem GyHKumio PPPOE. CoxpaHute
TeKylMe HACTPOMKM U BbINOJHWUTE Nepe3arpysKky YCTPOMCTBa, YToObl AKTUBMPOBATH
HacTponKkn. lNocne nepesarpysku YCTPOMUCTBO COoeauMHUTCA C Internet no npotoKony
PPPOE. IP-agpec MOXHO nmonyynTb B UHTepdelrice CeTeBOro JoCTyna, B KONOHKe |P-
appeca. Ecnn PPPoE BknoyeH, cnegyet 3anpetutb UPnP.

O6paTtuTe BHMMaHWe: HeOOXOAMMO CHayana BOWTU B NOANYHKT MeHi C |P-
alpecom TeKylero yctponcrtea. [ocCTyn K KNMEHTCKOW CTOPOHE BO3MOXEH Yepe3 3ToT

aapec. lpu ucnonb3oBaHum PPPoE Heobxoaumo B noanyHkte TCP/IP u3meHWUTb
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napametpbl IP-agpeca, Macku nMoAceTV U WO30B B COOTBETCTBMM C NapameTpamu,

npeaocCrtaBaeHHbIMA I'IpOBElVI,EI,GpOM.

7.5.2.4 MoanyHKT meHI0 «DDNS»

MNoanyHkt MeHi «DDNS» nopgepuBaetr npocmoTp W yrnpasneHue
napameTpamu paboTbl BUAeOKamepbl C BHewHum cepBepom «DDNS». MHTepdeic

npenacrasneH Huke (PUCYHOK 7.49).

IP-kamepa S &= v A E’

P IP EHgeOKaMepa DDNS
¥ CeTb
TCRIP (] Tun Quick DDNS
MopT Anpec www_quickddns.com
PPPoE Pexmm (®) COpoc HacTpoek () MONL30BaTENLCEWIA
DDNE [oMexHoe WMA IBAF29B1A3EB quickddns_com
SMTP(Email) Monb3osaTenk (OnuMoHansHo)BeeguTe Email agpec
UPnP
Mo YyMONYEHWHD H OGHOBHTL || COxpaHHTL
SNMP
Bonjour

Multicast
802 1x
PucyHOK 7.49 — lMoanyHKT meHio «DDNS»

DDNS npepgHasHayeH p[ana coeAuMHeHWA pasnn4YHbiX CepBepoB B  UenAx
noflyyeHns [ocCTyna K BUAEOKamepe vepe3 cepsep. Heobxoammo 3amt Ha cawnTt
COOTBETCTBYIOLLEN CNYKObI ANA NONYYEHUA JOMEHHOTO UMEHU U Janee oCyUlecTBAATb
AOCTYN K cucteme 4yepe3s fgomeH. DDNS paboTaeT aaxe npu cmeHe BHelwHero |P-
aapeca. Ecan yctpoiictBo noakniodaetcs kK becnposogHon JIBC, cneayeT 3anpetuTb
UPnP.

DDNS moeT ncnonb3oBathCs ANA AMHAMUYECKOTro OOHOBIEHNA CBA3N MeEXIy

nmeHem gomeHa Ha DNS-cepBepe 1 BHewHUM IP-agpecom BMaeOKamepbl B CUTyauuu,
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Korpa |P-agpec yctpounctBa MeHserca 4vacto. [llogkntodenve DDNS rapaHtupyet

nosb30BdTe/IAM BO3MOXHOCTb NOJKNIOYEHNA K yCTDOVICTBy yepes JOMEHHOE UMA.

OYHKUMM 1M IMana3oHbl 3HaYeHUA NapameTpoB npeacTaBneHsl Huke (Tabnvua

7.18).

Tabnnua 7.18 — OYHKUMKM M [AMAna3oHbl 3HAYeHWWA NapameTpoB MOANYHKTA MEHH0

«DDNS»

[TAPAMETP

OyHKUMA

Tun

Tun cepsepa DDNS. 3HadveHue napametpa: «CN99 DDNSw»,
«NO-IP DDNS», «Dyndns DDNS», «Qick DDNS». CoaepxaHue
3HaYeHus:

«CN99 DDNS»: Server address: www.3322.0rg;

«NO-IP DDNS»: Server address: dynupdate.no-ip.com;
«Dyndns DDNS»: Server address: members.dyndns.org;
«QUICK DDNS»: Server address: www.quickddns.com

Anpec

3HayeHne agpeca no ymon4daHutw: «MAC  address.
quickddns.com»

Pexxum

Pexxnm nogknoyeHua K cepsepy DDNS. 3HayeHua napameTtpa:
«[lo ymon4.» — Mo ymoJlY4aHUIO aBTOMATUYECKK, «BpydHyo» —
He ABNAeTCA 0053aTeNbHbIM.

[lomeHHOE ums

Bawe camoornpegenaemoe nMAa JOMeHad.

[Tonb3oBaTtenb

iImA nonb3oBaTtensa ana Beoaa npv BXoae Ha cepBep.

Mpn ncnonb3oBaHun «Pexunm»->«BpyyHytlo»: nocne 3anonHeHnsa mHTepdenca

Haxmute «TecT» (PucyHok 7.50), 4ToObl MNOATBEPAUTb YCMELWIHYI PErucTpaLuto

[IOMEHHOTrO MMeHU. Ecnn 3Ta npoBepka He OyaeT ycnewHoi, To Heob6XoAMMO

npoBepUTb NMPaBUNbHOCTb 3dMOJIHEHUA l/IHCbOpMaLI,l/Il/I O JOMEHHbIX MMeHaXx, O4YUCTUTb

«K3W» namsaTb O6paysepa. Ecnm 3ta npoBepKa BbiNOAHEHA YCNELWHO, TO napameTpbl

HY}XHO COXpPaHWUTb, HaXaB Ha KHOMNKY «COXpaHl/ITb».

\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru



V(CI-252-05. Bepcusa 2. PykoBoACTBO MO 3KCnayartauum 75

DDNS

[ Tun Quick DDNS v
Anpec www_quickddns.com
Pexmm () TMoymony. (@ BpyuHyio
[omesHos uMA 3CEFBCEF1814 _quickddns.com %
MonezoBatens {OnumMoHan.)esefuTe NOYT. =AWk
| Mo YyMON4aHW | | OBHOBMTL. | | CoxXpaH1Ts |

PucyHok 7.50 — lMognyHKT meHio «DDNS»: TecT

7.5.2.5 [MoanyHKT meHi0 «SMTP»

MoanyHKT MeHto «SMTP» (Email) nopasepxuBaetr nNpocMoTp U ynpaBieHue
napameTpamy HacTporkn paboTbl BMAeOKaMepbl Mo ceTeBOMy npoTokony SMTP

3MIeKTpOoHHOM noyThl. MHTepdenic npeactasneH Huxe (PucyHok 7.51, PucyHok 7.52).

IP-kamepa S @ _ A ¥

b IP EMOEOKaMEpa SMTP{Email)
¥ CeTb
TCRIP SMTF Cepeep none
Mopt MopT 25
PPPoE vl AHOHMMHO
DDNS Monb3osaTenb
SSTSTRERST " R
UFnF Afpec oTNpEBMTENA | None
SMMP
Bonjour WM posaHme MNaone
Multicast Tema | Bnoxexwe
802 1x Monyyarens 1
QoS -
HTTPs
P CoBBITHA
MHTEpEAN 0 cex(D~3600)
P Januck W XpaHeHWe -
[] OrmuwetococToAHmMM Mepuop obHoenenna 60 cek{1~3600)
P CHcTEMA
| O YMONYSHWID || OOHOBMTE H COXpAHWUTE

PucyHoK 7.51 — loanyHKT meHo «SMTP»
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AYTEHTHOWEALMA
SSL %
TLS

PucyHoKk 7.52 — lMognyHKT meHio «SMTP»: AyteHpurKayma

Mpu ycTaHoBKe napameTpoB SMTP cepBepa BuaeoKamepa, No 0OHAPYHKEHUIO
TPEBOrM WAW WHOFO KOHTPONMPYEeMOro cobbiTs, Cpa3y OTNPaBMT 3NEKTPOHHOE
cooblueHne nonyyatento yepe3 SMTP cepsep, KOTOpOe nosyyYaTeNb NoayYnT Npu BXxoae
Ha SMTP cepsep.

OYHKUMM M AMANa30Hbl  3HAYeHWW NAPaAMETPOB MNpeACTaBAeHbl  HUKe

(Tabnuua 7.19).

Tabnuua 7.19 — OyHKUMM WM AMENa3oHbl 3HAa4YeHWn napameTpoB MOLNYHKTA MEHH
«SMTP»

MAPAMETP dyHKUMA

SMTP Cepsep Beop agpeca cepsepa

3HayeHMe No ymonyaHuio paBHO 25. [lpn HEOOXOAUMOCTU €ero

CeteBble nopThbl
MOXHO U3MEHUTb.

MepekntoyaTtens ans pabotbl 6e3 aBTOpM3aLUMUM Ha cepBepe
SNMP. [lna cepBepoB € NOAAEPHKKOA (DYHKUUM aHOHUMHOCTU
be3 aBTopmsauunun BO3MOEH aHOHMMHbIN BxoA. «be3 aBTopuzauun» He Tpebyet
BBOAA WMEHM Mofb3oBatens, naponsa W ceBegeHun 06

oTnpasuTtene.

IMa nonb3oBatena y4yeTHOM 3anuMCUM CepBepa 31EKTPOHHOM
lMonb3oBaresnb

noyThbl.
Nabons Mlaponb y4eTHOM 3anucuM nofb3oBatensa s  cepeepa

P 3/IEKTPOHHOW MOYTHI.

OTtnpasutens Appec 31eKTPOHHOW NOYTbI OTNpaBUTENA.

MoxHo BbIOpath SSL, TLS unuM He uWcnonb3oBaTb [AaHHYIO
AyTeHTUdhMKauUS

byHKLMIO.
3aronoBoK BBo/ TeMbl CO0OLLEeHNA
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MAPAMETP OyHKUMA

Cucrema moxet OTnpaBAATb KAPTUHKY MOMEHTA/IbHOIO CHUMHKA.

KN «K=»
«+» — 06aBUTb BNOXEHUE, «-» — YAANUTb BIOXKEHNE

BBO/, 31EKTPOHHbLIX afpecoB e-mail nonyyatens (He 6onee Tpex

[Monyyatenb
aapecos).

3HayeHue MHTepBana OTNpaBKM HAXOAUTCA B AnanasoHe ot O Ao
3600 cekyHa. O 03HayaeT OTCYTCTBUE NHTEepBana.

O6patute BHUMaHMWe: cucTema He oOTNpaBaseT coobuieHue
HEMe[/IEHHO MOC/ile BO3HUMKHOBEHUA TpeBoru. lpu akTuBauuu
3NEKTPOHHOTO COO0bLLEeHNs BCNeACTBME TPEBOTU, OOHApYKEHUS
ABWKEHUS MAM aHOMANbHOTO COObLITUA CuUCTEMa OTNpaBnseT
coobuieHne B COOTBETCTBMM C 3aAaHHbIM 3A4€Cb WMHTEPBA/IOM.
J7a YHKLMA OYeHb Nofe3Ha NpU aKTUBALMU MHOTOYUCIEHHBIX
cooblleHNA  BCNeACTBME  aHOMalnbHbIX  COObITUIA,  KOrAa
BO3MOKHA Nneperpyska No4YToBoro cepeepa.

NuTepBan

OT4ET 0 COCTORHUM [na paspeweHns 3Tol (QYHKUUM HEOOXOAMMO YCTaHOBUTH

thnaxox.
Mepuop Mepuoa obHOBNEHUs OTYeTa O COCTOAHWUM coeauHeHus ¢ SMTP
o06HOBNEHUSA cepBepom

CucTeMa aBTOMATMYECKM OJHOKPATHO OTMpaBisieT cooblleHue
Email Tect A7 NPOBEPKM COCTOAHMA coeauHeHua. [lepen nposepKou
cnepyer COXpaHUTb AaHHbIE HACTPONKM 3N1E€KTPOHHOM MOYTLI.

7.5.2.6 MoanyHKT meHio «UPNP»

NoanyHKT meHto «UPnP» (Universal Plug and Play) noaaepxuBaet npocmoTp U
ynpaBfneHve napameTpaMy HaCTPOMKM paboTbl BuAeOKamepbl B obOlen cetm —
aBTOMaTM4YeCKasa HAaCTPOMKa CeTEBbIX YCTPOWCTB B CETAX NepeAayn JaHHbix. MHTepdenc

npeactaBfieH Huxe (PucyHoK 7.53, PUCYHOK 7.54).

\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru




V(CI-252-05. Bepcusa 2. PykoBoACTBO MO 3KCnayartauum /8

BOL!D RPN ® @ A E’
» IP BHAEOKaMepa UPnP (7]
¥ CeTk
TCRIP [] Bka. Pexm | Monbzos:[v| Craryc Owmbkal
PPPOE
] HTTP WebService:TCP 20 8080 Ownbkal
DDNS
1 TCP PrivSenvice:TCP arriT arriT Owmbkal
SMTP(Email) & :
UDP PrivServiceUDP 37778 37778 Owmbkal
HH! ¥ RTSP RTSPSenvice:TCP 554 554 Ouwmbkal

SNMP
Bonjour
Multicast
802.1x

QoS

T10 YMOMUaHMIZ || OBHOBMTL H COXpaHT:
HTTPs

P CobbITHA

P 3anuck U XpaHeHWe
P Cuctema

» WHpopmaums

PucyHoK 7.53 — loanyHKT meHio «UPNnP»

®) Brn () Beikn
MpoTokon TCP
BHYTPEHHMIA nopT 80

BHewwHmMid nopT 8080

| Ok | | OTMenHa |

PucyHoK 7.54 — lNoanyHKT meHto «UPnP»: I3ameHeHne nepeHanpaBneHna NopToB

UPnP nossonseT yctaHoBuTL €BA3b Mexay JIBC n obuienoctynHon cetblo. B
nHTepdence MoXHO f106aBUTb, U3MEHUTb UK yaanutb anemeHT UPnP. [ina UPnP Ha
pa3HbIX MapLlpytniaropax — ciegyet oTKno4YnMTs UPNnP.

Brkntouns UPnP, ceteBasn Bugeokamepa Oyaet noaaepxueatb npotokon UPnP.
Ecnu cuctema UPnP BKnoyeHa Ha BuaeoKamepe, TO B ONepaLMOHHBbIX CUCTEMax
Windows 3Ta Buaeokmepa OyaeT HaxoAuTbCA MOUCKOM B CETEBOM OKPYKEHWUU

Windows.

7.5.2.7 MoanyHKT meHI0 «SNMP»

MoanyHkT MeHio «SNMP»  (Simple Network Management Protocol)
NoAAePXUBAET NPOCMOTP U ypaBaeHne napaMmeTpamu paboTbl BULEOKAMepPbl C CETbIO

Mo HUKHeMy ypoBHio ceTu. MHTepdenc npeactaBneH Huxe (PucyHok 7.55).
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IP-kamepa S &= A

» IP BHOEOKaMepa SNMP
¥ CeTb
TCRIP SNMP Bepcua [] sNMP w1 [] sNMP w2 [] sMNMP w3
MopT
SNMP Mopt 161 (1~65535)
PPPOE
YTeHne
DDMNS
Januchk
SMTP{Email)
Trap agpec
UPnP
— Trap nopt 162
Bonjour Mo YMOTYAHWIO ‘ | OGHOBWTE | ‘ COXpaHHTL

Multicast

PucyHoK 7.55 — [MognyHKT meHto «SNMP»

Mpotokon SNMP (Simple Network Management Protocol) obecneumBaert
CTPYKTYpPY CETEBOro ynpaBieHWA HMKHUM YPOBHEM [ANA CUCTEMbI YNpaBNeHUA CeTbio.
OH moxeT ynpaenatb ¢yHKumern SNMP B HacTpoiike ceteBoil cnyxbbl. OH MOMeT
MOAYYUTb COOTBETCTBYHOLLYIO KOHPUTYPALUNOHHYIO MHpOpMALNIO MOCAEe NOAKNOYEHNSA K
YCTPOMCTBY Yepe3 COOTBETCTBYIOWMA NPOrpammHbIA UHCTPYMEHT. [na paboTbl ¢
MOHUTOPVHTOM U ynpasBneHnem B SNMP HeobXxoanmo yCTaHOBUTb COOTBETCTBYHOLLNIA
WHCTPYMEHT MH(POPMALMOHHOW TexHonorumn, Hanpumep: «MIB Builder» (Bu3yanbHbii
nocTpouTeNb CTPYKTYP AaHHbIX U moaynen MIB) n «MG-SOFT MIB Browser»
(nporpamma, nosponswas npocmatpmeatb mepapxuto SNMP MIB nepemeHHbIX B
APEeBOBUAHON hopme.).

OYHKLUMM M AMana3oHbl  3HAYEHWA NAPAMETPOB NpPeACTaBAEHbl  HUKE

(Tabnuua 7.20).
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Tabnuua 7.20 — ®YHKUMM U AMANa30Hbl 3HA4YeHWit NapameTpoB MOANYHKTA MEHIO
«SNMP»

[MAPAMETP OyHKUMA

VIHTepaKTUBHbIN NepeKkntoyatenb Bepcun SNMP.

SNMP v1 — yCTpOMCTBO BbINOAHAET TO/ILKO NpoLecchl Bepcun vl
SNMP. (SNMPv1 — n3HayanbHas peanu3auns npotokona SNMP,
paboTtaeT ¢ Takumu npotokonamu, kak UDP, IP, CLNS, DDP u
IPX);

SNMP v2 — yCTpOMCTBO BbINOAHAET TO/IbKO NPOLECChl BepCuUn v2
SNMP. (SNMPv2 nepecmatpuBaet Bepcuto 1 1 BKaoYaeT B cebs
ynyyweHns B o6nactu npou3BOAWUTENbHOCTM, 6Ge3onacHocTw,
KOH(UAEHLMANBHOCTI " CBA3AX mexay CeTeBbIMU
SNMP Bepcus MeHeKepamu, CNYKUT ANA NnojydeHus OONbLIOTO KOAUYecTBa
ynpasnsoLWmMX JaHHbIX Yepe3 oauH 3anpoc. Bepcun SNMP v1 n
V2 COBMECTUMbI A1 04HOBPEMEHHOTO NMPUMEHEHMUS.)

SNMP v3 — ycTpONCTBO BbINOAHAET TONIbKO NPOLeCChl Bepcumn v3
SNMP, Heob6xoaumbl NOTUH W naponb Ana pabotbl. (Bepcuu
SNMP v1 n v2 opHoBpemeHHO ¢ SNMP v3 He npumeHatoTcs.
SNMP v3 npuvHOCUT W3MeHeHWs B MpOTOKon AobaeneHvem
KpuntorpaunyecKon 3aluTbl, ABAAETCA YNyYWEHMEM 33 CYET
HOBbIX TEKCTOBbIX COMMALIEHUN, KOHUENUMA WU TePMUHOMOTUM
SNMP)

[lopT npocnywmBaHWA MNPOKCU-NPOrpammbl  YCTPOUCTBA. ITO
SNMP nopt UDP-nopt He aBnaetca noptom TCP. 3HayeHne Bapbupyetcs ot 1
Ao 65535, 3HayeHne no ymonyaHuio — 161

Joctyn SNMP TtonbKko ana uteHuA: nogaepiuBaerca Ana Bcex
YreHne uenen SNMP, 3HayeHne no ymonyaHuwo «publicy. Tect
NOAAEPKMUBAET TONIbKO «HOMEPA», «OYKBbI», «_» U «-».

Joctyn SNMP ona yteHua 1 3anucu: nogaepuMBaeTca Ansa BCex
3anucob uenen SNMP, 3HayeHMe no ymonyaHuio «private». TecT
NOAAEPKMUBAET TONbKO «HOMEPA», «OYKBbI», «_» U «-».

Anpec nony4yatensi uHdopmaumm SNMP noBywKM 0T NpoKcu-
nporpammsbl yctpoicTtea. Jlosywka SNMP npeactaBnser coboi
NPOKCKU-coobLleHNe, OTNpaBNeHHOe  aAMUHUCTpAToOpy  Kak
BAXXHOE YBEZOM/IEHE O COOLITUM UAN U3MEHEHWE CTaTyCa.

Anpec NoBYLWKM
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MAPAMETP OyHKUMA

Mopt SNMP noBywkKu. 3Ha4yeHna napameTpa B guanasoHe ot 1

[opt nosywiu 10 65535, ¢ warom 1. 3HayeHue no ymonyauio: 162.

YCTaHOBKa WU M3MeHeHVe BPEMEHHOTO MHTEPBana CoobLIEHNI
nposepkn aktmpHoctn (keep-alive) Ha KommyTaTopax B
Keep Alive Knactepe. [lapameTp €BA3aH C YCTAHOBKOM MaKCUManbHO
A0NYCTUMOrO Konn4yecTea NOTePAHHbIX «Keep-Alive»
CoObLLeHNN.

7.5.2.8 [MoanyHKT MeHi0 «Bonjour»

MoanyHKT mMmeH «Bonjour» nopaepXuBaer npPoOCMOTP U ynpasBfieHue
napameTpamu  paboTbl  BMAEOKAMepbl MO  CETeBOMYy NpoToKony  Bonjour
MHOroaapecHon cayx6bl DNS aBTOMatMyecKoro oOHapyKEHUA CUCTEMHBIX CNYXO W
cepsucoB. MiHTepderic npeactaBneH Huke (PUCyHOK 7.56).

Bonjour nsBectHa KaK CceTb C HyfeBOW KOH(UrypaLmen, MoxKeT aBTOMaTUYeCKU
obHapyusath MK, ycTpoiictBo n cepeuc B cetu IP. Bonjour ucnonb3yert npoTtokon IP ¢
MPOMBILWIEHHBIM CTAHAAPTOM, YTOObI MO3BONUTL YCTPOWCTBY OOHAPYKMBATL APYr Apyra
aBToMaTtnyecku 6e3 Beoaa IP-agpeca unu Hactpoinku DNS-cepBepa. lMocne Toro, Kak
byHKUMA Bonjour BKNOYEHA, CeTeBble Kamepbl ByayT aBTOMATMYECKU OOHapYHEHbI B
OnepaLMoHHOM CUCTEME U KNNEeHTe, KoTopble noaaepxunsatot Bonjour. Korga ceresas
KamMepa aBTOMaTU4yecku obHapyxuBaeTcs Bonjour, oHa oTobpaxaet «/ma cepsepa»,

HaCTpoOeHHOoe NoJib30BaTeNAMN.
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IP-kamepa ® &= v A E”

b IP BMOEOKaMepa Bonjour

¥ CeTk
TCPIP v B

MopT WA cepeepa 4G02631PAG34ADT

fiae> Mo yMonyaHmo | | ODHOBMTL | | CoxXpaHHTs

DDMNS
SMTP{Email)
UPnP
SNMP

Multicast

802 1x
Qo5
HTTPs

PucyHoK 7.56 — [loanyHKT meHto «Bonjour»

7.5.2.9 MoanyHKT meHio «Multicast»

MoanyHKT meH0 «Multicast» noagepxuBaeT nNpPoOCMOTP W ynpaBneHue
napameTpamu paboTbl BUAEOKaMepbl B paMKax [d OCHOBHOTO W  [BYX
AONONHUTENbHBIX BUEONOTOKOB MO ceTeBoMy npoTokony «Multicast», npegoctaBnsier
AOCTYM K ynpaBieHWto napameTpamy HaCTPOWKM MapaMeTpoB TpynnoBoi paboTbl

BUAEOKaMepbl. MHTepdenc npeactaBneH Huke (PucyHok 7.57).
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EI=18]=1 IP-kamepa S @ — A ¥

P IP Bngeckamepa Multicast
¥ CeTh

TCPIP

OCHOEHOW NOTOK [ONONHUTENLHBIR NOTOK
Brn. Ben. Mon. notox 1

PPPOE Multicast agpec 24 1. 2 . 4 Multicast anpec 224 1 . 2 . 4
(224 0.0.0~239 255 255 255) (224 0.0.0~238 255 255 255)

MopT

DDNS
SMTP(Email) Mopr 40000 (1025~65534) Mopt 40016 (1025~65534)
UPnP
SNMP

Mo yMonuaHmo | ‘ OBHoBMTE | | CoxXpaHHTs

Bonjour
W
802.1x
QoS
HTTPs
» CoGeiTHA
) 3anuce K XpaHeHWe
» Cuctema
P WHdpopmaumn

PucyHoK 7.57 — lMoanyHKT meHio «Multicast»

MHoroagpecHbin npotokon Multicast npepcrtaBnser cobor pexum nepegayu
MaKeToB JAaHHbIX. ECAn cyuwectByeT HECKONbKO BeAylUX Y3710B, MNPUHUMAIOLMX
OAMHAKOBbIe MaKeTbl AaHHbIX, MHOrOaApPeCHbIN NPOTOKON NPefoCTaBAAeT HauNyyLwyto
BO3MOXHOCTb AN CHUMXEHMA HArpy3ku KaHana u L. Beaywunn y3en-MCTOUHUK MOXKET
MPOCTO OTNPaBAATb JaHHble AnAa TpaH3uTa. ITa (QYHKUMA TaKKe 3aBUCUT OT
B3aMMOCBSA3M YNE€HOB rPynMbl U FPYNMbl BHEWHMUX Y3/10B.

OYHKLUMM M AMAna3oHbl  3HAYEHWA NAPAMETPOB MNpPEeACTaBAEHbl  HUKE

(Tabnuua 7.21).

Tabnuua 7.21 — OYHKUMM M AMANa3oHbl 3HAYEHUA MAPAMETPOB MOAMYHKTA MEHI0
«Multicast»

MAPAMETP OyHKUMA

IHTepaKTUBHbIN BK/l0YaTeNb/BbIKNOYATENb hyHKL UM

Brn. .
MHOroagpecHoro npotokona Multicast.

[nana3oH MHOroagpecHoro npoTtoKona 224.0.0.0~
239.255.255.255.

3HayeHMe No YMONYaHUIO AN OCHOBHOMO NOToKa — 224.1.0.0,
ANA AOMONHUTENBLHOMO NOTOKa — 224.1.2.4

Appec mynbTUKacT
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MAPAMETP OyHKUMA
Mopt MHOroagpecHoro npoToKona.
CeTeBble NopTbl OcHoBHOM NOTOK: 40000, pfonofiHMTEeNbHbIX NOTOK: 40016,
AnanasoH: 1025~65534.

[ina nonydyeHus notoka nocpeacteom Multicast Heo6xoaum Bugeonneep Ans
notokoBoro Buaeo, (Hanpumep, VLC nnenep). 3anpoc NOTOKa NPOM3BOAUTCA B

cneaytouem hopmate: udp:// @IP:port npumep: udp://@ 224.1.2.4:40000.

7.5.2.10 NoanyHKT meHI0 «802.1x»

MoanyHKT MeHIO «802.1x» nogaepxueaer MNPOCMOTP U  ynpasfieHue
napameTpamu paboTbl BUAEOKaMepbl B paMKax [l OCHOBHOrO W  [BYX
AOMNOJIHUTENbHbBIX BUAEOMOTOKOB MO CeTeBOMY NpoToKony «802.1x», npepoctaBnser
[OCTYN K YyMpasfieHW0 napamerpamu 3awWutbl OT HEaBTOPM3OBAHHOrO JAOCTyna K
Bugeokamepe, K ID n dyHKumMAm Buaeokamepbl. VHTepdenc npeactaBneH Huxe

(PucyHok 7.58).
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IP-kamepa S &= — A ¥

»IP BEMOeOKaMepa 802.1x
¥ CeTb
TCPIP O Ben.
MopT ABTODW3aLMA PEAP
PPPoE MNons3o2aTent none
DDNS Mapons T11]
SMTP{Email)
Mo YMONYaHWI ‘ | OOHOBWTL ‘ | CoXpaHWTs
UPI" =]
SMNMP
Bonjour

Wulticast

PucyHoKk 7.58 — lNoagnyHKT meH0«802.1x»

IEEE 802.1x peanusyeT NPOTOKOA KOHTPOAA [OCTyna M ayTeHTuduKauum,
KOTOPbIA OrpaHMyYMBaeT MNpaBa MOAKMKYEHUA HEABTOPU30BAHHbIX KOMMbITEPOB K
ceteBomy |P-ycTponctey Buaeokamepsbl. [poBepaeTca Kaxabli KOMNbIOTEP, KOTOPbIN
MblTaeTcA OTKPbITb NOpT IP-ycTponcTea BuaeoKamepbl, nepes TeM KaK TOT CMOXeT
BOCMONb30BaTbCA CepBMcamu IP-ycTponcrea BugeoKkamepsl.

OYHKUMM M AMANa30Hbl  3HAYeHWW NApPaMeTpPoB MpeACcTaBleHbl  HUKe

(Tabnuua 7.22).

Tabnuua 7.22 — OYHKUMM M AMANAa30Hbl 3HAYEHUA NAPAMETPOB MOAMYHKTA MEHH0
«802.1x»

MAPAMETP ®yHKUMA

Bkn. IHTepaKTUBHbIA BKOYaTeNb/BbIKAOYATENb (DYHKLMN CETEBOrO
npoToKona 802.1x.

AyteHTudurkauna |PEAP  (Protected Extensible Authentication Protocol) -
3alULLEHHBIN  paclUMPSEMbI NPOTOKON ayTeHTUdUKauuu, He
NPUMEHSIET CneuunanbHbiXx Mep ANA 3aluTbl ceTeBoro obmeHa
OaHHbIMW WM npeanonaraer, 4to (U3NYECKM KaHan CeTu
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MAPAMETP OyHKUMA

3aWNWEH, CNYXUT Ana ycuneHusa crtomkoctn EAP-npoTtokona
nHopmaumoHHoM BesonacHoCTH.

[lonb3oBaTenb JlornH aBTOpPM3yEemMoro nosib3oBaresns

Maponb Maposib aBTOPM3yeMOro nosib3oBaTens

7.5.2.11 TNoanyHKT meHio «Q0S»

MoanyHKT meHio «Q0S» noaaepXnBaeT NPOCMOTP U yNpaBaeHe napameTpamm
KayectBa paboTbl BUAEOKAMepbl B CeTV nepefayn gaHHbix. VIHTepderic npeactasnieH

Huxe (PucyHok 7.59).

IP-kamepa

b IP BMOSOKaMepa Qos

¥ CeTk
TCPIP MpocmoTp 1] (0~63)

Mopr Komanaa 0 (0~63)

PPPoE Mo yMonyaHWw0 || ODHOBHTE || COXpaH1TE

DDNS
SMTP{Email)
UPnP

SMNMP
Bonjour

Mulficast

PucyHok 7.59 — lNoanyHKT MeHi0«QoS»

QoS (Quality of Service) — mexaHu3m ceTeBoN 6e30MaCHOCTU A8 YCTPAHEeHUA
npobnembl 3aepXeK U odepeaen B MappyTtusauun cetn. ObecneynBaer KayecTBo

obcnyXunBaHUa ceTeBon nepeaayv nHdopmauumu, cospaeT yBeaUYeHUe MPONYCKHOM
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CNocobHOCTM CeTeBOM Mepeaayn, yMeHblleHUe 3a[epKeK B CETeBOM nepejave,
yCTpaHeHWe NoTepu NaKeToB Nepejayn.

Mapametpol QO0S AOMKHbI  COOTBETCTBOBATbL  CETEBOM  NOAUTMKE  Ha
mapuwpytusatope (ynpaBnsemMoM KoMMyTaTope, noaaepxupakouiem QoS). 310 -
TEXHONOTUA AN YPErynMpoBaHusa npobnem 3aaepeK v GNOKMPOBOK B CeTVM U T. M.
DSCP (Touka Kopa anddhepeHUMpOBaHHbIX YCAYT) 3aAaeTca ANA pasnMyeHns nakeToB
AAaHHbIX TaK, 4TOObl MaplpyTU3aTOp WAM KOMMYTAaTOp MoOrau obecneynsatb
pasnuyatlmecs cnyxObl A8 pa3nnyHbIX NaKkeToB. Torga OyaeT BO3MOXKHO BblOMpaTh
pa3fnnyHble oYepean B COOTBETCTBUN C NpuopuTeTom (64 YPOBHA NPUOpPUTETA) NAKETOB
1 BblIBMpPaTh NPONYCKHYIO CMOCOOHOCTb ANs Kamaon oyepean. Camblil HU3KUA YPOBEHb
- 0, Camblil BbICOKUI - 63. TaKKe BO3MOXHO OTKNOHEHME A pasin4YHbIX CKOPOCTEN
MPW CHUKEHUM NMPONYCKHOW CNOCOOHOCTM CEeTU.

OYHKL MM U 3HaYEeHUA NapaMeTPoB Npe/cTasneHbl HMe (Tabnuua 7.23).

Tabnuua 7.23 — OYHKUMM M AMANa3oHbl 3HAYEHUN NAPAMETPOB MOAMNYHKTA MEHI0

«QoS»
MAPAMETP OyHKUMA

[pocmoTp 3HayeHne HaxoauTcA B ananasoHe ot 0 go 63. Mapuwpytusatop uiu
KOMMYTaTOp MoOryT obecneymBaTb pasnuyawlimecs cnyxbbl ans
Pa3fNYHbIX MAKETOB.

KomaHpa 3Ha4vyeHne HaxoauTca B ananasoHe ot 0 go 63. Mapuwpytmusarop mnu
KOMMYyTaTOp MOryT obecneuymBaTh pasnuyawlimecs cnyxobl ans
Pa3fINYHbLIX MAKETOB.

7.5.2.12 NoanyHKT meHto «HTTPS»

MoanyHkt meHw «HTTPS» nopgepXuvBaer npocMoTp UK ynpaBieHue
napametTpamu noBbllleHWs 6e3omacHoOCTM ceTeBoM paboTbl  BUAEOKaAMepbl ¢
ncnonb3oBaHnem ceteBbix ceptudukatoB. VHTepdenc npeactaBneH Huxe (PrcyHok

7.60).
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IP-kamepa O A ¥
» IP BMOEOKaMepa HTTPs
¥ CeTb

TCPIP [] Bemiouuts HTTPs

MopT CoapaTk cepTHukar

DDNS CO30aHHLIA 3anpoc

SMTP(Email) - . )
: : Co3aaHHeIn 2anpoc | Y OanuTe | | ¥CTAHOBUTE | | CoXpaHuTE

UPnP
YCTaHOBKa NOANMCAHHOIO CepTUdMEaTa
SNMP

_ @aiin cepTmchukata Qoz0p

Bonjour

aiin knoya | Ooz0p | | ¥CTAHOBUTE |
Multicast

cepTudmnkaTa
802.1x

YCTAHOBNEHHLIA CepTHUKaT

QoS

CepTuuEaT
b CobLis A

ATDHG
) 3anuck W XpaHeHue L
» CucTema

» WUHdopmauus

| ODHOBMTE || COXpaHnTL |

PucyHoK 7.60 — NoanyHKT meHo «HTTPS»

Bugeokamepa no3BosseT co3fath camonoanucHoi (self-signed) ceptudukar,
He obpawasace B YaoctoBepsawwmn LeHTp ceTeBbix ceptudmkatoB. Ha
C(hOpPMUPOBaHHbIA  CepTUPMKAT HeoOXOAMMO BbIMOMHUTL €ro  MNPOBEPKY ANS
yCTpaHeHuA yaA3BMMOCTU ncnonb3oBanmsa HTTPS.

HTTPS (HyperText Transfer Protocol Secure) — pacwupeHue npotokona HTTP
AN NOAJEPHKM WNPpPOBaHMA B LENaX MNOBbllUEHMA 0e30MacHOCTM Ha OCHOBe
NpUMeHeHUs cepTUdUKATOB ceTeBol 6e3onacHocTu. [laHHbie B npoTokone HTTPS
nepegatwTca noBepx Kpuntorpaduyeckmnx npotokonos SSL nan TLS. B otnanyne ot HTTP
¢ TCP-noptom 80, ana HTTPS no ymonyauuio ucnonb3yercs TCP-nopT 443. YT1oObl
NoAroToBUTLCA K 00paboTKe https-coeAMHeHUE, aAMUHUCTPATOP AO/MKEH NOAYUYNUTb U
YyCTAHOBUTb B CUCTeMy CcepTU(UKAT OTKPLITOrO K/l4Ya [Aia 3Toro Beb-cepsepa.
CepTu(dUKaAT OTKPBLITOrO KNYa MOATBEPHAAET NPUHAANEKHOCTb AAHHOTO OTKPbLITOro
Kntoya Bnagenbuy camta. CepTMdUKAT OTKPLITOrO KAKYA M Cam OTKPbITbIA KOY
MOCbINAKTCA KANEHTY NPU YCTAHOBIEHUN COEAMHEHUA; 3aKPbITbIA KUY MCNONb3YeTCs
ANA paclmnbpoBKM COOBLLEHNIA OT KNNEHTA.

OYHKL MM U 3HaYEeHUA NapaMeTPOB Npe/cTaBneHbl HUe (Tabnuua 7.24).

U4 .
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Tabnuua 7.24 — OYHKUMM M AManas3oHbl 3HAYEHMI MAPAMETPOB MOANYHKTA MEHI0

«HTTPS»

[MAPAMETP OyHKUMA
BrknounTb MHTepaKTUBHbLIN  BK/lOYaTeNb/BbIKAOYAaTENb  (YHKLUUM  CETEBOTrO
HTTPS npotokona HTTPS
Co3paTtb OYHKLMA CO3AaHNA CAMONOANMUCHOrO cepTuPurKaTa
ceptndmkar
Co3aaHHbIN 3anpoc Ha CoOXpaHeHMe CO34aHHOI0 CamonoAnMCcHOro ceptuduKkaTa
3anpoc
®ann 3arpyska B CUCTEMY BMWAEOKaMepbl TOTOBOr0 MOAMNMCAHHOTO
ceptudpmkata |ceptudukarta
dann Kntoya | OTKpbITME CUCTEMOM M YCTAHOBKA B CUCTEMY BuaeoKamepsbl danna
ceptuduKaTa |K/IKOYa HA rOTOBbIM NOANUCAHHbBIN cepTUDUKAT
YcTaHOBAEHHbIA | PYHKUMA BO3MOXHOCTM yAaneHUA U3 CUCTEMbl BUAEOKAMEpHI
ceptudukar yCTaHOB/AEHHOrO cepTuduMKaTa
Ceoncrea OYHKLMA NPOCMOTPA CBOMCTB YCTAHOBAEHHOTO cepTU(dMKaTa

CTpaHa Hanp. RU

IP unn JomeHHoe MA

Cpok AedcTBuA 365 Kon-eo nHei 1-5000
0bnacTe none

PacnonoweHue none

Oprasn3auma none

MoppazgensHne none

Email

| Cozpate | | OTmeHa ‘

PucyHok 7.61 — MoanyHKT meHto «HTTPS: Co3aatb ceptndmnkar

HTTPS Take MOXET MCMONb30BaTbCA ANA ayTeHTU(DUKALMN CETEBOTO KANEHTA,

yTo6bl 0becneynTb AoCTyn K IP-yCTpOMCTBY TONbKO aABTOPU30BAHHLIM CETEBbIM

nonb30BdTe/IAM.

[lna 3toro AAMUHNCTPATOopP 00bIYHO CO3pa€T CepTl/ICbl/IKaTbl ans

Kaxaoro nonb3oBarend 1 3arpyxdetr mx B 6pay3ep KaX[oro nosb3oBarens. Takxe

OyayT NpuUHMMaTbCA BCe CcepTUdUKaTbl, MOANUCAHHbIE OPraHM3aLusAMMK, KOTOPbIM

poBepsiet cepsep IP-ycTpoiicTBa Buaeokamepbl. Takon cepTudUKaT 0O6bIYHO COAEPIKUT
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nmMva n  agpec 3ﬂeKTpOHHOlZ no4YTbl aBTOPM30OBAHHOIO MO/Mb30BATENA, HKOTOpPLbIE
NPoOBEPAOTCA NMpN Kaxgom COeaNHEHUMN, 4TOObI NpoBEPUTb JIMYHOCTb NOJIb30BATENNA

6e3 BBOAA nNapons.

7.5.3 MYyHKT meHio «CobbITUA»

MyHKT MeHto «CoObiTvA» npefHa3HayeH [Aia MNPOCMOTPa W YNpaBieHUs
napameTpamy COObLITUIN TPEBOT W peakuuMnm Ha Hux. WHTepdenc nyHKTa MeHio
«CoObITUSA» MMEeT CeEMb NOJANYHKTOB: «Buaeo cobbitus», «Ayamopetekuma», «Cxemar,
«BupgeoaHanutukar», «Tennosas KapTa», «[PEBOXHbIe BXO/bl/BbIX0Abl», «Henonaaku».

NuTepdenc npeactaBneH Hxe (PUCYHOK 7.62).

IP-kamepa ® &=

b IP EMOEOKaAMEpa - - —_
P CeTe

¥ CobbITHA
Buaeo cobLITHA
AyonogeTerlnA
Cxema
BuaeoaHanuTuea
Tennoean kapTa
TpeBo¥HLIE BX/BbIX

Henonagkw

b 3anuck W XpaHeHWe
P Cuctema

P UHdopmaumA
PucyHoK 7.62 — lNyHKT meHto «CobbITUA»

Kaxablh  MOANYHKT  MEHK  OTKPbIBAeT  BKAAAKY  KOHMUrypupoBaHUS
COOTBETCTBYIOUMX NapameTpoB. CoxpaHeHne U MHULMANM3aumna napameTpoB BKNAAKM
BbINOIHAETCA Yepe3 UHTEPAKTUBHYIO NaHeNb COXPAaHEHMA U MHULMANM3ALUN HACTPOEK

31O BKNagku (PUCyHoK 7.63).
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| Mo yMonqaHu || OBHOBMTE || CoxpaHnTs |

PucyHoK 7.63 — [1aHenb COXpaHeHMA U MHULMANN3aLnMmn HacTpoek

7.5.3.1 MoanyHKT meHio «Buaeocobbitua»

MoAnyHKT MeHI «BuaeocobbiTusi» npeAaHasHayeH Ana  nNpocmoTpa W
KOH(UIypMpoBaHUa NapamMeTpoB OOHAPYXKEHUS BUAEOKAMEPON [BUNKEHUS, 3aKPbITUSA
nnn pachoKyCUPOBKN 0OBbEKTUBA, U3MEHEHUA CLeHbl BuaeoHabnoaeHusa. NHtepderic
npencrtasneH Huxe (PUcyHoK 7.64). WHTepdeiic noanyHKTa MeHto «Buaeocobbitusa»
nmeetr TpU BKNAgKM: «OOHapyXeHUe ABMKEHUA», «3aKpbiTUE O0OBEKTUBAY,

«M3meHeHune cLeHbl».

IP-kamepa S &=

P IP Bupeokamepa —_—— — m——
P CeTb

V¥ CobbITHA

AyaMOaETEKUMA

Cxema
BupeoaHanutuka
Tennogas kapTa -
TpesoxHbie BX/BbIX
Henonagku
P 3anuce U XpaHeHue
P Cucrema

P> UHdpopmauus

PUCYHOK 7.64 - NMoANyHKT MeHIo «Bruaeocobbitna»
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Bknagka «O6HapyxeHue ABMIKEHUSA»

Bknagka «O6GHapyxeHWe ABMKEHMA» NpeHa3Ha4yeHa aAnsa KoHbUrypupoBaHus
napameTpoB U rpaduvKa BbIMONHEHUA BUAEOKAMEPOWA OOHAPYKEHUS ABUKEHUS.

NuTepdenc npeactaBneH Hxke (PUCYHOK 7.65).

IP-kamepa ® & — A ¥

b IP EMOEOKaMEpaA [D6Hap. ABM¥MEeHWA]3aKpLiTHE 00bekTHBa 3MEHEHUE CLEHBI
b CeTb
¥ Co6LITHA i B,

BHD 00k
PacnucaHwe HacTpowem

AYONooeTerlMA

Cxema
ObnacTs HacTpo#ikm

AHTWOWIEPHHT 5 cex (0~100)

Buoeoasanutuea

Tennoean kapTa ] 3anuce
Tpeso#HsIe BX/BbIX LnuTensHocTs 3anuck 10 cek (10~300)
Henonagak1 [¥] Tpes. Buixog
P JanWck W XpaHeHWe 2anepwxa 10 cek (10~300)
P CucTEMaA
(] Email

;- UHhopmaumsa
Pop [«] CHamoK

| Mo YMONYIHWKD || OOHOBHTE H COXpaHnTE

PUCYHOK 7.65 - Bknaaka «ObHapyXeHue IBUKEHUSA»

OYHKUUM U 3HAYEHMS NapaMeTpoB NnpeacTaBneHbl Hue (Tabnuua 7.25).

Tabnuua 7.25 — OYHKUMM U 3HAYeHUsAs napameTpoB BKNagkn «OOHapyxeHue
ABUXEHUA»
MAPAMETP OYHKUMA
Bra. BKNtoYeHne/oTKNIOYEHNE BUEOAETEKTOPA ABUKEHUA
PacnucaHue HacTpoika HepenbHoro rpaduka paboTbl  BUAEOJETeKTopa
ABueHusa (PUcyHoK 7.66)
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[MAPAMETP OyHKUMA

AHTUAN3EPUHT MapameTtp AHTuamsepuHr (Anti dither) no3Bonset 3agatb MHTEpPBAnN
BPEMEHMU, B TeYeHre KOTOPOro nocieayllme TPEBOXHblE COObITUA
OyayT KnaccmuLMpoBaTbCA KaK 0JHO COObITUE.

O6nactb HacTponka 4yBCTBMTENbHOCTM BWAEOAETEKTOPA [ABMMKEHUA B
obnactn obHapymeHusa. Yem Bbille MOPOr YyBCTBUTENbHOCTU, TEM
bonee BEPOATHO  cpabaTbiBaHue BUaeofeTexkTopa npu
OoOHapyKeHUn ABMKeHUs. B cueHe BMAEOKAMEPbI BO3MOMKHO
HACTPOWTb J10 YeTbipex obnacTe YyBCTBUTENBHOCTMU.

PacnucaHune ABTOMaTMYeCKas 3anucb BWAEONOTOKA MNpu  0OHapyKeHuu
3anucu ABUKEHUA.

AnutenbHoCTb AnuTenbHOCTb 3anncK Nocfie 3aBepLIEHNA TPEBOXKHOIO COObLITUSA.
3anucu 3HavyeHue napametpa B gnanasoHe ot 10c go 300 c.

Otnpaska Email |[pu BKNOYeHUM napameTpa, cuUCTeMa BUAeOKamepbl OyaeT
aBTOMATMYECKW OTNPAaBAATb 3NEKTPOHHYID NOYTY 3a4aHHOMY
nonyyatentio 06 0GHapyeHUN JBUKEHUS.

PacnucaHue Mpu BKIOYEHUM napameTpa, CUCTEMA BUAEOKAMepbl Oyaer
CHUMKA aBTOMATMYECKN COXPaHATb U300paxeHus nNpu oOHapyKeHUU
ABWKEHUS.

0 2 4 6 3 10 12 14 16 18 20 22 24
MoHeneneHUE HacTtpoika
BTOpHUK HacTtpoika
Cpega HacTpoiika
HeTsepr HacTpoiika
MATHMLA HacTpoiika

CybboTa HacTtpo#ka

BockpeceHse

HacTtpo#ka

[ Bee « MokenencHux [ | Bropuwk [ | Cpega [ | Yemeepr [ | MAthwua [ | CyGGota [ | BockpeceHbe
|| Mepuon1 00 : 0D : 0O -| 23 : B3 : &Y
[] Mepuon2 0o : 00 : 0D -| 23 59 : B9
[IMepwon3 | 00 : 00 : DO |-| 23 : 59 : 59
[] Mepuon4 00 : 0D : 0O -| 23 : B3 : &Y
[Jrepwoss | 00 : 00 : DO |-| 23 : 59 : 59
[ Mepwoné | 00 : OO : DO |-| 23 : 59 : 59

| COXpaHnTL | | CTmeHa ‘

PUCYHOK 7.66 — Bknaaka «O6HapymeHune ABMKeHUA»: PacnucaHue
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Bknagka «3aKpbitTue o6bekTuBa»
Bknagka «3aKkpbiTue 0ObeKTMBa» NpefHa3HayeHa Aif KOHMbUIypupoBaHUs
napameTpoB ¥ rpacduKa BbINONHEHUS BMAEOKAMEPON OOHAPYMXEHUA 3aKPbITUS UK

pachoKycMpoBKku o6bekTMBa. MHTepdenc npeactasneH Hxe (PUcyHoK 7.67).

IP-kamepa ® @ — A ¥

P IP EMgEOKaMepa OOHap. ABWAEHWA |3aKpbiTHe 06BbeKTHEA| M3MeHeHHE CLEH
P CeTb
¥ COGLITHA L] Ben.

B1o 00Dk A
Facnucadwe HacTpouem

AYIMOOETERLMA

Cxema [w] 3anmce

BuneoaHanuTHEa OnurentHocTs 2ammucn 10 cex (10~300)
Tennosan kapTa ] Tpes. Buixon

TpeBOXHLIE BX/BLIX Janepwa 10 cex (10~300)
Henonaaku ] Email

P 3annuck W XpaHeHWe ISR

P CucTema

> UHdopMmauns | Mo yMOoNYaHWD || OOHOBMTh H CoxpaHHTh

PUCYHOK 7.67 - BKnajika «3aKpbiThe 0O6beKTnBa»

OYHKUUM U 3HAYEHMS NapaMeTpoB NnpeacTaBneHbl Hue (Tabnuua 7.25).

Tabnuua 7.26 — OyHKUMM 1 3HAYEHUS NAPAMETPOB BKNAAKM «3aKPbITUE 0OBbEKTUBA»

MAPAMETP OYHKUMA

PacnucaHue HacTpoika HepaenbHOro rpaduka OoOHApYMeHWUs 3aKpbiTUA U
pacoKycnpoBKku obbeKTnBa (PrcyHOK 7.68)

PacnucaHune ABTOMaTMyeckas 3anucb BUAEONOTOKA MNpU  0BHapyXeHUu
3anucu 3aKpbITUS NN pacPoKyCUPOBKN 06 BEKTUBA.

[nutenbHOCTb [OnutenbHOCTb 3anncK Mocfie 3aBeplleHns TPEBOKHOro CoObITUSA.
3anucu 3HayeHuMe napametpa B gmanasoHe ot 10c go 300 c.
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[MAPAMETP OyHKUMA

Otnpaeka Email |[pn BKAOYeHUM napameTpa, cuUCTemMa BuAeOKamepbl Oyaet
aBTOMATU4YeCKN OTNPaBAATb 3/EKTPOHHYID NOYTy 3aAaHHOMY
nonydyatento o6 OOHAPYKEHMM 3aKPbITUS MAM PachHOKYCUPOBKM

obbeKTnBa.
PacnucaHue Mpu BKNWOYEHUW nNapameTpa, CUCTeMa BUeOKamepbl Oyaet
CHUMKA aBTOMaTU4YeCKN COXPaHATb W300paxeHuss Mpu  OOHapyKeHUU

3aKPbITUS AN pacPoKyCUPOBKN 0OBEKTUBA.

0 2 4 6 3 10 12 14 16 18 20 22 24
MoHeaenkEHWE HacTtpoika
BTOpHUK HacTtpoika
Cpega HacTtpoiika
HeTsepr HacTpoiika
MATHMLE HacTpoiika

Cybgoa HacTtpo#ka

BockpeceHse

HacTtpo#ka

[ Bee « MoxenencHus [ | Bropuuk [ | Cpega [ | Yemeepr [ | MAthwua [ | CyGGota [ | BockpeceHbe
[ Mepuoa1 00 : 00 : 00O -| 23 : B9 : &Y
[Jrepwos2 | 00 : 00 : DO |-| 23 : 59 : &9
[IMepwon3 | 00 : 00 : DO |-| 23 : 59 : 59
[ Mepuon4 00 : 00 : 00O -| 23 : B9 : &Y
[Jrepwoss | 00 : 00 : DO |-| 23 : 59 : 59
[ Mepwons | 00 : OO : DO |-| 23 : 59 : 59

| COXpaHnTL | | CTmeHa ‘

PUCyHOK 7.68 — BKnaaKa «3aKkpbiTue o6bekTMBax: PacnucaHuve

Bknapka «/13meHeHUe cueHbl»

Bknagka «M3meHeHne CleHbl» TNpefHa3HayeHa AN KOH(PUIypupoBaHus
napameTpoB M rpaduKa BbINOAHEHUA BUJEOKAMEPOW JeTeKUUM Mo OOHAPYKEHUID
M3MEHEHUs CLeHbl BUAeoHabnoaeHuns. NHTepdeiic npeactasneH Huke (PrcyHok 7.69,

PucyHok 7.70).

\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru




V(CI-252-05. Bepcusa 2. PykoBoACTBO MO 3KCnayartauum 96

IP-kamepa ® &= — A ¥

P IP EMgeOKaMepa OBbHap. OBWAXEHWA 3aKpbiTHE Dﬁ'hEKTHBalﬁaMEHEHHE CLUEHEI
P CeTe
¥ Co6bITHA L Ben.
—- . Pacnucanve
AYOWOOETEKLMA
Cxema 3annck
BuasoaHanuTHEa OnvTensHocTs 2anuck 10 cex (10~3200)
Tennoean kapTta Tpes. BbIX0]
TpeBoxHLe BXBLIX Janepwxa 10 cex (10~300)
Henonaggm (] Email

P 3anuck W XpaHeHWe
P CHUMOK

P Cuctema

> UHDOpMaLMR ‘ [0 YMONYAHWH || ODHOBWTE H COXDaHHTE

PucyHoK 7.69 — Bknagka «/13meHeHuMe CLEeHbI»

OYHKUUM U 3HAYEHMS NapaMeTpoB NpeacTaBneHbl Huke (Tabnuua 7.27).

Tabnuua 7.27 — PYyHKLUN 1 3HAYEHWsA NapaMeTPOB BKNaaKu «/i3mMeHeHMe CLieHbI»

MAPAMETP ®yHKUMA
Bkn. BkntoyeHne [/ oTKNOYeHMe BuaeoeTekTopa «/I3meHeHMe CLeHbl»
PacnucaHnue HacTpoiika HepenbHoro rpaduka paboTsbl AeTektopa «M3meHeHue

cueHbl» (PucyHok 7.70)

PacnucaHune ABTOMarmMyeckaa 3anuMcb BUAEONOTOKA npn BO3HUKHOBEHWNN
3anncu TPEBOXKHOIO cobbITUA

AnutenbHocTb3an |[lapametp ycTaHaB/AMBaeT BpemsA, Ha HKOTOpoe cucTema
ncu BUJEOKamepbl MOC/ie OKOHYaHMs CUrHana TpeBorn Oyaer
3aflepXuBatb 3aBeplueHne BbIMOJMHEHUA 3anuUcU. 3Ha4veHue
napameTpa B guanasoHe oT 10c go 300 c.

OtnpaBka Email |Mpu BKAoYeHUM napameTpa, CUCTEMA BuUeoKamepbl byaer
aBTOMATUYECKN OTNPaBAATb 3MEKTPOHHYI0 NOYTY 3a4aHHOMY
noayvartesito 0 BO3HUKHOBEHWUMW TPEBOT L.

PacnucaHue Mpu BKNOYEHUM nNapameTpa, CUCTEMa BuaeoKamepbl byaet

U4 .
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MAPAMETP OYHKUMA

CHUMKa aBTOMATU4YeCKN COXPaHATb M300paeHUs npu BO3HWUKHOBEHWU
CoObITUI TPEBOT.

0 2 4 [ 8 10 12 14 16 18 20 22 24
e —
. e
o e
v e
o e et
e

e e R Bl [y
HacTposiem
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

[1Bce MH [] Bx []Cp []ur [] mr []ce [] Be
] Meprog1 o0 : 0O0: OO0 |- 23: 59 : B9

] NMepuog2 o0 : 00 : OO0 |- 23: 589 : B9
] NMepuoa3 o0 : O0: OO0 |- 23 : B9 : B9
[ Nepuog4 00 : 00 : OO0 |- 23 : B9 : B9
[ Nepuoas 00 : 00 : OO0 |- 23 : B9 : B9

[ Nepnoas 00 : 00 : OO0 |- 23 : 59 : &9

| CoXpaHuTs | | OTmeHa |

PucyHok 7.70 — Bknaaka «M3ameHeHuMe cueHbl»: PacnucaHue

7.5.3.2 [MoanyHKT MeHI0 «AyanoaeteKumna»

MoanyHKT MeHK «AyanofeTeKuus» npeaHasHayeH ANns KOHbUrypupoBaHUs
napamMeTpoB BO3HWKHOBEHMUs COObITUA TPEBOMM MPW M3MEHEHUW TPOMKOCTM 3BYKa.

NuTepdenc npeactaBneH Huxke (PUcyHok 7.72).
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IP-kamepa S & — A E""

b IP engeokamepa AynwogeTekuma
b Cetb
¥ CobLmHa [ WMamenenws ssykosoro cHiHana

Buaeo cobimA .
[ Tounsna nogcTpoiika YpOEHA CUTHANS

» AYIWOOETERIMA
- YYECTEMTENBHOLTh

Cxema - - —
YpoBeHE = 1) (+] 50
BugeoaHannTvea
cpabaTHEaHNA
Tennoean kapTa
TpeEowHEIE BEXBRIX
Henonagrm
B 3anuck W XpaHeHHe
b Cuctema
> Wudropmaumn
PacnucaHue HacTpoim
AHTMOMSEDWHT L) cex (0~100)
K 3amuce
AnuTensHocTs sanuck 10 cek (10~300)
kA Tpee. ebixog
3anepHrE 10 cek (10~300)
(] Emsil
R Crmmor
| Mo ymonyaHW | | OEHOEWTE | | CoxpaHHTE

PucyHoK 7.71 — [loanyHKT meHI0 «Ayanoaetekyna»

OYHKL MM U 3HaYEeHUA NapaMeTPOB nNpe/cTasneHbl HMxe (Tabnuua 7.31).

Tabnuua 7.28 — ®yHKUMUM 1 3HAYEHUS NAaPAMETPOB NOANYHKTA MeHI0 «AyAUOAETEKLINAY

MAPAMETP ®yHKUMA

i3meHeHue 3ByKOBOro | BknoueHune/otknoueHne  YHKLUM  KOHDUIYPUPOBAHMUS
curHana TPEBOXHOI0 COObLITUA NPU U3MEHEHMM TPOMKOCTU 3BYKa.

ToyHas  noAcCTpoiiKa | BknoyeHne/oTKNlOYEHUE TOYHOW MNOACTPOVAKU  YPOBHSA
YPOBHA CUTHana curHana.

\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru




V(CI-252-05. Bepcusa 2. PykoBoACTBO MO 3KCnayartauum 99

[NAPAMETP

OyHKUMA

YHyBCTBUTENLHOCTb

YcTaHoBKa HYyBCTBUTENBHOCTN PAaCNO3HABAHNA 3BYKA.

Hopor NHTEHCMBHOCTU

YcTaHoBKa nopora MHTEHCUBHOCTU N3MEHEHUNA 3BYHKA.

PacnucaHue

PacnucaHvne aktMBauun (yHKUUKU. [peaycMoTpeHo LWecTb
NepuoIOB B TeYEHME CYTOK /1A KAXA0ro AHA HeAenu.

AHTULM3EpUHT

HaCTDOIzKa ANNTEeNbHOCTN BPEMEHUN TPEBOKHOTO cobbITUsA.

3anucb, AAUTENbHOCTb
3anmcu

YcTaHOBKa  AJIUTENBHOCTM 3anncuM NpU BO3HUKHOBEHUU
cobbiTA TpeBory. 3HayeHne HaxoaMTCs B AvanasoHe 10 ao
300 c.

Y % SEC.RU

TpeBOXHbI BbiXx0f, | YCTAaHOBKA aKTMBAUMM M HACTPOMKA BPEMEHM aKTUBALUK

3aaepxKa nepndepunHbIX yCTPOMUCTB NPU BO3HUKHOBEHUW TPEBOTN.
Mpu BKAIOYEHMU MapameTpa, cMcTema BuAeoKamepsl byaet

Email aBTOMAaTUYECKM OTNPABNATb 3NEKTPOHHYIO NOYTY 3a4aHHOMY
nosiy4yatesnto 0 BOSHUKHOBEHUMN TPEBOTH.

CHUMOK Co3aaHMe MOMEHTANbHOTO CHUMKA O CcobbiTun  npu
BO3HWUKHOBEHNM TPEBOTH

7.5.3.3 [MoanyHKT meHio «Cxema»

MoanyHKT meHio «Cxema» NpeAaHa3HavyeH ana KoOHMUrypupoBaHua napameTpoB

n rpacduKa BbINOAHEHUA BUAEOKAaMepPon «YMHOro naaHa» — 3aroToBfieHHON «Cxembl»

HeobXoAUMBIX AeWCTBUIA Buaeokamepbl. WHTepdelc npeactaBneH Huke (PucyHok

7.72).

KopoTkun nyTb K MHpopmaLmm

CkavaHo c sec.ru
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IP-kamepa S w

b IP empgeoramepa Cxema
b Cetb

¥ Cobbimua

Buaeo cobbimmA O
AYOHOQETERLMA @

BugeoaHanwmvka

<)

TennoeaA kapTa

TpeBo#HLIE BB | s | | CoXpaHNTE

Henonamgim
b 3anuck M XpaHeHWe
b Cucrema

» Wndopmaumus
PucyHoK 7.72 — lNognyHKT meHo «Cxema»

7.5.3.4 MoanyHKT meHI0 «BuaeoaHanutuka»

MoANYHKT MeH0 «BuaeoaHanutuka» npeaHasHadyeH AN KOHPUIypupoBaHus
napameTpoB U rpaduKa BbINOAHEHUSA BUAEOKAMePOW BUAE0AHANUTUYECKUX DYHKLNIA:
nepecevyeHne NMHUN U KOHTponb obnactu. WHtepdenc npeactaeneH Huke (PucyHoK

7.73).

U4 .
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A paamers © @ W A B
» IP Bupeokamepa Hacrpowku
p Cern = &
wn

¥ Cob =
s M 1 npasunat Mepeceyerue [}
Buaeo cobumua

Hactpoiika napameTpos

Pacnucanve Hactpoiiku

HanpaeneHu | B 00e CTOPOHbI [ V]

Henonagxu

P 3anuck u XpaHeHue
» Cucrema e

» Uudopmauun

[[] 3anuce
AnurensHocts | 10 cex (10~300)
=
[] Tpes. Boixon
Ounetp (@) Maxc. pasmep 5191 * 8191 anepea 10 cex (10~300)
O Mun.pasmep 0 B 0 [] Email

[+ Crumox

[ﬂoyuonuaumo” ObHoeuTs H Coxpanute

PucyHok 7.73 — lloaAnyHKT MmeHto «BngeoaHanutnka»

BugeoaHanutnka - 3T0 WHTENNIeKTYanbHbIN aHanus NOTOKOB
BUIeoHabnogeHNs M BUAEOAAHHbIX apxuBa BuaeoHabnwoaeHusa. BupeoaHanutuka
BbINONHAET aBTOMATUYECKOE BbISIBNIeHWE PA3/IMYHOro poaa AaHHbIX U AETEKTUPOBaHue
3apaHee 3anporpaMMUpPOBaHHbIX COObLITUIA TpeBor. BujeoaHanuTKa, BbINONHsAEMasn
BUIEOKAMEpPON, WCNONb3yeT (YHKUUN [eTEKTOPOB BUAEOKaMepbl W NO3BONsAET
onpefennTb B [JaHHbIX BWUAEOMNOTOKA AHANUTUYECKME CUTYyaLUM MO COOCTBEHHbIM U
nepucepunHbIM [eTeKTopam, No aHanu3y TPEeKOB BUAEOMNOTOKOB, PACMNO3HABAHUIO
obpaszoB. [paHuuly npeaynpexpaaloulen AnMHUM o6NacTM nNpPUMEHEHUs npaBuna
AETEKLUUN BUACOAHANUTUKKN cneayeT Aenatb NPOCTON U HE NPUMEHSATb BUE0AHANUTUKY
K CTPYKTYPHO CNOXHbIM 06nacTAM.

BugeoaHanutMka HKOHTponMpyembix obbekToB/Bewer (Uenen) Ha cCleHe

BI/IL[GOHa6ﬂ|0,EI,eHI/IFI, BblMoONHAemMdsn BVI,EI,GOKEIMGDOVI, BK/tOYaeT B cebs:

U4 .
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[lepeceyeHne NNHUN - BOSHUKHOBEHME CUTHANa TPEBOTW, KOrAa Lefib COrnacHo
yCTaHOBJ/IEHHOMY no KOHTPO/IO HanpaBNeHUo ABUXEHUA nepeceyet
npeaynpexaatollyto nuHuto (PucyHok 7.74).

KoHTponb 06nactv — BO3HUKHOBEHWE CUTHANA TPEBOIM, KOFAa 0OBbEKT YacTbio
MU LEeMKOM MOABUACA BHYTPU KOHTYpa KOHTPOAMPYEMOMW 30HbI, WAM Korja
ABUKYLLASCA LleNb Nepecekna Ha BXOA/BbIXO Npeaynpexaatolyo NMMHU0 (3aMKHYTbIN

KOHTYpP) KOHTponupyemoi 30Hbl (PUCyHOK 7.75).

IPxavepa D T

» IP Bugeokamepa Hactpoiku

p Cets

Tun L

¥ CobbiTus
1 Mpasunal Mepecevetve [v| i

Buaeo cobemua
AyauogeTexuma

Cxema

Tennoean KapTa

TpesoxHbIE BX/BbIX
Henonagim
P 3anuck ¥ xpaHeHue
p Cucrema

P> Uudopmauus

Ounbtp (8 Makc. pasmep 8191 *

(O Muh. paamep 0

HacTpoiika napametpos

Hanpaenenn | B 00e CTOpOHbI[ V]
e

[] 3anues
DnurensHocts | 10 cek (10~300)
3anuen
["] Tpes. Bbixon
3agepkxa 10 cex (10~300)
[] Email
CHUMOK
|I'Io ymonuaHmoH OBHoBUTL ” Coxpanuts |

PucyHoK 7.74 - [loanyHKT meHto «BrnaeoaHanutnka»: lepecevyeHne nnHum
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IP-kamepa &= * A E’

» IP Bugeokamepa Hactpoiiku

p Ceri
= & No. [pasuno Tun L

v +]
CobriTus 1 pasunat KowTponb 06n [ | il

Bugeo cobema

AyavogeTexuma

Tennoean kapta

HacTpoitka napameTpos

[evicTene [[] Mosenexune Mepeceuetne

TpeeoxXHbie BX/BbIX
Henonagiwn
P 3anuck u xpaHeHue
» Cucrema Hanpaenesn  Bxon&Bbixoa

P> UHdopmaums e

[] 3anmes
aanucy
Ounbip (8 Makc. pasamep 5191 * 8191 T ey
O Mar.pasmep 0 = 0 3anepxa 10 cex (10~300)
(] Email

V] Crumox

lﬂoymonqaumo” OBHoBUTL “ CoxpaHuTs ]

PucyHok 7.75 - MoanyHKT meHo «BuaeoaHanutnka»: KoHtponb obnactu

cDyHI-(LI,I/II/I N 3HA4YeHNA NnapamMeTpoB BUAEOAHANUTUKWN NpeactaB/ieHbl HUXE

(Tabnuua 7.29).

Tabnuua 7.29 - OyHKUMM U1 3HAYEHUA NApPamMeTpoB MOAMYHKTA  MEHHK
«BupeoaHanntnka
MAPAMETP OyHKUMA

[paBuna KoHduryprnposaHune pucoBaHnem «MbILIbHO» Ha
BUJEON300paXeHUn  npefynpexaarllen  AMHUKM  nNpasuia
BUAEOAHANUTUKMN.

Oyunctutb YoaneHne CKOH(UIypMpPOBAHHONM PUCOBAHMEM «MbIlbIO» Ha
BUAeoN300paxeHun  npegynpexaamllen  AMHWM - NpaBuna
BUAE0AHANUTUKMN.

Pacnucanune HacTpoiika HepenbHoro rpaduka paboTbl Kawaoro npasuna
BUAeoaHanMTUKKN (PUcyHoK 7.76)
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MAPAMETP OyHKUMA

[llenctene «MoaBneHne» — UeNb YacTbld WAW LENVKOM OKa3anacb B
KOHTpONnMpyemown 30He; «[lepeceyeHne» — [ABMKYLWLAACA LeNb
nepeceKkna KOHTPOMPYEMYIO 30HY.

HanpasneHue HanpaBneHue [ABMXEHUA Yepe3 Mpeaynpexaatollyo  NMHAI
BU€0AHANNTUKU

PacnucaHue ABTOMaTMYyeCKas 3anucb BUAEONOTOKA MNpPU BO3HWUKHOBEHUU

3anuncu TPEBOXHOTO COOLITUSA

AnutenbHOCTb [lapameTp ycTaHaBAMBaeT BpemMs, Ha KOTOpoe cuctema

3anuncu BUEOKaMepbl MOC/e OKOHYaHMs CUrHana TpeBoru OyaeT

3aflepXXuBatb 3aBeplueHne BbIMOMHEHUA 3anucu. 3Ha4vyeHue
napametpa B gnana3oHe ot 10c go 300 c.

OtnpaBka Email |[pn BKAOYeHUM napameTpa, CUCTeMa BUAeOKamepbl Oyaer
aBTOMATU4YeCKN OTNPaBAATb 3/EKTPOHHYID NOYTY 3aAaHHOMY
noayvartesnto 0 BO3HUKHOBEHWUM TPEBOTW.

PacnucaHue Mpu BKAOYEHUU MapameTpa, CUCTEMA BUeOKamepbl Oyaet
CHUMKA aBTOMAaTUYeCKN COXPaHATb M300pameHUs npu BO3HUKHOBEHWUU
COObITUI TPEBOT.
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PucyHoK 7.76 — [NognyHKT MeHI0 «BugeoaHanutuka»: PacnnucaHue

7.5.3.5 [MoanyHKT meHio «TensoBasa Kapra»

MoanyHKT MeHo «TennoBas KapTa» npejHa3HayeH AnA KOHMOUTYypupoBaHUS
LLBETOBOW CTAaTUCTUKU ABUXEHUS HA U306paxeHnn. NMoanyHKT meHio «TennoBas KapTa»
CTPYKTYPHO MMeEeT [1Be BKNAAKU AN He0OX0AUMOro KOH(UIYpUPOBaAHUA NapamMeTpoB:

«Tennosas Kapta», «Ot4eT» (PUCYHOK 7.77).
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IP-kamepa S @ " A E‘

» IP Bupgeokamepa Tennosan kapTa Omver

p Cets

[] Brn.

¥ CobbiTua
Bugeo cobbmA
AyauopetexLma
Cxema

Buneoananutuka

TpesoxHbIe BX/BLIX

Henonagxu
P 3anuck U xpaHeHue
» Cucrema

» Undopmauun

[l‘loymonuamuo” O6HoBUTL H CoxpaHute

PucyHoK 7.77 — lognyHKT MmeHio «Tennosasa Kapta»
Bknagka «TennoBas Kapra»

Bknagka «TennoBas KapTa» npefHa3HavyeHa ANsA BKAKYEHUA [ OTKAOYEHMUA U
HaCTPOWKM rpaduka pabotbl GyHKUMM «TennoBas Kapta». WHTepdeinc no

KOH(UTYpMpPOBaHMIO NapameTpoB NpeacTaBeH Hke (PrcyHok 7.78, PucyHok 7.79).

BOLID JLEFIENE S @ A ¥
» IP Bupeokamepa Omver

p Cets

[] Bkn.

Pacnucanue Hactpoiikn

¥ CobeiTusn
Buaeo cobbimua
AyanopeTerumAa
Cxema

Buaeoananutuka

ennoBas KapTa

TpesoxHbie BX/BbIX
Henonagim
P 3anucb 1 XpaHeHue
p Cucrema

» WHdopmauusa

Iﬂoymonuanmoll ObHosuT || CoxpaHuts

PucyHok 7.78 — Bknagka «TennoBas Kapta»

U4 .
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MoHenenkHWE Hactposika
BTopHuK
Cpena
Yeteepr HacTpoiika
MATHULA HacTpoiika

CyGoota HacTpoiika

HiHHE

BoCKDECEHEE HacTpoiika

[]Bee [7] MoHepeneHuk « ETopsuk [ | Cpepa [ | Yereepr [ | MAtHuuya [ | CyGGota [ | BockpeceHse
[v] Mepuoni 00 : 00: 0O [-| 23 : 59 : 59
[] Nepuon2 00: 00: 00O |-| 23: 59 : &9
[] Mepuon3 oo 00 : 00 - 23 : K9 : &S
[] Mepuond oo 00 : 00 |-| 23 : 59 : B9
[] Nepuons o 00: OO |- 23: 59 : 59
[] Nepuoné o 00: OO |- 23: K9 : 59

| COXpanHTL | | OTMeHa |

PucyHoK 7.79 — Bknagka «TennoBas Kapta»: Bpems pabortbl

LilBeToBOM YpOBEHb TEMmjOBOM KaTbl pasfefnedH Ha UBeTa «KPaCHbIN,
«OPAHKEBbIN», KENTbIN», «3eNeHblii» U «CUHWIA». KpacHOMY LBETY COOTBETCTBYeT
camasi BbICOKAs MNOTHOCTb 4ucia (UKCUPYEMbIX [IBUXEHUN pa3HOOOpasHbIX
Ten/obbekToB (ABMXYyWMecs Tena/obbekTbl Mo TUNY W WHAUBMAYANM3AUUU He
pasnuyaTca PyHKumen «TennoBas Kapta» BUAEOKaMepsbl), @ CUHWIA LBET — O3HayYaeT

CaMylo HU3KYI0 NNOTHOCTb (DMKCUPYEMbIX BULEOKAMEPON ABUKEHUN.

Bknapka «Otyer»

Bknagka «OtyeT» GyHKUMKM «TennoBas KapTa» npeaHasHayeHa [AanA
KOH(UTYpMpoBaHMA napameTpoB (POPMMPOBAHMA U MPOCMOTPA OTHETOB (PYHKL MY
«TennoBana KapTta». VHTepdenc no KoHMOUrypupoBaHUIO NapameTpoB MNpeacTaBneH

Huxe (PucyHok 7.80).

\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru




V(CI-252-05. Bepcusa 2. PykoBoACTBO MO 3KCnayartauum 108

IP-kamepa @ © o A E:-»
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PucyHoK 7.80 — Bknagka «OT4yeT»

7.5.3.6 MoanyHKT meH10 «TpeBOXHbIE BXO/bl/BbIXOAbl»

MoANYHKT MeHI  «TpeBOMHble  BXOAbl/BbIXOAbl»  NpefHa3HayeH AnA
KOH(UTYpUPOBaHUS NapaMeTpoB aKTUBALUW pefie TPEBOXHOIO BXOAA BUAEOKaMeEDbI.

NuTepdenc npeactaBneH Hxke (PucyHok 7.81).
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BOL!ID JECIT S © — A E"’

b IP enpeoramepa AxTuBauMA pene
b Cetb
¥ Cobumua [J Bxn.
Bugeo cobbimua TpesowHEN Bx0 Tpesoral
AYOMOOETERLMA -
PacnucaHme HacTporim
Cxema
AHTHOWSEDMHD 0 cek (0~100)  Twngamwea [HO
BuasoaHanuTHES
Tennoean kapTa kA 3anmcs
» TpeBo#HLIE BX/ELD OnuTensHocTs sanmck 10 cek (10~300)
Henonagkm ] Tpes. Buixod
¢ Cucrema _
[] Email
> Undopmaunn
bop kA Crumox
| Mo yMonSaHKID | | OOHOEUTL || CoxpaHUTE |

PucyHOK 7.81 - MOANYHKT MeHI0 «TpeBOXHbIE BXO/bl/BbIXO/bI»

OYHKUUM U 3HAYEHMS NapaMeTpoB npeacTasneHbl Huke (Tabnuua 7.30).

Tabnuua 7.30 — PYHKUMUM 1 3HAYEHUA MOANYHKTA MeHI0 « TPEBOXHbIE BXO/bl/BbIXObl»

[TAPAMETPbI OYHKUMUK
BrnoveHune BrntouyeHne/oTKNOYEHME aKTMBALUK pene.
TpeBOXHbIN BXOA, Homep TpeBOXHOro Bxoaa.
Pacnncanme PacnucaHne aktmeauummn patymka. [lpeaycmMoTpeHO WecCTb
nepuoaoB B Te4eHWe CYTOK AN KAXA0ro AHA Hejenu.
AHTUAM3EPUHT HacTpoiika 4nnTeNnbHOCT BPEMEHU TPEBOKHOIO COOLITUSA.

«HO» - HoOpmanbHO OTKPBLITHIN

Tun patymnka .
«H3» - HoOpManbHO 3aKpbITbLIN,

YcTaHOBKA  ANMTENbHOCTM 3anucu Npu BO3HUKHOBEHUM
coObITMA TPeBOrU. 3HayeHVe HaxoamMTca B AnanasoHe 10 Ao
300 c.

3anuce,
ANUTENIbHOCTb 3aMUcK

U4 .
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[MAPAMETPbI OyHKLMN
TpeBOXHbIN  BbIXoA, | YCTaHOBKA aKTMBALMWM M HACTPOMKA BPEMEHU aKTUBALMUM
3aepxKa nepudepuinHbIX yCTPONCTB NPU BO3HUKHOBEHMM TPEBOTN.
Mpu BKAOYEHUU MapameTpa, CUCTEMA BUJeOKamepbl byaer
Email aBTOMATUYECKN OTNPAaBAATb 3/IEKTPOHHYIO NOYTY 3a4aHHOMY
nosyyaresto 0 BO3SHUKHOBEHUN TPEBOTHU.
CHUMOK Co3aaHMe MOMEHTANbHOro CHUMKA O CcoObiITMM  npu
BO3HUKHOBEHWUM TPEBOTU
Pacnucanne akmmBauuu patymka. l[lpeaycmoTpeHo wWecTb
PacnucaHue 4 A peay P
nepuvoaoB B Te4eHWe CYTOK ANA KaXA0ro AHA Hefenu.

7.5.3.7 [MoanyHKT meHi0o «Henonaaku»

MoAnyHKT MeH0 «Henonagku» npeaHasHavyeH AnA BKIOYEHUA/OTKNIOYEHUS U

HAaCTPOWKM  NapamMeTpPoB  KOHMUIYpUMPOBaHUA  TPEBOXHOrO  cobbiTUA  npu

BO3HNKHOBEHUN OLLII/I6OK, CBA3dHHbLIX C NCNOJIb30BaHUEM KapTbl NAMATH, ownboK cetn

n ownbok asTopusauuun. MoANYHKT MeHI «Henonagku» CTPYKTYPHO WUMEET Tpu

BKMAKM ANA HeoOXoAMMOro KOHUrypupoBaHus napametpos: «OwmnbKa SD KapTbi»,

«OlWmnbKa cetn», «HecaHKUMOHUPOBAHHLIN fOCTYN» (PUCYHOK 7.82).
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IP-kavepa D Za A ¥

b IP emgeockamepa Owmnbra SD kapter = Owmbea cetn HecaHwy, goctyn

b Cetb
— ErT TN cobums HeT SD kapTh
Buaeo cobbimva [] Bxn.
AynuogeTerLmMA TpeE. Bhixog
CxeEMa 3anep#wa 10 cek (10~300)
BugeoaHanuTHES [] Email
Tennosas kapTa
Mo ymonYaHKio | | OOHOEMTE | | CoxpaHnTe

Tpeeo#HbIE BX BB

B 3anuck W XpaHeHwe

¢ Cucrema

¢ Undopmanmn

PucyHok 7.82 — [loanyHKT meHo «Henonagku»

Bknagka «Ownbka SD KapTbi»

Bknagka «Owunbka SD KapTbl» npeaHasHayeHa [na KOHMOUTYPUPOBAHUSA
napameTpoB TPeBOrM Mo COObITUAM, CBA3AHHbLIM C WMCMNOMb30BAHWEM KapTbl NAMATM
BugeoKkamepsbl. HTepdenc npeacrasneH Huke (PUcyHoK 7.83).

KoHTponnpyemblie TpeBoru:

«HeTt SD KapTbi» — B CnoTe AN1A KapTbl NAMATU BUEOKaMepbl OTCYTCTBYET KapTa
namatn «Micro SD»;

«Ownbka SD KapTbl» — B BUAEOKAMepe BO3HWKNA HeycTpaHumasa olmnbKa
paboTbl KAPTbI NAMATH;

«3aKaH4ymMBaetca mecto Ha SD KapTe» — Ha KapTe MamATU HeAOCTaTOYHO
cBOOOAHOrO MecTa ANA BbINOJAHEHUA COXPaHeHWs fAaHHbIX. Pasmep ocTaBulierocs
cBOOOIHOTO NPOCTAHCTBA Ha KapTe MamsATv, No KOTOPOMY BO3HMKAET CUTHAN TPEBOIY
Mo 3TOMY COObITUIO, MOXHO YCTAHABAMBATbL B MPOLEHTAX OT eMKOCTU KapTbl NAMATH,

3a/1aBas Hy}HoOe 3HayeHune B NapameTpe «3aKoHYMNocb mecTto Ha SD KapTe %(0-99)»
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BOL'D BIE¢TE

b IP Engeokamepa

112

A

o

S @

Owwubra SD Kﬂp’l’bll Oumbra cetn

HecaHrky goctyn

b Cetb
¥ CobLims Tin coBbimus Het SD KapTsl
Buaeo cobbimmA (] Ben.
Ay IMOETERLIMA Tpee. Buixog
Cxema Sagepsra 10 cek {10~300)
BugeoaHanwvka [] Email
Tennoesn KapTa
Mo YMONYEHKID | | OOHOBHTE | | COoXpaHHTL

Tpeeo#HbIE BXERIX

F 3anWch W XpaHeHWe

¢ Cuctema

> Undropmaumn

PucyHok 7.83 — Bknagka «Owmnbka SD KapTbi»

OYHKUUM U 3HAYEHMS NapaMeTPoB NpeacTasneHbl HuKke (Tabnuua 7.31).

Tabnuua 7.31 — PyHKLUK 1 3HAYEHMsA NapameTpoB BKNaaku «Ownbka SD KapTbi»

MAPAMETP ®yHKUMA

BrntoueHune/oTkNOYEHME byHKUUK KOH(UrypnpoBaHus
TPEBOMXHOI0 COOLITUA MPU BO3HUKHOBEHUW OWWOKM, CBA3AHHOW C

NCMOJNIb30BAHWEM KAPTbl MaAMATHU

Bkn.

cucTema  BUeOKamepbl byaet
noyty 3ajJaHHoMy

Mpyu BKAOYEHUM napameTpa,
aBTOMAaTU4YeCKN OTNPaBAATb 3/EKTPOHHYIO
noayvaTtento 0 BO3HUKHOBEHWUMW TPEBOT L.

Otnpaska Email

Bknagka «Ownbka cetn»

cetn» AN KOH(UrypupoBaHus

«OwwnbKa npeaHasHayeHa

Bknagka

napameTpoB TPEBOIM MO COOLITUAM CETEBOTO NOAKMIOYEHUA BULeOKamepbl. MHTepdeiic

npeactaBneH HuKe (PUCYHOK 7.84).
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KoHTponupyemble TpeBoru: «Pa3pblB COeAMHEHMs» — pa3pbiB COeAMHEHUs

cetn; «KoHdbnukt IP agpecoB» — HenpaBWNbHOE WCNONb30BaHWE WAWM HEBEpPHOe

Ha3Ha4yeHue P ajpecaunn BuaeoKamepeol.

IP-kamepa S @ A [:"‘

b IP engeokamepa Cumbka SD kaptel] Ownbea ceT I Hecaunky, goctyn

b Cetb
¥ Cobsmua Tiun cobLima PEI3|:II:|IB coeaMHeHMA
Buaco cobmva Brn.
AYOHOOETERLMA [] 3anuce
Cxema OnuTensHocTs samwcu| 10 cex (10~300)
BugeoaHanwTvka [] Tpee. esixog
Tennoeas kapTa Sapepixa 10 cek {10~300)
Tpeso#HbIE BEXBLE
Mo yMon4aHKKD | | OOHOEWTE | | CoXpaHUTE

b 3anKcb W XpaHeHHe

b Cucrema

» Undpopmaumn

PucyHoK 7.84 — Bknaaka «Owmnbka cetu»

OYHKUUM U 3HAYEHMS NapaMeTPoB NpeacTasneHbl HuKke (Tabnuua 7.32).

Tabnnua 7.32 — GyHKLUUN 1 3HAYeHUsA NapamMeTpoB BKNaaku «OwmnbKa cetn»

MAPAMETP OyHKUMA

Bkn. BrntoyeHne/oTKNIOYEHME (byHKL MM KOH(pUTrypupoBaHus
TPEBOXHOTO COObITUA NPV BOSHUKHOBEHUU OLINMOKM CETU

PacnucaHue ABTOMatnMyeckaa 3anucb BWAEONOTOKA NPU  BO3HUKHOBEHUU
3anuncu TPEBOXHOrO COObITUS

[nutenbHOCTb [OnuTenbHOCTb 3amncKU Noc/e 3aBeplieHUs TPEBOXHOMo COoObITHS.
3anucu 3HayeHue napametpa B gnanasoHe ot 10c go 300 c.
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Bknaaka «HeCcaHKLUMOHUPOBAHHbLIN AOCTYN»

Bknagka «HecaHKUMOHMPOBAHHbIN AOCTYM» npegHasHavyeHa Ans

KOH(UIypMpoBaHMSA NapaMeTpoB TPEBOMM MO COObITUAM AOCTYNa Npu ownbKax BBOAA

NorMHa M naponsa Ansa fgoctyna K Buaeokamepe. WHTepdenc npeactaBneH Huxe

(PucyHok 7.85).

EENE Pkavepa < B A ¥

» IP engeckamepa Cumdka SD kapmer Owmbra cetn Hecanku. ,ql:r{:Tyrnl
b Cetb
¥ Cobbrmua 2
Penen cobumn OumSka ssTopusaLm | 3 pas (3~10)
AyAMOZETERLMA TpEE. Bbixog
CxEME JanepHxa 10 cek (10~300)
BugeoaHanuTHEA [] Email

Tennosar kapTa

TpEBD:-:HbIE BX/BbIX

o yMOon4YaHUID | | OOHOEWTE | | CoxXpaHMTE

b Janucb W XpaHeHWe
¢ CucTema

» Wudropmanuma
PrucyHok 7.85 — Bknagka «HeCaHKLULMOHMPOBAHHBIN JOCTYN»

OYHKUMM 1 3HAYEHMA NAapaMeTpPOB BKNAAKN «HeCaHKUMOHMPOBAHHbIA JOCTYN»

npeactaBneHsl HUKe (Tabnuua 7.33).

Tabnunua 7.33 — OyHKUMM M 3HAYEHMSI NAPAMETPOB BKNAAKN «HeCcaHKLMOHUPOBAHHbIN

AOoCTYyN»
MAPAMETP OyHKUMA
Bkn. BrntoyeHne/oTKNOYEHNE PYHKLUN KOHDUTYPUPOBAHNA
TPEBOXHOTO COOLITUA NPK OWMOKax aBTopM3aLmm
OwnbKa KonnyectBo 6e3ycneliHbix MOMbITOK BXOAA B CUCTEMY, TNpW
aBTopm3auumn KOTOpom OyaeT CKOH(UIYpMpoBaHO TPEBOXHOe CoObiTue.
[lnana3oH 3HayeHun: 3 — 10.
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MAPAMETP OyHKUMA
OtnpaBka Email |Mpu BKAOYEeHWM napameTpa, CUCTemMa BUAeOKamepbl Oyaet

dBTOMATUYE€CKN

OTNpaBAATb  3/TEKTPOHHYIO

noyTty 3ajaHHOMY

nony4yarento 0 BOSHUKHOBEHUN TPEBOTHA.

7.5.4 [lyHKT MeHI0 «3anncb U XxpaHeHue»

[lYHKT MeHI «3annucb U XpaHeHMe» npefHa3HayeH AnA yrnpaBieHuA

HaCTpOVIKaMVI pacnncaHnA, pexnma XpdHeHuna W BbINOAHEHUA BUEO03aNnCeNn.

NHTepdenc nyHKTa MeHI0 «3anuncb U XpaHeHne» UMeeT TpU NoanyHKTa: «Pacnucanmey,

«XpaHunuuie», «Hactpoiku 3anucuy». Nutepdenc npeactaBneH Huxke (PUCyHoK 7.86).

IP-kamepa @ @ & A P
P IP Bngeokamepa PacnncaHwe sannucy PacnucaHue CHUMKa MpasgHuKn
P CeTb
b COBLITHA [ Hopma @ [v] [Osuwenwe [ Tpegoram
¥ Sanuck n xpaHeHue 0 2 4 & 3 0 12 14 16 18 20 2 M
[TTT T T T T T T T T I T T T T T T T T T I T I T I T I T T T I T T T TITIITTITIT I ] ~
T ———————————————————————
XpaHeHue apxuea Br
HacTpoiikn 3anuck Cp
P Cuctema ur
> Uncpopmaiius v e — u
T ——————
———
S ————
MNpasgHuEmn

| Mo yMONYaHWKD || OOHOBHTE: || COXPaHHTL |

PUCYHOK 7.86 — [TyHKT MeHI0 «3anucb U XpaHeHne»

Kaxablh  MOANYHKT  MEHK  OTKPbIBAeT  BKAAAKY  KOHMUrypupoBaHUS

COOTBETCTBYOLWMNX NApPaMeTpOB. COXpaHeHI/Ie n MHNUMann3aumna napameTpoB BHAAQKN
BbINO/IHAETCA Yepe3 UHTEPAKTUBHYIO NMadHENb COXPAHEHNA N MHULMNANTN3ALNN HACTPOEK

3101 BKNaaku (PucyHok 7.87).

|I'on:.|0nuaHm0 || ODHOBMTE || CoXpaHnTs |

PucyHok 7.87 — lNaHenb COXpaHEHMUS U MHULMANN3ALUN HACTPOEK
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7.5.4.1 MoanyHKT meHI0 «PacnucaHue»

MoanyHKT MeHl «PacnucaHue» MNO3BONAET NPOCMATpMBaTh W YyNpaBAATh
napameTpamy pacnucaHus 3anucu BUAEONOTOKA U COXpPaHEeHUs u3ob6paxKeHUn ¢
BUAeonoToKa. MoanyHKT MeH «PacnucaHue» CTPYKTYpHO UMeEeT TpPWU BKNAAKU ANS
HeobXoAMMOro  KOH(pUTrypMpoBaHWA nNapameTpoB: «PacnucaHue 3anucu» -
KOH(UIypMpoBaHMe KaneHaapHoro pacnmcaHus 3anucu Buaeonotoka; «PacnucaHue
CHMMKa» — KOH(MUrypupoBaHuWe KaneHJapHOro pacnucaHua MNo COXPaHEeHUo
n306paxeHUn ¢ BMAEONOTOKA; «MpasgHMKM» — KOH(UIYpMpOBaHME KafeHAapHOro

pacnucaHus pabotbl Bugeokamepbl (PucyHok 7.88).

IP-kamepa S & — A E’

P IP BMOEOKaMEpa - — : r— .
P CeTb

P CoBbITHA

¥ 3anuck W XpaHeHWe

> PacnucaHwe

XpaHeHWe apxuea

HacTpofkK 33n1cK
P Cuctema

P> WHpopmaums

PucyHoK 7.88 — lNoanyHKT MeHto «PacnncaHue»

Mepen HACTPOWMKOM pacnucaHus Mosb30BaTeNlb AOMKEH BKIKYUTL PEXUMI
BbIMOMIHEHMS 3aNUCU U CHUMKOB. ECAn pexumbl 3anncu U CHUMKOB BbIK/IOYEHbI, TO
BU€OKamepa He ByaeT 3anncbiBaTb BUJEONOTOKN UM feNaTb CHUMKN B COOTBETCTBUM

C pacnnucaHnem.
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Bknapka «PacnucaHue 3anucu»

Bknagka «PacnucaHue 3anucu» npeAHasHayeHa [Ans KOHMUIYpUpPOBaAHUA
NnapameTpoB eTa/bHOro HeJenbHOro KaneHaaps pacnmcaHus no BbINOJHEHWIO 3aMKCK

BUaeokamepoi. MHtepdenc npeactasneH Hke (PucyHok 7.89).

NG pvers @ W A B
P IP eMacoKaMepa PacnucaHmne sanucy Pacnucaiue cHumka  [pasoHMEn
P Cetb
P CO6EITHA [v] Hopma B[] Oewkenve [V Tpesora @

=

2 4 6 8 10 12 14 16 18 20 22 24
[TTT T T T T T T T T I T T T T T T T I T T T I T I T T I T TTI T T ITITTITIITIITTI 1]

¥ 3anuck U XpaHeHWe

T —————————————
XpaHeHwe apxMEa Br m
HacTpoiiki 3annuci Cp

> Cucrema " -

P WHcpopmaumn M m

cs mm
T

| Mo ymonyaHuo || ODHOEMTE || CO¥paHUTL |

PucyHok 7.89 — Bknapaka «PacnucaHue 3anucu»

3afjante Ana Kaxjaoro AHA Heaenu nepuoibl BpeMeHW BbIMONAHEHWUs 3anucu
BMAEOMNOTOKOB, OTMETMB MX C MOMOULbID Mbi Ha rpaduke (PucyHok 7.89) wnu

BBe/IMTE BPEMEHHbIE MHTEPBANbl BPYYHYt0 BO BKNaaKke «Hactpoika» (PucyHok 7.90).

=TRIRIT! Ll ] o oo

Kad
[] Bee MH 1 Br []cp ] Yr 1 nr [] co ] Be [ NpaagHmim
MNepuont 0O - 00 : 00 23 . 59 : 59 |[] Hopma [v] Oeweenve [y Tpesora
lNepuon2 00 : 00 : €0 23 : 59 : &9 |[] Hopma [ ]| Oewkenwe [ | Tpesora
MNepuon3 00 : 00 : €0 23 : 59 : &9 |[] Hopma [ ]| Oewkenwe [ | Tpesora
Meprond 00 - 00 - 00 23 . 59 : 59 |[]| Hopma [ | Osweenwe [ | Tpesora
Mepwons 0o - 00 - 00 23 . 59 : 59 |[]| Hopma [ | Osweenwe [ | Tpeeora
Mepwont 0o - 00 - 00 23 . 59 : 59 |[]| Hopma [ | Osweenwe [ | Tpeeora
| CoxpaHiuTs | ‘ OTMEHA ‘

« » SEC.RU

PucyHok 7.90 — BKknagKa «PacnucaHue 3anncuy»: Hactponkm
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Bknapka «PacnucaHume cHUMKa»

Bknagka «PacnucaHue CHUMKa» npefHa3HayeHa ans KOH(PUrypupoBaHus
napamMeTpoB [eTajibHOTO HEeAENbHOr0 KafNeHAaps pacnucaHWs no  BbIMOSHEHUIO
COXpaHeHus n300paxeHUit ¢ BUAEONOTOKOB BUeoKamepbl. MHTepdenc npeacTasneH

Huxe (PucyHok 7.91).

IP-kamepa S @ ' A ¥

» IP BMOEROKaMEpaA Pacnucanwue :samml PacnucaHwe CHUMKA Mpa3zaHuen

» CeTb
b CobLTHS ] Hopma ® [¥] Osikenne ] Tpesora W

=]

¥ 3anuck W XpaHeHHe 2 4 6 8 10 12 14 16 18 20 22 24
N T T N A |

"“ Hacroi

XpaHeHue apxXuea

g

HacTpoim

HacTpoiikn aanmcu

Q
o

HacTpoim
p Cucrema

5

HacTpoitkm
P WHchopmaums

g

HacTpoim

HacTpoitkm

g

HacTpoim
MpazgHKEA

HacTpoitkm

| Mo yMOonYaHu0o || OOHOBMTE: || COXpaHHTL |

PucyHok 7.91 — Bknapgka «PacnncaHme CHUMKa»

3apanTe ANA  KaXAOro JHA Hejenu nepuoibl BPEMEHW  BbIMOAHEHUA
COXpaHeHUs M300paxeHnit, OTMETUB UX C MOMOLLbIO MblliK Ha rpaduke (PucyHok 7.91)
NN BBEAUTE BPEMEHHblE MHTEPBaNbl BPYYHYI0 BO BKNaake «Hactpoiku» (PucyHOK

7.92).
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kad
] Bee MH 1 Br ] cp ] 4r O nr [ co ] Bc ] MpazgHmem
Mepuopi 00 : 0D : 00 |-| 23 : 59 : 59 |[] Hopma [v] Oewkenne [v] Tpeeora
Mepuon2 00 : 00: 00 |[-| 23 : &9 : &9 |[] Hopma [ | Oewkenwe [ | Tpeeora
MNepuog3 00 : 00 : 00 |- 23 : 59 : 59 |[]| Hopma [ | Oewkenwe [ | Tpeecra
Mepuond 00 - 00 : 0D |-| 23 : 59 : 59 |[] Hopma [ | Oewmenwe [ | Tpeeora
Mepuons 00 : 00 : 00 |- 23 : 59 : 59 |[] Hopma [ | Oswmenwe [ | Tpesora
MNepuont 00 - 00: 00D |-| 23 : 59 : 59 |[] Hopma [ | Oewxenwe [ | Tpeeocra
| COXpAHNTE ‘ | OTmeHa

PucyHok 7.92 — Bknagka «PacnucaHne cCHMMKa»: Hactpomnkm
Bknaaka «llpa3gHuku»

Bknagka «lpa3gHuKu» npeaHasHayeHa Ans KOHPUrypupoBaHua napameTpoB
1 YCTAHOBNEHMUS UCTIONHAEMOro BUAEOKAMEPON rofJ0BOro PacnncaHus BbIXOAHbIX AHEN
B paboTe BuaeoKamepbl. MHTepdelic npeactasneH Huke (PUCyHOK 7.93).

BoibepuTe B KaneHaape AaTbl BbIXOAHbIX, MPa3fHUYHbIX U WHbIX [HEW, B

KOTOpble He A0/IXHa OCYyL eCTBNATbCA 3alnNCb NN COXpPaHEHNE m3o6pa>+<eHm7|.
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IP-xamepa S &

b IP EMOEOKaAMEpA Pacnucanue 3anucK Pacnucadue EHHMK‘Ei MpasaHuEN
P CeTk
P CoBBITHR D FacnucaHme 3anucK |:| FacnvcaHyve cCHUMES

¥ 3anuck W XpaHeHWe

> Factnucadwe

XpaHeHWe apxWEa

Map

MH Br Cp Yr nr Co Bc

HacTpoKK 33nHcK

"
b CucTema 2 3 4 5 &
13 14

P WHdopmauma 9 10 11

16 17 18 19 20 21 22
23 24 25 26 27 28 29

30 3

‘ OOHOBMTE H COXpaHHTL |

PucyHoK 7.93 — Bknapgka «[lpa3gHuKmn»

7.5.4.2 MoanyHKT meHI0 «XpaHeHUe apxusa»

[MoanyHKT MeHI0 «XpaHeHMe apxumBa» nNpeAHasHavyeH pAnA npocmoTpa u
ynpaBneHne napameTpamy HaCTPOMKM XpaHEHUA apxuBa BMAeONOTOKAa. B KauvecTBe
XpaHuAuLa MOXHO MCNOMb30BaTb CeTeBOW pecypc cepsepa FTP, ceteBoe xpaHunuiye
NAS, Micro SD KapTy namaTi BuaeoKamepbl.

[MoANYHKT MeHI0 «XpaHeHne apxmBa» CTPYKTYPHO MMEET YeTblpe BKAAAKM ANA
Heob6Xx04MMOro KOH(UIypUpoBaHUA NapamMeTpoB: «XpaHeHne» — KOH(UIypupoBaHue
mMecTa COXpaHeHua BUAeONoToKa; «SD KapTta» — KOH(MWUIYpUMpOBaHWE pexuma
yTeHusa/3anucm ©  «ropsyerr 3ameHbl» SD  KapTbl Buaeokamepsbl; «FTP»  —
KOH(urypupoBaHue cepeepa FTP ana apxXxnBHOro XpaHeHMsA AaHHbIX BUAEOKAMEPDI U
«NAS» — KoHurypupoBaHne NAS ans apXMBHOTO XpaHeHWA [LaHHbIX BUAEOKaMepbl

(PucyHok 7.94).
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IP-kamepa

S @ ¥ A P

b IP BHAEOKaMepa e

- —

& s e L

p CeTb

p CoOBBITMA

¥ 3anuce U XpaHeHWe
Pacnucadue

> XpaHeHwe apXWBa

HacTpoikn 3anuci

p CucTEMa

P WHpopMaLMA

PucyHOK 7.94 — [ToANyHKT MeHI0 «XpaHeHne apxmBa»
Bknagka «XpaHeHue»

Bknagka «XpaHeHue» npefHa3HayeHa AN yNpaBfieHWs nNapameTpamu

HaCTPOMKM MecTa XpaHeHus BuaeonoToka. MHTepdelic npeactaBneH Huke (PUCyHOK
7.95).

« » SEC.RU

IP-xavepa > @ W A P
P IP EMgeokamepa SD kapTa FTP NAS
2 s Pacnucanue 3anuce PacnucaHue CHUMEKA
| B Tun cobuimuA MocToAHHO OGHap. ABMKEeHnA Tpeaora Tun cobuiTiA MocToAHHD OfGHap. ABMKeHA Tpesora
¥ 3anuck W XpaHeHue SD kapra ¥ % SD apra ¥ ¥

PacnucaHve FTP = O F FTP ¥ ¥ ¥
NAS a o ] NAS O o a

HacTpoiikA 3anuck

| Mo ymon4yaHu || O0HOBMTE || CoxpaHnTs
» CucteMma
> UHopMmaums
PucyHok 7.95 — Bknagka «XpaHeHue»
Bknapka «SD kapta»
Bknagka «SD kKapTta» npegHa3HavyeHa Ans  ynpasneHua  QyHKUMAMU

noarotoBku (hopmatMpoBaHusa), 3ameHbl, Pexuma uyTeHue/3anucb paboTbl KapThl

namatn Buaeokamepsol. MiHTepdenc npeactasneH Huxe (PucyHok 7.96).
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IP-kamepa @ @ ¥ AP
P IP BMOEOKaMEpa XpaHeHuwe FTP NAS

p Cetb

» CobeiTHA

¥ 3annck M XpaHeHue
Pacnncanne
HacTpoiku 3anucu

P Cuctema

P MHcbopmauua

Tonsko uTeHue || YTenne/sanues || OpAYEA 3aMeHa || OBHOBHTE

PucyHok 7.96 — Bknagka «SD KapTa»
Bknagka «FTP»

Bknagka «FTP» npepgHa3HayeHa [fis ynpaBAeHUs napameTpamu HaCTPOMKM
aBTOPM30BAHHOrO A0CTyNa BUAeOKamepbl K cepBepy FTP anA apXMBHOrO XpaHeHus

NaHHbIX BUAeoHabnoaeHuna. UHTepdeiic npeactaBneH Huxe (PUCyHOK 7.97).

IP-kamepa S & _ A

P IP Engeckamepa XpaHeHue SD kapta FTP NAS
Sk Brn. SFTP(peromengyeTcs)| |
P CoBbITHRA
Cepeep 0.0.0.0
¥ 3anuck U XpaHeHHe
Mopr 22 (0-65535)
PacnucaHue
Mons30earent anonymity
HacTpoiikn 3anucK Mapons
P CucTema AupekTopus share
P WHcpbopMaLKa Tpesora (nokansH)

Tecr

‘ 10 YMOMYHWID H OOHOBWTE || CoXpaHiTL

PucyHok 7.97 — Bknagka «FTP»

Bkntounte dyHKkumio FTP, 3anonHute apgpec cepsepa FTP, nopt, umsA

nonb3oBarena, napojib " COOTBeTCTBy}OLLLI/IVI MNyTb CoxpaHeHuA. [locne coxpaHeHus
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BBE€€HHbIX AdHHbIX PEKOMEHAYETCA Bbl6paTb «Tect» pnAa NPpoBEPKN BO3MOXHOCTU

COXpaHeHUA BUAEOonoToKa Ha cepsepe FIP.

Bknagka «NAS»

Brknagka «NAS» npepHa3HaveHa ana ynpasineHua napamerpamu HacTPOUKU
aBTOPU30BAHHOIO AOCTYyNa BUAeoKamepbl K ceteBomy xpaHunuuly NAS ana apxmBHoOro

XpaHeHWs faHHbIX BUAeoHabntoaeHus. NHtepdenc npeactasneH Hmke (PucyHok 7.97).

IP-kamepa S z A E’

»IP BHOeOKaMepa XpaHEHI'IE SD KapTa FTR MNAS
P CeTb
Bkn. NFS
P CoBBITHA
Cepeep 0.000
¥ 3anuck U XpaHeHHe
OWpeLTopKA
Pacnucanue
» XpaHeHwe apXHEa [0 YMONYaHUID || OOHOBUTE H COXpaHnTs

HacTpoikm 3anucK
P CucTema

b WHchopmaums
PucyHok 7.98 — Bknagka «NAS»

Bknouute ¢yHrumio «NAS», 3anonHute agpec cepsepa NAS, yKaxute nyTb

(nanKky), nocne 3TOro BO3MOXHO COXpaHeHMe 3anucu unn n3obpaxeHus Ha cepsepe
FTP.

7.5.4.3 MoanyHKT meHlo «HacTponku 3anucu»

MoanyHKT MeHI «HacTpoWKku 3anucu» npefHasHayeH [Afis  HACTPOMKU

napameTpoB 3anucu BugeonoToka. MHtepdenc npeacrasneH Huke (PucyHok 7.99).
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IP-kamepa O

» IP BEMOEOKaMeEpa HacTpoitku 3anucu

P CeTk

b COBBITHA OTpeack 3anMci 8 MuH. {1~120)

¥ 3anuck M XpaHeHHe Mpepsanucs 5 5 (0~3)
PacnucaHve 3anon-Hue SO kapTel  [epezanuck
XpaHeHWe apXMES Pexm 3anuck (® Asto () Bpyudywo () Bein.

MoTok ANA 33MMcK CcHOBHOW NOTOK
b CHcTEMA

Mo yMOonNUaHKo | | (OOHOBMTHL | ‘ CoxpaHiTh
P UHdopmauua

PucyHoK 7.99 — lloanyHKT MeHt0 «HaCcTpoMKKN 3anncu»

YcTaHoBUTe AnntenbHOCTb 3anncy (0T 1 4o 120 muH), Bpems npeaBapuTenbHoN
3anucn (0T 0 A0 5 €) A0 BO3HWKHOBEHUA COOLITUS U BbiOepUTE pPEXUM 3amnucu.

OnpeaenvTe NOTOK 3aMMUCU: OCHOBHOM WAV AONONHUTENbHBIN.

7.5.5 TlyHKT meH10 «Cucrtema»

[yHKT MeHl «CucTtema» npegHasHayeH Aaa NPoCMoOTpa W yrnpaBieHUA
6a30BbIMI CUCTEMHBIMM MapameTpamy BUaeOKaMepbl.

NHuTepdenc nyHkta meHw «Cuctema» MMeeT CeMb NOAMYHKTOB: «ba3oBble
HaCTPONKNY, «[lonb3oBarenny, «be3onacHocTby, «llo YMOYAHUIO»,
«MImnopT/3KcnopT», «ABTOMYHKLUN», Ob6HOBNEHMEe». VIHTepdhenc npeactaBneH HUXe

(PucyHok 7.100).
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IP-xamepa S &=

b IP BEHgEOKaMEpa L =
P CeTbk
P CobbITHA

P 3anUck W XpaHeHWe

¥ CucTema N
|
MonszoEaTENnK

Mo ymonyaHumo
MmnopT/3kcnopT
AETOMYHELIMK

OGHoBNEHME

P WHdopmaumn

PucyHoK 7.100 — lNyHKT meH10 «Cuctemas

Kaxabll  MOAMYHKT  MEHI0  OTKPbIBAET  BKNAAKY  KOHMUrypupoBaHUA
COOTBETCTBYIOLMX NapameTpoB. CoxpaHeHne U UHULMANN3aLMA NapameTpoB BKNAAKM
BbINOMHAETCA Yepe3 MHTEPAKTUBHYI0 NaHe/ b COXPAaHEHUA U UHULMANU3aL MM HAacTpoeK

3To BKnagku (PucyHok 7.101).

|I'onr.|0nuaHm0 || ODHOBMTE || CoXpaHnTs |

PrucyHok 7.101 — [laHenb COXpaHeHA N MHULMANU3aLUN HaCTPOeK

7.5.5.1 MoanyHKT meHlo «ba3oBble HACTPOUKUY

MoanyHKT MeHl «ba3oBble HACTPOMKU» NpeAHasHayeH AAA NPOCMOTpa U
ynpaBNeHua CUCTEMHbIMM nNapameTpamu BblOOpa CTaHAapTOB  BWUAEO, A3bIKA
nHTepdenca, WUMeHN BugeoKamepbl. [loagNyHKT MeHlo «ba3oBble HACTPOMKM»
CTPYKTYPHO MMeEeT [iBe BKNAAKMN AN He0OX0AUMOro KOHUIYpUpPOBaHUA NapamMeTpoB:
«ba3oBble HACTPOMKM» — KOH(PUTYpUPOBaHME OCHOBHbIX HA30BbIX HACTPOEK CUCTEMbI;
«[lata/Bpemsa» — KOHMUIypUpoOBaHUE CUCTEMHbIX NapaMeTpoB BPEMEHM W AaThl

Buaeokamepbl (PucyHok 7.102).
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IP-kamepa D &

b IP Bngeckamepa Basoekle HacTponkn  [ata/Bpema

p Cete

b CobbiTUA WMma ycTpoiicTea AG02691PAG34A07

b 3anuMce U XpaHeHue Fabik PyCCKMi

¥ Cucrema CraHgapT EMgeo PAL
6 y

_ Mo ymonuaHuio | [ OBOHOBMTE | I CoxpaHuts

[NonbaosaTenw
BezonacHocTe

Mo ymonuanuo
WMmnopt/3kcnopTt
AeTodyHELMK
OfHoEneHWE

P WHdopmaunna
PrucyHoK 7.102 — NoanyHKT meHto «ba3oBble HACTPOMKM»
Bknaaka «ba3oBble HACTPOUKU»

Bknagka «basoBble HACTPOWKW» NpeAHa3HayeHa AN NpocMoTpa U
ynpaBfeHUs CUCTEMHbIMKM napameTpamy Bblbopa CTaHAapTOB BWUAEO, A3blKa

nHTepderca, umeHn Buaeokamepsl. HTepdeic npeacrasned Huxe (PucyHok 7.103).

IP-kamepa

P IP EMOEOKaMEpPa IEasoahle Hacrpniiml Oata/Bpema

P CeTk
P COBLITHRA Mm#A yCTpoHCTEE 2M0249BPAKDDDA1
P 3anuck M XpaHeHHe Azblk | Pyccrmit v
¥ CucTema Craugaprsageo | PAL v|
Nepexniosee caeta @) Bun. O B
MonezosaTend
| Mo YMOMYaHuD H OOHOBHTE || COXpPaHHTE

Mo yMon4aHWwo

HMmnopT/3Kcnopt

PucyHok 7.103 — Bknaaka «ba3oBblie HacTponKu»
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Bknagka «[lata/Bpems»

Bknagka «[lata/Bpems» npeaHasHayeHa Ana npocmotpa M ynpasBneHus
CUCTEMHbIMKX NapameTpammn BpemMeHn 1 aatbl Buaeokamepsbl. IHTepdenc npeacrasneH

HuKe (PUCyHOK 7.104).

IP-kamepa S &=

b IP BEMOEOKaAMEpPaA Basoeble HacTpoiik] [Jata/Bpems

b CeThb

b COBBLITHS {opmat gatsl ||—DJ1—MECF|LI,-,D,EHI:~ V|

b 3anuck W XpaHeHWe dopuar epemenn |24y v|

¥ CHCTEMA Yacosoil noAc | GMT+03:00 V|

Terywee spewn | 2020-05-17 = 22 00 55
Mons30EaTenu [] NetHes epems
M0 YMOMYAHWID Tun ® Oata () Hegens
Vimnopt/3kcnopr Hauano B v|[1 v| 00 - 00 - 00

ABTOMDYHKLIMK T T— | AHB v|[2 v 00 : 00 : 00

OBHoBNEHWE [] Curixp.c NTP
> Vkipopmalius NTP Cepeep clock.isc.org
MopT 123
Mepwos oSHosneHua | 10 MuH. (0~30)
| Mo yMon4YaHuH | | OOHOBMTE | | CoxpaHiTs

PucyHok 7.104 — Bknaaka «/[lata/Bpemsa»

OYHKL MM U 3HaYEeHUA NapaMeTPOB Npe/cTasneHbl HUe (Tabnuua 7.34).

Tabnuua 7.34 — OyHKUMM 1 3HAYEHUS MapaMeTPOB BKNaaKku «[ata/Bpemsa»

[MAPAMETP PyHKUMA
®opmar gartbl Bbibop thopmaTa aaThl
dopmat BpemeHu 24-4yacoBow 1 12-yacoBoun hopmaTbl BpEMEHM
YacoBou nosc BbiGop YacoBoro nosca
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[TAPAMETP

OyHKUMA

Tekywee Bpems

HacTtponKka TeKylero BpemMeHW W faatbl, CMHXpPOHM3ALUA C
TeKywmnm spemeHem (K

YcTaHOBKAa B COOTBETCTBUMM € Gopmatom AaTbl uaM B

Tun DST COOTBETCTBUM C HefenbHbIM (POpmaTomM nepexoda Ha neTHee
Bpems

CuHxp. ¢ NTP BkiitoyeHne npoToKona CeTeBOro BpemeHu

NTP Cepsep BBopg agpeca cepsepa BpemeHH

MopT [MopT NnoAKNIOYEHNA K cepBepy

NMepuoa 06HOBNEHNA

3afaHMe NepuoaAMYHOCTM CUHXPOHM3ALMKM YCTpoMCTBA C
CEPBEPOM BpPEMEHMU

7.5.5.2 MoanyHKT meHio «[lonb30BaTenun»

MoanyHKT MeH «llonb3oBatenu» MNo3BOASAET KOHMDUIYpUPOBATb CUCTEMHbIE

napameTpbl yYeTHbIX 3anucen sBuaeokamepbl (PucyHok 7.105). YueTHas 3anucb — 310

MMA NOoMAb30BaTeNsA UNv rpynnbl yquHon 3anuncu.
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BOL!D JLECITIT] @ @ A P
» IP Bupgeokamepa MonbzoBatenu 0
» Cets
» CoBkiTis L Aviosumaro
P 3anuck U XpaHeHWe s
¥ Cucrema
1 admin admin admin 's account ra -
BazoBbie HACTPOAKK
S
BezonacHocTe
Mo ymonuanue
WnanopT/SkcnopT
ABTODYHKLN
Q6Hosnexne
» Wndbopmayms Npaea
User MpocwmoTp BocnpouzeegeHue System System Info
Manual Control File Backup Storage Event Network
Peripheral AV Parameter Safaty Maintenance

PucyHok 7.105 — [lognyHKT meHto «[lonb3oBaTtenny»

Mone3osarens

O0R3aTeNLHOE NoNe

Mapone

MyHWMANSHAA AnvHa chpazkl 8 CMMECNOS

MogTeepiMTs MNapons

Mpynna |admin “

MNMpHUMEYAHKHE

<]

Mpaea Bce
MpocmoTp
BocnpouseegeHne

HacTp. 2anucu

] R R

BoccTaHoen.

‘ MyTe ‘ | OTMeHa |

PucyHok 7.106 — MoanyHKT MeHio «Monb3oBaTtenu»: [lobaBuTb Nonb3oBaTens

IMA y4yeTHOW 3anucu noib3oBaTenss MOMeT cojepwaTb A0 15 CUMBOMOB.
Maponb y4eTHOM 3annCK JOMKEH COAepPIKaTb TONbKO LMdPbI 1 OYKBLI. Monb3oBaTens C
npaBamn agMUHMUCTPATOPa MOXET U3MEeHATb Napo/b APYroro nojab3oBaTens. MoxHo

Bbl6paTb COOTBETCTBYOLWYIO Trpynny W HA3Ha4YnTb nNpaBa A1 nonb3oBartenen B

U4 .
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3dlaHHbIX rpynnax. Nma nonb3osarena n nms rpynnbl AOTHKHbI ObITb eJUHCTBEHHbLIMWA.
HE\XOﬂ,HLLI,VIVICH B CMCTEME MNONb30BaTe/lb HE MOMET U3MEeHATb COOCTBEHHble npasad.
O6paTVITe BHUMaHHME: MpaBa MNONb30BATENA HE MOTYT MpeBblllaTb 3adHHbBIX MNpdB
rpynnbl. I'Ipm pa3peweHnn aHOHMMHOTO BXO/Jd B CUCTEMY (C OrpaHM4YeHHbIMM I'IpaBaMl/I)
He Tpe6yeTc>=| BBOAUTb NMMA MOJIb30BAaTeENA N NMapPOb. npl/l ,El,06aBﬂeHI/II/I nonb3oBarena K
rpynne HeO6XO,CI,l/IMO Ha3Ha4Y1Tb Npasad.

[Ins  pelakTMPOBAHWA Y4YeTHOW 3amuCcu, CMEHbl Mapons  MCMNONb3ynTe

WHTEPAKTUBHbIA 3NeMeHT ynpasienus - L.

[lna Bxona B CUcTemy BnaeoKamepsbl bes dBTOPU3ALUNUN CNYHUT l/IHTepaKTl/IBHbIﬂ

Bxop Ge3 asTopM3aumK

3/IeMEHT yrnpaBeHuns
B cucteme BUE€OKamepbl MO YMOAYAHUIO UMEKOTCA [1BE yYeTHble 3anucu rpynn
nonb3osatenei: «admin» U «user». [lonb3oBatens «admin» KMeeT npasa

aAMUHKCTpaTopa.

7.5.5.3 MoanyHKT MmeHI0 «be3onacHoCTb»

[MoanyHKT mMeHto «be3onacHoCTb» npepHasHavyeH AnA ynpasfieHUA CeTeBbiM
npoTtoKonom SSH u ynpaBneHna napameTpamu ceteBoro IP ¢punbTpa BuaeoKamepsl.

NuTepdenc npeactaBneH Hxe (PucyHok 7.107).
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IP-kamepa S @ ¥ A -

P IP Bugeokamepa SSH IP ®uneTp

p Cete [ Be. SSH

P CobbiTnA

b 3anuck v XpaHeHHe lNo ymonuaHuio | [ OBHOBWTE | I CoxpaHnTs
¥ Cucrema

BazoBLle HACTPOMEMW

MonszoBaTenu

Mo ymonuanuo

WMmnopt/3kcnopt
AETOYHELMK
ObHoeneHwe

» WHdropmaunna
PucyHoK 7.107 - TlopanyHKT meHto «be3onacHOCTb»
Bknagka «SSH»

Bknagka «SSH» npepHasHaveHa gnsd ynpaBieHUA ceTeBbiM NPOTOKONOM SSH.

NuTepdenc npeactaBneH Hke (PucyHok 7.108).

IP-kamepa S &

P IP Bngeockamepa SSH IP @uneTp

p Cetb [ Brn. SSH

P CobkiTHA

b 3anuck M XpaHeHue [No ymonuaHuio ‘ I COBHOEUTE ‘ [ CoxpaHuTe
¥ Cuctema

Bazoetie HacTpOKM
lNoneaoeaTenn

Mo ymonuaxswio
Wnanopti3kcnopT
AeTodyHELMK
OBHoENEHWE

» WHdopmaumna

PucyHoK 7.108 - Bknagka «SSH»
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OyHkums SSH nossonsieT ypanéHHo 6Ge3onacHo yepe3 ceTb paboTath ¢
BUIEOKAMEPON C KOMMbIOTEPA Yepe3 KOMaHAHylo 000104Ky, nepeaaBatb Mo
WnchpoBaHHOMY KaHaly 3BYKOBOW MOTOK, BWAEOMOTOK BUAeoHabnwogeHus,

0OHOB/EHMA.

Bknaaka «IP ®unbrp»

Bknagka «IP ®unbTp» npeaHasHayeHa Ans NpocMoTpa W ynpasBneHus
napameTpamn pabotbl ceteBoro IP dnnbTpa Bugeokamepsbl. MHTepdenc npeactasneH

Huxe (PucyHok 7.109).

IP-kamepa @ & A ¥
P IP engeokamepa SSH Q

b Cemn
» CobuiTus TP
P 3anuck 1 xpaHeHue
¥ Cuctema
bazoekle HACTROMKM
Mone3oeatenm
be30nacHoCTh
TMo ymonuaHuio
Wnnopt/Skcnopt
ABTODYHKLM

ObHosneHue

» Wncbopmauns [loBaeuTs IPIMAC

| Mo yMonuaHuo H OBHOBHTE H CoxpaHuTs

PucyHoK 7.109 - Bknaaka «IP ®unbtp»

OyHkums P dunbTpa nNO3BONAET BbIMNOJAHWUTL HACTPOMKY TaK, u4TOObI
nonb3oBatenun ¢ onpegeneHHoimn IP/MAC aapecaMm MoOriM UMeTb AOCTYN K CETeBOW
Bugeokamepe. Ecnm Bknwountb GunbTp, To Aoctyn K usaenuto 6yayt umetb TOJIbKO
nonb3oBatenn ¢ gobaBneHHbIXx agpecoB. MoxHo aobasnath IP-agpec, ananasoH IP-
aapecos unn MAC. Obpatute BHumaHue: Cneayet 3aaatb MAC-aapec B OJHOM U TOM

e cermeHTe ceTul.
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IP agpec Mt Do 0

| CoXpaHWTL | | CTmeHa ‘

PucyHok 7.110 — Bknaaka «IP ®unbtp»: [lobaBnenue IP/MAC agpeca

Monb3oBatensam 3anpeuiaetca ycrtaHasnaueath |IP/MAC-agpec ycTpoinctea B
KayecTBe HaAexHbix cantoB. lMpoBepka MAC moxeT ObiTb [eACTBUTENBHOM TONbKO

Toraa, Koraa IP-agpec yctponctea u IP-agpec MK HaxoaaTca B 0AHON TOKANbHOMW CETU.

7.5.5.4 MoanyHKT meHio «llo ymonyaHuio»

MoANYHKT MeHio «Io ymon4yaHuio» npeaHasHadyeH ana cbpoca Bcex HacTpoek
YCTPOWCTBA 0 COCTOAHMA «NO ymonyaHui. VHTepdenc npeacrtasned Huke (PUCYHOK

7.111).

IP-kamepa S @

> IP BMaeokamepa Mo ymon4aHuio
P CeTk
p COBLITHA Mo YyMONYaHK

P 3anUCk K XpaHeHHe
¥ CHcTeMa
BazoBLIe HACTDOMEN
Monszosarena

MmnopT/3KcnopT

AETOMYHELIMK
OOHoBENEHWE

P WUHopmaums
PucyHok 7.111 — [MoanyHKT meHto «[10 ymon4yaHuio»

(Jk)VMOﬂanMD»-BOGﬁHHOBﬂeHMGBCeXﬂapaMeTDOBBMﬂEOKaMepH,KDOMe
3HaYeHUN dKTYyaJ/IbHbIX TEKYLWNX HACTPOEK CETU N aBTOPU3aLnn ﬂOﬂb3OBaTeﬂeﬂ,prﬂﬂ

nonb3oBaTenemn.
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7.5.5.5 MoanyHKT meHio «MIMnopT/3KcnopT»

MoanyHKT meHio «/mnopT/3KcnopT» npeaHasHavyeH Ans mMmnoprta/3kcnoprta
(anna KoH(uUrypMpoBaHua BCex NapameTpoB Buaeokamepbl. WHTepdenc

npeactaBneH Huxe (PucyHok 7.112).

IP-kamepa S

b IP EMgeokaMepa WmnopT/3kcnopT

b CeTb

b CobuiThA sy

P 3anuck W XpaHeHue i — | | SkcnopT
¥ Cuctema

Bazoekle HACTPOMWEK
Monsb3oeaTenu
[0 yMONYaHWKD

S roprenonr |

ABTODYHELIMK

OBHOENEHWE

P WHpopMaumsA

PucyHok 7.112 — NMoanyHKT MeHto «MMnopT/IKcnopT»

OyHKuma «MmnopT» npeaHasHayeHa AnA 3arpy3ku C KomnbloTepa (ceTu) B
cuctemy BuaeoKkamepbl hanna KoHdurypaumum (HaCTpoeK) BUIeOKaMepbl.
OYHKUNA «IKCNOPT» NpefHa3HayeHa Ana COXpaHeHUs B KoMMbloTepe (ceTu)

thanna KoHpurypauun (HacTpoeK) BUJEOKaMEpHI.

7.5.5.6 MoAnyHKT MmeH10 «ABTO(YHKLUNY

MoANYHKT MeHI0 «ABTOPYHKUUU» NpeAHa3HayeH ANS HACTPOMKM NnapameTpoB
aBTOMATUYeCKOM nepes3arpy3kyu yCTPOMCTBA, aBTOMATMYECKOro yaaneHua ¢annos ¢
KapTbl NAMATK, @ TaKKe ANA NPUHYAUTENbHOMW Mepe3arpysku ycrtpounctea. VHtepdenc

npeactaBfieH Huke (PucyHok 7.113).
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IP-xamepa ® &&=

b IP EMOEOKaMEpPA ABTOMYHKLNN

b CeTb

b COBLITMA AETO nepesarpyska |E5c v| 02 - 11
P 3anuck KM XpaHeHwue [| AgTo ynanenwe chainos

¥ CucTema | — |

Ba308kLIe HACTPOWEK

| OOHOBMTE | | CoxXpaHnTL
[Monkzosareny

Mo yMmon4aHu
AmnopT/3kcnopT

OGHOBNEHWE

P UHdpopmauma
PrucyHoK 7.113 — [oAnyHKT MeH0 «ABTODYHKLNN»

«ABTO nepesarpyska» - aBTOMaTMYyecKas nepesarpyska YCTPOMCTBA
eXelHeBHO/B onpeeneHHbIN AeHb HeJleNIn B YKa3aHHOE Bpems.

«ABTO  ypmaneHve (awnoB» - aBTomMatMyeckoe yaaneHue  dannos
(BMAeO3anucer U CHUMKOB) C KapTbl NaMATU, 3aMUCAHHbIX MNO3Xe YKa3aHHOTOo AHA.

«Py4yHOI nepe3anyck» - NPUHyAWTENbHAs nepe3arpysKa yCTponcTBa.

7.5.5.7 NoanyHKT meHto «O6HOBNEHMEY

MoanyHKT meHto «O6HOBNEHUe» NpefHa3HayeH AN 0OHOBNEHUSA «MPOLINBKUY»
Buaeokamepbl. iHTepdeiic npeactaBneH Huke (PucyHok 7.114).

®ann «NpOLWMBKMY» AOMKEH MMETb paclumpeHue «*.bin» M cooTBeTcTBOBATb
Bugeokamepe BOLID VCI-252-05. AkTyanbHasa Bepcusi danna ana obHoBieHus
«MPOLUMNBKU» BUAEeOKamepbl pacnonoxeHa Ha cawure:

https://bolid.ru/support/download/.

\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru



https://bolid.ru/support/download/

V(CI-252-05. Bepcusa 2. PykoBoACTBO MO 3KCnayartauum 136

IP-kamepa S &= v A E’

P IP EMgEOKaMepa OBGHOBNEHNe
p CeTb
b CobBITHA MNpowmexa: | Bridop... H ODHOBNEHWE ‘

P 3anWUCk W XpaHeHWe
¥ CucTtema
Ba30BLle HaCTDOWEM
Mons3osarend
Mo yMonYaHuo
AmnopT/3kcnopT
ABTOGYHELMM

P WHopmauma

PUcyHOK 7.114 — MoanyHKT MeHto «O6HOBNEHNEY

Ecnu npu BbiNONHEHMM OOHOBNEHUA OblN 3arpyXeH HeBepHbln (ann, To
HeoOX0ANMO BbINONHWUTL MHTEPAKTUBHO Nepe3arpysky Buaeokamepsbl (pasgen 7.5.5.6
HaCTOALLero pyKoBoACTBa), B NPOTMBHOM C/ly4Yae — HEKOTOPble (PYHKLUN BUEOKaMepbl

MOTYT OKa3dTbCA OTKNIHOYEHHbBIMU.

7.5.6 TyHKT meHio «MHpopmaums»

MyHKT meHo «MHpopmauma» npeaHasHayeH Ans NPOCMOTPAa CUCTEMHOW
nHopmaumm, a TaKkKe ANS NpocmoTpa WMHGoOPMauMUM O COObITUAX CUCTEMbI U

nofb30oBaTensix oHnamH. MHtepdenc npeactabneH Huxe (PucyHok 7.115).

IP-kamepa D &= v A E"

b IP BHOEOKaMepa e i
F CeTb

P CoBBITHA —
P 3anuck W XpaHeHHe

» Cuctema

P WMHpopMaLus

PucyHok 7.115 — lMyHKT meHto «MHpopmaumnsa»
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7.5.6.1 [MoanyHKT meHlo «Bepcua»

MoanyHKT MeH «Bepcua» npegHasHayeH AnAa npocmoTpa MHGopmauum o
Bepcuun cuctemsbl. utepdenc npeacrasneH Huke (PUCyHoK 7.116).
Ha3sHayeHMe napameTpoB MNyHKTa MeHIO «Bepcua» npepcraBneHo HuXkKe

(Tabnuua 7.35).

IP-xamepa ® & : A E’

P IP BHgeoKamepa BepcHA
p CeTb
b COGLITHA Tun VCI-130
P 3anMcek U XpaHeHue Bepcua cucTemMsl W2.800.100F001.0.R, Build Date: 2019-07-01
b CucTEMA WEB mogyne V3.2.1.709582
¥ UHchopmaumna ONVIF Bepcus 16.12(V2.4.3.651299)
SN 5GODAABPAGS0CEB
#HypHan Basoean eepcuA De... V1.4

Monk3-nK OHNARH

Bolid

PucyHoK 7.116 — [oanyHKT meHto «Bepcnax

Tabnuua 7.35 — Ha3HayeHne NnapameTpoB NOANYHKTa MeHI0 «Bepcusy»

[TAPAMETP [MPUMEYAHUE
7 HassaHune BugeoKamepsl
Bepcusa cuctemsl Bepcusa cncteMHOM «NPOLWNBKNY» BULAEOKAMEPDI
WEB moaynb Bepcusa web-uHtepdeica Buaeokamepsl
ONVIF Bepcus Bepcua npotokona ONVIF
S/N CepuinHbIi HOMEp BMAEOKaMepbl
basoBas Bepcus | basosas Bepcus obecneyeHmns 6e3onacHOCTV BUAEOKaMepbl
6e3onacHoCTy
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7.5.6.2 [MoanyHKT meHio «XypHan»

MoanyHKT MeHK «XypHan» npegHasHayeH pAfa NpocMoTpa M apxusauuu
MHdopMaunmM o cobbITUAX CUCTEMbI, @ TaKXKe ANA HACTPOeK YAANEHHOro ypHana
co6bITMI. MoANyHKT MeH0 «KypHan» CoAepXuT ABE BKNAAKU: «KypHan», «YaaneHHbI

XypHan». UHTepderic npeactasneH Huke (PucyHok 7.117).

IP-kamepa & d A P
b IP BMOEOKaMEpPaA —_— ———

P CeTb

» Co6biTHA

P 3anuck 1 XpaHeHue
P Cuctema

¥ UHdhopMaLms

PucyHoK 7.117 — NMoanyHKT MeHt0 «XKypH. cOObITUI»
Bxnapka «XypHan»

Bknaaka «XKypHan» npefHasHayeHa Ana npocmMoTpa MHGOopMaLUn o CobbITUAX

cuctemsl. NHtepderic npeactasneH Huxe (PucyHok 7.118).
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IP-kamepa ® & v

b IP EMgeOKamepa HypHan JKypHan

P CeTb
P COBLITHA Hauano 05-03-2020 T 14 41 07 Bpewms okoHyanua 06-03-2020 o 14 - 41 - 07

Halifieso 3 3ypHan Bpema 2020.03-05 21:14:32 — 2020.03-05 21:14:37

1 OcHOBHEIE HACTPOHKN 7 Cuctema COXPaHEHIWE HACTPOEK
ndopmayma

P 3anucek W XpaHeHne Tun

P Cucrtema

¥ WHchopMaumn

CobLmua 2 cuctema OTMmeHa

3 Januce 2 CHcTema 3anyek

BeaonacHoc T

Bepcua

TMonba-nn oHNaind

Mogpobxo
Bpema:
Monk3osartens:
Tun:

CogepkaHmne:

M1 M1

PucyHok 7.118 — Bknaaka «XKypHan»

[ina noucka cobbiTA HeoOXOAMMO 3aaTb BPEMEHHON [Mana3oH MNoucKa
(Bpemsi 1 gaTa OKOHYaHWA 1 Hayana) u BblbpaTb TN COObITUA:

«Bce» — Bce cobbiTus;

«Cucrtema» — cobbiTa paboTbl cucTembl (M3MeHeHWe HACTPOEK, aHOMabHbIN
BbIXOJI M3 CWUCTEMbl, BbIXOA W3 CUCTEMbI, 3aKpbiTMe/nepesarpyska YCTPONCTBa,
nepesarpyska 1 0OHOB/IeHME CUCTEMDI);

«HacTpoKkn» — u3MeHeHMe/BOCCTaHOB/IEHE HACTPOEK;

«[laHHblE» — yaaneHne AaHHbIX, 3aMeHa KapTbl NamaTU, U3MeHeHWe cTaTyca
FTP, uameHeHune pexunma 3anucu;

«CobblTMe» — nepedyeHb COOLITUIA, COAEPHALLUXCA B MOAMYHKTE MEHH0
«CobbiTnA» (pasgen 7.5.2 HaCTOALLErO PYKOBO/CTBA);

«3anucb» — JOCTYN K dannam, ownbku goctyna K dannam, 3anpoc dannos

BMJe03annucen u CHUMKOB;
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«[onb3oBatenu» —  CobbITMA  aBTOpM3aUWUW,  3aMUCb  U3MEHEHUN
NoNb30BaTENbCKOTrO YNpaBfeHUs U BXxoja/BbixoAa MOMb30BATENss W3  CUCTEMBI,
n3meHeHue/nobaBnerHve/ynaneHune nonb3oBaTens, BbIX0/, n3 CUCTEMDI,
nobasneHne/yaaneHne/ n3ameHeHue rpynnbi;

«OUNCTKA KypHana» — COObITUA OUUCTKM CUCTEMHOTO XKypHana;

«be3onacHoCTb» — nepedyeHb COOLITUI, COAEPIKALLMXCS B MOJAMNYHKTE MEHI0
«be3onacHocTb» (MYyHKT meH «CobbITUAY).

[inA BbINOSIHEHMA MOMCKA NOCNEe YKa3aHWA BPEMEHHOro MHTepBana Nnoucka u
BblOOpa TUMNa coObITUI HEOOXOANMO HaXaTb «[TonCK».

[ina npocmoTpa noAapobHON UHMOPMALUN O KAKAOM HANJEeHHOM COObITUM

Heo6XoANMO BblOpPaTh €ro ¢ MOMOLL b0 MPaBO KHOMKM Mbllun (PUCYHOK 7.119).

» IP EMpEOKaMepa KypHan ypHan
P CeTe
» COBLITHA Hawano 05-03-2020 el 15 - 22 - D5 Bpema okondasna  06-03-2020 T 15 22 05
) Sanuck M XpaHeHne Tun Bce Haine+o 3 ypHan Bpema 2020-03-05 21:14:32 — 2020-03-05 21:14:37
P Cucrema
¥ MHpopMaLma 1 2020-03-05 21:14:37 Cuctema CoxpaHeHie HacTpoek
— I 2 2020-03-05 21:14:32 GucTema Janyck I
3 2020H03-05 21:14:32 Chctema QTmeHa
Monk3-ni oHNalH
MogpoGHo
Bpems: 2020-03-05 21:14:32
lMonb3oearenk: CMCTEMA
Tun: Janyck
Conepxanne: $nar nepesarpysku: OTKMOYEHHE
I EVEN N I

PucyHok 7.119 — lNpocmoTp noapobHo MHGopmaLum o CMCTEMHOM COObLITUK

[ns apxuaumm otobpa)aembix pe3ynbTaToB NoMCKa HeobxoaMmo BblbpaThb

«ApxuBauua».
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Brknagka «YaaneHHbIn XypHan»

Bknaaka «YpaneHHbIN XypHan» npeaocTaBaset AOCTYN K TexHonormm «SysLog»
- pa3melleHne CUCTEMHOrO XypHana CcobbITuii BUJeoKamepbl Ha yAaneHHOM CETEBOM
Xpaumnuiie no IP-agpecy n ceTeBbIM HACTpoOMKam 3Toro xpaHunuwa. WHtepdenc

npeactaBneH Huxe (PucyHok 7.120).

IP-kamepa ® & — A E’

- S — — Yaan. XypHan

[ ] Bxa.
IP aapec 192. 168. 0 . 108
CeTtesbuie NopTsl 514 (1~65534)
Homep ycTpoicTea | 22 (0~23)

Mo ymonuaxui ” OBGHoBUTL H CoxpaHuTs

[ —————

PucyHoK 7.120 — Bknagka «YganeHHbIv ypHan»

7.5.6.3 MoanyHKT meHio «[lonb3oBaTenn OHNAUH»

MoanyHKT MeHo «[lonb3oBaTenn OHMAMH» NpeAHa3HayeH Ans MNPOCMOTPaA
nHpopmaLmm 0 TEKYLWMX MOAKTIYEHUAX K BUeOKamepe (BCe OHNAMH Nonb30BaTeNu
BUJeoKkamepbl). VHTepdelic npeactaBned Huxe (PucyHok 7.121). na oGHoBneHus

nHdopmaunv Boibepnte «OOHOBUTLY.

U4 .
\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru




V(CI-252-05. Bepcusa 2. PykoBoACTBO MO 3KCnayartauum 142

BOLID JI e ® &= _ A E’

P IP BHgeoKaMepa MonL3-nu oHNAWH
p Cetb

P CobbiTHA 1 admin admin 192.168.71.22 06-03-2020 13:47:12
P Sanuce M xpaHeHne

P Cuctema
¥ WHudpopmaumna
Bepcua

JKypHan

> Monb3-nn OHNMaKH

OOHOBMTL

PucyHoK 7.121 — lNyHKT meHo «[lonb3oBarenn oHnamH»

7.6 PA3EN MEHIO «COBbITUA»

Pazpgen meHto «CobbITUA» q npegHa3HayeH ans NpocMoTpa M ynpasneHus
HacTpolKamu Bbibopa TMNa TPeBOr M MPOCMOTPA XypHana TPeBOr BUeOKaMepbl Npw
OOHApyXeHMN BUIEOKAMEpPON TPEBOXHbIX COObITUIA. NHTepdenc npeactaBieH HUkKe

(PucyHok 7.122).

BOL!D RIEETF] @ @ O 4 T2
Twn TpeeorM
1 2020-03-27 09:33:05 OOHAP. ABM¥EHWA 1
[/ OBHap. peukeHua [] 3anon-xue SD kapTsl
[/ Owmbka SD kapTal ] 3akpuimue obrektuea
[] Hecanwy goctyn i vs

[ WameneHve cueHu
‘Onepauua
[/ ¥eepomnenne

3ByK. curHan

[v] Brn.

PucyHok 7.122 — Pa3gen meHio «CobbITua»
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7.7 PA3JIEN MEHIO «BbIXO/1»

Pasgen meHto «Bbixog» m npeAHa3HayeH Ana 3aKpbiTMA U BbixoAa W3
yyeTHOM 3anucuM  nonb3oBatens w3 web-uHTepdenca Bugeokamepbl. [lpu
MHUUMANM3aLMKN 3TOro pasjena BCM/bIBAET CUCTeMHOE OKHO (PucyHok 7.123) web-
nHTepderca BMAEOKamepbl AN BO3MOXHOCTM BXOAA NOAb30BATENA C APYron YHETHOM

3anuncblo.

1P Ramgp |

Mons3osatens: | admin

PucyHoK 7.123 — Bxoa nonb3oBatens ¢ APYroi y4eTHON 3anuchbio
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8 PEKOMEHJALIMWX MO OBECNEYEHUIO MHOOPMALIMOHHON
BE3ONMACHOCTA

Maponu v NpowWnBKKN yCTPOKCTBA

[ins noBbiweHna MHHOPMaLMOHHON 6e30MacHOCTM BUAEOKAMEPbI HE0OX0AMMO
M3MEHUTb CTAaHAAPTHbIA Naponb AoCTyna. Mcnonb3oBaHMeE HAAEXHbIX Maponen
obecrneynBaeT CHUKEHMSA PUCKOB HECAHKLIMOHMPOBAHHOIO JOCTYNa K YCTPOMCTBY.

M3meHuTb naponb MoXHO B web-uHTepdence (7.5.5.2 T[lOANYHKT MEHIO
«lMonb3oBarenu»).

ObHoBNEHNE MPOLWWNBKM MCNonb3yeTcsa C LeNblo ynydleHmsa
NpoOn3BOAUTENbHOCTY, (YHKUMIA W yaobcTBa paboTbl YCTPOWCTBA, a TaKKe Aans
CHUXEeHMNA MHPOPMALMOHHOW YA3ZBUMOCTH.

O6HOBUTL MPOWVBKY MOXHO B web-untepdence (7.5.5.7 MNoanyHKT MeHI0

«06HOBNEHUEY). CKavaTb haln NPoLIMBKM MOXHO Ha canTe bolid.ru.

N3meHeHue noptoB HTTP u TCP no ymonuaHuio

N3meHeHune cTaHaapTHbIX noptoB HTTP 1 TCP (BKNtOYeHbl MO yMONYaHWI0). ITK
nopTbl MOryT ObITb M3MeHeHbl Ha nwbon Habop HomepoB Mmexay 1025-65535.
I3meHeHMe HOMepOB NOPTOB MOMOraer CHU3UTb PUCK HECAaHKUMOHWPOBAHHOIO

JocTyna K yCTpOﬂCTBy yepes 06LI.I,el/I3BeCTHbIe CTaHAApPTHbIE NMOPThbI.

Mcnonb3oBanune HTTPS / SSL

Hactponka SSL-ceptudukara ana Brawo4veHua HTTPS no3BoauT BKAKYUTH
6e30MacHylo CBSA3b MEXAY BUAEOKAMePOl U KOMNbIOTEPOM NpU nogknodeHun k Web-

NHTEepdency.

U4 .
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Ncnonb3oBaHue IP-punbtpa

BrnioueHue dunbtpa IP-agpecos (Bknaaka «IP ®unbtp») npeaoTBpatut AocTyn
K cMCTemMe yCTPOMCTBA BCeX NOb30BaTenen, Kpome nonb3oBatenen ¢ ykasaHHbiMuU |P-

agpecamu.

N3meHeHue napona ONVIF

N3meHeHne napons ONVIF (Bknagka «ONVIF») nomoraer CHU3UTb PUCK
HEeCAHKUMOHUPOBAHHOTO [0CTyNa K YCTPOMCTBY C MNOMOLLbIO 0Ol Een3BeCTHbIX

CTaHAApPTHbIX Naponen.

Heob6xoanMble nopTbi

MepBbiMn yKasbiBante Te HTTP u TCP nopTbl, KoTopble HeobXOAMMO
MCNONb30BaTh AN BAWKNX CETEBbIX COeAMHeHWN. He nepeaapecynte Ha YyCTPOWCTBO
OTFPOMHbIV IMana3oH NOPTOB CETEBLIX coeAMHeHMIA. He BHocuTe IP-aapec ycTponcrea B
DMZ cermeHT cetv (DMZ cermeHT coaepKuT 00LLeA0CTYNHbIE CEPBUCHI U OTAENAET UX OT
yacTHbIX). He 006a3aTenbHO yKasbiBaTb NEPBbIMU KaKMe-nMOO MopThbl ANA OTAENbHbIX

Kamep, eC/in BCe OHU NMNOAKNIYEHbI K BUAEOPErncTpaTopy.

OrpaqueHme no pa60Te nopa rocresbiMn y4€THbiMU 3dNNCAMU

Ecnn cucrtema HacCTpoeHa AnA HeCKOJ/IbKUX nonb3oBartenen, y6e,£I,VITECb, 4YTO
KaXabll NONb30BaTeNb MMEET npaBa TOMbKO HA T€ KOMMNOHEHTbI U beHI-(LI,I/II/I, KOTOpble

HeobXoAUMbI AN BbiNonHeHNUs cBoel paboTsl (IToaNyHKT meHio «Monb3oBaTenn»).

Mpenoctepexenua no GpyHkummn UPnP

UPnP — 310 Habop ceTeBbiXx NPOTOKONOB /1A YHUBEPCaNbHOW aBTOMATUYECKOW
HAaCTPOWMKN ceTeBbIX YyCTponcTB. BrnwoumB UPnP, ceTeBas Bugeokamepa Oyaer
noagepxusats npotokon UPnP. Ecan cuctema UPnP BratoyeHa Ha BuaeoKamepe, TO B

onepaunoHHbix cuctemax Windows 31a Buaeokamepa OyaeT HaxoAuTbCs MOUCKOM B

U4 .
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ceteBom oKpyxkeHum Windows. Korga noptel HTTP n TCP nepeagpecytotcsa BpyYHyto, TO
3Ty YHKLMIO 00bIYHO OTKAOYatoT. OTKAYeHne UPNP pekomeHayeTcs, Koraa QyHKLUA
He NCnonb3yeTca.

BKMOUMTL MAU OTKNIOUUTL (YHKUMUIO MOXHO B web-uHtepdence (MoanyHkT

MeHo «UPnP»).

lpepocrepexenuns no nporokony Multicast

Multicast B Buaeocuctemax 0ObIYHO MCMNONb3YeTCss AN MHOrOaAPecHoro
obMeHa BMEONOTOKAMU MeXy BUAeOperncTpaTopamu, BUAEOKaMepaMu B CeTAX U3
MHOTMX BUJEOKamMep, BUAEOPErnCTPaTopoB, BUAEOCEPBEPOB [/ MOBbIWEHUS
MPOMNYCKHOW CNOCOOHOCTM B CeTW. B HacToAllee BpemMs HET HUKAKUX WU3BECTHbIX
npo6niem, CBA3aHHbIX C MHOTOAAPECHOW PACChIIKOW, HO €C/IM Bbl HE UCMONb3yeTe 3Ty
hYHKUMIO, [JeaKkTuBaLMA MOXeET noBbicUTb Oe3onacHocTb cet (MoANYHKT MeHio

«Multicast»).

MpoBepKa CUCTEMHOTO XypHana

Ecnu Bbl Noao3peBaeTe, YTO KTO-TO MOAYYMA HECAHKUMOHMPOBAHHbIA AOCTYN K
Balllel cucteme, Bbl MOXETe NPOBEPUTb CUCTEMHbIN XypHan (Bknagka «XypHan»).
CUCTEMHbIN XypHaN NOKaXeT Bam, Kakue |P-aapeca 6b11M MCNonb30BaHbl A8 BXOAa B

CUCTEMY U K YeMy OblI MofyyYeH aocTyn.

BnokupoBaHue HexenatenbHOro JOCTyna K yCTPONCTBY

,U,I'IH npeaoTBpalleHnNA HeXenatenbHOro 4oCtyrna peKomeHayeTca:

— TMOAKNYaTh BUAEOKAMepY K nopTy PoE Ha 3aaHel naHenn BugeopeructpaTopa, yto
M30NMpPYeT BUAEOKAMEpPY OT BHELIHEN CeTu;

— MHMbOPMALMOHHO M30MPOBATh CETb BUAEOPErncTpaTopa M BUAEOKAMEPbI OT CETK
06UeA0CTYNHOrO KOMMbilOTepa, 3TO NpeAoTBpaliaeT MNpPOCTONM JOCTYyn ApYrux

noJib30BaTenen K 3Ton ceTu.
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9 NOAKNMOYEHNE BUAEOKAMEPBLI K CEPBUCY «P2P»

Cepeuc P2P (Peer-to-Peer) nossonser ObICTpO M 6e3 CNOMHOW HACTPOWKU
NOAKNI0YNUTL K BUaeoobopyaoBaHuto MK nan cmaptdoH.

MoaknioyeHune K cepsucy “P2P” yepes web-untepdenc Bugeokamepoi

MNopknwoyeHne K cepsucy «P2P»

yepe3 web-uHTepdenc BMaeOKamepbl
paccmoTpeHo B pasgene P2P.
MoagknioyeHune K cepBucy «P2P» yepes nporpammy «BOLID Vision»

3anyctute nporpammy «BOLID Vision». Ha rnaBHoW CTpaHuLLe OTKpPOWTe pa3aen

«YctponcTea». MiHTepdeiic npeactaBneH Huxe (PucyHok 9.1, PUcyHok 9.2).

PaclmMperHbie

=2 B B

TV crena EMAP Tpemom

HacTpoiika

| o ﬁ — iEI -
g . ."’5 -
YerpoiicTaa Tpeg. cxemsl Qbxon

Kowdur yerp-e

PC-NVR ¥np. TV crexoi

HHHHHHH

PucyHok 9.1 — «[naBHaa» ctpaHuua nporpammbl «BOLID VISION»
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PucyHok 9.2 — Paspen «Yctponctea» nporpammbl «BOLID VISION»

[lo6aBbTe YCTPOMCTBO BPYYHYIO VM BBeAUTe napameTpbl Buaeokamepsbl. Mocne

3anofiHeHns napameTpoB 060pya0BaHNA HaKMmuTe «[106aBUTbY.

MoaknioyeHune k cepsucy «P2P» yepes 10S n Android yctpoucrea

N3 AppStore unu PlayMarket 3arpy3ute 1 ycTaHOBUTE MOOUNBHOE NPUNOKEHNE
«iDMSS» nnn «gDMSS» COOTBETCTBEHHO, 1 3aNyCTUTE €rO.
B meH0 npunoxeHus Bonaute B pasgen «YctpownctBa» (PucyHok 9.3) u

HaXMUTE «+» B NpaBom BepxHem yray (PUcyHOK 9.4).

z.| BocnponsseneHwe

&) nNoxanshsie HacTpoit

PucyHok 9.3 — Pasaen «YcTponcTBa» B MOOUABLHOM NPUNOKEHUM
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YerpoicTtea

PucyHok 9.4 — [lobaBneHve yCcTpOMCTBa B MOOUABHOM MPUIOKEHUN

B naHHOM pa3paene BblbepuTe “YCTPOWCTBO, MOAKNOYEHHOE 4Yyepe3 NpPOoBOA”

(PucyHok 9.5) n nepenaute no Bknaaxke «P2P» (PucyHok 9.6).

Hemanim .. CTRoRCTES

PucyHok 9.5 — [lo6aBneHne yCTPOWCTBa, NOJAKIIOYEHHOTO Yepe3 NPOBOJ B MOOUIbHOM
NPUNOXEHUN

U4 .
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PucyHok 9.6 — [lobaBneHne ycTponcTea no P2P B Mo6GUIbHOM NpUAoKeHNm

Boibepute “S/N” (PucyHok 9.7), HaBeguTe Kamepy Ballero cmaptdoHa u
OTCKaHupywnTte 13 web-uHtepdenca suaeokamepsl (Bknagka «P2P») QR-koa (PucyHok

9.8) no6aBnAeMOro ycTponcTea U3 web-uHtepdenca Bugeokamepsi.

Monbaosatens:
Mapons
OtoGpaxeHie:

Bocnpoussegenne:

PucyHok 9.8 — QR-kop 1o6aBnsemMoro ycTponctea

Ha 3Tom fo6aBneHune ycTponcTBa 3aBepLieHo.

U4 .
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10 NPOIPAMMHOE OBECNEYEHWUE «ORION VIDEO LITE»

MporpammHoe obGecnedyeHne «Orion Video Lite» npeaHasHayeHo pans
OpraHuM3auMnm  NIOKaNbHOW  CUCTEMbl  BMAEOHAbOAAEHWA € MCNOMb30BAaHMEM
BUAEOKamep U Buaeopernctpatopos npousBoactea 3A0 HBI «bonup» (PucyHok

10.1).

£ pe——

ORION VIDEO Life Wusoe angeo Apxus

PucyHok 10.1 - ORION VIDEO Lite: HTepderic nporpammbi

«Orion  Video Lite» no3BofAeT  HacTpauBatb  BMAEOKamMepbl U
Buaeoperncrtpatopbl «bonuax», ocyw,ecrtBaATb MPOCMOTP M 3aMUCb TPAHCANUPYEMbIX
BMAEOMOTOKOB.  TaKXe  nporpamma  MO3BOJIAET  YNpaBaATb  NOBOPOTHbIMU
BUAeOKaMepamn, W  OCYLWeCTBAATbL NPOCMOTP BUAEOMNOTOKA C BUAEOKamep,
OCHALL,eHHbIMWU MOTOPU3NPOBAHHbLIM 0O BEKTUBOM UMK 06beKTBOM TUNa «fisheyex.

«Orion Video Lite» no3Bonser Bocnpon3BoanTb apxus BugeonoTtoka (PMcyHoOK
10.2), 3anuCaHHbIA C MOMOLLbI MPOrpaMmbl UAM BuAeoperucTpatopa «bonupay.
MoapepxunBatTca GyHKUMM 3KCNOPTa BUAEO M Kaapa M3 apxmBa. ECTb BO3MOKHOCTb

pa3rpaHUYeHuns nNpaB Nonb3oBaTenen.
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@ B O e

ORIONVIDEOLite  yumoe sueo Apons i SKpan Hacrpoin Butim

PucyHok 10.2 - ORION VIDEO Lite: Bocnon3BeaeHune apxvBea

«Orion Video Lite» umeeT yaoOHbIA COBPEMEHHbIA MNONb30BATENbCKUIA
nHTepdenc.

AKTyanbHyt0 BEPCUID NPOrpaMMbl MOXHO CKayaTtb Ha cante bolid.ru B pasgene:
Mpoaykuusa-BuaeoHabnoaeHue-Mporpammuoe obecnedyeHme-M0 "OpuoH Bugeo Jlant"

(https://bolid.ru/production/cctv/po/orion video lite.html#download).

I'IporpaMMHoe obecnevyeHune ABNAETCA NONHOCTLIO GecnnaTHbIM,

U4 .
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11 PABOTA CO CTOPOHHUMUW KNNEHTAMMU

RTSP - npuknagHon NPOTOKON YAANeHHOro ynpaBieHWMA MOTOKOM [aHHbIX C
cepBepa B pexume peanbHOro BpeMeH!.
Jloctyn 4yepe3 cropoHHMe RTSP- KnuMeHTbl oOcylwecTBAfeTCA Npu nomoLu

KomaHabl rtsp://<loginy<password>@«<IP>«¢port>/<x>, rae:

— <login>- nmsa nonb3oBartens;
— <password>- napofb Nofb3oBaTens;
— <IP>- IP Kamepbl;
— «port>- RTSP- nopT (no ymonyaHuto- 554);
— «x>-KomaHpa npodunsa BuaeonoToKa:
— cam/realmonitor?channel=18&subtype=0- 0CHOBHOI NOTOK;

— cam/realmonitor?channel=1&subtype=1- gononHuTenbHbIN.

|_|DI/IMeD BAdpWaHTd NOAKJTKYEHNA K KAHd/1dM 6e3 dBTOpPpKN3dLlMN B CTPOKE:
rtsp://192.168.68.15:554/cam/realmonitor?channel=1&subtype=0
rtsp://192.168.68.15:554/cam/realmonitor?channel=1&subtype=1

HDMMGD BAdpPpWdHTAd NOAKAKYeHNA K KdHaJ1aM C aBTODl/I3aLI.l/IEI7I B CTPOKeEe:
rtsp://admin:password@192.168.68.15:554/cam/realmonitor?channel=1&subtype=0
rtsp://admin:password@192.168.68.15:554/cam/realmonitor?channel=1&subtype=1

U4 .
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12 PABOTA C YTUNINTOWN «BOLID VIDEOSCAN»

Mporpamma ytmnutel «BOLID VideoScan» BxoaMT B KOMNAEKT MOCTABKU W
NOCTaBNSAETCSA KaK nporpammHoe obecnedyeHne BOLID, 3anncaHHoe Ha KOMNAKT UCK B

KOMIMNeKTEe NOCTABKN BUAEOKAMEPDI.

BHUMAHWE!

B cnyyae oTCyTCTBMA BO3MOKHOCTM A0CTYNa K Buaeokamepe yepe3 Web-
nHTepdenc, a Takke, eCIM HEM3BECTEH TeKyWw MK IP-agpec nsgenns, MoxHo
NS NOATrOTOBKM K HACcTpoKKe 1 paboTe BUgeOKaMepbl BOCNOAb30BaTbCA
NomolLLblo cnyx6bl noaaepkku BOLID ana MHTEpHET CKaYMBaHUA YTUAWTDI
BOLID VideoScan ¢ FTP cepeepa BOLID.

Mporpamma ytunutel «BOLID VideoScan» ucnonb3yetcs ans obHapykeHus
TeKkywero IP-agpeca yctponctea B ceTu, ana uameHeHua |P-agpeca, ynpaneHus
6a30BbIMW HACTPOMKaMK, a TaKKe AiA OOHOBJEHUA NPOrPaMMHON MpPOLINBKY

Bugeoxkameps (PucyHok 12.1).

BHUMAHWE!
Mpu pabote ¢ ytunnutoin BOLID VideoScan ncnonb3yetcs no ymonyaHuio
nmA nonb3oBartena admin, naponb —admin, nopt 37777.

o 5

VIDED SCAN

Haflaeno yerpoficrs: 1 e (al| Bce (a2 Q £ 06rosuTs [Z Bxog Hactpou rpynna

Monssosarens | admin

PucyHok 12.1 — Yrunuta «BOLID VideoScan»

BoinonHns 3anyck ytuamtel «BOLID VideoScan», B OTKpbIBLIEMCA OKHe
BM3yaNnbHOro nHTepdenca noanyHkra meHwo “Cetb” nameHute IP-agpec BMaeoKamepbl
1 4TOObI 3aBEPLIUTL M3MEHEHWEe HaXMUTe KHonKy “CoxpaHuth”. ba3oBble napamerpsi

ANst U3MeHeHus npuBeaeHbl Hke (PucyHok 12.2).

U4 .
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BOLID

VIDEO Scan M

J

J ooy 2] engec _ B caarve 4] concanenne 3] wwpe me
. [ — p— =
| : - ~ -

| P anpec

|

i Macka noaceme

| =

| mac

j Tcr 37777 (2025 ~ 65534)

1

|

1 Tsp 54

| P e

PucyHok 12.2 — I3meHeHune IP-agpeca BuaeoKamepbl C NOMOLLbio yTuantbl «BOLID
VideoScan»
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13 TEXHWHECKOE OBCNYXXUBAHWUE U NPOBEPKA
PABOTOCIMOCOBHOCTH

TeXHMYEeCKoe eXeMecsyHoe U exerogHoe oOCAyXMBaHME BUAEOKAMEPD
NOMIKHO NPOBOAUTLCSA 3/1eKTPOMOHTEPAMMU, MMEILLUMM rpynny no
3NeKTpo6e30MacHOCTM He Huke 3. ExerofHble U exemecsiyHble paboTbl No
TEXHUYECKOMY OOCNYXMBAHUIO MPOBOAATCS COMNACHO MPUHATLIX U AEWCTBYIOLMX B
OpraHu3auumn nonb3oBaTeNiss PernaMmeHToB U HOpM (MpW OTCYTCTBMM B OpraHu3auuu
nonb3oBaTens [AEWUCTBYIOWMX PErnameHToB U HOpM AN paboT TeXHWYECKoro
obcnyxunBaHnsa, HeobxoaMMo NpuBnedYb HeobOXOoAVMble Afif 3TOr0 OPraHM3auui U
CrMeunanncToB, UMeLKNX NpaBo, KBaNUPUKALUIO U YCNOBUA ANA 3TOT0), U B TOM Yncie

MOTYT BKNOYATb:

— npoBepKy paboTocnocobHOCTU U3AeNUs, COrNacHO MHCTPYKLUM MO MOHTAXY;

— TNPOBEPKY LLeNIOCTHOCTM KOopnyca BUeOoKamepbl, LenoCTHOCTb M30asauumn Kabens,
HaEXHOCTN KpenneHU, KOHTAKTHbIX COeAUHEHUN;

— OYMCTKY KOprnyca BUAeOKaMepbl OT MbIAN 1 rpa3n (04MCTKA NOBEPXHOCTN 0ObEKTMBA
BU/IEOKAMeEpPbl MPOU3BOAUTCA TONbKO C COOMOAEHNEM TPeOOBaHUIA K YCNOBUAM U
nomeuleHuno, paboTam, aTTeCTOBAaHHbIX Ha KNACC YMCTOThl U NpeAHa3HauYeHHbIX A
COOPOYHO-TEXHNYECKMX, PEMOHTHbIX Pab0T C ONTUYECKUMU YCTPONCTBAMM);

— Npu HeobXOAMMOCTU, KOPPEKTUPOBKY OpUEHTaLUM HanpasieHusa Buaeoob30pa
BUEOKaMepbI;

— TeCcTMpoBaHUe KabenbHbIX TMHUA CBA3U U 3NEKTPONUTAHNS;

— OYUCTKY U  AHTUKOPPO3WUMHYH 00pPaboTKY 3NEKTPOKOHTAKTOB KabenbHOro
NOAKNIOYEHNA BULEOKAMEPDI;

— 0O6HOBJ/IeHVE NPOLINBKYM BugeoKamepbl (Npn He0H6XoANMOCTH).

U4 .
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TexHnyeckoe obCnyKUBaHNE AOMKHO MCKAOYATb BO3MOMHOCTb 00pa3oBaHuUs
KOHAEeHCcaTa Ha KOHTAKTax Mno 3aBeplleHnio M B xofde paboT TexHWYecKoro
obcnyuBaHus.

MpoBepka paboTOCNOCOOHOCTM  3aKAYaeTcas B BU3yasbHOM  OLEHKE
BUE0M300paxkeHns, oTobpaxKaemMoro Ha MOHMTOPE 1 ero COOTBETCTBUA HACTPOEHHbIM
napametrpam. M3penue, He npouwegliee npoBepKky paboTocnocobHoCTU, cuYMTaeTcs

HencnpaBHbIM.
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14 BO3MOXHbIE HEMCITPABHOCTH N CNNOCOBbbI UX
YCTPAHEHUA

BHNMAHWE!
[pun 3aTpyaHEHUSX, BO3HUKAILWMX NPU HACTPOMKe U 3KCMAyaTauun usgenus,

0 peKomeHayetcs obpaluatbCs B TexnoanepiKy BOLID:
Ten. (495) 775-71-55 (MHorokaHanbHbIN); e-mail support@bolid.ru.

I'Iepequb HeMCﬂpaBHOCTeIz M cnocobbl nx YyCTpaHeHnA npeacrtaBaeHbl HUKE

(Tabnuua 14.1).

Tabnuua 14.1 — MNepeyeHb HEUCNPABHOCTEN U CNOCOOBI MX YCTPAHEHUA

HEMCNPABHOCTb Cnocobbl YCTPAHEHUA HEMCMPABHOCTU

— [lpoBepbTe NMHUIO INEKTPONUTAHMA TECTEPOM;

— [poBepbTe NMHUIO NepeAaUn JaHHbIX TECTEPOM;

— [py nomowwm KOMaHAbl ping NpoBepbTe HANNYMe

HeT curHana coeiHeHuA ¢ Buaeokamepoin (Tabnuua 7.16);

— Y6eautecb B UCMPABHOCTU  BUJEOKAMEPHI,
NOAKNIOUYMBLINCL K web-uHTepdeicy (cm. pasaen

7 WEB-uHTepdetic).

— Wcnonb3ya  ytuauty  Bolid  VideoScan  u3

KOMMAeKTa NoCTaBKM, NpoCKaHUpymnTe
IP-agpec  HeusBecTeH  uaU NoKanbHyto ceTb. M3ameHute IP-agpec cpeacTBamu
n3meHeH DHCP o
Bolid VideoScan B cooTBeTCTBMM C NapameTpamu

JIOKanbHOW CeTw.

U4 .
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HENCNPABHOCTb

CnocCoBbl YCTPAHEHUA HEMCITPABHOCTU

OTcyTcTBYET M300paXKeHne Npu
BK/IlO4YEeHHOM web-nHTepdence
BOLID IP-kamepa

— BBecTn B ajpecHolt cTpoke 6Gpaysepa Internet
Explorer npaBunbHbii IP-agpec noakntovaemom
BUAEOKamepbl.

— OuyncTnTb K3 B6paysepa u nepeycraHoBuUTb Web-

nnarunH.

He pa6otaeT web-uHtepdeliic

— Wcnonb3yiite 6paysep Internet Explorer;

— Yb6eautecb, 4TO BUAEOKAMEPA HAXOAMTCS B Ballew
noacetn, B npasuabHOoCTM BBoAa IP-agpeca,
MaCKu nojaceTM M nopta web-cTpaHuubl

BMAEOKamMepbl.

[lnoxoe Ka4vyecTBO
n306paxeHus, Hannyue
nedeKToB n3obpaxeHus

— [lpoBepbTe HACTPOWKU MapameTpoB Buaeo (cm.
7.5.1.2 MoanyHKT MeHIo «Buaeo»);

— T[lpoBepbTe HaCTPOMKMU napameTpos
n3obpameHus (cm. 7.5.1.1 TloAnNyHKT MeHI0
«M3006paxeHne»);

— Ybeautecb B OTCYTCTBUWM BHELIHWUX 3arps3HeHui

Ha 3alMTHOM CTEKNE BNAEOKAaMepPbI.

N306paxeHune CINLIKOM
TEMHOE UN CIULLIKOM CBETNoe

[poBepbTe HACTPOWKM NapamMeTpoB M306paxeHus
(cm. 7.5.1.1 MoanyHKT MeHio «M306paxkeHne»).

Mpobnembl Bxoga B web
nuTepdeic, nponajaxHue
BUEOKAMEpPbI W3 JIOKANbHOW
cetu

KoHdnukt IP-agpecos. Vicknounte BUAEOKamepy m3
NIOKANbHOW CETU N N3MEHUNTE CeTeBbIe HACTPOMKM.

( )) SEC.RU KopoTkun nyTb K MHpopmaLmm
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HEMCNPABHOCTb CnocCoBbl YCTPAHEHUA HEMCITPABHOCTU

— [poBepbte  Hactpounkn DNS w  wnio3a
BULEOKamepbl;
— [lpoBepbTe  NpaBUALHOCTL  MMEHU  YYETHOW

3anucu, e-mail, NpaBMAbLHOCTL NAPONA ANA BXOAA
He paboTtaeT OTNpaBKa

COO6LL|,€HV|VI no E-mail Ha NOYTOBbIN cepBep, NOpPTbl CepBepa;

— [poBepbTe HAaCTPOMKM BUAEOCOOBITUN;
— [lpoBepbTe uMcMpaBHOCTL MapuwpyrtMsatopa wu

paboTy NOpTOB MapLipyTn3artopa.

U4 .
\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru




V(CI-252-05. Bepcusa 2. PykoBoACTBO MO 3KCnayartauum 161

15 PEMOHT

[pn BbIABNEHUN HEUCNPABHOIO U3AENUA €ro HYXXHO HanpaBWUTb B PEMOHT MO
agpecy npeanpuAtua — marotosutend. [pn HanpasfeHUN U3LENUA B PEMOHT K HEMY
06a3aTeNbHO AOMKEH ObITb MPUAOXKEH aKT C ONMCAHMEM: BO3MOXHON HEUCNPABHOCTH,
CEeTeBOI HACTPOWKK Buaeokamepsl (IP-agpec, macka noacetu, LWat3), NOrMH U Naposb.

Peknamaunun HanpasaATb NO agpecy:
3A0 HBI «bonua», 141070, MockoBckas obnactb, r. Koponés, yn. NMuoHepckas, a. 4.
Ten./daxc: (495) 775-71-55 (MHOTOKaHanbHbIN), http://bolid.ru
E-mail: info@bolid.ru.

U4 .
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16 MAPKNPOBKA

Ha n3genvax HaHeceHa MapKMpOBKa C yKazaHMeM HaMMeHOBaHWA, 3aBOACKOro
HOMepa, MecAua M roja WX W3roTOB/EHMS B COOTBETCTBMM C TpebOBaHMAMM,
npegycmorperHHbimn  [OCT P 51558-2014. MapKuMpoBKa HaHeceHa Ha NMLEeBOW
(nocTynHow ans ocMoTpa 6e3 nepemelleHUst COCTaBHOW YacTu M3JeNuns) CTOPOHE.

MapkupoBsKa COCTaBHbIX yacren nsgenuvs nocne XpaHeHus,
TPAHCMOPTUPOBAHMA U BO BPEMA 3KCNyatauum He OCbINAETCA, He pacnibiBaercs, He

BblL,BETAET.
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17 YIIAKOBKA

YnaKkoBKa MPO4YHaA U obecneymBaer 3alnuty ot I'IOBpG)K,EI,GHVIVI npun nepeBo3Ke,
nepeHocKe, d TaKxXe oT BO37€eNCTBUA Opr}Ka}OLLLeVI cpeabl N NO3BONIAET OCYWLECTBNATD
XpaHeHne mnspenna B 3aKPbITbIX NOMELWEeHNAX, B TOM 4YUChe U HeEOTAN/INBAEMbIX, d

TaK¥e CHabXeHa 3KCnayaTaLMoOHHOW JOKYMeHTaLNEN.
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18 XPAHEHWUE

XpaHeHue u3genus B NOTPeOUTENbCKOM Tape [OMKHO COOTBETCTBOBATH
ycnosuam xpaHeHusa 1 no NOCT 15150-69. CpefHuin CPOK COXPaHAEMOCTN U3jenusa B
OTanAnMBaeMblx NMOMeLLeHUAX He meHee 5 neT, B HeoTar/iMBaemblX MOMeELLeHUAX He
MeHee 2 ner.

B nomelieHnAX AN XpaHEHMs He AOMKHO ObiTb MApPOB KWUC/OT, LiEnoYen,
arpecCUBHbIX ra30B U APYrMX BPeAHbIX NPUMeECEN, Bbi3bIBAKOLWMX KOPPO3UIKD. XpaHEHMUE
n3nenusa [OOMKHO OCYWeCTBAATbCA B YNAKOBKe NpPeanpuATUA-U3roToBUTENA MPK
TemnepaTtype OKpyxkatwllero Bo3ayxa oT 274 po 323 K (ot +1 po +50°C) wu

OTHOCUTENbHOWN BNAXHOCTK A0 80%.
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19 TPAHCINOPTUPOBAHUE

TpaHCNOPTMPOBAHME BbINOAHATL TO/IbKO B YNaKOBAHHOM BUe — B UCMPABHOM
3aBO/ACKOW YMNaKOBKEe KOMM/EKTa MOCTaBKM WAW B CheuuanbHo npuobpeTeHHOM
notpebutenem ynakoBke [Ans TPaHCNOPTMPOBaHWA, obecneymBatolWen COXPAHHOCTb
BUEOKaMepbl NpU ee TPaHCNOPTUPOBAHMUW. TPAHCMOPTUPOBAHUE YMNAKOBAHHbIX
U3LENNIA LOMKHO NPOM3BOANTLCS NOOLIM BMLOM TPAHCMOPTA B KPbITbIX TPAHCMOPTHbIX
cpeacTBax, 6e3 paspylleHus usgenns u 6e3 M3MeHeHUs BHelHero Buaa usaenus. Mpu
TPaHCNOPTMPOBAHMM U3aenne N0MKHO obeperatbCa OT yaapoB, TONYKOB, BO3/ENCTBUA
Blar¥ M arpecCMBHbLIX NApoB W ra3oBs, Bbi3bIBAWOWMX KOPPO3MI0. TpaHCMOPTUPOBaHUE
U3Aenua [OMKHO OCYLLeCTBAATLCA B YNAaKOBKE NPeAnpuATUA-U3roTOBUTENA Mpu

TemnepaTtype oKpyxatouiero Bo3ayxa ot 223 g0 323 K (o1 -50 ao +50°C).
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20 YTUIN3ALNA

N3penve He npepctaBnser ONAcHOCTU [AAA KWU3HW, 3A0POBbA NOAEN U
OKpYKatollen cpeabl B Te4eHne cpoKa cnyxbbl U nocie ero oKoHYyaHusa. CneuunanbHble
mepbl 6e30nacHOCTM Npu yTUAM3aLuKM He TpebyioTca. YTUAM3auuilo yCTponcTea
npuobpeTaTenb YCTPOWCTBA BbINOMHAET CAMOCTOATENIbHO COMMACHO roCyapCTBEHHbIX
npasun (pernameHTa, HOpPM) CAauM B MycopocOOp Ha YTUAM3aLUMIO0, BbINOAHEHUE
YyTUNN3aL MK ObITOBOW 3NEKTPOHHO TEXHUKK, BUE0-U (DOTO- 3NEKTPOHHOMN TEXHUKN,

CojepXaHue AparoleHHbIX maTepuanoB: He TpebyeT yyéTa Npu XpaHeHuw,
cnucaHum u ytunmsaumm (n. 1.2 TOCT 2.608-78).

CojepX¥aHue LUBETHbIX MeTajioB: He TpebyeT yyéTa Mnpu CNUCAHUU U

AanbHenwen yTMAn3aLumnmy n3aenus.
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21 TAPAHTUA U3TOTOBUTENA

[apaHTUIHBIA CPOK 3KCMAyaTaLUN — 36 MecsLeB C AaTbl NpUodpeTeHNns.
Mpn OTCYTCTBMM [OKYMEHTa, MoOATBepXkAaloulero ¢axkt npuobperteHus,

FapaHTMﬁHbIVI CPOK ncHymncndaetTca ot Aatbl npon3BoAcCcTBd.
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\ )) SEC.RU KopoTkun nyTb K MHcbopmauum CkavaHo c sec.ru




V(CI-252-05. Bepcusa 2. PykoBoACTBO MO 3KCnayartauum 168

22 CBEAEHUA O CEPTUOUKALINN

3nenve cooTBeTCTBYeT TpeOOBaHMAM TexHW4YecKoro pernamenta TP TC
020/2011 wn TP EA3C 037/2016. Vmeer ceptudmkar cootsetctBua N2 RU C-
RU.ME61.B.01256, peknapauuto o cootBetctBum N2 RU [-RU.PA01.B.67503/20 u
cepTMdMKaT COOTBETCTBUA TEXHUYECKUX CpeacTB obecnevyeHus TPaHCMOPTHOW

6e3onacHoctn N2 MB/] P®.03.000035.
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23 CBEAEHWA O NPUEMKE

N3penune, ceteBas Bugeokamepa «VCI-252-05» ALUJP.202119.025, npuHATO B
COOTBETCTBUM C 0bsA3aTenbHbIMM TPeOOBAHUAMMU TFOCYAAPCTBEHHbIX CTaHAAPTOB W
AENCTBYIOLWEN TEXHUYECKON AOKYMeEHTauun, NpM3HaHO rogHbim K akcnayatayum 3A0
HBIM «bonnpay. 3aBoacKom Homep, MecAL, U rof BbiMyCKa YKa3aHbl HA Kopnyce nsgenus,

ToBapHbIV 3HaK BOLID o603Ha4yeH Ha Koprnyce 1 ynaKoBKe.
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[MEPEYEHb TEPMWUHOB U COKPALLEHMN

1,3 Mn CraHpapT BngeocurHana c paspeleHnem 1280x1024 nukcenen

1080p | CraHpapt BuaeocurHana ¢ paspeweHmem 1920x1080 nukcenen

720p CraHpapT BuaeocurHana ¢ paspeteHunem 720x1080 nukcenen

CraHpaapT, wWcnonb3yembld AnA  ayTeHTUdMKaumm 1 aBTopuM3auun

802.1x nonb30BaTesnen B CETU Nepefayn JaHHbIX.
AAC Advanced Audio Coding — PacwunpeHHoe ayano KoanpoBaHue
ARP Address Resolution Protocol - [lpoTokon onpeaenexnnsa agpeca
ATW Auto Tracking White Balance - ABTomaTnyeckas KomneHcauusa OanaHca

6enoro

Base-T | CtaHpapt Ethernet ana nepefauv faHHbIX 6€3 MOAYNALMM MO BUTOM Nape

CeteBoii  npotokon  Apple, obecneunBaounUiAi  aBTOMATUYECKOE

Bonjour -
obHapyxeHune cepBucos (cnyx6) n yctponcts B IP-ceTu.
BLC Back Light Compensation — KomneHcauua 3aaHei 3aCBETKM
BNC Bayonet Neill Concelman connector — Pasbem BNC. Haubonee uvacto
MCNONb3YeMblii TEPMUHAN A1 NOJAKAYEHUS KOAKCManbHOro Kabens
CBR Constant Bit Rate — MocToAHHbIN BUTPENT

Closed Circuit Television — 3amKkHyTOe TeneBujeHue. TeneBM3MOHHAA
CCTV cuctema, npeAHasHavyeHHas pAanA nepefayM CuMrHana orpaHUYeHHOMY
KONNYeCTBY NONb30BaTeENEN.

Common Gateway Interface — O6wwuin uHTepdeic wnw3a. CraHaapt
CGl uHTepdenca, MCNoNb3yeMoro ANs CBA3M BHELIHeN nporpammbl C Beo-
cepBepom.

Common Interchange Format - ObuieynotpebutenbHbii  hopmat
CIF uMdPOBLIX M300paXKeHWN NUKCENbHbIM pa3peweHvem 352x288 nnbo
352x240

Connection Less Network Protocol — BeCKOHTaKTHbIA ceTeBOW MPOTOKON
nepefayn AaHHbIX

CLNS
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Complementary metal oxide semiconductor — CMOS. KomnnemeHtapHas
CMOS CTPYKTYpa MeTan-OKCUA-NONYNpOBOAHUK. TexHosorma npou3BOACTBA
MONYNPOBOAHWUKOBbIX 3/1EMEHTOB, B TOM YNC/1e CEHCOPOB.

D1 CraHpapT BngeocurHana c paspelweHnem 720x576 nukcenemn
DC Direct Current — [10CTOSIHHbIV TOK
Dynamic DNS - [uHamnyeckmn DNS. TexHonorma, no3ssonstolLas

niopmaumm Ha DNS-cepBepe 0OHOBNATLCA B peasbHOM BpEMEHMU,
MPUMEHSALWAACA [AA Ha3HA4YeHWA MOCTOAHHOINO [OMEHHOro WMeHu
YyCTPOWUCTBY C AMHaMmnyeckmum IP-agpecom.

DDNS

Dynamic Host Configuration Protocol - [lpoTtokon pauMHamuyeckoro
DHCP KoH(purypuposaHue xocta. ObecneyvBaer nonyyeHne  CETeBbIMU
ycTponctBamu |IP-aapecoB oT cepBepa B N0OKa/IbHON CETH.

[poToKON ynpaBneHus PTZ-kamepamu yepe3 nocsiefoBaTeNbHbIN

DR-SD UHTepdeiic RS-485.
DNS Domain Name System — Cuctema [JOMEHHbIX UMEH. Tabnuua nepesBoja
UHTEepHeT UMEH B IP-agpeca.
Digital Noise Reduction — UndpoBoe noaaBneHue wwymoB. TexHONOrnA
DNR nojasieHns WIYMOB B M300paMeHUn, BO3HUKAWMX NPU HeJ0CTaTOYHOM
OCBEeLW EHHOCTN.
Digital Wide Dynamic Range — lNporpaMMHO-pacLUMpPeHHbIN UHAMUYECKUI
DWDR | AvanasoH. [porpammHo-peann3oBaHHan dhyHKLMA paclmpeHuns

AVHAMUYECKOro [uana3oHa MaTtpuubl  Ana  KomneHcauuu ¢oHoBown
3aCBETKU U300pameHus.

JlokanbHasa ceTb, uWCNonb3yemass AN MOAKNOYEHUA Mexay cobon
KOMMNbIOTEPOB, NPUHTEPOB, PaboOuYMX CTaHUWWA, TepMUHANoOB W T.N. B
Ethernet | HacTosillee Bpems peanusyeTcs Ha 6ase Kabenen Tmna «BuTas napav.
CKOpOCTb Nepeaayn CUrHana cocTaBseT OT AeCATKOB 10 TbiCAY Merabut B

CEKYHay.

EPS Frames per Second — KagpoB B cekyHay. KonnyectBo CMeHsIEMbIX KaapoB B
BUE0N300paXKeHUN 33 eAUHNLY BPEMEHU

FTP File Transfer Protocol — NMpoTokon nepeaaumn dhannos
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G.711A/ | CtaHpapT ayAvOKOAMPOBaHMA 6e3 KOMNPEeccMnm Co CKOpOCTbo nepeaayu
G.711M | paHHbIX 64 K6/C
u
G.722 CraHpapT ayAMoKoANMPOBAHMA CO CKOPOCTLIO Nepeaayun AaHHbIX 48, 56 1 64
' K6/c
G.726 CTaHgapT Komnpeccun u ayaMoOKOAMPOBAHMA CO CKOPOCTbIO MNepeaayun
' NaHHbIX 16, 24, 32 K6/C
G.729 Y3KONOMOCHbIN CTAHAAPT AAs8 T[ONOCOBOW MepedavyM KOAMPOBAHUA C
) avanasoHom ot 300 10 3400 I, CKOPOCTbIO AaHHbIX 8 KOUT/C
GOP Group of Pictures — 'pynna KagpoB. YnopsagoYeHHas Lenoyvka cnegyoLumnx
APYT 33 1pyrom n306paxeHuin B KOANPOBAHHOM BUEOMNOTOKE.
H.264/ High Efficiency Video Compression — CtaHgapT cxatua BMaeocuMrHana
H.264H/
H.264B
High Efficiency Video Compression — CraHaapT CXatma BUAEOCUrHana,
H.265 apnawowninca passutnem H.264 1 npumeHswowmnin 6onee 3hheKTUBHbIE
MeTOAbl KOMNpeCccuun
HLC High Light Compensation — KomneHcaunsa ApKon 3aCBeTKK
HTTP HyperText Transfer Protocol - [lpoToKon nepegayn ruMnepTeKCTOBbIX
NOKYMEHTOB
DDP Distributed Data Protocol — poTokon pacnpefeneHHbIX AaHHbIX
HyperText Transfer Protocol Secure — PaclumpeHne npoTOKON nepeaayun
HTTPS rMNEPTEKCTOBbIX [AOKYMEHTOB AN NOAAEPHKKM WnUdpPoBaHMA B LENAX
noBsbileHnsa 6e3onacHoCTH
Internet Control Message Protocol — MpoTOKON MeceTeBbIX yNPaBAAoLLNX
ICMP coobluieHnn. Mcnonb3ayetcs ana nepepayn coobuieHMin o6 olumbKax u
APYIUX UCKNIOYNTENbHBIX CUTYaUMUAX, BO3HUKLLMX NpU Nnepeaaye AaHHbIX.
ICR Infrared Cut Removeable - MexaHuyeckn casuraemoin WK-cbunbtp,
PacnofioKeHHbIN Nepea MaTpuu,en BUAeOKamepsl.
ID Identifier — \geHTndunKaTop
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Internet Group Management Protocol — [poTokon ynpaBieHus rpynnoBou

IGMP -
nepepayeit AaHHbIX B CETAX, OCHOBAHHbIX HA NpoToKone IP.
K10 CTeneHb 3alWuTbl 3/MeKTpMyeckoro obopyaoBaHus, obecnedvnBaemas
060/104KON, 3aLLMLLAIOLLEN OT BHEWHMX MEXaHUYEeCKMX yaapoB Ao 20 [x
Internet Protocol — MexceteBon NpoTOKON.
IP IP-agpec — YHUKanbHbIA  4YMCNOBOM UAEHTU(HUKATOP  KOHKPETHOro

yCTPOMCTBA B COCTaBE NOKA/IbHOWN CETU

IP Filter | ®yHKUMA ynpaBneHMa AOCTYNOM K CETEBOM BUAEOKAMEpPE C ONpPeaeNeHHbIX
P IP/MAC-aapecoB NoKanbHOM CeTu

bunbtp

Internet Protocol version 4 — 4eTBEpTas BepCus MHTEPHET MpOTOKo/a.

IPV4 - < <
LLInpoko ncnonb3yembint Tun IP-agpeca, coctoswuii us 4 6ant (32 6ur).

IPV6 Internet Protocol version 6 — wiectas BepcuA UHTEPHET NpoToKona. Hoeas
cucTema agpecaummn, B KOTOpon agpec coctout uz 16 b (128 6ur).
International Protection — MexayHapoaHbi Koa 3awmntbl. CTeneHb 3aWmnTbl
3NEeKTPUYECKOro obopyaoBaHus, obecneynsaemas 00010YKOMN,

IP66 3awuLatolLLen ot Bo3aencTeus noiin (6) v Boabl (6). 3aLiuLLeHO OT CUMbHbIX

BOJAHbIX CTPYW. Boaa, Hanpaensaemas Ha 000/104KY B BUJEe CUNTbHbIX CTPYWA C
nto6b0oro HanpasBneHUs, He JO/MIKHA OKa3blBaTb BPEAHOIo BO3eiCTBUS.

Internetwork packet exchange — MexceteBoit 06meH naketamu. [poTokon
[PX ceteBoro yposHa mogenn OS| B cteke npotokonos SPX, npeaHasHa4veH gns
nepeaayu gatarpamm.

Infrared — WK, mnHdpakpacHbie nyuyn. HYacTb cnekTpa 31eKTPOMArHUTHbIX
BOJ/IH, NPUMbIKaloWaa K BUAMMOMY CBETY CO CTOPOHbI KpacHOro uBeTa.
YenoBeyecKknm 3peHnem He BOCNPUHUMAETCA, OiHaKO
NONYNPOBOAHMKOBbLIM CEHCOPAM 3TOT ANANA30H BUAEH.

MAC/ Media Access Control — YHMKanbHbln naeHTMdUKATOP, NpMCBAMBaEMbIN
MAC- ceTeBbIM ajantepam. MWrpaeT ponb (U3MYECKOro ajapeca CeTeBOro
agpec ajanrepa.

Secure Digital Memory Card — 3awuweHHaa undpoBas Kapra namatu.
JNeKTpOHHOe 3HeproHe3aBMcCUMMOe 3anomMuHalrlee YCTPOUCTBO  [ANA
XpaHeHua umudposoi nHPopmauumn pasmepom 11x15x1 mm.

Micro
SD
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Motion JPEG - CraHgapT Cxatma BuaeocurHana (NMOKaApoBbIN MeETOf

MJPEG
BUE0CHKaTUA)

MPEG2- | CraHgapT ayAMoKoaMpoOBaHusA
L2

Multicas | MNepenaya nakeToB C OAHOrO y3na CETM Ha cneunduyeckyr rpynny |P-
t afapecoB, NPUHaANEKALLMX Pa3HbIM NONyYaTENAM JAHHbIX.

Network Time Protocol — CeTeBOM NPOTOKOA CMHXPOHU3ALUM BPEMEHMU.
NTP CTaHAapT CUHXPOHM3AUMW  CUCTEMHbIX 4YacOB CETEBbIX YCTPOMCTB,
MCNONb3YIOLWMX MAKETHYIO Nepeaayy AaHHbIX.

Open Network Video Interface Forum — Otkpbitein Popym [1poToKkonos
CeteBoro Bewanunsa. OtpacneBasa  MmexayHapogHas  opraHusauus,
pa3pabaTbiBaemas CTaHAAPTU30BaHHble MPOTOKOMbI ANS B3aUMOAENCTBUS
ONVIF pa3nnyHoOro obopynoBaHus n MPOrpammMmHbIX CpencTs.
CraHpgapt ONVIF — oTtpacneBoW CTaHAapT, OnNpeaenAtoWmn npoTOKOSbI
B3aUMOAENCTBMSA ceTeBoro obopygoBaHus (ceTeBble  BUAEOKAMeEpbI,
BUEOperncTpaTopbl 1 Ap.), obecneymBaroLinNin COBMECTUMOCTb.

OSD- On Screen Display menu — JKpaHHOe MeHI0, oToOpaxaemoe NOBeEpX
MEHI0 OCHOBHOTO 1306paxeHuns, NOCTYNatLLero ¢ BUAEOKaMepbl

PCM Pulse Code Modulation - WmnynbcHoO KopoBasa  MoOAyAsALUSA.
[lpeobpa3oBaHmMe aHAaNOroBOro cMrHana B unudposyo Gopmy.
Pelco- [lpoToKon ynpaBneHus PTZ-kamepamu Yyepes nocsiefoBaTeNbHbIN

P/D nutepdenc RS-485.

Power over Ethernet - cranpaptel |EEE 802.3af, [EEE 802.3at,
PoE nossofAwlWMe nepegasatb no cetm Ethernet He TONbKO AaHHblE, HO K
3NEKTPUYECKNI TOK

Peer-to-Peer — TexHonorma nepegayv BUAEOAAHHbLIX MO WHTEPHETY
P2P (ynaneHHoe BuAeoHAbNOAEHME), OCHOBAHHAA Ha  UAEHTUDUKAL MK
BUleOKaMepbl Ha yafieHHOM cepBepe Nno ee yHuKanbHomy Homepy (UID).

Point-to-point protocol over Ethernet — poToOKON MeXTOYEYHOM Nepefayy

PPPoE NaHHbIX yepes Ethernet

U4 .
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Physical Security Interoperability Alliance — AnbfiHC 3a COBMECTMMOCTb
cuctem  usmyeckon 6esonacHoctn. CraHpapT PSIA — oTpacneBoi
PSIA CTaHAapT, onpefenfAwwWmMii  MNPOTOKOAbl  B3aMMOJENCTBMA  CETEBOTO
obopynoBaHus (ceTeBble BUAEOKAMepPbl, BUAEOPErncTpatopbl u ap.),
obecneynBaloLL Mt COBMECTUMOCTb.

Pan Tilt Zoom — aHopamuMpoBaHWe, HAKMOH, OMNTUYECKOE YBENUYEHMUE.

PTZ
PTZ-Buaeokamepa — NoBOPOTHAs BUeOKaMepa C 3yM-00beKTUBOM.

Quality of Service — KauectBo o06cnyxuBaHus. Habop TexHonorui,

oS
Q obecneynBaloLMX NPUOPUTETHOE UCNONb30BAHME KaHana CBA3N.

Quick- | Mnenep ana Bocnpon3BegeHnA MynbTUMeLNIHbIX (aknnos
Time

RJ-45 Pa3bem cTtaHpaapTta Registered Jack

ROI Region of interest — O6nacTb MHTEpeca
Recommended Standard 485 — PeKomeHayembii cTaHgapt 485.
RS-485 | WHTtepdeiic (Habop pazbemoBs, Kabeneit) Ans nocneaoBaTeibHON nepeaayn
LaHHbIX.
RTP Real Time Transport Protocol — [lpoTOKOA TPAHCNOPTUPOBKMU [aHHbIX

(BMAEOMNOTOKOB) B peaibHOM BPEMEHN.

Real Time Streaming Protocol- [ToTOKOBbIM NPOTOKON pPeanbHOro BpeMEHM.
RTSP CraHpapT ynpaeasaLLero NpoToKkona, onpeaenatolWmnn oTnpaBKy, npuem u
ynpasfieHne NOTOKaMu AaHHbIX PeanbHOro BpeMeHMU.

SMTP Simple Mail Transfer Protocol — [pocToi NpoTOKON NepecbUIKM NOYTbI

Simple Network Management Protocol - T[lpocToii NpOTOKON CETeBOro
SNMP ynpaBneHus. CemencTBO CTaHAApPTOB, ONpeaensouIMx npaBmMna U ycnoBus
noctyna K cetsaim TCP/IP gna ynpaBneHus paboTol y3/10B CETU.

Secure Shell — be3onacHasa o6onoyka. CeTeBON MPOTOKON MPUKAALHOTO
YPOBHH, NO3BONAIOLL MM NpouM3BOAUTL  YAANEHHOE  ynpaBieHue
SSH OonepaLnoHHON cucTemon 1 TyHHennpoBaHue TCP-coeanmHenunin. MNo3sonser
6e3onacHo nepeaaBatb B He3aWMWLWEHHOW cpefe NPaAKTUYECKU NoOOW
APYron ceTeBon NPOTOKO.

U4 .
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Secure Sockets Layer — YpoBeHb 3alWWWEHHbIX COKeTOB. [1pOTOKON
SSL wudpoBaHNA AaHHbIX, obecrnedymBaOWMN 6e30NaCHOCTb CBA3N MpW
nepenaye AaHHbIX.

Spanning Tree Protocol — lpoToKkon noKkpbiBatoWero AepeBa, KaHalbHbli

STP
MNPOTOKOJ
Scalable Video Coding - MacwTtabupyemoe BUAEOKOANPOBAHME.
SVC TexHonorMa no3BofsAeT nepejasatb B  OAHOM TMOTOKe HECKO/IbKO
NOANOTOKOB BMAE0 Pa3/INYHOro KayecTa.
Transmission Control Protocol / Internet Protocol — [poTokon ynpaenexus
TCP/IP nepegavyen | MexceteBon npoTokon. CemencTBO  NMPOTOKONOB,
onpeaenswmx obuue npasuna M yCNOBUS nNepefayvu  [aHHbIX Mo
NOKaNbHbIM CETAM U CETU UHTEPHET.
Transport Layer Security — be3onacHOCTb TPaHCNOPTHOrO YPOBHA.
TLS [lpoTokon obecneyrBaeT 3alWULLEHHYIO Nepeaayy AaHHbIX MEXAY y3namu B
cetn NHtepHer.
User Datagram Protocol — [lonb3oBaTensCKUM NPOTOKON nepepaydun.
UDP [lpoToKON nepefayu [AaHHbIX, He Tpebywwuid NOATBEPKAEHUA Mpuema
MaKeToB.
UPNP Habop ceTeBbIXx NPOTOKONOB A/ YHUBEPCANbHOW aBTOMATUYECKOM
HaCTPOMKWN CETEBbIX YCTPOWCTB
URL Uniform Resource Locator — YHuduuMpoBaHHbIN yKaszaTenb pecypca

VBR Variable Bit Rate — [TepeMeHHbIN OGUTPENT

CBOOOAHbIN  MeaManpourpbiBaTenb,  MOAAEPHUBAWMNUA  pPa3NUYHble

VLC
thopmaTbl BOCMPOU3BEAEHNS.

Wide Dynamic Range - PacluMpeHHbIA AWUHAMUYECKUMA [OMANA30H.
WDR AnnapaTHo-peann3oBaHHaa  @QYHKUMA  pacWMPEHMA  LUHAMUYECKOro
[vanasoHa MaTpuLibl AN KOMNeHcaumMm GoHOBOM 3aCBETKM U306paeHus.

NK/VUK- | Cm. IR
®oHoBa
A
3aCBeTK
a
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NK- MexaHunyeckun casuraemblii K-punbTp, pacnonoxeHHbIn nepes MaTpuLLen
bunbTp | BUMAEOKAMepbI Ans peanusaumm pexuma «/leHs/Houb»

NM NHCTpYKUMA NO MOHTAXYy

JIBC JlokanbHasa BbIYNCNUTENbHAA CETb
0C OnepaumnoHHas cucrema

MK [lepCoHanbHbIM KOMMNbIOTEP

Ocobblin cBOA nNpaBui, npoueayp W ycioBui, onpeaensounx hopmart

MpOTOKO | BPEMEHHYIO CTPYKTYPY Nepeaayn JaHHbIX Mexay ycTponctBamu. Takxe B
n NPOTOKONAx onpefensAercs pa3dMBKA AaHHbIX HA MaKeTbl, [eNCTBUA Mpu

owmnbKax 1 npouesypbl KOHTPOAA COCTOSHUS IMHUKN Nepefayn JaHHbIX.

Mnc Macnopt

P>5 PYKOBOACTBO MO 3KCNayaTayunm

LI LleHTpanbHbIM NpoLeccop

Y/b YepHo/benbiin
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