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1 OBLUWE CBEEHUA

1.1 Bugeokamepa npegHasHadeHa Ana  paboTbl B COCTaBe KOMMIEKca
BUAEOHAONI0AEH NS ANA HENPEPbIBHON TPAHCAALMMN BUAEOU300paXKeHUs C OXPaHAEMOV
30Hbl  Ha CUCTEMbl  OTOOpAMEHUA,  3anuUcKh, XPaHEHUA 1 BOCMPOU3BEAEHUs
BUAEON300paKEHNS.

1.2 i3penvie npeaHasHayeHo ToNbKO ANnA NpodeccMoHanbHoro NCnoib30BaHuUs

M PaCcCYMTaHO Ha HeMpepbIBHYIO KPYrNOCyTOUYHYO paborty.
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2 TEXHWYECKMUE XAPAKTEPUCTUKWA

OCHOBHbIe

(Tabnuua 2.1).

TEXHNYECKNE  XAPaKTEPUCTUKUN

n3genna npeacraBieHbl

Tabnunua 2.1 — OCHOBHbIE TEXHUYECKME XapaKTEPUCTUKY

HUXe

Kamepa

Marpuua

1/2,8” KMOT

PaspeweHune BVI,EI,GOI/I306pa)KeHl/IH

1920x1080 nuKcenen

Cucrema CKaHMpoBaHWUA

[lporpeccrBHan

CKopocTb 3aTBOpA

ABTO/Pyy4H., 1/3~1/100000 ¢

MuH1uManbHaa oCcBeLleHHOCTb

0,002 ntokc/F1.6 (MK-noacBeTKa BbIKL);
0 niokc/F1.6 (MK-noacBeTka BKI.)

CooTHOLeHne «CUTHanN-wWym»

bonee 50 b

Bupeosbixop Het
OcobeHHOCTH
JlanbHocTb NIK-noacBeTkn 50m

JleHb-HOYb AsTo (ICR) / LUBet / Y/Bb
KomneHcauusi hoHOBON 3aCBETKY BLC/HLC/WDR(120 gb)
BanaHc 6enoro ABTO/PyyH.
PerynupoBKa ycuneHus ABTO/PyyH.
llymonopasneHne 3D

Macka KoHpuaeHLMaNbHOCTA [10 4 30H

Ob6BbeKTUB

Tun obbeKkTnBa

2,8 MM, QUKCUPOBAHHbIN

MaKcumanbHoe pacKpbiThe
anadparmel

F1.6

+« » SEC.RU
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Yron o630pa

[op.: 106°, Beprt.: 57°

Bupeo

CxaTune BugeocurHana

H.265/H.264/H.264H/H.264B/M)PEG

dopmar BuaeonsobpaxeHus

1080p(1920x1080) / 1,3Mn(1280x960) /
720p(1280x720) / D1(704x576/704x480) /
VGA(640x480) / CIF(352x288/352x240)

YacroTta Kagpos

OCHOBHOW NMOTOK

1080p (1~25/30 k/c)

JlONONHUTENbHbIN NOTOK

D1(1~25/30 k/c)

JlONONHUTENbHbIN MOTOK 2

720P (1~25/30 K/c)

CKOpOCTb nepefavyn JaHHbIX

H.264: 3 ~ 8192 kbut/c
H.265: 3 ~ 8192 kbuTt/C

3BYK

CkaTne ayanocurHana

G.711a/G.711Mu/AAC/G.726

AyanoKkaHan Het
MuKpodoH BCTpoeHHbIN
BuaeoaHanutunka

BupgeoaHanutnyeckme dbyHKLUN

NepeceyeHne NMMHUK, KOHTPONbL 06acTy,
KnaccuduKkauus o6beKToB
(4enoBeK/TpaHCNOPTHOE CPEACTBO)

[letekuns

O6HapyXeHue ABMKEHUA, 3aKpbITUE /
pacthoKycMpoBKa 06bEKTNBA, M3MEHEHNe
CLLEHbI, AyMOAETEKL S

I dheKTMBHbIE 30HbI BU3yanbHOIo pasnmyeHns oobektoB (BS EN 62676-4)*

O6HapyxeHue (25 nukcenen/m) [0 38,6 M
HabnopeHune (63 nukcensa/m) o 15,4 m
Pacno3HaBaHue (125 nukcenein/m) | go 7,7 M
Npentudukauma (250 nukcenein/m) | Ao 3,9 m

+« » SEC.RU
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Cetb

Ethernet 10/100 Base-T, RJ-45

COBMECTUMBIN MHTEPHET Gpay3ep
Web-nHtepdenca

Wi-Fi Het

IPv4; IPv6; HTTP; HTTPS; TCP; UDP; ARP; RTP;
RTSP; RTCP; RTMP; SMTP; FTP; SFTP; DHCP;
DNS; DDNS; QoS; UPnP; NTP; Multicast; ICMP;
IGMP;NFS; PPPoE; 802.1x; SNMP
ONVIF(Profile S / Profile G); CGI; P2P;
Milestone; Genetec

Internet Explorer gna Windows

[poTOKONbI

CraHpapTbl 06MeHa

MaKcumanbHoe Konn4ecTso
OHOBPEMEHHbIX MOAKNIOYEHMN 20
K BeO-uHTepdeiicy

[lon. pasbembl

CnoT KapTbl NaMATH Micro SD, He 6onee 256 [6
TpeBOXHbIN BXOA, BbIXOA, Het

[po3o3aumra

YpoBeHb HanpsxeHua 3awuntsl Up 4 KB

Obuwme cBepeHun

Konnuyectso OAHOBPEMEHHO

TPaHCANPYEMbIX BUAEOMOTOKOB >

HanpsaxeHune anekTponutaHua 12 B noCTOAHHOTIO TOKA
NMoTpebnsiemas MOLLHOCTb He 6onee 5,7 Bt
MutaHne PoE |IEEE 802.3af
[inana3oH pabouunx Temneparyp O1-40 °C po +60 °C

OTHocuTeNbHaA BnaxHocTb Bo3ayxa | OT 10 % no 95 %

CreneHb 3awwuTbl ob6onoykn no NOCT
14254-96 (MK 529-89)

AHTMBaHAaNbHasA 3alWmra IK10

P67
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[abapuTHblE pa3mepsl 108,9x108,9x55 mm

Macca 0,38 Kr

*B ycNnoBUAX A0CTATOYHOMN OCBELLEHHOCTY U MPU OTCYTCTBUU HeBNAronpUATHbIX
NOroAHbIX ycnoBuin. O6Hapy»eHne — 0OHaPYIKEHUE ABVKEHUA UNN HANNYUA 0ObEKTA
B Kagpe. HabnoaeHne — onpefeneHne 0CHOBHbIX XapaKTEPUCTUK 0ObEKTa.
Pacno3HaBaHue — pacno3HaBaHWe XapaKTepUCTUK 1 y3HaBaHue 06beKTa

No BuU3yasnbHbIM Npu3HaKam. aeHTudrKauma — yctaHoBAeHWE TMYHOCTU / HOMEPHbIX
3HaKoB aBTOMOOMNA.

U4 .
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3 KOMIMNNEKTHOCTb

CoctaB wu3genus npn NoCTaBKe (KOMI'I}'IeKT MNOCTaBKN BVI,D,GOKaMepr)

npeactasneH HUe (Tabnuua 3.1).

Tabnuua 3.1 — KoMnneKT noctaBKu

HanmeHoBaHue O603HauyeHue Kon.
Bupeokamepa «BOLID VCI-722» ALAP.202119.006 1 wr.
Macnopt usgenua «BOLID VCI-722» ALAP.202119.006 IC 1 3K3.
NHCTPYKUMA NO MOHTaXy ALAP.202119.006 M 1 3K3.
Haknenka moHTaxHas «Tpadaper ans 1 wr.
KpenneHusa BugeoKamepbl»
Haknenka nicdopmumpytouias «Begercs 1wt
BUAEOHabnoaeHnEY )
FepmeTnyHas kabenbHaa mydTa 1 wr.
LWypyn 4x25 4 wr.
[obenb 6x25 4 w.
Kntoy T15 «3Be3q04Ka» 1 wr.

U4 .
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4 KOHCTPYKLUA

BHEWHNA BUI W OCHOBHblE 3N1EMEHTbI BUAEOKAMEpbl NpeAcTaBieHbl HKe
(PucyHok 4.1).

[noabl WK-noacBeTKM, W AaTYMK OCBELLEHHOCTU MO3BOMAT OCYLLECTBAATH
BUAEOHab0eHe B YCNOBUAX HU3KOW OCBELLEHHOCTH.

O6beKTUB ¢ DUKCUPOBAHHLIM (DOKYCHbIM pPaccTosHMEM NpefHa3HayeH Ans
CO3[1aH1A BUJEOKAMEPON eCTBUTENBHOMO ONTUYECKOro N300paXeHus.

BCTPOEHHbIN BbICOKOYYBCTBUTENbHbLIA MUKPO(MOH MNO3BOMAET OCYLLECTBAATH
3anunch ayamno noToka.

Kabenb BugeoKkamepbl ABNAETCA KOMOWMHMPOBAHHLIM U BKAOYAET B cebs

Kabenb nuTaHuA 1 ceTeBon kKabenb (PucyHok 6.1).

BCTpoeHHbIn MUKpOdOH
Kopnyc

[noabl NK-noacBeTKu
O6beKTuB

MoHTaXHoe oCHOBaHue

Kabenb

e
—

e

PUCYHOK 4.1 — BHEWHWIN BU U OCHOBHbIE 3/1EMEHTbI BUAEOKAMEPbI

U4 .
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BHYTpM KOpnyca YCTPOMCTBA HAaXOAWUTCA KHOMKA annapaTtHoro copoca (RESET)
M CNOT AnA Kaptbl namaTtn «Micro SD».

KHonka annapatHoro c6poca (PucyHoK 4.2) wcnonb3yeTca Ans BO3BpaTta
K HaCTpOMKaM Mo yMoNYaHuio. EcnyM HaxaTb U yaepMuBaTb 3Ty KHOMKY B T€YEHUE
5 CeKyHJ, KOHhUrypaLmsa CUCTEMbI BEPHETCA K 3aBOJCKMM HACTPOMKaM.

Kapta namsatn «Micro SD» (PucyHok 4.2) (He BXOAMT B KOMMIEKT NOCTaBKW)

ncnonb3yetca and 3anncm BnaeonoToKa.

PUcyHOK 4.2 — PacnonoxeHve KHONKW annapatHoro cbpoca v cnota Ans KapTbl
namaTu

U4 .
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5 MOHTAX U AEMOHTAX

5.1 MEPbI BE3OMNACHOCTHU

1. K pabote c u3genvem fonyckaetcs KBanMbULMPOBAHHbLIN NepcoHan, M3yYnBLLNIA
HacTosLLee PyKOBOACTBO.

2. Bce paboTbl No MOHTaXy v Hanagke npou3BOAWUTb C cobnofeHnem TpeboBaHMI
AENCTBYIOLMX HOPMATMBHbIX JOKYMEHTOB M0 TEXHMKe 6€30MacHOCTU.

3. Jlnua, npou3BojALLMe MOHTaX U HaNagKy, LOMKHbI UMETb YAOCTOBEPEHMe Ha NPaBo
paboTbl C 31eKTpoyCcTaHOBKaMM HanpsixeHrem fo 1000 B.

4. MoHTaX NpON3BOAUTL TONIBKO NPU OTKOYEHHOM HaNPAXEHUN NUTAHUA.

5. na MOHTaMHbIX paboT HeoOXOAMMO WCNONb30BaThb WCMPaBHbLINA, 6e30mnacHbI
1 YIOOHbIN MOHTAXHbI UHCTPYMEHT.

6. MoHTaX NpomM3BOAUTL TOJIbKO HA YUCTOWM, CYXOW YCTAHOBOYHOMW MOBEPXHOCTU MpU
OTCYTCTBMM  aTMOC(EpHbIX  OCaAKOB, MOBbLIWEHHOMW  BAAXHOCTM U UHbIX
HebnaronpuATHbLIX YCIOBUNA.

7. Bce Buapl pabot ¢ u3genvem Bo Bpems rpo3bl 3anpelatTcs.

8. MoHTaX npoun3BOAWUTbL 6€3 MOBPEXAEHUA KOHCTPYKLUMW. BbINONHEHHbI MOHTaX
AOJIKeEH obecneynBaTb repmMeTnMyHOCTb BHYTpEeHHeMW KOHCTPYKL UK
M 3NEKTPUYECKOr0 NOAKNI0YEHMA BUAEOKAMeEPDI.

9. Heobxoammo ncknounte obpasoBaHue, nonagaHne uav Bo3aencTBne KoHaeHcata,
3NeKTpopaspsana, CTaTUYeCKOro 3NeKTpuYecTBa, rpPA3U, KUAKOCTU, OMNaCHbIX
Bel,ecTB n Mycopa Ha NOBEPXHOCTU, Ha 3N1EKTPOHHbIX, ONTUYECKMX,

KOHCTPYKTUBHbBIX U 31IEKTPMUYECKMX ITEMEHTAX BUAEOKAMEPbI.

A .
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5.2 1oArOTOBKA U3AENNA K MOHTAXY

BHUMAHWE!
3anpeliaerca  NepeHoCUTb,  Aepxatb,  3aKpennAatb,  NOABeLWMBaTb
BUAEOKAMepy 3a Kabenb — 2370 BefAeT KMNoOTepe rapaHTUM U NONOMKe
yCTPOMNCTBA.

BHUMAHWE!

Cneuunanuct no MOHTaXy, npu H€O6XOD,I/IMOCTI/I, MOXET ncnonb3oBartb NHYIO
TEXHONOTNIO YCTAHOBKU U KpenexHble 3/71eMeHTbl, He BXoJAlle B KOMMNNEKT
MnocCtaBKK, ecnnm 3TO HeE HapywaeT KOHCTPYKuuto, He BANAET Ha pa60Ty
yCTDOVICTBa n obecneymBaer HaJeXHOCTb CNCTEMBI.

Boibepute Tun Kpennewusa (Tabnuua 5.1), obecneynBawwuin Haubonee

3de3€KTVIBHO€ pacnosioxeHne BngeoKamepbl B 3aBUCUMOCTU OT pemaeM0|7| 3ajauyu.

Tabnuua 5.1 — Tunbl KpenieHns BUJEOKaMepbl

Tun KpenneHus KpoHwreinH MpumeyaHue

MMoTonoyHoe - CraHpgapTHoe

BepTukanbHas opueHTayms

HacteHHoe i
Fopu3oHTanbHas opueHTaumsa

BR-105

BbibepuTe MecTo KpenjeHus BUAeOKamepbl C y4eToM rabapuTHbIX pasmepos
nspenus (PucyHok 5.1) 1 yno6ctBa paboTbl C MOHTAXHbBIM UHCTPYMEHTOM.

2108.9 [24.29]
. 291.0 [#3.58]

°9¢

55.0 [2.17]

24.5 [20.18]

PucyHok 5.1 — labapuTHble pa3mepbl BUJEOKamMepbl

U4 .
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Ybeautecb, UYTO  MOHTaXHAs MOBEPXHOCTb  CNocobHa  BbIAEPXkMBaATH
TPEXKPaTHbIV BEC KAMEpPbl 1 KPOHLUTENHA.

BHUMAHWE!

Mpu MOHTaKe nNpoBOJAa 3NEKTPOMUTAHUA U BbIXOAOB CNeAyeT OCTaBUTb
[0CTaTOYHOE MPOCTPAHCTBO ANA  JIEerKoro [octyna npu  AanbHenwem
06CNyKUBAHUM YCTPOWCTBA.

5.3 MOHTAX

BHUMAHWE!

MoHTaX 1 nycKoHanagoyHble paboTbl W3Aenus, BKAYAsA PEryIvpoBKY
06bEeKTMBA, NPOBOAWUTbL NMPU OKPYKalollen Temnepatype He Humke +10 °C,
OTHOCWUTENbHOM BNAXHOCTU BO3ayXa He Bble 80%, MpuM  OTCYTCTBUM
NOBLILIEHHOTO CNAapeHns U Napoobpa3oBaHNUs, yCUNEHHOW BUOpaLuu.

5.3.1 [loToNo04YHOE KpenneHne BUAEOKaMepHbI

1. C nomollblo KIYa M3 KOMMIEKTa NOCTaBKM OTCOEAMHWUTE KOPMyC OT YCTPOMCTBA
BUI€OKaMepbl.

2. Wicnonb3ysi Tpadaper W3 KOMMJEeKTa MNOCTaBKW BUAEOKaMepbl, OTMETbTE TOYKM
KpenneHus Ha yCTaHOBOYHOW NOBEPXHOCTU U NpoCcBepnute 4 oteepctua (anametp
6 MM, ry61Ha He MeHee 25 MM) B YCTaHOBOYHOW NOBEPXHOCTU.

3. Mcnonb3ys KpenexHble 3NeMeHTbl U3 KOMMJIEKTa NOCTaBKW, 3aKpennTe MOHTa)Hoe
OCHOBAHMeE Ha YCTAaHOBOYHOW NMOBEPXHOCTHU.

4. MprcoeanHNTe KOPNyC K MOHTaXHOMY 0CHOBaHuI0 (PUCyHOK 5.2).

PucyHok 5.2 — [lotonoyHoe KpenneHne BugeoKamepsl

U4 .
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5.3.2 HacTeHHOe KpenneHue BUAEOKamMepbl

1. C nomolLblo KIYa M3 KOMMIEKTa NOCTaBKM OTCOEAMHWUTE KOPMyC OT YCTPOMCTBA
BUIEOKAMEDHI.

2. Wcnonb3ys TpadapeT U3 KOMMNEKTa MOCTaBKM BUJEOKAMepPbl, OTMETbTE TOYKM
KpenneHus Ha yCTaHOBOYHOW NOBEPXHOCTU W NpocBepnute 4 oteepctua (anametp
6 MM, ry61Ha He MeHee 25 MM) B YCTaHOBOYHOW NOBEPXHOCTU.

3. Mcnonb3ys KpenexHble 3N1eMeHTbl U3 KOMMIEKTa NOCTaBKW, 3aKpPennTe MOHTaXHoe
OCHOBAHMeE Ha YCTAaHOBOYHOW NMOBEPXHOCTU.

4. MprcoeanHNTe KOPNyC K MOHTaXHOMY oCHoBaHuio (PucyHok 5.3).

PucyHok 5.3 — HacteHHOe KpenneHne BuaeoKamepbl
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5.3.2.1 HacTeHHOoe KpenneHve BuAeOKaMepbl Ha KpoHwTenHe BR-105

BHUMAHWE!
KpoHwTtenH BR-105 He BXOAWT B KOMMJIEKT NOCTaBKMN BUAEOKaMepbl.

BHelwHun BUA l/II'a6apl/ITHbIe pa3mepbl KpOHLUTeVIHa npeacraBaeHbl HUXe

(PucyHoK 5.4).

76.0

4-M4 50 BQU
94, 0

| @69, 0 2
4-M4 90° BQU

31.2

160.0

=

*] = o
o | ] ©
& \E . &

. =050

PUCYHOK 5.4 — BHelwHWi B 1 rabapuTHble pa3mepbl KpoHLTeliHa BR-105

1. Ocnabbte  UKCUPYOWWUA  BUHT W OTCOEAMHWTE  MOHTAXHYI0  NNACTUHY
OT KpoHLuTeinHa (PUCyHOK 5.5).

2. icnonb3ys MOHTAXHYK NAaTUHY, OTMETbTE TOYKW KPEnjeHUs Ha YCTaHOBOYHOM
NOBEPXHOCTH.

3. MpocBepnute 4 otBepctus (anametrp 6 MM, raybrMHa He MeHee 25 Mm)
B YCTAHOBOYHOW NOBEPXHOCTU W BCTABbTE B HMX [0OENN U3 KOMMNEKTa NOCTaBKU

KPOHLUTENHaA.

U4 .
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4. Cpenainte CKBO3HOE OTBEPCTUE B YCTAHOBOYHOW MOBEPXHOCTU ANA BbiBOAA Kabens

K BUaEOKamepe.

[ DUHCUPYIOLLWIA BUHT KPOHLLTENHA

- @ -

PUCYHOK 5.5 — HacCTeHHbIN KPOHLUITENH

MoHTamHaA NnacTMHa KPOHLWITENHA

@

5. Wicnonb3ys wwypynbl 13 KOMMJEKTa NOCTaBKW KPOHLUTENMHA, 3aKPenuTe MOHTAXHYIO
NAACTUHY KPOHLITERHA Ha YCTAaHOBOYHOW NMOBEPXHOCTHU.

6. MNpucoeanHNTe MOHTAXHYIO MNACTUHY K KPOHLUTEMHY W 3aTAHUTE (QUKCUMPYIOLLWIA
BUHT.

7. CHUMWTE Kopnyc BUAEOKaMepbl.

8. 3aKkpenute BUAeOKaMepy Ha KpoHlTenHe. CNOMOLLbID KOYa W3 KOMMNNEKTa

MOCTABKM BKPYTUTE BUHTbI 1 3aKpenuTe Kopnyc Ha ycTponctee (PUCYHOK 5.6).

PucyHok 5.6 — HacTteHHoe KpennieHne BuaeoKamepbl

v N\ .
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5.4 HACTPOMKA HAMPABJIEHUA OB bEKTUBA

[Ins HacTpomku Tpebyemoro HanpaBieHMs OObEKTVMBA C MOMOLLbIO Kitoya
13 KOMM/JEKTa MOCTABKM CHUMUTE KOPMyC CycTponctBa. OTperynmpymnte nonoxeHue
00beKTVBA, HanpaBUB OOBEKTUB BUAEOKaMepbl Ha 30Hy HabnoaeHus (PucyHok 5.7).
HaseHbTe KOpnyc Ha yCTPOMCTBO U 3apUKCMpYiTe, UCNOMb3ys KNOY W3 KOMMIEKTa

MOCTaBKW.

PucyHok 5.7 — HacTpoiika HanpasieHus 06beKTBa

5.5 JEMOHTAX

[lemoHTax  BuAeoKamepbl npon3BoaANTCA B 06paTHOM nopagke npwu

OTKNNIOYEHHOM HanpAXeHUn NTaHnA.
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6 NOAKNIOYEHUE

Kabenb BMaeOKamepbl ABNAETCA KOM6VIHVIpOBaHHbIM W BKNOYAeT B cebs

ceTeBoN Kabenb 1 Kabenb nutaHua (PucyHok 6.1).

Pa3sbem nutaHus
12 B nOCTOAHHOTIO TOKA

&
9

&, - Pa3zbem RJ-45

PucyHok 6.1 — Kabenb Buaeokamepsl

CeTeBOI Kabenb — Kabenb ¢ pa3bemMom RJ-45 npeaHasHauyeH s COeAnHeHUs
ceteBoro obopyaoBaHua Kabenem UTP cat.5e (He BXOAWUT B KOMMJEKT MNOCTaBKM
BUE€OKaMepbl) AN nepenaydn BUAEONOTOKa B LudpoBom cdopmaTe no cetn Ethernet
npu nomowmn cdusmyeckoro ctaHgapta 10/100BASE-T (ckopocTb nepegayun AaHHbIX
10/100 M6uT/c cooTBETCTBEHHO). Takke Kabenb ¢ pasbeMom RJ-45 npefHa3HayeH ans
OCYLLECTBNEHMS MNUTAaHUS BUAeOKamepbl no TexHonorum «PoE» (3nekTponutaHue
ocyulecTBasieTca 6e3 Ucnonb3oBaHMsA 6/10Ka NUTaHUS, NYTEM NOAKIIOYEHUS YCTPONCTBA
ceTeBbiIM Kabenem KWUCTOYHMKY nuTaHua PoE (ceteBon Buaeopeructpatop c PoE
noptamu |/ PoE-uHxektop)). TexHonorusa PoE He oKa3biBaeT BAWAHUA Ha KayecTBoO
nepegayn fAaHHbix. [lepegaya paHHbIXx no cet Ethernet nnutaHue BMaeoKamepbl
Mo TexHonorum «PoE» moxeT ocywecTBnATLCA ofHOBpeMeHHO. K pa3bémy RJ-45 moxer
NoAKN4YaTbCA KOMMyTallMoHHoe  obopyaoBaHue, PoE-nHxekTOp, ceTeBOM
BUAEOPEerncTpaTop, KOMNbTep.

Kabenb nutaHus — kabenb ¢ pasbemom nutaHusa (5,5x2,1), npegHasHavyeH ans

ocywiectBneHna J3NEKTPUYECKOTo MNMUTaHNA BUAEOKamMepbl OT UCTOYHWUKA MUTaAHUA
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(6noka nuTaHuA) HanpsKeHnem 12 B nocToAHHOro TOKa. WCTOYHUK nuTaHUA

B KOMIUJTEKT MOCTAaBKWN HE BXOAUT.

BHUMAHWE!
[ina  [ONONAHMTENbHOW 3aWWTbl W repmeTusaunv npoBOAOB UCMOMb3yuUTe
repmeTuyHyto KabenbHylo MydTy U3 KOMNIEKTa NOCTaBKW BUEOKaMepbl.

1. icnonb3ya COOTBETCTBYIOLME NPOBOAA, KAK YKa3aHO HA MapKUPOBKe, MOAKIYUTE
UX K 6NOKY nuTaHusa. HeBepHoe cCOeAUHEHWE MOXET MPUBECTU K MOBPEXAEHUIO
n/vunu HenpaBunbHOMY (PYHKLMOHMPOBaHNIO 060PYAOBAHMSA.

2. Wcnonb3ys ceteBon Kabenb, NOAKNOYNTE BUAEOKAMEPY K BUAEOPErncTpaTopy mau
KOMMbIOTEPY B 3aBMCMMOCTU OT BbIOPAHHOWM CXEMbI NOAKMOYEHNA. Ba3oBble Cxembl
nofKkntoYeHnsa npeacrabneHbl Hmke (PucyHok 6.2, PucyHok 6.3, PUCYHOK 6.4).
HeBepHoe coeanHeHMe MOXET MPUBECTU K MOBPEXAEHUIO U/UnnU HenpasBuUabHOMY

(hYHKLMOHMPOBaAHMIO 060pyA0BaHNS.

' y Ka6enb UTP cat.5e

Bugeokamepa

KomnbioTep
PUcyHOK 6.2 — Cxema NoAKNI0YeHNa BULeoKamepbl K KOMMbOTepY

o KommyTtatop

Bugeokamepa

g
KomnsioTep SIS

PucyHok 6.3 — Cxema NoAKNI0YeHNs BUIEOKaMepPbl K KOMMbIOTEPY Yepe3 KOMMYTaTop

U4 .
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MoxuTop

KommyTtartop
PucyHok 6.4 — Cxema NOAKNIOYEHMA BUAEOKaMepbl K BULeoperncTpaTopy

6.1 YINYHOE 3ALUUTHOE 3A3EMIEHUE

BHUMAHWE!
MpaBuna opraHusauMum  3alUTHOrO  3a3eM/eHUs  PernamMeHTUpYIoTCA
AOKymeHTamu «[MpaBuna ycTponcTBa 3nekTpoyctaHoBok (MY3). Maea 1.7.

3asemseHune U 3aLUTHbIE mepbl 3NeKTpo6e30nacHoCTHY "
0CT 12.2.007.0-75.

Mpn opraHM3aumMm 3aWUTHOTO 3a3EMJIEHUS AO/MKHbI  OblTb  COONOAEHDI

cneaylouime ycnoBus:

1. PaccTtosHne mexay ceTeBbIM Kabenem 1 BbICOKOBOJILTHOM NUHMER nav npubopamu
JIO/I}KHO COCTaB/IATb He MeHee 50 m;

2. Kabenu cHapyxu 30aHWiA, MO BO3MOXHOCTWU, JOMKHbI ObiTb MPONOMXEHbI MOf
HaBECOM WK KpblLew;

3. Mpu npoknagke Kabenemn B rpyHTe ANs BbiBOAA Kabenen Ha NOBEPXHOCTb cremyeT
MCNONb30BaTh METANNNYECKYIO TPYOY, 3a3eMIEHHYIO C OAHON U3 CTOPOH Ha rNybuHy

He meHee 0,5 M. MpoknaaKa Kabenen B OTKPLITOM BUE HE A0NYCTUMA;

U4 .
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4. Ha TeppuTOpuAX C NOBLILEHHOW OMNACHOCTbIO MOPAKEHUA MOJHUEN, a TaKke
BONN3M YCTPOMCTB C CUIbHBIMU MArHUTHBIMU MONAMM, TAKUX KAK BbICOKOBO/BTHbIE
TpaHcOpMaTopHble  NOACTAHLUUW, HEeoOXoAMMa YCTaHOBKA PO303aLUTHbIX
YCTPOMCTB UNN MONHNEOTBO/I0B;

5. po3o3awuta 3aaHuA, Kabener U ycTPOMNCTB CHaPYXW, UMEIOLNUX MOAKIIYEHNE
BHYTPU 3[aHUSA, [AO/MKHbI MMeTb o0bliee 3a3eMneHne U1 COOTBETCTBOBATh
TpeboBaHuam MY (rnasa 1.7);

6. IPOBOAHVKM B cMCTEME 3a3eM/ieHUA AO/HbI UMETb PaBHbIA moTeHuuan. Bce
YCTPOWCTBA  3a3eMNE€HUS  [I0O/KHbl  CTPOr0O  COOTBETCTBOBATb  /[IOKYMEHTam
no anexkTpobe3onacHoOCTM, aTaKKe WMeTb 3alWuTy OT MoMex. 3anpelieHo
NOAKNIOYEHNE  3a3eMNEeHUss  Ha nHUIO  «N»  31EKTPOCHAOKEeHUs,  a TaKke
nepeceyeHve capyrumu nposogamu. ConpoTuBEeHME CUCTEMbI 3a3eM/eHUs
He [I0MKHO npeBbiaTh 4 OM, NnoLLaAb NONePeYHOro ceveHns Kabens 3azemneHus

[O/KHA COCTaBNATb He MeHee 25 Mm=2,

Mpu nNuTaHUKU CeTeBOW BUAEOKAMepbl Mo TexHonorunm PoE, ocyuiectBnsetcs
NOJKNOYEHNE C raNbBaHNMYECKON Pa3BA3KOW CUTHANbHbIX JIMHUA U HEABTOHOMHbIM
MCTOYHUKOM BTOPWUYHOTO 3/EKTponuTaHus. B cootBeTcTBMM C TpeboBaHusmu Y3,
KOpNyC WCTOYHMKA nuTaHua (KommyTatopa, Buaeopeructpatopa, PoE wuHxeKkTopa)
Ha LWWTKE 3NEeKTPONUTaHNA, K KOTOPOMY OH MOJKIOYEH, a TAaKKe KOPNyC BUAEOKaMepbl
AOMKEH ObiTb 3a3emseH. [pyM 3TOM pPEeKOMEHAYeTCs YCTaHOBKA [JOMONHUTENbHbIX
YCTPOWCTB rp0303alluThl CETEBOro Kabens co CTOPOHbI KAMepbl 1 BuaeoperucTpaTopa.
3a3emneHne YCTPOWCTB rpo303alinTbl Kabens BbLINONHAETCA B COOTBETCTBUU
C COOTBETCTBYIOLMM PYKOBOACTBOM MO IKCMAyaTaLUN.

Mpn nWUTaHUM CETeBOM BUAEOKAMepPbl OT OTAENbHOrO MCTOYHUKA NUTAHUS
(6noka nutaHus, PUIM) — HeobXoAMMO TaKKe  OCYLWECTBNATb  3a3emieHue

NOAKNHOYEHHOIo NCTOYHMKA NMUTAHUA.
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6.2 YCTAHOBKA MOJTHUEOTBOJA

.- AyraR=60Mm

MOJIHUEYNoBUTE/b

3a3emMiieHne BUaeoKamepsbl

3azemnenue kabens Ethernet—

\ BIe0KaMepa [L0JKHA DblTb YCTAHOB/EHA MEX, r,
3azeMneHne 6n0Ka NUTaHUA uar PAM L8N A paa Yy Ay Ay

1R Th 06pa30BaHHbIX OKPYXHOCTAMMK € Pagnycom 60 m,
"&] .. NepeceKalwl X BEPXHIOK YaCTb MOJHUEYN0BUTENA U

M .. NOBePXHOCTb 3eMN

3azemantowmin kabenb
C CONPOTUBNEHUEM MEHEE 4 Q .-

_.~“MeTannudeckas Tpyba

T IMBNEKTPUYeCKUIA cTonb

PncyHoK 6.5 — YcTtaHOBKa MOJIHMeOTBOAA

Mpn ycTaHOBKe BUAEOKaMepbl HEOOXOAMMO W30AMPOBATH 3a3eMAIOLLNN
Kabenb OT MeTafIMYeCcKMX 4Yacten Buaeokamepbl. Mpoknagky Kabens 3a3emneHus
HeOOXOAMMO OCYLIECTBAATL Ha PAcCTOAHUM OT BUAEOKaMepbl, €€ MEeTaNIn4yecKoro
KPOHIUTEMHA W BCEX MOAKMIYEHHbIX KHEN Kabenenm ANA CHUKEHUA MOLLHOCTU
3MIEKTPOMArHMTHOro MoAs, CO34aBaemMoro npu yaape MOJHUN B MOJSIHUEYNOBUTENb.
PacctoAHMe mexay OCHOBaHMEM CTEpPHHA MOSHUEYNOBUTENA W MECTOM YCTaHOBKMU
Kamepbl BUAEOHAONIOAEHUS AOMKHO COCTaBnATb He meHee 0,5 M. lpu npoknagke
kabensa  Heobxogumo  obecneyuTb  OTCYTCTBME  OCTPbIX  YrioB U 3arnbos
TOKONPOBOAALLEN LUMHbI.

Obuias BbICOTAa MONHWMEOTBOAA, ANS YNPOLLEHUS PacYETOB, AOMKHA ObITb
He MeHee PacCTOAHUA OT MOBEPXHOCTM 3eMAN A0 HauBbICLIEN TOYKM YCTAHOBIEHHOM
BMAEOKamepbl, YMHOXeHHON Ha 1,5. Hanpumep, npu yCcTaHOBKe BUAEeOKamepbl TaK,
YTO HauMBbICIIAA TOYKA KPOHLWITENHA YyCTaHaBNMBaeMon BuaeoKamepbl Oyaer
HaxoAMUTbCA Ha PacCToAHMM 6 M OT MOBEPXHOCTM 3eM/iK, BbICOTA MOJIHMEOTBOAA

NOMKHA ObITb HE MeHee 9 M.
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Hanbonee npaBuibHbIM ABNAETCA pasfe/ieHne KOHTYpOB TrPOMOOTBOAA
M 3aLWUTHOTO 3a3eM/IeHNA 31eKTPONpPMOOpPOB.

B cnyyae ecnm yctaHOBKA OCYLLECTBAAETCS Ha 0OWWUA C MONHMEOTBOAOM
MeTananyeckui  ctonb, HeobXoAMMO 06ecneynTb 3NEKTPOM3ONALMIO  Kamepbl
OT KOHCTPYKLWK, HA KOTOPYIO OHA KpenuTcs.

He peKkomeHayeTcs 3a3emMfisTb Ha OAHY W Ty e TOKOMPOBOAALLYIO JIMHUIO
3a3eMNIEHUA  MOJIHUEYNOBUTENb W 3a3eM/ieHne  3NeKTponpubopoB. B npotnBHOM

c/iyd4ae BO3MOXEH BbIX04 U3 CTPOA BCEX 3a3eM/IEHHbIX TAaKUM o6pa30M yCTpOIZCTB.
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7 WEB-MHTEP®ENC
7.1 NoAKNIOYEHUE K WEB-UHTEP®ENCY

OTKponTe  Ha KomnbloTepe  6pay3ep  Internet  Explorer 1 BBeaute
B OTKPbIBLIEMCA OKHe Opay3epa B ajpecHoln cTpoke IP-aapec BuMaeoKamepsbl, nocne
3TOr0 aBTOMATMYECKM C BMAEOKamepbl 3anyCKaeTca MNpPUAOKEHME C CUCTEMHbIM
cooblleHnem, rae nonb30BaTeNl0 nNpeanaraeTca npu  NepBoOM  MOAKNOYEHUM
K Web-untepdeicy sugeokamepsbl yctaHoButb Web-nnaruH (PucyHok 7.1). Haxmute
«CoxpaHutb Gann» Ana pe3epBHOr0 COXPaHEHUA Ha KOMMbloTepe YCTaHOBOYHOrO
Maketa Ana 3TOro nnarmHa W «3anyctutb» ANA  aBTOMATMYECKOW YCTaHOBKM

KOMMNOHEHTOB NnarnHa.

BHMAHWE!
[ins aBToMatnyeckon yctaHoBkn Web-nnarnHa tpebytotcs
aagMuHucTpatusHble npaea B OC Windows

BM,u,eoxamepa Mo ymon4aHUtoO NMMeET:

— MacKy nogcetn 255.255.255.0
— |IP-agpec 192.168.1.108

— MMA nonb3oBartena: admin

Boi cobvpaeTecs OTKpLITh:

" | webplugin.exe anaTenk  BOLID ZAO NVP

ot Migsncsxesse

ABAAOWMACR: Binary File (1,3 MB) M3 caDownloads\webplugin.exe
w3 http://192.168.1.102

IaMyCTHTE OThara

Bbl XOTWTE COXpaHWTL 3TOT dain? | BLarnn CRpALMAATE NPK OTKPMTHE STOME (aina

|Coxpaﬂmb¢aﬁﬂ| | Otmena |

PucyHok 7.1 — YcTaHOBKa nnarvHa ana nogkntoyverms Kk Web-untepdericy

Mpu nepBom 3anycke BebO-uHTepdeiica BUAeOKamepbl HE0bX0AMMO NPOWTK

npoueaypy namunann3aymmn, COCToALY N3 Tpex waros:
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llar 1 (PucyHok 7.2): Bblbepute pervmoH (cTpaHy) W A3bIK CUCTEMBI
Beb-nHTEepdenca.

OGnacTs |Russia e

3K | Russian V|

Cragaptaugeo  |PAL v|

PUCYHOK 7.2 — MHnumanu3aums nonb3osartens «admin»: BbIOop A3blKa U PervoHa

LLlar 2 (PucyHok 7.3): YctaHoBUTE Hanbonee yaobHbIi hopmaT AaThbl M YACOBOW

nosc. TeKymee BpeEMA MOXHO 3aAdTb BPYYHYIO, NN CUHXPOHN3NPOBATbL C CUCTEMHbIM

BpeEMEHEM KOMMNbIOTEPA.

@OpMAT JaThl | Nexb-Mecau-Top 'Y |

Yacosoi noAc |(UTC+03:GD) Moscow, St. Petersburg, Volgograd V|

Texyluee epena 14-04-2020 [ 16: 07 : 23

ByAST H3MEHEHD Ha 14-04-2020 16:07:23

PUCyHOK 7.3 — MHuumnanusauns nonb3osartens «admin»: Bbibop BpemeHu 1 aathl

lWar 3 (PucyHok 7.4): CreHepupyiTe naponb nonb3osatens. [AnuHa napons
[NO/MKHA OblITb He MeHee 8 CUMBOJ/IOB, Mapo/ib MOXET COCTOATb W3 3arnaBHbIX
M CTPOYHBbIX OYKB natuHckoro andasuta (A-z), apabckux umdp (0-9) u cneymanbHbIX

CMMBONOB. B uenax obecneyeHns 6e3onacHocTu npn co3gaHnn napond HEO6XO,£I,I/IMO
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ncnonb3oBarb He mMeHee [AByX TWUMNOB CMMBOOB. PGKOMeHﬂ,yeTCﬂ TaKXe YyKa3aTb
pe3epBHbIl7| ajpec 3J'IEKT|30HHOI7I no4ytol, Cnomouwbd KOTOPOro BO3MOXKHO

BOCCTAHOBWTb NapoJib NONb30BaTENSA, €CNN OH ByaeT yTpayeH.

Monk30BaTens admin

Mapone | |

Mogeepxaeque | |

Maponke He MOMET COCTOATE MeHEe Yem 13 8 undp, OYEB MNK cUmBonoe. JomseH

BEM-Te MHHHMYM OBa THNA.

] Pazepe. email agpec
Wcn-ca onA copoca napona.

PucyHOK 7.4 — MHMumanu3auna nonb3oBatens «admin»: co3gaHue napons

Beeaute Bawe uWMA Nonb30BaTeNs M Naponb, HaXmuTe KHOMKY “Bxop”

(PucyHok 7.5).

IP-xamepa i

Monk3oeatens: | admin

Napons: 3abeinu napons?

PucyHok 7.5 — Bxog B Web-nHTepdenic Buaeokamepbl

Mocne ycnewHon aBTopm3auuMm  OTKpoeTca OKHOo  Web-uHTepdenca
Bugeokamepbl (PucyHok 7.6). B oTkpbitom okHe Web-uHTepdeiica Ha naHenu
NpocmMoTpa BuMaeonoToka OyaeT cpasy MATM HenpepbiBHas TPaHCAAUUA OCHOBHOFO

BUE€0MNOTOKA «3aXBaYeHHOr0o» BUJEOKaMepon n306paxkeHns peanbHOro BpeMeHN.

U4 .
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(e =11

PucyHok 7.6 — naBHoe meHo Web-uHtepdeiica

7.1.1 BoccraHOBNeHUe Napons nonb3oBarens

Echmu naponb Ans  BXoAa B BeO-uHTepdeinc BUAeOKaMepbl  yTpayeH,

HEe0oOX0AMMO NPONTY NpoLeaypy ero BOCCTAHOB/IEHUS.

BHUMAHWE!

BoccTaHoBNeHMe Napons nonb3oBaTens BO3MOXHO TO/NbKO BTOM Chyuvae,
ecnm BKNloYyeHa dyHKUMA «COpoc mapons», aTaKiKe yKasaH pe3epBHblil
afapec 3NeKTPOHHOW noyThl nonb3oBaTens (Bknagka «O6cnyxunBaHue
CUCTEMBI»). B MpoTMBHOM c/yyae, Napofib BOCCTAHOBUTb HEBO3MOMHO,
M AOCTYN K BUEOKaMepe BO3MOMEH TONbKO NPY BOCCTAHOBNEHWMW 3aBOACKMX
HACTPOEeK C MOMOLLbI0 KHOMKK annapatHoro cbpoca.

I'Ipm BxXxojge B Ccucremy BBeauTe MMA MNOoNb3oBaTend W HaxXMUTe «3abbinu

naponb» (PUcyHoK 7.7).
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BOLID IP-kamepa %
Mone3oEaTent: admin

PVICVHOK 7.7 — WHnymanmnsauyns CbOprI BOCCTAaHOBJ/IEHNA NAPONA NMONIb30BaTENA

[lanee Heo6X0AMMO NPONTU NPOLLEAYPY BOCCTAHOBNEHWUSA, COCTOALLYIO U3 ABYX
LIaroB, COrNacHO MHCTPYKLUUAM, CoepKaLunxcsa B hopme BOCCTAHOBNEHUA:

llar 1 (PucyHok 7.8): OTcKaHupyihTe oTobpasuBuniica QR-koa, mMcnonb3ys
Kamepy MobOunbHoro TenedpoHa (MAM  nNpunoXeHue, npefHa3HAYeHHoe Ans
CKaHupoBaHusi QR-KOMOB), ¥ OTNpPaBbTe pPe3ynbTaT CKAHWPOBAHUS Ha INEKTPOHHYIO
noyty support_gpwd@htmicrochip.com. Ha pe3epBHbii agpec 3M1EKTPOHHOW MOYThI
nonb3oBatens OyaeT OTNPaBNE€HO MUCbMO C KOJOM BOCCTAHOBNEHUS, KOTOPbIN

HeobxoAnmo BBeCTU B rpade «Beegute Koay.

SN: SL*****= [TSAAD

OTcranupyiTe QR-K0Q W OTNPaBLTE PesyneTar Ha
support_gpwd@nhtmicrochip.com. Ha peaepeHslit
Email npugeT nUcsMO ¢ KOOOM BOCCTAHORNEHUR

Beegute koa. .. |

l OTmeHa l l CriegyrLumii war l

PI/ICVHOK 7.8 — BoccTaHoBneHue naponAa nonb3oBaTtena: 3afnpoc Koja BOCCTaHOBIEHUA

4 .
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llar 2 (PucyHok 7.9): CreHepupyiiTe HOBbIA Maponb. [AMHA Napons AOMKHA
ObITb HE MEHee 8 CMMBOJIOB, NapOo/ib MOXET COCTOATb W3 3arNaBHbIX U CTPOUYHbIX OYKB
naTuHckoro andasuta (A-z), apabckux uudp (0-9) n cneumanbHbIX CUMBONOB. B Lensx
obecrneyeHns 6€30MacHOCTM MpPX CO34AHMU NapoNs HeobXoAMMO WCMONb30BaTb

He meHee ABYX TUNoB CMMBOJIOB.

Monb3oBaTens admin

Maponb

[Maponb He MOKET COCTOATL MeHee Yem M3 8
undp, OYKB UnNK cuMeonoB. [lomKeH BKN-Tb

MWHUMYM [Ba TWUNa.

MNogeepxaeHve

l OTmeHa l [ CoxpanuTb

PycyHOK 7.9 — BoccTaHoBNEHME Napos Nob30BaTes: Co3aHMe HOBOro Napons

7.2 TNABHOE MEHIO WEB-UHTEP®ENCA

Paspensl rnaBHoro meHio Web-uHtepdenca (PucyHok 7.10) npepoctaBnsior

[LOCTYN K ynpaBneHuio 1 paboTe ¢ BUAEOKamMepoil.

PucyHok 7.10 — Pa3gensl rnaBHoro meHto Web-nHtepdenca

Pasgpen meHiw  «[lpocmoTp» u npeAaHasHayeH fAna  AocTyna
K HEeMoCpeACTBEHHOMY NPOCMOTPY BWAEOMNOTOKOB, TPaHCAMPYEMbIX BUAEOKAMEPON
B peasbHOM BPEMEHW, BbIMOMHEHUA YNPABAAWMNX [AEACTBUA NPU  NPOCMOTPE,

ynpaBneHMA napameTpam BUsyanm3iaunmn onda naHenn npocmoTpa.
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Pasgen MeHw «BocnpoussegeHue» npeaHasHayeH Ans  Aaoctyna

K HenocpeacrBeHHoOMY BoCnpon3BeaeHnio COXpaHEHHbIX BUAEO NN |/|3o6pa>+<eva.

Pazgen meHto «HacTporikm» E npeAHasHayeH Ansa ynpaBiaeHna HacTpoOMKamu

BMOEOKaMeEPLI.

Pasnen meHio «CoObITUA» “ npeaHasHadyeH ana npocmoTpa 1 ynpaBieHnA

HaCTPOMKamu cobbITI TpeBOr, hOPMUPYEMbIX BULEOKAMEPOIA.

Pa3gen meHio «Bbixoa» m npefHa3HayeH JAna  3aKpbITUS U Bbixoaa

n3 Web-nHtepdenca suageokamepsi.

7.3 PA3OEN MEHIO «[TPOCMOTP»

Pazgen meHio «Mpocmotp» (PucyHOK 7.11) BKOYEH MO YMONYaHMIo
c oTkpbiTnem Web-uHtepderica, no3Bonser NpocMaTpmMBaTb Ha 3KpaHe KoMMNbloTepa

BUAEOMOTOKM 1 n306paxeHns (BUAEOKaApbI), TPAHCAUPYEMbIE C BUAEOKAMEPbI.

1 — MNaHenb BbI6Opa BUAEONOTOKA

2 — OKHO npocmoTpa

3 — [laHenb ynpasneHna OKHOM NPOCMOTpa

4 — MaHenb AeNCTBUI C 0OBEKTOM NMPOCMOTPA
PucyHok 7.11 — CTpyKTypa pasgena meHio «[pocmoTtp»
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Bbi30B pa3gena meHto «lpocmotp» u3 agpyroro coctosHus Web-uHtepdeiica

MnPon3BoaAnNTCA HaxXaTMeEM KHOMKN u B rNMaBHOM MeHIO.

7.3.1 Bbibop BMAEONOTOKA

Bbibop BMAEONOTOKA ANs NPOCMOTPA Ha IKpaHe KOMMbOTepa BbIMONHAETCS
cmomollblo naHenu BbiGOpa BuAeonoToka. MWHTepdeinc npeactaBneH Huxe

(PucyHok 7.12).

_| JNon. noTok | Mpotokon | TCP

PucyHok 7.12 — lMaHenb BbibOpa BUAEONOTOKA

OnucaHne BUAEONOTOKOB NpeAcTaBneHo Hmke (Tabnanua 7.1).

Tabnuua 7.1 — OnuncaHue BUAEOMNOTOKOB

Mapametp OnucaHue

Otobpa)eHne  OCHOBHOFO  BWMAEOMOTOKA MO YCTaHOBNEHHOM

«OCH. NOTOK» -
CUCTEMHOM KOH(pMrypaLum BuaeoKamepsl.

OT06pa)KeHl/Ie nepBoro JOMONTHNTENBbHOTO BNOEOMNOTOKA

«Jlon. noToK 1» - .
MO YyCTAHOBNEHHOM CMCTEMHOM KOH(Urypaumnm BUAeOKamepbl.

BbibOp CeTeBOro npoOTOKONA MNOAKAYEHMS ANA  MPoCcMmoTpa
BMAaeonotoKa. [loctynHble 3HadYeHns: «TCP», «UDP», «Multicast»

MpoTokon
UDP
Multicast

7.3.2 leitictBMA ¢ 06BEKTOM NpOCMOTpa

«[1pOTOKONbI»

Bbl60p D,GPICTBVIVI C 06beKTOM MPOCMOTPa BbINOJMHAETCA C MOMOULbIO NMaHeNNn

AEeNCcTBU ¢ 06bekTom NnpocmoTpa. MHTepderic npeactaBneH Huxe (PucyHok 7.13).

(@]
PucyHoOK 7.13 — lMaHenb AeiCcTBU C 0ObEKTOM NPOCMOTpa 0TOOpaXKaemoro
BMAEOMOTOKa
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CBeaeHns o YHKUMAX 3N1EMEHTOB MaHenn AeiCTBUIA ¢ 06bEKTOM NPOCMOTPa

oToOpaXaemoro BUAEONOTOKA NpeacTaBneHbl Hmke (Tabnnua 7.2).

Tabnnua 7.2 — OyYHKUMM 3NEMEHTOB MaHenu [AelcTBUA C 0ObEKTOM NpoCcMoTpa
oTobpaxKaemoro BUAEONOTOKA

JdnemMeHT OyHKUNA

(@] =)

Undposoi 3ym

Koraa BUAeoM306paMeHMe HaxO[UTCA B UCXOAHOM

5 COCTOSHWUM, C MOMOLLbID NIEBOM  KHOMKU  «MbILLM»
«UndpoBOA 3yM» | oo BbgenUTb  KaKoA-NM6o yyactok  Ans
yBENMYeHns. He B MCXOAHOM  COCTOSHUM  MOMHO
nepetackvMBaTb  30Hy  YBEIMYEHUS B 3afaHHOM
nManasoHe. [lnA BOCCTAHOBAEHUA MpPeAblAyLLero
COCTOSIHMA CNefyeT HawaTb MPaBYl0 KHOMKY MbILM.
Koneco MpOKPYTKU «MbllW» MO3BOMAET YBEANYMBATH
MU YMEHbLLATb pa3mep BUAEOU306paKeHNs.

o) =1 @

Coxp. nsobpaxenne

@) «Coxp. y
N306paxeHne» aKaTMeM  Ha 3Ty  KHOMKYy  cucTema  depe3
Web-nHtepdenc caenaer o0AMH  MOMEHTANbHbIN
CHUMOK W COXPAHUT €ero Ha HOCUTeNb  AAaHHbIX
B YKa@3aHHyI0 nanky.

D (@) @) & @

Tpoexpar.coxp.u3cBpaedna

«Tpoer, COXp. ﬂpVI HaXaTtuun Ha 3Ty KHOMKY CuUctema yepes
nsobpameHus» | Web-uHtepdeiic caoenaet TPOWHOW CHUMOK
Ha BMAEOMNOTOKE C 4acTOTOW OAWH CHUMOK B CEKyHAy
M COXPAHWUT KaK OTAEeNbHble TPU CHMMKA Ha HOCUTEeNb
AAHHbIX B YKa3aHHY0 Nanky.
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JdnemMeHT OyHKUNA

»

3anuck

[—

Mpn HaXaTMM Ha 3Ty KHOMKY cCucTema 4epe3
=y «3anuncby Web-nHtepdenc HauymMHaeT BbINONHATb HEMPEPbIBHYIO
3anunchb BUAEONOTOKA Ha HOCUTENb AaHHbIX
B YKa3aHHyo nanky. COCTOAHME HaXaToM KHOMKWU
MMeeT NOoAKpalleHHbIN BUA, CUHEN pacuBeTKMU.
[TOBTOpHOE Ha}aTue BbIK/OYaEeT BbINOJIHEHME 3aMnCH.

(=) .-
{ Aerodon?]
« » - o
— ABTOOKYC Mcnonb3yiTe «Mbllib» ANs BblaeneHus noboin obnactu
Ha BUaeonsobpaxeHnn,  4tobbl  choKycMpoBaThb

n3obpaxeHune B BbIOpaHHO 06nacTu.

7.3.3 YnpaBneHue OKHOM NpocmMoTpa

NHTepdenc naHenu ynpaeBneHMA OKHOM NPOCMOTPA MPEACTaBfieH HUKe
(PucyHoK 7.14). JnemeHTbl MaHenu ynNpaBlAeHUS OKHOM NPOCMOTPa MO3BONAIOT
ynpaBaaTb NapameTpamiu, OTBEYAWLWUMK 33 KaYecTBO U yao6cTBO oTobOpaxeHus

B OKHE MpOoCMOoTpa.

"'i 100, 5= o-|~0
PucyHoK 7.14 — laHenb ynpas/ieHNA OKHOM MPOCMOTpPa

CBepeHus OdJVHKLI,l/IFlX ANEMEHTOB MNaHe/n ynpaBieHnaA OKHOM MPOCMOTPa

npencrasneHsl HMxe (Tabnuua 7.3).
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Tabnuua 7.3 — OyHKL MM 3NE€MEHTOB NaHeNu yrnpasaeHns OKHOM NPoCcMOoTpa

JnemeHT ynpaBfeHUA OyHKUUA

E;': Hacrpoiika nzobpamedna |
Hactpouka

E n3obpameHna |Bbi3oB MHTepdeiica ynpasneHus LBETOBbIM KayeCTBOM
MHTEPAKTUBHOIO NOKa3a BMAEOMNOTOKA.

E OpuruHaneHeBIA pasmep |

Mepexoa B peXmMM WCXOAHOTO pa3mepa M306paxmeHus
m lepexon (opurnHan) otobpaykaemoro Bugeonotoka. Caywut s

KOPWUrMHany | otobpameHns [OeiCTBUTENbHOrO pasMepa opurnHana
BMAEOKAaApa MOTOKOBOro BMAEOM300paXeHus W 3aBUCUT
OT pa3peleHns MOTOKa ABOMYHbIX [aHHbIX Kagpa
TpaHCAMPYeMOro B1AeonoToKa.

E OTKpPBITE HA BECE JKpPaH |

Mepexos B MOMHO3KPAHHLIA  PEXUM  OTOOpaxeHus.
3aBUCUT OT pa3pelleHnss 3KpaHa U pexuma paboThbl
Ha Becb 3KpaH |MoHWTOpPa  KOMMblOTEPa, WCKawaeT  oToOpaxeHue
AENCTBUTENbHOTO pa3mepa OpuUrMHana u3obpaxeHus
BUAEeOoNnoToKa. BbiIxog M3 NOMHO3KPAHHOIO  pexuma
OCYLLECTBNAETCA  [ABOWHbIM  LEAYKOM  MbIWN UK
HaXXaTem KHOMKn «Escy.

KA
N

= ALANTMEH.

Bbibop —
nponopuun | BbI6OP npefycTaHoOBKM COOTHOLLEHMS CTOPOH

BUIEON300PaXKEHUSA HA IKpaHe MPOCMOTPA. 3HauyeHus:
«OObIYHBINY U «ALANTUBHBLINY

wi'-H
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JnemeHT ynpaBfeHUA OyHKUUA

[MnaeHoOCTE
Pex pean BpeEMeHd [NaEHoc T

Bbibop NpeaycTaHOBNEHHOro 3HAYeHMA MapameTpa
3a[lEPKKM  CKOPOCTU  TPaHCNAUMM  BUAEOMNOTOKA.
3HayeHusi: «PeXuMM peanbHOro BPEMEHU»: PEeXUM
peasbHOro BpemeHu; «HopManbHbIN»: HOPManbHbIN;
«[NaBHOCTb»: CBOOOAHbIA. 3HAYeHWe Mo YMONYaAHUID —
«HopmanbHbI». 3agepxKka obecneynBaet bydepuzauymio
NoToKa ANA  YAy4dlleHUs  KayectBa  OToOpameHus
TpaHCAALUN.

Mudopmauwa o npasnnax .
4 Brikn.

[Toka3 NpaBun  |Hayxmute KHOMKY, YTo6bl 0TOBPA3UTL AKTUBHbIE NpaBUAa
BUE0aHANNUTUKN Ha 3KpaHe npocmoTpa
BUEON300paXKeHUS.

[lnaBHOCTb

JnemeHT ynpaBneHua H MNO3BOJIAET YNPaB/ATbL NapaMeTpami VI306pa)KEHl/IF|

B OKHe npocmoTpa (PrcyHok 7.15).

BHUMAHWE!
OnucbiBaemble  [EeNCTBMA  NPUMEHMMbI  TONIbKO K OKHY  NPOCMOTpa
Web-nHtepdenca.

HacTpoiikn nzobpaxeHns

-:(:):.ﬂ P ms4
o2 ) B«
= I B4
a8 0§ mes

PucyHoK 7.15 — VIHCTpYMEHTbI HACTPOMKKN M306paXKeHNs B OKHe NpocmoTpa

OYHKUMM  MHCTPYMEHTOB  HACTPOMKM M306parKeHnsa B OKHe MNpoCcMOTpa

npencrasneHsl HMxe (Tabnuua 7.4).
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Tabnuua 7.4 — OYHKUMU WMHCTPYMEHTOB HACTPOMKM BUAEOU300pAKEHUSA B OKHE

npocmoTpa
MapameTp OyHKUMNA
- HacTpoiika ApKoCTM BUEOU300pamKeHus.
m HacTpolnKa KOHTpaCcTHOCTU
BUE0N300paKeHus
Hactpouka
E Bmp'eom3o6pa)1(e|-|[/|;| HaCTDOVIKa LBEeTOBOIo TOHa
BMAEON306parKeHus
E HacTpoiKa HacblWeHHOCTH
BUE0N300parKeHus
BoccTaHOBNEHNE CUCTEMHbBIX 3HAYEHUM
Cbpoc Mo YMONYAHUIO ANA APKOCTU, KOHTPACTHOCTH,
HaCbILLEHHOCTN 1 LLBETOBOr0 TOHA.

7.4 PA3IEN MEHIO «BOCNPOU3BEAEHUE

Pasgen meHio «BocnpousBeaeHue» npeaHasHayeH Ans AocTyna K npocmoTpy
BUAeO03anncen uam n3obpareHuin, COXpaHeHHbIX Ha KapTy NamsATW, YCTAHOBIEHHYHO

B BUJeoKamepe. Bbi30B pasgena meHw «BocnpousBeaeHue» U3 Apyroro COCTOAHUSA

Web-nHtepdenca npousBoaMTCA  BbI3OBOM  KHOMKWU B rNaBHOM  MEHI0
Web-nHtepdenca». VHtepdenc pasgena meHio «BocnpousBeaeHve» npeactaBieH

Hue (PrcyHOK 7.16).
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IP-Kkamepa @ O A E.

1 — NaHenb ynpasneHnsa BOCNPOU3BeAeHNEM
2 — lMaHenb ynpaBneHus BbLIGOPOM TUMOB 3anucet BOCNPOM3BEAEHUA
3 — lMaHenb BpeMeHHOW LWKabl BOCNPOU3BeAeHA
4 — lNaHenb 4ONOMHUTENbHbIX QYHKLWI yNpaBaeHsa BOCNPOU3BeeHEM
5 — MaHenb «BocnponssenexHune Kanna»
6 — lMaHenb hopmaTa MHAMKATOPa BPEMEHM BOCNPON3BEAEHUS
PucyHok 7.16 — Pa3gen meHio «BocnpounssegeHue»

MaHenb ynpaBneHns BocnponsseneHnem npueeaeHa Hmke (PucyHok 7.17).

000000 O

PucyHok 7.17 — llaHenb ynpasneHnsa BOCNpou3BeLeHnem

[MaHenb ynpaBneHuA BbI60pOM TUNOB 3anucen BocnponsBeaeHna npunBeaeHa

Hue (PucyHoK 7.18).

] ] Ocroenoit M [+] Cobumme Tpesora W PyuH.

PucyHok 7.18 — lMaHenb ynpaBneHus BbI6OPOM TMNOB 3anucert BOCNPOU3BEAEHNA

[laHenb BpemMeHHOW WKanbl npuBeaeHa HuKe (PucyHok 7.19).

PucyHok 7.19 — lNaHenb BpeMeHHOW LKanbl BOCNPOW3BeAeHMS
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MlaHenb  AONONHWUTENbHbIX  (DYHKUWA  yNpaBNeHus  BOCMPOU3BEAEHUEM

npuseaeHa Huxe (PucyHok 7.20).

E %
" 0D
Lindpoeoii 3ym d Coxp. nzobpaxeHue

PucyHoK 7.20 — lNaHenb AONONHUTENbHbIX PYHKLNA yNpaBneHns BOCNPOU3BeAeHNEM

NMaHenb «BocnponsBeneHve knunax» npuseaeHa Hmke (PucyHok 7.21).

(&g oooooo-ooooo0 | )

PucyHok 7.21 — lNaHenb «BocnponssegeHue knuna»

[MaHenb cbop:vlaTa MHANKATOpPa BpeMEHN BOCMPON3BEAEHNA MNMPUBEAEHA HUKE

(PucyHok 7.22).

w2t O || Otnr || ©30min|

PucyHok 7.22 — lNaHenb popmara MHAMKaTOpa BpeMeHW BOCNPOM3BEAEHMA

cDyHI-(LI,I/II/I 3N1EMEHTOB ynpaBneHNA BOCNpouM3BedeHNEM TNpPUBEAEHbI HUXKE

(Tabnuua 7.5).
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Tabnuua 7.5 — OyHKUMM 3NE€MEHTOB yNpaB/ieHNs BOCNPOM3BEAEHNEM

JneMeHT ynpaBfieHuA

OyHKUMA

Tun dav hd
vier.

AEHHBIX

< >

M Br Cp Yr Mr C6 Bc

213456758

a 1011 )12]13]14]15
16 | 17 [ 18 | 19 20 | 21 [ 22
25 . 27| 25| 20

23|24

303

Bbibop 3anucu no
pare

Tun “dav” pans BblibOpa Bugeosanucu ans
npocmoTpa. Tun “jpg” ans Bbibopa doTorpadum
ons npocmortpa. cTouHuK AAHHbIX
no ymonyauuto SD Kapta namati. BbibpaHHas
nata Ans BOCNpOM3BEEeHUS AAHHbIX
NnoACBEeYMBAETCSA CUHUM LiBeTOM. MNaHenb Bbibopa
3anucu no aaTe No3BONAET yNpaBAATb N0 BbIGOPY
[atbl M0 KaneHaapto: rof, MecsL 1 aeHb mecaua

Mo pate, OTMEYEHHOW CMHUM LBETOM, BpEMEHHasn
WKana oTobpa3uT WHAWKATOP  BbINOAHEHUS
3anucu anna. lpu 3TOM: 3eNeHbIM LBETOM
npeacrtaBneHa o6blYHAs  3anucb, KENTbIM —
obHapyeHMe ABMKEHUS Ha 3anucu, KpacHbIM —
TpeBOru, CUHUM — pPy4YHas 3anuch.

Bocnpom3Be,u,eHV|e cbal7|na 3anncnm Ha4dHeTCA
C Bbl6paHHOI'O Nno KIINKY «MbIlWWbKO» MOMEHTA
BPpeEMEHU Ha MHAWKaTope BbIMMONTHEHNA

BOoCnpon3sseneHNA.

[Mepexon K naHenu
Bblbopa 3anucen
No CMUCKY

KHonka nepexoaa Ha naHenb AnA Bbl60pa 3anncu
Mo CMUNCKY.

00 :00:00- 23:59: 59 e

dopmar 3arpyski @ dav O mp4d

Hauano Tun

<110 D
Hauano:
OKOHYaHHE:

Paamep:

Bbibop 3anucu no
HOMepY B CNNCKe

Mo KANKY Ha ﬂ HayHeTCA BbINOJIHEHUE NMOUCKa
BCcex (hannoB 3anmcen mexay BpeMeHem Havana
“ BpEMEHEM OKOHYaHUSA BbIOpPAHHOW AaThl.

[INs  BOCMPOM3BEAEHWA  3arpyxarbCs
moryT B popmat «davy», «mps».

cdhannbl

JIBOVIHOW KWK «Mbllibio» NO hanny B CAUCKE
dannos 3anmcei BOCNPOU3IBOAUT 3ITOT pann
M OQHOBPEMEHHO MNOKa3blBAeT €ro napameTpbl:
pasmep (dawna, BpemMA Hayana W Bpems
OKOHYaHNA BOCNPOU3BEAEHUA.

[Mepexop mexay
naHensimu Bblibopa
3anucen

KHonka nepexosa Ha naHenb s Bbibopa 3anmcu
rno aare.

KopoTkun nyTb K MHpopmaLmm
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JnemeHT ynpaBfeHUA OyHKUNA

®dann 3anucK, KOTopbii Bocnpomnssoautcsa, byaer

dBTOMaTn4yeCKH npMocTaHoBJ/1EH npu
NCcnosb3oBaHUNN CbYHKLI,l/Il/I BOoCnponsseneHnA
Knuna. Bocnpom3Bep,eHme Knnna

n BocnponssepeHne 3anncnm  He MOryrt ObITb
peann3oBaHbl O)JHOBPEMEHHO.

ﬂ,ﬂﬂ pa60TbI no Bocnpon3sBeneHnto Knnna
BbIMONHUTE ,U,GVICTBVIFI:

lLar 1: HaxmuTe Bpemsa Havyana, 4tobbl o6pe3atb
Mo OCY BpemeHu. ITO BpeMA JOMKHO HaXOAUTbCA
B ANana3oHe UHANKATOPa BbINOAHEHWS.

llar 2: HaBeguTe KypcOp MbIWM Ha 3HAYOK
Knuna, v BbibepuTe Bpems Hayana (NosBUTCA
B MPABOM HIKHEM Yry).

_ . | BoCnpoussegexune

|\m DO100:08 - 00:00:00

o Knuna llar 3: Haxmute 3HAYOK KauMna W 3aBepluunTe
HaCTPOMKY BpPEMeHM Hayana BOCMPOU3BeAeHUA
Kauna.

llar 4: HaymuTe KHOMKY BPEMS OKOHYaHWA
BOCMPOM3BEAEHNA KAWMNA Ha OCU  BPEMEHWU,
M BpeEMS  [I0/KHO  HaxoAuTbCA B npeaenax
Avana3oHa UHAMKATOpa BbINONHEHUS.

lllar 5: HaBeguTe yKas3aTenb MbIlWM Ha 3HAYOK
Knuna, 1 Bbibepute Bpems oKoH4YaHusa (NosBUTCA
B MPABOM HIKHEM Yry).

llar 6: LllenkHuTe 3HA4YOK Kauna U 3aBeplunTe
HaCTPOUKY BpemeHu OKOHYaHUS
BOCNPOU3BEAEHNA KNnNa.

War 7: Haxmute KHonKy «CoXxpaHutb».

U4 .
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JneMeHT ynpaBfieHuA

OyHKUMA

G o loiiond | Popmat BpemMeHu

[ ™yzabr |
Haxmure Ha N UHANKATOP
Bocnpou3BefeHus  OyneT  otobpawaTtbcA B
24-4acoBOM pexume.

Haxmute Ha || N UHANKATOP

BOCnpou3BeneHns Oyaer otobpaxatbca B 2
yacoBoMm hopmare BUaEO.

Haxmure Ha ] N UHANKATOoP

BOCnpou3BeneHns Oyaer otobpamatbca B 1
yacoBom chopmare BUAeO.

Haxmure Ha ] N UHANKATOoP

BOCnpou3BeaeHus Oyaer otobpamartbca B 0,5
yacoBom chopmare BUaeO.

HaxmuTe Ha «UncpoBOin 3ym» YTOObI YBEANYUTD
obnactb BOCNpou3BeaeHns. B nepBoHavasnbHoe
cocToAHMe LMMPOBOrOo 3ymMa MOXKHO NepewnTw,

3 o vaobpaxciin | n3obpaxeHune

led)pOBof/] 3yM LenKHyB ﬂpaBOIZ KHOMKOW «MbILWN».
Ncnonb3yas  CKPOMAMHI Y «MbIWK»  MOXHO
MPOKPYTUTL  ANA yBeNNYeHUs /yMeHbLLIEHNSA
LMdpoBoro 3yma suaeo.
E@ CoxpaHutb Haxmnte Ha «COXp. u300paxeHue» YToObI

caenatb CHUMOK C TEKYyULEro BugeoxKajpa.

Korga Bbl BUAuTE 3Ty HKHOIMKY, 3TO O3Ha4daer
MPMOCTAHOBKY WIN HE BOCNpoun3BeaeHne 3anncu.

(») Bocnpowu3BefeHune
— Haxmute 3Ty  KHOMKY AN BbINOJIHEHUA
BOCNPOU3BEEHNS.
— Haxmute 3Ty KHOMKY, 4TOObl OCTAHOBWUTb
9 OctaHoBKa
— BOCNpPOU3BeeHNeE.
- N WUCMOMb30BAHMA  3TOM HKLUUK  HYXHO
_ Cnepyowmnm a (byHKU y
7~ bparment NPMOCTAaHOBUTb BOCNpoOU3BeaeHne. Haxmure 3ty
— KHOMKY,  4TOObI nepentu K cneaytoliemy
BOCNPOU3BeeHNA

thparmeHTy BOCNpou3BeaeHNs.

( )) SEC.RU KopoTkun nyTb K MHpopmaLmm
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JnemeHT ynpaBfeHUA OyHKUNA
™| Haxmute 3 KHOMK 4ytobbl  3aMennnTb
(1) 3ameanuThb v v A
— BOCNpoOU3BefeHume.
S Haxmute 3 KHOMK 4TOObI CKOpUTb
(») YcKopuTh v v ycrop
- BOCNpoOM3BEeAEHME.
—® 3avK Haxmute 3Ty  KHONKY  ANA  OTKAKYeHuA
— y M BK/IOYEHUSA 3BYKa.
| «[oN3yHOK» ANA perynupoBKM TPOMKOCTU 3BYKaA
o [POMKOCTb 3BYKaA y ANA Peryamp P y
— B MpeAenax oT MMHMMYMa O MaKCMMyMa.
__ Haxmure KHOMKY, 4TOObI 0T06pa3nTb
MpaBuna MHTENNEeKTyalbHble npasuna npwu
|

BocCnponsseaeHnn snaeo.

7.5 PA3JEN MEHIO « HACTPOKW»

Pa3pen meHto «HacTponkm» E No3BONSET KOHUIYPUPOBaTb BCE NAPaMETPbI
N peXuMbl paboTbl BMAEOKAMepbl B COOTBETCTBUM C MOTPEOHOCTAMM NONb30BaTeNs,
a TaKXXe MHTEPAKTUBHO NPeAoCTaBATb MHOPMALNIO O CUCTEME BUAEOKAMEPDI.

HacTpoilka BuAeOKamepbl OCYWEeCTBAAETCA MOCPEACTBOM WHTEPAKTUBHOIO

ynpaBneHus Yepes CTPYKTYpUpPoBaHHOE MeH0 (PUCYHOK 7.23).

BOLID JLEEITNE @ @ ¥ A b

b HacTpoika kamepbi
b Cetnh

F CoDLITHA

F 3aNWCk W XpaHenne
¢ Cucrema

¢ UHdopmalui

PucyHoK 7.23 — Pasgen meHto «HacTponkm»
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CTpyKTypa pasgena meHio «Hactpoiku» npeacrasneHa Humxe (Tabnuua 7.6,

PUCYHOK 7.24).

Tabnuua 7.6 — CTpyKTypa pasaena MeHo «HacTponkm»

MyHKT meHio MoANYHKT MeHI0 Bknagka MapameTp BKnagKu
306paxeHune
JKcno3nuus
[NoacBeTKa
N306paxeHune
306paxeHune BanaHc 6enoro
[leHb-HOYb
[poxeKTop
e Mpocpunn
Buaeo
CHMUMOK
Bupeo HanoxeHune
O6nacTtb HabnoAEHNS
MyTb
Ayauno
TCP/IP
Mopt
PPPoE
Cetb
DDNS
Email
UPnP

U4 .
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MyHKT meHio MoANYHKT MeHI0 Bknagka MapameTp BKNagKu

SNMP

Bonjour

Multicast

802.1x

QoS

P2P

[poToKonbl goctyna ONVIF

RTMP

O6HapyXeHue ABMKEHUA

Buaeo cobbitus 3aKpbIThe 06BbEKTUBA

N3meHeHne cueHbl

NHTennektyanbHoe obHapyKeHne ABUKEHNS

Ayanopetekums
Cxema
CobbITuA
BupeoaHanuntmnka
TpeBOXHble BXO/bl/BbIXObI
OwunbKa SD KapThl
OwwunbKa coeguHeHus
Henonapku
HecaHKUMOHMPOBAHHbIM AOCTYN
OGHapyeHVe HanpsAXKeHUS
3anuncb
3anncb
PacnucaHue CHUMOK
N XpaHeHue
[pa3gHuKn

U4 .
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MyHKT meHio MoANYHKT MeHI0 Bknagka MapameTp BKNagKu
XpaHeHue
SD kaprta
XpaHeHne apxuBa
FTP
NAS

Hactpounku 3anucu

OO6LMe HaCTPONKM

006l e HAaCTPONKM

[lata/Bpems
[Tonb3oBarenun
[Tonb3oBatenu
ONVIF nonb3oBartenb
O6CNYyHMBAHNE CUCTEMD
Cuctema be3onacHoCTb HTTPS

bpaHamayap

Mo ymonyaHuio

MmnopT/IKCcnopt

ABTOYHKL NN

O6HOBNEHME CUCTEMDI

Bepcus

JloKanbHbIN XypHan

NHdopmauma | JIoOKanbHbIN XKypHan
YaaneHHbIn XypHan

Monb3oBaTenn oHNamH
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IP-kamepa ® @

¥ IP sngeokamepa Yenoeua Mpochusiv
0 Tpoduns [leqs

Bugeo

P CeTb A Crune CTaHaapT
b CobbiTus e Apkocrs (J———— )——{]50
P 3anuck U XpaHeHue reinnceana KotHTpacT [ | | ] 50
P CucTeMa LR S HACHILEHHOETE [ J e Jomee - ] 50
P UHdopmauur ¥ Henu/Hous PesrorTs E_O_ 50
» WK nonceemia it B_D_ 50

3epkano () Bkn. (@ Bhikn 4
Mepesopor  0°

!
l Mo ymonyaHuo H OBHoBUTL “ CoxXpaHnTe H

()—
)

1 — NyHKTbI pa3gena meHwo «HacTponku»

2 — Brknagka ynpasneHusa napamerpamu HacTpoeK

3 — [laHeNb cOXpaHeHnsa N NHULManM3aunum HacTpoekK

4 — MNaHenb BU3yanbHOTO KOHTPOIA M306paxeHus
PucyHoK 7.24 — CTpyKTypa pa3saena meHio «HacTponkmy

KHONKM naHenu CoXpaHeHUs W MHUUMANU3aLUKM HacTpoeK HeobXoaAMMOo
MCMONb30BaTb ANA COXPAHEHMS W MHUUMANM3aLUM HACTPOEK Ha Kaw[aoW BKNajKe
yrnpaBneHus napameTpamm HacTpoek:

KHonka — BbINONHAET U3MEHEHME TEKYLLEN HACTPOWKN NapamMeTpoB

BKNaaKu C6pOCOM 3Ha4YeHun napameTpoB B 3HA4Y€HNA 3aBOACKOM YCTaHOBKW.

KHonKa — BbIMONHAET U3MEHEHME TEKYLLeNn HAaCTPOMKN NapaMeTpoB
BKNAZAKM COPOCOM TeKylMX 3HAYEHUA MapameTpoB B 3HAYEHUS COXPAHEHHOM
nonb3oBaTtenem nNpeablayLLen yCTaHOBKM.

KHonka — BbINOMHAET COXPAHEHNe TeKyllen HaCTPOMKN NapaMeTpoB
BKNAAKMW.

Mpy HAaNMUYUKN Ha KOHKPETHOM BKIaAKe NaHENM COXPAHEHMA U MHMLMANN3aLnn
HACTPOEK BaXHO, YTO A1A TOro, Ytobbl BbiIOpaHHbIE NapameTpbl BCTYNUAM B AENCTBUE
HeoOX0AMMO HaxaTb Ha KHOMKY «CoxpaHuTb». ECivM Ha BKNagKe OTCYTCTBYET naHeNb
COXPAHEHMA U MHULMANM3ALUN HACTPOEK, TO NAapaMeTpbl COXPaHAITCA aBTOMATUYECKN

Mnpn X NSMEHEHNN.
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7.5.1 MyHKT MmeHI0 «HacTporKa Kamepbl»

NHTepdenc nyHKTa MeHo «HacTpoiKka Kamepbl» WMeeT TpWU MNOANYHKTA:

«M306paxeHne»; «Bupeo», «Ayamo» (PUcyHOK 7.25) anA  KOHMUIypupoBaHUs

HaCTPOEK BUAEOKaMeEpHI.

¥ HacTpo#ka kamepel  M3oBpawkexnne Mpogunu
. Ex ]

Bugeo

Ayowo Rt e Crune CTaHpapt
b CeTh + JECNOZMUNR SApkocTs EI_o_ 50
P Coburus kEteey Konrpact (=] =————{ 3] 50
P 3anuce M XpaHeHWe » BanaHc Genoro tac) e G (] 50
P CucTema + OessiHous PesiETE EJ_O_ 50
b WHcpopmaymn » MNpoxekTop Famma (= |=——{ ———(+] 50

3epkano () Bkn (8} Buikn.
lNepesopor | 0°

| Mo ymany ‘ | (OBHoBUTL | | COXpaHWTs |

PrucyHOK 7.25 — TyHKT MeHI0 «HacTponKka Kamepbl»

7.5.1.1  MoAnyHKT MeHIo «N306paxeHunes

MoanyHKT MeHio «M306paxeHne» CTPYKTYpHO UMeeT [ABe BKNagKku [Ans
Heo6XxoaMMOro KoHGUryprpoBaHMUsa NapameTpoB.

Bknagka «M3o6paxeHue» CcayxuT ans  KoHdurypupoBaHus npodunen
ONTUYECKMX MapaMeTpOB BMUAEOKAMepPbI;

Bknagka «[podunu» cnyxut ana KoHduUrypmpoBaHus rpadurKka-pacnucaHus
CYTOYHOTO  WUCMNONIHEHWA BUAEOKamepon npoduner ONTUYECKUX MapaMeTpoB
BUEOKaMepbl.

Buaeokamepa no3BonseT KOHhUIypupoBaTb ONTUYECKME NapameTpbl Mo TPEM

npodunam (PUcyHoK 7.26).
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Npodun

JeHb

PUcyHOK 7.26 — MoanyHKT meHto «/1306paxeHune» (Mpodunb: OcHoBHoWM/leHb/Houb)

KoHdurypupyemble ontuyeckne npoduam HacTpoeK BUAEOKaMepbl:

— «OCHOBHOM» — HOpPManuM30BaHHbIM NPOdUAb, MOXET UCNONAb30BaTbCA
Kak eAuHbli npodunb CYTOK, WMAW KaK CheuuanbHbli ONTUYECKMUI
npocdunb;

— «[leHb» — npounb ANA LHEBHOMN OCBELLEHHOCTU;

— «Houb» — npodnnb ANA HOYHOW OCBELLEHHOCTY.

Brnagka «M306pameHune»

Brknagka «l/I3o6pa>+(eHV|e» npeaHasHadeHa gnd KOHdDVIFVpVIpOBaHVIﬂ YCTaHOBOK

Mo KaXaoMy M3 TPeX ONTUYECKMX npoduner HaACTPOMKKU BuaeoKamepbl. VHTepdenc

BKNaAKu «/306paxeHune» npeactaBneH Huxe (PucyHok 7.27).

¥ HacTpo#ka kamepel  M3oBpawkenne Mpodmnu
e [v]

Bugeo

Ayowo AT e Crink | CtaHaapT
b CeTb + SHECTIOSHLNG Aokocts [=] D 50
P CoSurus ke KonTpacT [ m{ (3] 50
P 3anuce M XpaHeHWe » BanaHc Genoro s e G (3] 50
b CucTEMA + Oens/Hous Rt aE EJ_[ ]_ 50
P WHcbopmayma » MpowesTap i 0 £

3epkano () Bin (®) Buikn.
Mepesopot | 0°

Mo ymony. || ObHoeuTL H COoXpaHuTL |

PucyHoK 7.27 — Bknagka «/3o06paxeHue»
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Mocne  BbINONHEHUS  KOHUIYPUPOBAHMA  NO NPOUAAM  ONTUYECKUX
napameTpoB BUJeOKaMepbl HEOOXOAMMO  COXPAHUTb WX C MOMOLLbIO  KHOMKM

«COXpaHI/ITb» Ha naHean cCoxXxpaHeHna N tHNMUnann3aunm HaCTpoek.

Brnagra «M306paxerne: N306paixeHnes

Bknagka «MW3o6paxeHune: W3o6paxeHne» NO3BONAET KOHPUIypUpoBaTh,
KOppPEKTpoBaTb NapameTpbl M300pareHus BUAeOKamepbl AN BblIOpPaHHOrO
ontuyeckoro npodunsa (PucyHok 7.26). VHTepderic napametpa «M3obpareHune»

npeacTaBneH Huxe (PucyHok 7.28).

Npodwmne dede
LAt listisile Cruns CTangapt
b SECMOKLINA Spkocts [=] G [+] 50
» MopceeTra KouTpacT (=] D [(+] 50
+ Banmanc Genoro HaceiwerHocTs [=] G [£] 50
b [eHs/Hous PeskocTs [=] D [+] 50
+ MK nogceetra ramma [=] G [+] 50

3epkanc () Ben. (@) Bein.
Mepesopor 0°
PucyHok 7.28 — Bknagka «M3o6paxeHue: I306paxeHune»
OYHKUMM ¥ AMana3oHbl 3HAYEHUI HACTpPOeK napameTpa «M3obpaxeHue»

npeactaBneHbl HUKe (Tabnuua 7.7).

Tabnnua 7.7 — O@OyHKUMM napamMeTpoB MOAMYHKTa MeHlo  «M/3o6paxeHue:
N306paxeHne»
Mapametp PyHKLUA

Hactpoiika obuiein ApKOCTM u300paweHus. Yem OGonblie
ApKoCTb 3HayeHue, TeM spYe u3obOpaweHMe. 3HAYeHMEe HaxoauTcs
B Anana3oHe ot 0 go 100.

U4 .
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MapameTp OyHKuMA
Hactpoiika KoHTpacTa u3obpaxeHusa. Yem Oonblue yucieHHoe
KoHTpacTt 3Ha4yeHue, TEM Bbille KOHTPACT. 3HaYeHMe HAaXOAUTCA B AMana3oHe
ot 0 go 100.

Hactpoiika  HacbluleHHOCTM  u306paxeHus. Yem  Gonblie
yuCNeHHoe 3HayeHue, Tem HacblleHHee («yuuie») UBET. ITO
3HaYeHMe He OKA3blBAeT BAUAHUA Ha 0OLIYI0 APKOCTb BCEro
BuaeonsobpaxeHus. LiBeT n300paeHUs MOXeT CTaHOBUTLCA
CNMMLIKOM HaCbILLEHHbIM MPX Ype3MepHO 6ONbLIOM 3HAYEHMK. [ns
Cepon Yyactn u3obpareHns BO3IMOXHO MCKaxeHne, ecnn GanaHc
6enoro  HacTpOeH  HenpaBWbHO.  3HauyeHWe  HAxXoauUTCA
B gnana3soHe ot O go 100.

HacbIlWeHHOCTb

HacTpollka ypoBHA pe3KocTn u3o6paxeHus. Yem 6Gonblue
3HauyeHune, Tem 6onee YETKUM CTaHOBUTCSA Kpal Ha U306paxeHuu.
Pe3KocTtb Ha n3obpaxeHun  reHepupyetcs  lWIYyM, €CAM  3Ha4yeHue
YCTAHOB/IEHO CAMILUKOM BbICOKMM. [Inana3oH 3HavyeHun ot 0 Ao
100.

Hactpoiika «lamma KOppeKunm» — nopora APKOCTU
n3obpaxeHus. Mopor ApKoCTH n306paxKeHNs perynnpyercs yepes
HEeNMHENHbIN pexunm peryinpoBKMu, 4TOObI YNYYLWNTb
AMHAMUYECKMI aManasoH oToOpaXeHusa wu3obpaxeHus. Yem
bonblle 3HayeHWe, TeM sApYye U300paeHMe CTaHOBUTCA.
[nana3oH 3HayeHun ot 0 go 100. BusyanbHo, Npu BKAOYEHHOM
raMMa KOppeKLUM TEMHble 00MacT Kajapa CTAHOBATCA BUJHbI
nyyule, HO KOHTPACTHOCTb CBET/bIX y4aCTKOB CHUXAeTCA.

[amma

3epKano 3epKanbHoe oTobpaxeHne N30bpameHus

MoBopoT un306paxeHus. [lo3BoNAeT NoBepHYTb K306paxeHue

[NepeBopoT
B 3aBMCMMOCTU OT cnocoba KpenneHus BUAeOKaMepbl.

Brnagka «M306paxeHne: IKCrno3nymay

Bknagka «M3o06paxeHne: IKCNo3uuusa»  MNO3BONSET  KOHMUIYpuUpoBaTh,
KOPPEKTPOBaTb MapamMeTpbl 3KCNO3uuUUM u3o0paxeHus. apameTpbl 3KCMO3ULMM
BNMAIOT Ha APKOCTb, KOHTPACTHOCTb W LBeTONepenadyy usobpaxenusa. WHtepdeiic

npeactasneH HUKe (PUCYHOK 7.29).

U4 .
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Npodwmne Jedb
b MaoGpaseHue Mepauanme Ha ynuue
Pexum | Bpyun.
+ MopceeTra 3ateop | 1/25
v BanaHc Genoro Veunenue | 0 ~ 50 (0~100)
b Mexs/Hous Komnexcauma... [—] (J L e
¢ [poxexTop

3DNR (® Brkn () Buikn.
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PUCyHOK 7.29 — MoanyHKT meH1o «/1306paxeHune: IKCno3numsa»

DyHKUMM NapaMeTpoB npuBeaeHbl Hke (Tabnuua 7.8).

Tabnuua 7.8 — PyHKUMM NapameTpoB lMoanyHKTa MeHIo «/1306paxeHne: IKCno3nuns»

HaumeHoBaHue OyHKUMA

— Pexum  «ABTOo». [lna  pexuMma  aBTOMATMYECKOW
3KCno3numm obuas SAPKOCTb  M300paxeHus Oyaer
aBTOMaTUYeCcKu perynMpoBartbCcA B COOTBETCTBUM
C pasNNyHOM APKOCTbIO CLieHbl B HOPMa/ibHOM
Amana3soHe 3KCNo3unLLmun.

— Pexum  «[puoputer  aguadparmbel».  [Auacdparma
3KCNO3uL UK CbeMKMU BblCTaBNAETCA BPYUYHYIO,
napamMeTpbl  BbIAEPHKM  3IKCMO3UUUN  BbIYUCIAOTCS
npoLeccopom aBToMaTUyeCcKu.

Pexunm — Pexum «Mproputet BblaepxKn» Bblaeprkka 3KCNo3nLmm
CbEMKM BblCTaBNsETCA BPYYHyIO, napameTpbl
anadparmbl 3KCNO3ULUN BbIYUCAAKOTCA NPOLECCOPOM
aBTOMaTUYECKMW.

— Pexum «YcmneHne» YcumneHue 3KCNO3ULUM CbEMKMU
BbICTABAAETCA  BPYYHyl0, MapameTpbl  Anadparmbl
3KCNO3uLnmn BbIYMCNAOTCA npoLeccopom
aBTOMaTUYECKMN.

— Pexum «BpyyHyo» n0o3BOMSAET BPYYHYIO BbICTABAATH
3HaYeHUsA BbIAEPKKN U Anadparmol.

\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauvaHo c sec.ru




BOLID VCI-722. Bepcua 3. PykoBoACTBO N0 3KCMyatauuu 54

HanmeHoBaHue OyHKUUA

Hactpoika amadparmbl 06beKTMBA BUAeOKamepsbl. [ns
HenpepbiBHOM pPaboTbl BUAEOKaMepbl B pexume «ABTO»

Avadparma
napameTp yCTaHaABAMBAETCA aBTOMATUYECKM NPOL,ECCOPOM
BMAEOKaMepbl.
Hactpoika 3KCNOKOPpPEKLMN. JKCNoKoppeKuuns —
NPUHYAUTENbHOE BBEAEHME TMOMNpPaBKM B U3MEPEHHYI0
3KCMO3ULMID AN KOMMEHCauun OWMOOK MH3MepeHUs.
JKCNOKoppeKuus

[lapameTp MOXHO KOPPEeKTUpOoBaATb B pexumax «ABTO»,
«Mpuoputer anadparmbl», «lprnoputeTr  BbIAEPKKUY,
«YcuneHumey.

HacTpoMka MaKCMManbHOro  YCUNEeHUA  3KCNO3ULUK
Ycunenne cbeMKu. [lapameTp MOXHO KOPPEKTMPOBATb B pexmmax
«BpyuHyto», «Ycunenuves.

HacTpoka BbIAEPKKM 3IKCMO3ULKUM CbEMKU. 3HayeHue
BblIOMpPAETCA U3 BbiNAAalolero Chnucka npeaycTaHoBOK
3HavyeHun: 1/1, 1/2, 1/3, 1/6, 1/12, 1/25, 1/50, 1/70,
1/100, 1/120, 1/150, 1/215, 1/300, 1/425, 1/600,

BbiaepxKa
Aep 1/1000, 1/1250, 1/1750, 1/2500, 1/3500, 1/6000,
1/10000, 1/30000 nT.Aa. [MapameTtp MOXHO
KOppeKTnpoBatb B pexumax «BpydHyio», «[lpuopurer
Bblaep.».
ABTOMarnyecKkoe BOCCTaHOBNEHMe 3KCNO3ULMN.
HacTpoiika BpemeHM A0 BbINONHEHUSA aBTOMATMYECKOro
Bo3spar usm. BOCCTAHOB/IEHMA  3KCMO3MLMKU. 3HayeHue BblbMpaeTcs
M3 BblNafalolero Cnucka npeaycTaHOBOK  3HAYeHWi:
BblK/., 5 MUHYT, 15 MmuKHyT, 1 Yac, 2 yaca.
[lepekntoyarenb BK/OYEHUS / OTKNIIOYEHUSA DYHKL MM
nofaBneHuns lyma mzobpaxeHus 2D dunbTpaunen. Yem
2D NR Knacc BblLle YpOBEHb «Knacca» noaasneHus lwyma
n3obpaxeHus,  Tem MeHblle  CTaHOBUTCA LyMm
n306paxeHus.
MepeKkntoyaTenb BKNOYEHUsA/OTKNIOYEHUS  (YHKUMKM B
noaaBneHns lyma usobpaxeHus 3D dunbtpaumein. Yem
3D NR Knacc A y P ® patl

BblllEe YPOBEHb «KNacca» NoAaBNeHus Lyma nsobpaxeHus,
TEM MeHblLe CTAaHOBUTCS LYM M300paKeHus.
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Brnagka «Mzobpamernne: llogceetray

Bknagka «M3o06pawxeHune: [loacBeTka»  npeAHasHadyeH Ans  Bblibopa
NpeayCcTaHOBNEHHOTO pexuMa (QYHKLUUM KOMMEeHCcaLMn 3aaHero CBeta, KOMMNeHcaumm
BCTPEYHOM 3aCBETKW. ITO MO3BONAET YNpaBnsTb aBTOMATUYECKOW PeryinpoBKOM
YCUIEHNA 1 3NEeKTPOHHbIM 3aTBOPOM He Mo BCeM NAolaaM 3KpaHa, ano ero
LLeHTPaNbHOM 4acCTW, YTO TNO3BONSET KOMMEHCUMPOBATb W3NLIEK OCBELLEHUS,
MELLALWMNA  BOCMPUATUIO  U300paxeHus.  IKCMO3ULWUM  BAMAIOT  Ha APKOCTb,
KOHTPACTHOCTb W LBeTonepenadyy u3obpaweHus. WHTepdenc npeactaBneH HUXe

(PucyHok 7.30).

Mpodgmne JeHs
¢ Mzo0paseHne Besum | WDR
b JECNOSHLWA .
(=] ) [+]50

¢ [NoOcBeETEA

v BanaHc Genoro
¢ JeHs/Hous

v MK nogceeTra

PucyHok 7.30 — Bknagka «M3o6paxeHue: Noaceetka»

cDyHI-(Ll,I/II/I napameTpos No Bblinajavowmm  CrUCKam  NpuUBeEJEHDI HNXe

(Tabnuua 7.9).
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Tabnuua 7.9 — OyHKUMKM napameTpoB MoanyHKTa meHto «/306paxeHune: MNoacBeTka»

HanmeHoBaHue OyHKUUA

OyHKUMA KomneHcauun ¢HOHOBOM 3aCBETKM M300pareHus.
OyHKUMA BUAeOKamepbl NO aBTOMATUYECKON perynmpoBKe
YCUNEHUSA NO LLEHTPANIbHOW YacTh U306paxeHmns, YTo no3Bonset
KOMMNeHCMpoBaTb N3NnWeK ocBelleHus, MeLatoLmm
HOPManbHOMY BOCMPUATUIO N306paxeHuns. PyHKUMA no3BonseT
n3bexarb NepeKkntoYeHns U3 pexnuma «HOYb» B PEXUM «[EHb»
NPy KpaTKOBpEeMEHHOW 3acBeTKe (oTojaTyMKa B pe3ynbrarte
pe3Koro nepenajga OCBELLEHHOCTU M MONYYUTb KayeCTBEHHOE
N300paXKeHne Aaxe npu YCIOBUW, YTO OOBEKT HAXOAUTCA
Ha boHe APKO OCBeleHHOro yyactka. O6blyHO, Korga
e 32 0ObEKTOM eCTb  APKUIA  CBET M HanpaBfiieH MpAMO
B 00beKTVB, To AMadparma Cyxaetcs, M 0O6beKT nepeaHero
niaHa BbIMALMT TEMHbIM W Pa3MbITbiM  Ha U306paxeHnn.
bnaropgapa ¢dyHkuum BLC oTtBepctne amadparmbl BCce paBHO
OTKPbIBAETCA LIMPOKO, TaK YTO OOBEKTbl Ha NepeAaHeM nnaHe
NoMyYalTCA CBETALIMU U YETKUMU JaxKe Ha POHe APKOro cBeTa.

BLC

OYHKLUMA KOMNeHcauuu 3acBeTKU. fApKMe MCTOYHUKM CBeTa
(namnbl, MOHWTOPbI M T.4.) NONaB Ha U300paXeHue B none
3peHua BUAeOKamepbl, NPUBOAAT K OCNENNeHuto B Kagpe,
HEePa3NMYMMOCTMN [leTane B TEMHbIX yYacTKax. [ns Toro 4toobl
HLC AETaNn B TEMHbIX TOHAX OblAKW Nyylie pPasnnynmMbl HEOOXOAUMO
yOpaTb U3 pacyeta cpeAHen APKOCTU AaHHblE UCTOYHMKM CBETA.
OYHKUMA KOMMeHCauuMM APKOM 3aCBETKM MacKuMpyeT ApKue
MCTOYHMKM CBETa aBTOMAaTUYECKOW MACKOW. BennumHa macku
perynupyetca (PucyHok 7.31).

AnnaparHo-peann3oBaHHas dyHKUMA paclwmpeHun
AMHAMWYECKOro AmanasoHa MaTtpuubl  AnA  KOMNeHcauuu
coHoBOW 3acBeTKM n306paweHus. PyHkuma WDR nossonser
nonyyaTb BbICOKOE KAyecTBO BMAEOM300paxeHMs npu ntodom
WDR nepenage ypoBHen ocBewéHHocTU. [lokasatens  WDR
nsmepserca B aeumbenax (ab). OH paccuyuTbiBaeTCcA  Kak
OTHOLLEeHMe OCBEeLLeHHOCTM CaMOro APKOro 1 camoro TyCK/0ro
obbeKTa, HaxoaAlerocs B CLLeHe  BUAeOHabnAeHus.
3HayeHue perynmpyeTcs.

Bbikn. OTKNntoYeHne hyHKUNN HOHOBOM 3aCBETKM.
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Pesum | HLC
=] (} [¥] 50

PucyHoK 7.31 — Hactpoika BeneynHbl mackn «HLCy»

Brnagka «Mz306paxenne: banaHc 6€/10ro»

Bknagka «M3obpaxeHune: banaHc 6enoro» npeaHasHayeHa AN HACTPOMKM
6anaHca 6enoro LBeTa, KOrAa CHUMAEMbIl BUAEOKAMepOW Oenblii npeaMeT UmeeT
Ha M300paXeHU KenTblld, CUHEBATbIN WAW [pyrue OoTTeHKM (Ho He Genbiin). 3To
HEeCOOTBETCTBME 6enoro uBeTa Ha M300pa)eHUM BbI3BAHO OCBELIEHMEM U TpebyeTt
HacTponKK GanaHca 6enoro uBeTta. WHTepdenc npeactaBneH Huke (PucyHok 7.32,

PucyHok 7.33).

fipothuns [leqs
> Usobpaxetme Pesim

b SKCNO3MLWMA

HaTtypaneHeii

b MoaceeTra YNUUHOE DCEELEHIE
Ha ynuue
AgTo. no obnacTu

b [eHb/Houb

¢ [poserTop

PucyHok 7.32 — Bknagka «M3o06paxeHue: banaHc 6enoro»

Pexum | Bpyun.
YpOoBEHs Kpac... [—] G [+]33
YpoBeHs chHero [—| G [+]32

PucyHok 7.33 — HacTtpolika pexuma 6anaHca 6enoro «BpydHyio»

3Ha4vyeHus pexnmoB 6anaHca 6enoro no BbiNnagatoWwnMm CnNnCKam npuBegeH.bI

HuKe (Tabnuua 7.10).

U4 .
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Tabnuua 7.10 — 3HavyeHusa pexumos [loanyHKTa MeHio «M3o06paxeHne: banaHc

6enoro»
HanmeHoBaHue 3HayeHue
ABTO KomneHcayus B Kagpe aBTOMaTUYECKUM BblI6OpOM
ONTMManbHbIX NapameTpoB 6anaHca 6enoro.
HaTtypanbHbii KomneHcauns B Kaape OCBELLEHNA OT eCTECTBEHHOIO CBETaA.

KomneHcayus B Kajpe ocBelweHna OT UCKYCCTBEHHOIoO CBETA

YnnyHoe ocselieHme
BHE NOMelLLeHus.

KomneHcauyus B Kagpe ocBeweHna OoTYyan4Horo BedYepHero

Ha ynuue
ynu cBeTa.
BpyuHyio KomneHcaumns B Kaape OCBELWEeHUA PYyYHON peryanpoBKON
6anaHca KpacHoro v cuHero useToB (PUCyHOK 7.33).
KomneHcayus B Kagpe aBTOMaTUYeCKUM BblIOOpPOM
ABTO no obnactu ONTUManbHbIX MapameTpoB 6GanaHca 6enoro no BblGpaHHOM

obnactu 6enoro LBeTa B Kajpe.

Brnagka «M306paienne: fjeHs/Hoyb»

Bknagka  «M3o06paxeHne: [eHb/Houb» no3sonsieT  KoHUrypuposaTb
HACTPOMKM aBTOMATUYECKOro nepeknoyeHns pexumoB «[eHb/Houb» WHTepdeic
npeactasneH HUKe (PUCYHOK 7.34).

Buapeokamepa no3BonseT KOHPUIypMpoBaTb 3/EKTPOHHbIA N MeXaHUYeCcKui
NK-bunbtp Buaeokamepbl. IToT unbtp obecneymBaetr (B YyCNOBUAX OTCYTCTBUSA
M HU3KOW BHELIHEN OCBELLEHHOCTM BUAEOCHEMKW) MOJYYEHME AO0CTAaTOYHO YETKOrO,
AeTanbHoro usobpameHus. Punbtp TMNa «lICR» — 310 ontnyeckun WK-bunbtp,
PaCroONOXEHHbIN nepea  MaTpuuen BUAEOKAMEPbl W MeXaHWYeCKM CABUraembin
YyCTPOMCTBOM MpuBOAA BUaeoKamepbl. B gfHeBHOe Bpemsi (GpunbTp caBuraercs ans
yCTpaHeHUsa HexenatenbHbiXx 3(PMEKTOB, BbI3BAHHbIX MH(pPaAKPaACHbIM K3NYyYEHUEM.

PuNbTp TMNA «INEKTPOHHBIN» UCMOMb3YeT MPOrPaMMHYI0 KOPPEKLNIO N306paKeHus.

U4 .
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Mpodmne [Hsxs

b Mzo0paxeHne
Pexum  ABTO
b 2uEiinl UyBCTBMTENEH...  CpeaHui
» MoaceeTka 3agepswa Gcek

¢ BanaHc Genoro

¢ [poderTop
PucyHoK 7.34 — Bknagka «M3o6paxerue: leHb/Houb»

3Ha4vyeHus napamMmeTpos Mo Bbinaaawouwnm  CMMCKam npuBeaeHbl  HUMKE

(Tabnuua 7.11).

Tabnuua 7.11 — 3HayeHus napametpoB [loanyHKTa MeH  «M306paxeHue:
[eHb/Houb»
HanmeHoBaHue 3HayeHue

«4/Bb» — noctosHHasa (He oTKnvaemasn) pabota UK-dbunbTpa.
CbemKa B yepHo-6enom Liserte.

Pexum
«ABTO» — aBTOMATMYECKM OTK/IOYaemas/BKtoyaemas paboTa
NK-tbunnbtpa» CbemKa B YepHO-6eNoMm LiBeTe 1 B MOTHOM LIBETE.
YyBCTBMTENbHOCTb AaTyMKa CBETa MO MEPEK/IYEHNI0 MeXay
LLBETHOM 1 YepHo-benon CbEMKOM n306paxeHn.
YyscTBUTENbHOCTL  |[lpeayctaHoBneHbl  3HayveHusa:  «Huskun»,  «CpepgHuinx,

BbICOKMI». YnpaBieHne 4yBCTBUTENIbHOCTbIO AOCTYMHO TONIbKO
B pexxume «ATo» pabotbl VIK-bunbTpa.

3afepXKa NEepPeKNoYEHUs MeXay LUBETHbIM U YepHo-6enbim
3apepKa n3obpaxeHnem. [peaycTaHoBNeHbl 3HaYeHUA: 2CeK, 3Cek,
4ceK, 5 ceK, 6 ceK, 7 ceK, 8ceK, 9ceK, 10 cek.

Brnagka «M306paxenne: [IpomerTopy

Bknagka  «M3o6paxeHue: [IpoxeKTop» NO3BONAET  KOHMUrypupoBaTb
HACTPOMKM paboTbl MHPPAKPACHOW NOACBETKM BUAEOKAMEPbl N0 TPEM PEXMMAM, ANs

OCyLLLeCTBNIEHUSI BMAEOHAbN0AEHNA B YCNOBUSAX HU3KOW OcCBelleHHOCTU. VHTepdeiic
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KOH(UIypMpoBaHus HacTpoek paboTbl WK-noacBeTKM BuaeoKamepbl npencTaBieH

HuKe (PUcyHOK 7.35).

Npodune [eHb
e P
b IHCNOIMLMR

ABTOD

¢ MNooceeTra
v BamaHc Genoro
¢ JeHs/Hous

» [podexTop

PucyHok 7.35 — Bknaaka «M3o06paxeHue: MpoxeKTop»

Pexxum  «ABTO» —  aBTOMatmyeckoe BKawYeHne WK-noacBetkn  ana
OCyLLeCTBAEHUS BUAeOHabN0AeHMA B YCNOBUAX HELOCTAaTOYHON OCBELLEHHOCTHU.

Pexunm «BpyyHyto» — pyyHOe KOHGMUIypupoBaHMe 3HAYEHUA APKOCTM CBeTa
NK cBeToanonos BuaeoKamepbl.

Pexnm «BbIKN.» — OTKAIOYEHUE pa60TbI NK noacseTkun BNaeOKamephbl.

Bknagka «Mpogunmn»

Bknagka «[Mpodunm» npeaHasHayeHa A8 KOHPUIypMpoBaHUA YCTaHOBOK
cyToyHor (24 yacoBoi) nocCnefoBaTENbHOCTM MPUMEHEHUA OMNTUYECKUX npodunen
B pabote Bugeokamepbl. MHTepdeinc Brknagku «Mpodunn» npeactaBneH Huxe

(PucyHok 7.36).
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BOLID X S @m 2 A E’

¥ HacTpoika kKamepbl Wzobpakenne MNMpodunu
Mpodwnu ) OcHoeHoit (@ Bcespema () Pacnucanuwe () [Jexs/Hous
Beerga | Denb v

P CobeiTuA I Mo ymonu. H OBHOEUTE H COXpaHKTL

P 3anuck U XpaHeHue

P Cuctema

> WNHdopmauwn

PucyHok 7.36 — Bknagka «[lpodunm»

7.5.1.2 MoanyHKT meHlo «Buaeo»

MoanyHKT MeHK «Buaeo» npeaHasHayeH ANs MNpPoOCMoTpa W ynpasieHus
napameTpamu ¢hopMUpPYeEMbIX Kamepon BUAeOAAHHbIX. [MOANYHKT MeH «Buaeo»
CTPYKTYPHO MMeeT nATb BKNAAOK AN HeobXoAMMOro  KOHhWUrypupoBaHMS

(PucyHok 7.37).

BOLID JLECTTE S @ ¥ A P

¥ HacTpo#ka kamepkl Bugeo CHHMOK HanoweHue ROI MNyTh

Mzobpaxenne
Ayano
P CeTe
P CobbIiTHR
P 3anuck W XpaHeHHe
P CHCcTeMa

P WHpopmauus
PucyHok 7.37 — loanyHKT MmeH0 «Bunaeo»

Bknagka  «Bupeo»  caywuT  ans KOH(UIrypupoBaHWA  napameTpoB

('bOpMI/IpyeMbIX BnaeodHHbIX OCHOBHOIO U AONOJIHUTE/IbHOIO NOTOKOB BNAEOCHEMKN.
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Bknagka «CHUMOK» CNYXWUT AN KOHUrypMpoBaHMA MapameTpoB KayecTBa
CHUMKOB, POpPMUMpPYEMbIX MOTOKOB BUAEOAAHHbIX BUAEOCHEMKN.

Bknagka «HanoxeHue» CAYXUT [Ona  KOHUIypMpoOBaHMA nNapameTpoB
HaNOXeHNA TemaTMYeCKon BCMOMOrateNbHOM WHPOPMaLUM Ha Kagpbl MNOTOKOB
BUAEOAAHHbIX BUAEOCHEMKM Ans MHPOPMALMOHHOIO CONMPOBOXAEHMA
KOHTPOIMPYEMOWN BUAEOCHEMKM.

Bknagka «O06nacte HabnwaeHus»  CAYKUT  AnsS  KOHPUrypupoBaHus
Ha U306paXeHnn BUAEOCHEMKM CreuuanbHbix rpaduyeckux obnacrert 30H 0coboro
MHTEpeca, KoTopble OyayT nepeaaBaThCs B TPadMKe C NOBbIWEHHbIM Ka4yecTBOM, Mpu
3TOM OCTanbHble 30HbI NpocMmoTpa OyayT nepenaBaTbCA C 3aHMMEHMEM KayecTBa
nHdopmauunu.

Bknagka «[lyTb» CAyXUT AnAa  KOHPUrypupoBaHWA  CUCTEMHOIO  MyTK
Ha KOMMblOTEPE XPAHEHMA KOHTEeHTa (POPMUPYEMbIX M COXPAHEHHbIX BMAEOAAHHbIX

BUAeoHabnoaeHns.

Bknagka «Buaeo»

Bknagka «Buaeo» npegHasHavyeHa [Ana  KOHMWUIypMpoBaHUA YCTAHOBOK
BMAEONapaMeTpoOB OCHOBHOIO U ABYX ONOIHUTENbHbIX BUE0 NOTOKOB, (DOPMMpPYEMbIX
BuAaeoKamepon. ViHTepdenc no KOHPUrypnpoBaHUO NapaMeTpoB NPeACTaBNeH HUXKe

(PucyHok 7.38).

\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauvaHo c sec.ru




BOLID VCI-722. Bepcusa 3. PYyKOBOACTBO NO 3KCMJyaTayuu 63

IP-kamepa ® &= — A ¥

¥ HacTpo#Ka kamepel Bugeo CHHMOK HanomeHne ROI MyTb
Waobpaxenne
s Buneo OCHOBHOM NOTOK [Oon. noTok
Ayavo Bran. [on. notok 1
> Cetb Cxatve H.264 Cxatie H.264
» COGLITHSA Smart kogek Bk PaspelueHmne 704*576(D1)
P 3anuck M XxpaHeHWe PaspelueHie 2688*1520(268&1520: YacToTa kagpos, kit | 25
» CucTema el 25 Tun BuTpelita CBR
P UHdhopmaums Tun SuTpeiita CER [MnazoH sHauennit  224-4096K6/c
[WnazoH 3Hauennii  2048-8192K6fc BuTpeiT 2048 Kol
ByTpeiT 4096 K6l WuTepean | kagpos | 50 (25~150)
WMHTepean | kagpos 50 (25~150)
HacTpoiikm
BogAHOM 3HaK DigitalCCTV

| Mo ymony. || OBOHoBUTE || CoxXpaHiTs |

PucyHok 7.38 — Bknapaka «Bugeo»

(DyHKLI,l/Il/I N Anana3oHbl 3HaYeHuM napamMmeTpos npuBeaeHbI HUXe

(Tabnuua 7.12).

Tabnuua 7.12 — OyHKLUMKM 1 JMana3oHbl 3HaYeHWU NapameTpoB BKNaaKu «Buaeo»

MNapameTp OyHKuMA
Bir BkntoyeHne/oTknoveHme JOMONHUTENBHOTO noToKa
’ BugeoHabnogeHus.
PexnM KoaMpOBaHUA KOH(MUrypMpyemoro ycTaHOBKamu
BMAEOMNOTOKA. 3HayeHue napameTpa: «H.265» — Kopaek
Cxatume H.265, «H.264B» — kKopek H.264B, «H.264» — Kopaek
H.264, «H.264H» — Kopmek H.264H, «MJPEG» — Kopgek
MJPEG.

MnKcenbHOE pa3pelleHne Kaapa:

PaspelueHne 1080P(1920x1080) / SXGA(1280x1024) /
1.3M(1280x 960) / 720P(1280x720).

YacrtoTa KaapoB B CEKYHAY. 3HayeHus napameTpa

YacTtoTta Kagpos
AP B Amana3soHe ot 1 ao 30 c warom 1.
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MNapameTp OyHKuMA

Tun nepefgayn fgaHHbIX.

Tun 6utpeiita 3HayeHuss napametpa: «[ocTosiHHbINY — CBR 6uTpenT
nepefayn  JaHHblX, «llepemeHHbin» — VBR  Outpent
nepefayv gaHHbIX.

KauyectBo nepemenHoro (VBR) Tvna nepeaayn AaHHBbIX.

3HayeHNA napameTpa B Anana3oHe ot 1 4o 6 c warom 1.
KauectBo

3HayeHMe  «6»  COOTBETCTBYEeT  Nyyllemy  KayecTBy
nepemeHHoro (VBR) Tuna nepeaayu AaHHbIX.

NHutepBan I-kagpoB (OMOpHbIX KaapoB) BblGMpaeTcs
WNHTepBan | kagpos B 3aBMCMMOCTM  OT YacTOTbl BO3HWKHOBEHUS  JBUKEHWS
B BU1€0N300paXKEHUN.

Ncnonb3oBaHue BOAAHOrO 3HaKa no3BonAeT 06Hapy)Kl/ITb
CbaKT M3MeHeHna Buaeo. BoaAaHom 3HaK no YMONYaAHNIO —

BoasiHoM 3HaK Digital CCTV. B KayecTBe cMMBO/Ia BOASHONO 3HAKa MOXHO
MCNONb30BaTh TONbKO UUGPbLI UAK OYKBbI — He HBonee 128
3HAKOB.

Bknagka «CHUMOK»

Bknagka «CHMMOK» npeAHasHayeHa ANns KOHbMUrypupoBaHUA NapameTpoB
cdbopmupoBaHus Bupeokagpa. WHTepdenc no KOHPUrypMpoBaHWK NapameTpoB

npeactasneH Huxke (PucyHok 7.39).
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IP-kamepa S & z A P

¥ HacTpo#Ka KaMmepkl Bupeo CHWAMOK HanoxeHue ROI MyTh
W300paxeHne
B Tun MMocT.
PazpelueHne 2688x1520 (2688*1520)
Ayono
KauecTeo 5
p CeTk
WMHTepean 1cek. A
b Coburtus .
p 3anuce U XpaHeHWe Mo ymond. || OGHOBMTE H CoxpaHiTL
P Cuctema

P WUHdopMaums

PucyHok 7.39 — Bknagka «CHUMOK»

(DyHI-(LLI/II/I N anana3oHbl  3HAYEHUN napameTpoB npeacrtaBieHbl  HUXKe

(Tabnuua 7.13).

Tabnuua 7.13 — OyHKUMM 1 AMana30Hbl 3HaYeHMIN NapameTpoB BKAaAKMU « CHUMOKY

MNapameTp OyHKuMA

BO3MOXHbI fBa peXurma COXpaHeHUAa CHAMKOB:

«[1OCTOAHHO» — MNOCTOAHHOE HenpepbiBHOE COXPaHeHue
Tun CHVMKOB 1306paXeHns BUIE0CbEMKU;
«[lo  coObITUIO» — COXPAHEHME CHUMKOB U300paxeHus

BUIEOCHEMKM NMPU HACTYMIEHUN KOHTPONMPYEMOTO COObITUA.

PaspelueHue [nKkcenbHoe paspelleHve LG pPoBOro CHUMKa.

Cﬂy}Kl/IT Ana 3apaHnA yCNOBHOro Ka4dectBa |/|306pa>1<eva.
Nimeetca wecTb OTHOCUTENbHLIX VDOBHGVI. 3HayeHus

HayectBo
napametpa B AnanasoHe ot 1 go 6 c warom 1. 3HayeHue «6»
COOTBETCTBYET Nyyllemy KayecTsy.
Cnywut  and YyCTaHOBKM nepuoanYHOCTA CHUMKa.
[penycTaHOBNEHHble 3HAYeHUA HAaXoAMTCA B AMana3oHe 1c fo
Nutepsan 7c cwarom 1.

Bbi6op 3HaueHua «BpyyHyto» paclimpseT ycTaHOBKY 3HAY€eHMS
Ha AMana3oH 3HavyeHun ot 1 go 50000 c ¢ warom 1.
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Bknagka «HanoxeHue»

Bknagka «HanoxeHue» npegHa3HayeHa Ana KOHOUrypuMpoBaHMA 31EMEHTOB
HaNOXEeHUs MOBEpPX M300paxeHUs BUAEONOTOKOB. HanoxeHue BbINOAHAETCA
3IeMeHTaMM: KOHTeKCTHas Haanucb, CUCTEMHaAa Haanucb W 3anpetHaa «Macka
npuBaTtHOCTM». MHTepdenc no KOHOUrypMpoBaHMIO NapameTpoB NpPeACTaBleH HUXKe
(PucyHok 7.40, PucyHok 7.41, PucyHoK 7.43, PucyHOK 7.44, PucyHoKk 7.45,
PUCYHOK 7.47).

IP-kamepa D g A ¥

¥ IP emgeokamepa Bupoeo CHUMOK HanoxeHue ObnacTe HabnwaoeHna MNyTb

O B (® Omal

» Hazeanme ka...

Yenoeua

Ayauo

> CeTe » Bpema

» CobeiTHA » OBnacts

P 3anuce U XpaHeHue » ATpubyT Wwpw...

» Cucrtema » W3oBpaxeHmne

» MHcpopmayus + Hactpausae. ..

Y¥aanuTs Bce Yaanute (MNK HAXMMTE NPABYH KHOMKY MEILW)

l Mo ymonuaxuo H OBHoBMTE H CoxpaHuTe l

PucyHoK 7.40 — Bknagka «HanoxeHune»
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\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauvaHo c sec.ru




BOLID VCI-722. Bepcua 3. PykoBoACTBO N0 3KCMyatauuu 67

EENE] pxamepa & @@ ¥ A P

¥ IP angeckamepa Bugeo Cribtiio Hanoweuue D6nac o malmogenin Myt
R — R o com

¥ Hazpaiaee wa
B Cetis ¥ Bpbian
P CobeiTHA ¥ OfGnacs
B 3anWch ¥ XpaHeHHe * ATpslyT o
P CHCTeMI ¢ MaoSpaensmin
b Mnipopuaunn » Hacrpasiman

| W AanuTe BCR | ¥ AN | [Henat HEHLMITE NPASYH THOMDY WGinl |

Mo YEEOINASHD DSHoauTL CoMpaisTe
¥ |

PucyHok 7.41 — Bknagka «HanoxeHune»: Macka npuBatHOCTU

EI=14I=] IP-xamepa @ @ 2 A P

¥ IP eupgeokamepa Buaeo CHUMOK HanoweHnue O6nacTe HabnweaeHWs MyTs
YenoeuA
| > Bugeo | » Macka npuea.. O Ben. (@) Oman.
Aymuo Beepute A kanana:
P Cete » Bpems Kam 1 i\
p CobuiTun » OBnacts

OnuHa TexcTa
P 3anuce U XpaHeRKWe

» ATpubyT Lipu.. |cnpasa v
P Cucrema

}  » Waobpaxenne
P WHdpopmauna

» Hactpaueae ..

| Mo yMonuaxuo H ObHOBUTE ‘ ‘ CoxpaHuTs |

PucyHok 7.42 — Brknagka «HanoxeHune»: HasBaHune KaHana
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IP-xamepa @ @ ¥ A F

¥ IP Bugeokamepa Buoeo CHuMDK HanoxeHue ObnacTe HaDMoOeHus MyTs
YenosuA
Buneo » Macka npuea._. @) By () Onen.
Ayauo » Haaeanwe ka... [] Nokaszats vegenio
b Cete

p CobriTHR + ObnacTs

b 3anuck U XpaHeHue » ATpuBYT WpK. ..
P Cucrema » Waobpaenns
> WHdopmauun » Hactpausae .

| Mo ymonyaHuio || OBHOBKTE H CoxpaHuTs l

PucyHok 7.43 — Bknagka «HanoxeHune»: Bpems

IEI=IaI=] IP-kamepa A E"

@ @

¥ IP emgeokamepa Bugeo CHumoK HanoweHue Obnacte H2bnogeHus MyTs
Yenoeua
[ SBmeo | Al R RO
Ayano » Hazeanwe ka.. Beegure TexcT:

Cete

» Bpewmn

CobeiTua

» AtpubyT wpm.

»
>
P 3anucek U XpaHeHue
b Cucrema

[

» Waobpaxenve
Wudropmauun » Hactpausae...
LnuHa TekcTa

|cnpasa ™

l Mo ymonuaHuio “ OBHoBKTE ” CoxpaHiTe ‘

PUCYHOK 7.44 — BKknagka «HanoxeHune»: 0bnactb
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CEED iPkavepa < G A ¥

¥ IP Bugeockamepa Buoeo CHUMOK HanomxeHue O6nacTe HabnwaeHna MyTe
YenoeuAa
m » Macka npuea.. Lser 5 i
Aygmo » Hazganue ra. .. Pazmep wpugpta
P Cetb » Bpemn |Camoaﬂanmpymmuﬁcn v
P CobriTHA » OBnacts

P 3anuck W XpaHeHWe

P Cucrtema

- » ATpubyT WpK__
e WaoBpaxeHve

P Wndopmaunn » Hactpaueae..

IFonMDnuaHmo H OBHoBMTE ” CoxpaHuTs l

PUCyHOK 7.45 — Bknagka «HanoxeHuex»: ATpubyT wpudra

IP-kamepa S @ A ¥

¥ IP eupeokamepa Bugeo CHUMOK HanoxeHnue 0ObnacTe HabnwgeHua MNyTe

Ycnosua

[ > Bages | » Macka npuea._ @ B, (O Omn.
Ayauwo » Haseaume ka... MpocMoTp:

P Cete » Bpems

» CobbiTHA

» Obnacte
p 3anuck n XpaHeHuWe

> Grerews - ===

» HacTpaueae

» WHdopmauun

arpyauTe W3o...

MapameTpbl uzobpaxeHnn
1. Make. paam16 kb.
2. Maxkc. pazpewenne 128x128.

3. 256 upeTHLIH, hopmaTt *.bmp.

[ Mo ymonuanuio H OBHoBUTL ] I CoxpaHuTs l

PUCyHOK 7.46 — BKknagka «HanoxeHune»: M3obpaxeHune
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(BOLID JLECTTENE @ @ ¥ A P

¥ IP eugeoxamepa Buageo CHUMOK Hanoxenue OfnacTe HabnwZeHUA Myts

Yenosua
» Macka npuea.. ® Ben. O Oman
Ayauo ¥ Hasganme xa... BeegwTe nonkacear. ..
b Cete B * Bpema
p CobriTuA ¥ Ofnacte

P 3anuce U XpaHeHue » ATprBYT wpw.. [inuHa TexcTa

e WaoBpakeHue IC”EEa v

P Cucrema

P WHdopmauus

| Mo ymonuaxme H ObHoBKTE | | CoxpaHuTs |

PucyHok 7.47 — Bknagka «HanoxeHune»: HactpanBaemoe HasioxeHune
Bxknaaka «O6bnactb HabnoaeHua»

Bknagka «O6nactb HabniogeHus» npeaHasHavyeHa Ans KOHGUIrypupoBaHus
Ha U306paXeHnn BUAEOHAONIOAEHNS 30H BbICOKOM YETKOCTM  BUAEOCHEMKM.
NuTepdelic no KoHbMrypnpoBaHUio napameTpoB npeactaBneH HuxKe (PUCYHOK 7.48).

[aHHaa dyHKUMA npefocTaBnseT BO3MOMHOCTb MONb30BATeNl0 CamoMmy
yCTaHaB/MBaTb Ha M300paXeHMN B pa3HbIX y4yacTKax 06/1acT NOBbILWEHHOTO KayecTBa
BUAeOHabnoaeHns. BblgeneHHas o6nactb Kagpa 3anmMcbiBaeTcs € MaKCUMMasbHbIM
KayeCTBOM, a OCTajlbHasA 4YacCTb Kajpa W300paxeHUs 3anncbiBAeTCs C MEHbLIUM
paspelleHnem. ITO  3HAYWUTENbHO  CHMXKAET 00bemM  3anucu  BUAEOMOTOKA
BUAeoHabnofeHns 6e3  noTtepuM  CYUIeCTBEHHOW TemMatuyeckon uHdbopmaumm
BUAeoHabnoaeHus. prMeHeHe NO3BONAET CHU3UTL 06 bEM XPaHMMbIX BUAE03aNUCEN
W pa3rpy3nTb CeTeByl UHMPACTPYKTYpy. OYHKLMA NO3BONAET ONTUMANbHLIM 06pa3om
coyetaTb Hebonbwon pasmep TpaduKa OT KAMEPblI U BbICOKOE KayecTBO 3anucy
Hanbonee BaXHbIx obnacTen nobpaxeHus.

Buaeokamepa nopaepxusaer hopmupoBaHMe Ha U30bpaxeHMn Kagpa Ao 4

O6ﬂaCTe|7|, Ka4yecTtBo KOTOPbIX MoxeTt ObITb Pas3nnyHbIM B npegenax

U4 .
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npeaycTaHOBNEHHbIX 3HAaYeHUI KayecTBa oT 1 0 6 c warom 1 (4em Bblilie 3HaYeHNe —
TE€M Bbllle KayeCTBO BHYTPY 30HbI).

[ina co3paHua obnacTM  Ha M3obpaxeHWM Kaapa BUAEOHAbNOAEHUS
HEOOXOAMMO YAepXKaTb Ha M300paMeHUM «Mblllb» C HAXATOW NEBON KnaBulend Ha
«MbILWMY» W OT3TON MO3ULKUM TAHYTb «Mbllib BBEPX W BAEBO [A CO3AaHWA
npsimoyronbHoi o6bnactu. Co3aaHHYl 001acTb  MOXHO MO3ULMOHHO YTOYHUTb

(U3MEHUTB) BLITATUBASA €€ «MblLLbIO» 3a YrNOBblE TOUYKM 3TON obnactn (PucyHok 7.48).

IP-kamepa SO @m T A E’

» IP Bugeokamepa Buoeo CHUMOK Hanoxexue O6nacTe HabnwgeHuA MMyTe
¥ CeTb
TcR/P () Bxn. (@ Omen.
Mopt KauecTeo m
PPPoE
DDNS
SMTPR(Email)
UPnP
SNMP
Bonjour

Multicast
802.1x
QoS
Hoctyn
P CobeiTusn
b 3anuce n xpaHeHue

P Cuctema YRanuTs Bce YpanuTs (1N HEHMUTE NPaBYHD KHOMKY MbILLM)

» WHdopmauus

[ Mo ymonuanuo ‘ l ObHoBUTE } I CoxpaHutse l

PucyHoK 7.48 — Bknaaka «06nactb HabnoaeHusa»

7.5.1.3 MoANYHKT MeHI0 «Ayano»

MoAnyHKT MeHi0 «AyauMo» npefHasHayeH Ana MnpocMoTpa U ynpaBneHus
napametpamm  (GOpMUPYemMOro BUAEOKaMepon ayamo notoka. WHTepdenc

no KOHMUrypupoBaH1io NapaMeTpoB NpeacTaBneH He (PUCYHOK 7.49).
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IP-kamepa SO &= A E"‘

¥ IP engeokamepa Aynuo
¥CNoBKUA
Bugeo Kogupoeka
OcrosHoR novoK
P Cerb ] Brn.
» CobbiTus CwaThe [G.711A v
» 3anuck u xpaHeHwe YacToTa {3000 v
b Cucrema
Hon. noTok
> Wncpopmatius | Ben. | Mlon. noTok1 d
CoxaTue [G.711A v
YacTota ISCIEI'EI ﬂ
ATpHOyT
Tun ayauosxoaa ILinEIn |
WymonogaeneHue IE:H_I'I. N
MpomkocTs Mukpod.. [— | D (+]50
MpPOMEDCTE GMHEMWES |:| D E| a0
| Mo yMOon4aHueD || OBHOBHTE || CoxXpaHuTE |

PuUcyHoK 7.49 — loanyHKT MeHt0 «Ayano»

cDyHI-(LI,I/II/I " Anana3oHbl 3HAYEHUN napameTpos npuBeaeHbI HUXXe

(Tabnuua 7.14).

Tabnuua 7.14 — OyHKUMM W AMANA30HbI 3HAYEHUI NAapaMeTpoB MOAMYHKTA MEeHI0
«Ayano»

MNapameTp OyHKuMA

NoctaBbTe ¥ ana BHKAKOYEHMA ayanMo KaHajsla Ha OCHOBHOM

BrnoyeHne
n/Mnn JONONHUTENIbHOM BUAEOMNOTOKE.
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MNapameTp OyHKuMA
Pexunm cxartums ayaMonoTOKOB BKNtOYaeT B cebs
Cxartne G.711A,G.711Mu, G.726 nACC B pexume
no ymon4yaHuio -G.711A.
YacToTa AMCKpeTn3aumm:
8000;
16000;
YacroTa
32000;
48000;
64000.
Tun ayanosxopa JInHenHbIN BXOA,
LLlymonogaeneHe ®OYyHKUMA  yCTpPaHEHMA LWYMOB M3 MNOME3HOro ayanmocurHana
C Lefibio NOBbIWEHMNA ero Kayectsa.
FpomrocTy PerynnpoBKa rpoMKoCT MUKpOdoHa
MUKpOoOoHa ymp P P ’
[POMKOCTb
PerynmpoBKa rpOMKOCTU JMHAMMKA.
ANHAMUKA

7.5.2 [yHKT MeHI0 «CeTb»

[IyHKT meHto «CeTb» NO3BONSET YyNpaBNATb 6Aa30BbIMU CETEBLIMU HACTPOMKAMM
BUAEOKamepbl.

[yHKT MmeH0 «CeTb» WMmeeT TpuHaguatb noanyHkToB: «TCP/IP», «MopTy,
«PPPoE», «DDNS», «Email», «UPnP», «SNMP», «Bonjour», «Multicast»,
«ABToperucTpaumnsa», «802.1x», «QoS», «[lpoToKonbl AgocTyna. NHTepdernic

npeactasneH HUKe (PucyHok 7.50).
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IP-kamepa ® &

P Hactpoika kamepbl

¥ Cete

PPPoE

DDNS

Email

UPnP

Bonjour

Multicast

ABToperucTpaLmMaA

802 1x

Qo5

MpoTokons gocTyna
P CobBeiTHR
b 3anvck U XpaHeHue
b Cucrema

b UHdpopmaums

PnucyHoK 7.50 — TyHKT meHto «CeTb»

KaH(,U,bIVI MOANYHKT MEHIO OTKpbIBaeT BKMagKy KOHCI)VII'VpVIpOBaHVIﬂ
COOTBETCTBYOLWMX NAapPaMETPOB. COXpaHeHl/Ie N MHNUMann3auna napameTpoB BKAaAKN
BbINMOJIHAETCA Yepe3 NHTEPAKTUBHYIO NaHe/lb COXpaHeHNA N UHNLUMNann3aunnm HaCTpoeK

31O BKNagku (PucyHok 7.51).

|I'onr.|0nuaHm0 || ODHOBWTE || COXpaHWTs |

PucyHok 7.51 — llaHenib cOXpaHeHna n nHnymanmnsaymm HacTpoek

Ecnu nnaHupyetca ucnonb3oBaTb 6onee oAHOM BUaeOKamepbl, TO TpebyeTcs
CMEHUTb HayanbHbIN IP-agpec naenns Ha nobor cBOOOAHBIN A0 NOAKNOYEHUS APYIUX
BugeoKkamep. [na muameHeHus IP-agpeca, HEOOXOAMMO NEPENTU B MOAMNYHKT MEHI0

«TCP/IP».
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7.5.2.1 NoanyHKT meHio «TCP/IP»

MoanyHKkT MmeH «TCP/IP» npeaHa3HayeH pAns npocmoTpa M ynpaBneHus
napameTtpamu TCP/IP npoTokonoB Buaeokamepbl. WHTepdenc npeactaBneH HuKe

(PucyHoK 7.52).

IP-kamepa S @

P HacTtpoika kamepel TCP/IP
¥ CeTb
s TCPIP WMmA xocTa WCI-122
Mopt
CeTeean kapTa |Mposoa(Mo ymond.) | v
PPPoE _
Pexum (® Cratmu. () DHCP
DDNS
MAC Anpec bc = 32 . & . 3 . ff . B2
Email
IP Bepcua IPvd “
UPnP i J
e IP agpec 192 . 168 . 71 . 118
Multicast Macka noaceTn 255. 255. 252. O
ABTOpETMCTPaLWA Winioz 192 1658. 68 . 1
802 1x OcHoeHon DNS 5 .8 . 8 . 8
QoS Anetepns. DNS 8 8 . 4 4
MpoTokons goctyna Bkn ARP/Ping ana IP agpeca

P CobbITHA
Mo ymonu. ‘ l OBHoBMTE l I CoxpaHuTe

P 3anuck U XpaHeHWe

P Cucrema

> Uudopmauns

PrcyHoK 7.52 — MoanyHKT meHto «TCP/IP»

(DyHKLI,l/Il/I n anana3oHbl 3HaYyeHum napameTpoB npuBeaeHbI HUXe

(Tabnuua 7.15).

Tabnuua 7.15 — PyHKUMM 1 AMana30Hbl 3Ha4Y€HMIn napameTpoB noanyHkTa « TCP/IP»

MapameTp DyHKUMA

CIIV)KVIT anAa 3alaHunA ceTeBoro NMMEHN yCTpOVICTBa.

Mmsa xocTa
MNopaepxkusaerca o 15 cMMBONOB.
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MNapameTp OyHKUMA

Mpn HanMumMmM Heckonbkux Kapt Ethernet moxHO BbIOpaTh

CeTeBas KapTa
CeTeBYI0 KapTy ANA KOHPUIryprpoBaHus.

Bo3MOMXHbl ABa pexuma: ctatmyeckun u DHCP. lMpu BbibGope
pexuma DHCP, IP-agpec 6ymetr nonyyeH aBTOMAaTUYeCKM OT
DHCP-cepBepa, nosb3oBaresibCKoe 3ajaHue IP/Macku

Pexm NOACETU/ W33 HEBO3MOXHO.
Mpu BbIGOpE CTAaTUYECKOro pexuma cneayeT 3aaatb IP/macky
noaceTu/Wwnios.

MAC agpec OtobpaxeHne MAC-aspeca ycTponcTBa.

IP Bepcus Cnyxut ans Bblbopa Bepcum npotokona IP (IPv4 unu IPve6).

Bo3moxeH Bbibop IP-agpeca 3Tux AByX BepPCUN.

Beeaute cootBeTcTBYOWME LMbpbl, Y4TOOLI M3MeHUTb IP-aapec
IP-agpec M 3artem 3ajanTe COOTBETCTBYIOLLYIO MACKy MNOACETU W L3
Mo ymoiyaHuio.

Macka noacetu YCTaHaBNMBAETCA B COOTBETCTBMU CO CTPYKTYPOM CETU.

CeTeBOM W03 [AOMKEH HAXOAUTbCA B OJHOM CErmMeHTe C

Wnto3
IP-agpecom.

OcHoBHon DNS IP-agpec cepsepa DNS.

AnbTepHaTUBHBbIN

DNS AnbTepHaTuBHbIn IP-agpec cepsepa DNS.
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MNapameTp OyHKUMA

Mcnonb3oBaHune komaHa ARP/Ping nns usmeHeHnus nnu 3agaHus
IP-appeca yctponcrea, ecnu nssecteH MAC-agpec yctponcrea.

Mepen BbiNonHeHWeM cneayeTr ybeanTbCA B NPUHAANENKHOCTM
ceTeBon Buaeokamepbl n [IK KoaHou cetn. 3ta YHKUMA
BK/IOYEHA MO YMONYAHMUIO.

MocnegoBaTenbHOCTb AEVNCTBUN CieayoLLan:

lWar 1: MNonyyute IP-agpec, yctTaHoBUTE CETEBYIO BUAEOKAMEPY U
MK B ogHow JIBC.

LLlar 2: Onpenenute U3nMYeCcKUin agpec yCTPOMCTBA NO HaKNenKe
CETEBOM BMAEOKAMEPDI.
Bkn. ARP/Ping | 1ar

3: [llepenaute B uHTepdenc 3anycka Run v BBeaute
ana IP-agpeca

cnegymoume KOMaHabl:

arp —s <IP-agpec <MAC> ping —| 480 —t<IP-agpec>
Hanpumep : arp -s 192.168.0.125 11-40-8¢-18-10-11
ping -l 480 -t192.168.0.125

LLlar 4: Mepe3arpy3ute yCTPOMCTBO.

lllar 5: lMosaBneHne B KOMaHAHOM CTpoKe MHpopmauunn «Reply
from 192.168.0.125 ...» 03Ha4yaeT NPaBUIbHOCTb BbIMOAHEHHOMN
HACTPOWMKMW. 3aKpOMTE KOMAHAHYIO CTPOKY.

LLlar 6: OTkpowiTe 6pay3ep n BBeauTte http://<IP-agpec>. Haxmute
KHonKy Enter, Tenepb BO3MOXeH JOCTyN.

Mpn cmeHe IP-agpeca npou3onaET nepenoaxknoyeHne Beb-uHTepdenca

no HOBOMY aapecy.

7.5.2.2 NoanyHKT meHio «lopT»

[oANYHKT MeHI0 «MopT» MpeaHa3HayeH [is NpPoCMOTpa W ynpasieHus
napameTpamy NopTOB NOAK/MYEHUA BuUAeOKamepbl. VIHTepdeic npeacTaBneH HUxke

(PucyHok 7.53).
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BOLD I XTI S @ x A

> HacTpoWka kamepkel Mopt

¥ CeTb
TCPIP Makc. nogrmiouermin | 10 {1~20)

> Mopt TCP lMopt 37T (1025~65534)

PPPoE UDP TMopt 37778 (1025~65534)
DDNS HTTP Mopt 80
Email RTSP Mopt 554
UPnP Mopt RTMP 1935 (1025~65534)
Bonjour HTTPs Moprt 443

Multicast

B l Mo ymony. l [ OBHOBUTL l l CoXpaHuTh
AgTopericTpauma

802.1x
QoS

PucyHoKk 7.53 — lNoanyHKT meHto «[1opT»

BHUMAHWE!

0~1024, 37780~37880, 1900, 3800, 5000, 5050, 9999, 37776, 39999,
42323 ABnATCA cneymanbHbiMM - nopTamu. [lonb3oBarteb  He MOXeT
UX U3MEHATb. M3berante UCNONb30BAHUS 3HAYEHWUA MO YMOMYAHUIO APYrux
MOPTOB.

q)yHKLI,l/Il/I N Anana3oHbl 3HaYyeHum napameTpos npeacrtaBieHbl  HUXKE

(Tabnuua 7.16).

Tabnuua 7.16 — GyHKUMM 1 AMana30Hbl 3HAaYEHMIN NapameTpoB NoAnyHKTa «MopT»

MNapameTp OyHKuMA
MakcumanbHoe MakcMmanbHoe 4MCio MOAKIYEHUN AfA OJHOro YCTPOWCTBA.
KONNYeCcTBO 3HayeHne  Haxogutca  BAmanasoHe ot 1 pgo 20
NOAKNOYEHWI (no ymonyaHuto 10).

[vnanasoH noptoB cocTtaBnder 1025~65534. 3HauyeHue
TCP lMopt Mo ymonyaHuio 37777. Bo3MOXHO BBECTU AEWCTBYIOWMA HOMEDP
nopTta Npu He0H6XOANMOCTH.
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MNapameTp OyHKuMA

[nanasoH noptoB coctaBnAer 1025~65534. 3HayeHue
UDP Mopt Mo ymonyaHuio 37778. Bo3MOXHO BBECTU AEWCTBYIOLWMA HOMEDP
nopTta npu HeE06XoaAMMOCTH.

[vnanasoH nopta cocrtaBnAer 1025~65524. 3HauyeHue
HTTP lNopTt no ymonyaHuio 80. BO3MOXHO BBeCTM [AEUCTBYIOLWNA HOMep
nopTta Npu He0H6XOANMOCTH.

3HayeHMe noymonyaHuto 554. OcrtaBbTe nNyCTbiM, €CAK
MCMONb3yeTe HACTPOMKY NO YMONHYAHWIO.

Monb3oBatenn, wucnonb3ywoumne Quick-Time wmnam VLC, moryt
RTSP Mopt BOCNpoM3BOAUTL  cneayowme  dopmatel. [na  KOHTpons
B peanbHom BpemeHun B hopmate URL Tpebyetcsa paboTaiolinii
B peanbHOM BpemeHu cepsep meauna RTSP, Homep KaHana, tum
NoToKa ABOMYHbIX curHanoB B URL. MoxeT notpeboBaTtbca UMS
nosib3oBarens v naposb.

[nanasoH nopta coctaBnAer 1025~65524. 3HayeHue

opr RTMP Mo ymonyaHuio 1935.

Mopt cBA3M nonpotokony HTIPS, pAawana3oH coctaenset

HTTPS Nopr 1025~65534. 3Ha4eHne No ymonyaHuto 443.

7.5.2.3 MoanyHKT meHio «PPPOE»

MoanyHKT meHto «PPPOE» npeaHa3HayeH ana BKAoYeHusA/oTknoveHns PPPoE
aBTOpM3aumMmM ans ceteBoin paboTbl BUAeOKamepbl. iHTepdeinc no KoHdUrypnpoBaHuio

napameTpoB npeactaBneH HuKe (PUCYHOK 7.54).
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IP-kamepa S &= : A E"

P IP EMOEOKaMepa FPPOE

¥ CeTb
TCPIP [ B
MopT Monk3oearens none

> PPPol Mapone

DDNS Mo yMon4aHKH | | OOHOBHTE | | CoxpaHHTL
SMTP{Email)
UPnP
Bonjour

PucyHoK 7.54 — loanyHKT meHto «PPPoE»

[na wncnonb3oBaHmMa npotokona «PPPoE» BBeaute B uHTEpdenice wums
nono3osarena PPPoE  nopknioyeHua mnapofib  nosnb3oBarensa, MOJiyYeHHble
OT NnpoBanaepa WHTEPHET-yCayr, W paspewmnTte BKIoYeHnem dyHKuMio PPPoE.
CoxpaHuTe TeKyllMe HaCTPOMKM U BbINOAHWUTE Mepe3arpy3ky YCTPOMCTBa, YTOObI
aKTMBMpPOBaTb HAcCTpOMKKU. [locne nepesarpys3ku YCTPOUCTBO coeamHutca c Internet
no npotokony PPPoE. IP-agpec MoXHO nmonyuyntb B MHTepdence ceTeBoro A0OCTyNa,
B KOJIOHKe |IP-agpeca. Ecnn PPPoE BrntoyveH, cnepyet 3anpetuts UPnP.

Obpatute BHMMaHMe: HeOoOXOAMMO CHayana BOMTU B MOAMNYHKT MEHI0 C
IP-agpecom Tekyliero ycrponcrea. [ocTyn K KAMEHTCKOW CTOPOHE BO3MOXEH yepes
3TOT aapec. Mpu ucnonb3oBaHmm PPPoE Heobxoaumo B nognyHkte TCP/IP n3meHuTb
napametpbl IP-agpeca, mackum NoAceTu W WAO30B B COOTBETCTBMM C Napamerpamu,

npeaoCcTaBNEHHbIMU NPOBANAEPOM.

7.5.2.4 MoanyHKT meHt0 «DDNS»

MoanyHKT MeH «DDNS» npefHa3HayeH [nA NpoCMOTpa Y ynpasieHUs
napameTrpamu paboTbl BuaeoKamepbl C BHewHUM cepBepom «DDNS». WHTepdelic

npeactasneH Huxe (PUcyHoK 7.55).

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauvaHo c sec.ru




BOLID VCI-722. Bepcua 3. PykoBoACTBO N0 3KCMyatauuu 81

EEDE] Pxavera © @ W A B

P Hactpolika kamepel DDNS
¥ Cete
TCPIP 1 Tun NO-IP DDNS v
Mopt Anpec dynupdate.no-ip.com
PPPoE NomeHHoe uma none
MNonbaoeaTens none
Email Mapons ssssssssssssBsEBERNd
UPnP [Nepwog obHoeneruA | 1440 Mun.(1440~2880)
Bonjour

: l Mo ymonu. ‘ l OBHOEUTE I l CoXpaHHTL
Multicast

ABTOperMcTpauma

802.1x
PucyHok 7.55 — lNMoanyHKT meHto «DDNS»

DDNS npegHasHavyeH pna  coefMHeHMA pPasMyHbIX CEepBEepoB B Lenax
nonyyeHMs JoCTyna K BuaeoKamepe uepe3 cepBep. Heobxoaumo 3anTv Ha cant
COOTBETCTBYIOLLEN CNYKObl ANA MONYYEHUA AOMEHHOTO MMEHWU U Aanee OCYLLeCTBAATb
AOCTYN Kcucteme yepes pgomeH. DDNS paboTaer pgawe npu CMeHe BHELIHEro
IP-agpeca. Ecnu ycTponctBo noakntoyaetcs kK 6ecnposoaHon JIBC, cneayer 3anpetutsb
UPnP.

DDNS moeT ncnonb3oBathCs AN AMHAMUYECKOro 0OHOBNEHUSA CBA3U MeXay
nmeHem gomeHa Ha DNS-cepsepe v BHewHum |IP-agpecom BugeoKamepsl B cUTyaLun,
Korapa |IP-agpec yctponctBa MmeHaetca 4vacto. [logknioveHne DDNS rapaHTtupyet
Nosb30BaTeNAM BO3SMOXHOCTb NOAKOYEHMA K YCTPOMCTBY Yepe3 JOMEHHOE UMA.

OYHKUMM W AMana3oHbl  3HAYE€HWA NaApPamMeTpPoOB MNpeACTaBAEHbl  HUKeE

(Tabnuua 7.17).
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Tabnnua 7.17 — OyHKUMM W AMana3oHbl 3HAYEHWA MapamMeTpoB MOAMNYHKTA MEHH0

«DDNS»
MapameTp PyHKLUA

Tun cepsepa DDNS. 3HayeHne napametpa: «CN99 DDNS»,
«NO-IP DDNS», «Dyndns DDNS», «Qick DDNS». CoaepxaHue
3HayeHusA:

Tun «CN99 DDNS»: Server address: www.3322.0rg;
«NO-IP DDNS»: Server address: dynupdate.no-ip.com;
«Dyndns DDNS»: Server address: members.dyndns.org;
«QUICK DDNS»: Server address: www.quickddns.com.
3HaveHune agpeca no ymonyanuto: «MAC address.

Appec .
quickddns.com».

[lomeHHOE 1MA Camoonpeaensemoe UMsA AOMeHa.

Monb3oBatenb ims nonb3oBaTens ans BBOAA NPU BXoJe Ha CepBep.

Maponb Maponb nonb3oBaTens AnA BBOAA NPU BXOJe Ha CepBep.

Mepuop

o6HOBNMCHMS Nepuoa o6HoBNEHNS OT 1440 a0 2880 MUHYT.

Mocne 3anonHeHus wuHTepdenca Hawxmute «Tect» (PUCYHOK 7.56), 4TOObI
NoATBEPAMUTL YCMELIHYI0 PerncTpaLuio AJOMeHHOro umeHun. Ecnu ata npoBepKa He byaet
yCMelHoW, To HEOOX0AMMO NPOBEPUTb MNPABUILHOCTL 3aMONIHEHUA UHbOpPMaLUN
0 IOMEHHbIX MMEHAX, OYUCTUTb «K3W» namATb 6pay3epa. Ecnm 31a npoBepka

BbINOJIHEHA  YyCNewHOo, TO NapamMmeTpbl HYXHO  COXPAaHUTb, HaAXadB Ha KHOMKY

«CoxpaHuUTb».
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DDNS
[ Tun NO-IP DDNS
Anpec dynupdate.no-ip.com
[omeHHoe WmA none ﬂ
Monezosarens none
[Mapone (111
Mepwon obHosneHws | 1440 MunH.(1440~2380)

| [0 YMOMUYaHMHD || OBOHOBHTE || COXpaHKTL

PucyHok 7.56 — lNoanyHKT meHto «DDNS»: Tect

7.5.2.5 MoanyHKT meHto «Email»

MoanyHKT MmeH «Email» npegHasHayeH p[Ana nNpocMoTpa W ynpaBfieHUs
napameTpamy HaACTPOMKWM paboTbl BUAEOKaMepbl Mo ceTeBOMy npoTokony SMTP

3NEKTPOHHOM NoyThbl. HTepdeic npeacTaBneH He (PucyHok 7.57,).
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IP-kamepa S &

P HacTpoiika kamepsl Email

¥ CeTb
TCR/IP SMTP Cepeep none
Mopt Mopt 25
PPPoE L] AxonumHo
DDNS MonkzoBatens anony mity

> al Mapone SRR ENNENNNRIRERRO RN

UPnP Anpec oTnpaeuTenA | none
Bonjour
Multicast LWiuchpoeatiue | TLS(pekomenayetca) | V|
AsTopemcTpaLa Tema ALARM - Broxenue
802 1x MonyuaTens i
QoS -

MpoTokonsl gocTyna

» CobGbITHA

[ ] OruerococtAnmm  [epuop obHoBnenna 60 Mun_(30~1440)
P 3anuck U XpaHeHue
P Cucrema l Email Tect l
> Mtibopumatun l Mo ymonu. H OBHoBUTL H CoxpaHWuTh I

PucyHoK 7.57 — MoanyHKT meHio «Email»

Mpu yctaHoBKe napameTpoB SMTP cepBepa BuaeoKamepa, no oO6HapYHKeHUIO
TPEBOIM WAN WMHOTO KOHTPONMPYEMOTO COObLITUS, Cpa3y OTNPaBUT 3EKTPOHHOE
coobuieHne nonyyatento yepes SMTP cepBep, KOTOPOE nosyyaTeNb NoayYuT Npu BXxoae
Ha SMTP cepsep.

OYHKLUMM N AMana3oHbl 3HAYeHW nNapameTpoB MNpeAcTaBAEHbl  HUKeE

(Tabnuua 7.18).

Tabnuua 7.18 — OyHKUMM 1 AMana3oHbl 3HAYEHWN MAPaMETPOB MOAMNYHKTA MEHIO
«SMTP»

Mapametp PyHKLUA

SMTP Cepsep BBop agpeca cepsepa
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MNapameTp OyHKuMA
Moot 3HayeHMe No ymonyaHui paBHO 25. Mpu HeobxoaumocTn ero
P MOXHO U3MEHUTb.
Mepeknioyatenb Ans paboTbl 6e3 aBTopu3aLUM Ha cepsepe
SNMP. [InA cepBepoB C NOAAEPHKON (PYHKUMM aHOHMMHOCTU
AHOHMMHO BO3MOXEH aHOHUMHbIA BXoA. «be3 aBTopusauum» He Tpebdyet
BBOAA MMEHU nonb3oBaTtens, napons N cBEeAEHUN
06 otnpaBuTene.
AIMA nonb3oBaTena y4yeTHOM 3anuMcU CcepBepa 3NEKTPOHHOM
[Monb3oBaresnb
noyThbl.
Napons Maponb y4yeTHOM 3anucyM MoONb3oBaTens Ansa  cepBepa
P 3NEKTPOHHOW MOYTbI.
Appec -
AZpec 31eKTPOHHOM NOYTbl OTNPaBuUTenNs.
oTnpasutens
MoxHo BbI6paTh SSL, TLS waM He ncnonb3oBaTb [JaHHYIO
lndppoBaHme
pyHKumio (PucyHoK 7.58).
Tema BBO/ TeMbl COOOLLEHUSA
n o Cuctema MOXeT OTNpaBAATb KAPTUHKY MOMEHTANbHOIO CHUMKA.
«+» — N006aBUTb BAOXEHMWE, «-» — YAANUTb BJOXEHME
BBO/ 3NEKTPOHHbIX agpecoB e-mail nonyyatens (He 6onee Tpex
Nonyyatens A P AP y ( p
aapecos).
N paspeleHnsa 3Tou HKUMM HEeobXoaUMO YCTaHOBUTb
OT4eT 0 cocTosAHUN A pasp (yHKu A y
hnaxoK.
Mepuop Mepnoa o6HOBNEHMA OTYeTa O COCTOAHUM coeamHeHus ¢ SMTP
06HOBNEHMS cepBepom
CucTema aBTOMATUYECKM OJHOKPATHO OTNpPaBAAET cOoobuieHNe
Email Tect ANA NPOBEPKM COCTOAHMA coeanHeHusa. [lepen npoBepKon
cneayeTt COXpaHUTb AlaHHble HACTPOMKM 3NEKTPOHHOW NOYTbI.

ssL %

TLS

PucyHok 7.58 — MNMoanyHKT meHto «SMTP»: LlndposaHue
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7.5.2.6 MoanyHKT MeHto «UPnP»

MoanyHKkT meHo «UPnP» (Universal Plug and Play) npeagHa3HayeH pans
NPOCMOTPA U ynpaBneHMs napameTpammn HacTponKM paboTbl BUAEOKAMepbl B 00LLEN
CeTM — aBTOMAaTM4yeCKasa HaCTPOMKa CETeBbIX YCTPOMCTB B CETAX MNepeAayn AaHHbIX.

NuTepdenc npeactaBneH Huxe (PucyHok 7.59, PucyHok 7.60).

R e © @ R A B
P HacTpoika kamepe! UPnP
¥ Cete
TCPAPR [] Ben. Pe:ﬁuul!‘lcnbauﬂ.ﬂ Craryc Ownbra!
Nopt Hauats nomck
DDNS
B I HTTP WebService:TCP 80 8080 Ownbkal 4 T
mall
v TCP PrivService:TCP 37777 377IT Owmnbkal
UPAP
m i uDpP PrivService:UDP 37778 I7T78 Ownbkal
L ED i RTSP RTSPService:TCP 554 554 Oumbkal
IiTeEs: “ HTTPS HTTPSService:TCP 443 41333 Ouwwkal
AsTOpericTpauna
802.1x
QoS

TMpoToxons gocTyna

P CoBkiTna Lloyuony H Obrosums H Coxparute l

PucyHoK 7.59 — lMoanyHKT meHio «UPnP»

=
®) Brn. ) Boikn.
MpoTokon TCP
BHyTp.nopT a0
BHew. nopT 2080
| oK | | OTwexa |

PucyHoK 7.60 — MoanyHKT meHio «UPnP»: N3meHeHne nepeHanpasneHna nopTos

UPnP nos3sonser yctaHOBUTb C€BA3b mexay JIBC 1 o6LliefoCcTynHON CceTbio.
B vHTepdence MOXHO 1006aBUTb, U3MEHUTb UAKN yaanuTb 3nemeHT UPnP. [na UPnP
Ha pas3HblX MapLipyTM3aTopax — cnegyet oTknto4mMTL UPnP.

Brkntouns UPnP, ceteBas Bugeokamepa byaet noaaepxubaTb npotokon UPnP.

Ecnim cnctema UPNnP BKOYeHa Ha BMAeOKamepe, TO B ONepauuMOHHbIX CUCTEMAX
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Windows 3Ta Buaeokamepa OyaeT HaXOAWUTbCA MOUCKOM B CETEBOM OKPYMXEHUM

Windows.

7.5.2.7 MoanyHKT meHio «<SNMP»

MoanyHkt MeHto «SNMP» (Simple Network Management Protocol)
noAepPKUBAET MPOCMOTP M yNpaBneHne napameTpami paboTbl BUAEOKAMEpPbI C CETbIO

Mo HUKHEMY YPOBHI0 ceTu. iHTepdenc npeactaBneH Huxe (PucyHok 7.61).

IP-kamepa S @ ¥ A P

P HacTpo#Ka kamepebl SNMP
¥ CeTk
TCPIP SNMP eepcuA [] SHMP w1 [] SHMP v2 [] SNMP v3 (pexo...
MopT
SNMP Mopt 161 (1~B5535)
PPPOE
YTeHue
DDNS
Januck
Email
Tra ec
o P 3ap
> SNMP Trap nopT 162
Bonjour | Mo ysony. | | OGHOBMTE | | COXpaHHTL |

Multicast

PucyHoK 7.61 — lMoanyHKT meHo «SNMP»

Mpotokon SNMP (Simple Network Management Protocol) obecneumBaet
CTPYKTYpY CETEBOro YNpaBfieHNA HUKHUM YPOBHEM ANA CMUCTEMbl YNpaBAeHUA CETbIO.
OH moxeT ynpaenate (yHkumein SNMP B HacTpoiike ceTeBoW CayxObl. OH MOXET
NONYy4YNTb COOTBETCTBYIOLLYI0O KOH(UIYpaLMOHHYIO MH(DOPMALNIO Nocne NOAKNIOYEHUA
K YCTPOMCTBY 4Yepe3 COOTBETCTBYIOWMUA NPOrPaMMHbIA  UHCTPYMEHT. [nsa pabotsl
C MOHUTOPUHTOM 1 ynpaBneHnem B SNMP Heo6XxoaVMO YCTaHOBUTb COOTBETCTBYHOLLNIA
MHCTPYMEHT MH(OPMALMOHHON TexHonoruun, Hanpumep: «MIB Builder» (Bu3yanbHbin

NoCTpouTENb CTPYKTYP [AaHHbIX v moaynern MIB) un «MG-SOFT MIB Browser»
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(nporpamma, no3Bonsioulas npocmatpuBatb uepapxuto SNMP MIB nepemeHHbIX
B PEBOBUAHON chopme.).
OyHKUMM W AManasoHbl 3HAYEHUMW napameTpoB NpeacTaBiAeHbl  HUXKe

(Tabnuua 7.19).

Tabnuua 7.19 — ®yHKUMM 1 JManasoHbl 3Ha4YeHUN napameTpoB MOANYHKTA MEHIo
«SNMP»

MNapameTp OyHKuMA

iHTepaKTuBHbIN nepekntoyatenb sepcun SNMP.

SNMP v1 — yCTpOMCTBO BbINOMHAET TO/ILKO NpoLecchl Bepcum vl
SNMP. (SNMPv1 — n3Ha4yanbHas peanusauns npotokona SNMP,
paboTaeT ¢ TakMmu npotokonamu, kak UDP, IP, CLNS, DDP wu
IPX);

SNMP v2 — yCTpOMCTBO BbINOMHAET TOJIbKO NPOLEeCChl BepCumn v2
SNMP. (SNMPv2 nepecmaTpuBaeT Bepcuio 1 1 BKItoYaeT B cebs
ynyyweHus B obnactm npousBoAUTeNbHOCTM, 6Ge3onacHocTw,
KOH(MAEHLMANbHOCTY N CBA3AX mexay CeTeBbIMU
SNMP Bepcus MeHemKepamu, CIYXUT ANA Nony4YeHUs GOMbLIOro KOoaMyecTBa
ynpaBaAawWmMxX AaHHbIX Yyepe3 oAnH 3anpoc. Bepcum SNMP v1
M V2 COBMECTUMbI NSl OAHOBPEMEHHOIO NPUMEHEHNS.)

SNMP v3 — ycTpOMCTBO BbINOMHAET TONBKO NPOLEeCcChl Bepcum v3
SNMP, Heobxogumbl NOTMH W naponb ansa pabotbl. (Bepcun
SNMP v1 nv2 ogHoBpemeHHO ¢ SNMP v3 He npuMeHAITCA.
SNMP v3 npuvHOCUT M3MEHEeHMA B NPOTOKON AobaBneHvem
KpuntorpamMyeckon 3aliuTbl, ABAAETCA YNyyllEeHUMEM 3a CYET
HOBbIX TEKCTOBbIX COrnaweHun, KOHUenuun uTepMUHONOTUM
SNMP).

MopT npocCNyWwMBaHUA MPOKCU-MPOrpammbl  YCTPOUCTBA. ITO
SNMP nopt UDP-nopt He aBnaetca noptom TCP. 3HayeHue Bapbupyetca oT 1
Ao 65535, 3HayeHne no ymonyanmio — 161

Joctyn SNMP TOnbKO AnA yTeHWA: NOAAepKMBAETCA ANA BCeX
YteHune uenen SNMP, 3HayeHMe noymonyaHuio «publicy. Tect
nopaepPXmMBaET TOJIbKO «kHOMEPA», «6yHBbI», “_» U «-»,
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MNapameTp OyHKuMA

Joctyn SNMP gna yteHuA M 3anucun: nogaepXuBaeTca anA Bcex
3anucb uenen SNMP, 3HaveHMe noymonyaHui «privates. TecT
NoAAEPKMNBAET TONIbKO «HOMEPa», «OYKBbI», «_» U «-».

Anpec nony4yarens nHdopmaumnn SNMP NOBYLLUKM
OT MPOKCU-NPOTrPamMMbl yCTPOMNCTBA. JloBywwkKa SNMP
Anpec noByLIKM npeactaBnser cobo  NPOKCU-COobLLeHMe,  OTNpaBieHHOe
aMUHNCTPATOPY KaK BayHoe yBeJOM/IeHWEe O COObITUN unu
M3MeHeHue cTaTyca.

Mopt SNMP noBywKn. 3HayeHna napametpa B ananasoHe ot 1

lopT nosywky [0 65535, c warom 1. 3HayeHune No ymonyaHuto: 162.

7.5.2.8 MoanyHKT MmeHto «Bonjour»

MoanyHKT MeHto «Bonjour» npegHasHayeH Afa NpocMoTpa W ynpaBiaeHus
napametpamu  paboTbl  BMAEOKamMepbl MO CeTEBOMY  MpoTokony  Bonjour
MHoroagpecHon cnyx6bl DNS aBTOMaTMYeCKOro OOHAPYXKEHUA CUCTEMHBIX CAyXO
n cepsucoB. MiHTepderic npeactaBneH Huxe (PUCYHOK 7.62).

Bonjour n3BecTHa KaK CeTb C HyNeBOMN KOHMbUIypaumnen, MOXeT aBTOMATUYECKN
obHapyxusatb MK, yctponctBo u cepuc B cetn IP. Bonjour ncnonb3yer npotokon IP
C MPOMbILLIEHHbIM CTAHAAPTOM, 4YTOObI MO3BONUTL YCTPOMCTBY OOHApYXMBaTb APYr
Apyra aBTomaTtuyeckn 6e3 BBoaa IP-aapeca nnn Hactporikun DNS-cepsepa. Mocne Toro,
KaK (pyHKUKMA Bonjour BKOYEHA, CETEBbIE KAMEPHI OYAYT aBTOMATUYECKM 0OHAPYKEHDI
B ONMepaLMOHHOM CUCTEME W KNMeHTe, KOTopble noaaepxuBatoT Bonjour. Koraa
BUJEOKaMepa aBTOMATU4YecKu obHapyxuBaeTca Bonjour, oHa oTobpaxaeTr «Mms

cepBepa», HACTPOEHHOE MOMb30BaTENSMM.
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IP-kamepa S &

b Hactpoika Kamephl Bonjour

¥ CeTe
TCP/IP Bran.

Mopt Mma cepeepa 6G0BICAPAGO2065

PPPoE Mo ymony. l [ OBHOBHTE ] l CoxpaHHTb

DDNS
Email

UPnP
PucyHOK 7.62 — [MoanyHKT meHto «Bonjour»

7.5.2.9 MoanyHKT meHo «Multicast»

MoanyHKT meHto «Multicast» npeaHasHayeH Aana npocmoTpa W ynpaBieHus
napameTpamy  paboTbl  BMAEOKaMepbl B pamMKax [jis  OCHOBHOTO U [BYX
AONONHUTENbHbLIX BUAEONOTOKOB MO ceTeBOMy npoTokony «Multicast», npegocraBnser
AOCTYN KYyNpaBieHWD napameTpaMu HaCTPOWKM NapameTpoB rpynnoBon pabotbl

Bugeokamepbl. iHTepdeiic npeactaBneH Huxke (PUCYHOK 7.63).

IP-kamepa @ @ ¥ A Pp

» HacTpoiika kameps! Multicast

¥ Cete
TCPip (OcHOBHOI# NOTOK [on. noTok
Mopr Brn. [v] Brn.
REFEE Multicast anpec 24, 1 . 2 4 Multicast anpec 224, 1 . 2 . 4
DDNS (224.0.0.0~239.255 255 256) (224.0.0.0~239.255 255 255)
Bzl Mopt 40000 (1025~65500) Mopt 40016 (1025~65500)
UPnP
Bonjour

I Mo ymony I I OBHOBUTE I l CoxpaHuTh I

AETOpErMeTpaUmMs

802.1x

PucyHoK 7.63 — MoanyHKT meHto «Multicast»

MHoroaapecHbin npotokon Multicast npeacraBnser cobol pexum nepeaayu
NaKeToB JaHHbIX. ECNM cyllecTByeT HECKONbKO BefyluX Y310B, MPUHMMAKLLMX

OIMHAaKOBblE€ NMaKeTbl AadHHbIX, MHOroaﬂ,peCHbIVI MPOTOKOJ NpPpeaoCcTtaBaAeT Hauaydlyio
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BO3MOXHOCTb ANA CHUXEHMA HArpy3ku KaHana u Ul. Beaywmnin y3en-nctouyHNK MoxeT
NPOCTO OTNPaBAATb AaHHble Ana TpaH3uta. IJTa  (QYHKUMA TaKKe 3aBUCUT
OT B3aMMOCBA3M YJIEHOB rPYnnbl U rpynnbl BHEWHWX Y3/10B.

OYHKLUMM 1 AMana3oHbl 3HAYeHWA nNapameTpoB MNpeAcTaBAEHbl  HUKeE
(Tabnuua 7.20).

Tabnuua 7.20 — OyHKUMM ¥ AMana3oHbl 3HAYEHUI NAPaMETPOB MOAMNYHKTA MEHI0
«Multicast»

MNapameTp OyHKUMA
Biin BkntoyeHne/oTkN0YEHME (DYHKLMM MHOrOaApecHoro npoToKkona
) Multicast.
[lnanasoH MHOroagpecHoro npoToKoNna 224.0.0.0~

Apnpec mynbTMKact |239.255.255.255. 3HayeHMe N0 YyMONYaHUIO ANA OCHOBHOIO
notoka — 224.1.0.0, Ana AONONHUTENbHOMO NOTOKA — 224.1.2.4.

Mopt MHOroagpecHoro npoToKona.
CeTeBble NoOpThI OcHoBHOM noOTOK: 40000, pononHuTeNnbHbIM noToK: 40016,
anana3oH: 1025~65534.

[ns nonyyeHms notoka nocpeactsom Multicast Heobxoaum Buaeonneep ans
notokoBoro Buaeo, (Hanpumep, VLC nneiep). 3anpoc MOTOKa MNPOU3BOAUTCA

B cneaytolem popmare: udp:// @IP:port npumep: udp://@ 224.1.2.4:40000.

7.5.2.10 MoanyHKT meHi0 «802.1x»

MoanyHKT MeH0 «802.1x» npepHa3HayeH AnA NPOCMOTpPA W ynpaBieHus
napametpamu  paboTbl  BMAEOKaAmMepbl B pPaMKax [Aia  OCHOBHOIO U ABYX
AOMONIHUTENbHbIX BUAEONOTOKOB MO ceTeBOMY MnpoToKony «802.1x», npepocTaBnaer
[OCTYM KynpasfeHU0 napamerpamn 3auiuMTbl OT HEABTOPM3OBAHHOMO A0CTyna
K Buaeokamepe, K ID n @yHKumam Buaeokamepsbl. VIHTepdelnc npeactaBneH Huxe

(PucyHoK 7.64).
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CEEIE P-kavepa @ & A b

b Hactpoika kamepbl 802.1x
¥ CeTk
TCP/P L] Ben,
Mopt ABTOpH3aLMA PEAF v
PPPoE MonszoBaTens none
DDNS [Napone ITITY YT TYY
Email
Mo ymonu. ‘ ’ OBHOBMTE I [ CoxpaHuTs
UPnP
Bonjour

Multicast
ABTOpErncTpaumna
» 602 1x
PucyHoK 7.64 — lloanyHKT MeH0«802.1x»

IEEE 802.1x peanu3yeT NPOTOKOA KOHTPOAsA A0CTyNa W ayTeHTUdUKauuu,
KOTOPbI OrpaHn4MBaeT npaBa MNOAKAYEHUA HEaBTOPM30BAHHbIX KOMMbIOTEPOB
K ceTeBOMY IP-ycTponctBy Bugeokamepsl. [IpoBepsaeTca Kaxabli KOMMNbOTEP, KOTOPbIN
NbiTaeTCA OTKPbITb NOpPT IP-ycTpoicTBa BMAEOKamepbl, nepes TeM KaK TOT CMOXeT
BOCNO/b30BaTbCA CepBMCcamu IP-yctponcrtea BuaeoKamepsl.

cDyHI-(Ll,I/II/I M AManasoHbl 3Ha4YeHuu napameTpoB npeacrtaBaeHbl HUXKE

(Tabnuua 7.21).

Tabnuua 7.21 — OYHKUMKU 1 [ManasoHbl 3HAYEHU MapaMeTpoB MOAMYHKTA MEHIO
«802.1x»

MNapameTp OyHKUMA

Bkn. BkntoueHue/oTkN0YeHME PYHKL MM ceTeBOro npotokona 802.1x.

PEAP  (Protected Extensible Authentication Protocol) —
3alMNWEHHBIN  paclWMpAEMbIA  NPOTOKON  ayTeHTUdUKauum,
He NPYMeHAET cneumanbHbIX Mep AnA 3aWuTbl ceTeBoro obmeHa
AAHHBIMW M Mpefgnonaraer, 4Yto @U3NYECKUA KaHan CeTu
3aWMLLEH, CNYXWUT ANA ycuneHua cTtouMkoctn EAP-npoTokona
MHbOPMaLIMOHHON 6e30MacHOCTHU.

AyTeHTU(DMKaLmnA

U4 .
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MNapameTp OyHKUMA
lMonb3oBaresnb JlornH aBTOpPM3yeMOoro nonbL30BaTess
Maponb [Taponb aBTOPM3yemMoro nosb3oBaresns

7.5.2.11 MoanyHKT meHi0 «Q0S»

MoanyHKT MmeH0 «QoS» npeAHasHayeH ANA  MNPOCMOTPA UM yNpaBieHUs
napameTpamu KayecTsa paboTbl BUAeOKamMepbl B CeTU nepegaun aaHHbix. HTepderic

npeactaBneH Huxe (PUcyHoK 7.65).

BOL!D N[XTVCITE

b Hactpoika kamepkl QoS

¥ Cetk
TCP/P ipocssasn . (-63)

Mopt KomaHga 0 (0-B63)

PPPeE Mo ymony. l l OBHOBMTE | I CoxpaHuTh

DDNS

Email

UPnP

Bonjour

Multicast
ABTOpErMCTRALMA

802.1x
R
PucyHoK 7.65 — lNoanyHKT meH0«QoS»

QoS (Quality of Service) — mexaHu3Mm ceTeBOIn 6€30MNACHOCTU ANS YCTPAHEHUS
npobnembl 3aJepeK 1 odyepefen B Mapwpytusauun cetn. ObecneynmBaeT KayecTBo
obcnyxuBaHua ceteBor nepeaayn nHdopmauumu, cosgaeT yBeaUYeHUEe MPONYCKHOM
CNOCOOHOCTM CEeTeBOW Nepeaayn, CnocobCTBYET YMEHbLIEHUIO 3a[ePXeK B CETEBOV

nepesave, 1 yCTpaHEHWIO NOTEPU NAKETOB Nepeaayn.
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Mapametpbl  Q0S  AOMKHbBI  COOTBETCTBOBATbL  CETEBOM  MNONUTUKE
Ha mapuipytsatope (ynpaBiseMom KommyTatope, noagepxusawowem QoS). 310 —
TeXHONOruA AN yperyanpoBaHusa npobaem 3agepiek v 610KMPOBOK B CETU U T. M.

DSCP (Touka koga anddepeHUMpPOBaHHbIX YCAYr) 3a4aeTcs ANns pa3nuyeHus
NaKeToB AaHHbIX TaK, YTOObl MapLlIPYTU3ATOP WAM KOMMYTATOpP MOMAK obecneynBathb
pasnuyatowmnecs cnyxobl Ans pasnnyHbiX naketoB. Toraa OyaeT BO3MOXHO BblbMpaTh
pa3NMyHblie oyepean B COOTBETCTBUM C MPUOPUTETOM (64 YPOBHS NpUopUTETa) NAKETOB
M BblOMpaTb NPOMYCKHYID CNOCOOHOCTL AnA  Kawaou odepean. Cambli  HU3KMI
ypoBeHb — 0, CaMbll BbICOKUMN — 63. TaKKe BO3MOXHO OTK/IOHEHWEe ANA Pa3NnyHbIX
CKOPOCTEW NPU CHUMEHWMN MPONYCKHOM CNOCOOHOCTU CETU.

OYHKUUN 1 3HaYeHUs NapaMeTpoB npeacTaBaeHbl HUXe (Tabnuua 7.22).

Tabnmua 7.22 — OyHKUMM ¥ AManasoHbl 3HAYEHWN NapameTpoB MOAMYHKTA MEHI0
«QoS»

Mapametp OyHKUMNA

3HayeHne HaxoauTca B AnanasoHe oT 0 fo 63. MapuwpyTtuzatop uau
MpocmoTp KOMMyTaTop MoryT obecnedymBaTtbh pasivyaloliMecs CcayxObl ans
Pa3fMYHbIX NAKeTOB.

3HayeHne HaxoauTcA B AuanasoHe oT 0 o 63. Mapuwpytusartop uiu
KomaHza KOMMyTaTop MoryT obecneymBatb pasnuyaolmecs cnyxbol ans
pa3nnYHbIX MaKeToB.

7.5.2.12 oanyHKT meHio «[IpoToKOAbI JOCTyna»

[MoanyHKT MeH0 «[lpoToKONbl AocTyna» npeAHasHavyeH Ansa npocmoTpa
M ynpaBneHnsa napameTpamu HaCTPOMKU yAaneHHOro AoCTyna C NOMOLLb0 cepBuca
P2P, BkntoyeHus/otkntodeHms ONVIF aBTopusalmm yctponcTea, nepeaaym NoTOKOBOroO
BMAEO C BMAeOKamepbl no npotokony RTMP. WHTepdenc npefctaBneH HuxKe

(PucyHoOK 7.66).
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EEDE] Pravera © @ W A B

» Hactpoika kamepel P2pP ONVIF RTMP
¥ Cetb
TEP/IP
MopT
PPPoE
DDNS
Email
UPnP
Bonjour
Multicast
ABTOpErMcTpaLmnA
802.1x

QoS

> MNporokonel gocTyna

PrcyHoK 7.66 — lNoanyHKT meHio «[1poTOKONbI OoCTYyna»
Bknapgka «P2P»

Cepsuc P2P (Peer-to-Peer, omHOpaHroBas ceTb) No3BONsEeT ObiCTpo u 6e3
CNNOX¥HOMN HACTPOMKM NOAKAIOUYUTL K BUAeoKamepe Komnblotep (MK) unm cmaptdoH. P2P
No3BONAET YAANEHHO MOJKNOYATLCA K U3JAENNI0 Yepe3 WHTEPHET C MOOMIIbHbIX
yctponctB u  [IK  BycnoBusax OTCYTCTBMA BHeLWHero cratndeckoro IP-agpeca

(PucyHok 7.67).
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IP-kamepa S &=

b HacTtpoika kamepsl P2P ONVIF RTMP
¥ Cetb
TCPIP [JBkn.
Mopt Mocne exnoueHMA dyHKUMKW MU NOgKNIYEHUA K ceTh MIHTepHeT mel Bygem cobupate
PPPOE TaKyHw WHipopmauwio ob yeTpoicTee, kak IP-agpec, MAC-agpec, UMA W CEPUAHLIR
Homep. CobpaHHan MHMOPMALMWA UCNONB3YETCA MCKMIUWTENEHO ANA YAANEHHOMo
DDNS
AocTyna k yeTpodcTey. Ecnun Bel He cornacHsl BKNOYATL 3Ty yHELMIO, yoepuTe
—— tpnaxok B none.
UPnP
FEnie Cratyc He B cetn
Multicast SN 6G083CAPAGI2065
ABTOpErMcTpauua QR kon
802.1x
QoS

P CobBeITHR [
PucyHok 7.67 — Bknagka «P2P»

Mo ymony. I l OBHOBUTE l [ CoxpaHuTh I

[ns akTMBaUMKM cepBuca Haxmute «Brn.», «CoxpaHutb», «06HOBUTLY. CTaTyC
nsmeHutca Ha «OHnamH». [pu HaxatuM KHOMKM «COXpaHUTb» BCE W3MEHEeHUA
NPUMEHATCS aBTOMaTUYeCKn 6e3 nepesarpysKu.

MeToabl noAKMYeHUA K BULeOKamepe u4epe3 cepBuc P2P  onucasl

B pa3fene 9 HacTosAlero pyKkoBoACTBa.

Bknapka «ONVIF»

Bknagka «ONVIF» npeaHa3HayeHa Ana BrAoYeHus/oTknwoyeHuss ONVIF

aBTopu3aLuun Buaeokamepsl. MHTepdeic npeactasneH Huxke (PucyHok 7.68).

U4 .
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BOLID FIECUT

P HacTpoiika kamepkl F2E ONVIF RTMP

¥ Cete

TCP/IP ABTOpU3aLMA (e) Ben () Beun

Mop
L Mo ymony. ‘ I OBHOBUTE ‘ | CoxpaHnTb

PPPoE

DDNS

Email

UPnP

Bonjour

Multicast
ABTOpErMCTRALMA

802.1x

QoS

PucyHok 7.68 — Bknagka «ONVIF»

ONVIF — 3710 ceTeBoi npotokon. CTaHAApTHble LeaAn TUNOBOro NMPUMEHEeHUA
ONVIF— 23710 cBA3bIBaHMEe paboTbl B rpynne CeTeBbiX YCTPOWCTB  OT Pa3HbIX
npou3sogutenen.

B cooTtBeTCTBMM CO CBOUMM (DYHKLMOHANBbHBIMU BO3MOXHOCTAMN BUAEOKaMepa
¢ BKNtoYeHHbIM ONVIF ncnonb3yet Heobxoarmble TunoBble ceTeBble npodunu ONVIF.

«S-npodunb» NoAAepKMBaeT MNOTOKOBOE ayaAMo UM BUAEO, YyhnpaBieHue
napameTpamu NoToKa U306paxeHUin 1 BellaHUs;

«C-npounb» noaaepHUBaeT CUrHanM3auuo, 61O0KMPOBKU, Pa3bIOKUPOBKY
MOMeL,EHNN 1 T.M.;

«Q-npodurnb» noaaepKMBaeT ynpouLeHHble MeXaHU3Mbl HACTPOMKK YCTPOWACTB,
0OHOBNEHMA NPOLWWBOK, pacwupeHHon 6e3onacHoctn, NTP, SSL, MOHUTOPUHT;
«G-npodunb» noaaepKMBaeT B3aMMOAENCTBME C CETEBbLIMW BUAeOoperucTpaTtopamu
NVR, cuctemamu ynpaBneHus 3aaHusmu 1M PSIM  (komnnekcHas  cuctema
6e3onacHocTV), YyMNpaBleHUEe W KOHTPOMb 3anuCU  AaHHbIX, nepegadya  ayauo

N MeTa-uHdopmaLun.
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Bknapka «RTMP»

Mpotokon «RTMP» npeaHa3HayeH pAans nepejayyM MOTOKOBOro  BUAEO

C BUEOKamepbl Yepes nHTepHet. MHTepdeiic npeactaBneH Hxe (PUcyHoK 7.69).

BOLID XV

P HacTpoilka Kamepkl pap ONVIF RTMP
¥ CeTe
TCPIP [ ] B
Mopt Tun notoka (@) OcHoBHOM NoToK ) Hon. notok 1
PPPoE Tun agpeca (®) HenacTpaweaeMeii () MNenbacBaTensckMi
DDNS IP agpec 0.0.0.0
Email MopT 1935 {D~65535)

UPnP Hactpaveaemuii aa. ..

Bonjour

Multicast [No ymonu. I [ DBHOBMTE ‘ l CoXpaHuTe

AeToperucTpaLna

802 1x

QoS

PucyHok 7.69 — Bknagka «RTMP»

[na aKkmmBauum npoTtokona RTMP Haxmute «Bkn.», Bblbepute TUN
nepefaBaemoro BMAEONOTOKa, U TUN aapeca YCTPOMCTBA, Ha KoTopoe OyaeT nepeaaH
BblOpaHHbIV BuaeonoToK. Ana agpeca «Non-custom» — Heobxogmmo BBecTu IP-agpec
yCTPOWCTBA, Ha KOTopoe byaeT nepefaH NOTOK U NopT (Anana3oH 3HayeHuin: 0-65535).
Ecnu Obin BbIOpaH Monb30oBaTeNbCKUIA TWN aapeca, notpebdbyetcs BBect «Custom

Address» (qomeHHOe nms).

7.5.3 MyHKT meHIo «CobbITUAY»

[lyHKT MeHto «CobbiTA» npefHasHaYeH Ansa NPOCMOTpa UM ynpasieHus
napametTpamu CoObITUIA TPEBOr W peaKkuuin Ha HuX. VHTepdenc nyHKTa MeHK

«CoObITUA» UMeeT CceMb NOANYHKTOB: «Bupeo CO6bITl/IFI», ((MHTEﬂﬂeKTyaIIbHOG
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obHapyXeHne [ABMKEHUsA», «AyanopeTekumsa», «Cxema», «BuaeoaHanutuka,
«TpeBoOXHble BXoAbl/BbiXxoAbl», «Henonagku». WHTepdenc npeactaBneH Huxe

(PucyHok 7.70).

IP-kamepa O

P HacTpo#ka kamepel

P CeTb

¥ CoGBITHRA
Bugeo cofuTua
Wurennekryan. obHa
AyOuonoeTerumMA
Cxema
Bugecaranumika
Tpeso#Hble EXBLIX
HenonagkM

P 3anuck U XpaHeHWe

P CHCcTEMA

P WUHpopmaLums
PucyHoK 7.70 — TyHKT meHto «CobbITUA»
Kayabli  MOAMYHKT  MEHI  OTKPbIBAaeT  BKNAAKYy  KOH(UrypupoBaHus
COOTBETCTBYIOLLMX NapameTpoB. CoxpaHeHne U UHULMANM3aLMA NapaMeTpoB BKNAAKU
BbIMO/IHAETCA Yepe3 UHTePaAKTUBHYIO NaHeNb COXPAHEHUA U MHULMANM3ALMN HACTPOEK

31O BKNnagku (PucyHok 7.71).

| Mo yMON4aHWo || OOHOBMTE || CoxpaHnTs |

PucyHok 7.71 — l[laHeNnb COXpaHeHna n nHnuymannsaymm HacTpoek

7.5.3.1 MoAnyHKT MeHI0 «Buaeocobbitns»

MoanyHKT  MeHio  «Bupgeocobbitva»  npegHasHayeH Ans  NpocmoTpa
M KOHbUTYypUpoOBaHMA  NapaMeTpoB  OOHApyXeHUs  BUAEOKAMepoW  ABUXEHMS,

3aKpbITUA NN paCCbOKyCVIDOBKVI 06'b€KTl/IBa, N3IMEHEHNA CLEHDI BVI,U,eOHa6IHO,U,eHVIFI.

U4 .
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NHuTtepdenc npeactaBneH Hue (PucyHok 7.72). WHTepdenc noanyHKTa MeHH0
«Buaeocobbitna» umeer Tpu BKaaku: «OOHapymeHue ABMMKEHUA», «3aKpbiThe

06beKTUBaAY», «/I3MeHeHMe CLEHbl».

IP-kamepa S &

b HacTpoiika kamepbl OGHap. ABMKEeHNA 3AKPLITHE ODLERTUBA M3MEHEHME CLEHB
P CeTb

¥ CoBGBITHA

WMuTennekTyan. ob4a. .

AYOnogeTekLnA
Cxema
BuaecaHanuTka
TDEBOMHLIE EX/BLIX
Henonagkm
P 3anuck U XpaHeHwue
P Cuctema
P WUHpopmaums
PucyHOK 7.72 — MNoanyHKT meHio «Buaeocobbitnax»

Brnaaka «O6HapymeHne ABUKEHUA»

Brknagka «O6Hapy>|(eHV|e OB EHNA» NpeaHa3Ha4YeHa And KOHdDVIprVIpOBaHVIFl
napameTpos Wu rpacbvn(a BbIMOJTHEHNA BVI,U,EOKHMGpOVI O6Hapy)KEHVIF| OBUXeHNA.

Nutepdeiic npeactaBneH Hxe (PucyHok 7.73).
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IP-xamepa S & v A E’

P HacTpo#ka kamepel OQ6Hap. ABMXEeHWA 3aKpbiTe 0DbekTHEa M3MeHeHHE CLUEHb

P CeTb
¥ CoBBITMA vl Ben
;
Pacnucadue
MuTennekTyan. odHa. ..
AHTWANIEDHHT 5 cek. (0~100)
AyOWo0eTeELMA
Crxema
Bunsoasanutuka ] 3anuck
TpeBo¥HLI2 BX/BLIX [NUTENkH. 3aNMcK 10 cex. (10~300)
Henonagku 7] Tpes.seixon
P 3anUCk W XpaHeHWe 3age 10 cer (10~300)
p CHCTEMA
[] Email
» MHdpopmauma
[«] CrmoK
| Mo ymony. H OOHOBUTE || COXpaHnTL

PUCYHOK 7.73 — Bknagka «OGHapyeHue aABUXEHNA»

OYHKUUM 1 3HAYEHMS MapaMeTpoB NnpeacTaBneHbl Huke (Tabnuua 7.23).

Tabnuua 7.23 — OyHKUMKM U 3HAYeHMss napameTpoB BKAaaku «OOHapyxeHue
ABUKEHUA»
MNapameTp OyHKUMA
Bkn. BkntoyeHne/oTKNOYEHME BUEOIETEKTOPA ABUKEHUS
Hactpoiika HepsenbHoro rpadwuka paboThl BUAEOAETEKTOPA
PacnucaHue
ABMKeHUA (PUCYHOK 7.74)
Napametp «AHTUAM3epUHr» (Anti dither) no3Bonsetr 3apatb
NUHTepBan BpemeHn, B TeYeHue KOTOporo
AHTMAM3EPUHT

nocnegytolme TpeBoXHble cobbITUA OyaYT KnaccubuLmpoBaTtbes
KaK 04HO cobbiTue.
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MNapameTp OyHKUMA

HacTpoilka 4yBCTBUTENbHOCTM  BWU/JEOAETEKTOPA  [ABUMKEHUA
B obnactu obGHapyxeHusa (PucyHok 7.75). Yem Bblwe nopor
YyBCTBUTENbHOCTU, Tem 6Oosnee BepoATHO cpabatbiBaHue

O6nacTb
BUAEOJEeTEKTOpPa Npu  OoOHapyXeHUW ABUMXEHUA. B cueHe
BUEOKAMEpPbl BO3MOXHO HACTPOUTb [0 YeTbipex obnacrei
4YyBCTBUTENIbHOCTU.

3anuces ABTOMaTMyecKas 3anucb BUAEOMNOTOKA MNpU  OOHApYKeHUW
ABUXEHUA.

AnvTenbHoCTb [nnTenbHOCTb 3aNUCK Nocie 3aBepLleHns TPEBOXHOI0 COObITUS.

3anucu 3HayeHWe napameTpa B gnana3oHe ot 10 ¢ go 300 c.

AKTnBauunsa TPEBOXHOIO BbiXOJ4a BUAEOKaMepPbl NPU HAaCTyNnneHnn

TpeBOXHbIV BbIXO[
TPEBOXHOr0 COObITUA.

3ajepXKa aKTMBaLMW TPEBOXHOrO BbIXOAA BUAEOKamepbl Mnpu
3apepxKa HACTYNNeHUN TPEBOXHOrO COObITMSA. 3HayeHWe napameTpa
B Anana3oHe ot 10 c go 300 c.

Mpu BKNOYEHUM MapameTpa, CUCTEMA BUAeOKamepbl Oyaer
aBTOMaTM4YeCKM OTNPaBNATb 3MEKTPOHHYK MOYTy 3ajaHHOMY

Email nonydyatenio o6 oOHapyXeHUW ABMKEHUA. Agpec nonydarens
3MIeKTPOHHON  MOYTbl  YCTAHABNMBAETCA B MOANYHKTE MEHIO
7.5.2.5.

Mpu BKNOYEHUM MapameTpa, CUCTEMA BUAeOKamepbl Oyaer

CHUMOK aBTOMAaTUYEeCKN COXPaHATb M300paweHus npu 0OHapYHEHUN
ABUKEHUSA.

U4 .
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o 2 4 6 2 10 12 14 16 18 20 22 24

BockpeceHbe
I Y N X N X O Y X Y A I

[ Bee « MoHenencHwx [ | Bropuwk [ | Cpega [ | Yemeepr [ | MAtHwuua [ | CyGGota [ | BockpeceHbe
|| Mepuoa1 00 : 00 : 0D -| 23 : B3 : &S
[] Nepuon2 00 : 00 : 0D -| 23: 53 : 5%
[IMepwon3 | 00 : 00 : OO |-| 23 : 59 : 59
[] Mepuon4 00 : 00 : 0D -| 23 : B3 : &S
[Jrepwoss | 00 : 00 : OO |-| 23 : 59 : 59
[IMepwons | 00 : OO : OO |-| 23 : 59 : 59

| CoxpaHnTh ‘ | OTMeHa |

PUCYHOK 7.74 — Bknagka «O6HapyxeHue aBM¥eHUA»: PacnucaHue

Mma | Region1

Yysctant. [=]——{ ——[+] 55
Mopor [=]{ J—————[1] 4

e R ol S
| ¥OanuTe BCE | | YOanuTh | (MINi H2MUTE NPABYI0 KHOMKY MbILLIA)

| COXpaHHTL | | OTMeHa |

PucyHoK 7.75 — Bknagka «O6HapyxeHue aBuxeHns»: 06nactb

Bknagka «3aKpbiTue 00beKTMBa»

Bknagka «3aKpbiTue 00beKTMBa» npefHa3HayeHa AN KOHPUIrypupoBaHus
napameTpoB M rpacuKa BbINOAHEHUS BUAEOKAMEPON OOHAPYKEHUS 3aKPbITUS WK

pacoKycnpoBKM 06beKTUBA. NHTepdeiic npeacTaBneH Hke (PUCyHOK 7.76).

\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkayvaHo c sec.ru




BOLID VCI-722. Bepcusa 3. PYyKOBOACTBO NO 3KCMJyaTayuu 104

IP-kamepa O

b HacTpoiika kamepel ODHED. ABMAEHWA 3aKpeiTue o6bexTHBa M3MeHeHHE CLeHb

P CeTb
¥ CobLITHRA L] Bn.
Facnucadune
WMHTENNEkTYan. o0Ha
AYOUOJETERLMA 3anuch
Cxema OnutensH. zanmck | 10 cex. (10~-300)
BuneoaHanuTea Tpes.Bsiog
TPEBOMHEE EX/BhIX 3apepwxa 10 cek. (10~300)
Henonagyu [ Email
b 3anuck W XpaHeHWe i
P CucTema
| Mo ymaond. ‘ ‘ OOHOBWTE | | COXpaHiTL

P WHopMauuA

PUCYHOK 7.76 — Bknaaka «3aKpbiTvie 00beKTBa»

OYHKUMM 1 3HaYeHWUA NnapaMeTPoB npeacTaBieHbl HMke (Tabnuua 7.23).

Tabnuua 7.24 — OYHKUMM 1 3HAYEHUA NAapPaMeTPOB BKNAAKN «3aKpbiTe 06beKTUBAY

MNapameTp OyHKUMA

Pacnucanme Hactpoilka HegenbHoro rpacduvka oOHapyKeHUs  3aKpbITUA
1 pachoKycmpoBKku obbekTuBa (PUCYHOK 7.77)

3anuces ABTOMaTtMyeckas 3anucb BUAEOMOTOKA MNpuU  OOHAPYKeHUM
3aKpbITUA UMK pacthoKyCUPOBKM 0OBbEKTUBA.

AnutenbHoCTb [ANnuTenbHOCTb 3anUcK Noc/ie 3aBeplleHUs TPEBOXHOMo COObITUS.

3anucu 3HayeHWe napameTpa B gnana3oHe ot 10 ¢ go 300 c.

TpeBOXHbIN AKTMBaUMA TPEBOXHOIO BbIXO4a BUAEOKaMepbl NMPW HACTYNAeHUN

BbIXO[, TPEBOXHOIo CObbITUA.

3ajepXKa aKTMBauuM TPEBOXHOrO BbIXOA4A BUAEOKaMepbl Mpwu
3apepxKa HACTyNeHUN TPEBOXHOro CcobObITMSA. 3HayeHuMe napameTpa
B Anana3oHe ot 10 c go 300 c.

U4 .
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MNapameTp OyHKUMA

Mpu BKNIOYEHUM NapameTpa, CUCTEMA BUAEOKAMepbl Oyaet
aBTOMAatU4YeCKU OTNPaBfiATb 3JIEKTPOHHYIO MNOYTY 3ajaHHOMY
Email nonydyatento 06 0OHapPYXEHUW 3aKPbITUA WA PacdOKYCUPOBKY
obbeKTuBa. Anpec nosy4yarens 3N1E€KTPOHHOM noythbl
yCTaHaBNMBaETCA B NOANYHKTE MeHio 7.5.2.5.

Mpu BKNIOYEHUU nNapameTpa, CUCTeMa BuAeoKamepbl OyaeT
CHUMOK aBTOMATMYECKN COXPaHATb M300paxeHuUs nNpu  OOHApyHKeHUM
3aKpbITUA UNK pacthoKyCMPOBKN 06bEKTUBA.

0 2 4 G g 10 12 14 16 18 20 22 24

TMoHenenEHUE HacTpo#ika
BTODHMK HacTpo#ka
Cpega HacTpokika

ST HacTpoiika

MATHMLA HacTpoiika

ErETE HacTpoiika

BockpeceHse

HacTpoiika

[ Bee «/ MNoHeneneHux [ Bropuuk [ | Cpepa [] Yemeepr [ MATHMua [ | CyBBota [ | BockpeceHke
[ Mepuon1 00 : 00: 0D -| 23: 53 : &%
[] Mepuon2 00 : 00 : OO -| 23 : B3 : &S
[] Nepuoan3 0p: 00: 0D -| 23: 58 : 58§
[ Mepwondt | 00 : OO : OO |-| 23 : 59 : 59
[] Mepuons 00 : 00 : OO -| 23 : B3 : &S
[] Nepuons 0p: 00: 0D -| 23: 58 : 58§

| COXpaHnTL ‘ | OTMeHa |

PucyHok 7.77 — BKknaaka «3aKkpbiTue obbekTBar: PacnucaHue
Bknagka «MA3meHeHue cueHbl»

Bknagka «/3meHeHne cueHbl» npeaHasHayeHa Ana KoH@urypmpoBaHus
napameTpoB W rpaduKka BbINOAHEHUA BUAEOKaMepon AeTeKUUU Mo 0OHapPYHKEHUIO
M3MEHeHWs CLeHbl BuaeoHabnoaeHus. NHtepderic npeactasneH Hke (PucyHok 7.78,

PucyHok 7.79).
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IP-kamepa S @wm T A E’

> HECTPGEKE Kamepesl OO0OHap. ABM#EHWA 33aKphbmie o0beKTHES M3MeHeHWe CLeHbI

P CeTk
¥ Co6LITHA [ I Ben.
Pacnucaxne
MHTEnnekTYan. o043,
Ay OVDOeTEKLMA 3anuck
Cxema LnuTensH. 3anncu 10 cek (10~300)
BuoecaHanuTuka Tpes BLXON
TpeacHHbIE BX/BhIX Jasemixa 10 cek. (10~300)
Henonagkw ] Email
P 3anKck U XpaHeHWe L
P CucTema
| Mo ymony. || (ODHOBHTE H COXpaHnTL

» WHdopmauus

PucyHok 7.78 — Bknagka «/I3ameHeHue cueHbl»

OyHKL MM 1 3HaYeHMA NnapaMeTpoB npeacTaBneHbl HUKe (Tabnuua 7.25).

Tabnuua 7.25 — OyHKLMKM 1 3HAYEHUsA NapaMeTPoB BKAAAKN «/I3MeHeHUe CLeHbI»

MNapameTp OyHKUMA
Bkn. BknioueHue/oTkNOYEHME BUgeoaeTeKTOpa «/I3MeHeHMe CLEHbI».
HacTtpoiika HeaenbHoro rpaduka pabotbl Aetektopa «M3meHeHune
PacnucaHue
cueHbl» (PucyHok 7.79).
3anuces ABTOMarnyeckaa 3anmcb BUAEONOTOKA MPU  BO3HUKHOBEHUU
TPEBOXHOIo CObbLITUA.
[MfapameTp  ycTaHaBnMBaeT BpemsA, Ha KOTOpoe  cuctema
AnntenbHOCTb BUJEOKAMEpPbl MNOCNe OKOHYaHWA CcurHana TpeBorn Oyaer
3anucu 3ajepXmBaTtb 3aBeplleHMe BbINOMHEHUA 3anncu. 3HayveHue
napameTpa B guana3oHe oT 10 ¢ go 300 c.
TpeBOXHbIN AKTMBaLMA TPEBOXHOrO BbIXOAa BUAEOKamepbl MpU HaCTynaeHnu
BbIX0O[ TPEBOXHOI0 COObLITUA.

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauvaHo c sec.ru




BOLID VCI-722. Bepcusa 3. PYyKOBOACTBO NO 3KCMJyaTayuu 107

MNapameTp

OyHKUMA

3apepxKa

3ajepkKa aKTMBauUUM TPEBOXHOrO BbIXOAA BMAEOKaMepbl Mpu
HACTyNIeHUN TPEBOXHOro cobObITMSA. 3HayeHMe napameTpa
B anana3soHe ot 10 c go 300 c.

Email

Mpn BKNIOYEHMM NapameTpa, CUCTEMA BUAEOKAmMepbl Oyaert
aBTOMATUYeCKM OTNPaBfiATb 3JIEKTPOHHYIO MNOYTY 3ajaHHOMY
nosyyarenio O BO3HUMKHOBEHWW TpeBorn. Appec nonyyarens
3/1EeKTPOHHOW MOYTbl YyCTaHABANBAETCA B NOAMNYHKTE MeHI0 7.5.2.5.

CHUMOK

Mpu BKNOYEHUU NapameTpa, CUCTeMa BUAeOKamepbl OyaeT
aBTOMaTUYeCKM COXPaHATb M300paMeHus npu BO3HUKHOBEHUU
coObITUI TPEBOT.

IMH
Br
Cp
Ur
nr
Co

Bc

[ Bece

Mepuoa
[ Nepuop2
[ Nepuoa3
[ Nepuopd
[ Mepnogs

[ Nepnogs

HacTpoiku
HacTpomkm
HacTpoku
HacTposkM
HacTposiku

HacTposkM

HacTpomkm

MH 1 Br 1 cp [ 4r ] mr [ ce 1 Be
00: 00: 00 |-| 23 : 59 : &9
00: 00: 00 |-| 23 : 59 : &9
00: 00: 00 |-| 23 : 59 : &9
00: 00: 00 |-| 23 : 59 : &9
00 : 00: 00 |-| 23 : 59 : 59
00 : 00: 00 |-| 23 : 59 : 59

| CoxpaHuTe | | OTmeHa |

PucyHok 7.79 — Bknagka «/3meHeHune cueHbl»: Pacnncaxne

7.5.3.2 MoanyHKT MeHio «HTenneKTyanbHoe 0OHapyXeHue ABUHEHUA»

MoanyHKT MmeHio «/IHTennekTyanbHoe obHapyXeHue ABMKEHMSA» NpeaHa3HayeH

anA KOHCI)VII'ypVIpOBaHVIFl napameTpoB AeTeKUNN noaen un TPaAHCNOPTHbLIX CPEACTB.

( )) SEC.RU KopoTkun nyTb K MHpopmaLmm
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DyHKUMA «MHTenneKTyanbHoe obHapyXeHne ABMXEHMUS» NO3BONAET BbIAENATb
13 BUAEOMNOTOKA NMLa NtoAeN 1 TPaHCNOPTHble CPeAcTBa M aKTMBMPOBATb COOLITUA

TpeBor.

NHTepdenc npeactaBneH Huke (PucyHok 7.80).

IP-kamepa @ @

P HacTpo#ka kamepel WHTEnnekTyan. o6Hapyx. OEMKEHWSA

F CeTk
¥ CoBbITHA v Ben.
Bupeo cobwmnA Frenors TR Moo wia’.
YUyecTEMTENEHOCTE | CpegHui
AYOWOOeTEELMA
CyemMa Mo ymony. | ‘ OBHoBUTE | | COXpaH1Th

BuoeoadHanutika
TpesokHbIE BX/BLIX
Henonagkm
P 3anuck U XpaHeHue
P CucTEMa

P WHhopMaluA
PucyHok 7.80 — lMoanyHKT meHto «/IHTennekTyanbHoe o6HapyKeHne ABUKEHUS»
OYHKUMM 1 3HAYEHMS NapaMeTPoB NpeacTaBneHbl Huke (Tabnuua 7.26).

Tabnnua 7.26 — OyHKUMM 1 3HAYeHWUs TNOAMYHKTA MeHto «/IHTennektyanbHoe
obOHapyeHVe ABUKEHUA»

NapameTpbl OYHKL UM
BkntoueHmne BkntoueHne/oTKNIOYEHNE AETEKLNN
TpeBora Bo3HMKHOBEHME COObLITUS TpeBOorM nNpu  OOHApYKEHUW

ABUXEeHNA YenoBEKa / TPAHCNOPTHOro cpeactea

YyBCTBUTENBHOCTD Hu3kan/cpeaHss/BblCOKan YyBCTBUTENbHOCTb AETEKLNN
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7.5.3.3 MoanyHKT MeHio «AyanoaeTekuma»

MoANYHKT MeHI «AyAMOAeTEKUMSA» NpefHa3HayeH A8 KOH(UrypupoBaHus
napaMeTpPoOB BO3HWKHOBEHUS COOLITUA TPEBOTM NPU W3MEHEHUM TPOMKOCTM 3BYKa.

NuTepderic npeactaBneH Huxe (PucyHok 7.82).

IP-kamepa S &=

P HacTpoiika Kamepsl AyAMOAETEKLMA

P CeTe

¥ Co6LITHR [] WameHeHwe 38YKOBOTO CMrHANA

Bugeo coduiTunA
[] Wam. ayamo curHana

MHTENnNEkTYan. odHa. ..

YyECTEMTENLHOCTE  [— G [+]50
s
Cxema — = = ()50
BugeoaHanuTuka
Tpeso¥HEIE BEX/ERIX
Henonagkm
P 3anUcCk W XpaHeHHWe
P Cuctema
> VHdpophaumn Pacnucanue
AHTMONISDUHT 5 cek. (0~100)
Januck
LONUTENEH. 33MUCH 10 cek. (10~300)
Tpes.Bbxog,
3anep¥xa 10 cer. (10~300)
[] Email
CHUMOE
| Mo ymomny. || OOHOBUTE H COXpaHWTE |

PrucyHoK 7.81 — lMoanyHKT meHi0 «Ayanoaetekuma»

OyHKUUM 1 3HAYEHMst NapaMeTpoB npeacTaBneHbl Huke (Tabnanua 7.31).
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Tabnuua 7.27 —  OyHKUMM M 3HAYeHWs  NapameTpoB  MOAMYHKTA  MEHI0

«Ayanopetekuma»

MapameTp OyHKUMNA

i3meHeHne 3ByKOBOro | BknioueHne/oTknoyeHne  QYHKUUM  KOHDUIYPUPOBaAHUS

curHana TPEBOXHOI0 COOLITUA NPU U3MEHEHUMN FTPOMKOCTM 3BYKa.

i3meHeHne ayano | BrniouyeHune/oTKNloYeHME TOYHOW  MNOACTPOMKM  YPOBHS

curHana curHana.

YyBCTBUTENBHOCTD YcTaHOBKa YyBCTBUTENBHOCTU pacno3HaBaHMA 3BYKa.

Mopor YcTaHOBKa nopora MHTEHCMBHOCTN M3MEHEeHWsA 3BYKaA.

PachmMcatme PacnucaHue aktmBauum QyHKuMW. [peaycmMoTpeHo wWecTb
NepuoaoB B TeYeHNe CYTOK ANA KaXAoro AHA HeJenu.

AHTUAN3EPUHT HacTpoiika AnnTeNbHOCTU BPEMEHUN TPEBOXHOTO COObITUS.

3anuncb, AAUTENbHOCTb
3anucu

YcTaHOBK@  AAUTENbHOCTM 3anucy nNpu BO3HUMKHOBEHUM
cobbITUA TpeBOrn. 3HayeHne HaxoauTcsA B AnanasoHe 10 Ao
300 c.

TpeBOXHbIN BbIXOJ,

AKTUBaLMA TPEBOXHOIO  BbIX0Aa
HACTYNNEHUN TPEBOXKHOIO COBBITUA.

BMAeOKamepbl npu

3a,u,ep>KKa dKTUBaUnn TPEBOXHOINo BblXO4ad BUAEOKaMeEPDI

Y % SEC.RU

3apepxkKa NpM  HACTyNieHWM TPEBOXKHOIO CoObITUA. 3HayeHue
napameTpa B gnana3oHe o1 10 ¢ go 300 c.
Mpu BKAOYEHUU NapameTpa, CMCTEMA BUAEOKamepbl byaer

Email aBTOMATU4YeCKU OTNPaBATL INEKTPOHHYIO NOYTY 3a4aHHOMY
nonyyaTenio 0 BO3HMKHOBEHWM TPEBOTU.

CHIMOK Co3gaHMe  MOMEHTANbHOTO  CHUMKa 0 COObITUM  Mpu
BO3HUKHOBEHUN TPEBOTN

7.5.3.4 MoanyHKT MeHto «Cxema»

[TOANYHKT MeHI0

BNUAE€O0aAHANUTNYECKNX

DYHKUNI

KopoTkun nyTb K MHpopmaLmm

npefHa3HayeH AN aKTMBaLMWU/aeaKTMBaL MM

7.5.3.5

«Cxema»

Mo 3aJaHHbIM B . npaBunnam.
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AI-(TI/IBaLI,VIH/,U,eaI-(TI/IBaLI,I/IH BUOEOAHATNUTUKN OCYLLECTBIAETCA OAHOKPATHbIM HaXaTtunem

MHTepaKTUBHOM KHOMKW. IHTepdeiic npeacTaBneH Huke (PucyHoK 7.82).

IP-kamepa O

P HacTpo#ka kamepsl Cxema
Pk CeTb
¥ CobbiTHA
Bugeo cobwtuA
MuTennekTyan. obHa..

AyovooeTerUMA

BugeoaHanuTuka

Tpeso#HbE BX/BLIX

OOHOBHTE COXpaHHTE

Henonamgrm

P 3anncek M XpaHeHWe
P CHcTEMA

» WHopMauus

PucyHoK 7.82 — lMoanyHKT meHio «Cxema»

7.5.3.5 MoanyHKT MeHi0 «BuaeoaHannuTnKa

MoAnyHKT MeHl «BuaeoaHanutuKa» npegHasHaydeH Ans KOHPUrypupoBaHus
napameTpoB U rpaduika BbINONHEHWUs BUIEOKAMEPOW BUAEOAHANUTUYECKUX (DYHKLNIA:
nepeceyeHne NAUHUKU, KOHTpolb obnactu. WHTepdeiic npeactaBneH  HUXe

(PucyHok 7.83).

BHUMAHWE!
AKTUBaUMsA/neaKTMBaLMA BULE0AHANUTUKN OCYLLLECTBNSAETCA B N. 7.5.3.4.
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IP-kamepa @ @ & A F

b HacTpoiika kameper  HacTpoiika npaenn

b Cete

lMpaeuno

¥ CobBeiTHA
Bugeo cobuitua
Cxema

> BupeocaHanutuka L

Henonagkm

P 3anuce n xpaHeHHe l Mo ymonu. ” OBHOBUTE H CoxpaHuTe

p Cucrema

P WHdopmaunn

PucyHok 7.83 — loanyHKT meHio «BuageoaHanutmnka»

BupeoaHanutnka — 3T0 VHTENNIeKTyanbHbIN aHanus MOTOKOB
BUAEOHAbNIOAEeHNA W BUAEOAAHHbIX apxXuBa BUAeOHabnoaeHUs. BuaeoaHanutuka
BbINONHAET aBTOMATUYECKOE BbiABEHNE PA3IMYHOIO Pojia AaHHbIX U AETEKTUPOBAHMeE
3apaHee 3anporpaMmmMUPOBaHHbIX COOLITUIA TpeBor. BuaeoaHanutuka, BbiNonaHsgemas
BUJEOKAMepPON, wucnonb3yer GYHKUWUM [1ETEKTOPOB BUJEOKAMEPbI W MNO3BONAET
onpefennTb B AAHHbIX BWUAEONOTOKA aHaNUTUYECKUE CUTyauuMm no COOCTBEHHbIM
M nepudepuinHbIM AeTeKTopam, Mo aHanu3y TPEKOB BUIEOMNOTOKOB, pacrno3HaBaHMIO
obpasoB. [paHulLy npeaynpexpaloulen AnMHUM 06nacTM NPUMEHEHUs npaBuUna
AETEKLUUN BUAEOAHANUTUKIN CieflyeT Aenatb NPOCTON U He MPUMEHSTb BUE0aHANUTUKY
K CTPYKTYPHO C/IOXHbIM 061acTAM.

BugeoaHanutnka KOHTpoNMpyembix obObekToB/Belen (uenen) Ha cLeHe
BUEOHa0ON0eHNs, BbINONHAEMAs BUJEOKaMepOoWi, BKNIOYAET B cebs:

MepeceyeHne NUHUM — BO3HUKHOBEHWE CUTHana TPEBOrW, B Clyyae ecnu
00BbEKT, COrNacHoO yCTaHOBNEHHOMY MO KOHTPO/IO HanpaB/ieHUIO IBUKEHWs, nepeceyeT
npeaynpexaaoLLyo MMHUIO.

KoHTponb 061acT — BO3HMKHOBEHMWE CMTHaNa TPEBOTW, B C/ly4ae ecin 0ObeKT

4ACTbl0 MW LENUKOM MOSABUACA BHYTPM KOHTYPa KOHTPOJMPYEMOW 30Hbl, MW KOTAa

U4 .
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ABWXKYLLAACA Lieb NepeceKna Ha BXoa/Bbixod npeaynpexaaiollyo TMHUI (3aMKHYTbIN

KOHTYpP) KOHTPO/IMPYEMOWi 30HbI.

Co3gaHne ripaBuijia BugeoaHaanTnku ((/76,06’6' e4d4eHune JInHun»

B noanyHkTe MeH0 «BupgeoaHanutuka» [o6aBbTe HOBOE MPaBUIO ,
N yKaxurte tun «lepecevyeHne nuHUn».
Haxmute «[lpaBmna» ana KOHOUIypupoBaHMA nNpuBMAa BULEOAHANUTUKMN.

C NOMOLLbI0  MbIWIM  HAPUCYATE  KOHTPONIbHYIO  JIMHUIO  Ha BUAEOM3006paXeHUH
(PucyHoK 7.84).

IP-kamepa @ & A ¥

p HacTpoiika kamepsl  HacTpoika npaeun

P Cers
% No. Mpaeuno Tun 4F

M 1 npasunct Mepecesetne [v| &

¥ CoBeiTHA
Buaeo cobuitua
Cxema

> BupeoaHanutmka

Henonagkn

P 3anuck U xpaHeHue HacTpoiika napameTpos

Pacnucanve
Hanpas-e [ oge cropons|v]

[] 3anuce

p Cucrema

P UHcbopmauua

OnutensH. 3a... | 10 cek. (10~300)
[] Email
-
6 *
S © Mae.p.. 8191 Bk I Mo ymony. H OBHoBNTE H CoxpaHnTs
CueTuMK NuK.... 0 0

PucyHok 7.84 — Co3faHne npasuia BuaeoaHanUTUKN «llepecedyeHune NUHUN»

3aBepmeHV|e pncoBaHMA OCYLLECTBNAETCA HAXATUEM npaBoﬁ KHOMKWN MbILN.
AKTMBHOE npaBnIo0 BNAEOAHANTUTUKN 6y,u,eT BblaeneHo CMHM LiBETOM. ﬂ,l’lﬂ yAaneHuA

NMHUK BblbepuTe «OUYNCTUTbY.

Mocne co3pgaHus npaBuia BUAEOAHANUTUMKM YKaXuUTe napameTpbl (QyHKUMN
(Tabnuua 7.28).
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Tabnuua 7.28 —  OyHKUMM M 3HAYeHWs  NapameTpoB  MOAMYHKTA  MEHI0
«BnpeoaHanutukax: lNepecevyeHune nnHun
MapameTp OyHKUMNA
HacTtpouka HeJeNbHOoro rpauKka aboThl npasuna
PacnucaHue P A pad P P
BUAEO0aHANUTUKMN.
HanpasneHme HanpaBneHue aBu¥eHne oObeKTa, NEPECEKAIOLEro NHUIO: CeBa
Hanpago, cnpaBa Haneso, B 06€e CTOPOHHLI.
3anmcs ABTOMaTtnyeckada 3anncb BUAEONOTOKA MPUM  BO3HUKHOBEHUMU
TPEBOMHOr0 COObITHUA.
[MlapameTp  ycTaHaBnvMBaeT BpemsA, Ha KOTOpoe  cuctema
AnutenbHoCcTb BUJEOKAMepbl MOCNe OKOHYaHWA CuUrHana TpeBorn Oyaert
3anucu 3ajepXmBaTtb 3aBeplleHMe BbINOJIHEHUA 3anncu. 3HayvyeHue
napameTpa B gnana3oHe o1 10 ¢ go 300 c.
TpeBOXHbIN AKTMBaLMA TPEBOXHOrO BbIXOAa BUAEOKamepbl MpU HaCTynaeHnu
BbIX0/, TPEBOXHOIo CObbITUA.
3ajepkKa aKTMBauUUM TPEBOXHOIO BbIXOAa BMAEOKaMepbl Mpu
3apepxkKa HACTyNeHUN TPEBOXHOro CcoObITMSA. 3HayeHMe napameTpa
B anana3soHe ot 10 c go 300 c.
Mpu BKNIOYEHUU NapameTpa, CUCTeMa BUAeOKamepbl OyaeT
Email aBTOMATUYECKN OTNPaBNATb 3JMIEKTPOHHYIO MOYTY 3afaHHOMY
nosiyyaresnio 0 BO3HMKHOBEHUW TPEBOIH.
Mpn BKNIOYEHUM NapameTpa, CUCTEMA BUAEOKAMepbl Oyaet
CHUMOK aBTOMAaTUYeCKN COXPaHATb M300paXeHns npu BO3HUKHOBEHUU

cobbITUI TPEBOT.

Co3ganne ripasuijia BufgeoaHaininku «f{OHT,DOﬂb 061acTn»

B NnoANYyHKTE MEHIO «BunpgeoaHanuntmka» D,06aBbTe HOBO€ TnMpaBuio ,

n ykaxute Tun «KoHTponb obnactu».

Haxmure «I'Ipanma» anA KOHCbVII'ypVIpOBaHVIH npmBuna BUAEOAHANUTUKN.

C NOMOLLbI0 MbILIN BPYyYHYto, MO0 C NOMOLLbI KHOMKKM «O6nacTb», Hapucymte

KOHTPOJbHY0 06NnacTb Ha BUaeomn3obpaxeHun (PUcyHok 7.84).
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IP-kamepa S @ v

» Hactpoiika kamepsr ~ HacTpoiika npasun

> Cetb

No. [lpaeuno Tun 4F

[Korrponb oon[v] o -

¥ CobbiThA

Mpasuno1

Bugeo cobuimua

Cxema

|

Henonapew

> 3anuck U XpaHeHue HacTpoiika napameTpoe

Pacnucanne Hactpoiikm

[ericTene ] MNosenexue MNepeceueHue

Hanpas-e Bxon&Beixon | V|

» Cucrtema

» WHdopmaumsa

[1 3anmce
OnuteneH. 3a... 10 cex. (10~300)
g
- /]
DuUneTp (®) Makc.p... 8191 = 8191 Hapucoeats.. S
SR L l Mo ymonuy. H OBHOBUTE H COXpaHuTh I

e 0 |70
PucyHok 7.85 — Co3aaHue npaBuna BuaeoaHanntukm «KoHTponb obnactuy»
3aBeplleHne puUcoBaHMA OCYLLECTBAAETCS HaxaTMem NPaBON KHOMKWU MbILLN.
AKTVBHOE NpPaBUNO BUAEOAHANUTUKM OYAET BblA€NEHO CUMHUM LBETOM. [na yaaneHus
obnactv BbibepuTe «OUNCTUTBY.
Mocne co3gaHus npaBuia BUAEOAHANUTUKM YKaXuTe napameTpbl (QyHKUMN

(Tabnuua 7.28).

Tabnnua 7.29 —  OyHKUMM M 3HAYeHUA  NApameTpoB  MNOAMYHKTA  MEHI0
«BupeoaHanutuka»: KoHTponb obnactu
MapameTp DyHKUMA
HacTpoilka HeaenbHoro rpaduka paboTbl Kawaoro npasuna
PacnucaHnune P A padp P A P
BUAE0aHaNNTUKN.
HanpaBneHve paBmeHne oObeKTa, nepecekatollero 06nacTb:
HanpasneHue
BXO[, BbIXOZ, BXOJ, U BbIXOA.
3anuces ABTOMarnyeckaa 3anncb BUAEONOTOKA MPU  BO3HUKHOBEHUU
TPEBOXHOIo CObbITUA.
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MNapameTp OyHKUMA

[MapameTp  ycTaHaBAMBaeT BpemsA, Ha KOTOpoe  cucTtema
AnutenbHoCcTb BUJEOKAMEpPbl MOCNe OKOHYaHWA CcuUrHana TpeBorn Oyaert
3anucu 3ajepXunBartb 3aBepluieHMe BbINOJIHEHUA 3anncu. 3HayveHue
napameTpa B gnana3oHe oT 10 ¢ go 300 c.

TpeBOXHbIi AKTMBALMA TPEBOXHOrO BbIX0Ja BUAEOKAMePbl NPU HACTYMAEeHUK
BbIX0O[ TPEBOXHOI0 COObLITUA.

3ajepXkKa aKTMBauUUKM TPEBOXHOIO BbIXOAA BMAEOKaMepbl Mpu
3apepxKa HAaCTyNNeHUN TPEBOXHOro CcobObiTUA. 3HayeHMe napamerpa
B anana3soHe ot 10 c go 300 c.

Mpu BKNOYEHUU nNapameTpa, CUCTeMa BUAeOKamepbl OyaeT
Email aBTOMATU4YeCKN OTNPaBAATb 3/EKTPOHHYID MOYTy 3aAaHHOMY
nonyyatesnio 0 BO3HUKHOBEHMM TPEBOTW.

Mpu BKNIOYEHMU NapameTpa, CUCTeMa BUAeOKamepbl OyaeT
CHUMOK aBTOMaTUYeCKN COXPaHATb M300paXeHns npu BO3HUKHOBEHUU
coObITUI TPEBOT.

7.5.3.6 MoANYHKT MeHI0 «TpeBOXHble BXOAbl/BbIXOAbI»

MoanyHKT MeH  «TpPeBOXHble  BXOAbl/BbIXOAbl»  NpeAHa3HayeH Aans
KOH(UrypnupoBaHusa napaMeTpoB aKTUBaL MUK pene TPEBOXKHOrO BXOAa BUAEOKaMepbl.

Nutepderic npeactaBneH Huxe (PucyHok 7.86).
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IP-kamepa

@ @ ¥ A P

P HacTpodka kamepel AKTMBaUMA Tp. Bxoga

» CeTb

¥ Co6bITHA
Buaeo codLITHA
MHTEennekTyan. odHa. ..
AYLMOOETEKLMA
Cxema
BHae0aHanuTHEa
Henonangm

» 3anuck W XpaHeHHe

» Cuctema

> WHcbopmalmA

(] Ben.

TpeBoKHLIN BX0Q 3anuck no Tpesorel

0

Pacnucadue

AHTHIMSEDUHT Tun natywka |(HO

cex. (0~100)

[/] ZamMck

[NUTENEH. 3aNWCH 10 cex. (10~300)

[/] Tpes.Beixog
3anepxxka 10 cek. (10~300)
(] Email

[« CHiMOK

‘ Mo ymony. || OGHOBMTL H COoXpaHHTL

PrcyHOK 7.86 — [oANYyHKT MeHI0 «TpeBOXHbIe BXOAbI/BbIX0bl»

OYHKUUM 1 3HAYEHMS NapaMeTpoB npeacTaBneHbl Huke (Tabnuua 7.30).

Tabnuua 7.30 — PyHKLUMM 1 3HAYEHUS NOANYHKTA MeHI0 «TPEBOMXHbIE BXO/bI/BbIX0/bl»

MapameTpsl

DYyHKUMU

BrnoyeHune

BKIHO‘-IeHVIe/OTKIHO‘-IeHVIe dKTUBaU N pene.

TpeBOXHbIN BXOA

Homep TPpEBOXHOIo BXOAa.

PacnucaHue

PacnnucaHue aKktuMBauuMu pAaTyumKa. I'Ipe,u,yCMOTpeHo wecTb
nepmnooB B Te4eHNe CYyTOK AnA Kaxaoro gHA Heaenun.

AHTUAN3EPUHT

HacTpoiika AnnTenbHOCTM BpeMeHM TPEBOXHOIO COObITHS.

Tvn patynka

«HO» — HOpMasbHO OTKPLITHIN

«H3» — HOpManbHO 3aKpPbITbIN.

3anuce,
ANUTENBHOCTb 3anucu

YcTaHOBKA  AAUTENbHOCTM 3anucuM npu BO3HUKHOBEHUU
cobbITUA TpeBOru. 3HayeHne HaxoauTCs B AnanasoHe 10 ao
300 c.

+« » SEC.RU
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NapameTpol DOyHKLUUM

TpeBOXHbIA  BbIXOA, | YCTAHOBKA aKTMBALMW W HACTPOMKA BPEMEHU aKTMBaLuUK
3a/lepKa nepudepuinHbIX yCTPOMCTB NPU BO3HUKHOBEHWMW TPEBOTH.

I'Ipm BKNKOYEHNUN NapamMeTpa, CMctemMa BUAEOKaMepbl 6y,u,eT
Email dBTOMaTM4eCKMn oTnpaBiATb 3TIEKTPOHHYIO MOYTY 3aldHHOMY
nony4yarento 0 BOSHMKHOBEHUN TPEBOTW.

Co3paHue MOMEHTAJ/IbHOTO CHUMKa 0 COObITUM npu
BO3HMKHOBEHWUN TPEBOTU

CHUMOK

7.5.3.7 MoanyHKT meHio «Henonagkuny

MoanyHKT meHI «Henonagku» npeAHa3HayeH AnAa HACTPOWKM napameTpos
KOH(MIYpMpPOBaHUA TPEBOXHOIO COOBLITUA NPU BO3HUKHOBEHUM OWMOOK CETH, OLINOOK
aBTOpM3aLMN M 0OHAPYKEHUN BUAEOKAMEPOWN HEAONYCTUMOrO HanpAXeHWUs NUTaHWSA
B 3ieKTpoceTn. lMoanyHKT mMeHo «Henonagkn» CTPYKTYPHO MMEET NATb BKAALOK A/1A
Heob6XxoaMmoro KoHdurypupoBaHusi napametpoB: «Owwubka SD KapTbl», «OlmnbKa
coeauHeHus», «HeCcaHKUMOHUPOBAHHLIA AoCTyn», «OOHapyXeHWe HanpsxKeHus»,

«CobbITnA 6e3onacHocTu» (PucyHok 7.87).

BOLID [ XL O T ¢ A ¥

b Hactpoiika kamepsl Owubka SD kapTel OuMbKa coenwHenna Hecakku. gocTyn |~ OBHapy Hanpa  Cobbimua Ge3onacHocTH
b Cets
¥ CobbeiTusA

Bugeo cobbmuA

Cxema

BH_.E{EDEIHaJ'IHTHKEI

> Henonagem

P 3anuck n XpaHeHue
P Cucrema

P UHdpopmaums

PucyHok 7.87 — lloanyHKT meHio «Henonagku»
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Brnaaka «Owunbka SD KapTbi»

Bknagka «Owmnbka SD KapTbl» npeaHas3HayeHa Ans  KOHMUrypupoBaHUSA
napamMeTpoB TPEBOTM MO COObITUAM, CBA3aHHbIM C UCMOMb30BAHMEM KapTbl MAMATK
BUuaeokamepbl. iHTepdeiic npeactaBneH Huxe (PUcyHoK 7.88).

KoHTponupyemsble TpeBoru:

«Het SD KapTbl» — B cCnote AnA Kaptbl NaMATU BUAEOKaMepbl OTCYTCTBYeT
Kapta namatn «Micro SDy»;

«Owmnbka SD KapTbl» — B BUJEOKAMepe BO3HMKAA HeycTpaHuMas olunbKa
PaboThl KAPTbl NAMATH;

«3anonHeHne SD KapTbl» — Ha KapTe NamsaTVM HeA0CTAaTOYHO CBOHOJHOrO MecTa
ANS BbINONHEHNA COXPaHEHUA AaHHbIX. Pa3mep ocTaBlierocs cBoboAHOro NpPoCTaHCTBa
Ha KapTe NamsTu, N0 KOTOPOMY BO3HWKAET CUrHaM TPEBOrM No 3TOMY COObITUIO, MOXHO
yCTaHaB/MBaTb B NPOLLEHTaX OT eMKOCTU KapTbl NMamATW, 3a4aBasf HYyXHOe 3Ha4vyeHue

B napametpe «JIumut 3anonHeHns %(0-99)».

CENE pravepa < @ W A B

» Hacrpo#ka kamepsl Owwubka SD kaptel Dwmbka coeanHenus Hecadky noetyn — Obuapy. Hanpa.  Ceboimis DesonacHocTH

» Cetb

¥ CobiTUR 3anuce Ha: HeT SD kapThl v
Bugeo cobuimua |:| Ben.
Cxema [] Email
Bupeoananumika l — l l e ‘ l —

P 3anuck U XpaHeHue

» Cucrema

P WHcopmauua
PucyHok 7.88 — Bknaaka «Owwmnbka SD KapTbi»

OyHKL MM 1 3HaYeHMA napaMeTpoB npeacTaBneHbl HUKe (Tabnuua 7.31).
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Tabnuua 7.31 — OyHKLMKM 1 3HAYeHMA NapameTpoB BKAaakn «Owmnbka SD KapTbi»

MNapameTp OyHKUMA
BknioueHue/oTKNt0YEHME YHKL MM KOH(UTrypnpoBaHus
Bkn. TPEBOMXHOI0 COObLITUA MPU BO3HUKHOBEHUWU OWMUOKM, CBA3AHHOM

C NCNONMb30BAHNEM KApPTbl MAMATHU

Mpn BKNIOYEHMM NapameTpa, CUCTEMA BUAEOKamepbl Oyaer
aBTOMATUYeCKMU OTNPaB/iATb 3JIEKTPOHHYIO MNOYTY 3ajaHHOMY
nofyyatentd O BO3HWKHOBEHUM TpeBorn. Appec nosydarens
3/1EKTPOHHOW MOYTbl YyCTaHaBANBAETCA B NOAMNYHKTE MeHI0 7.5.2.5.

Email

Bknagka «OwnbKa coegnHeHUA»

Bknagka «Owwnbka coeauHeHus» npeAHasHayeHa AN KOHMUIypupoBaHUA
napamMeTpoB TPEBOIM MO COObITUAM CETEBOrO NOAKMYEHNA BugeoKamepbl. IHTepdelic
npeactaBneH Huxe (PucyHok 7.89).

KoHTponupyemble TpeBorn: «Pa3pblB COeAMHEHUA» — pa3pbliB COeANHEHUSA
cetn; «KoHdnukt IP agpecoB» — HenpaBWIbHOE WCMNONb30BAHNE WAN HEBEPHOE

Ha3HauyeHue IP agpecauum BuaeoKamepbl.

IP-kamepa ® @

» Hactpoika kamepsl Ownbka SD kaptel Owunbka coenuHenHna Hecadky. goctyn  ObHapy. Hanpa.  Cobbimua DesonacHocTM

P Cete

¥ CoBkITHS 3anuck Ha: |F‘a3pb13 cosguHeHns | V|
Buaeo cobbrmua Bin.
Cxema [ ] 3anuce
Bugeoananutika Onurency. sanmen | 10 | cex. (10~300)

'» Henonagku

Mo ymonu. H JBHOBUTE | [ CoxpaHuTe
b 3anuck ¥ XpaHeHne

P Cucrema

P UHchopmauus
PucyHok 7.89 — Bknagka «OwmnbKa coeanHeHns»

OYHKUUM 1 3HAYEHMS MapaMeTPoB NpeacTaBneHbl Hue (Tabnuua 7.32).
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Tabnuua 7.32 — OyHKLMKM 1 3HaYeHUs NapaMeTpoB BKAAAKN «OWnbKa coeanHeHnsa»

MNapameTp OyHKUMA

Tun coObITUS Pa3pbiB coeanHeHns / KoHdnukr IP-agpecos

BkntoyeHne/oTknoYeHe PYHKLUN KOHDUTYPUPOBAHUS

Bkn.
TPEBOXHOI0 COOLITUA NPY BOSHUKHOBEHUN OLLINMOKMN CeTU

Bknagka «HecaHKLMOHMPOBAHHbIN JOCTYN»

Bknagka  «HecaHKUMOHMPOBAHHbLIM  AOCTYyN»  MpeAaHa3HayeHa  Ans
KOH(UIypMpoBaHMsA NapameTpoB TPEBOrM Mo COOLITUAM A0CTyNa npu olnbKax BBOAA
NorvHa wnaponsa pAans [AocTyna KBuaeokamepe. WHTepderic npeactaBneH Huke

(PucyHok 7.90).

BOLID JIXETT S @ ¥ A -

» Hactpoiika kamepel Ownbka SD kaptet Owmbka coegudernws Hecadku. goctyn  OGHapy. Hanpa. Cobeitua BezonacHocTi

P Cets
Ben.

Owwmbka asTopusa. | 2 paz (3~10)

¥ CobeiTuR
Bugeo cobuimua

Cxema ] Email

BuaeoaHanumka
Mo ymony. H DBHOBWTE J l CoXpaHuTe

P 3anuck U XpaHeHue

P Cucrema

» WHdopmayns
PucyHok 7.90 — Bknagka «HecaHKLMOHMPOBAHHbIN A0OCTYN»

OYHKUUM 1 3HAYEHUS NAapaMeTPOB BKAaAKN «HecaHKLMOHMPOBAHHBIN JOCTYN»

npeactaBneHbl HUKe (Tabnuua 7.33).

Tabnuua 7.33 — OYHKLUMKM 1 3HAYEHUA NAaPaMETPOB BKNAAKN «HeCcaHKLUMOHUPOBaHHbIN

AOCTYMN»
MapameTp PyHKUMA

B BrntoueHmne/oTkNtoueHne hyHKUNM KOHPUIYPUpPOBaHUA
' TPEBOXHOIo CObbITUA NPY OWMOKAx aBTOpM3aL MK

U4 .
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MNapameTp OyHKuUMA
Ownbka KonuuectBo 6e3ycneliHbiXx MOMbITOK BXOAa B CUCTEMY, MNpU
aBTOPU3ALN KOTOpOM OyaeT CKOHMUIYpUpPOBAHO TPEBOXHOE CoObITHeE.
P [lnana3oH 3HayeHun: 3 — 10.
Mpu BKNIOYEHUU NapameTpa, CUCTeMa BUAeOKamepbl Oyaer
Email aBTOMATUYECKN OTNPaBNATb 3/IEKTPOHHYIO MNOYTYy 3aAaHHOMY

nosyyarenio O BO3HUMKHOBEHWW TpeBorn. Appec nonyyarens
3/1eKTPOHHOW MOYTbl YyCTaHaBANBAETCA B NOAMNYHKTE MeHI0 7.5.2.5.

Brnagka «O6HapyxeHMe HanpaxeHUnA»

Bknaaka «O6HapyxeHne HanpsXKeHNA» npeaHasHavyeHa Ans
KOH(UrypnupoBaHusa NnapaMeTpoB TPEBOTY MO COOLITUSM 0OHaPYKEHMsA HeJoNyCTMMOTO

HanpsXeHUa NUTaHusa B anekTpocetn. IHTepdeiic npeactaBneH Huke (PucyHok 7.91).

IEI=I"J=] iP-kamepa @ @m ¥ A E"

» Hactponxa kamepel Ownbka SD kaptsl Owmnbra coeguienns Hecadky. goctyn | OOGHapy. Hanpr. CobiTis DesoenacHocTi

P Cetb

¥ CobeiTuA Bun.
Bujeo cobhmuA Hanowenme
Cxema _
[] Email

BuaeoaHanutmea

Mo ymonu. ‘ [ CBHoBKTE ‘ ‘ CoxpaHuTh

p 3anuck U XpaHeHue

P Cucrema

» UHdopmauus

PucyHok 7.91 — Bknaaka «O6HapyXeHne HanpsKeHus»

7.5.4 [lyHKT MeHI0 «3anncb U XxpaHeHue»

[IYHKT MeHI0 «3anncb W XpaHeHue» npefHa3HayeH [Ans ynpasBieHus
HAaCTPOMKAMM pacnucaHus, pPexuma XPaHEHUs W BbIMOMHEHUA BuUAeo3anucen.
NHTepdelic nyHKTa MeHI0 «3anncb U XpaHeHne» MMeeT TpU NoANyHKTa: «PacnucaHue»,
«XpaHeHne apxmBa», «Hactponku 3anucu». WHTepdenc npeactaBneH Huxe

(PucyHok 7.92).
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BOLID [T S @ ¥ A g

P Hactpoiika kamepsl

P Cets

P CobeiTuRA

¥ 3anuce v XpaHeHuWe
Pacnucanue
XpaHenwe apxuea
Hactpoiim sanueu

» Cucrema

P UHchopmauus
PUCYHOK 7.92 — TIyHKT MeHI0 «3annucb 1 XpaHeHune»
Kaxablh  MOANYHKT  MEHK  OTKpbIBAeT  BKAAAKY  KOHMUrypupoBaHUSA
COOTBETCTBYOLWMX NapameTpoB. CoxpaHeHne 1 MHULManmn3auma napameTpoB BKNAAKK
BbINOJIHAETCA Yepe3 MHTEPAKTUBHYIO NaHeb COXPaHeHUA U MHMLManmM3aLmmn HacTpoek

31OV BKNagku (PucyHok 7.93).

|I‘onr.|0nuaHm0 || ODHOBUTE || COXpaHHTL |

PrucyHoK 7.93 — [laHeNib COXpaHeHnsa n nHnuymannsaymnm HacTpoek

7.5.4.1 MoanyHKT MeHto «PacnucaHune»

MoanyHKT MeHK «PacnucaHue» MO3BOASET MPOCMATPMBATL M yNpaBAATh
napameTpamy pacnucaHus 3anucu BUAEOMOTOKA W COXPAHEHUA U306pareHni
C BUAEONoTOKa. MoANyHKT MeHI0 «PacnucaHue» CTPYKTYPHO UMEET TPU BKNAAKW ANs
HeO6X0AMMOro KOH(UIypnpoBaHUA NapamMeTpoB: «3anucb» — KOH(UIypUpoBaHue
KafleHAapHOro pacnucaHus 3anucu Buaeonotoka; «CHUMOK» — KOHdbMIrypupoBaHue
KafleHAapHOTO  PacnMCaHMA MO COXPAHEHMIO  M300paxeHWn  C BULEOMNOTOKA;
«Mpa3gHukM» —  KOHUrypupoBaHWe  KaneHgapHoro  pacnucaHus  paboThbl

Bugeokamepbl (PucyHok 7.94).
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BOLID FEEETE S @ ¥ A

b HacTtpo#ika kaMmepbl 3anuce CHUMOK lpasoHukn
b Cetb
P CoBriTuna

¥ 3anuck M XpaHeHue

> Pacnucanne

XpaHeHwe apxWea
HacTpoikm zanucu
p Cucrema

b Wncbopmauus
PucyHoK 7.94 — MoanyHKT meHio «Pacnncanmne»
Mepea HaACTPOMKOW pacnuMcaHWA MNONb30BaTeNb [AOMKEH BKYUTb PEXUMbI
BbIMOAHEHMA 3anMCM U CHUMKOB. Ecam pexumbl 3anncm M CHUMKOB BbIKNHOYEHDI,
TO BUJIeOKamepa He OyaeT 3anucbiBaTb  BUJEOMOTOKM  WAW  [eNnatb  CHUMKM

B COOTBETCTBUK C paCnncaHnem.

Bknagka «3anucb»

Bknagka «3anucb» npeaHa3HayeHa [Ana KOHUrypuMpoBaHMA NapameTpoB
[AETanbHOro  HeAenbHOro  KaneHaapa  pacnuMcaHua  No BbIMOAHEHUIO  3anucu

Buaeokamepoi. iHtepcdenc npeactaBneH Huxe (PucyHok 7.95).

IP-kamepa S @ & A T

b Hactponka kamepbl 3anuce CHUMOK INpasgHukn
» Cete

B Coo s ] Ocuoemoil 1 ] Oeickenne [V 3anuce no Tpesore M

(=]
%]
s
[=x]
[==]

10 12 14 16 18 20 22 24
1 [T

¥ 3anuck U XpaHeHUe

i

XpaHeHue apxuea Br

HacTpoiiku

HacTpoiiku

HacTpoiikm zanucu Cp

HacTpoiiku

» Cuctema Ue

HacTpoiku
» WUHdropmaums

HacTpoiiku

HacTpoiiku

HacTpoiiku

MpazgHueu

HacTpoiiku

Mo ymony. QO6HoEMTE H CoxpaHuTs ]

PucyHok 7.95 — Bknagka «3anuncb»
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3aparite AN KaMAoro AHA HeAenu nepuoabl BPEMEHU BbIMONHEHUS 3aMUCK
BW/1EOMNOTOKOB, OTMETMB WX C MOMOLLbI0 MblN Ha rpacduke (PucyHok 7.95) wunu

BBEJMTE BpEMeHHble MHTepBabl BPY4YHYIO BO BKNaaKe «Hactpolika» (PUCyHOK 7.96).

Capann LLEi e s TR ]

Kad
[] Bee MH ] Br 1 cp ] Yr O nr [ ca ] Be ] MpazgHmem
Mepuopnl 00 - 00 : 00 |- 23 : 59 : 59 |[]| Hopma [ OewweHwe [ Tpesora
MNepuon2 00 : 00 : 0O |-| 23 : 59 : 59 |[] Hopma [ | Oewsenwe [ | Tpesora
lNeproa3 00 : 00 : 0O |-| 23 : 59 : 59 |[] Hopma [ | Oewsenwe [ | Tpesora
Mepwogd 00 - 00 : 00 \-| 23 : 59 : 59 ([ | Hopma [ | O=sumwenve [ | Tpesora
Mepwons 00 : 00 : 00 \-| 23 : 59 : 59 ([ | Hopma [ | O=smeenwe | | Tpeeora
Mepwon6 00 : 00 : 00 \-| 23 : 59 : 59 ([ | Hopma [ | O=smeenwe | | Tpeeora
‘ COXpaHWTE ‘ | OTMEHA |

PrucyHoK 7.96 — Bknagka «3anucb»: Hactpomnku
Brknapka «CHUMOK»

Bknagka «CHMMOK» npefHasHayeHa [AfA KOHMUIypuMpoBaHMA MapameTpoB
[eTanbHOr0 HeAeNbHOro KaneHaaps pacnucaHus Mo BbINONHEHUIO COXPaHeHUs
n306paXeHUn C BUAEOMNOTOKOB BuAeoKamepbl. VHTepdenc npeactaBneH Huxke

(PucyHoK 7.97).
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IP-kamepa O A ¥

» Hactpoiika kamephbl 3anuck CHuMoOK MpasgHnkn
» Cetb
b CoGuimns M1 OcHosHoii W] Dewxenve [+ 3anuce no Tpesore M

(=]
ra
=N
[=x]

¥ 3anuce U XpaHeHne 8 10 12 14 16 18 20 22 24

M1 HacTtpoiiku
XpaHeHWe apxuea Br HacTpoiiku
HacTpoiixu zanucu Cp HacTpoiiku

» Cucrema yr

HacTpoiiku

> WHcdpopmaunna
fr HacTpoiiku

Co HacTtpoiiku

e Hactpoliku

il HUEW -
R Hactpoliku

Mo ymony. H OBHoEMTE H CoxpaHuTs l

PucyHok 7.97 — Bknagka « CHUMOK»

3ajaiite [ON1A  KAXAOro [HA Helenu nepuofbl BPEMEHU BbIMONHEHUS
COXpPaHEeHUs N3006paxeHn, OTMETUB UX C MOMOLLbIO MbllY Ha rpaduke (PucyHok 7.97)
WIW  BBEAWTE BPEMEHHble WHTEpPBaNbl BPYYHYID BO BKNaake «HacTpoirkm»

(PucyHok 7.98).

Il
[] Bee MH 1 Br [ cp [] ur ] mr [] co [] Be [] MpaznHmem
Mepwogi 00 : 00 : OO0 -| 23 : B9 : 59 |[ ]| Hopma [ OswkeHne [v] Tpeecra
Mepwon2 00 : 00 : OO0 -| 23 : 59 : 59 |[ | Hopma | | OsweeHne [ | Tpeeora
Mepwog3 00 : 00 : OO0 -| 23 : 59 : 59 |[ | Hopma | | OsweeHne [ | Tpeeora
Meprond 00 - 00: 0D |- 23 : 59 : 59 |[] Hopma [ | Oeuwedue [ | Tpeeora
Mepwons 00 : 00: 00 |-| 23 : 59 : &9 |[] Hopma [ | Oewxenne [ | Tpeeora
Mepwon6 00 : 00 : OO0 -| 23 : 59 : 59 |[ | Hopma | | OsweeHne [ | Tpeeora
| COXpaHNTE ‘ | OTmeHa ‘

PucyHoK 7.98 — Bknagka «CHMMOK»: HacTponkm
Bknagka «lpa3gHuKu»

Bknagka «[llpasgHuku» npeaHasHavyeHa ans KOHbUrypupoBaHUA NapameTpoB
M YCTAaHOBNEHWUA UCMONHAEMOro BUAEOKaMepPON roloBOro pacnucaHns BbIXOAHbIX JHEN

B paboTe Buaeokamepbl. MHTepdelic npeacrtasneH Huke (PUcyHOK 7.99).
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BoibepuTe B KaneHaape [Aathl BbIXOAHbIX, MNPAa3AHUYHBIX U UHbIX [HEN,

B KOTOpPblI€ HE AOJ/IXHA OCYLWEeCTB/ATLCA 3aNCb UIN COXPaHEHNE VI306pa>KeHl/Il7I.

IP-kamepa S @ 7z A E“

» HacTpoiika kamepbl Januck CHMmMOK MNpasgHukn
P Cetb

b Cobiiri [] 3ammce [ ] Chmmok

¥ 3anuck W XpaHeHue e o

_ Mu Br Cp Ur Mr Cco Bc
XpaHeHue apxuea

HacTpoiim zanucu

» Cucrema
» Wudbopmauus g | |10 1] |12 13| |14 15
16| |17 | (18] (19| |20 |21 | | 22
23| (24| |25| |26 |27| (28] |29

30

I OBHOBWTE ‘ I CoXpaHWTe ‘

PucyHok 7.99 — Brknaaka «l1pa3gHuKm»

7.5.4.2 MNoANYHKT MeHI0 «XpaHeHUe apxuBa»

[MoANyHKT MeHI0 «XpaHeHMe apxuBa» npeAHasHayeH pAanda npocmortpa
M ynpaBneHne napameTpamu HaCTPOWMKM XpaHeHUsA apxuMBa BUAEONOTOKA. B KayecTse
XpaHuauLia MOXHO 1CMNO/b30BaTh CeTeBON pecypc cepsepa FTP, ceTeBoe xpaHunuiye
NAS, Micro SD KapTy namaTu BugeoKamepbl.

[loANYHKT MeHI0 «XpaHeHne apxmBa» CTPYKTYPHO MMeeT YyeTbipe BKNaLKU ANA
HeobX0AMMOro KOHUrypMpoBaHUA NapameTpoB: «XpaHeHne» — KOH(UrypupoBaHue
mecTa CoxpaHeHus BuaeonoToka; «SD KapTa» — KOHQUrypMpoBaHue pexnma
yTeHuMs/3anucm U «ropsvyen  3ameHbl»  SD KapThl  Buaeokamepbl;  «FTP» —

KOH(UrypmnpoBaHue cepsepa FTP ana apxvBHOro XpaHeHWs AaHHbIX BUAEOKaMepbl U

U4 .
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«NAS» — KoHdurypuposaHme NAS ana apxXMBHOrO XpaHeHWUA [AaHHbIX BUAEOKAMepbl

(PucyHok 7.100).

P Hacrpo#ka kamepsl XpaHeHWe SD kapTa FirP NAS
P Cetb

b CobbiTHA

¥ 3anuck U XpaHeHue

Pacnucanne

" » Xpanenwe apxupa

Hactpoiii 2anmci
b Cucrema

P WUHcbopmauun
PrvcyHOK 7.100 — lMoanyHKT MeHio «XpaHeHne apxusa»
Bknagka «XpaHeHue»

Bknagka «XpaHeHue» npeAHasHayeHa ANA  ynpae/ieHUs napameTpamu
HAaCTPOMKM MecTa XpaHeHust BuaeonoToka. MHTepdeic npeactaBieH  Huxke

(PucyHok 7.101).

=I=]4[=] IP-kamepa QO @ ¥ A

P Hactpoiika kamepkl XpaHeHue SD kapta FTP NAS

b Ceta Buaoeozanuck CHUMOK

- 3anMce Ha: MocToAHHaA 3anmce OBHap. ABMXEHWA 3anuck no Tpesore 3anuce Ha: MocToAnHanA 3anuce OOHap. ABMweHWA 3anuce No Tpesore

¥ 3anuce 1 XpaHeHue SD kapta E E SD kapra E @
Pacnucanne FTP [l ] [] FTP [l ] []

Nas O 0 0 Nas u ] 0
HacTpoim sanucu

[ Mo ymony ] [ OGHOBEUTE I ’ CoxpaHnTb I
p Cuctema

> UHdopmauuna

PucyHok 7.101 — Bknagka «XpaHeHue»
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Bknagka «SD KapTta»

Bknagka «SD Kapta» npejgHasHayeHa ANns  ynpaBneHus  QYHKLUSMU
noarotoBku (thopmMatmMpoBaHus), 3aMeHbl, PeXMMa YTeHue/3anucb PaboTbl KapTbl

namaTi Buaeokamepsbl. HTepderic npeacrtasneH Huke (PucyHok 7.102).

CIETU=] iPravepa D @@ W A B
P Hactpo#ka kamepbi XpaHeHue SD kapta FTP NAS

P Cete
P CobwiTua
¥ 3anuckb ¥ XpaHeHHe

Pacnucanue

HacTpotix zanuci

P Cucrtema

P Undopmayun

Toneko YTeHne || Yrenmelsanuce ‘ i Waeneus ] | OBbHoEUTE | Dopmar.

PucyHok 7.102 — Bknagka «SD kapta»

Bknagka «FTP»

Bknagka «FTP» npeaHasHayeHa Ans ynpaBneHWs napameTpamyt HacTPOMKU
aBTOPM30BAHHOro A0CTyna BuaeoKamepbl K cepepy FTP gns apxvBHOro XxpaHeHus

AaHHbIX BULeoHabnoaeHus. NHTepdeinc npeactaBneH Hmke (PucyHok 7.103).
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IP-kamepa S @ ‘

» Hactpoika kamepsl XpaHeHue 5D kapra FTP NAS
> Cete
[ ] Brn. |SFTP(pEKOMEH;1yeTCH}ﬂ
p CobbiTHA
Cepeep 0.0.00
¥ 3anMcb U XpaHeHWe
MopT 22 (0~65535)
PacnucaHue
Monk3oeaTens anonymity
~ I'Iaponb 28RO RRRRORRRRRRR
Hampomm 3anUcH
P Cuctema AT share
» WHchopmauus [] Tpesora (nokans)

Tect

[ Mo ymony. l l ObHoBKUTL ‘ l CoxpaHuTte

PucyHok 7.103 — Bknagka «FTP»

Bknounte dyHKkumio FTP, 3anonHute appec cepsepa FIP, nopt, wumsA
nonb3oBaTensa, Napofib M COOTBETCTBYIOLWMN MNyTb COXpaHeHuA. [locne coxpaHeHus
BBEJIEHHbIX [AHHbIX pPeKoMeHAyeTcA BblOpaTb «TecT» 1A MPOBEPKM BO3MOKHOCTM

COXpaHeHuA BUAEOonoToKa Ha cepeepe FIP.

Bknagka «NAS»

Bknagka «NAS» npeaHasHayeHa Ans ynpaBNeHMA NapameTpamu HACTPOMKU
aBTOPM30BAHHOrO A0CTyNa BUAEOKaMepbl K ceTeBoMy xpaHunuwy NAS ans apxMBHOro
XpaHeHWs  [daHHbIX  BuaeoHabniogeHus.  WHTepdenc  npeactaBneH  HuKe

(PucyHok 7.103).
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BOLID [[XNO T S @ z A

P Hactpoiika Kamepsi KpaHeHue SD kapta ETP NAS
b CeTe [ 1Bex
b CobGreiTHs !

Cepeep 0.0.0.0

¥ 3anuck U XpaHeHue

[upekTopua
Pacnucanue

> Xparenue apxuea

Mo ymony. I [ OBHoBMTE l l CoxpaHuTts

HacTporiwm zanncu
P Cucrema

b UHdopmauun

PucyHok 7.104 — Brknagka «NAS»

Brkntounte dyHKkumnio «NAS», 3anonHute appec cepsepa NAS, yKamuTe nyTb

(nanky), nocne 3Toro BO3MOXHO COXPaHEHMe 3anucu uUam u3obpaxkeHns Ha cepBepe
FTP.

7.5.4.3 NMoanyHKT meHI0 «HacTpOMKM 3anncuy»

HOD,I'IVHKT MEHIO ((H&CTpOVII-(VI 3anncn» npeagHasHad4yeH AanAd HaCTpOVIKM

napaMeTpoB 3anucu BuaeonoToka. Mintepdeic npeactaBneH Hmke (PucyHok 7.105).

IP-kamepa S @

P Hactpohka kamepsl HacTponkwu zanucw

b CeTb
p CobBLITHA OTpesok 3anucK 8 Mun. (1~120)
¥ 3anuck U XpPaHeHHe MNpepaanuce 2 cex (0~2)
Pacnucanve 3anon-wue SD kaptel | Mepesanwcs v|
XpaHeHue apxuea Pesxum zanucu (@) Asto () Bpyun () Bemxn.
MoTok ANA 2anuck IDCHOBHOﬁ noToK ﬂ
P Cucrtema

[ Mo ymony. ] I ObHoBWUTE l [ CoXpaHuTh
P WNHbopmaumn

PrcyHoK 7.105 — lNoanyHKT MeHt0 «HacTponKu 3anucuns
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YcTaHoBUTE ANUTENBHOCTL 3anuck (0T 1 Ao 120 MUH), Bpemsa npeaBapuTeNbHON
3anuc (0T O A0 5 C) [10 BO3HMKHOBEHUA COOLITUA U BbibepuUTe PEXUM 3anuciu.

Onpeaennte NOTOK 3aNMUCU: OCHOBHOW UAWN AONOAHUTENbHbIN.

7.5.5 MyHKT meHio «CUcTeMan

[lyHKT MmeH «Cuctema» npegHasHayeH pAna MpocmoTpa W ynpasieHus
6a30BbIMI CUCTEMHbIMM MapaMeTPamn BUaeOKaMepbl.

NHTepdenc nyHKTa MeHwo «Cuctema» MMeeT cemMb noAnyHKkToB: «O6Lme
HaCTPOMKMNY, «lonb3oBatenny, «be3onacHoCTbY, «[llo YMONYaHUIO»,
«MImnopt/3Kcnopt»,  «ABTOGYHKUMM»,  O6HOBNeHMe  cuctembl».  WHTepdeiic

npeactaBneH Huxe (PrcyHok 7.106).

IP-kamepa O

b HacTtpoika kamepsl
P Cetb

P CobeiTHRA

P 3anuck U XpaHeHUue

¥ Cucrtema

MonkzoBaTteny

BeaonacHooTe

Mo ymonuadno
HMunopT/3ecnopt
AsTodyHKLMK
ObHoBNEHWE CUCTEME]

P MHdhopmaunn

PucyHoK 7.106 — lyHKT meHto «Cuctemar

Kayabli  MOAMYHKT  MEHI  OTKPbIBAaeT  BKNAAKYy  KOH(UrypupoBaHus

COOTBETCTBYWOLMNX NapamMeTpoOB. COXpaHeHI/Ie N nH1UUmnann3aymna napameTpoB BKIaKN
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BbINMOJIHAETCA Yepe3 UHTEPAKTUBHYIO NaHe/lb COXpaHeHNA N HNLUMNaNn3aunnm HaCTpoeK

3Ton BKnaaku (PvcyHok 7.107).

|I‘onr.|onuaHmo || OBDHOBMTE || COXpaHHTL |

PucyHoK 7.107 — MNaHenb coxpaHeHns 1 UHULManM3aL M HacTpoex

7.5.5.1 MoanyHKT MeHio «O6LmMe HaCTPOKU»

MoanyHKT MeH0 «O6lMe HACTPOMKM» NpeAHa3HayeH [Ans  npocmoTpa
M yNnpaBNeHnss CUCTEMHbIMW NapameTpamu Bblbopa CTaHAApPTOB BUAEO, A3blKa
nuTepdenca, MMeHn Buaeokamepbl. MoanyHKT MmeHio «OCHOBHOWM» CTPYKTYPHO MMeeT
[AB€ BKNAAKW AN HeobXoAMMOro KoHdurypupoBaHus napameTtpoB: «O6uime
HaCTPOMKM» —  KOHMWUIypupoBaHME OCHOBHbIX 6a30BbIX HACTPOEK  CUCTEMbI;
«[lata/Bpema» — KOH(UrypupoBaHMe CUCTEMHbIX MNApPaMeTPOB BPEMEHWU U AaThl

Bugeokamepbl (PucyHok 7.108).

BOL'D RIAETEE]

P HacTtpoika kamepsl O6GWKWe HACTPOMKM Hata/Bpema
b Cete

b CobuiTnA

P 3anuck U XxpaHeHue

¥ Cuctrema

Monsaoeatenu
BezonacHocTs

Mo ymonyanuo
MmnopT/3xcnopT
ABTodyHKLMKW
OBbHoBENEHKWE CHCTEME

P UHcpopmaumn

PrcyHoOK 7.108 — MoanyHKT meHto «O6Limne HaCTPONKu»
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Brnaaka «Obuue HacTpomKu»

Bknagka «Obuwme HacTpoMKM» npefHa3HavyeHa A NPoCMOTpa U ynpaBieHns
CUCTEMHbIMM MapamMeTpamu Bblbopa CTaHAApPTOB BUAEO, f3blKa MHTepdenca, NMeHu

BUuaeokamepsbl. iHTepdeiic npeactaBneH Huxe (PucyHok 7.109).

EEDE pravepa @ @ W A P

b Hacrtpoika kamepel OB KWe HACTPOMKK Hata/Bpewmsa

b Cete

p CobuiTHA WMmA yeTpoicTea 6G083CAPAGS2065

P 3anuce U XpaHeHHe Habik |F"3'CCKHIFI v
¥ Cucrema CTaHAapT BMAEO |p,q|_ v

> Obuwe HACTPOHKM

’ Mo ymonu. l [ OBHOEMTE ] [ CoxpaHuTe
MNonezoBaTenw

BezonacHocTe

Mo ymonuaxmo
Wmnopt/3kcnopt
AeTodyHKLMM
OBHOBREHWE CHCTEME

P Undropmaumn

PucyHok 7.109 — Bknaaka «O6Lme HacTponKm»
Bknaaka «[lata/Bpemsa»

Bknagka «[lata/Bpems» npeaHa3HayeHa ANsS NPOCMOTpa M ynpaBieHus
CUCTEMHbIMM NapameTpamMu BpeMeHun 1 AaTbl BUgeokamepbl. MiHTepdenic npeacraBneH

Hue (PucyHok 7.110).
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IR Pavers D @ W A B
P Hactponka kamepel |(ODLiME HACTPOMENA Oata/Bpemn
p Cetb
» CobGkITUA Qopumat fatel | exs-Mecau-Ton v
p 3anuck U XpaHeHHe Qopwart spemeny |24y v
¥ Cucrtema Yacoeol noAc |(UTC+DS:DD) Mockea, CankT-MNetepbypr, Bo ﬂ
TR 16-11-2020 5 11 - 06 - 10
MNonkzoeatenwu [ ] Nethee spema
BezonacHocTs Tun (® Nata ) Hepens
Mo ymonuakuio Hauano ECERIE V]| 00 00 00
Wnopr/3xcnopt Bpema okoHuaHna IFIHB v |2 ~| 00 : 00 00
AsTodyHKLM [] Cunxpon. ¢ NTP
OBHOBNEHWE CUCTEME
NTP Cepeep clock.isc.org
P WHopmaums
Mopt 123
MNepwop cbHoenenna | 10 Mun. (0~30)
’ Mo ymonu. l [ OBHOBWTE l l COoXpaHuTe l
PucyHok 7.110 — Bknaaka «/[lata/Bpems»
OyHKLMKM 1 3HaYeHUA NnapaMeTpoB npeacTaBieHbl HUKe (Tabnuua 7.34).
Tabnuua 7.34 — OyHKLMKM 1 3HaYeHNUs NapaMeTPoB BKNaAKK «[lata/Bpems»
MNapameTp OyHKuMA
®opmar patbl Bbibop hopmaTta Aathl
®opmat BpemeHu 24-yacoBou 1 12-4yacoBou hopmaTbl BpEMEHM
YacoBou nosc Bbi6op YacoBoro nosica
HacTporika TeKywero BpeMEeHM W aaTbl, CUHXPOHM3ALUA
TeKywee Bpems P yill P AdTel, P 4
C Tekywmm BpemeHem (MK
YcTaHOBKa B COOTBETCTBUU c popmatom  paartol nnu
Tun DST B COOTBETCTBUMU C HeZe/ibHbIM dbopmaTtom nepexoja
Ha NneTHee BpemsA
CuHxp. ¢ NTP BKntoyeHue NnpoTOKO/ia CETEBOTO BpeMeHM
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MNapameTp OyHKuMA
NTP CepBep BBoga agpeca cepBepa BpeMeHu
MopTt [TopT noaKN0YeHNA K cepBepy

3afgaHne  NepuoAMYHOCTM  CUHXPOHM3aLUKW  YCTPOMCTBA

Nepropg o6HOBNEHMS
C CEPBEPOM BPEMEHMU

7.5.5.2 MoanyHKT meHto «llonb3oBarenu»

MoanyHKT MeH «[llonb3oBatenn» MNo3BONAET KOHMUIYypMpoBaTb CUCTEMHbIE
napameTpbl yYeTHbIX 3anncen BugeoKkamepbl. Y4eTHas 3anucb — 3T0 UMA No/b3oBaress
WAK TPYNMbl y4eTHOM 3anucu. MoanyHKT meHto «[lonb3oBaTenm» CTPYKTYPHO MMeET aBe
BKNAAKU AN HEoOXoaUMMOro KoHhWUrypupoBaHusi mapametpoB: «[lonb3oBatenu» —
KOH(UrypMpoBaHMe Yy4yeTHOM 3anuMcyu MNoNb30BaTeNnA B Trpynne YYeTHbIX 3anucen;
«ONVIF nonb3oBatenb» — KoHgurypuposauue rpynnbl  ONVIF nonb3oBarteneu

(PucyHok 7.111).

BOLID JIEEIE

b Hactponka kamepel [lNonszoeatenu | [lonb-tens Onvif
b Cete

P CobGuiTHA

P 3anuck U XpaHeHue

¥ Cucrtema

OBbLme HACTPORKMA

% TMonezosarenu

BeaonacHocTe

Mo ymonuaHuo
Mmnopti3kcnopt
ABTOodYHKLAK
ObOHOBMEHWE CHUCTEME

P UHdopmauna

PucyHok 7.111 — lNMoanyHKT meHto «[lonb3oBartenm»
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Bknapka «[lonb3oBartenu»

Bknaaka «lonb3oBaTtenn» no3BoNsieT ynpaBisaTb CUCTEMHbIMKM NapameTpamu
YYeTHOW 3anucu NoNb30BaTeNA B rpynne yyeTHbIX 3anucein. MHtepderic npeacrasneH

Hue (PucyHoK 7.112).

IP-kamepa S @ A ¥

P Hactpomnka xamepel Monesosarenn | flone-tens Onvii
P Cete

» CoBkiTna [ Auorumso

P 3anuce n XpaHeHne Fpynna
¥ Cuctema
Obive HacTpokEn 1

BesonacHocTs

admin admin admin s account / o+ -

Mo ymonuatuo
Wmnopti3kcnopt
AsTodhy HKLIK
OBHOBREHNE EUCTEMb!

P WHchopmauuna

MNpaea none3oearens

Mons3 MpocmoTp Bocnpouze-e Cucrema Wrucbopmauwa o cucteme
ApXMEMpOBaHME hainoE  XpaHunuile Cobbmus Cete MepudbepwiiHos
MapameTpel ayguol/engeo  BesonacHocTs ObenyxuBatne

PucyHok 7.112 — Bknagka «llonb3oBarenn»

MMA yyeTHOW 3anucy nonb3oBaTeNis MOXET coaepwaTtb A0 15 CUMMBONOB.
Maponb y4eTHOW 3anucKu AOMKEH COAepKaTb TONbKO LMdpbl 1 OYKBbI. Monb3oBaTeNb
C NpaBamMMn afMUHUCTPATOPA MOXET M3MEHATb Napo/b APYroro nonb3osatens. MoxHO
BblOpaTb COOTBETCTBYIOLIYIO Tpynny W Ha3HayuMTb MNpaBa [AAs NoNb30BaTeNel
B 3aJj@aHHbIX rpynnax. ima nonb3oBaTens U UMs rpynnbl A0MKHbI ObITb €JMHCTBEHHbBIMU.
Haxopawminca B cucTeMe NONb30BaTeNb HE MOXET WM3MEHATb COOCTBEHHble NpaBa.
O6paTute BHMMaHWe: MpaBa NONb30BaTENs He MOTYT MPEBbIWATh 3aJaHHbIX NpaB
rpynnbl. Mpu pa3pelieHnn aHOHMMHOTO BXofa B cucteMy (C orpaHUYeHHbIMU NpaBamm)
He TpebyeTcs BBOAWTb MMS MONb30BaTeNs v naponb. Mpu aobaBneHWn Nonb3oBaTens
K rpynne HeobxoaMmMo Ha3HayuTb Npasa.

[ns pefaKTUPOBAHWA YYETHOW 3anuCu, CMEHbl Mapons  WCMNob3yunte
WHTEPAKTUBHbINA 3/1IeMeHT ynpasneHus = = L.

\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauvaHo c sec.ru




BOLID VCI-722. Bepcusa 3. PYyKOBOACTBO NO 3KCMJyaTayuu 138

[insi BXoAa B cMCTeMy BueoKaMepbl 6e3 aBTopu3aumm CyKUT UHTEPAKTUBHbIN

Bxop Dez agTopU3aLMM

3/IeMEHT ynpaBfieHus
B cucteme Bugeokamepsbl Mo yMONYAHUIO MMEIOTCA [BE YYETHble 3anncu rpynn
nonb3oBatenen: «admin» u «user». [lonb3oBatenb «admin» KUmeeT npasa

aAMUHUCTpaTopa.

Bknagka «ONVIF nonb3oBaTtenb»

Bknagka «ONVIF  nonb3oBaTenb» npepHasHayeHa Al1a  ynpaB/eHUs
CUCTEMHbIMX napameTpamu yyetHon 3anmucu ONVIF nonb3oBartend. WHTepdenc

npeacraBneH HUxe (PucyHok 7.113).

IP-kamepa S @ ' A ¥

P HacTpoiika kamepsl Monbscsaten  Mone-tens Onvif

b Cets

b CobuiTua

1 admin admin £ —]

P 3anuck ¥ XpaHeHWe

¥ Cuctema
OBume HacTpoitka
bBeaonacHocTs
TNo ymonuauuio
Wnnopt/3kenopT
AsTohyHELMK
OBHoenexne cucTeMsl

b Undopmaumsa

PucyHok 7.113 — Bknagka «ONVIF nonb3oBaresnb»

7.5.5.3 MoanyHKT MeHto «be3onacHOCTb»

MoanyHKT MeHto «be3onacHOCTb» MpeaHasHayeH AnAa HAaCTPOMKM NapameTpoB
noBbilleHNs 6e30nacHOCTM BuaeoKamepbl. [loanyHKT MeH «be3onacHocTb»
CTPYKTYPHO MMEET TP BKAAAKN AN He0OX0ANUMOro KOHMhUIypMpoBaHUA NapameTpoB:
«06cnymBaHue cuctembl», «HTTPS», «bpaHamayap». ViHTepdeinc npeactaBneH Huxe

(PucyHok 7.114).
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IP-kamepa @ @

P Hactpoika kamepel OGcnyXuBaHWE CUCTEMEI HTTPS Bpangmayap
b Cets
b CobeiTHA
P 3anMck ¥ XpaHeHue
¥ CucTtema
Oblye HACTPORENA

Monbzosatenn

Mo ymonuaHui

Wmnopt/3kcnoprt
AsTodyyHELMW
ObHOENEHWE CHCTEME

b UHdopmauna

PucyHok 7.114 — lMoanyHKT MmeHio «be3onacHoCTby
Bknagka «06cnymmuBaHue cMcTemsl»

Bknagka «O6cnyxuBaHMe CUCTEMbl» MpeaHa3HayeHa Ans  ynpasieHus
ceteBbiIMM npoTokonammu SSH, CGIl, ONFIF wnap. WHtepdenc npeacraBneH Huxke

(PucyHok 7.115).

CEDE Pravera < @ W A B

» Hactpolika kamepel OBcnyXMBaHWE CUCTEMEI HTTPS Bpanamayap
» Cete
» CobBumus SSHD roudmrypaunn [ Brn.

P 3anucek U XpaHeHWe Muoroaapechiiitf w... 7] B,

¥ Cuctema

L . C6poc napona Ben.  Paseps. email agpec
OBme HACTPORAKA
MonezoBatend CGI Cepauc Bia.

S B

Mo ymonyanuo
Genetec Cepauc Brn.
Wmnopt/Skcnopt

AsTodyHeumn LWuchpoBaHue nepe... [ | Brn. “Moxanylicta, ybegntecs, 4To nogodpakHele yeTpofcTEa WNK NporpamMmMHoe obecnedyeHe NOAASPHMBAT MYHKLMIO elindpPoBKM Braeo.
OBroanenue cucTemsl RTSP no TLS ] Ben. “MoxanyiicTa, ybeguTecs, uTo NOAOBPaHHEIE YETPOCTEA UMK NPOTPaNMMHOE oBecneyeHe NOAAEPXMBAIOT (yHKLMIO AelUndPOBKN BHes.

o L Ln MobBuneHoe Push y Brn.

Pesxum aytentuduk. .. | PexuM Ge30nacHocTH {ﬂ

l Mo ymonu. H OBHoaNTE l [ Coxpanute l

PucyHok 7.115 — Bknaaka «0O6cnyxunBaHue CUCTEMbI»
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®yHkuma SSH no3Bonser ypanéHHo 6e3omnacHo 4epe3 ceTb pabortatb
C BUAEOKAMEpPOW C KOMMblOTepa Yepe3 KOMaHAHyl 000104Ky, nepeaaBaTb
no wudpoBaHHOMY KaHany 3BYKOBOM TMOTOK, BWAEONOTOK BUAeoHabNOAeHNs,
06HOBNEHUS.

CGl Cepsuc (Common Gateway Interface — O6wmnin uHTepdeiic WA3a) —
CTaHaapT uHTepdenca, MCNONb3YyEMOro [ANA  CBA3M  BHELWHEW MPOrpammbl
c Beb-cepBepom.

CraHgapt ONVIF— oTtpacneBon CcTaHAapT, onpeaenawwmn npoTOKObI
B3aMMO/eNCTBUS CeTeBOro 0bopyaoBaHMS (ceTeBble BMAEOKAMeEpblI,
BUJIEOPErncTpaTopbl 1 Ap.), obecneynBaloLMin COBMECTUMOCTb.

Genetec cepBUC — MHTErpaLusa ¢ nporpamMmmHbim obecneyeHrem Genetec.

Bknapka «HTTPS»

Bknagka  «HTTPS»  npeaHasHayeHa Ans  NPOCMOTPa M ynpaBieHus
napameTpamy  MoBbilieHWs  6e30MacHOCTM  ceTeBOW  paboTbl  BUAEOKAMEPHI
C UCTMONb30BAaHMEM CeTeBbix cepTuduKkatoB. WHTepdenc npeactaBneH  HMXe

(PucyHok 7.116).

U4 .
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IP-kamepa ® @m ¥ A -
P Hactpoika kamepsl OBCHERUEIHNE CHETEME] HTTPS Bpangmayap
P CeTb
p Cobuitun [] Bun. HTTPs
b 3anuce ¥ XpaHeHue Bepcus npotokona
¥ Cucrtema AKTMEUDOBATE. .
OBiwe HacTpoiiu Cospats cepruduiar
MonszoEaTenu
[ > besoracrocrs [
TNMo ysonyaruo
Wnnopi3xcnops Janpoc coznaH l ¥ aannte | ‘ YeTaH-ka ‘ | 3arpyauTe
ABTODYHKLMK 2 £ GE g
OBHosneHMe cHCTeMb! TyTe k cepTidukaty Mowck...
» WUHdopmauua MyTe K kNUY CEPTH... l Mowck.... | ‘ 3arpyzka ‘

CeprudnkaT ycTaHOBMEH

CepTuduKkar ycTaH. ..

ATpudyT

| (OBHoBKTE | [ CoxpanuTs |

PucyHok 7.116 — Bknagka «HTTPS»

Bupeokamepa nosBonsier co3aatb camonoanucHon (self-signed) ceptudukar
(PucyHok 7.117), He obpawascs B YaoctoBepsowmin LleHTp ceTeBbix cepTUdUKaTOB.
Ha chopmmpoBaHHbIn  cepTduMKaT HEOOXOAMMO BbIMOMHUTL €ro NPOBEPKY Ans
yCTpaHeHWsA yA3BUMOCTU Ucnonb3osaHma HTTPS.

HTTPS (HyperText Transfer Protocol Secure) — pacwupeHune npotokona HTTP
AN NoAfepXKu wudpoBaHMs B LENAX MoBblleHWs 6e30nacHOCTM Ha OCHOBeE
npumeHeHns cepTuduKkatoB ceTeBon 6Ge3onacHocTu. [laHHble B npotokone HTTPS
nepeaalTca noBepx Kpuntorpaduyeckmx npotokonos SSL nan TLS. B otanyme ot HTTP
¢ TCP-noptom 80, ans HTTPS noymonyaHuto ucnonb3dyetrca TCP-nopT 443. YtoObl
NoAroToBUTLCA K 06paboTke https-coeaguHeHUR, afMUHUCTPATOP AOMKEH MOAYYUTb
M YCTAaHOBUTb B CUCTEMY CepTUdUKAT OTKPbLITOro Kilya pAns 3Toro Beb-cepsepa.
CepTdmKaT OTKPLITOro KAt4a NOATBEPHAAET NPUHAANENKHOCTb AAHHOIO OTKPbLITOro
Knoya Bnagenbuy canta. CepTuduKaT OTKPBLITOrO K/o4a M CaM OTKPbITbIA KoY
NOCbINAIOTCA KANEHTY NPU YCTAHOBIEHUN COeAMHEHUA; 3aKPbITbIM KNOY UCNONb3YeTCs
ANs paclumndpoBKM COOBLLIEHNIA OT KIMEHTA.

OYHKL MM 1 3HaYeHUA NapaMeTpoB npeacTaBieHbl HUKe (Tabnuua 7.35).
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Tabnuua 7.35 — GyHKUMM 1 AMana30Hbl 3Ha4Y€HMI napameTpoB BKAagkn « HTTPS»

MNapameTp OyHKUMA
Brntouuntb
HTTPS BrkntoyeHne/oTknoueHne GyHKUUN ceTeBoro npotokona HTTPS
Co3patb
OyYHKLMA cO3aaHNA CAaMONOANMUCHOro cepTudurKaTa
ceptudukar

3anpoc co3jaH

3anpoc Ha COXpaHeHNe Co34aHHOro camonognmncHoro CepTI/ICbl/IKaTa

Mytb
K ceptudukary

3arpysKa B CMCTeMy BUAeOKaMepbl FOTOBOro NOAMNMCAHHOTO
ceptnudukarta

[MyTb K KN4y

OTKprTVIe cUcTeEMOn n YCTAHOBKA B CUCTEMY BUAEOKAMEpPDI cbal7|na

ceptuduKarta K/toYa Ha roToBbIN MOANNCAHHBIN cepTudnKaTt

Ceptudukar OYHKLMA BO3MOXHOCTW YAANEHUA U3 CUCTEMbI BULEOKAMEPbI
yCTaHOB/EH YyCTaHOBNIEHHOrO cepTudmKaTa

Atpubyt OYHKLMA NPOCMOTPA CBOMCTB YCTAHOBNEHHOTO cepTUdMKaTa

3oHa *e.g.CN

IP unu gomeHHoe uMa

Cpok rogHocTH 365 Oews*Auanazon :1-5000
Obnacts none
OBnacte none
Opranuzauma none
Myner none

Email

Coznats | | OTmeHa

PucyHok 7.117 — Bknaaka «HTTPS: Co3gatb ceptudukar

142

HTTPS TaKe MoOXeT Ucnosib3oBaTtbCa AN ayTEHTVICbVIKaLLVIVI CeTeBoro KnneHTta,

yToObl 0becneynTb AOCTyn K IP-yCTPOWCTBY TONbKO ABTOPWU30BAHHBIM CETEBbIM

nonb30BaTeNAM. ,U,flﬂ 3TOro  agMMHUCTPATOP 06bl‘-|H0 C03,£I,aéT CepTl/ICbl/IKaTbl anAa
KaXaoro noJjib3oBatesida W 3arpyxaet MXB6pay3ep KaxXaoro nosib3oBartenA. Takxke
Y % SEC.RU

KopoTkun nyTb K MHpopmaLmm CkayaHo c sec.ru




BOLID VCI-722. Bepcusa 3. PYyKOBOACTBO NO 3KCMJyaTayuu 143

OyayT npuHMMaTbCA Bce cepTUdUKaTbl, MOANMCAHHbIE OPraHM3aUuAMK, KOTOPbIM
nosepseT cepBep IP-ycTpoicTBa Buaeokamepbl. Takon cepTuduKat 06bIYHO COfEepPHKUT
MMA W agpec 3NeKTPOHHOW MoyYTbl aBTOPM30BAHHOrO MO/b30BaTeNs, KOTOPbIe
NPOBEPAITCA NPU KAXAOM COEAMHEHUW, YTOObI MPOBEPUTb UYHOCTb NONb30BaTENSA

6e3 BBOJa nNaposA.

Bknapgka «bpaHamayap»

Bknagka «BbpaHamaysp» npeAHasHayeHa pAfis MPOCMOTPa W ynpasBieHus
napametpamu pabotbl ceteBoro IP cdunbTpa BuAeoKamepbl, YyCTaHOBNeHME 3anpeTa

PING, v 3anpeta semijoin DDoS aTak. iHTepcdenc npeactaBneH Huxe (PucyHok 7.118).

CENE] pravepa @ @ W A P

b Hactpoika kamepol ODCAYKMBAHWE CHUCTEMBI HITRS BEpangmaysap
P Cets
P CobuiTHRA Tun |IP-punsTp v
P 3anuck U XpaHeHue B L]
v
S HCKea Mo ymonu. ” OBbHoeKTE ‘ [ CoxpaHuTe ‘

ObLuwe HacTpoRku

MonsaoBaTenu

Mo ymonuanuo

Mmnopt/3xenopt
ABTOdyY HELIMK
ObHoBNEHWE CUCTEMBI

b WHdopmaums
PucyHoKk 7.118 — BKknagka «bpaHamayap»

«IP dunbTp» — (YHKUMA MO3BONSET BbINONHUTL HACTPOMKY TaK, 4TOObI
nonb3oBatenn c onpeaeneHHbimn IP/MAC agpecamn mMornm UMeTb JOCTYN K CEeTeBOM
BUaeokamepe. Ecnm BrAountb MAbTp, TO AOCTYN K m3genuto 6yayt umetb TOJIBKO

nonb3oBatenn c aobaBneHHbix agpecoB. MoxHo paobasnath |IP-agpec, AvanasoH
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IP-agpecoB unu MAC. O6paTute BHMMaHue: CneayeT 3aaatb MAC-agpec B OJHOM 1 TOM

e CcermeHTe CeTul.

Pagpec V1. 0. 0. 1

| COXpaHuTL | | CTMeHa |

PucyHok 7.119 — Bknaaka «bpaHamayap»: lobasneHue IP/MAC agpeca

Monb3oBatensam 3anpewaercs yctaHaBauatb |IP/MAC-agpec ycTpoiicTBa
B KauyecTBe HafexHblx cantoB. MpoBepka MAC moxeT ObiTb AENCTBUTENBHON TONBKO
Toraa, Koraa IP-agpec yctponctea u IP-agpec K HaxogAaTca B 04HON NOKaNbHOW CeTH.

«3anpetr PING» — BKAOYeHME  GYHKUMM  NPUBOAWUT K NMPEKpaLLEHMIO
pearnpoBaHus BUAeOKaMepbl Ha BXoasliMe ping naKkeTbl (Ans yCnoXHeHUs noucka
1 06HapyKeHMe YyCTPOMCTBA B CETU B LieNsx obecneyeHuns 6e3onacHocTm).

«3anpet semijoin DDoS» — BKnouyeHne ¢YHKLMM NO3BONAET MNPUMEHUTD
HaCTPOWMKK, CYLWeCTBEHHO OrpaHuyunBaloline BO3MOXHOCTM DDOS arak, CBA3aHHbIX
c SYN- dnarom npotokona TCP (SYN-flood sABnsetca ogHum 13 Hanbonee

pacnpocTpaHEHHbIX BekTopoB DDoS aTak).

7.5.5.4 MoanyHKT MeHto «llo ymonyaHuio»

MoanyHKT meHto «[lo ymonyaHuio» npeaHasHavyeH ans cbpoca BCex HACTPOeK
YyCTPOWCTBA [0 COCTOAHMA «MNO ymonyaHuio. WHTepdenc npeactaBneH Huxe

(PucyHok 7.120).
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EI=I"J=] iP-kamepa S @m & A E’

» Hactpoika kamepel o ymon4aHuwo

b Cets

b CobuiTus Bce HacTpoikm ByayT cBpolensl Ao cocT-A No yMonyaHui, kpome [P agpeca v koHWrypaumu Nons3c0EaTensi.
P 3anuck W XpaHeHue MonHbii cBpoc NapaMeTpos yeTp-8a 40 COCT-R NO YMONMYaHMIO.

¥ Cucrema
Obue HAacTPorKK
MNonszosateny

BezonacHocTs
WmnopTi/Srcnopr
AsToyHKLMY
OBHoBREHWE CHCTEME!

» WMHdopmaunna

PucyHoK 7.120 — loanyHKT MeHIo «[10 ymonyaHuo»

[inA BOCCTaHOB/IEHWUA NapaMeTPOB MO YMONYaHUIO HEOOXOAMMO BblOpPaTh TUM

cbpoca HaCcTpoeK yCTponcTBa:

— «[lo ymonyaHuio» — BOCCTAHOB/IEHWE BCEX MapamMeTpoB BUAEOKaMepbl,
KpOMe 3HayeHWW aKTyaNbHbIX TEKYLWMX HaCTpOeK CeTn U aBTopu3auunu
nonb3oBarteneu, rpynn noib3osarenen;

— «3aBOACKME  HACTPOMKU» —  MOMHbIA  cOpoC  BCEX NapamMeTpoB
BUAEOKamepbl O 3aBOACKOr0 COCTOAHUA. PYHKUMA IKBMBANEHTHA KHOMKe
annapatHoro cbpoca «RESET». [ocne Haxatua «3aBOACKME HACTP.»
HeobxoaMMo BBeCTM naponb nonb3osatens «admin» B Web-uHtepdeiice.
3aBOACKME HACTPOMKM OyayT aBTOMATUYECKM BOCCTAHOBAEHbI MNocC/e

dBTOpPn3aLnn noaib3oBaTesid.

7.5.5.5  NoanyHKT meHI0 «MImnopT/3IKCcnopT»

MoanyHKT MeHio «/mnopT/IKcnopT» npeaHasHayeH ANnA MMNopTa/3Kcrnopra
danmna KoHurypupoBaHma BCeX NapameTpoB  BuAeoKamepbl. WHTepdenc

npeacraBneH HU¥e (PucyHok 7.121).
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EI=TEIE] iP-kamepa D @ W A
» Hactpoiika kamepbsl Wmnopt/3kcnopt
P CeTb
» CoBkiTuA M7 EEE)
b 3anuck U xpaHeHue T ] l R
¥ Cucrema . .
Mpu uMnopTe KoHgMIypaLu Npou3oHAET Nepesanice NpeabIayLLen
OBLyme HACTpOIEN
MonszoBatenu € Omcpums I.éj
~
BezonacHocTe @\_}" i - | +5 | | Mouck: Mysoixa yel [
e e 21 Ynopagounts ¥ Hogas nanka == -« i .'@
> Wmnopt/3xcnopt -
ABTOMYHKLMM 4[5 Bubnuotexn
> B
OBHoBneHne cucTemsl a hace
> j Joxyrenter
> Undpopmauus » k=] WaoBpaxkenna
5 =
4 M KomnetoTep R
> E_’, NokaneHelii guck (C:)
~ 4 m 3
Wma daiina: - lConfig Files (*.backup) v]
[ Otkpeite ] [ Otmena ]
R —————————

PucyHok 7.121 — lMoanyHKT MmeHio «IMnopT/IKcnopTs»

OyHKuMA «MmnopT» npeaHa3HayeHa AN 3arpyskM ¢ Komnblotepa (cetn)
B CMCTEMY BUAeOKamepbl thaina KoHpurypaunm (HacTpoek) BUAEOKaMepbl.
OyHKUMA «IKCMOPT» NpeaHa3HayeHa Ans coxpaHeHus B KomnbloTepe (cetn)

thanna KoHpurypauum (HacTpoeK) BULEOKamepbl.

7.5.5.6 MNoANYHKT MeHI0 «ABTOYHKLMU»

MoAnyHKT MeHI0 «ABTOMYHKLUMM» NpeAHa3HayeH [Ais HACTPOMKM MapameTpoB
aBTOMaTMYeCKON mnepe3arpy3kyn YCTPOWCTBA, aBTOMATUYECKOro yaaneHus dainos
C KapTbl MaMATK, a TaKKe /1A NPUHYAUTENbHOW Nepe3arpy3ku yctponctea. ViHtepdeiic

npeactaBneH Huxe (PucyHok 7.122).

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauvaHo c sec.ru



BOLID VCI-722. Bepcusa 3. PYyKOBOACTBO NO 3KCMJyaTayuu 147

IP-kamepa D &

P Hactpo#ka kamepsl = ABTOYHKUWKM

b CeTe

> CobriTis (] Aeo nepesarpyaxa

b 3anuchb M XpaHeHHe [] Aevo yaanenve chaiinos
¥ Cucrema

leuHDﬁ nepezan... |

Obume HAcTpoKK

‘ COBHOBKTE | ‘ CoxpaHuTe
Mons3oeatenn

BezonacHocTe
Mo ymonuaHuio

Mmnopt/3kcnopt

OBHOBNEHWE CHCTEMB!

P WNHdpopmaumna
PucyHoK 7.122 — MNoanyHKT meHto «ABTODYHKLNN»

«ABTO nepesarpy3ka» — aBTOMAaTM4YeCKas nepesarpyska YCTPOMCTBA
eXe[JHEBHO / B ONpefeNeHHbIN AeHb HEeAeNN B YyKa3aHHOE BpeMms.

«ABTO  ypaneHne  Qannos» —  aBTOMaTMyeckoe yaaneHve  annos
(BMAeo3anmcer 1 CHAMKOB) C KapTbl MAMATU, 3aNNCAHHbIX MO3Xe YKa3aHHOro AHSA.

«Py4HOM nepe3anyck» — NpuHyauTENbHasA Nepesarpyska ycTponcTBa.

7.5.5.7 MoAnyHKT MeHio «<O6HOBNEHME CUCTEMBI»

MoanyHKT MeHto «OOHOBNEHME CUCTEMbI» NpefHa3HayeH Ansa 0O6HOBNEHUS
«MPOLINBKN» BuaeoKaMepsbl. MHTepdenc npeactasneH Huke (PUcyHok 7.123).

dann «NpoWNBKN» [OMKEH MMETb paclumpeHune «*.bin» n cooTBeTcTBOBATH
Bugeokamepe BOLID VCI-722. AkrtyanbHas Bepcus danna pansa  o6HoBNeHUs
«NPOLLMBKM» BMAEOKAMEpPbI pacnofoXeHa Ha cante:

https://bolid.ru/support/download/.
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IP-kamepa S @

» Hactpoika kamepsl OBHOBReHWe cUCTEMBI

b Cete

b CoBbITHA Mpowuera: | Buibop... | | ObHosneHne

P 3anuckb ¥ XpaHeHue
¥ Cucrema
Obiwe HACTPOMKN
Monszosateny
BezonacHocTe
Mo ymonuaxno
Wmnopt/3xcnopt
AsTodyHELMKW

> TORErne coeTenty

b WHdopmauusn

PucyHoK 7.123 — MNMoanyHKT meHo «OBOHOBNEHNE CUCTEMbI»

Ecnv npu BbINONHEHUM OOHOBMEHWA Obin  3arpyeH HeBepHbI ain,
TO HEOOXOANMO BbIMONHUTL WHTEPAKTMBHO Mepe3arpysky Bugeokamepbl (pasgen
7.5.5.6 HacTosLLero pPyKOBOACTBA), B MPOTUBHOM Ciyd4ae — HEKOTOPblE YHKLNN

BMOEOKAMeEPbI MOTYT OKa3aTbCA OTK/OYEHHbIMNA.

7.5.6 MyHKT meHl0 «MHpopmauma»

[lyHKT MeHI «MHbopmaumsa» npeaHasHavyeH ANA NPOCMOTPA CUCTEMHOM
MHbopMauMK, aTaKiKe [Ais  NPOCMOTPa MHboOpMauMM O COBBLITUAX  CUCTEMbI

“ Nonb3oBaTensax oHnarH. MiHtepdenc npeactaBneH Huxe (PucyHok 7.124).
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IP-kavepa @ G4

P Hactpoika kamepkl
b Cete

b CobeiTHR

P 3anMck U XpaHeHue
P Cuctema

¥ WHdchopmaumn

MokansHu KypHan

[MonNb3-NW oHN2RH

PUCYHOK 7.124 — TlyHKT meH1o «IHpopmauma»

7.5.6.1 MoANnyHKT meHI0 «Bepcua»

MoanyHKT MeHo «Bepcusa» npegHasHayeH Ans npocmoTpa UHGopmaLum
0 Bepcuu cuctembl. iHTepdeiic npeactaBneH Huke (PucyHok 7.125).

HasHayeHMe napameTpoB MNyHKTAa MeHI «Bepcusa» npeactaBneHo Huxe
(Tabnuua 7.36).

BOLID X S & z A E’

P Hactpoika kamepel Bepcun
b Cetb
p CobuITHA Mogens VCI-122
b 3anuck U XpaHeHue Bepcua cuctemel \2.800.100F003.0.R, Build Date: 2020-05-25
P Cuctema WEB mogyne V3.2.1.880675
¥ Uudpopmaumnn ONVIF eepcua 19.06(V2 6.1.845551)
SIN 6G0B3CAPAGYI2065
TNokaneHe xypHan Bazoean sepcua be... V2.1

MNonb3-nu oHNaAH

BOLID

PucyHok 7.125 — lMoanyHKT meHio «Bepcusa»
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Tabnuua 7.36 — Ha3HayeHne napaMeTpoB NOANYHKTa MeHI0 «Bepcusa»

MNapameTp MpumeyaHue
Tun Ha3sBaHue BugeoKamepol
Bepcusa cucremsl Bepcua cnctemMHom «nMpoLWNBKMY» BUAEOKaMepbI
WEB moaynb Bepcua Web-nHtepdenica Buaeokamepbl
ONVIF Bepcus Bepcusa npotokona ONVIF
S/N CepuinHbIA HOMEp BUAEOKaMepbl
ba3oBas Bepcus
6630MaCHOCTH Ba3oBas Bepcus obecneyeHns 6e30nacHOCTY BULEOKAMeEPbI

7.5.6.2 MoanNyHKT MeHI0 «JIOKanbHbIN XypHan»

MoanyHKT MeHI «JloKaNbHbIA XypHan» npeAHa3HayeH Ana npocmoTpa
M apxvBaLuuM MHGOPMALMM O COOLITUAX CUCTEMBI, @ TaKXkKe /1A HACTPOeK yAanEHHOro
ypHana cobbitnii. MoANYHKT MeHI0 «JIOKanbHbIN XYpHan» COAEPKUT ABE BKNAAKMU:
«JIOKanbHbIN KypHan», «YaaneHHbln XypHan». WHTepdeinc npeacraBneH Huxke

(PucyHok 7.126).

IP-kamepa D @

P HacTpo#lka Kamepbl JlokanbHeIA XypHan YOaneHHsIN XypHan
P Cets
b CobbiTHA
P 3anuck M XpaHeHue
P Cucrema
¥ NHchopmauus
Bepcua

loKanLHLIA XypHan

Monba-nu oHnNanH

PrucyHOK 7.126 — MoanyHKT MeHIo «JIOKanbHbIV XypHan»
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Brnagka «JIoKanbHbIA XMypHan»

BrknaaKka «JloKanbHbIN XypHan» npegHasHavyeHa Ana NpocMoTpa MHdbopmaymm

0 cobbITUAX cucTembl. MIHTepdeinc npeactaBneH Huxe (PucyHok 7.127).

IP-kamepa S @ A E’

» Hactpoika kamepbl JlokanbHbIA XypHan YAaneHHbIN KypHan
» Cetb
p CobeiTusA Hauano 15-11-2020 =01 40 01 Bpema okoHuanuA| 16-11-2020 il 11 40 01

Momck

P 3anuck M XpaHeHue Tun
» Cucrema
¥ Wudopmauun

Bepcua

Be3onacHocTb

Nonkz-nu oHNaiH

Mogpobxo
Bpema:
Mons3oeatens:
Tun:

Cogepmarue:

MAtie 1 [

PucyHoK 7.127 — BKknagKka «JIoKanbHbIN XypHan»

[inA noucka cobblTMs HeobXoAMMO 3ajaTb BPEMEHHOW [Mana3oH MNoucKa
(Bpems v jaTa OKOHYaHUA 1 Hayana) v BbIbpaTh TMN COObLITUA:

«Bce» — Bce cobbITUS;

«Cucrtema» — cobbITa paboTbl cMCTEMbI (M3MEHEHUE HACTPOEK, aHOMA/bHbIN
BbIXOJT W3 CUCTEMbI, BbIXOA W3 CUCTEMbI, 3aKpbiTe/nepe3arpyska YCTPOMCTBa,
nepesarpyska v 06HOBNEHME CUCTEMbI);

«HacTponkm» — n3meHeHne/BOCCTaHOB/IEHNE HACTPOEK;

«[laHHble» — yaaneHue AaHHbIX, 3aMeHa KapTbl NamsaTW, U3MeHeHMe cTaTyca
FTP, usmeHeHune pexuma 3anucu;

«CobbITME» — nepedyeHb COObITUIA, COAEPMKALMXCA B MOAMYHKTE  MEHI0
«CobbITuA» (pa3gen O HACTOALLErO PYKOBO/CTBA);

«3anucb» — JOCTyn K annam, ownbkn goctyna K arnam, 3anpoc cdannos

BUAEO03anmcen N CHUMKOB;
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«lonb3oBarenun» — co6bITUA aBTopu3lauuu, 3anucob N3MEHEHUN
NoNb30BaTeNbCKOTrO  yNpaBNeHUs M BXoja/Bbixofa MONb30BaTeNs U3 CUCTEMBI,
n3meHeHne/nobaBneHne/yganeHume nosnb3osarens, BbIXO/, N3 CUCTEMBI,
nobaeneHve/yaaneHne/3aMeHeHUe rpynmbi;

«0y4nCcTKa KypHana» — CobbITUA OYNCTKN CUCTEMHOTO XYPHana;

«be3onacHoCTb» — nepeyeHb COOLITUI, COAEPKALLMXCA B NOAMYHKTE MEHIO
«be3onacHocTb» (pasgen 7.5.5.3 HacTosLLero pyKoBOACTBA).

[nA BbINONHEHMA MOWCKA MOCNe YyKasaHWA BPEeMEHHOro uHTepBasa MouckKa
1 BbibOpa TMNa CobbITUA HEOOXOANMO HaxaTb «[TOMCK».

[ins npocmoTpa NoApoOHOM MHMOPMALMK O KaXAoM HalngeHHOM COoObITUM

HeobXoAMMO BblOpaTh €ro ¢ MOMOLLbIO NPaBo KHONKM Mbltn (PUCYHOK 7.128).

» IP EMOEOKaMEpa HKypran HypHan

P CeTb

» Co6LITNA Hauano 05-03-2020 = 15 22 05 Bpems okordasna  06-03-2020 = 15 22 05

» Sanuck M XpaHeHne Tun Bece Haineso 3 ypHan Bpems 2020-03-05 21:14:32 — 2020-03-05 21:14:37
P Cuctema
1 2020-03-05 21:14:37 CUCTEME COXPaHEHNE HACTDOEK
¥ WHdpopmaumn —
T I 2 2020-03-05 21:14:32 Cuctema 3anyck
3 20200505 211432 ChCTEMa Omena
Monb3-Mi oHNaHH
NogpotHo
Bpema: 2020-03-05 21:14:32
Monk3osarens: CucTema
Twn: Janyck
Conepxanne: ©nar nepesarpysku: OTKMOYEHE
MAa1/1p M

PucyHok 7.128 — MpocmoTp noapo6bHON MHopmaL M 0 CUCTEMHOM COObITUN

[Ans apxuBaumm otobparkaembix pe3ynbTaToB NMoOMCKa HeOobXoAMMO BblbpaThb

«ApxmBauma».
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BknaaKka «YaaneHHbIN ypHan»

Bknagka «YAaneHHbI KypHan» NPeAoCTaBAseT [AOCTYM K TEXHONOruu
«SysLog» — pa3melleHne CUCTEMHOTO XypHana CoObITU BUAeOKamMepbl Ha yaaneHHOM
ceteBOM XxpaHunuuie no IP-agpecy u ceTeBbiM HACTPOMKAM 3TOr0 XPaHUNULLA.

NHTepdenc npeactaBneH Huxe (PucyHok 7.129).

EENE pkavepa @ @ W A B

b Hactpoiika kamepel JloKanbHEIN KYPHAN YoaneHHLIA KypHan

P Cetb

b CobbITHA [] B,

P 3anuck M XpaHeHHe IP agpec 192. 188. 0 . 108

P Cuctema MNopt 914 (1~65534)
¥ Uudpopmaumn Ne ycTp-a 22 (0~23)

Bepcur
Mo ymony. H

CJBHoBUTE ‘ | CoxpaHuTk

TlokankHbii XypHan

[Monez-nW oHNaAH

PrucyHoK 7.129 — Bknaaka «YaaneHHbIN XKypHan»

7.5.6.3 MoanyHKT meH10 «llonb3oBaTenu OHNANH»

MoanyHKT meHio «[lonb3oBatenu OHAAWH» nNpeAHasHayeH Ana npocmoTpa
MHOPMaLMM O TEKYLIUX MOAKNOYEHUAX K BUgeoKamepe (BCe OHNaMH mnonb3oBaTenu
Buaeokamepsbl). ViHTepdeiic npeactasneH Hmke (PucyHok 7.130). [lns o6GHOBNEHUA

nHbopmaLmm Bbibepute «OOGHOBUTbY.
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BOLID QLRSI @ @ ¥ A F

b Hactponka kamepe! [Monks-nv oHNaWH

» Cetb

b CobeiTus 1 admin admin 192.168.71.22 16-11-2020 09:42:48

P 3anuck U XpaHeHue

P Cuctema

¥ Uncpopmaumn
Bepcua

NokankHLIA xypHan

» [Nonsz-nu oHnNany

PucyHoK 7.130 — lyHKT MeHto «[Tonb3oBaTenn oHNanH»

7.6 PA3EN MEHIO «COBbITUA»

Pasgen meHio «CobbiTusA» M npeAHasHayeH Ans NpocMoTpa v ynpaBfieHus
HacTpoMKamu Bblbopa TMNa TPEeBOr 1 MPOCMOTPA XypHana TPEBOr BUAEOKAMEpPbI Mpu
0OHapyXeHMN BUIEOKAaMepPON TPEBOXHbIX COObITUIA. NHTepdenc npeactaBieH HUXe

(PucyHok 7.131).

=]=T8[=] IP-kamepa @ @m 1 T3
Tun Tpeeoru
1 2020-03-27 09:33.05 O0Hap. OBWKEHWA 1
[¥] OBHap. nemxeHuA [] 3anon-Hue SD kapTal
] Owmbka SD kapTel ] 3akpuiTve obrekTmea
[ HecaHrw poctyn M Ivs
[ Mamenenmne cueHl
Onepauua
[¥] Yeenomnexme
3BYK. CUTHan
[w] Ben.

PucyHok 7.131 — Pa3aen meHio «CobbiTusa»

7.7 PA3JEN MEHIO «BbIX0a»

Pa3gen meHio «Bbixog» k-d npeaHa3HayeH ANns  3aKpbiTUA UM Bbixoaa

M3 yyeTHonm 3anucum nonb3osatensa w3 Web-uHtepderica Buaeokamepbl. [pu
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MHULMANM3aLUM 3TOro pasfena BCM/bIBAaeT cuctemMHoe OoKHO (PucyHok 7.132)
Web-nHtepdenca Buaeokamepbl AN BO3MOXHOCTM BXOAA NOMb30BaTeNns C Apyrom

y4eTHOW 3amnuncolo.

Pxawepa | |

Monkaosatens: | admin
N —
Bxop OtmeHa

PrucyHoK 7.132 — Bxop nonb3oBaTens ¢ 4pyrov y4eTHOM 3annchbio

U4 .
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8 PEKOMEHAALWW MO OBECMNEYEHUIO NHOOPMALIMOHHON
BE3OMNACHOCTH

Maponv n NpowWwnBKK YCTPOKCTBA

[insi noBblWeHns MHhopMaLMOHHON 6€30MacHOCTU BUAeOKamepbl He0OX0aAMMO
M3MEHWUTb CTaHAAPTHbIM Naponb Aoctyna. lMcnonb3oBaHWe HAAEXHbIX Maponen
obecneynBaeT CHUKEHNA PUCKOB HECAHKLIMOHMPOBAHHOIO A0CTYNa K YCTPOMCTBY.

3meHuTb Naponb moxHo B Web-untepdeiice (Bknagka «lMonb3oBatenn).

O6HoBNEHNE MPOLUMBKM ncnonb3yetcs C uenblo yny4ylueHun
NPOVU3BOANUTENbHOCTM, YHKLUUA K yaobcTBa paboTbl YCTPONCTBA, aTakke Ans
CHUXEeHMA MHPOPMALNOHHOM YA3BUMOCTH.

O6HOBUTL NpoWNBKY MOXHO B Web-uHtepdence (7.5.5.7 TOANYHKT MeHI0

«O6HOBNEHNE CUCTEMBI»). CKauaTb (haln NpOLIMBKI MOXHO Ha canTe bolid.ru.

N3meHeHue noptoB HTTP u TCP no ymonyaHuio

3meHeHue cTaHaapTHbiX nopToB HTTP 1 TCP (BKAOYEHbI MO YMONYaHUI0). ITK
NnopThl MOryT ObiTb M3MeHeHbl Ha Nnbolt Habop HomepoB mexay 1025-65535.
I3meHeHne HOMepOB MNOPTOB MNOMOraeT CHU3UTb PUCK HECAHKLMOHMPOBAHHOIO

JocCTyna K yCTDOVICTBy yepes 06LLI,€VI3B€CTHbIe CTaHAapTHbIE MOPThHI.

Ncnonb3oBaHue HTTPS/SSL

Hactpoiika SSL-ceptudurata ana BrawoveHns HTTPS (Bknagka «HTTPS»)
NO3BONIUT BKNIOUYUTL OE30MacHY0 CBA3b MEXAy BUAEOKaMepow M KOMMNbIOTEPOM Mpu

noaknoyeHnn Kk Web-unHrepdericy.

Ucnonb3oBaHue IP-dbunbtpa

BkntoueHne ¢unbtpa IP-agpecoB (Bknagka «bpaHamayap») npeaotBpaTtut
AOCTYM K CUCTEME YCTPOMCTBA BCeX MNOMb30BaTenen, KpPoOme MoNb30oBaTenem

C YKasaHHbIMU IP-agpecamu.

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauvaHo c sec.ru




BOLID VCI-722. Bepcusa 3. PYyKOBOACTBO NO 3KCMJyaTayuu 157

N3meHeHue napona ONVIF

N3meHeHne napons ONVIF (Bknagka «ONVIF nonb3oBatenb») nomoraer
CHM3UTb  PUCK  HECAHKLUMOHMPOBAHHOIO  [AOCTynNa  KYCTPOMCTBY  C NOMOLLbIO

0061 en3BeCTHbIX CTaHAAPTHbLIX Naponei.

Heobxoaumble NopThl

MepBbiMn yKa3biBante Te HTTP u TCP nopTbl, KoTOpble HeobxoaMmo
MCMONb30BaTb ANA BalMX CETeBbIX COoeAMHeHWN. He nepeagpecynTe Ha yCTpPOWMCTBO
OFPOMHbIN AMana3oH NOPTOB CeTeBbIX coeauMHeHun. He BHocuTe IP-agpec ycTpouncTea
B DMZ cermeHT cet (DMZ CermeHT COAEPXUT 00LLea0CTyNHblIe CEPBUCHI U OTAENsET
MX OT YaCTHbIX). He 06si3aTeNnbHO YyKasbiBaTb NEPBbIMKW  Kakue-nMbo nopTbl ANs

OTAEe/NIbHbIX KamMep, eC/i BCE OHU NOAKNKOYEHDBI K BUAEOPErncTpaTopy.

OrpaHquﬂme no pa60Te noa rocreBbiIMU y4€THbIMU 3aNMUCAMMU

Ecnu cuctema HacTpoeHa ANsi HECKONMbKMX Monb3oBaTenew, ybeamtecb, 4To
KaXKAblii Mofb3oBaTeNlb MMeET NpaBa TOJAbKO Ha Te KOMMOHEHTbI 1 PYHKLMMK, KOTOPbIe

HeobXoANMbI ANs BbiNonHeHUa cBoein paboTbl (MoanyHKT MmeHio «[onb3oBaTenn»).

NpepoctepexeHna no pyHkuum UPnP

UPnP — 310 Habop ceTeBbIX NPOTOKONOB A/l YHUBEPCAbHOW aBTOMATUY€ECKOM
HACTPOMKM ceTeBbIX YCTpoicTB. BknwoumB UPnP, ceTteBas Bupgeokamepa Oyaert
nogaepxusate nportokon UPnP. Ecnn cuctema UPnP BrioyeHa Ha BuAeoKamepe,
TO B onepaumoHHbIx cuctemax Windows 3Tta Bugeokamepa byaet HaxoAuTbCs MOUCKOM
B ceTeBoM oKpyxeHun Windows. Korga noptel HTTP 1 TCP nepeagpecyotca Bpy4Hyto,
T0 3Ty (pyHKUMIO 06bI4HO oOTKAtoYalT. OTknodeHne UPNnP pekomeHayetcs, Korga
(DYHKUMA HE NCNONb3YyeTCs.

Bkntounts man otkAtoumt dyHKUMio MoxHo B Web-uHtepdence (MognyHKT

MeHto «UPnP»).

U4 .
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NpepoctepexeHna no npotokony Multicast

Multicast B BuaeocucTemax O0ObIYHO WCMOMb3YeTCA AN MHOr0ajpecHoro
obmMeHa BUAEOMNOTOKAMU MEXAY BUAEOPErncTpaTtopamu, BUAEOKaMepamu B CETAX
M3 MHOTUX BUJEOKAaMep, BUIEOPErncTpaTtopoB, BUAEOCEPBEPOB ANS MOBbIWLEHNUA
NPOMYCKHOW CnocobHOCTM B CeTU. B HacToslulee Bpems HET HUKAKUX W3BECTHbIX
npobnem, CBSA3aHHbIX C MHOTOAAPECHOM PACChIIKOW, HO €CNN Bbl HE UCNONb3YeTe 3Ty
dYHKUMIO, [eaKTUBALUMUA MOMEeT noBbicUTb 6e3onacHocTb cetn (MMoaNyHKT MeHio

«Multicasty»).

MpoBepKa CUCTEMHOTO XypHana

Ecnu Bbl N003pEBAETE, YTO KTO-TO MONYYUN HECAHKLUOHMPOBAHHBIA JOCTYM
K Ballle cucTeme, Bbl MOXETE MPOBEPUTb CUCTEMHbIN XypHan (Bknaaka «J/1oKanbHbIN
ypHan»). CUCTEMHbIN XypPHaN MOKaxeT BaM, Kakue IP-agpeca Obliv 1MCNONb30BaHbI

ANS BXOAA B CUCTEMY U K YeMy Obln MonyyYeH AocTyn.

BnoKkupoBaHMe HewenareNbHOro 40CTyna K yCTPOoiCTByY

[na npefotBpalleHnsa HexenaTenbHOro 4oCTyna peKomeHayerca:

— NOAKNOYaTb  BMAeoKamepy KnopTy PoE  Ha3agHeid  naHenm
BUAEOpEerncTpaTopa, Yto U30NNPYET BUAEOKAMEPY OT BHELIHEN CeTH;

— VHhOPMALNOHHO M3011POBaThb ceTb BUAeOoperucTpaTopa
M BUAEOKamepbl  oTceT  o6ulefoCTynHOro  KOMMbloTepa,  3TO

npeaorspaliaeT I'IpOCTOVI AOCTYyN ApPYyrnx non b30BaTeNnen K 3To1 CeTu.
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9 NOAKNIOYEHUE BUAEOKAMEPBI K CEPBUCY «P2P»

Cepsuc P2P (Peer-to-Peer) no3sonser ObICTPO ¥ 6e3 CNOXHOW HACTPOWKM

NOAKNOYNTL K BUuaeoobopynosaHuto MK nnn cmaptdoH.

NoaknioueHune K cepucy “P2P” yepes Web-unrepderic Buaeokamepbl

MoaknioyeHne K cepBucy «P2P» uvepes Web-untepdeinc Bugeokamepsl

paccmoTpeHo B pasgene Bknagka «P2P».

NogkniovyeHne K cepsucy «P2P» yepes nporpammy «BOLID Vision»

3anyctute nporpammy «BOLID Vision». Ha rnaBHoWM CTpaHuLe OTKpouTe pa3gen

«YcTponcTtar. MiHTepdenc npeactaBneH Huxe (PucyHok 9.1, PUcyHok 9.2).

— VISION

EGasoese

TV cTena E-MAP Tpeeam

HBE D2 0OonE

Ynp. TV crewod Menescaaren Ochoame

Yerpoficrea Kosiwr yerp-a Tpes. cxen = Ofxon

PucyHok 9.1 — «I'naBHasA» ctpaHuua nporpammbl «BOLID VISION»
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PucyHok 9.2 — Pa3gen «YctpounctBa» nporpammbl «BOLID VISION»

[lobaBbTe YCTPOMCTBO BPYYHYIO M BBEAUTE NapameTpbl Buaeokamepsl. [ocne

3aMnosIHeHNA napameTpoB 060pyA0BaHMA HamuTe «[106aBUTb».

NoaknioueHune K cepsucy «P2P» yepes 10S n Android ycTpoicTea

N3 «AppStore» wunu «PlayMarket» 3arpy3ute wuyctaHoBuTe MOOUNbHOE
npunoxeHune «iDMSS» nnn «gDMSS» cooTBeTCTBEHHO, 1 3anyCTUTE €ro.
B MeHIO npunoxeHus Bouaute B pasgen «Yctponctea» (PucyHok 9.3)

M HAXXMUTE «+» B NPaBOM BepxHeM yrny (PucyHok 9.4).

PucyHok 9.3 — Pa3pgen «YcTpoicTBa» B MOOMIbHOM NPUIOKEHNM
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YetpoicTea

PUCyHOK 9.4 — [lobaBneHue ycTporicTea B MOOUIbHOM NPUIOKEHUN

B naHHom pa3pene Bblbepute “YCTpOWCTBO, MOAKAOYEHHOE yepe3 nNpoBoA”

(PucyHok 9.5) n nepenaute no Bknaake «P2P» (PucyHok 9.6).

NobapwTe YCTRORCTRO

Heswsanm._crpadcTag

PucyHok 9.5 — [lobaBneHune ycTponcTea, NOAKNIOYEHHOTO Yepes NPoBoj, B MOOUIbHOM
NPUNOKEHNN
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DobapnTs ycTpoACTEO

PucyHoK 9.6 — [lobaBneHue ycTpoiicTea no P2P B MOOUIbHOM NMPUNOKEHWN

Boibepute “S/N” (PucyHoK 9.7), HaBeguTe Kamepy Ballero cmaprtdoHa
n oTckaHupymnte u3 Web-untepderica Buaeokamepbl (PucyHok 7.67) QR-kop

(PucyHok 9.8) nobaBnsemoro yctporicta u3 Web-nHtepdernca Bugeokamepbi.

<

Peruct-ums:

PucyHok 9.8 — QR-Kkoa aobaBnsiemoro ycTponcTea

Ha stom ,El,06aBl'IeHl/Ie yCTDOVICTBa 3aBeplieHo.
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10 NPOrPAMMHOE OBECIEYEHUE «ORION VIDEO LITE»

MporpammHoe obecneyeHne «Orion Video Lite» npeaHa3HayeHo pans
opraHuM3auMuM  NIOKaNbHOW  CUCTEMbl  BWAEOHAbMOAEHMA  C MCMO/b30BAHMEM
BUAEeOKamep N BULEOpPerucTpaTopos NMpou3BOACTBA 3A0 HBI «bonna»
(PucyHok 10.1).

ORION VIDEO Lite

PrvcyHok 10.1 — ORION VIDEO Lite: MHTepdenc nporpammsl

«Orion Video Lite» nossonset HacTpauBartb BMAEOKamepbl
v Bugeoperucrparopbl «bonugy», ocylecTBaATb NPOCMOTP M 3anucCb TPaHCAUPYEeMbIX
BMAEOMOTOKOB.  TaKxe  nporpamma  no3BofAeT  ynpaBiaATb  NOBOPOTHbIMM
BUAEOKaMepamun, M OCyWecTBATb  NPOCMOTP  BMAEOMNOTOKA  C BUAeOKamep,
OCHALIEHHbIMU MOTOPU3MPOBAHHbIM 0ObEKTMBOM UK 06beKTBOM TUNa «fisheye».

«Orion Video Lite» no3Bonser BOCNPOM3BOAUTL aApPXMB BUAEOMNOTOKA
(PucyHok 10.2), 3anucaHHbIi C MOMOLLbIO MPOrpamMmMbl UAN BUAEOPETrMCTPaTOPa
«bonup». lNopaepxmBatoTcA QYHKUMM 3KCNOpTa BMAEO W Kagpa w3 apxuBa. EcTb

BO3MOXHOCTb pa3rpaHn4yeHnsA npas nonb3oBaTenen.
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® @ - B & B.e

ORIONVIDEOLe  poumge swpeo Apoen Tonmti skpan Hactpofian Botimn

PucyHok 10.2 — ORION VIDEO Lite: Bocnov3BeaeHue apxmBea

«Orion Video Lite» vMeeT yA0OHLIN COBPEMEHHbIV NONb30BATENbCKUN
nHTepdenc.

AKTyanbHy0 BEpPCUIO Mporpammbl MOXHO CKavaTb Ha caunTe bolid.ru B pasgene:
Mpoaykuns-BuaeoHabnogeHmne-NMporpammuoe obecneyermne-N0O «OpuoH Bugeo Jlant»

(https://bolid.ru/production/cctv/po/orion video lite.html#download).

I'IporpaMMHoe obecneyeHne ABNSETCA NONHOCTbIO GecnnaTHbIM.

U4 .
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11 PABOTA CO CTOPOHHUMWU KNNEHTAMMU

RTSP — npuknagHoW NpOTOKON YAANeHHOro ynpaBieHMA MOTOKOM [AaHHbIX
C cepBepa B pexume peasbHOro BpeMeHu.
Jloctyn 4yepe3 ctopoHHue RTSP- KnuveHTbl oOcyuiecTBAAETCA NpU NOMOLLMU

KomaHgbl rtsp://<loginy:<password>@<IP>:<port>/<x>, rpe:

— <login» uma nonb3oBartens;

— <password>- naponb nonb3oBaTens;

— «IP»>- IP kamepeol;

— «<port>- RTSP-nopt (no ymonyaHuio- 554);

— «x>-KomaHpa npodunsa BugeonoToKa:

— cam/realmonitor?channel=18&subtype=0- ocHOBHOW NOTOK;

— cam/realmonitor?channel=1&subtype=1- 4ONONHUTENbHBIN.

HDVIMGD BAdPWUAHTA NOAKNKOYEHNA K KAHA/1dM 663 dBTOPM3dUNN B CTPOKE:
rtsp://192.168.68.15:554/cam/realmonitor?channel=1&subtype=0
rtsp://192.168.68.15:554/cam/realmonitor?channel=1&subtype=1

HDMMGD BAdPWMAHTA NOAKNKOYEeHWNA K KaHad/J1aM C aBTopmsaumeﬁ B CTPOKe:
rtsp://admin:password@192.168.68.15.554/cam/realmonitor?channel=1&subtype=0
rtsp://admin:password@192.168.68.15:554/cam/realmonitor?channel=1&subtype=1
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12 PABOTA C YTUJIUTOW «BOLID VIDEOSCAN»

Mporpamma ytunutbl «BOLID VideoScan» BXOAWT B KOMMNEKT MOCTaBKM
M NOCTABAAETCA KaK nporpammHoe obecneyeHne BOLID, 3anucaHHOe Ha KOMNAKT AUCK

B KOMIJIEKTE NOCTAaBKN BUAEOKAMEPDI.

BHMAHWE!

B cnyyae OTCYTCTBMA BO3MOXHOCTM [OCTyna K BUAeOKamepe uyepes
Web-uHtepdenc, artakxe, ecnnm HeusBecTeH Tekywumin IP-agpec usgenus,
MOMXHO  [Ans  MOAFOTOBKM K HAcTpoillke v pabote  BuUAEOKamepbl
BOCMO/Mb30BaThCA MOMOLLbI0 cnyxbbl noaaepxkn BOLID ans  uHTEpHeT
ckaumBaHua ytunutel BOLID VideoScan c FTP cepepa BOLID.

Mporpamma ytunutbl «BOLID VideoScan» ucnonb3yetcs Ans obGHApyKeHus
Tekywero |P-agpeca ycTponctBa B ceTn, Ana usmeHenua |P-agpeca, ynpaBneHus
6a30BbIMM HACTpOWKamW, aTaKiKe [Ana OOHOBNEHMS MPOrPaMMHON MNPOLUNBKY

Bugeokamepbl (PucyHok 12.1).

BHMAHWE!
Mpu pabote cytunutor «BOLID VideoScan» ucnonb3yetcs no yMonvyaHuto
MMsA nonb3oBatena — «adminy, naponb — «adminx», nopT 37777.

F B

VIDED SCAN B

HaRaero ycTpoRcTe: 1 e (ael| Bee ‘v q‘ Cosonm) (G soa ) ( Hacpoiws | [ rpywna )

il @ e BOLID VCI-83.. |192.168.1.102 37771 Pagpec | 1921681118 | Btaast (2000231FAZ.. | 2420000 T} @

PucyHok 12.1 — Ytunuta «BOLID VideoScan»

BoinonHne 3anyck ymmnutbl «BOLID VideoScan», B OTKpbIBLIEMCA OKHe
BM3yanbHOro nHtepdernca noanyHkta meHo “CeTb” namenute IP-agpec Bugeokamepsl
M 4TOObI 3aBEPLINTL U3MEHEHNE HaxMuTe KHOMKY “CoxpaHuTb”. ba3oBble napameTpbl

INS USMEeHeHUA npuseaeHbl Hke (PucyHok 12.2).
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BOLID

VIDED SCan

l ety ; a3 Busee _ Bl ceatue ] couoanenie [E) vuge me

J i @'! P — . ~r M

\ - ~

| v

| » aapec os

|

| ac

i

i TCP 3777 11025 ~ 65533)

\ v

|

|

\

‘ TSP 554

PucyHok 12.2 — N3meHeHue IP-agpeca Buageokamepb! ¢ NoOmoLLbto ytuantel «BOLID

VideoScan»
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13 TEXHUWYHECKOE OBCNYXXUBAHWUE U NPOBEPKA
PABOTOCMNOCOBHOCTHU

TexHnyecKoe exemecA4YHOe U exerogHoe 06Cﬂy)KI/IBaHI/Ie BNAEOKaMepPbI
AOJIXHO MPoBOANTLCA 3ANEKTPOMOHTEPAMMU, nMerLwnmmn rpynny
no 31'I€KTpO6e3OI'IaCHOCTVI HE HMKE 3. ExerogHble n exemecAa4dHbole pa6OTbI
Mo TEXHNYECKOMY O6Cﬂy)Kl/IBaHl/HO MnpoBOAATCA COrnacHoO MNPUHATbIX I/I,EI,eVICTBleU.I,l/IX
B OpraHn3auunn nojsb3oBartend pernameHToB M HOPM (le/l OTCYTCTBUWN B OpraHmn3aunn
Mnosib3oBarTesnAa D,EVICTBWOLLI,VIX pernameHtToB M HOPM  AnA pa60T TEXHNYECKOTO
o6cny>+<v|Bava, HeO6XO,£I,l/IMO npuBnedb HGO6X0,£I,I/IMbIe Ana 3T0ro opraHmM3auuto
ncneynanmcrtos, MMewLWMX npaso, KBaIII/I(bI/IKaLI,I/HO nycnosua anAa 3TOFO), N BTOM

ymcne MmoryTt BK/It04YaTb:

— NpoBepKy paboTocnocobHOCTM  U3Aenusi, COrNacHO  WUHCTPYKLMM
N0 MOHTAXY;

— NPOBEPKY LIENOCTHOCTU KOPMyca BUAEOKaMepPbl, LIeNOCTHOCTb U30NALUN
Kabens, HaflEXHOCTW KpenaeHWn, KOHTAKTHbIX COEAVHEHI;

— OYMCTKY KOpnyca BMAeOKamepbl OT Mbiiv 1 rpsAa3n (04MCTKA NOBEPXHOCTM
00bEeKTMBA BUJEOKAMEpPbl MNPOU3BOAUTCA TONbKO C cobnofeHnem
TpeboBaHU K YCNOBUAM 1 MOMELLeHNo, paboTam, aTTecToBaHHbIX
Ha KNacc YUCTOTbl U MpeAaHasHayeHHbIX AnA COHOPOYHO-TEXHUYECKNX,
PEMOHTHbIX PaboT C ONTUYECKMMM YCTPOMCTBAMM);

— Npu  HeobXOAMMOCTW, KOPPEKTMPOBKY OPWEHTaLuW HanpaBneHus
BMAe00630pa BUJeOKaMepbl;

— TecTUpoBaHuUe KabenbHbIX MMHUIA CBA3U U 3NEKTPONUTAHUS;

—  OYUCTKY M @aHTUKOPPO3UIAHYI0 06PabOTKY 3IEKTPOKOHTAKTOB KabenbHoro
NOAKNIOYEHNA BUAEOKAMEPDI;

— o06HOBNEHMe NPOLWVBKM BuaeoKamepbl (Npy HeE06X0aAMMOCTH).
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TexHnYecKoe 06CNYKMBAHME AOMKHO MCKNOYaTb BO3MOMKHOCTb 06pa3oBaHus
KOHJEHCATa  HA KOHTAKTax Mo 3aBeplIeHN0 M B XoAe  PaboT  TEXHUYECKOro
obcnyuBaHus.

[lpoBepKa  pabOTOCNOCOOHOCTM  3AKNYAeTCa B BM3yanbHOM  OLEHKe
BUAEON306paXKeHNs, 0TObpaKaeMoro Ha MOHUTOPE M ero COOTBETCTBUA HACTPOEHHbIM
napametpam. W3genve, He npollealiee NpoBepKy pPaboTOCNOCOOHOCTU, CYMTAETCS

HencnpaBHbIM.
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14 BO3SMOXHbIE HEMCITPABHOCTU U CNOCOBDI
X YCTPAHEHUA

BHUMAHWE!

Mpw 3aTpyAHEHUAX, BOZHUKAIOLWMX NPU HACTPOMKE U IKCNNyaTaLum nsaenus,
peKkomeHayeTca obpalatbca B Texnoaaepiky BOLID: ten.: (495) 775-71-55

(MHorokaHanbHsbIi); e-mail: support@bolid.ru.

I'Iepequb HeMCﬂpaBHOCTeVI 1 Cnocobbl MXYCTpaHEHNA NpeacTtaB/ieHbl HWXKE

(Tabnuua 14.1).

Tabnuua 14.1 — MNepeyeHb HEUCNPABHOCTEN M CNOCOOLI UX YCTPAHEHWS

HeucnpaBHOCTb Cnocobbl ycTpaHeHUA HEMCNPaBHOCTH

— [poBepbTe NMHNIO INEKTPONUTAHUA TECTEPOM;

— [poBepbTe NMHUIO Nepeaadn AaHHbIX TECTEPOM;

— [lpy nomolLyM KoMaHAabl ping NpoBepbTe HanUyne

HeT curHana coeavHeHus ¢ Buaeokamepon (Tabnuua 7.15);

— Ybeputecb B MCNPABHOCTY BUIEOKAMEDHI,
MOAKNIOYMBLLMCH K Web-nHtepdency
(cm. 7.1 NopknoyeHune k Web-untepdeincy).

— Wcnonb3ys yTUAUTY Bolid VideoScan
N3 KOMNNeKTa NOCTaBKMU, MpOCKaHUpymnTe
NoKanbHyto cetb. MIameHute IP-agpec cpeacrsamm
Bolid VideoScan B cooTBETCTBUM C NapameTpamm
NOKanbHOW CEeTH.

— BBecTn B aapecHon cTpoke Opay3epa Internet
Explorer npaBunbHbln IP-agpec noakniovaemon

IP-agpec  HeusBecteH wan
n3meHeH DHCP

OtcyTcTBYET M3006pareHne npu
BK/IOYEHHOM

< BUAEOKaMepbl.
Web-uHtepdence BOLID A P
— Ounctutb  K3W  Opay3epa UM nepeycTaHOBUTb
IP-kamepa
Web-nnaruH.
— Wcnonb3yiiTe 6pay3ep Internet Explorer;
— Ybeautech, 4TO BUJEOKaMepPa HAaXOAUTCS B Ballen
He pa6otaet Web-uHtepdeic noacetn, B npasBunbHOCTM BBOAa IP-appeca,
MacKu noaceTu M nopra web-cTpaHuubl
BUAEOKaMepbl.
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HeucnpaBHOCTb Cnoco6bl ycTpaHeHUA HEMCNPaBHOCTH

— T[lpoBepbTe HaACTPOMKU napameTpoB Buaeo (cm.
7.5.1.2 MoanyHKT meHto «Buaeo»);

Mnoxoe KayectBo | — [lpoBepbTe HACTPOMKM napameTpoB
n3obpaxeHus, Hanmyne nsobpaxenns (cm. 7.5.1.1 T[lognyHKT MeHI0
nedeKToB n3obpaxeHus «M306paxeHne»);

— Ybeautecb B OTCYTCTBUM BHELWHUX 3arps3HEHUN
Ha 3alYMTHOM CTeK/ie BUAEOKaAMEPbI.

— MMpoBepsbTe HACTPOMKM napameTpoB
306paxeHune CNULLKOM
nsobpaxeHns (cm. 7.5.1.1 T[loAnyHKT MeHI0
TeMHOEe WU CANLIKOM CBEeTNoe
«M306paxeHne»).

M nembl BX BW
pobne 0Aa eb — KoHdnukT IP-agpecoB. Vckniounte BuaeoKkamepy

nHTepdenc, nponagaHue .
- M3 NOKaNbHOWM  CE€TU N U3MEHUTEe  CeTeBble
BMAEOKAMepPbl U3 OKaNbHON -
HaCTPOMKMN.
cetu
— [lpoBepebTe HaCTPOWMKM DNS M wnio3a
BMAEOKamepbl;
— [poBepbTe  NpPaBWAbHOCTb WUMEHW  Y4ETHOW
He paboTaeTt oTnpaBKa 3anucu, e-mail, NnpaBMNbLHOCTb NAPONA ANA BXOAA
coobueHnii no E-mail Ha NOYTOBbIN CepBepP, MOPTbl CEPBEPA;

— [MpoBepbTe HAaCTPONKKN BUAEOCOObITUIA;
— [lpoBepbTe  MCNpaBHOCTL  MapLlupyTu3aTopa
1 paboTy NOPTOB MapLLpyTM3aTopa.
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15 PEMOHT

Mpn BbIABNEHUM HEUCMPABHOrO WU3AENUA €ro HYXHO HanpaBuUTb B PEMOHT
no agpecy npeanpuatMa — wusrotosutena. [pu HanpaBneHUU W3LENNA B PEMOHT
KHemy 0053aTeflbHO [JO/MKeH ObiTb NPUIOMEH aKT C ONUCAHMEM: BO3MOXHOM
HeWCNpPaBHOCTU, CETEBOI HACTPOWKK Buaeokamepbl (IP-agpec, macka noacetu, Wto3),
NOTVH XU Naponb.

Peknamaunun HanpasnATb Mo agpecy:
3A0 HBIM «bonung», 141070, MockoBckas obnactb, r. Koponés, yn. lnoHepckas, . 4.
Ten./dakc: (495) 775-71-55 (MHorokaHanbHbI), http://bolid.ru
E-mail: info@bolid.ru.
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16 MAPKUPOBKA

Ha n3gennax HaHeceHa MapKMPOBKA C yKazaHMeM HauMeHOBaHMWA, 3aBOCKOro
HOMepa, MecAla WrojJa WX M3roTOBNEHUA B COOTBETCTBMM  C TpeOoBaHUAMMU,
npeaycmotrpeHHbimm  TOCT P 51558-2014. MapKMpoBKa HaHeCeHa Ha 1nueBon
(moctynHom ana ocmoTpa 6e3 nepemelleHns COCTaBHOM YacTu U3enns) CTOPOHe.

MapKupoBKa COCTaBHbIX yacTeu nspenua nocne XpaHeHus,
TPaHCNOPTUPOBAHUA W BO BpeMA 3KCNayatauum He oCbiNaeTca, He pacnibiBaercs,

He BblLBETAET.
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17 YIIAKOBKA

YnakoBKa npo4YHaa n obecneynBaer 3awunty ot I'IOBpE)KD,EHVIVI npun nepeBo3Ke,
nepeHoCcKe, a TakKxXe oT BO3/€e1CTBUA OprH{aPOLIJ,e|7| cpeibl N Mo3BONAET OCYLLECTBNATD
XpaHeHne wum3nenna B 3aKPbITbIX MNOMELWEeHNAX, B TOM 4KUcCae W HeoTaninBaemblix,

a TaKke cHabxeHa 3KCI'IIIyaTaL|,l/IOHHOI7I p,oxymeHTaumePl.
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18 XPAHEHUE

XpaHeHue wu3genusi B NOTPEOUTENbCKOM Tape [AO/MKHO COOTBETCTBOBATH
ycnosuam xpaHenuna 1 no FOCT 15150-69. CpeaHnn CpOK COXpaHAEmoCTU u3genua
B OTANIMBAEMbIX MOMELLEHMAX He MeHee 5 neT, B HeOTanAMBAEMbIX MOMELLEHNAX
He meHee 2 neT.

B nomelleHnax Ans XpaHeHWUs He [0/KHO ObiTb NAapoOB KUC/OT, LWenovyen,
arpeccuBHbIX ra3oB M ApYrnx BpeaHbiX NpMMecen, Bbi3biBaloWMX KOPPO3no. XpaHeHune
N3nennsa  [OMKHO OCYLLeCTBAATLCA B YNAKOBKe NpPeanpuATUA-U3roToButeNna npu
Temnepatype OKpyxawllero Bo3ayxa oT 274 po 323K (ot +1 go +50°C)

N OTHOCUTENbHOW BnaxHocTn A0 80%.
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19 TPAHCNOPTUPOBAHME

TpaHCcNopTMpPOBaHME BbIMOMHATL TONbKO B YNaKOBAHHOM BUAE — B UCMPABHOM
3aBO/ICKON YNaKOBKE KOMMJEKTa MOCTaBKW MWAM B CneuuanbHo npuobpeTeHHoN
notpebutenem ynakoBKe [/ TPaHCNOPTMPOBAHMSA, obecneymBaiollen COXPaHHOCTb
BUJEOKamMepbl MNpW €e TPaHCNOPTMPOBAHMKU. TpaHCNOPTMPOBAHME YNaKOBAHHbIX
U30enuin AOMKHO NPOU3BOANUTLCS NIOOLIM BUAOM TPAHCMOPTA B KPbITbIX TPAHCMNOPTHbIX
cpencTBax, 6e3 paspylueHus nsgenns n 6e3 usMeHeHus BHellHero Buaa usgenus. Mpu
TPAHCNOPTMPOBAHMM U3aenne A0MKHO obeperaTthCsi OT yAapoB, TONYKOB, BO3/ENCTBUS
BNarv M arpeccuBHbIX NapoB Y ra3os, Bbi3bIBAOLWMX KOPPO3Ut0. TpaHCNOPTUPOBaHME
U3LEeNUs [OMKHO OCYLECTBNATbCA B YNAKOBKE MNpeanpustua-u3rotoButens npu

Temneparype oKpyxatowero Bosayxa ot 223 g0 323 K (o1-50 ao +50°C).
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20 YTUNN3AUMUA

3penve He npeactaBnAser ONAacHOCTM ANA  KW3HW, 3[40POBbA  Nl0AEN
M OKPYXKalolen cpefbl BTEYEHME CPOKA CNYKObl M MOCAE €ro OKOHYaHwus.
CneuunanbHble Mepbl 6e30MacHOCTM Npu yTUAM3auMKM He TpebyloTca. YTunusauuio
yCTPOMCTBA nNpuobpeTaTeNb YCTPOWCTBA BbIMOMHAET CAMOCTOATENbHO COMMACHO
rocyAapCTBEHHbIX NpaBun (pernameHta, HOpM) caym B Mycopocbop Ha yTunusauuio,
BbINMO/IHEHWE  YTUNM3ALUU  ObLITOBOM  3NEKTPOHHOM  TEXHWKW,  BUAEO- U
(HOTO- INEKTPOHHOW TEXHUKMN.

Coaepx¥aHue [paroueHHbIX maTepuanoB: He TpebyeT yyéTa npu XpaHeHuwu,
cnucanum v ytunusaumm (n. 1.2 FOCT 2.608-78).

ConepXaHue LUBETHbIX MeTannoB: HeTpebyeT y4yéra npu  CnucaHuu

M AanbHenwWen yTuan3aumnum n3genms.
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21 TAPAHTUUN N3TOTOBUTENA

[apaHTUIAHBIN CPOK 3KCNyaTaunm — 36 MecsLEB ¢ AaTbl NPUOOpPeTeHNs.
Mpn OTCYTCTBMM [AOKYMEHTA, MOATBEpXaaioulero Gaxkt npuobperteHus,

rapaHTUMHBIN CPOK UCYUCNAETCA OT AaThl NPOM3BOACTBA.
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22 CBEAEHWA O CEPTUOPUKALNN

N3penne  cooTBeTcTBYeT  TpebOBaHMAM  TEXHMYECKOrO  pernameHTa
TPTC020/2011 nTP EASC037/2016. Nmeet ceptnudukart COOTBETCTBUA
N2 RU C-RU.ME61.B.01256, AeKnapauuio 0 COOTBETCTBUMU
N2 RU A-RU.PA01.B.67503/20 wu ceptucMKaT COOTBETCTBUA TEXHUYECKUX CPEAcCTB

obecneyeHus TpaHcnopTHo 6e3onacHocT N2 MB/l P®.03.000035.
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23 CBEAEHMA O NPUEMKE

N3penne, ceteBaa Bupgeokamepa «VCI-722» AUAP.202119.006, npuHATO
B COOTBETCTBMM C 00A3aTeNbHbIMM  TpeOOBAHMAMU TOCYAAPCTBEHHbIX CTaHAapTOB
N AENCTBYIOLLEN TEXHMYECKOW [AOKYMEHTauuu, NPM3HAHO TOAHbIM K 3KCnayaTauum
3A0 HBIM «bonna». 3aBoAcKon HOomep, MecCAL W rof BbiMyCKa yKasaHbl Ha Kopnyce

n3aenus, ToBapHbiin 3Hak BOLID 0603HauyeH Ha Kopnyce 1 ynaKoBKe.
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MEPEYEHb TEPMMHOB U COKPALLEHUN

1080p CraHpapT BugeocurHana c paspetueHnem 1920x1080 nukcenen
720p CraHpapT BugeocurHana c paspeteHnem 720x1080 nukcenen
802 1x CraHgapT, wcnonb3yembld Ana  ayTeHTUdUKaumMm 1 aBTopu3auunmn
) nonb3oBaTesien B CETU Nepeaayn faHHbIX.
AAC Advanced Audio Coding — PacwmnpeHHoe ayamo KoagnpoBaHue
ARP Address Resolution Protocol - [lpoTokon onpeaeneHus agpeca
ATW Auto Tracking White Balance - ABTomaTtyecKkas KomneHcauus 6anaHca
6enoro
Base-T CtaHpapt Ethernet ans nepepaymn aaHHbIX 6€3 MOAYNALMM NO BUTON Nape
Boniour CeteBon npotokon Apple, obecneymBawoWnin  aBTOMATUYECKOE
] obHapy¥eHune cepBucoB (cnyxb) n yctponcts B IP-cetn.
BLC Back Light Compensation — KomneHcauus 3agHen 3aCBETKM
BNC Bayonet Neill Concelman connector — Pasbem BNC. Hanbonee yacto
MCNONb3yeMbli TEPMUHAN 418 NOAKIIOYEHUS KOAKCManbHOro kabens
CBR Constant Bit Rate — lMocTosHHbIN BUTpenT
Closed Circuit Television — 3aMKHyTOe TeneBuaeHue. TeneBU3NOHHASA
CCTv cuctema, npefHasHayeHHaa ANA nepefayyM CUrHana oOrpaHWYeHHOMy
KONMYeCTBY Nob30BaTeNen.
Common Gateway Interface — O6wwuin uHtepdernc wnwo3a. CraHaapt
CGl nHTepdenca, WUCNONb3YEMOro AnAa CBA3M BHELWHEN Mporpammbl
c Beb-cepBepoMm.
Common Interchange Format—  O6ueynotpebuTensHbii  dhopmart
CIF LMDPOBLIX N30O6pPAKEHMIN MUKCENbHbIM pa3pelleHnem 352x288 nunbo
352x240
CLNS Connection Less Network Protocol — becKoHTaKTHbIN ceTeBOW NPOTOKON

nepegadn naHHbIX
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CMOS

Complementary metal oxide semiconductor — CMOS.
KomnnemeHTtapHas CTPYKTYpa MEeTaNN-oKCMA-NoNYNpPoOBOAHUK.
TexHONOrMA npPoM3BOACTBA MNONAYNPOBOAHWKOBLIX 3/1EMEHTOB, B TOM
4yncne CEHCOpPOB.

D1

CraHpapT BugeocurHana c paspetleHnem 720x576 nukcenem

DC

Direct Current — [MOCTOAHHbIN TOK

DDNS

Dynamic DNS — [uHamuyeckun DNS. TexHonorusa, no3sonsatollan
nHcdopmaunum Ha DNS-cepBepe 0OHOBNATLCA B peasbHOM BpPEMEHH,
NMPUMEHAWAACA A1A Ha3HayYeHUA MOCTOAHHOIO [AOMEHHOI0 WMEHMU
YyCTPOMCTBY C ANHammyeckum IP-agpecom.

DHCP

Dynamic Host Configuration Protocol — [lpoTokon AnHamMmn4yeckoro
KOHpurypuposaHue xocta. Ob6ecneynmBaeT nojyYeHMe CETEBbIMU
ycTponcteamu IP-agpecoB OT cepBepa B NOKanbHOM CETH.

DH-SD

MMpotokon ynpaBneHua PTZ-kamepamu  Yepe3 noc/iegoBaTenbHbIN
nutepdenic RS-485.

DNS

Domain Name System — Cuctema AOMEHHbIX UMEH. Tabnuua nepesoaa
NHTepHeT UMEH B IP-agpeca.

DNR

Digital Noise Reduction — LindppoBoe nogasneHne wymoB. TexHONOMUS
NofaBNEHUSA WYMOB B M300paxeHnn, BO3HMKAOLWMNX NPU HEAOCTAaTOYHOM
OCBELW,EHHOCTH.

DWDR

Digital Wide Dynamic Range —  [lporpammHo-paclmnpeHHbIN
ANHAMWUYeCKMn  amanasoH. [lporpammHo-peann3oBaHHas  (yHKUKA
paclwnpeHna AUHAMUYECKOro AuManasoHa MaTpuubl AnA KomneHcauuu
thoHOBOI 3aCBETKM N306paXkKeHus.

Ethernet

JlokanbHasa ceTb, WCMoNb3yemas [A/is MOAKIOYEHUs Mexay coboi
KOMMNbIOTEPOB, MPUHTEPOB, pabouymx CTaHUWUA, TEPMWUHANOB W T.M.
B HacTosllee Bpems peanusyeTtcs Ha 6ase Kabenein Tvna «BuTas napan.
CKOpoOCTb Nepeaayu CMrHana CocTaBiseT OT AeCATKOB A0 TbicAY Merabut
B CEKYHAY.

FPS

Frames per Second — KapgpoB B cekyHay. KonuyectBO CMeHAEeMbIX
KapoB B BUAEON300paKeHNM 3a eIMHULLY BPEMEHM

FTP

File Transfer Protocol — lNpoTokon nepeaaun dannos
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G.711A/ CTaHaapT ayAMoKoaMpoBaHMsA 6€3 KOMNpPeccun co CKOPOCTbIo Nepeaayu
G.711Mu | paHHbIX 64 Kb6/C
CraHpapT ayAMOKOAMPOBAHMA CO CKOPOCTbIO Nepefayn gaHHbIX 48, 56 n
G.722
64 Kb/c
G.726 CraHgaptT KomnpeccuuM M ayanMoKOAMPOBAHWMA CO CKOPOCTbID nepeaayu
' AaHHbIX 16, 24, 32 K6/cC
G.729 Y3KONONOCHbIN CTaHAApT [ANA roN0COBOM NepeAayn KoaupoBaHMA
) ¢ anana3oHom ot 300 10 3400 I, CKOPOCTbIO AaHHbIX 8 KOUT/C
Group of Pictures — [Ipynna KagpoB. VYnopAagoyeHHasa LenoyKa
GOP cneaylowmnx — Apyr  3a Apyrom  1300paxeHuid B KOAMPOBAHHOM
BMAEONOTOKeE.
H.264/ High Efficiency Video Compression — CtaHgapT CxaTtva BMaeocurHana
H.264H/
H.264B
High Efficiency Video Compression — CraHaapTt CxaTtua BMAEOCUrHana,
H.265 ABNALWMINCA pa3Butem H.264 1 npumeHsowmnin 6onee 3 eKTUBHbIE
MeTOoAbl Komnpeccuu
HLC High Light Compensation — KomneHcauma apKkon 3acBeTKM
HTTP HyperText Transfer Protocol — [lpoTokon nepegayn runepTeKCTOBbIX
AOKYMEHTOB
DDP Distributed Data Protocol — [poTokon pacnpeaeneHHbiX AaHHbIX
HyperText Transfer Protocol Secure — PacwunpeHne npoTtoKon nepeaayn
HTTPS rMNEPTEKCTOBbLIX [JOKYMEHTOB [ANA NOAAEPHKKM WNDPOBAHMA B LENAX
NoBblleHNs 6e30nacHOCTM
Internet  Control Message Protocol — T[lpoToKon MexceTeBbIxX
ICMP ynpasnswowmnx coobuieHnn. Mcnonb3yetcs ans nepepayn coobLieHun
00 oWnbKax W APYrUX WCKAYUTENbHbIX CUTYaLUAX, BO3HUKWIKX MpU
nepegadve AaHHbIX.
ICR Infrared Cut Removeable — MexaHunyeckn casuraemoii UK-bunbtp,

PaCnoNIOXEHHbIN Nepea MaTpuLen BUAEOKaMepbI.
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Identifier — aeHTndnKkartop

IGMP

Internet  Group Management Protocol — [lpotokon ynpaBneHus
rpynnoBow nepeaayen JaHHbIX B CETAX, OCHOBAHHbIX Ha MpoToKone IP.

IK10

CteneHb 3alluTbl 3NeKTpUYeckoro obopyaoBaHus, obecneynmBaemas
000/104KOM, 3aLINLLAIOLLEN OT BHELIHUX MeXaHUYeCKUX yaapos Ao 20 [x

Internet Protocol — MexceTeBon NPOTOKO.

IP-agpec — yYHUKaNbHbLIA  YUCNOBOM  WUAEHTUGDMKATOP KOHKPETHOrO
YCTPOWCTBA B COCTaBE JIOKANbHOW CETU

IP Filter
IP dunbTp

OYHKUNSA yrnpasneHusa AOCTYMOM K ceTeBoW BULeOKamepe
c onpeaeneHHbix IP/MAC-aapecoB N0KanbHOM ceTu

IPV4

Internet Protocol version 4 — yeTB&pTas BepcusA MHTEPHET MPOTOKONA.
LLInpoko ncnonb3yembiii Tvn IP-aapeca, coctosiwmin u3 4 6ant (32 6ur).

IPV6

Internet Protocol version 6 — wecTtasa BepcuMA WHTEPHET MPOTOKONA.
HoBas cuctema agpecaumu, B KOTOpor aapec coctout u3 16 b (128 6ur).

IP66

International Protection — MexayHapoaHbii Kog 3awuTbl. CTeneHb
3alUTbl 3NEeKTpuYecKkoro obopyaoBaHus, obecrneymBaemas 060104KON,
3awmwatowien ot Bosgencteua noim (6) mBogbl (6). 3awumuieHo
OT CUNbHbIX BOAAHBLIX CTPYW. Boga, HanpaBnsiemas Ha 060/04YKy B Buae
CUNbHBIX CTPYW C N10OOr0 HanNpaBNEHUS, HE 10/KHA OKa3blBaTh BPEJHOIo
BO3/eNCTBUA.

IPX

Internetwork packet exchange — MexceteBoli 06MeH nakeTamu.
[lpoTokon ceteBoro yposHA mogenn OS| B cTteKe npotokonoB SPX,
npeaHa3HayvyeH ana nepegayvu gatarpamm.

Infrared — WK, nHdpakpacHble nyyn. YacTb CNeKTpa 31EKTPOMArHUTHbIX
BOJIH, MPUMbIKAOLWAA K BUIMMOMY CBETY CO CTOPOHbI KPACHOrO LBeTa.
YenoBeyecknm 3peHnem He BOCNPUHUMAETCH, 0AHaKo
NONYNpPOBOAHMKOBbLIM CEHCOPAM 3TOT AMana3oH BUJEH.

MAC/
MAC-
agpec

Media Access Control — YHMKanbHbIN ngeHTMdurKaTop, NpMcBanMBaembln
ceTeBbIM afgantepam. Mrpaer ponb (QU3MYECKOro aapeca CEeTeBOro
apantepa.
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Micro SD

Secure Digital Memory Card — 3awumuieHHaa umMdpoBas Kapra namaTtu.
JNEeKTPOHHOE 3HEepProHe3aBWCMMOE 3aMoOMMUHAILEe YCTPOMCTBO ANSA
XpaHeHus umdposon nHhopmaumm paamepom 11x15x1 mm.

MJPEG

Motion JPEG — CraHaapT cxaTtua BuaeocurHana (NOKaApoOBbIA MeETO[
BUIE0CKATUSA)

MPEG2-L2

CTaHAaapT ayAMOKOAMPOBAHMS

Multicast

I'Iepenaqa MakKetoB C OAHOrNo Yy3jsia CeTn Ha CI'IeLI,VICbl/I‘-IECKle rpynny
IP-ap,pecos, npuHagnexanx pa3Hbim nojayvartenam gaHHbIX.

NTP

Network Time Protocol — CeTeBO MPOTOKON CUHXPOHMU3ALUN BPEMEHN.
CTaHfapT CUMHXPOHM3AUMM CUCTEMHBIX YacOB CeTeBbIX YCTPOMUCTB,
MCNONb3YIOLLNX MAKETHYIO Nepeaavy AaHHbIX.

ONVIF

Open Network Video Interface Forum — OtkpbiTbin ®opym [poToKonos
CeteBoro BewaHusa. OtpacneBasd MexayHapoaHas oOpraHusauus,
pa3pabaTbiBaemas CTaHAAPTU30BaHHbIE MPOTOKObI Ans
B3aMMOJENCTBMA Pa3nnyHOro o60PYAOBaHUA U MPOrpamMMHbIX CPeaCTB.
CraHpgapt ONVIF — oTtpacneBowv cTaHgapT, onpeaensatow i npoTOKOb
B3aMMOJENCTBMA ceTeBOro obopyaoBaHus (ceTeBble BUAEOKaMepbl,
BUAEOperncTpaTopbl 1 ap.), obecneynBaroLMin COBMECTUMOCTb.

OSD-meHI0

On Screen Display menu — JKpaHHOe MeHI, OTOOpa)aemoe NoBepx
OCHOBHOTO 1306paxeHus, NoCTynatlLLero ¢ BUAeoKamepbl

PCM

Pulse Code Modulation — VmnynbCcHO KoaoBas  MoAynAuLUA.
[peobpa3oBaHmne aHAaNOroBOro cMrHana B uudposyo Gopmy.

Pelco-P/D

[lpoTOKON  ynpaBneHus
nutepdenc RS-485.

PTZ-kamepamn  yepes nocnegoBaTefibHbIN

PoE

[EEE 802.3af, IEEE 802.3at,
Ethernet HeTONbKO pAaHHbIe,

Power over Ethernet— cTaHaapThl
no3gosALMe nepeaBaTtb MO CETH
HO M 3NEKTPUYECKUI TOK

P2P

Peer-to-Peer — TexHonorus nepeaayn BUAEOAAHHbLIX MO UHTEPHETY
(ynaneHHoe BWAEOHAOMIOAEHME), OCHOBAHHAA  Ha MAEHTUDUKAL MM
BUJl€OKaMepbl Ha yAaNeHHOM cepBepe No ee yHuKanbHomy Homepy (UID).

PPPOE

Point-to-point protocol over Ethernet—

nepeaayn aaHHbix Yyepes Ethernet

[MpOTOKON MEKTOYEYHOM
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Physical Security Interoperability Alliance — AnbsiHC 3a COBMEeCTUMOCTb
cuctem  usmyeckon 6esonacHoctn. CraHpapt PSIA — oTtpacneBoi

PSIA CTaHAapT, OnpeaensAlWmnin NPOTOKONbI B3aMMOAENCTBUA CETEBOrO
obopyaoBaHusa (ceTeBble BUAEOKAMEPLI, BUAEOPErucTpaTopbl U ap.),
obecneynBaloLMit COBMECTUMOCTb.

PT7 Pan Tilt Zoom — [MaHopamupoBaHue, HaKNOH, ONTUYECKOE YBeNnYeHue.
PTZ-Buaeokamepa — NOBOPOTHasA BUeOKaMepa € 3yM-00bEKTUBOM.

QoS Quality of Service — KauectBo o6cnyxuBaHusa. Habop TexHonorui,
obecneynBaloLMX NPUOPUTETHOE NCMONb30BaAHNE KaHana CBA3MN.

Quick- [nenep ana Bocnpon3BeaeHna MynbTUMeaniiHbIX Gannos

Time

RJ-45 Pa3bem ctaHaapTa Registered Jack

ROI Region of interest — O6nacTb nHTEpeca
Recommended Standard 485 — PexkomeHayembln cTaHaapt 485.

RS-485 Nutepdenc (Habop pa3bemoB, Kabenein) pans nocneaoBaTesbHOM
nepeaayvn AaHHbIX.

RTP Real Time Transport Protocol — [lpoToKon TpaHCNOPTUPOBKM AAHHbIX
(BMAEOMOTOKOB) B peaibHOM BPEMEHN.

Real Time Streaming Protocol-  [lOTOKOBbIM ~ NPOTOKON  peanbHOro

RTSP BpemeHn. CTaHaapT ynpaBAALWEro MpoToKona, Oonpeaenatoumnm
OTNPaBKy, NpMeM 1 ynpaBaeHne NOTOKamMmn aHHbIX peanbHOro BpeMeHN.

SMTP Simple Mail Transfer Protocol — lMpocTon npoToKoN NepechbIKN NOYTbI
Simple Network Management Protocol = — lpocTon npoTOKON CEeTEBOTO

SNMP ynpasneHna. CemenctBo CTaHAapToB, onpejenswwWwmMx npasBuna
1 ycnoBusa aoctyna K cetam TCP/IP gns ynpaBneHuns paboTol y3/10B CETU.
Secure Shell — be3onacHas 06on04Kka. CeTeBoN NPOTOKON NPUKNALHOTO
YPOBHA, NO3BOAAKOWMMA  MNPOU3BOAUTL  yAanEHHOE  ynpasfieHne

SSH onepayMoHHOM cucTtemomn N TYHHeNnpoBaHue TCP-coepnHeHun.
Mo3Bonser  6e3onacHo  nepejaBaTh B He3alMIEHHON  cpeje

NPaKTUYECKU Nt0OOIN APYrov CeTeBOI NPOTOKON.
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Secure Sockets Layer — YpoBeHb 3alWLLEHHbIX COKeTOB. [lpoTOKON
SSL wnhpoBaHUA AaHHbIX, obecneymBalouUii 6€30MacHOCTb CBA3M MNpW
nepepaye AaHHbIX.
STP Spanning Tree Protocol— [lpoToKon noKpbiBawollero Aaepesa,
KaHaNbHbIN NPOTOKON
Scalable Video Coding— Maclwrtabupyemoe BUAEOKOAMPOBAHME.
SVC TexHonorna no3BonsAeT nepefaBaTb B OAHOM TMOTOKE HECKO/bKO
NoANOTOKOB BMAE0 Pa3fINYHOro KayecTBa.
Transmission Control Protocol / Internet Protocol — [lpoTokon
TCP/IP ynpaBneHus nepegavyen |/ MexceteBo npoTokon. Cemenctso
NPOTOKOMOB, onpeaensoWmMx oblime npaBuia WYyCcNoBus nepeaayu
AAHHbIX MO JIOKANbHbIM CETAM U CETU MHTEPHET.
Transport Layer Security — be3onacHOCTb TPaHCNOPTHOrO YPOBHA.
TLS MpoTokon obecneynBaeT 3allMLLEHHYIO Nepeaayy AaHHbIX MEXAY y3namMm
B ceTn MHTepHer.
User Datagram Protocol — [lonb3oBatenbCKMM NPOTOKON nepefayu.
UDP MpoToKON nepefayn AaHHbIX, He TPebylolniA NOATBEPKAEHUA Nprema
MaKeToB.
UPNP Habop ceTeBbiXx NPOTOKONOB [A1s YHMBEPCANbHOW aBTOMATUYECKOMN
HACTPOWKM CETEBbIX YCTPOWCTB
URL Uniform Resource Locator — YHubuUunMpoBaHHbIN yKasaTenb pecypca
VBR Variable Bit Rate — NepemeHHbI BUTPENT
VLC CBobOOAHbI  MeaManpourpbiBaTenb, MOAAEPKUBAOWNA  pa3nnyHbie
chopmatbl BOCNpON3BeAeHMA.
Wide Dynamic Range — PacwupeHHbIn [AMHAMUYECKWUA [Mana3oH.
WDR AnnapaTHo-peann3oBaHHaa (QYHKUMA pacWMPEHUa LMHAMUYECKOro
AvnanasoHa  maTtpuubl  AnAa  KOMMeHcauunm  (OHOBOW  3aCBETKU
n3obpaxeHus.
NK/WK- Cm. IR
noacBeTka
NK- MexaHunyeckn casuraembii  VK-dunbTp, pacnonoXxeHHbln nepej
bunbTp maTpuLen BuaeoKamepsl Ans peanunsaunm pexmnma «eHb/Houb»
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NM NHCTPpYKUMA NO MOHTaXyY

JIBC JIoKanbHasa BblYNCAUTENbHAA CETb
0C OnepaumnoHHas cucrema

MK [lepCcoHanbHbIM KOMNbIOTEP

Ocobblin cBOA MpaBwa, npouesyp M ycnoBuit, onpeaensiowmx dopmart
Y BPEMEHHYIO CTPYKTYPY nepefayn AaHHbIX Mexay ycTponctBamu. Takxke

[poToKon .
B NPOTOKO/ax onpenensietca pa3buBKa AaHHbIX Ha NaKeTbl, JeACTBUA NPW
owmnbKax 1 npouenypbl KOHTPOMA COCTOSHUA NTMHUN Nepeaayn JaHHbIX.
Mc MNacnopt
P3 PyKoBOACTBO MO 3KCMayaraumn
LLIT LleHTpanbHbIM Npoueccop
Y/b YepHo/benbiin
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