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BBepgeHune

O6wana nHpopmaums

B HacTosALLEeM pyKOBOACTBE NOMIb30BaTENsA ONMcaHbl GYHKLMM 1 paboTa peTpaHUIATOPa OXPaHHOM
curHanmsaumu (ganee "yctponcrso"). BHMMaTenbHO 03HaKOMbTECH C 3TUM PYKOBOACTBOM Nepes
MCnonb30BaHUEM ycTpoicTBa. CoxpaHUTe HacTosLLee PYKOBOACTBO, YTOObI MpK HEO6X0ANMOCTH
obpalyaTbca K Hemy B byayLuem.

Mopgenb
DHI-ARA43-W2 (868); DHI-ARA43-W2.

MHCprKLI,I/II/I Mo TexHnKe 6e30nacHOCTH

B PyKoOBOACTBE MOTYT BCTPeYaTbCA cieaytouime CMrHanbHblie C10Ba.

CurHanbHble cnoBa 3HauyeHune

YKa3blBaeT Ha BbICOKYIO MOTEHLUUANbHY OMacHOCTb, KOTOPas, eciu

€e He NPeAoTBPATUTb, MOXKET MPUBECTU K TMOENn Unm K cepbe3HbiM

OMNACHO! TpaBMaMm.

YKa3biBaeT Ha CPeHIo UM HA3KYIO MOTEHLMaNbHYI0 OMACHOCTb,

KOTOpas, eC/iv ee He NpefoTBPaTUTb, MOXKET NPMBECTU K TPaBMam
OCTOPOHO! NEerkom Nnuv cpefHen CTeneHn TAXeCTu.

o
YKa3blBaeT Ha MOTeHUManbHYI0 OMAacHOCTb, KOTOPas, eC/iv ee He
NpefoTBPATUTL, MOXKET MPUBECTU K MPUUYMHEHMIO Yulepba
! UMYLLEECTBY, MOTEPE AAHHBIX, YXYALLIEHUNIO PAaboUnX XapaKTepUcTuK

BHUMAHMUE! WM UHBIM HenpeackasyeMbiM pesysibTaTaMm.
@ﬂ COBET MpnBOAATCA peKoMeHaLnKM, NMOMOraloLLMe NOJIb30BaTENIO PELUNTb

npo6nemMy 1y CSKOHOMUTb BpeMsi.

|..| MpvBoAMTCA fOMNONHUTENbHAsA MHGOPMALUA B KauecTBe
—==! MPUMEHAHUE JOMOJTHEHNA K TEKCTY.

NHdopmauma 06 n3meHeHUAX B JOKYMEHTe

Bepcunsa Uctopunsa nsmeHeHnnm [arta ny6nukauyun

Jo6aBneHa npoleaypa BCTaBKY MPOBOAA B 3aXKNM

Bepcna 1.5.0 Asryct 2022 ropa
ansa ¢ukcaumm NnpoBoaa.
o OO6HOBJEHbI TEXHNYECKME XapaKTepPUCTUKN B
COOTBETCTBUM CO CTaHAAPTaMK cepTuduKaumm
EN.
. B 7
Bepcns 1.4.0 [lobaBneHo NprumMeYaHne 0 TOM, YTO Viotb 2022 roga

peTpaHCiATOpP He NoAAePKMBAET Nepeaauy
N306paxkeHni C BuaeoKamepbl ¢ MK-gatumkom Ha
KOHTpoOnep.

e OG6HOBEHbI N306paXKeHs NPoLEcca YCTaHOBKN.

\ )) SEC.RU KopoTkun nyTb K nHopmaumm Cka4aHo c sec.ru
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Bepcusa UcTtopua nsmeHeHumn Hara ny6nukauvn

e [lo6aBneHbl TEXHUYECKUE XapaKTePUCTUKN.
Bepcna 1.3.0 ®eBpanb 2022 roga
o OO6HOB/IEHHOE OMM1CaHKe CTPYKTYPbI.

Bepcua 1.2.0 [lo6aBneHa Bepcua KOHTponnepa. [Nekabpb 2021 ropga
Bepcna 1.1.0 [lo6aBneHbl BeEpCUM NPUNOXKEHNI U KOHTpOoepa. CeHTa6pb 2021 ropa
Bepcna 1.0.0 MepBas pepgakuyma Asryct 2021 ropa

YBegomneHune o 3amuTe KOHGUAEHLNANbHOCTY

B kauecTBe Nonb30oBaTeNs yCTPONCTBA Ui KOHTPOIepa faHHbIX Bbl MOXKeTe cobMpaTh NepCcoHarnbHble
[aHHble APYrMX JIOAEN, B YaCTHOCTY, M306paxeHNa NnLL, OTMeYaTKy NanbLeB 1 aBTOMOOUIbHbIE HOMepa.
Bbl 0643aHbI cobntofaTh TPe6oBaHNA COOTBETCTBYIOLLIMX MECTHbIX 3aKOHOB 1 HOPMATUBHbIX aKTOB O 3aluyuTe
KOHOUAEHUMaNbHOCTU /18 06eCrneyeHsl 3aKOHHbIX MPaB U MIHTEPECOB APYIUX NoAe MyTeM NPUHATUA
Mep, BK/TOUAIOLLMX, MOMMMO MPOYEro, CefytoLLee: UCTONb30BaHME YETKMX 1 XOPOLLIO 3aMETHbIX
0603HayeHUIA 30HbI BUAeOHabnogeHNA Aia MHGOPMMPOBaHIA NIoAEN O ee CYLLLeCTBOBaHNN, a TakKe
npefocTaBneHne Heo6XoANMONI KOHTAKTHOM MHbOpMaLMN.

O HacToAwWweMm pykoBoacTBe

® HacrosLee pyKoBOACTBO HOCUT UCKTIOUMTENbHO CMPaBOYHbIV XapaKTep. YKa3aHHble B PyKOBOACTBE
napameTpbl MOTYT HE3HAUMTENIbHO OT/IMYATLCA OT PeasibHbIX NMapaMeTPOB NPOAyKTa.

e Mbl He Hecem OTBETCTBEHHOCTU 3a YObITKU, BO3HMKILME B pe3yribTaTe SKCMayaTalum npoayKra
cnocobamm, KOTopble He 0TBeYaloT TPeboBaHUAM HACTOALLEro PyKOBOACTBA.

e PykoBopacTBo OyaeT 06HOBAATHCA HA OCHOBAHUM 3aKOHOB M HOPMATUBHBIX aKTOB
COOTBETCTBYIOLLMX IOPUCANKLMIA. 1A nonydyeHns 6onee noapobHon nHpopmMaLum obpaTuTech K
neyaTHOW BepCuUn PyKOBOACTBA MO 3KCnayaTaumm unu K sepcum Ha CD-ROM, nubo oTckaHupyinTe
QR-Kop 1nu nocetTuTe Haww oduUmManbHbI cainT. HacToALlee pyKOBOACTBO HOCUT UCKNTIOUMNTENBHO
CNpaBOYHbIN XapakTep. Mexay 31eKTPOHHON 1 neyaTHOW BepCMAMM MOTYT UMETb MeCTo
He3HauuTeNbHble PACXOXAEHUA.

e JlioOble KOHCTPYKTMBHbIE 3fIEMEHTbI M NPOrpPamMMHOe obecreyeHne MoryT ObiTb U3MeHeHbl 6e3
npenBapuTeNIbHOro NMCbMEHHOTO yBeaomieHna. O6HOBNEHUA NPoAYKTa MOTYT CTaTb MPUUMHON
HEeKOTOPbIX PAaCXOXAEeHNI Mexay NapameTpaMmun peanbHOro npoaykta u uHpopmauuei,
N3N0XEeHHON B pykoBoacTae. [locnefHow Bepcuio NporpammHoro obecneyeHms n
LONOSTHUTESNIbHYIO IOKYMEHTALIMIO MOXKHO NOMYUYNTb B Cy»K6e noafep»KKu KIneHTOoB.

e CyulecTByeT BEPOATHOCTb OLMOOK NeyaT v OTKNOHEHWI B onnucaHnm GyHKUWIA, onepawmni n
TEXHNYECKUX AaHHbIX. [Py BO3HMKHOBEHNW KaKUX-TMOO COMHEHMI U pa3HOrnacui Mbl
oCTaBJisieM 3a OO0 NMPABO OKOHYATENIbHOW TPAKTOBKMU.

e Ecnu pykoBogcTso (B popmaTe PDF) He OTKpbIBaeTcA, 0GHOBMTE YCTaHOBNEHHOE NPOrpaMMHOe
obecneueHune ana uteHmA annos nnu nonpobyiTe Apyroe obLWeAOCTYNHOE NPOorpaMMHoe
obecneueHue.

e Bce TOBapHble 3HaKW, 3apermMcTPUPOBaHHbIE TOBAaPHbIE 3HAKMN U Ha3BaHWA KOMMaHW B
HacToALEeM PYKOBOLCTBE ABMAIOTCA COOCTBEHHOCTbIO COOTBETCTBYIOLLMX BNafienbLeB.

e B cnyuae noasneHna nobbix Npobnem npu NCNonb30BaHMM YCTPONCTBa NOCETUTE Hall Beb-caiT
unu obpaTuTech K NOCTaBLUMKY UK B CIYOY NoaaepKKu.

® B cnyvae Kakmx-nnbo COMHEHUI MM NPOTUBOPEUMI Mbl OCTaBnseM 3a cobo NpaBo
OKOHYaTEeNbHOWN TPAKTOBKM.

KopoTkun nyTb K MHpopmaLmu CkayvaHo c sec.ru
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BakHble Mmepbl NPefoCTOPOXKHOCTUN 1

npepgynpexaeHus

B HacTosLleM pa3aene onvcbIBaOTCA NPaBUIa HageXallero obpaLleHuns ¢ yCTponcTBoM 1 Mepbl Mo
NpenoTBpPaLLEHIIO ONMACHOCTEN, BKNoUas ONacHOCTb NPUYMHEHNS yiep6a NMyLLecTBY.
BHVMaTeNnbHO 03HAaKOMbTECh C COAEPKMMbIM AAHHOTO pa3gesa nepep UCrnosib3oBaHNEM YCTPOCTBA
1 cobniofariTe yKasaHHble TpeboBaHUA Npu paboTe C HUM.

TpeboBaHuA K 3KcnnyaTaumm

A\

e [lepen ncnonb3oBaHeMm ybeamnTech, YTO MCTOUYHUK MUTAHNA YCTPONCTBa paboTaeT JOMKHbIM
ob6pazom.

e 3anpeLlaeTca OTCOEANHATD LWHYP NMTaHNA OT YCTPONCTBA NPY BKIIIOYEHHOM NUTAHUMN.

e [lapameTpbl 2NeKTPONUTaHUA YCTPONCTBA JOSKHbI HAXOANTbCA B PeKOMEHAOBaHHOM Avana3oHe.

e TpaHcnopTupymnTe, NCNOMb3YNTE U XPAHUTE YCTPONCTBO NP AOMYCTUMbIX YC/TOBUAX BAAXKHOCTU U
Temneparypbl.

e He ponyckainTe nonagaHua 6pbI3r Uy Kanesnb XUAKOCT Ha YCTPOWCTBO. Y6eanTech, UTo Ha
YCTPOWCTBE HET HMKaKMX MPeAMETOB, HaMOJTHEHHbIX *KUAKOCTbIO, KOTOpasa MOXeT MonacTb
BHYTPb YCTPOWCTBA.

e He pa3bupaiite ycTpoincTBo.

TpeboBaHMA K yCTaHOBKe

A WARNING

e [lepea nogayen NMTaHNA CHayana NoAKIOYUTE 6NOK MUTaHNA K YCTPONCTBY.

e Crporo cobniofaliTe MeCTHble CTaHAaPTbI 3/1eKTpobe30MnacHOCTH 1 ybeanTeCh, UTO HanpsXKeHne
B MecTe YCTaHOBKM CTabMSIbHO 1 COOTBETCTBYET TPEOOBaHNAM K MUTaHMIO yCTPONCTBA.

® He nogkntovaiTe ycTponcTBo 6osiee yem K OfHOMY MCTOYHUKY NMTaHWA. B npoTtuBHOM cnyyae
YCTPOWCTBO MOXET ObiTb MOBPEXAEHO.

A\

e CobniogaliTe Bce Mepbl 6€30MacHOCTY U UCMONb3YNTe BCe HeobxoArMble NP BbICOTHbIX paboTax
CpencTBa 3aluThl.

e He nogsepranTte yCTPONCTBO BO3AENCTBMIO MPAMOIO CONHEYHOr O CBETa MK N3TYUYEHUIO
MCTOYHMKOB Tenna.

e He ycTaHaBnvBanTe yCTPOMCTBO BO BMaXHbIX, MbUIbHbIX MW 3abIMIIEHHbIX MeCTax.

e YcTaHaBnuMBauTe YCTPOMCTBO B XOPOLLO NPOBETPMBAEMOM MECTE 1 He 3aKpblBanTe
BEHTUNALMOHHbIE OTBEPCTMA YCTPONCTBA.

® [/lcnonb3yiTe TONbKO ceTeBOV afanTtep v 6510K NUTaHWsA, NOCTaBNEHHbIV NPOU3BOANUTENEM YCTPONCTBA.

® bnok NnTaHmA yCTPONCTBa JOMKeH COOTBETCTBOBATb Knaccy ES1 no craHgapty IEC 62368-1 u
MMeTb MOLLHOCTb He 6onee yem ans Knacca PS2. PekomeHpoBaHHbIe NapamMeTpbl
3NeKTPONUTAHNA YKa3blBalOTCA Ha STUKETKe faHHOro YCTPOWCTBa.

o 3J'IeKTpOI'IpI/I60pr Knacca | aiefqyet nogknyaTb B PO3€TKU C 3alUTHbIM 3a3eMJTIEHUNEM.

SECRU KopoTkun nyTb K nHopmaumm CkayvaHo ¢ sec.ru
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CopeprxaHue

BBepgeHmne |

Ba)kHble mepbl Npef0CTOPOKHOCTN N NpeAynpexaeHnsa 1l

1 BcrynneHune 1
1.1 0630p 1
1.2 TexHN4YeCKNe XapaKTepucTukn 1

2 Komnnekrauusa 4

3 KoHcTpyKumsa 5
3.1 BHewHU BUA yCTpoOMCTBa 5
3.2 Pasmepbl 6

4 BknioveHune 7

5 lo6aBneHne peTpaHCIATOpPa Ha KOHTponep 9

6 YcTraHOBKa 10

7 Hactponka 12
6.1 MpocmoTp cocTroaHnA 12
7.2 HactpoiiKa peTpaHcnaTopa 13

MpunoxeHune 1 PekomeHgauum no o6ecneyeHuo Ku6epb6esonacHocTn 17
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PyKOBOﬂCTBO nosib3oBarenA

1 BctynneHune

1.1 0630p

BecnpoBofHoOI peTpaHCNATOP NepecbifiaeT coobLeHNA, NOSTyYeHHble C NepudepuriiHbIX YCTPOWCTB,
Ha KOHTPOJIEP OXPaHHOW CUTHANM3aLUMK, MO3BONAS YBENMYNTb AaNIbHOCTb CBA3N Mexay Humun. C
€r0 MOMOLLbIO MOXHO HAaCTPOUTb Pe3epPBHbI KaHa CBA3U, YTOObI NOBLICKTL 06LLYI0 CTabUNbHOCTb U
HaleXXHOCTb 6ecnpoBOfHON cucTeMbl 6e30MacHOCTU. Bbl MOXeTe ncnosnb3oBaTb NpunoxeHne DMSS,
uTOGbI BPYUHYIO BbIOpaTh MyTh A4S Nepefayun CUrHanoB neprdeprinHbIX yCTPOWCTB UKW NO3BONUTD
CUcTemMe aBTOMATUYECKU BbIGpaTh ero.

OH noaxoaut ana obecneyeHna 6€30MacHOCTM B TaKUX MeCTax, Kak MHOrO3TaXKHble floMa, Frapaku,
pacnonoXeHHble AaneKko OT XWUJbIX PaioOHOB, U OPUCHbIE 3AaHUA N MarasuHbl C NEPEropogKaMu.

1.2 TexHNYeCcKne XxapaKkTepucTuku

B aTOM pa3pene npriBeieHbl TEXHUYECKUE XapaKTepUCTUKK YCTPocTBa. MNoxanyiicTa, Bbibepute Te,
KOTOpble COOTBETCTBYIOT BaLleil Mogenu.

Tabnuua 1-1 TexHMYeCKre XapaKTePUCTUKN

Tuvn Mapamertp OnucaHue
32 6ecnpoBogHbIX NeprdepUinHbIX yCTPONCTBa
Bxogabl / Bbixogpl becnpoBofHbie 30HbI = PeTpaHCnATOp He noapepkmBaeT
nepegauvy n3obpakeHun c Bugeokamepsbl ¢ NK-
AaTYMKOM Ha KOHTposnep.
AKKYMynATOpHaA
ymy P BcTpoeHHas nutuesas 6aTtapesn
6aTapes
MopTbl N -
CBeTOBOW UHAMKATOP 1, yKa3blBaloLWMiA Ha conpsXeHne n paboTy
MuTtaHne 1 KHOMKa NUTaHUsA
MpoTnBoKpaxHas
P P Ectb
CcuUrHanmsauyusa
YnaneHHoe
A ObnayHoe obHOBNEHME
O6HOBNEHNE
3almTa HaCTPOEHHbIX
napameTpoB oT cbos Ectb
OyHKUMM nMTaHnA
O6HapyxeHune
OTKII0YEHMA
Ectb
BHELUHEro UCTOYHMKA
nuTaHnA
CurHanmsauyms
Ectb
pa3psaku baTapeu

KopoTkun nyTb K MHpopmaLmu
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Tun Mapametp OnucaHune
Mownck OnpepeneHne ypoBHA CUrHana
DHI-ARA43-W2(868): | DHI-ARA43-W2:
Hecyulasa yactoTa
868 MI'y ~ 868.6 MI'y | 433.1 Ml'y ~ 434.6 My
DHI-ARA43-W2(868): DHI-ARA43-W2:
HdanbHoOCTb Nepegaun o 1600 m Ha 1000
CUFHana OTKPLITOM 4o M Ha OTKPbITOM
BecnposogHoe POCTPAHCTBE NpOoCTpaHCTBe
noaksyeHme
Tvin cBA3n [BYXCTOPOHHUN
LWndposaHme AES128
MNceBpocnyvanHas
nepecTporika pabouen | Ectb
YacToTbl
Tvn ucTtouHmnka Tun A
NUTaHNA
OCHOBHOW NCTOYHUK 12B(DC), 1.5 A
nUTaHNA
EmkocTb 6aTapenm 2% 3.6 B, 2200 mA*y
Bpemsa paboTbl oT Bpemsa paboTbl 6aTapen B pexxume oxngaHus: o
GaTapen 35y
e Tun 6aTapen: BCTPOEHHDIN NNTUEBBI
Tun 6aTapen aKKyMynAaTop.
e Mogenb akkymynatopa: 18650
MakcumanbHbI TOK 0.25A
MNuTaHne MoTpebnaemas [0 3.5 BT
MOLLHOCTb
. o MakcnmanbHbii 0.25 A
MoTpebnaemblii TOK .
e CpegHuin 0.05A
Mopor HM3Koro 3apaga 3.6 B (DC)
aKKyMynsaTopa
Mopor
BOCCTaHOB/EHNA 3.7 B (DQ)
6aTapen
HanpsxxeHne <335.88
BbIKNIOYEHMWA
Bpemsa 3apagku o
Gatapen MNpumepHo 15 4 go 80%
Pabouas Temnepatypa | OT1-10°C go +55°C
Pabouas BnaxHoOCTb 10% ~ 90% (oTHOCKTENbHaA)
O6uwme Pa3mepbl npoaykTa 163 MM X 163 MM X 32 MM
Pa3mepbl B ynakoBke 219 MM X 187 MM X 91 mm
MoHTax Ha cteHy; Ha cTon

\ )) SEC.RU KopoTkun nyTb K nHopmaumm Cka4aHo c sec.ru
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Tun Mapametp OnucaHune
Macca HeTTO 0.32 kr
Macca 6pyTTO 0.74 kr
Kopnyc Monnkap6oHat, ABC-nnactuk
EN 50131-1:2006 +
A2:2017 + A3:2020

e EN50131-3:2009

e EN50131-6:2017

e EN50131-5-
3:2017

e ENS50131-
10:2014 e CE

e EN50136-2:2013 e FCC

e Knacc

CepTtudukarol

6e3onacHoOCTU
(5G)2

e Knaccycnosun
3KCnyaTauum
(EQ)N

o CE

4 .
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PyKOBOﬂCTBO nosib3oBarenA

2 Komnnekrayuns

PucyHok 2-1 Komnnekrauums

information

User’s manual

Legal and regulatory

1 2 3 4 5 6
Tabnuua 2-1 Komnnekrayusa
Ne HaumeHoBaHMe Konu- Ne HaumeHoBaHMe Konu-
YyecTBo YyecTBo

PeTpaHcnaTop oxpaHHom

IOpnanueckasa n

1 1 4 HOpMaTMBHaA 1
CUTHanM3auum
nHbopmMauusn
2 Bbnok nutannsa 1 5 KomnnekT BUHTOB 1
3 PykoBogactso ] 6 3axum ansa pukcaumm 1
nosnb3oBaTtens npoBoaa

SEC.RU KopoTkun nyTb K MHpopmaLmu
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3 KoHcTpyKuMA

3.1 BHewHnn BupA yCTponcTea

PuncyHok 3-1 BHewHwuin Bug ycTponctsaa

P
I

Tabnuua 3-1 KoHcTpyKuuma

Ne HanmeHoBaHue OnucaHune

e [loCTOAHHO CBETUTCA 3eMeHblM LBeTOM: BKntoyeH

1 NHankaTtop o Muraet 3eneHbim ueeToM: ConpsxeHue c
KOHTPONNepoMm.

MepekntounTe B nonoxeHne BKJ1 (ON), utobbl BKNIOUUTD
peTpaHcnaTop, 1 B nosioxeHvie BbIKJ (OFF), uTo6bl
3 Bbikntouatenb BbIKIIOUNTb ero.

NNTaHUA.
[

BbIKJ1 (OFF) yctaHOBNEHO NO YMONYaHMIO.

|/]CI'IOJ'Ib3yETCFI anAa nogknto4vyeHmA Kabens NnuTaHusA

Pa3bem Kabens
3 1]
nUTaHUA
lMnTaeTca ot nctouHmnka nutanus 12 B (DC).
4 MNpoTrBOKpaKHas Korpa npoTrBOKpa)Has KHOMKa oTnyLleHa, cpabatbiBaeTt
KHOMKa NPOTUBOKPa)KHAA CUrHanm3aums.
® 3apHsA KpbllKa 3aKpbiTa: O6bIYHOE COCTOAHNE.
5 3aaHAnA KpblLLKa e 3ajHAA KpbllKa OTKpbITa: Ecnun 3agHAs Kpblwka byaet

OTKPbITa, CpaboTaeT MPOTUBOKPAXKHAsA CUrHanM3aLuus.

4 .
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3.2 Pazmepbl

PucyHok 3-2 Pazmepbl, Mm
163.2 325

R

163.2
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4 BKnoyeHune

War1  OcnabbTe BUHT, YTOObI OTKPbITH PETPAHCNIATOP.

PucyHok 4-1 OcnabneHuve BMHTa

PucyHok 4-2 OTKpbITre peTpaHciaTopa

War2  BcTaBbTe MPOBOA B 3aXKNM AJ1A KPEMneHusi NPoBoga 1 NOAKMIOUNTE ero K PeTpaHUIATopY,
yTOObI BKITIOUNTD €rO0.

\ )) SEC.RU KopoTkun nyTb K nHopmaumm Cka4aHo c sec.ru
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PucyHok 4-3 BknioueHune petpaHcnATopa

\ )) SEC.RU KopoTkun nyTb K nHopmaumm Cka4aHo c sec.ru
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5 [lo6aBneHne peTpaHCNATOPA Ha KOHTponNep

MNepen noaknoueHneM peTPaHCIATOPA K KOHTPOJIIepY YCTaHOBMTE Ha CBOEM CMapThoHe
npunoxkeHne DMSS. B HacToALwem pyKOBOACTBE B KauecTBe Npumepa NprBeaeHo onncaHme
MO6UNbHOro NpunoXeHus nog ioS.

[

e Sta GyHKUMA LOCTYMNHA TONbKO B npunoxeHun DMSS Bepcuu 1.94 unu 6onee HoBoM npu pabote
C KOHTpOJIIepoM ¢ npoturekor Bepcumn V1.001.R.20211215 mnu 6onee HOBOM.

e Y Bac yxe fgomKeH 6biTb co3aaH akkayHT DMSS 1 B Hem fo6aBneH KOHTposep.

e KoHTponnep fomkeH UMeTb CTabuibHoe nofgKnoyeHve K IHTepHeTy.

e KoHTponnep JomkeH ObITb CHAT C OXPaHbl.

LWar 1 MNepenguTe Ha CTPaHULY KOHTPOIEPA, @ 3aTEM HaXXMuTe , UTOObI 06aBUTH

peTpaHcnATop.
War2 Haxmute @ ana ckaHmposaHua QR-Koaa Ha AHE PETPAHCIATOPA, @ 3aTeM HaXMUTe
Danee (Next).

War3  Haxmute flanee (Next), nocne Toro Kak peTpaHciaTop OyaeT HalgeH.

War4  Cnepynte MHCTPYKLUMAM Ha CTPaHMLE N BKIIOUNTE PETPAHCNATOP, a 3aTeM HaxmuTe [lanee
(Next).

War5  Joxautecb conpsaxeHus.

War6  M3meHuTe uma peTpaHciAaTopa u BbibepuTte 30Hy, a 3ateM Haxmute FotoBo (Completed).
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6 YcTaHOBKa

[MoaroToBKa

MNepen ycTaHOBKOWM MNOAKIIOUMTE PETPAHCNATOP K KOHTPONNEPY 1 NPOBEpPbTE YPOBEHb CUTHana B
MecTe YCTaHOBKU. Mbl peKoMeHAyeM YCTaHaB/MBaTb PETPAHCIATOP B MeCTaxX C YPOBHEM CUrHana He
MeHee 2 feneHun.

CnpaBoyvHasa uHbopmauma

V|CFIOJ'Ib3yVITe npunaraemble BUHTbI A1 YCTAaHOBKU PETPAHCIATOPA B MeCTaX, AOCTYNHbIX ANnA
noaiegywuwero TexHn4yeckoro O6CJ'Iy>Kl/I BaHUA.

A\

YcTaHOBUTE pPeTPaHCNATOP B MeCTe, FAe HET METa/IoB 1 MeTa/lNIMYeCKNX NpeameToB. Bo3ayxosoab,
3KpaHbl 1 KOpobHa 13 NPOBONOKN 1 Apyrve Nofgo6Hble NpeaMeTbl Ha METaNIMYECKON OCHOBE
YMeHbLLAT JaNbHOCTb Nepefayn paguocurHana.

MNopAanok aencremnm
LWar 1 I'Ipocsepm/lTe B CTEHE 4YeTblpe OTBEPCTNA B COOTBETCTBUN C PACNONOKEHNEM OTBepCTVIVI
PETPAHCNATOPA, a 3aTEM BCTaBbTe B OTBEPCTUA }J,}O6eﬂﬂ.

PucyHok 6-1 [NogrotoBka oTBepCTUN

War2  YcraHoBuTe peTpaHCAATop.

PucyHok 6-2 YcTaHOBKa peTpaHciAaTopa

F

War3  3aduKcupyite peTpaHCIATOP BUHTOM.
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PucyHok 6-3 QuKkcauma peTpaHcnaTopa

0.5-0.8 N.m
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7 HacTpounka

Bbl MOXeTe NpocMaTprBaTh 1 pedakTpPOoBaTh 06LYyo MHGOPMaLMIo peTpaHciATopa.

6.1 lNMpocmoTp cocToAHMA

Ha cTpaHuue KoHTponnepa Bbibeprite peTpPaHCIATOP U3 CcKa neprdepuiiHbIX YCTPOWCTB, U Bbl
CMOXeTe MPOCMOTPETb €r0 COCTOAIHNE,

Tabnuua 7-1 CocTosiHMEe KOHTposiepa

Mapametp Mpenmyuwecrea

MNoka3biBaeT cocToAHMe paboTbl peTpaHcnATopa.
BpemeHHO oTKnOUNTDL

(Temporary
Deactivate)

e @©:BkntoyeHo.
o ©:OTKIIOYEHA TONBKO NPOTUBOKPAXKHAA CUrHanM3aumsa.

e O :BbikntoyeHo.

YpoBeHb CHrHasa NoKasblBaeT yCTOMUYNMBOCTb CBA3U MeXaY
KOHTPOJIJIEPOM U PETPAHCIATOPOM.

e . :Huskni.
YpoBeHb curHana o . :Cnabbin
(Signal Strength) y
e .l : Xopowwun.
e ll: OTANYHBIN.
o ul:Her.

CocTosiHMEe NOAKIOYEHWA PETPAHCIATOPA K MCTOYHMKY MUTaHNA.

e Co:[logKntoyeHo.
CocToAHne BHELWHEro e CD: OTKNtoYEHO.
nuTtaHua (External
Power Status) m

Ecnu BHelLHee NTaHWe peTpaHCATOPa BbIKMIOYEHO, OH MOXKET
paboTath Ao 35 Yacos.

YpoBeHb 3apapaa 6aTapen peTpaHcnaTopa.
e @) [lonHbIn 3apAa.
=): [locTaTOYHbIN 3apAga,.

: CpepgHui 3apag.
YpoBeHb 3apaga

: Husknin 3apag.
6aTapewu (Battery Level)

s Huskmn.

[

Mpy HM3KOM YPOBHE 3apsAaa 6aTapen PETPaHCISTOP MOXKET paboTaTbh

no 3.5 yacos.
CocrosaHume
NPOTNBOKPaKHOMN Pexxmm NpoTMBOKpPaXKHOM crrHanm3auumn neprudeprninHoro yCTponcTBaa,
curHanmsaumm (Anti- KOTOpbIN pearnpyeT Ha AEMOHTaX Kopnyca.

tampering Status)
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MapameTp Mpenmyuecrea

COCTOSIHVE CEeTEeBOrO CocTosiHMe CeTEBOro NOAKIIOYEHUA peTPAHCAATOpPa.
nogkntoyeHus (Online e :Bcetn.

Status) e c:Hescetu.

Bepcusa npolumnekm

(Program Version) Bepcua NpoLunBKIM YCTPONCTBA.

7.2 HacTpoiika peTpaHcnaTopa

Ha cTpaHuLie KOHTpoOMNepa BbIGepUTe 13 CNCKa YCTPOIICTB PETPAHCNATOP, U 3aTeM Haxmute [,
UTOObI HACTPOWTb Er0 MAPAMETPBI.

Tabnuua 7-2 OnucaHne napameTpoB

MapameTp OnucaHune

e [IpocMOTp MMeHM, TUNa, CEPUNHOIrO HOMepa N MOAeNN
KoHdwurypauumsa ycTponcTea yCTPOWCTBaA.

(Device Configuration) ® VI3MeHUTe UMA PeTPaHCNIATOPA, @ 3aTeM HaXKMUTe
CoxpaHuTb (Save), UTOObl COXPaHUTb HACTPOIKM.

30Ha (Area) Bbi6op 30HbI ANA peTpaHcnsTopa.
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MapameTp OnucaHune

Haxunte BpemeHHo oTkniountb (Temporary Deactivate),
UTOGbI BKIIOUNTD NIV OTKIOUNTD GYHKLMM peTpaHCiATopa.

e Haxmute BknioueHo (Enable), v 3aTem Bce
[OMNONHWTeNbHblE CO0bLIeHMA ByayT NnepeHanpasneHbl B
KoHTponnep. BknioueHo (Enable) no ymonuanuio.

o HaxmunTe OTKAOYEHa TONbKO NPOTNBOKpPaXkHas
curdHanusauyums (Only Disable Tamper Alarm), n Torga
cuctema 6ygeT THOPMPOBATb TOJIbKO TPEBOXKHblEe
CO00OLLIEeHNA O MPOTUBOKPAXKHOW CUTHaNM3aL K.

o Haxmute OTKnouveHo (Disable), n Torna Hukakune
JononHuTenbHble coobLleHns He 6yayT NnepeHanpaBnATbCA

BpemMeHHO OTKIIOUMTH Ha KOHTPOJIEP Yepes peTpaHCATop, U cuctema bypet

(Temporary Deactivate) NrHOPUPOBATb COOBLLEHNA O HENCMPABHOCTAX,

nocTynalowime oT peTpaHcsTopa.

[

e Ecnv dyHKLMA OTKNIOYEHA, BCe MepudepriiHble YCTPONCTBA,
KOTOpble Obl/IM BPYUYHYIO HACTPOEHbI /1A NepeCchbUTKM
CoOobLLEeHUN Yepe3 peTpaHCIATOP, Oy AyT OTKIIOYEHDI.
MepudepuiiHble ycTponcTea, CKOHGUIYpUPOBaHHbIe AnA
aBTOMATMYECKON OTNPaBKM COOOLLEHNIN Ha KOHTPOJIEP,
BbIOEPYT APYron myTb CBA3W.

e [laxe eCsiv Bbl OTKIIIOUUTE GYHKLIUN PETPAHCIATOPA,
COCTOsIHVE MeprdepUiiHbIX YCTPOCTB OyaeT oTobpaxaTbca
B 0ObIYHOM pexume.

CeToamMoHbIM UHAMKATOP BKIKOUEH MO YMOUYaHWIO.
MoapobHee 0 CBETOANOAHOWN MHAMKALMK CM. B pa3gene "3.2
BHewHwn By ycTponcraea'.

Ecnu cBETOANOAHDIN MHAMKATOP OTKIOUYEH, OH OyaeT
OCTaBaTbCA BbIKMOUYEHHbIM HE3aBUCKMMO OT TOFO, HOPMaJIbHO
paboTaeT PeTPaHCAATOP WN HET.

CBeTOANOAHDBIN MHANKATOP
(LED Indicator)
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MapameTp OnucaHune

HaxxmunTe ConpsixkeHune nepudepuiiHbIX yCTPOMCTB
(Peripherals Pairing), a 3aTem Bbl MOXKeTe BPYyUYHYIO HaCTPOUTb
nepudepuiiHblX YCTPONCTB ANA NePeCchbiIKi COOOLLIEHWIN Ha
KOHTpOnep yepes peTpaHUIATOP.

e [IpoCMOTp COCTOAHMUA BCeX NepndepuinHbIX yCTPONCTB,
NOAKMIOYEHHDBIX K KOHTPOJIEPY.

e B cnucke Ona conpsixkeHus (To be Paired) BbibepuTe
nepudepuiiHoe yCTPOMCTBO, a 3aTeEM HAaXXMUTE PAJOM C
nepudepuiiHbiM YCTPOMCTBOM, UTOObI BPYUHYIO BbIOpaTh
ONA HEro AonoSIHNTENbHbIN KaHan ceA3n. lNocne storo
Bbl6paHHOE NepudepmrinHoe yCTponcTBo 0TO6Pa3nTCA B
cnucke Conpaxxenbl (Paired).

—_

ConpskeHne nepudepuiHbix e (CuncTema aBTOMATMUYECKM BblbepeT KaHas CBA3M AJis

yctpoicts (Peripherals nepudepuiiHbIX YCTPONCTB, KOTOPbIE He Obinn J06aBNEHDI

Pairing) BPYyuUHyio B Cnncok conpsaxenus (Paired list) 8
COOTBETCTBUN C YPOBHEM CUTHasa. ABTOMATMUECKNiA Bblbop
IN1A CUCTEMbI YCTAHOBEH MO YMOJTYaHNIO.

e Ecin Bbl XOTUTE, YTOObI CCTEMA aBTOMATUYECKM BbiOUpana
KaHan cBA3M ansi neprudepuinHoro yCTponcTea, Bbl TaKKe
MOXeTe nepenty B Cnnucok conpsxeHua (Paired list),
BblOpaTh NeprdepmnHOe YCTPOKCTBO M3 CMINCKA, @ 3aTeEM

MpPOBeCTU NanbLemM BAEBO, YTOObI yaanuTb ero.
e
Bbl Takxe MoxeTe BbibpaTh  [£1 > ConpskeHune

nepudepuiiHbix yctpoiicTs (Peripherals Pairing), uto6bl
BPYUHYIO HAaCTPOUTb NepudepuiiHbie yCTPOCTBa A
nepecbUIKM COOOLLEHUIA Ha KOHTPOJIEP Yepe3 PETPAHCNIATOP.

OnpepgeneHune ypoBHs
curHana (Signal Strength lpoBepKa TeKyLlero 3Ha4yeHnA ypoBHA CUrHana
Detection)

Mo>KHO BbIOpaTb cregytoLime 3HaYeHUA: BbICOKasA, HU3Kasa U
aBTo.

Yem BbllLe ypOBEHb MOLLHOCTY NepefaTumKa, Tem ganblue
MOXeT nepefaBaTbCA CUTHa, HO NPW 3TOM YBENIMUNBAETCA
SHepronoTpebneHue.

e

MowwHocTb nepegatumnka
(Transmit Power)

Ecnu Bbl BbibepeTe Huskui (Low), To peTpaHcnaTop
nepenger B PeXnM NOHMKEHHOI YyBCTBUTENIbHOCTU.
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MapameTp OnucaHune

OG6HOBNEHWE NPOLUMBKY YCTPONCTBA MO CETU

PeTpaHcnaTop MoXeT nepecbinatb COOOLLIEHWSA, MOyYeHHbIe OT
nepudepunitHoro ycTporcTBa, Ha KOHTPOJIEP AaXe BO BpeMs

O6naque O6HOBJ‘IEHVI€ ceTeBoro 06HOBHEHI/IFI.
(Cloud Update) (1]

Y6eautech, UTO KOHTPOMEP CHAT C OXPaHbl, @ PETPaHCATOP
MOAKOYEH K CTOYHMKY NUTAHUSA HanpskeHnem 12 B
MOCTOSAHHOrO TOKA.

YpaneHue peTpaHcnaTopa

Ecnu peTpaHcnaTop yaaneH, cuctema BblibepeT apyron KaHan
CBA3M Ana nepudepuinHbIX YCTPONCTB, KOTOPbIE 6bLIV BPYUHYIO
HaCTPOEHbI A5l MePeChbIKA COOOLLEHNIA Ha KOHTPONEP Yepes

Yaanutb (Delete) pPETPaHCIATOP.

O
MepenanTe Ha 3KPaH KOHTPOJIEPA, BbiOEpUTE PeTPAHCIATOR

13 cnucka nepudepuiiHbIX YCTPOCTB, a 3aTeM NPOBeauTe
nanbLem BNeBO, YTOObI yAamnTb ero.
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MpunoxxeHne 1 PekomeHgayum no ob6ecneyeHuio

KnbepbesonacHoOCTH

KnbepbezonacHOCTb — 3T0 6onblue, YeM NPOCTO NonynspHoe cioBo. OHa B TOW WX NHOW Mepe
3aTparvBaet nboe yCTPoCTBO, NOAKNoUeHHOe K MHTepHeTy. IP-BugeoHabniogeHne He
3aCTpaxoBaHO OT Yrpo3 Knbepbe3onacHOCTH, HO NPUHATNE OCHOBHbBIX Mep MO 3aLyuTe U YKPENIeHIo
6e30nacHOCTM ceTel U CeTEBbIX YCTPOWCTB CAENAET X MEHee YA3BUMbIMUN ANA aTak. Huxe
npriBefeHbl HECKOIbKO COBETOB 1 pekoMeHAauumin oT Dahua o Tom, Kak co3gaTtb 6onee 3aLmLeHHY0
cuctemy 6e3onacHoCTU.
O6sa3aTenbHble NPeAOCTOPOXKHOCTU ANA o6ecneueHns 6a3oBoi ceTeBoOI 6e30nacHOCTU
ycTpouncrBa:
1. Wcnonb3yiiTe HageXxHble naponn
Ob6patuTe BHMMaHMWe Ha criefyoLne pekomeHaaumm no yctaHoBKe naponei:
e [InnHa napona JosKHa COCTaBATb He MeHee 8 CMBOJIOB.
® lcnonb3yinTe NO MeHbLUEN Mepe ABa TUMa CUMBOJIOB, K KOTOPbIM OTHOCATCA OYKBbI BEPXHEro
W HXKHErO PerncTpos, Undpbl 1 cneuuanbHble CUMBOJIbI.
e He ncnonb3yinTe nmaA akkayHTa HU B MPAMOM, H/ B 06paTHOM nopagkKe.
e He ncnonb3yinTe cMBOSbI, MAYLME NO NOPAAKY, HaNpumep, «123», «abo» 1 1.4.
e He ncnonb3yinte ngywme nogpaa oAMHaKoBble CMMBOJIbI, Hanpumep, «111», «aaa» 1 T.4.
2. CBoeBpeMeHHO 0GHOBNAITE NPOLUNBKY U KNIMEHTCKOe NnporpammMmHoe obecneyeHune
® B cooTBeTcTBUM CO CTaHAAPTHOW Npoueaypor B MUHAYCTPUY BbICOKNX TEXHOMOMUIN Mbl
pekomeHayem 06HOBNATb MPOLUUBKY Ballero ycTpoincTaa (Hanpumep, IP-engeopermcrpaTopa,
undpoBoro BuageoperncTpaTopa, IP-sugeokamepsl 1 T.4.), UTobbl cMcTeMa Gbinia 3alymLLeHa
nocnefHUMY 06HOBNEHUAMY 6e30MacHOCTY 1 UCNpaBieHnAMM olnGoK. Korga ycTpoicTBo
MOAKIIIOUEHO K 06LLeJOCTYNHOM CETU, PEKOMEHIYETCA BKIIOUMTb GYHKLMIO aBTOMATUYECKON
npoBepKn 06HOBNEHMIA, YTOObI CBOEBPEMEHHO NonyYaTb MHOopMaL Mo 06 06HOBREHUAX
MPOLUNBKM, BbIMYLLEHHbIX NPOV3BOANTENEM.
e Mbl npeanaraem Bam 3arpy3utb 1 KCMNONb30BaTb MOCIEAHIO BEPCUIO KIIMEHTCKOTO
nporpaMmMHoro obecneuyeHus.
MenatenbHble, HO He 06A3aTenbHble peKOMeHAaLMN ANA NOBbILWEHNA YPOBHA CETEBOI
6e30nacHOCTI Balllero ycTpoiicTea:
1. ®usnyeckan sawmra
Mbl npeanaraem Bam obecneunTb GU3NYECKYIO 3aLLMTY YCTPONCTBA, 0COOEHHO 3TO KacaeTcA
YCTPOWCTB XpaHeHus. Hanprmep, ycTaHOBUTE YCTPOMCTBO B CreLranbHoe cepBepHoe
nometleHve nnn wkad ana obopynoBaHWA 1 OpraHM3yiiTe NPOAYMaHHbIA KOHTPOSb JOCTyMNa U
Kntouen, Ytobbl NpefoTBPaTUTL GU3INYECKUIA JOCTYN K YCTPONCTBY NOCTOPOHHIX U MOBPEXAEHNE
060pynoBaHUA, HECAaHKLMOHMPOBaHHOE NOAKIIOYEHME CbeMHOro Hakonutens (Hanpumep, USB-
HaKoMNUTEeNs) UK K NociiefoBaTe/ibHOMY MNOPTY) U T.4.
2. PerynsipHO MeHAITe naponu
Mbl pekomMeHayeM perynsapHo MeHATb Naponu, YToObl YMEHBLUNTb PUCK YrafblBaHUA MUK B3fIOMa.
3. CBoeBpeMeHHO BBeauTe u o6HoBNANTe nHPopmauvio gna copoca napona
YcTpoiicTBo nogaepxumBaeT oyHKUMio cbpoca napons. CBoOeBpeMEHHO BBeAUTE

KopoTkun nyTb K MHpopmaLmu CkayvaHo c sec.ru




q.«omsv PyKOBOﬂCTBO nosib3oBarenA

COOTBETCTBYOLLYIO MHOPMaLWIo Ana cbpoca napons, BKNovas agpec e-mail KoHeYHOro

NMoNb30BaTeNA U KOHTPOJbHbIE BONPOCHI ANiA cbpoca napons. CBoeBpeMeHHO 06HOBAANTE 3TY
NHpopMaLMIo B Cllyyae ee n3meHeHus. MNpu BBoe KOHTPOJIbHBIX BOMPOCOB 1A cbpoca napons
pekomeHayeTca n3beraTb TakmMx, KOTOPblE MOXHO JIerkKo yrafatb.
4. TMonb3syntecb GpyHKLUMENn GNOKNPOBKN aKKayHTa
OyHKLMA 6NIOKMPOBKM aKKayHTa BKIIlOUYEHa MO YMOSTYaHUIO, U Mbl PEKOMEHAYEM BaM OCTaBUTb ee
BK/IOYEHHOW, YTOObI rapaHTUPOBaTb 6€30MaCcHOCTb akKayHTa. EC/iv 3/10yMbILWNEHHUK HECKONBbKO
pa3 nonbiTaeTcA BOWTU B CUCTEMY C HENPaBUIbHbIM MAPOJiIEM, COOTBETCTBYIOLLMIA aKKayHT 1
ncxopawmia IP-agpec 6yayT 3a610KMpPOBaHbl.
5. N3meHuTe nopt HTTP no ymonuaHuio n gpyrue cny»ke6Hble nopTbl
Mbl npepnaraem Bam n3meHnUTb nopTbl HTTP 1 gpyrux cny»6 no ymonuyaHumio Ha ftoboe 3HaueHne
B Amana3oHe oT 1024 go 65535, uTobbl CHM3UTb PUCK TOTO, YTO NMOCTOPOHHKE CMOTYT yrafaTtb,
Kakne nopTbl Bbl UCMONb3yeTe.
6. Bkniouute npotokon HTTPS
Mbl npepgnaraem Bam BKNOUMTb NpoTokon HTTPS, utobbl Bbl NOAKOYaNUCh K Be6-nHTepdeiicy
Mo 3alMLLEeHHOMY KaHany CBA3WN.
7. Mpusaska MAC-apgpeca
Mbi pekomeHgyem Bam nNpusaA3saTh IP-agpec n MAC-agpec wnto3a K yCTPOMCTBY, UTO CHU3UT PUCK
ataku Tuna ARP-spoofing.
8. HasHavainTe aKkKayHTbl 1 npaBa AOCTyna pasyMHO
B cooTBeTCTBMM C NOTPEOHOCTAMM Ballen AeATENbHOCTU Y aiMUHUCTPUPOBAHNA Pa3yMHO
f06aBnANTe Nonb3oBaTesel 1 HazHavyanTe UM MUHMMANbHO HeobxoanMbI Habop NpaB gocTyna.
9. OTKNIOUMNTE HEHYXKHble C1YXK6bl 1 NCNONb3yNTe 6e30MNacHble NPOTOKObI
[lnAa CHUXKeHWA PUCKOB pekoMeHAYyeTCA OTK/oUaTb Takne ayx6bl, kak SNMP, SMTP, UPnP n t.4.,
€C/IM OHW He UCMOSb3YIOTCA.
HacTosTenbHO pekoMeHayeTca NCcnosib3oBaTb 6e3onacHble peann3anmm NpoTOKOMOB, BKOYas,
NMOMMUMO NpPOoYeEro, cegyroLue:
e SNMP: BbibepuTe npotokon SNMP v3 1 HacTpoliTe HafiexHble naponu WrdpoBaHUA 1 Naponu
ayTeHTudMKaumu.
o SMTP: BblbepuTe NnpoTokon TLS ans focTtyna K noYToBOMY CepBepy.
e FTP: BbibepuTe npoTokon SFTP n ycTtaHOBUTE HafiexHble Naponu.
e Touka goctyna Wi-Fi: BbibepuTe pexxum wndpposaHusa WPA2-PSK n yctaHOBUTe HafiexHble
naponu.
10. WindppoBaHne ayano n Bugeo
Ecnu cogeprmoe Balmx ayamo- 1 BUAeoAaHHbIX OUYeHb BaXKHO Uin KoHbuaeHUnanbHo, Mbl
peKkoMeHZyeM BaM 1CNONb30BaTb GYHKLMIO LUMPPOBAHMSA, UTOObI CHU3UTL PUCK MOXULLEHMS
ayano- 1 BMAEOZaHHbIX BO BpeMA nepegaydn.
BHuMaHmWe: dyHKUMSA WwindpoBaHMA Npu nepefaye AaHHbIX TPEBGYET BbIUMCINTENbHBIX PECYPCOB
npuBeaeT K HEKOTOPOMY CHUXKeHWIO 3PPeKTUBHOCTY Nepefayun AaHHbIX.
11. AypnT 6e3onacHocT
e [IpoBepAliTe NoNb30BaTesNEN, BbIMOMHUBLLMX BXOZ, Ha YCTPOMCTBO: Mbl NpegnaraeM Bam
perynspHo NpoBepsATb NONIb30BaTENEN, BbIMOMHMBLUMX BXOZ Ha YCTPOWCTBO, UTOObI
OTCNEeXNBaTb HECAHKLNOHNPOBAHHbIN JOCTYM.
e [IpoBepaiTe KypHanbl yCTPOMNCTBA: MPOCMATPUBasA »KypPHarsbl, Bbl MOXeTe y3HaTb IP-agpeca,
KOTOpble NCNOJIb30BaNUCh A BXOA4A Ha Ballu YCTPOWNCTBA, U OTCNIEXNBaTb OCHOBHbIE
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NencTBMsA Nonb3oBaTenen.

12. CeTeBOWM XKypHan

M3-3a orpaHnyeHHoro o6bema NamATH YCTPONCTBA KONIMUYECTBO 3anncel B >KypHanax

orpaHuyeHo. Eciiv Bam Heo6X0AMMO COXPaHATb 3anmncy XypHana 3a AnUTeNbHbINA neprop

BpPEMEHU, PEKOMEHAYETCA BKIOUNTb GYHKLIMIO CETEBOIO XKYpPHana, 4Tobbl obecneuntb

CUHXPOHM3aLMI0 BaXKHbIX >KyPHasnioB C CEpBEPOM CETEBbIX KYPHasIOB AJ1A OTC/IeKNBAHMA.

13. CozpaitTe 6e30nacHylo ceTeBYIO cpeay

YT06bI 3P deKkTrBHEE 06ecneunTb 6E30MACHOCTb YCTPONCTBA M CHU3UTb MOTEHLMANIbHbIE PUCKM

Knbepbe3onacHOCTH, Mbl peKOMEHAYeM CreayioLLee:

o OtkntounTe GyHKUMIO Npeobpa3oBaHKA MOPTOB Ha MapLLIPYTMU3aToOpPeE, YTOObI UCKNIOUNTD
NPAMOW JOCTyMa K YCTPOMCTBaM JIOKaJIbHOW CETU 13 BHELLUHEN CETU.

e CeTb Jo/XKHa ObITb CErMeHTUPOBaHa 1 N30/IMPOBaHa B COOTBETCTBUUN C paKTUUECKMMU
noTpebHoCcTAMU 06MeHa AaHHbIMU B Held. Ecnun HeT TpeboBaHWIA K opraHn3aumm CBsasun mexay
ABYMA nofceTaMu, npegnaraetca ncnonb3osatb VLAN v gpyrue TexHonorum gna
CermeHTMpPOBaHMA ceTu, YToObl LOOUTLCA N30NALMM CETEN.

e llcnonb3yiTe NPOTOKON KOHTPONA JOCTyNa U ayTeHTuduKaumm 802.1X, UTobbl CHA3UTbL PUCK
HeCcaHKLVOHMPOBaHHOIO AOCTYMa B IOKaNbHbIX CETAX.

e Bknounte PpyHKUMIo dunbTpaumm IP-agpecos n MAC-agpecoB, 4ToObl OrpaHMUNTb AMana3oH
a[lpecoB, C KOTOPbIX Pa3peLLeH JOCTYN K YCTPOWCTBY.

JononHuTtenbHaa nHopmayma

Mocetute LleHTp pearmpoBaHus Ha ype3BblyaiHble CUTyaummn Ha oduumanbHom Beb-caiite Dahua,
LITO6bI O3HAKOMUTbCA C yBE,D,OMJ'IeHVIFIMVI (o] 6ESOI'IaCHOCTVI n nocnegHNMM peKOMeHﬂaLI,I/IFIMVI no
6e3onacHoOCTH.

4 .
\ )) SEC.RU KopoTkun nyTb K nHopmaumm Cka4aHo c sec.ru
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