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BakHble Mmepbl NPefoCTOPOXKHOCTUN 1

npepgynpexaeHus

B HacTosLLeM pa3aese onyCbIBAOTCA NMPaBUIa Hag/eXallero obpaleHuns ¢ yCTponcTBoM 1 Mepbl Mo
NpensoTBPaLLEHMIO ONMACHOCTEN, BKNoUas OnacHOCTb NPUYMHEHS yiep6a nMyLLecTBy.
BHVMaTeNbHO 03HAKOMbTECh C COAEPKMMbIM AJaHHOTO pa3gesa nepep UCnosib3oBaHNEM YCTPOCTBA
1 cobniofariTe yKasaHHble TpeboBaHUA Npu paboTe C HUM.

TpeboBaHuA K 3KcnnyaTaumm

A\

Mepep ncnonb3oBaHeM yoeanTech, UTO UCTOUHVK MUTAHNUA YCTPOCTBA paboTaeT JOMKHbIM OOPa3oM.
3anpeLaeTca OTCOEANHSATD LWHYP NUTaHUA OT YCTPOMCTBA NPUW BKIIKOUYEHHOM NMUTAHUN.
MapameTpbl 3NEKTPONMUTaHUA YCTPONCTBA JOJIXKHbI HAXOANTbCA B PEKOMEHAOBaHHOM AMana3oHe.

TpaHcnopTupynTe, NCNOMb3ynTe N XPaHWUTE YCTPOMCTBO NPU AONYCTUMbIX YCNOBUAX BIAXHOCTM 1

Temneparypbl.

e He ponyckaiTe nonagaHua 6pbI3r Uy Kanesnb XUAKOCTA Ha YCTPOCTBO. Y6eanTech, UTo Ha
YCTPOWCTBE HET HNKAKNX NPeAMETOB, HAaMOMHEHHbIX >KUAKOCTbIO, KOTOPasa MOXeET NonacTb
BHYTPb YCTPONCTBa.

e He pa3bupalite ycTpoincTBo.

TpeboBaHWA K yCTaHOBKe

A WARNING

e [lepen nogaueli IMTaHUA CHayasa NoaKYMTe 6/10K NUTAHMSA K YCTPOWCTBY.

e (CTporo cobntofanTe MecTHble CTaHAAPTbI A1EKTPOOE30MACHOCTY N YOeauTeCh, UTO HanpsXKeHne
B MeCTe YCTaHOBKU CTabUSIbHO 1 COOTBETCTBYET TPEOOBAHUAM K MUTaHMIO YCTPONCTBA.

e He nogkntovaiite ycTponcTBo 6onee yem K 0OfHOMY UCTOYHUKY NUTaHuA. B npoTtuBHOM ciydae
YCTPONCTBO MOXET OblTb MOBPEXIEHO.

A\

e CobniogaliTe Bce Mepbl 6€30MacHOCTY U UCMONb3YNTe BCe HeoOXxoArMble NP BbICOTHbIX paboTax
CpencTBa 3aluThl.

e He nogsepranTte yCTPONCTBO BO3AENCTBMIO MPAMOrO CONMHEYHOr0 CBETa UK N3TYUYEHUIO
MCTOYHMKOB Tenna.

e He ycTaHaBnvBanTe yCTPOMCTBO BO BMaXHbIX, MbUIbHbIX MW 3abIMIIEHHbIX MeCTax.

e YcTtaHaBnvBaKnTe YCTPOMCTBO B XOPOLLUO MPOBETPMBAEMOM MeCTe 1 He 3aKpbiBanTe
BEHTUNALMOHHbIE OTBEPCTMA YCTPONCTBA.

® /Icnonb3yliTe TONbKO CETEBOW aganTep unu 610K NMUTAHWSA, NOCTaB/IEHHbIN NPOU3BOAUTENEM
yCTPOWCTBa.

® brok NnTaHmA yCTPONCTBa JOMKEH COOTBETCTBOBATb Knaccy ES1 no craHgapty IEC 62368-1 u
MMeTb MOLLHOCTb He 6onee yem ans Knacca PS2. PekomeHgoBaHHbIe NapamMeTpbl
3NeKTPONUTaHNA YKa3blBalOTCA Ha STUKETKe JaHHOro YCTPOICTBa.

L 3HEKTpOFIpVI60pr Knacca | aiefqyet nogKn4yaTb B PO3€TKU C 3allUTHbIM 3a3eMJTIEHUNEM.
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BBepgeHune

O6wana nHpopmaums

B HacTosALLEM pyKOBOACTBE NOMIb30BaTENs ONMcaHbl GYHKLMM 1 paboTa KOHTPOsIepa OXPaHHOM
curHanmsaumu (ganee "yctponcrso"). BHMMaTenbHO 03HaKOMbTECH C 3TUM PYKOBOACTBOM Nepes
MCronb30BaHUEM ycTpoincTBa. CoxpaHUTe HacTosLLee PYKOBOACTBO, YTOObI Mpu HEO6X0ANMOCTH
obpalyaTbca K Hemy B byayLuem.

MHCprKLI,I/II/I Mo TeXHNKe 6e30nacHOCTU

B PyKOBOACTBE MOTYT BCTPeYaTbCA cieaytolime CMrHanbHbie CJ10Ba.

CurHanbHble cioBa 3HauyeHue
YKa3blBaeT Ha BbICOKYIO MOTEHLMabHYI0 ONMacHOCTb, KOTOPas, ecin
A DANGER ee He NPefoTBPATUTb, MOXKET NMPUBECTU K TMOENN UK K CEPbE3HBIM
TpaBMam.

YKa3sbiBaeT Ha CPpeaHIoK I HU3KYI0 NOTEHUMANIbHYO ONAaCHOCTb,
A WARNING KOTOpaAd, edJin ee He NpefoTBpaTuTb, MOXKET NPUBECTU K TPaBMaM
Nerkowm nnm cpenHe|7| CTENEeHN TAXKECTN.

YKa3blBaeT Ha NOTeHLManbHyI0 ONacHOCTb, KOTOpas, eClv ee He
A NPeAoTBPaTUTL, MOXKET NPUBECTM K MPUUMHEHNIO Yiep6a

CAUTION MMYLLLECTBY, NOTEPe AaHHbIX, YXyALIEHIO Paboumnx xapakTepuUCTUK
VAN VHBIM HEeNpefCKa3yeMbiM pe3yfbTaTam.

[:I::I} :-1J'L TI F‘S an/IBO,D,FITCFI pekomeHaaunm, nomMmoraLme nojib3oBaTesito pewnTb
rlpo6r|emy nnn CSKOHOMUTb BpeMA.

m NOTE an/IBOFWITCﬂ [OoNOJIHNTENIbHAA I/IHd)OpMaLl,VIFI B KayeCTBe NOACHEHUA
n AO6aBHEHI/IF| K TEKCTY.

NHdopmauma 06 n3meHeHUAX B JOKYMEHTe

Bepcua | UcTtopusa nsmeHeHumn [arta ny6nukauum
e O6HoBMeHa GyHKLMA 6a30BOIN HACTPOWKIM YCTPOWCTBA.
Bepcua e O6HOBMEHa PYHKLMA NPOCMOTPA COCTOAHUA.
. . Anpenb 2023 roga
2.0.1 e (OO6HOBMEHa HAaCTpoliKa GYHKLNIA KOHTponepa.
e (O6HoBMEeHa GYHKLUMA HACTPOWKIN NPOBOAHON CETH.
e [lo6GaBneHbl ceTeBble HaCTPONKM.
B e [lo6aBneHbl COObITUA 1 ONMCaHUA CO0EB NMOCTAHOBKM Ha
epcna A Hos6pb 2022 roaa
2.0.0 OXpaHy.
e [lo6GaBneHbl Koabl U ONUcaHNa cobbITUin NpoTokona SIA.
e Jlo6aBneHbl aencTeus B npunoxenusx COS Pro n DMSS.
e [lo6aBneHo ynpaB/ieHUe Nosb30BaTeNsAMM.
Bepcua A ynp ®eBpanb 2022 roga
1.1.0 e O6HOBMEHbI N306PaKEHNA.
e (OGHOBJIEHbI ONUCAHNA NAPAMETPOB.
B A
1eopgv| MNepBasa pegakuma OkTa6pb 2021 ropa
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YBefomneHne o 3awmuTte KOHGMUAEHLMANbHOCTH

B kauecTBe nonb3oBaTens yCTPONCTBA Ui KOHTPOJiepa AaHHbIX Bbl MOXeTe cobrpaTtb
nepcoHasibHble JaHHble APYTUX JIIOAEN, B YaCTHOCTM, N300paKeHWs NnL, OTreYaTKy nanbLUes 1
aBTOMOOWNbHbIE HOMepa. Bbl 0643aHbI cobntofaTth TpeboBaHMA COOTBETCTBYIOLLMX MECTHbIX 3aKOHOB
1 HOPMATMBHbIX aKTOB O 3aLuTe KOHPUAEHUMaNbHOCTK Ana obecneyeHna 3aKOHHbIX NPaB U
WHTEPECOB APYTUX NIOAEN NyTEM MPUHATUA Mep, BKITIOUAIOLKX, TOMUMO NPOYEro, cleayollee:
UCMOsIb30BaHME YETKMX U XOPOLLO 3aMeTHbIX 0003HaueHWIA 30HbI BUAeOHabnogeHns ans
MHGOPMNPOBaHWA NIOAEN O ee CYLLLeCTBOBaHNN, a Takxe npefocTaBneHne Heobxoanmoi
KOHTaKTHOW nHdopmaumu.

O HacToAwWweMm pyKoBoacCTBe

SEC.RU

e Hacrosuiee pyKoBOACTBO HOCUT NCKIOYUTENBHO CNPABOYHBIN XapakTep. YKa3aHHble B
PYKOBOZACTBE MapameTpbl MOFyT HE3HAUUTENIbHO OTNIMYATLCA OT PeabHbIX NMapPamMeTPOB
npoaykTa.

® Mbl He Hecem OTBETCTBEHHOCTU 3a YObITKW, BO3HUKLLMNE B pe3yfibTaTe SKCMyaTaumm NpoayKTa
cnocob6amu, KOTopble He OTBeYaloT TPeboBaHUAM HACTOALLEro PYKOBOACTBa.

e PykoBopcTBO 6yaeT 0OOHOBNAATHCA HA OCHOBAHUM 3aKOHOB M HOPMATUBHBIX aKTOB
COOTBETCTBYIOLLMX IOPUCANKLMIA. 1A nonyyeHna 6onee noapobHon nHPopMaLmm obpaTuTech K
neyaTHOWN BepCn PyKOBOACTBA MO SKCMAyaTaumm unm K sepcmm Ha CD-ROM, nubo oTckaHupyiTe
QR-koa nnu noceTnTe Haw odurLManbHbI caiT. HacToALlee pyKOBOACTBO HOCUT UCKIOYNTENTbHO
CNpPaBOYHbIN XapakTep. Mexay 31eKTPOHHOWN 1 NeYaTHOW BEPCUMAMN MOTYT UMETb MeCTO
He3HauuTeNbHbIE PAaCXOXAEHUS.

® Jliobble KOHCTPYKTMBHbIE 3/1EMEHTbI M MPOorpamMmmHoe obecneyeHrie MoryT ObiTb N3MeHeHbI 6e3
npeaBapuTeNbHOro NUCbMEHHOTO yBefoMieHUs. O6GHOBNEHNA NPOAYKTa MOTYT CTaTb NPUUYNHON
HEKOTOPbIX PaCXOXAEHUN MeXy NapaMeTpaMun peanbHoOro NPoayKTa u nHbopmMauuen,
N3NOXXEHHOW B PYKOBOACTBE. [TocsiefiHI0 BEPCMIO NPOrpaMMHOro obecrneyeHns 1
LONOSTHUTENIbHYIO AOKYMEHTALIMIO MOXKHO NOMYUYNTb B CY»KOe Noafep»KKn KIMeHTOB.

e CyllecTByeT BEpPOATHOCTb OLIMOOK NevaT UM OTKIOHEHW B onucaHUm GyHKLUWIA, onepaumii
TEXHUYECKUX AaHHbIX. [IpU BO3HUKHOBEHNN KaKUX-TMOO COMHEHMI UM Pa3HOriacui Mol
ocTaBniAeM 3a co60li NPaBO OKOHYATESNIbHOW TPAKTOBKMN.

e Ecnu pykoBoacTtso (B popmaTte PDF) He oTKpbIBaeTCA, 0OOHOBUTE YCTAHOBAEHHOE MPOrpaMMHOe
obecneveHue ans uteHms dannos nnm nonpobyiTe Apyroe obLefOCTYNHOE NPOrpaMMHoe
obecrnieveHue.

® Bce ToBapHble 3HaKW, 3aperncTprpoBaHHble TOBAPHbIE 3HAKWU U HAa3BaHMA KOMMAHWI B
HacTosALLEM PYKOBOACTBE ABMAOTCA COOCTBEHHOCTbIO COOTBETCTBYIOLUMX BIafenbLeB.

e B cnyuae nosBneHna nobbix Npobrem npu NCNonb30BaHMMN YCTPONCTBa NOCETUTE Halll Beb-caiT
UM 06paTUTECH K MOCTaBLLMKY UK B CNYKOY NOAAEPXKKU.

® B cniyyae Kakmx-nnmbo COMHEHUI MM NPOTUBOPEUYMI Mbl OCTaBNAeM 3a cOH6o NpaBo
OKOHYaATENbHOWN TPaKTOBKM.
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1 BctynneHune

1.1 0630p

KoHTponnep oxpaHHOI CUrHanu3auun — LieHTpanbHoOe YCTPOMCTBO B cUCTeMe He30nacHoCTH,
npenHasHayeHHoe Ana ynpasseHnua paboTol Bcex MOAKMOUYEHHbIX NeprdepuiiHbIxX ycTponcTs. Ecnu
cuctema 6e30MacHOCTU OBHaPYKUT MPUCYTCTBUE, MPOHUKHOBEHWE UM MOMbITKY MPOHUKHOBEHUSA
NMOCTOPOHHEro B OXPaHAEMYIO 30HY, KOHTPOJIIEP MONYYUT CUTHaNbl TPEBOMM OT U3BeLlaTtenen, a
3aTeM NpegynpeanT Nonb3oBaTenen.

1.2 TexHNYeCcKne XxapaKkTepucTukn

B atom pa3snene npuBeaeHbl TEXHNYECKNE XapPaKTEPUCTUKN )/CTpOVICTBa. |_|0)KaJ'IyVICTa, BbI6epV|Te TE,
KOTOpble COOTBETCTBYIOT Ballen mogenu.

Tabnuua 1-1 TexHMYecKre XapaKTepUCTUKN

Tuvn MapameTp OnucaHune

Cetb 1 nopT Ethernet RJ-45 (10/100 M6uT/c)

OpHa SIM-kapTa (GSM: 900/1800 MI'u); aBe SIM-KapTbl B
pexume oXnaaHma

OpHa SIM-kapTa (GSM: 900/1800 MI'u, WCDMA: B1/B5/B8,
LTE LTE-FDD: B1/B3/B5/B7/B8/B20, LTE-TDD: B38/B40/B41);
aBe SIM-kapTbl B peXxume oxungaHma

GSM

batapesn Pasbem b6aTapen 12 B
MopTbl
CeeToBOM 1 ANnA HeCKONbKNX COCTOAHUN (TpeBora, NOCTaHOBKa / CHATUE C
NHAOMKaTop OXpaHbl, MOAKIOYEHUNE K CETU N HEMCNPABHOCTb)
KHonku 1 cObpoca, 1 NnTaHus, 1 Touka gocTyna
3ByKoBas
BctpoeHo
CMrHanusauma
MNpoTnBoKparkHaa | 1 NOPT NPOTUBOKPA)KHOWM CUrHaNM3aUmn Ha Kopnyce ans
CMrHanusauma naHenu ynpaeneHnsa curHanmsaumen
TpeBoru SMS-coobueHuamu (go 5 TenepoHHbIX HOMEPOB)
OnoselleHne no m
SMS
[loCTynHO TONbKO B ONpeAeneHHbIX Mogensx.
YBegomneHme Ectb (0o 5 TenedoHHbIX HOMepOB)
OyHKLMM TenepoHHbIM (RA|
BbI3OBOM

D,OCTYI'IHO TOJIbKO B onpefeneHHbIX Mmoaenax.

CBA3biBaHMe C

Ectb
BMEO0
Ceresor TCP/IP, 8 Tom uncne PPTP, L2TP, DHCP, UPNP, NTP
NpPOTOKON
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Tun MapameTtp OnucaHune
Avcranunonroe O6nayHoe obHoBNEeHMe
06HOBIEHNE
Cnoco6

. Mob6unbHoe NpunoxeHne

HaCTPONKM

Cnoco6

NMOCTaHOBKM Ha
MpunoxeHune, NynbT, 6penok, pacnuncaHme

OXpaHy 1 CHATUA

C OXpaHbl

Konnuectso MakcnmanbHo 150 KaHanoB 6ecnpoBOAHbIX NeprdepUinHbIX

nepndepuniiHbIX ycTpoicTB (6 onosewatenen, 64 6ecnpoBofHbIx 6penoka, 4

YCTPOWCTB peTpaHcniAaTopa 1 8 NynbTOB)

30HbI 32 30HbI (KOMHaTbI)
ABTOMaTMUeCKOe nepekyeHne Mexay OCHOBHbIM 1
pe3epBHbIM MUTAHNEM.

YnpasneHue
CvrHanmnsauma notTepy OCHOBHOIO NUTaHNA

nUTaHNem
CurHanmsauma notepu 6atapeun u HEMCNPaBHOCTM
HanpsaXeHuA 6atapen

KypHanbl

CobbITNI flo 400

3awmTa

HaCTPOEHHbIX Ects

napameTpoB OT

c60A nuTaHNA

YnpasneHue MakcmmanbHo 8 nonb3oBaTenen: 1 MOHTaXHaA opraHm3auus, 1

nosb3oBaTeNnAMM | agMUHUCTPATOP, 6 0ObIYHBIX MOSIb30BaTENEN.

3aMDochI 3anpoc push-coobLieHni, COCTOAHNA YCTPOCTBA U BEPCUU

P nporpammbl. OnpegeneHne ypoBHA cUrHana.

DHI-ARA3000H-FW?2 (868) / DHI-ARA3000H-FW?2 / DHI-
DHI-ARA3000H-GW2 (868) / | ARA3000H-GW?2 /DHI-

Hecywas vactoTa | by ARA3000H-W2 (868): ARA3000H-W2:
868 MI'y ~ 868.6 MI'y 433.1 MI'y ~ 434.6 MI'y
DHI-ARA3000H-FW?2 (868) / DHI-ARA3000H-FW?2 / DHI-

NanbHocTb DHI-ARA3000H-GW2 (868) / | ARA3000H-GW?2 /DHI-

nepegaun DHI-ARA3000H-W?2 (868): ARA3000H-W2:

CurHana [0 2000 M Ha OTKPbITOM [0 1200 M Ha OTKPbITOM
NpOCTpaHCTBe NpOCTpaHCTBe

Papgnoka-

Han DHI-ARA3000H-FW?2 (868) / DHI-ARA3000H-FW2 / DHI-
MoLHOCTb DHI-ARA3000H-GW?2 (868) / | ARA3000H-GW?2 /DHI-
nepepaTumnka DHI-ARA3000H-W?2 (868): ARA3000H-W2:

orpaHmnyeHune 25 mBT orpaHunyeHue 10 mBT
Tvn cBaA3n [ BYXCTOPOHHMI
WundpposaHue AES128
MNceBpocnyyanHa
A nepecTponka Ectb

paboueii yacToTbl

KopoTkun nyTb K MHpopmaLmu
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Tun MapameTtp OnucaHune
O6HapyxeHune MNpoBepka npoBoanTcA pa3 B 60 CeKyHf, ecnivu nomexm
pagnoyacToTHbIX | MnpogomkatoTca 6onee 30 cekyHf, cucTeMa coobLlaeT o
nomex PafAMOoYaCTOTHBIX MOMEXaX.
Wi-Fi 24T1Ty
Tun NCTOYHKMKa Tun A
nUTaHNA
OcHoBHON
NCTOYHUK 12B(DC), 1.5A
nUTaHNA
EMKocTb GaTapen | 2 x 3.6 B, 2150 mA*y
Oo 12y
Mpu cobniogeHUn cnepyoLMX YCIIOBUIA BPEMA PaboTbl MOXET
gocturatb 12 yacos:
Bpemsa paboTbl oT
6aTapeu o nopakntovaetca K Wi-Fi, GPRS /3G / 4G
® [OAKII0YAETCA K MaHenNu yrnpasyieHna C MHTePBasiom
noaTeepxaeHua 1800 cekyHA
® ofgkKntoyaeTca K 8 Bxogam 1 1 onoseLlaTento
® MoAKNoYaeTcs K obnaky
MutaHune Tun 6aTapen Tun 6aTapen: BCTPOEHHBIN INTUEBDIN aKKYMynATOP; TVN
akkymynartopa: 18650
MakcrmanbHbIN 35A
TOK
MoTtpebnaemas [0 15 Br
MOLLHOCTb
?:I:pe6ﬂﬂeMbll/l HopmanbHbin pexum: 220 MA; Tpeora: 300MA
MNopor HM13Koro 3.5 B (DC)
3apsAga batapen
Mopor
BOCCTaHOBJ/IEHNA 3.7 B (DQ)
6aTtapeu
Hanps»xkeHne <3358B
BbIK/IlOUYEHMA
Bpemsa 3apagku o
Garapen MpumepHo 15 u go 80%
Kateropwus
Baaumo- | -cucrembl DP2 / SP2 (LAN / Wi-Fi 1 GPRS / 4G)
LEeNCcTBue | OXPaHHOW
Co CTO- CMTHanM3aumm
POHHIMIA MNopTBepxaeHne
nnatdop- ATBEPAA CkBO3HOe
onepayum
Mamm
MpoToKonbl SIA-DCO09

KopoTkun nyTb K MHpopmaLmu
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Tun MapameTtp OnucaHune

MpropuTeTHbIN

JlokanbHasaA cetb / Wi-Fi (EN 50136-2)
nyTb Nepepaun

AnbTepHaTUBHbIN

GPRS /4G
nyTb Nepegaum
O6opynoBaHus C/EJF
onoBeLLeHUsn

DHI-ARA3000H-FW?2 (868) /
DHI-ARA3000H-GW2 (868) /
DHI-ARA3000H-W?2 (868):
EN 50131-1:2006 + A1:2009
+ A2:2017 + A3:2020

EN 50131-3:2009 DHI-ARA3000H-FW?2 / DHI-
EN 50131-6:2017 ARA3000H-GW?2 / DHI-

ARA3000H-W2:
CepTudukarsl EN 50131-5-3:2017 e

EN 50131-10:2014 CE
EN 50136- 2:2013
Knacc 6e3onacHocTn 2
Knacc ycnosui

sKkcnnyatauun i
CE
Tabn nua 1-2 KaTeI'Opl/Iﬂ O60pyAOBaHVIFI OXpaH HOW CUrHanmn3a unn
Kareropusa
OpHoBpemeHHoe
o6opynoBaHusa YacroTa o
& MpoTokonbl JInHnA cBA3N ncnonb3oBaHue NNHUNA
OoXpaHHoW onpoca
CBA3N
curHanusauumn
TenedoHHas 2G /3G P
nUHUA
P2 254 CranaapTHbIii J TonbKo OTMeueHHaA NNHNA
CBA3N
SP3 30 MyH CTaHaapTHbIi V v Toneko opwa n3 ABYX
OTMEeUEHHbIX IMHUIA CBA3N
SP4 3 MuH LUndppoBaHHbIN v v Tonbko opna n3 ABYX
OTMEeUEHHbIX IMHUIA CBA3N
SP5 90 ¢ LLnppoBaHHbIii v N Tonbko oara 3 ABYX
OTMeUeHHbIX IMHUIA CBA3U
DP1 254 CTaHpapTHbIit v v v Tonbko pge n3 TPex
OTMEeUeHHbIX IMHUIA CBA3U
. TonbKo ABe u3 Tpex
bP2 30 muH CranpapTHbIi v v v OTMEUEHHbIX IMHUIA CBA3N
DP3 3 MUH LndposaHHbIi v N [lBe OTMEUEHHbIX IMHNK CBA3N
DP4 90c LndposaHHbIn v N [lBe OTMEUEHHbIX IMHWK CBA3N
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O6opynoBaHne oxpaHHol curHanusauum — ATE (Alarm transmission equipment) B cooTBeTcTBUM O cTaHaapTom EN 50136-1.

SPx (OAMHOUHDIN NMyTb): 3HaUEHMe, yKasblBatoLiee ypoBeHb 3GGeKTUBHOCTY, JOCTUraeMblli NPU UCMONb30BAHUW OAHOW NMHWN CBA3W, B
COOTBETCTBUM €O cTaHaapTom EN 50136-1.

DPx ([iBoiHoOW NyTb): 3HaueHwe, ykasbiBatolee ypoBeHb IPHeKTUBHOCTH, AOCTUFAEMBIN NMPU NCMONb30BAHNM ABYX NNHWI CBA3W, B COOTBETCTBUN
co ctaHpapTom EN 50136-1.

YactoTa onpoca: BpeMﬂ MeXxay onpocamu yCTaHaB/IMBAETCA Ha OCHOBE CTaHAapTa AJ/1A KaXXAoro ypoBHA 3¢¢9KTVIBHOCTVI. YacTtoTa onpoca - 310
MaKcMmalsibHOe BpeMA, [OCTynHOe aAnA C006LL|EHI/IFI o cboe nepefayn CMrHanos Tpesorn yCTpOVICTBa. yCTpOIZCTBa OXpaHHOVI curHanmsayuum gna
COOTBETCTBUA STOMY TpeﬁOBaHVIIO perynapHo COO6LLI,a|OT 0 CBOEM COCTOSIHMM C MOMOLLbIO CreLuanbHon ¢yHKLWIVI TeCTUpOBaHUA.

MpoToKonbl: 3aech yKasblBAETCA YPOBEHb 6E30MaCHOCTM NPOTOKOJIOB, KOTOPble GYAYT UCMONb30BaTbCA ANA YBeAOMIEHMA 0 cbonx. CTaHAapTHbIe
NPOTOKOJIbI 1 FONIOCOBbIE MPOTOKOSbI 3aNPOBaHbI. [POTOKOSbI BbICOKOTO YPOBHA 6€30MacHOCTM WPYOTCA C NOMOLUbI0 128-61UTHOrO Man
256-6UTHOrO Knioya wudposaHua AES.

JNvHun cBazm: NCNosib3yemble INHUN CBA3W.

NvHun cBszm: YKa3sblBaeT KONn4yecTso n tmn JIHWIA CBA3W, KOoTOpble 6yﬂ,yT MCNONb30BaTbCA B 3aBUCMMOCTN OT KaTeropumn o6opy,qOBava OXpaHHOIZ

CcurHanmsaymn.
Tabnuua 1-3 TexHnYecKne xapakTepucTukin
TexHnuyeckune
OnucaHne
XapaKTepucTuKn
Knaccndukaums
BCMOMOraTefbHOro
Tun A
ynpasnsioLiero
obopynoBaHua
Knacc ycnosuia I
aKcnnyarauuu
Hanps»keHne nutaHma 12B(DC), 1.5A
Pasmepbl npogykTa 163 MM X 163 MM X 32 MM
Pasmepb! B ynakoske 219 MM X 187 Mm X 91 MM
OT1-10°C go +50°C
Pabouas Temnepatypa
OT1-10°C go +40°C (cepTndurLmpoBaHHasa TemnepaTtypa)
BrnaxHocTb 10% ~ 90% (oTHOCMTenbHas)
Macca HeTTO 0.38 kr
Macca 6pyTTO 0.8 kr
Kopnyc Monnkap6oHat, ABC-nnactuk

1.3 Komnnekrauma

MpoBepbTe copepKMmoe YNakoBKM B COOTBETCTBUM CO CieyoWwmnmM CNnckom. Ecnv Bbl obHapykute
OTCYTCTBME WU NOBPEXKAEHVE COAEPKUMOTO YNaKoOBKM, 06paTUTECh B CNY>KOY NOAAEPKK/

KJIMEHTOB.

PucyHok 1-1 Komnnekraums

= f -
| i f i
[ . ) /|| Legal and regulatory
%}J c/ Quick start guide ”/ information
/
L [

3 4 5 6

0]

1

5
/,, \
O

=

L

—_
N
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Tabnuua 1-4 Komnnekrayusa

Ne HanmeHoBaHme KonunuecrBo N2 HanmeHoBaHue KonunuecrtBo
KoHTponnep lOpuanueckan n
OXpPaHHON HOpMaTUBHas
CUrHanmsauum nHbopMauus
Kabenu KomnnekT BUHTOB

3axkmum gna pukcaumm
3 bnok nutaHuA 1 7 1
nposoga
KpaTkoe

4 PYyKOBOACTBO 1 - - -

nonb3oBaTtens

4 .
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2 KoHCcTpyKLUMA

2.1 BHewHnn BnA yCTpONCTBA

PuncyHok 2-1 BHewHwuin Bug ycTponctsaa

Tabnuua 2-1 KoHcTpyKuuma

N2 HanmeHoBaHue OnucaHne

e MeaneHHO M1raet 3eneHbIM LIBETOM: PEXMM MOHUKEHHON
YyBCTBUTESIbHOCTH.

e MuraeT 3efieHbIM LiBETOM: KOHTPOJIIEP 3anyCcKaeTcs.

® [loCTOAHHO CBETUTCA »KENTbIM LIBETOM: He YAianoch
NOAKNIOUNTLCA K 0BNaKy.

® [lOCTOAHHO CBETUTCA 3€/1eHbIM LIBETOM: PEXMM CHATUA C
OXpaHbl.

® [lOCTOAHHO CBETUTCA CUHMM LIBETOM: PEXMM NOCTaHOBKM

1 NHankaTop Ha OXpaHy.

e MwuraeT KpacHbIM LIBETOM: MOJy4YE€HO TPEBOXKHOE
cobbiTue.

e MuraeT enTblM LIBETOM: 06HAPYKEeHA HENCNPABHOCTb.

e MwuraeT CMHMM LBETOM: 3aMNyLLEHO KOHOUTyprpoBaHue
yepes TOUKy AOCTYNa WM KOHTPOJNEpP BbINOSHAET
conpsxeHure ¢ neprudbepuiiHbIMM YCTPONCTBAMM.

® DbICTPO MUraeT CMHMM LIBETOM: PEXMM perncrpaumm

KapTbl.
) Pa3bem Kabens Mcnonb3yeTca Ana nogknoueHust KOHTposiepa K cetn
Ethernet Ethernet.

4 .
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N2 HanmeHoBaHue OnucaHne

YCTaHOBUTE OCHOBHYIO KapTy B NMEPBbIN OTCEK, a PE3EPBHYI0
KapTy — BO BTOPOW OTCEK.

e [lopgpeprkka AByx SIM-KapT B pexkMme oXXnugaHus.

e SIM-kapTbl MO3BONAOT KOHTPONEPY MCMOMb30BaTb

. COTOBYIO CBA3b 1 OTMNPABNATb YBEAOMNIEHUS O TPEBOrax.
OTtcek ana micro SIM y P yBEA P

3 112 |
e SIM-KkapTbl He ByayT paboTaTb, NOKa He byfeT 3aBepLueHa
HacTponKa ceTn.
o  OyHKuuA SIM-KapT AOCTYMHa TOMbKO Ha onpefeneHHbIX
MoZensx.
4 MpoTnBOKpaxHas Korpa npoTuBoKpakHas KHOMKa oTrnyLieHa, cpabaTbiBaeT
KHOMKa NPOTUBOKPaXHasA CUrHanM3auums.
5 Pasbem kabens Wcnonb3yeTca ana nogknoyeHus kabena nutaHma

NMNTaHNA

BkniounTe TouKy gocTyna, TenedpoH NogKIUNTCA K TOUKe
6 Touka goctyna [OCTyna KOHTPONNepa, a 3aTemM CUHXPOHU3UPYINTE UMA
nonb3osatena n naponb Wi-Fi ¢ KoHTponnepom.

HaxmuTe 1 yaepxmBaiTe KHOMKY B TeuyeHne 10 ceKyHf, 4ToObl
7 KHonka c6poca nepesanycTuTb KOHTPONNEP 1 BOCCTAaHOBUTb 3aBOACKME
HaCTPOWMKM MO YMOYaHUIO.

8 KHonka BknoveHns / HaxmuTe 1 yaep>xuainte KHOMKY B TeUeHKe 2 CeKyHf, UToObl
BbIKNIOYEHWA MUTAHUA | BKIIOYUTb WX BbIKOUYNTb KOHTPOSIEp.
Ecnu 3agHAA KpblwKa OyaeT oTKpbITa, cpaboTaeT
9 3afHAA KpblWKa A P A pbiTa, cp

NPOTUBOKPa*KHaA CUrHannsayuA.

2.2 Pasmepbl

PucyHok 2-2 Pazmepbl, Mm

163.2 325

163.2
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PyKOBOﬂCTBO nosib3oBarenA

3 BKnwouyeHue

3.1 NMonb3oBarenun

Monb3oBaTtenu MoryT 6biTb CO3faHbl TONbKO B NpunoxkeHmax DMSS n Dolynk Care. Pacnpegenute
nosnb3oBaTesie Mo PasHbIM POIAIM, YTOObI OHM MOTIY UMETb Pa3Hble YPOBHU JOCTyNa Ans paboTsbl ¢
yCcTponcTesamu.

YpoBeHb JoCTyrna nonb3oBaTtesnen

Tabnuua 3-1 YpoBeHb focTyna nonb3osaTtenen

lMonb3oBaTenb YpoBeHb foctyna
AamuHuctpaTop DMSS L2
OG6bluHbIN Nonb3oBaTens DMSS L2
MoHTaxHaa opraHmnsauyma L3

e MoHTa)KHaA opraHu3auuna: MoHTa)<Hble opraHM3aunn NPefoCTaBAAT KOHEYHbIM
MoNb30BaTENAM YTy MO SKCMyaTaLmm U TEXHUYECKOMY 06Cy>KMBAHMIO. OTa Posib AOIKHA
3anpalumBaTbh NpaBa fOCTyMNa Y KOHEYHOro nonb3oBatena (agMmuHnctpatop DMSS) Ha
ynpasneHune yctporctBoM. OHM MOTYT NonyyaTb Takme NPaBa, Kak HAaCTPOIKa YCTPONCTBA U
ynpasfieHve Nosib30BaTeNsAMU.

o AgmMuHuctpatop DMSS: ABMUHUCTPATOP — KOHEYHBbI NONIb30BaTEeNb. 3Ta POJib HE MOXKET ObITb
N3MeHEeHa, N y Hee eCTb NpaBa JOCTYNa, Takne Kak HaCTporKa yCTPOMCTBa U yrpaB/ieHne
nonb3osatenamu. AgmuHucTpatop DMSS He nmeeT npaBa Ha HaCTPOWKY YCTPOMCTBA, Korga
MOHTa»XHble OpraHm3aLummy COalT emy KOHTPOep B NO/Ib30BaHME UK KOrga OH nepegaet
MOHTa>XHOW OpraHun3aunn B ynpasrieHne KOHTponep.

e O6blYHbIN Nonb3oBaTeslb DMSS: 3To nonb3oBaTenn, KOTOpPbIM agMUHUCTPaTop DMSS
npefocTaBaseT obWUiA JOCTYN K YCTPONCTBaM Yepes npunoxeHrne DMSS. 3Ta posib MOXeT ObITb
M3MEHEHa, 1 Y Hee eCTb TONIbKO 6a30Bble NpaBa AOCTYMa, Takue Kak MPOCMOTP COCTOAHUA
YCTPOWCTBA, a TakXKe NMOCTaHOBKa Ha OXPaHy 1 CHATME C OXPaHbl KOMHaT.

Cxema nocnefoBaTeNibHOCTY AeNCTBUN

Huxe onucaH npouecc nepesayn B yrnpasieHWe YCTPOWCTB 1 NPefoCTaBIeHUsA obLLero JocTyna K
ycTpoicTeam B npunoxeHusix DMSS n Dolynk Care. MOHTa»XHble OpraH13aLmmn 1 KOHeYHble

nonb3oBaTeny MoryT cfieuTb 3a NPOLECcCOM NPeAoCTaBeHNA 06LLero JOCTyNa K yCTPONCTBaM 1
nepefauu nx B ynpasneHue.

( )) SEC.RU KopoTkun nyTb K MHpopmaLmu
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PucyHok 3-1 Cxema nocnegoBaTenbHOCTY AencTBun (monb3oBatenb DMSS)

MpepocTasneHye obbI4HbIM
nornk3osarensam DMSS obiiero > KoHety
7I0CTyNa K YCTpOVCTBaM

[o6Gasnexue
YCTPOCTB

W3meHeHve npas goctyna
nepeﬂa‘{a yCTpOMCTB MoHTaxHas opraﬂmauvm_b
B ynpasrnetue TPUHAMAET BaL 3aNPOC OT3bIB Nepesayu
MOHTaXHOW OpraHmaaLmum B ynpasneite

MpoaneHue nepuopa
nepesiayv B ynpasneHve

OcHoBHas 3afja4a

[JlononHuTensHas
3apava

PucyHok 3-2 Cxema nocnegoBaTeIbHOCTY AeNCTBUI (MOHTaXxHasA opraHv3aumsa)

Cpava ycTpoiicTe
anmvHuctpatopy DMSS

AnncTparop DMSS
NpHHIAMaET Ball 3anpoc.
3anpoc y agMuH1CTpaTopa
DMSS npas goctyna

6 n a 1. AuiHucTparop DNISS oTssisaet
(0basnexve pUHATHE 3anpoca OT agMUHIUCTpaTopa KCnnyaraums n TeXHUYECKoe| NPefoCTaBNIeHue yCTPONCTBa B ynpasnexye. Ke
- u K  Em— i i (OHel
m YCTpOiACTB OmERE DMSS Ha nepepady yCTpoViCTs B ynpasrienue obcnyxkvBanye ycTpoiicTea anﬂmcwzm OPTaHIAR npeKpaLLzeT Ba 4
Y YCTPOTICTE:
Boagpar yctporicte I
> anmvHvctpatopy DMSS

3.2 Pa6oTta c ycTpomncTreom

Cnep,y|7|Te NHCTPYKUMAM HUXeE, YTOObI BKIIOUNTD 6ECI'IpOBO[J,HyIO cancTemy OXpaHHOIZ CUrHannsauyunun.

PucyHok 3-3 PaboTa ¢ ycTpoiicTBom

BkntoyeHune [obasneHne MoHTax K
KOHTponnepa YCTPOWCTB KOHTponnepa OHEL|

BknoueHune
HOAKHIO‘-IVITE KOHTPOJIIEP K CETU N BKITIOYAUTE €ro.

PucyHok 3-4 BknioueHune

4 .
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[lobaBneHme ycTponcTs

1. [ob6aBbTe KoHTponnep B npunoxeHue Dolynk Care u DMSS.
2. [ob6aBbTe nepudepuiiHblie yCTPOMCTBa Ha KOHTPOEp.

MoHTaX KoHTponnepa

[lnsi yCTaHOBKM KOHTpOJIepa Mbl peKOMeHAYEM MCMNONb30BaTh camopesbl ¢ Alobenamu. He

pa3smeLlanTe KOHTPOJIEP B CIEAYIOLWMX MeCTax:

® Haynuue

e BOMM3N MeTaINYECKUX NPeaMETOB, KOTOPbIE BbI3bIBAlOT OC/1abneHne 1 3KpaHMpoBaHme
pagunocurHana

® MecTax co cflabbim curHanom GSM

e BO6/V3U NCTOYHNKOB PafMOMNOMeX, Ha PacCTOAHUN MeHee T MeTpa OT MapLIpyTU3aTopa 1 Kabenen
NMMNTaHNA

® MecCTax, rge rTemnepartypa 1 BNaXHOCTb NPEBbIWalOT A40NYyCTUMbIE Npeaenbl

PucyHok 3-5 MoHTax

@)}

2 34 5

Tabnuua 3-2 MNprHagnexHoCTy Ans MOHTaXa

Ne HanmeHoBaHune Ne HanmeHoBaHne

1 KoHTponnep 4 MoHTa)KHaA nnacTnHa
2 ByHT M3 X 8 MM C MOTaNHON rofI0BKOW 5 Iiobenb

3 Camope3s ST4 x 25 mm 6 CreHa

Bbibepute nonoxkeHve oTBEPCTUIA AN1s BUHTOB, @ 3aTEM MPOCBEPINTE UX.

BctaBbTe aobenu B oTBEpCTUA

MpuKpennTe MOHTAXXHYIO NIACTUHY K CTEHE, @ 3aTEM COBMECTUTE OTBEPCTUA AJA BUHTOB Ha
nnacTuHe c grobenamu.

4 .
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4. 3aKkpenuTe MOHTa)KHYI0 MNacTUHY camopesamu ST4 X 25 mm.

5. BcTaBbTe KOHTPO/IEP OXPAHHOW CUrHANM3aLMM B MOHTaXKHYI0 NAacTUHY CBEPXY BHU3.
6. 3aKpenuTe KOHTPOJIEP Y MOHTAXKHYIO MAACTUHY BUHTaMM C NOTallHON rofioBKo M3 X 8 Mm.

HacTtpovka KoHTponnepa

Hactpoiite KoHTponnep B npunoxeHum Dolynk Care n DMSS.

[MocTaHOBKa Ha OXpaHy

Bbl MOXeTe 1cnonb3oBaTh NyNbT, 6PENoK U NPUoXKEHWE A1 MOCTaHOBKW BalLel CUCTeMbI Ha
oxpaHy. lNocne oTnpasKu KOMaHAbI MOCTAaHOBKM Ha oxpaHy B npunoxeHue Dolynk Care n DMSS
cucTema NpoBepUT CBOe cocTosHMe. Ecnn B cucteme npousoluen cboi, Bam Hy»KHO OyaeT BblbpaTh,
BKJIOYATb /11 ee NpUHyauTenbHO. MoapobHas nHpopmMauma o nepudepuiiHbix yCTpomncTeax
npusefeHa B COOTBETCTBYIOLLEM PYKOBOACTBE NOJb30BaTeNA yCTPONCTBA.

4 .
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4 Pa6ota c npunoxxeHunem Dolynk Care gns

MOHTaXHbIX OpraHn3a U,I/II?I

MpunoxeHne Dolynk Care npegHa3HaueHo AnA TOro, YTobbl MOMOYb MOHTaXKHbIM OpraHM3aLuaM
OKa3blBaTb KOHEYHbIM MOJIb30BaTeNsAM npodeccrmoHasnbHble YCyru no SKCrnayaTaumm u
TexHuyeckomy obcnyxusaHuto. OHO NpefocTaBnaeT Takne GyHKUMK, Kak ynpaBneHue
o6opyaoBaHKeMm, SKCnyaTaumsa 1 KOHTPOb MCMPaBHOCTM YCTPONCTB, paboTa C nepefaHHbIMKY B
ynpaBnieHue ycrporcTBamu 1 T.n. NMoapo6bHasa nHpopmauma npuseaeHa B pyKkoBoaCTBe
nonb3osatensa npunoxeHua Dolynk Care.

[

MN306paxeHna nHTepdencoB nprBeeHbl TONbKO A1 CNPaBKM M MOMYT OTAMYaTbCA OT GaKTMUECKUX.

4.1 Astopusauua B Dolynk Care
Mpy nepBOM 1CNONb30BaHMM BaM HEOOXOAUMO CO3[aTb akKayHT. B 3ToM pykoBoacTee
Nosib30BaTeNA B KauecTBe Npumepa onucaH NopaaoK A4encTenin gna nonb3osarenen iOS.

MNopAanok aencremnm

War1  Hangute Dolynk Care B App Store, utobbl 3arpy3nte MOGUSIbHOE NPUISTOXKEHUE,

Monb3oBatenu Android moryT nepeintn B Google Play, 4To6bl HaiTk 1 3arpy3uTb
MOGUNbHOE MPUNOXKEHME.

War2  Haxmute Ha cMapTdoHe .‘ , UTOObI OTKPbITb MOOUTBHOE NPUNOXKEHNE.,

4 .
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PucyHok 4-1 AsTOpuM3auna

Integrated Management Platform

Manage company and operator information directly
on the platform.

No account yet? sign up

War3  Co3panTe akKayHT.
1. Ha ctpaHuue Bxopg (Login) HaxxmuTe HeT akkayHTa? 3aperncrpupoBarbcd (No
account yet? sign up).
2. HactpaHuue Peructpauus (Register) 3anonHute Hy>Hble nons.
e lmsa komnaHum (Company Name): BBegute nma sawueit KomnaxHumu.
e Appec ctpanbl (Country Address): Boibepute cTpaHy / paioH, NpoBMHLMIO / LiTaT
W ropoA Ballel KoMnaHuu.
e Appec (Address): Beegute nonHbii agpec Bawen KOMNaHU.
o Kopa npurnaweHums (Invitation Code): Beegute npurnacutenbHbln KOA, KOTOPbIN
MO>KHO MONYYNTb y pecensiepa UM TOProBoro npeacTaBuTens.
e E-mail (Email): Beegunte Baw agpec e-mail.
e [aponb (Password): Beegute naponb.
o Kop noarBepxpeHusn (Verification Code): Haxmnte OtnpaButb (Send), v Ha
yKa3aHHbI agpec e-mail npuaeT kog noaTeepxaeHns. Beegute 31oT Kog B none
Kop noarBepxaeHus (Verification Code).
3. O3sHakombTechb ¢ MNonuTnkoi KoHdpuaeHumanbHocTu (Privacy Policy) n

L4 .
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Monb3oBaTenbckum cornaweHnem (User Agreement), a 3aTem ycTaHOBUTE GriaxoK

Al npounTan 1 cornaceH ¢ NOANTUKON KOHGUAEHLNANbHOCTA 1
nonb3oBaTenbckum cornaweHviem (I have read and agree to Privacy Policy and
User Agreement).

4. Haxmwute 3aperncrtpupoBartbca (Register), 1 3aTem npunoxeHne BepHETCA K SKpaHy
BXO[a B CUCTeMy.

War 4 BeepgwuTe Baw agpec e-mail n Naponb, 3aTeM HaxxmuTe KHOMNKy Boiatu (Log in).

e [1nA HOBbIX KNIMEHTOB TpebyeTca ofobpeHune 3aABKM Ha PErnCTPaLMIio akKayHTa.
MonyyeHune aneKTPOHHOrO NMCbMa C NOATBEPXAEHMEM akKkayHTa 3anmeT 1-3 gHsA.
MNocne 3Toro Bbl MOXeTe BONTY B MPUSIOKEHME NOL CBOMM aKKayHTOM.

e HekoTopbiM adpdunmMpoBaHHbIM KNneHTam He TpebyeTca nonyyaTb ofobpeHne ana
pernctpauun akkayHTta Dolynk Care. OHM MOryT Hanpsamyio BONTY B NPUIIOKEHME nocsie
peructpayum.

4.2 lo6aBneHne yCTpOMNCTB

MoHTaxHasi opraHu3aums MoXeT J06aBnATb YCTpoicTBa B npunoxeHre Dolynk Care ana
ynpasneHna 1 TexHMYeckoro obcnyxmeanus. MNepen fobasneHmem ycTponcTs yoegnTtech, YTo
YCTPONCTBO NOAKIOUYEHO K UICTOYHUKY MUTAHUA 1 ceTU. Bbl MoXeTe f06aBNTb B MPUSIOXKEHUWE

yCTpOVICTBa CUTrHann3saunm, BKNOYaAa KOHTPOJJ1EPbI N MHO»KECTBO I'IepI/I(I)epI/IVIHbIX YCTpOVICTB.

4.2.1 Jo6aBneHne KOHTpoJiepa

KoHTponnep moxeT 6biTb fo6aBneH nnbo B Pexmnme o6beKTa (Site mode), 1160 B Pexkume

ycTpoiictBa (Device mode). Ecnv Bbl fo6aBnsieTe B Pexxume ycrpoiictea (Device mode), Bam

CHauana Hy>Ho Bbl6paTb 06beKT. Onepauunm Ana STUX ABYX PEXMMOB aHanormyHbl. B atom pasgene B

KayecTBe npmmepa nokasaHa HacTpolika B Pexume ycrtponcrea (Device mode).

e [lepen fob6aBneHMeM KOHTponepa ybeamTech, YTo KOHTPOIEp NOAKMOUYEH K MCTOYHUKY
NUTaHWA N CETN.

e Y6epuTech, uto Ha Balem TenedoHe BKtoueHa GyHKkumua Wi-Fi.

4.2.1.1 lo6aBneHne no cepuinHomy Homepy unu QR-koay

Bbl MOXKeTe f06aBMTb KOHTPOEP, OTCKaHpoBaB QR-kof YCTPOCTBa MW BPYUHYto BBEAA
CepuiiHbI HOMep YCTPONCTBa B 6eCnpoBOAHON M NPOBOLHON CETU.

MNopAnoK AencTenm

4

. 7
Site

LWar 1 Ha FnaBHon ctpaHuue (Home) HaxmunTte 3aTem nepengute Ha cTpaHuly O6beKT

(Site).
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PrucyHok 4-2 O6bekT

© Site Mode

@5

Total Sites

Total Devices: 1 To be Delivered:0 Offline:0
Error:0

ZCcC

i Total Devices: 0 To be Delivered:0 Offline:0
Error:0

vvvbh

Total Devices: 0 To be Delivered:0 Offline:0
Error:0

Site
Lar 2 Haxmute & pans nobaBneHns HOBOro o6bekTa.
BBeante nHbopmaumio 06 ob6bekTe, a 3aTem HaxmuTe OK, uToObl co3gaTb OOBHEKT.
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PucyHok 4-3 [lobaBneHne obbekTa

£ Add Site (2]
Customer Email @
Please enter the email address

Customer Name

Assign Operator

Please select an operator

Phone No.

To keep customers informed about alarms that were
triggered, please enter their phone number.

Address

Singapore

LWar 3 Ha ctpaHuue co3gaHHoro O6bekTa (Site) Haxmute [lo6aBuTtb ycrpomcreo (Add Device).

PrucyHok 4-4  [lo6aBneHue ycTporicTBa

< &

B

Add Device One-click Deliver Device Apply for
Check Permissions

Device List

8C

Delivered

War4  OrckaHupynte QR-Kog ycTponcTea nnn HaxmmTe Jlo6aButb BpyuHyio (Manually Add),
UTOGbI BPYUHYIO BBECTU CEPUIAHDIN HOMEP YCTPOICTBA.

War5  BbibepuTte 06bEKT, 3aTemM HaxkmmTe OK.

War3 Ha crpaHuue flo6aBneHne ycrponcrea (Add Device) BbiGepute Tmn ycTpoicTBa.

War3  TMogkniounTtecb K 6ecnpoBOAHON NN NPOBOAHON CETU.
e bBecnpoBopgHoe nogknoueHne
1) Haxmwute BecnpoBogHoe (Wireless) B npaBoM BepxHeM yriy, nocsie Yyero npovsonger
nepeknoyeHune Ha NMpoBogHoe (Wired).
2) BeepguTe naponb gna Wi-Fi, K koTopomy noaktoueH Baw TenedoH, a 3aTeM HaxMuTe
Moakmountbca (Connect).

4 .
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3) CnepyiTe MHCTPYKUMAM Ha CTpaHuLe, a 3aTem HaxmuTe Jlanee (Next).

4) [oxanTecb conpsaMeHus.
L]

Ecnm 310 He yganocb, NMOBTOPUTE ONMUCAHHbIE Bbllle AeNCTBUSA.

e [lpoBogHoe nogkntoyeHue (Wired)

1) Haxmwute NMpoBogHoe (Wireless) B npaBom BepxHeMm yriy, nocne yero nponsongert
nepeknoyeHne Ha becnpoBogHoe (Wired).

2) TopknounTe YCTPOWMCTBO K UCTOYHMKY MUTAHWA N CeTU, a 3aTeM HaxmuTe lanee
(Next).

Ecnun 370 He yaanocb, MOBTOPUTE OMNMCaHHbIE Bbille AENCTBUS.
War8 Ecnm fob6aenaemblii KOHTPOEP HEMHNLMANU3UPOBAaH, BBEAUTE NApOosib U NOATBEpAUTE

ero eue pas, a 3aTeM HaxmuTe UHnumnanusunposatb ycrponcTso (Initialize the device),
yToObl 3aBEPLWNTD MHMULMANK3ALMIO.

Step9 HaxmunTte NrotoBo (Completed), nocne yero Bbl CMOXKeTe NPOCMOTPETb YCTPONCTBO B
CNucKe yCTPONCTB.

4.2.1.2 Jo6aBneHne noNCKOM B JIOKAJIbHOW CceTn

Bbl MOXeTe BbINONHATbL NOWNCK YCTPONCTB 1 f06aBNATb UX. Y6eauTecn, Uuto Ball cMapThOH 1 apyrue
YCTPOWNCTBA NOAKIIOYEHbI K OQHON CeTu.

MNopAanok aencremni

&

Site

LWar 1 Ha FnaBHow ctpaHuue (Home) HaxmunTe Ha cTpaHuue O6bekT (Site).

War2  Bbibepute o6beKT 1 Haxkmute Jobasutb yctporictso (Add Device), utobbl 106aBUTL

YCTPOWCTBO.
PucyHok 4-5  [lobaBneHue ycTpoincTea

< Add Device +

Please scan Device QR
code at the bottom or on the rear label.

———

Manually Add LAN Searching

KopoTkun nyTb K MHpopmaLmu CkayvaHo c sec.ru
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War3  HaxmwuTe Mownck B nokanbHon cetn (LAN Searching).

Step4 Ha ctpanuue [lo6aButb ycrpoiictBo Add Device BBefjTe Nnaponb YCTPONCTBA, a 3aTem
HaxmnTe MoaTBepanTb (Confirm).

PuncyHok 4-6 MoaTBepxaeHve fobaBNeHUA YCTPONCTBA

Q Add Device <
Device Type DH-SD492
SN 5HOO1A
IP Address 19 Added successfully.
Device Name 5HO01A Device Type DH-SDas "
Password SN 5H001 )
IP Address 3

4.2.1.3 lo6aBneHe yepes HaCTPOMKY TOUKN JOCTyna
Bbl moxeTe ,D,06aBl/ITb KOHTpOJIIEP Yepes HaCTpOVIKy TOYKM [oCTyna.

MNopAanok aencremnm

LWar 1 Ha FrmaBHom cTtpaHuue (Home) HaxxmuTe Se 3aTeM nepengnTe Ha cTpaHuly O6beKT

7
ite

(Site).
LWar 2 BbibepurTe 06beKT 1 HaxxmuTe [lo6aBuTb ycTpoiictBo (Add Device), utobbl fo6aBUTL

YCTPOWCTBO.
PucyHok 4-7  [lob6aBneHwue ycTporicTBa

< Add Device +

Please scan Device QR
code at the bottom or on the rear label.

—

Manually Add LAN Searching

War3  OrckaHupynte QR-Kog ycTponcTea nnn HaxmmTe Jlo6aButb BpyuHyio (Manually Add),

UTOGbI BPYUHYIO BBECTU CEPUIAHBIN HOMEP YCTPOICTBA.
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War4  Ha crpaHuue Jo6aButb ycrpoiicteo (Add Device) BbibepnTte KoHTponnep oxpaHHoI

curHanusauum (Alarm Station).

PricyHoK 4-8 Bblbop KOHTpoOnepa oXpaHHOW CUrHanu3saumm

< Add Device
@
; ®
| |
Wireless Wired Camera NVR
Camera
e
(<]
DVR/XVR VTO Alarm Station
War5 Cnegynte MHCTPYKUUAM Ha SKpaHe u nepekntounte DIP-nepeknioyatens ¢ STA Ha AP.
War6  Haxmwute MpucoepgnHutbea (Join) Ana nogKIIOYEHNA K TOUKE 4OCTYNa YCTPONCTBA.
War7  YcraHoBuTe naposnb YCTPONCTBA 418 NMHALMANN3aUMN YCTPOMCTBA, a 3aTeM HaxmuTte

Danee (Next).

PrucyHok 4-9  [lo6aBneHuvie yepes HaCTPOWKY TOUKM JOCTyNa

< Add Device - . Add Device < Add Device

Please set device password.

WLAN
WLAN « e enter initializ assword, which combines 8
— o] umbers, letters or speciz hara
home-1 a =
home-2 a7

Please confirm before you add more.

“COS Pro" Wants to Join
WLAN Network
“AlarmStation sm s
J2DD8Cc"?

Cancel Join
@ Please wait, ana make sure me

mobile phone Wi-Fi is connected
to the device hotspot.

R R A
A
Lar 8 MopkntoyeHne K ceTu.
1) Bbibepute Wi-Fi.
Y6enuTech, Uto Ball CMApTOH 1 ApYyrue YCTPONCTBa NOAKIOYEHbI K OLHOW CeTU.

2) Beepgute naponb Wi-Fi, Haxxmute flanee (Next).

3) TepekniounTte DIP-nepekntoyatenb 13 nonoxeHusa AP B nonoxkeHue STA, HaxXmute
Danee (Next).

4) [HoxpuTecb 3aBepLUeHNA HACTPOWKN CETU YCTPONCTBOM.
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PucyHok 4-10  lMogkntoueHuve K ceTun

< Add Device < Add Device

< Add Device -

Select Wi-Fi Network: (e}

5 s Please input WiFi password. i?

i st = y \
“’5“
L

B15-27508-FreedomTest5G = LR R .

Wi-Fi Network SSID:B15-27508~FreedomTest5G
Please flip the DIP switch
= T S B from AP to STA
1181-B15-32500~-DMSSTest v
D3_B15_GNYYW_5G =
B15-27508-FreedomTest2.4G =

st =

War9 Haxmwute NloTtoBo (Completed).

4.2.2 lo6aBneHne nepndpepuinHbIX yCTPONCTB

Bbl MOXKeTe MoAKNIUNTb K KOHTPONNEPY MHOXeCTBO nepundepuiHbix YCTPONCTB. B Kauectse
nprMepa B 3TOM pasfene paccMaTprBaeTca fobaBneHne MarHUTOKOHTaKTHOrO 13BeLLaTens.
[JononHuTenbHble cBefleHNA 0 fo6aBneHn nepudepuiiHbiX YCTPONCTB CM. B PYKOBOACTBAX
nonb3oBaTesa COOTBETCTBYIOLMX NepUPepuinHbIX yCTPONCTB.

[

K KoHTponnepy MoXHo 06aBUTb 0 6 onoBeLlaTesiell, 64 6penoKoB, 4 peTpaHcIATopPa 1 8 NyJIbTOB.

MNopAanokK AencTenm
LWar 1 Ha cTpaHuLe koHTponnepa HaxmuTe € B NpPaBom BepXHEM yriy, a 3aTeM OTCKaHMpyiTe
QR-Kof B HMKHEN YaCTV MarHNTOKOHTAKTHOrO n3BelyaTtens.

LWar 2 Haxxkmute fanee (Next).

War3  Cnegynte MHCTPYKLUUAM Ha CTPaHMLUE 1 BKIIOYMTE MarHUTOKOHTAKTHbIV U3BeLaTenb, a
3aTem HaxxmuTe flanee (Next), UTo6bl 4O6ABUTL €ro Ha KOHTponep.

War4  Joxputecb conpaKeHus.

War5  M3meHUTe MMA MarHUTOKOHTaKTHOrO M3BeLyaTenNa U BbIbepuTe 30HY, a 3aTeM HaxxMuTe

FotoBo (Completed).
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TECHNOLOGY YKOBOACTBO NO/b30BaTeNA

e YpnaneHue neprdepuiiHbix ycTponcTs: MNepengnTe Ha 3KpaH KOHTPONNEPa, Bblbepute

YCTPOWCTBO 13 CNCKa NepudepUnHbIX YCTPONCTB U CMaxHUTE ero BAEBO AN
yaaneHus.
e MorkHO co3aaTh 0 32 30H A1 OQHOr0 KOHTpoiepa.

4.3.2 YnpaBneHve nosibzoBatenamm

4.3.1 lo6aBneHne agmmnHucrpatopos DMSS

MoOHTaXXHasi opraHu3aLms MoXeT J006aBUTb agMUHKCTPaTopoB DMSS, npefocTaBrB UM JoCTyn K
YCTPONCTBAM WAV NMPUHAB MX 3aMpOC Ha Nepeaady yCTPOWCTB B yNpaBfieHue.

Cl'lpaBOLlHaﬂ I/IH(I)OpMaLl,I/IFI
L]
B cooTBeTCTBUM C cepTUdUKaLMoHHbIMU TpeboBaHusamm EN 50131 agmuHuctpatop DMSS He nmeet

NnpaBa Ha HaCTpOVI Ky yCTpOVICTBa, Korga MOHTaXHbl€ OpraHn3alnn coakloT MM KOHTpPOJ11epP B
NoNb30BaHUE NN KOrAa OHU NepenatoT B yrnpasieHne KOHTpouiep MOHTaXHOM opraHuMsauun.

4.3.1.1 Cpava ycTpoicTsa B nosib3oBaHne agMmmHucrpatopam DMSS

B cooTBeTCTBUM C cepTrdUKaLMOHHbIMY TpeboBaHnAMM EN 50131 MOHTaXXHas opraHM3aumsa MoXeT
cAaTb KOHTPOMep B Nosb3oBaHne agmnHuctpatopy DMSS. [ocne 3Toro moHTaXHoOWM opraHnsauum
HeobxoAMMO 3anpalunBaTh Npasa y agMmuHucTpaTopa DMSS, Ha Takue Kak [ecTBrA, Kak HaCcTpoliKa
YCTPOWCTBA, MOCTaHOBKA Ha OXPaHy U CHATME C OXPaHbl, @ TakXKe yrnpaBsrieHne nonb3oBaTensamm.

y6e,£|,I/ITECb, YTO KOHTpOJIJ1EP HE 6bin ,D,O6aBJ'IEH B OPYyrme akkayHTbl.

MNopAanok aencremnm

&

- ’
Site

LWar 1 Ha FnaBHow cTpaHuue (Home) HaxmunTte 3aTem nepengmnTe Ha cTpaHuLy O6beKT

(Site).
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PucyHok 4-11 Cgaua KoHTpoiepa B Nofb30BaHWe agMUHuUcTpaTopy DMSS

©Device mode < Lend Device
Email g
8 5 Please enter the client's email address
Total Sites Total Devices
|5 ‘ Email cannot be empty
Permissions for settings
A
AC:? Ongck DE:L ApplDyfor Keep permissions for settings [ )
Device check Device entrusting
Retention period
p:
Always
)
Thour
Prompt
® 2hours to share WGF
oy oM
4 hours
Sure
Poam— 8 hours v
NVR4216
ri g Time: 12/17/2021 - 01/27/2022
Site:Furlong
Site:willy
e L ]
Sites
lar2  Haxmute [=] B BEpXHEM NeBOM yriy Ana nepexnioueHs B Pexunm ycrpoiicts (Device
mode).
LWar3 B cnucke ycTPOICTB BbibeprTe KOHTpOSep, HaxxmnTe CaaTb B nonb3oBaHue (Lend) B
NpaBoOM Yriy KOHTposepa.
LWar4 BeeguTe agpec e-mail agMmmHucTpaTopa DMSS.
War5  BkniounTte CoxpaHUTb NpaBo Ha HacTpoliKy (Reserve Configuration Permissions) n
BblOepUTE BpeMms, B TEUEHNE KOTOPOIO NPaBO Ha HACTPOIKY OyAeT 0CcTaBaTbCA 3a BaMU.
lWar6  Haxmute MNoaTBepanTb.
War7 Ha @ >skpaHe HaxmuTe JInuHoe coobueHmne (Personal Message), Bbl cMOXeTe

NPOCMOTPETb CO06LLEHNA, YTOObI Y3HATb, COrNMACUIICA N agMuUHKUcTpaTop DMSS npuHATb
BaLll 3arpocC Ha NpefocTaB/ieHne YCTPOWCTBa B NOJib30BaHMe.

CoobLieHre onpefocTaBieH YCTPONCTBA B MOfIb30BaHME OyAeT OTNPaBAEHO B aKKAyHT
agMuHucTpatopa DMSS, n agmuHnctpaTop DMSS cMOXeT npoynTaTb COOOLEHE B
npunoxeHun DMSS.

4.3.1.2 MpuHATME 3aNPOCOB Ha Nepeaavy B ynpasneHne

MoHTaHasA opraHn3aumsa MOXeT NPUHATL 3anpoc agMrHucTpaTopa DMSS Ha nepegauy B
ynpasneHune Ans NPeaoCTaBNeHns YUIyr 3KCrTyaTaumm u 06CyKnBaHuA 4s nosib3oBaTteneil.

MNopAanok gencremnm
War1 HalnaBHoi1 ctpaHuue (Home), Bbibeprite HesaBeplueHHble 3agaun > MpocmoTtp
nepepauv B ynpasneHue (Pending Task > Entrusting Review).
War2 Ha crpaHuue HesaBepweHHble 3agaum (Pending Task), Bbibepute 3agauy, 4tobbl
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PyKOBOﬂCTBO nosib3oBarenA

NPOCMOTPETb CBEAEHNA O 3aade U 06paboTaTb 3anpockl Ha Nepeaayy B ynpasneHue.

PrcyHok 4-12 O6paboTka 3afiay nepegaum B ynpasneHme

< Pending Tasks < Task Details

@ Note: Please goto Messages page to view processed task. X || Username T bachicaii

5 Entrusted Device
Entrusting Tasks(1) - e

SN: 7EO. 3F6

ian_zhe ach.com has entrusted 1 devices to you
Start Date 21-09-06 15:55:19
End Date 21-10-06 15:55:19

Entrusting Period 30days

Permissions

Approve

e [lna noateepKaeHUs

1) Haxmwute MogrBepanTb (Approve), a 3aTem nepengnTe Ha CTpaHULY
HeHa3sHaueHHble ycTpoiicTBa (Unallocated Devices).

2) BbibepuTe YCTPONCTBA, KOTOPbIE HYXKHO Ha3HauNTb UK HaxmuTe BeibpaTb Bce (Select
all), a 3atem HaxkmuTe lo6aBuTb Ha 06beKT (Add to Sites).

PucyHok 4-13  [lo6aBneHue ycTponcTBa Ha 06beKT

4 Unallocated Devices Deselect all

LY 3

Entrusting

Add to Sites

3) Ha ctpaHuue O6bekTbl (Sites), BbibepuTe 06BbEKT Unn o6aBbTE HOBBIN.

4) Haxmute OK, uTobbl NOATBEPANTL NEpPEMELLEHNE STOFO YCTPONCTBA Ha BbIOPaHHbIN
0b6beKT.
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e [1na oTKNoHeHuA: HaxmnTe OTKNOHUTb (Reject), BBegnTe NpNYMHbI OTKNOHEHNS, a

3aTem HakmuTe BepHo (Sure).

PucyHok 4-14 OTknoHeHune

< Task Details

Username 502218«
Entrusted Device

999
SIN: 7

Start Date 21-07-1516:27:30

End Date

Entrusting Period 30days

Entrusted Permissions

Cancel Entrusting Rejected Sure

Approve

4.3.2 YpaneHne nonb3oBaTtenen

4.3.2.1 OTMeHa caaum yCTPOMCTB B NOJib30BaHNe

MoHTaxHasA opraHmsayna MOXKeET yaannTb agMNHNCTPATOPA DMSS, oTmeHnB caavy M KOHTpOJnepa
B nojib3oBaHue.

MNopAanokK AencTenm
&

War1 HaTlnaBHom ctpaHmue (Home) Haxmute =, 3aTemM nepenanTe Ha CTpaHuLy O6beKT

(Site).
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PuicyHok 4-15 Cgava KOHTposnepa B Nnosib3oBaHve agMUHucTpaTopy DMSS

©site mode < willy @

8 4

Total Sites Total Devices

® o 6B O

Add One-click Deliver Apply for
Device check Device entrusting

mmmmmm Device List

Total:1 To be delivered:1 Offline:1 Error:0

kkkkkkk 50

Cancel Lenc

ued test

)
Total:0 To be delivered:0 Offline:0 Error:0 @

@

Total:0 To be delivered:0 Offline:0 Error:0

llar2  Haxmute =] B BEpXHEM NeBOM yriy ans nepeknioyeHns B Pexmnm o6beKToB (Site

mode).

War3 B cnuncke 06beKTOB Bblibepute 06BEKT C YCTPONCTBOM, KOTOPOE Bbl MpefocTaBnseTe
agmuHucTpatopy DMSS, 3aTem BbibepurTe KOHTpOMIEP 1 HaxM1UTe OTMEHUTb caayvy B
nonb3oBaHMe (Cancel Lend).

CoobLeHre bygeT oTnpaB/ieHo B akKkayHT agMuHucTpaTtopa DMSS, 1 agMmHucTpaTop
DMSS cMmoeT npounTaTb CoobLLeHMe B NpunoxxeHu DMSS.

4.3.2.2 YaaneHune ycTponcTs

MoOHTaXHasi opraHM3aumsa MOXeT yaanaTb agMUHUCTpaTopoB DMSS, yoanue ycTpoicTea.

e YbepmTechb, YTO MOHTa)KHas OpraHm13aLma OTMEHMIIA caYy YCTPOWCTB B NO/Ib30BaHME
agMmuHucTpatopy DMSS.

e MoHTa)xKHaa opraHu3auuna MOXKeT yaanuTb Bcex nonb3osatenen DMSS, ecnn agmuHucTpaTop
DMSS npefoctaBui o6LWMiA JOCTYN K YCTPONCTBAM 06bIYHBIM Mosib3oBaTensm DMSS.

MNopAanok aencremnin

&

’
Site

LWar 1 Ha rmaBHom cTpaHuue (Home) HaxkmuTe 3aTeM nepengnTe Ha cTpaHuly O6beKT

(Site).

War2  Haxmute [&] B BepxHeM neBom yrny ana nepexnioueHns B Pexum ycrpoincts (Device

mode).
War3 B cnucke ycTPoWCTB BbiGepUTE HY>KHOE YCTPOICTBO.
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llar4  Ha ctpanuue koHTponnepa HaxmuTte [E, 3atem HaxmuTe YaanuTb (Delete), uto6bi

yAanuTb yCTPOWCTBO.

4.4 3anpoc npaB y agMmuHucrparopa DMSS

MoHTaXHble opraH13aLmm MoryT 4o6aB1Tb KOHTPOIEP HEMOCPEACTBEHHO B npunoxeHue Dolynk
Care, uTo6bI NPefOCTaBNATL AAMUHKCTPAaTOPaM DMSS ycnyri no skcnnyaTauum n TeXHUYEeCKOMy
006CNY>KMBaHWIO YCTPOICTB. Y BaC eCTb OrpaHMUeHHbIe MO BpeMeH NpaBa, BKIoYasa npasa Ha
HaCTPOIIKY YCTPOWNCTBa 1 ynpaBneHne Nofb3oBaTeNnAamMum, 1 BaM Heo6xoanMo NOBTOPHO NoaaTh
3aABKY Ha NonyyYeHre npaBs Mo NCTeYEHNN CPOKa NX AeNCTBUA.

MNopAnoK AencTenm

War1  HarnaBHom ctpaHuue (Home) HaxmuTe ? , 3aTeM nepenguTe Ha cTpaHuly O6beKT
(Site).

lar2  HaxmuTte =] B BEpXHEM NeBOM yriy AnA nepeknioyeHs B Pexmnm ycrpoicts (Device
mode).

LWar3 B cnucke yCTPOICTB BblGepUTE HY>KHOE YCTPOWCTBO.

War4  Ha ctpaHnue Kontponnep (Hub) BbibepurTe > Hactpoiiku koHTponnepa (Hub
Setting), HaxKmMKTe Ha NtoOON NapameTp, KOTOPbI Bbl XOTUTE HAaCTPOUTb, 1 3aTeM NOABUTCA
npurnaweHne ¢ HANOMUHAHVEM O HEOOXOAMMOCTM 3aNPOCUTb NpPaBa y agMUHUCTPaToOpPa
DMSS.

War5  Haxmunte BepHo (Sure).

LWar6  BbibepuTe Yacbl AENCTBUA NMpaB, 3aTem Haxxkmute MoaTrBepanTb (Confirm).

LWar 7 Ha @ crtpaHuue, HaxmuTe JluuHoe coobuieHue (Personal Message), Bbl CMOXeTe

NPOCMOTPETb CO06LLEeHNA, YTOObI Y3HATb, COrNacunca nu agMuHuctTpatop DMSS Bbigatb
BaMm npasa gocryna.

[

CoobLieHre ¢ 3anpocom byLEeT OTMNPaB/IEHO B akKKayHT agMuHUCTpaTopa DMSS, 1
agmuHucTpaTop DMSS cMoXeT npoumnTaTth coobLeHUe B npunoxeHun DMSS.

4.5 Bo3Bpar yctponctB agmuHuctpatopy DMSS

lNocne ycTaHOBKM 1 HACTPOWKN YCTPONCTB Bbl MOXKETE BEPHYTb UX agMnHucTpatopy DMSS.
YcTponcTBa He B CeTM 1 YCTPOINCTBA, KOTOpbIe Bbl Nepefany B yrpasfieHne, He MOTyT ObiTb
BO3BpaLLeHbl.

[

Tpeb6oBaHuA ceptudurkaumm EN 50131 He 6yayT cobniofatbCs, eCim MOHTaXHasA opraHm3auums
BEPHET KOHTposiep agMmnHucTpatopy DMSS.

MNopAanok aencremni
&

site !

LWar 1 Ha MnaBHom ctpaHmue (Home) HaxxmuTe 3aTeM nepengute Ha cTpaHuLy O6bekKT (Site).

4 .
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War2  Haxmute [&] B BepxHeM neBom yrny ana nepeknioyeHns B Pexum o6beKToB (Site

PyKOBOﬂCTBO nosib3oBarenA

mode).
Lar 3 B cnncke 06beKTOB BbibepuTe 06BEKT C YCTPONCTBaMU, KOTOPblE HEOOXOAVMO BEPHYTb

agMuHucTpaTtopy DMSS.
War4 Haxmute [5, a3atem nepeignte Ha cTpaHuLy BepHyTb ycTpoiictea (Deliver devices).

1

OfHOBpPEMEHHO MOXET ObITb BO3BPALLEHO He 6onee 5 YCTPONCTB.

Lar 5 BeeguTe apgpeca e-mail agmuHuctpatopa DMSS, a 3atem HaxkmnTe BepHo (Sure) uTo6b!

NPOCMOTPETb pe3ynbTaTbl BO3BpaTa. /1A yCTPONCTB, KOTOPbIE HEe yAanoCh BEPHYTb
apMuHncTpaTopy DMSS, nepeiigute Ha cTpaHuly C6oii (Failed), 4To6bl BbINOAHNUTD
NOBTOPHbI BO3BpPAT.

Ecnu KnmeHTbl MCNOoNb3yioT akKayHT Imou, To X YCTPONCTBa He ByayT ycrnewHo
BO3BpalleHbl. [py 3Tom Ha FnaBHO cTpaHnue (Home) noABnTCA coobLLEHNE O TOM, UTO Y
aKKayHTa HeT COOTBETCTBYIOLUX NpaB AocTyna. [oxanyncra, nonpocuTte KveHTa
0OHOBMTb aKKayHT B npunoxxeHun DMSS. NMogpobHaa nHbopmaumsa nprsefeHa B
pyKkogoOdcmae nosib3osamesisa npuaoxeHusa DMSS.

4.6 dKcnnyaTauusa U TeXxHN4Yeckoe obcnyknBaHme

yCcTpONCTBa

MoHTa)Hble opraH/3aLMmn MoryT NPefoCTaBAATb YCIYr Mo SKCNAyaTaumm U TEXHNUYECKOMY
06CNyK1BaHMIO YCTPOWCTB, TaKMe Kak MpoBepKa COCTOSHKA paboToCnocobHOCTM YCTPOUCTB,
yAaJieHHasA HaCcTPOoMKa YCTPOMCTB 1 MCMNpaBieHMe OLNOOK.

4.6.1 NMpoBepKa COCTOAHNA PabOTOCNOCOGHOCTM YCTPOMCTBA

Bbl MOXeTe NPOoBepPATb CETEBOE COCTOAHME YCTPOCTB B PEXMME PEANIbHOMO BPEMEHMU, a TaKXKe
npoBepsATb PaboTOCNOCOBHOCTb YCTPOWNCTB MO OLHOMY UNK BCe Cpasy. B 3Tom pasaene B KauecTse
npriMepa 1Crnosb3yeTcs BapUaHT rPynroBOi NPOBEPKM.

CnpaBoyHasa nHpopmaymsa
Hactponkn moxHo HaiiTv B Pexkume o6bekTa (Site mode) 1 Pexxume ycrpoiictBa (Device mode).
Onepauunu Ana 3TUX ABYX PEXMMOB aHaNornyHbl. B 3Tom pasgene B kayecTse nprmepa nokasaHa
HacTpolika B Pexume ycrpoiictBa (Device mode).

MNopAanok aencremnm

&

LWar 1 Ha FnaBHow ctpaHuue (Home) HaxmunTte .. s3aTem nepergute Ha cTpaHNLy O6beKT

(Site).
lar2  HaxmuTte =] B BEpXHEM NEBOM yriy AnA nepeknioyeHrs B Pexxmnm ycrpoicts (Device

mode).
War3 Haxmute @.
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LWar4  Bbibepute yCTPONCTBA, KOTOPbIE Bbl XOTUTE NPOBEPUTD, @ 3aTeM HaxKMuTe X BbIGPaAHHbIX

ycrponcts (X devices selected). HauaTb npoBepKy cocrosHuA ycrponcTs (Start Health
Check).

@}Lﬂ.

[lna Bbi6bopa BCeX YCTPONCTB, HaxxmuTe Bbi6paTtb Bee (Select all).
War5 [MNpocmoTpuTe pe3ynbTaTbl NPoBepKK, 3aTeM Haxmute OK.

[

YcTponcTBa He B CETV HE MOTYT ObiTb MPOBEPEHbI.

4.6.2 OCHOBHbIe HAaCTPOWKM YCTPONCTBA

Mocne nobaBneHns yCTPOWCTB, BKIOYAA KOHTPOIIEP OXPaHHONW CUrHanu3aummn u nepudepuiiHble
YCTPOWCTBA, Bbl MOXKETe MPOCMaTPUBaTb U peAakTUPOBaTb 06LLYo nHbopMaLio 06 YCTpOMCTBe.

MNopAanok AencTenm

L

LWar 1 Ha FnaBHom cTpaHnue (Home) Haxmnte =, 3aTem nepengute Ha cTtpaHuly O6beKT

(Site).
llar2  Haxmute =] B BEpXHEM NeBOM yriy Ans NepekioyeHns B Pexmm ycrpoincts (Device
mode).
LWar3 B cnucke ycTponcTs BbiGepUTe HY>KHOE YCTPOWNCTBO.
LWar4  HasKkpaHe KOHTpoO/Iepa HaXXMuTe yT0ObI MPOCMOTPETL U OTPEAAKTMPOBATb 0OLLYI0
nHdopmauumio 06 ycTpoincTse.
Tabnuua 4-1 OnucaHne NnapameTpoB
MapameTp OnucaHue
Cocroskme MNMoapobHas nHpopmaLma NprBeaeHa B pasgene «HacTpolika
KOHTponnepa Ko:lTp onneDay pmal puBea pasa P
(Hub Status) ponnepa.
Hactpownkn
KoHTpoAnepa cﬂgcﬁzzi:zz nHpopmMauma NpueeaeHa B pasgene «4.6.2.2 NpocMoTp cTaTyca
(Hub Setting) ’

Hactpownku cetn
(Network
Configuration)

HaxmunTte Hactponku cetu (Network Configuration), uto6bl npocmoTpeTtb
TeKyLLYyI0 MHPOPMALMIO O BaLLen CeTu.

Haxxmute Yacosoin noac (Time Zone), utobbl BbiGpaTh CBOI YaCOBOW NOSAC,
1 Npu HeobxoanmocTu BkNtounTe DST (Nnepexop Ha neTHee Bpems).

Time Zone ® YacoBoii nosic (Time Zone): BbibepuTte YacoBoi NOAC, B KOTOPOM
(Hacoson nosc) paboTaeT KoHTponnep.

e DST (nepexop Ha neTHee BpeMs): BoibepurTe gaty unum Hegento, a
3aTeM BblbepunTe BpeMsA Hayana 1 OKOHYaHuA.

O6wwin gocTyn K
yCcTponcTBam
(Device Sharing)

Haxmute O6wmii goctyn K ycrpoiictBam (Device Sharing), uto6bl
NoAenUTbCA COCTOAHMEM KOHTPOJIIepa C APYrMu1 Nosib30BaTeNIAMU.
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MapameTp OnucaHue

O6HOBNEHME NPOLUMBKY YCTPOWCTBA MO CETH

O6nayHoe M
obHoBneHne —

(Cloud Update) O6HoBEHME 3anpeweHo, eC/i KOHTPOJI1ep NOCTaBJIEH Ha OXPaHy Win

YypOBeHb 3apsAaa 6aTapen HU3KUIA.

YCTPONCTBO 1 XypHan NpUIoXeHns
e KypHan yctpoincrsa: Boibepute dKypHan > XKypHan ycTpoiicTBa
(Log > Device log), uTo6bl NPOCMOTPETH »KypHasbl TPEBOT YCTPONCTBA.
Bbl Takke moxeTe HaxaTtb &) Ha cTpaHuue XypHan ycTponcrea

(Device log), uTo6bl OTNPaABUTL XKypPHarbl TPEBOT Ha yKa3aHHbI agpec

KypHansbl (Logs) e-mail

e XypHan npunoxeHus (App log): Boibepute XKypHan > XKypHan
npunoxenusa (Log > App log), UuTo6bl NPOCMOTPETD >KypHanbl TPEBOT
npunoxenusa Dolynk Care. Bbl Takke MmoxeTe HaxaTb I Ha cTpaHuue
*KypHan yctpoiictBa (App log), uToObl OTNPaBUTL XKypHasbl TPEBOT Ha
yKa3aHHbIl agpec e-mail.

PykoBopctBo
nonb3oBaTens
(User's Manual)

HaxmuTte PykoBoacTBO nonb3oBatensa (User's Manual), uto6bl nonyunTb
PYKOBOZACTBO NMOJb30BaTENA KOHTPOJIIepa OXPaHHOWM CUrHanm3aumu.

4.6.2.1 HacTtpoika KOHTposuiepa

Ha ctpaHuue Kontponnepa (Hub), Bbibepute > Hacrpoiiku koHTponnepa (Hub Setting),
UTOObI HACTPOWTL NapaMeTPbl KOHTPOsEpa.
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Tabnuua 4-2 OnucaHvie NapaMeTpPOB KOHTponepa

MapameTtp

OnucaHne

YnpasneHue
nonb3oBaTenAamu
(User Manager)

Bbl moxeTe ﬂ06aBJ'IFITb, N3MEHATb NN yaanATb nosnb3oBaTenemn nynbTa,
Koraa OH CHAT C OXpaHbl.

e [lo6aBneHue nonbsosateneii: Haxwute (+) ana go6asneqns
nonb3osatens. Beeante ceoe nma nonb3osaTens, Naposib 1 Naponb
MoA NPUHYXAeHneM, a 3aTeM BbibepuTe NpaBa Ha NOCTAHOBKY Ha
OXpPaHy 1 CHATKE C OXPaHbl ANA KOMHaTbI.

[

¢ [aponb 1 naponb Nog NPUHYXAeHNeM JOMKHbI COCTOATb U3 4-6
undp.

¢ [aponb nog npuHyKaeHneM Heobs3aTeseH.

o Mo»Ho co3aatb Ao 32 nonb3oBatesnien. [lepBbii CO3AaHHbIN
nosib30BaTesb Mo YMOMYaHUIO ABMAETCA afMUHUCTPATOPOM.
Emy poctynHbl Bce npasa gocryna.

® yﬂaﬂeH ne nonb3oBartena: Bbl6epI/ITe Nnonb30BaTeNiA, a 3aTeM

CMaxHuWTe BfIeBO, YTOObI yaanuTb ero.[[;l;]]

MNonb3oBatesib ¢ NpaBamy afMUHUCTPATOPA JOSIXKeH ObiTb yaaneH
nociegHNMm.

o l3meHeHune nipopmauyum o nonb3oBarene: HaxxmuTe Ha
nonb3oBaTesa, KOTOPOro BaM HYXKHO OTpPeAaKT1poBaTb, U 3aTeM Bbl
CMOXeTe M3MeHUTb MHPOPMaLIMIO O NoNb3oBaTene, BKoYasa Nms
Nnosib30BaTeNs, Naposb, Napob Nog NPUHYXAEHNEM, MpaBa Ha
MOCTaHOBKY Ha OXPaHy 1 CHATUE C OXPaHbl.

e [lo6aBneHue KapTbl gocTyna: Haxmmte @ B MPaBOM BEPXHEM
yray cTpaHuLbl ¢ MHbopMaLmen o nonb3oBaTerne, YTobbl J06aBUTbL
KapTy AoCTyna Ana nonb3oBatena. Haxmute niobyto knasuLy,
uTOGbI aKTMBMPOBATL NYJIbT, @ 3aTEM MOMECTUTE KapTy AOCTYyNa
PAOOM C 0611acTblo CUMTBIBAHUSA KapT Ha NynbTe, UToObl NepenTn K
npoueccy CBA3bIBaHWA KapTbl 4OCTYMA C NOb30BaTeNeM B TeUeHune
30 cekyHa. Ecnu nHdopmauma o KapTe ycnelwHo pacno3HaHa,
naeHTndUKaTop KapTbl 0TOOPA3UTCA Ha CTpaHuLe MHPopmaLumy o
nosib3oBaTese, a 3aTeM Ny/bT NOZACT OAMH 3ByKOBOW CUTHAN.
Mocne coxpaHeHus KOHPUrypaLuin kKapTa byaeT nMeTb Npasa
nonb3osaTens.

[

Mo>Ho cBA3aTb C Nob3oBaTesnieM Ao 8 KapT.
e YpnaneHue KapTbl goctyna: Boibepute KapTy focTyna, a 3atem
npoeeguTe NasbLeM BNEBO, UTOObI yaanuTb ee.

KopoTkun nyTb K MHpopmaLmu
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MapameTtp

OnucaHne

Fmo6anbHble
MocTaHOBKa Ha
OXpaHy UK CHATHE C
oxpaHbl (Global
Arming/Disarming)

Bknounte nnu BobiKNioUMTE BCE M3BELLATENN BO BCEX 30HAX OQHUM
HaKaTnem.

MNocTaHoOBKa Ha
OXpaHy UK CHATME C
OXpaHbl Mo
pacnncaHunio
(Schedule
Arming/Disarming)

Bbl MOXKeTe cTaBUTb Ha OXpPaHy 30Hbl 1N CHUMATb UX C OXPaHbl NO
pacnncaHutio.

e 3o0Ha (Area): BoibepuTe 30HY, B KOTOPOI paboTaeT KOHTpoNep.

e Hacrpoiika komaHg (Command setting): BbibepuriTe Hy»KHbIl
peX1m NoCTaHOBKM Ha OXpaHy, Haxkas B npucyrcrsum (Home), B
otcytcrBue (Away) nin CHaTne c oxpaHnbl (Disarm).

e Bpems (Time): BoibepuTe neprog BpeMeHm, B KOTOPOM paboTtaeT
KOHTponnep.

o [oBTOopuTtb (Repeat): Ckonupynte pacnncaHne NOCTaHOBKU UK
CHATNA C OXPaHbl.

e [lpuHyguTenbHasA NocTaHOBKa Ha oxpaHy (Force Armed): Bbl
MOXeTe BKJIUYNTb CUCTEMY NPU BO3HMKHOBEHUN OLLIMOOK B 30HaX.

Hactpolika 3sykoBoro
curHana (Ringtone
Setting)

3BYKOBOVI CrHan npu Bxoge B peXXnm noCtaHOBKK Ha OXpaHy Win
BbIXO4e N3 HETOo.

CBeToamoaHbIn
nHamkartop (LED
Indicator)

CBetoguogHbiin nuHpukatop (LED Indicator) BknoueH no ymonyaHuio.

[

e Ecnu CBetoanopaHbini niaukarop (LED Indicator) oTkntoueH, oH
OyZeT ocTaBaTbCsA BbIK/IIOUYEHHBIM HE3aBMICMMO OT TOF0, HOPMasibHO
N1 paboTaeT KOHTPONNEP UK HET.

e 3OT1a dyHKUMA AOCTYNHa TONbKO B NpunoxeHun DMSS Bepcun 1.96
unv 6onee HOBOW ANsi KOHTPOJIIEPA C MPOLLVBKOW BEpPCUK
V1.001.0000000.4.R.211014 nnun 6onee HOBOM.

YnpasneHue
TenepoHHbIMK
Homepamu (Phone
Number
Management)

Haxxmunte flo6aButb (Add) B NnpaBom BEpXHEM Yy CTPaHULbI, YTOObI
[06aBUTb TenlepOHHbIN HOMEP AJiA MONYYeHNA COObITMSA, @ 3aTem
BblGepuTe TUMN COObITUA, Af1A KOTOPOro HEOHXOAUMO OTNPaBUTL SMS.
Tunbl cO6bITUI BKNOUYAIOT B Ce6A TPEBOTY, HENCNPaBHOCTb, ONepaLun 1
TO, CBA3aH /11 TpeBora ¢ TefleGpOHHbIM BbI3OBOM.

Mocne nobaBneHUA Bbl MOXETE CMaxHYTb BIEBO, YUTOObI MPOBEPUTH
TenlepOHHble BbI30Bbl 1 SMS-coobLeHNA Ny NPOBEPUTL TEKYLLNIA
TenedoHHbIM HoMep. Bbl TakKe MoXKeTe CMaxHyTb BNeBO, UTOObI
YAanuUTb TenepoHHbIN HoMep.

HaxmuTe Ha TenedpoHHbIN HOMeP, UTOObI NeperTy Ha CTPaHNLY
pefakTupoBaHus TenlehoOHHOro HOMepa, a 3aTEM Bbl MOXKETE U3MEHUTb
HOMep 1 BblIbpaTh TN COObITUA, AN KOTOPOro HEOOXOAUMO OTNPaBUTb
SMS.

Ll

Tonbko ycTponcTBa ¢ 2G / 4G nogaepKmBatoT 3Ty GyHKLMIO.

TecToBbIN peXxum
(Test Mode)

HaxxmunTe CtapT (Start), utobbl NpoBepuTb COCTOAHKE NeprdepUinHbIX
YCTPOWCTB, NOAKIOYAEMbIX K KOHTPOMIePY B Pa3finyHbIX 30HAX, a
3aTem HaxmuTe Cton (Stop), UTo6bl 3aBepLUNTL MPOBEPKY.

KopoTkun nyTb K MHpopmaLmu
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MapameTp OnucaHune

Bkniounte Pexkuim noHm»KeHHo yyBcTBuTenbHocTu (Reduced
Sensitivity Mode), n Toraa mowwHoCTb Nepefaun KoHTponnepa byaer

PeXnum noHm>xeHHOM YMeHbLUEeHa.

YyBCTBUTENbHOCTA M

(Reduced Sensitivity e

Mode) OyHKLMA OCTYNHA TONbKO B npunoxeHun DMSS sepcum 1.97 nnn

60/1ee HOBOW AJ1s1 KOHTPOJIIEPA C NPOLUNBKOI BEPCUN
V1.001.0000000.6.R.211215 nnun 6onee HoBOMN.

YcTaHOBWTE NHTEPBaJ NPOBEPKM CBA3M MEXAY CEPBEPOM U
KOHTponnepom B AnanasoHe ot 150 go 900 cekyHa (no ymonyaHuio 150
cekyHp). Ecnu D-cloud 06Hapy»kuT, 4To Bpemsa OTCYTCTBMA CBA3U C
KOHTpoOnnepom npesbiwaet 150 cekyHA, OHO COOBLNT NONb30BaTENIO O

Coeanrenne ¢ COCTOAHNN KOHTpPO1EPa Yepe3 npunoxeHne.

obnakom (Cloud
Service Connection) m

OyHKLMA OCTYNHA TONbKO B npunoxeHun DMSS Bepcum 1.96 nnn
6onee HOBOW ANA KOHTPONEpPa C NPOLUVMBKO BEpPCUM
V1.001.0000000.6.R.211215 unu 6onee HOBOW.

HacTpoiiTte nHTepBan onpoca nsBeLaTenein KOHTPOIEPOM.
HacTpoliku onpefenstoT, Kak YacTo KOHTPOJepP B3anMOAENCTBYET C
nepudepniiHbIMY YCTPOMCTBAMM 1 KaK ObICTPO OB6Hapy»KmBaeTca
noTeps coeguHeHNs.

e UHtepBan onpoca nsBeuarens (Detector Ping Interval):
YacToTa onpoca NoaKIoYeHHbIX NeprdepriiHbIX YCTPOIACTB,
ynpasisemMblX KOHTPONIEPOM, HaCTPauBaEeTCA B AnanasoHe ot 12
cekyHp o 300 cekyHA (no ymonuaHuio 60 cekyHp).

[

Yem Kopoue UHTepBas onpoca n3BeLlaTens, Tem Kopoye CPoK
CNy>K0bl 6aTapem.

WMHTepBan onpoca

(Heartbeat) o KonmnuectBo noTepAHHbIX NaKeToOB Npu onpepeneHnn c6oa
nogknioueHusa (Number of undelivered packets to determine
connection failure): JIuMuT NnoTepAHHbIX NaKeTOB HaCTpPanBaeTCA B

Anana3soHe ot 3 go 60 (no ymonyaHuio 15 nakeTos).

[

©  YeM MeHbLLe 3TO YMCIIO, TEM Yalle OOHaPYKUBAETCA U
coobLLaeTca 0 COCTOAHUN NeprdepUiiHbIX YCTPONCTB, KOTOPblE
He B CeTU.

¢ Ecnn KoHTponnep NOCTOAHHO TepAeT coegnHEHUE C
nepudbepuiiHbIMM YCTPONCTBAMM 1 HE MOXKET ONPOCUTb KX O

COCTOAHUN, OH COO6IJJ,I/IT cncTteme X COCToAHME He B CETU.

4 .
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e (CeA3saTb onoBewaTesib C NPOTUBOKPAXKHOW CMTHann3ayuen
(Link Siren for Tampe): [1py nocTaHOBKe Ha OXpaHy, Korga
BKJIIoYeHa PpyHKLUMA CBA3aTb onoBeLyaTeNb C MPOTUBOKPaXKHO

curHanusauywvei (Link Siren for Tamper), KoHTponnep nogknunT
3BYKOBOW CUTHaN TPEBOTN.

[

Onoselatenb NOAACT CUTHAN TpEBOrn, Korga KpblLlKn

Cen3biBaHVe KOHTponiepa 1 neprdepuiiHbIX YCTPOMCTB 6yAyT OTKPbITHI.
onoseLuarena . e Bcerpa aktuBeH (Always Active): HactpoiiTe cBA3biBaHMe
NPOTVBOKPAXXHOMN

curnanuzaumeit (Link 3BYKOBOrO OornoseLyatens npu CHATUN € oxpaHbl. [1o ymonyaHuio 3To
Siren for Tamper) oTKsoyeHo. Mocne BKoyeHna GyHKUMN Becerga aktuseH (Always

Active), Korga BkntoyeHa ¢yHKLMA CBA3aTb onoBeLlaTesb C
NpoTMBOKpaxHoi curHanusauyuei (Link Siren for Tamper),
KoHTponnep OyaeT cBA3bIBaTb 3BYKOBOW CUrHan TPEBOIM Kak B
COCTOAAHUM NOCTAHOBKM Ha OXPaHy, Tak 1 B COCTOAHUMN CHATUA C
OXpaHbl.

[

TO He COOTBETCTBYET TpeboBaHMAM cepTuduKkaumm EN50131-1.

Mpwu BKNtOUEHWM 3TON GYHKLMN KOHTPONEP OXPaHHOW CUrHanu3aumnm
nepep NOCTaHOBKOW Ha OXpaHy NpoBeAeT AMarHOCTUKY BCeX
n3BelLaTtenen. [lnarHoCTrKa BKNOYaeT NPOBEPKY YPOBHA 3apAQKM
6aTapeu, NPOTMBOKPaXKHbIX TPEBOT 1 NOAKIOYEHUIA. [pn
06HapyXeHnK ownboK ByayT NoKasaHbl NpeaynpexaeHns.

JunarHocTtnka cucrembl [[:_E;]]
(System Integrity ®

Ha 6penoke nHAMKaTOP MUraeT 3e/ieHbIM, a 3aTeM CTaHOBUTCA
Check)

KpacHbIM.

o B npunoXxeHnn NoaBUTCA TPEBOXKHOE COObLLEHNe.

o [lynbT mogaeT 3BYKOBOW CUrHa B TeueHue 1 ceKyHAbl, UHAUKaTop
MOCTAaHOBKM Ha OXPaHy 1 CHATWA C OXPaHbl MUATaEeT 3e/1eHbIM B

TeyeHue 2 CEKYH[, a 3aTeM nepexognt B HOPMaJibHOE COCTOAHME.

BeeauTe IP-agpec, NopT 1 naeHTMoUKaTop YCTPONCTBA, a 3aTeM Bbl
MOXeTe 3aperncTpupoBaTb KOHTpoiep Ha DSS Pro nnu KoHBepTepe.

[

Mnatdopma (CMS)
OyHKLMA OCTYNHA TONbKO B npunoxeHun DMSS Bepcum 1.96 nnn

60/1ee HOBOW AJ1s1 KOHTPOJIIEPA C NPOLUNBKOI BEPCUN
V1.001.0000000.6.R.211215 nnun 6onee HoBOM.
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SEC.RU

LleHTp 06paboTkm
TpeBor (Alarm Center)

BkniounTte CraHumio MoHnTopuHra (Monitoring Station), a 3aTem
yCTaHOBMTE MapameTpbl NpoTokona SIA ana ueHTpa 06paboTku Tpesor
(ARQ).

e OcHoBHom IP-agpec (Preferred IP address): Beegute IP-agpec u
HoMep nopTa NnathopMbl LEeHTpa 06paboTKy TpeBor.

o AnbtepHaTuBHbin IP-agpec (Alternative IP address): Beegute
anbTepHaTMBHBbIN IP-agpec n Homep nopTa NNatdopmbl LLIEHTPa
06paboTKM TPEBOT.

¢ CoobLyeHus byayT oTNpaBnATbCA Ha anbTepHaTUBHbIN IP-agpec
TOJIbKO B TOM CJlyyae, ecji oCHOBHOM IP-agpec He cMoXeT
noJslyunTb coobLyeHme.
¢ Ecnu BknoveH MHTepBan onpoca (Heartbeat interval),
cucTeMa cama OnpefenuT, CiefyeT i OTNPaBATb COoOLeHMe
Ha OCHOBHOW UM anbTepHaTBHbIN IP-agpec.
e MMpotokon IP (IP Protocol): Mo ymonuaHuio Bbi6paH TCP.
o WHTepBan onpoca (Heartbeat interval): YctaHoBuTe nHTepsan
onpoca B Anana3oHe ot 0 cekyHA Ao 24 yacos (no ymonyaHuio 60
CekyHf).

[

0 cekyHp, 03HayaeT, 4to MHTepBan onpoca (Heartbeat interval)
OTKJIIOYEH.

e AKKayHT nnat¢dopmbi (Central account): Beegute Homep
aKKayHTa, CO3[aHHbI LLeHTPOM 06paboTKM TPEBOT, KOTOPbIN byaeT
MCMonb30BaTbCA AnA uaeHTUdMKaLUM KOHTpOoIepa Npm oTnpaBke
MHbopMaunn B LEHTP 06pabOTKM TPEBOT.

o Lndpoeanue (Encryption): KoHTponnep ncnonbsyet dpopmat
windpoBaHUa Ansa obecneyeHUs MHPOPMaLMOHHOM 6e3onacHoCTU
npw HacTpoliKe LeHTpa 0bpaboTku Tpesor. o ymonyaHuio
yctaHoBneH AES 128.

e 3arpyska co6bitus (Upload event): Haxvnte @) pagomc
CobbITMEM, YTOObI 3arpy3unTb €ro.

o TpeBora (Alarm): TpeBoXHoe coobLieHne

¢ Owwn6kKa (Error): Co0 NTaHWsA, MOHUXEHHOE HaMpsXeHre
6aTapeu, NPOTUBOKPAXKHAsA TPEBOra U OTKIIOUYEHME OT CETU.

¢ CobbiTne (Event): HeBO3MOXXHOCTb NCMONb30BaHUA
nepudepuiiHbiX yCTPONCTB, fo6aBNEHWE UK YaaNeHne
nepudepuiiHbIX YCTPOWCTB, a TakxKe fobaBneHne Unu yganeHue
nonb3oBaTenen.

¢ TloctaHoBKa / cHATHe ¢ oxpaHbl (Arm/Disarm): OTrpaBka
yBeOMJIEHMI O MOCTAaHOBKE Ha OXPaHy UM CHATUM C OXpPaHbl
CUCTEMBDI.

o [lpoBepka cBA3m (Communication Test): [loaaepxnsaet PyyHoe

KopoTkun nyTb K MHpopmaLmu
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MapameTtp

OnucaHne

TectTupoBaHune (Manual Test) v TecTupoBaHue No pacnucaHunio
(Scheduled Test).

¢ PyuyHoe TecTupoBaHue (Manual Test): [Tpu pyyHom
TeCTUPOBaHNV BO3MOXHO NPOBEPUTb ABMSIOTCA SN OCHOBHbIE 1
anbTepPHATMBHbIE HACTPOIKM LIEHTPOB 00PaboTKN TpeBor
pabounmu. Ecniv TecT npoLuen ycnewHo, LLEeHTP MOXET NONy4nTb
TecToBoe cobbiTue.

¢  TectnpoBaHue no pacnucaHmio (Scheduled Test):
TecTpoBaHWe NO pacnMcaHKio OTKITIOUYEHO MO YMOUYaHNIO.
Mocne BKOYEHWA KOHTPOEP PErynspHO coobLiaet o
neproanyYeckom TeCTOBOM COOLITUN.

KoHTponb
HencnpaBHOCTeN
(Fault Check)

e (C6011 OCHOBHOrO NCTOYHMKa nuTaHuA (Main Power Failure): o
YMOUaHUIO BKOYEHO. [locne oTKAYeHns, Korga OCHOBHOM
WCTOYHVIK MATaHUA KOHTPOJIepa BbIXOAWT U3 CTPOS, KOHTponnep
He 6yaeT yBeoMAATb 06 3TOM.

o [IpoTnBOKpaxHasA cMrHanusauua KOHTponnepa oxpaHHom
curHanusauum (Alarm Hub Tamper): [o ymonuaHuto BKntoyeHo.
MNocne oTKNOYEHNA, KOrfa KpblllKa KOHTPO/iepa OTKPbITa,
KOHTponnep He OyaeT yBegoMnATb 06 3TOM.

e (CAasb c o6nauHom nnatrdpopmon (Connections to Cloud
Platform): o ymonuaHuio BKkntoveHo. [ocne oTkntoueHns, korga
He b6yfeT CBA3W MeXAy KOHTPOosepoM 1 0651auHomn nnatGopmol,
KOHTponnep He OyaeT yBegoMnATb 06 3TOM.

o OG6GHapy»xeHue owmnb0oK nposogHoro nogknioueHus n Wi-Fi
(Wired Network and Wi-Fi Error Detection): [1o ymonuaHuio
BK/toYeHo. [ocne oTKNIoYeHWA, KOraa NPOBOAHOE MOAKIIIOYEHNE 1
Wi-Fi KoHTponnepa BbIXoZAT 13 CTPOA, KOHTponnep He byaet
YBEAOMNSATb 06 3TOM.

e T[nyweHune paguocurHana (RF Jamming): [lo ymonuaHuio
BK/tOYeHO. [Tocne oTKNoueHNA, Koraa KOHTponnep obHapyXnsaeT
rnyleHne pagnuocnrHana, oH He 6yaet yBegoMnATb 06 3TOM, HO
COObITVIE MOXKHO NMPOCMOTPETD B XKYypHarne.

[

OTKntoYeHUe N060I 13 3TMX GYHKLMIN NPUBEAET K TOMY, UTO CUCTEMA
He ByaeT cooTBeTCTBOBaTb CTaHAAPTY EN50131-1, M cooTBeTCTBYIOLWME

coobLieHns 06 owmnbKax oTNPaBNATLCA He byayT.

4.6.2.2 [IpocMOTpP COCTOAHUNA

Ha ctpaHuue Kontponnep (Hub), Bbibepute > CocToAHue KoHTposnepa (Hub Status), uto6b!

NPOCMOTPETb COCTOAHNE KOHTPOJI1EPA.

SEC.RU KopoTkun nyTb K MHpopmaLmu
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Tabnuua 4-3 CocTosiHME KOHTpOsIepa

MapameTp OnucaHue

YpoBeHb curHana MobunbHoOM ceTn Ana akTBHOM SIM-KapTbl.

® . :0OueHb HM3KMN.
YposeHb curHana GSM / LTE ® 1 :Huskun.
(GSM/LTE Signal Strength) o .l :CpegHun.

e ull: Boicokui.

e ul:Hert.

CocTosAHMe NOAKNoYEHNA KOHTpoiepa K MHTepHeTy yepes Wi-
Fi. ina 6onblueli HageXXHOCTN Mbl PeKOMEHYeM YCTaHaBNMBaTb
KOHTpO/NEep B MeCcTax C YpOBHEM CUTHaNa He MeHee 2 fiefieHni.

YpoBeHb curHana Wi-Fi (Wi- | ® - F O4EHb HU3KIW,
Fi Signal Strength) e - :Huskun.

e = :CpegHun.

e 7 BblcoKui.

e T:Hert.

Moka3blBaeT OCTaBLUNIACA 3apAga 6aTapen.

e [®: [onHbi 3apAg.
YpoBeHb 3apsga 6atapen o =): [JoCTaTOuHbIiA 33D3
(Battery Level) ’ PAA.

° : CpenHui 3apAag.

o : Husknn 3apsag.
MNpoTnBoKpakHas . .

. Pex<nm npoTMBOKPaXKHOW CMrHanv3aumm nepmbepuinHoro

curHanusauna (Anti- CTPOWCTBA, KOTOPbIN pearnpyeT Ha OTKPbITVE Kopnyca
tampering) ycrp ’ pbin p Py p pnyca.

CocToAAHMEe OCHOBHOrO
NCTOYHMKA NuTaHua (Main [Moka3biBaeT COCTOAHME OCHOBHOIO MCTOYHMKA NUTAHKA.
Power Status)

CocroaHne nogKkntoyeHns
GSM / LTE (GSM/LTE
Connection Status)

CocTosiHMe noakoYeHus KOHTpOJINIEPa K MHTepHeTy yepes

CocTosHMe NopKioyeHus cotosyto cBasb, Wi-Fi u Ethernet.
Wi-Fi (Wi-Fi Connection o o MNoaKIIoueHo
Status) s ’

e <o: OTKtoYeHo.

CocTosiHMe noaKoYeHus
ceTteBoro kabensa (Network
Cable Connection Status)

CocrosaHne nogknoveHna SIM-kapTbl.

CocrosiHue SIM-kapTbl (SIM e &l SIM-kapta 1 aKkTMBHa
Card Status) e @) SIM-kapTa 2 aKTMBHa

e @ Het SIM-kapTbl.

Bepcuma npowwmskm (Program

. Bepcua npolumBKkn KoHTponepa
Version) P P P P
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4.6.3 NMpocmoTp OLLeHOK

Mocne yaaneHHoM HaCTPOMKM YCTPOWCTB U YCTPaHEeHWA OWMOOK KIMEHTbI OLIEHSAT, Kak ornepaTopsl
CNPaBUNUCH C yCTPaHeHeM oWnOOK 1 noaaep aHmeM paboTocnocobHOCTM YCTPONCTB. AKKayHT
aAMVHUCTPaTOpa MOXET MPOCMATPMBaTb MOAPO6HYI0 MHPOPMaLMio 06 OLIMOKaX, TaKyHO Kak TuM
owWnOKM, Bpema BOSHUKHOBEHUA OLUMOKY, NPEANOXKEHUA U AeNCTBUSA, MA onepaTopa 1 OLEHKM.

MNopAanok aencremni

War1 Ha @ >skpaHe, HaxxmnTe YBegomneHnsa o6 ownbKax.

War2 B cnuncke coobuieHnin HaxkMmmuTe Ha coobLeHme, YTOObl MPOCMOTPETL MOAPOOHYI0
NHGOPMaLIMIO O COOBLLEHNI, BKITIOYAsA MSA MOJIb30BaTENs KINEHTa, MMA NONb30BaTeNs
onepaTtopa, CBefileHnsi 06 YCTPOWCTBE, CBefileHMsi 06 ownbOKe, cBefleHns 06 yCTpaHeHUn
OLINOKN N PENTUHT.

4.6.4 UcnpaBneHune owin6ok

Bbl MOXeTe NCNPaBUTb OLINOKM NOC/Ee NPOBEPKM HEMCMPABHBIX YCTPONCTB. OWmnbKu
obHapyxmBaloTCa ABYMA crocobamu, BKNOYaA aBTOMaTUYECKUIA OTYET YCTPOMCTBA U PYUHYIO
NPOBEpPKY.

MNopAanok AencTenm
LWar 1 Ha asHoi1 ctpaHuue (Home) Bbi6eprTe HesaBeplueHHble 3agaun > cnpaBneHne
own60okK (Pending Task > Error Fixing).

E

ar2 B cnucke ownbok BbibepuTe 3aaauy C OWNOKON, a 3aTeM HaxkmnTe HauaTb 06paboTKy

(Start processing).

=
Q
=
w

MCﬂpaBbTe OLLIVI6Ky B COOTBETCTBUN C NPeANOXKEHNAMN.

E
o
o
IN

HaxxmunTe Owmn6Ka ucnpasneHa (Error Fixed), ecnv owmnbka ncnpasneHa, a 3atem

[oXanTeCb noaTBepPXKAEHUA OT KNNEHTa.

1

KnveHTbl 6yayT yBefoMIEeHbI O COCTOSHW MCMPaB/ieHUs oWn60K. Ecnv oHY nogTBepasT,
yTO OLMbKa Oblna ucnpaBneHa, MM ByaeT NPefIoKeHO OLIEHUTb KaUeCTBO 0OCYKUBaHNA.

4 .
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5 QyHkuynn DMSS ana KoHe4YHbIX Nonb3oBaTenen

MpunoxeHne DMSS npefocraBnaeT npodeccroHanbHble ycyr BugeoHabniogeHna ana KOHeuHbIX
nonb3oBatene. AnMUHUCTPaTopbl DMSS MOryT COBMECTHO MCMOb30BaTb KOHTPOJIIEP C OObIYHbIMY
nonb3oBatenamv DMSS v nepefaTb ero B ynpasneHue o6CnyXnBatoLLeil opraHm3aLmu.
MepudepniiHbie yCTPONCTBa, BXOAALLME B KOMIMIEKT MOCTaBKM KOHTPOJIEpa, MOXKHO nepenathb B
061K fOCTYN WK B ynpassneHmne. YTo6bl CaMOCTOATENbHO NepeaaTts B 00U JOCTYN U B
ynpaBfieHNe KOHTPOoiep, BaM HEOHOXOAMMO YCTaHOBUTb MNOC/IeHION BepCuMio NpunoxeHna DMSS.

[

MN306paxeHna uHTepdencoB nprBeeHbl TONbKO A CNPaBKM M MOTYT OTAMYaTbCA OT GaKTMUECKUX.

5.1 AsTopusauuna B DMSS

Cuctema 6e30MacHOCTY HACTPaMBAETCA M YNpaBiAeTcs ¢ NOMOLLbLo npunoxeHus DMSS. Bbl moxeTe
BOCMONb30BaTbcA NpunoxeHnem DMSS nog iOS unu Android. B aTom pa3gene B kauecTtse npumepa

onuncaH NopsAAoK AeNCTBUI Ana nonb3osartenen iOS.

[

Y6enunTech, UTo Bbl YCTAHOBMIIV MOCIEAHIOI BEPCUIO NPUNOXKEHNS.

MNopAnok AencTenm
LWar 1 Haingute DMSS B App Store, a 3aTem 3arpy3ute NpunoxeHue.

Monb3oBatenu Android moryT nepeintn B Google Play, utobbl 3arpy3nTb MobunbHoe
npunoxeHue.
War2  Haxmute Ha cMapTdoHe @, yToObl OTKPbITb MOOWIIBHOE MPUOXKEHNE.

4 .
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PucyHok 5-1 ABTopusaums

Welcome Sign up

LWar 3 Co3paniTe akKayHT.

1) Ha ctpaHunue Bxog (Login) HaxkmuTe 3aperncrtpupoBatbca (Sign up).
2) BeepguTe agpec e-mail u naponb.

Haxmute yTO6bl 0TOO6PA3NTL MAPOIIb, M 3HAYOK U3MEHUTCA Ha

3) MMpoutnTe gokymeHTbl Monb3oBaTenbckoe cornaweHne (User Agreement) 1
MNonnTtnka KkoHpunaeHymanoHoctu (Privacy Policy) n otmeTbTe NyHKT MHOlO
npoumnTaHbl n npuHumatoTca (1 have read and agree to).

4) Haxxmute MonyunTb Kog noaTBepxaeHuA (Get verification code), 1 Ha ykasaHHbI
appec e-mail npnaet Kog noaTBepxaeHMA. BBegnTe 3TOT Koga,.

CpoK fencTBna NonyyYeHHOro Koga noareeprkaeHna — 60 cekyHa. [No ncreyeHum storo
BPEeMEeHU Kog NOATBEPKAEHWA CTAHOBUTCA HELENCTBUTENbHBIM.
5) Haxmunte OK.
Lar 4 Ha ctpaHunue Bxog (Login) BBeguTe agpec e-mail n naposnb, 3aTem HaxmumTe BonTu (Log

in).

[

Y706bI M3MEHUTL Naposb, BbibepnTe Mou cBefieHUA > YnpaBneHne akkayHTamy >
N3meHuTb naponb (Me > Account Management > Modify Password).

5.2 lo6aBneHne yCTpoOMNCTB

KoHeuHble nonb3oBaTenu MoryT ,D,O6aBI/ITb yCTpOI;ICTBa OXpaHHOVI CUrHann3aunm B NpunoxeHmne

4 .
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DMSS.

5.2.1 lo6aBneHne KOHTponepa

MNopAanok aencremni
LWar 1 Ha FnaBHom ctpannue (Home) Haxkmute (1), a 3aTem Bbibepute CepuitHbiii Homep /

CkaHupoBaTtb (SN/Scan).

PrcyHok 5-2 [lobaBneHune no cepmitHomy Homepy / QR-kogy
Add Device E < Add Device ¢ Add Device ¢ Add Device

& SNjscan

Wired Camera NVR DVR/XVR

® Pomain

Device Name:

@ Online Search . i

wss vio Doorbel Chime

Access  Alarm Station

126 casE F26F/FAGF Smoke

Keyfob  Door Detector PR siren

War2  Job6aeneHue ycTponcraa.

e OTtckaHnpyiTe QR-KOA1 YCTPOICTBa HanpAMyto U HaxkmuTe [ 1 umnopTupyiiTe
n3obpaxeHune QR-koaa, utobbl fOOABUTbL YCTPONCTBO.

e HaxmunTe PyuyHoi BBog cepuiHoro Homepa (Manually Enter SN), a 3atem BBegute
CepUINHBIA HOMep YCTPONCTBA, UTOObI BPYUHYIO 106aBUTb YCTPOICTBO.

LWar3  BbibepuTe TUN YCTPONCTBA, a 3aTeM HaxmunTe Janee (Next).
[1]

Haxmnte flanee (Next), ecin cncrema aBToOMaTMyeCKn onpeaennT TUn yCTponcTBa.

E
o
=
N

Ha ctpaHuue lo6aButb ycrpoiictBo (Add Device) nsmeHute Ha3BaHMe YCTPONCTBA,

BBeANTE NMA NOJIb30BaTeNA 1 NapOJib YCTpOVICTBa, a 3aTeéM HaXMUTe COXpaHIlITb (Save).

5.2.2 lo6aBneHne nepndpepuinHbiX yCTPOMNCTB

[lna KOHeUHbIX NoNb30BaTesel Bbl MOXeTe J00aBUTb B KOHTPOJIEP HECKOMNbKO nepudepriiHbix
ycTponcts. Onepauuu no gobasneHuto nepudpepuiiHbix yctponcts B DMSS Takue xe, Kak 1 B Dolynk
Care.

5.3 OcHOBHbI@ HAaCTPOMKN KOHTpoOJINepa

Ha sKkpaHe KoHTponnepa HaxxmuTe nocsie Yero Bbl CMOXeTe NPOCMaTPrBaThb U pefakTUPOBaTh
061yto nHGopmMaLuio o KoHTponnepe. OcHOBHasA nHpopmaLms 06 yCTPONCTBe, oToOpaXkaemas B

4 .
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npunoxexnn DMSS, Takas e, Kak 1 B npunoxeHun Dolynk Care.

5.4 HacTtpoika cetn

B meHi0 O6wme HacTpoiiku (General Config) Ha cTpaHuue CBegeHnA 06 ycrpoiictBe (Device
Details) HaxkmmTe Hactpoiikua cetn (Network Configuration), a 3aTem Bbl MOXeTe BbI6GpaTh TvN
CeTn ANA KOHTPOepa: NPOBOAHAA CeTb, becnpoBoAHasA CeTb UM COTOBAsA CETb.

5.4.1 HacTpounka npoBogHON ceTun

MNopAanok aencremni
LWar 1 Bbi6epuTe HacTpoiiku cetn > HacTpoiika npoBogHoin cetn (Network Settings > Wired
Network Config).

War2  HacTpoiTe napameTpbl NOAKIIOYEHUS K MPOBOAHON CETU.

Tabnuua 5-1 OnucaHve napameTPOB NPOBOAHON CETU

MapameTp OnucaHue
Korga B cetn ectb DHCP-cepBep, Bbl moxeTe BknounTs DHCP
DHCP 1 TOrga KoHTposnnep 6yaeT nonyyatb AMHaMuyeckuin IP-agpec
ABTOMaTUYECKN.

IP-agpec (IP Address)

Macka noacetu (Subnet Mask)

LLinio3 (Gateway) YctaHoBuTe IP-agpec BpyuHyto: yctaHoBUTE IP-agpec, macky
noaceTw, wiio3 no ymonyanmio, DNS n MAC-agpec BpyuHyto

DNS ANA KOHTponnepa.

DNS 2

MAC-agpec (MAC Address)

5.4.2 Hactpounka cetn Wi-Fi

MNopAnok AencTenm
War1 Bbibepute Hactpoiikm ceTu > Hactpoika cetn Wi-Fi Network Settings > Wi-Fi Network
Configuration.
LWar 2 BbibepunTe goctynHyto cetb Wi-Fi B jaHHOM 30He, a 3aTem BBeaMTe Napob ANis

noaKMto4YeHNA K CeTU.

5.4.3 HacTtpouka coTtoBOI ceTun
MNopAanok aencremnin

LWar 1 Bbi6epuTe HacTpoiiku cetn > CoToBas ceTb > Network Settings > Cellular.
LWar2  Hactponte napameTpbl COTOBOW CETU.
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Tabnuua 5-2. OnucaHvie NnapamMeTpPOB COTOBOW CETU

MapameTtp

OnuncaHune

CotoBas ceTb (Cellular)

HaxmuTe HanpoTtuB CotoBan ceTb (Cellular), uto6sbl
BKJ/IIOUMTb COTOBYIO CBfA3b.

Haxmure HanpoTue MpuopwuTeT (Priority) utobbI

MpuopwteT (Priority) YCTaHOBUTb COTOBYIO CBA3b B KauyeCTBe NPUOPUTETHON NpU
BblbOpe ceTu.

SIM 1 e T[lopgaep»kka AByx SIM-KapT B pexkume oXKnaaHus.

SIM 2 e SIM-KapTbl NO3BONAIOT KOHTPOJIEPY UCMONb30BaTb

COTOBbIE€ fJaHHbIE N OTMNPaBNATb yBeAOMJIEHMNA O TPEBOrax.

Nmsa Toukm goctyna (APN)

Wma Toukm goctyna (APN) — 5To Ha3BaHWe HacTpoek,
CUNTbIBAEMbIX BaLlIVM YCTPOWMCTBOM A1 HACTPOWNKM LWAto3a
MeX[y COTOBOW CeTbi0 BaLLEro ornepaTopa 1 06LwefoCTynHbIM
NHTepHeTOM.

Pexxum ayteHTndmKaumm (Auth
Mode)

Pexxum ayteHTMdMKaLMM B COTOBOW CETU.

Mma nonb3osartena (Username)

Maponb (Password)

Mma nonb3oBaTtensa n naposnb B COTOBOM CETHU.

KoHTakTHbI HOMep (Dial
Number)

Homep, No KOTOpoMy 3BOHUT KOHTpOSINEp.

Wcnonb3oBaHme MobubHbIX
AaHHbIX (Mobile Data Usage)

MpoCcMOTp UCNONb30BaHUSA MOOUITbHBIX AAHHbIX.

C6poc cratuctnkm (Reset
Statistics)

C6p0CbTe CTaTUCTUKY NCMOJNTb30BaHNA MOOGUNBbHbIX AaHHDbIX,
YTOObI nepe3anyCctntb NoAcyeT.

5.5 YnpaBneHue nosnb3oBarenamm

5.5.1 [lo6aBneHne nonb3oBaTens

AOMUHUCTPaTopbl DMSS MoryT o6aBUTb Kak MOHTaXHble OpraHu3aunm, Tak U 0ObIYHbIX

nonb3osatenen DMSS.

5.5.1.1 Jlo6baBneHune 06bIyHOro nonb3oBarenda DMSS

Bbl moXeTe nepentn B

> CBefieHuns 06 ycrponcrBe (Device Details) > < nn >

CeBepeHnsA 06 ycTpoiicTee > O6wun gocryn K ycrponcream (Device Details > Device Sharing),

yTOObI NPEAOCTaBUTL OOLWMIA AOCTYN K YCTPOWCTBY. T METOAbI CXOAHbBI. B 3TOM pa3gene B kKauecTse

nprMepa ncnosb3yeTca npenocraBjieHne O6LIJ,€I'O [OCTyMa vyepes

ycrponcream (Device Sharing).

MNopAanokK AencTenm

LWar 1

Y % SEC.RU

Ha rmaBHom cTpaHuue (Home) HaxkmuTe

> 06wumn gocTyn K

HanpoTmB YCTpOVICTBa, a 3aTEM HaXMUTe

O6wwuin goctyn K ycrporictBam (Device Sharing).

KopoTkun nyTb K MHpopmaLmu
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PucyHokK 5-3 O6Lmin 4OCTYN K yCTPONCTBaM

< Device Sharing < Device Sharing OK < Device Sharing

o
N

= 839816711@qq.com

,
u
i

Notifications Notifications @ | Notifications o

Arming and Disarming °

B Device Details

LivingRoom © LivingRoom °
< Device Sharing The shared user will have as0816711

some operation permissions 839816711@qq.com
b Device Entrusting of the device after it is

shared. Continue?

Cancel OK

War2  Ha ctpaHuue O6wmii goctyn K ycrpoiicteam (Device Sharing) paiite o6wmin goctyn K
YCTPONCTBY NOSIb30BaTeN!o, BBEAA ero akkayHT DMSS nunu otckaHupoas QR-kog.

War3  Bbibepute Hy»XHble NpaBa JOCTyNa /A Nofb30BaTeNs.

War4  Haxmute OK.

AKKayHT, KOTOpPOMY Bbl NpeaoCTaBunn 06LI.|,VIVI [0CTyn K yCTpOVICTBy, NnoABUTCA B pa3aene

Monb3oBaTenu c 06WMM AOCTYNOM Ha CTpaHVLe O6GWMIA AOCTYN K YCTPONCTBaM
(Device Sharing).

5.5.1.2 flo6aBneHne MOHTaXXKHOWN OopraHn3auumn

AnMuHUcTpaTopbl DMSS MoryT o6aBUTb MOHTaXKHble OpraHu3aLuu, nepeaas M YCTPONCTBa B

ynpaBneHue. Bbl MoXeTe nepefath B ynpaBneHne MOHTaXKHOW OpraH13aumm yCTponcTea no ogHoMy
U BCe cpasy.

5.5.1.2.1 'pynnoBas nepefaya yCTPONCTB B ynpaBneHne

Bbl MOXeTe nepepnath B yNpaBneHe opraH13aumm BCe YCTPOCTBa Cpasy.

MNopAanok aencremnm

LWar 1 Ha FnaBHoi1 ctpanuue (Home), Bbibepute Mon cBepeHus > FpynnoBas nepefaya B
ynpasneHue (Me > Batch Entrust).

PucyHok 5-4 [pynnoBas nepefaya B ynpasjeHune

‘ cel Al Select Device(1) > < Scan QR Code [=] <

Entrust to Company < || < Entrust to Company < Entrust to Company
ARC3000H

My Files

© seting

° Scan Entrusting QR Code

War2  Ha ctpaHuue Boi6op ycrpoiicTs (Select Device) BbiGepyiTe yCTPONCTBA, KOTOPbIE

( )) SEC.RU KopoTkun nyTb K MHpopmaLmu
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HeobX0oAMMO NepenaTth B yrpaB/ieHuWe, a 3aTeM NepefanTe nx opraHusauuu. Mpouecc

prI'II'IOBOVI nepepayn YCTDOVICTB B ynpasJieHune TaKOW ke, KaK U AnA OgHOro yCTpOVICTBa.

5.5.1.2.2 Nepepaya ycTponcCTB B ynpassieHne no ogHOMyY

MNopAanok AencTenm
LWar 1 Ha FnaBHoi1 cTpaHnue (Home) HaxkmnTe ®®® HanpoTWB YCTPOMCTBA, @ 3aTeEM HaXXMUTe

Mepepava B ynpasneHue (Device Entrusting).

PrcyHok 5-5 MNepepaya ycTpoiicTBa B yrnpaBrieHue

< Entrust to Company 9 || < Scan QR Code = < Entrust to Company < Entrust to Company < Entrustto Company

War2 Ha cTtpaHuue Mepegaua opraHn3aumm HAXKMUTE  © , @ 3aTeM OTCKaHUpPYyITe

cooTBeTcTBYOLLMIN QR-KOJ MOHTaXKHOI OpraHm3aLmy unu Haxmute =4 1 umnoptupyite
n3obpaxeHne QR-kofa, uTobbl NepeaaTb B ynpassieHre YyCTPOWCTBO MOHTaXKHOW
opraHumsauumn.

[

Bbl MOXeTe 3anpocnTb Y MOHTaXHbIX opraHmn3aunin nx QR-kogbl.
War3  Ha crpaHuue Mepepaua opraHnsauum (Entrust to Company) Bbibepunte neprogpl

[encTBUA n NnpaBa Ha NPOCMOTP ONA opraHn3aunn, a 3aTeM HaXXMnTe OK.

e Bbl JOmKHbI BbIOpaTh MO KpaliHEN Mepe 04HO NPaBo Ha NpocmoTp B MakeTe
AvnarHocTnkm paborocnoco6HocTu (Health Diagnosis Package) 1 O6pa6oTku
TpeBor (Alarm Management).
e lHdopmauusa 06 opraHuzaLum GyaeT aBTOMaTMUECKM pacno3HaHa nocsie Toro, Kak Bbl
oTckaHumpyeTe QR-Kof MOHTaXHOW opraHu3auuu.
War4 MNpocmoTpuTe uHGOpMaLKio 0 Nnepepaye B ynpasneHue Ha cTpaHule Mepegava

opraHusauyum (Entrust to Company).
MNocne ycnewHown nepegaun B ynpasneHme coctosaHne Ha npoBepke (To be Reviewed)

nsmeHntca Ha NepepaHo (Delivered).

KopoTkun nyTb K MHpopmaLmu CkayvaHo c sec.ru
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Nocne ycnelwHom oTNpaBKM 3anpoca Ha nepegayy B yrnipasneHne Ha FnaBHOM cTpaHuLe

(Home) noaBuTCcs cooTBETCTBYOLLEE COObLEHME. BaM HY>KHO AOXKAaTbCA OTBETA OT
MOHTAXHMKaMOHTa>KHOW opraHu3aLum, KOTopbli 6ygeT nokasaH Ha cTpaHuue Mou
cBegeHus > MouToBbin AWMK > JInuHble coobwweHns (Me > Mailbox > Personal).

COI'IyTCTBleLIJ,I/Ie AencTBuA
e Y106bI M3MEHUTL NpaBa JOCTyNa, NeperianTe Ha cTpaHuuy Mepepaya opraHnsauun (Entrust to
Company), a 3aTem HaxxmuTe U3smeHuTb npaBa aoctyna (Change Permissions).
e YT06bI 0OTO3BATH NPaBa AOCTYNa, BblAaHHbIE MPY Nepefaye B ynpasieHue, nepenanTte Ha
cTpaHuLy Mepepauya opraHnsayum (Entrust to Company), a 3atem HaxxmmTe OTO3BaTb
(Withdraw).
e Y106bI NPOANUTL NMEePUOAbI AeNCTBUA Nepeaaym B ynpaBneHue, nepengute Ha CTpaHuLy

Mepepaua opraHusauyun (Entrust to Company), a 3atem Haxmute NMpoanutb (Renew).

5.5.2 YpaneHue nonb3oBatenen

AamuHucTpaTopbl DMSS MOryT yaanuTb Kak MOHTa)KHble OpraHm13aumm, Tak v 06bIYHbIX
nonb3osatenen DMSS.

5.5.2.1 OTmeHa ob6wero gocryna K ycrponcream

Kak agMuHunctpaTop DMSS, Bbl MOXeTe yaanuTb 0bbluHbIX Nonb3oBaTeneit DMSS, oTmeHnB
npepocTaBneHvie M obLLero JOCTyNa K yCTPOMCTBaM Ha CTpaHuLe O6Wwuin focTyn K yCTpoiicTBam
(Device Sharing). B 3Tom pa3gene B KauecTBe npumepa UCNosb3yloTca MeTo Yepes >
O6wwmin goctyn K ycrporictBam (Device Sharing).

MNopAanok aencremni
LWar 1 Ha N'maBHoW cTpaHuue (Home) HaxmuTte HanpoTUB YCTPOMCTBA, a 3aTEM HaxXmmTe

O6wun goctyn K ycrpoicream (Device Sharing).
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PucyHoK 5-6 O6LmMin 4OCTYN K yCTPONCTBAM

< Device Sharing < Device Sharing < Device Sharing OK
[ (] Please enter target DMSS account =
o o
Notifications Notifications Notifications
Arming and Disarming (]
LivingRoom ) LivingRoom [
i gy com ®
Time of Share: 2022-01-11
371 .com 83981 Delete
here: C;?;:_m_n © Delete Timeofs  The device will not exist in his or her O]
list after sharing is canceled.
Continue?
Cancel OK

lWar2 B cnucke akkayHTOB Ha CTpaHuLe O6wmin goctyn K yctponcrBam (Device Sharing)
BblbepunTe aKKayHT, CMaxHUTe 610K BNeBo, a 3aTemM HaxmuTe Yaanutb (Delete).
War3  Haxmute OK ana otmeHbl goctyna.

5.5.2.2 OTmeHa nepefayun B ynpasjieHNe NPUIoXXeHuIo

Kak agMmuHmnctpaTtop DMSS Bbl MOXeTe yaannTb MOHTaXKHYIO OpraHu3aLmio, OTMEHUB nepeaavy B
ynpasneHune NpunoxeHuto.

MNopAanok aencremnm
LWar 1 Ha I'maBHo cTpaHuue (Home) HaxmuTe HanpoTUB YCTPOMCTBA, @ 3aTEM HaxXmmTe
Mepepava ycrpoiicts (Device Entrusting).

PucyHok 5-7 OTmeHa nepefaun B yripasneHve NpuioxeHmio

< Entrust to Company < Entrust to Company
D CRmm——rica eee
t Entrusting Period:2022-01-11-2022-02-10 Entrusted
Email: Email: ©0S003anfim—cto.cc
Contact Info Contact Info
Address Address test address
[E) Device Details
<4 Device Sharing
@b Device Entrusting
Change Permissions
Renew
War2 Ha crpaHuue Mepepaua ycrpoiicte (Device Entrusting) Boi6epuTte > OTo3BaTb

(Withdraw), a 3aTem HaxxkmuTe OK.

4 .
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Ha akkayHT MOHTa»KHOW opraHuM3aLumm byet oTnpassieHo cooblyeHue. Mocne Toro, Kak

MOHTaKHas opraHu3aLus NPoUTET COOOLLEHVE U Of0OPUT BaLll 3aMPOC Ha OTMEHY
nepegauu B ynpaeneHue npunoxenuto B Dolynk Care, oTmeHa 6yfeT 3aBepLueHa.

5.5.2.3 YaaneHune ycTponcTs

Kak agMuHuncTpaTop DMSS Bbl MOXeTe yAanuTb Kak MOHTaXHble opraHu3auunm, Tak n 06blYHbIX
nonb3osatenen DMSS, ynanus ycrponcrsa.

[

ApomuHucTpaTop DMSS He MOXET yaanuTb MOHTaXKHYH0 OpraHU3aLUumio, eCsiv OHa NpefocTaBnaeT
06N JOCTYN K YCTPOMCTBaM.

MNopAanokK AencTenn
War 1 Ha asHoi1 cTpaHuue (Home) BbiGepuTe > CBepeHms 06 ycTponcrBe (Device
Details).
PucyHok 5-8  YpaneHwue ycTtponcTtsa
< Device Details < < Device Details <
the device?
War2 HacrpaHuue CBeaeHuns o6 ycrpoiictBe (Device Details) HaxxmuTe YaanuTtb (Delete).

E
Q)
=
w

Haxmute Yganutb (Delete), utobbl ynanutb ycTponcTso.

4 .
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6 OCHOBHbIe leNCTBNA

Monb3oBaTenb ypoBHA 2 UK 3 MeeT NpaBa Ha MOCTAaHOBKY Ha OXpaHy N CHATWE C OXpaHbl. B 3Tom
pa3gerne B KauecTBe NpumMepa Ucnosnb3yeTca paboTa KOHeYHOro nonb3osatens ¢ DMSS.

[MoaroToBKa
[ ] I'Iepen BbIMOJIHEHNEM HaCTDOVIKVI y6enMTer, YTO Bbl A06aBVIJ'IVI KOHTpONEP.
e KoHTponnep fomkeH UMeTb CTabubHOEe NofKtoUeHre K MHTepHeTY.

e KoHTponnep JomkeH ObITb CHAT C OXpaHbl.

CnpaBoyHasa nHpopmauymsa
Bbl MOXKeTe ynpaBnATb KOHTPONNepaMy OXpPaHHOW cMrHanusaumum n nepudepuiiHbiMmn
YCTPOWCTBaMM, @ TakxKe BbIMOJHATL Takue onepaunn, Kak NoCTaHOBKAa Ha OXPaHy 1 CHATUE C OXPaHbl,
HaCTpoOWKa yCTPOWMCTB OXPaHHOW CUTHaNn3aunu.

MNopAanok aencremnin
War1  Ha ctpaHuue KoHTponnepa HaxmuTe MepudepuiiHoe ycTpoiicTBo, 4ToObI 406aBUTHL
nepudepuiiHble ycTponctaa. MogpobHas nHpopmMaLua o gobasneHny neprdepuinHbIx
YCTPOWCTB NpriBejeHa B COOTBETCTBYIOLLEM PYKOBOACTBE NOJb30BaTeNs yCTPOMCTBa.
LWar2 TloctaHOBKa Ha OXpaHy M1 CHATME C OXPaHbl M3BeLlaTeneln B OTAENbHON 30He NN BO BCeX

30HaX OCYLLECTBNACTCA BPYUHYIO MU NO pacnucaHuio.

e OpnHOYHaA NOCTaHOBKa Ha OXPaHY M CHATME C OXpaHbl: [ToCTaHOBKa Ha OXpaHy U
CHATME C OXpaHbl U3BeLLaTenein B OfHON 30He.

e [nobanbHaa NOCTAaHOBKA Ha OXPaHy U CHATME C oxpaHbl: [locTaHOBKa Ha OXpaHy 1
CHATME C OXpaHbl U3BeLlaTenel BO BCEX 30HaX.

® PyyHad NocTaHOBKa Ha OXpaHy 1 CHATME C OXpaHbl: [ToCTaHOBKa CUCTeMbl Ha OXpaHy C
nomoLuubto npunoxeHusa DMSS, nynbTa unm 6penoka.

e [locTaHOBKa Ha OXpaHy U CHATUE C OXPaHbl Mo pacnuncaHunio: NMoctaHoBKa Ha OXpaHy U

CHATME C OXPaHbl |/|3|3eu4aTene|7| no pacnmncaHuio.

6.1 OguHOYHAA NOCTAaHOBKA Ha OXPaHY U CHATHNE C OXPaHbl

Bbl MOXKeTe NoCTaBUTb Ha OXpPaHy U CHATb C OXpPaHbl n3BellaTenn B OflHOW 30He.

MNopAnok AencTenm
War 1 Ha cTpaHunue KoHTponnepa HaxkmuTe 3oHa (Area).
LWar2  KocHuTecb 30Hbl, a 3aTeM BbibepuTe BO BCrsibiBatolemM okHe B npucyrcreun (Home), B

otcytcrBue (Away), CHATHe c oxpaHbl (Disarm) n OtkniounTb (Disable).

® B npucyrcrBun (Home): [locTaHOBKa Ha OXpaHy Npyi HAXOXAEHUN BHYTPY
OXPaHAEMOW 30Hbl.

® B otcyTtcTBue (Away): Pexknm, No3BonAoWwmin CTaBUTb CUCTEMY CUTHaNM3aLumn Ha
oxpaHy Mpwu yxoae U3 oXpaHAEMOWN 30HbI.

e CHATMe c oxpaHbl (Disarm): CHATUE cucTemMbl 6e30NMacHOCTU € OXpaHbl. [lecTeue,

NPOTUBOMOJIOKHOE MOCTAaHOBKE CUCTEMbI Ha OXPaHYy.

4 .
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o OTtknioueHue (Disable): 3akpbiBaeT TekyLLyo CTpaHuWLy.

6.2 Frno6anbHble NOCTaHOBKA HA OXPaHy UIN CHATUE C

OXpaHbl

[MoaroToBKa
Y6epguTech, uto Bbl BKounv GyHKLUMo MNoGanbHble NOCTAaHOBKa Ha OXPaHY WK CHATME C
oxpaHbli (Global Arming/Disarming). Ha ctpaHuue KoHTponnepa sbibepute (& > HacTpoiiku
KoHTponnepa (Hub Setting), a 3atem BknounTe MNo6anbHble NOCTAaHOBKA Ha OXPaHy WK CHATNE
c oxpaHbl (Global Arming/Disarming).

CnpaBoyvHasa uHbopmauma

Bbl MOKkeTe NOCTaBUTb Ha OXpPaHYy N CHATb C OXPaHbl N3BeLaTeNn BO BCEX 30HaX.

MNopAanok aencremni
War1 [NepenguTe Ha CTpaHULY KOHTpONIepa
LWar2  Bbibepute B npucyrcreum (Home), B otcytcrBue (Away), CHATMe c oxpaHbl (Disarm) Ha
BEPXHEeN YacTy CTPaHWLbl.

6.3 [NocTaHOBKa Ha OXpaHy WiN CHATNE C OXPaHbl BPYUYHYIO

Bbl MOXeTe NOCTaBMTb CUCTEMY Ha OXpaHy C NOMOLLbIo npunoxeHna DMSS nnm 6penoka.

e [1n1A NOCTaHOBKM Ha OXPaHy WX CHATUSA C OXpaHbl U3BeLlaTenel B OTAENbHOW 30He UK BO BCEX
30Hax cM. pa3genbl «<OfHOKpaTHble MOCTaHOBKA Ha OXPaHy WK CHATUE C OXPaHbI» U «[NobanbHble
MOCTaHOBKA Ha OXPaHy UIn CHATME C OXPaHbl».

e YT06bl ynpaBnAaTb C MOMOLLbIO OpenoKa v nynbTa, Bam He06X0AMMO CHavasa Ha3HauUTb Bpenoky
1 NynbTy NpaBa Ha ynpassneHune 30Hamu. [oapobHaa nHGopmauma NprBeseHa B pykoBOACTBE
nonb3oBaTena COOTBETCTBYIOLEro 6penioka 1 nynbTa.

6.4 NMNocTaHOBKA Ha OXPaHY WAN CHATUE C OXPaHbl NO
pacnnucaHuio

Bbl MOXKeTe HacTpOUTb pacnrcaHme NOCTaHOBKU Ha OXPaHy UM CHATUA C OXpPaHbl n3BellaTeneii. Bol
MO>KeTe HaCTPOUTb pPacrncaHnA MOCTaHOBKU Ha OXPaHY, BKOYasA 30Hbl MOCTAHOBKM Ha OXpaHy,
pPeX1MbI U Nepuoapbl.

MNopAanoK AencTenn
War1 Ha cTpaHuue koHTponnepa Bbibepute &l > HacTpoiiku KoHTponnepa > NoctaHoBKa Ha
oXpaHy Uan CHATUE ¢ oxXpaHbl no pacnucaHuio (Hub Setting > Scheduled
Arming/Disarming).

LWar 2 Ha CTpaHuue MocraHoBKa Ha OXpaHy nnn CHATNE C OXpaHbl NO pacnncaHnio
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(Scheduled Arming/Disarmin) HaxmnTe [lo6aBuTb (Add), a 3aTem HacTponTe

pacnrcaHna NOCTAHOBKM Ha OXpaHy.

e Wmsa (Name): Hactpolite uma ana pacnmcaHuin NoCTaHOBKM Ha OXpaHy.

e 3oHa (Area): BbibepriTe ofHY 1 HECKOMBbKO 30H, KOTOPbIE Bbl XOTUTE MOCTaBUTb Ha
OXpaHy.

e Hacrpoiika komaHa (Command Setting): Boi6epute 13 B npucyrcresum (Home), B
otcyTcrBue (Away), CHATMe ¢ oxpaHbl (Disarm).

o Bpewms (Time): YcTaHOBWTE BpemA NOCTaHOBKM Ha OXpPaHy.

YT106bl NPUMEHNTb BPEMA MOCTAHOBKM Ha OXPaHy K APYrMM AHAM, HaXMuUTe
MoBTOopuTb (Repeat) 1 BbibepuTe HY>KHbIE JHU.

e [lpuHyauTenbHaa NnocTaBKa Ha oxpaHy (Forced Arming): Bbi6epute npm
HeobXoaUMOCTMN.

v N\ .
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MpunoxeHune 1 Co6bITNA C60A NOCTAHOBKM HA

OXpPaHy Nn ux onmcaHmne

Tabnuua nprnoxexus 1-1 CobbiTAa c60A NOCTaHOBKM Ha OXpaHy 1 onrcaHue (nepudepuiiHbie yCTponcTBa)

Ne MpuunHa OnucaHune

1 ModuleLoss MepundepunitHoe yCTPONCTBO He B CETU
lMakeTbl onpoca He oTnpasnanucb 6onee

2 HeartError P P
18 MUHYT.

3 Alarm KpyrnocyTtouHas TpeBora.

4 Open 3aaHAA KpbllLKa YCTPONCTBa Oblia OTKPbITa.
3aaHAA KpblllKa BHELIHErO YCTPONCTBa Oblnia

5 exOpen A P yerp
OTKpbITa.
CpaboTana NpoTMBOKpaXKHasA CMrHanm3aumsa

6 Tamper P . b b N 4
nepudepnitHOro ycTpoicTaa.

7 LowBattery O6Hapy»xeH H13KUI 3apAg baTapen yCTpoOnCTBa.

. O6Hapy»eH 0TKa3 OCHOBHOIO NCTOUYHMKA NUTaHUA

8 PriPowerLoss . y
nepudepnitHOro ycTpoicTaa.

9 BatteryLoss O6Hapy»keH 0TKa3 akkymynaTopa.

10 OverVoltage O6HapyxeHo nepeHanpsxeHue.

11 OverCurrent O6Hapy»eHa neperpyska no TOKYy.

12 OverHeat O6Hapy»eH neperpes

13 FireAlarm CpaboTana noxapHas curHanu3sawums.

14 MedicalAlarm CpaboTana meguuMHCKan CMrHanmsaums.

15 SOS-Alarm CpaboTan sKcTpeHHasa curHanusauma SOS.

16 PanicAlarm CpaboTana cMrHanmsaumsa TPEBOXHOMN KHOMKMU.

17 Gas-Alarm CpaboTana cMrHanmsauma yTeuku rasa.

18 IntrusionAlarm CpaboTana curHanmsaumsa NPOHUKHOBEHNA.

19 HoldUpAlarm CpaboTana cMrHanmsaumsa TPEBOXHOMN KHOMKMU.

Tabnuua npunoxeHmna 1-2 CobblTnA c60A NOCTAHOBKM Ha OXpaHy U onrcaHune (KOHTponnep)

Ne MpuunHa OnucaHune
TpeBoXHaA curHanu3ayma MoX<eT ObiTb

1 SOSAlert P 1
aKTMBMPOBaHa yepes npunoxeHne DMSS.
CpaboTana NpoTMBOKpaXKHas CMrHanm3aums

2 Tamper P P P H
KOHTponnepa.

3 Server Connect Error KoHTponnep He B ceTn
Mpow3owna owrbKa B COEANHEHNN MEXAY

4 SIAServer Connect Error KOHTPOJINIEPOM U LIEHTPOM 06paboTKM TPEBOT MO
npoTokony SIA.

KopoTkun nyTb K MHpopmaLmu
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Ne MpuunHa OnucaHune

5 LowBattery O6Hapy»eH HU3KUI 3apAg akKyMynAaTopa.

6 MainLoss O6Hapy»eH 0TKa3 OCHOBHOIO NCTOYHMKA
nUTaHWA.

7 BatteryLoss O6Hapy»XeH 0TKa3s akKymynaTopa.

8 NoGSM O6Hapy»xeHbl owmnbkM mopynsa 2G / 4G.

9 ATS Fault O6Hapy»eHa HeUCMNPaBHOCTb CUCTEMbI OXPaHHOM
CUrHanu3auuu.

10 Cellular Network ATP Fault O6Hapy»xeHa owwrbKa NyTn Nepeaum curHana

TpeBoru (6o COToBOI CETH).

Wired Network/Wi-Fi ATP O6Hapy»eHa owwrbKa B NyTW Nepedayn curHana

1 Fault TpeBoru (c6on nposoaHon cetn unmn Wi-Fi).
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MpunoxeHune 2 Kogbl cobbiTuim SIA n onncanmne

Tabnuua npunoxenus 2-1 Koabl cobbituin SIA 1 onncaHme

Ne CobbiTne Kog CID OnucaHume
130 130: TpeBora B3fioma.
1 O6HapyxeHune 133 133: KpyrnocytouyHas TpeBora
NBUKEeHNs (cend)
134 134: TpeBora Bxofa/BbIxoAa.
O6HapyeHo 130 130: TpeBora B3noma.
JencTBue oTkpbITUA / 133: KpyrnocyTtouyHas TpeBora
2 133 .
O6Hapy»xeHo (cend)
ACVCTBINE 3aKpbITIA 134 134: TpeBora Bxofa/Bbixoaa.
. 130 130: TpeBora B3fioma.
BHeLWHWI KOHTaKT
6bIn Pa3oMKHYT / 133: KpyrnocyTtouyHas TpeBora
3 N 133 y
BHeLHNI KOHTaKT (cend)
Obin 3amMKHyT 134 134: TpeBora Bxofa / BbIxoaa.
4 TpeBora oTKpbITUA 121 TpeBora OTKpbITMA NoA

noa npuHyxaeHmnem NPpUHyXOoeHnem

bbina HaxaTa .
5 120 CurHan TPeBOXKHOM KHOMKM
TPEeBOXKHAA KHOMKa

130 130: TpeBora B3fioma.

TpeBora B3noma 133: KpyrnocyTtouyHas TpeBora

133

NPOHNKHOBEHUA (cend)
134 134: TpeBora Bxofa/BbixoAa.
7 Moxapras 110 MNoxapHaa curHanmsayma
CMrHanusaumsa
8 Obrapyxena yreuxa 151 TpeBora yTeuku rasa.
rasa
bbina HaxaTa KHOMKa
9 MeanLUHCKON 100 MepgununHckaa Tpesora.
TpeBoru
bbina HaxaTa
10 TPEBOMXHAA KHOTKa 120 CurHan TpeBOXHOWM KHOMKN
OrpaHNYeHHOro
Joctyna
130 130: TpeBora B3noma.
M3BewaTtenb 133: KpyrnocytouHas TpeBsora
11 133 ;
pa3buTna ctekna (cend)
134 134: TpeBora Bxofa/BbixoAa.
12 O6Hapy»eH HaKIMoH 130 130: TpeBora B3noma.
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Ne CobbiTne Kopg CID OnuncaHue
133: KpyrnocytouyHas TpeBora
133 .
(cend)
134 134: TpeBora Bxofa/BbIxoAa.
130 130: TpeBora B3noma.
133: KpyrnocytouHas Tpesora
1 1 y
3 O6Hapy»<eH yaap 33 (ceiid)
134 134: TpeBora Bxofa/BbixoAa.
Kpbiwka naHenm
ynpasneHus bbina NbOTHBOKDAKHAS
14 oTKpbITa / KpbiwwKa 137 P P
CUrHanusaums.
naHenu ynpaeneHna
Obls1a 3aKpbITa
Kpbiwka
nepudepnitHoro
ycTpowcTea bbina MNpoTnBoOKparkHas
15 oTKpbITa / KpbilwKa 137 CUrHanmsauma nepudepuinHoro
nepudepnitHoro yCTPOMCTBaA.
ycTpowcTea bbina
3aKpblTa
KpbilwKa BHewWwHero
ycTpowcTea 6bina MpoTnBoOKparkHas
16 OoTKpbITa / KpbiwKa 137 CMrHanmsauma nepudpepuinHoro
BHELLHero yCTponcTBa yCTPOWCTBa.
6blna 3aKpbiTa
O6Hapy»eHue yTeukn
17 BoAbl / YTeuka Bogpl 154 YTeuka Bofpbl.
OCTaHOBNEHA
Huakui 3apAa Hu3kun ypoBeHb 3apaga
18 6atapen / YpoBeHb 302 yp PAR
cuctemHon 6aTtapen.
3apAfa BOCCTaHOBIEH
HevcnpasHocto batapes otcytcTByeT /
19 6atapen / batapen 311 P yTeTey
HeuncnpasHa.
BOCCTaHOB/EHA
C6ol1 OCHOBHOIO
WCTOYHUKA NUTaHua /
20 BoccTtaHoBneHue 301 MNoTepAa nepemMeHHOro Toka.
OCHOBHOIO NCTOYHMKA
nuTaHnA
21 MmyweHwe 344 O6HapyxeHne nomex
paguocurHana PaAnoyYacTOTHbIM MPUEMHUKOM.
HeuncnpasHoCTb
22 CUCTEMBI OXPaHHON 350 Mpobnembl co cBA3bIO.
curHanusauum /
yCTpaHeHa

KopoTkun nyTb K MHpopmaLmu
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CobbiTne

Kop CID

OnuncaHune

23

MNyTb nepenaun
CUrHana TpeBoru:
C6oi npoBogHOW
cetn nnn Wi-Fi /
yCTpaHeH

350

Mpobnembl co CBA3bIO.

24

MNyTb Nnepenaun
CUrHana TpeBoru:
C6ow cotoBow ceTn /
yCTpaHeH

350

Mpobnembl co CBA3bIO.

25

MNepudepniiHoe
coefuHeHue
notepsHo /
MNepudepniiHoe
coeguHeHue
BOCCTaHOB/NEHO

355

MNoTepsa pagnokaHanbHOro
KOHTpoOnA

26

Pa3pskeHa baTapes
nepudepuitHoro
ycTpoincTBa /
BoccTaHoBneH
ypoBeHb 3apAga
6aTapenu
nepudepuiiHoro
YyCTPOWNCTBA

302

Hu3kuin ypoBeHb 3apaga
cucTemMHol batapen.

27

C6oir 6aTapeun
nepudepuitHoro
ycTpowicta / Cooi
6aTapen
nepudepnitHoro
YCTPOWCTBA YCTPaHeH

311

baTtapes otcyTcTBYET /
HeucnpasHa.

28

C6oli OCHOBHOIO
WCTOYHWKA NUTAHWSA
nepudepuitHoro
ycTpowicta / Cooi
OCHOBHOTO UCTOYHMKA
nuTaHKsA
nepudepnitHoro
YCTPOMNCTBA YCTPaHEH

301

nOTepﬂ nepemMmeHHOro Toka.

29

C6oit coeguHeHna RF-
HD / CoepgnHeHue RF-
HD BoccTtaHoBNEHO

354

He ynanocb coobwuts 0
cobbITUN.

30

YcTponcTteo
3a6/I0KMPOBaHO ”
pa3bnokupoBaHo

501

CuunTbiBaTENIb KOHTPONA
[0CTyna OTKIIIOYEH.

31

CpaborTana 3awuTa oT
nepeHanpsxeHua /
3awmTa ot
nepeHanpaxeHns
BOCCTAHOBJ/IEHa

319

I'IepeHanmeeHl/le NCTOYHUKa
NMNTaHUA.

KopoTkun nyTb K MHpopmaLmu
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Ne CobbiTne Kopg CID OnuncaHue
CpaboTana 3awwTa oT
neperpysKu no Toky /
32 BoccTaHoBneHa 312 reperpyska ncrounka
NMUTaHNA MO TOKY.
3awmTa ot
neperpysKu no Toky
CpaboTana 3awwTa oT
33 neperpesa / 3aumra 318 MNeperpes ncTtoyHmMKa NUTaHUA.
OT neperpesa
BOCCTAHOB/EHa
Bbicokas
34 Temneparypa/ 158 Bbicokasa Temnepatypa.
HopmanbHas
Temnepartypa
Hu3kaa Temnepatypa
35 / HopmanbHas 159 Hu3kaa Temnepatypa
Temnepartypa
400 (MpunoxeHue) 400: OTKpbITO / 3aKpbITO.
401 (NynbT) 401: Nonb3oBaTtenb oTKPbUI /
3aKpbl.
403 (Nocranoska Ha 403: ABTOMaTMYeCKoe OTKpbITHE
OXpaHy no
MNocTaHOBKa Ha / 3aKpbiTne.
36 pacnucaHumio)
OXpany
407 (Bpenok) 407:YpaneHHaA NOCTaHOBKa Ha
OXpaHy UK CHATME C OXPaHbl.
408 (TnoanbHan 408: bbicTpasa NOCTaHOBKa Ha
NMocTaHOBKa Ha
OXpaHy.
oxpaHy)
400 (MpunoxeHue) 400 OTKpbITO / 3aKpbITO.
401 (Nynb) 401 Nonb3oBatenb oTKPbI /
3aKpbl.
37 CHATNe C OXpaHbl 403 (Nocranoska Ha 403 ABTOMaTUYECKOE OTKPbITUE
OXpaHy no
/ 3aKpbiTHe.
pacnuncaHunio)
407 (Bpenok) 407 YpaneHHaA NOCTAHOBKA Ha
OXPaHy UK CHATUE C OXPaHbI.
38 AKTUBMPOBAH peXxnm 441 OcrtaBneHa NoCcTaHOBKa Ha
B npucyTtctBUm OXpaHy
454 (Cbon
MOCTaHOBKN Ha 454 He yganocb 3aKpbiTb.
HeypnauHan oxpaHy)
39 NOCTaHOBKa Ha 455 (OwnbKa
OXpaHy NOCTaHOBKM Ha 455 C60i1 aBTOMATNYECKON

oXpaHy no
pacnuncaHmio)

MOCTAHOBKM Ha OXPaHy.

KopoTkun nyTb K MHpopmaLmu
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Ne CobbiTne Kopg CID OnuncaHue
457 (C6on
MOCTaHOBKN Ha 457 OwnbKa BbIXOAA
OXpaHy C 3afiepPXKKoi (nonb3oBatenb).
BbIX0[a)
n B
40 oCTanoska Ha 450 OwnbKa oTKpbITUA / 3aKPbITUA.
OXpaHy C olmbKamu.
BpemeHHo
41 JeaKTUBNPOBaH / 502 BpemeHHO feakTMBUpPOBaH.
AKTMBMPOBaH
BpemeHHo
OTKJIIOYEHbI
42 YBEAOMAEHWUA ANA 503 BpemeHHO oTK/ouEeH.
KpbIWKY / BKntoyeHbl
yBeoMeHNsA ans
KPbILWKK
Otvet O
43 TECTUPOBaHUK OblI 601 OTyeT 06 ncnbiTaHNY BPYYHY!IO.
3anyLleH BPYUHYH0
Oruer o OTueT 0 neprnognyeckom
44 nepvognyeckom 602 p1oA
NCNbITAaHUN.
NCNbITaHUK

KopoTkun nyTb K MHpopmaLmu
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MpunoxeHue 3 PekomeHgauum no o6ecneyeHunio

KnbepbesonacHoOCTH

KnbepbezonacHOCTb — 3T0 6onblue, YeM NPOCTO NonynspHoe cioBo. OHa B TOW WX NHOW Mepe
3aTparvBaet nboe yCTPOoMCTBO, NOAKINIOUeHHOe K MHTepHeTy. IP-BugeoHabniogeHne He
3aCTpaxoBaHO OT Yrpo3 Knbepbe3onacHOCTH, HO NPUHATNE OCHOBHbBIX Mep MO 3aLyuTe U YKPENIeHIo
6e30nacHOCTM ceTel U CeTEBbIX YCTPOWCTB CAENAET X MEHee YA3BUMbIMUN ANA aTak. Huxe
npriBefeHbl HECKOIbKO COBETOB 1 pekoMeHAauumin ot Dahua o Tom, Kak co3gaTtb 6onee 3aLimLeHHYo
cuctemy 6e3onacHoOCTU.
O6sa3aTenbHble NPefOCTOPOXKHOCTU ANA o6ecneueHns 6a3oBoi ceTeBoOI 6e30nacHOCTU
ycTpouncrBa:
1. Wcnonb3yiiTe HageXxHble naponn
Ob6patuTe BHMMaHMe Ha criefyoLne pekomeHaaumm no ycTaHoBKe naponei:
e [InnHa napona JosKHa COCTaBNATb He MeHee 8 CIMBOJIOB.
e lcnonb3ynTe NO MeHbLLEN Mepe fiBa TUMa CMBOJIOB, K KOTOPbIM OTHOCATCA OYKBbI BEpXHEro
N H/XKHErO PerncTpos, Undpbl 1 cneuunanbHble CUMBOJIbI.
e He ncnonb3yinTe nmA akkayHTa HU B PAMOM, H B 06paTHOM nopszkKe.
e He ncnonb3yinTe cMBONbI, NAYyLLME NO NOPAAKY, HaNpumep, «123», «abo» n 1.4.
e He ncnonb3yinte ngywme nogpaa oavHaKoBble CUMBOJIbI, Hanpumep, «111», «aaa» N T.4.
2. CBoeBpemMeHHO 0GHOBNAITE NPOLUNBKY U KNIMEHTCKOe NnporpammMmHoe obecneyeHune
e B cooTBeTCTBMN CO CTaHAAPTHOW NPOLEfYpPOn B UHAYCTPUN BbICOKUX TEXHONOMMI Mbl
pekomeHayeM 06HOBNATb MPOLUUBKY Ballero ycTponcTaa (Hanpumep, IP-BugeoperucrpaTopa,
undpoBoro BMaeoperncTpaTopa, IP-sugeokamepsbl 1 T.4.), UTobbl cMcTeMa 6bin1a 3alymLLeHa
nocnefHUMY o6HOBNEHUAMY 6e30MacHOCTY 1 UCNpaBeHnAMY olnboK. Korga ycTpoiicTBo
MOAKIIOUEHO K 06LLeJOCTYNHOM CETU, PEKOMEHIYETCA BKIIOUMTb GYHKLMIO aBTOMATUYECKON
npoBepKn 06HOBNEHWIA, YTOObI CBOEBPEMEHHO NonyYaTb MHGOpMaL Mo 06 06HOBREHUSAX
NPOLUNBKM, BbIMYLLEHHbIX NPOU3BOAUTENEM.
e Mbl npeanaraem Bam 3arpy3uTb 1 NCNONb30BaTb MOCIEAHIO BEPCUIO KIIMEHTCKOTO
nporpaMMHoro obecneyeHus.
MenatenbHble, HO He 06A3aTenbHble peKOMeHAaLMN ANA NOBbILWEHNA YPOBHA ceTeBOI
6e30nacHOCTM Ballero ycTponcrea:
1. ®usnyeckan sawmra
Mbl npegnaraem Bam obecneunTb GU3NYECKYIO 3aLUTY YCTPOWCTBA, 0COBEHHO 3TO KacaeTca
YCTPOWNCTB XpaHeHusA. Hanpumep, ycTaHOBUTE YCTPOWCTBO B CrelnanbHoe cepBepHoe
nomelleHmne nnu wkad ana obopynoBaHUA U OpraHU3yinTe NPOAYMAHHbIN KOHTPOMb AOCTYNa U
Kntouer, 4tobbl NpefoTBPaTUTL GU3NYECKUIA JLOCTYN K YCTPONCTBY NOCTOPOHHYX U MOBPEXAeHMe
060pyaoBaHNA, HeCaHKLMOHNPOBaHHOE NOAKI0UYeHe CbeMHOro HakonmTensa (Hanpumep, USB-
HaKonuTenA) UNu K NociefoBaTeNbHOMY MOPTY) 1 T.4.
2. PerynapHo meHAITe naponu
Mbl pekomeHayeM perynsipHoO MeHATb Naponu, YToObl YMEHBLUNTb PUCK YrafiblBaHUA WK B3fIOMa.
3. CBoeBpeMeHHO BBeauTe u o6HoBNANTe nHpopmaumio gna copoca napona
YcTpoiicTBo noaaepxnBaeT GyHKUMo copoca naponsa. CBOeBpeMeHHO BBeauTe
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COOTBETCTBYOLLYIO MHOPMaLWIo Ana cbpoca napons, BKNovas agpec e-mail KoHeYHOro

NMoNb30BaTeNA U KOHTPOJbHbIe BONPOChI ANiA cbpoca napons. CBoeBpeMeHHO 06HOBAANTE 3TY
NHPpopMaLmIo B Cyyae ee n3meHeHus. MNpu BBoe KOHTPOJIbHbIX BOMPOCOB 1A cbpoca napons
pekomeHayeTca n3beraTb TakmMx, KOTOPbIE MOXHO JIerKO yrafatb.
4. TMonb3syntecb GpyHKLUMENn GNOKNPOBKN aKKayHTa
OyHKUMA BNOKNPOBKM aKKayHTa BKIIlOUYEHa MO YMOTYaHUIO, U Mbl PEKOMEHAYEM BaM OCTaBUTb ee
BK/IOYEHHOW, YTOObI rapPaHTUPOBATb 6€30MaCHOCTb akKayHTa. ECnn 310yMbILWNIEHHUK HECKOMBbKO
pa3 nonbiTaeTcA BOWTU B CUCTEMY C HENpPaBUIbHbIM MAPOJieM, COOTBETCTBYIOLLMIA aKKayHT 1
ncxopawmia IP-agpec 6yayT 3ab10KMpPOBaHbI.
5. N3meHuTe nopt HTTP no ymonuaHuio n gpyrue cny»Ke6Hble nopTbl
Mbl npepnaraem Bam n3meHnUTb nopTbl HTTP 1 gpyrux ciy»6 no ymonuyaHmio Ha ftoboe 3HaueHne
B Amana3oHe oT 1024 go 65535, utobbl CHM3UTb PUCK TOTO, YTO NMOCTOPOHHKE CMOTYT yrafaTtb,
Kakue nopTbl Bbl UCMONb3yeTe.
6. Bkniouute npotokon HTTPS
Mbl npepnaraem Bam BKNOUMTb NpoTokon HTTPS, utobbl Bbl NOAKOYaNUCh K BeG-nHTepdeiicy
Mo 3alLMLLEHHOMY KaHany CBA3WN.
7. Mpusaska MAC-apgpeca
Mbi pekomeHgyem Bam nNpusaAsatb IP-agpec n MAC-agpec wnio3a K yCTPOMCTBY, UTO CHU3UT PUCK
aTtaku Tuna ARP-spoofing.
8. HasHauaiiTe aKKayHTbl 1 npaBa AOCTYyNna pasyMHO
B cooTBeTCTBMM C NOTPEOHOCTAMM Ballen AeATENbHOCTU Y aiMUHUCTPUPOBAHNA Pa3yMHO
fo6aBnaAnTe Nosb3oBaTesel 1 HazHavyanTe UM MUHVMANbHO HeobXxoaNMbI Habop NpaB gocTyna.
9. OTKNIOUMTE HeHYXHble CYXK6bl 1 NCNONb3yNTe 6e30NacHble NPOTOKObI
[lnA CHUXKeHWA PUCKOB pekoMeHayeTCA OTK/oUaTb Takue cyx6bl, kak SNMP, SMTP, UPnP n t.4.,
€CJIY OHU He UCMOSb3YIOTCA.
HacTosTenbHO pekoMeHayeTcs NCnosib3oBaTb 6e3onacHble peann3aLmm NpoTOKOMOB, BKOYas,
NOMUMO NPOYEro, CriegyroLwue:
o SNMP: BbibepuTte npotokon SNMP v3 1 HacTponTe HaeXkHble Naponu WrdpoBaHWA 1 Naponu
ayTeHTudMKaumn.
o SMTP: Bbi6epuTe NnpoTokon TLS ans 4ocTyna K noYToBOMY CepBepy.
e FTP: BbibepuTe npoTokon SFTP u yctaHOBUTE HafiexHble Maponu.
e Touka gocryna Wi-Fi: BbibepuTe pexxum wndpposaHusa WPA2-PSK n yctaHOBUTe HafiexHble
naponu.
10. WindppoBaHne ayano n Bugeo
Ecnu cogepxrnmoe Balmx ayamo- 1 BUAeoAaHHbIX O4eHb BaXKHO Uin KoHbuaeHUnanbHo, Mbl
peKkoMeHayeM BaM 1CNoSb30BaTb GYHKUMIO WdpPOoBaHMA, YTOObI CHA3UTb PUCK MOXULLEHMSA
ayano- 1 BMAEOZAHHbIX BO BpeMA nepegayn.
BHuMaHme: dyHKUMSA WwindpoBaHMA Npu nepefaye AaHHbIX TPEBGYET BbIUMCINTENbHBIX PECYPCOB
npuBefeT K HEKOTOPOMY CHUXKEHMIO 3GGEKTUBHOCTU Nnepeayun AaHHbIX.
11. AypnT 6e3onacHocT
e [IpoBepAiTe NoNb30BaTeNEN, BbIMOMHUBLLMX BXOZ, Ha YCTPOWCTBO: Mbl NpegnaraemM Bam
perynsipHo NpoBepsTb NOSIb30BaTENEN, BbIMOIHMBLUMX BXOZ Ha YCTPOWCTBO, UTOObI
OTCNEeXNBaTb HECAHKLMOHUPOBAHHbIN JOCTYM.
o [IpoBepAiTe )KypHabl yCTPONCTBA: MPOCMaTPXBasA »KypPHaribl, Bbl MOXeTe y3HaTb IP-agpeca,
KOTOpble NCNOJIb30BaNUCh 1A BXOA4A Ha BallW YCTPOWCTBA, U OTCNIEXNBaTb OCHOBHbIE
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NencTBMsA Nonb3oBaTenen.

12. CeTeBOWM XKypHan

M3-3a orpaHnyeHHoro o6bema NamATH YCTPOMCTBA KONMUYECTBO 3amnncel B >KypHanax

orpaHuyeHo. Eciiv Bam Heo6X0AMMO COXPaHATb 3aMnCcK XypHana 3a ANUTeNbHbIN neprop

BpPEMEHU, PEKOMEHAYETCA BKIOUNTb GYHKLIMIO CETEBOIO XKYpPHana, 4Tobbl obecneuntb

CUHXPOHM3aLMI0 BaXKHbIX >KyPHasnioB C CEpBEPOM CETEBbIX KYPHasIOB AJ1A OTC/IeKNBAHMA.

13. CozpaitTe 6e30nacHylo ceTeBYIO cpeay

Y1obbl 3pPeKTrBHEE 06ecneuntb 6e30MacHOCTb YCTPONCTBA U CHN3UTb NOTEHUMaNbHbIE PUCKU

Knbepbe3onacHOCTM, Mbl pEKOMEHAYEM CleyioLlee:

o OtkntounTe GyHKUMIO Npeobpa3oBaHKA MOPTOB Ha MapLLPYTHU3aToOPE, YTOObI UCKNIOUNTD
NPAMOK AOCTYNa K YCTPOMCTBaM JIOKaNbHOWN CETW U3 BHELLHen ceTu.

e CeTb JO/MKHA ObITb CErMEHTUPOBaHA 1 N30/IMPOBaHa B COOTBETCTBUUN C paKTUUECKMMU
noTpebHoCTAMU 06MeHa AaHHbIMU B Held. Ecnun HeT TpeboBaHWin K opraH13aumm CBsasu mexay
AByMA nofceTaMu, npegnaraetca ncnonb3osatb VLAN v gpyrue TexHonorum gna
CermeHTMpPOBaHMA CeTu, YToObl LOOUTLCA N30NALMM CETEN.

e llcnonb3yinTe NPOTOKON KOHTPONA JOCTyNa U ayTeHTuduKkaumm 802.1X, uTobbl CHA3UTbL PUCK
HeCaHKLVMOHNPOBAHHOIO AOCTYMa B IOKaNbHbIX CETAX.

e Bxnounte PpyHKUMIO dunbTpaumm IP-agpecos n MAC-agpecos, YToObl OrpaHMUNTb AMana3oH
afpecoB, C KOTOPbIX pa3peLleH JOCTYN K YCTPOWCTBY.

JononHuTtenbHaa nHopmayma

Mocetute LleHTp pearmpoBaHus Ha ype3BblyaiHble CUTyaummn Ha oduumanbHom Beb-caiite Dahua,
LITO6bI O3HAKOMUTbCA C yBE,D,OMJ'IeHVIFIMVI (o] 6ESOI'IaCHOCTVI n nocnegHNMM peKOMeHﬂaLI,I/IFIMVI no
6e3onacHoOCTH.
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BE3OMNACHEE OBLLECTBO, KAHECTBEHHEE XXN3Hb

ZHEJIANG DAHUA VISION TECHNOLOGY CO., LTD.
Appec: Ne1399, ynuua BrHbaHb, paiioH BuHbL3sH, XaHukoy, Kutait | Be6-caiiT: www.dahuasecurity.com | MouyTtoBbiii nHaexc: 310053
E-mail: dhoverseas@dhvisiontech.com | TenecoH: +86-571-87688888 28933188
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