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OCHOBHbIEe XapaKTePUCTUKMN

3awmTa oT cTaTU4eCKOro aneKkTpuyecTBa
Bce Ethernet-nopTbl nopgaepxvBaioT BCTPOEHHYHO 3alLuUTy
OT CTaTMYECKOro anekTpuyecTsa Ao 6 kB.

PaclumpeHHble hyHKUMM ynpaBneHus

®PyHkUMKM ynpaenenns BkntoyaoT SNMP, ynpaBneHve Ha
ocHoBe Web-nHTepderica n nHTepdenc KoMaHaHON CTPOKU
(CLI) yepes Telnet n SSH.

Mopnepxka IPv6

KommyTaTop siBnsieTcsi NofHOCTbI0 COBMECTUMbIM C CETSIMM
Ha 6a3e npotokona IPv6. Mopgaepxka dyHkumoHana IPv6
cnocobcTByeT nerkon uHTerpaumm obopypoBaHus B ceTu
CrieayHoLLero NoKomeHust.

DGS-1210-10MP/FL
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YnpaBnsembin L2 kommyTatop ¢ 8 noptamu 10/100/1000Base-T 1 2 noptamu
1000Base-X SFP (8 noptoB PoE 802.3af/at, PoOE-6toaxeT 130 BT)

XapakTepucTuku

UHTepdpelichl
¢ 8 noptoB 10/100/1000Base-T ¢ nogaepxkoit PoE
e 2 nopta 1000Base-X SFP

TexHonorusa Green

* OKOHOMMSA 3NEKTPOIHEPTN 3a CHET:
- BoikntoyeHus noptos
- BbikntoyeHus nHankaTopos
- Micnonb3oBaHus cnsilero pexumMa

®DyHKUMM Ge3onacHoCcTn

¢ Cnucku ynpasnenus goctynom (ACL)
¢ D-Link Safeguard Engine

¢ Port Security

Yno6Hoe ynpaBneHue
e Web-unHtepdenc
e CLI yepes Telnet n SSH

PaclmpeHHbI Ha6op yHKUUIA

e Loopback Detection

e [narHocTuka kabens

e AsTomatuyeckoe onpegenerdve MDI/MDIX
¢ Moppepxka AByx Bepcuii MO

) SEC.RU KopoTkun nyTb K MHpopmavmm

YnpaBnsiembii kommyTaTop 2 ypoBHa DGS-1210-10MP/FL, ocHalleHHbIi 8 noptamu
10/100/1000Base-T n 2 noptamm 1000Base-X SFP, nopaepxusaet texHonornto D-Link
Green 1 paclunpeHHble yHKUMM ynpaBreHus u 6esonacHocTu, obecneunBast BbICOKYHO
Npon3BOANTENBHOCTL U MacliTabupoBaHne cetn. PyHKUMM yrpaBrneHus BKIHOYaoT
SNMP, ynpaBneHue Ha ocHoBe Web-uHTepdeinica u uHTepdeENC KOMaHOHOW CTPOKM
(CLI) 4yepe3 Telnet u SSH. [aHHbIA KOMMYyTaTOp OCHALLEH MNAaCCUBHOW CUCTEMOM
oxnaxaeHusi, kotopas obecneumBaeT becllymHyo paboTy v No3BONsAeT NPOANUTbL CPOK
3KCnnyaTauum yCTponcTBa.

Power over Ethernet

8 nopToB gaHHOro kommyTaTopa nogaepxusatot ctaHgapT IEEE 802.3at PoE. Kaxabin
nopt PoE nopgaet nutaHue mowHocTbio Ao 30 BT npu obuwem 6iompkete KoMMmyTaTopa
130 BT, u4yto nosBonseT nonb3oBaTtensM noaknyate Kk DGS-1210-10MP/FL
yCTPOWCTBa, COBMECTUMble co cTaHgaptom 802.3at. 370 no3BonsieT pasmMellaTtb
obopynoBaHue B TPYOHOAOCTYMHbIX MeECTax BHE 3aBMCMMOCTM OT PacroNoXeHUs
3MEeKTPUYECKNX PO3ETOK U MUHUMN3MPOBATL NPOKNaaKy kabens.

®DYHKUUN YPOBHA 2

KommyTtatop DGS-1210-10MP/FL nopaepxuBaeT nonHblii Habop dyHKUMIA ypoBHS 2,
Bkntoyad IGMP Snooping, Port Mirroring, Spanning Tree Protocol (STP) u Link
Aggregation Control Protocol (LACP). ®yHkums ynpaBneHusi notokom |EEE 802.3x
no3BonsieT ONTUMM3MPOBATb HarpysKy Ha KOMMYTaTop Af1s1 MOBbILEHWUS HaAEXHOCTU
nepegaun gaHHblx. MNopaepkunBas CKOPOCTb Ha kaxaoM m3 nopTtoB Ao 2000 Méut/c B
pexvme MOsIHOro aynnekca, KOMMyTaTop obecneynBaeT BbICOKYIO
NpOM3BOANTENBHOCTb, HEODXOAMMYIO ANs MOAKMYeHus pabounx mect. KommyTaTop
nopaepxvBaeT yHKUMIO AuarHocTukn kabens u dyHkumio Loopback Detection.
®dyHkuma  Loopback Detection wucnonbsyetcs pgna  onpegeneHus netens  u
aBTOMaTMYECKOrO OTKIIOYEHUSI MOpTa, Ha KOTOpoM obHapyxeHa netnsi. PyHkums
AnarHocTukn kabens npegHasHaveHa ANS onpedeneHvs COCTOSHWSA BUTOW napbl, a
TaKKe T!na HemcnpaBHOCTU kabensi.

3au.|.vn'a OT CTaTU4YeCKOro aneKkrpu4iyectea

Bce Ethernet-nopTel nopgAepXvBaKOT  BCTPOEHHYH — 3alUMTy OT  CTATUYECKOro
anekTpuyectea no 6 kB. OHa ofecneymBaeT YCTOWYMBOCTb MeEAHbIX MOPTOB K
HaBeOEeHHOMY HampsHKeHW0 W MpedoTBpallaeT MoBpeXaeHMe KoMmmyTtatopa WU
NOAKMIOYEHHBIX K HEMY YCTPOWCTB.

CeTeBas 6e3onacHoOCTb

®yHkuma D-Link Safeguard Engine obecneunBaeT acheKTVBHbIA MeXaHW3M 3aluThbl
KOMMyTaTopa OT BMPYCOB W BPEAOHOCHOro Tpaduka. AyTeHTudumKaums Ha OCHOBe
nopta 802.1X no3sonsieT ucnonb3oBaTb BHewWwHU cepeep RADIUS ans aBTopusaumm
nonb3oBateneit. Momumo 3Toro, dyHkuMa cnuckoB ynpasneHuss goctynom (ACL)
yBenuunBaeT 6e3onacHOCTb CceT, OTPWUNLTPOBbLIBAA TpaduK, MUCXOOsWMA  OT
HecaHKuMoHnpoBaHHbIX MAC/IP-agpecos.

CkauyaHo c sec.ru




D.Linl(@ DGS-1210-10MP/FL

Building Networks for People YnpaBnsiembin L2 kommyTaTop ¢ 8 noptamu 10/100/1000Base-T n
2 noptamu 1000Base-X SFP (8 nopTtoB PoE 802.3af/at, PoE-6iogxeT 130 BT)

OKOHOMMUSA INEKTPOIHEpPrumn

Bnarogapsa texHonormn D-Link Green kommyTtatop DGS-1210-10MP/FL
Nno3BonsieT  9KOHOMUTb  3nekTpoaHeprnio  6e3  yuwepba  ans
Npon3BOANUTENBHOCTU U (PYHKLMOHanNbHbIX BO3MOXHOCTeN. Bnarogaps
ucnonb3yeMomy uuncety kommyTtatop DGS-1210-10MP/FL nossonsieT
CyLLEeCTBEHHO COKPaTWUTb 3HeprosaTparbl.

TexHMYeCKUe xapakTepUCTUKN
AnnapaTtHoe obecneyeHu

OnepaTtvBHas namsaTb : 256 Mb

Flash-namatb : 32 Mb

NHTepdenchl : 8 noptoe 10/100/1000Base-T ¢ nogaepxkon PoE
: 2 nopta 1000Base-X SFP

WHamkaTopbl : Power : Power Fail/Power Ok (Ha nopT PoE)
: Link/Activity/Speed (Ha nopT) : PoE Max

KHorkum : KHonka Reset

CerteBble kabenu : UTP kaTteropuu 5, 5e (makc. 100 m)

Pa3bem nutaHus : Pasbem ans nogknoyeHns nutaHms (MepemMeHHbIN TOK)

®yHKUMOHan
CraHpapTbl U pyHKUMM IEEE 802.3 10Base-T (MegHas BuTas napa)
: IEEE 802.3u 100Base-TX (MegHas BuTasi napa)
IEEE 802.3ab 1000Base-T (MegHast BuTas napa)
IEEE 802.3az Energy-Efficient Ethernet
ABTOMaTUYeCKoe CornacoBaHve CKOpPOCTU U pexuma aynnekca
YnpaeneHnue notokom |IEEE 802.3x
IEEE 802.3z 1000Base-X
AsTomaTnyeckoe onpepenenve MDI/MDIX Ha Bcex MefHbIX mopTax

[lynnekcHbI pexum : Mony-/nonHein aynnekc ans ckopoct 10/100 M6wut/c
. MonHbIn gynnekc ans ckopoctn 1000 M6uT/c

lNpon3BognTENBHOCTD

KommyTaumoHHas : 20 Irout/c
mMartpuua

MeTop kommyTaumn . Store-and-forward
Pasmep Tabnmubl MAC- : 8K 3anucen
afpecos

Makc. ckopocTb : 14,88 Mpps

nepeHanpasrneHust 64-
6anTHbIX NakeToB
Bydep naketos : 512 Kb

Jumbo-dperim : 10 000 Gawnt

KopoTkun nyTb K MHchopmauum CkayaHo c sec.ru
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lMporpammHoe obecneyeHne

D-Link

Building Networks for People

DYHKUMMN YPOBHSA 2

. Crtatuuyeckme MAC-agpeca

- 256 3anucew

IGMP Snooping

- IGMP v1/v2/v3

- IGMP v3 awareness

- Moppepxka 256 IGMP Snooping u ctatnyeckux rpynn
(coBmecTHO ¢ MLD Snooping 1 ctatnyeckow rpynmnom)
- IGMP Ha VLAN

- Noppepxka IGMP Snooping Querier

- IGMP snooping Fast Leave Ha ocHoBe y3na
Loopback Detection

802.3ad Link Aggregation:

- Makc. 8 rpynn Ha ycTpoMcTBO/8 NOpPTOB Ha rpynmny
LLDP

YnpaBneHne noTokom

- 802.3x

- MpepoTBpalLeHne 6nokuposok HOL
3epkanupoBaHue nopToB

- One-to-One

- Many-to-One

- Noppepxka 3epkanupoBaHus ANs Bxoasiuero/
ncxogsilero/Tpacuka B 060Mx HanpaBneHnsx
®unbTpaumsa MHOroaapPEeCHbIX Pacchinok

- MNepeHanpaBneHne BCex He3aperncTpMpoBaHHbIX FPynmn
- dunbTpaums Bcex He3aperncTprpoBaHHbIX rpynn
HactpauBaembiii nHtepdeinc MDI/MDIX

MLD Snooping

- MLD v1

pynnel VLAN:

- Makc. 256 cratunyeckux VLAN-rpynn
Ouana3soH VID: 1-4094

Asymmetric VLAN

LLDP-MED - MLD v2 awareness
Spanning Tree Protocol - Noppepxka 256 MLD Snooping u ctatnyeckmx rpynn
- 802.1D STP (coBmecTHO ¢ IGMP Snooping 1 cTaTuyeckow rpynnoim)
- 802.1w RSTP - MLD snooping Fast Leave Ha ocHoBe y3na
- 802.1s MSTP

VLAN 802.1Q Auto Surveillance VLAN

Voice VLAN
Double VLAN (Q-in-Q)
- Q-in-Q Ha ocHoBe nopTa

KauecTtBo 06cnyxvBaHums
(QoS)

802.1p

8 ouepepner Ha nopT

MexaHn3Mbl 06paboTkn ovepenen:

- Strict

- Weighted Round Robin (WRR)

YnpaBneHvue nornocow nponyckaHus

- Ha ocHoBe nopta (Bxogsiuee/ucxogsiiee, ¢
MUHUManbHbIM Warom 16 Kéut/c gna 10/100/1000
Mé6wurT/c)

QoS Ha ocHoBe:

- Ouepegen npuoputetos 802.1p
-DSCP

- MopTa kommyTaTopa

DyHKUMM YPOBHSA 3

4 |P-uHTepdpenca

IPv6 Neighbor Discovery (ND)

MapuwpyTtusaumns yposHs 3

CraTtuyeckas MmapLupyTm3aums
- Makc. kon-Bo 3anucen IPv4: 128
- Makc. kon-Bo 3anucen IPv6: 128

Cnucku ynpaeneHus
poctynom (ACL)

Makc. konuyecTBo cnvckoB goctyna: 200
Makc. kon-Bo 3anucen ACL:

- Tuna npoTokona
- Homepa TCP/UDP-nopTa

- MNoppepxka nokanbHoi 6a3bl/RADIUS-cepeepa

- Moppepxka ynpaBneHnst 4OCTYNOM Ha OCHOBE NOpPToB/
y3roB

- Moppepxka EAP, OTP, TLS, TTLS, PEAP

- Bxogsawmx: 150 -VLAN ID
Kaxpoe npaBuno MoxeT BbITb NPUBSA3aHO K OOHOMY - Ether type
nopry - DSCP
ACL Ha ocHoBe: - Knacca IPv6-Tpaduka
- MAC-agpeca
- IP-agpeca

BesonacHocTb 3alyuTa oT WrpoKoBeLLaTenbHoro/MHoroagpecHoro/ CermeHTaums Tpacuka
0ofHOagpecHOro Wwropma SSH
D-Link Safeguard Engine Port Security
YnpaeneHnve goctynom 802.1X Ha ocHoBe nNopToB - Noppepxka Ao 64 MAC-agpecos Ha nopT
Mpueaska IP-MAC-Port (MHTennekTyanbHas npvBs3ka)
- NHcnektuposaHne ARP-nakeToB
- Noppepxka DHCP Snooping
MpepgoTBpalleHne atak DoS

OAM [narHocTtuka kabens

AAA AyTeHTudumkaumsa 802.1X: RADIUS-cepBep

Mopaepxka ayteHTudukayum MD5

CkauyaHo c sec.ru

+ » SEC.RU

KopoTkun nyTb K MHpopmavmm




D-Link

Building Networks for People

DGS-1210-10MP/FL

YnpaBnsiembin L2 kommyTaTop ¢ 8 noptamu 10/100/1000Base-T n
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Ynpasnexue

Web-uHtepdeiic

CLI

D-View 7 (EOL|EOS)

Telnet-cepeep

SSH-cepBep

TFTP-knueHT

Hactporika MDI/MDIX

SNMP

- NMoppepxka v1/v2c/v3

SNMP Trap

Pe3epBHoe konmpoBaHue/obHOBNEHWE NPOrpaMMHOro
obecneyeHus

CkaunBaHue/3arpyska koHdurypauuoHHoro caiina

CUCTEMHBIV XypHan
BootP/DHCP-knuneHt

SNTP

ICMPv6

IPv4/v6 Dual Stack
ABTOMaTuyeckas HacTponka DHCP
HacTtpoiika BpemeHru

- SNTP

RMONv1

Moppepxka aByx Bepcui MO
DHCP Relay

- DHCP local relay

- DHCP relay option 82

TexHonorusi Green

OKOHOMMS 9NEKTPO3IHEPTUN 3a CHET:
- Micnonb3oBaHus crisiLiero pexuma
- BoikntoueHuns noprtos

- BbikntoyeHns uHamMkaTopos

Crangaptel MIB/RFC

RFC783, 1350 TFTP

RFC791 IP

RFC768 UDP

RFC793 TCP

RFC792 ICMPv4

RFC2463, 4443 ICMPVv6

RFC826 ARP

RFC951, 1542, 2131 BootP/DHCP Client
RFC1213 MIB Il

RFC1350 TFTP

RFC1493 Bridge MIB

RFC1769 SNTP

RFC1157, 2570, 2573, 2575, 2576 SNMP MIB
RFC1442, 1901, 1902, 1903, 1904, 1905, 1906, 1907,
1908, 2578, 3418 SNMPv2 MIB

RFC1398, 1643, 1650, 2358, 2665 Ether-like MIB

RFC1321, 2284, 2865, 2716, 3580 Extensible Authentication
Protocol (EAP)

RFC2674 802.1p MIB

RFC2461, 4861 Neighbor Discovery for IPv6

RFC2462, RFC4862 IPv6 Stateless Address Auto-
configuration (SLAAC)

RFC2464 IPv6 over Ethernet and definition

RFC4291 IPv6 Addressing Architecture

RFC2893, 4213 IPv4/IPv6 dual stack function

RFC2138, 2139, 2618, 2865 RADIUS Authentication Client
MIB

RFC2475, 2598 CoS

RFC3164, 3195 System Log

RFC3411, 3412, 3413, 3414, 3415, 3416, 3417 SNMPv3
Private MIB

PoE

Crangapt PoE IEEE 802.3af
IEEE 802.3at

MopTel ¢ nogaepxkon PoE MopTbl 1-8

BrogxeT mowHocTn PoE

dusnyeckne napameTp
Pasmeps! (O x LU x B)

130 BT (makc. 30 BT Ha nopT PoE)

. N

330 x 180 x 44 Mmm

Bec

Mutanne

1,77 xr

YcnoBus skcnnyaraumm

100-240 B nepemeHHoro Toka, 50/60 ', BHYyTPEHHWI YHUBEPCANbHbBIA UCTOYHUK MUTaHUS

MakcumanbHas
noTpebnsiemMasi MOLLHOCTb

152,3 BT (cpyHkumsa PoE BkntoyeHa)
9,4 BT (dpyHKUmMs PoE BbikntoyeHa)

MoTpebnsiemas MOLHOCTb
B peXxvme oxuaaHus

4,3 BT (100 B)
5,2 BT (240 B)

Tennosbiaenexne 152,16 BTt (519,51 BTE/uac)
MTBF (4acbl) 1274 005
YpoBeHb Lwyma 0 ab

3alymTa oT cTaTM4eckoro
anekTpuyecTea

Mopaepkka 3almThl OT CTAaTMYECKOro aneKkTpuyecTBa Ao 6 kB Ha MeaHbIx nopTax (ctaHgapT IEC61000-4-5)

CucTtema BEHTUNSALUM

MNaccuBHas

+ » SEC.RU
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TemnepaTypa . Paboyas: o1 -5 go 50 °C
. XpaHenus: ot -40 go 70 °C

BnaxHocTb . Mpw akcnnyaTtaumm: ot 10% 8o 90% 6e3 KoHaeHcaTa
. Mpun xpaHeHuu: ot 5% #o 90% Ges koHAeHcaTa

KomMnnekT nocraBku
. KommyTaTtop DGS-1210-10MP/FL
. Kabenb nutaHus
PukcaTop Ansa kabens nUTaHuA
2 KpenexHbIX KPOHLUTENHA AN YCTaHOBKM B 19-A10MMOBYIO CTOWKY
4 pe3nHoBble HOXKMN
KomnnekT ans moHTaxa
KpaTkoe pykoBOACTBO MO yCTaHOBKe

CepTtudmkartbl . CE . BSMI
: VCCI : CCC
FCC : C-Tick
cUL

MHdopmauma ans 3akasa
Modenb OnucaHue

DGS-1210-10MP/FL Ynpaensembii L2 PoE-kommyTtaTop, 8x1000Base-T, 2x1000Base-X SFP

HononHutenbHble SFP-TpaHcmBepsbl

DGS-712 SFP-tpaHcuBep, 1000Base-T (RJ45), oo 100m

DEM-210 SFP-TpaHcuBep, 100Base-LX (Duplex LC), 13101M, ogHoMoa, Ao 15km

DEM-211 SFP-TpaHcuBep, 100Base-FX (Duplex LC), 1310Hm, MHOromoa, A0 2KM

DEM-310GT SFP-tpaHcuBep, 1000Base-LX (Duplex LC), 1310Hm, ogHomog, o 10km

DEM-311GT SFP-TpaHcuBep, 1000Base-SX (Duplex LC), 850HM, mHoromoga, Ao 550m

DEM-312GT2 SFP-tpaHcuBep, 1000Base-SX+ (Duplex LC), 1310HM, MHOroMoa, A0 2KM

DEM-314GT SFP-tpaHcueep, 1000Base-LX (Duplex LC), 15501M, ogHomog, 4o 50km’

DEM-315GT SFP-TpaHcuBep, 1000Base-ZX (Duplex LC), 1550HM, ogHoMoa, Ao 80km'

HononHutensHble WDM SFP-TpaHcuBepbl

DEM-220T WDM SFP-tpaHcuBep, 100Base-BX-D (Simplex LC), TX:1550Hm, RX:1310HM, ogHomoga, Ao 20km
DEM-220R WDM SFP-tpaHcuBep, 100Base-BX-U (Simplex LC), TX:1310Hm, RX:1550HM, ogHomog, Ao 20km
DEM-330T/3KM WDM SFP-tpaHcuBep, 1000Base-BX-D (Simplex SC), TX:1550Hm, RX:1310HM, ogHOMOZ, A0 3KM
DEM-330R/3KM WDM SFP-tpaHcuBep, 1000Base-BX-U (Simplex SC), TX:1310Hm, RX:1550HM, ogHoMOz, A0 3km
DEM-330T/10KM WDM SFP-tpaHcuBep, 1000Base-BX-D (Simplex LC), TX:1550Hm, RX:1310HM, ogHoMoz, Ao 10km
DEM-330R/10KM WDM SFP-tpaHcuBep, 1000Base-BX-U (Simplex LC), TX:1310Hm, RX:15501M, ogHomMog, Ao 10km
DEM-331T/20KM WDM SFP-tpaHcuBep, 1000Base-BX-D (Simplex LC), TX:1550Hm, RX:1310HM, ogHoMoa, Ao 20km
DEM-331R/20KM WDM SFP-TpaHcuBep, 1000Base-BX-U (Simplex LC), TX:1310HM, RX:1550HM, ogHomog, Ao 20km
DEM-331T/40KM WDM SFP-TpaHcusep, 1000Base-BX-D (Simplex LC), TX:1550HmM, RX:1310HM, ogHomog, Ao 40km’
DEM-331R/40KM WDM SFP-TpaHcusep, 1000Base-BX-U (Simplex LC), TX:1310Hm, RX:1550HM, ogHomog, Ao 40km’

"Paboma Ha KOPOMKUX paccmosiHUsIX 603MOXHa MOJIbKO C UCIMOb308aHUEM ammeHtoamopa. He exodum & KoMriekm nocmasku.

4 o
\ ) SEC.RU KopoTkun nyTb K MHchopmauum CkauyaHo c sec.ru




D.Linl(@ DGS-1210-10MP/FL

Building Networks for People YnpaBnsiembin L2 kommyTaTop ¢ 8 noptamu 10/100/1000Base-T n
2 noptamu 1000Base-X SFP (8 noptoB PoE 802.3af/at, PoE-6roaxeT 130 BT)

O6HoeneHo 04/08/2023

o ®
D-Link
Building Networks for People

Xapakmepucmuku mo2ym 6bimb U3MeHeHb! 6e3 y8edoMIeHUS.
D-Link siensiemcsi 3apeaucmpuposaHHol mopeogoli mapkol D-Link Corporation/D-Link System Inc.

Bce dpyaue mopzosbie MapKu s8715110mcsi CO6CM8eHHOCMbIO UX 81aderbues.

(/\ ) SEC.RU KopoTkun nyTb K MHpopmavmm

CkauvaHo c sec.ru



