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Building Networks for People

OCHOBHbIe XapakTepucTukun

3awmTa oT CTaTUYECKOro aneKkTpuyecTea
Bce Ethernet-nopTbl mogaepxuBarOT BCTPOEHHYHO 3alUUTy
OT CTaTUYECKOro arekTpuyecTsa Ao 6 kB.

PacluvpeHHble hyHKLMM ynpaBneHus

PyHKUMKM ynpasnenns skntoyaoT SNMP, ynpaenexnve Ha
ocHoBe Web-uHTepderica n nHTeppenc KoMaHaHON CTPOKK
(CLI) yepes Telnet n SSH.

Mopaepxka IPv6

KommyTaTop SiBRsieTCs NOMHOCTHI0 COBMECTUMbIM C CETSMU
Ha 6a3e npotokona IPv6. Mogaepxka dyHkumoHana IPv6
cnocobCTByeT Nerkon MHTerpaummn obopynoBaHus B cetu
criefyloLLEero NoKoNeHus.

DGS-1210-52MP/FL
YnpaBnsembin L2 kommyTaTop ¢ 48 noptamu 10/100/1000Base-T n 4 komb60-nopTamm
100/1000Base-T/SFP (48 nopToB PoE 802.3af/at, PoE-GromxeT 370 BT)

XapaKTepucTUKun YnpaBnsiembii kommyTaTop 2 ypoBHs DGS-1210-52MP/FL, ocHaleHHbIn 48 noptamu
. 10/100/1000Base-T c noppepxkoit PoE n 4 komGo-noptramu 100/1000Base-T/SFP,
UnTepdpeiicl . nogaepxvsaet TexHonoruto D-Link Green W pacluvMpeHHble (yHKUUM yrpaBneHus u
* 48 nopTos 10/100/1000Base-T ¢ noanepxkoii PoE GesonacHocTi, obecrieynBasi BbICOKYO MPOU3BOAWUTENIbLHOCTL M MaclTabupoBaHue
* 4 xomGo-nopta 100/1000Base-T/SFP ceTn. OyHKUMM ynpaBrnenus BkmioyalT SNMP, ynpaenewme Ha ocHoBe Web-
TexHonorusi Green nHTepdeiica u nHTepdenc komaHaHoi cTpokn (CLI) uvepes Telnet n SSH. [daHHbIN
o OKOHOMMS BMEKTPO3HEPTUN 3a CHeT: KOMMYTaToOp OCHALLEH WHTEMNNEeKTyanbHblMU BEHTUNSATOpaMu, KOTopble CrnocoGHbI
- BbIKTIOYeHMS NOpTOB M3MEHSATb CKOPOCTb BPALLEHUS] B 3aBMCUMMOCTM OT TemnepaTtypbl, YTO MO3BONSET

- BbIKIIOYEHMS MHAMKATOPOB 3KOHOMUTb 3MEKTPOSHEPTUIO U CHU3UTH YPOBEHD LLYMA.

- Vicnonb3oBaHus cnsiLero pexuma

Power over Ethernet

48 nopToB faHHOro kKoMMyTaTopa nopgaepxvatoT ctaHgapT IEEE 802.3at PoE. Kaxabin
nopt PoE nogaet nutaHue molyHocTbio Ao 30 BT npu obwem Gromxete kommyTaTopa
370 Bt, 4yto no3BonsieT nonb3oBatensM nogkmoyvatb Kk DGS-1210-52MP/FL
yCTPONCTBa, COBMeCTUMble co cTaHgaptom 802.3at. 370 no3BonsieT pasmMelyaTtb
Yno6Hoe ynpaBneHue obopynoBaHWe B TPYAHOAOCTYMHbIX MECTax BHE 3aBUCMMOCTU OT PAacrorioXeHus
¢ \Web-unHtepdeic BNEKTPUYECKNX PO3ETOK U MUHUMMN3MPOBATL NPOKNazaKy kabensi.

e CLI yepes Telnet n SSH

PaclmpeHHbI Ha6op PyHKUMIA

®DyHKUMKM 6e3onacHocTH

e Cnucku ynpasnexus goctynom (ACL)
e D-Link Safeguard Engine

e Port Security

DYyHKUUM YPOBHSA 2

e Auto Surveillance VLAN KommyTatop DGS-1210-52MP/FL nopaepxuBaeT MOMHbIA HAGop hyHKUMIA YPOBHS 2,
e \oice VLAN Bkntoyaa IGMP Snooping, Port Mirroring, Spanning Tree Protocol (STP) u Link
e Loopback Detection Aggregation Control Protocol (LACP). ®yHkumsa ynpasneHust notokom |EEE 802.3x
¢ [narHocTuka kaGens No3BONSIET ONTUMM3NPOBATL Harpysky Ha KOMMYyTaTtop Afs MOBbILEHWUS HaOEeXHOCTU
« AsTomaTuueckoe onpesenexue MDI/MDIX nepepayn AaHHbIX. [opgaepxuBas ckopocTb Ha kaxaom u3 noptoB o 2000 Méut/c B
¢ TMopaepxka asyx Bepcuii MO pexvme MOSIHOro faynnekca, KOMMyTaTop obecneynBaeT BbICOKYIO

NpPOM3BOANTENIBHOCTb, HEOOXOAMMYIO ANA MOAKMIYeHUs pabounx mect. KommyTaTtop
noaaepxunBaeT QYHKUMIO OuarHocTukM kabens u  dyHkumio Loopback Detection.
®yHkuma  Loopback Detection wucnonb3yetca ans  onpegeneHuss netenb U
aBTOMaTMYECKOTO OTKIIIOYEHUSI MOpTa, Ha KOTOPOM OOHapyxeHa netns. ®yHkuus
OMarHocTukn kabens npegHasHayeHa Anst OnpeferieHnsl COCTOsIHUS BMTOM Mapbl, a
Takke Tuna HeMcnpaBHOCTU Kabens.

3aLI.|.VITa OT CTaTU4YeCKOro arieKkrpunyecrtBa

Bce Ethernet-nopTel noagepxuBalOT  BCTPOEHHYIO  3alWuTy OT  CTATM4EeCKOro
anektpudectBa Ao 6 kB. OHa obGecneuvBaeT yCTOWYMBOCTb MeEAHbIX MOPTOB K
HaBeQEHHOMY HampskeHU0 U NpegoTBpallaeT MOBpPEXAeHMEe KoMMmyTatopa U
NMOAKMIOYEHHBIX K HEMY YCTPOMUCTB.

CeTteBas 6e3onacHoOCTb

®yHkumsa D-Link Safeguard Engine obecneuvBaeT 3ahEKTUBHBIN MeXaHU3M 3alumThbl
KOMMyTaTopa OT BMPYCOB W BPEAOHOCHOro Tpaduka. AyTeHTuduKaums Ha OCHOBe
nopta 802.1X no3sonsieT ucnonb3oBaTb BHeWwHU cepep RADIUS ans aBTopusauum
nonb3oBatenei. Momumo 3Toro, dyHkumMa cnuckoB ynpasneHuss goctynom (ACL)
yBenuuuBaeT 6Ge3onacHoCTb CeTW, OTWUMbTPOBbLIBAs Tpaduk, UCXoA4sWMiA  OT
HecaHKuMoHupoBaHHbIX MAC/IP-agpecos.

4 o
\ ) SEC.RU KopoTkun nyTb K MHchopmauum CkauyaHo c sec.ru




D.Linl(@ DGS-1210-52MP/FL

Building Networks for People YnpaBnsiembinn L2 kommyTtatop ¢ 48 noptamu 10/100/1000Base-T u 4 komb6o-noptamu
100/1000Base-T/SFP (48 noptoB PoE 802.3af/at, PoE-6romxeT 370 BT)

OKoHOMMUSA ANIeKTPO3Heprmmn

Bnarogaps TexHonorun D-Link Green kommyTtatop DGS-1210-52MP/FL
Nno3BONsieT  SKOHOMUTb  3nekTpoaHeprnio  6e3  yuwepba  ang
NPOM3BOANTENBHOCTN M (PYHKLMOHanNbHbLIX BO3MOXHOCTeW. bnarogaps
ucnonb3yeMomy uuncety kommytatop DGS-1210-52MP/FL nossonsieT
CYLLECTBEHHO COKPaTWUTb 3HeprosaTparbi.

TexHU4ecKue XxapakTepucTUKu
AnnapaTtHoe obecneyeHm

OnepaTtuBHas namsTb : 256 Mb

Flash-namsaTtb : 32 Mb

WHTepdpencol : 48 noptos 10/100/1000Base-T ¢ nogaepxkon PoE
: 4 xomb6o-nopta 100/1000Base-T/SFP

WHamkaTopbl . Power : PoE Max
: Link/Activity/Speed (Ha nopT) . Fan Error

Power Fail/Power Ok (Ha nopT PoE)

KHomnkum : KHonka Reset

CeTeBble kabenu : UTP kateropuun 5, 5e (makc. 100 m)

Pasbem nutaHus . Pasbem ans nogknoyeHnsi nuTaHus (NepeMeHHbIN TOK)

®yHKUMOHanN
CraHgapTbl U pyHKUMM . IEEE 802.3 10Base-T (MegHasi BUTas napa)
. IEEE 802.3u 100Base-TX (MegHasi BuTas napa)
IEEE 802.3ab 1000Base-T (MegHas BuTas napa)
IEEE 802.3az Energy-Efficient Ethernet
ABTOMAaTUYECKOE COrnacoBaHne CKOPOCTU U pexumMa aynnekca
YnpasneHue notokom IEEE 802.3x
IEEE 802.3z 1000Base-X
ABToMaTnyeckoe onpegenexHne MDI/MDIX Ha Bcex MeAHbIX nopTax

[ynnekcHbI pexum . Mony-/nonHbin aynnekc ans ckopoctu 10/100 M6wuT/c
. MonHbn aynnekc ans ckopoctn 1000 Méut/c

npOI/I3BO,EI,MTeJ'IbHOCTb

KommyTaumoHHas . 104 I'out/c
Martpuua

MeTon komMmmyTaLum . Store-and-forward
Pa3wmep Tabnuubl MAC- . 16K 3anucen
agpecos

Makc. ckopocTb . 77,4 Mpps

nepeHanpaeneHunsi 64-
OanTHbIX NAaKeToB
Bydep naketos . 1,5 Mb

Jumbo-dperim . 10 000 Gawt
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DGS-1210-52MP/FL

YnpaBnsaembin L2 kommyTtaTtop ¢ 48 noptamu 10/100/1000Base-T n 4 komG6o-noptamm
100/1000Base-T/SFP (48 noptoB PoE 802.3af/at, PoE-6rooxeT 370 BT)
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DYHKUMMN YPOBHS 2

CraTtnuyeckme MAC-agpeca

- 256 3anucen

IGMP Snooping

- IGMP v1/v2/v3

- IGMP v3 awareness

- Moppepxka 4096 rpynn (coBmectHo ¢ MLD Snooping 1
CTaTU4ecKomn rpynmnom)

- Moppepxka 4096 cTaTMyecknx MHOroagpecHbIX rpynn
(coBmecTHO ¢ MLD Snooping 1 ctaTnyeckon rpynnow)

- IGMP Ha VLAN

- Noppepxka IGMP Snooping Querier

- IGMP snooping Fast Leave Ha ocHoBe y3na

Loopback Detection

802.3ad Link Aggregation:

- Makc. 8 rpynn Ha ycTpoicTBo/8 NnopToB Ha rpynny

LLDP

lMporpammHoe obecneyeHne

YnpasneHve noTokom

- 802.3x

- MpepoTBpalLeHne 6nokuposok HOL

3epkanupoBaHue NopToB

- One-to-One

- Many-to-One

- Noppepxka 3epkanupoBaHus Ansa Bxoaswero/
ucxogsuero/Tpaduka B 060Mx HanpaBneHnsax
®PunbTpaLma MHOrOaAPECHbBIX PaCcChINoK

- MNepeHanpaBneHne Bcex He3aperncTpUpoBaHHbIX rpynn
- GunbTpaums BCeX He3aperncTpMpoBaHHbIX rpynmn
HactpanBaembii nntepdernc MDI/MDIX

MLD Snooping

- MLD v1

- MLD v2 awareness

- Noppepxka 4096 rpynn (coBmectHo ¢ IGMP Snooping n

pynnbl VLAN:

- Makc. 256 ctatundeckux VLAN-rpynn
OwnanasoH VID: 1-4094

Asymmetric VLAN

LLDP-MED CTaTU4eCKOM rpynnon)
Spanning Tree Protocol - NMoppepxka 4096 craTnyecknx MHOroagpecHbIX rpynn
- 802.1D STP (coBmecTHO ¢ IGMP Snooping 1 ctatuyeckon rpynmnon)
- 802.1w RSTP - MLD snooping Fast Leave Ha ocHoBe y3na
- 802.1s MSTP

VLAN 802.1Q Auto Surveillance VLAN

Voice VLAN
Double VLAN (Q-in-Q)
- Q-in-Q Ha ocHoBe nopTa

KayecTBo obcnyxunsanns
(QoS)

802.1p

8 ouepepnen Ha nopT

MexaHunambl 06paboTkv oyepeaei:

- Strict

- Weighted Round Robin (WRR)

YnpaBneHue nonocown nponyckaHus

- Ha ocHoBe nopta (Bxogsiee/ucxogsiee, ¢
MUHUManbHbIM Wwarom 16 Kéut/c ana 10/100/1000
MéuTt/c)

QoS Ha ocHoBe:

- Ouepepnen npuoputeToB 802.1p
- DSCP

- NopTa kommyTaTopa

DyHKUMM YPOBHS 3

4 |IP-nHTepdeiica

IPv6 Neighbor Discovery (ND)

MapLupyTusaums yposHsa 3

CraTtuyeckasi MmapLpyTnsaums
- Makc. kon-Bo 3anucen IPv4: 128
- Makc. kon-Bo 3anucewn IPv6: 128

Cnucku ynpasneHus
poctynom (ACL)

Makc. konuyecTBo cnuckos goctyna: 200
Makc. kon-Bo 3anucen ACL:

- Tuna npoTtokona
- Homepa TCP/UDP-nopta

- Moppepxka nokanbHon 6a3bl/RADIUS-cepBepa

- Mogpepxka ynpaBneHnsi OCTYNOM Ha OCHOBe NopToB/
y3rnos

- Moppepxka EAP, OTP, TLS, TTLS, PEAP

- Bxogsawwmx: 150 -VLAN ID
Kaxxpoe npaBuno MoXeT ObITb NPUBA3AHO K OAHOMY - Ether type
nopry - DSCP
ACL Ha ocHoBe: - Knacca IPv6-Tpadhmka
- MAC-agpeca
- IP-agpeca

BesonacHocTb 3awmTa oT WrpoKoBeLaTenibHOro/MHoroagpecHoro/ CermeHTaums Tpacuka
0OfHOaApPEeCHOro WTopMa SSH
D-Link Safeguard Engine Port Security
YnpasneHnune goctynom 802.1X Ha ocHOBe NOPTOB - Nopaoepxka go 64 MAC-agpecoB Ha nopT
Mpusaska IP-MAC-Port (MHTennekTyanbHas npmBs3ka)
- MiucnektnpoBaHne ARP-nakeToB
- Mopnepxxka DHCP Snooping
MpepoTBpalleHne atak DoS

OAM OwnarHocTtuka kabens

AAA AyTenTndmkaumsa 802.1X: RADIUS-cepsep

Mopaepxka ayteHTndukaunm MD5

CkauyaHo c sec.ru
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DGS-1210-52MP/FL

YnpaBnsiembinn L2 kommyTtatop ¢ 48 noptamu 10/100/1000Base-T u 4 komb6o-noptamu

100/1000Base-T/SFP (48 noptoB PoE 802.3af/at, PoE-6romxeT 370 BT)

YnpaBneHue

Web-uHtepdenc

CLI

D-View 7 (EOL|EOS)

Telnet-cepsep

SSH-cepBep

TFTP-knueHT

Hactpoiika MDI/MDIX

SNMP

- Noppepxka v1/v2c/v3

SNMP Trap

Pe3epBHoe konnpoBaHne/o6HOBNEHWE NPOrPaMMHOro
obecneyeHuns

CkaunBaHue/3arpyska KoHdurypaumoHHoro carina

CuUCTEeMHBIV XypHan
BootP/DHCP-knueHT

SNTP

ICMPv6

IPv4/v6 Dual Stack
AsTomaTunyeckas Hactponka DHCP
HacTpoinka BpemeHu

- SNTP

RMONV1

Monpepxka AByx Bepcui MO
DHCP Relay

- DHCP local relay

- DHCP relay option 82

TexHonorusa Green

OKOHOMMS ANIEKTPO3HEPrun 3a CYeT:
- Vicnonb3oBaHus crisiLiero pexuma
- Bbikntoveruns noptos

- BeikntoveHuns nHOnkKaTopos

CraHpaptel MIB/RFC

RFC783, 1350 TFTP

RFC791 IP

RFC768 UDP

RFC793 TCP

RFC792 ICMPv4

RFC2463, 4443 ICMPv6

RFC826 ARP

RFC951, 1542, 2131 BootP/DHCP Client
RFC1213 MIB Il

RFC1350 TFTP

RFC1493 Bridge MIB

RFC1769 SNTP

RFC1157, 2570, 2573, 2575, 2576 SNMP MIB
RFC1442, 1901, 1902, 1903, 1904, 1905, 1906, 1907,
1908, 2578, 3418 SNMPv2 MIB

RFC1398, 1643, 1650, 2358, 2665 Ether-like MIB

RFC1321, 2284, 2865, 2716, 3580 Extensible Authentication
Protocol (EAP)

RFC2674 802.1p MIB

RFC2461, 4861 Neighbor Discovery for IPv6

RFC2462, RFC4862 IPv6 Stateless Address Auto-
configuration (SLAAC)

RFC2464 IPv6 over Ethernet and definition

RFC4291 IPv6 Addressing Architecture

RFC2893, 4213 IPv4/IPv6 dual stack function

RFC2138, 2139, 2618, 2865 RADIUS Authentication Client
MIB

RFC2475, 2598 CoS

RFC3164, 3195 System Log

RFC3411, 3412, 3413, 3414, 3415, 3416, 3417 SNMPv3
Private MIB

Crangapt PoE IEEE 802.3af
IEEE 802.3at
MopTkl ¢ nogaepxkon PoE MopTbl 1-48

BrogxeT mowHocTn PoE

b ) o aDn3a o

Paawmepsb! (O x LU x B)

370 Bt (makc. 30 BT Ha nopT PoE)

440 x 430 x 44 mm

Bec 6,26 kr

OBUA dld
MutaHune 100-240 B nepemeHHoro Toka, 50/60 ', BHyTPEHHUI yHUBEpPCamnbHbIA UCTOYHUK MUTaHUS
MakcumanbHas 478,9 BT (cpyHkumsa PoE BknioyeHa)

n0Tpe6nﬂemaﬂ MOLLHOCTb

54,4 BT (pyHkumsa PoE BbiknioyeHa)

MoTpebnsiemast MOLLHOCTb
B PEXVME OXUaaHNs

32 BT (100 B)
31,6 BT (240 B)

TennosbigeneHve

478,6 BT (1 634,01 BTE/uac)

MTBF (4acbl)

236 406

YpoBeHb Lwyma

Mpw BbICOKOWM ckopoCTW BeHTUNsTopa: 52,4 ob
Mpw HK3KOW cKkopocTw BeHTuNsTopa: 47,6 b

3alumTa oT cTaTM4eckoro
anekrTpunyecTtea

Mopaepxka 3almMTbl OT CTAaTUYECKOrO anekTpuyecTBa Ao 6 kB Ha MeaHbix nopTtax (ctaHgapt IEC61000-4-5)

Cunctema BEHTUNALMK

3 BeHTURATOpPA

KopoTkun nyTb K MHchopmauum
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Temnepatypa Pab6ouyas: ot -5 go 50 °C
XpaHenusi: ot -40 go 70 °C
BnaxHocTb Mpu akcnnyaTaumm: ot 10% 8o 90% 6e3 koHaeHcaTa
Mpu xpaHeHun: ot 5% #o 90% 6e3 koHaeHcaTa
O = O dB

KommyTaTtop DGS-1210-52MP/FL

Kabenb nutaHus

dukcatop Ana kabens nuTaHus

2 KpenexHbIX KPOHLUTENHa ANs YCTaHOBKM B 19-A10MMOBYIO CTOWVKY
4 pe3nHOBbIE HOXKM

KomnnekT ons MoHTaxa

KpaTkoe pykoBOACTBO MO yCTaHOBKe

po4yee
CepTndmkaThbl CE BSMI
VCCI CCC
FCC . C-Tick
cUL
00]0]0, a A OJ4A a
Modenb OnucaHue

DGS-1210-52MP/FL

Ynpasnsiembin L2 PoE-kommyTatop, 48x1000Base-T, 4xCombo 1000Base-T/SFP

I;éS-.712 == S.F'P-Tpa;cvrs-ep, 1000Base-T (RJ45), no 100m

DEM-210 SFP-TpaHcuBep, 100Base-LX (Duplex LC), 13101m, ogHoMoA, Ao 15km

DEM-211 SFP-tpaHcuBep, 100Base-FX (Duplex LC), 1310Hm, MHOroMog, A0 2Km

DEM-310GT SFP-tpaHcuBep, 1000Base-LX (Duplex LC), 1310HMm, ogHomog, Ao 10km

DEM-311GT SFP-tpaHcuBep, 1000Base-SX (Duplex LC), 850HM, mHoromog, 4o 550m

DEM-312GT2 SFP-tpaHcuBep, 1000Base-SX+ (Duplex LC), 1310HM, MHOromoa, A0 2KM

DEM-314GT SFP-TpaHcusep, 1000Base-LX (Duplex LC), 15501m, ogHomog, Ao 50km’

DEM-315GT SFP-TpaHcuBep, 1000Base-ZX (Duplex LC), 1550HM, ogHomoga, A0 80km'

[lono eribHblE P-Tpa BEPb

DEM-220T WDM SFP-tpaHcuBep, 100Base-BX-D (Simplex LC), TX:1550Hm, RX:1310HM, ogHomog, Ao 20km
DEM-220R WDM SFP-tpaHcusep, 100Base-BX-U (Simplex LC), TX:1310Hm, RX:1550HMm, ogHomog, Ao 20km

DEM-330T/3KM

WDM SFP-tpaHcuBep, 1000Base-BX-D (Simplex SC), TX:1550Hm, RX:1310HM, ogHoMOZ, A0 3kM

DEM-330R/3KM

WDM SFP-tpaHcuBep, 1000Base-BX-U (Simplex SC), TX:1310Hm, RX:1550HM, ogHoMOA, A0 3KM

DEM-330T/10KM

WDM SFP-tpaHcuBep, 1000Base-BX-D (Simplex LC), TX:1550Hm, RX:1310HM, ogHomoz, Ao 10km

DEM-330R/10KM

WDM SFP-tpaHcuBep, 1000Base-BX-U (Simplex LC), TX:1310Hm, RX:1550HM, ogHomog, Ao 10km

DEM-331T/20KM

WDM SFP-tpaHcuBep, 1000Base-BX-D (Simplex LC), TX:1550Hm, RX:1310HM, ogHomoa, 4o 20km

DEM-331R/20KM

WDM SFP-tpaHcuBep, 1000Base-BX-U (Simplex LC), TX:1310Hm, RX:1550HM, ogHomoz, Ao 20km

DEM-331T/40KM

WDM SFP-TpaHcueep, 1000Base-BX-D (Simplex LC), TX:1550Hm, RX:1310HM, ogHomog, Ao 40km’

DEM-331R/40KM

WDM SFP-TpaHcueep, 1000Base-BX-U (Simplex LC), TX:1310HM, RX:1550HM, ogHomog, Ao 40km’

"Paboma Ha KOPOMKUX paccmosiHUsIX 603MOXHa MOJIbKO C UCIMOMb308aHUEM ammeHtoamopa. He exodum & KoMIieKm nocmasku.
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Xapakmepucmuku Mo2ym 6bimb U3MeHeHb! 6e3 y8eO0OMIIeHUSI.
D-Link siensiemcs 3apeaucmpuposaHHol mopaosgoli mapkol D-Link Corporation/D-Link System Inc.

Bce Opyeue mopeoeble MapKu S8/15110mcs CO6CMEEHHOCMbIO UX 8r1aderibues.
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