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JlocTaHbTe KOHTpoJuIep U3 yhnakoBKU. IIpoBepbTe Haiuyue BcexX
KOMILJIEKTYIOIIUX COrJIACHO NACNOPTY U3Jesus (BXOLUT B KOMILJIEKT).

HHCTPYKIMA IO YCTAaHOBKE
CeTeBOr'o KOHTpoJljiepa
cepuu IPA

Jlisa moaesie: JPA-
500/2000v2/10000v2/60000v2

Penaxmusa 23.05.2024
2 Mar2 | p Mar3 | p -
HO)KaJny/'ICTa, BHHUMATEJIbHO HW3y4YUTE HWHCTPYKILHIO IIO YCTAHOBKE, IACIHOPT Ol'[pe;LeJII/ITe MeCTO /[Jid YCTAaHOBKHM KOHTpOJLJIEpa. YcranoBurte
Hn3jeJInd U CXeMbl 3JIEKTPHUIECKHX HO,ZLKJIIO‘-IEHI/Iﬁ KOHTpOJIJiepa. JTO IIOMOKET HHXXHIOIO 9aCTb KOPITyCa KOHTpPOJIJIEPa.

BaM BbIOpaTh NOAXOJSILYI CXeMy THOAK/IYeHUs. Bce Heo6xoAuMble
MaTepHaJibl Bbl MOXKeTe HAUTH Ha HallleM CaiTe www.entpro.ru.
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BbIOpPaHHOM CXxeMOH NOAK/IYEHUS.

nepudepun UCNOJIb3YUTE Kabesib c ceueHrueM 0,22 MM.

’ BerHﬂﬂKOHOﬂKa:HOﬂKﬂmquHQBaMKa,ﬁﬂOKa,HMTaHHﬂ,KHOHKH,FepKOHa |
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’ HkHsAS KoJI0/1Ka: MOJK/II0OYEHHUE CUUThIBATEIEN

[logkatouynTe NpoBoJa OT NepUPepUHHBIX YCTPONUCTB B COOTBETCTBUHU C

st noak/It04eHUs NUTaHus (pa3beMbl 1 ¥ 2) v 3aMKa (pa3beMbl 3 U 4, a TaKKe
5 u 6, ecaM NOAKJIIOYAKTCA JiBé TOYKM NPOX0Ja) pPeKOMeHAYyeTcs Kabeuid.
WCIOJIb30BaTh Kabesb ¢ cedeHueM 0,5 mMm. /i nmoJKJIOYeHUS OCTaJbHOU Mpamas cxema

Janee cienyeTt 06KaTb CETEBOU KabeJib.
Ecauy Bbl oJiK/II04aeTe KOHTPOJLIEP K KOMMYTATOPY WU HaNpsMyo
(411 COBpEMEHHBIX CUCTEM), TO UCIOJIb3YHUTE MPSIMOK MeTO/i 06>)KuMa

5@ | - - -
6@
7@ | - . .

Jlns1 noAKII0YeHUS UCII0JIb3YHUTE BUTYIO Napy (kabesib KaTeropuu 5e u
BbIllle), KaK MPH NOCTPOEHUH OOBIYHOM JIOKaJIbHOW ceTH. [logonaéT
KabeJsib ¢ mpoBoAHUKaMU cedyeHreM 0,25 niu 0,5 MM.
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[Toak/II0YMTE KOHTPOJIJIEP K JIOKAJIbHO-BBIYUCAUTENbHON
CEeTH.

(( )) SEC.RU KopoTkui nyTb K MHopmauum

3aBeplIAKOIIMK 3Tall YCTAaHOBKM  KOHTPOJLIEpA.
NPaBUJIbHOCTb MOJKJI0YEHUS:
NpU BKJIIOYEHUU pa3JaeTcs ABa 3BYKOBbIX CUTHAJIA;

KpacHbIH CBETOAXO/, KOTOPbIA HAaXOJUTCS CIpaBa U OTBeYaeT 3a NUTAHUE, TOPUT
C ofnpeJie/IEHHOU MEPUOANYHOCTDIO, C03/jaBast 3P PeKT «cepieOrueHus »;
3eJIEHbIN CBETOAMO/, PaCIloI0KEeHHBIH c/ieBa U OTBeYar Ui 3a CBA3b o Ethernet,

MepLaeT C onpeAeSEHHON NePUOIUUYHOCTBIO.

3eJieHbIi CBETOAMO], F., . . — KpacHbiii cBeTOAMO],

Heob6xoiuMO NpOBEPHUTH

CkayaHo c sec.ru
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Jns panpHelilled paboThl HEOOXOAMMO NMPOBECTH HACTPOMKY NPOTrpPaMMHOTO 1. YcraHnoBuTe nporpaMmmsbl CepBep U KiineHT ¢ caTa
obecneuenus u JIBC.

1. Cratuyeckuit IP. Ha xoMnbloTepe, Ha KOTOPOM 6yzeT ycTaHOBJieH «CepBep Server sve.exe — Client.exe —

JHT», 3ajmaiiTe BHYTPeHHUM cTaTudyeckuu [P-azgpec ass cTabuU/IbHOW CBSI3H C V V
‘ nporpamma Cepsep ‘ nporpamma KnneHt

KOHTPOJLJIEPOM.

2. B Hactporikax cetn Windows OTKJIIOUHWTe HEHYKHble CeTeBble aZjlaTepbl UJIH

YCTAaHOBUTE HAUBBICUIMN MNPUOPUTET [Jil TOTO aJjaliTepa, C KOTOPbIM OyAeT

paboTaTb KOHTPOJLIEP.

3. Bpanamayap Windows. B 6pangmayape Windows 10/1kHbI ObITh HACTPOEHbDI

npaBuJia JiJisl BXOASUIMX U UCXOASIIMX MOAKII0YEHUH.

e /14 CBSA3U MeXK/y CepBEPOM U KOHTpOJIJiepaMH - ipotokoJs UDP, nmopt 7714 u
7715, BXOAAIMHN U UCXOASIINN COOTBETCTBEHHO.

e Eciin “OHT KouTposb goctyna - Knvent” 6yaeT ycTaHaBJAMBATbLCS Y/AaJ€HHO
(na gpyrot#i 1K) - npotokos TCP, noptet 7712, 7713, 3050 Ha o60ux [IK.

e /Il BHeIIHero MOAKJ/JIOYeHUs1 Ha cepBep - npotokoa TCP, mopt 8075,
BXO/ISIII M.

4. AHTUBMpYCHasaA nporpamma. Eciiv Ha KoMIblOTepe-cepBepe YCTAaHOBJIEHBI

JIOTIOJTHUTE/IbHbIE MPOrpaMMbl aHTUBUPYCbl UX HEOOXOJUMO HACTPOUTHL (CM.

MHCTPYKLMIO TPOXU3BOJUTEJSI aHTUBUPYCHOM MpOrpaMMbl U UHPOPMALUIO [1Ji

HAaCTPOUKH HMCKJIIOYEHUU UK 00paTUTECh K CUCTEMHOMY aZ[MUHUCTPATOPY).

2. CepBep paboTaeT Kak cy>k6a B QOHOBOM pexxuMme. B o6s1acTu
yBeJlOMJIEHUH Ha NaHesH 33a4 Windows Bbl yBUAUTE HKOHKY
«Cepsepa IHT». [lo ymosryanuto nepesanyckaercs BMecte ¢ OC
Windows.
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Cepeep IHT
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5. CeteBoe oGopyaoBaHMe. Ec/im KOHTpo/Iep NOAKJIIOYEH K KOMIBHOTEpy- 3. 3amycrture KineHr.
cepBepy 4epe3 ympaBJiseMble, HacTpaWBaeMble KOMMyTaTopbl (switch) waum EC— ‘-.’f_%\-
o Moru:
MaplUIpyTHU3aTOpbl, IMpPOBeAUTEe HX HACTPOHWKY COIVIACHO HHCTPYKLUHU localhost nu IP-cepBepa i =
NPOU3BOUTESA MK 06PaTUTECh K CHCTEMHOMY aJIMUHUCTPATOPY. JloruH o ymosryanuio 1 = =
[lapoJib 10 yMosI4aHum 1 B CRTOEEEEENE i
W 0K 3 Otmena
=z IWar 10 | =
W3MEHUTL [ yAanuTE BeIBpaHHLIA KoHTponnep M3MEHWTE pesaM paboTel KOHTpoNnEpa JononHuTensHo Buor
TN KOHTpORNEpa: rﬂnwmﬂnﬂ 00BaBNEHIA KOHTPONNEPOE (WMPOKOBELATENEHLIA NOMCK)
B mnporpamme Kiuent BbibepuTe BKJIAAKYy «KoHduzsypayus» >> a2 =l e || |PARS
«Ycmpoiicmea» >> «/lo6agumb HO8bIl KOHMpoAAep». YCTAaHOBUTE s | o e e

«Tun koHmpoaaepa» - «3pa v.2» U HAXMUTE KHONKY «O6GHOBUMDbY.
ByseT mnpousBefeH LIWPOKOBEUIATEJbHBIM IOUCK MOAKJIIOYEHHBIX
KOHTPOJIJIEPOB HA KaHaJIbHOM ypoBHe cBA3uW no MAC azgpecam.
HaiijieHHble KOHTPOJIJIEPBI OYyT OTOOPaKEHbI B TA0JIHLLE HUXKE.

©,, Mounck konTpoanepa
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B Tabauue BbiOEpUTE KOHTPOJIJIEP U HAXKMUTE  KHOIKY
«Pedakmupoeamb». 3aTeM BBeJUTe He0OXOJUMble CeTeBble

1. Ilocse u3MeHeHUs] CETEBbIX HACTPOEK, HAXKMUTE KHONKY «06HO8umb». B
TabJ/1v1e BHU3Y Bbl JOJDKHBI YBU/IETh KOHTPOJLJIEP C HOBBIMU HAaCTPOMKaMH.

HacTpouku: IP-adpec, MACKy ceTU U W/K03. ITU TapaMeTpbl OyAyT

MCI0JIb30BaThCA [ paboThl KOHTpoJiepa. [locsie 3TOro HaXXMuTe
KHOIIKY «BbInNO/IHUM®b».

=1

CnMcoK AOCTYMHBIX 4 SBNEHUS KOHTPONNEPOB (LWMPOKOBEWATENbHbIN NOMCK)
— P
' O6HOBUTE V4

Ykaxure |P-agpec:

MAC i [Macxa [wnros |
00:0B:3A:00:AE:44 | 192.168.0.68 255.255.2550 | 192.168.0.1 ‘ 1% [ [1 [i2
Ykamure MACKY NOACETU:
%5 (25 [25 [0

YkamuTe OCHOBHOM WS

e fie [

> BeinonHuTb

=

2. BBeguTe HOBBIN [IP-afipec B coOoTBeTCTBYyOILIEE TT0JIE (C TOMOIbI KHOMKHU
WJIU BPYYHYI0) U HAXKMUTE «IIouCK KOHmMpo.11epa». B 3ToT MOMEHT OUCK Oy/ieT
OCYILEeCTBJISATHCSI HA CETEBOM YPOBHE 110 3aiaHHOMY [P-afpecy koHTpoJ1epa. Bes
HHpopMalysa U3 MaMsATH KOHTpoJuiepa OyAeT yJiajieHa, U KOHTpPoJLiep OyaeT
CBSI3aH C HOBBIM «X031MHOM» - [IK-cepBepom.

[06aB1Tb HOBLINA KOHTpoNnep  MsMeHnTb [ yaanuTb BbibpaHHbIM KoHTponnep WsMeHuTb pexim paboThl KOHTponnepa [AononHuTenbHO B

TN KOHTPONNEpa: CrMcoK A0CTYNHbIX ANA A06aBNeHNa KOHTPONNEPOE (WMPOKOBELLETENbHEIA MOMCK)

Spav.2 v & O6HoBUTL /

| PR T
YkanuTe IP-aapec 1 NopT HOBOro KOHTPOnnepa: MAC |IP ‘ Macka | Watos ]
w2 s .o s : [ 3D 00:08:3A:00:AF:44  192.168.0.68 255.255.255.0 192.168.0.1

‘= Mouck koHTpOoANEpa I
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[Ipu fo6aBeHMHU KOHTpOJIJIepa IporpaMma npeAynpeauT Bac 0 TOM, 4YTO
JlAaHHBIM KOHTPOJIJIEp MOXHO HAaCTPOUThb JAJ pabOThl B JBYX TOYKAX
npoxoza. Bel MoxkeTe BbIOpaTh, UCNOJIB30BaTh 3TOT PEXUM HJIM HET,
TOJIBKO B 3TOT MOMEHT.

Eciv BaM noTpebyeTcl M3MEHHUTb KOJIMYECTBO TOYEK MPOXOJa, BaM
HY>XHO OyJleT YJa/IMTh KOHTPOJIJIEP U3 NpOrpaMMbl U J00aBUTbH €ro
3aHOBO, yKa3aB 3a/laHHbIU [P-azapec.

1. Ilocne fo6aBjieHUMS KOHTpPOJJIepa BBINOJHUTE €ro NepBOHAYaIbHYIO
HacTpoMKy. BbibepuTe TUN TOUYKU NMPOX0/ia, HACTPOUKY UCIOIb30BaHUSA
repKoOHa U KHOIIKU OTKpPBITHA, & TaKXe JJIMTEJbHOCTb yIpPaBJAKIIEro
MMILYJIbCA ¥ BpeMEHHU O’KUJaHUS OTKPBITUSA UJIM 3aKPbITHA ABepHU. Takxe

HeO6XO,£[I/IMO Bbl6paTb THUII CHUTbIBATEJIA.

2. He 3a0yibTe NPpUMEHUTb U3MEHEHUS LA L

0603HaueHus TUNOB To4yek npoxoaa B [10 ajis ABepHBIX 3aMKOB.
= 3aMOK 3JIEKTPOMEXaHUYEeCKUH — 3TO MOTOPHbIE, COJIEHOUHBIE.
® JJIeKTpOMarHuTHble TUN 1 — 3TO HABECHOM 3JIEKTPOMArHuT C

OTRATHAU M NAHKNU

(( )) SEC.RU KopoTkui nyTb K MHopmauum

Ecav koHTpoOJIJIep He 0GHApPYKEH B IporpaMmMe:

1. [IpoBepbTe, NPaBUJIBHO JIM OJKJIIOYEH KOHTPOJLJIED, U yOeJUTECh, UTO OH
paboTaeT KOPPEKTHO (cM. mar 7).

2. [IpoBepbTe HACTPOWKHU JIOKAJIbHON CETU U YOEAUTECH, YTO CBSI3b MEXIY
[IK-cepBepoM U KOHTpOJIJIEPOM YCTaHOBJEHA (CM. Liar 8).

3. [IpoBepbTe NpaBUJIBLHOCTb BbiOOpa IP-aapeca u ceTeBoro nuHtepdeiica Bo
BKJIaZiKe «HacTpoliku» Be6-unTepdeiica Cepsepa. Ecaiv ceTeBoit unTepderic
OTCYTCTBYeT, YCTAaHOBHTe WJIMU IepeycTaHOBUTe 6OubsnoTeky Pcap,
nepesanycture [IK-cepBep 1 npoBepbTe elé pas.

Taxxe [P-afpec KOHTpoOJI/IEpY MOXKHO HAa3HAYMUTh:

a) c noMmoubio nporpamMmmbl «JHT HacTpoiika KOHTpOJIJIEPOB (M3MEHEeHUe
ceTeBbIX HACTPOEK KOHTPOJLJIEPOB)». [lepe/1 UCTIOJIb30BaHMEM 03HAKOMbTECH
C PyKOBO/ZICTBOM N0Jib30BaTeJisl «CeTeBasi HACTPOMKA KOHTPOJIJIEPOB V2»);
6) C MOMOILbI0 KHOIIKM aBTOHOMHOTI'0 IPOrpaMMHUpPOBaHus (oApob6Hee CM. B
PYKOBOJZCTBE 110JIb30BaTes «ABTOHOMHOE porpaMMHpOBaHue
KOHTpOJLJIEpa».

Bce HeoOXonuMble MaTepuasibl Bbl MOXeTe HAWTH Ha HallleM CcauTe

CkayaHo c sec.ru
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1. B pasnene «Kongpuzypayus» >> «Cxemuvl docmyna» >> «/Jlo6agumsb 1. lobaBbTe KJIIOYM [J1 NPOX0/Ja. ITO MOXKHO cZiesiaThb B «blOpo nponyckoe»
cxeMy docmyna» ,06aBbTe CXeMY AO0CTyIa JiJIsl IPOX0Aa. — «Kawouu». S—
2. 3akKpenuTe 3a HOBOW CXeMOM HeOOXOJAUMBbIM KOHTPOJIIED,
nepeMeCcTuB €ro U3 HpaBofI KOJIOHKH B JIEBYIO. KOHTPOAL AOCTYNA™
s e —rr —
[dme . = aera

05.06.2023
14.07,2023
14.07.2023
11.10.2023

[~ WecnonezosaTe Kak “cXeMa No YMONUaHMKD ™ ANA HOBEIX COTPYAHWKOE

14.07.2023
24.07.2023
21.12.2023

|— WcnonezoBaTs kak “cxema no YNOJ’IHEHWO' ANA HOBBIX rocTei

3EKPENNEHHEIE 33 CXEMOI KOHTPOMNEPE!: [ocTynHEle ANA 33KPEMNNEHUA KOHTPOMNEPE:

Ocbic SPA-500 1 12
dev_000B3A00AE4S
dev_000B3AD0AE4T
dev_00CAS6533BDC
dev_00CAD2CAZAF4
|> MNapaaHan

CTonosas SPA-500 2
| |EHTRAMRHRIA ANoxon Aptotpencropt Mhewrr npoxoaoe (250
~ v| BT ® sesnenrndixnos

= ; W > cosema ™ Beeras pspeusats nosTopmsi rpoxos EXT<ode:
& W3mMeHuTE oxemy [ ¥manute cemy : — MokasaTe NOAb3OEATENEN Konmuecr [ Koo safinommposan 3 =
4 Oruerw .
18 Konmerrapuit

24,04.2024

3. He 3a6y1bTe NpMMeHUTb U3MEHEHHUS.
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1. [Ipy HeO6XOAMMOCTH Bbl MOXKeTe CO3/aTh BpeMeHHbIe PeXUMBbI U rpapuKu 1. B paszene «bwopo nponyckoe» >> «Illoab3oeameau» no06aBbTe
JocTyna K o6bekTy. [ sToro saiaute B pasjen «bopo nponyckoe» >> N0JIb30BaTeJIsd U IPUCBOMTE €My BCe paHee BBeJleHHbIe JaHHbIe: K/I0Y,
«I'pagpuku docmyna» 1 HaCTPOHTe HY>KHble NapaMeTpbl. TakKe Bbl MOXKeTe cxeMy A0CTyna, rpadUK Ha TeKYL UK ro (Co3JaHHbIN UIIH «8ce20a»).

% 3HT Konmpors Aocryra - Kt 2 X

KOHTPOAL aDcTYnA™
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BHHU3Y 9KpaHa.

# 3HT Kowrpons goctyn

a - Knnert

KoOHTPOAB aocTanaA™

HoBble faHHble HEO6XOJUMO 3arpysuTb B KOHTpoJuiep. [Iporpamma mnpu
NepBbIX BHECEHHBIX B Hee U3MEHEeHHUAX caMa NpeJJIoKUT BaM 3TO CZeJaTh.
Haxxmute «Hauamb noaHyl0 3a2py3Ky 0aHHbIX» Ha NOSIBUBILIENCA MaHead
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[#] 2 B1opo nponyexos 020 AGpance Apkaniit Cepreesim Sywranrep OmiancoBsi oTaen 1
e 7 Alpaosa Bapeapa Anexcanaposra AanmincToaws (2
0004 Anexcanapos nasen Braamipoein
7770001 AnaepcoH Mamena InaBHbii GyxranTep | ®nHaHcossl oTen
Monszosarem
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B
= 11330
Kavon A6pamos Apkagwii

CooiicTsa nonbsosaTena | @oTo  flocTyn  MeyaThrponyoka  CoBHTMR  Tpadii ANA OTYETOR

fokyMerT  Pacchinka ysenomnermi Gy P

Tpadui AocTyna
% THn nonk3oeaTens: [DomkHocTs: CaolicTeo 1 Tenedo:
| E— =1 [oyranren =k
RomkrocTi [ Moapasaencius B N
TaiensHii Hovep: L Caoiicte 22 E-mals
" [po20 [ouiarcoserit oraen x| Jioo
oKy HEHTbI OTKROHEHUTH camms: Caoiicteo 23 ToriH ans sef-mte
[ABpamos |7.n1
Y] e CaoiicTeo 4 Mapont AnA sed 4T
3. Coermus [Ap<amin |E
Oruectso: Bananc:
E‘ e [Cepreesu: [
8 5. JlononirensHo < | 1| >
[ —— &/ Coxpanus wsmenerma [ Yaani Tens |2 Kaproua nonssosarens
A@HHBIX B F] HauaTk N0AHYI0 3aTPYZKY AAHHEX ] CTATyC CUHXPOHH3aLMH
—_

[l KOppeKTHOM paboThl MNPONYCKHOIO peXHWMa U IOCTPOEeHHUs
OTYETOB B MOHUTOpPHUHIe 00653aTeJIbHO J0/KHbl OTOOpPAa3sUThCA [JiBa
COOBbITHS: «docmyn pa3peuleH» 1 «npoxoad». [locMoTpeTh 3TO MOXKHO B
«Co6bimus1» >> «MoHumopuH2». HaxaTb KHOINKY «3anycmumb
MOHUMOPUH2» A IPUJIOKUTb KapTy K CYUTHIBATEJIIO.

%% 3HT Korrpone goctyna - Knnent

KoHTPOA aocTtydnA™

2 1 Kondurypauws PXE T 8m e
Bpemsa ‘ | ! TENL CobbiTe CynTBIBATEND
[8=) 2 bropo nponyecoe 22.05.2024  Mapaavas \leguerico TaTbeHa  AOCTYN paspelueH f—
= 22.05.2024  Mapaawan lleBuero TaTeaHa  mpoxon sxon
3. CoburTna
22.05.2024  Mapaanas LWeBuerio TaTesHa | AOCTYN paspewen BbiX0A
@ 22.05.2024  MapaaHan lllesuerco TaTeaHa  mpaxon BEIXDA
MoHUTopHHT

KoHTpoJisiep roToB k paboTte. [lojpo6HOE pyKOBOACTBO MO paboTe ¢
IpPOrpaMMOU MOKHO HAalUTH Ha HallleM CalTe Www.entpro.ru.

Ecsn y Bac BOSHUKJIM TPYAHOCTH MPH YCTAHOBKE KOHTPOJLJIEPA 3BOHUTE
+7 (495) 984-76-64 uau 8 800 777-76-58.
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3PA HOBBbIX
TEXHOJIOTUHA
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