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MpumeyaHune: HekoTopble QYHKUMKM, YNOMAHYTblE B LAHHOM pPYKOBOACTBE, MOTyT
OT/IMYaTbCA B 3aBUCMMOCTM OT MOAENM Kamepbl. Hanpumep, ¢pyHKLMA NOBOPOTA U HAK/AOHa
npegHasHaveHa AN Kamep, NoAAepKMBaloWmnX GYHKLMIO NOBOPOTa/HaKNOHa.
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OCHOBHbIe HAaCTPOUKMU

B maHHOM pasgene onucaHbl NoAkAtoYeHMe Balwel |IP-Kamepbl, YCTaHOBKA NPOrpamMmmHOro
obecneyeHns u 6a3oBaA HACTPOMKa ceTu. [pyrMe HaACTPOMKM W 3KcnayaTauua Oyayt
PacCMOTpPEHbI B CAeAYOWNX pasaenax.

Anpumeqauue:

B uenax 6e3onacHOCTV nocsie 3aBeplieHna HUMKEONMUCaHHOW NpoLeaypbl U3SMEHMTE NapoJib
Kamepbl MO YMOAYAHUIO; CM. YCTAHOBKM Kamepbl.

YcraHOBKa o6opyaoBaHusA

OTKpoWTe ynakoBKy. [oaknouMTe Kamepy K MaplupyTM3aTopy C MOMOLLbIO ceTeBoro Kabens
M BK/IOYMTE ee C NOMOLLLbIO CETEBOrO afanTepa, NocTaBiAeMOoro B KOMJ/eKTe.
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IP Camera
Ona Windows

NMouck kamepbl

1. YcraHosute nporpammy IP Camera Search Tool.exe c gucka.

&

IP Camera
Search Tool

2. 3anyctute nporpammy IP Camera Search Tool.
3. Haxmute «Search»(Mouck). OBoMHONM LWeNYOK Ha HanAeHHOMW Kamepe 3anycTuT bpaysep.

[~ 1P Camera Search Tool

SiN NCEB0OHAM IP appec

IPCamera 192.168.0.176:16666
CH4XB5LESILB11PPUFY1  IPCamera 192.168.0.179:7788
bsd1098 IPCamera 192.168.0.161:7777
CH4X81KYDWL311PPUFW]  1@f{iFifchina 192 168.0.164:7777
DF4X9TKYCUFLKIPPUZY1  Iprobot3 2014 192.168.0.130:80
ET4XA1LY1C33)J6PYFPA hsc456 192.168.0.4:7777
EEE IP Camera 192.168.0.166:80

HD&16F 192.168.0.182:88

MoxanyicTa exlfepuTe A F— v| | OTKpbITE |I Mouck
3bIK

HacTpoiika ceTeBkIX NapamMeTpoB KaMep
bl
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Ona Internet Explorer

Ona poctyna K 836 MHTepdelicy Kamepbl BBEAUTE NOMMH M Naponb. 1o ymonyaHuio
no/ib3oBaTeb M Naposb: admin

-
Windows Security I&J

The server 192.168.2.233 at IPCamera_Web requires a username and
password.

Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure
connection).

| |U-;ev name ‘

{8 |Paz.5.wrvd ‘

-3

Remember my credentials

/"% Bugeo . % Hactpai

Bobop A3blka | pycckmii [+
PaspeleHne | 640x450]~|
YacToTa kagpos |30 [=]
Yactotacet [50HZ [+]

2

This webpage wants to run the following add-on: TP Camera Tool Ver2014.3.22' from 'Shenzhen Tengwei Video Technology Co, Ltd.". Allow
What's the risk?

1. [nA npocMoTpa KMBOMO BMAEO HEOobXogMMO 3arpysvTb M YCTaHOBWUTbL NAArvH ans
6paysepa.
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,/§ Bugeo -'\\__ @, Hactpoiiku
I

Bobop A3sika | pycckmit [
Pa3speleHne | 640x480[~|
YacToTa kagpos | 30
Yactotaceth 50HZ [+

P
4 b
q b
b 4
>

S
3} Installing IPCPlayerlEPlugSetup 2.0.0.10 [ e

Welcome to the IPCPlayerIEPlugSetup
2.0.0.10 Installation!

This setup program will install IPCPlayerIEPlugSetup 2.0.0.10 on
your computer. Click Cancel if you do not want to install this
application. Click Next to continue the installation.

WARNING: This program is protected by international copyright
law and treaties.

Unauthorized reproduction or distribution of this program, or any
portion of it, may result in severe civil and criminal penalties and
will be prosecuted to the maximum extent of the law.

Next = | [ Cancel ] “

2. HarKmuTe KHOMKY paspeLlmnTb, YTobbl paspewmnTsb Be6-bpaysep-nnaruH, pabotatowmii B IE.

This webpage wants to run the following add-on: ‘Control name is
not available’ from ‘Not Available'.
What's the risk?

Allow v

3. 3artemBbl yBnauTe XmnMBoe Bn4eo U naHeab ynpassieHUA
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Bo0op A3blka | pycckuit E
Paspeluexne | 640x480(~|
YacToTa kagpos |15 [~]
Yactotacem |50HZ [v]

MaTpynuposatme

KHONKKW naHenu ynpasaeHua

Pexkum npocmoTpa ofHoi Kamepbl. [119 BO3BpaTa K perkumy
NPOCMOTPA OAHOM KaMepbl U3 PeXKMMa NPOCMOTPA YeTbipex
WNN AeBATU Kamep.

]|
s

Pexxum npocmoTpa ueTbipex Kamep. [locne yCTaHOBKM
HACTPOEK HECKO/IbKMX Kamep B 3TOM pPeXMME MOMKHO
NpocMaTpmBaTh BUAEO C YeTbIpex Kamep

onn
aus

Pexum npocmoTpa AeBAaTM Kamep. [locne yCTaHOBKM
HACTPOEK HECKO/NIbKMX Kamep B 3TOM PEXUME MOXKHO
npocmaTtpuBaTh BUAEO C AEBATU Kamep

&, HacTpolku

Ha*KmuTe Ha 3Ty KHOMKY 4N Nepexofa B MEHO HAacTPoeK

M3meHeHne paspeleHMAa 3KpaHa nNpu MNoKase BuAeo.

Resolution
(Paspewenme) JoctynHo 3 BapuaHTa:
640x480, 320x240 n 160x120.
N3meHeHwne FPS Buaeo, T.e., KOANYECTBA KaApoOB B CEKYHAY.
Frame Rate Yem 6onblie yncno FPS, Tem KayectBeHHee BMAeo. Yem

(kappoB B cekyHAay)

Bblle CKOPOCTb Nepeaayn AaHHbIX B ceTn, Tem 6onblie FPS
BUAEO.

Power Frequency
(4acToTa cetu)

BbibepuTe yactoty cetun, 50Hz nnm 60Hz

SEC.RU

KopoTkun nyTb K MHpopmaLmm

CkauaHo c sec.ru




ey
A | JloCTyNHbI 8 KHOMOK HanpaBNeHWA U LeHTPaNbHaA KHOMKa -
N BpaLLaloLLeHNA.
d (o)) D N
~ (poctynHO  ToMbKO  AnA Kamep  C  OyHKUMein
e B | noBopoTa/HaKNoHa)

rarpynipoeaHne
S— BkntoueHune naTpyanpoBaHma

4
<

(moctynHo TONbKO ans Kamep c dyHKUMEN

I;l noBopoTa/HaKNOHa)
YcTaHOBKa M nepexod, K NpeAycTaHOBKe; Kamepa
aEao noaJepskmMeaeT 8 npeaycTaHOBOK.
(SEe7TNS|
Veranoniiepeiimy

OFF @il_JON

BkatoueHmne/BbIkAOMEHNE aBTOMaTUYeckon MK-noaceeTkn

Hopwansho [=] MepeBopoT N306paKeHNA NO ropPU3OHTANN U BEPTUKANIM

Mo yMon4aHuo

a
Bl
affija
Cr i

a

HacTpoitka ApKOCTM U KOHTPACTHOCTU N306parKeHus

MonydyeHue 3ByKa OT Kamepbl
(AOCTyNHO TONbKO ANA Kamepbl C 2-CTOPOHHUM ayamo)

Mepeaaya 3ByKa Ha Kamepy
(AoCTynHO TONbKO ANA Kamepbl C 2-CTOPOHHUM ayamo)

Caenatb cHaNwWwoT ¢ Kamepbl

3anucb BMAEO Ha KOMNbHOTEP, Bbl moxeTe nsmeHuTb nyTb B

EEED

MEHHK HAaCTpPOEK

!

¥ Cosertbl:

Yro TaKoe npenycTaHOBKU?
MpeaycTaHOBKM — 3TO 3aNOMMHaeMble NONOXKEHUA NOBOPOTa/HaKAoHa IP-kamepbl. Mocne
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NMoBOPaYMBATL KAMEPY B KETAEMOE MOJIOXKEHME YrKE HE HYXKHO. [TPOCTO HaXKMMUTE Ha KHOMKY,
KOTOpas COOTBETCTBYET ¥Ke/laeMOMY 3a4aHHOMY NOJIOXKEHMIO, U KAMEPA aBTOMATUYECKU
NepemecTUTbCA B HYXKHYHO TOUKY.

ABTOMaTMyecKkana yctaHoBKa IP agpeca

&

IPC ra
Search Tool

1. 3anyctute nporpammy IP Camera Search Tool.

2. Haskmute «Search»(Mowuck). Boibepute Kamepy.

[~ 1P Camera Search Tool

SN NCEBAOHAM IP agpec

IPCamera 192.168.0.176:16666
CH4XB5LESILB11PPUFY1  IPCamera 192.168.0.179:7788
bsd1098 IPCamera 192.168.0.161:7777
CH4X81KYDWL311PPUFW]  1@{FiFchina 192.168.0.164:7777
DF4X9TKYCUFLKIPPUZY1  Iprobot3 2014 192.168.0.130:80
ET4XA1LY1C33)J6PYFPA hscd56 192.168.04:7777
EEE IP Camera 192.168.0.166:80

HD&16F 192.168.0.182:88

Moxanyicra esifepnte A P— '| | OTKDLITE |I Mouck
3blK
HacTpoiika ceTeBklX NapamMeTpoB Kamep
bl

3. Haxmute «Configure camera’s network settings»(M3ameHUTb ceTeBble HaCTPOWKMU
Kamepbl).

SN NCEEO0HAM IP appec

IPCamera 192.1668.0.176: 16666
CH4XB5LE8JLB11PPUFY1  IPCamera 192.168.0.179:7788
bsd1098 IPCamera 192.168.0.161:7777
CH4X81KYDWL311PPUFW]  1@{iFif china 192 168.0.164:7777
DF4X9TKYCUFLKIPPUZY1  Iprobot3 2014 192.168.0.130:80
ET4XATLY1C33JJ6FYFP hsc456 192.168.0.4:7777
EEE IP Camera 192.168.0.166:80

HD816P 192.168.0.182:88

Moxanyicra eplfepute A pyccKuii v| | OTKpEITE H Mouck
3BIK

| | HacTpoiika ceTeakiX NapamMeTpoB Kamep MonyunTe IP-agpec aETOMAaTHUECKN NOCpe
bl

| ncreom DHCP

CeTeBble HACTPOMKM KOMMEIOTEPa CeTeran MHPOPMALIWMA KaMEepk!

CeTesan kapTa |LocalArea Connectior v| T 2APEC 192.168.0.179

IP anpec 192 168.0.252 Macka nogeetn 255 255.255.0

Macka nogcetn 2552552550 Winwo3 192.168.0.2
LWinw3 192.168.0.2 DNS 192.166.0.2

DNS 202.96.134.133 Mopt 7788
Monk3oeaTent admin Maponke

FIMA none3oBatens no yMonyaqun

0: admin Mapnk no ymonyaxuio: admin

4. Haxmunte «Auto adjust»(aBTomaTMuecKas HacTPOKKa), NPUIOKEHUe NPUMEHUT
KOPPEeKTHble ceTeBble HAaCTPOMKM A/1A Kamepbl.
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Jr . IP Camera Search Tool vg._ [ 1!
lI - 1
I SN NCEBAOHMM IP agpec i I
IPCamera 192.168.0.176:16666
CH4XB5L68JLB1MPPUFYA IPCamera 192.168.0.179:7788
bsd1098 IPCamera 192 168.0.161:7777 L
CH4X81KYDWL311PPUFW)  1@f{iFff china 192 168.0. 1647777 i
DF4X9TKYCUFLKAPPUZY1  Iprobot3 2014 192.168.0.130:80
ET4XAILY1C331I6PYFP hscd56 192.168.0.47777
i EEE IP Camera 192.168.0.166:80
HDg16P 192.168.0.182:88 -
QS:KEJ'WCTE BIOEPUTE A [ coyii -] l OTKpLITE ” Mowck
HacTpolika CeTeBHIX NapaMETPOR KaMep w MonyynTk IP-agpec aETOMAaTMYECKM NOCpE
bl gcreom DHCP
CeTeBLIE HACTPOMKW KOMMLIOTEPA CeTeBan MHIPOPMALMA Kamepkl

Macka nogcetw 255 255 2550

IP appec 192.168.0.252
Macka nogcetn 255 255 255 0 Linwa 192.168.0.2
Wrioa 192.168.0.2 DNS 202.96.134.133

DNS 202.96.134.133 Maopt 7788 AgTo nopGop

Mone3oeatent  admin Mapone oo MpUMeHUTE

MIMA NoNL30BaTENA N0 YMOMYaHW
10: admin

Mapne No ymonyaduo: admin

5. Bseaute MMms Nonb30BaTeNsA U NAPO/b U HaxkmuTe «Apply»(npumeHuTb).

g ™
SN NCEBOOHAM IP agpec i
IPCamera 192.1668.0.176: 16666
CH4XB5LE68JLBT1PPUFY1 IPCamera 192.168.0.179:7788
bsd1098 IPCamera 192.168.0.161:7777 L
CH4X81KYDWL311PPUFW]  1@{iRiFchina 192.168.0.164:7777 1
1) | DF4X9TKYCUFLKAPPUZY1 Iprobot3 2014 192.168.0.130:80
ET4XA1LY1C33JJ6PYFP hsc456 192.168.0. 47777
EEE IP Camera 192.168.0.166:80
I HD&16P 192.166.0.182:88 -
i ES;KEJ'INCTEBHIGSDWTSH pycCkuii .] l OTKpLITE ” Monck ]
[ HacTpoiika ceTeBkIX NapamMeTpoB KaMep Wl MonyunTe IP-anpec aBTOMAaTHYecKn nocpe ||
bl pacreom DHCP I|
| o
CeTeBble HACTPOMKN KOMNETEPa CeTeBan MHOPMALMA KaMepel
|
IP anpec 192 168.0.252 Macka nogcetn 255255255 0
|| Mackanopcer 255 255 255 0 Wnioz 192.168.0.2
|| Lnos 192 168.0.2 DNS 202.96.134.133 [
Il bns 202.96.134.133 Mopt 7788 1
(|
i Moneaceatens admin Mapone s l MpuMeHuTE "l
[ (|

imA none3oeatena No yMonyaHu

! t0: admin Mapnk no ymonyaHuo: admin

e — — —

Hacrtpoiika IP agpeca Bpy4Hylo.

1. Hakmute KHOMKY «IMycK» , 1 WwenkHuTe no KHomnke «lMaHenb ynpaBneHna».

2. HaxkmuTte Ha «LieHTp ynpaBaeHus cetamu u obwmm agoctynom». Ha npeacraBieHHOM
n3obpaxkeHnm KpynHble 3Ha4YKKU. ECnK aKpaH BbIFAAMT NO-APYroMy, U3MeHUTe, Bbibpas
KpynHble 3Ha4YKM B pacKpbIBatoWeMCcA MEHIO B BEPXH
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Flash Player (32 6uTa)

a ApxvBaumsa u

BOCCTAHOBAEHME

[ata v Bpema 'r_’!ﬂ
3awuTHuk Windows ‘\'\W
=4

MaHens 3aaau U MeHIo o
“Tyck™ “k‘/’
Mouta (32 Guta) J‘
CeoficTea obospesaTens ’&
,
W YcTpaHenve Henonaaok E 6]

LieHTp cuxpoHusaLmm

3kpaH

QuickTime (32 6uta)

Bpanamaysp Windows

Jatumnk PacnoAOXKeHWA U
ApyTHe AaTUMKn

3ByK

MNapameTpel
WHAEKCVPOBAHUA

Mpucrynan k pabote

| Cwcrema

YcTpoiicTea M NpyHTepLI

LlenTp cneumansHbix
BO3MOXHOCTER

3nexTponuTaHne

i

LY
4
J

=l

Windows CardSpace
BoccraHoeneHue

Jwncnetuep ycrpoicrs

3Hauku obnacTu
yBeaoMAeHHH

MapameTpbl Nanok
Mporpammel v

KOMMOHEHTbI

CueTunkm 1 cpeacTea
NpoV3BOAUTENLHOCTH

YueTHble 3anmcu
nonb3oBaTenei

LleHTp ynpasaeHma ceTamn
v oBLmM gocTynom

RS

AA3bIK M perMoHabHble
cTaHaapTbl

3. Haxkmute Ha «lMogKaouYeHne No SIOKa/IbHO ceTu»

= 8 &

& & | (

AsTO3aMyCK

TagxeTsl pabouero cTona

[AvcneTuep yueTHbIX
AaHHBIX

Knasmatypa

MNepcoHannzauma

Mporpammel no
YMOAUSHUKO

TenedoH u Mmogem

LieHTp o6HoBAEHMA
Windows

Wnpposatve aucka
BitLocker

MpocMOTP OCHOBHBIX CBEAEHWIA O CETH W HACTPOMKa NOAKIKYEHWA

P.I |
|

—

GERASIMOVPC
(3ToT KoMNBHITER)

MpocMoTp aKTHEHBIX CETEN

JomeHHEA CETh

o

—

4. Haxkmute Ha «CBegeHuUA...»

@

WHTepHer

Twn goctyna:

MogknrYeHna:

U Cocrosmue - MogKADHEHWE NO NOKANLHOMR et

Obwme

NoaknoyeHne
IPv4-nogknoYeHe:
IPvG-NoaKmoYeHue:
CocToaHue cpeabi:
AnuTensHocTk:
CrOpOCTb:

[

AKTHBHOCTB
OTnpasneHa

BaiT: 7716 385 450

WHTepHET

Bes nocTyma K MHTEpHETY

MNoaknio4eHs
22 aHer 14111156
1.0 MauT/fc

MpHHATS

45 784 468 996

’ '&'Csofacrsa ] ['&'DTKJ‘IIOHMTIJ] [ JnarHocTika ]

3aKpbITE

bt

AAMWHUCTPYPOBaHUE

Ipaduka v meaua Intel(R)

Jomawnss rpynna

Mbiws

MoakatoueHns K
yAaneHHsIM pabounm

PacnosHasanmMe peun

¥npaeneHue LUEETOM

LleHTp noaaepsku

WpndTo

MpocmoTp nonHoi KapTel

Il CAKAKYEHWE HNKW OTICAKDYEHHE

WMHTepHeT

o MegknaoyeHne no
NOKaNEHOR CETH

5. Hangute IP agpec Bawero komnbtoTepa, Macky noacetu, LLnto3s n DNS.

4
\

A
4

SEC.RU

KopoTkun nyTb K MHpopmaLmm

11

CkauaHo c sec.ru




' N
CBEASHMA O CETEEOM NOAKAYEHMK @

JLononHUTENEHEIE CESAEHWA O CETA:

Macka nogcema IPvd
Aperpga nonyyeHa
SHOE MCTEKEET

DNScepeepel [Pvd

WINS-cepeep IPv4

DNS-cepeep IPvE

CeoiicTeo 3HaueHwe
Onpegeneqtemd anA no...  atv.au
Ornucanue Realtek: PCle GBE Family Controller
PrsMyecil agpec 30-85-45-40-D5-34
DHCF ernnousH
ec IPvd 152.168.1.107

CryBa MNetBIOS uepes...
INowaneneit |PvE-agpec...
Wntos no yrmonuaHuo (P

2552552550
Zwona 2014 r. 19:45:08

5 asrycra 2014 r. 19:45.03
. 192.168.1.4

192.168.1.242
192.168.1.246

Oa
fel0:8825.eckBe813.d0F8% 11

L

Ha pucyHKe oHM nomeydeHbl KPpaCHbIM.
6. Hactpolite IP Bpy4Hylo, cneaya cieayowmm npasmuaam:

Network Connection Details:

4
\

A
4
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Property

Value

Connection-specific DN...

Subnet Magk

Description Intel{R) WiFi Link 5300 AGN
Physical Address 00-21-6A-37-DB-E6
DHCP Enabled Yes
IPv4 Address - m‘l_
|Pv4 Subnet Mask 255.255.255.0 I
Lease Obtained Wednesday, September 11, 20(13 10:| _
Lease Expires Wednesday, September 11, 20{13 80| ‘
IPv4 Default Gateway |  192.168.2.2 ‘
|Pv4 DHCP Server 192.168.2.2
|IPv4 DNS Sgrvers 202.96.128.166

202 96 134 123
Camera Nefwork Inflormation
IP Addresk I 192. 168. 2‘ 127

1 %1
255. 255. 2565. 0 11

Gateway 192, 168. 2. 2
NS 202.96. 128. 166

Mepsble 3 rpynnbl umdp B IP agpece KOMMNbIOTEPA U Kamepbl AOMKHbI COBNaAaTb. 4 rpynna

undp B IP agpece KoMNblOTEPA M Kamepbl (TOMEYEHO CUHUM).
Macka nogcetu, wto3 1 DNS Kamepbl M KOMMblOTepa AO/KHbI 6bITb OANHAKOBLIMMU.

KopoTkun nyTb K MHpopmaLmm
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Ona MAC OS X

Mounck Kamepbl

1. YcraHosute nporpammy IP Camera Search Tool.dmg ana Mac ¢ CD gucka.
2. 3anyctute nporpammy IP Camera Search Tool.

. IP Camera Search Tool

Y (O -
y L/
Y 2 S N
Applications IP Camera Search Tool Read me

3. Haxmute «Search»(nouck). [BOMHON WeENYOK Ha HalAeHHOW Kamepe 3anycTut Beb

6paysep..
e 0n IP Camera Search Tool 5.3
Information about the computer:
uiD: 001234fff881
Local IP: 192.168.0.154 :
Subnet Mask DNS1 i Saseas
Mask: 5
255.255.255.0 202.96.134.133 Nome: oG
Router: 192.168.0.2 DNS2: 8.8.8.8
) » Name Configure IP: Using DHCP
FN4XAXR64S7BHS6PYFX) 192.168.0.111 IPCamera
bsd1000 192.168.0.143 IPCamera 1P Address: 192.168.0.111
CSCXASHPSSZBIJPPUFM1 192.168.0.114 IPCamera Subnet Mask: 255.255.255.0
bsd1032 192.168.0.129 IPCamera
Router: 192.168.0.2
DNs: 8.8.8.8
Same as the computer
Intemet Port: 7777
Internet Uri: http://FN4XAXR64S7BHS6PYFX).F
Open Camera's Password: Apply

Ona ppyrnx nutepHet 6paysepos

€ Video &, Settings

Select Language | English
Resolution | 640x480
Frame Rate | 5
Power Frequency | 50HZ

IR-LED
Screen Adjusﬁnent

Orientation

U4 .
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Huke npuseaeHbl OCTYNHble GYHKLMW B Pa3inyHbIX bpay3epax.

Internet browser Opyrue
MHOroKamepHbIN pPeXnm v X
2-X CTOPOHHWI 3BYK v x
3anucb Ha KomMbloTe v X
WTamn BpemeHun v X

ABTOMaTHuecKan HacTpoiika IP agpeca

1. 3anyctute nporpammy IP Camera Search Tool
2. Haxmute «Search»(nouck). Bbibepute HaliaeHHy Kamepy B ceTu LAN.

e n IP Camera Search Tool 5.3
Information about the computer:
uiD: 001234fff881
LocalIP; 192.168.0.154 <
e SES FW ver 32.37.2.39
net Mask: INS 1. 2
Ul 255.255.255.0 202.96.134.133 Nome: \PCamera
Router: 192.168.0.2 DNs2: 8.8.8.8
uiD 2 Name Configure IP: Using DHCP
I FN4XAXRE64S7BHS6PYFX] 192.138.0.111 I_llCamen ]
bsd1000 192.168.0.143 IPCamera IP Adcress: 192.168.0.111
C5CXASHPSSZBIJPPUFM1 192.168.0.114 IPCamera Subnet Mask: 255.255.255.0
bsd1032 192.168.0.129 IPCamera
Router: 192.168.0.2
DNS: 8.8.8.8
Some os the computer
Interet Port: 7777
Internet Url: http://FN4XAXR64S7BHS6PYFX).F
Open Comerd’s Password: Apply

3. HaxmuTe «Same as the computer» 417 KOPPEKTHbIX CETEBbLIX HACTPOEK, B 3aBUCMMOCTHU
OT HacTpoekK KomnbtoTepa. BBeagmTe naposib Kamepbl U HaxkmuTe «Apply» (NpUMeHNUTD).

en 1P Camera Search Tool 5.3
Information about the computer:
uib: 001234fff881
Local IP: 192.168.0.154 .
S s FW ver: 32.37.2.39
bnet Mosk: DNS1:
u 255.255.255.0 202.96.134.133 Narme? P
Router: 192.168.0.2 DNs2: 8.8.8.8
uiD P Name Configure IP Manualy
FNAXAXRE4S7BHS6PYFX) 192.168.0.111 IPCamera
bsd1000 192.168.0.143 IPCamera IP Address: 192.168.0.132
CSCXASHPSSZBIJPPUFM1 192.168.0.114 IPCamera Subnet Mask: 255.255.255.0
bsd1032 192.168.0.129 IPCamera :
Router: 192.168.0.2
DNs: 202.96.134.133
I Some cs the computer I
Intemet Port: 17797
Intemet Ur: http://FN4XAXR64S7BHS6PYFX).F
search Open l:amevc: 's Password: Apply ]

HacTtpoitku Kamepbli

&3, HacTpoiiku

Haxmurte KHOMKY HaCTpoeK ana HaCTpOﬁKM Kamepbl.

ObpaTtnte BHMMaHMWe: HekoTopble QYyHKUMKM, YNOMAHYTble B AaHHOM PYKOBOACTBE, MOryT
pa3NMuUaTbhCA B 3aBUCUMOCTU OT MOAEAN Kamepbl.

14
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Cuctema

O ycTpoicTBe

OcHoBHas MHpopmauma 0b ycTpoincTee u cepBmucHan MHbopmaLms

MMA KaMephl IPCamera
AnNnapaTHaA BEPCHA Ver1.3.
MporpaMmmHan BepcHa Ver 1.3.F.0
P2P cepWiAHEIR HOMED CH4XB5L68JLB11PPUFY1
MAC aapec 00-12-34-16-78-81
Wi-Fi cTatyc YCTaHOBKH Wi-Fi
BoGop A3bika pyccruit |- |
Alias Nma Kamepbl
P2P Serial Number P2P naeHTMdUKALUMOHHbBIN HOMEpP

Device Hardware Version | Bepcua nnatbl

Device Firmware Version Bepcua npowmnekn

MAC Address LAN MAC agpec
Wi-Fi Status Wi-Fi cTaTtyc
Nonb3osatenu

ﬂ,06aB/'IEHM€ N U3AMeHeHne Y4eTHbIX 3anucer nonb3oBaTenemn

MmMA nonssoBatens: Maponk:
ANMWHWUCTPATOp sanen
Cnepartop
rocts

MmeeTcs Tpu pasnnyHbIX YPOBHS Nofb3osaTteren.
B cneaytoweii Tabavue yKasaHa pasHuLa mMexay pasHbIMKU YPOBHAMM 4OCTyNa

Kusoe CHUMOK HacTpoiiku 2-x cTop. .
3anucb 3BYK PTZ Hactpoiiku
BMAEO C3KpaHa | BMAeo 3BYK
Admin v v v v v v v v
Operator ' ' v v v v ' X
Guest v v v X v v X X

Cetb

Hactpoitku IP

OcCHOBHble HaCTpOVIKM CeTn Kamepbl

15
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.
Monyu4Te IP-anpec ot Omenwoumte( -} | Brniounts

DHCP-cepeepa

IP agpec 192 168.0. 153

Macka nogceTn 2552552550

LWnko3 192.168.0.2

DNS cepeep 192.168.0.2

Web nopt 7T {0-30000})
Monyunte BknioyeHwe nnu oTkntodeHne nonyyveHune IP-agpeca ot DHCP-cepsepa
IP-agpec ot aBToMaTtuyeckun. Ecnv oHa BkntoveHa, IP-agpec n gpyrme HacTponku He MOryT

DHCP-cepBepa

ObITb U3MEHEHbI BPYYHYIO.

IP agpec

IP apgpec Kamepbl B IOKaNbHOW CETU, MCNOb3YETCA AN NOAKOYEHUSA K
Kamepe B JIOKaJIbHOM ceTun.
YKaxuTe yHUKanbHbIN IP agpec ana Bawielt Kamepbl B JIOKa/IbHOW CETH.

Macka noacetm

Ykaxute MacKy noaceTu cetu, B KOTOpOI;I pacnonoXxeHa Kamepa

LWnto3 no Ykaxute IP-agpec 0CHOBHOrO Lnto3a (MapLupyTusaTopa) Ucnornb3yemMoro ans

YMO/T4YaHUIO nogkrnvyeHunsa yCTpOVICTB, NOAKIMKYEHHbIX K pa3HbIM CETAM U CETMEHTOB CeTU

DNS cepsep DNS (Domain Name Service) obecne4mBaeTt npeobpasoBaHNe UMEH XOCTOB B
IP-agpeca Bawen cetn

Web nopt KoMMYHMKaLMOHHBIN NOPT, KOTOPbIN UCNOMb3yeTcs ANs nepeaady Bugeo u
ayano AaHHbIX

UPnp

COenaTtk NepeHanpaeneHue

MOPTOR BPYYHYH C
noMoLbo UPNP

UPNP cTatyc

OTKJ'II-DLIHTI:.“EKJ'II-DLIHTI:

Succeed!

Universal Plug n Play (UPnP) - aTo apxutekTypa peer-to-peer cetu n 6onee nerkoro nogknio4eH1s

K IP-kamepe 13 nHTepHera.

A O6paTtute BHUMaHue:

UPNP Takke MOXET BNMSATb Ha MapLipyTu3atop uniu GpaHamMayap, MHorga 3TO MOXET
nokasaTb Kak HeydayHylo ctaTtyc. Ecnu ato npowvsoigert, noxanyicra, npobpocste nopt
Kamepbl Ha MapLipyTu3atope BpyyHyt. He BaxHo, UPNP ycrewHo Wiy HeT, 3TO He
MOBNUSIET Ha yAaneHHbIN JOCTyN K kaMepe.

Wi-Fi

HacTtpoika WI-FI coegnHeHun
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CTatyc coedHHEHWA Disconnected

123112'@="3456(100%)
RD(100%)

Funny trip2(100%)
TENVW 2.4G(100%)
Funny trip1{100%)
SINOKEN{97 %)

SSID chusen(97%)
chusen(85%)
HP-HOTSPOT-22-Laser)e
Funny trip2(52%)
TP-LINK_84E29C(46%)

»

m

JLtour(46%)

Abel&Phoebe(46%) -
Cratyc MpoBepuUTb U U3MEHUTL CTaTyc BecnpoBoAHOM CeTH
coeguHeHuA
SSID Bce 6ansnexkalime 6ecnpoBofHble CeTU, BUAUMbIE A5 KAMepPbl
Wi-Fi naponb Maponb unu knoy 6ecnpoBoaHO ceTh

[nAa HacTpoikK napameTpoB obpaTtuteck K NyHKTy Wireless Setup(HacTpoiika
6ecnpoBogHoOIi ceTu)

DDNS

Hactporika DDNS gns yganeHHoro npocmotpa

BcTpoeHHbld DDNS

ggﬁgmh BCTPOEHHbIH Omaouns (g ) Broum
URL scTpoeHHoro DDNS http.//bsd 1038 mytenvis.org: 17789
CTatyc DDNS Update Successfull
CTopoHHMA DDNS
DDNS cepeep None B2
BcTpoeHHbI Ota IP-kamepa noctaensiercsi ¢ 6ecnnaTHbIM BCTPOeHHbIM DDNS. Bebi
DDNS MOXETE BKIMOYUTL Unu oTKMtounTb ee. Ecnn DDNS cTaTyc “ycneluHslin”, Bbl

MOXKeTe NPOCMOTPETL KamMepy U3 UHTEepPHeTa, Nocre Toro, Kak Bbl NpoGpocute

nopTbl Yepes Bal mapLupyTusaTop.

CrtoponHune DDNS | Kamepa nogaepkusaet ctopoHHMe DDNS cepsepa.

!
hd CoBeTbl:

1. YT0 Takoe DDNS?
DDNS (Dynamic DNS) - ato cnyx6a, KoTopasi KOBepTUPYET MHTEPHET JOMEHHbIE NMEHa B
IP-agpeca. Taknum 06pa3om, Mbl He AOIMKHbI 3HaTb cTaTudeckuin IP-agpec, 4Tobbl MPOCMOTPETH

Kamepbl Yepes cooTBeTcTBYOWME DDNS-cepBepa.

17
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HaCTpOﬁKM CUTHaNn3aunm

HaCTpOﬁKM CUrHaamsauuum

OeTeklWA ABUKEHUA

HyYBCTEMTENBHOCTE

OeAcTEME NC TpeBOre

3BYK NpeaynpexaeHus

3anyck No TpeBore

OnogelleHWe no E-Mail

BhIrpy3uTh (DOTO HA CEPBED

FTP

OTENHOYWTE “ BEMHOYUTE

3 HOpMEII'II:.J'II—E

—

OTENHY WTh( ' | BENHOYMTE

——

OTEMHY WTE| ' | BENHYMTE

—_—

OTEMMOY T ' | BENHOUMTE

—_—

OTEMHOY WTh| ' | BENHOYMTE

Mepexos k NpeayCTaHoBKe Het [=]
MHTEepBan 3arpy3k1 15
(CexyHa)
PacnucaHue
.
Pacnucadue OTkmioumTe( - ) | BrniowuTs
BKOUUTL BKAOUUTD MW BLIKOUYUT CUTHANN3ALMIO MO AETEKTOPY ABUMKEHNA
CUrHaNN3aLUMIo
YyBCTBUTENIBHOCTb YyBCTBUTEIbHOCTb CUTHANN3aLLMMN MO AETEKTOPY ABUMKEHUA.

MpeaynpeanTenbHbIi
CUrHan

npeaynpexaatoLLmnii curHan Ha cTpaHuLe XuBoro Buaeo B Internet
Explorer

OnoeelyeHne no
3NEKTPOHHOW NoyTe

OTnpaBsKa doTorpadmm Ha ykasaHHbI agpec SNMeKTPOHHOM NoYTbI, korga
Kamepa pacnosHaeT ABMXKEHMUS

3arpysKka CHUMKOB Ha

OTnpaska cHMMKOB FTP cepBep, ycTaHOBMEHHbI 3apaHee, korga

FTP cepsep Kamepa oOHapyXnBaeT ABUXKEHUE.

Mepexon B MepemelyeHne Kamepbl B 33aHHYIO TOUYKY MOCAE TOro, KaK Kamepa
npeAycTaHOBMEHHYO | 0BHapyKMBaeT aABuxKeHMe (3Ta GyHKLMA AOCTYyNHA ToNbKo gas PTZ
TOYKY IP-kamep).

UHTepBan 3arpysku UHTepBan ana 3arpyskn cHUMKoB Ha FTP cepsep

(cekyHa)

PacnucaHune BKAtoueHWe pacnucaHus gns obHapyKeHUa ABUKEHUS

Hactpoiiku Email

Mocne curHana TPeBOrn NpPU 06HaPYKEHUU ABUMKEHMSA, Kamepa ByaeT OTNPaBAATb CHUMKM

3/IEKTPOHHYIO MOYTY.
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Email aapecxx@xxx.xxx)

Email napone

SMTP cepsep [~
SMTP nopt 25

TLS
Transport Layer Security Gmail nonaep#ueacT STARTTLS Ha 25/587 nopT 1

NpoToKoN TLS Ha 465 nopT

| CoxpaHuTb M TecT |

Otnpasutenb (XxXx@xxx.xxx) | Email agpec ons otnpasku TPEBOMM MO SNEKTPOHHOW Mo4Te

SMTP cepsep agpec cepsepa SMTP

SMTP nopt CepBsucHbI nopT SMTP cepsepa

be3onacHocTb MpoTokon wudpposaHna SMTP cepsepa
TPAHCMOPTHOIO YPOBHSA

HeobxoanmocTtb HeobxoanmocTb ayTeHTUdMKaL MM OTNPaBUTENS
ayTeHTUKaLuu

SMTP naponb Maponb 3N1eKTPOHHOM NOYTbI OTNPABUTENA

SEC.RU

HacTtpoiika curHanusauymm Ha E-mail

Email agpecoa @ o) your_email@gmail.com
Email naponk sessesenel
SMTP cepsep smtp.gmail.com @gmail.com E
SMTP nopT 587
STARTTLS
Transport Layer Security Gmail nogaepxueaet STARTTLS Ha 25/587 nopT u

npoTtokon TLS Ha 465 nopT

| CoxpaHuTb W TecT |

Sender : Agpec No4TOBOrO fALWMKA OTNpaBuTens. PekomeHayetca ucnonb3osatb Gmail, Yahoo
W opyrve pacnpocTpaHeHHble YCayry 3/IeKTPOHHOM NOYTbI B KAaYeCTBe aapeca OTnpaBuTens
3NEKTPOHHOM NOYTHI.

SMTP cepBep: SMTP (cokpatieHue ot Simple Mail Transfer Protocol) paboTaeT Kak nocT
accUCTeHTa, 06paboTKa OTNPABKM NOYTbI OT KAMEPbI K CEPBEPY INEKTPOHHOMN NOYTHI.
SMTP-cepBep Noay4aeT UCXOLALLMX COOBLLEHNIN SNEKTPOHHOM NOYTLI OT NOJIb30BaTeNEN,
ONA KOTOPbIX OHM NpefHa3HayeHbl.

Ecnv Ball NOCTaBLUMK YCAYT 3/IEKTPOHHOM NOYTbI HAX0AMUTCA Ha NybanyHom cepsepe, Bbl
MoXeTe HainTh IP-agpec noytosoro SMTP-cepeep nposaiigepa nan DDNS ot Google.

Ecnu Baw nocTaBLLMK YCAYT 9AEKTPOHHOM NOYTbI YaCTHbIM, Bbl MOXKETE
NMPOKOHCYNbTUPOBATLCS C NPOBANAEPOM YCAYT S/IEKTPOHHOM NOYTHI B CNYXKOE NoanepKKu
K/INEHTOB.

SMTP nopT: cepBUCHbI nopT SMTP cepsepa.

Transport Layer Security: npotokon wuédposaHmna SMTP-cepsepa.

SMTP naponb: Maponb, KOTOPbIN Bbl UICNOAb3YETE ANs BXoga Ha SMTP-cepBep, KOTOpbIi
TaK¥Ke ABNAETCA NAPOAeM 3/1EKTPOHHOM NOYTbI OTNPABUTENS.

BepHuUTECH B MEHIO HaCTPOMKM cUrHaamnsaumm u skaounte Onosewenmne no E-mail ans toro
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LeTekuna ABMHEHNA

YHyBCTBMTENEHOCTE

4TOBbl 3aKOHUYNTL HAaCTPOMKM OMOBELLEHMS .

OTKJ'IFDHHTI:.“EK.I‘IHJHHTI:.

3 HOpMEIJ'IhJ'H—E

[eWcTBHe NO TpeBOre

—

351‘”{ npeaynpexaeHna OTKJ'IHJLIHTbi ' 1 BENHOYMTE

—

3anuck No TpeBOre OTemiounTe( -} | BrmounTs
OnoeeweHue no E-Mail OTKﬂmHHTb“BKﬂmnTb
Brirpy3uTe @OTO HA CepBep ommowrel® I ExnoumTs
FTP u
Mepexos K NpeaycTaHoBke Her [~]
MHTEpBaN 3arpy3ku 15
(CeryHn)

PacnucaHWe

—

PacnucaHue OTRMHOUNTS | ' BrrounTh

ACOBET:

1. Tloxanyncta, nonpobyrite elle pas, eCnmn NoSBUIOCh COOOLLEHNE “HET COEQUHEHNS K
SMTP-cepsepy!”

2. ToxanyicTta, NnpoBepbTe OCHOBHbIE CETEBblE MapaMeTpbl KaMepbl, ECNN OHa He NpoLLa TecCT.
3. MoryTt 6bITb HEKOTOPbLIE 3aAEPXKKM CUrHana TpeBorn nNpu obHapyXeHnn ABMXEHUS, NOCKONbKY
OHO CBSI3aHO C COCTOSIHMEM CETU U Ka4yeCTBOM OBCMYXXMBaHMSA NpoBaaepOM 3NEKTPOHHOM NOYThI.
OTO HaxoamuTcs BHe KOHTpons |P-kamepbl.

4. Ecnu Bbl BCE €LLe HE MOXETE MNomnyynTb NobOoN ONoBELLEHNE NO SMEKTPOHHON NoYTe nocne,
noxxanyncra, npoeepsTe cnaM-AaWwmK, 1 4obaBuTb agpec aMeKTPOHHOW NOYThI OTNPaBUTENS B
CNUCOK JOBEPEHHbIX aApecoB 3NEKTPOHHOW NOYThbI nony4aTens.

Hactpoiiku FTP

FTP-cokpawieHue ot File Transfer Protocol, ncnonbayetca ona nepegayn dannos Mexay
KoMmnbloTepamu B ceTu. Bbl MoxeTe 3arpyantb cHUMKN Ha FTP-xpaHunuwe. Takum o6pasom, HeT
HeobXoAMMOCTY AepXaTb KOMMbIOTEP BKMOYEHHbIM NPU 0BHapYXeHUN ABUXKEHUS.

FTP cepepr

FTP nopt 21
FTP nonb3osatens
FTP napnb
Manka 3arpy3ki Ha FTP I
e
FTP cepsep Appec FTP cepsepa

FTP nopt (no Mopt FTP cepsepa

ymonaHuto 21)

FTP Uma Mma nonb3osatena FTP cepsepa

SEC.RU
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nosb3oBaTenAa

FTP naponb

MNaponbFTP cepBepa

FTP Manka 3arpy3sku

MNManka 3arpyskun Ha FTP

HacrtpoiiKa curHanusaumm Ha FTP

FTP cepeepr your.ftp.com
FTP nopt 21

FTP nonesoeatent test

FTP napnb vens
[Manka sarpy3kn Ha FTR /

| CoxpaHuTs 1 TEC'I|

FTP Server: agpec FTP cepBepa

FTP Port: KomMyHMKaunoHHbIN nopT FTP cepsBepa, No ymonyaHuto nopt 21.

FTP User: ims nonb3oBatens ansi Bxoga Ha FTP-cepBep, KOTOPbIA MOXET NoTpeboBaTbCs C
FTP-cepBepa nposanigepa.

FTP Password: Maponb ansa Bxoaa Ha FTP-cepBep, KOTOPbIN MOXET noTpeboBaTthesl ¢
FTP-cepBepa nposanigepa.

3aTteM HaxmuTe KHomnKy «CoxpaHuTb 1 NpoBepuTb». Ecnn nosiBunack Hagnuck: “ycnewHo”, 3HauuT

HacTpovikn FTP cgenaHbl BEpHO.

BEmpm =

|7 192.168.0.111:7 07t

|

m
[%5]
[+1]
%]
T
1%;]
i
=
@
(el
=
=
I

:

ftp test: send ok

close

BepHuTECH B HACTPOWKM CUrHaNM3aummn 1 BKIoUYMTe 3arpysky CHUMKOB Ha FTP cepBep ans

3aBepLUeHNsi HACTPOWKM.

OeTeruna ABMMEHUA

YyBCTBMTENBLHOCTE

[edcTEME NC TpeBOTe
3BYK NpegynpexaeHHA
3anuck no Tpeeore

OnoeellleHHe no E-Malil

Boirpy3ute hoTo HA CEPBED
FTP

DTmmuMwaEmmumb

3 HDpMEIJ'II:.J'II—El

—_—

CITK.I'II-D'-II-"ITbi '. | BHIMHOYWTE

—_—

OTKJ'IFCI'-II-"ITbi 'l | BKMHOYWTE

—_

OTmmuuTbi 'l | BEMHOUWTE

OTmmuHwaEmmuuTb

Mepexod k NpefyCTaHOBKE Het E|
WMHTEepBan 3arpy3ku 15
(Cexyna)
Pacnucanue
T,
PacnucaHue OTKJ'II-CI'-II."ITbi ' | BEMEOYUMTE

( )) SEC.RU KopoTkun nyTb K MHpopmaLmm
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A BHumaHue:

1. MNoxanyncra, NnpoBepbTe OCHOBHbIE CETEBbLIE NapaMeTpbl Kamepbl, TECT He MpoLUen.

2. FTP-cepBep npeanaraet FTP npoangepa. Mbl He npegoctaensiem cepsuc FTP.

3. lMNoxanyncra, ybegutecb, 4TO Kamepa ynonHOMOYeHa 3arpyatb CHUMKW. Ons nogpobGHowm
nHopMaLmK, Nnoxanyncra, NPOKOHCYNLTMPYNTECh C NpoBariaepomM FTP-cepeepa.

MpocMoTp HECKONIbKUX Kamep

Camera 1 [local camera]
Camera 2 S n
Local Search: IPCAMA44(192.168.2.94) -
IP Address: 192 168.2.94
Web Port 81
Username: admin
Password: [ITI11]
Camera 3 S n
Camera 4 S n
Camera 5 S n
Camera 6 S n
Camera 7 S n
Camera 8 S n
Camera 9 S n
MouncK B NOKaNbHOM Bce MJPEG IP Kamepbl B Ballen N0KaibHOM cetu
cetn
IP agpec: nopt IP-agpec kamepsl, unv DDNS.
MNopt MopT Kamepbl
NUma nonb3osatens Mma nonb3oBaTensa Kamepbl
Maponb Maponb Kamepsbl

A BHumaHue:

OTa KoHuUrypaums 4oCTynHa Tonbko Ans 6paysepa IE.

AononHutenbHoO

Hactpoitku NTP

HacTpolika BpemeHM Kamepbl
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Tue Aug 12 15:13:37 GMT 2014

Terywee Bpema
K}LU' p | CHHXPOHLBHPOELHTI: C XOCTOM

Yacoso# noAac (GMT+08:00) China Coast, Hong Kang E

www.ntp-server.net

NTP cepeep ex:time.nist. gov
ntp0d.broad. mit edu
time.stdtime.gov.tw
MHTEepBan
CHHXPOHU3AUWMH 24 E|
(Hacos)

NeTHee Bpema 0

TeKyu.l,ee BpemAa BpeMﬂ 1 oarta KamMepbl, Bbl MOXETE Ha)XXaTb CUHXPOHU3NpoBaTh C MK

YacoBoli nosc YacoBoii Nosic MecTa, e HaxoamTcs kamepa,

NTP cepBep Bbibop NTP cepsepa

WNHTepBan MHTepBan aBTOMaTUYECKaA CUHXPOHU3ALUN BPEMEHM
aBTOMaTUYecKas
CUHXPOHU3aUMK
BpemeHun(4acoB)

MNepexoa Ha neTHee [o6aBunTb NpaBunbHoOEe BpeMms, Hanpumep, 60 nnm 30, npu
Bpems nepexoge Ha feTHee BPeMs

!

¥ Cosertbl:

1. TaK Kak Kamepa UMeeT BCTPOEHHbIN aKKYMYyNATOP, BPEMSA, COXPaHEHHOE B MaMATH,
MOMeT ObITb NOTEPAHO, KOFAA KaMepa BbINOMHAET COPOC HACTPOEK NO YMOHAHUIO. .

2. YroTakoe NTP cepsep?

NTP-cepBep-3TO KOMMbIOTEP, KOTOPbLI CYNTBIBAET pearibHoe BpeMS C 3TaNOHHbIX YacoB U

pacnpocTpaHseT aTy MHOpPMaLUMIO ANs CBOUX KITMEHTOB C MOMOLLbI0 ceTu. Kamepa moxeT

nony4YnTb ToMHOE Bpems Yyepe3d NTP-sever, npeanarasd BpeMeHHbIe 30Hbl ero PacrnosioXeHus.

O6HoBneHue NO

OBHOBUTE YCTPOWCTBO [0 NOCHEAHEN BEPCUM NPOLLUMBKMX, KOTOPYH MOXHO HalTW Ha Hallem
odmumanbHOM canTe.
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COpOCHTE HACTPORKKM J0

33B0ACKHX
Mepesarpy3ka
OBHOBHTE NPOLLKBKY
YCTpORACTEA [ OBHOBMTL |

Mpumeyanie: 1. MNoxanyicTa, BuldepUTe NPaEUNbHLIA NaKkeT 00HOBNEHWA NPOAYKTa
COrMacHO MOOENN KaMepb.
2. Mcnone3ywTe ceTeson kabenkb (He WI-Fi) B npouecce oOHOBNEHWA.
3. YOeguTeck B OecnepeDOHOM NUTaHNMK B NpoLecce 0DOHOBMNEHKS.
4. BeCb NpoLect MOXET 3aHATE OKONO 1 MUHYTHL. MNoKanyAcTa, NOSOXaOUTE,
NoKa KaMepa Nepesarpy3uTca.
5. MaowanyicTa, oGpaTuTeck K cNeuManucTam B cnyyae oLnoKu
00OHOBNEHMA.

6. OTBETCTBEHHOCTE 33 HEMCNPABHOCTEL KAMEpPbl M3 33 HENPaBUMHOTO
00OHOBNEHWA NEXUT HA NONb30BATENE.

BoccTaHoBrneHume C6poc HacTpoeK A0 3aBOACKMX
3aBOACKMX napamMmeTpoB

MepesarpysKka MNepe3arpy3Ka Kamepbl
O6HoBsneHne NO O6HoBneHune MO ycTponcTea
yCTponcTBa

ABuumaHMe:

1. NoxanyiicTa, BbiGEpUTE COOTBETCTBYHOLLMIA NMAKET C NPOLUMBKOW Ha OCHOBE MOAENW Ballen
Kamepbl.

2. MoxanyicTa, ybeauTechb, 4TO Kamepa nogknoyeHa kK MapLupyTmMsaTopy Yepes ethernet-kabenb.
3. He otkntovanTte anekTponutaHue N NOAKIOYEHME K CETU BO BpeMst 06HOBMEHMsI!

4. Becb npouecc 06HoBReHUs1 3aHnMMaeT okorno 1 MuHyThl. Kamepa nepesarpyautcs nocne

3aBepLueHnsi 0OHOBEHUS.

MyTb AgnAa 3anucu

3anucb Ha KOMMbIOTEP NOAAEPKMBAETCA TONbKO B Bpaysepe Internet Explorer.

FA

[ Bribpats U coxpaHuTs ]
G

I Bribpats U coxpaHuTs J

[MyTb ANA 38NMCK

MyTk 3aNKCK No TpeBore

MyTb 3anucm Manka Ha3HavyeHua gna 3anucum
MyTb 3anucum no Manka Ha3HavyeHMA anA 3anmMcu No Tpesore
Tpesore

ABuumaHMe:

Ecnu ato He paboTaer, noxanyicta, 3aanyctute |E oT umMeHn agMmmHucTpaTopa. [NpaBow KHOMKOM
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MblLn 6paysep IE 1 BbIGpaTh 3anyck OT UMeHW agMUHUCTpaTopa

O pyrue HacTpoiku

OTo0pa3nTh HA 3KpaHe e gl

MIHOWKATOP NUTaHKA COTHMOYMTE ) BKNHOYWTE @ Murats

MepeiTH K NpeayCTaAHOBKE

Nocne 3arpy3kn <-Buibpate-—-> ||

CropocTe PTZ 2 HopmaneHo |E|
NHbopmauma Ha MoKa3sbiBaTb MHPOPMALMIO KamMepbl HA BUAEO
3KpaHe
NHAanKaTop NUTaHMA YnpasaeHne NHANKATOPOM NMUTAHUA
Ckopoctb PTZ HacTpoiika ckopoctu PTZ
MepelT K 334aHHOM BkntoyeHue n BblbOp 3a43aHHOM TOYKM
TOYKe Npu 3arpyske
Kamepbl

A4 [ [
Hactpouku Wi-Fi
1. Mepeigunte Ha cTpaHMLUy HacTpolku Wi-Fi.

CTatyc CoemMHEHNA Disconnected

ssiD (=]

e

OBHOBMTE
2.  Haxmurte Bbibepute Bawy 6ecnpoBoaHylo ceTb. Beegute naponb
6ecnpoBogHon cetn. Haxmute kHonky " CoxpaHutb " 1 JoXAMTECH Nepe3arpyskn kKamepbl.

CTaTyC COEOUHEHNA Disconnected

SINOKEN(100%) -
12312'@="3456(100%)
TENDC 2 AGN0%)

|
LTIy Wi T Tuu oy
chusen(91%)
chusen(91%)

SSID Funny trip2(65%)
Abel&Phoebe(58%)
rujun{5s%)
TP-LINK_84E29C{52%)
HP-HOTSPOT-22-LaserJe
Funny trip1{52%)
JLtour(38%)

BXDSZ(38%) <

m

Wi-Fi naponk

3. Tocne nepesarpysKku, eciuM CTaTyc coeauHeHuA nokasbiBaeT SSID, 3To 03HavaeT, uTo
Kamepa ycnewHo noAKA4eHo K 6ecnpoBoaHOM ceTu.

CTaTtyc coedUHEHHA Connected<—-=RD

SSID (=]
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HacTtpouka maplipyTtusaTtopa

Mpobpoc NopToB B pacnpPoCTPaHEHHbIX MapLpPyTU3aTopax

Mperkae 4em HacTpoOUTb MepeHanpaB/ieHMe MOPTOB BPYYHY, NOXanyihcTa, nposepbTe 2
BeLM.

1. VY6eautecb, 4TO Bbl 3HaeTe bpeHA U mogenb maplpytmsaTtopa, URL-agpec goctyna,
NIOTVH M Naponb. Ecam Bbl He 3HaeTe Mx, NOXanyihcTa, NoAy4YMTb CNPaBKy OT NpoBaiiaepa Uau
npoun3BOANTENA poyTepa.

2. Hawngute IP agpec n nopT Bawen Kamepbl. Y3HaTb Bbl 1 moxeTe B nporpamme IP Camera
Search Tool.

Mony4uTs IP-anpec ot OTEMHYHUTE ) BEMHOYMTE
DHCP-cepeepa U

IP agpec 192.168.0.153

Macka noAceTH 2552552550

Lnto3 192.168.0.2

DONS cepeep? 192.168.0.2

Web nopT 7777 (0-30000)

IP 1 NopT kKaMepbl 04eHb BaxkHbI A8 Npo6Gpoca NopToB.

DOna Apple Airport Extreme unu Time Capsule

3aaute B finder 1 BBegute Airport B ctpoke " nouck " n Haiaute Airport Utility.
MepeKkatounTeCh B PaCLUMPEHHbBIN PEXUM
BbibepuTe onumto Port Mapping.

AirPort Utility - Airport Base Station

® m El @

AirPort Internet Printers Disks | Advanced Find a setting

! Logging & Statistics | Port Mapping |MobileMe 1Pv6 |

If you want computers outside your network to access specific devices on
your network, click Add (+) and enter a service and port.

Allow: Description
] Camera 1
[ Camera 2
z Camera 3 Wireless
Z Camera 2 Wireless
Z Camera 1 Wireless

-] Edit

@ (" AssistMe... ) (" Revert ) ( Update )

JobasbTe cepsuc ans IP Kamepbl.
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Port Mapping Setup Assistant

Choose a service from the pop-up menu or enter the public and the private IP
address and ports that you want to map between.

Service: | Choose a service v

Public UDP Port(s): &1

Public TCP Port(s): &1

Private IP Address: 192.168. 1. 2359

Private UDP Port(s): 81

Private TCP Port(s): 81

oo B ( i b
[ Cancel ) Go Back { Continue )
RTINSl e R NI

Service: BbibepuTe cepsuc

Public UDP Ports: nopTta Kamepbl
Public TCP ports: nopTta kamepbl
Private IP Address: IP agpec Kamepbl
Private UDP ports: nopta Kamepbl
Private TCP ports: nopta Kamepbl

Port Mapping Setup Assistant

Enter the description for this port mapping entry.

Description: Camera
[ Advertise globally using Bonjour
Service Name:

Service Type:

When you are finished, click Done to save your port mapping entry.

( cancel ) ( GoBack ) ( Done
S —

!

¥ CoserT:

He 3abygbTe Ha)KaTb Ha KHOMKYy " 0B6HOBUTbL " Mmocne BHECEHWS 3TUX M3MEHEeHWM, YToObl

3arpysuTb MX Ha CBOW MapLupyTM3aTop.
Ona D-link poytepos

OTKpoinTe Beb-b6paysep, Takoi Kak Internet Explorer mnm Chrome. Beeaute BHYTPEHHUM
IP-agpec MmaplipyTuM3aTopa B afgpecHol CTpoke Bawero 6paysepa. [Ons  D-link
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MapLLpyTU3aTOPOB, 06bI4HO, 3TO http://192.168.0.1
1. Haxmwute Advanced - Virtual Server

ADVANCED TOOLS

The Virtual Server option allows you to define a single public port on your router for redirection
60 an ntemal LAN IP Address and Private LAN port if required. This feature is useful for hosting
ges such as FTP or Web Servers.

Name
| 1P canera ) << | Application Name

IP Address
192.168.0. 233

L<< | Computer Name

Name: 370 npocTo Ha3BaHue, BBeauTe nioboe ums ana npobpoca nopTos,
Public: nopT Kamepbl

Private: nopt kamepbl

Protocol: TCP

Schedule: Bcerga

Inbound Filter: Bceraa Bce

Haxkmute Save Settings

Ona Huawei poytepos

1. BseguTe BHyTpeHHUI IP-agpec maplipyTMsaTopa B aapecHOW CTpoke Beb-bpaysepa.
[na 3Tnx poytepos, 06bluHO, 310 http://192.168.1.1
2. Haxmute Advanced - NAT, 1 HaxkmuTe Port Mapping

Advanced > NAT > Port Mapping
ALG DMZ Port Mapping Port Triggering
i Status
Port Mapping New Remove
Basic Interface  Protocol Remote Host  External Pot  Internal Pot  Infernal Host  Mapping Name  Enable
A Settings
b Admces —
Routing Interface:  nas_0_38 (v Protocol. | TCP -
Flrewal Exdemnal pot 21 Internal port | 192, 163, 1. 239
NAT
Internal host 81 Remote host
DDNS
IGMP Mapping name:  TENVIS
s
SNTP

Name: Bce, 4TO Bbl XOTWUTE, 3TO MPOCTO Ha3BaHWe, Hanpumep. IP-kamepa
Public: http nopT kKamepsbl, Hanpumep 81
Private: http nopt Kamepbl, Hanpumep 81
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http://192.168.0.1/
http://192.168.1.1/

Protocol: TCP

Schedule: Bceraa
Inbound Filter: Bceraa sce
HaxmuTe Save Settings

DOna poytepos Linksys W-cepun

3. BseauTe BHyTpeHHMI IP-agpec maplipyTMsaTopa B agpecHoOi cTpoke Beb-bpaysepa.

[na mapupytnsaTopos 3Toi cepun, 0bbi4uHo, http://192.168.1.1

1. HaxmuTte Application & Gaming n HaxxmuTe Single Port Forwarding

Applications &

Wireless G Broadband Router with Ranc

Access

Setup Wireless

Gaming

Single Port Forw arding |

Single Port Forwarding

Security

Port Range Forw arding

Restrictions

Applications & Ad

Gaming

Fort Range Triggering |

App]icalion Name External Port | Internal Port Protocol To IP address Enabled
Mone 182 188 . 1. 0
None 192 . 188 .1 . 0
None 192 . 168 . 1. 0
None 182 185 1 0
None - | 192 . 185 .1 . 0
IF Camera 81 51 TGP« |92 . 168 . 230 &~ n

TGP 492 188 .1 . 0

TGP+ [192 . 158 . 1. O

TGP« fq92 . 188 . 1. 0

Application Name: Beeaute ntob6oe Ha3BaHue, Hanpumep IP camera,

External Port: nopT Kamepbl
Internal Port: nopt Kamepbl
Protocol: TCP

To IP address: IP agpec Kamepbl
Enabled: Bkntountb

Ona Netgear Routers 1

1. BseauTe BHYTpeHHWI IP-agpec mapupyTM3aTopa B afpecHOi CTpoke Beb-b6paysepa.

[lna mapLipyT13aTopos 3Toi cepun, 0bbIvHO, http://192.168.1.254

2. Haxmute Port Forwarding/Port Triggering nan Port Forwarding. Bbi6epute Port

Forwarding v Bbibepute Add Custom Service

« » SEC.RU

KopoTkun nyTb K MHpopmaLmm
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NETGEAR

I router manager
B 54 Mbps Wirgless Rouler

Schedule | Port Forwarding f Port Triggering

Router Status

Please select the senvice type

Attached Devices & partForwarding

Backup Settings

© Port Trigaering

Sat Password
Router Upgrade Sernvice Name Server IP Address

| Age-ot-Empire 5| [192 |12 1 | Add |

Wireless Settings

Wireless Repeating [ ll Semnvice Namea | Start Port [ Endd Port l Server IP Address
Function

Port Forwarding /
Part Triggering

WAN Setup | Add Custom Servica ||
LAN Setup

nnn

EditSerica | Delate Sanice |

Port Forwarding
Basic Settings
Wireless Settings
WPS Settings Active Forwarding Rules

Wi-Fi Multimedia 'Name |Start Port End Port |Protocol [Local IP Address

Gateway Status Choose Predefined Service

Connection Senice |-SERVICES- =l
Set Password

Backup
Event Log
Diagnostics

IAdd Custom Rules I
Name |StartPort [End Port [Protocol |Local IP Address

| ! [Both ~] 192.168.0.
Wireless Settings

Dynamic DNS [ Add | Deete | Reset |
MAC Filtering
IP Filtering

Part Rlnckinn

Port Triggering
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Port Forwarding

Basic Settings
Wireless Settings

WPS Settings Active Forwarding Rules
Wi-Fi Multimedia 'Name |Start Port [End Port |Protocol |Local IP Address

Gateway Status Choose Predefined Service

Connection Senice |-SERVICES- =~
Set Password

Backup
Event Log

IAdd Custom Rules |
Name |StartPort|[End Port |Protocol |Local IP Address

I | | [Both ~] 192.168.0.]
Wireless Settings ' .

Dynamic DNS [ Add | Detete | Reset |
MAC Filtering
IP Filtering

Part Rlnckinn

Diagnostics

Port Triggering

3. Caenatb npobpoc nopToB

NETGEAR

revier manager
54 Mbps Wireless Rovuter

Block Services <
Forts - Custom Services

Schedule
T

: Sepice Name ﬂ IF Camera
Rauter Status Senice Type m
Attached Devices Starting Pont [ a1 (185538
Backup Settings Ending Port ﬂ 81 {(1~65538)
SatPascword Sener|P Address 192 | [168 |1 [ 239
Router Upgrade

Apply | _Cancel |

Wireless Settings

Port Forwarding /
Paort Triggering

WAN Setup

Unn
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Port Forwarding
Basic Settings

Wireless Settings
WPS Settings [ Active Forwarding Rules

Wi-Fi Multimedia |Name ;stért Port [End Port |Protocol |Local IP Address ;

Gateway Status Choose Predefined Service

Connection Senice |-SERVICES- =l
Set Password

Backup
Event Log

ladd custom Rules |
IName [Start Port [End Port [Protocol |Local IP Address |
ElIPCameraél 81 }l 81 “BOUWL“192.168.1.|F-
Wireless Settings

Dynamic DNS | Add I Delete] Resetl

MAC Filtering

IP Filtering

Port Blocking
Port Forwarding
Port Triggering

Diagnostics

Service Name: Beegute ntob6oe HasBaHue, Hanpumep IP camera,
Starting Port: nopT Kamepbl

Ending Port: nopt kKamepbl

Service IP Address: IP agpec kKamepbl

Ona TP-Link Routers 1

1. BseguTe BHyTpeHHUI IP-agpec maplipyTMsaTopa B aapecHOM CTpoke Beb-bpaysepa.
[na mapuipyTnsaTopos 3Toi cepuu, obbiuHo, http://192.168.1.1
2. Haxmute Forwarding - Virtual Servers

TP-LINK

Status

Quick Setup

Virtual Servers

Network Note: Make sure the nat is enable if you want the Virtual Servers configuration take effect
Dual Band Selection

Wireless 2.4GHz
" - ID  Service Port Internal Port IP Address Protocol
Wireless 5GHz
DHCP

USB Settings
MAT | Add New.. | | Enable All Disable Al Delete Al |
Forwarding

Virtual 5

- Port Triggering
-DMZ

3. Hactpoliite npobpoc noptos
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http://192.168.1.1/

« » SEC.RU

Add or Modify a Virtual Server Entry

Service Port: nopt Kamepobl
Internal Port: nopT Kamepbl
IP Address: IP agpec Kamepbl
Protocol: Bce nnm TCP
Status: Enabled(BkntoumnTb)
HaxmuTe Save

Dna Zyxel Routers

Service Port: =h (0 ar X))
Internal Port; a1 (22, Only valid for single Service Port or leave it blank
IP Address: 192, 185, 1. 259
Protocol: ALL -
Status: Enabled -
Common Service Port: —Select One-— -
Save Back

1. BseguTe BHyTpeHHUI IP-agpec maplipyTMsaTopa B aapecHOM CTpoke Beb-bpaysepa.

[na mapLipyT13aTopos 3Toi cepun, 0bbiuHO,http://192.168.1.254

2. Haxmute Network - NAT, u HaxkmuTe Port Forwarding

ek

P-2602HW-D1A
B Network

WAN
LAN
Wireless LAN
NAT
VolP
EB-Security

B-Advanced

3. Job6aBbTe HOBOE NPaBUIO

KopoTkun nyTb K MHpopmaLmm

* Network > NAT > Port Forwarding

—_— -
Port Forwarding P LIRS

Default Server Setup

Default

AN 0.0.0.0

Port Forwarding

Service Server IP Address

Name WWW

|
I F.mail (SUTP)
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Rule Setup

Olctive

Service Name

IPCamera
Start Port '
End Port

Server IP Address 192.168.1. 239

Port Translation

Start Port
End Port

Service Name: Beegute ntoboe nms
Start Port: nopT Kamepol

End Port: nopT Kamepb!

IP Address: IP agpec Kamepbl
Haxkmute Apply
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FaLcon EYE
[apaHTNWHbIN TaNOH

3AMONHAETCA ®VPMOW-NPOLABLIOM

W3OEJNE

MOZJE/1b:

CEPUMHbBI HOMEP:

AATA NMPOAAXN:

OUPMA-NPOLABELL:

AQPEC OUPMbI-MPOAABLIA:

TENEOOH OUPMBbI-NMPOLAABLIA:

& YyUI0BUAMWU rapaHTUM O3HaKOMIIEH
MNoanuce nokynatena

*MapaHTUAHBIA CPOK Ha ToBap cocTaenAaeT 1 rof ¢ Aatbl NOKYNKK

MNeyats opraHnsau

ABTOpu30BaHHbII CepBUCHbIN LieHTp KomnaHuu Falcon Eye
r. Mocksa, yn. TiomeHckuil npoesg, a. 5, ctp. 1. Ten.: +7(495)632 01 02
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