PykoBoacTBO no nogkntoyeHuto cepum FE-NVR...

1. OrpaHMyeHne OTBETCTBEHHOCTU

MocTaBLWK He rapaHTUPYeET, YTO annapaTHble cpeacTea byayT paboTaTb 4OMKHBIM 06pa3om BO
BCEX cpefax W NPUNOXEHWsX, N He AaeT rapaHTMn U NpeacTaBneHun, nogpasyMmeBaemMbiX Unu
Bblpa)KeHHbIX, OTHOCUTENbHO KayecTBa, pabounx xapakTepucTuk, unm pabotocnocobHoCTU nNpu
MCMNONb30BaHUM A4S cneuuduydeckux Lenen. Mol Nnpunoxuny Bce ycunus, 4Tobbl caenartb 310
«PykoBoAcTBO MO aKcnnyaTaumMny Hanbonee TOYHbIM U MOMHBLIM, U TEM HEe MeHee, MocTaBLmK
OTKa3bIBAETCA OT OTBETCTBEHHOCTM 3a Ntobble onevaTky unu Nponycku, KOTopble, BO3MOXHO,
npovsoLunu.

WHopmauma B nobon yactu gaHHoro «PykoBoactBa no akcnnyataumu» unsmeHsietcss 6es
npegBapuTensHoro ysegomnenusi. Ml He 6epem Ha cebsi HMKkako OTBETCTBEHHOCTU 3a Nobble
NOrpeLLIHoOCTH, KOTopble MOryT COAepXaTbCsi B 3TOM «PyKoBOACTBe no akcnnyatauumy» n He
H6epem Ha cebs OTBETCTBEHHOCTU 1 HE JaeM rapaHTUii B BbINycke OOHOBNEHWI W COXPaHEHNSI
HEM3MEHHON, KakoW-nMbo MHopmaumm B HacToswwem «PykoBoACTBE MO 3KCniyaTauumy», u
ocTaBnsieM 3a cobov NpaBo NPOM3BOAUTL U3MEHEHUS B 3TOM «PykoBoacTBe Mo akcnnyatauumy»
n/vnun B n3genusax, onncaHHbIX B JaHHOM « PyKOBOACTBE MO 3Kcnnyataummy, B noboe Bpems 6e3
yBegomnenus. Ecnun Bbl obHapyxute nigopmauuio B 3ToM «PykoBOACTBE MO 3KCMnyaTauumny,
KOTOpasi SABMSETCA HenpaBUNbHOW, BBOAMT B 3abnyxgeHne, WAM  HEMNOMHOW, Mbl C
YOOBONbCTBUEM O3HAKOMUMCS! C BalLMMUN KOMMEHTapUAMN 1 NPeanioXeHNAMN.

BHUMAHME!

1. MoHTax 060pyaoBaHNst AOMKEH OCYLLECTBNATLCSA KBanMpumpoBaHHbIM NEPCOHANOM.

2. MNepen moHTaxoM 06OpynoOBaHWS HEOOXOAMMO O3HAKOMUTBCA C WMHCTpyKumen Ha cante
https://falconeye.su/

3. Bbixog 06opynoBaHusi u3 CTpost BCNeaCcTBUE HEKBANMUUMPOBAHHOTO MOHTaXa He SIBMsieTcst
rapaHTUMHLIM cryYyaem

2. TexHnyeckas nogaepxka

Ona nHcdopmauum oTHOCUTENBHO CepBMCa W MOAAEPXKKW, Noxanyhcta, obpatutecb Ha cawT:
http://falconeye.su/

Mepen obpaweHnem B cnyxby TexHWYECKOW MOAAEPXKKW, NOoXanywcra, MOAroToBbTe
cneayoLyo NHopMaLmio:

+ TouHoe HaumeHoBaHWe 06opyaoBaHUs

+ CeTeBble HacTpoViku Ballero obopygoBaHust

+ CepuiiHbli HOMep 0bopyaoBaHMsA 1 AaTy NOKYMNKK.

¢ CoobLeHuns 06 owmnbkax, KoTopble NOSBMSANUCE B MOMEHT BO3HUKHOBEHNS MPOBnembl

+ Bepcuio npoLumnBkM 1 HaMmeHoBaHue (Moaens) 06opyaoBaHNSA KOTOPOE NCMOMb30BaNoCh Npu
paboTte BMecCTe C yCTPOMUCTBOM, KOraa BO3HMKIa npobnema

¢ [lpousBegeHHble Bamu pencteBua (Mo waram), cAenaHHble Afis CaMOCTOSITENbHOro
pa3speLueHust npobnemsl

¢ CHUMKM 3KpaHa Cc HacTpolkaMu 1 napameTpamu.

3. O6nacTtu npumeHeHus IP BuaeopeructpatopoB Falcon Eye

IP — Bupeopeructpatopbl (NVR) Falcon Eye - ato ycTtpoinctBa ans 3anucu Bugeo c IP
BMAeoKamep.

IP — BMAeoperucTpaTopbl UMEIOT CeTEBOW MHTEPdENC M NOAKMYaeMble HENOCPEACTBEHHO K
ceTtu Ethernet, k koTopon nogkntoyatotes IP kamepel.

N3ob6paxeHne, TpaHCnMpyeMoe kamepamu, OTobGpaxaeTcsi BWAEOPErucTpatopoM  Ha
TIoKanbHOM MOHMTOpPE, a Takke Mpu MPOCMOTPEe BWAEO MO ceTu 4yepes |IE unu nporpammy
npocmotpa FE VMS.

Takke BO3MOXEH NPOCMOTP W300paXeHus Yepe3 CeTU COTOBOM CBA3M Ha MOOMNbHbIX
ycTponcTBax vyepes VIHTepHerT.

3anucb m3obpaxeHus Kamep OCYLLEeCTBRSAETCA Ha XXeCTKMe AWUCKW, yCTaHaBnuBaemble B
BUAEOoperncTpaTop.

4. KomnnekTt noctaBku IP Bugeoperncrtparopa

B kOMMneKkT nocTtaBkv BXOAWT:

- IP-Bugeopeructpartop

- VIcTouHWK nuTaHus

- Mbiwb

- MK nyneT ynpaeneHusi (onuyoHanbHo)

- HCTpyKUMS NO NogKMo4eHnto

- YnakoBoyHas Tapa.

BHumaHue! XKecTkne gncku B CTaHAapPTHBIA KOMMNEKT NOCTaBKM He BXOAAT M npuobpertatoTcs
oTaenbHo!

5. BHewHu Bug IP Bugeoperncrtpatopa

Ha nepegHeit naHenu IP Bugeopervctpatopa pacnonoxeH pasbem USB, KHOMKa BKIOYEHWS,
KHOMKWN yNpaBreHusi, UHAMKaTopbl COCTOSIHMS, OkHO VIK npuemHuka nynsta ynpasneHus.

FALCON EYE

Ha 3agHel naHenu peructpaTtopa pacnofioxeH pasbem nutaHusi, pasbem USB, pasbem RJ45,
VGA, HDMI, TpeBOXHbIe BXOAb! 1 BbIXOAb! (HE BO BCEX MOAENSsX).
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6. MopknioueHue IP Bugeoperucrparopa

CHUMUTE BEPXHIOKO KPLILLKY perucTparopa, Ans Yero TpeByeTcst OTKPYTUTb HECKOMbLKIX LUYPYMOB.

anprTVITe XeCTKme OUCKM K NoCaao4YHbIM MeCTaM.

MoakniounTe K perncTpaTopy Mbllwb (6€3 MbIlK yNpaBnaTb PErMcTpaTtopoM KpanHe Heyao6HO).
MogkniounTte ceteBoln kabenb Ethernet. Mogkniounte k Bxogy VGA wnu HDMI kabenb ot
MOHUTOPA.

BHumaHue! Ecnu npu ctapte peructparopa Kk pasbemy HDMI He nogknioyeH MOHUTOP,
n3ob6paxeHne aBToMaTM4ecku 6yaeT BbIBOAUTLCA Ha pa3bem VGA.

MoakniounTe pasbem NUTaHus oT 6roka NuTaHus 12B 13 KoMnnekTa NocTaBku perucTparopa.
BkntounTte permctpaTop, Haxas KparHIo NpaByto KHOMKY Ha NepefHen naHenun perncrparopa.

Mpu nepBoM 3anycke perncTpaTop MPeasioKuUT 3anycTUTb MacTep HacTpoek. [Ans Toro, YTobbl
npw nepesarpyske peructparop 6onblue He HanoMuHan 06 3TOM — CHUMUTE ranodky BKMoUnTb.
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7. Bxog B MeHI0 peructparopa

[nsa Bxoaa B MeHI0 pernctpatopa Heobxoaumo aBTopmu3oBaTbCs, ANst
9TOrO  WEMNKHUTE MNPaBOW  KHOMKOW  MbilWW, MOAKMOYEHHON K
perucTparopy.
OTKpoeTCa MeHLO
: ynpaeneHusi
perucTpaTtopom,
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Beibepute uma nonb3oBaTens (MO yMOMYaHWIO AOCTYNHbI ABa nonb3oBaTtens — admin, ¢
nonHbIMM NpaBamMu MO HacTpoWke pernctparopa u guest — 6e3 NpaB M3MEHEHWS HaCTPOeK
peructpartopa). BeeanTe naponb (No ymMonyaHuio naponb He ycTaHoBmneH). MNapons BBOAUTCS C
NMOMOLLLbIO 9KPaHHOW KnaBuaTypbl.

Maponu ansa yyeTHbIX 3anucen admin 1 guest MOXHO U3MEHATb, HO HAaCTPOWKKN Npas AocTyna
AN 9TUX aKKayHTOB U3MEHUTb HeNb3s.

BHumaHue! PekoMmeHayeTcs 3agaTh naponb agMUHUCTpaTopa cpa3y nocre 3aBepLlieHus
HacTpoek agMUHMUCTpaTopa.

MpumeyaHue: ecnu nocrnegosaTenbHO BBEAEHbI TPU HEBEPHBIX Mapons, BKoYaeTca Tpesora.
Ecnu nocneposatenbHO BBedeHbl MATb HEMpPaBWIIbHLIX Maponewn, AOCTyn K perucrpatopy
6nokupyeTcs. Mocne nepesanycka perucrparopa Unm Yepes nondvaca, A4OCTYN aBTOMaTUYECKU
pasbnokupyeTtcsi.

7. MopkntoyeHne ycTponcTBa Kk ceTeBon kapte MK.

[Oo Havana pabotel c o0b6opygoBaHMEM
HeobxoanmMo CHavana caenatb
HeobxoanMble HaCTPOWKM CBOWCTBA
CETeBOro NOAKIOYEHNS.

Ons paboTbl C yCTPOWCTBOM HeobXxoaMMo
N3MEHWTb CeTeBble HACTPOMKM KOMMbIOTEpPa,
Tak, 4Tobbl |IP-agpec ceteBon KapTbl Obin B
npegenax ToW Xe MNOACeTU W UMen Ty Xe
macky, 4to IP agpec perncrpartopa.

HOanee Ha npumepe OC Windows 7
npvBeAeH npumep yctaHoBku Ha Bawem MK
Tpebyembix IP-agpeca n macku noaceTu. e

[na n3ameHeHne ceTeBbIX NapaMeTpoB HEOBXOAMMO OTKPbITb NaHEenNb yrnpasrneHns: meHto Myck
— HacTtpouiku — MNaHenb ynpaBneHus.

B meHo MaHenb ynpaBneHus HeobxoamMmo
Bblbpatb nyHKT LleHTp ynpaBneHus
CeTsIMM U O6LWMUM AOCTYNOM.

B oTkpbiBlEMCA MeHO  Heobxoaumo
BblOpaTb MyHKT YnpaBneHuWe ceTeBbIMU
NOAKMIOYEeHUsIMKN, [arnee, B CreaylLeM
okHe TpebyeTcs BbIOpaTb Heobxogumoe
ceTeBOe MOAKMHYEHUe, KoTopoe Oyoer
ucnonb3oBaTbca AnNA coeauHeHus ¢ IP-
YCTPONCTBOM.
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B meHio CBomcrtBa HeobxoamMmo BblGpaThb
nyHkT [Mpotokon WHTepHeta Bepcun 4
(TCP/IPv4), n HaxaTb CBOMCTBA.

Moaxnoqerue - B aTtom meH0 Heobxoaumo 3agaThb 3HauYeHue
VAR s VRECTHET, IP-afpeca, OTNMYHOE OT 3HaueHusi IP-agpeca
IPvENOAKNIOHEHE: Nokans-oe o
COCTOAHAE HOCHTENA: MNoaKnoYEHo yCTpOMCTBa (HaanMep’ IP ap'pec
OnMTensHOCTE: 21:36:14 192.168.1.17, C Mackou nogcetu
CropocTs: 100.0MBuTfc 255.255.255.0). OcTanbHble NyHKTbl HACTPOEK
Coenerns. . OCTaBbTE HEU3MEHHbIMU.

AKTUBHOCTE

CTrnpasneHo — *,! —

Mocrne OKOHYaHWsi CETeBbIX HaCTPOeK [Ans
3aKpbITUSi MEHIO U COXpaHEHUsi NapaMeTpoB
HaxxmuTte kHonky OK.

TpuHaTo 8. YctaHoBka ActiveX ans Internet Explorer

Salit 198 557 116 | 3331374725 . . .
[na panbHeiwewn HacTpoOWKM U ynpaBrieHus
) B sl ycTpoiicTBoM Heobxogum 6Gpaysep Internet
Explorer . BHumaHue! Bo3mMoxHa Tonbko
e pabota c¢ 6pay3sepom Internet Explorer

Bepcuu 7.0 unu BbiLwe.
[anee 6yaoeT paccMoTpeH NpuMep HacTPOWKN

perucTpartopa c ucnonb3oBaHnem 6paysepa Internet Explorer 10.0.

BHumaHue! Heo6xoamMmbl npaBa agMMHUCTPaTopa Afsl yCTaHOBKU anemeHToB ActiveX!

B ceoiictBax 6pay3epa Internet Explorer: CepBuc - CBoictBa o6o3peBartens (6paysepa) -
Be3onacHocTb HeoGxoAMMO BbIOpaTb 30HY QAN HACTPOWKM MapameTpoB GesonacHoCTH
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" TMograroyenne No NOKANBHOR CETH - CEOHCTES
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Megrnicustie uepee

lf" Ahesos L1 Ggahit Ethemet 10/100/1000Base-T Cantrale
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Mapan=1pol [P HoryT HesHe4aThin SETONETHHEDRN, S0 CeTh
NOAASEFRHEAST 3TY SOFTHHOCTD, B NPOTAS-OM CAy4as napansToe!
TF nosia Mary-H T ¥ CETEn0rD SANHHHCTDATORa.

) Moy b IP-20080 3BT OHATM-E0M D TEHEHHEIE KOMMDHEHTE! HCH

@ MTIONECEETh CMROYHUWNA P-a0pec: ] ™ Knerir e cereit Microsoh

Kaspersky Arti-Virus NDIS & Fiter

ICdl [NnarmpoBws nakeTos Qo5

¥ B Crywfiz nocTyna k madnan v ApasTepam cetel Moo
=& Mpotaran WrtepreTta sepoan § (TCP/IPYE)

i oo oison Virrenters seponn 4 (TCP/Pvs) |

W] 2. Mnaiiep B/ ToNGNora €aHANBHOND YOOBHE

[¥] - Ormerunk oBHapy#ErR TONOADMAN KeHANBAGTD YDCSHA

Orncerns

TMpoToicon TCP/IP - cranaapTHeii npoTokon rnoGansHsx
cetell, cOECMEUBEO0WMI CBASE MEXY PASIMHEIMY
S3MMOEHCTSYILWAMIA CETAMM.

IPaapec 192,168, 0 ., 15

Mzoa nogoami: 255,255,355, 0

Ocrzeroll wios: 192 ., 168. 0 . 1

TamuuTb 2opec CNS-CEpEepa SETaMaTHHEDM

@ MTonea0EaTh CREnyHWwNe aapeca DNS-Cepeepos:
| YeTEH0BMT .. |

Mp=nnouuTaenod DNS-czpoep:

B7 .236, 40 .24

AnTepraTHonng DNG cepmep: BD . 65 .

[onens)

WHTepHeT. [nNa uv3MeHeHus napamMeTpoB
6e30nacHOCTM HaXMUTe KHOMNKY [lpyrou.

B meHto MapameTpbl 6e3o0nacHOCTU B cnivcke
Hangute nNyHKT 3arpy3ka HenoAanucaHHbIX
anemeHToB ActiveX 1 oOTMeTbTe NyHKT
Mpepnarathb. B MEHI0 MapameTtpbl
6e3onacHOCTM B CMMCKe HaWAUTE MNyHKT
Ucnonb3oBaHne 3neMeHTOB YynpaBrieHUs
ActiveX, He noMeYeHHbIX Kak 6e3onacHble n
oTMmeTbTe NyHKT Mpeanarathb.

[ns coxpaHeHuss HacTpoek W nepexoga K
OCHOBHOMY OKHy Opaysepa Haxmute OK B
060UX OTKPBITBIX ANANOroBbIX OKHAX.

9. Pa6ora B Internet Explorer

3anyctute Opaysep, B afpecHON CTpoke
HabepuTe IP-agpec yctpoiictea (IP-agpec
obopynoBaHus, YCTaHOBMEHHbIN
npou3BoANTENEM MO YMOMNYaHMIo)
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Ons nonyyeHus [ocTyna K YCTPOWCTBY yKaxuTe B afpecHoi cTpoke Gpaysepa IP-agpec,
NPUCBOEHHBIN YCTPOMCTBY. [Nocne OTKPOETCS OKHO MpUrnaLleHns 1 BBoAA Napornsi, Kak mokasaHo
Ha pucyHke Hmxe. B cnyyae nosiBneHus BcrnbiBarolero coobuieHusi, Haxmute OK, 3atem

Paspewuntb.
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[nsa aBTopu3aumn nonb3osatens seeanTe Tpebyemble norvH (ViMa nonb3oBaTens) U Naporb.
Mo ymonuanuto Monb3osatens (Mmsa nonb3osatensi) — admin, Maponb — nycTon
3atem HaxxmuTe CKayaTb, CkayanTe 1 3anycTute Ha ucrnonHexve cann vPlugin.exe.

Bei xoTuTe seinonHiTe nam coxpannte VPlugin.exe (1,43 MB) ¢ 192.168.180.97 Beinonnnte Coxpanuts |7 Otmena

Mocne YCTaHOBKW nnarnHa BBeAuTe JOrMH U napoib U HaXMute Bxoa ans aBTopusauunmn
nonb3oBartend. I'IpM HaxkaTum kHornku Bxop, npun ycneu.lHoﬁ npouenype asTopusaumm NnoaBUTCA
OCHOBHasA CTpaHuLla HacTpoek.

Mocne BBOAA MMEHM NoNb3oBaTens 1 Napons NOsSBUTCHA OMALLHSAA CTpaHULa YCTPONCTBa.
Bcero nogaepxvisaetca ogHOBpEeMeHHO 40 10 yaaneHHbIX NOAKMI0HYEHNI K YCTPOUCTBY M0 CETU.

10. 3aBOoACKME YCTAaHOBKU

IP agpec 192.168.1.9 JlorH AgMunHucTpaTtopa admin
Macka nogcetun 255.255.255.0 Maponb AgMuHucTpaTopa (nycrto)
LLnto3 192.168.1.1 Mopt HTTP 80
OcHoBHo DNS 192.168.1.1 Mopt RTSP 554
PesepBHbIn DNS 8.8.8.8 Mopt TCP (VMS) 34567
MopT MOOUIbHbLIN 5801

11. PaboTta ¢ MOGUNbLHLIMU NPUIOXKEHUAMM

Pernctpatop vmeeT BO3MOXHOCTb yAANEHHOro MOAKMYEHUS € MOBUMbHLIX YCTPOWCTB, ANS
3TOro Heobxoammo ckavaTtb B Google Play nnu App Store (B 3aBUCUMOCTU OT BaLLENO YCTPOWUCTBA)
npunoxeHus noa HaseaHwem FE DVR (ans nogknioyveHus vyepes ctatmdeckuin IP agpec n ans
NoOAKIIYeHns 4depe3 obnadHbll cepsuc http://www.cloud.falconeye.su/). [ns nogknioveHus
pernctpatopa 4epe3 obnayHbll CepBUC HeobOXoaMMO 3HaTb 0OMauvHbIi id, ero MOXHO
nocmotpeTb B FmaBHoe meHto — HacTpoika — Cetb — locTyn - P2P.

Faicon Eve 2P DDNS UPNF  Hpcryn

ST
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