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Be\«VARD Inasa 1. Mepwvl npedocmopooxcnocmu

MmaBa 1. Mepbl NpegoCTOPOXHOCTU

MNepen ncnonb3oBaHMEM YCTPOUCTBA HEOGXOAUMO MOMHUTL HUXKecrneaylollee.

[aHHbIN NPOOYKT yooBneTBopsaeT BceM TpeboBaHnsiM 6€30MacHOCTN, OAHAKO, Kak 1 Nobon
anekTponpubop, B criyyae HenpaBWITbHOrO UCMOMb30BaHMNS MOXET BbI3BaTb MOXap, YTO, B CBOIO
oyepenb, MOXET MOBMeYb 3a coOOM cepbe3Hble nocrneacTeusd. Bo mnsbexaHume Hec4acTHbIX

crny4aeB 06513aTeNIbHO U3y4nUTe UHCTPYKLMIO!

BHUMAHUE!
Mcnonb3ylite TOMbKO COBMECTUMbIE YCTPOWCTBA. JKCnnyatauusi YCTPOWCTB, He O[06peHHbIX

npoun3soauTenem, Hegonycrtmma.

Cob6nioganTe MHCTPYKUUIO NO 3kcnnyaTaumu!
N3berante AnNUTENbHOrO MCMNOMbL30BAHMSA WM XpPaHEHMs Kamepbl B HeOGnaronpusiTHbIX
YCIOBUSIX:

e [lpn CnNMLWKOM BbICOKMX UMW HU3KMX TemnepaTypax (paboyvas Temnepartypa yCTPOWUCTB
ot -10 go +50 °C).

e U3Geraiite nonagaHusa NpsiMbIX CONTHEYHbIX JIy4eN B TEYEHME ANUTENBHOIO BPEMEHM, a
TaKkKe HaxoXaeHust NobrIM30CTN OTONUTENbBHLIX N 060rpeBaTenbHbIX NPUOOPOB.

e |3b6eranTte 6M30CTU C BOAOW UINMN UCTOYHUKAMU BIAXXHOCTH.

o [3berante 6nu3octn ¢ ycrtpomcTeamu, obnagarowmnmm 60nblLIMM 3M1EKTPOMArHUTHbLIM
adhdeKToM.

e Heponyctuma ycTaHOBKa Kamepbl B MeCTax C CUIbHOW BUBpaumen.

BHUMAHMUE!

B cnyyae HencnpaBHOCTU Kamepbl CBSXKUTECH C cepBUCHBbIM LieHTpom OO0 «HIMIM «besapa».

B cny4yae HeKoOppeKTHOM paboTbl Kamepbil:
o [lpu oBHapy>xeHun abiMa NnNu HeobbIYHOrO 3anaxa.
e [lpn nonagaHun Bogbl NN NOCTOPOHHUX OO BEKTOB BHYTPb.

e [lpy NageHnn kamepbl U NOBPEXAEHMUMN Kopnyca:

BbinonHuTe cnepyrowme AeMcTBUNA:
e OTKMOYMTE KaMepy OT UCTOYHMKA NUTaHUSA N OTCOeAMHUTE BCe OCTarbHble NpoBoaa.
e Casxutecb ¢ cepBucHbiM UeHTpoMm OOO «HIIM «beBapa». KoHTakTHble AaHHble Bbl

MOJKeTe HanTu Ha canTe http://www.beward.ru/.

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CW
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Be\«VARD Inasa 1. Mepwvl npedocmopooxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE MOSOXUTE KaMepy B YNakoBKY MPOM3BOAUTENS UK NoGon apyrov

MaTepuan cooTBeTCTBYHOLEro Ka4ectsa 1 yoaponpo4yHOCTW.

BeHTnauua
Bo nsbexxaHne neperpesa HU B KOEM criyvae He BNOKMPYNTE LMPKYNsUMIO BO34yXa BOKPYr

Kamepbil!

YucTtka

Ncnonb3ynte MArKyro Cyxyr TKaHb [Ons NPOTMPaHUS BHELUHWX MoBepxHocTen. [lns
TPYAHOBLIBOAMMBIX MATEH WUCMNONb3ynWTe Hebonblloe KONMMYEeCTBO YUCTALLEro cpeacrtsa, nocne
Yero Hacyxo BbITPUTE NOBEPXHOCTb.

He ncnonb3yinTe netyyne pactBOpuTENM, Takme Kak CnMpTOCOAepXalume cpencrtsa vnu

O€eH3MH, TaK Kak OHU MOTyT nNoBpeanTb KOpnycC KaMepbl.

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CW
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Be\'UARD Inasa 2. Obwue ceedenus

NnaBa 2. O6wune cBegeHun

BEWARD B12CW - 93710 koMmnakTtHas IP-Bugeokamepa CO BCTPOEHHbIM aKTUBHbLIM
MUKPOOHOM M BbICOKOYYBCTBUTEMBHBIM ~ KMOI-ceHcopoMm ¢ paspewennem 720p wn
nporpeccMBHbiM  ckaHupoBaHneM. Kamepa ocHaweHa BcTpoeHHbiM Wi-Fi-mogynem ans
opraHmnsaumm 6ecnpoBogHoro coeanHeHnsa no craHgaptam IEEE 802.11 b/g/n. Takne TexHonoruum,
Kak pexmm «[deHb/Houb», pacluMpeHHbIn OUHAMUYECKMW Ouanas3oH ¢ uudpoBon obpaboTkon
curHana (DWDR), cuctema wymonogasneruss (2D/3DNR) BbIrogHO OTnMYaloT OaHHY0 Kamepy,
Nno3BoSiAA €W COOTBeTCTBOBaTb BbLICOKMM TpeboBaHWSM, MNpeabsBAsSeMblM K COBPEMEHHbIM

cucTteMam BUOeoHabnoaeHus.

BE2lUARD L
L3

Puc. 2.1

IP-kamepa BEWARD B12CW nossondetr npocmaTtpuBaTb BMAEO B pearibHOM BpeMeHU
yepes ctaHaapTHbI MHTepHeT-6paysep.

Kamepa cnocobHa BblgaBaTb BMAEONOTOK B ¢hopmartax cxkatus H.264/MJPEG. dopmar
H.264 wnpeanbHO noaxoAuMT ANS  YCNOBUA OrpaHUYEeHHOW nornockl nponyckanuda. [lpu  ero
NCNONb30BaHMM OOCTUraeTCs HaUMEHbLUMA TpaduK 1 xopollee KayecTBo nsaobpaxeHus. dopmat
MJPEG npeagHasHa4yeH ans 3anucu u npocmMoTpa BUaeom3obpaxeHnsa B Haunyywem Kkayectse, HO
TpebyeT GonbLUMX CETEBLIX PECYPCOB M MECTa Ha XXEeCTKOM AucKe (Npu 3anucu).

Kamepa B12CW nogknovaeTcsa K ceTu npu nomoLwin nposogHoro mHtepdgenca 10BASE-
T/100BASE-TX unu 6ecnposogHoro uHtepdgenca IEEE 802.11 b/g/n (Wi-Fi). Ona 6bIcTpOThl U
ypobcTtBa noakntodeHns kK 6ecnposogHon cetn kamepa cHabxeHa kHonkon [WPS] (nogpobHee cm.
nyHKTbl 6.1, 6.2 gaHHoro PykoBoacTea).

Moppepxka kapT namsatn Tuna MicroSD nossonsieT caenatb cUcTemy BuaeoHabnoaeHus
ewe 6onee HagexHoW: BakHasd MHAOPMaUnUsa He NponageT Npu NoTepe COeAMHEHNS, B MOMHOM
obbeme oHa MoOXeT OblTb COXpaHeHa Ha kapTe namaTu. B panbHenwem, ee MoxHo 6yger
BOCMPOM3BECTU KaK HENOCPEACTBEHHO C KapTbl, TaK U yAareHHO MNocne yCTpaHeHUst TEXHUYECKNX

npobriem ceTu.

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CW
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BekvARD Inasa 2. Obwue ceedenus

2.1. Oco6eHHocTHN IP-BMpeokamepbl BEWARD B12CW

¢ BbicokokauecTBeHHbI KMOI-ceHcop ¢ nporpeccnBHbIM CKaHUPOBaHMEM

o [lo 25 kagpoB B cekyHay npu paspeeHnn 1280x720

o [lopoepxka kapT namaT Tmna MicroSD/SDHC

o BctpoeHHbin Wi-Fi-mogyne IEEE 802.11 b/g/n ¢ nogaepxkon WPS

o [lopgoepxka OOHOBPEMEHHOro KOoAWPOBaAHWA ABYX MNOTOKOB B dopmaTtax H.264 wu
MJPEG

o Pexum «[eHb/Houb»

e PaclumpeHHbIn JuHaMU4eCckuin ananasoH ¢ Lumdgposon obpaboTkon curHana (DWDR)

o Llndposas cucrema wymonogaenenus (2DNR, 3DNR)

o BcTpoeHHbIN akTUBHbIN MUKpPOdoH ¢ APY: o 10 m

o BcTpoeHHbIn Be6-cepBep Ans HabnogeHns 1 HaCTPONKN

e [logoepxka npotokona HTTPS c pexumamm pabotbl «HTTP», «HTTPS&HTTP»,
«HTTPS»

e B03MOXHOCTb NPOCMOTpPa 3anncaHHbIX ParnoB C NOMOLLbIO BCTPOEHHOIO Nnreepa

o BcCTpoeHHbIN geTekTop ABUKEHUS

o Bbibop notoka (oCHOBHOW/anbTepPHATUBHLIN) Npu 3anucy Bugeo Ha FTP

¢ Bbibop paspelueHus kagpos ansi 3anucu Ha FTP, kapty namatn un no E-mail

o Co3gaHve o4yepenm npu yctaHoBreHHoW nepegade dannoe Ha FTP/E-mail, ecnu ceTb
BPEMEHHO HeoCTynHa

o [lopoaepxka ONVIF

2.2. OCHOBHbIe XapaKTepUCTUKU

e CaeTouyBCTBUTENbHBLIN aniemeHT: OmniVision, 1/4" KMOTI1, OeHb/Houb, OmniPixel3-HS,
MNporpeccrBHOE CkaHMPOBaHUe

e Ob6bekTnB: cMeHHbI M12 (Ha BbIGOP)

e YysctBUTEnbHocTb: 0.3 nk (aeHb) / 0.1 1K (HOYb)

o CkopocTb paboThl 3aTBOpa: oT 1/25 ¢ no 1/8000 ¢

e PaspeweHne: 1280x720 — ocHoBHOM noTok; 960x576, 640x360, 320x184 -
anbTepHaTUBHbIN MOTOK

o OpHoBpeMeHHoe kogupoBaHue: H.264/H264, H.264/MJPEG, MJPEG /MJPEG

e CkopocTb kagpoB: 0 25 kagpoB B CeKyHAOy Ans BCeX pa3peLLeHnit

e BCTpPOEHHbIN MHOTO30HHbIN OETEKTOP ABUXEHUSA C PErynmMpoBKON YyBCTBUTEIbHOCTU

e [lo 10 ogHOBpPEMEHHbIX NOAKIHYEHNI

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CW
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BG\,UARD Inasa 2. Obwue ceedenus

e OTnpaBka kagpoB C BbIGOPOM paspeLleHUsi No 3NeKTPoHHoM noyte, Ha FTP-cepeep u

KapTy namsaTh MO pacnucaHuio NEPUOAMYECKM U MPU BO3HWKHOBEHUM TPEBOXHOIO
cobbITHSA.

e OTnpaBka BMAEO C BblbOpoM noToka (OCHOBHOW/anbTepHaTMBHLIN) Ha FTP-cepeep u
KapTy NamsTu NO pacnmcaHuio U NpU BO3HUKHOBEHUN TPEBOXHOIO COObITUS.

e [lutanme: DC5B,05A

o Pabouasa temnepartypa: ot -10 go +50 °C

o [lopaepxnBaemble npotokonbel: TCP/IP, UDP, DHCP, IPv4/IPv6, ARP, FTP, SMTP,
DDNS, NTP, HTTP, HTTPS, RTSP, RTP, SSL, PPTP, PPPoE (PAP, CHAP), IEEE
802.11b/g/n, UPNnP

o [lopoaepxka otpacnesoro ctaHgapta ONVIF 2.01

2.3. KomnnekT noctaBku

o |P-BMgeokamepa ¢ ycTaHOBMNEHHBbIM OOBHEKTUBOM
e bnoknutaHna 5B 1 A (DC)

e AHTeHHa Ans nogknioveHns K 6ecnpoBoaHOM CeTH
e Kabenb naty-kopg (1 m)

o KpoHwTenH

¢ YnakoBo4dHas Tapa

BHUMAHUE!
BEWARD ocTtasnsieT 3a cobol npaBo Ha n3MeHeHMe KoMnnekraunum obopyaoBaHus U ero nobbix

XapakTepucTuk 6e3 npeaBapuTenbHOrO YBELOMITEHNS.

PykosoacTBo no nogkniouyeHuto IP-kamepbi B12CW m
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Be\«vARD I asa 3. Pazmepul u 0cHOBHbIE 2IeMeHnbl YCMPOoUCmead

NnaBa 3. Paamepbl U OCHOBHbIE 3fIeMEHTbI YCTPOMCTBA

3.1. Paamepbl IP-kamepbl B12CW

96

66

Puc. 3.1

Pa3Mepr YKa3aHbl B MUNITUMETpPax.

3.2. OCHOBHbIe 3N1eMeHTbI

BHewHWin BUA Kamepbl NpeacTaBneH Ha PucyHke 3.2.
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Puc. 3.2
Ha nuueBon cTopoHe KaMmepbl PacnofoXeHbl CreayroLwme 3NeMeHThbI:

1- O6BbeKkTMB: 06bEKTUB C KpenneHnem M12.

NMPUMEYAHMUE!

MN3HavyanbHO 06bEKTMB Kamepbl CDOKYCUPOBaH 1 He TpebyeT AoMNONHUTENbHON HACTPOMKMA.

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CW
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Be\«vARD I asa 3. Pazmepul u 0cHOBHbIE 2IeMeHnbl YCMPOoUCmead

2- MH,CIVIKaTOp npoBOAHOIro NOAKMKYeHUA: MHOMKATOP NOAKIMHYEeHUA 3aropaeTca npu

NOOKIMHOYEHUN Kamepbl K NOKanbHOM CEeTU N MOKa3blBaeT TEKYLLYIO CETEBYIO aKTUBHOCTb.
e WHaukaTOop nNPOBOAHOr0O MNOAKIOYEHMA MUraet CUHUM uUBeToM:. |P-kamepa
NoaKrtoyYeHa K ceTu ¢ NOMOLLbIO NPOBOAHOMO COEANHEHUS.
e WHoukaTop npoBOAHOro noOAKNw4YeHuss He roput (He wmwuraeT): |IP-kamepa
OTKIII0YEHa OT NPOBOAHOM CeTu.
3 - WHpukaTtop coOCTOsIHUA: 3aropaeTcs nocre MOAKMIYEHUS Kamepbl K WUCTOYHUKY
NUTaHNA N MEHSIET CBOW LBET B 3aBMCUMOCTU OT TEKYLLLEro COCTOSIHUSA KaMepbl.
e WHaukaTop COCTOSAHUA FOPUT KpacHbIM: K |IP-kamepe noakniyeHo nuTaHue, uaet
3arpyska cuctemsi.
e WHaukaTop COCTOSAAHUA TOPUT CUHUM: 3arpy3ka |IP-kamepbl 3aBeplleHa, Kamepa
rotoea k pabore.
e WHAaukaTop cocTosHUSA He ropuT: K IP-kamepe He NogKIYeHO NnTaHue.
4 - BcTpoeHHbIN MUKPO(OH: aKTUBHbIN MUKPOMOH C nogaepxkon APY nossondet

nonb3oBaTesiio CribilaTb TO, YTO NPOUCXOAUT B MeCTe YCTaHOBKN KaMepbil.

5 - Cnot KapTbl namATUM pacrnonoxeH cboky. OH npegHasHayeH Ans YCTaHOBKU KapT
namatn copmata MicroSD/SDHC. Wcnonb3dynte kapty namatu Ans  3anucu  Buaeo- U
ayamoaHHbIX Kak NpyY BO3HUKHOBEHUW TPEBOXHOIO COBLITUS, Tak U B peXMME NOCTOSHHON 3anucu.

Takke npegycMoTpeHa BO3MOXHOCTb pesepBHoﬂ 3anucu npun oTcyTCTBMN COeanNHEHNA C CEeTbIO.

BHUMAHUE!

Fopﬂqaﬂ 3aMeHa KapTbl NamMATU He noaaepXxunBaeTcd Kamepoﬁ N MOXeT npuBecTn K noBpexaeHuto
obopyaoBaHus 1 notepe AaHHbIX!

He oTkniovante kamepy BO BpeMs (hopmMaTUpOBaHUS KapTbl MaMATH.

Kamepa He noppepxvBaeT KapTbl MamsTv, npu OpMaTMpPOBaHMM KOTOPbLIX ObIIO CO34aHO HECKOMbKO

pas3nenos.

Ha 3agHen cTopoHe Kamepbl PacrnonoXeHbl CreayoLmMe 3NeMEHThI:

6 - Pasbem nutaHua [DC 5V]: npegHasHayeH angd nogknioyeHusa 6noka nutaums 5 B, 1 A.

MonsipHOCTb NOAKMYEHUS: @'_C' @

BHUMAHUE!
[Ona koppekTHOM paboTbl Kamepbl MCMOMb3yNTe TOMbKO MCTOYHUKM, pekoMeHaoBaHHble OO0 «HIM

«beBapg»!

7 - Pasbem [USB]: gaHHbIn pa3bem npegHasHayeH Ans NoaknoyeHuss BHewHero 4G-
mMogeMa  (CMMCOK  nogdepXuBaemblXx — MoAenenm  MooeMOB — pasMelleH Ha — cante

http://www.beward.ru/ B kapTouke TOBapa).

PykosoacTBo no nogkniouyeHuto IP-kamepbi B12CW m

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru



http://www.beward.ru/

Be\,UARD I asa 3. Pazmepul u 0cHOBHbIE 2IeMeHnbl YCMPOoUCmead

8 - CeteBon pasbem [Ethernet]: pasbem aona nogknioveHMs kamepbl K ceTn VIHTepHeT,

poyTepy Unn KOMMyTaTopy, NpU NOMOLLM CTaH4apTHoro wrekepa RJ-45.

10 - Pazbem Wi-Fi aHTeHHbI: KoHHekTOp RP-SMA onsa Bxogsuwen B KOMMNIEKT NOCTaBKM
aHTEeHHbI Ana 6ecnpoBOgHOMO MNOAKIHOYEHMS.

11 - Unagukatop WPS: nHgmkaTop 3aropaeTcs B MOMEHT Hadana yCTaHOBKW COeANHEHUS
no npotokony WPS mexay kamepon 1 6ecnpoBO4HOM TOYKOW JOCTyNa.

12 - bBbe3onacHoe ynpouweHHoe Wi-Fi-coeguHenne [WPS]: paHHaa kHonka

npegHasHavyeHa Ans nony4YeHns YyCTPOMCTBOM CeTeBbIX HacTpoek no npotokony WPS (nogpobHee

CM. NyHKTbI 6.1, 6.2 gaHHoro PykosogcTtea).
13 - Copoc HacTpoek [Reset]: gaHHas kHonka npegHa3HavyeHa ans cbpoca Bcex HacTpoekK
Kamepbl B 3aBOACKME YCTaHOBKW. [nsi cbpoca HacTpoek HEOOXOAMMO B TEYEHME AECSTU CEeKyHA

Ha)xaTb KHOMKYy cOpoca Tpu pasa Cc NpoMeXyTkamu B oAHy 1 6onee cekyHabl Mexay HaxaTusMu.

Kpome TOro, Ha 3agHen CTOpOHE KaMepbl HakneeH cTukep (9), cogepxallmin HopMaLmio
o npogykte (PN, SN), IP-agpec ycTponctsa N0 yMOSYaHUIO, HOMUHAM NUTAKOLWEro HanpsbKeHust 1

NOJTAPHOCTb NOAKIMHOYEeHUA.

BHUMAHUE!
MHdopmaums o cepuiiHoM Homepe (SN) MoXeT ObiTb MnonesHa npu MOSNTYYEeHUU KOHCyNbTauumn y
cneumnanucTa TexHMYeckorn noagepxkm (no TenedoHy WM 3NeKTpoHHoW noyTe). [loatomy nepep

obpalleHreM B cnyx0y noadepKku NoaroToBbTe 3TN CBEAEHUS 3apaHee.

PykosoacTBo no nogkniouyeHuto IP-kamepbi B12CW n
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Be\«vARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

naBa 4. YctaHoBKa n nogkntroyeHue IP-kamepbl

4.1. O6wume cBegeHns o nogknoyveHnu IP-kamepbl B12CW k ceTtun

IP-kamepa B12CW MoxeT nogkniovatbCa K nokanbHOW ceTn nubo cetn VHTepHeT npwm
nomowim kak nposogHoro coeauHeHus (Ethernet), Tak n 6ecnpoBogHoro coeamHenus (Wi-Fi).
MogkniovyeHne MOXeT OCyLeCTBAATbCA Kak Hanpsamyo K TK, Tak 1M npy nomowm

BCromoraTtenbHOro ceTeBoro ob6opyaoBaHust (MapLLpyTU3aTopbl, KOMMYTaTopbI).

MpoBogHoe coeanHexne ikt

BecnpoBogHoe coegWHeHue

BEARD

;',.r

Puc. 4.1
[na 6ecnpoBOAHOrO NOAKNIOYEHNS KaMepbl MapLUpyTU3aTop AOMmKeH 6biTb ocHaleH Wi-Fi-

UHTepdencom.
OcCHOBHbIE LWarM 1 pekoMeHgaumm nNo ycTaHOBKE M HAaCTPOWMKE Kamepbl OnMcaHbl fanee B

OaHHOM PyKOBO,ElCTBe.

PykoBoacTBo no noakntoveHuto IP-kamepbl B12CW
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4.2. PekomeHaauum no yctaHoBKe

B paHHOM pasgene npuBegeH KpaTKUMMA CMNMCOK peKkoMeHOauun, KoTopble Heobxogumo

yuYnUTbIBaTb NpY MOHTaxe obopyaoBaHus IP-BugeoHabnogeHus.

PekomMeHpauum no pasmeLLeHUIo KaMmepbl:

o |P-kamepa BEWARD B12CW npegHasHaueHa ans ocyLlecTBNeHNs BuaeoHabnogeHns
C NpeaenbHon TemnepaTypon akcnnyataumm ot -10 go +50 °C.

e W3beranTte nonagaHusa Ha Kamepy NpPsIMbIX COMHEYHbIX fy4yen B TedeHue OfUTerNbHOro
BPEMEHM, a TaKKe HaxoXAeHWsa nobrm3ocTn OTOoNUTENbHbLIX U oborpeBaTenbHbIX
npubopoB.

e HenpaBunbHaa paccTaHOBKa Kamep BuaeoHabnwoaeHuss npuvBenéT K MNOSBAEHMIO
HexenaTenbHbIX «CMnemnbiX» 30H, KOTopble OyaQyT oOCTaBaTbCsd BHE MNONSA 3peHus
onepaTtopa.

e W3beranTte 6GnM30CTN C BOAOW UM UCTOYHUKAMM BNAXXHOCTW.

o |3berante OnNM3oCTM C YCTPOMCTBaAMU-TEHEPATOPAMU MOLLHbBIX 3SMNEKTPOMArHUTHbBIX
BOJTH.

e Yb6egoutecb B BO3MOXHOCTM pasMeLleHUs yCTpoWcTBa C YyyeToM noAaBoda
coefvHUTENbHbIX Kabenewn.

e W3GeranTte cnocoba kpenneHus kamepbl, OOMyCKaloLWero 3HaduMTenbHylo Bubpauuto.
[aHHoe Bo3gencTBMe CHU3UT 3(PPEKTUBHOCTL AeTekTopa ABWKEHUS U 4YEeTKOCTb
n3o6paxkeHnsi B LIENOM.

e Kamepbl BuaeoHabnogeHuss HeobxoaMMo pasmellatb Tak, 4YToObl  UCKNIOYMTL
crniyyariHoe wnu crneumanbHOe MNOBpPEeXAeHMe W M3MEHeHue HanpasneHus ob3opa
Kamepbl.

e HanpaBnenne o63opa (30Ha BuaeoHabnwAeHUs) kamepbl OOMMKHO OblTb TBEPOO

onpeneneHo Ha MOMEHT YCTaHOBKMW.

PykoBoacTBo no noakntoveHuto IP-kamepbl B12CW
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PekomeHpaumu no npoknagke Kabensi Tuna «BUTasi napa:

e B «kopugopax xenatenbHO MpOKMaAblBaTb MY4YKM INEKTPUYECKMX W CnaboTouHbIX
kabenen no pasHbIM Kabenb-kaHanam, NPOXoasALMM Mo pasHbIM CTEHAM.

e [lonyckaeTca B OAHOM kabernb-kaHane npoknagbiBaTb BUMTOMAPHbIE U 3NEKTpuYeckme
kabenn B pasHbIX OTCEeKax WM CeKUuMsX, MWMEKLWUX ChfoLWHble MpoaosibHbIe
neperopogkMm € npenerioMm OrHecTomkoctM He MeHee 0,25 4 u3 Hecropaemoro
MaTepuana Tonbko B pabouymx 30HaxX Ha pacctosHum He Gonee 15-Tm mMeTpoB, ecnu
anekTpudeckas MoLWHOCTb 6yaeTt He 6onee 5 kBA.

e Onektpudeckme n cnabotoyHble kKabenu gonyckaeTcsa NpoknaabiBaTh napansenbHo Ha
paccTosiHuM He MeHee 50 MM Apyr OT gpyra B pasHblx kabenb-kaHanax unm cekumsax
kabenb-kaHanoB. Ecnu HanpskeHHOCTb 3MeKTpuYeckoro nonsi, obpasytolierocsi oT
anekTpudeckoro kabens, 6yget 6onee 3 B/M, ToO Heo6x0AMMO YBENMNYUTL PacCTOAHME
MEeXOy ONeKTPU4ecKUMM U crnaboTouHbIMM  Kabenamm unmM  CHU3UTbL  YPOBEHb
3NEKTPOMarHUTHbIX NOMEX.

e BwuTonapHble u anekTpuyeckne kabenu OOMMKHbI NepecekaTbCA TONMbKO Mo4 MPsiMbiM
yrmnom.

e HeakpaHupoBaHHble BUTOMapHble Kabenu [OMMKHbI MPOXOAWUTb Ha PacCTOSHUM He
MeHee 125 MM OT rasopaspsigHblX flaMn AHEBHOrO cBeTa (NMIOMUHECLIEHTHbBIX famn) u
APYrnX BbICOKOBOMbTHbBIX YCTPONCTB, COAEPXaLLMX Pa3paaHUKN.

e HeakpaHupoBaHHble BUTONApHbIE kKabenu AomKHbI NPoKNaabiBaTbCs Ha pacCTOSHUM He
MeHee 1.5 MEeTpPOB OT MCTOYHWKOB CUSbHbIX 3NIEKTPOMArHUTHbIX NOMEX, 06pasyroLmnx
HaNPsPKEHHOCTb 3NEKTPUYECKOro Nonsi cebiwe 3 B/m.

e PacnpegenurenbHble YCTPOMCTBA C 3a4eNaHHbIMN HEAKPAHMPOBAHHBIMU BUTONAPHbBIMU
kabensmMn [OOMKHbI pacnonaraTbCA Ha pacCTosiHUM He MeHee 3-X MeTpoB OT
WUCTOYHMKOB CWIbHbIX 3IEKTPOMarHUTHbIX NomeX, 00pasyrowmx Hanps»KeHHOCTb
3reKkTpu4eckoro nons ceviwe 3 B/m.

e [lpoknagka BUTOW Napbl MeXAy TOYKaMWM MOAKMYEHUs OO0SPKHA NpOoM3BOAUTLCS
uenbiMu Kyckamu, Npyv 3TOM HanpaBfeHue Tpacchbl cneayeT 3apaHee npogymaTtbh Tak,
4YTOBbI €€ NPOTSHKEHHOCTb Oblfa Kak MOXXHO MEHbLLE.

e MuHumanbHbIn paguyc u3rmba gna kabena — deTblpe AnameTtpa kabensa (mnm 1
arnM=2,5 cm), HO CyLLeCTBYIOT pekoMeHaauun pasmeliatb kabenb Takmm obpasom,
4yTobbl 06ecneymBaTb U3rnb pagmycom 2 aronma (5 caHTUMETPOB).

o MakcnmanbHas gnvHa cermeHTa gormkHa 6biTe He 6onee 100 meTpos.

PykoBoacTBo no noakntoveHuto IP-kamepbl B12CW
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4.3. MoHTax IP kamepbl

Kamepa kpenuTcst K NOBEPXHOCTM MpK MOMOLLM 2-X BUHTOB (pa3mep atobens 25x6 mm).

War 1: pacnakymte KpOHWTENH W MPUKPENUTE CTOMKY KPOHLWITENHA K OCHOBAHWIO
KpOHLUTENHa BUHTOM M8 13 KoMnnekTa NocTaBku.

War 2: HameTbTe MecTa Ha MOHTaXHOW MOBEPXHOCTW WU MPOCBEPNUTE ABa OTBEPCTUSA
rnybuHon 25 mm, ecnu Bbl nnaHmpyeTe ncnonb3oBaTth A106ens 1 BUHTbI U3 KOMMSEKTa.

War 3: BcTaBbTe nnacTukoBble Awbens B OTBEPCTUS U MPUKPENUTE OCHOBaHue
KPOHLUTENHa K MOBEPXHOCTU C MOMOLLbIO ABYX BUHTOB.

LWar 4: 3akpenunte Kamepy Ha KpPOHLUTEMHE, UCNOoNb3ysi pe3bboBOE OTBEPCTME Ha 3agHew
CTOPOHE KaMepbl.

LWar 5: Bbibepute HanpaeneHne 063opa kamepbl U 3adUKCUPYNTE €€, NCNONb3yS BUHTOBON
dmKcaTop KPOHLUTENHA.

LWar 6: nogkniounte IP-kamepy kK KOMMyTaTopy/MapLLpyTM3aTOpy Npy NoMoLum kabens
naTy-kopa U3 KoMnmekTa noctaBku. [ogknounTe NnMTaHne kKamepbl, UCNonb3ys 6ok NuTaHua 5 B,

1 A 13 KomnnekTa nocTaBKU.

4.4. YctaHoBKa / uaBne4vyeHume KapTbl naMAaTU

OTknounTe nutaHune. YctaHoBuTe KapTy namatn MicroSD o6bemom go 32 6 B cnot. [Ans
9TOro pasBepHUTE KapTy KOHTaKTaMu K nepegHen NMoBEPXHOCTU Kamepbl U K CIOTy U BCTaBbTe B
CNOT A0 Wwenuka.

Ansi n3BneyeHus KapTbl MaMATM HaXMUTE Ha €e Topey A0 LWenyka, U MPYXUHHBINA
MeXaHM3M BbITOSIKHET KapTy M3 crnoTa.

Mogknounte NuTaHne KaMepbl.

PykoBoacTBo no noakntoveHuto IP-kamepbl B12CW

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




Be\vaRD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

4.5. NMpoBoaHOE NoAKNtOYEeHUE KaMepbl K CeTn

Mcnonb3ysa coeanHuTenbHblid kabenb ¢ pasbemMom RJ-45, nogkntounte IP-kamepy Kk
nokanbHon cetu (k LAN-uHTepdency maplipytusatopa).

B cnyyae Heo6xoOuMOCTUN, CoeanHUTENbHbIA Kabernb MOXHO NpMobpecTn OTAENbHO Unu,
npy HanM4YnM HeobXxoAMMbIX MaTeprarnos, MHCTPYMEHTOB U OMbliTa, N3rOTOBUTbL CAMOCTOATENBHO.

BapuaHT «npamoro» kabena (UTP kateropumu 5e) ¢ pasbemom RJ-45

C ogHoOro KoHua C apyroro KoHua
1: Beno-opaHXeBbiN 1: Beno-opaHxeBbii
1 8 2: OpaHxeBbli 1 @ 2: OpaHxeBbli
(T 3: Beno-3enéHbin (T 3: Beno-3eneHsblit
CHIASY: 4: CvHuin - 4: CyHuin
5: beno-cnHnin 5: beno-cnHun
CMEPEAM: % 6: 3enéHbin CTEFEM: % 6: 3enéHbin
18 7: Beno-Kopu4HeBHbIil 18 7: Beno-Kopu4HeBbIi
8: KopnyHeBeblii 8: KopnyHeBblii

[na narotoBneHus «npsmoro» kabensa Heobxoammbl: kabenb UTP (BuTas napa kateropum
5e unu Bbiwe), aBa pasbema RJ-45 n yctponcteo anga obxmma pasbemoB (Kpumnep).

Mpn Takom nopsgke NOAKMKYEHUss nap (ykasaHHoM B Tabnuue) obecneuymBaroTcst
rapaHTUpoBaHHbIE NPOU3BOAUTESNEM BENWYUHA W pacnpefeneHne 3agepXek pacnpocTpaHeHus

curHana, a, cnefoBaTternbHO, U 3asiBNIEHHas CKOPOCTb nepeaaydn AaHHbix 100 MouT/c.

PykoBoacTBo no noakntoveHuto IP-kamepbl B12CW
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MnaBa 5. HacTpouka npoBoaHoOro coegMHeHus

Ons toro 4tobbl IP-kamepa B12CW paboTana B Baiuern nokanbHOW CeTM COBMECTHO C
Apyrum obopyaoBaHMeM, HeOOX0AMMO BbINOMHUTE €€ NOAKII0YEHNE B COOTBETCTBUM C TEKYLLMMM

HaCTDOIZKaMVI OaHHOW CETWn, ANs Yero, B CBOK oyepenb, HeO6XOD,I/IMO onpeaenntb 3TN HaCTpOIZKVI.

NMPUMEYAHUE!
HasBaHWsi HEKOTOpPbIX MYHKTOB MEHI0 M (OYHKLUMIA Ha CKPUHLLIOTax B AaHHOM PykoBoacTtBe MOryT
oTnnyaTtbcs OT TakoBbIX B Bawen sepcun Windows, ogHako anroputm NpuBeOeHHbIX OENCTBUIA ABNAETCS

YHUBEpPCAalribHbIM.

5.1. OnpepeneHue napameTpoB NPOBOAHOM FIOKaNIbHOW CeTU
B cnyyae nogkmoveHna no kabento Ethernet HeobGxogumo onpepenuTb  Tekywime
HaCTPOWKN NPOBOAHON CETH.

,D,J'IFI onpeneneHna TeKywnx HacCTpoek HpOBOﬂ,HOVI nokanbHOM ceTu I/lCI'IOJ'Ib3yl7ITe

KOMMbIOTEP, NOOKINIOYEHHbIV K 9TON ceTu. Haxxmute llyck — lMaHenb ynpaeneHus (Puc. 5.1).

| @ 1nternet xpl
le ntern: plorer

a Skype BEWARD

fr—]
\[EE Microsoft Office Excel 2007 Fomyucrs

Wzobpaxennn

—
‘ BnokHoT
-

Myzbika
ﬁ DVR Server

Wrpei
m BRSController

KoumnetoTep
m BEWARD IP Visor

Q BEWARD Player

;: CycBii

TNanens ynpaenexns
YcTpoiicTea W NpUHTEPEI

Mporpamus No ymonuaHno

e
ﬁa Cny#cBbl KOMNOHEHTOB 5
Cnpaska u NoAlepxia

»  Bcenporpammel

Puc. 5.1
B oTkpbiBlEMCA AManoroBOM OkKHe BbibepuTe nyHKT [[IPOCMOTP COCTOAHMA cCeTU MU

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.2).

PykoBoacTBo no noakntoveHuto IP-kamepbl B12CW
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@@v 53 » Nanens ynpaenenus »

HaCTpOﬁKa NnapameTpoB KOMNbHOTEPa MpocmoTp:  Karteropua ~

Cucrema M Be30nacHoOCT YueTHble 3aMWcK NOAbL30BaTENER N
MpoBepKa cOCTOAHMA KOMNBIOTER ceMemH...

ApPKMBMPOBaHNE A3HHBIX KOMMLIOTEPE '@',ﬂ,cﬁasneHne W YABNEHNE YHETHBIX 3anncei
Mounck u ncnpasnenne npobnem noneszoeaTencei

'@' YcTaHoBka POAWTENBCKOrND KOHTPONA 4NA BCEX

Ceth i MutepyeT Honssosarenei
&i @ccmc‘rp COCTOAHMA CETH U 3a,u,a
“&2., Buoibop napamerpos gomaluHedi rpynnel u obLerc ) Odopmnerue 1 NepcoHannsauma

AOCTYNa K AaHHbIM Waw |zueneHne Tembl
WMzmenenne gona pabouero crona
Hacrpoiika paspewerna sxkpana

O6opyaoBaHWe 1 3BYK
MpocmoTp ycTpoRcTe u NpUHTEROB
[obaenenne ycrpoiicTea Yachl, A3bIK M PETMOH

CiMeHa packnagrun KNaBuatyphl Wn gpyri
Mporpammbl 4 cnocoBbos BB0Aa

¥aaneHne nporpammel WMameneHne Aseika nHTepdeiica

CneunansHble BO3MOXHOCTH
Pekomengyemere Windows napamerpel
OnTuMnsaumMa n3oBpakeHnA Ha 3KpaHe

Puc. 5.2
B oTkpbiBLIEMCA AManoroBom okHe Haxmute [[MoakniovyeHne no nokanbHon cetu] (Puc.
5.3).

R e
v s « Ceten Mhreprer v Llewtp ynpasnenna cetamn v oBum goctynom - ||

Manens ynpasneqnsa -

T S MpPOCMOTP OCHOBHBIX CBEAEHWA O CETW M HACTPOMKA NOAKAHUEHWA

HA,LI ; MpocMoTp NonHoi KapTel
zmeHeHne napametpos - -

padimicpa BEWARD Heckoneko cereit Wnrepher

MamennTe gonenHuTeNEHBIE (3107 KOMBIOTED)

napamMeTpsl oBLLEro AocTyna MpocMoTp aKTMEHBIX CETER MeaknioyeHne nan oTKAMYEHNE

Cem 4 Tun goctyna: WHTepHer
OBuecTBeHHan CeTb Mogrntouenna:

WNsmererne CETEBbIX NapaMeTpoe

ﬁ- Hacrpoiika HoBOrD NOAKAOHEHNA MAK CETH
-

Hacrpoiika Gecnposogroro, WWMPOKONOAOCHOMD, MOAEMHOrD, npaMoro nan VPN-nogknoyerna
WM 2KE HACTPOMKE MapLUpYTUIaTopa MAKM TOUKK A0CTyna,

's. MogkntouuTeca K ceTi

Mogknroyenne WM NOBTOPHOE NOAKMNIOHEHNE K GECMPOBECAHOMY, MPOBOAHOMY, MOZEMHOMY
CETEBOMY €1 WAN MoK K VPN,

Bulfop AomMaLLHER rpynnkl W NapameTpos oBLUero AocTyna

Cra. Takcke Aoctyn k $aiinam n NpUHTEPaM, PACMONOMKEHHEIM H3 ADYTUX CETEBBIX KOMNBHOTEPAX, MAK
_ W3MEHEHWE NapameTpoe oBLLUEero JocTyna.

Bpanamayzp Windows P P e

Jowawnens rpynna YeTpaHeHne HENoNaAoK

CeoiicTea obospesaTena JwarHocTuka n NCNpaeneHne CETEBbX NpoBaem MAN NoayYeHne CBEAEHNA of ncnpasneHnm,

Puc. 5.3
NMPUMEYAHUE!

I'Ip|/| HaNM4YnUM HECKONbKNX NOOKIHOYEHUN BbI6epI/ITe TO, K KOTOPOMY NniaHNpyeTcAa NOAKIMH4YNTb IP-Kamepy.

PykoBoacTBo no noakntoveHuto IP-kamepbl B12CW
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B oTkpbiBLUEMCS OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.4).

<
4 Cocrosnue - MNogrnouesne No NOKaNLHOR ceTi ﬂ
Obwne
Moaxnoyerne
IPv4-nogknioHeHme: WHTepHeT
TPVE-NOAKMOHEHME: Bes noCTyNa K MHTEPHETY
COCTORHME CPEmbI: MoaKnoHeHD I
|
AnUTensHOCTL: 04:47:33 |
CKopocTe! 100.0 MBuT/c
AKTMBHOCTE
OTnpaeneHo .L"”!-'.., MpuHATO
BaifT: 79 188 140 805 509 770
[ '5'Cﬁoﬁcrsa ]['5'01mroqwrb] [ﬂmarna:rmca ]

Puc. 5.4

B nOuanoroBom OKHe CBOWCTB CETEBOrO MOAKMIOYEHUS HeobxoaMMo BbiGpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.5).

1 MogxnoueHne No NoKansHo# CeTW - CBOIHCTE @

"

Cem | Opemyn

MNopknioueHie yepes:

l.-'lf Realtek RTLE139/810x Family Fast Ethemet ceTesoil agz

O'IMB‘-IBHHb\B KOMMNOHEHTE! MCNONE3YIOTCA 3TUM NOKNICYeHUEM
Bl Kaspersky Anti-Vius NDIS 6 Fiter -

gﬂnanwpuﬁmm nareTos QoS

gCn‘,rxﬁa LOCTYNE K ainam ¥ NpuHTepam ceTei Micr,
.. [poToron MHTeoHeTa Beociy 6 (TCE/1PE)

(R Mpororon Urircprieta sepann 4 (TCPAPvE) |

~i llpaiisep B/B TONONOra KaHANbHOM O YPOBHA | 4
i OTBeTMK 0BHADYXEHMA TONONOMM KaHaNEHOr D YPoE =

[l i

| 3

Onucanne

m

Mpotoxon TCP/IP - cTaHaapTHei npoTokon rnoansHex
ceTel, 06ECNEYNBEIOILNA CEASE MEXY PASTIMYHBIMIA
B3aMMOASACTEYIOWMMA CETAMM

Puc. 5.5
OTKpoeTcss OKHO, B KOTOPOM oOTobpakaeTcs MuMHGOpMauMa O HaCTpoMKax CeTeBOro
noakntodeHusi. BoamoxHbl ABa BapuaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Bauwlero
MK:
1. NMNonyuutb IP-apgpec aBToMatnyecku: |IP-agpec HasHavaeTca aBTomaTndeckm DHCP-
cepsepom (Puc. 5.6). Ecnn IP-agpec Bawewmy [1K Bblgaetcs aBTomatuyecku, Toraa Aansd

ornpegeneHnsa NnapamMeTpoB NokanbHOM ceTn nepenaute K NyHKTy 5.1.1 naHHoro PykoBoacTBa.

PykoBoacTBo no noakntoveHuto IP-kamepbl B12CW
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Ceoiictea: MpoTokon WkTepHeTa sepcnu 4 (TCP/IPv4) &lg

OBlwMe | AnbTepHATUEHERA KoHHrypaLIa |

MapaMeTpil IP MOMYT HA3HEYATHCA AETOMATUHECKH, BCIM CETh
NOAAEPHUBAET 3TY BOSHOMHOCTL, B NPOTWUBHOM CliyYae NapameTpel
TP MOMHO MONYYMTE Y CETEBOMD 3AMMHACTPETOPA.

| (@ Mony-mTe IP-3Apec aBToNaTHHECKN I
() MicnonesosaTe cieayiowmil IP-anpec:

| (@ Mony4MTe agpec DNS-CEpBEPa SBTOMATHHECKH I

() Micnonb3osaTh cieayowme anpeca DNS-cepeepos:

MoATEEPAMTE NEPEMETPEI MPK BeIX0AE [ ————

Puc. 5.6

2. Ucnonb3oBaTb cneayrwwmn IP-agpec: IP-agpec 3agaetca nonb3oBaTtenemM BpPyYHYH
(Puc. 5.7):

-

1
Ceoitcrsa: Mpotokon Wkteprera sepeun 4 (TCP/IPv4) M

Obume

MapameTpel IP MOryT HASHEYATHCR BETOMATHHECKM, ECIW CETE
NOAASPHUBSET 3TY BOSMOXHOCTE. B NPOTUEHOM Cy4ae NapaMeTpel
IP MOXKHO MOAYHMTE ¥ CETEEOM0 aAMAHWCTPATOPA,

() Mony4nTe IP-aApec a5TOMATHHECM

(@ Wcnonb308aTh CNEYIOWMWIA IP-anpec:

IP-agpec: 192 . 166. 1 . 20
MacKa noaceTi: 233 .255.255. 0
OCHOBHO WAK3: HCE GRS e |

MonyuuTe aapec DNS-cepsepa aETOMaTMHETKH
(@ McnonbsosaTh cneayowme anpeca DNS-cepsepos:
MpeanouTaemenli DNS-cepeep: 192 . 168. 1 . 1

AnsTepHaTHEHEIN DNS-cepeep:

[CINonTeepaUTL NapaMeTps! Npu BbXonE
Jll

Puc. 5.7
3anuwuTe, NMbo 3anomMHUTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka
noacetn, OcHoBHoM W03, DNS-cepsep).

BHUMAHUE!

Ecnn Bbl He 3anucanu ceTeBble napameTpbl KoMMnbTEpa, TO Noclne HaCTpOﬁKI/I Kamepbl 6y/1eT

HEBO3MOXXHO BEPHYTb MX B NMepBOHaYaribHOE COCTOSAHME A1 BOCCTAHOBMNEHUS MOAKIMIOYEHNS K NTOKANbHOMN
cetn n/mnu cetn IHTepHeT.

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CW

SEC.RU KopoTkun nyTb K MHpopmaLmm

CkauaHo c sec.ru




5.1.1. OnpepeneHue napameTpoB ceTu Npu AMHamu4yeckom IP-agpece

I'nasa 5. Hacmpotixa npoo0Ho20 coedunenus

NMPUMEYAHMUE!
HaHHbin nyHKT PykoBoacTBa npedHasHadeH [AONs ofpefeneHus napameTpoB floKanbHOM CeTn rnpu

HasHauyeHun IP-agpeca Bawewmy MK aBTomatnuecku (DHCP-cepepom).

D,J'IFI onpegeneHna TeKywnx HacCTpoeK KOMMbTepa B nokanbHom I'IpOBO,EI,HOI7I ceTtun

HaxwvuTe lMyck — MaHenb ynpaeneHus (Puc. 5.8).
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3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.9).

Lfe Internet Explorer

Skype

= Microsoft Office Excel 2007

/| BnoknoT
DVR Server
BRSController
BEWARD IP Visor
BEWARD Player

3 "f:, Caybel

=4

Chy6el KOMNOHEHTOE

Bce nporpammel

Haiimu npozpanm,

Puc. 5.8

BEWARD

JlowyrenTel

Myzbika

Wrpei

Komnerotep

Manens ynpasnenna
Ycrpoiictea n nprHTepe!
Mporpammel N0 yMOA4aHIID

Cnpaska W noAsepkka

up:uem:a pm'm E

B OTKpbIBLLEMCA OMarioroBOM OKHe Bbl6epI/ITe NYHKT [HDOCMOTp COCTOAHUA CeTu

HacTpoiika napamMeTpoB KomnbioTepa

Cucrema u Be30MacHoCTb
MpoBepKa COCTOAHNA KOMNBIITEPA
ApXMBWPOBAHWNE JAHHBIX KOMMBIOTERS
Mowck u ncnpasnexne npoBaem

@i ||'|éccmmp COCTOAHWA CETH W 33434 I
=g

Beifop napamerpos gomaluneid rpynne u obuyero
ACCTYNa K AaHHBIM

O60pyAcBaHKE W 3BYK
MpocmoTp yorpoicTs u npuHTepes
JloBasnenue yerpoiicrea

Mporpammel

¥aanenwe nporpammel

Puc. 5.9

%- [E » Mavens ynpasnenns » - -

Mouex & navenu ynpaaneHus Fe)

Mpocmotp:  Kateropus ™

YueTHble 3anMcK Noab30BaTenend u

cemedH...

'&' JoBasneHne W YABNEHWE YHETHBIX 33NHMCER
nenbiceatencii

'&' YCTaHOEKA POAMTENLCKOTO KOHTPONA ANA BCEX
nonbiosaTenei

QOdopmneHne 1 NepcoHanmsaLmna
Mzmerenmne Teme

1zmerHermne dona paboyers cTona
HacTpoiika paspeluenma skpana

Yacol, Asblk [PETWMOH

CMena packnagk KnasuaTypel WM ApyTi
cnocobos EBOga

zmerenrwe aseika wHTepdeiica

A \ CI'\ELLMBJ"IIJHI:\E BO3MOXHOCTH

Pexomengyembie Windows napamerpel
OnTUMKUSaUNA NSDBPEXEHNS HE IKpaHE

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CW
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Inasa 5. Hacmpotika nposooHno2o coedunenus

B oTkpbiBLIEMCA AManoroBom okHe Haxmute [[MoaknovyeHne no nokanbHon cetu] (Puc.

5.10).

Manens ynpaenexns -
ACMALLHAA CTPaHMLA

Wzmerenne napameTpos
anantepa

WSMEHUTE AONOAHUTENBHBIE
napaMeTpel oBLerc AocTyna

Cra, Tarcke
Bpanamaysp Windows
fomaluHas rpynna

Ceoiictea obozpesaTenn

NMPUMEYAHMUE!

Lo« Ceten Wuteprer » Llentp ynpaenenun cetamm u oBLIMM A0CTyNOM

[poCcMOTP OCHOBHLIX CBEEHWIA O CETU M HACTPOVKA NOAKAKYEHWA

. | = MpocroTp noanoi KapTel
L 5 ¢

BEWARD Heckoneko ceteit WrTeprer
(3ToT KoMNbrOTER)

MpocMmoTp aKTMEHBIX CETER MoakntoueHne win oTEOYEHHE

Cets 4 Twun goctyna: WHTeprer

OBuwecTBeHHaRA CETh MogknoueHna: Lnﬂ Mogknrouetne noe
NOKanbHOR CET

MzmeneHne CeTeBbIX NapamMETpoE

{il HacTpoiika HOBOMO NOAKNMMEHUA WK CETH
-

HacTpoiika BecnpoBogHoro, LUMPOKONOAOCHOTD, MOAEMHOro, npamaro uan YPN-nogenoyenns
WA e HACTpoliKa MapLUpyTUSaTopa AW TOUKK A0CTyNa.

'-5. MoAKNHUNTEECA K CETH

I'Iu,a,mroqenme WAKN NOSTOPHOE NOAKMHIYEHWE K 6E(ﬂpUEUﬂ.HDMy, NpoBE0AHOMY, MOJAEMHOMY
CETEBOMY CORAMHEHWHD WK Nogkntodedie K VPN,

JocTyn k daiinam u NpUHTEPaM, PacnoNoKEHHBIM H3 APYTUX CETEBLI KOMMBHOTEPAX, MK
M3MEHEHNE NapaMETPOE 0BLLErD gocTyna.

*& Buibop AomaluHei rpynnel v napameTpos ebLere qoctyna
@ YcTpaHenue Henonagok

JuarHocTUKa U MCNpaBneHne CETEBEIX NPpoGaem WK NonyyeHne ceedeHnii o ncnpaeneHum,

Puc. 5.10

Mpy HanUUMKM HECKOMNbKUX CETEBbIX MOAKIOYEHUA BbIOepuUTe TO, K KOTOPOMY MIaHMpyeTCcs MOAKMOYUTD

IP-kamepy.

B oTkpbiBLIEMCA OKHE HaxxmuTe kHOMKy [CBeaeHwus] (Puc. 5.11).

L CocroaHue - MogkntoueHme o AoKansHoi ceTn M

Ofuwme

MogknodeHue

IPV4-NOAKAKOHEHNE: VHTEpHET
IPvE-NOOKMOHEHNE: Bes nocTyna Kk MHTepHeTy
CocToAHWE cpeabl: MoaknoHeHo
AnuTensHoCTE: 04:47:33
CKOpOCTE: 100.0 MbuTfc

AKTWBHOCTB

OTnpasneHo - MpuHaTO

BaiT: 79 188 140 805 508 770

[ rS'Cﬁcﬁcrﬁa ] [@'OTmmquTb] [ [AMarHocTuKa ]

Pwuc. 5.11

B okHe «CBepfeHusi 0 ceTeBOM MOOKIOHMEHUN» npeacTaBneHa cnefyowas nHgopmaumns

(Puc. 5.12):

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CW
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Be\,VARD Inasa 5. Hacmpotika nposooHno2o coedunenus

g B
CBeAeHMA O CETEEOM MOAKMOHEHNM @
[ononHUTENbHbIE CEENEHWA O CETH:
CeolicTe0 3HaueHue
OnpegeneHHei ana no...
Ormcanwe Realtek PCle GBE Family Controller
PUIMISCKUA aapec 14-DA-ES-D1-84-20
DHCP skniouet Oa
Appec |Pvd 192.168.1.120

Macxa noace [Pvé 255.255.255.0

Aperpa nonyyera & aespans 2015r. §:58:33
ApeHpa wcTekaeT 10 pespana 2015 . 8:58:32
LWntos no ymonvanwo IP... 152.168.1.254
DHCP-cepeep IPvd 152.168.1.254

DMS-cepeep [Pvd 152.168.1.254
WINS-cepsep IPv4 192.168.1.157

Cryxfa NetBIOS uepes... Oa

NokaneHei IPv-anpec... fed0:487d:5df%:7cbd:adle®12
Wntes no ymonyanme |P...

DMS-cepeep IPvE

Puc. 5.12

Ecnn B atom okHe Bbl yBugenu ctpokn — «DHCP BknwouveH - Oa», «Apgpec IPv4 -
XXX XXX XXX.XXX» (FO€ «XXX.XXX.XXX.XXX» — 3HadeHue |P-agpeca),— 3HaunT |IP-agpec Bawemy MK
Has3HayeH aBTomMaTtmyeckn. Macka noaceTtu ykasaHa B cTpoke [Macka noacetu IPv4], agpec
ceteBoro wno3sa — B ctpoke [WLUnto3 no ymonyaHuwo IPv4], agpec DNS-cepBepa — B CTpoke
[DNS-cepBep IPv4]. 3anuwute, nnbo 3anomHuTe p[faHHble napameTpbl (IP-agpec, Macka
nogcetn, Ceteson wnto3, DNS-cepsep).

BHUMAHUE!
Ecnv Bbl He 3anucanu ceTeBble MapaMeTpbl KOMMbKOTEpa, TO MOCMe HacTpovku kamepbl OypeT

HEBO3MOXHO BEPHYTb X B NepBoOHavaribHOe COCTOAHUE ON1d BOCCTAHOBIIEHUA NOOKMKYEHUA K nokarnbHomn

cetn n/wnu cetn VIHTepHeT.

BHUMAHUE!

Ecnu B okHe «CBefeHUA 0 ceTeBOM NOAKMOYeHUN» Bbl yBUaenu CTpoku:

«DHCP BknrouyeH - [ar»; «Agpec IPv4 aBTOHaCTPOMKM - XXX.XXX.XXX.XXX», (FA€ XXX.XXX.XXX.XXX —
3HaveHue |IP-agpeca),— 3HaunT Bam He yganocb nogknioumTbesa kK npoBogHowm cetn (DHCP-cepsep He
npuceoun IP-agpec Bawemy [l1K). NpoBepbTe NpaBuibHOCTb NOAKMIOYEHUSA K MPOBOAHOM ceTu. B cnyvae

HeobxoamMmMocTn obpaTuTech K BawwemMy cucteMHomMy agMUHUCTPaTopy.

PykoBoacTBo no noakntoveHuto IP-kamepbl B12CW

\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




B@\,VARD Inasa 5. Hacmpotika nposooHno2o coedunenus

5.2. U3ameHeHue napameTpoOB NOKanbHOW ceTu Ans noakntoyeHus K IP-kamepe

Mo ymonuanuio IP-kamepa B12CW umeeT IP-agpec 192.168.0.99. YTo6bl NOAKNIOUNTLCS K
Kamepe 4551 nepBoHa4arbHON HACTPONKN HeOBXoaumo, 4Tobbl Bal KomMnbloTeEp Haxoauncst B Tom
Xe nogceTtu, 4To u kamepa. Npu aTom IP-agpeca kamep, KOMMNLIOTEPOB U NIOOLIX APYrMX YCTPONCTB

B CETW He OOSMKHbI coBnagaTb Mexay cobon.

BHUMAHUE!
Ecnn Bbl nnaHvpyeTe noakniounTb Heckomnbko |P-kamep, TO Onsi uckn4veHus KoHdnukta IP-agpecos

noaknoyanTe kamepbl No 0OHOM 1 n3MmeHsTe ux IP-agpeca Ha ntobble cBOOOAHLIE B Baluel nokanbHOM
ceTu.

BHUMAHUE!
Ecnn Bbl yBepeHbl, yTo Baw T[IK, nogkmtwoveHHbIM K npoBogHow cetu, U IP-kamepa, dusnyecku

MOAKIIOYEHHas K TOM xe ceTu, Nnbo Hanpsamyto k Bawemy MK, HaxogsTca B ogHon nogcetu, Bol moxeTe

cpasy nepeunTu K nyHkTy 5.3 gaHHoro PykoBoacTBa.

[ns U3aMeHeHUs1 TeKyLLUMX HaACTPOEK KOMMbOTEpa B JIOKarbHOW NMPOBOAHOW CETU HaXmuTe

IMyck — MaHenb ynpaeneHus (Puc. 5.13).

L(e Internet Explorer

a Skype BEWARD

P
X%/ Microsoft office Excel 2007 L2 S

Vsobpaenna

=
4 ‘ BrokHoT
-

Myzeika
@ DVR Server

Wrpel
m ERSController

Komnerotep
@ BEWARD IP Visor

Manens ynpaenexna
@ BEWARD Player

YerpoiicTea n npuHTEpSI

‘-""5, CnysBil
MNporpammel no ymonuasno

2
0%0 Cny#Bbl KOMNOHEHTOR
Cnpaska n nogaep>xka

»  Bcenporpammel

s

Puc. 5.13
B oTkpbiBlEMCA OManoroBOM OkKHe BbibepuTe nyHKT [[IPOCMOTP COCTOAHMA ceTU M
3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.14).

PykoBoacTBo no noakntoveHuto IP-kamepbl B12CW
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BC\VARD Inasa 5. Hacmpoiixa nposoonoeo coedunenust

Hacrpoﬁka napamMeTpoB KOMNbHOTEPa Mpocmotp:  Kareropua >

Cuctema M Ge30NACHOCTh YueTHble 3anucK Nonb3oBaTeneid u
Mpoeepka cocToAHNA KOMNBIOTERE ceMerH...

ApXMBMPOBAHKE AHHEIX KOMMBIOTEPE '@' JloBasneHue u yaaNEHNE YUETHBIX 3aNNCEl
Mownck  ucnpasnerne npoGnem nonL3oBaTeNEi

'@' YcTaHoBKE POANTENECKOTD KOHTPONA 408 BCEX

Ceth i MHTepHeT nonesosaTenci
&h @ccmcrp COCTOAHNA CETH M Bd,ﬂ,a
Ce Boifop napameTpos ACMaLLHER rpynnbl n oBLLero . O¢OpMﬂEHME W MepCoHannsauUua

ADCTYNE K A3HHBIM Mg lzvenenie Tenmel
W3smernenne dona paboyero crona
HacTpoiika paspeluenna sxpana

O6opyaosaHe 1 38yK
MpocMoTp yCTPoIACTE 1 NPUHTEPOE
JoBasneHue ycTpoicTea Yackl, A3LIK U pervoH

CMEH2 packnaskv KNasnaTypsl WK Apyrix
I'IporpaMMb\ . cnocoBos BB04a

¥AaneHune nporpammel Mzmenenne aspika nHTepdeica

CI'IEELLHaJ'IthIE.‘ BO3MOXHOCTH
Pexomengyenbie Windows napamerper
ONTMMU3ALNA M30BPEKEHNA HA 3KpaHE

Puc. 5.14

B oTkpbiBLUIEMCA OKHE HaxmuTe «lMoaknoveHue no nokanbHon cetn» (Puc. 5.15).

¥« Cetbn Wrtepner v LlenTp ynpasnenua cetAmm n oBupm goctynom

MaHene ynpaeneqna - n . . -
T T 1 POCMOTP OCHOBHBIX CBEAEHMIA O CETW M HACTPONKa NOAKAKOYEHMIA

ﬁ&" Mpecvotp nonHoil kapTel
V3MEHEHNE NAPaMETPOE -~ S

apanTepa BEWARD Heckoneko cetei WrrepHer
MzmennTe gononHuTENEHEIE (3707 KoMnsrOTER)
napamerpel oBLLErD 4oCTyna MpocmoTp akTHBHEX CETel MeaknioueHne nan oTKIOYEHKE

Cems 4 Tun goctyna: WnTtepHer
OBLecTEeHHaA CETE Mogkntouerna:

M3meHEHNE CeTeBbIX Na PaMeTpoB

ﬁl Hacrpoiika HOBOrO NOKAFOHEHNA MW CETK
R

HacTpofika BecnpoBciHoro, WWMPOKONoADCHOrD, MOdemMHere, npaMore wan YPN-noaknrovedna
WK KE HACTPOMHKE MapLUPYTU3aTopa MK TONKN A0CTyna,

ﬁs. MegrnrounTsoa K ceTn

MogKNHOYEHWE NN NOBTOPHOE NOAKAHHEHNE K BECNPOBOAHOMY, NPOBOAHOMY, MOAEMHOMY
CETEBOMY COEQMHEHMIC WK nogntouerne k VPN,

Brifiop gomMaluneii rpynnel v napamerpos obLero goctyna

Cra. TaioKE Joctyn K dainam 1 NpUHTERaM, PACNONOKEHHBIM HA APYTHX CETEBLIX KOMNBHOTEPAX, AN
’ W3MEHEHWE NapamMeTpoe oBLere 4ocTyna,

Bpanamay3p Windows P P o

Jowmawnan rpynna YCTpaHeHne HeNoNagoK

CeoiicTea obospesatena JWarHocTuka W NCNPaBneHne CETEBBI NPOBAEM AW NOAYYEHWE CBEAEHWA 0B MCNpaBneEHum,

Puc. 5.15

NMPUMEYAHMUE!
MpV HanmUuYUM HECKOMbKMX CETEBbIX MOAKMOYEHWI BbiGepuTe TO, K KOTOPOMY MilaHUPYeTCs MOAKIOYUTD

IP-kamepy.

PykoBoacTBo no noakntoveHuto IP-kamepbl B12CW
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Be\«vARD Inasa 5. Hacmpotika nposooHno2o coedunenus

B oTkpbiBLIEMCA OKHE HaxmMuTe kHonKy [CBomncTBa] (Puc. 5.16).

~
4 CocrosHue - MogxaoueHne Mo AOKaALHOW ceTH ﬂ
Ofiwme
MoaknodeHie
IPv4-noakmoYeHre: WHTepHeT
IPvE-NoaKNOYEHHE: bes gocTyna K MHTEpHETY
CocTosHWE cpeabl: MoaknoYeHo II
AnuTensHocTe: 04:47:33
CKOPOCTL: 100.0 MBwmT/c

CeeneHms. ..

AKTWBHOCTE
OTnpaeneHo L‘*'-»‘. MNpuHATE
."'

BaliT: 79 188 140 805 509 770

[ '&'Csoﬁcrsa ]['5'OTKJ1IOHMTI:] [,ﬂMEI’HOCI'MKB ]

Puc. 5.16

B OTKpbIBLLEMCA OKHE CBOWCTB CETEBOro MOAKMNKYEHMUS H606XO,EWIMO Bbl6paTb NYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBowncTBa] (Puc. 5.17).

- —
4 Moaknro4eHWe No AOKENBHOW CETH - CBOWCTEa ﬁ

Cem | Oocyn

Moaknioverue yepes:

E" Realtele RTL8139/810x Familty Fast Ethemet cetesoi ag:

CmveyeHHEIE KOMMOHEHTE! HCNONb3YIOTCA 3TMM NOAKNIDYEHWEM

3B Kaspersky Anti-Virus NDIS 6 Filter .
] .LEJ Mnanuposwmk naketos QoS
vl gCnfxﬁa OOCTYNE K daidnam n I'IDHHTEDEM ceTei Micr
v .2 [poTokon MHTepHeTs KK B
(R Npororen mem Bepcm 4(r::PﬂPv41 |
-4 lpaisep B/B TONONOra KAHANEHOro YPOBHA
W] 2. DTBeTUMK 0BHAPYXEHUA TONONOrM KEHANEHOrD ,rpoE -
[l [

chHoBuTb... Yoamt | CeoiicTea I

Onucanme

m

MpoTokon TCP/IP - cTaHaapTHEIR NpoTokon rnofansHsms
ceTeil, 00ECTIeYMBEIOILNIA CEASE MEX LY PASNUHHBIMK
B3aMMOLSACTEYIOLLMMKM CETAMM.

oK ] [ Ommena

Puc. 5.17

B nosiBuBllemMcsi OkHe HeobBxoAMMO YyCTaHOBUTL 3HayeHus IP-agpeca v macku nopcetu.
Buibepute nyHkT [Ucnonb3oBatb cneayrwmn IP-agpec] n sBeegute ceobogHbii IP-agpec n3
noacetn kamepbl, Hanpumep 192.168.0.20, n Macky noacetun — 255.255.255.0. OcrtanbHble

3HayeHus BBOAUTb HeT HeobxogumocTu (Puc. 5.18).

PykoBoacTBo no noakntoveHuto IP-kamepbl B12CW

SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




Be\,VARD I'nasa 5. Hacmpotixa npoo0Ho20 coedunenus

Ceoiictsa: [poTtokon Mktepreta Bepasn 4 (TCP/IPvd) M

Ofiwme

HEDEMETDDI IF MOryT HE3HE43TbCA aBTOMATHUHECKH, E0M CETE
noaAepxHEIET 3TY BOSMOXHOCTE. B NPOTHUEHOM CNY4Yae NapaMeTpel
IP MOMHO NONYYMTh ¥ CETEBOM0 AAMMHHCTDATOPA.

() NonyauTe IP-aapec SETOMATUYECKI

(@ Wmonb3o6aTh cneayowmi IP-anpec:
IP-appec: 192,168, 0 . 20

Macxka noaceti: 255.255.255. 0

OcHOBHOIA WKo3:

MonyunTe aapec DNS-cepeepa aBTOMaTUYECKM
@) Wnonb3oBaTe CRenyowmMe aapeca DNS-cepeepos:

Mpeano4nTaeMkIid DNS-Cepeep:

AnbTepHaTHEHbIR DNS-cepeen:

|| NoaTeepanTs napameTps! MpH sbixoae [onorHTENbHD
[omes

Puc. 5.18

[na npuMeHeHnst UI3MeHEeHMI HacTpoek HaxxmuTe KHomky [OK] Bo Bcex OTKPbITbIX OKHax.

5.3. NonyyeHue poctyna K IP-kamepe ¢ nomowbio 6pay3sepa Internet Explorer
Ina poctyna k kamepe ¢ nomoulbto Gpaysepa Internet Explorer 3anyctute ero n B
agpecHon ctpoke BeeauTe 3anpoc: http://<IP>:<port>/,— roe <IP> — |P-agpec kamepbl, a <port> —

3HayeHvne HTTP-nopTa. Mocne atoro HaxmuTe [MepenTtn], nuéo [Beoa] (Puc. 5.19).

BHUMAHMUE!
IP-kamepa BEWARD B12CW no ymonyaHuio nmeet IP-agpec 192.168.0.99.

NMPUMEYAHMUE!
Ecnn ans HTTP-nopTa ucnonb3yeTcd 3HayeHue no ymonyawuio — 80, Torga Ans gocTtyna K kamepe B

agpecHom cTpoke 6paysepa goctatouHo BeecTu «http://<IP>/», roe <IP> — IP-agpec kamepebl.

6':::} & http://192.168.0.99/ D~a3X H (2 MycTan cTpanua u ﬁﬁ iv\? '33‘3
|
Puc. 5.19
PykoBoacTBo no noakntoveHuto IP-kamepbl B12CW
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5.4. NMonyyeHne goctyna Kk Be6-nHTepdency IP-kamepbl

NMPUMEYAHMUE!
[ns koppekTHoi pa6oTkl BEO-nHTepdeiica IP-kamepbl Heobxoauma Bepcust Gpaysepa Internet Explorer

He Huxke 9.0.

Ona npocmoTpa wu3obpaxeHna c |IP-kamepbl u4epe3 ©Opaysep Internet Explorer
ucnonbe3yTca KomnoHeHTbl ActiveX. Internet Explorer He umeeT 3TUX KOMMOHEHTOB B CBOEM
cocTaBe M 3arpyxaeT Ux HenocpeacTBeHHO C Kamepbl. ECnn KOMNOHEHTbI He yCTaHOBIMEHbI, Bbl

yBUOUTE crnepgyollee coobLieHne:

i~ Y
CooBueHue ¢ seb-cTpaHnLBl ﬂ

& CucTema onpegennna, uto y Bac He yeranoened OCK, ycraHoenTs
|
¥ cefivac?

[ ok || Owena

Puc. 5.20

Haxmute [OK]. B HuxHen 4actn okHa Bpaysepa NOsSIBUTCS BCMMblBaloLLlee OnoBeLleHne

cuctembl 6e3onacHocTn (Puc. 5.21).

. . 3 e |
s

i =
e@|(§) http://192.168.0.99/login.asp p-c ” & WEB SERVICE ‘ | #H X

»
|
=

U ycTaHoBUTE ActiveX.

A ucnoneaosanuA Firefox, Google Chrome IE Tab noxanyiicta oaHakomTech ¢

3TOT BEB-CANAT NbITAETCA YCTAHOBMTE HaacTpoiky ActiveX Control (2013.11.04) wsgatens BEWARD Co., Ltd.
E wem zaknioyaerca puck?

\ —
— —

YeTaHoENTE

Puc. 5.21

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CW

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




Be\,VARD I'nasa 5. Hacmpotixa npoo0Ho20 coedunenus

HaxmuTe Ha kHonky [YcTaHOBUTB] ANs yCTaHOBKU KOMNOHEHTOB ActiveX.

BHUMAHUE!

YcTaHoBka KoMNoHeHTOB ActiveX BO3MOXHa TonbKo Ha 32-6uTHyto Bepcuto Bpaysepa Internet Explorer.

Cuctema 6e3onacHoctn Gpaysepa Internet Explorer 6ynet aBTomatudeckm GrokumpoBaTb
yctaHoBKy ActiveX. [Ona npogormkeHWs YCTaHOBKM HaXMUTe KHOMKYy [YcTaHOBUTBL] B OKHe

noaTBepXaeHns yctaHosku (Puc. 5.22).

i ’
Internet Explorer - MNMpeaynpexaerme cucTemel BE3ONACHOCTH &J

YCTaHOBHT b 3TO NPOrpaMMHoe obecneuenne?

@ Mma: ActiveX Control (2013.11.04)
Wsaatens: BEWARD Co., Lid

E] AononHUTENEHO Y¥CTaHOBWTB ] [He YCTEHaBNMBaTE

i T | DalAnk U3 MHTEpHETa MOrYT BeITe NONE3HEl, HO 3TOT TN haina MOKEeT
! ‘j NoBPEAMTE KOMNBISTER, CNegyeT YCTaHABNMBATE NPOrpaMMel, NonyYeHHsEIe
= TOMBKO OT AOBEPEHHOMO M3AETENA. DaKTopbl PUCKE

Puc. 5.22
[anee, ons KOPpPeKTHOM yCTaHOBKM KoMMoHeHToB ActiveX 3akponTte Internet Explorer un

Haxxmute [OK] B okHe, NpeacTaBneHHOM Ha PucyHke 5.23, ecnun TakoBoe NosiBUTCS.

r '
Warning LJ&

IE windows must be close before install ocx, OK?

oK | Ormena

Puc. 5.23
B okHe, NnpegcrtaBneHHOM Ha PucyHke 5.24, HaxmuTe KHonky [Install].
(@ nstan ocx i [ |

@‘ Install ‘ ‘ Uninstall ‘ Clase

Puc. 5.24
Mocne ycnewHon yctaHoBkn Bbl yBuamTte coobuieHne «Register OCX success(C:\)» B
HWKHEN YacTu OaHHoro okHa. Haxmute kHonky [Close] ons Bbixoga u3 okHa yctaHoBku (Puc.
5.25).

PykoBoacTBo no noakntoveHuto IP-kamepbl B12CW
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& Install OCX

G’ Install ‘ Uninstall ‘

| Register OCX success(CNetVideoX)

I = J
Puc. 5.25

NMPUMEYAHMUE!

B onepaunoHHoi cucteme Windows 7 n B Opaysepe Internet Explorer 9.0 HasBaHusi MEH Wnn

CUCTEMHbIE COOOLLEHNS MOrYT OTNMYaTbCHA OT Ha3BaHWN MEHIO M CUCTEMHbIX coobleHun B apyrux OC

cemenctea Windows vnu B gpyrmux 6paysepax.

NMPUMEYAHUE!

Mpu yctaHoBke ActiveX B OC Windows 7/8/8.1 npu BKMOYEHHOM KOHTpONie Yy4YeTHbIX 3anucen byget
OOMONHUTENbHO MNPOM3BOAMTBECS ONOKMpPOBKa YCTAHOBKM, O 4YeMm nomnb3oBatentio 6OyaeTr BbliAaHO
AononHuTenbHoe onoselleHne. [nsd paspelleHus YyCTaHOBKM HeobXoaMMO yTBEpAMTENbHO OTBETUTb B

noABuBLLEMCA OKHE.

Otkponte Internet Explorer. B agpecHon ctpoke Gpaysepa BeBeguTe IP-agpec kamepbl u
HaxxmuTe [Enter]. OTkpoeTcsa okHO aBTopu3auun. Beegute mumsi nonb3oBatens u naponb. o
YMO4YaHMIO UCMonb3yeTca MMA nonb3oBatensd — admin, naponb no ymonyaHuio — admin (Puc.
5.26).

BHUMAHUE!

Mocne aBTopusaumn Bbl MoxeTe M3MeHUTb UMS Monb3oBaTenss U naponb B MeHo Hacmpoliku —
CucmemHbie — lMonb3oeamenu. B cniyyae yTepu napons unu nMeHu nonb3osatens, |IP-kamepy MOXHO
BEPHYTb K 3aBOACKMM ycTaHoBKaM. [11si copoca HacTpoek HEoBXOAUMO B TeYeHUe AECATU CeKyH HaxaTb

KHOMKy cbpoca Tpu pa3a ¢ npoMexyTkamu 6ornee 1 cekyHAbl Mexay HaxaTusMmu.

PykoBoacTBo no noakntoveHuto IP-kamepbl B12CW
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e@| @ hitp://192.168.0.99/login.osp p-c ” 2 WEB SERVICE | | s

[NA KOPPEeKTHOro OTOOPa¥eHWA 3arpy3uTe U ycTaHoBuTe ActiveX

[nA wcnonbzoeanuA Firefox, Google Chrome IE Tab naxanyiicTa o3HakoMTecs ©

Puc. 5.26

Mocne ycnewHon aBTopu3aumu Bbl nonyunte goctyn k Beb-uHTepdency kamepbl (Puc.

5.27).
[ N y — u":"ﬂ
e @m0 egnse P~ | @wmsewc <l n kT
BE@\VARD
|
Puc. 5.27
PykoBoacTBo no noakntoveHuto IP-kamepbl B12CW
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Ecnn no kakmm-t1o npuyMHam yctaHoBka ActiveX npowna HekoppekTHo, Bbl MoxeTte

yCTaHOBUTb HEOBXOANMbIE KOMMOHEHTHI BPYYHYHO. [Nl 3TOro, Ha CTpaHuue aBTopu3aLum HaOXMUTE
CCbINKy, Kak nokasaHo Ha PucyHke 5.28:

N

.
an@| & http://192.168.099/1ogin.asp P~ H (& WEB SERVICE

e\
R ged

Jina ucnonsaoeauua Firefox, Google Chrome IE Tab noxanyiicta ozHakomTecs ¢

- —t
Puc. 5.28
[na Hadyana npouecca yCTaHOBKN HaXXMUTE KHOMKY [BbinonHute] (Puc. 5.29).
[ . N == - |
e@\g\ hitp://182.168.0.89/login.ap . p-c H & WEB SERVICE | 1 ok T

[N KoppexTHoro 3arpysuTe M

[nA ucnonszoeanuA Firefox, Google Chrome IE Tab noxanyiicta ozHakomTecs ©

Bei xoTuTe BENOARMTE an coxparinte NetVideoX.exe (850 KEB) c 192.168.0.997 Brinoarus Coxpannte | ¥ Qrmena

Puc. 5.29

PykoBoacTBO no nopakntoyeHuio IP-kamepbl B12CW

CkauaHo c sec.ru

( )) SEC.RU KopoTkun nyTb K nHcbopmauum




Be\,VARD Inasa 5. Hacmpotika nposooHno2o coedunenus

Hanee, cneaynte npuBeaeHHOW Bbille MHCTPYKUUK (cM. Puc. 5.22-5.26).

5.5. UameHeHMe HacTpoek noaknto4veHus IP-kamepbl yepe3 Be6-uMHTepcenc
Mocne nogknioveHust K IP-kamepe HEOBXOOUMO N3MEHUTb €e HACTPOWKM Takum obpasom,

YTOObI OHa Haxoaunacb B OAHOW NOACETU C ocTanbHbIM 060pyAOBaHUEM.

BHUMAHUE!

[na coBMecTHON paboTbl HECKOMBbKUX YCTPONCTB B OAHOW NoAceTn HeobxoamMmo, YTobbl y HUX coBnaganm
nepBble TpU YacTu (okTeTa) IP-agpeca, 1 NONHOCTLIO COBNagana macka noaceTu.

Hanpumep, IP-agpec Bawero MK — 192.168.1.120. IP-agpec pa3geneH Touykamu Ha yeTbipe okTeTa. B
haHHoM npumepe: 1 okteT — 192, 2 okteT — 168, 3 okteT — 1, 4 okTeT — 120. Bam He06X0AMMO U3MEHUTL
IP-agpec kamepbl Tak, YTobbl MX NepBble TPM OKTeTa coBnaganu, To ectb |IP-agpec kamepbl OOMXKeH
nmeTb BnA: 192.168.1.xxx. YeTBepTbii okTeT IP-agpeca kaxaoro ycTponctea 06a3aTensHO AOMKEH ObiTh

nHansngyanbHbIM.

[na n3amMeHeHnsa ceTeBbIX HACTPOEK Kamepbl B [MaBHOM MeEHK Beb-MHTepdenca HaxmmTe

kHonky [HacTpownku] n nepengnte B meHio Cemb — LAN (Puc. 5.30).

BE@\VARD

TNokankHele HacTpoiika LAN

Ayauo
Wcnone3osats IPVE [ ]

DHCP [

Bupgeo
CeTe

Bepcua IP | IPV4 v
> OcHOBHBIE 5

[ Pospec Liza. los, 1160
P o 255. 255. 255. 0
> PrPOE ! 192. 168. 1 . 254

Mpean DNS | 192 188 1 254
AnsTepHatMBHEA DNS | 500 . 106. 1 . 20

ac-sapec [00-55-21-53-01-oc |
> FTP

> PPTP

> UPNP

> E-mail

> RTSP

> HTTPS

> YeenomneHue
Januce
Tpeeora
CucTeMHble

Puc. 5.30
B nonsx [IP-agpec], [Macka noacetu], [OcHoBHOM wnto3], [Mpeanountaembin DNS],
[AnbTepHaTBHBLIN DNS] Hy>XHO BBECTU Takmne 3HayeHusi, 4Tobbl kamepa nonana B O4Hy noaceTb
C ocTanbHbiM ob6opygoBaHveM. [na 3Toro obpaTutecb K paHee 3anucaHHbIM, TeKyLiMM
HaCTpovikaM NPOBOAHOM NoKanbHOM ceTu (CM. NyHKTbl 5.1 nnn 5.1.1) n, B COOTBETCTBMU C HUMW,

yCTaHOBUWTE BbilLieyKa3aHHble napamMeTpbl.

PykoBoacTBo no noakntoveHuto IP-kamepbl B12CW
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NMPUMEYAHUE!

B cnyyae HeobxoomMmocTu Ansi HACTPOWKM CeTeBbiX NapameTpoB YCTPOMCTB obpaTutecb Kk Bawemy

ceTeBoMy aaMUHUCTPaTOpPY.

[na npMMeHeHNss N3MEHEHUIN CETEBbLIX HACTPOEK KaMepbl HaXMUTE KHOMKy [CoxpaHuTb],
nocre 4yero NOABUTCA yBeJOMIEHNE O Nepe3arpyske yCTponCTBa.
Mocne nepesarpyskn IP-kamepa 6yaet goctynHa no 3agaHHoMmy Bamu IP-agpecy. Ha atom

HaCTpOIZKa npoBOAHOIo NOAKNMK4YeHNA |P-KaMepr 3aBepLlieHa.

PykoBoacTBo no noakntoveHuto IP-kamepbl B12CW
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5.6. Bo3BpaTt HacTpoek nogkntoyeHus MK kK nepBoHavyanbHbIM 3Ha4YEHUAM

YT06bl BEPHYTb 3HAYEHMSI MPOBOAHOIO CETEBOro MOAKIOHMEHUS] K YCTaHOBMIEHHbIM paHee

3Ha4YeHusM, BbINOMHUTE creayoLne 4encTBus.

Haxwmute lMyck — lNManenb ynpaeneHus (Puc. 5.31).

9 Internet Explorer >
@ Skype 4
,_:;j BroxHoT »
E DVR Server

m BRSCentroller

w BEWARD IP Visor

w BEWARD Player

S Coywd
Lo, Crypete

Microsoft Office Excel 2007 3

)
&, Cnyxbel komnonenTos

»  Bcenporpamu:

‘ pozpal alib P|

T B & & &
Puc. 5.31

BEWARD
NoxywerTol
Wsobpaxenna

Mysbica

Wrpsi

Komnbrorep

Manent ynpasnexnn

YcTpoicTea U NpUHTEPLI

MporpaMmMel No ymonuaHmo

Cnpaeka 1 nogaepxxa

T ——

3asepLuenne pabotsl .

|| L

B OTKpbIBLLUEMCA OMarioroBOM OKHe Bbl6epI/ITe NYHKT [npOCMOTp COCTOAHUA CeTu

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.32).

-
N
G-
HacTpoiika napameTpoB KOMNsOTEpa

Cwcrema v He30NacHOCTb
poBEpKa COCTOAHNA KOMMBIOTERE

AFXHEHFCEEHHEAEHHHX KOMNOBHOTEDS
Monck n WCNpasnedHne I'IpCﬁJ'IEI’\-‘

NHTepHeT
[1 OCMOTE COCTOAHWMA CETW M 33434 I

BuiGop napameTpoe gomaluHei rpynnel u obuere
A0CTYN3 K A3HHBIM

ObopyaosaHWe 1 3BYK
MpocmoTp yeTpofcTs U NPUHTEROE
[JloBasnenue ycrpoiicTea

Mporpammel

¥aaneHne nporpammbl

Puc. 5.32

Mpocmorp:  Katercpua =

YUeTHble 3aMMcKU NoAs30BaTENER 1
CEMEH...

'&l‘ JloBasneHme 1 yAaNEHNE YHETHBIX 3aNKUCEi
nons3oeaTened

'@' ¥cTaHoBKa POAMTENECKOND KOHTROAA 4NA BOEX
nonssceaTenei

OgopmMneHne N NepCoHanMsaLua
MamereHne Tembl

MzmeHenue drona pabouero cTona
Hacrpoiika paspelueHuna 3kpana

Yacel, A3bIK U PErMoH

CrmeHa packnagkn KNaenatypel Wan apyrix
cnocoboe BEOA

MzmeHenme asbika uHTepdeiica

CneunansHble BO3MOXKHOCTH
Pekomengyemeie Windows napametpel
OnTMKsaLNA M306PaKEHNA Ha IKpaHE

B oTkpbiBLUIEMCA OKHE HaxmuTe [MoakntoyeHune no nokanbHoun cetn] (Puc. 5.33).

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CW
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€« Ceto v MHTepHeT b LLEHTp ynpaBneHina ceTamn 1 oBuimm gocTynom

Manens ynpaenexma -

T A MPOCMOTP OCHOBHbIX CEEAEHWA O CETW M HACTPOWKA NOAKNHUEHWUA

[,5,“‘ ﬂ. MpocroTp nenHoi KapTo
W3nmenenue napameTpos - -

3aanTepa BEWARD Heckoneko cetei HHTepHeT
IZMEHNTE ZONOAHWTENEHEIE (70T KoMABIOTE)
napamMeTpel ofLLErD 4oCTyna MpocmoTtp akTuBHB ceTeil MoaknioueHne AN oTKAHOYEHNE

Cemn 4 Tun gocTyna: WHTepHer

OBuwecTaeHHan ceT MogkntoueHna:

K3MeHEHNE CETEBRIX NapamMmeTpoe

{tl Hactpoiika HOBOrO NOAKNMOHEHNA MW CETH
2

HacTpoiika GecnpoBodHoro, WMPoKSNoADCHOrD, ModemHers, npamore wan VPN-nogenrodeHns
W KE HACTPOIKE MAPLUPYTUITOPa AW TOYKN JoCTyna,

MoaxnrounTECA K CETH

rlD,U.KJ'IHJHEHME WNKU NOETOPHOE NOAKNHYEHUE K 68(I'IF]DED,\’J'HDM!’I'r NPOBOAHOMY, MOJEMHOMY
CETEBOMY COEIMHEHWHD WNK Nogkntodedine k VPN,

BoiBop AomMaluHeR rpynnbl v napameTpos oblero aoctyna

Cra. Takoke OocTyn k aiinam U NpUHTERaM, PACNONOKEHHBIM Ha APYTUX CETEBBD KOMMEHOTERAX, WK
- W3IMEHEHWE NapaMETpOE oBLLIErD AOCTyNa.

Bpanamaysp Windows P P k4
JowmaluHas rpynna ¥cTpaHeHne Henonagok

Ceoiictea obospesatens [AnarHocTika u NCNpasneHne ceTesbix NpoBRen WAN NoayHeHUe CBEAEHNA 06 ncnpasneHin,

Puc. 5.33

B oTkpbiBLIEMCS OKHE HaxmuTe kHonky [CBoncTBa] (Puc.5.34).

4 Cocroanue - Mogxnouenne no nokanoHo#i cet u

Ofwme

MoakntYeEHe

IPv4-noAKMOYEHME: WHTEpHET
IPvG-NOAKNOHERME: Bes goctyna K MHTepHeTy
COCTOAHUE cpefbl: MopknoYeHo
AnMTensHOCTE: 04:47:33
CKOPOCTL: 100.0 MG fc

AKTMBHOCTE
OTnpaeneHo — ;“’! ——  TpuHsTO

&
Bait: 79 183 140 I 805 509 770

| [ Bcsoiicrea

"OTK.moHMTb] [,ﬂmarnocrmna ]

Puc. 5.34
B oOTKpblBLLEMCSI OKHE CBOWCTB CETEBOrO MOAKMOYEHUS HeobXoaMmo BbiGpaTb MYyHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.35).

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CW
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-

L Moakntouenne No NOKANLHOMN CETW - CEORCTER ﬁ

Cem | Ooctyn

MogrnioveHing yepes:

‘-'-." Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.@ Mnarmposwwk nakeTos QoS
SCn'{xﬁa ADCTYNE K $ainam u npuHTepam ceTel Micr
& [ooToren MHrepHeTs sepcin § P/APyE)
(2 Nporoxen Wrrepreta epeun 4 (TCP/Pvd) |
- IpaiEep B/B ToNonora KaHankHOro YpoBHA |
-+ OTBETMK 0BHEPYKEHMA TOMONOMMM KaHANSHOMD YPOE =
[l i |

3
YeTaHoBUTE... Yoanuts | CaoitcTea I

Onucanve

MpoTtokon TCP/IP - cTaHaap eI npoTokon rnofansHem
ceTed, 0GECnEYMBaIOLLIMA CEBASE MEXKLY PASMM4HEIMK
E3EMMONEACTEYIOLLMMIA CETAMM.

oK ] [ Ommena

Puc. 5.35
OTKpoeTCs MEHIO, B KOTOPOM HEOOXOAMMO YCTaHOBUTb 3HAYEHUSA HayanbHbIX HACTPOEK,
3anuncaHHbIX BaMu paHee (cM. nyHKTbl 5.1, 5.1.1 aaHHoro PykoBoacTsa).
Ecnu mnsHavanbHo IP-agpec Bawemy MK HasHauyancs aBTomMaTuuyecku, Torga Bblbepute
nyHkTel [Monyuntb IP-agppec aBtomatuuecku] wu [Monyuntb agpec DNS-cepBepa

aBToMartu4ecku], nocne 4vero HaxmuTe kHonky [OK] onst Bcex oTKpbITbIX OKOH (Puc. 5.36).

Ceoiicrsa: Mpotokon MkTepHeTa sepcnn 4 (TCP/IPv4) l&lﬂ

Ofiwme ANbTEPHATMBHARA KOHQH YPaLMA ‘

MNapameTpel IP MOryT HasHEYATHCA SETOMATHHECKM, ECAM CETh
MOAAEPHUBSET STY BO3MOMHOCTL, B NPOTMBHON ciyYae NapaMeTpel
IP MOXHO MOAYUWTE ¥ CETEEOr0 AAMMHWCTPATOPA.

|-§- Monywits IP-aapec aBTOMATHYECKK I
{0) MNoNb30BaTE CREAYHOWMIA [P-aapec:

| (@ Mony4nTb anpec DNS-CepEEpa SETOMETUHECKK I

(7) Mnons30BaTh CNEAYIOWAKE aapeca DNS-Cepsepos:

MNonTEEpANTE NEPEMETPEI NPK BhIX0AE ——

Puc. 5.36
Ecnu nsHavanbHo |IP-agpec Bawewmy K 6bin 3agaH BpyuYHyto, Torda BblbepuTe MyHKT
[Mcnonb3oBaTtb cnepyrowmn IP-agpec] n 3anonHute Heobxoaumble nons (CM. NyHKT 5.1

AaHHoro PykosoacTea), nocne yero Haxmute kHonky [OK] ans Bcex oTKpbITbiX OKOH (Puc. 5.37).

PykoBoacTBO no nopakntoyeHuio IP-kamepbl B12CW
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-
Ceoitcrsa: Mpotokon Wuteprera eepcun 4 (TCP/IPv4) M

Obwne

MapameTpel IP MOryT Ha3HEYATECR BETOMATHHECKH, BTN CETE
NOAAEPHMBZET 3TY BOIMOKHOCTE, B MPOTMEHOM CNY4ae NapaMeTphl
IP MOXHO NONYYMTE Y CETEBOM0 aAMAHWCTPETOPA,

() MonyunTe IP-anpec aETOMATHUECKM

(@ Wcnonbsosate cieaytowmii IP-agpec:

IP-agpec: 192 . 168, 1 . 20
Macka noaceTu: 255 .255.255. 0
OCHOBHON Whos: 192,168, 1 . 1

Mony4mTe agpec DNS-cepsepa asTOMATHHECKN
(@ WenonesoEaTe cneayiowme anpeca DNS-cepeepos:
MpeanourTaemeiin DNS-cepeep: 192 168, 1 . 1

ANbTEPHATUEHLIA DNS-CEpEED:

[T NoaTeepanTE NapaMeTRE! NPK BEIXORE

Puc. 5.37

5.7. TlpoBepka npaBUNBLHOCTM HacTpoeKk noaknyeHnsa IP-kamepbl K
NokKanbHOW ceTun

[Ana KOHTPOMS nNPaBUNBbHOCTM CETEBbIX HACTPOEK Kamepbl W  KOMMbHTEpa HYXHO
noaKno4MTbLCS K Kamepe Yepes 6paysep Internet Explorer.

3anyctute 6paysep Internet Explorer. na atoro Haxmute lMyck — Bce lMpoepamMmbi v
BblbepuTe cTpoky [Internet Explorer].

Beegute B agpecHonm cTpoke IP-agpec, nNpUCBOEHHbLIN Kamepe  (Hanpumep:
http://192.168.1.166) (Puc. 5.38).

il S
@@kﬁ http://192.168.1.166/ D~ || :? Myctaa crpanuua | | Gb {H ‘:::’

Puc. 5.38
Mpu npaBunbHbIX HACTPOMKax OTKPOETCA OKHO aBTopu3auuu. [ns aBTopu3auuu BBeauTe

UMs nonb3oBaTtens n naponb, nocne vero Haxmute [OK] (Puc. 5.39).

PykoBoacTBO no nopakntoyeHuio IP-kamepbl B12CW
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BHUMAHMUE!

Vma nonb3oBatensa no ymonyaHuto: admin. Mapone no ymonyaHuto: admin.

=)
e@‘ @ hitp://192.168.1166/login.asp £~ ¢ || @ wes service ‘ | 1 ok

.

[nA KOPPEKTHOro 0TODPAMEHUA 3arpy3nTe W ycTaHoauTe ActiveX

JinA ucnonk3osanun Firefox, Google Chrome |E Tab noxanyiicta oaHakomTecs ¢

Puc. 5.39
Mpy NpaBMNbHO BLINOJTHEHHbLIX AENCTBUSAX Bbl cMoxeTe 3anTn B BeOG-nHTEpdenc yepes

Gpaysep 1 yBnaeTb nsobpaxeHue ¢ Bawen IP-kamepbl (Puc. 5.40).

e ) @ hetp 1921681166, flogin.asp = D-3 || £ WEB SERVICE - | I
ESVARD
Ochonod | OB comce Pt 20rucs o npocryussanme [

Puc. 5.40

PykoBoacTBO no nopakntoyeHuio IP-kamepbl B12CW
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NMPUMEYAHUE!

B cnyyae HeygayHOro coevHeHUs C Kamepon, NpoBepbTe MPaBUSIbHOCTb MOAKMIOYEHUST K MPOBOLHON
CeTu, BEPHUTECb B Ha4ano AaHHOW rnaBbl U NMOBTOPUTE HAcTpownky. [Npu HeobxoammocTn obpaTutech K

Baluemy cucteMHOMY agMUHUCTPATOPY.

PykoBoacTBO no nopakntoyeHuio IP-kamepbl B12CW
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Be\«vARD Inasa 6 Hacmpotuixa 6ecnposoonozo (Wi-Fi) coeounenus

naBa 6. Hactpowuka 6ecnposogHoro (Wi-Fi) coeauHeHusn

6.1. O6wme cBeaeHust o 6ecnpoBogHoOM noaknoveHuu IP-kamepbl B12CW

Ana Toro 4to6bl IP-kamepa BEWARD B12CW pabotana B Bawewn 6ecnposoagHon Wi-Fi-
CeTn COBMECTHO C apyrum obopyaoBaHuem, HeobxoouMMO ee MOAKMYUTL B COOTBETCTBUM C
TEeKyLWWMMN HacTpomkamm AaHHoW ceTw. [loaknyeHne MOXHO BbIMNOMHWUTL — CredyroLwmnMm
cnocobamu:

1. ucnonbsys TexHonormwo WPS (To ecTb 6e30rmacHo20 yrnpouweHHO20 MOOKITYEHUST K

cemu Wi-Fi),

BHUMAHUE!
MogkntoyeHne IP-kamepbl ¢ nomolbto WPS BO3MOXHO TOMBKO NpW YCNOBUK, YTO UCMONb3yeMbli Bamu

MapLUpyTU3aTop Takke NnoaaepKuBaeT AaHHY TEXHOMOIMIO.

2. Bpyu4Hyto, 6e3 ncnonb3oBaHusa TexHonorun WPS.

MepBbIi cnocob Hanbonee NPoOcTon U ObICTpbIA. NS NOoAKNHYEHNS HeoOXoaUMO TONbLKO
HaxaTb kHonkn [WPS] Ha wmapwpyTtusatope u IP-kamepe, ocTanbHoe kamepa caenaet
CaMOCTOSATESNbHO (CM. MYHKT 6.2).

HacTtporika BTopbiM cnocobom TpebyeT 6onblue BpemeHn. [na nogknioveHns Heobxoammo
y3HaTb napameTpbl 6€CNpoOBOAHON CETU, NOLKITIOUYUTL Kamepy Npu nomMowy kabensi K NPoOBOAHOWN
ceTn, NonyuYnTb AOCTYN K Beb-uHTepdency kamepbl U, BbiOpaB Heobxoaumyto GecrnpoBOLHYHO

CeTb, MOAKIHYNTLCS K HEN (CM. NYHKTbI 6.3).

6.2. Nopgknio4yeHme kK 6ecnpoBogHon ceTn ¢ nomolybo WPS

Ona nogkntoveHnst IP-kamepbl Kk Bawen 6ecnposogHon cetu no WPS BbInonHute
cnepylowime aencTeus:

War 1: nogkniounTe IP-kamepy K WMCTOYHMKY nuTaHua S5 B n3 komnnekta nocTasku,
pacrnonoxms ee B 30He yBepeHHoro npuema Wi-Fi-curHana mapwpytumsatopa.

LWar 2: noxauTech NOMHOW 3arpy3ku Kamepbl (2-3 MUHYThI).

War 3: HaxmuTe Ha mapwpyTtusaTope kHorky [WPS] v yaepxusante 2-3 cekyHabl. [Mpu
aToMm wuHaukatop WPS (ecnn TakoBOWM MMeeTCsl) HayHeT muraTb (CM. pyKOBOACTBO MO
aKcnnyaTaumm mapLipyTtunsartopa).

War 4: Haxmute Ha IP-kamepe kHonky [WPS] n yaepxuante 2-3 cekyHabl. NHankaTop

WPS Ha kamepe 3aroputcs CUHUM LBETOM (NepecTaHeT ropeTb NOoCcne YyCTaHOBKN CBSA3M).

PykoBoacTBO no nopakntoyeHuio IP-kamepbl B12CW
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BHUMAHMUE!

Wi-Fi-maplipytnsatop unuM TOYKa [ocTyna, K KOTOPOMY/KOTOPOW MNPOU3BOAMTCA MOOKIIOYEHME,
porkeH/gomkHa nogaepxmeaTtb TexHonormto WPS. Kpome Toro, gomkeH ObiTb BkMtouyeH pexum PBC

(Push Button Connection).

Ecnu Bce warn BbINONHEHbI MPaBUiIbHO, U Kamepa nogkmntodeHa k Bawen Wi-Fi-cetn,

BbIMOSHATL OENCTBMUS, ONUCaHHbIE B NyHKTe 6.3, He TpebyeTcs.

6.3. NoakntovyeHne K 6ecnpoBOAHON CETU BPYUHYIO

Ecrin KamMmepy He yaaeTCd NOAKMKYNUTb No WPS, TO HeO6XOD,VIMO caenaTtb 3TO BPYYHYHO:
War 1: onpeaenntb TeKywmne napamMmeTpbl 6eCI'IpOBOD,HOFO NnoAKIMNK4YeHnA.

LWar 2: HacTpouTb BecnpoBogHOE NOAKITIOYEHME.

,D,aHHbIe waru I'IO,EI,pO6HO OonncaHbl HNXe.

6.3.1. OnpepeneHue TeKyWMX NnapamMmeTpoB 6ecnpoBOAHOro NOAKMNHYEeHUsA

Ona HacTtponkn Wi-Fi-coeanHernnss Heobxoammo, 4tobbl IP-kamepa B12CW pabotana B
Bawen 6ecnpoBogHomn Wi-Fi-cetn coBmecTHO ¢ K, ¢ KOTOporo nponsBoanTcsa HacTponka.

OnpegenuTb napameTpbl 6€CNPOBOAHOIO NOAKMIOYEHNST MOXHO Criegyowmmmn cnocodamu:

Cnoco6 1: 3antn yepes BebO-MHTEPGENC B MEHIO HAcTpoek Bawero maplpyTtmsaTopa u
onpegenuTb HacTponku GecnpoBOAHOrO NOAKMOYEHUA MapLupyTudaTtopa (CM. PyKOBOACTBO MO
aKcnnyaTaumm mappyTtmsaTtopa).

Cnoco6 2: Onpegenutb napametpbl Wi-Fi-cet npu nomowm apyroro obopyaoBaHus,

NMOAKIMIOYEHHOrO K Her (Hanpumep, HoyTbyka).

NMPUMEYAHUE!
HasBaHWs HeKOTOpbIX MYHKTOB MEHK M (PyHKUMA Ha CKpuHWOTax B AaHHOM PykoBoacTtee MoryT
oTnnyaTtbCs OT TakoBbiX B Bawen sepcun Windows, ogHako anroputm nNpuBeOeHHbIX OENCTBUIA ABNAETCA

yHuBepcarbHbIM.

PaccmoTpum npouecc onpefeneHnss HacTpoek ©GecnpoBOAHOW CeTM Npyu  NOMOLLM
NOAKIIOYEHHOrO K Her HoyToyka.

OTtkniounTte OoT HOyTOyka kabenb Ethernet (ecnv TakoBOW MOAKMOYEH) M MOAKIMOYUTECH K
Bawen Wi-Fi-cetn.

Mocne noakniovenus Kk Wi-Fi-cetn Haxxmute lMyck — lNMaHenb ynpaeneHus (Puc. 6.1).

PykoBoacTBO no nopakntoyeHuio IP-kamepbl B12CW
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@ Internet Explorer
C

a Skype

| X2 Microsoft Office Bxcel 2007
5

BEWARD
Jloxymene

W paKEHNA

“-"J Bnokrot
Mysbika
ﬁ DVR Server
Wrpei
m BRSController

Komnetotep

m BEWARD [P Visor
m BEWARD Player

Marens ynpasnexina
YcrpoiicTea n npUHTEpEI

Mporpammbl No yMo4aHwo

e
,@, Cry#6el KOMNOHEHTOE
Cnpaska W NoAsep:kKa

» Bce nporpamme

| | 3aBeplueHme paboTel E

Puc. 6.1
B oTkpbiBlEMCS OnanoroBoM OkHe BblbepuTe NyHKT «[pOCMOTP COCTOSIHMA CeTu M

3apay» B pasgene «Cetb u UHTepHeT» (Puc. 6.2).

@@v 5 » Manens ynpasnerma » - [Mouck & NGHEAU ynpagaeHUS pel

HacrpoﬁKa napaMeTpoB KOMNbHOTERA MpocmoTp:  Kateropua ™

CucTema v Be30NacHoOCTE
lNpoBepka cOCTOAHMA KOMMNBHOTER

YueTHble 3aNMcK Nonss0saTensi n
CEMEWH...

ApXWBMPOBAHNE JaHHBLX KOMNBHOTED
Mowck u ncnpasnenne npobnem

&l |ﬂéchCTp COCTOAHMA CETH W 33434 I
e

Beifop napameTpos gomMawuneit rpynnel u obuero
ADCTYNa K A3HHBIM

/ OBopyaoBaHMe 1 3BYK

MNpocrMoTp yCTPoRCTs U NpUHTEPOE
[oBasnenue ycTpoiicTea

Mporpammbl

Yaanexue nporpaMmel

Puc. 6.2

'@'ﬂ.:ﬁasnenne W yABNEHNE YHETHBIX 3aNMCei
nonb3oeaTensi

’Q YCTaHOBKE POANTENCKOTD KOHTROMA ANA BEX
Nonb30BaTENEH

QOdopmneHne M NepcoHanmsaLmra
Wzraenerne Temel

Vzmenenne pona pabouero ctona
Hactpoiika paspewenna 3kpana

Yacel, A3bIK U PErnoH

CreHa packnagkn KNaBnatypbl WK ApyTux
cnocoBoB BEOAA

Vzmenenne asbika uHTepdeiica

CneuMansHble BO3MOXHOCTH
Pexomengyensie Windows napamerpel
OnmuMuzaumns Ms0BpaKeHna Ha 3KpaHe

B oTkpbiBLUIEMCA OKHE HaxmMuTe «BecnpoBogHoe ceTeBoe coeaunHeHue» (Puc 6.3).

NMPUMEYAHMUE!

I'Ipvl HaNM4YMM HECKOSbKUX CETEBLIX MOLKMHOYEHWI Bbl6epI/ITe 6ecnposop,Hoe noAKrn4yeHne, K KOTopomy

nraHnpyeTcd NnoAKnYnTb IP-Kamepy.

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CW
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Manens ynpasnexus -
ACMALLHAR CTPaHILE

MzreHerne napameTpos
agantepa

[3MeHNTE 40N0NHWTENBHBIE
napameTpsl obilero gocTyna

Cua. TAICKE
Bpanamayzp Windows
AomaiiHas rpynna

Ceoiictea ofospesarena

BHUMAHMUE!

@k—)' LF <« Certe v Mirmeprer b+ LlenTp ynpaenerus ceramin n obuwm gocrynom

MpocMoTp OCHOBHBIX CBEAEHWA O CETH W HACTPOMKA NOAKAKYEHHUA

E,»LI ,‘ q MpocmoTp NonHo# KapTel
> = 1

BEWARD wireless WuTepHer
(3ToT KoMnboTEp)

[MNpocmoTp aKTHBHBIX CETER MNogKNMOYEHHE NAN OTKAMYEHNE

/‘ wireless

'I! ¢ [IOMEWHAA CETh

Tun aoctyna: HTERHET

MoaknkoueHua: | Becnposoanoe
CETEEOE COEAMHEHNE
(wireless)
'-’.E. HacTpolika HOBOro NOgKFOYEHNA MAN CETH
-

HacTpoiika GecnposogHoro, WMPOKONOAOCHDMD, MoAEMHEro, NpamMore wan VPN-noakaodenua
WAN e HACTPOKa MapLIpYTU3aTopa MK TOHKKM A0CTyna.

[zmeHennE ceTEBbIX NEPaMETPOE

}. MoaKkNKHMTEEA K CETH
ToAKNFOUEHNE UNK NOETOPHOE NOAKNFOHEHNE K BECNPOBOAHOMY, NPOBCAHOMY, MOAEMHOMY
CETEBOMY COEQMHEHMMD WK Nogrntouerne k VPN,

Beibop gomaluneil rpynnel u napameTpoe cbulere goctyna

Joctyn k dainam w NpPUHTERaM, PacroAOKEHHBIM HE ARYTX CETEBBIX KOMMBIOTEDAX, MM
W3MEHEHWE N3paMETPOB DSLLI'E"D AocTyna.

YcTpaneHne Henonagok
,ﬂIﬂEI'HUCTIM(E M NCNPEBNEHNE CETEBBIX I'IFIUSJ'IEM HAK NOYYEHNE (EEAEHMﬁ o HCNpaengHnn.

Puc.6.3

Ecnu y Bac HeT Takoro nyHkTa MeHto, ybegutech, 4to Baw HoyTbyk nogkntodeH k Wi-Fi-cetn. inga atoro

npoBepbTEe, OTKIKYEH N OT HOyTOyKa ceTeBon kabenb 1 BkntoveH nu agantep Wi-Fi. Ecnn oba ycnosus

BbINOJSTHEHbI, AAHHbIN NYHKT MEHIO OJOJDKEeH ObITb OOCTYyNeH.

B otkpbiBwemca okHe (Puc.6.4) Hangute mmsa Bawen 6GecnpoBogHon cetn — «SSID».

3anomMHuTe NMbOo 3anunTe Ha3BaHMe ceTn, OHO I'IOH8,E|,O6I/ITC$I B QanbHENLLEM.

o] Cocroanwue - becnpoBoaHan CeTb
Obume
MoaknoyeHue -
IPv4-nooknioHeHre: WHTEpHET
IPvE-T0AKNIOHEHIE: Bes nocTyna K cetn
CocToAHWE cpeabl: MoarnoYeHo
(ssID: ASUS)
AnUTensHoCTL! 00:00:11
CropocTh: 54,0 MbuT/c

KadecTeo aurHana:
3

l| CeeaeHus. .. l l Ceoiictea becnposoaHoi ceti ]

OTNPaBNeHD = L‘M! -
il

BaiiT: 17 569 26 258

AKTMBHOCTb -

MpuHATO

¥y Ceoiictea | |FgOtkmounts | | inarHocTika

SaKpbITh

Puc.6.4

HaxmuTte kHonku [CBeaeHun] n [CBoncTBa 6ecnpoBoAHON ceTH].

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CW
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B OTKpbIBLUMXCSI OKHAx COOEPXUTCA WMHopMauus O Tekywem GecrpoBOAHOM CETEBOM

nogknoyeHun (Puc. 6.5).

CBeneHWA O CETEBOM NOAKAHIYEHMKM CeoWicTea becnposoaHoi cetr ASUS
CBEASHUA O MOZKMHYEHAN K CETH: Moarwoverme | BesenackocTs
Ceoiictso Jnaverue
OnpensneHHsIl AnA Mo ... [I"‘” BesonacHocTh: WPA2-Personal & ]
OrmcaHue D-Link AirPlus Xreme G DWL-5132 Wire [Tmn AL ET AES v]
PuzsniecKnit agpec 00-13-5B-65-23-8B = -
DHCP exnioueH 0= [ﬁmou BesonmacHocTH ceTH | password _]

ec |Pvd 192.168.1.10:
Macka nogcem [Pvd 255 285 25510
ApeHpa nonmyyeHa Suwona 2016 . 14:42:35
ApeHpa ucTexaeT Swona 2016 r. 14:42:44
[LLImos no ymonuaHuwio 1P 192.168.1 ‘ﬂ
DHCP-cepeep IPv4 192.168.1.1
DMNS-cepeepel [Pvd 152.168.1.1

192.168.0.254

WINS-cepeep |Pvd

Cn;.'xﬁa NetBIOS HEpesss Oz L ononHWTENEHBIE NaPaMETPEI

£ >
2a
T G
Puc. 6.5

3anmwunTte oTMeyeHHble Ha PucyHke 6.5 napameTpbl, a nmeHHo: [Agpec IPv4], [Macka
noacetn IPv4], [lLUnto3 no ymonyaHnuw], [Tun 6e3onacHocTtu], [Tun wudcdpoBanua], [Knroy
6e3onacHocTu]. 3TN AaHHble NOHAAOOUTLCS ANsi HAaCTPOWKM GecnpoBOAHOrO NoAKMYeHus |P-

KamMmepbl BPYYHYIO.

6.3.2. HacTpowka napameTpoB 6ecrnpoBogHoro nogknoyeHus IP-kamepbl

Mogkntounte IP-kamepy K Baluer nNpoBOAHOW CETU UMM HanNpaAMyk K KoMnbloTepy. Ong
3TOro NOAKMNIYMTE OAMH KOHeL, kabensa naTy-kop4 K CeTeBOMY pas3beMy KaMepbl, @ BTOPOW KOHeLl,
— Kk LAN-nopTy mapwpyTtusaTtopa unm komnbtoTepa. [lonyumte JocTyn K kamepe, Ucnonb3yst aTo

NPoOBOAHOE COeaMHEHME, ONMCaHHbIM Bbille cnocobom (cm. [nasy 5).

NMPUMEYAHUE!

Internet Explorer gomkeH ObiTb yCTaHOBMEH kak Gpay3ep No yMON4aHuio.

MNocne nonyvyeHuna Oocrtyna K Kamepe “ yCI'IeLIJHOIZ aBTopunsaumnn Bl yBunauTe rmaBHoe OKHO

ee BebG-uHTepdpenica (Puc. 6.6).

PykoBoacTBO no nopakntoyeHuio IP-kamepbl B12CW
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[ESSEEy===)

e 2 hetpe/ 18216800 ognap B D~ | & weB SERVICE < | I
BE\WARD

Puc. 6.6

[na un3meHeHMsi HacTpoek OecnpoBOAHOIO COEAMHEHUSI KaMepbl HaXMUTE KHOMKY

[HacTpomku] n nepengute B meHto Cemb — Wi-Fi (Puc. 6.7).

BE\VARD

NoKanbHEle HacTpoitku Wi-Fi
Ayano
Bugeo
CeTb

Biniounts [ ]

DHCP []

IP-aapec | 107 168 1 - 150
> LAN [ 055 255. 255 0
s (o0 1051 1 |
T e 1
MAG apec
> PPPoE
) —
> UPNP
L —
> E-mail
pp—
> FTP
Pexum Open System v
> DDNS
@opmar knioua | LLecTHaguaTHpMYHE Vv

>
(AL LllnpyHa kaHana AsTo v

> OcHOBHbIE

> [arl? Pexum | AgTO ~
> HTTPS

> YBepomnesue
3anuce

Tpeeora

CHCTEMHLIE

Puc. 6.7
Ha gaHHon cTpaHuLue OTMeTbTe rarnoykon nyHKT [BkrnouunTs].
Ecnu B Bawen cetn Wi-Fi ectb DHCP-cepBep, To Bbl MOXeTe BKMOYMTb aBTOMaTU4eckoe

npuceoeHve |IP-agpeca GecnpoBoAHOro agantepa kamepbl. [N 3TOro OTMeTbTe ranoykon MyHKT
[DHCP].

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CW
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Ecnu Bbl He XoTuTe wucnonb3oBaTb OMUUIO aBTOMAaTMYECKOro NPUCBOEHUA IP-a/J,peca

GecnpoBoaHoro agantepa unu B Bawewn cetn HeT DHCP-cepBepa, TO AaHHbIN NYHKT HEO6X0ANMO
OCTaBUTb HEOTMEYEHHbIM.

Mons [IP-apgpec], [Macka noacetu], [LLIN03] 3anonHa0TCa TONbKO B cnyyae, ecnu Bel He
ncrnonedyete DHCP.

B pmaHHble nonsi BBeguTe Takue 3HadeHusl, 4ToObl Kamepa nonana B OAHY MNOACETb C
ocTtanbHbiM obopygoBaHueM. [nd 3Toro obpatutecb K paHee 3anucaHHbIM HaCTpoWKam
b6ecnpoBogHon cetn (cMm. NyHKT 6.3.1) 1 B COOTBETCTBUN C HUMW YCTAHOBWUTE BblLLEYKA3aHHbIE

napameTpbl.

NMPUMEYAHMUE!

Mpu atom IP-agpec kamepbl OOMmMKeH ObiTb YHMKanNbHbIM M He MOBTOPSATb agpeca APYrux YCTPOWCTB B
noAceTu, a Macka NoAceTM U L3 AOMKHbI COBNaaaTth C 3anucaHHbIMU paHee 3Ha4YeHUsIMU.

Mpn HeobGXxoaMmoOCTU AN HACTPOWMKM CeTeBbIX MapameTpoB obopynoBaHusi obpatutech K Bawemy

CeTeBOMY afMUHUCTPaTOPY.

B none [SSID] BBeanTe paHee 3anncaHHoe nmsi Bawwen 6ecnpoBoaHom ceTu.
B none [Maponb] BBegMTE paHee 3anncaHHbIN KoY 6e30nacHOCTM.
AHanornyHo 3anonHute nons [Tun wudposaHus] n [Pexum wmndcpoBaHus].

[ins paccmaTtpvMBaeMoro npuMepa KOPPEKTHO 3amnofiHeHHas cTpaHuua HacTtpoek Wi-Fi

OyneT BbIrnaaeTb cneaylowmm o6pasom:

BE\VARD

TokankHele HacTpoitku Wi-Fi

Ayano
Buaeo BrnioynTs
DHCP
CeTb o
> OCHOBHEIE IP-ampec | 107. 168. 1 . 160
> L AT
s
—
> PRROE
SsiD
T

Tun WPA2

LnpwHa kasana  AsTo

> UPNP

> E-mail

> FTP
> DDNS
>

L1 Pexum | Asto
> RTSP

» s
> YBenoMneHuwe

Banuce

Tpeeora

CHCTEMHLIE

Puc. 6.8
Ana coxpaHeHus n3MeHeHMIN HaxxmMuTe KHoMNKy [CoxpaHuTb].
Mopoxante HekoTopoe Bpemsi (2-3 MUHYTbI), MOKa HOBble HACTPOWKW BCTYNAT B CuUNy,

3aBepLIMTCA NPOLLECC NOAKMOYEHUs No 6ecnpoBOAHOMY COEAMHEHMIO U Nepe3arpy3unTcsa kKamepa.

PykoBoacTBO no nopakntoyeHuio IP-kamepbl B12CW
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Be\«vARD Inasa 6 Hacmpotuixa 6ecnposoonozo (Wi-Fi) coeounenus

Mocne ycnewHoro nogkntoyeHuns k Todke goctyna Wi-Fi npm ncnonbsosannu DHCP, Bebi

CMoOXeTe yBuaeTb Tekywunn IP-agpec, HasHavyeHHbI kamepe ans 6ecnpoBogHOrO0 CoeanHEHUs, B
none [IP-apgpec].

HacTtpolika 6ecnpoBoaHoro coeanHeHns ans |[P-kamepbl 3aBeplLueHa.

PykoBoacTBO no nopakntoyeHuio IP-kamepbl B12CW
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MnaBa 7. NogkntoyeHue IP-kamepbl K ceT UHTepHeT

7.1. O6wue cBeaeHUA o noaknoveHun IP-kamepbl kK cetn UHTepHeT

Mpn yctaHoBke |P-kamepbl 06blMHO TpebyeTca MMeTb K Hel [OCTyn He TOfbKo M3

nokanbHOM CeTu, HO U U3 ceTn NIHTepHeT.

B atom cnyyae ana ogHoBpemeHHoOW paboTbl KOMMbOTEPOB, HOyTOykoB, IP-kamep u

apyroro obopyaoBaHusa B ceTn MIHTepHeT, Yalle Bcero, UCNonb3yeTcs MapLupyTM3aTop.

Mpn opraHusaumm poctyna Kk IP-Bugeokamepam u3 cetn WMHTepHeT, Kak npaBuro,

ncnonbe3yTca creaylowmne Tpu BapuaHTa:

1. VmeeTcs BblOeNeHHbIn npoBangepoM BHeWHwWn ctatudeckun |IP-agpec nnu PPPoE-
coeauHeHue. lMpu atom, gaHHbIn IP-agpec (unn PPPoOE-coeanHeHne) ucnonb3yeTtca
ANA NOAKNIOYEHUSA TONbKO 0AHOW IP-kamepbl U He MOXeT BbiTb Ha3Ha4YeH eLe Kakomy-
nmnbo yCTponcTBay.

2. WNmeeTcsa BblAENEHHbIA MpoBangepoM BHELWHWW cTaTtudeckunn |P-agpec, KOTopbIn
MCcnonb3yeTcsa Ans NoaKoYeHns K ceTn VIHTEpHET NoKanbHOW CeTU, K KOTOPOK, B CBOKO
oyepedb, nNMaHUpyeTca MNOAKMIOYUTbL OOHY WM Heckonbko IP-kamep. [lpu Takom
NOAKMYEHNN UCNOoNb3yeTca MapLupyTnsatop. Npu 3ToM 4MCno NOAKMYaeMbIX Kamep
3aBUCUT, B OCHOBHOM, OT KONIMYECTBA NepeHasHavyaeMbIX MapLupyTM3aTopoM NopToB.

3. lNpoBangep He BbliensieT BHewWHWW ctatudecknn IP-agpec. IP-agpec HasHavaetcA
npoBangepomM AnMHAMMUYECKN, TO €CTb TakK, YTO MPU KaXXgoM HOBOM MOOKMHOYEHUN 3TOT
agpec npucBamBaeTCsl 3aHOBO M M3MeHsieTcs B npouecce paboTbl (Takas cutyaumst
ocobeHHO xapakTepHa npu pabote yepe3 ADSL u GPRS). B atom cnyyae, 4TOGbI
obecneuntb BO3MOXHOCTb MOLKIOYEHUS OAHOW WM HECKOSMbKUX Kamep K ceTu
MHTepHeT, BHe 3aBMCUMMOCTM OT TOro, kKakon |P-agpec BbioeneH npoBangepom B
OAHHbIA MOMEHT, HeobXoaAMMO 3afenCTBOBaTb MHTEPHET-Cryxbbl, paboTtatowme
OVWHaAMUYECKUMU agpecamu.

Hanee, aTM BapuaHTbl opraHuMsaumm poctyna kK IP-kamepam un3 cetn WHTepHeT OyayT

paccMOoTpeHbl nogpobHee.

PykoBoacTBO no nopakntoyeHuio IP-kamepbl B12CW
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7.2. Ucnonb3oBaHue ctatu4veckoro IP-agpeca

Ona nogkrntoyeHuns |IP-kamepbl kK cetn MHTepHET HeobXoouMoO U3MEHUTb €€ ceTeBble
napameTpbl B COOTBETCTBUM C JaHHbIMMW, NOfly4eHHbIMKU OT npoBangepa. Kak npaesuno, nposangep
npegocTtaBnsieT crneylowme ceTeBble HacTpouku: IP-agpec (B gaHHOM cnyyae, CTaTUYecKuin),
Macka nogcetn, CeteBon wnto3 u agpec DNS-cepsepa.

[nsa nonydeHuna goctyna K IP-kamepe yepes ceTb VIHTepHET no ctatuyeckomy |IP-agpecy
Heo6X0ANMO BbINOMHUTL CnegyoLwme warn:

War 1: nogkntounte IP-kamepy Hanpsamyto k Bawemy TK.

Lar 2: nsmeHuTe ceTeBble HACTPOWKM NPOBOAHOIO coeanHeHus |IP-kamepbl (CM. NyHKT 5.5

AaHHoro PykoBoacTBa) B COOTBETCTBUM C HACTpoWkamu, npegocraBneHHbiMu Bawnm UHTepHeT-

nposangepom (Puc. 7.1).

BE@\WARD
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Wenons3osats IPvE [[]
DHCP []

Bepcua IP | IPV4 v
> OcHoBHbe =

> et 105 255255 255 252
s EEE ) 173194 122 - 211
Mp, ONS | 173. 104 123, 1
AnbTepHaTMBHBIA DNS | 173 194. 122. 2
MAC-agpec [ 00-5A-21-33-01-8C

> FIP

> PPTP

> UPNP

> E-mail

> RTSP

> HTTPS

> Yeegomnenwe
Sanuce
Tpesora
CHCTeMHble

Puc. 7.1
War 3: nogkntounte IP-kamepy k BblaeneHHon cetu Ethernet.
Ecnu Bce napameTphbl yka3aHbl BEPHO, kKamepa OOoMmkHa ObITb AOCTYNHa B ceTn VIHTEepHeT.
B npuBegeHHOM npyvmepe npoBangep NpeaocTaBun cneayolme JaHHble:
o IP-apgpec: 173.194.122.202
e Macka noacetun: 255.255.255.252
e OcHoBHOWM wWnto3: 173.194.122.211
e DNS-cepsep 1: 173.194.122.1
e DNS-cepBep 2: 173.194.122.2

B obwem cny4vae, ana obpaweHuns Kk IP-kamepe yepes ceTb VIHTEpHET B agpecHoOn CTpoke
Opaysepa BBogutca cnegywowmn 3anpoc: http://[<IP>:<Port>, rgoe <IP> — IP-agpec kamepbl,

<Port> — 3HayeHne HTTP-nopta. Tak Kak B AaHHOM npuMmepe ucnornb3yetca 3HadveHne HTTP-

PykoBoacTBO no nopakntoyeHuio IP-kamepbl B12CW
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noprta, 3agaHHoe no ymondauuio («80»), TO, 4TOGLI ObpaTuTbcs K IP-kamepe 4yepes ceTb

NHTepHeT, Heobxoammo HabpaTtb 3anpoc «http://173.194.122.202».

NMPUMEYAHUE!
Mpu nopknioyeHun Kk kamepe 4deped HTTP-nopT, 3agaHHbI NO ymonyaHuio (3HadeHume paBHO «80»),

3anpoc B agpecHoun ctpoke 6paysepa umeet sua: http://<IP>,— roe <IP> — IP-agpec kamepbl.

7.3. Ucnonb3oBaHne PPPoE-coeauHeHuns

NHTepHeT-npoBangep He Bceraa MoxeT obecneynTb NOAKMYEHWEe No crtatudeckomy |P-
agpecy. Yawe Bcero, npoBangep opraHudyeT goctyn kK cetm WHTepHeT u4epes PPPoE-
coegvHeHune. B aTom cnyyae, oH npegoctaBnsaeT aboHEHTY UMSA Nonb3oBaTens 1 Naposb.

IP-kamepa B12CW nogoepxmBaet PPPoE-coeguMHeHne. [Ona ero Mcnonb3oBaHust
Heo6xoa4nMO BbINOMHUTL CrieaytoLme warm:

War 1: nogkntounTte IP-kamepy k Bawlei nokansHon cetu unu Hanpsimyto K K (cm. Maey 5).

War 2: songute B meHto PPPoE-HacTpoek IP-kamepbl: Hacmpolku — Cemb — PPPoOE.

War 3: B TekcToBbIX Nonsax [[lonb3oBatens], [[laponb] BBeanTe 3Ha4YeHUs:, NONyYEHHbIE

oT NHTepHeT-npoBanaepa (Puc. 7.2).

BE\VARD
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> PPTP
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> YBegomnexue
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CHCTEMHEIe

Puc. 7.2
War 4: Boibepute TMn wudposaHua “CHAP” wnu “PAP” ans npoBepkM MNOASIMHHOCTU
coeavHeHus.

War 5: Anga npuHATUS 3MEHEHUI HaxxMuTe KHOMNKy [CoxpaHuTb].

BHUMAHUE!

Ons BCTYyNJeHna ceTeBblX MNapamMeTpoB B CUITY Tpe6yeTCﬂ nepesarpyska yCTpOVICTBa.

PykoBoacTBO no nopakntoyeHuio IP-kamepbl B12CW
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War 6: nogkntounte IP-kamepy Kk BblaeneHHon cetu Ethernet.

BHUMAHUE!

Mocne nogkntoveHus IP-kamepsl Kk BblaeneHHon cetn Ethernet ona Byaet goctynHa B cetu VIHTepHeT noa

IP-agpecom, nprucBOeHHbIM e Balimm npoBarigepom n otobpaxaemebiM B none [Agpec] (cm. Puc. 7.2).

[na obpaweHua k IP-kamepe B ceTn NHTepHET B agpecHon cTpoke Opaysepa BBOAUTCA
cnenyowmin 3anpoc: http://[<IP>:<Port>/— roe <IP> — IP-agpec kamepsbl, HasHa4yeHHbIn Bawwmm
nposangepomMm npu yctaHosrneHmm PPPoE-coeguHeHus, <Port> — 3HayveHue HTTP-nopta (mo
ymon4yaHuio pasHoe «80»).

NMPUMEYAHUE!

Mpu nopkntoyeHum Kk kamepe 4deped HTTP-nopT, 3agaHHbI NO ymonyaHuio (3HadeHme paBHO «80»),
3anpoc B agpecHoun cTpoke 6paysepa umeet sua: http://<IP>,— roe <IP> — IP-agpec kamepbl.

PykoBoacTBO no nopakntoyeHuio IP-kamepbl B12CW
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7.4. MNoaknto4yeHne 4epe3 cetb WUHTepHeT K IP-kamepam, Haxogsawmmcs B

noKanbHOM ceTu
Ecnu goctyn B ceTb VHTEpHET ocyllecTBnseTca no BblgeneHHon nuHun Ethernet nnn no

ADSL, onst nogknoYeHus NoKanbHOW CeTU UCMOoNb3yeTcs MapLupyTu3aTop.

BHUMAHUE!

[Ona ucnonb3oBaHWA [aHHOrO MeToda noAknoyveHus HeobxoouMmo 3apaHee npuobpectn y Baiero
npoaiaepa MYBNUYHBIA CTATUYECKWUW |P-agpec. MMpoBaiidep npenocTaBrnsieT, Kak MpaBumIlo,
OVMHAMUYECKUA BHYTPEHHWIA IP-agpec, KOTOpbI [OCTYyNEH TOMbkO B MOACETM npoBsaiigepa.

Moatomy yTouHuMTe TUN ncnons3dyemoro Bamu IP-agpeca 3apaHee.

[na Toro 4ytoGbl nogkntounTbes K IP-kamepe M3 cetn MIHTepHeT, Hago obpatutbes no IP-
agpecy, BblgaHHOMY npoBangepoMm («BHeLWHUny |IP-agpec maplipytmsartopa), U K onpegeneHHoMy
HTTP-nopty.

BHUMAHUE!
Mpn obpaweHun n3 cetn VIHTEpHET Ons Bcex Kamep, HaxoOsWMXcs B OOHOW JloKanbHOW CeTw,
CyLLeCTBYeT TONbko oauH IP-agpec (BblgaHHbIM npoBangepoMm). [1oaToMy ons 4oCTyna K 3TUM kamepam

HeOoBX0AMMO KaXKAoW HasHa4YMTb CBOW rpynbl MOPTOB.

[nsa aToro TpebyeTcsa BbINOMHUTL Criegyowme AeNCTBUSA:

e VameHUTb ceTeBble NapamMeTpbl |IP-kamep B COOTBETCTBMM C HACTPOMKAMK, NPUHATLIMU
B Bawen nokanbHowm cetn (CM. NyHKT 5.5 ANsS NpoOBOAHOrO MOAKIKOYEHMS Kamep K
foKarnbHOW ceTn).

e Hactpoutb yHKUMIO nNepeHanpaBneHns noptoB. [HaHHaa yHKUMA nossonseT
nepeHanpaesnatb obpalleHna u3 cetnm WHTepHeT K KakoMy-nmbo YCTPONCTBY,
NOOKIOYEHHOMY K NokanbHown ceTu, ¢ BHewHero WAN-nHTepderica maplipytmsatopa
Ha ero BHyTpeHHUNn LAN-uHTepchenc un obecneumBaeTcss NpPakTUYECKU NHOOLIM
COBPEMEHHbBIM MapLUPYyTU3aTOPOM.

Mpn atom, cyuwlectByeT ABa crnocoba HaCTpOMKM MapLlupyTusauuun (nepeHanpaBreHuns

nopToB):

e ycnosib3oBaHne TexHonorun UPnP B kamepe 1 mapLupyTmnsaTope;

e pydyHad YyCTaHOBKa nNapaMeTpoOB MepeHanpaBreHns MNopToB B  Kamepe WU

mapLupyTusaTope.

PykoBoacTBo no noakntoveHuto IP-kamepbl B12CW
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7.4.1. Ucnonb3oBaHue TexHonorum UPnP

[nsa opraHusauuun goctyna K IP-kamepe ns cetn VIHTEpHET HY>KHO caenaTb criegytoLlee:

e PaspelwmTb Ucnonb3oBaHne 1 HacTpouTb pyHkumo UPNP Bawwero maplpyTtusaTopa.

NMPUMEYAHUE!

Hactpoiika pyHkumm UPnP mapupyTtusatopa gomkHa 6biTb onucaHa B npunaraeMon K HeMy UHCTPYKLUN.

BHUMAHUE!
He Bce mogenu mapLupyTmMsaTopoB nogaepxusatot dyHkumio UPNP ana nepeagpecaumm nopto LAN- 1
WAN-unHTepdencos. Ecnm Baw mapwpyTtusatop He nogaepXxvBaeT OaHHYH OYHKUMIO, TO OH Tpebyet

OOMNOSTHUTENbHOW HACTPOWKK (CM. NYHKT 7.4.2).

e Paspelwwntb ncnonb3oBaHne U HacTpouTb oyHkumnio UPNP IP-kamepsl.

BHUMAHUE!
Mpy ucnonbsoBaHun UPNP yaaneHHbI NpOCMOTP BMOEOMOTOKA C ABYX M 6Goree kamep MOXeT He
paboTaTb nMbo paboTaTb HekoppekTHo! Ecnm y Bac Bo3HMKNM npoGrnembl, HacTponTe napameTpbl

nepeHanpaBneHns NOPTOB BPYUHYH (CM. NMYHKT 7.4.2).

LWar 1: B meHio Hacmpoliku — Cemb — OCHOBHbI€ OTMETbTE rafiouKon NyHKT « Bknountb

nepeagpecauuio NOPTOB», YTOObI BKNIOYNTL (DYHKLMIO Nepeagpecauumn NopToB MapLupyTusaTopa
(Puc. 7.3).
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War 2: otmetbTe ranoykor nyHkT «lMonyunTb HacTtpouku UPnP-cepBepa

aBTOMaTu4yecku» n Haxmute [CoxpaHuTb]. [locne 3TOro B COOTBETCTBYHOLIMX Monsx OyayTt

PykoBoacTBo no noakntoveHuto IP-kamepbl B12CW
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ykasaHbl IP-agpec UPnP-cepBepa, BHewHW IP-agpec kamepbl 1 3Ha4eHUst ee NpoBPOLLEHHbIX, TO

€CTb BHELLHWX, MOPTOB.
Ecnun B Bawen cetn Heckonbko UPnP-cepBepoB, TO, 4TOObI NOAKNHOYUTLCA K OAHOMY U3
HUX, CHUMUTE ranodky «lMonyunutb HacTpomkm UPnP-cepBepa aBTOMaTtu4yecku», B Mone
«UPnP-cepBep» BBeaute Tpebyembin IP-agpec un Haxmute [CoxpaHutb]. [Nocne atoro B
COOTBETCTBYIOWMX Monax OyayT ykasaHbl BHewHun |P-agpec kamepbl W 3Ha4YeHUs ee
NPoBpPOLLEHHBIX MOPTOB.
War 3: 4yTob6bl NonyunTb AOCTYN K kKamepe n3 cetn VIHTepHeT, Hago obpaTntbCs K HEW no

ee BHelwHemy IP-agpecy n HasHayeHHoMy e nopTy HTTP.

PykosoacTBo no nogkniouyeHuto IP-kamepbi B12CW -
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7.4.2. HacTpouka py4yHou nepeagpecaumm NopToB MapLipyTusaropa

Paccmotpum 3apgadvy nogknioveHus IP-kamepbl kK ceTu WHTepHeT C€  noMoLLbio
mapwpyTtmsaTopa TP-Link TL-WR2543ND (HacTpownka 60nblUMHCTBA OYHKLUMIA MapLupyTU3aTopoB
pasnMyHbIX MOAENEN BbINOMHAETCHA CXOXUM 0b6pa3om).

CuuTaem, 4TO MOAKMKOYEHME MapLupyTU3aTopa K NokanbHOW cetn u cetn NHTepHeT yxe
HacTpoeHo. MaplpyTmsaTop UMeeT cnegyowmn nyonmnyHbin ctatudecknn IP-agpec, BblgaHHbIN
NuTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupytunsatopa): 173.194.122.201.

JlokanbHasa ceTb umeet IP-agpeca B gnanasoHe «192.168.1.1 — 192.168.1.255», npnuem
«192.168.1.1» — «BHYyTpeHHM» |P-agpec wmapwpyTtmnsatopa (IP-agpec LAN-uHTepdelnica
MapwpyTtmnsatopa), «192.168.1.199» — IP-agpec kamepbl. [Ond HACTPOWKM UCMOSMb3YyeEM
KOMMbIOTEP, NOAKMOYEHHbIN K 3TOMN NOKaNbHOM CETMW.

Ona nogkntoyeHnsa |P-kamepbl K ceTn MHTepHeT TpebyeTca HasHauuTb MOpPThbl, vepes
KoTopble ByaeT ocyLecTBNATLCA BHELUHUIA AOCTYN K €e HAaCTPONKaM 1 K BUAEONOTOKY C kamepsbl. B
NnoKanbHOM CeTn 3TWU NOPTbl MO YMOMYaHUIO UMELDT cnegyowme 3HadeHus: HTTP-nopt — «80»,
MopT aaHHbIX — «5000», RTSP-nopt — 554.

BHUMAHUE!
Mpn obpaweHun n3 cetn VIHTEepHET Onsi BCcex Kamep, HaxoOsWMXCs B OOHOW JloKanbHOW CeTw,
cylecTByeT Tonbko oavH IP-agpec (BblgaHHbIM npoBargepom). NoaTomy onst goctyna K 3TMM Kamepam

HeobXxoQMMO KaxKaoW Ha3Ha4YnTb CBOM rpynnbl NOPTOB.

[na nameHeHus nopToBs IP-kamepbl BbINONHUTE cnegyowme AenCTBUA:

BHUMAHMUE!
MopT AaHHbIX 06a3aTenbHO AOMKEH TpaHCNMPoBaTbCs «NOpT B NOpT». COOTBETCTBEHHO, A1 BCEX Kamep

Heob6xoauMo 3agaTb pa3nnyHble 3Ha4YeHnd nopTta AaHHbIX.

War 1: B Beb-mHTEpence kamepbl OTKponTe pasgen MmeHwo Hacmpolku — Cemb —
OcHogHbIe.
War 2: seeante B none [[MopT AaHHbIX] HOBOE 3HAYEeHWE, OTNIMYHOE OT 3HAYEHMS MO

ymMon4yaHuio. Hanpumep, nycTb B Ka4ecTBe NopTa AaHHbIX ucnonbadyetca nopT «5001» (Puc. 7.4).

PykoBoacTBO no nopakntoyeHuio IP-kamepbl B12CW
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BE\VARD
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War 3: Ansa npumMeHeHnss HacTpoek HaXxxmuTe KHornky [CoxpaHuTb].
Takum obpasom, nopTbl Ans JOCTyNa K AaHHOW Kamepe BHYTPW nokanbHOW ceTn ByayT:
HTTP-nopT — «80», MNopT aaHHbIX — «5001», RTSP-nopT — «554».
[na BTOpOM Kamepbl MOXHO BblOpaTb cneaytowme noptbl: HTTP-nopt — «80», lNopt
AaHHbIX — «5002», RTSP-nopT — «554» n t.4.

Kamepa HacTpoeHa. OcTtanocb NpaBurbHO HACTPOUTbL MapLLpPyTU3aTop.

[na HacTpoMKM MapLupyTM3aTopa BbINOJSIHUTE crneayowme AeNCTBUA:
War 1: BBeguTe B agpecHon cTpoke Opaysepa IP-agpec mapwpyTtusaTopa (B Hawem
npumepe — «192.168.1.1»). B nosiBMBLLEMCA OKHE aBTOpM3aLMn BBeAUTE NOTUH 1M napornb. [ocne

yAa4yHON aBTOpU3aLmm OTKPOETCS OCHOBHAs CTpaHuua HacTpoek mapwipyTtusartopa (Puc. 7.5).

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status
Quick Setup
WPs
Network

Firmware Version: 3.13.27 Build 121207 Rel 61955n

Wireless
DHCP

USB Settings
Forwarding LAN
Security

Hardware Version: WR2543ND v1 00000000

m

MAC Address: 90-F6-52-75-BD-62
Parental Control

IP Address: 192.168.1.1
Access Control
Subnet Mask: 255266 2660

Advanced Routing
Bandwidth Control

IP & MAC Binding Wireless

Dynamic DNS Wireless Radio:  Enable
System Tools

Name (SSID): TP-LINK

Puc. 7.5
War 2: Bbibepute nyHKT mMeHio Forwarding — Virtual Servers. B nossuBueMCA MEHIO

HaxkmuTe kHonky [Add New] (Puc.7.6).

PykoBoacTBO no nopakntoyeHuio IP-kamepbl B12CW
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TP-LINK'

Status

Quick Setup
WPS
Network
Wireless
DHCP

USB Settings
Forwarding
irtual Servers

- Port Triggering
-DMZ

_UPNP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

Inasa 7. Illooknouenue IP-kamepol k cemu Unmepnem

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Virtual Servers
D Service Port Internal Port IP Address Protocol Status Modify
Puc. 7.6

crieytoLne napameTpbi:

ceTn NIHTepHeT.

NPUMEYAHUE!
Bo u3bexaHne KOHMIUKTOB He MWCNonb3yhWTe Ansi nepeHanpasBneHusl NOpTOB 3aperncTpupoBaHHble

3HayeHus. PekomeHayeTtcs ucnonb3oBaHve NopToB AvanasoHa 1124-7999.

War 3: go6aBbTe npasuna nepeHanpasneHnsa noptos ansg IP-kamepsl (Puc. 7.7). 3apante

[Service Port]: ykaxute nopT, KOTOpbIM ByAeT ncnonb3oBaTbCa Ang A4OCTyna K kKamepe 13

[Internal Port]: ykaxute nopt, ncnonb3yembl B JaHHbLIN MOMEHT OS89 OCTyna K Kamepe un3

nokansHom ceTu.
[IP Address]: ykaxute |IP-agpec kamepsbl, 45159 KOTOPOW HAcTpamBaeTcsa nepeHanpasneHue.

OcTanbHble NyHKTbI He TPEeBYIT HaCTPOWKM.

Hob6asbTe npasuno anga nopta HTTP (Puc. 7.7).

TP-LINK'

Status

Quick Setup

WPS

Network

Wireless

DHCP

USB Settings
Forwarding

- Vi 5

- Port Triggering
-DMZ

- UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Add or Modify a Virtual Server Entry

Senvice Port: 81 (XXX or 3X)
Internal Port: 80 (3, Only valid for single Service Port or leave it blank)
IP Address: 192.168.1.199
Protocol: All -
Status: Enabled -

Common Service Port: —Select One— -

sare

Puc. 7.7

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CW
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War 4: Haxmute kHOMKy [Save], 4Tobbl coxpaHutTe npasuno. Mpasuno gobaesneHo (Puc.

7.8).

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify
DHCP 18 80 192.168.1.199 Al Enabled Modify Delste
USB Settings

Forwardin Add New... | [ Enable Al | [ Disable Al | [ Delete All

- Virt vers

- Port Triggering —
-DMZ

-UPnp

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 7.8
LWar 5: Tem xe cnocobom gobasbTe npasuno ang nopta RTSP (Puc.7.9).

TP-LINK’ 450M Wireless N Gigabit Router

Model No. TLAWR2543ND

Status

Quick Setup Virtual Servers

WPS

Network
- ID  Service Port Internal Port IP Address Protocol Status Modify

Wireless

DHCP. 1 81 80 192.168.1.199 Al Enabled Madify Delete

USB Settings 2 3001 554 192.168.1.199 Al Enabled Modify Delete

Forwarding

- Virt vers AddNew.. | [ Enable Al | [ Disable Al | [ Delete All

-Port Triggering
-DMZ
-uPnP

Previous lext

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 7.9
LWar 6: n ewe ogHo npasuno ang NopTta aaHHbIX (Puc. 7.10).

BHUMAHUE!
HTTP-nopTbl 1 RTSP-nopTbl Kamep MOXHO nepeHanpaensTb C NOMOLLbI BUPTYanbHOro cepBepa, 0gHako

NopTbl AAaHHbLIX Y KaMep OOJIKHbI ObITb Pa3HbIMU N TPAHCITNPOBATLCA NOPT B FIOpT!

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CW
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TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wps

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify

— 18 80 192.168.1.199 Al Enabled Modify Delste

USB Settings 2 3001 554 192168.1.199 Al Enabled Madify Delete

[— 3 5001 5001 192.168.1.199 Al Enabled Modify Delete
AddNew.. | [ Enable Al | [ Disable Al | [ Delete Al

-uPnP

Previous e

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 7.10
LWar 7: ecnu Bbl ucnonb3yeTte HECKONbKO kamep, To Bam Heob6xoammo noBTopuTh Lwarn 2-6

ANnsa octanbHbIX Kamep (Puc.7.11).

Tp.l_INI(H 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network
ID  Service Port Internal Port IP Address Protocol Status Modify

Wireless

T 1 81 80 192.168.1.199 Al Enabled Modity Delete

USB settings 2 3001 554 192.168.1.199 Al Enabled Modify Delete
3 5001 5001 192.168.1.199 Al Enabled Modifv Delete
4 82 80 192.168.1.198 Al Enabled Modify Delate
5 3002 554 192 168.1.198 Al Enabled Modify Delete
6 5002 5002 192.168.1.198 Al Enabled Modifv Delete
7 83 80 192.168.1.211 Al Enabled Modify Delete

Sciiiy 8 3003 554 192188.1.211 Al Enabled Modify Delete

[P (i 9 5003 5003 192.168.1.211 Al Enabled Modifs Delete

Access Control

AddNew.. | [ Enable Al | [ Disable Al | [ Delete Al |

Advanced Routing

Bandwidth Control

IP & MAC Binding Previous Next

Dynamic DNS

System Tools

Puc.7.11

HacTponka mapLupyTmusaTopa 3aBepLueHa.

Tenepb, 4TOBbLI NOMY4YMUTL AOCTYN K Kamepe 13 ceTn MIHTepHeT, Hago obpatuTbCa K Her no
IP-agpecy, BblgaHHOMY nNpoBangepom («BHeWwHu» IP-agpec mapwpyTtusatopa), 1 Ha3Ha4eHHOMY
eun nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec maplpyTtusatopa — «173.194.122.201». HTTP-noprT,
Ha3Ha4eHHbIA Kamepe ans nepeagpecaumm,— «81». 3HaunT, Ond obpalleHns K Kamepe n3 cetn
WHTepHeT Heobxoaumo B agpecHom CTpoOKe Opaysepa HabpaTb 3anpoc:
http://173.194.122.201:81/.

PykoBoacTBO no nopakntoyeHuio IP-kamepbl B12CW
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Ipunosxcenus
MpunoxeHus
MpunoxeHune A. 3aBoacKue yCTaHOBKMU
Hwxe npvBeaeHbl HEKOTOPbIE 3HAYEHUS 3aBOACKUX YCTaHOBOK
HanmeHoBaHue 3HauyeHue
IP-agpec 192.168.0.99
Macka noacetun 255.255.255.0
Lnto3 192.168.0.1
Nmsa nonb3osatens (agMmHucTpaTopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopt 80
MopT AaHHbIX 5000
RTSP-nopt 554
SMTP-nopT 25
DHCP BbikntoyeHo
NTP-cepBep time.nist.gov
time.windows.com
time-nw.nist.gov
time-a.nist.gov
time-b.nist.gov
PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CW
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MpunoxeHue B. NapaHTUnMHbIE 06A3aTenbCTBa

B1. O6wue cBepgeHud

a) MNepeg nogkritoueHnem obopyagoBaHUS HEOHXOANMMO 03HAKOMUTLCS C PyKOBOACTBOM MO
aKcnnyaTaumm.

0) Ycnosus akcnnyataumm Bcero obopygoBaHusa gomkHel cootBeTctBoBath [OCT 15150-
69, NOCT B20.39.304-76 (B 3aBUCMMOCTW OT UCNOJTHEHNSI YCTPONCTBA).

B) [1nsa noBbIWEHNA HageXXHOCTK paboTbl 060pyaoBaHUS, 3aWwmuTbl OT OPOCKOB B NUTalOLLEN
ceTn n obecneyeHns GecnepebOMHOrO NMUTaHWS cnegyeT WUCMNoNb3oBaTb CeTeBble PUNLTPbI U

ycTponcTBa 6ecnepebonHoro nnTaHus.

B2. OnekTrpomarHMTHass COBMeCTUMOCTb

3710 0obopygoBaHMe cooTBETCTBYET TpebOBaHUAM 3neKTpoMarHUTHOM coBmectumocTn EN
55022, EN 50082-1. HanpsikeHne paguonomMmex, cosgaBaeMblX annapaTtypour, COOTBETCTBYeT
FOCT 30428-96.

B3. OnekTponutaHue

[omKHO coOTBETCTBOBATL NapamMeTpaM, ykasaHHbIM B PyKoBOACTBE MO aKchnyaTauum ns
KOHKpPETHOro yctponctea. [ns YCTPOWCTB CO BCTPOEHHbIM WCTOYHMKOM MUTaAHUA — 3TO
nepemeHHoe HanpskeHne 220 B 1£10%, vactotom 50 My +3%. [N yCTPOWCTB C BHELUHUM
CTabunM3npoBaHHbIM adanTepoM MUTaHUA — MUCTOYHUK nutaHua S5 B 5% wnm 12 B £10%

(HanpspkeHne nynbcauun — He 6onee 0.1 B).

B4. 3azemneHune

Bce ycTponcTtea, umetowme BCTPOEHHbIM BNOK NUTaHUS, AOMKHbI ObIThb 3a3eMneHbl nyTem
MOAKIMIOYEHNss K creumanbHbiM po3eTkaM  SMeKTPONUTaHUs C  3a3eMieHueM unu nyTem
HenocpeacTBEHHOIo 3a3eMfieHus Kopryca, €Ccnv Ha HeM npefycMOTpeHbl cneumarbHble
KpenexHble 3nemMeHTbl. 3a3emneHve 9neKTponpoOBOAKU 34aHUA OOMKHO ObiTb BbINOMHEHO B
cooTtBeTCcTBMU € TpeboBaHuamu MY3 (MpaBuna Yctponctea AnekTpoyctaHoBok). Ob6opyaoBaHue
C BbIHOCHbIMW OriokamMu nNUTaHWs WM aganTepamu TakkKe [OIPKHO OblTb 3a3eMneHo, ecnu 3To
nNpeayCMOTPEHO KOHCTPYKUMEW Kopryca WM BUMKM Ha LWHype nuTaHusa. MOHTax BO3AYLUHbIX
NVHUIA anekTponepesayn W NVHWIA, NPOKNaAblBAaeMbIX MO HapPYXXHbIM CTeHaM 30aHUA U Ha
Yepakax, JOIPKeH BbiTb BbIMOSTHEH 3KPaHMPOBaHHbLIM Kabenem (Mnv B MeTannopykase), U IMHUN
OOIMKHbI ObITb 3a3eMrneHbl C ABYX KOHUOB. [lpyyem, ecnv oOMH KOHeL dKpaHa nokntoyvaeTcs
HEMNOCPEeACTBEHHO K LUMHE 3as3eMNeHusi, TO BTOPOM — MOAKMYaeTCad K 3a3eMeHuo Yepes

pas3psgHUK.

PykosoacTBo no nogkniouyeHuto IP-kamepbi B12CW m
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B5. MonHue3awumTa

MonHuesawuTa gormkHa cootBeTcTBoBaTb P 34.21.122-87 "VIHCTpyKUMA NO YCTPOUCTBY
MOMHMe3aLnTbl 3gaHnin n coopyxenunn" n FTOCT P 50571.18-2000, TOCT P 50571.19-2000, TOCT
P 50571.20-2000. Mpn npoknagke BO3QYLUHbIX AWHUA W NUHWUA, UOYLLUMX MO HApPY>KHOW CTeHe
3[0aHUN 1 NO YepAayHbIM NMoMeLLeHUsIM, Ha BXxogax obopynoBaHUS OOSMKHbI ObITb YCTAHOBMEHDI

yCTPOWCTBA MOMTHME3ALLUTDI.

B6. Temnepartypa 1 BNaxHoCTb

MakcumanbeHble 1 MUHMMarnbHblE 3HAYEHUs1 TemrnepaTypbl SKCnyaTauunm u XpaHeHus, a
Takke BNaXHOCTW, Bbl MoxeTe nNoCMOTpeTb B TEXHUYECKOM OMUCAHUM  KOHKPETHOro
obopynoBaHusi. MakcumanbHas paboyvas Temnepartypa — 3TO TemnepaTtypa, Bbille KOTOPOW He

[AOIMKEH HarpeBaTbCsl KOPyC YCTPOMCTBA B NpoLiecce ANUTeNbHON paboThl.

B7. PasmelueHue

[Ana BeHTMNSAUMM yCTpOMCTBa HEOOXOAMMO OCTaBWUTb Kak MUHMMYM No 5 cm cBOGOAHOroO
npocTtpaHcTBa no 6GokaM W CO CTOPOHbl 3agHen naHenwu ycTtpowuctBa. [lpu ycTaHoBke B
TENEeKOMMYHMKALUMOHHBLIN  WwKad unuM  CTOMKy [JommkHa OblTb obecnedyeHa Heobxogumas
BeHTUnAuuA. [na 3TOoro pekoMeHAyeTCs YyCTaHaBnMBaTb B WKady cneumanbHbid  6nok
BEHTUNATOPOB. TemnepaTypa OKpyXXalLlero Bo3gyxa W BEHTUNAUMA LOMKHbl obecnevmBaTtb
HeobxoauMbIN  TemnepaTypHbii  pexum obopyaoBaHus (B COOTBETCTBUM C  TEXHUYECKMMU
XapakTepUCTUKaMM KOHKPETHOrO 060pya0oBaHMS).

MecTo ansa pasmeLleHnss 060pyaoBaHNs LOMKHO OTBEYaTh CreayoLwmm TpeboBaHNsaM:

a) OTcyTCcTBME 3anbINIEHHOCTU NOMELLEHWS.

6) OTcyTCTBME B BO34yXe NapoOB BMaru, arpeccuBHbIX Cpea.

B) B nomewieHun, roe ycrtaHaenvBaeTca o0OOpyAoBaHWe, He OOMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpewaerca pasmewaTb Ha 060pyAOBaHUN NOCTOPOHHME MpeaMeTbl U NepekpbiBaTb

BEHTUNALMOHHbIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opyanoBaHne HeobxoommMo obCrnyXmBaTb C NEPUOLAMYHOCTBIO HE MEeHee OA4HOro pasa B
rog C Uenbl yganeHus ud Hero nbinu. AT0 no3sonut obopynoBaHuto paboTtatb 6e3 cboeB B

Te4yeHune npoaosnKUTESNIbHOIro BpeMeHw.

B9. NMoaknto4vyeHne nHtepdencos
O06opyaoBaHne AOMKHO NOAKNOYATLCA B CTPOTOM COOTBETCTBUM C Ha3HaAYE€HUEM U TUMOM

YCTaHOBIIEHHbIX NHTEP(ENCOB.

PykoBoacTBo no noakntoveHuto IP-kamepbl B12CW
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B10. MNapaHTUiHbIe 06A3aTenbCcTBa

OOO «HIIMN «beBapg» He rapaHTupyeT, 4YTo obopyaoBaHne GyaeT paboTaTb AOMKHLIM
00pa3om B pasnumyHbiX KOHUrypaumsix n obnactax NpUMMEHEHUs, U He AaeT HUKAKOW rapaHTum,
4YTO 0bGopyaoBaHune obs3atenbHO OyaeT paboTaTb B COOTBETCTBUM C OXMAAHUAMM KIMEHTa Mpu
ero NpMMeHeHun B crneunguyecknx Lensx.

OO0 «HIIM «beBapg» He HeceT OTBETCTBEHHOCTM MO rapaHTUIHbLIM 0bs3aTeNbLCTBAM NpU
NOBPEeXOEeHUN BHELWIHUX WHTepdencoB obopyaoBaHUs (CeTeBblX, TeNeOHHbIX, KOHCOSbHbIX W
T.M.) 1 camoro o6opyaoBaHuUsl, BO3HUKLLEM B pe3yrnbTare:

a) HecobnogeHnst NpaBuIl TPAHCNOPTUPOBKM M YCNOBUIN XpaHEHWS,

0) dhopc-mMaxkopHbIX 06CTOATENBCTB (TaKNX Kak noXkap, HaBOOAHEHME, 3EMITIETPSACEHNE 1 Ap.);

B) HApPYLLUEHUS TEXHUYECKNX TpeboBaHM MO pa3MeLLEHMIO, NOAKMIOYEHNIO U SKCMyaTaumm,;

) HEMpPaBUITbHbIX OEWCTBUIA NMPY NEPENPOLLUNBKE;

[) NCNONb30BaHNS He NO Ha3HaYeHWIo;

€) MEeXaHVWYECKUX, TEePMUYECKMX, XMMMUYECKUX W WHbIX BUOOB BO3OEWCTBUM, €CNU UX
napameTpbl BbIXOAAT 3@ paMKM OO0MYCTUMbIX SKCMNyaTauMOHHbIX XapaKTepucTuk, nmbo He
NpeayCcMOTpPEeHbl TEXHMYECKON crelmdunkalmen Ha gaHHoe obopygoBaHue;

) BO3OENCTBMSA BbICOKOTO HanpshkeHus (yoap MOSHMKM, CTaTU4ecKoe 3neKTpU4ecTBO WU

T.M.).

PykoBoacTBo no noakntoveHuto IP-kamepbl B12CW
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MpunoxeHue C. lNMpaBa n noagaepxka

C1. ToproBas mapka

Copyright © BEWARD 2020.

HekoTopble nyHKTbl HacTosiwiero PykoBoAacTBa, a Takke pasgenbl MEHK YnpaBrieHus
obopynoBaHus MoryT 6bITb M3MeHeHbl 6e3 NpeaBapUTENbHOIO YBELOMIEHNS.

BEWARD sBnsietca 3apernctpmpoBaHHon Toproson mapkon OOO «HIIM «beeapa». Bece

OCTallbHbl€ TOProBble€ MapKn npuHaanexart Ux sragenbuam.

C2. OrpaHu4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beBapg» He rapaHTUpyeT, YTO annapaTHble cpegcTtBa OyayT paboTaTb
OOIMKHBIM 06pa3oM BO BCEX cCpedax M MPUMOXEHUSX, U He OaeT rapaHTMn U NpeacTaBreHUn,
noapasymeBaeMblX WM BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapaKkTepucTuK, WIu
paboTocnocobHOCTM MNpu uMchonb3oBaHuMKM B cneundundecknx uenax. OO0 «HIMIM «besapao»
NpUNoXnno Bce ycunusa, 4tobbl caenartb 310 PyKoBOACTBO MO akcnnyaTaumm Hanbonee TOYHbIM U
nonHeiM. OO0 «HIIM «beBapg» oTkasbiBaeTCs OT OTBETCTBEHHOCTM 3a Ntobble onevatkn unu
NPOMycKK, KOTOpble, BO3MOXHO, NPOU3OLLINN NP HanMcaHun gaHHoro PykoBoacTaa.

NHdpopmauua B nobon yactn PykoBoacTBa No aKcniyataumm M3MeHseTca U OOMNosHseTcs
OO0 «HIMMN «beBapa» 6e3 npeaBaputensHoro yeegomnenms. OO0 «HIM «besapa» He Gepet
Ha cebs HMKAKON OTBETCTBEHHOCTM 3a NoOble NOrpeLlHOCTM, KOTOPbIE MOTYT COAEPXaTbCA B 3TOM
Pykoeogctee. OO0 «HIIM «beBapa» He 6epeT Ha cebst OTBETCTBEHHOCTM U HE OAET rapaHTui B
BbIMycke OOHOBMEHWUA WITM COXPAHEHUN HEU3MEHHOW KakoW-NMOO WHGOpMaLMM B HACTOSILLEM
PykoBoacTtBe no akcnnyatauumn, U OCTaBnsgeT 3a cobon NpaBO BHOCUTb M3MEHEHUS B OaHHOEe
PykoBoacTtBo w/unu B usgenus, onucaHHble B Hem, B noboe Bpemsi 6e3 npenBapuTernibHOro
yBegomneHus. Ecnn Bbl obHapyxute B aTOM PykoBoacTBe MHGOPMauuio, KOTopasa sBNseTcs
HenpaBUNbHOMW WNW  HEMNOMHOW, wunu BBOAMT B 3abnyxaeHwe, Mbl Oyaem Bam «kpawniHe

Nnpu3HaTesibHbl 3a Bawu KOMMEHTapun un npeanoxeHusa.

C3. Npenynpexaexnsa FCC

3710 06opynoBaHMe BbINO NPOTECTUPOBAHO U NPU3HAHO YOOBMETBOPAIOLWNM TpeboBaHNAM
NoNOXeHUsT O LMPOBLIX YCTPOMCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 [lpasun
®epepanbHon komuccum no ceasm (FCC). 3T orpaHuveHuss Gbinu paspaboTaHbl B Lendax
obecneyeHnss 3awWnTbl OT BPEAHbIX MOMEX, KOTOpble MOryT BO3HMKaTb MPWM WUCMONb30OBaHUA
obopynoBaHUA B KOMMEPYECKUX Lendx. OTo obopygoBaHMe MOXeT uanydaTtb, reHepupoBaTb U
ncnonb3oBaTb 3HEPruid B pagmoyacToTHOM aumanasoHe. Ecnm gaHHoe obGopydosaHve 6yget
YCT@HOBMNEHO W/unu 6yaeT MCNoNb30BaTbCA C OTKMOHEHUSIMU OT HacToswero PykoBogctea, OHO

MOXeT OKa3blBaTb BpeaHoe BO3OENCTBME Ha Ka4yeCTBO paanoceA3n, a npu yCtaHOBKE B Xunom

PykosoacTBo no nogkniouyeHuto IP-kamepbi B12CW -
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30He, BO3MOXHO, — Ha 340poBbe ntogen. B aTom cnyyae Bnageney 6yaet o6a3aH vMcnpaBnaTb

nocnencTtena speagHoro BO3OENCTBMS 32 CBOWM CYET.

C4. NpepynpexaeHne CE
OTO yCTPONCTBO MOXET Bbl3blBaTb PagnoNOMEXM BO BHELLIHEM OKpyeHuu. B aTom cny4vae

nonb3oBaTesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYIOLLNE MEPBDI.

C5. NMoppepxka
Ons uHopMaunnm OTHOCUTESNBHO CepBUCA U NOAOEPXKKW, MOXanyncrta, CBSXKUTECb C
cepBucHbIM LeHTpom OO0 «HIMIM «beeapay». KoHTakTHble AaHHble Bbl MOXeTe HaWTh Ha canTe

http://www.beward.ru/.

Mepen obGpaweHueM B cnyxby TEXHWYECKOW NOAOEPXKKW, MNOoXKanyncra, MOAroTOBbTE
cneayoLyo nHpopmMaumio:

e To4yHoe HammeHoBaHue un IP-agpec Bawero obopygoBaHusi (B cnyyae npuobpeTeHus
IP-o6opynoBaHus), ata nokKynku.

e CoobLieHuns 06 owmnbkax, KOTopble NOABMANNCE C MOMEHTa BO3HUKHOBEHWSI NpoGnemsl.

e Bepcua npowwvBkM n 4yepe3d kakoe obopygoBaHue paboTano YCTPOMCTBO, Koraa
BO3HWMKMNa npobnema.

e [lponsBegeHHble Bamu gencteusa (No waram), npegnpuHsaTbie Ans CaMOCTOSATENbHOro
peLlueHnst npobnemsl.

e  CKpUVHLUOTbLI HACTPOEK U NapaMeTpbl MOAKITHYEHMS.

Yem nonHee ©OypeT npeacraeBneHHas Bamu uvHopmMaums, Tem ObicTpee Hawwu

cnewumanucTbl CMOryT noMoyb Bam pelumntb npobnemy.

PykoBoacTBO no nopakntoyeHuio IP-kamepbl B12CW
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MpunoxeHue D. Mmoccapumn

3GP - mynbTUMeaunnHbIA KOHTENHep, onpeaensembln MapTHEpckum [MpoekTom TpeTbero
nokonenus (Third Generation Partnership Project (3GPP) onsa mynetumeannHbelx cnyx6 3G UMTS.
MHorne coBpemMeHHble MOOUIbHbIE TenedoHbl MMEKT (PYHKUMM 3anMcuM M NpocMoTpa ayauo u

Bugeo B hopmate 3GP.

ActiveX — 310 cTaHgapT, KOTOpbI paspellaeT KOMMNOHEHTAM NPOrpaMMHOro obecneveHuns
B3aMMOAENCTBOBATb B CETEBOW Cpede He3aBUCUMO OT 43blka(-OB), UCMOMb3yemMoro Ans ux
co3faHus. Beb-Opaysepbl MOryT ynpaenidTb anemeHTamu ynpasrneHust ActiveX, gokymMeHTammu
ActiveX wn cueHapusimmn ActiveX. 3OnemeHTbl ynpasneHms ActiveX 4acTo 3arpyxawTcs Wu
WHCTanNNupyTCa aBTOMaTUYeCcKn, Kak 3anpawuvsaembl. Cama no cebe faHHas TexHomnorus He
ABNSAETCH KpoccnnaTtopMeHHOM 1 noaaepXxmBaeTcsa B NOSIHOM o6beme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTrpuyHaa uudpoBas
aboHeHTCKasA NWHUA) — MOAEMHas TEXHONOorus, npeBpaljalollas aHanoroBble CUrHanbl,
nepefaBaemMble NOCPEACTBOM CTaH4APTHOM TeNedOHHON NMHWUK, B LMAPOBbIE CUrHanbl (nakeTbl

Ll,aHHbIX), no3BOJIAA BO BpeMA pa6OTbI coBepLUaTb 3BOHKWN.

Angle / Yron o63opa — 3T0 yros, KOTOpbI 00pasyroT ny4yn, CoeguHALLME 3a4HIOK TOYKY
o0bekTMBa 1 gmaroHanb kagpa. Yron 3peHus nokasbiBaeT CbeEMOYHOE pacCTOsHME U Yalle Bcero
BblpaxaeTca B rpagycax. OOblMHO Yyron 3peHust U3MepseTcsi Ha 5nuH3e, (OKYyC KOTOpou
yCTaHoBIeH B 6eCKOHeYHOCTb. B 3aBMcMMOCTM OT yrna 3peHusi, o6bekTuBbl AENSAT Ha Tpu Tuna:
LUMPOKOYrOfbHble, HOPMaribHble Y ANVMHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06bEKTMBAX, KOTOpbIe
Yyale Bcero Mcrnonb3ylTcsa A4S NaHOPaMHOro HabnaeHus, yron 3peHnsa coctaBnseT 75 rpagycos
n 6onblwe. HopmanbHble 06bEKTUBLI MMEKT yron 3peHna ot 45 o 65 rpagycoB. Yron 3peHus

ANMHHOGOKYCHOro o6bekTmBa coctasndaeT 30 rpagycos.

ARP (Address Resolution Protocol / [lpotokon onpegneneHna appeca) -—
NCNONb3YIOLWMNCA B KOMMbIOTEPHBLIX CETAX MNPOTOKOST HU3KOr0 YPOBHS, NpegHasHayeHHbIn Ons
onpegeneHns agpeca KaHanbHOro ypoBHS N0 M3BECTHOMY apecy CeTeBOro ypoBHs. Hanbonbluee
pacnpocTpaHeHne 3TOT MPOTOKON Mnony4mn Grnarogapsa NnoBCeMecTHOCTU ceTein IP, NoCTpoeHHbIX
nosepx Ethernet. 3TtoT npotokon wucnonb3dyetca gns ceasm IP-agpeca ¢ MAC-agpecom
ycTponcTBa. 1o nokanbHOW ceTu TpaHcnupyeTcs 3anpoc gns noucka yana ¢ MAC-agpecowm,

cooTBeTCTBYOWMM IP-agpecy.

Aspect ratio / ®opmaT aKpaHa — 9TO hopMaTHOE OTHOLLUEHME LLUMPUHBI K BbICOTE KaapoB.
O6bwwmn dopmat kagpa, WUCMOMb3YEMbIA AONS  TENEBU3NOHHBIX 3KPAHOB U KOMMbHOTEPHbIX
MOHUTOpPOB, cocTaBndaeT 4:3. TenesugeHne Bbicokon YyeTkocTn (HDTV) ucnonssyet doopmaT kagpa
16:9.

PykoBoacTBO no nopakntoyeHuio IP-kamepbl B12CW
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Authentication / AyteHTuduKkauma — npoBepka NPUHAANEXHOCTU CyObekTy [ocTtyna

NpeabsaABNEHHOrO UMM  WMAEHTMdUKATopa; noaTBepaeHne noanuHHocTn. OgvH 13 cnocobos
ayTeHTUMKaLMM B KOMMbIOTEPHOM CUCTEME COCTOMUT BO BBOAE Ballero Mnosfib30BaTenbCKOro
naeHTudumkaTopa, B NPOCTOPEYUU HasbiBAEMOro «norMHoMm» (login — perucTpaunoHHoe nms
nonb3oBaTensd) W Napond — HEKOW KoHduAaeHUManbHOW WHOPMaUMM, 3HaHME KOTOpOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcoM. NonyymB BBEAEHHbIV NOMb30oBaTeNeM JIOruH
N Naponb, KOMMbIOTEP CPaBHUBAET MX CO 3HAYEHMEM, KOTOPOe XpaHUTCA B crneumanbHon 6ase

OaHHbIX, U, B Clly4ae coBnageHuns, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris /| AP[] (ABTOoperynupyemasa anacdparma) — 9T0 aBToMaTU4ECKOE perynnpoBaHme
BENMWYUHbI AguadparMbl O KOHTPONSA KONMMYecTBa CBeTa, Monagawolero Ha martpuuy.
CywectByeT gBa BapuwaHTa aBTomaTudeckon perynupoBku aunadparmbl: Direct Drive n Video

Drive.

Biterate / Butpent (CkopocTb nepega4v gaHHbIX) — GykBanbHO, CKOPOCTb NPOXOXAEHNSA
6uToB MHOPpMauunN. BUTpenT NpMHATO Mcnonb3oBaTb MNpPU M3MEpPEeHUN 3P EKTUBHON CKOPOCTH
nepegayn mvHoOpmMauun Mo KaHamny, TO eCTb CKOPOCTW nepefadn «nonesHorm WHgopmaumm»

(noMMMO TaKoBOM, MO KaHany MoXeT nepeaasaTbcsi Cry»ebHasi HdopMauums).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKU, KOMMEHcauus
3agHero cBeTa). TUNWYHbLIN NpUMEpP HeOOXOAMMOCTU MCMONb30BaHMA: YenoBeK Ha (POHE OKHa.
ONEeKTPOHHbIV 3aTBOP Kamepbl oTpabaTbiBaeT MHTErpanbHyto, T.e. 00LLy0 OCBELLEHHOCTb CLEHbI,
«BMAMMOW» Kamepoun Yepe3 obbekTnB. COOTBETCTBEHHO, Manasa durypa 4yenoBeka Ha 60MnbLIOM
CBETMOM (pOHE OKHa BbINbETCH B UTOre "3acBeTKon" BCEW KapTUHKW. BkroveHne dyHkumm «BLCy»

MOXET B NOAOBHbIX cny4yaax ncnpaButb pa60Ty adBTOMAaTUKN KaMepbl.

Bonjour — npoTokon aBTomaTnyeckoro obHapyxeHusi cepBmcoB (cryx6), ncnonb3yembin B
onepaumoHHon cucteme Mac OS X, HaumHasa ¢ Bepcun 10.2. Cnyxba Bonjour npegHa3HavaeTcs
ANS UCMONb30BaHUA B JOKarnbHbIX CETAX U UCMOMb3yeT CBeAeHUs (3anncu) B Criy>kbe AOMEeHHbIX
nmén (DNS) ansa obHapyXeHust OpyrMx KOMMbIOTEPOB, PABHO KakK U MHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPMHTEPOB) B GrivXKaNLLEM CETEBOM OKPY>KEHWUN.

CIDR / becknaccoBas agpecauums (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTop IP-agpecaunn, Nno3BonAwLWwmMn rmbko ynpaensaTe NpocTpaHcTBOM IP-agpecos, He ncnonb3ys
XKECTKME paMKK KraccoBon agpecauunn. Kcnonb3oBaHMe 3TOr0 MeToda MNo3BONdeT 3KOHOMHO
NCNonb30oBaTbh OrpaHUYEHHbIN pecypc |IP-agpecoB, NOCKOMNbKY BO3MOXHO NMPUMEHEHNE Pa3fMYHbIX

MacoK NnoaceTen K pas3nnyHbiM NoaceTAM.

CCD / N3C-maTpunua — 370 CBETOYYBCTBUTESNbHBIA 3NEMEHT, NCNOMNb3YHOLNNCS BO MHOIMX

UMPOBLIX Kamepax M NpeacTaBnsAloWUn cCOBON KPYMHYK MHTErparnbHyl0 CXeMy, COCTOSLLYI U3

PykosoacTBo no nogkniouyeHuto IP-kamepbi B12CW m
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COTEH ThbICAY 3apAnoB (I'II/IKCGJ'IGIZ), KOTOpble npeo6pa3y+0T CBETOBYIO 3HEPIrnid B IJ1E€KTPOHHbIE

curHanel. Pasmep matpuubl MoxeT coctaBnate 1/4", 1/3", 1/2" nnn 2/3".

CGl (EavHbin wnw30BbIM  UHTepdenc) — cneumdukaumsi, onpegensioLlas
B3anmopencTene web-cepsepa ¢ gpyrumm CGl-nporpammamu. Hanpumep, HTML-cTpaHuua,

cogepawasn dopmy, MoxeT ucnonb3osaTtb CGl-nporpammy ansg o6paboTkm AaHHbIX POPMbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIn
MeTanfIoOKCUAHbIA MNONYNPOBOAHUK) — 3TO LUMPOKO WCMONb3yeMbld TUM MNONYyNpPOBOAHMKA,
KOTOPbIA MUCMONb3yeT Kak oOTpuUaTenbHyl0, TaK W MOMOXUTENbHYIO 3NEKTPUYEeCcKyo Uuenb.
lMockonbKy TONbKO Of4HAa M3 3TUX TUMOB Lienen MoXeT ObiTb BKOYeHa B noboe AaHHOe Bpems, TO
Mukpocxembl KMOIlMa noTpebnsatoT MeHbLUe 3NEeKTPO3IHEPrun, YeM MUKPOCXEMbI, UCMOoNb3yoLime
TONbKO OOMH TWM TpaH3ucTopa. Takke gatunkm nsobpaxeHus KMOIT B HEKOTOPbIX MUKpOCXeMax
cogepxaTt cxembl 06paboTkM, OOHAKO 3TO NMPEUMYLLECTBO HEBO3MOXHO ucnonb3oBatb ¢ [13C-

OaT4ynkamun, KoOTopble ABNAKTCA TakKe bonee AopormMm B Npon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsemasa Ans
Ha3Ha4YeHWs1 NOCTOSIHHOIO AOMEHHOI0 UMEHM YCTPOMUCTBY (KOMMbIOTEPY, CETEBOMY HAKOMUTENMIO) C
AnHamnyeckum IP-agpecom. 3t1o moxeT 6biThb IP-agpec, nonyyeHHbin no DHCP unun no IPCP B
PPP-coeauHeHuax (Hanpumep, npu yganéHHoMm [ocTyne 4depes mogem). [dpyrme MalluHbl B

MHTepHeTe MOryT yCTaHaBnnBaTb coeguHeHne C 3TOM MaLUMHOM NOo OOMEHHOMY UMEHMN.

DHCP (Dynamic Host Configuration Protocol / T[lpotokon AuHamMunyeckown
KOHcUrypaumm ysna) — 3T0 CeTeBOW NPOTOKOS, NMO3BONSIOWINA KOMMbOTEPaAM aBTOMaTUYECKU
nonyyatb IP-agpec u gpyrme napametpbl, Heobxoaumble onsa pabotel B cetn TCP/IP. JaHHbIN
NPoOTOKON paboTaeT no MoLenun «KNueHT-cepBep». [ns aBTOMaTMyeckon KoHdurypaumm
KOMMbIOTEP-KNNEHT Ha 3Tane KoHdurypauum ceTeBOro YyCTpoWcTBa obpaliaetca K Tak

Ha3blBaemomy cepsepy DHCP 1 nonyyaeT OT Hero HyHble napameTpbl.

DHCP-cepBep — 91O nporpamma, KoTopas HasHadaeT knueHtam |P-agpeca BHyTpu
3a[@aHHOro AmanasoHa Ha ornpefenieHHbl nepuod BpeMeHu. [aHHylo yHKUMI0 NOAAEepXnBaOT

NpakTU4YeCckn BCe COBPEMEHHbIE MapLLpPYTU3aTopbI.

Digital Zoom / LinchpoBoe yBennuyeHue — 370 yBenuyeHne pasmepa kagpa He 3a cuyeT
ONTWUKK, @ C NOMOLLbIO KaappOBaHWS MOMYyYEHHOrO C MaTpuubl n3obpaxeHns. Kamepa Hudero He
yBENMUMBAET, a TOMbKO BbIpe3aeT HYXHYI 4YacTb Wu300paxeHuMss u pacTarmBaeTr ee Ao

nepBoOHaYanbHOro paspeLleHys.

Domain Server / CepBep AOMEHHbIX UMEH — TaKkKe AOMEHbI MOTyT BbITb UCMOMb30BaHbI
opraHuMsaumsiMn, KoTopble XOTAT LEHTpanu3oBaHHO YNpaBnsTb CBOMMM KOMMbkOTEpamun (Ha
KOTOpbIX YCTaHOBMEHbl onepaunoHHble cucteMbl Windows). Kaxabli nonb3oBaTenib B pamMkax

AOOMeHa nonydaeT Y4eTHyr 3anuncCb, KOTOpas 06bIYHO paspelwlaet 3apernctpupoBatbCAa "
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ncrnonb3oBaTb tobon KOMMNbOTEP B OJOMEHE, XOTA OAHOBPEMEHHO Ha KOMMbKOTEP MOIyT ObITb

HaloXXeHbl orpaHn4eHuA. CepBepOM OOMEHHbIX MMEH ABnAeTCA cepsep, KOTOprVI

ayTeHTVId)I/ILI,MpyeT nonb3oBaTeneun B ceTu.

Ethernet — nakeTHasi TexHonorusi nepegadvn AaHHbIX MPEVMYLLECTBEHHO B JTOKanbHbIX
KOMMNbloTEPHbIX ceTsx. CrtaHaapTel Ethernet onpepensitoT npoBoAHble  COEAVMHEHUS U
3MeKTpuYeckme curHanbl Ha uandeckoM ypoBHe, dopmaT KaapoB W MPOTOKOSbl yrpaBneHus

OOCTYMNOM K cpefie — Ha kaHarnbHoM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne yctaHOBKM MO YMOJYaHUIO — 3TO YCTaHOBKW,
KOTOpbl€ M3Ha4anbHO UCMONb30BaHbl ANs YCTPONCTBA, KOrga OHO OTIPY)KaeTCsi C 3aBoAa B NepBbIf
pa3. Ecnu Bo3HMKHET HEOOXOAMMOCTb NepeyCTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
MO YMOSYaHuIo, TO 3Ta (PYHKUMSA NpUMEHMMa Ansi GONbLUMHCTBA YCTPOWCTB, M OHA MOJSTHOCTbLIO

nepeycraHasnnBaeT nobble YCTaHOBKW, KOTOpPbIE ObIN N3MEHEHBI MOSIb30BaTENEM.

Firewall / Bpanamayap — 6paHgmayap (MexceTeBor dkpaH) paboTaeT Kak 6apbep Mexay
ceTaAMM, Hanpumep, Mexay nokanbHou ceTbio U WHTepHeToM. BpaHamayap rapaHTupyeT, 4To
TONbKO 3aperncTpmMpoBaHHbLIM Nonb3oBaTensMm OyaeT paspelueH JOCTyn U3 OAHOW CeTu B APYryto
ceTb. bpaHamayapom MoxeT 6bITb nMporpaMMHoe obecrieveHune, paboTalollee Ha KoMMbloTeEpe,

nnn 6paH,1:|,M3y3p0M MOXET ObITb aBTOHOMHOE annapartHoe yCTpOIZCTBO.

Focal length / ®okycHoe paccTtosiHue — wusmepsiemMoe B MuUANUMeTpax ¢OKyCHoe
paccTosiHne 06beKTMBa Kamepbl, onpeaensioLlee WMPUHY ropu3oHTanbHOM 30Hbl 0630pa, KoTopoe
B CBOIO ovepedb uamepsdeTtcsa B rpagycax. Onpenenserca Kak pacctogHue OT nepeaHen rnaBHom
TOYKM OO0 nepegHero dokyca (ans nepegHero OKyCHOrO pacCTOsiHMA) M Kak paccTosiHue OT
3aHewn rmaBHON TOYKM 00 3adHero dhokyca (aAng 3agHero ooKyCcHoro pacctosanus). MNpu atom, noa
rMaBHbIMM TOYKaMW MOAPaA3yMEBAKTCA TOYKM MepecedeHus nepeHen (3agHen) rrnaBHOM

MITOCKOCTU C ONTUYECKON OCbIO.

Fps / KagpoBasi yacToTta — KONM4YeCTBO KaapoB, KOTOpoe BuaeocucteMa (KOMMbloTepHast

urpa, Tenesusop, DVD-nneep, Bugeodarn) BolAa€T B CEKYHAY.

Frame / Kagp — kagpom sBnsieTcs NonHoe BuaeousobpaxeHune. B dopmate 2:1
YyepeccTpoyHon pasBépTkM uHTepderica RS-170 m B dopmatax MexgyHapogHoro
KOHCYNbTaTMBHOrO KOMUTETa MO paguoBeLLaHuio, Kagp co3gaeTca u3 AByX OTAeNbHbIX obnacren
NNHWIA YepecCTpOYHON pasBepTkn 262.5 nnm 312.5 Ha yactoTte 60 nnn 50 My ans Toro, 4ToObLI
copmMmpoBaTh MOSHbIA Kagp, KOTOPbIN 0ToBpasuTca Ha akpaHe Ha 4dactote 30 wnm 25 Tu. B
BMgeokamepax C MNPOrpecCMBHOM pPasBEPTKOM KaXObl Kagp CKaHMPYeTCd MOCTPOYHO U He

SBIISIETCS YepPeCCTPOUHbIM; BOMNbLUMHCTBO M3 HUX oToBOpaxaeTcsa Ha 4YacTtote 30 n 25 .

FTP (File Transfer Protocol / lpotokon nepepayn cannoB) — 3TO NPOTOKON

NPUITOXXEHWS, KOTOPbIN Mcnonb3yeT Habop npoTtokonos TCP / IP. OH ucnonb3yeTcs, 4ToObI
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obmeHuBaeTca parvnamum Mexagy KomnbtoTepamu/yctponctBamm B cetTn. FTP  nossonsier

nogkntoYaTbes K cepepam FTP, npocmaTprBaTh coAepXnMoe KaTanoroB v 3arpyxatb painbl ¢
cepBepa unu Ha cepsep. Mpotokon FTP oTHOCUTCA K MpOTOKONam MNpUKNagHoro YpoBHS U Ons
nepefayv AaHHbIX UCNONb3yeT TPpaHCMNOPTHLIN nNpoTokon TCP. KomaHabl v AaHHble, B OTNNMYME OT
GonblUMHCTBA APYrMX MPOTOKOMOB nepeaarTcsl No pasHbiM noptam. MopT 20, oTKpbIBaeMbIN Ha
CTOpPOHEe cepBepa, UCMOoNb3yeTcs ANs nepeaayn AaHHbiX, NopT 21 - ansg nepenayn komaxa. Mopt

ana npunemMa gaHHbIX KInMMeHToOM onpenendaeTcd B Ananore corriacoBaHuA.

Full-duplex / MNMonHbIW Aynnekc — MNOMHbLIN Aynnekc npencraBndeT cobow nepepady
AaHHbIX OJHOBPEMEHHO B ABYX HanpaeneHusx. B cucteme 3ByKOBOCMpPOM3BEOEHMS 3TO MOXHO
onucatb, Hanpumep, TenedoHHbIMM cucteMamu. Takke nonygyniekcHas cBsidb obecneumBaeT

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpaslieHX 3a OO1H pas.

G.711 — crangapT ons npeacraeneHnsa 8-omutHon komnpeccun PCM (MKM) curHana c
yactoton auckpetmsauum 8000 kagpos/cekyHay u 8 oGut/kagp. Takmm obGpasom, G.711 kogek

co37aéT noTok 64 Kout/c.

Gain / KoadhcdmumeHT ycuneHmsa — KoadpUUNEHTOM YCUNEHUS SABMSETCSA KOIUUNEHT
YCUMEHNS W OKCTEHTa, B KOTOPOM aHanoroBbld YCUNUTEMb YCUNUBAET Cuny curHana.
KoadbpmumeHTbl yennenus obbl4HO BblpaXatoTcsa B eanHmuax molHoctu. deunben (ab) sBnsetca

Hanbonee yI'IOTpe6VITeJ'IbeIM crnocobom ans n3mepeHna ycuneHua ycunmtens.

Gateway / MexceTeBOM L3 — MEXCETEBbIM LUMIO30OM SBMSIETCA CeTb, KOTopas
OENCTBYET B KayecTBe TOYKM BXoda B Apyryto ceTb. Hanpumep, B KoprnopaTuBHOW CETW, CepBep
KOMNbloTEpPa, AENCTBYHOLUUA B KAa4eCTBE MEXCETEBOro Ls03a, 3a4acTylo Takke OeNCTByeT U B
KayecTBe MPOKCU-CepBepa U cepBepa CeTeBOM 3allmTbl. MexceTeBoM LMN03 YacTo CBA3aH Kak C
MapLUPyTU3aTOPOM, KOTOPbIA pacro3HaeT, KyAa HanpaensATb NAaKeT AaHHbIX, KOTOPbIA NPUXOANUT B
MEXCETEBOW LUMO3, TaK U KOMMYTaTOPOM, KOTOPbIN MPeaoCTaBNseT UCTUHHBLIA MapLupyT B U U3

MeXXCeTeBOoro wn3a and AgaHHOro nakeTa.

H.264 — 370 mMexayHapoaHbIN CTaHO4aPT KOAMPOBaAHWUS ayavo M BUAEO, (Apyroe Ha3BaHue
'MPEG-4 part 10' unu AVC (Advanced Video Coding)). [laHHbI CTaHAapT COAEPXKUT psii HOBbIX
BO3MOXHOCTEN, MO3BOJMSAKLINX 3HAYUTENbHO MOBLICUTL 3MPEKTUBHOCTL CKaTusi BMOEO MO
cpaBHeHuto ¢ 6onee paHHumn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
GonbLuyo rMBKOCTb NPMMEHEHNA B pa3HoobpasHbIx ceTeBbix cpeaax. Mcnonb3yeTcsa B LngpoBom

TenesunaeHun Bbicokoro paspewerus (HDTV) n Bo MHOrux gpyrmux obnacrsax umgpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / MpoTokon nepeaayn runeprekcra) — 310 Habop
npasun no obmeHy cannamu (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUAEO- U APYrMMU

MynbTumMeama dannamm) B cetu. lNpoTtokon HTTP sBnseTca NpoTOKONOM BbICLLErO YPOBHSA B
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cemenictee npoTokonos TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaetca OO NONyyYeHus

noareepXxgeHma o ero npasuiibHOM npneme.

HTTPS (Hypertext Transfer Protocol Secure / 3awuwéHHbLIA NPOTOKON nepeaayvu
rmunepTekcTa) — pacwumpeHue npotokona HTTP, nogaoepxusatowee wudgpoBaHue. [daHHble,
nepegaBaemble no npotokony HTTP, «ynakoBbiBaloTCcA» B KpunTtorpaduyeckmii npotokon SSL
unu TLS, Tem cambiM obecnevnBaeTcs 3almTta 3Tux gaHHblx. B otnmnumne ot HTTP, anga HTTPS no

ymon4aHuio ncnonosyetca TCP-nopt 443.

Hub / CeTeBOI KOHLEHTPATOP - CETEBON KOHLEHTPATOP MCNONb3yeTcs AN NoAKNHYEHNS
MHOrOYMCMEHHbIX YCTPONCTB K ceTn. CeTeBON KOHLEHTPATOpP nepeaaeT Bce AaHHble B YCTPOWCTBA,
MOAKIIOYEHHbIE K HEMY, TOr4a Kak KOMMYTaTop TONbKO nepegaeT AaHHble B YCTPOMCTBO, KOTOPOe

cneumanbHO NpeaHa3Ha4YeHo Ans Hero.

ICMP (Internet Control Message Protocol / MexceTteBon NMpOTOKON ynpaBrsitOLWMX
coobuweHun) — ceTeBor MpPOTOKON, BXxogswmn B ctek npotokonoB TCP/IP. B ocHoBHoM ICMP
ncnonb3yetcs Ans nepegaydn coobuieHnin o6 owmbkax u APYrux UCKNHOYUTENbHBIX CUTyauusx,
BO3HUKLLMX MpU Nepeaaye AaHHbIX, Hanpumep, 3anpalmnBaemMas ycnyra HegocTynHa unmn XocT unum

MapLIpyTU3aTop He OTBEeYaloT.

IEEE 802.11 / CtaHpapt IEEE 802.11 — 370 ceMencTBO cTaHAapToB ANsi 0eCnpoBOAHbIX
nokaneHblx ceten. CtaHgapt 802.11 nogoepxuBaeT nepedadvy AaHHbIX Ha ckopoctn 1 unm 2
M6wuT/cek Ha nonoce 2.4 [Tu. CraHgapt xe 802.11b 3agaeT ckopocTb nepedadn AaHHbIX 11
M6uT/cek Ha nonoce 2.4 [Ty, B To BpeMs kak cTaHaapT 802.11a no3BonseT 3agaTth CKOPOCTb A0

54 MowuT/cek. Ha nonoce 5 L.

Interlaced video / YepeccTpouyHasa pa3BepTka — 3TO BMAEO3anuCb CO CKOpocTbio 50
n306paxkeHunn (Ha3biBaeMbIX MOMSAMN) B CEKYHAY, U3 KOTOPbIX KaxKable 2 NocrneaoBaTenbHbIX Nons
(nonykagpa) 3atem obbeauHsoTcs B 1 kagp. YepeccTtpoyHas pasBepTka 6Gbina paspabotaHa
MHOrO feT Ha3aj Ans aHanoroBoro TeneBuaeHUs U 40 CUX Mop LWMPOKO npumeHsieTcs. OHa aaet
Xopowmne pesynbTaTbl NPU NPOCMOTPE ABWXKEHWS B CTaHOAPTHOM M300paXkeHun, XOoTs Bcerga

CYLLECTBYET HEKOTOPOE UCKaXEHNE N30BpaKeHUs.

Internet Explorer (IE) — cepus 6pay3epoB, paspabaTbiBaemasn koprnopauuwen Microsoft ¢
1995 roga. BxoguT B KOMNNEKT onepauunoHHbIx cuctem cemenctea Windows. AensieTcs Hambonee

LUMPOKO Mcnonb3yemMbiM Be6-6pay3epom.

IP 66 (Ingress Protection) — 310 cTaHgapT 3awuTbl 060pyAOBaHMSA, KOTOPLIA ONUCbIBAET
nbine- W BRaro- 3awuTty kamepbl BugeoHabntogenus. lNepeas umdpa obo3HavaeT ypoOBEHb
3aWmMThl OT NonagaHna TBEpPAbIX YacTuy (Hanpumep, umdpa 6 o6o3Ha4YaeT NOSHOE UCKIKYEHME

nonagaHua nbinu). Btopas umdpa obGo3HayaeT ypoBeHb 3alMTbl OT MonafaHWus >KUAKOCTEW
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(Hanpumep, uncpa 6 obosHayaeT 6e3ynpedHyto paboTy kamepbl NPy BO3AENCTBMM MaCCUBHbIX

BOOAHbLIX MOTOKOB BOAbI Ui BPpEMEHHOM O6J'IVIBaHVIVI.)

IP-kamepa — uudpoBasa Bugeokamepa, OCOOGEHHOCTbIO KOTOPOW SIBNSETCA nepepada

BuaeonoToka B undcpposoM cdopmare no cetn Ethernet, ncnonbaytowen npotokon IP.

JPEG (Joint Photographic Experts Group / CrtaHgapt O6beauHeHHOM rpynnbl
aKcneptoB B obnactu c¢otorpachmmn) — oavH M3 NONyNsiPHbIX rpadouyeckux opmaTos,
NPUMEHSIEMbIA A8 XpaHeHus hoTon3obpakeHnn 1 NogobHbIX UM nsobpaxkeHun. MNpu cosgaHmm
n3obpaxeHmns JPEG nmeeTcsa BO3MOXHOCTb HAaCTPOWMKM UCMOMb3YyeEMOro koadduumeHTa cxaTtusl.
Tak kak npun 6Gonee HM3kOM KO3appuUMeHTe cxatuss (T.e. CaMOM BbICOKOM Ka4yecTBe)
yBenuumBaetcs obbem dainna, cywecTByeT BbIOOp Mexay KayecTBoM M3obpakeHus n o6bemMom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — 310 Mepa namepeHust CKOpOCTU NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOTOPOW onpeeneHHoe KoNM4ecTBO BUTOB NPOXOAAT 3a4aHHYO TOYKY.

LAN (Local Area Network / JlokanbHasa Bbl4UMCnUTENbHasA CeTb) — KOMMNbIOTEPHAs CETb,
nokpbiBatoLas 00bIYHO OTHOCUTENBHO HEGONbLUYIO TEPPUTOPUIO NN HEGONbLLYIO rPyNny 34aHWN

(aom, odouc, bmpmy, MHCTUTYT), TO €CTb ONpeaeneHHYI0 reorpaguieckyto 30Hy.

Lux / Jlrokc — egmHuua n3amMepeHna OCBELLEeHHOCTW. Onpep,enﬂeTc;l KakK OoCBeLlEHHOCTb
NOBEpPXHOCTU nnowagbio 1 KB.M. CBETOBbIM MOTOKOM 1 NIOMEH. |/|CI'IOJ'Ib3yeTCFI anda 0003Ha4eHus

YYBCTBUTEJIbHOCTU KaMep.

MAC-appec (Media Access Control address / AnnapaTHbIn agpec YCTPOUCTBA) — 3TO
YHUKanbHbIN NOEHTUMUKATOP NPUCOEANHEHHOrO K CETU YCTPOMCTBA UMK, TOYHEE, ero nHTepdenic

OnAa NOAKNKYEeHNA K CETI.

Mbit/s (Megabits per second / M6ut/cek) — 3TO Mepa M3MeEpPeHUs CKOPOCTM MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, HA KOTOPON BUTLI MPOXOAAT 3a4aHHYK TOYKY. OTOT napaMeTp 0bbIYHO
ncrnonb3yeTcs, Y4ToObl NpeacTaBUTb «CKOPOCTb» ceTW. JlokanbHas ceTb AofkHa paboTaTb Ha

ckopoctn 10 unu 100 MouT/cek.

MJPEG (Motion JPEG) — nokagpoBbil MeTO4 BMAEOCXKATUSl, OCHOBHOW OCOBGEHHOCTbIO
KOTOpPOro SBMSIETCA CXaTWe KaOoro OTAENbHOro kagpa BMOEOMOTOKA C MOMOLLbK anroputma
ckatma wusobpaxenun JPEG. lMpu coxatum metogom MJIPEG wmexkagpoBas pasHuua He

Y4YUTbIBAETCA.

MPEG-4 — 370 MexayHapoaHbIi CTaH4apT, UCNONb3yeMbli NPEUMYLLECTBEHHO NS CXKaTUA
umdgposoro ayaumo u Bugeo. CrtaHgapt MPEG-4 B OCHOBHOM MCMOnb3yeTca AN BellaHus
(noTokoBOE BMAEO), 3anUCKM OUNBMOB Ha KOMMAKT-AUCKW, BugeoTenedoHun (BugeotenedoH) u

LLUMpPOKOoBEeLLaHUA, B KOTOPbIX aKTUBHO UCNOJb3yeTCA CKaTue LI,VICprBbIX BMaeo 1 3ByKa.
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Multicast / FpynnoBasa nepega4a — cneunanbHaa oopma LUMPOKOBELLAHUSA, NPU KOTOPOM

KOMMM MakeToB HanpaenswTca onpedenéHHoMmy MOAMHOXEeCTBY agpecaTtoB. Hapsgy c
NPUIOXEHUAMW, yCTaHaBMMBaOWUMN CBA3b MeXOy WCTOYMHUKOM W OOHMM fonyyaTenem,
CYLLIECTBYIOT Takue npunoxeHus, rae tpebyetcs, 4Tobbl MCTOYHMK Nocbinan uHdopmMaumo cpasy
rpynne nonyyatenen. [pu TpaguumoHHOW TexHonorun IP-agpecaunn TpebyeTcs Kaxgomy
nony4artento MHpopmauum nocnaTb CBOW MakeT AaHHbIX, TO eCTb OAHa M Ta Xe MHdopmaums
nepegaeTcst MHOro pas. TexHonornsa rpynnoBon agpecaumy npeacraenset cobon paclumpenme |IP-
agpecauumm, No3BoNsKLLEe HanpaBUTb OOHY KOMUIO NakeTa cpasy Bcem nony4darensaMm. MHOXecTBO
nony4artenen onpegenseTca NPUHaANEXHOCTbIO KaXXA0ro U3 HUX K KOHKPeTHOW rpynne. Paccobinky
ANS KOHKPETHOW rpynnbl MOMAY4aloT TOMNbKO YNeHbl 3TOW rpynnbl.

TexHonorusa IP Multicast npegoctaBnseT psg CyLeCTBEHHbIX NMPEUMYLLECTB NO CPaBHEHMUIO
C TPaaMUMOHHbIM Noaxodom. Hanpumep, aobasneHne HOBbIX NONb3oBaTenen He BriedeT 3a cobon
Heobxoaumoe yBenuyeHne NpPomnyckHOW CNOCOBHOCTM CeTU. 3HaYMTENbHO COKpallaeTCsl Harpyska
Ha nocbinawwun cepBep, KOTopbii Oonblle He [OOMKEeH noadepXkmBaTb  MHOXECTBO

OBYXCTOPOHHUX CoeIIHEHUN.

Ana peanusauumn rpynnoBoW agpecauuu B JfOKanbHOW CeTU HeobXOoauMMbl: MOoAAepKKa
rpynnoson agpecauum ctekom npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP
Ons OTNpaBKM 3anpoca o NpucoeguMHEHUM K rpynne 1 noryvyeHuu rpynnoBoro Tpaduka, nogaepxka
rpynnoBon agpecaumm CETEBOM KapTOW, MPUNOXEeHWe, UCnonb3ylolee rpynnoBylo agpecauuio,
Hanpumep, BMAEeOKOHepeHunsa. TexHonorma «MynbTUkacT» ucnonbdyet agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTcs cratnyeckas WM guHamumyeckas agpecauums. [pumepom
cTatmyeckmx agpecoB senstotca 224.0.0.1 — agpec rpynnbl, BKAovawowen B cebs Bce ysnbl
nokansHom cetn, 224.0.0.2 — Bce MapLupyTu3aTopbl fokanbHoW ceTu. [uanasoH agpecos C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [An9 MPOTOKOMOB MapLipyTusauum u Opyrux
HU3KOYPOBHEBbLIX MPOTOKOSIOB  NOAAepXku rpynnoson agpecaumun. OcTtanbHble agpeca
OVNHAMUYECKNn  UCMOMb3ylTCA  npunoxeHnsmun. Ha  cerogHAWwHMM  AeHb  GOMbLUMHCTBO
MapLLPYTM3aTOPOB NOAAEPKMBAIOT 3Ty ONuUMIO (B MEHIO 0ObI4HO €CTb onuus, paspelatowas IGMP

MPOTOKOMN UM MYJbTUKACT).

NTP (Network Time Protocol / lNpoTokon cuHXpOHU3auuM BpPeMEeHU) — CeTEBON
NPOTOKON ANA CUHXPOHU3ALMN BpeMeHU C ucnonb3oBaHueM cete. NTP ucnonbsyet ans cBoemn

paboTtbl npotokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctaHgapt NTSC
SIBMSETCH TENEBM3NOHHbLIM 1 BuaeocTangaptom B CLUA. Ctangapt NTSC goctaenset 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacnesown ctaHgapT, onpeaenstoLni

NPOTOKOIbI B3aMMOOENCTBUS TaKux yCTpOVICTB, KakK |P-KaMepr, BunageoperncTpaTtopbl 1 CUCTEMbI
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ynpaeneHna Buaeo. MexayHapodHbli ¢OpyM, CO3[4aBlUMKA  AaHHbIA - cTaHdapT, OCHOBaH

komnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uensto

pa3paboTkn U pacnpoCcTpaHeHNs OTKPLITOrO CTaHAapTa AN CUCTEM CETEBOro BUAEOHAbNoaeHUs.

PAL (Phase Alternating Line / TeneBusanoHHbin ctaHgapt PAL) — TeneBU3WOHHbIN
ctaHgapT PAL gaBndetca npeobrnagarolimm TENeBM3MOHHLIM CTaH4ApTOM B cTpaHax EBponsbl.

TeneBunanoHHbIN cTaHgapT PAL goctaenseT 625 cTpok B Kagpe Ha 25 K/cek.

PoE (Power over Ethernet / NutaHne 4yepe3 Ethernet) — TexHonorns, nossonstoLuas
nepegaBaTb YAanéHHOMY YCTPOWCTBY BMECTE€ C AaHHbIMU 3SMEKTPUYECKYHD 3SHEeprui 4vepes

CTaHOapTHYO BUTYIO napy B ceTn Ethernet.

Port / TMopT — wnoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHbBIA pPECYPC, BbIAENSEMbIN
NPUMOXEHMUIO, BbINONIHAEMOMY Ha HEKOTOPOM CETEBOM XOCTe, AN CBA3N C NPUMIOXKEHUSMMU,
BbINOSIHAEMbIMW Ha APYrMX CeTEBbIX XOCTax (B TOM YucCne C APYrMMU NPUMOXEHUSIMU Ha 3TOM Xe
xocTe). B 0Bbl4HOM KNMEHT-CepBEPHON MoAenu npunoxeHne nnubo oxuaaeT BXOASAWMX OAHHbIX
UNn 3anpoca Ha CcoeavHeHue («cnywaeT nopT»), NMbo nocbinaet AaHHble Unu 3anpoc Ha

coeaMHEHNEe Ha N3BECTHbLIN nopT, OTKprTbIVI npunnoxeHnem-cepBepom.

PPP (MpoTtokon ABYXTOYEYHOro COeAMHEHUs) — TMPOTOKOS,  MO3BONSANOLLNIA
ucnonb3oBaTb MHTEpdENC nocrnedoBaTenbHON nepefayn Ans CBsA3M Mexay ABYMsS CeTeBbIMU

ycTpouncTBamn. Hanpumep, nogkntodeHue MK k cepeepy nocpeactBOM TenedOHHON NIMHUM.

PPPoE (Point-to-Point Protocol / lpoTokon coeauHEHNA «TO4YKa - TOYKa») — NPOTOKON
Ons  nogknioyeHnsa  nonb3oBaTenen cetn  crtaHgapta  Ethernet k' WHTepHeTy  uepes
LLIMPOKOMOMOCHOE CoeanHeHNe, Takoe kak NimHua DSL, 6ecnpoBoaHoe yCTPOMUCTBO UK KabenbHbIn
mogem. C nomouibto PPPOE 1 LUMpOKONONOCHOrO Mogema nosib3oBaTteny nokanbHOW ceTn mMoryT
nony4yatb OOCTyn C WHAMBWMAOYarbHOW MPOBEPKOW MOAMMHHOCTM K BbICOKOCKOPOCTHLIM CEeTAM
AaHHbiX. O6beguHas Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneunBaeT aPEKTMBHBIN CNOCOO CO3AaHMA OTAENbHbBIX COEANHEHWI C yAaneHHbIM CepBEpPOM

Ona KaXXgoro nosjib3oBaTtersid.

Progressive scan / lporpeccuBHoe CKaHMpPOBaHME — 3TO TEXHOMOrMA NpeacTaBneHus
KagpoB B BuaeoHabnogeHuu, nNpy KOTOPOMW Kaxabl Kagp BOCNPOM3BOAUTCHA MO OAHOW NMHMK B
nopsigke WX pasMeLleHns Kaxayl LWecTHaguaTylo [JOMn  cekyHabl. To ecTb CcHadana
nokasbiBaeTcs NuHUA 1, 3atem 2, 3atem 3 1 Tak ganee. Takum obpa3om, n3obpaxxkeHne He BbeTcs
Ha oTAenbHble nonykagpbl. B 3ToM cnydae NONHOCTbIO mcyesaeT 3hdeKkT MepuaHus, No3ToMy

Ka4eCTBO OTCHATOro BMAeo nony4vyaetca ©onee BbICOKMM.

RJ45 — yHUPUUMPOBaHHbLIM pasbéM, UCMOMNb3yeMbld B TENEeKOMMYHMKauuax, umeet 8

KoHTakToB. Mcnonbayetcs ansa cosgadus JIBC ¢ ncnonb3oBaHnem 4-napHeix kabenen BUTon napbl.
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Router / MapwpyTtnsatop — 3TO YCTPOWCTBO, KOTOPOE OonpedensieT TOYKy Onvkanwen

CeTW, B KOTOPYI MaKkeT AaHHbIX AOMKEH OblTb HanpaBneH Kak B CBOW OKOHYaTENbHbIA MYyHKT
HasHadyeHns. MaplpyTmu3aTtop co3gaeT uW/wnuM  noAaaepXkuBaeT — crnieumanbHyto  Tabnvuy
MapLLpyTU3aLUmm, KoTopasi CoXpaHsieT MHpopMaLMio, Kak TONMbKO OHa OOCTUraeT onpeneneHHbIX
MYHKTOB HasHayeHusl. WHorga MaplupyTv3atop BKMAOYEH B KadyecTBe 4YacTU CeTeBOro

KoMMyTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIN MPOTOKON B peXUMe peanibHOro
BpeMeHM) — 3TO npoTokon IP gns nepegaynm gaHHbIX (Hanpumep, ayavo Unu BUMAEO) B pexume
peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B CBOEM 3arofioBke AaHHble, HEOOXoANMbIE A5
BOCCTAHOBJIEHMSI TOfloCa UNN BUAEOM300pakeHns B NPUEMHOM y3fe, a Takke OaHHble O Tune
koguposanusa nHdopmauumn (JPEG, MPEG u 1. n.). B 3arofnoBke gaHHOro npoTokona, B YaCTHOCTH,
nepegarTcsl BpEMEHHAs METKa U HOMEP NakeTa. OT! NapameTpbl MO3BONSAKOT NPU MUHUMAbHbIX
3agepXxkKax onpedenuTb MNOpPsSAOK U MOMEHT OEKOAMPOBaHMS KaXgoro mnaketa, a Takke
WMHTEpNoNMpoBaTb MOTEpPsiHHbIE MakeTbl. B KayecTBe Hmkenexailiero nNpoTokona TpaHCMOPTHOro

YPOBHS, KaK npasuno, ncnonbadyetcs npotokon UDP.

RTSP (Real Time Streaming Protocol / lMpoTokon nepesayn NOTOKOB B pexume
peanbHOro BpeMeHU) — 3TO NPOTOKON YMPaBeHUsl, KOTOPbIN CAY>KUT OCHOBOW ANS cornacoBaHuns
TPaHCMNOPTHbLIX NPOTOKONOB, Takux kak RTP, MHOoroagpecHom unn ogHoagpecHon nepegayn u ans
cornacoBaHus ucnonb3yembix kogekoB. RTSP MOXHO paccMmaTtpmBaTh Kak MynbT AUCTAHLMOHHOMO
ynpaBneHnsa notokamu AaHHbIX, NpeaocTaBnsgemMbiMuM cepBepoMm mynbtumenuna. Cepsepbl RTSP
06bl4HO wucnonb3yloT RTP B KayecTBe cTaHAapTHOrO NpOTOKONa And nepedadn aygumo- u

BUOEOOaHHbIX.

SD (Secure Digital Memory Card/ kapta namsatu tuna SD) — dopmart kapTbl ¢naLw-
namsaTn, paspaboTaHHbLIA ONA UCMONb30BaHUA B OCHOBHOM B MOPTATUBHbLIX YCTpolcTBax. Ha
CEroAHSAWHUA [OeHb LIMPOKO WCMOMb3yeTcss B  UUMPOBbLIX YCTPOWUCTBAX, Hanpumep: B
doToannapatax, MoOOWNbHbIX TenedoHax, KK, kommyHukaTopax u cmapTdoHax, GPS-

HaBuratopax, Bugeokamepax n B HEKOTOPbIX UTPOBbIX NMPUCTaBKax.

Shutter / 3OnNeKTPOHHbIM 3aTBOP — 3TO 9MNEMEHT MaTpuubl, KOTOPbLIA MO3BONSET
perynupoBaTb BpPEMS HaKOMIMEHWUsi JreKTpUYeckoro 3apsga. OTa [geTanb OTBevYaeT 3a
ANUTENbHOCTb BbIAEPXKKM M KONMYECTBO CBETA, MOMNABLUEro Ha Matpuuy nepes hopM1MpoBaHMEM

n3obpaxeHus.

SMTP (Simple Mail Transfer Protocol / NpocTon npoTokon nepegayu MNoOYTbl) —
npotokon SMTP wucnonb3yetcs ANa OTCbUIKA W MNOMyYeHUs1 SMNEKTPOHHOW noyTbl. OgHako
MOCKOSIbKY OH SIBMSAETCH «NPOCTbIM» MO CBOEN CTPYKTYpPE, TO OH OrpaHUYeH B CBOEN BO3MOXHOCTU
Nno BMECTMMOCTU COOOLUEHU Ha Mnorny4arowem KoHUe, U OH 0Bbl4HO MCMOoMnb3yeTcs C OOHUM U3

AOBYX OpYyrnx npoTOKOJ10B, POP3 unu MNPOTOKOJIOM UHTEPAKTUBHOIO A0CTyMNa K GJ'IeKTpOHHOIZ noyrte
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(I'IpOTOKOJ'I |MAP) ChyY NPOTOKOJIbl NO3BOJIAIOT NOJIb30OBATESTHO COXPaAHATb COO6LL|,€HVIF| B NMOYTOBOM

ALWUKE cepBepa 1 nepnoanveckn 3arpyxatb nx U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / lpoTokon 3awuLieHHbIX
cokeToB / lpoToKkon TPaHCMOPTHOro YPOBHSA) — 3TN ABa NpoTokona (npotokon SSL asndaeTtca
npueMHuKkom npotokona TSL) gaBnsawTCcA  Kpuntorpaduyeckumn npoTOKONamu, KOTopble
obecneunBatoT 6e3onacHyto cBA3b B ceTu. B 6onblumHcTBE cnyyaerB npoTokon SSL ncnonb3yetcs
yepes npotokonn HTTP, ytoGbl chopmmpoBaTb NPOTOKOM 3aLMLLEHHON Mepedayvn rmneprekcra
(npotokon HTTPS) B kayecTBe MCMNOMb30BaHHOMO, Hanpumep, B MHTepHeTe Onsl OCYLLECTBEHNS
(OMHAHCOBLIX TpaH3akuuin B 3nekTpoHHoM Buae. [lpotokon SSL wmcnonb3yeT cepTudukaTtbl

OTKPbLITOro KpUNTOrpadnyeCcKoro Knoya, YTobbl NoATBEPXKAATL UAEHTUYHOCTL CepBepa.

Subnet mask / Macka noacetn — GuTOBas Macka, onpepenswowlasi, kakaa 4yactb IP-
agpeca y3na ceTu OTHOCUTCA K adpecy CeTu, a Kakasi — K afgpecy Camoro yana B 3TOW CETW.
Hanpumep, y3en ¢ IP-agpecom 192.168.0.99 n mackon nogcetn 255.255.255.0 HaxoauTca B cetn
192.168.0.0.

Switch / KommyTatop — KOMMyTaToOpoM S$IBMSIETCS CeTeBOe YCTPOMCTBO, KOTOpoe
COoefVHSAEeT CErMeHTbl CETU BMECTE N KOTOPOE BblGMpaeT MapLupyT AN Nepecbilikn yCTPONCTBOM
AaHHbIX K ero 6nwkanwemy nonyyatento. OBblMHO KOMMYyTaTop siBnsieTca 6onee npocTbiM U
Gonee ObICTPbIM MEXAHU3MOM, YEM CETEBOW MapLUpyTu3aTop. HekoTopble KOMMyTaTopbl UMET

yHKUMIO MapLUpyTM3aTopa.

TCP (Transmission Control Protocol / poTokon ynpaBneHus nepepayen) — ogmH 13
OCHOBHbIX CeTeBbIX MPOTOKONMOB WHTepHeTa, npefHasHa4yeHHbl ONs ynpaBneHus nepenadven
OaHHbIX B ceTax u nogcetsx TCP/IP. TCP - aTo TpaHCNOPTHLIN MeXaHu3M, NpeaoCcTaBsoLWwmmn
NOTOK AaHHbIX C NpeaBapuUTenbHOM YCTaHOBKOW COeAMHEHWS, 3a CHET 3TOro AaloLmi YyBEPEHHOCTb
B AOCTOBEPHOCTU MNOJSlydaemblX AaHHbIX, OCYLLEeCTBNSET NOBTOPHbIA 3anpoC AaHHbIX B Cryyae
noTepu AaHHbIX U yCTpaHseT AybnupoBaHue npu noryvyeHun ABYX KOMMKW OAHOro naketa (Cwm.
Takke T/TCP).

TTL (Time to live) — npegenbHbI Nepuog BpeEMEHN UM YACIIO UTepaunii nNu Nepexonos,
3a KOTOpbIN Habop AaHHbIX (NaKeT) MOXeT CyleCTBOBaTb O CBOEr0 MCYE3HOBEHUS. 3HayveHue
TTL mMOXeT paccmMaTpmBaTbCA Kak BEPXHAS rpaHuLa BPEMEHU cyllecTBoBaHUsA IP-gentarpammbl B
cetu. MNone TTL ycTtaHaBnvBaeTcs oTnpaBuTenemMm gentarpammbl U YMEHbLUIAETCH KaXablM Y3rIOM
(Hanpumep, MapLpyTU3aToOpoM) Ha MNyTU €ro crefoBaHWsi, B COOTBETCTBMM CO BpPEMEHEM
npebblBaHUs B [OaHHOM YCTPOWCTBE WM COrnacHo npoTtokony obpaboTtku. Ecnm none TTL
CTaHOBUTCS paBHbIM HyrMO A0 TOro, Kak gevTtarpamma npubyaeTt B MyHKT HasHaveHusl, TO Takas
aentarpamma otbpacbiBaetca u  oTnpasutento oTtcebinaetca ICMP-naket ¢ kogom 11 —

((npeBbILIJeHI/Ie BpeMeHHOro nHTepasana».
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UDP (User Datagram Protocol / lpotokon pentarpamm nonb3oBaTens) — 3TO

npoTtokon oObMeHa [aHHbIMA C  OrpaHWYEeHWsIMA  Ha MepecbllaemMble AaHHble MO CeTw,
ucnoneaytowen npotokon IP. TNpotokon UDP gaensetcsa anbTepHaTuBon npotokony TCP.
Mpeumywectso npotokona UDP coctouT B TOM, 4TO ONA Hero HeobsAsaTernbHa AoCTaBka BCEX
AaHHBIX N HEKOoTopble nakeTbl MOryT 6biTb NPOMYyLLEHbI, eCrn CeTb NneperpyxeHa. 3T0O 0COBEHHO
yaoobHO npu nepegaye BumgeomaTepuanoB B peXvMMe peanbHOro BPeMEHW, NOCKOMbKYy He umeet
CMbICnia MOBTOPHO MepefaBaTbh YCTapeBLUyd WH(OpMauuio, KoTopas BCe paBHO He Oyget

oTobpaxeHa.

UPnP (Universal Plug and Play) — TtexHonorus, nosBonsowasi nepcoHasrbHbIM
KOMMbIOTEPAM U MHTENNEKTyanbHbIM CETEBbLIM CUCTEMAM (HanpuMep, OXpaHHOMY obopyaoBaHuIO,
pasBriekaTenibHbIM  YCTPOMCTBAM WM UHTEPHET-LUN3aM) CoeauHATbCA  Mexay  cobon
aBTOMaTMyeckn u paboratb COBMECTHO 4vepe3 eauHyt ceTb. [Mnatdopma UPnP ctpoutca Ha
OCHOBE TaKMX WHTepHeT-cTaHgaptoB, kak TCP/IP, HTTP wn XML. TexHonorms UPnP
noaaepxunBaeT ceTeBble MHAPACTPYKTYpbl MPakTU4Yeckn nboro Tvna - Kak NpoBOAHbIE, TaK U
OecnpoBoaHble. B 1Mx 4ncno, B YacTHOCTU, BXOAAT kabenbHbin Ethernet, 6ecnposoaHbie cetn Wi-
Fi, ceTu Ha ocHoBe TeNnemOHHbIX NUHWUIA, NUHUIA anekTponuTaHus u np. lMoggepxka UPNP

peanun3oBaHa B onepaunoHHbix cuctemax Windows.

URL (Uniform Resource Locator / EauHbIn yKasaTenb pecypcoB) — 3T0

CTaHO4apTU3NPOBaAHHbIN cnocob 3anucu afpeca pecypca B ceTu NHTepHeT.

WAP (Wireless Application Protocol / BecnpoBoagHon npoTokon nepeaayvm AaHHbIX) —
NPOTOKOM, CO3daHHbIn cneunansHo ana GSM-ceTel, rge HyXHO YyCTaHaBnuBaTb CBSA3b
nopTaTMBHbIX YCTPOUCTB C ceTbto WHTepHeT. C nomowbio WAP nonb3oBaTtens MOGUNBHOroO

YCTPOWCTBA MOXET 3arpyxartb u3 cetn NHTepHeT niobble undpoBbie OaHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KIMEHTOB,
00bl4HO BeG-6pay3epoB, 1 Bbigatowmn mm HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHnem, hannom, Meama-noTokoM Unm ApyruMu AaHHbIMMU.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBogHas TOYHOCTb») — TOProBas Mapka
npombiwnenHon rpynnel «Wi-Fi Alliance» ans 6ecnpoBogHbix ceten Ha 6ase crtaHpapta |IEEE
802.11. Jlboe obopyaosaHue, cooTBeTcTBylowee cTaHgapty |EEE 802.11, moxetr ObiTb
npotectupoBaHo B Wi-Fi Alliance ona nonyyeHus COOTBETCTBYOLLEro ceptudumkata M npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / bBecnpoBogHasa LAN — 310 6ecnpoBogHas nokanbHasi CeTb, UCMONb3yloLas B
KayecTBe HOCUTENS pPagMoBOSHbI: 6eCcnpoBOHOE MOAKMIOYEHME K CETU KOHEYHOro NoNb30oBaTens.

[1ns OCHOBHOW CETEBOM CTPYKTYPbl 0O6bIYHO MCMONb3yeTcs kKabenbHOe coeguHeEHMeE.
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WPS (Wi-Fi Protected Setup) — ctaHgapT, npegHasHayYeHHbIN AN NoflyaBToMaTuyecKkoro

co3aaHusa 6ecnpoBOHON AOMALLHEW CETMU. HPOTOKOJ'I npn3BaH OKa3aTb NMOMOLLb MNOJ1Ib30BATENAM,

KoTopble He 00nagalT LIMPOKMMM 3HaHMSMU O Ge3onacHOCTU B GecnpoBOAHBLIX CETAX, U Kak
crneacTBue, UMEKT CIOXKHOCTM Mpu ocyllecTeneHnn HacTpoek. WPS aBTomatuyecku obosHavaeT
UMS ceTu U 3agaeT LundpoBaHue, Ans 3alimTbl OT HECAHKLMOHUPOBAHHOMO AOCTyna B CETb, Npu

3TOM HeT HeobX0aUMOCTU BPYYHYIO 3a4aBaTb BCe NapameTpbl.

Anroputm cxatus BuMAaeo — 3TO METOAMKa YMeHbLleHus pasMmepa dpanna umdpoBoun
BMAeO3annucu nocpeacTBOM  yAaneHus rpaduyeckmx 3reMEHTOB, He  BOCMPUHUMaeMbIX

4yenoBe4eCKM rna3om.

BapudokanbHbin 06bLEKTUB — OObEKTMB, MO3BOMSOWMIA MCMNONb30BaTb Pa3fiMyHbIe
hOKyCHble PacCTOsiHUS B MPOTMBOMOSIOXKHOCTL OOBLEKTMBY C  (PMKCUMPOBAHHBIM  (POKYCHBIM

pacCTOsIHUEM, KOTOPbIV UCMONb3YeT NULLb OAHO PacCTOsIHME.

Butasa napa - Bug kabens cBs3W, npepcrtaBnsieT cobon OAHY WM HEecKonbko nap
N30NNPOBaHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COGOW, MOKPbLITbIX MNacTUKOBOW OGOMOYKON.
CeuBaHME NPOBOAHUKOB MPOWU3BOAUTCS C LIEMbl MOBBLILEHMS CTEMEHM CBA3M Mexay coboi
NPOBOAHMKOB OAHOW Napbl (3NeKTpoMarHuTHasi noMexa OfIMHaKoBO BNusieT Ha oba npoBoaa napbl)
N MOCNEAYIOLEro YMEHbLUEHUS! 3NEKTPOMAarHUTHbIX MOMEX OT BHELUHMX WCTOYHUKOB, a Takke

B3aMMHbIX HAGBOOOK MNMpu nepenadve nmd)d)epeHumaanblx CUrHanos.

BblAep)KKa — WHTepBalyl BpeMeHU, B Te4eHne KOTOPOro CBeT BOS,EI,e|7ICTByeT Ha Yy4acCToOK
CBETOYYBCTBUTEITIBHOIO Matepuana unmu CBeTO‘-IyBCTBVITeJ'leOIZ mMaTpudbl Oonsa COO6LLI,eHVIFI emy

onpenenéHHon aKcnosnunn.

[eTekTop ABUXEHUSA — 3TO annapaTHbIn NMBO NPOrpaMmHbIN MOAYb, OCHOBHOW 3adadven

KOTOPOro siBnsieTcs obHapyXeHne nepemMeLLaroLLmnxcsl B Nofe 3peHnst Kamepbl 0GbEKTOB.

[eTekTop caboTtaxa — 9TO NMpOrpamMMHbIA MOAYfb, KOTOPbIA MO3BONSEeT ObHapyxuBaTb
TakMe cuTyauuun, Kak: pacOoKyCupoBKa, NepeKkpbiTMe UM 3acBeYnmBaHMe M300paKeHusi, OTBOPOT
Kamepbl, 4YacTuyHasa noTteps curHana. [NpuvHuMn OencTBMsi OCHOBAH Ha aHanu3e B pexume
peanbHOr0 BPEMEHW W3MEHEHMSI KOHTpacTa JokKamnbHbIX obracten kagpoB w3 BUOEOMOTOKA,
nonly4aemMoro ¢ Terniekamepbl-getektopa. [letektop caboTaxa aBTomMaTU4ecKkn BblbupaeT obnactu
KagpoB, MO KOTOPbIM HEOBXOOUMO OUEHMBaTb M3MEHEHME KOHTPacTHOCTU BO BPEMEHMU U, ecnuv
N3MEHEHME KOHTPACTHOCTM B 3TUX obGnacTax npesBblllaeT HEKOTOPbI OTHOCUTENbHbIA NOPOr,

NPUHUMAET peLleHne O noTepe «rnosie3Horo» BuaeocurHana.

Ownacdparma (ot rpey. didphragma — neperopopgka) — 310 oTBepcTMe B OObekTuBe
Kamepbl, KOTOpOe perynupyeT KONMYecTBO CBeTa, nonajawolero Ha martpudy. W3meHeHne
pasmepa guadparMbl MO3BOMSET KOHTPONMPOBATb LEMblA psg nokasaTenen, BaxHbIX Ans

nony4yeHuna Ka4yeCTtBeHHOro |/|306pa>KeH n4.
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JdomMeHHoOe umMsa — 370 onpeaeneHHas 6yKBeHHaﬂ nocrnegoBaTenbHOCTb, 0003HavaroLLasa

uMma caunTta unu ncnonbldyemMad B MMeHax 3JIEKTPOHHbIX MOYTOBbIX ALLMKOB. ﬂ,OMeHHbIe MMEHa
0aloT BO3MOXHOCTb agpecaunn UMHTEePHEeT-y3rnoB U pacrofioXeHHbIX Ha HUX CeTeBbIX peCypCcoB

(Beb-cantoB, cepBepOB AMEKTPOHHOW NOYThI, APYrMX cnyx06) B yaobHom anga yenoseka opme.

UK-noaceeTtka (UK-npoxekTop) — ycTponcTBo, obecneymBarollee MOACBETKY 0ObekTa

HabnoaeHns ¢ nsny4yeHnem B MHPaKpacHOM ananasoHe.

Kamepa «aeHb/HOYb» — 3TO Bugeokamepa, npegHasHayeHHasa ons pabdoThbl KpyrinoCcyTOYHO
B pa3sHbIX YCNOBUSAX OCBELLEHHOCTU. B yCcnoBusix ApKov OCBELLEHHOCTU M3obpaxeHue uBeTHoe. B
TEMHOE BpeMS CYTOK, Korga spkui CBET nponagaeT, M HadMHalTCs CyMEepKMW, M3obpaeHue

CTaHOBUTCA qepHo-6enoe, B pe3yJibTaTte 4ero noBbillaeTCcA YyBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBs3n Kodek aTto obbl4HO Koaep/aekonep. Kogekn ncnonb3yroTcs B
WHTErpMpoBaHHbIX LENsaxX WM MuKpocxemax Aans npeobpa3oBaHus aHanoroBblX BUOEO- U
ayguocurHanoB B umdpoBon dopmat ansg nocnegyrowen nepegayn. Kogek takke npeobpasyer
npuHMMaemMble UudPOBbIE CcUrHanbl B aHanoroebin dopmat. B kogeke ogHa MuKpocxema
ncnonb3yeTtcs A4nst npeobpa3oBaHMs aHaNoroBoro curHana B umdpoBon M LMdPOBOro curHana B
aHanoroBbIn. TepMnH «Kogek» Takke MOXeT OTHOCUTBCH K KoMnpeccumn/gekoMnpeccun, n B aTom
crny4ae oH 06bl4HO O3HAYaeT anropmTM U KOMMbIOTEPHYHO NPOrpaMmy Ansi YMeHbLUeHMs obbema

dhainos n nporpamm.

Hopmaano 3aMKHYTblIe KOHTAKTbl — TakKad KOHCTPYKUUA AaT4yuKa, KOTopasda B NnaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, 2 B aKTUBHOM — PAa3OMKHYTbIE.

Hopmaano Pa3OMKHYTbleé KOHTaKTbl — TaKad KOHCTPYKUMA [OaTyuka, KOTopad B

NacCMBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbIE.

O61bLEeKTMB — 3TO YacTb ONTUYECKOW CUCTEMbI BUAEOHAONOAEHUS, NpeaHasHaYeHHas ans

¢hoKyCUPOBKM NOTOKA CBETA HA MaTpULie BUAEOKAMEPbI.

OTHoweHMne curHan/lym — YUCIEHHO onpeaensieT coaepXaHue napasvTHbIX LyMOB B
curHane. Mamepsetca B geunbenax (ab). Yem Gonblue 3HavyeHMe OTHOLWIEHMS curHan/wym ans

BugeocurHana, TeM MeHbLLE MOMEX N UCKAXKXEHUI nMeeT V|306pa>|<eH|/|e.

Mukcenb — 3TO 0QHA M3 MHOXECTBA TOYEK, COCTaBNAIOLWMNX Lundpooe nsodbpaxeHue. Liset

N UHTEHCUBHOCTb KaXX0ro nmuKkcesnsa coctaBndeT KpOoLIEeYHYyto obnactb I/I306pa)KeHI/Iﬂ.

MNMpokcu-cepsep (Proxy - npeacraButenb, YNOMHOMOYEHHbIM) — cnyxba B
KOMMNbIOTEPHbIX CEeTAX, MNO3BONSALAS KIMEHTaM BbIMOMHATL KOCBEHHblE 3arnpocbl K Opyrum
ceTeBbIM crnyxx6am. CHavana KnueHT MOAKMoYaeTCsl K NMPOKCU-CEpBEpPY M 3anpallmBaeT Kakow-
nmbo pecypc, pacrnonoXeHHbIV Ha APYroM cepBepe. 3atem NpoKkcu-cepsep NMbo NOAKMYaeTcs K

yKazaHHOMY CepBepy W Mony4yaeT pecypc Yy Hero, nuGo Bo3BpallaeT pecypc M3 COBCTBEHHOrO

PykosoacTBo no nogkniouyeHuto IP-kamepbi B12CW -

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




Be\vARD Ipunosxcenus

KaLlla. I'IpOKCM-cepBep No3BONSET 3aWmaTh KNNEHTCKNI KOMIMbOTEP OT HEKOTOPLIX CETEBbLIX aTakK

M nomMmoraeT CoOXpaHATb aHOHUMHOCTb KIMMeHTa.

MpoTtokon — cTaHOapT, onpedensioWMin noBedeHne QYHKLMOHamNbHbIX OroKoB Mnpu
nepenadve pAaHHbiX. PopmanusoBaHHble NpaBuna, onpeaensawllMe MnocneaoBaTensHOCTb U
dopmMaT CoOOLIEHMI, KOTOPbIMA OOMEHMBAIOTCA CETEBble KOMMOHEHTbI, fexaluue Ha OOHOM

YPOBHE, HO B pa3HbIX y3nax.

PaspewleHne nM3obpaxeHUsa — 3TO KONMYECTBO MUKCENENn (TOYeK) Ha eanHuLy nrowagu
n3o6paxeHus. MamepseTtcss B Meranukcensax unvm otobpaxaeTtcsi B BUAe ABYX BENUYUH — BbICOTbI U

LUMPUWHBI N306paxeHus. BelcoTa 1 WMpuHa Takke B JAHHOM Cryvae U3MepsitoTCst B NMUKCENSIX.

Py4yHasa anacdparma — NnpoTMBOMNOMIOKHOCTE aBTOMaTn4eckon anadparmel, T.e. HacTpourka
anadparMbl  Kamepbl AOMMKHA BbINOMHATECS BPYYHYKO ONS PErynMpoBKM Konu4ecTBa CBeTa,

AJocTurarowero 4yBCcTBUTESIbHOIoO afieMeHTa.

CBeTocuna o6bLeKTUBaA — 3TO XapakTepucTuka, nokasblBatoLLasi, kakoe KOnM4yecTBo ceeTa
cnocobeH nponyckaTb OaHHbIA 0ObEKTMB. Yem Gonblue MakcUMarnbHbIi AMaMeTp OTKPbITOW
AvadbparMbl (UK, COOTBETCTBEHHO, YEM MeHblue F-yucno), TemM Gonbllee KONMMYecTBO CBeTa

MOXXET MONacTb CKBO3b OOBLEKTMB Ha d)OKaJ'IbHyI'O NNOCKOCTb, N TEM BblLLE CBETOCUI1A obbekTuBa.

Cumnnekc - npum CUMMMNEKCHOM CBA3N CeTeBOM Kabenb WNM KaHamn CBSA3N MOXeT

MCNonb30BaTbCA AJ14 nepeaadn I/IHd)OpMaLI,VII/I TOJNbKO B OAHOM HanpasiieHUW.

YnuyHaa Bupgeokamepa — 370 Kamepa BMAeoHabnoaeHus, KOTOpad obnagaeTt Bcemu

HeobxoanMbIMUK XapakTepnctnkamm 3allinTbl OT BITUAHUA BHELUHeNn cpeabl and pa6OTbI Ha ynuue.

LiBeTHass Bupeokamepa — O9TO Kamepa, KoTopas pAaeT usBeTHoe usobpaxeHue. [lo
onpeaeneHnio MaTpuubl Bugeokamep 4YepHo-6enble, a Ans nonyyeHus LUBETHOro nsobpakeHus
BO3MNe KaKOoW A4erkn MaTpuubl POpMUPYIOTCS LBETHble hunbTpbl. MNepsbin PUNbLTP NPUBHOCUT
KpacCHY0 COCTaBISOLLYIO LiBETA, BTOPON 3€MEHYI0, @ TPETUIN CUHIOK. Taknm oBpa3om, Tpu SYEnku
CTaHOBSATCS OAHOWM Toukon B LBeToBOM popmate RGB. CriegoBaTtenbHO, BMECTO TpeX NMUKCENen

Ha pe3ynbTUPYHOLLEM U306paKeHUN Mbl MONyYaeM TOSbKO OAMH.

AnektpomexaHunyeckun WUK-cbunbTp — npeacraBnser cobon yCTPOMCTBO, KOTOpOEe
CMOCOGHO B OOHOM pexume nogaensaTb MHPaKpaCHbIN AnanasoH npu NoMoLWM UMHpaKpacHoro
WK-punbTpa, a B apyrom pexmme VK-cunbTp ybrpaeTca anekTpoMexaHuyeckn, Takmm obpasom,

aenaa AOCTYNHbIM BECb CNEKTP CBETOU3NYYEHNA.
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