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BewAnD I asa 1. Mepwvl npedocmopooxcnocmu

MnmaBa 1. Mepbl NpegoCTOPOXHOCTU

MNMepen ncnonb3oBaHMEM YCTPOUCTBA HEOGXOAUMO MOMHUTL HUXKecreaylollee.

[aHHbIN NPOOYKT yooBneTBopseT BceM TpeboBaHnsiM 6€30MacHOCTU, OAHAKO, Kak 1 Nobon
anekTponpubop, B criyyae HenpaBWITbHOrO UCMOMb30BaHMUS MOXET Bbi3BaTb MOXap, YTO, B CBOIO
oyepenb, MOXET MOBMeYb 3a cobOM cepbe3Hble nocrneacTBusd. Bo mnsbexaHume Hec4acTHbIX

crny4aeB 06513aTeNIbHO U3y4nUTe UHCTPYKLMIO!

BHUMAHUE!
Wcnonb3yinTe TOMbKO COBMECTMMbIE YCTPOMCTBA. OKCrsyaTauusi YCTPOMCTB, He Of0bpeHHbIX

npoun3soauTenem, Hegonycrtmma.

Cob6nioganTe MHCTPYKUUIO NO 3kcnnyaTaumu!
N3berante AnNUTENbHOrO MCMNOMbL30BAHMSA WKW XpPaHEHUs Kamepbl B HeOGMnaronpusiTHbIX
YCIOBUSIX:

e [lpy CNMLWLKOM BbICOKMX UIK HU3KNX TeMNepaTypax (paboyvas TemnepaTypa YCTPOWUCTB OT
-10 po +50 °C).

e U3Geraiite nonagaHusa NpsiMbIX CONTHEYHbIX JIy4eN B TEYEHME ANUTENBHOIO BPEMEHM, a
TaKkKe HaxoXaeHust NobIM30CTN OTONUTENbBHLIX N 060rpeBaTenbHbIX NPUOOPOB.

e |3b6eranTte 6M30CTU C BOAOW UINMU UCTOYHUKAMU BIAXXHOCTH.

o [3berante 6nu3octu c ycrtponcTeamu, obnagarowmnmm 60nblLIMM 3MEKTPOMArHUTHbLIM
adhdeKToM.

e HeponyctMma ycTaHOBKa Kamepbl B MECTax C CUIbHOW BUBpaumen.

BHUMAHMUE!

B cnyyae HencnpaBHOCTU Kamepbl CBSXKUTECH C cepBUCHbIM LieHTpom OO0 «HIMIM «besapa».

B cny4yae HeKoOppeKTHOM paboTbl Kamepbl:
o [lpu oBHapy>xeHun abiMa NnNu HeobbIYHOIO 3anaxa.
e [lpn nonagaHun Bogbl NN NOCTOPOHHUX OO BEKTOB BHYTPb.

e [lpy NageHnn kamepbl U NOBPEXAEHMUMN Kopnyca:

BbinonHuTe cneayrowme AeMcTBUNA:
e OTKMOYMTE KaMepy OT UCTOYHMKA NUTaHUSA N OTCOEAMHUTE BCe OCTarbHble NpoBoaa.
e Casxutecb ¢ cepBucHbIM UeHTpoMm OOO «HIMIM «beBapa». KoHTakTHble AaHHble Bbl

MOJKeTe HanTu Ha canTe http://www.beward.ru/.
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BewAnD I asa 1. Mepwvl npedocmopooxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE MOSOXUTE KaMepy B YNaKoBKY MPOM3BOAUTENS UMK NoGon apyrou

MaTepuan cooTBeTCTBYHOLEro Ka4ectsa 1 yoaponpo4yHOCTW.

BeHTnauua
Bo nsbexxaHne neperpesa HU B KOEM criyvae He BNOKMPYNTE LMPKYNsLMIO BO3QyXa BOKPYr

Kamepbil!

YucTtka

Ncnonb3ynte MArKyro Cyxyr TKaHb [Ons NPOTMPaHUS BHELUHWX MNoBepxHocTen. [lns
TPYAHOBLIBOAMMbIX NATEH UCNONb3YyMTE HEGOMNbLUOE KONMYECTBO YMCTSALLErO CPEACTBa, NOCMe Yero
HaCyXxO BbITPUTE NOBEPXHOCTb.

He ncnonb3yinTe neTyyne pacTBOpUTENM, Takme Kak cnvpTocodepalime cpenctsa unu

O€eH3MH, TaK Kak OHU MOTyT nNoBpeanTb KOpnycC KaMepbl.

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B22CRW

U4 .
\ )) SEC.RU KopoTkui nyTb K nHcbopmaumum CkauaHo c sec.ru




BewAnD Inasa 2. Obwue ceedenus

NnaBa 2. O6wune cBegeHun

2 Mn IP-kamepa B22CRW cO BCTPOEHHbIM aKTMBHbIM MUKPO(OHOM — 3TO ONTUMarbHoEe
peweHne ONA yaoaneHHoro Buaeo- U ayAMOMOHUTOPUHra B PasfiMyHbIX MOMELLEeHnax: oducax,
KyNbTYPHO-CNOPTMBHbBIX KOMMMEKcax, MarasvHax, cknagax u T.4.. Bo3MoXHOCTb nonyyuTb
BbICOKOKAYeCTBEHHYI0  ayauMouvHopMaumio  SBNSeTCa  3HaYUTeNbHbIM - OOMONHeHWeM  Ans
BUgeoHabnogeHnsa B peanbHOM BpemMeHu c paspewwenHnem FullHD. Kpome 3atoro B22CRW
OCHalleHa [eTEeKTOpOM [ABMXEHUs, noaaepXuBaeT uudpoBble  TexHorormn obpaboTku

BMOEOCUrHana, a Takke nokanbHy 3anncb 1 XxpaHeHue nHpopmaumn.

Puc. 2.1

IP-kamepa BEWARD B22CRW no3BonsieT npocmaTpuBaTb BUOEO B peanibHOM BPEMEHU
yepes cTaHaapTHbI MHTepHeT-6paysep.

Kamepa kogupyeT BMaeO B ABa MNOTOKA, KaXAbld M3 KOTOPbIX UMEET WHAMBUAYalbHbIE
HacTpoviku paspeweHns (0o 2 Mn) n dopmarta cxatua (H.265/H.264/MJPEG). Haunyuywee
Ka4yecTBO BMOeo npu HebonbloM pasmepe hanna obecneunBaeT kogek H.265. dopmaT cxatua
H.265 ctangapta HEVC (BbicOkoathdheKkTMBHOE KOAMPOBaHME BMAEOCUIHana) Nno3sBonseT B 2 pasa
YBENUYNTb CTENEHb CXaTnsa LUdPOoBbIX BUAEOO4aHHbIX 6e3 notepun Kadectsa usobpaxeHud. Tam,
roe M3 coobpaXkeHuin sKoHOMUM ButpenTa nlobpaxkeHue cxmmanocb kogekom H.264 3aBegomo
ypesmepHo, W apTedakTbl KOMNpeccMn Mewann 3PdEeKTUBHOMY CUUTbIBAHUIO deTanen
onepatopamMn 1 BUOEOAHANUTUKON, TEMepb MOXHO MONYYUTb fyullee BU3yaribHOE KayecTBO.
Bnarogaps peBontouMoHHOMY kofaeky H.265 Buaeo BbICOKOro paspelleHUs 3aHMMaeT MeHbLue
MecTa B apxuBe, a MHPOPMaTUBHOCTb BMAEOHAbN0AEHMS pe3Kko Bo3pacTaerT.

OnHaMUK U MUKPOIOH YyXKe BCTPOEHbl B KaMepy, a HaCTPOWKN FPOMKOCTU WU OYHKLMSA
OTNpPaBKM 3ByKa Ha Kamepy OOCTYMNHbl vyepe3 Beb-mHTepdenc. 3TO NO3BOMSET pearnpoBaTb Ha
cobbITUsl Tak, Kak ByaTto Bbl NPUCYTCTBYEeTEe Ha MecTe HabnoaeHws: Hanpumep, NonbiTaTbCH
npeceyb COBEpPLUEHME HECAHKUMOHMPOBAHHbIX OENCTBMMA UM NPOCTO MOrOBOPUTL C YESTOBEKOM,

HaxoasLWmMmcs B 30He HabnoaeHns Kamepbl.
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BewAnD Inasa 2. Obwue ceedenus

Wi-Fi mogynb He3ameHMM B Tex criyvasix, korga npoknagka kabenbHbIX ceTen 3aTpygHeHa

nnm HEBO3MOXHa. Moonepxka WPA/WPA-2/WEP LndpoBaHms obecneumBaeT
KOHbMAEHUMANbHOCTL MNepefaBaeMblX AaHHbIX C  Kamepbl. YnpoweHHyto HacTtpouky Wi-Fi
COEOVHEHUA W MOBbLIWEHHY 3aWuTy [OCTyna K BuaeodaHHbiM obecneymMBaeT MpPOTOKON
nonlyaBTOMaTM4eCcKoro nogkntoyexHns k 6ecnposogHon cetn (WPS). Kpome Toro, npu megneHHom
CEeTeBOM COEAMHEHMUN Bbl NMOSy4nTE KayeCTBEHHOE BMAeoM3obpaxeHre 3a cHeT aBTOMaTUYECKOro
N3MEHEHMS CKOPOCTU nepedayn AaHHbiX. [lpn HeobxoaumocTn, MOXeT ObiTb MCNONb30BaHO
npoBodHoe coeamHeHne (nogpobHee cM. NyHKTbI 6.1, 6.2 gaHHoro PykoBogcTea).

Moppepxka kapT namsatn Tuna MicroSD no3sonsieT caenatb cuctemy BuaeoHabnoaeHus
elle Gornee HageXHOW: BaxxHas WMH(opMauma He nponageT npu notepe CoeguHeHusi, B MNOMHOM
obbeme oHa MoOXeT ObiTb COXpaHeHa Ha kKapTe namsatTu. B pganbHenwem, ee MOXHO Oyget
BOCMNPOWN3BECTU KaK HEMOCPEACTBEHHO C KapTbl, TaK U yAaNeHHO nocrne yCTPaHeHUs1 TEXHUYECKNX
npobriem ceTu.

B22CRW obnapaet pacLUMpeHHbLIMN BO3MOXHOCTAMM naeHTMdmKauumn
HECaHKUMOHUPOBAHHbIX OEeNCTBUA BHE 3aBMCMMOCTU OT YPOBHS OCBELLEHHOCTW Ha oObbekTe.
BcTpoeHHbin PIR-gatyuk (MMpoanekTpu4ecknin MHpakpacHbln) pearmpyeTt Ha TENSIOBOE U3NyveHne
1 no3sondeTt 6e30WnboYHO 06HAPYXNTb ABMKEHNE B KOHTPONMPYEMOK 30He. |P-kamepa obnagaet
BO3MOXHOCTbIO 3adaTb pas3HOoOOpasHble CcueHapuu OeNcTBUS NPU HacTynneHuM TPEeBOXHbIX
CcOObITUI: Hanpumep, HavaTb 3anucb Ha KapTy namaTn microSDHC unu oTnpaBuTb yBEeAOMNEHNE
Ha E-mail. BoBpemsa nonyunTb M3BelWEHME U BUOEO-ayamo MHAPOpPMaUmMio B MOMEHT COObITUS

0CODEHHO BaXKHO AN1st MacLUTabHbIX I'IpOd)eCCI/IOHaJ'IbeIX cucTeM BUOEOHa0MNAeHUS.

2.1. Ocob6eHHocTH IP-Bngeokamepbl BEWARD B22CRW

e BbicokokadecTBeHHbI 2 MIT ceHcop ¢ TexHonormen Starlight

e PeBontounoHHbIn kogek H.265: 0o 50% npupocta ahpekTUBHOCTU CKaTUS

o [lo 25 kagpoB B cekyHay npu paspelueHumn 1920x1080

o [loppepxka kapT namatn Tmna MicroSD/SDHC (go 256 ')

o BctpoeHHbin Wi-Fi-moayns ¢ nogaepxkon WPS

o [logaepxka oQHOBPEMEHHOIO KOAMPOBaHUS OBYX NOTOKOB B hopmaTtax H.264, H.265 n
MJPEG

o OnektpomexaHuyeckun VIK-comnbtp 1 pexnm «eHb/Houb»

e PIR-gatumnk n MK-noaceeTtka oo 10 m

e PacwupeHHbIn gnHammyeckuin gmanasoH 2xWDR go 120 gb

e Lindposas cuctema wymonogasneHus (2DNR, 3DNR)

e BCTpOEeHHbIV AMHaMUK 1 akTUBHBLIN MUKPOdoH ¢ APY: oo 10 m

o [loppepxka npotokona HTTPS

e BO3MOXHOCTb NPOCMOTpPA 3anucaHHbIX oannoB ¢ MOMOLLLID BCTPOEHHOrO Nneepa
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BewAnD Inasa 2. Obwue ceedenus

° BCTpOGHHbIIZ OETEKTOP ABUXEHNA C perynmpyemMbiM ypoOBHEM HYYyBCTBUTEIbHOCTU

e Bbibop paspelieHus kagpos ansa 3anvcu Ha FTP, kapTy namatn n no E-mail

o Co3gaHve o4yepenm npu ycraHoBreHHoW nepegade dannos Ha FTP/E-mail, ecnu ceTb
BPEMEHHO HeJOCTyMNHa

¢ HabniogeHue n HacTporka Nnpu NOMoLLM cTaHd4apTHOro Beb-opaysepa

o [lopoepxka ONVIF

2.2. OCHOBHbIE XapaKTepPUCTUKU

e (CpeToudyBCTBUTENbHLIN anemeHT: 2 Mn, 1/2.8" KMOIl Starlight, peHb\HOYb,
NMPOrpeccuBHOE CKaHNpPOBaHWE

o OOBbEeKTUB: CMEHHbIN M12 (Ha BLIGOP)

o YyectBUTEnbHOCTL: 0.002 nk (aeHb) / 0.001 nk (Houb) / 0 nk (UK BKkN.)

o CkopocTb paboThl 3aTBOpa: oT 1/25 ¢ go 1/40000 c

o PaspeweHne: 1920x1080 (Full HD), 1280x720 (HD) — ocHoBHOM noTok; 960x528,
640x352, 480x256 — anbTepHaTUBHbLIN NOTOK

e (OpHoBpeMeHHoe koanpoBaHue: H.265/H.264, H.265/MJPEG, H.264/MJPEG

e CkopocTb kagpoB: Ao 25 kagpoB B CEeKyHAY ANA BCeX paspeLueHni

e BCTPOEHHbI MHOrO30HHbI AETEKTOP ABUXKEHUS C PEryNIMPOBKON YyYBCTBUTENBHOCTM

e [lo 10 ogHOBpEMEHHbIX NOAKHYEHNI

e OTnpaBka kagpoB C BbIGOPOM paspeLleHust No SNeKTpoHHOM noyte, Ha FTP-cepeep u
KapTy namMsaTh NO pacnUCaHu0 MNEPUOAMYECKM U MPU BO3HUKHOBEHUM TPEBOXHOIO
cobbITHSA.

e OTnpaBka BMAEO C BbIGOPOM MoToKa (OCHOBHOW/anbTepHaTMBHLIN) Ha FTP-cepsep u
KapTy NamMsT NO pacnmcaHuio U NpU BO3HUKHOBEHUN TPEBOXHOIO COObITUS.

e [lutanve: DC 12 B

¢ Pabouas temnepartypa: ot -10 go +50 °C

o [lopgpepxmBaemble npotokonbl: TCP/IP, IPv4/v6, HTTP, HTTPS, FTP, SMTP, DNS,
DDNS, DHCP, ARP, PPPoE (CHAP, PAP), PPTP, UPnP, RTP, RTSP, SSL,UDP, NTP,
IGMP, ICMP, NAS (CIFS, NFS), Bonjour

o [loppepxka oTpacnesoro ctaHgapta ONVIF Profile S

2.3. KoMmnneKkT nocTtaBku

e |P-BMgeokamepa c yCTaHOBMNEHHLIM OOBHLEKTUBOM
e brok nutanua 12 B (DC)

e AHTeHHa Ons NogKItoYeHns K 6ecnpoBOOHON CETU

Kabenb naty-kopa (1 m)

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B22CRW

\ )) SEC.RU KopoTkui nyTb K nHcbopmaumum CkauaHo c sec.ru




BEWARD Inasa 2. Obwue ceedenus

o KpoHwTenH

o KomnnekT kpenexa

e YnakoBo4dHas Tapa

BHUMAHMUE!
BEWARD ocTtaBnsieT 3a cobol npaBo Ha U3MeHeHME KOMMNMEeKTaLmMmM 00opyaoBaHms 1 ero mnobbix

XapaKkTepucTunk oe3 npeaBapuTesibHOro ysejoMJ1eHunA.
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Be\VARD

FnaBa 3. Paamepbl U OCHOBHbIE 3fIeMEHTbl YCTPOMCTBa
3.1. Paamepsbl IP-kamepbl B22CRW

Inasa 3. Pazmepwvl u ocHo8HbLE 21eMenmbl YCmpPOotucmea

Puc. 3.1
Paamephbl ykasaHbl B MUnanmeTpax.

3.2. OCHOBHbIle 3N1eMeHTbI

BHewHWin BUA Kamepbl NpeacTtaBneH Ha PucyHke 3.2.
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Puc. 3.2

Ha nuueBon cTopoHe Kamepbl PacnosnoXeHbl CrieayroLme aNemMeHTbl:
1 - O6beKTUB: 00BLEKTUB C KpenneHnem M12.

NMPUMEYAHUE!

M3HavyanbHO 06bEKTMB kKaMepbl CHOKYCMPOBaH U He TpebyeT JOMNONMHUTENBHON HACTPOMKM.

2 - BcTpoeHHbIN MMKpPOGKOH: aKkTMBHbIM MUKPOMOH € noggdepxkon APY nossonser
Nonb30BaTerio CrbiwaTtb TO, YTO MPOUCXOOUT B MECTE YCTaHOBKU Kamepbl.
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BewAnD Tasa 3. Pas:wepbl U OCHOBHblE 2jleMeHNnbl yCWlpOIZCI’I’l(i'Cl

3 - BCTpOGHHbIVI OVWHaAMUK. aKTUBHbIN OWHAMWK C BO3MOXXHOCTbIO nepenayn 3Byka u3

nu4yHoro kabuHeTa cepsuca Beward.

4 - PIR ceHcop: No3BonsieT 06Hapy>xmMBaTb ABWKEHNE B KOHTPONMPYEMOWN 30HE HE3aBUCUMO
OT YPOBHS OCBELLEHUS, TaK Kak pearmpyeTt Ha nHdpakpacHoe (Tennosoe) UsrnyveHue.

5 - [laTyuK cBeTa: JaTyuK, YNpaBnsoWmMiA aBTOMaTUYECKUM BKITHOMEHNEM\BLIKITFOUYEHNEM
CBeTa B 3aBUCMMOCTUN OT OCBELLEHHOCTU OKPY>KatoLLEero NpoCcTpaHCTBa.

6 - Ceetogmon WMK-noacBeTku: Cnyxmt ans NOLCBETKM 30HbI HabnwgeHus npwu
HegOCTaTOYHOM OCBELLEHHOCTU. B TemMHoe Bpemsa CyTOoK kamepa nepexoanT B pexuMm «Houb»
(4epHO-6enoe um300paxeHne) wu aktmBupyeT WK-nogcBeTky, KOTOpasi MNO3BONSAET BECTU
BugeoHabnogeHne paxe B nonHon TemHoTe. WK-nogceeTka €BNSeTcs anbTepHaTUBOM
CTaHOapTHOMY OCBELLEHMIO, HO, MPX 3TOM, OHa Marsio 3aMETHa OKPY>KatoLLMM.

7 - UHpukaTop COCTOAHMUA: 3aropaeTcs Nocre NOAKMYEHNsSI KaMepbl K UCTOYHUKY NMUTaHNSA
N MEHSIET CBOW LBET B 3aBUCUMOCTUN OT COCTOSAHNA NOAKMOYEHNSA K cepucy Beward.

MHaukaTop COCTOAHUA FopuUT KpacHbIM: K IP-kamepe nogknioyeHO nutaHue, naet
3arpyska CMCTeMbI U NOAKNIOYEHME K cepBucam Beward.

UHpnKaTop COCTOSIHMA TrOpuUT CUHUM: 3arpy3ka IP-kamepbl 3aBeplleHa, kKamepa
nogkrtoyeHa kK cepencam Beward v rotoea k pabore.

MHaukaTop COCTOAHMA He ropuT: K |IP-kamepe He NOAKNIYEHO NUTaHne.

8- MHaukaTop nNpoBOAHOro MOAKMIOYEHUA: VHOMKATOP MOAKIYEHUS 3aropaetcsa npu
NOOKIHOYEHUN Kamepbl K NTOKanbHOM CETU N MOKa3blBaeT TEKYLLYIO CETEBYIO aKTUBHOCTb.
MHgukaTop nNpoBOAHOro MNOAKMIOYEeHUS1 Muraet CcuUHUM uUBeToM:. [P-kamepa
NogKIHYEeHa K CETU C NOMOLLbIO NMPOBOAHOIO COEAMHEHUS.
MHaukaTop NpoBOAHOro NOAKNIOYEHUA He ropuT (He muraeT): |IP-kamepa oTknoYveHa
OT NPOBOOHOM CETM.
9 - CnoT KapTbl NaMATK pacnonoxeH cboky. OH NpegHa3HaveH a8 yCTaHOBKM KapT NamMsaTu
dopmata MicroSD/SDHC. Wcnonb3dynTte kapTy namatyv Ans 3annucu BUOAEO- U ayauMOL4aHHbIX Npu
BO3HWKHOBEHUM TPEBOXHOINO COOLITUA, B peXuMMe MOCTOSHHOW 3anucu, a Takke Ans

aBTOMaTUYECKOW Pe3epBHOI 3amnncu Npu OTCYTCTBUM COEAMHEHUS C CEThIO.

Ha 3agHen cTopoHe KaMmepbl PacrnonoXeHbl Creayowme 3feMeHThbl:

10- Copoc HacTpoek [Reset]: faHHasA KHOMKa NpegHasHadveHa ans cbpoca BCex HaCTPOEK
Kamepbl B 3aBOACKME YCTaHOBKW. [Insi cbpoca HacTpoek HEOOXOAMMO B TeYeHue AEeCSATU CeKyHA
HaxaTb KHOMNKy cbpoca Tpu pasa C NPoOMeXyTkamu B OaHY 1 Bonee cekyHabl Mexay HaxaTUsMu.

11- CTtukep: cogepxuT nHdopmMaLmio 0 NPpoayKTe:

1. SN: cepuitHbIn Homep IP-kamepbl;

2. MAC: MAC-agpec IP-kamepbl B ceT LAN (npv NnpoBOAHOM MOAKITOYEHUM Kamepbl).

PykoBoacTBo no noakntoveHuto IP-kamepbl B22CRW
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BHUMAHMUE!

MHdopmaums o MAC-agpece wunu cepuriHOM HOMepe MOXeT ObiTb Mnofie3Ha npu  MonyvyeHun

KOHCYNbTaUuM Yy crneumanucTa TEeXHUYECKOW noadepXkku (no TenedoHy UMM SMEKTPOHHOW mnouyTe).

I'I03Tomy nepen O6paLLLeHMeM B cny>+<6y noanep’XkKm noarotoBbTe 3TN CBEAEHUA 3apaHee.

12 - CeteBoM pasbem [Ethernet]: pasbem ona nogknoyeHns kamepbl K ceTu UHTepHeT,
poyTepy UM KoMmmMmyTaTopy, NPy NOMOLLW CTaH4apTHOro wrekepa RJ-45.

13 - Pasbem nutaHua [DC 12V]: npegHasHayeH ons nogknoyeHnsa 6noka nutanmsa 12 B.

MonsApHOCTb NOAKMHYEHUS: O—C‘ @

BHUMAHUE!
[Ona koppekTHOM paboTbl KaMepbl UCMOMb3yMTe TOMbKO WMCTOYHUKK, pekomeHpoBaHHble OO0 «HIMM

«beBapa»!

14 - Pasbem [USB]: gaHHbIn pasbem npegHasHadeH Onsi NOAKMYeHust BHewwHero 4G-

Mogema (Cnucok nogaepknBaemblx MOAENeN MOAEMOB pa3MeLLeH Ha canTe http://www.beward.ru/

B KapToOuKe ToBapa).

15 - BesonacHoe ynpouweHHoe Wi-Fi-coeguHeHune [WPS] gaHHas kHomnka npegHasHayeHa
Onst NonyyYeHus CceTeBblX HacTpoek no npotokonly WPS. [Ons nogkniodeHus Kamepbl K
©ecnpoBogHon ceTn ¢ nomowbio WPS Heobxooumo HaxaTb OaHHYK KHOMKYy Ha 6ecrnpoBOAHOM
YCTPOWCTBE, K KOTOpoMy TpebyeTca nogknoumtecd, M Ha |P-kamepe (Gonee noapo6Hyto
MHdopMaumo cM. B NyHKTe 6.1 gaHHoro PykoBoacTea).

16 - UnpukaTop WPS: nHgukatop noakmnoveHms 3aropaetcsl B MOMEHT YCTaHOBKU CBA3U
no npotokony WPS mexay kamepon n 6ecnpoBO4HOM TOYKOM JOCTYyNa.

17 - Pa3zbem Wi-Fi aHTeHHbI: kOoHHekTOop RP-SMA ans Bxogsuien B KOMMNIIEKT NOCTaBKK

adHTEeHHbI AnA GGCI'IpOBOD,HOFO NOAKINMHOYEHNA.

PykoBoacTBo no noakntoveHuto IP-kamepbl B22CRW
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BEWARD I nasa 4. Yemanoska u nooxknouenue 1P-kamepol

naBa 4. YctaHoBKa n nogkntroyeHue IP-kamepbl

4.1. O6wume cBegeHus o nogknroyveHnm IP-kamepbl B22CRW Kk ceTun

IP-kamepa B22CRW MmoxeT noakntoyaTtbCst K nokanbHon cetn nnbo cetn VHTepHeT npwm
nomowim kak nposogHoro coeauHexus (Ethernet), tTak n 6ecnpoBogHoro coeauHenus (Wi-Fi).
MoakntoyeHne MOXET OCYLLECTBIIATLCA Kak Hanpamyto K MK, Tak n npyn noMmoLLm BCrnomoraTenibHOro

ceTeBoro o6opyaoBaHnsa (MapLpyTU3aTopbl, KOMMYTaTOpbI).

MpoBOoOgHOE cOeANHEHNe Internet

DEAABD :’ 1
°%e

BecnpoBofHoe coegHeHue

Puc. 4.1

[na 6ecnpoBOAHOrO NOAKNIOYEHNS KaMepbl MapLUpyTU3aTop AOMmKeH 6biTb ocHaleH Wi-Fi-

MHTEpPdEencom.

OcHoOBHbIE Waru u pekomMmeHgaunm no yCtaHOBKE U HaCTpOVIKe KamMmepbl OonncaHbl aanee B

OaHHoMm PykoBoacTse.

PykoBoacTBo no noakntoveHuto IP-kamepbl B22CRW
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4.2. PekomeHaauum no yctaHoBKe

B paHHOM pasgene npuBegeH KpaTKUMMA CMNMCOK peKkoMeHOauuni, KoTopble Heobxogumo

yuYnUTbIBaTb NpY MOHTaxe obopyaoBaHus IP-BugeoHabnogeHus.

PekomMeHpauum no pasmeLLeHUIo KaMmepbl:

o |P-kamepa BEWARD B22CRW npegHasHaveHa ans OCYLLECTBIIEHMS
BUOeoHabnogeHns ¢ npegenbHon Temnepatypon akennyatauum ot -10 go +50 °C.

e W3beranTte nonagaHusa Ha Kamepy NPsIMbIX COMHEYHbIX fy4yen B TedeHue ONUTeNbHOro
BPEMEHM, a TaKKe HaxoXAeHWsa nobrm3ocTn OTONUTENbHbLIX U oborpeBaTenbHbIX
npubopoB.

e HenpaBunbHaa paccTaHOBKa Kamep BuaeoHabnoaeHuss npuvBenéT K MNOSBMAEHMIO
HexxenaTtesnbHbIX «CnenbiX» 30H, KOoTopble OyayT ocTaBaTbCsl BHE MNONSA 3peHust
oneparopa.

e W3beranTte 6GnM30CTN C BOAOW UMM UCTOYHMKAMM BNAXHOCTW.

o |3berante OnNM3oCTM C YCTPOMCTBaAMU-TEHEPATOPAMU MOLLHbBIX SMNEKTPOMArHUTHbBIX
BOJTH.

e Yb6eoutecb B BO3MOXHOCTM pasMeLleHUs yCTpoMWcTBa C YyyYeToM noAaBoda
coefvHUTENbHbIX Kabenewn.

e U3Gerante cnocoba KpenneHus kamepbl, OOMYCKalOLWEro 3HauuMTeNnbHyl BMOpauuio.
[aHHoe Bo3gencTBMe CHU3UT 3(PPEKTUBHOCTL AeTekTopa ABWKEHUS U 4YEeTKOCTb
n3o6paxxeHusi B LIENoM.

e Kawmepbl BuaeoHabnoaeHns He06xoaAMMo pasmeLLaTb TaK, YUToObl UCKNIOYNTL CriyqanHoe
UnNun cneunansHoe NoBpexaeHne N n3MeHeHne HanpasneHs 063opa kamepbl.

e HanpaeneHne o63opa (30Ha BuaeoHabNOEHUS) Kamepbl AOSMKHO ObiTb TBEPAO

onpeneneHo Ha MOMEHT YCTaHOBKMN.

PykoBoacTBo no noakntoveHuto IP-kamepbl B22CRW
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PekomeHpaumu no npoknagke Kabensi Tuna «BUTasi napa:

e B «kopugopax xenaTtenbHO MpPOKMaAblBaTb MY4YKM IMEKTPUYECKMX W CrnaboTouYHbIX
kabenen no pasHbiM Kabenb-kaHanam, NPOXoasALMM Mo pasHbiM CTEHAM.

e [lonyckaeTca B OAHOM kabernb-kaHane npoknagbiBaTb BUMTOMAPHbIE U 3MEKTpUYECcKMe
kabenn B pasHbIX OTCEeKax MWW CeKUuusx, MWMeKLWmMX ChsoLwWwHble MpoAosSibHbIE
neperopoky ¢ npegenom orHecTonkoctn He meHee 0,25 4 n3 Hecropaemoro matepuana
TONbKO B paboumnx 30Hax Ha paccTositHUKM He Gornee 15-Tn MeTpoB, ecnn anekTpuyeckas
MoLLHOCTb BygeT He Gonee 5 kBA.

e Onektpudeckne n cnabotoyHble kKabenu gonyckaeTcsa NpoknaabiBaTe NapannenbHO Ha
paccTosiHuM He MeHee 50 MM Apyr OT gpyra B pasHbix kabenb-kaHanax unm cekumsax
kabenb-kaHanoB. Ecnu HanpskeHHOCTb 3MeKkTpu4eckoro nonsi, obpasytouierocsi oT
anekTpudeckoro kabens, 6yget 6onee 3 B/M, To Heo6x0ANMMO YBENMNYUTL PacCTOAHME
MEeXOy OneKTPU4eCKUMM U criaboTouHbIMM  Kabensamm unm  CHU3UTb  YPOBEHb
3NEKTPOMarHUTHbIX NOMEX.

e BwuTonapHble n anekTpuyeckne kabenu OOMMKHbI NepeceKkaTbCA TONMbKO MOA4 MPsiMbIM
yrmnom.

e HeakpaHupoBaHHbIE BUTONAPHbIE Kabenun JOMKHbI NPOXOANTb HA PACCTOAHUM HE MEHee
125 MM OT rasopaspsigHbiX flamn QHEBHOrO cBeTa (MIOMUHECLIEHTHbIX flamn) u apyrux
BbICOKOBOSbTHbIX YCTPONCTB, COAEepXaLnxX pa3psaHuKu.

e HeakpaHuMpoBaHHblE BUTONApPHbIE kKabenu AoMmKHbI NPoKNaabiBaTbCs Ha pacCTOSHUM He
MeHee 1.5 MEeTPOB OT MCTOYHWUKOB CUSbHbIX 3NIEKTPOMArHUTHbIX NOMeX, 06pasyroLmx
HaNPsPKEHHOCTb 3N1EKTPUYECKOro Nonsi cebiwwe 3 B/m.

e PacnpegenurenbHble YCTPOMCTBA C 3aA4eNaHHbIMN HEAKPAHMPOBAHHBIMU BUTONAPHbBIMU
kabensiMu 4OMKHbI pacnonaraTbCa Ha pacCTOAHMM HE MeHee 3-X METPOB OT UCTOYHMKOB
CUMbHbIX 3JIEKTPOMAarHUTHbIX MomMex, obpasylolmx HanpsXXeHHOCTb JNEeKTPUYECKOro
nons cebie 3 B/m.

e [lpoknagka BUTOW Napbl MeXAy ToOYKamMun NOAKMHYEHMSA A0MMKHA NPOM3BOANTLCS LieNbIMU
Kyckamu, npu 9TOM HanpaBfieHne Tpacchl crneayeT 3apaHee npogymatb Tak, YTobbl eé
NPOTSKEHHOCTb OblNa Kak MOXHO MEHbLLE.

e MuHumanbHbIn paguyc usrmba gna kabena — deTblpe AmameTtpa kabensa (mnm 1
arnM=2,5 cMm), HO CyLLEeCTBYIOT pekoMeHaauun pasmeliatb kabenb Takum obpasom,
4yTobbl 06ecneymBaTtb U3rnb paguycom 2 aronma (5 caHTUMETPOB).

¢ MakcumanbHas gnvHa cermeHTa gosrmkHa 6biTb He 6onee 100 meTpos..

PykoBoacTBo no noakntoveHuto IP-kamepbl B22CRW
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4.3. MoHTax IP kamepbl

Kamepa kpenuTcst K NOBEPXHOCTM MpK MOMOLLM 2-X BUHTOB (pa3mep atobens 25x6 mm).

War 1: pacnakymte KpOHWTENH W MPUKPENUTE CTOMKY KPOHLITEMHA K OCHOBAHWIO
KpOHLUTENHa BUHTOM M8 13 KoMnnekTa NocTaBku.

War 2: HameTbTe MecTa Ha MOHTaXXHOW MOBEPXHOCTW WU MPOCBEPNUTE ABa OTBEPCTUSA
rnybuHon 25 mm, ecnu Bbl nnaHmpyeTe ncnonb3oBaTth A106eNs 1 BUHTbI U3 KOMMSMEKTa.

LWar 3: BcTaBbTe NnacTukosble Arobens B OTBEPCTUSA U MPUKPENUTE OCHOBaHWE KPOHLITENHA
K MOBEPXHOCTU C MOMOLLbIO ABYX BUHTOB.

LWar 4: 3akpenunte Kamepy Ha KpPOHLUTEMHE, UCMONb3ysl pe3bboBOE OTBEPCTME Ha 3agHew
CTOPOHE KaMepbl.

LWar 5: Bbibepute HanpaeneHne 063opa kamepbl U 3adUKCUPYNTE €€, NCNONb3yS BUHTOBON
dmKcaTop KPOHLUTENHA.

LWar 6: nogkniounte IP-kamepy kK KOMMyTaTopy/MapLLpyTM3aToOpy Npy NoMoLum kabens
naTy-kopa U3 KoMmnekTa noctaBku. [ogknounTe NMTaHne kamepbl, UCNonb3ys 6ok NuTaHua 5 B,

1 A 13 KomnnekTa nocTaBKU.

4.4. YctaHoBKa / uaBne4vyeHume KapTbl naMAaTn

OTkntounTe nutaHune. YctaHouTe KapTy namatm MicroSD o6bemom go 32 6 B cnot. [Ans
9TOro pas3BepHUTE KapTy KOHTaKTamu K nepegHert NOBEPXHOCTU KaMepbl U K CIOTY U BCTaBbTe B CINOT
[0 wenuyka.

[nsi n3BneveHnsi KapTbl NAMATU HAXKMUTE Ha ee TopeL, A0 LWenyka, U NPYXMHHbLIN MeXaHn3m
BbITONKHET KapTy U3 cnorta.

Mogknounte NuTaHne KaMepbl.

PykoBoacTBo no noakntoveHuto IP-kamepbl B22CRW
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4.5. NMpoBoaHOE NoAKNtOYEeHUE KaMepbl K CeTn

Mcnonb3ysa coeanHuTenbHblid kabenb ¢ pasbemMom RJ-45, nogkntounte |IP-kamepy Kk
nokanbHon cetu (k LAN-uHTepdency maplipytusatopa).

B cnyyae Heo6xoOuMOCTUN, CoeanHUTENbHbBIA Kaberb MOXHO NpuobpecTn OTAENbHO Unu,
npy HanM4YnM HeobXxoAMMbIX MaTepuarnos, MHCTPYMEHTOB U OMbliTa, N3rOTOBUTbL CAMOCTOATENBHO.

BapuaHT «npamoro» kabena (UTP kateropumu 5e) ¢ pasbemom RJ-45

C ogHoOro KoHua C apyroro KoHua
1: Beno-opaHxeBbii 1: Beno-opaHxeBbii
1 8 2: OpaHxeBblii 1 =8 2: OpaHxeBbli
(T 3: Beno-3enéHbiit 3: Beno-3eneHsbiit
b 4: CuHuin b 4: CyiHui
5: beno-cnHun 5: beno-cnHun
CMEPEAM: ﬁ 6: 3enéHbin CMEPEAM: E% 6: 3enéHbin
18 7: Beno-KopuyHeBbIi 18 7: Beno-Kopu4HeBbIi
8: KopnyHeBbi 8: KopnyHeBblii

[na n3rotoBneHus «npsmoro» kabens Heobxoammebl: kabenb UTP (BuTas napa kateropum
5e unu Bbiwe), aBa pasbema RJ-45 n yctponcteo anga obxmma pasbemoB (Kpumnep).

Mpn Takom nopsgke NOAKMKYEHUss nap (ykasaHHOM B Tabnuue) obecneuymBaroTcst
rapaHTUpoBaHHbIE NPOU3BOAUTENEM BENMYUHA W pacnpefeneHne 3agepXek pacnpocTpaHeHus

curHana, a, cnefoBaTternbHO, M 3asiBNEeHHas CKOPOCTb nepeaaydn AaHHbix 100 MouT/c.

PykoBoacTBo no noakntoveHuto IP-kamepbl B22CRW
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MnaBa 5. HacTpouka npoBoaHoOro coegMHeHUs

Ons Toro ytobbl IP-kamepa B22CRW pa6Gotana B Baluel nokanbHONM CETU COBMECTHO C
ApyruMm obopyaoBaHMeM, HeO6X0AMMO BbINOMHUTE €€ NOAKII0YEHNE B COOTBETCTBUM C TEKYLLMMM

HaCTDOIZKaMVI OaHHOW CETWn, ANs Yero, B CBOK oyepenb, HeO6XOD,VIMO onpeaenntb 3TN HaCTpOIZKVI.

NMPUMEYAHMUE!
HasBaHWsi HEKOTOpbLIX MYHKTOB MEHI0 W (OYHKLUUA Ha CKPUHLIOTaxX B AaHHOM PykoBoacTBe MoOryT
oTnnyaTtbCs OT TakoBbIX B Bawuen sepcun Windows, ogHako anroputm NnpuMBeAeHHbIX JENCTBUI ABMsieTcs

YHUBEpPCAalribHbIM.

5.1. OnpepeneHue napameTpoB NPOBOAHOM FIOKaNbHOW CeTU

B cnyyae nogkntoveHusi no kabento Ethernet Heob6xoanmo onpenennTb TEKYLLME HACTPONKN
NPOBOAHON CeTH.

Ona onpepeneHns TeKywMX HACTPOeK MNPOBOAHOW JIOKarbHOM CEeTU UCMNOMNb3ynTe

KOMMbIOTEP, NOOKINIOYEHHbIV K 9TON ceTu. Haxxmute lyck — lMaHenb ynpaeneHus (Puc. 5.1).
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Puc. 5.1
B oTKkpbIBLIEMCA AMAnNOroBoM okHe BblbepuTe nyHKT [[IpocMoTp cocToAHMUA ceTu u 3aaay]

B pa3gene [CeTb u UHTepHeT] (Puc. 5.2).
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Ha::TpoﬁKa NapamMeTpoB KOMNbHOTEPAa MpocmoTtp: Kateropua ~

CucTema u Be30nacHoCcTs YueTHbIE 3aNWMCK NOAL30BaTENER U
MpoBEpKa COCTOAHNA KOMNBIOTEDE CEMEH...
ApHMBMPOBAHWNE JaHHEBIX KOMMEIOTEpE

@' JoBGaEnNEHWE W YAANEHWE YHETHBIX 3aNWCER
Mewnck u ncnpasnexne npobnem Nonb30EaTENEHR
B YcTaHoBKa pOAMTENECKOrO KOHTPONR ANA BCEX

Ceth i HTepHeT nonb3oBaTened

@mmmp COCTORHUA CETW 1 5a,qg
BuiBop napameTpes gomMaluHed rpynnel u obuiero OdopmaeHne M NnepcoHanvsauma
ADCTYNS K AaHHbIM 4 VamereHne Tembl

Wzmerenne dona pabGodero crona
O6opyaoBaHwe 1 3BYK ok p

MpocmoTp yCTpoiicTe W NPUHTEROE
Aobaenenne yerpoiicTea Yacel, ASLIK N pernoH

h CmeHa packnagkn KNaBnartypbl Wi 4pyri
ﬂpOl’paMMh! P, cnocoboe BEOAA

¥ aaneHwe nporpammel VzmeHeHne Asbika uHTepdeiica

Hacrpoiika paspeiuerng axpana

CneunansHble BO3MORHOCTH
Pekomengyemele Windows napamerpet
OnTHMUEaLMA N30BPEKEHNA Ha 3KpaHE

Puc. 5.2
B oTkpbiBLIEMCA AManoroBom okHe Haxmute [[MoakntovyeHue no nokanbHon cetu] (Puc.
5.3).
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V| TH Aemyn £ aRnant o NpEsTEpAR, PO 0ACEY s id APYTHE CETEELE EkiNn ATERE, Wnn
A B TLBEIMETEOR OO .
Bpangarap Weslows ATy
Jiimian tpvhie [F  ¥evpaiemms panoaane

Cagbitne GHopeRiTans o Al PR T o HORIIESlnisd CEPEi PSS AW BTEsEl BEiIHA 00 BEARIRABHEL

Puc. 5.3
NMPUMEYAHMUE!

I'Ip|/| HaNM4YMM HECKOSbKUX NOAKMIOYEHUIA Bbl6epVITe TO, KKOTOPOMY NiaHUpyeTCcd NOOKINMK4YNTb IP-Kamepy.

PykoBoacTBo no nogknioyeHuto IP-kamepbl B22CRW -
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B oTkpbiBLUEMCS OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.4).

o = Y
4 Cocroskue - [ograoueHne No ACKANLHOA caTH %
Obwne
Moaxnioyerne
IPv4-nogknioHeH1e:; WHTepHeT
IPVEN0AKIOHEHNE! BE3 A0CTYNE K MHTEPHETY
COCToRHUE CPegbl: MogKnoHeHD |'I
AnuTensHOCTE: 04:47:33
CropocTe! 100.0 MBuT/fc
CeeasHna..
AKTMBHOCTE
OTnpaeneHo - L_\! = TIpHUHATO
=
BaifT: 79188 140 805 508 770

| [ ”’_}?Cﬁoﬁcraa ||'.F_;?O'rmroqwer ‘ JuarHocTika ]

3aKpeiTh [

Puc. 5.4
B AOwanoroBoM OKHE CBOWCTB CETEBOrO MOLKITHYEHUS HeobxoguMmo BbIOpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.5).

',';' MoaxnoueHWe NO JCKaNbHOM CETH - CBOCTEA @

Cem | Operyn

MNopknioueHie yepes:

l.-'lf Realtek RTLE139/810x Family Fast Ethemet ceTesoil agz

O'IMB‘-IBHHb\B KOMMNOHEHTEI MCNONE3YIOTCA 3TUM NOKNICYeHUEM
Bl Kaspersky Anti-Vius NDIS 6 Fiter -

gﬂnanwpuﬁmm nareTos QoS

gCn‘,rxﬁa L0CTYNE K Gainam v npuHTepam ceTtei Micr
.. [poToron MHTeoHeTa gepciy 6 (TCP/1PvE)

(R Mpororon Urircprieta sepann 4 (TCPAPvE) [

~i llpaiisep B/B TONONOra KAHANLHOM O YPOBHA
i OTBeT4MK 0BHADYXEHMA TONONOMM KaHaNEHOro YPoE =

[l [

| 3

Onucanne

m

Mpotoron TCP/IP - cTaHaapTHei npoTokon rnofansHex
ceTeil, 06ECNEYNBEIoILNA CEASE MEXY PA3TMYHBIMIA
EB3aMMOASACTEYIOWMMA CETAMM

Puc. 5.5
OTKpoeTcsi OKHO, B KOTOPOM oOTobpakaeTcs MHGOpPMauMs O HaCTpPOMKax CeTeBOro
noakntodeHusi. BoamoxHbl ABa BapuaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Bauwlero
MK:
1. NMNonyuutb IP-apgpec aBToMatuyecku: |IP-agpec HasHavaeTca aBTomaTndeckm DHCP-
cepBepom (Puc. 5.6). Ecnn IP-agpec Bawewmy [1K Bblgaetcs aBTomatuyecku, Toraa Aans

ornpeaeneHnsa NnapameTpoB NokanbHOM ceTn nepenaute K NyHKTy 5.1.1 naHHoro PykoBofacTBa.

PykoBoacTBo no noakntoveHuto IP-kamepbl B22CRW
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Croicrea: Mipotokna Memepsers seposs 4 {TCRTR) L‘ﬂ"'

(OERLUPE | 8 el T A ST

MapasETe I BOF7T HENESETECE S5 TOMETIWEOH, SO 0BT
MOLNECIEHEAST FT7 BUIHGRHOCTE. B MpoTissns CTyuse MaDEHentel
P BoiHS MERa TRV CETERG D SRS TIAT IR,

Ellmwl'u Pearsmc u1mnrﬂ;;ca
MroneeaTs Cred o P -aroes

l & Moayvarsy aaps: DPES-cepesps -p-r:n.--.n-,n:-l

Hoonooea s Cnen eousee s pecs Dhi-oeonenos:;

Puc. 5.6

2. Ucnonb3oBaTb cneayrwwmn IP-agpec: IP-agpec 3agaetcda nonb3oBaTtenemM BpPyYHYH
(Puc. 5.7):

- - - =
Coiiie Tma: Moo Mmﬂlﬂﬂ_li’-ﬂrlﬁl:?{'ﬂ?_p_ﬂ:l M

| D

Maparerme 1P BoryT FESFEMSTOON SETOHSTIPETIN, SOW (ETh
ronneCEmest ¥y BeHorascTh; B A eetn coysee napeseTom
B pirmnn nofyarte ¥ O8TeRor s Abmsa oA TO0E.

Mestyrartiy B -Aim @ onafr-soe

i A0 nEa T e s (F-agpec:

Posapec: Hi.1. 1 . X
Mz rodcETie By .5S55.55.- 0
CHCrOmr LI 197 . 163

i
# HoruineiosaTe teg powes aicecs DNSE-cepmepon:
TNpennoTasesd THE-oepmes 197 . 158

A rEDFA TR N E-oepme:

T TR e NEpErE The M Bolnae AnnCaraTatsRD

i_. a1 s e

Puc. 5.7
3anuwute, NMbo 3anomMHUTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka

noacetn, OcHoBHoM W03, DNS-cepsep).

BHUMAHUE!

Ecnn Bbl He 3anucann ceTeBble napamMmeTpbl KOMMNbKOTEPA, TO nMocne HaCTpOﬁKI/I Kamepbl 6yD,eT
HEBO3MOXHO BEPHYTb UX B NepBoOHa4YalribHOE COCTOAHME AJ1d BOCCTAHOBJITIEHUA NOAKIMTHOYEHUA K nokarnbHon

cetn n/mnu cetn IHTepHer.

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B22CRW
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5.1.1. OnpepeneHue napaMmeTpoB ceTU Npu AMHamu4yeckom IP-agpece

NMPUMEYAHUE!

[aHHbIN MNYHKT PyKOBOLI,CTBa npegHasHa4vyeH AOnga onpeneneHna napameTpoB nokanbHoOWM ceTun npun

Ha3sHauyeHun IP-agpeca Bawewmy MK aBTomatnuyecku (DHCP-cepepom).

[ns onpeaeneHns TEKyLLUMX HACTPOEK KOMMbOTEpa B NIOKanbHOW NPOBOAHOM CETU HAXMUTE
IMyck — MaHenb ynpaeneHusi (Puc. 5.8).

{E Inteimet Explorer
E.j Shype BEWARD

Tierpesme

_I_F_E Mecrosoft Dffice Eocel 2007

hfpazevnn
&) s

Bhymda
ﬁ OvR Zerve
Wrpw
@ BRSControlier
Eoursmren
ﬁ BEAARD B e
Tlamse i yrgamienne
ﬁ BEMARD Plaver

¥ITRRCTIA I AT e
G
T ~
o PO PRt O YDA Y
-
_ﬂ- Cyecflisl WOk DCmi bR =
Lrpawen n nogaepeay

* Broe nporpansis

Puc. 5.8
B oTkpbIBLLEMCS ANanoroBom okHe BbibepuTe NyHKT [[IpocmMoTp cocTosiHuA ceTu u 3aaav]
B pa3gerne [CeTb u UHTepHeT] (Puc. 5.9).

[E8 » Maniens ynpasnenua »

G

Hampmﬁi(a napameTpoB KOMINbHOTEPa Mpocvorp:  Kateropus

= Cuctema v BesonacHocTs YUETHBIE 3anvcy NoAb3oBaTenei u
L I TNpoBepKa COCTORHMS KOMNLHITEPE CeMelH...
ApXHEMPOBAHUE [3HHBIX KOMMBIOTERS ) loBasnerue v yAZNEHNE YHETHEN TaNHCEd
Mewnck i ncnpasnerne npobaem noAk3IoBaTEneld

'H_.f;' YcTaHoBKa pOAWTENECKOTD KOHTDONR ANA BCEX
nonab3oBaTenel
. 1 CCMOTD COCTORHMA CETH W 33434

Beibop napaMeTpoB AoMalLHER Fpynnsl it obiero QdopmaeHne 1 NepcoHanMsaLmna

ACCTYNa K ABHHBIM Wznerenme Temet

Mzmerenne dona pabodero crona

Oﬁopyﬂ,OBaHME BTy HacTpoiika paspeluenma 3kpana

MpocveTp yerpoiicte n npuHTEpCE
JloBasnenne yerpoicrea Yacsl, ASLIK ¥ pervoH

15 Crena packnagku KnasuaTypel WM Apyri
Mporpamme: . cnecobos Becaa

¥paneHne nporpanmsl Pamerenne azeia nrTepderica

. CﬂELLMaﬂtthJE BO3MOXHOCTH
Pexomengyembie Windows napamerpbt

4

OnTrMKUzaLmUa nsoBpaxerna Ha IKpaHe

Puc. 5.9

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B22CRW
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B oTkpbiBLIEMCA AManoroBom okHe Haxmute [[MoaknovyeHne no nokanbHon cetu] (Puc.

5.10).

@Gtﬂf s ot i Mgt b Lisrp yripitstnis cRTAbie o cliugnd SocTymice QUK @ T |
R *I

Tlemene ynpapnems - e _ ’ )
R —— DOCMOTP DCHOSHEN CHEASHMA © CETH M HACTPOMKa NogEAmYaHsi

k ' G MpooveTE ronrod capte
e nEpEMETROD . =

aasrrepd EEWARD Hecaoneso cetedl Wimeprer

lapseraTs QoncoAHTEN bHBE [3T0T KOMreOTER]

nspameTpe pbuiero gocyms Npocrantp senslmin LaTmi Misr A el A ST

-_f-'ﬂ Cem 4 T aocrynn

W Ot oy Meaxnosesus:

Wamersine camepes napsseTRoE

Wi Hrorpoiics wornro rograsresmes o czre

- )
Hectpoding SermpoBogHore, WpoKONONOCHOTD, MOSEMHOTT, TRRWCS ank VPH-noacmouetns
N e HECTPOHIKS BAIPLIPYTHIATORE Mk TOMDM AncTyme

MoqEmsouMTESA £ CETH

MoArRce-nE Wil NoSToEA0E NOgARTEerme K SECNEOIOgROLY, MPOBOSR0MY, MCAEN ROy
CETERORAY CDENSFERARD W nogrnmuense | YR

Gl Bk liitd} FEYTIRR) i NBRAAETHOR ofileere ADCTyrE
1\ T Moy € dhaRERG o TR, PO 0N il 8 APy CETERN Kk M ATTEf S, AN
AN B TEAMETROR 5UGET0 §0CTY.

Bpanguasap Wrslows
Deraauaan mpynine TRaEREE RENDALADE

CHgding GHOIpeRITine FlARFIGE T W TR S i DT R NRSEAE HA AN CBEIRRH 05 B RpIRAEHIE

Puc. 5.10

NPUMEYAHUE!
Mpy HaMMYMM HECKONBKMX CETEBbIX MOAKMIOYEHWIN BbIGEPUTE TO, K KOTOPOMY MaHMPYETCS NOAKMTHYUTD

IP-kamepy.
B oTkpbiBLUEMCA OKHE HaxxmuTe kHOMKy [CBepeHwus] (Puc. 5.11).

| | e

=T B )
[Febrgamcrsie! VT EReT
[FPolrmarmoeriel Bes gocryma K MHTemeTY
Cocromss tpenss Foarmsusro
J] A DT 35
100, e

CTnpamAeD &! Ti#sTD
= 8 r

Bz 73 188 140 BO5 509 7

() o) mems)

Puc. 5.11
B okHe «CBepfeHusi 0 ceTeBOM MOOKIOYMEHUN» npeacTaBneHa cnefyowas nHgopmaumnsa

(Puc. 5.12):

PykoBoacTBo no noakntoveHuto IP-kamepbl B22CRW
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g B
CBeAeHMA O CETEEOM MOAKMOHEHNM @
[ononHUTENbHbIE CEENEHWA O CETH:
CeolicTe0 3HaueHue
OnpegeneHHei ana no...
Ormcanwe Realtek PCle GBE Family Controller
PUIMISCKUA aapec 14-DA-ES-D1-84-20
DHCP skniouet Oa
Appec |Pvd 192.168.1.120

Macxa noace [Pvé 255.255.255.0

Aperpa nonyyera & aespans 2015r. §:58:33
ApeHpa wcTekaeT 10 pespana 2015 . 8:58:32
LWntos no ymonvanwo IP... 152.168.1.254
DHCP-cepeep IPvd 152.168.1.254

DMS-cepeep [Pvd 152.168.1.254
WINS-cepsep IPv4 192.168.1.157

Cryxfa NetBIOS uepes... Oa

NokaneHei IPvanpec... fel0:487d:5df%:7cbd:adle®12
Wntes no ymonyanme |P...

DMS-cepeep IPvE

Puc. 5.12

Ecnn B 3tom okHe Bbl yBugenu ctpokn — «DHCP BknwoueH - [Oa», «Apgpec IPv4 -
XXX XXX XXX.XXX» (FO€ «XXX.XXX.XXX.XXX» — 3HadeHue |P-agpeca),— 3HaunT |IP-agpec Bawemy MK
Has3HayeH aBTomMaTtmyeckn. Macka noaceTtu ykasaHa B cTpoke [Macka noacetu IPv4], agpec
ceTeBoro wnt3a — B ctpoke [LUnto3 no ymonyanuto IPv4], agpec DNS-cepeepa — B cTpoke [DNS-
cepBep IPv4]. 3anuwwute, nubo 3anomHUTE AaHHble napameTpbl (IP-agpec, Macka noacetw,

CeTteBon wnto3, DNS-cepsep).

BHUMAHUE!
Ecnn Bbl He 3anucanu ceTeBble napameTpbl KOMMbKOTEpPa, TO MOCMe HACTPOWKM kKamepbl OyaeT
HEeBO3MOXHO BEPHYTb NX B NepBOHa4YarbHOE COCTOSAHNE ANS BOCCTAHOBIIEHUS NOOKITIOYEHUS K NTOKasTbHON

cetn n/wnu cetn IHTEpHeT.

BHUMAHUE!

Ecnu B okHe «CBeneHUA 0 ceTeBOM NOAKIOYEeHUN» Bbl yBUaenm CTpoKu:

«DHCP Bknto4yeH - Oar»; «Agpec IPv4 aBTOHacCTPOMKM - XXX.XXX.XXX.XXX», (FA€ XXX.XXX.XXX.XXX —
3HadeHuve IP-agpeca),— 3HauMT Bam He yganocb nogkniountbes k npoBogHon cetn (DHCP-cepBep He
npuceouvn IP-agpec Bawewmy [K). NpoBepbTe NpaBUnbHOCTbL NOOKNIOYEHMS K MPOBOAHOM ceTu. B criyvae

HeobxoamMmMocTn obpaTuTech K BawemMy cucteMHomMy agMUHUCTPaTopy.

PykoBoacTBo no noakntoveHuto IP-kamepbl B22CRW
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5.2. U3ameHeHue napameTpoOB NOKanbHOW ceTu Ans noakntyeHus K IP-kamepe

Mo ymonyanuto IP-kamepa B22CRW nmeeT IP-agpec 192.168.0.99. UTob6bl NOAKMOYMTLCS K
Kamepe 4551 nepBoHa4arbHON HACTPONKN HeOBXxoaumo, 4Tobbl Bal KomMNbloTeEp Haxoauncst B Ton
Xe nogceTtu, 4To u kamepa. Npu aTom IP-agpeca kamep, KOMMNLIOTEPOB U NIOOLIX APYrMX YCTPONCTB

B CETW He OOSMKHbI coBnaaaTb Mexay coboi.

BHUMAHMUE!
Ecnun Bbl nnaHupyeTe noakmno4nTb HecKomnbko IP-kamep, TO Ons UCKMYeHUs KoHdnvkTa IP-agpecos

noakntoyanTe kKamepbl No 0gHON U n3mMeHsTe nx IP-agpeca Ha nobble cBoboaHbIe B Baluen nokansHom

ceTun.

BHUMAHUE!
Ecnn Bbl yBepeHbl, yto Baw T[1K, nogkntoyeHHbIn K npoBogHou ceTtu, un IP-kamepa, duanydecku

MOAKIIOYEHHas K TON xe ceTu, NMbo Hanpsamyto k Bawemy MK, Haxogatcs B ogHoM noaceTtu, Bel moxeTe

cpasy nepeunTu K nyHkTy 5.3 gaHHoro PykoBoacTBa.

[ns M3MeHeHUs1 TeKyLLUMX HACTPOEK KOMMbioTEpa B JIOKaribHON NMPOBOAHOW CETU HaXmuTe

Tyck — NManenb ynpaeneHusi (Puc. 5.13).

9 intesmet Explorer
E—j [ o— BEWARD

Jirpuesme

IEE Wecrogoft Ofice Bl 2007

Plarfpasdnnn
i) s

Bbymina
B e sene

Hrpis
@ BRSComntrolisr

Eoars T e
ﬁ BEWARD I s

Mamefn preguanonne
@ BE&ERD Plaver
o, Comym

YOTpnRCTES W (A TEE
fi
:'Ipur:n:unu MO WA DA H D
-
_ﬂ_ Camyaclhisd KOO BTl .
Crpanes n nogasieses

¥ Brenporpases

Puc. 5.13
B oTkpbIBLIEMCA AManoroBom okHe BbibepuTe nyHKT [[IpocMoTp cocToAHMUA ceTn u 3aaay]
B pa3gene [CeTb u UHTepHeT] (Puc. 5.14).

PykoBoacTBo no noakntoveHuto IP-kamepbl B22CRW
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HacTpolika napameTpos KOMMNbTEPa

Inasa 5. Hacmpotixa npoo0Ho20 coeduneHus

Mpocmotp:  Kareropwa ~

CucTema v Be30NacHOCTh
MpoBepka cOCTOAHWMA KOMNEBHOTERS

YueTHble 3anucy NonsL30BaTeneid u

CEMEHMH...
B [IoBaEneHnE U yAGNEHUE YHETHBIX 3anMcel
NoAb30BaTENEN

ApPXMBMPOBAHAE J3HHBIX KOMMBIOTEPA
Mownck 1 ncnpasaerne npobriem

By ¥cTaHoeKa pogMTENECKOrD KOHTPONR ANR BCEX

Ceth i WHTepHeT nenszoBaTenel

||-|éUCMDTp COCTORHMA CETW 11 33434 I

Buifop napamMeTpos ACMaLLHER rpynnbl n oBLlero
AOCTYNE K ABHHBIM

OBopyaoBaHre K 3ByK
MpocMoTp yCTPORCTE W NPUHTEROE
JoBasnenne ycTpoicTea

lMporpamme

¥A2nEHWE NPOrpamMMel

Odopmaerne n nepcoHannsalma
Vamererne Temel

WMamerenne dona paboyero crona
Hactpoiika paspeluetng axpana

Yachl, A3bIK M pervoH

CMEHz packnaski KNasnaTyps Wam Apyri
cnocobos 8s08a

Vamerenne asoika nHTepdedca

B oTkpbiBLIEMCA OKHE HaxmuTe «lMoaknoveHue no nokanbHon cetn» (Puc. 5.15).
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Puc. 5.14
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Puc. 5.15

NMPUMEYAHUE!
MpY HaNMMYMU HECKONbKMX CETEBbIX MOAKMIOYEHUIA BbIGEPUTE TO, K KOTOPOMY MIIAaHUPYETCS MOOKITHOYNUTE

IP-kamepy.

CkauvaHo c sec.ru

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B22CRW
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B oTkpbiBLIEMCA OKHE HaxmuTe kHonKy [CBomncTBa] (Puc. 5.16).

= > 3
4 Cocrostive - MogxarodeHne No ACKANbHOA ceTh M
Ofiwme
MoaxnodeHie
IPv4-nogKmodeH e WHTepHeT
IPvG-NoaKMONEHWE: bes aocTyna K MHTEpHETY
| CocToaHue cpeakl: MoaknoYeHs (]
AnuTensHoOCTb: 04:47:33 I
CrOpOCTh: 100.0 MBwmT o
CeegeHma.. .
AKTUBHOCTE
OTnpaEneHo - Lﬁg ——  TpuHATD
& ||
BakT: 79 188 140 805 509 770

| [ ’%}Csoﬁcrﬁa ||'.$50Tm|oquTb] | [uarHocTika ]

3aKpbiTh

Puc. 5.16
B oOTKpblBLLEMCSI OKHE CBOWCTB CETEBOro MOAKMYEeHNss Heobxoammo BbiGpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBoncTBa] (Puc. 5.17).

- —
4 TMNogxnro4eHWe NO AOKANLHON CETH - CEOWCTBa ﬁ

™

Cem | Oocyn

MoaxnioveHue yepes:

E" Realtele RTL8139/810x Familty Fast Ethemet cetesoi ag:

CmveyeHHEIE KOMMOHEHTE! HCNONB3YIOTCA 3TMM NOAKNIDYEHWEM |

3B Kaspersky Anti-Virus NDIS 6 Filter .
.LEJ Mnauposwmk naketos QoS
gCnyxﬁa LOCTYNa K fafnam v npuHTepam ceTen Micr
W] -2 MooTokon MHTepHeTa sepcin & P/IPyE)
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-4 lpaisep B/B TONONOra KAHANEHOro YPOBHA
& OTBeTUMK 06HEPYXEHUA TONONOMMK KaHaNEHOTo YPoE =
[l 1

| 3
YeTaHoBMTE ... Yoamute | CeoiicTea I

Onucanme

MpoTokon TCP/IP - cTaHaapTHER NpoTokon riofansHemE
ceTeil, 00ECTeYMBEIOILNIA CEASE MEX Y PASNUHHBIMK
B3aMMOLSACTEYIOLLMMM CETAMM.

oK ] [ Ommena

Puc. 5.17

B nosiBuBLlemMcsi OKHe HeobxoAMMO YyCTaHOBUTL 3HayeHus IP-agpeca v macku nopcetu.
Buibepute nyHkT [Mcnonb3oBatb cneayruwmn IP-agpec] n sBeegute ceobogHbii IP-agpec n3
noacetn kamepbl, Hanpumep 192.168.0.20, n Macky noacetun — 255.255.255.0. OcrtanbHble

3HayeHns BBOAUTb HeT HeobxoaumocTu (Puc. 5.18).

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B22CRW
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Cacidersa: Nporono Wareprere sepcni 4 (TERTRA i

it it
M0 i [P P YT FildduaTics ST OHAT F-asie, BIR CETh

TIATFSEAET 3TY BOOHONHOCTE, B NI THESOH CRpSSE NapaEThe
[P oI TS f CRTEROND A ST TN

Moy [P-aapes aoroeamineDes

B P ERA T cel wenygies [T pics

IP-anpar I9F. 2. 0 X
PABCE TRNLCH Tix I55. 155055, @
OO PR

B PN AT CARL YU AESwes [N Sepiapon:

Mp=anesm assss DMNE-ozmmen

Arn TR T S -CRonep:

Mo Te=nasTs NECA=ETRR NN Bea e

Jornmarengss.

Puc. 5.18

[na npumMeHeHnst U3MeHeHMI HacTpoek HaxxmuTe KHomky [OK] Bo Bcex OTKPbITbIX OKHaX.

5.3. NonyyeHue poctyna K IP-kamepe ¢ nomowbio 6pay3sepa Internet Explorer
[ns gocTyna K kamepe ¢ nomolLbio 6pay3epa Internet Explorer 3anyctute ero u B agpecHom
cTpoke BeBeauTe 3anpoc: http://[<IP>:<port>/,— roe <IP> — IP-agpec kamepsl, a <port> — 3Ha4YeHne

HTTP-nopTta. MNMocne atoro HaxmvuTe [MepenTtn], nuéo [Beoa] (Puc. 5.19).

BHUMAHMUE!
IP-kamepa BEWARD B12CW no ymonyaHuto umeeTt IP-agpec 192.168.0.99.

NMPUMEYAHMUE!

Ecnu gna HTTP-nopTa ncnonb3yeTtcs 3HavyeHwe no ymonyaHuio — 80, Torga And AocTyna K kamepe B

agpecHou cTpoke 6paysepa goctatouHo Beectu «http://<IP>/», roe <IP> — IP-agpec kamepebl.

. . e
€ =

= ..ihﬂrﬂmu'wr X a = Miycran cipasg ]

Puc. 5.19

PykoBoacTBo no noakntoveHuto IP-kamepbl B22CRW

U4 .
\ )) SEC.RU KopoTkui nyTb K nHcbopmaumum CkauaHo c sec.ru




BEWARD Inasa 5. Hacmpoiika npooono2o coeduHenus

5.4. NMonyyeHne goctyna Kk Be6-nHTepdency IP-kamepbl

War 1: BBeaute vMsa nonb3oBaTenss M naponb. Mo ymMonuyaHuio UCMoNb3yeTcs WUMS

nonb3oBartensa — admin, naponk no ymonyaxHuio — admin (Puc. 5.20).

BHUMAHUE!
Bbl MoXeTe W3MEHUTb WMSA Monb3oBaTens M napofib B MeHiw Hacmpoliku — CucmemHbie —
Monb3oeamenu. B cnyyae yTepu naponsi UnvM UMeHV Monb30BaTens YCTPOUCTBO MOXHO BEPHYTb K

3aBOJCKMM yCTaHOBKaM. 3TOro He06X04MMO B TeYeHue AeCAaTy CeKyHA YAepKmBaTb KHOMKY copoca.

BezonacHoors Windows 4
lexplore.exe
Cepeep 192.168.1.56 2anpaluMEaST MMA NONLZCBATENA M N3P0k

3T10T cepeep Taloke coobuwaet: "B22CRW H.264 Wi-Fi IP Camera -
DEBAST7AB3817".

admin

D 33aN0OMHWTE YUETHEIE2 AdaHHEIZ

oK OTMmeHa

Puc. 5.20

Mocne ycnewHon asTopusauuun Bel nonyunte goctyn K Beb-uHtepdpency IP-kameps! (Puc.
5.22).

NMPUMEYAHMUE!
Warn 2-7 Heobxooumo BbINOMHATL TOMbKO AN Bepcuu Beb-uHTepdernica ¢ NCNonb3oBaHMEM nnarvHa

ActiveX ons nepegayv noToOKOBOrO OHManH BUuAeo/ayavo.

LWar 2: gpns npocmoTtpa nsobpaxeHusa ¢ IP-kamepbl npu nomowm 6paysepa Internet Explorer
ucnonbeayorca KomnoHeHTbl ActiveX. Internet Explorer He umeeT 3TUX KOMMOHEHTOB B CBOEM
coctaBe u 3arpyxaet ActiveX HenocpeCTBeHHO € kamepbl. Ecnn KOMMOHEHTbI elle He

yCcTaHoBMeHbl, Bbl yBuaUTe cneaytolee coobLeHme:

PykoBoacTBo no noakntoveHuto IP-kamepbl B22CRW
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R i BT H

g CHETHLIR 20 PEARAIE, 70 | RET HE FETEHE LA D
cmdise ?

CH, yoresmunme

LR HE

Puc. 5.21

Haxmnte [OK]. B HWxXHen yactn okHa Gpaysepa MOsIBUTCA BCMMblBalOLEee OnoBeLleHne
cuctembl 6esonacHocTu (Puc. 5.22).

Be\WARD

s v | s | s |t
B N O3 o B e B e 00 s O e ) e B i B

Puc. 5.22
HaxmuTte Ha kHonky [YcTtaHOBUTB].

War 3: cuctema 6GesonacHocTn Opaysepa Internet Explorer 6ygetr aBTOMaTU4ecku

6rokupoBaTb ycTaHoBKYy ActiveX. [1Ns NpoaormKeHUs YCTaHOBKM HaXMUTE KHOMNKY [YcTaHOBUTL] B
OKHe noaTBepXxaeHus yctaHosku (Puc. 5.23).

——
Innienet Eaproeni -« Mgy n e iimme CrcTinm SEannmocTn —
FOTAH08aHT & 370 Nparpdssics ohecned sime?
¥in
| ]
Vogamens: [UWARD (o, |t

N NHT BN

FOTEO T i YT s T |

*II Tadinp o S TECE R FOC YT ST IoAES-G, HE ITST T Gaing nooweT

RO i s T B A YT T TR i [T [, LT al
TOMAD 0T OOSE0Er el HIRATEFR

Puc. 5.23

War 4: ona koppekTHOW ycTtaHoBku koMnoHeHToB ActiveX 3akpownTte Internet Explorer n
HaxxmuTe [OK] B OkHe, NpefcTaBneHHOM Ha PucyHke 5.24, ecnn TakoBoe NOSIBUTCS.

PykoBoacTBo no noakntoveHuto IP-kamepbl B22CRW
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Warming b
IE wemdows must be dlose before install oo UK}
0K Drmssa
Puc. 5.24

LWar 5: B okHe, npeacrtaBneHHOM Ha PucyHke 5.25, HaxmuTe kHonky [Install].

W [nsiw %1 —= el

[
1 }* Inztal | | Lrinzsal Clase

Puc. 5.25

Lar 6: nocne ycnewHon yctaHoskn Bbl yBuaute coobieHne «Register OCX success(C:\)»

B HWXXHEN YacTu gaHHoro okHa. Haxmute kHonky [Close] anga Bbixoga vu3 okHa yctaHoBku (Puc.

5.26).
W 1euan OO N ey
g‘ | malall J Lireneiadl ! Chse |
| Rsgisier OO suces warl tisfndeoi)
Puc. 5.26
NMPUMEYAHUE!

B onepauwmoHHoi cucteme Windows 7 n B 6pay3epe Internet Explorer 9.0 HazaBaHUSA MEHIO NN CUCTEMHbIE
COOBLLEHNA MOTYT OTNUYaTbCS OT Ha3BaHWN MEHI0 U cUCTeMHbIX cooblieHun B apyrux OC cemencrtsa

Windows nnu B gpyrmx 6payaepax.

NMPUMEYAHUE!

Mpu yctaHoBke ActiveX B OC Windows 7 npu BKMHOYEHHOM KOHTPOME YYeTHbIX 3anucen Oypet
AONONMHUTENBHO MNPOM3BOAMTLCSA OMOKMpPOBKA YCTaHOBKW, O 4YeMm mnonb3oBaTento OydeT BblgaHo
AononHuTenbHoe onoselleHne. [Ing paspeLleHns YyCTaHOBKM HEOBXOAMMO YyTBEPAUTENBHO OTBETUTL B

nosABUBLLEMCA OKHE.

LWar 7: oTkponTe 6pay3ep v B agpecHon cTpoke BBeguTe IP-agpec kamepsl.

PykoBoacTBo no nogkntoyeHuio IP-kamepbl B22CRW
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Puc. 5.27

OkHo  BeG-mHTepdbenica IP-kamepbl  cogepxuT  naTb  Bkriagok:  [[MpocmoTtp],
[BocnpousBenenue], [HacTtpomnku], [TpeBora], [Bbixoa], kaxgasa u3 koTopbix Oyaer
paccMoTpeHa ganee B HacTosileM PykoBoacTse.

B cnyyae ecnu komnoHeHTbl ActiveX yctaHoBneHbl, HO Heobxoaumo obHoBuTb, B WEB-
UHTepdence, nepengute BO BKragky «HacTtpowuku» n 3angute B MeHO «JloKanbHble» -

«HacTtponkny».

BEWARD  gurerygn ey grerrmn SEC SR SN
NoxansHee NoEaNkHLES HACTROHKH
Ayano Pesom oo [P sps ]
Engeo NossawzkHoe Euecten [

Cets OMTens+0CcTs SEnica HLH.
Januck

FarnanmLeske [O:\ My [PCam),

Tpeeora

~ mﬂl’l’b
CHCTEMHEIR _

MR EOPPEETHON OTODPEREHHR JaMPYIHTE H YCTAHOSHTE ACIVEX

Puc. 5.28

Haxmute Ha ccbinky ActiveX B npumedaHun. OTKpoeTcsa OKHO 3arpy3ku dharna
NetVideoX.exe, nocne 4ero HaxxMuTe KHOMKy «BbinonHUTb» 1 nostopute LWarmn 3-7, ykaszaHHble

BblLLE.

NMPUMEYAHUE!
B cnyvae BO3HMKHOBEHWs npobrnem npu yctaHoske ActiveX nmbo HEBO3MOXHOCTW MCMOMb30BaHUA

Internet Explorer, obpatuTech k pykoBoACTBY Mo aKkcnnyaTauun, Mmasa 4.

PykoBoacTBo no noakntoveHuto IP-kamepbl B22CRW
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5.5. UameHeHune HacTpoek nogknto4veHus IP-kamepbl Yepes3 Be6-uMHTepcenc

Mocne nogknioveHust K IP-kamepe HEOBXOOUMO N3MEHUTb €€ HACTPOMKM Takum obpasom,

4YTOObI OHa Haxoaunacb B OAHON NOACETU C ocTanbHbIM 060pya0oBaHUEM.

BHUMAHMUE!

[ns coBMecTHOM paboTbl HECKOMBKNX YCTPONCTB B OO4HOM NOACETU HE0BX0AMMO, YTOObI Y HIX COBNaganm
nepBble TpU YacTu (okTeTa) IP-agpeca, n NONHOCTLIO coBNagana macka noaceTu.

Hanpumep, IP-agpec Bawero lMK: 192.168.1.100. IP-agpec pasgeneH Todkamy Ha 4eTblpe okTeTa. B
OaHHoM npumepe: 1 okteT — 192, 2 okteT — 168, 3 okTteT — 1, 4 okteT — 100. Bam He06x0ANMO U3MEHUTL
IP-agpec kamepbl Tak, YUTOObI UX NEpPBLIE TPW OKTETa coBnaganu, To ectb |IP-agpec kamepbl 4OMKEH UMETb
Bua: 192.168.1.XX. YetBepTbin okTeT IP-agpeca kaxporo ycTponcTBa ob6s3aTenbHO LOMKEH ObITb

nHanenagyasbHbIM.

lns n3aMeHeHUsi ceTeBbIX HACTPOeK B BEG-UHTEpPAENCE HAaXXMUTE B FNaBHOM MEHIO Kamepbl

kHonky [HacTpownka] n nepengute B meHto Cemb — LAN (Puc. 5.29).

Hazsrpadan | &M

AR
i

"z EamTEE A
I |

ety [ o e a5

[ ——
TeRr—er—— D
ol NTTRITRET=TH

Aot PR THT

Puc. 5.29
B nonax [IP-apgpec], [Macka noacetu], [OcHoBHOM wnto3], [Mpeanountaembin DNS],
[AnbTepHaTBHBLIN DNS] HY)XHO BBECTU Takue 3HadyeHus, 4ToObl kKamepa nonana B OA4HY NoAceTb
C ocTanbHbIM 06opygoBaHuem (Puc. 5.29). [Ina atoro obpatutech K paHee 3anncaHHbIM, TEKYLLIUM
HacTpovikaM NPOBOAHOM floKanbHOM ceTu (CM. NyHKTbl 5.1 unu 5.1.1) U, B COOTBETCTBMU C HUMM,

yCTaHOBUTE BbllLEeyKa3aHHbIE MapamMeTpbl.

NMPUMEYAHME!
B cnyyae HeobxoouMMoCTW, ONsi HACTPOMKU CETEBbIX MapaMeTpPOB YCTPOWCTB obpatutechb k Bawwemy

CeTeBOMy afMUHUCTPATOPY.

PykoBoacTBo no noakntoveHuto IP-kamepbl B22CRW
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[ns NnpMMeHeHUs1 U3MEeHeHWI CeTeBbIX HACTPOEK Kamepbl HaxmuTe kHonky [CoxpaHuTb],

nocne 4ero NosiBUTCA yBeIOMSIEHNE O nepesarpy3ke yCTPONCTBa.
Mocne nepesarpysku, IP-kamepa Byaet aocTtynHa no 3agaHHomy Bamu IP-agpecy. Ha atom

HaCTDOIZKa npoBOAHOro NOAKIM4YeHnA |P-KaMepr 3aBepLlieHa.

5.6. BoaBpat HacTpoek noakntoyeHus MK kK nepBoHaYvanbHbIM 3Ha4€HUAM
YTo0bl BEPHYTb 3HAYEHUS MPOBOLHONO CETEBOIO MOAKMIOYEHUS] K YCTAHOBIIEHHbIM paHee
3Ha4YeHNAM, BbINOSHUTE cneayrowme eNCTBUS.

Haxwmute lMyck — Manenb ynpaeneHus (Puc. 5.30).

R Intemet Explorer
| ST BEWARD

| X5 Mecrosoft Office Eecel 207 e tnia

Phoftpamenun

Ihymana

Mrps

@ BRSControlier
m BEWARD I Vs
Q BENARD Playe

Crgil
- i

ot e
Plame sm prgunenanm
ACTAS i M TEg

[Mporpauess no yanasnms

@

_ﬂ_ Cryoaclite oo mom ermo _
Crpassa n nogaepess

¥ Brenporpams

T 0a e
Puc. 5.30
B oTkpbiBLIEMCHA AManoroBoM okHe BblbepuTe nyHKT [[IpocMoTp cocToAHUA ceTn u 3aaay]

B pa3gene [CeTb u UHTepHeT] (Puc. 5.31).
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HaCTpDﬁKa napameTpoe KOMMNbBHOTEPA MpocmoTp:  Katercpwa =

HFCEEFKE COCTOAHWA KOMNBHITEDS CEMEHH_._

By JobasneHue i YAGNEHWE YUETHBIX 3annCed
Mewnck u nenpasaesne npobnem noALI0BaTENSH

Cwcrema v Be3onacHoCTb % YueTHble 3anvcK Nonb30BaTenen 1
ApXMBMPOBAHNE AaHHBIX KOMBIOTERA

By ¥cTaHDBKa POANTENLCKOTD KOHTPONA 4R BCEX
rigAL3oBaTEMEN

Ceth iy MHTepHeT
[I'_I_gocmmp COCTORHWUA CETH W 53,5,@
Boibop napamMeTpos OMELLHER FpYTINbl n oBLero ! : OltOpMﬂEHHE} W NepcoHanu3alma

AOCTYNA K AFHHBIM WMzmeHerne Temel

Vamererne dona pabodero crona
ObopyaosaHwe 1 3ByK

MpocmoTp yCTpORCTE W NPWHTEROE

[loGasnenne ycrponcTea Yacobl, A3bIK W PErMoH
. ChEeHE pACKNAKK KN3BMATYPE! WAK Apyri
[porpamme: &, cnocobos 88043

Yaanenwe nparpammel ViameHeHme asbika wHTepdeiica

B CneupansHble BO3MOXHOCTM
{ Pexomergyemere Windows napametpe:

OI'ITHMI.‘SELI,HH MSOBPE}KEHMH H3 3KpaHE

Hacrpoiika pazpelueHing 3kpana

Puc. 5.31

B oTkpbiBLUIEMCA OKHE HaxmuTe [MoakntoyeHune no nokanbHoun cetn] (Puc. 5.32).

LEmerp yrupam st (AL o Sl SOCTy o
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* ‘i MpoouoTE Ronkol LapTe
Flapseknise napEUETOD -

2 EEPWARD Hecoonsan ceef Mrmepmer
ks JonCoHITENEHEE [ATOT KOkROTER]
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=% en 4
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W Hecpoftes nomnra rogEsesr o oz
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Hecrpoiics Secnposggeiorn, WmpokononooHOrD, MogEksor, npauorg Ane VP -noaknouenee

UTH e HBITPIUﬁKI AR PYTHIATO A WS TOMIM J0CTRTIHE

MoaLmaunTea £ cemn

Mogrnscuetne ANK NCSTOES0E HOGUIDHErTE K SECNEOIONROUY, MPOBOEHORNY, KCAERCAY
CETEROEAY CDESERY WM nogenmsanes © VPN

"‘ Buifop goaiseuritid rEynmed 0 Napaempoe ofigers Aocryma
Vi TR STy K AR N STERI R, PCTIOMRE Hisi HE AP TR CETEEGE K NnATE R, A

e e LN B TREIMETROR CHUGETD 40 CTyT.

Jeuauamn rrynine [ Yerpartmmn menc AL

TRk 1hs CHOIPERETANN y AlRAT L i W MO A i CFTE Bl APCTAE HAW BRIl BB 00 Bl RpakABHL

Puc. 5.32
B oTkpbIBLLEMCA OKHE HaXxXmuTe KHornky [CBoncTBa] (Puc.5.33).
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7 B
4 Cocroarue - Mogkaouesne No NOKANEHOW CETH M
Ofwme
MoaxnoyeHe
IPY4-N0AKOHEHWE VHTEDHET
IPvE-NoAKMOHEHME: Bes noctyna K MHTepHeTy
COCTORHWE CPEMbl: TMoAknoYeHs (|
AnUTensHOCTE: 04:47:33
CropocTb: 100.0 MauT fc
CeeaeHua.. .
AKTHBHOCTE

OTnpasneHo - MpuHATO

BaiiT: 79 188 140 805 509 770

[ 5“;,5.‘Csoﬁcrsa |I‘.$!OTKJ1IO‘~MTI:I | JuarHocTika ]

3aKpeITE

Puc. 5.33
B oOTKpblBLLEMCSI OKHE CBOWCTB CETEBOrO MOAKMOYEHUss HeobxoaMmo BbiGpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBoncTBa] (Puc. 5.34).

L Moakntouenne No NOKANLHOMN CETW - CEORCTER ﬁ

Cem | Oocyn

MoaknioveHne yepes:

‘-'-." Realtele RTLE139/810¢ Family Fast Ethemet ceTesoi an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TAM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.@ Mnaxnposwwk nakeTos QoS

SCn'{xﬁa ADCTYNE K dainam u npuHTepam ceTel Micrg
- [TooTokon MHTepHeTa Bepcin 6 E/1PvE)
[ pororon WrrepreTa sepoun 4 (TCP/IPvd) i
-+ Jpaiteep 6/ Tononora kaHansHoro yposHA |
-+ OTBETMK 0BHEPYKEHMA TOMONOMMM KaHANSHOM YPOE =
[l I

| r
YeTaHoBUTE... Yaanuts | CaoitcTea I

Onucanve

m

MpoTtokon TCP/IP - cTaHaap eI npoToken rnofansHsms
ceTed, 0GECnEYMBaIOLLIMA CEBASE MEXKLY PASNMIHBIMK
E3EMMONEACTEYILMMIA CETAMM.

oK ] [ Ommena

Puc. 5.34
OTKpoeTCs MEHI0, B KOTOPOM HEOBXOAMMO YCTaHOBUTb 3HAYEHUA HadanbHbIX HACTPOEK,
3anuncaHHbIX BaMu paHee (cM. nyHkTbl 5.1, 5.1.1 aaHHoro PykoBoacTtsa).
Ecnu mnsHavaneHo IP-agpec Bawemy MK HasHauyancs aBTomaTuyecku, Torga Bblbepute
nyHkTol [Monyuutb IP-agpec aBtomatuyecku] w [[onyuntb apgpec DNS-cepBepa

aBTOMaTu4ecku], nocne yero Haxmute kHomnky [OK] Ans Bcex oTKpbITbIX OKOH (Puc. 5.35).

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B22CRW
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Crofcmea: Npotocos mwmpuml{TtP.M |'f“_#
Cfalud® | a Vi i KSR
TanE T I AOCJT M-I TEOH A T0SATRMEDN, SO0 ETh

MOLOETRGEET TTH EMTHNOCTE.. B MDOTHEN0M CTyEe MSHETDE
I merinss neeyaiTe ¥ CETEEONT SRR TRATOR,

@ Mevtyirn Mo snTonaTmasi

Worone3osaTs cred pousl TP -anper

l B Motvearn aaps: DNE-o8pesns 8T o TS I

FoonpaoeaTh CRef o s pecs Dh-ceoeepos;

Puc. 5.35
Ecnu nsHavanbHo IP-agpec Bawewmy K 6bin 3agaH BpyyHyto, Torda BblbepuTe MyHKT
[Mcnonb3oBaTtb cneayowmmn IP-agpec] 1 3anonHute Heobxoanmble nons (CM. NyHKT 5.1 gaHHOrO

PykoBoacTtea), nocne yero Haxmute kKHonky [OK] ansa Bcex oTkpbITbiX OKOH (Puc. 5.36).

r : =
CrnfcTma: Mpoicescs Memigeers sepcee 4 [TOPTP) M

e

Maparerpo IF BOCyT FEFEYETSCS SETOHETIRETIH, B0 (ETh
MOLOECeOET ITY BEIeEniTh, B MG TiEeOH Chae nace T
B nivans RBfyarty | G TRRONG bR TR TO0A.
Memparte [P-anmes sarona s
& Manessea Te e poussh [F-anpec:
F-aapec: Wi.16. 1 .3
Mt FOacETe In5 .55 .E5. 0
(CHCHOE- 0N LLESCI] 13z

# Heruneionse teg pouse Aloecs DN
NpennoaTasses DHE-ospeen 197 . IEB

ArnrEDFA TR DN -orpmem

TRELY TES RS THAHEFE Thed: M Bl e

Puc. 5.36

5.7. TlpoBepka npaBUNBLHOCTM HacTpoeKk noaknyeHnsa IP-kamepbl K

nokKanbHOU ceTu
,D,J'IFI KOHTpO.l'IFI I'IpaBI/IJ'IbHOCTI/I ceTeBbIX HaCTpoeK KaMepr

N KOMMNbIOTEPA HYXHO
NOaKIYNTBLCA K Kamepe yepes Gpaysep Internet Explorer.

3anyctute 6paysep Internet Explorer. [na atoro Haxmute llyck — Bce lMpozpaMmbi v
Bblbepute cTpoky [Internet Explorer].

PykoBoacTBo no nogkntoyeHuio IP-kamepbl B22CRW
« » SEC.RU
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BEWARD Inasa 5. Hacmpoiika npooono2o coeduHenus

Beeaute B agpecHom cTpoke |IP-agpec, MpUCBOEHHBLIN kamepe  (HanpuMmep:
http://192.168.1.166) (Puc. 5.37).

G L hitp 921530 1A 2= % I =) Thyctam crpanmgs |

P

Puc. 5.37
lNpn nNpaBuUnbHbLIX HACTPOMKax OTKPOETCs OKHO aBTopu3auuu. [Ons aBTopusaumn BBeauTe

UMs nonb3oBaTtens n naponb, nocne vero Haxmute [OK] (Puc. 5.38).

BHUMAHUE!

Mma nonb3osatensa no ymonyanuio: admin. Maponk no ymonyanuo: admin.

besonacHocTs Windows >
iexplore.exe
Cepeep 192.168.1.56 2anpalluMESET MMA NONL30OBATENA M NAPONL.

37107 cepeep Takke coobuwaet: "B22CRW H.264 Wi-Fi IP Camera -
DEBASTABSG1T".

admin

D 3aN0MHUTE YYETHEIZ A3aHHEI2

oK OTtmeHa

Puc. 5.38
Mpy NpaBuMNbHO BBLINOSTHEHHbLIX AENCTBUAX Bbl cMoOXeTe 3anTn B BebG-uHTEpdheinc yepes
Gpaysep n yBnaetb nsobpaxenue ¢ Bawen IP-kamepbl (Puc. 5.39).

PykoBoacTBo no nogkntoyeHuio IP-kamepbl B22CRW
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Puc. 5.39

NMPUMEYAHUE!
B cnyyae HeypayHoro coeguHeHus ¢ Kamepow, NpoBepbTe NPaBUbHOCTb NMOAKIMOYEHUS K NPOBOAHOWM

ceTu, BepHUTECb B HA4ano AaHHOW rmaBbl U MOBTOPUTE HACTponky. MNpun HeobxognmocTn obpatuTech K

Baluemy cucteMHOMY aiMUHUCTPaTOopYy.

PykoBoacTBo no noakntoveHuto IP-kamepbl B22CRW
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BewAnD Inasa 6 Hacmpotuixa 6ecnposoonozo (Wi-Fi) coedunenus

NnaBa 6. Hactpowuka 6ecnposogHoro (Wi-Fi) coeauHeHusn

6.1. O6wme cBeaeHusi o 6ecnpoBogHom nogknioveHun IP-kamepbl B22CRW

Ana Toro ytobbl IP-kamepa BEWARD B22CRW pabotana B Bawew 6ecnposogHon Wi-Fi-
CeTn COBMECTHO C gpyrum obopyaoBaHMeMm, HeobxoouMMO ee MOAKMYUTL B COOTBETCTBUMU C
TEKyLMMWN HAaCTPOMKaMu AaHHOM ceTu. [NoaknioveHne MOXXHO BbINOMHUTL criegyowmmm cnocobamm:

3. wncnonb3ya TexHonormto WPS (To ecTb 6e30rmacHo20 yrnpouw,eHHO20 MOOKMOYEHUS K

cemu Wi-Fi),

BHUMAHUE!
MogkntoyeHne IP-kamepbl ¢ nomowbio WPS BO3MOXHO TOMBKO MpU YCIIOBUW, YTO UCMONb3yeMbli Bamu

MapLupyTU3aTop TakXe nogaepxmeaeT aHHYO TEXHOJTOINIO.

4. Bpy4Hyto, 6e3 ucnonb3osaHusa TexHonorum WPS.

MepBbIi cnocob Hanbonee NPocTon U ObICTpbIA. [N NOAKNHYEHNS HEOOX0AUMO TONbLKO
HaxaTb kHonkun [WPS] Ha wmapwpyTtusatope u IP-kamepe, ocTanbHoe kamepa caenaet
CaMOCTOSATESNbHO (CM. MYHKT 6.2).

HacTtporika BTopbiM cnocobom TpebyeT GonbLue BpemeHu. [na nogknioveHnsa Heobxoanmo
y3HaTb NapameTpbl 6ecnpoBOAHOM CETU, NOAKMNIOYMTL KaMepy nNpu nomowm kabens Kk NpoBoOgHOWN
ceTun, NoNy4YnTb AOCTYN K BEG-MHTEPdENCY Kamepbl K, BbibpaB HeobxoaumMyto 6eCcnpoBOLHYIO CETb,

NOOKITIUNTBLCS K HEW (CM. NYHKTbI 6.3).

6.2. NopgkntovyeHme K 6ecnpoBogHon ceTn ¢ nomolybo WPS

Ona nogkntoveHnst IP-kamepbl k Bawen 6ecnposogHon cetu no WPS BbInonHute
cnefyouine AencTBus:

War 1: nogkniounTe IP-kamepy K WMCTOYHMKY nuTaHua S5 B n3 komnnekta nocTasku,
pacrnonoxme ee B 30He yBepeHHoro npuema Wi-Fi-curHana mappyTtumsatopa.

LWar 2: goxauTech NOMHOW 3arpy3ku Kamepbl (2-3 MUHYThI).

LWar 3: HaxmuTe Ha maplupyTtudatope kHonky [WPS] v yaepxvsante 2-3 cekyHabl. [1pn aTom
nHankatop WPS (ecrnn TakoBOM MMeeTCsl) Ha4yHeT mMuratb (CM. PYKOBOACTBO MO 3KcnnyaTaumu
MapLupyTmusartopa).

LWar 4: HaxmuTte Ha IP-kamepe kHonky [WPS] 1 yaepxusante 2-3 cekyHabl. Miankatop WPS

Ha Kamepe 3aropuTCcst CUHUM LBETOM (NepecTaHeT ropeTb Nocne YCTaHOBKN CBSA3M).

PykoBoacTBo no nogkntoyeHuio IP-kamepbl B22CRW
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BewAnD Inasa 6 Hacmpotuixa 6ecnposoonozo (Wi-Fi) coedunenus

BHUMAHMUE!

Wi-Fi-maplwpyTtmnsatop unvM TOYKa [JOCTyna, K KOTOPOMY/KOTOPOW MNPOWU3BOAUTCS MOAKIOYEHNE,

porkeH/gomkHa nogaoepxmnBatb TexHonornio WPS. Kpome Toro, gormkeH ObiTb BkMtoveH pexum PBC

(Push Button Connection).

Ecnu Bce warn BbINONHEHbI MPaBUiIbHO, U Kamepa nogkmntodeHa k Bawen Wi-Fi-cetn,

BbIMOSHATL OENCTBMUS, ONUCaHHbIE B NyHKTe 6.3, He TpebyeTcs.

6.3. Noaknto4vyeHne K 6ecnpoBOAHON CETU BPYUHYIO

Ecrin KamMmepy He yaaeTCd NOAKMKYNUTb No WPS, TO HeO6XOD,VIMO caenaTtb 3TO BPYYHYHO:
War 1: onpeaenntb TeKywmne napamMmeTpbl 6eCI'IpOBOD,HOFO NOoAKINK4YEeHUA.

LWar 2: HacTpouTb BecnpoBogHOE NOAKITIOYEHME.

,D,aHHbIe waru I'IO,EI,pO6HO OonncaHbl HXe.

6.3.1. OnpepeneHue TeKyWMX NnapamMmeTpoB 6ecnpoBOAHOro NOAKMNHYEeHUsA

Ona Hactponkn Wi-Fi-coeanHeHnss Heobxognmo, 4tobbl IP-kamepa B22CRW pa6otana B
Bawen 6ecnpoBogHomn Wi-Fi-cetn coBmecTHO ¢ MK, ¢ KOTOporo nponsBoanTcsa HacTponka.

OnpegenuTb napameTpbl 6€CNPOBOAHOIO NOAKMIOYEHNST MOXHO CriegyowmmMmmn cnocodamu:

Cnoco6 1: 3antn yepes BebO-MHTEPGENC B MEHIO HAcTpoek Bawero mappyTtmsaTopa u
onpegenuTb HacTponku GecrnpoBOAHOr0 NOAKMOYEHUA MapLupyTudatopa (CM. PyKOBOACTBO MO
aKcnnyaTaumm mappyTtmnsartopa).

Cnoco6 2: Onpegenutb napametpbl Wi-Fi-cet npu nomowwm gpyroro obopyaoBaHus,

NMOAKMIOYEHHOrO K Hel (Hanpumep, HoyTbyka).

NMPUMEYAHUE!
HasBaHUs HEKOTOPbIX MYHKTOB MEHK M (YHKLUUA Ha CKpUHLWOTax B gaHHOM PykoBoacteBe MoOryT
oTnn4yaTtbCs OT TakoBbIX B Bawuen Bepcun Windows, ogHako anroputm npMBeaeHHbIX JENCTBUI ABNsieTcs

YHuBepcaribHbIM.

PaccmoTpum npouecc onpefeneHnss HacTpoek ©6ecnpoBOAHOW CeTM Npyv  NOMOLLM
NOAKIIOYEHHOrO K Her HoyTbyka.

OTtknitounte oT HoyTOyka kabenb Ethernet (ecnv TakoBOW MOAKMOYEH) M NOAKIOYUTECH K
Bawen Wi-Fi-cetn.

Mocne noakniovenns kK Wi-Fi-cetn Haxxmute lMyck — lNMaHenb ynpaeneHus (Puc. 6.1).

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B22CRW
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I'nasa 6 Hacmpoiixka 6ecnpogoonozo (Wi-Fi) coeounenus

:E Intmmet Eeplorrer
SEYS
5 Mecroscét Dtfice Eoced 2007
] Bresnen
DR Senve
@ BREControlier
ﬁ BESRD I s
ﬁ BEESRE Plaer

s
., Crymbi

-
,ﬂ- Cyacflisl KOk brToE

* Boe nporpanm

Puc. 6.1

B OTKpbIBLUEMCA OManoroBomMm OKHe Bbl6epI/ITe NYHKT «npOCMOTp COCTOAHUA CeTUn "

3apay» B pasgene «Cetb u UHTepHeT» (Puc. 6.2).

HacTpolika napamMeTpos KoMMsloTepa

Cuctema v GesonacHocTs
TpoBEpKa COCTORHNA KOMNBHOTERS
ApPXWMENPOEAHINE A3HHB KOMIBIOTERA
Mowck i ncnpasnenne npobnem

ﬁi |ﬂ§ocmo‘rp COCTORHMA CETH W 33434 I

Beifop napameTpos gomMatuHel Fpynne u obuero
ADCTYNa K ABHHBIM

OBopyaoBaHUE 1 3BYK
lNpocmoTp yCTPORCTE W MPHHTEPOE
AloBasnenue ycTpoiictea

Mporpammo:

Vaanexue nporpaMmel

Puc. 6.2

Tipryramsma
Whitpamdniin

Bhymina

Hrpes

Enursinten

L

YCTROACTR I AT e

Tiporpaussd N v DA H R

Crpamea n nogaeneEs

MpocmoTp:  Kateropua =

YueTHble 3aN1cK NoAb30BaTeNei n

CEMENH...
'a' JoBasnenne u yaaneH1e yUETHEIX 3anncen
nons3osaTenci

B YcTaHoBKa poanTENLCKOrD KOHTPONA ANA BCEX
NOb30BATENEH

OdopmaeHie M NepcoHanMsaLma
Vimererne Temel

Vzmerenne pona pabodero crona
HacTpoiika paspeluenng 3kpana

Yacel, A3bIK U PErvoH

ChieHa packnagin KnaBnatypbl WM ApyTix
cnocoBos 8E0Aa

Vsmerenne asbika wHTepdeiica

CneuvansHble BO3MOXHOCTH
Pexomerngyemeie Windows napamerpet
OntumMuzaumns nsoBpakeHnd Ha IKpaHe

B oTkpbiBLUIEMCA OKHE HaxmMuTe «BecnpoBogHoe ceTeBoe coeaunHeHue» (Puc 6.3).

NMPUMEYAHUE!

I'Ipvl HaNM4YMM HECKONMbKMX CETEBbIX NOLKITHOYEHNI Bbl6epV|Te 6eCI'IDOBO}J,HOG noAKrn4YeHne, K KoOTopomy

nrnaHnpyeTcd nNnoAKMYnTb | P-Kamepy.

SEC.RU

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B22CRW
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‘ Tl Fiin apcryms iy
el . 1 ..

Fhwbrirme CETEE M (SR Y
digi Hecmmiis rororn muuen i cen

HECTROHIs BErnpaeadsart, Wit o nOeoHon, BOsAsorD, TRearo wan YEN-noao rees-en
WA 08 BTG A BAHLAT THIET DS i To-LiS BTV

Mogeaoueine wm HaEfopeon NOg =t & SechsoesaHonsy, RpBARLHOLT MEgmusLy
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Puc.6.3

BHUMAHUE!
Ecnu y Bac HeT Takoro nyHkTa MeHto, ybeautecb, 4to Baw HoyTOyk nogkntodeH k Wi-Fi-cetn. [ins atoro

npoBepbTEe, OTKIIOYEH NN OT HOYTOYKa ceTeBow kabenb n BknoveH nu agantep Wi-Fi. Ecniv o6a ycnosus

BbINOJSTHEHDI, AAHHbIN NYHKT MEHIO OOJDKEeH ObITb OOCTYyNeH.

B otkpbiBwemca okHe (Puc.6.4) Hangute umsa Bawen 6ecnpoBogHon cetn — «SSID».

3anomMHuTe NMBOo 3anuLIUTe Ha3BaHUe CeTU, OHO NoHaZobUTCa B AanbHelLeM.

(] Cocroanue - becnpoBoaHan ceTe
. Obuwme
MNofkayeHe — —
IPv4-nogknioqeHe: WHTEpHET
IPVE-TI0AKNIOHEHME: Bes nocTyna K ceTi
CocToaHWe cpeabl: MoarnoYeHo
{ss1D: AsUS)
AnvTensHoCTs! 00:00:11
CrOpOCTE: 54,0 MbuT/c

KadecTeo aurHana:
3

(| CeeaeH1A... l [ CeoiicTsa becnposoaHoi ceTh l

AKTHBHOCTD

]
OThpaEneHo — L“,., ——  [puHaTto

BaiiT: 17 569 26 258

[yl CeoiicTea :®'OTK.I'I|0‘-MTI:|: [JnarHocTka

| 3aKphITh

Puc.6.4

Haxmute kHonkn [CBepeHusa] n [CBoncTBa 6ecnpoBoaHomn cetu].

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B22CRW
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BewARD Inasa 6 Hacmpotuixa 6ecnposoonozo (Wi-Fi) coedunenus

B OTKpbIBLUMXCSI OKHAx COOEPXUTCA WMHopMauus O Tekywem GecrpoBOAHOM CETEBOM

nogknoyeHun (Puc. 6.5).

CBEAEHWMA O CETEBOM NOAKAHYEHNA Ceo@cTea Becnpopogsofi cate ASLIS ﬂ
CEEAsHUA O MOAKMIYSHAM K CETH: Mo | Bexonscooms
Ceoictso 3HaueHue
OnpeneneHHLIA ANA NG .. [ T SesoracacTe! WAl Persrel X .]
Crmcanume D-Link AirPlus Xreme G DWLAG132 Wire [ T — A5 =
Puznieckuid agpec 00-15-5B-65-25-8B
DHCP axhiien Oa [Erecel Besoraienctn it | passwere] 1
c [Pud 192.168.1.10 e
Macka nogcem [Pvd 255 255 25510
ApeHpga nonmyueHa Zwona 2016 . 14:42:35
ApeHpa uoTeraeT Swiona 2016 . 14:42:44
fLLImos no ymonyaHuie 1P 152168 1 ‘_I)
DHCP-cepeep IPvd 152.168.1.1
DMNS-cepeeprl [Pvd 152.168.1.1
192.168.0.254
WINS-cepeep |Pvd
Crywfa MNetBIOS vepes... [a z 3
0N e T R AT
£ >
_3aK|3bITb -|
e o e
Puc. 6.5

3anmwunTte oTMeyeHHble Ha PucyHke 6.5 napameTpbl, a nmeHHo: [Agpec IPv4], [Macka
noacetn IPv4], [lLUnto3 no ymonyanuw], [Tun 6e3onacHocTtu], [Tun wudcdpoBanua], [Kniou
6e3onacHocTu]. 3TN AaHHble NOHAAOOUTBLCS ANsi HACTPOWKM GecnpoBOAHOrO NOoAKMtYeHus |P-

KamMmepbl BPYYHYIO.

6.3.2. HacTpowka napameTpoB 6ecrnpoBogHoOro nogknoyeHus IP-kamepbl

MogkntounTte IP-kamepy K Baluen npoBogHON CETU MNK HANPSMYHO K KOMMboTepy. [ns aToro
NoaKMYnTe OANH KoHew, kabens naTy-kopa K CeTEBOMY pasbeMy KaMephbl, a BTOpon koHeL, — kK LAN-
nopTy MapLupyTusaTopa unu komnototepa. lNonyunte gocTyn K Kamepe, UCNosib3ys 3TO NPOBOAHOE

COeNHEeHne, ONUCaHHbIM Bbille cnocobom (cm. [nasy 5).

NMPUMEYAHUE!

Internet Explorer gomkeH ObiTb yCTaHOBIEH kak Gpay3ep No yMOn4aHuio.

MNocne nonyvyeHuna Oocrtyna K Kamepe " yCI'IeLIJHOIZ aBTopunsaumnn Bl yBunauTe rmaBHoe OKHO

ee Beb-uHTepdpenica (Puc. 6.6).

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B22CRW
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BEE\VARD T r— e, st
B T O o B e o e i e : oy [

Puc. 6.6
Ona wun3ameHeHus HacTpoek 6ecnpoBOOHOIO COEAMHEHUS KaMepbl HaXMUTE  KHOMKY

[HacTpouku] n nepengute B meHio Cems — Wi-Fi (Puc. 6.7).

Be\WARD

NokansHee
Aynwo

Emnaeo EXRNIUMTE
CeTh CTamye: cosguHeRHR |He nogencueHs
» DOHIEHNE WAL appes

T gt
OBnapywenne Wi-Fi Tougn gocTyna

GEaonacHoCTE Karan

Mo 300255 paints found
» Bonjour
> E-mall

* FTR

» PPTP

* ATSR

> HTTPS

> Yoanaunene

Janmcs

Tpegora

CHCTEMHLIE

Puc. 6.7
Ha gaHHon cTpaHuLue OTMeTbTe rarnoykon nyHKT [BkrnouunTs].
Mpwn BkntodeHnn Wi-Fi coeanHeHnss HaYUMHaeTCa aBTOMaTUYECKUIA MOUCK JOCTYMNHbBIX CEeTEN.

MNocne 3aBepLUeHnsd Noncka Bbl MOXeTe Bbl6paTb ceTb B Tabnumue HXe 1 NOAKNI0YNTBCA K HEN.

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B22CRW
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BbIGGpVITe OBOMHbIM LLLENYKOM JIEBOM KHOMKW MbILUK Bally TOYKY AOO0OCTyna B TaGJ'II/ILl,e

[O6HapyxeHue Wi-Fi Toukn poctynal. lMpu atom Bcst Heob6xoamMmasi MHhopmaunsa Kpome napons
3anonHUTCA aBTOMaTUYECKM.

BeeguTe naponb N8 NOAKMOYEHUs K Ballen Touke agocTtyna B none [Maponb]. BBognmeble
CMMBOSblI MO YMON4YaHuio CcKpblTbl. OTOBpa3nTb BBEAEHHbIE CUMBOSbLI AMS NPOBEPKM MOXHO
Ha)KaTMeM Ha NMUKTorpamMMy «rras» B NpaBOW YacTu 4aHHOIO Monsi.

HaxmuTte kHonky [CoxXpaHUTb] B HWXKHEN YaCT OKHA OJ1s1 COXPAHEHUs] BCEX U3MEHEHUIN N
noaknodeHus K Todke goctyna Wi-Fi.

Mogoxante HekoTopoe BpeMsi (2-3 MUHYTbI), MOKa HOBblE HACTPOWKW BCTYMSAT B CUNY WU
3aBepLUNTCS NPOLEeCC NOAKITYEHMS Kamepbl No 6ecnpoBogHOMY COEANHEHUIO.

Mocne ycnewHoro nogkno4veHns k Touke goctyna Wi-Fi B none [CtaTtyc coegnHeHuns] Bbl
YyBUAOMTE COOTBETCTBYIOLLYIO 3anunCb, a WPUMT NOOKIHOYEHHOW TOYKM AOCTyna B CMMCKE CTaHeT
XUPHbIM.

Ecnn Bbl He XxOTWMTe MCMNofnb3oBaTb OMUMIO aBTOMaTU4ecKoro npuceoeHus |P-agpeca
GecnpoBoaHoro agantepa unu B Bawen cetn Het DHCP-cepBepa, To BaM HEOOX0AMMO pacKpbiTb
MeHto [lononHuTenbLHO].

CHumuTe mapkep onuun [MonyunTb IP-agpec aBTomaTuyecku] ans sesoga napametpos IP
BPYYHYIO, Npu 3TOM HeobGXOAMMO BBECTW KOppPeKTHble 3HayeHust B nons: [IP-appec], [Macka
nopcetu], [lLUnto3]. [1na aToro o6patntech K paHee 3annucaHHbIM HacTporkam 6ecnpoBogHON ceTu

(cM. NnyHKT 6.3.1) 1 B COOTBETCTBUMN C HUMW YCTaHOBUTE BbllleyKa3aHHble NapameTpsbl.

NMPUMEYAHMUE!
Mpu atom IP-agpec kamepbl 4OMmMKeH ObITb YHMKAMNbHBIM MU HE NOBTOPATL agpeca ApYyrux YCTPOWCTB B
noAceTun, a macka nofAceTu W W3 AOMKHbI coBNaaaTth C 3anncaHHbIMU paHee 3Ha4YeHUAMM.

Mpn HeobXxooMMOCTM ANS HACTPOWKM CEeTEBbIX MapamMeTpoB obopyaoBaHus obpatutecb Kk Bawemy

ceTeBoOMy aMUHUCTPATOPY.

B cnyyae HeobGxogumocTy no aHanorum 3anonHute nons [Mpegnountaembin DNS],

[AnbTepHaTuBHbIN DNS].

B cnydyae ecnu Bce HacTPOWMKWU BbINOMHEHbI NPaBUIIbHO Bbl CMOXeTe MOony4YnTb AOCTYN K
kamepe Yepes GecnpoBoaHOE NOAKIYEHNE.

HacTponka 6ecnpoBogHoro coeanHeHunst ans IP-kamepbl 3aBepLueHa.

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B22CRW
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BewAnD Inasa 7. llooknouenue IP-kamepol k cemu Unmepnem

MnaBa 7. MNogkntoyeHue IP-kamepbl K ceT UHTepHeT

7.1. O6wue cBeaeHna o noaknoveHun IP-kamepbl kK cetn UHTepHeT

Mpun ycTtaHoBke IP-kamepbl 06bI4HO TpebyeTcst UMETb K HEN 4OCTYN HE TONMbKO U3 NOKarbHOM

ceTn, HO N n3 cetn VIHTepHer.

B aTom cnyyae ans ogHoBpeMeHHon paboTbl KOMNbIOTEPOB, HOYTOYKOB, IP-kamep 1 gpyroro

obopyanoBaHuns B ceTn MIHTepHeT, Yalle Bcero, MCNonb3yeTcs MapLLpyTmM3aTop.

Mpn opraHusaumm poctyna K IP-Bugeokamepam u3 cetn WHTepHeT, Kak npaBuro,

ncnonbe3yTca creaylowmne Tpu BapuaHTa:

1. VmeeTcs BblOeNeHHbIn npoBangepoM BHeWHWn ctatudeckun |IP-agpec nnu PPPoE-
coeaunHeHue. MNpu atom, gaHHbIn IP-agpec (unn PPPoE-coeanHeHne) ncnonbadyertca ons
NOgKITHOYEHUS TONbKO 0aHOW IP-kamepbl 1 HE MOXET ObiTb HA3HAYEH eLle Kakomy-rmbo
YCTPOWNCTBY.

2. WNmeeTcsa BblAENEHHbIA MpoBangepoM BHELWHWW ctaTtudeckun |P-agpec, KOTopbIn
NCNonb3yeTcsa Ans NoaKItoYeHns K ceTn MHTepHET NoKanbHOW ceTu, K KOTOPOK, B CBOKO
oyepedb, NMaHMpyeTca MNOAKMOYUTL OOHY WM Heckonbko IP-kamep. [lpu Takom
NOOKITIOYEHUN NCNOSNb3yeTcsl MapLlpyTmusatop. [Npn 3ToOM YMCno NogKItoYaeMbIX KaMmep
3aBUCUT, B OCHOBHOM, OT KONIM4YEeCTBa NEpEHa3HavYaeMbIX MapLLpyTU3aTopoOM NOpTOB.

3. lNpoBangep He BbliensieT BHewWwHWW ctatudecknn IP-agpec. IP-agpec HasHavaeTcA
npoBangepomM ANHAMMUYECKN, TO €CTb TakK, YTO MPU KaXXgoM HOBOM MOOKMHOYEHUN 3TOT
agpec npvcBamBaeTCsl 3aHOBO M M3MeHsieTcs B npouecce paboTbl (Takas cutyaumst
ocobeHHO xapakTepHa npu pabote yepe3 ADSL n GPRS). B atom cnyyae, 4TOGbI
obecneuntb BO3MOXHOCTb MOLKIOYEHUS OOHOW WM HECKOSMbKUX Kamep K ceTu
MHTepHeT, BHE 3aBMCUMOCTU OT TOro, kakon IP-agpec BbiaeneH NnpoBanaepom B AaHHbIN
MOMEHT, HeobxoauMmoO  3adencTBoBaTb  MHTEpPHeT-cryxbbl,  paboTawowme ¢
OVNHaAMUYECKUMU agpecamu.

Hanee, aTM BapuaHTbl opraHu3aumm poctyna kK IP-kamepam un3 cetn WHTepHeT OyayT

paccMOoTpeHbl nogpobHee.
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7.2. Ucnonb3oBaHue ctaTu4veckoro IP-agpeca

Ona nogkntoyeHuns IP-kamepbl k cetn MHTepHET HeobXoouMO U3MEHUTb €€ ceTeBble
napameTpbl B COOTBETCTBUM C JaHHbIMW, NOMYy4YEeHHbIMW OT NpoBangepa. Kak npasuno, nposangep
npegocTtaBnsieT crneylowme ceTeBble HacTpouku: IP-agpec (B gaHHOM cnyyae, CTaTUYEeCcKUin),
Macka nogcetn, CeteBon wnto3 u agpec DNS-cepsepa.

[nsa nonyyeHuna goctyna K IP-kamepe yepes ceTb VIHTepHET no ctatuyeckomy |IP-agpecy
Heo6xoa4nMO BbINONHUTL CrieaytoLme warm:

War 1: nogkntounte IP-kamepy Hanpsamyto k Bawemy TK.

LWar 2: nsmeHuTe ceteBble HACTPOWKM NPOBOAHOIO coeanHeHus IP-kamepbl (CM. NyHKT 5.5
AaHHoro PykoBoacTBa) B COOTBETCTBUM C HACTpoWkamu, npegocraBneHHbiMv Bawnm WHTepHeT-
nposangepom (Puc. 7.1).
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War 3: nogkntounte IP-kamepy k BblaeneHHon cetu Ethernet.
Ecnu Bce napameTphbl yka3aHbl BEPHO, kKamepa OoMmkHa ObITb AOCTYNHa B ceTn VIHTEepHeT.
B npvBeageHHOM npumepe npoBangep NpegocTaBun creaylolwme AaHHbIe:
e IP-appec: 173.194.122.202
e Macka nogcetu: 255.255.255.252
e OcHoBHOWM Wnto3: 173.194.122.211
e DNS-cepBep 1: 173.194.122.1
e DNS-cepBep 2: 173.194.122.2

B obwem cnyyae, ana obpaweHuns Kk IP-kamepe vyepes ceTb VIHTEpHET B agpecHoOn CTpoke

Opaysepa BBoguTcs cnegyowwmi 3anpoc: http://<IP>:<Port>, rge <IP> — IP-agpec kamepbl, <Port>
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— 3HayeHune HTTP-nopta. Tak Kak B JaHHOM rnpumepe wucnosnb3dyetcd 3HadeHune HTTP-noprta,

3agaHHoe no ymonyaHuto («80»), To, 4Tobbl ObpaTUThLCA K IP-kamepe 4vepe3 ceTb VIHTEpHeT,

Heobxoaumo HabpaTb 3anpoc «http://173.194.122.202».

NMPUMEYAHUE!
Mpu nogkntodeHun Kk kamepe yvepes HTTP-nopT, 3agaHHbIN NO yMON4YaHutoo (3HaveHne paBHO «80»),

3anpoc B agpecHoun ctpoke 6paysepa umeet sua: http://<IP>,— roe <IP> — IP-agpec kamepbl.

7.3. Ucnonb3oBaHne PPPoE-coeauHeHuns

WHTepHeT-npoBangep He Bceraa MoxeT obecneynTb NOAKMYEHWE No ctatudeckomy |P-
agpecy. Yale Bcero, nposangep opraHu3yeT A4ocTyn K ceTu VIHTepHeT Yyepe3 PPPoE-coeagnHeHme.
B aTom cny4ae, oH npegocTasnseT aboHEHTY MMS NoNb30oBaTens 1 Naporb.

IP-kamepa B22CRW nopaepxnBaet PPPoE-coeguHenve. [Onss ero wmcnonb3oBaHusi
Heo6xoanMO BbINONHUTL CrieaytoLme warm:

War 1: nogkntounte IP-kamepy k Bawei nokansHom cetr unu Hanpsimyto K MK (cm. Masey 5).

War 2: songute B meHto PPPoE-HacTpoek IP-kamepbl: Hacmpolku — Cemb — PPPoOE.

War 3: B TekcToBbIX Nonsax [[lonb3oBatens], [[laponb] BBeanTe 3Ha4YeHUs:, NONyYEHHbIE

oT NHTepHeT-npoBanaepa (Puc. 7.2).
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War 4: Boibepute Tnn wudposaHua “CHAP” wnu “PAP” ans npoBepkM MNOAJSIMHHOCTU
coeaVHEeHUs.

LWar 5: Ang npuHATUA U3MEHEHUI HaXXMUTe KHOMNKY [CoxpaHuTb].

BHUMAHMUE!

Ons BCTynINeHna ceTeBblX NapamMeTpoB B CUITY Tpe6yeTC$| nepesarpyska yCTpOﬁCTBa.
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War 6: nogkntounte IP-kamepy Kk BblaeneHHon cetu Ethernet.

BHUMAHUE!
Mocne nogkntoyeHus IP-kamepbl k BolgeneHHon cetn Ethernet ona 6yaet goctynHa B cetu MiHTepHeT nog

IP-agpecom, npucBOeHHbIM el Bawimm npoBarigepom n otobpaxaemblM B none [Agpec] (cm. Puc. 7.2).

[na obpaweHusa k IP-kamepe B ceTn NHTepHET B agpecHon cTpoke Opaysepa BBoOAUTCA
cnenyowmin 3anpoc: http://[<IP>:<Port>/— roe <IP> — IP-agpec kamepsbl, HasHa4yeHHbIn Bawwmm
nposangepomMm npu yctaHosrneHmn PPPoE-coeguHenus, <Port> — 3HayveHue HTTP-nopta (mo

ymon4yaHuio pasHoe «80»).

NMPUMEYAHUE!
Mpu nogkntodeHun K kamepe yvepesd HTTP-nopT, 3agaHHbIN NO yMOnYaHutoo (3HaveHme paBHO «80»),

3anpoc B agpecHon cTpoke 6paysepa umeet sua: http://<IP>,— roe <IP> — IP-agpec kamepbl.
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7.4. MNoaknto4yeHne 4epe3 cetb WUHTepHeT K IP-kamepam, Haxogsawmmcs B

noKanbHOM ceTu
Ecnu goctyn B ceTb VHTEpHET ocyllecTBnseTca no BblgeneHHon nuHun Ethernet nnn no

ADSL, onst nogkntoYeHus NoKanbHON CeTU UCMOoNb3yeTcs MapLupyTmn3aTop.

BHUMAHUE!

[na vcnonb3oBaHUA OaHHOMO MeTOAa MOAKMYeHWs Heobxooumo 3apaHee npuobpectn y Bawero
nposaigepa MYBJIMYHBIA CTATUYECKWUI |P-agpec. [MpoBaiigep npenocTaBnsieT, Kak MpaBumIio,
OVNHAMUYECKUA BHYTPEHHWIA IP-agpec, koTOpbI [OCTYNEH TOMbKO B MOACETV nNpoBaiiaepa.

MoaTtomy yTouHuTE TMN ucnonb3dyemoro Bamu IP-agpeca 3apaHee.

[na Toro 4yToGbl nogkntounTbes K IP-kamepe M3 cetn MIHTepHeT, Hago obpatuTtbes no IP-
agpecy, BblgaHHOMY npoBangepoMm («BHeWHUNy IP-agpec maplupytmsartopa), 1 K onpegeneHHoMy
HTTP-nopty.

BHUMAHUE!
Mpwn obpawyeHun n3 cetn IHTepHET Ans BCeX KaMmep, HaxoadaLmMXcsa B OOHON NOKanbHOM CETH, CyLLeCTBYET
TonbKO oauH IP-agpec (BblgaHHbIM npoBangepom). [oaTomy Ans AocTyna K 3TMM Kamepam Heobxoanmo

KaXkOon Ha3HauYnTb CBOM rpynnbl NOPTOB.

[nsa aTtoro TpebyeTcsa BbINOMHUTL Criegyowme AeNCTBUSA:

e VameHUTb ceTeBble NapamMeTpbl |IP-kamep B COOTBETCTBMM C HACTPOMKAMK, NPUHATLIMU
B Bawen nokanbHom cetn (CM. NyHKT 5.5 ANsS NpOBOAHOrO MOAKIKOYEHMS Kamep K
foKarnbHOW ceTn).

e Hactpoutb yHKUMIO nNepeHanpaBneHns noptoB. [HaHHaa yHKUMA nossonseT
nepeHanpaeBnatb obpalleHna u3 cetm WHTepHeT K KakoMy-nmbo YCTPONCTBY,
NOOKIOYEHHOMY K NokanbHowm ceTu, ¢ BHewHero WAN-unHTepderica mapLipytmsatopa
Ha ero BHyTpeHHUNn LAN-uHTepchenc un obecneymBaeTcss NpPakTUYECKU NHOOLIM
COBPEMEHHbBIM MapLUPYyTU3aTOPOM.

Mpn atom, cyuwlectByeT ABa crnocoba HaCTpOMKM MapLlupyTudauumn (nepeHanpaBreHuns

nopToB):

e ycnosib3oBaHne TexHonorun UPnP B kamepe 1 mapLupyTmnsaTope;

e pyyHad YyCTaHOBKa nNapamMeTpoOB MepeHanpaBreHns MNopToB B  Kamepe WU

mapLupyTusaTope.
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7.4.1. Ucnonb3oBaHue TexHonorum UPnP

[nsa opraHusauuun goctyna K IP-kamepe ns cetn VIHTEpHET HY)KHO caenaTb criegyiollee:

e PaspelwmTb Ucnonb3oBaHne 1 HacTpouTb pyHkumo UPNP Balwero maplipyTtusaTopa.

NMPUMEYAHUE!

Hactporika dyHkummn UPnP maplipyTtnsatopa gomkHa 6biTb OnnucaHa B npunaraeMon K HeMy UHCTPYKLUA.

BHUMAHMUE!
He Bce mogenu mapLupyTmsaTopoB nogaepxumsatot dyHkumo UPNP ons nepeagpecauumn noptos LAN- 1
WAN-unHTepdencos. Ecnn Baw maplipyTusatop He nogaepXuBaeT OaHHy YHKUMIO, TO OH Tpebyet

OOMONHUTENbHOW HACTPOWKK (CM. NYHKT 7.4.2).

e Paspelwwntb ncnonb3oBaHne n HacTpouTb oyHKkumnio UPNP IP-kamepsl.

BHUMAHUE!
Mpu ncnonb3oBaHum UPNP yganeHHbI NpocMOTp BMOEOMNOTOKA C ABYX W Goree kamep MOXeT He
paboTtatb nn6o paboTaTb HekoppekTHo! Ecnv y Bac Bo3HMKNM npo6rembl, HacTpoiTe napamMeTpbl

nepeHanpasBneHns NOPTOB BPYUHYH (CM. NYHKT 7.4.2).

LWar 1: B meHio Hacmpoliku — Cemb — OCHOBHbI€ OTMETbLTE raniouKon NyHKT « Bknountb
nepeagpecaumio NOPTOB», YTOObLI BKITHOUMNTL (DYHKLMIO Mepeagpecauumn NnopToB MapLipyTM3aTtopa
(Puc. 7.3).
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War 2: oTtmeTbTe ranoykon nyHKT «lMonyuynTb HacTpoukun UPnP-cepBepa

aBTomMaTuMyecku» n Haxmute [CoxpaHuTb]. lMocne 3TOro B COOTBETCTBYHOLMX Monsx 6yayTt
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ykasaHbl IP-agpec UPnP-cepBepa, BHewHW IP-agpec kamepbl 1 3Ha4eHUst ee NpoBpPOLLEHHbIX, TO

€CTb BHELLHWX, NOPTOB.

Ecnu B Bawwen cetn Heckonbko UPnP-cepBepoB, TO, YTOObI NOAKMIOYMTBCSA K OOQHOMY U3 HUX,
cHumuTe ranodky «Monyuutb Hactpomku UPnP-cepBepa aBTOmMatu4yecku», B none «UPnP-
cepBep» BBeaute Tpebyembin |IP-agpec n Haxmute [CoxpaHutb]. [locne aTtoro B
COOTBETCTBYIOWMX Monax OyayT ykasaHbl BHewHun |P-agpec kamepbl W 3Ha4YeHUs ee
NPoBpPOLLEHHBIX MOPTOB.

LWar 3: 4To6bl NoNy4YnTb 4OCTYN K Kamepe nu3 cetn MHTepHeT, Hago obpaTUTLCA K HEW MO ee

BHelWHeMy |P-agpecy 1 HasHavyeHHoMy en nopTy HTTP.

7.4.2. HacTpowka py4HOM nepeagpecaumm NOpPTOB MapLupyTusaropa

PaccmoTpum 3agady nogkntodeHust |IP-kamepbl Kk cet WMHTEpHET C  MNOMOLLbHO
mMapuwpyTtmnsatopa TP-Link TL-WR2543ND (HacTporika 6onblnHCTBA (OYHKUMA MapLUpyTU3aTopoB
pasnnyHbIX MOAENEN BbINONHAETCHA CXOXUM 0bpasom).

Cuntaem, 4YTO NOAKIOYEHUE MapLUpyTM3aTopa K NlokanbHOW ceTn n cetun VIHTepHeT yxe
HacTpoeHo. MaplipyTtusatop umeeT cnegyowmin nyonuyHbIn ctatnyeckni |IP-agpec, BblgaHHbIN
NHTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupytusatopa): 173.194.122.201.

JlokanbHas ceTb umeet IP-agpeca B gnanasoHe «192.168.1.1 — 192.168.1.255», npudem
«192.168.1.1» — «BHYTpeHHu» |P-agpec wmapwpyTtmnsatopa (IP-agpec LAN-uHTepdenca
MapLupyTusatopa), «192.168.1.199» — IP-agpec kamepsbl. [1ns HACTPOMKM UCMONb3YyeM KOMNbIOTEP,
NOOKITHOYEHHbIN K 3TOW JTIOKaNbHOW CEeTH.

Ona nogknioyeHna IP-kamepbl K ceTn WHTepHeT TpebyeTca HasHauuTb MOpThbl, vepes
KoTopble ByaeT ocyLecTBNATLCA BHELUHWUIA AOCTYN K €e HAaCTPONKaM 1 K BUAEONOTOKY C kamepsbl. B
nokanbHOM ceTu aTu NOPThbl MO YMONYaHWo UMeIT cneytowme sHadenms: HTTP-nopt — «80», MopT
AaHHbIX — «5000», RTSP-nopt — 554.

BHUMAHUE!
Mpun obpaLleHnn 13 cetn VIHTepHeT Ans BCcex Kamep, HaxoOsALWMXCs B O4HOW NIOKalNbHOW CeTH, CyLLecTByeT
Tonbko oavH IP-agpec (BblgaHHbIN NpoBaigepom). [oaTomy Ans 4OCTyna K 9TUM Kamepam Heobxoanmo

Ka>K,EI,OI7I Ha3Ha4YnTb CBOWU rpynnbl MNOPTOB.
[na nameHeHns noptoB IP-kamepbl BbINONHUTE crieayowme 4encTBuS:
BHUMAHUE!

I'IopT OaHHbIX obs3aTtensbHo AOJDKEeH TPpaHCIMpoBaTbCA «TMOPT B NOPT». COOTBeTCTBeHHO, Aana Bcex Kamep

HeobxoaumMo 3aaaThb pa3nn4yHblie 3Ha4YeHnA NnopTa AaHHbIX.
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War 1. B BebG-uHTEpchelice kamepbl OTKpoOWTe pasden meHw Hacmpoliku — Cemb —

OcHoOBHBIe.
War 2: seeante B none [[MopT AaHHbIX] HOBOE 3HAYEHWE, OTNIMYHOE OT 3HAYEHMS MO

ymon4yaHuio. Hanpumep, nyctb B Ka4yecTBe nopTa AaHHbIX ucnonbadyetca nopT «5001» (Puc. 7.4).
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War 3: Ansa npumMeHeHnss HacTpoek HaXxxmuTe KHonky [CoxpaHuTb].
Takum obpasom, nopTbl Ans JOCTyNa K AaHHOW Kamepe BHYTPW fokanbHOW ceTn ByayT:
HTTP-nopT — «80», MNopT aaHHbIX — «5001», RTSP-nopT — «554».
[nsa BTOpOM Kamepbl MOXHO BblbpaTh cneaytowmne noptol: HTTP-nopt — «80», MopT AaHHbIX
— «5002», RTSP-nopt — «554» n T.4.

Kamepa HacTpoeHa. OcTtanocb NpaBurbHO HACTPOUTbL MapLLpyTU3aTop.

[na HacTpoMKM MapLupyTM3aTopa BbINOJSIHUTE crnegylowme AeNCTBUA:

War 1: BBeguTe B agpecHon cTpoke Opaysepa IP-agpec mapwpyTtusaTopa (B Hawem
npumepe — «192.168.1.1»). B nosiBuBLLEMCA OKHE aBTOpM3aLMn BBeAUTE NOTUH 1M Naporb. [locne
yAa4yHON aBTOpU3aLnm OTKPOETCS OCHOBHAsA CTpaHuua HacTpoek mapipyTtusartopa (Puc. 7.5).
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Puc. 7.5

War 2: Buibepute nyHKT meHwo Forwarding — Virtual Servers. B nossuBLIeMCH MEHIO

HaxmuTe kHonky [Add New] (Puc.7.6).

TP_UNK' A50M Wirelers N Gigaks Rouler

Tt Pl

Puc. 7.6
War 3: gpo6aebTe NpaBuna nepeHanpaeneHus noptoe ans IP-kamepol (Puc. 7.7). 3apante
cneayowme napameTpbl:
[Service Port]: ykaxxnte nopt, KOTOpbIN ByaeT MCNONb30BaTLCA ANst 4OCTYyNa K Kamepe u3

ceTn NIHTepHeT.

NMPUMEYAHUE!
Bo wusbexaHwe KOH(MNMKTOB He uMcnonb3ymTe Ans nepeHanpaBneHus NopTOB 3aperncTpyupoBaHHbIe

3HayeHus. PekomeHayeTtcst ucnonb3oBaHve NopToB AvanasoHa 1124-7999.

[Internal Port]: ykaxute nopt, ncnonb3yembl B JaHHbLIN MOMEHT 4119 JOCTyNna K Kamepe u3
nokansHom ceTu.

[IP Address]: ykaxuTe |IP-agpec kamepsbl, 45159 KOTOPOW HAacTpanBaeTcsa nepeHarnpasneHune.

OctarnbHble NYHKTbl HEe TPebyT HACTPONKMW.

Ho6aebTe npasuno ana nopta HTTP (Puc. 7.7).

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B22CRW
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Puc. 7.7
War 4: Haxmute kHOMnKy [Save], 4Tobbl coxpaHute npasuno. MNpasuno gobaeneHo (Puc.
7.8).
AEEM Wirsiessn M Gagalbit Rowtet
Whenke W 1L AL D
T2 1EE 110G
Aditioe.. | | Enmiesd | | Dssiens | | Dekios
Puc. 7.8
LWar 5: Tem xe cnocobom fobasbTe npasuno Ana nopta RTSP (Puc.7.9).
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LWar 6: n ewe ogHo npasuno ang MNopTta AgaHHbIX (Puc. 7.10).

BHUMAHUE!
HTTP-noptel n RTSP-nopTbl kaMep MOXHO NepeHanpaBnaTh C MOMOLLbIO BUPTyanbHOro cepeepa, 04HaKo

NOpPTbl AaHHbIX Y KaMep OOJIKHbI ObITb Pa3HbIMU N TPAHCNMPOBATbLCA MOPT B I'IOpT!
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Puc. 7.10

LWar 7: ecnu Bl ncnonb3yete HeCkonbko kamep, To Bam HeobxoamMmo noBTopuTh warn 2-6

Ans octanbHbIX kamep (Puc.7.11).

PykoBoacTBo no noakntoveHuto IP-kamepbl B22CRW
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HacTponka mapLipyTmsaTopa 3aBepLueHa.

Tenepb, 4TOBbLI NONY4YUTL AOCTYN K Kamepe 13 ceTn VIHTepHeT, Hago obpatuTbea K Her no
IP-agpecy, BblgaHHOMY nNpoBangepom («BHeWwHu» IP-agpec mapwpyTtusatopa), 1 HasHa4eHHOMY
e nopty HTTP.

B paccmoTtpeHHom npumepe IP-agpec mappytusaTtopa — «173.194.122.201». HTTP-nopr,
Ha3Ha4eHHbIA Kamepe ans nepeagpecaunn,— «81». 3HaunT, ond obpaleHns K Kamepe n3 cetn

MHTepHeT HeobxoanuMo B aApecHon CTpoke Gpay3epa HabpaTb 3anpoc: http://173.194.122.201:81/.

PykoBoacTBo no nogkntoyeHuio IP-kamepbl B22CRW
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Ipunooscenus
MpunoxeHus
MpunoxeHune A. 3aBoacKue yCTaHOBKMU
Hwxe npuBeaeHbl HEKOTOPbIE 3HAYEHUS 3aBOACKMX YCTaHOBOK
HanmeHoBaHue 3HauyeHune
IP-agpec 192.168.0.99
Macka noacetun 255.255.255.0
LWnto3 192.168.0.1
Mmsa nonb3oBatens (agMmHucTpaTopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopt 80
MopT AaHHbIX 5000
RTSP-nopt 554
SMTP-nopT 25
DHCP BbikntoyeHo
NTP-cepBep time.nist.gov
time.windows.com
time-nw.nist.gov
time-a.nist.gov
time-b.nist.gov
PykoBoacTBO no nogkntoyeHuto IP-kamepsl B22CRW
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MpunoxeHue B. NapaHTUnMHbIE 06A3aTenbCTBa

B1. O6wue cBegeHud

a) MNepeg nogkritoueHnem obopyaoBaHUa HEOHXOANMMO 03HAKOMMUTLCS C PyKOBOACTBOM MO
aKcnnyaTaumm.

0) Ycnosus akcnnyaTauumn Bcero obopyaoBaHust 4omkHbl cooTBeTcTBoBaTh [OCT 15150-69,
FOCT B20.39.304-76 (B 3aBMCMMOCTM OT UCMOSIHEHNSA YCTPOWCTBA).

B) [1nsa noBbIlWEHNA HageXHOCTK paboTbl 060pya0oBaHUS, 3aWmUTbl OT OPOCKOB B NUTalOLLEN
cetn n obecneveHnss GecnepebOMHOrO MUTaHUS cnegyeT UCNONb3oBaTb CeTeBble UNbTPbl U

ycTponcTBa 6ecnepebonHoro nnTaHus.

B2. 9nekTpomMarHMTHas COBMeCTUMOCTb

3710 0obopygoBaHMe COOTBETCTBYET TPeOOBaHUSAM 3rekTpomMarHUTHonm cosmectumoctn EN
55022, EN 50082-1. HanpsikeHune pagmonomex, co3gaBaeMblx annapatypon, cootsetcteyet [OCT
30428-96.

B3. OnekTponutaHue

[omKHO coOTBETCTBOBATL NapamMeTpaM, ykasaHHbIM B PykoBOACTBE MO aKchnyaTauum ons
KOHKPETHOro ycTponcTaa. [1nst yCTPONCTB CO BCTPOEHHbLIM UCTOYHMKOM NUTAHUS — 9TO NEPEMEHHOE
HanpsbkeHne 220 B £10%, yactoton 50 'y £3%. [ns yCTpONCTB C BHELWHMM CTabunnanpoBaHHbIM
aganTepoM NUTaHUS — UCTOYHUK NuTaHna 5 B £5% wnn 12 B £10% (HanpskeHve nynbcaummi — He
6onee 0.1 B).

B4. 3azemneHue

Bce ycTponcTtBa, nmetowme BCTPOEHHbIN BNOK NUTaHWs, OOMKHbI ObITb 3a3eMreHbl NyTem
NMOAKMIOYEHN K creunanbHbiM po3eTKam  JNEKTPONUTaHus C  3a3eMiieHMeM Wnu  nytem
HEMNOCPEeACTBEHHOrO 3a3eMiieHust Kopriyca, €eCnM Ha HeM npedyCcMOTpeHbl chneuuvarnbHble
KpenexHble anemMeHTbl. 3as3eMineHne 3neKkTponpoOBOAKM 30aHUA OOMKHO ObiTb BbINOMIHEHO B
cooTtBeTCcTBUU C TpebosaHnamun MY (MpaBuna Yctponctaa AnektpoyctaHoBok). ObopyanoBaHue ¢
BbIHOCHbIMX GnokamMu nNUTaHUA W aganTepamy Takke [OMKHO OblTb 3a3emneHo, ecnu 3To
npeayCcMOTPEHO KOHCTPYKLMEN KOPyCa UMW BUIKK Ha LUHYpe NuTaHus. MOHTaX BO3AYLUHbIX NUHWIA
anekTponepegadn M NUHWA, NPOKNaAblBAaEeMbIX MO HAPYXHbIM CTEHaM 34aHuWn U Ha Yeppakax,
OOIMKEH ObITb BLINOMHEH 3KPaHMPOBAHHbLIM kabernem (Mnv B MeTannopykase), U NNHUWA OOSDKHbI
OblTb 3a3emrneHbl C ABYX KOHUOB. [lpudem, ecnu OAWH KOHEL, 3KpaHa noakm4vaeTcs
HEMNOCPEeACTBEHHO K LUMHE 3as3eMNeHus, TO BTOPOW — MOAKMYaeTCad K 3a3eMeHuo Yepes

pas3psgHUK.

PykoBoacTBo no nogkntoyeHuio IP-kamepbl B22CRW
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B5. MonHue3awumTa

MonHuesawuTa gormkHa cootBeTcTBoBaTb P 34.21.122-87 "VIHCTpyKUMA NO YCTPOUCTBY
MOMHMe3aLnTbl 3gaHni n coopyxennin" n FTOCT P 50571.18-2000, TOCT P 50571.19-2000, TOCT
P 50571.20-2000. Mpwu npoknagke BO3AYLWHbIX MHUA U IMHUKA, NOYLLMX NO HAPY>KHOW CTEeHe 34aHni
1 Mo YepgavHbIM NOMELLEHNAM, Ha BXOAax 060pyaoBaHUS OOIDKHbI ObITb YCTAaHOBMEHbI YCTPOUCTBA

MOJTHMe3alnThI.

B6. Temnepartypa 1 BNaxHoCTb

MakcumanbeHble 1 MUHUMarnbHblE 3HAYEHUs1 TemrnepaTypbl SKCnyaTauMnm U XpaHeHusi, a
TaKKe BNaXHOCTW, Bbl MOXETE NOCMOTPETL B TEXHUYECKOM ONMUCAHMM KOHKPETHOIro 060pya0BaHuS.
MakcumanbHasi pabovas Temnepartypa — 370 TemnepaTypa, BblLle KOTOPOW HE JOSKEH HarpeBaTbCs

Kopnyc yCTPOWCTBA B Npouecce ANMTENbHON paboThl.

B7. PasmelueHue

[Ana BeHTMNSAUMM yCTpOMCTBaA HEOOXOAMMO OCTaBWUTb Kak MUHMMYM no 5 cm cBOGOAHOro
npocTtpaHcTBa no 6GokaM M CO CTOPOHbl 3agHen naHenwu ycTtpowuctBa. [lpu ycTaHoBke B
TEeNeKOMMYHMKaLMOHHbIN LWKad unm CTONKy AormkHa 6biTb obecnevyeHa Heobxoamnmasi BEHTUNALMS.
[Ona aToro pekoMeHOyeTCcsi yCTaHaBnvBaTb B LWKady creynanbHbin 6ok BEHTUNATOPOB.
Temnepatypa OKpyXatLwero Bo3gyxa W BEHTUMNALMA OOMKHbl obecneumBaTtb HeobxoauMmbIv
TemnepaTypHbii pexnm o0opyaoBaHWs (B COOTBETCTBUM C TEXHUYECKUMM XapaKTepucTUKamm
KOHKpeTHOro obopyaoBaHus).

MecTo ansa pasmeLleHnss 060pyaoBaHNs LOMKHO OTBEYaTh CreayoLwmm TpeboBaHNaM:

a) OTcyTCcTBME 3anbINIEHHOCTU NOMELLEHWS.

6) OTcyTCTBME B BO3AyXe NapoB BMaru, arpeccuBHbIX Cpea.

B) B nomewleHun, roe ycrtaHaenvBaeTca o0OOpyaoBaHWe, He OOMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpewaerca pasmewaTb Ha 060pyAOBaHUN NOCTOPOHHME MpeaMeTbl U NepekpbiBaTb

BEHTUNALMOHHbIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opyaoBaHne Heobxoaumo obcnyxmBaTb C NEPUOANYHOCTLIO HE MEHee OOQHOrO pasa B rog
C Lenblo yaaneH1s ua Hero nbinn. JT1o no3sonuT obopynoBaHuio paboTtatb 6e3 cboes B TeueHne

npoaoJIKNUTESNTbHOIO BpEMEHN.

B9. NMoakntovyeHne nHtepdencor
O6opyaoBaHne AOMKHO NOAKNOYATLCA B CTPOrOM COOTBETCTBUM C Ha3HaAYe€HUEM U TUMOM

YCTaHOBIEHHbIX NHTEP(ENCOB.

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B22CRW m
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B10. MNapaHTUiHbIe 06A3aTenbCcTBa

OOO «HIIMN «beBapg» He rapaHTupyeT, 4YTo obopyaoBaHne GyaeT paboTaTb AOMKHLIM
00pa3om B pasnuyHbIX KOHUrypaumsix n obnactax NpUMMEHEeHUs, 1 He AaeT HUKaKOW rapaHTum, YTo
obopynoBaHune obasatenbHo ByaeT paboTaTb B COOTBETCTBMM C OXWOAHWUSIMU KIIMEHTa NpU ero
NPUMEHEHMN B CNELNPUYECKNX LIENSAX.

OO0 «HIIM «beBapg» He HeceT OTBETCTBEHHOCTM MO rapaHTUHbLIM 00s3aTeNLCTBAM NpU
NOBPEXAEHUN BHELUHUX MHTEPdENCOB 000pya0BaHNst (CETEBbIX, TENEMOHHbIX, KOHCOMbHbIX 1 T.M.)
1 camoro o60pyLoBaHUSA, BO3HUKLIEM B pe3yrnbTaTe:

a) HecobnoaeHns npaBun TPaHCNOPTUPOBKM U YCITOBUI XPaHEHWS;

0) dhopc-mMaxkopHbIX 06CTOATENBCTB (TaKNX Kak noXap, HAaBOOAHEHME, 3EMIETPSACEHNE 1 Ap.);

B) HapyLUEHUS TEXHNYECKMX TPeOOBaHMI NO pa3MeLLEHMIO, MOAKITHOYEHMIO 1 3KCMyaTauum;

) HEMpPaBUITbHbIX OEWCTBUIA NMPX NEPENPOLLNBKE;

A) NCNONb30BaHWS HE NO HAa3HAYEHWIO;

€) MEeXaHVWYECKUX, TEePMUYECKMX, XMMMUYECKUX W WHbIX BUAOB BO3OEWCTBUM, €CNU UX
napameTpbl BbIXOAAT 3@ paMKM OOMYCTUMbIX SKCMNyaTauMOHHbIX XapaKTepucTuk, nmbo He
npeayCcMOTpPEeHbl TEXHMYECKON creumndukalmen Ha gaHHoe obopyaoBaHue;

)K) BO30ENCTBUS BbLICOKOrO Hanpa>xXxeHusa (yp,ap MOJTHUN, CTATUYECKOE IJTEKTPUHECTBO U T.I'I.).

PykoBoacTBo no noakntoveHuto IP-kamepbl B22CRW
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MpunoxeHue C. lNMpaBa n noagaepxka

C1. ToproBas mapka

Copyright © BEWARD 2026.

HekoTopble nNyHKTbI HacTosiwero PykoBoacTBa, a Takke pasfgenbl MEHK YnpaBrieHus
obopynoBaHus MoryT 6bITb M3MeHeHbl 6e3 NpeaBapUTENbHOIO YBELOMIEHNS.

BEWARD sBnsietca 3apernctpmpoBaHHon Toproson mapkon OOO «HIMIM «beeapa». Bece

OCTallbHbl€ TOProBble MapKn npuHaanexart Ux sragenbuam.

C2. OrpaHu4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beBapg» He rapaHTUpPyeT, YTO annapaTHble cpegcTtBa OyayT paboTaTb
OOIMKHBIM 06pa3oM BO BCEX cpedax M MPUMOXEHUSX, U He OaeT rapaHTMn U NpeacTaBreHUn,
noapasymeBaeMbIX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapaKTepucTuK, WIu
paboTocnocobHOCTM MNpu Mchonb3oBaHuM B creumdunyecknx uensax. OO0 «HIM «besapa»
NPUNoXnno Bce ycunusa, 4tobbl caenatb 370 PyKoBOACTBO MO akcnnyaTaumm Hanbonee TOYHbIM U
nonHeiM. OO0 «HIIM «beBapg» oTkasbiBaeTCs OT OTBETCTBEHHOCTM 3a Ntobble onevatkn unu
NPOMycKK, KOTOpble, BO3MOXHO, NPOU3OLLISN NpYU HanucaHun gaHHoro PykoBoacTBaa.

NHdopmauua B nobon yactn PykoBoacTBa No aKcniyataumm M3MeHseTcsa U OOMNosHseTcs
OO0 «HIM «beBapa» 6e3 npeaBaputensHoro ysegomnennsa. OO0 «HIIM «beeapa» He GepeT Ha
cebsi HMKaKon OTBETCTBEHHOCTWU 3a Ntobble MOrpeLHoCTH, KOTOpble MOryT codepXaTbCs B 3TOM
Pykoeogctee. OO0 «HIIM «beBapa» He 6epeT Ha cebss OTBETCTBEHHOCTM M HE OAET rapaHTui B
BbIMycke OOHOBMEHWUA WITM COXPAHEHUN HEU3MEHHOW KakoW-NMOO WHGOpMaLMM B HACTOSILLEM
PykoBoacTtBe no akcnnyatauumn, U OCTaBnsgeT 3a cobOOM MpaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBoacTtBo w/unu B u3genus, onucaHHble B Hem, B nioboe Bpemsi 6e3 npensapuTernibHOro
yBegomneHus. Ecnn Bbl obHapyxute B aTOM PykoBoacTBe MHGOPMauuio, KOTopasa sBnseTcs
HenpaBuNbHON NN HENOMHOW, U BBOAMUT B 3abnyxaeHve, mbl 6yaem Bam kpanHe npuaHaTenbHbl

3a Balum kommeHTapum 1 NpeanoxeHusl.

C3. Npeaynpexaexnsa FCC

310 06opynoBaHne BbINO NPOTECTUPOBAHO U NPU3HAHO YOOBMETBOPAOWNM TpeboBaHNAM
NONOXEHUST O LNMMPOBLIX YCTPOMCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 [lpasun
®epepanbHon kommccum no ceasm (FCC). 3tu orpaHnyeHus 6binn paspabotaHbl B LensxX
obecneyveHnss 3alWnTbl OT BPEAHbIX MOMEX, KOTOPble MOryT BO3HWKaTb MPUM UCMOMb30BaHUN
obopynoBaHUA B KOMMEPYECKMX Lendx. OTo obopygoBaHMe MOXeT uanydaTb, reHepupoBaTb U
ncrnonb3oBaTb 3HEPruio B pagmoyacToTHOM AmanasoHe. Ecnn pgaHHoe obGopydosaHve 6yaet
YCT@HOBMNEHO W/unu 6yaeT MCNOoNb30BaTbCA C OTKMOHEHWAMM OT Hactoswero PykoBoacrtea, OHO

MOXXeT OKa3blBaTb BpegHoe BO30ENCTBME Ha Ka4YeCTBO paanoceA3n, a npmn yctaHoBKke B XKUITON 30He,

PykoBoacTBo no noakntoveHuto IP-kamepbl B22CRW
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BO3MOXHO, — Ha 340poBbe nogen. B atom cnydae Bnageney Oymetr obda3aH mcnpaBnatb

nocnencTtena speagHoro BO3OENCTBMS 32 CBOWM CYET.

C4. NpepynpexaeHne CE
OTO yCTPONCTBO MOXET Bbl3blBaTb PagnoONOMEXM BO BHELLUHEM OKpyeHuu. B aTom cny4vae

nonb3oBaTesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYIOLWLNE MEPBDI.

C5. NMoppepxka
Ons uHopMauMnm OTHOCUTENBHO CepBUCA U NOAOEPXKKW, MOXanyncra, CBSXKUTECb C
cepBucHbIM LeHTpom OO0 «HIMIM «beeapay». KoHTakTHbIe AaHHble Bbl MOXeTe HanTh Ha canTe

http://www.beward.ru/.

Mepen obGpaweHueM B cnyxby TExXHWYECKOW NOAOEPXKKW, MNOXKarnywucra, noarotoBbTe
cneayoLyo nHpopmMaumio:

e To4Hoe HanmeHoBaHue u IP-agpec Bawero o6opynosaHus (B cnyvae npnobpeteHus IP-
obopyaoBaHus), gaTa NoKymnku.

e CoobLieHns 06 owmnbkax, KOTopble NOABMANNCE C MOMEHTa BO3HUKHOBEHWSI NpoGnemsl.

e Bepcusa npowmekm n Yepes kakoe obopynoBaHue paboTtano yCTponcTBo, Korga Bo3HUKNa
npo6nema.

e [lponsseneHHble Bamun gencrteuma (no waram), NnpeanpuHATbIE ONA CaMOCTOATENbHOro
peLlueHnst npobnemsl.

e CKPVHLLOTBI HACTPOEK 1 NapaMeTpbl NOAKIMIOYEHNS.

Yem nonHee 6yaeTt npeacrasneHHas Bamu nidopmauus, Tem 6bicTpee Halm cneumnanmcThbl

cMoryT nomoyb Bam pelumnts npobnemy.

PykoBoacTBo no nogkntoyeHuio IP-kamepbl B22CRW
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MpunoxeHue D. Mmoccapumn

3GP - mynbTUMeaunnHbIi KOHTENHep, onpeaensembln MapTHEpckuM [MpoekTom TpeTbero
nokonenus (Third Generation Partnership Project (3GPP) onsa mynetumeaninHbix cnyx6 3G UMTS.
MHorne coBpemeHHble MOGUIbHbIE TenedoHbl MMEKT (PYHKUMM 3anMcuM M NpocMoTpa ayauo u

Bugeo B hopmate 3GP.

ActiveX — 310 cTaHgapT, KOTOpbI paspellaeT KOMMNOHEHTAM NpPorpaMmMHOro obecneveHms
B3aMMOAENCTBOBATb B CETEBOW Cpede He3aBUCUMO OT 43blka(-OB), UCMOMb3yemMoro Ans ux
co3faHus. Beb-Opaysepbl MOryT ynpaenidTb anemeHTamu ynparneHus ActiveX, gokymMeHTamm
ActiveX wn cueHapusmmn ActiveX. OnemeHTbl ynpaeneHusa ActiveX 4acTo 3arpyxawTcs U
WHCTanNNupyTCa aBTOMaTUYeCKn, Kak 3anpawuvsaembl. Cama no cebe faHHas TexHoOnorus He
ABNSAETCH KpoccnnaTtopMeHHOM 1 noaaepXxmBaeTcsa B NofIHOM o6beme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTpuyHas uucdpoBas aboHeHTCKas
JNINHUA) — MOLEMHas TEeXHOMornd, npeBpallatollad aHaroroBble CurHanel, nepegaBaemble
NnocpeacTBOM CTaHAapTHOW TenedOoHHOW nuHMK, B UudpoBble curHanbl (NakeTbl AaHHbIX),

Nno3BOJ144 BO BpeMsA pa6OTbI coBepLlaTb 3BOHKW.

Angle / Yron o63opa — 3T0 yros, KOTOpbIi 00pasyroT ny4n, CoeguHALLME 3a4HIOK TOYKY
00beKkTMBa 1 guaroHarnb Kagpa. Yron 3peHus nokasbiBaeT CbeEMOYHOE pPacCTOsiHME U Yalle BCero
BblpaxkaeTcs B rpagycax. OBbI4HO yron 3peHust uamepsieTca Ha NiH3e, OKYC KOTOPOW yCTaHOBIEH
B 6eckoHeyHOCTb. B 3aBMcumMOCTM OT yrna 3peHusd, OOBLEeKTMBbI AenAaT Ha Tpu Tuna:
LUMPOKOYrOfbHble, HOPMaribHble Y ANVMHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yyale Bcero Mcrnonb3ylTcsa A4S NaHOPaMHOro HabnaeHus, yron 3peHnsa coctaBnseT 75 rpagycos
n 6onblwe. HopmanbHble 06bEKTUBLI UMEKT yron 3peHus ot 45 go 65 rpagycos. Yron 3peHus

ANMHHOGOKyCcHOro obbekTmBa coctasnseT 30 rpagycos.

ARP (Address Resolution Protocol / [lpotokon onpegneneHna appeca) -—
NCNONb3YIOLWMNCA B KOMMbIOTEPHbLIX CETAX MPOTOKOST HU3KOr0 YPOBHS, NpegHasHayYeHHbIn Ons
onpegeneHns agpeca kaHanbHOro ypoBHS NO M3BECTHOMY apecy CeTeBOro ypoBHs. Hanbonbluee
pacnpocTpaHeHne 3TOT NPOTOKON Mnony4un Grnarogapsa noBceMecTHOCTU ceTen IP, noCcTpoeHHbIX
nosepx Ethernet. 3101 npoTokon ncnonbayetcs ans ceasm IP-agpeca ¢ MAC-agpecom ycTponcTsa.
Mo nokanbHOM ceTn TpaHCcnNupyeTcs 3anpoc Anst noucka yana ¢ MAC-agpecom, COOTBETCTBYOLLMM

IP-agpecy.

Aspect ratio / ®opmaT akpaHa — 9TO hopMaTHOE OTHOLLUEHME LLUMPUHBI K BbICOTE KaapoB.
O6wwmin chopmat kagpa, UCnonb3yembl ANs TENEBU3NOHHBIX 3KPAaHOB M KOMMbIOTEPHbLIX MOHUTOPOB,

coctasnseT 4:3. TenesugeHue Bbicokon yeTkoctu (HDTV) ucnonessyet coopmat kagpa 16:9.
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Authentication / AyteHTudukauma — npoBepka NPUHAANEXHOCTU CyObekTy [ocTyna

NpeabsaABNEHHOrO UMM  WMAEHTMdUKaTopa; noaTBepxaeHne noanuHHoctn. OguvH 13 cnocoboB
ayTeHTUMKaLMmM B KOMMbIOTEPHOM CUCTEME COCTOMUT BO BBOAE Ballero Mnosfib30BaTenbCKOro
naeHTMdmkaTopa, B NPOCTOPEYUN HasbiBaeMoro «normHom» (login — perucTpaunoHHoe ums
nonb3oBaTensd) W Napond — HEKOW KoHduOeHUManbHOW WHOPMaUMM, 3HaHME KOTOpOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcoM. NonyymB BBEAEHHbIV NOMb30oBaTeNneM JIorvH
N Naponb, KOMMbIOTEP CPaBHUBAET MX CO 3HAYEHMEM, KOTOPOe XpaHUTCA B crneumanbHon 6ase

OaHHbIX, U, B Clly4ae coBnageHuns, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris /| AP[] (ABTOoperynupyemasa anacdparma) — 9T0 aBToOMaTU4ECKOE perynnpoBaHme
BENMYMHbI Avadpparmbl 4NS KOHTPOMS KONUMYecTBa CBeTa, Nonagarollero Ha matpuuy. CywectsyeT

[Ba BapuaHTa aBToMaTn4eckon perynmpoBkm aunadgparmel: Direct Drive n Video Drive.

Biterate / Butpent (CkopocTb nepega4vm gaHHbIX) — GykBanbHO, CKOPOCTb NMPOXOXAEHNSA
OuTOB MHOpPMaunn. BUTPENT NPUHATO MCNONb3oBaTb NPU U3MepeHun 3PEKTUBHOM CKOPOCTH
nepegayn mvHoOpmMauun Mo KaHamy, TO eCTb CKOPOCTW nepefadn «nonesHorm WHgopmaumm»

(noMMMO TakoBOM, MO KaHany MoOXeT nepeaaBaTbCs Cry»ebHas HopMauus).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKU, KOMNEeHcauus
3agHero cBeTa). TUNWYHLIN NpUMEpP HEOOXOAMMOCTU MUCMONb30BaHMA: YenoBek Ha hOHe OKHa.
ONEeKTPOHHbIV 3aTBOP Kamepbl oTpabaTbiBaeT MHTErpanbHyto, T.e. 0OLLy0 OCBELEHHOCTb CLEHbI,
«BMAMMOW» Kamepon Yepe3 obbekTnB. COOTBETCTBEHHO, Manasa durypa 4yenoBeka Ha 60MnbLIOM
CBEeTMNoM (poHe OKHa BbINbETCH B UTOre "3acBeTKon" Bcen KapTUHKW. BkrtoyeHue pyHkunm «BLC»

MOXET B NOAOBHbIX cny4yaax ncnpaBuTtb pa60Ty AdBTOMATUKN KaMepbl.

Bonjour — npoTokon aBTomMaTnyeckoro obHapyxeHus cepBucoB (criyx6), ncnonob3yemoin B
onepaumoHHon cucteme Mac OS X, HaumHasa ¢ Bepcun 10.2. Cnyx6a Bonjour npegHasHayaeTcs
A8 UICNONb30BaHWSA B JTOKarNbHbIX CETAX M UCMONb3yeT cBeAeHuns (3anmcn) B crnyxbe OOMEHHbIX
nmén (DNS) ana obHapyxeHust Opyrmx KOMMbIOTEPOB, PaBHO KakK M MHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPUHTEPOB) B GrivXKaNLLEM CETEBOM OKPY>KEHWUN.

CIDR / becknaccoBas agpecauums (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTop IP-agpecaunn, no3sBonsaoLwmn rmbko ynpaensaTe NpocTpaHcTBOM IP-agpecos, He ncnonb3ys
XKECTKME paMKK KraccoBon agpecauun. Kcnonb3oBaHMe 3TOr0 MeToda MNo3BondeT 3KOHOMHO
NCNonNb30BaTb OrpaHUYEHHbIN pecypc IP-agpecoB, NOCKONbKY BO3MOXHO NMPUMEHEHNE Pa3fMYHbIX

MacoK NnoAceTen K pa3nuyHbiM NoaceTAM.

CCD / N3C-maTpunua — 370 CBETOYYBCTBUTESNbHBIA 3NEMEHT, NCNOMNb3YHOLNNCS BO MHOIMX
LUMpPOBLIX Kamepax M NpeacTaBnsaloWUn cCOBON KPYMHYK WHTErparbHyl0 CXeMy, COCTOSLLY U3
COTEH TbICAY 3apsfoB (NUKcenemn), Kotopble nNpeobpasyloT CBETOBYH SHEPIUIO B 3NEKTPOHHbIE

curHanbl. Pasmep matpuubl MoxeT coctaBnatb 1/4", 1/3", 1/2" vnu 2/3".

PykoBoacTBO no nopakntoyeHuto IP-kamepbl B12CW
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CGl (EpvHbin wnwo30BbIM  UHTepdenc) — cneumdukaumsi, onpegensioLlas

B3anmopencTene web-cepsepa ¢ gpyrumm CGl-nporpammamu. Hanpumep, HTML-cTpaHuua,

copgepxawasa oopmMy, MOXeT ucnonb3oBaTb CGl-nporpammy ana o6paboTkm AaHHbIX OPMBI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIN
MeTanMIoOKCUAHbIA MNONYNPOBOAHUK) — 3TO LUMPOKO WCNONb3yeMbld TUM MNONYyNpOBOAHMKA,
KOTOPbI UCMOSb3yeT Kak OTpULATENbHYIO, TaK Y NONOXUTENBHYHO 3NEKTPUYECKyHo uenb. MNockonbky
TONbKO OHa U3 3TUX TUMOB Lienen MoXeT BbITb BKNOYEHa B Ntoboe AaHHOe BpeMs, TO MUKPOCXEMbI
KMOIla notpebnsaioT MeHbLUe 3reKTPO3Heprum, YeM MUKPOCXEMbI, UCMOMb3YyHLWMe TONbKO OAWH
TMN TpaH3aucTopa. Tawke gatdnkm ndobpaxeHmss KMOIT B HEKOTOPbIX MUKPOCXEMax cogepxaT
cxeMbl 06paboTKN, OQHAKO 3TO MPEUMYLLECTBO HEBO3MOXHO Mcnonb3oBaTtb ¢ [13C-gatunkamu,

KOTOpble SBNSOTCS Takke Gonee 4OPOrMMKU B MPOM3BOACTBE.

DDNS (Dynamic Domain Name System, DynDNS) — texHonorusi, npumeHsiemas ans
Ha3HayYeHWs1 MOCTOSIHHOrO JOMEHHOIO MMEHU YCTPONCTBY (KOMMbIOTEPY, CETEBOMY HAKOMUTENO) C
AnHamnyeckum IP-agpecom. 31o moxeT 6biThb IP-agpec, nonyyeHnHbin no DHCP vnn no IPCP B
PPP-coeanHeHuax (Hanpumep, npwv yganéHHoMm [ocTyne 4vepe3 mogem). [dpyrme MaluHbl B

MHTepHeTe MOryT yCTaHaBnnBaTb coeaunHeHne C 3TOM MaLUMHOM MO AOOMEHHOMY UMEHMWN.

DHCP (Dynamic Host Configuration Protocol / T[lpotokon AuHamMunyeckown
KOHcbUrypaumm ysna) — 3T0 CeTeBOW NPOTOKOM, NO3BONSIOWINA KOMMbOTEPaAM aBTOMaTUYECKU
nony4vatb IP-agpec v gpyrve napametpbl, Heobxoaumble ana pabotbl B cetn TCP/IP. [aHHbIN
npotokon paboTtaeT no Mogenu «KNMeHT-cepBep». [nsi aBTOMATMYECKOW KOHMUrypaumm
KOMMNbIOTEP-KITMEHT Ha 3Tane KoHUrypaumm CceTeBOro YycTpomcTtBa obpawaerca K Tak

Ha3biBaemomy cepsepy DHCP v nony4aeTt oT Hero HyXHble napameTpsbl.

DHCP-cepBep — 91O nporpamma, KoTopas HasHadaeT knueHtam |P-agpeca BHyTpu
3a[@aHHOro AmManasoHa Ha ornpeferieHHbI nepuog BpeMeHu. [aHHylo yHKUUI0 NOoAAepXKuBaoT

NpakTU4Yeckn BCe COBPEMEHHbIE MapLLpPYTU3aTOpbI.

Digital Zoom / LinchpoBoe yBennuyeHne — 370 yBenuyeHne pasmepa kagpa He 3a cuyeT
ONTWUKK, @ C NOMOLLbIO KaAppOBaHWS NOMYy4YEHHOrO C MaTpuubl n3obpaxeHus. Kamepa Hudero He
yBENMUMBAET, a TOMbKO Bblpe3aeT HYXHYK 4YacTb Wu300paxeHuMss u pacTarmBaeTr ee Ao

nepBoHaYarnbHOro paspeLleHys.

Domain Server / CepBep AOMEHHbIX UMEH — TakKe LOMEHbl MOryT OblTb NCNONb30BaHbI
opraHM3aumsiMun, KOTopble XOTAT LeHTPann3oBaHHO yNpaBnaTb CBOMMMU KOMMbOTEPaMM (Ha KOTOPbIX
yCTaHOBIIEHbl onepaunoHHble cuctembl Windows). Kaxabi nonb3oBatenb B paMkax [oMeHa
nony4yaeT y4YyeTHyI0 3anucb, KOTopas obblMHO paspeluaeT 3aperncTpupoBaTbCs M UCMOSb30BaTb

nobon KOMnNblOTEP B [AJOMEHE, XOTA OAHOBpPEMEHHO Ha KOMMbKTEep MOryT ObiTb HaNOXeHbI

PykosoacTBo no nogknioyeHuto IP-kamepbl B12CW m
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orpaHn4eHus. CepBepOM AOOMEHHbLIX WMEH ABIAETCA CepBep, KOTOprI7I ayTeHTVI(*)I/IU,I/IpyeT

nonb3oBaTenen B ceTu.

Ethernet — nakeTHasi TexHonorusi nepegadvn AaHHbIX MPEVMYLLECTBEHHO B JTOKalbHbIX
KOMMblOTEPHbLIX ceTsx. CrtaHaapTel Ethernet onpepensitoT npoBoaHble  COEAMHEHUS U
SMeKTpUYeckme curHanbl Ha ouandeckoMm ypoBHe, hopmaT KagpoB W MPOTOKOSbI yrpaBneHus

OOCTYMNOM K cpefie — Ha kaHarnbHoM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne yctaHOBKM MO YMOJYaHUIO — 3TO YCTaHOBKW,
KOTOpbl€ M3Ha4anbHO UCMONb30BaHbl ANs YCTPONCTBA, KOrga OHO OTIPY>KaeTCsi C 3aBoAa B NepBbIf
pa3. Ecnu BO3HMKHET HEOOXOOUMOCTbL NEpPeyCTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
MO YMOSYaHuIo, TO 3Ta (PYHKUMA NpUMMEHMMa Anst 6GoNbLUMHCTBA YCTPOWCTB, M OHA MOJTHOCThLHO

nepeycraHaBsnnBaeT nobble YCTaHOBKW, KOTOpPbIE ObIN N3MEHEHbBI MOSIb30BaTENEM.

Firewall / Bpanamayap — 6paHgmayap (MexceTeBomn dkpaH) paboTaeT Kak 6apbep Mexay
ceTaAMMU, Hanpumep, Mexay nokanbHon ceTbto U NHTepHeToM. bpaHamayap rapaHTuMpyeT, 4To
TONbKO 3aperncTpmMpoBaHHbLIM NoNb3oBaTensM OyaeT paspelueH JOCTyn U3 OAHOW CeTU B APYryto
ceTb. bpanamayapom mMoxXeT 6bITb NporpammHoe obecneyeHne, paboTatoLlee Ha KoMnbloTePe, UK

6paHnmay3p0M MOXeT ObITb aBTOHOMHOE anrnaparHoe yCTpOIZCTBO.

Focal length / ®okycHoe paccTtosiHue — wusmepsiemMoe B MuUANUMETpax ¢OKyCHoe
paccTosiHne 06beKTMBa Kamepbl, onpeaensioLlee WUPUHY ropu3oHTanbHOM 30Hbl 0630pa, KoTopoe
B CBOIO ovepedb uamepsdeTcsa B rpagycax. Onpenensercd Kak pacCtogHne OT nepeaHen rnaBHom
TOYKM [0 nepegHero dokyca (4na nepegHero oKyCHOro pacCTOSAHUSA) U Kak pacCTosiHWE OT 3agHen
rMaBHOM TOYkM [0 3agHero dhokyca (ons 3agHero dokycHoro paccrtoddud). Mpu atom, nog
rMaBHbIMK TOYKaMM NoApa3yMeBaOTCA TOUKM NepeceyeHns nepegHen (3agHein) rmaBHOM NIOCKOCTU

C OMTUYECKOMN OCbIO.

Fps / KagppoBasi 4acToTa — KONMYeCTBO KaapoB, KOTOpoe BuaeocucteMa (KOMMblOTepHast

urpa, Tenesusop, DVD-nneep, Buaeodarn) BblAaET B CEKYHAY.

Frame / Kagp — kagpom sBnsieTcs nonHoe BuaeousobpaxeHune. B dopmate 2:1
YyepeccTpoyHOW passBépTkM uHTepderica RS-170 mn B cdopmatax MexgyHapogHoro
KOHCYNbTaTMBHOIrO KOMUTETa MO paguoBeLLaHuio, Kagp co3gaeTcs u3 AByxX OoTAeNbHbIX obnacren
TNIMHUIN YepeccTpoYHON pa3BepTkn 262.5 nnn 312.5 Ha vactoTe 60 mnm 50 'y gns Toro, 4YToObI
copmMmpoBaTh MOSHbIA Kagp, KOTOpbIN 0TobpasuTca Ha akpaHe Ha ydactote 30 wnm 25 Tu. B
Buaeokamepax C NporpecCcnBHON pa3BepTKOM KaxKabl Kagp CKaHUpyeTCcs NOCTPOYHO U He aBnseTCH

YepeccTPOYHbIM; BOMNBLUMHCTBO M3 HUX OTOBpaxaeTcsa Ha YacToTe 30 n 25 Ny,

FTP (File Transfer Protocol / lpotokon nepepaun cannoB) — 3TO NPOTOKON
NPUITOXEHWS, KOTOPbIN ucnonb3yeT Habop npotokonoB TCP / IP. OH ucnonbayetcsa, 4ToObI

obmeHuBaeTcs pannamu Mexagy KomnbioTepamu/yctponctBamum B ceTn. FTP  nossonser
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nogkntoYaTbes Kk cepepam FTP, npocmaTprBaTh coAepXnMoe KaTanoroB v 3arpyxatb dpainbl ¢

cepBepa unn Ha cepsep. NpoTokon FTP oTHocuTCs K NpOTOKOMam MpUKNagHOro YPOBHA UM ANd
nepefayn AaHHbIX UCNoNb3yeT TpaHCcnopTHbIN NpoTtokon TCP. KomaHabl 1 gaHHble, B OTNMYKe OT
GonbLIMHCTBA APYrMX NPOTOKOMOB NepeaarTcst No pasHbiM nopTam. [opt 20, oTKpbiBaeMbIA Ha
CTOPOHe cepBepa, UCnonb3yeTcsa Ang nepegayun aaHHblX, NnopTt 21 - ana nepegayv komada. MNopt

ana npuemMa gaHHbIX KnMeHToM onpenendaeTcd B Ananore corriacoBaHuA.

Full-duplex / MonHbIN AynneKc — NOSHbIN gynnekc npeacraBnaeT cobon nepegayvy gaHHbIX
O[HOBPEMEHHO B OBYX HarnpasneHusix. B cucteme 3ByKkoBOCMpPOU3BEAEHUS 3TO MOXHO OMUCaThb,
Hanpumep, TenedOHHbIMM cucTeMamu. Takke nonyaynrnekcHas cBa3b obecneynBaet

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpaslieHNU 3a OOWH pas.

G.711 — crangapT gons npeacraeneHnsa 8-6utHon komnpeccun PCM (MKM) curHana c
yactoton auckpetmsauum 8000 kagpos/cekyHoy u 8 oGut/kagp. Takmm obpasom, G.711 kogek

co3aaéT noTtok 64 Koéut/c.

Gain / KoachcduumeHT ycuneHmsa — Koap@UUNEHTOM yCUNEHUS SBMSETCS KOIPULNEHT
YCUNEHNS W OKCTEHTa, B KOTOPOM aHanoroBbld YCUNUTEMb YCUNUBAET Cuny curHana.
KoadbpmumeHTbl yemnenunsa obbl4HO BbipaXatoTcs B eanHuuax mowHoctu. eumben (ob) asnsetca

Hanbonee yI'IOTpe6VITeJ'IbeIM crnocobom ans n3mepeHna ycurnenHmnda ycunmtensd.

Gateway / MexceTeBOM L3 — MEXCETEBbIM LUMIO30OM SBMSIETCA CeTb, KOTopas
OENCTBYET B KayecTBe TOYKM BXoda B Apyryto ceTb. Hanpumep, B KopnopaTvBHOW CETU, CepBep
KOMNbloTEpa, AENCTBYIOLUNA B KA4eCTBE MEXCETEBOro LUM03a, 3a4acTylo Takke OeNCTByeT U B
KayecTBe MPOKCU-CepBepa M cepBepa CeTeBOM 3alumTbl. MexceTeBow N3 YacTo CBA3aH Kak C
MapLLPYTM3aTOPOM, KOTOPbI pacrno3HaeT, KyAa HanpaBnaTh NakeT AaHHbIX, KOTOPbIA NPUXoauT B
MEXCETEBOW LUMO3, TaK U KOMMYTaTOPOM, KOTOPbIN MPeaoCTaBNseT UCTUHHBLIA MapLupyT B U U3

MeXXCceTeBOoro wn3a and AaHHOro nakeTa.

H.264 — 370 mMexayHapoaHbIN CTaHO4apT KOAMPOBaHWUS ayauo M BUAEO, (Apyroe Ha3BaHue
'MPEG-4 part 10' unn AVC (Advanced Video Coding)). [lJaHHbI cTaHOApT COO4epPXUT pag HOBbIX
BO3MOXHOCTEN, MNO3BOJMSAKLINX 3HAYUTENBHO MOBLICUTL 3PEKTUBHOCTL CKaTUsi BMOEO MO
cpaBHeHuto ¢ 6onee paHHuMmn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
HonbLyto MTMOKOCTb NMPUMEHEHUS B pa3HOObpas3HbiX CeTeBbIX cpeadax. Vicnonb3yeTtcs B LMdPOBOM

TenesunaeHun Bbicokoro paspewerus (HDTV) n Bo MHOrux gpyrmux obnacrsax umgpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / lpoTtokon nepepnaym runeptekcra) — ato Habop
npasun no obmeHy cpannamu (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- U APYrMMU
MynbTumMeama cannamm) B cetu. lNpoTtokon HTTP saBnseTca npoTOKONOM BbICLLErO YPOBHSA B
cemenictee npoTokorioB TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaerca OO NOSyYeHust

noateepXxaeHna o ero npaBuniibHOM npuneme.

PykosoacTBo no nogknioyeHuto IP-kamepbl B12CW m

U4 .
\ )) SEC.RU KopoTkui nyTb K nHcbopmaumum CkauaHo c sec.ru




BEWA RD Ipunooscenus

HTTPS (Hypertext Transfer Protocol Secure / 3awuweéHHbIM NpPOTOKON nepeaayu

runeprekcra) — pacwupeHue npotokona HTTP, nogaoepxusatowee wudgpoBaHue. [daHHble,
nepegasaemble no npotokony HTTP, «ynakoBbIBalOTCA» B KpunTorpaguieckuin npotokosn SSL nnu
TLS, Tem cambiM obecrne4ymBaeTcs 3awWuTa 3TUX AaHHbIX. B otnuumne ot HTTP, ana HTTPS no

ymon4aHuto ncnonosyetca TCP-nopt 443.

Hub / CeTeBOI KOHUEHTPATOP - CETEBON KOHLEHTPATOP MCNOMNb3yeTcs AN NoAKNHYEHNS
MHOrOYMCMNEHHbIX YCTPONCTB K ceTn. CeTeBON KOHLEHTpPATOp nepeaaeT Bce AaHHbIe B YCTPOWCTBA,
MOAKIIOYEHHbIE K HEMY, TOr4a Kak KOMMYTaTop TOSMbKO nepegaeT AaHHble B YCTPOWCTBO, KOTOPOEe

cneumanbHO NpeaHa3Ha4YeHo Ans Hero.

ICMP (Internet Control Message Protocol / MexceTteBon NMpOTOKON ynpaBnsitOLWMX
coobuweHun) — ceTeBor MpPOTOKON, BXxogswwmn B ctek npotokorioB TCP/IP. B ocHoBHoM ICMP
ncnonb3yeTcs Anst nepefady cooOLleHuMn 06 owmnbKax n OPYrnx UCKMYUTENbHBLIX CUTYyauusix,
BO3HUKLLMX NPV Nepeaade AaHHbIX, HAaNpMMep, 3anpalumBaemasi ycryra HegocTyrnHa Unn xXocT unm

MapLpyTU3aTop He OTBEYaloT.

IEEE 802.11 / CtaHpapt IEEE 802.11 — 3T0 ceMencTBO cTaHAapToB ANsi 6ecnpoBOAHbIX
nokaneHblx ceten. CtaHgapt 802.11 nogoepxuBaeT nepedadvy AaHHbIX Ha ckopoctn 1 unm 2
M6uT/cek Ha nonoce 2.4 [Tu. CraHgapT xe 802.11b 3agaeT ckopocTb nepedadn AaHHbIX 11
M6wuT/cek Ha nonoce 2.4 [T, B To BpeMsi kak ctaHaapT 802.11a no3BonsieT 3agaTtb CKOPOCTbL A0 54

MowuT/cek. Ha nonoce 5 ITw,.

Interlaced video / YepeccTpoyHasa pa3BepTka — 3TO BMAEO3anuCb CO CKOpocTbio 50
n3obpaxeHnin (Ha3biBaeMbIX NONSAMMU) B CEKYHAY, U3 KOTOPbIX Kaxable 2 nocneaoBaTenbHbIX Nons
(nonykagpa) 3atem obbeguHsatoTea B 1 kagp. YepecctpoyHas passepTka bbina paspaboraHa MHOro
neT Hasapg Ans aHanoroBoro TeneBnaEeHUs 1 40 CUX Nop LWMPOKO NpumeHsieTcsi. OHa gaeT xopoluuve
pe3ynbTaTtbl NPy NPOCMOTPE ABWKEHMSA B CTAaHAAPTHOM M300paXxeHun, XoTs Bcerga CyLlecTByeT

HEKOTOPOE MCKaXeHMe U306paXKeHus.

Internet Explorer (IE) — cepus 6pay3epoB, paspabaTbiBaemasn koprnopauuven Microsoft ¢
1995 roga. BxoguT B KOMNNEKT onepaunoHHbIx cuctem cemernctea Windows. AensieTcs Hambonee

LUMPOKO MCcnonb3yemMbiM Be6-6pay3epom.

IP 66 (Ingress Protection) — 310 cTaHgapT 3awmTbl 060pyA0BaHUSA, KOTOPbIA ONUCLIBAET
nbine- 1 BRiaro- 3almTy kamepbl BuaeoHabnogeHus. MNMepeasa umgppa o6o3Ha4aeT ypoBeHb 3anThbl
OT nonagaHusa TBEpAbIX YacTuy, (Hanpumep, undpa 6 o6o3HavaeT NONHOE UCKIIYeHMe nonagaHus
nbinn). Bropas umdpa obo3HavaeT ypoBeHb 3almMThl OT NonNagaHus Xungkocten (Hanpumep, undpa
6 ob6o3Ha4vaeT 6e3ynpeyHyo paboTy Kamepbl NPY BO34ENCTBUN MACCUBHbBIX BOASIHLIX MOTOKOB BOAbI

UM BpeMeHHOM 0b6iMBaHUN.)

PykosoacTBo no nogknioyeHuto IP-kamepbl B12CW m
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IP-kamepa — uudpoBasa Bugeokamepa, OCOOGEHHOCTbIO KOTOPOW sBNSETCA nepegada

BMaeonoToka B uncpposoM copmate no cetn Ethernet, ncnonbaytrowen npotokon IP.

JPEG (Joint Photographic Experts Group / Crtanpapt O6beAuHeHHOW rpynnbl
aKkcnepTtoB B ob6nactu dotorpadmm) — oaovH M3 NONynspHbiX rpadudeckmx ¢opmartos,
NPUMEHSEMbIA AN XpaHeHus hoTon3obpakeHnn N NogobHbIX UM nsobpaxkeHun. MNpu cosgaHmm
n3obpaxeHma JPEG nmeetcs BO3MOXHOCTb HAaCTPOMKM UCMONb3YyeMOro koadduumeHTa cxaTusl.
Tak kak npu 6onee HU3KOM KO PULMEHTE CxKaTus (T.e. CaMOM BbICOKOM Ka4ecTBe) yBenmynBaeTcs

obbem hanna, cyllecTByeT BbIOOp Mexay Ka4ecTBOM nsobpakeHus n oobemom darina.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa namepeHus CKOpOCTU NOTOKa AaHHbIX,

T.e. 3TO CKOPOCTb, Ha KOTOPOW onpeeneHHoe KoNM4ecTBO BUTOB NPOXOAAT 3a4aHHYO TOYKY.

LAN (Local Area Network / JlokanbHasa BblYMCNUTENbHAA CeTb) — KOMMNbIOTEPHAs CETb,
nokpbiBatoLasi 06bIMHO OTHOCUTENBHO HEDOMbLUYD TEPPUTOPUIO NN HEBONMbLUYIO TPyNny 34aHWUA

(aom, odouc, bmpmy, MHCTUTYT), TO ECTb ONPEeaENEeHHYI0 reorpanyeckyto 30Hy.

Lux / Jlrokc — egmHuua n3mMepeHna OCBELLEHHOCTW. Onpep,enﬂeTc;l KakK OoCBeLlEHHOCTb
NOBEpPXHOCTU nnowagbio 1 KB.M. CBETOBbIM MOTOKOM 1 NHOMEH. |/|CI'IOJ'Ib3yeTCFI anda 0003Ha4eHus

YYBCTBUTEJIbHOCTU KaMep.

MAC-aapec (Media Access Control address / AnnapaTHbIi agpec YCTPOUCTBA) — 3TO
YHUKanbHbIN NOEHTUUKATOP NPUCOEAMHEHHOrO K CETU YCTPOWUCTBA UMK, TOYHEE, ero nHTepdenic

OnA NOAKMKYEHNA K CETI.

Mbit/s (Megabits per second / Mout/cek) — 3T0 Mepa M3MEpPEHUs CKOPOCTU MNOToKa
AaHHbIX, T.€. 3TO CKOPOCTb, Ha KOTOPOW BUTLI MPOXOAAT 3afaHHYH TOYKY. QTOT napameTp 06bI4HO
ncnonb3yeTtcsi, 4ToObl NPeacTaBUTb «CKOPOCTb» ceTu. JlokanbHas ceTb AofmkHa paboTaTb Ha

ckopoctn 10 unu 100 M6uT/cek.

MJPEG (Motion JPEG) — nokagpoBblii MeTO4 BMAEOCXKATUSl, OCHOBHOW OCOBGEHHOCTbIO
KOTOpPOro SBMSIETCA CXaTWe KaKOAoro OTAENbHOro kagpa BMOEOMOTOKA C MOMOLLbK anroputma
ckatna wusobpaxenHun JPEG. lMpu coxatum metogom MJIPEG wMexkagpoBasi pasHuua He

Y4YUTbIBAETCA.

MPEG-4 — 370 MexayHapoaHbIv CTaHAapT, UCNONb3yeMbli NPEUMYLLECTBEHHO NS CKaTus
uncpposoro aygmo u Bugeo. CrtanHgapt MPEG-4 B OCHOBHOM WCMNONb3yeTcsi ANd BeLaHus
(noTokoBoe BMAEO), 3anucu OUNbMOB Ha KOMMAaKT-AUCKM, BuaeoTenedoHun (BuaeoTenedoH) u

LLMPOKOBELLaHNA, B KOTOPbIX akTUBHO UCMNONb3yETCA CXaTne LI,VI(*)pOBbIX BMOeo N 3ByKa.

Multicast / TpynnoBasa nepega4va — cneunanbHas hopmMa LUMPOKOBELLAHWUSA, MPU KOTOPOW
KOMMM NakeToB HanpaBnaAwTCs oOnpedenéHHoMy nogMHOXecTBy agpecatoB. Hapsgy c

NnpUNoXeHnamMn, YyctaHaBnmBalwWMMU CBA3b MeXay WCTOYHUKOM W OOHUMM nony4vyatenem,

PykoBoacTBO no nopakntoyeHuto IP-kamepbl B12CW
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CyLeCTBYHOT Takme npurioxXeHud, raoe Tpe6yeTc;|, YTOObLI UCTOYHUK MOCbINarn I/IHC*)OpMaLl,I/I}O cpagy

roynne nonydatenen. [lpu TpaguuuoHHon TexHonornn |P-agpecauun Ttpebyetcs Kaxgomy
nonyyaTtento UHgopmaLlmmM nocrnatb CBOM MaKeT AaHHbIX, TO €CTb OfHa U Ta Xe WHdopmaLms
nepegaeTcsi MHOro pas. TexHONornst rpynnoBon agpecaummn npeactaesnseT cobon pacwmpeHue IP-
agpecauumm, No3BoNAKLLEe HanpaBUTb OOHY KOMUIO NakeTa cpasy Bcem nonydarensaMm. MHOXecTBO
nony4arenen onpegenseTca NPUHaANEXHOCTbIO KaXXA0ro U3 HUX K KOHKPEeTHOW rpynne. Paccbinky
ANA KOHKPETHOW rpynmbl NOMAy4atoT TOMNbKO YneHbl 3TOW rpynnbl.

TexHonorusa IP Multicast npegoctaBnseT psg CyLeCTBEHHbIX NPEUMYLLECTB NO CPaBHEHMUIO
C TpaavUMOHHbIM Noaxodom. Hanpumep, gobasrneHne HOBLIX Nonb3oBaTenen He BriedeT 3a cobom
Heobxogumoe yBenuyeHne npomnyckHOW CrnocoBHOCTU ceTu. 3HaYnUTENbHO COKpallaeTCcs Harpyska
Ha nochbINarLLMi cepBep, KOTOpbIN BonbLue He OOMKEH NOAAEPKMBATb MHOXECTBO ABYXCTOPOHHUX

COEeNHEHUN.

[na peanusauun rpynnoBoV agpecauun B IOKaNbHOW CeTn HeobXoOuMbl: MNoaOepXKKa
rpynnoson agpecaumn ctekoM npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP gns
OTNpaBkyM 3anpoca O MPUCOEAUHEHUN K rpynne u nomyyYeHun rpynnoBoro Tpaduka, nogaepxka
rpynnoBon agpecaumm CETEBOW KapTOW, MpUNOXKeHMe, UCnorb3ylolee rpynnoByl0 agpecauuio,
Hanpumep, BMAeOKOHepeHunsa. TexHomnorua «MynbTUkacT» ucnonbdyet agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTcs cratndeckas v guHamumyeckas agpecauums. [pumepom
cTatnyeckmx agpecoB sasnstoTcs 224.0.0.1 — agpec rpynnbl, BKrovawLwen B ceba Bce yanbl
nokanoHonm cetn, 224.0.0.2 — Bce MapLlpyTu3aTopbl foKanbHOW ceTu. [uanasoH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [Ans MPOTOKOMOB MapLipyTU3auum u Opyrux
HU3KOYPOBHEBBLIX MPOTOKOMOB MOAAEPXKU rpynnoBon agpecauuun. OcTanbHble agpeca
OVNHAMWYECKNn  UCMOMb3ylTCA  NpUNoXeHnsmMu. Ha  cerogHAWHWM  OeHb  BOMbLUMHCTBO
MapLLPYTM3aTOPOB NOAAEPXKMBAIOT 3Ty ONuUMIO (B MEHIO 0ObI4HO €CTb onuums, paspelatowas IGMP

MPOTOKOM UM MYJbTUKACT).

NTP (Network Time Protocol / lpoTokon cuHXpoOHU3auun BpeMeHu) — CceTeBOu
NPOTOKOM ANS CUHXPOHU3aLMN BpEMEHU C ncnorb3oBaHnem ceten. NTP ncnonb3yet ona cBoemn

paboTbl npoTtokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctanHgapt NTSC
SIBMSIETCA TENEeBM3MOHHbLIM 1 BuaeocTangapTom B CLUA. CtangapT NTSC goctaensieT 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — otpacnesown ctaHgapT, onpeaenstoLwmnm
NPOTOKOSbl B3aMMOAENCTBUSA TakUX YCTPOWCTB, Kak IP-kamepbl, BuaeopernctpaTopbl U CUCTEMbI
ynpaBnenns Buaeo. MexayHapoaHbii OpyM, CO3[aBlIMKA  [aHHbIA  CTaHOapT, OCHOBaH
komnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uenbto

pa3paboTKM U pacnpoCTpaHeHUst OTKPLITOro CTaHaapTa Af1sl CUCTEM CETEBOro BMAeoHabNoaeHus.

PykosoacTBo no nogknioyeHuto IP-kamepbl B12CW -
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PAL (Phase Alternating Line / TeneBusnoHHbin ctaHpgapt PAL) — TeneBW3WOHHbIN

CTaHaapT PAL saBnsetca I'IpeOGJ'IaD,al'OLLU/IM TeENeBn3MOHHbIM CTaHAapTOM B CTpaHax EBpOI'IbI.

TeneBun3anoHHbIN ctaHgapT PAL goctaBnsieT 625 cTpok B kagpe Ha 25 k/cek.

PoE (Power over Ethernet / NutaHue 4yepes Ethernet) — TexHonorusa, nossonsioLlas
nepefasaTb YAanéHHOMY YCTPOWCTBY BMeCTE€ C [aHHbIMU OfEeKTPUYECKYHO 3Hepruio 4vepes

CTaHOapTHYO BUTYIO napy B cetn Ethernet.

Port / TMopT — wnoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHbBIA PECYPC, BbIAENSEMbIN
NPUMOXEHMUIO, BbINONIHAEMOMY Ha HEKOTOPOM CEeTEBOM XOCTe, AN CBA3N C NPUMOXKEHUSMMU,
BbINOMIHAEMbIMW Ha APYrMX CeTEBbIX XOCTax (B TOM Yucne C APYrMMU NPUOXEHUSIMU Ha 3TOM Xe
xocTe). B 06bI4HON KNWEHT-CepBEPHON MOAENUN NPUNOXKEHNE NTMOO0 OXXMAAET BXOAALWMNX AAHHbIX NN
3anpoca Ha coeauHeHue («cnywaet nopT»), NMBo nockbinaeT AaHHbIe UK 3anpoc Ha CoeMHEeHne

Ha M3BECTHbIN NOPT, OTKPbITbIA NPUITOXKEHNEM-CEPBEPOM.

PPP (MpoTokon gByXTO4Y€4YHOro coeAnHeHUs1) — NPOTOKOJ, MO3BOMSOLWMIA UCNONb30BaTb
WHTepdenc nocrnegoBaTenbHON MNepedayn Ans CBA3W Mexay ABYMS CeTeBbIMU YCTPONCTBaMM.

Hanpumep, nogkntodeHue MK Kk cepsepy nocpeacTBoOM TeNedOHHON NUHUN.

PPPoE (Point-to-Point Protocol / lpoTokon coeguHEHNUA «To4YKa - TOYKa») — NPOTOKON
OnNs NogkrtoyYeHnsa nonb3oBaTenen cetn ctaHgapta Ethernet k MIHTepHeTy Yepes LinpokononocHoe
coefvHeHne, Takoe kak nuHua DSL, 6ecnpoBogHoOe YCTPOWCTBO wnn kabenbHbin mogem. C
nomouwbto PPPOE 1 LUMPOKONONOCHOrO ModemMa nonb3oBaTeNiM foKanbHOW CeTU MOryT nonyyaTb
JOCTyn C unHAMBMAOYanbHOW MNPOBEPKOM MOLMMHHOCTU K BbICOKOCKOPOCTHLIM CETAM [OaHHbIX.
O6beaunaa Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE obecneunBaeT
adhpeKTMBHbIN cnocob co3gaHnsa oTAeNbHbIX COEANHEHUA C yaaneHHbIM CEPBEPOM AN Kax4oro

nomnb3oBaTend.

Progressive scan / lporpeccuBHoe CKaHMpPOBaHME — 3TO TEXHOMOrMA NpeacTaBneHus
KagpoB B BuaeoHabnogeHuu, npy KOTOPOMW Kaxabl Kagp BOCNPOM3BOAUTCHA MO OAHOW NMHMK B
nopsifke nx pasMeLLeHns KaxKayto WecTHaguaTyo JON0 CeKyHAabl. TO eCTb CHavana nokasblBaeTcs
nuHua 1, 3atem 2, 3ateM 3 1 Tak ganee. Takum ob6pasom, nsobpaxeHne He BbeTCcsa Ha OTAENbHbIE
nonykagpbl. B aTom criyyae nonHOCTbIO ncdesaeT apekT MepuaHns, N03TOMY Ka4eCTBO OTCHATOrO

BMOeo nony4vyaeTcA ©onee BLICOKMM.

RJ45 — yHMPOUUMPOBAHHLIM pasbeM, WUCMOMNbL3YEMbIN B TENEeKOMMYHMKauuax, umeet 8

koHTakTOB. MicnonbayeTca ansa cosganus JIBC ¢ ucnonb3oBaHnemM 4-napHbix kabenewn BUTON napbl.

Router / MapwpyTunsaTop — 370 YCTPOMCTBO, KOTOPOE onpedenseT ToUKy bnukanwen cetn,
B KOTOPYIO NaKeT AaHHbIX JOIMKEH ObITb HAMpPaBMeH Kak B CBOM OKOHYaTENbHbIA NYHKT HAa3HAYeHUs.

MapLupyTusaTop co3gaeT u/unv NnogaepXxunsaeT cneumanbHyo Tabnuuy MapLpyTusaumm, kotopas

PykoBoacTBo no noakntoveHuto IP-kamepbl B12CW
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coxXpaHdaeT VIH(*)OpMGLI,VIIO, KaK TOJ1IbKO OHa AocTturaeT ornpeaerieHHbIX MyHKTOB Ha3Ha4YeHuA. WHorga

MapLpyTU3aTop BKIHOYEH B Ka4eCTBe 4YaCTh ceTeBOro KoMmyTtartopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIM NPOTOKON B peXUMe peanbHOro
BpeMeHu) — 3TO npoTokon IP ong nepefayn gaHHbIX (Hanpumep, ayovo Unu BUAEO) B pexume
peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B CBOEM 3arofioBke AaHHble, HEOOXoanMble Ois
BOCCTAHOBIIEHMSI TOfloca UNU BUAEOM300pakeHns B NPUEMHOM Yy3fe, a Takke OaHHble O Tune
koguposanusa nHgpopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro npoTokona, B YaCTHOCTH,
nepegarnTcsl BpEMEHHas MeTKa U HOMeP nakeTa. OT! napameTpbl NO3BONSIOT NPU MUHUMANbHbIX
3agepXkax onpegenutb MOpPsiAOK M MOMEHT OEKOAMPOBaHMSI Kakgoro naketa, a Takke
WHTepnonupoBaTb NOTEPSIHHbIE NakeTbl. B kauyecTBe HuxXenexawlero nNpoTokona TPaHCMOPTHOro

YPOBHS, Kak NnpaBunio, ucrnosnbayetca npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepepayn NOTOKOB B peXxume
peanbHOro BpeMeHMu) — 3TO NPOTOKON yrNpaBeHUs, KOTOPbIV CIY>XUT OCHOBOW AN COrnacoBaHus
TPaAHCNOPTHLIX NPOTOKOSOB, Takux kak RTP, MHOroagpecHon nnm ogHoagpecHom nepegayn u ans
cornacoBaHuns Ucnonb3yembix kKogekoB. RTSP MoXHO paccmaTpuBaTb Kak nynbT AUCTAHLUMOHHOMO
ynpaBneHnss NoTokaMu OaHHbIX, NpegocTaBnseMbiMyM cepBepom mynbTumeana. Cepsepbl RTSP
00bl4HO wucnonb3ytoT RTP B KayecTBe CTaHOaApTHOrO nNpoToKona ANns nepefadm ayamo- U

BUOEOOaHHbIX.

SD (Secure Digital Memory Card/ kapta namatu tuna SD) — dopmaTt kapTbl ¢naL-
namatv, paspaboTaHHbIN AN UCMONb30BaHMA B OCHOBHOM B MOPTATMBHbLIX YCTpoucTBax. Ha
CEroAHAWHMIA OeHb LUMPOKO MCMOMb3yeTcsa B UMAPOBbIX YCTPOUCTBAX, Hanpumep: B
doToannapatax, MoOunbHbIX TenedgoHax, KIK, kommyHukaTopax u cmaptdoHax, GPS-

HaBuratTopax, Bugeokamepax n B HEKOTOPbIX UTPOBbIX MPUCTaBKax.

Shutter / OnNeKTPOHHbIM 3aTBOP — 3TO 9MNEMEHT MaTpuubl, KOTOPbLIA MO3BONSET
perynupoBaTb BPEMSI HAKOMJEHMSA SMEKTPUYECKOrO 3apsiaa. OTa AeTanb OTBEYAET 3a AJINTENBHOCTb

BbIAEPXKKN U KONMYECTBO CBETa, NoMnaBLIero Ha MaTpuuy nepes (oopMUpoBaHNeM U306paKeHms.

SMTP (Simple Mail Transfer Protocol / MpocTon npoTokon nepegayn MOYTbl) —
npotokon SMTP ncnonb3yeTcsa Ang OTCbINKM U NONYyYeHUSA 3NEKTPOHHOM NoYTbl. O4HaKo NOCKOMNbKY
OH 4BMSieTCA «NPOCTbIM» MO CBOEW CTPYKTYpe, TO OH OrpaHWyYeH B CBOEN BO3MOXHOCTWU MO
BMECTMMOCTW COOBLLEHMI Ha nomnyyaroLwemM KOHUe, U OH 0BbIMHO UCNOMb3yeTcs C OOAHUM U3 ABYX
apyrux npotokonos, POP3 mnn npoTOKONOM MHTEPAKTUBHOINO AOCTYyNa K 3IEKTPOHHOW noyTe
(npoTokon IMAP). 3TK NpoTOKOsbI NO3BOMSOT MOSIb30BaTENIO COXPAHATL COOBLLEHUS B MOYTOBOM

ALLMKe cepBepa 1 NepuUoanYeckn 3arpyxartb Ux U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / lpoTokon 3awueHHbIX

cokeToB / poTokon TPaHCMOPTHOrO YPOBHA) — 3TN ABa NpoTokona (npotokon SSL asnsaetca

PykoBoacTBO no nopakntoyeHuto IP-kamepbl B12CW
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NMPUEMHUKOM  MPOTOKOJ1a TSL) ABNAOTCA KpI/II'ITOFpaCbVI‘-IeCKI/IMI/I NnpoToOKOMamMKn, KoTopble

obecneunBatoT 6e3onacHyto cBa3b B ceTu. B 6onblumHcTBE cny4vaeB npotokon SSL ncnonb3yercs
yepes3 npotokon HTTP, 4toGbl chopmumpoBaTh NPOTOKON 3alMLEHHON Mepedayvn runeprekcTa
(npotokon HTTPS) B kayecTBe MCMNOMNb30BaHHOMO, Hanpumep, B NHTepHeTe ONs OCyLLeCTBAEHNS
(OMHAHCOBLIX TpaH3aKkuuin B 3nekTpoHHoM Buge. [lpoTokon SSL wmcnonb3yeT cepTudukaTtbl

OTKPbLITOro KpUNTOrpadnYEecKoro Krtoya, YTobbl NOATBEPXKAATh OAEHTUYHOCTL CEpPBEpa.

Subnet mask / Macka nogceTtun — 6utoBasi macka, onpegenstoLuasi, kakast YacTtb |P-agpeca
y3na ceTu OTHOCUTCS K agpecy CeTH, a Kakas — K agpecy camoro yana B aTol ceTu. Hanpumep, y3en

c IP-agpecom 192.168.0.99 n mackon nogcetn 255.255.255.0 Haxogutes B cetn 192.168.0.0.

Switch / KommyTatop — KOMMyTaToOpoM SIBMSIETCSI CETEBOE YCTPOMCTBO, KOTOpPOE
COEaUNHSIET CErMEeHTbl CETU BMECTE M KOTOPOE BblIOMpaeT mMapLlipyT ANs NEPECHISIKN YCTPOWCTBOM
OaHHbIX K ero onvxkanwemy nony4vartento. O6bIYHO KOMMYyTaTop ABMsieTca 6onee NpocTbimM n 6onee
ObICTPbIM MEXAaHM3MOM, YEM CETEBOW MapLLpyTU3aTop. HeKoTopbie KOMMYTaTOPbl UMEOT (OYHKLMIO

mapLupyTusaTopa.

TCP (Transmission Control Protocol / poTokon ynpaBneHus nepepayen) — ogmH 13
OCHOBHbIX CeTeBbIX MpPOTOKONoB WMHTepHeTa, npegHasHadeHHbld NS ynpaBneHus nepepaden
OaHHbIX B ceTax n noaceTax TCP/IP. TCP - aTo TpaHCNOPTHbIN MEXaHU3M, NpeSoCTaBnSAoLLINA NOTOK
OaHHbIX C npeasapuTeNibHOW YCTAHOBKOM COEOVHEHUs, 3a CYET 3TOro Aalolmi YBEPEHHOCTb B
OOCTOBEPHOCTM NOSTy4aeMbIX AaHHbIX, OCYLLECTBASET NOBTOPHLIN 3anpoc AaHHbIX B Criyyae notepu

AaHHbIX U yCTpaHsieT AybnmpoBaHue npv NonyYeHnn AByx Konum ogHoro naketa (cMm. tTakke T/TCP).

TTL (Time to live) — npegenbHbI Nepnog BpEMEHU UMM YUCNO UTEpPaLMIA UM NEPEXOaoB,
3a KOTopbI HAbOp AaHHbIX (MakeT) MOXET CyLLEeCTBOBaTb 40 CBOEro NCYE3HOBEHMS. 3HadyeHune TTL
MOXET pacCcMaTpuBaTbCA Kak BEPXHAS rpaHvLa BPEMeEHM CyLLecTBoBaHuS |IP-gentarpammel B ceTu.
Mone TTL ycTtaHaBnuBaeTcA OTNpaBUTENEM AenTarpaMMbl U YMEHbLUAETCA KaXablM  Y3510M
(Hanpumep, MapwpyTU3aToOpoM) Ha MNyTU €ro CregoBaHWsl, B COOTBETCTBMM CO BPEMEHEM
npebbiBaHMs B OaHHOM YCTPOWCTBE WNM COrnacHo npoTtokony obpaboTtkn. Ecnm none TTL
CT@HOBUTCS PaBHbIM HYS0 4O TOro, Kak gevMtarpamma npubyaeTt B MyHKT HasHaveHus, TO Takas
agentarpamma otbpacbiBaetca M oTnpaButento otceiiaetca ICMP-naket ¢ kogom 11 —

«I'IpeBblmeHme BpPEeMEHHOIro nHTepBana».

UDP (User Datagram Protocol / lpoTokon aentarpaMmm nonb3oBaTtesisi) — 3T0 NPOTOKOJ
obmMeHa AaHHbIMM C OrpaHMYEHSMM Ha NepecbiflaeMble AaHHbIE MO CETU, UCMOMb3YHOLLEN NPOTOKON
IP. MpoTtokon UDP saensetcs anbtepHatnBon npotokony TCP. MNMpeumywectso npotokona UDP
COCTOMT B TOM, YTO 41151 HEro Heobsi3aTenbHa AOCTaBKa BCEX AaHHbLIX U HEKOTOPbIE NaKeTbl MOryT
OblTb MponyLleHbl, ecnn ceTb neperpyxkeHa. 3170 o0cobeHHO yaobHO npu nepegadve
BMAEOMaTepuarnoB B peXMMe pearnibHOro BPEMEHW, MOCKONbKY HEe WMMEET CMbicna MOBTOPHO

nepefaBaTh yCTapeBLUYO MH(OPMaLMIO, KOTOopas BCe paBHO He ByaeT oToGpaxeHa.

PykosoacTBo no nogknioyeHuto IP-kamepbl B12CW -
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UPnP (Universal Plug and Play) — TexHonorus, no3sonstowasa nepcoHanbHbIM

KOMMbIOTEPAM U MHTENNEKTyanbHbIM CETEBbIM CUCTEMAM (HanpuMmep, OXpaHHOMY o0b6opyaoBaHMIO,
pasBrekaTtefibHbIM  YCTPOMCTBAM WM UHTEPHET-LUNI03aM) COoeauHATbCA  Mexay cobon
aBTOMaTMyeckn M pabotaTb COBMECTHO 4epe3 eauHyto ceTb. [natdopma UPNP ctpoutcs Ha
OCHOBE TaKMX MHTEpHeT-cTaHaapToB, kak TCP/IP, HTTP n XML. TexHonorns UPnP noggepxueaet
ceTeBble MHPPACTPYKTYPLI NPAKTUYECKM NH0OOro Tna - Kak NPoBoAHbIEe, Tak 1 6ecnpoBoHble. B nx
4YMCNo, B YaCTHOCTU, BXogaT kabenbHbin Ethernet, 6ecnpoBogHble cetn Wi-Fi, ceTn Ha ocHoBe
TenedOoHHbIX JWHUKW, NUHU anekTponuTaHna wu np. [logaepxka UPnNP  peanusoBaHa B

onepaumoHHbIx cuctemax Windows.

URL (Uniform Resource Locator / EauHbIM yKasaTenb pecypcoB) — 3T0

CTaHgapTM3MpOBaHHbIN cnocob 3anvcy agpeca pecypca B cetn MHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHon npoToKon nepegayvn gaHHbIX) —
NMPOTOKOM, CO34aHHbIN creumanbHo anss GSM-ceTell, roe Hy)XHO YyCTaHaBnvMBaTb CBS3b
NopTaTUBHbLIX YCTPOWUCTB C ceTbto MHTepHeT. C nomowpbto WAP nonb3oBatenb MoOOGUIbHOMO

YCTPOWCTBa MOXET 3arpyaTtb U3 ceTu VIHTepHeT ntobble UMdpPoBbIE AAHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarwmn HTTP-3anpockl OT KIUEHTOB,
00bIYHO Beb-Opaysepos, u Bbigawowmi um HTTP-oTtBeThl, 06blMHO BMecTe ¢ HTML-cTpanuuen,

n3obpaxxeHnem, annom, Meama-noTokoM U ApyruMu AaHHbIMMN.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBogHas TOYHOCTb») — TOProBas Mapka
npombiwneHHon rpynnbl «Wi-Fi Alliance» ans 6ecnpoBogHbix ceTen Ha 6ase crtaHgapta |IEEE
802.11. Jlwoboe obopynoBaHue, cooTBeTcTBylOwee cTaHgapty IEEE 802.11, moxeT ObiTb
npotectupoBaHo B Wi-Fi Alliance gna nonyyeHus COOTBETCTBYKLLEro ceptudumkata v npasa

HaHeceHuda norotuna Wi-Fi.

W-LAN / BecnpoBogHasa LAN — 3710 6GecnpoBogHasa nokanbHas ceTb, UCMOMb3yowas B
Ka4yeCcTBe HOCUTEMNS paguoBOIIHbI: 6ecnpoBOAHOE MOAKMIIOYEHMNE K CETU KOHEYHOrO NONb30BaTENS.

[na OCHOBHOW CEeTEBOM CTPYKTYPbl OOLIYHO MCMONb3yeTcsa KabenbHOe CoeAnHEHME.

WPS (Wi-Fi Protected Setup) — ctaHgapT, npegHasHayYeHHbIN Ans NofyaBToOMaTU4eCcKoro

co3gaHusa 6ecnpoBogHON goMallHen ceTu. [poTokon nNpu3BaH oka3aTb MOMOLLb MONb30BaTENSM,

KoTopble He 06nafalT LWMPOKMMM 3HaHMSIMM O GesonacHoCTM B GecrnpoBOAHBLIX CETSAX, U Kak
crneacTBue, UMEKT CIOXKHOCTM Mpu ocyllecTeneHnn HacTpoek. WPS aBTomatuyecku obosHavaeT
UMs CeTU U 3agaeT WudpoBaHue, AN 3alnTbl OT HECAHKLMOHMPOBAHHOIO A0CTyna B CETb, NpU

3TOM HEeT HeobXxo4MMOCTHM BPYUYHYIO 3aaBaTb BCe NapaMeTpbl.

Anroputm cxaTus BuAaeo — 3TO MeTOoAMKa YMeHblueHus pasmepa danna undgposon
BMAEO3anucu MnocpeacTBOM  yaaneHus rpaduyeckux 3NeMeHToB, He  BOCNPUHMMAaeMbIX

4yerioBe4eCkmnM rmnas3om.
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BEWA RD Ipunooscenus

BapMd)OKaﬂbelﬁ OOGBLEeKTUB — OOBLEKTUB, No3BONIAOLWNA UCMONb30BaTb pasrnunyHble

d)OKyCHbIe pacCctoAHnA B NPOTUBOMOJIOXKHOCTb 06'beKTVIBy C (*)I/IKCI/IpOBaHHbIM (*)OKyCHbIM

paccTtoAHUnEM, KOTOprVI ncnonb3yeT Nnb O4HO PacCTOoAHUE.

Butas napa — Buag kabens cBsi3W, npeacTaBnsieT coboM OAHY WNM HECKONbKo nap
N30NNPOBAHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COOOW, MOKPbIThIX MIACTUKOBOW OGOMOYKOMN.
CBvBaHME NPOBOAHUKOB MPOWM3BOAMUTCS C LIENbl MOBBILEHMS CTEMEHUM CBA3M Mexay coboi
NPOBOAHMKOB OfHOW Napbl (3NeKkTpoMarHMTHasi noMexa oAMHaKoBO BnusieT Ha oba nposoaa napbl)
M NOCNEeayLWero yMeHbLUEHUS1 3NEKTPOMAarHUTHbIX MOMEX OT BHELUHMX WMCTOYHWKOB, a Takke

B3aVMHbIX HABOAOK Npu nepegade audgepeHumnanbHbIX CUrHamnoB.

Bblgepxka — UHTepBan BpeMeHW, B TeYeHMe KOTOPOro CBET BO3JEWCTBYET Ha y4acTok
CBETOYYBCTBUTESNBHOMO MaTepuarna WnuM CBETOYYBCTBUTENbHOW MaTpuubl Ans cOobLieHus emy

onpenenéHHon aKcnosmunn.

[eTeKkTop ABMXEHUSA — 3TO annapaTHbIN NGO NPOrpaMMHbIN MOgYSb, OCHOBHOW 3adadven

KOTOPOro ABndeTcs 06Hapy>|<eHV|e nepemMeLlarllnxca B none 3peHnda Kamepbl 00BEKTOB.

HeTtekTop cabotaxa — 3TO NPOrpaMMHbIN MOAYSb, KOTOPbLIA No3BonsieT obHapyxuBaTb
Takue cUTyauuu, Kak: pacqoKyCUpPOBKa, NEPEKPbITUE UMW 3acBeYMBaHUe M300OpakeHnsi, OTBOPOT
Kamepbl, YacTuyHasa notepsa curHana. [puHUMN OEeNCTBMA OCHOBaH Ha aHanuse B pexume
peanbHOro BPEMEHW W3MEHEHUs KOHTpacTa rokanbHbiX obnacTtel KagpoB W3 BWOEOMNOTOKA,
nony4aemoro ¢ Tenekamepbl-geTektopa. [leTektop caboTaxa aBToMaTUYeCKuU BbliOMpaeT obnactu
KagpoB, NO KOTOPbIM HEOGXOAUMO OLIEHMBaTb M3MEHEHWE KOHTPACTHOCTM BO BPEMEHU W, ecnu
N3MEHEHNe KOHTPacCTHOCTM B 3TUX OOMacTAX MNpPeBbILAET HEKOTOPbIi OTHOCUTENbHbIN MOpPOTr,

NPUHNMaET peLleHne O noTepe «norfie3Horo» BnaeocurHana.

Onadparma (ot rpey. diaphragma — neperopogka) — 3TO OTBepcTMe B 0ObekTuBe
Kamepbl, KOTOPOE perynmpyeT KONMYeCTBO CBETA, MONaAatoLLero Ha matpuuy. MameHeHne pasmepa
AvadparMbl MO3BONSAET KOHTPONMPOBaTb UENbIA Psif NokasaTenew, BaXKHbIX AN MNONyYeHus

Ka4yeCTBEHHOIO M300paXkeHusl.

HdomeHHOe uMA — 3TO onpepeneHHas GykBeHHasi nocrefoBaTerlbHOCTb, 0603HavatoLasn
UMs carita Unu Ucnosb3yemasi B UMeHax 3N1EKTPOHHbIX NOYTOBbIX SLMKOB. [loMEHHbIe MMeHa AatoT
BO3MOXXHOCTb agpecauuy MHTEPHET-Y3OB U pacrofioOXeHHbIX Ha HUX ceTeBbiXx pecypcoB (Beb-

CanToB, CEPBEPOB ANEKTPOHHON MOYThLI, APYrMx cryx6) B yaobHoM Ansa yenoseka dopme.

MK-noacseTka (MK-npoxekTtop) — ycTponcTBo, obecneuymBatollee NoacBeTKy obbekTa

HabnoAeHUs C M3nyyYyeHnem B MHppakpacHOM fnarnasoHe.

Kamepa «aeHb/HOYb» — 3TO Bugeokamepa, npegHasHayeHHasa ons padoTbl KpyrinocyTOYHO

B pa3HbIX yCIoBUAX OCBELLEHHOCTU. B ycnoBuax FIpKOI;I OoCcBeLleHHOCTH I/1306pa)KeHIAe uBeTHoe. B
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TEMHOE BpeMdA CYTOK, Korga FIpKI/IVI cBeT nponagaet, M Ha4MHaAKTCA CYMEpPKWU, M306pa>|<eHV|e

CTaHOBUTCA ‘-IepHO-GGJ'IOG, B pe3ynbTaTte 4ero noBbilaeTCA YyBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBs3n Kodek aTo obbl4HO Koaep/aekonep. Kogekn mcnonb3yroTca B
WHTErpMpoBaHHbIX LENaX WM MuKpocxemax Anst npeobpas3oBaHus aHanoroBblX BUOEO- U
ayguocurHanoB B umdposon dopmat anga nocnegytowen nepegadn. Kogek takke npeobpasyet
npuHMMaemMble UNGPOBbIE CUrHanbl B aHanoroebld ¢opmaTt. B kogeke ogHa MMUKpocxema
ncnonb3yeTtcs Ans npeobpasoBaHWs aHanoroBoro curHana B UMdpoBon M LMGPOBOro curHana B
aHanoroBbln. TepMuH «Kogek» Takke MOXeT OTHOCUTBCS K KOMMpeccun/gekoMnpeccun, n B 3ToM
crny4ae oH 06bl4HO O3HaYaeT anropuTM NN KOMMbIOTEPHYIO MPOrpaMmy AN yMeHblleHus obbema

¢hannos n nporpamm.

HOpMaanO 3aMKHYTblIe KOHTAKTbl — TakKad KOHCTPYKUUA AaT4yMKa, KOTOopasd B NaCCUMBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, @ B aKTUBHOM — PAa30MKHYTbI€E.

HopmanbHO pa3oMKHyTble KOHTaKTbl — Takasi KOHCTPYKUMSI fgaTtdvka, koTopasi B

NnacCMBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbI€E.

OOBbEeKTUB — 3TO 4acTb OMNTMYECKON CUCTEMDI BI/ID,eOHa6J'II'OD,eHI/IFI, npeagHasHavYeHHaa and

CbOKyCVIpOBKVI NOTOKa CBETa Ha MaTpuue BnaeokamMmepbl.

OTHolweHne curHan/lwym — YUCIEHHO OrnpeaenseT coaepXaHwe napasuTHbIX LUYMOB B
curHane. Mamepsietca B geumnbenax (ab). Yem Gonblue 3HauyeHMe OTHOLWIEHMSA CurHan/wym ans

BuaeocurHana, TeM MeHbLLE MOMEX N UCKaXXEeHUI nMeeT |/|306pa>|<eH|/|e.

lNMukcenb — 3TO 0HA M3 MHOXECTBA TOYEK, COCTaABNAKOLLMX LI,I/I(*)pOBoe M306pa>KeHv1e. LlBeT

N MHTEHCUBHOCTb KaXXOO0ro NMKcerd CoCTaBdeT KpOLUEeYHY0 obnacTtb I/I306pa)KeHI/IFI.

Mpokcu-cepeep (Proxy - npeacraButenb, YNONMHOMOYEHHbIM) — cnyxba B
KOMMbIOTEPHBIX CETHAX, MO3BOMALWIAsA KIMEHTAM BbINOMHATL KOCBEHHbIE 3amnpocbl K Apyrum
ceTteBbIM crnyxbam. CHavana KNMeHT NOAKIYaeTCs K NPOKCU-CepBEPY M 3anpalumBaeT Kakon-nnbo
pecypc, pacrnofiokeHHbI Ha Apyrom cepsepe. 3aTteM NpoKcu-cepBep NMOO MOoAKn4YaeTcs K
yKka3aHHOMY CepBepy 1 nony4yaeT pecypc y Hero, nnbo Bo3BpaLLaeT pecypc 13 cObCTBEHHOrO KaLla.
lMpokcn-cepBep NO3BONSAET 3alMLATb KIMUEHTCKUA KOMMbIOTEP OT HEKOTOPbIX CETEBLIX aTtak U

nomMoraeT coxXxpaHATb aHOHUMHOCTb KIMMeHTa.

MpoTtokon — cTaHgapT, onpegenswwmin nosegeHne GYyHKUNOHanNbHbIX O0oKOB npu
nepefaye AaHHbIx. Dopmanu3oBaHHble NpaBuna, onpegensoLlmne nocnegoBaTenbHOCTb U hopmMaT
COO00LEeHN, KOTOPbIMM OOMEHNBAIOTCS CETEBbIE KOMMOHEHTHI, NeXalne Ha OgHOM YPOBHE, HO B

pasHbIX y3nax.
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PaspelueHne n3obpaxeHUs — 3TO KONMMYECTBO NUKcenen (ToYek) Ha eauHuuy nnowaam

I/I306pa)KeHVIFI. V|3MepFIGTCFI B Merarnukcenax uin 0T06pa>KaeTc;| B Buae AByX BEJIMYUH — BbICOTbI

LLUMPUHDbI I/1306pa)KeHI/IFI. BricoTta u LLMPpHNHaA TakKKe B JaHHOM Crlydae U3MepdarTCA B NMUKCENAX.

PyyHasa guacpparma — npoTUBOMNONOXKHOCTL aBTOMaTUYeCKon anadparmbl, T.€. HACTPONKa
anadparMbl  Kamepbl AOMKHA BbINOMHATECA BPYYHYKO ON1S PerynupoBKM KOnuyecTBa CBETa,

Aocturarowiero 4yBCTBUTESIbHOIoO afieMeHTa.

CBeTocuna o6beKTUBaA — 3TO XapakKTepucTuka, nokasblBarLLas, Kakoe KOrmM4ecTBO cBeTa
cnocobeH nponyckatb AaHHbI 00bekTMB. Yem Gornblle MakCUMarnbHbI AnaMeTp OTKPbITOW
anadparmbl (M, COOTBETCTBEHHO, YeM MeHbLUe F-4uncno), Tem BornbLuee KONMYEeCTBO CBETa MOXET

nonacTb CKBO3b OOBHEKTUB Ha chKaanyro MMOCKOCTb, M TEM BbILLE CBETOCUIIA OObEKTUBA.

Cumnnekc - npu CUMMIEKCHOM CBA3N CeTeBOM Kabenb WM KaHamn CBSA3NM MOXeT

ncnosmnb3oBaTbCA ANA nepeagayn I/IHdI)OpMaLI,I/IVI TOJIbKO B OHOM HanpaBJlieHNN.

YnuyHas Buaeokamepa — 3TO kamepa BuAeoHabnodeHusi, koTopasi obnagaet Bcemu

HeO6XOD,I/IMbIMVI XapakTepnuctnkamm 3allnTbl OT BITUAHUA BHELUHeNn cpenbl And pa6OTbI Ha ynuue.

LiBeTHas Bupeokamepa — 3TO Kamepa, KOoTopas AaeT uBeTHoe u3obpaxeHue. [lo
onpegeneHnto MaTpuubl Buaeokamep 4YepHo-6enble, a Ans NONy4YeHUs LBETHOro M3obpakeHus
BO3Me KaXKAoW A4Yerkn mMaTpuubl OpMUPYOTCA LBETHblE hunbTpbl. MNepBbin HUAbLTP NPUBHOCUT
KpacCHY0 COCTaBISIOLLYIO LiBETA, BTOPOWN 3€MEHYI0, a TPETUI CUHIOW. Takum obpasom, Tpy S4enkm
CTaHOBATCS 0fHOM To4kon B LiBeToBOM hopmaTte RGB. CnegoBaTenbHO, BMECTO TpeX NUKCENen Ha

pe3ynbTunpyrownem I/1306pa)KeHI/II/I Mbl nofy4yaemM TOJIbKO OAUH.

AnekTpomexaHnyecknn WUK-bunbTp — npencraBnsgetr cobon YCTPOMCTBO, KOTOpoe
CNOCOBHO B OAHOM peXnme NofaBnaTb MHAPaKpaACHbIN AManas3oH Npu noMoLum nHgpakpacHoro VK-
dunbtpa, a B Agpyrom pexume UK-ounbtp ybupaetca anekTpoMexaHudecku, Takum obpasom,

aenasa AOCTYNHbIM BE€Cb CNEKTP CBETOU3NTYYEHNA.
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