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BeWARD I nasa 1. Mepwvl npedocmopoxcnocmu

MnaBa 1. Mepbl NpegoCcTOPOXHOCTU

MNMepen ncnonb3oBaHMEM YCTPOUCTBA HEOOXOANMO MOMHUTL HUXKecneayoLlee.

HaHHbIN NpoAyKT yaosneTeopsieT Bcem TpeboBaHnsam 6e3onacHoctn. OgHako, kak n nobon
anekTponpubop, B criyyae HenpaBuITbHOrO UCMOMNb30BaHMA MOXET Bbi3BaTb NOXap, YTO, B CBOK
oyepedb, MOXeT noBredb 3a cobon cepbesHble nocrefcTeus. Bo msbexxaHne HecHaCTHbIX

cnyyaeB 06513aTeNlbHO U3yUYnTe UHCTPYKLUIO.

BHUMAHUE!
Vcnonb3dynte npu akcnsyatauum TOMbKO COBMECTUMble YCTpoucTBa. Mcnonb3oBaHve YCTPOWCTB, He

0006pEHHbIX Npon3BoAMTENEM, He4OoMyCTUMO.

Cob6nioganTe MHCTPYKUMIO NO 3kcnnyaTaumu!
N3berante AnNUTENbHOrO MCMNOMbL30BAHMA WKW XpPaHEHUs1 Kamepbl B HeOGNaronpusiTHbIX
YCIOBUSIX:

e [lpn CnNMLWIKOM BbICOKMX UMW HU3KMX TemnepaTypax (pabodvas Temnepartypa yCTPOWUCTB
oT -60 go +50 °C).

e U3Geraiite nonagaHusa NpsiMbIX CONTHEYHbIX JIy4YelN B TEYEHME ANUTENBHOIO BPEMEHM, a
TaKke HaxoXaeHust NobIM30CTN OTONUTENbBHLIX N 060rpeBaTenbHbIX NPUOOPOB.

e |3b6erante 6M30CTU C BOAOW UMM UCTOYHUKAMU BIAXXHOCTH.

o [3berante 6nu3octn ¢ ycrtponcteamu, obnagarowmmm 60nblLIMM SNEKTPOMArHUTHBIM
adhdpekTom.

e HeponyctMma ycTaHOBKa Kamepbl B MECTax C CUIbHOW BUBpaumen.

BHUMAHUE!

B cnyyae HencnpaBHOCTM Kamepbl CBSXKUTECH C cepBUCHBbIM LieHTpom OO0 «HIIM «besapay.

B cny4yae HeKoOppeKTHOM paboTbl Kamepbil:
o [lpu oBHapy>xeHun abiMa NnNu HeobbIYHOIO 3anaxa.
e [lpy nonagaHuu BoAbl UK APYrMX MHOPOAHbLIX OOBHEKTOB BHYTPb.

e [lpy NageHnn kamepbl U NOBPEXAEHMMN Kopnyca:

BbinonHuTe cneayrowme aencTBus:
e  OTKNOUMTE Kamepy OT UCTOYHUKA NUTaHMSA U OTCOEANHUTE BCE OCTalnbHblE NpoBOAA.
o Casxutecb ¢ cepBuUcHbIM LeHTpoM OOO «HIIM «beBapay». KoHTakTHble AaHHble Bbl

MOJKeTe HauTu Ha canTe http://www.beward.ru/.
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BeWARD I nasa 1. Mepwvl npedocmopoxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTMPOBKE KaMepbl NOMOXWUTE KaMepy B YNakoBKY NMPOU3BOAMTENS unn nobon

ApYrovi MaTepuan COOTBETCTBYHOLLErO Ka4ecTBa 1 YAaponpoOYHOCTU.

BeHTnauua
Bo usbexaHvne neperpesa, HM B KOEM Crnyyae He BroKMpynTe LMPKYNSLMIO BO3ayXa BOKPYr

Kamepbl.

Yuctka

Mcnonb3ynte MSAMKYH0 Cyxylo TKaHb [Ans NpOTUpPaHUMs BHELLHMX MNoBepxHocTen. [Ons
TPYAHOBLIBOAMMbBIX MATEH WUCMNONb3ynWTe Hebonblloe KONMMYEeCTBO YMCTALLEro cpeacrtsa, nocne
Yero Hacyxo BbITPUTE MOBEPXHOCTb.

He ucnonb3ynte netyuvMe pacTBoOpuTENM, TakMe Kak CnNupTocopepxaluMe cpeactsa unm

O€H3MH, TaK Kak OHU MOTyT nNoBpeanTb KOpnyC KaMepbl.
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BeWARD Inasa 2. Obwue ceedenus

MnmaBa 2. O6wue cBegeHus

BEWARD B2530RZK — aT0 ynunyHas, 3aluileHHasa oT BO3OeUCTBUSA BHellHen cpeabl IP-
BMaeokamepa, paspaboTaHHas Ona  NpUMEHeHWss B cuctemMax  npodecCUoHarnbHOro
BuaeoHabnogeHus. Bupeokamepa B2530RZK  wucnonb3yeT BbICOKOYYBCTBUTENbHbLIN KMOT-
CEHCOp C paspelleHneM 2 Meranukcenst U nNporpeccuBHbIM CKaHMpoBaHUEM. Takme TexXHOMnoruwu,
kKak pexum «[eHb/Houb», pacwmpeHHbin aguvHamudeckmn puanasoH (2xWDR), cuctema
wymonogasnernnsa (2D/3D NR), a Tawkke BCTpoeHHass BapudokanbHaa WK-nogceetka,
BapudoKanbHbI OOBLEKTMB C BO3MOXHOCTbIO yAarieHHOW perynupoBkM yrna ob3opa wu
hOKYCMPOBKMK, a Takke anekTpomexaHmndecknn NK-comnbTp, BbIOLHO OTNMYAOT AAHHYHO MOAESb,
Nno3BoSiAiA el COOTBETCTBOBATb BbICOKMM TpeboBaHWAM, MNpeabsBAseMblM K COBPEMEHHbIM
cucteMam BuaeoHabnogeHusa. B mogenbHOM pagy npeacTtaeneHbl Kopriyca kak B 6enom Tak n B

YepHOM LBeTe.

o

Puc. 2.1

IP-kamepa BEWARD B2530RZK nos3sonsieT npocmaTpuBatb BUAEO B pearibHOM BPEMEHU
Yyepes cTaHaapTHbIM NHTepHeT-6pay3aep.

Kamepa cnocobHa nepegaBatb BUOEONOTOK B dpopmaTax cxatus H.265/H.264 n MJPEG.
dopmaTt H.265 ngeanbHO NOoAXOAUT B YCIOBUSAX OrpaHUYEHHOW MOMockl nponyckaHus. Mpu ero
NCMonb30BaHUN OOCTUrAeTCAd HaUMEHbLUIMA TpaduK U Xopollee KavyecTBO M3obpaxeHunsa. dopmat
MJPEG npegHasHa4yeH ans 3anucm u npocmoTpa BUoeom3obpaxeHnsa B Hauny4wem KavyecTse, HO
TpebyeT GonbLUMX CEeTEBbIX PECYPCOB M MECTa Ha XXEeCTKOM Aucke (4ns 3anucn).

Kamepa B2530RZK nogknoyaetca K ceTu npyv NOMOWM MNpOBOOHOrO WHTepdenca
10/100BASE-TX Ethernet.

Moppepxka kapT namaty Tuna MicroSD, no3sonsieT cgenatb CUCTEMY BUAEOHabnoaeHus
ewle Gonee HagexHOW: BaxHas MHOpMauma He nponageT nNpwu notepe CoeauHeHWs, B MOSHOM

obbeme oHa Oyger coxpaHeHa Ha kapTe namATM. B panbHenwem, ee MoOXHO Oyaer
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BeWARD Inasa 2. Obwue ceedenuist

BOCNPOM3BECTUN KaK HeENoCcpeaACTBEHHO C KapThbl, TAK U yAaneHHO nocrie yctpaHeHna TeXHNYeCKnX

HenolagokK CeTun.

2.1. OcobeHHoCcTH IP-Buaeokamepbl BEWARD B2530RZK
e 2 Mn KMOTI-ceHcop SONY Starvis ¢ nporpeccuBHbIM CKaHUPOBAHNEM
e OpHoBpemeHHoe kKoauposaHue: H.265/H.264/MIPEG
e PeBontoumoHHbIn kKogek H.265: ao 50% npupocta adhdeKkTUBHOCTU CxKaTUA
e PacwupeHHbIn guHammyeckmn guanasoH 2XxWDR go 120 ob
o [JleTekuma nuy
e YpaneHHoe ynpasneHue BapudokanbHOW NOACBETKOM
e BapudokanbHas nnm gukcnpoBaHHas nogceseTka o 120 m (Ha BbIGop)
e Ynu4yHoe ncnonHeHue, ot -60 go +50°C, IP66
o [lByxkackagHas cuctema oborpesa
o XornoaHbl cTapT 6e3 NnpegnyckoBOro Nporpesa
o VK-ceeTtogunogp! Il nokoneHwus, yron nogceeTtku go 90°
e MoTopusoBaHHbI BapudokanbHbi 06bekTue ¢ AP/
e OpHoBpeMeHHoe koamnpoBaHue: H.265/H.264/MIPEG
e [lo 25 k/c npu nobom paspeLueHnn
o [logoepxka 2xXWDR go 120 gb, 2D/3DNR, 3anucb Ha microSDHC
e [lutanme ot ncrouHmka 12 B DC. OnumoHanbHo: 220 B AC nnu High PoE (30 BT)
e bBbICTpbIN 2-3TanHbIN MOHTaX, YCTONYMBOCTL K BUOpaLNsam

e VcnonHeHus B AByX UBeTax: YepHbIN, 6enbin
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BeWARD Inasa 2. Obwue ceedenuist

2.2. OCHOBHbI€ XapaKTepPUCTUKMH

e CBeToYyBCTBUTENbHbLIN anemeHT: 2 Meranukcens, KMOIM 1/2.8” Sony Exmor™ c
MPOrpeccuBHbIM CKaHNPOBaHMEM

e MoTopusoBaHHbIi obbekTuB: f2.7-13.5 mm, F1.3, AP[ (yron o63opa 33-116° no
ropu3oHTanm)

e UYyscTtBuTenbHocTb: 0.002 nk (aeHb)/0.001 nk (Ho4b)

e CkopocTb paboTbl 3aTBOpa: oT 1/5 cek go 1/8000 cek

o Paspewenune: 1920x1080 (Full HD), 1280x720 (HD) — ocHoBHOM noTok; 960x540,
640x360, 480x268 — anbTepHATUBHbIA NOTOK

o (OpgHoBpemeHHOe Koguposanue: H.264/H264, H.264/MJPEG, MJPEG /MJPEG

o CKopoCTb kagpoB: 40 25 kagpoB B CEKYHAY ANSA BCEX pa3peLleHnin

e BCTpOEHHbI MHOTO30HHbIN AETEKTOP ABWMKEHUS C PETrYNMPOBKOW YyBCTBUTENBHOCTH

e 1o 10 ogHOBPEMEHHbLIX MOAKITHYEHNI

e OrtnpaBka kagpoB MO 3NEKTPOHHOM no4te, Ha FTP-cepBep M Ha kapTy namsaTu no
pacnucaHunio, Nepnognyeckun 1 Npu BO3HUKHOBEHUN TPEBOXXHOIO COObITUS.

e OrtnpaBka Bugeo Ha FTP cepBep M KapTy namMsitTy MO pacnucaHui u Mnpu
BO3HUKHOBEHMWUN TPEBOXHOIO COObITUS.

e [lutanne: DC12B2 A

o Pabouas Temnepartypa: ot -60 go +50 °C

e XonogHbl ctapT oT -60°C 6e3 npegnyckoBoro oborpesa

o [logoepxuBaemble npotokonsl: TCP/IP, IPv4/v6, HTTP, HTTPS, FTP, SMTP, DNS,
DDNS, DHCP, PPPoE (CHAP, PAP), PPTP, RTP, RTSP, SSL, UDP, NTP, ICMP,
ARP

o [logoepxka oTpacnesoro ctaHgapta ONVIF

2.3. KomnnekT noctaBku
e |IP-Bugeokamepa ¢ yCTaHOBIIEHHBbIM OO BLEKTMBOM
o KpoHwTenH
o CornHuesalmnTHbIN KO3bIpek
e CD-guck ¢ nporpammHbIM o6ecrnedyeHemM n JoKyMeHTaumen

¢ YnakoBo4YHad Tapa

BHUMAHUE!
BEWARD ocTtaBnsieT 3a cobon npaBo Ha namMeHeHne koMmnnektauumn IP-sungeokamep n nameHeHme niobbix

XapakTepuctTuk OGOpy,EI,OBaHI/IFI oes npenBapuTesibHOro yseoMIeHunA.
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BeWARD Inasa 3. Pazmepwvi u ocHosHble 21eMenmbl YCmpOoucmea

FnaBa 3. Paamepbl U OCHOBHbLIE 35fIeMEeHTbI YCTPOMCTBa

3.1. OCHOBHbI€ 3f1EMEeHTbI

OcHoBHble anemMeHTbl IP-kamepsl BEWARD B2530RZK paccmoTpeHbl Huke (Puc 3.1):

Puc. 3.1

ConHuesawWmUTHbLIX Ko3bipeK (1): npenaTcTByeT MonagaHuio COSMHEYHbIX nyyYen Ha
00BEKTMB U KOpMyC Kamepbl, UCKMoYasi, Takmm obpas3om, BO3MOXHOCTb MOSIBMIEHUS CONHEYHbIX
6nvKoB Ha n3obpaxeHuu, a Takke BO3MOXHOCTb Ype3MEpPHOro HarpeBa Kamepbl COMHLEM.

KpoHwTenH (2): npegHasHadeH ons KpenneHus IP-kamepbl K NOBEPXHOCTU, a Takke And
HaCTPOWKKU nonoxeHus ob3opa (CM. NyHKT 4.3).

Kamepa (3)

UK-noacseTka (4): B TeMHOe BpeMsi CYTOK, NPW HEOOCTaTOYHOW OCBELLEHHOCTU Kamepa
nepexoanT B pexum «Houb» (4epHo-6enoe nsobpaxenue) n Bkniodaetcsa VIK- noaceetka, kotopas
no3BonisieT BeCcTU BuaeoHabnoaeHne aAaxe B nonHonm TemHoTe. WMK-nogcBeTka sBnseTcs
anbTepHaTUBOW CTaHOAPTHOMY OCBELLEHUIO, HO MPU 3TOM OHA Masio 3amMeTHa OKPY>KatoLLMM.

[daTtumk cBeta (5): (poTosanemeHT, npegHasHayYeHHbIN ONS aBTOMaTUYEeCKoro nepexona
Kamepbl U3 pexuma «[deHb» B pexxum «Houb» 1 obpaTHo.

O61bekTUB (6): BapudokanbHbii 06bekTnB 2.8-11 MM npegHasHadeH ang npoeumpoBaHus
OonNTU4Yeckoro n3obpaxeHna Ha MaTpuuy Buaeokamepbl. Perynuposka yrra o63opa n ¢okycmpoBka
ob6bekTmBa onvcaHa B PykoBoacTBe Mo aKcnnyartauumu.

Moporpes (7): nogorpeBaeT 3aLlUTHOE CTEKNO N OO BbEKTUB.

PykoBoacTBo no noakntoyeHuto IP-kamepbl B2530RZK
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BeWARD [nasa 4. Ycmanoexa u nooknrouenue IP-kamepoi

naBa 4. YcTtaHOBKa 1 nogkniroyeHue |P-kamepbl

4.1. O6wme cBegeHns o nogknoyeHuu |IP-kamepbl B2530RZK k ceTn
IP-kamepa B2530RZK moxeT noakno4vaTbCs K nokanbHom cetu, nmbo cetn HTepHeT, npu
nomowm nposogHoro coeamHeHuns (Ethernet). [MogknioveHne MOXET OCyLEeCTBNATbCA Kak
Hanpamyto Kk T[IK, Tak ”“ npuM nomowm BCMOMOraTeNbHOrO CeTeBOro 0bGopyaoBaHUS
(mMapLpyTr3aTopbl, KOMMYTaTOpPbI).
B HacTosiwee Bpems Havbonee nonynsipHbIMKU CNOCOOOM MOAOKMNIOYEHUS K ceTu WIHTepHeT

SIBMISIETCH MNOAKMOYEHME Yepes BblaeneHHyto nuHuto Ethernet (Puc. 4.1).

)
.5 S

-~

. —‘// \\/ N
% p ~
—{ Intemet )
—-— @9
Mapmpyrusarop

.

Puc. 4.1
OCHOBHbIE LarM 1 pekoMmeHgaumm no yCcTaHOBKE M HAaCTPOWMKE Kamepbl OMNMcaHbl garnee B

HacToswweM PykoBoacTse.
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BeWARD [nasa 4. Ycmanoexa u nooknrouenue IP-kamepoi

4.2. PekomeHAaLmm no yctaHoBKe

B paHHOM pasgene npuBegeH KpaTKUMMA CMNMCOK peKkoMeHOauun, KoTopble Heobxogumo

yuYnUTbIBaTb NpY MOHTaxe obopyaoBaHus IP-BugeoHabnogeHms.

PekomMeHpauum no pasmeLleH1Io Kamepbl:

e |P-kamepa BEWARD B2530RZK npegHasHayeHa ans OCYyLLeCTBIEHNS
BMAeoHabnoaeHns ¢ npeaensHon TemnepaTtypon akcnnyartauum ot -60 go +50 °C.

e W3beranTte nonagaHusa Ha Kamepy NpPsiMblX COMHEYHbIX NyYen B TeYeHne ANUTENbHOro
BPEMEHM, a TaKKe HaxoXAeHWsa nobrmM3ocTn OTOoNUTENbHbLIX U oborpeBaTenbHbIX
npnbopos..

e HenpaBunbHaa paccTaHoBKa kamep BuaeoHabnwoaeHus npuBed€T K MNOSABMAEHMUIO
HexenaTtesibHbIX «CnenbiXx» 30H, KoTopble OyaoyT OCTaBaTbCsl BHE MOMA 3pEHUs
oneparopa.

e |3b6eranTte 6M30CTU C BOAOW UIMU UCTOYHUKAMU BNaAXXHOCTM.

o |3berante ONM3oCTM C YCTPOMCTBaMU-TEHEPATOPAMU MOLLHbBIX SMNEKTPOMArHUTHbIX
BOJTH.

e Yb6eoutecb B BO3MOXHOCTM pasMeELleHUss yCTpoOMCTBA C Yy4eToM noaBoa
coeavHUTENbHbIX Kabenen.

e W3Gerante cnocoba kpenneHus kamepbl, OOMYCKalOLWero 3HaduMTenbHylo Bubpauumio.
[aHHoe Bo3gencTBMe CHU3NT 3GPEEKTMBHOCTL AEeTeKTopa [OBWXEHUS W 4YEeTKOCTb
n3o6pakeHnsi B LENOM.

e Kamepbl BuageoHabniogeHuss HeobxoAMMO pasMellatb Tak, 4TOObl  UCKIOYUTL
crnyyarHoe wnu cneuvanbHOe MNOBpeXAeHne U M3MeHeHwe HanpasneHus ob3opa
Kamepbl.

e HanpaBneHne o63opa (30Ha BuAeoHabMAEHUSA) Kamepbl OOMMKHO OblTb TBEPOO

onpeaeneHo Ha MOMEHT YCTaHOBKW.
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BeWARD [nasa 4. Ycmanoexa u nooknrouenue IP-kamepoi

PekomeHpaumu no npoknagke Kabensi Tuna «BUTasi napa:

e B «kopumpopax xenatenbHO MpPOKMaAblBaTb MYYKM IMEKTPUYECKMX W CrnaboTouHbIX
kabenen no pasHbIM Kabenb-kaHanam, NPOXoasALMM Mo pasHbIM CTEHAM.

e [lonyckaeTca B OAHOM kabernb-kaHane npoknagpiBaTb BUTOMAPHbIE U 3fNeKTpudeckme
kabenn B pasHbIX OTCEKax WM CeKUuMsiX, MMEKLWMX CrsoLWHble MpPOAOSbHbIE
neperopogkn € npenerioM OrHecTomkocTM He MeHee 0,25 4 u3 Hecropaemoro
mMaTepuana Tonbko B pabouyMx 30Hax Ha paccTtosHuM He Bonee 15-Tv meTpoB, ecnu
aneKkTpuyeckas MowHocTb byaeTt He 6onee 5 kBA.

e JnekTpuyeckue n cnaboTouHble kabenu fonyckaeTca NpoknaabiBaTb NapannensHo Ha
paccTosiHum He meHee 50 MM gpyr OT gpyra B pasHbix Kabenb-kaHanax unmn cekumsaix
kabenb-kaHanoB. Ecnu Hanps»KeHHOCTb 3MeKTpuYeckoro nonsi, obpasytollerocs oT
anekTpudeckoro kabens, 6yget 6onee 3 B/M, To Heo6x0aAMMO YBENMNYUTL pPacCTOAHME
MeXOy OneKkTpU4yeckumMn u  craboTouyHbIMM  Kabenamm unm  CHU3UTb  YPOBEHb
3NEKTPOMarHUTHbIX NOMEX.

e BwuTonapHble u anekTpuyeckne kabenu OOMMKHbI NepeceKkaTbCA TONMbKO MOA4 MPsiMbIM
yrrnom.

e HeakpaHupoBaHHble BUTOMapHble Kabenu [OMMKHbI NPOXOAUTb Ha PacCTOSHUM He
MeHee 125 MM OT rasopaspsigHblX flaMn AHEBHOro cBeTa (MIOMUHECLIEHTHbBIX famn) u
APYr1X BbICOKOBOSbTHBIX YCTPONCTB, COAEPXKaLLMX Pa3psaHUKN.

e HeakpaHuMpoBaHHble BUTONApHbIE kKabenu AomKHbI NPoKNaabiBaTbCs Ha pacCTOSHUM He
MeHee 1.5 MeTpPoB OT MCTOYHWKOB CUSbHbIX 3NIEKTPOMArHUTHbIX NOMeX, 0OpasyroLmnx
HaNPsPKEHHOCTb 3NEKTPUYECKOro nNonsi cebiwwe 3 B/m.

e PacnpegenuTenbHble YCTPONCTBA C 3a4eNTaHHbIMU HEAKPAHMPOBAHHbLIMU BUTONAPHbLIMM
kabensmn [OOMMKHbI pacnonaraTtbCA Ha pacCTosiHUM He MeHee 3-X MeTpoB OT
WUCTOYHMKOB CWIbHbIX 3NEKTPOMarHUTHbIX NomeX, 00pasyrowmx HanpsXKeHHOCTb
3reKTpUYecKoro nons cebiwe 3 B/m.

e [lpoknagka BUTOW nNapbl MeXQy TOYKaMu MOAKMYEHNS [OOMMKHA MNpOoM3BOAUTHLCS
uenbiMn Kyckamu, nNpu 3TOM HarnpasfieHue Tpacchbl cnegyeT 3apaHee npogymaTtb Tak,
4YTOObI €€ NPOTSHKEHHOCTL OblNa Kak MOXXHO MEHbLLUE.

e MwuHnmanbHbI paguyc m3rMba ans kabens — deTblpe AnameTtpa kabena (nnm 1
arnM=2,5 cMm), HO CyLLEeCTBYIOT pekomeHdaumn pasmelwatb kabenb Takmm obpasom,
4yTObbl 06ecneymsaTb U3rnb paguycom 2 aronma (5 caHTUMETPOB).

o MakcumanbHas gnvHa cermeHTa gosrmkHa 6biTb He 6onee 100 meTpos.

PykoBoacTBO no noakntoyeHuto IP-kamepbl B2530RZK
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4.3. MoHTax |IP Kamepbl

Ecnn HeobxooMmo — yCTaHOBUTE Ha Kamepy COMHUE3alUTHbIA Ko3blpek. Ero kpenneHwue

ocyulwlecTBnAeTCA C NOMOLLBbKO OBYX BUHTOB, MAOYLWNX B KOMMJIEKTe.

Puc. 4.2
LWar 1: 3akpenuTe ConHuesalmnTHbIN KO3blpek Ha kamepe npy noMmowm AByX BUHTOB (M3*6)
(Puc. 4.2) npeaBaputenbHO ONpeaenuvB, Ha Kakyto BENMUYnHY HeobXxoanmo ero BblABUHYThb.

War 2: npukpytute U-0B6pasHoe KpenneHue K HKHEW 4acTu Kamepbl Npy noMoLm AByX
BuHTOB (M3*6) (Puc. 4.2).

T el @D
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Puc. 4.3

PykoBoacTBo no noakntoyeHuto IP-kamepbl B2530RZK
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LWar 3: nponyctute BCe ncnonb3yemMble kabenu ckBo3b canbHuk (M25*1.5) (Puc. 4.3).

Lar 4: oTkponTe KpbIWKY Kamepbl M NPOMycTMTe NpoBoAa CKBO3b BUHTOBOE OTBEPCTME.
O6oxmuTte LAN kabenb (cm. n. 4.4) koHHekTopom RJ-45 1 nogkntounTe ero kK pasbemy 1, cMm. puc.
4.3. Kabenb nutaHus nogknioumte K pasbemy 2, cM. puc. 4.3. cobniogas nonsapHocTb. Ecnu Bbl
XOTUTE MCNONb30BaTb KapTy NaMsiTU, yCTaHOBUTE €€ B pa3beM 3, CM. puc. 4.3. 3akpyTuTe canbHuUK
(Puc. 4.3).

LWar 5: gocTaHbTe BXOAALMUA B KOMMIEKT CUMMKarenb U3 yNakoBKW U BIIOXUTE MELLOYEK B

3aHI010 YacTb Kamepbl. AKKypaTHO 3akponTe kamepy, He noBpeams ynnotHutens (Puc. 4.3).

Puc. 4.4
LLar 6: BkpyTUTE 3alUUTHBIA BUHT CieumanbHbIM KIHo4YOM B 3aMOK kamepbl (Puc. 4.4).
LWar 7: nponyctuTe BCe kabenu Yepes BEPXHIOK YacTb KpenneHus KpoHwTenHa (Puc. 4.4).
LWar 8: HaxxMMTe Ha pukcaTop Ha KPOHLUTENHE U NMPUKPENUTE KPOHLWITENH ¢ U-oOpasHbiM
KpenneHuem, nocne yero otnyctute gukcartop (Puc. 4.4).

LWar 9: npukpenuTe KPOHLWITENH Ha ABa BUHTa M3 KOMMMeKkTa noctasku (Puc. 4.4).

Puc. 4.5

PykoBoacTBO no noakntoyeHuto IP-kamepbl B2530RZK
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War 10: B komMnnekte C Kamepon wuOeT chneumanbHas Haknenka ans KpenneHus

KpOHLUTENHa K noBepxHoCTU. MpukpenuTe 3Ty HaKMenky Ha 3apaHee onpeaeneHHy NoOBEePXHOCTb,
K KoTOpoun OyaeT MoHTMpoBaTbCs Kamepa (Puc. 4.5).

LWar 11: npocBepnute YyeTbipe OTBEPCTUS B NMOBEPXHOCTU: TPWU ANSA KPEnneHUsa MOLMOXKN
KPOHLUTENHa 1 ogHOo ans kabenen (Puc. 4.5).

War 12: 3akpenuTe nogsfioXKy KPOHLITENHA K MOBEPXHOCTWU MpW MOMOLLM CneumanbHbIX
Aobenb-reo3gen (nayT B komnnekte) (Puc. 4.5).

War 13: nponyctute kabenn ckBo3b OTBEPCTUE B NOBEPXHOCTM N NOBECHTE KPOHLUTENH Ha
NnoanoXKy. 3akpenute KPOHLUTENH Ha NOASOXKE NPy NOMOLLM BMHTA U3 KomnnekTa (Puc. 4.5).

War 14: ocnabbTe BWHTOBbLIE COEAMHEHUSA UKCaTopa KPOHLITENHA, 4TOObI MMETb
BO3MOXHOCTb MOBOpauynBatb Kamepy And Bblbopa HeobxoguMmon 30HbI  HabnogeHus

OTpEerynupymTe yron kamepbl U 3aUKCUpynTe B HY>XHOM nonoxeHuun (Puc. 4.5).

PykoBoacTBO no noakntoyeHuto IP-kamepbl B2530RZK
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4.4. NMpoBoaHoe NoAKNo4YeHne KaMmepbl K ceTu

Mcnonb3ya coeanHuTenbHbld kabenb ¢ pasbemom RJ-45, nogkntounte [IP-kamepy Kk
nokansHom ceTtu (k LAN-uHTepency mapLupytusatopa).

B cnyyae Heo6xooumMocTun, coeanHUTENbHbIA Kabernb MOXHO NpMoGpecTn OTAENbHO MK,
npy HanM4YnmM Heo6XOAMMbIX MaTepManos, MHCTPYMEHTOB U OMbiTa, N3rOTOBUTb CAMOCTOSATENBHO.

BapuaHT «npsimoro» kabens (UTP kateropum 5e) ¢ pazbemom RJ-45

C oAHOM CTOPOHDI C opyrow CTOpoHbI
1: Beno-opaHXeBbIi 1: Beno-opaHxeBbli
1 s 2: OpaHxeBbln 1 8 2: OpaHxeBblIn
i 3: beno-3enéHbin 0 3: beno-3eneHbln
CHASY: 4: CyvHuin CRIASY: 4: CuHui
5: beno-cnHui 5: beno-cuHun
CMEPESM: % 6: 3enéHbin CTEFERM: E% 6: 3enéHbin
18 7: Beno-Kopu4HeBbIl 18 7: Beno-KopUYHEBbIi
8: KopnyHeBbiin 8: KopnyHeBbIN

[na narotoBneHnsa «npsiMoro» kabensi Heobxoanmbl: kabenb UTP (BuTas napa kateropun
5e vnu BbiWwe), ABa pasbema RJ-45 n ycTponcTeo Anst 06XXnma pasbeMoB (KpuMmnep).

Mpn Takom nopsgke nogknoyYeHus nap (ykasaHHom B Tabnuue) obecneumBatoTcs
rapaHTMpPOBaHHbIE NMPOM3BOAMTENEM BEMNWYMHA W pacnpefeneHve 3agepKek pacnpoCcTpaHeHUs

cuUrHana, a criegoBaTesibHO, M 3asiBNIEHHast CKOPOCTb nepenaydn gaHHbix 100 MéuT/c.

PykoBoacTBO no noakntoyeHuto IP-kamepbl B2530RZK
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NnmaBa 5. HacTtpouka npoBogHoro coeanHeHusa ans Windows 7

Ona Toro, 4yTobbl IP-kamepa B2530RZK paboTtana B Bawlen nokanbHOM CETU COBMECTHO C
apyrum obopyaoBaHnem, HEOBXOANMMO BbIMOMHUTL €€ MOAKIHYEHNE B COOTBETCTBUN C TEKYLLMMMU

HaCTDOIZKaMVI OaHHOW CETWn, ANs Yero, B CBOKO oyepenb, HeO6XOD,I/IMO onpeaenntb 3T HaCTpOIZKVI.

NMPUMEYAHUE!
OnucaHne ycTaHoBKM U HacTpounku coeguHeHusa ans Windows 7 BbinonHeHo Ha npumepe Windows 7
MakcumansHas. Beneaocteue atoro, Ha3BaHMS HEKOTOPBIX MYHKTOB MEHIO U YHKLMI MOryT OTnn4aThCH

oT Baweii Bepcun Windows, ogHako anropuTm NpuBeAeHHbIX 4ENCTBUN ABNSAETCA YHMBEPCANbHbIM.

5.1. OnpepeneHne napamMeTpoB NPOBOAHOMN NOKarIbHON CeTU

B cnyyae nogknioyeHnss no kabento Ethernet Heobxogumo onpepenuTb  Tekywme
HaCTPOWKN NPOBOAHON CETW.

Ons pgoctyna K TeKywuM HacTpoMKam MpPOBOAHOWM JIOKaNbHOWM CEeTU  UCMONb3ynTe

KOMMbIOTEpP, NOOKINIOYEHHbIV K 9TON ceTu. Haxxmute lyck — lMaHenb ynpaeneHus (Puc. 5.1).

| % Internet Explorer
@ renen
Q s

|

EEE Microsoft Office Excel 2007

JokymMeHTs!

Vsobpaxerna
BnokroT
-
Mysbika
DVR Server
Wrpei
BRSController
Komnetotep
BEWARD IP Visor
Manens ynpasneHns
BEWARD Player
YeTpoiicTea n npuHTEpBI
il Crybil
el Mporpammel o yMONuaHNE

s CyskBbl KOMMOHEHTOE
Cnpaska n noggepxxa

Bece nporpammer

Puc. 5.1
B oTkpbiBlEMCA AManoroBOM OkKHe BbibepuTe nyHKT [[IPOCMOTP COCTOAHMA cCeTU MU

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.2).

PykoBoacTBO no noakntoyeHuto IP-kamepbl B2530RZK
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@@v [EF » Nawens ynpaenenna »

HaCTpOﬁKa napaMeTpoB KOMNbHOTEPAa Mpocmorp: Kateropua ¥

Cucrema v BesonacHocTs YUeTHble 3arnMcK NoAb30BaTeENER 1
HFCEEFKE COCTOAHWA KOMNbHOTEDE CE.‘ME.‘ﬁH...

ApPrNBMPOBAHNE A3HHBIX KOMMNBIOTEPE ) [loBaenenne u yazaneHue yueTHb sanucei
Mowck u ncnpaenenne npoBnem nofEs0BaTENE

@}'CTEHCEKE POAWTENLCKOrD KOHTPOMA 4NA BCEX

CeTh M HTenHeT nonbs0BaTENe

@CCMCTF COCTOAHWA CETH K BEAQ
Buifop napameTpos gomMallHeR rpynnel u oBLere ) OdopmneHne N NepcoHannsaLmna
ADCTYNa K AaHHBIM . y  VsmeHenne Tembl

WMzmenenne dona pabouero crona

HacTpoiika paspelleHna 3kpanHa

O6opynoBaHWe 1 3ByK
MpocmoTp ycTpocTE U NpUHTEROE
Jobaenerue ycTpoiictea Yacel, A3bIK M pervoH

CmeHa pacKnajen KnasnaTtypbl WK 4pyriax
I'IporpaMMbl A cnocoBos BBO4a

¥aaneHuwe nporpammel WMzmenenmne asbika uHTepdeiica
CneunansHble BO3MOXHOCTH

Pekomengyemeie Windows napamerpel
OnTumnsauna M3oBpackeHna Ha 3KpaHe

Puc. 5.2
B oTkpbiBLIEMCA AnanoroBom okHe Haxmute [[MogknioveHne no nokanbHon cetu] (Puc.
5.3).

Manens ynpaenexna -

AOMALLIHAR CTPAHMLA MpocMOTP OCHOBHLIX CBEAEHWIA O CETK W HACTPORKa NOAKNIOUEHWIA

Hb,hl " MpocroTp nonwei kapTel
WameHeHne napameTpos - -

ajanTepa BEWARD Heckoneko cetei WHreprer
l3MEHWTE 4ONOAHWUTENEHBIE (70T KoMNBIOTED)
napameTpel oBLErD J0CTYNaE MpocMoTp akTHEHEIX CeTei MoakatoueHne WK oTKARYEHNE

Cets 4 Tun gocTyna: WHTERHET
OBuwecTEEHHEA CETE MoaknroueHns:

V3MEHEHNE CETEBLIX NAPEMETPOE

ﬁl HacTpoiika HOBOMO NOAKNMOUEHNA MAKM CETH
-

Hactpoiika BecnpoBodHoro, LWUMPOKONGACCHOMD, MOAEMHOTD, npaMore uan VPN-nogkntoveHna
WIIN KE HACTPOAKE MapLUPYTM3aTOPa WK TOHKW A0CTyTa,

‘5‘. MogkntounTeca K CETH

MoaKNHEHEHNE MW NOBTOPHOE NOAKNOHEHNE K DECNPOBCAHOMY, NPUBOAHOMY, MOLEMHOMY
CETEEOMY COEANHEHNID WKk nogrntodenne k VPN,

BulBop AomalUHER rpyninel U NapaMeTpos oBLIErs AoCTyna

Cm. TaKOKE Aoctyn k daiinam 1 NPUHTEPaM, PACNONOXKEHHBIM HA APYTWX CETEBbIX KOMMBFOTEPEX, NAK

M3MEHEHNE NapaMeTpos oBLLero 4ocTyna.
Bpanamay3p Windows P P Luero Aoyl

Jomawinag rpynna ¥CTpaHeHWE HENONZADK

Ceoiictea obospesarens [JnarHocTvka v MCNPaBNEHNe CETEBBIX NPOBAEM MW NOAYHEHNE CBEdeHNi of ncnpasneHnm,

Puc. 5.3
NMPUMEYAHUE!

I'Ip|/| HaNM4YnUM HECKONbKNX NOOKIHOYEHUN BbI6epI/ITe TO, K KOTOPOMY NniaHNpyeTcAa NOAKIMH4YNTb IP-Kamepy.

B oTkpbiBLIEMCH OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.4).

PykoBoacTBo no noakntoyeHuto IP-kamepbl B2530RZK -
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"
4 Cocroaue - MogKA04ERWE NO ACKAABHOR CETH ﬁ
Obuwme
MoaknoqeHue
IPv4-NoaKnoYeHe: WHTepreT
IPvE-NOAKNOYEHNE: Bes aocTyna K MHTEpHETY
CocTosHue cpenkl: MoAKMKYEHD
AnUTensHOCTE: 04:47:33
CropocTe: 100.0 Méu/fc

CBEAEHUA. ..

AKTUBHOCTB

OTnpaenexo L
-~

i

i3

MpuHATD

&

BaiT: 79 188 140 805 509 770

[ '&‘Csoﬁcrsa ]I'&'OTKJ‘IIOHMT!:] [ﬂwarHocrma ]

Puc. 5.4
B AOwanoroBoM OKHE CBOWCTB CETEBOrO MOLKITHOYEHUS HeoOXoguMmo BbIOpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.5).

o MoaxatoueHwe No JOKAABHON CETH - CEBOWCTER ﬂ

Ceme | Hocyn

MNoaxnmouyeHne Yepes:

i¥ Reattek RTLE139/81(x Family Fast Ethemet ceTesoli an:

OmEYEHHBIE KOMNOHEHTB! MCMIONESYIOTCA 3TAM NOKMOYEHNEM:
B Kaspersky Anti-Virus NDIS 6 Fiter -
.@ Mnanmposwk naketos GoS

gCn'{xﬁa ADCTYNA K ainam 1 npuHTepam cetei Micrg
v - MooToron MHTeotsTa 5e § (TCP/IP

HeTA BEDCk )
- Bl [potokon MHrepHeTta sepowm 4 (TCP/IPvd) . E

~i [lpadsep B/8 TONONOra KaHANEHOr O YPOBHA

i OTBETWAK 0OHEPYXEHWA TONONOMMK KEHANBHOMD YPOE ™
[l ] | [

YeTaHOBM T Yoanuts CeoicTea

Onucarne

MpoTokon TCP/IP - cranaapTHeIi npoTokon riofansHen
ceTeil, oecnednBatnlLil CERSE MEXY PASN4HEIMA
553AUMOASACTEYHILUMMA CETAMM.

Puc. 5.5

OTKpoeTcs OKHO, B KOTOPOM oOTobpakaeTcs MHGOpPMauMs O HaCTpOMKax CeTeBOro
noaknoyeHnsa. Bo3moxHbl ABa BapmaHTa HacTporku IP-agpeca ceteBoro noaknoveHms Baiwero
MK:

1. Nonyuntb IP-apgpec aBTOMaTu4vecku: IP-agpec HasHavaeTcs aBTomaTudeckn DHCP-
cepsepom (Puc. 5.6). Ecnu IP-agpec Bawemy [1K Bblgaetcs aBTomaTudecku, Torga Aand

onpeaeneHns napameTpoB NoKanbHOW ceTn nepenanTe K NyHkTy 5.1.1 gaHHoro PykoBoacTea.

PykoBoacTBO no noakntoyeHuto IP-kamepbl B2530RZK
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Croiictea: Mpotokon UkTepreTa sepoin 4 (TCP/IPv4) l&lﬂ

OBWME | AnbTepHaTHEHAR KoM YpaLMA |

MapameTpel IP MOMYT HE3HEHETHCA SETOMETHHECKM, ECIH CETh
NOAAEMHMEAET 3TY BOSMOXKHOCTE, B NPOTHEHOM CRy-ae NapaMeTpel
IP MOHO NONYH4ATE ¥ CETEBOMD 3AMAHMCTPATOpa.

| @ MonyunTe IP-30pec aBTOMATH|EKKA I
() Micnonbsosate cneaytowmit IP-anpec:

| @ MonyunTe anpec DNS-Ccepeepa SETOMETHHECK I

(71 Mcnanbsosats cneaytowme agpeca DNS-cepsepos:

MoATEEPAWTE NEPaMETPEI NPK BbiX0AE LonoAHMTENHO

Puc. 5.6
2. Ucnonb3oBaTtb cneaywwmn IP-agpec: IP-agpec 3agaetcs nonb3oBaTenem BPY4YHYHO
(Puc. 5.7):

Csoiictsa: Mpotokon Wntepreta sepenn 4 (TCP/IPv4) &Iﬂ

Ofwme

MapameTpel IP MOryT HASHEYETECA SETOMATUYECKM, ECTM CETh
NOAAEMHUEEET 3TY BOSMOMHOCTE, B MPOTUEHOM Cnyyae NapaMeTpel
IP MOMHO NONY4MTE ¥ CETEBOMO AAMMHMCTPATOPE,

() Mony-mT IP-8Apec aBTOMATUHECKH

@ Monb30BaTs cneayiolwmi IP-anpec: I

IP-agpec: 192,168, 0 . 20
Macka nogceTi: 255,255 .255. 0

OCHOBHOI Wo3: 192,168, 0 . 1

MonyuuTe anpec DNS-cepeepa aBTOMATHHECKN

I-é- Wcnonb30BaTs cNeayowme anpeca DNS-cepBepoB:I
1 I

| MpeanounTaemeii DNS-cepeep: 192 . 163 . O

ANbTEPHATHEHBIA DNS-Cepsep: . .

[CINoaTeepanTs napameTps npu Bsixoae T ——

Puc. 5.7
3anuwuTe, NMbo 3anoMHUTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka

noacetn, OcHoBHoM W03, DNS-cepsep).

BHUMAHMUE!
Ecnu Bbl He 3anucanu ceTeBble MapameTpbl KOMMbiOTEpPa, TO MOCIe HacTPOWKM Kamepbl Oyaet
HEBO3MOXHO BEPHYTb MX B NepBOHa4arnbHoe COCTOSAHME Asi BOCCTAHOBMEHUSA NOAKIMOYEHUS K NIOKanbHON

ceTu u/vnu cetn NIHTepHeT.

PykoBoacTBo no noakntoyeHuto IP-kamepbl B2530RZK
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5.1.1. OnpepeneHuve napameTpoB CeTU NpuU AUMHaAMU4ecKkoMm |P-agpece

NMPUMEYAHME!
[aHHbin nyHKT PykoBoAcTBa NpedHasHadeH Ans onpeferieHns napameTpoB JloKarbHOW ceTu npu

HasHayeHun |IP-agpeca Bawewmy MK aBTomatuyecku (DHCP-cepsepom).

D,J'IFI onpegeneHna TeKywnx HacCTpoeK KOMMbTepa B nokanbHom I'IpOBO,EI,HOIZ ceTtun

HaxxmuTe lMyck — Manens ynpaeneHus (Puc. 5.8).

@ Internet Explorer
C

a Skype BEWARD

| X2 Microsoft Office Excel 2007 Aorymerme

WMsobpaxerna

—
y -j BnokHoT

Mysbika
E DVR Server

Wrper
m BRSController

Komnetotep
m BEWARD IP Visor

m BEWARD Player

b Cywet
Lt Cktel

Manens ynpasneHns
YeTpoiicTea n npuHTEpBI

Mporpamme no ymonuanneo

L)
,%o CysxBbl KOMNOHEHTOE
Cnpaska n noggepxxa

» Bce nporpammer

|

Puc. 5.8
B oTkpbiBlEMCA AuanoroBoM OkHe BblbepuTe nyHKT [[IPOCMOTP COCTOSAHUA ceTU M

3apnad] B pasgene [CeTb u UHTepHeT] (Puc. 5.9).

'

Har:TpoﬁKa napaMeTpoB KOMNbHOTEPA MpocmoTp:  Kateropwa ™

Cuctema v Be3onacHocTL YueTHble 3an1cK Nonb3osaTenei n
Mpoeepka cocTearmnA KomneoTepa CEMEIAH...

ApXMBMPOBAHNE A3HHBI KOMABIOTEPE H [loGasnerme n yganenmne yuetHbix sanuceii
Mownck u ncnpaenenne npoBnem nons3ceaTenei

r&w YCTEHOBKE POANTENLCKONO KOHTPONA ANA BCEX

nons3ceaTenei
M |[pocmotp cocTeanma cetw u 3313y

BuiBop napameTpos gomaluHeid rpynnsl i obuiero | OgopMaeHne 1 NepCoHanmMsalmna
AOCTYNA K ABHHEIM L P Mzmenenne Temel

Wzmerenne dona pabouere crona
Hactpoiika paspeluesus skpana

[ OBopyaoBaHWe W 3BYK
MpocmoTp yeTpoiicTs  npuHTEpoE
JloBaenenne ycrpoiictea Yackl, A3bIK M PETMOH

CrEHa packnagkm KNaenatypel WK Apyrin
Mporpammel 7 cnocobos ssoaa

¥panenue nporpamms Wzmerenne Asbika nHTepderica
B CneuvanbHble BO3SMOXHOCTH

Pekomengyenoie Windows napameTpel
0”Tb|h|b|35ub|ﬂ wzcépaxemm Ha 3KpaHe

Puc. 5.9

PykoBoacTBo no noakntoyeHuto IP-kamepbl B2530RZK
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B oTkpbiBWEMCS AnanoroBom okHe HaxmuTe [[MogknioyeHue no nokanbHowm cetu] (Puc.

5.10).

Manene ynpasneHna -
ACMBLUHAR CTPaHNLA

MameHeH e NnapameTpos
apanTepa

M3MEHNTL A0NONHUTENEHEIE
napameTpel obLuere AocTyna

Cra, TarCKE
Bpanamaysp Windows
fAomawrss rpynna

Ceoiictea oBospesatenn

NMPUMEYAHUE!

i« Cetbu WHTepHeT » LleHTp ynpaenesna ceTamm u oBum aoctynom

MpocMmoTp OCHOBHBIX CBEAEHWIA O CETW N HACTPORKA NOAKNHUEHWRA

| = MpocmoTp neaHoi kapTel
T e

BEWARD Heckoneko ceteit
(3707 KomneioTER)

WHTepHeT

npDCMDTp AKTUEHELX CETER MogknroueHMEe WK CTKNHYEHHE

Cern 4 Tun goctyna: HTepHer

OBLyecTeEHHaA CETh Mogknroyerus:

WMzmetenne ceTeBbix napamMeTpos

{‘i- HacTpoiika HoBOro NOAKADHEHWA AN CETH

Hacrpoiika GecnposogHoro, LWUMpoKoNoNocHoro, Mogemioro, npsmore wan VPN-nograroqerns
VAW SKE HACTPOIKE MapLUpYTH3aTepa WK TOUKN J0CTyNa.

i. MogkntounTsca K ceTi

MoAKAKOHEHME MNN NOBTOPHOE NOAKAMOHEHME K BECNPOBOAHOMY, NPOBOAHONY, MOAEMHOMY
CETEEOMY COEAMHEHMID AW nogiiroderne K VPN,

[Aoctyn k daiinam v NpUHTERaM, PACNOA0KEHHEIM HA APYTWX CETEBbIX KOMMBHOTEPEX, WK

0& BoiBop gomMallHed rpynnel v napaMeTpos obwerc goctyna
M3MEHEHWE NapaMeTpoE oBLLEro gocTyna.

YCTpaHeHue HeNoNagoK

[AWarHocTiia 1 MCpaBneHe CeTeBkIx NPoBAEM WK NOAYHEHUE CBEAEHN of McnpasneHmm,

Puc. 5.10

Mpy HanUuMM HECKOMNbKUX CETEBbIX MOAKIOYEHUA BbiIOepuUTe TO, K KOTOPOMY MNIaHMpyeTCcs MOAKMYUTD

IP-kamepy.

B oTkpbiBLIEMCA OKHE HaxmuTe kKHoMKy [CBeaeHusn] (Puc. 5.11).

e

U Cocrosmue - MogkoueHne No NOKaNsHOR ceTi

Ofwme

MoaknoyeHe

IPv4-NoaKnoHEHME; WMHTEpHET

IPvE-NoAKNOYEHHE: Bes gocTyna K MHTepHEeTY
CoCToAHME CPedbi: MoaknoYeHD
ANUTEnbHOCTE: 04:47:33

CKOpOCTE: 100.0 MauT/c

AKTHBHOCTE
OTNPEENEHD —— L,.! = TpMHATO
e

BaiT: 79 188 140 I 805 509 770

[ |S,'Cﬁcicrﬁa ] [@'OTmmanb] [ [AMErHoCTHKaE ]

Pwuc. 5.11

PykoBoacTBo no noakntoyeHuto IP-kamepbl B2530RZK
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B okHe «CBefeHus 0 ceTeBOM MOAKMOMEHUM» MPEACTaBneHa crneayollas MHdopMaums

(Puc. 5.12):

CDEAEHHSI O CETEEOM NOAKAHOHEHUM h ﬁ

JononHuTentHele CBEASHWA 0 CETH:

CeoiicTEO
OnpeaeneHHeIR anA no...
Onucanve

PUIMYECKWA aapec

SHauetme

Realtek RTL8168C(P)/8111C(F) Family P
00-24-10-57-45-30

HCP exniouen
ec |Pvd
Macka nopce [Pvd
Aperpga nonyyera
Aperpa wcTexkaeT

DHCP-cepeep IPvd

DMNScepeep IPvd
WINScepsep |Pvd

DMNS-cepeep IPvE

Wntos no ymonuaHi 1P

CnyxGa NetBIOS vepes...
TNokaneHeit |PvE-anpec...
Wntos no ymonuaHi 1P

Oa

192.168.0.14

2hb.255255.0

11 aueaps 2011 1. 10:27:11
11 pespana 2011 r. 10:27:11
192.168.0.1

192.168.0.1

192.168.0.1

Oa
fe80:3126:820:8112:163%11

4 | i

Puc. 5.12

Ecnn B 3atom okHe Bbl yBugenu ctpokn — «DHCP Bknwo4eH - Oa», «Appec IPv4 -

XXX XXX XXX.XXX» (A€ «XXX.XXX.XXX.XXX» — 3HayeHue |IP-agpeca),— 3Hauut IP-agpec Bawemy MK

Ha3Ha4yeH aBToMaTmyeckn. Macka noaceTu ykasaHa B cTpoke [Macka nopgcetu IPv4], agpec

ceteBoro wno3a — B ctpoke [lLUno3 no ymonuaHuio IPv4], agpec DNS-cepBepa — B CTpoke

[DNS-cepBep IPv4]. 3anumwute, nubo 3anomMHUMTEe pOaHHble napameTpbl (IP-agpec, Macka

nogcetn, Ceteron wnto3, DNS-cepsep).

BHUMAHUE!
Ecnn Bbl He 3anucanu ceTeBble MapameTpbl KOMMbIOTEPa, TO MOCMe HaCTPoOWMkn Kamepbl 6ynet

HEBO3MOXHO BEPHYTb UX B NepBoHa4asribHoe COCToAHNE AJ1A BOCCTAHOBIIEHNA NMOAKITIOYEHUA K nokasnbHoOn

ceTu u/unu cetn VIHTepHer.

BHUMAHUE!

Ecnun B okHe «CBegeHUA 0 ceTeBOM NOAKMIOYEeHUU» Bbl yBunaenn CTpPpoOKu:

Heob6xoanumMocTH, O6paTI/ITer K Bamemy CUCTEMHOMY aAMUHUCTPATOopPy.

«DHCP BkntoyeH - Oa»; «IPv4-agpec aBTOHAaCTPOMKM - XXX.XXX.XXX.XXX», (FA€ XXX.XXX.XXX.XXX —
3HayeHune |IP-agpeca),— 3HaunT Bam He yganocb noakntoumtbesa K nposogHon cetu (DHCP-cepsep He

npuceoun IP-agpec Bawewmy [1K). NMpoBepbTe NpaBuNbHOCTb NOAKMOYEHNS K NPOBOAHON ceTu. B cnyvae

PykoBoacTBo no noakntoyeHuto IP-kamepbl B2530RZK

( )) SEC.RU KopoTkun nyTb K nHcbopmauum
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5.2. \ameHeHMe napameTpoOB NIOKaNbHOW CeTU ANA NoakKnYeHus K IP-kamepe

Mo ymonuaHmo IP-kamepa B2530RZK wumeet IP-agpec 192.168.0.99. Ytobbl
NOAKINMKYNTBLCA K KaMepe anAd I'IepBOHa‘-IaJ'IbHOIZ HaCTpOl7IKVI HeO6X0,£I,VIMO, yTOObI Bau KOMMbIOTEP
Haxoaurica B TOW Xe noaceTun, 4To U Kamepa. |_|pl/l 3TOM IP-ap,peca KamMep, KOMMNbTEPOB U nobbIxX

apyrunx yCTpOVICTB B Ce€TU He OO0JKHbl CoBNagaTb MexXxay cobon.

BHUMAHUE!
IP-kamepbl BEWARD B2530RZK no ymonuaHuto umetot IP-agpec 192.168.0.99. Ecnu Bbl nnaHupyete
NOOKITOYUTb HECKOSbKO IP-kamep, TO Ansa ncknoyeHns KoHdnukTa IP-agpecoB nogkntovante kamepbl No

OfHOM 1 n3meHsnTe mx IP-agpeca Ha ntobble cBoboaHbIE B Baluel nokanbHoM ceTu.

BHUMAHUE!
Ecnn Bbl yBepeHbl, 4yTo Baw T[1K, nogkmtouveHHbIn K npoBogHou ceTn, u |P-kamepa, duandecku
NoaKrtoYeHHas K Tol xe ceTu, nnbo Hanpsimyto k Bawemy MK, HaxoaaTca B ogHom noaceTn, Bul moxeTte

cpasy nepentu K nyHkTy 5.3 aaHHoro PykoBoacTea.

,D,J'IFI M3MEeHEHNA TeKyLMX HaAaCTpOeK KoMnbTepa B nokarnbHomn I'IpOBO,ElHOIZ CeThn HaXXMute

Iyck — MaHenb ynpaeneHus (Puc. 5.13).

@ Internet Explorer

a Skype BEWARD

HokymenTs!

-
|£355 Microsoft Office Excel 2007

WMsobpaxenna

Myzeika

Wrpe
m BRSController

KomnsoTep
m BEWARD IP Visor

m BEWARD Player

oL CnyscBil

MaHens ynpasneHus
Yerpoiictsa n npuHTEpBl

MporpamMmMel NO YMONUAHAD

a
,@o Cny#Bhl KOMNOHEHTOR
Cnpaeka n noaaepxxa

» Bce nporpamme

Puc. 5.13
B oTkpbiBlWEMCA AOManoroBOM OKHe BblbepuTe nyHKT [[IPOCMOTP COCTOSAHUA cCeTU WU

3apnad] B pasgene [CeTb u UHTepHeT] (Puc. 5.14).

PykoBoacTBO no noakntoyeHuto IP-kamepbl B2530RZK
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Mouck & NAHEAU yNpa&eHus

HacrpoﬁKa napaMeTpoB KOMNBHOTEDa Mpocmortp:  Kateropua ~

Cwcrema v BesonacHoCcTL YueTHbIe 3anvMck NoNb30BaTeENeR 1
Mposepka COCTORHMA KOMNBHOTERS CeMEH...

ApXUBMPOB3HIE JAHHBIX KOMIBHITERS ) [loBaanenue u yaaneHNE yHeTHEX Sanncei
Mowck u ucnpasneqme npobnem nenbzoearencii

'@' ¥cTanoBKa pOANTENBCKOTD KOHTPONR ANA BCEX

noAb3osaTenci
M |Opocmotp cocroatma cemn v sanay

“&2. BuiBop napameTpos qOMaLUHEN rpynnkl u oBLIErD , OqJOpMﬂE‘HMe W nepcoHanusaumna
ACCTYNa K AZHHBIM Mg Vlzvenenie Tenk

WMamenenne dona pabouere crona
O60opyaoBaHWe 1 3BYK

MpocMoTp yCTpoRcTs n NpMHTERCE
[JoBaeneqne ycrpoiicTsa Yachl, A3bIK U PErnoH

CreHa packnagkn KNaematypel WA Apyrix
I'IporpaMMb| A cnocoboe BBOAA

¥paneHne nporpamme WMzmenenne asbika nHTepdeiica

Hacpoiika paspewuenma skpana

CneunanbHble BO3MOXHOCTH
Pekomengyenbie Windows napamerpel
OV‘ITMMMZELLMQ MZCBF&)KEHMQ Ha 3KpaHe

Puc. 5.14

B oTkpbiBLIEMCA OKHE HaxmuTe «llogknovyeHue no nokansHom cetn» (Puc. 5.15).

MaHens ynpasnexus -
ACMALLHAA CTPAHNLA

ﬂg,hl MpocmoTp NonHol KapTel
WameHermne napamerpos - o

2AanTepa BEWARD Heckoneko ceteii Wnteprer

MamenuTs gonoAHNTENBHBIE (370T KOMNEIOTED)

MpoCcMOTP OCHOBHLIX CBEAEHWUI O CETU M HACTPONKa MOAKNKUEHWNA

napamerpel obUEro goctyna MpocmoTp akTHEHEDK CeTeil MeaknkoueHne WK oTKAKOYEHNE

Cers 4 Tun gocTyna: WNHTepHer
OBLECTEEHHAA CETE MogrntoyeHus:

MamMEHEHNE CETEBLIX NAPAMETPOE

ﬁl HacTpoiika HOBOTG NOAKAKIYEHWA WKW CETU

HacTpoiika BecnpoBogHors, LUNPOKONONOCHETD, MOAEMHOMS, Npamoro wik VPN-nogknyeHns
WA HE HACTPOIKE MapLUPYTUIATOPE MK TOHKW 4OCTyNa.

‘&. MoAKAOHUTECA K CETH

MoAKAKUEHKE WM NOBTOPHOE NOAKS Kk Becnp
CETEBOMY COEJ) WK NOAKN Kk VPN,

Buibop gomawuneil rpynnsl n napamerpos obwerc qocryna

Cia. Taloke Joctyn k daiinam u NpUHTERaNM, pacnonoKEHHBLIM Ha APYTUX CETEBLIX KOMMBHITERAX, MW

- M3MEHEHWE NapameTpoe oblero goctyna,
Bpanamayzp Windows P P LEro AocTy!

AomalunHan rpynna ¥YcTpaHenne Henonagox

CeolicTea oBospesarens JIMErHOCTUKE W MCNPABNEHWE CETEBBI NPoBAEM WAK NOAYYEHWE CBELEHNI 06 NCNPaBAEHNN,

Puc. 5.15

NMPUMEYAHMUE!
Mpn HaNMM4YMM HECKOMbKMX CeTEBbIX MOAKMIOYEHWI BbibepuTe TO, K KOTOPOMY MMaHUPyeTCcs NOAKIOYUTL

IP-kamepy.

PykoBoacTBo no noakntoyeHuto IP-kamepbl B2530RZK -
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B oTkpbIBLLIEMCH OKHE HaxxmuTe kHonky [CBomncTBa] (Puc. 5.16).

-
4 CocrosHue - MNogknoyeHne No NOKaIbHOR CeTh ﬁ
Ofiwme
MoaknoyeHue
IPv4-nogknodeHe: WHTEpHET
IPvG-ToaKNHOYEHHE: bes pocTyna K MHTepHETY
CocTosHWe cpeab!: MoaknioyeHo I
H
AnuTensHoCTE: 04:47:33 [
CrOpoCTE: 100.0 MBuT jc

CBeAeHMA. ..

AKTUBHOCTE

OTnpasneHo L_\D ‘.,u MpuHATO

=
BaliT: 79 188 140 805 509 770

[ '&'Csoﬁcrsa ]['&'OTK.HIOHMT!J] [ AuarHocTiuka ]

Puc. 5.16

B OTKpbIBLLEMCA OKHE CBOWCTB CETEBOro MOAKMNKYEHMUS H606XO,EWIMO Bbl6paTb NYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBoncTBa] (Puc. 5.17).

, —
4 MoaxnoueHrne No NOKaNLHON CETH - CEOWCTER M

Ooctyn

MNoakniouerne yepes:

l‘-'l" Realtek RTL8139/810¢ Family Fast Ethemet cetesoi ag:

OmeyeHHbIe KOMIOHEH T WCNONB3YHTCA 3TMM NOAKNOYEHWEM |

Bl Kaspersiy Arti-Virus NDIS 6 Fiter -
¥l .@ MnaHmposwmk nakeTos QoS

[wl gCnfxﬁa AOCTYNA K $ainam 1 I'IDMHTEDEM cetei Micr—
W] . [poTokon WMHTeoH

-! P MpoTokon Ir'hTepn-oem BEpCUK 4(TCF‘J'1PV4] .

i Ilpaiisep B/8 TONONOra KSHANEHOTO YDOBHA

m

W i OTEETUAK DBHEPYXEHMA TONONOMM KaHANEHOMD ,rpoE -
[l 1

chHoEuTb... Yoanute | Crolictea I

Ormcarme

MpoTokon TCP/IP - cTaHAapTHeIi npoToken rnoBansHems
ceTed, ofecneyYvBaoILINA CERSh MEXIY PA3MMYHEIMA
B33MMOAEACTEYIOWWMI CETAMA.

OK ] [ Cmvena

Puc. 5.17
B nosiBuBiemcsi okHe HeobxoaMmo yCTaHOBUTbL 3HayeHus IP-agpeca n macku nopcetu.
Bbibepute nyHkT [Mcnonb3oBaTtb cneaywowmn IP-agpec] n Beeante csobogHbii IP-appec 13
noacetn kamepbl, Hanpumep 192.168.0.20, n Macky noacetun — 255.255.255.0. OcrtanbHble

3HayYeHus BBOAUTb HeT HeobxogumocTn (Puc. 5.18).

PykoBoacTBO no noakntoyeHuto IP-kamepbl B2530RZK
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Ceoiictsa: MpoTokoa Wnteprera sepan 4 (TCP/IPv4) &Iﬂ

Obuwme
MapaMeTpil IP MOMYT HASHEYETECA ABTOMATHHECKM, BCTH CETE
NOAAEPKHBSET 3TY BOIMOMHOCTL, B MDOTUBHOM CRYYEE MaPaMET Pl
IP' MOIHO MOAYHWTE ¥ CETEBOMD BAMMHACTPETOPA,
() Mony4uTs IP-aapec a5TOMATHHECKM
@ WcnonesosaTe cneayowmil IP-anpec:
IP-agpec: 192 .168. 0 . 20
Macka noaceTw: 255,255 .255. 0

OCHOBHOMA WKo3:

Monyuutsh aapec DNS-cepeepa aBTOMaTHUYEOKN
@ Mcnonb3oBaTh CNeAYoWMe anpeca DNS-Cepsepos:
MpeanounTaemsil DNS-cepsep:

ANbTEPHATUEHLI DNS-CepEED:

[[] NonTsepauTs NapaMeTps! mpu Bsixone JP——
;]DTMEHE

Puc. 5.18

[na npumeHeHns U3MeHeHU HacTpoek HaxmuTe KHomKy [OK] Bo Bcex OTKPbITbIX OKHaX.

5.3. NonyyeHue poctyna K IP-kamepe ¢ nomMmowbo 6pay3epa Internet Explorer
[Ona pgoctyna K kamepe C¢ nomoulbio Gpaysepa Internet Explorer 3anyctnte ero n B
aZpecHon cTpoke BBeauTe 3anpoc: http://<IP>:<port>/,— rge <IP> — IP-agpec kamephl, a <port> —

3HauyeHne HTTP-nopta. MNocne atoro Haxmute [MepenTtn], nmdo [Beoa] (Puc. 5.19).

BHUMAHUE!
IP-kamepa BEWARD B2530RZK no ymon4yanuto umeeTt IP-agpec 192.168.0.99, HTTP-nopT 80.

NMPUMEYAHMUE!
Ecnn gna HTTP-nopta mucnonb3yetca 3HadeHue 80, Toraa gns Joctyna K kamepe 4vepe3 6Gpaysep
[OoCTaToOvHO BBECTU B agpecHon ctpoke «http://I<IP>/», roe <IP> — IP-agpec kamepsbl.

- ~
. N e ¥ =] O
aﬂzi-ﬂ@ http://192.168.0.99/ L-3X H 2 MycTas cTpaHnua u 7 9.p iod

-

Puc. 5.19

PykoBoacTBO no noakntoyeHuto IP-kamepbl B2530RZK
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5.4. Nony4yeHue poctyna K Be6-nHTtepcency IP-kamepbl

Mocne 3arpysku cTpaHuubl Beb-mHTEpdenca kamepbl npu nomown 6paysepa Internet

Explorer Bbl yBugmnte okHo aBTopmsaumm (Puc. 5.20).

NMPUMEYAHMUE!
[na koppekTHon paGoTkl Beb-uHtepdeiica IP-kamepbl Heobxoanma Bepcus Gpaysepa Internet Explorer

He Huxke 9.0.

Ona npocmotpa wu3obpaxeHus ¢ |IP-kamepbl 4epe3 ©Opaysep Internet Explorer
Ncnonb3yTcs KOMMNoHeHThl ActiveX. Internet Explorer He umeeT 3TUX KOMMOHEHTOB B CBOEM
COCTaBe UM 3arpyXaeT MX HenocpeAcCTBEHHO C KaMepbl NS nocrneaylolwen ycTaHoBKU. B HUKHen

4acTu OKHa 6pay3epa NOSIBUTCA BCNIblBaOLLEE OMOBELLEHNE CMCTEMbI 6e30MacHOCTH (PUC. 5.20).

e@ @ http://192168.099/login.asp p-c H & WEB SERVICE ‘ | .o

M yCTaHoBMTE ActiveX

[ina ucnons3osanuA Firefox, Google Chrome |E Tab noxanyiicta o3HakoMTecs ¢

3707 Bef-caiiT NbiTaeTcA yeTaHoBMTE HageTpoiiky ActiveX Contrel (2013.11.04) usaarens BEWARD Co,, Ltd.
B uem saknrouaetcs puck?

YeTaHoBHTL

Puc. 5.20

Haxmunte Ha kHonky [YcTtaHoBUTBL] A58 ycTaHOBKM KOMNOHEHTOB ActiveX.

BHUMAHUE!
YcTaHoBKa KOMMOHEHTOB ActiveX, HeobXoauMbIX Ansi NPOCMOTPa M300paxeHusi ¢ kaMepbl, BO3MOXHaA

TOnbKO Ha 32-6uUTHyto Bepcuto 6paysepa Internet Explorer .

PykoBoacTBO no noakntoyeHuto IP-kamepbl B2530RZK
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Cuctema 6esonacHoctn 6paysepa Internet Explorer 6yaet aBTomatmyeckn GnoKMpoBaThb

yctaHoBky ActiveX. [Ons npogormkeHuUst YCTaHOBKU HaXMUTE KHOMKY [YCTaHOBUTb] B OKHe
nogTeepXxaeHns yctaHoBkm (Puc. 5.21).

-

-
Internet Explorer - NMpegynpexgeque cuctemel GesonacHocTy @

YCTaHOBHT b 3TO NPOrpaMMHOe obecneuenne?

Wms: ActiveX Control (2013.11.04)

Wsaarens: BEWARD Co., Ltd

E] AononHTENEHD YCTEHOBWTD ] [He YCTAHAENWBATD

& | Daitnel U3 MHTEpHETE MOTYT BbITE NONESHE!, HO 3TOT TN QaiANa MoKeT
i F/ NOBPEAMTE KOMMBKOTED, CReAYeT YCTEHAENMBETE NPOrPatHel, MONyHeHHbIE
TOMBKO OT AOBEPEHHOMD M3AATENA. PaKToDEI DHCKE

Puc. 5.21

lMocne aToro nosiBUTCA OKHO, MHAopmupytowee Bac o HeobxoomMmocTu 3akpbiTvs Be6-

Opay3sepa ans yctaHoBku. 3akpownTe Internet Explorer n Haxmute kHonky [OK] (Puc. 5.22).

-

Warning @

IE windows must be close before install ocx, OK?

OK I OTtmena

Puc. 5.22

3aTteM, OTKpOeTCS OKHO YCTaHOBKM KOMMOHeHTOB ActiveX. Haxmute kHonky [Install] (Puc.
5.23).

(& Install 0CX ‘ =)

D" Install ‘ ‘ Uninstall ‘ Close

Puc. 5.23
Mocne ycnewHon yctaHoBkn Bbl yBuamTte coobuieHne «Register OCX success(C:\)» B

HWXHeW cTpoke okHa. HaxxmunTte kHorky [Close] ansa Beixoda U3 okHa yctaHoBku (Puc. 5.24).

(& Install 0CX ‘ S |

D’ Install ‘ Uninstall ‘

| Register OCX success(C\NetVideoX)

Puc. 5.24
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NMPUMEYAHUE!

B onepaunoHHoi cucteme, otnmyHom ot Windows 7, unu B 6paysepe, otnudHom oT Internet Explorer 9.0,

Ha3BaHUA MEHK WU CUCTEMHblE COO0OLLEHMS MOryT OTnn4aTbCA OT Ha3BaHUN MEHK M CUCTEMHbIX

coobueHun B apyrnx OC cemenctea Windows unu B gpyrux 6paysepax.

NMPUMEYAHMUE!

Mpu yctaHoske ActiveX gns OC Windows 7 unu Vista npu BKMOYEHHOM KOHTPOME YYETHbIX 3anucemn
OyneT OOMONMHUTENbHO MPOM3BOAMTBCS GNMOKMPOBKA YCTaHOBKM, O Yem nonb3oBaTtento byaeT BblgaHo
OOMONHUTENbHOE OonoBeLleHne. [ns paspelleHus yCcTaHOBKM HeOOXOAMMO YTBEPAMTENbHO OTBETUTHL B

noABuBLLEMCA OKHE.

B agpecHon ctpoke Opaysepa BBeante IP-agpec kamepbl n HaxmuTe [Enter]. OTkpoeTcsa
OKHO aBTopu3auun. BeeguTte Mmsa nomnb3oBatens v naposnb. 10 ymMoOnyaHuio MCMONb3yeTcs MMs

nonb3oBartensa — admin, naponbs No ymonyaxuuio —admin (Puc. 5.25).

BHUMAHMUE!

lMocne aBTopusauun Bbl MOXeTe M3MEHUTb MMA MNOMb3oBaTens WM naponb B MeHio Hacmpolka —
CucmemHbie — [Monb3oeamersiu. Ecnv naponb Unn nMsa nonb3oBaTens yTepsiHbl, To |[P-kamepy MOXHO
BEPHYTb K 3aBOACKMM ycTaHoBKaM. [Ina cbpoca HacTpoek HeobXoaNMO B TEYEHNE AECATU CEeKYH[ HaXaTb

KHOMKy cOpoca Tpu pasa ¢ npoMexyTkamu 6onee 1 cekyHabl Mexay HaxXaTUAMM.

, .
. el
e@ © nitpy//192160099/loginasp £~ & || & wes seruice | | 1 AT

InA koppekTHOrO [}

[na ucnons3oeanuA Firefox, Google Chrome IE Tab noxanyiicta ozHakomTecs ¢

Puc. 5.25

PykoBoacTBO no noakntoyeHuto IP-kamepbl B2530RZK
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Mocne ycnelHow aBTopu3aummn Bbl nonyumte 4OCTyn K anieMeHTam ynpaBreHust kamepsbl 1

n3obpaxxeHuto ¢ Hee (Puc. 5.26).

__ Py

Q 2 hit 192.168.099)login. s . P-C \ £ WEB SERVICE |
B@\WARD e e r— ——

| ocwoswoi | m OB cmoc Py 3amcs § Pasrosop @) Npocryumeanme waors [l Passepryrs [l Coomowerwe [ B8 ez Bl vaoopaxesme

Puc. 5.26
Ecnn no kakmm-T1o npuumHam ycTtaHoBka ActiveX npowna HekoppekTHo, Bbl MoxeTe
YyCTaHOBUTb HEOOXOA4MMbIE KOMMOHEHTbLI BPY4YHYt0. [Insa 3TOro, Ha CTpaHuLEe aBTopu3aLmm HaXKM1Te

CCbIIKY, Kak nokasaHo Ha PucyHke 5.27:

f . - e ===
e. ) pi//192: o - c\| {8 WEB SERVICE | ok LE

A enonssosak Firefox, Google Chrome IE Tab nowanyiicta omarouTecs c

Puc. 5.27

[nga Hayana npouecca yCTaHOBKN HaxXMuTe KHornky [BeinonHuts] (Puc. 5.28):

PykoBoacTBO no noakntoyeHuto IP-kamepbl B2530RZK
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- )
e@ B hitp//192168089/login.ssp 2 - o @ weserace [ ] 55 6o

[na ucnonszoeakuA Firefox, Google Chrome IE Tab noxanyiicta 03HakoMTeck ©

Bbl x0THTE ERINDAHNTE UK coxpanuTe NetVideoX.exe (850 KB) c 192.168.0.997 BrinonHuTe: Coxpannte |7 OTmena J

Puc. 5.28
Hanee, cnegynte npMBefeHHOM BbIle UHCTPYKUUK (cM. Puc. 5.22-5.26).

5.5. UameHeHMe HacTpoek nogknoyeHus IP-kamepbl Yepe3s Be6-nHTepcenc
Mocne nogkntoyeHust k IP-kamepe HEOBXOOUMO M3MEHUTb €€ HACTPOWKN TakuM o6pasom,

YTOObI OHa Haxoaunachb B OAHOW NOACETU C ocTanbHbIM 060pyaOBaHNEM.

BHUMAHUE!

[na coBmecTHON paboTbl HECKOMBKUX YCTPOWCTB B OAHOM NOACETU HEOOX0AUMO, YTOObI Y HUX coBMaganu
nepBblie TPU YacTu (okTeTa) IP-agpeca, n NONHOCTLIO COBNagana macka noaceTu.

Hanpuwmep, IP-agpec Bawero INK: 192.168.1.100. IP-agpec pasgeneH Todkamu Ha 4yeTblpe okteTa. B
naHHoM npumepe: 1 okteT — 192, 2 okteT — 168, 3 okteT — 1, 4 okTteT — 100. Bam Heo6X0AMMO U3MEHUTL
IP-agpec kamepbl Tak, 4TOObl MX MepBble TPW OKTeTa coBnaganu, To ecTb IP-agpec kamepbl OOIMKEH
nmeTb Buna: 192.168.1.XX. YeTBepThilt OKTET IP-agpeca Kaxxaoro yCTponcTBa 06si3aTeNibHO AOMKEH ObITb

nHansngyanbHbIM.

[lns n3amMeHeHUsi ceTeBbIX HACTPOeK B BEG-UHTEpPdeNCe HaXXMUTE B FNaBHOM MEHIO Kamepbl

kHonky [HacTtpowuka] n nepengute B meHio Cemb — LAN (Puc. 5.29).

PykoBoacTBO no noakntoyeHuto IP-kamepbl B2530RZK
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BEWWARD gy e Qs S-S SN

fNoxaneHele Hacrpo#ika LAN

Ayano

» Buaeo DHCP

CeTe IP-agpec | 107 . 168. 99

n 3
> OcHoessie Macxka nogcet 5

> PPPOE

OcHO8HOA W03 | 10>
NpegnounTaemMpint DNS a

AnsTepHatmsHuii DNS
> UPAP g -- 2

o A
> | ko
SHISHIS

A
S | S |

> E : MAC-aapec
-mail

> FTP Coxpannts

> DDNS

> VPN
> RTSP
> Ysepomnenne

3anuce

Tpesora

Tepmunan

CucremHbie

Puc. 5.29
B nonax [IP-agpec], [Macka noaceTu], [OcHoBHOM wnto3], [Mpeanountaembin DNS],
[AnbTepHaTMBHbIN DNS] Hy>XHO BBECTY Takue 3Ha4YeHus, YToObl kamepa nonana B ogHy NoAceTb
C ocTanbHbIM ob6opygoBaHmeM (Puc. 5.29). [ina aToro obpatuTech K paHee 3anmcaHHbIM, TEKYLLMM
HacTpovikaM NPOBOAHOM floKanbHOM cetu (CM. NyHKTbl 5.1 unu 5.1.1) n, B COOTBETCTBMU C HUMM,

yCTaHOBUTE BbllLEeyKa3aHHbIE MapaMeTpbl.

NMPUMEYAHMUE!
B cnyyae HeobxogumocTu, Onsi HAaCTPOMKM CETEBbIX MapaMeTpoB YCTPOMCTB obpaTtutecb Kk Bawemy

CeTeBOMY aAMUHUCTPaTOPY.

Onsa npUMeHeHUss USMEHEHUI CeTeBbIX HACTPOeK KaMepbl HaxXMuTe KHomnky [CoxpaHuTsb],
rnocre 4ero NosiBUTCA yBeOMIEHUE O nepesarpyske yCTpoicTaa.
Mocne nepesarpysku, |IP-kamepa 6yget goctynHa no 3agaHHoMmy Bamu IP-agpecy. Ha atom

HaCTpOIZKa npoBogHOro noaKni4yeHnA |P-KaMepr 3aBepLieHa.

PykoBoacTBO no noakntoyeHuto IP-kamepbl B2530RZK
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5.6. Bo3Bpat HacTpoek nogkntoveHus MK B nepBoHavyanbHble 3Ha4YeHUs
YT106bl BEPHYTH 3HAYEHMSI MPOBOAHOIO CETEBOro MOAKMIOYMEHMS K YCTAaHOBMEHHbIM paHee
3Ha4YeHuAM, BbINOJNIHUTE cnenywmne D,eIZCTBMH.

Haxwvute lyck — lMaHenb ynpaeneHus (Puc. 5.30).

4
\

A
4

#
le Internet Explorer

@ Skype

|25 Microsoft Office Excel 2007

,,_:.‘ Bnoknot

E DVR Server
m BRSController
m BEWARD IP Visor
m BEWARD Player

A

Tiggn, CnywBol

vy, K

)

090 Cny:#Bel KOMNOHEHTOR

> Bee nporpamusi

‘ Habmu npozpammst U $aine

T 88 °

Puc. 5.30

=~

JoxymenTs

BEWARD

MsoBpasxerin

Mysbika

Mirpe:

Komnstotep

Manens ynpasnenns
YcTpoiicTsa v NpUHTERSI
TMporpammsl No ymonuaHno

Crpasa n noggepooca

auepu.::uu: pabotsl [

[ |

B OTKpbIBLLEMCA OMarioroBOM OKHe Bbl6epI/ITe NYHKT [npOCMOTp COCTOAHUA CeTU "

3apay] B pasgene [CeTb n UHTepHeT] (Puc. 5.31).

-
I- ' o b’
Hac poﬁKa napamMeTpoB KOMNbHOTEPS

Cucrema 1 6e30MacHOCTb
MpoBepKa COCTOAHMA KOMMBIITEDE

AFXHEHFCEEHHEAEHHHX KOMOBHOTEDA
Monck u WCNpagneHne I'IPCGJ'IEM

CeTn W VHTenHeT

1 OCMOTP COCTOAHWA CETH W 33434 I

BriGop napameTpos goMaluHed rpynnel u obuero
AOCTYNa K A3HHBIM

' OBopyaoBaHWE W 3BYK
MpocmoTp ycTpoRcTe U NPUHTEPOE
[oGaeneHne ycTpoiicTea

Mporpammel

¥aneHne nporpammel

Mpocmotp: Kateropua ™

YueTHble 3anvcK NoNL30BaTENeR W

CeMERH...

'&i‘ JoGaeneHne n yIaneHne yYETHBIX 3annCel
nofb30BaTENEN

'&i‘ ¥CTaHOEKE POAMTENBCKOTD KOHTPOMA IR BCEX
NoNb30BATENEN

OdopmneHne N NepcoHannsauva
MameHerne Temel

Wamerenne doHa pabovero crona
HacTpoiika paspelueHns 3kpaqa

Yachbl, A3bIK W PETMOH

CmeHa packnagkn KNasnatypel WK Apyrix
cnocoBoe BEOAA

WMzmererHne Asbika MHTEpQelica

CneuwnanbHble BO3MOXKHOCTH
Pexomengyemele Windows napamerpel
OnTummnsayna nsoBpaskeHna Ha 3KkpaHe

Puc. 5.31

B oTkpbIBLIEMCSH OKHE HaxxmuTe [MoakntoyeHue no nokanbHoun cetu] (Puc. 5.32).

SEC.RU
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Manens ynpaenenns -
ACOMELUHAR CTPaHNLE

W3mMeHEHNE NapameTpos
agantepa

WamernTs gononHuTensHele
napamMeTpel ofwero goctyna

Cha, Taroke
Bpanamay3p Windows
Jomawnas rpynna

Ceoiictea obospesarens

mv L« Cerhu Muteprer b Llentp ynpasnenns cetamn u oBLLaM 40CTynom

[MpocMOoTp OCHOBHBIX CBEAEHWA O CETW W HACTPORKE NOAKIHUYEHWRA

: | = MpocMoTp NenHoi kapTel
e L @

BEWARD
(3T0T KoMneroTeR)

Heckoneko ceteil WhrepHer

MpocmoTp aKTUEHBIX CETER MoAKNHYEHHE UNK OTKAFDYEHNE

Cets 4 Tun gocryna: WHTepHeT

OBLECTEEHHEA CETE MNogknroueHna:

V3MeHEHWE CETEBBIX napameTpoe

il HacTpolika HOBOTD NOAKTHOYEHNUA WNKW CETH
ot

Hacrpoiika BecnpoeogHoro, LWUMPoKoNOACCHOMC, MOgemHoro, npamoro nan VPN-nogenroderna
MK 3KE HACTPOMKE MapLUPYTHIATOPRE MK TOHKN AOCTyNa.

i, MeAKNOUMTEEA K CETH

Mogkntoderne MM NOBTOPHOE NOAKNOYEHIE K BECNPOBOAHOMY, NPOSOAHOMY, MOAEMHORY
CETEBOMY COEAMHEHMID AW Nogratoderne k VPN,

Buibop gomMaluHel rpynnel M napameTpos obLUEro ocTyna

AocTyn k daiinam n NpUHTEPaM, PACNONOKEHHBIM Ha APYTIX CETEBBIX KOMMBHOTEPEX, WK
M3MEHEHWE NapameTpos obuero gocTyna.

YeTpaHeHne HENDNAA0K

JnarnocTika M MCNPaBNEHNE CETEBbIX NPOBAEM NAK NOAYHEHNE CEEAEHWIA 06 NCNpaBnEHK,

Puc. 5.32

B oTkpbIBLIEMCA OKHE HaxmuTe kHornky [CBomncTBa] (Puc.5.33).

B oTKpbIBLLEMCHA OKHE

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBoncTBa] (Puc. 5.34).

S

',": CocrosHue - MNogknoYeHne No AOKAALHOH CEeTH

Ofwme

MNoaxnoyeH e

IPv4-noakmoHeHre: WMHTepHeT

IPVE-NOOKNIOHEHME: Bes nocTyna K MHTEpHETY
CocTosAHue cpeakl: MoaknioueHo
LMMTENBHOCT: 04:47:33

CKOpOCTh! 100.0 MauT fc

AKTHBHOCTE

OTnpaBneHo —— L,! ——  TpuHATO
&
BaifT: 79188140 |

| [ By coviicrea

805 509 770

"OTK.moHHTb] I AnarHocTnka I

Puc. 5.33

PykoBoacTBo no noakntoyeHuto IP-kamepbl B2530RZK
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7
4 TogxnoueHWe No NOKanbHOR CETW - CEOMCTER ﬁ

Cem | Oocryn

Moaknioyerne yepes:

l_-'lf Realtel RTLE135/810x Family Fast Ethemet ceTesoit am:

CmMedeHHBIE KOMMIOHEHTEI WCNONB3YIOTCA 3TMM NOAKNIOYEHWEM:

Bl Kaspersky Anti-Vins NDIS 6 Fiter -

.@ Mnarrposwwk narkeTos Qo5

gCn'fxﬁa AOCTYNA K $afinam v npuHTepam ceTei Micr

=& [looToken MH FAr=N=l= P/R

B MpoTokon MH
& OTBETUMK 06HPYHEHAA TONONOMMKM KaHANEHOTD YPOE ™

[l 1

| [x]
YoTaHosnTs.. Yaanute | CeoilcTea I

Onucatme

m,

[EpHeT3 BeDCMM g}
TepHeTa sepo 4 (TCP/IPvd) .
i aﬁBED B/B TONONOra KaHaneHoro yposHA

MpoTtokon TCP/IP - cTaHAApTHEIR NpoTokon rnoGansHemx
ceTel, 06ECNEMBAI0ILIMA CEASEL MEXIY PASIMYHBIMM
B3aMMOASACTEYIOWLMMA CETAMM.

Puc. 5.34

OTKpoeTCs MEHI0, B KOTOPOM HEODOXOAMMO YCTaHOBUTb 3HAYEHWUS HayanbHbIX HACTPOEK,
3anucaHHbIX Bamu paHee (CM. nyHKTbl 5.1, 5.1.1 faHHoro PykoBoacTea).

Ecnn mnsHavanbHo IP-agpec Bawemy MK HasHauyancs aBTomMaTu4yecku, Torga Bblbepute
nyHkTel [Monyuntb IP-appec aBtomatuydecku] wu [Monyuntb appec DNS-cepBepa

aBTOMaTM4ecku], nocne yero Haxmute kHornky [OK] ona Bcex oTKkpbIThbIX OKOH (Puc. 5.35).

Crofictaa: Mpotokon UktepHeTa sepcun 4 (TCP/TPv4) M

Obume ANbTEpHaTHEHAA ererypawAnl

MapaMeTpsl [P MOMYT HE3HEHATHCA BETOMATHHECKM, ECIN CETh
MOAAEPHMBAET 3TY BOIMOXKHOCTE, B MPOTHBHOM CRYYae NapaMeTpbl
IP MOMHO MONYHMTB Y CETEE0M0 AAMAHMCTPATOPA.

I-@- MonyuuTe IP-aapec 38TOMaTHHECKM I
() Wcnonezosate cieayiowmil IP-agpec:

| @ MonyurTe anpec DNS-CEPEEPa SETOMATUYECKI I

() WcnonezosaTe cieaytowme agpeca DNS-cepeepos:

MoATEEpAWTE NapaMeTPbl MPK BbIX0AE [oronHATERSHD

Puc. 5.35
Ecnu nsHavanbHo |IP-agpec Bawewmy K 6bin 3agaH BpyyHyto, Torda BblbepuTe MyHKT
[MUcnonb3oBaTb cnepyrwowmn IP-agpec] n 3anonHute Heobxoaumble nons (CM. MNyHKT 5.1

AaHHoro PykoBoacTtea), nocne yero Haxmute kKHonky [OK] ans Bcex oTKpbITbIX OKOH (Puc. 5.36).

PykoBoacTBO no noakntoyeHuto IP-kamepbl B2530RZK
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Ceoiictea: MpoTokon WkTepHeta sepann 4 (TCP/IPv4) &lﬂ

Ofime

HEDEMETDD\ P MOryT Ha3Ha4YaTbCA aBTOMAaTHHECKKM, ECNK CETE
noAdemKHBaET 3TY BOSMOMKHOCTE. B NPOTHEHOM CNY4Yae NapaMeTpel
IP MOAHO MONYHMTE ¥ CETEBOM0 AMMHMCTPATOPE,

() MonyunTe IP-agpec asTOMATHHECKM

@) Mcnonb30BaTh Cneayrowi IP-anpec: I

IP-aapec: 192,168 . 0 . 20
Macka noaceTu: 255,255 .255. 0

OcHOBHOIA W3 192,168 . 0 . 1

Monyuuts aapec DNS-cepsepa aBTOMaTHUYEOKN

I-é- Vnons308aTh CREAYIOWNME aNPEca DNS-cepsepoB:I ]
1

| MpeanouuTaemsii DNS-cepeep: 192,168 . 0

ANBTEpPHETUBHSIR DMS-cepeep: . .

|| NeaTsepauTs napaveTps! ipu Bsixons LONOAHATENBHD. ..

Puc. 5.36

5.7. TlpoBepka npaBUNBLHOCTM HACTPOEK MOAKMNYeHna IP-kamepbl K
JNloKanbHOW ceTu

[nsi KOHTpONs NpPaBWITbHOCTM CETEBbIX HACTPOEK Kamepbl M KOMMbKTEPA HYXXHO
NoaKIYNTBLCA K Kamepe yepes Gpaysep Internet Explorer.

3anyctute 6paysep Internet Explorer. [na atoro Haxmute llyck — Bce llMpozpamMmbi v
BblGepuTe cTpoKy [Internet Explorer].

Beegute B agpecHom cTpoke |IP-agpec, nNpUCBOEHHLIN Kamepe (HanpuMmep:
http://192.168.0.99) (Puc. 5.37).

~ N
. N - (=] E
G':}”@ http://192.168.0.99/ DX H (& Mycran cTpannya u 1Y i\\‘? {:}

Puc. 5.37
Mpy npaBunbHbIX HACTPOMKaxX OTKPOETCHA OKHO aBTopu3auuu. [na aBTopusauun BBeauTe

nmsA Nonb3oBaTtensa u naposnb, nocne Yero Haxvute [OK] (Puc. 5.38).

BHUMAHMUE!

Mma nonb3oBaTens no ymonyaHuto: admin. Mapone no ymonyaHuo: admin.

PykoBoacTBO no noakntoyeHuto IP-kamepbl B2530RZK
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»
e@|g hittp://192.168.0.99/Iogin.asp p-a H (& WEB SERVICE

Bxog

nA ucnons2oeanuna Firefox, Google Chrome |E Tab noxanyicra o3HakoMTece ¢

Puc. 5.38

Mpy NpaBMNbHO BLINMOJTHEHHbLIX AENCTBUSAX Bbl cMoxeTe 3anTn B BeG-nHTEpdenc yepes

Opaysep n yBunaetb nsobpaxeHue ¢ Bawen IP-kamepsl (Puc. 5.39).

D ~ C || @ weB SERVICE

tt://192.168.0.99/login.asp

()6
BE@WARD ——

| ocvoson | OB crumoc B¢ 3amce § Pasrosop =4 Npocryumsanme [ Yeermam Passepyn. [ Coomiowerme B8 r1z @ veospareime

Puc. 5.39

NMPUMEYAHUE!
B cnyyae HeyaayHoro coefvHeHusi ¢ Kamepow, NpoBepbTe NPaBUIbHOCTbL MOAKMIOYEHUA K NPOBOAHOM

CeTU, BEPHUTECH B HA4Yasl0 AaHHOW rMnaebl M MOBTOPUTE HACTPOWKy. B cnyyae HeobxogumocTtn obpaTutech

k Bawemy cucteMHoMy agMUHUCTpaTOpPY.

PykoBoacTBO no noakntoyeHuto IP-kamepbl B2530RZK
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naBa 6. Noakno4veHue IP-kamepbl K cetn UHTEepHeT

6.1. O6wue cBegeHUA 0 noaknoveHun IP-kamepbl kK cetn UHTepHeT

Mpn yctaHoBke IP-kamepbl B2530RZK B KkBapTMpe, KOTTEmXe wnn oduce, 0ObIYHO
TpebyeTcs UMeTb K HEN OOCTYN He TOSbKO U3 foKanbHOW CETU TOro UNN MHOIo MOMELLEHUS, HO U
n3 cetn NHTepHerT.

B atom cnyyae and ogHoBpeMeHHoOW paboTbl KOMMbLIOTEPOB, HOYTOYkOB, |P-kamep wu

Apyroro obopyaosaHus B ceTu MIHTepHeT, Yalle Bcero, MCnonb3yeTcs MapLupyTmMsaTop.
lMpn opraHusaumm poctyna K IP-Bugeokamepam u3 ceTu VIHTepHeT, Kak npasusio,
NCNONb3YITCH Creaylolme Tpu BapmaHTa:

1. VmeeTcsa BblaeneHHbI NpoBangepoM BHeLWHUW ctaTudeckun |P-agpec nnu PPPoE-
coeauHeHune. lMpu atom, gaHHbIn IP-agpec (unn PPPoOE-coeanHeHne) ucnonb3yeTtca
ANA NOAKNIOYEHUSA TONbKO oAHOW IP-kamepbl 1 HE MOXET ObiTb Ha3HA4YeH eLe Kakomy-
nnbo yCTPONCTBY.

2. WmeeTca BblAeneHHbI NpoBangepoM BHEWHWA cTaTtudeckun |IP-agpec, KOTOpPbIN
ucrnonb3yetca Ans NoakmnoveHuss K cetn WHTepHeT oducHon wnu pomaluHen
NoKanbHOW CeTu, K KOTOPOMW, B CBOK o4epedb, NraHupyeTcs MOAKMYMTbL OA4HY Mnu
Heckonbko |IP-kamep. lpy TakoM MOAKMOYEHUU MUCNoNb3yeTcs maplipyTusatop. MNpu
3TOM 4YUCAO MOAKMYaeMblX KaMep 3aBUCUT, B OCHOBHOM, OT KOnu4yecTBa
nepeHasHavyaeMblX MapLIPyTU3aTOPOM MOPTOB.

3. [lpoBangep He BblgendeT BHeWwHWW cTatudeckuin |IP-agpec. |IP-agpec HasHavaeTcs
npoBangepom AMHaAMUYECKM, TO €CTb TakK, YTO NPWU KaXXa4OM HOBOM MOAKIOYEHMN ITOT
agpec npucBamBaeTCsl 3aHOBO M M3MeHsieTcs B npouecce paboTbl (Takas cutyaums
ocobeHHO xapakTepHa npu paboTte yepe3 ADSL n GPRS). B atom cniyyae, 4To6bl
obecneunTb BO3MOXHOCTb MOAKMHOYEHUS OL4HOW WM HECKOMbKUX Kamep K CeTu
MHTepHeT, BHe 3aBMCUMOCTM OT TOro, Kakown |P-agpec BblgeneH nposangepom B
AAHHBIN MOMEHT, HeobxoOuMO 3a4enCTBOBaTb MHTEPHeT-cnyxbbl, paboTtawowume c
ANHAMUYECKUMKN agpecamu.

Hanee, 3T BapuaHTbl opraHusauumn poctyna k |IP-kamepam un3 cetn WHTepHeT OyayT

paccMOTpeHbI NogpobHee.
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6.2. Noakno4vyeHne Npu cTtatuyeckom BHewwHeM |IP-agpece/PPPOE-coeanHeHun

6.2.1. Ucnonb3oBaHue cTaTn4eckoro |IP-agpeca

Ona nopgknioveHns IP-kamepbl k cetn MHTepHET HeobGXOAMMO M3MEHUTb ee CceTeBble
napamMeTpbl B COOTBETCTBUM C JaHHLIMW, NOMNyYeHHbIMKU OT NpoBangepa. Kak npasuno, nposangep
npegoctaBnseT cnegywowme ceteBble HacTpouku: IP-agpec (B AaHHOM cnyyae, cTaTUYecKui),
Macka nogceTun, Ceteson wno3 1 agpec DNS-cepsepa.

Ona nonyyeHns goctyna K IP-kamepe yepes ceTb VIHTepHeT no ctatnyeckomy IP-agpecy
Heo6xoanMO BbINONHUTL CReayoLme Warw:

War 1: nogkniounte IP-kamepy Hanpsimyio kK Bawemy TK.

LWar 2: nsmeHuTe ceTeBble HACTPOMKM NPOBOAHOIO coeanHeHus IP-kamepbl (CM. NyHKT 5.5
OaHHoro PykoBoacTBa) B COOTBETCTBUM C HACTpoMKaMu, npefoctasneHHbiMn Bawunm UHTepHeT-
npoangepom (Puc. 6.1).

BEWARD T ) T B AT

TNokaneHele HacTtpo#ka LAN
Ayano
Mcnonszoeats IPv6 [
DHCP [
Bepcua [P IPV4 v

Buaeo

CeTb

> OcHoBHbIE

1p-

Macka noacetv
> PPPOE A 255. 255. 255. 0

OcHoBHOM W03
> UPnP 80 . 65 . 23 . 174

MpeanounTaeMbid DNS | gp . g5 . 20 .
> E-mail
ANBTEPHATHEHBIA DNS . . .
5 e 80 65 16 -
MAC-agpec | 00-53-21-32-1f-93
> DDNS

> Ve
> RTSP

Banuck

Tpeeora

TepmuHan

CucTemmbie
Puc. 6.1

War 3: nogkntounte IP-kamepy k BblaeneHHon cetu Ethernet.

Ecnn Bce napameTpbl yka3aHbl BEPHO, kKamepa A0MMKHa OblTb AOCTYNHA B ceTu NHTepHeT.

B npuBegeHHOM npumepe nposangep npeaocTaBun crieayrowmne gaHHble:

IP-agpec: 80.65.23.173

Macka noacetun: 255.255.255.252

OcHoBHoW wWnto3: 80.65.23.174

DNS-cepBep 1. 80.65.20.1

DNS-cepsep 2: 80.65.16.1

B obwem cnyyae, anga obpaileHus k IP-kamepe 4Yepes ceTb VIHTEpHET B agpecHOn CTpoke
6pay3epa BBOAMTCA cnegywowmi 3anpoc: http://[<IP>:<Port>, rge <IP> — IP-agpec kamepbl,

<Port> — 3HayeHne HTTP-nopta. Tak kak B JaHHOM npumepe ucnonb3yetca 3HadeHne HTTP-
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nopta, 3agaHHoe no ymon4yaHuio («80»), TO, 4TOOLI ObBpaTuThCA K IP-kamepe uyepes ceTb

NHTepHeT, Heobxogmmo HabpaTtk 3anpoc «http://80.65.23.173».
NMPUMEYAHUE!
Mpu nopkntoyeHun K kamepe 4depe3 HTTP-nopT, 3agaHHbIi MO ymonyaHuio (3HadeHue paBHO «80»),

3anpoc B agpecHoun cTpoke Gpaysepa nmeet Bua: http://<IP>,—rae <IP> — IP-agpec kamepbl.

6.2.2. Ucnonb3oBaHue PPPoE-coeanHeHus

NHTepHeT-npoBangep He Bceraa MoxeT obecneyntb NOAKMYEHWe no crtatudeckomy IP-
agpecy. Yawe Bcero, npoBangep opraHuMsyeT goctyn Kk cetn WHTepHeT 4yepe3 PPPoOE-
coegvHeHue. B aTom cniyyae, oH npegocTtaBnseT aboHEHTY UMSA nNonb3oBaTens 1 Naponb.

IP-kamepa B2530RZK nopgaepxuaet PPPoE-coeguHeHne. [Ons ero ucnonb3oBaHUs
Heo6xoaUMO BbINONHUTE CrleayoLwme Wwarw:

War 1: nogkntounte IP-kamepy k Bawei nokanbHom cetn unu Hanpsimyto K MK (cm. Masy 5).

War 2: songute B MeHto PPPoE-HacTpoek IP-kamepbl: Hacmpotika — Cemb — PPPOE.

War 3: B TekcToBbIX Nonsax [[lonb3oBatens], [[laponb] BBeanTe 3HaYEHUs, NONYYEHHbIE
oT NHTepHeT-npoBangepa (Puc. 6.2).

BEWARD

TNokankeHele Hacrpoiika PPPOE
Ayawo

Bugeo BIIHOYHTE

cons P —
s Oevomis Monsosaten
PPPOE

> E-mail

> FTP

> DDNS

> VPN

> RTSP
3anucke
Tpesora
TepMuHan

CHCTEMHbIE

Puc. 6.2

LWar 4: Ansa npuHATUS U3MEHEHUN HaXXMUTe KHOMKY [CoOXpaHUTb].

BHUMAHMUE!

[ns BCTynneHus ceTeBbiXx NapaMeTpoB B cuily TpebyeTcs nepesarpyska yCTpoWCTBa.

War 5: nogkntounte IP-kamepy k BbigeneHHon cetn Ethernet.

BHUMAHUE!
Mocne nogknoyeHns IP-kamepsbl k BolaeneHHom cetu Ethernet, oHa 6yaet goctynHa B cetu VIHTepHeT noga

IP-agpecom, npucBoeHHbIM en Balwmm npoBangepom n otobpaxaembiM B nore [Aapec] (cm. Puc. 6.2).
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NMPUMEYAHUE!

Onsa ynobetea, IP-agpec kaMmepbl, Nof KOTOpPbIM OHa AOCTyrnHa B ceTu VIHTepHeT, MoxeT OblTb COOGLLEH

Ha ykasaHHbli Bamun agpec anekTpoHHoW noyThl (PyHKUMA «IP-yBegomneHuey). [na HacTpoviku gaHHON

onuuu, noxanymncra, obpatutecb kK PykoBOACTBY MO 3KCnnyaTaumm.

Ona obpaweHunsa k IP-kamepe uyepe3 ceTb WHTepHET, B agpecHom cTpoke Opaysepa
BBOAUTCA criegytowmnn 3anpoc: http://<IP>:<Port>/,— rge <IP> — IP-agpec kamepbl, Ha3Ha4YeHHbIN
Bawwum nposarigepom npu yctaHosneHun PPPoE-coeanHeHus, <Port> — 3HayeHne HTTP-nopTta

(no ymonyaHuto pasHoe «80»).

NMPUMEYAHUE!
Mpu nopknioyeHun Kk kamepe 4deped HTTP-nopT, 3agaHHbIi NO ymonyaHuio (3HadeHue paBHO «80»),

3anpoc B agpecHoun cTpoke Gpaysepa nmeet Bua: http://<IP>,—roe <IP> — IP-agpec kamepbl.
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6.3. MNMoakntoyeHne 4epes ceTb WUHTepHeT K |IP-kamepam, Haxoasilumcs B

rioKanbHOM ceTu
Ecnn goctyn B ceTb VIHTEpHET ocyllecTBNAeTcs no BbigeneHHon nuHum Ethernet unu no

ADSL, ons noaknoyeHus nokanbHOW ceTu UCNoNb3yeTcs MapLupyTusaTop.

BHUMAHMUE!

[Ona ucnonb3oBaHWSA [aHHOrO MeToda MOAKMYeHUs Heobxoaumo 3apaHee npuobpectn y Bawero
nposaiaepa MYBNWYHBIA CTATUYECKWUW IP-agpec. MpoBaiiaep npedocTaBnsieT, kak NpaBumio,
ONHAMWYECKNI BHYTPEHHWW |IP-agpec, KOTOpbIA OOCTYNEH TOMbKO B MOACETM npoBangepa.

MoaTomy yTouHMTE TUN Uchornb3yemoro Bamu IP-agpeca 3apaHee.

[nsa Toro, 4tobbl nogknounTbes K IP-kamepe ns cetn MIHTepHeT, Hago obpaTtutbes no IP-
agpecy, BblgaHHOMY NnpoBangepoMm («BHeWHUny |IP-agpec maplipytmsartopa), 1 K onpegeneHHoMy
HTTP-nopTy.

BHUMAHUE!
Mpn obpaweHun u3 cetn WHTepHeT Ons Bcex Kamep, HaxOOSALWMXCS B OLHOW FlOKanbHOW CEeTw,
cyllecTByeT ToNnbko oauH IP-agpec (BblgaHHbIM npoBargepom). NoaTomy onst goctyna K aTuMm Kamepam

HeobxoQMMO KaXkaon Ha3HauYnTb CBOU rpynnbl NOPTOB.

[na atoro TpebyeTcsa BbINONHUTL Creayowme 4ENCTBUS:

e VameHUTb ceTeBble NapamMeTpbl |IP-kamep B COOTBETCTBMM C HACTPOMKAMU, NPUHATLIMA
B Bawen nokanbHom cetun (CM. nyHKT 5.5 AnsS nNpoBOAHOrO MOAKIKOYEHMS Kamep K
foKarnbHOW ceTn).

e Hactpoutb QyHKUMIO NepeHanpasneHus noptoB. [aHHaa yHKUMSA no3sondet
nepeHanpaensaTb obpaiweHns u3 cetnm VIHTepHeT K Kakomy-nnbo yCTpOWCTBY,
NOOKIOYEHHOMY K NnokanbHonm ceTu, ¢ BHewHero WAN-unHTepderica maplipytmusatopa
Ha ero BHyTpeHHUNn LAN-uHTepcenc un obecneymBaeTcsa nNpakTU4ECKM nobbIM
COBPEMEHHbBIM MapLUPYyTU3aTOPOM.

Mpn atom, cyuwlectByeT ABa cnocoba HaCTpOVKM MapLlipyTudauum (nepeHanpaBrneHus

nopToB):

e ycnosnb3oBaHme TexHonorun UPNP B kamepe n mapLipytmsaTtope;

e pydyHas YyCTaHOBKa NapaMeTpOB MepeHanpaBneHnss MNOPTOB B  Kamepe w

mapLupyTusaTope.
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6.3.1. Ucnonb3oBaHue TexHonoruum UPnP

MycTb TpebyeTcs obecneunTb AoCcTyn U3 ceTn MHTepHeT k ogHon IP-kamepe. Cuntaem, 4to
noaknioyeHne mMaplipytusaTopa K nokanbHOM cetm un cetm WHTepHeT yXe yCTaHOBIEHO.
MapuwpyTtusatop MMeeT crieayrowmn nybnmyHbin cTaTudecknin IP-agpec, BolgaHHbIA NpoBangepom
Ona nogknoyeHns K cetn MutepHeT: 173.194.122.201.

[ns opraHusauumn goctyna K IP-kamepe 13 cetu MIHTepHeT ocTaeTcs caenath CrieaytoLlee:

e Paspelwwntb ncnonb3oBaHne n HacTpouTb yHkumio UPNP Bawero mapwpyTtusaTtopa.

NMPUMEYAHUE!

Hactpoiika pyHkumm UPNP mapuipyTtnsatopa gomkHa OblTb OnucaHa B npuriaraemMon K HeMy UHCTPYKLINN.

BHUMAHUE!

He Bce mogenn maplupyTtusatopoB nogaepxmsatot dyHkumo UPNP ana nepeagpecauumn noptoB LAN- 1
WAN-unHTepdencos. Ecnn Baw maplpyTusatop He nogaepxuBaeT OaHHY (OYHKUMIO, TO OH Tpebyet

OOMOSNHUTENbHON HACTPONKM (CM. MYHKT 6.3.2).

e PaspelmTb UCnonb3oBaHne U HacTpouTb hyHkumno UPNP IP-kamepbl.

BHUMAHUE!

Mpn mncnone3oBaHnun UPNP ypaneHHbli NpOCMOTP BuOEONOoTOKa C ABYX M 6Gonee kamep MOXET He
pabotatb, nnbo paboTtaTb HekoppekTHo! Ecnn y Bac BO3HWKNM npobnembl, HacTpouUTe napameTpbl

nepeHanpasneHnsi NOPTOB BPYYHYHO (CM. MYHKT 6.3.2).

YTto6bI HacTpouTb oyHKuMo UPNP IP-kamepbl BbINONHUTE cnegytowmne AencTBuS:
War 1: skntoumte onumo [UPNP] B HacTponkax IP-kamepsbl. [Ins aToro nponante B MEHIO

Hacmpolika — Cemb — UPNP 1 noctaBbTe «ranoyky» psaom ¢ [Bknrounts] (Puc. 6.3).

B@WARD

NokaneHbie Hactpo#ka UPnP
Ayauo
Bugeo BRIIOYHTL
MposoaHoe ~
cene oenoeine
BpyuHy v
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MopT AaHHBX (5001
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HTTP-nopr
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RTSPnopT
3HaueHme nopTa fadkex 0 ]
Bnavenve HTTPnopra @]
] ——
> VPN

= TopT AaHHLIX: NEPea/iPECalMA NoPTa AZHHLIX YCTDOACTES Ha BHElWHWA CETEBOMA NODT MaPLWDPYTHZaTopa.

* HTTP-niopT: nepeagpecauna HTTP-nopTa yCTPOWMCTEa Ha BHEWHWIA CETEBOH NOPT MapLWpyTU3aTopa.

Tpesora * RTSP-nopT: nepeagpecauus RTSP-NopTa yCTPOMCTEZ H3 BHEWHWA CETEBOW NOPT MapLUpYTU33Topa.

Tepmnan = Tpu 8=i60De pexuMa "BRYUHYH' HazHAUEHWE BYAST BLIMCNHEHD TONLKO ANA 3313HHOM NOPTa, ECAM NOPT 33HAT, TO NapeaApacalya
8INONHEH] He ByaeT.

= Tpw seibope pexuma "ABTO" Ha3HaueHWe NOpToe OYAET NPOMCX0AMTE B NOPAAKE NPUODKUTETA; ECNM NOPT 33HAT, TO NONMLITKE Ha3HaYeHNs
BYAET 3BTOMATUUECKM NOETOPATLCR A0 YCMEWHOTD 338EDIIEHMA ONEPALIAM.

> E-mail
> FTP
> DDNS

Sanuce

CHCTEeMHbIE
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Puc. 6.3

War 2: Bbibepute [Pexnm] nepeagpecauumn noptoB. [pu BbiGope pexunma «BpyudHyro»
Ha3HayeHve ByaeT BbIMNOMHEHO TOMBKO ANSA 3a4aHHOro MopTa; ecnu NopT 3aHAaT, nepeagpecaums
BbINONHATLCA He OyaeT. Mpu Boibope pexuma «ABTO» HasHaveHue nopToB ByaeT npoucxoauTb B
nopsiake npuoputeTa; ecrnv MnopT 3aHAaT, TO MNOMblTKa HasHayeHuss OyaeT aBTOMaTUYeCKM
NOBTOPATLCA A0 YCMNELHOro 3aBepLUeHns onepauun.

War 3: BBeaute B none [UPnP-cepBep] «BHYTpeHHUN» IP-agpec mapwpyTtusatopa (IP-
agpec LAN-nHTepderica mapLipyTtmsaTtopa).

War 4: seeaute B none [HTTP-nopT] 3HadeHne nopta HTTP ana gaHHOW Kamepbl npu
JocTyne K Hen u3 cetn MuTepHeT. Hanpumep, nyctb B kadyectBe HTTP-nopta gnga gocrtyna ns cetn
NHTepHeT ncnonbayetcsa nopt 81. To ecTb, 4TOObLI 06paTUTLCA K IP-Kamepe B nokanbHOW ceTu, no-
npexHemy ucnonb3yetca nopt 80, a npu 3anpoce notoka u3 cetm WHTepHeT 6yget
ncnons3oBatbcsa nopt 81 (Puc. 6.3).

LWar 5: BBeaute B none [MopT AaHHbIX] 3Ha4YeHe NopTa AaHHbIX ANs JAaHHOW KaMepbl Npuy
aoctyne K Hen u3 cetn MHTepHeT. PekomeHayemble 3HadeHns: 1124-7999.

LWar 6: Ans npuMeHeHnst HacTpPoeK HaXxXMuUTe KHONKy [CoxpaHuTb|.

BHUMAHUE!

[ns npumeHeHns ceTeBbIx NapameTpoB TpebyeTcsa nepesarpyaka yCTponcTBea.

BHUMAHUE!
3HayeHUss nNpu nepeHanpaeneHnM COOTBETCTBYHLIMX MOPTOB Ha |P-kamepe M Ha MaplipyTmsaTope
OOMKHbI OblTb 0AUHaKoBbIMU. KpoMe Toro, HaCTPOMKM ceTeBOro noakmnoyeHus IP-kamepbl OOMKHbI ObITb

KOPPEKTHBIMM.

Tenepb, 4TObbI NONY4YMTL AOCTYN K Kamepe U3 ceTn MIHTepHeT, Hago obpaTtnTbCsa K Hen no
IP-agpecy, BblgaHHOMY nNpoBangepom («BHeWwHun» IP-agpec mapwpyTtusatopa), 1 HasHa4eHHOMY
eun nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec mapupyTtusatopa — 173.194.122.201. HTTP-nopT,
HasHa4YeHHbIN Kamepe Ana nepeagpecaumm,— «81». 3HaunT, ansa obpalleHus K Kamepe 13 ceTu
NHTepHeT Heobxoanmo B agpecHom CTpOKe Opaysepa HabpaTtb 3anpoc:
http://173.194.122.201:81/.

Taknm e 06paszom MoXeT ObITb HACTPOEHO HECKOMbKO KaMep, Hago N1Lb NS KaXkaon us

HUX 3adaTb CBOWU, YHUKallbHble 3Ha4YeHNA NOPTOB.
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6.3.2. HacTpowka py4yHon nepeagpecauum NopToB MapLupyTMsaropa

Ecnn Baw maplwpyTtusatop He noggepxusaet TexHonormioo UPnP, nnbo gaHHast onums
paboTaeT HEKOPPEKTHO, HEOBXOOUMO HACTPOUTL NepeagpecaLmio NOPTOB BPYYHYIO.

Paccmotpum 3apgady nogknioveHusi IP-kamepbl K ceTu MHTepHeT C  NOMOLLbIO
mapuwpyTtmnsatopa TP-Link TL-WR2543ND (HacTporika 6onblnHCTBa (OYHKUMA MapLUpyTU3aTopoB
pasnMyHbIX MoAEeNen BbINONHAETCS CXOXNM 06pasom).

Cuntaem, 4TO NOOKIOYEHUE MapLUpyTM3aTopa K NokanbHOW ceTn n cetn VIHTepHeT yxe
HacTpoeHo. MaplpyTtusatop umeeT cnegyowmin nyonuyHbIn ctatnyeckui IP-agpec, BblgaHHbIN
WHTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupytusatopa): 173.194.122.201.

JlokanbHasa ceTb umeet IP-agpeca B AnanasoHe «192.168.1.1 — 192.168.1.255», npudem
«192.168.1.1» — «BHYTpeHHM» |IP-agpec wmapuwpyTtmusatopa (IP-agpec LAN-uHTepdenca
MapwpyTtmusatopa), «192.168.1.199» — IP-agpec kamepbl. [Ona HaACTPOWKM UCMOMb3yeMm
KOMNbIOTEP, MOAKMIOYEHHBIN K 9TOM FIOKanbHOW CETMU.

Ona nogkntoveHus |P-kamepbl Kk ceTu WMHTepHeT TpebyeTcsa HasHauuMTb NOpThl, Yepes3
KoTopble ByaeT ocyLecTBNATLCA BHELUHWUA AOCTYN K €e HAaCTPONKaM 1 K BUAEONOTOKY C kamepsbl. B
NoKanbHOM CETW 3TWU MOPThl MO YMOMNYaHUI UMEIDT creaywmne 3HadveHust: HTTP-nopT — «80y»,
MopT AaHHbIX — «5000%», RTSP-nopT — «554».

BHUMAHUE!
Mpn obpalweHnn n3 cetn WHTepHeT AN BCeX Kkamep, HaxoOsLWMXCS B OAHOW JOKanbHOW ceTw,
CyLLLeCTBYeT TONbKO oauH IP-agpec (BblgaHHbIA npoBavgepom). [losaToMy ons A4OCTyna K 3TUM Kamepam

HeOoBXOAMMO KaXKAoW HasHa4YMTb CBOW rpymmbl MOPTOB.

,D,J'IFI N3MEeHEHNA NopPTOB |P-KaMepr BbINOJTHUTE CcreayLuine DEencTBuS:

BHUMAHUE!
MopT AaHHbIX 06A3aTeNbHO AOMKEH TPaHCNMPOBaTbCS «MOPT B NOPT». COOTBETCTBEHHO, Arsl BCEX Kamep

Heobxogumo 3aaaTb pas3nnyHble 3Ha4vYeHnda nopTta AaHHbIX.

War 1: B Beb-mHTepdence kamepbl OTKponTe pasgen meHiwo Hacmpoilika — Cemb —
OcHo@HbIe.
War 2: Beegute B none [[MopT AaHHbIX] HOBOE 3HA4YeHME, OTNIMYHOE OT 3HA4YeHus Mo

ymMon4aHuio. Hanpumep, nycTb B KadecTBe NopTa AaHHbIX ncnonbayetcs nopT «5001» (Puc. 6.4).
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BE@\WARD

NokanbHeie OCHOBHbIE HACTPORKH

Ayano

Buaso Flopr A
Cern HTTPnopr B0 ]
ONVIF-nopT [2000

CoxpanuTe.
> PPPOE

> UPnP
> E-mail
> FTP

> DDNS

> Yeepomnesme

3anuce

Tpesora

Tepmuxan

CucremHbie

Puc. 6.4
LWar 3: Ans npuMeHeHnst HacTpPoeK HaXxXMuUTe KHONKy [CoxpaHuTb|.
Takum obpasom, nopTbl AnNs JOCTyNa K AaHHOW Kamepe BHYTPW nokanbHOW ceTn ByayT:
HTTP-nopT — «80», MNopT aaHHbIX — «5001», RTSP-nopT — «554».
[na BTOpOM Kamepbl MOXHO BblOpaTb cneaywowme noptbl: HTTP-nopt — «80», lNopt
AaHHbIX — «5002», RTSP-nopT — «554» n T.4.

Kamepa HacTpoeHa. OcTtanocb NpaBuibHO HACTPOUTbL MapLLpyTU3aTop.

[na HacTpoMKM MapLupyTM3aTopa BbINOJSIHUTE crnegylowme AeNCTBUA:
War 1. BBeguTe B agpecHon cTpoke Opaysepa IP-agpec maplipytu3aTopa (B Haliem
npumepe — «192.168.1.1»). B nosiBuBLLEMCA OKHE aBTOpM3aLMK BBeEAUTE NIOTMH M naponb. [locne

yOa4HoW aBTopu3aLmm OTKPOETCS OCHOBHas CTpaHuLa HacTpoek mapLipyTusatopa (Puc. 6.5).

TP-LINK’ 450M Wireless N Gigabit Router

Model No. TLAWR2543ND

Status

WPS

Network
Wireloss
DHCP

Firmware Version: 3.13.27 Build 121207 Rel. 519550
Hardware Version: WR2543IND v1 00000000

USE Seftings
Forwarding LAN
Security

MAC Address: 90-F6-52-75-80-62
IP Address: 192.168.1.1
Subnet Mask: 2552552550

Advanced Routing

Bandwidth Control
IP & MAC Binding Wireless
Dynamic DNS

Wireless Radia: Enable

System Tools Mama (€I TELL IR

Puc. 6.5
War 2: Bbibepute nyHkT meHio Forwarding — Virtual Servers. B nosBuBueMCa MeHI0

HaxkmuTe kHonky [Add New] (Puc.6.6).

PykoBoacTBO no noakntoyeHuto IP-kamepbl B2530RZK
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Tp-LINK° 450M Wireless N Gigabit Router
Model No, TLWR2543ND
Status
amex e
wpPS
Network
Wireless internal Port 1P Address Protocol Status Modity
DHCP
USB Settings
Security
Pareatal Control
Access Control
Advanced Routing
Bandwidth Control
1P & MAC Binding
Dynamic DNS
System Tools
Puc. 6.6

War 3: go6aBbTe npaBuna nepeHanpasneHnsa noptos ans IP-kamepsl (Puc. 6.7). 3apante
cneayoLwme napameTpbl:
[Service Port]: ykaxuTte nopT, KOTOpbIA ByAeT ncnonb3oBaTbCa Ana AOCTyna K kKamepe 13

cetn VIHTepHerT.

NMPUMEYAHUE!
Bo wusbexaHne KOHMMMKTOB He WCMOMb3yWTe ANs NepeHanpaBneHus MOPTOB 3aperncTpupoBaHHbIE
3Ha4yeHus. PekomeHayeTca Mcnonb3oBaHMe noptoB AuvanasoHa 1124-7999. (3HayeHusa noptoB ot 0 oo

1123 ochmumarnbHO 3aperMcTpupoBaHbl Noj pasfyHble NPOTOKOSbI, CIYKObI, MPUIOXKEHUS.)

[Internal Port]: ykaxute nopT, UCMOMb3yeMblil B JaHHbI MOMEHT Ans A0CTyna K Kamepe 13
nokasnsHowu ceTu.

[IP Address]: ykaxuTe IP-agpec kamepsbl, Ans KOTOPOW HacTpanBaeTCs nepeHanpasneHme.

OcTanbHble NyHKTbI HEe TPEOYIT HAaCTPOWKM.

Ho6asbTe npasuno ansa nopta HTTP (Puc. 6.7).

| . 450M Wireless N Gigabit Router
TP-LINK pebtempetnd

Status
Quick Setup
wPS
Network

006X of XX)

Wircless
DHCP
USB Settings P Address: 192 168.1.199

Internal Port: 80 (XX, Onily valia for single Senvice Port of leave it dlank)

Protocot Al v
Status: Enabled v

Common Service Port: —-Select One— v
Security
Parental Control 751@7" ’ 7789('(7
Access Control
Advanced Routing
Bandwidth Coatrol
1P & MAC Binding
Dynamic DNS
System Tools
Puc. 6.7
PykoBoacTBo no noakntoyeHuto IP-kamepbl B2530RZK
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War 4: HaxmuTe kHonky [Save], ytobbl coxpaHuTb npaBuno. Npasuno gobasneHo (Puc.

6.8).

450M Wireless N Gigabit Router
Model No. TLWR2543N0D

TP-LINK'

Status
Quck setwp I

wps

Network
D Service Port Internal Port P Address Protocol Status Modify

Wireless
1 8 80 192.168.1.199 Al Enabled Mogity Delete

DHCP

USB Settings
Forwarding [ AddNew.. | [ EnabieAn | [ DisabieAl | [ Delete Al |

- Port Triggering
DMz
uPnp
Security
Pareatal Control
Access Control
Advanced Routing
Bandwidth Control
1P & MAC Binding
Dynamic DNS
System Tools

Puc. 6.8

LWar 5: Tem xe cnocobom gobasbTe npasuno ans nopta RTSP (Puc.6.9).

450M Wireless N Gigabit Router
Model No. TLWR2543N0D

TP-LINK'

Status
Quck setwp I

wps

Network
D Service Port Internal Port P Address Protocol Status Modify

Wireless
1 8 80 192.168.1.199 Al Enabled Madity Delete

DHCP
USB Settings 2 3001 554 192.168.1.199 Al Enabled Modity Delete
Forwarding
[ AddNew.. | [ EnabeA | [ DisabeAl | [ DeleteAl |
- Port Triggering '
oMz

UPnP

Security
Parental Control
Access Control
Advanced Routing
Bandwidth Control

IP & MAC Binding

[T
System Tools

Puc. 6.9

LWar 6: n ewe ogHo npasuno ang lNopTta gaHHbIX (Puc. 6.10).

BHUMAHUE!
HTTP-nopTbl 1 RTSP-nopTbl KaMep MOXHO NepeHanpasnaTb C NOMOLLbIO BUPTYyaslibHOro cepBepa, O4HaKo

MOPT AaHHbIX Kamep AOmMKeH ObiTb pasHbIM U TPAHCIMPOBaTLCS «MOPT B MOPT»!

PykoBoacTBo no noakntoyeHuto IP-kamepbl B2530RZK
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Tp_LINK' 450M Wireless N Gigabit Router
Model No. TL.WR2543ND

Status
Quick Sotup
WPS

Network

Visloes 1D Service Port Internal Port P Address Protocol Status

e 1 8 80 192.168.1.199 A Enabled

USB Settings 3001 554 192.168.1.199 Al Enabled
Forwarding 3 5001 5001 192.168.1.199 Al Enabled

- Port Triggering [CAcdNew.. | [ Enable Al | [ Disable Al | [ Delete Al |

oMz

(0

Security

Pareatal Control

Access Control

Advanced Routing

Bandwidth Control

1P & MAC Binding

Dynamic DNS

System Tools

Puc. 6.10

LWar 7: ecnu Bbl ncnonb3yeTe HeCKONbKO kamep, To Bam Heo6xoaumo noBTopuTh Wwarun 2-6

ANsa ocTanbHbIX Kamep (Puc.6.11).

Tp_ INK° 450M Wireless N Gigabit Router
Model No. TLWR2543ND
Status
Quick setup
wPs
Network
Wireless 1D Service Port Internal Port P Address Protocol Status Modity
— 1 81 80 192.168.1.199 an Enabled
USB Settings 2 3001 554 192.168.1.199 An Enabled
Forwarding 3 5001 5001 192.168.1.199 Al Enabled
4 82 80 192.168.1.198 A Enabled
- Port Triggering 5 3002 554 192.168.1.198 An Enabled
-z 6 5002 5002 192.168.1.198 A Enabled
UPaP 7 83 80 192.168.1.211 Al Enabled
Seceyy 8 3003 554 192.168.1.211 Al Enabled
EXTORA COMION 9 5003 5003 1921681211 A Enatied
Access Control r
Add New.. Enable All | [ Disable Al Detete All
Advanced Routing < —_— e — — — —
Bandwidth Control
IP & MAC Binding Next J
Dynamic DNS
System Tools
Puc.6.11

HacTponka mapLupyTmsaTopa 3aBepLueHa.

Tenepb, 4TOBbI NONY4YMTL AOCTYN K Kamepe 13 ceTn MIHTepHeT, Hago obpatuTbCa K Her no
IP-agpecy, BblgaHHOMY nNpoBangepom («BHeWwHun» IP-agpec mapwpyTtusatopa), 1 HasHa4eHHOMY
en nopty HTTP.

B paccmoTtpeHHom npumepe IP-agpec mapupytmusaTtopa — «173.194.122.201». HTTP-nopr,
HasHa4yeHHbI Kamepe Ana nepeagpecaumm,— «81». 3HaunT, anga obpalleHus K Kamepe u3 ceTu
agpecHom Opaysepa HabpaTb

WHTepHeT HeobxoaMmo B

http://173.194.122.201:81/.

CTpoOke 3anpoc:

PykoBoacTBo no noakntoyeHuto IP-kamepbl B2530RZK
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MpunoxeHus

MpunoxeHue A. 3aBoAcKue yCTaHOBKMU

Hwxe npuBegeHbl HEKOTOPbIE 3HAa4YeHUA 3aBOACKMX YCTAaHOBOK

HanmeHoBaHue 3HauyeHue
IP-agpec 192.168.0.99
Macka nogcetu 255.255.255.0
Lnto3 192.168.0.1
Wms nonb3oBaTens (agMuHUcTpartopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopT 80
MopT AaHHbIX 5000
RTSP-nopt 554
SMTP-nopT 25
PykoBoacTBo no noakntoyeHuto IP-kamepbl B2530RZK
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MpunoxeHue B. NapaHTUNHbIE 06A3aTenbLCTBA

B1. O6wue cBegeHud

a) lMepepn nogkntoyeHnem obopyaoBaHMs HeO6XoAUMMO O3HAKOMUTBLCA ¢ PykoBogcTBOM Mo
aKcnnyaTaumm.

6) YcnoBusa akcnnyataumm Bcero obopynoBaHust AomkHbl cootBeTcTBoBath OCT 15150-
69, IOCT B20.39.304-76 (B 3aBMCUMOCTU OT UCMOSTHEHUSA YCTPONCTBA).

B) [lNs NoBbIWEHNs1 HAAEXHOCTM paboTbl 060pyaoBaHUSA, 3aLmTbl OT GPOCKOB B NUTatOLLEN
cetn n obecneveHna GecnepebOMHOrO NMUTaHWs cnegyeT WUCMNoNb3oBaTb CeTeBble UMbTPbI U

ycTpouncTBa 6ecnepebonHOro nuTaHus.

B2. OnekTpoMarHMTHasi COBMeCTUMOCTb

3710 060opygoOBaHME COOTBETCTBYET TpebOBaHMAM SMEKTPOMAarHUTHOM coBmecTumoctn EN
55022, EN 50082-1. HanpsikeHue paguornomex, cos3gaBaeMblX annapaTypon, COOTBETCTBYET
FOCT 30428-96.

B3. dnekTponutaHue

[lomKkHO cOOTBETCTBOBATL NapameTpaMm, ykasaHHbIM B PykOoBOACTBE MO aKCniyatauuun Ang
KOHKpeTHoro yctponcrtea. [Ona YCTPOMCTB CO BCTPOEHHbIM WCTOMHMKOM MNUTaHWA — 3TO
nepemeHHoe Hanpshkenve 220 B +10%, uyactoton 50 Iy +3%. [Ona ycTpOWCTB C BHELIHUM
CTabunM3nMpoBaHHbIM adanTepoM MUTaHUA — MUCTOYHUK nutaHua S5 B 5% wnm 12 B £10%

(HanpspkeHne nynbcauun — He 6onee 0.1 B).

B4. 3azemneHue

Bce ycTpoiicTBa, nmetowme BCTPOEHHbIN BNOK NUTaHWS, AOMKHbI ObITb 3a3eMreHbl NyTeM
NOAKMIYEHNss K crneunanbHbiM  pO3eTKaMm  3MEKTPONUTaHus C  3a3eMSIeHMeEM WNn  nyTem
HENOCPEACTBEHHOrO 3a3eMiieHMs1 Kopriyca, €CnM Ha HeM npeayCcMOTpeHbl chneuuvarnbHble
KpenexHble 3nemMeHTbl. 3a3eMfieHne 3neKkTPponpoOBOAKM 30aHUSA OOMKHO ObiTb BbIMOSTHEHO B
cooTBeTCcTBMM ¢ TpeboBaHuamu MY3I (Mpasuna YcTponctea dnekTpoyctaHoBok). ObopyaosaHme
C BbIHOCHbIMW OGrokamu nNuTaHWs U aganTepamu Takke LOIMKHO ObiTb 3a3eMneHo, ecnu 3To
NpeayCMOTPEHO KOHCTPYKUMEN Koprnyca WAW BUIKWM Ha LWHype nuTaHus. MoHTax BO3AYLIHbIX
NWHWIA anekTpornepeaadn M JMHUIA, NPOKNaAblBaeMbIX MO HAPYXXHbIM CTEHaM 34aHuA W Ha
yepaakax, OOmKeH ObiTb BbIMNOSTHEH 3KPaHMPOBaHHbIM kabenem (Mnv B MeTannopykase), U JIMHUN
OOIMKHbI ObITb 3a3eMrneHbl C ABYX KOHUOB. [lpuvyem, ecnu oamH KOHEeL, aKkpaHa nogkntoyaeTcs
HEMOCPEACTBEHHO K LUMHE 3a3eMfeHusi, TO BTOPOM — MOAKMYaeTCa K 3a3eMeHuio yepes

paspsaHKIK.

PykoBoacTBo no noakntoyeHuto IP-kamepbl B2530RZK -
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B5. MonHuesawumTa

MonHuesawuTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "MIHCTpyKuMA NO YCTPOWCTBY
MOSHMe3aLWmnTbl 3gaHni n coopyxennn" n FTOCT P 50571.18-2000, FOCT P 50571.19-2000, NOCT
P 50571.20-2000. lMpn npoknagke BO3QYLUHbLIX JIMHUA W NUHUIA, UOYLWMX MO HApPY>XHOW CTEHEe
30aHUA 1 NO YepaayvHbiM MOMELLEHMSAM, Ha Bxodax 0060pyaoBaHWS AOMKHbI ObiTb YCTAHOBMEHbI

yCTpOIZCTBa MOJMHMe3aLnThbl.

B6. TemnepaTypa u BnaxHocTb

MakcumarnbHble 1 MUHUManbHbIE 3HAYeHWs TemnepaTypbl JKCnnyaTtauum n XpaHeHus, a
TaKke BnaxHoctM, Bbl MoxeTe mnocMOTpeTb B  TEXHUYECKOM OMUCaHWU  KOHKPETHOrO
obopynoBaHus. MakcumanbHas pabodvas Temnepartypa — 9TO TemnepaTtypa, Bbllle KOTOPOW He

OOJDKEeH HarpeBaTbCA Kopnyc yCTpOIZCTBa B npouecce ONNTEnbHON paGOTbI.

B7. PasmelueHue

Ana BeHTMNSAUMM YCTPOMCTBA HEOOXOAMMO OCTaBWUTb Kak MUHMMYM Mo 5 cM cBOGOAHOrO
npoctpaHcTBa no 6Gokam M CO CTOPOHbI 3agHenm naHenwu ycTtpowuctBa. [lpu ycraHoBke B
TENEeKOMMYHUKAUMOHHBLIN  WwKad wunmM  CTonKy JdormkHa ObiTb  obecnedyeHa Heobxogumas
BeHTUnAuusA. [ns 3Toro pekoMeHAyeTCa YyCTaHaBnMBaTb B WKady cneuvanbHbii 6ok
BEHTUNATOPOB. TemnepaTypa OKpy)XalLllero BO3gyxa W BEHTUNAUMS LOMKHbl obecneymBaTtb
HeobxoOuMbIA  TemnepaTypHbid  pexum obopyaoBaHus (B COOTBETCTBMM C  TE€XHUYECKMMU
XapaKkTepuCTMKaMmn KOHKPETHOro obopyaoBaHus).

MecTo anga pasmeLleHnss 060pyaoBaHNs LOMKHO OTBeYaTb Creayowmm TpeboBaHNAM:

a) OTcyTCcTBME 3anbINIEHHOCTU NOMELLEHWS.

6) OTcyTCcTBME B BO3AYXE NapoB BNaru, arpeccuBHbIX cpes.

B) B nomeweHun, roe ycrtaHaBnuBaeTca obopyaoBaHue, He [OOMMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpeliaetca pasmellatb Ha obopyaoBaHMM NOCTOPOHHME NpeaMeTbl U NepekpbiBaTb

BEHTUNALUMNOHHbLIE OTBEPCTUA.

B8. O6cnyxunBaHue
O6opynoBaHue Heobxoanmo obcnyxmMBaTb C NEPUOAMYHOCTBIO HE MEHee OAHOro pasa B
rog C Uenbl yaaneHus u3 Hero nbinu. 31O no3sonut obopyposaHuio paboTatb 6e3 cboerB B

Te4yeHune nNpoaomknTernibHOro BpeMeHu.

B9. NoakntoyeHne nHtepcencon

PykoBoacTBO no noakntoyeHuto IP-kamepbl B2530RZK
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O60py,£l,OBaHVIe AOJDKHO noakKn4aTtbCA B CTPOroM COOTBETCTBMM C HA3HA4YeHneM 1 TUNnom

YyCTaHOBNEHHbIX UHTEPGENCOB.

B10. MapaHTuitHbIe 06sA3aTenbCTBA

OO0 «HIMN «beeapa» He rapaHTupyeT, 4YTOo obopyaoBaHme GygeT paboTaTb LOMMKHbBIM
06pa3om B pasnumyHbiX KOHUrypaumsax n obrnactax NpUMMEHEHUs, U He AaeT HUKAKOW rapaHTum,
yTo obopynoBaHme obs3aTenbHO OyoeT paboTaTb B COOTBETCTBUM C OXUOAHMSMU KIMEHTa Npwu
€ro NpMMeHeHUn B cneundunyecknx Lensx.

OO0 «HIMMN «beBapa» He HeceT OTBETCTBEHHOCTM NO rapaHTUHbIM 0bsi3aTenbCTBaM Npu
NOBPEXOEHUN BHELWHUX WHTepdencoB obopyaoBaHusA (CeTeBblX, TeNeOHHbIX, KOHCOSMbHbIX W
T.N.) U camoro obopyaoBaHWSA, BO3HUKLLEM B pe3ynbTaTe:

a) HecobntogeHnst NpaBu TPAHCNOPTUPOBKM M YCNOBUIA XPaHEHNS;

6) bopc-MaxKOpHbIX OBCTOATENBLCTB (TAKMUX Kak NoXap, HABOAHEHWE, 3eMMeTPACEHME U Ap.);

B) HApPYLLUEHUS TEXHUYECKNX TpebOoBaHM MO pa3MeLLEHMIO, NOAKMOYEHNIO U SKCMyaTaumm;

) HENpPaBUITbHbIX ENCTBUIA NPU NEPEnpPOLLNBKE;

[) NCNonb30BaHNS He NO Ha3HAYEHWIO;

€) MEeXaHUYECKUX, TEePMUYECKMX, XMMUYECKMX W WHbIX BUAOB BO3OEWCTBUM, €CNU UX
napameTpbl BbIXOAAT 3@ pPaMKM OOMYCTUMbIX SKCMNyaTauMOHHbIX XapaKTepucTuk, nmbo He
npegycMOTPEHbl TEXHMYECKON crieumdmKaumen Ha gaHHoe obopyaoBaHue;

X) BO3OEWNCTBMSA BbICOKOTO HanpshkeHus (yoap MOSMHMKM, CTaTU4ecKoe 3NeKTPU4ecTBO U

T.M.).

PykoBoacTBO no noakntoyeHuto IP-kamepbl B2530RZK
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MpunoxeHue C. lNpaBa n noaaepxka

C1. ToproBas mapka

Copyright © BEWARD 2015.

HekoTopble nNyHKTbl HacToswero PykoBOACTBa, a Takke pasfenbl MeHIo ynpasneHus
o6opynoBaHusi MOryT BbITb U3MeHeHbl 6e3 NpeaBapUTENbHOMO yBEOOMIEHMS.

BEWARD gasnsetca 3apernctpmpoBaHHon Toproson mapkon OOO «HIMIM «besapa». Bece

OCTarlbHble TOProBble MapKn nNnpunHaaneXxat nx snagenbuam.

C2. OrpaHn4eHue OTBETCTBEHHOCTU

00O «HIMM «beapg» He rapaHTMpyeT, 4TO annapaTtHble cpeacTBa byayTt paboTatb
OOIMKHBbIM 06pa3oM BO BCEX cpedax WM MPUMOXEHUsX, U He OaeT rapaHTui U npeacTaBneHun,
noapasymeBaeMblX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboumx XapakTepucTuk, Wnu
paboTocnocobHOCTM MNpu uMcnonb3oBaHuu B creumdmyecknx uensax. OO0 «HIMIM «beeapo»
NPUNoXnno Bce ycunusd, 4tobbl caenatb 3T0 PykOBOACTBO MO aKcnfnyaTauum Hanbonee TOYHbIM U
nonHbiM. OO0 «HIIM «beBapg» oTKasbiBaeTCs OT OTBETCTBEHHOCTU 3a NHOObLlIe onevaTkn unm
NpOonycKu, KOTopble, BO3MOXHO, MPOM30LLAN NPU HanMcaHum gaHHoro PykoBoacTea.

MHdopmauusa B ntobon yactu PykoBogcTBa nNo akcnnyataunm N3MeHAeTcs 1 OOMONHSAETCA
OO0 «HIMN «beBapa» 6e3 npegpaputenbHoro yeegomnenuns. OO0 «HIMIM «beBapa» He Gepet
Ha cebs HMKAKON OTBETCTBEHHOCTM 3a Ntobble NOrpeLlHOCTH, KOTOpble MOTyT COAepXaTbCA B 9TOM
Pykoeogctee. OO0 «HIIM «beBapa» He bepeT Ha cebsi OTBETCTBEHHOCTM U HE OAET rapaHTui B
BbiMycke OOHOBMEHUA UMM COXPAHEHUN HEU3MEHHOW KakoW-rnMbo WHgOopmMaLMM B HACTOSLLEM
PykoBoacTtBe no akcnnyaTauumn, U ocTaBnsieT 3a cobon NpaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBoacTtBo w/unu B usgenus, onucaHHble B Hem, B ntoboe Bpemsi 6e3 npenBapuTenbHOro
yBegomMmnenus. Ecnn Bbl obHapyxute B 3TOM PykoBoACTBE MHGOPMaUMiO, KOTopasa siBNSeTcs
HenNpaBWUMNbHOM WU  HENOSIHOW, WM BBOAWUT B 3abnyxaeHwe, ™Mbl Oygem Bam kpaiiHe

NnpuU3HaTesibHbl 3a Bawmu KOMMEHTapun n npeanoxXeHunA.

C3. NpenynpexaeHna FCC

3710 0bopyaoBaHne ObINO NPOTECTMPOBAHO W MPU3HAHO YAOBMETBOPSAOWMM TpeboBaHNSAM
NoNoXeHUss O LUPOBLIX YCTPOWCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 T[lpasun
depepanbHon komuccum no ceasm (FCC). Otn orpaHmdeHus Obinv paspaboTaHbl B LEnsx
obecneyeHns 3aWwmTbl OT BPEAHbIX MOMEX, KOTOpble MOryT BO3HMKATb NPU MCMOSNb30BaHUN
obopyaoBaHNa B KOMMepYeECKUX Lenax. OTo obopygoBaHMe MOXeT u3ny4vaTb, FreHepupoBaTb U
NCNonNb3oBaTb JHEPruio B paguovacToTHOM AuanasoHe. Ecnm ganHHoe obopypoBaHue 6yger
yCTaHOBIIEHO W/unn BygeT Mcnonb3oBaTbCA C OTKNOHEHMAMM OT HacTosawero PykoBoacTtsa, OHO

MOXeT OKa3biBaTb BpegHoe BO3OENCTBME Ha KayeCcTBO pagunoceA3n, a npu yctaHoOBKE B KUMOoN
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30He, BO3MOXHO, — Ha 3[40poBbe ntoaen. B aTtom crnyyae Bnageney 6yanet o6si3aH ucnpasnsTb

nocneacTsns Bpe4HoOro BO34enCTBUS 3a CBOW CYeET.

C4. NpepnynpexaeHne CE
OTO yCTPOMCTBO MOXET BbI3blBaTb PaAMONOMEXN BO BHELLHEM OKpYXeHun. B aTom cnyyae

nonb3oBaTesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYIOLLNE MEPBbI.

C5. NMoppepxka
Ona nHpopmaumm OTHOCUTENBHO CepBUCa W MOAAEPXKKW, MOXanymnucta, CBSXXUTECh C
cepBucHbiM LeHTpom OO0 «HIIM «beBapa». KoHTakTHble AaHHble Bbl MOXeTe HanTu Ha canTe

http://www.beward.ru/.

Mepen oGpalwieHvem B cnyxby TeXHUMYECKOW NOoAAEepXKKW, noXanymcra, MNoAroToBbTe
cnenyoLyo MHopMaLumio:

e ToyHoe HaumeHoBaHue u IP-agpec Bawero obopynoBaHusa (B cnydae npuobpeTteHns
IP-o6opyaoBaHus), gaTa NOKYMKu.

o Coo0OLieHuns 06 owmnbkax, KOTopble NOABMASIINCL C MOMEHTA BO3HUKHOBEHUSA NPOOneMbI.

e Bepcua npowwvBkM n 4yepe3 kakoe oOopygoBaHWe paboTano YCTPOMCTBO, Korga
BO3HMKMNa npobnema.

e [lponsseneHHble Bamu gencrteus (no waram), NpeanpuHATbIE AN CAMOCTOATENBHOrO
peLLeHnsa npobnemobl.

e  CKPUMHLIOTbLI HACTPOEK N NapaMeTpbl MOAKITHYEHMS.

YUem nonHee OyaeT npeacrtaeneHHas Bamu mHgopmaumsi, Tem ObicTpee cneunanucTbl

CEPBUCHOIO LUeHTpa CMOryT noMo4b Bam pewnTb npo6neMy.

PykoBoacTBo no noakntoyeHuto IP-kamepbl B2530RZK
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Mpunoxenune D. Mnoccapun

3GP — mynbTuMeannHbIi KOHTENHep, onpeaensdembln NapTHEpckMM [poekTom TpeTbero
nokonenus (Third Generation Partnership Project (3GPP) ons mynbtumeannHbeix ciyx6 3G UMTS.
MHorvne coBpemeHHble MOOUNbHbIE TenedoHbl NMET (PYHKUMM 3anucu M NpocMoTpa ayamo U

Bugeo B hopmate 3GP.

ActiveX — 370 cTaHgapT, KOTOpbIM paspeLlaeT KOMMNOHEeHTaM NPoOrpamMmmMHOro obecneveHus
B3aMMOLENCTBOBaTL B CETEeBOW cpefe He3aBUCUMO OT $3blka(-0B), MCMOMb3yeMoro Ansd ux
co3gaHus. BebG-6paysepbl MOryT ynpaBnsiTb anemeHtamu ynpasneHus ActiveX, OoKymeHTamu
ActiveX wn cueHapusammn ActiveX. OnemeHTbl ynpaeneHus ActiveX 4acTto 3arpyxawtca U
WHCTanNNMpyrTCa aBTOMaTMYECKN, Kak 3anpawuvBaembl. Cama no cebe gaHHasi TEXHONOrMa He
ABNSAETCH KpoccnnatopMeHHOM 1 nogaepXxmnBaeTca B NonHoM obbeme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummerpnyHaa uudpoBas
aboHeHTCKass NWHUA) — MOAEMHas TExXHONorus, npesBpalallas aHanoroBble CuUrHasnbl,
nepegaBaemMble MOCPEACTBOM CTaHAAPTHOW TenedOoHHON NMNHUK, B LMAPOBbIE CUrHarmbl (NakeTbl

[AaHHbIX), NO3BOSISIS BO BpeMsi paboTbl coBepLuaTh 3BOHKM.

Angle / Yron o630pa — 370 yron, KOTOpbIN 06pasytoT Nyyn, COeauMHAIOWNE 3a0HIOK TOYKY
ob6bekTMBa 1 gmaroHanb Kagpa. Yron 3peHus nokasbiBaeT CbeMOYHOE pPacCTOSAHME U Yallle BCero
BblpaxxaeTca B rpagycax. OOblMHO yron 3peHust u3MepseTcss Ha nuH3e, (POKYC KOTOpOu
yCTaHOBIeH B 6eCKOHeYHOCTb. B 3aBMCMMOCTM OT yrna 3peHusi, o6bekTuBbl AENST Ha Tpu Tuna:
LUMPOKOYrOfbHblE, HOPMaribHble N ANMHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06bEKTMBAX, KOTOpble
Yallle BCEro Ucnornb3ylTea Ans naHopamMHOro HabnwaeHus, yron 3peHnst coctaBnsaeT 75 rpagycos
n Gonblwe. HopmanbHble 0ObEKTUBLI MMEKT yron 3peHus oT 45 go 65 rpagycoB. Yron 3peHus

ANMHHOGOKYyCHOro o6bekTuea coctasnseT 30 rpagycos.

ARP (Address Resolution Protocol [/ [lpoTtokon onpepeneHua appeca) -—
NCNONb3YIOLWMINCA B KOMMbIOTEPHbLIX CETAX MNPOTOKOST HM3KOr0 YPOBHS, NpeaHasHayYeHHbIn Ons
onpegenenns agpeca kaHanbHOro ypoBHs N0 N3BECTHOMY apecy CeTeBOro ypoBHs. HanbonbLuee
pacnpocTpaHeHne 3TOT NPOTOKOM nonyymn Gnarogapsa noBcemecTHocTu ceten IP, nocTpoeHHbIX
nosepx Ethernet. 3TtoT npoTtokon wucnonb3dyetca gns ceasm IP-agpeca ¢ MAC-agpecom
ycTponcTea. 1o nokanbHOW ceTu TpaHcnuMpyeTcs 3anpoc gns novcka yana ¢ MAC-agpecowm,

cooTBeTcTBYIOWMUM IP-agpecy.

Aspect ratio /| ®PopmaTt 3kpaHa — 370 hopmaTHOE OTHOLLUEHME LUMPUHBI K BbICOTE KaZpoB.
O6wwmn copmat kagpa, WCNOMb3yeMbl ANS  TENEeBU3MOHHbIX 3KPaHOB U KOMMbHOTEPHbIX
MOHUTOpPOB, cocTasnseT 4:3. TenesnaeHue Bbicokon YyeTkocTn (HDTV) ncnonesyet popmat kagpa
16:9.

PykoBoacTBo no noaknto4veHuto IP-kamepbl B2530RZK
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Authentication / AyteHTudmkauma — npoBepka NPUHALMEXKHOCTM CYyObEKTY docTyna

npeabsBNEeHHOro UM  MaeHTUdUKaTopa; noareepxaeHne nognuHHocTn. OavH 13 cnocobos
ayTeHTU(MKauMm B KOMMNbIOTEPHOW CUCTEME COCTOMT BO BBOAE Ballero nofib30BaTenbCKOro
naeHTndurkaTopa, B NPOCTOPEYUN HasbiBAeEMOro «formHom» (login — perucrpauuoHHoe ums
nonb3oBaTtensd) W Napond — HEKOW KoHduaeHUManbHOW WHGOPpMauMM, 3HaHME KOTOpOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcoM. NonyymB BBEAEHHbIV NOMb3oBaTeNeM JIOrvH
N Naponb, KOMMbIOTEP CPaBHUBAET MX CO 3HAYEHMEM, KOTOPOE XpaHUTCA B cneuuanbHou 6ase

OaHHbIX, U, B Clly4ae coBnageHus, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris /| AP[] (ABTOperynupyemasa anacparma) — aT0 aBTomaTU4eckoe perynmposaHme
BENUYMHbI AnadpparmMbl ANA  KOHTPOMSA KONMYecTBa CBeTa, Mnonajatowero Ha matpuuy.
CyuwecTtByeT OBa BapuwaHTa aBToMaTuUdeckon perynupoBku guadparmel: Direct Drive n Video

Drive.

Biterate / ButpenTt (CkopocTb nepeaaymn AaHHbIX) — OyKBanbHO, CKOPOCTb NPOXOXAEHWUS
6uToB MHOpMaUnN. BUTpenT NpMHATO MCNonb3oBaTb MpU M3MepPeHUn 3APdOEKTUBHON CKOPOCTU
nepegayn mvHoOpmMauun Mo KaHamy, TO eCTb CKOPOCTU nepefayn «nonesHon MHgopmaunm»

(mMoMMMO TakoBOW, MO KaHaNy MOXET nepedaBaTtbcs crnyxebHasi MHdopmMauuns).

BLC (Back Light Compensation / KomneHcauna ¢oHOBOM 3acBeTKM, KOMMEeHcauus
3agHero cBeTa). TUMMYHBLI NPUMEP HEOOXOAMMOCTU WMCMONb30BaHMA: YENOBEK Ha (DOHE OKHa.
ONEKTPOHHbIN 3aTBOP KaMepbl OTpabaTbiBaeT MHTErparnbHyto, T.e. OOLLYH OCBELLEHHOCTb CLEHbI,
«BNOUMOM» Kamepon 4yepe3 obbekTMB. COOTBETCTBEHHO, Manasa durypa 4erioBeka Ha GonbLIOM

.

CBETNIOM (pOHE OKHa BbINbETCH B UTOre "3acBeTkon" BCen KapTuHKK. BkntoyeHne dyHkumm «BLC»

MOXeT B MOAOBHbIX chny4daax ncnpaBuTb pa60Ty aBTOMATUKN KaMepbl.

Bonjour — npoTokon aBTomMaTnyeckoro obHapyxeHusi cepBmcoB (cryx6), ncnonb3yembin B
onepaumoHHon cucteme Mac OS X, HaumHasa ¢ Bepcun 10.2. Cnyx6a Bonjour npegHasHavyaeTcs
ANS MCNONb30BaHWUS B NOKarbHbIX CETAX U UCMONb3yeT cBeAeHus (3anucu) B cnyxbe AOMEHHbIX
umMéH (DNS) ons obHapyXeHust Opyrnmx KOMMbIOTEPOB, PABHO Kak M WHbIX CETEBbIX YCTPOWCTB

(Hanprmep, NPUHTEPOB) B BnvkaneM CETEBOM OKPYXKEHUMN.

CIDR / becknaccoBasi agpecauus (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTop IP-agpecaunm, No3BoNALWmMIN rmMbKo ynpaensaTb NpocTpaHCTBOM IP-agpecoB, He ncnonb3ysi
XECTKME paMKu KnaccoBon agpecauuun. Mcnonb3oBaHWe 3TOr0 MeToda MO3BOMSET 3KOHOMHO
NCNonb3oBaTb OrpaHUYEHHbIN pecypc IP-agpecoB, NOCKONbKY BO3MOXHO NMPUMEHEHME Pa3fNYHbIX

MacoK NnoaceTen K pas3nnyHbiM NoaceTAM.

CCD / N3C-maTpunua — 370 CBETOYYBCTBUTESNbHBIA 3NEMEHT, NCNOMNb3YHLNNCS BO MHOIMX

LUMGPOBLIX Kamepax U NpeacTaBnsioWmnii cobor KpyrnHYy MHTErpanbHyl0 CXemy, COCTOSILLY U3
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COTEH TbICAY 3apsiAoB (MUKcenen), KoTopble NpeobpasyloT CBETOBYH SHEPIMKO B 3ANIEKTPOHHbIE

curHanbl. Pasamep matpuubl MoxeT coctaBnate 1/4", 1/3", 1/2" nnn 2/3".

CGl (EpyHbin  wno30BbIM  UHTepdenc) — cneuudomkauus, onpegensawowas
B3aumopgenctene web-cepsepa c gpyrumm CGl-nporpammamun. Hanpumep, HTML-cTpaHuua,

cogepxawasn opmy, MoxeT ucnonb3osaTtb CGl-nporpammy ansg o6paboTkmn AaHHbIX HOPMbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIn
MeTanIoOKCUAHbIA MNONYNPOBOAHUK) — 3TO LUMPOKO WCNONb3yeMbl TUM MNONYyNPOBOAHMKA,
KOTOPbIA MUCNONb3yeT Kak OTpuUaTEnbHY, TaK W MNOMOXWUTENbHYK 3NEeKTPUYECKYI0 Lenb.
lMockonbKy TONbKO Of4HA M3 3TUX TUMOB Lienein MOXeT OblTb BKOYeHa B Noboe aaHHOE Bpemsi, TO
Mukpocxembl KMOIlMa noTpebnsatoT MeHbLUe 3NIEKTPOIHEPTMK, YEM MUKPOCXEMBbI, MCNONb3yoLme
TONbKO OAMH TUN TpaHaucTopa. Takke aatynkm nsobpaxerHmnsa KMOIT B HEKOTOPbLIX MUKpPOCXEMax
cogepxart cxembl 06paboTkM, OAHAKO 3TO NMPEMMYyLLECTBO HEBO3MOXHO ucnonb3oBatb ¢ [13C-

OaT4nKaMu, KOTopble ABITAIOTCA TaKKe Oonee OopormMmmn B npon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsemasa Ans
Ha3HayYeHWs1 NOCTOSAHHOrO JOMEHHOIO MMEHN YCTPOUCTBY (KOMMbIOTEPY, CETEBOMY HAKOMUTENO) C
AOnHamunyeckum IP-agpecom. 310 MoxeT 6biTh IP-agpec, nonyyeHHbin no DHCP vnun no IPCP B
PPP-coeanHeHnsax (Hanpumep, npu yganéHHoMm [octyne 4vepe3 mogem). [pyrme mMawuHbl B

NHTepHeTe MoryT ycTaHaBnMBaTb COeAMHEHNEe C 3TON MaLUMHOW MO JOMEHHOMY UMEHM.

DHCP (Dynamic Host Configuration Protocol / [lpotokon AauHamu4yeckomn
KOHdUrypaumm ysmna) — 3T0 CEeTEBOM MPOTOKOS1, MO3BOMSIOWINA KOMMbIOTEPAM aBTOMAaTU4ECKU
nonyyatb IP-agpec v gpyrve napametpsbl, Heobxoaumble ana pabotbl B cetn TCP/IP. [JaHHbIN
npotokon paboTtaeT no Mogenu «KNMeHT-cepBep». [ns aBTOMAaTMYECKOW KOHUrypaumm
KOMMbIOTEP-KNNEHT Ha 3Tane KoHdurypauum ceTeBOro YyCcTpoWcTBa obpallaetca K Tak

Ha3biBaemomy cepepy DHCP v nonyyaeT OT Hero HyXHble napameTpbl.

DHCP-cepBep — 3TO nporpaMma, KoTopasi HasHa4yaeT knueHTam |P-agpeca BHyTpu
3alaHHOro AvanasoHa Ha onpederneHHbi nepvos BpeMeHu. [aHHy (YHKUUIO NoaaepXuBatoT

NnpakTn4eckn BCe COBPEMEHHbIE MapLUPYTU3aTOPbI.

Digital Zoom / LiucpoBoe yBenuyeHme — 310 yBenuyeHve pasamepa kagpa He 3a cyet
ONTKKKU, A C MOMOLLbIO KagpupoBaHUSA NOMAYyYEHHOro ¢ MaTpubl n3obpaxeHns. Kamepa Huyero He
yBENUYMBAET, a TOSMbKO BbIpEe3aeT HYXHYD 4acTb M300paXkeHud U pacTarmBaetr ee [Jo

nepBOHaYanbHOro paspeLLeHus.

Domain Server / CepBep AOMEHHbIX UMEH — TaKkKke AOMEHbI MOTYyT BbITb UCMOMb30BaHbI
opraHuMsaumsiMpn, KoTopble XOTAT LEHTpanu3oBaHHO YNpaBnsTb CBOMMM KOMMbkOTEpamun (Ha
KOTOPbIX YCTaHOBMNEHbI onepaunoHHble cuctembl Windows). Kaxabln nonb3oBaTtenb B paMKax

[IOMeHa Mofy4YaeT Y4YeTHyl 3anucb, koTopas OObIYHO paspeluaeT 3aperucTpuposaTbcs U
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ncrnonb3oBaTtb NOOON KOMMbIOTEP B AOMEHE, XOTsi OQHOBPEMEHHO Ha KOMMbIOTEP MOryT ObiTb

HanoXeHbl  orpaHuyeHusi. CepBepoM [OOMEHHbIX WMEH SIBNsieTCs  cepBep,  KOTOpblIi

ayTeHTMdMUMPYET NoSib3oBaTenen B CETU.

Ethernet — nakeTHasi TexHonorusi nepedadn AaHHbIX MPEVMYLLLECTBEHHO B JOKamnbHbIX
koMnbloTepHbIX ceTax. CraHgaptel Ethernet onpepensioT npoBodHble coeAuHEHUs U
3MNeKTPUYECKME cUrHanbl Ha OU3NYECKOM YpOoBHe, hopmaTt KaapoB M MPOTOKOMbl YrpaBreHus

OOCTYMNOM K cpefie — Ha kaHarnbHOM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne yctaHOBKM MO YMOM4YaHUIO — 3TO YCTAHOBKW,
KOTOpble M3Ha4anbHO UCNONb30BaHbI A5 YCTPOWUCTBA, KOrga OHO OTrpykaeTcs C 3aBoa B NepBbi
pa3. Ecnu BO3HUKHET HEOBXOAUMOCTb NEpPeyCcTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
no ymMonyaHuo, TO aTa (OYHKUMA NpuMeHMMa ansa G60nblUMHCTBA YCTPOWCTB, M OHA MOSIHOCTLIO

nepeycraHasnnBaeT nobble YCTaHOBKU, KOTOPbIE ObINY N3MEHEHbI Nofb30oBaTENEM.

Firewall / Bpangmayap — GpaHamayap (MexceTeBoKn 3kpaH) paboTaeT Kak 6apbep mexay
ceTaAMM, HanpuMmep, Mexay fokanbHou ceTbio U NHTepHeToM. BpaHamayap rapaHTupyeT, 4To
TONbKO 3aperncTpmMpoBaHHbLIM Nonb3oBaTensMm OyaeT paspelueH JOCTyn U3 OAHOW CeTU B APYryto
ceTb. bpaHamayaspom mMoxeT 6bITb MporpaMmHoe obecnedeHue, paboTarollee Ha KoMMbloTepe,

nnm 6paHamayapomM MoxeT OblTb aBTOHOMHOE anmnapaTHOe YCTPOMCTBO.

Focal length / ®okycHoe paccTtosiHne — wusmepsiemMoe B MUINUMETpax ¢OKyCHoe
paccTtosHne o6 beKTMBA Kamepbl, onpegensitowee LWMPUHY ropM3oHTanbHON 30HbI 0630pa, KoTopoe
B CBOI o4vepedpb namepsdeTtcsa B rpagycax. Onpenensaercs Kak pacCTosaHWe OT NepeaHen rnaBHOM
TOYKM OO nepegHero gokyca (ana nepegHero OKyCHOIO pacCTOSHMSA) U KaK pacCTosiHue oT
3aHen rmaBHOW TOYKM A0 3agHero ¢hokyca (ans 3agHero oKycHoro pacctosHus). Mpu atom, noa
rMaBHbIMM TOYKaMW MOAPa3yMEBAKTCA TOYKM MepecedeHns nepegHen (3agHen) rraBHOM

MITOCKOCTU C ONTUYECKON OChbIO.

Fps / KappoBas 4actota — KONMYECTBO KagpoB, KOTOPOE BMAaeocucteMa (KoMnbtoTepHas

urpa, Tenesusop, DVD-nneep, Bugeodann) BblAaéT B CEKyHAY.

Frame / Kagp — kagpom saBnseTtca nonHoe BuaeousobpaxeHune. B ¢dopmate 2:1
4YyepeccTpoyHon  paseépTkn uHTepdenca RS-170 u B opmatax MexayHapoaHoro
KOHCYNbTaTMBHOIO KOMUTETA NO paguoBELLaHuIo, Kagp cos3daeTcs M3 ABYX OTAerNbHbIX obnacrten
JNIMHUIN YepeccTpodHOn pasBepTkn 262.5 nnn 312.5 Ha vactote 60 mnm 50 'y gns Toro, 4YToObI
chopmupoBaTtb MOMHbBIA Kagp, KOTOpbIi 0ToBpasntca Ha akpaHe Ha yactote 30 wnm 25 My, B
BMgeokamepax C MNPOrpecCMBHOM pPa3BEPTKOM KaxObl Kagp CKaHMPYeTCd MOCTPOYHO U He

SBMSAETCS YepeCcCTPOUHbIM; BOMNbLUMHCTBO M3 HUX oToBpaxaeTcsa Ha YacToTe 30 n 25 Ny,

FTP (File Transfer Protocol / [lpotokon nepepaun ¢pannoB) — 3TO MNPOTOKOS

NPUoXeHUs, KOTOpbIM ucnonb3dyet Habop npotokonoB TCP / IP. OH ucnonb3yetcd, 4ToObI
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obmeHuBaeTca dannammn  Mexay KomnbtoTepamu/yctponcteamm B cetu. FTP  nossonsiet

noaknodaTbes K cepsepam FTP, npocmaTtpmBaTbh COAEPKMMOE KaTanoroB U 3arpyxatb ansibl C
cepBepa unn Ha cepsep. lNpoTtokon FTP oTHocUTCA K NpOTOKONaMm MpUKNagHoOro ypoBHS U Ans
nepegayn gaHHbIX UCNONb3yeT TpaHCNopTHLIM NpoTtokon TCP. KomaHnabl n gaHHble, B OTNMYMe OT
BonbLlIMHCTBA APYrMX NPOTOKONOB nepedarTcs no pasHbiM noptam. [opt 20, oTKpbiBaembl Ha
CTOPOHEe cepBepa, UCnonb3yeTcsa Ang nepeaayun aaHHblX, NopTt 21 - ana nepegayv komada. MNopt

Ona npunemMa gaHHbIX KIMMEHTOM onpeaendaeTcda B Anarore corjfiacoBaHuA.

Full-duplex / MonHbIM Aaynnekc — NOMHbIA Oynnekc npeacraenser cobon nepepady
OaHHbIX OOHOBPEMEHHO B OBYX HanpasneHudax. B cucteme 3ByKOBOCNPOU3BEAEHUA 3TO MOXHO
onucaTb, Hanpumep, TenedOoHHbIMU cUcTeMamu. Takke nonyaynnekcHas cBs3b obecneuvvBaeT

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpasJfieHUU 3a OOVH pas.

G.711 — craHgapT ana npeacraeneHus 8-6utHom komnpeccun PCM (MKM) curHana c
yactoton pguckpeTtusaumm 8000 kagpos/cekyHay u 8 6ut/kagp. Takmm obpasom, G.711 kogek

co37aéT noTok 64 Kout/c.

Gain / Koadh¢mumeHT ycuneHma — KoadhpuUUNEHTOM yCuUneHns aBnseTcsa KoadhuumneHT
YCUNEHNS W 3KCTEeHTa, B KOTOPOM aHanoroBbli YCUNUTENb YCUNMBAET Cuny curHana.
KoadhdmumeHThl ycuneHms 06blMHO BbipaXatoTcsi B eanHunbax molwHocTu. Jeunben (ob) sensetca

Hanbonee ynoTpebutenbHbIM CNOCOO0M ANs1 UBMEPEHNS YCUINEHNST YCUNUTENA.

Gateway / MexceTeBOM LUMO3 — MEXCETEBbIM LUMO30M SABNAETCHA CeTb, KOTOpas
OENCTBYeT B KAYeCcTBe TOYKM BXxoda B ApYyryto ceTb. Hanpumep, B KopnopaTMBHOW CETU, cepsep
KOMNbIOTEpPA, OENCTBYIOLLMA B KayeCcTBe MEXCETEeBOro LUM3a, 3a4acTylo Takke OeWCTBYeT U B
KayecTBe MpPOKCU-CepBepa M cepBepa CeTeBOW 3alunTbl. MexceTeBOW LUM3 YacTo CBA3aH Kak C
MapLLPYTM3aTOPOM, KOTOPbIN pacrno3HaeT, KyAa HanpaBnAaTh NakeT AaHHbIX, KOTOPbIA NPUXoauT B
MEXCETEeBOW LUM3, TaK 1 KOMMYTaTOPOM, KOTOPbIN NpPeaoCcTaBnseT UCTUHHBLIN MaplpyT B U U3

MeXCeTeBOro Lnk3a anda gaHHoro naketa.

H.264 — 3T0 MexayHapoAHbIN cTaHgapT KOAMPOBaHWUSA ayavo UM BUAeo, (Apyroe Ha3BaHue
'MPEG-4 part 10' unu AVC (Advanced Video Coding)). [laHHbI cTaHOapT coaepXuT pag HOBbIX
BO3MOXHOCTEMN, MO3BONAIOLWMX 3HAYUTENBLHO MOBbLICUTL 3(PEEKTUBHOCTL CXKaTua BUOEO MO
cpaBHeHuto ¢ bonee paHHUmMu ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
BonbLUy MMBKOCTL NPUMEHEHNS B pa3HOObpasHbIX ceTeBbIX cpedax. Mcnonb3yetcsa B LMPOBOM

TenesngeHun Bbicokoro paspewerus (HDTV) n Bo MHOrux apyrmux obnacrsax umdpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / NMpoTokon nepepayn runeprekcra) — 3To Habop
npasun no obmeHy cannamu (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- U APYrMMU

MynbTumMegma cavnamm) B cetu. lNpoTtokon HTTP sBnsetca npoTOKONOM BbICLLErO YPOBHSA B
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cemenctee npotokornoB TCP/IP. B gaHHom npoTokone nto6on nakeT nepegaetcsd 4O NOnyyYeHus

noateepXxXaeHma o ero npaBniibHOM npuneme.

HTTPS (Hypertext Transfer Protocol Secure / 3awuwéHHbIN NPOTOKON nepegavun
rmneprekcra) — pacwupeHne npotokona HTTP, noggoepxmBatowee wudpoBaHue. [daHHble,
nepegaBaemble no npotokony HTTP, «ynakoBbiBaloTCA» B KpunTorpaduyeckmii npotokon SSL
unu TLS, Tem cambiM obecnevnBaeTcs 3awmTta 3TuxX gaHHblx. B otnnume ot HTTP, ana HTTPS no

ymonyanuio ucnonsdyetcs TCP-nopt 443.

Hub / CeTeBOW KOHLEHTPATOP - CETEBOMN KOHLEHTPATOP UCNONb3YeTCs AN NOAKMYEHNS
MHOMOYMCMEHHbIX YCTPONCTB K ceTn. CeTeBOM KOHLIEHTpATOp nepeaaeT BCe AaHHble B YCTPOWCTBA,
NOAKMYEHHbIE K HEMY, TOrAa Kak KOMMYTaToOp TOSbKO nepedaeT AaHHble B YCTPOMCTBO, KOTOpoe

cneuwnanbHO npeaHa3Ha4vyeHo a4 Hero.

ICMP (Internet Control Message Protocol / MexceTteBon NMpPOTOKON ynpaBnsOLWmnX
coob6LweHun) — ceTeBon NPOTOKOS, BXoasawmn B ctek npotokonos TCP/IP. B ocHoBHom ICMP
ncnonb3yetcs Ans nepegaydn coobuieHnin o6 owmbkax U ApPYrux UCKNIOYUTENbHbBIX CUTyauusx,
BO3HUKLLMX MpKU Nepeaade AaHHbIX, HanpumMep, 3anpalinBaemasi ycnyra HegocTynHa Unm XocT unm

MapLLIpyTM3aTop He OTBeYaloT.

IEEE 802.11 / Cranpapt IEEE 802.11 — 370 ceMencTBO cTaHAapToB AN 6ecnpoBOAHbIX
nokanbHbix ceten. CtaHgapt 802.11 nogoepxmBaeT nepedadvy AaHHbIX Ha ckopoctn 1 wnm 2
M6uT/cek Ha nonoce 2.4 [Tu. Ctangapt xe 802.11b 3agaeT ckopocTb nepegadn gaHHbix 11
M6wuT/cek Ha nonoce 2.4 [Ty, B TO BpeMsa kak ctaHgapTt 802.11a no3BonsdeT 3agaTb CKOPOCTb A0

54 MowuT/cek. Ha nonoce 5 L.

Interlaced video / YepeccTpouyHasa pas3BepTKa — 3TO BMOEO3aNMCb CO CKOPOCTbioO 50
n3obpaxeHnn (HasbiBaeMbIX NONAMUN) B CEKYHAY, U3 KOTOPbIX Kaxable 2 nocrneaoBaTenbHbIX Nons
(nonykagpa) 3atem ob6beauHsitoTcs B 1 kagp. YepeccTtpoyHasi pasBepTka 6bina paspabotaHa
MHOrO feT Ha3azj Ans aHanoroBoro TeneBnaeHUs U 40 CUX Mop WMPOKO npumeHsieTcs. OHa gaet
Xopowmne pesynbTaTbl NPU NPOCMOTPE ABWXKEHWS B CTaHO4APTHOM M300pakeHun, XOoTs Bceraga

CYLLECTBYET HEKOTOPOE UCKaXXEHNE N300paKeHUs!.

Internet Explorer (IE) — cepusa 6paysepoB, paspabartbiBaemas kopnopaunen Microsoft ¢
1995 roga. Bxoant B KOMMMEKT onepaunoHHbix cuctem cemenctea Windows. Aensietca Hambonee

LLUMPOKO MCMNonb3yemMbiM Beb-6pay3epom.

IP 66 (Ingress Protection) — 370 cTaHgapT 3awnTbl 060pyAOBaHMS, KOTOPbIA ONUCbIBaET
nbine- W BRaro- 3awuTty kamepbl BugeoHabnwogenus. lNepeas umdpa obo3HavaeT ypoOBEHb
3aWmMThl OT NonagaHua TBEpAbIX YacTuy, (Hanpumep, undpa 6 o6o3HayaeT NONHOE UCKITYEHUe

nonagaHus nbinun). Btopasi uudpa ob6o3HayaeT ypoBeHb 3aluTbl OT MONafaHus >XUOKOCTEN
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(Hanpumep, umdpa 6 obosHavyaeT GesynpeyHy paboTy Kamepbl NpU BO3SENCTBMM MACCUBHbIX

BOAAHbLIX MOTOKOB BOAbI NN Bpe€MEeHHOM 06nvn3ava|.)

IP-kamepa — uMdpoBas BUAeOKamepa, OCOBEHHOCTBLIO KOTOpPOW ABMNSEeTcs nepeaada

BugeonoToka B undgposom dpopmaTte no cetn Ethernet, ncnonsaytowwen npotokon IP.

JPEG (Joint Photographic Experts Group / CrtaHgapt O6beguHeHHOM rpynnbl
3KcneptoB B obnactu cotorpachmn) — oamH M3 NONyNsiPHbIX rpadouyeckux opmaTos,
NPUMEHSIEMbIN ONs1 XpaHeHMs1 OTOM3006pakeHnn N NogobHbIX UM n3obpaxkeHuin. Mpu cozpaHum
n3obpaxerma JPEG nmeeTcsi BOBMOXXHOCTb HACTPOWMKM UCMONb3YyeEMOro kKoddduumeHTa cxaTus.
Tak kak npu Oonee HWU3KOM KO3ppUUMEHTE CxaTua (T.e. CaMOM BbICOKOM KayecTBe)
yBenuunBaeTca obbem banna, cywecTByeT BblIOOp MeXay KayecTBOM M3obpaxeHusa n obbemom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — 310 Mepa namepeHus CKOpoCTM NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOT0p017| onpeaeneHHoe Konn4ectBo ouTtoB npoxoaAT 3adaHHYH TOYKY.

LAN (Local Area Network / JlokanbHasa Bbl4UCNUTENbHAsA CeTb) — KOMMNbIOTEPHAs CETb,
nokpbIBatoLas 00bIYHO OTHOCUTENBHO HEGONbLUYIO TEPPUTOPUIO NN HEOOMbLUYIO TPpyNny 34aHWN

(aom, oduc, bmpmy, MHCTUTYT), TO ECTb ONPEeAENIEHHYIO reorpadUIeCcKyo 30HY.

Lux / Jllokc — eguHuua namepeHus ocsellleHHocTU. OnpeaensieTcss Kak OCBELLEHHOCTb
MOBEPXHOCTU Mrowaabio 1 KB.M. CBETOBbIM NOToKkOoM 1 noMeH. McnonbayeTcs ans o6o3HavYeHus

YyBCTBUTEJIbBHOCTU KaMep.

MAC-agpec (Media Access Control address / AnnapaTHbIW agpec yCTpOMCTBa) — 3TO
YHUKanbHbIA MOeHTUdMKaTOp NPUCOEeOMHEHHOrO K CeTU YCTPOMUCTBA UMK, TOYHEee, ero nHTepdenc

a4 NoAKNKYEeHUA K CeTu.

Mbit/s (Megabits per second / M6ut/cek) — 3TO Mepa M3MepeHUs CKOPOCTM MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, HA KOTOPOW OUTbI MPOXOAAT 3a4aHHYO TOYKY. DTOT napameTp 0ObI4HO
ncnonb3yeTtcsi, 4ToObl NPeacTaBUTb «CKOPOCTb» ceTu. JlokanbHas ceTb AoMmkHa paboTtaTb Ha

ckopoctn 10 unmn 100 Moéut/cek.

MJPEG (Motion JPEG) — nokagpoBbli MeTO BUAEOCKATUS, OCHOBHOW OCOBEHHOCTLIO
KOTOPOro SIBMSAETCA CXaTue Kakdoro OTAENbHOro Kagpa BMAEONOTOKa C MOMOLLLI anroputma
ckatna wusobpaxenHmn JPEG. TMpu cokatum metogom MJIPEG mexkagpoBas pasHuua He

yynTbiBaeTCA.

MPEG-4 — 310 MexayHapoaHbIv CTaHAapT, UCNONb3yeMbl NPenMyLLeCcTBEHHO NS CKaTus
umdgposoro ayauo u Bugeo. CrtaHgapt MPEG-4 B OCHOBHOM MCMONb3yeTca AN BellaHus
(noTokoBOE BMAEO), 3anUCKM OUNBMOB Ha KOMMAKT-AUCKW, BuaeoTenedoHun (BugeotenedoH) u

LLMpOKOBELLaHNA, B KOTOPbIX akTUBHO UCNOJNb3YETCA CXKaTue Ll,I/ICppOBbIX BMnOeo N 3ByKa.
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Multicast / TpynnoBasa nepega4va — cneunanbHas dopmMa LUMPOKOBELLAHUS, MPU KOTOPOW

KONMM NakeToB HanpaBndaAlwTCsA onpedenéHHoMy nogMHOXeCTBY agpecatoB. Hapsagy c
NPUNOXEHNAMM, YCTaHaBNMBAKOLWNMKN CBSA3b MeXQYy WCTOYHMKOM W OAHWM Mony4yaTenem,
CYLLIECTBYIOT Takue npuroxeHus, rae tpebyetcs, 4Tobbl UCTOYHMK NOCbINan nHpopmaumo cpasy
rpynne nonyyatenen. [pu TpaguumoHHOW TexHonorun IP-agpecauun TpebyeTcs Kaxgomy
nony4artento MHpopmMauun nocraTb CBOW MNakeT OaHHbIX, TO €CTb OdHa WU Ta Xe MHgopmauns
nepegaeTcst MHOro pas. TexHonorusi rpynnoBon agpecauun npeacraenset cobon paclimpenue IP-
agpecaumu, No3BosiALLEee HanpaBUTb OOHY KONUIO NakeTa cpasy BceM nonydatenam. MHOXeCTBO
nonyyarernen onpegenseTcs NPUHAANEXHOCTbIO KaXKA0ro U3 HUX K KOHKpPeTHON rpynne. Pacchinky
OIS KOHKPETHOW rpynmbl NOMy4atoT TOMBKO YfeHbl 3TON rpynnbl.

TexHonorus IP Multicast npegoctaenseT psa cyleCTBEHHbIX MPENUMYLLECTB MO CPaBHEHMIO
C TPaAMUMOHHbIM Noaxoaom. Hanpumep, aobaBneHne HOBbIX NONb3oBaTenen He BriedeT 3a cobon
Heobxoaumoe yBenuyeHne npomnyckHOW CrnocobHOCTM ceTu. 3Ha4YUTENbHO COKpaLlaeTcsl Harpyska
Ha nocbinawwWwun cepBep, KOTOpbIi 6Gonblle He [JOMKeH noadepXuBatb  MHOXECTBO

OBYXCTOPOHHUX COoeIHEHUNN.

[na peanusauun rpynnoBoV agpecauun B IOKaNbHOM CeTn HeobXoOuMbl: MNOoaOepXKKa
rpynnoBon agpecauum ctekom npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP
A8 OTNpaBKK 3anpoca O NPUCOeaUHEHUN K rpynne U NonyyeHun rpynnoBoro Tpaduvka, Noaaepxka
rpynnoBon agpecaumm CeTeBOM KapTOW, NPUMoXeHue, UCNosb3ylolee rpynnoByo agpecaumio,
Hanpumep, BUAEOKOHdepeHUnda. TexHonorna «MynbTukacT» mcnonb3yeT agpeca ¢ 224.0.0.0 go
239.255.255.255. TllopoepxuBaeTtca craTudeckass M AOWHaMudeckas agpecauus. [Mpumepom
cTtaTudeckmx agpecos angatTcsa 224.0.0.1 — agpec rpynnbl, Bkrovawowen B ceba Bce ysnbl
nokansHom cetn, 224.0.0.2 — Bce MapLupyTu3aTopbl fokanbHoW ceTu. [uanasoH agpecos C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [N MPOTOKOMOB MapLipyTu3aumMm w Opyrux
HU3KOYPOBHEBBLIX MPOTOKOMOB MOAAEPXKW rpynnoBon agpecauuun. OcTanbHble agpeca
OWHAMMYECKM  UCMOMb3YTCA  NpunoXxeHuamu. Ha  cerogHAWHW  AeHb  ©OMbLUMHCTBO
MapLUpyTM3aTOPOB NOAAEPKUBAIOT 3TY ONUMIO (B MEHIO 0BbIYHO €CTb onuums, paspewatwaa IGMP

NPOTOKON NN MyInbTU KaCT).

NTP (Network Time Protocol / lNMpoTokon CUHXPOHU3aALUM BpPEMEHU) — CEeTeBOM
NPOTOKON AN CUMHXPOHMU3ALMN BpeMEHU C ucnonb3oBaHmeM ceter. NTP ncnonb3yet ans ceoen

paboTbl npoTtokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctaHgapt NTSC
SIBMSAETCS TENeBM3MOHHbLIM 1 BuaeocTangaptom B CLUA. Ctangapt NTSC goctaenset 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacneBow ctaHAapT, onpeaensaoLwmnin

NPOTOKOMbl B3aUMOAEWNCTBUSA TaKMX YCTPOWCTB, Kak |P-kamepbl, BUOEOperncTpaTopbl U cUCTeMbl
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ynpaeneHna Bugeo. MexgyHapogHblh  (opyMm, Co3faBlUMA  OaHHbIA - CTaHOapT, OCHOBaH

komnaHuamm Axis Communications, Bosch Security Systems n Sony B 2008 rogy ¢ uenbto

pa3paboTku U pacnpoCTpaHEHUs! OTKPLITOro CTaHAapTa AN CUCTEM CeTEBOro BUAEOHabNoaeHUs.

PAL (Phase Alternating Line / TeneBu3snoHHbin ctaHpgapT PAL) — TeneBu3MOHHbIN
ctaHgapT PAL gaBndetca npeobrnagarolimm TeneBM3MOHHLIM CTaHOApTOM B CTpaHax EBponbl.

TeneBunanoHHbIN cTaHgapT PAL goctaenseT 625 cTpok B Kagpe Ha 25 K/cek.

PoE (Power over Ethernet / NutaHue 4yepes Ethernet) — TexHonorusa, nossonstoLias
nepegasaTb yAanéHHOMY YCTPOWCTBY BMeCTE€ C [aHHbIMU JreKTPUYECKYHO SHEPruio 4vepes

cTaHgapTHyto BUTYIO napy B ceTu Ethernet.

Port / TMopT — wnaeHTUPUUUPYEMBIA HOMEPOM CUCTEMHBIA pPeCcypc, BbiaenseMbli
NPUSTOXKEHMWIO, BLINOSIHAEMOMY Ha HEKOTOPOM CETEBOM XOCTe, AS1 CBA3WM C MPUMOXEHUAMMU,
BbIMOMHSAEMbIMU Ha APYrMX CeTEBbIX XOCTax (B TOM YMCIie C APYTMMU NPUNOXKEHUSIMU HA 3TOM Xe
xocTe). B oBbl4HOM KNMEHT-CEpPBEPHON MOAENU NpUNOXeHne nNnbo oXmaaeT BXOASAWMX OAHHbIX
UNn 3anpoca Ha CcoeavHeHue («cnywaeT nopT»), Mo nocbinaet AaHHble UnNu 3anpoc Ha

coeaMHEHNEe Ha N3BECTHbLIN nopT, OTKprTbIIZ npunoXxeHmnem-cepsepom.

PPP (MMpoTtokon ABYXTOYEYHOro COEeAWHEHUA) — TMpPOTOKOS,  MO3BONSANOLLNIA
ncnonb3oBaTb UHTEpdENnCc nocnefoBaTenbHOW nepefadv Ans CBA3W Mexay ABYMs ceTeBbiMU

ycTponctesamun. Hanpumep, nogkntoyveHme MK Kk cepBepy nocpeactBoM TeNedOHHON SIMHUN.

PPPoE (Point-to-Point Protocol / [poTokon coeanHeHUs1 «TO4YKa - TOUYKa») — NPOTOKOI
Ons  nogknioyeHwa  nonb3oBaTenen cetu craHpapta Ethernet k WHTepHety uepes
LUMPOKOMONOCHOE CoeaAnHeHne, Takoe Kak NuHua DSL, 6ecnpoBogHOE YCTPOMCTBO UK KabenbHbIn
mogem. C nomoulbto PPPOE 1 LuMpokononocHoro Mogema nosib3oBaTtenn nokanbHOW ceTn MoryT
nony4yatb OOCTYNn C WHAMBMAOYanbHOW MPOBEPKOW MOASMMMHHOCTM K BbICOKOCKOPOCTHbIM CEeTSM
AaHHbiX. O6beauHas Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneynBaeT 3EKTUBHLIN CNOCO6 CO3AaHMA OTAENbHbBIX COEANHEHWI C yaanNeHHbIM CepBEPOM

ONA KaXXOoro norib3oBatend.

Progressive scan / lporpeccuBHOe CKaHMpOBaHUE — 3TO TEXHONOMNSA npeacraBneHns
KagpoB B BWOEOHAOMOAEHUMN, NMPU KOTOPOW KaXKabl Kadp BOCMPOW3BOAUTCS MO OAHOW NMUHUKN B
nopsigke WX pasMeLleHnss Kaxkayl LWecTHaguaTylo [OMn  cekyHabl. To ecTb CcHadana
nokasbiBaeTcs NMUHKUA 1, 3atem 2, 3ateM 3 1 Tak ganee. Takum obpasom, nsobpaxeHune He BbeTcs
Ha oTAenbHble nonykagpbl. B 3ToM cnyvae nonHocTbio mcyesaeT 3hdekT MepuaHus, No3ToMy

Ka4eCTBO OTCHATOro BMAeo nony4vyaetca ©onee BbLICOKMM.

RJ45 — yHMUUMPOBaAHHbLIM pas3bém, WUCMOMNb3yeMbl B TENeKOMMYyHUKauuax, umeet 8

KoHTakToB. MicnonbayeTca ansa cosganus JIBC ¢ ucnonb3oBaHnemM 4-napHbix kabenewn BUTON napbl.
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Router / MapwpyTtnsatop — 3TO YCTPOWCTBO, KOTOpOe onpepensder Touky Onwkanwen

ceTu, B KOTOPYI MNakeT AaHHbIX AOMmKeH OblTb HanpaBreH Kak B CBOM OKOHYaTemNbHbIA MyHKT
HasHadeHnsi. MapLpyTmu3aTtop co3gaeT  uW/wnuM  NoAadepXkvBaeT  crnieumanbHyto  Tabnuuy
MapLUpyTU3aumm, KoTopasi CoXpaHsieT MHOpMaLMio, Kak TONMbKO OHa AOCTUraeT onpeneneHHbIX
MYHKTOB HasHayeHusl. WMHorga MaplupyTv3atop BKMAOYEH B KadecTBe 4YacTU  CEeTeBOro

KOMMyTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIM NPOTOKOSN B PeXUMe peanbHOro
BpeMeHUu) — 3TO npoTokon IP ong nepefayn gaHHbIX (Hanpumep, ayavo Unu BUAEO) B pexume
peanbHoro BpemeHu. NMpoTtokon RTP nepeHocUT B CBOEM 3arofioBke AaHHble, Heobxoanmble Ons
BOCCTAHOBIIEHUA rofloca uUnum BuOeonsobpaxeHnsa B NPUEMHOM y3re, a Takke [aHHble O Tune
koguposaHua nHgpopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke fJaHHOro NpoTokona, B YaCTHOCTH,
nepenaroTcs BpeMeHHas MeTka M HOMep nakeTa. OTn napameTpbl NO3BONSIOT NPU MUHUMANbHbIX
3agepxkax onpegenutb MNOpPsSAOK M MOMEHT [AEeKOAMPOBaHUS KakOoro naketa, a Takke
WHTepnonupoBaTb NOTEPSIHHbIE NakeTbl. B kayecTBe HuxXenexawlero nNpoToKona TPaHCMOPTHOro

YPOBHS, KaK npasuno, ncnonbayetcs npotokosn UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepega4yn NOTOKOB B pexXume
peanbHOro BpeMeHu) — 3TO NPOTOKON YNpaBeHnsi, KOTOPbIN CAY>XUT OCHOBOW 41151 COrnacoBaHns
TPaHCMOPTHbLIX NPOTOKONOB, Takux kak RTP, MHoroagpecHon nnn ogHoagpecHon nepegayn u ans
cornacoBaHunsa ucnonb3yembix kogekoB. RTSP MoxHO paccmaTpmBaTb Kak MynbT ANCTAHUMOHHOIO
yrnpaBneHnss notokamMu OaHHbIX, NpegocTaBnseMbiMu cepBepoMm Mmynbtumeana. Cepsepbl RTSP
0ob6blvHO wucnonb3ytoT RTP B KayectBe craHAapTHOro MpoTOKoNa And nepedadn ayguo- U

BUOEOAAHHbIX.

SD (Secure Digital Memory Card/ kapta namatm Tvna SD) — dopmaT kapTbl naLl-
namatv, paspaboTaHHbIN AN UCMONb30BaHWA B OCHOBHOM B MOPTATMBHbLIX YyCTpoucTBax. Ha
CEroAHAWHMIA OeHb LUMPOKO MCMONb3yeTcsas B UMAPOBbIX YCTPOUCTBAX, Hanpumep: B
oToannapatax, MoOunbHbIX TenedoHax, KIK, koMmmyHukaTopax wn cmapTgoHax, GPS-

HaBuUratTopax, BuaeokamMepax n B HEKOTOPbIX UTPOBbLIX NMPUCTaBKax.

Shutter / OnNeKTPOHHbLIM 3aTBOP — 3TO 3NEMEHT MaTpuubl, KOTOPbIA MO3BOMSET
perynupoBaTb BpeMs HaKOMMEeHUs 3NeKTpudeckoro 3apsiga. dTa geTanb OTBeYaeT 3a
ANMTENBHOCTb BLIAEPXKKM M KONMMYECTBO CBETA, NOMaBLLUEro Ha Matpuuy nepes dopMUpOBaHUEM

n3obpaxxeHus.

SMTP (Simple Mail Transfer Protocol / NpocTton npoTokon nepegayv MNoOYTbl) —
npotokon SMTP wucnonb3yetcs ANa OTCbUIKA W NOMyYeHUs1 SMNEKTPOHHOW noyTbl. OgHako
MOCKOSIbKY OH SIBMAETCH «NPOCTbIM» MO CBOEN CTPYKTYpPE, TO OH OrpaHn4YeH B CBOEN BO3MOXHOCTMU
NO BMECTMMOCTU COOOLUEHMI Ha MOoryyarLlwem KOHLE, N OH OBbIYHO MCNOMb3yeTcs C OOAHUM U3

ABYX Apyrnx npotokonos, POP3 nnn npoToKoNoM MHTEPAKTMBHOIO AOCTyNa K 3N1EKTPOHHOW noyTe

PykoBoacTBo no noakntoyeHuto IP-kamepbl B2530RZK

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




BeWARD [Ipunooicenus

(npoTtokon IMAP). 3Tu NpoTOKOMbI MO3BOMSOT NONb30BATEN COXPaHATH COOOLLEHMS B MOYTOBOM

ALLVKe cepBepa U Nepuoanyeckin 3arpyxarb X U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / lpoTokon 3awuLieHHbIX
cokeToB / MpoToOKON TPAHCMOPTHOrO YPOBHA) — 3TN ABa NpoTokona (npoTtokon SSL sasnsetcs
npueMHuKkom npotokona TSL) gaBnawTCcA  Kpuntorpaduyeckumu npoTOKoNamu, KoTopble
obecneunBatoT 6e3onacHyto cBA3b B ceTu. B BonblumHcTBE cnyyaerB npoTokon SSL ncnonb3yetcs
yepe3 npotokon HTTP, 4toGbl chopmumpoBaTh NPOTOKON 3alMIEHHON Mepedadvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMNb30BaHHOMO, Hanpumep, B MHTepHeTe AN ocyLlecTBNeHns
(PUHAHCOBLIX TpaH3aKkuuin B 3nekTpoHHoM Buae. [poTokon SSL ucnonb3yeT cepTudukaTbl

OTKPbITOIo KpVII'ITOFpadJI/l‘-IeCKOFO Knto4a, 4ToObI noareepXxngatb MOEHTUYHOCTb cepBepa.

Subnet mask / Macka noacetn — GuTOBas Macka, onpegenswoulasl, kakas 4actb |IP-
agpeca y3na ceTu OTHOCUTCA K agpecy CeTu, a Kakas — K agpecy camoro yana B 3TOW CeTW.
Hanpumep, y3en c IP-agpecom 192.168.0.99 n mackon noacetn 255.255.255.0 Haxogntcsa B cetu
192.168.0.0.

Switch / KommyTatop — KOMMYTaToOpoM S$IBRSIETCS CeTeBOE YCTPOMCTBO, KOTOpoe
coefVHsAeT CErMeHTbl CETU BMECTE N KOTOpoe BblbMpaeT MapLipyT AN Nepecbisikn yCTPONCTBOM
OaHHbIX K ero onwkanwemy nonydarento. OObIMHO KOMMyTaTop fABnsAeTcA Goree npocTbiM n
Bonee ObICTPbIM MEXaHU3MOM, YEeM CETEBOW MapLupyTusaTop. HekoTopble KOMMyTaTopbl UMET

dOYHKUMIO MapLipyTu3aTopa.

TCP (Transmission Control Protocol / [lpoTokon ynpaBneHuna nepegayen) — oguH 13
OCHOBHbIX CeTeBbIX MPOTOKONOB WMHTepHeTa, npegHasHadeHHbI Ofs YNpaBfeHus nepegaden
AaHHbIX B ceTax u nogcetsix TCP/IP. TCP - 3To TpaHCMOPTHLIN MeXaHu3M, NpeaocTaBnsowmn
NOTOK AaHHbIX C NpeaBapuUTenbHOM YCTaHOBKOW COeMHEHWS, 3a CHET 3TOro AaloLmi YyBEPEHHOCTb
B AOCTOBEPHOCTU NOSlydaemblX AaHHbIX, OCYLLEeCTBNSAET MOBTOPHbIA 3anpoC AaHHbIX B Cry4vae
noTepu AaHHbIX U yCTpaHseT AybnupoBaHue npu nonyYyeHun ABYX KOMMKM OAHOro naketa (Cwm.
Takke T/TCP).

TTL (Time to live) — npeaenbHbI Nepnog BpEMEHU UMM YUCNO UTEpPaLMIA UMM NEPEXoaoB,
3a KOTOpbIN Habop AaHHbIX (NakeT) MOXeT CyllecTBOBaTb [0 CBOEro MCYE3HOBEHUSA. 3Ha4yeHune
TTL moxeT paccmaTpmBaTbCA Kak BEPXHAS rpaHuLa BPEMEHU CyLlecTBOBaHUA IP-gentarpammel B
cetu. None TTL ycTtaHaBnuBaeTcsa oTnpasuTenemM geMrarpammbl U YMEHbLIAETCS KaXablM Y3roM
(Hanpumep, MapwpyTU3aToOpoM) Ha MNyTU ero CcriefoBaHusi, B COOTBETCTBMM CO BPEMEHEM
npebblBaHUs B [OaHHOM YCTPOWCTBE WMM COrnacHo npoTtokony obpaboTku. Ecnm none TTL
CTaHOBUTCS paBHbIM HymO A0 TOro, Kak gevtarpamma npubyaeTt B MyHKT HasHayeHus, TO Takas
aentarpamma oTbpacbiBaetca 1 otnpasutento otcbinaetca ICMP-naket ¢ kogom 11 —

«[MpeBblLLEeHEe BPEMEHHOTO UHTEepBana.
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UDP (User Datagram Protocol / lpotokon pgentarpamm nonb3oBaTensa) — 370

npoTtokonn obmMeHa [faHHbIMM C  OrpaHNYEeHMsIMM  Ha MNepecbifiaemble [OaHHble MO CEeTw,
ncnoneaytowen npotokon |IP. lNpotokon UDP saensietcs anbTepHaTuBow npotokony TCP.
Mpenmywecteo npotokona UDP coctouT B TOM, 4TO Ans Hero HeobsAsaTesnibHa AOCTaBKka BCEX
OAHHbIX N HEKOTOpbIE MakeTbl MOryT ObiTb MPONYyLLEHbI, €CNN CETb NeperpyxeHa. 3To 0cobeHHOo
yooOHO npu nepegaye BMAeoOMaTEPUAroB B PEXMME pearibHOro BPEMEHMW, MOCKOSbKY HE nmeeT
CMbiCna MOBTOPHO MepefaBaTbh YCTapeBLUyl WHGOpMauumio, KoTopas BCe paBHO He Oyaet

oToOpaxeHa.

UPnP (Universal Plug and Play) — TexHonorus,, nossondwowas nepcoHanbHbIM
KOMMNbIOTEPAM N MHTENNEKTyanbHbIM CETEBbLIM CUCTEMAM (HanpuMMmep, OXpaHHOMY 0b6opyaoBaHMIO,
pasBrekaTtefibHbIM  YCTPOMCTBAM WM UHTEPHET-LUN03aM) COoeauHATbCA  Mexay  cobon
aBTOMaTMyeckn M pabotaTb COBMECTHO 4epe3 efuHyto ceTb. [natcdopma UPnP ctpouTca Ha
OCHOBE TaKMX WHTepHeT-cTaHgapTtoB, kak TCP/IP, HTTP wn XML. TexHonorms UPnP
noaaepXxunBaeT ceTeBble MHAPACTPYKTYPbl MPakTUYecKkn noboro Tvna - Kak NpoBOAHbIE, TaK U
OecnpoBoaHble. B 1Mx 4ncno, B YacTHOCTU, BXOAAT kabenbHbin Ethernet, 6ecnposoaHbie cetn Wi-
Fi, ceTu Ha ocHoBe TeneMOHHLIX JIMHWUA, NUHWIA 3nekTponutaHua u np. lNoggepxka UPNP

peann3oBaHa B onepaunoHHbIx cuctemax Windows.

URL (Uniform Resource Locator / EaguHbIM yKasaTenb pecypcoB) — 3TO

CTaHgapTM3MpOBaHHBINA cnocob 3anucy agpeca pecypca B cetn MHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHon npoToKon nepegayv gaHHbIX) —
MPOTOKOM, CO34aHHbIM cneumanbHO Ana  GSM-ceTel, rge HYXHO YyCTaHaBnuBaTb CBSA3b
nopTaTMBHbLIX YCTPOWUCTB C ceTbto WHTepHeT. C nomowbio WAP nonb3oBaTens MOOWUNBbHOro

YyCTPOMCTBA MOXET 3arpyxatb u3 cetn NHTepHeT ntobble undposble 4aHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KIMEHTOB,
06bl4HO Beb-6paysepos, 1 Bbligatowmn um HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHmem, pannom, Meamna-noToKoM Unn ApyruMu AaHHbIMM.

Wi-Fi (Wireless Fidelity, nocnoBHO — «becnpoBogHasi TOYHOCTb») — TOProBasd Mapka
npombiwneHHon rpynnel «Wi-Fi Alliance» ana 6ecnpoBofHbix ceTen Ha 6ase ctaHgapta |IEEE
802.11. Jlwoboe obopyaoBaHue, cooTBeTcTByloWwee cTaHgapty IEEE 802.11, moxeT ObiTb
npotectupoBaHo B Wi-Fi Alliance gna nony4eHus COOTBETCTBYOLLEro ceptudumkata M npasa

HaHeceHuda norotuna Wi-Fi.

W-LAN / BecnpoBogHasa LAN — 310 6ecnpoBogHasn nokanbHasi CeTb, UCMONb3yHoLas B
KayecTBe HOCUTEMNS pagMoBOSHbI: 6ecnpoBOgHOE MOAKMIOYEHME K CETU KOHEYHOro MoNnb30oBaTens.

[na OCHOBHOW CEeTEBOM CTPYKTYPbl OOLIYHO UCNONb3yeTcHa kKabenbHoe coeguHEHNE.
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WPS (Wi-Fi Protected Setup) — ctraHgapT, npegHasHauYeHHbI Ang NoslyaBToMaTn4eCcKkoro

co3gaHusa 6ecnpoBogHON JoMallHen ceTu. [poTokon npmaBaH oka3aTb MOMOLLb MOb30BaTENSIM,

KoTopble He 06nagatT LMPOKMMM 3HaHUSMKM O BGesonacHocTn B GecnpoBOAHbIX CETSX, U Kak
cneacTBue, UMEIDT CIIOXHOCTU Mpu ocyliectereHun Hactpoek. WPS aBTomaTtuyeckn o6o3HadaeT
UMS ceTu U 3agaeT LWundpoBaHue, Ans 3alimTbl OT HECAHKLMOHUPOBAHHOMO AOCTyna B CETb, Npu

3TOM HeT HeobX0aMMOCTU BPYYHYtO 3a4aBaTb BCe NapameTpbl.

AnNroputm cxaTusi BUOeo — 3TO MeToaMka YMeHbLUeHWs pasmepa daiina umndpoBon
BMOEO3anuUcK MocpeacTBOM  yaaneHust rpaduyeckmx SfeMEHTOB, He  BOCMPUHMMAaEMbIX

4yerioBe4eCkMM rmnas3om.

BapMd)OKaﬂbelﬁ O0BLEeKTUB — OOBLEKTUB, NO3BONAOLWNA UCMONb30BaTb pas3nn4yHble
(bOKyCHbIe pacctoAaHnAa B NPOTUBOMOJNIOXKHOCTb O6'beKTI/IBy C d)l/lKCI/IpOBaHHbIM (bOKyCHbIM

paccToAaHnem, KOTOprI7I ncnonb3yeT Nuilb 04HO PacCToAHUE.

Butas napa — Buag kabens cBs3W, npeacTaBnsieT coboW OAHY WNM HECKoNbKo nap
N30NNPOBaHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COGOW, MOKPbLITbIX MIacTUKOBOW OGOMOYKON.
CBuBaHME NPOBOAHWUKOB MPOU3BOAUTCS C LIENb MOBLILEHUS CTEMEHU CBA3W Mexay coboi
NPOBOAHMKOB OfHOW Napbl (ANeKTpoMarHMTHasi noMexa OfAMHAKOBO BnusieT Ha oba nposoaa napbl)
M NOCNEeAyLero yMeHbLUEHUS1 3NEKTPOMArHUTHbIX MOMEX OT BHELUHUMX WMCTOYHWKOB, a Takke

B3aVMHbIX HABOAOK Npw nepegade audgepeHumnanbHbIX CUrHanoB.

Bbigepxka — MHTepBan BpeMeHW, B TeYeHMe KOTOPOro CBET BO3OEWCTBYET Ha y4yacTok
CBETOYYBCTBUTESNBHOMO MaTepuarna WnuM CBEeTOYYBCTBUTENbHOW MaTpuubl ANs CO0bLieHus emy

onpenenéHHon aKcnosmunn.

[eTeKkTop ABMXKXEHUSA — 3TO annapaTHbii NGO NPOrpaMMHbIA MOAYSb, OCHOBHOW 3agaven

KOTOPOro siBNsieTcst obHapyXeHne nepemMeLLaLmnxcs B Nosie 3peHnst kKamepbl 0OGbEKTOB.

[eTekTop cabotaxa — 9TO NMPOrpamMMHbIA MOAYfb, KOTOPbIA MO3BONseT ObHapyxuBaTb
Takme cuTyaumm, Kak: pactOKyCUpoBKa, NepekpbiTMe UNu 3acsevmBaHue n3obpakeHus, OTBOPOT
Kamepbl, YacTudHas noteps curHana. lNpuHuun OEeWCTBMS OCHOBaH Ha aHanui3e B pexume
peanbHOr0 BpeMEHM W3MEHEHMSI KOHTpacTa IoKanbHbIX obnacter KagpoB M3 BMAEOMOTOKA,
nony4aemoro ¢ tenekamepbl-getektopa. [letektop caboTaxa aBTomaTU4eckn BolbupaeT obnactu
KagpoB, N0 KOTOPbIM HEOOXOAUMO OLEeHMBATb M3MEHEHWE KOHTPACTHOCTM BO BPEMEHU WU, ecnu
N3MEHEHME KOHTPACTHOCTM B 3TMX 0OONacTaX NpeBbIAeT HEKOTOPbIA OTHOCUMTEMbHbLIN MOpPOT,

NPUHNMAaET peLlleHne O noTepe «nosie3Horo» suaeocurHana.

Owvacdparma (ot rpey. didphragma — neperopopgka) — 310 oTBepcTne B 0OObekTuBe
Kamepbl, KOTOpoe perynupyeTt KONM4YecTBO CBeTa, nonajawowero Ha martpudy. KV3meHeHne
pasmepa AuadparMbl NO3BOMSET KOHTPONMPOBaTb UENbl psaa nokasaTtenen, BaHbIX ONs

nony4yeHna ka4eCcTtBeHHOro M306pa>|<eH ns.

PykoBoacTBo no noakntoyeHuto IP-kamepbl B2530RZK

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




BeWARD [Ipunooicenus

[loMeHHOe uUMs1 — 3TO onpeferneHHas bykBeHHasi nocnegoBaTenbHOCTb, 0603HavatoLLas

UMsi calTa WM Mcnonb3yemasi B MMeHax 3MEKTPOHHbIX MOYTOBbIX SALWMKOB. [JOMEHHble MMeHa
[AaloT BO3MOXHOCTb aJpecaunn UHTEPHET-Y3rNOB UM PachofiOKEeHHbIX Ha HUX CETEBbIX PECypCoB

(Beb-canToB, CEpBEPOB 3MNEKTPOHHOM MOYThI, APYrMX Cryx6) B yaobHoM ans yenoseka opme.

UK-noaceeTtka (UK-npoxekTop) — ycTponcTBo, obecneymBarollee MOACBETKY oObekTa

HabnoaeHNs ¢ n3nyyYeHnem B MHPaKpacHOM guanasoHe.

Kamepa «aeHb/HOYb» — 3TO BMaeokamepa, NpeaHasHayYeHHas anst paboTbl KPYrnocyTOYHO
B pasHbIX YCINOBMAX OCBELLEHHOCTU. B yCnoBusix sipkoi OCBeLLIEHHOCTN M306paxeHne LBeTHoe. B
TEMHOE BpEMSsI CYTOK, KOrga sIpKuiA CBET NponajaeT, M HauMHalTCs CYyMepku, n3obpaxkeHue

CTaHOBUTCA ‘-IepHO-GGJ'IOG, B pe3ynbTaTte 4ero noBbillaeTCA YyBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBsi3n Kogek aTo 0OblMHO koaep/aekoaep. Kogekn mcnonb3ytoTca B
WHTErpMpoOBaHHbIX LENaX WM MuUKpocxemax Anst npeobpasoBaHusi aHanoroBblX BUOEO- W
ayamocurHanoB B LmdpoBor dopmat anga nocrnegyowen nepegadn. Kogek takke npeobpasyet
npuHMMaemMble UndPOBbIE CcuUrHanbl B aHanoroebin dopmat. B kogeke ogHa MuKpocxema
ncnonb3yeTtcs Ans npeobpasoBaHMsi aHANoOroBoro curHana B umdpoBon 1M LMdPOBOro curHana B
aHanoroBbln. TepMuH «Kogek» Takke MOXeT OTHOCUTbCS K KOMMpeccun/gekoMnpeccun, n B 3ToM
crny4ae OH 06bl4HO O3HaYaeT anropuTM UM KOMMBIOTEPHYHO NPOrpaMmy Ansi YMeHblueHns obbema

dannos n nporpamm.

HOpMaanO 3aMKHYTblIe KOHTAKTbl — TakKad KOHCTPYKUUA AaT4yMKa, KOTOopasd B NnaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, @ B aKTUBHOM — PAa30MKHYTbI€E.

HOpMaanO Pa3OMKHYTbleé KOHTaKTbl — TakKada KOHCTPYKUMA OdaTyuka, KOTopada B

NacCMBHOM COCTOAHUN MMEET Pa3OMKHYTbI€ KOHTaKThbl, a B aKTUBHOM — 3aMKHYTbI€E.

O61bLEeKTUB — 3TO YacTb ONTUYECKOW CUCTEMbI BUAEOHAONOAEHUS, NpeaHasHaYeHHas ans

¢hoKyCUPOBKM NOTOKA CBETA HA MaTpULie BUAEOKaAMEPbI.

OTHoweHne curHan/lwym — YNUCNEHHO OnpeaenseT COoAep)XaHwe NnapasuTHbIX LUYMOB B
curHane. Msmepsaetca B geumbenax (ob). Yem Gonblie 3HavyeHMe OTHOLIEHWUS curHan/lwym ang

BuaeocurHana, TeM MeHbLUE MOMEX N UCKaXKXEHUI nMeeT M306pa>KeH|/|e.

lNMukcenb — 3TO 0HA M3 MHOXECTBA TOYEK, COCTaBNAKOLLMX LI,I/I(*)pOBoe M306pa>KeHv1e. LlBeT

N MHTEHCUBHOCTb KaXXOo0ro NUKCENs COCTaBMAET KPOoLIEeYHY 06nacTb N306paxeHus.

Mpokcu-cepeep (Proxy - npeacraButenb, YNONMHOMOYEHHbIM) — cnyxba B
KOMMNbIOTEPHBIX CETHAX, MO3BOMAOLWAs KIMEHTAM BbINOMHATL KOCBEHHbIE 3anpocbl K Apyrum
ceTeBbiM cniykbam. CHayana KnNueHT NogKroyaeTcsl K MPOKCUM-CEpPBEPY W 3anpawmBaeT Kakou-
nnbo pecypc, pacnonoXeHHbIN Ha APYyrom cepeepe. 3aTeM NpoKcU-cepeep NMbo nogkniovaeTcs K

yKasaHHOMY CepBepy W MoslyyaeT pecypc y Hero, nubo Bo3BpallaeT pecypc U3 COGCTBEHHOro
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kawa. [MNpokcu-cepBep NO3BONSET 3alUMLLATD KIIMEHTCKUIA KOMMbIOTEP OT HEKOTOPbIX CETEBbLIX aTak

M nomMoraeT coxXpaHATb aHOHMMHOCTb KITMeHTa.

MpoTtokon — cTaHOapT, onpedensiowMin rnoBedeHWe YHKUMOHamNbHbIX OGroKoB Mnpu
nepenadve pAaHHbiX. Popmanu3oBaHHble nNpaBuna, onpeaensawllMe MnocneaoBaTenbsHOCTb U
dopmMaT CcooBOLIEHMI, KOTOPbIMA OOMEHMBAIOTCA CETEeBble KOMMOHEHThI, Nexalluue Ha OAHOM

YPOBHE, HO B pa3HbIX y3nax.

PaspelueHne n3obpaXeHUss — 3TO KONMMYECTBO NUKcenen (Todek) Ha eauHuLy nnowaam
n3obpaxeHus. MiamepsietTcs B Meranvkcensix unm otobpaxaeTcsl B BUae ABYX BEMUYMH — BbICOTbI U

LLUMPUHDbI I/1306pa)KeHI/IFI. BhicoTta u LWLMPpUHaA TakKe B JaHHOM Crliy4dae U3MepdrTCA B NMUKCenax.

Py4yHasa anacdparma — NnpoTMBOMNONIOKHOCTE aBTOMaTn4eckon anadparmel, T.e. HacTpourka
anadparMbl  Kamepbl AOMKHA BbINOMHATBCA BPYYHYK AONS peryrnupoBKM KOnuyecTBa CBETa,

AJocTturarowiero 4yBCcTBUTESIbHOIoO afieMeHTa.

CBeTocuna o6bekTUBa — 3TO XapakTepuCTMKa, NokasblBatoLLas, Kakoe KONM4YecTBo ceeTa
cnocobeH nponyckaTb AaHHbIA 0ObEKTMB. Yem Gonblue MakcUMarnbHbIi AUMaMeTp OTKPbITOW
AvadparMbl (MK, COOTBETCTBEHHO, YEeM MeHblue F-yucno), TemM Gonbllee KONMMYecTBO CBeTa

MOXET MonacTb CKBO3b OOBEKTMB Ha (*)OKaJ'IbHy}O NJSIOCKOCTb, U TEM BhiLIE CBETOCUITA OObEKTUBA.

Cumnnekc - npum CUMMMNEKCHOM CBA3N ceTeBOM Kabenb WNM KaHamn CBSA3N MOXeT

MCNonb30BaTbCA AJ14 nepeaadn MHd)OpMaLl,I/II/I TONMbKO B O4HOM HanpasieHunn.

YnuyHas Buaeokamepa — 3TO kamepa BuaeoHabnodeHusi, koTopass obnagaet Bcemu

HeobX0AMMbIMU XapaKTepUCTUKaMK 3aLUTbl OT BIIUSIHUSI BHELLHEN cpeabl Ans paboTbl Ha ynuue.

LiBeTHass Bupeokamepa — O9TO Kamepa, KoTopas pfdaeT uBeTHoe usobpaxeHue. [lo
onpeaeneHnio MaTpuubl Bugeokamep 4YepHo-benble, a Ans nonydeHus LUBETHOro nsobpakeHus
BO3Me KaXKAOW A4erkn mMaTpuubl opMUpyoTCsa LBETHble hunbTpbl. MNepBbin UnbTp NPUBHOCUT
KpacHY0 COCTaBNAOLLYIO LiBETA, BTOPOW 3€MEHYI0, a TPEeTUN CUHIOW. Takum obpasom, Tpy SUEnku
CTaHOBSATCS OAHOWM Toukon B LBeToBOM popmate RGB. CriegoBaTtenbHO, BMECTO TpeX NMUKCENen

Ha pe3ynbTUPYHOLLEM U306paKeHUN Mbl MONy4YaeM TOSbKO OAMH.

AnekTpomexaHnyeckun WUK-cbunbTp — npencraBnsget cobon YCTPOUCTBO, KOTOpoOe
CNOCOBHO B OOHOM pexume nogasnAaTb UHPaKpacHbIM guanasoH npyv NoMoLmM MHpakpacHoro
WK-counbTpa, a B gpyrom pexume UK-cbunbTp youpaeTcs anekTrpoMmexaHmyeckun, Takum obpasom,

aenaa AoCTyMNHbIM BE€Cb CMEKTP CBETOU3INMYyYEHUA.
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