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Be\«VARD Inasa 1. Mepwvl npedocmopooxcnocmu

MnaBa 1. Mepbl NpefoCcTOPOXHOCTU

MNepea ucnonb3oBaHMeM yCTPOMCTBA HEOGXOAMMO NOMHUTL HUXKecneayoLlee.

[aHHbI NpoAyKT yaoBneTBopsieT BceM TpeboBaHmam 6esonacHocTn. OgHako, Kak 1 nobon
anekTponpubop, B criy4yae HenpaBuITbHOrO MCMOMb30BaHMSA OH MOXET CTaTb NMPUYMHON NoXapa, YTo,
B CBOIO 04epedb, MOXeT NoBrieyb 3a cobon cepbesHble nocrneacTams. Bo nsdéexaHme HecHacTHbIX

crny4aeB 06513aTeNIbHO U3y4nUTe UHCTPYKLMIO!

BHUMAHMUE!
VMicnonb3ynite TOMbKO COBMECTUMbIE YCTPOWCTBA. OJKCNnyaTauus YCTPOWCTB, He OA0DOpEeHHbIX

npoun3soauTerniem, Hegonycrtmma.

CobnropganTe MHCTPYKLUIO NO 3KcnnyaTtauun!
N3berante ANUTENbHOrO WCMOMb30BaHMA WKW XpPaHEHWUs Kamepbl B HebnaronpuaTHbIX
YCIOBUSIX:

e [lpn CNMLWLKOM BbICOKMX UIK HU3KNX TeMNepaTypax (paboyvas TemnepaTypa YCTPOWUCTB OT
-45 no +50 °C).

e W3beranTte nonagaHnsi NPAMbIX COMTHEYHbIX JyYen B TeYEHUEe ANUTENbHOro BpeMeHu, a
Takke HaxoXxaeHus Nob6nn3ocTn oToNUTENbHbLIX U 06orpeBaTenbHbIX NPUOOPOB.

e W3beranTte 6nM30CTN C BOAOW UMM UCTOYHUKAMM BNAXHOCTW.

o 3berante 6nu3octn c ycrtponcTeamu, obnagarownmm 60nblLIMM 3MEKTPOMArHUTHbLIM
3 eKTOM.

e Heponyctuma yctaHoBKa Kamepbl B MECTaX C CUNbHOW B1bpaumen.

BHUMAHUE!

B cnyyae HencnpaBHOCTU Kamepbl CBSKUTECH C cepBUCHbIM LieHTpom OO0 «HIIM «beBapay».

B cnyyae HeKOppeKTHOM paboTbl KaMepbl:
e [lpn oBHapyxeHun gbima nnu Heobbl4HOro 3anaxa.
e [lpn nonagaHun Bogbl NN ApYrnx NHOPOAHbLIX OOBHEKTOB BHYTPb.

° I'Ipvl nageHnn Kamepbl U1 noBpeXXaeHmn Kopnyca:

BbinonHuTe cneayrowme AeNCTBUA:
e  OTKNIOYMTE Kamepy OT UCTOYHUKA NUTAHMSA U OTCOEANHUTE BCE OCTarbHble NpoBoAa.
o Casxutecb ¢ cepBuUCHbIM LeHTpoM OOO «HIIM «beBapa». KoHTakTHble gaHHble Bbl

MoXeTe HanTu Ha canTe http://www.beward.ru/.
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Be\«VARD Inasa 1. Mepwvl npedocmopodrcrHocmu

TpaHcnopTupoBKa

Mpw TpaHCNOPTUPOBKE KaMepPbI NMONOXMTE €€ B YNaKOBKY NPou3BOaAUTENS UK Ntobor apyro

MaTepunan cooTBeTCTBYHOLLEro Ka4ectsa 1 yoaponpo4yHOCTW.

BeHTnauua
Bo nsbexaHne neperpeea, HM B KOEM Cllydae He BNOKMPYNTE LIMPKYNALUIO BO34yXa BOKPYr

Kamepbl.

YucTtka

Ncnonb3ynte MArKyl0o Cyxyr TKaHb [Ons NPOTMPaHUS BHELWIHWX noBepxHocTen. [lns
TPYAHOBLIBOAMMbIX NATEH UCNONb3YyMTE HEGOMNbLUOE KONMYECTBO YMCTALLErO CPEACTBa, NOCMe Yero
HaCyXxO BbITPUTE NOBEPXHOCTb.

He ncnonb3yinTe neTyyne pacTBOpuTENM, Takme Kak cnvpTocodepalime cpencrsa unu

6€H3VIH, TakK Kak OHM MOTyT noBpeanTb KOpnyC KaMepbl.
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Be\'vARD Inasa 2. Obwue ceedenus

MnaBa 2. O6wme cBeaeHud

BEWARD B5350DVZ — aT0 KynonbHas, 3alluiuieHHas OT BO34eNCTBUS BHeLWHeNn cpeabl IP-
BMAeOKamMepa aHTMBaHOANbHOMO WCMNOMHEHWs, paspaboTaHHas ANs NPUMEHEHWst B cuUcTeMax
npodeccmnoHaneHoro BugeoHabnogeHns. Kamepa ocHaweHa BbicokovyBcTBUTENBHBIM KMOI-
CEHCOpPOM C paspeLleHnemM 5 meranukcenem n nporpecCuUBHbLIM CKaHMPOBaHNEM. Takne TEXHOMNOoMu,
Kak pexum «[eHb/Houb», pacwmpeHHbin anHamudeckmin pguanasoH (2xWDR), cuctema
wymonoaasneHus (2D/3DNR), a Takke BcTpoeHHas WK-noaceeTka, BapudokanbHbii 06beKTUB C
BO3MOXXHOCTbIO YAarneHHON perynmpoBkuM yrra o63opa 1 ooKyCMpOBKM 1 anekTpomexaHnyeckuin NK-
duUNbTP, BBIFOAHO OTNMYAKT OaHHYI MoAeNb, MO3BOMAA €M COOTBETCTBOBaTb BbICOKMM
TpeboBaHMAM, NpeabsaBNAEeMbIM K COBPEMEHHBIM CUCTEMAM BUAEOHabIoAEeHUS.

Puc. 2.1

IP-kamepa BEWARD B5350DVZ nossonsieT npocmaTpuBatbh BUAEO B pearibHOM BpPEMEHU
Yyepes cTaHaapTHbIM NHTepHeT-6pay3aep.

Kamepa cnocobHa BblgaBaTb BMOEONOTOK B dpopmartax cxatus H.265, H.264 n MJPEG.
®opmaTt H.265 ngeanbHO NoaxoanT B YCIOBUSAX OrpaHMYEeHHOW nonockl nponyckaHus. Npu ero
NCMonb30BaHUN OOCTUrAeTCA HaUMEHbLIMA TpaduK U Xopollee KavyecTBO M3obpaxeHunsa. dopmat
MJPEG npegHasHa4yeH ans 3anucu n npocmMoTpa BUAeom3obpaXeHnsa B HaunyylemM Kkavyectse, HO
TpebyeT BonbLNX CETEBLIX PECYPCOB M MECTA Ha XXECTKOM ANCKe (AN 3anmucu).

Kamepa B5350DVZ nogknoyaetca K ceTu npyv NOMOLWM MNPOBOOHOrO WHTepdenca
10/100BASE-TX Ethernet n nmeet nogaepxky PoE.

Mogoepxka kapT namsaty Tuna MicroSD nossonseT cgenatb cuctemMy BuaeoHabnogeHns
ewe 6onee HagexHon: BaxkHas MHdoOpMaUnsa He nponageT npu noTepe CoeauHEHUs, B MOMHOM
obbeme oHa ByaeT coxpaHeHa Ha kapTe namaTu. B ganbHenwem, ee MOXHO ByaeT BOCNpon3BecTu
Kak HernocpeacTBEHHO C KapTbl, Tak U yaaneHHO nocne ycTpaHeHUs TEXHUYECKMUX Hernonagok ceTu.
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Inasa 2. Obwue ceedenus

2.1. Ocob6eHHocTH IP-Bngeokamepsi BEWARD B5350DVZ

BbicokokavecTtBeHHbIn KMOI-ceHcop ¢ nporpeccuBHbIM CKaHMPOBaHNEM
[o 20 kagpoB B cekyHay Npu paspeleHnn 2592x1944 nukcenen
MK-noaceeTka ¢ ganbHOCTbIO paboTbl 40 25 meTpoB

Mopoepxka kapT namaTn Tuna Micro SDHC/SDXC (go 128 I'b)
KoauposaHue asyx notokos B H.265/H.264, H.265/MJPEG, H.264/MJPEG
MoTopu3oBaHHbI 00BLEKTUB

Pexum «[eHb/Houby», anekTpomexaHudecknin K-counbTp
ABTOMaTU4eckas perynmpoBka guadparmol

PaclmnpeHHbIn guHammnyeckun guanasoH go 120 gb (2xWDR)
LUndposas cnctema wymonogaenenus (3DNR, 2DNR)

BcTpoeHHbI BeG-cepBep Anst HAbNgEeHNS U HACTPOKK

3alwmTa oT BHELWHero BoO3aencTang no craHgapTy IP66

Mutanne no kabento Ethernet (TexHonorns PoE)

Mopnepxka ONVIF

PykoBoacTBO no nogknro4veHuro IP-kamepbl B5350DVZ
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Be\’vARD Inasa 2. Obwue ceedenus

2.2. OCHOBHbIE XapaKTepUCTUKU

o (CaeTouyBCTBUTENBLHBIN anemeHT: 5 Mn, KMOI1 1/2.8" SONY Starvis ¢ nporpeccusHbIiM
CKaHMpOBaHVeM

o MoTtopusoBaHHbIn 06bekTmB: f2.7-13.5mmMm, F1.3, AP, noctosiHHas u noliaroBas
perynmpoBka 3yma n dokyca

o YyecTBUTENBLHOCTL: 0.006 Nk (aeHb) / 0.003 nk (HouYb)

e CkopocTb 3aTBOpa: o1 1/25 ¢ go 1/40000 c

e PaspelueHne 2592x1944, 2592x1520, 2048x1536, 1920x1080 — OCHOBHOW NOTOK;
1280%960,1280x720, 720x576, 704x576, 640x480, 640x360, 480x360, 426x240 —
anbTepHaTUBHbIN MOTOK

e (OpgHoBpeMeHHOEe KoaMpoBaHWe: H.265/H.265, H.265/H.264, H.265/MJPEG,
H.264/H.264, H.264/MJPEG, MJPEG/MJPEG

e CkopocTb KagpoB: oo 25 k/c (go 4 Mn); go 20 k/c (5 Mn)

e BCTpOEHHbIN MHOrO30HHbLIN AETEKTOP OBWXEHNSA C PErYNTMPOBKON YYBCTBUTENBHOCTH

e [lo 10 ogHOBpEMEHHbIX NOAKIHYEHNI

e OrtnpaBka kagpoB C BbIOGOPOM paspelleHnss No 3NEeKTPoHHOW noyTe, Ha FTP/NAS-
cepBepa ¥ kapTy NamsATL: MO pacnucaHuio, NEPUOANYECKN, MO TPEBOXHOMY COBLITHIO.

e OrtnpaBka BMAeo ¢ BbiIbopom noToka (oOcHoBHOW/ anbTepHaTmBHbIN) Ha FTP/NAS -cepep
M KapTy NamMsATK: MO pPacrnMcaHuio, NepUoaNYECcKN, N0 TPEBOXXHOMY COBLITHIO.

o [lutanme: DC 12 B, / PoE (802.3af Class 0): End-Span, Mid-Span

e Pabouyas Temnepartypa: ot -45 no +50 °C

o [lopgpepxmBaemble npotokonbl: TCP/IP, IPv4/v6, HTTP, HTTPS, FTP, SMTP, DNS,
DDNS, DHCP, ARP, PPPoE (CHAP, PAP), PPTP, UPnP, RTP, RTSP, SSL, UDP, NTP,
IGMP, ICMP, NAS (CIFS, NFS), Bonjour, ONVIF S

o [looaepxka otpacnesoro ctangapta ONVIF

2.3. KomnnekT nocTtaBKu

e |P-BMgeokamepa c ycTaHOBMEHHbIM OOBEKTUBOM M NOAKIOYEHHbIM Kabenem (nutaHue
12 B, ceTeBoW pa3beMm, COPOC HACTPOEK)

o KpenexHbli KOMMNEKT

o Ckoba ansa dumkcaunmn kabens

o OTBeTHas YacTb repMeTMYHOro pasbéma RJ-45

e YnakoBo4dHas Tapa

BHUMAHUE!
BEWARD ocrtaBngeTr 3a cobor npaBo Ha M3MEHeHMe KOoMMrekTtauum obopyaoBaHMA U ero mobbix

XapakTepucTuk 6e3 npeaBapuTeNbHOro yBe4OMIEHNS.
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NnaBa 3. Paamepbl U OCHOBHbLIE 3fIeMEHTbI YCTPOMCTBA
3.1. Pa3smepbl IP-kamepbl B5350DVZ

M 11

Inasa 3. Pazmepwvl u ocHosHble 21eMeHmbl YCmpoucmea

$96,5
I

| -
I

@n
------- 1D

Puc. 3.1

Pa3Mepr YKa3aHbl B MUNJITUMETpPax.

3.2. OCHOBHbI€e 3N1eMeHTbI

BE\VARD

Puc. 3.2

PykoBoacTBO no nogkntoveHuto IP-kamepbl B5350DVZ l
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Be\,UARD I asa 3. Pazmepul u 0cHOBHbIE 2IeMeHnbl YCMPOoUCmead

Ans poctyna K BHYTpeHHUM 4actam IP-kamepsl BEWARD B5350DVZ Heobxogumo

OTKPYTUTb KITHOYOM M3 KOMMJSIEKTa NOCTaBKM TP BUHTA C aHTUBaHAanbHbIM wnvuom (Torx Tamper
Resistant) u cHATb Kynon kamepsbl (CM. NyHKT 4.3).

O61beKkTuB (1): MOTOPU3OBaHHbLIN OOBEKTUB C MOCTOSTHHOW M NOLLAroBON perynnpoBKon yrna
0630pa n hokycuposkomn (onucaHbl B «PykoBogcTee no skcnnyataumm kamepbl B5350DVZ»).

MoBOPOTHLIN MexaHU3M (2): COBOKYMHOCTb MOABWXKHbBIX 35IEMEHTOB KaMepHOro mMogyns,
obecneunBaloLmx rMOKy0 perynmpoBKy HanpasneHus o63opa Kamepbl.

BuHTbl ¢pukcaumm (3): npegHasHayveHbl Ans pykcaumMm NnoBOPOTHOrO MexaHu3ma rnocrie
YCTa@HOBKM yrra HaknoHa o6bekTnBa (CM. NyHKT 4.4).

UK-noaceeTtka (4): B TEMHOE BpeMs CyTOK, MpU HELOCTAaTOYHOM OCBELLEHHOCTM Kamepa
nepexoaut B pexuMm «Houb» (4epHo-0enoe wn3obpakeHne) n akTUBUPYET MHAPaKPACHYHO
NoAcCBeTKY, KOTOpas No3BONSET BECTU BuAeoHabnoaeHne gaxe B nonHon temHote. VIK-nogceeTka
ABNAETCHA anbTepHATMBHbLIM OCBELLEHMEM CTaHAApPTHbIM famMnam, HO Mpyu 3TOM Mano 3ameTHa
OKPY>KaKOLLMM.

Oatumk ocseweHHocTU (5): POTOINEMEHT, npeaHasHayYeHHbI O aBTOMAaTUYEeCKOro
nepexoga kamepbl M3 pexmma «[eHb» B pexum «Houb» nm obpaTHO nNpu U3MEHEHUM YPOBHS
BHELUHEro OCBELLEHMS.

CTpaxoBOYHbLIN TPOCUK: MeTanfIM4ecKUn nneTeHbln TPOC, MpeaHasHayYeHHbIn Ans
KpenneHus Kynona Kamepbl K €e OCHOBaHUIO U, TEM CaMbiM, NPEAOXPaHAIOLLNIA Kynon OT nageHus

BO BpeMd nyCKoHalnago4HbIX pa60T nnn 06CJ'Iy)KI/IBaHI/I$I yCTaHOBJ'IeHHOIZ KaMepbl.

6 7 8

Puc. 3.3

CeteBon pasbem (6): pasbem Ethernet gna nogknoyeHus kamepbl kK cetn WHTepHer,
poyTepy unu kKoMMmyTaTopy npu nomoLum ctaHgaptHoro 8P8C (RJ-45) wtekepa.
B komMnnekT noctaBku BXOAWUT HAbOp CanbHWKOB U YNNOTHEHUI ANsi repMeTn3aLmumn pasbema

no ctaHgapty IP66.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl BS350DVZ l

peknama

KDaDl : MakcrmasibHO HagéxHoe poccuiickoe obopyaoBaHe CKY/ - COT - OC - Cb www.kodos.ru



Be\,VARD I asa 3. Pazmepul u 0cHOBHbIE 2IeMeHnbl YCMPOoUCmead

D,aHHaFI Modesib KaMepbl UMeET BO3MOXHOCTb MNMoadadn nmMtaHnAa 4epes Ethernet-pasbeM

(TexHonorus PoE).

Pa3bem nutaHuA (7): npegHasHa4veH anAa nogadum noCtoAHHOro nuTarolero HanpAaxeHums

HoMuHanom 12 B. [NonsipHOCTb NOAKITOYEHUS: @'_C' @

BHUMAHMUE!
OpHoBpeMeHHasa nofgaya nNMTaHnsa ¢ Ucrnonb3oBaHneM TexHonorun PoE 1 pasbema nutaHua 3anpetyeHal

Mpn nogade nuTaHna Yepes pa3bem UCMONb3YNTe TONbKO UCTOYHUKN, pekomeHaoBaHHble BEWARD!

C6poc HacTpoek (8): gaHHas kHoMKa npegHasHaveHa ansa cbpoca Bcex HaCTPOEK Kamepbl
B 3aBoAcCKMe ycTaHoBKM. [Ins cbpoca HacTpoek HeobxoaMMo B TeYeHMEe AEeCSTU CEKyHA HaxaTb
KHOMKY cOpoca Tpu pasa C NpoMeXyTkaMu B O4HY 1 O6onee CekyHObl MeXAy HaxaTusMM.

Cnot kapTbl NaMATU. npedHa3HayeH [ANA  YCTAHOBKM KapTbl namsAtv  copmarta
MicroSD/SDHC/SDXC (cm. n. 4.5). cnonb3ynte kapTy Namaty Ans 3annucu BugeodaHHbIX, Kak B
pexvMe TPeBOrn, Tak U B PEXUME MOCTOSHHOM 3anucu. Takke npedycMoOTpeHa BO3MOXHOCTb

aBTOMaTUYECKOW pe3epBHON 3anncu Npu OTCYTCTBUM COEAMHEHUS C CETbIO.
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naBa 4. YctaHoBKa n nogkntroyeHue IP-kamepbl

4.1. O6wme cBegeHns o nogknoyveHnu IP-kamepbl B5350DVZ k cetun

IP-kamepa B5350DVZ moxeT nogkntovaTbCs K fokanbHon cetn nubo cetn NHTepHeT npwm
nomow nposogHoro coeauHenus (Ethernet). [MogkniodeHne MOXeT OCyLECTBNATbLCA Kak
Hanpamyto kK TK, Tak ©“ npu nomowm BCNOMOraTtenbHOro ceTeBoro 06OpyAOBaHUS
(mapwpyTtusatopbl, koMMyTatopbl). B HacToswee Bpemsa Haubonee nonynsipHbiM Cnocobom

NOoAKITIKO4YEeHUA K CETU MHTepHeT ABNAETCA NOAKNo4YeHNne Yepeal BblAENTEHHYIO JTMHUIO Ethernet.

@ Mapmpymaamp

Puc. 4.1

OcHoBHbIe wWarn n pekoMeHgaunmn no yCtaHoBkKke U HaCTpOIZKe KamMmepbl onncaHbl anee B

OaHHOM PpYyKOBOACTBE.
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4.2. PekomeHaauum no yctaHoBKe

B paHHOM pasgene npuBegeH KpaTKMMA CMMCOK peKkoMeHOauun, KoTopble Heobxoommo

yuYnUTbIBaTb NpM MOHTaxe obopyaoBaHus IP-BugeoHabnogeHus.

PekomMeHpauum no pasmeLLeHUI0 KaMmepbl:

o |P-kamepa BEWARD B5350DVZ npegHasHa4yeHa AN MUCMNOfb30BaHUS B YCITOBUSX C
npegenbHon TemnepaTtypon akcnnyatauum ot -45 go +50 °C.

e W3beranTte nonagaHusa Ha Kamepy NpPsIMbIX COMHEYHbIX fyvyen B TedeHue ONUTerNbHOro
BPEMEHM, a TaKKe HaxoXAeHWsa nobnmM3ocTn OTOoNUTENbHbLIX U oborpeBaTenbHbIX
npubopoB.

e HenpaBunbHaa paccTaHOBKa Kamep BuaeoHabnoaeHuss npuvBenéT K MNOSBMAEHMIO
HexenaTenbHbIX «CMnemnbiXx» 30H, KOTopble OyaQyT oOCTaBaTbCs BHE MNONSA 3peHus
onepaTtopa.

e W3beranTte 6nM30CTN C BOAOW UM UCTOYHMKAMM BNAXHOCTW.

o |3berante ONM3oCTM C YCTPOMCTBaAMU-TEHEPATOPAMU MOLLHbBIX 3SMNEKTPOMArHUTHbIX
BOJTH.

e Yb6eoutecb B BO3MOXHOCTW pasMeLleHus yCTpoMcTBa C YyyYeToM noaBoda
coeavHUTENbHbIX Kabenewn.

e U3GeranTte cnocoba KpenneHus kamepbl, OOMYCKalOLWEro 3HauuMTeNnbHyl BMOpauumio.
[aHHoe Bo3gencTBMe CHU3UT 3(PPEKTUBHOCTb AeTekTopa [ABWKEHUS U 4YEeTKOCTb
n3o6paxkeHnsi B LIENOoM.

e Kamepbl BuaeoHabnogeHns Heobxoanmo pasmelatb Tak, YTOObl UCKMYUTL CrydYanHoe
Unn cneuunanbHOe NoBpeXaeHne N U3MeHeHne HanpasneHus o63opa kamepsbl.

e HanpaeneHne o63opa (30Ha BuaeoHabNOEHUS) Kamepbl AOSMKHO ObiTb TBEPAO

onpeneneHo Ha MOMEHT YCTaHOBKMN.
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PekomeHgauuu no npoKnagke Kkabens Tuna BuTas napa:

e B «kopugopax xenatenbHO MpPOKMaAblBaTb My4YKM IMEKTPUYECKMX W CnaboTouHbIX
kabenew no pasHbiM Kabenb-kaHanam, NPOXoasALLMM MO pasHbiM CTEHAM.

e [lonyckaeTca B OAHOM kaberb-kaHane npoknagpiBaTb BUTOMAPHbIE U 3fEeKTpuyeckme
kabenn B pasHbIX OTCEeKax WM CeKUuusx, MWMeLWmMX ChsoLwWwHble MpoAoSibHbIe
neperopoku ¢ npeaenom orHectonkocTn He meHee 0,25 4 U3 HecropaeMoro matepuana
TOmbKO B paboymx 30Hax Ha paccTodHun He Bornee 15-Tn MeTpPoB, ECNK anekTpuyeckas
MOLLHOCTb ByaeT He Gornee 5 kBA.

e OnekTpuyeckue n cnaboTtoyHble kKabenu gonyckaeTcsa NpoknagpiBaTe napannensHo Ha
paccTosiHum He meHee 50 MM gpyr OT gpyra B pasHbix kabenb-kaHanax unm cekumsaix
kabenb-kaHanoB. Ecnu HanpskeHHOCTb 3nekTpu4eckoro nonsi, obpasytolierocsi oT
anektpudeckoro kabens, 6yget 6onee 3 B/M, To HeO6XOOMMO YBENUYUTL PacCTOSIHNE
MEeXOy OneKTPU4eCKUMM 1 criaboTouHbIMM  Kabensamm unm  CHU3UTb  YPOBEHb
3NEKTPOMarHUTHbIX NOMEX.

e BuTonapHble M anekTpuyeckne kabenu OOMKHbI NepecekaTbCA TOMbKO MOA MPsiMbIM
yrmnom.

e HeakpaHuMpoBaHHblEe BUTONAPHbIE Kabenu JOMKHbI NPOXOAUTb HA PACCTOAHUM HE MEHee
125 MM OT rasopaspsgHbiX flamn QHEBHOro cBeTa (MIOMWHECLEHTHbIX Namn) u gpyrux
BbICOKOBOSbTHbIX YCTPONCTB, COAEpXaLnX pa3psaHuKu.

e HeakpaHupoBaHHble BUTONApPHbIE Kabenu AomkHbl NPoKNaabiBaTbCA Ha PacCTOSAHUM He
MeHee 1.5 MEeTpPOB OT MCTOYHWUKOB CUSbHbIX 3NEKTPOMArHUTHbIX NOMeX, 0bpasyroLmnx
HaNPSYKEHHOCTb 3N1IEKTPMUYECKOro nosns cebile 3 B/m.

e PacnpepgenurenbHble YCTPOMUCTBA C 3a4€eNaHHbIMN HE3KPAHMPOBAHHbLIMU BUTONAPHbLIMMK
kabensiMmn OMKHbI pacnonaraTbCa Ha PpacCTOAHMM HE MeHee 3-X METPOB OT UCTOYHMKOB
CWNbHbIX 3NIEKTPOMAarHUTHbIX MomMex, obpasylolmx HanpsSXKEeHHOCTb 3NEKTPUYECKOro
nons cebille 3 B/m.

e [lpoknagka BUTOW Napbl MeXay ToYKamun NOAKNHOYEHMS A0MMKHA NPOM3BOANTLCS LieNbIMn
Kyckamu, npu 9TOM HanpaBfieHne Tpacchl cneayeT 3apaHee npogyMatb Tak, YTobbl eé
NPOTSXKEHHOCTb OblNa Kak MOXHO MEHbLLE.

e  MuHumanbHbIN paguyc nsrmba gns kabensa — vyeTblpe gnameTpa kabensa (unm 1 gonm =
2,5 cM), HO CyLleCcTBYIOT pekomeHdauun pasMmewaTtb kabenb Takmm obpasom, 4Tobbl
obecneunBaTtb n3rmb pagmycom 2 gronma (5 caHTUMETPOB).

¢ MakcumanbHas onvHa cermeHTa gosrhkHa ObiTb He 6onee 100 meTpoB.
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4.3. MoHTax IP kamepsbl

Ons IP-kamepbl B5350DVZ cywiecTtByeT ABa OCHOBHbIX METOAA MNOAKIIOYEHWS:
e [OJKMOYEHME C UCMONb30BaHMEM UCTOYHUKA NuTaHma 12 B;
e OAKIMIOYEHME C UCMONb30BaHNEM TexHonorum PoE.

Kaxxabii meTog nogpobHO paccMOTpEH Aanee B HacTosilwem PykoBoacTee.

BHUMAHMUE!

Vicnonb3oBaHne METOAOB MOAKMOYEHNS, Npu KOTOPbIX Yepe3d repmMeTnvyHoe coeguHeHne Kamepbl

npoxoaut ©onee ogHoro kabens, nMbo guameTp kabens oTnMyaeTcs OT cTaHgapTHoro (5-6 mm), —
SAMPELEHO!

4.3.1. MoHTax IP-kamepbl Npu ncnosib30BaHUN UCTOYHMKA NuTaHuA 12 B.

[aHHbIN MeToq NpUMEHSAETCs B cryvae, ecnv nogada nuTtaHusa NoCpeAcTBOM TEXHOMOrmm
PoE HeBo3MoOXHa. Npun aTom ansa nogknodeHns IP-kamepbl K UICTOYHUKY NOCTOAHHOMO Toka 12 B 1 K
NOKarnbHOW CeTu Ucnornb3yeTcs kabernb 13 KOMMNeKTa NOCTaBKy.

BblinonHuTe cneayouwme oencTens:

War 1: pacnakyunte IP-kamepy.

Lar 2: oTKpyTMTE KINHOYOM M3 KOMMIIEKTa NOCTaBKM TPU BUHTA C aHTMBaH4ANbHbIM LUINLOM
N cHUMKUTE Kynon kamepsbl (Puc. 4.2).

BeLUARD

LWar 3: oTkpyTMTE 3 KPYMHBIX BUHTA C KPECTOBBIM LUITULIOM U U3BMEKUTE MOAYIb KaMepbl U3
ocHoBaHus (Puc. 4.3).
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Puc. 4.3

War 4: c y4eTOM NONoXXeHnA kabens HameTbTe Ha NOBEPXHOCTU CTeHbI/NoToMNKa MecTa noa
D,I‘O66J'II/1 Ona KpenneHna Kamepbl No OTBEpPCTUAM B OCHOBaHUN, nunbo no HYepTeXy pacnonioXXeHus

oteepcTui (Puc. 4.4).

LWar 5: npoceBepnuTe 0TBEPCTUS N BCTaBbTE NNacTUKOBble Ato0enn. 3akpenute OCHOBaHMe
Kamepbl NP1 MOMOLLN BUHTOB M3 KPEMNEXHOro KoMMnekTa.
LWar 6: Boibepute cnocob nogsoaa kabengd. No ymonyaHuioo kamepa ykoMnnekroBaHa ns

CKpbITON noasoaku kabens (Puc. 4.5).
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Ecnu Yy Bac HeT BO3MOXHOCTM MCMNOSb30BaTb CKpPbITYHO NMoABOOKY kabensi, To Bam

HeO6XOD,I/IMO OTKPYTUTb MeTallJIM4eCKyo npo6Ky Ha OoKkoBON NOBEPXHOCTU OCHOBaHUA U

nponycTutb kabenb Yepes nonyvyeHHoe oTeepcTue (Puc. 4.6).

Puc. 4.6

War 7: nomectute MOAYIb KaMepbl B OCHOBaHME U 3aKpennte Moayrb Kamephbl B

OCHOBaHWM Mpu MOMOLLM TPEX BUHTOB C KPeCTOBbIM LWnuuom (Puc. 4.7).

BHUMAHUE!
Pacrnonoxunte kabenb B MNPOCTPaHCTBE OCHOBaHUSA TakMM 00Opasom, 4YTobbl HEe [OonyCTUTb

nepexatuna kabens BHYTPEHHUMW BbICTYNAaLWMNMMN HaCTAMU, TakKUMU KaK Mpunine I'IpO6KVI “n

BbICTYN Kabenb-kaHana.

LWar 8: otperynupyinTte HanpasneHne ob63opa kamepbl. NogpobHo AaHHas npoueaypa
onucaHa B nyHkTe 4.4.
LWar 9: npoBepbTe NPaBUITbHOCTb pPa3MeLLeHNst YNNoTHUTENbHOro konbua (Puc. 4.8).
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Puc. 4.8

Lar 10: ycTaHOBUTE 3aLUMTHBIV Kynon Kamepbl U 3aKkpenuTe ero npy NoMoLLM Tpex BUHTOB

C aHTMBaHAanbHbIM Wwnuuom (Puc. 4.9).

BeLVARD

Puc. 4.9

LWar 11: nomecTuTe cCoeauHUTENbBHYIO YacTb NPOBOAA B HEOOCTYMNHOE ANd NnonagaHus snaru
MECTO MMM B MOHTaXHYI KOPOOKY CO CTeneHbk 3aluTbl OT BHELLHeW cpedbl He MeHee |P54
(cTeneHb 3aWwmMTbl 3aBMCUT OT MecTa pasmelleHus), Hanpumep — TYCO 67051 ¢ pasmepammn

120x80x50 MM (He BXOAWUT B KOMMIEKT NOCTaBKM).

NMPUMEYAHUE!
Mpn ycTaHoBKe Kamepbl B MeCTax MOBbILEHHOW BNAXHOCTU CanbHWUK JOMKeH 6biTb OOMNONHUTENbHO

3arepMeTU3MpoBaH repmeTrkamm C BbICOKOWN CTEMNeHbIo aaresnn kK Matepuanam kabens (MBX) n cansHuka
(pesuHa). Mpun ncnonb3oBaHMM MOHTaXHOM KOPOOKK, MecTa BBoAa kabenen Takke OOMMKHbI OblTb HAAEXHO

3arepmMmeTmnsnpoBaHbl repmeTukamm C BbICOKOW CTEMEHbLIO aare3nmm K mMmaTtepuanamv kabens u KOpO6KVI.

War 12: nogkniounte ceTeBon pasbem |P-kamepbl K KOMMyTaTopy/MapLipyTusaTtopy,
pasbeM NuTaHus — K 610Ky NMTaHNS NOCTOAHHOIO TOKa HanpsbkeHnem 12 B.
Bo n3bexaHne nonomMku obopygoBaHNs UCNOSb3YMTE KOMMMEKTYIOLWNE, PEKOMEHLOBAHHbIE

BEWARD.
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4.3.2. MoHTax IP-kamepbl npu ncnonb3oBaHUU TexHonorun PoE.

IP-kamepa BEWARD B5350DVZ nmeeT BO3MOXHOCTb NMOAa4yM NUTaHus no kabeno Butas
napa ogHOBpPEMEHHO C nepeayven gaHHbIX (TexHonornsa PoE). [JaHHas TEXHOMOrns NnpuMeHseTcs B
IP-TenedoHnmn, gns Touek goctyna 6ecnpoBogHbIxX ceTen, |IP-kamep, ceTeBbIX KOHLEHTPATOpPOB U
OPYrMX YCTPOWCTB, K KOTOPbIM HeXenaTenbHO Ui HEBO3MOXHO MPOBECTM OTAENbHbIA NUTAKOLLNIA
kabenb.

Mpn gaHHOM cnocobe NogKITYEHNS BMECTO kabernsi U3 KOMMeKTa NoCTaBkM UCNOoNb3yeTca
kabenb TMna BuTas napa (B KOMMMEKT MNOCTABKM HE BXOAMWT), KOTOPbIM HYXHO COEOUHUTb
MHTePdENCHYIO NNaTy KaMepbl C KOMMYTaTOPOM, NogAepXuBaroLLmMm TexHonorno PoE, nnbo ¢ PoE-
WMHXEKTOpOM. BbinonHute cnegytowmne 4enNcTBus:

War 1: pacnakynte IP-kamepy.

Lar 2: oTkpyTUTE KINOYOM M3 KOMMIEKTA MOCTABKN TPU BMHTA C aHTMBaHAANbHbLIM LUINLOM

N cHUMKUTE Kynon kamepsbl (Puc. 4.10).

geLVARD

Puc. 4.10

War 3: OTKpyTUTE 3 KPYNHbIX BUHTA C KPECTOBbIM LLJTMLIOM U U3BJTEKUTE MOAYJ1b KaMepbl U3

ocHoBaHwus (Puc. 4.11).

Puc. 4.11
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LWar 4: Boibepute cnocob nogsoaa kabens. o ymonyaHuio kKamepa yKoMnnekToBaHa Ans

CKpbITOM noaBoakm kabens (Puc. 4.12).

Puc. 4.12

Ecnn y Bac HeT BO3MOXHOCTW MCNONb30BaTh CKPbITYD NOABOAKY kabens, nepecrtaBbTe
MeTannmyeckyto npobky ¢ 6OKOBOI NOBEPXHOCTM OCHOBAHUSI B LLEHTP M NponycTute kabenb Yepes

nony4eHHoe 6okoBoe oTBepcTue (Puc. 4.13).

Puc. 4.13

Lar 5: ¢ y4yeTom nonoxeHusi kabensi HaMeTbTe Ha NOBEPXHOCTU CTEHbI/MOTONKa MecTa rnog
AGeny ons KpenneHust kKamepbl Mo OTBEPCTUSIM B OCHOBaHMU, NMGO MO YepTexy pacronoXeHus

otBepcTun (Puc. 4.14).
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LWar 6: npocBeprinTe oTBepCTnd N BCTaBbTe M1aCTUKOBbIE /:uo6er||/|. rlpOI'IyCTI/ITe kabenb B

OTBEpCTUE 1 3aKpenuTe ocHoBaHue IP-kamepbl npu nomoLLm BUHTOB 13 komnnekrta (Puc. 4.15).

Puc. 4.15

War 7: ocnabbte 3 ManbiXx BMHTA C KPECTOBbIM LUMNLOM M MOBEPHUTE MOBOPOTHLIN
MEeXaHU3M OTHOCUTENbHO MeTanfIM4yeckon YyacTu Moayns Kamepbl NPOTMB 4acoOBOW CTpenku (Ha

HeGOonNbLLOW Yron) 40 COBMNaAeHNsi BbICTYMNOB NMOBOPOTHOrO MexaHu3ma ¢ Npope3siMnm B OCHOBaHWM

(Puc. 4.16).

Puc. 4.16

War 8: ocTtopoxHo, 6e3 ycunui — 4TOObl WCKNKYUTL BO3MOXHOCTb MOBPEXAEHUS

COeaVHUTENbHbIX NPOBOAHUKOB — OTAENUTE NOBOPOTHLIN MEXaHn3M OT OCHOBaHWs Kamepbl (Puc.
4.17).

1. KpenexHas ckoba

2. CanbHuk

3.  Cnort kapTbl namaTn

4. WHTepdericHaa nnata

Puc. 4.17
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War 9: oTknounMTe KOMMYTALMOHHbIA Kabenb OT WHTepdENCHOW nnaTtbl, OTKPyTUTE

KpenexHyto ckoby u n3snekute kabenb 13 canbHuka (Puc. 4.17, 4.18).

Puc. 4.18

BHUMAHUE!

Ey;:u;Te OCTOPOXHbI Mpn n3BnevyeHnn kabensi! Pazbembl Ha ero KoHue MOTyT NOBpPeaAnTb CallbHUK.

War 10:I1pOHyCTMTe kabenb TMna BuTas napa 4epe3 oTBepCTue calibHMKa, NoMectutTe
MeTannmyeckyo 4aCtb Moaynd KaMepbl B OCHOBaHUE n 3a(b|/|KC|/|py|7|Te npu NOMOLLKN TpeX KPYMHbIX

BUHTOB.

BHUMAHUE!
Pacrnonoxnte kabenb B NPOCTPaHCTBE OCHOBAHUSA TakuM 00pasoMm, 4Tobbl HEe [OnyCTUTb
nepexaTtns kabens BHYTPEHHMMW BbICTYMNAOWMMN YaCTAMKU, TaKMMKU Kak NpuiiMe Npobku u

BbICTYN Kabenb-kaHana.

War 11: oboxmnte kabenb Tuna BUTas napa, NOAKMYATE K UHTEpPdENCHOW nnaTte u

3admKemMpynTe Npy NOMOLLM KpenexHon ckobbl (Puc. 4.19).

Puc. 4.19
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NMPUMEYAHUE!

Mpu HeobxoammocTn Bbl MoxeTe camoctosTenbHo yctaHoButb 8P8C (RJ-45) wTekep Ha kabenb,

ncnonb3ys Kpumnep (CM. NyHKT 4.6).

BHUMAHMUE!

MoakntoyeHne kKamepsbl Mo TexHorormn PoE yepes pa3beM Ha nHTepdencHon nnaTte He OyaeT paboTtaTb

KOPPEKTHO, €CIK MNPV 3TOM He OTKIHYEH KOMMYTaLMOHHbIV kabenb (LUar 9).

LWar 12: yctaHOBMTE NOBOPOTHbLIA MEXaHU3M B OCHOBAaHWE KaMepbl U MOBEPHUTE €ro no
4YacoBOW CTpenke Tak, 4YToObl 3 MamnblX BUHTA NPV BKPYYMBaHWWM Monanv B NPOPEe3n BbICTYMNOB

NOBOPOTHOro MexaHuama. 3akpytute BuHTbl (Puc. 4.20).

Puc. 4.20

War 13: oTtperynupynte HanpasrneHue ob3opa kamepbl. [MogpobHO AaHHas npouenypa
onuvcaHa B nyHkTe 4.4.

LWar 14: npoBepbTe NpaBWibHOCTb pasMeLLeHNs YNNOTHUTENBHOrO Konbua (Puc. 4.21).

HEMPABWUIIbHO NMPABUJIbHO

Puc. 4.21
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War 15: yctaHOBUTE 3aLLMTHBIN KYNos KaMepbl U 3aKkpenuTe ero npuv NoOMoLLM TpexX BUHTOB

C aHTMBaHAanbHbIM Wnuuom (Puc. 4.22).

BeWARD

Puc. 4.22

NMPUMEYAHUE!
Mpu pasmelleHun B MecTax NOBbILLEHHOW BNAXHOCTU, CanbHUK KaMepbl AOMKeH 6biTb AOMONHUTENLHO
3arepMeTu3MpoBaH repMeTMKaMm C BbICOKON CTeNeHbio aare3nn kK matepuany kabens (MBX) n canbHuka

(pesuHa).

War 16: nogkntounTe IP-kamepy k KoMMyTaTopy/MapLupyTusatopy dYepes PoE nHxekTop,

nnbo HanpAMyr K KOMMyTaTopy C I'IOD,,EI,Gp)KKOVI TexHonornn PoE.

PykoBoacTBO no nogkntoveHuto IP-kamepbl B5350DVZ m

peknama
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Be\,VARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

4.4. PerynupoBKa HanpaBneHus o63opa IP-kamepbl

KoHcTpykumsa IP-kamepbl B5350DVZ gonyckaeT perynupoBKy HanpasreHms o63opa B O4EHb
LUMPOKUX Npeaenax. Bel MoxeTe MeHsiTb HanpaeneHne 063opa, NCMonb3ys TPU CTENEHN cBOOOAbI
MOBOPOTHOro MexaHuama. [Jns Aoctyna K NOBOPOTHOMY MexaHu3My obpaTuTech K wary 2 nyHkta

4.3.1, nocne 4ero BbINOSIHUTE criedyoLlee:
War 1: gns perynnpoBkK yria HakrnoHa obbekTnBa ocnabbTe BUHTLI dmnkcauum 1, 2 (Puc.

4.23), HaKNOHUTE NOBOPOTHLIN MEXaHN3M KaMepbl Ha HYXXHbIN Yromn U 3aTSHUTE BUHTBI.

BE\VARD

Puc. 4.23

LWar 2: yaepxxmBas NOBOPOTHbLIN MEXaHU3M 3a CTONKM BUHTOB doMKCaLMu yria HaknoHa (Puc.
4.23), NOBEPHUTE €ro Ha HY>XHbIW Yror B rOpU30HTarbHOWN MIIOCKOCTU BpaLLEHUS (BEPXHSASA CTPerkKa).
B npouecce perynmpoBky A0MKHbI ObITb CMbILWHBLI NErk1e LenyKu.

LWar 3: yaepxvBasi MOBOPOTHbLIA MeXaHU3M 3a 3alUMTHbIN KOXYX VIK-noaceeTkn, noBepHUTE
€ro Ha HYXXHbI yron BOKpPYr ocu BU3npoBaHnsa obbekTnaa (Puc. 4.23, HUxHsa cTpenka). B npouecce

perynmnpoBkn OOJTXKHbI ObITb CNbILWHbI NTETKMUE LLIENYKN.

BHUMAHMUE!
BpalLeHre NoBOpOTHOro MexaHuama 6ornee, yem Ha 360° — SAMPELWLEHO! 3to moxeT npuBectu K

noBpexgeHn nNpoBoaHNKOB, COeANHALLINX I'IOBOpOTHbIVI MeXaHU3M K I/IHTep(beVICHyI-O nnary.

PykoBoacTBO no nogkntoveHuto IP-kamepbl B5350DVZ l

peknama
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Be\«vARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

4.5. YctaHoBKa / usBrne4vyeHue KapTbl NaMAaTH

[ns 3anncu nHpopmauumn B pexmumax Tpesorn n NocTossHHon 3anucu IP-kamepa BEWARD
B5350DVZ ncnonbayeT kapTbl namaTtn popmata MicroSD/SDHC/SDXC. Kpome Toro,
npeaycMoTpeHa BO3MOXXHOCTb aBTOMaTUYECKON pe3epBHOM 3anncu Ha KapTy namsaTu B criyvyae
noTepu CoeQMHEHUs C CETbIO.

[nsa ycTaHOBKN MNn N3BReYeHns KapTbl MaMsaTU BbINONHUTE creaylolme waru:

LWar 1: oTknio4MTe NUTaHMe Kamepbl, CHUMUTE 3aLLMTHbBIA KOXYX U NOBOPOTHbLIA MEXAHU3M,
BbIMNOMHMB waru 2, 7, 8 nyHkta 4.3.2.

LWar 2: yctaHoBuTe (M3Bnekute) kapty namatm MicroSD/SDHC o6vemom go 256 6 B cnor,
OTMeueHHbIn undpon 3 Ha PucyHke 4.17. [Ina 3Toro passBepHUTE KapTy KOHTAKTaMu K CroTy U K
NOBEPXHOCTM MHTEPEENCHON NNaThl U BCTaBbTE B COT A0 LUEenyKa.

[nsa n3eneveHns KapTbl NAMSTU HAXXMUTE Ha ee TopeL, A0 LWenyka — NPYXMHHbIN MeXaHN3M
BbITONKHET KapTy U3 crnoTa.

LWar 3: cobepute n nogknio4mMTe Kamepy, BbinonHue warn 12, 13, 14, 15 nyHkra 4.3.2.

PykoBoacTBO no nogkntoveHuto IP-kamepbl B5350DVZ m

peknama
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4.6. NMpoBoaHoOe Nnoaknto4YeHUe Kamepbl K CeTu

Inasa 4. Yemanoexa u nooknouenue IP-kamepuol

Mcnonb3ysa coeanHuTenbHbid kabenb ¢ pasbemMom RJ-45, nogkntounte [IP-kamepy Kk

nokanbHon cetu (k LAN-uHTepdeincy mapLipytusatopa).

B cnyyae Heo6xoaMMOCTV coeanHUTENbHbIN kKabernb MOXHO NpUoBbpecTn oTAeNbHO UNn, Npu

HanMuYnn HeobXoaANMbIX mMaTtepunanoB, MHCTPYMEHTOB U OnbliTa, NrOTOBUTb CaMOCTOATESIbHO.

BapuaHTt «npamoro» ka6ena (UTP kateropumu 5e) ¢ pasbemom RJ-45

C ogHoOro KoHua

C apyroro KoHua

1_8
[T
CHU3¥:

CTEFEM: E%]
1 8

. beno-opanxeBbin

: OpaHxeBbliii

: Beno-3enéHbin

CuHun

. Beno-cuHun

: 3enéHbin

: beno-kopuyHeBbI

o(N|lola|lsrlw(N|=

: Kopu4yHeBbIn

1_8
[T
CHM3¥:

CTEFEM: E%]
1 8

: beno-opaHxeBbi

: OpaHxeBblit

: beno-3eneHbin

: CnHmn

. Beno-cuHumn

: 3enéHbin

: beno-kopuyHeBbIn

OINO[O [ [WIN|[=

: KopuyHeBbii

,D,J'IFI N3roToBJ1IEHUA

«npsmoroy» kabensa Heobxoaummebl: kabenb UTP (BuMTasa napa kateropmm

5e unu Bbiwe), aBa pasbema RJ-45 n yctponcteo anga obxmma pasbemoB (Kpumnep).

Mpy Takom nopsigke noaknodeHuss nap (ykasaHHom B Tabnuue) obecneyvBaroTcs

rapaHTupoBaHHbIE Mpoun3BoAuTeNnemM BeJIMYMHaA U pacnpeneneHne 3agepXxek pacnpoctpaHeHndA

cuUrHana, a cnefoBaTenbHO, U 3asiBNEHHast CKOPOCTb nepeaayn aaHHbix 100 MouTt/c.

B cnydyae ucnonb3oBaHUA O60pyﬂ,OBaHVIFI Cc I'IO,EI,,EI,Gp)KKOVI TexHonorun PoE pgoctatoyHo

NOAKNMKYNTL KamMepy C NOMOLbHO kabena Tuna BuTas napa.

DONONHUTENBHbIA NCTOYHUK NMUTAHNA He HY>KHO.

I'Ipvl 3TOM UCNOJ1b30BaATb

Ecnu Bbl He ncnonb3yete obopyaoBaHus ¢ nogaepxkkon TexHonornm PoE, nogkntounte IP-

Kamepy K UCTOYHUKY nuTaHusa 12 B, pekomeHgoBaHHoMy BEWARD.

PykoBoacTBo no nogknto4veHuto IP-kamepbl B5350DVZ

o -

KO4a0C

peknama
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B@\,UARD Inasa 5. Hacmpotuika nposoonozo coedunenus

MnaBa 5. HacTponka npoBogHOro coegUHEHUs

Ins Toro, 4ytobLl IP-kamepa B5350DVZ pabotana B Bawwen nokanbHOM ceTn COBMECTHO C
ApyruMm obopyaoBaHMeM, HeO6X0AMMO BbINOMHUTL €€ NOAKIIOYEHNE B COOTBETCTBUM C TEKYLLMMM

HaCTDOIZKaMVI OaHHOW CETWn, ANsl Yero, B CBOK ovepenb, HeO6XO/J,I/IMO onpeaenntb 3TN HaCTpOIZKVI.

NMPUMEYAHUE!
OnuncaHne yCTaHOBKM U HACTPOMKN COeaMHEHMs BbINOMHEHO Ha npumepe Windows 7 MakcumarnbHas.
HasBaHnsi HEKOTOPbIX NMYHKTOB MEHI0 M (PYHKLMI MOryT oTnudatbeca oT Bawen sepcun Windows, ogHako

anropuTM NpuBeaeHHbIX OEWCTBUI SBNAETCS YHUBEpPCarbHbIM.

5.1. OnpepeneHue napameTpoB NPOBOAHOM FIOKaNbHOW CeTU

B cnyyae nogkntodeHus no kabento Ethernet Heobxoanmo onpegenuTb TeKyLMe HAaCTPONKK
NPOBOAHON ceTH.

D,J'IFI O0CTyna K TeKylnm HaCTp0I7IKaM I'IpOBOLI,HOI7I JloKanbHOM ceTu MCHOHb3yﬁTe KOMNbIOTED,

NOAKMIOYEHHBIN K 3Ton ceTu. Haxxmute Myck — MaHnenb ynpaeneHus (Puc. 5.1).

P
Le Internet Explorer

a Skype BEWARD

r‘EE Microsoft Office Excel 2007 Aorymesrra

Wzo6) EHWA

Myzbika

Wrpei
m BRSController
m BEWARD IP Visor

KomnetoTep

TNarens ynpaenenns
Q BEWARD Player

)
D, CnycBil

YcTpoiicTea W NpUHTEPEI

Mporpamus No ymonuaHno

e
,@o Cny#cBbl KOMNOHEHTOB
Cnpaska u NoAlepxia

»  Beenporpammel

Halimu npozpa Gadni pl |rmm

Puc. 5.1

B OTKpbIBLUEMCA OMarioroBOM OKHe Bbl6€pl/ITe NYHKT [npOCMOTp COCTOSAAHUA CeTu n 3a,qat|]

B pa3gerne [CeTb u UHTepHeT] (Puc. 5.2).

PykoBoacTBO no nogknro4veHuro IP-kamepbl B5350DVZ

peknama
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BC\VARD

I nasa 5. Hacmpoiika nposoono2o coedunenus

Hacrpoiika napameTpos KoMneoTepa

Cuctema u Be30NacHOCTb
MpoBepka COCTOAHNA KOMNLIOTERE
APXMBMPOBEHME A3HHbIX KOMNBHOTEDE
Mownck u ncnpaeneque npoénem

Cetn n MHTenHeT
@OCMOTP COCTOAHWA CETH K 33434 I

BuiGop napameTpoe gomMaluHedd rpynnel u obwero
ADCTYNA K A3HHBIM

O6opyaoBaHWe 1 3BYK
MpocmoTp ycTpoicTe M NPUHTEROB
JoGaenenune ycTpoiictea

Mporpammbl

¥aanenne nporpammel

MpocmoTp:  Kateropua ™

YueTHble 3aNWcK NoNb30BaTENER N

CEMEMH...
@' JoBasneHne 1 yAaneHne yYeTHbIX 3anncei
nonb3oeaTencei

@' YcTaHOEKE POANTENECKOTO KOHTPONA 4NA BOEX
nonb3oeaTencei

OdopmneHue 1 nepcoHannsauma
MsmeHeHne Tembl

WMzmenenne dona pabouero crona
Hacrpoiika paspewerna skpana

Yachkl, A3LIK 1 PETWOH

CreHa packnagkn KNasmatypel WK Apyri
cnocoBoB BBCA

Mzmenenne Asbika uHTepdeiica

CneunansHble BO3MOXHOCTH
P Lyt Windows nap pol
OnTuMUsaumMa noBpakeHuA Ha 3KpaHe

Puc. 5.2

B oTkpbIBLLEMCS AManoroBoM okHe HaxkmuTe [MoakntoueHue no nokanbHon cetu] (Puc. 5.3).

Manens ynpasneqnsa -

T S MpOCMOTP OCHOBHbIX CBEAEHNI O CETW U HACTPOMKa NOAKNHOUEHNI

n! | MpocMoTp NonHoi KapTel
MzmeHenmne napamerpos — .

aaanTepa BEWARD
(3T0T KomMnsoTER)

Heckoneko cetei Wureprer
VEMEHNTE A0NOAHNTENBHEIE
napametpel obiero aoctyna MpocmoTp aKkTMEHEX CeTel Mogknrouenne nan oTENRYEHIE
Cemn 4 Tun goctyna: WHTepHeT

OBuecTEeHHaA CeTb Mogrntouenna:

W3mererne ceTeBbIx NapaMeTpos

gl Hacrpoiika HoBOrD NOAKAOHEHNA MAK CETH

Hacrpoiika Gecnposogroro, WWMPOKONOAOCHOrD, MOAEMHOrO, npaMore nan VPN-nogknoyerna
WK 2KE HACTPOMKE MapLUpYTUIaTopa MAKM TOUKK A0CTyna,

s. MogknroumnTeca K ceTH

Mogknroyenne WK NOBTOPHOE NOAKMNIOHEHNE K GECPOBECAHOMY, MPOBOAHOMY, MOAEMHOMY
CETEBOMY €1 WAN MoK Kk VPN

Bulfop AomMaLLHER rpynnkl 0 NapameTpos oBLUero AocTyna

Cra. TalcKe Aoctyn k $aiinam n NpUHTEPaM, PACMONOMKEHHEIM H3 ADYTUX CETEBBIX KOMNBHOTEPAX, MAK
_ W3MEHEHWE NapameTpoe oBLLUEero JocTyna.
Bpanamayzp Windows P P e

Jomalunas rpynna YcTpaHeHne HENONAADK

CeoiicTea obospesaTena JwarHocTuka n NCNpaeneHne CETEBbX NpoBaem MAN NoayYeHne CBEAEHNA of ncnpasneHnm,

Puc. 5.3

NMPUMEYAHMUE!

I'Ip|/| HaNM4YMM HECKOSBbKUX NOAKMIOYEHUIA Bbl6epVITe TO, KKOTOPOMY NiaHUpyeTCcd NOOKINMK4YNTb IP-Kamepy.

PykoBoacTBO no nogknro4veHuro IP-kamepbl B5350DVZ

peknama
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B@\,UARD Inasa 5. Hacmpotuika nposoonozo coedunenus

B oTkpbiBLIEMCS OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.4).

@ CocrosHue - MNoAKAYEHNE NO NOKAALHON CETH ﬂ

Obwne

Moaxnoyerne

IPv4-nogknioHeHme: WHTepHeT
IPvE-NoAKNIOHEHHE! BE3 00CTYNE K MHTEPHETY
COCTORHME Cpeqbl: MoaKnoHeHD

AnUTensHOCTL: 04:47:33
CKopocTe! 100.0 MBuT/c

AKTMBHOCTE

OTNpaBneHoy —— Lk = TpuHATO
o
BaifT: 79 188 190 I 805 509 770

[ rSkiﬁmﬁcnfia ][@OTmmquTb] [ﬂmarna:rmca ]

Puc. 5.4

B pgmanoroBom OKHE CBOWCTB CETEBOrO MOAKMYEHUsT HeobGXxoammo BbiGpaTb MyHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBoncTBa] (Puc. 5.5).

U Mogknouekue na AokansHoi ceTk - ceoiicTea ﬂ

Cem | Opcryn

NMom<niouetne yepes:

¥ Realtek RTL8139/810x Family Fast Ethemet ceTesait an:

OTMEHEHHD\E KOMMOHEHTBI NCNONESYTCA 3TMM NOAKNIOYEHNEM
1B Kaspersky Anti-Vius NDIS 6 Fitter -

gﬂnaHMpanuK narkeTos QoS
gCnyxﬁa ADCTYNE K Sainam 1 npuHTepam cetei Micr—
-2 [looTor P/P

o MHrepHeTs sepcim 6 (TC &)
- B NpoTokon MHTepHeTa sepcin 4 (TCP/1Pvd) .
]

v| i llpalieep B/E ToNonora KaHaNEHOro YPOBHA

m

i Omeemunk 0BHEPYXEHMA TONONOMM KaHANEHOD YPOE =

[l mn | [

YeTaHoBuT... Yaanum | CsoitcTea I

Onucanue

Mpotoron TCP/IP - cranaapTHeii npoTokon rnoSansHes:
ceTel, 06ECNEYMBaIoILNA CEASE MEXY PASIMYHLIMA
B3aMMOREACTEYIOWMMA CETAMA

Puc. 5.5

OTKpoeTcsi OKHO, B KOTOpPOM oOTobpakaeTcss MHGOpMaumMs O HaCTPOMKax CEeTEBOro
noakntodeHusi. BoamoxHbl ABa BapvaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Baulero
MK:

1. NMNonyuutb IP-apgpec aBToMatuyecku: |IP-agpec HasHavaeTca aBTomaTndeckm DHCP-
cepsepom (Puc. 5.6). Ecnn IP-agpec Bawewmy [1K Bblgaetcs aBTomatuyecku, Toraa Aand

onpefeneHns napameTpos JToKarnbHoON ceTn nepenaute K nyHkTy 5.1.1 aaHHoro PykosoacTea.

PykoBoacTBO no nogknro4veHuro IP-kamepbl B5350DVZ

peknama
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BC\VARD Inasa 5. Hacmpotuika nposoonozo coedunenus

————————
Ceoiictsa: Mpotokon WHtepHeta sepcinn 4 (TCP/IPv4) &lg
e ———————

OBlwMe | AnbTepHATUEHERA KoHHrypaLIa |

MapaMeTpil IP MOMYT HA3HEYATHCA AETOMATUHECKH, BCIM CETh
NOAAEPHUBAET 3TY BOSHOMHOCTL, B NPOTWUBHOM CliyYae NapameTpel
TP MOMHO MONYYMTE Y CETEBOMD 3AMMHACTPETOPA.

(@ Mony-mTe IP-3Apec aBToNaTHHECKN I

() MicnonesosaTe cieayiowmil IP-anpec:
IP-agpec:
Macka noacets;

OICHOEHOA LMK

| (@ Mony4MTe agpec DNS-CEpBEPa SBTOMATHHECKH I

(71 MicnonbsosaTe cneayrowwe aapeca DNS-cepsepos:

Mpeano4mTasmeli DHS-cepeep:

ANETEPHATHEHEIA DMS-CepEep!

MoATEEPAMTE NEPEMETPEI MPK BeIX0AE [ ———

Puc. 5.6

2. Ucnonb3oBaTtb cneayowmn IP-agpec: IP-agpec 3agaetca nonb3oBaTtenem BpPy4YHYHO
(Puc. 5.7):

B
Caoitcrea: Mpotokan WMutephera sepaan 4 (TCP/IPv4) Iéu

Ofwme

MapamMeTpel IP MOryT HA3HEHETHCA A5TOMATUHECKN, SCM CETh
NOAAEPHWEAET 3TY BOSMOMHOCTE, B NPOTHBHOM CyYae napameTpsl
IP MOBHO NOAYHWTE ¥ CETEEOMD aAMUHMCTPETOPE.

() Mony-mTs IP-aapec aBTOMATHHECKM

WenonezsoBaTs cnegytowmii IP-agpec: I

IP-anpec: 192 . 1683, 0 .
Macka noaceTu: 255 . 255 . 255 .

OcHOBHOI WKz 192 .168 . 0 .

Monyunte anpec DNS-cepeepa aBTOMATHYSCKKM

(@ Wnonb30BaTe CNEAYIOWKME aapeca DNS-cepBepos:I
MpeanounTaeneii DNS-cepsep: 192.168. 0 . 1

AnbTepHaTuBHbIT DNS-cepsep:

[T NoaTeepanTs napameTpel npu seixoge

Puc. 5.7

3anuwunTte, Nbo 3anomHMTE NnapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka

noacetn, OcHoBHoM W03, DNS-cepsep).

BHUMAHMUE!
Ecnn Bbl He 3anucanu ceTeBble MapameTpbl KOMMbiOTepa, TO MOCMe HacTpoWku kKamepbl Oyaet
HEBO3MOXHO BEPHYTb UX B NepBOHavarbHOe COCTOSHNE A5t BOCCTaHOBIEHUS MOAKMIOYEHNSA K NTOKabHON

cetn n/wnu cetn IHTepHer.

PykoBoacTBO no nogknro4veHuro IP-kamepbl B5350DVZ

peknama
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B@\,UARD Inasa 5. Hacmpotuika nposoonozo coedunenus

5.1.1. OnpepeneHue napaMmeTpoB ceTu Npu aMHamuyeckom IP-agpece

NMPUMEYAHUE!

OaHHbii nyHKT PykoBoacTBa npeaHasHadeH Ans onpedeneHus napameTpoB fOKanbHOW CeTU npu
HasHa4veHun |IP-agpeca Bawewmy MK aBTomatuyveckn (DHCP-cepsepom).

[ns onpegeneHns TEKyLLUMX HACTPOEK KOMMbOTEpa B NIOKanbHOW NPOBOAHOM CETU HAXMUTE
IMyck — MaHenb ynpaeneHusi (Puc. 5.8).

fe Internet Explorer
C

@ Skype BEWARD

|63 Microsoft Office Excel 2007 Gosy=ire

Mysbika

Wrpel
m ERSController

Komnetotep
Q BEWARD IP Visor

Manens ynpasnesns
m BEWARD Player

YcTpoicTea W NpUHTEpLI

‘:Jr CrysBel
w Mporpammel N0 yMOAUHNIO

)
qéo Cry#Bbl KOMNOHEHTOE
Cnpaska w nogaepxia

» Bce nporpammel

— - - ST —
‘ Halimu npozpammbl U daldas | 32BeplueHne pabotel | F |
. | 23BEPLIEHNE paboThl |

—I

] > b

2 B & © B
Puc. 5.8

B oTkpbIBLIEMCA AManoroBoM okHe BblbepuTe nyHKT [[IpocMoTp cocToAHMA ceTu u 3aaay]
B pa3gene [CeTb u UHTepHeT] (Puc. 5.9).

PykoBoacTBO no nogknro4veHuro IP-kamepbl B5350DVZ

pexknama
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[ e

5+ Moo yrpseren > - o[ overersyrpoms 5]

Hacrpoﬁl(a napaMeTpoes KOMNbHTERa Mpocmotp:  Kareropua

il  Cvcrema v BesonacHoCTL YueTHule 3aN1cK NoMb3oBaTened 1
HpOBEpKE COCTOAHWA KOMMNBHOTERS CeMeﬁH_,_

ApxuBUpPOBAHNE A3HHBIX KOMMEBIOTEDE @' JoBasneHne n yaaneHne yHeTHBIX Sanncei
Mowck u wcnpasnenne npobnem nonbseeaTenei

@' ¥CTaHOBKA POANTENBCKOND KOHTPONS ANA BCEX

] nonez0BaTENER
W o CCMOTD COCTORHMA CETH M 33434
=3

. BoiBop napameTpoe gomMaluHeR rpynnel n obero Oq)opwleune W NepcoHannsauma
ACCTYNA K A3HHEIM Wsmenenne Temel

' VameHenmne doHa paouero crona

Hacrpoiika paspeluema skpaqa

OBopyaosaHue W 38YK
MpocMoTp YCTpoicTs M NpUHTEpOS
| NoBaenenne yerpoicrea Hackl, ASBIK M pETWOH
£ ChEHa packnagkn KNasmaTyphl Maun Apyrix
npOFpaMMhl g cnocobos BE0Aa

¥paneHue nporpammel VameHenmne asbika MHTEpdeiica
CneuwnansHble BOSMOXHOCTH

Pexomengyemere Windows napamerper
OnTrmmsaums n30Bpaxenna Ha IKpaHe

Puc. 5.9

B oTkpbiBLIEMCA AManoroBom okHe Haxmute [[MoakniovyeHne no nokanbHon cetu] (Puc.
5.10).

pHET b LleHTp ynpasneHna ceTAMM U 0BLMM A0CTYTIONM - [Mouck & naxenu ynpasneHus pel

Marens ynpasnenns -
ACMBLIHAR CTPaHNLA

y = MpecMetp noaxoi KapTel
WMamenenne napamerpos : -

apanTepa BEWARD Heckoneko cetei Wnreprer

zmeHnTe 4oNoAHUTENBHEIE (70T KOMNBHOTER)

MNpocMoTp OCHOBHLIX CEEAEHWA O CETH 1M HACTPORKa NOAKAKUEHUE

napameTpel oBLLErD ACCTYN MpocmMoTp aKTMBHBIX ceTed MeaknioyeHe naKn oTEAKOHEHHE

Cemn 4 Tun goctyna: WHTtepHer
OBLyecTEEHHEA CETE MogknoueHua:

Mamenenne ceTeBolx NnapameTpos

@' HECI'pDﬁKE HOBOro NOAKAHIHEHHA WKW CETH

Hacrpoiika GecnposogHore, LWMPOKCNOAOCHOTO, MogemHore, npamero nan YPN-nogeatovenns
WK 2KE HACTPOIKE MApPLUPYTH3ATORa MW TOHKK A0CTYNa.

‘E MoagknreYnTECA K CETH

MogkntoHeHne WAN NOBTOPHOE NOKNIGHEHKE K BECNPOBOAHONMY, NPOBOAHOMY, MOJEMHOMY
CETEBOMY COEAMHEHNID MAn nogaoqenne k VPN,

Qt Beifep goMaluHei rpynnel n napameTpos obliero goctyna

Cha, Talcke Hoctyn k dafinam n NPUHTEPAM, PACNOACKEHHEIM Ha APYTUX CETEBBIX KOMMBHOTERAX, UAK

- U3MEHEHWE NapaMeTpoe obluero gocTyna.
Bpanamaysp Windows P P LHEro AocTy!

[omawunas rpynna YcTpaHeHUe HENON3A0K

CeoiicTea oBospesatena JIMarHoCTUKE U MCNPAaBNEHUE CETEBLIX NpoE. i 0B ucnpasneHuK.

Puc. 5.10

NMPUMEYAHUE!
MpY HaNMMYMU HECKONbKMX CETEBbIX MOAKMIOYEHUIA BbIGEPUTE TO, K KOTOPOMY MIIAHUPYETCS MOOKMHOYUTE

IP-kamepy.
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B oTkpbiBLUEMCS OKHE HaxmMuTe kHonky [CBeaeHusn] (Puc. 5.11).

@ CocTeanue - MNogkaoyere No ACKANEHOW CETH u

Obuwme

MoaxnioueHie

IPv4-NoAKNIOHEHME: WHTepHeT

IPvG-NOAKNKDHEHKE Bes nocTyna Kk MHTEpHETY

CocTosHHe cpeabl: MNoaknoyeHo
AnHTensHoCTE: 04:47:33
CKOpOCTE! 100.0 MBuT fc

Ceea

AKTWBHOCTH

OTnpaeneHo —— ;‘v! ——  MpuHATO
C

Baiir: 79 188 140 | 805 509 770

[ ISJCBoﬁr:rBa ] [@Ormmumb] [,quarHcr:mK.a ]

Pwnc. 5.11

B okHe «CBeneHuss o ceTeBOM MOAKIIOYEHUN» MPeAcTaBneHa crneayowas nHpopmaums
(Puc. 5.12):

CBenerms o CETEEOM nmumm g

[ononHMTenbHbIe CEEAEHNA O CETH:

CeofcTeo ZHaueHue

OnpeaeneHHell AnA no...
Onwcarne Realtek RTLE168C{P)/8111C{F) Family P
Puzuyecknil agpec 00-24-1D-57-45-30

HCP rniouen [Oa

ec |Pvd 192.168.0.14

Macka nopcem [Pvd 255.255.255.0
Lpenpa nonyueHa 11 aneapa 2011 r. 10:27:11
Lperpa nctexaeT 11 wespana 2011 r. 10:27:11
Wntoz no ymonuarme (F... 192.168.0.1
DHCP-cepeep [Pvd 152.168.0.1
DNS-cepeep |Pvd 192.168.0.1
WINScepeep [Pvd
CryxGa MetBIOS vepes... [a
Nowansheit IPvE-agpec... feB0:3126:2820:8112:163%11
Wnke=z no yrmonuanmo (P
DNS-cepeep IPvE

4| 1

Puc. 5.12

Ecnn B atom okHe Bbl yBupenun ctpokn — «DHCP BkniouyeH - Oa», «Agpec IPv4 -
XXX XXX XXX XXX» ([ «XXX.XXX.XXX.XXX» — 3Ha4yeHue |P-agpeca), — s3HaunT IP-agpec Bawewmy MK
Ha3HayeH aBToMaTmyeckn. Macka nogcetu ykasaHa B cTpoke [Macka nopgcetm IPv4], agpec
ceTeBoro wn3a — B ctpoke [LUnto3 no ymon4anuto IPv4], agpec DNS-cepsepa — B cTpoke [DNS-
cepBep IPv4]. 3anuwwute, nubo 3anomHuTe paHHble napametpbl (IP-agpec, Macka noacetw,
CeTteBon wnto3, DNS-cepsep).
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BHUMAHMUE!

Ecnn Bbl He 3anucanu ceTeBble napameTpbl KOMMbOTEpPA, TO MOCMe HaCTpOWku kKamepbl Oyaet
HEBO3MOXHO BEPHYTb MX B NEpBOHAYanbHOE COCTOsIHUE AN BOCCTAHOBMNEHMS NOAKMOYEHNS K NTOKansHON

ceTu u/unu cetu VlHTepHeT.

BHUMAHMUE!

Ecnn B okHe «CBepeHUsi 0 ceTeBOM nogkntoyeHnn» Bol yBuaenu ctpokn — « DHCP Bknto4eH - Oav,
«IPv4-appec aBTOHaCTPOMKM - XXX.XXX.XXX.XXX» (F4€ XXX.XXX.XXX.XXX — 3Ha4yeHue IP-agpeca), — 3Haunt
Bam He yganocb nogkntounTbea k nposogHon cetu (DHCP-cepsep He npucsoun IP-agpec Bawewmy [1K).

[MpoBepbTe NpaBuUNbHOCTb NOAKMIOYEHUSA K NpoOBoAHON ceTu. B cnyyae HeobxoammocTu, obpaTtutech K

Bawemy cucteMHoMy agMUHUCTPATOPY.

5.2. UameHeHMe napamMeTpoOB JfIOKanbLHOW ceTn Ansa NPoBOAHOro NOAKNIOYEeHUA
K IP-kamepe
Mo ymonuaHuto IP-kamepa B5350DVZ nveet IP-agpec 192.168.0.99. YTobbl nogkntounTeCs
K Kamepe 4515 NepBOHaYanbHOWM HAaCTPOMKK Heobxoanmo, 4Tobbl Ball koMnbloTep Haxoauncs B Ton
Xe nogceTu, 4to u kamepa. Npu aTom IP-agpeca kamep, KOMMNBIOTEPOB U NIOOLIX APYrMX YCTPOUCTB

B CE€TU He JOSIKHbI CoBMnaaaTh Mexay CoBoW.

BHUMAHUE!
IP-kamepa BEWARD B5350DVZ no ymon4yaHuto umetot IP-agpec 192.168.0.99. Ecnu Bbl nnaHupyete
NOOKITOYUTb HEeCKoNbKO IP-kamep, To Ansa ucknoveHnst koHgnmkta |IP-agpecoB noakntovanTe kamepsbl No

oaHom n nameHsnTe mx IP-agpeca Ha nobble cBo6oaHbIE B Baluen nokansHom cetu.

BHUMAHMUE!
Ecnun Bbl yBepeHbl, yto Baw T[1K, nogknioyeHHbIn K npoBogHon ceTtu, n IP-kamepa, duandecku
MOAKIIOYEHHas K TOM xe ceTu, NMbo Hanpsamyto k Bawemy MK, Haxogatcs B ogHoM noaceTtu, Bel moxeTe

cpasy nepenTu K nyHkTy 5.3 naHHoro PykoBoacTBa.

0na nameHeHus TEeKyWnx HaCcTpoeK KOMMnbTeEpPa B nokarnbHoMn I'IpOBOLI,HOVI CeTN HaXXmMute

IMyck — MaHenb ynpaeneHusi (Puc. 5.13).
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| X5/ Microsoft Office Excel 2007

'd"‘ Bnoknot
@ DVR Server
m BR5Controller

m BEWARD IP Visor
Q EEWARD Player

_% CrnyBe

a
9‘, Crny#Bbl KOMNOHEHTOE

> Bee nporpammae

| Halmu npozpammsi u ghailabi

Puc. 5.13

B pa3gerne [CeTb u UHTepHeT] (Puc. 5.14).

3 » Mawens ynpaenenna »

Cwcrema v Be3onacHocCTs

Hacrpolika napamMeTpos KOMNblOTEPa
I'Iposeplca COCTOAHWA KOMNbHOTEDA
ApXMBMpDEEHME A3HHBIX KOMMNBHOTEPA

Mowck u ucnpaeneHue npobnem
ﬁh |I'I;ocmo1'p COCTOAHMA CETW W 33434 I

Beibop napameTpos gomaluneid rpynnel u obyero
AOCTYNa K AaHHbIM

, [/ OfopyaoBaHWe 1 38YK
= MpocroTp ycTpoidcTe u npuHTEpos
| Jotasnenne ycrpoiicrea

Mporpamme

¥ganenne nporpammMbl

Puc. 5.14

B oTkpbiBLIEMCA OKHE HaxmuTe «lMoakno4veHue no nokanbHon cetn» (Puc.

SEWARD
NokymenTe
Vzobpaxexna
Mysbika
Wrpei
Komnetotep
MaHens ynpasneHus
Ycrpoiicrsa n npuHTEpDI
Mporpammel no ymonuasmo

Crpaska n nogaepxka

3a Jasepiienne paboTel | Emer ol

D

MpocmoTtp:  Kareropua ™

YueTHble 3anMcK Noab3oBaTenei n

CeMEeRH...

'@' JoBasnenne n yaaneHne yHEeTHBIX 3anncei
nonbsoBaTened

'@' ¥cTanoeka pogMTENECKOro KOHTRONR ANS BCEX
no/b3osaTeNed

OdopmaeHne W NnepcoHanzauma
zmererne Tembl

lzmeHenune dona paGovero crona
HacTpoiika paspelleHmna 3kpaqa

Yacol, A3bIKk 1 PETWOH

CrMeHa packnagku KNaemaTypsl WK Apyriax
cnocoboe BE0AS

WNameneHne azeika unTepdeiica

CneunansHele BO3MOXHOCTU
Pekomengyemere Windows napamerpe
OnTumisaums nsoBpakenna Ha sKpaHe

5.15).
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E=SNIE =
% LY <« CeTh u VIHTEPHET b LLEHTP YNPAaBNEHUA CETAMN M OBLIMM AOCTYNOM - || [Mouck 8 naHeau ynpasneHua »

Marens ynpasneqna -
AOMALUHAA CTPaHMLa

&: B ﬁi [ 0 Mpecmotp nonHoii kapTel
zmeHeHne NapameTpos - '} 7-;\

ajamicpa BEWARD Heckonsko cereit Wrreprer
M3mernTe gonoaHuTeneHEIE (3707 KOMnBIOTED)
napameTpel 0BLLErD JocTyna

MpocmMoTp OCHOBHBIX CBEAEHWA O CETM M HAaCTPOMKa NOAKNMOUYEHWA

MpocMoTp aKTneHBN: CETER MogKntoyerne nan oTKIOYEHNE

Cems 4 Tun goctyna: IHTERHET
OBLUECTEEHHEA CETE MNogknoyeHna:

Wzmenenune ceTeBbix napameTpoe

@l HECTpDﬁKE HOBOTC NOAKNHOYEHHA MAK CETH

Hacrpoiika BecnposogHoro, WMpokonoaocHero, MogdemHors, npamoro unn VPN-nogkntouerua
WK 2KE HACTPOHKE MApPLUPYTU3aTopa AN TOYKN JocTyna.

‘5. MNogKnHYKUTECA K CETH

MeakaroueHne nan NOETOpHOE NOAKS K Becnpoeog) y, NPoBOA) Y, MOA
CETEBOMY COEIMHEHUHY MAKW NogkntodeHme Kk VPN,

Buifop AomMalLHed rpynnbl W NapaMeTpos obLUero AocTyna

Cra, TakoKe Joctyn k daiinam u NpUHTEPaNM, PaCNONONEHHEIM HA APYTHX CETEBBIX KOMMBHOTEPAY, MAKN

W3MEHEHWE NapaMeTpoE obLLEre 4ocTyna.
bpanamaysp Windows P P HuEre AocTy!

Jomawinag rpynna YcTpaHeHne HENONAA0K

CeoiicTea oBospesarenn JuarHocTuka n NCnNpasneHne ceTeekix Npob. CEEAEHMI 0B McnpaBneHum,

Puc. 5.15

NMPUMEYAHUE!
Mpy HaMMYMM HECKONBKMX CEeTEBbIX MOAKMIOYEHMI BbIGEpUTE TO, K KOTOPOMY MIaHMPYETCs NOAKMTHYUTD

IP-kamepy.

B oTkpbiBLIEMCA OKHE HaxmuTe kHonKy [CBomncTBa] (Puc. 5.16).

Il CacroaHue - MogxnoueHne No NOKaALHOM cerul

Ofiwme

MoaknodeHie

IPv4-noakmoYeHre: WHTepHeT

IPvE-NOAKNKOYEHHE:

Bes gocTyna k MHTepHeTy

CocToAHWE Cpeabl: Moakno4eHo
AnuTensHocTE: 04:47:33
CKOPOCTL: 100.0 MBmT/c

AKTHBHOCTE

j
OTNpasneHy —— &1! = [pHHATO

Baltr: 79 188 140 I 805 509 770

@D‘rmot—wrrh] [ﬂuarHocrma ]

Puc. 5.16
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B OTKpbIBLLEMCA OKHE CBOWCTB CETEBOr0 MOAKMYEHUST HeobxoamMmo Bbl6paTb NYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.17).

[ MoaktoueHne Mo NOKaALHOM CETH - CBOMCTE g

Cem | ODocryn

MogrknioyeHne Yyepes:

l‘-?‘ Realtek RTLE1359/810x Family Fast Ethemet ceTesoit ag:

OTME4EHHDIE KOMMOHEHTEI HCNONLIYIOTCA 3TUM MOAKMIDHEHHEM
B Caspersiy Arti-Virus NDIS 6 Fiter .
Q Mnarmposiwmk nakeTos GoS

g[}np«ﬁa [OCTYMa K (ainam W NpuHTEpaM ceTei Micr—,
= [poTorkon WMHreoHeTs sepcun & (TCP/PvE)
- F 8 Mpotoron WHTepreTta sepoun 4 (TCP/IPvd) .
o

llpafBep B/B TONONOra KaHanbHOro YpoBHA

m

& OTBETMK 0GHAPYKEHNA TONONOTMKM KEHANEHOTD YPOE ™

&l o
[
Onucarve

Mpotoron TCP/IP - ctanaap ™t npoTokon rnofansHeo
ceTell, ofecneuwBaoUMA CEASH MEXIY PESNMSHBIMKM
E3ANMOASACTEYIOUIMA CETAMM.

Puc. 5.17

B nosiBuBlemMcsi okHe HeobxoaMmO yCTaHOBWUTL 3Ha4veHusa IP-agpeca M mackvm nopceTw.
Bbibepute nyHkT [Mcnonb3oBaTtb cneaywowmn IP-agpec] n seeante csobogHbii IP-appec 13
noacetn kamepbl, Hanpumep 192.168.0.20, n Macky noacetun — 255.255.255.0. OcrtanbHble

3Ha4yeHuns BBOOUTb HET HeobxoaumocTu (Puc. 5.18).

Csolictsa: MpoTokoa Wnteprera sepcin 4 UCPM)_‘_ @Iﬂ

Obuwme

MapameTpsl IP MOryT HASHAYETHCA SETOMSTHHECKM, ECTIM CETh
NOLAEPHMBEET 3TY BOSMOKHOCTE. B NPOTHEHOM CTyHaEE NapaMeTpsl
IP MOXKHO NONYUMTE Y CETEBOMO AAMHHUCTPETOPA.

() Nony-mTe [P-anpec asToMaTUHECKH

@) WnonesoeaTe ciea ylowmi IP-agpec:

IP-agpec: 192 .188. 0 . 20

Macka nopceTm: 255 .255.255. 0

OCHOBHOI WNKOS:

Mony4uTe anpec DNSCepsepa a5TOMATHHECKN

(@ Wnonb30BaTE Ceqylowme anpeca DNS-cepeepos:

MpeanounTaemsii DNS-cepsep:

AnsTepHaTvBHei DNS-cepsep:

[ MoaTeepanTts napameTpel npK Boixoae
Orwera

Puc. 5.18

[na npyMmeHeHnsa n3ameHeHnn HacTpoek Haxkmute kHonky [OK] Bo BCex OTKPbITbIX OKHAX.
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5.3. NMonyyeHue pgoctyna K IP-kamepe ¢ nomowbro 6pay3sepa Internet Explorer

[ns goctyna kK kamepe ¢ noMoLubto 6paysepa Internet Explorer 3anyctute ero n B agpecHom
cTpoke BBeguTe 3anpoc: http://<IP>:<port>/, — rge <IP> — IP-agpec kamepsbl, a <port> — 3Ha4yeHune

HTTP-nopTta. Nocne atoro Haxmute [MepenTtn] nuéo [Beoa] (Puc. 5.19).

BHUMAHMUE!
IP-kamepa BEWARD B5350DVZ no ymon4yanuio umeeTt IP-agpec 192.168.0.99, HTTP-nopT 80.

NMPUMEYAHUE!
Ecnn gns HTTP-nopta ncnonb3yetcs 3HadeHue 80, Torga nns gocTyna K kamepe depe3 Gpaysep

[ocTaTovyHO BBeCTU B agpecHon ctpoke «http://I<IP>/», roe <IP> — |[P-agpec kamepsbl.

I o e |
e@ (& http://192.168.0.99/ D = = X || @ Nycran crpanmua X ok 5

-

Puc. 5.19

5.4. NMonyyeHne goctyna K Be6-nHTepdency IP-kamepbl
War 1: Beeaute ums nonb3oBaTensd W naponb. o ymonyaHuio ucnonb3yeTcs Uma

nonb3osartens — admin, naponke nNo ymonyaxuto — admin (Puc. 5.20).

BHUMAHUE!
Bbl mMOxeTe u3MeHWTb MMSA nonb3oBaTensa W naponb B MeHw Hacmpolku - CucmeMHble —

lMonb3oeamersnu. B cny4dae yTepu naponda unm nMmeHu norb3oBaTtensa yCTpOVICTBO MOXHO BEPHYTb K

3aBOACKMM YCTaHOBKaM. 3TOro HeobxoOMMO B TEYEHUE OecaTu CeKyH yaepXmnBaTb KHOMKY C6pOC3.

PykoBoacTBO no nogkntoveHuto IP-kamepbl B5350DVZ l
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Besonachocts Windows X

iexplore.exe

Jlna Bxoaa Ha cepeep 192.168.0.223 Hy>Hbl UMA
NONbL30BaTENA W Naponb. CepEep CODGLI.[BET QO TOM, UTO OH
Haxoautca B B2710DR H.264 IP Camera - 186882355671,

| admin

sssss

D 3anoMHUTE YUETHbIE AaHHbIE

OK Otmena

Puc. 5.20

Mocne ycnewHon aBTopusauumn Bel nonyunte goctyn k Beb-uHtepdency IP-kamepsl (Puc.
5.22).

War 2: ons npocmoTtpa nsobpaxeHus ¢ IP-kamepbl npu nomowm 6paysepa Internet Explorer
Ncnonb3yTcss KOMMNOHeHThl ActiveX. Internet Explorer He MMeeT 3TUX KOMMOHEHTOB B CBOEM
coctaBe u 3arpyxaet ActiveX HenocpeCTBEHHO C kamepbl. Ecnn KOMMOHEHTbI elle He

yCTaHoBMeHbl, Bbl yBuaOUTE cneaytollee coobLeHme:

Cooblienne ¢ Be6-cTpaHNLE |

§ Cucrema onpeacnuna, utoy sac we ycranosnen OCK, ycranosuTs
ceiiuac ?

omes|

Puc. 5.21

Haxmute [OK]. B HuxHen yactn okHa Opaysepa nosiBUTCA BCMrblBaloLee OrnoBelleHne

cuctemMbl BbesonacHocTn (Puc. 5.22).

BEWARD iy oo | ticyoien | _|__tiron |
8 cmmor TPt 3ance (1§ veenwm. (5 Passepyrs [l Coomwowerwe [illi opurwian Bl Micosrerme [l Msotpmrene

3707 Beb-calfT NBITaeTCA yCTaHOENTS HRRCTROKY ActiveX Centrol (2018.06.20) usgatens Beward RD Co,, Ltd. B ewm = A preK?

Puc. 5.22

Haxmute Ha kHonky [YcTtaHOBUTBL].
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War 3: cuctema 6GesonacHoctn Opaysepa Internet Explorer GygeT aBTOMaTu4iecku

OnokmnpoBaTb ycTaHoBKy ActiveX. [Ing npogormkeHnsa yCTaHOBKM HaXXMUTE KHOMKY [YcTaHOBUTL] B

OKHe noaTBepXaeHus yctaHoBku (Puc. 5.23).

7
Internet Explorer - Mpegynpexgaenne cucremsl Besonackocmi - g

5, >

b 3TO Npor

@ Wma: ActiveX Control (2013.11.04;

WzpaTens: BEWARD Co., Ltd

E]ﬂononereano [ YCTAHOBUTE ] [He ycraHaE..anaTb]

NOBPEANTL KOMNBIOTED, CNeAyeT YCTaHaBNMEATE MPOrPaMMel, MoNy|eHHbIE

|“\9 Dainel us MHTepHeTa MoryT BeITe NONESHEI, HO 3TOT TN dEina MoskeT
A
= TONBKO 0T AOBEPEHHOMD M3AATENA, PaKToDEI DUCKS

Puc. 5.23

War 4: ona koppekTHOM ycTaHoBKM koMnoHeHToB ActiveX 3akpowite Internet Explorer u

HaxmuTe [OK] B okHe, npeacTaBneHHOM Ha PucyHke 5.24, ecnn TakoBoe NOABUTCS.

i Iy
Warning &J

IE windows must be close before install ocx, OK?

oK I OTmena

Puc. 5.24

LWar 5: B okHe, npeacTtaBneHHOM Ha PucyHke 5.25, HaxmuTe kHonky [Install].

-
v remoo ==
E’ ‘ Install ‘ ‘ Uninstall ‘ Close

Puc. 5.25

Lar 6: nocne ycnewHon yctaHoBkn Bbl yBuaute cooblieHne «Register OCX success(C:\)»

B HWXHEN YacTu JaHHoro okHa. Haxmute kHonky [Close] anga Bbixoga vM3 okHa yctaHoBku (Puc.

5.26).

.
&' Install OCX - 3
E’ Install ‘ Uninstall ‘ ‘ Close ‘

| Register OCX success(C\MNetvideoX)

Puc. 5.26
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NMPUMEYAHMUE!
B onepauuoHHoii cucteme Windows 7 1 B 6paysepe Internet Explorer 9.0 Ha3aBaHUS MEHIO UK CUCTEMHbIE

coobLeHus MOryT OTInn4aTbCA OT Ha3BaHUN MEHIO U CUCTEMHbIX COOOLLEHUA B apyrux OC cewmenctea

Windows nnu B gpyrux 6paysepax.

NMPUMEYAHMUE!

Mpn yctaHoBke ActiveX B OC Windows 7 npu BKIIHOYEHHOM KOHTPOJSie YYeTHbIX 3anucein Oyaet
[OMONMHUTENBHO NPOM3BOAUTLCSA OfOKMPOBKA YCTaHOBKM, O 4Yem Morb3oBaTento OyaeT BblgaHo
[OMONHUTENbHOE OnoBeLleHne. [N paspelleHnsl YCTaHOBKM HEOOXOAMMO YTBEPAUTENBHO OTBETUTL B

noABUBLLEMCA OKHE.

LWar 7: otkpowTe Internet Explorer n B agpecHon ctpoke BBegute |IP-agpec kamepsbl.

BCWARD - -

Howerwe [ Opwnesan Bl viwocvernve [l vsoGpawerme

Puc. 5.27

OkHo  BebG-uHTepdpernica IP-kamepbl  cogepxut  naTe  Bknagok:  [MpocmoTpl],
[BocnpousBenenue], [HacTtpomnku], [TpeBora], [Bbixop], kaxgasa un3 koTopbix Oyaer
paccMmoTpeHa fganee B Hactosuwem PykoBoacTse.

B cnyyae ecnu komnoHeHTbl ActiveX ycTtaHoBneHbl, HO Heobxoanmo obHoBuTb, B WEB-
nHTepdence, nepengute BO BKMagky «Hactpowuku» n 3angute B MeHO «JloKanbHbie» -

«HacTponkn».

PykoBoacTBO no nogknro4veHuro IP-kamepbl B5350DVZ

peknama

Kaacl : MakcrmasibHO HagéxHoe poccuiickoe obopyaoBaHe CKY/ - COT - OC - Cb www.kodos.ru



I nasa 5. Hacmpotika nposoOno2o coeduneHnus

BE\VARD

ToxansHuie NoxankHble HacTpolikk

HacTpoiiim
Aymo e
Bupneo MossiwesHos kasectse [

Cets [INUTENBHOCTS 3anucu WHH

3anuce

[p:\MyIPCam’,

Tpeeora

CucTemHele Copasns

arpyanTE M

Bbi x0TuTE BBINOAHWTL UK coxpaHuTe NetVideoX.exe (286 KB) ¢ 192.168.0.937

BoinoanuTs Coxparmte |~ Otnmena

Puc. 5.28

Haxmute Ha ccbinky ActiveX B npumevaHmn. OTKpoeTcsi OKHO 3arpy3ku chavna
NetVideoX.exe, nocne 4yero HaxxmuTe KHOMNKy «BbinonHUTb» 1 nostopute LWarmn 3-7, ykazaHHble

BbilLE.

NMPUMEYAHUE!
B cnyyae BO3HMKHOBEHMs npobrnem npu yctaHoBke ActiveX nnubo HEBO3MOXHOCTU WCMONb30BaHWSA

Internet Explorer, o6paTutech k pykoBOACTBY MO akcnfyaTauun, Fnaea 4.

5.5. UameHeHMe HacTpoek nogkntoyeHus IP-kamepbl Yepe3s Be6-nHTepchenc
Mocne nogkntoyeHus k IP-kamepe HEOBXOOUMO M3MEHUTb €€ HACTPOWMKN TakuM o6pasom,

4TOObI OHA Haxogmnacb B OAHOW NOACETU C OCTanbHbIM 060pyD,OBaHVIeM.

BHUMAHUE!

[na coBMecTHOM paboTbl HECKONbKMX YCTPOWCTB B OAHOM NOACETN HEOOX0AMMO, YTODbI y HUX coBnaganu
nepBble TpuU YacTu IP-agpeca, n NONHOCTLIO coBNajana macka noaceTu.

Hanpumep, IP-agpec Bawero IMK: 192.168.50.40. IP-agpec pasgeneH Todkamu Ha 4yeTblpe okTeTa. B
AaHHoM npumepe: 1 okteT — 192, 2 okTeT — 168, 3 okTeT — 50, 4 okTeT — 40. Bam Heob6xoQMMO N3MEHUTb
IP-agpec kamepbl Tak, 4TOObI UX NepBble TPU OKTETA cCoBMNaganu, To ecte IP-agpec kamepbl JOMKEH UMETb
Bua: 192.168.50.XX. YetBepThii okTeT |P-agpeca kaxgoro ycTporctBa o6s3aTenbHO [OMMKEH ObiTb

CBOUM.

[na nameHeHnst ceTeBbIX HAaCTPOEK B BEG-NHTEpdeNce HaXXMUTE B rMaBHOM MEHIO KaMepbl

kHonky [HacTtpouku] n nepengute B meHio Cemb — LAN (Puc. 5.38).

PykoBoacTBO no nogkntoveHuto IP-kamepbl B5350DVZ l

peknama
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BE\VARD

TNokankHele Hactpoiika LAN

Bugeo
Vicnonb3aosats IPvE []

» OcCHOBHBIE AT (W
T g P [iPv4 v

IP-agpec
> PPPoE BAPSC | 197 . 168. 0 . 99
Macka nonce™ | pss. 355. 255. 0

CeTb

> UPnP

(OCHOBHOI WMi03

> E-mail 192. 168. 0 .
MpeanounTaemsii DNS

> FTP 192 . 168

AnTepHarmersid DNS | 502 . 106. 0 . 20

MAC-appec | 00-5A-21-32-48-AB

> DDNS
» PPTP
> HTTPS

> Yeenomnexue

Januce

Tpesora

CUCTEMHbBIE

Puc. 5.38
B TekctoBbix nonsax [IP-agpec], [Macka nopgcetn], [OcHoBHOWM W3],
[Mpeanountaembin DNS], [AnbTepHatnBHbIn DNS] HyXHO BBECTM Takme 3HaYeHUd, 4TOObI
Kamepa nonana B ogHy NoAaceTb C ocTanbHbiM 0bopygoBaHuem (Puc. 5.38). [Ins atoro obpaTtntech
K paHee 3anucaHHbIM, TEKYLLIMM HAaCTPOoMKam NPOBOAHOW fIOKanbHOM ceTu (CM. NyHKTbl 5.1 nnn 5.1.1)

n, B COOTBETCTBMN C HUMU, YCTAHOBUTE BbllL€yKa3aHHbIE NMapamMeTpbl.

NMPUMEYAHUE!

B cnyyae HeoGxoOMMOCTM, ONsi HACTPOMKU CETEBLIX NMapaMeTpoB YCTPOWCTB obpatuTech Kk Bawwemy

ceTeBOMy aaMUHUCTPaTOpPY.

[na npyMeHeHns M3MEHEHU CeTEBbIX HAacTPOEK KaMepbl HaxXmuTe KHOnkKy [CoxpaHuTb],
rnocrne 4ero NosiBUTCS yBeOMIEHNE O nepesarpyske yCTPoOnCTaa.
Mocne nepesarpysku, IP-kamepa 6yaet gocTtynHa no 3agaHHomy Bamu IP-agpecy. Ha atom

HacTpoKKa NPOBOAHOIO NoAKNtoYeHus IP-kamepbl 3aBepLUeHa.

PykoBoacTBO no nogkntoveHuto IP-kamepbl B5350DVZ l

peknama
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5.6. Bo3BpaTt HacTpoek nogkntoyeHus NK B nepBoHavyanbHble 3HaYeHUA

YT06bl BEpHYTb 3HAYEHMS1 NMPOBOAHOIO CETEBOrO MOAKIOYEHUSI K YCTAHOBMEHHLIM paHee

3Ha4YeHusM, BbINOMHUTE creayoLne 4encTBus.

Haxwmute lMyck — lNManenb ynpaeneHus (Puc. 5.39).

9‘ Internet Explorer

@ Skype

Lx_.-'l Microsoft Office Excel 2007
_.a BroxHoT

@ DVR Server

m BRSCentroller

w BEWARD IP Visor

w BEWARD Player

0

Tagn, Crybel

)

4, Cnyxcbel komnonenTos

> Beenporpaue

‘ Hadmu npozparmsi u alisei

BEWARD
DNoxymeror
WsoBpaxenna

Mysbica

Wrpsi

Komnbiarep
Manens ynpasnexnn
YcTpoicTea M NPUHTEPLI
TMporpaMms! No yMoNuaHAK
Cnpaska n nogaepska
Maseniienme oagora o1

3asepLuenne pabotsl

B OTKpbIBLUIEMCA ONarioroBOM OKHe Bbl6€pl/ITe NYHKT [npOCMOTp COCTOAHUA CETU N 3a.qa'-|]

B pasgene [CeTb un UHTepHeT] (Puc. 5.40).

Hacrpoiika napamMeTpoe KoMnstoTepa

Cwcrema v He3onacHoCTb
MNpoBepKa COCTOAHMA KOMNLIOTERS

ApXMENPOBAHME JAHHBIX KOMMBIITEDE
Meowck u ncnpasneqne npobnem

CeTh M MHTepHeT
ll_l-EDCMUTrJ COCTOAHWA CETH WU 23834 I

Buiop napameTpos gomaluHed rpynnel n ofwerc
AOCTYNA K ABHHBIM

O6opyaosaHWe 1 3BYK
MpocmoTp ycTpoicTE N NPUHTERCE
[loBasnenne ycrpoiicTea

Mporpammel

Yaanenue nporpammel

Puc. 5.40

o] reereronen pennin 5]

MpocmoTp:  Kateropua =

YUeTHble 3aNWcKu NoAb3oBaTenenl 1
CEMENRH...

@,ﬂ,DEEEﬂEHME W YABNEHNE YHETHBIX 33NKUCER
NoMb30BATENEH

'@' ¥CTaHoBKA POAWTENECKOTD KOHTPONA ANA BCEX
nons3ceaTenei

OdopmaeHne N NepcoHannsaLma
MameHEHME TEMBI

Vamererne doHa pabodero ctona
Hacrpoiika pazpewieHmna skpana

Yacol, A3LIK W PETVMOH

CreHa packnagki KNaeuaTypel WAN Apyrax
cnocobos BECAE

VameHeHe A3bIKE MHTEpdeica

CneuwnansHble BO3MOXKHOCTH
Pekomengyembie Windows napametpel
OI'ITHMMSEU'MH msoﬁpaerma Ha 3KpaHe

PykoBoacTBO no nogknro4veHuro IP-kamepbl B5350DVZ
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BC\VARD Inasa 5. Hacmpotuixa nposooHo2o coedunenus

B oTkpbiBLIEMCA OKHe HaxmMuTe [MMoakntoveHune no nokanbHon cetu] (Puc. 5.41).

% :,'.F €« Ceto W MHTepHET » LLEHTP yNpaBneHnA CETAMA M oBLLIMM Z0CTyNOM - || [Mouck & NOHEAU yRPa&NEHUS

Manens ynpaenexma -
ACMELUHARA CTpaHNUE

E*‘I o h-j - 0 MpecmeTp nenHoii kapTel
Msmenenne napametpos | -

apantepa BEWARD Heckoneko ceten WHreprer

IZMEHNTE ZONOAHWTENEHEIE (70T KoMABIOTER)

MpocMOTP OCHOBHBIX CBEAEHWA O CETH M HACTPORKa NOAKNHOUEHWA

napamMeTpel ofLero 4ocTyna MNpocMoTp aKTUBHBIX CETER MoAKNHDYEHNE WKW OTKNHOYEHKME

Cems 4 Tun gocTyna: NurepHer

OBuwiecTaeHHan ceTe Meaknioderna: 0 Noaknreverne no
NoKaneHOW CeTh

MzMEHEHNE CETEBBIX NAPAMETPOE

ﬁl Hactpoiika HOBOrO NOAKMAMHMEHNA MAW CETH
-

HacTpoiika GecnpoBodHoro, LWWMPoKSNoADCHOrD, ModemHers, npamore wan VPN-nogentodeHns
WM KE HACTPOMKE MapLUPYTU3ATOPE WK TOHKW A0CTYNa.

‘5' MoAKNHOYMTECA K CETH

rlO,D'KJ'IK)HEHME WNKU NOETOPHOE NOAKS K 6ECI",.;
CETEBOMY COEIMHEHWHD AW Nogkntodedine k VPN,

Boifop gomaluHeid rpynnel n napameTpos obLero aoctyna

Ch. TakcKe OocTyn k aiinam u NPUHTERaM, PACNCADKEHHBIM Ha APYTIX CETEBBIX KOMMBHOTEPAX, WAN
W3MEHEHWE NapaMeTpoE obLero gocTyna.
bpanamaysp Windows P P !

AomawHas rpynna ¥cTpaHeHne Henonagok

Ceoiictea obospesatens AnarHocTika U NCNpasneHne ceTesbix NpoBRen WAN NoAyYeHUe CBEAEHNA 06 ncnpasneHn,

Puc. 5.41

B oTkpbiBLIEMCA OKHE HaxXmuTe kHoMKy [CBomncTBa] (Puc.5.42).

@ Cocreanue - [NogknioueHne No NCKansHoH CeTn M

el
Ofiume

MNoaxnoyeH e

IPv4-noaxnroHeHne: WHTEpHET
IPVE-NOAKIONEHIE: Bes noctyna k MHTEpHeTY
COCTOAHME cpedbl: MoprknioYeHo
JANUTENBHOCTh: 04:47:33
CKOpOCTh: 100.0 MBuT fc

CBEAEHMA.. .,

AKTWEHOCTH

|
OTnpaeneHo —— &g ——  TMpuHaTO

79 188 140 I 805 509 770

[ %) CaoiicTsa ][@mmmumh] [,ﬂmarHochKa ]

Puc. 5.42

B OTKpbIBLUEMCA OKHE CBOWCTB CETEBOro MOAKMYEHMS Heobxoammo Bbl6paTb NYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.43).

PykoBoacTBO no nogknro4veHuro IP-kamepbl B5350DVZ
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[ MogxatoueHme No NoKaLHOM CETH - CEDACTEa g

Cem | Ooctyn

MogrnioveHing yepes:

l_-?‘ Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.Q Mnarmposwwk nakeTos QoS
[w] QCnyxﬁa AOCTYNE K aifnam 1 I'IDMHTEDEM ceTeit Micro—,

W] .2 NpoTokon MHreoHeTs Be:

-. P MpoTokon HHT&;Hem BEPCHN -i{TCF‘ 'IF‘v-iI .

vl i Tlpaiteep 6/5 TONDNOra KaHAMEHOMD YPOBHA B
i OTBETUMK oﬁHapyxemn TOMONOrWKM KEHANEHOM0 YPoE ™

] | [t

YCTaHOBMTS ... Yoanuts | Caoncma I

Onucanve

Mpotokon TCP/IP - cTaHaap eI npoTokon rnofansHsms
ceTed, 06ECnEYMBaIOLLIMA CEBASE MEXKLY PASMM4HEIMK
E3EMMONEACTEYIOLLMMIA CETAMM.

oK ] [ Ommena

Puc. 5.43

OTKpoeTCs MeHI0, B KOTOPOM HeOBXOAMMO YCTaHOBUTb 3HAYEHWSA HayanbHbIX HACTPOEK,
3anuncaHHbIx BaMu paHee (cM. nyHKTbl 5.1, 5.1.1 aaHHoro PykoBoacTsa).

Ecnn mnsHavanbHo IP-agpec Bawemy MK HasHauyancs aBTomMaTu4yecku, Torga Bblbepute
nyHkTel [Monyuntb IP-appec aBtomatuyecku] wu [Monyuutb appec DNS-cepBepa

aBTOMaTM4ecku], nocne yero Haxmute kHorky [OK] ona Bcex oTKpbITbIX OKOH (Puc. 5.44).

Ceoiicrea: Mpotokon Wkreprera eepcun 4 (TCP/IPvA) lélg

Ofiume ANBTEPHATUBHEA KOHGMr ypaLmMa ‘

MNapameTpil IP MOMYT Ha3HAYATHCA SETOMATUHECKY, BCIM CETh
NOAAEPHUBSET 3TY BOMOKHOCTb, B NPOTMBHOM CNYYaE NapaMeT Pl
IP MOXKHO MOAYSWTh ¥ CETEE0r0 AAMMHUCTPATOPA.

|a Mony-uTe IP-aapec aBTOMATHHECKK I

(7) Menon308aTe cnedyiowni IP-agpec:

IF-appec:
Macka noaceTh:

OCHOEHOH LWNHIZ !

| (@ MonyunTe anpec DNS-CepEEpa SETOMETHYECKMA I

(©) Mcnons308aTe cneayiowne agpeca DNS-cepeepos:

Mpeano-HTasmei DHS-cepeep:

AneTepHATHEHEN DNS-cepeep:

MoATEEPAWTE NEPEMETPEI NPK BEIXOAE

Puc. 5.44

Ecnu nsHavanbHo |IP-agpec Bawewmy K 6bin 3agaH BpyuyHyto, Torda BblbepuTe MyHKT
[Mcnonb3oBaTb cneayrowmn IP-agpec] n 3anonHute Heobxogmmble Nons (CM. NYHKT 5.1 gaHHOro

PykoBoacTtea), nocne yero Haxmute kHonky [OK] ans Bcex oTkpbITbiX OKOH (Puc. 5.45).

PykoBoacTBO no nogknro4veHuro IP-kamepbl B5350DVZ
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Ceoitcrea: Mpotokon Muteprera eepcun 4 (TCP/IPv4) @g

Ofwme

MapaMeTpl IP MOTYT HE3HEHATECA AETOMATUHECKM, BCIW CETh
NOAAEPHMBAET STY BOSMOMHOCTE, B NpOTHSHOM Cryyae MapaMeTpel
IP MOXHO NONYYMTE ¥ CETEBOr0 aAMUHUCTPETOPE.

() MonyuuTe IP-aapec aBTOMaTUUECKM

@ Wnonb30BaTh Cneayrowmi IP-aapec: I

IP-agpec: 192.168. 0 .
Macka nonceTu: 255 . 255 . 255 .

OcHOBHOI WAk 192.168. 0 .

Mony-mTe agpec DN5-cepsepa asToMaTHHecM

@ Wcnonb3oBaTh cieayowme anpeca DNSﬂpBEmBlI
MpeanounTaemeni DMS-cepsep: 192.188. 0 . 1

AnbTepHaTHBHEIR DNS-cepeep:

[FInoaTeepanTs napameTpe npu seixone

Puc. 5.45

5.7. TlpoBepka npaBUNBLHOCTM HacTpoeKk noaknyeHna IP-kamepbl K
NnoKanbHOW ceTu
[na KOHTpoNs npaBWNbHOCTM CETeBbIX HACTPOEK KaMepbl W KOMMNbIOTEPA HY>XHO
NOAKMYNTBECS K Kamepe Yepes 6paysep Internet Explorer.
3anyctute 6paysep Internet Explorer. na atoro Haxmute lMyck — Bce lpoepamMmbi v

BblbepuTe cTpoky [Internet Explorer].

Beeaute B agpecHom cTpoke |IP-agpec, nMpuUCBOEHHbLIN Kamepe (Hanpumep:
http://192.168.0.99) (Puc. 5.46).

T~
a@ @ hitp:/192168.0.99/ £ - 3 X || @ rycras apanmua x g eed

Puc. 5.46

Mpn NpaBuUnbHbLIX HACTPOMKaxX OTKPOETCA OKHO aBTopu3auun. [ns aBTopusauun BBeauTe
UMs nonb3oBaTtens n naporb, nocne vyero Haxmute [OK] (Puc. 5.47.

BHUMAHUE!

Mma nonb3osatensa no ymonyanuio: admin. Maponke no ymonyanuo: admin.

PykoBoacTBO no nogknro4veHuro IP-kamepbl B5350DVZ
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BesonacHooms Windows

iexplore.exe

[lna exoaa Ha cepeep 192.168.0.113 HyxHbI MMs
NoAL30BaTENA W Naponb. Cepeep COOBILAET O TOM, UTO OH
Haxoautca B B2710DVZ H.264 IP Camera - 005A2032D683.

| admin |

[] 3anomuuts yuethbie aanHele

oK OTmena

Puc. 5.47

Mpy NpaBMNbHO BBLINOSTHEHHbLIX AENCTBUSAX Bbl cMoXxeTe 3anTn B BeG-uHTEpdenc yepes

Gpaysep n yBnaetb nsobpaxeHue c Bawewn IP-kamepbl (Puc. 5.48).

BE@\WARD

Crumox R4 Sanuc:

Cr - [oe— Coorwowesme [l Opurwnan [l Mkiosremve R

aoGpaxeHue

NMPUMEYAHMUE!

Puc. 5.48

B Cny4Yyae HeygadHOoro coeguHeHusa C Kamepon, npoeepbTe MNMPaBuUIibHOCTb MOAKITHOYEHNA K I'IpOBO}J,HOI7I

CceTu, BEpHUTECh B Ha4aso AaHHOW rMasbl 1 MOBTOPUTE HACTPONKY. B cnyyae HeobxoammocTun obpatuTecs

k Balemy cucteMHOMY agMUHUCTpaTopPYy.

PykoBoacTBO no nogknro4veHuro IP-kamepbl B5350DVZ
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MnaBa 6. NogkntoyeHune IP-kamepbl K ceT UHTepHeT

6.1. O6wue cBeaeHnA o noaknoveHun IP-kamepbl K cetn UHTepHeT

Mpun ycTtaHoBke IP-kamepbl 06bI4HO TpebyeTcst UMETb K HEN 4OCTYN HE TONbKO U3 NIOKanbHOM

ceTn, HO N n3 cetn VIHTepHer.

B aTom cnyyae ans ogHoBpeMeHHon paboTbl KOMMNbIOTEPOB, HOYTOYKOB, IP-kamep 1 gpyroro

obopynoBaHus B ceTn MIHTepHeT, Yalle Bcero, MCNonb3yeTcs MapLupyTmM3aTop.

Mpn opraHusaumm poctyna Kk IP-Bugeokamepam u3 cetn WHTepHeT, Kak npasuro,

ncnonb3yTcsa creaylowmne Tpu BapuaHTa:

1. VmeeTcs BblOeNeHHbIn npoBangepoM BHeWHwWn ctatudeckun |P-agpec nnu PPPoE-
coeaunHeHue. MNpu atom, gaHHbIn IP-agpec (unn PPPoE-coeanHeHnune) ncnonbdyetca ons
NOgKITHOYEHUS TONbKO 04HOW IP-kamepbl 1 HE MOXET ObiTb HA3HAYEH eLle Kakomy-rmbo
YCTPOWNCTBY.

2. WNmeeTcsa BblAENEHHbIA MpoBangepoM BHELWHWW cTaTtudeckun |P-agpec, KOTopbIn
NCNonb3yeTcsa Ans NoaKItoYeHns K ceTn MHTepHET NoKanbHOW CeTu, K KOTOPOK, B CBOKO
oyepedb, NMaHUpyeTca MNOAKMOYUTL OOHY WM Heckonbko IP-kamep. [lpu Takom
NOAKMIYEHNN UCNOoNb3yeTca MapLipyTusatop. Npn 3ToM YMCno NOAKMYaeMbIX Kamep
3aBUCUT, B OCHOBHOM, OT KONIMYECTBA NepeHasHavyaeMbIX MapLupyTM3aTopoM NopTOoB.

3. lNpoBangep He BbliaensieT BHewWHWW ctatudecknn IP-agpec. IP-agpec HasHavaeTcA
npoBangepomM ANHAMMYECKN, TO €CTb TakK, YTO MPU KaXXJoM HOBOM MOOKMHOYEHUN 3TOT
agpec npvcBamBaeTCsl 3aHOBO M M3MeHsieTcs B npouecce paboTbl (Takas cutyaumst
ocobeHHO xapakTepHa npu pabote yepe3 ADSL n GPRS). B atom cnyyae, 4TOGbI
obecneuntb BO3MOXHOCTb MOLKIOYEHUS OOHOW WM HECKOSMbKUX Kamep K ceTu
MHTepHeT, BHE 3aBMCUMOCTU OT TOro, kakon IP-agpec BbiaeneH npoBangepom B AaHHbIN
MOMEHT,  HeobxoaMmoO  3adencTBoBaTb  MHTEpPHeT-cryxbbl,  paboTawowme c
OVWHaMMYECKUMU agpecamu.

Hanee, aTM BapuaHTbl opraHuM3aumm poctyna kK IP-kamepam un3 cetn WHTepHeT OyayT

paccMOoTpeHbl nogpobHee.
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Inasa 6. llooknouenue IP-kamepol k cemu Hnmepnem

6.2. NoakntoyeHune npu ctatuyeckom BHewHem IP-agpece/PPPoE-coeauHeHun

6.2.1. Ucnonb3oBaHue ctaTuyeckoro IP-agpeca

Ona nogkrntoyeHuns IP-kamepbl kK cetn MHTepHET HeobXoouMO U3MEHUTb €€ ceTeBble

napameTpbl B COOTBETCTBUM C AaHHLIMW, NOSyYeHHbIMU OT NpoBanaepa. Kak npasuno, npoeanaep

npegocTtaBnsieT crnegylowme ceTeBble HacTpouku: IP-agpec (B gaHHOM cnyyae, CTaTUYecKuin),

Macka nogcetn, Ceteon wnio3 u agpec DNS-cepsepa.

[ns nonyyeHuna goctyna K IP-kamepe yepes ceTb VIHTepHET no ctatuyeckomy |IP-agpecy

Heo6X04MMO BbINOMHUTL CrieaytoLLmMe LWaru:

War 1: nogkntounte IP-kamepy Hanpsamyto k Bawemy K.

LWar 2: nsmeHute ceTeBble HACTPOWKM NMPOBOAHOIO coeanHeHus |IP-kamepbl (CM. NyHKT 5.5

OaHHOro PyKOBOLI,CTBa) B COOTBETCTBUN C HaCTpOVIKaMM, npenoctasieHHbIMU Bawum MHTepHeT-

nposangepom (Puc. 6.17).

BE@\VARD

NokaneHsie Hacrtpoiika LAN

Bugeo
Mcnonesosate IPVE []

v
> OcHOSHLIE Ll

T - i
——— IP-appec | 107 168 0 113

Macxa nopcerh
> UPnP

OcHosroit wios | 192 168. 0 . 254

MpeaneuuTaemsiii DNS

AneTepramensii DNS [ 202 106 0 . 20
-
> DDNS

» RTSP

Cemn

> Bonjour
> E-mail

> FTP

> HTTPS
> Yeepouneve

Januce

Tpeeora

Cucremubie

Puc. 6.1

War 3: nogkntounte IP-kamepy k BblaeneHHon cetu Ethernet.

Ecnu Bce napameTpbl yka3aHbl BEpHO, kKamepa AomkHa ObiTb 4OCTYNHa B ceTn VHTepHerT.

B npvBeaeHHOM npumepe npoBanaep NpeaocTaBun creayowme AaHHbIe:

e IP-agpec: 173.194.122.202

e Macka nogcetu: 255.255.255.252
e OcHoBHOWM wWnto3: 173.194.122.211
o DNS-cepBep 1: 173.194.122.1

e DNS-cepBep 2: 173.194.122.2
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Be\«vARD Inasa 6. llooknouenue IP-kamepol k cemu Hnmepnem

B obwem cnyyae, gna obpaweHuns kK IP-kamepe vepes ceTb VIHTEpHET B agpecHOn CTpoke

Gpaysepa BBoanTca cneaytowmi 3anpoc: http://[<IP>:<Port>, rae <IP> — IP-agpec kamepsbl, <Port>
— 3HayeHue HTTP-nopta. Tak kak B gaHHOM npumepe ucnonb3yeTtcs 3HadeHne HTTP-nopra,
3agaHHoe no ymonyaHuto («80»), To, yTobbl 0BpaTUThCA K IP-kamepe 4vepes ceTb VIHTepHeT,
Heobxoaumo HabpaTb 3anpoc «http://173.194.122.202».

NMPUMEYAHUE!

Mpu nogkntodeHun Kk kamepe yvepes HTTP-nopT, 3agaHHbIN NO yMOn4aHutoo (3HaveHne paBHO «80»),

3anpoc B agpecHoun cTpoke bpaysepa nmeet Bua: http://<IP>, — roe <IP> — IP-agpec kamepbl.

6.2.2. Ucnonb3oBaHne PPPoE-coeanHeHus

MHTepHeT-npoBangep He Bcerga MoxeT obecrneunTb NOLKIYEeHue no cratudeckomy |P-
agpecy. Yalue Bcero, npoBangep opraHnadyet goctyn Kk cetn MIHTepHeT Yyepe3 PPPoE-coeanHeHme.
B aTom cny4yae, oH npegoctaBnseT aboHeHTY MMsA NoNb30oBaTens 1 Naporb.

IP-kamepa B5350DVZ nopaepxumBaet PPPoE-coegmHenne. [Ona ero ucnonb3oBaHus
Heob6xoanMO BbINONHUTL CreayoLme Wwaru:

War 1: nogkntounte IP-kamepy k Bawer nokansHon cetu unu Hanpsimyto K MK (cm. Maey 5).

LWar 2: songute B MeHto PPPOE HacTpoek IP-kamepbl: Hacmpoliku — Cemb — PPPoE. (Puc.
6.2)

BE@\VARD

TokankHbie Hactpoitka PPPoE
Bupgeo

e BrnwounTs [

> OctosHbie e hd
S0 Agpec [ ]

= Monwsomarems [ ]
o Mapor [ ]
Bpsn onnaiia

> Bonjour

> E-mail ’m}

> FTP

> DDNS

> PPTP

> RTSP

> HTTRS

> Yeejounenwe
Januck
Tpeeora

Cucremniie

Puc. 6.2

War 3: B TekcToBbIX Nondax [[Monb3oBatens], [[Taponb] BBeAnTE 3HaYEHUS, NONYYEHHbIE
oT NHTepHeT-NpoBangepa

LWar 4: ana npuHATUS 3MEHEHUI HaXXKMUTE KHOMNKY [CoxpaHuTb].

BHUMAHUE!

Ons BCTynINeHna ceTeBblX NapamMeTpoB B CUITY Tpe6yeTCﬂ nepesarpyska yCTpOﬁCTBa.
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War 5: nogkntounte IP-kamepy K BblaeneHHom cetu Ethernet.

BHUMAHUE!
Mocne nogkntoveHus IP-kamepsbl K BblaeneHHom ceTu Ethernet, oHa GyaeTt goctynHa B ceTu VIHTepHeT nop,

IP-agpecom, NpMcBOEHHbIM el Bawwim npoBargepom n otobpaxaemMbiM B none [Aapec] (cm. Puc. 6.2).

NMPUMEYAHMUE!

Onsa ypobectea, 0 nonyvyeHun ot nposaunaepa IP-agpeca kamepbl, Nog KOTOPbIM OHa AOCTYMHa B CETU
UHTepHeT, Bam MoxeT 6bITb COOOLLEHO Ha yKa3aHHbIN Bamn agpec anekTpoHHOW noyThl (pyHKums «IP-
yBegomneHve»). [na HacTpomkM [aHHOW onuuu, noxanyincra, obpatutecbe Kk PykoBoactsy no

aKcnnyaTtauunun.

[ns obpalueHns k IP-kamepe yepes ceTb VIHTEPHET, B agpecHon cTpoke bpay3epa BBOOUTCA
cnegyowmin 3anpoc: http://<IP>:<Port>/, — rge <IP> — IP-agpec kamepsbl, HasdHa4yeHHbI Bawwmm
nposangepomMm npu yctaHoernenmn PPPoE-coeguHenus, <Port> — 3HadveHune HTTP-nopta (mo

ymon4yaHuio pasHoe «80»).

NMPUMEYAHUE!
Mpu nogkntodeHun K kamepe yvepesd HTTP-nopT, 3agaHHbIN NO yMoOn4aHutoo (3HaveHne paBHO «80»),

3anpoc B agpecHoun cTpoke b6paysepa nmeet Bua: http://<IP>, — roe <IP> — IP-agpec kamepsbl.
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BG\,UARD Inasa 6. llooknouenue IP-kamepol k cemu Hnmepnem

6.3. MNoakntoyeHne 4epe3 cetb WUHTepHeT K IP-kamepam, HaxogAwmmcs B

nokanbHoOu ceTu
Ecnu goctyn B ceTb VHTepHET ocyllecTBnseTca no BolgeneHHon nuHun Ethernet nnn no

ADSL, onst nogkntoYeHus NoKanbHON CeTU UCMOoNb3yeTcs MapLupyTu3aTop.

BHUMAHMUE!

[na vcnonb3oBaHWA OaHHOrO MeTofa MOAKMYeHWs HeobxoduMmo 3apaHee npuobpectn y Bauero
npoeangepa MYBJIMYHBIA CTATUYECKWUI |P-agpec. MpoBaigep npenocTaBnsieT, Kak MpaBumiio,
ONHAMWYECKUI BHYTPEHHWIA IP-agpec, KoTOpbIii JOCTYyNeH TOMbKO B MOACETM nposainaepa.

Moatomy yTouHuTe TUN ncnonb3dyemoro Bamu IP-agpeca 3apaHee.

Onsa Toro, 4tobbl NnoakntounTbes K IP-kamepe n3 cetn MIHTepHeT, Hago obpaTtutbcs no IP-
agpecy, BblgaHHOMY npoBangepom («BHeLWHUny» IP-agpec mapLupytmsartopa), U K onpegeneHHomy

nopTy.

BHUMAHUE!
Mpwn obpaLyeHun n3 cetn IHTepHET A4S BCeX kKamep, HaxoasaLmMXcsa B OOHOW NTOKanbHOM CETH, CyLLeCTBYET
Tonbko oauH IP-agpec (IP-agpec, BblgaHHbIN npoBangepoMm). MoaTomy ans AocTyna K 9TUM Kamepam

HeobXoaMMO Ha3Ha4YnTb Kaxkaow cBoe 3HadeHne HTTP-nopTa.

[ns aToro TpebyeTcs BbINOMHUTL CreayoLmne AeNCTBUS:

e /3meHnTb ceTeBble NnapameTpbl IP-kamep B COOTBETCTBUMN C HACTPOMKaMU, NPUHATBIMU
B Bawewn nokanbHom cetn (CM. NyHKT 5.5 Ana NpoBOAHOrO MOAKMOYEHMS Kamep K
rfioKarnbHoOu ceTn).

e Hactpoutb yHKUMIO NepeHanpasneHuss noptoB. [aHHaa yHKUMS no3sondet
nepeHanpaensaTb obpaweHns u3 cetn VIHTepHeT K KkakoMy-nnbo yCTpOWCTBY,
NOOKIMOYEHHOMY K nokansHom ceTtu, ¢ BHewHero WAN-nHTepderica mapLipytusatopa
Ha ero BHyTpeHHUMN LAN-uHTepdenc un obecneumBaeTcss npakTU4ECKM IobbiM
COBPEMEHHbBIM MapLLPYyTU3aTOPOM.

Mpn atom, cywecTtByeT ABa cnocoba HaCTPOMKM MapLupyTudauum (nepeHanpasneHus

nopToB):

1. ucnonb3oBaHwe TexHornorum UPnP B MmapLupyTnsatope 1 kamepe;

2. pyYHas ycTaHOBKa nNapamMeTpoB Tabnuubl MapLIpyTU3aLmm.

PykoBoacTBO no nogkntoveHuto IP-kamepbl B5350DVZ l
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6.3.1. Ucnonb3oBaHue TexHonorum UPnP

[Ons opraHmsaumm goctyna K IP-kamepe u3 cetn IHTepHeET HYy)XHO caenaTb creaytollee:

e PaspelmTb Ucnonb3oBaHne n HacTpouTb pyHKkumo UPNP Bawwero mappyTtusaTopa.

NMPUMEYAHUE!

Hactpoiika dyHkummn UPnP maplipyTtnsatopa gomkHa 6biTb OnncaHa B npunaraeMomn K HeMy UHCTPYKLUUA.

BHUMAHMUE!
He Bce mopgenun mapLupyTmsaTopoB nogaepxusatoT pyHkumio UPNP ans nepeagpecauuun noptos LAN- 1
WAN-unHTepdencos. Ecnn Baw mapipyTusatop He nogaepXuBaeT AaHHyo YHKUUWIO, TO OH Tpebyet

OOMNOSTHUTENbHOW HAaCTPOWKK (CM. NYHKT 6.3.2).

e Paspelwwntb ncnonb3oBaHne U HacTpouTb yHkumnio UPNP IP-kamepsl.

BHUMAHUE!
Mpu ncnonb3oBaHum UPNP yganeHHbIi NpocMOTp BMAEOMNOTOKA C ABYX U Goree kamep MOXeT He
paboTtatb nn6o paboTaTb HekoppekTHo! Ecnv y Bac Bo3HMKNM npo6rembl, HacTpolTe napameTpbl

nepeHanpasBneHns NOPTOB BPYUHYH (CM. NMYHKT 6.3.2).

War 1: B meHio Hacmpoliku — Cemb — OcHo8HbIe (Puc. 6.3) 0OTMETbTE ranodkon MyHKT
«Bknountb nepeagpecauuro NOpToB», YTOObI BKMYUTL (PYHKUMIO Nepeagpecaumy MopToB

mMapLupyTm3aTopa

BE\WARD | tpocuors [ ocnporssegerne | tacrponmn | fposora | punon

ToxansHule OCHOBHBIE HACTPORKH
Bupeo
(e MNopT AaHHB
HTTP-nopt

OMNVIF-nopt

> LAN

> PPPoE
° [[] BrneouuTh nepeagpecamio nopTos
>
LY + Monyuurs poiiru UPnP-cepsep

>
> Bonjour UPnP-cepsep 192.168.0.254

> E-mail

Brewrnii IP-agpec
> FTP MopT gaHHBx
> DDNS HTTP-nopr

> PPTP RTSP-nopt

> RTSP ONVIF-nopr
> HTTPS

> Yeepomnexne

3annce

Tpesora

CuctemHbie

Puc. 6.3

War 2: otmetbTe ranoykor nyHkT «lMonyunTb HacTtpouku UPnP-cepBepa

aBTOMaTu4yecku» n Haxmute [CoxpaHuTb]. [locne 3TOro B COOTBETCTBYHOLIMX Monsx OyayTt
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ykasaHbl IP-agpec UPnP-cepBepa, BHewHW IP-agpec kamepbl 1 3Ha4eHUst ee NpoBpPOLLEHHbIX, TO

€CTb BHELLHWX, NOPTOB.

Ecnu B Bawen cetn Heckonbko UPnP-cepBepoB, TO, YTOObI NOAKMIOYMTBCS K OOQHOMY U3 HUX,
cHumuTe ranodky «Monyuutb Hactpomku UPnP-cepBepa aBTOomatu4yecku», B none «UPnP-
cepBep» BBeaute Tpebyembin IP-agpec n Haxmute [CoxpaHutb]. [locne aTtoro B
COOTBETCTBYIOWMX Monax OyayT ykasaHbl BHewHun |P-agpec kamepbl W 3HA4YeHUs ee
NPOBPOLLEHHBIX MOPTOB.

LWar 3: 4To6bl NoNy4YnTb 4OCTYN K Kamepe u3 cetn MHTepHeT, Hago obpaTMTLCS K HEW MO ee

BHewWwHeMy |P-agpecy 1 HasHavyeHHoMy en nopTy HTTP.

PykoBoacTBO no nogkntoveHuto IP-kamepbl B5350DVZ m

peknama

KDaDI : MakcrmasibHO HagéxHoe poccuiickoe obopyaoBaHe CKY/ - COT - OC - Cb www.kodos.ru



Be\«vARD Inasa 6. llooknouenue IP-kamepol k cemu Hnmepnem

6.3.2. HacTpouka py4yHou nepeagpecaumm NopToB MapLipyTusaropa

Paccmotpum 3apgadvy nogkntoveHus IP-kamepbl kK ceTu  WHTepHeT C nomoLLbio
mapwpyTtmsaTopa TP-Link TL-WR2543ND (HacTpownka 60nblUMHCTBA OYHKLUMIA MapLupyTNU3aTopoB
pasnnyHbIX MOAENEN BbINONHAETCS CXOXNUM 06pasom).

CuuTaem, 4TO MOAKMKOYEHME MapLupyTU3aTopa K NokKanbHOW cetn u cetn NHTepHeT yxe
HacTpoeHo. MaplpyTm3aTop UMeeT cnefyowmn nyonuyHbin ctatudecknn IP-agpec, BblgaHHbIN
NuTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupytusatopa): 173.194.122.201.

JlokanbHasa ceTb umeet IP-agpeca B gnanasoHe «192.168.1.1 — 192.168.1.255», npnuem
«192.168.1.1» — «BHYyTpeHHM» |P-agpec wmapwpyTtmnsatopa (IP-agpec LAN-uHTepdelnca
MapupyTtmsatopa), «192.168.1.199» — IP-agpec kamepsbl. [1ns1 HACTPOWKM UCMOSb3YyeM KOMMNbIOTEP,
MOAKITHOYEHHbIN K 9TOW NOKanbHON CeTW.

Ona nogkntoyeHnsa |P-kamepbl K ceTn MHTepHeT TpebyeTca HasHauuTb MOPThbl, vepes
KoTopble ByaeT ocyLecTBNATLCA BHELUHUIA AOCTYN K €e HAaCTPONKaM 1 K BUAEONOTOKY C kamepsbl. B
nokKanbHOM CeTu aTW NOPThl MO YMONYaHMo MMeIT crneytowme sHavenms: HTTP-nopT — «80», MopT
AaHHbIX — «5000», RTSP-nopT — «554».

BHUMAHUE!
Mpwn obpaLyeHun n3 cetn IHTepHET Ans BCeX kKaMmep, HaxoasaLmMXcsa B OOHON NTOKanbHOM CETH, CYLLeCTBYET
Tonbko oauH IP-agpec (BblgaHHbIA NpoBangepom). MoaToMy Ans gocTyna K 3TMM kKamepam HeobXxoanmo

KaXkgou HasHa4mTb CBOM rpynnbl MNOPTOB.

[na nameHeHus nopToBs IP-kamepbl BbINONHUTE crneytolime AencTBUS:

BHUMAHMUE!
MopT AaHHbIX 06513aTeNbHO AOMKEH TPaHCNMPOBaTLCS «NOPT B MOPT». COOTBETCTBEHHO, AN BCEX Kamep

HeobxoaQMMO 3a4aTb pa3finyHble 3Ha4YeHnA nopTa AaHHbIX.

War 1: B BebO-mHTEpdence kamepbl OTKponTe pasgen MeHiwo Hacmpolku — Cemb —

OcHosHble (Puc. 6.4).

BEWARD

TNokansHuie OCHOBHbIE HACTPOMIA
Bnpeo
Cern

> LA ONVIF-nopr

> PPPOE
(] Benosms nepeazpecalyno nopros

>
UPnP / Moyt racrpoficn UPnP-copsepa asTowareiccrt

> Bonjo
Elm UPnP-cepeep [192.168.0.254

. Brewnwi IP-aapec

ONVIF-nopr

Jannc
Tpeaora
Chcremibie

Puc. 6.4
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War 2: seeante B none [[MopT AaHHbIX] HOBOE 3HAYEHWE, OTNIMYHOE OT 3HAYEHMs MO

I nasa 6. llooknouenue IP-kamepol k cemu Hnmepnem

ymon4aHuio. Hanpumep, nyctb B Ka4ecTBe nopTa AaHHbIX ucrnonbadyeTcs nopT «5001»

War 3: ana npyMmeHeHnst HacTpoeK HaxmuTe KHomnky [CoxpaHuTb].

Takum obpasom, nopTbl ANs JOCTyNa K AaHHOW Kamepe BHYTPW noKanbHOW ceTu ByayT:
HTTP-nopT — «80», NopT gaHHbIX — «5001», RTSP-nopT — «554».

[ns BTOpOM kamepbl MOXHO BblOpaTh crnegytowme noptol: HTTP-nopt — «80», MopT gaHHbIX
— «5002», RTSP-nopt — «554» n 1.4.

Kamepa HacTpoeHa. OcTtanocb NpaeunbHO HACTPOUTL MapLLIPyTM3aTop.

[na HacTpoMKM MapLupyTM3aTopa BbINOJIHUTE crneaylowme AeNCTBUA:
War 1: BBeguTe B agpecHon cTpoke OGpaysepa IP-agpec maplipytusaTtopa (B Haliem
npumepe — «192.168.1.1»). B nosiBUBLLEMCSA OKHEe aBTOpM3aLMU BBeAWUTE JNIOMMH 1 napornb. Nocne

yAa4yHON aBTOpU3aLnm OTKPOETCS OCHOBHAs CTpaHuua HacTpoek mapipyTtusartopa (Puc. 6.5).

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

TP-LINK®

Status

WPS
Network

Wireless

DHCP

USB Settings
Forwarding
Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Firmware Version:

Hardware Version:

3.13.27 Build 121207 Rel 61955n
WR2543ND w1 00000000

m

MAC Address:
IP Address:
Subnet Mask:

90-F6-52-75-BD-62
192.168.1.1
255266 2660

Wireless

Wireless Radio:

Enable

Name (SSID): TP-LINK

Puc. 6.5

War 2: Buibepute nyHKT meHwo Forwarding — Virtual Servers. B nossmBLIEMCSH MEHIO

HaxmuTe kHonky [Add New] (Puc.6.6).

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

TP-LINK'

Status
WPS
Network
Wireless ID  Service Port Internal Port IP Address Protocol Status Modify
DHCP
USB Settings Enable Al Disable Al Delete Al
Forwarding

Previous Nex
-UPnP
Security
Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools

Puc. 6.6
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War 3: po6aBbTe npaBuna nepeHanpasneHnsa noptos Ansg IP-kamepsl (Puc. 6.7). 3apante

cnegyoLme napameTpbl:
[Service Port]: ykaxuTte nopT, KOTOpbIA ByAeT ncnonb3oBaTbCa And AOCTyna K kKamepe 13

cetn NHTepHer.

NMPUMEYAHUE!
Bo wunsbexaHne KOHMMMKTOB He WUCNOnb3ynte Ons nepeHanpasrieHust NopToB 3apermcTpupoBaHHbIe

3HayeHus1. PekomeHayeTcsa Ucnonb3oBaHne NopToB guanasoHa 1124-7999.

[Internal Port]: ykaxuTte nopt, ncrnomnb3yemblin B JaHHbI MOMEHT AN A0CTYyna K Kamepe 13
noKarbHOu CeTu.

[IP Address]: ykaxuTe |IP-agpec kamepsbl, 4151 KOTOPOW HAcTpanBaeTcs nepeHanpasreHne.

OcrTarnbHble NYHKTbl He TPebyT HAaCTPONKMW.

Hob6asbTe npasuno ansa nopta HTTP (Puc. 6.7).

- e 450M Wireless N Gigabit Router
Tp LINK Mode! No. TL-WR2543ND

Status
WPS
Network
T Service Port: 81 (06X o XX)
T Internal Port: 80 (20X, Only valid for single Service Port or leave it blank)
USB Settings IP Address: 192.168.1.199
Forwarding Protocol: All hd
- Virts ers Status: Enabled -
- Port Triggering
- Commen Service Port: —Select One— -
-uPnp
Security
Parental Control Save
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools
Puc. 6.7

War 4: HaxmuTe KHOMNKY [Save], 4Tobbl coxpaHuTb npasuno. MNpasuno gobaeneHo (Puc.
6.8).
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I nasa 6. llooknouenue IP-kamepol k cemu Hnmepnem

TP-LINK 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wps

Network
ID  Service Port Internal Port IP Address Protocol Status Modify
Wireless
DHCP 1 81 80 192168.1.199 All Enabled Madify Delete
USB Settings
Forwarding Add New... | [ Enable Al | [ Disable Al | [ Delete All
Previous Next

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.8
LWar 5: Tem e cnocobom fobasbTe npasuno ana nopta RTSP (Puc.6.9).

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network
n ID  Service Port Internal Port IP Address Protocol Status Modify
Wireless
DHEP. 1 81 80 192.168.1.199 Al Enabled Madify Delete
USB Settings 2 3001 554 192.168.1.199 Al Enabled Wodify Delete
Forwardin
rvers AddNew.. | [ Enable Al | [ Disable Al | [ Delete All
- Port Triggering
-DMZ
Previous Next

-UPnp
Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.9

LWar 6: n ewe ogHo npasuno ang lNopTta gaHHbIX (Puc. 6.10).

BHUMAHMUE!

HTTP-nopTtbl 1 RTSP-nopThl kKaMep MOXHO NepeHanpasnisTh C MOMOLLbIO BUPTyanbHOro cepeepa, 04Hako

NopT AAHHbIX KaMep OO0JKEH ObITb Pa3HbIM 1 TPAHCIIMPOBATLCA «NOPT B I'IOpT»!

PykoBoacTBO no nogknro4veHuro IP-kamepbl B5350DVZ
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Be\UARD I nasa 6. llooknouenue IP-kamepol k cemu Hnmepnem

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wps

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify

1 81 80 192.166.1.199 Al Enabled Madify Delete
DHCP
USB Settings 2 3001 554 192.168.1.199 Al Enabled Wodify Delete
P— 3 5001 5001 192.168.1.199 Al Enabled Madify Delete

AddNew.. | [ Enable Al | [ Disable Al | [ Delete All
-upnp
Previous Next

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.10

War 7: Ecnu Bbl ncnonb3yeTte Heckonbko kamep, To Bam Heo6xoamMmo noBTopuThb Lwarn 2-6

ANnsa octanbHbIX Kamep (Puc.6.11).

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

uick setup
WPS

Network

[Fr— ID  Service Port Internal Port IP Address Protocol Status Modify
DHCP 1 81 80 192.168.1.189 Al Enabled Mlodify Delete
USB Settings 2 3001 554 192.168.1.199 All Enabled Modify Delete
[ 3 5001 5001 192.166.1.199 Al Enabled lodify Delete
_Virtual Servers 4 82 80 192.168.1.198 Al Enabled Mlodify Delete
- Port Triggering 5 3002 554 192.168.1.198 All Enabled Mlodify Delete
- DMZ 6 5002 5002 192.166.1.198 Al Enabled Modify Delete
-upPnP 7 83 80 192.168.1.211 All Enabled Modify Delete
Security g 3002 554 192.168.1.211 Al Enabled Modify Delete
Parental Control 9 5003 5003 192.168.1.211 Al Enabled Modify Delste
Access Control

YT — AddNew.. | [ EnableAl | [ DisableAll | [ Delete Al |

Bandwidth Control

IP & MAC Binding Previous

Dynamic DNS

System Tools

Puc.6.11

HacTtponka maplupyTtusaTtopa 3aBepLueHa.

Tenepb, 4TObbI NONY4YMTL AOCTYN K Kamepe n3 ceTn NHTepHeT, Hago obpaTuTbCsa K Her no
IP-agpecy, BblgaHHOMY nNpoBangepom («BHeWwHun» IP-agpec mapwpyTtusatopa), 1 HasHa4eHHOMY
en nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec mapuipyTtusatopa — «173.194.122.201». HTTP-noprT,
Ha3Ha4eHHbIN KaMmepe ans nepeagpecauuun, — «81». 3HauuT, Anga obpalleHna K Kamepe u3 cetu

MHTepHeT HeobXxoanMMO B agpecHon CTpoke Gpay3epa HabpaTb 3anpoc: http://173.194.122.201:81/.
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Lpunooicenus

MpunoxeHus

MpunoxeHune A. 3aBoacKue yCTaHOBKMU

Hwxe npuBeneHbl HEKOTOPbIE 3Ha4YeHUA 3aBOACKMX YCTAaHOBOK

HaunmeHoBaHue 3HayeHue
IP-agpec 192.168.0.99
Macka noacetun 255.255.255.0
Lnio3 192.168.0.1
Mmsa nonb3oBatens (agMmHucTpaTopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopt 80
MopT AaHHbIX 5000
RTSP-nopt 554
SMTP-nopTt 25
NTP-cepBep time.nist.gov

time.windows.com
time-nw.nist.gov
time-a.nist.gov

time-b.nist.gov

PykoBoacTBO no nogknro4veHuro IP-kamepbl B5350DVZ
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Be\vaRD Ipunosxcenus

MpunoxeHue B. NapaHTUnMHbIE 06A3aTenbCTBa

B1. O6wue cBegeHud

a) MNepeg nogkritoueHnem obopyaoBaHUS HEOHXOANMMO 03HAKOMMUTLCS ¢ PyKoBOACTBOM MO
aKcnnyaTaumm.

0) Ycnosus akcnnyaTauumn Bcero obopyaoBaHust 4omkHbl cooTBeTcTBoBaTh [OCT 15150-69,
FOCT B20.39.304-76 (B 3aBMCMMOCTM OT UCMOSIHEHNSA YCTPOWCTBA).

B) [1nsa noBbllWEHNA HageXHOCTK paboTbl 060pyaoBaHUs, 3aWwmUTbl OT OPOCKOB B NUTalOLLENn
ceTn n obecneveHnss GecnepebOMHOrO MUTaHUS cnegyeT UCNONb3oBaTb CeTeBble UNbTPbl U

ycTponcTBa 6ecnepebonHoro nnTaHus.

B2. 9nekTpomMarHMTHas COBMeCTUMOCTb

3710 0obopygoBaHMe cooTBETCTBYET TPebOoBaHUSAM drekTpomMarHUTHonm cosmectumoctn EN
55022, EN 50082-1. HanpsikeHune paguonomex, co3gaBaeMblx annapatypon, cooteetcteyet [OCT
30428-96.

B3. OnektponutaHue

[omKHO coOTBETCTBOBATL NapamMeTpaM, ykasaHHbIM B PyKoBOACTBE MO aKchnyaTauum ns
KOHKPETHOro ycTponcTtaa. [1ns yCTPONCTB CO BCTPOEHHbLIM UCTOYHMKOM NUTAHUS — 9TO NEPEMEHHOE
HanpsbkeHne 220 B £10%, yactoton 50 'y £3%. [1ns yCTpOWCTB C BHELWHMM CTabunnanpoBaHHbIM
afganTepoM NUTaHUS — UCTOYHUK NUTaHna 5 B £5% unn 12 B £10% (HanpskeHvne nynbcaummi — He
oonee 0.1 B).

B4. 3azemneHue

Bce ycTponcTtBa, nmetowwme BCTPOEHHbIN BNOK NUTaHWs, OMKHbI ObITb 3a3eMreHbl NyTem
NMOAKMIOYEHN K creunanbHbiM  po3eTKam  JNEKTPONUTaHus C  3a3eMiieHMeM Wnn  nytem
HENOCPEeACTBEHHOrO 3a3eMiieHust Kopryca, €eCnuM Ha HeM npedyCcMOTpeHbl chneuuvarnbHble
KpenexHble anemMeHTbl. 3as3eMneHne 3neKTponpoOBOAKM 30aHUA OOMKHO ObiTb BbINOMIHEHO B
cooTtBeTCcTBMU C TpebosaHnamm MY (MpaBuna Yctponctaa AnektpoyctaHoBok). ObopyanoBaHue ¢
BbIHOCHbIMM GnokamMuM nUTaHUA W aganTepamy Takke [OMKHO OblTb 3a3emneHo, ecnu 3To
nNpeayCcMOTPEHO KOHCTPYKLMEN KOpryca UNN BUIKX Ha LUHYpe NuTaHus. MOHTaX BO3AYLUHbIX NUHWIA
anekTponepeadM M NUHWA, NPOKNaAblBAaEeMbIX MO HAPYXHbIM CTEHaM 34aHMN U Ha Yepaakax,
OOIMKEH ObiTb BLINOMHEH 3KPAHMPOBAHHLIM Kabernem (MM B MeTannopykase), U NMHUWA OOSDKHbI
OblTb 3a3emrnieHbl C ABYX KOHUOB. [lpudem, ecnu OAWMH KOHeL 3KpaHa nogknidaercs
HEMNOCPEeACTBEHHO K LUMHE 3a3eMfieHusi, TO BTOPOM — MOAKMYaeTCa K 3a3eMIeHuo Yyepes

pa3psgHUK.
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B5. MonHue3awumTa

MonHuesawuTa gormkHa cootBeTcTBoBaTb P 34.21.122-87 "VIHCTpyKUMA NO YCTPOUCTBY
MOMHWe3aLnTbl 3gaHni n coopyxennin" n FTOCT P 50571.18-2000, TOCT P 50571.19-2000, TOCT
P 50571.20-2000. Mpwu npoknagke BO3AYLHbLIX MHUA U IMHUIA, NOYLLMX NO HAPY>KHOW CTEeHe 34aHni
1 Mo YepgavHbIM NOMELLEHNAM, Ha BXoAax 060pyaoBaHUS OOIMKHbI OblTb YCTAaHOBMEHbI YCTPOUCTBA

MOJTHMe3alunThI.

B6. Temnepartypa 1 BNaxHoCTb

MakcumanbeHble 1 MUHMMarbHblE 3HAYEHUs1 TemnepaTypbl SKCnyaTauMnm U XpaHeHusi, a
TaKkKe BNaXHOCTW, Bbl MOXETE NOCMOTPETL B TEXHUYECKOM ONMUCAHMM KOHKPETHOro 060pya0BaHuS.
MakcumanbHas pabovas Temnepartypa — 370 TemnepaTypa, BblLle KOTOPON He JOIKEH HarpeBaTbCs

Kopnyc yCTPOMCTBa B Npouecce ANMTENbHON paboThl.

B7. PasmelueHue

[Ana BeHTUNSAUMM yCTpOMCTBa HEOOXOAMMO OCTaBWUTb Kak MUHMMYM no 5 cm cBOGOAHOro
npocTtpaHcTBa no 6GokaM W CO CTOPOHbl 3agHen naHenwu ycTtpowuctBa. [lpu ycTaHoBke B
TEeNeKOMMYHMKALMOHHbIN LWKad unu CTONKy AormkHa ObiTb o6ecnevyeHa Heobxoamnmasi BEHTUNALMS.
[Ona aToro pekoMeHOyeTCsi yCTaHaBnuBaTb B LWKady creynanbHbin 6ok BEHTUNATOPOB.
Temnepatypa OKpyXatoLwero Bo3gyxa W BEHTMNALMA OOMKHbl obecneumBaTtb HeobxoauMmbIv
TemnepaTypHbii pexnm o00opyaoBaHWs (B COOTBETCTBUM C TEXHUYECKUMM XapaKTepucTuKamm
KOHKpeTHOro obopyaoBaHus).

MecTo ansa pasmeLleHnss 060pyaoBaHNs LOMKHO OTBEYaTh Creayowmm TpeboBaHNAaM:

a) OTcyTCcTBME 3anbINIEHHOCTU NOMELLEHWS.

6) OTcyTCcTBME B BO34yXe NapoB BMaru, arpeccuBHbIX Cpea.

B) B nomewleHunn, roe ycrtaHaenvBaeTca 0OOpyaoBaHWE, He OOMKHO ObiTb ObITOBbIX
HaCEKOMbIX.

r) 3anpewaertca pasmewaTb Ha 060pyAOBaHUN NOCTOPOHHME MpPeaMeTbl U NepeKkpbiBaTb

BEHTUNALMOHHbIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opynosaHne Heobxoaumo obcnyxmBaTb C NEPUOONYHOCTBIO HE MEHEe OQHOMO pasa B rof
C Lenblo yganeHus u3 Hero nbinn. AT1o no3sonuT obopynoBaHuio paboTtaTtb 6e3 cboes B TedeHne

npoaoJKNUTESNTbHOIO BpEMEHMN.

B9. NMoaknto4vyeHne nHtepdencor
O06opyaoBaHne AOMKHO NOAKNOYATLCA B CTPOrOM COOTBETCTBUM C Ha3HaAYe€HUEM U TUMOM

YCTaHOBIIEHHbIX NHTEP(ENCOB.
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B10. MNapaHTUiHbIe 06A3aTenbCcTBa

OOO «HIIMN «beBapg» He rapaHTupyeT, 4YTo obopyaoBaHue GyaeT paboTaTb AOMKHLIM
06pa3om B pasnuyHbIX KOHUrypaumsix n obnactax NpMMEHEeHUs, U He AaeT HUKAKOW rapaHTum, YTo
obopynoBaHune obasatenbHo Oyaet paboTaTb B COOTBETCTBMU C OXMAAHUAMMU KNWEHTa Npu ero
NPUMEHEHUN B CNELNPUYECKNX LIENSAX.

OO0 «HIIM «beBapg» He HeceT OTBETCTBEHHOCTM MO rapaHTUIHLIM 0bs3aTeNnbLCTBAM NpU
NOBPEXAEHUN BHELUHUX MHTEPdENCOB 000pya0BaHNst (CeTEBbIX, TENEMOHHbIX, KOHCOMbHbIX 1 T.M.)
1 camoro o60pyaoBaHUSA, BO3HUKLIEM B pe3yrnbTarTe:

a) HecobnogeHns npaBun TPaHCMOPTUPOBKM U YCITOBUI XPaHEHWS;

0) dhopc-mMaxkopHbIX 06CTOATENBCTB (TaKNX Kak NoXkap, HaBOAHEHME, 3EMITETPSACEHNE 1 Ap.);

B) HapyLUEHUs TEXHNYECKMX TPeOOBaHMI NO pa3MeLLEHMIO, MOAKITIOYEHMIO N 3KCMNyaTauum;

r) HEMpPaBUITbHbIX OEWCTBUIA NMPU NEPENPOLLUNBKE;

A) NCNONb30BaHWSA HE NO HAa3HAYEHUIO;

€) MEeXaHUYECKUX, TEePMUYECKMX, XMMUYECKMX W WHbIX BMAOB BO3OEWUCTBUM, €CNU UX
napameTpbl BbIXOAAT 3@ paMKM OOMYCTUMbIX SKCMNyaTauMOHHbIX XapaKTepucTuk, nmbo He
NpeayCcMOTpPEeHbl TEXHMYECKON creumdukalmen Ha gaHHoe obopyaoBaHue;

)K) BO30ENCTBUS BLICOKOrO Hanpa>XxeHus (yp,ap MOJTHUN, CTATUYECKOE IJTEKTPUHECTBO U T.I'I.).
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MpunoxeHue C. lNMpaBa n noagaepxka

C1. ToproBas mapka

Copyright © BEWARD 2024.

HekoTopble nNyHKTbI HacTosiwero PykoBoacTBa, a Takke pasgenbl MEHK YynpaBreHus
obopynoBaHus MoryT 6bITb M3MeHeHbl 6e3 NpeaBapUTENbHOIO YBELOMIEHNS.

BEWARD sBnsietca 3apernctpmpoBaHHon Toprosoin mapkon OOO «HIMIM «beeapa». Bece

OCTallbHble TOProBble€ MapKn npuHaanexart Ux sBragenbuam.

C2. OrpaHn4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beBapg» He rapaHTUpyeT, YTO annapaTHble cpegcTBa OyayT paboTaTb
OOIMKHBIM 06pa3oM BO BCEX cpedax M MPUMOXEHUSX, U He OaeT rapaHTMn U NpeacTaBreHUun,
noapasymeBaeMbIX WU BbIPAXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapakTepucTuK, WIu
paboTocnocobHOCTM MNpu Mchonb3oBaHuMM B creundunyecknx uenax. OO0 «HIMIM «besapa»
NpUNoXnno Bce ycunus, 4tobbl caenatb 370 PykoBOACTBO MO aKcnnyaTauum Hanbonee TOYHbIM U
nonHeiM. OO0 «HIIM «beBapg» oTkasbiBaeTCs OT OTBETCTBEHHOCTM 3a Ntobble onevatkn unu
NPoMycKu, KOTOpble, BO3MOXHO, NPOM3OLLIAN NpY HanMcaHnm gaHHoro PykosoacTtea.

NHdpopmauua B nobon yactn PykoBoacTBa No aKcniyataumm M3MeHseTcsa U OOMNosHseTcs
OO0 «HIM «beBapa» 6e3 npeasaputensHoro ysegomnennsa. OO0 «HIIM «beeapa» He GepeT Ha
cebsi HMKaKoW OTBETCTBEHHOCTU 3a Ntobble MOrpeLHoCTH, KOTOpble MOryT coaepXaTbCs B 3TOM
Pykoeogctee. OO0 «HIIM «beBapa» He GepeT Ha cebss OTBETCTBEHHOCTM M HE OAET rapaHTun B
BbIMycke OOHOBMEHWUA WITM COXPAHEHUN HEU3MEHHOW KakoW-NMOO WHGOpMaLMM B HACTOSILLEM
PykoBoacTtBe no akcnnyatauumn, U ocTaBnseT 3a cobon NMpaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBoacTtBo w/unu B u3genus, onucaHHble B Hem, B nioboe Bpemsi 6e3 npensapuTernibHOro
yBegomneHus. Ecnn Bbl obHapyxute B aTOM PykoBoacTBe MHGOPMauUuio, KOTopasa siBNseTcs
HenpaBUNbHON NN HENOMHOW, UM BBOAMUT B 3abnyxaeHve, mbl 6yaem Bam kpanHe npuaHaTenbHbl

3a Balum kommeHTapum 1 NpeanoxeHus.

C3. Npenynpexaexnsa FCC

3710 06opynoBaHMe BbINO NPOTECTUPOBAHO U NPU3HAHO YOOBMETBOPAOWNM TpeboBaHNAM
NONOXeHUsT O LNUPOBLIX YCTPONCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 [lpasun
depepanbHon kommccum no ceasm (FCC). 3tu orpaHnyeHus 6binn paspabotaHbl B Lensx
obecneyveHnss 3awWnTbl OT BPEAHbIX MOMEX, KOTOPble MOryT BO3HWKaTb MPUM UCMOMb30BaHUN
obopyfoBaHUA B KOMMeEPYECKMX Lendx. OTo obopygoBaHMe MOXeT uanydaTtb, reHepupoBaTb U
ncnonb3oBaTb 3HEPruio B pagmoyacToTHOM AmanasoHe. Ecnn gaHHoe obGopygosaHve 6yaet
YCT@HOBMNEHO W/unu B6yaeT MCNoNb30BaTbCA C OTKINOHEHWAMM OT Hactoswero PykoBoacrtea, OHO

MOXeT OKa3blBaTb BpegHoe BO30ENCTBME Ha Ka4YeCTBO paanoceA3n, a npmn yctaHoBke B XKUITON 30He,
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BO3MOXHO, — Ha 3g0poBbe nogen. B atom cnydae Bnageney Oynet obsA3aH mcnpaBnatb

nocnencTtena speagHoro BO3OENCTBMS 32 CBOWM CYET.

C4. NpepynpexaeHne CE
OTO yCTPONCTBO MOXET Bbl3blBaTb PagNONOMEXM BO BHELUHEM OKpyXeHuu. B aTom cny4vae

nonb3oBaTesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYIOLLNE MEPBbI.

C5. NMoppepxka
Ons uHopMauMnm OTHOCUTENBHO CepBUCA U NOAOEPXKKW, MOXanyncra, CBSXKUTECb C
cepBucHbIM LeHTpom OOO «HIMIM «beeapay». KoHTakTHble AaHHble Bbl MOXeTe HaWTh Ha cante

http://www.beward.ru/.

Mepen obOpaweHueM B Ccnyxby TExXHWYECKOW NOAOEPXKKW, MNOoXKarnywucra, noarotoBbTe
cneayoLyo nHpopmMaumio:

e To4Hoe HanmeHoBaHue u IP-agpec Bawero obopynosaHus (B cnyvae npnobpeteHus IP-
obopyaoBaHus), gaTa NoKymnKu.

e CoobLieHuns 06 owmnbkax, KOTopble NOABMASANNCE C MOMEHTA BO3HUKHOBEHUS NPOBNEMbI.

e Bepcusa npowmeku n Yepes kakoe obopynoBaHue paboTtano yCTponcTBo, Korga Bo3HUKNa
npo6nema.

e [lponsBegeHHble Bamn gencteusa (No waram), npegnpuHaTble Ans CaMOCTOSATENbHOro
peLlueHnst npobnemsl.

e CKpUMHLUOTbLI HAaCTPOEK U NapaMeTpbl MOAKITHYEHMS.

Yem nonHee OyaeTt npeacrtaeneHHas Bamu mHopmaums, Tem ObicTpee cneunanuctbl

CEePBUCHOrO LieHTpa CMOryT nomMo4yb Bam pelwmnTs npobnemy.
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MpunoxeHue D. CoBmecTtumoe PoE o6opyaoBaHue
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Ol Zz |z | Z|Z|m| o] | o | m]|om | o]|m] | mo|o|m;o|];o|o|omo| o]0 [ 0|o;] o
B2 D-Link DWL-P200 + + + + + + + + + + + + + + + + + + + + + + +
V4 TP-Link TL-SF1008P - - + + + + + + + + + + + + + + + + + + + + +
V2.5 TP-Link TL-SG3424P - - + + + + + + + + + + + + + + + + + + + + +
V3/ .
2148895002278 TP-Link TL-PoE150S + + + + + + + + + + + + + + + + + + + + + + +
AF00453500979 Planet POE-173 + + + + + + + + + + + + + + + + + + + + + + +
V2 /
AF00094100032 Planet POE-2400 S I A O O O O e i I B
V3/
A310114400490 Planet FSD-804P + + + + + + + + + + + + + + + + + + + + + + +
A310124200070 Planet FSD-804PS + + - + + + + + + + + + + + + + + + + + + + +
V2 Planet FNSW-1608PS + + + + + + + + + + + + + + + + + + + + + + +
Planet FGSW-
A920431700088 2612PVM + + + + + + + + + + + + + + + + + + + + + + +
Planet FGSW-
A920424400021 2620PVM + + + + + + + + + + + + + + + + + + + + + + +
N13196541103443 Beward PD9501G - - - - - + + + + + + + + + + + + + + - = + +
2415000211 Beward STL-11XP + + + + + + + + + + + + + + + + + + + + + + +
1500100213 Beward STL-11HP + + + + + + + + + + + + + + + + + + + + + + +
1500100066 Beward STL-01P + + + + + + + + + + + + + + + + + + + + + + +
1400102594 Beward ST-8HP + + + + + + + + + + + + + + + + + + + + + + +
1100103439 Beward ST-5HP4 + + + + + + + + + + + + + + + + + + + + + + +
1400101877 Beward ST-810HP + + + + + + + + + + + + + + + + + + + + + + +
1500100027 Beward STP-811HP + + + + + + + + + + + + + + + + + + + + + + +
1400100675 Beward STW-1622HP + + + + + + + + + + + + + + + + + + + + + + +
1400100200 Beward STW-02404HP | + + + + + + + + + + + + + + + + + + + + + + +
Beward STW-
1400100141 02404HPF + + + + + + + + + + + + + + + + + + + + + + +
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MpunoxeHue E. MMoccapun

3GP - mynbTuMeannHbIi KOHTENHep, onpeaendembln NapTHEpckMM [NpoekTom TpeTbero
nokonenus (Third Generation Partnership Project (3GPP) ons mynetumeaninHbeix cnyx6 3G UMTS.
MHorne coBpemeHHble MOGUIbHbIE TenedoHbl MMEKT (PYHKUMM 3anMcuM M NpocMoTpa ayauo u

Bugeo B hopmate 3GP.

ActiveX — 310 cTaHgapT, KOTOpbI paspellaeT KOMMNOHEHTAM NpPorpaMmMHoOro obecneveHuns
B3aMMOAENCTBOBATb B CETEBOW Cpede He3aBUCUMO OT 4A3blka(-OB), UCMONb3yemMoro Ans ux
co3faHus. Beb-Opaysepbl MOryT ynpaenidTb anemeHTamu ynpasrneHus ActiveX, gokymMeHTamu
ActiveX wn cueHapusmmn ActiveX. OnemeHTbl ynpaeneHusa ActiveX 4acTo 3arpyxawTcs U
WHCTanNNupyTCa aBToOMaTUYeCcKn, Kak 3anpawuvBaembl. Cama no cebe faHHas TexHonorus He
ABNSAETCH KpoccnnaTtopMeHHOM 1 noaaepXxmBaeTcsa B NoSIHOM o6beme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTpuyHas uucdpoBas aboHeHTCKas
JNINHUA) — MOLEMHas TEeXHOMornd, npeBpallatollad aHanoroBble CurHanbl, nepegaBaemble
NnocpeacTBOM CTaHAapTHOW TernedOoHHOW nuHMK, B UudpoBble curHanbl (NakeTbl AaHHbIX),

Nno3BOJ144 BO BpemMs pa6OTbI coBepLlaTb 3BOHKW.

Angle / Yron o63opa — 3T0 yros, KOTopbIi 00pa3yoT ny4n, CoeguHALLME 3a4HI0K TOYKY
00beKkTMBa 1 guaroHarnb Kagpa. Yron 3peHus nokasbiBaeT CbEMOYHOE pPacCTOsiHME U Yalle BCero
BblpaxkaeTcs B rpagycax. OBbI4HO yron 3peHnst uamepsieTca Ha NiMH3e, OKYC KOTOPOW yCTaHOBIEH
B ©6eckoHeyHOCTb. B 3aBMcumMoOCTM OT yrna 3peHusd, OOBLEeKTMBbI AenaT Ha Tpu Tuna:
LUMPOKOYrOfbHble, HOPMaribHble N ANUHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yallle BCero Ucnonb3yTcs Ans NaHOPaMHOro HabnageHus, yron 3apeHns coctaBnsaeT 75 rpagycos
n 6onbwe. HopmanbHble 06bEKTUBLI UMEKT yron 3peHus ot 45 go 65 rpagycos. Yron 3peHus

ANMHHOGOKyCcHOro o6bekTnBa coctasnseT 30 rpagycos.

ARP (Address Resolution Protocol / [lpotokon onpegneneHua appeca) -—
NCNONb3YIOLWMNCA B KOMMbIOTEPHbLIX CETAX MPOTOKOST HU3KOr0 YPOBHS, NpegHasHayeHHbIn Ons
onpegeneHns agpeca KaHanbHOro ypoBHS N0 M3BECTHOMY aapecy CeTeBOro ypoBHs. Hanbonbluee
pacnpocTpaHeHne 3TOT NPOTOKON nony4un Grnarogapsa noBceMecTHOCTU ceTen IP, noCcTpoeHHbIX
nosepx Ethernet. 31oT npoTokon ncnonbayetcs ans ceasm IP-agpeca ¢ MAC-agpecom ycTponcTsa.
Mo nokanbHOM ceTu TpaHcnMpyeTcs 3anpoc Ans noucka ysna ¢ MAC-agpecom, COOTBETCTBYHOLLUMM

IP-agpecy.

Aspect ratio / ®opmaT aKkpaHa — 9TO hopMaTHOE OTHOLLUEHME LLUMPUHBI K BbICOTE KaapoB.
O6wwmin chopmat kagpa, UCnonb3yembl ANs TENEBU3NOHHBIX 3KPAaHOB M KOMMbIOTEPHbLIX MOHUTOPOB,

coctasnseTt 4:3. TenesugeHue Bbicokon yeTkoctu (HDTV) ucnonessyet coopmat kagpa 16:9.
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Authentication / AyteHTuduKauma — npoBepka NPUHAANEXHOCTU CyObekTy [ocTtyna

NpeabsaABNEHHOrO UMM  WMAEHTMdUKaTopa; noaTBepXxaeHne noanuHHoctn. OgvH M3 cnocoboB
ayTeHTUMKaLMM B KOMMNbLIOTEPHON CUCTEME COCTOUT BO BBoAe Baluero nonb3oBaTenbckoro
naeHTudumkaTopa, B NPOCTOPEYUN HasbiBaeMoro «formHom» (login — perucrpaunoHHoe nms
nonb3oBaTensd) W Napofnd — HEKOW KoHduaeHUManbHOW WHOPpMauMM, 3HaHME KOTOpOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcoMm. NonyymB BBEAEHHbIV NOMb30BaTeNeM JIOrvH
N Naponb, KOMMbIOTEP CPaBHUBAET MX CO 3HAYEHMEM, KOTOPOe XpaHUTCA B cneumanbHon 6ase

OaHHbIX, N, B Clly4ae coBnageHuns, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris /| AP[] (ABTOoperynupyemasa anacdparma) — 9T0 aBToMmaTU4ECKOE perynnpoBaHme
BENMYMHbI Avadhparmbl 4NS KOHTPOMS KONMYecTBa CBeTa, NonagaroLlero Ha matpuuy. CywectsyeT

[Ba BapuaHTa aBToMaTn4eckon perynmpoBkn aunadgparmel: Direct Drive n Video Drive.

Biterate / Butpent (CkopocTb nepega4v gaHHbIX) — GykBanbHO, CKOPOCTb NPOXOXAEHNSA
OuTOB MHOpPMaunn. BUTPENT NPUHATO MCNONb3oBaTb NPU U3MepeHun 3PEKTUBHOM CKOPOCTH
nepegayn mvHoOpmMauun Mo KaHamny, TO eCTb CKOPOCTW nepefadn «nones3Horm WHgopmaumm»

(noMMMO TaKkoBOM, MO KaHany MOXeT nepeaaBaTbCs CryxebHas MHopMauus).

BLC (Back Light Compensation / KomneHcauusa ¢doHOBOM 3acBeTKU, KOMMEHcauus
3agHero cBeTa). TWNWYHbLIN NpUMepP HEOBXOAMMOCTU WUCMOSNb30BaHMA: YenoBek Ha )OHEe OKHa.
ONEeKTPOHHbIV 3aTBOP Kamepbl oTpabaTbiBaeT MHTErpanbHyto, T.e. 0OLLy0 OCBELEHHOCTb CLEHbI,
«BMAMMOM» Kamepon Yepe3 ob6bekTnB. COOTBETCTBEHHO, Manasa durypa 4yenoBeka Ha 60MnbLIOM
CBEeTMNoM (poHe OKHa BbINbETCH B UTOre "3acBeTKon" Bcen KapTUHKW. BkrtoveHue pyHkunm «BLC»

MOXET B NOAOBHbIX cny4yasax ncnpaButb pa60Ty aABTOMAaTUKN KaMepbl.

Bonjour — npoTokon aBTomMaTnyeckoro obHapyxeHus cepBumcoB (criyx6), ncnonob3yemoin B
onepaumoHHon cucteme Mac OS X, HaumHasa ¢ Bepcun 10.2. Cnyx6a Bonjour npegHasHavyaeTcs
A8 UICNONb30BaHWSA B JNTOKarnbHbIX CETAX M UCNONb3yeT cBeaeHus (3anmcu) B crnyxbe OOMEHHbIX
nmén (DNS) ana obHapyXeHust Opyrmx KOMMbHOTEPOB, PaBHO KakK M MHbIX CETEBbIX YCTPOWUCTB

(Hanpumep, NPMHTEPOB) B GrivXKaNLLEM CETEBOM OKPY>KEHWUN.

CIDR / becknaccoBas agpecauus (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTop IP-agpecaunn, no3BonsAwLwmMn rmbko ynpaensaTe NpocTpaHcTBOM IP-agpecos, He ncnonb3ys
XKECTKME paMKK KraccoBon agpecauuun. Kcnonb3oBaHMe 3TOr0 MeToda MNo3BONdeT 3KOHOMHO
NCNoNb30BaTb OrpaHUYEHHbIN pecypc IP-agpecoB, NOCKONbKY BO3MOXHO NMPUMEHEHNE Pa3fMYHbIX

MacoK noaceTen K pasnnyHbiM nNogceTaMm.

CCD / N3C-maTpunua — 370 CBETOYYBCTBUTESNbHBIA 3NEMEHT, NCNOMNb3YHOLNNCS BO MHOIMX
UMPOBLIX Kamepax M NpeacTaBnsaloWUn COBON KPYMHYK WMHTErparbHyl0 CXeMy, COCTOSLLY U3
COTEH TbICAY 3apsfoB (NUKcenemn), KoTopble nNpeobpasyloT CBETOBYH SHEPIUIO B 3ANEKTPOHHbIE

curHanbl. Pasmep matpuubl MoxeT coctaBnatb 1/4", 1/3", 1/2" nnn 2/3".
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CGl (EpavHbin wno30BbIM  UHTepdenc) — cneumdukaumsi, onpegensioLlas

B3anmopencTene web-cepsepa ¢ gpyrumm CGl-nporpammamu. Hanpumep, HTML-cTpaHuua,

copgepxawasa oopmy, MOXeT mucnonb3oaTb CGl-nporpammy ansa o6paboTkm AaHHbIX POPMBI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIN
MeTanIoOKCUAHbIA MNONYNPOBOAHUK) — 3TO LUMPOKO WUCNONb3yeMbld TUM MNONYyNpOBOAHMKA,
KOTOPbI UCMOSb3yeT Kak OTpULATENbHYIO, TaK Y NONOXUTENBHYIO 3NEKTPUYecKyto uenb. MNockonbky
TONbKO OHa U3 3TUX TUMOB Lienen MoXeT BbITb BKNOYEHa B Ntoboe AaHHOe BpeMsi, TO MUKPOCXEMbI
KMOIlMa notpebnsaioT MeHbLUe 3reKTPO3Heprum, YeM MUKPOCXEMbI, UCMOMb3yHoLWMe TONbKO OAWH
TMN TpaH3aucTopa. Tawke gatdnkm ndobpaxeHmss KMOIT B HEKOTOPbIX MUKPOCXEMax cogepxaT
cxeMbl 06paboTKN, OQHAKO 3TO MPEUMYLLECTBO HEBO3MOXHO Mcnonb3oBaTtb ¢ [13C-gatunkamu,

KOTOpble SBNSOTCS Takke Gonee 4OPOrMMKU B MPOM3BOACTBE.

DDNS (Dynamic Domain Name System, DynDNS) — texHonorusi, npumeHsiemas ans
Ha3HayYeHWs1 MOCTOSIHHOrO JOMEHHOIO MMEHU YCTPONCTBY (KOMMbIOTEPY, CETEBOMY HAKOMUTENO) C
AnHamnyeckum IP-agpecom. 31o MoxeT 6biThb IP-agpec, nonyyerHbin no DHCP vnn no IPCP B
PPP-coeanHeHuax (Hanpumep, npwv yganéHHom [ocTyne 4vepe3 mogem). [dpyrme MaluHbl B

MHTepHeTe MOryT yCTaHaBnnBaTb coeguHeHne C 3TOM MaLUMHOM NO OOMEHHOMY UMEHMWN.

DHCP (Dynamic Host Configuration Protocol / T[lpotokon AuHamMunyeckown
KOHcbUrypaumm ysna) — 3T0 CeTeBOW NPOTOKOM, NO3BONSIOWNA KOMMbOTEPaAM aBTOMaTUYECKU
nony4yatb IP-agpec v gpyrve napametpbl, Heobxoaumble ana pabotbl B cetn TCP/IP. [aHHbIN
npotokon paboTtaeT no Mogenu «KNMeHT-cepBep». [nNsi aBTOMATMYECKOW KOHMUrypaumm
KOMMNbIOTEP-KITMEHT Ha 3Tane KoHurypaumm CceTeBOro YycTpouctBa obpawaerca K Tak

Ha3biBaemomy cepsepy DHCP v nony4aeTt OoT Hero HyXHble napameTpsbl.

DHCP-cepBep — 91O nporpamma, KoTopas HasHadaeT knueHtam |P-agpeca BHyTpu
3a[aHHOro AmManasoHa Ha onpeferieHHbl nepuog BpeMeHu. [aHHylo YyHKUUIO NOAAepXKuBatoT

NpakTU4YeCckn BCe COBPEMEHHbIE MapLLpPYTN3aTopbI.

Digital Zoom / LincdhpoBoe yBennuyeHue — 370 yBenuyeHne pasmepa kagpa He 3a cuyeT
ONTWUKK, @ C NOMOLLbIO KaAppOBaHWS NOMYyYEHHOrO C MaTpuubl n3obpaxeHus. Kamepa Hu4ero He
yBENMUMBaET, a TOMbKO Bblpe3aeT HYXHYH 4YacTb Wu300paxeHuMss u pacTarmBaeTr ee Ao

nepBoHaYanbHOro paspeLleHus.

Domain Server / CepBep AOMEHHbIX UMEH — TakKe LOMEHbl MOryT ObiTb NCNONb30BaHbI
opraHm3aumsiMu, KOTopble XOTAT LeHTPann3oBaHHO YNpaBnATb CBOMMM KOMMbOTEPaMM (Ha KOTOPbIX
yCTaHOBIEHbl onepaunoHHble cuctembl Windows). Kaxabii nonb3oBatenb B paMkax OoMeHa
nony4yaeT y4YeTHyl0 3anucb, KOTopas obblMHO paspeluaeT 3aperncTpmpoBaTbCs U UCMOSb30BaTb

nobon KOMnNblOTEP B [AJOMEHE, XOTA OAHOBPEMEHHO Ha KOMMbKTEep MOryT ObiTb HaNOXeHbI
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orpaHn4eHus. CepBepOM OOMEHHbLIX WMEH ABIAETCA CcepBep, KOTOprI7I ayTeHTVI(*)I/IU,I/IpyeT

nonb3oBaTtenen B ceTu.

Ethernet — nakeTHasi TexHonorusi nepegadn AaHHbIX MPEVMYLLECTBEHHO B JTOKanbHbIX
KOMMblOTEPHbLIX ceTsx. CrtaHaapTel Ethernet onpepensitoT npoBoaHble  COEAMHEHUS U
3MeKTpUYeckme curHanbl Ha uandeckoMm ypoBHe, hopmaT kagpoB W NPOTOKOSbI yrnpaBneHus

OOCTYMNOM K cpefie — Ha kaHarnbHoM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne ycTtaHOBKM MO YMOJYaHUIO — 3TO YCTaHOBKW,
KOTOpbl€ M3Ha4YanbHO UCMOMb30BaHbl ANs YCTPONCTBA, KOrga OHO OTIPY>KaeTCsi C 3aBoAa B NepBbIv
pa3. Ecnu BO3HMKHET HEOOXOOUMOCTbL NEpPeyCcTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
MO YMOSYaHuIo, TO 3Ta (PYHKUMA NpUMMEHMMa Anst 6GoNbLUMHCTBA YCTPOWCTB, M OHA MOJTHOCThLHO

nepeycraHaBsnnBaeT nobble YCTaHOBKW, KOTOpPbIE ObIN N3MEHEHbBI MOSb30BaTENEM.

Firewall / Bpanamayap — 6paHgmayap (MexceTeBor akpaH) paboTaeT Kak 6apbep Mexay
ceTaAMMW, Hanpumep, MeXxay nokanbHon ceTbto U NHTepHeToM. bpaHamayap rapaHTuMpyeT, 4To
TONbKO 3aperncTpmMpoBaHHbLIM Nonb3oBaTensMm OyaeT paspelueH JOCTyn U3 OAHOW CeTU B APYryto
ceTb. bpanamayapom mMoXeT 6bITb NporpammHoe obecneyeHne, paboTatoLlee Ha KoMnbloTEPE, UK

6paHnmay3p0M MOXEeT ObITb aBTOHOMHOE annapartHoe yCTpOIZCTBO.

Focal length / ®okycHoe paccTtosiHue — usmepsiemMoe B MuUANUMETpax ¢OKyCHoe
paccTosiHne 06bEKTMBA KaMepbl, onpeaensioLlee LWNPUHY roOpM3oHTanbHOM 30HbI 0630pa, KoTopoe
B CBOI ouvepenb namepsietcs B rpagycax. OnpeaenseTtcst Kak pacCcTosiHMe OT nepeaHen rmaBHom
TOYKM [0 nepeaHero dokyca (4na nepegHero oKyCHOro pacCTOSHUA) U Kak pacCTOsIHUE OT 3aQHeNn
rMaBHOM TOYkM OO 3agHero dhokyca (ons 3agHero dokycHoro paccrtoddud). Mpu atom, nog
rnaBHbIMM TOMKaMu Noapa3yMeBatoTCsl TOHMKM NepeceyeHnst nepenHen (3agHen) rnaBHOM NNOCKOCTH

C OMTUYECKOMN OCbIO.

Fps / KagpoBas 4yacToTa — KONM4YeCTBO KadpoB, KOTOpoe BuaeocucteMa (KOMMblTepHast

urpa, Tenesusop, DVD-nneep, Bugeodanin) BolAa€T B CEKYHAY.

Frame / Kagp — kagpom sBnsieTcs nonHoe BuaeousobpaxeHune. B dopmate 2:1
YyepeccTpoyHOM pas3BépTkM uHTepderica RS-170 wm B dopmatax MexgyHapogHoro
KOHCYNbTaTMBHOrO KOMUTETa MO paguoBeLLaHuio, Kagp co3gaeTcs u3 AByx oTAeNbHbIX obnacren
TNIMHUIN YepeccTpodHON pa3BepTkn 262.5 nnn 312.5 Ha vactoTe 60 mnm 50 'y gns Toro, 4YToObI
cchopmmupoBaTtb MOMHbIA Kagp, KOTOpbIi 0Tobpasntcs Ha akpaHe Ha yactote 30 wnm 25 My, B
Buaeokamepax Cc NporpecCcnBHON pa3BepTKOM KaxKabl Kagp CKaHUpyeTcs NOCTPOYHO U He 9BnseTCH

4epecCcTPOoUHbIM; 6ONbLUMHCTBO U3 HMX oTobpakaeTcs Ha YactoTte 30 u 25 Iy,

FTP (File Transfer Protocol / lpotokon nepepaun cannoB) — 3TO NPOTOKON
NPUIIOXEHWS, KOTOPbIN ucnonb3yeT Habop npotokonoB TCP / IP. OH ucnonb3yetcsa, 4ToObI

obmeHuBaeTca pannamu Mexagy KomnbroTepamu/yctponctBamum B ceTn. FTP  nossonser

PykoBoacTBO no nogkntoyeHuto IP-kamepbl BS350DVZ m

eknama

KDAD' : MakcrmasibHO HagéxHoe poccuiickoe obopyaoBaHe CKY/ - COT - OC - Cb www.kodos.ru



BekvARD Ipunosxcenus

nogkntoYaTbes Kk cepepam FTP, npocmaTprBaTh coAepXnMoe KaTanoroB v 3arpyxatb dpainbl ¢

cepBepa unn Ha cepsep. NpoTokon FTP oTHocuTcs K NpoToKOnam MpUKNagHOro YpPoBHA U ANd
nepegayn AaHHbIX UCNONb3yeT TpaHCnopTHbIN NpoTtokon TCP. KomaHabl 1 AaHHble, B OTNMYKe OT
GonbLlUMHCTBA APYrMX NPOTOKOMOB nepeaarTcst No pasHbiM nopTam. [opt 20, oTKpbiBaeMbIA Ha
CTOPOHEe cepBepa, UCnonb3yeTcsa Ang nepegayn aaHHblX, NopTt 21 - ana nepegayv komada. MNopt

ana npuemMa gaHHbIX KInMeHToM onpenendaeTcd B Ananore corriacoBaHus.

Full-duplex / MonHbIM AynneKc — NOSHbIN gynnekc npeacraBnaeT cobon nepegayvy gaHHbIX
O[HOBPEMEHHO B ABYX HarnpasneHusix. B cucteme 3BykoBOCMpOU3BEAEHUS 3TO MOXHO OMucaThb,
Hanpumep, TenedOHHbIMM cucTeMamu. Takke nonyaynrnekcHas cBa3b obecneynBaet

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpaslieHN 3a OOVH pas.

G.711 — crangapT ons npeacraeneHnsa 8-omutHon komnpeccun PCM (MKM) curHana c
yactoton aumckpeTtusauum 8000 kagpos/cekyHay n 8 oGut/kagp. Takmm obGpasom, G.711 kogek

co3aaét noTtok 64 Koéut/c.

Gain / KoachcdmumeHT ycuneHmsa — KoadpUUNEHTOM YyCUNEHUS SABMSETCS KO PUUNEHT
YCUMEHNS W OKCTEHTa, B KOTOPOM aHanoroBbld YCUNUTEMb YCUNUBAEeT Cuny curHana.
KoadbpmumeHTbl yemunenunsa obbl4HO BbipaXatoTcs B eanHuuax mowHoctu. eumben (ob) asnsetca

Hanbonee yI'IOTpe6VITeJ'IbeIM crnocobom ans n3mepeHnda ycunenHma ycunmtensd.

Gateway / MexceTeBOW LWIKO3 — MEXCETEBbIM LUMIO30OM SBMSIETCA CeTb, KOTopas
OENCTBYET B KayecTBe TOYKM BXoda B Apyryto ceTb. Hanpumep, B KOpnopaTvBHOW CETU, CepBep
KOMNbloTEpa, AENCTBYIOLUMA B KA4eCTBE MEXCETEBOro LWso3a, 3a4acTylo Takke OeNCTByeT U B
KayecTBe MpPOKCU-CepBepa U cepBepa CeTeBOM 3almTbl. MexceTeBow LN3 YacTo CBA3aH Kak C
MapLLPYTM3aTOPOM, KOTOPbIA pacrno3HaeT, Kyaa HanpaBnaTh NakeT AaHHbIX, KOTOPbIA NPUXoauT B
MEXCETEBOW LUMO3, TaK U KOMMYTaTOPOM, KOTOPbIN MPeaoCTaBNseT UCTUHHBLIA MapLupyT B U U3

MeXXCeTeBOoro w3a and AaHHOro nakeTta.

H.264 — 370 mMexayHapoaHbIN CTaHOaPT KOAMPOBaHWUS ayauo M BUAeo, (Apyroe Ha3BaHue
'MPEG-4 part 10' unn AVC (Advanced Video Coding)). [JaHHbI CTaHAApPT COAEPXKUT psg HOBbIX
BO3MOXHOCTEN, MNO3BOSMSAKLINX 3HAYUTENBbHO MOBLICUTL 3MPEKTUBHOCTL CKaTusi BMOEO MO
cpaBHeHuto ¢ 6onee paHHumn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
HonbLyto rMOKOCTb NPUMEHEHUS B pa3HOODbpasHbix ceTeBbIX cpeaax. Micnonb3yeTtcs B LMGPOBOM

TenesunaeHun Bbicokoro paspewerus (HDTV) n Bo MHOrux gpyrmux obnacrsax umgpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / lpoTtokon nepepnaym runeptekcra) — ato Habop
npasun no obmeHy cannamu (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- U APYrMMU
MynbTumMeama cannamn) B cetu. lNpoTtokon HTTP saBnseTca npoTOKONOM BbICLLErO YPOBHSA B
cemerictee npoTokornoB TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaetca 4O NOSyYeHus

noateepXxaeHua o ero npaBuUiibHOM npueme.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl BS350DVZ L

eknama

KDAD' : MakcrmasibHO HagéxHoe poccuiickoe obopyaoBaHe CKY/ - COT - OC - Cb www.kodos.ru



BekvARD Ipunosxcenus

HTTPS (Hypertext Transfer Protocol Secure / 3awuweéHHbIM NpoTOKON nepeaayu

runeprekcra) — pacwumpeHue npotokona HTTP, nogaoepxusatowee wudpoBaHue. [daHHble,
nepegasaemble no npotokony HTTP, «ynakoBbIBalOTCA» B KpunTorpaguieckuii npotokon SSL nnu
TLS, Tem cambiM obecrneymBaeTcs 3awWuTa 3TUX AaHHbIX. B otnuumne ot HTTP, ana HTTPS no

ymon4aHuio ncnonosyetca TCP-nopt 443.

Hub / CeTeBOI KOHUEHTPATOP - CETEBON KOHLEHTPATOP MCNOMNb3yeTcs AN NoAKNHYEHNS
MHOrOYMCMEHHBIX YCTPONCTB K ceTn. CeTeBON KOHLEHTpPATOp nepeaaeT BCe AaHHbIe B YCTPOWCTBA,
MOAKIIOYEHHbIE K HEMY, TOr4a Kak KOMMYTaTop TOSMbKO nepefaeT AaHHble B YCTPOWCTBO, KOTOPOe

cneumanbHO NpeaHa3Ha4YeHo Ans Hero.

ICMP (Internet Control Message Protocol / MexceTteBon NpOTOKON ynpaBnsitOLWMX
coobuweHun) — ceTeBor MpPOTOKON, BXxoaswwmn B ctek npotokoroB TCP/IP. B ocHoBHoM ICMP
ncnonb3yeTcs Anst nepefady cooblleHuin 06 owmnbKax u OpYrnx UCKMYUTENbHBLIX CUTYyauusix,
BO3HUKLUMX NPV Nepefaye AaHHbIX, HAanpuMep, 3anpawmBaemasi ycryra HejoCcTyrnHa Unn xXocT unm

MapLpyTU3aTop He OTBEeYaloT.

IEEE 802.11 / CtaHpapt IEEE 802.11 — 3T0 ceMencTBO cTaHAapToB ANsi 6eCcnpoBOAHbIX
nokaneHblx ceten. CtaHgapt 802.11 nogoepxuBaeT nepedady AaHHbIX Ha ckopoctn 1 unm 2
M6uT/cek Ha nonoce 2.4 [Tu. CraHgapT xe 802.11b 3agaeT ckopocTb nepedadn AaHHbIX 11
M6wuT/cek Ha nonoce 2.4 [T, B To BpeMsi kak ctaHaapT 802.11a no3BonsieT 3agaTtb CKOPOCTbL A0 54

MowuT/cek. Ha nonoce 5 ITw,.

Interlaced video / YepeccTpoyHasa pa3BepTka — 3TO BMAEO3anuCb CO CKOpocTbio 50
n3obpaxeHuin (HasbiBaeMbIX NONSAMU) B CEKYHAY, U3 KOTOPbIX Kaxable 2 nocneaoBaTenbHbIX Nons
(nonykagpa) 3atem obbeguHsatoTea B 1 kagp. YepecctpoyHas passepTka bbina paspabotaHa MHOro
neT Hasapg Ans aHanoroBoro TeneBnaeHUs 1 40 CUX Nop LWMPOKO NnpumeHseTcs. OHa gaeT xopoluuve
pes3ynbTaTtbl NPy NPOCMOTPE ABWXKEHMSA B CTaHAAPTHOM M300paXkeHun, XoTs Bcerga CyllecTByeT

HEKOTOPOE MCKaXeHne U30BpaXkeHus.

Internet Explorer (IE) — cepus 6pay3epoB, paspabaTbiBaemasn koprnopauuven Microsoft ¢
1995 roga. BxoguT B KOMNNEKT onepaunoHHbIx cuctem cemernctea Windows. AensieTcs Hambonee

LUMPOKO MCnonb3yemMbiM Be6-6pay3epom.

IP 66 (Ingress Protection) — 310 cTaHgapT 3awmTbl 060pyA0BaHUSA, KOTOPbIA ONUCLIBAET
nbine- 1 BRaro- 3awmTy kamepbl BuaeoHabnogeHus. MNMepeasa umdgppa ob6o3Ha4aeT ypoBeHb 3aLnThbl
OT nonagaHusa TBEpAbIX YacTuy, (Hanpumep, undpa 6 o6o3HavaeT NONHOE UCKIIYEeHMe nonagaHus
nbinn). Bropas umdpa obo3HavaeT ypoBeHb 3almThl OT NonNagaHus Xungkocten (Hanpumep, undpa
6 ob6o3Ha4vaeT 6e3ynpeyHyo paboTy Kamepbl NPY BO34ENCTBUN MACCUBHbBIX BOASIHLIX MOTOKOB BOAbI

UM BpeMeHHOM obriMBaHuu.)
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IP-kamepa — uudgpoBasa Bugeokamepa, OCOOGEHHOCTBIO KOTOPOW sBNSAETCA nepepada

BMaeonoToka B uncpposoM copmate no cetn Ethernet, ncnonbaytrowen npotokon IP.

JPEG (Joint Photographic Experts Group / Crtanpapt O6beauHeHHOW rpynnbl
aKkcnepTtoB B obGnactu dotorpadmm) — oaovH M3 nonynspHbix rpadudeckmx ¢opmartos,
NPUMEHSEMbIA A8 XpaHeHus hoTon3obpakeHnn 1 NogobHbIX UM nsobpaxkeHun. MNpu cosgaHmm
n3obpaxeHmsa JPEG nmeetcs BO3MOXHOCTb HaCTPOWMKM UCMONb3yeMOro koadduumeHTa cxaTtusl.
Tak kak npu 6onee HU3KOM KO PULMEHTE CxKaTus (T.e. CaMOM BbICOKOM KayecTBe) yBenmynBaeTcs

obbem panna, cyliecTByeT BbIOOp Mexay Ka4ecTBOM nsobpaxkeHus n oobemom carna.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa namepeHunsi CKOpoCTU NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOTOPOW onpeeneHHoe KoNM4ecTBO BUTOB NPOXOAAT 3a4aHHYO TOYKY.

LAN (Local Area Network / JlokanbHasa BblMMCNUTENbHAA CeTb) — KOMMNbIOTEPHAs CETb,
nokpbiBatoLasi 06bIMHO OTHOCUTENBHO HEDONMbLUYD TEPPUTOPUIO NN HEGONMbLUYIO TPyNny 34aHWUA

(aom, odouc, bmpmy, MHCTUTYT), TO ECTb ONPeaENeHHYI0 reorpaun4eckyto 30Hy.

Lux / Jlrokc — eomHunua n3mMepeHna OCBELLEeHHOCTW. Onpep,enﬂeTc;l KakK OoCBeLlEHHOCTb
NOBEpPXHOCTU nnowagbio 1 KB.M. CBETOBbIM MOTOKOM 1 NIOMEH. |/|CI'IOJ'Ib3yeTCFI anda 0003Ha4eHus

YyBCTBUTEITbHOCTU KaMep.

MAC-aapec (Media Access Control address / AnnapaTHbIn agpec YCTPOUCTBA) — 3TO
YHUKanNbHbIN NOEHTUMUKATOP NPUCOEANHEHHOrO K CETU YCTPOMUCTBA UNK, TOYHEE, ero nHTepdenic

OnA NOAKMKYEeHNA K CETI.

Mbit/s (Megabits per second / Mout/cek) — 3T0 Mepa M3MEpPEHUs CKOPOCTU MNOToKa
AaHHbIX, T.€. 3TO CKOPOCTb, HA KOTOPOW BUTLI MPOXOAAT 3afaHHYH TOYKY. QTOT napameTp 06bI4HO
ncnonb3yeTtcsl, 4ToObl NPeacTaBUTb «CKOPOCTb» ceTu. JlokanbHas ceTb AofmkHa paboTtaTb Ha

ckopoctn 10 unu 100 MoBuT/cek.

MJPEG (Motion JPEG) — nokagpoBbil MeTO4 BMAEOCXKATUSl, OCHOBHOW OCOBGEHHOCTbIO
KOTOpPOro SBMSIETCA CXaTWe KaKO4oro OTAENbHOro kagpa BMOEOMOTOKA C MOMOLLbK anroputma
ckatna wusobpaxenHun JPEG. lMpm coxatum metogom MJIPEG wmexkagpoBasi pasHuua He

Y4UTbIBaAETCA.

MPEG-4 — 370 MexayHapoaHbI CTaHAapT, UCNONb3yeMbli NPEUMYLLECTBEHHO A5 CKaTus
undcpposoro ayamo u Bugeo. CrtanHgapt MPEG-4 B OCHOBHOM WCMNONb3yeTcsi AN BeLaHus
(noTokoBoe BMAEO), 3anncu OUNbMOB Ha KOMMAKT-AUCKM, BuaeoTenedoHun (BuaeoTenedoH) u

LLMpOKOBELLaHNA, B KOTOPbIX akTUBHO UCMNONb3yETCA CXKaTne LI,VI(*)pOBbIX BMOeo N 3ByKa.

Multicast / FTpynnoBasa nepega4va — cneunanbHas hopmMa LUMPOKOBELLAHUSA, MPU KOTOPOW
KOMMM NakeToB HanpaBnAwTCs OnpedenéHHoMy nogMHOXecTBy agpecatoB. Hapsgy c

NpUNoOXeHnamMn, YyctaHaBnmMBalwOWMMU CBA3b MeXay WCTOYHUKOM W OOHUMM nony4vyatenem,
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CyLeCTBYHOT Takme npurioxXeHud, raoe Tpe6yeTc;|, YTOObLI UCTOYHUK MOCbINarn I/IHC*)OpMaLl,I/I}O cpagy

roynne nonydatenen. [lpu TpaguuuoHHon TexHonorun |P-agpecauun Tpebyetcs Kaxgomy
nonyyaTtento UHgopmaLmM nocrnatb CBOM MaKeT AaHHbIX, TO €CTb OfHa U Ta Xe WHdopmaLms
nepegaeTcsi MHOro pas. TexHONornst rpynnoBon agpecaumn npeacrtaesnseT cobon pacwmpeHue IP-
agpecauumu, No3BONAKLLEEe HanpaBUTb OOHY KOMUIO NakeTa cpasy Bcem nonydarensaMm. MHOXecTBO
nony4artenen onpegenseTca NPUHaANEXHOCTbIO KaXXA0ro U3 HUX K KOHKpeTHOW rpynne. Paccbinky
ANS KOHKPETHOW rpynmbl NOMAy4atoT TOMbKO YNeHbl 3TOW rpynnbl.

TexHonorusa IP Multicast npegoctaBnseT psg CyLeCTBEHHbIX NPEUMYLLECTB NO CPaBHEHMUIO
C TpaavUMOHHbIM Noaxodom. Hanpumep, gobasrneHne HOBLIX NoNnb3oBaTenen He BriedeT 3a cobom
Heobxogumoe yBenuyeHne npomnyckHOW CrocOBHOCTU ceTu. 3HauYUTENbHO COKpallaeTCcs Harpyska
Ha nochbInarLLMi cepBep, KOTOpbIN BonbLle He AOMKEH NOAAEPKMBATb MHOXECTBO ABYXCTOPOHHUX

COEeNHEHUN.

[na peanusauun rpynnoBoV agpecauun B IOKaNbHOM CeTn HeobXoOuMbl: MOoaOEpXKKa
rpynnoson agpecaumn ctekoM npotokona TCP/IP, nporpammMHas nogaepxka npotokona IGMP gns
OTNpaBknM 3anpoca O MPUCOEAUHEHUN K rpynne u nomyvYeHun rpynnoBoro Tpaduka, nogaepxka
rpynnoBon agpecaumm CETEBOW KapTOW, MpuUNoXeHue, UCnonb3ylolee rpynnoBy0 agpecauuio,
Hanpumep, BMAeOKOoHepeHunsa. TexHonorma «MynbTUKacT» ucnonbdyet agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTcs cratumdeckas M guHammyeckas agpecauums. [pumepom
cTatnyeckmx agpecoB saBnsioTcs 224.0.0.1 — agpec rpynnbl, BKrovawLwen B cebsa Bce yanbl
nokansHonm cetn, 224.0.0.2 — Bce MapLlpyTu3aTopbl fokanbHOW ceTu. [uanasoH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH M MPOTOKOMOB MapLipyTU3auum u Opyrux
HU3KOYPOBHEBBLIX MPOTOKOMOB MOAAEPXKU rpynnoBon agpecauuun. OcTanbHble agpeca
ONHAMWYECKN  UCMOMb3ylTCA  NPUNoOXeHnsmMun. Ha  cerogHAWHWM  OeHb  BOMbLUMHCTBO
MapLLPYTM3aTOPOB NOAAEPKUBAIOT 3Ty ONUMIO (B MEHIO 0ObIYHO €CTb onuums, paspelatowas IGMP

MPOTOKOMN UM MyTbTUKACT).

NTP (Network Time Protocol / lNpoTokon cuHXpOHU3auuM BpPeMEeHu) — CeTeBOM
NPOTOKOM ANS CUHXPOHU3aLMN BpEMEHU C ncnosb3oBaHnem ceten. NTP ncnonb3yet onga cBoemn

paboTbl npoTtokon UDP.

NTSC (National Television System Committee / Ctanaapt NTSC) — ctanHgapt NTSC
SIBMISIETCSA TENEeBM3MOHHbLIM 1 BuaeocTaHgapTom B CLUA. CtangapT NTSC goctaenseT 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — otpacnesown ctaHgapT, onpeaenstoLmnn
NPOTOKOMbI B3aMOAENCTBUSA TakuUX YCTPOWCTB, Kak |P-kamepbl, BUaeopernctpaTopbl U CUCTEMbI
ynpaBnenns Buaeo. MexayHapogHbii OpyM, CO3[aBlIMWA  [aHHbIA  CTaHOapT, OCHOBaH
komnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uenbto

pa3paboTKM U pacnpoCTpaHeHUst OTKPLITOro CTaHaapTa Afs CUCTEM CETEBOro BuaeoHabNoaeHus.
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PAL (Phase Alternating Line / TeneBusnoHHbin ctaHgapt PAL) — TeneBW3WOHHbIN

CTaHaapT PAL saBnsetca I'IpeOGJ'IaD,al'OLLU/IM TENeBN3NMOHHbIM CTaHAapTOM B CTpaHax EBpOI'IbI.

TeneBun3anoHHbIM ctaHgapT PAL goctaensieT 625 cTpok B kagpe Ha 25 k/cek.

PoE (Power over Ethernet / NutaHue 4yepes Ethernet) — TexHonorusa, nossonstoLias
nepefasaTb YAanéHHOMY YCTPOWCTBY BMeCTE€ C [aHHbIMU OfEeKTPUYECKYHO 3Hepruio 4vepes

CTaHOapTHYO BUTYIO napy B ceTn Ethernet.

Port / TMopT — wnoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHbBIN pPECYPC, BbIAENSEMbIN
NPUMOXEHMUIO, BbINONIHAEMOMY Ha HEKOTOPOM CEeTEBOM XOCTe, AN CBA3N C MNPUMOXKEHUSMMU,
BbINOMIHAEMbIMW Ha APYrMX CeTEBbIX XOCTax (B TOM YucCne C APYrMMU NPUMOXEHUSIMU Ha 3TOM Xe
xocTe). B 06bI4HON KNMEHT-CepBEPHON MOAENUN NPUNOXKEHNE NTMOO OXXMAAET BXOAALWMNX AAHHBIX NN
3anpoca Ha coeauHeHue («cnywaet nopT»), MMBo nocbinaeT AaHHbIe UK 3anpoC Ha CoeMHEeHne

Ha M3BECTHbIN NOPT, OTKPbITbIA NPUITOXKEHNEM-CEPBEPOM.

PPP (MpoTokon gBYXTO4Y€4YHOro coeAnHeHUs1) — NPOTOKOJ, MO3BOMSOLWMIA NCNONb30BaTb
WHTepdenc nocrnegoBaTenbHONM Nepedayvn Ans CBA3W Mexay ABYMSA CeTeBbIMU YCTPONCTBaMM.

Hanpumep, nogkntodeHue MK Kk cepsepy nocpeacTBoM TeNedOHHON NUHUN.

PPPoE (Point-to-Point Protocol / lpoTokon coeauHEHNA «To4YKa - TOYKa») — NPOTOKON
OnNs NogkrtoyYeHnsa none3oBaTenen cetn ctaHgapTa Ethernet k MIHTepHeTy Yyepes LwinpokononocHoe
coefvHeHne, Takoe kak nuHua DSL, 6ecnpoBogHoe YCTPOWCTBO wMnn kabenbHbin mogem. C
nomoLbto PPPOE 1 WMpOKONONoCHOro Mmogema nosib3oBaTeny nokanbHOW CeTM MOryT nony4vatb
AOCTyn C WMHAMBUAOYanbHOW MNPOBEPKOM MNOASIMHHOCTU K BbICOKOCKOPOCTHBIM CETSIM [aHHbIX.
O6beaunnaa Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE obecneunBaeT
achpekTnBHbIM cNocob co3aaHnst OTAENbHBIX COEANHEHMI C yaaneHHbIM CEpPBEPOM AN KaXaoro

nonb3oBaTend.

Progressive scan / lporpeccuBHoe CKaHMpPOBaHME — 3TO TEXHOMOrMA NpeacTaBneHus
KagpoB B BuaeoHabnogeHuu, npy KOTOPOMW Kaxabl Kagp BOCNPOU3BOAUTCHA MO OOHOW NMHMK B
nopsifke nx pasMmeLLeHns KaxKayto WecTHaguaTyo JONK0 ceKyHabl. TO eCTb CHavana nokasblBaeTcs
nuHua 1, 3atem 2, 3ateM 3 1 Tak ganee. Takum ob6pasom, nsobpaxeHne He BbeTCcsa Ha OTAENbHbIE
nonykagpbl. B aTom crniyyae nonHoCTbIO ncdesaeT A ekt MepuaHnst, N03TOMY Ka4eCTBO OTCHATOrO

BMOeo nony4vyaeTcA ©onee BLICOKMM.

RJ45 — yHMDOUUMPOBaHHLIM pas3beM, WUCMOMNb3YEMbIN B TENEeKOMMYHMKauuax, umeet 8

KoHTakTOB. MicnonbayeTca ansa cosganus JIBC ¢ ucnonb3oBaHnemM 4-napHbix kabenewn BUTon napbl.

Router / MapwpyTunsaTop — 370 YCTPOMCTBO, KOTOPOE onpedenseT ToUKy bnmkanwen cetu,
B KOTOPYIO NaKkeT AaHHbIX JOMKEH ObITb HAMpaBMeH Kak B CBOW OKOHYaTENbHbIA NYHKT HAa3HAYeHUs.

MapLupyTusatop co3gaeT u/unu NogaepXunsaeT cneumanbHyo Tabnuuy MapLpyTusaumm, kotopas
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coxXpaHdaeT VIH(*)OpMGLI,VIIO, KaK TOJ1IbKO OHa AocTturaeT ornpeaerieHHbIX MyHKTOB Ha3Ha4YeHuA. MHorga

MapLpyTU3aTop BKIHOYEH B Ka4eCTBe 4YaCTh ceTeBOro KoMmyTtartopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIA NPOTOKON B PeXUMe peanbHOro
BpeMeHUu) — 3TO npoTokon IP ong nepefadn gaHHbIX (Hanpymep, ayavo Unu BUAEO) B pexume
peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B CBOEM 3arofioBke gaHHble, HeEObXoanmble O5is
BOCCTAHOBIIEHMSI TOflocCa UNU BUOEOM300pakeHns B NPUEMHOM y3fe, a Takke OaHHble O Tune
koguposanusa niHgpopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro npoTokona, B YaCTHOCTH,
nepegarTcsl BpEMEHHas MeTKa M HOMeP nakeTa. OT! napameTpbl NO3BONSIOT NPU MUHUMAbHbIX
3agepXkax onpegenqutb MOpPsiAOK M MOMEHT [OEKOAMPOBaHMSI Kakgoro naketa, a Takke
WHTepnonupoBaTb NOTEPSIHHbIE NakeTbl. B kauyecTBe HuXenexawlero nNpoTokona TPaHCMOPTHOro

YPOBHS, Kak NnpaBuno, ucrnosnbayetca npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepepayn NOTOKOB B peXxume
peanbHOro BpeMeHMu) — 3TO NPOTOKON YrNpaBreHusl, KOTOPbIV CIY>XUT OCHOBOW AN COrnacoBaHus
TPaAHCNOPTHLIX NPOTOKOSOB, Takux kak RTP, MHOroagpecHon nnn ogHoagpecHom nepegayn u ans
cornacoBaHuns ucnonb3yembix kogekoB. RTSP MoXHO paccmaTpuBaTh Kak nynbT AUCTAHLUMOHHOMO
ynpaBneHnss NoOTokaMu OaHHbIX, NpegocTaBnseMbiMyM cepBepom mynbTumeana. Cepsepbl RTSP
00blYHO wucnonb3ytoT RTP B KayecTBe CTaHOaApTHOrO npoToKona Ans nepefadm ayamo- U

BUOEOOaHHbIX.

SD (Secure Digital Memory Card/ kapta namatu tuna SD) — dopmaTt kapTbl ¢naLl-
namatv, paspaboTaHHbIN AN UCMONb30BaHMA B OCHOBHOM B MOPTATMBHbLIX YyCTpoucTBax. Ha
CEroAHAWHMIA OeHb LUIMPOKO UCMonb3yeTca B UMAPOBLIX YCTPOWCTBAX, Hanpumep: B
doToannapatax, MoOOMNbHbIX TenedoHax, KIIK, kommyHukaTopax W cmapTtdoHax, GPS-

HaBuratTopax, Bugeokamepax n B HEKOTOPbIX UTPOBbIX MPUCTaBKax.

Shutter / OnNeKTPOHHbIN 3aTBOP — 3TO 9MNEMEHT MaTpuubl, KOTOPbLIA MO3BOMSET
perynupoBaTb BPEMSsI HAKOMJIEHMS SNEKTPUYECKOro 3apsiaa. OTa AeTanb OTBEYAET 3a AJINTENBHOCTb

BbIAEPXKN 1 KONMYECTBO CBETa, NoMnaBLIero Ha MaTpuly nepes (oopM1MpoBaHNeEM U306paKeHMS.

SMTP (Simple Mail Transfer Protocol / MpocTon npoTokon nepegayn MNOYTbl) —
npotokon SMTP ncnonb3yeTcsa Ang OTCbINKM U NONYyYeHUSA 3NEKTPOHHOM NoYTbl. O4HaKo NOCKONbKY
OH 4BMSieTCA «NPOCTbIM» MO CBOEW CTPYKTYpe, TO OH OrpaHWyYeH B CBOEN BO3MOXHOCTW MO
BMECTMMOCTW COOBLLEHMN Ha nomnyyarLwemM KOHUE, U OH 0BbIMHO UCNOMb3yeTcs ¢ OOQHUM M3 ABYX
apyrux npoTokonos, POP3 mnn npoTOKONOM MHTEPAKTUBHOINO AOCTYyNa K 3IEeKTPOHHOW noyTe
(npoTokon IMAP). 3TK NpoTOKOsbI NO3BOMSOT MOSIb30BaTENIO COXPAHATL COOBLLEHUS B MOYTOBOM

ALLMKe cepBepa U NepuoanYeckn 3arpyxatb Ux U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / lpoTokon 3awueHHbIX

cokeToB / poTokon TPaHCMOPTHOrO YPOBHA) — 3TN ABa NpoTokona (npoTtokon SSL asndetca
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NPUEMHUKOM  NMPOTOKOJ1a TSL) ABNAOTCA KpMHTOFpad)VIquKVIMVI NnpoToOKO/TaMK, KOTOpble

obecneunBatoT 6e3onacHyto cBa3b B ceTu. B 6onblumHcTBE cny4vaeB npotokon SSL ncnonb3yetcs
yepes npotokon HTTP, 4yTobbl cdhopmMmpoBaTb NPOTOKON 3aLUMLLEHHON Nepedayvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMNb30BaHHOMO, Hanpumep, B NHTepHeTe ONS OCyLLeCTBNEeHNs
(OMHAHCOBLIX TpaH3aKkuuin B 3nekTpoHHoM Buge. [lpoTokon SSL wmcnonb3yeT cepTudukaTtbl

OTKPbLITOro KpUNTOrpadnyeckoro Krtoya, YTobbl NOATBEPXKAATh UAEHTUYHOCTL CEepBepa.

Subnet mask / Macka nogceTtun — 6utoBasi Macka, onpegensoliasi, kakast Yactb IP-agpeca
y3na ceTu OTHOCUTCS K agpecy CeTH, a Kakas — K agpecy camoro yana B aToln ceTu. Hanpumep, y3en

¢ IP-agpecom 192.168.0.99 n mackon nogcetn 255.255.255.0 Haxogutes B cetn 192.168.0.0.

Switch / KommyTtatop — KOMMyTaToOpoM SIBMSIETCSI CETEBOE YCTPOMCTBO, KOTOpOe
COEaUNHSIET CErMEeHTbl CETU BMECTE M KOTOPOE BblIOMpaeT mMapLlipyT ANs NEePECLISIKN YyCTPOWCTBOM
OaHHbIX K ero onvxkanwemy nonydvartento. O6bIYHO KOMMYyTaTop ABMsieTca 6onee NpocTbimM u 6onee
ObICTPbIM MEXAaHM3MOM, YEM CETEBOW MapLLpyTU3aTop. HekoTopble KOMMYTaTOPbl UMEIOT (OYHKLMIO

mapLupyTusaTopa.

TCP (Transmission Control Protocol / poTokon ynpaBneHus nepepayen) — ogmH 13
OCHOBHbIX CeTeBbIX MPOTOKONOB WMHTepHeTa, npegHasHadeHHbld NS ynpaBneHus nepepaden
OaHHbIX B ceTax u nogceTtax TCP/IP. TCP — aTo TpaHCNOPTHLIM MexaHu3M, nNpeaocTaBnsowmnm
NOTOK AaHHbIX C NpeABapuUTenbHOM YCTaHOBKOW COeAMHEHWS, 3a CHET 3TOro JaloLmii YBEPEHHOCTb
B JOCTOBEPHOCTM NONyvyaeMblX OaHHbIX, OCYLLECTBMSIET MOBTOPHLIM 3anpoc [aHHbIX B cryvae
noTepun AaHHbIX U YCTpaHAeT oybnupoBaHne npu nony4yeHnn AByx KONU O4HOro nakeTa (CM. Takke
T/TCP).

TTL (Time to live) — npegenbHbI Nepnog BpEMEHU UMM YUCNO UTEpPaLMA UM NEPEXoaoB,
3a KOTOpbIN HAbOoP AaHHbIX (NakeT) MOXET CyLecTBOBaTb 4O CBOEro McHe3HoBeHns. 3HadeHne TTL
MOXET pacCcMaTpuBaTbCA Kak BEPXHAS rpaHuLa BpeEMeHM CyLLecTBoBaHuS |IP-gentarpammel B ceTu.
Mone TTL ycrtaHaBnuBaeTcA oTnpaButenemM JenTtarpaMmMmbl U YMEHbLIAETCA KaXAdbiM Y3MNoMm
(Hanpumep, MapLIpyTM3aTOpPOM) Ha NyTU €ro crefoBaHus, B COOTBETCTBUM CO BPEMEHEM
npebbiBaHMs B OaHHOM YCTPOWCTBE WMM COrnacHo npoTtokony obpaboTtkn. Ecnm none TTL
CT@HOBUTCS PaBHbIM HYr OO TOro, Kak gevWTtarpamma npubyaeTt B MyHKT HasHaveHus, TO Takas
agentarpamma oTtbpacbiBaeTca M oTnpaButento oTceiiaetca ICMP-naket ¢ kogom 11 —

«I'IpeBblmeHme BpeMeHHOro nHTepBana».

UDP (User Datagram Protocol / lpoTokon aentarpaMmm nonb3oBaTtesisl) — 3T0 NPOTOKOJ
obMeHa JaHHBbIMW C OFPaHUYEHNSIMU Ha NepechINiaeMble AaHHbIE MO CETU, UCTMONb3YOLLEN NPOTOKON
IP. MNpotokon UDP saBnaetcsa anbtepHatnBon npotokony TCP. lMNMpeumywectso npotokona UDP
COCTOUT B TOM, YTO ANA HEro Heobs3aTenbHa AOCTaBKa BCEX AAHHBIX M HEKOTOPbIE NakeTbl MOryT

OblTb MponyLlieHbl, ecnn ceTb neperpyxkeHa. 3TO0 o0cobeHHO YyaobHO npu nepedadve
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BekvARD Ipunosxcenus

BugeomMarepumarioB B pexumMe pearibHOro BpeMeHWU, MNOCKOJIbKY HEe MMeeT CMbIClla MOBTOPHO

nepenaeath yCTapesLUyo MHAOpMaLIMIO, KOTopas BCe paBHO He ByaeT oToGpaxeHa.

UPnP (Universal Plug and Play) — TtexHonorus, nossongwowas nepcoHanbHbIM
KOMMNbIOTEPAM U MHTENNEKTyanbHbIM CETEBbIM CUCTEMAM (HanpuMMmep, OXpaHHOMY obopyaoBaHuIO,
pasBriekaTenibHbIM  YCTPOMCTBAM WM  UHTEPHEeT-LUNn3aM) CoeauHATbCAa  Mexay  cobon
aBTOMaTMyeckn n paboratb COBMECTHO 4yepe3 eguHyt ceTb. [Mnatdopma UPnP ctpoutca Ha
OCHOBE TaKMX MHTEpHeT-cTaHaapToB, kak TCP/IP, HTTP n XML. TexHonorns UPnP noggepxueaet
ceTeBble UHPPaCTPYKTYpbl NPaKTUYECKM NoBOro TMna - Kak NpoBoAdHbIe, Tak 1 6ecnpoBogHble. B nx
4nmcno, B YacTHOCTK, BXoOAaT kabenbHbin Ethernet, 6ecnpoBogHble cetn Wi-Fi, cetn Ha ocHoBe
TenedOoHHbIX JWHUKW, NUHUW anekTponuTaHna u np. [lopgaepxka UPNP  peanusoBaHa B

onepaumoHHbIx cuctemax Windows.

URL (Uniform Resource Locator / EaguHbIM yKasaTenb pecypcoB) — 3TO

CTaHgapTM3MpOBaHHBINA cnocob 3anucy agpeca pecypca B cetn MHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHon npoTokon nepeaayvm AaHHbIX) —
NPOTOKOM, CO34aHHbI crneumanbHo ansa GSM-ceTell, roe HYXHO YyCTaHaBnvBaTb CBS3b
NopTaTUBHbLIX YCTPOWUCTB C ceTbto MHTepHeT. C nomowpbto WAP nonb3oBatenb MoOOGUIbHOMO

YCTPOWCTBA MOXET 3arpyaTtb U3 ceT IHTepHeT ntobble UMdpPoBbIE AAHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KIUEHTOB,
00bIYHO Be6-Opaysepos, u Bbigawowmi um HTTP-oTtBeTbl, 06bl4HO BMecTe ¢ HTML-cTtpanuuen,

n3obpaxkeHnem, pannom, Meamna-noTokoM U ApYruMu AaHHbIMMU.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBogHas TOYHOCTb») — TOProBas Mapka
npombiwneHHon rpynnel «Wi-Fi Alliance» ana 6ecnpoBofHbix ceTen Ha 6ase ctaHgapta |IEEE
802.11. Jlboe obopygosaHue, cooTBeTcTBylowee cTaHgapty |EEE 802.11, moxetr ObiTb
npotectupoBaHo B Wi-Fi Alliance ona nonyyeHus cCOOTBETCTBYOLWEro ceptudukata v npasa

HaHeceHuda norotuna Wi-Fi.

W-LAN / BecnpoBogHasa LAN — 3710 6ecnpoBofHas nokanbHas ceTb, UCMOMb3yowas B
Ka4yeCcTBe HOCUTEMNS paauoBOIHbI: 6eCcnpoBOAHOE MOAKIIOYEHMNE K CETU KOHEYHOrO NONb30BaTENS.

[na OCHOBHOW CETEBOWN CTPYKTYPbl OOLIYHO UCNONb3yeTcHa kabenbHoe coeguHEHME.

WPS (Wi-Fi Protected Setup) — ctaHgapT, npegHasHayYeHHbIN Ans NoryaBToOMaTU4ecKkoro

co3ganusa 6ecnpoBOHON AOMALLHEW CETMU. npOTOKOJ'I Nnpnu3BaH OKa3aTb NOMOLLUb MNofib30BaTeNnaMm,

KOoTopble He 00nagalrT LIMPOKMMKU 3HAHUSMK O Be3onacHOCTM B OEecrnpoBOAHLIX CETHAX, U Kak
cnencTeMe, MMET CIIOXKHOCTU Mpu ocyllecTBrneHun HacTtpoek. WPS aBTomaTtnyeckun obosHavaeT
UMs ceTu 1 3agaeT WndpoBaHue, Ans 3almTbl OT HECAHKLMOHUPOBAHHOIO 4OCTYNa B CeTb, Npu

3TOM HeT HeobxoanuMocCTun BPY4YHYIO 3a4aBaTb BCE NapaMeTpbl.
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BekvARD Ipunosxcenus

AnNroputm cxaTusi BUOeo — 3TO MeToaMka YMeHbLUeHWst pasmepa daiina umngpoBon

Buageosanmcun nocpeacrsomMm  yaaneHud Fpad)l/l‘-leCKI/IX aNnemMeHToB, He BOCNpPUHUMAaEMBbIX

YernoBe4YeCKMM rna3oMm.

BapudokanbHbil 06bLEKTUB — OOBLEKTMB, MO3BOMSIOWMN MCMOMb30BaTh pPasfnyHble
(hOKyCHblE pPacCTOsiHUS B MPOTMBOMONOXHOCTL OOBLEKTUMBY C  (PMKCUPOBAHHBIM  (DOKYCHbIM

pacCcTosiHUEM, KOTOPbIV UCMONb3YeT NULLb OAHO PacCTOsIHME.

Butasa napa — Bug kabens cBs3W, npepctaBnsieT cobon OAHY WM HECKoNbKo nap
N30NNPOBAHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COOOW, MOKPbLIThIX MIACTUKOBOW OGOMOYKON.
CBvBaHME NPOBOAHUKOB MPOWM3BOAUTCS C LIEMbl MOBBILEHMS CTEMEHW CBA3M Mexay cobow
NPOBOAHMKOB OAHOW Napbl (3NeKkTpoMarHMTHasi noMexa oAMHaKoBO BnusieT Ha oba nposoaa napbl)
M NOCNEeayLero yMeHbLUEHUS1 3NEKTPOMArHUTHbIX MOMEX OT BHELUHUMX WMCTOYHWKOB, a Takke

B3aVMHbIX HABOAOK Npu nepeaade audgepeHumnanbHbIX CUrHamnoB.

Bblgepxka — MHTEpBan BpeMeHW, B TeYeHMe KOTOpPOro CBET BO3AEWCTBYEeT Ha y4acTok
CBETOYYBCTBUTENBHOMO MaTepuarna WM CBEeTOYYBCTBUTENbHOW MaTpuubl ANs COOOLLeHUs emy

onpenenéHHon aKcnosmunn.

[eTeKkTop ABMXKEHUSA — 3TO annapaTHbii NGO NPorpaMMHbIA MOAYMb, OCHOBHOW 3agaven

KOTOPOro ABndeTcs 06Hapy>|<eHV|e nepemeLlarlnxca B none 3peHnd Kamepbl 00BbEKTOB.

[eTekTop caboTtaxa — 3TO NMPOrpamMMHbIA MOAYSb, KOTOPbIA MO3BONSieT OOHapyXMBaTb
TakMe cuTyauuun, Kak: pactOoKyCUpoBKa, NEPEKPbITUE UM 3acBeYMBaHME M300paXKeHusi, OTBOPOT
Kamepbl, 4YacTudHas noteps curHana. [puvHuUMn OencTBUA OCHOBaH Ha aHanuM3e B pexumve
peanbHOro BPEMEHUW M3MEHEHMsI KOHTpacTa JlokanbHbIX obracten KagpoB W3 BWOEOMOTOKA,
nony4aemoro ¢ tenekamepbl-getekropa. [letektop caboTaxa aBTomaTU4eckn BolbupaeT obnactu
KagpoB, MO KOTOPbIM HEOOXOAUMO OLEHMBATb M3MEHEHME KOHTPACTHOCTU BO BPEMEHM W, eCcnn
N3MEHEHME KOHTPACTHOCTM B 3TMX OONacTAX MNPEBbLIWAET HEKOTOPbIA OTHOCUMTEMbHbLIN MOpPOT,

NPUHNMAET peLleHne O noTepe «rnosie3Horo» BuaeocurHana.

Onadparma (ot rpey. diaphragma — neperopogka) — 3TO OTBepcTMe B 0ObekTuBe
Kamepbl, KOTOPOE perynmpyeT KOMYeCTBO CBETA, MONaAaloLLero Ha matpuuy. MameHeHne pasmepa
AvadparMbl MO3BONSAET KOHTPONMMPOBaTb UENbIA Ppsif NokasaTenew, BaXKHbIX AN MNONyYeHus

Ka4yeCTBEHHOI0O M300paXkeHusl.

JdomMeHHoe umMsa — 370 onpeneneHHas 6yKBeHHaﬂ nocnegoBaTesibHOCTb, 0603Haqarou4aﬂ
nMmsa camTta unu ncnonbdyemaa B UMeHaX 3JIEKTPOHHbIX MOYTOBbIX ALLUKOB. ,D,OMGHHbIe MMeHa aarT
BO3MOXHOCTb agpecauun UHTepHeT-y3r0B U pacnofioXeHHbIX Ha HUX CeTeBbIX peCypcoB (Be6-

CanToB, CEPBEPOB NEKTPOHHOW MNOYTLI, APYrMX Cry0) B yooOHOM Ansa yenoBseka opme.

UK-noacseTka (UK-npoxekTop) — ycTponcTBO, obecredvvBarollee MNOACBETKY OObekTa

HaGnaeHUs C U3Ny4YeHneM B MH(PaKpacHOM AuanasoHe.
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BekvARD Ipunosxcenus

Kamepa «aeHb/HOUYb» — 3TO BUAeokaMepa, NpeaHasHaveHHas Ans paboTbl KPYrnocyTOYHO

B pa3HbIX YyCIOBUAX OCBELLEHHOCTU. B yCcnoBuax FlpKOI7I OCBeLEeHHOCTH M306pa>KeH|/|e uBseTHoe. B
TEMHOE BpeMsaA CYTOK, Korga FIpKMVI CBeT nponagaet, M Ha4MHaAKTCA CYMEpPKWU, |/|306pa>KeHV|e

CTaHOBUTCA ‘-IepHO-GGJ'IOG, B pe3yJibTaTe 4ero noBbillaeTCA HyBCTBUTEJIbHOCTb.

Kogek — B cnuctemax cBs3n kogek — 3To 06bl4HO kogep/aekoaep. Kogekm ncnonb3yotes B
WHTErpuMpoBaHHbIX LEensax WM MuKpocxemax Ans npeobpa3oBaHWs aHanoroBblX BUOEO- U
ayguocurHanoB B umdpoon dopmat anga nocnegytowen nepegadn. Kogek takke npeobpasyet
npuHMMaemMble UNGPOBbIE CUrHanbl B aHanorosbii ¢opmat. B kogeke opgHa MuKpocxema
ncnonb3yeTtcs Ans npeobpasoBaHNs aHanNoroBoro curHana B UMgpoBour 1 LMdpoBOro curHana — B
aHanoroBbln. TepMuH «Kogek» Takke MOXeT OTHOCUTBCS K KOMrpeccun/gekoMmnpeccun, n B 3ToM
crny4ae oH 06bl4HO O3HaYaeT anropuTM NN KOMMBIOTEPHYIO NPOrpaMmy Ans YMeHblueHns obbema

dannos n nporpamm.

HOpMaanO 3aMKHYTblIe KOHTAKTbl — TakKad KOHCTPYKUUA AaT4yMKa, KOTOopasd B NaCCUMBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, 2 B aKTUBHOM — PAa3OMKHYTbIE.

Hopmaano Pa3OMKHYTbI€ KOHTaKTbl — TaKad KOHCTPYKUMA [OaTyuKa, KOTopad B

NacCNBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbI€E.

O6BLEeKTUB — 3TO 4acTb OMTMYECKON CUCTEMDI BI/ID,eOHa6J'II'OD,eHI/IFI, npeagHasHavYeHHaa and

CbOKyCVIpOBKVI NOTOKa CBETa Ha MaTpuue BnaeokamMmepbl.

OTHoweHne curHan/lwym — YUCIEHHO OnpedensdeT coaepXaHwe napasuTHbIX LUYMOB B
curHane. Msmepsaetca B geumbenax (ob). Yem Gonblue 3Ha4yeHME OTHOLLIEHUS CUrHan/Lym gns

BuaeocurHana, TeM MeHbLLE MOMEX U UCKaXXEeHUI nMmeeT M306pa>KeH|/|e.

lNMukcenb — 3TO 0HA M3 MHOXECTBA TOYEK, COCTaABNAKLLMX LI,I/I(*)pOBoe M306pa>KeHv1e. LlBeT

N UHTEHCUBHOCTb KaXX0ro nmukcesnsa coctaBndeT KpOoLeYHyto obnactb V|306pa>|<eH|/|;|.

Mpokcu-cepsep (Proxy - npeacrtaBuTenb, YMNOSIHOMOYEHHbIM) — cnyxba B
KOMMbIOTEPHbIX CETAX, MO3BONSAOLWAA KIMEHTAM BbIMOMHATL KOCBEHHbIE 3anpocbl K Apyrum
ceTeBbIM cryk6am. CHavana KnmneHT NoAKIYaeTcs K NPOKCU-CEPBEPY U 3anpalLmBaeT Kakon-nmbo
pecypc, pacnonOXeHHbI Ha OpyroMm cepBepe. 3aTemM npokcu-cepeep OO noaknyaeTcs K
yKa3aHHOMY CEPBEpPY U MOSy4aeT pecypc y Hero, nMMbo Bo3BpaLLaeT peCcypc 3 COOCTBEHHOTO KaLua.
Mpokcu-cepBep MNO3BOMSET 3alMllaTb KIMEHTCKMN KOMMbIOTEP OT HEKOTOPbLIX CETEBbIX aTak U

nomMoraeT coxXpaHATb aHOHUMHOCTb KIMMeHTa.

MpoTtokon — cTaHgapT, onpegensalwmin noeefeHne QyHKUMOHanbHbIX 6510koB  npu
nepegadve AaHHbIX. PopmMannaoBaHHbIE NpaBuna, onpegensaowme nocnegoBaTenbHOCTb U opmaTt
COoO00LEeHN, KOTOPbIMM OOMEHNBAIOTCS CETEBbIE KOMMOHEHTHI, NeXallne Ha OgHOM YPOBHE, HO B

pa3HbIX y3nax.
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PaspelueHne nM3obpakeHUss — 3TO KONMMYECTBO NUKcenen (Todek) Ha eauHuuy nnowaam

I/I306pa)KeHVIFI. V|3MepﬂeTCF| B Merarnumkcenax uin 0T06pa>KaeTc;| B Buae AByX BEJIMYUH — BbICOTbI U

LLUMPUHDbI I/1306pa)KeHI/IFI. BhicoTta u LLMPpHMHaA TakKe B JaHHOM Crlydae U3aMepdarTCA B NUKCENAX.

Py4Hasa anacdparma — NnpoTMBOMNOMIOXKHOCTE aBTOMaTn4eckon anadparmel, T.e. HacTpourka
anadparMbl Kamepbl O0SDKHA BbINOMNHATBCSA BPYYHYHO ANA PeryriMpoBKM KOnuMyecTBa CBETa,

AocTurarowero 4yBCTBUTESIbHOIO 3rieMeHTa.

CBeTocuna o6beKTUBA — 3TO XapaKTepmuCcTuKa, NokasblBatoLLas, Kakoe KOnmMyecTBO cBeTa
cnocobeH nponyckatb AaHHbI 00bekTMB. Yem Gonblle MakCUMMarnbHbI OAnamMeTp OTKPbITOW
anadparmbl (Mnn, COOTBETCTBEHHO, YeM MeHbLUe F-4uncno), Tem BornbLuee KONMYEeCTBO CBETa MOXET

nonacTb CKBO3b OOBHEKTUB Ha chKaanyro MMOCKOCTb, M TEM BbILLE CBETOCUIA OObEKTUBA.

Cumnnekc - npu CUMMMNEKCHOM CBSA3N ceTeBOM Kabenb WAM KaHamn CBSA3NM MOXeT

MCNonb30BaTbCA AJ14 nepeaavdn MHd)OpMaLl,I/II/I TONMbKO B O4HOM HanpasineHunn.

YnuyHas Buaeokamepa — 3TO kamepa BuaeoHabnodeHusi, koTopasi obnagaet Bcemu

HeO6XOD,I/IMbIMVI XapakTepunctnkamm 3allnTbl OT BITUAHUA BHELUHeNn cpeabl And pa6OTbI Ha ynuue.

LiBeTHas Bupeokamepa — 9TO Kamepa, KOTopas pJaeT uBeTHoe u3obpaxeHue. [lo
onpegeneHnio MaTpuubl Bugeokamep 4YepHo-6enble, a Ans MONyYeHUs LBETHOro n3obpaxeHus
BO3re KaKOon siuerku maTpuubl opMUpYOTCAa LUBETHble unbTpbl. NepBbin UnbTP NPUBHOCUT
KpaCHY0 COCTaBNSAOLLYIO LiIBETA, BTOPOW 3€MEHYI0, a TPETUN CUHIOK. Taknm obpasom, Tpu SHEnkm
CTaHOBSATCS 04HOM Tovkon B UBeToBOM hopmaTte RGB. CnegoBaTensHo, BMECTO TPEX MMKCENEN Ha

pe3ynbTupytoLemM n3obpaxkeHnn Mbl Nosly4aemM TONMbKO OAMH.

AnekTpomexaHnyeckun WUK-bunbTp — npencraBnsget cobon YCTPOMCTBO, KOTOpoe
CNOCOBHO B OAHOM peXnme NofaBnaTb MHAPaKpaCHbIN AManas3oH Npu noMoLum nHgpakpacHoro VK-
dunbtpa, a B Agpyrom pexumme UK-ounbTp ybupaetca anekTpoMexaHudecku, Takum obpasom,

aenaa AOCTYNHbIM BE€Cb CNEKTP CBETOU3NYyYEHNA.
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