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Be\«VARD Inasa 1. Mepwvl npedocmopooxcnocmu

MnaBa 1. Mepbl NpefoCcTOPOXHOCTU

MNepea ucnonb3oBaHMeM yCTPOMCTBA HEOGXOAMMO NOMHUTL HUXKecneayoLlee.

[aHHbI NpoAyKT yaoBneTBopsieT BceM TpeboBaHmam 6esonacHoctn. OgHako, Kak 1 nobon
anekTponpubop, B criy4yae HenpaBuITbHOrO MCMOMb30BaHMSA OH MOXET CTaTb NPUYMHON NoXapa, YTo,
B CBOIO 04epedb, MOXeT NoBrieyb 3a cobon cepbesHble nocrneacTams. Bo nsdexaHme HecyacTHbIX

crny4aeB 06513aTeNIbHO U3y4nUTe UHCTPYKLMIO!

BHUMAHUE!
Mcnonb3dyinTe TONMbKO COBMECTUMbIE YCTPOMCTBA. OKChfyaTauusa YCTPOMCTB, He 0[06peHHbIX

npoun3soauTenem, Hegonycrtmma.

CobnropganTe MHCTPYKLUIO NO 3KcnnyaTtauun!
N3berante AnNuTenbHOrO MCMNOMb30BaHMSA WKW XpPaHeHUs Kamepbl B HeBnaronpusiTHbIX
YCIOBUSIX:

e [lpy CNMLWLKOM BbICOKMX UIK HU3KNX TeMMepaTypax (paboyvas TemnepaTypa YCTPOWUCTB OT
-45 no +50 °C).

e W3beranTte nonagaHnsi NPAMbIX COMHEYHbIX JTyYen B TeYeHUe ANUTENbHOro BpeMeHu, a
Takke HaxoXxaeHus Nob6n3ocTn OTONUTENbHBLIX U 06orpeBaTenbHbIX NPUOOPOB.

e W3beranTte 6GnM30CTN C BOAOW UM UCTOYHUKAMM BNAXHOCTW.

o [3berante 6nu3octu c ycrtponcTeamu, obnagarowmnmm 60nblLIMM 3MEKTPOMArHUTHbLIM
3 eKTOM.

e Heponyctuma yctaHoBKa Kamepbl B MECTaX C CUNbHOW B1bpaumen.

BHUMAHUE!

B cnyyae HencnpaBHOCTU KamMepbl CBSKUTECH C cepBUCHbIM LieHTpom OO0 «HIIM «beBapay».

B cnyyae HeKkOoppeKTHOM paboTbl KamMepbl:
e [lpn oBHapyxeHun gbiMa nnun Heobbl4HOro 3anaxa.
e [lpn nonagaHum Bogbl NN ApYrnx NHOPOAHbLIX OOBHEKTOB BHYTPb.

° I'Ipvl nageHnn KamMmepbl U1 noBpeXXaeHmmn Kopnyca:

BbinonHuTe cneayrowme AoeNCTBUA:
e OTKNIOYMNTE KamMepy OT UCTOYHUKA NUTAHMSA U OTCOEAMHUTE BCE OCTarnbHble NpoBoAa.
o Casxutecb ¢ cepBuUCHbIM LeHTpoM OOO «HIIM «beBapa». KoHTakTHble gaHHble Bl

MoXeTe HauTu Ha canTe http://www.beward.ru/.
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Be\«VARD Inasa 1. Mepwvl npedocmopooxcnocmu

TpaHcnopTupoBKa

Mpw TpaHCNOPTUPOBKE KaMepPbI NMOMNOXMTE €€ B YNAKOBKY NPoMU3BOAUTENS UK NtoboI Apyro

MaTepuan cooTBeTCTBYHOLEro Ka4ectsa 1 yoaponpo4yHOCTW.

BeHTnauua
Bo n3bexaHune neperpeea, HM B KOEM Clly4ae He BNOKNMpYNTE LIMPKYNSLUIO BO34yXa BOKPYr

Kamepbl.

YucTtka

Ncnonb3ynte MArKyro Cyxyr TKaHb [Ons NPOTMPaHUS BHELUHWX MoBepxHocTen. [lns
TPYAHOBLIBOAMMbIX NATEH UCNONb3YyMTE HEGOMNbLUOE KONMMYECTBO YMCTSLLLErO CPEACTBa, NOCNe Yero
HaCyXxO BbITPUTE NOBEPXHOCTb.

He ncnonb3yinTe neTyyne pacTBOpuTENM, Takme Kak CnvpTocodepalime cpenctsa unu

O€eH3MH, TaK Kak OHU MOTyT nNoBpeanTb KOpnyc KaMepbl.
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BG\,UARD Inasa 2. Obwue ceedenus

MnaBa 2. O6wme cBeaeHud

BEWARD B5360DVZ — aT0 KynonbHas, 3aluueHHas oT BO34eNCTBUS BHeLWHen cpeabl IP-
BMAEeOKamMepa aHTMBaHOANbHOMO WCMNOMHEHWs, paspaboTaHHas ANs NPUMEHEHUS B cuUcTeMax
npodeccmnoHaneHoro BugeoHabnogeHns. Kamepa ocHawieHa BbiCOkovyBCcTBUTENBHBIM KMOT-
ceHcop SONY Starvis ¢ paspeleHnem 5 meranukcenen n NnporpeccuBHbIM CKaHMpoBaHUeM. Takune
TEXHONOrnK, kak pexmnm «[deHb/Houb», paclumpeHHbIn gnHamudecknin gnanasoH (2xWDR), cuctema
wymonoaasneHus (2D/3DNR), a Takke BcTpoeHHas WK-noaceeTka, BapudokanbHbii 06beKTuB C
BO3MOXXHOCTbIO yAarneHHON perynmpoBkM yrra o63opa 1 ooKyCMpOBKM 1 anekTpomexaHnyeckuin NK-
duNbTP, BBIFOAHO OTNMYAKT OaHHYI MoAeNb, MO3BOSIAA €M COOTBETCTBOBaTb BbICOKMM

Tpe6OBaHVI$IM, npegbAaBndemMblM K COBPpeMEHHbIM CMCTEMaM BNOeoHabnoaeHuns.

Puc. 2.1

IP-kamepa BEWARD B5360DVZ nossonsieT npocmaTpuBatbh BUAEO B pearibHOM BPEMEHU
Yyepes cTaHaapTHbIM NHTepHeT-6pay3aep.

Kamepa cnocobHa BblgaBaTb BMOEONOTOK B dpopmMartax cxatus H.265, H.264 n MJPEG.
®opmaTt H.265 ngeanbHO NoaxoauT B YCIOBUSAX OrpaHMYEeHHOW nonockbl nponyckaHus. MNpu ero
NCMonb30BaHUN OOCTUrAeTCAd HaUMEHbLUIMA TpaduK U Xopolluee KavyecTBO M3obpaxeHunsa. dopmat
MJPEG npegHasHayeH ans 3anucu n npocmMoTpa BUOeon3obpaXxeHnsa B Haunyyem Kkayectse, HO
TpebyeT BonbLINX CETEBLIX PECYPCOB M MECTA Ha XXEeCTKOM ANCKe (AN 3anucu).

Kamepa B5360DVZ nogknoyaetca K ceTu npyv NOMOLWM MNPOBOOHOrO WHTepdenca
10/100BASE-TX Ethernet n nmeet nogaepxky PoE.

Mogoepxka kapT namsaty Tuna MicroSD nossonsieT caenatb cuctemy BuaeoHabnogeHns
ewe 6onee HagexHon: BaxHas MHdoOpMaUnsa He nponageT npu noTepe CoeauvHEHUs, B MOMHOM
obbeme oHa ByaeT coxpaHeHa Ha kapTe namaTu. B ganbHenwem, ee MOXHO ByaeT BOCNpon3BecTu
Kak HernocpeacTBEHHO C KapTbl, Tak U yaaneHHO nocne ycTpaHeHUst TEXHUYECKMUX Hernonagok ceTu.
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Be\’vARD Inasa 2. Obwue ceedenus

2.1. OcobeHHocTH IP-Bngeokamepsi BEWARD B5360DVZ

e BbicokokauecTBeHHbI KMOI-ceHcop SONY Starvis ¢ nporpeccmBHbIM CKaHMPOBaHNEM
o [lo 25 kagpoB B cekyHay npu paspeleHnn 2592x1944 nukcenemn

o UK-nogceeTka ¢ ganbHOCTbO paboTbl 40 25 meTpoB

o [lopoepxka kapT namaT Tmna MicroSD/SDHC

o KoguposaHue Byx notokos B H.265/H.264, H.265/MJPEG, H.264/MJPEG
¢ MoTOpn30BaHHLIN 0OBLEKTMB

o Pexum «[eHb/Houby», anekTpomexaHndeckmin UK-counnbTp

e ABTOMaTM4Yeckas perynupoBka guadparmol

e PacwupeHHbI gnHammyeckuin guanasoH go 120 ob (2xWDR)

o Llndposas cucrema wymonogaenenus (3DNR, 2DNR)

o BcTpoeHHbIn Be6-cepBep Ans HabnogeHns 1 HaCTPONKN

e 3awuTa OT BHELLHErro BO3OENCTBMA No ctTaHaapTty IP66

e [lutaHue no kabento Ethernet (TexHonorusa PoE)

o [lopoaepxka ONVIF

2.2. OCHOBHbIe XapaKTepPUCTUKU

o (CpeTouyBCTBUTENbLHBIN aneMeHT: 5 Mn, KMOI1 1/2.8" SONY Starvis ¢ nporpeccrBHbIM
CKaHMpOBaHVEM

e MoTopusoBaHHbIn obbekTuB: f 2.7-13,5 mm, F1.3, AP[ (yron o63opa 31 go 105° no
ropusoHTanu, ot 23 4o 76° no BepTuKanu, BO3MOXHO BMHbeTUpoBaHne He bonee 3%),
NOCTOsIHHAsA M MoLLaroBas perynupoBka 3yma u okyca

o YyscTBUTENbHOCTL: 0.006 Nk (aeHb) / 0.003 nk (Ho4Yb)

e CkopocTb 3aTtBopa: oT 1/25 ¢ go 1/40000 c

e Paspewenune: 2592x1944, 2592x1520, 2048x1536, 1920x1080 - OCHOBHOW MOTOK;
1280x960,1280%720, 960x540, 720x576, 640%x480, 640x360, 480x360, 432x240 -
anbTepHaTUBHbIN MOTOK

o OpHoBpemMeHHoe koaupoBaHue: H.265/H.264, H.265/MJPEG, H.264/MJPEG

o CkopocTb kagpoB: [Jo 25 k/c Ha Bcex pa3peLLeHusiX

e BCTPOEHHbI MHOrO30HHbI AETEKTOP ABUXKEHUS C PEryNIMPOBKON YyBCTBUTENBHOCTM

e [lo 10 ogHOBPEMEHHbIX NOLKTHYEHUI

e OTnpaBka KagpoB C BbIGOPOM paspeLleHus No ANeKTpoHHOM noyte, Ha FTP-cepsep u
KapTy mamMaTM MO pacnucaHuilo, Nepuoauyeckn U MpU BO3HUKHOBEHUU TPEBOXHOIO
cobbITUSA.

e OrtnpaBka B1aeo C BbIGOPOM MOTOKa (OCHOBHOW/anbTepHaTuBHbINM) Ha FTP-cepsep u

KapTy namMaT no pacnmncaHuio N npm BOSHUMKHOBEHNUU TPEBOXXHOIO coObITus.

PykoBoacTBO no noaksntoyeHuto IP-kamepbl B5360DVZ
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Be\,UARD Tnasa 2. Obwue ceedenus

e [lutanme: DC 12 B, / PoE (802.3af Class 0): End-Span, Mid-Span

e PabGouas Temnepartypa: ot -45 no +50 °C

o [lopgoepxmBaemble npotokonel: TCP/IP, UDP, DHCP, IPv4/IPv6, ARP, FTP, SMTP,
DDNS, NTP, HTTP, HTTPS, RTSP, RTP, SSL, PPTP, DNS, UPnP, PPPoE (PAP,
CHAP), ONVIF Profile S

o [lopoepxka oTpacnesoro ctaHgapta ONVIF Profile S

2.3. KomnnekT nocTtaBKu

e |P-BMgeokamepa C yCTaHOBMEHHbIM OOBbEKTUBOM M NOAKMOYEHHBIM kabenem (nuTaHue
12 B, ceTeBoW pa3bem, COPOC HACTPOEK)

o KpenexHbln KOMNNeKT

o Ckoba ansa dumkcaunmn kabens

BHUMAHMUE!
BEWARD ocTaBnsieT 3a cobov npaBo Ha W3MEHEHWe KOMMrekTauum obopyaoBaHUS U ero Jobbix

XapaKTepucTunk be3 npeaBapuTesibHOro ysejoMJ1eHuA.
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NnaBa 3. Paamepbl U OCHOBHbIE 3fIeMEHTbI YCTPOMCTBA
3.1. Pa3smepbl IP-kamepbl B5360DVZ

Inasa 3. Pazmepwvi u ocHo8HbIE 21eMenmbl YCmpotucmea

$96,5
I

------- = @S

Puc. 3.1

Pa3amepbl ykaszaHbl B MUNnuMeTpax.

3.2. OCHOBHbIe 3/1eMeHThbl

Puc. 3.2
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Be\'UAnD Tasa 3. PClS’ﬂlepbl U OCHOBHblE 2jleMeHNnbl yCWlpOIZCI’I’l(i"Cl

Ans poctyna K BHYTpeHHUM 4actam IP-kamepsl BEWARD B5360DVZ Heobxogumo

OTKPYTUTb KITHOYOM M3 KOMMJSIEKTa NOCTaBKM TPWU BUHTA C aHTUBaHA4anbHbIM wnvuom (Torx Tamper
Resistant) u cHATb Kynon kamepbl (CM. NYHKT 4.3).

O61beKkTuB (1): MOTOPU3OBAHHbLIN OOBEKTUB C MOCTOSIHHOW M NOLLAroBOW pPeryninpoBKon yrna
0630pa n hokycuposkomn (onucaHbl B «PykoBogcTee no skcnnyataumm kamepbl B5360DVZ»).

MoBOPOTHLIN MexaHU3M (2): COBOKYMHOCTb MOOBWXKHbBIX 3FIEMEHTOB KaMepHOro mMogyns,
obecneynBaloLLMX rMOKy0 perynmpoBKy HanpaseHus o63opa Kamepbl.

BuHTbl ¢pukcaumm (3): npegHasHayveHbl Ans pykcauMm NnoBOPOTHOrO MexaHu3ma rnocrie
YCTa@HOBKM yrria HaknoHa obbekTnBa (CM. NyHKT 4.4).

UK-noaceeTtka (4): B TEMHOE BpeMsi CyTOK, MpU HELOCTAaTOYHOM OCBELLEHHOCTM Kamepa
nepexoaut B pexuMm «Houb» (4epHo-0enoe wn3obpakeHne) n akTUBUPYET MHAPaKPaCHYHO
NoAcCBeTKY, KOTOpas No3BONSAET BECTU BUAeoHabnogeHne gaxe B nonHon temHoTe. MIK-nogceeTka
ABNAETCHA anbTepHATMBHBLIM OCBELLEHMEM CTaHAApPTHbIM flamMnam, HO Mpyv 3TOM Mano 3ameTHa
OKPY>KaKOLLMM.

Oatumk ocseweHHoCcTU (5): POTOINEMEHT, NpeaHasHayeHHbI O aBTOMAaTUYECKOro
nepexoga kamepbl M3 pexmma «[eHb» B pexum «Houb» n obpaTHO npu U3MEHEHWUM YPOBHS
BHELUHEro OCBELLEHMS.

CTpaxoBOYHbLIN TPOCUK: MeTarfIMYecKUn nneTeHblin TPOC, MpeaHasHayYeHHbIn Ans
KpenneHus Kynona Kamepbl K €e OCHOBaHUIO U, TEM CaMbiM, MPEAOXPAHAIOLLNIA Kynon OT nageHus

BO BpeMd nyCKoHalnago4HbIX pa60T nnn O6CJ'Iy)KVIBaHI/I$I yCTaHOBJ'IeHHOIZ KaMepbl.

% b d

6 7 8

Puc. 3.3

CeteBoM pasbem (6): pasbem Ethernet ona nogknoyeHus kamepbl kK cetn WHTepHer,
poyTepy unu kKoMmyTaTopy npu nomoLum ctaHgaptHoro 8P8C (RJ-45) wtekepa.
B komMnnekT noctaBku BXOAWUT HAbOp CanbHWKOB U YNNOTHEHUI ANsi repMeTn3anmumn pasbema

no ctaHgapty IP66.
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Be\'UARD Tasa 3. Pa3Mepbl U OCHOBHblE 2jleMeHNnbl yCMpOIZCI/I’l(?Cl

D,aHHaFI Modesib KamMepbl MMeEeT BO3MOXHOCTb MNnoadadn nmtaHnAa 4epes Ethernet-pasbeM

(TexHonorus PoE).

Pa3bem nutaHusA (7): npegHasHa4veH anAa nogadum noCtoAHHOIo nUTaroLero HanpAaxeHums

HoMuHanom 12 B. [NonspHOCTb NOAKITOYEHUS: @'_C' @

BHUMAHUE!
OpHoBpemeHHas nofava nuTaHus ¢ Ucrnorb3oBaHeM TexHonormn PoE 1 pasbema nutaHus 3anpelueHal

Mpn nogadve nuTaHNS Yepes pasbem MUCMOoNb3yNTe TOMNbKO NCTOYHUKN, pekoMeHaoBaHHble BEWARD!

C6poc HacTpoek (8): gaHHas kHoMKa npegHasHadeHa gnsa cbpoca BCex HaCTPOEK Kamepbl
B 3aBoAckue ycTaHoBku. [ns cbpoca HacTpoek HeobXoaMMO B TeYeHME AECATU CEeKyHA HaxaTb
KHOMKY cOpoca Tpu pasa C NpoMeXyTkaMu B O4HY 1 6onee CekyHabl MeXAy HaxaTusMM.

Cnot kapTbl NaMATU. nMpedHa3HayeH [Ansa  YCTAHOBKM KapTbl namsAtv  copmarta
MicroSD/SDHC (cm. n. 4.5). cnonb3ynte KapTy NamMaTn AN 3anMch BUOeOA4aHHbIX, Kak B peXumMme
TPEBOMN, TaKk W B PpPeEXMME [MOCTOSHHOW 3anucu. Takke npegycMOTpeHa BO3MOXHOCTb

aBTOMaTUYECKOW pe3epBHON 3anncy Npu OTCYTCTBUM COEAUHEHUS C CETbIO.
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naBa 4. YctaHoBKa n nogkntroyeHue IP-kamepbl

4.1. O6wme cBegeHns o nogknroyveHnu IP-kamepbl B5360DVZ k ceTun

IP-kamepa B5360DVZ moxeT nogkntovaTbCsa K fokanbHon cetn nubo cetn NHTepHeT npwm
nomow nposogHoro coeaumHeHuns (Ethernet). MogknioyeHne MOXET OCYLLEeCTBNATbCHA Kak
Hanpamyto Kk TK, Tak ©“ npu nomowm BCNOMOraTenbHOr0 CeTeBoro 06OpyAOBaHUS
(mapwpyTtusartopbl, koMMyTatopbl). B HacToswee Bpemsa Haubonee nonynsipHeIM cnocobom

NOoAKITIKO4YEeHUA K CETU MHTepHeT ABNAETCA NOAKNIo4YeHNne Yepeal BblAENIEHHYIO JIMHUIO Ethernet.

_/ RV

; { interniet Y
P ‘ / \ “_ -/“\ ./
w MapuipyTusarop

=

Puc. 4.1

OcHoBHbIe wWarn n pekoMeHgauunn rno yCtaHoBKe U HaCTpOIZKe KaMepbl OonncaHbl ganee B

OaHHOM PpYyKOBOACTBE.

4.2. PekomeHaaumm no yctaHoBKe
B nmaHHOM pasgene npuBedeH KpaTKW CMMCOK peKkoMeHAauui, KoTopble HeobGXxoavMmo

yunTbiBaTb NPU MOHTaxe obopynoBaHus |IP-BugeoHabnogeHns.

PekomMeHpauum no pasmeLleHuo Kamepbi:

e [P-kamepa BEWARD B5360DVZ npegHasHayeHa ANA UCMOMNb30BaHUA B YCIMOBUAX C
npeaensHon TemnepaTtypon akcnnyatauum ot -45 go +50 °C.

e W3berante nonagaHusa Ha Kamepy NpPsiMbIX COMHEYHbIX fyvyen B TedeHue ONUTErNbHOro
BPEMEHM, a TawKKe HaxoXOeHWs nobrm3ocTn OTonNUTENbHbLIX U oborpeBaTenbHbIX
npubopos..

e HenpaBunbHasi pacctaHoBka kamep BuaeoHabnogeHus npuBedéT K MNOSABNEHUIO
HexenaTenbHbIX «CMnemnbiXx» 30H, KOTOopble OyaoyT oOCTaBaTbCs BHE MNONSA 3peHus
onepaTtopa.

e [3beranTte ONM30CTM C BOAOW UMW MCTOYHUKAMM BIIAXXHOCTMW.

e U3berante 6nM30CTM C yCTPOMCTBaAMWU-reHepaTtopamMu MOLLHbBIX 3NEeKTPOMarHUTHbIX
BOJTH.

e Yb6eoutecb B BO3MOXHOCTW pasMeLleHus yCTpoMCTBa C Yy4YeToM noAaBoda

coeVHUTENbHbIX Kabene.

PykoBoacTBO no nopakntoyeHuto IP-kamepbl BS360DVZ
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e U3beranTte cnocoba KpenneHus kamepbl, OOMYCKalOLWEro 3HauuMTenbHyl BMOpauuio.

[daHHoe Bo3gencTBMe CHU3UT 3(PPEKTUBHOCTb AeTekTopa ABWKEHUS U YEeTKOCTb
n3obpaxkeHusi B LENoMm.

e Kamepbl BuaeoHabnogeHns Heobxoanmo pasmeLlatb Tak, YTOObl UCKMYUTE CrydanHoe
nnNn cneuunanbHOe NOBpPEXAEHNE N U3MEHEHNE HanpaBneHns o63opa kamepbl.

e HanpaeneHne o63opa (30Ha BuaeoHabNOOEHUS) KamMepbl AOSMKHO ObiTb TBEPAO

onpeaesneHo Ha MOMEHT YCTaHOBKW.

PekomMeHpauum no npoknagke kabens Tuna BuTas napa:

e B «kopugopax xenaTtenbHO MpPOKMaAblBaTb MY4YKM INEKTPUYECKMX W CrnaboTouYHbIX
kabenew no pasHbiM Kabenb-kaHanam, NPOXoaALLMM MO pa3HbiM CTEHAM.

e [lonyckaeTca B OAHOM kabernb-kaHare npoknagbiBaTb BUTOMAPHbIE U 3NEKTpuYeckme
kabenn B pasHbIX OTCEeKax WM CeKUUsiX, MMEKLWMX CrsoLWHble MpPOAOoSbHbIE
neperopoaku ¢ Npeaenom orHectonkocTn He meHee 0,25 4 13 HecropaeMoro matepuana
TONbKO B paboumnx 30Hax Ha paccTositHUM He Boree 15-Tn MeTpoB, ecnun anekTpuyeckas
MOLLHOCTb OyaeT He Gornee 5 kBA.

e Onektpuyeckme n cnabotoyHble kabenu gonyckaeTca NpoknaabiBaTe NapannenbHO Ha
paccTosiHuM He MeHee 50 MM Apyr OT gpyra B pasHbix kabenb-kaHanax unm cekumsax
kabenb-kaHanoB. Ecnu HanpskeHHOCTb 3MeKkTpuYeckoro nonsi, obpasytollerocss oT
anekTpudeckoro kabens, 6ygoet 6onee 3 B/M, To Heo6x0AMMO YBENMNYUTL PacCTOAHME
MeXay OneKTPU4ecKUMn U  CcriaboTovHbIMM  Kabensamm unm  CHU3UTb  YPOBEHb
3NEKTPOMarHUTHbIX NOMEX.

e BuTonapHble M anekTpuyeckne kabenu OOMmKHblI NepecekaTbCA TOMbKO MOZA MPsiMbIM
yrmnom.

e HeakpaHMpoBaHHbIE BUTONAPHbIE KAabenu JOMKHbI NPOXOAUTb HA PACCTOAHUM HE MEHee
125 MM OT rasopaspsgHbiX Nlamn QHEBHOrO cBeTa (MIOMUHECLEHTHbIX flamMn) u apyrux
BbICOKOBOJSIbTHbBIX YCTPOUCTB, COAEPXKAaLLNX Pa3pSaAHMKA.

e HeakpaHupoBaHHblE BUTONApPHbIE Kabenu AoMmKHbl NPoKNaabiBaTbCA Ha PacCTOSHUM He
MeHee 1.5 MEeTPOB OT MCTOYHWKOB CUSbHbIX ANIEKTPOMArHUTHbIX NOMeX, 06pasyroLmnx
HanNPSYKEHHOCTb 3MEKTPUYECKOro nosns cebiwe 3 B/m.

e PacnpegenurenbHble YCTPOMCTBA C 3aAeNaHHbIMW HEAKPAHMPOBAHHBIMU BUTONAPHbBIMU
kabensmu OOMmKHbI pacnonaraTbCa Ha pacCTOAHUM HE MeHee 3-X METPOB OT UCTOYHMKOB
CUMbHbIX 3JIEKTPOMAarHUTHbIX Nomex, obpasylolmx HanpsSXKeHHOCTb JNEKTPUYECKOro

nons cebiwe 3 B/m.

PykoBoacTBO no nopakntoyeHuto IP-kamepbl BS360DVZ
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° HPOKJ'Ia,D,Ka BUTON napbl MeXxay TOYKaMn NoAKIMKYEeHUA OJKHa Npon3BoANTbCA LelbiIMU

Kyckamu, Npu 9TOM HanpaBfieHne Tpacchl crneayeT 3apaHee npoaymMatb Tak, YTobbl eé
NPOTSHKEHHOCTb OblNa Kak MOXHO MEHbLLE.

o MuHnmanbHbIN paguyc n3rmba ansa kabens — JyeTbipe gnameTpa kabensa (unu 1 gronm =
2,5 cM), HO CYLLECTBYHOT pekoMeHdauun pasmewaTb kabenb Takum obpasom, YToObI
obecneumBaTb n3rnb paguycom 2 gronma (5 caHTUMETPOB).

o MakcumanbHas gnvHa cermeHTa gosmkHa 6biTb He 6onee 100 meTpoB.

4.3. MoHTax IP kamepbl

Ons IP-kamepsl B5360DVZ cyuwiecTtsyeT ABa OCHOBHbIX MeTOLa MOAKMOYEHUS:
® NOAKMOYEHNE C UCMONb30BAHNEM UCTOYHMKA NUTaHUA 12 B;

e NOAKMNOYEHUe C Ucnonb3oBaHnemM TexHonormm PoE.

Kaxxgbii meTog nogpobHO paccMOTPEH Aanee B HacTosilwem PykoBoacTee.

BHUMAHMUE!
Vicnonb3oBaHne MeTOAOB MOAKIOYEHUs, MPU KOTOPbIX 4Yepe3 repMeTuyHOe COEedVMHEHWE Kamepbl

npoxoaut 6onee ogHoro kabens, nubo guameTp kabens oTnmMyaeTcs OT cTaHgapTHoro (5-6 mm), —
SAMPELLEHO!

4.3.1. MoHTax IP-kamepbl npu NCnonb30BaHMU UCTOYHMKA NUTaHMA 12 B.

[aHHbIN MeTo4 NPUMEHSAETCS B criydae, ecnv nogada nutaHust NOCPeacTBOM TEXHOMOMK
PoE HeBo3amoOxHa. [Npu aToM Ansa nogkntodeHns IP-kamepbl K MICTOYHUKY NOCTOSIHHOMO Toka 12 B u K
nokanbHOM ceTn ucnonb3yetcs kabenb N3 KOMMMeKTa NOCTaBKU.

BbinonHuTe cneaytowme 4encTBus:

War 1: pacnakyinte IP-kamepy.

LWar 2: oTkpyTMTE KINHOYOM M3 KOMMIIEKTA MOCTaBKM TPU BUHTA C aHTMBaHAANbHbIM LUAINLOM

1 cCHUMUTE Kynon kamepsbl (Puc. 4.2).

Puc. 4.2

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360DVZ
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War 3: OTKpyTUTE 3 KPYMNHbIX BUHTA C KPECTOBbIM LLWITMLOM U U3BJTEKUTE MOAYJ1b KaMepbl U3

ocHoBaHus (Puc. 4.3).

Puc. 4.3

Lar 4: ¢ y4yeTom nonoxeHus kabensi HaMeTbTe Ha MOBEPXHOCTU CTEHbI/NOTONKa MecTa noja
Abeny ons KpenneHust kKamepbl No OTBEPCTUSIM B OCHOBaHMU, MO0 Mo YepTexy pacrnonoXeHus

oteepcTui (Puc. 4.4).

LWar 5: npoceBepnuTe OTBEPCTUS N BCTaBbTE NNAacTUKOBbIE At00enn. 3akpenute OCHOBaHME
Kamepbl NP1 MOMOLLIN BUHTOB M3 KPEMEXKHOIo KOMMNeKTa.
LWar 6: Boibepute cnocob nogsoaa kabens. No ymonyaHuio kamepa yKOMMnekroBaHa ns

CKpbITON nogsoaku kabens (Puc. 4.5).

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360DVZ
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Puc. 4.5

Ecnu Yy Bac HeT BO3MOXHOCTM MCMNOMbL30BaTb CKPbITYHO NoABOAKY kabensi, To Bam
HeO6XOD,I/IMO OTKPYTUTb MeTallNIM4eCKyto np06Ky Ha OOKOBOM NMOBEPXHOCTN OCHOBaHUA U

nponycTntb kabenb Yepes nonyvyeHHoe oTeepcTue (Puc. 4.6).

Puc. 4.6

War 7: nomectute MOAYJ1b KaMepbl B OCHOBaHUE U 3aKpennte MoAyrb KamMmephbl B

OCHOBaHWM Mpu MOMOLLM TPEX BUHTOB C KPeCTOBbIM LnuLom (Puc. 4.7).

BHUMAHUE!
Pacnonoxnte kabernb B NPOCTPAHCTBE OCHOBAHUA TakuM 00OpasoMm, 4Tobbl HE [OnyCTUTb
nepexaTtus kabens BHYTPEHHMMW BbICTYMNAOWMMN YacTAMKU, TaKMMU Kak NpUMB NpPoBKM K

BbICTYN Kabenb-kaHana.

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360DVZ
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LWar 8: otperynupyinTe HanpasneHne ob63opa kamepbl. NogpobHO AaHHas npoueaypa

onucaHa B nyHkTe 4.4.
LWar 9: npoBepbTe NPaBUNbLHOCTL pasMeLLeHNs yNoTHUTENbHOro Konbua (Puc. 4.8).

HEMNPABWUJIbHO NMPABUJIbHO

Puc. 4.8

War 10: yCTaHOoBUTE 3aLUNTHBIN KynoJ1 KaMmepbl 1 3aKpennuTe ero npu noMmown Tpex BMHTOB

C aHTuBaHAarnbHbIM Wwnuyom (Puc. 4.9).

BebUARD

Puc. 4.9

Lar 11: nomecTuTe coeanHUTErbHYIO YacTb NPOoBO4a B HEAOCTYNHOE AN nonajaHus Braru
MECTO WM B MOHTaXHYH KOPODOKYy CO CTeneHbio 3aluTbl OT BHELUHEW cpedbl He MeHee IP54
(cTeneHb 3awWnTbl 3aBUCUT OT MecTa pasmelleHus), Hanpumep — TYCO 67051 ¢ pasmepamu

120x80x50 MM (He BXOAWUT B KOMMIEKT NOCTaBKN).

NMPUMEYAHUE!
Mpu ycTaHOBKe Kamepbl B MeCTax MOBbILEHHOW BNaXHOCTWU CanbHWK AOMMKEeH ObiTb AOMOMNHUTENBHO

3arepMeTu3MpoBaH repmeTrkamm C BbICOKOWN CTEMNeHbIo aaresnn kK Matepuanam kabens (MBX) n caneHuka
(pesuHa). Mpun ncnonb3oBaHMM MOHTaXXHOM KOPOOKK, MecTa BBoAa kabenen Takke OOMKHbI OblTb HAAEXHO

3arepmMmeTmnsnpoBaHbl repmeTukamm C BbICOKOW CTEMEHbLIO aare3nmm K mMaTtepuanamv kabens n KOpO6KVI.

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360DVZ
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War 12: nopgkniounte ceTeBon pasbem |P-kamepbl K KOMMyTaTopy/MapLipyTusaTtopy,

pasbeM NUTaHnsa — K 610Ky NUTaHUS MOCTOSAHHOTO ToKa HanpsbkeHnem 12 B.
Bo nsbexaHune nonomkun o6opyaoBaHus UCNONb3YyWTE KOMMNIEKTYIOLME, PEKOMEHI0BaHHbIe
BEWARD.

4.3.2. MoHTax IP-kamepbl npu ncnonb3oBaHMN TexHonorum PoE.

IP-kamepa BEWARD B5360DVZ nmeeT BO3MOXHOCTb MOdayn NUTaHus no kabemno Butasi
napa ogHOBPEMEHHO C Nepedaven gaHHbix (TexHonorns PoE). [JaHHasa TeXHOMOrvs NnpumeHsieTcs B
IP-tenedoHnn, ona Touek goctyna GecnpoBogHbIX ceTen, IP-kamep, ceTeBbIX KOHLEHTPaTOpOB 1
APYrnMx yCTPONCTB, K KOTOPbIM HEXernaTerbHO UM HEBO3MOXXHO MPOBECTU OTAEMbHbIA NUTAOLWWUIA
kabenb.

Mpn gaHHOM cnocobe NoAakMYeHNs BMecTo Kabens n3 KoMnsekTa nocTaBkn UCMONb3yeTes
kabenb TMna BuTas napa (B KOMMNMEKT MOCTaBKM HEe BXOAMWT), KOTOPbIM HY)XHO COEeAVHUTb
NHTEPdENCHYIO NnaTy KaMmepbl C KOMMYTaTOPOM, NOAAEPXKMBaOLLMM TexHonorunto PoE, nubo ¢ PoE-
NHXXeKTopoM. BbinonHuTe cnegyowme AencTBums:

War 1: pacnakynte IP-kamepy.

Lar 2: oTKpyTMTE KNOYOM M3 KOMMIIEKTA MOCTaBKM TPU BUHTA C aHTMBaHAANbHbIM LUINLOM

n cHUMUTe Kynon kamepsl (Puc. 4.10).

geWARD

Puc. 4.10

War 3: OTKpyTUTE 3 KPYNHbIX BUHTA C KPECTOBbLIM LLITULIOM U U3BJTEKUTE MOAYJ1b KaMepbl U3

ocHoBaHnus (Puc. 4.11).

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360DVZ
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Puc. 4.11

War 4: Bbl6epI/ITe cnocob noaesoaa kabens. Mo YMON4aHUO KaMepa yKkoMnriekroBaHa ans

CKpbITOM noaBoakm kabens (Puc. 4.12).

Puc. 4.12

Ecnn y Bac HeT BO3MOXHOCTM MCNONb30BaTh CKPbITYD NOABOAKY kabens, nepecraBbTe
MeTannmyeckyto npobky ¢ 6GOKOBOI NOBEPXHOCTM OCHOBAHUSI B LLEHTP M NponycTute kabenb Yepes

nony4eHHoe 6okoBoe oTBepcTue (Puc. 4.13).

Puc. 4.13

Lar 5: ¢ y4yeTom nonoxeHusi kabens HamMeTbTe Ha MOBEPXHOCTU CTEHbI/NOTONKa MecTa noa
AGenu ons KpenneHust kKamepbl No OTBEPCTUSM B OCHOBaHMU, NMGO MO YepTexy pacronoXeHus

otBepcTun (Puc. 4.14).

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360DVZ
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Puc. 4.14

Lar 6: npocBepnuTe 0TBEPCTMS U BCTaBbTe NnactukoBble atobenu. Mponyctute kabenb B

OTBEPCTME U 3aKpenuTe oCHOBaHue |P-kamepbl Npy NOMOLLM BUHTOB 13 KomnnekTa (Puc. 4.15).

1-"- 5

-

Puc. 4.15

LWWar 7: ocnabbTe 3 ManbiXx BMHTa C KPECTOBbIM LUMULOM W MOBEPHUTE MNOBOPOTHbIN
MEXaHU3M OTHOCUTENbHO METaNMYeCcKon YacT Moayns Kamepbl NPOTUB YacOBOW CTPenku (Ha
HebOonbLIOW yron) A0 COBNafeHUs BbICTYNOB NOBOPOTHOIO MeXaHM3Ma C Npope3siMiU B OCHOBaHUM
(Puc. 4.16).

Puc. 4.16

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360DVZ
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War 8: octopoxHo, 6e3 ycunum — 4TOObl WUCKNIOYUTb BO3MOXHOCTb MOBPEXOEHUS

coeanHUTENbHbIX NPOBOAHUKOB — OoTAeNInTe I'IOBOpOTHbII;I MeXaHNU3M OT OCHOBaHUA KaMepbl (PUC.
4.17).

—

KpenexHas ckoba

2. CanbHuk

3.  Cnort kapTbl namaTn

4. UHTepdbericHada nnaTta
Puc. 4.17

War 9: oTknounTe KOMMYTAUMOHHbLIN Kabenb OT WHTepdencHoOM nnaTtbl, OTKPYTUTE

KpenexHyto ckoby n nseneknte kabenb 13 canbHuka (Puc. 4.17, 4.18).

BHUMAHUE!

Byane OCTOPOXHbI MpU n3BrnevyeHnn kabensi! Pazbembl Ha ero KoHue MOTyT NoBpeanTb CallbHUK.

War 10: nponyctute kabenb Tuna BuTad napa 4Yepes OTBEPCTME calibHWKA, NOMeCcTUTe

METanMM4Yeckyto YacTb MOAYNS KaMepbl B OCHOBaHWE M 3adUKCUPYWATE MPY NOMOLLM TPEX KPYMHbIX
BMHTOB.

BHAMAHMUE!
Pacrnonoxnte kabernb B NPOCTPaHCTBE OCHOBAHUA TakMM 00pa3oMm, 4Tobbl HE [OonyCTUTb

nepexatna kabens BHYTPEHHUMW BbICTYNAaLWMNMN HaCTAMU, TakKUMWU KaK Mpunine I'IpO6KVI 7

BbICTYN Kabenb-kaHana.

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360DVZ
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War 11: oboxmuTte kabenb Tuna BuTas napa, NoaknuYuTe K MHTepdencHon nnate u

3adnKCUpynTE NPU NOMOLLM KpenexxHon ckobbl (Puc. 4.19).

Puc. 4.19
NMPUMEYAHUE!

Mpn HeobxogumocTtn Bbl moxeTe camoctositenbHO yctaHoButb 8P8C (RJ-45) wtekep Ha kabenb,

ncnonb3ys Kpumnep (CM. NyHKT 4.6).

BHUMAHMUE!
MoakntoyeHne kamepsbl Mo TexHonorun PoE yepes pa3beM Ha MHTepdencHon nnaTte He OyaeT paboTtaTb

KOPPEKTHO, ECNN NPK 3TOM He OTKITHOYEH KOMMYTaLMOHHBIN kabenb (Lar 9).

War 12: yctaHOBUTE NOBOPOTHbLIN MEXAHU3M B OCHOBaHME KaMepbl U NMOBEPHUTE €ro no
YacoBOW CTpenke Tak, 4Tobbl 3 ManbIX BUHTA MPW BKPYyYMBaHWW MoOManu B Mpope3n BbICTYNOB

NMOBOPOTHOro MexaHmama. 3akpytute BuHTbl (Puc. 4.20).

Puc. 4.20

War 13: oTtperynupynte HanpasneHue ob3opa kamepbl. [NogpobHO AaHHas npouenypa
ornuvcaHa B nyHkTe 4.4.

LWar 14: npoBepbTe NpaBWibHOCTb pasMeLLeHNs YNNOTHUTENBHOrO Konbua (Puc. 4.21).

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360DVZ
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Puc. 4.21

War 15: yCTaHOoBUTE 3aLUNTHBbIN KynoJ1 KaMmepbl 1 3akpennuTe ero rnpmu noMmowm Tpex BMHTOB

C aHTuBaHAarnbHbIM Wwnuuom (Puc. 4.22).

Puc. 4.22

NMPUMEYAHUE!
Mpu pasmelLeHun B MecTax MOBbILLEHHOW BNAXHOCTU, CanbHUK KaMmepbl AOMKeH 6biTb JOMONHUTENLHO
3arepMeTU3MpoBaH repMeTMKaMu C BbICOKON CTeNeHblo aare3nn k matepuany kabens (MBX) n canbHuka

(pesuHa).

LWar 16: nogkntounTe IP-kamepy k kKomMmyTaTopy/MapLupyTusatopy Yepes PoE nHxekTop,

NnBo HanNPsMY K KOMMYTaTOpPY C NOAAEPXKKON TexHonornn PoE.

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360DVZ
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4.4. PerynupoBKa HanpaBneHus o63opa IP-kamepbl

KoHcTpykumsa IP-kamepbl B5360DVZ gonyckaeT perynupoBKy HanpasreHms o63opa B O4EHb
LUMPOKUX Npeaenax. Bel MoxeTe MeHsiTb HanpaeneHne 063opa, NCMonb3ys TPU CTENEHN CBOOOAbI
MOBOPOTHOro MexaHuama. [ns Aoctyna K NOBOPOTHOMY MexaHu3My obpaTuTech K wary 2 nyHkta
4.3.1, nocrne 4ero BbIMOSHUTE CcnenytoLlee:

War 1: gns perynnpoBkK yria HaknoHa obbekTnBa ocnabbTe BUHTLI dmkcauum 1, 2 (Puc.

4.23), HaKNOHUTE NOBOPOTHLIN MEXaHN3M KaMepbl Ha HYXXHbIN Yron 1 3aTSHUTE BUHTBI.

eWARD

Puc. 4.23

LWar 2: yaepxmBas NOBOPOTHbLIN MEXaHU3M 3a CTONKM BUHTOB doMKCaLMu yria HaknoHa (Puc.
4.23), NOBEPHUTE €ro Ha HY>XHbIW Yrorl B rOpU30HTarIbHOWM MIIOCKOCTM BpaLLeHUs (BEPXHSASA CTPerkKa).
B npouecce perynmpoBky A0MKHbI ObITb CMbILHBLI NErKUe LEeNyKu.

LWar 3: yaepxxvBasi MOBOPOTHbLIN MEXaHU3M 3a 3alUMTHLIN KOXYX VIK-noaceseTkn, noBepHUTE
€ro Ha HYXXHbII yron BOKPYr ocu BU3npoBaHnsa obbekTnaa (Puc. 4.23, HUxHsa cTpenka). B npouecce

perynmnpoBkn OOJTXKHbI ObITb CNbILUHBI NTIETKME LLIENYKN.

BHUMAHUE!
BpalLeHre NoBOpOTHOro MexaHuama 6ornee, yem Ha 360° — SAMPELWLEHO! 3to moxeT npuBectu K

noBpexgeHn nNpoBoaHNKOB, COeANHALLINX I'IOBOpOTHbIIZ MeXaHU3M un I/IHTepCbeVICHyI-O nnary.

4.5. YcTtaHOBKa / n3apnevyeHue KapTbl NaMATH

[ns 3anncu nHpopmauum B pexxnumax TpeBorn n noctosiHHon 3anucu IP-kamepa BEWARD
B5360DVZ ncnonb3yeT kKapTbl namaty popmata MicroSD/SDHC. Kpome Toro, npeagycmoTtpeHa
BO3MOXXHOCTb aBTOMAaTUYECKON pe3epBHOM 3arMcn Ha KapTy NamMaTu B Criydyae notepu
COEeUHEHNS C CEThIO.

[nsa yCcTaHOBKM MNn N3BReYEeHns KapTbl NaMsaTU BbINONIHUTE Creayowme warm:

LWar 1: oTknoynTe NUTaHne Kamepbl, CHUMUTE 3aLUUTHBIN KOXYX U MOBOPOTHbLIA MEeXaHU3M,

BbIMOMNHWB waru 2, 7, 8 nyHkta 4.3.2.

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360DVZ
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LWar 2: yctaHoBuTe (M3Bnekute) kapty namsatn MicroSD/SDHC o6bemom go 256 6 B cnor,

OTMeueHHbIn undpon 3 Ha PucyHke 4.17. Na 3TOro pasBepHUTE KapTy KOHTAKTaMu K CroTy U K
NOBEPXHOCTU MHTEPEENCHOM MNaThl U BCTaBbTe B CNOT A0 Lenyka.

[na n3sneveHnsa KapTbl NAMATU HAXKMUTE Ha ee TopeL, 0 Wernyka — NPY>KMHHbIN MeXaHU3M
BbITONKHET KapTy U3 crnoTa.

LWar 3: cobepute 1 nogknoumMTe Kamepy, BelinonHue warm 12, 13, 14, 15 nyHkrta 4.3.2.

4.6. NNpoBOAHOE NOAKMIOYEHMNE KaMepbl K ceTn

Mcnonb3ysa coeanHuTenbHblid kabenb ¢ pasbemMom RJ-45, nogkntounte |IP-kamepy Kk
nokanbHon cetu (k LAN-uHTepdency mapLipytusatopa).

B cnyyae Heob6xoaumocTy coeanHUTENbHbIN Kaberb MOXHO Npuobpectn oTAenbHO Unu, Npu
HanMyYnmM HeobXoAMMbIX MaTepuarnos, UHCTPYMEHTOB M OMNbITa, N3rOTOBUTbL CAMOCTOATENBHO.

BapuaHT «npsimoro» kabens (UTP kateropum 5e) c pa3bemom RJ-45

C opgHOro KoHua C apyroro KoHua
1: Beno-opaHxeBbii 1: Beno-opaHxeBbli
1 8 2: OpaHxxeBblIii 1 8 2: OpaHxeBbli
(I 3: beno-3enéHbin (T 3: beno-3eneHbln
CRIASY. 4: CuHUNM S 4: CuHun
5: beno-cnHun 5: berno-cnHun
CTEPEM: E%i 6: 3enéHbin CMEPEM: E%i 6: 3enéHbin
18 7: Beno-Kopu4HeBbIN 18 7: Beno-Kopu4HeBbIN
8: KopnyHeBbIN 8: KopnyHeBbIN

Anga narotoBneHusa «npsamoro» kabensa Heobxoammbl: kabenb UTP (BuTas napa kateropuu
5e unu Bbiwe), ABa pasbema RJ-45 n yctponcteo anga obxmma pasbemoB (Kpumnep).

Mpn Takom nopsgke NOAKMYEHWs nap (ykasaHHoM B Tabnuue) obecneuymBaroTcs
rapaHTUpPOBaHHbIE MPOW3BOAUTENEM BENMYMHA W pacnpeneneHne 3agepXek pacnpoCcTpaHeHus
cuUrHana, a criegoBaTenbHO, U 3asiBIIEHHAs CKOPOCTb nepegayn gaHHbix 100 MouT/c.

B cnyyae ucnonb3oBaHua obopygoBaHus ¢ nogaepkkon texHornormn PoE pgoctatouHo
NOAKMIYUTE Kamepy C nomowpbk kabena Tuna Butag napa. [lpy 3TOM umcnonb3oBaTb
AOMNOMHUTESbHBIN UCTOYHUK MUTAHUSA HE HYXXHO.

Ecnu Bbl He ncnonb3yete obopyaoBaHus ¢ nogaepxkon TexHonornm PoE, nogkntounte IP-

Kamepy K UCTOYHUKY nuTaHusa 12 B, pekomeHgoBaHHoMmy BEWARD.

PykoBoacTBO no nopakntoyeHuto IP-kamepbl BS360DVZ
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MnaBa 5. HacTpouka npoBoaHoOro coegMHeHus

Ins Toro, 4ytobLl IP-kamepa B5360DVZ paGoTtana B Bawwel nokanbHON ceTn COBMECTHO C
ApyruMm obopyaoBaHMeM, HeOOX0AMMO BbINOMHUTE €€ NOAKIIOYEHNE B COOTBETCTBUM C TEKYLLMMM

HaCTDOIZKaMVI OaHHOW CETWn, ANs Yero, B CBOK oyepenb, HeO6XOD,VIMO onpeaenntb 3TN HaCTpOIZKVI.

NMPUMEYAHUE!
OnucaHue yCTaHOBKM M HACTPOWKU COeAMHEHMS1 BbINOMNHEHO Ha npumepe Windows 7 MakcumarnbHas.
HasBaHnsi HEKOTOPbIX NMYHKTOB MEHI0 M (PYHKLMI MOryT oTnudatbca oT Bawen sepcun Windows, ogHako

anropnTtM npnBeaeHHbIX OEencTBuin sBnsieTcA YHUBEpPCAJibHbIM.

5.1. OnpepeneHue napameTpoB NPOBOAHOM FIOKaNIbHOW CeTU
B cny4yae nogkntoveHusi no kabento Ethernet Heo6xoanmo onpenennTb TEKYLLIME HACTPONKN
NPOBOAHON CeTH.

,D,J'IFI O0CTyna K TeKylnm HaCTpOIZKaM I'IpOBOLI,HOI7I NnoKanbHOM ceTu IACFIOHb3yI?1TG KOMMblOTEP,

NOAKMIOYEHHBIN K 3Ton ceTu. Haxxmute lMyck — MaHnenb ynpaeneHus (Puc. 5.1).

| @ 1nternet xpl
le ntern: plorer

a Skype BEWARD

fr—]
\[EE Microsoft Office Excel 2007 Fomyucs

Wzobpaxennn

—
‘ BnokHoT
-

Myzbika
ﬁ DVR Server

Wrpei
m BRSController

Komnetotep
m BEWARD IP Visor

Q BEWARD Player

L3 Cryrbe:

TNanens ynpaenexns
YcTpoiicTea W NpUHTEPEI

Mporpamus No ymonuaHno

[
ﬁa Cny#Bbl KOMNOHEHTOB 5
Cnpaska u NoAlepxia

»  Bcenporpammel

Puc. 5.1

B OTKpbIBLUEMCA ONAJIOTOBOM OKHE Bbl6epl/ITe NYHKT [npOCMOTp COCTOSAAHUA CeTu n 3aAaq]

B pa3gerne [CeTb u UHTepHeT] (Puc. 5.2).

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360DVZ
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@@v 53 » Nanens ynpaenenus »

HaCTpOﬁKa NnapameTpoB KOMNbHOTEPa MpocmoTp:  Kateropua ~

Cucrema M Be30nacHoOCT YueTHble 3aMWcK NONL30BaTENER W
MpoBepKa cOCTOAHMA KOMNBIOTER ceMemH...

ApPKMBMPOBaHNE A3HHBIX KOMMLIOTEPE '@',ﬂ,cﬁasneHne W YABNEHNE YHETHBIX 3anncei
Mounck u ncnpasnenne npobnem noneszoeaTencei

'@' YcTaHoBka POAWTENBCKOrND KOHTPONA 4NA BCEX

Cetn n MHTenHeT Honssosarenei
h ||-|-ECCMCTF COCTOAHWA CETH K 33434 I

BuiGop napameTpoe gomMaluHeid rpynnel u obuwero ) Odopmnerme 1 NnepcoHannsauma
ACCTYNa K A3HHEIM Mgs |l:meHenne Tembl
WMzmenenne dona pabouero crona

Oﬁopy,ﬂ,osaHMe Y 3BYK Hacrpoiika paspewierng sxkpana

MpocmoTp ycTpoRcTe u NpUHTEROB
[obaenenne ycrpoiicTea Yachl, A3bIK M PETMOH

ChneHa packnagku KNasuatyphl WIn 4pyri
Mporpammbl 4 cnocoboe BB04a

¥aaneHne nporpammel WMamenenne Aseika nHTepdeiica

CneunansHble BO3MOXHOCTH
Pekomengyemere Windows napamerpei
OnTurMKnsaumMa n3oBpakeHnA Ha 3KpaHe

Puc. 5.2

B oTkpbIBLLEMCS AManoroBom okHe HaxkmuTe [MoakntoveHue no nokanbHon cetu] (Puc. 5.3).

(E)
-

Manens ynpasneqnsa -
ACMBLUHAA CTpaHnLa

HA,LI MpocMoTp NonHoi KapTel
zmeHeHne napametpos -

aAanTepa BEWARD Heckoneko ceteit Wureprer

MamennTe gononHuTeNEHBIE (3107 KOMnBIOTED)

MpocMoTp OCHOBHBIX CEEAEHNA O CETW W HACTPOFKa NoAKNHUYEHNA

napamMeTpsl oBLLEro AocTyna MpocMoTp aKTMEHBIX CETER MeaknioyeHne nan oTKAMYEHNE

Cem 4 Tun goctyna: WHTepHer
OBuecTBeHHan ceTb Mogrntouenna:

Wsmererne CETeBbIX NapaMeTpoe

ﬁ- Hacrpoiika HoBOrD NOAKAOHEHNA MAK CETH
-

Hacrpoiika Gecnposogroro, WWMPOKONOAOCHOMD, MOAEMHOTO, npaMore nan VPN-nogknoyerna
WK 2KE HACTPOMKE MapLUpYTUIaTopa MK TOUKK A0CTyNa,

's. MogknrouuTeca K ceTi

Mogknroyenne WM NOBTOPHOE NOAKMNIOHEHNE K GECPOBECAHOMY, MPOBOAHOMY, MOZEMHOMY
CETEBOMY €1 WAN MoK Kk VPN

BulBop AomMaLLHER rpynnkl W NapameTpos oBLUEro AocTyna

Cra. TalcKe Joctyn k $aiinam u NpUHTEPaNM, PACNONOMKEHHEIM H3 ADPYTUX CETEBBIX KOMNBHOTEPAX, MAK
_ W3MEHEHWE NapameTpoe oBLLUEero JocTyna.

Bpanamayzp Windows P P e

Jowawnens rpynna YeTpaHeHne HENoNaAoK

CeoiicTea obospesaTena JwarHocTuka n NCNpaeneHne CETEBbX NpoBaem MAN NoayYeHne CBEAEHNA of ncnpasneHnm,

Puc. 5.3

NMPUMEYAHUE!

I'Ip|/| HaNM4YMM HECKOSbKMUX MOAKMNIOYEHNI Bbl6epVITe TO, KKOTOPOMY NiaHNUpyeTCA NOOKIMK4YNUTb IP-Kamepy.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B5360DVZ -
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B oTkpbiBLUEMCS OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.4).

I nasa 5. Hacmpotika nposoOno2o coeduneHnus

<
4 Cocrosnue - MNogrnouesne No NOKaNLHOR ceTi ﬂ
Obwne
Moaxnoyerne
IPv4-nogknioHeHme: WHTepHeT
TPVE-NOAKMOHEHME: Bes noCTyNa K MHTEPHETY
COCTORHME CPEmbI: MoaKnoHeHD
AnUTensHOCTL: 04:47:33 'I
CKopocTe! 100.0 MBuT/c
AKTMBHOCTE
OTnpaeneHo .L"”!-'.., MpuHATO
BaifT: 79 188 140 805 509 770
[ '5'Cﬁoﬁcrsa ]['5'01mroqwrb] [ﬂmarna:rmca ]

Puc. 5.4

B AwanoroBoM OKHe CBOWCTB CETEBOro MOAKMHOYEHUS Heobxoaumo Bbl6paTb NYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.5).

4 MoaxakousHUE Mo ACKaNEHON CETW - CEOCTER ﬁ

Cem | Oocryn

Momniouetne yepes:

¥ Realtek RTL8139/810x Family Fast Ethemet ceTesoit an:

OTMEHEHHD\E KOMMOHEHTBI NCNONESYOTCA 3TMM NOAKNIOYEHNEM
B aspersky Anti-Vius NDIS 6 Fitter -

gﬂnaHmpannK naxkeTos QoS

gCnyxﬁa A0CTYNE K Sainam u npuHTepam cetei Micrg
V| .2 Npotoren ETEEs PP

MHrepHeTs Bepcin & B)
- B NpoTokon MHTepHeTa sepcin 4 (TCP/1Pvd) .
~&. lpalieep B/B TONONOra KaHaNbHO O YPOBHA | 4

-4 OTeeTinK 06HIDYKEHMA TONONOMM KaHANEHOTD YPoE =
[l 1 2]

| +
YeTaHoBuT... Yaamm | CsoitcTea I

Onucanue

m

Mpotoron TCP/IP - cranaapTHeii npoTokon rnoSansHes:
ceTel, 06ECNEYMBaIoILNA CEASE MEXY PASIMYHLIMA
B3aMMOREACTEYIOWMMA CETAMA

Puc. 5.5

OTKpOeTCA OKHO, B KOTOpPOM oOToGpaxaeTcs WHGOPMaUMs O HACTpOMKax CeTeBoro

noaknoyeHusi. BoamoxHbl ABa BapvaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Baulero
MK:

1. NMonyuuTtb IP-appec aBToMaTtnyecku: |IP-agpec HasHavaeTca aBTomaTudeckm DHCP-
cepsepom (Puc. 5.6). Ecnn IP-agpec Bawewmy [1K Bblgaetcs aBTomatuyecku, Toraa Aansd

ornpeaeneHnsa NnapameTpoB NokanbHOM ceTn nepenante K NyHKTy 5.1.1 naHHoro PykoBofacTBa.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B5360DVZ
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I nasa 5. Hacmpotika nposoOno2o coeduneHnus

Ceoiictea: MpoTokon WkTepHeTa sepcnu 4 (TCP/IPv4) &lg

OBlwMe | AnbTepHATUEHERA KoHHrypaLIa |

MapaMeTpil IP MOMYT HA3HEYATHCA AETOMATUHECKH, BCIM CETh
NOAAEPHUBAET 3TY BOSHOMHOCTL, B NPOTWUBHOM CliyYae NapameTpel
TP MOMHO MONYYMTE Y CETEBOMD 3AMMHACTPETOPA.

| (@ Mony-mTe IP-3Apec aBToNaTHHECKN I
() MicnonesosaTe cieayiowmil IP-anpec:

| (@ Mony4MTe agpec DNS-CEpBEPa SBTOMATHHECKH I

() Micnonb3osaTh cieayowme anpeca DNS-cepeepos:

MoATEEPAMTE NEPEMETPEI MPK BeIX0AE [ ————

Puc. 5.6

2. Ucnonb3oBaTb cneayrwwmn IP-agpec: |IP-agpec 3agaetca nonb3oBaTtenemM BpPY4YHYH
(Puc. 5.7):

Ceoiictsa: MNpotokon WMnteprera Bépcuu 4 (TCP/1Pv4) &Iﬂ

Ofwme

MapamMeTpel IP MOryT HA3HEHETHCA A5TOMETUHECKN, SCM CETh
NOAAEPHWEAET 3TY BOSMOMHOCTE, B NPOTHEHON Cy4ae NapameTpsl
IP MOMHO NOAYHWTE ¥ CETEEOMD aAMUHMCTPETOPE.

() Mony-uTe IP-aApec aETOMATHHECKM

(@ WcmonbsosaTe cnenyowwmi IP-anpec: I

IP-anpec: 192 .168. 0 . 20
Macka noaceTu: 255.255.255. 0

OcHOBHOI WKz 192.168. 0 . 1

Monyunte anpec DNS-cepeepa aBTOMATHYSCKK

I‘é- Wcnonb3osate cnenyrowme aapeca DNS-cepsepos:)
1 I

| MpeanounTaensii DNS-cepsep: 192.168. 0 .

AnbTepHaTuBHbIT DNS-cepsep:

[[InoaTeepauTs napameTpe! npu sbixone [lonanHMTERSHD

Puc. 5.7

3anuwute, NMb0o 3anoMHUTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka
noacetn, OcHoBHoM W03, DNS-cepsep).

BHUMAHMUE!

Ecnn Bbl He 3anucann ceTeBble napamMmeTpbl KOMMNbKOTEPA, TO nMocrne HaCTpOﬁKI/I Kamepbl 6yneT

HEBO3MOXXHO BEPHYTb UX B NepBOHAYarnibHOe COCTOSIHUE 41151 BOCCTAHOBINEHMWS NOAKMOYEHUS K JTOKaNbHON
cetn n/wnu cetn IHTepHer.

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360DVZ
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5.1.1. OnpegeneHue napaMmeTpoB ceTu Npu agMHamuyeckom IP-agpece

NMPUMEYAHUE!

[aHHbIN MNYHKT PyKOBOﬂ,CTBa npeaHasHa4veH Ana onpeneneHna napameTpoB nokanbHoOn ceTtun npu

HasHauyeHun IP-agpeca Bawewmy MK asTromatnyecku (DHCP-cepepom).

D,J'IFI onpeneneHna Tekywmnx Hactpoek KOMnbTepa B nokanbHom I'IpOBO,ElHOIZ CETU HaXMuUTe

IMyck — MaHenb ynpaeneHusi (Puc. 5.8).

@ Internet Explorer
C

@ Skype

| X&' Microsoft Office Excel 2007

-‘ Bnokror

E DVR Server
m BRSController
w BEWARD IP Visor
m BEWARD Player

3 Crywb

e,

°

ﬁ)° Chy6bl KOMNOHEHTOE

P Bcenporpammel

» BEWARD

HokymenTsl

Wsobpaxerna

Myzeika

irper

Komnstotep

Mavens ynpasnenns
Ycrpoiictea n npuHTEpBI
TMporpammel No ymonuaHno

Cnpaeka n noggepxka

5 e

Puc. 5.8

B oTkpbIiBLLEMCS AMANOroBoM OkHe Bblibepute NyHKT [[pocmoTp cocTosiHuA ceTu 1 3apav]

B pa3gerne [CeTb u UHTepHeT] (Puc. 5.9).

Hactpoiika napameTpoB KOMMbloTepa

CucremMa v Be3onacHocTb
MpoBepka COCTOAHNA KOMMBIOTEPE
APXMEMPOBAHNE A3HHBIK KOMMBHOTEPE
Mewnck n ncnpaeneqne npetnem

CeTh W MutepseT

lﬂéo(MoTp COCTOAHMA CETH W 3343Y, I

BuiBop napameTpos AoMallHeid rpynnel v oGulero
AOCTYNA K A3HHbIM

OBopyaosaHue v 38yK
MpocumoTp yoTpeiicTe u NpuHTEpos
JoBaenenne ycrpeiicrea

MporpamMmel

¥aaneHue nporpaMmel

@@v B3 » Nanens ynpasnenma » -

[Mouck & naxHenu ynpasanexsus

MpocmoTp:  Kateropua =

YueTHble 3anvMcy nonb3osatencei u
CEMEiH...

'&’l‘ [oBaBneHne W yAaneHne YUETHBIX 3anKceil
NoMb30BaTENER

‘\'!'l' ¥CTaHOBKE POANTENECKETC KOHTRONA ANA BOEX
nonesoBaTenei

OdopMneHne n NepcoHanmnzauma
WameHeHme Temel

Mamenenue dona pabouerc ctona
Hacrpoiixa paspewenns skpana

Yacel, A3BIK U PErnoH

CrMEHE PACKNZAKM KNABUATYPBI WM ADYTIX
cnocobos sBoAa

Vamenenne Asbika MHTepdeiica

i \ CneumanbHble BO3MOXHOCTH
Pexomengyemeie Windows napamerpe
OnTummnsauma nsoBpaxkeHns Ha sKpaHe

Puc. 5.9

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B5360DVZ
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B oTkpbiBLIEMCA AManoroBom okHe Haxmute [[MoaknovyeHne no nokanbHon cetu] (Puc.

5.10).

Manens ynpaenexns -
ACMALLHAA CTPaHMLA

Wzmerenne napameTpos
anantepa

WSMEHUTE AONOAHUTENBHBIE
napaMeTpel oBLerc AocTyna

Cra, Tarcke
Bpanamaysp Windows
fomaluHas rpynna

Ceoiictea obozpesaTenn

NMPUMEYAHUE!

Lo« Ceten Wuteprer » Llentp ynpaenenun cetamm u oBLIMM A0CTyNOM

[poCMOTP OCHOBHLIX CBEJEHWIA O CETU M HACTPOVKA NOAKAKYEHWA

. | = MpocmoTp noanoi KapTe
L & ¢

EEWARD Heckoneko ceteit
(3ToT KoMNbrOTER)

WrTeprer

MpocMmoTp aKTMEHBIX CETER MogkntoueHne nin CTEAOYEHHE

Cets 4 Twun goctyna: WHTeprer

OBuwecTBeHHaRA CETh MogknioueHna:
M3MEHEHNE CETEBLIX NApaMETPOE

{il HacTpoiika HOBOMO NOAKNMOMEHHUA WK CETH

HacTpoiika BecnpoBogHoro, LUMPOKONOAOCHORD, MOAEMHOro, npamaro uan YPN-nogenoderns
WA ¥E HACTpoliKa MapLUpyTUSaTopa WNK TOUKK A0CTYNa.

'-5. MoAKNHUNTEECA K CETH

I'Iu,a,mroqenme WAKN NOSTOPHOE NOAKMHIYEHWE K 6E(ﬂpUEUﬂ.HDMy, NPpoBE0AHOMY, MOAEMHOMY
CETEBOMY CORAMHEHWHD WK Nogkntodedie K VPN,

JocTyn k daiinam u NpUHTEPaM, PacnoNoKEHHBIM H3 APYTUX CETEBLE KOMMBHOTEPAX, MK
M3MEHEHNE NAPaMETPOE 0BLLErD gocTyna.

*& Buibop Aomalunei rpynnel v napameTpos ebLere qoctyna
@ YcTpaHenue Henonagok

JMarHocTUKa U MCNpaBneHNe CETEBEIX NPoGaEM WK NoAyUEHNE cBeleHNil b McnpaeneHun,

Puc. 5.10

Mpy HaMMYMU HECKONBKMUX CETEBbIX MOAKMIOYEHMIA BbIGEPUTE TO, K KOTOPOMY MIaHMPYETCS NOAKMTHYUTD

IP-kamepy.

B oTkpbiBLUEMCH OKHE HaxmuTe kHonky [CBeaeHusn] (Puc. 5.11).

[ Cocrostue - MogkAoNeHUe No NOKANBHOH ceTi ﬂ

Ofme

MoaknioueHue

IPv4-N0aKMOHEHWE: WHTepHeT

IPvE-ToAKNOYEHKE: Bes aocTyna K MHTepHeTY
MoaknioyeHo
04:47:33

100.0 MauT fc

CocTosHWe cpeakbl:
AnuTensHoCTL:
CkopocTh:

AKTUBHOCTE
OTnpasneHo —— L,! = TpuHATO
&

BaliT: 79 188 140 I 805 509 770

[ @ICBOﬁUBE ] [@'OTMDHMT:-] [ [AuarHocTrka ]

Pwuc. 5.11
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B okHe «CBeaeHust o ceTeBOM MOAKIIOYEHUN» NpPeAcTaBneHa creayowas MHpopmaums
(Puc. 5.12):

' = B
CeeaeHus o ceTeBoMm nmumqeuum M

[ononHWTensHLIE CEEASHWMA O CETA:

CeoicTso 3HaueHue

OnpegeneqHLIR Lna no...

COnucanwe Realtele RTLE168C{F)/8111C{P) Family P
PUIMUECKIIA 3Opec 00-24-10-57-45-30

HCP ernioveH Oa
ec [Pvd 152 168.0.14

Macwka nopcem IPvd 25h.255.255.0

Aperga nonyyeHa 11 aneaps 2011 r. 10:27:11
ApeHpa woTeKaeT 11 pespana 2011 - 10:27:11
Wnos no ymonuano 1P, 192.168.0.1

DHCP-cepeep [Pvd 152.168.0.1

DNS<epsep [Pvd 152.168.01

WINS-cepeep IPvd

Cryxfa NetBIOS yepes... Oa

Nokanexent |Pvbagpec... fe8l:3126:2820:8112:163%11
Wnos no ymonuaHio [P,

DNS-epsep [PvE

4 | n r

Puc. 5.12

Ecnn B 3tom okHe Bbl yBugenu ctpokm — «DHCP BknwoueH - Oa», «Apgpec IPv4 -
XXX. XXX XXX.XXX» ([ «XXX.XXX.XXX.XXX» — 3HauyeHue |P-agpeca), — s3HaunT IP-agpec Bawewmy MK
Has3HayeH aBTomMaTtmyeckn. Macka noaceTtu ykasaHa B cTpoke [Macka noacetu IPv4], agpec
ceTeBoro wro3a — B cTpoke [LUnto3 no ymonuanuto IPv4], agpec DNS-cepsepa — B cTpoke [DNS-
cepBep IPv4]. 3anuwwute, nubo 3anomHUTEe AaHHble napameTpbl (IP-agpec, Macka noacetw,

Ceteon wnto3, DNS-cepsep).

BHUMAHMUE!
Ecnn Bbl He 3anucanu ceTeBble napameTpbl KOMMbiOTepa, TO MNOCMne HacTpovikM Kamepbl GyaeT
HEBO3MOXHO BEPHYTb UX B NMepBOHa4aribHoe COCTOSAHNE 1151 BOCCTaHOBIEHUS MOAKMIOYEHNSA K JTIOKabHON

cetn n/wnu cetn IHTepHeT.

BHUMAHUE!

Ecnu B okHe «CBegeHust o ceTeBOM nogkntoyeHum» Bel yBugenu ctpokn — « DHCP BkntoueH - Oa»,
«IPv4-appec aBTOHACTPOMKM = XXX.XXX.XXX.XXX» (FAE XXX.XXX.XXX.XXX — 3Ha4eHue |IP-agpeca), — 3HaunT
Bam He yganock nogkmtounTtbes k nposogHoun cetn (DHCP-cepsep He npucsoun IP-agpec Bawemy T1K).

I'IpOBepre NpPaBuUIIbHOCTb NMOAKITKYEHUA K HpOBO,EI,HOI;I cetn. B cny4ae HeobXxoaMMoCTH, O6paTI/ITer K

BaLuemy CMCTEeMHOMY aAMUHUCTPATOpPy.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B5360DVZ
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5.2. UameHeHMe napameTpoOB fIoKarnbHOW ceTu AN NPOBOAHOro NOAKIIYeHUs

K IP-kamepe
Mo ymonuaHwuto IP-kamepa B5360DVZ nmeeT IP-agpec 192.168.0.99. YTo0bl nogkntoumnTbeeA
K Kamepe 4115 nepBOHaYanbHOW HAacTPOMKK Heobxoanmo, 4Tobbl Ball koMnbloTep Haxoamncs B Ton
Xe nogceTtun, 4To u kamepa. Npun aTom IP-agpeca kamep, KOMMNLIOTEPOB U NIOOLIX APYrMX YCTPONCTB

B CETW He OOSMKHbI coBnaaaTb Mexay coboi.

BHUMAHUE!
IP-kamepa BEWARD B5360DVZ no ymon4yaHuto nmetoT IP-agpec 192.168.0.99. Ecnu Bbl nnaHupyete
NOOKITOYUTL HECKONbKO IP-kamep, To Ansa ucknoveHns KoHgnmkta |IP-agpecoB nogkntovanTe kamepbl No

ofHOM 1 namenste nx IP-agpeca Ha ntobble cBOOOAHbIE B Ballel nokansHoM ceTu.

BHUMAHUE!
Ecnn Bbl yBepeHbl, yto Baw [1K, nogkntoyeHHbIn K npoBogHow ceTtu, n IP-kamepa, duandecku
MOAKIIOYEHHas K TOM xe ceTu, NMbo Hanpsamyto K Bawemy MK, Haxogdatcs B ogHon noaceTtu, Bel moxeTe

cpasy nepenTtu K nyHkTy 5.3 gaHHoro PykoBoacTBa.

,D,J'IFI M3MEeHEHNA TeKylMX HaAaCTpPpOEeK KOMMbTepa B nokarnbHoOMn I'IpOBO,ElHOIZ CeThn HaXMute

Iyck — MaHenb ynpaeneHus (Puc. 5.13).

@ Internet Explorer
C

a Skype BEWARD

NokymenTe

Microsoft Office Excel 2007

MzobpasceHmna

| BnoknoT
-

Mysbika
ﬁ DVR Server

Wrpei
@ BR5Controller

Komnetotep
m BEWARD IP Visor

@ EEWARD Player

LY Coyxsy
sz, CnyxGel

MNaHens ynpasneHns
YerpoiicTea n npuHTEPSI

Mporpammel no ymonuatuo

)
,%a Cny#Bbl KOMNOHEHTOE
Crpaska n nogaep:ka

» Bce nporpammae

| Hatimu npozparmsi u ghailabi D

Puc. 5.13

B oTKkpbIBLLEMCA AMAnNOroBoM OkHe BblbepuTe nyHKT [[IpocMoTp cocToAHMA ceTn u 3aaav]

B pa3gene [CeTb u UHTepHeT] (Puc. 5.14).

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360DVZ
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G-

Hacrpoﬁka napamMeTpoB KOMNbHOTEPa Mpocmotp:  Kareropua >

Cuctema M Ge30NACHOCTh YueTHble 3anucK NoAb30BaTenei u
Mpoeepka cocToAHNA KOMNBIOTERE ceMerH...

ApXMBMPOBAHKE AHHEIX KOMMBIOTEPE '@' JloBasneHue u yaaNEHNE YUETHBIX 3aNNCER
Mownck  ucnpasnerne npoGnem nonL3oBaTeNEi

'@' YcTaHoBKa POAWTENECKOTD KOHTPONR 408 BCEX

Ceth i MHTepHeT nonesosaTenci
&h @ccmcrp COCTOAHNA CETH M Bd,ﬂ,a
Ce Boifop napameTpos ACMaLLHER rpynnbl n oBLLero . O¢OpMﬂEHME W NMepCoHannsauua

ADCTYNE K A3HHBIM Mg Vlzvenenne Temel
W3menenne dona paboyero crona
HacTpoiika paspeluenna axpana

O6opyaosaHe 1 38yK
MpocMoTp yCTPoIACTE 1 NPUHTEPOE
JoBasneHue ycTpoicTea Yackl, A3LIK U pervoH

CMEH2 packnaskv KNasnaTypsl WK Apyrix
I'IporpaMMb\ . cnocoBos BB04a

¥AaneHune nporpammel Mzmenenne aspika nHTepdeica

CI'IEELLHaJ'IthIE.‘ BO3MOXHOCTH
Pexomengyenebie Windows napamerper
ONTMMU3ALNA M30BPEKEHNA HA 3KpaHe

Puc. 5.14

B oTkpbiBLIEMCA OKHe HaxmuTe «llogkntoyeHue no nokansHom cetn» (Puc. 5.15).

Manens ynpaenequa -
ACMALUHARA CTpaHuya

&L' ‘j X Mpecmotp noaroil kapTe!
zmereHmne napamerpos — o

aaanTepa BEWARD Heckoneko cetei Wrreprer

MzmernTe goncaHuTenBHBIE (3707 KOMnsrOTER)

MpocMoTp OCHOBHBIX CEEASHWIA O CETH W HACTPORKA NOAKAHOYEHNA

napamerpel obLyero joctyna MpocMoTp aKTMBHENX CETER MoAKNHOHEHNE NN OTKIHOYEHNE

Cems 4 Tun gocTyna: LHTERHET
OBLIECTBEHHER CETH MNoaknoueHus:

Wzmenenmne ceTeBex napameTpoe

i HacTpoiixs HOBOTD NDAKNFOHEHMS WK CeTI

et .
Hacrpoiika BecnpoBogHoro, LUMPOKONOAOCHETD, MogemHora, npamora uam VPN-nogrniouenna
VTN 3KE HACTPOIiKa MapLLpYTU3aTopa WK TOUKKM ACCTYNa.

1'5‘, MoaKnrounTsCa K CETH

Mogknroyenne nan NOBTOPHOE NOAKNIOHEHNE K GECNPOBOAHOMY, MPOBOAHOMY, MOAEMHOMY
CETEBOMY €1 WK NOAKN k VPN.

ﬂ BriBop gomalureil rpynnel u napamerpoe obuwjero goctyna

Cra. Taroke Joctyn k dalinam n NpUHTEPaM, pacNONoHKEHHEIM H3 APYTHX CETEBLIX KOMNBHOTEPAX, MK
- W3MEHEHWE NapameTpoe obLuers AocTyna.
Bpanamaysp Windows P P

Jomalinaa rpynna YeTpaHeHne Henonagok

CeoiicTea obospesarena JuarHocTika n NCNpasneHne ceTeBbx NPoBAEM WAK NOAYYEHNE CBEAEHMA 08 ncnpasneHum,

Puc. 5.15

NMPUMEYAHUE!
MpY HaNMMYMU HECKONbKMX CETEBbIX MOAKMIOYEHUIA BbIGEPUTE TO, K KOTOPOMY MIAaHUPYETCS MOOKMTHOYNUTE

IP-kamepy.

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360DVZ
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B oTkpbiBLIEMCA OKHE HaxmMuTe kHonKy [CBomncTBa] (Puc. 5.16).

I nasa 5. Hacmpotika nposoOno2o coeduneHnus

~
4 CocrosHue - MogxaoueHne Mo AOKaALHOW ceTH ﬂ
Ofiwme
MoaknodeHie
IPv4-noakmoYeHre: WHTepHeT
IPvE-NoaKNOYEHHE: bes gocTyna K MHTEpHETY
CocTosHWe cpeakbl: Moakno4eHs ll
AnuTensHocTe: 04:47:33
CKOPOCTL: 100.0 MBwmT/c

CeeneHms. ..

AKTWBHOCTE
OTnpaeneHo L.,. MpuHATE
e s
BakT: 79 188 140 805 509 770
[ '&'Csoﬁcrsa ]['5'OTKJ1IOHMTI:] [,ﬂMEI’HOCI'MKB ] |

Puc. 5.16

B oOTKpbiBLUEMCA OKHE CBOWCTB CETEBOrO MOAKIHOYEHUsT HEOOXOAMMO BbIOpaTb MYHKT
[MpoTokon UHTepHeTa Bepcusa 4 (TCP/IPv4)] n HaxxaTb kHonky [CBomncTBa] (Puc. 5.17).

4 MogxnioueHWe No NOKANLHOMR CETH - CEOIACTER ﬁ

Cemw | Ooctyn

MopxnioysHie Yepes:

I_TI" Realtele RTLE139/810x Family Fast Ethemet cetesoit an:

CmveyeHHEIE KOMMOHEHTE! WCNONB3YIOTCA 3TMM NOAKNIDYEHWEM |

B Kaspersky Anti-Virus NDIS 6 Filter -
v B Mnannposwwk NakeTos QoS

vl BCnfxﬁa OOCTYNE K Painam 1 I'IDMHTEDEM ceTei Micr
. -2 [poToken MHrepHeTR &

& paiisep B/E TONONOra KaHankHOro YDOBHA
& OTBETIMK 0GHAPYXEHWA TONONOrAW KaHaNEHOro YDOE ~
[l [ | Lk

YeTaHosuTs. .. Yoanim CsoitcTea

Onvcanme

Mpotokon TCP/IP - cTaHmap et npoTokon rnobansHemx
CeTed, 0GECTIEYMBAIOILNA CEASE MEXIY PaSNHHBIMK
E5aMMOIEACTEYIOLLMMA CETAMM.

0K ] [ Ommena

Puc. 5.17

B nosiBuBiemMcsi OKHe HeobBXxoaMMO YyCTaHOBUTb 3HayveHus IP-agpeca u macku nopcetu.
Bbibepute nyHkT [Mcnonb3oBaTtb cneaywwmn IP-agpec] n Beeante csobogHbii IP-appec 13

noacetn kamepbl, Hanpumep 192.168.0.20, n Macky noacetun — 255.255.255.0. OcrtanbHble
3HayeHus BBOAUTb HeT HeobxoaumocTu (Puc. 5.18).

PykoBopacTBO no nopakntoyeHuto IP-kamepbl B5360DVZ
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Croiictsa: [Mpotokon Wktepreta sepcnn 4 (TCP/IPv4) m

Ofume

MapameTpel IP MOrYT HASHAYATBCR BETOMATHHECKM, ECIH CETh
NOAAEMHUEAST 3TY BOSMOKHOCTE, B MDOTUEHOM CRY4aE NapaMeTpel
TP MOMHO NOMYHTE ¥ CETESOr0 BAMMHMCTDATOPA.

(71 Mony4uTb IP-3ApeC a6TOMATHHEKK

@ Wcnonb3osaTs crenyrowmil IP-anpec:
IP-agpec: 192,168, 0 . 20

Macka nogceTti: 255.255.255. 0

OcHoBHO Wio3:

Mony4uTe anpec DNS-cepsepa S5TOMATHHECKM
@ Wononesosats cienyouwe agpeca DNS-cepsepos:

MpeanauuTaemsii DNS-cepsep:

AnbTepHaTHEHEN DMS-cepsep:

|| NoaTeepanTs NapaneTps Npy Bsixoae
;}OTHEHE

Puc. 5.18

[na npumeHeHns UsMeHeHU HacTpoek HaxxmuTe KHomKy [OK] Bo BceX OTKPbITbIX OKHaX.

5.3. NonyyeHue poctyna K IP-kamepe ¢ nomowbio 6pay3sepa Internet Explorer
[na poctyna k kKamepe ¢ nomMmoLbio 6paysepa Internet Explorer 3anyctute ero n B agpecHom
cTpoke BBeguTe 3anpoc: http://<IP>:<port>/, — rge <IP> — IP-agpec kamepsbl, a <port> — 3HauyeHune

HTTP-nopTta. Nocne atoro Haxmute [MepenTtn] nudo [Beoa] (Puc. 5.19).

BHUMAHMUE!
IP-kamepa BEWARD B5360DVZ no ymon4yanuio umeet IP-agpec 192.168.0.99, HTTP-nopT 80.

NMPUMEYAHUE!

Ecnn gna HTTP-nopta ucnonb3yetca 3Hadvenue 80, Torga Ans AOCTyna K kamepe 4yepes Opaysep
OOCTaTO4YHO BBECTM B agpecHon ctpoke «http:/I<IP>/», roe <IP> — |IP-agpec kamepsbl.

, _ —— .
6':,‘\ © hitp://192.168.099/ 0= 5 x| @ nyeran crparonse i L e
Puc. 5.19
PykoBoacTBO no noagkntoyeHuto IP-kamepbl B5360DVZ
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5.4. NMonyyeHne goctyna Kk Be6-nHTepdency IP-kamepbl

Mocne 3arpysku cTpaHuubl BebG-mHTEpdenca kamepbl npu nomowin 6paysepa Internet
Explorer Bbl yBuanTe okHO aBTopusaumn. Beegute nmsa nonb3osartensa n naposib. 1o ymonyaHumio

ncnonb3yeTcd nms nonb3osatens — admin, naponk no ymonyaxumio — admin (Puc. 5.20).

BesonacHects Windows X

iexplore.exe

Cepeep 192.168.1.131 sanpawMBaeT MMA NONL30OEATENA 1
naponk.

SToT cepeep Takke coobuiaet: "B5360DVZ H.264 IP Camera -
18688236A848".

admin |

D 33NOMHUTL YUETHBIE A3HHEIE

OK Otmena

Puc. 5.20

NMPUMEYAHUE!

Ins koppekTHo paboTkl BeO-uHTepdeiica IP-kamepbl Heobxoauma Bepcus Gpaysepa Internet Explorer

He Huxke 9.0.

[na npocmoTpa nsobpaxeHus ¢ IP-kamepbl yepes 6paysep Internet Explorer ncnonb3syrorcs
kKomnoHeHTbl ActiveX. Internet Explorer He MeeT 3TUX KOMNOHEHTOB B CBOEM COCTaBe 1 3arpyxaet
X HenocpeacTBEHHO C KaMepbl Ans nocrneaywulen ycTaHoBKN. B HxkHen yactn okHa Bpaysepa

NnosiBUTCA BCMMblBaloLLee ornoBeLleHre cucteMbl 6esonacHoctu (Puc. 5.21).

Puc. 5.21

Haxmute Ha kHonky [YcTtaHoBUTBL] A58 ycTaHoBKM KOMMOHeHTOB ActiveX.

| BHUMAHMUE!

PykoBoacTBo no noaknto4veHuto IP-kamepsl B5360DVZ
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YcTtaHoBka KOMMoHeHTOB ActiveX, HeobGxoauMbIX Ofsi NPOCMOTpa U3obpaxXeHnsa C Kamepbl, BO3MOXHa

TOnbKO Ha 32-6utHyto Bepcuto bpaysepa Internet Explorer.

Mpun yctaHoBke ActiveX gns OC Windows 7 unu Vista cuctema 6esonacHoctu 6paysepa
Internet Explorer 6ynetr aBTomMaTuyecku 6nokupoBaTtb ycTaHoBky ActiveX. [Ans npogomxeHus

YCTaHOBKN HaXXMUTE KHOMKY [YCTaHOBUTBL] B OKHEe NoATBEpXXaeHUs ycTaHoBKK (Puc. 5.22).

' B
Internet Explorer - Mpegynpexgerdne cicTeMbl BE30ONACHOCTA &J
Yer b 3TO Mpor 6 ?
@ Wma: ActiveX Control (2013, 11.04;
Wzpatens: BEWARD Co., Ltd

E] [ononHUTENEHD [ YCTaHOBMTE ] [ He ycTaHaBnMEaTE

E T | Dalinel M3 MHTEpHETa MOryT BEITh NONESHLI, HO 3TOT THN GEIANE MOKET

s ‘j NOBPEAMTE KOMNBOTEP, CNeAyeT YCTEHABNMBATE MPOrPaMMel, NOMYYEHHEIS

= TOMBKO OT JOBEPEHHOM0 M3AETENA, DEKTOpE! PUCKa
.
Puc. 5.22

lNocne aToro NOSABUTCS OKHO, I/lHd)OpMI/IpyI'OLLlee Bac o H606XO,EI,VIMOCTVI 3aKpbITUA Beb-

Gpay3epa anga ycraHoBku. 3akpovite Internet Explorer n Haxmute kHonky [OK] (Puc. 5.23).

i B
Warning lﬁ

IE windows must be close before install ocx, OK?

OK | OTmena

_

Puc. 5.23

3arteM, OTKpOEeTCs OKHO ycTaHoBKM KommnoHeHToB ActiveX. Haxmute kHonky [Install] (Puc.
5.24).

@ Install OCX . (S|

@‘ Install ‘ ‘ Uninstall ‘ Clase

Puc. 5.24

Mocne ycnewHon yctaHoBkn Bbl yBugmTte coobuieHne «Register OCX success(C:\)» B

HWXHeWn cTpoke okHa. HaxmunTte kHorky [Close] ans Bbixoga u3 okHa yctaHoBku (Puc. 5.25).

PykoBopacTBO no nopakntoyeHuto IP-kamepbl B5360DVZ
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& Install OCX [

B’ Install ‘ Uninstall ‘ ‘ Close

| Reqgister OCX success(C:ANetVideolX)

Puc. 5.25

NMPUMEYAHME!
B onepaumoHHon cucteme, otnnyHon ot Windows 7, unu B 6paysepe, otnudHom ot Internet Explorer 9.0,
Ha3BaHMS MEHIO WIM CUCTEMHbIE COOOLLEHMS MOTYT OTNMYaTbCA OT Ha3BaHWA MEHI0 U CUCTEMHbIX

coobuweHun B apyrnx OC cemerictea Windows unu B gpyrux opaysepax.

NMPUMEYAHMUE!

Mpun yctaHoBke ActiveX ans OC Windows 7 unu Vista npu BKntoYeHHOM KOHTPOIE Y4YeTHbIX 3anucen byget
AOMOSHUTENBHO MNPOM3BOAMTBLCS OMOKMPOBKA YCTAHOBKW, O YeM Monb3oBaTento OyaeT BblgaHo
OOMNONHUTENbHOE onoBelleHne. [1na paspelueHns yCTaHOBKM HeO6XooMMO yTBEPAUTENbHO OTBETUTH B

nosABuBLLEMCA OKHE.

B agpecHon ctpoke Opay3sepa BBeguTe IP-agpec kamepbl n Haxmute [Enter]. OTtkpoeTcs
OKHO aBTopu3auuu. Beeante mmsa nonb3oBartens u naponb. Mo ymonyaHuto Mcnonb3yeTca nums

none3oearens — admin, napone no ymonyaxuio — admin (Puc. 5.26).

BHUMAHUE!
Mocne aBTopu3auun Bbl MOXeTe M3MEHUTb MMs MOMb30BaTENs W Napofib B MeHo Hacmpolka —
CucmewmHsbie — [Monnb3oeamenu. Ecnv naponb unn nMs nonb3oBaTens yTepsiHol, TO IP-kamepy MOXHO

BEPHYTb K 3aBOACKMM ycTaHoBkaM. [ns cbpoca HacTpoek HeoGXoAMMOo 3axaTb KHOMKy cbpoca Ha 10

CeKyH[.

Besonachocte Windows x
iexplore.exe
Cepeep 192.168.1.131 3anpawwmBaeT MMA NOAL3OEATENA U
naponk.
SToT cepeep Takke coobuiaet: "B5360DVZ H.264 IP Camera -
18688236A848".

admin |

aseee |
D 3aNOMHWTL YUETHBIE JaHHLIE

OK Otmena
Puc. 5.26
PykoBoacTBO no noagkntoyeHuto IP-kamepbl B5360DVZ
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MNocne yCI'IeIJJHOI7I aBTopuzauunmn Bbl nony4yuTte OOoCTyn K aneMeHTamM ynpaslieHNA KaMepbl U

n3obpaxeHuio ¢ Hee (Puc. 5.27).

) T T — T T
B@\VARD

NMPUMEYAHUE!
B cnyyae BO3HMKHOBeHMSI npobrnem npu yctaHoBke ActiveX nnbo HEBO3MOXHOCTU UCMONb30BaHUA

Internet Explorer, obpatutech k pykoBoAcTBY no akcnnyatauuu, Mnaea 4.

5.5. UameHeHue HacTpoek noaknto4veHus IP-kamepbl Yepes3 Be6-mHTepcenc
Mocne noakntoyeHus k IP-kamepe HEOOXOAMMO M3MEHUTbL €e HACTPOWKM Takum obpasom,

YTOObI OHA Haxoamnach B OHOWM NOACETM C OCTalbHbIM 060pyD,OBaHVIeM.

BHUMAHUE!

[na coBMecTHOM paboTbl HECKOSIbKMX YCTPOMCTB B OAHOM NOACETN HEOOX0AMMO, YTOObI Y HUX cCOBNaaanm
nepBblie TpuU YacTu IP-agpeca, n NONHOCTLIO cCoBNagana macka noaceTu.

Hanpumep, IP-agpec Bawero lNMK: 192.168.50.40. IP-agpec pasgeneH ToukaMu Ha deTblpe okTeTa. B
OaHHoMm npumepe: 1 okteT — 192, 2 okteT — 168, 3 okTeT — 50, 4 okTeT — 40. Bam Heo6x0ANMO N3MEHUTL
IP-agpec kamepbl Tak, YTOObI UX NEPBbLIE TPU OKTETA CoBMNaganu, To ectb IP-agpec kamepbl JOMKEH UMETb
Bua: 192.168.50.XX. YetBepToii okTeT |IP-agpeca kaxgoro ycrtponcrtBa obsasaTtenbHO OO0MMKeH ObiTb

CBOUM.

PykoBopacTBO no nopakntoyeHuto IP-kamepbl B5360DVZ
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ﬂ,J'IFI M3MEHEHUNA CETEBbLIX HACTPOEK B Be6-|/|HTepcbe|7|ce HaXMuUTeE B NMaBHOM MEHIO0 KaMepbl

kHonky [HacTtpouku] n nepenagute B meHio Cemb — LAN (Puc. 5.28).
BE\VARD

JloxanbHiie Hactpoitra LAN

Bugeo

o Menonssosate IPvE [ ]

nE v
5 @ Bepcns IP | IF

> WalchDog IP IPampes | 102 165 1 131

Mony4uTL ABTOMATHHECKH

> PPPoE Macnfmge’m

> UPnP OcHOEHOI Wnios m
» EAED Manyuns asTomarnseckd [

i it DNS 0 o 0 0

> DDNS
Mposepka ceT

> PFTP
> RT=P
5 s =
> Yoogounenue

Jannce

Tpeeora

CucTemHbie

Puc. 5.28

B TekctoBbix nonsax [IP-agpec], [Macka nopgcetn], [OcHoBHOWM W3],
[Mpeanountaembin DNS], [AnbTepHatuBHbIN DNS] HyXHO BBeCTU Takme 3Ha4yeHusi, 4YTOObI
Kamepa nonana B ogHy noAaceTb € ocTarnbHbiM 06opyaoBaHuem (Puc. 5.30). Ina aTtoro obpatuTech
K paHee 3anncaHHbIM, TEKYLLIMM HAaCTPONKam NPOBOSHON NOKanbHOM ceTun (CM. NyHKTbI 5.1 nnn 5.1.1)

n, B COOTBETCTBMN C HUMU, YCTAHOBUTE BbllLE€yKa3aHHbIE NMapaMeTpbl.

NMPUMEYAHUE!
B cnyyae HeobxoouMMOCTW, Onsi HACTPOMKU CETEBbIX MapaMeTpoB YCTPOWCTB obpatutecb Kk Bawemy
CceTeBOMYy afiMUHUCTPATOPYy.
[na npMMeHeHns N3MEeHEHMIN CeTEBbIX HACTPOEK Kamepbl HaXMUTE KHOMKY [CoxpaHuTb],
rnocne 4ero NosiBUTCA yBeAOMIIEHNE O nepesarpy3ke yCTPOnCTBa.
Mocne nepesarpysku, IP-kamepa 6yget goctynHa no 3agaHHomy Bamu IP-agpecy. Ha atom

HaCTpOIZKa npoBOAHOIO NOAKI4YeHnA |P-KaMepr 3aBepLieHa.

5.6. BO3BpaT HaCcTpoeK noakn4eHuA NMKse nepBoHa4valribHble 3Ha4YeHUA
YUToObl BEPHYTb 3HAYEHUs NPOBOAHOIO CETEBOr0 MOAKMOYEHUSI K YCTAHOBMEHHbIM paHee
3Ha4YeHMAM, BbINONIHUTE cneayroLmne AencTBus.

HaxmuTte lyck — lNaHenb ynpaeneHusi (Puc. 5.29).

PykoBopacTBO no nopakntoyeHuto IP-kamepbl B5360DVZ
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@ Internet Explorer
C

@ Skype

X & Microsoft Office Excel 2007

¢z

,‘:/‘ BnoknoT

@ DVR Server
Q BRSController
m BEWARD IP Visor
m BEWARD Player

_' CrywBel

a5 Ty

a

’@, CyxBbl KEMNOHEHTOR

»  Bcenporpammel

‘ Hadmu npozpasme u daiine

Puc. 5.29

BEWARD

JloxymenTe

Mysbika

Wrpei

Komnstotep

Manens ynpasnexns
YcTpoiicTea n NpUHTEPSI
[Nporpamms! No yMoa4aHuo
Cnpaska 1 noaaepxka

3asepiuenmne paboTel ot

B oTKkpbIBLLEMCA AManoroBoM okHe BblbepuTe nyHKT [[IpocMoTp cocToAHUA ceTu u 3aaay]

B pasgene [CeTb un UHTepHeT] (Puc. 5.30).

Y

HacTpoiika napamMeTpoB KOMMboTEPa

Cwcrema v Be30nacHoCT
MpoBepka COCTOAHWA KOMMEHOTEPE
ApXMENPOBAHWE AAHHBIX KOMMNBIOTEPE
Mowck n ncnpaenedne npobnem

CeTh y MHTepHeT

IH-ECCMCTFJ COCTOAHWA CETH WU 23434 I

BuiGop napaMeTpos JoMallHeR rpynnbl n obLero
AOCTYNa K AGHHBIM

OBopyAoBaHWe W 3BYK
MpocmoTp ycTpoicTe v NpuHTEpOE
[JoGasnenne ycTpoicTea

Mporpammei

¥aanenne nporpammel

MpocmoTp: Kateropua *

YueTHble 3anncK NonbsosaTenei n
CEMEWH...

'@' JobaeneHne  yaneHne yYETHBIX 3anucel
nonk30BaTene

'@' YeTaHoBKE POAWTENBCKOTD KOHTPONA ANA BCEX
NonE30BATENER

OdopmMmneHne N NepcoHannsauma
smeHermne Temel

Vzmerenne foHa pabodero crona
Hacrpoiika paspewuennn skpana

Yacol, ASbIK W PETWOH

CrMeHa packnagku Knasuatypel nnu Apyrix
cnocoBoe BECAR

VzmeHeHne Asbika wHTepdeica

CrneumanbHble BO3MOXKHOCTH
Pekomengyembie Windows napamerpe
OnTumMu3aLna n3oBpaKeHnA Ha IKpaHe

Puc. 5.30

B oTkpbiBLIEMCH OKHE HaxmuTe [MoakntoveHune no nokanbHon cetun] (Puc. 5.317).

CkauvaHo c sec.ru
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mv L& < Cethn WnTepHer b LleHTp ynpasnenns ceTamu n oBLLMM AOCTYNIOM

Manens ynpasnexns -

AOMALLRAA CTpaHML MPOCMOTP OCHOBHbIX CBEAEHWMIA O CETU M HACTPOMKA NOAKMOUEHNA

| = MpocmoTp NoAHOI KapTel
4 §
Mzmenerine napameTpos [-‘«-h--. & 0

aaanTepa BEWARD Heckoneko ceteit Wrreprer
WzmeHnTe gononHUTEAEHEIE (aToT KomneroTep)
napameTpel 0BLLEro AocTyna MpocumoTp akTHeHB: ceTed Mogrnioyuerne Wi OTKIIOYERNE

Cems 4 Tun gocTyna: LHTepHeT
OBLLECcTEEHHAA CETE MogknroueHna:

MzmEHEHNE CETEBBIX NAPaMETPOE

4;- HacTpoiika HOBOMD NOAKNKIYEHNA WK CETH
=

HacTpofika GecnpoeogHore, WMPOKONOACCHOTO, ModemMHore, npamere nan VPN-noginoyenns
WM 3Ke HACTPOiiKa MAPLIPYTHIATOPa WK TOUKN A0CTYTIE.

MoaknrounTsca K CeTh

MoAKNHOYEHHE MW NOBTOPHOE NOAKIFOYEHKE K BECNPOBOAHOMY, NPOECAHOMY, MOAEMHOMY
CETEBOMY COSAMHEHMID WAK Nogknrouerue k VPN,

Beifop AomaluHed rpynnkl n napameTpos oBLUEro AocTyna

Cm. TaKoke AocTyn k daiinam u NPUHTEPaM, PACNONDXEHHBIM HA APYIWX CETEBLIX KOMMBHOTEPAX, MK
. MIMEHEHNE NapameTpos oBLyero qocTyna.

Epanamaysp Windows P P R
flomaumas rpynna YeTpanenmne Henonaaok

Ceoiictea obozpesatens AnarHocTika v MCNPaBAEHWE CETEBLIX NPOBAEM AW NONYYEHNE CBEAEHNIT 06 nCnpaeneHm,

Puc. 5.31

B oTkpbiBLIEMCS OKHE HaxmuTe kHonKy [CBoncTBa] (Puc.5.32).

U CocrosHue - Mogeioderie No NOKansHOR CeTi u

™

Qe

MNoakn4eHne

IPv4-noakmoHeHne WHTepHET
IPvE-NoakmoHeEHHe Bes nocTyna Kk MHTepHETY
CocToAHME cpeabl: MoaknoyeHo
JNUTEenbHOCTL: 04:47:33
CKopoCTE: 100.0 MBuT/c

AKTMBHOCTb

OTnpaeneHo - L MpyHATO

79 188 140 305 509 770

@'OTmmuuTb] [ [WarHocTuKa ]

Puc. 5.32

B OTKpbIBLUEMCS OKHE CBOWCTB CETEBOro MOAKMIYEHUs HeobxoaMmo BblOpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBoncTBa] (Puc. 5.33).

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B5360DVZ
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~
4 MoaxnroueHWe No NOKANLHOW CETH - CEOMCTEa ﬁ

Cem | Ooctyn

MogrnioveHing yepes:

‘-'-." Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.@ Mnarmposwwk nakeTos QoS
SCn'{xﬁa ADCTYNE K $ainam u npuHTepam ceTel Micr
& [ooToren MHrepHeTs sepcin § P/APyE)
(2 Nporoxen Wrrepreta epeun 4 (TCP/Pvd) |
- lpaiteep 6/8 Tononora KaHansHoro yposHA B
-+ OTBETMK 0BHAPYKEHMA TOMONOMMM KaHANSHOMD YPOE =
[l I

| 3
YeTaHoBUTE... Yoanuts | CaoitcTea I

Onucanve

m

Mpotokon TCP/IP - cTaHaap eI npoTokon rnofansHem
ceTed, 0GECnEYMBaIOLLIMA CEBASE MEXKLY PASMMHHEIMKM
E3EMMONEACTEYIOLLMMIA CETAMM.

oK ] [ Ommena

Puc. 5.33

OTKpoeTCs MeHI0, B KOTOPOM HEOBXOAMMO YCTaHOBUTb 3HAYEHWS HayarnbHbIX HACTPOEK,
3anuncaHHbIx BaMu paHee (cM. nyHKTol 5.1, 5.1.1 naHHoro PykoBoacTsa).

Ecnn mnsHavanbHo IP-agpec Bawemy [NMK HasHavyancs aBTomMaTuuyecku, Torga Bblbepute
nyHkTel [Monyuntb IP-appec aBtomatuyecku] wu [Monyuntb appec DNS-cepBepa

aBTOMaTM4ecku], nocne yero Haxmute kHorky [OK] onsa Bcex oTKpbITbIX OKOH (Puc. 5.34).

Ceoiicrsa: Mpotokan Wkteprera sepeun 4 (TCP/IPv4) &Iﬂ

Ofiume ANBTEPHATUBHEA KOHGMr yPaLa ‘

MNapameTpil IP MOMYT Ha3HAYATHCA SETOMATUHECKM, BCIM CETh
NOAAEPHNBSET 3TY BOMOKHOCTb, B NPOTMBHOM CYYaE NapaMeT Pl
IP MOXKHO MOAYSWTh ¥ CETEE0r0 AOMMHWCTPATOPa.

|a Mony-ute IP-aapec aBTOMATHHECKK I
() Mienonb308aTe cneayiowni IP-agpec:

| (@ MonyunTe anpec DNS-CepEEpa SETOMETHYECKIA I

(7) Mienon=308aTE cneayiowne agpeca DNS-cepeepos:

MoATEEPAWTE NEPEMETPEI NPK BEIXOAE

Puc. 5.34

Ecnu nsHavaneHo |IP-agpec Bawewmy K 6bin 3agaH BpyyHyto, Torda BblbepuTe MyHKT
[Mcnonb3oBaTb cneayowmn IP-agpec] n 3anonHute Heobxogmmble Nons (CM. NyHKT 5.1 gaHHOro

PykoBogacTtea), nocne yero Haxmute kHorky [OK] Ans Bcex oTKpbITbIX OKOH (Puc. 5.35).

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B5360DVZ
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Ceoitcrea: Npotokon Wetephera eepcnn 4 (TCP/IPv4) &Iﬂ

Ofwme

MapameTpel IP MOMYT HASHEYETECA ABTOMETHHECKH, BCM CETE

NOAAEPHMBAET STY BOSMOMHOCTE, B NpOTHSHOM Cryyae MapaMeTpel
IP MOXHO NONYYMTE ¥ CETEBOr0 aAMUHUCTPETOPE.

() ManyuuTe IP-afpec aBTOMETUHECKH

@ WNonb30EaTh CNeayWKiA IP-aapec: I
IP-appec:

192.168. 0 . 20
Macka nonceTu: 255,255 .255. 0
OcHOBHOI WAk 192.168. 0 . 1

Mony-mTe agpec DN5-cepsepa asToMaTHHecM

I-é- Wcnonb3oBaTte CNeAYIOWME aapeca DNStepBepoB:I

| MpeanounTaemeni DMS-cepsep: 192.188. 0 . 1 |

AnbTepHaTHBHEIR DNS-cepeep:

[CIMoaTeepanTs napareTpel npn Beixone

AononHUTENEHG. ..

Puc. 5.35

5.7. MpoBepka npaBUNILHOCTM HAcTpoeK nogkniyeHna I[P-kamepbl K
nokKanbHoOM ceTu

Ana KOHTpPONsA nNpaBWMbHOCTU CEeTEBbIX HACTPOEK KaMepbl W KOMMNbKTEPA HYXHO
NoaKIIYNTLCA K kKamepe Yepes Gpaysep Internet Explorer.

3anyctute 6paysep Internet Explorer. ins atoro Haxmute lMyck — Bce lMpoepamMmbi v
BblbepuTe cTpoky [Internet Explorer].

Beeoute B agpecHom cTpoke IP-agpec, nNpUCBOEHHLIN
http://192.168.0.99) (Puc. 5.36).

kamepe (Hanpuwmep:
' — EI §§ B
Gf\zi;’ Q http://192.168.0.99/ D~ X| f—j:;‘ MycTan cTpannua u ﬂﬁ i\\.? §:§

-

Puc. 5.36

Mpy npaBunbHbIX HACTPOMKaxX OTKPOETCH OKHO aBTopu3auuu. [ns aBTopusauumn BBeguTe
UMs nonb3oBaTtens u naponb, nocne vero Haxmute [OK] (Puc. 5.37).

PykoBopacTBO no nopakntoyeHuto IP-kamepbl B5360DVZ
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BHUMAHMUE!

Mms nonb3osaTtens no ymonyaHuto: admin. Naponb no ymonyaxumio: admin.

BesonacHocts Windows X

iexplore.exe

Cepeep 192.168.1.131 2anpalwvBasT MMA NOAL30EATENA W
naponk.

370T cepeep Tawke coobwaer: "B5360DVZ H.264 IP Camera -
18688236A84B".

admin |

D 3anoMHWTE yueTHble AaHHLIe

OK OTMeHa

Puc. 5.37

Mpy NpaBMNbHO BLINOJTHEHHbLIX AENCTBUSAX Bbl cMoxeTe 3amtm B BeG-nHTEpdhenc yepes

Gpaysep n yBnaeTb nsobpaxeHue c Bawen IP-kamepbl (Puc. 5.39).

AR o] m_

B@\VARD

Puc. 5.38

NMPUMEYAHUE!

B cnyyae HeygayHoro coeguHeHUsI C KamMepon, NpPoBepbTe MPaBUMbHOCTL MOAKMIOYEHUA K NPOBOOHOW
CeTu, BePHUTECH B HAYaso AaHHOM rnaBbl U MOBTOPUTE HAcTPoWiKy. B cnyyae Heo6xoanMocTh obpatutech

K Bamemy CUCTEMHOMY aAMUHUCTPAaTOopy.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B5360DVZ
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MnaBa 6. NogkntoyeHue IP-kamepbl K ceTn UHTepHeT

6.1. O6wue cBegeHUA o noagknoveHun IP-kamepbl kK cetn UHTepHeT

Mpun ycTtaHoBke IP-kamepbl 06bI4HO TpebyeTcst UMETb K HEN A4OCTYN HE TONbKO U3 NOKanbHOM

ceTu, HO 1 n3 cet IHTepHeT.

B atom cnyyae gnst ogHOBpeMeHHOM paboThbl KOMMBLIOTEPOB, HOYTOYKOB, IP-kamep 1 gpyroro

obopynosaHuns B ceTn MIHTepHeT, Yalle Bcero, Cnomnb3yeTcs MapLupyTmusaTop.

MNpn opraumsauum poctyna kK IP-Bngeokamepam wmn3 cetnm VHTepHeT, Kak npasusio,

NCNONb3YITCH Creaylolme Tpu BapmaHTa:

1. VimeeTcsi BblAENEHHbIN NMpoBangepoM BHeEWHWn ctatudeckun |P-agpec nnun PPPoE-
coeaunHeHue. MNpu aTom, gaHHbIn IP-agpec (unn PPPoE-coeanHeHnne) ncnonbdyetca ons
NOOKITOYEHUS TONbKO 04HOM IP-kamepbl 1 HE MOXET ObiTb HA3HAY€eH eLle KakoMy-rmbo
YCTPOWNCTBY.

2. VmeeTcs BblOENEHHbIN MpoBanOgepoOM BHELWHWA cTaTtudeckui |IP-agpec, KOTOpPbIN
nucnonb3yeTca Ans NOAKNIOYEHNs K ceTu NHTepHeET NoKanbHOW CeTU, K KOTOPOW, B CBOKO
oyepenb, MNNaHUpyeTCa MOAKMYMTL OOHY WK Heckornbko [IP-kamep. [Mpu Takom
NOOKIOYEHUN NCNOSb3yeTcss MapLupyTmusatop. MNpyn 3ToM YUCno NogKIoYaeMbIX Kamep
3aBUCUT, B OCHOBHOM, OT KONMYeCTBa NepeHasHavYaembIX MapLLpyTU3aTopoM NopToB.

3. lpoeangep He BbloenseT BHeLWHMM cTaTudeckun IP-agpec. IP-agpec HasHavaeTcs
npoBangepomM ANHAMUYECKU, TO €CTb Tak, YTO MPU KaXXJoOM HOBOM MOAKMHOYEHUN 3TOT
agpec npvcBamBaeTCsl 3aHOBO M M3MeEHsieTcs B npouecce paboThbl (Takas cutyaumst
ocobeHHO xapakTepHa npu pabote yepes ADSL u GPRS). B atom cnyyae, 4Ttobbl
obecneunTb BO3MOXHOCTb MOAKMHOYEHUS OLHOW WMAW HECKOMbKUX Kamep K CeTu
MHTepHET, BHE 3aBMCUMOCTU OT TOro, Kakon IP-agpec BbiaeneH npoBangepom B aHHbIN
MOMEHT, HeoOXoaMMO  3aJencTBoBaTb  WMHTEpHeT-CNyxObl,  paboTawowme C
ANHaAMNYECKUMMN agpecamu.

Hanee, 3T BapuaHTbl opraHusauumn goctyna k |IP-kamepam un3 cetn WHTepHeT OyayT

paccMOTpeHbI NogpobHee.

6.2. NopgkntovyeHue nNpu ctatuyeckom BHewHeMm IP-agpece/PPPoE-coeauHeHun

6.2.1. Ucnonb3oBaHue ctatu4veckoro IP-agpeca

Ana nogkntodeHus IP-kamepbl k cetu MHTepHeT HeobGXOAMMO M3MEHUTb ee ceTeBble
napamMeTpbl B COOTBETCTBUM C JaHHbIMW, NOMy4YeHHbIMW OT NpoBaraepa. Kak npasuno, npoBangep
npegocTaengeT cnegylolmne ceteBble HacTponku: IP-agpec (B AaHHOM cryvae, cTaTUYecKui),
Macka nogcetn, CeteBon wnio3 u agpec DNS-cepsepa.

Ona nonydeHns goctyna Kk IP-kamepe yepes ceTb VIHTepHeT no ctatnyeckomy |IP-agpecy

Heo6X0AMMO BbINOSHUTL CreAyoLMe Lwaru:

PykoBoacTBo no noaknto4veHuto IP-kamepsl B5360DVZ
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Inasa 6. Iooxnouenue IP-kamepol k cemu Unmepnem

War 1: nogkntounte IP-kamepy Hanpsamyto Kk Bawemy K.

LWar 2: nsmeHute ceTeBble HACTPOWKM NPOBOAHOIO coeanHeHus |IP-kamepbl (CM. NyHKT 5.5

AaHHoro PykoBoacTBa) B COOTBETCTBUM C HACTporkamu, npegocrtaBneHHbiMM Bawnm WHTEepHeT-

nposangepom (Puc. 6.1).

BE\VARD

TlokansHbie Hacpoiika LAN

Bugeo
Cema e
> Orhoskbie

> WatchDog IP

> PPPoE

> uPnp
Bonjour Temems
E-mail

> FTP

nonssosars IPv6 [

Monyu4uT S5TOMETHYECKH

‘OcHOBHOA W03 | 192 168 . 0 . 251

mTEEMEIADNS | 100 165, 0 . 251

Mpeano

Bepoua IP | IPV4 v

IPampec | 100, 168. 1 . 131

Macka noaceTu

e

WDNS| o . o . 0 . 0

> NAS
> DDNS

Mposepsa cer

MAC-aapec | 16-68-82-36-A8-4B

™

PETP

RTSP
> HTTPS
> Yasgounenne

3anuce

Tpeeora

Cucremibie

Coxpannms

Puc. 6.1

War 3: nogkntounte IP-kamepy K BblaeneHHom cetu Ethernet.

Ecnu Bce napameTpbl yka3aHbl BEPHO, kKamepa AomkHa ObiTb 4OCTYNHA B ceTh VIHTepHeT.

B npvBeneHHOM npumepe npoBanaep NpeaocTaBun cregyowme AaHHble:

IP-agpec: 192.168.1.1

31

Macka nogcetu: 255.255.254.0
OcHoBHoWm winto3: 192.168.0.251
Mpeanountaembin DNS: 192.168.0.251
AnbTtepHatuBHbI DNS: 0.0.0.0

B obwem cny4vae, onga obpawieHus K IP-kamepe vyepes ceTb VIHTEpHET B agpecHoOn CTpoke

Opaysepa BBoanTCa cnegytowwnin sanpoc: http://<IP>:<Port>, roe <IP>— IP-agpec kamepbl, <Port>—

3HayeHne HTTP-nopta. Tak kak B AdaHHOM npumepe ucnonb3dyetcsa 3HadveHune HTTP-nopTa,

3agaHHoe no ymonyaHuo («80»), To, 4Tobbl 0bpaTuThbCca K IP-kamepe 4vepe3 ceTb VIHTepHeT,

Heobxoanmo HabpaTb 3anpoc «http://173.194.122.202».

NMPUMEYAHUE!
Mpu nogkmntodeHun Kk kamepe yvepesd HTTP-nopT, 3agaHHbIn NO yMOMYaHuio (3HavyeHue paBHO «80y»),

3anpoc B agpecHou cTpoke bpaysepa nmeet Bua: http://<IP>, — roe <IP> — IP-agpec kamepbl.

6.2.2. UIcnonb3oBaHne PPPoE-coeauHeHus

PykoBopacTBO no nopakntoyeHuto IP-kamepbl B5360DVZ
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VlHTepHeT-I'IpOBaVILI,ep HE BCerga MoXxet obecneynTb noaKkrnw4yeHne no Ctatndeckomy IP-

agpecy. Halue Bcero, nposangep opraHnadyet goctyn K cetn MIHTepHeT Yyepe3 PPPoE-coeanHeHme.
B aTom cny4ae, oH npegoctaBnseT aboHEeHTY MMsl NoONb30oBaTens 1 Naporib.

IP-kamepa B5360B noppgepxmBaetr PPPoE-coeguHeHne. [Ona ero ucnonb3oBaHUs
Heo6xoanMO BbINONHUTL CReAyoLme Warw:

War 1: nogkntounte IP-kamepy k Bawlen nokansHom cetn unu Hanpsmyto K MK (cm. Masy 5).

LWar 2: songute B meHto PPPoE HacTtpoek IP-kamepbl: Hacmpoliku—Cemsb — PPPOE.

War 3: B TekcToBbiX Nongax [Monb3oBatens], [[Taponb] BBeanTe 3Ha4YeHUs!, NONyYEHHbIE
oT ViHTepHeT-npoBangepa (Puc. 6.2).

B@\VARD

ToxaneHeie Hactpoiika PPPoE

Buaeo

Cetn Brntounts [ |

» OcHoBHbie ¥ wa [PAP V]

> LAN Agpec [ ]

» WatchDog IP Mombsosarens | |
prrs S —

> UPnP BpemA oHnaiiH

> Bonjour GO, |

> E-mail

> FTP

> DDNS
> PRTP
> RTSP
> HTTPS
> Yeepoumnexwe

3anuck

Tpeeora

CucremHbie

Puc. 6.2

War 4: Boibepute TMn wudpoBaHua “CHAP” wnu “PAP” ans npoBepkM MNOASIMHHOCTU
coefVHEeHus.

LWar 5: Anga npuHATAS 3MEHEeHUN HaXxmuTe KHOMNKy [CoxpaHuTb].

BHUMAHUE!

[ns BCTynneHus ceTeBbiX NapaMeTpoB B cuily TpebyeTcs nepesarpyska yCTpoWCTBa.

War 6: nogkntounte IP-kamepy Kk BblgeneHHon cetu Ethernet.

BHUMAHUE!
Mocne nogknioveHus IP-kamepsl K BolaeneHHom ceTu Ethernet, oHa 6yaeTt goctynHa B cet IHTepHeT nog

IP-agpecom, NpucBOeHHbIM et Balimm npoBanaepom 1 otobpaxkaembimM B none [Agpec] (cm. Puc. 6.2).

[na obpaweHusa k IP-kamepe B cetn NHTepHET B agpecHon cTpoke Bpaysepa BBOAUTCA

cneaywowmn 3anpoc: http://I<IP>:<Port>/, — roe <IP>- |P-agpec kamepbl, Ha3Ha4yeHHbI Bawwum

PykoBopacTBO no nopakntoyeHuto IP-kamepbl B5360DVZ
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BeWARD Inasa 6. Iooxnouenue IP-kamepol k cemu Unmepnem

nposangepomMm npu yctaHoerneHmn PPPoE-coeguHeHusi, <Port>— 3HayeHne HTTP-nopta (mo

ymonyaHuto pasHoe «80»).

NMPUMEYAHMUE!
Mpn noakntoyeHnn Kk kamepe 4vepe3 HTTP-nopT, 3agaHHbIA MO yMOMYaHUKO (3HadeHue paBHO «80»),

3anpoc B agpecHou cTpoke bpaysepa nmeet Bua: http://<IP>, — roe <IP> — IP-agpec kamepbl.

6.3. MNoakntoyeHne 4yepe3 cetb WMHTepHeT Kk IP-kamepam, Haxogsawumcsa B
JNIOKanbHOW ceTu
Ecnu goctyn B ceTb VHTEpHET ocyLlecTBnseTca no BblgeneHHon nuHun Ethernet nnn no

ADSL, ons noaknoyeHus nokanbHON CeTu UCMOoMNb3yeTcs MapLupyTmM3aTop.

BHUMAHUE!
Ons ncnonb3oBaHMSA OaHHOrO MeToda MOAKMoYeHUs Heobxoaumo 3apaHee npuobpectn y Bawero
npoeangepa nybnu4yHbIN cTtaTudeckun |[P-agpec. [lpoBagep npedocTaBnsieT, Kak npaBuIo,

AWHaAMU4YeCKU BHYTpPeHHUun IP-agpec, KoTopbl AOCTYMNEH TOMbKO B nogceTu nposangepa. MNoatomy

yTOYHUTE TUM Ucnosnb3yemoro Bamu IP-agpeca 3apaHee.

[na Toro 4ToGbl NnogkntounTbes K IP-kamepe M3 ceTn MIHTepHeT, Hago obpartutbes no IP-
agpecy, BblgaHHOMY NMpoBangepoMm («BHELWHUNy |IP-agpec mapLipyTtmnsartopa), 1 K onpegeneHHomy

nopTy.

BHUMAHUE!
Mpu obpaLyeHnn n3 cetn VIHTEPHET ANs BCEX KAMEP, HAXOAALLMXCS B OOHOW NIOKaNbHOWM CETH, CyLLeCcTByeT
Tonbko oauH IP-agpec (IP-agpec, BblgdaHHbI npoBavaepom). MoaToMy ana goctyna K 3TMM kamepam

HeobXoaMMO Ha3HaYUTb KaXaon cBoe 3HadeHne HTTP-nopTa.

[nsa atoro TpebyeTcsa BbINONHUTL Cneayolmne 4encTBus:

o /I3meHnTb ceTeBble NapameTpbl IP-kamep B COOTBETCTBUM C HACTPOMKaMU, NPUHATBIMU
B Bawen nokanbHom cetn (CM. NyHKT 5.5 Ana NpoBOAHOrO MOAKMOYEHMS Kamep K
rIOKarbHOW CeTn).

e Hactpoutb yHKUMIO NepeHanpasneHus noptoB. [aHHaa yHKUMSA nos3sondet
nepeHanpaenaTb obpaweHna u3 cetn WHTepHeT K KakoMy-nnbo YyCTpOMCTBY,
NOOKIMHOYEHHOMY K nokansHon ceTtu, ¢ BHewHero WAN-nHTepderica mapLipytmusatopa
Ha ero BHyTpeHHuMN LAN-uHTepdenc un obecneumBaeTcss npakTU4ecKkn nobbiM

COBPEMEHHbLIM MapLLpPYTU3aTOPOM.
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BeWARD Inasa 6. Iooxnouenue IP-kamepol k cemu Unmepnem

Mpn aTom, cywecTByeT OBa crnocoba HaCTpPOWKM MapLipyTusauuu (nepeHanpaBneHus

nopToB):
1. ucnonb3oBaHune TexHonorm UPnP B mapLupyTnsatope n KaMepe;

2. pyd4Has ycTaHOBKa NapamMeTpoB Tabnuubl MapLipyTU3aLum.

6.3.1. Ucnonb3oBaHue TexHonoruum UPnP
[ns opraHusaumm goctyna K IP-kamepe 13 cetn IHTEpHET HYXHO caenaTb creyoLlee:

e PaspelmTb Ucnonb3oBaHne n HacTpouTb pyHkumo UPNP Balwero mapupyTtusaTopa.

NMPUMEYAHUE!

Hactpoiika dyHkummn UPnP maplipyTtusatopa gomkHa 6biTb OnncaHa B npunaraeMomn K HeMy UHCTPYKLUA.

BHUMAHMUE!
He BCce moagenu mapLupyTusaTopos nogaepxunsatot dyHkumo UPNP anga nepeagpecaunn noptos LAN- n

WAN-unHTepgencos. Ecnn Baw maplpyTusatop He noggepXXuBaeT AaHHyr YHKUMIO, TO OH TpebyeT

OOMNOSTHUTENBHOM HACTPOMKKN (CM. MYHKT 6.3.2).

e Paspelwntb ncnonb3oBaHne n HacTpouTb yHKumnio UPNP IP-kamepsl.

BHUMAHUE!
Mpu mncnonb3oBaHun UPNP ypaneHHbI NpocMOTp BWAEOMNOTOKa C ABYX M Gornee kamep MOXET He
pabotatb nMbo paboTtaTb HekoppekTHo! Ecnu y Bac BO3HWKNM npobnembl, HACTpoWTe napameTpbl

nepeHanpasfeHnsi NOPTOB BPYYHYHO (CM. MyHKT 6.3.2).

LWar 1: B meHio Hacmpouku — Cemb — OCHOBHbIe OTMETbTE rano4vkon NyHKT «BknounTtb
nepeagpecauuto NOopToB», YTOObI BKNIOYMTL DYHKUMIO Nepeagpecanmm nopToB MapLupyTmsaTopa
(Puc. 6.3).
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BE\WARD

TNokansHkie

Bupeo
NMopT gadHex

HTTP-nopr o ]
> Lan Ry o ]

> WatchDog IP

Cetn

[] BrnrouuTs nepeagpetalmio nopTos

> PP .
HEREE ' Mony4uTe HacTpolk UPNP-cepeepa asTOMaTIHES K1

> UPnP UPnP-cepeep
> Bonjour Brewnui IP-agpec l:l
> E-mail NMopT gadHex :l
> FTP HTTP-nopt :l
> nas RTSP-nopr b e |
> DDNS ONVIF-nopT :l

> RTSP

> HTTPS
> Yeenoumnexwe

3annce

Tpeeora

CucTeMHEIR

Puc. 6.3

War 2: oTtmeTbTe ramnodykon nyHKT «[MonyuynTb HacTpowkun UPnP-cepBepa
aBTomMaTuM4yeckm» N Haxmute [CoxpaHuTb]. lNocne 3TOro B COOTBETCTBYIOLWMX MOMsSX OyayTt
ykasaHbl |IP-agpec UPnP-cepeepa, BHewHun IP-agpec kamepbl 1 3Ha4yeHUs1 ee NpoOpOLLEHHbIX
(BHELWHNX) NOPTOB.

Ecnwn B Bawwen cetn Heckonbko UPnP-cepBepoB, TO, YTOObI NOAKNMIOYNTECA K OAHOMY U3 HUX,
cHumuTe ranodky «lMonyuutb Hactpouku UPnP-cepBepa aBTomatuuyecku», B none «UPnP-
cepBep» BBeauTe Tpebyembin IP-agpec u  Haxmute [CoxpaHuTb]. [locne atoro B
COOTBETCTBYIOWMX nonax OyayT ykasaHbl BHewHwWn |P-agpec kamepbl W 3Ha4YeHUs ee
NPoBPOLLIEHHBIX MOPTOB.

War 3: 4To6bl NoNyuYnTb AOCTYN K Kamepe u3 cetn MHTepHeT, Hago obpaTUTLCA K HEW Mo ee

BHewHeMmy IP-agpecy n HazHavyeHHomy e nopty HTTP.

6.3.2. HacTpowka py4yHou nepeagpecaumm NOPTOB MapLUpyTusaropa

Paccmotpum 3apgady nogkniodeHus IP-kamepbl kK cetu WHTepHeT € nomoLlblo
mapuwpyTtusatopa TP-Link TL-WR2543ND (HacTporika 6onblnHCTBA (DYHKUMA MapLUpyTU3aTopoB
pasnnyHbIX MoAeren BbINONMHAETCH CXOXUM 0bpasom).

Cuntaem, YTO NOLKIOYEHME MapLUpyTM3aTopa K JlokanbHOW ceTn n cetn VIHTepHeT yxe
HacTpoeHo. MapuwpyTtusatop umeet cnegyowmnn nybnuuHbin ctatudeckuni IP-agpec, BblgaHHbIN
NuTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapwpytunsartopa): 173.194.122.201.

JlokanbHas ceTb umeet IP-agpeca B AgnanasoHe «192.168.1.1 — 192.168.1.255», npudem
«192.168.1.1» — «BHyTpeHHun» IP-agpec wmapwpyTtusatopa (IP-agpec LAN-uHTepdperica
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MapupyTtmsatopa), «192.168.1.199» —IP-agpec kamepbl. [1n9 HaCTPOMKM NCNOSb3YyEM KOMMNbIOTEP,

MOAKITHOYEHHbIN K 9TOWN NOKanbHON CeTW.

Ona nogkntoyeHnsa |P-kamepbl K ceTn MHTepHeT TpebyeTcd HasHauuTb MOpPThbl, vepes
KoTopble ByaeT ocyLecTBNATLCA BHELUHWUIA AOCTYN K €e HAaCTPonKaM 1 K BUOEONOTOKY C kamepsbl. B
NoKanbHOM CETW 3TX NOPThl MO YMONYaHMo MMEIT crnegytowwme 3Havenms: HTTP-nopT — «80», MopT
AaHHbIX — «5000», RTSP-nopt — 554.

BHUMAHUE!
Mpwv o6paLeHnn n3 cet IHTEpHET Ans BCex Kamep, HaXOASLMXCA B OAHON JIoKanbHOM CeTU, CyLLecTBYeT
TonbKo oavH IP-agpec (BblgaHHbI npoBaiigepom). MoaTtomy Ans OocTyna K 3TUM kamepaM HeobXoauMo

KaXkgon HasHa4ymTb CBOU rpynnbl MNOPTOB.

[ns nameHeHnsa noptos |P-kaMmepbl BbINOMHUTE crieayowmne 4eNcTBUS:

BHUMAHMUE!
MopT AaHHbIX 06513aTeNbHO AOMKEH TPAHCNMPOBATLCS «NOPT B MOPT». COOTBETCTBEHHO, AN BCEX Kamep

Heob6xoaumo 3aaaThb pas3nnyHble 3Ha4vYeHud nopTta AaHHbIX.

War 1. B BeO-uHTepdpenice kamepbl OTKpOWTe pasgen MeHw Hacmpolku-Cemb -

OcHoeHble. (Puc. 6.4).

BE@\VARD

TNokanbuuie

Bupeo

Cem TopT AakHbD

HTTP-nopr Bo ]
ONVIF- o ]
> LAN =
> Wa og IP
> WatchDog IP [ Brnwouwrs nepsanpecaiyno nopTos
> PPPo
PPPoE « Momy4uTs HACTPOiikM UPNP-Cepeepa aBTOMATHHECKA
>
> UPnP UPnP-capssp 192.168.0.251
> Bonjour Briewnnii IP-agpec l:l
> E-mail MopT faHHEX :l
> FTP HTTP-nopr |
» Nas RTSP-nopT b ]

> DDNS ONVIF-nopT
> PPTP

> RTSP

> H

> Vespounssme

3anucs

Tpegora

CucTemubie

Puc. 6.4

War 2: Beeante B none [[MopT AaHHbIX] HOBOE 3HAYEHWE, OTNIMYHOE OT 3HAYEHMs MO
ymMonyaHuto. Hanpumep, nycTb B KadecTBe NopTa AaHHbIX ucnonbayetca nopt «5001»

War 3: ana npumMeHeHns HacTpoeK HaxxmuTe KHonky [CoxpaHuTb].

Takum obpasom, NopTbl Ans AOCTyna K AaHHOW Kamepe BHYTpW FfOKanbHOW ceTu byayT:
HTTP-nopT — «80», MNopT gaHHbIX — «5001», RTSP-nopT — «554».

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360DVZ

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




Be\'UARD Inasa 6. Iooxnouenue IP-kamepol k cemu Unmepnem

[ns BTOpon kamepbl MOXHO BblOpaTh cneaytowme noptel: HTTP-nopT — «80», MopT gaHHbIX
— «5002», RTSP-nopt — «554» n 1.4.

Kamepa HacTpoeHa. OcTanocb NpaeunibHO HACTPOUTL MapLLIPyTM3aTop.

na HacTpoMKu mapLupyTusaTopa BbINONHUTE cneaylowme AeNcTBuA:
War 1: BBegute B agpecHon cTpoke Gpaysepa IP-agpec maplipyTtusatopa (B Halem
npumepe — «192.168.1.1»). B nosiBuBLIEMCA OKHE aBTOpMU3aLUK BBEOMTE NOTMH 1 naponb. Mocne

yOa4yHOWM aBTOpM3aUmMm OTKPOETCSl OCHOBHAsi CTpaHuMLa HacTpoek MapLupyTtuaaTopa (Puc. 6.5).

TP-LINK' 450M Wireless N Gigabit Router

Model No. TLWR2543ND

Status
Quick Setup
WPS

Network

Firmwiare Version: 3.13.27 Build 121207 Rel.61956n

Wireless
DHCP.

USB Seftings
Forwarding LAN

Security

Hardwiare Version: WR2543ND v1 00000000

MAC Address: 90-F6-52-75-BD-62
Parental Control IPAddress: 19216811
Access Control
SubnetMask: 2552552550
Advanced Routing

Banawidth Control
IP & MAC Binding Wireless
Dynamic DNS

system Tools

Wireless Radio: ~ Enable

Name (SSID):  TP-LINK

Puc. 6.5

War 2: Bbibepute nyHKT MeHio Forwarding — Virtual Servers. B nosBuBLIEMCA MEHIO

HaxxmuTe kHonky [Add New] (Puc.6.6).

TP-LINK 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

status
Guick Sotup
WPS
Network
Frrr D Service Port Internal Port P Address Protocol Status Wodity
DHCP
USB Settings Enable A Disable Al Delete A
s

Security
Parental Control
Access Control
Advanced Routing
Bandwidih Control
IP & MAC Binding
Dynamic DNS
System Tools

Puc. 6.6

War 3: no6aBbTe npaBuna nepeHanpaBneHns noptos ans IP-kamepsl (Puc. 6.7). 3apante
cneayoLlme napameTpbl:

[Service Port]: ykaxxute nopT, KOTOpLIN ByaeT nCNonb3oBaTbCa ANs 4OCTYMNa K Kamepe u3
cetn NHTepHer.

| NMPUMEYAHUE!

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360DVZ
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Bo u3bexaHue KOH(NUKTOB He WCMOMb3yihTe OJis MepeHanpaBfieHust NMOopPTOB 3aperMcTpupoBaHHbIe

3HayeHus. PekomeHayeTcsa Ucnonb3oBaHne NopToB guanasoHa 1124-7999.

[Internal Port]: ykaxuTte nopt, ncrnornb3yembiin B JaHHbI MOMEHT AN AO0CTYyna K Kamepe 13
nokansHoOm ceTu.

[IP Address]: ykaxuTe |IP-agpec kamepsbl, 415 KOTOPOWN HAcTpamBaeTcs nepeHanpasneHune.

OcrtarnbHble NYHKTbl HEe TPeOYT HACTPONKMW.

Hob6asbTe npasuno anga nopta HTTP (Puc. 6.7).

TP-LINK’ 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup ‘Add or Modify a Virtual Server Entry

WPS

Network

s Service Port: 81 (06X or XX)
DHCP Internal Port: 80 (XX, Onlyvalid for single Service Port orleave it blank)
USE Settings IP Address: 192.168.1.199

Protocol: All -

Status: Enabled -
Common Service Port: —Select One— -
Security
Parental Control SaVE
Access Control
‘Advanced Routing
Bandwidth Control
1P & MAC Binding
Dynamic DNS
System Tools
Puc. 6.7

War 4: Haxmute kHOMNKy [Save], 4Tobbl coxpaHutb npasuno. Mpasuno gobasneHo (Puc.

6.8).
Tp_LINK‘ 450M Wireless N Gigabit Router
ok S
:::::’I:Z 1D Service Port Internal Port IP Address Protocol Status Modify
DHCP. 1 81 80 192.168.1.199 All Enabled Modify Delete
:::Sm'"g" Add New. Enable All Disable All Delete All
Security
Puc. 6.8
Lar 5: Tem e cnocobom fobasbTe Npasuno ansa nopta RTSP (Puc.6.9).
PykoBoacTBO no noagkntoyeHuto IP-kamepbl B5360DVZ
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TP-LINK’ 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network
- ID  Service Port Internal Port IP Address Protocol Status Modify

Wireless

DHCP. 1 81 80 192.168.1.199 Al Enabled Madify Delete

USB Settings 2 3001 554 192.168.1.199 Al Enabled Modify Delete

Forwarding

- Virtual Servers AddNew.. | [ Enable Al | [ Disable Al | [ Delete All

- Port Triggering
-DMZ
-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.9

LWar 6: n ewe ogHo npasuno ang lNopTta gaHHbIX (Puc. 6.10).

BHUMAHMUE!
HTTP-noptbl 1 RTSP-nopThbl kKamep MOXHO NepeHanpaBnaTh C NOMOLLbIO BUPTyanbHOro cepeepa, 0gHako

NopT AaHHbIX KaMep OO0JKEH ObITb Pa3HbIM 1 TPAHCIIMPOBATLCA «MNOPT B I'IOpT»!

TP-LINK’ 450M Wireless N Gigabit Router

Model No. TLAWR2543ND

Status

Quick Setup Virtual Servers

WPS

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify
DHCP 1 81 80 192168.1.199 Al Enabled Modify Delete.
USB Settings 2 300 554 192.168.1.199 Al Enabled Modify Delete
e 3 5001 5001 192.168.1.199 Al Enabled Modify Delate
-Virtual Servers

- Port Triggering AddNew.. | [ Enable Al | [ Disable Al | [ Delete All

-DMZ
-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.10

War 7: Ecnu Bbl ncnonb3yeTte HECKOMNbKO kamep, To Bam HeobxogmMmo noBTopuTh Wwarn 2-6

Ans octanbHbIX kamep (Puc.6.11).
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Tp-LINK‘ 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status
Guick setup
WPS
Network
Wireless ID  Service Port Internal Port IP Address Protocol Status Modify
T 1 81 80 192.168.1.199 Al Enabled Modify Delete
US Seftings 2 3001 554 192.168.1.199 All Enabled Modif¢ Delete
FrEnoT 3 5001 5001 192.168.1.199 Al Enabled Modify Delete
_Virtual Servers 4 82 80 192.168.1.198 Al Enabled Modify Delete
- Port Triggering 5 3002 554 192.168.1.198 All Enabled Modify Delete
-DMZ 6 5002 5002 192.168.1.198 Al Enabled Modify Delete
-UpPnP 7 83 80 192.168.1.211 All Enabled Modify Delete
Security 8 3002 554 192.168.1.211 All Enabled Modify Delete
Parental Control 9 5003 5003 192.168.1.211 Al Enabled Modify Delste
Access Control
YT — AddMew.. | [ Enable Al | [ Disable Al | [ Delete Al |
Bandwidth Control
IP & MAC Binding Next
Dynamic DNS
System Tools

Puc.6.11

HacTtpoika mapLupyTtmMsatopa 3aBepLueHa.

Tenepb, 4TOBLI MONYYNTL JOCTYN K KaMepe U3 ceTu VIHTepHeT, Hago obpaTuUTbCs K HEW NO
IP-agpecy, BblgaHHOMY NpoBangepom («BHeWwHUMWy» IP-agpec mapwipytmnsartopa), n Ha3Ha4eHHOMY
en nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec maplipyTtusatopa — «173.194.122.201». HTTP-noprT,
Ha3Ha4YeHHbIN Kamepe ansa nepeagpecauuun, — «81». 3HaunT, Ans obpalleHns Kk Kamepe U3 cetu

MHTepHeT HeobxoanMmMo B agpecHowm cTpoke 6pay3epa HabpaTtb 3anpoc: http://173.194.122.201:81/.
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Ipunosxcenus
MpunoxeHus
MpunoxeHune A. 3aBoacKue yCTaHOBKMU
Hwxe npuBeaeHbl HEKOTOPbIE 3HAYEHUS 3aBOACKMX YCTaHOBOK
HanmeHoBaHue 3HauyeHune
IP-agpec 192.168.0.99
Macka noacetun 255.255.255.0
LWnto3 192.168.0.1
Mmsa nonb3oBatens (agMmHucTpaTopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopt 80
MopT AaHHbIX 5000
RTSP-nopt 554
SMTP-nopT 25
NTP-cepBep time.nist.gov
time.windows.com
time-nw.nist.gov
time-a.nist.gov
time-b.nist.gov
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MpunoxeHue B. NapaHTUnMHbIE 06A3aTenbCTBa

B1. O6wue cBegeHud

a) MNepeg nogkritoueHnem obopyaoBaHUS HEOHXOANMMO 03HAKOMUTLCS C PyKOBOACTBOM MO
aKcnnyaTaumm.

0) Ycnosus akcnnyaTauumn Bcero obopyaoBaHust 4omkHbl cooTBeTcTBoBaTh [OCT 15150-69,
FOCT B20.39.304-76 (B 3aBMCMMOCTM OT UCMOSIHEHNSA YCTPOWCTBA).

B) [1nsa noBbIlWEHNA HageXHOCTK paboTbl 060pyaoBaHUs, 3aWwmUTbl OT OPOCKOB B NUTaloLLENn
cetn n obecnevyeHnss GecnepebOMHOrO MUTaHUS cnegyeT UCNONb30oBaTb CeTeBble UNbTPbI U

ycTponcTBa 6ecnepebonHoro nnTaHus.

B2. 9nekTtpomMarHMTHas COBMeCTUMOCTb

3710 0obopygoBaHMe cooTBETCTBYET TPebOBaHUSAM dreKkTpomMarHuTHon comectumoctn EN
55022, EN 50082-1. HanpsikeHune pagmnonomex, co3gaBaeMblx annapatypon, cooteetcteyet [OCT
30428-96.

B3. OnekTponutaHue

[omKHO coOTBETCTBOBATL NapamMeTpaM, ykasaHHbIM B PykoBOACTBE MO aKchnyaTauum ns
KOHKPETHOro ycTponcTaa. [1nst yCTPONCTB CO BCTPOEHHbLIM UCTOYHMKOM NMUTAHUS — 3TO NEPEMEHHOE
HanpsbkeHne 220 B £10%, yactoton 50 'y £3%. [1na yCTpONCTB C BHELWHMM CTabunnanpoBaHHbIM
aganTepoM NUTaHUS — UCTOYHUK NUTaHna 5 B £5% wnn 12 B £10% (HanpskeHvne nynbcaummi — He
6onee 0.1 B).

B4. 3azemneHue

Bce ycTponcTtBa, nmetowme BCTPOEHHbIN BNOK NUTaHWs, OOMKHbI ObITb 3a3eMreHbl NyTem
NMOAKMIOYEHN K crneuuanbHbiM po3eTKam  JNEKTPOnNUTaHus C  3a3eMiieHMeM Wnn nytem
HEMNOCPEeACTBEHHOrO 3a3eMiieHMst Kopriyca, €eCnM Ha HeM npedyCcMOTpeHbl chneuuvarnbHble
KpenexHble anemMeHTbl. 3as3emMneHne 3neKTponpoOBOAKM 30aHUA OOMKHO ObiTb BbINOMIHEHO B
cooTtBeTCcTBMU C TpebosaHnamun MY (MpaBuna Yctponctaa AnektpoyctaHoBok). ObopyanoBaHue ¢
BbIHOCHbIMX GnokamMuM nNUTaHUA W aganTepamy Takke [OMKHO OblTb 3a3emneHo, ecnu 3To
npeayCcMOTPEHO KOHCTPYKLMEN KOpryca UNN BUIKK Ha LUHYpe NuTaHus. MOHTaX BO3AYLUHbIX NUHWIA
anekTponepegadn M NUHWA, NPOKNaAblBaeMbIX MO HAPYXHbIM CTEHaM 34aHMN U Ha Yepaakax,
OOIMKEH ObITb BLINOMHEH 3KPAHMPOBAHHbLIM kabernem (MM B MeTannopykase), U NNHUWA OOSDKHbI
OblTb 3a3emrieHbl C ABYX KOHUOB. [lpudem, ecnu OAMH KOHeL 3KpaHa nogknidaercs
HEMNOCPEeACTBEHHO K LUMHE 3as3eMNeHus, TO BTOPOM — MOAKMYaeTCa K 3a3eMreHuo Yepes

paspsgHUK.
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B5. MonHue3awumTa

MonHuesawuTa gormkHa cootBeTcTBoBaTb P 34.21.122-87 "VIHCTpyKUMA NO YCTPOUCTBY
MOMHMe3aLnTbl 3gaHni n coopyxeHnin" n FTOCT P 50571.18-2000, TOCT P 50571.19-2000, TOCT
P 50571.20-2000. Mpwu npoknagke BO3AYLWHbIX MHUA U IMHUIA, NOYLLMX NO HAPY>KHOW CTEHe 34aHni
1 Mo YepgavHbIM NOMELLEHNAM, Ha BXoAax 060pyaoBaHNS OOIDKHbI ObITb YCTaHOBMEHbI YCTPOUCTBA

MOJTHMe3alnThI.

B6. Temnepartypa 1 BNaxHoCTb

MakcumanbeHble 1 MUHMMarnbHblE 3HAYEHUs1 TemrnepaTypbl SKCnyaTauMnm U XpaHeHusi, a
TaKkKe BNaXHOCTW, Bbl MOXETE NOCMOTPETL B TEXHUYECKOM ONUCAHUM KOHKPETHOro 060pyaoBaHus.
MakcumanbHasi pabovas Temnepartypa — 370 TemnepaTypa, BblLle KOTOPOWN He JOSKEH HarpeBaTbCs

Kopnyc yCTPOWCTBA B Npouecce ANMTeNbHON paboThl.

B7. PasmelueHue

[Ana BeHTMNSAUMM yCTpOMCTBa HEOOXOAMMO OCTaBWUTb Kak MUHMMYM no 5 cm cBOGOAHOroO
npocTtpaHcTBa no 6GokaM W CO CTOPOHbl 3agHen naHenu ycTtpowctBa. [lpu ycTaHoBke B
TEeNeKoOMMYHMKaLMOHHbIN LWKad unu CTONKy AormkHa ObiTb obecnevyeHa Heobxoanmasi BEHTUNALMS.
[Ona aToro pekoMeHOyeTCcsi yCTaHaBnuBaTb B LWKady crneynanbHbin GroK BEHTUNATOPOB.
Temnepatypa oOKpyXatLwero Bo3gyxa W BEHTUNALMA OOMKHbl obecneumBaTtb HeobxoauMmbliv
TemnepaTypHbii pexnm o0opyaoBaHWs (B COOTBETCTBUM C TEXHUYECKMMM XapaKTepucTUKamm
KOHKpeTHOro obopyaoBaHus).

MecTo ansa pasmeLleHnss 060pyaoBaHNs LOMKHO OTBEYaTh CreayloLwmm TpeboBaHNsaM:

a) OTcyTCcTBME 3anbINIEHHOCTM NOMELLEHMS.

6) OTcyTCTBME B BO34yXe NapoOB BMaru, arpeccuBHbIX Cpea.

B) B nomewieHun, roe ycrtaHaenvBaeTca oOOpyaoBaHWE, He OOMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpewaerca pasmewatb Ha 060pyaAOBaHUN NOCTOPOHHME MpPeaMeTbl U NepeKkpbiBaTb

BEHTUNALMOHHbIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opyaoBaHne Heobxoaumo obcnyxmBaTb C NEPUOAUNYHOCTLIO HE MEHee OQHOrO pasa B rog
C Lenblo yaaneHms ua Hero nbinun. JT1o no3sonuT obopynoBaHuio paboTtaTtb 6e3 cboes B TeueHne

npoaoJIKUTESTbHOIO BpEMEHMN.

B9. NMoakntovyeHne nHtepdencor
O06opyaoBaHMe AOMKHO NOAKNOYATLCA B CTPOrOM COOTBETCTBUM C Ha3HaAYe€HUEM U TUMOM

YCTaHOBIIEHHbIX NHTEP(ENCOB.
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B10. MNapaHTUiHbIe 06A3aTenbCcTBa

OOO «HIIMN «beBapg» He rapaHTupyeT, 4YTo 0bopyaoBaHue GyaeT paboTaTb AOMKHLIM
00pa3om B pasnuyHbIX KOHUrypaumsix n obnactax NpMMEHEeHUs, 1 He AaeT HUKaKOoW rapaHTum, YTo
obopynoBaHune obasatenbHo ByaeT paboTaTb B COOTBETCTBMM C OXWAAHUSIMU KIIMEHTa NpU ero
NPUMEHEHMN B CNELNPUYECKNX LIENSAX.

OO0 «HIIM «beBapg» He HeceT OTBETCTBEHHOCTM MO rapaHTUIHbLIM 06s3aTEeNbLCTBAM NpU
NOBPEXAEHUN BHELUHUX MHTEPdENCOB 000pya0BaHNst (CETEBbIX, TENEMOHHbIX, KOHCOMbHbIX 1 T.M.)
1 camoro o60pyLoBaHUSA, BO3HUKLIEM B pe3yrnbTaTe:

a) HecobnogeHns npaBun TPaHCMOPTUPOBKM U YCITOBUI XPaHEHWS;

0) dhopc-mMaxkopHbIX 06CTOATENBCTB (TaKNX Kak NnoXkap, HAaBOAHEHME, 3EMITETPSACEHNE 1 Ap.);

B) HapyLUEHUS TEXHNYECKMX TPeOOBaHMI NO pa3MELLEHMIO, MOLKITHOYEHMIO 1 3KCMNyaTauum;

r) HEMpPaBUITbHbIX OEWCTBUIA NMPY NEPENPOLLNBKE;

A) NCNONb30BaHMS HE NO HAa3HAYEHUIO;

€) MEeXaHVWYECKUX, TEePMUYECKMX, XMMUYECKUX W WHbIX BMOAOB BO3OEWCTBUM, €CNU WX
napameTpbl BbIXOAAT 3@ paMKM OO0MYCTUMbIX SKCMNyaTauMOHHbIX XapaKTepucTuk, nmbo He
NnpeayCcMOTpPEHbl TEXHMYECKON creumndukalmen Ha gaHHoe obopyaoBaHue;

)K) BO30ENCTBUS BbLICOKOrO Hanpa>xXxeHusa (y/:\ap MOJTHUN, CTAaTUYECKOE IJTIEKTPUHECTBO U T.I'I.).

PykoBoacTBo no noaknto4veHuto IP-kamepsl B5360DVZ
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MpunoxeHue C. lNMpaBa n noagaepxka

C1. ToproBas mapka

Copyright © BEWARD 2026.

HekoTopble nNyHKTbI HacTosiwero PykoBoacTBa, a Takke pasfgenbl MEHK YnpaBrieHus
obopynoBaHus MoryT 6bITb M3MeHeHbl 6e3 NpeaBapUTENbHOIO YBELOMIMEHNS.

BEWARD sBnsietca 3apernctpmpoBaHHon Toproson mapkon OOO «HIIM «beapa». Bece

OCTallbHbl€ TOProBble€ MapKn npuHaanexart Ux sragenbuam.

C2. OrpaHn4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beBapg» He rapaHTUpyeT, YTO annapaTHble cpegcTtBa OyayT paboTaTb
OOIMKHBIM 06pa3oM BO BCEX cpedax M MPUMOXEHUSX, U He OaeT rapaHTMn U NpeacTaBreHUun,
noapasymeBaeMbIX WU BbIPAXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapaKTepucTuK, WIu
paboTocnocobHOCTM MNpu Mchonb3oBaHuMM B creundunyecknx uenax. OO0 «HIIM «besapa»
NpUNoXnno Bce ycunusa, 4tobbl caenatb 370 PyKOBOACTBO MO aKcnnyaTaunm Hanbonee TOYHbIM U
nonHeiM. OO0 «HIIM «beBapg» oTkasbiBaeTCs OT OTBETCTBEHHOCTM 3a Ntobble onevatkn unu
NPOMycKK, KOTOpble, BO3MOXHO, NPOU3OLLIAN NpW HanMcaHuu gaHHoro PykoBoacTBaa.

MHdpopmauua B nobon yactn PykoBoacTBa No aKcnsiyataumm N3MeHseTca U OOMNosHseTcs
OOO «HIM «beBapa» 6e3 npeasaputensHoro yBegomnenna. OO0 «HIIM «besapa» He GepeT Ha
cebsi HMKaKon OTBETCTBEHHOCTWU 3a Ntobble MOrpeLHoCcTH, KOTOpble MOryT codepXaTbCs B 3TOM
Pykoeogctee. OO0 «HIIM «beBapa» He 6epeT Ha cebss OTBETCTBEHHOCTM M HE OAET rapaHTun B
BbIMycke OOHOBMEHWUA WITM COXPAHEHUN HEU3MEHHOW KakoW-NMOO WHGOpMaLMM B HACTOSILLEM
PykoBoacTtBe no akcnnyatauumn, U ocTaBnseT 3a cobOM NMpaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBoacTtBo w/unu B u3genus, onvcaHHble B Hem, B nioboe Bpemsi 6e3 npegsapuTernibHOro
yBegomneHus. Ecnn Bbl obHapyxute B aTOM PykoBoacTBe MHGOPMauuio, KOTopasa siBNseTcs
HenpaBUNbHON NN HENOSHOW, UM BBOAMUT B 3abnyxaeHve, mbl 6yaem Bam kpanHe npuaHaTenbHbl

3a Balum kommeHTapum 1 NpeanoxeHus.

C3. Npeaynpexaennsa FCC

3710 06opyaoBaHME ObINO NPOTECTUPOBAHO U NPU3HAHO YOOBMETBOPAIOWNM TpeboBaHNAM
NoNOXeHMUs O LNM(POBLIX YCTPOMCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 [lpasun
®epepanbHon kommceum no ceasm (FCC). 3tu orpaHnyeHus Gbinn paspabotaHbl B Lensix
obecneyeHnss 3awWnTbl OT BPEAHbIX MOMEX, KOTOpble MOryT BO3HWKaTb MPUM UCMOMb30BaHUN
obopynoBaHUA B KOMMEPYECKMX Lendx. OTo obopygoBaHMe MOXeT uanydaTtb, reHepupoBaTb U
ncrnonb3oBaTb 3HEPruio B pagmoyacToTHOM AmanasoHe. Ecnn pgaHHoe obGopydosaHve 6yaet
YCT@HOBMEHO W/unu 6yaeT MCNOoNb30BaTbCA C OTKMOHEHWAMM OT Hactosuwero PykoBoacrtea, OHO

MOXeT OKa3biBaTb BpegHoe BO30ENCTBME Ha Ka4YeCTBO paanoceA3n, a npmn yctaHoBKke B XKUITON 30He,

PykoBoacTBO no noaksntoyeHuto IP-kamepbl B5360DVZ m

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




Be\,UARD Ipunosxcenus

BO3MOXHO, — Ha 340poBbe nogen. B atom cnydae Bnageney Oymet ob6da3aH mcnpaBnatb

nocnencTtena speagHoro BO3OENCTBMS 32 CBOWM CYET.

C4. NpepynpexaeHne CE
OTO yCTPONCTBO MOXET Bbl3blBaTb PagnoNoOMeEXM BO BHELUHEM OKpyeHuu. B aTom cny4vae

nonb3oBaTesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYIOLLNE MEPBDI.

C5. NMoppepxka
Ons uHopMauMnm OTHOCUTENBHO CepBUCA U NOAOEPXKKW, MOXanyncra, CBSXKUTECb C
cepBucHbIM LeHTpom OOO «HIMIM «beeapay». KoHTakTHble AaHHble Bbl MoXeTe HaWTh Ha cante

http://www.beward.ru/.

Mepen obOpaweHueM B Ccnyxby TExXHWYECKOW NOAOEPXKW, MNOoXKarnywucra, noarotoBbTe
cneayoLyo nHpopmMaumio:

e To4Hoe HanmeHoBaHue u IP-agpec Bawero obopynosaHus (B cnyvae npnobpeteHus IP-
obopyaoBaHus), gaTa NoKymnKu.

e CoobLieHns 06 owmnbkax, KOTopble NOABMANNCE C MOMEHTa BO3HUKHOBEHWSI NpOGnemsl.

e Bepcusa npowmekn n Yepes kakoe obopynoBaHue paboTano yCTponcTBo, Korga BO3HUKNa
npo6nema.

e [lponsBegeHHble Bamu gencteusa (No waram), npegnpuHaTble Ans CaMOCTOSATENbHOro
peLlueHnst npobnemsl.

e CKpUMHLIOTbLI HACTPOEK U NapaMeTpbl MOAKITHYEHMS.

Yem nonHee OyaeTt npeacrtaeneHHas Bamu mHopmaums, Tem ObicTpee cneunanucTbl

CEePBUCHOrO LieHTpa CMOoryT nomo4yb Bam pelumnTs npobnemy.

PykoBoacTBO no nopakntoyeHuto IP-kamepbl BS360DVZ
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MpunoxeHue D. CoBmecTtumoe PoE o6opyaoBaHue

N N N
Pesuansi / SN Mogaens Sl lolZlals g % é é é o| o g % é é é ngc Dé % % o | o
© ™ N~ o o N ™ ~ ~ 8 ~ ﬁ ~ ﬁ ~ c‘% Q ~ % [ [ 8 (I:r\l)
12121212 5|8 |o|lo|l8|a| 8| o|d|s/8|[d|o|8/8|8|8]|1
B2 D-Link DWL-P200 + + + + + + + + + + + + + + + + + + + + + + +
V4 TP-Link TL-SF1008P - - + + + + + + + + + + + + + + + + + + + + +
V2.5 TP-Link TL-SG3424P - - + + + + + + + + + + + + + + + + + + + + +
21488\9/20/02278 TP-Link TL-PoE150S + + + + + + + + + + + + + + + + + + + + + + +
AF00453500979 Planet POE-173 + + + |+ + + | + + | + + |+ + |+ + |+ |+ |+ + | + + |+ |+ +
AFOOO\éézH/OOO32 Planet POE-2400 + + + + + + + + + + + + + + + + + + + + + + +
A3101\1/2£{00490 Planet FSD-804P + + + + + + + + + + + + + + + + + + + + + + +
A310124200070 Planet FSD-804PS + + - + + + + + + + + + + + + + + + + + + + +
V2 Planet FNSW-1608PS + + + + + + + + + + + + + + + + + + + + + + +
A920431700088 Plaz';itZI;\GmSnw' + + + + + + + + + + + + + + + + + + + + + + +
A920424400021 PI;%;;I;S“SAW' + + + + + + + + + + + + + + + + + + + + + + +
N13196541103443 Beward PD9501G - - - - - + + + + + + + + + + + + + + - = + +
2415000211 Beward STL-11XP + + + + + + + + + + + + + + + + + + + + + + +
1500100213 Beward STL-11HP + + + + + + + + + + + + + + + + + + + + + + +
1500100066 Beward STL-01P + + + + + + + + + + + + + + + + + + + + + + +
1400102594 Beward ST-8HP + + + + + + + + + + + + + + + + + + + + + + +
1100103439 Beward ST-5HP4 + + + + + + + + + + + + + + + + + + + + + + +
1400101877 Beward ST-810HP + + + + + + + + + + + + + + + + + + + + + + +
1500100027 Beward STP-811HP + + + + + + + + + + + + + + + + | + + + + |+ + +
1400100675 Beward STW-1622HP i & + + + + + + + + + + + + + + + + + + + + +
1400100200 Beward STW-02404HP | + & + + + + + + + + + + + + + + + + + + + + +
1400100141 B((e)vzvzggl-ls;‘:”- + + + + + + + + + + + + + + + + + + + + + + +

| T S A S SRy IM ccmnnmnas - PDEA~CAMNNITY
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Mpunoxenue E. MMoccapun

3GP - mynbTUMeaunnHbI KOHTENHep, onpeaensdemblin NapTHEpckuM [NpoekTom TpeTbero
nokonenus (Third Generation Partnership Project (3GPP) ons mynetumeannHbeix cnyx6 3G UMTS.
MHorne coBpemMeHHble MOOUIbHbIE TenedoHbl MMEKT (PYHKUMM 3anMcuM M NpocMoTpa ayauo u

Bugeo B hopmate 3GP.

ActiveX — 310 cTaHgapT, KOTOpbI paspellaeT KOMMNOHEHTAM NPOrpaMMHOro obecneveHus
B3aMMOAENCTBOBATb B CETEBOW Cpede He3aBMCUMO OT 43blka(-0B), UCMONb3yemMoro Ans ux
co3faHus. Beb-Opaysepbl MOryT ynpaenidTb anemeHTamu ynparieHusi ActiveX, gokyMeHTamm
ActiveX wn cueHapusmmn ActiveX. OnemeHTbl ynpaBneHusa ActiveX 4acTo 3arpyxawTcs U
WHCTanNNupyTCa aBTOMaTUYeCKn, Kak 3anpawuvsaembl. Cama no cebe gaHHas TexHonorus He
ABNSAETCH KpoccnnaTtopMeHHOM 1 noaaepXxmBaeTcsa B NOSIHOM o6beme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTpuyHas uucdpoBas aboHeHTCKas
JNINHUA) — MOLEMHas TEeXHOMornd, npeBpallatollad aHaroroBble CurHanbl, nepegaBaemble
NnocpeacTBOM CTaHAapTHOW TenedOoHHOW nuHMK, B UudpoBble curHanbl (nakeTbl AaHHbIX),

Nno3BOJ144 BO BpeMsA pa6OTbI coBepLlaTb 3BOHKWN.

Angle / Yron o63opa — 3T0 yros, KOTOpbI 00pa3yroT ny4yn, CoeguHALLME 3a4HI0K TOYKY
ob0beKkTMBa 1 guaroHanb Kagpa. Yron 3peHus nokasbiBaeT CbeEMOYHOE pacCTOsiHME U Yalle BCero
BblpaxkaeTcs B rpagycax. O6bI4HO yron 3peHust uamepsieTca Ha NiMH3e, POKYC KOTOPOW yCTaHOBIEH
B 6eckoHeyHOCTb. B 3aBMcuMOCTM OT yrna 3peHusd, OOBbEeKTMBbI AenAaT Ha Tpu Tuna:
LUMPOKOYrOfbHble, HOPMaribHble N ANUHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yyale Bcero Mcnonb3ylTcsa A4S NaHOpaMHOro HabnaeHus, yron 3peHnsa coctaBnseT 75 rpagycos
n 6onble. HopmanbHble 06bEKTUBLI UMEKT yron 3peHus ot 45 go 65 rpagycos. Yron 3peHus

ANMHHOGOKyCcHOro obbekTuBa coctasnsaeT 30 rpagycos.

ARP (Address Resolution Protocol / [lpotokon onpegeneHua appeca) -—
NCNONb3YIOLWMNCA B KOMMbIOTEPHBLIX CETAX MNPOTOKOST HU3KOr0 YPOBHS, NpegHasHayeHHbIn Ons
onpegeneHns agpeca KaHanbHOro ypoBHS N0 M3BECTHOMY apecy CeTeBOro ypoBHs. Hanbonbluee
pacnpocTpaHeHne 3TOT NPOTOKON Mnony4un Grnarogapsa noBceMecTHOCTU ceTen IP, noCcTpoeHHbIX
nosepx Ethernet. 3ToT npoTokon ncnonbayetcs ans ceasu IP-agpeca ¢ MAC-agpecom ycTponcTsa.
Mo nokanbHOM ceTn TpaHcnupyeTcs 3anpoc Ans noucka yana ¢ MAC-agpecom, COOTBETCTBYOLLMM

IP-agpecy.

Aspect ratio / ®opmaT aKkpaHa — 9TO hopMaTHOE OTHOLLUEHME LUMPUHBI K BbICOTE KaapoB.
O6wwmin chopmat kagpa, UCnonb3yembli ANs TENEBU3NOHHBIX SKPaHOB M KOMMbIOTEPHBLIX MOHUTOPOB,

coctasnseTt 4:3. TenesngeHue Bbicokon yeTkoctu (HDTV) ucnonessyet coopmat kagpa 16:9.
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Authentication / AyteHTuduKkauma — npoBepka NPUHAANEXHOCTU CyObekTy [ocTtyna

NpeabsaBNEHHOrO UMM  MAEHTMdUKaTopa; noaTBepxaeHne noanuHHoctn. OgvH 13 cnocobos
ayTeHTUMKaLMM B KOMMNbLIOTEPHOW CUCTEME COCTOUT BO BBoAe Balero nonb3oBaTenbckoro
naeHTudumkaTopa, B NPOCTOPEYUN HasbiBaeMoro «rormHom» (logink — perucrpaunoHHoe nms
nonb3oBaTensd) W Napofnd — HEKOW KoHduAaeHUManbHOW WHOPMaUuMM, 3HaHME KOTOpOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcoM. NonyymB BBEAEHHbIV NOfb30BaTeNeM JIOrvH
N Naponb, KOMMbIOTEP CPaBHUBAET MX CO 3HAYEHMEM, KOTOPOe XpaHUTCA B crneumanbHon 6ase

OaHHbIX, U, B Clly4ae coBnageHuns, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris /| AP[] (ABTOoperynupyemasa anacdparma) — 9T0 aBToOMaTUYECKOE perynnpoBaHme
BENMYMHbI Avadhparmbl 4NS KOHTPOMS KONMYecTBa CBeTa, Nonagarollero Ha matpuuy. CywectsyeT

[Ba BapuaHTa aBToMaTnyeckon perynmpoBkm aunadgparmel: Direct Drive n Video Drive.

Biterate / Butpent (CkopocTb nepega4v gaHHbIX) — GykBanbHO, CKOPOCTb NMPOXOXAEHNSA
OuTOB MHOpPMaunn. BUTPENT NPUHATO MCNONb30BaTb NPU U3MepeHun 3PPEKTUBHOM CKOPOCTH
nepegayn uvHoOpmMauun Mo KaHamny, TO eCTb CKOPOCTW nepefadn «nones3Horm WHgopmaumm»

(noMMMO TakoBOM, MO KaHany MOXeT nepeaaBaTbCs Cry»ebHas MHopMauus).

BLC (Back Light Compensation / KomneHcauusa ¢doHOBOM 3acBeTKU, KOMMEHcauus
3agHero cBeTa). TUNMYHbLIN NpUMep HEOOXOAMMOCTWN UCMONb30BaHMA: YenoBek Ha )OHEe OKHa.
ONEeKTPOHHbIV 3aTBOP Kamepbl oTpabaTbiBaeT MHTErpanbHyto, T.e. 0OLLy0 OCBELLEHHOCTb CLEHbI,
«BMAMMOW» Kamepon Yepe3 obbekTnB. COOTBETCTBEHHO, Manasa durypa 4yenoBeka Ha 60MnbLIOM
CBEeTMNoM (poHe OKHa BbINbETCH B UTOre "3acBeTKon" Bcen KapTUHKW. BkrtoveHue pyHkumm «BLC»

MOXET B NOAOBHbIX cny4yasax ncnpaButb pa60Ty AdBTOMAaTUKN KaMepbl.

Bonjour — npoTokon aBTomaTnyeckoro obHapyxeHus cepBucos (criyx6), ncnonb3yemoin B
onepaumoHHon cucteme Mac OS X, HadmHasa ¢ Bepcun 10.2. Cnyx6a Bonjour npegHasHavyaeTcs
A8 UICNONb30BaHWSA B JTOKarbHbIX CETAX M MCNONb3yeT cBeaeHuns (3anmcn) B crnyxbe OOMEHHbIX
nmén (DNS) ana obHapyXeHust Opyrmx KOMMbHOTEPOB, PaBHO KakK M MHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPMHTEPOB) B BrivKaNLLEM CETEBOM OKPY>KEHWUN.

CIDR / becknaccoBas agpecauums (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTop IP-agpecaunn, Nno3BoNALWMIN TMHBKO ynpaenaTe NpocTpaHcTBOM IP-agpecos, He ncnonb3ys
XKECTKME paMKK KraccoBon agpecauuun. Kcnonb3oBaHMe 3TOr0 MeToda MNo3BOfdeT 3KOHOMHO
NCNonb30oBaTbh OrpaHUYEHHbIN pecypc |IP-agpecoB, NOCKONbKY BO3MOXHO NMPUMEHEHNE Pa3fMyHbIX

MacoK NnofceTen K pasnuyHbiM NoaceTaM.

CCD / N3C-maTpurua — 370 CBETOYYBCTBUTESNbHbBIA 3NEMEHT, NCNOMNb3YHOLNNCS BO MHOIMX
UMPOBLIX Kamepax M NpeacTaBnsaoWUin COBON KPYMHYK WHTErparbHyl0 CXeMy, COCTOSLLYI U3
COTEH TbICAY 3apsfoB (NUKcenewn), KoTopble nNpeobpasyloT CBETOBYH SHEPIUIO B 3NEKTPOHHbIE

curHanbl. Pasmep matpuubl MoxeT coctaBnatb 1/4", 1/3", 1/2" nnu 2/3".
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CGl (EavHbin wnwo30BbIM  UHTepdenc) — cneumdukaumsi, onpegensioLlas

B3anmopencTene web-cepsepa ¢ gpyrumm CGl-nporpammamu. Hanpumep, HTML-cTpaHuua,

copgepxawasa oopmMy, MOXeT mucnonb3oBaTb CGl-nporpammy ana o6paboTkm AaHHbIX OPMBI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIN
MeTanMIoOKCUAHbIA MNONYNPOBOAHUK) — 3TO LUMPOKO WMCMONb3yeMbl TUM MNONYyNpOBOAHMKA,
KOTOPbI UCMOSb3yeT Kak OTpULATENbHYIO, TaK Y NONOXUTENBHYIO 3NEKTPUYECKyto Lenb. [Nockonbky
TONbKO OHa U3 3TUX TUMOB Lienen MoXeT BbITb BKNOYEHa B Ntoboe AaHHOe BpeMsi, TO MUKPOCXEMbI
KMOIla notpebnsaioT MeHblUe 3reKTPO3Heprum, YeM MUKPOCXEMbI, UCMOMb3yHoLWMe TONbKO OAWH
TMN TpaH3aucTopa. Tawke gatdnkm ndobpaxeHmss KMOIT B HEKOTOPbIX MUKPOCXeMax cogepxaT
cxeMbl 06paboTKN, OQHAKO 3TO MPEUMYLLECTBO HEBO3MOXHO Mcnonb3oBaTtb ¢ [13C-gatunkamu,

KOTOpble SBNSOTCS Takke Gonee 4OpPOrMMKU B MPOM3BOACTBE.

DDNS (Dynamic Domain Name System, DynDNS) — texHonorusi, npumeHsiemas ans
Ha3HayYeHWs1 MOCTOSIHHOrO JOMEHHOIO MMEHN YCTPOUCTBY (KOMMbIOTEPY, CETEBOMY HAKOMUTENO) C
AnHamnyeckum IP-agpecom. 31o MoxeT 6biTh IP-agpec, nonyyeHHbin no DHCP vnn no IPCP B
PPP-coeanHeHuax (Hanpumep, npwv yganéHHoMm [ocTyne 4vepe3 mogem). [dpyrme MaluHbl B

MHTepHeTe MOryT yCTaHaBnnBaTb coegunHeHne C 3TOM MaLUMHOM NOo AOOMEHHOMY UMEHMWN.

DHCP (Dynamic Host Configuration Protocol / T[lpotokon AuHamMunyeckown
KOHcbUrypaumm ysna) — 3T0 CeTeBOW NPOTOKOM, MO3BONSIOWNA KOMMbOTEpPaAM aBTOMaTUYECKU
nony4vatb IP-agpec v gpyrne napametpbl, Heobxoaumble ana pabotbl B cetn TCP/IP. [JaHHbIN
npotokon paboTtaeT no Mogenu «KNMeHT-cepBep». [nsi aBTOMATMYECKOW KOHMUrypaumm
KOMMNbIOTEP-KITMEHT Ha 3Tane KoHurypaumm CceTeBOro YycTpouctBa obpawaerca K Tak

Ha3biBaemomy cepsepy DHCP v nony4aeTt OoT Hero Hy>Hble napameTpsbl.

DHCP-cepBep — 9TO nporpamma, KoTopas HasHadaeT knueHtam |P-agpeca BHyTpu
3a[@aHHOro AmManasoHa Ha ornpeferieHHbl nepuog BpeMeHu. [aHHylo yHKUUIO NOAAEepXKMBaOT

NpakTU4YeCckn BCe COBPEMEHHbIE MapLLpPYTU3aTopbI.

Digital Zoom / LinchpoBoe yBennyeHue — 370 yBenuyeHne pasmepa kagpa He 3a cuyeT
ONTWUKK, @ C NOMOLLbIO KaappOBaHWS NOMYy4YEHHOrO C MaTpuubl n3obpaxeHus. Kamepa Hudero He
yBENMUMBaET, a TOMbKO BbIpe3aeT HYXHYH 4YacTb Wu300paxeHuMss u pacTarmBaeTr ee Ao

nepBoHaYarnbHOro paspeLleHys.

Domain Server / CepBep AOMEHHbIX UMEH — TakKe LOMEHbl MOryT OblTb NCNONb30BaHbI
opraHM3aumsiMun, KOTopble XOTAT LeHTPann3oBaHHO yNpaBnATb CBOMMMU KOMMbOTEPaMM (Ha KOTOPbIX
yCTaHOBIIEHbI onepaunoHHble cuctembl Windows). Kaxabi nonb3oBatenb B paMkax [oMeHa
nony4yaeT y4YeTHyl0 3anucb, KoTopas obblMHO paspeluaeT 3aperncTpupoBaTbCs U UCMOSb30BaTb

nobon KOMnNblOTEP B [AJOMEHE, XOTA OAHOBpPEMEeHHO Ha KOMMbKTEep MOryT ObiTb HaNOXeHbI

PykoBoacTBo no noaknto4veHuto IP-kamepsl B5360DVZ

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




Be\UARD Lpunooicenus

orpaHn4eHus. CepBepOM AOOMEHHbLIX WMEH ABIAETCA CepBep, KOTOprI7I ayTeHTVI(*)I/IU,I/IpyeT

nonb3oBaTenen B ceTu.

Ethernet — nakeTHasi TexHonorusi nepegadn AaHHbIX MPEVMYLLECTBEHHO B JTOKalbHbIX
KOMMblOTEPHbLIX ceTsx. CrtaHaapTel Ethernet onpepensitoT npoBoAaHble  COEAMHEHUS U
SMeKTpUYeckme curHanbl Ha ou3ndeckoMm ypoBHe, hopmaT kaZpoB W MPOTOKOSbI yrpaBneHus

OOCTYMNOM K cpefie — Ha kaHarnbHoM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne yctaHOBKM MO YMOMYaHUIO — 3TO YCTaHOBKW,
KOTOpbl€ M3Ha4anbHO UCMONb30BaHbl ANs YCTPONCTBA, KOrga OHO OTIPY>KaeTCsi C 3aBoAa B NepBbIf
pa3. Ecnu BO3HMKHET HEOOXOOUMOCTb NepPeyCcTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
MO YMOSYaHuIo, TO 3Ta (PYHKUMA NpUMMEHMMa Anst GONbLUMHCTBA YCTPOWCTB, M OHA MOJTHOCThLHO

nepeycraHaBsnnBaeT nobble YCTaHOBKW, KOTOpPbIE ObIN N3MEHEHBI MOSIb30BaTENEM.

Firewall / Bpanamayap — 6paHgmayap (MexceTeBor akpaH) paboTaeT Kak 6apbep Mexay
ceTaAMMU, Hanpumep, MeXxay nokanbHon ceTbto U NHTepHeToM. bpaHamayap rapaHTuMpyeT, 4To
TONbKO 3aperncTpmMpoBaHHbLIM NONb3oBaTensM OyaeT paspelueH JOCTyn U3 OAHOW CeTU B APYryto
ceTb. bpaHamayapom MoxXeT 6bITb NporpammHoe obecneyeHne, paboTatoLlee Ha KoMnbloTEPE, UK

6paHnmay3p0M MOXeT ObITb aBTOHOMHOE anrnapartHoe yCTpOIZCTBO.

Focal length / ®okycHoe paccTtosiHne — wusmepsiemMoe B MuUANUMeTpax ¢OKyCHoe
paccTosiHne 06beKTMBa Kamepbl, onpeaensioLlee WUPUHY ropu3oHTanbHOM 30Hbl 0630pa, KoTopoe
B CBOI ovepedb uamepsdeTcsa B rpagycax. Onpefensercsa Kak pacCtogHne OT nepeaHen rnaBHom
TOYKM [0 nepegHero dokyca (4na nepegHero ooKyCHOro pacCTOSAHUA) U Kak pacCTosiHWE OT 3agHen
rMaBHOM TOYkM [0 3agHero dhokyca (ons 3agHero dokycHoro paccrtoddud). Mpu atom, nog
rMaBHbIMK TOYKaMM NoApa3yMeBaOTCA TOUKM NepeceyeHns nepegHen (3agHein) rmaBHOM NIOCKOCTU

C OMTUYECKOMN OCbIO.

Fps / KagppoBas 4acToTta — KONM4YeCcTBO KagpoB, KOTOpoe BuaeocucteMa (KOMMblTepHast

urpa, Tenesusop, DVD-nneep, Bnaeodann) BolAa€T B CEKYHAY.

Frame / Kagp — kagpom sBnsieTcs NonHoe BuaeousobpaxeHune. B dopmate 2:1
YepecCcTpoyHOW  pasBépTkm uHTepdperica RS-170 m B dopmatax MexgyHapogHoro
KOHCYNbTaTMBHOIrO KOMUTETa MO paguoBeLLaHnio, Kagp co3gaeTcs u3 AByxX OoTAeNbHbIX obnacren
TNIMHUIN YepeccTpoYHON pa3BepTkn 262.5 nnn 312.5 Ha vactoTe 60 mnm 50 'y gns Toro, 4YToObI
copmMupoBaTh MOSHbIA Kagp, KOTOpbIN 0ToBpasnTca Ha akpaHe Ha ydactote 30 wnm 25 Tu. B
Buaeokamepax C NporpeccnBHON pa3BepTKOM KaxKabl Kagp CKaHUpyeTcs NOCTPOYHO U He aBnseTcH

YepeccTPOYHbIM; BOMBLUMHCTBO M3 HUX OTOBpaxaeTcsa Ha YacToTe 30 n 25 Ny,

FTP (File Transfer Protocol / lNpotokon nepepaun cannoB) — 3TO NPOTOKON
NPUIIOXEHWS, KOTOpbIN ucnonb3dyeT Habop npotokonoB TCP / IP. OH ucnonbayetcsa, 4ToObI

obmeHuBaeTca pannamu Mexgy KomnbioTepamu/yctponctBamum B ceTn. FTP  nossonser
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nogkntoYaTbes Kk cepepam FTP, npocmaTprBaTh coAepXXnUMoe KaTanoroB v 3arpyxatb dpainbl ¢

cepBepa unn Ha cepsep. NpoTokon FTP oTHocuTcs K NpoTOKOMam MNpUKNagHOro YPOBHA U ANd
nepefayn AaHHbIX UCNoNb3yeT TpaHCcnopTHbIN NpoTtokon TCP. KomaHabl 1 AaHHbIE, B OTNMYUe OT
GonbLUMHCTBA APYrMX NPOTOKOMOB nepeaarTcst No pasHbiM nopTam. [opt 20, oTKpbiBaeMbI Ha
CTOPOHEe cepBepa, UCnonb3yeTcsa Ang nepegayn aaHHblX, NnopTt 21 - Ansa nepegayv komada. MNopt

ana npuemMa gaHHbIX KnMeHToM onpenendaeTcd B Ananore corriacoBaHu4.

Full-duplex / MonHbIM AynneKc — NOSHbIN gynnekc npeacTaBnaeT cobon nepegayvy gaHHbIX
O[HOBPEMEHHO B ABYX HarnpasneHusix. B cucteme 3ByKkoBOCMpPOU3BEAEHUS 3TO MOXHO OMUCaThb,
Hanpumep, TenedOHHbIMM cucTeMamu. Takke nonyaynrnekcHas cBaA3b obecneynBaet

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpaslieHN 3a OOWH pas.

G.711 — crangapT gns npeacraeneHnsa 8-omutHon komnpeccun PCM (MKM) curHana c
yactoton auckpetmsauum 8000 kagpos/cekyHoy u 8 oGut/kagp. Takum obpasom, G.711 kogek

co3aaéT noTtok 64 Koéut/c.

Gain / KoachcduumeHT ycuneHmsa — Koa@UUNEHTOM YyCUMEHUS SABMSETCS KO PUUNEHT
YCUMEHNS W OKCTEHTa, B KOTOPOM aHanoroBbl YCUNMTEMb YCUNUBaeT Cuny curHana.
KoadbdpmumeHTbl yemunenunsa obbl4HO BbipaxatoTcs B eanHuuax mowHoctu. eumben (ob) asnsetca

Hanbonee yI'IOTpe6VITeJ'IbeIM crnocobom ans n3mepeHna ycunenHunda ycunmtensd.

Gateway / MexceTeBOM L3 — MEXCETEBbIM LUMIO30OM SBMSIETCA CeTb, KOTopas
OENCTBYET B KayecTBe TOYKM BXoda B Apyryto ceTb. Hanpumep, B KopnopaTvBHOW CETU, CepBep
KOMNbloTEpa, AENCTBYIOLUNA B KA4eCTBE MEXCETEBOro LUM03a, 3a4acTylo Takke OeNCTByeT U B
KayecTBe MpPOKCU-CepBepa U cepBepa CeTeBOM 3alimTbl. MexceTeBow LN03 YacTo CBA3aH Kak C
MapLLPYTM3aTOPOM, KOTOPbIA pacrno3HaeT, KyAa HanpaBnaTb NakeT AaHHbIX, KOTOPbIA NPUXoauT B
MEXCETEBOW LUMO3, TaK U KOMMYTaTOPOM, KOTOPbIN NPeaoCTaBNseT UCTUHHBLIA MapLupyT B U U3

MeXXCeTeBOoro w3a and AaHHOro nakeTa.

H.264 — 370 mMexayHapoaHbIN CTaHO4aPT KOAMPOBaAHWUS ayaumo M BUAeo, (Apyroe Ha3BaHue
'MPEG-4 part 10' unn AVC (Advanced Video Coding)). [JaHHbI CTaHAApPT COAEPXKUT psg HOBbIX
BO3MOXHOCTEN, MO3BONSAKLINX 3HAYUTENBbHO MOBLICUTL 3MPEKTUBHOCTL CKaTUsi BMOEO MO
cpaBHeHuto ¢ 6onee paHHumn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
6onbLuyto MTMOKOCTb NPUMEHEHUS B pa3HOODpasHbix ceTeBbIX cpeaax. Micnonb3yeTtcs B LMGPOBOM

TenesnaeHun Bbicokoro paspewerns (HDTV) n Bo MHOrux gpyrmx obnacrsax umgpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / lpoTtokon nepepnaym runeptekcra) — ato Habop
npasun no obmeHy cannamu (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- U APYrMMU
MynbTumMeama cannamm) B cetu. lNpoTtokon HTTP sBnseTca npoTOKONOM BbICLLErO YPOBHSA B
cemerictee npoTokorioB TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaerca OO NOSyYeHus

noateepXxaeHua o ero npaBsuniibHOM npuneme.
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HTTPS (Hypertext Transfer Protocol Secure / 3awuweéHHbIM NpOTOKON nepeaayu

runepTekcra) — pacwupeHue npotokona HTTP, nogaoepxusatowee wudpoBaHue. [daHHble,
nepegasaemble no npotokony HTTP, «ynakoBbIBalOTCA» B KpunTorpaguieckmin npotokosn SSL nnu
TLS, Tem cambiM obecrneymBaeTcs 3awWuTa 3TUX AaHHbIX. B otnuumne ot HTTP, ana HTTPS no

ymon4aHuto ncnonosyetca TCP-nopt 443.

Hub / CeTeBOI KOHUEHTPATOP - CETEBON KOHLEHTPATOP MCNONb3yeTcs AN NOAKNHYEHNS
MHOIOYMCMNEHHbIX YCTPONCTB K ceTn. CeTeBOM KOHLEHTpPATOp nepeaaeT Bce AaHHbIE B YCTPOWCTBA,
MOAKIIOYEHHbIE K HEMY, TOr4a Kak KOMMYTaTop TOMbKO nepefaeT AaHHble B YCTPOWCTBO, KOTOPOe

cneumanbHO NpeaHa3Ha4YeHo Ans Hero.

ICMP (Internet Control Message Protocol / MexceTteBon NMpOTOKON ynpaBnsitOLWMX
coobuweHun) — ceTeBor MpPOTOKON, BXxoaswmn B ctek npotokonioB TCP/IP. B ocHoBHoM ICMP
ncnonb3yeTcs Anst nepefady cooOLleHuMn 06 owmnbKax u OpYrnx UCKMYUTENbHBLIX CUTYyauusix,
BO3HUMKLLMX NPV Nepeaaye AaHHbIX, HAanpMMep, 3anpalumBaemasi ycryra HegocTyrnHa Unn xXocT unm

MapLpyTU3aTop He OTBEYaloT.

IEEE 802.11 / CtaHpapt IEEE 802.11 — 370 ceMeNcTBO cTaHAapToB ANsi 6eCcnpoBOAHbIX
nokaneHblx ceten. CtaHgapt 802.11 nogoepxuBaeT nepedady AaHHbIX Ha ckopoctn 1 unum 2
M6uT/cek Ha nonoce 2.4 [Tu. CraHpapT xe 802.11b 3agaeT ckopocTb nepedadn AaHHbIX 11
M6wuT/cek Ha nonoce 2.4 I'Tu, B To BpeMsi kak ctaHAapT 802.11a no3BonsieT 3agaTtb CKOPOCTbL A0 54

MowuT/cek. Ha nonoce 5 ITw,.

Interlaced video / YepeccTpoyHasa pa3BepTka — 3TO BMAEO3anuCb CO CKOpocTbio 50
n3obpaxeHnin (Ha3biBaeMbIX NONSAMMU) B CEKYHAY, U3 KOTOPbIX Kaxable 2 nocrneaoBaTeNbHbIX Nons
(nonykagpa) 3atem obbeauHstoTed B 1 kagp. YepecctpoyHas passepTka bbina paspabotaHa MHOro
neT Hasapg Ans aHanoroBoro TeneBUAEHUS 1 40 CUX NOp LWMPOKO NnpumeHsieTcsi. OHa gaeT xopoluuve
pe3ynbTaTtbl NPy NPOCMOTPE ABWXKEHMSA B CTaHAAPTHOM M300paXkeHun, XoTs Bcerga CyllecTByeT

HEKOTOPOE MCKaXKeHNE U306paXKeHUs.

Internet Explorer (IE) — cepus 6pay3epoB, paspabaTbiBaemas kopnopauuven Microsoft ¢
1995 roga. BxoguT B KOMMNNEKT onepaunoHHbIx cuctem cemernctea Windows. AensieTcs Hambonee

LUMPOKO Mcnonb3yemMbiM Be6-6pay3epom.

IP 66 (Ingress Protection) — 310 cTaHgapT 3awmTbl 060pyA0BaHUSA, KOTOPbIA ONUCLIBAET
nbine- 1 Briaro- 3almTy kamepbl BuaeoHabnogeHus. MNMepeasa umdppa ob6o3Ha4aeT ypoBeHb 3anThbl
OT nonagaHusa TBEpAbIX YacTuy, (Hanpumep, undpa 6 o6o3HavaeT NOMHOE UCKIIYeHMe nonagaHus
nbinun). Bropas uudpa obo3HavaeT ypoBeHb 3almThl OT NonNagaHus Xungkocten (Hanpumep, undpa
6 ob6o3Ha4vaeT 6e3ynpeyHyo paboTy Kamepbl NPY BO34ENCTBUN MACCUBHbBIX BOASIHLIX MOTOKOB BOAbI

UM BpeMeHHOM 0biMBaHuu.)
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IP-kamepa — uudpoBasa Bugeokamepa, OCOOGEHHOCTBbIO KOTOPOW sIBNAETCA nepedada

BMaeonoToka B uncpposoM copmate no cetn Ethernet, ncnonbayrowen npotokon IP.

JPEG (Joint Photographic Experts Group / Crtanpapt OG6bLeauHeHHOW rpynnbl
aKkcnepTtoB B obGnactu dotorpadmm) — oaovH M3 nonynspHbiX rpadgudeckux copmartos,
NPUMEHSIEMbIA AN XpaHeHus hoTon3obpakeHnn 1 NogobHbIX UM n3obpaxkeHun. MNpu cosgaHmm
n3obpaxeHma JPEG nmeetcs BO3MOXHOCTb HAaCTPOWMKM UCMONb3YyeMOro koadduumeHTa cxaTusl.
Tak kak npu 6onee HU3KOM KO PULMEHTE CKaThs (T.e. CaMOM BbICOKOM Ka4ecTBe) yBenminBaeTcs

obbem panna, cyllecTByeT BbIOOp Mexay KayecTBOM nsobparkeHus n oobemom carina.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa namepeHuns CKOpOCTU NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOTOPOW onpeeneHHoe KONM4ecTBO BUTOB NPOXOAAT 3a4aHHYO TOYKY.

LAN (Local Area Network / JlokanbHasa BblYMCnNUTENbHAA CeTb) — KOMMNbIOTEPHAs CETb,
nokpbiBatoLasi 06bIMHO OTHOCUTENBHO HEDONMbLUYD TEPPUTOPUIO NN HEGONMbLUYIO TPYyNny 34aHWUA

(aom, oduc, bmpmy, MHCTUTYT), TO €CTb ONPEeaENEHHYI0 reorpacnYecKyto 30Hy.

Lux / Jlrokc — egmHuua n3amMmepeHna OCBELLEHHOCTW. Onpep,enﬂeTc;l KakK OoCBeLlEHHOCTb
NOBEpPXHOCTU nnowagbio 1 KB.M. CBETOBbIM MOTOKOM 1 NHOMEH. |/|CI'IOJ'Ib3yeTCFI anda 0003Ha4eHus

YYBCTBUTEJIbHOCTU KaMep.

MAC-aapec (Media Access Control address / AnnapaTHbIn agpec YCTPOUCTBA) — 3TO
YHUKanbHbIN NOEHTUUKATOP NPUCOEAMHEHHOrO K CETU YCTPOWUCTBA UMK, TOYHEE, ero nHTepdenc

OnA NOAKMKYEHNA K CETI.

Mbit/s (Megabits per second / Mout/cek) — 3T0 Mepa M3MEpPEHUs CKOPOCTU MNOToKa
AaHHbIX, T.€. 3TO CKOPOCTb, Ha KOTOPOW BUTLI MPOXOAAT 3afaHHYH TOYKY. QTOT napameTp 0ObI4HO
ncnonb3yeTtcsl, YToObl NPeacTaBUTb «CKOPOCTb» ceTu. JlokanbHas ceTb AoMmkHa paboTtaTb Ha

ckopoctn 10 unu 100 M6uT/cek.

MJPEG (Motion JPEG) — nokagpoBbil MeTO4 BMAEOCXKATUSl, OCHOBHOW OCOBGEHHOCTbIO
KOTOpPOro SBMSIETCA CXaTWE KaKAoro OTAENbHOro kagpa BMOEOMOTOKA C MOMOLLbK anroputma
ckatna wusobpaxenHun JPEG. lMpu coxatum metogom MJIPEG wMexkagpoBasi pasHuua He

Y4UTbIBaAETCA.

MPEG-4 — 370 MexayHapoaHbIv CTaHAapT, UCNONb3yeMbli NPEUMYLLECTBEHHO NS CKaTus
undcpposoro ayamo u Bugeo. CrtanHgapt MPEG-4 B OCHOBHOM WCMNONb3yeTcsi ANd BeLaHus
(noTokoBoe BMAEO), 3anuck OUNbMOB Ha KOMMAKT-AUCKM, BuaeoTenedoHun (BuaeoTenedoH) u

LLMPOKOBELLAHNA, B KOTOPbIX akTUBHO UCMNONb3yETCA CXaTne LI,VI(*)pOBbIX BMOeo N 3ByKa.

Multicast / TpynnoBas nepega4va — cneunanbHas dopmMa LUMPOKOBELLAHUSA, MPU KOTOPOW
KOMMM NakeToB HanpaBnaAwTCs OnpedenéHHoMy nogMHOXecTBy agpecatoB. Hapsgy c

NPpUNOXeHnamMn, YyctaHaBnmMBawOWMMU CBA3b MeXay WCTOYHUKOM W OOHUMM nony4vyatenem,
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CyLeCTBYHOT Takme npurioxXeHud, raoe Tpe6yeTc;|, YTOObI UCTOYHUK MOCbINarn I/IHC*)OpMaLl,I/I}O cpagy

roynne nonydatenen. [lpu TpaguuuoHHon TexHonorun |P-agpecauun Tpebyetcs Kaxgomy
nonyyaTtento UHgopmalmmM nocrnatb CBOM MaKeT AaHHbIX, TO €CTb OfHa U Ta Xe WHdopmaLms
nepegaeTcsi MHOro pas. TexHONornst rpynnoBon agpecaumn npeacTtasnseT cobon paclwumpeHue IP-
agpecaumm, No3BONAKLLEe HanpaBUTb OOHY KOMUIO NakeTa cpasy Bcem nonydarensMm. MHoxecTBo
nony4arenen onpegenseTca NPUHaANEXHOCTbIO KaXXA0ro U3 HUX K KOHKPEeTHOW rpynne. Paccbinky
ANA KOHKPETHOW rpynmbl NOMAy4atoT TOMNbKO YneHbl 3TOW rpynnbl.

TexHonorusa IP Multicast npegoctaBnseT psg CyLeCTBEHHbIX NMPEUMYLLECTB NO CPaBHEHMUIO
C TpaavUMOHHbIM Noaxodom. Hanpumep, gobasrneHne HOBLIX NoNb3oBaTenen He BriedeT 3a cobom
Heobxogumoe yBenuyeHne npomnyckHOW CrnocoBHOCTU ceTu. 3Ha4YUTENbHO COKpallaeTcs Harpyska
Ha NnochbINarLLMi cepBep, KOTOpbIN BonbLle He AOMKEH NOAAEPKMBATE MHOXECTBO ABYXCTOPOHHUX

COEeNHEHUN.

[na peanusauun rpynnoBoV agpecauun B IOKaNbHOM CeTn HeobXoOuMbl: MOoAOEpPXKKa
rpynnoson agpecaumn ctekoM npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP gns
OTNpaBknM 3anpoca O MPUCOEAUHEHUN K rpynne u nomyvYeHun rpynnoBoro Tpaduka, nogaepxka
rpynnoBon agpecaumm CETEBOW KapTOW, MpUNOXKeHMe, UCMonb3ylolee rpynnoBy0 agpecauuio,
Hanpumep, BMAeOKOoHepeHunsa. TexHomnorua «MmynbTUkacT» ncnonbdyet agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTcs cratndeckas M guHamumyeckas agpecauums. [pumepom
cTatnyeckmx agpecoB sBnsioTcs 224.0.0.1 — agpec rpynnbl, BKrovawLwen B ceba Bce yanbl
nokansHom cetn, 224.0.0.2 — Bce MapLlpyTu3aTopbl foKanbHOW ceTu. [uana3oH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [Afs MPOTOKOMOB MapLipyTU3auum u Opyrux
HU3KOYPOBHEBBLIX MPOTOKOMOB MOAAEPXKU rpynnoBon agpecauuun. OcTanbHble agpeca
ONHAMWYECKN  UCMOMb3yKTCA  NpUnoXeHnsMu. Ha  cerogHAWHWM  OeHb  BOMbLUMHCTBO
MapLLPYTM3aTOPOB NOAAEPKMBAIOT 3Ty ONuUMIO (B MEHIO 0ObI4HO €CTb onuus, paspelatowas IGMP

MPOTOKOM UKW MyIbTUKACT).

NTP (Network Time Protocol / lNpoTokon cuHXpoHU3auun BpeMeHu) — CeTeBOu
NPOTOKOM ANS CUHXPOHU3aLMN BPEMEHU C ncnosnb3oBaHnem ceten. NTP ncnonb3yet ona cBoemn

pab6oTbl npoTtokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctanHgapt NTSC
SIBMSIETCH TENEBM3MOHHbLIM 1 BuaeocTaHgapTom B CLUA. CtangapT NTSC goctaensieT 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — otpacnesown ctaHgapT, onpeaenstoLwmnn
NPOTOKOSbI B3aMOAENCTBUSA TakUX YCTPOWCTB, Kak IP-kamepbl, BUaeopernctpaTopbl U CUCTEMbI
ynpaBneHns Buaeo. MexayHapogHbii OpyM, CO3[aBlWIMKA  [aHHbIA  CTaHOapT, OCHOBaH
komnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uenbto

pa3paboTKM U pacnpoCTpaHeHUsl OTKPLITOro CTaHaapTa Af1sl CUCTEM CETEBOro BuaeoHabNoaeHus.
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PAL (Phase Alternating Line / TeneBusnoHHbin ctaHgapt PAL) — TeneBU3WOHHbIN

CTaHaapT PAL saBnsetca I'IpeOGJ'IaD,al'OLLU/IM TeENeBn3NMOHHbIM CTaHAapTOM B CTpaHax EBpOI'IbI.

TeneBun3anoHHbIM ctaHgapT PAL goctaensieT 625 cTpok B kagpe Ha 25 k/cek.

PoE (Power over Ethernet / NutaHue 4yepes Ethernet) — TexHonorusa, nossonstoLias
nepefasaTb YAanéHHOMY YCTPOWCTBY BMeCTE€ C [aHHbIMW OfEeKTPUYECKYH0 3Hepruio 4vepes

CTaHOapTHYO BUTYIO napy B cetn Ethernet.

Port / TMopT — wnoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHbBIA PECYPC, BbIAENSEMbIN
NPUMOXEHMUIO, BbINONIHAEMOMY Ha HEKOTOPOM CEeTEBOM XOCTe, AN CBA3N C NPUMOXKEHUSMMU,
BbINONIHAEMbIMW Ha APYrMX CeTEBbIX XOCTax (B TOM YMcChe C APYrMMU NPUMOXEHUSIMU Ha 3TOM Xe
xocTe). B 06bI4HON KNWEHT-CepBEPHON MOAENUN NPUNOXKEHNE NMBO OXXMAAET BXOAALWMNX AAHHBIX NN
3anpoca Ha coeauHeHue («cnywaet nopT»), NMBo nocbinaeT gaHHbIE UK 3anpoC Ha CoeAUHEeHne

Ha M3BECTHbIN NOPT, OTKPbITbIA NPUITOXKEHNEM-CEPBEPOM.

PPP (MpoTokon gByXTO4Y€4YHOro coeAuHeHUs1) — NPOTOKOJ, MO3BOMSOLWMIA NCNOMNb30BaTb
WHTepdenc nocrnegoBaTenbHON Nepedayvn Ans CBA3W Mexay OBYMS CeTeBbIMU YCTPONCTBaMM.

Hanpumep, nogkntodeHue MK k cepsepy nocpeacTBOM TeNeOHHON NUHUN.

PPPoE (Point-to-Point Protocol / lpoTokon coeguHEeHNUA «To4YKa - TOYKa») — NPOTOKON
OnNs NogkrtoyYeHnsa none3oBaTenen cetn ctaHgapta Ethernet k MIHTepHeTy yepes WwinpokononocHoe
coefvHeHne, Takoe kak nuHua DSL, 6ecnpoBogHoe YCTpOWCTBO wMnn kabenbHbin mogem. C
nomouwbto PPPOE 1 LUMPOKONONOCHOrO ModemMa nosnb3oBaTeNn foKanbHOW CeTU MOryT nonyyaTb
OOCTyn C unHAMBMAOYanbHOW MNPOBEPKOM MOLMMHHOCTU K BbICOKOCKOPOCTHLIM CETAM [OaHHbIX.
O6beaunaa Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE obecneunBaeT
ahpeKTMBHbIN cnocob co3gaHns oTAeNbHbIX COEANHEHUA C yAaneHHbIM CEPBEPOM AN Kax4oro

nomnb3oBaTend.

Progressive scan / lNporpeccuBHoe CKaHMpPOBaHME — 3TO TEXHOMOrMA NpeacTaBneHus
KagpoB B BuaeoHabnogeHuu, nNpy KOTOPOMW Kaxabl Kagp BOCNPOM3BOAUTCHA MO OAHOW fIMHMK B
nopsifke nx pasMeLLeHns Kaxayto WecTHaguaTyo JONK0 CeKyHabl. TO eCTb CHavana nokasblBaeTcs
nuHua 1, 3atem 2, 3ateM 3 1 Tak ganee. Takum ob6pasom, nsobpaxeHne He BbeTCcsa Ha OTAENbHbIE
nonykagpbl. B aTom criyyae nonHOCTbIO ncdesaeT A ekt MepuaHnst, N03TOMY Ka4eCTBO OTCHATOrO

BMOeo nony4vyaeTca ©onee BLICOKMM.

RJ45 — yHMPUUMPOBaHHLI pasbeM, WUCMOMNb3YEMbIN B TENEeKOMMYHMKauuax, umeet 8

KoHTakToB. MicnonbayeTcsa ansa co3ganus JIBC ¢ ucnonb3oBaHnem 4-napHbix kabenewn BUTON napbl.

Router / MapwpyTunsaTop — 370 YCTPOMCTBO, KOTOPOE onpedenseT ToUKy bnmkanwen cetu,
B KOTOPYIO NaKeT AaHHbIX JOMKEH ObITb HAMpaBMeH Kak B CBON OKOHYaTEbHbIA NYHKT HAa3HAYeHUs.

MapLipyTusatop co3gaeT u/unu NogaepXunsaeT crneumnanbHyo Tabnuuy MapLpyTusaumm, kotopas
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coxXpaHdaeT VIH(*)OpMGLI,VIIO, KaK TOJ1IbKO OHa AocTturaeT ornpeaerieHHbIX MyHKTOB Ha3Ha4YeHuA. WHorga

MapLpyTU3aTop BKIHOYEH B Ka4eCTBe 4YaCTh ceTeBOro KoMmyTtartopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIM NPOTOKOS B peXume peanbHOro
BpeMeHUu) — 3TO npoTokon IP ong nepefayn gaHHbIX (Hanpumep, ayovo Unu BUAEO) B pexume
peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B CBOEM 3arofioBke AaHHble, HEOOXOANMbIE OIS
BOCCTAHOBIIEHMSI TOfloca UNU BUOEOM300pakeHns B NPUEMHOM Yy3fe, a Takke OaHHble O Tune
koguposanusa nHgpopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro npoTokona, B YaCTHOCTH,
nepegarnTcsl BpEMEHHas MeTKa M HOMep nakeTa. OT! napameTpbl NO3BONSIOT NPU MUHUMAbHbIX
3agepxkax onpegenqutb MNOpsiAOK M MOMEHT OEKOAMPOBaHMSI Kakgoro naketa, a Takke
WMHTepnonupoBaTb NOTEPSIHHbIE NakeTbl. B kauyecTBe HmKenekawlero nNpoTokona TPaHCMOPTHOro

YPOBHS, Kak NnpaBunio, ucrnosnbayetca npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepegayn NOTOKOB B peXxume
peanbHOro BpeMeHMu) — 3TO NPOTOKON yrNpaBreHUsl, KOTOPbIV CIY>XUT OCHOBOW AN COrnacoBaHus
TPaAHCNOPTHLIX NPOTOKOSOB, Takux kak RTP, MHOroagpecHom nnm ogHoaapecHon nepegayn u ans
cornacoBaHuns ucnonb3yembix kogekoB. RTSP MoXHO paccmaTpuBaTh Kak nynbT AUCTAHLUMOHHOMO
ynpaBneHnss NoOTokaMu OaHHbIX, NpegocTaBnseMbiMyu cepBepom mynbtumeana. Cepsepbl RTSP
00bl4HO wucnonb3ytoT RTP B KayecTBe cCTaHOapTHOrO MNpoToKoNa ANns nepefadv ayamo- U

BUOEOOaHHbIX.

SD (Secure Digital Memory Card/ kapta namatu tuna SD) — dopmaTt kapTbl ¢naL-
namatv, paspaboTaHHbIN NS UCMOMb30BaHMA B OCHOBHOM B MOPTATMBHbLIX YyCTpoucTBax. Ha
CEroAHAWHMIA OeHb LUMPOKO MCMOMb3yeTcsa B  UMAPOBbIX YCTPOUCTBAX, Hanpumep: B
doToannapatax, MoOuNbHbIX TenedgoHax, KIK, kommyHukaTopax W cmapTtdoHax, GPS-

HaBuUratTopax, Bugeokamepax n B HEKOTOPbIX UTPOBbIX MPUCTaBKax.

Shutter / OnNeKTPOHHbIN 3aTBOP — 3TO 9MNEMEHT MaTpuubl, KOTOPbLIA MO3BOMSET
perynupoBaTb BPEMSI HAKOMJIEHMSA SMEKTPUYECKOro 3apsiaa. OTa AeTanb OTBEYAET 3a AJIMTENbHOCTb

BbIAEPXKKN U KONMYECTBO CBETA, NOMaBLIero Ha MaTpuuy nepes oopM1MpoBaHNeM U306paKeHMs.

SMTP (Simple Mail Transfer Protocol / MpocTton npoTokon nepegayn MOYTbl) —
npotokon SMTP ncnonb3yeTcsa Ang OTCbINKM U NONYyYEeHUSA 3NEKTPOHHOM NoYTbl. O4HaKo NOCKONbKY
OH SBMSIeTCA «NPOCTbIM» MO CBOEW CTPYKTYype, TO OH OrpaHW4YeH B CBOEN BO3MOXHOCTW MO
BMECTMMOCTWN COOBLLEHMI Ha nomnyyarLwemM KOHUE, U OH 0BbIMHO UCNOMb3yeTcs C OOQHUM U3 ABYX
apyrux npoTokonos, POP3 wmnn npoTOKONOM MHTEPAKTUBHOINO AOCTYyNa K 3IEKTPOHHOW noyTe
(npoTokon IMAP). 3T1 NpoTOKOsbl NO3BOMSOT MOSIb30BaTENIO COXPAHATL COOBLLEHUS B MOYTOBOM

ALLMKe cepBepa 1 NepuUoaMYeckn 3arpyxaTtb Ux U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / lpoTokon 3awueHHbIX

cokeToB / poTokon TPaHCMOPTHOrO YPOBHA) — 3TN ABa NpoTokona (npotokon SSL asnsaetca
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NMPUEMHUKOM  MPOTOKOJ1a TSL) ABNAOTCA KpI/II'ITOFpaCbVI‘-IeCKI/IMI/I NnpoTOKOMamMun, KoTopble

obecneunBatoT 6e3onacHyto cBa3b B ceTn. B 6onblumHCTBE cnyyvaeB npotokon SSL ncnonb3yetcs
yepe3 npotokon HTTP, 4toGbl chopmumpoBaTh NPOTOKON 3alMLEHHON Mepedayvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMNb30BaHHOMO, Hanpumep, B NHTepHeTe ONs OCyLLeCTBNEHNS
(OMHAHCOBLIX TpaH3aKkuuin B 3nekTpoHHoM Buge. [lpoTokon SSL wmcnonb3yeT cepTudukaTtbl

OTKPbLITOro KpUNTOrpadnYEeCcKoro Krto4a, YTobbl NOATBEPXKAATb UOAEHTUYHOCTL CEpPBEpA.

Subnet mask / Macka noaceTtun — 6utoBasi macka, onpegenstollasi, kakast YacTtb |P-agpeca
y3na ceTu OTHOCUTCS K agpecy CeTH, a Kakas — K agpecy camoro yana B aTol ceTu. Hanpumep, y3en

c IP-agpecom 192.168.0.99 n mackon nogcetn 255.255.255.0 Haxogutes B cetn 192.168.0.0.

Switch / KommyTtatop — KOMMyTaToOpoM S$IBMSIETCS CETEBOE YCTPOMCTBO, KOTOpPOEe
COEaUNHSIET CErMEHTbl CETU BMECTE M KOTOPOE BbliOMpaeT MapLlipyT ANs NEPECHISIKU YCTPOWCTBOM
OaHHbIX K ero onvxkanwemy nony4vartento. O6bIYHO KOMMYyTaTop ABMsieTcA 6onee NpocTbiM n 6onee
ObICTPbIM MEXAaHM3MOM, YEM CETEBOW MapLLpyTU3aTop. HekoTopbie KOMMYTaTOPbl UMEIOT (OYHKLMIO

mapLupyTusaTopa.

TCP (Transmission Control Protocol / lpoTokon ynpaBneHus nepepayen) — ogmH 13
OCHOBHbIX CeTeBbIX MPOTOKONoB WMHTepHeTa, npegHasHadeHHbld NS ynpaBneHus nepepaden
OaHHbIX B ceTax u nogcetax TCP/IP. TCP — aTo TpaHCNOPTHbLIM MexaHu3M, npeaocTaBnsowmnm
NOTOK AaHHbIX C NpeABapuUTenbHOM YCTaHOBKOW COeAMHEHWS, 3a CHET 3TOro JaloLmi YBEPEHHOCTb
B JOCTOBEPHOCTU NONyvyaemMblX OaHHbIX, OCYLIECTBMSET MOBTOPHLIM 3amnpoc [aHHbIX B cryvae
noTepun AaHHbIX U yCTpaHAeT oybnupoBaHne npu nony4yeHnn AByx KONUn O4HOro nakeTa (CM. Takke
T/TCP).

TTL (Time to live) — npegenbHbI Nepnog BpEMEHU UMM YUCNO UTEpaLMiA UM Nepexonos,
3a KOTOpbIN HAbOoP AaHHbIX (MakeT) MOXET CyLecTBOBaTb 4O CBOEro McHe3HoBeHuns. 3HadeHne TTL
MOXET pacCcMaTpuBaTbCA Kak BEPXHAS rpaHuLa BpeEMeHM cyLLecTBoBaHus IP-gentarpammel B ceTu.
Mone TTL ycTtaHaBnuBaeTcd oTnpaButTenemM JenTtarpaMmMbl U YMEHbLUIAETCA KaxAdbIM Y3MNOoMm
(Hanpumep, MapLIpyTM3aTOPOM) Ha NyTW €ro crefoBaHus, B COOTBETCTBUM CO BPEMEHEM
npebbiBaHMs B OaHHOM YCTPOWCTBE WNM COrnacHo npoTtokony obpaboTtkn. Ecnm none TTL
CT@HOBUTCS paBHbIM HYm A0 TOro, Kak gevMtarpamma npubyaeTt B MyHKT HasHaveHus, TO Takas
agentarpamma oTtbpacbiBaetca M oTnpaButento otceiiaetca ICMP-naket ¢ kogom 11 —

«I'IpeBblmeHme BPEeMEHHOIro nHTepBana».

UDP (User Datagram Protocol / lpoTokon gentarpaMmm nonb3oBartesisl) — 3T0 NPOTOKOJ
obMeHa AaHHBIMW C OrpaHNYEeHNSIMU Ha NepechIfiaeMble AaHHbIE MO CETU, UCTMONb3YOLLEN NPOTOKON
IP. MNpotokon UDP saensaetcsa anbtepHatnBon npotokony TCP. lMNMpeumywectso npotokona UDP
COCTOWUT B TOM, YTO ANA HEro Heobs3zaTenbHa AOCTaBKa BCEX AAHHBIX M HEKOTOPbIE NakeTbl MOryT

OblTb MponyLlieHbl, €ecrnn ceTb neperpyxkeHa. 3TO0 o0cobeHHO yaobHO npu nepegadve
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BugeomMarepumarioB B pexumMe pearibHOro BpeMeHWU, MNOCKOJIbKY HEe MMeeT CMbIClla MOBTOPHO

nepenaeath yCTapesLUyo MHOPMaLIMIO, KOTopas BCe paBHO He ByaeT oToGpaxeHa.

UPnP (Universal Plug and Play) — TtexHonorus,, nossongdwowas nepcoHanbHbIM
KOMMNbIOTEPAM U MHTENNEKTyanbHbIM CETEBLIM CUCTEMAM (HanpMMep, OXpaHHOMY 0b6opyaoBaHMIO,
pasBriekaTenibHbIM  YCTPOMCTBAM WM UHTEPHEeT-LUNn3aM) COoeauHATbCA  Mexay cobon
aBTOMaTMyeckn n paboratb COBMECTHO 4yepe3 eguHyto ceTb. [natdopma UPnP ctpoutca Ha
OCHOBE TaKMX MHTEpHeT-cTaHaapToB, kak TCP/IP, HTTP n XML. TexHonorns UPnP noggepxuBaet
ceTeBble UHPPACTPYKTYpbl NPaKTUYEeCKM NoBOoro TMna - Kak NpoBoAHbIE, Tak 1 6ecrnpoBogHble. B nx
4YMCno, B YaCTHOCTU, BXogaT kabenbHbli Ethernet, 6ecnpoBogHble cetn Wi-Fi, cetn Ha ocHoBe
TenedOoHHbIX JWHUK, NUHUK anekTponuTaHna u np. [lopgaepxka UPNP peanusoBaHa B

onepaumoHHbIx cuctemax Windows.

URL (Uniform Resource Locator / EaguHbIM yKasaTenb pecypcoB) — 3TO

CTaHgapTM3MpOBaHHBIN cnocob 3anucy agpeca pecypca B ceTu MHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHon npoTokon nepeaayvm AaHHbIX) —
NPOTOKOM, CO34aHHbIM crneumanbHo gnsa GSM-ceTell, roe HYXHO YyCTaHaBnvBaTb CBS3b
NOpTaTUBHbLIX YCTPOWUCTB C ceTbto MHTepHeT. C nomowpbto WAP nonb3oBatenb MOOGUIbHOMO

YCTPOWCTBa MOXET 3arpyaTtb U3 ceTu VIHTepHeT ntobble UMdpoBbIe AAHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KIUEHTOB,
00bIYHO Beb-Opaysepos, u Bbligawowmi um HTTP-otBeThl, 06bl4HO BMecTe ¢ HTML-cTtpaHuuen,

n3obpaxxeHnem, pannom, Meamna-noTokoM U ApYruMu AaHHbIMMU.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6becnpoBogHas TOYHOCTb») — TOProBas Mapka
npombiwneHHon rpynnel «Wi-Fi Alliance» ana 6ecnpoBofHbix ceTen Ha 6ase ctaHgapta |IEEE
802.11. Jlboe obopygosaHue, cooTBeTcTBylouwlee cTaHaapty |EEE 802.11, moxetr ObiTb
npotectupoBaHo B Wi-Fi Alliance ona nonyyeHus COOTBETCTBYOLWEro ceptudumkata v npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / BecnpoBogHasa LAN — 3710 6ecnpoBofHas nokanbHas ceTb, UCMOMb3yowas B
Ka4yeCcTBe HOCUTENS pPagMOBOIIHbI: 6eCnpoBOAHOE MOAKMIIOYEHMNE K CETU KOHEYHOIO NONb30BaTENS.

[na OCHOBHOW CeTEBOM CTPYKTYPbl OOLIYHO MCMONb3yeTcsa KabenbHOe CoeAnHEHME.

WPS (Wi-Fi Protected Setup) — ctaHgapT, npegHasHayYeHHbIN Ans NoryaBToOMaTU4eCcKoro

co3gaHus 6ecnpoBOHON AOMALLHEW CETMU. npOTOKOJ'I Nnpnu3BaH OKa3aTb NOMOLUb MNofib3oBaTenam,

KOTopble He 00MnagalrT LUMPOKMMK 3HAHUSMK O Be3onacHoOCTM B OEcrnpoBOAHbLIX CETHAX, U Kak
cnencTBMe, MMEKT CIIOXKHOCTU Mpu ocyllecTeneHun HacTtpoek. WPS aBTomaTtnyeckun obosHavaeT
UMs ceTU 1 3agaeT LWMdpoBaHue, Ans 3almTbl OT HECAHKLMOHUPOBAHHOIO 4OCTYNa B CeTb, Npu

3TOM HeT HeobxoanuMocTun BPY4YHYIO 3a4aBaTb BCE NapaMeTpbl.
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Be\UARD Lpunooicenus

AnNroputm cxaTusi BUOeo — 3TO MeToaMka YMeHbLUeHWst pasmepa daiina umMgpoBon

Buageosanmcun nocpeacrsomMm  yaaneHud Fpad)l/l‘-leCKI/IX aNnemMeHToB, He BOCNpPUHUMAaEMBbIX

4yerioBe4eCkMM rmnas3om.

BapudokanbHbil 06HLEKTUB — OOBLEKTMB, MO3BOMSIOWMIA MCMOMb30BaTh pPasfnyHble
(hOKyCHblE PacCTOsiHUSi B MPOTMBOMOMOXHOCTL OOBLEKTUMBY C  (PMKCUPOBAHHBLIM  (POKYCHbIM

pacCcTosiHUEM, KOTOPbIV UCMONb3YeT NULLb OAHO PacCTOsIHME.

Butasa napa — Bug kabens cBs3W, npepctaBnsieT cobOM OAHY WM HECKONbKo nap
N30NNPOBAHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COOOW, MOKPbIThIX MIAacTUKOBOW OGOMOYKON.
CBvBaHME NPOBOAHUKOB MPOWM3BOAMUTCS C LIEMbl MOBBILEHMS CTEMEHUM CBA3M Mexay cobow
NPOBOAHMKOB OAHOW Napbl (3NeKkTpoMarHMTHasi noMexa oAMHaKoBO BniusieT Ha oba nposoaa napbl)
M NOCNEeayLero yMeHbLUEHUS1 3NEKTPOMArHUTHbIX MOMEX OT BHELUHMX WMCTOYHWKOB, a Takke

B3aVMHbIX HABOAOK Npu nepeaade audgepeHumnanbHbIX CUrHanoB.

Bbigepxka — MHTEepBan BpeMeHW, B T€YeHMEe KOTOPOro CBET BO3JEWCTBYET Ha y4acTok
CBETOYYBCTBUTENBHOMO MaTepuarna WM CBeTOYYBCTBUTESbHOW MaTpuubl ANs COOOLLEeHUs emy

onpenenéHHon aKcnosnunn.

[eTeKkTop ABMXKXEHUSA — 3TO annapaTHbIi NM6O NPorpaMMHbIA MOAYSb, OCHOBHOW 3agaven

KOTOPOro ABndeTcs 06Hapy>|<eHV|e nepemMeLlarLlnxca B none 3peHnda Kamepbl 00BEKTOB.

[eTekTop cabotaxa — 3TO MporpamMMHbIA MOAYSb, KOTOPbIA MO3BONsieT OOHapyXMBaTb
TakMe cuTyauuun, Kak: pactOoKyCUpOBKa, NEPEKPbITUE UK 3acBe4YnMBaHME M300paXKeHusi, OTBOPOT
Kamepbl, 4YacTuiHasa noteps curHana. [puvHUMn OencTBUA OCHOBAH Ha aHanmM3e B pexumve
peanbHOro BPEMEHUW M3MEHEHMsI KOHTpacTa JlokanbHbIX obractern KagpoB W3 BWOEOMOTOKA,
nony4aemoro ¢ tenekamepbl-getekropa. [letektop caboTaxa aBTomaTU4eckn BolbupaeT obnactu
KagpoB, MO KOTOPbIM HEOOXOAMMO OLIEHMBATb M3MEHEHWE KOHTPACTHOCTU BO BPEMEHM W, ecnn
N3MEHEHME KOHTPACTHOCTM B 3TMX 0OONacTaX MNpPEeBbILAET HEKOTOPbIA OTHOCUTENbHbLIA MOpPOT,

NPUHNMAET peLleHne O NoTepe «rnosie3HoOro» BuaeocurHana.

Onadparma (ot rpey. diaphragma — neperopogka) — 3TO OTBepcTMe B 0bObekTuBe
Kamepbl, KOTOPOE PerynmpyeT KONMYeCTBO CBETA, MONaAatoLLero Ha matpuuy. MameHeHne pasmepa
AvadparMbl MO3BOMSAET KOHTPONMMPOBaTb LENbIA Ppsif NokasaTenen, BaXKHbIX AN MNONyYeHus

Ka4yeCTBEHHOIO M300paXkeHus.

HdomeHHOe UMA — 3TO onpepeneHHas GykBeHHas nocrenoBaTerlbHOCTb, 0603HavatoLas
UMSs caita unu ucnorb3yemasi B MMeHax 3N1eKTPOHHbIX MOYTOBbIX SLMKOB. [loMEHHbIe MMeHa AatoT
BO3MOXHOCTb afpecaLuy MHTePHET-Y30B U PacrofoXeHHbIX Ha HUX CETeBbIX pecypcoB (Beb-

CanToB, CEPBEPOB 3NEKTPOHHOM MOYTLI, APYrMX Cryx0) B yooOHOM Ansa yenoBseka opme.

UK-noacseTka (UK-npoxekTop) — ycTponcTBO, obecredvvBarollee MNOACBETKY OObekTa

HaGnaeHUs ¢ U3Ny4YeHneM B MH(PaKpacHOM AuanasoHe.
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Be\UARD Lpunooicenus

Kamepa «aeHb/HOUYb» — 3TO BUAeokaMepa, NpeaHasHaveHHast Ans paboTbl KPYrnocyTOYHO

B pa3HbIX YyCIOBUAX OCBELLEHHOCTU. B yCcnoBuax FlpKOIZ OCBeLEeHHOCTH M306pa>KeH|/|e uBseTHoe. B
TEMHOE BpeMsdA CYTOK, Korga FIpKMVI CBeT nponagaet, M Ha4YMHaAKTCA CYMEPKWU, |/|306pa>KeHV|e

CTaHOBUTCA ‘-IepHO-GGJ'IOG, B pe3ylibTaTe 4ero noBbillaeTCA HyBCTBUTEJIbHOCTb.

Kogek — B cnuctemax cBs3n kogek — 3To 06blMHO kogep/aekoaep. Kogekm ncnonbayoTtes B
WHTErpuMpoBaHHbIX LEensax WM MuKpocxemax Ans npeobpa3oBaHus aHanoroBbiX BUOEO- U
ayguocurHanoB B umdposon dopmat anga nocnegytowen nepegadn. Kogek takke npeobpasyet
npuHMMaemMble UNGPOBbIE CUrHanbl B aHanoroebii ¢popmat. B kogeke opgHa MuKpocxema
ncnonb3yeTtcs Ans npeobpasoBaHNs aHanNoroBoro curHana B ULMgpoBomr 1 LMgpoBOro curHana — B
aHanoroBbln. TepMuH «Kogek» Takke MOXeT OTHOCUTBCS K KOMrpeccun/gekoMmnpeccun, n B 3ToM
crny4ae oH 06bl4HO O3HaYaeT anropuTM NN KOMMbIOTEPHYIO MPOrpaMmy AN YMeHblleHus obbema

dannos n nporpamm.

HOpMaanO 3aMKHYTblIe KOHTAKTbl — TakKad KOHCTPYKUUA AaT4yMKa, KOTOopasda B NaCCUMBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, 2 B aKTUBHOM — PAa30OMKHYTbIE.

Hopmaano Pa3OMKHYTblI€ KOHTaKTbl — TaKasd KOHCTPYKUMA [OaTyuKa, KOTopad B

NacCNBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbI€E.

O6BbEeKTUB — 3TO 4acTb OMTMYECKON CUCTEMBI BI/ID,eOHa6J'II'OD,eHI/IFI, npeagHasHavYeHHaa and

CbOKyCVIpOBKVI NOTOKa CBETa Ha MaTpuue BnaeokamMmepbl.

OTHoweHne curHan/lwym — YUCIIEHHO OMnpedensdeT coaep)XaHwe napasuTHbIX LUYMOB B
curHane. Msmepsaetca B geumbenax (ob). Yem Gonblue 3Ha4yeHME OTHOLLIEHUS CUrHan/Lwym gns

BuaeocurHana, TeM MeHbLLE MOMEX N UCKaXKXEHUI nMmeeT M306pa>KeH|/|e.

Mukcenb — 3TO 0HA M3 MHOXECTBA TOYEK, COCTaABNAKOLLMX LI,I/I(*)pOBoe M306pa>KeHv1e. LlBeT

N UHTEHCUBHOCTb KaXX0ro nmuKkcesnsa CoctaBlideT KpOoLEeYHYyto obnactb I/I306pa)KeHI/IFI.

Mpokcu-cepeep (Proxy - npeacrtaBuTeslb, YMNOSIHOMOYEHHbIM) — cnyxba B
KOMMNbIOTEPHbIX CETAX, MO3BONSLLAA KIMEHTAM BbIMOMHATL KOCBEHHbIE 3anpocbl K ApYyryM
ceTeBbIM crykbam. CHavana KnueHT NoaKIYaeTCs K NPOKCU-CEPBEPY U 3anpalLmBaeT Kakon-nmbo
pecypc, PacnonOXeHHbI Ha Opyrom cepBepe. 3aTeM npokcu-cepBep MO0 nogknyaeTcs K
yKa3aHHOMY CEpPBEpPY U MOJy4YaeT pecypc y Hero, nMMbo Bo3BpaLLaeT pecypc 3 COOCTBEHHOIO KaLua.
Mpokcu-cepBep MO3BOMSET 3almllaTb KIMEHTCKMN KOMMbIOTEP OT HEKOTOPbIX CETEBbIX aTak U

nomMoraeT cCoxXpaHATb aHOHUMHOCTb KIMMeHTa.

lMpoTtokon — cTaHgapT, onpegensAlwmin noeefeHne QyHKUMOHanbHbIX 6510koB  npu
nepegadve AaHHbIX. PopmMannaoBaHHbIE NpaBuna, onpegensawowme nocneaoBaTenbHOCTb U opmaTt
COoO0OLWEeHN, KOTOPbIMM OBMEHNBAIOTCS CETEBbIE KOMMOHEHTHI, NeXalne Ha OgHOM YPOBHE, HO B

pa3HbIX y3nax.
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Be\UARD Lpunooicenus

PaspelueHne n3obpaxeHUs — 3TO KONMMYECTBO NUKcenen (ToYek) Ha eauHuuy nnowaam

I/I306pa)KeHVIFI. V|3MepFIGTCFI B Merarnukcenax uin 0T06pa>KaeTc;| B Buae AByX BEJIMYUH — BbICOTbI U

LLUMPUHDbI I/1306pa)KeHI/IFI. BricoTta u LLIMPpHMHaA TakKKe B JaHHOM Crlydae U3MepdrTCA B NUKCENAX.

Py4yHasa anacdparma — NpoTMBONOMOKHOCTE aBTOMaTn4eckon anadparmel, T.e. HaCTpourka
anadparMbl Kamepbl O0SDKHA BbINONHATBCS BPYYHYH ANA PErysiMpoBKM KONMYecTBa CBETa,

AocCTurarowero 4yBCTBUTESIbHOIO 3rieMeHTa.

CBeTocuna o6beKTUBA — 3TO XapakKTepucTuka, nokasblBarLLas, Kakoe KOrmM4ecTBO cBeTa
cnocobeH nponyckatb AaHHbI 00bekTMB. Yem Gornblle MakCUManbHbI OAnamMeTp OTKPbITOM
anadparmbl (Mnn, COOTBETCTBEHHO, YeM MeHbLUe F-4uncno), Tem BornbLuee KONMYeCcTBO CBETa MOXET

nonacTb CKBO3b OOBHEKTUB Ha chKaanyro MMOCKOCTb, M TEM BbILLE CBETOCUIIA OObEKTUBA.

Cumnnekc - npu CUMMMNEKCHOM CBSA3N ceTeBOM KkKabenb WnM KaHamn CBSA3NW MOXeT

MCNonb30BaTbCA AJ14 nepeaadn MHd)OpMaLl,I/II/I TONMbKO B O4HOM HanpasiieHnn.

YnuyHas Buaeokamepa — 3TO kamepa BuAeoHabnoaeHusi, koTopass obnagaet Bcemu

HeO6XOD,I/IMbIMVI XapakTepunctnkamm 3allnTbl OT BITUAHUA BHELUHeNn cpeabl And pa6OTbI Ha ynuue.

LiBeTHas Bupeokamepa — 9TO Kamepa, KOTopas pAdaeT uBeTHoe u3obpaxeHue. [lo
onpegeneHnio MaTpuubl Bugeokamep 4YepHo-6enble, a Ans MOnyyYeHus LBETHOro n3obpakeHus
BO3re KaKOon siuerkun maTpuubl OpMUPYIOTCA LBETHbIEe unbTpbl. NepBbin UNbTP NPUBHOCUT
KpaCHY COCTaBNSAOLLYIO LiIBETA, BTOPOW 3€MEHYI0, a TPETUIN CUHIOK. Taknm obpasom, Tpu SHEnKu
CTaHOBSATCS 04HOM To4kon B LUBeTOBOM hopmaTte RGB. CnegoBaTenbHO, BMECTO TPEX NMUKCENEN Ha

pe3ynbTupytoLemM n3obpaxkeHnn Mbl Nosly4yaemM TONbKO OAMH.

AnekTpomexaHnyeckun WUK-bunbTp — npencraBnsget cobon YCTPOUCTBO, KOTOpoOe
CNOCOBHO B OAHOM peXnme NoLaBnaTb MHAPaKpaACHbIN AMana3oH Npu noMoLum nHgppakpacHoro VK-
dunbtpa, a B Agpyrom pexume UK-ounbtp ybupaetca anekTpoMexaHudecku, Takum obpasom,

aenasa AOCTYNHbIM BE€Cb CNEKTP CBETOU3NYYEHUA.
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