PykoBoACcTBO NO NOAKITIOYEHUIO
|IP-kamepbl B5360RZQ




Be wARD QOznasnenue

OrnaBneHue
FMABA 1. MEPbI NMPEOOCTOPOHOCTMU ........c oot rrresis s rrmsss s s s s smss s e sms s e s mna s s s e mmnnas 2
TTNABA 2. OBLUUE CBELEHWUS ..........coeeeccicee i srreerr s rsses s s sr s s s s mass s s s s na s e s mns s s e s ma s e s mnnn s e e nnnnns 4
2.1. OCOBEHHOCTU IP-BUOEOKAMEPLI BEWARD B5360RZQ......cccviieieeeeeeeeeeeeeee e 5
2.2. KOMITIEKT TTOCTABKM ....eeeette ettt e et e et e e et e e e et e e e e e et e e e e et e e e e eaa e e e eaaeeeeaaaneeeesnnnnnns 6
MABA 3. PASMEPbI U OCHOBHbBIE 3JIEMEHTBI YCTPOMCTBA......ccooteceeeceereeeeeeeseeeesssessnesaes 7
T I @ Tot o] =] o= = 1= V1= 1 7
MABA 4. YCTAHOBKA U NMOOKIMIOYEHMUE IP-KAMEPDI.........cootteiiirreecieirens e sr e n e 8
4.1. OBWME CBEOEHMA O NOAKMHOYEHUN IP-KAMEPBI BS360RZQ K CETU evviieeeeiee e 8
4.2. PEKOMEHOALIAM TTIO YCTAHOBKE ......iiietiieeietieee et e e et e e e st e e e e et e e e saa e e s e et e e s s eaanneeeeaaanns 9
Y T@ T 7 G | TN Y 1= o = 11
4.4. TTPOBOAHOE NOAKIMFOUEHME KAMEPBI K CETU . ..ceiveeeee et eee et e e et e e et e e e e e e e e e e eean s 13
MABA 5. HACTPOMKA NMPOBOAHOIO COEAUHEHUA ONA WINDOWS 7....ccevveeereeereeressnenns 14
5.1. ONPEQENEHVE MAPAMETPOB NMPOBOOHOM NMOKAIIBHOWM CETU .vvviiiieieeeeeee e 14
5.1.1. OnpedeneHue napamempoes cemu rpu OUHaMuU4eckom IP-adpece .............cccceeeeee.. 18
5.2. NBMEHEHME MAPAMETPOB NNOKANBHOW CETW ANA NOOKIMOYEHUSA K IP-KAMEPE..........cccvvveee... 21
5.3. MONY4YEHME OOCTYNA K IP-KAMEPE C NMOMOLLbIO BPAY3EPA INTERNET EXPLORER.................. 24
5.4. TNONYYEHMWE OOCTYMA K BEB-MHTEP®ENCY IP-KAMEPDI.......ccccvveeieeeeeee et 25
5.5. IBMEHEHWE HACTPOEK MOAKMIOYEHNSA IP-KAMEPbLI YEPES3 BEB-MHTEPOENC .......eeeevveeen. 29
5.6. BO3BPAT HACTPOEK NOAKMOYEHUSA MK B MEPBOHAYASBHBIE 3HAUEHUA ... 31
5.7. TNIPOBEPKA MPABUIIBHOCTW HACTPOEK MOAKNOYEHNSA IP-KAMEPHI K TOKAITbHOM CETU .......... 34
MABA 6. MOOKIMTKOYEHUE IP-KAMEPDI K CETU UHTEPHET.......cccii it rreesnsereessneeeeas 36
6.1. OBWWE CBEAEHUA O NOAKMOYEHUN IP-KAMEPBI K CETU VIHTEPHET ... 36
6.2. NMOAKNIOYEHME MPU CTATUYECKOM BHELLIHEM IP-AQPECE/PPPOE-COEAVHEHUN.................... 37
6.2.1. Ucrionb3ogaHue cmamuy4eCKO20 IP-80PECA ...............uueeeieeeeieeeiiieiee e, 37
6.2.2. Ucrionb308aHUE PPPOE-COEOUHEHUST............ccceeeeeeeeeeeeeeeeeee e et ee s 38
6.3. NMOAKNIOYEHWE YEPE3 CETb IHTEPHET K IP-KAMEPAM, HAXOOALLUMMCA B NTOKANBHOW CETW...40
6.3.1. Ucrionb3ogaHue MexHOMO2UU UPNP .............ccoouueeeeeeeeeeeeeeeeeeeeeee e 41
6.3.2. Hacmpolka py4HoU nepeadpecayuu rnopmos Mapwpymu3amopa.................cceeee...... 43
I 72110 2 (8 = 1 7 2 438
MPUNOXEHUE A. SABOLACKUE YCTAHOBKM ... .ccivtieeeeeteeee ettt e e e e ettt e e e st e e e et eeseaaa s 48
MPUNOXEHUE B. TAPAHTUNHBIE OBASATEIIBCTBA . .cvvvieeeeeteeeeetee e e et e e e eete e e e eeae e e e eaaeeeeaannns 49
MPUNOXEHUE C. TTPABA U TTOLIEPIKKA ...t eete e ettt e e et e e et e e e e et e e e e eaae e e s seaaeeaeeaaeeeseeananns 52
TTPUNOMKEHUE D. TTIOCCAPUIM . ...t e ettt e e e e e e e e e e e et e e e eaa e e e eeaan s 54
PykosoacTBo no nogkntoueHutro IP-kamepbl BS360RZQ

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




BeWARD I nasa 1. Mepwvl npedocmopoxcnocmu

MnaBa 1. Mepbl NpegoCcTOPOXHOCTU

MNMepen ncnonb3oBaHMEM YCTPOUCTBA HEOOXOANMO MOMHUTL HUXKecneayoLlee.

HaHHbIN NpoAyKT yaosneTeopsieT Bcem TpeboBaHnsam 6e3onacHoctn. OgHako, kak n nobon
anekTponpubop, B criyyae HenpaBWITbHOrO UCMOMb30BaHNS MOXET Bbl3BaTb MOXap, 4TO, B CBOIO
oyepedb, MOXeT noBredb 3a cobon cepbesHble nocrefcTeus. Bo msbexxaHne HecHaCTHbIX

cnyyaeB 06513aTeNlbHO U3yUYnTe UHCTPYKLUIO.

BHUMAHUE!
Vcnonb3dynte npu akcnsyatauum TOMbKO COBMECTUMble YCTpoucTBa. Mcnonb3oBaHve YCTPOWCTB, He

0006pEHHbIX NPOU3BOAMTENEM, HeQOMYyCTUMO.

Cob6nioganTe MHCTPYKUMIO NO 3kcnnyaTaumu!
N3berante AnNUTENbHOrO MCMNOMbL30BAHMA WKW XpPaHEHUs1 Kamepbl B HeOGNaronpusiTHbIX
YCIOBUSIX:

e [lpn CnNMLWIKOM BbICOKMX UMW HU3KMX TemnepaTypax (pabodvas Temnepartypa yCTPOWUCTB
oT -45 po +50 °C).

e U3Geranite nonagaHusa NpsiMbIX CONTHEYHbIX JIy4eln B TEYEHME ANUTENBHOIO BPEMEHM, a
TaKke HaxoXaeHust NobIM30CTN OTONUTENbBHLIX N 060rpeBaTenbHbIX NPUOOPOB.

e |3b6erante 6M30CTU C BOAOW UMM UCTOYHUKAMU BIAXXHOCTH.

o [3berante 6nu3octn ¢ ycrtponcteamu, obnagarowmnmm 60nblLIMM 3M1EKTPOMArHUTHbLIM
adhdpekTom.

e HeponyctMma ycTaHOBKa Kamepbl B MECTax C CUIbHOW BUBpaumen.

BHUMAHUE!

B cnyyae HencnpaBHOCTM Kamepbl CBSXKUTECH C cepBUCHBbIM LieHTpom OO0 «HIIM «besapay.

B cny4yae HeKoOppeKTHOM paboTbl Kamepbil:
o [lpu oBHapy>xeHuM abiMa NnNu HeobbIYHOrO 3anaxa.
e [lpy nonagaHuu BoAbl UK APYrMX MHOPOAHbLIX OOBHEKTOB BHYTPb.

e [lpy NageHnn kamepbl U NOBPEXAEHMMN Kopnyca:

BbinonHuTe cneayrowme aencTBus:
e  OTKNOUMTE Kamepy OT UCTOYHUKA NUTaHMSA U OTCOEANHUTE BCE OCTalnbHblE NpoBOAA.
o Casxutecb ¢ cepBuUcHbIM LeHTpoM OOO «HIIM «beBapay». KoHTakTHble AaHHble Bbl

MOJKeTe HanTu Ha canTe http://www.beward.ru/.
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BeWARD I nasa 1. Mepwvl npedocmopoxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTMPOBKE KaMepbl NOMOXWUTE KaMepy B YNakoBKY NMPOU3BOAMTENS unn nobon

ApYrovi MaTepuan COOTBETCTBYHOLLErO Ka4ecTBa U YAapOonpOYHOCTH.

BeHTnauua
Bo usbexaHvne neperpesa, HM B KOEM Crnyyae He BroKMpynTe LMPKYNSLMIO BO3ayXa BOKPYr

Kamepbl.

Yuctka

Mcnonb3ynte MSAMKYH0 Cyxylo TKaHb [Ans NpOTUpPaHUMs BHELLHMX MNoBepxHocTen. [Ons
TPYAHOBLIBOAMMbBIX MATEH WUCMNONb3ynWTe Hebonblloe KONMMYEeCTBO YMCTALLEro cpeacrtsa, nocne
Yero Hacyxo BbITPUTE MOBEPXHOCTb.

He ucnonb3ynte netyuvMe pacTBOpuUTENM, TakMe Kak CnupTocodepxalime cpeactsa unu

O€H3MH, TaK Kak OHU MOTyT nNoBpeanTb KOpnyC KaMepbl.

PykosoacTBo no nogkntoueHutro IP-kamepbl BS360RZQ
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BeWARD Inasa 2. Obwue ceedenus

NnaBa 2. O6wune cBegeHun

BEWARD B5360RZQ - aTo ynuyHag, 3alimilieHHasi oT BO3AeNCTBUA BHeLLHen cpeabl IP-
BMaeokamepa, paspaboTaHHad [Onsa  MNPpUMMEHEeHWs B cucTeMax  npodecCroHanbHOro
BuaeoHabnogeHus. Bupgeokamepa B5360RZQ wcnonb3yeT BblCOKOYyBCTBMTENbHBIN KMOTI-
CEHCOp C paspeLleHnem 5 meranukcenen n NPorpeccuUBHbLIM CKaHUPOBaHMEM. Takne TEXHONOrM,
Kak pexum «[eHb/Houb», pacwmpeHHbin anHamudeckun gumanasoH (2xWDR), cuctema
wymonogaenernns (2D/3D NR), a Takke BCTpoeHHas BapudokanbHas WK-nogceetka,
BapudoKanbHbI OOBLEKTMB C BO3MOXHOCTbIO yAarieHHOW perynvpoBkM yrna ob3opa U
hOKYCMPOBKMK, a Takke anekTpoMmexaHndeckun NK-comnbTp, BbIFOAHO OTNMYAOT AaHHY0 MOAErb,
Nno3BoSiAid €W COOTBETCTBOBaTb BbICOKMM TpeboBaHWSM, MNpeabsBAsSeMblM K COBPEMEHHbIM
cucteMam BuaeoHabnogeHusa. B mogensHoM pagy npegctaBneHbl Kopryca kak B 6enom tak u B

YepHOM LBeTe.

Puc. 2.1

IP-kamepa BEWARD B5360RZQ nossonsieT npocMaTtpuBaTb BUOEO B pearlbHOM BPEMEHMU
Yyepes cTaHaapTHbIM NHTepHeT-6pay3aep.

Kamepa cnocobHa nepegaBatb BUOEONOTOK B dpopmaTax cxatus H.264/H.265 n MJPEG.
dopmaTt H.265 ngeanbHO NOoaXOAUT B YCNOBMSX OrpaHMYEHHON Monockl nponyckauus. MNpu ero
NCMonb30BaHUN OOCTUraeTCs HauMeHbLIMA TpaduK 1 xopollee Ka4yecTBO nsobpaxenus. dopmart
MJPEG npegHasHa4veH Ans 3anucu 1 NnpocmMoTpa BMAEOM3006paXeHns B HAauny4yleM KayecTse, HO
TpebyeT GonbLUMX CEeTEBbIX PECYPCOB M MECTa Ha XXEeCTKOM AMCKe (Ans 3anucu).

Kamepa B5360RZQ nogkntovaeTca K ceTM npu MNOMOWM MPOBOAHOrO MHTepdenca
10/100BASE-TX Ethernet.

Moppepxka kapT namati Tuna MicroSD, no3BonseT caenatb cuctemy BuaeoHabnogeHus
ewe Gonee HageXHOW: BakHasa WMHopMauma He nponageT nNpu notepe CoeauHeHWs, B MOSTHOM
obbeme oHa Oyger coxpaHeHa Ha kapTe namaATM. B panbHenwem, ee MoOXHO Oyaer
BOCMPOM3BECTU KaK HENOCPEACTBEHHO C KapThbl, TaK U YAArEeHHO Nocne yCTpaHEeHUs TEXHNUYECKNX

HenoJlagokK CeTu.
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Inasa 2. Obwue ceedenus

2.1. OcobeHHocTH IP-Bupeokamepol BEWARD B5360RZQ

5 Mn KMOIT-ceHcop SONY Starvis ¢ nporpeccmBHbIM CKaHUPOBaAHNEM
OpHoBpemeHHoe koguposanue: H.265/H.264/MJPEG
PeBontoumoHHbIN Kogek H.265: ao 50% npupocta ahpeKkTUBHOCTU CxKaTUA
PaclumpeHHbin anHamndecknin ananasoH 2xWDR go 120 ab
JeTtekuma nuy,

YaaneHHoe ynpasneHue sBapugokanbHoM NoaCBETKON
BapudokanbHasa unu pmkcmposaHHasa nogcseTka 4o 90 m (Ha BbIGop)
YrnunyHoe ncnonHexue, ot -45 go +50°C, IP66

XonoaHein ctapT ot -45°C 6e3 npeanyckoBOro nporpesa
MK-ceeToanoae! Il nokoneHus, yron nogceseTtku oo 90°
MoTopun3oBaHHbIV BapudokanbHbin o6bektns ¢ AP

o 25 k/c npu ntobom paspeLueHnmn

OpHoBpemeHHoe kogupoBanwue: H.265/H.264/MJPEG

Mopoepxka 2xWDR go 120 ab, 2D/3DNR, 3anuck Ha microSDHC
Mutanune ot nctoyHmka 12BDC\PoE

BbICTpbIN 2-3TanHbI MOHTaX, YCTONYMBOCTL K BUOpaLmnsam

McnonHeHus B ABYX LBETaX: YEepHbIN, Benbin

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B5360RZQ
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BGWARD Tnasa 2. Obwue ceedenus

2.2. KoMnnekT nocTtaBKu
[ IP—BwJ,eOKamepa C YCTaHOBJ1€HHbIM 0OBbEKTMBOM
e KpoHwTenH
[ CD-,EI,VICK C nporpamMmmMHbIiM obecneyeHnemM u uoxymeHTaumeVl

e YnakoBo4yHas Tapa

BHUMAHUE!
BEWARD ocTtaBnsieT 3a cobol npaBo Ha M3MeHeHne Komnnektaumm IP-eugeokamep 1 n3MeHeHne nobbix

XapaKTepucTuk obopynoBaHust 6e3 npeaBapuTenbHOro YBeaoMIeHMs.

PykosoacTBo no nogkntoueHutro IP-kamepbl BS360RZQ m
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BeWARD Inasa 3. Pazmepwvi u ocHosHble 21eMenmbl YCmpOoucmea

FnaBa 3. Paamepbl U OCHOBHbLIE 3f1eMEHTbI YCTPOMCTBA

3.1. OCHOBHbIe 3N1eMeHTbI

OcHoBHble anemMeHThl IP-kamepbl BEWARD B5360RZQ paccmoTpeHbl Huke (Puc 3.1):

Puc. 3.1

Kamepa (1)

AnekTpomsonAaTop (2): npegHasHayeH s SMNEeKTPUYEeCKoro W3oNMpoBaHWS Kopnyca
Kamepbl OT KPOHLUTENHA.

KpoHwTenH (3): npegHasHadeH ons kpenneHus IP-kamepbl K NOBEPXHOCTU, a Takke Ang
HaCTPOVKN nonoxeHms ob63opa (CM. NyHKT 4.3).

[Datumk cBeTta (4): poToanemeHT, npegHasHayYeHHbIN ONS aBTOMATUYECKOro nepexona
Kamepbl n3 pexuma «[eHb» B pexum «Houb» n obpaTHo.

O6bekTMB (5): BapudoKkanbHbIn 0OOBbEKTMB NpefHa3HayeH [Ans  NpoeunpoBaHUs
OonNTU4eckoro n3obpaxeHnsa Ha maTpuuy Buaeokamepbl. Perynuposka yrna o63opa n ¢okycupoBka
obbekTmBa onvcaHa B PykoBoacTBe No akcnnyatauumm.

MK-noacseTka (6): B TeMHOe Bpems CyTOK, Npu HeAOCTaTOMHOW OCBELLEHHOCTU Kamepa
nepexoauT B pexum «Houb» (YepHo-6enoe nsobpaxeHne) n BrrtovaeTca K- nogceeTka, koTopas
no3BonseT BecTM BuageoHabnogeHne paxe B nonHon TemHoTe. VK-noacBeTka saBnseTcs
anbTepHaTUBOM CTaHAAPTHOMY OCBELLEHWIO, HO MPW 3TOM OHa Mano 3aMeTHa OKpYXatoLMM.

PykosoacTBo no nogkntoueHutro IP-kamepbl BS360RZQ
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BeWARD Inasa 4. Yemanoexa u nooknouenue IP-kamepul

naBa 4. YctaHoBKa n nogkniroyeHue IP-kamepbl

4.1. O6wume ceBegeHnn o nogknoyveHum IP-kamepbl B5360RZQ k ceTn
IP-kamepa B5360RZQ moxeT nogkrntoyaTbCs K fokanbHoW ceTn, nnbo cetn MHTepHeT, npu
nomow nposogHoro coeauHeHust (Ethernet). [MNogknioyeHne MOXET OCYLLEeCTBAATbCS Kak
Hanpsamyto Kk TIK, Tak ©“ npum nomowm BCNOMOraTenbHOro CceTeBoro 00OpyaoOBaHUS
(mMapLpyTr3aTopbl, KOMMYTaTOpPbI).
B HacTtosiliee Bpemsi Hanbonee nonynsipHbIMW CMOCOOOM NOAKMIOYEHUA K ceTn MHTepHeT

SIBMISIETCH MNOAKMOYEHME Yepes BblaeneHHyto nuHuto Ethernet (Puc. 4.1).

)
.5 S

-~

. —‘// \\/ N
% p ~
—{ Intemet )
—-— @9
Mapmpyrusarop

.

Puc. 4.1
OCHOBHbIE LarM 1 pekoMmeHgaumm no yCcTaHOBKE M HAaCTPOWMKE Kamepbl OMNMcaHbl garnee B

HacToswweM PykoBoacTse.
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BeWARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

4.2. PekomeHAaLmm no yctaHoBKe

B paHHOM pasgene npuBegeH KpaTKUMMA CMNMCOK peKkoMeHOauun, KoTopble Heobxogumo

yuYnUTbIBaTb NpM MOHTaxe obopyaoBaHus IP-BugeoHabnogeHus.

PekomMeHpauum no pasmeLleHno Kamepbl:

e |P-kamepa BEWARD B5360RZQ npegHasHadeHa ans OCYLLEeCTBIEHMS
BMAeoHabnoaeHns ¢ npeaensHon TemnepaTtypon akcnnyartauum ot -45 go +50 °C.

e W3beranTte nonagaHusa Ha Kamepy NpPsiMbIX COMHEYHbIX NyYyen B TedeHue ONUTENbHOro
BPEMEHM, a TaKKe HaxoXAeHWsa nobrmM3ocTn OTOoNUTENbHbLIX U oborpeBaTenbHbIX
npnbopos..

e HenpaBunbHaa paccTaHoBKa kamep BuaeoHabnwoaeHus npuBed€T K MNOSABMAEHMUIO
HexenaTtesibHbIX «CnenbiXx» 30H, KoTopble OyaoyT OCTaBaTbCsl BHE MOMA 3pEHUs
oneparopa.

e |3b6erante 6M30CTU C BOAOW UMM UCTOYHUKAMU BIAXXHOCTH.

o |3berante OnNM3oCTM C YCTPOMCTBaMU-TEHEPATOPAMU MOLLHbBIX SMNEKTPOMArHUTHbIX
BOJTH.

e Yb6eoutecb B BO3MOXHOCTM pasMeELleHUss yCTpoOMCTBA C Yy4eToM noaBoa
coeavHUTENbHbIX Kabenen.

e W3GeranTte cnocoba KpenneHus kamepbl, OOMYCKalOLWEro 3HauuMTenbHyl BuMOpauumio.
[aHHoe Bo3gencTBMe CHU3NT 3GPEEKTMBHOCTL AEeTeKTopa [OBWXEHUS W 4YEeTKOCTb
n3o6pakeHnsi B LENOM.

e Kamepbl BuageoHabniogeHuss HeobxoAMMO pasMellatb Tak, 4TOObl  UCKIOYUTL
crnyyarHoe wnu cneuvanbHOe MNOBpeXAeHne U M3MeHeHwe HanpasneHus ob3opa
Kamepbl.

e HanpaBneHne o63opa (30Ha BuAeoHabMAEHUSA) kamepbl OOMMKHO OblTb TBEPOO

onpeaeneHo Ha MOMEHT YCTaHOBKW.

PykosoacTBo no nogkntoueHutro IP-kamepbl BS360RZQ n
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BeWARD Inasa 4. Yemanoexa u nooknouenue IP-kamepul

PekomeHpaumu no npoknagke Kabensi Tuna «BUTasi napa:

e B «kopumpopax xenatenbHO MpPOKMaAblBaTb MYYKM IMEKTPUYECKMX W CrnaboTouHbIX
kabenen no pasHbIM Kabenb-kaHanam, NPOXoasALMM Mo pasHbIM CTEHAM.

e [lonyckaeTcsa B OAHOM kabernb-kaHane npoknagpiBaTb BUTOMAPHbIE U 3feKTpudeckme
kabenn B pasHbIX OTCEKax WM CeKUuMsiX, MMEKLWMX CrsoLWHble MpPOAOSbHbIE
neperopogkn € npenerioM OrHecTomkocTM He MeHee 0,25 4 u3 Hecropaemoro
mMaTepuana Tonbko B pabouyMx 30Hax Ha paccTtosHuM He Bonee 15-Tv meTpoB, ecnu
aneKkTpuyeckas MowHocTb byaeTt He 6onee 5 kBA.

e JnekTpuyeckue n cnaboTouHble kabenu fonyckaeTca NpoknaabiBaTb NapannensHo Ha
paccTosiHum He meHee 50 MM gpyr OT gpyra B pasHbix Kabenb-KaHanax unm cekumsax
kabenb-kaHanoB. Ecnu Hanps»KeHHOCTb 3MeKTpUYeckoro nonsi, obpasytollerocs oT
anekTpudeckoro kabens, 6yget 6onee 3 B/M, To Heo6x0aAMMO YBENMNYUTL pPacCTOAHME
MeXOy OneKkTpU4yeckumMn u  craboTouyHbIMM  Kabenamm unm  CHU3UTb  YPOBEHb
3NEKTPOMarHUTHbIX NOMEX.

e BwuTonapHble u anekTpuyeckne kabenu OOMMKHbI NepecekaTbCA TOMbKO MO4 MPsiMbIM
yrrnom.

e HeakpaHupoBaHHble BUTOMapHble Kabenu [OMMKHbI NPOXOAUTb Ha PacCTOSHUM He
MeHee 125 MM OT rasopaspsigHblX flaMn AHEBHOro cBeTa (MIOMUHECLIEHTHbBIX famn) u
APYr1X BbICOKOBOSbTHBIX YCTPONCTB, COAEPXKaLLMX Pa3PSAHMKN.

e HeakpaHuMpoBaHHble BUTONApHbIE kKabenu AomKHbI NPoKNaabiBaTbCs Ha pacCTOSHUM He
MeHee 1.5 MeTpPoB OT MCTOYHWKOB CUSbHbIX 3NIEKTPOMArHUTHbIX NOMeX, 0OpasyroLmnx
HaNPsPKEHHOCTb 3NEKTPUYECKOro nNonsi cebiwwe 3 B/m.

e PacnpepgenurenbHble YCTPOMUCTBA C 3a4€eNaHHbIMN HE3KPAHMPOBAHHbLIMU BUTONAPHbLIMMK
kabensmn [OOMMKHbI pacnonaraTtbCA Ha pacCTOosiHUM He MeHee 3-X MeTpoB OT
WUCTOYHMKOB CWIbHbIX 3NEKTPOMarHUTHbIX NomeX, 00pasyrowmx HanpsXKeHHOCTb
3reKTpUYecKoro nons cebiwe 3 B/m.

e [lpoknagka BUTOW nNapbl MeXQy TOYKaMW MOAKMYEHNS [OO0SPKHA NpOoM3BOAUTHCS
uenbiMn Kyckamu, nNpu 3TOM HarnpasfieHue Tpacchbl cnegyeT 3apaHee npogymaTtb Tak,
4YTOObI €€ NPOTSHKEHHOCTL OblNa Kak MOXXHO MEHbLLUE.

e MwuHnmanbHbI paguyc m3rMba ans kabens — deTblpe AnameTtpa kabena (nnm 1
arnmM=2,5 cm), HO CyLLEeCTBYIOT pekoMeHdauun pasmeliatb kabenb Takmm obpasom,
4yTObbl 06ecneymsaTb U3rnb paguycom 2 aronma (5 caHTUMETPOB).

o MakcumanbHas gnvHa cermeHTa gosrmkHa 6biTb He 6onee 100 meTpos.

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360RZQ
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4.3. MoHTax IP kamepbl

LWar 1: B KoMniekTe ¢ Kamepon uaeT crneumanbHas Haknenka ansa KpenneHnsa KpoHLTenHa
K nosepxHocTu. MNMpukpenuTe 3Ty HaKNenKy Ha 3apaHee onpeneneHHylo NOBEepXHOCTb, K KOTOPOM
OyaeT MoHTMpoBaTbCs kamepa (Puc. 4.2).

LWar 2: npoceepnute YeThbipe OTBEPCTUA B MOBEPXHOCTU: TPU ONS KpenneHns noaroXKu
KpOHLUTEeVHa 1 ogHo ang kabenen (Puc. 4.2).

War 3: 3akpenuTe MOANOXKY KPOHLWITEMHA K MOBEPXHOCTM MpU MOMOLUM creumanbHbIX
Aobenb-reosgen (nayT B komnnekte) (Puc. 4.2).

War 4: nponyctnte kabenb CKBO3b OTBEPCTUE B MOBEPXHOCTU M KPOHLWTEWH. [MoBecbTe
KPOHLUTENH Ha MOANOXKY. 3akpenute KPOHLUTENH Ha NOASIOXKKE MPU NOMOLLM BUHTA U3 KOMMMEKTa
(Puc. 4.2).

Lar 5: oTKponTe KpbILLKY Kamepbl OTKPYTUB 2 BUHTA €€ KpenneHus.

LWar 6: nponyctute kabenb Yepe3 NU3onaTop, ranky canbHWKa, canbHUK U 3aBeduTe ero B
Kamepy.

LWar 7: o6oxmuTe kabenb KOHHEKTOpOM RJ-45 cMm. n. 4.4., n nogknounTe ero K pasbemy 1
CM. puc. 4.3.

LWar 8: B cnyyae nutaHmnsa kamepbl oT nctodHnka 12VDC, nogkntounTte kabenb nuTaHus K
pasbemy 2 cM. puc.4.3. cobnogas nonsgpHOCTb.

War 9: ecnu Bbl XOTUTE UCMNONbL30BaTb KapTy NamsaTh, TO yCTAaHOBUTE €€ B pasbem 3, CM.
puc. 4.3.

LWar 10: n3snekMte cunukarenb U3 nakerta 3vnnok (MgeT B KOMMNIEKTe) U NOMECTUTE ero B
HUWy 4, B KOTOPOW NpoxoanT kabenb, cMm. puc. 4.3.

LWar 11: 3akporiTe KpbIlWKYy Kamepbl, MAOTHO 3aKPyTUB 2 BUHTA ee KpenneHud, cMm. 5 puc.
4.2.

LWar 12: nnoTHO 3akpyTuUTe ranky canbHWKa B KOpPMYC KaMepbl U YCTAaHOBUTE U30NATOP Ha
Kamepy C NOMOLLbIO 2-X BUHTOB, CM. 6 1 12 puc. 4.2.

War 13: yctaHOBMTE Kamepy Ha KPOHLWITEWH, Af9 3TOro HaxmuTe Ha ukcaTtop Ha
KPOHLUTENHE N NPUKPENUTe Kamepy, nocrne vyero otnyctute dmkcatop. [Janee 3akpenute kamepy ¢
MOMOLLIbIO 2-X BUHTOB (MAYT B KOMMNMEKTE).

War 14: ocnabbTe BUWHTOBbLIE COEAMHEHUA UKCaTOpa KPOHLITENHa, 4TOObl MMETb
BO3MOXHOCTb MOBOpauyuMBatb Kamepy And Bblbopa HeobxoguMmonm 30Hbl  HabngeHus

oTperynupymnTe yromn kamepbl U 3aUKCUpPYrUTE B HY>KHOM nonoxenun (Puc. 4.2).

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360RZQ
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Puc 4.2.

Puc 4.3.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B5360RZQ
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4.4. NpoBoagHoOe noakro4vYeHMe Kamepbl K CeTn

Mcnonb3ya coeanHuTenbHbid kabenb ¢ pasbemom RJ-45, nogkntounte |IP-kamepy Kk
nokanbHon cetu (k LAN-uHTepdeincy maplipytusatopa).

B cnyyae Heo6xooumMocTun, coeanHUTENbHbIA Kabernb MOXHO NpMoGpecTn OTAENbHO MK,
npy HanM4YnM Heo6XOAMMbIX MaTepMarnos, MHCTPYMEHTOB U OMbiTa, N3rOTOBUTb CAMOCTOSATENBHO.

BapuaHT «npsimoro» kabens (UTP kateropum 5e) ¢ pa3bemom RJ-45

C oAHOM CTOPOHDI C opyrow CToOpoHbI
1: Beno-opaHXeBbIi 1: Beno-opaHxeBbl
1 s 2: OpaHxeBbln 1 8 2: OpaHxeBblIn
i 3: beno-3enéHbin D 3: beno-3eneHbln
CHASY: 4: CyvHui CRIASY: 4: CuHui
5: beno-cnHui 5: beno-cuHun
CMEPEAM: % 6: 3enéHbin CTEFEAM: E% 6: 3enéHbin
18 7: Beno-KopuYHeBblii 18 7: Beno-KopUYHEBBbIi
8: KopnyHeBbii 8: KopnyHeBbIN

[na n3rotoBneHns «npsiMoro» kabensi Heobxoaumbl: kabenb UTP (BuTas napa kateropun
5e vnu BbiWwe), ABa pasbema RJ-45 n ycTponcTeo Anst 06Xnma pasbeMoB (KpuMmnep).

Mpn Takom nopsgke nogknoyYeHus nap (ykasaHHom B Tabnuue) obecneumBatoTcs
rapaHTMpPOBaHHbIE NMPOM3BOAMTENEM BENWYMHA WM pacnpeneneHve 3agepXeK pacrnpoCTpaHeHUs

cuUrHana, a cregoBaTesibHO, M 3asiBNIEHHast CKOPOCTb nepedaydn gaHHbix 100 MéuT/c.

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360RZQ
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MnmaBa 5. HacTtpouka npoBogHoro coeanHeHusa ana Windows 7

Ons Toro, 4ToGbl IP-kamepa B5360RZQ pabotana B Ballen nokanbHoOM ceT COBMECTHO C
apyrum obopyaoBaHnem, HEOBXOANMMO BbIMOMHUTL €€ MOAKIHYEHNE B COOTBETCTBUN C TEKYLLMMMU

HaCTDOIZKaMVI OaHHOW CETWn, ANs Yero, B CBOKO oyepenb, HeO6XOD,I/IMO onpeaenntb 3T HaCTpOIZKVI.

NMPUMEYAHUE!
OnucaHne ycTaHoBKM U HacTponku coeauHeHuss ana Windows 7 BbinonHeHo Ha npumepe Windows 7
MakcumansHas. Beneaocteue atoro, Ha3BaHMS HEKOTOPBIX MYHKTOB MEHIO U YHKLMI MOryT OTnn4aThCH

oT Baweii Bepcun Windows, ogHako anropuTm NpuBeAeHHbIX 4ENCTBUN ABNSAETCA YHMBEPCANbHbIM.

5.1. OnpepgeneHne napamMeTpoB NPOBOAHOMN NOKarIbHON CeTU

B cnyyae nogknioyeHnss no kabento Ethernet Heobxogumo onpepenuTb  Tekywme
HaCTPOWKN NPOBOAHON CETW.

Ons pgoctyna K TeKywuM HacTpoMKam MpPOBOAHOWM JIOKaNbHOWM CEeTU  UCMONb3ynTe

KOMMbIOTEpP, NOOKINIOYEHHbIV K 3TON ceTu. Haxxmute lyck — lMaHenb ynpaeneHus (Puc. 5.1).

| % Internet Explorer
@ renen
Q s

|

EEE Microsoft Office Excel 2007

JokymMeHTs!

Vsobpaxerna
. | BnoknoT
Mysbika
DVR Server
Wrpei
BRSController
Komnetotep
BEWARD IP Visor
Manens ynpasneHns
BEWARD Player
) YeTpoiicTea n npuHTEpBI
il Crybil
el Mporpammel o yMONuaHNE

s CyskBbl KOMMOHEHTOE
Cnpaska n noggepxxa

Bece nporpammer

Puc. 5.1
B oTkpbiBWEMCS [ManoroBoM OKHe BbibepuTe nyHKT [[lpocMmoTp cocTositHusa cetn u

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.2).

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360RZQ
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HaCTpOﬁKa napaMeTpoB KOMNbHOTEPA MpocmoTp: Kateropua ~

Cuctema 1 BesonacHoCTb YueTHble 3anMcK NoAb30BaTENer K
anEEpKE COCTOAHWA KOMMNbHITEDE CeMeﬁH...
AFXHEHFCEEHHE AdHHBbIX KOMOBHOTEDS

'@',ﬂ,cﬁasneHne W YAZNEHME YHETHBIX 33NMCEl
Mownck u ncnpaenerne npoBnem nonk3oeaTenei
'@'}'CTaHCEKa POAWTENBCKOD KOHTPOMA 4NA BCEX

CeTnu VHTenHeT nonb3IoBaTEnei

@ccchp COCTOAHWMA CETH W sa,a,a
Brifop napameTpos AomMaLUHER rpynnbl u oBLerc ) OdopmaeHne N NepcoHanMsaLmna
ACCTYNa K AaHABIM Mg |1znenenie TeMbl

WMzmenenne dona pabouerc crona

Oﬁopy,ﬂ.oaaHMe W 3BYK HacTpoiika paspelleHna 3kpaHa

MpocMoTp yCTPORCTE M NPUHTEROE
[obaenerue ycTpoiictea Yacel, A3bIK M pErvoH

CMEHE pacKnajku KNaBMaTyphl MNKM Jpyritx
HporpaMMH A cnocobos BBO4a

YaaneHue nporpammel Mzmenenmne asbika nHTepdeiica

CneunansHble BO3MOXHOCTH
Pekomengyemeie Windows napamerpe:
OnTumMnsauna n3oBpakeHus Ha 3KpaHe

Puc. 5.2
B oTkpbiBLIEMCA AnanoroBom okHe Haxmute [[MogknioveHMe no nokanbHon cetu] (Puc.
5.3).

2N Y
v sr e Ceto u MiHTepHer » LleHTp ynpasneHua ceTamm n obLunm aoctynom - ||

MaHens ynpaeneqns - n - - —
AOMALUHAR CTPaHMLE pPOCMOTP OCHOEHLIX CBEAEHWM O CETW W HACTPOMKa NOAKAKUEHWM

’ LL ‘. e MpocmoTp nonHoi KapTel
3MEHEHIME NapameTpos -

-,
ettty BEWARD Heckoneko cerei Mureprer
I3MEHWUTE 4ONONHUTENBHBIE (3707 KemnbroTep)

napameTpel oBLLErD 40CTYNa MpocMoTp aKTHBHBLK CETER MoaknioyeHne MK OTEAMDHEHNE

Cems 4 Tun goctyna: WHTepHET
OBuwiecTeeHHan ceTe Mogknroyerna:

MameHeHWe ceTeskix NapameTpoe

ﬁ- HacTpoiika HOBOro NoAKNOHEHNA WAKW CETH

& -
HacTpoiika becnpoBogHoro, LIMPOKSNOAOCHOMD, MOAEMHEO, NpaMoro uau YPN-nogkneueHna
WA 3KE HACTPOMKE MaPLUPYTH3ATOpa MAK TOYKN A0CTYNE,

'&". MeaknrounTeca K cetn

HOAKJ'IK)HEHHE WK NOETOPHOE NOAKS K 6ECF‘H
CETEBOMY COEAMHEHWMID AW NogniodeHine K VPN,

q Beifep gomaluneid rpynnel v napamerpos obujere goctyna
Cu. TaKoKE AocTyn k aiinam n NPUHTEPaM, PACNOACKEHHBIM Ha ADYTIX CETEBBIX KOMMBHOTEDAX, WK

M3MEHEHUE NapaMeTpoB oBLEro AocTyna.
bpanamaysp Windows P P Ko Aoty

Jomawinag rpynna YeTpaneHue Henonagok

CeoiicTea obo3pesatens JWarHocTika M MCNPaBNeHNeE CETEBBX NPOBAEM AN NOAYYEHWE CBEAEHWIA 06 NCNpaBNEHIN,

Puc. 5.3
NMPUMEYAHUE!

I'Ip|/| HaNM4YnUM HECKONbKNX NOOKIHOYEHUN BbI6epI/ITe TO, K KOTOPOMY NniaHNpyeTcAa NOAKIMH4YNTb IP-Kamepy.

B oTkpbiBLIEMCH OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.4).

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360RZQ
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,
4 Cocrosnue - MogknroHeHne No NoKaNbHON CETH ﬂ
Ofume
MNoaknoqeHue
IPv4-NoAKMIOYEHNE! WHTEepHeT
IPvE-NoAKMIO4EHNE: Bes aocTyna K MHTepHeTY
COCTOAHME Cpedb!: MoaknioueHo
ANUTENEHOCTE! 04:47:33
CropocTs: 100.0 MbuT fc
AKTHBHOCTE
OTnpasnexo 'LN! MpuHATO
g
BaiiT: 79 183 140 805 509 770
| [ ”&'Cﬁnﬁﬁsa ]['&'O‘rmrﬂumn] l [OuarHocTika ]

Puc. 5.4

B AwanoroBoM OKHe CBOWCTB CETEBOr0 MNOAKMIOYEHUS HeobXxoaumo Bbl6paTb NYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.5).

4 MoakatoueHwe No ACKANLHON CETH - CBOWCTER ﬂ

Cem | Mocnyn

MopknioueHne uepes

l.-'f Realttek RTLE139/810x Family Fast Ethemet ceTesoi an:

(O TMEYEHHEIE KOMMOHEHTEI MCNONb3YHOTCA 3TAM NOAKNIOYEHWEM |
Bl (aspersky Anti-Virus NDIS 6 Fiter -

.@ MnaHMposLLMK MakeTos QoS

gCn'{xﬁa [OCTYTIa K paiinam v npuHTepam cetei Micr
| s+ MooToken WhTepte PP

[epHeTE Bepou 6 6]
- Y (norokon MTepHeTa Bepoun 4 (TCP/IPv4) l
b

lpaisep B/5 ToNonora KaHankHoro YPoBHA

i (JTBETUMK DBHEPYKEHUA TOMDNOTMM KEHANEHOrO YPOE ™
[l 1 | [

YCTaHOBUTS.. Yoanuts CeoitcTea

Onucanve

MpoTokon TCP/IP - cTaHaapTHeNd NpoToKon rnofansHsx
ceTei, 0BecneuMBIIIWMA CEASL MEX DY PISIMYHEIMA
E3aMMOARACTEYIOLLMMA CETAMM.

Puc. 5.5
OTKpoeTcs OKHO, B KOTOPOM OTOOpakaeTca MHGOpMaumMs O HacTporkax CeTeBOro
noakntodeHusi. BoamoxHbl ABa BapuaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Bauwero
MK:
1. NMNonyuutb IP-apgpec aBToMaTtuyecku: |IP-agpec HasHavaeTca aBTomaTtndeckm DHCP-
cepsepom (Puc. 5.6). Ecnn IP-agpec Bawewmy [1K Bblgaetcs aBTomatuyecku, Toraa Aand

onpefeneHns napameTpos JIoKarnbHoOW ceTn nepenaute K nyHkTy 5.1.1 aaHHoro PykosoacTea.

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360RZQ
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CroiicTsa: Mpotokoa MkTepreta separm 4 (TCP/IPv4) &Iﬂ

Obwwe ANETEPHITHEHEA KOHDUrypaLMa |

MapameTpil IP MOryT HasHAYETHCA AETOMETMHECKH, ECAM CETh
NOAAEPHMEEET 3TY BO3MOMHOCTE, B MpOTHBHOM Cny4ae napaMeTpel
IP MOXKHO NOAYYMTH ¥ CETESOM0 AAMMHWCTPATOPE,

I-@- Mony4uTs IP-aapec aETOMATUYECKIA I
(0 MicnonbsoeaTe cneayiowui [P-anpec:

| @ Mony-Te anpec DNS-CepEepa aBTOMATHHECKH I

({0 MicnonebsoeaTe cnenyiowme agpeca DNS-cepeepos:

MoATEEPANTE NEPEMETPLI NP BoIXOAES LononiTensHo

Puc. 5.6
2. Ucnonb3oBaTb cneayrwwmn IP-agpec: |IP-agpec 3agaetca nonb3oBaTtenemM BpPy4YHYH
(Puc. 5.7):

Ceoiictsa: [potokon MinTepHeTa sepcun 4 (TCP/IPv4) &Iﬂ

Obe

HEDENETDDI P MOryT HASHE4ETECA aBTOMaTHHECKK, ECNK CETE
NOAAEPHMBSET 3TY BOSMOMHOCTE, B NPOTHUBHOM CNY4ae NapamMeTpel
IP MOBKHO MONYHMTE Y CETEBO0rD aOMMHUCTPATOPa,

() MonyuuTe IP-a0pec aBTOMATHYECKH

(@ Wcnonesosate cneayiowmi IP-aqpec: I

IP-anpec: 192 .168. 0 . 20
Macka noaceti: 255 .255.255. 0

OCHOBHORA WAKD3: 192.168. 0 . 1

MonyunTte agpec DNS-cepeepa aBTOMATUYECKM

I-é- Wcnone3oBaTe cneayiowne aapeca DNS-cepBepoB:I
1 I

| MpeanouuTaeteii DNS-cepeep: 192,163 . 0

ANbTEPHATHEHLIA DNS-CepEEp: . .

[T NoaTeepanTs napaneTpei npu Beixone [T ——

Puc. 5.7
3anuwuTe, NMbo 3anoMHUTE NapamMeTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka

noacetn, OcHoBHoM W03, DNS-cepsep).

BHUMAHUE!
Ecnn Bbl He 3anucanu ceTeBble napameTpbl KoMMnbTEpa, TO MNoclne HaCTpOVIKM KamMmepbl 6y,u,eT
HEBO3MOXHO BEPHYTb X B NepBOHa4YalribHOE COCTOAHME OJ1d BOCCTAHOBIIEHNA NOAKITHOYEHNA K nokanbHomn

cetn n/vwnu cetn IHTepHer.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B5360RZQ
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5.1.1. OnpepeneHuve napameTpoB ceTH Npu AuMHamu4veckom IP-agpece

NMPUMEYAHME!
[aHHbin nyHKT PykoBoAcTBa NpedHasHadeH Ans onpeferieHns napameTpoB JloKarbHOW ceTu npu

HasHayeHun |IP-agpeca Bawewmy MK aBTtomatuvecku (DHCP-cepsepom).

D,J'IFI onpegeneHna TeKywnx HacCTpoeK KOMMbTepa B nokanbHom I'IpOBO,EI,HOIZ ceTtun

HaxxmuTe lMyck — Manens ynpaeneHus (Puc. 5.8).

@ Internet Explorer
C

a Skype BEWARD

| X2 Microsoft Office Excel 2007 Aorymerme

WMsobpaxerna

—
y -j BnokHoT

Mysbika
E DVR Server

Wrper
m BRSController

Komnetotep
m BEWARD IP Visor

m BEWARD Player

b Cywet
Lt Cktel

Manens ynpasneHns
YeTpoiicTea n npuHTEpBI

Mporpamme no ymonuanneo

L)
,%o CysxBbl KOMNOHEHTOE
Cnpaska n noggepxxa

» Bce nporpammer

|

Puc. 5.8
B oTkpbiBlEMCA AuanoroBoM OkHe BblbepuTe nyHKT [[IPOCMOTP COCTOSAHUA ceTU M

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.9).

'

HaCTpDﬁKa napameTpoB KOMMNbHOTEPa Mpocwmotp:  Kateropua ™

Cwcrema v be3onacHoCTb YueTHble 3anucy Nonb3osatenei 1
MNposepka CcoCToAHNA KOMNBIOTEDS CEMEH...

ApHMBHPOEAHNE A3HHBIX KOMNBIOTERa &) NoBaenenue u yaaneHue yueTHbi 3anuceil
Mowck n ncnpasnenue npoBnem nonszceatensi

@' ¥ETaHOBKA POAMTENLCKOID KOHTRONA 4NA BCEX

Celpu MutepyeT nonssoEaTEnch
&I Iﬂéc:u|c7p COCTORHNA CETH K za;\g
&2, Beibop napameTpoe JOMALLHENR rpynnkl i obLEre . OdopmneHune 1 NepcoHannsauma

AOCTYNE K A3HHEIM . Mamenenne Temsl
Wsmenenmne pona pabodero crona
Hacrpoitka paspewieria skpana

/| OBopyAOBaHWE M 3BYK
MpocmoTp yeTpoiicTe u npuHTEpOB
llobasnenne yeTpoiictea Yack!, AZbIK U peruoH

CMeHa packnagki KNasuatypel W Apyrix
Mporpammebl / cnocobos esoga
YaaneHue nporpanmsl Msmenenme asbika untepdeiica

B CneuvansHble BOSMOXHOCTU
Pexomengyembie Windows napamerpel
OnTumMnzauma no0pakeHna Ha 3KpaHe

Puc. 5.9

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B5360RZQ
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B oTkpbiBWEMCS AnanoroBom okHe HaxmuTe [[MogknioyeHue no nokanbHowm cetu] (Puc.

5.10).

Manens ynpaenenua -
ACMELLUHAR CTPaHALE

WameHeHne napameTpos
aganTepa

W3MEHNTE A0NOAHNTENBHEIE
napamerpel obLyero goctyna

Cia, TacKe
Bpangmaysp Windows
Jomalunan rpynna

Ceoiictea oBospesarens

NMPUMEYAHMUE!

s <« Ceton Matepuer b LLeHTp ynpaeneHna cetamm n oBLIMM JocTynom

MpoCMOTP OCHOBHBIX CBEAEHWIA O CETW W HACTPORKA NOAKNHUEHWRA

. | = MpocmoTp NonHoi kKapTsl
LY L o
-

BEWARD Heckoneko ceteit
(30T KoMnbOTER)

WHTepHeT

npDCMDTp KTHEBHbIX CETEN MoakNHoYeHHE UNK CTKNHOYEHNE

Cern 4 Tun goctyna: WNhrepHer

OBLyecTeeHHan ceTh Mogknouerus:

MameHeHne ceTesbix NapamMeTpos

{‘i- HacTpoiika HoBOre NOAKAKHEHNA WK CETH

Hactpoiika GecnposogHoro, LUNPOKONONOCHETD, MogemHore, npamoro win VPN-nogkntodeqna
WK 3KE HACTROIKE MAPLLPYTM3aTOPa AW TONKKM A0CTYNA.

i. MeaknaounTeca K cetn

MogkAtoHeHHe M NOBTOPHOE NDAKNHOHEHNE K BECNPOBOAHOMY, NPOBOAHOMY, MOAEMHOMY
CETEECMY COEAMHEHNIO MK nogintosenne k VPN,

Jectyn k daiinam u NpUHTERaN, PacnoAoKEHHEIM Ha APYTHK CETEBbIX KOMMNBIOTEDEY, NN

'% Beibop gomalunel rpynnsl u napametpos obwero qoctyna
M3MEHEHWE NapameTpos obLero gocTyna.

YCTpaHeHne HENCNAZ0K

JMarHocTika n ncnpaeneHne ceTesbix npoBaem nan NonyYeHue ceejeHnid ob ncnpaencHun,

Puc. 5.10

Mpy HanUuMM HECKOMNbKUX CETEBbIX MOAKIOYEHUA BbiIOepuUTe TO, K KOTOPOMY MNIaHMpyeTCcs MOAKMYUTD

IP-kamepy.

B oTkpbiBLIEMCA OKHE HaxxmuTe kHONKy [CBeaeHus] (Puc. 5.11).

ity

4 Cocrosnue - MogemoueHWe No MOKANEHOMR ceT

Ofume

MoaknoyeHue

IPY4-NI0AKNIOYEHHE: VHTEpHET

IPvE-NOOKMOHEHKE: Bes pocTyna k MHTEpHETY
CoCToRHWE CPEfbI: Moakno4eHo
ANMTENEHOCTE: 04:47:33

CKOpOCTE! 100.0 MéwuT fc

AKTMBHOCTE

OTnpasneHo —— L,! ——  [puHATO
D

BaitT: 79 188 140 I 805 508 770

[ IS'Cﬁioﬁcrsa ] [@'OTMDHMT:-] [ AnarHocTuka ]

Pwuc. 5.11

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B5360RZQ
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B okHe «CBefeHus 0 ceTeBOM MOAKMOMEHUM» MPEACTaBneHa crneayollas MHdopMaums

(Puc. 5.12):

CDEAEHHSI O CETEEOM NOAKAHOHEHUM h ﬁ

JononHuTentHele CBEASHWA 0 CETH:

CeoiicTEO
OnpeaeneHHeIR anA no...
Onucanve

PUIMYECKWA aapec

SHauetme

Realtek RTL8168C(P)/8111C(F) Family P
00-24-10-57-45-30

HCP exniouen
ec |Pvd
Macka nopce [Pvd
Aperpga nonyyera
Aperpa wcTexkaeT

DHCP-cepeep IPvd

DMNScepeep IPvd
WINScepsep |Pvd

DMNS-cepeep IPvE

Wntos no ymonuaHi 1P

CnyxGa NetBIOS vepes...
TNokaneHeit |PvE-anpec...
Wntos no ymonuaHi 1P

Oa

192.168.0.14

2hb.255255.0

11 aueaps 2011 1. 10:27:11
11 pespana 2011 r. 10:27:11
192.168.0.1

192.168.0.1

192.168.0.1

Oa
fe80:3126:820:8112:163%11

4 | i

Puc. 5.12

Ecnn B 3atom okHe Bbl yBugenu ctpokn — «DHCP Bknwo4eH - Oa», «Appec IPv4 -

XXX XXX XXX XXX» (FOe «XXX.XXX.XXX.XXX» — 3HadeHue |P-agpeca),— 3HaunT IP-agpec Bawemy MK

Ha3Ha4yeH aBToMaTmyeckn. Macka noaceTu ykasaHa B cTpoke [Macka nopgcetu IPv4], agpec

ceteBoro wno3a — B ctpoke [WLUno3 no ymonuaHuwo IPv4], agpec DNS-cepBepa — B CTpoke

[DNS-cepBep IPv4]. 3anunwuute, nubo 3anomHMTe pOaHHble napameTpbl (IP-agpec, Macka

nogcetn, Ceteron wnto3, DNS-cepsep).

BHUMAHUE!
Ecnn Bbl He 3anucanu ceTeBble MapameTpbl KOMMbIOTEPa, TO MOCMe HaCTPoOWMkn Kamepbl 6ynet

HEBO3MOXXHO BEPHYTb UX B NepBoHa4YaribHoe COCToAHUE AJ14 BOCCTAHOBJIEHUA NOOKIMHOYEHNA K nokanbHoMn

ceTu u/unu cetn VIHTepHer.

BHUMAHUE!

Ecnun B okHe «CBegeHUA 0 ceTeBOM NOAKMIOYEeHUU» Bbl yBunaenn CTpPpoOKu:

Heob6xoanumMocTH, O6paTI/ITer K Bamemy CUCTEMHOMY aAMUHUCTPATOopPy.

«DHCP BkntoyeH - [Oa»; «IPv4-agppec aBTOHAaCTPOMKM - XXX.XXX.XXX.XXX», (FA€ XXX.XXX.XXX.XXX —
3HayeHue |IP-agpeca),— 3HaunT Bam He yganocb noakmnountbesa K nposogHon cetu (DHCP-cepsep He

npuceoun IP-agpec Bawewmy [1K). NMpoBepbTe NpaBunNbHOCTb NOAKMOYEHNS K NPOBOAHON ceTu. B cnyvae

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B5360RZQ
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5.2. \ameHeHMe napameTpoOB NIOKanbHOW ceTu Ana noaknoveHus K IP-kamepe
Mo ymonuyaHuio IP-kamepa B5360RZQ wmeer IP-agpec 192.168.0.99. Y106bI

NOAKINMKYNTBLCA K KaMepe anAd nepBOHaqaanon HaCTpOVIKM HeO6XO,EI,VIMO, 4YTOGLI Baw KOMMbIOTEP

Haxoguncs B TOW Xe NOACETU, YTO U KamMepa. FIpM 3TOM IP-ap,peca KamMep, KOMMNbTEPOB U NObIX

apyrunx yCTpOVICTB B Ce€TU He OO0JKHbl CoBNagaTb MexXxay cobon.

BHUMAHUE!
IP-kamepbl BEWARD B5360RZQ no ymonuaHuio umetoT IP-agpec 192.168.0.99. Ecnu Bbl nnaHupyeTte
NOOKITOYUTb HECKOSbKO IP-kamep, TO Ansa UCKnYeHns KoHdnukta IP-agpecoB nogkntoyvante kamepbl No

OAHOM 1 n3meHsnTe nx IP-agpeca Ha ntobble cBob6oaHbIE B Baluel nokanbHoM ceTu.

BHUMAHUE!
Ecnn Bbl yBepeHbl, 4yTo Baw T[1K, nogkmtouveHHbIM K npoBogHou ceTtn, u |P-kamepa, duandecku
NoaKrtoYeHHas K Tol xe ceTu, nnbo Hanpsimyto k Bawemy MK, HaxoaaTca B ogHom noaceTn, Bul moxeTte

cpasy nepewTtu K nyHkTy 5.3 gaHHoro PykoBoacTBa.

,D,J'IFI M3MEeHEHNA TeKyLMX HaAaCTpOeK KoMnbTepa B nokarnbHomn I'IpOBO,ElHOIZ CeThn HaXXMute

Iyck — MaHenb ynpaeneHus (Puc. 5.13).

@ Internet Explorer

a Skype BEWARD

HokymenTs!

-
|£355 Microsoft Office Excel 2007

WMsobpaxenna

Myzeika

Wrpe
m BRSController

KomnsoTep
m BEWARD IP Visor

m BEWARD Player

oL CnyscBil

MaHens ynpasneHus
Yerpoiictsa n npuHTEpBl

MporpamMmMel NO YMONUAHAD

a
,@o Cny#Bhl KOMNOHEHTOR
Cnpaeka n noaaepxxa

» Bce nporpamme

Puc. 5.13
B oTkpbiBlWEMCA AOManoroBOM OKHe BblbepuTe nyHKT [[IPOCMOTP COCTOSAHUA cCeTU WU

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.14).

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360RZQ
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Mouck & NAHEAU yNpa&eHus

HacrpoﬁKa napaMeTpoB KOMNBHOTEDa Mpocmortp:  Kateropua ~

Cwcrema v BesonacHoCcTL YueTHbIe 3anvMck NoNb30BaTeENeR 1
Mposepka COCTORHMA KOMNBHOTERS CeMEH...

ApXUBMPOB3HIE JAHHBIX KOMIBHITERS ) [loBaanenue u yaaneHNE yHeTHEX Sanncei
Mowck u ucnpasneqme npobnem nenbzoearencii

'@' ¥cTanoBKa pOANTENBCKOTD KOHTPONR ANA BCEX

noAb3osaTenci
M |Opocmotp cocroatma cemn v sanay

“&2. BuiBop napameTpos qOMaLUHEN rpynnkl u oBLIErD , OqJOpMﬂE‘HMe W nepcoHanusaumna
ACCTYNa K AZHHBIM Mg Vlzvenenie Tenk

WMamenenne dona pabouere crona
O60opyaoBaHWe 1 3BYK

MpocMoTp yCTpoRcTs n NpMHTERCE
[JoBaeneqne ycrpoiicTsa Yachl, A3bIK U PErnoH

CreHa packnagkn KNaematypel WA Apyrix
I'IporpaMMb| A cnocoboe BBOAA

¥paneHne nporpamme WMzmenenne asbika nHTepdeiica

Hacpoiika paspewuenma skpana

CneunanbHble BO3MOXHOCTH
Pekomengyenbie Windows napamerpel
OV‘ITMMMZELLMQ MZCBF&)KEHMQ Ha 3KpaHe

Puc. 5.14

B oTkpbiBLIEMCA OKHE HaxmuTe «llogkntovyeHue no nokansHom cetn» (Puc. 5.15).

MaHens ynpasnexus -
ACMALLHAA CTPAHNLA

ﬂg,hl MpocmoTp NonHol KapTel
WameHermne napamerpos - o

2AanTepa BEWARD Heckoneko ceteii Wnteprer

MamenuTs gonoAHNTENBHBIE (370T KOMNEIOTED)

MpoCcMOTP OCHOBHLIX CBEAEHWUI O CETU M HACTPONKa MOAKNKUEHWNA

napamerpel obUEro goctyna MpocmoTp akTHEHEDK CeTeil MeaknkoueHne WK oTKAKOYEHNE

Cers 4 Tun gocTyna: WNHTepHer
OBLECTEEHHAA CETE MogrntoyeHus:

MamMEHEHNE CETEBLIX NAPAMETPOE

ﬁl HacTpoiika HOBOTG NOAKAKIYEHWA WKW CETU

HacTpoiika BecnpoBogHors, LUNPOKONONOCHETD, MOAEMHOMS, Npamoro wik VPN-nogknyeHns
WA HE HACTPOIKE MapLUPYTUIATOPE MK TOHKW 4OCTyNa.

‘&. MoAKAOHUTECA K CETH

MoAKAKUEHKE WM NOBTOPHOE NOAKS Kk Becnp
CETEBOMY COEJ) WK NOAKN Kk VPN,

Buibop gomawuneil rpynnsl n napamerpos obwerc qocryna

Cia. Taloke Joctyn k daiinam u NpUHTERaNM, pacnonoKEHHBLIM Ha APYTUX CETEBLIX KOMMBHITERAX, MW

- M3MEHEHWE NapameTpoe oblero goctyna,
Bpanamayzp Windows P P LEro AocTy!

AomalunHan rpynna ¥YcTpaHenne Henonagox

CeolicTea oBospesarens JIMErHOCTUKE W MCNPABNEHWE CETEBBI NPoBAEM WAK NOAYYEHWE CBELEHNI 06 NCNPaBAEHNN,

Puc. 5.15

NMPUMEYAHMUE!
Mpn HaNMM4YMM HECKOMbKMX CeTEBbIX MOAKMIOYEHWI BbibepuTe TO, K KOTOPOMY MMaHUPyeTCcs NOAKIOYUTL

IP-kamepy.

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360RZQ
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B oTkpbIBLIEMCA OKHE HaxmuTe KHornKy [CBomncTBa] (Puc. 5.16).

-
4 CocrosHue - MNogknoyeHne No NOKaIbHOR CeTh ﬁ
Ofiwme
MoaknoyeHue
IPv4-nogknodeHe: WHTEpHET
IPvG-ToaKNHOYEHHE: bes pocTyna K MHTepHETY
CocTosHWe cpeab!: MoaknioyeHo
AnuTensHoCTE: 04:47:33
CrOpoCTE: 100.0 MBuT jc

CBeAeHMA. ..

AKTUBHOCTE

OTnpasneHo L_\D ‘.,u MpuHATO

=
BaliT: 79 188 140 805 509 770

[ '&'Csoﬁcrsa ]['&'OTK.HIOHMT!J] [ AuarHocTiuka ]

Puc. 5.16

B OTKpbIBLLEMCA OKHE CBOWCTB CETEBOro MOAKMNKYEHMUS H606XO,EWIMO Bbl6paTb NYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBoncTBa] (Puc. 5.17).

7 —~
4 TMoakntoueHWe No NOKANLHON CETH - CECHCTEA ﬁ

Cem | doctyn

MNoakniouerne yepes:

‘-'-." Realtek RTLE135/810x Family Fast Ethemet cetesoit an:

CmMEyeHHEIE KOMMNOHEHTE WCNONB3YHTCA 3TMM NOAKNOYEHWEM |

Bl Kaspersiy Arti-Virus NDIS 6 Fiter -
vl .@ Mnannposiwmk nakeTos Qo5

. gCnfxﬁa AOCTYNA K $ainam 1 I'IDMHTEDEM ceTtei Micr
W] . [poTokon MHTepHe

-I [ Mporoxon Hmemem sepcun 4(rCPan41 |
- [paiisep /B ToNonora KaHaNLHoro YpOBHA ||
-+ OTBeTuMK 0BHaPYKEHMA TONONOMMA KSHANEHOMD YPOE =
[l I

YETaHOBMTE... Ynanuts | CeoitcTea I

Ormcarme

MpaTokon TCP/IP - cTaHAapTHEIA NpoToKoN roBansEHen
ceTel, DSECHEHMBEDLUMR CBASb MEXOY Pa3nNvyYHbBIMK
BSEMMDD.ERC'I'B'}WOU—[MMM CETAMMA.

m

OK ] [ Cmvena

Puc. 5.17
B nossuBuEMCA OKHE HEOBXOAMMO YCTaHOBUTbL 3HaydeHus |IP-agpeca M macku nogceTw.
Buibepute nyHkT [Ucnonb3oBatb cneayrouwmn IP-agpec] n sBeegute ceobogHbii IP-agpec n3
noacetn kamepbl, Hanpumep 192.168.0.20, n Macky noacetun — 255.255.255.0. OcrtanbHble

3Ha4eHus BBOOUTb HeT HeobxoaumocTu (Puc. 5.18).

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360RZQ
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Ceoiictsa: MpoTokoa Wnteprera sepan 4 (TCP/IPv4) &Iﬂ

Obuwme
MapaMeTpil IP MOMYT HASHEYETECA ABTOMATHHECKM, BCTH CETE
NOAAEPKHBSET 3TY BOIMOMHOCTL, B MDOTUBHOM CRYYEE MaPaMET Pl
IP' MOIHO MOAYHWTE ¥ CETEBOMD BAMMHACTPETOPA,
() Mony4uTs IP-aapec a5TOMATHHECKM
@ WcnonesosaTe cneayowmil IP-anpec:
IP-agpec: 192 .168. 0 . 20
Macka noaceTw: 255,255 .255. 0

OCHOBHOMA WKo3:

Monyuutsh aapec DNS-cepeepa aBTOMaTHUYEOKN
@ Mcnonb3oBaTh CNeAYoWMe anpeca DNS-Cepsepos:
MpeanounTaemsil DNS-cepsep:

ANbTEPHATUEHLI DNS-CepEED:

[[] NonTsepauTs NapaMeTps! mpu Bsixone JP——
;]DTMEHE

Puc. 5.18

[na npumeHeHns U3MeHeHU HacTpoek HaxmuTe KHomKy [OK] Bo Bcex OTKPbITbIX OKHaX.

5.3. NonyyeHue poctyna K IP-kamepe ¢ nomowbio 6pay3sepa Internet Explorer
[Ona pgoctyna K kamepe C¢ nomoulbio Gpaysepa Internet Explorer 3anyctnte ero n B
agpecHon ctpoke BBeaute 3anpoc: http://<IP>:<port>/,— rge <IP> — IP-agpec kameptl, a <port> —

3HauyeHune HTTP-nopta. MNocne atoro Haxmute [MepenTtn], nmdo [Beoa] (Puc. 5.19).

BHUMAHUE!
IP-kamepa BEWARD B5360RZQ no ymonyaHuto umeet IP-agpec 192.168.0.99, HTTP-nopT 80.

NMPUMEYAHMUE!
Ecnn gna HTTP-nopta wucnonb3yetca 3HadeHue 80, Toraa gns Joctyna K kamepe 4epe3 6Gpaysep
[oCcTaTovHO BBECTU B agpecHon ctpoke «http://I<IP>/», roe <IP> — |[P-agpec kamepsbl.

- ~
. N e ¥ =] O
aﬂzi-ﬂ@ http://192.168.0.99/ L-3X H 2 MycTas cTpaHnua u 7 9.p iod

-

Puc. 5.19

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360RZQ
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5.4. Nony4yeHue poctyna K Be6-nHTtepcency IP-kamepbl

Mocne 3arpysku cTpaHuubl Beb-mHTepdenca kamepbl npu nomown 6paysepa Internet

Explorer Bbl yBugute okHo aBTopmsaunn (Puc. 5.20).

NMPUMEYAHUE!

[na koppekTHon paGoTkl Beb-uHtepdeiica IP-kamepbl Heobxoanma Bepcus Gpaysepa Internet Explorer

He Huxke 9.0.

Ona npocmotpa wu3obpaxeHus ¢ |IP-kamepbl 4epe3 ©Opaysep Internet Explorer
Ncnonb3yTcs KOMMNoHeHThl ActiveX. Internet Explorer He umeeT 3TUX KOMMOHEHTOB B CBOEM
COCTaBe UM 3arpyXaeT MX HenocpeAcCTBEHHO C KaMepbl NS nocrneaylolwen ycTaHoBKU. B HUKHen

YacTu okHa Bpaysepa NoABUTCA BCNibiBaloLLee onoBeLleHne cuctemsl 6esonacHoctu (Puc. 5.20).

e@ & http://192.168.0.99/login.asp pf-c H (& WEB SERVICE | AT

M yCTaHoBMTE ActiveX

[ina ucnons3osanuA Firefox, Google Chrome |E Tab noxanyiicta o3HakoMTecs ¢

3707 Bef-caiiT NbiTaeTcA yeTaHoBMTE HageTpoiiky ActiveX Contrel (2013.11.04) usaarens BEWARD Co,, Ltd.
B uem saknrouaetcs puck?

YeTaHoBHTL

Puc. 5.20

Haxmunte Ha kHonky [YcTtaHoBUTBL] A58 ycTaHOBKM KOMNOHEHTOB ActiveX.

BHUMAHUE!
YcTaHoBKka koMnoHeHToB ActiveX, Heobxoaumbix Ansi NPOCMOTPa M300paxeHusi ¢ kaMepbl, BO3MOXHaA

TOnbKO Ha 32-6uTHyto Bepcuto Bpaysepa Internet Explorer .

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360RZQ
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Cuctema 6esonacHoctn 6paysepa Internet Explorer 6yaet aBTomatmyeckn GnoKMpoBaThb

yctaHoBky ActiveX. [Ons npogormkeHuUst YCTaHOBKU HaXMUTE KHOMKY [YCTaHOBUTb] B OKHe
nogTeepXxaeHus yctaHoBkm (Puc. 5.21).

-

-
Internet Explorer - NMpegynpexgeque cuctemel GesonacHocTy @

YCTaHOBHT b 3TO NPOrpaMMHOe obecneuenne?

Wms: ActiveX Control (2013.11.04)

Wsaarens: BEWARD Co., Ltd

E] AononHTENEHD YCTEHOBWTD ] [He YCTAHAENWBATD

& | Daitnel U3 MHTEpHETE MOTYT BbITE NONESHE!, HO 3TOT TN QaiANa MoKeT
i F/ NOBPEAMTE KOMMBKOTED, CReAYeT YCTEHAENMBETE NPOrPatHel, MONyHeHHbIE
TOMBKO OT AOBEPEHHOMD M3AATENA. PaKToDEI DHCKE

Puc. 5.21

lMocne aToro nosiBUTCA OKHO, MHopmupylowee Bac o HeobxoammocTu 3akpbiTusi BED-

Opay3sepa ans yctaHoBku. 3akpownTe Internet Explorer n Haxmute kHonky [OK] (Puc. 5.22).

-

Warning @

IE windows must be close before install ocx, OK?

OK I OTtmena

Puc. 5.22

3arteM, OTKpOeTCs OKHO yCTaHoBKM KommnoHeHToB ActiveX. Haxmute kHonky [Install] (Puc.
5.23).

(& Install 0CX ‘ =)

D" Install ‘ ‘ Uninstall ‘ Close

Puc. 5.23
Mocne ycnewHon yctaHoBkn Bbl yBuamTe coobuieHne «Register OCX success(C:\)» B

HWXHeW cTpoke okHa. HaxxmuTte kHorky [Close] ons Bbixoaa u3 okHa yctaHoBku (Puc. 5.24).

(& Install 0CX ‘ S |

D’ Install ‘ Uninstall ‘

| Register OCX success(CANetVideoX)

Puc. 5.24

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360RZQ
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NMPUMEYAHUE!

B onepaunoHHol cucteme, otnmnyHon ot Windows 7, nnmn B 6paysepe, otnu4Hom ot Internet Explorer 9.0,

Ha3BaHUA MEHK WU CUCTEMHblE COO0OLLEHMS MOryT OTnn4aTbCA OT Ha3BaHUN MEHK M CUCTEMHbIX

coobueHun B apyrnx OC cemenctea Windows unu B gpyrux 6paysepax.

NMPUMEYAHMUE!

Mpu yctaHoBke ActiveX aons OC Windows 7 unu Vista npu BKMOYEHHOM KOHTPOME YYETHbIX 3anucemn
OyneT OOMONMHUTENbHO MPOM3BOAMTBCS GNMOKMPOBKA YCTaHOBKM, O Yem nonb3oBaTtento byaeT BblgaHo
OOMONHUTENbHOE OonoBeLleHne. [ns paspelleHus yCcTaHOBKM HeOOXOAMMO YTBEPAMTENbHO OTBETUTHL B

noABuBLLEMCA OKHE.

B agpecHon ctpoke ©paysepa BBeante IP-agpec kamepbl n HaxmuTte [Enter]. OTkpoeTcsa
OKHO aBTopu3auuun. Beeante mmsa nonb3oBatens u naponb. Mo ymonyaHuoo Mcnonb3yeTca nums

nonb3oBartensa — admin, naponks No ymon4yaxHuo — admin (Puc. 5.25).

BHUMAHMUE!

lMocne aBTopusauun Bbl MOXeTe M3MEHUTb MMA MNOMb3oBaTens WM naponb B MeHio Hacmpolka —
CucmemHbie — [Monb3oeamersiu. Ecnv naponb Unn nMsa nonb3oBaTens yTepsiHbl, To |[P-kamepy MOXHO
BEPHYTb K 3aBOACKMUM ycTaHoBKaM. [Ins cbpoca HacTpoek Heo6X0AMMO B TEHEHNE AECATU CEeKyH[, HaxaTb

KHOMKy cOpoca Tpu pasa ¢ npoMexyTkamu 6onee 1 cekyHabl Mexay HaxXaTUAMM.

, .
. el
e@ © nitpy//192160099/loginasp £~ & || & wes seruice | | 1 AT

InA koppekTHOrO [}

[na ucnons3oeanuA Firefox, Google Chrome IE Tab noxanyiicta ozHakomTecs ¢

Puc. 5.25

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360RZQ

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




BeWARD Inasa 5. Hacmpotika nposoonozo coedunenus 0aa Windows 7

Mocne ycnelHow aBTopu3aummn Bbl nonyumte 4OCTyn K anieMeHTam ynpaBreHust kamepsbl 1

n3obpaxeHuto ¢ Hee (Puc. 5.26).

__ Py

Q 2 hit 192.168.099)login. s . P-C \ £ WEB SERVICE |
B@\WARD e e r— ——

| ocwoswoi | m OB cmoc Py 3amcs § Pasrosop @) Npocryumeanme waors [l Passepryrs [l Coomowerwe [ B8 ez Bl vaoopaxesme

Puc. 5.26
Ecnn no kakMm-t1o npuumMHam ycTtaHoBka ActiveX npowna HekoppekTHo, Bbl MoxeTte
YyCTaHOBUTb HEOOXOA4MMbIE KOMMOHEHTbLI BPY4YHYt0. [Insa 3TOro, Ha CTpaHuLEe aBTopu3aLmm HaXKM1Te

CCbIIKY, Kak nokasaHo Ha PucyHke 5.27:

f . - e ===
e. ) pi//192: o - c\| {8 WEB SERVICE | ok LE

A enonssosak Firefox, Google Chrome IE Tab nowanyiicta omarouTecs c

Puc. 5.27

[nga Hayana npouecca YyCTaHOBKN HaXXMuTe KHomnky [BeinonHuts] (Puc. 5.28):

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360RZQ
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- )
e@ B hitp//192168089/login.ssp 2 - o @ weserace [ ] 55 6o

[na ucnonszoeakuA Firefox, Google Chrome IE Tab noxanyiicta 03HakoMTeck ©

Bbl x0THTE ERINDAHNTE UK coxpanuTe NetVideoX.exe (850 KB) c 192.168.0.997 BrinonHuTe: Coxpannte |7 OTmena J

Puc. 5.28
Hanee, cnegynte npMBefeHHOM BbIle UHCTPYKUUK (cM. Puc. 5.22-5.26).

5.5. UameHeHune HacTpoek nogknioveHus IP-kamepbl Yepe3s Be6-nHTepchenc
Mocne nogkntoyeHust k IP-kamepe HEOBXOOUMO M3MEHUTb €€ HACTPOWKN TakuM o6pasom,

YTOObI OHa Haxoaunachb B OAHOW NOACETU C ocTanbHbIM 060pyaOBaHNEM.

BHUMAHUE!

[na coBmecTHON paboTbl HECKOMBKUX YCTPOWCTB B OAHOM NOACETU HEOOX0AUMO, YTOObI Y HUX coBMaganu
nepBblie TpU YacTu (okTeta) IP-agpeca, n NONHOCTLIO COBNagana macka noaceTu.

Hanpuwmep, IP-agpec Bawero IMK: 192.168.1.100. IP-agpec pasgeneH Todkamu Ha 4eTblpe okTeTa. B
naHHoM npumepe: 1 okteT — 192, 2 okteT — 168, 3 okteT — 1, 4 okTteT — 100. Bam Heo6X0AMMO U3MEHUTL
IP-agpec kamepbl Tak, YTOObl MX MepBble TPW OKTeTa coBnaganu, To ecTb IP-agpec kamepbl OOIMKEH
nmeTb Bna: 192.168.1.XX. YeTBepThilt okTeT IP-agpeca Kaxaoro ycTponcTBa 06si3aTeNbHO OOMKEH ObITb

nHansngyanbHbIM.

[lns n3amMeHeHuUsi ceTeBbIX HACTPOeK B BEG-UHTEpPENCe HaXXMUTE B FNaBHOM MEHIO Kamepbl

kHonky [HacTtpowuka] n nepengute B meHio Cemb — LAN (Puc. 5.29).

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360RZQ
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BEWARD g rore gy sy s

NoxanesHele Hacrpo#ika LAN

Ayauo

» Bugeo DHCP

Certs IP-agpec | 107 . 163. -_99

Macka n ™
> Ocuoessie S8 NOACE 3 3

> PPPOE

OcHo8HOA W03 | 10>
NpegnounTaemMuint DNS o

AnsreprHammsHuii DNS
> UPnP ? -- 2 2

o |5
A
S | S |

MAC-aapec
> E-mail

> DDNS

> VPN
> RTSP
> Ysegomnenve

3anuce

Tpesora

TepmuHan

CHcTemHbie

Puc. 5.29
B nonax [IP-agpec], [Macka noacetu], [OcHoBHOM wnto3], [Mpeanountaembin DNS],
[AnbTepHaTuBHbIN DNS] Hy)XHO BBECTY Takvne 3Ha4YeHus, YToObl kamepa nonana B ogHy NoAceTb
C ocTanbHbIM ob6opygoBaHmeM (Puc. 5.29). ina aToro obpatuTech K paHee 3anmcaHHbIM, TEKYLLMM
HacTpovikamM NPOBOAHOM flokanbHoM cetu (CM. NyHKTbl 5.1 unu 5.1.1) U, B COOTBETCTBMU C HUMM,

yCTaHOBUTE BbllLEeyKa3aHHbIE MapaMeTpbl.

NMPUMEYAHMUE!
B cnyyae HeobxogumocTu, Onsi HAaCTPOMKM CETEBbIX MapaMeTpoB YCTPOMCTB obpaTtutecb Kk Bawemy

CeTeBOMY aAMUHUCTPaTOPY.

[na NnpMMeHeHns N3MEHEHMIN CETEBbIX HACTPOEK Kamepbl HaXMuUTe KHomnky [CoxpaHuTb],
rnocne 4ero nNosiBUTCA yBeIOMIEHNE O nepes3arpy3ke yCTPoOnCTaa.
Mocne nepesarpysku, IP-kamepa 6yaet goctynHa no 3agaHHomy Bamu IP-agpecy. Ha atom

HaCTpOIZKa npoBogHOro noaKni4yeHnA |P-KaMepr 3aBepLieHa.

PykosoacTBo no nogkntoueHutro IP-kamepbl BS360RZQ -
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5.6. BosBpat HacTpoek nogknioyeHus MK B nepBoHavanbHbie 3HaYeHUsA

YT06bl BEpPHYTb 3HAYEHMS1 NMPOBOAHOIO CETEBOrO MOAKIOYEHNUSI K YCTAHOBMEHHbIM paHee

3Ha4YeHuAM, BbINOJNIHUTE cnenywmne nencTeus.

HaxwmuTte lMyck — lNaHenb ynpaeneHus (Puc. 5.30).

#
le Internet Explorer

@ Skype

|25 Microsoft Office Excel 2007

,,_:.‘ Bnoknot

E DVR Server
m BRSController
m BEWARD IP Visor
m BEWARD Player

A

Tiggn, CnywBol

vy, K

)

090 Cny:#Bel KOMNOHEHTOR

> Bee nporpamusi

‘ Habmu npozpammst U $aine

T 88 °

Puc. 5.30

=~

JoxymenTs

BEWARD

MsoBpasxerin

Mysbika

Mirpe:

Komnstotep

Manens ynpasnenns
YcTpoiicTsa v NpUHTERSI
TMporpammsl No ymonuaHno

Crpasa n noggepooca

auepu.::uu: pabotsl [

[ |

B OTKpbIBLLEMCA OMarioroBOM OKHe Bbl6epI/ITe NYHKT [npOCMOTp COCTOAHUA CeTU "

3apay] B pasgene [CeTb n UHTepHeT] (Puc. 5.317).

-
I- ' o b’
Hac poﬁKa napamMeTpoB KOMNbHOTEPS

Cucrema 1 6e30MacHOCTb
MpoBepKa COCTOAHMA KOMMBIITEDE

AFXHEHFCEEHHEAEHHHX KOMOBHOTEDA
Monck u WCNpagneHne I'IPCGJ'IEM

CeTn W VHTenHeT

1 OCMOTP COCTOAHWA CETH W 33434 I

BriGop napameTpos goMaluHed rpynnel u obuero
AOCTYNa K A3HHBIM

' OBopyaoBaHWE W 3BYK
MpocmoTp ycTpoRcTe U NPUHTEPOE
[oGaeneHne ycTpoiicTea

Mporpammel

¥aneHne nporpammel

Puc. 5.31

Mpocmotp: Kateropua ™

YueTHble 3anvcK NoNL30BaTENeR W

ceMeWH...

'&i‘ JoGaeneHne n yIaneHne yYETHBIX 3annCel
nonL30EaTENei

'&i‘ ¥CTaHOEKE POAMTENBCKOTD KOHTPOMA IR BCEX
nonL30EaTENei

OdopmneHne N NepcoHannsauva
MameHerne Temel

Wamerenne doHa pabovero crona
HacTpoiika paspelueHns 3kpaqa

Yachbl, A3bIK W PETMOH

CmeHa packnagkn KNasnatypel WK Apyrix
cnocoBoe BEOAA

WMzmererHne Asbika MHTEpQelica

CneuwnanbHble BO3MOXKHOCTH
Pexomengyemele Windows napamerpel
OnTummnsayna nsoBpaskeHna Ha 3KkpaHe

B oTkpbIBLLIEMCSH OKHE HaxxmuTe [MoakntoyeHue no nokanbHoun cetu] (Puc. 5.32).

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B5360RZQ

« » SEC.RU

KopoTkun nyTb K MHpopmaLmm

CkauvaHo c sec.ru




Be\vaRD Inasa 5. Hacmpotika nposoonozo coedunenus oaa Windows 7

mv L« Cerhu Muteprer b Llentp ynpasnenns cetamn u oBLLaM 40CTynom

Manens ynpaenenns -

e MpOoCMOTP OCHOBHbIX CEEAEHMIA O CETU W HACTPOMKE NOAKIHYEHNA

[},h. ‘. MpocMoTp NenHoi kapTel
W3mMeHEHNE NapameTpos - =

aaanrepa BEWARD Heckoneko ceteit WhrepHer
zmerHnTe goNonHNMTENEHBIE (3707 KoMNBrOTED)
napametpel ofwero goctyna MpocMoTp aKTHEHBDE CETER MoAKNHUEHNE MM OTKMUEHWE

Cets 4 Tun gocryna: WHTepHeT
OBLECTEEHHEA CETE MNogknroueHna: i

V3MeHEHWE CETEBBIX napameTpoe

il HacTpolika HOBOTD NOAKTHOYEHNUA WNKW CETH
ot

Hacrpoiika BecnpoeogHoro, LWUMPoKoNOACCHOMC, MOgemHoro, npamoro nan VPN-nogenroderna
MK 3KE HACTPOMKE MapLUPYTHIATOPRE MK TOHKN AOCTyNa.

i, MeAKNOUMTEEA K CETH

Mogkntoderne MM NOBTOPHOE NOAKNOYEHIE K BECNPOBOAHOMY, NPOSOAHOMY, MOAEMHORY
CETEBOMY COEAMHEHMID AW Nogratoderne k VPN,

Buibop gomMaluHel rpynnel M napameTpos obLUEro ocTyna

Cm. TaKOKE Jectyn k aiinam n NpUHTERaM, PACNCACKEHHBIM H3 APYTUX CETEEBIX KOMMBIOTEPAX, WAK

M3MEHEHUE NapameTpos obero jocTyna.
Bpanamay3p Windows P P LUEro AceTy

Jomawinag rpynna ¥CTpaHEHWE HENONACK

Ceoiictea obospesarens JnarnocTika M MCNPaBNEHNE CETEBbIX NPOBAEM NAK NOAYHEHNE CEEAEHWIA 06 NCNpaBnEHK,

Puc. 5.32

B oTkpbiBLIEMCA OKHE HaxmuTe kHoMKy [CBomncTBa] (Puc.5.33).

',": CocrosHue - MNogknoYeHne No AOKAALHOH CEeTH u

Ofwme

MNoaxnoyeH e

IPv4-noakmoHeHre: WMHTepHeT
IPVE-NIOAKIOYEHIE Bes nocTyna Kk MHTepHETY
CoCTOAHME cpedbl: MNoaknoueHo
LMMTENbHOCTD! 04:47:33
CKOpOCTh! 100.0 MauT fc

AKTHBHOCTE

OTnpaBneHo —— L,! ——  TpuHATO
&
BaiiT: 79 183 140 I 805 509 770

| [ By coviicrea

"OTK.moHHTb] I AnarHocTnka I

Puc. 5.33
B OTKpbIBLLEMCSI OKHE CBOWCTB CETEBOrO MOAKMYEHUS HeobGXoaMmo BbliGpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBoncTBa] (Puc. 5.34).

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B5360RZQ
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7
4 MogxnoueHWe No NOKanbHOW CETW - CEOMCTER @

Cem | Oocryn

Moaknioyerne yepes:

l_-'lf Realtel RTLE135/810x Family Fast Ethemet ceTesoit am:

CmMedeHHBIE KOMMIOHEHTEI WCNONB3YIOTCA 3TMM NOAKNIOYEHWEM:

4B Kaspersky Anti-Virus NDIS 6 Fiter .

.@ Mnanposwmnk nakeTos GoS

SCnyxﬁa ADCTYNE K $ainam u npuHTepam ceteil Micro

-2 [ooToren MHTepHeTa Bepcim & (TCP/IPyE)

I Moo rokon Wrkreprera sepc 4 (TCP/1Pv4) i

- Ipaieep B/B ToNoNora KaHANEHOrD YPOBHA
i OTBETUMK 0BHEPYXEHUA TONONOMMKM KEHaNEHOr o YPoE ™

[l 1

| r
YoTaHosnTs.. Yaanute | CeoilcTea I

Onucatme

m

MpoTtokon TCPAIP - cTaHAAPTHEIA NPOTOKDN FNOGaNEHLE
ceTel, 06ECNEMBAI0IWIMA CEASE MEXKIY PASIMYHEIMM
BSEMMUﬂEﬁCTB'ﬂUU-lMMM CETAMK.

Puc. 5.34

OTKpoeTCs MeHI0, B KOTOPOM HEOBXOAMMO YCTaHOBUTb 3HAYEHWS HayarnbHbIX HACTPOEK,
3anncaHHbIX Bamu paHee (cM. nyHkTbl 5.1, 5.1.1 gaHHoro PykoBoacTea).

Ecnn nsHavanbHo |IP-agpec Bawemy MK HasHadancss aBtomaTudecku, Torga Bblbepute
nyHkTel  [Monyuntb IP-agppec aBtomatuuecku] wu [Monyuntb agpec DNS-cepBepa

aBTOMartu4ecku], nocne 4vero HaxmuTe kHonky [OK] onst Bcex oTKpbITbIX OKOH (Puc. 5.35).

CroiicTsa: Mpotokoa MkTepreta separm 4 (TCP/IPv4) &Iﬂ

Obwwe ANETEPHITHEHEA KOHDUrypaLMa |

MapameTpil IP MOryT HasHAYETHCA AETOMETMHECKH, ECAM CETh
NOAAEPHMEEET 3TY BO3MOMHOCTE, B MpOTHBHOM Cny4ae napaMeTpel
IP MOXKHO NOAYYMTH ¥ CETESOM0 AAMMHWCTPATOPE,

I-@- Mony4uTs IP-aapec aETOMATUYECKIA I
(0 MicnonbsoeaTe cneayiowui [P-anpec:

| @ Mony-Te anpec DNS-CepEepa aBTOMATHHECKH I

({0 MicnonebsoeaTe cnenyiowme agpeca DNS-cepeepos:

MoATEEPANTE NEPEMETPLI NP BoIXOAES LononiTensHo

Puc. 5.35
Ecnu nsHavanbHo |IP-agpec Bawewmy K 6bin 3agaH BpyuyHyto, Toraa BblbepuTe MyHKT
[MUcnonb3oBaTb cnepyrwowmn IP-agpec] n 3anonHute Heobxoaummble nons (CM. MNyHKT 5.1

AaHHoro PykoBoacTtea), nocne yero Haxmute kHonky [OK] ans Bcex oTkpbITbiX OKOH (Puc. 5.36).

PykoBoacTBO no nopakntoyeHuto IP-kamepbl B5360RZQ
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Ceoiictea: MpoTokon WkTepHeta sepann 4 (TCP/IPv4) &lﬂ

Ofime

HEDEMETDD\ P MOryT Ha3Ha4YaTbCA aBTOMAaTHHECKKM, ECNK CETE
noAdemKHBaET 3TY BOSMOMKHOCTE. B NPOTHEHOM CNY4Yae NapaMeTpel
IP MOAHO MONYHMTE ¥ CETEBOM0 AMMHMCTPATOPE,

() MonyunTe IP-agpec asTOMATHHECKM

@) Mcnonb30BaTh Cneayrowi IP-anpec: I

IP-aapec: 192,168 . 0 . 20
Macka noaceTu: 255,255 .255. 0

OcHOBHOIA W3 192,168 . 0 . 1

Monyuuts aapec DNS-cepsepa aBTOMaTHUYEOKN

I-é- Vnons308aTh CREAYIOWNME aNPEca DNS-cepsepoB:I ]
1

| MpeanouuTaemsii DNS-cepeep: 192,168 . 0

ANBTEpPHETUBHSIR DMS-cepeep: . .

|| NeaTsepauTs napaveTps! ipu Bsixons LONOAHATENBHD. ..

Puc. 5.36

5.7. TlpoBepka npaBUNBLHOCTM HacCTpoeKk noaknyeHna IP-kamepbl K
JNloKanbHOW ceTu

[nsi KOHTpONs NpPaBWITbHOCTM CETEBbIX HACTPOEK Kamepbl M KOMMbKTEPA HYXXHO
NoaKIYNTBLCA K Kamepe yepes Gpaysep Internet Explorer.

3anyctute 6paysep Internet Explorer. [na atoro Haxmute llyck — Bce llMpozpamMmbi v
BblGepuTe cTpoky [Internet Explorer].

Beegute B agpecHom cTpoke |IP-agpec, nNpuUCBOEHHLIN Kamepe (HanpuMmep:
http://192.168.0.99) (Puc. 5.37).

~ N
. N - (=] E
G':}”@ http://192.168.0.99/ DX H (& Mycran cTpannya u 1Y i\\‘? {:}

Puc. 5.37
Mpy npaBunbHbIX HACTPOMKaxX OTKPOETCH OKHO aBTopu3auuu. [ns aBTopusauumn BBeguTe

nmsA Nonb3oBaTtensa u naposnb, nocne yYero Haxvute [OK] (Puc. 5.38).

BHUMAHMUE!

Vma nonb3oBaTens no ymonyaHuto: admin. Maponke no ymonyaHuto: admin.

PykoBoacTBO no nopakntoyeHuto IP-kamepbl B5360RZQ
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»
e@|g hittp://192.168.0.99/Iogin.asp p-a H (& WEB SERVICE

Bxog

nA ucnons2oeanuna Firefox, Google Chrome |E Tab noxanyicra o3HakoMTece ¢

Puc. 5.38

Mpy NpaBMNbHO BLINMOJTHEHHbLIX AENCTBUSAX Bbl cMoxeTe 3antm B BeG-mHTEpdhenc yepes

Opay3sep n yBuaetb nsobpaxeHue ¢ Bawen IP-kamepsl (Puc. 5.39).

D ~ C || @ weB SERVICE

tt://192.168.0.99/login.asp

()6
BE@WARD ——

| ocvoson | OB crumoc B¢ 3amce § Pasrosop =4 Npocryumsanme [ Yeermam Passepyn. [ Coomiowerme B8 r1z @ veospareime

Puc. 5.39

NMPUMEYAHUE!
B cnyyae HeyaayHoro coefvHeHusi ¢ Kamepow, NpoBepbTe NPaBUIbHOCTbL MOAKMIOYEHUA K NPOBOAHOM

CeTU, BEPHUTECH B HA4Yasl0 AaHHOW rMnaebl M MOBTOPUTE HACTPOWKy. B cnyyae HeobxogumocTtn obpaTutech

k Balemy cucteMHoMy agMUHUCTPaTOpY.

PykoBoacTBO no nopakntoyeHuto IP-kamepbl B5360RZQ
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MnaBa 6. MNogkntoyeHue IP-kamepbl K ceTn UHTepHeT

6.1. O6wue cBegeHnA o noagknoveHun IP-kamepbl kK cetn UHTepHeT

Mpn yctaHoBke IP-kamepbl B5360RZQ B kBapTupe, KoTTemxe unum oduce, 0O6bIMHO
TpebyeTcs UMeTb K HEN OOCTYN He TOSbKO U3 foKanbHOW CETU TOro UNN MHOIo MOMELLEHUS, HO U
n3 cetn NHTepHerT.

B atom cnyyae and ogHoBpeMeHHOW paboTbl KOMMbLIOTEPOB, HOYTOYKOB, |P-kamep wu

Apyroro obopyaosaHus B ceTu MIHTepHeT, Yalle Bcero, MCnonb3yeTcs MapLupyTmM3aTop.
MNpn opraumsauum poctyna Kk IP-engeokamepam wn3 cetm WHTEpHeET, Kak npasBusio,
NCNONb3YITCH Creaylolme Tpu BapmaHTa:

1. VimeeTcsi BblOAENEHHbIN NMpoBangepoM BHEWHun ctatudeckun |P-agpec nnn PPPoE-
coeauHeHue. lMpu atom, gaHHbIn IP-agpec (unn PPPoE-coeanHeHne) ucnonb3yeTtca
ONA NOAKNIOYEHUSA TONbKO oAHOW IP-kamepbl 1 HE MOXET ObiTb Ha3HA4YeH eLe Kakomy-
nnbo yCTPONCTBY.

2. VmeeTcs BblOENEHHbI MpoBanOgepoOM BHELWHWA cTaTtudeckui |IP-agpec, KOTOpPbIN
ucrnonb3yetca Ans NoakmnoveHuss K cetm WHTepHeT oducHOM wnu JomallHen
NoKanbHOW CeTu, K KOTOPOMW, B CBOK o4epedb, NraHupyeTcs MOAKMYMTbL OA4HY Mnu
Heckonbko |IP-kamep. lpy TakoM MOAKMYEHUU MUCNoNb3yeTcs maplipyTusatop. MNpu
3TOM 4YUCAO MOAKMYaeMblX KaMep 3aBUCUT, B OCHOBHOM, OT KOnu4yecTBa
nepeHasHavyaeMblX MapLIPyTU3aTOPOM MNOPTOB.

3. lpoeangep He BbloensieT BHeLWHMM cTaTudeckun IP-agpec. IP-agpec HasHavaeTcs
npoBangepom AMHaAMUYECKM, TO €CTb TakK, YTO NPWU KaXXa4OM HOBOM MOAKIOYEHMN ITOT
agpec npucBamBaeTCsl 3aHOBO M M3MeHsieTcs B npouecce paboTbl (Takas cutyaums
ocobeHHO xapakTepHa npu pabote yepes ADSL u GPRS). B atom cnyyae, 4Ttobbl
obecneunTb BO3MOXHOCTb MOAKMHOYEHUS OL4HOW WM HECKOMbKUX Kamep K CeTu
MHTepHEeT, BHe 3aBMCUMOCTM OT TOro, Kakown |P-agpec BblgeneH nposangepom B
AAHHBIN MOMEHT, HeobxoOuMO 3a4enCTBOBaTb MHTEPHeT-Cnyxbbl, paboTawowue cC
ANHAMUYECKUMKN agpecamu.

Hanee, 3T BapmaHTbl opraHusauumn poctyna Kk |IP-kamepam u3 cetn WHTepHeT OyayT

paccMOTpeHbI NogpobHee.

PykosoacTBo no nogkntoueHutro IP-kamepbl BS360RZQ -

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




BeWARD I'nasa 6. [looxknrouenue IP-kamepvl k cemu Unmepnem

6.2. NoakntovyeHune nNpu ctatuyeckom BHewHeMm IP-agpece/PPPoE-coeauHeHun

6.2.1. Ucnonb3oBaHune ctaTuyeckoro IP-agpeca

Ona nopgknioveHns IP-kamepbl k cetn MHTepHET HeobGXOAMMO M3MEHUTb ee CceTeBble
napamMeTpbl B COOTBETCTBUM C JaHHLIMW, NOMNyYeHHbIMKU OT NpoBangepa. Kak npasuno, nposangep
npegoctaBnseT cnegywowme ceteBble HacTpouku: IP-agpec (B AaHHOM cnyyae, cTaTUYecKui),
Macka nogceTun, Ceteson wno3 1 agpec DNS-cepsepa.

Ona nonyyeHnsa goctyna K IP-kamepe yepes ceTb VIHTepHeT no ctatnyeckomy IP-agpecy
Heo6xoanMO BbINONHUTL CReayoLme Warw:

War 1: nogkniounte IP-kamepy Hanpsimyio k Bawewmy TK.

LWar 2: nsmeHuTe ceTeBble HACTPOMKM NPOBOAHOIO coeanHeHus IP-kamepbl (CM. NyHKT 5.5
AaHHoro PykoBoacCTBa) B COOTBETCTBUM C HAcTporkamu, npefocrtaBneHHbiMy Bawunm WHTepHeT-
npoBangepom (Puc. 6.1).

BEWARD T ) T B AT

TNokaneHele HacTtpo#ka LAN
Ayano
Mcnonszoeats IPv6 [
DHCP [
Bepcua [P IPV4 v

Buaeo

CeTb

> OcHoBHbIE

1p-

Macka noacetv
> PPPOE A 255. 255. 255. 0

OcHoBHOM W03
> UPnP 80 . 65 . 23 . 174

MpeanounTaeMbid DNS | gp . g5 . 20 .
> E-mail
ANBTEPHATHEHBIA DNS . . .
5 e 80 65 16 -
MAC-agpec | 00-53-21-32-1f-93
> DDNS

> vew
> RTSP

Banuck

Tpeeora

TepmuHan

CucTemmbie
Puc. 6.1

War 3: nogkntounte IP-kamepy k BblaeneHHon cetu Ethernet.

Ecnn Bce napameTpbl yka3aHbl BEPHO, kKamepa A0MMKHa OblTb AOCTYNHA B ceTu NHTepHeT.

B npuBegeHHOM npumepe nposangep npeaocTaBun crieayrowmne gaHHble:

IP-appec: 80.65.23.173

Macka noacetun: 255.255.255.252

OcHoBHoW wnto3: 80.65.23.174

DNS-cepBep 1: 80.65.20.1

DNS-cepBep 2: 80.65.16.1

B obwem cnyyae, anga obpaileHus k IP-kamepe 4Yepes ceTb VIHTepHET B agpecHOn CTpoke
Opaysepa BBoauTCca cneaywowui 3anpoc: http://[<IP>:<Port>, roe <IP> - |IP-agpec kamepsbl,

<Port> — 3HauyeHne HTTP-nopta. Tak kak B JaHHOM npumepe ucnonbsyetcs 3HadeHne HTTP-
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nopta, 3agaHHoe no ymon4yaHuio («80»), TO, 4TOOLI Ob6paTuThCA K IP-kamepe uyepes ceTb

NHTepHeT, Heobxogmmo HabpaTtk 3anpoc «http://80.65.23.173».
NMPUMEYAHUE!
Mpu nogkntoyeHnn K kamepe 4deped HTTP-nopT, 3agaHHbIi NO ymonyaHuio (3HadeHue paBHO «80»),

3anpoc B agpecHou cTpoke b6paysepa nmeet Bua: http://<IP>,— rae <IP> — IP-agpec kamepbl.

6.2.2. Ucnonb3oBaHne PPPoE-coeanHeHus

NHTepHeT-npoBangep He Bceraa MoxeT obecneyntb NOAKMYEHWEe No ctatudeckomy |P-
agpecy. Yawe Bcero, npoBangep opraHusyeT pgoctyn K cetu WHTepHeT 4yepes PPPoE-
coefvHeHue. B aTom cniyyae, oH npegocTtaBnseT aboHEHTY UMSA nNonb3oBaTens 1 Naponb.

IP-kamepa B5360RZQ nopgepxunBaetr PPPoE-coeanHeHnne. [Onsi ero wucnornb3oBaHus
Heo6xoaUMO BbINONHUTE CrleayoLwme Wwarw:

War 1: nogkntounte IP-kamepy k Bawen nokanbHom cetn unu Hanpsimyto K MK (cm. Masy 5).

War 2: songute B MmeHto PPPoE-HacTpoek IP-kamepbl: Hacmpotika — Cemb — PPPOE.

War 3: B TekcToBbIX Nonsax [[lonb3oBatens], [[laponb] BBeanTe 3HAYEHUS!, NOSYyYEHHLIE
oT NHTepHeT-npoBanaepa (Puc. 6.2).

BEWARD

TNokankeHele Hacrpoiika PPPOE
Ayawo

Bugeo BIIHOYHTE

cons P —
s Oevomis Monsosaten
PPPOE

> E-mail

> FTP

> DDNS

> VPN

> RTSP
3anucke
Tpesora
TepMuHan

CHCTEMHbIE

Puc. 6.2

LWar 4: Ansa npuHATUA U3MEHEHUN HaXxmuTe KHOMNKy [CoxpaHuTb].

BHUMAHMUE!

[ns BCTynneHus ceTeBbiXx NapaMeTpoB B cuily TpebyeTcs nepesarpyska yCTpoWCTBa.

War 5: nogkntounte IP-kamepy k BbigeneHHon cetn Ethernet.

BHUMAHUE!
Mocne nogkntoyeHns IP-kamepsbl k BolaeneHHom cetu Ethernet, oHa 6yaet goctynHa B cetu VIHTepHeT noa

IP-agpecom, npucBoeHHbIM en Balwmm npoBangepom n otobpaxaembim B nore [Aapec] (cm. Puc. 6.2).
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NMPUMEYAHUE!
Onsa ynobetea, IP-agpec kamepbl, Nofd KOTOpPbIM OHa AOCTyrnHa B ceTu VIHTepHeT, MoxeT OblTb COOGLLEH

Ha ykasaHHbli Bamun agpec anekTpoHHon noytbl (PyHKUMA «IP-yBegomnenuey). [ina HacTpoviku gaHHON

onuuu, noxanymncra, obpatutecb kK PykoBOACTBY MO 3KCnnyaTaumm.

Ona obpaweHunsa k IP-kamepe uyepe3 ceTb WHTepHET, B agpecHom cTpoke Opaysepa
BBOAUTCA criegytowmn 3anpoc: http://[<IP>:<Port>/,— rge <IP> — IP-agpec kamepbl, Ha3Ha4YeHHbIN
Bawwum nposarigepom npu yctaHosneHun PPPoE-coeanHeHus, <Port> — 3HayeHne HTTP-nopTta

(no ymonuaHuto pasHoe «80»).

NMPUMEYAHUE!
Mpu nopknioyeHun Kk kamepe 4deped HTTP-nopT, 3agaHHbIi NO ymonyaHuio (3HadeHue paBHO «80»),

3anpoc B agpecHoun cTpoke 6paysepa nmeet Bua: http://<IP>,— roe <IP> — IP-agpec kamepbl.

PykoBoacTBO no nopakntoyeHuto IP-kamepbl B5360RZQ
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6.3. MNMoakntoyeHne 4epes cetb WUHTepHeT K IP-kamepam, Haxoaswumcs B

rioKanbHOM ceTu
Ecnn goctyn B ceTb VIHTEpHET ocyllecTBNAeTcs no BbigeneHHon nuHum Ethernet unu no

ADSL, ons noaknoyeHus nokanbHOW ceTu UCNoNb3yeTcs MapLupyTusaTop.

BHUMAHMUE!

[Ona ucnonb3oBaHWsA [aHHOrO MeToda MOoAKMYeHua Heobxoaumo 3apaHee npuobpectu y Bauwero
nposaiaepa MYBNWYHBIA CTATUYECKWUW |IP-agpec. MpoBaitoep npedocTaBnsieT, kak MpaBumio,
ONHAMWYECKNI BHYTPEHHWW |IP-agpec, KoTOpbIi OOCTYNEH TOMbKO B MOACETM npoBangepa.

MoaTomy yTouHMTE TUN Ucnonb3dyemoro Bamu IP-agpeca 3apaHee.

Onsa Toro, 4tobbl nogknounTbes K IP-kamepe ns cetn MHTepHeT, Hago obpaTtuTtbesa no IP-
agpecy, BblgaHHOMY NnpoBangepoMm («BHeWHUny |IP-agpec maplipytmsartopa), 1 K onpegeneHHoMy
HTTP-nopty.

BHUMAHUE!
Mpn obpaweHun u3 cetn WHTepHeT ANs BCeX Kamep, HaxOAsALWMXCA B OLHOW JOKanbHOW ceTw,
cyllecTByeT Tonbko oauH IP-agpec (BblgaHHbIM npoBangepom). NoaTomy anst goctyna K aTuMm Kamepam

HeobxoQMMO KaXkaon Ha3HauYnTb CBOU rpynnbl NOPTOB.

[na atoro TpebyeTcsa BbINONHUTL Creayowme 4ENCTBUS:

o VameHUTb ceTeBble NapamMeTpbl |IP-kamep B COOTBETCTBMM C HACTPOMKAMK, NPUHATLIMU
B Bawen nokanbHom cetn (CM. NyHKT 5.5 ANsS NpoBOAHOrO MOAKIKOYEHMS Kamep K
foKarnbHOW ceTn).

e Hactpoutb QyHKUMIO NepeHanpasneHus noptoB. [aHHaa yHKUMSA no3sondet
nepeHanpaensaTb obpaweHns u3 cetn VIHTepHeT K KkakoMy-nnbo yCTpOWCTBY,
NOOKIOYEHHOMY K NnokanbHom ceTu, ¢ BHewHero WAN-unHTepderica mapLipytmusatopa
Ha ero BHyTpeHHUNn LAN-uHTepcenc un obecneymBaeTcsa nNpakTU4eCKM nobbIM
COBPEMEHHbBIM MapLUPYyTU3aTOPOM.

Mpn atom, cyuwlectByeT ABa cnocoba HaCTpoOVKM MapLlipyTusauumn (nepeHanpaBneHust

nopToB):

e ycnosnb3oBaHme TexHonorun UPNP B kamepe n mapLipytmsaTtope;

e pydyHas YyCTaHOBKa NapaMeTpOB MepeHanpaBneHnss MNOPTOB B  Kamepe w

mapLupyTusaTope.

PykoBoacTBO no nopakntoyeHuto IP-kamepbl B5360RZQ
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6.3.1. Ucnonb3oBaHue TexHonorum UPnP

MycTb TpebyeTcs obecneunTb AocTyn U3 cetn MHTepHeT k ogHon IP-kamepe. Cuntaem, 4to
noaknioyeHne mMaplipytusaTopa K nokanbHOM cetm un cetm WHTepHeT yXe yCTaHOBIEHO.
MapuwpyTtusaTop nMmeeT criegyrowmmn nybnmyHbin ctatudecknin IP-agpec, BolgaHHbIA NpoBangepom
ans nogkrtodeHuns Kk cetm MHtepHet: 173.194.122.201.

[ns opraHnsaumn goctyna K IP-kamepe n3 cetn IHTepHET ocTaeTcs caenaThb criegytoLlee:

e Paspelwwntb ncnonb3oBaHne n HacTpouTb yHkumio UPNP Bawero mapwpyTtusaTtopa.

NMPUMEYAHUE!

Hactpoiika pyHkumm UPNP mapuipyTtnsatopa gomkHa OblTb OnucaHa B npuriaraemMon K HeMy UHCTPYKLINN.

BHUMAHUE!

He Bce mogenn maplupyTtusatopoB nogaepxmsatot dyHkumo UPnP ana nepeagpecauum noptoB LAN- 1
WAN-unHTepdencos. Ecnn Baw mapwpyTtusatop He nogaepxuBaeT OaHHY (OYHKUMIO, TO OH Tpebyet

OOMOSNHUTENbHON HACTPONKM (CM. MYHKT 6.3.2).

e PaspelmTb UCnonb3oBaHne U HacTpouTb hyHkumno UPNP IP-kamepbl.

BHUMAHUE!

Mpn mncnone3oBaHun UPNP ypaneHHbIi NpocMOTp BuOeonoToka C ABYX M Gonee kamep MOXET He
pabotatb, nnbo paboTtaTb HekoppekTHo! Ecnn y Bac BO3HWKNM npobnembl, HacTpouUTe napameTpbl

nepeHanpasneHnst NOPTOB BPYYHYHO (CM. MyHKT 6.3.2).

YTto6bI HacTpouTb pyHKuMo UPNP IP-kamepbl BbINONHUTE cnegytowmne AencTBuS:
War 1: skntounte onumo [UPNnP] B HacTponkax IP-kamepsbl. [Ins aToro nponante B MEHIO

Hacmpolika — Cemb — UPnP v noctaBbTe «ranoyky» psaom ¢ [Bknrountb] (Puc. 6.3).

BEWARD

TNokaneHble Hactpo#ka UPnP
Ayauo
Bugeo BrniounTs
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3nauewve nopTagakkex 0|
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S ) —
S ]
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= MopT A3HHLIX: Nepeapecalla NopTa A3HHLIX YCTPOACTE Ha BHEWHMIA CeTeBOH NOPT MapLpYTH3aTopa.

* HTTP-nicpT: nepeagpecauqs HTTP-nopTa yCTPOMCTEE Ha BHEWHWIA CETEBOA NOPT M3pLIPYTU3aTOPa.

Tpesora * RTSP-nopT: nepeagpecauwa RTSP-NopTa yCTPOACTEE H3 BHEWHWA CETEBOM NOPT MapLIpYTMZaTopa.

Tepmunan “ Mpu eciBope pexuMa "BpyuHyl” HazHaueHue ByAeT BLINCNHEHD TONLKO ANA 331aHHOMD NOPTa, €CAW NOPT 33HAT, TO Nepeaapecaums
BriNofHexa He Oyaer.

* Mpw ecifope pexuMa "ABTO" HasHaueHve nopTos OygeT NPoMCX0MTE B NOPASKE NPHOPKUTETA; BCAKM MOPT 33HAT, TO NONLITKE HA3HAYEHKA
BYOET 3BTOMATUUECKIA NOBTOPDATLCA 0 YCMEWHOTD 2ABEPLIEHUA ONEPaLIKM.

> DDNS

Januce

CucTeMHbIe
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Puc. 6.3
War 2: Bbibepute [Pexxnm] nepeagpecauun noptoB. [pu BbiGope pexunma «BpyudHyro»

Ha3HayeHve ByaeT BbIMNOMHEHO TOMBKO ANSA 3a4aHHOro MopTa; ecnu NopT 3aHAaT, nepeagpecaums
BbINOMHATLCA He GyaeT. [Npu Bbibope pexnma «ABTO» HazHa4vyeHne NopToB ByaeT Nponcxoantb B
nopsiake npuoputeTa; ecrnv MnopT 3aHAaT, TO MNOMblTKa HasHayeHuss OydeT aBTOMaTUYeCKM
NMOBTOPATLCA A0 YCMNELHOro 3aBepLUeHns onepauun.

War 3: seeaute B none [UPnP-cepBep] «BHYTpeHHU» IP-agpec mapwpyTtmnsatopa (IP-
agpec LAN-nHTepderica mappyTtmsaTtopa).

War 4: seeagute B none [HTTP-nopT] 3HadyeHne nopta HTTP ana gaHHoOW Kamepbl npu
JocTyne K Hen u3 cetn MuTepHeT. Hanpumep, nyctb B kadyectse HTTP-nopta gnga gocrtyna ns cetn
NHTepHeT ncnonbayetcsa nopt 81. To ecTb, 4TOOLI 06paTUTLCA K IP-Kamepe B nokanbHOW ceTu, no-
npexHemy ucnonb3yetca nopt 80, a npu 3anpoce notoka wu3 cetn WHTepHeT 6yget
ncnons3oBatbcsa nopt 81 (Puc. 6.3).

LWar 5: BBegute B none [[MopT AaHHbIX] 3Ha4YeHWe NopTa JaHHbIX ANA AaHHOW Kamepbl Npu
aoctyne K Hel u3 cetn MHTepHeT. PekomeHayemble 3HadeHns: 1124-7999.

LWar 6: Ansa npumMeHeHnss HacTpoek HaXxxmuTe KHonky [CoxpaHuTb].

BHUMAHUE!

[ns npumeHeHns ceTeBbIx NapameTpoB TpebyeTcsa nepesarpyaka yCTponcTBea.

BHUMAHUE!
3HayeHUss npu nepeHanpaeneHnM COOTBETCTBYHLIMX MOPTOB Ha |IP-kamepe M Ha MaplipyTmsaTope
OOMKHbI OblTb 0AUHaKoBbIMU. KpoMe Toro, HacTpoMKM ceTeBoro noaknoyeHus IP-kamepbl OOMKHbI ObITb

KOPPEKTHBIMM.

Tenepb, 4TOBbI NONY4YMTL AOCTYN K Kamepe 13 ceTn MIHTepHeT, Hago obpatuTbCa K Her no
IP-agpecy, BblgaHHOMY nNpoBangepom («BHeWwHun» IP-agpec mapwpyTtusatopa), 1 Ha3Ha4eHHOMY
eun nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec mapuwpyTtusatopa — 173.194.122.201. HTTP-noprT,
HasHa4YeHHbIN Kamepe Ana nepeagpecaumm,— «81». 3HaunT, ansa obpalleHus K Kamepe u3 ceTu
NHTepHeT Heobxoanmo B agpecHom CTpOKe Opaysepa HabpaTtb 3anpoc:
http://173.194.122.201:81/.

Taknm e 06paszom MoXeT ObITb HACTPOEHO HECKOMbKO KaMep, Hago N1Lb NS KaXkaon us

HUX 3adaTb CBOWU, YHUKallbHble 3Ha4YeHNA NOPTOB.

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360RZQ
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6.3.2. HacTpowka py4yHon nepeagpecaumm NOPTOB MapLupyTusaropa

Ecnn Baw mapwpyTtusatop He noggepxusaet TexHonormo UPnP, nnbo gaHHast onuwms
paboTaeT HEKOPPEKTHO, HEOBXOOUMO HACTPOUTL NepeagpecaLmnio NOPTOB BPYYHYIO.

PaccmoTpum  3agady nogkntoyeHust  IP-kamepbl Kk ceT WMHTEpHET ¢ MNOMOLLbHO
mapuwpyTtmnsatopa TP-Link TL-WR2543ND (HacTporika 6onblnHCTBa (OYHKUMA MapLUpyTU3aTopoB
pasnnyHbIX MOAENEN BbINONHAETCS CXOXNUM 06pasom).

Cuntaem, 4TO NOOKIOYEHUE MapLUpyTM3aTopa K NokanbHOW ceTn n cetn VIHTepHeT yxe
HacTpoeHo. MapwpyTtusatop umeeT cnegyowmin nyonuuHbIin ctatnyeckui |IP-agpec, BblgaHHbIN
WHTepHeT-nposangepom (IP-agpec WAN-uHTepdenca mapipytusatopa): 173.194.122.201.

JlokanbHasa ceTb umeet IP-agpeca B AgnanasoHe «192.168.1.1 — 192.168.1.255», npudem
«192.168.1.1» — «BHYTpeHHu» |P-agpec wmapwpyTtmnsatopa (IP-agpec LAN-uHTepdenca
MapuwpyTtmusatopa), «192.168.1.199» — IP-agpec «kamepbl. [Ona HaACTPOWKM UCMOMb3yeM
KOMNbIOTEP, MOAKMIOYEHHBIN K 9TOM FIOKanbHOW CETMU.

Ona nogkntoveHus |IP-kamepbl Kk cetn WMHTepHeT TpebyeTcsa HasHauuMTb NOpThl, Yepes3
KoTopble ByaeT ocyLecTBNATLCA BHELUHWUA AOCTYN K €e HAaCTPONKaM 1 K BUAEONOTOKY C kamepsbl. B
NoKanbHOM CEeTW 3TWU MOPThl MO YMOMNYaHUK UMEKDT crneywmne 3HadveHust: HTTP-nopT — «80y,
MopT gaHHbIX — «5000», RTSP-nopt — «554».

BHUMAHUE!
Mpn obpaweHnn n3 cetn WHTEpHET AN BcCex kamep, HaxoOslMXCs B OLHOW NOKanbHOW ceTw,
CyLLLeCTBYeT TONMbKO oauH IP-agpec (BblgaHHbIA npoBavgepom). [losaToMy ons A4OCTyna K 3TMM Kamepam

HeOoBXOAMMO KaXKAoW HasHa4YMTb CBOW rpymmbl MOPTOB.

,D,J'IFI N3MEeHEHNA NopPTOB |P-KaMepr BbINOJTHUTE CcreayLuine DEencTBuS:

BHUMAHUE!
MopT AaHHbIX 0b6A3aTenbHO AOMKEH TpaHCNMPoBaTbCs «MOPT B NOpT». COOTBETCTBEHHO, Ars BCEX Kamep

Heobxogumo 3aaaTb pas3nnyHble 3Ha4vYeHnda nopTta AaHHbIX.

War 1: B Beb-mHTepdence kamepbl OTKponTe pasgen meHiwo Hacmpoilika — Cemb —
OcHo@HbIe.
War 2: Beegute B none [[MopT AaHHbIX] HOBOE 3HA4YeHME, OTNIMYHOE OT 3HA4YeHus Mo

ymMon4aHui. Hanpumep, nycTb B KadecTBe NopTa AaHHbIX ncnonbayetcs nopT «5001» (Puc. 6.4).

PykoBoacTBO no nopakntoyeHuto IP-kamepbl B5360RZQ
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BE@\WARD

NokanbHeie OCHOBHbIE HACTPORKH
Ayano

Buaso Flopr A
Cern HTTPnopr B0 ]
ONVIF-nopT [2000

CoxpanuTe.
> PPPOE

> UPnP
> E-mail
> FTP

> DDNS

> Yeepomnesme

3anuce

Tpesora

Tepmuxan

CucremHbie

Puc. 6.4
War 3: Ansa npuMeHeHnst HacTpoek HaXxxmuTe KHonky [CoxpaHuTb].
Taknum obpasom, nopTbl AnNs JOCTyNa K AaHHOW KaMepe BHYTPW NoKanbHOM ceTu GyayT:
HTTP-nopT — «80», MNopT aaHHbIX — «5001», RTSP-nopT — «554».
[na BTOpOM Kamepbl MOXHO BblOpaTb cneaywowme noptbl: HTTP-nopt — «80», lNopt
AaHHbIX — «5002», RTSP-nopT — «554» n 1.4.

Kamepa HacTpoeHa. OcTtanocb NpaBunbHO HACTPOUTL MapLLpPYTU3aTOP.

[na HacTpoMKM MapLupyTM3aTopa BbINOJSIHUTE crnegylowme AeNCTBUA:
War 1: BBeguTe B agpecHon cTpoke Gpaysepa IP-agpec maplipytusaTopa (B Haliem
npumepe — «192.168.1.1»). B nosiBuBLLEMCA OKHE aBTOpM3aLMK BBeEAUTE NIOTMH M naponb. [locne

yAa4yHON aBTOpU3aLnm OTKPOETCSl OCHOBHAsA CTpaHuua HacTpoek mapwpyTtusartopa (Puc. 6.5).

TP-LINK’ 450M Wireless N Gigabit Router

Model No. TLAWR2543ND

Status

WPS

Network
Wireloss

Firmware Version: 3.13.27 Build 121207 Rel 518550

Py Hardware Version: WR2ZE4IND v1 00000000
USB Settings
Forwarding LAN
Security MAC Address: 90-F6-52-75-80-62
IP Address: 19216811
Subnet Mask: 2552552550

Advanced Routing

Bandwidth Control
IP & MAC Binding Wireless
Dynamic DNS

Wireless Radia: Enable

System Tools Mama (€I TELL IR

Puc. 6.5
War 2: Bbibepute nyHKT mMeHio Forwarding — Virtual Servers. B nossuBueMCA MEHIO

HaxkmuTe kHonky [Add New] (Puc.6.6).
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-l.'j-l_lN|(0 450M Wireless N Gigabit Router
Model No, TLWR2543ND
Status
R
wpPS
Network
Wireless internal Port 1P Address Protocol Status Modity
DHCP
USB Settings
Security
Pareatal Control
Access Control
Advanced Routing
Bandwidth Control
1P & MAC Binding
Dynamic DNS
System Tools
Puc. 6.6

War 3: po6aBbTe npaBuna nepeHanpasneHnsa noptos ans IP-kamepsl (Puc. 6.7). 3apante
cneayoLwme napameTpbl:
[Service Port]: ykaxute nopTt, kOTOpbIA ByAeT ncnonb3oBaTbCa Ana 4OCTyna K kKamepe 13

cetn VIHTepHerT.

NMPUMEYAHUE!
Bo wusbexaHne KOHMMMKTOB He WCMNOMb3ywTe Ansi NnepeHanpaBneHusi MOpPTOB 3aperncTpupoBaHHbIE
3Ha4yeHus. PekomeHayeTca Mcnonb3oBaHMe noptoB AuvanasoHa 1124-7999. (3HayeHusa noptoB ot 0 oo

1123 ochmumarnbHO 3aperMcTpupoBaHbl Noj pasfyHble NPOTOKOSbI, CIYKObI, MPUIOXKEHUS.)

[Internal Port]: ykaxuTte nopt, ucrnonb3yembin B JaHHbI MOMEHT AN A0CTYyna K Kamepe 13
nokasnsHowu ceTu.

[IP Address]: ykaxuTe IP-agpec kamepsbl, Ana KOTOPOW HacTpanBaeTCs nepeHanpasneHme.

OcTanbHble NyHKTbI HEe TPEOYIT HAaCTPOWKM.

Ho6asbTe npasuno ansa nopta HTTP (Puc. 6.7).

| . 450M Wireless N Gigabit Router
TP-LINK pebtempetnd

Status
Quick Setup
wPS
Network

006X of XX)

Wircless
DHCP
USB Settings P Address: 192 168.1.199

Internal Port: 80 (XX, Onily valia for single Senvice Port of leave it dlank)

Protocot Al v
Status: Enabled v

Common Service Port: ~Select One— v

Security

Parental Control _ Save || Back
Access Control
Advanced Routing
Bandwidth Coatrol
1P & MAC Bindang
Dynamic DNS
System Tools
Puc. 6.7
PykoBoacTBO no nogkntoyeHuto IP-kamepbl B5360RZQ
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War 4: HaxmuTe kHonky [Save], ytobbl coxpaHuTe npaBuno. Npasuno gobasneHo (Puc.

6.8).

450M Wireless N Gigabit Router
Model No. TLWR2543N0D

TP-LINK'

Status
Quck setwp I

wps

Network
D Service Port Internal Port P Address Protocol Status Modify

Wireless
1 8 80 192.168.1.199 Al Enabled Mogity Delete

DHCP

USB Settings
Forwarding [ AddNew.. | [ EnabieAn | [ DisabieAl | [ Delete Al |

- Port Triggering
DMz
uPnp
Security
Pareatal Control
Access Control
Advanced Routing
Bandwidth Control
1P & MAC Binding
Dynamic DNS
System Tools

Puc. 6.8

LWar 5: Tem xe cnocobom gobasbTe npasuno ans nopta RTSP (Puc.6.9).

450M Wireless N Gigabit Router
Model No. TLWR2543N0D

TP-LINK'

Status
Quck setwp I

wps

Network
D Service Port Internal Port P Address Protocol Status Modify

Wireless
1 8 80 192.168.1.199 Al Enabled Madity Delete

DHCP
USB Settings 2 3001 554 192.168.1.199 Al Enabled Modity Delete
Forwarding
[ AddNew.. | [ EnabeA | [ DisabeAl | [ DeleteAl |
- Port Triggering '
oMz

UPnP

Security
Parental Control
Access Control
Advanced Routing
Bandwidth Control

IP & MAC Binding

[T
System Tools

Puc. 6.9

LWar 6: n ewe ogHo npasuno ang lNopTta gaHHbIX (Puc. 6.10).

BHUMAHUE!
HTTP-nopTbl 1 RTSP-nopTbl Kamep MOXHO nepeHanpaBnsiTb C NOMOLLbIO BUPTYanbHOro cepsepa, ogHako

MOPT AaHHbIX Kamep AOmMKeH ObiTb pasHbIM U TPAHCIMPOBaTLCS «MOPT B MOPT»!

PykoBoacTBO no nopakntoyeHuto IP-kamepbl B5360RZQ
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I'nasa 6. [looxknrouenue IP-kamepvl k cemu Unmepnem

Tp_LINK' 450M Wireless N Gigabit Router
Model No. TL.WR2543ND

Status
Quick Sotup
WPS

Network

Visloes 1D Service Port Internal Port P Address Protocol Status

e 1 8 80 192.168.1.199 A Enabled

USB Settings 3001 554 192.168.1.199 Al Enabled
Forwarding 3 5001 5001 192.168.1.199 Al Enabled

- Port Triggering [CAcdNew.. | [ Enable Al | [ Disable Al | [ Delete Al |

oMz

(0

Security

Pareatal Control

Access Control

Advanced Routing

Bandwidth Control

1P & MAC Binding

Dynamic DNS

System Tools

Puc. 6.10

LWar 7: ecnu Bbl ncnonb3yeTe HeCKONbKO kamep, To Bam Heo6xoaumo noBToputh Wwarun 2-6

ANnsa ocTanbHbIX Kamep (Puc.6.11).

Tp_ INK° 450M Wireless N Gigabit Router
Model No. TLWR2543ND
Status
Quick setup
wPs
Network
Wireless 1D Service Port Internal Port P Address Protocol Status Modity
— 1 81 80 192.168.1.199 an Enabled
USB Settings 2 3001 554 192.168.1.199 An Enabled
Forwarding 3 5001 5001 192.168.1.199 Al Enabled
4 82 80 192.168.1.198 A Enabled
- Port Triggering 5 3002 554 192.168.1.198 An Enabled
-z 6 5002 5002 192.168.1.198 A Enabled
UPaP 7 83 80 192.168.1.211 Al Enabled
Seceyy 8 3003 554 192.168.1.211 Al Enabled
EXTORA COMION 9 5003 5003 1921681211 A Enatied
Access Control r
Add New.. Enable All | [ Disable Al Detete All
Advanced Routing < —_— e — — — —
Bandwidth Control
IP & MAC Binding Next J
Dynamic DNS
System Tools
Puc.6.11

HacTponka mapLupyTmsaTopa 3aBepLueHa.

Tenepb, 4TOBbI NONY4YMTL AOCTYN K Kamepe 13 ceTn MIHTepHeT, Hago obpatuTbCa K Her no
IP-agpecy, BblgaHHOMY nNpoBangepom («BHeWwHu» IP-agpec mapwpyTtusatopa), 1 Ha3Ha4eHHOMY
en nopty HTTP.

B paccmoTtpeHHom npumepe IP-agpec mappytmusaTtopa — «173.194.122.201». HTTP-nopr,
HasHa4yeHHbI Kamepe Ana nepeagpecaumm,— «81». 3HaunT, anga obpalleHus K Kamepe u3 ceTu
agpecHom Opaysepa HabpaTb

WHTepHeT HeobxoaMmo B

http://173.194.122.201:81/.

CTpoOke 3anpoc:

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B5360RZQ
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Ipunosxcenus

MpunoxeHus

MpunoxeHue A. 3aBoAcKue yCTaHOBKMU

Hwxe npuBegeHbl HEKOTOPbIE 3HAa4YeHUA 3aBOACKMX YCTAaHOBOK

HanmeHoBaHue 3HauyeHue
IP-agpec 192.168.0.99
Macka nogcetu 255.255.255.0
LWnio3 192.168.0.1
Wms nonb3oBaTens (agMuHUcTpartopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopt 80
MopT AaHHbIX 5000
RTSP-nopt 554
SMTP-nopT 25

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B5360RZQ
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MpunoxeHune B. MNapaHTUNHbIE 06A3aTenbCTBA

B1. O6wue cBegeHud

a) Mepepn nogkntoyeHnem obopyaoBaHMs HEOBXOANMMO O3HAKOMUTBLCHA ¢ PykoBOACTBOM MO
aKcnnyaTaumm.

6) YcnoBusa akcnnyataumm Bcero obopynoBaHust AomkHbl cootBetctBoBate TOCT 15150-
69, IOCT B20.39.304-76 (B 3aBMCUMOCTU OT UCMOSTHEHUSA YCTPONCTBA).

B) [lNsi NoBbIWEHNST HAAEXHOCTM paboTbl 060pyaoBaHUS, 3aLmTbl OT HPOCKOB B NUTAIOLLEN
cetn n obecneveHna GecnepebOMHOrO NMUTaHWs cnegyeT WUCMNoNb3oBaTb CeTeBble UMbTPbI U

ycTpouncTBa 6ecnepebonHOro nuTaHus.

B2. OnekTrpomarHMTHass COBMeCTUMOCTb

3710 060opygoOBaHME COOTBETCTBYET TpebOBaHMAM SMEKTPOMAarHUTHOM coBmecTumoctn EN
55022, EN 50082-1. HanpsikeHue paguornomex, cos3gaBaeMblX annapaTypon, COOTBETCTBYET
FOCT 30428-96.

B3. OnekTponutaHue

[lomKkHO cOOTBETCTBOBATL NapameTpaMm, ykasaHHbIM B PykOoBOACTBE MO aKCniyatauuun Ang
KOHKpeTHoro yctponcrtea. [Ona YCTPOMCTB CO BCTPOEHHbIM WCTOMHMKOM MNUTaHMA — 3TO
nepemeHHoe Hanpshkenve 220 B +10%, uyactoton 50 Iy +3%. [Ona ycTpOWCTB C BHELIHUM
CTabunM3nMpoBaHHbIM adanTepoM MUTaHUA — MUCTOYHUK nutaHua S5 B 5% wnm 12 B £10%

(HanpspkeHne nynbcauun — He 6onee 0.1 B).

B4. 3azemneHue

Bce ycTpoiicTBa, nmetowme BCTPOEHHbIN BNOK NUTaHWS, LOMKHbI ObITb 3a3eMreHbl NyTeMm
NOAKMIYEHNss K crneunanbHbiM  pO3eTKaMm  3MEKTPONUTaHus C  3a3eMSIeHMeEM WNn  nyTem
HENOCPEACTBEHHOrO 3a3eMiieHMs1 Kopriyca, €CnM Ha HeM npeayCcMOTpeHbl chneuuvarnbHble
KpenexHble 3nemMeHTbl. 3a3eMfieHne 3neKTPOnpPOBOAKN 30aHUSA OOMKHO ObiTb BbLINOMIHEHO B
cooTBeTCcTBMM ¢ TpeboBaHuamu MY3I (Mpasuna YcTponctea dnekTpoyctaHoBok). ObopyaosaHme
C BbIHOCHbIMW OGrokamu nNuTaHWs U aganTepamu Takke LOIMKHO ObiTb 3a3eMneHo, ecnu 3To
NpeayCMOTPEHO KOHCTPYKUMEN Koprnyca WAW BUIKWM Ha LWHype nuTaHus. MoHTax BO3AYLIHbIX
NWHWIA anekTpornepeaadn M JMHUIA, NPOKNaAblBaeMbIX MO HAPYXXHbIM CTEHaM 34aHuA W Ha
yepaakax, OOmKeH ObiTb BbIMNOSTHEH 3KPaHMPOBaHHbIM kabenem (Mnv B MeTannopykase), U JIMHUN
OOIMKHbI ObITb 3a3eMrneHbl C ABYX KOHUOB. [lpuvyem, ecnu oamH KOHEeL, aKkpaHa nogkntoyaeTcs
HEMOCPEACTBEHHO K LUMHE 3a3eMfeHusi, TO BTOPOM — MOAKMYaeTCa K 3a3eMeHuio 4yepes

paspsaHKIK.

PykoBoacTBO no nopakntoyeHuto IP-kamepbl B5360RZQ
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B5. MonHuesawumTa

MonHuesawuTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "MIHCTpyKuMA NO YCTPOWCTBY
MOSHMe3aLWmnTbl 3gaHni n coopyxennn" n FTOCT P 50571.18-2000, FOCT P 50571.19-2000, NOCT
P 50571.20-2000. lMpn npoknagke BO3QYLUHbLIX JIMHUA W NWHWUIA, UOYLWIMX MO HApPY>XHOW CTEHe
30aHUA 1 NO YepaayvHbiM MOMELLEHMSAM, Ha Bxodax 0060pyaoBaHWS AOMKHbI ObiTb YCTAHOBMEHbI

yCTpOIZCTBa MOJMHMe3aLnThbl.

B6. TemnepaTypa u BnaxHocTb

MakcumarnbHble 1 MUHUManbHbIE 3HAYeHWs TemrnepaTypbl 3KCnnyaTauum n XpaHeHus, a
TaKke BnaxHoctM, Bbl MoxeTe mnocMOTpeTb B  TEXHUYECKOM OMUCaHWU  KOHKPETHOrO
obopynoBaHus. MakcumanbHas pabodvas Temnepartypa — 9TO TemnepaTtypa, Bbllle KOTOPOW He

OOJDKEeH HarpeBaTbCA Kopnyc yCTpOVICTBa B npouecce ONNTEnbHON paGOTbI.

B7. PasmelueHue

Ana BeHTMNSAUMM YCTPOMCTBA HEOOXOAMMO OCTaBWUTb Kak MUHMMYM Mo 5 cM cBOGOAHOrO
npoctpaHcTBa no 6Gokam M CO CTOPOHbI 3agHenm naHenwu ycTtpowuctBa. [lpu ycraHoBke B
TENEeKOMMYHUKAUMOHHBLIN  WwKad wunmM  CTonKy JdormkHa ObiTb  obecnedyeHa Heobxogumas
BeHTUnAuuA. [nsa 3TOoro pekoMeHAyeTCs yCTaHaBnmMBaTb B WKady chneumanbHbii 6ok
BEHTUNATOPOB. TemnepaTypa OKpy)XalLllero BO3gyxa W BEHTUNAUMS LOMKHbl obecneymBaTtb
HeobxoOuMbIA  TemnepaTypHbid  pexum obopyaoBaHus (B COOTBETCTBMM C  TE€XHUYECKMMU
XapakTepuCTUKaMm KOHKPETHOrO 060pya0OBaHUS).

MecTo anga pasmeLleHnss 060pyaoBaHNs LOMKHO OTBeYaTb Creayowmm TpeboBaHNAM:

a) OTcyTCcTBME 3anbINIEHHOCTU NOMELLEHWS.

6) OTcyTCcTBME B BO3AYXE NapoB BNaru, arpeccuBHbIX cpes.

B) B nomeweHun, roe ycrtaHaBnuBaeTca obopyaoBaHue, He [OOMMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpeliaetca pasmellatb Ha obopyaoBaHMM NOCTOPOHHME NpeaMeTbl U NepekpbiBaTb

BEHTUNALUMNOHHbLIE OTBEPCTUA.

B8. O6cnyxunBaHue
O6opynoBaHue Heobxoanmo obcnyxmMBaTb C NEPUOAMYHOCTBIO HE MEHee OAHOro pasa B
rog C Uenbi yganeHus u3 Hero nbinu. ATO no3sonut obopynoBaHuto paboTtatb 6e3 cboeB B

Te4yeHune nNpoaomknTernibHOro BpeMeHu.

B9. NoakntoyeHne nHtepcencon

PykosoacTBo no nogkntoueHutro IP-kamepbl BS360RZQ -
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O60py,£l,OBaHVIe AOJDKHO noakKn4aTtbCA B CTPOroM COOTBETCTBMM C HA3HA4YeHneM 1 TUNnom

YyCTaHOBNEHHbIX UHTEPGENCOB.

B10. MapaHTuitHbIe 06sA3aTenbCTBA

OO0 «HIMN «beeapa» He rapaHTupyeT, 4YTOo obopyaoBaHme GygeT paboTaTb OOMMKHbLIM
06pa3om B pasnumyHbiX KOHUrypaumsax n obrnactax NpUMMEHEHUs, U He AaeT HUKAKOW rapaHTum,
yTo obopynoBaHme obs3aTenbHO OyoeT paboTaTb B COOTBETCTBUM C OXUOAHMSMU KIMEHTa Npwu
€ro NpMMeEHEeHUN B crneunguyecknx Lensx.

OO0 «HIMMN «beBapa» He HeceT OTBETCTBEHHOCTM NO rapaHTUHbIM 0bsi3aTenbCTBaM Npu
NOBPEXOEHUN BHELWHUX WHTepdencoB obopyaoBaHusA (CeTeBblX, TeNeOHHbIX, KOHCOSMbHbIX W
T.N.) U camoro obopyaoBaHWSA, BO3HUKLLEM B pe3ynbTaTe:

a) HecobntogeHnst NpaBuI TPAHCNOPTUPOBKM M YCINOBUIN XPaHEHWS;

6) bopc-MaxKOpHbIX OBCTOSATENBLCTB (TAKMUX Kak NoXap, HABOAHEHWE, 3eMMEeTPACEHME U Ap.);

B) HApPYLLUEHUS TEXHUYECKNX TpebOoBaHM MO pa3MeLLEHMIO, NOAKMOYEHNIO U SKCMyaTaumm;

) HENpPaBUITbHbIX ENCTBUIA NPU NEPEnpPOLLNBKE;

[) NCNonb30BaHNS He NO Ha3HaAYeHWIo;

€) MEeXaHUYECKUX, TEePMUYECKMX, XMMUYECKMX W WHbIX BUAOB BO3OEWCTBUM, €CNU UX
napameTpbl BbIXOAAT 3@ pPaMKM OOMYCTUMbIX SKCMNyaTauMOHHbIX XapaKTepucTuk, nmbo He
npegycMOTPEHbl TEXHMYECKON crieumdmKaumen Ha gaHHoe obopyaoBaHue;

X) BO3OEWNCTBMSA BbICOKOTO HanpshkeHus (yoap MOSHMKM, CTaTU4ecKoe 3NeKTpU4YecTBO W

T.M.).

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360RZQ
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MpunoxeHue C. MNMpaBa n noaaepxka

C1. ToproBas mapka

Copyright © BEWARD 2015.

HekoTopble nNyHKTbl HacToswero PykoBOACTBa, a Takke pasfenbl MeHIo ynpasneHus
o6opynoBaHusi MOryT BbITb U3MeHeHbl 6e3 NpeaBapUTENBHOTO YBEAOMIEHUS.

BEWARD gasnsetca 3apernctpmpoBaHHon Toproson mapkon OOO «HIMIM «besapa». Bece

OCTarlbHble TOProBble MapKn nNnpunHaaneXxat nx snagenbuam.

C2. OrpaHn4eHne OTBETCTBEHHOCTU

00O «HIMM «beapg» He rapaHTMpyeT, 4TO annapaTtHble cpeacTBa byayTt paboTatb
OOIMKHBIM 0O6pa3oM BO BCEX cpedax M MPUMOXEHUsX, U He OaeT rapaHTMn U NpeacTaBleHUun,
noapasymeBaeMblX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboumx XapakTepucTuk, Wnu
paboTocnocobHOCTM MNpu uMcnonb3oBaHuu B creumdmyecknx uensax. OO0 «HIMIM «beeapo»
NPUNoXnno Bce ycunusg, 4tobbl caenatb 370 PykoBOACTBO MO akcnnyaTaunm Hanbonee TOYHbIM U
nonHbiM. OO0 «HIIM «beBapg» oTKasbiBaeTCs OT OTBETCTBEHHOCTU 3a NHOObLlIe onevaTkn unm
NpOonycKu, KOTopble, BO3MOXHO, MPOM30LLAN NPU HanMcaHum gaHHoro PykoBoacTea.

MHdopmauusa B ntobon yactu PykoBogcTBa nNo aKcniyataumm U3MEHAETCA M OOMOSTHAETCS
OO0 «HIMN «beBapa» 6e3 npegpaputenbHoro yeegomnenuns. OO0 «HIMIM «beBapa» He Gepet
Ha cebs HMKAKON OTBETCTBEHHOCTM 3a Ntobble NOrpeLlHOCTH, KOTOpble MOTyT COAepXaTbCA B 9TOM
Pykoeogctee. OO0 «HIIM «beBapa» He 6epeT Ha cebst OTBETCTBEHHOCTM U HE OAET rapaHTui B
BbiMycke OOHOBMEHUA UMM COXPAHEHUN HEU3MEHHOW KakoW-rMbo WHgOpmMaLMM B HACTOSLEM
PykoBoacTtBe no akcnnyaTauumn, U ocTaBnsieT 3a cobon NpaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBoacTtBo w/unu B usgenus, onucaHHble B Hem, B ntoboe Bpemsi 6e3 npenBapuTenibHOro
yBegomMmnenus. Ecnn Bbl obHapyxute B 3TOM PykoBoACTBE MHGOPMaUMiO, KOTopasa siBNSeTcs
HenNpaBWUMNbHOM WU  HENOSIHOW, WM BBOAWUT B 3abnyxaeHwe, ™Mbl Oygem Bam kpaiiHe

NnpuU3HaTesibHbl 3a Bawmu KOMMEHTapun n npeanoxXeHunA.

C3. NMpenynpexaeHna FCC

3710 0bopyaoBaHne ObINO NPOTECTMPOBAHO W MPU3HAHO YAOBMETBOPSAOWMM TpeboBaHNSAM
NoNoXeHUss O LUPOBLIX YCTPOWCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 T[lpasun
depepanbHon komuccum no ceasm (FCC). Otn orpaHmdeHus Obinv paspaboTaHbl B LEnsx
obecneyeHns 3aWwmuTbl OT BPEAHbIX MOMEX, KOTOpble MOryT BO3HMKATb NPWU MCMOSb30BaHUN
obopyaoBaHNa B KOMMepYeECKUX Lenax. OTo obopygoBaHMe MOXeT u3ny4vaTb, FreHepupoBaTb U
NCNonNb3oBaTb JHEPruio B paguovacToTHOM AuanasoHe. Ecnm ganHHoe obopypoBaHue 6yger
yCTaHOBIIEHO W/unn BygeT Mcnonb3oBaTbCA C OTKNOHEHMAMM OT HacTosawero PykoBoacTtsa, OHO

MOXeT OKa3biBaTb BpegHoe BO3OENCTBME Ha KayeCcTBO pagunoceA3n, a npu yctaHoOBKE B KUMOoN

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360RZQ
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30He, BO3MOXHO, — Ha 3[40poBbe ntoaen. B aTtom crnyyae Bnageney 6yanet o6si3aH ucnpasnsTb

nocneacTesns Bpe4HOro BO34eNCTBUS 3@ CBOWN CYET.

C4. NpepnynpexaeHne CE
OTO yCTPOMCTBO MOXET BbI3blBaTb PaAMONOMEXN BO BHELLHEM OKpYXeHun. B aTom cnyyae

nonb3oBaTesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYIOLLNE MEPBbI.

C5. NMoppepxka
Ona nHpopmaumm OTHOCUTENBHO CepBUCa W MOAAEPXKKW, MOXanymnucta, CBSXXUTECh C
cepBucHbiM LeHTpom OO0 «HIM «beBapa». KoHTakTHble AaHHble Bbl MOXeTe HanTh Ha canTe

http://www.beward.ru/.

Mepen obpaiieHnem B cnyxby TexHUYecKon noadepXKW, noxanywucta, NOAroToBbTe
cnenyoLyo MHopMaLumio:

e To4yHoe HammeHoBaHue un IP-agpec Bawero obopygoBaHusi (B crnyyae npuvobpeTeHus
IP-o6opyaoBaHus), gaTa NOKYMKu.

o Coo0OLieHuns 06 owmnbkax, KOTopble NOABMASIINCL C MOMEHTA BO3HUKHOBEHUSA NPOOneMbI.

e Bepcua npowuBkM WM 4epe3d kakoe obopydoBaHwe paboTano yCTPOWCTBO, Korga
BO3HMKMNa npobnema.

e [lponsBegeHHble Bamn gencteusa (No waram), npegnpuHaTble Ans CaMOCTOSATENbHOro
peLleHus npobnemsi.

e CKPVHLLOTBI HACTPOEK 1 NapaMeTpbl NOAKNIOYEHNS.

Yem nonHee GypeT npeactaeneHHas Bamu uHdopmauums, Tem OGbicTpee crneumanucTbl

CEPBUCHOIO LUeHTpa CMOryT noMo4b Bam pewnTb npo6neMy.

PykosoacTBo no nogkntoueHutro IP-kamepbl BS360RZQ -
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Mpunoxenune D. Mnoccapun

3GP - mynbTUMeannHbI KOHTENHep, onpeaendembln NapTHEpckMM [NpoekTom TpeTbero
nokonenus (Third Generation Partnership Project (3GPP) ons mynetumeannHbeix cnyx6 3G UMTS.
MHorvne coBpemMeHHble MOOUNbHblE TenedgOoHbl MMET (PYHKUMM 3anucu 1M NpocMoTpa ayaumo u

Bugeo B hopmate 3GP.

ActiveX — 370 cTaHgapT, KOTOpbIM paspeLlaeT KOMMNOHEHTaM NPOrpamMmmMHOro obecneveHus
B3aMMOLENCTBOBaTL B CETEeBOW cpefe He3aBUCUMO OT $3blka(-0B), MCMOMb3yeMoro Ansd ux
co3gaHus. BebG-6paysepbl MOryT ynpaBnsiTb anemeHTamu ynpasneHus ActiveX, OoKymeHTamu
ActiveX wn cueHapusammn ActiveX. OnemeHTbl ynpaeneHus ActiveX 4acTto 3arpyxawtca U
WHCTanNNMpyrTCa aBTOMaTMYECKN, Kak 3anpawuvBaembl. Cama no cebe gaHHasi TEXHONOrMa He
ABNSAETCH KpoccnnaTtgopMeHHOM 1 noaaepXxmBaeTcsa B NoSIHOM o6beme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummerpnyHaa uudpoBas
aboHeHTCKass NWHUA) — MOAEMHas TExXHONorus, npesBpalallas aHanoroBble CuUrHasnbl,
nepegaBaemMble MOCPEACTBOM CTaHAAPTHOW TeNedOHHON NHUN, B LMdPOBbIE CUrHanbl (nakeTbl

[AaHHbIX), NO3BOSISIS BO BpeMsi paboTbl coBepLuaTh 3BOHKM.

Angle / Yron o630pa — 370 yron, KOTOpbIN 06pasytoT Nyyn, COeauMHAIOWNE 3a0HIOK TOYKY
obbekTMBa 1 gmaroHanb Kagpa. Yron 3peHus nokasbiBaeT CbeMOYHOE pacCTOsiHME U Yalle BCero
BblpaxxaeTca B rpagycax. OOblMHO yron 3peHust u3MepseTcss Ha nuH3e, (POKYC KOTOpOu
yCTaHOBIeH B 6eCKOHeYHOCTb. B 3aBMCMMOCTM OT yrna 3peHusi, o6bekTuBbl AENST Ha Tpu Tuna:
LUMPOKOYrOfbHble, HOPMaribHble N ANUHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yallle BCEro Ucnornb3ylTea Ans naHopamMHOro HabnwaeHus, yron 3peHnst coctaBnsaeT 75 rpagycos
n Gonblwe. HopmanbHble 0ObEKTUBLI MMEKT yron 3peHus oT 45 go 65 rpagycoB. Yron 3peHus

ANMHHOGOKYyCHOro o6bekTuea coctasnseT 30 rpagycos.

ARP (Address Resolution Protocol / [lpotokon onpeapeneHna appeca) -—
NCNONb3YIOLWMINCA B KOMMbIOTEPHbLIX CETAX MNPOTOKOST HM3KOr0 YPOBHS, NpeaHasHayYeHHbIn Ons
onpegenenns agpeca kaHanbHOro ypoBHs N0 N3BECTHOMY apecy CeTeBOro ypoBHs. HanbonbLuee
pacnpocTpaHeHe 3TOT NPOTOKOM nonyymn Grnarogapsa NoBCceMeCTHOCTM ceTen |P, noCTpOeHHbIX
nosepx Ethernet. 3TtoT npoTtokon wucnonb3dyetca gns ceasm IP-agpeca ¢ MAC-agpecom
ycTponcTea. 1o nokanbHOW ceTu TpaHcnuMpyeTcs 3anpoc gns noucka yana ¢ MAC-agpecowm,

cooTBeTcTBYIOWMUM IP-agpecy.

Aspect ratio /| ®PopmaTt 3kpaHa — 370 popmaTHOE OTHOLLUEHME LUMPUHBI K BbICOTE KaZpoB.
O6wwmn copmat kagpa, WCNOMb3yeMbl ANS  TENEeBU3MOHHbIX 3KPaHOB U KOMMbHOTEPHbIX
MOHUTOpPOB, cocTasnseT 4:3. TenesnaeHue Bbicokon YyeTkocTn (HDTV) ncnonesyet popmat kagpa
16:9.
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Authentication / AyteHTudmkauma — nposepka nNpuUHALMEXHOCTU CyObEKTy AocTyna

npeabsBNEeHHOro UM  MaeHTUdUKaTopa; noareepxaeHne nognuHHocTn. OavH 13 cnocobos
ayTeHTU(MKauMm B KOMMNbIOTEPHOW CUCTEME COCTOMT BO BBOAE Ballero nofib30BaTenbCKOro
naeHtTndurkaTopa, B NPOCTOPEYUN HasbiBAEMOro «formHom» (login — perucrpaunoHHoe ums
nonb3oBaTtensd) W Napond — HEKOW KoHduaeHUManbHOW WHGOPpMauMM, 3HaHME KOTOpOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcoM. NonyymB BBEAEHHbIV NOMb3oBaTeNeM JIOrvH
N Naponb, KOMMbIOTEP CPaBHUBAET MX CO 3HAYEHMEM, KOTOPOE XpaHUTCA B cneuuanbHou 6ase

OaHHbIX, KU, B Clly4ae coBnageHus, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris /| AP[] (ABTOperynupyemasa anacparma) — aT0 aBTomaTU4eckoe perynmposaHme
BENUYMHbI AnadpparmMbl ANA  KOHTPOMSA KONMYecTBa CBeTa, Mnonajatowero Ha matpuuy.
CyuwectByeT OBa BapuwaHTa aBToMaTudeckon perynuposku auvadpparmbl: Direct Drive n Video

Drive.

Biterate / ButpenTt (CkopocTb nepeaaymn AaHHbIX) — OyKBanbHO, CKOPOCTb NPOXOXAEHWUS
6uToB MHOpMaUnN. BUTpenT NpMHATO MCNonb3oBaTb MpU M3MepPeHUn 3APdOEKTUBHON CKOPOCTU
nepegayn mvHoOpmMauun Mo KaHamny, TO eCTb CKOPOCTW nepefadn «nones3Horm WHgopmaumm»

(mMoMMMO TakoBOW, MO KaHaNy MOXET nepedaBaTtbcs crnyxebHasi MHdopmMauuns).

BLC (Back Light Compensation / KomneHcauna ¢oHOBOM 3acBeTKM, KOMMEeHcauus
3agHero cBeTa). TUMWMYHLIA NPUMEP HEOOXOAMMOCTU WUCMONb30BaHMUSA: YErnoBeK Ha (DOHe OKHa.
ONEKTPOHHbIN 3aTBOP KaMepbl OTpabaTbiBaeT MHTErparnbHyto, T.e. OOLLYH OCBELLEHHOCTb CLEHbI,
«BNOUMOM» Kamepon 4yepe3 obbekTMB. COOTBETCTBEHHO, Manasa durypa 4erioBeka Ha GonbLIOM

.

CBETNIOM (pOHE OKHa BbINbLETCHA B UTOre "3acBeTkon" BCcen kapTUHKK. BknoyeHne dyHkumm «BLC»

MOXeT B MOAOBHbIX chny4daax ncnpaBuTb pa60Ty aBTOMATUKN KaMepbl.

Bonjour — npoTokon aBTomMaTnyeckoro obHapyxeHusi cepBmcoB (cryx6), ncnonb3yembin B
onepaumoHHon cucteme Mac OS X, HaumHasa ¢ Bepcun 10.2. Cnyx6a Bonjour npegHasHavyaeTcs
ANS MCNONb30BaHMs B NOKanbHbIX CETSAX U UCMONb3yeT cBedeHus (3anucu) B crnyxbe AOMEHHbIX
umMéH (DNS) ons obHapyXeHust Opyrnmx KOMMbIOTEPOB, PABHO Kak M WHbIX CETEBbIX YCTPOWCTB

(Hanprmep, NPUHTEPOB) B BnvkaneM CETEBOM OKPYXKEHUMN.

CIDR / BecknaccoBasi agpecauus (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meToa IP-agpecaunn, no3sondaoLwLmin rmbko ynpaenaTbe NpocTpaHcTBOM IP-agpecoB, He ncnonb3ys
XECTKME paMKu KnaccoBon agpecauuun. Mcnonb3oBaHWe 3TOr0 MeToda MO3BOMSET 3KOHOMHO
ncnonb3oBaTb OrpaHuYeHHbIn pecypc IP-agpecoB, NOCKObKY BO3MOXHO MPUMEHEHNE pasfnnyHbIX

MacoK NnoaceTen K pas3nnyHbiM NoaceTAM.

CCD / N3C-maTpunua — 370 CBETOYYBCTBUTESNbHBIA 3NEMEHT, NCNOMNb3YHOLNNCS BO MHOIMX

LUMGPOBLIX Kamepax U NpeacTaBnsioWmnii cobor KpyrnHYy MHTErpanbHyl0 CXemy, COCTOSILLY U3
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COTEH TbICAY 3apsidoB (NUKcenewn), Kotopble NpeobpasyloT CBETOBYH SHEPIMKO B 3NEKTPOHHbIE

curHanbl. Pasamep matpuubl MoxeT coctaBnate 1/4", 1/3", 1/2" nnn 2/3".

CGl (EpyHbin  wno30BbIM  UHTepdenc) — cneuudomkauus, onpegensawowas
B3aumopgenctene web-cepsepa c gpyrumm CGl-nporpammamn. Hanpumep, HTML-ctpaHuua,

cogepawasn dopmy, MoxeT ucnonb3osaTtb CGl-nporpammy ansg o6paboTkmn AaHHbIX HOPMbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIn
MeTanIoOKCUAHbIA MNONYNPOBOAHUK) — 3TO LUMPOKO WCNONb3yeMbl TUM MNONYyNPOBOAHMKA,
KOTOPbIA WUCMNONb3YeT Kak OTpuUaTenbHyl0, TaK W MNOMOXUTENbHYK 3NEKTPUYECKYo Lenb.
lMockonbKy TONbKO Of4HA M3 3TUX TUMOB Lienein MOXeT OblTb BKOYeHa B Noboe aaHHOE Bpemsi, TO
Mukpocxembl KMOIlMa noTpebnsatoT MeHbLUe 3NIEKTPOIHEPTMK, YEM MUKPOCXEMBbI, MCNONb3yoLme
TONbKO OAMH TUN TpaH3aucTopa. Takke aatyunkm nsobpaxeHns KMOIT B HEKOTOPbLIX MUKPOCXEMaXx
cogepxart cxembl 06paboTkM, O4HAKO 3TO MPEUMYLLECTBO HEBO3MOXHO ucnonb3oBaTtb ¢ lM3C-

OaT4nKaMu, KOTopble ABITAIOTCA TaKKe Oonee OopormMmmn B npon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsemasa nns
Ha3Ha4yeHNs1 MOCTOSIHHOrO AOMEHHOrO UMEHN YCTPOMCTBY (KOMMNbIOTEPY, CETEBOMY HaKOMUTEMIO) C
AOnHamunyeckum IP-agpecom. 310 MoxeT 6biTh IP-agpec, nonyyeHHbin no DHCP vnun no IPCP B
PPP-coeanHeHnusx (Hanpumep, nNpu ydanéHHOM QocTyne 4depe3 mogem). [dpyrme maluHbl B

NHTepHeTe MoryT ycTaHaBnMBaTb COeAMHEHNEe C 3TON MaLUMHOW MO JOMEHHOMY UMEHM.

DHCP (Dynamic Host Configuration Protocol / [lpotokon AauHamu4yeckomn
KOHdUrypaumm ysmna) — 3T0 CEeTEBOM MPOTOKOS1, MO3BOMSIOWINA KOMMbIOTEPAM aBTOMAaTU4ECKU
nonyyatb IP-agpec v gpyrve napametpsbl, Heobxoaumble ana pabotbl B cetn TCP/IP. [JaHHbIN
npotokon paboTtaeT no Mogenu «KNMeHT-cepBep». [ns aBTOMAaTMYECKOW KOHUrypaumm
KOMMbIOTEP-KNNEHT Ha 3Tane KoHdurypauum ceTeBoro YycTpoucTBa obpaiwjaetca K Tak

Ha3biBaemomy cepepy DHCP v nonyyaeT OT Hero HyXHble napameTpbl.

DHCP-cepBep — 9TO nporpamma, KoTopasi HasHadaeT knueHtam IP-agpeca BHyTpu
3a[laHHOro AmvanasoHa Ha onpeferieHHbl nepuoa BpeMeHu. [aHHyl YHKUUIO NOAAEepKMBaAOT

NnpakTn4eckn BCe COBPEMEHHbIE MapLUPYTU3aTOPbI.

Digital Zoom / LiucpoBoe yBenuyeHme — 310 yBenuyeHve pasamepa kagpa He 3a cyet
ONTKKKU, A C MOMOLLbIO KagpupoBaHUSA NOMAYyYEHHOro ¢ MaTpubl n3obpaxeHns. Kamepa Huyero He
yBENUUMBAET, a TOSMbKO BbIpe3aeT HYXHYD 4acTb M300paxeHuss U pacTarmBaeTr ee Ao

nepBOHaYanbHOro paspeLLeHus.

Domain Server / CepBep AOMEHHbIX UMEH — TaKkKke AOMEHbI MOTYyT BbITb UCMOMb30BaHbI
opraHuMsaumsiMpn, KoTopble XOTAT LEHTpanu3oBaHHO YNpaBnsTb CBOMMM KOMMbkOTEpamun (Ha
KOTOPbIX YCTaHOBMNEHbI onepaunoHHble cuctembl Windows). Kaxabii nonb3oBaTtenb B pamMkax

[IOMeHa Mofy4YaeT Y4YeTHyl 3anucb, koTopas OObIYHO paspeluaeT 3aperucTpuposaTbcs U
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ncrnonb3oBaTtb NOOON KOMMbIOTEP B AOMEHE, XOTsi OQHOBPEMEHHO Ha KOMMbIOTEP MOryT ObiTb

HanoXeHbl  orpaHuyeHusi. CepBepoM [OOMEHHbIX WMEH SBNsSieTCs  cepBep, KOTOpbIN

ayTeHTMdMUMPYET NoSib3oBaTenen B CETU.

Ethernet — nakeTHas TexHonorusi nepedayn AaHHbIX MPEVMYLLLECTBEHHO B JOKamnbHbIX
koMnbloTepHbIX ceTax. CraHgaptel Ethernet onpepensioT npoBodHble coeAuHEHUs U
SMNeKTPUYECKME CUrHanbl Ha PU3NYECKOM YpOBHEe, POpMaT KagpoB W MPOTOKOMbl YynpaBneHus

OOCTYMNOM K cpefie — Ha kaHarnbHOM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne yctaHOBKM MO YMOM4YaHUIO — 3TO YCTAHOBKW,
KOTOpble M3Ha4anbHO UCNONb30BaHbI A5 YCTPOWUCTBA, KOrga OHO OTrpykaeTcs C 3aBoa B NepBbi
pa3. Ecnu BO3HUKHET HEOOXOAUMOCTbL NepeyCcTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
no ymMonyaHuo, TO aTa (OYHKUMA NpuMeHMMa ansa G60nblUMHCTBA YCTPOWCTB, M OHA MOSIHOCTLIO

nepeycraHasnnBaeT nobble YCTaHOBKU, KOTOPbIE ObINY N3MEHEHbI Nofb30oBaTENEM.

Firewall / Bpangmayap — GpaHamayap (MexceTeBoKn 3kpaH) paboTaeT Kak 6apbep mexay
ceTaAMM, HanpuMmep, Mexay fokanbHou ceTbio U NHTepHeToM. BpaHamayap rapaHTupyeT, 4To
TONbKO 3aperncTpmMpoBaHHbLIM Nonb3oBaTensMm OyaeT paspelueH JOCTyn U3 OAHOW CeTU B APYryto
ceTb. bpaHamayaspom mMoxeT 6bITb MporpaMmHoe obecneveHne, paboTtarollee Ha KOMMNbIOTEpE,

nnm 6paHamayapomM MoxeT OblTb aBTOHOMHOE anmnapaTHOe YCTPOMCTBO.

Focal length / ®okycHoe paccTtosiHne — wusmepsiemMoe B MUINUMETpax ¢OKyCHoe
paccTtosHne o6 beKTMBA Kamepbl, onpegensitowee LWMPUHY ropM3oHTanbHON 30HbI 0630pa, KoTopoe
B CBOI ouvepedpb m3mepsdeTtcsa B rpagycax. Onpenensaercsa Kak pacCToaHMe OT NepeaHen rmaBHOM
TOYKM OO nepegHero gokyca (ana nepegHero OKyCHOIO pacCTOSHMSA) U KaK pacCTosiHue oT
3aHen rmaBHOW TOYKM A0 3agHero ¢hokyca (ans 3agHero oKycHoro pacctosHus). Mpu atom, noa
rMaBHbIMM TOYKaMW MOAPa3yMEBAKTCA TOYKM MepecedeHns nepegHen (3agHen) rraBHOM

MITOCKOCTU C ONTUYECKON OChbIO.

Fps / KappoBas 4actota — KONMYECTBO KagpoB, KOTOPOE BMAaeocucteMa (KoMnbtoTepHas

urpa, Tenesusop, DVD-nneep, Buaeodann) BblAaéT B CEKyHAY.

Frame / Kagp — kagpom saBnseTtca nonHoe BuaeousobpaxeHune. B ¢dopmate 2:1
4YyepeccTpoyHon  paseépTkn uHTepdenca RS-170 u B opmatax MexagyHapoaHoro
KOHCYNbTaTMBHOIO KOMUTETA NO paguoBELLaHuIo, Kagp cos3daeTcs M3 ABYX OTAerNbHbIX obnacrten
NIMHUI YepeccTpodHOn pa3BepTkn 262.5 nnn 312.5 Ha vactote 60 mnm 50 'y gns Toro, 4ToObLI
chopmupoBaTtb MOMHbBIA Kagp, KOTOpbIi 0ToBpasntca Ha akpaHe Ha yactote 30 wnm 25 My, B
BMgeokamepax C MNPOrpecCMBHOM pPa3BEPTKOM KaxObl Kagp CKaHMPYeTCd MOCTPOYHO U He

SBIISAETCS YepeCcCTPOUHbIM; BOMNbLUMHCTBO M3 HUX oToBpaxaeTcsa Ha 4YacTtote 30 n 25 .

FTP (File Transfer Protocol / [lpotokon nepepaun ¢pannoB) — 3TO MNPOTOKOS

NPUoXeHUs, KOTOpbIM ucnonb3dyet Habop npotokonoB TCP / IP. OH ucnonb3yetcd, 4ToObI
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obmeHuBaeTca dannammn  Mexay KomnbtoTepamu/yctponcteamm B cetu. FTP  nossonsiet

noaknodaTbes K cepsepam FTP, npocmaTtpmBaTb COAEPKMMOE KaTanoros 1 3arpyxatb ansbl
cepBepa unn Ha cepsep. lNpoTtokon FTP oTHocUTCA K NpOTOKONaMm MpUKNagHoOro ypoBHS U Ans
nepegayn gaHHbIX UCNONb3yeT TpaHCNopTHLIM NpoTtokon TCP. KomaHnabl n gaHHble, B OTNMYMe OT
BonbLlIMHCTBA APYrMX NPOTOKOMOB nepedarnTcs no pasHbiM noptam. [opt 20, oTKpblBaeMbl Ha
CTOPOHEe cepBepa, UCnonb3yeTcsa Ang nepegayun aaHHblX, NnopTt 21 - ana nepegayv komada. MNopt

Ona npunemMa gaHHbIX KIMMEHTOM onpeaendaeTcda B Anarore corjfiacoBaHuA.

Full-duplex / MonHbIn Aaynnekc — nNOnHbIA Oynnekc npeacraensier cobon nepepady
OaHHbIX OOHOBPEMEHHO B OBYX HanpasneHudax. B cucteme 3ByKOBOCNPOU3BEAEHUA 3TO MOXHO
onucaTb, Hanpumep, TenedOoHHbIMU cUcTeMamu. Takke nonyaynnekcHas cBs3b obecneuvvBaeT

OBYXCTOPOHHKOK CBA3b, HO TOJIbKO B O4HOM HanpasJlieHNN 3a OOMH pas.

G.711 — craHgapT gna npeacraeneHus 8-6utHonm komnpeccun PCM (MKM) curHana c
yactoton pguckpeTtusaumm 8000 kagpos/cekyHay u 8 6ut/kagp. Takmm obpasom, G.711 kogek

co37aéT noTok 64 Kout/c.

Gain / KoachcdmumeHT ycuneHmsa — KoadpUUNEHTOM YyCUNEHUs SBMSETCS KO PUUNEHT
YCUNEHNS W 3KCTEeHTa, B KOTOPOM aHanoroBbli YCUNUTENb YCUNMBAET Cuny curHana.
KoadhdmumeHThl ycuneHms 06blMHO BbipaXatoTcsi B eanHunbax molwHocTu. Jeunben (ob) sensetca

Hanbonee ynoTpebutenbHbIM CNOCOO0M ANs1 UBMEPEHNS YCUINEHNST YCUNUTENA.

Gateway / MexceTeBOM LWIKO3 — MEXCETEBbIM LUMIO30OM SBISIETCS CETb, KOTOpas
OENCTBYeT B KAYeCcTBe TOYKM BXxoda B ApYyryto ceTb. Hanpumep, B KopnopaTMBHOW CETU, cepsep
KOMNbIOTEpPA, OENCTBYIOLLMA B KayeCcTBe MEXCETEeBOro LUM3a, 3a4acTylo Takke OeWCTBYeT U B
KayecTBe MpOKCU-CepBepa U cepBepa CeTeBOMW 3almnTbl. MexceTeBOW LUM03 YacTo CBSA3aH Kak C
MapLLPYTM3aTOPOM, KOTOPbIN pacrno3HaeT, KyAa HanpaBnAaTh NakeT AaHHbIX, KOTOPbIA NPUXoauT B
MEXCETEeBOW LUM3, TaK 1 KOMMYTaTOPOM, KOTOPbIN NpPeaoCcTaBnseT UCTUHHBLIN MaplpyT B U U3

MeXCeTeBOro Lnk3a anda gaHHoro naketa.

H.264 — 370 mMexayHapoOHbI cTaHA4apT KOAMPOBaHUS ayauo 1 BMAeo, (Apyroe HasBaHue
'MPEG-4 part 10' unu AVC (Advanced Video Coding)). [laHHbI cTaHOapT coOaepXuT pag HOBbIX
BO3MOXHOCTEMN, MO3BONAIOLWMX 3HAYUTENBLHO MOBbLICUTL 3(PEEKTUBHOCTL CXKaTua BUOEO MO
cpaBHeHuto ¢ bonee paHHuUmMu ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
BonbLUy MMBKOCTL NPUMEHEHNS B pa3HOObpasHbIX ceTeBbIX cpedax. Mcnonb3yetcsa B LMPOBOM

TenesngeHun Bbicokoro paspewerus (HDTV) n Bo MHOrux apyrmux obnacrsax umdpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / MpoTokon nepeaayn runeprekcra) — 310 Habop
npasun no obmeHy annamu (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- U APYrMMU

MynbTumMegma cavnamm) B cetu. lNpoTtokon HTTP sBnsetca npoTOKONOM BbICLLErO YPOBHSA B
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cemenctee npotokonoB TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaeTtcd 0O NOfyyYeHus

noateepXxXaeHma o ero npaBniibHOM npuneme.

HTTPS (Hypertext Transfer Protocol Secure / 3awuwéHHbIN NPOTOKON nepegavun
rmneprekcra) — pacwupeHne npotokona HTTP, noggoepxmBatowee wudpoBaHue. [daHHble,
nepegaBaemble no npotokony HTTP, «ynakoBbiBaloTCcA» B KpunTtorpadmyeckmii npotokon SSL
unu TLS, Tem cambiM obecnevnBaeTcs 3awmTta 3TuxX gaHHblx. B otnnume ot HTTP, ana HTTPS no

ymonyanuio ucnonsdyetcs TCP-nopt 443.

Hub / CeTeBOW KOHLEHTPATOP - CETEBOMN KOHLEHTPATOP UCNONb3YeTCs ANSA NOAKTYEHNS
MHOMOYMCMEHHbIX YCTPONCTB K ceTn. CeTeBOM KOHLIEHTpATOp nepeaaeT BCe AaHHble B YCTPOWCTBA,
NOAKMYEHHbIE K HEMY, TOrAa Kak KOMMYTaToOp TOSbKO nepedaeT AaHHble B YCTPOMCTBO, KOTOpoe

cneuwnanbHO npeaHa3Ha4vyeHo a4 Hero.

ICMP (Internet Control Message Protocol / MexceTeBOW NMPOTOKON ynpaBnsitOLWMUX
coob6LweHun) — ceTeBon NPOTOKOS, BXoasawmn B ctek npotokonos TCP/IP. B ocHoBHom ICMP
ncnonb3yetcs Ans nepegaydn coobuieHnin o6 owmbkax U ApPYrux UCKNIOYUTENbHbBIX CUTyauusx,
BO3HUKLLMX MpU Nepeaade AaHHbIX, Hanpumep, 3anpalmnBaemMas ycnyra HegocTynHa unn XocT unum

MapLLIpyTM3aTop He OTBeYaloT.

IEEE 802.11 / Cranpapt IEEE 802.11 — 370 ceMencTBO cTaHAapToB AN 6ecnpoBOAHbIX
nokanbHbix ceten. CtaHgapt 802.11 nogoepxmBaeT nepedadvy AaHHbIX Ha ckopoctn 1 wnm 2
M6uT/cek Ha nonoce 2.4 [Tu. Crangapt xe 802.11b 3agaeT ckopocTb nepedadn gaHHbix 11
M6wuT/cek Ha nonoce 2.4 [Ty, B TO BpeMsa kak ctaHgapTt 802.11a no3BonsdeT 3agaTb CKOPOCTb A0

54 MowuT/cek. Ha nonoce 5 L.

Interlaced video / YepeccTpouyHasa pas3BepTKa — 3TO BMOEO3aNMCb CO CKOPOCTbioO 50
n3obpaxeHnn (HasbiBaeMbIX NONAMUN) B CEKYHAY, U3 KOTOPbIX Kaxable 2 nocrneaoBaTeNbHbIX Nons
(nonykagpa) 3atem ob6beauHsitoTcs B 1 kagp. YepeccTtpoyHasi pasBepTka 6bina paspabotaHa
MHOrO feT Ha3azj Ans aHanoroBoro TeneBnaeHUs U 40 CUX Mop WMPOKO npumeHsieTcs. OHa gaet
Xopowmne pesynbTaTbl NPU NPOCMOTPE ABWXKEHWUsI B CTaHOAPTHOM M300paXkeHun, XOoTs Bcerga

CYLLECTBYET HEKOTOPOE UCKaXXEHNE N300paKeHUs!.

Internet Explorer (IE) — cepus GpaysepoB, paspabaTbiBaemasa kopnopauunen Microsoft ¢
1995 roga. Bxoant B KOMMMEKT onepaunoHHbix cuctem cemencrtea Windows. AsnseTtcsa Hanbonee

LLUMPOKO MCMNonb3yemMbiM Beb-6pay3epom.

IP 66 (Ingress Protection) — 310 cTaHgapT 3awmTbl 060pya0OBaHUA, KOTOPbLIA ONUCLIBAET
nbine- u BRaro- 3awuTty kamepbl BugeoHabnwogeHus. lMNepeas umdpa obo3HavaeT ypoOBEHb
3aWmMThl OT NonagaHna TBEpPAbIX YacTuy (Hanpumep, umdpa 6 o6o3Ha4YaeT NOSHOE UCKIKYEHME

nonagaHus nbinun). Btopasi uudpa ob6o3HayaeT ypoBeHb 3aluTbl OT MONafaHus >XUOKOCTEN
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(Hanpumep, umdpa 6 obosHavyaeT GesynpeyHy paboTy Kamepbl NpU BO3SENCTBMM MACCUBHbIX

BOAAHbLIX MOTOKOB BOAbI NN Bpe€MEeHHOM 06nvn3ava|.)

IP-kamepa — undpoBas Bugeokamepa, OCOOEHHOCTbIO KOTOPOW $BMSAETCA nepegada

BugeonoToka B undgposom dpopmaTte no cetn Ethernet, ncnonsaytowwen npotokon IP.

JPEG (Joint Photographic Experts Group / CrtaHgapt O6beguHeHHOM rpynnbl
3KcneptoB B obnactu cotorpachmn) — oamH M3 NONyNsiPHbIX rpadouyeckux opmaTos,
NPUMEHSIEMbIN ONs1 XpaHeHMs1 OTOM3006pakeHnn N NogobHbIX UM n3obpaxkeHuin. Mpu cozpaHum
n3obpaxerma JPEG nmeeTcsi BOBMOXXHOCTb HACTPOWMKM UCMONb3YyeEMOro kKoddduumeHTa cxaTus.
Tak kak npu OGonee HU3KOM KOIPUUMEHTE CXaTua (T.e. CaMOM BbICOKOM KayecTBe)
yBenuunBaeTca obbem banna, cywecTByeT BblIOOp MeXay KayecTBOM M3obpaxeHusa n obbemom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — 310 Mepa namepeHus CKOpoCTM NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOT0p017| onpeaeneHHoe Konn4ectBo outoB npoxoaaT 3adaHHY0 TOYKY.

LAN (Local Area Network / JlokanbHasa Bbl4UCNUTENbHAsA CeTb) — KOMMNbIOTEPHAs CETb,
nokpbIBatoLas 00bIYHO OTHOCUTENBHO HEGONbLUYIO TEPPUTOPUIO NN HEOOMbLUYIO TPpyNny 34aHWN

(aom, odouc, bmpmy, MHCTUTYT), TO ECTb ONpPeaEeNeHHYI0 reorpadunyeckyto 30Hy.

Lux / Jllokc — eguHuua namepeHus ocsellleHHocTU. OnpeaensieTcss Kak OCBELLEHHOCTb
MOBEPXHOCTU Mrowaabio 1 KB.M. CBETOBbIM NOToKkOoM 1 noMeH. McnonbayeTcs ans o6o3HavYeHus

YyBCTBUTEJIbBHOCTU KaMep.

MAC-agpec (Media Access Control address / AnnapaTtHbi agpec ycTpoMcTBa) — 9TO
YHUKanbHbIA MOeHTUdMKaTOp NPUCOEeOMHEHHOrO K CeTU YCTPOMUCTBA UMK, TOYHEee, ero nHTepdenc

a4 NoAKNKYEeHUA K CeTu.

Mbit/s (Megabits per second / M6ut/cek) — 3TO Mepa M3MepeHUs CKOPOCTM MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, HA KOTOPON BUTBI MPOXOAAT 3a4aHHYK TOYKY. OTOT napaMeTp 0bbIYHO
ncnonb3yeTtcsi, 4ToObl NPeacTaBUTb «CKOPOCTb» ceTu. JlokanbHas ceTb AoMmkHa paboTtaTb Ha

ckopoctn 10 unmn 100 Moéut/cek.

MJPEG (Motion JPEG) — nokagpoBbli MeTOq BUOAEOCKATUS, OCHOBHOW OCOBEHHOCTLIO
KOTOPOro SIBNSETCA CXaTue Kaxdoro OTAENbHOro Kagpa BMAOEOMNOTOKA C MOMOLLLI anroputma
ckatna wusobpaxenHmn JPEG. TMpu cokatum metogom MJIPEG mexkagpoBas pasHuua He

yynTbiBaeTCA.

MPEG-4 — 370 MexayHapoaHbI CTaHAapT, UCNOoNb3yeMblv NPenMyLLeCcTBEHHO NS CKaTus
umdgposoro ayauo u sugeo. CrtaHgapt MPEG-4 B OCHOBHOM MCMOnb3yeTca AN BellaHus
(noTokoBOE BMAEO), 3anUCKM (OUNBMOB Ha KOMMAKT-AUCKW, BuaeoTenedoHun (BugeotenedoH) u

LLMpOKOBELLaHNA, B KOTOPbIX akTUBHO UCNOJNb3YETCA CXKaTue Ll,I/ICppOBbIX BMnOeo N 3ByKa.
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Multicast / FTpynnoBasa nepega4va — cneunanbHas hopmMa LUMPOKOBELLAHUS, MPU KOTOPOW

KONMM NakeToB HanpaBndaAlwTCsA onpedenéHHoMy nogMHOXeCTBY agpecatoB. Hapsagy c
NPUNOXEHNAMM, YCTaHaBNMBAKOLWNMKN CBSA3b MeXQYy WCTOYHMKOM W OAHWM Mony4yaTenem,
CYLLIECTBYIOT Takume npunoxeHus, rae tpebyetcs, 4Tobbl MCTOYHMK NOCbINan uHpopmMaumo cpasy
rpynne nonyyatenen. [pu TpaguumoHHOW TexHonorun IP-agpecauun TpebyeTcss Kaxgomy
nony4artento MHpopmMauun nocraTb CBOW MNakeT OaHHbIX, TO €CTb OdHa WU Ta Xe MHgopmauns
nepegaeTcsi MHOro pas. TexHonornsi rpynnoBon agpecauun npeacrtaenseT cobon pacwmpeHue IP-
agpecaumu, No3BosiALLEee HanpaBUTb OOHY KONUIO NakeTa cpasy BceM nonydatenam. MHOXeCTBO
nonyyarernen onpegenseTcs NPUHAANEXHOCTbIO KaXKA0ro U3 HUX K KOHKpPeTHON rpynne. Pacchinky
OIS KOHKPETHOW rpynmbl NOMy4atoT TOMBKO YfeHbl 3TON rpynnbl.

TexHonorus IP Multicast npegoctaenseT psa CyLweCTBEHHbIX MPENMYLLECTB MO CPaBHEHMIO
C TPaAMUMOHHbIM Noaxoaom. Hanpumep, aobaBneHne HOBbIX NONb3oBaTenen He BriedeT 3a cobon
Heobxoaumoe yBenuyeHne npomnyckHOW CrnocobHOCTM ceTu. 3Ha4YUTENbHO COKpaLlaeTcsl Harpyska
Ha nocbinawwun cepBep, KOTopbii Oonblle He [OO0MKEeH noadepXkmBaTb  MHOXECTBO

OBYXCTOPOHHUX COoeIHEHUNN.

[na peanusauun rpynnoBoV agpecauun B IOKaNbHOM CeTn HeobXoOuMbl: MNOoaOepXKKa
rpynnoBon agpecauum ctekom npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP
ANA OTNpaBKK 3anpoca O NPUCoeaUHEHUN K rpynne U NosyYyeHun rpynnoBoro Tpaduvka, Noaaepxka
rpynnoBon agpecaumm CeTeBOM KapTOW, NPUMoXeHue, UCNosb3ylolee rpynnoByo agpecaumio,
Hanpumep, BUAEOKOHdepeHUnda. TexHonorna «MynbTukacT» mcnonb3yeT agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTca craTudeckas M AuHaMudeckas agpecauusi. [Npumepom
cTtaTudeckmx agpecos angatTcsa 224.0.0.1 — agpec rpynnbl, Bkrovawowen B ceba Bce ysnbl
nokansHom cetn, 224.0.0.2 — Bce MapLupyTu3aTopbl fokanbHoW ceTu. [uanasoH agpecos C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [N MPOTOKOMOB MapLipyTusauum u Opyrux
HU3KOYPOBHEBBLIX MPOTOKOMOB MOAAEPXKW rpynnoBon agpecauuun. OcTanbHble agpeca
OWHAMMYECKM  UCMOMb3YTCA  NpunoXxeHuamu. Ha  cerogHAWHW  AeHb  ©OMbLUMHCTBO
MapLUpyTM3aTOPOB NOAAEPKMUBAIOT 3TY ONUMIO (B MEHIO 0ObIYHO eCTb onuus, paspewatowasa IGMP

NPOTOKON NN MyInbTU KaCT).

NTP (Network Time Protocol / lNMpoTokon CUHXPOHU3aALUM BpPEMEHU) — CEeTeBOM
NPOTOKON AN CUMHXPOHMU3ALMN BpeMEHU C ucnonb3oBaHmeM ceter. NTP ncnonb3yet ans ceoen

paboTbl npoTtokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctaHgapt NTSC
SIBMSAETCS TENeBM3MOHHbLIM 1 BuaeocTangaptom B CLUA. Ctangapt NTSC goctaenset 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacneBon ctangapT, onpegensoLwni

NPOTOKOMbI B3aMMOAENCTBUA TaKUX YCTPOWCTB, Kak IP-kamepbl, Buoeopernctpatopbl U CUCTEMBI
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ynpaeneHna Bugeo. MexgyHapogHblh  (opyMm, Co3faBlUMA  OaHHbIA - CTaHOapT, OCHOBaH

komnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy ¢ uenbto

pa3paboTku U pacnpoCTpaHEHUs! OTKPLITOro CTaHAapTa AN CUCTEM CeTEBOro BUAEOHabNoaeHUs.

PAL (Phase Alternating Line / TeneBu3snoHHbin ctaHpgapT PAL) — TeneBu3MOHHbIN
ctaHgapT PAL gaBndetca npeobrnagarolimm TENeBM3MOHHLIM CTaH4apTOM B cTpaHax EBponsbl.

TeneBunanoHHbIN cTaHgapT PAL goctaenseT 625 cTpok B Kagpe Ha 25 K/cek.

PoE (Power over Ethernet / NutaHue 4yepes Ethernet) — TexHonorusa, nossonstoLias
nepegasaTb yAanéHHOMY YCTPOWCTBY BMeCTE€ C [aHHbIMU JreKTPUYECKYHO SHEPruio 4vepes

cTaHgapTHyto BUTYIO napy B ceTu Ethernet.

Port / TMopT — wnaeHTUPUUUPYEMBIA HOMEPOM CUCTEMHBIA pPeCcypc, BbiaenseMbli
NPUSTOXKEHMWIO, BLINOSIHAEMOMY Ha HEKOTOPOM CETEBOM XOCTe, AS1 CBA3WM C MPUMOXEHUAMMU,
BbIMOMHSAEMbIMU Ha APYrMX CeTEBbIX XOCTax (B TOM YMCIie C APYTMMU NPUNOXKEHUSIMU HA 3TOM Xe
xocTe). B oBbl4HOM KNMEHT-CepBEPHON MOAENU NpUNoXeHne nNnbo oXxmaaeT BXOASAWMX OAHHbIX
UNn 3anpoca Ha CcoeavHeHue («cnywaeT nopT»), Mo nocbinaet AaHHble UnNu 3anpoc Ha

coeaMHEHNEe Ha N3BECTHbLIN nopT, OTKprTbIIZ npunoXxeHmnem-cepsepom.

PPP ([MpoTtokon ABYXTOYEYHOro COEeAWHEHUA) — TMpPOTOKOS,  MO3BONSAOLLNIA
ncnonb3oBaTb UHTEpdENnCc nocnefoBaTenbHOW nepefadv Ans CBA3W Mexay ABYMs ceTeBbiMU

ycTponctesamun. Hanpumep, nogkntoyveHme MK Kk cepBepy nocpeactBoM TeNedOHHON SIMHUN.

PPPoE (Point-to-Point Protocol / [lpoTokon coeanHeHus «To4YKa - TOUYKa») — NPOTOKOI
Ons  nogknioyeHwa  nonb3oBaTenen cetu craHpapta Ethernet k WHTepHety uepes
LUMPOKOMONOCHOE CoeaAnHeHne, Takoe Kak NuHua DSL, 6ecnpoBogHOE YCTPOMCTBO UK KabenbHbIn
mogem. C nomoulbto PPPOE 1 LuMpokononocHoro Mogema nosib3oBaTtenn nokanbHOW ceTn MoryT
nony4yatb OOCTYNn C MHAMBMAOYarbHOW MPOBEPKOW MOAMMHHOCTM K BbICOKOCKOPOCTHLIM CEeTAM
AaHHbiX. O6beauHas Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneynBaeT 3EKTUBHLIN CNOCO6 CO3AaHMA OTAENbHbBIX COEANHEHWI C yaanNeHHbIM CepBEPOM

OnA KaXXaoro nornb3oBaTternid.

Progressive scan / lporpeccuBHOe CKaHMpOBaHUE — 3TO TEXHONOMNSA npeacraBneHns
KagpoB B BWOEOHAOMOAEHUMN, NMPU KOTOPOW KaXKabl Kadp BOCMPOW3BOAUTCS MO OAHOW NMUHUKN B
nopsigke WX pasMeLleHnss Kaxkayl LWecTHaguaTylo [OMn  cekyHabl. To ecTb CcHadana
nokasbiBaeTcs NMUHKUA 1, 3atem 2, 3ateM 3 1 Tak ganee. Takum obpasom, n3obpaxeHne He BbeTcs
Ha oTAenbHble nonykagpbl. B 3ToM cnyvae nonHocTbio mcyesaeT 3hdekT MepuaHus, No3ToMy

Ka4eCTBO OTCHATOro BMAeo nony4vyaetca ©onee BbLICOKMM.

RJ45 — yHMUUMPOBaHHbLIM pasbéM, UCMOMNb3yeMbld B TENEeKOMMYHMKauuax, umeet 8

KoHTakTOB. MicnonbayeTca ansa cosganus JIBC ¢ ucnonb3oBaHnemM 4-napHbix kabenewn BUTON napbl.

PykoBoacTBo no noakntoveHuto IP-kamepbl B5360RZQ

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




BeWARD Ipunosxcenus

Router / MapwpyTtnsatop — 3TO YCTPOWCTBO, KOTOpOe onpepensder Touky Onwkanwen

CeTu, B KOTOPYI MakeT AaHHbIX AOMKEH OblTb HampaBneH kak B CBOW OKOHYATENbHbIA MYyHKT
HasHadeHnsi. MapLpyTmu3aTtop co3gaeT  uW/wnuM  NoAadepXkvBaeT  crnieumanbHyto  Tabnuuy
MapLUpyTU3aumm, KoTopasi CoXpaHsieT MHOpMaLMio, Kak TONMbKO OHa AOCTUraeT onpeneneHHbIX
MYHKTOB HasHayeHusl. WMHorga MaplupyTv3atop BKMAOYEH B KadecTBe 4YacTU  CEeTeBOro

KOMMyTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIM NPOTOKOS B PeXUMe peanbHOro
BpeMeHUu) — 3TO npoTokon IP ong nepefayn gaHHbIX (Hanpumep, ayavo Unu BUAEO) B pexume
peanbHoro BpemeHu. NMpoTtokon RTP nepeHocUT B CBOEM 3arofioBke AaHHble, Heobxoanmble Ons
BOCCTAHOBIIEHUSA rofloca Unu BuOeonsobpaxeHnsa B NPUEMHOM y3rie, a Takke [aHHble O Tune
koguposaHua nHgpopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke fJaHHOro NpoTokona, B YaCTHOCTH,
nepenaroTcs BpeMeHHas MeTka M HOMep nakeTa. OTn napameTpbl NO3BONSIOT NPU MUHUMANbHbIX
3agepxkax onpegenutb MNOpPsSAOK W MOMEHT AEKOAMPOBaHUS KaXOoro mnaketa, a Takke
WHTepnonupoBaTb NOTEPSIHHbIE NakeTbl. B kayecTBe HuxXenexawlero nNpoToKona TPaHCMOPTHOro

YPOBHS, KaK npasuno, ncnonbayetcs npotokosn UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepepayn NOTOKOB B peXxume
peanbHOro BpeMeHu) — 3TO NPOTOKON YNpaBeHnsi, KOTOPbIN CAY>XUT OCHOBOW 41151 COrnacoBaHns
TPaHCMOPTHbLIX NPOTOKONOB, Takux kak RTP, MHoroagpecHon nnn ogHoagpecHon nepegayn u ans
cornacoBaHuns ucnonb3yemblx kogekoB. RTSP MoxHO paccmaTpuBaTb Kak nynbT AUCTAHUMOHHOMO
yrnpaBneHnss notokamMu OaHHbIX, NpegocTaBnseMbiMu cepBepoMm Mmynbtumeana. Cepsepbl RTSP
0obblMHO wucnonb3ytoT RTP B KayecTBe cTaHAapTHOro NpoTOKona And nepedadn ayguo- U

BUOEOAAHHbIX.

SD (Secure Digital Memory Card/ kapta namsatu tuna SD) — dopmat kapTbl ¢naLw-
namatv, paspaboTaHHbIN AN UCMONb30BaHWA B OCHOBHOM B MOPTaTMBHbLIX YyCTpowucTBax. Ha
CEroAHAWHMIA OeHb LUMPOKO MCMONb3yeTcsas B UMAPOBbIX YCTPOUCTBAX, Hanpumep: B
doToannapatax, MoOMNbHbIX TenedoHax, KIK, kommyHukaTopax W cmapTtdoHax, GPS-

HaBuUratTopax, BuaeokamMepax n B HEKOTOPbIX UTPOBbLIX NMPUCTaBKax.

Shutter / OnNeKTPOHHbLIM 3aTBOP — 3TO 3NEMEHT MaTpuubl, KOTOPbIA MO3BOMSET
perynupoBaTb BpeMs HaKOMMEeHUs 3NeKTpudeckoro 3apsiga. dTa geTanb OTBeYaeT 3a
ANNTENBHOCTb BbIAEPXKKM M KONMYECTBO CBETA, NOMaBLUEro Ha Matpuuy nepe hopMUpPOBaAHNEM

n3obpaxxeHus.

SMTP (Simple Mail Transfer Protocol / NpocTton npoTokon nepegayv MNoOYTbl) —
npotokon SMTP wucnonb3yetcs ANa OTCbUIKA W NOMyYeHUs1 SMNEKTPOHHOW noyTbl. OgHako
MOCKOSIbKY OH SIBMAETCH «NPOCTbIM» MO CBOEN CTPYKTYpPE, TO OH OrpaHn4YeH B CBOEN BO3MOXHOCTMU
MO BMECTMMOCTU COOBLLUEHUI Ha MOoryyarLwem KOHUE, N OH OBbIYHO MCNOMb3yeTcs C OOAHUM U3

ABYX Apyrnx npotokonos, POP3 nnn npoToKoNoM MHTEPAKTMBHOIO AOCTyNa K 3N1EKTPOHHOW noyTe
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(npoTtokon IMAP). 3Tu NpoTOKOMbI MO3BOMSOT NONb30BATEN COXPaHATH COOOLLEHMS B MOYTOBOM

ALLVKe cepBepa 1 Nepuoanyeckmn 3arpyxarb UX U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / lpoTokon 3awuLieHHbIX
cokeToB / MpoToOKON TPAHCMOPTHOrO YPOBHA) — 3TN ABa NpoTokona (npoTtokon SSL sasnsetcs
npueMHuKkomM npotokona TSL) gaBnawTCcA  Kpuntorpaduyeckumn npoToKoNnamu, KOTopble
obecneunBatoT 6e3onacHyto cBA3b B ceTu. B BonblumHcTBE cnyyaerB npoTokon SSL ncnonb3yetcs
yepe3 npotokon HTTP, 4toGbl chopmumpoBaTh NPOTOKON 3alMIEHHON Mepedadvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMNb30BaHHOMO, Hanpumep, B MHTepHeTe ONs OCyLLeCTBNEHUS
(PUHAHCOBLIX TpaH3aKkuuin B 3nekTpoHHoM Buae. [poTokon SSL ucnonb3yeT cepTudukaTbl

OTKPbITOIo KpVII'ITOFpadJI/l‘-IeCKOFO Knto4a, 4ToObI noareepXxngatb MOEHTUYHOCTb cepBepa.

Subnet mask / Macka noacetn — GuTOBas Macka, onpegensiwoulasl, kakaa 4yactb IP-
agpeca y3na ceTu OTHOCUTCA K agpecy CeTu, a Kakas — K agpecy camoro yana B 3TOW CeTW.
Hanpumep, y3en c IP-agpecom 192.168.0.99 n mackon noacetun 255.255.255.0 Haxogntcsa B cetu
192.168.0.0.

Switch / KommyTatop — KOMMyTaToOpoM S$IBMSIETCSA CeTeBOe YCTPOMCTBO, KOTOpoe
coefVHsAeT CErMeHTbl CETU BMECTE N KOTOpoe BblbMpaeT MapLipyT AN Nepecbisikn yCTPONCTBOM
OaHHbIX K ero onwkanwemy nonydarento. OObIMHO KOMMyTaTop fABnsAeTcA Goree npocTbiM n
Bonee ObICTPbIM MEXaHU3MOM, YEeM CETEBOW MapLupyTusaTop. HekoTopble KOMMyTaTopbl UMET

dOyHKUMIO MapLIpyTu3aTopa.

TCP (Transmission Control Protocol / [lpoTokon ynpaBneHuna nepegayen) — oguH 13
OCHOBHbIX CeTeBbIX MPOTOKONOB WMHTepHeTa, npegHasHadeHHbI Ofs YNpaBfeHus nepegaden
AaHHbIX B ceTax u nogceTsix TCP/IP. TCP - 3To TpaHCNOPTHLIN MeXaHu3M, NpedoCTaBMsoLWnN
NOTOK AaHHbIX C NpeaBapuUTenbHOM YCTaHOBKOW COeMHEHWS, 3a CHET 3TOro AaloLmi YyBEPEHHOCTb
B AOCTOBEPHOCTU NOSlydaemblX AaHHbIX, OCYLLEeCTBNSAET MOBTOPHbIA 3anpoC AaHHbIX B Cry4vae
noTepu AaHHbIX U yCTpaHseT AybnupoBaHue npu nonyYyeHun ABYX KOMMKM OAHOro naketa (Cwm.
Takke T/TCP).

TTL (Time to live) — npegenbHbI Nepnog BpEMEHU UMM YUCNO UTEpPaLMIA UM NEPExXonos,
3a KOTOpbIN Habop AaHHbIX (NakeT) MOXeT CyllecTBOBaTb [0 CBOEro MCYE3HOBEHUSA. 3Ha4yeHune
TTL moxeT paccmaTpmBaTbCs Kak BEPXHAS rpaHuLa BPEMEHU CyLecTBOBaHUA IP-gentarpammel B
cetu. None TTL ycTtaHaBnvBaeTcsa oTnpaButTenemMm gentarpamMmmbl U YMEHbLUIAETCS KaXablM  Y3r1IOM
(Hanpumep, MapwpyTU3aToOpoM) Ha MNyTU ero CcriefoBaHusi, B COOTBETCTBMM CO BPEMEHEM
npebblBaHUs B [OaHHOM YCTPOWCTBE WMM COrnacHo npoTtokony obpaboTku. Ecnm none TTL
CTaHOBUTCS paBHbIM HYmO A0 TOro, Kak gevTtarpamma npubyaeTt B MyHKT HasHaveHusl, TO Takas
aentarpamma oTbpacbiBaetca u  otnpasutento otcbinaetca ICMP-naket ¢ kogom 11 —

«[MpeBblLLEeHEe BPEMEHHOTO UHTEepBana.
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UDP (User Datagram Protocol / lpotokon pgentarpamm nonb3oBaTensa) — 370

npoTokonn obmMeHa [faHHbIMA C  OrpaHMYEeHUsIMA Ha MNepechiiaeMble AaHHble Mo  CEeTw,
ncnoneaytowen npotokon |IP. lNpotokon UDP saensietcs anbTepHaTuBow npotokony TCP.
Mpenmywecteo npotokona UDP coctouT B TOM, 4TO Ans Hero HeobsAsaTesnibHa AOCTaBKka BCEX
OaHHbIX N HEKOTOpble MakeTbl MOryT ObiTb MPONYyLLEHbI, €CNN CeTb NeperpyxeHa. 3To 0cobeHHOo
yooOHO npu nepegaye BMAeoOMaTEPUAroB B PEXMME pearibHOro BPEMEHMW, MOCKOSbKY HE nmeeT
CMbiCna MOBTOPHO MepefaBaTbh YCTapeBLUyl WHGOpMauumio, KoTopas BCe paBHO He Oyaet

oToOpaxeHa.

UPnP (Universal Plug and Play) — TexHonorus, nossongwowas nepcoHanbHbIM
KOMMNbIOTEPAM N MHTENNEKTyanbHbIM CETEBbLIM CUCTEMAM (HanpuMMmep, OXpaHHOMY 0b6opyaoBaHMIO,
pasBnekaTteflbHbIM  YCTPOMCTBAM WM UHTEPHET-LUN03aM) COoeauHATbCA  Mexay  cobon
aBTOMaTMyeckn M pabotaTb COBMECTHO 4epe3 efuHyto ceTb. [natcdopma UPnP ctpouTca Ha
OCHOBE TaKMXx WHTepHeT-cTaHgapTtoB, kak TCP/IP, HTTP wn XML. TexHonorms UPNP
noaaepxunBaeT ceTeBble MHAPACTPYKTYpbl MPakTUYecKkn nboro Tvna - Kak NpoBOAHbIE, TaK U
OecnpoBoaHble. B Mx 4ncno, B YacTHOCTU, BXOAAT kabenbHbin Ethernet, 6ecnpoBoaHbie cetn Wi-
Fi, ceTu Ha ocHoBe TeneMOHHbLIX NMHUA, NUHUIA 3nekTponuTaHua u np. lNoggepxka UPNP

peann3oBaHa B onepaunoHHbIx cuctemax Windows.

URL (Uniform Resource Locator / EaguHbIM yKasaTenb pecypcoB) — 3TO

CTaHgapTM3MpOBaHHBINA cnocob 3anucy agpeca pecypca B cetn MHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHon npoToKon nepegayvn gaHHbIX) —
MPOTOKOM, CO34aHHbIM cneumanbHO Ana  GSM-ceTel, rge HYXHO YyCTaHaBnuBaTb CBSA3b
nopTaTMBHbLIX YCTPOWUCTB C ceTbto WHTepHeT. C nomowbio WAP nonb3oBaTens MOOWUNBbHOro

YCTPOWCTBA MOXET 3arpyxartb u3 cetn NHTepHeT niobbie LndpoBbie AaHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KIMEHTOB,
06bl4HO Beb-6paysepos, 1 Bbligatowmn um HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHnem, annom, Meamna-noTokoM N ApyruMu AaHHbIMM.

Wi-Fi (Wireless Fidelity, nocnoBHO — «becnpoBogHasi TOYHOCTb») — TOpProBasd Mapka
npombiwneHHon rpynnel «Wi-Fi Alliance» ana 6ecnpoBofHbix ceTen Ha 6ase ctaHgapta |IEEE
802.11. Jlwoboe obopyaoBaHue, cooTBeTcTByloWwee cTaHgapty IEEE 802.11, moxeT ObiTb
npotectupoBaHo B Wi-Fi Alliance gna nonyyeHus COOTBETCTBYOLLEro ceptudmkata M npasa

HaHeceHuda norotuna Wi-Fi.

W-LAN / bBecnpoBogHasa LAN — 310 6ecnpoBogHas nokanbHasi CeTb, UCMONb3yHoLas B
KayecTBe HOCUTEMNS pagMoBOSHbI: 6ecnpoBOgHOE MOAKMIOYEHME K CETU KOHEYHOro MoNnb30oBaTens.

[na OCHOBHOW CETEBOW CTPYKTYPbl OOLIYHO MCMONb3yeTcs KabenbHOe CoeanHEHME.
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WPS (Wi-Fi Protected Setup) — ctaHgapT, npegHasHayYeHHbIN AN NoslyaBToOMaTn4eCcKoro

co3gaHusa 6ecnpoBogHON JoMallHen ceTu. [poTokon npmaBaH oka3aTb MOMOLLb MOb30BaTENSIM,

KoTopble He 06nagatT LMPOKMMM 3HaHUSMKM O BGesonacHocTn B GecnpoBOAHbIX CETSX, U Kak
cneacTBue, UMEIDT CIOXHOCTU Mpu ocyliecTeBneHnn HacTpoek. WPS aBTomaTuyeckn obosHavaeT
UMS ceTu U 3agaeT LWundpoBaHue, Ans 3alimTbl OT HECAHKLMOHUPOBAHHOMO AOCTyna B CETb, Npu

3TOM HeT HeobX0aMMOCTU BPYYHYtO 3a4aBaTb BCe NapameTpbl.

AnNroputm cxaTusi BUOeo — 3TO MeToaMka YMeHbLUeHWs pasmepa daiina umndpoBon
BMOEO3anuMcK NocpeacTBOM  yAaneHust rpaduyeckmx SfeMEeHTOB, He  BOCMPUHMMAaEMbIX

4yerioBe4eCkMM rmnas3om.

BapMd)OKaﬂbelﬁ O0BLEeKTUB — OOBLEKTUB, NO3BONAOLWNA UCMONb30BaTb pas3nn4yHble
(bOKyCHbIe pacctoAaHnAa B NPOTUBOMOJNIOXKHOCTb O6'beKTI/IBy C d)l/lKCI/IpOBaHHbIM (bOKyCHbIM

paccToAaHnem, KOTOprVI ncnonb3yeT Nnlb 04HO PacCToAHUE.

Butas napa — Buag kabens cBs3W, npeacTaBnsieT coboW OAHY WNM HECKoNbKo nap
N30NNPOBaHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COGOW, MOKPbLITbIX MIacTUKOBOW OGOMOYKON.
CeuBaHME NPOBOAHUKOB MPOU3BOAUTCS C LIEMbI MOBLILEHMS CTEMEHM CBA3U Mexay coboi
NPOBOAHMKOB OfHOW Napbl (ANeKTpoMarHMTHasi noMexa OfAMHAKOBO BnusieT Ha oba nposoaa napbl)
M NOCNEeAyLero yMeHbLUEHUS1 3NEKTPOMArHUTHbIX MOMEX OT BHELUHUMX WMCTOYHWKOB, a Takke

B3aVMHbIX HABOAOK Npw nepegade audgepeHumnanbHbIX CUrHanoB.

Bblgepxka — UHTepBan BpeMeHW, B TeYeHMe KOTOpPOro CBET BO3AEWCTBYET Ha y4acTok
CBETOYYBCTBUTESNBHOMO MaTepuarna WnuM CBEeTOYYBCTBUTENbHOW MaTpuubl ANs CO0bLieHus emy

onpenenéHHon aKcnosmunn.

[eTeKkTop ABMXKXEHUSA — 3TO annapaTHbii NGO NPOrpaMMHbIA MOAYSb, OCHOBHOW 3agaven

KOTOpOro siBnsieTcs obHapyXeHne nepemMeLLaroLLmnxcsl B Nose 3peHnsi Kamepbl 0OGbEKTOB.

[eTekTop cabotaxa — 9TO NMPOrpamMMHbIA MOAYfb, KOTOPbIA MO3BONseT ObHapyxuBaTb
Takme cuTyaumm, Kak: pactOKyCUpoBKa, NepekpbiTMe UNu 3acsevmBaHue n3obpakeHus, OTBOPOT
Kamepbl, YacTudHas noteps curHana. lNpuHUMn OEeWCTBMA OCHOBaH Ha aHanu3e B pexume
peanbHOr0 BpeMEHM W3MEHEHMSI KOHTpacTa IoKanbHbIX obnacter KagpoB M3 BMAEOMOTOKA,
nony4aemoro ¢ tenekamepbl-getektopa. [letektop caboTtaxa aBTomaTU4eckn BolbupaeT obnactu
KagpoB, NO KOTOPbIM HEOOXOAUMO OLEHMBaTb M3MEHEHWE KOHTPACTHOCTU BO BPEMEHM W, ecrnv
N3MEHEHME KOHTPACTHOCTM B 3TMX 0OONacTaX NpeBbIAeT HEKOTOPbIA OTHOCUMTEMbHbLIN MOpPOT,

NPUHNMAaET peLlleHne O noTepe «nosie3Horo» suaeocurHana.

Owvacdparma (ot rpey. didphragma — neperopopgka) — 310 oTBepcTne B 0OObekTuBe
Kamepbl, KOTOpOoe perynupyeT KONMM4YecTBO CBeTa, nonajawolero Ha martpudy. W3meHeHne
pasmepa AuadparMbl NO3BOMSET KOHTPONMPOBaTb UENbl psaa nokasaTtenen, BaHbIX ONs

nony4yeHna ka4eCcTtBeHHOro M306pa>|<eH ns.
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[loMeHHOe UMs — 3TO onpefeneHHas bykBeHHasi nocregoBaTenbHOCTb, 0603HaYatoLLasn

UMsi calTa WM Mcnonb3yemasi B MMeHax 3MEKTPOHHbIX MOYTOBbIX SALWMKOB. [JOMEHHble MMeHa
[AaloT BO3MOXHOCTb apecauun UHTEPHET-Y3r0B M PachoSiOXKEeHHbIX Ha HUX CETEBbIX PECYpCOB

(Beb-canToB, CEpBEPOB 3MNEKTPOHHOM MOYThI, APYrMX Cryx6) B yaobHoM ans yenoseka opme.

UK-noaceeTtka (MK-npoxekTop) — ycTponcTBo, obecneymBarollee MNOACBETKY 0ObekTa

HabnoaeHNs ¢ n3nyyYeHnem B MHPaKpacHOM guanasoHe.

Kamepa «aeHb/HOYb» — 3TO BMaeokamepa, NpeaHasHayYeHHas anst paboTbl KPYrnocyTOYHO
B pasHbIX YCINOBUSAX OCBELLEHHOCTU. B ycnoBusix sipkoit ocBeLLLeHHOCTH u3obpaxkeHne LuBeTHoe. B
TEMHOE BpEMSsI CYTOK, KOrga sIpKuiA CBET NponajaeT, M HauMHalTCs CYyMepku, n3obpaxkeHue

CTaHOBUTCA ‘-IepHO-GGJ'IOG, B pe3ynbTaTte 4ero noBbillaeTCA YyBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBsisan Kodek aTo obbldHO Koaep/aekonep. Kogekn ncnonb3yroTca B
WHTErpMpoBaHHbIX LENaxX WM MuKpocxemax Ansi npeobpasoBaHusi aHanoroBblX BUOEO- U
ayamocurHanoB B LmdpoBor dopmat anga nocrnegyowen nepegadn. Kogek takke npeobpasyet
npuHMMaemMble UndPOBbIE CcuUrHanbl B aHanoroebin dopmat. B kogeke ogHa MuKpocxema
ncnonb3yeTtcs A4ns npeobpa3oBaHMs aHaNoroBoro curHana B umdpoBon M LMdPOBOro curHana B
aHanoroBbln. TepMuH «Kogek» Takke MOXeT OTHOCUTbCS K KOMMpeccun/gekoMnpeccun, n B 3ToM
crny4ae OH 06bl4HO O3HaYaeT anropuTM UM KOMMBIOTEPHYHO NPOrpaMmy Ansi YMeHblueHns obbema

dannos n nporpamm.

HOpMaanO 3aMKHYTblIe KOHTAKTbl — TakKad KOHCTPYKUUA AaT4yMKa, KOTOopasd B NnaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, @ B aKTUBHOM — PAa30MKHYTbI€E.

HOpMaanO Pa3OMKHYTbleé KOHTaKTbl — TakKada KOHCTPYKUMA OdaTyuka, KOTopada B

NacCMBHOM COCTOAHUN MMEET Pa3OMKHYTbI€ KOHTaKThbl, a B aKTUBHOM — 3aMKHYTbI€E.

O61bLEeKTUB — 3TO YacTb ONTUYECKOW CUCTEMbI BUAEOHAONOAEHUS, NpeaHasHaYeHHas ans

¢hoKyCUPOBKM NOTOKA CBETA HA MaTpULie BUAEOKaAMEPbI.

OTHoweHne curHan/lwym — YNUCNEHHO OnpeaenseT COoAep)XaHwe NnapasuTHbIX LUYMOB B
curHane. Msmepsetca B geumbenax (ob). Yem Gonblue 3HaYyeHME OTHOLLIEHUS CUrHan/Luym gns

BuaeocurHana, TeM MeHbLUE MOMEX N UCKaXKXEHUI nMeeT M306pa>KeH|/|e.

lNMukcenb — 3TO 0HA M3 MHOXECTBA TOYEK, COCTaBNAKOLLMX LI,I/I(*)pOBoe M306pa>KeHv1e. LlBeT

N MHTEHCUBHOCTb KaXXO0ro NUKCENs COCTaBMAET KPOoLIeYHY 06nacTb N300paXKeHus.

Mpokcu-cepeep (Proxy - npeacraBuTenb, YNONMHOMOYEHHbIM) — cnyxba B
KOMMNbIOTEPHBIX CETHAX, MO3BOMAOLWAs KIMEHTAM BbINOMHATL KOCBEHHbIE 3anpocbl K Apyrum
ceTeBbiM cniykbam. CHayana KnNueHT NogKroyaeTcsl K MPOKCUM-CEPBEPY W 3anpawmBaeT Kakou-
nnbo pecypc, pacnonoXeHHbIN Ha ApYrom cepeepe. 3aTeM NpoKcu-cepeep NMbo nogkniovaeTcs K

yKasaHHOMY CepBepy W MoslyyaeT pecypc y Hero, nubo Bo3BpallaeT pecypc U3 COGCTBEHHOro
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kawa. [MNpokcu-cepBep NO3BONSET 3alUMLLATD KIIMEHTCKUIA KOMMbIOTEP OT HEKOTOPbIX CETEBLIX aTak

M noMoraeT coxXpaHATb aHOHUMMHOCTb KIMMeHTa.

MpoTtokon — cTaHOapT, onpedensiowMin rnoBedeHWe YHKUMOHamNbHbIX OGroKoB Mnpu
nepenadve pAaHHbiX. Popmanu3oBaHHble nNpaBuna, onpeaensawllMe MnocneaoBaTenbsHOCTb U
dopmMaT CcooBOLIEHMI, KOTOPbIMA OOMEHMBAIOTCA CETEeBble KOMMOHEHThI, Nexalluue Ha OAHOM

YPOBHE, HO B pa3HbIX y3nax.

PaspelueHne n3obpaXeHUss — 3TO KONMMYECTBO NUKcenen (Todek) Ha eauHuLy nnowaam
n3obpaxeHus. MiamepsietTcs B Meranvkcensix unm otobpaxaeTcsl B BUae ABYX BEMUYMH — BbICOTbI U

LLUMPUHDbI I/1306pa)KeHI/IFI. BhicoTta u LLMPpHMHaA TakKe B JaHHOM Crlydae U3aMepdarTCA B NMUKCENAX.

Py4yHasa anacdparma — NnpoTMBOMNONIOKHOCTE aBTOMaTn4eckon anadparmel, T.e. HacTpourka
anadparMbl  Kamepbl AOMKHA BbINOMHATBCA BPYYHYK AONS peryrnupoBKM KOnuyecTBa CBETa,

AJocTturarowiero 4yBCcTBUTESIbHOIoO afieMeHTa.

CBeTocuna o6bekTUBa — 3TO XapakTepuCTMKa, NokasblBatoLLasi, Kakoe KONMYecTBO cBeTa
cnocobeH nponyckaTb AaHHbIA 0ObEKTMB. Yem Gonblue MakcUMarnbHbIi AUMaMeTp OTKPbITOW
AvadbparMbl (UK, COOTBETCTBEHHO, YEeM MeHblue F-yucno), TemM Gonbllee KONMMYecTBO CBeTa

MOXET MonacTb CKBO3b OOBEKTMB Ha (*)OKaJ'IbHy}O NJSIOCKOCTb, U TEM BhiLIE CBETOCUITA OObEKTUBA.

Cumnnekc - npum CUMMMNEKCHOM CBA3N ceTeBOM Kabenb WNM KaHamn CBSA3N MOXeT

MCNonb30BaTbCA AJ14 nepeaadn MHd)OpMaLl,I/II/I TONMbKO B O4HOM HanpasieHunn.

YnuyHas Buaeokamepa — 3TO kamepa BuaeoHabnodeHusi, koTopass obnagaet Bcemu

HeobX0AMMbIMU XapaKTepUCTUKaMK 3aLUTbl OT BANSIHUA BHELLHeN cpeabl Ans paboTbl Ha ynuue.

LiBeTHass Bupeokamepa — O9TO Kamepa, KoTopas pfdaeT uBeTHoe usobpaxeHue. [lo
onpeaeneHnio MaTpuubl Bugeokamep 4YepHo-bernble, a Ans nonyyeHus LUBETHOro nsobpakeHus
BO3Me KaXKAOW A4Yerkn MaTpuubl OpMUpYOTCA LBETHble hunbTpbl. NepBbin UAbTP NPUBHOCUT
KpacHY0 COCTaBNAOLLYIO LiBETA, BTOPOW 3€MEHYI0, a TPEeTUN CUHIOW. Takum obpasom, Tpy SUEnku
CTaHOBSATCS OAHOWM Toukon B LBeToBOM popmate RGB. CriegoBaTtenbHO, BMECTO TpeX NMUKCENen

Ha pe3ynbTUPYHOLLEM U306paKeHUN Mbl MONy4YaeM TOSbKO OAMH.

AnekTpomexaHnyecknn WUK-bunbTp — npencraBnsget cobon YCTPOUCTBO, KOTOpoOe
CNOCOBHO B OOHOM pexume nogasnAaTb UHPaKpacHbIM guanasoH npyv NoMoLmM MHpakpacHoro
WK-cumnbTpa, a B gpyrom pexume UK-cbunbTp youpaeTcs anekTpoMmexaHmyeckun, Takum obpasom,

aenaa AoCTYNHbIM BE€Cb CMEKTP CBETOU3INMYyYEHUA.
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