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Be\fVARD Inasa 1. Hncmpykyus no 6ezonacnocmu

NnaBa 1. UHCTpYKUMA no 6e3onacHOCTU

OnekTpo6Ge3onacHOCTb
YcTaHoBKa M UCNonb3oBaHWe Kamep AOMKHbI MPOM3BOAUTLCS B COOTBETCTBUMN C OBLLIMMN U

MEeCTHbIMU Tpe6OBaHVIFIMI/I SJ'IeKTpO6830|'IaCHOCTVI .

TpaHcnopTupoBKa

KynonbHble kamepbl AOMKHbI ObiTb 3alULLEHbl OT AaBMEHUs, BUOpaUUA U MOBbILUEHHOM
BMaXXHOCTU BO BpEeMSi XpaHEeHUsI W TPaHCMOPTUPOBKU. TpaHCMNOPTUPOBKA Kamep AOIhkKHa
npoBOANTbLCS B pa3obpaHHOM BuAae B yNakoBke npoussoautens. FapaHTuiHble o6sizaTenbCcTBa He
pacnpoCTpaHSAlTCA  Ha  MOBPEeXAEeHWsl, MNOMyyYeHHble B pe3ynbTaTe  HenpaBUSbHON

TPaHCMOPTUPOBKM.

YcTtaHoBKa

3anpellaeTcs ycTaHOBKa Kamepbl B JIOOOM MOMOXEHUW, He npegyCMOTPEHHOM
PykoBOACTBOM MO NOAKMOYEHMIO.

He npukacantecb K onTU4eCKUM AeTansiM BO nsbexaHue nosiBfieHns uapanuH, Tak Kak OHK
MOTYT NOBMMATb HA KQ4eCTBO MOy4aeMoro n3obpaxeHus.

3anpeLaeTcs OTKpy4MBaTh BUHTbI UM CHUMATb KPbILLKY Kynosa, a Takke CaMOCTOSITENTbHO
PEMOHTMPOBATL YacTU NOBOPOTHO-HAKNOHHOrO MexaHuama. O6cnyXuBaHme M peMoHT yCTponcTBa
OOJIMKHbI NPOBOANTBLCA TONMBKO KBANMMOULMPOBaHHBLIM CNeLnanncTom.

He nopBepravite kamepy BO34ENCTBUIO MPSAMbIX COMHEYHbIX Nyden, NMMBO NMHbIX MCTOYHUKOB
SIPKOro cBeTa, He3aBMCUMO OT TOro, BKIOYEHA Kamepa Unn HeT. OTO MOXET NOBNUSTb Ha KA4YeCTBO
nosy4aemoro n3obpaxeHuns.

N3berante  Onms3ocTM  kamepbl € ycTpoucTBamu,  obnagawowmmm  6onbLunm
3ANEKTPOMAarHMTHbIM 3adhpeKTOM.

Hepgonyctnma yctaHoBKa KaMepbl B MECTax C CUNbHOW Bubpaumei.

BopocTonkocTb
[laHHasi CKOpPOCTHasi MOBOPOTHasi Kamepa HaAeXHO 3alyvlieHa OT MnonagaHus BHYTPb

Kopryca Briaru, nbifiv U COOTBETCTBYET MeXAyHapoaHOMY cTaHaapTy IP66.

MonHue3awumTa
[daHHble kamepbl MCMoMb3ylT TexHonmormwo TVS gna  nogaeneHns  MMNynbCoB
nepeHanpsiXeHnn Belcokon MowHocTu (o 1500 BT), Hanpumep, yaap MOSTHUK, CKa4YOK HanpsbKeHUs

nT.Ao.
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Be\vUARD Inasa 1. Hncmpykyus no 6ezonacnocmu

Yucrtka

Ncnonb3ynte MArKylo Cyxyr TKaHb [Ons NPOTMPaHUS BHELIHWX noBepxHocTen. [ns
TPYAHOBLIBOAMMbIX NATEH UCNONb3YMTE HEGOMNbLUOE KONMMYECTBO YMCTALLErO CPEACTBa, NOCNe Yero
HaCyXO BbITPUTE NOBEPXHOCTb.

He ncnonb3ynte netyyme pactBOpuUTENU, TakMe Kak cnuprtocogepXxawme cpeacrea, 6eH3nH

n Apyrve, a Takke abpasvBHble CpeCcTBa, Tak Kak OHM MOTYT NOBPeANTb KOPMyC Kamepsbl.

B cny4yae HeKoppeKTHOM paboTbl Kamepbl:
e Npu oBHapyXeHnn gbiMa UM HeobbIYHOMO 3anaxa;
e puv nonagaHum BoAbl UK APYrMX NOCTOPOHHUX OO BEKTOB BHYTPb;

e TPV NageHnn Nnnn noBpexgeHmn Kopnyca:

BbinonHuTe cneayrowme AeNCTBUA:
e  OTKNIOYMTE Kamepy OT UCTOYHUKA NUTaHUSA U OTCOEANHUTE BCE OCTalnbHble NpoBoAa.
Ceskutecn ¢ cepucHbiM LeHTpoM OO0 «HIIM «beBapn». KoHTakTHbIE AaHHblE Bl MoxeTe

HaWTW Ha canTe http://www.beward.ru/.
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BG\,UARD Inasa 2. Obwue ceedenus

NnaBa 2. O6wune cBepgeHun

3 ’

BeWARD ‘

Puc. 2.1

CkopocTHas nosopoTHas |IP-kamepa BEWARD B56-30R (Puc. 2.1) c nogaepxkon popmaTta
ckatma H.265 wumgeanbHO nogxoAuT  And  co3daHud  NpodecCUOoHarnbHOW  CUCTEMbI
BMAEOHabNoAeHMS Ha Taknx obbekTax, Kak aBTOCTOAHKM, BOK3asbl, a3ponopTbl, Manble U KpyrnHble
NpeanpuaTUsi, CKNaackme nomeLleHusi, NPOU3BOACTBEHHbLIE JNIMHUWN, TOProBble LEHTPbl, y4ebHble
Komnnekeol n ap. 2-meranukcenbHbin KMOIT-ceHcop SONY Starvis ¢ doyHKUMEN nporpeccuBHOro
CKaHMpoBaHMA  obecneyvMBaeT  BbICOKYD — AeTanu3aumio  n300paxeHuss C  KOPPEKTHOW
uBeTonepenaden. BCTpoeHHas cucTemMa KOHTPOMs MUKpPOKNMMaTta Mo3BOMdeT 3KchnyatupoBaTb

B56-30R B 60MnbLUMHCTBE POCCUIACKMX PEMMOHOB B TEMMEpaTypHOM AnanasoHe oT -40 go +50°C.

2.1. OcobeHHocTHU IP-kKamepbl B56-30R

o 2-meranukcenbHbii KMOT-ceHcop SONY Starvis ¢ nporpeccuBHbIM CKaHMPOBaHNEM

e Pexum Full HD peanbHoro BpemeHu

e [IBOMHOE KoaMpoBaHue BuaeonoToka B cdopmartax H.265/H.264/MJPEG B peanbHoM
BpeEMEHM

e YacTtoTta kagpoB Oo 25 k/c ans Bcex paspeLueHunm

e BcTpoeHHbIi Beb-cepBep NO3BONSeT BeCTM HabMaeHne M HACTPOWKY NpU MOMOLLM
cTaHgapTHoro Beb-6paysepa

e AyauoBxop, ayavoBbIXO4

e BcCTpoeHHbIV geTekTop ABMXKEHUS (00 4-eX HacTpanBaeMbIX 30H OEeTEKLUUN)

o TpeBOXHbIN BXOA, TPEBOXHbLIV BbIXOA

e [lnanasoH naHopamupoBaHus: 360° HenpepbIBHO

e [lnanasoH HakrnoHa: ot 0° go 90°

e 60 3anoMMHaeMbIX NO3NLINIA

e [laTpynupoBaHue no 3agaHHOMY MapLupyTy (4 wabnoHa) n py4yHoe ynpaBneHune
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BG\,UARD Inasa 2. Obwue ceedenus

2.2. KoMnnekT nocTtaBKu

¢ CkopocTHas noBopoTHas IP-kamepa
o KpoOHLITENH ONS KPenneHnsa KaMepbl Ha CTEHY
o Komnnekr Kkpenexa, KneMMHble pasbeMbl

e YnakoBo4Has Tapa

NMPUMEYAHUE!

MHdopmaumio o0 KOMMNEKTe MNOCTaBKM Kamepbl YTOYHAWTE Ha caute http://www.beward.ru/ u

HenocpeAcTBEHHO Npu NoKyrnke 06opyLoBaHuS.

2.3. OnucaHue pa3beMOB KaMepbl

~N s W N =

.9

1 — CeTeBou pasbeM (RG-45): pasbem Ang nogkNiOYEHNA KaMepbl K CETU MHTEPHET,
poyTepy unu kKoMMmyTaTopy npu nomoLum ctaHgapTtHoro 8P8C (RG-45) wrekepa.

2 — RS485: npegHasHaveH Ans nogknioyeHnsa nynbToB ynpasneHus PTZ.

3 — TpeBOXHbIN BXOA: TPEBOXHbIV BXOL, CYXUT AN NOAKMTYEHNS BHELUHUX JAaTYMKOB
(Hanpumep, oaTymnka obvema).

4 — kHonka copoca (Reset): npegHasHadeH ana cbpoca HacTpoek Kamepsbl 40
habpunyHBbIX.

5 — TpeBOXHbIN BbIXOA: TPEBOXHbIN BbIXOA CNYXWUT AN NOAKIIOYEHNSA NCMONMHUTENbHbIX
YCTPOMWCTB (Hanpumep, n3BeLlaTens).

6 — ayamoBxoA: npegHasHayeH ans noAgkNYeHms BHELLHEro MMKpodoHa.

7 — ayaMoBbIXOoA: NpeaHa3HayYeH ans NOAKIYEHMS aKTUBHOM ayanoCUCTEMBI.

8 — KOHTaKTbl NUTAHUA: NEPEMEHHbLIN TOK 24B, 2A
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Be\vARD Inasa 3. Iloocomoska k ycmanoske IP-kamepul

MnaBa 3. NogrotoBka Kk yctaHoBKe IP-kamepbl

3.1. PekomeHpauum no yctaHoBKe
B paHHOM pasgene npuBedeH KpaTKuii CNMCOK pekoMeHaauui, KoTopble Heobxoaunmo

YyUnUTbIBaTb NMPU MOHTaXe OGOpyD,OBaHI/lFl BI/ILI,eOHa6J'II'OD,eHVIF|.

PekomeHpauumm no pasmeLeHno Kamepbl:

e CkopocTHaa noBopoTHass kamepa BEWARD B56-30R npegHasHavyeHa ans
OCYWIECTBIEHMS BMAEOHAONIOAEHUST Ha ynuue C MpedenbHoM  TemnepaTypomn
akcnnyataumen ot -40 go +50°C.

e V3berante nonagaHus Ha kamepy MPsIMbIX COSIHEYHbIX JyYen B TEYEHUEe ANUTENbHOro
BPEMEHM, a TaKKe HaxoXAeHust NoBnM30oCTM OTONUTENbHbIX M/MNKM oborpeBaTenbHbIX
npnbopos.

e lcnonb3ynte MonHMe3awmTy UM [POMOOTBOA ANA  3alWuTbl  OT  HaBegeHHOoro
3NEKTPOMarHUTHOro UMNynbca rPO30BbIX Pa3pPAL0B.

e Kamepa pomkHa ObiTb 3a3emneHa. [ns pasgenbHOro 3a3emMriieHusi ConpoTUBMEHME
OOJMKHO ObITb He MeHee 4 OM, a ceyeHne 3a3eMnSHLLLErO COeANHNTENBHOrO NpoBoaa —
He MeHee 25 MM2,

e HenpaBunbHasi paccTaHOBKa Kamep BuAEOHAbOMOOeHNss NPUBEOET K MNOSBIIEHUIO
HexenaTersibHbIX «CIenbiX» 30H, KoTopble OyayT ocTaBaTbCsl BHE 0603peHns oneparopa.

e |130erante 6IM30CTM C BOAOW UM UCTOYHMUKAMU BNaXHOCTU.

e [3Gerante 61M30CTM C yCTPONCTBAMU-TEHEPATOPAMM MOLLHbBIX 3N1IEKTPOMArHUTHbLIX BOSH.

e Ybeantecb B BO3MOXHOCTM pasMeELLEeHUs YCTpPOWCTBA C y4eToM noaBoda
coeauHNTENbHLIX Kabenen.

o W3berante cnocoba KpenneHus Kamepbl, AO0MYCKalLEero 3HauuMTerbHyo BMOpauumio.
[aHHOoe BO34eNCTBME CHU3UT IPPEKTUBHOCTL [AEeTeKkTopa ABMXKEHUS U YEeTKOCTb
n3obpakeHusi B LIeSIoM.

e Ybeautecb, 4YTO YyCTaHOBKa CKOPOCTHOW MOBOPOTHOW Kamepbl U €€ KOMMOHEHTOB
NpoXoauT MO BEeNMYMHE MaKCMMarlbHOM [OMyCKaeMOW Harpy3kM Ha Hecyllyto
NMOBEPXHOCTb M KPOHLUTENH. XKenaTenbHo, 4ToObl MakcumanbHasi Jonyckaemas Harpyska
npeBbiLlana BeCc KaMepbl U €€ KOMIMOHEHTOB, Kak MMHUMYM, B 4 pasa.

e Kamepbl BuaeoHabnogeHna HeobxoamMmo pasmellatb Tak, Y4Tobbl Kak cnyvanHoe, Tak u
crneumanbHOe NoBpeXaeHne Unn nameHeHme HanpasneHns o63opa 6610 HEBO3MOXHO.

e HanpaBneHne o63opa kamepbl (30Ha BuOeoHabNAEHNA) [OMKHO ObiTb TOYHO

onpeaesrieHo Ha MOMEHT YCTaHOBKW.
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Be\vARD Inasa 3. Iloocomoska k ycmanoske IP-kamepul

PekomeHgaumm no npoknagke Kkabens Butas napa:

¢ B Kopugopax xenaTtenbHO NpokaabiBaTb NyYKN SNEKTPUYECKMX U CrTabOTOYHbIX Kabenen
no pasHbiM kabenenposogam 1 kaHanam, NPOXogsLLUM No pa3HbIM CTEHAM.

e [lonyckaetcsa B ogHOM Kabenb-kaHane npokragbiBaTb BUTOMAPHbIE W 3fIEKTpUYeckue
kabernuv B pasHbIX 0OTCeKax UMM CeKUUsaIX, UMEOLLMX CMSOLLHbIE MPOAOSIbHbIE NEPETrOPOOKN
N3 HecropaemMoro marepuana c npegenom OrHeCTomkocTn He meHee 0,25 4. ToNbKo B
paboymx 30Hax Ha paccTosiHuM He 6onee 15-Tn MeTPOB, eCNK ANeKTpUYeckas MOLLHOCTb
Oynet He Gonee 5 kKBA.

e OnekTpuyeckne n cnaboTouHble kKabenu gonyckaeTcsl NpoknaabiBaTe napannensHo Ha
paccTosiHum He meHee 50 MM Apyr OT gpyra B pasHblx kabenenpoBogax v CeKkumsix
kabenenpoBogoB. Ecnn HanpsKeHHOCTb 3nekTpuyeckoro nons, obpasytouierocs ot
anekTpudeckoro kabens, oyaet 6onee 3 B/M, TO HEOOXOAUMO YBENUYUTL pPaccTosiHMe
MeXOy ANneKkTpuyeckMmn 1 cnaboToyHbIMKM - Kabensamum  Wnnm - CHU3UTb  YPOBEHb
3IEKTPOMArHMUTHbIX MOMEX.

e BuTonapHble n anekTpuyeckue KabGenu AOIMKHbl NepecekaTbCA TONMbKO MOA MPSIMbIM
YrIIoM.

e HeoskpaHupoBaHHble BUTOMAPHbLIE KAbenn OOMKHbI MPOXOAMTL Ha PACCTOSIHUM HE MEHee
125 MM OT rasopaspsigHbIX Nlamn OHEBHOro cBeTa (JIOMWHECLEHTHbIX Namm) U Apyrnx
BbICOKOBOJIbTHbIX YCTPONCTB, COAEpXKaLLNX pPaspsagHuKN.

e HeakpaHupoBaHHble BUTONapHbIE Kabenu AoMmkHbI NPOKNaAblBaTbCA Ha PACCTOSAHUN He
MeHee 1.5 MeTpOB OT UCTOYHMKOB CUISIbHbLIX 3NIEKTPOMArHUTHbIX MOMeEX, obpasyoLmx
HaNPsPKEHHOCTb 3NEKTPUYECKOro Nons cebiwwe 3 B/m.

e PacnpepenutenbHble YCTPOWCTBA C 3adeNaHHbIMU HESKPAHMPOBAHHLIMU BUTONAPHbLIMM
kabensimu OOMmKHbI pacnonaraTbCsl Ha PacCTOSAHUN He MeHee 3-X METPOB OT MCTOYHWUKOB
CUNbHbIX 3NEKTPOMArHUTHbIX MOMeX, 06pa3yoLL X HaNPSXKEHHOCTb SNIEKTPUYECKOro Nons
cBbilwe 3 B/m.

o [lpoknagka BUTOM Napbl MeXAy TOYKaMM NOLKITHOHEHUS OOMKHA NPOM3BOANTLCS LENbIMU
Kyckamu, npy 3TOM HanpaBfieHne Tpacchl crieqyeT 3apaHee npogymartb Tak, 4Tobbl eé
NPOTSXXEHHOCTb OblNa Kak MOXXHO MEHbLLIE.

e MuvHuManeHbIV pagnyc nsrnba anga kabens — yeTblpe guameTpa kabens (vnu 1 aronm=2,5
CM), HO CyLleCTBYIOT pekoOMeHfauuuM pasmMellatb Kabernb Takum obpas3om, 4ToObI
obecne4msaTb M3rnbd pagnycom 2 gronma (5 caHTUMETPOB).

o MakcMmanbHas AnuHa cermeHTa gosmkHa obiTb He 6onee 100 meTpoB.
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Be\.UARD Inasa 3. Iloocomoska k ycmanoske IP-kamepul

3.2. O6wue cBegeHnA o0 cOopke Kamepbl

KpoHWTENH kamepbl M3 KOMMEKTa MOCTaBKM COCTOMT M3 ABYX 4acten: 1) vactb ansd

HaCTEHHOro KpenneHus, 2) dnaHew ans notonovHoro kpennenms (Puc. 3.1).

Puc. 3.1

,D,J'IFI HaCTEeHHOro KpenjeHud Tpe6y+0T09| 00e yacTu KpOHLIJTeIZHa.

,D,J'IFI NOTOJIOYHOrO KpenreHnda NCnonb3yeTCHA TOJbKO (bnaHeu,.

BHUMAHUE!
MoHTa)Hasi NOBEPXHOCTb AOMKHA BblAEpXKMBaTb Harpy3Kky, B YeTbipe pasa npeBbillatoLlyto CyMMapHbIi
BEC Kamepbl M KpOHLWTeNHa. Yb6eautecb, YTO MOBEPXHOCTb SIBMSIETCS MPOYHOW, a ee MOKpbITUe He

OTCnanBaeTCA.

CteHa wnu nwobas gpyras NOBEPXHOCTb, Ha koTopon Bbl cobupaeTeck npomsBecTn
YCT@HOBKY Kamepbl, OOfkKHa ObiTb HEenoaBWKHOW M NPOYHON. Y6eauTecb, YTO KPOHLUTENH,
3aKpensieHHbIN Ha CTeHE, HE CO34acT NoOMeX apyruMm obbekTam.

Mpn KkpenneHun kamepbl Ha CcTONG MECTO KpenneHus [OOSMKHO COOTBETCTBOBATb
TpeboBaHuaM, ykazaHHbIM B NyHKTe 3.1. YOeantech, 4To CToNOOBOM KPOHLUTENH-aganTep HagexHo
3admKcmpoBaH 1 HenogewxkeH. CTonboBon agantep NCNOMb3yeTCH COBMECTHO C KPOHLUTENHOM ANs
HaCTEHHOrOo KpenneHns n3 Komnaekra nocTaBKu.

Bbonee nogpobHo cbopka N MOHTaX kaMepbl PaCCMOTPEHbI Aarnee B gaHHOM PykoBoacTee.

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R m
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Be\’vARD I nasa 4. Monmaoi kamepol

naBa 4. MoHTaXx Kamepbl

4.1. HacTteHHOe KpenneHue

BHUMAHMUE!
MoHTa)Hasi NOBEPXHOCTb AOKHA BblAEPXKMBaTbL HArpys3Ky, B YeTbipe pasa npeBbillatoLlyto CyMMapHbIi
BEC KaMepbl W KPOHLUTENHA. YOeamtecb, YTO MOBEPXHOCTb SABMSAETCA MPOYHOW, €€ MOKPbITUe He

OTCnamBaeTCA.

Pacnakyiite kamepy M KpoHWTEeNH. Npyn MOHTaxe HeobXoOuMO yyuTbiBaTb, YTO Kabenb
Kamepbl ABNSeTCS HECbEMHbIM, OH NMPUKPENeH K ee kopnycy. [lanee paccMoTpeHbl OCHOBHbIE LWaru

npouecca MOHTaXxa KaMepbl.

War 1: Ha NOBEpPXHOCTU CTeHbl NOArOTOBbTE MECTO Afs KPenneHUsa KpoHwiTenHa. [Ons
pa3MeTKN KpeneXXHbIX OTBEPCTUA MOXHO MCNONb30BaTh YCTAaHOBOYHbIE pa3mepsbl (Puc. 4.1) nnbo

caMm KpOHLUTEH B KadyecTBe TpacdhaperTa.

I 298

[l T Or;T) l

\

ey

184
260

%178 | »178

Puc. 4.1

Ana HagexHocTn W wuckniveHus Bubpaumi No4 OencTBMEM BeTpa peKkoMeHayeTcs
MCNOSb30BaTb KpenexHble n3genna guameTpom 8 MM 1 ofMHON HE MeHee 75 MM.

LWar 2: ecnun Bbl He ncnonb3yeTe CKpbITYO0 NOABOAKY Kabens kamepsbl, AopaboTante mMecto
pasMeleHmss  kabend B OCHOBaHMM  HACTEHHOM  4acTu KpoHWTEeNHa.  Yganute
(BbINOManTe/BbINUNUTE) MEeTan B MecTe yToHeHus (Puc. 4.2) Tak, 4Tobbl kabernb MOr MOMecTUTbLCA
B obpasoBaBluemcs Bbipe3e. [locre ycTaHOBKM kamepbl Kabenb OOIMKEH oOkasaTbCs Mexay

HaCTEHHOM YacCTbto KPOHLUTENHA N CTEHON.

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R n
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Puc. 4.2

War 3: npogeHbTe kabenb Yepes driaHey, U HAaCTEHHYI YacTb KpoHwWTenHa. MpukpennTte
dnaHeL K HACTEHHOW YacTM KPOHLUTENHA NPU NOMOLLM Tpex BUHTOB M4x16 13 koMmnnekTa nocTaBku
(Puc. 4.3, a). ObpaTtute BHMMaHue, 4To coeanHeHne 6e3 3a3opa BO3MOXKHO TOSTbKO B O4HOM M3 Tpex
OOCTYMHbIX NONOXEHUN.

BcTaBbTe kKamepy Bo dnaHel, ¢ 3auenamu u nosepHute (Puc. 4.3).

.

LWar 4: npukpenuTte KpOHLWTENH C KaMepon Kk CTeHe, obecneunB NIOTHOE MpuneraHue, u

3arepmeTnsnpynTe Mecto Kpennexus (Puc. 4.4).

~ 5
/]
lepmeTuk
Puc. 4.4
PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R
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LWar 5: pasmecTute coeauHUTENbBHYI0 YacTb kabensi B He4OCTYNHOM Ans nonagaHus Bnaru

MECTe WM B MOHTaXHOMW KOpOOKEe CO CTEMEHbI 3alinTbl OT BHELWIHEN cpegbl He MeHee P54
(cTeneHb 3awWwmMTbl 3aBMCUT OT MecTa pa3melleHusi), Hanpumep — TYCO 67051 c pasmepammu
120x80x50 mm. Mecta BBOOa kabenew [OMKHbI OblTb OOMOMHUTENBHO 3arepMeTU3MPOBaHbI

repMeTMKOM C BbICOKOW CTeNeHbto aareann k matepmany kadens (MBX) n MoHTaXXHOM KOpoOKu.

BHUMAHUE!

MoHTaxHas kopobka HE BXOOWT B KOMMMEKT NOCTaBKN Kamepbl 1 npuobpeTaeTcst 0TAENbHO.

4.2. NoTono4yHoe KpenseHne

BHUMAHUE!
MoHTa)kHasi MOBEPXHOCTb AOJKHA BbIAEPXKUBATL HArpy3ky, B YeTblpe pasa MpeBbilLatoLLy0 CyMMapHbI
BEC KaMepbl W KpOHLWTEelHa. YGeauTechb, 4YTO MOBEPXHOCTb SBMSETCS MPOYHOW, €€ MOKPbITUE He

OTClnanmBaeTCA.

Pacnakyvite kamepy 1 KpOHLITENH. [15151 NOTONOYHOro KpenneHns TpedyeTcs Tonbko onaHey,
(o603HaveH undpon 2 Ha PucyHke 3.1).
Mpn MOHTaxe HeobXxoaMMO yuuTbiBaTb, YTO Kabenb kamepbl SIBNSIETCA HECbEMHbIM, OH

MPVKpenseH K ee kopnycy. [lanee paccMOTpPeHbl OCHOBHbIE Larv NpoLecca MOHTaxa KaMepbl.

War 1: Ha noBepxHOCTM MNOTOSIKA MOArOTOBbTE MECTO AN KpenneHus kamepbl. [Ons
pa3MeTKN KpPEeneXHbIX OTBEPCTUMN MOXHO MCMOSb30BaTb CaM KpenexHbl riaHel, B KadecTsBe
TpadhapeTa. [Ina HageXXHOCTU 1 UCKITHYEHUS BUOpauun pekoMeHayeTcs NCNonb30BaTh KpenexHble
n3genusa annMHon He meHee 70 M.

LWar 2: npyn nomoLLn Tpex MeTU30B NPUTAHUTE KpenexXHbl doriaHeL, K NOTOoSKY.

LWar 3: pasmectuTe Kabernb B Bbipe3, BCTAaBbTE KaMmepy B KpenexHbl onaHew, u NnoBepHUTe

oo ynopa (Puc. 4.5).

Puc. 4.5

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R
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LLar 4: pasmecTute coeauHUTENBHYI0 YacTb kabensi B He4OCTYNHOM Ans nonagaHus Bnaru

MECTe WM B MOHTaXHOMW KOpOOKEe CO CTEMEHbI 3alinTbl OT BHELWIHEN cpegbl He MeHee P54
(cTeneHb 3awWwmMTbl 3aBMCUT OT MecTa pa3melleHusi), Hanpumep — TYCO 67051 c pasmepammu
120x80x50 mm. Mecta BBOOa kabenew [OMKHbI OblTb OOMOMHUTENBHO 3arepMeTU3MPOBaHbI

repMeTMKOM C BbICOKOW CTeNeHbto aareann k matepmany kadens (MBX) n MoHTaXXHOM KOpoOKu.

BHUMAHUE!

MoHTaxHas kopobka HE BXOOWT B KOMMMEKT NOCTaBKN Kamepbl 1 npuobpeTaeTcst 0TAENbHO.

4.3. KpenneHune Ha cTonb

BHUMAHUE!
Mepen Havyanom MoHTaxa ybeamTech, YTO CTONO, Ha KOTOPbIM ByAeT NPOM3BOANTLCS KPENeHne KaMepsbl,

NPOYHbI Y HEMOABWXKHbIN.

BHUMAHMUE!
[nsa kpenneHnst Ha cTonbG MCMNonb3yeTcsl CneunanbHbIi KPOHLWTeNnH-aganTep, koTopbii HE BXOOUT B

KOMMJIEKT NMOCTaBKN KaMepbl.

Pacnakyiite kamepy M KpOHWTENH. [Npy MOHTaxXe HeobXoOuUMO yuuTbiBaTb, YTO Kabenb
Kamepbl IBNAETCA HECbEMHbIM, OH MPUKPENIIEH K ee kopnycy. [lanee pacCMOTpeHbl OCHOBHbIE Liaru

npouecca MoHTaxa KaMepbl.

LWar 1: npogeHbTe Kabenb Yepes ckpenneHHble Mexay cobon dnaHewy n HAaCTEHHY YacTb
KpoHwTenHa. lNMpukpenute cnaHewl K HAaCTEHHOW YacTW KPOHLUTEWMHA Mpu MOMOLUM TPEX BUHTOB
M4x16 n3 komnnekra noctaeku (Puc. 4.6, a). ObpaTute BHUMaHue, 4To coeauHeHne 6e3 3a3opa
BO3MOXHO TOSIbKO B OAHOM M3 TPeX OOCTYMHbIX NMOMOXEHWMN.

BcTaBbTe kamepy BO hnaHel ¢ 3awenkammn n nosepHute o ynopa (Puc. 4.6).

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R
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|

War 2: npoaeHbTe kabenb 4yepes3 OoTBepCcTne B cTon60BOM KpOHLLITeIZHe-aD,aI'ITepe n npun
nomoLgmn oonToB anameTpom 8 MM coeanHuTe apanTtep C KpOHLLITGVIHOM KaMepbl, obecne4ynB Mexny

HUMW NNoTHoe npuneraHune. (Puc. 4.7).

| | —

[EL

| — >

Puc. 4.7

War 3: npukpenute cOOpky M3 CTONGOBOrO KpOHLWTEWHa-aganTepa, KPOHLITEWHA W3
KOMMSIeKTa NOCTaBKM N Kamepbl K CTONGY npy NOMoLLmM 6aHAaXKHOM NEHTbI N3 HEPXKaBEIOLLEN CTanu.
[na HageXXHOCTU 1 UCKIYeHns BUOpaumn nog 4EeNCTBUEM BETpa PeKOMEHOYyeTCs UCMOoNb30BaThb
NEeHTy WwupuHon 19 mm.

LWar 4: paamectuTe coeguMHUTENbHYIO YacTb kKabensa B HE4OCTYNMHOM ANs nonagaHns Bnaru
MEeCTe WM B MOHTaXHOW KOpOOKe CO CTEMEHbI 3alunTbl OT BHELWIHEN cpegbl He MeHee |P54
(cTeneHb 3awWnTbl 3aBUCUT OT MecTa pa3melleHus), Hanpumep — TYCO 67051 ¢ pasmepamu
120x80x50 mMm. Mecta BBOOa kabenew OOMKHbI OblTb OOMOMHUTENBLHO 3arepMeTU3NPOBaHbI

repMeTUKOM C BbICOKOW CTENeHblo aare3un k matepuany kabens (MBX) n MOHTaxXHON KOPOBKM.

BHUMAHMUE!

MoHTaxHas kopobka HE BXOLOWT B KOMNEKT NOCTaBKN Kamepbl 1 NpuobpeTaeTcs oTAENBHO.

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R
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MnmaBa 5. HacTponka npoBogHOro coeauHeHus

5.1. O6wue cBegeHua o noaknoveHun IP-kamepbl B56-30R k ceTn

IP-kamepa B56-30R MoxeT nogkniovatbCsa K NokanbHon cetu, nnbo cetn MIHTepHeT, npu
nomowm nposogHoro coeaumHeHuns (Ethernet). MogknioyeHne MOXET OCYLLEeCTBNATbCHA Kak
Hanpamyto K K, Tak n 4epes BcrnomoraTenbHoe ceTeBoe obopyaoBaHue (MapLlpyTU3aTopsbl,
KOMMYyTaTopbl).

B HacToswwee Bpemsa Havbornee nonynspHbiMM CNOCOBOM MOAKMYEHUS K ceTn VIHTepHeT

SIBMISIETCS NOAKMOYEHME Yepes BblgeneHHyto nuHuio Ethernet (Puc. 5.1).

N
o~ L "

. : y - o Internet )

= F, Y A !
- = - ¥ - | —
\‘ ~—

MapmpyTHaarop

oy

Puc. 5.1

5.2. [IpoBoaHOe NoaKn4YeHue Kamepbl K ceTn

Ucnonb3ya coeauHuTenbHbli kabenb ¢ pasbemMamu RJ-45, nogknioumte |P-kamepy K
nokanbHon ceTtun. NMpn 3TOM OAMH KOHeL, kabens aomkeH BbiTb NOOKIOYEH K Kamepe C NMOMOLLIbHO
nepexogHuka RJ45-RJ45 n pasmelleH B MOHTaXHOW KOpobke (MepexofHuK BXOOAWT B KOMMNEKT
noctaBku). BTopon koHew, kabens gormkeH 6b1Tb nogkntoydeH K LAN-nHTepdercy mapupytmusartopa.

B cnyyae HeobxoanMMOCTW, COeaUHUTESbHbBIN Kaberb MOXHO NpuoBpecTn OTAENbHO Mnw,
npyu HaNUYMM HeOBXOANMbBIX MaTepUanoB, MUHCTPYMEHTOB U HaBblKa, N3rOTOBUTb CAMOCTOATENBHO.

BapuaHTt «npsamoro» kabena (UTP kaTteropumu 5e) ¢ pasatbemom RJ-45

C ogHoro KoHua C ppyroro KoHua
1: Beno-opaHxeBbli 1: Beno-opaHxeBbii
1 8 2: OpaHxeBbl 1 8 2: OpaHxeBblN
it 3: beno-3enéHbin it 3: beno-3eneHbin
CHASY. 4: CuHuNn CHSY. 4: CuHun
5: beno-cuHuin 5: beno-cuHuin
CMEPEAM: % 6: 3enéHbin CMEPEAM: E% 6: 3enéHbin
18 7: Beno-KopUYHEBBbIi 18 7: BEeno-KOpPUYHEBBI
8: KopnyHeBbii 8: KopnyHeBbIi

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R
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[na narotoBneHns «npsimoro» kabensi Heobxoaumbl: kabenb UTP (BuTas napa kateropun

5e vnu BbiWwe), ABa pasbema RJ-45 n ycTponcteo onst o6xnma pasbemMoB (KpuMmnep).

Mpn Takom nopsgke nNOAKMOYEeHUs nap (ykasaHHoM B Tabnuue) obecneumBatoTcs
rapaHTMpPOBaHHbIE NPOM3BOAMTENEM BENWYMHA WM pacnpefeneHve 3agepXeKk pacrnpocTpaHeHUs
cuUrHana u, crieqoBaTtenbHO, 3asiBfIeHHas CKOpPOoCTb nepegaydn gaHHbix 100 MouT/c.

ANns NOAKNIOYEHMS MUTaHUSA Kamepbl HEOOXOAMMO MCMONb30BaTb WMCTOYHUMK MUTaHUS,

pekomeHgoBaHHbIn BEWARD 1 kabernb COOTBETCTBYHOLLETO CEYEHUS.

5.3. OnpepeneHue napameTpoB NPOBOAHOM FIOKaNbHOW CeTU
Ona toro ytobbl IP-kamepa B56-30R pabotana B Bawewn nokanbHOW CeTU COBMECTHO C
Apyrum obopynoBaHvem, HeO6X0AMMO BbINOMHUTL €€ NOAKMYEHe B COOTBETCTBMU C TEKYLLUMU

HaCTpOIZKaMVI OaHHOW CeTWn, ANs Yero, B CBOKO oyepenb, H606XODMMO onpeaenntb 3TN HaCTpOIZKVI.

NMPUMEYAHUE!

OnuncaHne yCTaHOBKW M HACTPOWMKM COeAMHEeHWs BbiMonHeHo Ha npumepe Windows 7 MakcumanbHas.
HasBaHune nyHKTOB MEHI0 1 HEKOTOPbIX (DYHKLMI MOXET oTrnmyatbesa oT Bawen sepcum Windows, ogHako

anropnTm npmeBeaneHHbIX OEencTBui siBNsieTcH yHuBepcaribHbIM.

B cnyyae nogkntoveHust no kabento Ethernet Heob6xoammo onpenenuTb TEKYLLME HACTPOWNKA
NPOBOAHON ceTun.

,D,J'IFI onpeneneHna TeKkywnx HacCTpoek I'IpOBOD,HOIZ nokanbHOM ceTu VICI'IOJ'Ib3yIZTe

KOMMbIOTEP, NOOKINIOYEHHbIV K 3TON ceTu. Haxxmute llyck — lMaHenb ynpaeneHus (Puc. 5.2).

@ T ,
C
a Skype ,
(=
263/ wicrosot Office Bxcel 2007 » [
— Wzobpakerna
I Bnoknot 3
-)
Myzbika
ﬁ DVR Server
Wirps:
w BRSContraller
Komnbiotep
w BEWARD IP Visor
Manens ynpasnenna
m BEWARD Player
Ycrpoiicrea u npuTeps!
_____, , Bl
w Mporpammbi no ymonuarnio
9
ae, Cny:Bbl KOMNOHEHTOE
Cnpaska W NOAAEp:Ka
»  Beenporpamms

Puc. 5.2

B oTkpbiBLIEMCA AManoroBom okHe BblbepuTe nyHKT [[IpocMoTp cocToAHMA ceTn u 3aaad]
B pa3gene [CeTb u UHTepHeT] (Puc. 5.3).
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€ e
IaC pOl‘IKa ) apaMe pOB KOMNbHD epa poCMOTR: Ka EFCpuA ™

CucTema 1 6e30MacHoCTb YUETHbIE 3anncK NoNb30BaTeNel 1
MpoBepka cocToAHWA KOMMBHOTEpPE cemeiit...

ApPANBIPOBAHNE A3HHBLX KOMNBIOTERE 1B [loBaenenne n y4aneHme yueTHE 3anucei
Mouck u ucnpaenesne npotnem nonez0BaTeneii

'@' ¥cTaHOBKA POAMTENBCKOTD KOHTPOMA 4NA BCEX

CeTh M VHTEpHaT JE——
@h Egccmcrp COCTOAHMA CETH 1 3a,1a
e BriGop napametpos 4omMaluHeR rpynnel w obiero | OCIJOIJMIIE.‘HHE.‘ W NepcoHanmsauma

ACCTyNa K A3HHBIR Mgs  Vsmenenne Tembl
W3merenne doHa pabodero ctona
Hactpoiika paspeluenna skpana

OfopynosaHWe 1 3ByK
MpocmoTp ycTpoicTe n NPUHTEROE
JobBaenenne ycrpoiictea Yacol, A3bIK M pervoH

CrEHE packnagrm KNaBnatypel WK pyri
I'IporpaMMbl . cnocofioB BEOA3

¥AaneHne nporpammel Msmenenne asbika nHTepdeiica

CneumansHble BOSMOXHOCTH
Pexomengyeneie Windows napamerper
OnTUMU3aLNA N30BPAKEHNR Ha SKPAHE

Puc. 5.3

B oTkpbiBLEMCS AnanoroBom okHe Haxmute [[loakntoyeHne no nokanbHon cetu] (Puc.
5.4).

MaHens ynpasnexus -

I MpocMoTp OCHOBHBIX CBEAEHMIA O CETW WM HACTPOAKa NOAKNHOUEHWA

| = MpockoTp NonHoR KapThl
i Ll
Wzmenenne napametpos [15’* _& 9

Sliig BEWARD Heckoneko ceteid WHTepHer
[1zMEHNTE 4oNOAHNTENEHEIE (3707 KoMNBIOTEP)
mapameTpal abiero Ao MpocuoTp aKTMBHBIX CeTel MogknrodeHne nan oTKAYEHNE

Cers 4 Tun gocTyna: WHTepHeT
OBuwjecTBeHHaA CeTh MNogknroyeHus:

V3MEHEHME CETEBBIX NAPAMETROE

ﬁ. HacTpoiika HOBOrC NOAKNFOMEHNA AW CETH

Hacrpoiika GecnpoBegHoro, LUMPOKONOACCHEr, MOAEMHero, Nparorae wan VPMN-noaknouerna
WK SKE HACTPOIiKa MapLUPYTU3ATOpa AW TOUKK 40CTyna.

ls. MogknounTeca K ceTi

Moaknto4eHne WK NOBTOPHOE NOAKNOHEHNE K GECNPOBOAHOMY, NPOBCAHOMY, MOAEMHOMY
CETEBOMY COSAMHEHWID AW nogrniodenmne K VPN,

Brifop gomawinei rpynnel v napametpos obwere aoctyna

Ch. Takcke AocTyn k daiinam n npuHTEPaM, pacnonoXeEHHBIM H3 APYTNX CETEBBIX KOMMNBOTEPEX, AW

M3MEHEHWE NapameTpos obLero gocTyna.
Bpanamayzp Windows P P LEro Aoy

Jomaiunan rpynna YeTpaHeHNE HENCNAADK

CaoiicTea obospesarena JnarHocTika W MCNPasneHue ceTepbix NpoBaem WK NoAyHEHHE cBeqeHnid o ncnpaesncHuu,

Puc. 5.4

NMPUMEYAHUE!

I'Ip|/| HaNM4YMM HECKOMbKMX MNOAKMNIOYEHNI Bbl6epVITe TO, KKOTOPOMY NnaHNUpyeTCcA NOOKIMKYNUTb IP-Kamepy.

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R
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B oTkpbIBLLEMCA OKHE HaXxXmuTe KHornky [CBomncTBa] (Puc. 5.5).

1
Ul CocrosHue - MoakNOHEHNE NO NOKANBHOR CeTH @
Ofume
Moakniouerne
IPvd-noaknioHeHme: WHTepHeT
IPvE-NoAKNoHEHAE: Bes nocTyna K MHTEpHETY
CocTosHMe cpeabl: MNoaknouero I
AnnTensHocTe: 04:47:33 l
CKopocTe: 100.0 MBuT/c
AKTMBHOCTE
OTRpaBneEHn L\’! TpUHATO
==
BaiiT: 79 188 190 805 509 770
[ '&'Cﬁcﬁcrsa ]['&'OTmmuuTb] [ﬂuarHocrma ]

Puc. 5.5

B nOuanoroBom OKHe CBOWCTB CETEBOrO MOAKIIOYEHNS HeobxoaMMo BbiGpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxxaTb kHonky [CBomncTBa] (Puc. 5.6).

L MoaxnkoueHUE NO NOKANLHOI CETW - CEOMCTES &

Cems | Oocmyn

MomknioueHne uepes:

L¥ Realtek RTLE139/810« Family Fast Ethemet ceTeson an:

OTMBHEHHb\B KOMMOHEHTRI MCNONE3YHTCA 3TUM NOQKNICYEHUEM
B Kaspersky Anti-Vius NDIS 6 Fiter -

gﬂnaﬂmposmm nakeTos CoS

gCnfxﬁa L0CTYNa K ainam 1 npuHTepam ceTten Micr,

-2 [poToKen WHTepHeTs Bepciw & (TCP/|PyE)

(¥ Mpororon Hrireprieta sepcun 4 (TCPAPvE) |

& IpaiBep 6/6 TONONOra KaHankHOro YROBHA
i OTBeTMK 06HEPYXEHMA TOMNONOMMM KSHANEHOO YPOE +

[l 1

| 3
YeTaHoBUTs... Yaanims | CaoitcTea I

Onucaque

m

Mpotoron TCP/IP - cTaspapHelit npoTokon rnofansHex
ceTel, 06ECNEYMBEIoILNA CEASE MEXY PA3IMYHBIMA
B3aMMONEACTEYIOWMMA CETAMM

Puc. 5.6

OTKpoeTcss OKHO, B KOTOPOM OTOGpakaeTca uHGOpMaumMs O HacTporkax CeTeBOro
noakntodeHusi. BoamoxHbl ABa BapuaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Baulero
MK:

1. NMonyuntb IP-appec aBTOoMaTu4vecku: IP-agpec HasHavaeTcs aBTomMaTtudeckn DHCP-
cepsepom (Puc. 5.7). Ecnu IP-agpec Bawemy [1K Bblgaetcs aBTomaTudecku, Torga Aangd

onpegeneHns napameTpoB floKanbHOW ceTn nepenaute K nyHKTy 5.3.1 AaHHoro PykosoacTsa.

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R

( )) SEC.RU KopoTkun nyTb K nHcbopmauum

CkauaHo c sec.ru
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Be\«vARD I nasa 5. Hacmpouxa npooonozo coeounenus

Ceolicrsa: MpoTokoa WMnteprera sepcnn 4 (TCP/IPv4) &Iﬂ

Ofwne ANBTEPHETUEHEA KOHDUT DAL |

HEDENETDDI IF MOryYT HAa3HE4Y4aTbCA aBTOMATHHECKH, €CNH CETh
noaaepRUBaET 3TY BEOSMOMHOCTE. B NPOTHUEHOM CNy4ae NapaMeTpel
IP MOMHO MONYHMTL Y CETEBOM0 AAMWHUCTDATODA,

| (@ Mony-uTe IP-aapec aBToMaTHHECKH I
() Micnonb3osaTe cne yolui IP-anpec:

| (@ Mony-mTe anpec DNS-cepEepa aBTOMATHHECKM I

() Micnonk3osaTe cieayiouwmMe aapeca DNS-cepeepos:

MoATEEPAMTE NEPEMETPEI NP BeIX0AE T |

Puc. 5.7

2. Ucnonb3oBaTb cneayrwwmn IP-aapec: IP-agpec 3agaetca nonb3oBatenemM BpyYHYH
(Puc. 5.8):

s ™
Ceoitcrsa: Mpotokon Wuteprera eepcun 4 (TCP/Py4) &Iﬂ

Ofimne

MapameTpel IP MOryT Ha3HEYATECR BETOMATHHECKH, BCIW CETE
NOAAEPHMBZET 3TY BOIMOKHOCT, B NDOTMEHOM CNY4ae NapaMeTphl
IP MOXHO NONYYMTE Y CETEBOM0 aAMAHWCTPATOPA,

() MonyunTe IP-anpec aBTOMATHYECKM

(@ Wnonb30BaTh CNEAYIOWMIA IP-aapec:

IP-agpec: 192 . 168, 1 . 20
Macka noaceTu: 255.255.255. 0
OCHOBHON WAos: 192,168, 1 . 1

Mony4nTe agpec DNS-Cepsepa SBTOMATUYECKM
(@ WenonesoeaTe cneayiowme anpeca DNS-cepeepos:

MpeanourTaembiil DNS-cepeep: 192 . 168. 1 . 1

AnsTEpHATHEHEN DMNS-cepeep:

[T NoaTeepauTs NapaMeTpel NpH Bhixoge
Jll

Puc. 5.8

3anuwuTe, Nnbo 3anomMHUTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka
nogcetn, OcHoBHon w3, DNS-cepsep).

BHUMAHUE!

Ecnn Bbl He 3anucanu ceTeBble NapameTpbl KOMMbOTEpa, TO MOCre HacTpovky kamepbl 6yget

HEBO3MOXHO BEPHYTb UX B NepBoOHa4YalribHOE COCTOAHME OJ1d BOCCTAHOBJITIEHUA NOAKIMTHOYEHUA K nokarnbHon

cetn n/wnu cetn IHTepHer.

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R

SEC.RU KopoTkun nyTb K MHpopmaLmm

CkauaHo c sec.ru




I nasa 5. Hacmpouxa npooonozo coeounenus

5.3.1. OnpepgeneHue napamMeTpoB CeTU Npu AMHamunyeckom IP-agpece

NMPUMEYAHUE!

[aHHbIin nNyHKT PykoBoAcTBa npedHasHavyeH Ons OnpedenieHusl napameTpoB JioKarbHOWM ceTu npwu

HasHauyeHun IP-agpeca Bawewmy MK aBTomatnuecku (DHCP-cepepom).

D,J'IFI onpegeneHna Tekywmnx HaCctpoek KOMnbTepa B nokanbHom I'IpOBO,ElHOIZ CETU HaXMuTe

IMyck — MaHenb ynpaeneHusi (Puc. 5.9).

@ Internet Explorer
C

@ Skype

| X2 Microsoft Office Excel 2007

—
4 .'J BnokHOT

@ DVR Server
w BRSController
m BEWARD IP Visor

w BEWARD Player

T Crywou

] Ty

]

oe" CryBel KOMNOHEHTOE

» Bce nporpamme

Puc. 5.9

BEWARD

JloxymenTel

Wzobpaxenna

Mysbika

Wrpe:

Komnstotep

Manens ynpasnesna
YcTpoiicTea n NpuHTEPSI
Mporpammel NO yMoA4aHWD

Cnpaexa u nogaepxxa

| M:plu:mle Thl E

B oTkpbIBLLEMCS AMANOroBoM okHe Bblibepute NyHKT [[pocMoTp cocTosiHuA ceTu 1 3apav]

B pa3gerne [CeTb u UHTepHeT] (Puc. 5.10).

7 » Mawens ynpaenenma » - Mouck & naxeau ynpasaeHus pel

HacTpolika napameTpoe komnsloTepa

Cuctema u Be3onacHoCTL
MNpoBepka COCTOAHMA KOMMbIOTER
ApXMENPOBAHNE A3HHBIX KOMMLIOTEPE
Mownck n ncnpaenerne npoBaem

&h |ﬂ;chch COCTORHMA CETH 1 33434 I
-2,

Beibop napameTpos AoMaLUHeR rpynnel n oBuero
ACCTYNE K A3HHEIM

OBopyaosaHwve 1 3ByK

%‘ MpocmoTp YCTpoiACTE W NpUHTEPOE
[loGasnenwe ycrpoiictsa

7 [porpammbl
h b I ¥panenue nporpamnsl

Mpocwmotp:  Kateropua ~

YueTHble 3anucK Nonb3oBaTene n

CEMEMH...

'&" AoBaeneHue 1 yA3NEHNE YUETHBEC 3aNMCER
noAkzoBaTENE

"fj" YCTaHOEKa POANTENBCKOTD KOHTPONA ANA BCEX
none3oBaTENER

OdopmaeHne ¥ NepCoHanM3aLma
Mzmenenne Tembl

Wsnenerine dona pabouera crona
Hactpoiika paspeweHna 3kpana

Yacol, A3bIK U PernoH

CMeHa packnagKi KNBEATYPbI MM Ay
cnocoBoE BEOAE

Wsnenenue assika nHTepdeiica

B CreuuansHble BOSMOXKHOCTH

Pexomengyemeie Windows napametpel
ONTUMAS3LMA W30BPEKENNA HA IKPaHE

Puc. 5.10

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R

KopoTkun nyTb K MHpopmaLmm

CkauvaHo c sec.ru
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I nasa 5. Hacmpouxa npooonozo coeounenus

B oTkpbiBWEMCS AnanoroBom okHe HaxmuTe [[MogknioyeHue no nokanbHowm cetu] (Puc.

5.11).

Manens ynpaenexmna -
ADMELLIHAR CTpaHWLA

Wsmenenne napametpos
aganTepa

WZMEHNTE AONONHUTENEHBIE
napameTpel oBLIers AocTyna

Cra, Taioke
Bpanamaysp Windows
[omallHas rpynna

CeoiicTea oBospesatena

NMPUMEYAHUE!

it « Ceton WMuteprer b LleHTp ympasneHna CeTAMKM U 0BLLWM Z0CTYTIOM

MNpoCMOTP OCHOBHBIX CBEIEHWIA O CETH W HACTPOMKa NOAKAKUEHWIA

| = MpecwmoTp noaxoit KapTel
i L
Ay L @
BEWARD Heckoneko ceteii Wnreprer
(3707 KoMNBIOTER)

MpocmoTp aKTUEHBIX CETER MogratoveHne nn oTEAYEHNE

Cers 4 Twun goctyna: MHTepHeT
OBLyecTEEHHEA CETE

MogknoueHua:
Mamenenne ceTesslx NapameTpos

{tl HacTpoiika HOBOMO NOAKNHIMEHUS WK CETH
-

Hacrpoiika GecnposoaHore, WMPOKCNOAOCHOTO, MogemHore, npamero wan YPN-nogkatovenns
WK 2KE HACTPOIKE MApLUPYTU3ATORa MKW TOYKK A0CTYNA.

?. MogkntounTeca K ceTh

MogkntoHenne nan NOBTOPHOE NOAKAIGHEHKE K BECNPOBOAHONMY, NPOECAHOMY, MOSEMHONMY
CETEEOMY CORAMHEHNID MNN nogrntoqerne K VPN,

JocTyn k $aiinam u NpUHTEPaM, PaCNONOKEHHEIM H3 APYTUX CETEBLI KOMMBHOTEPAX, MK
M3MEHEHME NAapaMETPOE oBLLErD AocTyna.

4 Brifep goMaluHeld rpynnel n napaMeTpos obluero goctyna
@ YcTpaHeHue HeNoNaaoK

JIMarHoCTUKE W MCNPABNEHME CETEBLIX NPoBAeM UK NoNyYEHNE CBEIEHMEA 0B ncnpasneHn.

Puc. 5.11

Mpy HaNMMYMU HECKONBKMX CETEBbIX MOAKMIOYEHMI BbIGEPUTE TO, K KOTOPOMY MIaHMPYETCS NOAKMTHYUTD

IP-kamepy.

B oTkpbiBLIEMCA OKHE HaxxmuTe kHONKy [CBeaeHus] (Puc. 5.12).

[l Cocroanue - MoagkMOHEHNE NO NOKANLHOM CETH ﬂ

Obiwme

MogknodeHue

IPv4-N0aKMOHEHKE: WHTepHeT
IPvE-NOOKMOHEHWE: Bes nocTyna Kk MHTepHeTy
CocTosHWE Cpeabi: MNoaKnoHEHD
AnuTensHoCTL: 04:47:33

CropocTb: 100.0 MBuT fc

AKTHBHOCTE
OTnpasneHo —— ;‘v!{ ——  [puHATO

&
BaiT: 79 188 140 I 805 508 770

[ |S'Cﬁcﬁcrﬁa ] [@'OTmmquTb] [ [AMarHocTuKa ]

Pwuc. 5.12

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R
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CkauvaHo c sec.ru
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Be\«vARD Inasa 5. Hacmpotika nposoono2o coedunenus

B okHe «CBefeHus O ceTeBOM MOAKMIOMEHUM» MPEACTaBneHa crneayollas MHdopMaums

(Puc. 5.13):
g B
CeefeHMs O CETEEOM MOAKMHOYEHM ﬁ
[pnonHUTenEHeIE CEEAEHWA 0 CETU:
CeoitctE0 3HaueHue
OnpegeneHHLIR ANA NG...
Ormcanwe Realtek PCle GBE Family Controller
Prsnyeckuil agpec 14-DA-ES-D1-84-20
DHCF BrnioueH Oa
Appec |Pvd 192.168.1.120

Macka nonce IPvd 255.255.255.0

ApeHna nonyueHa 6 meepana 2015r. 8:58:33
ApeHpa wcTekaeT 10 pespana 2015 . 8:58:32
Wnto= no ymonuanwmio (P, 1592.168.1.254
DHCP-cepsep IPv4 192.168.1.254

DMS-cepeep [Pvd 152.168.1.254
WINS-cepsep Pvd 192.168.1.157

CnyxGa NetBIOS uepes... Oa

INokaneHeit |PvEappec... feB0:487d:5df9. 7cbdad3e 12
Wnto= no ymonuaHwme (...

DMNScepeep IPvE

Puc. 5.13
Ecnn B atom okHe Bbl yBugenu ctpokn — «DHCP Bknwo4eH - Oa», «Appec IPv4 -
XXX XXX XXX.XXX» (FOe «XXX.XXX.XXX.XXX» — 3Ha4yeHue |P-agpeca), — 3Haunt IP-agpec Bawemy MK
Ha3Ha4yeH aBToMaTuyeckn. Macka noaceTu ykasaHa B cTpoke [Macka nopacetu IPv4], agpec
ceTeBoro wnt3a — B ctpoke [LUnto3 no ymon4yanut IPv4], agpec DNS-cepeepa — B cTpoke [DNS-
cepBep IPv4]. 3anuwwute, nubo 3anomHuTe AaHHble NapameTpbl (IP-agpec, Macka noacetwm,

CeTteBon wnto3, DNS-cepsep).

BHUMAHUE!
Ecnn Bbl He 3anucanu ceTeBble napameTpbl KOMMbKOTEpa, TO MNOCMe HACTPOWKM kamepbl OyaeT
HEeBO3MOXHO BEPHYTb X B NepBOHa4YarbHOE COCTOAHMNE ANS BOCCTAHOBIIEHWS NOSKITIOYEHUS K TOKasTbHON

ceTu n/unu cetn VIHTepHeT.

BHUMAHUE!

Ecnu B okHe «CBegeHUs1 0 ceTeBOM NoAKmnoYeHUn» Bbl yBuaenu cTpoku:

«DHCP Bknto4yeH - Odar»; «Agpec IPv4 aBTOHacCTPOMKM - XXX.XXX.XXX.XXX», (FA€ XXX.XXX.XXX.XXX —
3HayeHue IP-agpeca), — 3HaunT Bam He yganocb nogknountbes K nposogHon cetn (DHCP-cepeep He
npucsoun IP-agpec Bawewmy [1K). MNpoBepbTe NpaBuUnbHOCTbL NOAKNIOYEHUS K MTPOBOAHOM ceTu. B crniyvae

HeobxoaMMocTn obpaTuTech K BawemMy cucteMHomMy agMUHUCTPaTopy.

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R

U4 .
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Be\VARD Inasa 5. Hacmpotika nposoono2o coedunenus

5.4. U3ameHeHMe napameTpoOB NOKanbLHOWU ceTu ansa nogknro4veHus K IP-kamepe

Mpn nepsom BkntodeHun IP-kamepa B56-30R mmeeT IP-agpec, yka3aHHbIA Ha HaKnemnke
BHYTPM 3alUMTHOIO KoXyxa. YUTobObl NMOAKMOUYMTBCS K Kamepe Ans nepBoHa4vanbHOW HaCTPOWMKM
Heobxoanmo, YToObl Baw koMnbioTep Haxoguncs B TOM e NOAceTH, Yto n kamepa. lNpu atom IP-
agpeca kamep, KOMMNbIOTEPOB M NMOOLIX APYrMX YCTPOMCTB B CETU HE OOIMKHbI COBMagaTb Mexay

cobon.

BHUMAHMUE!
Ecnun Bbl nnaHupyeTe noakmno4vnTb HecKosnbko IP-kamep, TO Ons UCKMYeHUs KoHdnvkTa IP-agpecos

noaknoyanTe kKamepbl No 0gHON U n3meHsnTe nx IP-agpeca Ha ntobble cBoboaHbIe B Baluen nokansHom

ceTn.

BHUMAHUE!
Ecnn Bbl yBepeHbl, yto Baw T[1K, nogknoyeHHbIn K npoBogHon ceTtu, un IP-kamepa, duandecku
MOAKIIOYEHHas K TON xe ceTu, NMbo Hanpsamyto k Bawemy MK, Haxogatcs B ogHon noaceTtu, Bel moxeTe

cpasy nepentn K NyHKTy 5.5 naHHoro PykoBoacTea.

,D,J'IFI M3MEeHEHNA TeKylKMX HaCTpPpOEeK KOMMNbTepa B nokarnbHoMn I'IpOBO,ElHOIZ CeThn HaXXMute

Tyck — Marnenb ynpaeneHus (Puc. 5.14).

@ Internet Explorer
C

@ Skype BEWARD

-

—
2=/ Microsoft office Excel 2007 (Lasr—=rme

Vzobpaxexna

—
4 " BaoknoT

Mysbika
ﬁ DVR Server

Wrpei
m BR5Controller

Komnetotep

m BEWARD IP Visor
m EEWARD Player

_( CryxBei
ey, YK

MaHens ynpaeneHna
Ycrpoiicrsa n npuHTEpDI

Mporpamme! no ymonqaxuo

-]
,@a Chy#Bbl KOMNOHEHTOE
Cnpaska n noggepxka

» Bee nporpamme

| Hatimu npozparmsi u ghailabi

Puc. 5.14
B oTKkpbiBLLEMCA AMANOroBOM OkHe BblbepuTe nyHKT [[IpocMoTp cocToAHMA ceTn u 3aaay]
B pa3gerne [CeTb u UHTepHeT] (Puc. 5.15).

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R

\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauvaHo c sec.ru




B@\,UARD Inasa 5. Hacmpotuika nposooHozo coedunenus

HaCTpDﬁKa napaMeTpoB KOMNbHOTEPSa MpocmoTp:  Kateropua ¥

Cwctema v Be30NacHoCTb YueTHble 3anvck NoAL30BaTeNel 1
Mposepka COCTOAHWA KOMMBIOTEPE ceMerH...

ApxuBUpPOBIHNE A3HHELX KOMMEHOTEDS '@' [oBasneHue U yAaneHHe YUETHRIX 3anncei
Mouck 1 ncnpasnenue npoGnem nonezoeaTensi

'@' ¥cTaHoBKa POAWTENBCKOrD KOHTPONR ANA BOEX

Cerbu VnTenHeT HonssosaTenei
&! EECCMCTP COCTORHWUA CETU W za,n,ﬂ
e BriBop napamerpos gomalunei rpynnel n obwerc . OqJOpMJ'IE.‘HHE.‘ W NEpCoHanu3auna

ADCTYNA K AaHHBIM . p  Vmenenne Temer
VMzmeneHne oHa pabouero crona
Hacrpoiika paspelwuenns 3xpana

ObopyaoBaHWe W 38YK

ﬁ' MpocmoTp yeTpoiicTe 1 npuHTepoE
) Aobasnenne yerpoiicraa Yackl, A3LIK M PETMOH
— CMEHa PAcKNAAKK KNABMATYPEI M JPYT X

['f‘-l rlpDrpaMMbl ; cnocoboe BBOAA

k ‘Alj YaaneHue nporpammet MameneHne asbika uHTepdeiica
CneuMansHble BO3MOXHOCTH
Pexomengyemele Windows napametpel
OnTuMrsaumMa Ns00pakeHna Ha 3Kpare

Puc. 5.15

B oTkpbiBLIEMCA OKHe HaxmuTe «llogkntoyeHue no nokansHom cetn» (Puc. 5.16).

:‘: <« Cete w Minreprer v Uentp ynpasnenns cetamm n oBwimm goctynom -

Marens ynpaeneqns -

AOMALLHAR CTPAHNLLA MpocMOTP OCHOBHLIX CBEAEHUIA O CETH N HACTPORKa NoAKIHOUEHWA

&A: ‘. ) e MpocmoTp neaxoi kapTel
Vsmererne napamerpos ~ um

paanera BEWARD Heckonbko cetei WrTeprer
MzmeHnTe gononHUTENEHEIE (3T0T KomnbtoTep)
aBsieTEL obluer A0cyS MpocMoTp aKTHEHBIX CETEi MoakntoyeHne nan oTKAOHEHNE

Ceme 4 Tun goctyna: WNHTepHer
QBLecTEEHHAA CETE MogknoyeHns:

WM3menenne cetesbix napameTpos

ﬁl HacTpoiika HOBOrD NOAKNFOYEHNA WK CETH
-t

HacTpoiika BecnpoBogHOro, LUMPOKONONOCHOM S, MoAeMHore, npamors unn VPN-nogenodeHns
WA e HACTPOKE MapLIPYTU3AToRE WK TOUKK A0CTyNa.

fs. MogknounTECR K CETH

MogkAOUEHHE WK NOBTOPHOE NOAKS K BECNPOBOAHOMY, NPOBOAHOMY, MO
CETEBOMY COES) WK NogKs k VPN,

*& Beifop gomaiunei rpynnel v napamerpos obulero goctyna

Ch. Takcke Joctyn k aiinam n NpUHTEPaM, PacNoNoKEHHBIM H3 APYTUX CETEBLIX KOMMNEIOTEPEX, MW
. M3MEHEHME NapameTpos obulero goctyna,

Bpanamayzp Windows P P

Aomalnag rpynna YeTpanenune Henonagok

Ceolictea obo3pesatens JwarHocTiia n McnpaeneHne ceTesblx NpoBRem nan NonyHeHne cBEAEHNA 0B McnpasncHun,

Puc. 5.16

NMPUMEYAHUE!
Mpn HanU4MM HECKOMBbKMX CETEBbIX MOAKIOYEHNI BbIbepUTe TO, K KOTOPOMY MNaHUPYeTCs NOAKIOHYUTL

IP-kamepy.

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R
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Be\«vARD Inasa 5. Hacmpotika nposoono2o coedunenus

B oTkpbIBLLIEMCA OKHE HaxmuTe KHornky [CBomncTBa] (Puc. 5.17).

~
L Cocrosnue - MogknoueHNE MO NOKANBHOMN CETH ﬁ
Ofiwme
MoaknodeHie
IPv4-noaknoHeHme: WHTepHeT
IPvE-noaknoYeHe: Bes pocTyna k MHTEpHETY
CocTosHWe cpeasl: MoaknoyeHo ll
AnuTensHocTe: 04:47:33
CKOpOCTE: 100,0 MamTfc

CeeneHma. ..

AKTUBHOCTE
OTnpasneHo L_\’.,. MpuHATO
i
BakT: 79 188 140 805 509 770
[ '&'Csoﬁcrsa ]['5'OTKJ1IOHMTI:] [ﬂmarHochKa ] I

Puc. 5.17

B OTKpbIBLUEMCS OKHE CBOWCTB CETEBOro MOAKIOYEHUs HeobxoaMMo BblGpaTb MyHKT

[MpoTokon UHTepHeTa Bepcusa 4 (TCP/IPv4)] n HaxkaTb kHonky [CBomncTBa] (Puc. 5.18).

U MoakntoueHWe No NOKANLHOM CETH - CEORCTER ﬂ

Cem | Ooctyn

nDD.KJ'IIOHEHME yepes:

E" Realtele RTLE139/810x Family Fast Ethemet cetesoit ane

CmveyeHHEIE KOMMOHEHTE! HCNONB3YIOTCA 3TMM NOAKNIDYEHWEM

3B Kaspersky Anti-Virus NDIS 6 Filter -
M .@ MnaHuposwmk nakeTos QoS

=] SCnfxﬁa O0CTYNE K $aidnam n anHTepaM ceTei Micr
. -2 [poTokon Wire

& paiisep B/E TONONOra KaHankHOro YDOBHA
V] -2 OTBeTUMK 0BHAPYXEHWA TONONOTMM KaHENEHOrO ¥POE ~
[l i | [

YetaHosuTs. .. Yoanute Caoitctea

Onmcanme

MpoTokon TCP/IP - cTaHaapTHER NpoTokon rnofansHem
ceTeil, 0BecneuBaI0ILNIA CEASE MEX Y PASNUHHBIMK
B3aMMOISACTEYIOLLMMI GETAMM.

oK ] [ OmmeHa

Puc. 5.18

B nosiBuBiemMcsi OkHe HeObGXOAMMO YCTaHOBUTb 3HayeHus |P-agpeca u macku nopcetw.
Bbibepute nyHkT [Mcnonb3oBaTtb cneaywowmn IP-agpec] n Beeante csobogHbii IP-appec 13
noacetn kamepbl, Hanpumep 192.168.0.20, n Macky noacetun — 255.255.255.0. OcrtanbHble

3Ha4eHusa BBOOUTb HeT HeobxoaumocTu (Puc. 5.19).

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R

SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




Be\,VARD I nasa 5. Hacmpotika nposoonoco coedunenus

Croiicrsa: Mpotokon MxrepHeta epann 4 (TCP/IPv4) M
Ofuwme
MapaMeTpil IP MOryT HE3HAYATECA SETOMATUHECKM, BCTW CETE
MOAASPKMESET STY BOSMONHOCTE, B NPoTHBHOM ciyqae NapaMeTpe!
IP MOPMKHO NONYYMTE Y CETEBOr0 SAMUHWCTPATOPE,
() Mony4Te IP-aapec 5TOMATUHECKN
@ Mnonb30BaTh CNenyKowwmWi IP-anpec:
IP-appec: 192 .168. 0 . 20

Maa<a noaceTu: 255 .255.255. 0 [

OCHOSHON WA3:

MonyurTe anpec DNS-CepEepa aBTOMATUHECKI
@ Wcnone308aTe cienyouwme anpeca DNS-cepsepos:
MpeanoYMTaemeni DNS-cepeep:

ANBTEPHATUBHLIA DNS-cEpEEp:

[T NeaTsepanTs napaMeTps! npu saixone LononHuTensHo

[omes

Puc. 5.19

[na coxpaHeHusa nameHeHnn Haxxmmte kHonky [OK] BO BCex OTKPbITbIX OKHaX.

5.5. NonyyeHue poctyna K IP-kamepe ¢ nomMmowbo 6pay3sepa Internet Explorer
[ns gocTyna Kk kamepe ¢ nomoLLbio 6paysepa Internet Explorer 3anyctuTe ero n B agpecHom
cTpoke BBeauTe 3anpoc: http://<IP>:<port>/, — raoe <IP> — |IP-agpec kamepsbl, <port> — 3Ha4YeHune

HTTP-noprta. Nocne atoro Haxmute [MepenTtn], nudo [Beoa] (Puc. 5.20).

BHUMAHMUE!
Mo ymonyaHuto IP-kamepa B56-30R umeeT IP-agpec 192.168.0.99.

NMPUMEYAHUE!

Ecnu ana HTTP-nopTa ucnonb3yeTca 3HaveHue no ymonyaHuio — 80, Torga ana goctyna K kamepe B

agpecHou cTpoke 6paysepa goctatouHo BBecTu: «http://<IP>/», roe <IP> — IP-agpec kamepbl.

' E My
£ M - == x|
al\'\i’l’l 2 http://192.168.0.99/ P-aXx { (& Mycran cTpanmua ) i\\? £93

-

Puc. 5.20

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R
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5.6. Nony4yeHue poctyna K Be6-nHTepcency IP-kamepbl

NMPUMEYAHMUE!
[na koppekTHon paboTbl Be6-nHTEpdenca IP-kamepbl Heobxoanma Bepcus 6paysepa Internet Explorer

He Huxke 9.0.

[na npocmoTpa nsobpaxeHus ¢ IP-kamepbl Yepes 6pay3ep Internet Explorer ncnonb3aytorcs
kKomnoHeHTbl ActiveX. Internet Explorer He MeeT 3TUX KOMMOHEHTOB B CBOEM COCTaBE U 3arpyxaet
MX HENOCpPeaACTBEHHO C KaMepbl. ECriv KOMNOHEHTbI He YCTaHOBMEHbl, Bbl yBuanTe cnepyoulee

coobLeHue:

CooGleHne ¢ BeB-CTpaHNLBI [&J

'. CHcTema onpegenuna, 4To y Bac He ycranosaed OCK, ycTanoenTs
' cefivac?

[ QK l | OTmena

Puc. 5.21

Haxmute [OK]. B HuxHen 4actn okHa Gpay3epa NosiBUTCS BCMMblBaloLLlee OnoBeLleHne

(Puc. 5.22).
BE\VARD [T A —— ST — ——— ——

B crmce TR Zanuce =l [esame . Muporbon (I Veermur. [ Pessepym. [ Coomwoussve (i) B rrzr [l veospaxsime

3707 Bef-CaliT NLITAETCA yeTaHoBNTE HagcTpoiiky ActiveX Control wsgatena LLC RESEARCH AND
PRODUCTIOM ENTERPRISE BEVARD.

> YeTaHoBuTE
B 4en 3aKNHYaETCA puck?

Puc. 5.22

Haxmute [YcTaHOBUTL] N5 yCTaHOBKM kOMMOHEHTOB ActiveX.

BHUMAHUE!

YcTaHoBKka KOMNOHEHTOB ActiveX BO3MOXHa TombKo Ha 32-06uTHyto Bepcuio 6paysepa Internet Explorer.

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R
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Cuctema 6esonacHoctn 6paysepa Internet Explorer 6yaet aBTomatmyeckn G1oKMpoBaThb

yctaHoBky ActiveX. [1ns npogormkeHus yCTaHOBKM HaxXmnTe [YcTaHOBUTB] B OKHE NoaTBepXaeHUs

ycTaHoBku (Puc. 5.23).

-
Internet Explorer - MNpeaynpexgerwne cuctemel BesonacHocTi @

YCTaHOBMT b 3T0 NporpaMmnoe obecneuenne?

@ Wma: ActiveX Control (3013.11,04]

Wzpatens: BEWARD Co., Ltd

ﬂononHMTeano [ YCTaHoBUTE ] [He YCTAHABAMBATE

i D&iNEI M3 VHTEpHETE MOrYT BT MONE3HEI, HO 3TOT TUN aiina MoKeT
' I’j NOBPEAMTE KOMMBKOTED, CREAYET YCTaHEENMBATD NPOrPaMHel, NOMYHEHHSIE
= TONbKO 0T A0BEPEHHOr0 M3AATENA. mdl\TUQb\ pycka

Puc. 5.23

[anee, Ansi KOpPpPEKTHOM YyCTaHOBKM KOMMOHEHTOB ActiveX 3akpomnTte Internet Explorer un

HaxxmuTe [OK] B OKHe, NpeacTaBneHHOM Ha PucyHke 5.24, ecnn TakoBOE NOSIBUTCS.

’Warning @‘

IE windows must be close before install ocx, OK?

OK | Otmena

N

Puc. 5.24

B okHe, npeacTtaBneHHom Ha PucyHke 5.25, HaxxmuTe [Install].

OCX Install [

Install Lninstall Close

S —

Puc. 5.25

lMocne ycnewHon yctaHoBkn Bbl yBuamTte coobuieHne «Register OCX success(C:\)» B

HWXHeW YacTu gaHHoro okHa. Haxmute [Close] Ans 3akpbITUSA OKHA yCTaHOBKM.

NMPUMEYAHMUE!
B onepaunonHon cucteme Windows 7 n B 6paysepe Internet Explorer 9.0 Ha3BaHUSA MEHIO NN CUCTEMHBIE

COO6LLEHNA MOTYT OTNUYaTbCS OT Ha3BaHWM MEHK0 U CUCTEMHbIX cooblieHun B apyrux OC cemencrtea

Windows nnu B gpyrmx 6payaepax.

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R
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NMPUMEYAHUE!

Mpn ycraHoske ActiveX B OC Windows 7, npu BKNIOYEHHOM KOHTpPOMeE Y4YeTHbIX 3anucen Oyper

OONONHNTENbHO MPON3BOAUTLCA 6J'IOKI/IDOBKa YCTaHOBKKW, O 4YeM nNonb30oBaTersito 6yp,eT BblgaHO
OOononHnTeNnbHOE onoBeLlleHne. ,D,J'Iﬂ paspeleHna yCTaHOBKU HeobxogMmo yTBEPOUTEIIbHO OTBETUTL B

noABUBLLEMCA OKHE.

OTtkpownTte Internet Explorer. Nocne yctaHoBKkM KoMnoHeHTOB ActiveX HeobxoamMmo yaanuTb
dannbl cookie Bawwero 6paysepa. Nocne yoanenunsa gannoB cookie 3akponTe n NOBTOPHO OTKPONTE
Gpayaep.

NMPUMEYAHMUE!
B cnyyae BO3HMKHOBeHUA npobnem npu yctaHoBke ActiveX nvbo HEBO3MOXHOCTM WCMOMNb30BaHUS

Internet Explorer, obpaTutech k pykoBOACTBY MO akcnnyaTauum, Maea 4.

B agpecHon ctpoke O6pay3sepa BBeguTe IP-agpec kamepbl n Haxmute [Enter]. OTtkpoeTcs
OKHO aBTopu3auuu. Beeante ums nonb3oBatens u naponb. 1o ymonyaHuto mMcrnonb3yeTcs nums

nonb3oBarensa — admin, naponb — admin (Puc. 5.26).

BHUMAHUE!
Mocne aBTopu3auun Bbl MOXeTe M3MEHUTb MMSA MoNnb3oBaTens M naponb B MeHw Hacmpoliku —
CucmewmHbie — Mosib3oeamenu. B criyyae yTepu naponsa unu umeHun nonb3oBatens, |P-kamepy MOXHO

BEPHYTb K 3aBOACKMM yCTaHOBKaM. [Insi 3Toro HeobxoamMmo 3axaTtb KHOMKy copoca Ha 10 cek.

bezonachocms Windows X
iexplore.exe
Cepeep 192.168.0.99 zanpalivBaET MMA NONL30OEATENA W NapOoNk.

3TOT cepeep Takke coobuwaet: "B57-30RW H.264 IP Camera -
186882363650",

admin

D 3anoMHWTE YYETHEIE JAaHHBIE

QK OTmeHa

Puc. 5.26
lMocne ycnewHon asTopu3auuu Bbl nonyunte goctyn K Beb-vHTepdpency kamepbl (Puc.
5.27).

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R
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P
B@\WARD

| BT IR O oo B e § Fare
| = - = -

=

Puc. 5.27

NMPUMEYAHUE!
B cnyyae Bo3HMKHOBeHMS npobrnem npu yctaHoBke ActiveX nnbo HEBO3MOXHOCTU UCMONb30BaHUA

Internet Explorer, obpaTutech k pykoBOACTBY MO akcnnyaTauum, Mnaea 4.

5.7. UameHeHMe HacTpoek nogknto4veHus IP-kamepbl Yepe3 Be6-uMHTepcenc
Mocne noakntoyeHus k IP-kamepe HEOOXOAMMO U3MEHUTbL €e HACTPOWKM Takum obpasom,

YTOObI OHA HaxoamMnach B OHOW MOACETU C OCTalbHbIM O60pyD,OBaHVIeM.

BHUMAHUE!

[ns coBMecTHOM paboTbl HECKOMBbKMX YCTPONCTB B OAHOW NOACETUM HEOOXOAMMO, YTOObI y HUX coBnadanu
nepBble Tpu Yactu (okteTa) IP-agpeca, n NonNHOCTLIO coBnNagana Macka noaceTu.

Hanpumep, IP-agpec Bawwero NK: 192.168.0.163. IP-agpec pa3geneH ToukaMu Ha YeTbipe okTeTa. 1 okTeT
— 192, 2 okteT — 168, 3 okteT — 0, 4 okTeT — 163. Bam HeobxoamMmo nameHnTb IP-agpec kamepsbl Tak,
4TOObI MX NEpBbLIE TPU OKTETa coBnaganu, To ectb IP-agpec kamepbl omkeH nMeTb Bua: 192.168.0.xxx.

UeTBepThill OKTET IP-agpeca kaxaoro ycTpoicTea 06s3aTesibHO A0MKeH ObiTb MHAVBUAYATIbHBIM.

[ns M3MeHeHUs CeTeBblX HACTPOEK B MaBHOM OKHe Beb-MHTepdenca HaXXMUTE KHOMKY

[HacTpouku] n nepengute B meHio Cemnb — LAN (Puc. 5.28).

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R
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BE€\VARD

Nokanobhbie Hactpoiika LAN

Aynuno

Hanen Vononsacesms IPv8 [

Bepawr IP | IPV4 [
CeTh v
P Mamyuwms seromeTseckn [
T oo 1oz e 0 te]
ecsaroacem (235 255253 o |
> WatchDag IP

coemorunes oz oo ¢ 1]
» PPFPoE

£ WA Tlonyuurs ssTowsTuec

> Bony ;
s Npepnoamsemesi DNS | 192 . 168. 0 . 251
00 0.0

> FIP MAC-anpec 18-68-82-36-36-50

> NAS

> E-mail i DNS

MNpoespka ceTH
> DDNS P

> PPTP
> RTSP
> HTTFS
> Yeenomnesus
3anuce
Tpesora

CHCTEMHBIE

Puc. 5.28

B nonax [IP-agpec], [Macka noacetu], [OcHoBHOM wnto3], [Mpeanountaembin DNS],
[AnbTepHaTuBHbIN DNS] Hy>XHO BBECTY Takvne 3Ha4YeHus, YToObl kamepa nonana B ogHy NOAcCeTb
C ocTanbHbIM obopyaoBaHneM. [ina aToro o6paTtuTeck K paHee 3anucaHHbIM, TEKYLLIMM HacTporikam
NPOBOAHOWN NOKanbHOM ceTu (CM. NyHKTbl 5.3 nnun 5.3.1) n, B COOTBETCTBUN C HUMUN YCTaHOBUTE

BblLLI€YyKa3aHHble napaMeTpbl.

NMPUMEYAHUE!

B cnyyae HeoGxoaMmocTu AOnsi HACTPOWKM CETEBbIX NMapameTpoB ycTponcTBa obpatutech k Bawemy
CEeTEBOMY aiMUHUCTPATOPY.

,D,J'IFI COoXpaHeHud M3MEHEHUIN CETEBbIX HaCTpOEK KaMepbl HAXXMUTE KHOMKY [COXpaHMTb].

MoaBuTCA yBEOOMMEHME O Nepesarpyske YyCTPOMCTBa.

Mocne nepesarpy3kn IP-kamepa 6yget goctynHa no sagaHHoMmy Bamu IP-agpecy. Ha atom
HacTpoWka NPOBOAHOro NoAaknto4eHus |IP-kamepbl 3aBepLueHa.

5.8. B03BpaT HaCcTpoeK noaKrnr4yeHus MKk nepBoHa4vYasibHbIM 3Ha4YeHUAM

YT06bl BEpHYTb 3HAYEHMS NMPOBOAHOIO CETEBOro MOAKIOYEHUSI K YCTAHOBMEHHbIM paHee
3Ha4YeHUsIM, BbINOSHMTE CrieaytoLne OencTeus.

HaxmuTte lMyck — lNaHenb ynpaeneHus (Puc. 5.29).

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R
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e Internet Explorer
C

@ Skype

| X5 Microsoft Office Excel 2007
CrH

-
"-’J Bnoknot

E DVR Server
m ERSController
W BEWARD IP Visor

Q BEWARD Player

"_, CoyzcBen
=4

L)

ﬂ), Cny:Bbl KOMNOHEHTOR

»  Bcenporpammel

| Haimu npozparmel u chaiiae

Puc. 5.29

BEWARD

HoxymeHTsl

Wzobpaxennn

Myssika

Wrpui

Komnstotep

Manens ynpasnexns
Yerpoiictea n npuHTEpBI
MporpamMmMel Mo YMOAYaHIID
Cnpasxa u nogaepxxa

T
ABEPLLEHNE PaboThI .

B oTKkpbiBLIEMCA AManoroBoM okHe BblbepuTe nyHKT [[IpocMoTp cocToAHUA ceTu u 3aaay]

B pa3gerne [CeTb u UHTepHeT] (Puc. 5.30).

HacTpoiika napameTpoB KOMNbioTepa

Cucrema v Be30NacHOCTb
MpoBepka COCTOAHMA KOMMBHOTEDE

ApXMENPOBAHME A3HHEIX KOMMEKITEDS
Mewck n ncnpasnenune npoBnem

CeTh v MHTepHeT
&h IH-ECCMCTFI COCTOAHWMA CETH W 323434 I
-,

BoiGop napaMeTpos AoMaLUHENR rpynnbl n obLero
AOCTYNa K AAHHEIM

OBopyAoBaHWe W 3BYK
MpocmoTp yCTpoRCTE U NPUHTEPOR
[JoGasnenne ycTpoiicTea

Mporpammbi

¥aanenwe nporpamme

Mouck & naHenu ynpasneHus pel

MpocmoTp:  Kateropna ~

YueTHble 3anncKk Noab3oBaTenel 1

CEMEWH...
'@' [Jlobaenenue u yaaneHne yYeTHbIX 3anncei
nonL30BaTened

'@' YeTaHoBKE POAWTENECKOTS KOHTPONA 4NA BCEX
MonL30BaTENER

OdopmneHne 1 NepcoHanusauma
NzmeHerne Temel

Wzmenenne foHa pabodero crona
Hacrpoiika paspeluenna skpana

Yackl, A3LIK U PETWOH

CheHa packnagkun KNaenatypel WK 4pyTix
cnocoBoe BECAA

VzmeHeHne A3bIKa MHTepdeica

CI'IE.‘LI,HaJ'IthIE.‘ BOSMOMXHOCTH
Pexomengyenbie Windows napametpel
OI'ITHMHZELI,HQ Ir13C6pE)KEHHﬂ Ha 3KpaHe

Puc. 5.30

B oTkpbiBLIEMCH OKHE HaxxmuTe [MoakntoyeHue no nokanbHoun cetu] (Puc. 5.31).

CkauvaHo c sec.ru

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R

« » SEC.RU

KopoTkun nyTb K MHpopmaLmm




Be\VARD Inasa 5. Hacmpotika nposoono2o coedunenus

« Ceto W MHTepHET » LLEHTP yNpaBneHnA CETAMA 1 oBLLIMM A0CTYNIOM

Manens ynpasnenwa -

T T MpoCMOTP OCHOBHbIX CBEAEHW O CETW M HACTPOWKa NOAKNHYEHWA

[},& n. MpecwmoTp nonHoi KapTel
MameHenne napametpos - -

3aanTepa BEWARD Heckoneko cetei Wrreprer
Mzmennts gononHuTeneHee (3707 KoMNBrOTED)
napameTpel obuiero goctyna MpocMoTp aKTMBHBIX CETE MoaknoYeHnE WAR OTKNHOYEHNE

Cems 4 Tun goctyna: [IHTEDHET
OBLecTeeHHaR CETE MogknoueHna:

WM3meHenme ceTeBeix napameTpos

{‘i- Hactpoiika HoBOrO NOAKAMOHEHNA MAW CETH
e

HacTpoiika GecnpoBogHoro, LWMPoKSNoADCHErD, ModemHers, npamore wan VPN-nogieniodeHns
WAN KE HACTPOMKA MapLUpYTM3aTopa AN TOHKN 4ocTyna.

MogknrounTeca K ceTh

MoAKNHOYEHWE WK NOBTOPHOE NOAKNHOHEHNE K BECNPOBCAHOMY, NPOBOAHOMY, MOAEMHOMY
CETEBOMY COBAMHEHWID WK Nognroyenne k VPN,

Boifep gomaluHeid rpynnel v napamerpos obwero goctyna

Cha. Takoke foctyn k daiinam v NpPUHTERAM, PACNONOXKEHHBIM Ha ARYTUX CETEBLIK KOMMBHITEPAX, WK

; W3MEHEHWE N3pamMeTpoE oBLlero AocTyna.
Bpanamay3p Windows P P RER AN

Jomawnag rpynna ¥CTpaHEHME HENONAADK

CeoiicTea obozpesatens AnarHocTka  NCNpasneHne ceTesix NpoBRen WAN NoAyYEHUE CEEAEHWHA 06 ncnpasneHnn.

Puc. 5.31

B oTkpbiBLIEMCA OKHE HaxmuTe kHoMKy [CBomncTBa] (Puc.5.32).

L Cocrostwe - Mogknodenne no nokansHoi cetn g

Obwme

MoakntYeEHe

IPv4-noaKnoYHeEHMe: WHTEpHET
IPVE-NOAKMHOYEHHE: Bes AocTyna K MHTEpHETY
COCTOAHME cpedbl: MoprkniodeHo
AnuTensHocTb: 04:47:33
CKOpPOCTh! 100.0 MbuT fc

AKTMBHOCTE
OTnpaBneHo —— ;N,! ——  [puHaTO

4
BaiiT: 79 183 140 I 805 509 770

| | B coviicrea

"OTK.moHHTb] [,ﬂmarnocmna ]

Puc. 5.32

B OTKpPbIBLLUEMCA OKHE CBOWCTB CETEBOro MOAKMYEHMS Heobxoommo Bbl6paTb NYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBoncTBa] (Puc. 5.33).

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R
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-

“
4 MNogxnoueHne No AOKAABHON CETH - CEBORCTER ﬂ

Cem | Oueryn

MognioyeHne yepes:

E" Realtel RTLE135./810¢ Family Fast Ethemet ceTesoil ap:

CmMedeHHEIE KOMMNOHEHTEI MCNONESYOTCA 3THM NOAKNOYEHWEM:

B Kaspersky Anti-Virus NDIS 6 Fitter "
¥ E’. lMnarmpoBwmk nakeTos QoS
vl .[‘_EJCn,rxﬁa LOCTYNE K $ainam u I'IDMHTBDaM cetei Micrg—

-! - I'thoKon h"hTepHe‘la BEpCIAN 4ﬂCPﬂPV4) .

& llpaiBep B/8 TONONOra KAHaNEHOM O YPOBHA

m

v i OTEETUWK OOHEPYXEHWA TOMDNOMMN KEHAMEHOMD YPoE ™
[l 1 | [
YCTaHOBMTE... Yoanute CeolicTea
COrnvcanue

MpoTakon TCP/IP - cTaHAapTHBIA NpoToKoN FroBansHBE
CETEﬁ, DSECI‘IE'—MBB}OLLLMm CER3E MEXOY Pa3NHMYHEIMIA
B3aMMOASACTEYOWMMA CETAMM.

0K ] [ OmmeHa

Puc. 5.33

OTKpoeTCs MeHI0, B KOTOPOM HEOBOXOAMMO YCTaHOBUTb 3HAYEHWS HayarnbHbIX HACTPOEK,
3anucaHHbIX Bamu paHee (CM. nyHkTbl 5.3, 5.3.1 gaHHoro PykoBoacTea).

Ecnn nsHavanbHo |IP-agpec Bawemy MK HasHadancsi aBtomaTudecku, Torga Bblbepute
nyHkTel  [Monyuntb IP-agppec aBtomatuuecku] wu [Monyuntb apgpec DNS-cepBepa

aBToMartu4ecku], nocne 4vero HaxmuTe kHonky [OK] onst Bcex oTKpbITbIX OKOH (Puc. 5.34).

-
Ceoiictea: [potokon Mktepreta sepauu 4 (TCP/TPwd) &Iﬂ

OBlWKE | ANbTepHATUEHER KOHDMIYDELIA |

I'IapaMEprl 1P MOryT Ha33H34aTbCA SETOMaTHHECKM, ECNK CETb
NOAASMKMESET 3TY BOSMOMHOCTE, B MPOTHBHOM Cy4ae NapaMeTpsl
IP MOoKHO MONY4MTE Y CETEBOMD SAMMHMCTPETOPE.

| -@- Mony4uTe IP-aapec aEToOMaTHHEOKH I

7 Mcnonesosate creayowmit IP-agpec:

| (@ MonyunTe agpec DNS-cepsepa asTOMaTHHEMKN I

~) Mcnone3oeaTe cneayowme anpeca DNS-cepsepos:

Mog TEEPAWTE NapPaMETPEI NP Beixoae ﬂOI'IOHHHTEJ'IbHO. -

[ O ][ OTmeHa ]

Puc. 5.34
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Ecnn mnsHavanebHo IP-agpec Bawemy MK 6bin 3agaH BpydHyto, Torga Bbloepute MyHKT

[Ucnonb3oBaTtb cneaytowmm IP-agpec] v 3anonHnte Heobxogumble Nons (CM. NyHKT 5.3 AaHHOro

PykoBogctBa), nocne yero Haxxmute kHonky [OK] ans Bcex oTKpbIThbIX OKOH (Puc. 5.35).

-

Ceoitctea: Mpotokon MyTepreta seporn 4 (TCP/IPw4) @l&]

Obwwne

MapameTpil IP MOryT HA3HEYETECA AETOMATHHECKH, SCTH CBTE
NoAASPHRUBSET STY BOSMOMKHOCTE, B NPOTUBHOM cnyYas NapameTpsl
IP MOHD NONYUMTE ¥ CETEBOMD AAMUHWCTPETOPA.

f : | Mony4uTe IP-aapec asTOMaTHYECKK

(@ WcnonbzoBaTe cneayrowwi IP-agpec:

IP-anpec: 192,168, 1 . 20
Macka nogceTi: 255 .255.255. 0
OCHOBHOI WNKD3: 192 .168. 1 . 1

MonyunTe agpec DNS-cepeepa aETOMaTHHECKK
(@ WcnonbzoBaTe cneayrowme agpeca DNS-cepeepos:

Mpeano4TaeMsIid DNS-cepsep: 192 . 168 .1, 1

AneTepHaTHEHEI DNS-cepeep:

[[INoaTEEpANTE NapaMETPLI MPK BEIXOAE

[ O ” OTHeHa ]

Puc. 5.35

5.9. [llpoBepka npaBUNBLHOCTM HacTpoeKk noakn4vyeHusa I[IP-kamepbl K
JNIoKanbHOW ceTu

Ona  KOHTPONS nNpaBUNBbHOCTU CETEBbIX HACTPOEK Kamepbl W KOMMbKOTEPA HYXXHO
NOaKIIYNTBLCA K KaMmepe yepes 6paysep Internet Explorer.

3anyctute 6paysep Internet Explorer. [na atoro Haxmute llyck — Bce lNMpozpaMmbi 1
BblbepuTte cTpoky «Internet Explorer».

Beegute B agpecHom cTpoke IP-agpec, nNpUCBOEHHbLIN Kamepe  (Hanpumep:
http://192.168.0.163).

Mpw NpaBUnbHBIX HACTPOWKaX OTKPOETCA OKHO aBTopu3aumn. Beegute nmsa nonb3oBartens v
naponb (Puc. 5.36).

BHUMAHMUE!

Mma nonb3oBatens no ymonyanuto: admin. Mapone no ymonyaHuto: admin.

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R
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Besonachocts Windows >

iexplore.exe

Cepeep 192.168.0.163 2anpaMBacT UMA NONLZOEATENA U
napone.

3710T cepeep Takke coobuwaet: "B57-30RW H.264 IP Camera -
186882363650".

‘ admin ‘

D 3aNOMHWTL YUYETHEIE JaHHLEIE

OK OtmeHa

Puc. 5.36

Mpy NpaBMNbHO BLINOJTHEHHbLIX AeNCTBUSAX Bbl cMoxeTe 3antm B BebG-nHTEpdhenc yepes

Opaysep n yBuaetb nsobpaxeHue c Bawen |IP-kamepbl.

NMPUMEYAHUE!
B cnyvae HeygauHoro coefMHeHUss C KaMepon, NPoBepbTe MPaBUIIbHOCTL MOAKIOYEHNS K NMPOBOAHON
CeTun, BEpPHUTECH B HAYano AaHHON rnasbl U MOBTOPUTE HAacTpounKky. B cnyyae HeobxoanmocTn obpatutecs

K Balemy cucteMHOMy aaMUHUCTPaTOpY.

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




Be\vaRD I nasa 6. Illooknouenue IP-kamepol k cemu Unmepnem

MnaBa 6. MNogkntoyeHue IP-kamepbl K ceT UHTepHeT

6.1. O6wue cBegeHna o noagknoveHun IP-kamepbl kK cetn UHTepHeT

Mpun ycTtaHoBke IP-kamepbl 06bI4HO TpebyeTcst UMETb K HEN 4OCTYN HE TONbKO U3 NOKanbHOM

ceTn, HO N n3 cetn VIHTepHer.

B aTom cnyyae gnst ogHOBpeMeHHOM paboThbl KOMMNBLIOTEPOB, HOYTOYKOB, IP-kamep 1 gpyroro

obopyanosaHunsa B ceTn MIHTepHeT, Yalle Bcero, MCnornb3yeTcs MapLupyTusaTop.

MNpn opraumsauum poctyna Kk IP-enpeokamepam wn3 cetm WHTEpHET, Kak npasBusio,

NCNONb3YITCH CreayloLlme Tpu BapmaHTa:

1. VimeeTcsi BblOENEHHbIN NMpoBangepoM BHELWHWn ctatudeckun |IP-agpec nnun PPPoE-
coeaunHeHue. MNpu aTom, gaHHbIn IP-agpec (unn PPPoE-coeanHeHne) ucnonbayetca ons
NOOKITHOYEHUS TONbKO 04HOM IP-kamepbl 1 HE MOXET ObiTb HA3HAY€eH eLle Kakomy-rmbo
YCTPOWNCTBY.

2. WNmeeTcsa BblAENEHHbIA MpoBangepoM BHELWHUW cTaTtudeckunn |P-agpec, KOTopbIn
ncnonb3yeTca Ans NOAKNOYEHNs K ceTu NHTepHeT NoKanbHON CEeTU, K KOTOPOW, B CBOKD
oyepenb, MNNaHUPyeTCa MOAKMYMTL OOHY WM Heckornbko [IP-kamep. lpu Takom
NOOKITHOYEHUN NCNOSb3yeTcs MapLpyTmusatop. MNpn 3ToM YMCRO NOAKIOYaeMbIX Kamep
3aBUCUT, B OCHOBHOM, OT KOfIMYECTBa NepeHasHavYaembIX MapLLpyTU3aTopoM NopToB.

3. lpoeangep He BbloensieT BHeLWHMM cTaTudeckun IP-agpec. IP-agpec HasHavaeTcs
npoBangepomMm ANHAMUYECKU, TO €CTb TakK, YTO MPU KaXJoOM HOBOM MOOKMHOYEHUN 3TOT
agpec npvcBamBaeTCsl 3aHOBO M M3MeHsieTcs B npouecce paboTbl (Takas cutyaumst
ocobeHHO xapakTepHa npu pabote yepe3 ADSL n GPRS). B atom cnyyae, 4T06bI
obecneuntb BO3MOXHOCTb MNOLKIOYEHUS OAHOW WM HECKOMbKUX Kamep K CceTu
MHTepHET, BHE 3aBMCUMOCTU OT TOro, Kakon IP-agpec BbigeneH npoBangepom B aHHbIN
MOMEHT, HeobOXOAMMO  3aJencTBOBaTb  WHTEpHeT-CNyxObl, paboTawowme C
ANHAMNYECKUMUN agpecamu.

Hanee, 3T BapuaHTbl opraHusauumn poctyna k |IP-kamepam u3 cetn WHTepHeT OyayT

paccMOTpeHbI NogpobHee.
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6.2. NMogkntiovyeHne npu ctaTtuvyeckom BHewHeMm IP-agpece/PPPoE-coegnHeHuu

6.2.1. Ucnonb3oBaHue cTtatu4veckoro IP-agpeca

Ona nogkrntoyeHuns IP-kamepbl kK cetn MHTepHET HeobxoouMO U3MEHUTb ee ceTeBble
napameTpbl B COOTBETCTBUM C JaHHbIMW, NOMyYeHHbIMW OT NpoBargepa. Kak npasunio, nposanaep
npegocTaBnsieT cnegywowme ceteBble HacTpouku: IP-agpec (B AaHHOM cnydae, CTaTUYeCcKui),
Macka nogcetn, Ceteon wnto3 un agpec DNS-cepsepa.

Ana nonyyeHns goctyna K IP-kamepe yepes ceTb VIHTepHeT no ctatnyeckomy IP-agpecy
Heo6xoanMO BbINONHUTL CReAyoLme Warw:

War 1: nogkniounte IP-kamepy Hanpsimyio k Bawemy K.

LWar 2: nsmeHuTe ceTeBble HACTPOMKM NPOBOAHOIO coeanHeHus IP-kamepbl (CM. NyHKT 5.7
AaHHoro PykoBoAcCTBa) B COOTBETCTBUM C HAcTporkamu, npefocraBneHHbiMy Bawunm WHTepHeT-
nposangepom (Puc. 6.1).

BE\WARD

Moxanekeie Hacrpoiixa LAN

[T —— T ST T

Ayano
Braeo Venonesoests IPvE [
Bepous IF | IPV4 v
N Manyus ssTomemmects [
T o
N s
> WatchDog IP =
omemoi uncs
> FPPFPoE

» UPnP

CeTa

Monyuims ssToMsTIECH

& e Mpeanowmsewssi DNS | 155 188 0 251

> E-mail AncTepHeTessd DNS [ 5 g (1] "]

> FTIP MAC-appec | 18-68-82-36-36-50
» NAS

Mposepks ceTn
» DDNS e

> FRTR
> RTSP
> HTTPS
> Veepoumnesne
3anuce
Tpesora

CHCTEMHEIS

Puc. 6.1

War 3: nogkntounte IP-kamepy Kk BblgeneHHon cetu Ethernet.

Ecnu Bce napameTpbl yka3zaHbl BEPHO, kamepa AormkHa ObiTb 4OCTYNHA B ceTu MIHTepHeT.

B npuBeaeHHOM npumepe nposavaep NpeaocTaBun crneayolwme aHHble:

e IP-agpec: 192.168.0.163

e Macka nogcetm: 255.255.255.0

e OcHoBHOM wWnto3: 192.168.0.251

e DNS-cepBep 1: 192.168.0.251

e DNS-cepBep 2: 0.0.0.0

B obuwem cnyyae, anga obpaileHus k IP-kamepe 4Yepes ceTb VIHTEpHET B agpecHOn CTpoke
Gpaysepa BBoautca cneaytowmi 3anpoc: http://[<IP>:<Port>, rge <IP> - IP-agpec kamepsbl, <Port>
— 3HayeHune HTTP-nopta. Tak Kak B JaHHOM MpuMmepe ucnonb3yetcd 3HadeHne HTTP-noprta,
3agaHHoe no ymonyaHuto («80»), To, 4Tobbl obpaTuThbCca K IP-kamepe 4vepe3 ceTb VIHTepHeT,

Heobxoanmo HabpaTb 3anpoc «http://192.168.0.163».
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NMPUMEYAHUE!

Mpu nogkntodeHun Kk kamepe yvepes HTTP-nopT, 3agaHHbIN NO yMOnYaHutoo (3HaveHme paBHO «80»),

3anpoc B agpecHoun ctpoke 6paysepa umeet sua: http://<IP>, — roe <IP> — IP-agpec kamepbl.

6.2.2. UIcnonb3oBaHue PPPoE-coegnHeHunsa

MHTepHeT-npoBangep He Bcerga MoxeT obecrneuntb NOLKIYMEHUE no crtatudeckomy |IP-
agpecy. Halue Bcero, nposangep opraHnadyeTt goctyn kK cetn MIHTepHeT Yyepe3 PPPoE-coeanHeHme.
B aTom cny4ae, oH npegocTaBnsieT aboOHEHTY MMSA NONb30BaTenNs 1 Naponb.

IP-kamepa B56-30R nopaepxumBaet PPPoE-coeguHeHne. [Ons ero wucnonb3oBaHUs
Heo6xoauMO BbINONHUTE CreayoLwme Wwarw:

War 1: nogkntounte IP-kamepy k Bawei nokansHom cetu unu Hanpsimyto K MK (cm. Masy 6).

War 2: sBongute B MmeHto PPPoE-HacTpoek IP-kamepbl: Hacmpotku — Cemb — PPPoOE.

LWar 3: B TekcToBbIX Nonsax [[lonb3oBaTtens], [[Maponb] BBEANTE 3HA4YEHUA, NOMYyYEHHbIE
oT VIHTepHeT-npoBangepa (Puc. 6.2).

BELVARD

Noxanoheie Hactpo#ka PPPoE

Ayano
Bugeo Brniouwrs []
Cetn - PAP ~
N Aapec [ ]
n
e —
» WatchDog IP e

e — peun i

> oo

> Honjour

> Veesomnesme
Jannce
Tpesora

CucTemunie

Puc. 6.2

War 4: Ansa npuHATUS U3MEHEHUN HaXXMuTe KHOMNKy [CoxpaHuTb].

BHUMAHMUE!

[na BCTynneHunss ceTeBbIX NapaMeTpoB B cuny TpebyeTca nepesarpyska yCTpOUCTBa.
LWar 5: nogkntounte IP-kamepy k BbigeneHHon cetu Ethernet.
BHUMAHUE!

Mocne nogkntoveHus IP-kamepsbl K BblaeneHHom cetu Ethernet, oHa 6yaeTt goctynHa B cetv MIHTepHeT nog

IP-agpecom, npucBoeHHbIM en Bawnm npoBangepom 1 otobpaxkaembiM B none [Aapec] (cm. Puc. 6.2).
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NMPUMEYAHUE!

[na ynobceTea, IP-agpec kamepbl, No4 KOTOPbIM OHa AOCTyNHa B ceTu VHTepHeT, MoXeT 6bITb coobLLeH

Ha yKa3aHHbIn Bamu agpec anekTpoHHOM noYTsbl (DyHKUMs «IP-yBegomneruey). [Ins HacTponkn gaHHOW

onumun, noxanymncra, obpatutecb kK PykoBOACTBY MO SKCnnyaTaumm.

[na obpalyeHus k IP-kamepe yepes ceTb MIHTEpHET, B aapecHom cTpoke bpay3epa BBoauTCSA
cnenyowmin 3anpoc: http://<IP>:<Port>/, — rge <IP> — IP-agpec kamepsbl, Ha3Ha4yeHHbI Bawwmm
nposangepomMm npu yctaHoerneHmm PPPoE-coeguHenus, <Port> — 3HayveHue HTTP-nopta (nmo

ymon4yaHuio pasHoe «80»).

NMPUMEYAHUE!
Mpu nogkntodeHun K kamepe yvepes HTTP-nopT, 3agaHHbIN NO yMONYaHutoo (3HaveHme paBHO «80»),

3anpoc B agpecHou cTpoke b6paysepa umeet sua: http://<IP>, — roe <IP> — IP-agpec kamepsbl.

6.3. MNoakntoyeHne 4epe3 cetb WMHTepHeT Kk IP-kamepam, Haxogsawumcsa B
NOKanbHOW ceTu
Ecnn goctyn B ceTb VIHTEpHET ocyllecTBNAeTca no BbigeneHHon nuHum Ethernet unu no

ADSL, onst nogkntoYeHus NoKarnbHOW CETU UCMOoNb3yeTcs MapLUpyTU3aTop.

BHUMAHMUE!

Ons ncnonb3oBaHMsA [AHHOrO MeToda MOAKMYeHUss Heobxoaumo 3apaHee npuobpectn y Bawero
nposaiigepa MYBIMYHBIA CTATUYECKUW IP-agpec. Mposaiigep npenocTaBnser, kak NpaBuio,
ONHAMWYECKUI BHYTPEHHWIA IP-agpec, KOTOpbIi JOCTYNEeH TOMbKO B MOACETVW nposangepa.

[MoaTomy yTouHuTE TUN Ucnonb3dyemoro Bamu IP-agpeca 3apaHee.

Ana Toro, 4tobbl nogknounThesa K IP-kamepe ns cetn MHTepHeT, Hago obpatutbesa no IP-
agpecy, BblgaHHOMY npoBangepom («BHeELWHUny IP-agpec mapLupytmnsatopa), U K onpegeneHHomy
HTTP-nopTy.

BHUMAHUE!
Mpwn obpaLyeHun n3 cet IHTEPHET A4S BCeX KaMmep, HaxoasaLmMXCcsa B OOHOW NTOKanbHOM CETH, CYLLECTBYET
TonbKo oavH IP-agpec (BblgaHHbIN NpoBaigepom). [oaTomy Ans 4OCTyna K 9TUM Kamepam Heobxoanmo

Kak[oW Ha3Ha4MTb CBOM rpynbl MOPTOB.

[na atoro TpebyeTcsa BbINONHUTL Cneayowme 4ENCTBUS:
e /I3meHuUTb ceTeBble NapameTpbl IP-kamep B COOTBETCTBUMN C HACTPOMKaMU, NPUHATLIMU
B Bawen nokanbHom ceTn (CM. NyHKT 5.7 Ana NpOBOAHOrO MOAKMOYEHMS Kamep K

rfioKarnbHOu ceTn).
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e Hactpoutb yHKUMIO nepeHanpasneHna noptoB. [aHHas dQyHKUMA no3sonseT

nepeHanpaenaTbe obpaiwieHna u3 cetn WIHTepHeT K KkakoMy-nnbo YyCTpOWCTBY,
NOAKMIOYEHHOMY K nokanbHom ceTn, ¢ BHewHero WAN-uHTepdenca mapupytusatopa
Ha ero BHyTpeHHuUNn LAN-uHTepdenc u obecneymBaeTcss NpPaKTUYECKM fOObLIM
COBPEMEHHbBIM MapLLPYyTU3aTOPOM.

Mpn atom, cywecTtByeT ABa crnocoba HaCTPOMKM MapLupyTudauum (nepeHanpasBneHus

nopToB):
e ncnosnb3oBaHue TexHonorun UPNP B kamepe u mapLipytmusaTtope;
e pydyHad YyCTaHOBKa nNapaMeTpoOB repeHanpaBneHnss MNOpToOB B  Kamepe W

mMapLupyTusaTope.

NMPUMEYAHUE!

TexHonorns UPNP gaHHOM Mogenbto Kamepbl He NMOAAEepKUBaETCS.

6.3.1. HacTpowka py4yHon nepeagpecaumm NOpPTOB MapLupyTusaropa

PaccmoTtpum 3agady nogkntodeHnsa |IP-kamepbl K cetu  WIHTEpPHET € NOMOLGIO
mapwpyTtmsaTopa TP-Link TL-WR2543ND (HacTpownka 60nblUMHCTBA OYHKLUMIA MapLupyTU3aTopoB
pasnnyHbIX MoAEeNen BbINONHAETCS CXOXNUM 0bpasom).

Cuntaem, 4YTO NOAKIOYEHME MapLUpyTM3aTopa K NokanbHOW ceTn n cetun VIHTepHeT yxe
HacTpoeHo. MaplipyTtusatop umeeT cnegylowmin nyé6nuyHbIn ctatnyeckni IP-agpec, BblgaHHbIN
NHTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapipytusatopa): 173.194.122.201.

JlokanbHasa ceTb umeet IP-agpeca B AgnanasoHe «192.168.0.1 — 192.168.0.255», npudem
«192.168.0.1» — «BHYTpeHHu» |P-agpec wmapwpyTtmnsatopa (IP-agpec LAN-uHTepdenca
MapLpyTtmsatopa), «192.168.0.163» — IP-agpec kamepsbl. [1ns HACTPOMKM UCMONb3YyeM KOMNbIOTEP,
MOOKMIOYEHHbIN K 3TOW JIOKanbHOW CETH.

Ana nogkntoveHusa [P-kamepbl k cetn WHTepHeT TpebyeTca HasHauuMTb NOpThl, Yepes3
KoTopble ByaeT oCcyLecTBNATLCA BHELUHWUIA AOCTYN K €e HAaCTPONKaM 1 K BUAEONOTOKY C kamepsbl. B
nokanbHOM ceTu 3TU NOPThbl MO YMONYaHWo MMeIT cnegytowime sHavdenms: HTTP-nopt — «80», MopT
AaHHbIX — «5000», RTSP-nopT — «554».

BHUMAHUE!
Mpn obpaLieHnn n3 cetn IHTepHeET AN BCEX KaMep, HaXOAALLMXCS B O4HOM NoKanbHON CeTH, CyLLecTByeT
TOnbko oauH IP-agpec (BblAaHHbIN NnpoBangepom). NMoatoMy ana gocTtyna K 3TMM kamepam Heobxoanmo

KaXKOon Ha3HauYnTbL CBOU rpynnbl NOPTOB.

,D,J'IFI N3MEeHEHNA NOPTOB |P-KaMepr BbINOJTHUTE creayLuine DencTBuS:

PykoBoACcTBO NO NOAKNIOYEHUIO CKOPOCTHOW NOBOPOTHOM KaMepbl B56-30R

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




Be\«vARD Inasa 6. llooknouenue IP-kamepol k cemu Hnmepnem

BHUMAHUE!

MopT AaHHbIX 06s3aTENbHO AOMKEH TPAHCIMPOBATLCS «MOPT B NOPT». COOTBETCTBEHHO, Ars BCEX Kamep

Heob6xogumo 3agaThb pas3nnyHble 3Ha4YeHnA nopTta AaHHbIX.

War 1: B BebG-uHTEpchelice kamepbl OTKpOWTe pasden MeHwo Hacmpoliku — Cemb —
OcHoOBHBIe.
War 2: seeante B none [[MopT AaHHbIX] HOBOE 3HAYEHWE, OTNIMYHOE OT 3HA4YeHMs No

ymon4yaHuio. Hanpumep, nycTb B Ka4yecTBe nopTa AaHHbIX ucrnonbadyetcsa nopT «5001» (Puc. 6.4).

B@WARD

Nokanbhbie OCHOBHbIE HACTPOMKN

Aynuo

o
HrTe o
oNVE-opr

>
L [] BenoumTe. nepeaapecaiyso nopros
* WatchDog IF

/| Moy HacTpoRA LIPNP-cepBapa SETOMSTMSIH

> PR e cpoen
i e —
> oongar o st [—
> E-mail HTTP-nopt P ]

> e Rrspopr —
> s onvropr —

> DDNS

> eere
> RTSP

> HTTPS

* Yeepomnenne

3anuce

Tpesora

CHCTEMHBIE

Puc. 6.4

War 3: ana npuMeHeHns HacTpoek HaxxmuTe KHonky [CoxpaHuTb].

Taknm obGpasom, NopThl ANA AOCTYNa K JaHHOW KaMepe BHYTPWU NoKanbHOW ceTn byayT:
HTTP-nopT — «80», MNopT aaHHbIX — «5001», RTSP-nopT — «554».

[na BTopon kamepbl MOXHO BblbpaTh cneaytowme noptbl: HTTP-nopt — «80», MNMopT AaHHbIX
— «5002», RTSP-nopt — «554» un 1.4.

Kamepa HacTpoeHa. OcTarnocb NpaBunibHO HACTPOUTL MapLLpPYTU3aTOP.

[na HacTpoMKkKM MapLUupyTM3aTopa BbINOJSIHUTE crnegylowme AeNCTBUA:
War 1: BBegute B agpecHon cTpoke Gpaysepa IP-agpec maplpyTtusatopa (B Hawem
npumepe — «192.168.1.1»). B nosiBuBLIEMCA OKHE aBTOpM3aLMW BBeAUTE JTIOMMH M naporb. [locne

yAa4yHON aBTOpU3aLnm OTKPOETCSl OCHOBHAsA CTpaHuua HacTpoek maplipyTtusartopa (Puc. 6.5).
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TP-LINK’

Status
Quick Setup
wps

450M Wireless N Gigabit Router
WModel No. TL-WR2543ND

Network
Wireless
DHCP

Firmware Version:

Hardware Version:

3.13.27 Build 121207 Rel.61955n

WR2543ND v1 00000000

USB Settings
Forwarding
Security

Parental Control
Access Control
Advanced Routing

MAC Address:
IP Address:
Subnet Mask:

90-F6-52-75-BD-62

192.168.1.1 L4
255 255 255.0

Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Wireless

Wireless Radio:
Name (SSID):

Enable

TP-LINK

Puc. 6.5

War 2: Bbibepute nyHKT mMeHio Forwarding — Virtual Servers. B nosiBuBeMcs MeHIo

HaxkmuTe kHonky [Add New] (Puc.6.6).

TP-LINK'

Status
Quick Setup
wps

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Network
Wireless

DHCP

USB Settings
Forwarding

- Virtual Servers

- Port Triggering
-DMZ

-UPRP

security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

ID  Service Port

Add New. Enable Al

Internal Port

Disable Al Delete A

IP Address. Protocol Status Modify

Puc. 6.6

War 3: po6aBbTe npaBuna nepeHanpaBneHns noptos ans IP-kamepsl (Puc. 6.7). 3apante

cnegyowme napameTpbl:
[Service Port]: ykaxxute nopT, KOTOpbIA ByAeT ncnonb3oBaTbCa Ana 4OCTyna K kKamepe 13

cetu U

HTEepHeT.

NMPUMEYAHUE!
Bo usbexaHne KOH(PMUKTOB He WCNOMb3ynTe Ans nepeHanpasneHus MopToB 3aperncTprpoBaHHbIe

3HayeHus. PekomeHayeTca mMcnonb3oBaHue noptoB guanasoHa 1124-7999. (3Hauenus noptoB ot 0 Ao

1123 odhmumanbHO 3aperncTpmpoBaHbl MOA Pa3riMYHbIE MPOTOKOIbI, CIYX0bl, MPUNOXEHWS.)

[Internal Port]: ykaxute nopt, ncnonb3yemblin B JaHHbIN MOMEHT 4119 JOCTyna K kKamepe u3

nokansHom ceTu.
[IP Address]: ykaxuTe |IP-agpec kamepsbl, 415 KOTOPON HAcTpanBaeTcsa nepeHanpasneHue.
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OcTanbHble NYHKTblI HE TPEBYIOT HACTPOWKMN.

[ob6aebTe npasuno ansa nopta HTTP (Puc. 6.7).

- ° 450M Wireless N Gigabit Router
Tp LINK Model No. TLWR2543ND

Status

Quick Setup Add or Modify a Virtual Server Entry

WPS
Network

Service Port: 81 (06X 01 XX)
Wireless
DHCP Internal Port: 80 (3, Only valid for single Service Port or leave it blank)
USB Settings IP Address: 192.168.1.199

Forward Protocol: All -
- Virtual Servers Status: Enabled -

- Port Triggering

- DMz Common Service Port: —Select One— <
-UPNP

Security

[ sawe | [ Back

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.7

War 4: Haxmute kHOMKy [Save], 4Tobbl coxpaHuTe npasuno. NMpasuno pgobasneHo (Puc.
6.8).

= e 450M Wireless N Gigabit Router
Tp LINK Model No. TLWR2543ND

Status

Quick Setup Virtual Servers

WPS

Hetwork
ID  Service Port Internal Port IP Address Protocol Status Modify
Wireless
DHCP

USB Settings
Forwardin [ AddNew.. | [ EnableAl | [ Disable Al | [ Delete Al |

1 8 a0 192.168.1.199 All Enabled Modify Delete

- Port Triggering Previous ext
-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.8

LWar 5: Tem e cnocobom fobasbTe nNpasuno ansa nopta RTSP (Puc.6.9).
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| ® 450M Wireless N Gigabit Router
Tp LINK Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS
Network

e ID  Service Port Internal Port IP Address Protocol Status Modify
DHCP 1 81 80 192.168.1.199 All Enabled Modify Delete
USB settings 2 3001 554 192.168.1.199 Al Enabled Modify Delste
Forwarding

rs AddNew.. | [ EnableAll | [ Disable Al | [ Delete All

- Port Triggering

-DMZ Dravin
-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools

Puc. 6.9

LWar 6: n ewe ogHo npasuno ans lNopTta gaHHbIX (Puc. 6.10).

BHUMAHUE!
HTTP-noptbl n RTSP-nopTbl kaMep MOXHO NepeHanpaBnaTh C MOMOLLbIO BUPTyarnbHOro cepeepa, 04HaKo

MopT AaHHbIX KAaMep A0MKeH ObiTb pasHbIM U TPAHCIIMPOBATLCS «MOPT B MOPT»!

= = 450M Wireless N Gigabit Router
Tp LINK Model No. TL-AWR2543ND

Status

Quick Setup Virtual Servers

WPS

Network

ID  Service Port Internal Port IP Address Protocol Status Modify
Wireless
DHCP 18 80 192.168.1.199 Al Enabled Modifv Delete
USB Seitings 2 3001 554 192.168.1.199 All Enabled Modify Delete
Forwarding 3 500 5001 192.168.1.199 Al Enabled Modify Delete
- Viru s
- Port Triggering AddNew._. | [ EnableAll | [ Disable Al | [ Delete All

-DMZ
-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

Puc. 6.10

LWar 7: ecnu Bbl ncnonb3dyeTe HeECKONbKO kamep, To Bam Heo6xoaumo noBToputh Wwarun 2-6

Ans octanbHbIX kKamep (Puc.6.11).
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TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Guik Setup

WPS

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify

T 1 81 80 192.168.1.199 Al Enabled Modify Delete

US Seftings 2 3001 554 192.168.1.199 Al Enabled Modify Delete

3 5001 5001 192.168.1.199 Al Enabled Modify Delste

5 4 82 80 192.168.1.198 Al Enabled Modify Delete

- Port Triggering 5 3002 554 192.168.1.198 All Enabled Modify Delete

-DMZ 6 5002 5002 192.168.1.198 Al Enabled Modify Delste

-UPnP 7 83 80 192.168.1.211 All Enabled Modify Delete

SEEO 8 3002 554 192.168.1.211 All Enabled Modify Delete

[ (i 9 5003 5003 192.168.1.211 Al Enabled Moalty Delete

Access Control

e AddMew.. | [ Enable Al | [ Disable Al | [ Delete Al |

Bandwidth Control

IP & MAC Binding Next

Dynamic DNS

System Tools

Puc.6.11

HacTponka mapLipyTmMsaTopa 3aBepLueHa.

Tenepb, 4TOObLI NONY4YUTL JOCTYN K Kamepe 13 ceTu NHTepHeT, Hago obpaTuTbCa K Hew no
IP-agpecy, BblgaHHOMY nNpoBangepoMm («BHeWwHUny IP-agpec maplipytmusatopa), U Ha3Ha4YeHHOMY
en nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec maplipyTtusatopa — «173.194.122.201». HTTP-noprT,
Ha3Ha4eHHbIN kamepe ans nepeagpecaunun, — «81». 3HauuT, Anga obpalleHnsa K Kamepe u3 cetu

MHTepHeT HeobXxoanMO B aApecHoON CTpoke Gpay3epa HabpaTb 3anpoc: http://173.194.122.201:81/.
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[Ipunoorcenus

MpunoxeHus

MpunoxeHune A. 3aBoAcKue yCTaHOBKMU

Hwxe npueegeHbl HEKOTOPbIE 3HAa4YeHUA 3aBOACKMX YCTAaHOBOK

HanmeHoBaHue 3HaveHue
IP-agpec 192.168.0.99
Macka nogcetun 255.255.255.0
LWnio3 192.168.0.1
Wms nonb3osaTens (agMuHucTpartopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopt 80
MopT AaHHbIX 5000
RTSP-nopt 554
SMTP-nopT 25
ONVIF-nopt 2000
NTP-cepBep clock.isc.org

time.nist.gov
time.windows.com
time-nw.nist.gov
time-a.nist.gov

time-b.nist.gov
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MpunoxeHune B. NapaHTUMHBbIE 06A3aTenbLCTBA

B1. O6wue cBepgeHud

a) lMepep nogkntoyeHnem obopyaoBaHMs HEOBXOANMMO O3HAaKOMUTBLCHA ¢ PykoBoacTBOM Mo
aKcnnyaTaumm.

6) Ycnosus akcnnyaTauum Bcero obopyaoBaHms omkHbl cootBeTctBoBath [OCT 15150-69,
FOCT B20.39.304-76 (B 3aBMCMMOCTW OT UCIMOSTHEHUS YCTPOWUCTBA).

B) [lNsi NoBbIWEHNST HAAEXHOCTM paboTbl 060pyaoBaHUS, 3almTbl OT BPOCKOB B NUTAOLLEN
cetn n obecneveHna GecnepebOMHOrO MUTaHUS cnegyeT UCNONb3oBaTb CeTeBble UNbTPbI U

ycTpovncTBa 6ecnepebonHOro nuTaHus.

B2. OnekTrpomarHMTHass COBMeCTUMOCTb

3710 060opygoOBaHME COOTBETCTBYET TpebOBaHMAM SMEKTPOMarHUTHOM coBmecTumoctn EN
55022, EN 50082-1. HanpsikeHne pagnonomex, co3gaBaeMblx annapatypon, cooreetcteyet [OCT
30428-96.

B3. dnekTponutaHue

[lomkHO cOOTBETCTBOBATL NapameTpam, ykasaHHbIM B PykoBOACTBE MO aKcnnyatauuun ang
KOHKPETHOro yctponcTtaa. [Ana yCTpOUCTB CO BCTPOEHHbIM UCTOYHMKOM MUTaHUSA — 3TO NepeMeHHoe
HanpsbkeHne 220 B £10%, yactoton 50 'y £3%. [Ana ycTpONCTB C BHELWHUM CTabunnampoBaHHbIM
aganTepoM NUTaHUSA — UCTOYHUK NuTaHna 5 B £5% wnn 12 B £10% (HanpskeHve nynbcaummi — He
6onee 0.1 B). [Ona ycTtponctB C 24-BOMbTOBbIM MUTAHWMEM — BHELHUA MWCTOYHWUK MUTaHWUS

nepemeHHoro Toka 24 B £10%.

B4. 3azemneHue

Bce ycTpoiicTBa, nmetowme BCTPOEHHbLIN BNOK NUTaHWS, LOMKHbI ObITb 3a3eMreHbl NyTeMm
NOAKMIOYEHNss K creuuanbHbiM po3eTKam  3MEKTPONUTaHus C  3a3eMSieHMeM WNn  nyTem
HENOCPEACTBEHHOrO 3a3eMiieHMs1 Kopriyca, €eCnM Ha HeM npeaycMOTpeHbl chneuuvanbHble
KpenexHble anemMeHTbl. 3a3eMfeHne 3neKkTponpPOBOAKM 30aHUA OOMKHO ObiTb BbINOMHEHO B
cooTBeTCcTBMM ¢ TpeboBaHmsamun MYD (MpaBuna YcTponcTtea dnekTpoycraHoBok). ObopyaosaHue ¢
BbIHOCHbIMK 6GnokamMyM nUTaHMa M aganTepaMmyM TakkKe [OOIDKHO OblTb 3a3eMNeHo, ecnv 31O
NpeayCMOTPEHO KOHCTPYKLUMEN KOpMyCa U BUIKU Ha LUHYpe NuTaHus. MOHTaXx BO3AYLUHbIX JIMHWIA
anekTponepedayn M JNMHUIA, NPOKNaabiBaeMbIX MO HApPYXHbIM CTEHaM 34aHMN U Ha Yepaakax,
OOIMKEH ObITb BBINOMHEH 3KPAHMPOBAHHbLIM Kabernem (Mnv B MeTannopykase), U NUHUWA OOSDKHbI
ObiTb 3a3emrieHbl C [OBYyX KOHUOB. [lpuyem, ecnu OOWH KOHeu, 3KpaHa MOoAKIYaeTcs
HEMNOCPEACTBEHHO K LUMHE 3a3eMfeHusi, TO BTOPOM — MOAKMYaeTCa K 3a3eMeHuio yepes

paspsaHKIK.
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B5. MonHuesawumTa

MonHuesawuTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "MIHCTpyKuMA NO YCTPOWCTBY
MOSHMe3aLWmnTbl 3gaHni n coopyxennn" n FTOCT P 50571.18-2000, FOCT P 50571.19-2000, NOCT
P 50571.20-2000. MNMpwn npoknagke BO3AYLHbLIX FIMHUA U IMHUIA, NOYLWMX NO HAPY>KHOW CTEHE 34aHui
1 NO YepAayvHbIM NOMELLEHMAM, HA BXog4ax 000pyaoBaHUs AOMKHbI ObiTb YCTaHOBMEHbI YCTPOMCTBA

MOJTHNE3alNTbI.

B6. TemnepaTypa v BnaxHocTb

MakcumarnbHble 1 MUHUManbHbIE 3HAYeHWs TemrnepaTypbl 3KCNnyaTauum n XpaHeHus, a
TakKe BNaXHOCTW, Bbl MOXeTe NOCMOTPETb B TEXHUYECKOM ONUCaHWUM KOHKPETHOro 06opyaoBaHus.
MakcumanbHas pabovas Temnepartypa — 3T0 TemnepaTypa, Bbllle KOTOPOW He OOIMKEH HarpeBaTbCA

Kopnyc ycTponcTBa B npoLecce AnuTensHon paboThbl.

B7. PasmelyeHue

Ana BeHTMNSAUMM YCTPONCTBA HEOOXOAMMO OCTaBWUTb Kak MUHMMYM Mo 5 cMm cBOGOAHOrO
npocTpaHcTBa no 6Gokam M CO CTOPOHbI 3agHen naHenwu ycTtpowuctBa. [lpu ycraHoBke B
TeNneKoOMMYHMKaLNOHHbIN LWKad unn CTONKY AormkHa ObiTb obecneyeHa HeobxoaMmasi BEHTUNALMS.
[na aToro pekoMeHOyeTCs yCTaHaBnuBaTb B LWKady crneynanbHbin GroK BEHTUNATOPOB.
Temnepatypa oOKpyxatwLero Bo3gyxa W BEHTUNAUMA OOMMKHbl obecneymBaTb HeobXxoauMbIv
TemnepaTypHbii pexunm obopyaoBaHWs (B COOTBETCTBUM C TEXHUYECKUMM XapaKTepucTuKamm
KOHKpeTHOro obopyaoBaHus).

MecTo anga pasmeLleHnss 060pyaoBaHNs OMKHO OTBeYaTb Creayowmm TpeboBaHNSM:

a) OTcyTCcTBME 3anbINIEHHOCTM NOMELLEHWS.

6) OTcyTCcTBME B BO3AYyXE MNApOB Bnaru, arpecCcuBHbIX cpes.

B) B nomewieHuun, roe ycrtaHaBnuBaeTca obopyaoBaHue, He [OMKHO ObiTb ObITOBbIX
HaCeKOMbIX.

r) 3anpeLaetca pasmellarb Ha obopyaoBaHMM NOCTOPOHHME NpeaMeTbl U NepekpbiBaTb

BEHTUNTALUMNOHHbLIE OTBEPCTUA.

B8. O6cnyxunBaHue
O6opynoBaHue Heobxoanmo obCnyxmMBaTh C NEPUOANYHOCTLIO HE MEHEE OHOrO pasa B rof
C Lenblo yaaneHms ua Hero nbinn. AT1o no3sonuT obopynoBaHuio paboTtaTtb 6e3 cboes B TeueHne

NnpoaoJDKNUTESIbHOIoO BpEMEHN.

B9. Moaknio4yeHne nHtepdencos
O6opyanoBaHne AOMKHO NOAKNOYATLCA B CTPOTOM COOTBETCTBUMM C Ha3HaAYE€HUEM U TUMOM

YCTaHOBMNEHHbIX MHTEPdENCOB.
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B10. MapaHTuitHbIe 06s3aTenbCTBA

OO0 «HIMN «beeapa» He rapaHTupyeT, 4YTO obopyaoBaHue GygeT paboTaTb OOMMKHbLIM
06pa3om B pasnuyHbIX KOHUrypaumsx n obnactax NpUMMeHeHUs, U He AaeT HUKaKoW rapaHTum, YTo
obopynoBaHue obsizatenbHo OygeT paboTaTb B COOTBETCTBUM C OXMAAHUSIMU KIMEHTA NpU €ro
NPUMEHEHUN B CNeumdPUIecknX Lensx.

OO0 «HIMMN «beBapa» He HeceT OTBETCTBEHHOCTM NO rapaHTUiHbIM 0b6si3aTenbCTBaM Npu
NOBPEXOEHUN BHELLIHMX MHTepdericoB o6opynoBaHus (CeTeBbIX, TENeOHHbIX, KOHCOSbHbIX U T.M.)
n camoro o6opyaoBaHus, BO3HUKLIEM B pe3ynbTare:

a) HecobntogeHWst NpaBuI TPAHCNOPTMPOBKM M YCINOBUIN XPaHEHNS;

6) bopc-MaxOpHbIX OBCTOATENBLCTB (TAKMX Kak NoXap, HABOAHEHWE, 3eMETPACEHME U Ap.);

B) HApPYLLUEHUSA TEXHUYECKNX TpeboBaHM MO pa3MELLEHMIO, NOAKMYEHNIO U SKCMyaTaumm,;

) HENpPaBUITbHbIX OENCTBUI NPU NEPEnpPOLLUNBKE;

[) NCNonb30BaHNS He NO Ha3HaAYEHWIo;

€) MEeXaHUYECKUX, TEePMUYECKMX, XMMMUYECKUX W WHbIX BMOOB BO3OEWCTBUM, €CNU UX
napameTpbl BbIXOAAT 3@ pPaMKM OOMYCTUMbIX SKCMMyaTauMOHHbIX XapaKTepucTuk, nmbo He
npegycMOTPEHbl TEXHMYECKON crieumdmKaumen Ha gaHHoe 0bopyaoBaHue;

) BO34ENCTBUSA BbICOKOIO HaNpshkeHus (yaap MOSHUK, CTaTUYecKoe 3N1eKTPUYECTBO 1 T.1.).
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MpunoxeHune C. lNpaBa n nogaepxka

C1. ToproBas mapka

Copyright © BEWARD 2026.

HekoTopble NyHKTbl HacTosiwero PyKoBOACTBa, a Takke pasgenbl MEeHH YynpaBreHus
obopyaoBaHna MoryT 6biTb n3MeHeHbl 6€3 NpeaBapuUTENbHOrO YBEAOMITEHUS.

BEWARD gasnsetca 3apernctpmpoBaHHon Toproson mapkor OOO «HIMIM «beeapa». Bece

OCTarbHble TOProBble MapKu NnpunHaaneXxat nx snagenbuam.

C2. OrpaHu4eHue OTBETCTBEHHOCTU

OO0 «HIMM «beapgo» He rapaHTMpyeT, 4TO annapaTtHble cpeacTBa OyayTt paboTatb
OOIMKHBIM 06pa3oM BO BCEX cpedax M MPUMOXEHUsX, U He OaeT rapaHTMn M NpeacTaBreHUun,
noapasymeBaeMblX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapakTepucTuk, Wnu
paboTocnocobHOCTM MNpu uMcnonb3oBaHuM B crneundmyecknx uenax. OO0 «HIMM «besapa»
NPUAoXnno Bce ycunusg, 4tobbl caenatb 3T0 PyKOBOACTBO MO aKcnnyaTaunm Hanbonee TOYHbIM U
nonHbiM. OO0 «HIIM «beBapg» oTKasbiBaeTCs OT OTBETCTBEHHOCTWU 3a NHOOLIE onevaTkn unm
NpOMnyCKuK, KOTOpble, BO3MOXXHO, NPOU30LLAN NpU HanucaHu gaHHoro PykoBoacTsa.

MHdopmauusa B ntobdon yactu PykoBogcTBa nNo aKcniyataumm U3MEHAETCA U OOMOSTHAETCS
OO0 «HIIM «beBapa» 6e3 npeasaputensHoro yBegomrenna. OO0 «HIIM «besapa» He GepeT Ha
cebsi HMKaKon OTBETCTBEHHOCTW 3a Mtobble MOrpeLHoCcTH, KOTopble MOryT coaepXaTbCs B 9TOM
Pykoeogctee. OO0 «HIIM «beBapa» He 6epeT Ha cebss OTBETCTBEHHOCTM M HE OAET rapaHTun B
BbiNycke OOHOBMNEHWA WM COXPaHEHUN HEU3MEHHOW KaKOM-rMbo MHgopMaumm B HacTosiLEeM
PykoBoacTtBe no akcnnyaTauum, U ocTaBnsieT 3a cobon NpaBO BHOCUTb M3MEHEHUSI B AaHHOE
PykoBoacTtBo w/unu B usgenus, onucaHHble B Hem, B Noboe Bpemsi 6e3 npeasapuTenibHOro
yBegomMmnenus. Ecnn Bbl obHapyxute B 3TOM PykoBoacTBe MHGOPMaUMio, KOTopasa siBNSeTcs
HenpaBUNbHOW U HEMOMHOW, UM BBOUT B 3abnyxaeHune, mbl 6yaem Bam kpariHe npuaHaTesibHbI

3a Bawwu KOMMEHTapUn n npearioxXeHun4.

C3. NMpepnynpexaeHna FCC

3710 0bopyaoBaHne ObINIO NPOTECTMPOBAHO U NMPU3HAHO YAOBMETBOPSAOWMM TpeboBaHNSAM
NONOXeHUs O LUMPOBbLIX YCTPOWCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 T[lpasun
®epepansHon komuccum no ceasm (FCC). Otn orpaHmdeHus Obinv paspaboTaHbl B Lensx
obecneyeHna 3aWmTbl OT BPeAHbIX MOMEX, KOTOpble MOryT BO3HMKATb NPU MCMOSNb30BaHUN
obopyaoBaHNa B KOMMeEpPYECKUX Lenax. OTo obopygoBaHMe MOXeT u3ny4vaTb, reHepupoBaTb U
NCNoNb30oBaTb JHEPruto B paguovacToTHOM AuanasoHe. Ecnm gaHHoe obopypoBaHue 6yger
yCTaHOBIEHO W/unu BygeT ncnonb3oBaTbCA C OTKNOHEHMAMM OT HacTosawero PykoBoacTtsa, OHO

MOXeT OKa3blBaTb BpegHoe BO3ENCTBME Ha Ka4eCTBO paanoceaA3n, a npu yCtaHoOBKE B XKUITOM 30He,
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BO3MOXHO, — Ha 340poBbe ntoaen. B atom cnyyae Bnageneu 6ynoeTr ob6sisaH uUcnpaBnsTb

nocneacTesns Bpe4HOro BO34eNCTBUS 3@ CBOWN CYET.

C4. NpepynpexaeHne CE
OTO yCTPOMCTBO MOXET BbI3blBaTb PaAMONOMEXN BO BHELLUHEM OKpYXeHun. B aTom cnyyae

nonb3oBaTtesb MoXeT ObITb 06513aH NPUHATbL COOTBETCTBYHOLLNE MEPDI.

C5. NMoppepxka
Ona nHpopmaumm OTHOCUTENBbHO CepBUCa W MOAAEPXKKWU, MOXanymncta, CBSXKUTECh C
cepBucHbiM LeHTpom OOO «HIIM «beBapa». KoHTakTHble AaHHble Bbl MoXeTe HanMTu Ha caunTe

http://www.beward.ru/.

Mepen oGpalwieHvem B cnyxby TexXHUYeCKOW NoAdEepXKKM, MnoXxanymcra, MNOAroToBbTe
cnenyoLyo MHopMaumio:

e To4Hoe HanmeHoBaHue u IP-agpec Bawero obopynosaHus (B cnyvae npnobpeteHus IP-
obopynoBaHus), gata MOKymnKu.

o Coo0OLieHuns 06 owmbkax, KOTOpble NOABASIINCL C MOMEHTA BO3HUKHOBEHUSA NPOOneMbl.

e Bepcusa npowmBkM 1 Yepes kakoe obopyaoBaHme paboTano yCTponcTBO, Korga BO3HUKNA
npo6nema.

e [lpousBegeHHble Bamu genctena (No waram), NpeanpuHaTblie And camoCTOATENbHOMo
peLLeHns npobnembl.

o CKPUWHWOT HACTpoeK N napameTpbl NOAKMIOYEHMS.

Yem nonHee Oypet npeacrtaBneHHad Bamu mHopmauusa, Tem bbicTpee cneumanucTbl

CEPBUCHOIO UeHTpa CMOryT NnoMo4b Bam pewnTb npo6neMy.
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Mpunoxenune D. Mnoccapun

3GP - mynbTUMeaunnHbIi KOHTENHep, onpeaensembln MapTHEpckum [MpoekTom TpeTbero
nokoneHus (Third Generation Partnership Project (3GPP) ansa mynbTumeaminHbeix cnyx6 3G UMTS.
MHorne coBpemeHHble MOGUINbHbIE TenedgoHbl MMEelT (PYHKUMM 3anMcuM M NpocMoTpa ayauo u

Buaeo B oopmate 3GP.

ActiveX — 310 cTaHgapT, KOTOpbIM paspeLlaeT KOMMNOHEHTaM MPorpamMmmMHOro obecneveHus
B3aMMOLENCTBOBaTL B CETEeBOW cpefe He3aBUCUMO OT $3blka(-0B), MCMOMb3yeMoro Ansd ux
co3gaHusa. BebG-6paysepbl MOryT ynpaBnsiTb anemeHtamu ynpasneHus ActiveX, OoKymeHTamu
ActiveX wn cueHapuammn ActiveX. OnemeHTbl ynpaeneHua ActiveX 4acTo 3arpyxawTca U
WMHCTanNNMpyrTCa aBTOMaTMYECKN, Kak 3anpawuvBaembl. Cama no cebe gaHHasi TEXHONOrMa He
ABNSAETCH KpoccnnatopMeHHOM 1 noaaepXxmBaeTcsa B NOSIHOM o6beme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTpuyHasa undpoBas aboHeHTCKas
NMHUA) — MOAEMHasi TEexXHONorus, npeBpallarollas aHanoroBble CurHanbl, nepegaBaeMble
NnocpeacTBOM CTaHAapTHOW TernedOHHOM §HUK, B UUdPOBble curHanbl (NakeTbl AaHHbIX),

No3BOSSIS BO BpeMsi paboTbl coBepLuaTh 3BOHKM.

Angle / Yron o630pa — 370 yron, KOTOpbIN 06pasyroT Nyyn, COeauMHAIOWNE 3a0HIOK TOYKY
ob6bekTMBa 1 gmaroHanb Kagpa. Yron 3peHus nokasbiBaeT CbeMOYHOE pacCTOsiHME U Yalle BCero
BblpaxkaeTcs B rpagycax. O6bI4HO yron 3peHuns namepseTca Ha NiH3e, OKyC KOTOPOW yCTaHOBEH
B ©6eckoHeyHOCTb. B 3aBMcuMOCTM OT yrna 3peHusd, OOBLEeKTMBbI AenaT Ha Tpu Tuna:
LLUMPOKOYTrOSNbHbIE, HOPMarbHble U ANMHHOGOKYCHbIE. B LUIMPOKOYronbHbIX 06beKkTMBaxX, KOTopble
Yallle BCero Ucnonb3yTes Ans NaHopaMHOro HabnogeHus, yron 3apeHnsa coctaBnseT 75 rpagycos
n 6onblwe. HopmanbHble 0O6bEKTUBBI MMEKT yron 3peHus oT 45 go 65 rpagycos. Yron 3peHus

ANMHHOGOKYyCHOro obbekTuea coctasnseT 30 rpagycos.

ARP (Address Resolution Protocol / [lpotokon onpeapeneHna appeca) -—
NCNONb3YIOLWMNCA B KOMMbIOTEPHbLIX CETAX NPOTOKOST HM3KOr0 YPOBHS, NpeaHasHayYeHHbIn Ons
onpeaeneHnsa agpeca KaHanbHOro YpOBHS NO M3BECTHOMY afpecy CEeTEBOro ypoBHs. Hanbonblee
pacnpocTpaHeHe 3TOT MPOTOKOM Nonyymn Grnarogapsa NoBCceMeCTHOCTM ceTen |P, noCcTpOeHHbIX
nosepx Ethernet. 3ToT npoTokon ncnonbayetcs ans ceasm IP-agpeca ¢ MAC-agpecom ycTponcTsa.
Mo nokanbHOM ceTn TpaHcnNupyeTcs 3anpoc Ans noucka y3na ¢ MAC-agpecom, COOTBETCTBYOLLMM

IP-agpecy.

Aspect ratio /| PopmaTt 3KkpaHa — 370 popmMaTHOE OTHOLLUEHME LUMPUHBI K BbICOTE KaZpoB.
O6wun popmaT Kagpa, UCNosnb3yeMbln AN TENEBU3NOHHbLIX AKPaHOB U KOMMbIOTEPHbBIX MOHUTOPOB,

coctaBnsert 4:3. TenesugeHue Bbicokon YeTkoctn (HDTV) ncnonbsyet popmat kagpa 16:9.
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Authentication / AyteHTudmkauma — nposepka NpUHALMEXHOCTU CyObeEKTy AocTyna

npeabsBNEeHHOro UM  MaeHTUdUKaTopa; noareepxaeHne nognuHHoctn. OavH 13 cnocobos
ayTeHTUMKauMm B KOMMNbLIOTEPHON CUCTEME COCTOMT BO BBOAE Ballero Mnosfib30BaTenbCKOro
naeHtTndurkaTopa, B NPOCTOPEYUN HasbiBAEMOro «formHomy (login — perMcrpaunoHHoe ums
nonb3oBaTensd) W Napond — HEKOW KoHduOeHUManbHOW WHOPMauMM, 3HaHME KOTOpOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcom. NMonyymB BBEAEHHbIV NOfb30BaTENEM JTIOMUH
N Naponb, KOMMbIOTEP CPaBHUBAET MX CO 3HAYEHMEM, KOTOPOE XpaHUTCA B cneumanbHon 6ase

OaHHbIX, U, B Clly4ae coBnageHus, nponyckaeT nosib3oBaTtesid B CUCTEMY.

Auto Iris /| AP[] (ABTOperynupyemasa anacpparma) — aT0 aBTomaTn4eckoe perynmposaHme
BENUYMHBI Anadpparmbl 4Ns KOHTPONA KonnyecTea cBeTa, nonagatowero Ha matpuuy. CyuwlecteyeT

OBa BapuaHTa aBToMaTtuyeckon perynnposku anadparmel: Direct Drive n Video Drive.

Biterate / ButpenTt (CkopocTb nepeaaymn AaHHbIX) — OyKBanbHO, CKOPOCTb NPOXOXAEHWUS
6uToB MHOPMaUnN. BUTpenT NpMHATO MCnonb3oBaTb MpU M3MepeHUn 3APdEKTUBHON CKOPOCTU
nepegayn uvHoOpmMauun Mo KaHamny, TO eCTb CKOPOCTW nepefadn «nonesHorm WHgopmaumm»

(moMnMO TakoBOW, MO KaHaNy MOXET rnepedaBaTtbcs cnyxebHast nHdopmauus).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKM, KOMMeHcauus
3agHero cBeTa). TUMWMYHLIA NPUMEP HEOOXOAMMOCTU WCMOMNMb30BaHMUSA: YEnoBeK Ha (POHe OKHa.
OnNEKTPOHHbIN 3aTBOP KaMepbl OTpabaTbiBaeT MHTErparnbHyto, T.e. OOLLYH OCBELLEHHOCTb CLEHbI,
«BUOUMON» Kamepon vepe3 obbekTMB. COOTBETCTBEHHO, Manas durypa 4enoBeka Ha GOmMbLIOM

CBET/IOM (pOHE OKHa BbINLETCSH B UTOre "3acBeTKon" BCEW KapTUHKW. BkrtoueHue pyHkuum «BLC»

MOXET B MOAOBHbIX chny4daax ncnpaBuTb pa60Ty aBTOMATUKN KaMepbl.

Bonjour — npoTokon aBTomaTnyeckoro obHapyxeHusi cepBmcoB (cryx6), ncnonb3yemoin B
onepaumoHHon cucteme Mac OS X, HavmHasa ¢ Bepcun 10.2. Cnyx6a Bonjour npegHasHavyaeTcs
ANS MCNONb30BaHWs B NOKamNbHbIX CETAX U UCMONb3yeT cBedeHus (3anucu) B crnyxbe AOMEeHHbIX
umMéH (DNS) ons obHapyXeHus OpyrMxX KOMMbIOTEPOB, PABHO Kak M MHbIX CETEBLIX YCTPOWUCTB

(Hanprmep, NPUHTEPOB) B BnvpkanLlemM CETEBOM OKPY>KEHUMN.

CIDR / BecknaccoBasi agpecauus (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meToa IP-agpecaunn, no3BondaoLLmMi rmbKko ynpaenaTbe NPocTpaHCcTBOM IP-agpecoB, He ncnonb3ys
XECTKME paMKu KnaccoBon agpecauuun. Mcnonb3oBaHWe 3TOr0 MeToda MO3BOMSEeT 3KOHOMHO
ncnonb3oBaTb OrpaHnYeHHbIN pecypc IP-agpecoB, NOCKObKY BO3MOXHO MPUMEHEHUE pasfnnyHbIX

MacoK NnoaceTen K pas3nnyHbiM NoaceTAM.

CCD / N3C-maTpunua — 370 CBETOYYBCTBUTESNbHBIA 3NEMEHT, NCNOMNb3YHLNNCS BO MHOIMX
UMpPOBLIX Kamepax M NpeacTaBnsoWUn cCOBON KPYMHYK WMHTErparnbHyl0 CXeMy, COCTOALLYI U3
COTEH ThbICAY 3apsaoB (NUKcenewn), KoTopble npeobpasyloT CBETOBYIO 3HEPTUI0 B ANEKTPOHHbIE

curHansl. Paamep matpuubl moxeTt coctaBnatb 1/4", 1/3", 1/2" vnn 2/3".
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CGl (EpuHbin  wno30BbIM  UHTepdenc) — cneuudomkauus, onpegensawowas

B3aumopgenctene web-cepsepa c gpyrumm CGl-nporpammamn. Hanpumep, HTML-ctpanuua,

cogepawasn dopmy, MoxeT ucnonb3osaTtb CGl-nporpammy ansg o6paboTkmn AaHHbIX HOPMbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbI1
MeTanfIooOKCUAHbIA MNONMYNPOBOAHMK) — 3TO LUMPOKO WCMONb3YyEMbIA TUM MOMYyNPOBOAHMKA,
KOTOPbI MCNOMb3yeT Kak OTpULATENbHYIO, TaK 1 NONOXUTENBbHYHO SNEKTPUYECKYHO Lenb. MNockonbky
TONbKO OHA M3 3TUX TUMOB Lienen MoXeT ObITb BKNOYEHA B Nto6oe AaHHOEe BpeMsi, TO MUKPOCXEMbI
KMOIlMa notpebnaoT MeHbLUe 3MeKTPO3HEPrnm, YeM MUKPOCXEMbI, UCMOMb3YHOLWNE TONbKO OAWH
TMN TpaH3ucTopa. Takke gatdmkn mnsobpaxeHns KMOIT B HEKOTOpbIX MUKpOCXemax coaepxart
cxembl 06paboTkn, OQHAKO 3TO MPEeuMyLecTBO HEBO3MOXHO ucnonb3oBaTb ¢ [13C-gatumkamn,

KOTOpPbIE ABJIAIOTCA TaKXKe bonee Oopormmun B npon3sBoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsemasa nns
Ha3Ha4YeHWs1 NOCTOSIHHOIO AOMEHHOI0 UMEHM YCTPOMUCTBY (KOMMbIOTEPY, CETEBOMY HAKOMUTENMIO) C
AnHamnyeckum IP-agpecom. 31o mMoxeT 6biThb IP-agpec, nonyyeHHbin no DHCP vnn no IPCP B
PPP-coeanHenunsx (Hanpumep, npu yganéHHoMm [OCTyne 4vepe3 mogem). [pyrme MaluHbl B

NHTepHeTe MoryT ycTaHaBnMBaTb COeAMHEHMEe C 3TON MaLUMHOW NO JOMEHHOMY UMEHM.

DHCP (Dynamic Host Configuration Protocol / [lpotokon AauHamu4yeckomn
KOHdUrypaumm ysna) — 3TO CEeTEBOM MPOTOKOJS1, MO3BOMSIOWNA KOMMbIOTEPAM aBTOMaTUYECKU
nonyyatb IP-agpec v gpyrme napametpbl, Heobxoaumble ons pabotel B cetn TCP/IP. [daHHbIN
npotokon paboTtaeT no Modenu «KNMeHT-cepBep». [ns aBTOMaTMYECKOW KOHUrypaumm
KOMMbIOTEP-KNNEHT Ha 3Tane KoHdurypauum ceTeBOro YycTpoWcTBa obpallaetca K Tak

Ha3biBaemomy cepsepy DHCP 1 nonyyaeT OT HEero HyXHble napameTpbl.

DHCP-cepBep — 9TO nporpamma, KoTopas HasHadaeT knueHtam |P-agpeca BHyTpu
3a4aHHOro guanasoHa Ha onpefeneHHbld nepuod BpemeHWu. [aHHyto yHKUMIO NoAdepKuBatoT

NnpakTn4eckn BCe COBPEMEHHbIE MapLUPYTU3aTOPbI.

Digital Zoom / LiucpoBoe yBenuyeHue — 310 yBenuyeHve pasamepa kagpa He 3a cyet
ONTKKKU, a C MOMOLLbIO KagpupoBaHUSA NOAYyYEHHOro ¢ MaTpuubl n3obpaxeHns. Kamepa Huyero He
yBENUUMBAET, a TOSMbKO BbIpe3aeT HYXHYI0 4acTb M300paxeHus W pacTarmBaetr ee Ao

nepBoHa4aribHOro paspeLlueHus.

Domain Server / CepBep AOMEHHbIX UMEH — TaKkKke AOMEHbI MOTyT BbITb UCMOMb30BaHbI
opraHn3aumsiMu, KOTopble XOTAT LeHTPan“3oBaHHO yNpaBnaTb CBOMMU KOMMNbOTEPaMM (Ha KOTOPbIX
yCTaHOBIIEHbI onepaunoHHble cuctembl Windows). Kaxabi nonb3oBatenb B paMkax [oMeHa
nonyyaeTt y4YeTHYH 3anucb, KoTopas OOblMHO paspeluaeT 3apermcTpMpoBaTbCs U UCMOMb30BaThb

niodon KOMMNbOTEP B OOMEHe, XO0TA OAHOBPEMEHHO Ha KOMMNbKTEP MOryT OblTb HaIOXEHbI
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orpaHunyeHusi. CepBepoM [OOMEHHbIX MMEH SIBNSIeTCS cepBep, KOTOpblIi ayTeHTuduumpyet

nosib3oBaTenen B CeTu.

Ethernet — nakeTHas TexHonorusi nepedayn AaHHbIX MPEVMYLLIECTBEHHO B JOKamnbHbIX
koMnbloTepHbIX ceTsax. CraHgaptel Ethernet onpepensiioT npoBodHble coeauHEHUs U
SMNeKTPUYECKME CUrHanbl Ha PU3NYECKOM YpOBHEe, hopMaT KagpoB W MPOTOKOMbl YrnpaBneHus

OOCTYMNOM K cpefie — Ha KaHarnbHOM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne yctaHOBKM MO YMOM4YaHUIO — 3TO YCTAHOBKW,
KOTOpble M3Ha4anbHO UCNONb30BaHbI A5 YCTPOWUCTBA, KOr4a OHO OTrpykaeTcsl C 3aBoa B NepBbii
pa3. Ecnn BO3HUKHET HEOOXOAUMOCTb NepeyCcTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
Nno yMOnyaHuto, TO aTa (PYHKUMA NpuMeHMMa ans 60nblUIMHCTBA YCTPOWUCTB, M OHa MOJSTHOCTLIO

nepeycraHasnneaeT nobble YCTaHOBKU, KOTOPbIE ObINM N3MEHEHBI Norb30BaTENEM.

Firewall / Bpangmayap — GpaHamayap (mexceTeBon 3kpaH) paboTaeT Kak 6apbep mexay
ceTaAMM, Hanpumep, Mexay nokanbHou ceTbio U WHTepHeToM. BpaHamayap rapaHTupyeT, 4To
TONbKO 3aperncTpmpoBaHHbLIM NONb3oBaTensM OyaeT paspelueH JOCTyn U3 OAHOW CeTU B APYryto
ceTb. bpangmayapom MoxeT BbITb NporpaMMHoe obecneveHne, paboTatoLee Ha KOMMbIOTEpPE, NN

OpaHamMay3poM MOXeT ObiTb aBTOHOMHOE annapaTHOe YCTPOWMCTBO.

Focal length / ®okycHoe paccTtosiHue — wusmepsiemMoe B MUINUMETpPax ¢OKyCHoe
paccTosiHne 06bEKTMBA KaMepbl, onpeaensioLlee WNPUHY ropu3oHTanbHoOM 30HbI 0630pa, KoTopoe
B CBOI ovepedb nsaMmepsietcs B rpagycax. Onpegensercs Kak pacCcTosiHMe OT nepeaHen rnaBHoOm
TOYKM OO nepeaHero dokyca (ans nepegHero oKyCHOro pacCTOSIHUS) U Kak pacCTOsIHUE OT 3adHeNn
rMaBHOM TOYKM OO 3agHero dokyca (ona 3agHero ¢pokycHoro pacctosaHus). Mpu atom, nopg
rnaBHbIMM TOYKaMu NoApa3yMeBaOTCS TOYKM NepeceyeHns nepegHen (3agHen) rnaBHOM NNOCKOCTH

C OMTUYECKOMN OCbIO.

Fps / KagpoBas 4acToTa — KONMYeCTBO KaapoB, KOTOpoe BuaeocucTeMa (KOMMbOTepHas

urpa, Tenesusop, DVD-nneep, Buaeodann) BblAaéT B CEKyHAY.

Frame / Kagp — kagpom sBnseTtca nonHoe BuaeousobpaxeHune. B dopmate 2:1
YyepeccTpoyHOM  pasBépTku uHTepdenica RS-170 u B  dopmatax MexagyHapogHoro
KOHCYNbTaTMBHOIO KOMUTETA NO paguoBELLaHUIo, Kagp co3daeTcs M3 ABYX OTAerNbHbIX obnacrten
TNIMHUA YepPEeCCTPOYHON pa3BepTkn 262.5 nnn 312.5 Ha yactoTte 60 unm 50 'y ansa Toro, 4TOoObI
chopmupoBaTtb MOMHbBIA Kagp, KOTOpbIi 0Tobpasntca Ha akpaHe Ha yactote 30 wnm 25 My, B
BMgeokamepax C NporpecCnBHON pa3BepTKON KaxKabl Kagp CKaHUPyeTCs NOCTPOYHO M He ABNSIETCA

YepecCcTPoUHbIM; 6OMBbLLUMHCTBO 13 HUX oTobparkaeTcs Ha YactoTte 30 n 25 Iy,

FTP (File Transfer Protocol / TlpoTtokon nepegaun ¢annoB) — 3TO NPOTOKON

NPUoXeHUs, KOTOpbIM ucnonb3dyet Habop npotokonoB TCP / IP. OH ucnonb3yetcd, 4ToObI
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obmeHuBaeTca dannammn  Mexay KomnbtoTepamu/yctponcteamm B cetu. FTP  nossonsiet

noaknodaTbes K cepsepam FTP, npocmatpmBaTb COAEpKMMOE KaTanoroB 1 3arpyxatb hansbl
cepBepa unn Ha cepsep. lNpoTtokon FTP oTHocUTCS K NpOTOKONaM MpUKNagHoOro ypoBHS U ANs
nepegayn gaHHbIX UCNOMb3yeT TpaHCNopTHLINM NpoTtokon TCP. KomaHnabl 1 gaHHble, B OTNiM4ne oT
BonbLlIMHCTBA APYrMX NPOTOKOMOB nepedarnTcs no pasHbiM noptam. [opt 20, oTKpblBaembl Ha
CTOpPOHE cepBepa, UCMonb3yeTcsa Ana nepefadn gaHHbelx, nopt 21 - Angd nepegaym komang. MNopt

On4a npunemMa gaHHbIX KIMMMeHTOM onpeaendaeTca B Aunarnore corjfiacoBaHuA.

Full-duplex / MonHbIn gynnekc — NonHbIN Aynnekc npeactaBnset cobon nepeaady AaHHbIX
OHOBPEMEHHO B OBYX HanpasneHusix. B cucteme 3BYKOBOCMPOM3BELEHMS 3TO MOXHO Onucathb,
Hanpumep, TenedOHHbIMM cucTeMamu. Takke nonyaynrnekcHas c©Ba3b obecneynBaeT

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpaslieHNU 3a OOUH pas.

G.711 — craHgapT gna npeacraeneHus 8-6utHom komnpeccun PCM (MKM) curHana c
yactoton pguckpeTtnsaumm 8000 kagpos/cekyHay u 8 6ut/kagp. Takmm obpasom, G.711 kogek

co37aéT noTok 64 Kout/c.

Gain / Koadhc¢pmumeHT ycuneHmnsa — KoadhpULMEHTOM YCUNEHUS SIBMSIETCS KO3PULNEHT
YCUNEHNST W OKCTEHTA, B KOTOPOM aHamnoroBblA YCUNUTENb YCUNUBAET CUIly CcurHana.
KoadhdmumeHThl ycuneHms 06blMHO BbipaXatoTcs B eanHnlax molwHocTu. Jeunben (ob) sensetca

Hanbonee ynoTpebutenbHbiM CNocoOoM ONst UIBMEPEHNS YCUINEHNSA YCUIUTENS.

Gateway / MexceTreBOM L3 — MEXCETEBbIM LUMIO30OM SBISETCSA CETb, KOTopas
OEeNCTBYeT B KAYeCcTBe TOYKM BXxoda B ApPYryto ceTb. Hanpumep, B KopnopaTMBHOW CETU, cepsep
KOMNbIOTEPA, OENCTBYIOLLMA B KayeCcTBe MEXCETEBOro LUM3a, 3a4acTylo Takke OeWCTBYeT U B
KayecTBe MpPOKCU-CepBepa U cepBepa ceTeBOM 3almnTbl. MexceTeBOW LWM3 YacTo CBA3aH Kak C
MapLLPYTU3aTOPOM, KOTOPbIN pacrno3HaeT, KyAa HanpaBnAaTh NakeT AaHHbIX, KOTOPbIA NPUXoauT B
MEXCETEeBOW LUMO3, Tak U KOMMYTaTOpPOM, KOTOPbIN NpeaocTaBnsaeT UCTUHHbBIA MapLupyT B U U3

MeXCeTeBOro Lnk3a Aand AgaHHOro naketa.

H.264 — 570 MexayHapoOHbIM cTaHAapT KOAMPOBaHUS ayauo 1 BMAeo, (4pyroe HasBaHue
'MPEG-4 part 10' unn AVC (Advanced Video Coding)). [JaHHbI CcTaHAapT COAEPXUT psan HOBbIX
BO3MOXHOCTEMN, MO3BONALWMX 3HAYUTESNBLHO MOBLICUTL 3(PIEKTUBHOCTL CXKaTua BMOEO MO
cpaBHeHuto ¢ bonee paHHUMu ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
BonbLy MMBKOCTL NPUMMEHEHNs B pa3sHoobpasHbIxX ceTeBbIX cpedax. cnonb3yetca B UMpPoOBOM

TenesunaeHuu Bbicokoro paspewerus (HDTV) n Bo MHoOrux apyrmux obnacrsax umdpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / MpoTokon nepeaayn runeprekcra) — 310 Habop
npasun no obmeHy cannamm (TEKCTOBbIMW, rpaduyeckumun, 3BYKOBbIMW, BUOEO- U APYrMMU

MynbTumMegua cavnamm) B cetu. lNpoTtokon HTTP sBnseTca npoTOKONOM BbICLLErO YPOBHSA B
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cemenctee npotokonoB TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaetcd 4O NONyYeHus

noareepXxXaeHua o ero npaBniibHOM npueme.

HTTPS (Hypertext Transfer Protocol Secure / 3awWwuwWéHHbIA NPOTOKON nepeaavun
rmneprekcra) — pacwupeHne npotokona HTTP, nogaoepxmBatowee wudpoBaHue. [daHHble,
nepegasaemble no npotokony HTTP, «ynakosbiBaloTCA» B KpunTorpaduyeckmi npotokon SSL nnm
TLS, Tem cambiM obecrne4ymBaeTcs 3aWuTa 3TUX AaHHbIX. B otnuumne ot HTTP, ana HTTPS no

ymonyanuio ucnonsdyetcs TCP-nopt 443.

Hub / CeTeBOM KOHLEHTPATOP - CETEBOMN KOHLEHTPATOP UCNONb3YeTCs ANSA NOAKITOYEHNS
MHOMOYMCMEHHbIX YCTPONCTB K ceTn. CeTeBON KOHLIEHTpPATOp nepeaaeT BCe AaHHble B YCTPOWCTBA,
NOAKMOYEHHbIE K HEMY, TOrAa Kak KOMMYTaTop TOSbKO NepedaeT AaHHble B YCTPOMCTBO, KOTOpoe

cneuwnanbHO npeaHa3Ha4vyeHo and Hero.

ICMP (Internet Control Message Protocol / MexceTeBOW NMPOTOKON ynpaBrsitOLWMUX
coob6LweHnn) — ceTeBo NPOTOKOS, BXxoaswmMi B crtek npotokonoB TCP/IP. B ocHoBHom ICMP
ncnonb3yetcs Ans nepegaydn coobuieHnin o6 owmbkax u APYrux UCKNIOYUTENbHbBIX CUTyauusx,
BO3HUKLLMX MPU Nepegaye AaHHbIX, HanpuMep, 3anpawmsaemMas ycnyra HegocTynHa unn XocT unum

MapLIpyTM3aTop He OTBeYaloT.

IEEE 802.11 / Cranpapt IEEE 802.11 — 370 ceMencTBO cTaHAapToB AN 6ecnpoBOAHbIX
nokanbHbix ceten. CtaHgapt 802.11 nogoepxmBaeT nepedadvy AaHHbIX Ha ckopoctn 1 wnm 2
M6uT/cek Ha nonoce 2.4 [Tu. CraHgapt xe 802.11b 3agaeT ckopocTb nepedadn gaHHbix 11
M6wuT/cek Ha nonoce 2.4 Ty, B TO Bpemsi kak ctaHgapT 802.11a no3BonsieT 3agaTtb CKOPOCTb A0 54

M6wuTt/cek. Ha nonoce 5 T,

Interlaced video / YepeccTpouyHas pa3BepTKa — 3TO BMOEO3aNMCb CO CKOPOCTbio 50
n3obpaxeHnn (HasbiBaeMbIX NONAMU) B CEKYHAY, U3 KOTOPbIX Kaxable 2 nocrneaoBaTeNbHbIX Nons
(nonykagpa) 3atem o6beauHstoTea B 1 kagp. YepecctpoyHas passepTka bbina paspabotaHa MHOro
neT Hasag ANns aHanoroBoro TeneBnaeH1s 1 4O CUX Nop LWMPOKO npumeHsaeTcs. OHa gaeT xopolune
pes3ynbTaTbl NPY NPOCMOTPE ABWXKEHUS B CTaHAAPTHOM M300paXkeHuWn, XOTa Bcerga CyllecTByeT

HEKOTOpOE NUCKaXeHne I/1306pa)KeHI/IFI.

Internet Explorer (IE) — cepus 6pay3epoB, paspabaTbiBaemasa kopnopauunen Microsoft ¢
1995 roga. Bxoant B KOMMMEKT onepaunoHHbix cuctem cemencrtea Windows. AsnseTtcsa Hanbonee

LLUMPOKO MCMNonb3yemMbiM BeD-Opay3epom.

IP 66 (Ingress Protection) — 310 cTaHgapT 3awmTbl 060pya0BaHUA, KOTOPbLIA ONUCLIBAET
nbine- 1 Braro- 3awmTty kamepbl BugeoHabnogeHus. MNMepeas umdpa o6o3Ha4aeT ypoBEHb 3aLLUTbI
OT nonagaHusa TBEpAbIX YacTul (Hanpumep, undpa 6 o6o3HavaeT NoONHOe UCKIIYEeHNe nonagaHns

nbinu). Bropas undgpa obo3HavaeT ypoBeHb 3awuTbl OT NONagaHns xxugkocTten (Hanpumep, undpa
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6 ob6o3Ha4vaeT 6e3ynpeyHyo paboTy Kamepbl NpY BO34ENCTBUN MACCUBHbBIX BOASIHLIX MOTOKOB BOAbI

UM BpeMeHHOM obriMBaHuu.)

IP-kamepa — uncpoBas Bugeokamepa, OCOOEHHOCTbIO KOTOPOW SABMSAETCA nepegada

BugeonoToka B undgposom dpopmaTte no cetn Ethernet, ncnonsaytowen npotokon IP.

JPEG (Joint Photographic Experts Group / CrtaHgapt O6begMHeHHOM rpynnbl
aKkcnepTtoB B obGnactu dotorpadmm) — oaovH M3 nONynspHbiX rpaduveckmx ¢opmartos,
NPUMEHSIEMbIN ONs1 XpaHEeHMsT OTOM3006pakeHnn N NogobHbIX UM n3obpaxkeHuin. Mpu cozpaHum
n3obpaxerma JPEG nmeeTcsi BOBMOXXHOCTb HACTPOWMKM UCMOMb3YEMOro KoadduumeHTa cxaTus.
Tak kak npu 6onee HM3KOM KO PULIMEHTE CKaTKs (T.€. CaMOM BbICOKOM Ka4eCcTBe) yBeNMYnBaeTcs

obbem hanna, cywecTByeT BblIOOp Mexay Ka4ecTBOM n3obpaxeHusa n obbemom danna.

Kbit/s (Kilobits per second / Kbut/cek) — 310 Mepa n3amMepeHus CKOPOCTM NOTOKA AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOT0p017| onpeageneHHoe Komnn4ecrtBo outoB npoxoaaT 3adaHHY0 TOYKY.

LAN (Local Area Network / JlokanbHasa Bbl4MCnUTENbHAA CeTb) — KOMMNbIOTEPHAs CETb,
nokpbIBatoLas 00bIYHO OTHOCUTENBHO HEGONbLLYIO TEPPUTOPUIO NN HEOOMbLUYIO TPpynny 34aHWN

(aom, oduc, bmpmy, MHCTUTYT), TO €CTb ONPeaENeHHYI0 reorpadunyeckyto 30Hy.

Lux / Jllokc — eguHuua mamepeHus oceellleHHocTU. OnpeaensieTcss Kak OCBELLEHHOCTb
MOBEPXHOCTU Mrowaabio 1 KB.M. CBETOBbIM NOTOKOM 1 noMeH. McnonbayeTcss ans o6o3HavYeHus

YyBCTBUTENTbHOCTU KaMep.

MAC-agpec (Media Access Control address / AnnapaTtHbii agpec YCTPOUCTBa) — 3TO
YHUKanNbHbIA OeHTUdUKaTop NPUCOEeIMHEHHOIO K CeTU YCTPOMUCTBA UMK, TOYHEee, ero nHtepdenc

a4 NoAKNKYEeHUA K CeTU.

Mbit/s (Megabits per second / M6ut/cek) — 3TO Mepa M3MepeHUs CKOPOCTM MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, HAa KOTOPOM OMTbI MPOXOAAT 3a4aHHYO TOYKY. OTOT napameTp 0ObI4HO
ncnonb3yeTtcsl, YToObl NPeacTaBUTb «CKOPOCTb» ceTu. JlokanbHas ceTb AoMmkHa paboTtaTb Ha

ckopoctn 10 unn 100 Moéut/cek.

MJPEG (Motion JPEG) — nokagpoBbli MeTO BUAEOCKATUS, OCHOBHOW OCOBEHHOCTLIO
KOTOPOro SIBNSETCA CXaTue Kadoro OTAENbHOro Kagpa BMAOEOMNOTOKA C MOMOLLLI anroputma
cxatmsa wusobpaxenmn JPEG. lNpu cxatmm metogom MJPEG wmexkagpoBasi pasHuua He

Y4UnUTbIBAETCA.

MPEG-4 — 370 MexayHapoaHbIv CTaHAapT, UCNONb3yeMbl NpenMyLLecTBEHHO ANS CKaTus
umdgposoro ayauo u Bugeo. CrtaHgapt MPEG-4 B OCHOBHOM MCMoOnb3yeTca AN BellaHus
(noTokoBOE BMAEO), 3anUCKM (OUNBbMOB Ha KOMMAKT-AUCKW, BugeoTenedoHun (BugeotenedoH) u

LLMpOKOBeELLaHNA, B KOTOPbIX akTUBHO UCMNONb3yETCA CXaTue LI,VI(*)pOBbIX BMOeo N 3ByKa.
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Multicast / TpynnoBasa nepega4va — cneunanbHas dopmMa LUMPOKOBELLAHUS, MPU KOTOPOW

KOMMM NakeToB HanpaBndaAlwTCsA onpedenéHHoMy nogMHOXeCTBY agpecatoB. Hapsagy c
NPUNOXEHNAMM, YCTaHaBNMBAKOWNMKN CBSA3b MeXQYy WCTOYHMKOM W OAHWM MonydyaTenem,
CYLLIECTBYIOT Takue npurnoxeHus, rae tpebyetcs, 4Tobbl UCTOYHMK NOCkINan UHopmMaumo cpasy
rpynne nonyyatenen. [pu TpaguumoHHOW TexHonorun IP-agpecaunn TpebyeTcs Kaxgomy
nonyyaTtento UHgopmaLmmM nocrnatb CBOM MaKeT AaHHbIX, TO €CTb OfHa U Ta Xe WHdopmaLms
nepegaeTcsi MHOro pas. TexHonorusi rpynnoBor agpecawumm npeacrasnsieT cobon pacwmpenue IP-
agpecaumu, No3BosisoLee HanpPaBUTb OOHY KONUIO NakeTa cpady BceM nonydatenam. MHOXeCcTBO
nonyyarernen onpegenseTcs NPUHAANEXHOCTbIO KaXKO0ro U3 HUX K KOHKpeTHOW rpynne. Paccbinky
OIS KOHKPETHOW rpynmnbl NOMy4atoT TOMBbKO YNeHbl 3TOW rpynnbl.

TexHonorus IP Multicast npegoctaenseT psa CyLeCTBEHHbIX MPENMYLLECTB MO CPABHEHMIO
C TPaAMUMOHHbIM Noaxoaom. Hanpumep, aobaBneHne HOBbIX NONb3oBaTenen He BriedeT 3a cobon
Heobxoaumoe yBenuyeHne nponyckHOW CrnocobHOCTM ceTu. 3Ha4YUTENbHO COKpaLlaeTcs Harpyska
Ha NochbINaKrLLMA cepBep, KOTOPLIN GonbLle He AOMKEH NOAAEPXKMBATL MHOXECTBO 4BYXCTOPOHHUX

COEeONHEHUN.

[na peanusauuu rpynnoBoV agpecauun B IOKanbHOM CeTn HeobXoOuMbl: MNOoaOepXKKa
rpynnoBon agpecaumm ctekom npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP gns
OTNpaBKN 3anpoca O NPUCOEOUHEHUU K rpynne 1 MonyYeHun rpynnoBoro Tpaduka, nogaepxkka
rpynnoBon agpecaumm CeTeBOW KapTOW, NPUNoXeHue, UCNosb3ylwee rpynnoByld agpecauuio,
Hanpumep, BUAEOKOHdepeHUnda. TexHonorna «MynbTukacT» mcnonb3yeT agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTca craTudeckass M AuHaMudeckas agpecauusi. [Npumepom
cTtaTudeckmx agpecos apngatTcsa 224.0.0.1 — agpec rpynnbl, Bkrovawowen B ceba Bce ysnbl
nokansHom cetn, 224.0.0.2 — Bce MapLUpyTuU3aTopbl fokanbHoOW ceTu. [uanasoH agpecos C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [Afs MPOTOKOMOB MapLipyTU3auum u Opyrux
HNU3KOYPOBHEBBLIX MPOTOKOMOB MOAAEPXKU rpynnoBon agpecauuun. OcTanbHble agpeca
OWHAMMYECKM  UCMOMb3YTCA  NpunoXxeHuamu. Ha  cerogHAWHW  AeHb  ©OMbLUMHCTBO
MapLUpyTM3aTOPOB NOAAEPKMBAIOT ATY ONUMIO (B MEHIO 0ObIYHO eCTb onums, paspewatowasa IGMP

NPOTOKON NN MYIbTU KaCT).

NTP (Network Time Protocol / lNMpoTokon CUHXPOHU3aALUU BpPEMEHU) — CeTeBOW
NPOTOKON AN CUMHXPOHM3ALMN BpeMEHM C ucnonb3oBaHmeM ceter. NTP ncnonb3yet ans ceoen

paboTbl npoTtokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctaHgapt NTSC
SIBMISIETCH TENEBMU3MOHHBLIM 1 BuaeocTaHgapTom B CLUA. CtangapT NTSC goctaensieT 525 cTpok B

kagpe Ha 30 k/cek.
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ONVIF (Open Network Video Interface Forum) — otpacnesown ctaHgapT, onpeaensoLni

NPOTOKOSbl B3aUMOAENCTBUSA TakMX YCTPOMCTB, Kak IP-kamepbl, BugeoperucTpaTtopbl U CUCTEMBI
ynpaeneHna Bugeo. MexgyHapogHbln  (opyMm, Cco3fgaBlUMA  OaHHBIA - CTaHOapT, OCHOBaH
komnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy ¢ uenbto

pa3paboTku U pacnpoCTpaHEHUs! OTKPLITOro CTaHAapTa AN CUCTEM CeTEBOro BUAEOHabnoaeHus.

PAL (Phase Alternating Line / TeneBusanoHHbin ctaHgapt PAL) — TeneBW3MOHHbIN
ctaHgapT PAL saBndaetcs npeobnagalowmm TeneBM3MOHHBIM CTaHO4apTOM B CTpaHax Esponbl.

TeneBun3anoHHbIN ctaHgapT PAL goctaBnsieT 625 cTpok B kKagpe Ha 25 k/cek.

PoE (Power over Ethernet / NutaHue 4yepe3 Ethernet) — TexHomnorusa, nossonstoLias
nepegasaTb yAanéHHOMY YCTPOWCTBY BMeCTE€ C [aHHbIMU JrIeKTPUYECKYHO SHEPruio 4vepes

cTaHgapTHyto BUTYIO napy B ceTu Ethernet.

Port / TMopT — wnaoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHBIA pPeCcypc, BblaenseMbli
NPUSTOXKEHMWIO, BLINOSIHAEMOMY Ha HEKOTOPOM CETEBOM XOCTE, ASI CBA3W C MNPUMOXKEHUAMMU,
BbIMOMHSAEMbIMU Ha APYrMX CeTEBbIX XOCTax (B TOM YMCIe C OPYIMMU NPUNOXKEHUSIMU Ha 3TOM Xe
xocTe). B 06bI4HON KNMEHT-CepBEPHON MOAENUN NPUNOXKEHNE NTMOO OXXMAAET BXOAALWMNX AAHHBIX NN
3anpoca Ha coeuHeHue («cnywaet nopT»), NMBo nockiNaeT JaHHbIe UK 3anpoCc Ha CoeAUHEeHne

Ha M3BECTHbLIN NOPT, OTKPbITbIA NPUITOXKEHNEM-CEPBEPOM.

PPP (MpoTokon gBYXTO4Y€4YHOro coeaAnHeHUs1) — NPOTOKOJ, MO3BOMSOLWMIA UCNONb30BaTb
MHTepcenc nocnegoBaTenbHOW nepenayvv Ons CBA3U Mexay ABYMS CETEBbIMM YCTPOMCTBaAMMW.

Hanpumep, nogkntodeHune MK k cepepy NnocpeacTBoOM TeNEOHHON FINHUM.

PPPoE (Point-to-Point Protocol / [[poTokon coeanHeHUA «TOYKa - TOYKa») — NPOTOKON
04 NoAKIoYeHns nonb3oBartenien cetu ctangapta Ethernet k IHTepHeTy 4epes wnpokononocHoe
coeduHeHne, Takoe kak nuHma DSL, ©ecnpoBOAHOE YCTPOWMCTBO MM KabenbHbin mogem. C
nomoubto PPPOE 1 wnpokononocHoro mogema nonb3oBaTeny nokanbHOW CETU MOryT nonyyatb
AOCTyn C WHAMBUAOYanbHOW MNPOBEPKOM MNOASIMHHOCTU K BbICOKOCKOPOCTHBIM CETSIM [aHHbIX.
O6beaunnaa Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE obecneunBaeT
3P PeKTUBHBIN CNOCcob co34aHUst OTAENbHbIX COEAUHEHUI C yOaneHHbIM CEPBEPOM AMst KaXaoro

nonb3oBartengd.

Progressive scan / [porpeccuBHOe CKaHMpOBaHME — 3TO TEXHONOMNSA npeacraBneHns
KagpoB B BWOEOHAOMOAEHUN, NMPU KOTOPOM KaXKabl Kagp BOCNPOU3BOAUTCA MO OAHOW NUHUKN B
nopsiike Nx pasMeLLeHns Kaxkayto WecTHaguaTyo Ao cekyHabl. TO eCTb CHavana nokasbiBaeTcs
nuHua 1, 3atem 2, 3ateM 3 U Tak ganee. Takum obpasom, nobpaxeHme He BbeTCca Ha OTAENbHbIE
nonykagpbl. B aTom criyyae nonHOCTbIO nc4esaeT ahekT MepuaHnst, N03TOMY Ka4eCTBO OTCHATOrO

BMOeo nony4vyaeTcA ©onee BLICOKMM.
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RJ45 — yHuMUMpOBaHHLIN pasbéM, UCNONb3yeMbIA B TENEKOMMYHUKaAUMSX, nveeT 8

KOHTakTOB. Mcnonbayetcs ansa co3ganus JIBC ¢ ncnonb3oBaHnem 4-napHeix kabenen BUTon napbi.

Router / MapwpyTunsaTop — 370 YCTPOMCTBO, KOTOPOE onpedenseT ToUKy bnmkanwen cetu,
B KOTOPYIO NakeT AaHHbIX JOIMKEH ObITb HaMpaBfeH Kak B CBON OKOHYaTEbHbIN NYHKT Ha3HAYeHus.
MapLpyTtusatop cosgaeTt u/vnu nogaepxmsaeT cneynansHyo Tabnuuy mappyTnsaumm, Kotopas
coxpaHsieT MHopMaLUIO, Kak TOMbKO OHa AOCTUraeT onpeaernieHHbIX NYHKTOB HasHavyeHus. MIHoraa

MapLpyTU3aTop BKIHOYEH B Ka4eCTBe 4YaCTh ceTeBOro KoMmyTtarTtopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIA NPOTOKON B peXUMe peanbHOro
BpeMeHUu) — 3TO npoTokon IP ong nepefayn gaHHbIX (Hanpumep, ayovo Unu BUAEO) B pexume
peanbHoro BpemeHu. NMpoTtokon RTP nepeHocUT B CBOEM 3arofioBke AaHHble, Heobxoanmble Ons
BOCCTAHOBIIEHUA rofloca uUnu BuOeonsobpaxeHus B NPUEMHOM y3rie, a Takke [aHHble O Tune
koguposaHua nHgpopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro npoTokona, B YaCTHOCTH,
nepenaroTcs BpeMeHHas MeTka M HOMep nakeTa. OT! napameTpbl NO3BONSAIOT NPU MUHUMANbHbIX
3agepXxkax onpegenutb MNOpPsSAOK M MOMEHT [OEKOAMPOBaHUS KakOoro naketa, a Takke
WMHTEpNoNMpoBaTb NMOTEpPsiHHbIE NakeTbl. B kayecTBe Hwxenexailero nNpoToKona TPaHCNOPTHOro

YPOBHS, Kak npaBunio, ucrnonbayetca npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepepayn NOTOKOB B peXxume
peanbHOro BpeMeHu) — 3TO NPOTOKON YNpaBeHns, KOTOPbIN CAY>XUT OCHOBOW 41151 COrnacoBaHns
TPaHCMOPTHbLIX NPOTOKONOB, Taknx kak RTP, MHoroagpecHomn nnn ogHoagpecHon nepegayn u ans
cornacoBaHunsa ucnonb3yemblx kogekoB. RTSP MoxHO paccmaTpuBaTb Kak nynbT AUCTAHUMOHHOMO
yrnpaBneHns noTokamMu OaHHbIX, NpegocTaBnsgeMbiMu cepBepoMm mynbTumeana. Cepsepbl RTSP
0o0blMHO wucnonb3ytoT RTP B kayectBe cTaHAapTHOro MNpoOTOKONa And nepedadn ayguo- U

BUOEOAAHHbIX.

Shutter / OnNeKTPOHHbLIM 3aTBOP — 3TO 3NEMEHT MaTpuubl, KOTOPbIA MO3BOMSET
perynupoBaTb BpeMsi HaKOMfEeHMs SNEKTPUYECKOro 3apsifa. dTa AeTanb OTBeYaeT 3a ANUTENbHOCTb

BblAEPXKN N KONTNMYECTBO CBETa, NnonaBLliero Ha matTpuuy nepen d)OpMMpOBaHMGM M306pa)l(eHVIFI.

SMTP (Simple Mail Transfer Protocol / lNpocTton npoTtokon nepeaayn NouYTbl) —
npoTtokon SMTP ucnonb3yeTcs Ans OTCbIKA U NONYYEHUS ANEKTPOHHON NoYTbl. OgHAaKo NOCKOMbKY
OH SIBNSAETCS «MNPOCTbIM» MO CBOEW CTPYKTYpe, TO OH OrpaHW4yeH B CBOEW BO3MOXHOCTU MO
BMECTMMOCTM COOBLLEHNA Ha MOMy4valoLemM KOHLE, 1 OH OBbIMHO UCMOMb3YeTCa C OOHUM U3 ABYX
apyrmx npotokonos, POP3 unn npoTOKONOM WMHTEPAKTMBHOIO AOCTYyMa K 3fIEKTPOHHOM MoyTe
(npoTokon IMAP). 3T1 NpoTOKOsbl MO3BOMSAOT MOMb30BaTENO COXPAHATL COOOLLEHNSI B MOYTOBOM

ALLVKe cepBepa 1 Nepuoanyeckmn 3arpyxartb X U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / lpoTokon 3awuuieHHbIX

cokeToB / [IpOTOKON TPAHCMOPTHOrO YPOBHSA) — 3TV ABa NpoTokona (npoTtokon SSL ssnsetca
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npueMHuKkom npoTtokornia TSL) saBnsTCA  KpunTorpacduyeckumm npoToKonamu, KoTopble

obecneunBatoT 6e3onacHyto cBA3b B ceTu. B BonblunHcTBE cnyyaerB npoTokon SSL mcnonb3yetcs
yepes npotokonn HTTP, 4ToGbl chopmmpoBaTb NPOTOKON 3aLMLEHHON Mepedayvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMb30BaHHOIO, Hanpumep, B MHTepHeTe NS OCYLLECTBEHUS
(OMHAHCOBLIX TpaH3akuuin B 3nekTpoHHoM Buge. [lpoTokon SSL wmcnonb3yeT cepTudukaTtbl

OTKPbITOIo KpVII'ITOFpad)I/l‘-IeCKOFO Knto4a, 4ToObI noareepXxgatb MOEHTUYHOCTb CcepBepa.

Subnet mask / Macka nogceTtu — 6utoBasi Macka, onpeaenstolias, kakas YacTtb |P-agpeca
y3na ceTu OTHOCUTCS K agpecy CeTH, a Kakas — K agpecy camoro yana B aToln cetn. Hanpumep, y3en

c IP-agpecom 192.168.0.99 1 mackon nogcetun 255.255.255.0 Haxoautcs B cetn 192.168.0.0.

Switch / KommyTtaTtop — KOMMyTaTOpoM S$IBMSIETCS CETEBOE YCTPOWCTBO, KOTOpoe
COefVHSAEeT CErMeHTbl CETU BMECTE N KOTOPOE BblGMpaeT MapLUpyT AN Nepecbisikn yCTPONCTBOM
AaHHbIX K ero 6nwkanwemy nonyyatento. O6bI4HO KOMMYTaTOp siBRsieTca 6onee NnpocTeiM 1 Gonee
ObICTPbIM MEXAHN3MOM, YEM CETEBOWN MapLUpyTM3aTop. HEKOTOpbIE KOMMYTaATOPbl UMEIOT OYHKLNIO

mapLupyTusaTopa.

TCP (Transmission Control Protocol / [lpoTokon ynpaBneHuna nepegayen) — oguH 13
OCHOBHbIX CeTeBbIX MPOTOKONOB WHTepHeTa, npefHasHa4YeHHbln ONs ynpaBneHus nepegaden
OaHHbIX B ceTax u nogceTtax TCP/IP. TCP — 3To TpaHCMOPTHLIM MeXxaHu3M, NpeaocTaBrsoWwmnm
NOTOK AAHHbIX C NpeaBapuUTENbHON YCTAHOBKOW COEAMHEHUS, 3a CHET 3TOro AatoWmni yBEPEHHOCTb
B AOCTOBEPHOCTU MNOslydaemblX AaHHbIX, OCYLLeCTBNSAET MOBTOPHbIA 3anpoC AaHHbIX B Cry4vae
noTepu AaHHbIX U yCTpaHAeT oybnupoBaHune npu nony4yeHnn AByx KONUn OAHOro nakeTa (CM. Takke
T/TCP).

TTL (Time to live) — npegenbHbIi Nepuog BpEMEHN UMW YACIIO UTepaunii nu Nnepexonos,
3a KOTOpbIN HAbOoP AaHHbIX (MakeT) MOXET CyLeCcTBOBaTb 4O CBOEro McHe3HoBeHuns. 3HadeHne TTL
MOXeT paccMaTpmBaTbCs Kak BEPXHSASA rpaHuLa BpeMeHu cyllecTBoBaHnd |IP-gentarpammel B CETU.
Mone TTL ycTtaHaBnuMBaeTcd oOTnpaBuTenemM gentarpaMmmbl U YMEHbLIAETCA KaKAbIM Y310M
(Hanpumep, MapLUpyTM3aTOpPOM) Ha MNyTWU €ero CnefoBaHusi, B COOTBETCTBMM CO BpEMEHEM
npebbiBaHMsT B [JaHHOM YCTPOWCTBE MMM COrfacHo npoTtokosnly obpabotku. Ecnv none TTL
CTaHOBMWTCH PaBHbIM HyJO OO TOro, Kak gevtarpamma npubyaet B MyHKT Ha3HavyeHus, TO Takas
pentarpamma oTOpackiBaeTca un oTnpaBuTtento otcbinaetca ICMP-naket ¢ kogom 11 —

«npeBbILIJeHI/Ie BPEMEHHOIoO NHTEpBana».

UDP (User Datagram Protocol / [lpoTokon aentarpaMmm nosib3oBaTens) — 3To NPOTOKON
obMeHa AaHHbIMU C OrpaHMYEHSIMM Ha NepecbiflaeMble AaHHbIE MO CETU, UCMONb3YHLLEN NPOTOKON
IP. MNpotokon UDP sBngaetca anbtepHaTtnBon npotokony TCP. MNMpeumywectso npotokona UDP
COCTOMT B TOM, YTO 4S5 Hero Heobs3aTenbHa AOCTaBka BCEX AAHHbIX U HEKOTOPbIE NaKeTbl MOryT

OblITb MponyweHbl, ecnu ceTb neperpyxeHa. 310 o0cobeHHO yaooGHO npu nepepade
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BngeomMartepumarioB B pexumMme pearbHOro BpeMeHWU, NOCKOJSIbKY He UMMeeT CMbiCila MOBTOPHO

nepedaBaTh yCTapeBLUYIO MHOPMaLIMIO, KOTOopas BCe paBHO He ByaeT oToGpakeHa.

UPnP (Universal Plug and Play) — TtexHonorus, nosBonsowasi nepcoHasrbHbIM
KOMMNbIOTEPAM U UHTENNEKTYasnbHbIM CETEBLIM CUCTEMAM (HanpuMMmep, oXpaHHOMYy 060pyaoBaHUIO,
pasBnekaTtenbHbiM  YCTPOMNCTBAM WM UHTEPHET-LUM3aM) COEAUHATbCS  Mexay cobon
aBTOMaTMyeckn mM pabotaTb COBMECTHO 4epe3 eauHyto ceTb. [natopma UPNP ctpoutcs Ha
OCHOBE TaKuUX UHTepHeT-cTaHaapToB., kak TCP/IP, HTTP u XML. TexHonorna UPnP nogaepxuBaet
ceTeBble MHPPACTPYKTYpPbl NPaKTUYECKM NMGOro TMna - Kak NPoBOAHbIE, Tak 1 6ecrnpoBoaHblie. B nx
4ynucno, B YacTHOCTK, BXoOsT kabenbHbin Ethernet, 6ecnpoBogHblie cetn Wi-Fi, cetn Ha ocHoBe
TenegOoHHbIX MNUHUA, NUHUK anekTponuTaHua u np. [logaoepxka UPNP peanusoBaHa B

onepaumoHHbIx cuctemax Windows.

URL (Uniform Resource Locator / EauHbIn yKasaTenb pecypcoB) — 3T0

CTaHOapTU3NPOBaAHHbIN cnocob 3anuncu afpeca pecypca B ceTu NHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHon npoToKon nepeaayvm AaHHbIX) —
NPOTOKOM, CO34aHHbIN creumanbHo anss GSM-ceTell, roe Hy)XHO yCTaHaBnvBaTb CBS3b
nopTaTMBHbIX YCTPOWUCTB C ceTbto WHTepHeT. C nomowbio WAP nonb3oBaTtens MOOGWUNBbHOro

YCTPOMWCTBA MOXET 3arpyatb U3 cetn MHTepHeT niobble umMdpoBble AaHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KIMEHTOB,
00bl4HO BeG-6paysepos, 1 Bbigatowmn um HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHnem, hannom, Meama-noToKoM Unu ApYrMMu AaHHbIMMU.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6becnpoBogHas TOYHOCTb») — TOProBas Mapka
npombiwneHHon rpynnel «Wi-Fi Alliance» ans 6ecnpoBogHbix ceTen Ha 6ase crtaHgapta |IEEE
802.11. Jlboe obopygosaHue, cooTBeTcTBylouwlee cTaHaapty |EEE 802.11, moxeTr ObiTb
npotectupoBaHo B Wi-Fi Alliance gna nonyyeHus COOTBETCTBYHOLLEro ceptudumkata v npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / BecnpoBogHass LAN — 310 6ecnpoBogHas nokanbHasi CeTb, UCMONb3yloLWas B
Ka4yecTBe HOCUTENS PaaMoBOSIHbL: 6eCcnpoBOoAHOE MNOAKMNIYEHNE K CETU KOHEYHOro nosib3oBaTens.

[1ns oCHOBHOWN ceTeBOM CTPYKTYpPbl 0ObIMHO MCMOMb3yeTCcsa KabenbHoe coeguHEHME.

WPS (Wi-Fi Protected Setup) — ctraHgapT, npegHasHayYeHHbIN Ang NoslyaBToMaTn4ecKkoro
co3gaHusa 6ecnpoBogHoON JoMallHen ceTu. [poTokon nNpmusBaH oka3aTb NOMOLLb MONb30BaTENSM,
KOTOpble He ob6nagatT LUMPOKMMK 3HaHWsIMM O Ge3onacHOCTM B OecnpoBOAHbLIX CETSX, M Kak
cnencTeMe, MMEKT CIIOXKHOCTU Mpu ocyllecTBneHun HacTtpoek. WPS aBTomaTtnyeckun obosHavaeT
UMSA ceTu 1 3agaeT WudpoBaHue, Ansa 3awmTbl OT HECAHKLMOHUPOBAHHOIO AOCTyNa B CETb, Npu

3TOM HET HEOBXO0OUMOCTHU BPYy4HYIO 3ajaBaTb BCE NapamMeTpbl.
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Anroputm cxatus Buaeo — 3TO MEeTOAMKa YMeHblLleHus pasMepa dpavna umdposoun

Bnageos3anmcn nocpeacrsomMm  yaaneHuda rpaq)mqecmx anemMeHToB, He BOCNpUHUMaeMbIX

4yenioBe4yeCKnM rnasom.

BapudokanbHbin 06BLEKTUB — OObEKTMB, MO3BOMSOWMIA UCMONb30BaTb Pa3fiMyHbIe
hOKyCHble PacCTOSHUS B MPOTMBOMOMOXKHOCTE OOBLEKTMBY C  (PMKCUMPOBAHHBIM  (POKYCHBIM

paccToAHUnEM, KOTOprVI ncnonb3yeT b O4HO PacCToAHUE.

Butan napa — BU4 kabens cBa3w, npeacraBndeTr cobon OoAHY WM HEeCKOINbKO Mnap
M30JIMPOBAHHbLIX MPOBOAHUKOB, CKPYYEHHbIX MexXay cobon, MOKPbITbIX NNacTUKOBON ODOMOYKOMN.
CsuBaHue NnpoBOAHMKOB MPOU3BOOAUTCA C Uenbl NOBbILWLEHUA CTEeneHu CBA3U Mexay cobown
npoBOAHNKOB OAHON napbl (SJ'IeKTpOMaFHI/ITHaFI nomMexa oAnHaKoBO BJITUAET Ha oba nposoga I'Iapbl)
n nocnegywouwero yMmeHblleHUA 3NeKTPpOMarHMTHbIX noMex OT BHELWHWUX WUCTOYHUKOB, a TakKkKe

B3aMMHbIX HAGBOOOK MNMpu nepenadve nmd)d)epeHumaanblx CUrHanos.

BblAep)KKa — WHTepBall BpeMeHU, B Te4eHne KOTOPOro CBEeT BOS,EI,e|7ICTByeT Ha Yy4acCToOK
CBETOYYBCTBUTEINTIBHOIO MaTtepuana unmu CBeTO‘-IyBCTBVITeJ'IbHOIZ mMaTpuubl AnA COOGLLI,eHI/IFI emMy

onpenenéHHon aKcnosmunin.

[eTeKkTop ABMXEHUSA — 3TO annapaTHbIN MO0 NPOrpaMMHbIN MOAYSb, OCHOBHOW 3adadven

KOTOpOro siBnsieTcs obHapyXeHne nepemMeLLaroLLnxcsl B Nosie 3peHnsi KaMepbl 0OGbEKTOB.

DeTekTop caboTaxa — 3TO NMPOrpaMMHbIA MOAYMb, KOTOPLIA MO3BONSieT OOHapyxMBaTb
TakMe cuTyauuun, Kak: pacdOKyCUpOBKa, NEPEKPbITUE UMW 3acBeYmBaHME U300pakeHUs, OTBOPOT
Kamepbl, YacTuyHaa noteps curHana. [puHUMN AEenCcTBMA OCHOBAH Ha aHanuMse B pexume
peanbHOr0 BPEMEHM WM3MEHEHMSI KOHTpacTa JfloKamnbHbiX obnacten kagpoB W3 BMAEONOTOKA,
Nnonly4aemMoro ¢ Teriekamepbl-getektopa. [letektop caboTaxa aBTomMaTU4ecKkn BblbupaeT obnactu
KagpoB, MO KOTOPbIM HEOBXOOAUMO OUEHMBaTb M3MEHEHWE KOHTPACTHOCTU BO BPEMEHU W, ecrniv
N3MEHeHMe KOHTPACTHOCTU B 3TUX obGnactax npeBblllaeT HEeKOTOPbI OTHOCUTENbHbLIA NOPOr,

NPUHNMaET peLleHne O NoTepe «norfie3Horo» snaeocurHana.

Owvacdparma (ot rped. didphragma — neperopogka) — 310 oTBepcTMe B OObekTuBe
Kamepbl, KOTOPOE perynupyeT KONMMYeCcTBO CBETA, NonagaroLlero Ha matpuuy. MameHeHne pasmepa
anadparMbl NO3BONSAET KOHTPOMNMPOBATb Lenbld psd MNOoKasaTenen, BaHbIX ANS NosiyvyeHus

Ka4yeCTBEHHOIo M306pa>|<eH|/|;| .

[domeHHOe umMA — 3TO onpegeneHHas GykBeHHas NocrneaoBaTernlbHOCTb, 06o3HavarloLLas
UMS caiita unu ucnornb3yemasi B MMeHax 3N1eKTPOHHbIX MOYTOBbIX ALWMKOB. [loMEHHbIe MMeHa AatoT
BO3MOXHOCTb afpecaLuny MHTePHET-y30B U PacronoXeHHbIX Ha HUX CETeBbIX pecypcoB (Beb-

CanToB, CEPBEPOB ANEKTPOHHON MOYThLI, APYrMx cryx6) B yaobHoM Ansa yenoseka opme.
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UK-noaceeTtka (UK-npoxekTop) — ycTponcTBo, obecneymBarollee MNOACBETKY oObekTa

HabnoaeHNs ¢ n3nydYeHnem B MHPaKpacHOM guanasoHe.

Kamepa «aeHb/HOYb» — 3TO Bugeokamepa, npegHasHayeHHasa ans pabdoTbl KpyrinocyTO4YHO
B pa3sHbIX YCNOBUSAX OCBELLEHHOCTU. B yCcnoBusix ApKov OCBELLEHHOCTU M3obpaxeHue uBeTHoe. B
TEMHOE BpeMS CYTOK, Korga SpKui CBET nponagaeT, M HauMHalTCs CyMepku, n3obpaxeHue

CTaHOBUTCA ‘-IepHO-GGJ'IOG, B pe3yJibTaTe 4ero noBbillaeTCA HyBCTBUTEJIbHOCTb.

Kopek — B cucremax cBsi3u kogek — 3710 0bbl4HO kogep/gekoaep. Kogekn ncnonb3yotes B
WHTErpMpoBaHHbIX LENsaX WM MuKpocxemax Ansi npeobpasoBaHusi aHanoroBbiX BMOEO- U
ayauocurHanoB B LmdpoBor cdopmat anga nocrnegyowen nepegadn. Kogek takke npeobpasyet
npuHMMaeMble UUGPOBbIE CUrHaNbLI B aHanoroeblin dopmat. B kogeke ogHa MuKpocxema
ncnonb3yeTtcs Ansi npeobpasoBaHWsi aHarNoroBoro curHana B UucpoBon M LMGPOBOM CUrHan B
aHanoroBbIn. TepMunH «Kogek» Takke MOXeT OTHOCUTBCHA K KOMNpeccumn/gekoMnpeccun, n B aTom
crny4ae oH 06bl4HO O3HaAYaeT anropmTM NN KOMMbIOTEPHYHO NPOrpaMmy AN yMeHbLleHUst obbema

dhainos 1 nporpamm.

HOpMaanO 3aMKHYTblIe KOHTAKTbl — TakKad KOHCTPYKUUA OaT4yMKa, KOTOopasd B NaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, @ B aKTUBHOM — Pa30OMKHYTbI€E.

HopmanbHO pa3oMKHyTble KOHTaKTbl — Takasi KOHCTPYKUMSI fgaTtdvka, koTopasi B

NnacCMBHOM COCTOAHUN MMEeET Pa3OMKHYTbl€ KOHTaKTbl, @ B aKTUBHOM — 3aMKHYTbI€E.

O61bLeKTMB — 3TO YacTb ONTUYECKOW CUCTEMbI BUAEOHAONOAEHUS, NpeaHasHayeHHas ans

¢hoKyCHPOBKM NOTOKA CBETA HA MaTpULIE BUAEOKaMEPbI.

OTHoweHMne curHan/lym — YUCIIEHHO OnpeaensieT coaepXaHue napasvTHbIX LyMOB B
curHane. Mamepsetca B geunbenax (ab). Yem Gonblue 3HavyeHMe OTHOLWIEHMS curHan/wym ans

BugeocurHana, TeM MeHbLLE MOMEX N UCKAXKEHUN NMeeT V|306pa>|<eH|/|e.

Mukcenb — 3TO 0QHA M3 MHOXECTBA TOYEK, COCTaBNAIOLWMNX Lndpooe nsodbpaxeHue. Liset
N UHTEHCMBHOCTb KaXXOoro nuKcens CoCTaBnsaeT KpoLleYHyto o6rnacTb n3obpaxeHus.

Mpokcu-cepeep (Proxy - npeactaBuTesb, YNOSIHOMOYEHHbIM) — cnyxba B
KOMMbIOTEPHBLIX CETAX, MO3BOMSAKLWAA KIMEHTaM BbIMOMHATbL KOCBEHHbIE 3anpocbl K ApYyrum
ceTeBbIM crnykbam. CHavana KNneHT NOAKMYaeTCs K NPOKCU-CEPBEPY M 3anpalumBaeT Kakon-nnmbo
pecypc, PacroniOXEeHHbI Ha OpYyrom cepBepe. 3aTemM npokcu-cepeep nMbO nogknyaeTcs K
yKa3aHHOMY CepBepy 1 nony4yaeT pecypc y Hero, nnbo Bo3BpaLLaeT pecypc M3 cO6CTBEHHOrO KaLla.
Mpokcu-cepBep MO3BOMSET 3almiaTbh KIAMEHTCKUA KOMMbIOTEP OT HEKOTOPbIX CETEBbIX aTak W

nomMoraeT cCoxXpaHATb aHOHUMHOCTb KIneHTa.

MpoTtokon — cTaHaapT, onpegenswwmin nosegeHne GYyHKUNOHaNbHbIX OnoKoB npu
nepegaye AaHHbIX. PopManusoBaHHbIe NpaBuna, onpeaenstowue nocnegosaTensHOCTb U hopmar
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COO6UJ,€HI/II7I, KOTOpPbIMUA 0OMeHMBaKOTCA CeTeBbIE KOMMOHEHTHI, exawme Ha ogHOM ypoBHE, HO B

Pa3HbIX y3rnax.

PaspelueHne n3obpakeHUss — 3TO KONMMYECTBO NUKcenen (ToYek) Ha eauHuLy nnowaam
n3obpaxeHus. MiamepsieTcs B Meranvkcensix unm otobpaxaeTcsl B BUAe ABYX BEMUYMH — BbICOTbI U
LUMPUHBI N306paxeHusi. BbicoTa 1 WIMpUHa Takke B AaHHOM crny4dae U3MepsitoTCsl B MUKCENSX.

Py4yHasa guacpparma — npoTUBOMNONOXKHOCTL aBTOMaTUYeCKon anadparmel, T.€. HACTpPonKa
anadparMbl  Kamepbl AOMKHA BbINOMHATECA BPYYHYK ON1S peryrnupoBKM KONMM4YecTBa CBETa,

Aocturarowiero 4yBCTBUTESIbHOIoO afieMeHTa.

CBeTocuna o6beKTUBA — 3TO XapakTepuUCTUKa, NokasblBaloLas, Kakoe Konm4yecTBo cBeTa
cnocobeH nponyckatb AaHHbIi 00bekTMB. Yem Gornblle MakCUMManbHbIA ANnamMeTp OTKPbITOM
anadparmbl (Mnn, COOTBETCTBEHHO, YeM MeHbLUe F-4uncno), Tem BornbLuee KONMYEeCTBO CBETa MOXET
nonacTtb CKBO3b 00BHEKTMB Ha hoKarbHYyO NIIOCKOCTb, M TEM Bbille CBETOCMNAa 00bEeKTMBA.

Cumnnekc - npu CUMMINEKCHOM CBSA3N ceTeBOM Kabenb WAM KaHamn CBSA3NM MOXeT
MCNonb30BaTbCA AJ14 nepeaadn I/IH(*)OpMaLl,I/II/I TOJIbKO B OAHOM HanpasiieHnn.

YnuyHas Buaeokamepa — 3TO kamepa BuAeoHabnodeHusi, koTopasi obnagaet Bcemu
HeobX0AMMbIMM XapaKTepUCTUKaMU 3aLlUTbl OT BANSIHUS BHELLHEN cpeabl Ans paboTbl Ha ynuue.

LiBeTHas Bupeokamepa — 3TO Kamepa, KOTopas pAdaeT uBeTHoe u3obpaxeHue. [lo
onpegeneHnio MaTpuubl Bugeokamep 4YepHo-6enble, a Ans MOnyYeHns LBETHOro n3obpakeHus
BO3Me KaXKAoW A4erkn mMatpuubl opMUpYOTCa LBETHble hunbTpbl. MNepBbin UAbTP NPUBHOCUT
KpacCHY0 COCTaBISIOLLYIO LiBETA, BTOPON 3€MEHYI0, a TPETUIA CUHIOW. Takum obpasom, Tpy S4enkm
CTaHOBSATCS 04HOM To4kon B LBeTOBOM hopmaTte RGB. CnegoBaTensHO, BMECTO TPEX MUKCENEN Ha
pe3ynbTupyowemM n3obpaxeHum Mbl Nofly4aemM TOSbKO OAMH.

AnekTpomexaHnyecknn WUK-bunbTp — npencraBnsgetr cobon YCTPOUCTBO, KOTOpoOe
CNOCOBHO B OAHOM pEXMMe NoaaBMAaTb MHPaKPACHbIN AMana3oH Npy NoMoLLm nHdpakpacHoro VK-
dunbtpa, a B Agpyrom pexume UK-ounbtp ybupaetca anekTpoMexaHudecku, Takum obpasom,
aernasi AOCTYMNHbIM BECb CMEKTP CBETOU3NYYEHUS.
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