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BBepgeHune

O6bwme cBegeHus o6 |IP-Bugeokamepe

MaHopamHble IP-kamepbl BD3670FL n BD3990FL2 ¢ yrnom o63opa 360° He3aMeHnMbI ans
BUgeoHabnogeHnsa B Mecrax, rge Tpebyetcsa oxsaT oOLMPHOro NpocTpaHcTBa B 04HOM kagpe. B
asponopTax, Ha Bok3anax, B 60MbLUMX PO3HUYHbBIX Mara3uHax, LWKomnax n opmcax OHu CyLLEeCTBEHHO
obneryalwT ynpasrneHve 30HOW OTBETCTBEHHOCTU. 3TN (PUKCUPOBAHHbIE Kamepbl C YHUKaNbHOWN
dyHKUMen ynpaeneHnsa ePTZ nogaepkmBatoT pasfnnyHble pexnmel HabnogeHns, Takme kak ob63op
360°, naHopamHbIn 0630p 180°, cyeTBEPEHHbIN NPOCMOTP (MMUTALMS BMOEOMNOTOKOB C YeTbipex
kamep). Kamepbl paspaboTaHbl Ha 6a3e MOLLHOrO NpoLeccopa 1 NogaepXxueatoT B ABa pa3a bonee
BbICOKYHO CKOPOCTb CbeMKM, YeM o6bivHasa kamepa (50 (60) k/c B popmarte Full HD), yto nossonser

nm d)OpMVIpOBaTb oTyeTNInmBoe szl,eom306pa>|<eHv|e npu no6om OBWXXEeHN B Kagpe.

BD3670FL BD3990FL2
Puc. 1.1
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Beeoenue

OCHOBHbIe XapaKTePUCTUKHU:

OcHOBHbIe
xapaktepuctuku IP- BD3670FL BD3990FL2
BuageokKamep:
CeHcop 6 meranukcenen, KMOI1 Sony 12 meranukcenen, KMOIT Sony
1/1.8" deHb/Ho4b 1/1.7" JeHb/Houb
YyBCTBUTENBHOCTD 0.01 nk (geHb) / 0.003 1k (Houb) / 0.1 nk (geHb) / 0.01 1K (Houb) /
0.0006 nk (DSS @ 2 fps) 0.005 nk (DSS)
Ob6bekTuB Fisheye, 1.05 mm, F2.8 Fisheye, 1.65 mm, F2.8
Yron o63opa MaHopamHbIn 0630p 180/360° MaHopamHbIn 0630p 180/360°
WDR Lndgposon Lndgposon
PnnbTp Wyma 3DNR/SPQ (7 npegyCTaHOBOK) 3DNR/2DNR/ColorNR
Ot 1 go 1/10000 cek

CkKopocTb 3aTBOpa

Ot 1 go 1/10000 cek

[ononHntenbHO

AnektpomexaHuyeckmn VK-
GunbTp, NPOrpeccmBHoe
CKaHMpOBaHMe

AnektpomexaHunyeckmnn VK-
GunbTp, NPOrpeccnBHoe
CKaHMpOBaHMe

dopmaT cxatus

H.264 HP/MP/BP, Motion JPEG

H.264 HP/MP/BP, Motion JPEG

BupeonoTok

[0 4 NoToKOB

[0 4 noToKOB

PaspelueHune

6Mp ,Full HD, SXGA, HD, XGA,
SVGA, D1, VGA, QVGA

12Mp, 4K ,6Mp ,Full HD, SXGA,
HD, XGA, SVGA, D1, VGA,
QVGA

CkopocTb kagpoB

o 30 k/c npu 3072x2048, oo 60

o 15 k/c npn 40003000, oo 60
k/c npn 1920x1080 1 Hxe

k/c npn 1920x1080 1 HWxe
Ayanosbixos 1 kanan 1 kanan
Ayanosxof 1 kanan 1 kanan
10Base-T/100Base-

CeTeBon nHTepdenc

10Base-T/100Base-
TX/1000Base-TX Ethernet nopt

TX/1000Base-TX Ethernet nopt

CeTeBble NMPOTOKOSbI

TCP/IP, IPV4/v6, HTTP, HTTPS,
FTP, SMTP, DDNS, DHCP, FTP,
SMTP, DDNS, DHCP, QoS,
802.1x EAP-TLS, UDP, IGMP,
ICMP, ONVIF v.13.06

TCP/IP, IPV4/v6, HTTP, HTTPS,
FTP, SMTP, DDNS, DHCP, FTP,
SMTP, DDNS, DHCP, QoS,
802.1x EAP-TLS, UDP, IGMP,
ICMP, ONVIF v.13.06

3anucb Ha KapTy namMmATn

Bxoa TpeBoru 1 kaHan 1 kaHan
Bbixog TpeBoru 1 kaHan 1 kaHan
Buaeo n ayano: NoCTosIHHO, No

Buaeo n ayamo: noctosiHHO, No
cobbITUIO, MO PacNMCaHUI0

cobbITUIO, MO PacCNNCaHUI0

12 B (DC), 24 B (AC), PoE IEEE

12 B (DC), PoE IEEE 802.3 af

MutaHne
802.3 af Class 0 Class 0
MoTpebnaemas Jo 7,2 BT o 11,1 Bt
MOLLIHOCTb
Paboyuin gnanasoH OT1-10 po +50°C OT1-10 po +50°C
TemnepaTyp
Pa3mepbl (LLXBXT) ?149x45.8 Mm P117x42.7 MM
Bec 3551 330r
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BE\VARD Beeoenue
KomnnekT noctaBku
M3o6paxeHue OnucaHune Konu4yectBoO

IP-kamepa ¢ yCTaHOBJIEHHbIM q

06BHEKTMBOM
TpadbapeTt (BD3670FL) 1
KomnnekT kpenexa 1
lMepexogHuK NUTaHus .

(BD3670FL)
CD-guck ¢ uHcTpykumsmm u N0 1

(BHYTpPM KOPOOKM)
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YcTaHOBKM MO YMOJYaHUIO

e |P-agpec: 192.168.0.99

e Macka nogcetu: 255.255.255.0
e CeteBon wWno3: 192.168.0.1

e lma nonb3oBartens: admin

e [laponb: admin

e HTTP-nopT: 80

e RTSP-nopTt: 554

e lcnonb3osaTb UPNP: Bkn

Onsa yero Heo6xoamMmo naHHoe PykoBoacTBO

IP-Bugeokamepa BEWARD — aT0 kamepa BuaeoHabnogeHuns, obnagarolwiasi BCTPOEHHbIM
Beb-cepBepoMm, ceTeBbLIM MHTEPAENCOM N NOAKIIoYaemMas HenocpeacTBeHHO Kk ceTn Ethernet.

N3o6paxkeHne, TpaHcnupyemoe [OaHHOW KamMepow, MOXHO npocmatpuBatbh 4epes
CTaHOapTHbI BeG-Opay3ep MM C MOMOLLbIO BXOASLLEro B KOMMSEKT MOCTaBkKM GecnnaTHOro
nporpaMmHoro obecnevyeHus.

[daHHoe PykoBOACTBO coaepXuT cBedeHus O (yHKumMoHane Beb-uHTepdenca kamepbl
BD3670FL n 0cobeHHOCTSIX ee HacTPOWKK Npu paboTe B NoKanbHbIX CETSX U ceTax MHTepHeT 6e3
NCNONb30BaHMUsi NPOrpamMHOro obecrnevyeHns, TONMbKO C MOMOLLbI0O BCTPOEHHOro BebG-cepBepa
Kamepbl.

HecmMoTps Ha To, 4YTO Npu 3TOM HeAoCTYNeH pag, pyHKUM, koTopble peanusytoT MO BEWARD
IP VISOR (cmoTpute «PykoBoacteo no akcnnyatauum MO BEWARD IP Visor») n N0 BEWARD
BRC (cmoTtpute «PykoBoacTteo no akcnnyataumm 10 BEWARD Record Center»), ncnonbsoBaHue
Tonbko 6paysepa MK no3sonseT obpaTtuTbCAa K JaHHOW kamepe 13 nobor Toukn mupa. IMeHHo aTu
CBedeHnsi, Heobxoaumble Ans  MOSHOUEHHOW paboTbl €  kamepon 6e3  Mcnonb30oBaHUS

[AOMNONHUTENbHOro NPorpaMMHoro obecrneyeHust, n CoaepPXX1T gaHHoe PyKoBOACTBO.
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BCG\VARD I'nasa 1. Munumanvhvle cucmemmvie mpeboganus

MnaBa 1. MMHUManNbHbIE CUCTEMHbIE TpeboBaHUs

lMepea wvcnonb3oBaHMeEM ycCTponcTBa ybeguTtecb, 4To Baw koMnblOTEP COOTBETCTBYET
MUHUMarbHbIM CUCTEMHbBIM TpeboBaHNAM. ECnn TexHMYecKkne xapakTepUCTUKM KOMMNbIOTEPA XYXe,

4YeM MUHMMasbHblE CUCTEMHbIE TpeboBaHus, TO 06opygoBaHMe MOXET paboTaTb HEKOPPEKTHO.

HaumeHoBaHue TpeboBaHusA
MooLecco Intel Pentium M 2.16 T u. (unn Intel Core 2 Duo
potieccop 2.0My)
BugeokapTa 256 Mb RAM unn aHanorn4yHas BCTpOeHHas
OnepaTtmBHasa namaTb 2 6 n bonee
c 10Base-T (10 M6wuTt/c) nnn 100Base-TX (100
eTeBas KapTta
Mo6wrT/c)
OnepaunoHHas cuctema Windows 2000, XP, Vista, Windows 7, 8
Beb-6paysep Internet Explorer 6.0 nnu Beiwe

PykoBoacTBO no akcnnyatauuu |IP-kamep BEWARD BD3670FL, BD3990FL2 L

peknama

KDaDI : MakcrmasibHO HagéxHoe poccuiickoe obopyaoBaHe CKY/ - COT - OC - Cb www.kodos.ru



BE\VARD I'nasa 2. JJocmyn k éeb-unmepgpeticy kamepvl npu nomowu opayzepa

MnaBa 2. loctyn K Be6-nHTEepchency kamepbl npu nomolum dpaysepa

B paHHOM rnaBe OygyT pacCcMOTpPeHbl AeNcTBus, Heobxogumble ansi obecneyeHus
nosiHoueHHon paboTbl C kamepon npu nomowm BebG-Opaysepa 6e3 MCMOMb30BaHUSA

OONOJIHNTENTbHOIo NporpaMMHoOro obecneyeHus.

BHUMAHUE!

Pabota c BebG-vHTepdericom kamepbl OydeT paccMoOTpeHa Ha Mpumepe OnepauyoHHOW CUCTEMbI
Windows 7 lNMpodbeccunoHanbHasa n 6paysepe Internet Explorer Bepcun 9.0. B onepaunoHHoM cucteme,
otnuyHon ot Windows 7, unu B Gpaysepe, oTnmyHOM OT Internet Explorer 9.0, Ha3BaHMUS MEHIO UIK
CUCTEMHbIE COOBLLEHUA MOryT OTNNYAaTbLCA OT Ha3BaHUN MEHI0O U CUCTEMHbIX coobleHun B apyrux OC

cemenictea Windows n B gpyrux 6paysepax.

2.1. NMonyyeHue aocTyna K Kamepe
War 1: gna Havyana paboTbl NOAKNIOYMTE Kamepy COrfacHO MHCTPYKUUAM, NpMBEAEHHbIM B
PykoBOACTBE MO NOAKITHOYEHWIO.
CylecTByeT HECKONbKO CMOCODOOB Noy4yeHust 4OocTyna K Beb-uHTepdency yCcTponcTea:
e [lpu nomowm TexHonorun UPNP
e [1pn nomowwm MO BEWARD IP Searcher
e [lpn nomown Beb-Opaysepa

LWar 2: nonyynTte 4ocTyn K kamepe nobbiM U3 NepeYnCcrieHHbIX CrocoboB.

2.1.1. Nony4yeHue gocTtyna K Kamepe npuv nomowm texHonorum UPnP

BHUMAHUE!
Ins noucka IP-kamep ¢ nomolubto TexHonormm UPNP gomkHa ObiTb BKMAOYEHaA Nogaepikka TeXHOMormm
UPnP gna Bawero MK n gnsa IP-kamepsbl. Onsa Windows Vista, Windows 7 nogaep:xka UPnP BkntoyeHa no

YMOIYaHuHo.

NMPUMEYAHUE!

Onga IP-kamep BEWARD wncnons3oBaHue TexHonorum UPnP BkroyeHo no ymonyaHuio.

War 1: oTkponTe okHO [Mon komnbroTep] 1 Bbibepute NyHKT [CeTb].
Lar 2: cnpaea oTobpassaTcs ycTponcTBa, Haxoaswmecd B ceTn. Hangute nHtepecytoulee Bac

YCTPOWCTBO U HAXMUTE Ha HEM [iBa pa3a fieBon KHoMNkon Mblwu (Puc. 2.1).
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o i — T —
G’O"ﬁ » Cets » Moucx: Ceme pe)
T - T =
Ynopsaouwte ¥ LieHTp ynpasneHua ceTAmMI 1 0BLLMM AOCTYNOM YcranoBka npuHTEpa > =« i @
7 VsBpannoe = [Opyrwve ycrporictsa (22) =
L
Bl PaBouwii cton : :-? 0.’ 0-' :' : :ﬁ 3
= Bubauotexn i
2 Buaeo | |
@ JokymenTsl
! 5] Vsobpaxenua = BD133P BD135 BD2570 BD3170 BD3270
J’ Myzbika - — - -
A INTEGRATOR ° 4 © °
18 Komnbrotep
E NokaneHbii guck (C:)
& Nloxansubiif gncx (D:) BD3670FL BD3370 BD3570 BD3570RC BD3570RVZX

‘~=L: DVD RW guckosog (E:)

’_0 o . ——— . = — —
s dnckoscg BD-ROM (F:) o o o o o
- NAUBZ (G:)
£ Angexc.duck

“! Cets

[58 Nanens ynpasnerns BD4070H BD4330DH BD4330DVH BD4330H BD4330R
@ Bce 3nemenThl naHenn ! e S - — e
3 OBopyaoBaHNE 1 3BYK © © o ° ©

R By, Odopmnenne n nepcor
ﬂ Mporpammel -
o oS g
BibpaHo 3nemeHToE: 25
m Moapobree...
. — =)
Puc. 2.1

LWar 3: oTkpoeTcsa Be6G-6paysep Internet Explorer n nosiBUTCA OKHO aBTopM3auun Ang goctyna

K yctponcty (Puc. 2.2).

[ns exoaa Ha cepeep 192.168.0.99 no agpecy MegapixellPCamera HyxkHb!
MMA NONL3OBATENA W NAPONb.

Mpeaynpexaenne: Cepeep TpebyeT nepesaqun MMEHN NOAL30BATENS U
napons Yepes HebesonacHoe coegnHenne (Byaer BoinonHeHa oBbiuHas
NpoBEpKa NOANMHHOCTH).

(el [honbsosarenb
!W lﬂaponb

[ 3anomHuTb yueTHbIE AaHHbIE

Puc. 2.2

LLar 4: B nosiBMBLUEMCH OKHE aBTOpM3auun BBeanTe Mima nonb3osartens u lMaponb n HaxmuTe
kHonky [OK].
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NMPUMEYAHUE!

Mo ymonyaHuio Msa ydeTHoW 3anmMcy agMuHncTpaTopa — «adminy, Maponb — «<adminy.

BHUMAHMUE!

lMocne aBTOpu3aummM Bbl MOXeTe M3MEHWTb MNaporib YYETHOW 3anvMcu agMuHMCTpaTtopa B MEHIO:
CUCTEMHBIE — Be3onacHocmb — [llonb3oeamenb (SYSTEM — Security — User). Ecnu naponb
YY4EeTHON 3anvcy agMuHMcTpaTopa yTepsH, To IP-kamepy MOXHO BEPHYTb K 3aBOACKMM YCTaHOBKaM,

yoepxmBasi Haxkaton kHonky [RESET] B TedeHne 10-15 cekyHA.

Mo ymonyanuio cuctema 6esonacHoctn OC Windows 6yaet 6noknpoBaTth anemeHTbl ActiveX,
Heobxoaumble Ona HopmanbHoW paboTbl IP-kamepbl, noaToMy TpebyeTcs cHavana yCTaHOBUTb

ActiveX. [Ina ycTaHOBKM KOMMNOHEHTOB ActiveX nepenguTe K NyHKTy 2.2 gaHHoro PykoBoacTea.

2.1.2. NMony4yeHue gocTtyna K Kamepe npu nomouwm Be6-6paysepa

NMPUMEYAHUE!

Ecnun Bbl 3HaeTe IP-agpec yctpovictBa u ero HTTP-nopt, Torga Bel MmoxeTe nony4uTb OOCTyn K Be6-
nHTepdelicy kamepbl, HaGpas B agpecHoii cTpoke 3anpoc euaa http://<IP>:<PORT>/, roe <IP> — IP-
appec kamepsbl, <PORT> — HTTP-nopT kamepsbl. B cnyvae ecnn HTTP-nopT kamepbl paseH 80, nonyyntb

noctyn Be6-uHTepdeicy kamepbl MOXHO C NOMOLLbLIO 3anpoca Buaa http://<IP>/.

War 1: 3anyctute 6pay3ep Internet Explorer, B agpecHon cTpoke BBeauTe IP-agpec kamepsbl

N HaXMUTE BBO.

NMPUMEYAHUE!
IP-agpec kamepbl no ymonyaHuio — 192.168.0.99, HTTP-nopt no ymonyaHuio — 80.

LUar 2: B nosiBMBLUEMCS OKHE aBTopu3aunm sBBegute Mmsa nonb3oBaTtens u I'Iaponb N HAXMUTEe

kHonky [OK] (Puc. 2.3).
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i L

Ana sxoss w2 cepsep 192168 093 no aapecy MegapineP Camers rysns:
WA N0 AR IORAYENA i NAPO AN

Npegynpesgenne: Ceprep TpeSyeT NEPEZIUM Htint IONAIOBITENS W
MAPONR Sepes nebeIonacoe Cotammemine |(Gyaer sinonmesa ohwsinan

NPOBEPES NOSTHIHDCTI),

Ormena

Puc. 2.3

NMPUMEYAHUE!

Mo ymonyaHuio msa y4eTHoW 3anMcy agMuHUcTpaTopa — «adminy», Maponb — «<adminy.

BHUMAHUE!
Mocne aBTOpM3aumm Bbl MOXeTe U3MEHUTb MNapofb YYETHOM 3anucyu agMuHUCTpaTopa B MEHHO:
CUCTEMHBIE — Be3zonacHocmb — [lonb3oeamenb (SYSTEM — Security — User). Ecnu naposnb

y4YeTHOW 3anucy agMmuHUcTpaTopa yTepsiH, To IP-kamepy MOXHO BEpHYTb K 3aBOACKMM YCTAHOBKaM,

yaepxumas HaxaTton kHornky [RESET] B TeyeHune 10-15 cekyHa.

Mo ymonyanuio cuctema 6esonacHoctn OC Windows 6yaet 6rioknpoBaTh anemMmeHTbl ActiveX,
Heobxoammble AnNA HOpManbHOW paboTbl IP-kamepbl, NoaToMy TpebyeTcsi cHayana yCTaHOBUTb

ActiveX. [Ins ycTaHOBKM KOMNOHEHTOB ActiveX nepengute K NyHKTy 2.2 aaHHoro PykoBoacTtsa.

2.2. YctaHoBKa ActiveX gns Internet Explorer
Ona npocmoTpa wusobpaxeHus c |IP-kamepbl npu nomowm Opaysepa Internet Explorer
HeobxoanMo yCcTaHOBUTbL KOMMNOHEeHThI ActiveX. [1ns 9TOro npogenanTe waru, onmcaHHbIe HUXKeE.
LWar 1: nocne ygayHon aBTopusauumn B HWXKHEN YacTy OKHa MOSIBUTCS BCMINbIBAOLLEEe OKHO
«JTOT BeO6CanT NbITaeTCA YCTAaHOBUTL crieayroulyto HaacTpouky: «BEWARD Co., Ltd»
ot «BEWARD Co., Ltd», kak nokaszaHo Ha Puc. 2.4.
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Puc. 2.5

LWar 3: B nosiBUBLLEMCS OKHE npeaynpexneHna CUctembl 0©€e30MacHOCTN HAXXMNTE Ha KHOMKY

[YcTaHoBUTBL] Ans npogormkeHns npouecca yctaHosku (Puc. 2.6).
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i ]
Internet Explorer - Npegynpexaesne cicTeMel BE3ONACHOCTH u

YCTaHOBHT b 3TO Nporpammuoe obecneyenne?
@ Mms: BEWARD Co., Ltd
WsaaTtens: BEWARD Co., Ltd

@ [ononHUTENEHD [ YCTaHoOBUTE ] IHe YCTaAHaBNMEATH ]

5 DaRME M3 MHTepHETE MOrYT DbiTe NONE3HEl, HO STOT THN GaAna MoKeT
| NOBPEAWTE KOMMBKITED. CNEAYET YCTAHSENMBATE NPOrPaEtHEl, NONYYEHHEIE
TONBKO OT A0BEPEHHOMD M3ATENA, DEKTODEI DUCKA

Puc. 2.6

Lar 4: B nosiBMBLLEMCH OKHE MacTepa yCTaHOBKU Haxxmute kHonky [Next] (Puc. 2.7).

Wedcome to the InstalShield Wizard for
DCViewer

The nstalSeeki(R ] Waend wil ratal DCVewer on your
computer. To continue, chok Next

WARNING: Thes prograe: s prosected by copynght lem and
rasrratonal treabies

Puc. 2.7

War 5: goxanTech 3aBepLUEeHMs NpoLecca yCTaHOBKK, NOcne Yero Haxxmmute KHonky [Finish]

(Puc. 2.8).
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.
%) DCViewer - InstallShield Wizard oS

- InstallShield Wizard Completed

The InstallShield Wizard has successfully installed DCViewer.
Click Finish to exit the wizard,

Puc. 2.8

LWar 6: nocne s3aBeplueHUss MpoLecca YCTaHOBKM B Opaysepe MNosiBUTCA M300pakeHue,

nony4aemoe c kamepsol (Puc. 2.9).

20000407 22:01

Sy

[ gy s o e [ ———
.nwuﬂ-.----. D

Tl e[« [=lolalels]
BEEE
:

e
PRS0 PO 4 4 000 M ton SR e
Mu= v s 1 B4 ) KL M s e Copven s iy

AT TR S
P it o 4 IR0 4TI MK it s s

i

Puc. 2.9
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2.2.1. YpaneHue ActiveX ans Internet Explorer

B cny4ae ecnu 6b1no nponsseneHo o6HoBneHve N0, pekoMeHayeTcs BbINOMHUTL YAaneHme
ActiveX koMnoHeHTOB. [1ns 3TOro npogenanTe cnegytowme waru.

LWar 1: 3akpownte Be6-6paysep Internet Explorer.

War 2: oTkponTe OKHO YCTAHOBKM W yaaneHus nporpamm (llaHenb ynpaeneHusi —
lMpoepammbl u KOMMIOHeHMbI). HarguTte B cnvcke nporpamm cTpoky «DCViewer» n HaxmuTe Ha

kHonky [Yaanutb] (Puc. 2.10).

( 2] B ]

| » Manens ynpaenenma » Mporpammer » Mporpamme i KOMIOHEHTBI 1MbILU KomnorHeHmsl P

Mawens ynpasnenns -

AOMaLLHSR CTPaHMLA YaaneHne nav nsameHedune nporpamMmbl

[na yaaneHns nporpaMmel Bbibepute ee B cnucke u wenkHute "Yaanute”, "Vismennte" uan "Boccranosuts”.

MpocMOTp yCTaHOBAEHHBIX
obHoBNEHUI

‘F_j‘ BrnrouveHME WAK CTKAOYEHHE y
komnoHentos Windows nopagounts ¥ §  Yaanuts =~ @

Wma Wzpatens Ycranoene... Pasmep

[E713CDaemon 15.04.2011
B Adobe Flash Player 10 ActiveX Adobe Systems Incorporated 12.04.2011 6,00 MB
B3 Adobe Reader8.13 Adobe Systems Incorporated 13.04.2011 127 Mb
§5/DCViewer IP Camera Viewer 18042011 S591MB ||
() Google Chrome Google Inc. 13.04.2011
ip Kaspersky CRYSTAL fNaboparopua Kacnepckoro 12.04.2011
L&@. Microsoft .NET Framework 4 Client Profile Microsoft Corporation 13.04.2011 38,8 MB
5a Microsoft Office npodeccuonansHbiii 2010 Microsoft Corporation 12.04.2011
(S Skype Toolbars Skype Technologies S.A, 12.04.2011 5,84 Mb
S Skype™ 5.3 Skype Technologies S.A. 12.04.2011 22,5 Mb
gTo’(al Commander (Remove or Repair) Ghisler Software GmbH 13.04.2011
! é VLC media player1.1.9 VideoLAN 18.04.2011
@j AsbikoBoii nakeT kaneHTckoro npoduna Microsoft.N...  Kopnopauus Maiikpocodt 13.04.2011 2,93 Mb

e

IP Camera Viewer Bepcua npoaykra: 1.16.0118
Ccbinka cnpaskn: about:blank

Puc. 2.10
LWar 3: B nosiBMBLLEMCS OKHE MOATBEPAMTE yAaneHwe nporpammsbl. lNocne 3aBeplleHust
yAaneHusi nporpamMmmbl 3aKpoONTE OKHO YCTAHOBKM U yaaneHus nporpamMmm.
War 4: otkpovite BebG-6paysep Internet Explorer. Otkponte okHo «CBonctBa
ob6ospeBartens» (Cepeuc — Ceolicmea o6o3pesamerisi) N HAXXMUTE Ha KHOMKy [YaanuTtb] (Puc.
2alil),
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,
e R

Coa HME MoaknoHeHua | Mporparmsl | JononHUTensHD

Ofume | BE30NatHOCTh I KoHBMAEHUMENEHOCTE

JoMawHAA cTPaHMUa

b Yrobbl CO3AETE BKNAAKM, BEEAWTE KEWALIA M3 3APECos ©
l:[ ' HOBOW CTPOKM.
about:blank -

[ Texkywaa ][ WcxoaHas ” MycTaa ]

WcTopua npocMoTpa

41 ¥YaaneHue BpemMeHHbIx $Einos, MCTOPUK NpocMoTPa,
A 4 /J KYKM-DEAN0E, 3ANOMHEHHEIX NEPONEi M AaHHEX U3 Beb-hopM,

[ ¥aanuTs xypHan ofospesaTena npu Beixode

=
HacTpoiika yMon4aHuin AnA NoucKa.

"~ | | HacTpoiika BKNanok AnA oToBpaweHns

Beb-CTpaHmL,

] [ Azkikn ] [ LLipdhTe ] [ OoprneHne ]

[ QK ] [ OTMeHa ] [ MpUMEHKTE

Puc. 2.11

LWWar 5: B nosiBMBLLEMCS OKHE yCTaHOBUTE rajiouKy HanpoTuB CTPOKU «BpeMeHHbIe (baﬁﬂbl

UHTepHeTa» 1 HaxxmnTe Ha kHonky [Yaanuts] (Puc. 2.12).

, e

| CoxpannTe nankbie nsbpannoix seb-ysnos
COXPEHEHWE KYKM-DSMN0E M BPEMEHHEIX DEAN0E MHTEPHETS,
MOZE0NAKLLAX MZBPaHHEIM BEG-Y3NaM COXPaHATE NaPaMETPEI U
oTobpanaTboa beicTpee,

Bp daiine HuTepheta
Korm seb-cTpaHiy, nzobpareHita 1 megnadaine,
COXPaHEHHLIE ANA YCKOPEHWA NosTopHore obsopa.

[ Kyrn-dhaiine
D&k, CO3AaBaEMbIE BEf-y3Nami ANS COXPAHEHNS
MPEANOHTEHNA, HANPUMED, PETMCTPALMOHHEIX A3HHEIX O BX0AE.

[T ypuan

Crucok paHee nocelledHsx sefi-yznos.
|:| HypHan 3arpysok

CrMcoK 3arpys#eHHsx hainos.

"] Nannbie sab-topm

CoxpaHeHHEIE AaHHbIE, EE0AMBLIMECH & BeD-dopmel,

|:| Maponn
CoXpaHEHHEIE MaponK, SETOMATUYECKM BEOAALLWECA NPU BXOAE
Ha paHee nocellaBIMiAca Beb-yzen.

|:| Oannble dunbTpauun ActiveX M 3a1lHT LI 0T CIEMEeHnA

Crincok BeB-CaliToB, MCKMKOYEHHEIX M3 GUAETPELMM, W AaHHEIE,
WEMONB3YEMEIE SEWWTOM 0T CNEMEHNA ANA ONPEASNEHA MECT Ha
Bef-CaliTax, KOTOPEIE MOMYT NOAAEPHMETE AETOM3THUSCKMI 0BMEH
CEEASHWANMW O MOCRUEHWAX.

MNoapofiiee off yaaneHum ’ YaaniTe l [ CiTMeHa ]
wcTopun obsopa

Puc. 2.12

===

Lar 6: goxautech 3aBepLUeHMs NpoLiecca yaaneHns BpeMeHHbIX (aiinos 1 nepesanycrure

Be6-6paysep Internet Explorer.
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2.3. OcHOBHbIe (pyHKUMK BeO-uHTEepdenca

Mocne yCI'IGLIJHOVI aBTopumsaumm " YCTaHOBKMU ActiveX pomxHa OTKPbITbCA Ha4dalibHasdA

cTpaHuua Beb-nHTepderica (Puc. 2.13).

Mpocmotp Bugeo WaoBpaxenne Beixod

2010/04/15 02:46

TONLKO H.264

@ T anaeoc

Hacrponen MUFEG. Cpegmee Coaitie, cpaamee siraecred

HacTpoden noToa H 264-1 1 17000 KDWTic, Cnalios CEATWE. RWCOIDE EMaCTR0
HacTpoden noToea H 264-2 1 1024 KBHTIC CATRNOR OXaTHe, W08 K35CTRO
HacTpoden noToea H 264-3 1 1024 KBHTIC CATRHOR OXRTHG, W08 KSHECTRO
HacTpoden naToea H 2644 - 1024 KEHTIC CAMRMOR ONETHG, W08 IHECTRO

Puc. 2.13

Beb-nHTepdenic cogepxut cneayowme pasgernsl meHto: [MpocmoTp (Home)], [CuctemHblie
(System)], [Bupeo (Streaming)], [M3obpaxeHue (Camera)], [Boixoa (Logout)].

MpocmoTtp (Home): gaHHbIM pas3gen npegHasHadeH Ans npocMoTpa BuaeonsobpakeHus,
nony4aemoro ¢ kamepbl. Kpome TOro, AOCTynHbl criegylowme GyHKUMnW: BbIGOp MoToka Ans
npocmoTpa, NpocnyLluMBaHMe 3Byka C MUKPOGoHa, BCTPOEHHOIO B Kamepy, 3anucb BUAEO, BbIGOp
pexvmMa OTOOpaXeHUs] «KapTUHKM» [Oa 3KpaHe U COXpaHeHMEe MOMEHTanbHbIX CHMMKOB, a Takke
BbIOOp s3blka MHTEpPenca.

CuctemHble (System): pgaHHbIA pasgen npegHasHadeH [Onsi HacTPOWMKM  CUCTEMHbIX

napameTpoB ycTponcTea (Puc. 2.14).
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BeWAl!D Cuctemmsie Bugeo Waolpaxenve Boixod

J— CucTemHbie napameTpbl
Ee30082H0CTH v Wina H264 6MP RT MotodBF [P camera
Corn v YacoroH NORC o )
GMT400:00 Farbun, NuGepws, Nopoxko, Axrnua v

DONS
([ ™ ") P u abp
FTP MepaRo SPEMEHN Ka
HYTP Aata nepenosa v v W Bpems nepescaa
Coleirun v Kosey neprosa v v Vv Bpemn
YRPAGOENNE XDANMIMIGEW v
PotiRatng SesioR BOpHAT AT mrinnian v
CAMCOL DACONCANNR Cunxposssauun c NK
Pacnonoxenns Gaknon Dava NK 12014/05/26 | [rrerfmn/aal
HaCTPORsa AModOares: Bpens NK VJV6 10:02 | [uysyimmicc)
Mwrhopwauun v .

o * Jagats npyunyio
MapaveTpis NO yMomuanm - — 1

P, 0ara {2010/04/01 |[rrerimm/aa)
llporpaumnes nepoun

Bpenn 00:00:00 | [yumeicc]
Otnoansnne N0
Komdurypaunn CHHXPDOHMIIIMA C Copaap 0 Bp:
NTP-cepesp 0.0.0,0 {wM= xocTa wnm IP-anpec)
Wrrepoan oSnoanesms | Kasgui uac V.
Coxpanm
Puc. 2.14

CucrtemMHble (System): HacTpovika AaTbl U BPEMEHW YCTPOWCTBA.

Be3onacHocTb (Security): HacTponkn 6e3onacHocTh. BknovaeT B cebs cneayowime nyHKTbl
meHto: MNMonb3osaTtens (User), HTTPS, ®unbTp no IP (IP filter), IEEE 802.1X.

Cetb (Network): HacTporka ceTeBblXx napaMeTpoB YycTponcTea. BkniovaeT B cebs
cneayowme nyHKTbl MeHto: OcHoBHowm (Basic), QoS, SNMP, UPnP.

DDNS: napameTtpbl cepsuca DDNS.

MouyTa (Mail): HacTpOKKK NOYTOBOrO KNMEHTa AN OTNPAaBKN COOBLLEHUNA.

FTP: HacTporika FTP-knueHTa.

HTTP: HacTpowka cepBepa ans otnpaekn HTTP-3anpocos.

CobbiTua (Events): HacTporika AETEKTOPOB 3anncu no cobbITuio.

YnpaBneHue xpaHunuwem (Storage management): HacTponka SD-kapTbl U CeTeBOro
XpaHunuuia.

PacnucaHue 3anucu (Recording): HacTponka napaMmeTpoB pacnvcaHns 3anuncuy.

Cnucok pacnucanumn (Schedule): HacTporka CNUCKOB pacnucaHui 3anmcu.

PacnonoxeHue dannos (File location): HacTporika pacnonoxeHus gannos.

HacTtpowka auacpparmsl (Iris adjustment): HacTponka guadparmbl OGBbEKTUBA KAaMepbI.
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BE\VARD Inasa 2. Jlocmyn k 6eb-unmepgheticy kamepuvl npu nomowju opayzepa

Undopmauumna (View information): cuctemHbi xypHan, nHpopmaLms 0 Nonb3oBaTensx u
CMUCOK HaCTPOEK.

MapameTpbl no ymonuaHuto (Factory default): cbGpoc napameTpoB K 3aBOACKMM
yCTaHoBKaMm, nepesarpyska yCTpOMCTBa.

MporpammHaa Bepcus (Software version): Bepcuss nporpamMHOro obecneyeHus
YyCTPOMNCTBA.

O6HoBneHune (Software upgrade): o6HoBNEHNe nporpaMmmMHoOro obecneyeHnst yCTponucTea.

KoHdurypauusa (Maintenance): coxpaHeHue/3arpyska ¢arna koHdurypaumm ycTpomcTea.

Bupeo (Streaming): pdaHHbIM pa3gen npefHasHavyeH [Ans HacTpoMKM  napameTpoB
TpaHcnauum Bugeounsobpaxenus (Puc. 2.15).

Mpocmorp CucremHnie Buaeo WaoBpanenne Boixod

tupmopopuar MNapameTpel Buaeogopmara
Kaapenmns Pazpawmionns
Mook H.264 Qnly v
BaAst - WAETOTS SARDOS H.204 Braeodoprar : 1920x1080 (2%%jc) V¥ O 8 8
Macanpryrones 3008 BNC sxon: NiA
Ayaas COoXpastuTy

Npumevanne:

Ompaea ¥306paNeNsIn NO ANEXTPOMDH TIOUTE MNK JaArpyIna wa FTP.cepoep SOCTYTING TOMLKO NP

auope Dopeara MIPEG

HACTPORKM HANOMENMR TEKCTA!

Moxazarte gary Noxkazams spemn

Moxassrs Texct:

BaOunTh THTP

_Coxpasiurs
Npeobpalonaume angeoniohpanceMns:
Be3 panmioni v

Coxpasinrs
Hacrpoism GOV rpynnbi:

GOV anwsa AnA H,264-1 1|50 GOV aninsa oma M.264-2 1150
GOV anvsia jnn H.264-3: (25 GOV anusa gnm H264.4 ;‘5
Coxpasmm
N.264 Profile :
H.264-1 1 | High npodmne V1 H.264-2 1 | High npodwie v
H.264.3 : _Hioh nPodMne V! H.264-4 : High npodwn. v
COXpastTs
Puc. 2.15

Bupgeodopmar (Video Format): HacTpoika copmata KOANPOBaHUS, paspelleHns, BbiBoAa
TUTPOB, NpeobpasoBaHns N306paxeHus.

Koauposanue (Video Compression): HacTporika napaMeTpoB CxXaTus BuaeocurHana.

MoTok (Video OCX Protocol): Bbibop npoTokona nepegayv AaHHbIX.
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BCG\VARD I'nasa 2. JJocmyn k éeb-unmepgpeticy kamepvl npu nomowu opayzepa

NMPUMEYAHUE!

[aHHbIN NYHKT MEHI0 onpeaensieT NPOTOKON nepefayun AaHHbIX TONbKO Npy AOCTYNe K kKaMmepe vyepes Beb-
nHTepgenc.

Bupeo — yactoTa kagpoB (Video Frame Rate): yctaHOBKa 4acToTbl KagpoB.
Mackupyrowas 3oHa (Video Mask): HacTporika MmackupytoLen (MpnBaTHON) 30HbI.
Ayano (Audio): HacTporika napaMeTpoB 3ByKa.

U3obpaxeHne (Camera): gaHHbIA pasgen npegHasHaydeH Ang HacTpPoWKM napameTpoB
Bnaeomnsobpaxenus (Puc. 2.16).

Dugenesa s 03/07/12014 10:46

Samant beaoco v

NETRORES N3N0 RERNR v

Kownrent tapes 30Cbe T
Bxn Vi
Undpcook 1yw
Bunn v
WE-gannp v
1P e pemsnue Sunavmsccenn
AR Ao

Maxc, Vv

Nngannesme nryms

[t ]
IONA Mssc vl snae0 TomuKo H.264
| ea ]

Faheys cormecoon
i~ BEEE
SOxe (PAL} W

“ Hacrponen MUIPEG. Cpegnee Crame, (PEONes sayecTio
Hocrpoien notom H.264-1 | B892 Kiuric, cnofioe cxamie, Buotoe msusc1uo
HacTpoien notom H 264-2 - 1024 KEeTic, Canuesne CRarme 10nme csecTeo
HacTpofan noTora H 264-3 1024 KIEWTIC, CHNGS0a CHATHE. NI LGHACTED
HacTpoin noTosa H 2544~ 1024 KOUTIC, CHMaA00 CRATHE HHINDE GNOCTED

Puc. 2.16
Bbigepxka (Exposure): HacTporka napameTpoB 3KCMO3ULMK.
BanaHc 6enoro (White Balance): HacTpovika napameTpoB 6anaHca 6enoro.
Hactpownka usobpaxeHun (Pictures Adjustment): HacTponku u3obpaxeHus: ApPKOCTb,
YeTKOCTb, KOHTPACTHOCTb, HACLILLEHHOCTb, OTTEHOK.
KomneHcauums 3acBeTku (Backlight): HacTpoika komneHcaumm 3agHen 3acBeTKMN.

LUundpoBon 3ym (Digital Zoom): HacTporka LMpoBOro yBenim4eHus.
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BE\VARD I'nasa 2. JJocmyn k éeb-unmepgpeticy kamepvl npu nomowu opayzepa

UK-dunbTp (IR-Cut): HacTporka paboTtel UK-dunbtpa n MK-nogceeTku.

PacwunpeHHbIn luHamunyeckuin AinanasoH (WDR Function): HacTponka yHKLUM LULMPOKOrO
ANHAMNYECKOro amanasoHa.

MopaBneHne wyma (Noise Reduction): HacTporka dyHKUMM LMEPOBOro nodaBneHus
LLYMOB.

HacTtponka «Pbi6bun rnas» (Fisheye correction): HacTpoika onumn «fisheye».

TB c¢opmar (TV System): BbiGop cTaHAapTa BUAEOMN300paXKeHNS.

Bbixoa (Logout): MeHo npefHasHavyeHo Ans CMeHbl Nonb30BaTens.

NMPUMEYAHUE!

Bonee noapo6Ho paccMoTpeHHble DyHKUMM ByayT onmcaHbl HUXe.
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BE\VARD Inasa 3. Pazoen menio «lIpocmompy (Home)

MnaBa 3. Pazgen meHto «fMpocmotp» (Home)

[aHHbIi pa3gen MeHo npegHasHayYeH Ans oTobpaxeHus N306paXkeHnsi ¢ KaMmepbl B pexxmme

pearnbHOro BpeMeHu, paboThbl CO 3BYKOM (MpocnylumnBaHne/nepegayda) n coxpaHeHus sBugeodannos

N MOMEHTanbHbIX CHUMKOB (Puc. 3.1).

}EWARD MpocmaTp CHETEMHbIE Buaso WaoBpanenue Buixod

Obnacrtb Hasuraymu

12010/04/15 02:35 | lata u epema

Buibop n3bika
MHTepcenca

Obnacrb oTobpameHUn
BUAEO B peanbHOM
BpeMeHM

Beibop notoka

IANeMeHTh!
ynpasnesus
Mucpopmaumus o
HacTpomKax
noTokKoe BCTPOAM NOTOE H 2548 1024 KEWEIC, (4TS CHATIR, MIIEDR KHMETED

Puc. 3.1
O6GnacTb HaBUrauuu: npegHasHadeHa ansi HaBurauum no pasgeniam MeHio.

Hdata wun Bpems: obnacTb npegHasHadeHa nAnst oTobpaxeHWs p[atbl U BPEMEHW,

YCTaHOBINEHHbIX Ha kKamepe B dhopmate MTT/MM/OL YY:MM.

NMPUMEYAHUE!
Kamepa nimeeTt aHeproHe3aBncMMbIe Yachl, 1 NO3TOMY MOCIE OTKIMIOYEHNA NUTaHWA AaTa U BpeMs KaMmepbl

He cbpacbiBatoTcs. HacTpoika BpemeHu npondsoantcs B MeHio CUCTEMHBIE — CucmemHbie (SYSTEM

— System).

O6nactb oTOGpaxeHUs BMAEO B pearibHOM BpeMeHMu: obnacTb npedHasHavyeHa Aans

oTobpakeHusi n3obpaxeHnsi C Kamepbl B peXxXnme peanbHOro BpeMeHu.

PykoBoacTBO no akcnnyatauuu |IP-kamep BEWARD BD3670FL, BD3990FL2 L

KDaDI : MakcrmasibHO HagéxHoe poccuiickoe obopyaoBaHe CKY/ - COT - OC - Cb www.kodos.ru



BE\VARD Inasa 3. Pazoen mento «lIpocmompy (Home)

NMPUMEYAHUE!

PaspelueHne, HaCTPOWKKN CxKaTusl, YacToTa KaapoB, BbIBOZ TUTPOB U T.M. HACTpanBatloTCsl B pasgene MeHio

[Bugeo (Streaming)].

[lBoMHOM LenyoK Ha n3obpakeHnn BbI3bIBAET OKHO CBOMWCTB TeKyLuero smgeonotoka (Puc.
3.2).

Info

Url: “rtsp:/f192.168.0.99/ CLOSE

Connection: TCP (RTSP_H264)
Metwork [ Display: 25/ 23 fps
Video size: 1920 x 1080

Format: H. 264/90000 PCMU/3000,1
Video bitrate: 3828 k

Video drop: 0

Audio bitrate: 66 k

Audio drop: 0

¥1.15.0

Puc. 3.2
URL: ccbinka Ha BUOEOMNOTOK.

Connection: npoTokon nepeaaYn AaHHbIX OT YCTPOCTBA.

NMPUMEYAHUE!
lMpoTokon nepefayv AaHHbIX ycTaHaBnuBaeTcsl B MeHio BUAEO — lMomok (STREAMING - Video OCX

Protocol). JaHHbIn NpOTOKON UCMOMb3yeTCs TOMNbKO NPWU AOCTYyMNe K kKamepe Yepes Beb-nHTepdenc.

Network /Display: konM4ecTBO KagpOB B CEKyHAY, NepeAaHHbIX MO CETU N OTOOPaXKEHHbIX B
Opaysepe.

Video size: paspelleHne n3obpaxeHus.

Format: doopmaT KOAMPOBaHWS BUOEON30OPaKEHNS.

Video bitrate: ckopocTb nepegayn BngeogaHHbix (Kout/c).

Video drop: nokasbiBaeT YACNO NakeToB BUAEOAAHHbIX, NPONYLLEHHbIX BCNEACTBNE CETEBbIX
oLwnBOK.

Audio bitrate: ckopocTb nepegayun ayaunogaHHolx (K6ut/c).

Audio drop: nokasbIiBaeT YNCINO NAaKeTOB ayAMOLaHHbIX, MPONYLLEHHbIX BCNEACTBUE CETEBbLIX
OLUMBOK.

dopmar Bupgeo (Video format): gaHHbIA NepeknovaTenb aeT BO3MOXHOCTb BblOpaTtbh
BMAEOMNOTOK C OnpeaerieHHbIM, 3apaHee 3afaHHbIM TUMOM KOOUPOBAHUA Mpu NPOCMOTPE Yepes
Gpay3ep.
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BE\VARD Inasa 3. Pazoen menio «lIpocmompy (Home)

NMPUMEYAHUE!

dopmarThl KOOUPOBaHWSA ANs BUAEONOTOKOB HacTpamBatoTcs B pasgene meHio BUAEO — Budeoghopmam
(STREAMING - Video Format).

BHMUMAHME!
Ecnn B meHio BULOEO — Budeoghopmam (STREAMING - Video Format) BbiGpaHO OOHOMOTOYHOE
KOOMpOBaHWe, TOr4a BMECTO [aHHOro nepeknioyatena Oyaetr oTobpaxaTbca HasBaHue dopmarta

koampoBaHus («Tonbko MIPEG» unu «Tonbko H.264»).

AnemeHTbI ynpaBneHus: npegHasHayeHbl 4ns ynpasneHus oTobpaxeHneM BUAeo B pexnme

peanbHOro BpeMeHW.

U3obpaxeHune OnucaHwue

BkniounTb CcTaHOapTHLIN PEXUM 0TOBpaXeHUsi n3obpaxkeHust B Gpaysepe.

BKNounTb peXnM yMEHbLLEHUSI OKHa BUAEO B PEXMME pearibHOro BpeMEHMW.
B naHHOM pexrme pasmep OkHa BUOEO YMEHbLUEH B 2 pa3a No CpaBHEHUIO
CO CTaHOapPTHLIM PEXMMOM.

Pa3BepHyTb n30bpaxkeHne Ha NosHbIN 3KpaH. [ns Bo3BpaTa U3 3Toro
pexvuMa paboTbl ABaxdbl LLENKHUTE NEBOI KHOMKOW MbilLX Ha
n306paxxeHnn.

Bknountb nepegadyy 3Byka c K Ha NMMHENHLIN BbIXO4 BUOEOKAMEPDI.

Bknountb NpocnyLlnBaHme 3ByKa CO BCTPOEHHOIO MUKPOOHa.

CaoenaTtb MOMEHTarnbHbIN CHUMOK.

OcTaHoBUTbL BOCMPOM3BEOEHNE BUOEOM300PaXKEHMS.

HauyaTtb 3anucb BMOEOPOJINKOB.

MporpamMmmMmupyemMast KHomnka

Pexxm oTobpakeHunsa obLimi.

Pexxm oTobpakeHns 04HOOKOHHbIN.

Pexnm oTobpaxkeHns B 2 OkHa.

DEEEE0BEERE B B B

Pexxum oTobpakeHus B 4 OKHa.

BHUMAHUE!
Ons pabotbl dyHkuun [3Byk (Listen)] yyeTHasas 3anucb nonb3oBaTend AdomkHa obnagatb

cooTtBeTcTBYOWMMN NpaBamu (CUCTEMHBIE — BesonacHocmb (SYSTEM — Security)).
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BE\VARD Inasa 3. Pazoen menio «lIpocmompy (Home)

BHUMAHUE!

KaTtanor aons coxpaHeHus kagpoB W Buaeo3anucen ykasbiBaeTcs B nyHkte meHio CUCTEMHBIE —

PacnonoxeHue ¢patinnos (SYSTEM — File location).

UHdopmauma o HacTponkax MOTOKOB: 30eCb OTOOpaxarTcs napameTpbl KOANPOBAHUS U
CTeneHb CxXaTtusi, 3agaHHble B MeHiwo BMOEO - KodupoeaHue (STREAMING - Video

Compression).

NMPUMEYAHUE!
OTobpaxeHne [faHHOM o06nacTM MOXHO OTKMAKYWTL MpU MOMOLWM MyHKTa MeHo [OTo6pasuTb
MHdopmMauuio o cxatum Ha rnaBHow ctpaHuue (Display compression information in the home

page)] (Budeo — Cxamue (Streaming — Video Compression)).

BHUMAHUE!
B paHHOM obnactu oTtobpaxaeTcs 3agaHHasl, a He hakTudeckass CKOpOCTb Mmepefadn AaHHbiX. [Ons
nosfily4eHns pakTM4yecKkom CKOPOCTU nepedadn AaHHbIX BOCMOMb3YyWTECb OKHOM CBOWCTB TEKYLLEro

BMOEO0oNnoToKa.
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NnaBa 4. Pazgen meHo «CuctemMHble» (System)

Inasa 4. Pazoen menio « Cucmemmwien (System)

910 MeHw (Puc. 4.1) npegHasHadeHoO ONs1 YCTAHOBKM M HACTPOWMKM OCHOBHBLIX CUCTEMHbIX
napameTpoB, Takux kak: [CuctemHble (System)], [BesonacHocTb (Security)], [CeTb (Network)],
[DDNS], [Mouta (Mail)], [FTP], [HTTP], [CobbiTua (Events)], [YnpaBneHue XxpaHunuiem
(Storage management)], [PacnucanHue 3anucm (Recording)], [Cnucok pacnucaHumn
(Schedule)], [PacnonoxeHne cdamnoB (File location)], [MHdopmauma (View information)],
[MapameTpbl no ymon4yaHuto (Factory default)], [[iporpammHan Bepcua (Software version)],
[O6HoBReHue MO (Software upgrade)], [KoHdurypauma (Maintenance)]. Wx HacTporka u

Ha3Ha4eHune 6yﬂ,yT OnncaHbl HNXKe.

NONS

Tlowra

Ll

I Nepexog wa netnee spomn k obparwo

Nepesog spemenn wa

Cucremuble Buwaeo WaoBpaxexue Beixod
CucTesimae CucremHble napameTpbl
BEI0BACHOCTY v Wren H264 6MP RT FisheyeLens [P camers
Cern v Yacono# nosc
_GNT +00:00 fnt_)md‘ ﬂnQe:w-i Mopoxao, Anrnus v

Hrie AaT3 nepesnaa v v W Bpavs nepesona
Cobwrrun v Kosey nepwose v v Vv Bpess
Yopannenme spanmenien v

dopmar gares: reerfmn/sa vV

Pacracaswe sanncw

Cnxpormsaygmn ¢ NK

CNNCOX Pacnincares
Pacooncmenue pasinon Aara NK 2014/07/03 | [rrrr/mn/aa)
Hngopmaumn v Bpeses NK 11:43:36 | [wsiremicc)

Nagame TP N0 yON<aing © 330270 BPYNNYI0

n - Depcas 7 1
RO Qava [ 2010/04/01 | [rerrfmn/aal

Oéwounsune NO
Boenn 00:00:00 | fuismice]
Sontherypaynn
CHMXPOMM3ALINN C Cep 0 spe
NTP-cepeep 0.0.0.0 [wmn xocra wnm IP-azpec)
WuTepaan obkoanesms  Kamgwi yac v
Coxpannme
Puc. 4.1

BHUMAHUE!

Pasgen meHo «CuctemHbiey (System) gocTyneH TONbKO 4518 Nonb3oBaTens ¢ npaBaMu agMyHUcTpaTopa

CUCTEMBbI.
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Inasa 4. Pazoen menio « Cucmemmwien (System)

4.1. MeHwo «CuctemHblie» (System)

B paHHOM pas3gene MeHK HacCTpamBakOTCA CUCTEMHbIE MapaMeTpbl yCTpOIZCTBaZ nmA

yCTpOWCTBa, Aarta, Bpems (Puc. 4.2).

Cuoresmee

Besosacnocts

Cern

DONS

Tlowra

el

Hrip

CucreMHble napameTpbl

W H264 6MP RT FisheyelLens [P camera

Yacono# nonc

}L)IT +00:00 prnu. :'ln!}e:m; Ncpruug, Anrnus v

Mepexog wa neTiee spomn 1 obpatwo

Nepesog spevenn na

AaTa nepesnaa

CucTemHble Buaeo WaoBpaxexue Bbixod

V' Bpavs nepesoda

Coburrun Komey neproge v v W Bpems
Yapanneune spavsrenjen v

A — Goprar gare: erinn/on v

CINCOX Pachimcames Conxpormsagmn ¢ NK

Pacooncmenne Pawnos Aara NK 2014/07/03 | [rrrr/mn/aa)

Hrgopumma Y Bpess NK[11:43:36 | [wazimeiec)

TNApame TP N0 yRON“aing © 3anaTH BPYNHYI0

Nporpaswiies nepcas

Aara éc:xo,?-y."ux [retr/mm/aa)

Oéwounsuue NO

Boenn 00:00:00 | [ug:semice]
Scnerypaunn

CaMXpOMM3aLMN C CepRep 0 8p

NTP-cepeep 0.0.0.0 [wrMm xocra wnm [Pazpec)
HuTOpRan obkoanesMs  Kamawi yac v
Coxpannme
Puc. 4.2

Uma (Host Name): nog gaHHbIM UMeHEM Kamepa oTobpaxaeTcsa B cnvcke yctponcts B 10O
BEWARD IP Searcher, BEWARD IP Visor, BRC. Kpome TOro, gjaHHoe MMsi MCMOMnb3yeTcsa npu

oTnpaeke coobueHun Ha FTP-cepBep 1 NO SNEKTPOHHOM MouTe.

NMPUMEYAHUE!
MNpn 3apaHuM MMeHW YCTPOMCTBa MCMOMb3YIOTCA NaTWHCkue GykBbl U LMdpbl. MakcumanbHas anuHa

nmeHu - 40 cuMBOIOB.

YacoBowm nosic (Time Zone): BbIGOp YacoBOro nosica, B KOTOPOM HaxoauTcs kamepa. [MyHKT
npeaHasHaveH Ans NpaBuUIibHOM YCTaHOBKM BpemeHu npu pabote ¢ NTP-cepsepom.
Mepexon Ha neTHee Bpems n obpaTtHo (Enable daylight saving time): BkntoyaeT nepesoj

YyacoB Ha neTHee BpeMs 1 06paTHO 1 aKTUBMPYET HACTPOVKM NapameTpoB nepexoaa.
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BE\VARD Inasa 4. Pazoen menio « Cucmemmwien (System)

NMPUMEYAHUE!

B Poccumn nepexop Ha neTHee Bpemst oTMeHeH ¢ 2012 roaa.

MepeBon BpemeHun Ha (time offset): onpegensieT 3HauyeHWE U3MEHEHUS BPEMEHU MNpwU
nepexofe Ha netHee Bpems 1 obpaTtHo.

Hauvano nepuopga (Start date): yctaHaBnvBaeT gaTy 1 BpeMS Nepexona Ha fieTHee BpeMs.

KoHeu nepuopa (End date): yctaHaBnuBaeT gaTy 1 BpeMsi Nnepexoa Ha 3uMHee BpeMst.

CunxpoHusauma c¢ MK (Sync with computer time): 3agaet kamepe gaty u Bpems,
ycTaHoBneHHble Ha K, ¢ KoToporo NpomM3BoAUTCS HaAcTponKa kamepbl Yepe3 WEB-uHTepgenc.

Data K (PC date): pata Ha K B doopmate rrrr/mm/aa.

Bpewms MK (PC time): Bpems Ha K B dhopmaTe 4y4:MM:cC.

3apaTb BpydHyto (Manual): ycTaHOBKa gaTbl M BDEMEHWN BPYUHYIO.

Hata (Date): none anga py4Hon ycTtaHoBKM AaTbl ycTponcTea. Popmat BBoga AaTsl rrrr/mm/an.

Bpewmsa (Time): none ang py4yHon yCTaHOBKM BpeMeHU ycTporcTea. PopmaT BBOL4A BPEMEHMU
Yy4y:MM:ccC.

CuHXpOHM3aLUsa ¢ cepBEepOM TOYHOro BpeMmeHu (Sync with NTP server): CUHXpOHU3aLms
hatbl 1 BpemeHu ¢ nomoLbio NTP-cepsepa.

NTP-cepBep (NTP server): 3agaet ums unu IP-agpec NTP-cepeepa.

UuTepBan o6HoBneHusa (Update interval): yctaHaBnMBaeT 4acToTy CUHXpOHM3aumm ¢ NTP-
cepBepom. [HocTynHbl 3HadeHus: [Kaxabin yac (Every Hour)], [Kaxabin peHb (Every Day)],

[Kaxxpyto Hepento (Every Week)].

BHUMAHUE!

[ns npaBunbHoOM cMHXpoHmn3auumn BpemeHmn ¢ NTP-cepBepoM HEOOXOAMMO BblIOpaTh HYXHYH BPEMEHHY0

30HY B NyHKTe [YacoBou nosic (Time Zone)].

BHUMAHUE!

PyHKUMSA cMHXpOoHU3aUun npu nomolm NTP-cepBepa paboTaeT Tonbko B TOM criyyae, ecnv cepep NTP

OOCTYNeH.

[na npuMmeHeHnsa HacTpoek Haxmunte KHorky [CoxpaHuTb (Save)].
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4.2. MeHwo «Be3onacHocTb» (Security)

B gaHHOM nyHKTE MEHI MPOU3BOAATCA HACTPOMKM Ge3omacHOCTM YCTPOWCTBA, TakMe Kak
[Monb3oBaTtenb (User)], [HTTPS], [PunbTtp no IP (IP filter)], [IEEE 802.1X] (Puc. 4.3). Nx

HacTpoKKa 1 Ha3HayeHne ByayT onucaHbl HUXe.

i :
! 1
! 1
! 1
1
1
' W3oBpaxeHue
! Cucremusie Bugeo Beixod :
1
i :
! 1
! 1
! 1
] 1
! 1
' 1
' 1
' 1
1
1 Cuoremmie Hacmowxu nonb3oBareneu :
1
[ rr— - YUSTHAR 2A0HCH AAMMHKCTPATOP :
1
| =] !
1
| Naponu aaMwicTDITORS essssssess 1
1 Hipe :
1 NOogTsaps et (ap0Ns ssssssssss | Coxparme )
: SwmeTp no ¥ |
1
| EEEDR24X No6 e I
e 1
1
| Ceru v Wea nonusooatens :
1
I DoNs Napors NONL3DBATENS :
1
1
: Mowra ¥ Bxog/euxon YNDauseme KAMEnon |
= | 1
: AP | Paarceap Inyx AoSagnts :
1
1 WTTe '
: Yop nons \
Cobwres v ~ |
' Mma | Het V| Yaanwme || Pegactwposats 1
| YRpanneswe xpamemwiges v :
1
: Pacnmcanne sanscn Pemnm asToprIagnm noToKs :
- 1
: Crimcen pacancanmi Pewnr | Geas agroprsaymw V| | CoxpammTa |
1
1
| Pacnonowenes hannon :
Puc. 4.3

4.2.1. MeHio «lMonb3oBaTtenb» (User)

B 4aHHOM NyHKTE MEHI0 OCYyLLeCTBNAETCH yNpaBreHne y4eTHbIMU 3anMcsiMmn nofb3oBaTenen
(Puc. 4.4).

PykoBoacTBO no akcnnyatauuu |IP-kamep BEWARD BD3670FL, BD3990FL2 m

peknama

KDﬂDl : MakcrmasibHO HagéxHoe poccuiickoe obopyaoBaHe CKY/ - COT - OC - Cb www.kodos.ru



BE\VARD Inasa 4. Pazoen menio « Cucmemmwien (System)

Cuctemisie Bupeo W3obpaxexne Beixod
Cuoremmbe Hacrpouxu nonb3oBarveneu
OICBICHICTS N YUTHAR 200MCH AAMUHNCTRATOPD
_ Napons agrmsipcTpaATORS essssssssss
e
MOATSaps JEe (AD0NS ssssssssss CoXpakTe
Swmnp no B
IEEE D02.1X Ilo6 nonb
Ceru v Visea nanuwsooarens
DONS Napors noNnb3vsaTENs
Moura ¥ Brog/suxon YNpasnesne Kanepoh
pan Paarceop 3pyx Aobagure
HTTP
Yop nonn
Cobwres v :
Wi | Har V' Yaanwre PegarTposats
Yopaunesue ¥pamenwes v
Pacnncanme sanscn Pemmnm anToprIaumm HoToKs
Crimcon pacanconmit Peswnr | Gea agroprsaymm Vv Coxparira
Macnonowenes hannon
Puc. 4.4

[na pgoctyna K yCTPOWCTBY CyLeCTBYeT ABa Tuna Y4YeTHbIX 3anucen: yyeTHas 3anucb
agMuHuCTpaTopa W ydeTHas 3anucb nonb3oBaTens. YYyeTHas 3anncb agMuHUcTpatopa — 3TO
yyeTHass 3anucb, WUMelLlasi MNOMHbIM AOCTYNn K HacTpovkam ycTponctBa (ydeTHas 3anucb
agMuHMCTpaTopa TOMbKO oAHa). YYeTHas 3anucb Nonb3oBaTens — 370 y4eTHas 3anvcb, MMetoLwas
OrpaHuYeHHbIN OOCTYN K HacTponkam ycTponcTea. Bbl moxeTe 3aBect 00 20 yyYeTHbIX 3anucen
nonb3oBaTtenem.

Maponb agMuHucTpaTopa (Admin password): NyHKT MEH0 NpeaHasHa4vYeH Ang n3meHeHus

napons y4eTHOW 3annucu agMmHUCTpaTopa yCTpPOUCTBa.

BHUMAHUE!
Vima yyeTHOW 3anucu agmuHucTpatopa — admin, naponb YYeTHOW 3anucu agMuHucTpaTopa no

ymonyaHuio — admin.

[ns nameHeHus napons y4eTHOMW 3anucy agMuMHUCTpaTopa npoaenanTe cnegylowme waru:
LWar 1: BBeguTe HOBbIM naponb B nond [Maponb agmuHucTpatopa (Admin password)],

[MoaTBepxaeHmne naponsa (Confirm password)].
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BHUMAHUE!

Maponb y4eTHON 3anncK MOXET CoaepkaTb creayowmne cumeonsl: A-Z, a-z, 0-9, 1$-.@" ~; anvHa napons

oT 1 4o 14 CMMBONOB; YyBCTBUTENEH K PETUCTPY.

War 2: HaxmuTte kHornky [CoxpaHuTb (Save)].
LWar 3: nocne nsMeHeHus napons y4eTHOM 3anucu agMuHUcTpaTopa TpebyeTcs noBTopHas

aBTOpM3aLUS.

BHUMAHUE!
[na obecneyeHuss KOHpUAEHUMANbHOCTU BMOEOU300pakeHUss 1 3aliuTbl KOH(UIypaumMm ycTpoicTea

pekoMeHayeTcAa MSMEHUTb Naposib y‘~IETHOl7I 3arnmncu, yCTaHOBJ'IeHHbIVI Nno ymMOJT4aHuio.

BHUMAHUE!

Ecnu naponb y4eTHoOW 3anucy agMuHUcCTpaTtopa yTepsiH, To |IP-kamMepy MOXHO BepHYTb K 3aBOACKUM

yCTaHOBKaM, yaepxmBasi Haxkaton kHonky [RESET] B TeyeHune 10-15 cekyHa.

[Ho6aBuTb nonb3oBaTtensa (Add User): nyHKT MeH0 nNpegHa3HavyeH ans gobasrneHnsa HoBOM
y4yeTHOM 3anucu nonb3oBaTens. Bel MoxeTe 3aBecTn 0o 20 y4eTHbIX 3anncen nonb3oBaTenen.

Umsa nonb3oBartens (User name): nMsa y4eTHOW 3anucu co3gaBaemoro nonb3oBaTens.

Maponb nonb3oBatena (User password): naponb Y4eTHOW 3anMcu co3gaBaemoro
nonb3oBartens.

MpaBa goctyna nonb3oBaTens: Habop npas, 4OCTYMHbIX CO34aBaEMOMY MOSb30BATENHO.

Bxopa/Bbixoa (/O access): npaBo NpocMoTpa M30bpaxeHusa ¢ kamepbl NOCre ycneLHowm
aBTopum3auun. [1JocTynHO No yMomn4YaHuio Ans BCex Nonb3oBaTtenen.

PasroBop (Talk): npaBo ocyllecTBNATb nepefady 3BykKa K KOMOHKaM, MOOKIHOYEHHbIM K
Kamepe.

3Byk (Listen): npaBo oCyLeCTBNASATbL NPOCyLLMBAHME 3BYKa C KaMepbl.

KoHTponb kamepbl (Camera control): goctyn K pasgeny meHio [Kamepa (Camera)].

UTtobbl 406aBUTb YYETHYHO 3anMch Nonb3oBaTensa npogenanTte cnegyowme 4encTans:

LWar 1: BBeguTe ums nonb3oBartens B nosne [Mma nonb3oBartena (User name)].
BHUMAHUE!

Mimsa yueTHOR 3anvcy MOXeT cogepaTb cnegyrolmne cumonbl: A-Z, a-z, 0-9, 1$%-.@" ~; annHa ot 1 go

16 cumBOSIOB; HYYBCTBUTEJIbHO K PETUCTPY.

LWar 2: BBeguTe napons nonb3osaTens B none [Maponb nonb3oBatens (User password)].
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BHUMAHUE!

Mb YY4ETHOWM 3anucu MOXeT coaepxaTb crnepywowme cumsonbl: A-Z, a-z, 0-9, 1$%-. ~; ANVH
Maponb y4eTHOM 3anmMcu MOXeT codepXaTb crneayroline CUMBO A-Z, a-z, 0-9, !$%-.@" a

naponsi ot 1 4o 14 CMMBOJOB; YyYBCTBUTESIEH K PETUCTPY.

LWar 3: yctaHoBUTE Habop NpaB Ans co3gaBaemoro nonb3oBaTtens.

LWar 4: HaxmuTe kHonky [do6aBuTb (Add)].

YnpaBneHue nonb3oBatensmu (Manage user): NyHKT MeH MpegHasHayeH Ang
yaaneHus/pegaktMpoBaH1sa y4eTHOM 3anvMcy nonb3oBaTens.

Uma (User name): Bblbop y4yeTHOW 3anmcu nofib3oBaTens, KOTOpyk Heobxogmmo
yAanuTb/peaakTmpoBaTh.

[ns ynaneHus y4eTHOW 3anvcuy nonb3oBaTens npogenante cregylolime OeNCTBUS:

LWar 1: BbibepuTte Heobxoanmyto 3anmck 13 cnmncka [Uma (User name)].

LWar 2: HaxmuTe Ha kHonky [YaanuTb (Delete)].

LWar 3: B nosiBMBLUEMCSA OKHE NoATBepauTe yaaneHue nonb3oBartensd (kHomnka [OK]).

NMPUMEYAHUE!

[nsa yoaneHus nonb3oBaTens n BHECEHUs nameHeHun Tpebyetcsa 20 cekyHA.

[nsa pegakTMpoBaHUsA y4eTHOW 3anucuy nonb3oBaTens npoaenante cnegyrowme 4encTBus:
LWar 1: BbiGepuTte Heobxoanmyto 3anuck 13 cnmncka [Uma (User name)].
LWar 2: HaxxmuTe Ha kHonky [PepgakTupoBathb (Edit)].

LWar 3: B nosiBMBLUEMCS OKHEe BBEAMTE HOBbIM Maporib YYEeTHOW 3anucu nornb3oBaTtens u
yctaHoBuTe npasa (Puc. 4.5).

0 httpi/192168,0.99/lang /server_editaccount_notalkhtm| - Windows Interne,. lnin -t o]

p—

WMA nons2oBarens [user2)

[apons NONKIONATANA sesssssses

Bxoa/eeixoa "] KoHTponk KaMepsl
Paarosop ("] 3ByK
[ Coxparmte | [ 3akpeis |

* 100%

Puc. 4.5

LWar 4: 4ToObl BHECTN U3MEHEHWUSI B YYETHYIO 3annCb MOMb30BaTENs, HAXXMUTE Ha KHOMKY
[CoxpaHuTb (Save)].

LWar 5: nocne 3aBepLUeHNss COXpaHeHUsa HaxmnTe Ha Korky [3akpbITb (Close)].
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4.2.2. MeHo «<HTTPS»
[aHHbIN NYHKT MEHK MNO3BONSeT HacTpouTb obpalleHne K kamepe 4yepes 6esonacHoe
3awmndcpoBaHHoe coeguHeHne HTTPS, 4yto nossonseTr gobaBuTb elwe OAHYy CTeneHb 3aluTbl

MHdopMaLuMn B AOMNOSHEHME K BBOAY MMEHU Nonb3oBatens v napons (Puc. 4.6).

/BeWARD Mpocmorp CHCTemHbie Buaeo WsoGpanerie Beixod

J—— HTTPS

Coagats ceprwp ({ W noasaooaTeneM)

BaronachocTs -

Nonssosatens Cozgate

_Coapars 2anpoc ceprudinaTa

Cwenap no P
3arpyInTu nognucas it cepTrdinaT
IEEE 302.1X Ohsop... Sarpyanme
Cem o COINAHHMR 3DNPOC
DONS COCTORKMG CRPTMOWKATA
Mot l'i:mpoc ceprudineaTa ne cozzan
rme CaobcTea YAaruTe
WTTR YCTARORNSHHMA CRPTHDMKIT
COCTORMME CRpTMBvKaTa
Couirnn v
[Cepndqmnr HE VCTAHORICH
Vrpannones spanenedjes v

Ceoicraa  Yganwme
Pacnucanme sanwcu

Camcos pacoecames

Puc. 4.6

B kayectBe ceptudmkata Ans  WKU@pPOBaHMS  OOMyCKaeTcd  UCMONb30BaHue
CaMOMOANUCaHHOro cepTudukaTa nubo cepTudukaTa, CO34aHHOTO YOOCTOBEPSIOWMM LEHTPOM
cepTudmkaLmm.

Knonka [Co3paTb (Create)]: cosgatb camonognucaHHbIn cepTudukar.

KHonka [Co3paTtb 3anpoc ceptudukara (Create Certificate Request)]: cosgaTtb 3anpoc Ha
cepTudgumkar.

Knonka [3arpy3uTtb (Upload)]: 3arpysutb cepTudwukaT, CcO3[aHHbIM YyOOCTOBEPSIOLUM
LEeHTPOM cepTudmKaLnu.

Co3aaHHbIn 3anpoc (Created Request): cocTosiHMe cO34aHHOro 3anpoca Ha cepTudukar.

YctaHoBneHHbIn ceptucdumkar (Installed Certificate): cocTtosiHMe yCTaHOBREHHOrO
ceptudukaTa.

YTtobbl co3aaTb camonognuMcaHHbln cepTudmkaT, npogenanTe crnegyowme warmu:

War 1: Haxmute Ha kHonky [Co3patb (Create)]. OTkpoeTcsa OKHO cO3daHus

camornognucaHHoro ceptudukata (Puc. 4.7).
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-

75 hitp://192.168.0.99/lang1/server certificate.html - Internet Explorer. optimized ... (5= s e
P g op

| & http://192.168.0.99/1angl/server_certificate.html B

Co3paTb caMonoAnucaHHbli cepTuduKar

CTpaHa:

LITaT MAK NPOBMHLIMA:

ParoH:

OpraHMzaLma;

MogpazgenexHuve:
Hazeanwe:

Cpok OeMCTBMA: Konwuecteo gHer[1...9999]

Puc. 4.7

LWar 2: B nosiBuBLuemcsi okHe (Puc. 4.7) 3anonHuTe Heobxoanmble Noss, NOCNe Yero HAXMUTE

kHonky [OK].

War 3: nHpopmauma o co3gaHHOM CaMONOANMCaHHOM cepTudunkaTe 6yaet otobpaxaTbCs B

cTpoke [YcTaHoBneHHbIN cepTudukar (Installed Certificate)] (Puc. 4.8).

Tpeeomnise Bx0qed

Nlaresron amuxenns
O0napywenue cOOE caTw

AnTwcalorms

B€\VARD el CucTemmne Buageo WaoBpaxexne
Cuctmisase H ' l F S
Bo30macHOCTH " Coapatns copmwdisnat (ROANMCANKLR NONKI0OBITANON )
Nomuscaarens, ! !
yc " Cepud
L COMATH IHIPOC CIBTHDNITS
Sunep o0 I ZATPYINTI NOFTRCEHHE CApTUWKAT
IEEE 302.4X O6iop. JarpynTe
Cetn v Coagamnsii 3anpoc
Coctommime coptndmsrara
0ONs f
& | 3ampoc ceprtduncama we cozsme I
owTa
AL
YETIH0REGH A COpTUDMaT
NTTP

Cocrodmme cepTndurkata

{C=RU, ST=test, L=test. O=test, OU=test, CN=test

Cuoacres || Yoamrs

Puc. 4.8
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co3faHusa cepTudukaTta, NOAMUCAHHOIO YAOCTOBEPALWMM LeHTpoM. YTobbl co3agaTh 3anpoc Ha
cepTudmkaT NnpoaenanTe cneayowme 4ENCTBUS:
War 1: HaxmuTe Ha kHonKy [Co3aaTtb 3anpoc (Create Certificate Request)]. OTkpoeTcs

OKHO c03[aHus 3anpoca Ha cepTtudwmkat (Puc. 4.9).

optient... | S

(@ i 192368099 emgserees_comstrreuest b 2|

5 http//192.168.0.93 lang Liserves quest i - | Expi

J—

Co3parb 3anpoc ceprudmkara

CTpaHa
Obnacrs
Paiox

OCDraHnzauma:

Moapasaenenmne:

Wnn:

Qreana |

Puc. 4.9
LWar 2: B nosiBuBemcsi okHe (Puc. 4.9) 3anonHute Heobxoaumble NOss, NOCHE YEero HaAXMUTe
kHonky [OK].
War 3: nHpopmaumsa o cosgaHHOM 3anpoce Ha cepTudukat Byaet otobpaxaTbCa B CTPOKe

[YcTraHoBneHHbIN cepTudumkart (Installed Certificate)] (Puc. 4.10).

Ouinep no B
IEEE 021X
Cems v
oORS
Mosta
e
NTTP
ToeeoMHme SO
HAnresron annsccses
Ofmapgrywanne cO0a carn

Anrecaborax

@ ¢ 4

Y ™
Cozaate sanpoc ceprudmkara
JarpysnTs nOSNHCANHLWA CepTr gt
Ofzop... JarpymTe

Cosfanminit sanpoc
COCTORME CRRTRPWCGATS

Crte v HTTPS
Saseoacnocts . Coapams cepdmxar (noan w Do )
Nomusosarens 7@9{{1"{{

[C=RU. ST=test L=test, O=test, OU=test, CN=test

CoodcTaa YA
Ycramonnemnust cepTdukar
COoCTORMME CERTADMILITS

I Cepmngenorma ne ycrmeonnen

Puc. 4.10
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LLar 4: cozgaHHbIv 3anpoc Ha cepTudmukaT HeobXoAMMO OTOCNaTh B YAOCTOBEPSOLWNIA LEHTP

AN nony4veHusa ceptudmkara, NOANMCAHHOIO yAOCTOBEPSIOLWNM LIEHTPOM. [na 3TOro HaxXMuTe Ha
kHonky [CBowncTBa (Properties)] nog cTtpokon [YcTaHOBneHHbIn ceptudumkar (Installed
Certificate)].

War 5: B nosABMBLIEMCSI OKHE HeoOXoQMMO BbIAENUTb WHAOPMaUMIO O 3anpoce Ha

cepTudumKkaT 1 cKonMpoBaTb ee hann Ans nepeaayn B yaoCcToBepsaowmm LeHTp (Puc. 4.11).

Copy the PEM formatted request above and send it to a CA for signing. When the signed
certificate is returned, install it by upload signed certificate by the system HTTPS web page.

Puc. 4.11
UTtobbl ycTaHOBUTHL cepTudmkaT, NOANUCaHHbIA YOOCTOBEPSOWMUM LEHTPOM, npogenante
crnepylowme warmu:
LWar 1: ykaxute kaTanor pacnofioxeHust ceptudmkarta, NoanMcaHHOro yaoCTOBEPSAOLNM
LEeHTPOM, Npu nomMoLum kHonku [0630p], nocne Yero HaxmuTe Ha kHonky [3arpy3uTb (Upload)].
War 2: nHdopmauus o6 yctaHOBNEHHOM cepTudmkate OyneT oTtobpaxaTbCa B CTPOKe
[YcTraHoBneHHbIN cepTudukar (Installed Certificate)] (Puc. 4.11).

NMPUMEYAHUE!
[Hoctyn k Be6-nHTepdeiicy kamepsbl Yepes npotokon HTTPS ocyllecTBnseTcs Npy NoMoLLy 3anpoca Buaa
https://[<IP>:<PORT>/, rge <IP> — IP-agpec kamepbl, <PORT> — HTTPS-nopT kamepsl. B crnyyae ecnu

HTTPS-nopT kamepbl paBeH 443, nonydntb AOCTyn Beb-uHTepdency kamepbl no npotokony HTTPS
MOXHO C MoMoLLbto 3anpoca Buaa https://<IP>/.
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NMPUMEYAHUE!

HTTPS-nopt kamepbl ycTaHaBnuMBaeTcs Ha cTpaHuue MeHio CUCTEMHBIE - Cemb — OcHogHoOU
(SYSTEM — Network — Basic).

4.2.3. MeHo «®unbTp no IP» (IP filter)

[aHHbIN NYHKT MEeHI0 MO3BONSAEeT HacTpouTb Auanas3oH |IP-agpecoB, C KOTOPbIX BO3MOXHO
nony41Tb JOCTYN K kKamepe (Puc. 4.12).

BeWARD CucTemubie Buaeo Waobpaxenune Boixod

[ m— Hactponku dunsTpauymm no IP-agpecam
BaI0NICHD T - Henonuosats DursTRaWmO no [P
. 3anpeTwTy V| cneayoume 1P |
—-— anpeca L
Intps

I e

IEEE 802.1%

Corn v

DORS YzankTu
Nowra
FIP
e 0.0.0.0 Oo53suTe
Colwres v
Yogannewue spase e o
Facnmcanee Janecn
CAnCon Pacucansn
Pacnonussnmse Sannon
Puc. 4.12

Ucnonb3oBatb ¢unbTpaumto no IP (Enable IP filter): yctaHoBuTE ranodky HanpoTus
JaHHOW CTpokW, ecnu Bbl nnaHvpyeTe ucnonb3oBaTb (QYHKUMIO unbTpauum no IP-agpecam.
HocTynHo aBa pexuma pabotbl IP-cunbTpa:

Paspewntb (Allow): paspelsaet JOCTyn K YCTPOWCTBY Tosfbko IP-agpecam M3 cnvcka
[Cnucok IP-appecoB (Filtered IP Addresses)].

3anpetutb (Deny): 3anpeLuaeT 4OCTYN K YCTPONCTBY Tornbko IP-agpecam ua cnucka [Cnucok
IP-appecoB (Filtered IP Addresses)].

Cnucok IP-agpecos (Filtered IP Addresses): cnncok IP-agpecos.

KHonka [MpumMeHunTb (Apply)]: HOXMUTE ONs cOXpaHeHUs HacTpoek YHKUUU chunbTpaumm

no IP-agpecam.
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KHonka [YaanuTtb (Delete)]: Haxxmnte, 4ToObl yoanutb Tekywmi IP-agpec 13 cnucka [Cnncok

IP-appecoB (Filtered IP Addresses)].
KHonka [[do6aButb (Add)]: Haxmute, 4TOobbl O0GaBUTL BBEOEHHbIN IP-agpec B cnmncok

[Cnucok IP-agpecoB (Filtered IP Addresses)].

4.2.4. MeHwo «IEEE 802.1X»

[aHHbIN NYHKT MEHI0 NO3BOSIIET HACTPOUTbL NapameTpbl aBTopusauumn ansa craHgapta IEEE
802.x (Puc. 4.13).

CucTemHie Buaeo WioGpanerne Boixod
f— IEEE 802.1X/EAP-TLS
HesonacHocTe N CA ceprwdnxar
i 06z0p... Jarpyanie
Jarpyants CA ceprvdvcar
tutps
Ceprndmsar xnnenta
svmre o coes.
Cemn v HacTiuii wmou
DOKS 0630p...
JArpYSHTE WBCTHLIR KON
Novrs
Hacrpodsw
e WpesTrdwaign |admin
LlLLg NMAPoNe Ha YaCTHMR KMoy s
CoGuraa ' Paspewnrs 1EEE 802.1X
Vopanneswe 1pawenedins v Coxpasime
Facnucanme sanEcH
r "
Puc. 4.13

Cranpapt IEEE 802.1x onpegensieT NpOTOKON KOHTPONSA JocTyna W ayTeHTudumkauum,
KOTOpbI OrpaHnMyYMBaeT npaBa HEaBTOPU3OBAHHbLIX YCTPOMWCTB, MOLKIOYEHHbLIX K KOMMYTaTOpY.
CepBep ayTeHTUdMKaLMM NPOBEPSET Kaxgoe YCTPOMCTBO nepen TeMm, Kak OHO CMOXeT
BOCMNOJSIb30BaTbCS CEpBMCaMK, KOTOpble NpeaocTaBnseT emy kommyTtaTop. B kayecTtBe npotokona

ayTeHTUdMKaumm ncnonedyetca EAP-TLS.

BHUMAHUE!
[nsa paboTtbl faHHOW hyHKUMM HeOOX0oaMMa NOAAEPKKA CO CTOPOHbI MapLLpyTU3aTopa U Hann4me B ceTu
cepBepa ayTeHTUguKauuu.
Paspewuntb |IEEE 802.1X (Enable IEEE 802.1X): ycTaHOBMTE ranoyky HanpoTuB OaHHOW
CTPOKM, ecnn TpebyeTcs ayTeHTUMKaums no ctaHgapTy Enable IEEE 802.1X ons npegoctaBneHus
npas JOCTyrna YCTPOMCTBY B JTOKarbHYIO CETb.

UpeHTucpmukauma (Identity): ngeHTumnkatop yCcTponcTea Ha cepBepe ayTeHTUUKaLMK.
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Maponb Ha 4acTHbIM kntouv (Private key password): naponb, COOTBETCTBYHOLLNN

naeHTumkaTopy yCTpoMUCTBa Ha cepBepe ayTeHTUmkaumm.

CA Ceptucdukar (CA certificate): sarpyante KOpHEBOW CepTUdUKAT yOOCTOBEPSHOLLErO
LeHTpa.

Ceptudmkatr knueHta (Client certificate): 3arpysaute cepTudmkatr OTKPbITOro Krikoya
nonb3oBaTens, CO34aHHOro yaoCTOBEPSIOLWMM LIEHTPOM.

YactHbin kntoy (Private key): 3arpysuTte cepTudukaT 3aKpbITOro Krwoya nonb3oBaTtens,
CO3[aHHOro yAOCTOBEPSIOLLMM LIEHTPOM.

[na coxpaHeHus HacTpoek HaxmuTe KHonky [CoxpaHuTb (Save)].

4.3. MeHwo «CeTb» (Network)

B OaHHOM NyHKTE MEeH OCYLLeCTBIISIETCA YCTaHOBKA CETEBbIX NMapaMeTpoB Kamepbl, TaknMX

kak: [OcHoBHoOM (Basic)], [QoS], [SNMP], [UPnP]. Nx HacTpowka OygeT pacCMOTPEHA HUXE.

4.3.1. MeHto «OcHoBHOM» (Basic)

B pQaHHOM nyHKTE MEHI0 MpPOM3BOOAUTCSH HAaCTpPOMKa OCHOBHbIX CeTeBbIX MNapamMeTpoB
ycTtpoucTtea (Puc. 4.14).

Cucremunie Buaeo WMaobpanesve Baxod
CucTamimie I"IapaMeTpu NPpOBOAHOIO NOAKNKYEHWUA
 — v OCHoEIbIe HACTPOMIH
Covo & Nonyuars IP-agpec asromarmasoo (DHCP)
P.agpec 192,168.0.344
Qo o e
Macka nogceTw 255,255.255.0
13
S OCHOBROR wan3 192,168.0.254
e Npeanountaemui DNS-cepeep | 152,168.0.254
oRms Arsrepratiessin DNS-cepeso  |162,168.0.254
Nowrs WcnonusooaTs PPPOE
e s
HITP Napose
Cobaren v COXpasinTe
YESARNINNE IS0 ES e W v i ST
HTTP-nopr 80
Prcincaens sannin
RYSP-nopt 554
Comcos pachnc s
NTTP-n0p1 s MIPEG 8008
Pecnonomenne Gannoa -
HTTFS -mopr 443
M Qop et sunn v
COXpasinTs
dy oo pobt bt o 1PV KOMMIY pauws
Nporpavanss pepcen Honorsa08aTe IPVE IP anpec
Ofmoanewse NO COXpasinTy
Kenwrypauna
Puc. 4.14
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MeHio yCnoBHO MOXHO pasgenutb Ha Tpu 4vactu: [OcHoBHble HacTpouku (General)],

[AononHuTenbHble HacTpoukm (Advanced)], [IPv6 koHdwurypupoBaHue (IPv6 address
Configuration)].

OcHOBHble HAaCTPOWKM BKOYAKOT B cebsa cneaytowme cetesble napameTpsl (Puc. 4.15):

CucremHnie Buneo Waobpaxenve Baixod
Cucrammmie napametpu NPOBOAHOIO NOAKNIOYEHUA
P — - OCHOEIBIC HACTROR I
“ G Nonyuars IP-agpec asromarmasoo (DHCP) R
Corn -
— & NON0NL083Te CHEAYKUMR [P-3Epec
P-agpec 192,168.0.244
Qo —s
Macxa nogceTw 255,255.255.0
o OCHOBROR Wanid 192,168.0.254
UPap

Npeanountaemsi DNS-cepeep  |152,168.0.254
Arzreprariensii DNS-cepesp |192,168.0.254
Nowrs icnonwsooats PPPoE \d
e VInx

HITP Napos=

Colnaren v \ CoXpasinTy -4

HacTp
HTTP-nopT 80

YEPABNINNE RS W v

Prchincsens satmin

) RTSP-nopt 554
Cnmcos pacnnc s

NTTP-n0pT s MIPEG 8008
Pecnonomenne Pannoa
HTTFS -nopr 443
Mngeopstsuni y
CoxpasinTs

NapaseTpi N0 ywOsrsanmo 1PVE K DUrypauna

Nporpavmmas oepcen Heonorsa08aTs IPvE IP anpec
Ofmoanemse NO COXpasnTe
Kondmrypauna

Puc. 4.15

Monyuntb IP-agpec aBtomatunyeckn (DHCP) (Get IP address automatically):
yCTaHaBMMBaET aBTOMaTUYECKOE MOSTyYEHME OCHOBHbIX CeTeBbIX napameTpoB oT DHCP-cepBepa.

[nsa pabotbl aTon hyHKLMKM Heobxoaumo Hanunyme B cetn DHCP-cepsepa.

NMPUMEYAHUE!
Ins noucka YyCTpoWcTBa, CeTeBble MnapaMeTpbl KOTOporo ObinvM HasHayeHsl DHCP-cepBepom,

Bocrnonb3ynTeck nyHktammn 2.1.1, 2.1.2 pgaHHoro PykoBoacTBa.

Ucnonb3oBaTtb cneaywowmn IP-agpec (Use fixed IP address): py4yHasa HacTpownka
OCHOBHbIX CETEBbIX NapamMeTpoB:

IP-apgpec (IP address): IP-agpec kamepbl.

Macka noacetu (Subnet mask): macka nogcetu.

OcHoBHoW w3 (Default gateway): agpec ceTeBoro Lwno3a.
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Mpeanountaembin DNS-cepBep (Primary DNS): IP-agpec ocHoBHoro DNS-cepBepa.

AnbtepHaTtuBHbin DNS-cepBep (Secondary DNS): IP-agpec anbTepHaTuBHoro DNS-
cepBepa.

Ucnonb3oBaTb PPPOE (Use PPPOE): HacTpolika coeguHeHus no npotokony PPPoE. MoxeT
NPUMEHATLCA ONa nonydeHna goctyna |IP-kamepbl K ceTn WHTepHeT npu npegocTaBneHun
nposangepomMm WHTepHeT—ycnyr c¢ Bblgaden avHamudeckoro |IP-agpeca n ayteHTudukaumen no
MMEHK Nonb3oBaTens 1 naponto no npotokony PPPoE.

Uma (User name): nma nonb3oBatens anga cosgaHus PPPoE-coegmHeHus.

Maponb (Password): naponbe none3oBatens Ans cosgaHna PPPoE-coeanHeHus.

[na coxpaHeHUss W3MEHEHWA OCHOBHbLIX CeTeBbiX MNapaMeTpOB HaXMUTE Ha KHOIKY

[CoxpaHuTb (Save)] (Puc. 4.16).

OCHOBHbIE HACTPOHKK
2 NanyunTs IP-aapec asToMaTudeck (DHCP)

@ Wcnone30BaTh cnenyrowmiin IP-agpec

IP-agpec 192.168.0.99
Macka nogcetum 255.255.255.0
OCHOBHOW LWNHI3 192.168.0.1

MNpegnouynTaemelil DNS-cepeep  192.168.0.1
AnbTepHaTWBHEIA DNS-cepeep

) MenonbzoBaTe PPPOE
Mnmsa

Mapons

COXPaHTL

Puc. 4.16

BHUMAHUE!

Byane BHMUMaTESIbHbI NMPU YCTAaHOBKE CEeTEeBbIX MapamMeTpoB. rlpl/l HEBEPHO YCTAHOBJIEHHbIX CeTeBblX

HacTpoVKax Kamepa MOXeT CTaTb HedoCTYyrMHa.

,D,OI'IOJ'IHI/ITGJ'IbeIe HaCTpOVIKM BKMOYaT B cebs cnegywuime ceteBble MNMapamMeTpbl (PI/IC.
4.17).
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CucTemHbie Bupeo Waobpaxenne Baixod
Cucrasimie napaMeTpu NPOBOAHOINO NOAKNIYEHUA
[ — - OcnomIbIe HACTPORI
P & Nonyuars IP-agpec asromarmasoo (DHCP)
N e
1P-agpec |192.168.0.244
Qos e
Macka nogcem 255,255.255.0
o, OCH0BKOR W3 192,168.0.254
Npeanountaerun DNS-cepeep 71'3;‘19'274'0 254
o Arsrepratieswii DNS-cepeso  152,168.0.254
Noves ¥icnonwsooats PPPoE
i Vv
HITP Napo=
Coliarwn v COXpasinTy
YRPARNINNE XOA MRS W v in HacTp
HTTP-nopT 80
Prcnncasne sanncn
RYSP-nopt 554
Crmcon pacnn