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BeWARD Inasa 1. Mepwi npedocmopooxcnocmu

MnaBa 1. Mepbl NpegoCcTOPOXXHOCTU

MNMepen ncnonb3oBaHMeM HEOGXOAUMO NOMHUTL HUXecneAayloLlee.

[aHHbIN NpoayKT yaoBneTeopsieT Bcem TpeboBaHnsam 6e3onacHoctn. OgHako, kak n nobown
anekTponpubop, B criydyae HenpaBWibHOTO MCMOSIb30BAHUSA OH MOXET CTaTb MPUYMHOWN noXapa,
4YTO, B CBOK OYepedb, MOXET MOBMeyb 3a Cobon cepbe3Hble nocneacTeus. Bo usbexaHue

HecYacTHbIX cry4yaeB 06513aTeNIbHO U3y4unTe UHCTPYKLUio!

BHUMAHUE!
VMcnonb3yiiTe TOMbKO COBMECTUMbIE YCTPOWCTBA. OJKchfyatauusi YCTPOWCTB, He 0O06peHHbIX

npousBoauTenem, HegonycTumMa.

Cob6nioganTe MHCTPYKUMIO NO 3kcnnyaTaumu!
N3berante AnNUTENbHOrO WCMNOMbL30BAHMA WKW XpPaHEHMs1 Kamepbl B HeOGnaronpusiTHbIX
YCIOBUSIX:

e [lpy CrMWIKOM BbICOKMX UMM HU3KMX TeMnepaTtypax (paboyvas TemnepaTypa yCTponcTea
ot -40 go +40 °C).

e VI3beravite nonagaHus NpsiMbIX COMHEYHbIX fly4ell B TeYeHne ANUTENBHOrO BPEMEHW, a
TaKkKe HaxoXaeHust NobyIM30CTN OTONUTENBHLIX 1 060rpeBaTenbHbIX NPUOOPOB.

e |136erante 6nn30CTN C BOAOW UM NCTOYHUKAMU BRAXXHOCTH.

e U3bGerante 6nM3ocTn C ycTponcTBamu, obnagatowmmm GOnbLUIMM 3MEKTPOMarHUTHbIM
adhdpekTom.

e HeponycTtnma yctaHoBKa Kamepbl B MECTax C CUNbHOW BUOpaunen.

BHUMAHUE!
B cnyyae HencnpaBHOCTM Kamepbl CBSXKUTECH C cepBUCHBbIM LieHTpom OO0 «HIIM «beBapay.

B cny4yae HeKOppeKTHOM paboTbl Kamepbl:
o [lpn obHapyxeHun abiMa Unu HeobbIMHOrO 3anaxa.
o [lpy nonagaHun BOAbl N SpYrnx MHOPOOHbIX OO BLEKTOB BHYTPb.

e [pu nageHnn kamepsbl UK NOBPEXAEHUM Kopryca:

BbinonHuTe cneayrowme aencTBus:
1. OTKNuYMTE KaMepy OT UCTOYHMKA NUTAHNSA U OTCOEQUHUTE BCE OCTarbHble NPOBOAaA.
2. Ceskutecb ¢ cepBUCHbIM LeHTpom OOO «HIIM «beeapa». KoHTakTHble AaHHble Bbl

MoXeTe HauTu Ha canTe http://www.beward.ru/.
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BeWARD Inasa 1. Mepwi npedocmopooxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE Kamepbl MOMOXWUTE ee B yNakoBKY MPOU3BOAMTEns unu nobon

ApYrovi MaTepuan COOTBETCTBYHOLLErO Ka4ecTBa U YA4apOonpOYHOCTH.

BeHTnauua
Bo usbexaHvne neperpesa, HM B KOEM Crnyyae He BroKMpynTe LMPKYNISLMIO BO34yXa BOKPYr

Kamepbl.

Yuctka

Mcnonb3ynte MSAMKYH0 Cyxylo TKaHb [Ans NpOTUpPaHUs BHELLUHMX MNoBepxHocTen. [Ons
TPYAHOBLIBOAMMbBIX MATEH WCMNONb3ynWTe HebonblLloe KOMMYEeCTBO YMCTALLEro cpeacrtsa, nocne
Yero Hacyxo BbITPUTE MOBEPXHOCTb.

He ucnonb3ynte netyuvMe pacTBOpUTENM, TakMe Kak CnupTocodepxaliMe cpeactsa unu

O€eH3MH, TaK Kak OHU MOTyT nNoBpeanTb KOpnyc KaMepbl.
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BG\UARD Inasa 2. Obwue ceeoenus

MnaBa 2. O6wue cBegeHUs

CmeHHble Buageokamepbl BFM2530-LP 1 BFM2530-LPE gns komnnektos BEWARD BIN-
LPF, BIN-LPH v BIN-LPS npegHasHadeHbl gns uHTerpaumm B wnarbaymbl Barrier-PRO v Barrier-
PRO-RPD. CwmeHHble Buaeokamepbl OCHaLleHbl COBPEMEHHBIM arropuTMOM LEeTEeKTUPOBaHUSA
(ans BFM2530-LPE) vnn pacnosHaBanus (gnss BFM2350-LP) HomepoB, KOTOpbI 3aQencTByeT
pecypcbl HEMPOCETEBOIO YCKOPUTENS BUAEOKaMepbl. Takme TeXHOMNOrMn, kak pexxmm «[eHb/Houby,
paclUMpeHHbIn anHamudecknn gmanasoH (2xWDR), cuctema wymonogaenenus (2D/3DNR), a
Takke anekTpomexaHndecknn MK-ounbTp, BbIFOOHO OTAMYAOT LaHHble MOAEeNv, NOo3BONAS UM
COOTBETCTBOBATb BbLICOKMM TpeboBaHuAM, MpeabsaBrsemMblM K COBPEMEHHbIM cuUcTeMam

BUOeoHabnogeHus.

Puc. 2.1
Kamepbl cnocobHbl NepeaaBaTb BUOEONOTOK B dhopmMaTax cxatus H.264/H.265 n MJPEG.

Kamepbl nogkrntoyaeTcs K ceTu npu nomoLum nposogHoro nHtepdgenca 10/100BASE-TX Ethernet.
Kamepbl MoryT 6bITb HacTpoeHbl Yepe3 Beb mHtepdenc, nubo yepes P2P cepBuC mMOBUMMABHOIO
npunoxexnma DoorHan. [lo6aBneHne kamep B akkayHT nonb3oBaTens B MOOUIbHOM NPUNOXEHUN
npomcxoauT C NOMOLLBKD YTeHuss kamepamu QR-koga, reHepupyemMoro B npunoxeHuu. Npn atom
OTCYTCTBYET HeobXoAMMOCTb HacTponkn IP agpecoB M 3HaHWSA ceTeBbIX TexHonorun. Cepsepa
DoorHan Haxogsitca B Poccun, Gnarogaps 4vemy obrnadHbin cepBuc paboTaeT cTabunbHO B

oTnnyne ot 3apy6e>|<Hb|x aHaroros.

2.1. OcobeHHoCcTH IP-BUpeokamep

e 2Mn 1/2.8” KMOTI-ceHcop SONY Starvis ¢ nporpeccnBHbIM CKaHNPOBaHUEM
e OpgHoBpeMeHHoe koanpoBaHue: H.265/H.264/MJPEG

e PeBontoumoHHbIM kogek H.265: 0o 50% npupocTta aEeKTUBHOCTM CXXaTUS
e PacwupeHHbIn guHammyecknn amanasoHd 2xWDR go 120 ob

e MouwHasa NMK-noagceeTtka oo 10 m

¢ Ynu4yHoe ncnonHeHue, ot -40 go +40°C, IP66
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BGWARD Inasa 2. Obwue ceedenus

o VK-ceeToguopnhl Il nokonenus, yron nogcseTtkm go 90°

o  DuUKCMPOBaAHHLIN O6BEKTMB 3.6 MM

e [lo 25 k/c npu niobom paspeLueHnmn

e [lopaepxka 2xXWDR go 120 gb, 2D/3DNR, 3anuck Ha microSDHC
e [lutaHune no Passive PoE

e bBbICTpbIN MOHTaX, 3aMeHa 6e3 NHCTpyMeHTa

2.2. OCHOBHbIe XapaKTepPUCTUKU

e [lonyctumoe OTKMOHEeHne OT ocu 06BbEKTMBA ANg pacno3HaBaHusa — Ao 50 rpagycos

o [lopgaepxka cTaHOapTHBIX NPAMOYronbHbIX U “KBagpaTHbIX” aBToHOMepoB (Tun 1 n 1A)
e [logpepxka aBTOHOMEPOB Takcu n cneucnyxo6: Tun 16, rpynna 2, 3 n 5.

e YnpasneHue yepes Beb nHtepdenc nnn mobunsHoe npunoxexHme no P2P

2.3. KomnnekT noctaBKu
o |P kamepa (ana BFM2530-LP - ¢ yctaHoBneHHon kapTor namat microSDHC 4 I'b)

e YnakoBo4yHas Tapa

BHUMAHUE!
BEWARD ocTtaBnseTr 3a cobovi npaBO Ha W3MEHEHME KOMMMeKTaumm obopyaoBaHuss M ero nobbix

XapaKTepUucTunk oe3 npeaBapuTesibHOro ysejoMJ1eHnA.

2.4. YCTaHOBKM MO YMOSYaHMUIO
e DHCP: BkntoyeHo

o |P-agpec: 192.168.0.99

e Macka noaceTu: 255.255.255.0
o CeteBon wno3: 192.168.0.1
e Vima nonb3osarens: admin

e [laponb: admin

e HTTP-nopt: 80

e RTSP-nopt: 554

e [lopT AaHHbIX: 5000

e ONVIF-nopt: 80

PykoBoacTBo no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE m
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Be\rUARD [ nasa 3. Pazmepul u 0CHOBHbIE d/1eMeHnbl YCMPOUCmea

FnaBa 3. Paamepbl U OCHOBHbLIE 351IeMEeHTbI YCTPOMCTBa

OcHoBHble anemeHTbl IP-kamep BEWARD BFM2530-LP(E) paccmoTpeHbl Huxe (Puc 3.1):

234

Puc. 3.1

Kopnyc kamepbli (1)

UK-noacseTka (2): B TeMHOEe Bpemsi CYTOK, NPW HEAOCTaTOYHOW OCBELLEHHOCTU Kamepa
nepexoant B pexuMm «Houb» u BkMoyaetca MK- nogceeTka, KoTopas MO3BOMSET BECTU
BuoeoHabnwogeHne paxe B nonHom TemHote. WMK-nogceBeTka aBNSeTcsa anbTepHaTUBOWM
CTaHOapTHOMY OCBELLEHMIO, HO MPX 3TOM OHa Maro 3amMeTHa OKpPY>KatoLLMM.

CBeTogmoaHbin uHaukaTop (3) npegHasHadeH Ans OTOOpaXeHus OAHOro M3 TPEX
pexMmoB paboTbl BugeokamMmepsl Npu pabote ¢ obnadvHbim cepeucom DoorHan:

1. Mwuraet 3eneHbIn: pexum YTeHus QR kopa
2. lopwuTt 3eneHbIn: QR Ko npounTaH, B oxkmaaHun noakntodeHuns Wi-Fi u/vnn VPN
3. BbIKIIOYeH: pexnm pacnosdHaBaHnsa Homepos, VPN noakntoyeH

O61beKkTuB (4) NpeaHasHa4vyeH Ans NPOeLMpOBaHnNs ONTUYECKOTO N300paXKeHNsa Ha MaTpuly
BMAEOKaMeEPbI.

[aTtuyumk cBeTa (5): poToaNnemeHT, NnpegHa3HayYeHHbIN 419 aBTOMaTU4eCcKoro nepexoaa
Kamepbl U3 pexnma «[leHby B pexxum «Houb» 1 obpaTHO.
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Be\UARD [nasa 4. Ycmanoexa u nooknouenue IP-kamepoi

naBa 4. YctaHoBKa n nogkniroyeHue IP-kamepbl

4.1. PekomeHaauum no yctaHoBKe
B gaHHOM pasgene npuBedeH CNUCOK pekoMeHdauwnin, KoTopble HeOBXoOUMO Yy4YUTbiBaTb
npu moHTaxe |P-kamep BFM2530-LP(E).
IP-engeokamepbl  BFM2530-LP(E) yctaHaBnuBatwoTcss BHYTpb  BcTaBku  BIN-LPX,
ycTaHoBneHHon B wnarbayme DoorHan Barrier-PRO wnu Barrier-PRO-RPD ¢ nomoulbio
ObICTPO3aXXNMMHOrO WaccK (CM. NyHKT 4.2)
OnucaHue rpaHNYHbIX yCNoBUWU npumeHeHus IP-kamepbl:
e OTKNOHEeHVE ocn obbeKkTUBa BMAeOKaMepbl OT HanpaBneHus ABUKEHUS TPaHCNOPTHOro
cpeacTBa He OOIMKHO npeBbiwatbh 50 rpagycoB No ropu3oHTanbHOW OCU (CM. PUCYHOK
4.1).

e PaccrosiHne ot kamepbl 40 0bnacTu pacno3HaBaHWs aBTOHOMEPOB AOMMKHO ObiTb Kak
MOXHO MeHbLUE, N HE JOIMKHO NpeBbIWaTh 5 METPOB (CM. PUCYHOK 4.1).

b
\'\.

=

O6wLuii cnyyaii

MakcumanbHoe paccTosHue
OT Kamepbl A0 HOMepa 5 M,
yron He 6onee 50 rpaaycos

Puc. 4.1

PykoBoacTtBo no moHtaxy IP-kamep BFM2530-LP n BFM2530-LPE m
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Be\UARD [nasa 4. Ycmanoexa u nooknouenue IP-kamepoi

e B yacTHOM cnyyae, npu Buae NoBopoTe MalUMHbI CpaBa K wnarbaymy, AnvMHa npsiMoro

yyactka goporn fomkHa 6biTb He MeHee 6 meTpoB. lNpyu NoBOpOTE MalUMHbLI CrieBa
nonoca ABWKEHUSI M NOBOPOT MOFYT HAaXOAMTLCS Ha NGO paccTosiHUM OT wwnarbayma

(cm. pucyHok 4.2).

YacTHbIN cnyvau:
nonocel ABMXEHUA napannenbHbl
M NepneHAnKynapHbl wnaréaymy

Ana MawmnHbl cnpasa:
nocne NoBopoTa Heo6xogum
NpAMO# y4acToK AOporu

He MeHee b M
[lna malwuHbl cneea:

nonoca ABMXeHWs U NOBOPOT
MOFYT HaXOAMTLCA Ha NGOM '
paccTosHuM OT Wnaréayma

Puc. 4.2
e MakcumansHas WypuHa npoesaa He JoShKHa NpeBblwaTh 6 MEeTPOoB.
e |P-kamepol BEWARD BFM2530-LP(E) npegHasHayeHbl Ana  oCyLleCTBNEeHUs

BMAeoHabnoaeHns ¢ npeaensHon Temnepartypon akcnnyatauum ot -40 go +40 °C.

4.2. MoHTax IP kamep

IP-Bngeokamepbl BFM2530-LP(E) yctanasnusatoTca BHYTpb BCTaBku BIN-LPX,
npeaHasHavYeHHon Ansa yctaHoBku B wnarbaymax DoorHan Barrier-PRO unu Barrier-PRO-RPD, ¢
NMOMOLLIbIO BbICTPO3aXMMHOIO LWaccw. [Ina yCTaHOBKW BbINOMHUTE crneayowme AeACTBUSA:

LWar 1: yctaHoBuTe BCcTaBky BIN-LPx B wnarbaym (cm. pykoBoacTBO. N0 MoHTaxy BIN-LPXx)

LWar 2: otkniounte nutaHue wnarbayma 220B.

LWar 3: cHumuTe BEpXHIOH KpbIwKy warbayma Barrier-PRO unu Barrier-PRO-RPD ¢
ycTaHoBneHHoun BctaBkon BIN-LPx. [ns 3Toro He06XxoaAnmo ¢ NOMOLLbIO CNeLmManbHOro Knoya m3
KOMMeKTa NocTaBku warbayma OTKpbITb €ro GOKOBYHO KPbILLKY, OTBEPHYTb 3 BUHTA KpenneHus
KPbILLKKN LIECTUrpaHHbIM KITHOHOM Ha 3 1, NOTSHYB KPbILWKY Ha cebs, 0TcoeanHUTbL NpoBog

CUrHaNbLHOM Namnsbl BBEpPXY KPbILLWKN U CHATb CaMy KPbILLKY.

PykoBoacTtBo no moHtaxy IP-kamep BFM2530-LP n BFM2530-LPE n
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Be\UARD [nasa 4. Ycmanoexa u nooknouenue IP-kamepoi

LWar 4: yctaHoBuTe Buaeokamepy BHYTpb BcTaBku BIN-LPX ¢ nomMoLLbio BbICTPO3aXXMMHOMO

waccn. [Npu gemoHTaxe CyLecTBYIOLWEN Kamepbl OTKponTe KpbiwkKy poytepa STWD-210P,
oTknoumTe kabenb RJ-45 oT kamephbl, ocrnabbTe NacTUKOBLIE Hanpasnsowme ObICTPO3aXKMMHOIO
Laccu 1, pasaBuUHYB UX PYKOW B CTOPOHbBI, NOTSHUTE BUAEOKaMmepy BHYTPb BCTaBKM.

War 5: nogkntounte kabenb RJ-45 ot Bugeokamepbl B nopt CAM1 unu CAM2 poyTepa.

War 6: 3adumkcmpyinte cTskkamm kabenb OT kamepbl Tak, YTOObl OH He conpuKkacancs c
NOABWKHbIMU YacTsIMM MexaHu3Ma wnarbayma.

LWar 7: 3akponTe KpbILIKY poyTepa.

LWar 8: BkntounTe nutaHune wnarbayma nutaHuns 220B.

4.3. 3ameHa KapTbl NamMATU

BHUMAHUE!

MNepen ycTaHOBKOM M M3BMEYEHMEM KapTbl NaMATU HEOBXOAMMO OTKIOYUTL MUTaHWe BuOEeoKamepbl u
AeMoHTMpoBaTb eé. 3ameHa KapTbl NamAT [OSHKHA OCYLLECTBMAATLCA B CYXOM W TEMNSIOM MOMELLEHNN.
[opsvasa 3ameHa KapTbl NaMATU HE NoAAepXKNBaeTCA BUAEOKaMeEPOU 1 MOXET NPUBECTU K MOBPEXOAEHNIO

0bopyaoBaHUA 1 noTepe AaHHbIX.

,D,J'IFI yCTaHOBKI/I/I/I3BJ'Ie‘-IeHI/1$I KapTbl NaMATU BbINOJTHUTE creayrLline DEenCcTBuS:
War 1: OTKpyTUTE 4 BMHTA U CHMMWUTE 3aQHIOK YacTb pa3beMHOro Kopnyca KamMmepbl (CM.

pUCYHOK 4.3)

Puc. 4.3

PykoBoacTBO no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE
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Be\vARD [nasa 4. Ycmanoexa u nooknouenue IP-kamepoi

LWar 2: CnoT kapTbl NAMSTU HaxoaUTCA Ha LWwrende psSaoM ¢ repMeTUdHbIM OTBEPCTUEM

ans eeBoda kabens (cMm. pucyHok 4.4). [1na n3BnedeHnsa KkapTbl NaMATU HAXXMUTE Ha eé Topey Ao
LLeNYKa, M MPYXMHHBIN MEeXaHW3M BbITOMKHET KapTy M3 cnota. [na ycTaHOBKM KapTbl NamaTu

BCTaBbTe €€ B CrNoT A0 LLenyka.

Puc. 4.4

War 3: yctaHoBUTEe 3a4HIO 4YacTb pasbeMHOro Koprnyca Kamepbl Ha MecTo U 3akpyTute 4

BUHTA.

4.4. CueHapum ncnonb3oBaHNUA Bugeokamepbl
Kamepbl pacnosHaBaHna HomepoB BFM2530-LP(E) BoO3MOXHO ucnonb3oBatb C OOHUM U3
HECKOINbKNX BUAOB NPOrpamMmMHOro 00ecneYveHus:

1) Pabota c kamepamu Yepes3 npunoxenve DoorHan. [locTynHO GbICTpOe NoAaKmYeHne K

obnayHomy cepsucy DoorHan no cetam 4G, Wi-Fi 2.4 Ty vnu Ethernet. Kamepbl no
yMON4aHuio Haxogatcsa B pexume vteHns QR kopos. [lobaBneHve kamep B akkayHT
nonb3oBartens B MOOUNBLHOM MPUNOXEHUM NMPOUCXOANT C NMOMOLLLIO BbIBOpa HY>XHOMO
pexuma paboTtbl poytepa W uyTeHus kKamepamn QR-kopga, reHepupyemoro B
npunoxeHuu. MNMocne aToro kamepbl NEPEXOAAT B PEXUM pacrno3HaBaHUs Homepos. [pu
9TOM, AN nepBOHaYanbHOW HACTPOWKW, pedakTUpoBaHWs Genoro cnucka HOMepoB U
nony4yeHns uHOpMauum C Kamep, Ha Kamepax TpebyeTcs HanuuMe WHTepHeTa.
MogpobHble Wwarn HacTponkn onucaHbl B AokymeHTe «llnarbaym ¢ pacnosHaBaHvem
HOMEPOBY, NpuaraeMoMy K MOAySsiM pacno3HaBaHUsi HOMEPOB.

2) Pabota c kamepamu 4epe3d Beb wuHTepdenc (nokanbHoe nogkntodeHue). [lo

YMOSYaHUIO POyTep, K KOTOPOMY MOAOKMIOYEHbI Kamepbl, HaxoguTca B pexume 4G.
Heobxoanmo nepeknounTte ero B NPOBOAHON pexuM. [na 3Toro nocne BKHOYEHUS
NUT@HUA He noakni4vas ceTb HeOOBXOAMMO HaXaTb KHOMKY MEepPeKioYEeHUs PeXuMoB
paboTbl poyTepa ABa pa3a, Toraa XEnTbli CBETOANOOHbIV MHANKATOP, PaCNONOXEHHbIV

pagoom C KHOMKOW, HAYHET NOCTOSIHHO cBeTUTbCA. [Nocne aToro HeobxoanmMo nNoaoXaaTb

PykoBoacTtBo no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE
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He MmeHee 10 CeKyH[, BbIKITIOYNTb NUTaHWEe, NOAOKIMIOYNUTb JIOKalNbHYHO Ce€Tb B MOPT

EXT_LAN u Bkntountb nutaHue. Ecnn nogkntoveHa cetb ¢ DHCP cepeepom kamepsbl
nonyyat ceteBble HacTporku no DHCP. Ux IP agpeca moxHO OydeT obGHapyxutb C
nomoLlbto nporpammHoro obecneverust gnst Windows - BEWARD [P Searcher. Ecrnin B
cetn HeT DHCP cepBepa Heobxoanmo no ovyepenmn NogknyaTb Kamepbl, 3aXoguTb Ha
nx agpec no ymon4yaHuio 192.168.0.99 u ycraHaeBnuBaTtb Ha HUX YHUKalNbHblE
ctatudeckme [P apgpeca. lMopaepxmBaetca pabota B OGpaysepe Google Chrome.
MoapobHble MHCTPYKUUW MO HacTpolke kamep 4vepe3 BeOG MHTepdenc AOCTYMNHbl Ha
cante BEWARD: «PykoBoactso no akcrinyataumm BFM2530-LP» n «PykoBoacTteo no
skcnnyataumm BFM2530-LPE».

BHUMAHUE!
Mpwn akcnnyaTtaunn kamepbl Yepe3 Beb nHtepdenc TpebyeTtca oTknounTb 06nayHbii cepeuc DoorHan B

HaCcTpoWKax Kamepbl, MHa4ye pacrno3HaBaHne HOMepoB He ByaeT paboTarts.

3) Pabota ¢ kamepamu 4depe3 mobunbHoe npwunoxenne BEWARD Intercom.

MoakntoyeHne MHTepHeTa Mo MPOBOAHOM ceTu. Mo ymonyaHuio poyTep, K KOTOpOMY
NOAKMYEHbI Kamepbl, Haxoautca B pexume 4G. HeobxoomMmMo nepekniountb ero B
NpoBOAHON pexuM. [na 3Toro nocre BKIYEHUS MNUTaHUA He MOAKMYas ceTb
HeoOXoaNMMO HaxaTb KHOMKY NepekntoyeHust pexmmoB paboTbl poyTepa nBa pasa,
Torga XEnTblh CBETOANOAHBLIN UHOMKATOP, PACMOSIOXKEHHbIN PSAOM C KHOMKOW, HAYHET
NMOCTOSIHHO cBeTUTbCA. locne atoro Heobxoammo nogoxaaTtb He meHee 10 cekyHn,
BbIKIIOYMTb NUTAHWE, NOOKIOYUTL NokanbHyto cetb B nopT EXT_LAN n Bkno4nUTb
nutaHne. Ecnn nopgkniodeHa cetb ¢ DHCP cepsepoMm kamepbl nonyyaT ceTeBble
HacTpovikm no DHCP. Wx IP agpec MoxHO 6ygeT oOOGHapyxuTb C MOMOLbIO
nporpammHoro obecneveHus ans Windows - BEWARD IP Searcher. Ecnn B ceTn HeT
DHCP cepBepa HeobxogMmo no ovepean noaknodaTb Kamepsbl, 3aX04AnTb Ha UX agpec
no ymonyanutio 192.168.0.99 n ycraHaBnuBaTb Ha HWUX YHWKanbHble cTtatuyeckue IP
agpeca. NognepxuBaetca pabota B 6paysepe Google Chrome. 3atem Heobxogumo
noaknounTe TenedoH ¢ npunoxeHnem BEWARD Intercom no Wi-Fi B obuyto ceTb C
Kamepamu 1 O0o6aBuTb kamepbl B npunoxeHne no IP agpecy. lNocne gobGaeneHus
Kamep NponaET CMHXPOHU3aUMsa U aanee MOXHO OyaeT paboTtaTb C Kamepamu Kak no
NIoKanbHOW CeTn, Tak u Yyepes nHTepHeT. [oapobHble MHCTPYKLMKM MO HACTPONKe Kamep
yepes BeO MHTepdenc n HacTponke nporpammHoro obecneyveHns BEWARD Intercom
poctynHbel Ha cante BEWARD: «PykoBogctBo no akcnnyataumm BFM2530-LPy,

«PykoBogctBo no akcnnyataumm BFM2530-LPE», «PykoBoacteo no akcnnyatauum MO
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BEWARD Intercom nog OC Android» n «PykoBogcTteo no akcnnyataumm MO BEWARD

Intercom nop iOS».

BHUMAHUE!
[Ona obecneyeHnss BO3MOXHOCTM paboTbl kamepbl yepes3 npunoxeHne BEWARD Intercom TpebyeTtcs

BblOpaTb obnayHbin cepsuc = Cloud P2P B HacTpoikax kamepbl, MHa4ye pacrno3HaBaHWe HOMEPOB He

Oynet paboTaTb.

4.5. COpoc HacTpoek Buageokamepbl
[na cbpoca HacTpoek kamepbl B 3aBOACKME YCTAHOBKM HEOOXOAMMO B TE€YEHUE OECATU

CEKYH[ 3a)kaTb KHOIMKY, pacnofoXeHHyto Ha kabene |[P-kamepbl.

BHUMAHUE!
lMocne cbpoca HacTpoek kamepa nepergéT B pexum yTeHus QR-kogoB npunoxenusa DoorHan mn 6yget

yaaneHa U3 akkayHTa B MOOUbHOM NPUIOXeHNN.

PykoBoacTBO no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE
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MnaBa 5. HacTponka npoBogHOro coeguHeHUs

Mpn ucnonb3oBaHuM Buaeokamepbl Yepe3 Beb-uHTepdenc ana toro, 4tobbl |IP-kamepa
BFM2530-LP(E) pabotana B Bawlen nokasnibHOW CETM COBMECTHO C ApyrMMm obopyaoBaHMEM,
HeobXoaUMO BbINOMHUTL €€ NOAKMOYEHNE B COOTBETCTBMM C TEKYLUMMW HACTPOMKaMu OaHHOM

ceTu, Ans Yero, B CBOK oYepeab, He06X0aMMO OnpeaenvTb 3T HACTPOMKN.

NMPUMEYAHME!
OnuncaHne yCcTaHOBKM U HacTponku coeguHeHust ans Windows 7 BbimonHeHo Ha npumepe Windows 7
MakcumansHas. Beneaocteue atoro, Ha3BaHMS HEKOTOPBIX MYHKTOB MEHI0 U OYHKLMI MOryT OTNn4aThCH

oT Baweii Bepcun Windows, ogHako anropuTm NpuBeAEeHHbIX 4ENCTBUN ABMSETCA YHMBEPCANbHbIM.

5.1. OnpepgeneHne napamMeTpoB NPOBOAHOMN NOKaNIbHON CeTU

B cnyyae nogknioyeHnss no kabento Ethernet Heobxogumo onpepenuTb  Tekywme
HaCTPOWKN NPOBOAHOWN CETH.

Ona poctyna K TekywMMm HacTporMkam MPOBOAHOW JloKafibHOM CEeTUM  UCNOoSb3ynTe

KOMMNbIOTEP, MOAKMIOYEHHLIN K 9TON ceTn. Haxmute lMyck — lMaHenb ynpaeneHusi (Puc. 5.1).

e Internet Explorer
(

a Skype BEWARD

[o—
EEE Microsoft Office Excel 2007 Hlexyue

Vzobpaxerna

a—
I BnoknoT
- )

Mysbika
ﬁ DVR Server

Wrpei
w BRSContraller

Komnetotep
w BEWARD IP Visar

Manens ynpasnerna
W BEWARD Player

- YeTpoiicTea v nprHTEpDI
"‘,, CyoxcBil

Mporpammsr no ymonuanno

Q
)%“ CnyxBel KOMMNOHEHTOE
Cnpaexa n nogaepxxa

» Bce nporpammel

| Halimu npozparm

T B @

Puc. 5.1
B oTkpbiBWEMCS OManoroBoM OKHe BbibepuTe nyHKT [[lpocMoTp coctosiHusa cetn u

3apad] B pasgerne [CeTb u UHTepHeT] (Puc. 5.2).

PykoBoacTBO no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE
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r ™y
ESPIE=
@ v MaHens ynpaeneHua » - Mouck & naxenu ynpaeneHus pel

HaCTpOﬁKa napaMeTpoB KOMNbHOTEPA MpocmoTtp: Kateropua ~

Cwcrema n BesonacHocTs YueTHble 3anMcK NoAbL30BaTenel n
anEEpKE COCTOAHWA KOMMNbHITEDE CeMeﬁH...

APXNENPOBEHINE AaHHBIX KOMMNBIOTERE '@',ﬂ,cﬁasneHne W YAGMEHWNE YHETHBIX 3AMNCER
Meouck u ncnpasneque npobnem none3oeaTensi

I@I YeTaHoBka POAWTENBCKOrND KOHTPOMA 4NA BCEX

CeTou VutepueT nonss0EaTENe
&h @ccchp COCTORHWA CETH W 3a,a,a
“&2, Boibop napameTpos AOMALLHER rpynnkl u obLyero ) OdopmneHmne U NepcoHanmsaLmna

ACCTYNA K A3HHBIM L P Mzmenerne Tembl
WMzmenenne dona pabouere crona
HacTpoiika paspelleHna 3kpaHa

O6opynoBaHWe 1 3ByK
MpocMoTp yCTPORCTE M NPUHTEROE
[obaenenue ycTpoiictea Yacel, A3bIK M pervoH

CMEHE pacKNajki KNaBMaTyphbl MK 4pyritx
FlporpaMMH . cnocoBoe BEOga

YaaneHue nporpammel WMamererne Asbika nHTepdeiica

CI'IE.‘LI,HaﬂthIE.‘ BO3MOXHOCTH
Pekomengyemeie Windows napamerpel
OnTumuzauna nsoBpaskeHua Ha 3KpaHe

Puc. 5.2
B oTkpbiBLIEMCA AnanoroBom okHe Haxmute [[MogkniovyeHnMe no nokanbHom cetu] (Puc.
5.3).

@@v :‘: < Cete u Minteprer + LlenTp ynpaenesua cetAmMn 1 oBLIMM A0CTYTIOM - ||

Manens ynpaenexna -

AT EETL MpocMOTP OCHOBHLIX CBEAEHMIA O CETW M HACTPOWKA NOAKNHOUEHNA

ﬂb,h " . @ MpocmoTp nonHoi kKapTel
o - "
aaanTepa BEWARD Heckonsko ceteit Wrreprer

3MEHNTE 40NCAHWTENBHBIE (70T KoMMBIoTER)

Wzmenenne napamerpeos

napameTpel obLLEro gocTyna MpocMoTp akTUEHBIX CETER MeAknoueHNE MK OTKAHIUEHNE

Cems 4 Tun gocTyna: Wuteprer
OBLLECTEEHHAA CETE MogknrdeHus:

WzmeHenme ceTesbx napameTpoe

ﬁ- Hacrpoiika HoBGro NOAKNKOUEHNA WAKM CETH
=

Hacrpoiika BecnposocgHoro, WMpoKoNeaocHoro, Mogemucro, npamorc win VPMN-nogknrouerna
WK 2KE HACTPOIKE MAPLUPYTH3ATORE HAKM TOHKW 4OCTYNa,

3. ToAKNHOHATECA K CETH

MogkntoueHe MK NCETOPHOE NogKSs K BECNPOBCAHOMY, MPOBCAHOMY, MO
CETEBOMY C WK NDAKS k VPN,

BeiBop gomaluneid rpynnel u napametpos obugero goctyna

Cm. TaKcke ,ﬂ,OCI'j‘I'I K q)EﬁﬂEM W NPUHTEPAM, PECNONOXEHHBIM H3 ADYTHX CETEELIX KOMNBHTEPAX, MKW

] W3MEHEHWE MapameTpos obulero qocTyna.
Bpanamayap Windows P P LHEro AoCTY

Jomalunsa rpynna ¥CTpaHeHNE HENONACK

CeoiicTea oBozpesarenn JlMarHocTika u MCNpaeneHme ceTesx Npob cBEAEHMIA 06 McnpaBneHun,

Puc. 5.3
NMPUMEYAHUE!

I'Ip|/| HaNM4YnUM HECKONMBbKMX NOOKITHOYEHUN BbI6epI/ITe TO, K KOTOPOMY NniaHNpyeTcAa NOAKIMH4YNTb IP-Kamepy.

B oTkpbiBLIEMCS OKHE HaxmMuTe kHorKy [CBoncTBa] (Puc. 5.4).
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N
4 Cocroanwe - Mogknrodenne No AoKAABHOH CETH ﬁ
Ofwme
MoaknioHeHne
IPv4-noaknoueHme: WMHTepHET
IPVE-NOAKMOYEHIE! Bes nocTyna K MHTEepHETY
CocToAHme cpeabl: MNoaknoqeHo
AnuTensHoCTL: 04:47:33
CropocTe: 100.0 Méur/fc
AKTMBHOCTE
OTnpasneHo L\,! MpyHaTO
&
Baitt: 79 188 140 805 508 770
[ '&'Csoﬁcrsa ]['5'OTKJ'IIOHMT|:] [ﬂmarHochK.a ]

Puc. 5.4

B pguanoroBom OKHe CBOWCTB CETEBOrO MOAKIOYEHUS HEOOXoAMMO BbIGpaTb MyHKT
[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxxaTb kHonky [CBomncTBa] (Puc. 5.5).

U MogxatoueHue No AOKaNLHOR CeTH - CEOlicTES ﬂ

Cem | focnyn

MNopknioueHne uepes

l.-'lf Realtek RTL8139/810x Family Fast Ethemet ceTesoi an:

DTieysHHEIE KOMMOHEHTE! MCNONE3YHOTCA 3TAM NOAKNIOYEHWEM
4Bl aspersky Anti-Virus NDIS 6 Filter -

8 MnaHkposwik naketos QoS

gCnyxﬁa [DCTYNA K shaiinam v npuHTepam ceTei Micr

Wl -+ MpoTokon [epHeTE Bepcyp © P/1PyE}

Y Moorokon Vireprets sepeunt 4 (TCF/IFvé) [} 2
i lpaidsep B/8 TONONOra KaHansHoro YPoBHA | 3
i OTBETYWIK 0BH3PYKEHNA TONONOrM KaHANBHOro YPOE ™

[l 1 ] [k

YeTaHosuTs. . Yaamme CaoiicTea
Onucanwe

MpoTokon TCP/IP - cTaHaapTHEIR NPOTOKAN FNoBansH=N
ceTeil, 0BECNeuMBIIIWLMIA CERASE MEXTY PASIMYHEIMA
B3aMMOAEACTEYIOLLNMA CETAMM.

v

Puc. 5.5
OTKkpoeTcsi OKHO, B KOTOPOM oOTOGpakaeTca uHGOpMaumMs O HacTporkax CeTeBOro
noakntodeHus. BoamoxHbl ABa BapvaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Bauwlero
MK:
1. NMonyuutb IP-appec aBToMaTtnyecku: |IP-agpec HasHavaeTca aBTomaTndeckm DHCP-
cepBepom (Puc. 5.6). Ecnn IP-agpec Bawewmy [1K Bblgaetcs aBTomatuyecku, Toraa Aansd

ornpegeneHnsa napameTpoB NokanbHOM ceTn nepenaute K NyHKTy 5.1.1 naHHoro PykoBoacTBa.

PykoBoacTBO no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE
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Croiictsa: Mpotokoa MkTepreta sepann 4 (TCP/IPv4) &Iﬂ

Obume ANbTepHETHEHER KoHdUr ypaLa |

MapaMeTPil IP MOrYT HASHAYETHCA AETOMETUUECKH, ECTM CETh
MOAASPHMESET 3TY BOIMOKHOCTE. B MDOTHEHOM Cnyuae MapaMeTpel
IP MOXHO NONYYMTE Y CETESOM0 AAMMHWUCTPaTOPE,

|-@- MonyuiTe IP-agpec aETOMaTHYECK I

7 MicnonbsosaTe cneayrowmil IP-agpec:

| (@ MonyuuTe appec DNS-CepEEpa aBTOMATHUECKH I

0 Mitnonb308aTe CNeyoWMe anpeca DNS-Cepeepos:

MoATEEPANTE NEPEMETPEI NP BIXOAES P T —

Puc. 5.6

2. Ucnonb3oBaTb cneayrwwmn IP-agpec: IP-agpec 3agaetca nonb3oBatenemM BpPyYHYH
(Puc. 5.7):

Ceoitcrsa: Mpotokon Minteprera sepcnn 4 (TCP/Pv4) &Iﬂ

Obme

MapameTpel IP MOryT HEsHA4aThCA SETOMATMHECKN, ECTW CETh
NOAAEPHNBAET 3TY BOSMOXKHOCTE, B NPOTUBHOM CNYHaE NapaMeETPbl
IP MOXHO MONYYUTE Y CETEBOrD AMMHACTPATOPA.

() Mony4uTe IP-aApec BETOMATHHEDRM

@ MmonbsosaTe cneayowmid IP-agpec: I

IP-appec: 192 . 168, 0 . 20
Macka nogceTu: 255 .255.255. 0

OcHOBHOM WAKS: 192.168. 0 . 1

MonyunTe anpec DNS-cepsepa asTOMaTHHECKM

l-é- Wnonb30BaTh CNEAYIOUME aapeca DNS-CepEepos: ]
1

| MpeanounTaensli DNS-cepsep: 192 .163. 0 .,

AnbTepHaTuBHEI DNS-cepsep:

[T NoaTeepanTs napareTpel npu Beixoae

Puc. 5.7

3anuwuTe, Nnbo 3anomMHUTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka
nogcetn, OcHoBHon w03, DNS-cepsep).

BHUMAHUE!

Ecnn Bbl He 3anucanu ceTeBble MNapameTpbl KOMMbIOTEpPA, TO MOCMe HacTpPoWku kKamepbl Oynet

HEBO3MOXXHO BEPHYTb MX B MEPBOHAYaibHOE COCTOSAHME AN BOCCTAHOBIEHUS NOAKIMIOYEHUS K NTOKabHOM
cetn n/mnu cetn IHTepHeT.

PykoBoacTtBo no moHtaxy IP-kamep BFM2530-LP n BFM2530-LPE
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I'nasa 5. Hacmpoiika npo800H020 coeOuneHus

NMPUMEYAHME!
[aHHbin nyHKT PykoBoAcTBa NpedHasHadeH Ans onpeferieHnd napameTpoB JloKarbHOW ceTu npu

HasHayeHun |IP-agpeca Bawewmy MK aBTomatudeckn (DHCP-cepsepom).

[ns onpedeneHns TeKylWMX HACTPOEK KOMMbTepa B JIOKanbHOW MPOBOAHON CeTu

HaxxmuTe lMyck — Manens ynpaeneHus (Puc. 5.8).

@ Internet Explorer
C

a Skype BEWARD
F‘EE Microsoft Office Excel 2007 s =

Vzobpaxerna

—
y -J BnokHoT

Mysbika
E DVR Server

Wrpei
W BRSContraller

Komnetotep
w BEWARD IP Visar

W BEWARD Player

3 Coyucoi
oy CryKGe

Maxens ynpasnexna
YerpoiicTea v nprHTEpDI

Mporpammel no ymonuaxno

L]
3%, CnyxBbl KOMMNOHEHTOE
Cnpaexa n nogaep:xxa

» Bce nporpammel

Puc. 5.8
B oTkpbiBlEMCA AOManoroBoM OkKHe BbloepuTe nyHKT [[IPOCMOTP COCTOSAHUA ceTU M

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.9).

@Qv (56 » Manens ynpasnenna » - - Mouck & nanesu ynpasacHus

HaCTpOﬁKa napaMeTpoB KOMNbHOTEPA Mpocmotp:  Kateropua =

gl Cwcrema w besonacHocTe

r{@ anBEpKd COCTOAHNA KOMMNBHOTEPS
ApXHEHpCEEHHE,ﬂ,ﬂHHbIX KomMnbOTERA
Mownck n ncnpasneHne HFC6J'|EM

et MutepueT
&’ |I'Iéchch COCTOAHWA CETH W 33434 I
e

Beifop napameTpoe AomaluHel rpynnel 1 obuero
ADCTYNa K A3HHbIM

|/ ObopyaosaHWe W 3BYK
MpocueTp ycTpoiicte w npuHTepes
JloBasnerue ycTpoiicTea

% [Iporpamme
h b} | ¥aanenwne nporpammsl

YueTHble 3aNKcK NoAL30BaTenei n

CEMEMH..,

) Nobarnenne n yaanenue yueTHbIx sanuceii
nenbsosaTensi

) YcranoBKa popuTensCKOrD KOHTPOAR ANR BCEX
nenbsosaTensi

OdopmaeHne ¥ NepcoHaansaLmna
VsmaeHenme Tembl

Vsmenenmne doHa pabouero ctona
Hacrpoiika paspewennn skpaHa

Yacol, A3bIK K PETWOH

CMeHa packnakn KNasnaTyphl Wi Apyriax
cnocofoE BECAS

Vsmenenue s3bika wHTepdeiica

B CreuvanbHble BOSMOXHOCTH

Pexomengyeneie Windows napamertpel
OnTHrMnzauMa W306paKEHNA HA IKPaHE

Puc. 5.9

PykoBoacTtBo no moHtaxy IP-kamep BFM2530-LP n BFM2530-LPE

CkauvaHo c sec.ru

« » SEC.RU

KopoTkun nyTb K MHpopmaLmm




Be\rUARD Inasa 5. Hacmpotika npoeodno2o coeouHenusl

B oTkpbiBWEMCS AnanoroBom okHe HaxmuTe [[MogknioyeHue no nokanbHowm cetu] (Puc.
5.10).

:‘ <« Ceto n MutepHer v LLEHTp ynpaeneHna ceTamu n oBLIMM J0CTynom

Manens ynpaenenua -

TSI SR MpocMoTp OCHOBHBIX CBEAEHWIA O CETW W HACTpOoRKa NOAKNHUEHWA

[},LI L‘. MpocmoTp NonHoi KapTsl
W3MeEHEHME NapaMETpOB - S

aaanTepa BEWARD Heckonbko ceTei WHTepHeT

3MEHNTE AONOAHWTENBHBIE (3707 KOMNBIOTER)

napamerpel obLero gocTyna MpocmoTp aKTMEHBbEX CETER MeakntoHenne nin oTKIFOHEHNE

Cern 4 Tun goctyna: WNhrepHer
OBLyecTeeHHan ceTh Mogknrouerus:

MameHeHne ceTesbix NapamMeTpos

{‘i- HacTpoiika HoBOro NOAKAKIUEHUA WK CETH

Hactpoiika GecnposogHoro, LUNPOKONONOCHETD, MogemHoro, npamoro ik VPN-nogkntodeqna
WK 3KE HACTROIiKE MAPLLPYTM3aTOPa AW TOMKM A0CTYMA.

y. MeaknaounTeca K cetn

MogkAtoHeHHe WM NOBTOPHOE NDAKNIOHEHNE K BECNPOBOAHOMY, NPOBOAHOMY, MOAEMHOMY
CETEECMY COEAMHEHNIO MK nogintoseqne k VPN,

Cw. TaKCKe Jectyn k daiinam u NpUHTERaN, PacnonoKEHHEIM HA APYTHK CETEBbIX KOMNBIOTEPaX, NN

- M3MEHEHWE NapameTpos obLEro gocTyna.
Bpangmaysp Windows P P ARy

'% Beibop gomalunel rpynnsl U napametpos obliero qoctyna
Jomalunan rpynna @

YCTpaHeHne HENCNaZ0K

Ceoiictea oBospesarens JMarHocTika n MCNpaenerne ceTeBbx NpoBnem WaK NoAyYeHUe cBejeHid 06 ncnpaeneHun,

Puc. 5.10
NMPUMEYAHUE!
Mpu HaNMuUUM HECKONbKMX CETEBbIX MOAKMIOYEHUI BbibepuTe TO, K KOTOPOMY MIaHMPYEeTCs MOAKIIOYUTD

IP-kamepy.

B oTkpbiBLIEMCA OKHE HaxxmuTe kHOMnKy [CBeaeHus] (Puc. 5.11).

1 CocrosHue - MogkaroueHme Mo AOKALHOH CETH u

Ofume

MoaknoqeHre

IPv4-NoaKmoHeHre: WHTepHeT
IPvEN0OKMOHEHHe: Bes pocTyna K MHTepHeTY
CocToaHWe cpeasl: MoaknoueHo
AnuTensHoCTL: 04:47:33
CKopocTe: 100.0 MEuT fc

AKTUBHOCTD

OTnpasneHo - MpuHaATO

BaitT: 79 188 140 805 509 770

[ %) CaoiicTea ] [@'O-rmnoumb] [ [varHocTika ]

Pwuc. 5.11

PykoBoacTtBo no moHtaxy IP-kamep BFM2530-LP n BFM2530-LPE
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Be\VARD Inasa 5. Hacmpoiika nposoonoco coeounenus

B okHe «CBegeHust o ceTeBOM MOAKMOYEHUN» NpeacTaBneHa crneaywolas uHpopmaums
(Puc. 5.12):

CeeaeHMs O CETEEOM NOAKMCHEHAN h ﬁ

JononHuTensHEIE CBEABHWA O CETA:

CeoitcTeo SHauetme

OnpegeneHHBit ana no...
COrnvcanne Realtek: RTL8168C{P)/8111C(F) Family P
Pusnueckuil agpec 00-24-1D-57-45-30

HCP srniouer Oa

ec |Pvd 192.168.0.14

Macka noncem [Pvd 255.255.255.0
Aperpa nonyyeHa 11 aneapa 20111 10:27:11
Apenpa ucTexaeT 11 pespana 2011 r. 10:27:11
Wnto= no ymonuanwo 1P 152.168.0.1
DHCP-cepeep [Pvd 152.168.0.1
DMNScepeep |Pvd 152.168.0.1
WINS-cepeep |Pvd
Cnyxa NetBIOS vepes.. Oa
TNokaneHeit IPvE-appec... feB0:3126:2820:8112:163%11
Wnto= no ymonyanmo (P

DMNScepeep IPvE

4 | i b

Puc. 5.12
Ecnn B atom okHe Bbl yBugenu ctpokn — «DHCP Bknwo4veH - Oa», «Appec IPv4 -
XXX XXX XXX.XXX» (FO€ «XXX.XXX.XXX.XXX» — 3HadyeHue |P-agpeca),— 3HaunT |IP-agpec Bawemy MK
HasHayeH aBTomaTtmyeckn. Macka nogceTtn ykasaHa B cTpoke [Macka noacetu IPv4], agpec
ceteBoro wno3a — B ctpoke [WLUno3 no ymonuaHuio IPv4], agpec DNS-cepBepa — B CTpoke
[DNS-cepBep IPv4]. 3anunwuute, nubo 3anomMHUTEe pfOaHHble napameTpbl (IP-agpec, Macka
nogcetn, Ceteron wnto3, DNS-cepsep).

BHUMAHUE!
Ecnn Bbl He 3anucanu ceTeBble MapameTpbl KOMMbITEpa, TO MNOCMe HacTPoWMkn Kamepbl 6yaeT
HEBO3MOXHO BEPHYTb UX B NepBOHa4arnibHoe COCTOAAHME [Arsl BOCCTAHOBMEHUS MOAKMIOYEHUS K fToKanbHOM

ceTu u/unu cetn VIHTepHer.

BHUMAHUE!

Ecnu B okHe «CBegeHusi o0 ceTeBOM NoAakIoYeHUn» Bbl yBUaenu CTpoku:

«DHCP BkntoyeH - [Oa»; «IPv4-agpec aBTOHAaCTPOMKM - XXX.XXX.XXX.XXX», (FO€ XXX.XXX.XXX.XXX —
3HaveHue |IP-agpeca),— 3Haunt Bam He yganocb nogknoumTbesa k nposogHow cetn (DHCP-cepsep He
npuceoun IP-agpec Bawewmy [1K). NMpoBepbTe NpaBUNbHOCTb NOAKMOYEHNS K NPOBOAHON ceTu. B cnyvae

Heob6XxoanMmMocCTH, O6paTI/ITer K Bamemy CUCTEMHOMY aAMUHUCTPATOopPy.

PykoBoacTBO no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE
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5.2. U3ameHeHMe napameTpoB NOKanbLHOWU ceTu Ans nogknro4veHus K IP-kamepe
Mo ymonyaHuio |P-kamepa BFM2530-LP(E) wumeetr IP-agpec 192.168.0.99. YT06bI

NOAKNMKYNTLCA K KaMepe anAd nepBOHaqaanon HaCTpOVIKM HeO6XO,D,VIMO, 4yTOGLI Baww KOMMbIOTEP
Haxoauncs B TOW Xe NOACETU, YTO U KamMepa. FIpM 3TOM IP-ap,peca KamMep, KOMMbTEPOB U NObIX

apyrunx yCTpOVICTB B CeTN He OO0JKHbl CoBNMagaTb MexXxay cobon.

BHUMAHUE!
Ecnu Bbl nnaHupyeTe nogkniountb Heckornbko IP-kamep B cetn 6e3 DHCP cepsepa, To AnNst UCKNIOYEHMUS
KoHdnukta IP-agpecoB nogkntovamte Kamepbl Mo oOHOM M M3MeHaAnTe ux |P-agpeca Ha ntobble

cBobOOHble B Ballen nokanbHOM ceTu.

BHUMAHUE!
Ecnn Bbl yBepeHbl, 4yTo Baw T[1K, nogkmtouveHHbIM K npoBogHoW ceTtn, u |IP-kamepa, duandecku

NnoaKroYeHHast K Tol e ceTu, nnbo Hanpsimyto k Bawemy [MK, HaxoaaTca B ogHoM noaceTn, Bbl moxeTte

cpasy nepewTtu K nyHkTy 5.3 gaHHoro PykoBoacTBa.

,D,J'IFI M3MEeHEHNA TeKyLMX HaAaCTpOEeK KoOMNbTepa B nokarnbHomn I'IpOBO,ElHOIZ CeThn HaXXMute

Iyck — MaHenb ynpaeneHus (Puc. 5.13).

@ Internet Explorer

a Slype BEWARD

==
263, Microsoft Office Excel 2007 023

Mzobpaxetna

—
J BnokHet
-~

Myzbika
E DVR Server

Wrpsi
Q BRSController

KomneroTep
Q BEWARD IP Visor

lMaxens ynpasnexna
m BEWARD Player

Ycrpoiicrea n npuHTEpDI

,:“_:r Cryscinl
= Mporpamme! No yMoA4aHAD

a
'90 CryBisl KOMNOHEHTOR )
Cnpaexa » noasepxka

» Bce nporpamme

Puc. 5.13
B oTKkpbiBlWEMCHA AManoroBOM OKHe BblbepuTe nyHKT [[IPOCMOTP COCTOSAHUA cCeTU MU

3apauv] B pasgene [CeTb n UHTepHeT] (Puc. 5.14).

PykoBoacTBO no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE
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HacrpoﬁKa NnapameTpoB KOMNBHOTEPEa Mpocmorp: Kareropna ™

CucTema M Be30NacHoCTL YueTHble 3anvck Noab3osaTenei u
Mposepka cOCTOAHUA KOoMNBHOTEPE ceMeH...

APXMEMPOBAHNE AZHHBIX KOMMBIOTEPS '@' JloBaeneHue U y4aneHWE YUETHRLX 3aNMced
Mownck n ucnpaenerne npobnem NonL3cBaTENE

'@' YcTaHoBKa POANTENECKOTD KOHTPONA ANA BCEX

Cethn MHTenHeT nonssosarensi
h IH-ECCMCTF; COCTOAHWA CETH W 33434 I
-,

Boifop napamMeTpos 4oMaluHeid rpynnel v obLyero O¢|OpMﬂE‘HHe W NepcoHanv3aumna
ACCTYNA K A3HHBIM Maw. zueHenne Tenbl
WMamenenne dona pabouero ctona

Oﬁopyﬂ.osaHHe ¥ 3BYK HacTpoiika paspeluenun skpana

MpocMoTp yCTpoRcTs n NpMHTERCE
[JoBaeneqne ycrpoiicTsa Yachl, A3bIK U PEernoH

CiMeHa packna ki KNaBnaTypel WA 4pyTin
I'IporpaMMhl . cnocoBoe BECAa

¥panenne nporpammel Mamerenne askika uHTepdeiica

CnevLnansHble BO3MOXHOCTH
Pexomengyemeie Windows napamerpel
OnTunusauua wsoBpaskeHnA Ha IKpaHe

Puc. 5.14

B oTkpbiBLIEMCA OKHE HaxmuTe «logkntovyeHue no nokansHom cetn» (Puc. 5.15).

MaHens ynpaeneHms -
ACMALLHAA CTPaHNLA

khl . MpocmoTp nonHoi KapTel
Wamenenne napamerpos | Sp—

3AanTepa BEWARD Heckoneko cereii WMrTepHer

M3meHnTe gononHuTensHBIE (30T KOMNErOTED)

MpocMoTp OCHOBHLIX CBEAEHWA O CETW M HaCTPOWKa NOAKNHOYEHWIA

napameTpel oBLIErD 4oCTyna MpocroTp akTHEHBIX CeTeil Moaknrodenne nnn eTKAKHEHKE

Cems 4 Tun goctyna: WHTEpHET
OBLLECTEEHHEA CETE MogknrodeHua:

WzMEHEHNE CETEBBIX NaPAMETROE

ﬁ- HacTpoiika HOBOrD NOAKNFIUEHNA W CETH

Hactpeiika BecnpoBogHoro, LUMPOKONOAOCHOrO, MOgeMHOre, npamoro wan VPN-nogenroueHns
WA 3E HACTPOMKE MapLUPYTU3aTopa MAKM TOHKKM A0CTyNa,

'5. MoAKAOYUTECA K CETH

MoAKAOYEHNE UNKM MOBTOPHOE NOAKS Kk Becnp
CETEBOMY COEAMHEHMID MK Nograodenne k VPN,

Buifop A0MaLLHER rpynnel v napaMeTpos cBLIero AocTyna

Cha. Takcke [AocTyn k drafinam 1 NPUHTEPAM, PACNONOXEHHBIM H3 ADYTUX CETEBLX KOMMBHITEPAX, WM

M3MEHEHWE NapaMeTpoe obLero gocTyna,
Bpanamaysp Windows P P Lero Aocty!

Jomawman rpynna ¥YcTpanenne Henonagok

CeoiicTea oGo3pesaTens AWarHocTUKa W MCNPABNEHNE CETEBLIX NPOG. ii 06 ucnpasneHUy.

Puc. 5.15

NMPUMEYAHMUE!
MpY HanMUuYUM HECKOMbKMX CETEBbIX MOAKMIOYEHWI BbiGepuTe TO, K KOTOPOMY MilaHUPYeTCs MOAKIOYUTD

IP-kamepy.

PykoBoacTBO no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE
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B oTkpbIBLLIEMCA OKHE HaxmuTe KHornKy [CBoncTBa] (Puc. 5.16).

~
4 Cocroanue - MNogxntoteHue No AcKansHoR ceTv ﬁ
Obiume
MoaknoueHe
IPv4-noaknoYeHme: WHTepHeT
IPvE-NoAKNKOHEHHE: Bes nocTyna K MHTepHeTyY
CocToaHWe cpeabl: MoaknioyeHo ll
AnUTensHoCTE: 04:47:33
CKOpOCTE: 100.0 M fc

CBeneHnA. .

AKTUBHOCTb
OTnpasneHo L... MpuHATO
H’T’;‘
-
BaiT: 79 188 140 805 509 770
[ '&'Csoﬁcrsa ]['&'OTmmquTb] [ [OWarHocTuKa ] |

Puc. 5.16

B OTKpbIBLUEMCS OKHE CBOWCTB CETEBOr0 MOAKIOYEHUss HeobxoaMMo BblOGpaTb MyHKT

[MpoTokon UHTepHeTa Bepcusa 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.17).

-

4 MogxavoueHWe No NOKAALHON CETH - CEORCTER ﬁ

Ceme | Mocryn

MNoaxniouerne yepes:

l‘-"‘ Realttek RTLE135/810x Family Fast Ethemet ceTesoit anz

OTMedeHHbIE KOMNOHEHTEI WCNONB3YIOTCA 3TUM NOAKNIOYEHWEM

Bl Kaspersky Anti-Virus NDIS 6 Fitter .

.@ MnaHvposwwmk nakeTos Qo5

gCnyxﬁa AOCTYNE K Dafnam 1 npuHTepam ceteid Micre
- [poToKon MHTepHeTs Bepoii § B/1PwE)

[P Mporoxon Wrteprera sepeun 4 (TCP/IPv4) i

i [paiisep B./B ToNoNora KaHaNEHOro YPOBHA

m

-+ OTBETYMK 0BHEPYKEHMA TOMNONOTMN KEHANEHOMD YDOE
[l 1

| [
YeTaHoBWTE... Yoanute | CeoitcTea I

Crmcanve

Mpotokon TCP/IP - ctaHoapTHL npoTokon rioBansHsn
CceTeil, 00ECNEYMBEIOILA CEASE MEXTY PA3NMYHEIMA
E33UMOASACTEYIOLWMMM CETAMM.

OK ] [ Ommeta

Puc. 5.17

B nosiBuBllemMcsi OkHe HeobBXoAMMO YyCTaHOBUTL 3HayeHus |P-agpeca u macku nopcetw.

Buibepute nyHkT [Ucnonb3oBatb cneayrowmn IP-agpec] n sBeegute ceobogHbii IP-agpec n3
noacetn kamepbl, Hanpumep 192.168.0.20, n Macky noacetun — 255.255.255.0. OcrtanbHble

3HayeHus BBOAUTb HET HeobxoaumocTu (Puc. 5.18).

PykoBoacTBO no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE
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Ceoiictsa: lNpoTokon WktepHeta sepcun 4 (TCP/IPv4)

=

Ofwme

I'Iapame'rpb\ P MOTYT HE3HaYSTLCA GBTOMaTHYECKH, ECNH CETL
noaAemMKMBAET 3TY BOSMOXKHOCTE. E NPOTUEHOM CNy4Yae NapaMeTpel
IP MOMHO MONYHMTD ¥ CETESOMD AAMAHMCTPATOPA.

() Mony-Th IP-aAPEC AETOMATHHECKA

(@ Wcnons3osaTe cieayiowi IP-agpec:
IP-agpec: 192 .188. 0 . 20

Macka nopceTu: 255 .255.255. 0

OCHOBHOIA WKo3:

Monywite agpec DNS-cepsepa aBTOMaTHHECKK
(@ WcnonssosaTe cieaylowme aapeca DNS-cepeepos:
MpegnourTaemsin DNS-cepeep:

AnbTepHaTHBHs DNS-cepeep:

D MoaTEEpaAnTE NEPaMETPEI NPK BEIX0AE

L OnNonHATENBHT. ..

Puc. 5.18

[na npumeHeHns UaMeHeHU HacTpoek HaxmuTe KHomky [OK] Bo BcexX OTKPbITbIX OKHaX.

5.3. NonyyeHue pocrtyna K IP-kamepe ¢ nomowbio 6pay3sepa

BHUMAHUE!

IP-agpec Buageokamepbl Mo ymonyaHuto npucBavBaeTcsa no DHCP. Agpec aBToHacTponku B cetun 6e3

DHCP cepsepa — 192.168.0.99, HTTP-nopT no ymonyaHuto — 80 1 B 3anpoce He yka3bIBaeTcs.

TeKyLLl,I/II‘/‘I agpec |P-BI/1,E|,eOKaMepr Bbl MOXeTe onpeaesnintb C NOMOLLbIO beHKLI,VII/I ceTeBoro

obHapyxeHua Windows (Puc. 5.19). AnbTepHaTuBHbIM cnocobom siBnsetcs ucnons3osanHune 10O

Beward IP Searcher.

a* | [ s | Cem —
CeTb Bug
E TH 8 OrpoMHele 3HaYKKN [B=] KpynHele SHaukn [ ‘_.'-‘E
i OBBIMHEIE SHAYEN f Menkue sHavkn -
QBnacre ooy = Tekywee Mokazate
HABMTaLMK = HE Cmcok 4== Tabnnua | T npeactaeneHue * WAM CKPBITE ™
Obnactr CrpykTypa
&« v E} » CeTh v & MNowck: Cets
B PaGouwii cton ® WMran IP-agpec
=, NokansHeii guc B DKS515121 SIP Door Station - 005A2132305D 192.168.0.129
Noxansseit anc B DS06M SIP Door Station - 005A213332A5
B DSDEM SIP Door Station - 005421333341
- Data (E:) =
B DS06M SIP Door Station - 005A2133339A
B DS06M SIP Door Station - 005421333482
_ ADMINPCOT B DSD&M SIP Door Station - 00542133355E 192.168.0.238
T ( B DS06A SIP Door Station - 005A2131F4F3 192,168.0.38 ]

3 DI runend
JnemenTos: 38

L

MapameTphl

o

CronBey no pasmepy COQEpHMMOrc

Bce cTonBubl no pasMepy CoQepHUMOro

man
Kareropun
Pabouan rpynna
MecTo B cetn
MeTog, obHapyxeHna
MAC-agpec

~ |P-agpec

Puc. 5.19

PykoBoacTtBo no moHtaxy IP-kamep BFM2530-LP n BFM2530-LPE
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3anyctute ©Opaysep Google Chrome, B agpecHom cTpoke BBeAUTE 3anpoc Buaa:
http://<IP>:<PORT>, rge <IP> - |P-agpec yctponctea, <PORT> - HTTP-nopt yctponcTtea (Puc.
5.20).

Puc. 5.20

5.4. Nony4yeHue pocrtyna K Be6-nHTtepcency IP-kamepbl
Mocne 3arpys3ku cTpaHuubl BeO-uHTepdenca kamepbl npu nomowm 6paysepa Google
Chrome Bbl yB1anTe okHo aBTopu3auun. Beeante nms nonb3oBaTtens v naposnb. Mo ymonyaHuto

ncnonb3yeTtcs MMs nons3osartens — admin, naporb no ymonyaxuio —admin (Puc. 5.21).

BHUMAHUE!
Bbl MoXeTe W3MeHUTb MMsi Monb3oBaTtens M napofib B MeHio Hacmpoliku — CucmeMHble —
lMonb3oeamesnu. B cnydae ytepy napons UM UMEHW MNornb3oBaTensi YCTPOWCTBO MOXHO BEPHYTb K

3aBOACKMM YCTaHOBKaM. 3TOro HeobxoaQMMO 3axaTb KHOMKY c6poca B TeueHumn 10 CEeKyH[A.

Bxop

http://192.168.54.126

¥ HE SalMILEHD

MNapoas

Puc. 5.21

PykoBoacTBO no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE
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Mocne ycnewHown aBTopr3aumm Bel nonyunte goctyn k Beb-nuHtepdency IP-kamepsl (Puc. 5.22).

WEB SERVICE

~

e A He saupnmeno 192

BC\VARD

B viosvexme [l Vsodpaxenne

P

Puc. 5.22

5.5. UameHeHMe HacTpoek noagkntoveHus IP-kamepbl Yepes3 Be6-mHTepcenc
Mocne noakntoyeHust Kk IP-kamepe HEOOXOANMO U3MEHUTbL €e HACTPOWMKM Takum obpasom,

YTOObI OHA HaxoamMnach B OHOWM NOACETM C OCTalbHbIM O60pyD,OBaHVIeM.

BHUMAHUE!

[na coBmecTHON paboTbl HECKOMBbKUX YCTPOWCTB B OAHOM NOACETU HEOOX0AUMO, YTOObI Y HUX coBMaganuv
nepBble Tpu YacTu (okTeTa) IP-agpeca, 1 NoNHOCTLI0 coBnNajana Macka noaceTu.

Hanpumep, IP-agpec Bawero lMK: 192.168.1.100. IP-agpec pasgenieH TouykaMy Ha 4deTbipe okTeTa. B
AaHHoM npumepe: 1 okteT — 192, 2 okTeT — 168, 3 okTeT — 1, 4 okTeT — 100. Bam Heo6X0OUMO N3MEHUTL
IP-agpec kamepbl Tak, 4YToObl MX MepBble TPWU OKTeTa coBnaganu, To ecTb IP-agpec kamepbl OOIKEH
nmetb Bua: 192.168.1.XX. YetBepThiii okTeT IP-agpeca kaxgoro yctponctea obsi3aTenbHO JOIMKEH ObIThb

nHanBuayarnbHbIM.

[ns nameHeHuns ceteBbIxX HaCTpOeEK B Be6-MHTepcbel710e HaXXMuUTe B rMaBHOM MEHIO KaMepbl

kHonky [HacTpowka] n nepengute B meHto Cemb — LAN (Puc. 5.23).

PykoBoacTBO no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE
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B@WARD T T BTN T

Bugeo HacTpo#ka LAN
CeTb

S FEDTOE Wcnone3oeats IPVE [

Mony4ynTe aETOMaTHYECKH
> WatchDog IP Y

DHCP Release
> PPPoE U

IP-agpec
& UTEE apec | 192. 168. 54 . 126 |

Macka nogcem | 255 255254 0|

Eonjour

OCHOBHOW u.|m03| 192 168, 55 . 1 |

E-mail
MonyuyuTs BETOMaTHYECKN
FTP

MpegnounTaemelin DNS | 192 . 168 .

NAS

1|
ANETEPHATUEHLIA DNSl .0 |
MAC-agpec | 18-68-82-33-84-F3 |

RTSP Mpoeepka cetTi

HTTPS

MpoEEpUTE agpec

Cloud

> YeeqomneHwe
3anuce
TpeBora
CHCTeMHbIe

B5a3a HOMepoB

Puc. 5.23
B nonax [IP-agpec], [Macka noacetu], [OcHoBHOM wnto3], [Mpeanountaembin DNS],
[AnbTepHaTBHBLIN DNS] HY>XHO BBECTU Takne 3HadeHus, 4TOObl kKamepa nonana B O4Hy NoAceTb
C ocTanbHbIM ob6opygoBaHveM (Puc. 5.29). ina atoro obpatuTech K paHee 3anmcaHHbIM, TEKYLLMM
HaCTpoVikaM NPOBOAHOM foKanbHOW ceTu (CM. NyHKTbl 5.1 nnn 5.1.1) n, B COOTBETCTBMU C HUMM,

YCTaHOBWTE BbllLleyKa3aHHbl€ NMapaMeTpbl.

NMPUMEYAHUE!
B cnyyae HeobxogumocTu, Ons HacTPOMKWM CeTeBbIX MapameTpoB YCTpoWCTB obpatutech k Bawemy

ceTeBoOMy aMUHNUCTPATOPY.

Ana npyMMeHeHus n3MeHeHMn CeTeBbIX HACTPOEK Kamepbl HaXMuUTe KHoMKy [CoxpaHuTb],
rocrne 4ero nosiBUTCH yBeIOMIIEHNE O nepesarpyske yCTpoucTaa.

lMocne nepesarpysku, IP-kamepa 6yaet aocTtynHa no 3agaHHomy Bamu IP-agpecy. Ha atom
HacTpoKrKa NPoOBOAHOro noaknoveHns IP-kamepbl 3aBepLueHa.

PykoBoacTBO no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE
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5.6. Bo3sBpat HacTpoek nogknioyeHus MK B nepBoHavanbHbie 3HaYeHUsA

Ytobbl BEPHYTb 3Ha4YeHuA nNpoBOOHONo0 CeTeBOro NOoAKNMKYeHNA K YCTaHOBIIEHHbIM paHee
3Ha4YeHuAM, BbINOJNIHUTE cneayrwne nencTeus.

HaxmuTte lMyck — lNaHenb ynpaeneHusi (Puc. 5.24).

7
le Internet Explorer 3

@ Shype N cewaro

JoKyMEHTBI

| X2 Microsoft Office Excel 2007 3
-

i) Browor v

E DVR Server
Wrpsi
m BRSController

KomnetoTep
m BEWARD IP Visor

w BEWARD Player

i
Ciegn, CyxbBel
ey,

Mavens ynpasnenus
Ycipoiicrsa n npusTepsi
Mporpamuel no ymonsarmo

e
)Qo CyxBel KOMNOHEHTOE
Cnpasxa n nogaepxa

»

Bce nporpanms:

[ Hadmu o u gatiab Sasepiuierme paborer | ¥ |

e
[P i |

T & 8 o
Puc. 5.24
B oTkpbiBEMCA AOuanoroBoM OkHe BbibepuTe nyHKT [[IPOCMOTP COCTOSAAHUA ceTU M

3apay] B pasgene [CeTb n UHTepHeT] (Puc. 5.25).

[ locnlo=h

'_’(-\' e < |E& » Mawens ynpaenenna » Mouck & naHeAu ynpasneHusa pel
Ham’poﬁka napaMeTpoB KOMNbBOTEPa Mpocmotp: Kateropua ~

Cucrema 1 6e30MacHOCTb i YueTHble 3anvcK NoNL30BaTENeR W
HFCEEFKE COCTOAHWA KOMMNBHITEDD CEMeﬁH...

ApXHEMPOBAHNE ABHHEIX KOMMBHITEPS '&i‘ JloBaenerune u yaaneHue y4eTHeR 3annceil
Mowmck U ucnpaenedne npoBnem MoNE30BATENEN

'@' ¥cTaHOBKa pOAMTENBCKOID KOHTPONA ANA BCEX
eTh 1 MHTepHeT nonbsoRaTENEH
Ll @DCMDTFI COCTOAHWA CETH 1 3a,u,a
-,

Brifop napameTpos AoMaLLHER rpynnel u oBuerc ) OqJOpMIIE.‘HHE.‘ M NepcoHanmn3auma
AOCTYNa K AGHHbIM Maw =uenenne Tenbn
WMzmerenne doHa paGovero crona

L f" Of)opy,ﬂ,OBaHHE W SEXE HacTpoiika paspelueHns 3kpaqa

.__ MpocmoTp yCTpoicTe 1 NPUHTEPOE
[oGasneHne ycTpoicTea Yackl, A3bIK N permoH
CreHa packnagku KNasnatypel W Apyrix

— Mporpammel p, cnocobos BEOAA
k a4 VaaneHne nporpammel WzmereHue asbika nHTepdeica
CneunancHble BO3MOXKHOCTH

Pekomengyenmeie Windows napametpei
OnTurmnsauma soBpaxeHna Ha 3KkpaHe

Puc. 5.25
B oTkpbiBLIEMCSH OKHE HaxxmuTe [MoakntoyeHue no nokanbHoun cetu] (Puc. 5.26).

PykoBoacTBO no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE
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mv :.,: €« Ceto W MHTepHeT » LLEHTP yMpaBneHna ceTamm n oBLunm AocTynom

Manent ynpaenesus -

AOMALLIHAR CTPAHMLA MpoCMOTP OCHOBHBIX CBEAEHWIA O CETH M HACTPOMKa NOAKIKUEHUIA

L%. | " MpocroTp NeAHCH KapTel
V3MeHEHME NapaMeTpoB -~ =

34anTepa BEWARD Heckoneko cereit Wrreprer
MameHnTs gononHWTENBHBIE (37T KOMNBIOTED)
napamerpel oblero gocTyna MpocroTp akTMEHBX CETER Mograro4eHne nan oTKARYERNE

Cems 4 Tun gocTyna: WHTepHeT

OBuwecTeeHHan ceT Mogkniouerus:

[13mMEHEHNE CETEBRLX NapaMeTpoB

ﬁl HECTpCﬁKd HOBOrQ NOAKNHOYEHWA MK CETH
=2

Hactpoiika 6ecnposoaHoro, wWnpokononocHore, MogemHore, npamoro unn VPN-nogkateueHna
WK 2KE HACTPOIIKa MapLUPYTU3aTopa WK TOUKK A0CTyNa.

?. MoakatouuTecs K ceTh

MoAKNHOYEHNE MW NOBTOPHOE NOAKNKOYEHNE K BECNPOBOAHOMY, NPOBCAHOMY, MOJEMHOMY
CETEBOMY COEQMHEHMID AW nogrntodenne k VPN,

BuiBop gomMaluHel rpynnel u napameTpoe oBLUErc 4ocTyna

Cra, Taroke Joctyn k daiinam n NpUHTERaM, PacNoNoXEHHBIM Ha APYTUX CETEBbIX KOMMBIOTEPAX, AW

W3IMEHEHWE NapameTpoe obLere gocTyna.
Bparamaysp Windows F P vl i

fomawHas rpynna ¥eTpanenune Henonaaok

CeoiicTea obo3pesaTens JMarHocTuka M NCNPaBneHNE CETEBBIX NPoBAEM WIW NONYYEHWNE CBELEHNI 08 MCNpaBaEHN,

Puc. 5.26

B oTkpbiBLIEMCA OKHE HaxmuTe kHoMKy [CBomncTBa] (Puc.5.27).

U Cocroaue - NogKIOHEHWE N0 NOKAAEHOR CETA ﬂ

Ofiwme

MoakntoyeHe

IPv4-noaxnioseHne: WHTEpHET
IPvE-NoAKNOYEHNE: Bes pocTyna k MHTepHeTY
CoCToAHUE CPeab: MooKnoYeHo
AnMTensHOCTE: 04:47:33
CrOopoCcTe! 100.0 MawuT fc

AKTWEHOCTE
OTnpaeneHo —— .L. —_— PHHATO
= o

(o
BaitT: 79 188 140 | 805 509 770

| [ Bcsoiicrea

@'OTmmHuTbl [ [AnarHocTika ]

Puc. 5.27
B OTKpbIBLLEMCSI OKHE CBOWCTB CETEBOro MOAKMOYEHNs HeobXoaMmo BbiGpaTb MYyHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.28).

PykoBoacTtBo no moHtaxy IP-kamep BFM2530-LP n BFM2530-LPE

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauvaHo c sec.ru




Be\VARD Inasa 5. Hacmpoiika nposoonoco coeounenus

~
4 MogkntoyeHWe No NOKAALHOW CETH - CBOMCTEA ﬁ

Cem | Oocyn

Momknioyenne Yepes:

l_-'IF Realtek RTLE135/810x Family Fast Ethemet cetesoil ag:

CmMedeHHBIE KOMMIOHEHTEI WCNONB3YIOTCA 3TMM NOAKNIOYEHWEM:

43 Kaspersky Anti-Virus NDIS 6 Fiter -
.@ MnaHnposwmK naKeTos GoS
gCn';xSa AOCTYNE K daiinam n npuHTepan cetel Micr
W . [poroken MhrepHeTs sepcii & B/1PvE)
[ Mporokon Wheptiera sepcu 4 (TCP/IPv4) [}
- IpaiBep B/B TONONOra KAHANBHOD YPOBHA
i OTBeTUMK 0BHEPYKEHIA TOMONOMMN KEHENLHOM0 YPOE ™
[l T

| [H]

Onucarue

m

MpoToken TCP/IP - craHaapTHeN npoTokon rioGansHsnx
ceTel, 06ECNEMBAIOIWIMA CEASEL MEXKLY PASIMYHEIMMA
B3aMMOLEACTEYIOWLMMA CETAMM.

Puc. 5.28

OTKpoeTCs MeHI0, B KOTOPOM HEeOBXOAMMO YCTaHOBUTb 3HAYEHWS HayanbHbIX HACTPOEK,
3anucaHHbIX Bamu paHee (CcM. nyHkTbl 5.1, 5.1.1 gaHHoro PykoBoacTea).

Ecnn nsHavanbHo |IP-agpec Bawemy MK HasHavancss aBTomaTudecku, Torga Bbldoepute
nyHkTbl [Monyuntb IP-appec aBtomatuuecku] wu [Monyuntb apgpec DNS-cepBepa

aBToMartu4ecku], nocne 4vero HaxmuTe kHonky [OK] onst Bcex oTKpbITbIX OKOH (Puc. 5.29).

Ceoiicrsa: Mpotokoa Muteprera sepcnin 4 (TCP/IPv4) &Iﬂ

Obume ANbTepHETHEHEA KoHUr ypaLma |

MapaMeTPil IP MOrYT HA3HAYETEORA AETOMETUUECKH, ECTM CETh
MOAAEPHMESET 3TY BOIMOKHOCTE. B MDOTHEHOM Cnyuae MapaMeTpel
IP MOXHO NONYYMTE ¥ CETESOM0 AAMMHWCTPATOPE,

I-@- Mony4uTs IP-aapec aETOMATHUYECKI I
(©) MicnonbsosaTe cneayiowmil IP-agpec:

| @ MonyuarTe appec DNS-CEpEEpa aBTOMATHIECKH I

0 MicnonbsosaTe cieayiowme agpeca DNS-cepeepos:

TMoATEEPANTE NEPEMETPEI NP BIXOAS [ononHATENbHD

Puc. 5.29
Ecnu nsHavaneHo |IP-agpec Bawewmy K 6bin 3agaH BpyuYHyto, Torda BblbepuTe MyHKT
[MUcnonb3oBaTtb cnepyrwowmn IP-agpec] u 3anonHute Heobxoaumble nonst (CM. MNyHKT 5.1

AaHHoro PykosoacTea), nocne yero Haxmute kHonky [OK] ans Bcex oTkpbITbix OKOH (Puc. 5.30).

PykoBoacTBO no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE
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Ceoiictsa: MpoTokon MkTepHeta sepcin 4 (TCP/IPv4) &lﬂ

Ofiwme

HEDEMETDD\ F MOryT HA3HA4YaTbCA a5 TOMATHHYECKN, ECNK CETE
NOAAEPHKHMESET 3TY BOZMOKHOCTE. E NPOTHBHOM CNY4Yae NapaMeTPel
IP MOMHO MONYYMT Y CETEEOMO AAMUHACTPATODA.

() NMonyunTe IP-anpec asTOMATHHETKN

(@) Mnonb30BaTh CNeayowmWi [P-anpec: I

[P-agpec: 192 . 168 . 0 . 20
Macka nogceTi 255 .255.255. 0

OcHosHOA Wwos: 192 .168. 0 . 1

Nonyuuts aapec DNS-cepeepa aBTOMATUYECKK I

l-é- Wcnons308aTh CNEAYIOWWE APECa DNS-cepsepos:I ]
il

| Mpeanou4MTaemsIil DNS-Cepeep: 192 . 168, 0

AnsTepHaTHEHLIR DNS-cepeep: . .

[ NeaTsepanTs napareTpsl MM Bsixoae [ ——

Puc. 5.30

5.7. MpoBepka npaBUNLHOCTM HaAcTpoeK noaknwyeHus IP-kamepbl K

JNIoKanbHOW ceTu
[nsi KOHTPONs NpPaBWIbHOCTM CETEBbIX HACTPOEK Kamepbl W KOMMbOTEPA HYXXHO
NoakKItuNTbLCA K kKamepe yepes 6paysep Google Chrome.
3anyctute Gpaysep Google Chrome. Ona atoro Haxmute [lyck v Bbibepute CTPOKY
[Google Chromel].
Beegute B agpecHom cTpoke |IP-agpec, nNpuCBOEHHLIN Kamepe  (HanpuMmep:
http://192.168.0.99) (Puc. 5.31).

Hoean exnagka

Puc. 5.31
Mpu npaBunbHbIX HACTPOMKax OTKPOETCA OKHO aBTopu3auuu. [ns aBTopu3auuu BBeauTe

UMs nonb3oBaTtens u naponb, nocne vero Haxmute [OK] (Puc. 5.32).

BHUMAHUE!

Mma nonb3osaTens no ymonyanuo: admin. Maponke no ymonyanuo: admin.

PykoBoacTBO no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE
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Bxopn

httpe/f192.168.54.126

Wma nonssoeatens

MNapone

Puc. 5.32
Mpy NpaBMNbHO BLINOJTHEHHbLIX AENCTBUSAX Bbl cMoxeTe 3amtm B BeG-mHTEpdhenc yepes
Opay3sep n yBuaetb nsobpaxeHue ¢ Bawen IP-kamepsl (Puc. 5.33).
'WEB SERVICE X +

c A He zaupmeno  192.168.54.126/login.asp

S

¥ N [/ >
- o\

Puc. 5.33
NMPUMEYAHME!
B cnyyae HeygayHoro coefiMHeHUs C KaMepoWn, NPoBepbTe MPaBUIbHOCTL MOAKMIOYEHUSA K MPOBOLHOW
CeTu, BEPHUTECH B Ha4Yano AaHHOW rMaBbl U MOBTOPUTE HACTPOKKy. B cnyvae HeobxogmmocTu obpaTtntech

k Balemy cucteMHOMy agMUHUCTPaTOpY.

PykoBoacTBO no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE
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[Ipunooicenus

MpunoxeHus

MpunoxeHue A. 3aBoAcKue yCTaHOBKMU

Hwxe npuBegeHbl HEKOTOpPble 3HAa4YeHNA 3aBOACKMX YCTAHOBOK.

HanmeHoBaHue 3HayeHue
DHCP BknioyeHo
IP-agpec 192.168.0.99
Macka noacetu 255.255.255.0
Lnio3 192.168.0.1
Mms nonb3oBatens (agMuHucTpaTopa) admin
Maponb (agMuHUCTpaTopa) admin
HTTP-nopt 80
MopT AaHHbIX 5000
RTSP-nopt 554
SMTP-nopt 25
ONVIF-nopT 80
NTP-cepBep time.nist.gov

time.windows.com

time-nw.nist.gov

time-a.nist.gov

time-b.nist.gov

PykoBoacTBo no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE
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MpunoxeHune B. MNapaHTUNHbIE 06A3aTenbLCTBA

B1. O6wue cBegeHuns

a) lMepep nogkntoyeHnem obopyaoBaHMs HEOBXOANUMO O3HAKOMUTBLCHA C PyKOBOACTBOM MO
aKcnnyaTaumm.

6) [Ina noBbILWEHNA HagexXHOCTN paboTbl 060pyA0BaHMS, 3aLLUTEI OT GPOCKOB B NUTAIOLLEN
cetn n obecneyeHna GecnepebOMHOrO NMUTaHWs cnegyeT WUCNoNb3oBaTb CeTEBblE (UMbTPbI U

ycTpouncTBa 6ecnepebonHOro nuTaHus.

B2. OnekTrpomarHMTHass COBMeCTUMOCTb

3710 06opynoBaHME COOTBETCTBYET TpebOBaHMAM SMEKTpOMarHUTHOM coBmecTumoctn EN
55022, EN 50082-1. HanpsikeHune paguornomex, co3gaBaeMblX annapaTypon, COOTBETCTBYET
FOCT 30428-96.

B3. OnekTponutaHue

[lomKkHO cOOTBETCTBOBATL NapameTpaMm, ykasaHHbIM B PykoBOACTBE MO aKcniyatauuun Ang
KOHKpeTHoro yctponctea. [Ona YCTPOWCTB CO BCTPOEHHbIM WCTOMHMKOM MNUTaHUA — 3TO
nepemeHHoe HanpshkeHve 220 B +10%, uyactotom 50 [y +3%. [Ans yCTPOMCTB C BHELLUHUM
aganTepoM MUTaHUA — CTabunmnaMpoBaHHbIN UCTOYHUK NuTaHna 5 B +5% wvnn 12 B £10% ang

YCTPOWCTB C 12-BONbTOBbLIM NUTaHMeM. HanpsbkeHne nynbcaumi — He 6onee 0.1 B.

B4. 3azemneHue

Bce ycTpoiicTBa, nmetowme BCTPOEHHbIN BNOK NUTaHWS, LOMKHbI ObiTb 3a3eMreHbl NyTem
NOAKMIOYEHNss K crneunanbHbiM pO3eTKam 3MEKTPOonNUTaHus C  3a3eMSiIeHMeM WNn - nyTem
HENOCPEACTBEHHOrO 3a3eMiieHMs1 Kopriyca, €CnM Ha HeM npeayCcMOTpeHbl chneuuvarnbHble
KpenexHble 3nemMeHTbl. 3as3emiieHne 3neKTPOnpOBOAKN 30aHUSA OOMKHO ObiTb BbLINOMIHEHO B
cooTBeTCcTBMM ¢ TpeboBaHuamu MY (Mpasuna YcTponctea OnekTpoyctaHoBok). ObopyaosaHue
C BbIHOCHbIMW Oriokamu nNuTaHWs U aganTepamu Takke LOIMKHO ObiTb 3a3eMneHo, ecnu 3To
NpeayCMOTPEHO KOHCTPYKUMEN KOprnyca WAW BUIKW Ha LWHype nuTaHus. MoHTax BO3AYLIHbIX
NVHWA anekTpornepenaYn W JIMHWUIA, NPOKNaAblBaeMblX MO HAaPYXXHbIM CTEHaM 34aHui W Ha
yepaakax, JOIPKeH ObITb BbIMNOSTHEH 3KPaHMPOBaHHbLIM Kabenem (Mnv B MeTannopykase), U JIMHUN
OOIMKHbI ObITb 3a3emMreHbl C ABYX KOHUOB. [lpuyem, ecnu oamH KOHEeL, aKkpaHa nogkntoyaeTcs
HEMNOCPEACTBEHHO K LUMHE 3a3eMfeHusi, TO BTOPOM — MOAKMYaeTCa K 3a3eMeHuio 4yepes

paspsaHuIK.

PykoBoacTtBo no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE
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B5. MonHuesawmTa

MonHuesawuTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "MIHCTpyKLMA NO YCTPOWCTBY
MOSHMe3aWmnTbl 3gaHnii n coopyxennn" n FTOCT P 50571.18-2000, FTOCT P 50571.19-2000, NOCT
P 50571.20-2000. lMpn npoknagke BO3QYLUHbLIX JIMHUA W NUHWUIA, UOYLUMX MO HApPY>KHOW CTEHEe
3[4aHMN 1 NO YepAayHbIM NOMELLEHMSIM, Ha BXxogax obopynoBaHWs AO0SMKHbI ObiTb YCTAHOBMEHDI

yCTpOIZCTBa MOJMTHMe3aLuThbl.

B6. TemnepaTypa u BnaxHocTb

MakcumarnbHble 1 MUHUManbHbIE 3HAYeHWs TemrnepaTypbl 3KCnyaTauum n XpaHeHus, a
TaKke BnaxHoctM, Bbl MoxeTe nocmMoTpeTb B  TEXHUYECKOM OMUCaHWU  KOHKPETHOrO
obopynoBaHusi. MakcumanbHas paboyvas Temnepartypa — 9TO Temnepartypa, Bbllle KOTOPOW He

OOJDKeH HarpeBaTbCA Kopnyc yCTpOVICTBa B npotecce ANNTEnbHON paGOTbI.

B7. PasmelweHune

Ana BeHTMNSAUMM YCTPOMCTBA HEOOBXOAMMO OCTaBWUTb Kak MUHMMYM Mo 5 cM cBOGOAHOrO
npocTpaHcTBa no 6Gokam M CO CTOPOHbI 3agHenm naHenu ycTtpowuctBa. [lpu ycraHoBke B
TENEeKOMMYHUKAUMOHHBLIN  WwKad wunmM CTOWKy JdormkHa ObiTb  obecnedyeHa Heobxogumas
BeHTUNAuuA. [nsa 3TOoro pekoMeHAyeTCs YyCTaHaBnmMBaTb B WKady chneumanbHbii 6ok
BEHTUNATOPOB. TemnepaTypa OKpy)Xalollero Bo3gyxa W BEHTUNAUMS LOMKHbl obecneyvBaTtb
HeobxoOuMbIN  TemnepaTypHbii  pexum obopyaoBaHus (B COOTBETCTBMM C  TE€XHUYECKUMU
XapakTepuCTUKaMm KOHKPETHOro 060pya0oBaHNS).

MecTo anga pasmeLleHnss 060pyaoBaHNs OMKHO OTBeYaTb Creayowmm TpeboBaHNsM:

a) OTcyTcTBUE 3aNbINEHHOCTU NOMELLEHMS.

6) OTcyTCcTBUME B BO3AYXE NApoB Bark, arpeccuBHbIX cpes.

B) B nomewieHuun, roe ycrtaHaBnuBaeTcd obopynoBaHue, He [OOMKHO ObiTb ObITOBbIX
HaCeKOMbIX.

r) 3anpelaetca pasmellarb Ha obopyaoBaHUM NOCTOPOHHME NpeaMeTbl U NepekpbiBaTb

BEHTUNTALUMNOHHbLIE OTBEPCTUA.

B8. O6cnyxunBaHue
O6opynoBaHue Heobxoanmo obcnyxmMBaTb C NEPUOAMYHOCTBIO HE MEHee OAHOro pasa B
rog C Uenbi yaaneHus M3 Hero nbelnv. 3To no3sonut obopypoBaHuio paboTtate 6e3 cboeB B

Te4yeHune npoaomknTesribHOro BpeMeHu.

PykoBoacTBo no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE -
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B9. NMoaknto4vyeHne nHtepdencos

O60py,£l,OBaHVIe AOJDKHO noAgKn4yaTtbCA B CTPOroMm COOTBETCTBUM C HA3HA4YeHneM 1 TUNMom

YCTaHOBMNEHHbIX UHTEPGENCOB.

B10. MapaHTuitHbIe 06sA3aTenbCTBA

OOO «HIIMN «beBapg» He rapaHTupyeT, 4YTo obopyaoBaHue GyaeT paboTaTb AOMKHLIM
00pa3om B pasnmyHbiX KOHUrypaumsx n obnactax NpMMEHEHUs, U He AaeT HUKAKOW rapaHTum,
yTO 0BGopyaoBaHMe obs3aTenbHO OyaeT paboTaTb B COOTBETCTBUM C OXMAAHUAMWU KNMEHTa npwm
€ro NpMMeHeHUN B crneunguyecknx Lensax.

OO0 «HIMMN «beBapa» He HeceT OTBETCTBEHHOCTM MO rapaHTUHbIM 0bsi3aTeNnbCTBaM Npu
NOBPEXOEHUN BHELWHUX WHTepdencoB obopyaoBaHus (CeTeBblX, TeNe(OHHbIX, KOHCOSbHbIX W
T.N.) 1 camoro obopyaoBaHWs, BO3HMKLLEM B pe3ynbTaTe:

a) HecobntoaeHWst NpaBuI TPAHCNOPTMPOBKM U YCINOBUIN XPaHEHWS;

6) bopc-MaOpHbIX OBCTOSATENBLCTB (TaKMX Kak NoXap, HABOAHEHWE, 3eMNeTPACEHMe U Ap.);

B) HApPYLLUEHUS TEXHUYECKNX TpeboBaHM MO pa3MeLLEHMIO, NOAKMIOYEHNIO U SKCMyaTaumy,;

r) HEMpPaBUITbHbIX OEWCTBUIA NMPU NEPENPOLLNBKE;

[) NCNOoNb30BaHNS He NO Ha3HaAYeHWIo;

€) MEeXaHUYECKUX, TEePMUYECKMX, XMMUYECKUX W WHbIX BUAOB BO3OEWCTBUM, €CNU UX
napameTpbl BbIXOAAT 3@ pPaMKuM OOMYCTUMbIX SKCMNyaTauMOHHbIX XapaKTepucTuk, nmbo He
npegycMOTPEHbl TEXHMYECKON creumdmKaLmen Ha gaHHoe 0bopyaoBaHue;

X) BO3OEWNCTBMSA BbICOKOTO HanpskeHus (yoap MOSHMKM, CTaTU4ecKoe 3NeKTpU4ecTBO WU

T.M.).

PykoBoacTBo no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE -

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




BGWARD [Ipunooicenus

MpunoxeHue C. MNMpaBa n noaaepxka

C1. ToproBasi mapka

Copyright © BEWARD 2026.

HekoTopble NyHKTbl HacTosiwero PyKoBOACTBa, a Takke pasgenbl MEeHH YyhnpaBreHus
obopyaoBaHna MoryT 6biTb n3MeHeHbl 6e3 NpeaBapuUTENbHOrO YBE4OMITEHUS.

BEWARD gasnsetca 3apernctpmpoBaHHon Toproson mapkon OOO «HIIM «besapa». Bece

OCTarbHble TOProBble MapKn NnpunHaaneXxart nx snagenbuam.

C2. OrpaHn4eHMe OTBETCTBEHHOCTH

OO0 «HIMM «beBapg» He rapaHTUpPyeT, YTO annapaTHble cpegcTBa OyayT paboTaTb
OOIDKHBbIM 00pa3oM BO BCEX cpedax M MPUMNOXEHUSIX, U He OAaEeT rapaHTUi 1 NpeacTaBlieHUN,
nogpasymeBaemMbIX WIM BbIPaXXEHHbIX OTHOCUTENBbHO KadecTBa, paboumx XapakTEPUCTUK, WIK
paboTocnocobHOCTM MNpu uMcnonb3oBaHuu B creundmyeckmx uensax. OO0 «HIMM «beeapg»
NPUITOXNIO BCE ycunus, 4tobbl caenaTtb 9T0 PYKOBOACTBO MO 3KCnnyataumm Hambornee TOUHbIM U
nonHbiM. OO0 «HIIM «beBapg» oTKasbiBaeTCs OT OTBETCTBEHHOCTWU 3a NHOObLIE onevaTkn unm
NPonycKu, KOTOpble, BO3MOXHO, NPOM3OLLIAN NPY HanMcaHnm gaHHoro PykoBoacTtea.

MHdopmauusa B ntobon yactu PykoBogcTBa nNo aKcniyataumm U3MEHAETCA U OOMOSTHAETCS
OO0 «HIMN «beBapa» 6e3 npegpaputensHoro yeegomnenuns. OO0 «HIMIM «besapa» He Gepet
Ha cebs HMKAKON OTBETCTBEHHOCTM 3a NtoOble NOrpeLlHOCTN, KOTOPble MOTYT COAEPXaTbCsA B 3TOM
Pykosoactee. OO0 «HIIN «beBapa» He GepeT Ha cebs OTBETCTBEHHOCTM U HE [aeT rapaHTui B
BbiNycke OOHOBMEHUA UMM COXPAHEHUN HEU3MEHHOW KakoW-rMbo WHgOopmMaLMM B HACTOSLEM
PykoBogcTtBe no akcnnyatauuu, nm ocTaBnsdeT 3a cobon npaBo BHOCUTb U3MEHEHMS B AaHHOEe
PykoBogoctBo w/wunu B M3genus, onucaHHble B Hem, B noboe Bpems 6e3 npensaputenbHOro
yBegomneHnsa. Ecnu Bbl obHapyxuTe B 3TOM PyKOBOACTBE WMH(pOpMauuio, KoTopas ABndeTcs
HEeNpaBWUMNbHOM WU HEMNOSIHOW, WM BBOAUT B 3abnyxaeHwe, Mbl Oygem Bam kpaiiHe

npu3HaTerbHbl 3a Bawu KOMMEHTapun n npeanoxXeHunA.

C3. Npenynpexaennsa FCC

910 0bopynoBaHMe BbINO NPOTECTUPOBAHO M NMPU3HAHO YAOBMETBOPSAIOWMM TpeboBaHNSAM
NONOXeHUs O LMMPOBLIX YCTPOWCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 T[lpasun
depepansHon komuccum no ceasm (FCC). Otn orpaHmdeHus Obinv paspaboTaHbl B LEensx
obecrneyeHns 3aWwmTbl OT BpPeAHbIX MOMEX, KOTOpble MOryT BO3HMKATb MNPWU MCMOSb30BaHUN
obopyaoBaHna B KOMMeEpPYECKUX Lenax. OTo obopyaoBaHMe MOXeT u3ny4vaTb, reHepupoBaTb U
NCNoNb3oBaTb JHEPruto B paguovacToTHOM AuanasoHe. Ecnm gaHHoe obopypoBaHue 6yger
YyCTaHOBIEHO W/Unn BygeT MCnonb3oBaTbCA C OTKMNOHEHMAMM OT HacTosawero PykoBoacTtsa, OHO

MOXeT OKa3biBaTb BpegHoe BO3OENCTBME Ha KayeCcTBO paguoceA3n, a npu yctaHoOBKE B KUMon
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30He, BO3MOXHO, — Ha 340poBbe ntoaen. B aTtom crnyyae Bnageney 6yaoet o6si3aH ucnpaensTb

nocneacTesns Bpe4HOro BO34eNCTBUS 3@ CBOWN CYET.

C4. NpepnynpexaeHne CE
OTO YyCTPOMCTBO MOXET BbI3blBaTb PaAMONOMEXMN BO BHELLUHEM OKpYXeHun. B aTom cnyyae

nonb3oBaTtesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYHOLLNE MEPDI.

C5. NMoppepxka
Ona nHpopmaumm OTHOCUTENBbHO CepBUCa W MOAAEPXKKWU, MOXanymncta, CBSXKUTECh C
cepBucHbiM LeHTpom OO0 «HIM «beBapa». KoHTakTHble AaHHble Bbl MOXeTe HanTh Ha canTe

http://www.beward.ru/.

Mepen oGpalweHvem B cnyxby TexXHUM4eCKoW noAdepXKKW, noXxanymcra, MNOoAroToBbTe
cnegyoLyo MHopMaumio:

e To4yHoe HammeHoBaHue un IP-agpec Bawero obopygoBaHusi (B cnyyae npuvobpeTeHus
IP-o6opyaoBaHus), gaTa NOKYMKW.

o Coo0OLieHuns 06 owmbkax, KOTopble NOABASIINCL C MOMEHTA BO3HUKHOBEHUSA NPOONeMbI.

e Bepcua npowmBkM M 4epe3 kakoe obopydoBaHwe paboTano yCTPOWCTBO, Korga
BO3HWMKMNa npobnema.

e [lpousBegeHHble Bamu genctsna (No waram), NpeanpuHaTblie And camoCTOATENbHOMo
peLLeHns npobnembl.

o  CKPUWHWOTbLI HACTPOEK 1 NapaMeTpbl NOAKMYEHMS.

Yem nonHee 6ypet npeacrtaBneHHad Bamu mHopmauusa, Tem bbicTpee cneumanucTbl

CEPBUCHOIO LUeHTpa CMOryT NoMo4b Bam pewnTb npo6neMy.

PykoBoacTBo no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE -

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru



http://www.beward.ru/

BGWARD [Ipunooicenus

MpunoxeHune D. MMoccapun

Angle / Yron o63opa — 3T0 yros, KOTOpbIi 06pasytoT fny4n, COeaUHSAOLMNE 3a4HIOK TOYKY
o0bekTMBa 1 gmaroHarnb Kagpa. Yron 3peHus nokasbiBaeT CbeEMOYHOE PacCTOsiHME U Yalle BCero
BblpaxaeTca B rpagycax. OOblMHO yron 3peHust u3MmepsaeTcss Ha 5uH3e, (OKYyC KOTOpOu
yCTaHOBIEeH B GECKOHEYHOCTb. B 3aBMCMMOCTM OT yrna 3peHusi, oObekTUBbl AENSAT Ha TpU Tuna:
LUMPOKOYrofbHble, HOpMaribHble M ANMHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BHEKTMBAX, KOTOpbIE
Yyale BCero Mcnosb3ylTcsa A8 NaHOPaMHOro HabnaeHus, yron 3peHnsa coctaBnseT 75 rpagycos
n 6onbe. HopmanbHble 06bEKTUBLI MMEIT yron 3peHusa ot 45 go 65 rpagycoB. Yron 3peHus

ANMHHOGOKyCcHOro o6bekTnBa coctasnseT 30 rpagycos.

Authentication / AyteHTudmkauma — npoeepka NpUHALMEXHOCTU CyObEKTYy AocTyna
npeabsBNEeHHOro UM  MAeHTUdUKaTopa; noaTreepxaeHne noanmHHocTn. OavH 13 cnocobos
ayTeHTUMKauMm B KOMMbLIOTEPHON CUCTEME COCTOMT BO BBOAE Ballero Mnofb30BaTeNbCKOro
noeHTMdurkaTopa, B NPOCTOPEYUM HasbiBAEMOro «formHom» (login — perucrpaunoHHoe ums
nonb3oBaTtensd) W MNapond — HEKOW KOoHduOeHUManbHOW WHGOPpMauMM, 3HaHME KOTOpOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcom. NonyymB BBEAEHHbIV NOMb30BaTENEM JTIOrMH
N Naponb, KOMMbIOTEP CPaBHUBAET UX CO 3HAYeHMEeM, KOTOpOoe XpaHuTcA B chneuuanbHou 6ase

OaHHbIX, U, B Cllfy4ae coBnageHunsd, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Bitrate / ButpenTt (CkopocTb nepegaym AaHHbIX) — OyKBanbHO, CKOPOCTb NMPOXOXAEHUS
6uToB MHOPMaUnN. BUTpenT NpMHATO MCNonb30BaTb MpPU M3MepeHUn 3APdEKTUBHON CKOPOCTU
nepegayn mHoOpmMauun Mo KaHamny, TO eCTb CKOPOCTW nepefadn «nonesHorm WHgopmaumm»

(mMOMUMO TakoBOW, MO KaHany MOXeT nepegaBatbhcs cnyxebHas nHgopmaums).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKU, KOMNEeHcauus
3afHero ceeTa). TuNMYHbIN NpUMep HeoBXoOMMOCTU UCMOMb30BaHUA: YenoBek Ha ¢oOHEe OKHa.
OnEKTPOHHbIN 3aTBOP KaMepbl OTpabaThiBaeT MHTErpanbHyto, T.e. 0bLLYH OCBELLEHHOCTb CLEHbI,
«BUOUMOM» Kamepon vyepe3 obbekTMB. COOTBETCTBEHHO, Manasa durypa 4yenoseka Ha GOoMbLIOM
CBETMOM (pOHE OKHa BbINbETCH B UTOre "3acBeTKOW" BCen KapTUHKW. BkrtoyeHne pyHkuumn «BLC»

MOXET B NOAOBHbIX crnydyasax ncnpaBunTb pa60Ty aABTOMAaTUKN KaMepbl.

Bonjour — npoTokon aBTomaTnyeckoro obHapyxeHusi cepBmcoB (cryx6), ncnonb3yembin B
onepaumoHHon cucteme Mac OS X, HaumHasa ¢ Bepcun 10.2. Cnyx6a Bonjour npegHasHavaeTcs
ANS UCNONb30BaHWSA B JTOKarnbHbIX CETAX M UCNONb3yeT cBeAeHuns (3anmcn) B crnyxbe OOMEHHbIX
nmén (DNS) ana obHapyXeHust Opyrmx KOMMbIOTEPOB, PABHO KakK U MHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPUHTEPOB) B GrivKaNLLEM CETEBOM OKPY>KEHWUN.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIN

MeTansIooOKCUAHbIA MNOMYNPOBOAHUK) — 3TO LUMPOKO WCMOMb3yeEMbIA TWM MNOMYNpPOBOAHMKA,

PykoBoacTBo no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE -

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




BGWARD [Ipunooicenus

KOTOpbIA UCMONb3yeT Kak oOTpuUaTenbHyl, Tak W MOMOXUTENbHYIO 3MeKTPUYECKyto Lenb.

[MockonbKy TONbKO Of4Ha M3 3TUX TUMOB Lienen MoXeT OblTb BKOYeHa B Noboe AaHHOe Bpems, TO
Mukpocxembl KMOIla noTpebnsatoT MeHbLUe 3feKTPO3IHEPTrMK, YeM MUKPOCXEMBbI, UCNONb3yoLlme
TOMbKO OOMH TWM TpaHaucTopa. Takke gatunkm nsobpaxkeHus KMOIT B HEKOTOPbIX MUKpOCXeMax
cogepxaTt cxembl 06paboTKM, OAHAKO 3TO NPEUMYLLECTBO HEBO3MOXHO ucnonb3oBatb ¢ [13C-

OaTynKaMu, KOTopble ABJTAIOTCA TaKKe Oonee AopormMmn B npon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsemasa nns
Ha3Ha4YeHWs1 NOCTOSIHHOTO AOMEHHOIo UMEHU YCTPOMUCTBY (KOMMbIOTEPY, CETEBOMY HAKOMUTENMIO) C
AnHamnyeckum IP-agpecom. 3t1o moxeT 6biThb IP-agpec, nonyyerHsin no DHCP vnn no IPCP B
PPP-coeauHeHuax (Hanpumep, npu ydanéHHoMm [ocTyne udepe3 mogem). [dpyrue MalluHbl B

MHTepHeTe MOryT yCTaHaBnnBaTb cCoeauHeHne C 3TOM MaLUMHOM MO OOMEHHOMY UMEHWN.

DHCP (Dynamic Host Configuration Protocol / [lpotokon AuHamMunyeckown
KOHcbUrypaumm ysmna) — 3T0 CeTeBOW NPOTOKOS, NMO3BONSIOLINA KOMMbOTEPaAM aBTOMaTUYECKU
nony4vatb IP-agpec v gpyrve napametpbl, Heobxoaumble ana pabotbl B cetn TCP/IP. [JaHHbIN
npotokon paboTtaeT no MoAenu «KNMeHT-cepBep». [ns aBTOMaTUYECKOW KOHUrypaumm
KOMMbIOTEP-KITMEHT HA 3Tane KoHUrypaumm CeTeBOro YCTpoMcTBa obpawaeTrcs K Tak

Ha3biBaemomy cepeepy DHCP v nony4aeTt oT Hero Hy>kHble napameTpbl.

DHCP-cepBep — 3TO nporpamma, KoTopasi Ha3HadaeT knueHtam IP-agpeca BHyTpu
3a[aHHOro AmvanasoHa Ha onpeferieHHbI nepuog BpeMeHu. [aHHylo yHKUUO NoAdepXuBatoT

NpakTUYeCckn BCe COBPEMEHHbIE MapLLpPYTU3aTopbI.

Domain Server / CepBep AOMEHHbIX UMEH — TakKe LOMEHbl MOryT ObiTb NCNOMNb30BaHbI
OpraHmsaumsiMiM, KOTOpble XOTAT LEHTPanu3oBaHHO yMNpaBnsaTb CBOMMM KOMMbiOTEpaMu (Ha
KOTOPbIX YCTaHOBMEHbI onepaunoHHble cuctembl Windows). Kaxabii nonb3oBaTternb B pamMkax
OOMeHa norny4aeT Y4YeTHYl 3anucb, KOTopasi OObIYHO paspellaeT 3aperucTpupoBaTbCa U
ncnonb3oBaTtb N0OOM KOMMbIOTEP B LOMEHE, XOTSi OQHOBPEMEHHO Ha KOMMbKTEP MOryT ObiTb
HanoXeHbl orpaHuvyeHns. CepBepoM [OOMEHHbIX MWMEH SBMSieTCA  CepBep, KOTOPbIv

ayTeHTVICbI/ILI,MpyeT nonb3oBaTenen B ceTu.

Ethernet — naketHas TexHonorusa nepegayn AaHHbIX MNPEUMYLLLECTBEHHO B JOKamnbHbIX
koMmnbloTepHbIX ceTax. CraHgapTtel Ethernet onpegensawT npoBogHble coeauHeHus u©
3MNeKTpUYECKME CUrHanbl Ha (PU3NYECKOM YpOBHe, POpMaT KaapoB W MPOTOKOMbl YNpaBneHus

AOCTYMNOM K cpefie — Ha KaHarnbHOM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne yctaHOBKM MO YMOSYaHUIO — 3TO YCTAHOBKW,
KOTOpble Mn3HavarnbHO UCNONb30BaHbl A5 YCTPOWUCTBA, KOr4a OHO OTrpy)XaeTcs ¢ 3aBoa B NepBbi

pas. Ecnn BO3HMKHET HEOBXOANMOCTb nepeycrtaHoBUTb yCTpOI?ICTBO 00 ero 3aBOACKUX YCTaHOBOK
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Nno yMONYaHuio, TO 3Ta PYHKUMUS NpUMeHUMa Ansi 60onbLUMHCTBA YCTPOWCTB, M OHa MOSTHOCTbIO

nepeycraHasnineaeT nobble YCTaHOBKW, KOTOpPbIE ObIN N3MEHEHbBI Nofb30BaTENEM.

Fps / KapgpoBas 4yactota — KOIM4ECTBO KagpoB, KOTOpOE BMaeocucteMa (KoMnbioTepHas

urpa, Tenesusop, DVD-nneep, Bugeodann) BblaéT B CEKyHAY.

Frame / Kagp — kagpom sBnsieTcsa nonHoe BugeousobpaxeHune. B dopmate 2:1
4YyepeccTpoyHoM  pasBépTkn uHTepdenca RS-170 u B opmatax MexayHapoaHoro
KOHCYNbTaTMBHOrO KOMUTETa MO paguoBELLaHuIo, Kagp co3gaeTcsa U3 ABYX OTAeNbHbIX obnacren
NNHWUIA YepecCTpOoYHON pasBepTkn 262.5 nnm 312.5 Ha yactoTte 60 nnmn 50 My ans Toro, 4YToObLI
cchopmupoBaTtb MOMHbLIA Kaap, KOTOpbIi 0ToBpasntcsl Ha akpaHe Ha yactote 30 wnm 25 Iy, B
Buageokamepax C MNPOrpecCUBHOM pPasBEPTKON KaXObl Kagp CKaHMpYeTCA MOCTPOYHO U He

ABNSAETCH YePECCTPOUHbIM; GONBLUMHCTBO M3 HNMX OTOBpaxaeTcsa Ha YactoTe 30 n 25 Ny,

FTP (File Transfer Protocol / lpotokon nepepayn ¢annoB) — I3TO NPOTOKON
NPUNoXeHUs, KOTOpbIM ucnonb3dyet Habop npotokonoB TCP / IP. OH ucnonb3yetcsa, 4ToObI
obmeHuBaeTcs parinamm Mexay KomnbioTepamu/yctponctBamm B ceTn. FTP  nossonsier
nogknodaTbes K cepsepam FTP, npocmatpmBaTbh COAEPKMMOE KaTanoroB U 3arpyxatb ansnbl ¢
cepBepa unn Ha cepsep. lNMpoTtokon FTP oTHOCUTCS K NpOTOKONaM MpUKNagHoOro ypoBHS U Ans
nepegayn gaHHbIX MCNOMNb3yeT TpaHCNopTHLINM npoTtokon TCP. KomaHabl n gaHHbIE, B OTNMYME OT
OOonbLUMHCTBA APYrMX NPOTOKOMNOB NMepedarTcsa no pasHeiM noptam. opt 20, oTKpbiBaeMbIA Ha
CTOPOHE cepBepa, UCNOoNb3yeTcsa And nepegayun gaHHblx, nopT 21 - onga nepegayun komadg. Nopt

ana npunemMa gaHHbIX KIMMeHToOM onpenendeTcda B Aunanore corriacoBaHus.

Gain / KoachdumumeHT ycuneHmsa — k0adruUMeHTOM yCuneHms asnsaetcs KoaduumneHT
YCUNEHNA W 3KCTEHTa, B KOTOPOM aHamnoroBbi YCUNUTENb YCUNMBAET Cuny curHana.
KoadhpumumeHTbl yeunenunsa obbl4HO BbipaXatoTcs B eanHuuax mowHoctu. Jeumben (ob) asnsetca

Hanbonee yI'IOTpe6VITeJ'IbeIM cnocobom ans n3mepeHna ycuneHua ycunmtens.

Gateway / MexceTeBOW LWKO3 — MEXCETEBbIM LUMIO3OM SBMSETCA CeTb, KOTopas
OEVNCTBYET B Ka4YecTBe TOYKM BXoda B Apyryto ceTb. Hanpumep, B KOpnopaTvBHOW CETU, CepBep
KOMNbloTEpa, AENCTBYIOLLNA B Ka4eCTBE MEXCETEBOro Ls03a, 3a4acTylo Takke OeNCTByeT U B
KayecTBe MPOKCU-CepBepa U cepBepa CeTeBOM 3alimTbl. MexceTeBOM LIMN03 YacTo CBA3aH Kak C
MapLLPYTM3aTOPOM, KOTOPbIA pacrno3HaeT, KyAa HanpaBnaTh NakeT AaHHbIX, KOTOPbIA NPUXoauT B
MEXCETEBOW LUMI3, Tak U1 KOMMYTaTOPOM, KOTOPbIA NPeaoCTaBnsieT UCTUHHbLIN MapLpyT B U 13

MeXCeTeBOro Link3a Anda gaHHOoro naketa.

H.264 — 570 mMexayHapoaHbIN CTaHOapT KOAMPOBaHWUS ayavo UM BUAeo, (Apyroe Ha3BaHue
'MPEG-4 part 10" nnn AVC (Advanced Video Coding)). [laHHbI cTaHOapT COAEPXUT psf HOBbIX
BO3MOXHOCTEN, MNO3BONSAKLINX 3HAYUTENBbHO MOBLICUTL 3MMPEKTUBHOCTL CXKaTus BMOEO MO

cpaBHeHuto ¢ 6onee paHHumn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
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GonbLUyt0 TMBKOCTb NPUMEHEHMST B pa3HOOOpasHbIX CeTeBbIX cpeaax. Vicnonb3dyetcs B LMPOBOM

TenesmaeHnn Boicokoro paspewenns (HDTV) n Bo MHOrmMx gpyrmux obnactsix undgpposoro Buaeo.

HTTP (Hypertext Transfer Protocol / MpoTokon nepepaun runeprekcra) — 3To Habop
npaeuvn no obmeHy pavnamm (TEKCTOBbIMK, rpadunyeckumn, 3BYKOBbIMW, BUAEO- U APYrMMuU
MynbTumeama darnnammn) B cetu. poTtokon HTTP saBnsieTcAa MpOTOKONOM BLICLLETNO YPOBHS B
cemerictBe npoTokonos TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaerca A0 NonyyYeHus

noareepXxgeHma o ero npasuiibHOM npneme.

HTTPS (Hypertext Transfer Protocol Secure / 3alWuWwéEHHLIA NPOTOKON nepepayun
runepTekcTa) — pacwumpeHue npotokona HTTP, nogaoepxusatowee LwudpoBaHue. [daHHble,
nepefaBaemble Mo npotokony HTTP, «ynakoBbiBaloTCA» B KpunTorpaduyeckmin npotokon SSL
unn TLS, Tem cambiM obecnevnBaeTcs 3alumnTa 3TUX gaHHbIX. B otnuumne ot HTTP, ana HTTPS no

ymonyanuio ucnonssyetcs TCP-nopt 443.

IP 66 (Ingress Protection) — 310 cTaHAapT 3awmTbl 060pYyAO0BaHUSA, KOTOPbLIA ONUCbLIBAET
nbine- 1 BRaro- 3awuTy Kamepbl BuaeoHabniogeHus. lNMepeas umdpa obo3HavaeT ypoBEHb
3aWnTbl OT NonagaHus TBEpAabIX YacTuy (Hanpumep, uMdpa 6 o603Ha4YaeT NONHOe WCKMYeHne
nonagaHus nbinun). Btopas umdpa obo3HayaeT ypOBEHb 3aliMTbl OT MOMagaHust XUOKOCTew
(Hanpumep, undpa 6 obosHavyaeT GesynpeyHy paboTy Kamepbl NpU BO3OENCTBMM MaCCUBHbIX

BOOAHbLIX MOTOKOB BOAbI N1 BpE€MEHHOM O6J'II/IBaHVIVI.)

IP-kamepa — uncpoBas Bugeokamepa, OCOOEHHOCTBIO KOTOPOW SBNAETCA nepedadva

BugeonoToka B undgposom chopmaTte no cetn Ethernet, ncnonsaytowen npotokon IP.

JPEG (Joint Photographic Experts Group / Crtanpapt OGbeauHeHHOW rpynnbl
aKkcnepTtoB B obnactu dotorpadmm) — oauH M3 MONynspHbIX rpadudeckmx opmartos,
NPUMEHSEMbIA AN XPaHEeHUs POoTON300paxKeHMN N NogOoOHLIX UM n3obpaxkeHun. Npu cosgaHmm
nsobpaxerHma JPEG nmeeTca BO3MOXHOCTb HAaCTPOMKM UCMONb3yeMoro koadduumeHTa cxaTus.
Tak kak npu 6ornee HM3KOM KO3ahpuUneHTe cxatms (T.e. CaMOM BbICOKOM Ka4yecTBe)
yBenuumBaetcsa obbem ainna, cylecTByeT BbIOOp Mexay KayecTBOM U3obpaxeHus n od6beMmom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — aTo0 Mepa nsamepeHunst CKOpoCTU NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOT0p017| onpeaeneHHoe Konn4ecTtBo outos npoxoaaT 3adaHHYH TOYKY.

LAN (Local Area Network / JlokanbHasa BbluMcnuTenbHas ceTb) — KOMMNbIOTEPHAs CeTb,
NOKpbIBalOLLAs 0ObIYHO OTHOCUTENBHO HEBOMbLUYIO TEPPUTOPUIO NN HeBOoMbLUYIO Tpynny 34aHWUN

(Bom, odouc, Pupmy, MHCTUTYT), TO €CTb ONpeaeNeHHY0 reorpaduyeckyto 30Hy.

MAC-agpec (Media Access Control address / AnnapaTHbi agpec yCTpoMcTBa) — 3TO
YHUKanbHbIA MOeHTUdUKaToOp NPUCOEeOMHEHHOrO K CeTU YCTPOMCTBA UMK, TOMHEe, ero nHTepdenc

a4 NoAKNK4YeHnA K CeTu.
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Mbit/s (Megabits per second / Mout/cek) — 370 Mepa M3MEPEHUs CKOPOCTU MOTOoKa

[AaHHbIX, T.€. 3TO CKOPOCTb, Ha KOTOPOWN BGUTLI MPOXOAAT 3a4aHHY0 TOYKY. ATOT napameTp 06bIYHO
ncnonb3yeTcs, 4YTobbl NPeAcTaBUTb «CKOPOCTb» ceTu. JlokanbHas ceTb OomkHa paboTath Ha

ckopoctn 10 unu 100 M6uT/cek.

MJPEG (Motion JPEG) — nokagpoBbli MeTO4 BUOEOCKATUS,, OCHOBHOW OCOOEHHOCTbBIO
KOTOPOro SIBNSETCA CXaTue Kaxdoro OTAENbHOro Kagpa BMAEONOTOKa C MOMOLLbK anroputma
ckatna wusobpaxeHun JPEG. lMpu cxatum metogom MJIPEG MexkagpoBasi pasHuua He

Yy4YnTbIBAeTCA.

MPEG-4 — 310 MeXayHapoaHbl CTaHgapT, UCMOMb3yeMblin MPENMYLLLECTBEHHO AN CXaTus
umgposoro ayauo u sugeo. CrtaHgapTt MPEG-4 B OCHOBHOM uCMonb3yeTca ANd BellaHus
(noTokoBoe BMAEO), 3anmMcn PUNbLMOB Ha KOMMNAaKT-AUCKKU, BuaeoTenedoHun (BungeotenedoH) u

LLUMPOKOBELLaHKA, B KOTOPbIX akKTUBHO NCNOSNb3yeTCA CXKaTue Ll,l/ld)pOBbIX BMOEO 1N 3BYyKa.

NTP (Network Time Protocol / lMpoTokon CUHXPOHU3ALUM BpPEMEHU) — CeTeBOW
NPOTOKON ANSA CUMHXPOHM3ALMN BpeMeHU C ucrnonb3oBaHmeM ceten. NTP ncnonb3yet ans ceoeu

pab6oTbl npoTtokon UDP.

ONVIF (Open Network Video Interface Forum) — otpacnesow ctaHgapT, onpeaensoLwnii
NPOTOKOSbl B3aMMOAENCTBUSA TakMX YCTPOMCTB, Kak IP-kamepbl, BMugeoperucTpaTtopbl U CUCTEMBI
ynpaeneHna Bugeo. MexgyHapogHblih  (opyMm, Cco3gaBlUMA - OaHHBIA - CTaHOapT, OCHOBaH
komnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy ¢ uenbto

pa3paboTku U pacnpoCTpaHeHUs! OTKPLITOro CTaHAapTa AN CUCTEM CeTEBOro BUAEOHabnNoaeHus.

PAL (Phase Alternating Line / TeneBu3anoHHbin ctaHgapt PAL) — TeneBW3MOHHbIV
ctaHgapT PAL dBndetca npeobragarwoliym TENeBM3MOHHLIM CTaHOApTOM B cTpaHax EBponsbl.

TeneBu3noHHbIN cTaHgapT PAL goctaenseT 625 cTpok B kagpe Ha 25 K/cek.

PoE (Power over Ethernet / NutaHue 4yepe3 Ethernet) — TexHonornda, nossonstoLlas
nepefaBaTb YOanéHHOMY YCTPOWCTBY BMeCTe C AaHHbIMU 3MEKTPUYECKYID 3JHEpruio vepes

cTaHgapTHyt BUTYO napy B ceTu Ethernet.

Port / TopT — waoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHBIA pPECYpC, BblAENsSeMbli
NPUSTOXKEHMWIO, BLINOSIHAEMOMY Ha HEKOTOPOM CETEBOM XOCTE, ASI CBA3WM C MNPUMOXEHUAMMU,
BbIMOMHSAEMbIMN Ha APYrMX CETEBbIX XOCTax (B TOM YMCME C APYTMMU NPUNOKEHUSIMU HA 3TOM Xe
xocTe). B 06bl4HONM KNMEHT-CepBEPHON MOLENWN MPUIIOXKEHNEe NUOO0 OXMAaeT BXOAAWMX OaHHbIX
WNu 3anpoca Ha coeavHeHue («cnywaeT nopT»), MO0 nocbinaet AaHHble UNu 3anpoc Ha

COeaUHEHNE Ha N3BECTHbIN NOPT, OTKPLITbIA NPUNOXEHNEM-CEPBEPOM.

PPP (Mpotokon ABYXTOYEYHOro COE€AVMHEHUS) — TMPOTOKOM,  MO3BOSIAIOLLNIA
ncnonb3oBaTb UHTEpPdENC nocnefoBaTenbHOW nepefadvn Ans CBA3W Mexay ABYMsi ceTeBbiMU

ycTporctBamn. Hanpumep, nogkntodeHue MK k cepBepy nocpefcTBOM TeNeOHHON NUHUN.
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PPPoE (Point-to-Point Protocol / [lpoTokon coeanHeHus1 «To4YKa - TOYKa») — NPOTOKOI

Oona  nogknoyveHna  nonb3oBaTtenen cetm  ctaHpgapta  Ethernet k' WHTepHeTy  uyepes
LLIMPOKOMOSIOCHOE CoeanHeHNe, Takoe kak NnuHusa DSL, 6ecnpoBoaHoe yCcTPOMCTBO Unu KabenbHbIn
mogem. C nomoulbto PPPOE 1 LinpokononocHoro Mogema nosib3oBaTtenn nokanbHOW ceTn MoryT
nony4yatb OOCTYNn C WHAMBMAOYarbHOW MPOBEPKOW MOAMMHHOCTM K BbICOKOCKOPOCTHLIM CEeTAM
AaHHbIX. O6beanHasa Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneynBaeT aPEKTUBHBIN CNOCO6 CO3AaHMA OTAENbHbBIX COEANHEHWI C yaanNeHHbIM CepBEPOM

O5nA KaXXOo0ro rnorb3oBaTtenid.

Progressive scan / lporpeccuBHOe CKaHMpOBaHUE — 3TO TEXHOMOMNA npeacTaBneHns
KagpoB B BUAEOHaOMOAEHMM, NPU KOTOPOW Kaxabld Kaap BOCMPOU3BOAUTCHA MO OOHOW NUHMKU B
nopsiake WX pasMeLlleHMst Kaxkayl LecTHaguaTyl [Oon  CcekyHabl. To ecTb CHavana
nokasbiBaeTcst NMMHUA 1, 3aTeM 2, 3aTeM 3 1 Tak aanee. Takum obpasom, n3obpaxeHne He ObeTcs
Ha oTaenbHble nonykagpbl. B aTom cnyyae nonmHOCTbl ucvesaeT 3dEKT MepLaHusi, No3ToMy

Ka4yeCTBO OTCHATOro BMAeo nosy4vyaetca ©onee BbICOKMM.

RJ45 — yHUpUUMPOBaAHHbBIN pa3bEeM, MUCMOSb3YEMbIA B TENEKOMMYHUKaUMUAX, MMeeT 8

KoHTakKTOB. Mcnonbayetcs ansa co3gaHus JIBC ¢ ncnonb3oBaHnem 4-napHeix kabenen BUTOM napbl.

Router / MapwpyTnsatop — 3TO YCTPOWCTBO, KOTOPOe onpepensder TOouKy Onwkanwen
CeTn, B KOTOPYK MakeT AaHHbIX AOSPKeH OblTb HanpaBrieH Kak B CBOW OKOHYaTEerbHbIA MYHKT
HasHayeHus. MapwpyTnsatop cosgaeTr wWunu noggepxuBaeT  cneumanbHylo  Tabnuuy
MapLUpyTM3aLmMKn, KoTopas CoxXpaHseT MHPOPMaUUIo, Kak TONbKO OHa AOCTUraeT onpeaeneHHbIX
MyHKTOB HasHayeHusa. WHorga maplpyTu3aTop BKMAKOYMEH B KayecTBe 4acTu  CEeTeBOro

KoMMyTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIN NPOTOKOS B PeXUMe peanbHOro
BpeMeHUu) — 3TO npoTokon IP ons nepefadn gadHHblX (Hanpymep, ayavo Unu BUMAEO) B pexume
peanbHoro BpemeHu. lNMpotokon RTP nepeHocuT B CBOEM 3arofnoBke AaHHble, Heobxoaumble ons
BOCCT@HOBIEHUS FOfloca UNU BUAEOU300pakeHns B NPUEMHOM y3fe, a Takke [aHHble O Tune
koguposaHusa nHgpopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro npoTokona, B YaCTHOCTH,
nepenarTca BpeMeHHass MeTka U HOMep nakeTa. OTU napameTpbl NO3BOMAT NPY MUHUMAMbHbIX
3agepxkax onpegenutb MNOPsSAOK WU MOMEHT AEKOAMPOBaHUS KaXOoro mnaketa, a Takke
WHTepnonMpoBaTb MOTEPSIHHbIE NakeTbl. B kavyecTBe Huxenexawlero NpoTokona TPaHCMOPTHOro

YPOBHS, KaK npaBuso, ncnonbayetcs npotokosn UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepesayn NOTOKOB B peXxume
peanbHOro BpeMeHu) — 3TO NPOTOKON YNpaBeHns, KOTOPbIN CAY>XUT OCHOBOWN 41151 COrnacoBaHns
TpaHCMNOPTHBLIX NPOTOKONOB, Takux kak RTP, MHoroagpecHomn unn ogHoagpecHon nepegayv u ans
cornacoBaHunsa ucnonb3yembix kogekoB. RTSP MOXHO paccmaTpuBaTb Kak nynbT ANCTAHUMOHHOMO

ynpaBneHns NoTokaMu AaHHbIX, NpefocTaBnsieMbiMu cepBepoM MynbTumeauna. Cepsepbl RTSP
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06blMHO wucnonb3ytoT RTP B KayectBe cTaHgapTHOro NpoTOoKoNa And nepedadn ayguo- u

BUOEOOaHHbIX.

SD (Secure Digital Memory Card/ kapta namatu tuna SD) — dopmaTt kapTbl ¢naw-
namaTv, paspaboTaHHbIN AN UCMOMNb30BaHWS B OCHOBHOM B MOPTATMBHbLIX YyCTpowucTBax. Ha
CErofHsAHMN OeHb LWMPOKO WCMNONb3yeTCcs B  UU(POBbIX YCTPOWCTBax, Hanpumep: B
doToannapartax, MobunbHbix TenedgoHax, KIK, kommyHukaTopax u cmapTtdoHax, GPS-

HaBuUratTopax, BnaeokamMepax n B HEKOTOPbIX UTPOBbLIX NMPUCTaBKax.

Shutter / OnNeKTPOHHbLIN 3aTBOP — O3TO OJMEMEHT MaTpuubl, KOTOPbLIN MO3BONSAET
perynupoBaTb BpPEeMs HAKOMMEeHUA 3NeKTpudeckoro 3apsga. dTa geTanb OTBeYyaeT 3a
ANNTENBHOCTb BbIAEPXKKM M KONMYECTBO CBETA, NOMaBLUEro Ha Matpuuy nepe hopMUPOBaAHNEM

n3obpaxeHust.

SMTP (Simple Mail Transfer Protocol / [pocTton npoTtokon nepeaayn NouYTbl) —
npotokon SMTP wucnonb3yeTcs AN OTCbUIKM M MNOSYYEHUSI INEKTPOHHOW nouyTbl. OaHako
NMOCKOSTbKY OH ABMNAETCHA «NPOCTbIM» NO CBOEW CTPYKTYpPE, TO OH OrpaHUYeH B CBOEN BO3MOXHOCTU
No BMECTMMOCTM COOOLUEHWU Ha MNOfy4alowem KOHLUE, U OH 0BbIMHO MCMONb3yeTcs C OAHUM U3
OBYX Opyrnx npotokonoB, POP3 unv npoToOKONOM MHTEPAKTUBHOIO AOCTyNa K 3f1EKTPOHHOM NoYTe
(npotokon IMAP). 3Ty NpoTOKObI MO3BOMSOT NONb30BATEN COXPaHATH COOOLLEHMS B MOYTOBOM

ALLVIKe cepBepa 1 Nepuoanyeckin sarpyxarb UX U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / lpoTokon 3awuLieHHbIX
cokeToB / MpoToKON TPAHCMOPTHOrO YPOBHA) — 3T ABa NpoToKona (npoTtokon SSL sBnseTtcs
npMeMHUKoM npoTokona TSL) saBnAwTCA  KpunTorpauyeckumn npoTOKOMamMn, KOTopble
obecneuynBaloT 6e3onacHyto cBA3b B ceTu. B 6onblunmHCTBE cnyyaeB npoTokon SSL ucnonb3yetcs
yepes3 npotokonn HTTP, 4ToGbl chopmmpoBaTb NPOTOKON 3aWMLEHHON Mepedadvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMNb30BaHHOMO, Hanpumep, B MHTepHeTe Ans OCyLLEeCTBAEHUS
(PUHAHCOBLIX TpaH3aKkuun B 3nekTpoHHoM Buae. [lpoTokon SSL ucnonb3yeT cepTudukaTbl

OTKPbITOIo KpI/II'ITOFpaCbM‘-IeCKOFO KIto4a, 4ToObl noareepXxgatb MOEHTUYHOCTb cepBepa.

Subnet mask / Macka nogcetm — 6GuUTOBasl mMacka, onpegensiroulas, kakas 4dactb IP-
agpeca y3na ceTu OTHOCUTCA K agpecy CeTu, a Kakas — K afgpecy camoro yana B 3TOW CeTW.
Hanpumep, y3en c IP-agpecom 192.168.0.99 n mackon nogcetun 255.255.255.0 Haxoantcsa B cetu
192.168.0.0.

Switch / KommyTtatop — KOMMyTaTopoM S$IBMSIETCSA CETEeBOE YCTPOMCTBO, KOTOpOe
COeaunHsIeT CEerMeHTbl CeTU BMECTE M KOTOpOe BblibMpaeT mapLipyT ANs Nepechifiku yCTPOUCTBOM
AaHHbIX K ero Gnwkaviwemy nonyyartento. OBblMHO KOMMyTaTop siBnseTca 6onee npocTbiM U
6onee GbICTPbIM MEXaHW3MOM, YeM CeTeBOW MapLupyTusaTop. HekoTopble KOMMyTaTopbl UMEKT

YHKUMIO MapLupyTusaTopa.
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TCP (Transmission Control Protocol / poTokon ynpaBneHusa nepepayen) — ogmH 13

OCHOBHbIX CeTeBbIX MPOTOKONOB WMHTepHeTa, npegHasHadeHHbId Ofs YNpaBfeHus nepegaden
OaHHbIX B ceTax u nogceTtax TCP/IP. TCP — aTo TpaHCNOPTHLIM MexXxaHu3M, NpeaocTaBrsowmnm
NMOTOK AaHHbIX C NpeaBapUTENIbHOM YCTAaHOBKOW COEAMHEHWS], 3a CHET 3TOro 4aloLMiA YBEPEHHOCTb
B [JOCTOBEPHOCTM MNONydaeMblX OaHHbIX, OCYLLECTBMSIET MOBTOPHLIM 3amnpoc AaHHbIX B crydae
noTepu AaHHbIX U yCTpaHseT AybnupoBaHue npu noryvyeHun OBYX KOMMKM OAHOro naketa (Cwm.
Takke T/TCP).

UDP (User Datagram Protocol / lNpotokon pgeutarpamm nonb3oBaTens) — 3TO
npoTtokon oObMeHa [aHHbIMA C OrpaHWYEeHWsIMA  Ha MepecblflaeMble AdaHHble MO  CeTw,
ucnoneaytowen npotokon IP. TNpoTokon UDP gaBnsetcsa anbTepHaTuBon npoTtokony TCP.
MpeumywectBo npotokona UDP coctouT B TOM, 4TO ANA Hero HeobsAsaTernbHa AoCTaBka BCEX
AaHHBIX N HEKOTOpbIe MakeTbl MOryT ObITb NPOMYLLEHbI, €CrKN CeTb NneperpyxeHa. ATo 0COOEeHHO
yaoobHO npu nepegaye BungeomaTepranoB B pPeXMME pearnibHOro BPeMEHW, NMOCKOMbKy He umeet
CMbICria MOBTOPHO nepefaBaTb YCTapeBLUYH MHGOpMauuio, KOTopass BCce paBHO He bOyget

oTobpaxeHa.

UPnP (Universal Plug and Play) — TtexHomnorusi, nosBonsowasi nepcoHasrbHbIM
KOMMbIOTEPAM U MHTENNEKTyanbHbIM CETEBBLIM CUCTEMAM (HanpumMmep, OXpaHHOMY obopyaoBaHMIO,
pasBriekaTenibHbIM  YCTPOMCTBaAM  WMAW  UHTEPHEeT-LUN3aM) CcoeauHATbCAa  Mexay  cobon
aBTOMaTMyeckn u paboratb COBMECTHO 4depe3 eauHyt ceTb. [Mnatdopma UPnP ctpoutcsa Ha
OCHOBE TaKMX WHTepHeT-cTaHgaptoB, kak TCP/IP, HTTP wn XML. TexHonorms UPnP
noagepXunBaeT ceTeBble MHAPACTPYKTYPbl MpakTUyeckn noboro Tuna - Kak NpoBOAHbIE, TaK U
OecnpoBoaHble. B 1x yncno, B 4acTHOCTU, BXOAAT kabenbHbin Ethernet, 6ecnpoBoaHbie cetn Wi-
Fi, ceTu Ha ocHoBe TeneMOHHbLIX JIMHUA, NUHUIA 3nekTponuTaHua u np. lNoggepxka UPNP

peanun3oBaHa B onepaunoHHbix cuctemax Windows.

URL (Uniform Resource Locator / EauHbIn yKasaTenb pecypcoB) — 370

cTaHdapTU3NpoBaHHbIN cnocob 3anucu agpeca pecypca B ceTun NHTepHeT.

Web-server /| Beb-cepBep — 3T0 cepBep, npuHumarowmn HTTP-3anpocbl OT KNMEHTOB,
06bl4HO Beb-6paysepoB, 1 Bbigatowmn um HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHnem, pannom, Meamna-noTokoM Unn ApyruMu AaHHbIMM.

Anroputm cxaTus Buaeo — 3TO MeTOAMKa YMeHblueHus pasmepa danna undgposon
BMAEO3anucu MnocpeacTBOM  yaaneHus rpaduyeckux 3NeMeHTOB, He  BOCNPUHMMAaEMbIX

4yerioBe4eCknM rmnas3om.

BapudokanbHbil 06HLEKTUB — OOBLEKTMB, MO3BOMSAKOLINA MUCNONb30BaTb pPasfuyHbie
hOKyCHble pPacCTOsHUS B MPOTMBOMOSIOXKHOCTL OOBLEKTMBY C  (PMKCUPOBAHHBIM  (POKYCHBIM

pacCTOsSIHUEM, KOTOPbIV UCMONb3YeT NULLb OAHO PacCTOsiHME.
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Butas napa — Bua kabens cBs3M, npeactaBnsieT cobol oOoHYy WNM HECKONbKo nap

N30NMPOBAHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COOOW, MOKPbLIThIX MIACTUKOBOW OGOMOYKON.
CBuBaHME NPOBOAHUKOB MPOWM3BOAMUTCS C LIEMbl MOBBILEHMS CTEMEHUM CBA3WM Mexay cobow
NPOBOAHMKOB OAHOW Napbl (3NeKTpoMarHMTHasi noMexa OAMHAKOBO BNUsieT Ha oba npoBoaa napbl)
M NOCNEeayLWero yMeHbLUEHUS1 3NEKTPOMArHUTHbIX MOMEX OT BHELUHUX WMCTOYHWKOB, a Takke

B3aMMHbIX HAGBOOOK MNMpu nepenade D,I/ld)(bepeHLl,VlaJ'IbeIX CuUrHanos.

Bbl,qep)KKa — WHTepBall BpeMeHU, B Te4eHne KOTOPOro CBEeT BO3,EI,e|7ICTByeT Ha Y4YacCTOK
CBETOYYBCTBUTEIIbHOIO MaTtepuana unu CBeTO‘-IyBCTBVITeJ'IbHOVI mMaTpuubl ans COOGLU,eHI/lFl emMy

onpenenéHHon aKcnosnunn.

[eTeKkTop ABMXKEHUA — 3TO annapaTHbii NGO NPorpaMMHbIA MOAYSb, OCHOBHOW 3agaven

KOTOPOro ABndeTcs 06Hapy>|<eHV|e nepemMeLllarlnxca B none 3peHnd Kamepbl 00BEKTOB.

JdomMmeHHOe umsa — 370 onpeaeneHHas 6yKBeHHaﬂ nocrnenoBaTenbHOCTb, 0003HavatoLLLas
nMma canTta unu ncnonbldyemMad B MMeHax 3JIEKTPOHHbIX MOYTOBbIX ALLMKOB. [JOMeHHbIE MMeHa
OaloT BO3MOXHOCTb agpecaunn UMHTEepPHeT-y3roB U pachnofioXeHHbIX Ha HUX CeTeBbIX peCypcoB

(Beb-canToB, CEpPBEPOB 3MNEKTPOHHOM MOYThI, APYrMX Cryx06) B yaobHoW ans yenoseka opme.

UK-noaceeTtka (MK-npoxeKkTop) — ycTpomcTBO, obecneymBarollee MOACBETKY 0OObekTa

HabnoaeHns C n3nydYeHnemM B MHPaKpacHOM AuanasoHe.

Kamepa «aeHb/HOYb» — 3TO BMaeokamepa, NpeaHasHauYeHHas anst paboTbl KpyriocyTOYHO
B pasHbIX YCIOBUAX OCBELLEHHOCTU. B ycnoBusix sipkoin ocBeLLeHHOCTU n3obpaxeHune useTHoe. B
TEMHOE BpEMsi CYTOK, KOrga sipkuiA CBET MponafaeT, M HauMHalTCs CyMepku, u3obpaxeHue

CTaHOBUTCA qepHo-Genoe, B pe3yibTaTe 4Yero nosbillaeTcAa YyBCTBUTENTIbHOCTb.

Kopek — B cuctemax cBsian Kogek — 310 0bblvHO Koaep/aekonep. Kogekn ncnonb3yotcs B
WHTErPMPOBaHHbIX LENsX WM MUKPOCXEMax [Ans npeobpas3oBaHMs aHaroroBblX BMOEO- WU
ayauocurHanoB B UmdpoBon dopmat ang nocnegytowen nepegadn. Kogek takke npeobpasyet
npvHMMaemMble LMGPOBbIE CUrHanbl B aHanoroBbin ¢opmart. B kogeke ogHa Mukpocxema
ncnonb3yeTtcs Ans npeobpasoBaHNs aHaNoroBoro curHana B LMgpoBoKr 1 LMdpOBOro curHana — B
aHanoroBbin. TepMuH «Kogek» Takke MOXET OTHOCUTLCS K KOMMpeccun/gekoMnpeccum, u B 3ToM
crny4ae oH 06bl4HO O3HaYaEeT anropuTM NN KOMMNbIOTEPHYHO NPOrpaMmy Ansi YyMeHbLUeHMs obbema

¢annoB 1 Nporpamm.

Hopmaano 3dMKHYTblIe KOHTAKTbl — TakKad KOHCTPYKUUA AaT4yuKa, KOTopasda B NnaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, 2 B aKTUBHOM — PAa30OMKHYTbIE.

Hopmaano Pa3OMKHYTbleé KOHTaKTbl — TaKad KOHCTPYKUMA [OaTyuKa, KOTopad B

NacCMBHOM COCTOAHUN MMEET Pa3OMKHYTbI€ KOHTAKTbl, a B aKTUBHOM — 3aMKHYTbI€E.

PykoBoacTtBo no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




BGWARD [Ipunooicenus

O61bLeKTMB — 3TO YacTb ONTUYECKOW CUCTEMbI BUAEOHAONOAEHUS, NpeaHasHaYeHHas ans

¢hOoKyCHpPOBKM NOTOKA CBETA HA MaTpULie BUAEOKaAMEPbI.

Mukcenb — 370 0gHa M3 MHOXECTBa TOYEK, COCTaBNAIOLWMNX LndpoBoe nsobpaxeHue. Liset

N MHTEHCUBHOCTb KaXXOO0ro NMKCesid CoCTaBAdeT KpOLUeYHYo obnactb V|306pa)KeHVI$I.

MpoTtokon — cTaHgapT, onpeaensAlwWmMn noBegeHne QyHKUMOHamNbHbIX 6r10koB npu
nepegade AdaHHbiX. Popmanu3oBaHHble MpaBuna, Oonpeaenstowme nocrneaoBaTefnlbHOCTL W
dopMaT COOOLLEHU, KOTOPbIMW OOMEHMBAKOTCSI CETEBbIE KOMMOHEHTbI, Nexaljue Ha OOHOM

YPOBHE, HO B pa3HbIX y3nax.

PaspelueHne n3obpaXeHUss — 3TO KONMMYECTBO NUKcenen (ToYek) Ha eauHuLy nnowaam
n3obpaxeHus. MiamepsietTcs B Meranvkcensix unm otobpaxaeTcsl B BUAe OBYX BEMUYMH — BbICOTbI U

LLUNPUHDbI I/1306pa)KeHI/IFI. BricoTta u LLMPpUHa TakKe B JaHHOM Criydae U3aMepdarTCA B NUKCENAX.

YnuyHaa Bupgeokamepa — 37O Kamepa BMAeOoHabnogeHus, KOTOpad obnagaeTt Bcemu

HeO6XOD,I/IMbIMVI XapakTepunctnkamm 3allnTbl OT BITUAHUA BHELUHEeN cpeabl And pa6OTbI Ha ynuue.

LiBeTHaa Bupgeokamepa — 3TO Kamepa, KOoTopas pJdaeT uBeTHoe wusobpaxenue. [lo
onpegeneHnio MaTpuubl Bugeokamep 4YepHo-6enble, a Ans MOnyyYeHns LBETHOro n3obpakeHus
BO3re KaKOon siuerkun maTpuubl OpMUPYIOTCA LBETHbIe unbTpbl. NepBbin UnbTP NPUBHOCUT
KpacHY0 COCTaBNSAOLLYIO LiIBETA, BTOPOW 3€MEHYI0, a TPETUN CUHIO. Taknm obpasom, Tpy SUENKK
CTaHOBSATCS OAHOWM Toukon B LuBeToBOoM popmate RGB. CriegoBaTtenbHO, BMECTO Tpex NMUKCENen

Ha pe3ynbTUPYHOLLEM U306paxKeHUN Mbl MONyYaeM TOSbKO OAMH.

AnektpomexaHnyeckmn WUK-bunbTp — npeacrtaBnser cobon yCTPOMCTBO, KOTOpOEe
CMOCOGHO B OOHOM pexumMe nogaensaTb MHPaKpaCHbI AMana3oH nNpy NoMowy MHpakpacHoro
NK-dpunbTpa, a B apyrom pexume VK-counbtp ybrpaeTcs anekTpoMexaHuyecku, Takum obpasom,

aenaa AOCTYNHbIM BE€Cb CNEKTP CBETOU3NTYYEHUA.

PykoBoacTtBo no moHTaxy IP-kamep BFM2530-LP n BFM2530-LPE
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