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Be\oUARD Inasa 1. Mepwvl npedocmopooxcnocmu

MmaBa 1. Mepbl NpegoCTOPOXHOCTU

MNepea ncnonb3oBaHMeM yCTPOMCTBA HEOGXOAMMO NMOMHUTL HUXecneayoLee.

[aHHbI NpoAyKT yaoBneTBopsieT BceM TpeboBaHmam 6esonacHoctn. OgHako, Kak 1 nobon
anekTponpubop, B criyyae HenpaBWITbHOrO UCMOMb30BaHNS MOXET BbI3BaTb MoXap, YTO, B CBOIO
oyepedb, MOXeT noBredb 3a cobon cepbesHble nocrefcTeus. Bo msbexaHne HecHaCTHbIX

cny4vaeB obs3aTenbHO n3yunte MHCTPYKUUIO.

BHUMAHUE!
Vcrnonb3yiite npu akcnnyatauum TOSMbKO COBMECTUMMblE YCTponcTBa. Mlcrnonb3oBaHne yCTPOWCTB, He

O,Cl,O6peHHbIX npounssoaguTenem, HegonycTtmmo.

Cob6nioganTe MHCTPYKUUIO NO 3kcnnyaTaumu!
N3berante ONUTENbHOIO WCMOSb30BAHMA WM XpPaHEHWUst Kamepbl B HebnaronpusaTHbIX
YCIOBUSIX:

e [lpy CNMLWLKOM BbICOKMX UIK HU3KNX TeMnepaTypax (paboyvas TemnepaTypa YyCTPOWUCTB OT
-40 po +60 °C).

e W3berante nonagaHns NPAMbIX COMHEYHbIX SlyYen B TeYeHUe ANUTENbHOro BpeMeHu, a
TaKKe HaxoXxaeHus NobrM3oCcT OTONUTENBbHBLIX U 000rpeBaTenbHbIX NPUOOPOB.

o [3berante 6nu3octn ¢ ycrtponcTeamu, obnagarowmnmm 60nblLIMM 3M1EKTPOMArHUTHbLIM
adhdeKTOoM.

e HeponyctMma ycTaHOBKa Kamepbl B MECTaX C CUIbHOW BUBpaumen.

e Heponyctm MOHTaX kamepbl Npu Temnepatype Huke -10 °C.

BHUMAHUE!

B cnyyae HencnpaBHOCTU Kamepbl CBSKUTECH C cepBUCHbIM LieHTpom OO0 «HIMIM «besapa».

B cnyyae HeKOppeKTHON paboTbl KaMepbl:
e [lpn oBHapyxeHun gbiMa nnn Heobbl4HOro 3anaxa.
e [lpu nonagaHum Bogbl UK OPYTMX MHOPOAHbLIX OOBLEKTOB BHYTPb.

° I'Ipvl nageHnn KamMmepbl U1 noBpexXaeHnm Kopnyca:

BbinonHuTe cneayrowme AeNCTBUA:
e OTKNIOYMTE Kamepy OT UCTOYHUKA NUTAHUSA U OTCOEANHUTE BCe OCTalbHble NpoBoaa.
e Casxutecb ¢ cepBucHbiM UeHTpom OOO «HIMIM «beBapa». KoHTakTHble AaHHble Bbl

MoXeTe HauTu Ha canTe http://www.beward.ru/.
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Be\vARD Inasa 1. Mepwvl npedocmopooxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE MOSOXUTE KaMepy B YNaKoBKY MPOM3BOAUTENS MUK NoGon apyrov

MaTepuan cooTBeTCTBYHOLEro Ka4ectsa 1 yoaponpo4yHOCTW.

BeHTnauua
Bo n3bexaHune neperpeea, HM B KOEM Crnyyae He BNOKMPYMTE LIMPKYNSLUIO BO34yXa BOKPYr

Kamepbl.

YucTtka

Ncnonb3ynte MArKyro Cyxyr TKaHb [Ons NPOTMPaHUS BHELUHWX MoBepxHocTen. [lns
TPYAHOBLIBOAMMbIX NATEH UCNONb3YyMTE HEGOMNbLUOE KONMMYECTBO YMCTSLLLErO CPEACTBa, NOCNe Yero
HaCyXxO BbITPUTE NOBEPXHOCTb.

He ncnonb3yinTe neTyyne pacTBOpuTENM, Takme Kak CnvpTocodepalime cpenctsa unu

O€eH3MH, TaK Kak OHU MOTyT nNoBpeanTb KOpnyc KaMepbl.
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B@\,UARD Inasa 2. Obwue ceedenus

naBa 2. KoMmnnekT nocTtaBku

o |P-Bugeokamepa

e BcTpoeHHada BugeoaHanuTtukaa
¢ YnakoBo4dHas Tapa

¢ MoHTaxHasa kopobka

o KoMnnekT ansg MoHTaxa

o Tpadhaper

BHUMAHMUE!
BEWARD ocTtaBnsieT 3a cobol npaBo Ha U3MeHeHMEe KOMMEeKTaLmMmM 000opyaoBaHms n ero mnobbix

XapaKkTepucTunk oe3 npeaBapuTesibHOro ysejoMJ1€HuA.
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Be\«UARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

NnaBa 3. Paamepbl U OCHOBHbIE 3fIeMEHTbI YCTPOMCTBA

3.1. Pa3smepbl IP-kamepbl

330

EﬂMHIALI,a H3MEPEHUA: MM

Puc. 3.1

Pa3amepbl ykaszaHbl B MUnnuMeTpax.

3.2. OCHOBHbIe 3N1eMeHTbI

OcHoBHbIe aneMeHTbl |IP-kamepbl paccMoTpeHbl Hke (Puc 3.2):,
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Be\UARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

naBa 4. YctaHoBKa n nogkntroyeHue IP-kamepbl

4.1. O6wume cBegeHns o nogknoyeHnu IP-kamepbl K ceTun
IP-kamepa MOXeT MOAKMYaTbCs K JIoKarnbHOM cetu, NMbo cetn VIHTepHeT, npy NomMoLLm
npoBogHoro coeauHeHus (Ethernet). MNMogknovyeHne MOXeT oCcyLLeCcTBNATLCA Kak Hanpsamyto K MK,
Tak 1 NpY NOMOLLM BCNOMOraTeNbHOro ceTeBoro obopynoBaHus (MapLlpyTu3aTopbl, KOMMYTaTOpbI).
B HacTtosiee Bpems Haubonee nonynspHbIMU CMOCOGOM NOAKMIOYEHUA K ceTn MHTepHeT

ABNAETCH NOoAKNIoYEeHne Yyepes BblaerneHHyo nuHnio Ethernet (Puc. 4.1).
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OcCHOBHbIE LWarn 1 pekoMmeHgaumMm no ycTaHOBKE M HacTPOWMKE Kamepbl OnmncaHbl fanee B

HacTodALem PyKOBO,EI,CTBe .
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Be\VARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

4.2. PekomeHaauum no yctaHoBKe

B paHHOM pasgene npuBegeH KpaTKUMM CMNMCOK peKkoMeHOauun, KoTopble Heobxogumo

yuYnUTbIBaTb NpY MOHTaxe obopyaoBaHus IP-BugeoHabnogeHus.

PekomMeHpauum no pasmeLLeHUIo KaMmepbl:

o |P-kamepa npegHasHadeHa AN OCYLWIECTBMEHMS BUAEOHAONIOAEHUS C MpedefibHOn
Temneparypon skcnnyataumm ot -40 go +60 °C.

e W3berante nonagaHusa Ha Kamepy NpPsiMbIX COMHEYHbIX fyYen B TedeHue ANUTEenbHOro
BPEMEHM, a TaKKe HaxoXAeHWsa nobnm3ocTn OTonNUTENbHbLIX U oborpeBaTenbHbIX
npubopoB.

e HenpaBunbHaa paccTaHOBKa Kamep BuaeoHabnwoaeHuss npuvBen€T K MNOSBMAEHMIO
HexxenaTtesnbHbIX «CnenbiX» 30H, KOoTopble OyayT ocTaBaTbCsl BHE MNONSA 3peHust
oneparopa.

e W3berante 6nM30CTU C yCTPOMCTBaAMWU-reHEPATOPaMM MOLLHbBIX 3NEKTPOMarHUTHbIX
BOJTH.

e Yb6eoutecb B BO3MOXHOCTW pasMeLleHus yCTpoMWcTBa C YyyeToM noAaBoda
coeavHUTENbHbIX Kabenew.

o 3berante cnocoba KpenneHuss Kamepbl, OOMYCKalLWEro 3HauuTesNbHYy BubOpauuto.
[daHHoe Bo3gencTBMe CHU3UT 3(PPEKTUBHOCTb AeTekTopa AOBWXKEHMS U YEeTKOCTb
n3o6paxkeHnsi B LIENOM.

e Kawmepbl BuaeoHabnoaeHns He06xoaAMMo pasmeLLaTb TaK, YToObl UCKNIOYNTL CriyvanHoe
UnNun cneunanbHoe NnoBpexaeHne N N3MeHeHne HanpasneHus 063opa kamepsbl.

e HanpaeneHne o63opa (30Ha BugeoHabnaeHUs) Kamepbl AOMKHO ObITb TBEPAO

onpeaesrneHo Ha MOMEHT YCTaHOBKW.

BHUMAHUE!
MoHTax kamepbl Npu Temnepatype Huke -10°C — HegonycTum! B npoTMBHOM cnyyae, LLenoCTHOCTb

n3onaumm kabensa kamepbl MOXeT OblTb HapyLleHa.
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Be\VARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

PekomeHpaumu no npoknagke Kabensi Tuna «BUTasi napa:

e B «kopugopax xenaTtenbHO MpPOKMaAblBaTb My4YKM JNEKTPUYECKMX W CnaboTouHbIX
kabenen no pasHbIM Kabenb-kaHanam, NPOXoasALMM Mo pasHbIM CTEHAM.

e [lonyckaeTca B OAHOM kabernb-kaHane npoknagbiBaTb BUTOMAPHbIE U 3MEKTpUYEcKMe
kabenn B pasHbIX OTCEeKax WM CeKUuMsX, MWMEKLWUX ChMoLWHble MpoaosibHbIe
neperopoaku ¢ Npeaenom orHectTonkocTn He meHee 0,25 4 13 HecropaemMoro matepuana
TONbKO B pabounx 30Hax Ha paccTosHUKM He Gonee 15-Tn MeTpoB, ecnn anekTpuyeckas
MoLLHOCTb BygeT He Gonee 5 kBA.

e Onektpudeckme n cnabotoyHble kKabenu gonyckaeTcsa NpoknaabiBaTb napansenbHo Ha
paccTosiHuM He MeHee 50 MM Apyr OT gpyra B pasHblx kabenb-kaHanax unm cekumsax
kabenb-kaHanoB. Ecnu HanpskeHHOCTb 3MeKTpuYeckoro nonsi, obpasytouierocsi oT
anekTpudeckoro kabens, 6yget 6onee 3 B/M, TO Heo6Xx0AMMO YBENMNYUTL PacCTOAHUE
MEeXOy ONeKTPU4eckUMn U crnaboTouHbIMM  Kabenamm unmM  CHM3UTbL  YPOBEHb
3NEKTPOMarHUTHbIX NOMEX.

e BwuTonapHble u anekTpuyeckne kabenu OOMMKHbI NepecekaTbCA TONbKO Mo4 MpPsiMbiM
yrmnom.

e HeakpaHupoBaHHbIE BUTONAPHbIE Kabenu JOMKHbI NPOXOAUTb HA PACCTOAHUM HE MEHee
125 MM OT rasopaspsigHbiX flamn HEBHOro cBeTa (MIOMWMHECLEHTHbIX namn) u gpyrux
BbICOKOBOSIbTHbBIX YCTPONCTB, COAEepXaLlnX pa3psaHuKu.

e HeakpaHupoBaHHble BUTONApPHbIE kKabenu AomKHbI NPoKNaabiBaTbCs Ha pacCTOSHUM He
MeHee 1.5 MeTpPOB OT UCTOYHWUKOB CUSbHbIX 3NIEKTPOMArHUTHbIX NOMeX, 0b6pasyroLmnx
HaNPsPKEHHOCTb 3N1EKTPUYECKOro Nons cebiwe 3 B/m.

e PacnpegenurenbHble YCTPOMCTBA C 3a4eNaHHbIMW HEAKPAHMPOBAHHBIMU BUTONAPHbBIMU
kabensiMn OMKHbI pacnonaraTbCsa Ha PpacCToOAHMM HE MeHee 3-X METPOB OT UCTOYHMKOB
CUMbHbIX 3NIEKTPOMAarHUTHbIX MomMex, 0bpasylolmx HanpsXKeHHOCTb JNEeKTPUYECKOro
nons cebile 3 B/m.

e [lpoknagka BUTOW Napbl Mexay ToYKamMun NOAKMHYEHMS A0MMKHA NPOM3BOANTLCS LieNbIMU
KycKamu, Npu 9TOM HarnpaslieHne Tpacchl crneayeT 3apaHee npogymMatb Tak, YTobbl eé
NPOTSKEHHOCTL OblNa Kak MOXHO MEHbLLE.

e MuHumanbHbI paguyc u3rmba gna kabena — deTblpe AnameTtpa kabensa (mnm 1
arnM=2,5 cMm), HO CyLLeCTBYIOT pekoMeHaauun pasmeliatb kabenb Takmm obpasom,
4yTobbl 06ecneymBaTb U3rnb pagmycom 2 aronma (5 caHTUMETPOB).

o MakcumanbHas gnvHa cermeHTa gomkHa 6biTe He 6onee 100 meTpos.

BHUMAHUE!
Mpoknagka kabens Tuna «BuTtasa napax» B NBX nsonauum npu temnepatype Hmke -10°C — HegonycTumal

B NPOTUBHOM Cliy4dae, LEeJTOCTHOCTb n3ondaunm kabenst MoXeT ObITb HapyLleHa.
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Be\VARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

4.3. MoHTax IP kamepbl

[ns moHTaxa |P-kaMmepbl BbINONHUTE Crieayowme JENCTBUS:

War 1: pacnakynte IP-kamepy.

LWar 2: ¢ nomoLblo TpadapeTa HaMeTbTe OTBEPCTUS Ha MOBEPXHOCTWN CTEHbI/MOTONKa Ans
KpenneHus pacnpegenutensHon kopobku. [lpocBepnute oTBepcTus. BcraBbTe Aawobenu B
OTBEPCTUS.

War 3: 3akpenute pacnpegenuTernbHyt0 KOpoOKy Mpu MOMOLWM BUMHTOB W3 KOMMMEKTa
NOCTaBKW, NCMOMb3ys OTBEPCTUSA B OCHOBAHWUW pacnpenenuTenbHon KopooKu.

War 4: pasmectnte coeguHUTENbHYHO YacTb npoBoga IP-kamepbl B pacnpegenuTtenbHom
kopobke. MecTta BBoAa kabenemn JOmKHbI OblTb 4ONONHUTENBHO 3arepMeTU3NPOBaHbl repMeTUkaMmm
C BbICOKOW CTeneHblo agre3un k matepuany kabens (MBX) n MOHTaXHOM KOPOOKM.

BHUMAHUE!
Mepen 3akpblTMEM MOHTaXHON KOpobKM ybeauTeck, YTo pe3nHoBas npoknagka (Pvc 3.2) poBHO

ynoXXeHa B naas.

War 5: 3akpenute IP-kamepy npy NOMOLLUX BMHTOB M3 KOMIMSEKTa NOCTaBKW, MUCMNOSb3ys
OTBEPCTUSI B OCHOBaHUWN KPOHLUTENHA KaMepbl.
LWar 6: oTperynupynTte HanpaBneHne ob63opa kamepsbl

LWar 7: cHuMnTE TPaHCNOPTUPOBOYHYHO HAKITENKY C 3aLLMTHOW KpbiWwKK (Puc. 4.2).

BHUMAHUE!
MoHTax kamepbl npu TemnepaTtype Huxe -10°C — HegonycTum! B npoTuBHOM cnyyae, LLenocTHOCTb

n3onaumm kabens KamMmepbl MOXeT ObITb HapyLleHa.

Bo wu3bexaHne nonomku 0GOpPYAOBaHWUSA, WCMONb3yWTE TOMBbKO  KOMMMEKTYHLMe,

pekoMmeHgoBaHHble BEWARD.

4.4. YctaHoBKa / usaBne4vyeHme KapTbl naMATH

NMPUMEYAHMUE!

BoamoXXHOCTb YCTAHOBKU KapTbl NaMATN 3aBUCUT OT UCMNOJTHEHUA KaMepbl.

[nsa 3annucu nHopmMmaumm B pexnmax TPEBOrM U NOCTOSIHHOW 3anucy UCNonb3yeTcs KapTa
namatu cpopmata microSD/SDXC. Kpome Toro, npegycMoTpeHa BO3MOXHOCTb aBTOMAaTUYECKOM
pe3epBHON 3aMMCKU Ha KapTy NaMsaTX B Criyvae noTepu COeANHEHNS C CEThIO.

[ns yCTaHOBKM MM N3BREYEHUS KapTbl NaMATU BbINOSTHUTE cnegyowme waru:

LWar 1: oTkntounTe NUTaHMe Kamepsbl.

LWar 2: oTkpyTUTE U CHUMUTE 3aLLUTHYIO KPbILWKY (Puc. 4.2).
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LWar 3: BcTaBbTe MUNn n3BnekuTe kapTy namaty B cnot (Puc. 4.2).

Inasa 4. Yemanoexa u nooknouenue IP-kamepuol

Lar 4: yctaHOBUTE 3aLUMUTHYHO KPbILLKY.

Cnot ana
HapTbl MaMATK

3awmTHanA KPbILLKAa

Puc. 4.2

4.5. [lpoBOoagHOE NOAKMNIOYEHMNE KaMepbl K ceTu
Mcnonb3ys coeguHuTenbHbii kabenb ¢ pasbemom RJ-45, nogkniounte [P-kamepy K

nokansHon cetu (k LAN-uHTeppency mapLupytusaTopa).

BHUMAHUE!
Mpoknagka kabens Tuna «BuTasa napa» B NBX nsonauuu npu temnepatype Hmke -10°C — HegonycTumal

B npoTvBHOM crny4dae, LenocTHOCTb M30MsLMM Kaberns MoXeT OblTb HapyLueHa.

B cnyyae HeoGxoaMMocCTW, coeauHUTENbHbIA Kabenb MOXHO MPUOGPECcTU OTAENbHO WUNK,
Npu HaNU4YMM HeobXoAUMbIX MaTepUanoB U UHCTPYMEHTOB U3rOTOBUTb CAMOCTOSITENbHO.

BapuaHTt «npamoro» kabena (UTP kaTteropuu 5e) ¢ pas3temom RJ-45

C opHoro koHua C apyroro KoHua

CTEPEAM: E%]
1 8

: beno-kopuyHeBbI

: KopuyHeBbIn

CTMEPEAM: E%]
1 8

: beno-kopuyHeBbIn

1: Beno-opaHxeBbii 1: Beno-opaHxeBbii
1 8 2: OpaHxeBbli 1 8 2: OpaHxeBblii
iiir 3: beno-3enéHbin it 3: beno-3eneHbin

‘e 4: CuHuI RSy 4: CHui

5: beno-cuHui 5: beno-cuHuin

6: 3enéHbin 6: 3enéHbin

7 7

8 8

: KopuyHeBbIi

PykoBoacTBO no nogkntoyeHuto IP-kamepbl NK54140R10
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Be\VARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

[lna n3rotoBneHus «npsiMoro» kabens Heobxoaumbl: kabenb UTP (BuTas napa kateropum

5e unu Bbiwe), aBa pasbema RJ-45 n yctponcteo anga obxmma pasbemoB (Kpumnep).

Mpn Takom nopsgke NOAKMYEHWss nap (ykasaHHom B Tabnuue) obecneumBaroTcst
rapaHTUpoBaHHbIE NPOU3BOAUTENEM BENMYMHA W pacnpefeneHne 3agepXek pacnpocTpaHeHus
cuUrHana, a cregoBaTenbHO, M 3asiBfIEHHAs CKOPOCTb nepegaydn gaHHbix 100 MouT/c.

B cnyyae ucnonb3oBaHua obopygoBaHusl C Nogaepxkon TexHonormnm PoE goctaToudHo
NOAKMIYNTL KaMepy C MNOMOLLbI Kabens Tuna «Butass napay». [lpu 3TOoM uMcnonb3oBaTb
OOMNOSTHUTESNbHBIN UCTOYHUK MUTAHUS HE HYXXHO.

Ecnn Bbl He ncnonb3yete obopynoBaHus ¢ nogaepxkon texHonorun PoE, nogkntounte IP-

Kamepy K UCTOYHUKY nuTaHus 12 B, pekomeHgoBaHHoMmy BEWARD.

PykosoacTBo no noakntoyeHuto IP-kamepbl NK54140R10

\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




Be\«UARD I nasa 5. Hacmpotika nposoOno2o coeduneHnus

MnaBa 5. HacTpouka npoBoaHoOro coegMHeHus

Ons Toro uytobbl IP-kamepa paGoTtana B Bawen nokanbHOW CETU COBMECTHO C APYruM
obopynoBaHnem, HeobxoAMMO BbINOMHUTL €€ MOAKIKYEeHWe B COOTBETCTBUMM C  TEKyLUMMMK

HaCTDOIZKaMVI OaHHOW CETWn, ANs Yero, B CBOK ovepenb, HeO6XOD,VIMO onpeaenntb 3TN HaCTpOIZKVI.

NMPUMEYAHUE!
OnucaHue yCTaHOBKM M HACTPOWKU COeAMHEHMS1 BbINOMNHEHO Ha npumepe Windows 7 MakcumarnbHas.
HasBaHnsi HEKOTOPbIX NYHKTOB MEHI0 M (PYHKLMI MOryT oTnudatbca oT Bawen sepcun Windows, ogHako

anropnTtM npnBeaeHHbIX OEencTBuin sBnsieTcA YHUBEpPCAJibHbIM.

5.1. OnpepeneHue napameTpoB NPOBOAHOM FIOKaNIbHOW CeTU
B cny4yae nogkntoveHusi no kabento Ethernet Heo6xoanmo onpenennTb TEKYLLIME HACTPONKN
NPOBOAHON CeTH.

,D,J'IFI O0CTyna K TeKylnm HaCTpOIZKaM I'IpOBOLI,HOI7I NoKanbHOM ceTu IACFIOHb3yI?1TG KOMMblOTEP,

NOAKMIOYEHHBIN K 3Ton ceTu. Haxxmute lMyck — MaHnenb ynpaeneHus (Puc. 5.1).

| @ 1nternet xpl
le ntern: plorer

a Skype BEWARD

fr—]
\[EE Microsoft Office Excel 2007 Fomyucs

Wzobpaxennn

—
‘ BnokHoT
-

Myzbika
ﬁ DVR Server

Wrpei
m BRSController

Komnetotep
m BEWARD IP Visor

Q BEWARD Player

L3 Cryrbe:

TNanens ynpaenexns
YcTpoiicTea W NpUHTEPEI

Mporpamus No ymonuaHno

[
ﬁa Cny#Bbl KOMNOHEHTOB 5
Cnpaska u NoAlepxia

»  Bcenporpammel

Puc. 5.1
B oTKkpbiBLIEMCA AManoroBoM OkHe BblbepuTe nyHKT [[IpocMoTp cocToAHUA ceTn u 3aaay]

B pa3gene [CeTb u UHTepHeT] (Puc. 5.2).

PykoBoacTsBo no noakntoyeHuto IP-kamepbl NK54140R10
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Be\&UARD Inasa 5. Hacmpotuika nposoonozo coedunenus

@@v 53 » Nanens ynpaenenus »

HaCTpOﬁKa NnapameTpoB KOMNbHOTEPa MpocmoTp:  Kateropua ~

Cucrema M Be30nacHoOCT YueTHble 3aMWcK NONL30BaTENER W
MpoBepKa cOCTOAHMA KOMNBIOTER ceMemH...

ApPKMBMPOBaHNE A3HHBIX KOMMLIOTEPE '@',ﬂ,cﬁasneHne W YABNEHNE YHETHBIX 3anncei
Mounck u ncnpasnenne npobnem noneszoeaTencei

'@' YcTaHoBka POAWTENBCKOrND KOHTPONA 4NA BCEX

Cetn n MHTenHeT Honssosarenei
h ||-|-ECCMCTF COCTOAHWA CETH K 33434 I

BuiGop napameTpoe gomMaluHeid rpynnel u obuwero ) Odopmnerme 1 NnepcoHannsauma
ACCTYNa K A3HHEIM Mgs |l:meHenne Tembl
WMzmenenne dona pabouero crona

Oﬁopy,ﬂ,osaHMe Y 3BYK Hacrpoiika paspewierng sxkpana

MpocmoTp ycTpoRcTe u NpUHTEROB
[obaenenne ycrpoiicTea Yachl, A3bIK M PETMOH

ChneHa packnagku KNasuatyphl WIn 4pyri
Mporpammbl 4 cnocoboe BB04a

¥aaneHne nporpammel WMamenenne Aseika nHTepdeiica

CneunansHble BO3MOXHOCTH
Pekomengyemere Windows napamerpei
OnTurMKnsaumMa n3oBpakeHnA Ha 3KpaHe

Puc. 5.2
B oTkpbiBLIEMCA AManoroBom okHe Haxkmute [[MoakniovyeHne no nokanbHon cetu] (Puc.
5.3).

G-

Manens ynpasneqnsa -

T S MpOCMOTP OCHOBHBIX CBEAEHWA O CETWM M HACTPOMKA NOAKAHUEHNA

ﬂh' . u MpocMoTp NonHoi KapTel
zmeHeHne napametpos - J

3A3NTEPE BEWARD Heckoneko cetei Wureprer
MamennTe gononHuTENEHBIE (3107 KOMBIOTED)
napamMeTpsl oBLLEro AocTyna MpocMoTp aKTMEHBIX CETER MeaknioyeHne nan oTKAMYEHNE

Cem 4 Tun goctyna: WHTepHer
OBuecTBeHHan ceTb Mogrntouenna:

Wzmererne CeTeBbIX NapaMeTpoe

ﬁ- Hacrpoiika HoBOrD NOAKAOHEHNA MAK CETH
-

Hacrpoiika Gecnposogroro, WWMPOKONOAOCHOMD, MOAEMHOTO, npaMoro nan VPN-nogknoyerna
WK 2KE HACTPOMKE MapLUpYTUIaTopa MAKM TOUKK A0CTyNa,

's. MogknrouuTeca K ceTi

Mogknroyenne WM NOBTOPHOE NOAKMNIOHEHNE K GECMPOBECAHOMY, NPOBOAHONMY, MOZEMHOMY
CETEBOMY €1 WAN MoK K VPN,

BulBop AomMaLLHER rpynnkl W NapameTpos oBLUEro AocTyna

Cra. Takcke Aoctyn k $aiinam n NpUHTEPaM, PACMONOMKEHHEIM H3 ADYTUX CETEBBIX KOMNBHOTEPAX, MAK
_ W3MEHEHWE NapameTpoe oBLLUEero JocTyna.

Bpanamayzp Windows P P e

Jowawnans rpynna YeTpaHeHne HENoNaAoK

CeoiicTea obospesaTena JwarHocTuka n NCNpaeneHne CETEBbX NpoBaem MAN NoayYeHne CBEAEHNA of ncnpasneHnm,

Puc. 5.3
NPUMEYAHMUE!

I'Ip|/| HaNM4YMM HECKOSbKMX MOAKMNIOYEHNI Bbl66pVITe TO, KKOTOPOMY NiaHNUpyeTCcAa NOOKIMKYNUTb IP-Kamepy.

PykoBoacTBo no nogknioyeHuto IP-kamepbl NK54140R10 -
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Be\«UARD I nasa 5. Hacmpouxa npooonozo coeounenus

B oTkpbiBLUEMCS OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.4).

<
4 Cocrosnue - MNogrnouesne No NOKaNLHOR ceTi ﬂ
Obwne
Moaxnoyerne
IPv4-nogknioHeHme: WHTepHeT
IPvE-NoAKNIOHEHHE! BE3 00CTYNE K MHTEPHETY
COCTORHME Cpeqbl: MoaKnoHeHD
AnUTensHOCTL: 04:47:33 'I
CKopocTe! 100.0 MBuT/c
AKTMBHOCTE
OTnpaeneHo .L"”!-'.., MpuHATO
BaifT: 79 188 140 805 509 770

[ '5'Cﬁoﬁcrsa ]['5'01mroqwrb] [ﬂmarna:rmca ]

Puc. 5.4

B nOuanoroBom OKHe CBOWCTB CETEBOrO MOAKMIOYEHUS HeobxoaMMo BbiGpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxxaTb kHonky [CBomncTBa] (Puc. 5.5).

U MogxnoyeHwe No NoKansHoi CeTv - CBOICTER @

"

Cem | Opemyn

MNopknioueHie yepes:

l.-'lf Realtek RTLE139/810x Family Fast Ethemet ceTesoil agz

O'IMB‘-IBHHb\B KOMMOHEHTEI MCNONE3YIOTCA 3TMM NOKNICYeHUEM
Bl Kaspersky Anti-Vinus NDIS 6 Fiter -

gﬂnanwpuﬁmm nareTos QoS

gCn‘,rxﬁa LOCTYNE K ainam ¥ npuHTepam ceTtei Micr,
.. [poToron MHTeoHeTa Beociy 6 (TCE/1PvE)

(R Mpororon Urireprieta sepann 4 (TCPAPvE) |

~i llpaiisep B/B TONONOra KAHANLHOM O YPOBHA | 4
& OTBeT4MK 0BHADYXEHMA TONONOMM KaHaNEHOr D YPoE =

[l i

| 3

Onucanne

m

Mpotoxon TCP/IP - cTaHaapTHei npoTokon rnoansHex
ceTel, 06ECNEYNBEIOILNA CEASE MEXY PASTIMYHBIMIA
B3aMMOASACTEYIOWMMA CETAMM

Puc. 5.5
OTKpoeTcs OKHO, B KOTOPOM OTobpakaeTcs MHGOpMauMa O HaCTpoMKax CeTEeBOro
noakntodeHnsi. BoamoxHbl ABa BapuaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Bauwlero
MK:
1. NMNonyuutb IP-apgpec aBToMaTtnyecku: |IP-agpec HasHavaeTca aBTomaTudeckm DHCP-
cepsepom (Puc. 5.6). Ecnn IP-agpec Bawewmy [1K Bblgaetcs aBTomatuyecku, Toraa Aand

ornpegeneHnsa NnapameTpoB NokanbHOM ceTn nepenaute K NyHKTy 5.1.1 naHHoro PykoBoacTBa.

PykoBoacTsBo no noakntoyeHuto IP-kamepbl NK54140R10
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Be\«UARD I nasa 5. Hacmpotika nposoOno2o coeduneHnus

Ceoiictea: MpoTokon WkTepHeTa sepcnu 4 (TCP/IPv4) &lg

OBlwMe | AnbTepHATUEHERA KoHHrypaLIa |

MapaMeTpil IP MOMYT HA3HEYATHCA AETOMATUHECKH, BCIM CETh
NOAAEPHUBAET 3TY BOSHOMHOCTL, B NPOTWUBHOM CliyYae NapameTpel
TP MOMHO MONYYMTE Y CETEBOMD 3AMMHACTPETOPA.

| (@ Mony4nTs IP-aapec asTONETHHECKN I

() MicnonesosaTe cieayiowmil IP-anpec:

| (@ Mony4MTe agpec DNS-CEpBEPa SBTOMATHHECKH I

() Micnonb3osaTh cieayowme anpeca DNS-cepeepos:

MoATEEPAMTE NEPEMETPEI MPK BeIX0AE [ ————

Puc. 5.6

2. Ucnonb3oBaTb cneayrwwmn IP-agpec: |IP-agpec 3agaetca nonb3oBaTtenemM BpPYYHYH
(Puc. 5.7):

Ceoitcsa: Mpotokon Mutepheta sepann 4 (TCP/IPv4) &Iﬂ

Ofwme

MapamMeTpil IP MOrYT HasHEHETLCA AETOMETUHECKH, SCTM CETE
NOAAEPHWEAET 3TY BOSMOMHOCTE, B NPOTHEHOM CyYaE NapaMeTpsl
IP MOBHO NOAYHWTE ¥ CETEEOMD aAMUHCTPETOPE.

() Mony4uTe IP-aapec aETOMATHHECHM

(@ WcmonbsosaTe cneaytowwii IP-anpec: I

IP-anpec: 192 ,168. 0 . 20
Macka noaceTu: EESIRDGLINSnSE O

OcHOBHOI WS 192.168. 0 . 1

Monyunte anpec DNS-cepeepa aBTOMATHYEOKKA

I‘é- Wcnonbzosate cnenyrowme aapeca DNS-cepsepos:)
1 I

| MpeanoduTaemsil DNS-cepeep: 192,168, 0 .

AneTepHaTHEHBIT DNS-cepsep:

[CInoateepamTs napameTps! npy sbixone Lononsurensro

Puc. 5.7

3anuwuTe, NMbo 3anomMHUTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka
noacetn, OcHoBHoM W03, DNS-cepsep).

BHUMAHUE!

Ecnn Bbl He 3anucann ceTeBble napamMmeTpbl KOMMNbKOTEPA, TO nMNocrne HaCTpOﬁKI/I Kamepbl 6yneT

HEBO3MOXXHO BEPHYTb UX B NepBOHAYarnibHoe COCTOSIHUE 41151 BOCCTAHOBIEHMS NOAKMOYEHUS K JTOKaNbHON
cetn n/wnu cetn IHTepHerT.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl NK54140R10
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I nasa 5. Hacmpouxa npooonozo coeounenus

5.1.1. OnpepeneHue napameTpoB ceTu Npu AMHamu4yeckom IP-agpece

NMPUMEYAHUE!

[aHHbIN MNYHKT PyKOBOLI,CTBa npegHasHa4vyeH AOnga onpeneneHna napameTpoB nokanbHoOW ceTun npun

HasHauyeHun IP-agpeca Bawewmy MK aBTomatnuyecku (DHCP-cepepom).

D,J'IFI onpeneneHna Tekywmnx Hactpoek KOMnbTepa B nokanbHom I'IpOBO,ElHOIZ CETU HaXMuUTe

IMyck — MaHenb ynpaeneHusi (Puc. 5.8).

Lfe Internet Explorer

Skype

= Microsoft Office Excel 2007

/| BnoknoT
DVR Server
BRSController
BEWARD IP Visor
BEWARD Player

3 "f:, Caybel

=4

Chy#6bl KOMNOHEHTOE

Bce nporpammel

Puc. 5.8

BEWARD

JloxyrenTel

Myzbika

Wrpei

Komnstotep

Manens ynpasnesna
Ycrpoiictea n nprHTepe!
Mporpammsl N0 yMOI4aHIIO

Cnpaska M noAsepkka

up:uem:a pm'm E

B oTkpbIBLLEMCS AMANOroBoM OkHe Bblibepute NyHKT [[pocmoTp cocTosiHuA ceTu 1 3apav]

B pa3gerne [CeTb u UHTepHeT] (Puc. 5.9).

%- [E » Mavens ynpasnenns » - -

HacTpoiika napamMeTpoB KomnbioTepa

Cucrema n Be30MacHoCTb
MpoBepKa COCTORHMA KOMNLHITEPE
ApXHENPOBAHNE JAHHBIX KOMABIOTEDA
Mowck u ncnpasnexne npoBaem

||-|SUCMDTFI COCTOAHWNA CETH W 33434 I

Beifop napamerpos gomaluHeid rpynne u obuyero
ACCTYNa K AaHHBIM

O6opyAcBaHKe W 3BYK
MpocumeTp yorpoicTs u npuHTepes
JloBasnenue yerpoiicrea

Mporpammel

¥aanenwe nporpammel

Mouex & navenu ynpaaneHus Fe)

Mpocmotp:  Kateropus ™

YueTHble 3anMcK Noab30BaTenend u

CeMERH...

'&' JoBasneHne W YABNEHWE YHETHBIX 33NHMCER
nenbiceatencii

'&' YCTaHOBKA POAMTENECKOTS KOHTPONA ANA BCEX
nonbsoBaTensi

QOdopmneHne 1 NepcoHanmsaLmna
Mzmerenmne Teme

1zmerHermne dona paboyers cTona
HacTpoiika paspeluenma skpana

Yacol, Asblk [PETWMOH

CMena packnagk KnasuaTypel WM ApyTi
cnocobos EBOga

zmerenrwe aseika wHTepdeiica

A \ CI'\ELLMBJ"IIJHI:\E BO3MOXHOCTH

Puc. 5.9

Pexomengyembie Windows napamerpel
OnTUMKUSaUNA NSDBPEXEHNS HE IKpaHE

PykoBoacTBO no nogkntoyeHuto IP-kamepbl NK54140R10
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I nasa 5. Hacmpouxa npooonozo coeounenus

B oTkpbiBLIEMCA AManoroBom okHe Haxmute [[MoaknovyeHne no nokanbHon cetu] (Puc.

5.10).

Manens ynpaenexns -
ACMALLHAA CTPaHMLA

Wzmerenne napameTpos
anantepa

WSMEHUTE AONOAHUTENBHBIE
napaMeTpel oBLerc AocTyna

Cra, Tarcke
Bpanamaysp Windows
fomaluHas rpynna

Ceoiictea obozpesaTenn

NMPUMEYAHUE!

Lo« Ceten Wuteprer » Llentp ynpaenenun cetamm u oBLIMM A0CTyNOM

[poCMOTP OCHOBHLIX CBEJEHWIA O CETU M HACTPOVKA NOAKAKYEHWA

. | = MpocmoTp noanoi KapTe
L & ¢

EEWARD Heckoneko ceteit
(3ToT KoMNbrOTER)

WrTeprer

MpocMmoTp aKTMEHBIX CETER MogkntoueHne nin CTEAOYEHHE

Cets 4 Twun goctyna: WHTeprer

OBuwecTBeHHaRA CETh MogknioueHna:
M3MEHEHNE CETEBLIX NApaMETPOE

{il HacTpoiika HOBOMO NOAKNMOMEHHUA WK CETH

HacTpoiika BecnpoBogHoro, LUMPOKONOAOCHORD, MOAEMHOro, npamaro uan YPN-nogenoderns
WA ¥E HACTpoliKa MapLUpyTUSaTopa WNK TOUKK A0CTYNa.

'-5. MoAKNHUNTEECA K CETH

I'Iu,a,mroqenme WAKN NOSTOPHOE NOAKMHIYEHWE K 6E(ﬂpUEUﬂ.HDMy, NPpoBE0AHOMY, MOAEMHOMY
CETEBOMY CORAMHEHWHD WK Nogkntodedie K VPN,

JocTyn k daiinam u NpUHTEPaM, PacnoNoKEHHBIM H3 APYTUX CETEBLE KOMMBHOTEPAX, MK
M3MEHEHNE NAPaMETPOE 0BLLErD gocTyna.

*& Buibop Aomalunei rpynnel v napameTpos ebLere qoctyna
@ YcTpaHenue Henonagok

JMarHocTUKa U MCNpaBneHNe CETEBEIX NPoGaEM WK NoAyUEHNE cBeleHNil b McnpaeneHun,

Puc. 5.10

Mpy HaMMYMU HECKONBKMX CEeTEBbIX MOAKMIOYEHWI BbIGEPUTE TO, K KOTOPOMY MaHMPYETCS NOAKMHYUTD

IP-kamepy.

B oTkpbiBLIEMCA OKHE HaxxmuTe kHoMnKy [CBeaeHus] (Puc. 5.11).

E] Cocroanune - MNogxaH4eHne No NOKaNBHOR ceTh ﬂ

Obuwme

MogknodeHue

IPv4-noaknoHeHme: WHTepHET

IPvE-NOOKMOHEHNE: Bes nocTyna Kk MHTepHeTy
MoaknioyeHo
AnuTensHoCTL: 04:47:33

Ci : 100.0 MauT fc

CocToAHMe cpeab:

AKTUBHOCTE
OTnpasneHo —— L,! ——  [puHATO
e

BaiT: 79 188 140 I 805 508 770

[ |S'Cﬁcﬁcrﬁa ] [@'OTmmquTb] [ [AMarHocTuKa ]

Puc. 5.11

PykoBoacTBO no nogkntoyeHuto IP-kamepbl NK54140R10
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Be\«UARD I nasa 5. Hacmpotika nposoOno2o coeduneHnus

B okHe «CBeaeHust o ceTeBOM MOAKIIOYEHUN» NpPeAcTaBneHa creayowas MHpopmaums
(Puc. 5.12):

CBE,U,EHHFI O CETEEOM NOAKNHYEHWUA . ﬁ

JononHUTENEHEIE CBEABHWA O CETW:

CeoiicTE0 SHauetme
OnpegeneqHsit ana no...
COrvcanue Realtek: RTLE168C(P)/8111C(P) Famity P
PuzmyecKuil agpec 00-24-1D-57-45-30
HCP tnioueH Oa

ec Pvd 192.168.0.14
Macka nopce [Pvd 255.255.255.0
Aperpa nonyveHa 11 aneapa 2011 7. 10:27:11
Aperpa wcTekaeT 11 pespans 2011 r. 10:27:11
Wntos no ymonyanao P, 152.168.0.1
DHCP-cepeep IPvd 152.168.0.1
DNS-cepeep IPvd 152.168.01
WINS-cepeep IPvd
CryxGa NetBIOS yepes... Oa
TNokaneHen IPvEappec... feBl:3126:2820:8112:163%11
Wntos no ymonyaxaio IP...
DMNS-cepeep IPvE

4 | 11 [

Puc. 5.12

Ecnn B aTtom okHe Bbl yBugenu ctpokn — «DHCP Bknwo4eH - Oa», «Appec IPv4 -
XXX XXX XXX XXX» (FOe «XXX.XXX.XXX.XXX» — 3HadeHue |P-agpeca),— 3HaunT IP-agpec Bawemy MK
Ha3Ha4yeH aBToMaTuyeckn. Macka noaceTtu ykasaHa B cTpoke [Macka nopgcetu IPv4], agpec
ceTeBoro wnt3a — B ctpoke [LUnto3 no ymonyanuto IPv4], anpec DNS-cepeepa — B cTpoke [DNS-
cepBep IPv4]. 3anuwute, nubo 3anomHuTe AaHHble napameTpbl (IP-agpec, Macka noacetw,

CeteBow wnto3, DNS-cepsep).

BHUMAHMUE!
Ecnn Bbl He 3anucanu ceTeBble MapameTpbl KOMMblOTepa, TO MOCfie HacTpoWku Kamepbl Oyaet
HEBO3MOXXHO BEPHYTb UX B NMepBOHavarbHOe COCTOsSHNE ATt BOCCTaHOBMNEHUS MOAKMIOYEHNA K NTOKabHON

ceTu n/unu cetn VIHTepHer.

BHUMAHUE!

Ecnn B okHe «CBegeHusi o ceTeBOM nogkrntoveHun» Bol yBuaenn ctpokun — «kDHCP BknroyeH - Oay;
«IPv4-appec aBTOHACTPOMKM = XXX.XXX.XXX.XXX», (F4e XXX.XXX.XXX.XXX — 3Ha4yeHue |P-agpeca),— 3Hauunt
Bam He yganoch nogkniountbes K nposogHon cetn (DHCP-cepBep He npucsoun IP-agpec Bawemy [MK).
lMpoBepbTe NPaBUIBHOCTbL NMOAKMYEHUS K NPOBOAHOW ceTu. B cnyvae HeobxogmMmocTu, obpatutech K

BaLuemy CMCTeMHOMY aAMUHUCTPATOpPY.

PykosoacTeo no nogkntouyeHuto IP-kamepbl NK54140R10
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5.2. U3ameHeHue napameTpoOB NOKanbHOW ceTu Ans noakntoyeHus K IP-kamepe

Mo ymonuaHuio IP-kamepa nonydaeT IP-agpec 192.168.0.99. YUtob6bl MOAKMOYMTLCA K

Kamepe 4551 nepBoHa4arbHON HACTPONKN HeOBXoaumo, 4Tobbl Ball KoMNbloTEP Haxoauncst B TOM

Xe nogceTtu, 4To u kamepa. Npun aTom IP-agpeca kamep, KOMMNLIOTEPOB U NIOOLIX APYrMX YCTPONCTB

B CETW He OOSMKHbI coBnaaaTb Mexay coboi.

BHUMAHMUE!

Ecnn Bbl yBepeHbl, yto Baw T[1K, nogkntoyeHHbIn K npoBogHon ceTtu, un IP-kamepa, duandecku

NoaKrtoYeHHast K TOM e ceTu, Nnbo Hanpsmyto k Bawemy MK, Haxogatcsa B ogHoM noaceTu, Bbl MoxeTe

cpasy nepentu k nyHKTy 5.3 gaHHoro PykoBoacTsa.

,D,J'IFI M3MEeHEHNA TeKylMX HaAaCTpOeK KoMnbTepa B nokarnbHomn I'IpOBO,ElHOIZ CeThn HaXMute

Iyck — MaHenb ynpaeneHus (Puc. 5.13).

|e

J
kd
i

Internet Explorer

Skype

Microsoft Office Excel 2007

Broknot

DVR Server

ERSController

m BEWARD IP Visor
m BEEWARD Player

_ CrysBol
ey STPK

Q
"%ﬂ CrnyzxBbl KOMMNOHEHTOE

» Bce nporpammel

| Hat

npozpamMmei U ghaiiabi

Puc. 5.13

BEWARD

HokymenTel

VzobpaxeHna

Mysbika

Wrpsi

Komnerotep

MaHens ynpasneHna
Yerpoiicrsa n npuHTEpbI
Mporpammel no ymonuasuo

Cnpaska n nogaepxka

B OTKpbIBLUEMCA ONAJTIOTOBOM OKHE Bbl6epl/ITe NYHKT [npOCMOTp COCTOSAAHUA CeTnu n 3aAaq]

B pa3gerne [CeTb u UHTepHeT]

(Puc. 5.14).

« » SEC.RU

PykoBoacTBO no nogkntoyeHuto IP-kamepbl NK54140R10

KopoTkun nyTb K MHpopmaLmm
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G-

HacTpoiika napamMeTpos KOMMbIOTepa

CucTtema v 6e30NacHoCTh
MpoBepka COCTOAHMA KOMNBHOTEpE
ApXMENPOBAHIE ABHHBIX KOMMBIOTEPE
Mouck n nenpaeneqne npoBnem

&h II'Igccmc:Tp COCTORHWMA CETW W 33434 I
-,

Brifop napameTpos AOMaLIHER rpynnbl v oBLLero
AOCTYNA K AGHHBIM

OBopyA0BaHWE M 3BYK
MpocmoTp ycrpoiicTa n npuHTEpoE
Jobaenenne yeTpoiictea

Mporpammel

¥aaneHue nporpamibl

Mpocmorp: Kateropua ™

YueTHble 3anvcK Nons30BaTenei u

CceMeRH...
'@ JoBaeneHne 1 yAaNEHWE YHETHBIX 3aNKWCER
nonb3ceaTensi

'@‘ YcTaHOBKa POAMTENLCKOrD KOHTPONA AN8 BCEX
Nonb30EaTENER

OdopmneHne u NepcoHannsaLmna
WNzmeHeHne Temel

VizmeneHne doHa pabodero crona
Hacrpoiika paspeluerna 3xpana

Yacel, A3blK W pEeErnoH

CueHa packnagrn Knasnatypel Wn 4pyrin
cnocoBoB BECAA

Msmetenne asbika nHTepdeiica

CI'IE.‘LI,Ma.ﬂI:HbIE.‘ BO3MOXHOCTH
Pekomengyemeie Windows napamerpel
OnTUMnzaLmMa n30BpakeHnA Ha 3KpaHe

Puc. 5.14

B oTkpbiBLIEMCA OKHe HaxmuTe «llogkntovyeHue no nokansHom cetn» (Puc. 5.15).

v :‘: <« CeTb W MIHTEpHET » LleHTp ynpasneHns ceTAmMu u oBLLUMM A0CTYNOM v ||

Marens ynpaeneqns -

AOMALLIMAR CTPAHNLEA MpOCMOTP OCHOEBHLIX CBEAEHWIA O CETH U HAaCTPOIKa MOAKNOUEHUIA

A .
Wsmererne napamerpos = < e

=TT BEWARD Heckoneko cerei WHTeprer
(3TOT KOMMBHOTER)

MpocmoTp neaxoi KapTe!

MzmennTe gononHuTENEHEIE

napameTpel obulero gocTyna MpocMOTp aKTHEHBIX CETEI MoAKAKYEHME WK OTKAYEHHE

Cemn 4 Tun goctyna: Wnteprer

OBLyecTEEHHAA CETR MNogknoueHns:

Mzmenenne ceTessix napameTpos

ﬁl HacTpoiika HOBOrO NOAKNFOYEHNA WK CETH

Hactpoiika BecnpoBogHoro, LUMPOKONONOCHOMS, MogemMHoro, npamore unn VPM-nogkaoueHna
WM HE HACTPOIKE MapLIPYTU3ATORa WK TOUKK A0CTyNa.

‘5. MogknounTEeR K CETH

MogkAoUEHHE WK NOBTOPHOE NOAKS Kk BECNpOBOAHOMY, NPOBOAHOMY, MOJ
CETEBOMY COEAMHEHNID WAk Nogknioydenune k VPN,

Brifop gomaluned rpynnst v napamerpos obuyero goctyna

Crm, Taicke Aoctyn k paiinam v NpUHTEPaM, PACNeAOKEHHEIM Ha APYTUX CETEBLIX KOMNBIOTEPAX, MK
- M3MEHEHWE NAPEMETPOE 06LLlEI'0 AocTyna.
Bpanamay=zp Windows

Jomalukan rpynna YcTpanenne Henonagok

Ceolictea obo3pesatens JnarHocTika n McnNpasneHne ceTesblx NpoBnem nan NonyHeHne CBEAEHNA 0B ncnpasneHn,

Puc. 5.15

NMPUMEYAHUE!
Mpn HanUuMM HECKOMBbKMX CETEBbIX MOAKIOYEHNI BbIBEpUTe TO, K KOTOPOMY MNAHUPYeTCs NOAKIOHYUTL

IP-kamepy.

CkauvaHo c sec.ru

PykoBoacTBO no nogkntoyeHuto IP-kamepbl NK54140R10
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B oTkpbiBLIEMCA OKHE HaxmMuTe kHonKy [CBomncTBa] (Puc. 5.16).

~
4 CocrosHue - MogxaoueHne Mo AOKaALHOW ceTH ﬂ
Ofiwme
MoaknodeHie
IPv4-noakmoYeHre: WHTepHeT
IPvE-NoaKNOYEHHE: bes gocTyna K MHTEpHETY
CocTosHWe cpeakbl: Moakno4eHs ll
AnuTensHocTe: 04:47:33
CKOPOCTL: 100.0 MBwmT/c

CeeneHms. ..

AKTWBHOCTE
OTnpaeneHo L.,. MpuHATE
e s
BakT: 79 188 140 805 509 770
[ '&'Csoﬁcrsa ]['5'OTKJ1IOHMTI:] [,ﬂMEI’HOCI'MKB ] |

Puc. 5.16

B OTKpbIBLLEMCA OKHE CBOWCTB CETEBOro MOAKMNHYEHMUS H606XO,EWIMO Bbl6paTb NYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBoncTBa] (Puc. 5.17).

-
4 MoaknroYeHWe No AOKENbHOW CETH - CEOWCTEa ﬁ

Cem | Oocyn

Moaxnioverue yepes:

E" Realtele RTL8139/810x Famity Fast Ethemet cetesoi ane

CmveyeHHEIE KOMMOHEHTE! HCNONb3YIOTCA 3TMM NOAKNIDYEHWEM

3B Kaspersky Anti-Virus NDIS 6 Filter .
M .LEJ MnaHuposwmk nakeTos QoS
vl gCnfxﬁa OOCTYNE K dainam n I'IDHHTEDEM ceTei Micr
v .2 [poTokon MHTepHeTs KK B
(R Npooren mem Bepcm 4(r::PﬂPv41 |
-& lpaisep 6/B TONONOra KAHANEHOro YPOBHA
W] 2. DTBETUMK 0BHAPYXEHUA TONONOMAM KEHANEHOrD ,rpoE -
[l [

chHoBuTb... Yoamt | CeoiicTea I

Onmucanme

m

MpoTokon TCP/IP - cTaHaapTHEN NpoTokon rnofansHems
ceTeil, 00ECTIeYMBEIOILNIA CEASE MEX Y PASNUHHBIMK
B3aMMOISACTEYIOLMMKM CETAMM.

oK ] [ Ommena

Puc. 5.17

B nosiBuBllemMcsi OkKHe HeobBxoAMMO YyCTaHOBUTb 3HayeHus IP-agpeca u macku nopcetu.
Buibepute nyHkT [Mcnonb3oBatb cneayrouwun IP-agpec] n sBeegute ceobogHbii IP-agpec n3
noacetn kamepbl, Hanpumep 192.168.0.20, n Macky noacetun — 255.255.255.0. OcrtanbHble

3HayeHus BBOAUTb HeT HeobxoaumocTu (Puc. 5.18).

PykoBoacTsBo no noakntoyeHuto IP-kamepbl NK54140R10

SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru
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Ceoiictsa: [poTtokon Mktepreta Bepasn 4 (TCP/IPvd) M

Ofiwme

HEDEMETDDI IF MOryT HE3HE43TbCA aBTOMATHUHECKH, E0M CETE
noaAepxHEIET 3TY BOSMOXHOCTE. B NPOTHUEHOM CNY4Yae NapaMeTpel
IP MOMHO NONYYMTh ¥ CETEBOM0 AAMMHHCTDATOPA.

() NonyauTe IP-aapec SETOMATUYECKI

(@ Wmonb3o6aTh cneayowmi IP-anpec:
IP-appec: 192,168, 0 . 20

Macxka noaceti: 255.255.255. 0

OcHOBHOIA WKo3:

MonyunTe aapec DNS-cepeepa aBTOMaTUYECKM
@) Wnonb3oBaTe CRenyowmMe aapeca DNS-cepeepos:
MNpeano4nTaensli DNS-cepsep:

AnbTepHaTHEHbIR DNS-cepeen:

|| NoaTeepanTs napameTps! MpH sbixoae [T ———
[omea

Puc. 5.18

[na npumMeHeHnst U3MeHeHMI HacTpoek HaxxmuTe KHomky [OK] Bo Bcex OTKPbITbIX OKHaX.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl NK54140R10
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5.3. NMonyyeHue pgoctyna K IP-kamepe ¢ nomowbro 6pay3sepa Internet Explorer

[na poctyna k kamepe ¢ nomoLbio bpaysepa Internet Explorer 3anyctute ero 1 B agpecHom
cTpoke BBegute 3anpoc: http://[<IP>:<port>/,— rge <IP> — |IP-agpec kamepbl, a <port> — 3Ha4YeHune
HTTP-nopta. MNocne atoro HaxxmuTe [MepenTtn], nnbo [Beoa]. B nosBmBLLENCA cTpaHuue BBOAA
YYETHbIX JaHHbIX B NMPaBOM BeEpPXHEM Yrny BblbepuTe A3blKk MHTepdenca, 3ateM BBeguTe FOruH,

naposnb (no ymonyanuto admin/admin) n Haxmute kHonky [Bxopa] (Puc. 5.19).

BHUMAHMUE!
IP-kamepa BEWARD no ymonyaHuto umeet HTTP-nopt 80.

NMPUMEYAHMUE!
Ecnn ans HTTP-nopta ucnonb3yeTcs 3Hadvenne 80, Torga Ans AOCTyna K kamepe 4depes3 Opaysep

OOCTaTO4HO BBECTM B agpecHon ctpoke «http:/I<IP>/», roe <IP> — |IP-agpec kamepsbl.

- [m) X
e @ htp:/192.168.0.173 = & Monck.. P
@ Beward Network Camera 1
Asbik: | Pycermi
ARD

( ]

|napone. \

[J 3anoMHKUTL MEeHA

Copyright © éew;d ;:\I‘ rthls reserved
Puc. 5.19

PykoBoacTtBo no noakntoyeHuto IP-kamepbl NK54140R10
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5.4. NMonyyeHne goctyna Kk Be6-nHTepdency IP-kamepbl

War 1. [1na npocmoTpa n3obpaxeHus ¢ IP-kamepbl npy nomoLm 6paysepa Internet Explorer
Ncnonb3yTcs KOMMNoHeHTbl ActiveX. Internet Explorer He umeeT 3TUX KOMMOHEHTOB B CBOEM
coctaBe u 3arpyxaeTr ActiveX HenocpeacTtBeHHO C KaMepbl. Ecnn KOMMOHEHTbI ele He
yCcTaHoBreHbl, Bbl yBugute cnegyrowee coobLieHue:

Beward Network Camera

Haxatb 3aeck 4To6bI ckavaTb U YCTaHOBWUTb 3NeMEHTEI YNpaBrieHUA BPpyHHY0. I'Io»(anyHCTa o6HoBuTE CTpaHuUy nocrne yCTaHOBKU.

Ecnu Buageo He 0T06pa>+(aemﬂ, TO f06aBbTE K NPOBEPEHHLIM cantam.

Copyright © Be

Puc. 5.20

Haxmute Ha Hagnucb, KOTopasi HaxoAMTCs NO cepeauHe akpaHa. B HMXHen 4acTu okHa

Opaysepa nNosBUTCH BCNbiBatoLLee onoseLeHne cuctemsl 6esonacHoctu (Puc. 5.21).

PykosoacTBo no noakntoyeHuto IP-kamepbl NK54140R10

4 .
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Beward Network Camera [+ Buxon

| |

Haxatb 3necb 4To6bI ckavaTb 1 YCTaHOBUTL 3ANEMeHTEI YnpasneHua BpyyHyto. lNoxanyncra obHoBWTE CTpaHULy nocne yCTaHOBKWU.
Ecnu Bugeo He 0T06pa>KaeTcs=|, TO Ao6aBbTe K NpOBepPEeHHbLIM canTam.

_ —
& P & = B Q =
ﬁ Bl xeTuTe BoinonHKTe Ak coxpannTse MsActiveX.exe (3,93 ME) c 192.168.0.1737 Beinoanute Coxparnte |~ Otmena x _

Puc. 5.21

Haxmute Ha kHonky [BeinonHuTs).

War 2: nanee, B nosBMBLUEMCS OKHE HaxxmuTe kHonky [Install] (Puc. 5.22).

i3 MsActiveX Setup — hd
Welcome to the MsActiveX Setup
e Wizard
/’ g - ".I This wizard will guide you through the installation of
[ . MsActiveXr.
It is recommended that you dose all other applications
& __},/-’-' before starting Setup. This will make it possible to update
1 relevant system files without having to reboot your
computer.
Click Install to start the installation.
Puc. 5.22
PykoBoacTBo no nogkntwoyveHuto IP-kamepbl NK54140R10
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LWar 3: 3atem, B NOABMBLUEMCS OKHE HaxXMuTe KHonky [Finish]

i3 MsActiveX Setup —

Completing the MsActiveX Setup
Wizard

MsactiveX has been installed on your computer.

Click Finish to clase this wizard,

= Back Cancel

Puc. 5.23

LWar 4: obHoBuTe cTpaHuuy WEB-uHTepdenca kamepsbl.

lNocne ycnelwHon aBTopu3aumm 1 yCTaHOBKM KoMNoHeHToB ActiveX Bbl nonyunte goctyn K

Beb-nHTepdericy |IP-kamepsbl (Puc. 5.24).

PykoBoacTsBo no noakntoyeHuto IP-kamepbl NK54140R10

CkauaHo c sec.ru
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e @ hitp://192.168.0.173/index html - & || Monck. P~|

@ Beward Network Camera x L1

Beward Network Camera

Puc. 5.24

5.5. UameHeHMe HacTpoek noagkntoveHus IP-kamepbl Yepe3 Be6-mHTEepcenc
Mocne noakntoyeHus k IP-kamepe HEOOXOAMMO M3MEHUTbL €€ HAaCTPOWKM Takum obpasom,

YTOObI OHA HaxoamMnach B OHOW MOACETU C OCTalbHbIM O60pyD,OBaHVIeM.

BHUMAHUE!

[ns coBMecTHOM paboTbl HECKOMNBKNX YCTPONCTB B O4HOW NOACETM HEOOXOAMMO, YTOObI Y HMX coBMaganm
nepBble TP YacTu (okTeTa) IP-agpeca, n NONHOCTLIO coBnagana macka noaceTu.

Hanpumep, IP-agpec Bawero MNK: 192.168.1.100. IP-agpec pasgeneH Toykamu Ha yeTbipe okTeTa. B
naHHoM npumepe: 1 okteT — 192, 2 okteT — 168, 3 okTteT — 1, 4 okteT — 100. Bam He06X0ANMO U3MEHUTL
IP-agpec kamepbl Tak, YToObI UX MEPBbIE TPY OKTETA COBNaganu, To ectb IP-agpec kamepbl 4OMKEH MMETb
Bua: 192.168.1.xxx. YeTBepTbin okTeT IP-agpeca kaxgoro ycTponcTBa 00s3aTenbHO AOMMKEH ObiTb

nHanBnayanbHbIM.

[ns nsmeHeHuns ceteBbIX HaCTpOeEK B Be6-MHTepcbel710e HaXXMuUTe B rMaBHOM MEHIO KaMepbl

kHonky [KoHdomrypauumsa], nepengmte B MeHio OcHOBHbIe Hacmpoliku, 3atem Cemb (Puc. 5.25).

PykoBoacTsBo no noakntoyeHuto IP-kamepbl NK54140R10
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Beward Network Camera

3@ \VARD OCHOBHbIe HacTpoikn >> CeTb

- ToenP
[ ] ® Monyuuts IP agpec apToMaTHUECKH
O Mcnone3osars cratwueciii IP appec

£+ OctoBHbIE HACTPOIIKK Parzs pe—
Macxa nogceTw
OcHoeHO# Wnioa:
Ocroenoi DNS:

cem | Pesmt [PV

IPv6 Agpec r———
Mpecpuic IPV6: — |
OcHoewoii wrios IPv6: [ A

Puc. 5.25

B nonsix [IP-agpec], [Macka noacetu], [OcHoBHOM wnto3], [OcHoBHOW DNS], HyXHO

BBECTW TaKne 3Ha4YeHusl, YToObl Kamepa nonana B ogHYy noaceTb C OCTalibHbIM o6opyuosaHmeM.

NMPUMEYAHMUE!
B cnyyae HeobxoouMMoCTW, ANs HACTPOWKM CETEBbIX MapamMeTpoB YCTPoOMCTB obpaTutech Kk Bawemy

CeTeBOMY aAMUHUCTPATOPY.

,D,J'IFI NPUMEHEeHNA N3MEHEHUI CEeTEBbIX HaCTpPOEK KaMmepbl HAXXMUTE KHOMKY [COXpaHI/ITb].

Ha aTom HacTpoika npoBogHoOro nogkroyveHns IP-kamepbl 3aBepLueHa.

5.6. Bo3BpaTt HacTpoek nogkntoyeHus NK B nepBoHavyanbHble 3HaYeHUA
YT100bI BEPHYTb 3Ha4YeHWA NPOBOAHOINoO CETeBOro NOAKMK4YeHna K yCTaHOBJIEHHbIM paHee
3HayYeHUAM, BbINOMNHUTE criedyloLmne OeNCTBUS.

Haxwute lyck — MaHenb ynpaeneHus (Puc. 5.26).

PykoBoacTsBo no noakntoyeHuto IP-kamepbl NK54140R10
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“
le Internet Explorer

G Skype

[EE Microsoft Office Excel 2007
-

"-"j Bnokrot

DVR Server

BRSController

BEWARD IP Visor

BEWARD Player

- Cny#Be

il

CrysBel KOMMNOHEHTOE

»  Bcenporpammel

[ Hadmu npozpanae: u gatine:

Puc. 5.26

BEWARD

HokymerTol

Myzbika

Wrpor

Komnsrotep

Manens ynpasnexian
YcTpoitcTea  NpUHTEDBI
Tporpamms! N0 YMONHaHIHY

Cnpasxa u nogaepxxa

PETTT—
| [3=eepiiiere padorer | 7|

B OTKpbIBLUEMCA ONarioroBoM OKHe Bbl6€pl/ITe NYHKT [npOCMOTp COCTOAHUA CETU N 3a.qa'-|]

B pa3gerne [CeTb u UHTepHeT] (Puc. 5.27).

HacTpoiika napamMeTpoB KOMMbOTEPa

Cucrema v BezonacHoCTb
MpoBepka COCTOAHMA KOMMBHOTEDE
ApXMENpOBAHNE JaHHBIX KOMIBHOTEDE
Mowck 1 ncnpaenedne npobGnem

CeThy VHTepHeT

@h ll'léccmmp COCTORHWA CETH W 33434 I
-2

Bribop napamerpos gomatuHei rpynnel n obuyero
AOCTYNa K AAHHEIM

O6opyaoBaHWE U 3BYK
MpocmoTp yCTpoRcTE U NPUHTEROE
[JloBaenenue ycrpoicTea

Mporpammel

¥aneHne nporpamMmel

Puc. 5.27

E=arey

Mouck & naHenu ynpaaneHus 2

MpocmoTp: Kateropua «

YueTHble 3anncKh Nosb3oBaTenel u

CeMEeRH...

'@' [oGasneHne 1 yA4aneHNe yYETHbIX 3aNNCEi
NonL30BaTENER

@ YeraHoBka POAWTENBCKOMND KOHTPONA 4NA BCex
NoAb30BATENER

OdopmneHne U NepcoHanusauma
WzmeneHne Tembl

Mzmerenne dona pabouero crona
Hacrpoiika paspeluenna 3Kkpaqa

Yacel, AZLIK U PETUOH

CMeHa pacKnagku KNasnaTypel nan ApyTix
cnocoBoe BEOAR

WzmereHne Azbika HTepdeiica

CneunansHble BO3MOXHOCTH
Pekomengyenblie Windows napameTpol
OnTumMusauna nsoBpaxeHna Ha 3KpaHe

B oTkpbIBLIEMCSH OKHE HaxxmuTe [MoakntoyeHue no nokanbHoun cetu] (Puc. 5.28).

PykoBoacTBO no nogkntoyeHuto IP-kamepbl NK54140R10
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€« Ceto v MHTepHeT b LLEHTp ynpaBneHina ceTamn 1 oBuimm gocTynom

Manens ynpaenexma -

T A MPOCMOTP OCHOBHbIX CEEAEHWA O CETW M HACTPOWKA NOAKNHUEHWUA

[,5,“‘ n. MpocroTp nenHoi KapTo
W3nmenenue napameTpos - -

=EmEE BEWARD Heckoneko cetei WHTepHeT
IZMEHNTE ZONOAHWTENEHEIE (70T KoMABIOTE)

napamMeTpel ofLLErD 4oCTyna MpocmoTp akTUBHBIX CETeil MoaknioueHne nan oTKAHOYEHNE

Cemn 4 Tun gocTyna: WHTepHer

OBuwecTaeHHan ceT MogkntoueHna:

K3MeHEHNE CETEBRIX NapamMmeTpoe

{il Hactpoiika HOBOrO NOAKNMOHEHNA MW CETH
2

HacTpoiika GecnpoBodHoro, LWMPoKSNoADCHOrD, ModemHero, npamore wan VPN-nogentodedns
WM KE HACTPOIKE MAPLUPYTU3ITOPa AW TOYKN JoCTyna,

MoaxnrounTECA K CETH

rlD,U.KJ'IHJHEHME WNKU NOETOPHOE NOAKNHYEHUE K 68(I'IF]DED,\’J'HDM!’I'r NPOBOAHOMY, MOJEMHOMY
CETEBOMY COEIMHEHWHD WAK Nogkntodedne k VPN,

BoiBop AoMaluHed rpynnebl v napameTpos obliero aoctyna

Cha. Takoke OocTyn k aiinam U NpUHTERaM, PACNONOKEHHBIM Ha APYTUX CETEBBD KOMMEHOTERAX, WK
- W3MEHEHWE NapaMETPOE oBLLIErD AOCTyNa.

Bpanamaysp Windows P P R4
JowmaluHas rpynna ¥cTpaHeHne Henonagok

Ceoiictea obospesatens [AnarHocTika u NCNpasneHne ceTesbix NpoBRen WAN NoayHeHUe CBEAEHWA 06 ncnpasneHin,

Puc. 5.28

B oTkpbiBLIEMCS OKHE HaxmuTe kHonKy [CBomncTBa] (Puc.5.29).

4 Cocroanue - Mogxnouenne no nokannHo#i ceT u

Ofwme

MoakntYeEHe

IPv4-noaKmOYEHME: WHTEpHET
IPvG-NOAKMOHERNE: Bes goctyna Kk MHTepHeTy
COCTOAHUE cpefbl: MopknioYeHo
AnMTensHOCTE: 04:47:33
CKOPOCTL: 100.0 MG fc

AKTMBHOCTE
OTNpaEneHy —— L. = TpUHATD
—

&
Bait: 79 183 140 I 805 509 770

| [ Bcsoiicrea

"OTK.moHMTb] [,ﬂmarnocrmna ]

Puc. 5.29
B OTKpbIBLLEMCSI OKHE CBOWCTB CETEBOrO MOAKMOYEHUS HeobXoaMmo BbiGpaTb MYyHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.30).
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-

L Moakntouenne No NOKANLHOMN CETW - CEORCTER ﬁ

Cem | Ooctyn

MogrnioveHing yepes:

‘-'-." Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.@ Mnarmposwwk nakeTos QoS

SCn'{xﬁa ADCTYNE K $ainam u npuHTepam ceTel Micr
& [ooToren MHrepHeTs sepcin § P/APyE)
(2 Nporoxen Wrrepreta epeun 4 (TCP/Pvd) |

~&. [lpaieep B/B Tononora KaHansHoro YposHA

-&. DTBETHMK 0BHEPYXEHUA TONONOrMM KAHAMEHOTD YPOE =
[l I | [

3
YeTaHoBUTE... Yoanuts | CaoitcTea I

Onucanve

Mpotokon TCP/IP - cTaHaap eI npoTokon rnofansHem
ceTed, 0GECnEYMBaIOLLIMA CEBASE MEXKLY PASMMHHEIMKM
E3EMMONEACTEYIOLLMMIA CETAMM.

oK ] [ Ommena

Puc. 5.30

OTKpoeTCs MEHIO, B KOTOPOM HEOOXOAMMO YCTaHOBUTb 3HAYEHUSA HayanbHbIX HACTPOEK,
3anucaHHbIX BaMun paHee.

Ecnu mnsHavanbHo IP-agpec Bawemy MK HasHavyancs aBTomMaTuuyecku, Torga Bblbepute
nyHkTel [Monyuntb IP-agppec aBtomatuuecku] wu [Monyuntb agpec DNS-cepBepa

aBTOoMartu4ecku], nocne 4vero HaxmuTe kHonky [OK] onst Bcex oTKpbITbIX OKOH (Puc. 5.317).

Ceoiictsa: Mpotokon MkTepHeTa sepcnn 4 (TCP/IPv4) l&lﬂ

Ofiwme ANbTEPHATMBHARA KOHQH YPaLWA ‘

MNapameTpel IP MOryT HasHAYATHCA SETOMATHHECKM, BCAM CETh
MOAAEPHUBSET STY BOMOMHOCTE, B NPOTMBHON ciyYae NapaMeTpel
IP MOXHO MOAYUWTE Y CETEEOr0 AOMMHUCTPATOPA.

|-§- Monywits IP-aapec aBTOMATHYECKK I
{0) MNoNb30BaTE CREAYHOWMA [P-aapec:

| (@ MonysnTb anpec DNS-CepEEpa SETOMETHUHECKK I

(7) Mnons308aTh CNEAYIOWKE aapeca DNS-Cepsepos:

MNonTEEpANTE NEPEMETPEI NPK BbIX0AE ——

Puc. 5.31
Ecnu nsHavaneHo |IP-agpec Bawewmy MK 6bin 3agaH BpyuyHyto, Torda BblbepuTe MyHKT
[Mcnonb3oBaTb cnepgyrowmn IP-agpec] v 3anonHnte Heobxoanmble NOMs, NOCME Yero HaxXMnTe

kHonky [OK] ans Bcex OTKpbITbIX OKOH (Puc. 5.32).
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I nasa 5. Hacmpouxa npooonozo coeounenus
Ceoitcrea: Npotokon Wetephera eepcnn 4 (TCP/IPv4) &Iﬂ
Ofiwne

MapameTpel IP MOMYT HASHEYETECA ABTOMETHHECKH, BCM CETE

NOAAEPHMBAET STY BOSMOMHOCTE, B NpOTHSHOM Cryyae MapaMeTpel
IP MOXHO NONYYMTE ¥ CETEBOr0 aAMUHUCTPETOPE.

() ManyuuTe IP-afpec aBTOMETUHECKH

@ WNonb30EaTh CNeayWKiA IP-aapec: I
IP-appec:

192.168. 0 . 20
Macka nonceTu: 255,255 .255. 0
OcHOBHOI WAk 192.168. 0 . 1

Mony-mTe agpec DN5-cepsepa asToMaTHHecM

I-é- Wcnonb3oBaTte CNeAYIOWME aapeca DNStepBepoB:I

| MpeanounTaemeni DMS-cepsep: 192.188. 0 . 1 |

AnbTepHaTHBHEIR DNS-cepeep:

[CIMoaTeepanTs napareTpel npn Beixone

AononHUTENEHG. ..

Puc. 5.32

5.7. [lpoBepka npaBUNILHOCTM HACTPOEK

noaknioyeHusa IP-kamepbl K
NoKarnbHOW ceTu

Ana KOHTpPONSA nNpaBWMbHOCTU CEeTEBbIX HACTPOEK KaMepbl W KOMMNbKOTEPA HYXXHO
NoaKIIYNTLCH K kKamepe Yeped Gpaysep Internet Explorer.
3anyctute 6paysep Internet Explorer. [na atoro Haxmute llyck — Bce lMpozpamMmbi v
BblGepuTe cTpoky [Internet Explorer].
Beeaute B

agpecHon cTpoke |P-agpec, nNpUCBOEHHbIN kamepe  (Hanpumep:
http://192.168.0.99) (Puc. 5.33).
a',ﬂ? https//192.168.0.09/ P-ax |l L—— u h X
|

Puc. 5.33
[Mpn NpaBuUnbHbLIX HACTPOMKaxX OTKPOETCA OKHO aBTopu3auun. [ns aBTopusauun BBeauTe
NUMS Norib3oBaTeNs 1 Naposib, 3aTeM B NPaBOM BEPXHEM Yriy BblbepeTe A3blK CUCTEMbI, MOCE Yero
HaxmuTe [Bxoa] (Puc. 5.34).

BHUMAHMUE!

Mma nonb3oBatens no ymonyanuto: admin. Mapone no ymonyaHuto: admin.

PykoBoacTsBo no noakntoyeHuto IP-kamepbl NK54140R10
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e @ nitp://192.168.0.173 = & || Monck.. o~

@ Beward Network Camera

SF3bIK: | Pyccrmit

| napone |

[ 3anoMHHUTE MeHA

Crauars ActiveX

Copyright © Beward All rights reserved.

Puc. 5.34
Mpy nNpaBMNBHO BLINONTHEHHbLIX AENCTBUSAX Bbl cMoxeTe 3anTn B BeO-uHTEpdenc yepes

Opaysep n yBugetb nsobpaxeHue ¢ Bawen IP-kamepsl (Puc. 5.35).
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e @ nttp:/1192.168.0.173/indexhtml - @ | Noncx P~ |

[@ Bewsrd Network Camera x [T

Beward Network Camera

IIINH ””
/

4
& Koudurypayua G e B Q =

Puc. 5.35
NMPUMEYAHUE!
B cnyyae HeypayHoro coeguHeHus ¢ Kamepow, NMpoBepbTe NPaBWUbHOCTb NMOAKIMOYEHUS K NPOBOAHOWM
CeTun, BEpPHUTECH B HAYano AaHHON rnasbl U NOBTOPUTE HAacTpomnKky. B cnyyae HeobxoanmocTn obpatutecs

K Bamemy CUCTEMHOMY aAMUHUCTPAaTopy.

PykoBoacTsBo no noakntoyeHuto IP-kamepbl NK54140R10

SEC.RU

KopoTkun nyTb K MHpopmaLmm CkayvaHo c sec.ru

\\I/



Be\VARD I nasa 6. Illooknouenue IP-kamepol k cemu Unmepnem

MnaBa 6. MNogkntoyeHue IP-kamepbl K ceT UHTepHeT

6.1. O6wue cBeaeHna o noaknoveHun IP-kamepbl kK cetn UHTepHeT

Mpun ycTtaHoBke IP-kamepbl 06bI4HO TpebyeTcst UMETb K HEN AOCTYN HE TONMbKO U3 NIOKanbHOM

ceTn, HO N n3 cetn VIHTepHer.

B aTom cnyyae ans ogHoBpeMeHHon paboTbl KOMNbIOTEPOB, HOYTOYKOB, IP-kamep 1 gpyroro

obopynoBaHus B ceTn MIHTepHeT, Yalle Bcero, MCNonb3yeTcs MapLupyTmM3aTop.

Mpn opraHusaumm poctyna Kk IP-Bugeokamepam u3 cetn WHTepHeT, Kak npaBuro,

ncnonbe3yTca creaylowmne Tpu BapuaHTa:

1. VmeeTcs BblOeNeHHbIn npoBangepoM BHeWHWn ctatudeckun IP-agpec nnu PPPoE-
coeaunHeHue. MNpu atom, gaHHbIn IP-agpec (unn PPPoE-coeanHeHne) ncnonbayetca ons
NOOKITHOYEHUS TONbKO 0AHOW IP-kamepbl 1 HE MOXET ObiTb HA3HAYEH eLle Kakomy-rmbo
YCTPOWNCTBY.

2. WNmeeTcsa BblAENEHHbIA MpoBangepoM BHELWHWW cTaTtudeckunn |P-agpec, KOTopbIn
Ncnonb3yeTcsa Ans NogKtoYeHns K cetn MHTepHET foKanbHOW CeTu, K KOTOPOK, B CBOKO
oyepedb, nNMaHMpyeTca MNOAKMOYUTbL OOHY WM Heckonbko IP-kamep. [lpu Takom
NOOKITIOYEHUN NCNOSNb3yeTcsl MapwpyTmaatop. [Npn 3ToOM YnCno NogkItoyYaeMbIX KaMmep
3aBUCUT, B OCHOBHOM, OT KOJIM4YECTBA NEpeHa3HavYaeMbIX MapLLpyTU3aToOpOM NOpTOB.

3. lNpoBangep He BblaensieT BHewHWW ctatudecknn IP-agpec. IP-agpec HasHavaeTcA
npoBangepomMm ANHAMUYECKU, TO €CTb TakK, YTO MPU KaXXJoM HOBOM MOOKMHOYEHUN 3TOT
agpec npucBamBaeTCsl 3aHOBO M M3MeHSieTcs B npouecce paboTbl (Takas cutyaumst
ocobeHHO xapakTepHa npu pabote yepe3 ADSL n GPRS). B atom cny4yae, 4TOGbI
obecneuntb BO3MOXHOCTb MOLKIMOYEHUS OOHOW WU HECKOMbKUX KaMep K ceTu
MHTepHeT, BHE 3aBUCUMOCTU OT TOro, kakon IP-agpec BbiaeneH npoBanaepom B AaHHbIN
MOMEHT, HeobxooMMO  3adencTBoBaTb  MHTEpPHeT-cryxbbl, paboTawowmne c
OVWHaAMUYECKUMU agpecamu.

Hanee, aTM BapuaHTbl opraHuM3aumm poctyna kK IP-kamepam u3 cetn WHTepHeT OyayT

paccMOTpeHbl nogpobHee.

PykoBoacTtBo no noakntoyeHuto IP-kamepbl NK54140R10

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




Be\UARD I nasa 6. Illooknouenue IP-kamepol k cemu Unmepnem

6.2. NoakntoyeHune npu ctatuyeckom BHewHem IP-agpece/PPPoE-coeauHeHun

6.2.1. Ucnonb3oBaHue ctaTuyeckoro IP-agpeca

Ona nogkrntoyeHuns IP-kamepbl kK cetn MHTepHET HeobXxoouMO U3MEHUTb €€ ceTeBble
napameTpbl B COOTBETCTBUM C JaHHbIMMW, NOfly4eHHbIMKU OT npoBangepa. Kak npaesuno, nposangep
npegocTtaBnsieT cnegylowme ceTeBble HacTpouku: IP-agpec (B gaHHOM cnyyae, CTaTUYecKuin),
Macka nogceTu, ceteon wnto3 u agpec DNS-cepsepa.

[ns nonyyeHuna goctyna K IP-kamepe yepes ceTb VIHTepHET no ctatuyeckomy |IP-agpecy
Heo6X0ANMO BbINOMHUTL CnegyoLwme waru:

War 1: nogkntounte IP-kamepy Hanpsamyto k Bawemy T1K.

Lar 2: nameHnTe ceTeBble HACTPONKN NPOBOAHOIO coeAnHeHns |P-kamepbl B COOTBETCTBUN

C HacTponkamu, npegoctasneHHbIMn Bawmm UHTepHeT-npoBangepom (Puc. 6.17).

Beward Network Camera

OcHoBHble HacTpoiikn >> CeTb

- TCPIP

[+ ] O MonyuuTe IP agpec aBToMaTHUECKH
® Wenonb3sosats cratuueckui IP agpec
& OcHoaHsie HACTPOFKA Fomer 173. 194. 122. 202 || Teer
Macka noacetn 255 255 255 252
OcHogHol W03, 173194 122 211

Ochoeroil DNS: 173. 194 122, 211

CeTb I Pesxum IPv6:
IPv6 Agpec: 1
Mpedmee IPVE: l:l
OchoHoli wnioa IPv6: [
-

Puc. 6.1

War 3: nogkntounte IP-kamepy Kk BblaeneHHon cetu Ethernet.

Ecnu Bce napameTpbl ykasaHbl BEPHO, KaMepa oSKkHa ObITb 4OCTYNHA B ceTu VIHTepHeT.
B npvBegeHHOM npumepe npoBangep NnpeaocTaBun cneayowme gaHHble:

IP-agpec: 173.194.122.202

Macka noacetun: 255.255.255.252

OcHoBHOWM wnto3: 173.194.122.211

OcHoBHoM DNS: 173.194.122.1

PykoBoacTtBo no noakntoyeHuto IP-kamepbl NK54140R10
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Be\VARD I nasa 6. Illooknouenue IP-kamepol k cemu Unmepnem

B obwem cnyyae, gna obpaweHuns Kk IP-kamepe vepes ceTb VIHTEpHET B agpecHOn CTpoke

Gpaysepa BBoanTca cneaytowmi 3anpoc: http://[<IP>:<Port>, rae <IP> — IP-agpec kamepsbl, <Port>
— 3HayeHue HTTP-nopta. Tak kak B gaHHOM npumepe ucnonb3yeTtcs 3HadeHne HTTP-nopra,
3agaHHoe no ymonyaHuto («80»), To, 4Tobbl ObpaTUThLCA K IP-kamepe 4vepe3 ceTb VIHTepHeT,

Heobxoaumo Habpatb 3anpoc «http://173.194.122.202».

NMPUMEYAHUE!
Mpu nogkntodeHun Kk kamepe yvepes HTTP-nopT, 3agaHHbIN NO yMONYaHutoo (3HaveHne paBHO «80»),

3anpoc B agpecHomn cTpoke 6paysepa umeet Bua: http://<IP>,— roe <IP> — IP-agpec kamepbl.

6.2.2. Ucnonb3oBaHue PPPoE-coeanHeHus

MHTepHeT-npoBangep He Bcerga MoxeT obecrneunTb MOLKMYEeHue no cratudeckomy |P-
agpecy. Yaue Bcero, nposangep opraHu3yeT A4ocTyn K cetn MIHTepHeT Yyepe3 PPPoE-coegnHeHme.
B aTom cny4ae, oH npegoctasnseT aboHEHTY MMsA NONb30BaTens 1 Naporib.

IP-kamepa noppepxumBaeT PPPoOE-coeauHeHue. [Onsi ero Mcrnonb3oBaHUs HeobGXxoaumo
BbIMOMHUTE CcneayloLwime warmu:

War 1: nogkntounTte IP-kamepy k Bawlei nokansHom cetu unu Hanpsimyto K K (cm. Maey 5).

War 2: sonante B MeHio PPPoE-HacTpoek IP-kamepbl: KoHguaypayusi — OCHO8HbIe
Hacmpoliku — Cemb — PPPoE.

LWar 3: yctaHoBuTe Mapkep B none «Bkniounte PPPOE»

LWar 4: B TekcToBbIX Nongx [Monb3oBartens], [[Mapont], [[loaTBepAnTe Naponb] BBEOUTE

3Ha4YeHus, nonyyeHHole ot IHTepHeT-npoBanaepa (Puc. 6.2).

PykoBoacTtBo no noakntoyeHuto IP-kamepbl NK54140R10
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Inasa 6. llooknouenue IP-kamepol k cemu Hnmepnem

BE@\VARD OCcHOBHbIe HacTpoiikn >> CeTb

e PPPoE SNMP 802.1x

a Brniounts PPPoE O

Nunamwueckuii IP-
£} OcHoBHbIE HACTPOWKKM
Wmn nonezoearens

Mapons.

MoaTteepauTe napons:

CeTb I

Puc. 6.2
War 5: anga npuHATUS M3MEHEHWI HaXXMuTe KHomkKy [CoxpaHuTb].
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Be\UARD I nasa 6. Illooknouenue IP-kamepol k cemu Unmepnem

LWar 6: nogkntounte IP-kamepy k BblgeneHHon cetu Ethernet.

BHUMAHUE!
Mocne nogkntoveHus IP-kamepsbl K BblaeneHHom ceTu Ethernet, oHa 6yaeTt goctynHa B ceTu VIHTEpHeT nop,

IP-agpecom, NpucBoeHHbIM el Bawmm npoBangepom n otobpaxkaembim B none [AuHamuyeckun IP] (cm.
Puc. 6.2).

[na obpaweHusa k IP-kamepe B ceTn NHTepHeT B agpecHon cTpoke Opaysepa BBOAUTCA
cnenyowmin 3anpoc: http://[<IP>:<Port>/— roe <IP> — IP-agpec kamepsbl, HasHa4yeHHbIN Bawwmm
nposangepomMm npu yctaHoeneHmn PPPoE-coeguHenusn, <Port> — 3HayeHne HTTP-nopta (mo

ymonyaHuto pasHoe «80»).

NMPUMEYAHME!
Mpu nogkntoveHun Kk kamepe yvepe3d HTTP-nopT, 3agaHHbIN NO yMOMYaHuto (3HaveHne paBHO «80»),

3anpoc B agpecHon cTpoke 6paysepa umeet sua: http://<IP>,— roe <IP> — IP-agpec kamepbl.
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6.3. MNoakntoyeHne 4epe3 cetb WUHTepHeT K IP-kamepam, HaxogAawmmcs B

noKanbHOM ceTu
Ecnu goctyn B ceTb NHTEpHET ocyLlecTBnseTca no BblgeneHHon nuHun Ethernet nnn no

ADSL, onst nogknoYeHus NoKanbHON CeTU NCMOoNb3yeTcs MapLupyTU3aTop.

BHUMAHUE!

[na wcnonb3oBaHUA OaHHOMO MeTOoAa MOAKMYeHWss Heobxooumo 3apaHee npuobpectn y Bawero
npoeaigepa MYBJIMYHBIA CTATUYECKWUI |P-agpec. MpoBaigep npenocTaBnsieT, Kak MpaBumIio,
OVHAMUYECKUA BHYTPEHHWIA IP-agpec, koTOpbIi [OCTYNEH TOMbKO B MOACETV NpoBaiiaepa.

MoaTomy yTouHuTE TMN ucnonb3dyemoro Bamu IP-agpeca 3apaHee.

Onsa Toro, 4tobbl nogknounThes K IP-kamepe ns cetn MIHTepHeT, Hago obpaTtuTtbesa no IP-
agpecy, BblJaHHOMY NMpoBangepomM (BHewHun |IP-agpec mapuipyTtudaTtopa), U K onpegeneHHoMy
HTTP-nopty.

BHUMAHUE!
Mpwn obpaLyeHun n3 cetn IHTepHET Ans BCex kKamep, HaxoasaLmMXCcsa B OOHOW NTOKanbHOM CETH, CyLLeCTBYET
TOnbKO oauH IP-agpec (BblgaHHbIM NpoBangepom). NoaTomy Ans AocTyna K 3TMM Kamepam Heobxoanmo

KaXkOon Ha3HauYnTb CBOM rpynnbl NOPTOB.

[nsa aToro TpebyeTcsa BbIMOMHUTL Criegyowme AeNCTBUSA:

e MVameHUTb ceTeBble NapamMeTpbl |IP-kamep B COOTBETCTBMM C HACTPOMKAMK, NPUHATLIMA
B Bawen nokanesHom ceTw.

e Hactpoutb yHKUMIO nNepeHanpaBrneHns noptoB. [HaHHaa yHKUMA nossonseT
nepeHanpaensaTbe obpaiwieHns u3 cetnm VIHTepHeT K Kakomy-nnbo yCTpOWCTBY,
NOOKIHOYEHHOMY K nokanbHonm ceTtu, ¢ BHewHero WAN-nHTepderica maplipytmsatopa
Ha ero BHyTpeHHUNn LAN-uHTepcenc un obecneumBaeTcs NpPakTUYECKM NHOOLIM
COBPEMEHHbBIM MapLUPYyTU3aTOPOM.

Mpn atom, cyuwlectByeT ABa cnocoba HaCTpOVKM MapLlupyTudauuun (nepeHanpaBreHuns

nopToB):

e ncnosnb3oBaHne TexHonorun UPNP B kamepe 1 mapLupyTmnsaTope;

e pyvyHas YyCTaHOBKa nNapamMeTpOB MepeHanpaBfeHns MNoOpToB B  Kamepe WU

mapLupyTusaTope.
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6.3.1. HacTtpoiuka py4yHou nepeagpecaumm NnopToB MapLupyTM3saTopa

Paccmotpum 3apgadvy nogknioveHus IP-kamepbl kK ceTu WHTepHeT C€ noOMOoLLbio
mapwpyTtmsaTopa TP-Link TL-WR2543ND (HacTpownka 60nblUMHCTBA OYHKLUMIA MapLupyTN3aTopoB
pasnMyHbIX MOAENEN BbINOMHAETCHA CXOXUM 0b6pa3om).

CuuTaem, 4TO MOAKMKOYEHME MapLupyTU3aTopa K NokanbHOW cetn u cetn UHTepHeT yxe
HacTpoeHo. MaplpyTm3aTop UMeeT cnefyowmn nyonmnyHbin ctatudecknn IP-agpec, BblgaHHbIN
NuTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupytusatopa): 173.194.122.201.

JlokanbHasa ceTb umeet IP-agpeca B gnanasoHe «192.168.1.1 — 192.168.1.255», npnuem
«192.168.1.1» — BHyTpeHHuMn |P-agpec wmapwpyTtmnsatopa (IP-agpec LAN-uHTepdelnica
MapupyTtmsatopa), «192.168.1.199» — IP-agpec kamepsbl. [1ns1 HACTPOVKM UCMOSb3YyeM KOMMNbIOTEP,
MOAKITHOYEHHbIN K 9TOWN NOKanbHON CeTW.

Ona nogkntoyeHnsa |P-kamepbl K ceTn MHTepHeT TpebyeTca HasHauuTb MOpPTbl, vepes
KoTopble ByaeT ocyLecTBNATLCA BHELUHWUIA AOCTYN K €e HAaCTPONKaM 1 K BUAEONOTOKY C kamepsbl. B
noKanbHOM cCeTn 3TWU NOPTbl MO YMOMYaHUIO UMELDT cnegyowme 3HadeHus: HTTP-nopt — «80»,
HTTPS-nopt — «443», RTSP-nopT — «554».

BHUMAHUE!
Mpwn obpawyeHun n3 cetn IHTepHET Ans BCeX kKaMmep, HaxoaaLmMXcsa B O4HOW NTOKanbHOM CETH, CyLLeCTBYET
Tonbko oauH IP-agpec (BblgaHHbIM NpoBangepom). [MosToMy Ans AocTyna K 3TMM kamepam HeobXxoanmo

KaXkgon HasHa4mTb CBOM rpynnbl NMNOpTOB.

[na nameHeHus nopToBs IP-kamepbl BbINONHUTE criefytolimMe AencTBUS:

LWar 1: B Be6-nHTEpPEice kamepbl OTKponTe pasaen meHwo KoHgueypayusi — OCHO8HbIe
Hacmpoliku — Cemb — HTTP.
War 2: eeegute B nosne [HTTP nopt] HOBOe 3Ha4yeHWe, OTNMYHOE OT 3HAYeHus no

ymonyanuio. Hanpumep, nyctb B kadectse HT TP nopta ncnonb3yetcsa nopt «85» (Puc. 6.3).
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Be\UARD I nasa 6. Illooknouenue IP-kamepol k cemu Unmepnem

Beward Network Camera

OcHoBHbIe HAacTpoiikn >> CeTb

HTTP

&l

[ ] Brnounte HTTP!

HTTP nopr
£} OcHoBHbIE HACTPOWKM Brmownms HTTRS =
Mopt HTTPS: 443
HacTpoiiku HTTPS
Ceptudmear: C6poc
CeTb I
Wrpopuauws: o
C=U5, H/IP=maylong
HM3naTens:
C=US, H/IP-maylong
Mlepuon AeHCTENAA:
Feb 16 02:29:45 2016 ~
Nov 11 02:29:45 2018
-
a Buibop geiicTenA. \ Coanate cepTudpmkar v
Cozpate cepTudmear: Co3pats

Puc. 6.3

War 3: ana npumeHeHns HAaCTpPoeK HaXXMUTe KHOMKY [CoxpaHuTb).

Takum 06pa3oM, NopThl ANA A0CTyNa K AaHHON Kamepe BHYTPWU MoKarbHoi cetu ByayT:
HTTP-nopT — «85», RTSP-nopt — «554».

Kamepa HacTpoeHa. OcTtanock npasunbHO HACTPOUTL MapLLIPYTM3aTop.

[na HacTpoMKM MapLupyTM3aTopa BbINOJIHUTE crneayowme AeNCTBUA:
War 1: BBeguTe B agpecHon cTpoke Opaysepa IP-agpec mapwpyTtusaTopa (B Hawem
npumepe — «192.168.1.1»). B nosiBuBLLEMCA OKHE aBTOpM3aLMn BBeAUTE NOTUH 1M napornb. [locne

yAa4yHON aBTOpU3aLmMm OTKPOETCS OCHOBHAsA CTpaHuua HacTpoek mapipyTtusartopa (Puc. 6.4).

PykoBoacTsBo no noakntoyeHuto IP-kamepbl NK54140R10
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TP-LINK'

status

Quick Setup

wWpPs

Network

Wireless

DHCP

USB Settings
Forwarding
Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Inasa 6. llooknouenue IP-kamepol k cemu Hnmepnem

450M Wireless N Gigabit Router
Model No. TLAVR2543HD

Hardware Version:

Firmware Version:

3.13.27 Build 121207 Rel.61955n
WR2543ND v1 00000000

,

MAC Address:
IP Address:
Subnet Mask:

90-F6-52-75-BD-62
19216811
255.255.255.0

Wireless

Wireless Radio:
Hame (SSID):

Enable
TP-LINK

Puc. 6.4
War 2: Buibepute nyHKT meHwo Forwarding — Virtual Servers. B nossBuBLIeMCH MEHIO

HaxxmuTe kHonky [Add New] (Puc.6.5).

450M Wireless N Gigabit Router
Model No. TLWR2543ND

TP-LINK'

Status
Guick Setup
WPS
Network
e ID  Service Port Internal Port IP Address Protocol Status Modify
DHCP
USB Settings Enable A Disable Al Delete A
Forwarding
~Virtual ——— =
- Port Triggering o B
-DMZ
-UPnP
Security
Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools
Puc. 6.5

War 3: no6aBbTe npaBuna nepeHanpasneHns noptos Ans IP-kamepsl (Puc. 6.6). 3apganTte
cnegyowme napameTpbl:
[Service Port]: ykaxxute nopT, kOTOpbIA ByAeT ncnonb3oBaTbCa Ana 4OCTyna K kKamepe 13

cetn VIHTepHerT.

NMPUMEYAHUE!
Bo usbexaHne KOHMIMKTOB He MCnonb3ynTe Afs NepeHanpaBrieHusl NMOpTOB 3aperncTpyMpoBaHHbIE
3HayeHus. PekomeHayeTcs Mcnonb3oBaHue NopToB AuanasoHa 1124-7999. (3HauveHus noptoB oT 0 go

1123 oduumanbHO 3aperMcTpupoBaHbl Mo pasnuyHble NPOTOKONbI, CYXObI, NPUMOXEHNS.)

[Internal Port]: ykaxknte nopt, ncnonb3yembiii B JaHHbIN MOMEHT 4S8 OCTyNna K kamepe un3

noKarbHOW CeTw.
[IP Address]: ykaxuTe |IP-agpec kamepsbl, 4115 KOTOPOWN HAacTpanBaeTCcsa nepeHanpasreHme.

OcTanbHble NYHKTblI HEe TPEBYIOT HACTPOWKMW.

CkauvaHo c sec.ru
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I nasa 6. llooknouenue IP-kamepol k cemu Hnmepnem

Hob6asbTe npasuno anga nopta HTTP (Puc. 6.6).

TP-LINK'

Status

Quick Setup
WPS

Network
Wireless

DHCP

USB Seitings
Forwarding

-V Servers
- Port Triggering
-DMZ

-UPnP

security
Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

450M Wireless N Gigabit Router
Model No. TL-WR2543HD

Add or Modify a Virtual Server Entry

Service Port: 81 (OG0 or 300
Internal Port: 80 (%X, Only valid for single Service Port or leave it blank)
IP Address: 192.166.1.199
Protocol: All -
Status: Enabled -

Common Service Port: —Select One— -

Save Back

Puc. 6.6

War 4: Haxmute kHOMNKy [Save], 4Tobbl coxpaHute npasuno. MNpasuno gobaeneHo (Puc.

6.7).

TP-LINK'

Status

Quick Sefup
wpPs

Network
Wireless

DHCP

USB Settings
Forwarding
-Virtual vers
- Port Triggering
-DMZ

_uPnp
Security
Parental Control

Access Control

Advanced Routing
Bandwidth Control

IP & MAC Binding
Dynamic DHS

System Tools

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Virtual Servers

ID  Service Port Internal Port IP Address Protocol Status Modify
181 80 192.168.1.199 Al Enabled Modify Delete
AddNew.. | [ Enable Al | [ Disable Al | [ Delete All
Previous Next

Puc. 6.7

LWar 5: Tem xe cnocobom aobaebTe npasuno ang nopta RTSP (Puc.6.8).

PykoBoacTBO no nogkntoyeHuto IP-kamepbl NK54140R10
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TP-LINK'

Status

Quick Setup
wps

Network
Wireless

DHCP

USB Settings
Forwarding

-V TS
- Port Triggering
-DMZ

-uPnp
Security
Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Virtual Servers

ID  Service Port Internal Port IP Address Protocol Status

18 80 192.168.1.199 Al Enabled

2 3001 554 192168.1.199 Al Enabled
AddNew.. | [ Enable Al | [ Disable Al | [ Delete All

Modify
Madify Delete

Modify Delete

Puc. 6.8

LWar 6: n ewe ogHo npaswno and NopTa aaHHbIX (Puc. 6.9).

BHUMAHMUE!

HTTP-noptbl 1 RTSP-nopThbl kKamep MOXHO NepeHanpaBnaTh C NOMOLLbIO BUPTyanbHOro cepeepa, 0gHako

NOPTbl AaHHbIX Y KaMep O0MKHbI GbiTb Pa3HbIMU 1 TPAHCIIMPOBATLCS «MOPT B NOPT»!

TP-LINK

Status

Quick Setup
WPS

Network
Wireless

DHCP

USB Settings
Forwarding

- Virtual Servers

- Port Triggering
-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

450M Wireless N Gigabit Router

Model No. TLAWR2543ND

Virtual Servers

ID  Service Port Internal Port IP Address Protocol Status

1 81 80 192168.1.199 Al Enabled

2 30m 554 192.168.1.199 Al Enabled

3 5001 5001 192.168.1.199 Al Enabled
Add New... | [ Enable Al | [ Disable Al | [ Delete All

Modify
Modify Delate
Wodify Delete
Modify Delete

Puc. 6.9

LWar 7: ecnu Bbl ucnonb3yeTte HeckonbKo kamep, To Bam Heo6xoamMmo noBTopuTh Wwaru 2-6

Ans octanbHbIX kKamep (Puc.6.10).
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TP-LINIK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Inasa 6. llooknouenue IP-kamepol k cemu Hnmepnem

Status

WPS

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify

v 1 81 80 192.168.1.199 Al Enabled Modify Delete

USB Settings 2 3001 554 192.168.1.189 Al Enabled Modify Delete

[T — 3 5001 5001 192.166.1.199 Al Enabled Modift Delete
4 82 80 192.166.1.198 Al Enabled Modify Delete
5 3002 554 192.168.1.198 Al Enabled Mlodify Delete
8 5002 5002 192.166.1.198 Al Enabled Modift Delete
7 83 80 192.168.1.211 Al Enabled Modify Delete

Security g 3003 554 192.168.1.211 Al Enabled Modify Delete

BeresialContiol 9 5003 5003 192.168.1.211 Al Enabled Modi Delete

Access Control

prm—r— AddNew.. | [ EnableAll | [ Disable Al | [ Delete All |

Bandwidth Control

IP & MAC Binding Next

Dynamic DNS

System Tools

Puc.6.10

HacTtpoika MmapLupyTmMsaTtopa 3aBepLueHa.

Tenepb, 4TOBLI MONYYNTL OOCTYN K Kamepe 13 cetn MIHTepHeT, Hago o0paTUTLCS K HEl No
IP-agpecy, BblgaHHOMY npoBangepom (BHewHun IP-agpec mapuipyTtusaTtopa), n Ha3Ha4YeEHHOMY eN
nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec mapwpyTtusatopa — «173.194.122.201». HTTP-noprT,
Ha3Ha4eHHbI Kamepe Ans nepeagpecaumn,— «81». 3HaunT, Ana obpalleHust K Kamepe n3 cetn

MHTepHeT HeobxoanMMo B agpecHom cTpoke Gpay3epa HabpaTtb 3anpoc: http://173.194.122.201:81/.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl NK54140R10
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Ipunosxcenus

MpunoxeHus

MpunoxeHune A. 3aBoacKue yCTaHOBKMU

Hwxe npueeneHbl HEKOTOPbIE 3Ha4YeHUA 3aBOACKMX YCTAaHOBOK

HanmeHoBaHue 3HauyeHune
IP-agpec 192.168.0.99
Macka noacetun 255.255.255.0
Nms nonb3osaTens (agMuHucTpartopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopTt 80
RTSP-nopt 554

PykoBoacTtBo no noakntoyeHuto IP-kamepbl NK54140R10
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Be\UARD Lpunooicenus

MpunoxeHue B. NapaHTUnMHbIE 06A3aTenbCTBa

B1. O6wue cBegeHud

a) MNepeg nogkritoueHnem obopyaoBaHUS HEOHXOANMMO 03HAKOMUTLCS C PyKOBOACTBOM MO
aKcnnyaTaumm.

0) Ycnosus akcnnyaTauumn Bcero obopyaoBaHust 4omkHbl cooTBeTcTBoBaTh [OCT 15150-69,
FOCT B20.39.304-76 (B 3aBMCMMOCTM OT UCMOSIHEHNSA YCTPOWCTBA).

B) [1nsa noBbIlWEHNA HageXHOCTK paboTbl 060pyaoBaHUs, 3aWwmUTbl OT OPOCKOB B NUTaloLLENn
ceTn n obecnevyeHns GecnepebOMHOrO MUTaHWS cnegyeT WUCMNONb3oBaTb CeTeBble PUNbLTPbI U

ycTponcTBa 6ecnepebonHoro nnTaHus.

B2. 9nekTtpomMarHMTHas COBMeCTUMOCTb

3710 0obopygoBaHMe cooTBETCTBYET TPebOBaHUSAM dreKkTpomMarHuTHon comectumoctn EN
55022, EN 50082-1. HanpsikeHune pagnonomex, co3gaBaemblx annapatypon, cootsetcteyet F[OCT
30428-96.

B3. OnekTponutaHue

[omKHO coOTBETCTBOBATL NapamMeTpaM, ykasaHHbIM B PykoBOACTBE MO aKchnyaTauum ns
KOHKPETHOro ycTponcTaa. [1nst yCTPONCTB CO BCTPOEHHbLIM UCTOYHMKOM NMUTAHUS — 3TO NEPEMEHHOE
HanpshkeHne 220 B £10%, yactoTton 50 Iy £3%. [Ana yCTPONCTB C BHELLUHMM aganTepoM NUTaHus —
CTabunmManpoBaHHbIV UCTOYHUK NuTaHns 5 B 5% unn 12 B £10% ans ycTponcTs ¢ 12-BONbTOBLIM

nutaHnem. HanpshkeHne nynbcaumn — He 6onee 0.1 B.

B4. 3azemneHue

Bce yctponcTtBa, nmetowme BCTPOEHHbIN 6NOK NUTaHUA, AOMKHbI ObiTb 3a3eMneHbl nyTem
NMOAKMIOYEHN K crneuuanbHbiM po3eTKam  JNEKTPOnNUTaHus C  3a3eMiieHMeM Wnn nytem
HEMNOCPEeACTBEHHOrO 3a3eMiieHMst Kopriyca, €eCnM Ha HeM npedyCcMOTpeHbl chneuuvarnbHble
KpenexHble anemMeHTbl. 3as3emfieHne 3reKTPpOonpOBOAKN 30aHUA OOMKHO ObiTb BbINOSIHEHO B
cooTtBeTCcTBMU C TpebosaHnamun MY (MpaBuna Yctponctaa AnektpoyctaHoBok). ObopyanoBaHue ¢
BbIHOCHbIMX GnokamMuM nNUTaHUA W aganTepamy Takke [OMKHO OblTb 3a3emneHo, ecnu 3To
npeayCcMOTPEHO KOHCTPYKLMEN KOpryca U BUMNKK Ha LUHYpe NuTaHus. MOHTaX BO3AYLUHbIX NUHWUIA
anekTponepegadn M NUHWA, NPOKNaAblBaeMbIX MO HAPYXHbIM CTEHaM 34aHMN U Ha Yepaakax,
OOIMKEH ObITb BLINOMHEH 3KPAHMPOBAHHbLIM kabernem (MM B MeTannopykase), U NNHUWA OOSDKHbI
OblTb 3a3emrneHbl C ABYX KOHUOB. [lpudem, ecnu OAWH KOHEL, 3KpaHa noakmn4vaeTcs
HEMNOCPEeACTBEHHO K LUMHE 3a3eMfieHusi, TO BTOPOM — MOAKMYaeTCad K 3a3eMeHuo 4Yepes

paspsgHUK.
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B5. MonHue3awumTa

MonHuesawuTa gormkHa cootBeTcTBoBaTb P 34.21.122-87 "VIHCTpyKUMA NO YCTPOUCTBY
MOMHMe3aLnTbl 3gaHni n coopyxennin" n FTOCT P 50571.18-2000, TOCT P 50571.19-2000, TOCT
P 50571.20-2000. Mpwu npoknagke BO3AYLWHbIX MHUA U IMHUIA, NOYLLMX NO HAPY>KHOW CTEHe 34aHni
1 Mo YepgavHbIM NOMELLEHNSAM, Ha BXoAax 060pyaoBaHNS OOSMKHbI ObITb YCTaHOBMEHbI YCTPOUCTBA

MOJTHMe3alnThI.

B6. Temnepartypa 1 BNaxHoCTb

MakcumanbeHble 1 MUHMManbHble 3HA4YeHUs TemnepaTypbl SKCnnyaTauMnm U XpaHeHusi, a
TaKkKe BNaXHOCTW, Bbl MOXETE NOCMOTPETL B TEXHUYECKOM ONUCAHUM KOHKPETHOro 060pyaoBaHus.
MakcumanbHasi pabovas Temnepartypa — 370 TemnepaTypa, BblLle KOTOPOWN He JOSKEH HarpeBaTbCs

Kopnyc yCTPOMCTBA B Npouecce ANMTENbHON paboThl.

B7. PasmelueHue

[Ana BeHTMNSAUMM yCTpOMCTBa HEOOXOAMMO OCTaBWUTb Kak MUHMMYM no 5 cm cBOGOAHOroO
npocTtpaHcTBa no 6GokaM W CO CTOPOHbl 3agHen naHenu ycTtpowctBa. [lpu ycTaHoBke B
TEeNeKoOMMYHMKaLMOHHbIN LWKad unu CTONKy AormkHa ObiTb obecnevyeHa Heobxoanmasa BEHTUNALMS.
[Ona aToro pekoMeHOyeTcsi yCTaHaBnuBaTb B LWKady cneynanbHbin GrOK BEHTUNATOPOB.
Temnepatypa oOKpyXatLwero Bo3gyxa W BEHTUNALMA OOMKHbl obecneumBaTtb HeobxoauMmbliv
TemnepaTypHbii pexnm o0opyaoBaHWs (B COOTBETCTBUM C TEXHUYECKMMM XapaKTepucTUKamm
KOHKpeTHOro obopyaoBaHus).

MecTo ansa pasmeLleHnss 060pyaoBaHNs LOMKHO OTBEYaTh CreayloLwmm TpeboBaHNsaM:

a) OTcyTCcTBME 3anbINIEHHOCTM NOMELLEHMS.

6) OTcyTCTBME B BO34yXe NapoOB BMaru, arpeccuBHbIX Cpea.

B) B nomeweHun, roe ycraHaenvBaeTca obopyaoBaHWe, He [OOMKHO ObiTb OblITOBbIX
HaCEeKOMbIX.

r) 3anpewaerca pasmewatb Ha 060pyaAOBaHUN NOCTOPOHHME MpPeaMeTbl U NepeKkpbiBaTb

BEHTUNALMOHHbIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opyaoBaHne Heobxoaumo obcnyxmBaTb C NEPUOAUNYHOCTLIO HE MEHee OQHOrO pasa B rog
C Lenblo yaaneHms ua Hero nbinun. AT1o no3eonuTt obopydoBaHmio pabotate 6e3 cOoeB B TeyeHne

npoaoJIKUTESTbHOIO BpEMEHMN.

B9. NMoakntovyeHne nHtepdencor
O06opyaoBaHMe AOMKHO NOAKNOYATLCA B CTPOrOM COOTBETCTBUM C Ha3HaAYe€HUEM U TUMOM

YCTaHOBIIEHHbIX NHTEP(ENCOB.
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B10. MNapaHTUiHbIe 06A3aTenbCcTBa

OOO «HIIMN «beBapg» He rapaHTupyeT, 4YTo obopyaoBaHne GyaeTt paboTaTb AOMKHBIM
00pa3om B pasnuyHbIX KOHUrypaumsix n obnactax NpMMEHEeHUs, 1 He AaeT HUKaKOoW rapaHTum, YTo
obopynoBaHune obasatenbHo ByaeT paboTaTb B COOTBETCTBMM C OXWAAHUSIMU KIIMEHTa NpU ero
NPUMEHEHUN B CNELNEPUYECKNX LiensX.

OO0 «HIIM «beBapg» He HeceT OTBETCTBEHHOCTM MO rapaHTUIHbLIM 06s3aTEeNbLCTBAM NpU
NOBPEXAEHUN BHELUHUX MHTEPdENCOB 000pya0BaHNst (CETEBbIX, TENEMOHHbIX, KOHCOMbHbIX 1 T.M.)
1 camoro o60pyLoBaHUSA, BO3HUKLIEM B pe3yrnbTaTe:

a) HecobnoaeHns NpaBun TPaHCNOPTUPOBKM U YCITOBUIA XPaHEHUS;

0) dhopc-mMaxkopHbIX 06CTOATENBCTB (TaKNX Kak NnoXkap, HAaBOAHEHME, 3EMITETPSACEHNE 1 Ap.);

B) HapyLUEHUS TEXHNYECKMX TPeOOBaHMI NO pa3MELLEHMIO, MOLKITHOYEHMIO 1 3KCMNyaTauum;

r) HEMpPaBUITbHbIX OEWCTBUIA NMPY NEPENPOLLNBKE;

[) NUCNONb30BaHWSA HE NO HAa3HAYEHWIO;

€) MEeXaHVWYECKUX, TEePMUYECKMX, XMMUYECKUX W WHbIX BMOAOB BO3OEWCTBUM, €CNU WX
napameTpbl BbIXOAAT 3@ paMKM OO0MYCTUMbIX SKCMNyaTauMOHHbIX XapaKTepucTuk, nmbo He
NnpeayCcMOTpPEHbl TEXHMYECKON creumndukalmen Ha gaHHoe obopyaoBaHue;

)K) BO30ENCTBUS BbLICOKOrO HanpaxeHna (y/:l,ap MOJTHUN, CTaTU4YEeCKOe SNEKTPN4EeCTBO U T.I'I.).
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MpunoxeHue C. lNMpaBa n noagaepxka

C1. ToproBas mapka

Copyright © BEWARD 2023.

HekoTopble nNyHKTbI HacTosiwero PykoBoacTBa, a Takke pasfgenbl MEHK YnpaBrieHus
obopynoBaHus MoryT 6bITb M3MeHeHbl 6e3 NpeaBapUTENbHOIO YBELOMIEHUS.

BEWARD sBnsietca 3apernctpmpoBaHHon Toproson mapkon OOO «HIIM «beapa». Bece

OCTallbHbl€ TOProBble€ MapKn npuHaanexart Ux sragenbuam.

C2. OrpaHn4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beBapg» He rapaHTUpyeT, YTO annapaTHble cpegcTtBa OyayT paboTaTb
OOIMKHBbIM 06pa3oM BO BCEX cpedax M MPUMOXEHUNAX, U He OaeT rapaHTunm U NpeacTaBreHun,
noapasymeBaeMbIX WU BbIPAXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapaKTepucTuK, WIu
paboTtocnocobHOCTM Npu ucnonb3oBaHun B crneundudecknx uenax. OO0 «HIMM «besapg»
NpUNoXnno Bce ycunusa, 4tobbl caenatb 370 PykoBOACTBO MO aKcnnyaTauum Hanbonee TOYHbIM U
nonHeiM. OO0 «HIIM «beBapg» oTkasbiBaeTCs OT OTBETCTBEHHOCTM 3a Ntobble onevatkn unu
NPoOMycKuK, KOTOpble, BO3MOXHO, NPOM3OLLIAN NpY HanMcaHnm gaHHoro PykosoacTtea.

NHdpopmauua B nobon yactn PykoBoacTBa No aKcnnyataumMm N3MeHsieTCa U OONOSHSETCs
OOO «HIM «beBapa» 6e3 npeasaputensHoro yBegomnenna. OO0 «HIIM «besapa» He GepeT Ha
cebsi HMKaKon OTBETCTBEHHOCTWU 3a Ntobble MOrpeLHoCcTH, KOTOpble MOryT codepXaTbCs B 3TOM
Pykoeogctee. OO0 «HIIM «beBapa» He GepeT Ha cebss OTBETCTBEHHOCTM U HE OAET rapaHTui B
BbIMycke OOHOBMEHWUA WITM COXPAHEHUN HEU3MEHHOW KakoW-NMOO WHGOpMaLMM B HACTOSILLEM
PykoBoacTtBe no akcnnyatauumn, U ocTaBnseT 3a cobOM NMpaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBoacTtBo w/unu B usgenus, onvcaHHble B Hem, B noboe Bpemsi 6e3 npenBapuTenbHOro
yBegomneHus. Ecnn Bbl obHapyxute B aTOM PykoBoacTBe MHGOPMauuio, KOTopasa siBNseTcs
HenpaBUNbHON NN HENOSHOW, UM BBOAMUT B 3abnyxaeHve, mbl 6yaem Bam kpanHe npuaHaTenbHbl

3a Balum kommeHTapum 1 NpeanoxeHus.

C3. Npeaynpexaennsa FCC

3710 06opynoBaHMe BbIfo NPOTECTUPOBAHO U NPU3HAHO YOOBMETBOPAOWNM TpeboBaHNAM
NoNOXeHMUs O LNM(POBLIX YCTPOMCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 [lpasun
®epepanbHon kommceum no ceasm (FCC). 3tu orpaHnyeHus Gbinn paspabotaHbl B Lensix
obecneyeHnss 3aWnTbl OT BPEAHbIX MOMEX, KOTOPble MOryT BO3HWKaTb MPUM UCMOMb30BaHUK
obopynoBaHUA B KOMMEPYECKMX Lendx. OTo obopygoBaHMe MOXeT uanydaTtb, reHepupoBaTb U
ncrnonb3oBaTb 3HEPruio B pagmoyacToTHOM AmanasoHe. Ecnn pgaHHoe obGopydosaHve 6yaet
YCT@HOBMEHO W/unu 6yaeT MCNoNb30BaTbCA C OTKIMOHEHUAMM OT Hactosuwero PykoBoacrtea, OHO

MOXeT OKa3biBaTb BpegHoe BO30ENCTBME Ha Ka4YeCTBO paanoceA3n, a npmn yctaHoBKke B XKUITON 30He,

PykosoacTBo no noakntoyeHuto IP-kamepbl NK54140R10
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BO3MOXHO, — Ha 340poBbe nogen. B atom cnydae Bnageney Oymet ob6da3aH mcnpaBnatb

nocnencTtena speagHoro BO3OENCTBMS 32 CBOWM CYET.

C4. NpepynpexaeHne CE
OTO yCTPONCTBO MOXET Bbl3blBaTb PagnoNoOMeEXM BO BHELUHEM OKpyeHuu. B aTom cny4vae

nonb3oBaTesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYIOLLNE MEPBDI.

C5. NMoppepxka
Ons uHopMauMnm OTHOCUTENBHO CepBUCA U NOAOEPXKKW, MOXanyncra, CBSXKUTECb C
cepBucHbIM LeHTpom OOO «HIMIM «beeapay». KoHTakTHble AaHHble Bbl MoXeTe HaWTh Ha cante

http://www.beward.ru/.

Mepen obOpaweHueM B cnyxby TexXHWYECKOW NOAOEPXKW, MNOoXKarnywucra, noarotoBbTe
cneayoLyo nHpopmMaumio:

e To4Hoe HanmeHoBaHue u IP-agpec Bawero obopynosaHus (B cnyvae npnobpeteHus IP-
obopyaoBaHus), gaTa NoKymnKu.

e CoobLieHuns 06 owmnbkax, KOTopble NOABMAANNCL C MOMEHTa BO3HUKHOBEHNSI NPOBNeMbI.

e Bepcusa npowmekn n Yepes kakoe obopynoBaHue paboTano yCTponcTBo, Korga BO3HUKNa
npo6nema.

e [lponsseneHHble Bamu gencrteusa (no waram), NnpeanpuHATbIE ONA CaMOCTOATENbHOro
peLlueHnst npobnemsl.

e CKPVHLLOTBI HACTPOEK 1 NapaMeTpbl NOAKIIOYEHNS.

Yem nonHee 6yaet npeacrasneHHas Bamu nidopmauus, Tem 6uicTpee Halm cneumnanmcThbl

cMoryT nomoyb Bam pelwumntsb npobnemy.

PykosoacTBo no noakntoyeHuto IP-kamepbl NK54140R10
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MpunoxeHue D. Mmoccapumn

3GP - mynbTUMeaunnHbI KOHTENHep, onpeaensdemblin NapTHEpckuM [NpoekTom TpeTbero
nokonenus (Third Generation Partnership Project (3GPP) ons mynetumeannHbeix cnyx6 3G UMTS.
MHorne coBpemMeHHble MOOUIbHbIE TenedoHbl MMEKT (PYHKUMM 3anMcuM M NpocMoTpa ayauo u

Bugeo B hopmate 3GP.

ActiveX — 310 cTaHgapT, KOTOpbI paspellaeT KOMMNOHEHTAM NPOrpaMMHOro obecneveHus
B3aMMOAENCTBOBATb B CETEBOW Cpede He3aBMCUMO OT 43blka(-0B), UCMONb3yemMoro Ans ux
co3faHus. Beb-Opaysepbl MOryT ynpaenidTb anemeHTamu ynparieHusi ActiveX, gokyMeHTamm
ActiveX wn cueHapusmmn ActiveX. OnemeHTbl ynpasBneHusa ActiveX u4acTo 3arpyxawTcs WU
WHCTanNNupyTCa aBTOMaTUYeCKn, Kak 3anpawuvsaembl. Cama no cebe gaHHas TexHonorus He
ABNSAETCH KpoccnnaTtopMeHHOM 1 noaaepXxmBaeTcsa B NOSIHOM o6beme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTpuyHas uucdpoBas aboHeHTCKas
JNINHUA) — MOLEMHas TEeXHOMornd, npeBpallatollad aHaroroBble CurHanbl, nepegaBaemble
NnocpeacTBOM CTaHAapTHOW TenedOoHHOW nuHMK, B UudpoBble curHanbl (nakeTbl AaHHbIX),

Nno3BOJ144 BO BpeMA pa6OTbI coBepLlaTb 3BOHKW.

Angle / Yron o63opa — 3T0 yros, KOTOpbI 00pa3yroT ny4yn, CoeguHALLME 3a4HI0K TOYKY
ob0beKkTMBa 1 guaroHanb Kagpa. Yron 3peHus nokasbiBaeT CbeEMOYHOE pacCTOsiHME U Yalle BCero
BblpaxkaeTcs B rpagycax. OBbI4HO yron 3peHust uamepsieTca Ha NimH3e, (oKyC KOTOPOW YCTaHOBMEH
B ©6eckoHeyHOCTb. B 3aBMcuMMOCTM OT yrna 3peHusd, OObLEeKTMBbI AenaT Ha Tpu Tuna:
LUMPOKOYrOfbHble, HOPMaribHble N ANUHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yyale BCero Mcnonb3ylTcsa A4S NaHOpaMHOro HabnaeHus, yron 3peHnsa coctaBnseT 75 rpagycos
n 6onblwe. HopmanbHble 06bEKTUBLI MMEKT yron 3peHna ot 45 o 65 rpagycoB. Yron 3peHus

ANMHHOGOKyCcHOro obbekTuBa coctasnsaeT 30 rpagycos.

ARP (Address Resolution Protocol / [lpotokon onpegeneHua appeca) -—
NCNONb3YIOLWMNCA B KOMMbIOTEPHBLIX CETAX MPOTOKOS HMU3KOrO YPOBHSA, MpefHa3Ha4YyeHHbl Ans
onpegeneHns agpeca KaHanbHOro ypoBHS N0 M3BECTHOMY apecy CeTeBOro ypoBHs. Hanbonbluee
pacnpocTpaHeHne 3TOT NPOTOKON Mnony4un Grnarogapsa noBceMecTHOCTU ceTen IP, noCcTpoeHHbIX
nosepx Ethernet. 31oT npoTokon ncnonbayetcs ons ceasm IP-agpeca ¢ MAC-agpecom ycTponcTsa.
Mo nokanbHOM ceTn TpaHcnupyeTcs 3anpoc Ans noucka yana ¢ MAC-agpecom, COOTBETCTBYOLLMM

IP-agpecy.

Aspect ratio / ®opmaT aKkpaHa — 9TO hopMaTHOE OTHOLLUEHME LUMPUHBI K BbICOTE KaapoB.
O6wwmin chopmat kagpa, UCnonb3yembli 48 TENEBU3NOHHBIX 9KPAaHOB M KOMMbIOTEPHbLIX MOHUTOPOB,

coctasnseTt 4:3. TenesngeHue Bbicokon yeTkoctu (HDTV) ucnonessyet coopmat kagpa 16:9.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl SV2016RZX -
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Authentication / AyteHTuduKkauma — npoBepka NPUHAANEXHOCTU CyObekTy [ocTtyna

NpeabsaBNEHHOrO UMM  MAEHTMdUKaTopa; noaTBepxaeHne noanuHHoctn. OgvH 13 cnocobos
ayTeHTUMKaLMmM B KOMMbIOTEPHOM CUCTEME COCTOMUT BO BBOAE Ballero Mosfib30BaTenbCKOro
naeHTudmkaTopa, B NPOCTOPEYUN HasbiBaeMoro «normHom» (login — perucrpaunoHHoe nms
nonb3oBaTensd) W Napofnd — HEKOW KoHduAaeHUManbHOW WHOPMaUuMM, 3HaHME KOTOpOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcoM. NonyymB BBEAEHHbIV NOfb30BaTeNeM JIOrvH
N Naponb, KOMMbIOTEP CPaBHUBAET MX CO 3HAYeHMEM, KOTOPOE XpaHUTCA B crneumnanoHon Gase

OaHHbIX, U, B Clly4ae coBnageHuns, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris /| AP[] (ABTOoperynupyemasa anacdparma) — 9T0 aBToOMaTUYECKOE perynnpoBaHme
BENMYMHbI Avadhparmbl 4NS KOHTPOMS KONMYecTBa CBeTa, Nonagarollero Ha matpuuy. CywectsyeT

[Ba BapuaHTa aBToMaTnyeckon perynmposkn guadparmel: Direct Drive n Video Drive.

Biterate / Butpent (CkopocTb nepega4v gaHHbIX) — GykBanbHO, CKOPOCTb NMPOXOXAEHNSA
OuTOB MHOpPMaunn. BUTPENT NPUHATO MCNONb30BaTb NPU U3MepeHun 3PPEKTUBHOM CKOPOCTH
nepegayn mvHoOpmMauun Mo KaHamy, TO eCTb CKOPOCTU nepefayn «nonesHon WHgopmaumnm»

(noMMMO TaKkoBOM, MO KaHany MoOXeT nepeaaBaTbCs Cry»kebHas MHdopMauums).

BLC (Back Light Compensation / KomneHcauusa ¢doHOBOM 3acBeTKU, KOMMEHcauus
3agHero cBeTa). TUNWYHbLIN NpUMep HEOOXOAMMOCTWN WUCMONb30BaHMA: YenoBek Ha (DOHE OKHa.
ONEeKTPOHHbIV 3aTBOP Kamepbl oTpabaTbiBaeT MHTErpanbHyto, T.e. 0OLLy0 OCBELLEHHOCTb CLEHbI,
«BMAMMOW» Kamepon Yepe3 obbekTnB. COOTBETCTBEHHO, Manasa durypa 4yenoBeka Ha 60MnbLIOM
CBETMOM (pOHe OKHa BbINbETCH B UTOre "3acBeTKon" Bcen KapTUHKW. BkrtoveHne dpyHkumm «BLC»

MOXET B NOAOBHbIX cny4yasax ncnpaButb pa60Ty AdBTOMAaTUKN KaMepbl.

Bonjour — npoTokon aBTomaTnyeckoro obHapyxeHus cepBucos (criyx6), ncnonb3yemoin B
onepaumoHHon cucteme Mac OS X, HadmHasa ¢ Bepcun 10.2. Cnyx6a Bonjour npegHasHavyaeTcs
ANS UCMONb30BaHUS B JOKarbHbIX CETAX W UCMONb3yeT CBeAeHUs (3anucun) B crnyxbe AOMeHHbIX
nmén (DNS) ansa obHapyXeHust OpyrMx KOMMbIOTEPOB, PABHO KakK U MHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPMHTEPOB) B BrivKaNLLEM CETEBOM OKPY>KEHWUN.

CIDR / becknaccoBas agpecauums (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTop IP-agpecaunn, Nno3BoNALWMIN TMHBKO ynpaenaTe NpocTpaHcTBOM IP-agpecos, He ncnonb3ys
XKECTKME paMKK KraccoBon agpecauuun. Kcnonb3oBaHMe 3TOr0 MeToda MNo3BOfdeT 3KOHOMHO
MCNonb30oBaTbh OrpaHUYEHHbIN pecypc IP-agpecoB, NOCKOMNbKY BO3MOXHO NMPUMEHEHNE Pa3fMyHbIX

MacoK NnofceTen K pasnuyHbiM NoaceTaM.

CCD / N3C-maTpurua — 370 CBETOYYBCTBUTESNbHbBIA 3NEMEHT, NCNOMNb3YHOLNNCS BO MHOIMX
UMPOBLIX Kamepax M NpeacTaBnsaoWUin COBON KPYMHYK WHTErparbHyl0 CXeMy, COCTOSLLYI U3
COTEH TbICAY 3apsAoB (nuKcenemn), KoTopble NpeobpasyloT CBETOBYH SHEPIUMIO B ANEKTPOHHbIE

curHanbl. Pasmep matpuubl MoxeT coctaBnaTte 1/4", 1/3", 1/2" nnn 2/3".
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CGl (EavHbin wnwo30BbIM  UHTepdenc) — cneumdukaumsi, onpegensioLlas

B3anmopencTene web-cepsepa ¢ gpyrumm CGl-nporpammamu. Hanpumep, HTML-cTpaHuua,

copgepxawasa oopmMy, MOXeT mucnonb3oBaTb CGl-nporpammy ana o6paboTkm AaHHbIX OPMBI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIN
MeTanMIoOKCUAHbIA MNONYNPOBOAHUK) — 3TO LUMPOKO WMCMONb3yeMbl TUM MNONYyNpOBOAHMKA,
KOTOPbIA UCMONb3yeT Kak OTpULATENbHYIO, TaK Y NONOXUTENBHYIO 3NEKTPUYEcKyto Lenb. Nockonbky
TONbKO OHa U3 3TUX TUMOB Lienen MoXeT BbITb BKNOYEHa B Ntoboe AaHHOe BpeMsi, TO MUKPOCXEMbI
KMOIlMa notpebnsaioT MeHbLUe 3reKTPO3HEPrum, YeM MUKPOCXEMbI, MUCMOSb3yoWwme TOMNbKO OAMH
TMN TpaH3aucTopa. Tawke gatyunkm mdobpaxeHmss KMOIT B HEKOTOPbIX MUKPOCXEMax coaepxaT
cxeMbl 06paboTKN, OQHAKO 3TO MPEUMYLLECTBO HEBO3MOXHO McMnonb3oBaTtb ¢ [13C-gatunkamu,

KOTOpble SBNSOTCS Takke Gonee 4OpPOrMMKU B MPOM3BOACTBE.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsiemas ons
Ha3HayYeHWs1 MOCTOSIHHOrO JOMEHHOIO MMEHN YCTPOUCTBY (KOMMbIOTEPY, CETEBOMY HAKOMUTENO) C
AnHamnyeckum IP-agpecom. 31o MoxeT 6biTh IP-agpec, nonyyeHHbin no DHCP vnn no IPCP B
PPP-coeanHeHuax (Hanpumep, npwv yganéHHoMm [ocTyne 4vepe3 mogem). [Opyrme MalluHbl B

MHTepHeTe MOryT yCTaHaBnnBaTb coegunHeHne C 3TOM MaLUMHOM NOo AOOMEHHOMY UMEHMWN.

DHCP (Dynamic Host Configuration Protocol / T[lpotokon AuHamMunyeckown
KOHcbUrypaumm ysna) — 3T0 CeTeBOW NPOTOKOM, MO3BONSIOWNA KOMMbOTEpPaAM aBTOMaTUYECKU
nony4yatb IP-agpec v gpyrve napametpbl, Heobxoaumble ana pabotbl B cetu TCP/IP. [aHHbI
npotokon paboTtaeT no Mogenu «KNMeHT-cepBep». [nsi aBTOMATMYECKOW KOHMUrypaumm
KOMMNbIOTEP-KITMEHT Ha 3Tane KoHurypauuMm CceTeBOro YycTponctBa obpawaerca K Tak

Ha3biBaemomy cepsepy DHCP v nony4aeTt OT HEro Hy>xHble napameTpsbl.

DHCP-cepBep — 9TO nporpamma, KoTopas HasHadaeT knueHtam |P-agpeca BHyTpu
3a[@aHHOro AmManasoHa Ha ornpeferieHHbl nepuog BpeMeHu. [aHHylo yHKUUIO NOAAEepXKMBaOT

NpakTU4YeCckn BCe COBPEMEHHbIE MapLLpPYTU3aTopbI.

Digital Zoom / LinchpoBoe yBennyeHue — 370 yBenuyeHne pasmepa kagpa He 3a cuyeT
ONTWUKK, @ C NOMOLLbIO KaappOBaHWS NOMYy4YEHHOrO C MaTpuubl n3obpaxeHus. Kamepa Hudero He
yBENMUMBaET, a TOMbKO BbIpe3aeT HYXHYH 4YacTb Wu300paxeHuMss u pacTarmBaeTr ee Ao

nepBoHaYarnbHOro paspeLleHys.

Domain Server / CepBep AOMEHHbIX UMEH — TakKe LOMEHbl MOryT ObiTb NCNONb30BaHbI
opraHM3aumsiMun, KOTopble XOTAT LeHTPann3oBaHHO yNpaBnATb CBOMMMU KOMMbOTEPaMM (Ha KOTOPbIX
yCTaHOBIIEHbI onepaunoHHble cuctembl Windows). Kaxabi nonb3oBatenb B paMkax [oMeHa
nony4yaeTt y4YeTHyl0 3anucb, KoTopas obbl4HO paspeluaeT 3aperncTpupoBaTbCs M UCMNONb30BaTb

nobon KOMnNblOTEP B [AJOMEHE, XOTA OAHOBpPEMEeHHO Ha KOMMbKTEep MOryT ObiTb HaNOXeHbI
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orpaHn4eHus. CepBepOM AOOMEHHbLIX WMEH ABIAETCA CepBep, KOTOprI7I ayTeHTVI(*)I/IU,I/IpyeT

nonb3oBaTenen B ceTu.

Ethernet — nakeTHasi TexHonorusi nepegadn AaHHbIX MPEVMYLLECTBEHHO B JOKanbHbIX
KOMMblOTEPHbLIX ceTsx. CrtaHaapTel Ethernet onpepensitoT npoBoAaHble  COEAMHEHUS U
SMeKTpUYeckme curHanbl Ha ou3ndeckoMm ypoBHe, hopmaT kaZpoB W MPOTOKOSbI yrpaBneHus

OOCTYMNOM K cpefie — Ha kaHarnbHoM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne yctaHOBKM MO YMOM4YaHUKO — 3TO YCTaHOBKW,
KOTOpbl€ M3Ha4anbHO UCMONb30BaHbl ANs YCTPONCTBA, KOrga OHO OTIPY>KaeTCsi C 3aBoAa B NepBbIf
pa3. Ecnu BO3HMKHET HEOOXOOUMOCTb NepPeyCcTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
MO YMOSYaHuIo, TO 3Ta (PYHKUMA NpUMMEHMMa Anst GONbLUMHCTBA YCTPOWCTB, M OHA MOJTHOCThLHO

nepeycraHaBsnnBaeT nobble YCTaHOBKW, KOTOpPbIE ObIN N3MEHEHBI MOSIb30BaTENEM.

Firewall / Bpanamayap — 6paHgmayap (MexceTeBor akpaH) paboTaeT Kak 6apbep Mexay
ceTaAMMU, Hanpumep, MeXxay nokanbHon ceTbto U NHTepHeToM. bpaHamayap rapaHTuMpyeT, 4To
TONbKO 3aperncTpmpoBaHHbLIM Nonb3oBaTensMm OyaeT paspelueH JOCTyn U3 OAHOW CeTu B APYryto
ceTb. bpanamayapom MoxXeT 6bITb MporpammMHoe obecneyeHre, paboTatoLlee Ha KoMNbTePe, Unn

6paHnmay3p0M MOXeT ObITb aBTOHOMHOE anrnapartHoe yCTpOIZCTBO.

Focal length / ®okycHoe paccTtosiHue — usmepsiemMoe B MuUANUMeTpax ¢OKyCHoe
paccTosiHne 06beKTMBa Kamepbl, onpeaensioLlee WUPUHY ropu3oHTanbHOM 30Hbl 0630pa, KoTopoe
B CBOI ovepedb uamepsdeTcsa B rpagycax. Onpefensercsa Kak pacCtogHne OT nepeaHen rnaBHom
TOYKM [0 nepegHero dokyca (4na nepegHero ooKyCHOro pacCTOSAHUSA) U Kak pacCTosiHWE OT 3agHen
rMaBHOM TOYkM [0 3agHero dhokyca (ons 3agHero dokycHoro paccrtoddud). Mpu atom, nog
rMaBHbIMK TOYKaMM NoApa3yMeBaOTCA TOUKM NepeceyeHns nepegHen (3agHein) rmaBHOM NIOCKOCTU

C OMTUYECKOMN OCbIO.

Fps / KagppoBas 4acToTta — KONM4YeCcTBO KagpoB, KOTOpoe BuaeocucteMa (KOMMblTepHast

urpa, Tenesusop, DVD-nneep, Bnaeodann) BolAa€T B CEKYHAY.

Frame / Kagp — kagpom sBnsieTcs NonHoe BuaeousobpaxeHune. B dopmate 2:1
YepecCcTpoyHOW  pasBépTkm uHTepdperica RS-170 m B dopmatax MexgyHapogHoro
KOHCYNbTaTMBHOrO KOMUTETa MO paguoBeLLaHuio, Kagp co3gaeTcs u3 AByX OoTAeNbHbIX obnacren
TNIMHUIN YepeccTpoYHON pa3BepTkn 262.5 nnn 312.5 Ha 4vactote 60 mnm 50 'y gns Toro, 4ToOkLI
copmMupoBaTh MOSHbIA Kagp, KOTOpbIN 0ToBpasnTca Ha akpaHe Ha ydactote 30 wnm 25 Tu. B
Buaeokamepax C nNporpecCcnBHON pa3BepTKOW KaxKabl Kagp CKaHUpyeTCs NOCTPOYHO U He 9BnseTCH

YepeccTPOYHbIM; BOMNBLUMHCTBO M3 HUX OTODOpaxaeTcsa Ha YacToTe 30 n 25 .

FTP (File Transfer Protocol / lNpotokon nepepaun cannoB) — 3TO NPOTOKON
NPUITOXEHWS, KOTOPbIN Mcnonb3yeT Habop npoTtokonos TCP / IP. OH ucnonb3yeTcs, 4ToObI

obmeHuBaeTca pannamu Mexgy KomnbioTepamu/yctponctBamum B ceTn. FTP  nossonser
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nogkntoYaTbes Kk cepepam FTP, npocmaTprBaTh coAepXXnUMoe KaTanoroB v 3arpyxatb dpainbl ¢

cepBepa unn Ha cepsep. NpoTokon FTP oTHocuTCs K NpoToKonam MNpUKNagHoro ypoBHA U Ans
nepefayn AaHHbIX UCNoNb3yeT TpaHCcnopTHbIN NpoTtokon TCP. KomaHabl 1 AaHHbIE, B OTNMYUe OT
GonbLlUMHCTBA ApYrMX NPOTOKOMOB nepegatTcs no pasHbiM noptam. [opt 20, oTKpbiBaeMbi Ha
CTOPOHe cepBepa, UCnonb3yeTcsa Ang nepegayn aaHHblX, NopTt 21 - Ana nepegayvv komada. MNopt

ana npuemMa gaHHbIX KnMeHToM onpenendaeTcd B Ananore corriacoBaHu4.

Full-duplex / MonHbIM AynneKc — NOSHbIN gynnekc npeacTaBnaeT cobon nepegayvy gaHHbIX
O[HOBPEMEHHO B OBYX HarnpaBneHusix. B cucteme 3BykoBOCMpou3BeAeHMSI 3TO MOXHO onucathb,
Hanpumep, TenedOHHbIMM cucTeMamu. Takke nonyaynrnekcHas cBaA3b obecneynBaet

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpaslieHX 3a O41H pas.

G.711 — crangapT gns npeacraeneHnsa 8-omutHon komnpeccun PCM (MKM) curHana c
yactoton auckpetmsauum 8000 kagpos/cekyHay u 8 Out/kagp. Takmm obpasom, G.711 kogek

co3aaéT noTtok 64 Koéut/c.

Gain / KoachcduumeHT ycuneHmsa — Koa@UUNEHTOM YyCUMEHUS SABMSETCS KO PUUNEHT
YCUMEHNS W OKCTEHTa, B KOTOPOM aHanoroBbl YCUNMTEMb YCUNUBaeT Cuny curHana.
KoadhpumumeHTbl yennenus obbl4HO BblpaXkatoTcs B eanHuuax mowHoctu. deunben (ab) sBnsetca

Hanbonee yI'IOTpe6VITeJ'IbeIM crnocobom ans n3mepeHna ycuneHua ycunmtens.

Gateway / MexceTeBOM L3 — MEXCETEBbIM LUMIO30OM SBMSIETCA CeTb, KOTopas
OENCTBYET B KayecTBe TOYKM BXoda B Apyryto ceTb. Hanpumep, B KopnopaTMBHOM CeTU, cepBep
KOMNbloTEpa, AENCTBYIOLUNA B KA4eCTBE MEXCETEBOro LUM03a, 3a4acTylo Takke OeNCTByeT U B
KayecTBe MPOKCU-CepBepa U cepBepa CeTeBOM 3almTbl. MexceTeBOM LIN03 YacTo CBA3aH Kak C
MapLLPYTM3aTOPOM, KOTOPbIA pacrno3HaeT, KyAa HanpaBnaTh NakeT AaHHbIX, KOTOPbIA NpUXoauT B
MEXCETEBOW LUMO3, TaK U KOMMYTaTOPOM, KOTOPbIN NPeaoCTaBNseT UCTUHHBLIA MapLupyT B U U3

MeXXCeTeBOoro w3a and AgaHHOoro nakeTra.

H.264 — 370 mMexayHapoaHbIN CTaHO4aPT KOAMPOBaAHWUS ayaumo M BUAeo, (Apyroe Ha3BaHue
'MPEG-4 part 10' unn AVC (Advanced Video Coding)). [laHHbIn CTaHAapT COAEPXKUT psi HOBbIX
BO3MOXHOCTEN, MO3BONSAKLINX 3HAYUTENBbHO MOBLICUTL 3MPEKTUBHOCTL CKaTUsi BMOEO MO
cpaBHeHuto ¢ 6onee paHHumn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
6onbLyto MTMOKOCTb NPUMEHEHUS B pa3HOObpa3Hbix ceTeBbIX cpeaax. Mcnonb3yetcst B LMPOBOM

TenesnaeHun Bbicokoro paspewerns (HDTV) n Bo MHOrux gpyrmx obnacrsax umgpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / lpoTtokon nepepnaym runeptekcra) — ato Habop
npasun no obmeHy annamu (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUAEO- U APYrMMU
MynbTumMeama cannamm) B cetu. lNpoTtokon HTTP sBnseTca npoTOKONOM BbICLLErO YPOBHSA B
cemerictee npoTokorioB TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaerca OO NOSyYeHus

noateepXxaeHua o ero npaBsuniibHOM npuneme.
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HTTPS (Hypertext Transfer Protocol Secure / 3awuuwéHHbIA NPOTOKON nepeaayu

runepTekcra) — pacwupeHue npotokona HTTP, nogaoepxusatowee wudpoBaHue. [daHHble,
nepegasaemble no npotokony HTTP, «ynakoBbIBalOTCA» B KpunTorpaguieckmin npotokosn SSL nnu
TLS, Tem cambiM obecneymBaeTcs 3aWuTa 3TUX AaHHbIX. B otnuune ot HTTP, ana HTTPS no

ymon4aHuio ncnonosyetca TCP-nopt 443.

Hub / CeTeBOI KOHUEHTPATOP - CETEBON KOHLEHTPATOP MCNONb3yeTcs AN NOAKNHYEHNS
MHOIOYMCMNEHHbIX YCTPONCTB K ceTn. CeTeBOM KOHLEHTpPATOp nepeaaeT Bce AaHHbIE B YCTPOWCTBA,
MOAKIIOYEHHbIE K HEMY, TOr4a Kak KOMMYTaTop TOMbKO nepegaeT AaHHble B YCTPOWCTBO, KOTOPOe

cneumanbHO NpeaHa3Ha4YeHo Ans Hero.

ICMP (Internet Control Message Protocol / MexceTteBon NMpOTOKON ynpaBnsitOLWMX
coobuweHun) — ceTeBor MpPOTOKOS, BXogsawmn B ctek npotokorioB TCP/IP. B ocHoBHOM ICMP
ncnonb3yeTcs Anst nepefady cooOLleHuMn 06 owmnbKax u OpYrnx UCKMYUTENbHBLIX CUTYyauusix,
BO3HUMKLLMX NPV Nepeaaye AaHHbIX, HAanpMMep, 3anpalumBaemasi ycryra HegocTyrnHa Unn xXocT unm

MapLIpyTU3aTop He OTBEe4aloT.

IEEE 802.11 / CtaHpapt IEEE 802.11 — 370 ceMeNCcTBO cTaHAapTOB ANt 6eCnpOoBOAHbIX
nokaneHblx ceten. CtaHgapt 802.11 nogoepxuBaeT nepedady AaHHbIX Ha ckopoctn 1 unum 2
M6uT/cek Ha nonoce 2.4 [Tu. CraHpapT xe 802.11b 3agaeT ckopocTb nepedadn AaHHbIX 11
M6wuT/cek Ha nonoce 2.4 I'Tu, B To BpeMsi kak ctaHaapT 802.11a no3BonsieT 3agaTtb CKOPOCTbL A0 54

MowuT/cek. Ha nonoce 5 ITw,.

Interlaced video / YepeccTpoyHasa pa3BepTka — 3TO BMAEO3anuCb CO CKOpocTbio 50
n3obpaxeHnin (Ha3biBaeMbIX NONSAMMU) B CEKYHAY, U3 KOTOPbIX Kaxable 2 nocrneaoBaTeNbHbIX Nons
(nonykagpa) 3atem obbeauHstoTed B 1 kagp. YepecctpoyHas passepTka bbina paspaboraHa MHOro
neT Ha3apg ANs aHanoroBoro TeneBnAeHUs 1 40 CUX Nop LWMPOKO npumeHsaeTcs. OHa gaeT xopoluve
pe3ynbTaTtbl NPy NPOCMOTPE ABWXKEHMSA B CTaHAAPTHOM M300paXkeHun, XoTs Bcerga CyllecTByeT

HEKOTOPOE MCKaXKeHUE U300paXKeHus.

Internet Explorer (IE) — cepus 6pay3epoB, paspabaTbiBaemas kopnopauuven Microsoft ¢
1995 roga. BxoguT B KOMMNNEKT onepaunoHHbIx cuctem cemernctea Windows. AensieTcs Hambonee

LUMPOKO Mcnonb3yemMbiM Be6-6pay3epom.

IP 66 (Ingress Protection) — 310 cTaHgapT 3awmTbl 060pyaOBaHUSA, KOTOPbLIA ONUCHLIBAET
nbine- 1 Briaro- 3almTy kamepbl BuaeoHabnogeHus. MNMepeasa umdppa ob6o3Ha4aeT ypoBeHb 3anThbl
OT nonagaHusa TBEpAbIX YacTuy, (Hanpumep, undpa 6 o6o3HavaeT NOMHOE UCKIIYeHMe nonagaHus
nbinun). Bropas umdpa obo3HavaeT ypoBeHb 3alLMThl OT NoNagaHus Xungkocten (Hanpumep, undpa
6 ob6o3Ha4vaeT 6e3ynpeyHyo paboTy Kamepbl NPY BO34ENCTBUN MACCUBHbBIX BOASIHLIX MOTOKOB BOAbI

UM BpeMeHHOM 0biMBaHuu.)
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IP-kamepa — uudpoBasa Bugeokamepa, OCOOGEHHOCTBbIO KOTOPOW sIBNAETCA nepedada

BuaeonoToka B umudcposoM dopmare no cetn Ethernet, ncnonebsytowen npotokon IP.

JPEG (Joint Photographic Experts Group / Crtanpapt OG6bLeauHeHHOW rpynnbl
aKkcnepTtoB B obGnactu dotorpadmm) — oaovH M3 nonynspHbiX rpadgudeckux copmartos,
NPUMEHAEMbIA ON1S XpaHeHUs oTon3obpakeHnn n NogobHbIX UM n3obpaxkeHui. NMpu cos3gaHum
n3obpaxeHma JPEG nmeetcs BO3MOXHOCTb HAaCTPOWMKM UCMONb3YyeMOro koadduumeHTa cxaTusl.
Tak kak npu 6onee HU3KOM KO PULIMEHTE CKaThs (T.e. CaMOM BbICOKOM KayeCcTBe) yBenmynBaeTcs

obbem panna, cyllecTByeT BbIOOp Mexay KayecTBOM nsobparkeHus n oobemom carina.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa nsamepeHus CKOpOCTU NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOTOPOW onpeeneHHoe KONM4ecTBO BUTOB NPOXOAAT 3a4aHHYO TOYKY.

LAN (Local Area Network / JlokanbHasa BblYMCnNUTENbHAA CeTb) — KOMMNbIOTEPHAs CETb,
nokpbiBatoLasi 06bIMHO OTHOCUTENBHO HEDONbLUYID TEPPUTOPUIO NN HEGONbLLYIO TPYNny 34aHWUA

(aom, oduc, bmpmy, MHCTUTYT), TO €CTb ONPEeaENEHHYI0 reorpacnYecKyto 30Hy.

Lux / Jlrokc — egmHuua n3amMmepeHna OCBELLEHHOCTW. Onpep,enﬂeTc;l KakK OoCBeLlEHHOCTb
NOBEpPXHOCTU nnowagbio 1 KB.M. CBETOBbIM MOTOKOM 1 NOMEH. MCI'IOJ'Ib3yeTCFI and 0003HaYeHus

YYBCTBUTEJIbHOCTU KaMep.

MAC-aapec (Media Access Control address / AnnapaTHbIn agpec YCTPOUCTBA) — 3TO
YHUKanbHbIN NOEHTUUKATOP NPUCOEAMHEHHOrO K CETU YCTPOWUCTBA UMK, TOYHEE, ero nHTepdenc

OnA NOAKMKYEHNA K CETI.

Mbit/s (Megabits per second / Mout/cek) — 3T0 Mepa M3MEpPEHUs CKOPOCTU MNOToKa
AaHHbIX, T.€. 3TO CKOPOCTb, Ha KOTOPOW BUTLI MPOXOAAT 3afaHHYH TOYKY. QTOT napameTp 0ObI4HO
ncnonb3yeTtcsl, YToObl NPeacTaBUTb «CKOPOCTb» ceTu. JlokanbHas ceTb AoMmkHa paboTtaTb Ha

ckopoctn 10 unu 100 M6uT/cek.

MJPEG (Motion JPEG) — nokagpoBbil MeTO4 BMAEOCXKATUSl, OCHOBHOW OCOBGEHHOCTbIO
KOTOpPOro SBMSIETCA CXaTWE KaKAoro OTAENbHOro kagpa BMOEOMOTOKA C MOMOLLbK anroputma
ckatna wusobpaxenHun JPEG. lMpu coxatum metogom MJIPEG wMexkagpoBasi pasHuua He

Y4YUTbIBaAETCA.

MPEG-4 — 370 MexayHapoaHbIv CTaHAapT, UCNONb3yeMbli NPEUMYLLECTBEHHO NS CKaTus
undcpposoro ayamo u Bugeo. CrtanHgapt MPEG-4 B OCHOBHOM WCMNONb3yeTcsi ANd BeLaHus
(noTokoBoe BMAEO), 3anuck OUNbMOB Ha KOMMAKT-AUCKM, BuaeoTenedoHun (BuaeoTenedoH) u

LLMPOKOBELLaHNA, B KOTOPbIX akKTUBHO UCNOJNb3YETCA CXKaTue Ll,I/ICprBbIX BMOeo N 3ByKa.

Multicast / TpynnoBas nepega4va — cneunanbHas dopmMa LUMPOKOBELLAHUSA, MPU KOTOPOW
KOMMM NakeToB HanpaBnaAwTCs OnpedenéHHoMy nogMHOXecTBy agpecatoB. Hapsgy c

NpUNoXeHnamMn, YyctaHaBnmBalwWMMU CBA3b MeXay WCTOYHUKOM W OOHMM  nony4dyatenem,
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CyLeCTBYHOT Takme npurioxXeHud, raoe Tpe6yeTc;|, YTOObI UCTOYHUK MOCbINarn I/IHC*)OpMaLl,I/I}O cpagy

roynne nonydatenen. [lpu TpaguuuoHHon TexHonorun |P-agpecauun Tpebyetcs Kaxgomy
nonyyaTtento UHgopmaLMM nocratb CBOM MaKeT AaHHbIX, TO eCTb O4Ha U Ta Xe MHdopMaung
nepegaeTcsi MHOro pas. TexHonorusi rpynnoBon agpecauun npeactaenseT cobon paclumpeHue IP-
agpecaumm, No3BONAKLLEe HanpaBUTb OOHY KOMUIO NakeTa cpasy Bcem nonydarensMm. MHoxecTBo
nony4artenen onpegenseTca NPUHaANEXHOCTbIO KaXXA0ro U3 HUX K KOHKPETHOW rpynne. Paccbinky
ANA KOHKPETHOW rpynmbl MOMAy4atoT TOMNbKO YNeHbl 3TOW rpynnbl.

TexHonorusa IP Multicast npegoctaBnseT psg CyLeCTBEHHbIX NMPEUMYLLECTB NO CPaBHEHMUIO
C TpaavUMOHHbIM Noaxodom. Hanpumep, gobasrneHne HOBLIX NoNb3oBaTenen He BriedeT 3a cobom
Heobxoaumoe yBenuyeHne npomnyckHOW CrnocoBHOCTU ceTu. 3HauYUTENbHO COKpallaeTCcs Harpyska
Ha nocblnaLLMi cepBep, KOTOpbIN 6onblue He AOMKEH NOAAEPKMBATE MHOXECTBO ABYXCTOPOHHUX

COEeNHEHUN.

[na peanusauun rpynnoBoV agpecauun B IOKaNbHOM CeTn HeobXoOuMbl: MOoAOEpPXKKa
rpynnoson agpecaumn ctekom npotokorna TCP/IP, nporpammHas nogaepxka npotokona IGMP gns
OTNpaBknM 3anpoca O MPUCOEAUHEHUN K rpynne u nomyvYeHun rpynnoBoro Tpaduka, nogaepxka
rpynnoBon agpecaumm CETEBOM KapToW, MPUNOXEeHWe, UCnonb3ylolee rpynnoBylo agpecauuio,
Hanpumep, BMAeOoKoHepeHunsa. TexHomnorua «mynbTUkacT» ucnonbdyet agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTcs cratndeckas M guHamumyeckas agpecauums. [pumepom
cTatnyeckmx agpecoB sBnsiTcs 224.0.0.1 — agpec rpynnbl, Bkrovawlwen B cebsa Bce yanbl
nokansHonm cetn, 224.0.0.2 — Bce MapLlpyTu3aTopbl foKanbHOW ceTu. [uana3oH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [Afs MPOTOKOMOB MapLipyTU3auum u Opyrux
HU3KOYPOBHEBBLIX MPOTOKOMOB MOAAEPXKW rpynnoBon agpecauuun. OcTanbHble agpeca
OVNHAMWYECKNn  UCMOMb3ylTCA  NpunoxeHnsmu. Ha  cerogHAWwHMM  AeHb  GOMbLUMHCTBO
MapLLPYTM3aTOPOB NOAAEPKMBAIOT 3Ty ONuUMIO (B MEHIO 0ObI4HO €CTb onuus, paspelatowas IGMP

MPOTOKOM UKW MyIbTUKACT).

NTP (Network Time Protocol / lNpoTokon cuHXpoHU3auun BpeMeHu) — CeTeBOu
NPOTOKON ANA CUHXPOHU3aLMN BpeMeHU C ucnonb3oBaHvem ceten. NTP ucnonbsyet ans cBoemn

pab6oTbl npoTtokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctanHgapt NTSC
SIBMSIETCH TENEBM3MOHHbLIM 1 BuaeocTaHgapTom B CLUA. CtangapT NTSC goctaensieT 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — otpacnesown ctaHgapT, onpeaenstoLmnn
NPOTOKOSbI B3aMOAENCTBUSA TakUX YCTPOWCTB, Kak IP-kamepbl, BUaeopernctpaTopbl U CUCTEMbI
ynpaBneHns Buaeo. MexayHapogHbii OpyM, CO3[aBlWIMKA  [aHHbIA  CTaHOapT, OCHOBaH
komnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uenbto

pa3paboTKM U pacnpoCTpaHeHUsl OTKPLITOro CTaHaapTa Af1sl CUCTEM CETEBOro BuaeoHabNoaeHus.
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PAL (Phase Alternating Line / TeneBusnoHHbin ctaHgapt PAL) — TeneBU3WOHHbIN

CTaHaapT PAL saBnsetca I'IpeOGJ'IaD,al'OLLU/IM TeENeBn3NMOHHbIM CTaHAapTOM B CTpaHax EBpOI'IbI.

TeneBun3anoHHbIM ctaHgapT PAL goctaensieT 625 cTpok B kagpe Ha 25 k/cek.

PoE (Power over Ethernet / NutaHue 4yepes Ethernet) — TexHonorusa, nossonstoLias
nepefasaTb YAané€HHOMY YCTPOWCTBY BMeCTE€ C [aHHbIMU OfEKTPUYECKYI0 3HEepruio 4vepes

CTaHOapTHYO BUTYIO napy B cetn Ethernet.

Port / TMopT — wnoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHbBIA PECYPC, BbIAENSEMbIN
NPUMOXEHMUIO, BbINONIHAEMOMY Ha HEKOTOPOM CEeTEBOM XOCTe, AN CBA3N C NPUMOXKEHUSMMU,
BbINOMIHAEMbIMW Ha APYrMX CeTEBbIX XOCTax (B TOM YMChe C APYrMMU NPUMOXEHUSIMU Ha 3TOM Xe
xocTe). B 06bI4HON KNWEHT-CepBEPHON MOAENUN NPUNOXKEHNE NTMBO OXXMAAET BXOAALWMNX AAHHBIX NN
3anpoca Ha coeauHeHue («cnywaet nopT»), NMBo nocbinaeT gaHHbIE UK 3anpoC Ha CoeAUHEeHne

Ha M3BECTHbLIN NOPT, OTKPbLITBIA NPUITOXKEHNEM-CEPBEPOM.

PPP (MpoTokon gByXTO4Y€4YHOro coeAuHeHUs1) — NPOTOKOJ, MO3BOMSOLWMIA NCNOMNb30BaTb
WHTepdenc nocrnegoBaTenbHON Nepedayvn Ans CBA3W Mexay OBYMS CeTeBbIMU YCTPONCTBaMM.

Hanpumep, nogkntodeHue MK k cepsepy nocpeacTBOM TeNEOHHON SIMHUM.

PPPoE (Point-to-Point Protocol / lpoTokon coeguHEeHNUA «To4YKa - TOYKa») — NPOTOKON
OnNs NogkrtoyYeHnsa none3oBaTenen cetn ctaHgapta Ethernet k MIHTepHeTy yepes WwinpokononocHoe
coefvHeHue, Takoe kak nuHua DSL, 6ecnpoBogHOe YCTpOWCTBO wmnn kabenbHbin mogem. C
nomowbto PPPOE 1 LUMPOKOMNOMOCHOrO MoAemMa Mnonb3oBaTenun foKanbHON CeTU MOryT nonyyaTb
OOCTyn C unHAMBMAOYanbHOW MNPOBEPKOM MOLMMHHOCTU K BbICOKOCKOPOCTHLIM CETAM [OaHHbIX.
O6beaunaa Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE obecneunBaeT
adhpeKTMBHbIN cnocob co3gaHns OTAEeNbHbIX COEAMHEHUNA C yAaneHHbIM CEPBEPOM AN KaXOoro

nomnb3oBaTend.

Progressive scan / lNporpeccuBHoe CKaHMpPOBaHME — 3TO TEXHOMOrMA NpeacTaBneHus
KagpoB B BuaeoHabnogeHuu, nNpy KOTOPOMW Kaxabl Kagp BOCNPOM3BOAUTCHA MO OAHOW fIMHMK B
nopsifke nx pasMeLLeHns Kaxayto WecTHaguaTyo JON0 ceKyHabl. TO eCTb CHavana nokasblBaeTcs
nuHua 1, 3atem 2, 3ateM 3 U Tak ganee. Takum o6pa3om, nsobpaxeHne He GbeTcs Ha OTAENbHbIE
nonykagpbl. B aTom criyyae nonHOCTbIO ncdesaeT ahekT MepuaHns, No3TOMy Ka4eCTBO OTCHATOMO

BMOeo nony4vyaeTca ©onee BLICOKMM.

RJ45 — yHMPUUMPOBaHHLI pasbeM, WUCMOMNb3YEMbIN B TENEeKOMMYHMKauuax, umeet 8

KoHTakToB. MicnonbayeTcsa ansa co3ganus JIBC ¢ ucnonb3oBaHnem 4-napHbix kabenewn BUTON napbl.

Router / MapwpyTunsaTop — 370 YCTPOMCTBO, KOTOPOE onpedenseT ToUKy bnmkanwen cetu,
B KOTOPYIO NaKeT AaHHbIX LOMMKEH ObITb HAaNpaBMeH Kak B CBOM OKOHYaTENbHbIA NYHKT HAa3HAYeHUs.

MapLipyTusatop co3gaeT u/unu NogaepXunsaeT crneumnanbHyo Tabnuuy MapLpyTusaumm, kotopas
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coxXpaHdaeT VIH(*)OpMGLI,VIIO, KaK TOJ1IbKO OHa AocTturaeT ornpeaerieHHbIX MyHKTOB Ha3Ha4YeHuA. WHorga

MapLpyTU3aTop BKIKOYEH B Ka4eCTBe 4YaCTh ceTeBOro KoMmyTtartopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIM NPOTOKOS B peXume peanbHOro
BpeMeHUu) — 3TO npoTokon IP ong nepefayn gaHHbIX (Hanpumep, ayovo Unu BUAEO) B pexume
peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B CBOEM 3arofnioBke AaHHble, HEOOXoAUMbIE Af1si
BOCCTAHOBIIEHMSI TOfloca UNU BUOEOM300pakeHns B NPUEMHOM Yy3fe, a Takke OaHHble O Tune
koguposanusa nHdopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro npoTokona, B YaCTHOCTH,
nepegarnTcsl BpEMEHHas MeTKa U HOMep nakeTa. OT! napameTpbl NO3BOSIAKT NPY MUHUMAanbHbIX
3agepxkax onpedenqutb MNOpPsSiAOK WU MOMEHT OEKOAMPOBaHMS KaXgoro mnaketa, a Takke
WMHTepnonupoBaTb NOTEPSIHHbIE NakeTbl. B kauyecTBe HmKenekawlero nNpoTokona TPaHCMOPTHOro

YPOBHS, Kak NnpaBunio, ucrnosnbayetca npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepega4yn NOTOKOB B pexume
peanbHOro BpeMeHMu) — 3TO NPOTOKON yrNpaBreHUsl, KOTOPbIV CIY>XUT OCHOBOW AN COrnacoBaHus
TPaAHCNOPTHLIX NPOTOKOSOB, Takux kak RTP, MHOroagpecHom nnm ogHoaapecHon nepegayn u ans
cornacoBaHunsa ucnonb3yembix kogeko. RTSP MoXHO paccmaTpmBaTb Kak MynbT ANCTAHLMOHHOMO
ynpaBneHnss NoOTokaMu OaHHbIX, NpeaocTaBnseMbiMyM cepBepoMm Mynbtumeana. Cepsepbl RTSP
00bl4HO wucnonb3ytoT RTP B KayecTBe cCTaHOapTHOrO MNpoToKoNa ANns nepefadv ayamo- U

BUOEOOaHHbIX.

SD (Secure Digital Memory Card/ kapta namatu tuna SD) — dopmaTt kapTbl ¢naL-
namatv, paspaboTaHHbIN NS UCMOMb30BaHMA B OCHOBHOM B MOPTATMBHbLIX YyCTpoucTBax. Ha
CEroAHAWHMIA OeHb LUMPOKO MCMOMb3yeTcsa B  UMAPOBbIX YCTPOUCTBAX, Hanpumep: B
doToannapatax, MoOuNbHbIX TenedgoHax, KIK, kommyHukaTopax u cmapTtdoHax, GPS-

HaBuUratTopax, Bugeokamepax n B HEKOTOPbIX UTPOBbIX NMPUCTaBKax.

Shutter / OnNeKTPOHHbIN 3aTBOP — 3TO 9MNEMEHT MaTpuubl, KOTOPbLIA MO3BOMSET
perynupoBaTb BPEMSI HAKOMJIEHMSA SMEKTPUYECKOro 3apsiaa. OTa AeTanb OTBEYAET 3a AJIMTENbHOCTb

BbIAEPXKN U KONMYECTBO CBETa, NoMnaBLlero Ha MaTpuly nepes (opM1MpoBaHNEM U306PaKEHMSI.

SMTP (Simple Mail Transfer Protocol / MpocTton npoTokon nepegayn MOYTbl) —
npotokon SMTP ncnonb3yeTcsa Ang OTCbINKM U NONYyYEeHUSA 3NEKTPOHHOM NoYTbl. O4HaKo NOCKONbKY
OH SBMSIETCA «NPOCTbIM» MO CBOEW CTPYKTYpe, TO OH OrpaHWyYeH B CBOEN BO3MOXHOCTWU MO
BMECTMMOCTWN COOBLLEHMI Ha nomnyyarLwemM KOHUE, U OH 0BbIMHO UCNOMb3yeTcs C OOQHUM U3 ABYX
apyrux npotokonos, POP3 mnn npoTOKONOM MHTEPAKTUBHOINO AOCTYyNa K 3IEKTPOHHOW noyTe
(npoTokon IMAP). 3T1 NpoTOKOsbl NO3BOMSOT MOMb30BaTENIO COXPAHATL COOOLLEHNSI B MOYTOBOM

AILLIMKe cepBepa 1 Nepuoanyeckn sarpyxaTb UX U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / lpoTokon 3awueHHbIX

cokeToB / MpoToOKON TPaAHCNOPTHOIro YPOBHA) — 3TW ABa NpoTokona (npoTtokon SSL asnseTtca
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NMPUEMHUKOM  MPOTOKOJ1a TSL) ABNAOTCA KpI/II'ITOFpaCbVI‘-IeCKI/IMI/I NnpoTOKOMamMun, KoTopble

obecneunBatoT 6e3onacHyto cBa3b B ceTn. B 6onblumHCTBE cnyyvaeB npotokon SSL ncnonb3yetcs
yepe3 npotokon HTTP, 4toGbl chopmumpoBaTh NPOTOKON 3alMLEHHON Mepedayvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMNb30BaHHOMO, Hanpumep, B NHTepHeTe ONs OCyLLeCTBEHNS
(OMHAHCOBLIX TpaH3aKkuuin B 3nekTpoHHoM Buge. [lpoTokon SSL wmcnonb3yeT cepTudukaTtbl

OTKPbLITOro KpUNTOrpadnYEeCcKoro Krto4a, YTobbl NOATBEPXKAATb UOAEHTUYHOCTL CEpPBEpA.

Subnet mask / Macka nogceTtun — 6utoBasi Macka, onpegensollasi, kakast YacTtb |P-agpeca
y3na ceTu OTHOCUTCS K agpecy CeTH, a Kakas — K agpecy camoro yana B aTol ceTu. Hanpumep, y3en

c IP-agpecom 192.168.0.99 n mackon nogcetn 255.255.255.0 Haxogutes B cetn 192.168.0.0.

Switch / KommyTtatop — KOMMyTaToOpoM S$IBMSIETCS CETEBOE YCTPOMCTBO, KOTOpPOE
COEaUNHSIET CErMEHTbl CETU BMECTE M KOTOPOE BbliOMpaeT MapLlipyT ANs NEPECHISIKU YCTPOWCTBOM
OaHHbIX K ero onvxkanwemy nony4vartento. O6bIYHO KOMMYyTaTop ABMsieTcA 6onee NpocTbiM n 6onee
ObICTPbIM MEXAaHM3MOM, YEM CETEBOW MapLLpyTU3aTop. HeKoTopble KOMMYTaTOPbl UMEIOT (DYHKLMIO

mapLupyTusaTopa.

TCP (Transmission Control Protocol / lpoTokon ynpaBneHus nepepayen) — ogmH 13
OCHOBHbIX CeTeBbIX MPOTOKONoB WMHTepHeTa, npegHasHadeHHbld NS ynpaBneHus nepepaden
OaHHbIX B ceTax n noaceTax TCP/IP. TCP - aTo TpaHCNOPTHbIN MEXaHU3M, NpeSoCTaBAALLINA NOTOK
OaHHbIX C npeaBapuTenbHON YCTAHOBKOM COeAMHEHUs, 3a CYET 9TOro Aatolnii YBEPEHHOCTb B
OOCTOBEPHOCTM NOSTy4aeMbIX AaHHbIX, OCYLLECTBASET NOBTOPHLIN 3anpoc AaHHbIX B Criyyae notepu

AaHHbIX U yCTpaHsieT oybnmpoBaHue npv NonyYeHun AByX KON ogHoro naketa (cMm. Takke T/TCP).

TTL (Time to live) — npegenbHbI Nepuog BpEMEHU UMK YUCNO UTEpaLMA UM NEPEXonos,
3a KOTopbIn HAbOp AaHHbIX (MakeT) MOXET CyLLeCTBOBaTb 40 CBOEro NCYe3HOBEHUS. 3HadyeHune TTL
MOXET pacCcMaTpuBaTbCA Kak BEPXHAS rpaHvLa BpeMeHM CyLLecTBoBaHus IP-gentarpammel B ceTu.
Mone TTL ycraHaBnuBaeTcs OTnpaBuUTerneM AentarpaMmmbl M YMEHbLUAETCHA KaXAdbIM  Y3rOM
(Hanpumep, MapLpyTM3aTOpOM) Ha MNyTU €ro CrnegoBaHWsi, B COOTBETCTBMM CO BPEMEHEM
npebbiBaHWs B OaHHOM YCTPOWCTBE WMAM COrnacHo npoTtokony obpabotkn. Ecnv none TTL
CT@HOBUTCS PaBHbIM HYr OO TOro, Kak gevMTtarpamma npubyaeTt B MyHKT HasHaveHusl, TO Takas
agentarpamma oTtbpacbiBaeTtca M oTnpaButento otceiiaetca ICMP-naket ¢ kogom 11 —

«I'IpeBblmeHme BpeMeHHOro nHTepBana».

UDP (User Datagram Protocol / [lpoTokon gentarpaMmm nonb3oBartesisi) — 3T0 NPOTOKOJ
obmMeHa AaHHbIMU C OrpaHMYEHSAMM Ha NepecbiflaeMble AaHHbIE MO CETU, UCMOMb3YHOLLEN NPOTOKON
IP. Mpotokon UDP saBnsetcsa anbtepHatnBon npotokony TCP. MNMpeumywectso npoTtokona UDP
COCTOMT B TOM, 4YTO 4515 Hero HeobsidaTenbHa AoCTaBka BCeX AaHHbLIX U HEKOTOPbIE NaKeTbl MOryT
OblTb MponyLieHbl, ecnn ceTb neperpyxkeHa. 310 o0cobeHHO yaobHO npu nepegadve
BMAEOMaTepuanoB B pPeXuMMe pearnibHOro BPEMEHW, MOCKONbKY HE WMMEET CMbicna MOBTOPHO

nepefaBaTh yCTapeBLUYO MH(OPMaLIMIO, KOTOpas BCe paBHO He ByaeT oToGpaxeHa.
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UPnP (Universal Plug and Play) — TexHonorus, no3sonsiowaa nepcoHanbHbIM

KOMMNbIOTEPAM U MHTENNEKTyanbHbIM CETEBbLIM CUCTEMAM (HanpuMMep, OXpaHHOMY ob6opyaoBaHMIO,
pasBrekaTteflbHbIM  YCTPOMCTBAM WM UHTEPHET-LUNI03aM) COeauHATbCA  Mexay cobon
aBTOMaTMyeckn m pabotaTb COBMECTHO 4epes efuHyto ceTb. [Mnatdopma UPnP ctpouTca Ha
OCHOBE TaKMX MHTEpHeT-cTaHaapToB, kak TCP/IP, HTTP n XML. TexHonorns UPnP noggepxuBaet
ceTeBble MHPPACTPYKTYPbI MPAKTUYECKM NH0OOro Tna - Kak NPoBoOAHbIE, Tak 1 6ecnpoBoHble. B nx
4YMCno, B YacTHOCTU, BXogaT kabenbHbli Ethernet, 6ecnpoBogHble cetn Wi-Fi, cetn Ha ocHoBe
TenedOoHHbIX JWHUIW, NUHUI anekTponuTaHna u np. [lopgoepxka UPNP  peanu3oBaHa B

onepaumoHHbIx cuctemax Windows.

URL (Uniform Resource Locator / EguHbIM yKasaTenb pecypcoB) — 370

CTaHgapTM3MpOBaHHbIN cnocob 3anvcy agpeca pecypca B ceTu MHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHon NpoToKon nepegayvn gaHHbIX) —
NPOTOKOM, CO34aHHbIN creumanbHo anss GSM-ceTell, roe Hy)XHO yCTaHaBnvBaTb CBS3b
NopTaTUBHbLIX YCTPOWUCTB C ceTbto MHTepHeT. C nomouwbto WAP nonb3oBatenb MOGUIIbHOrO

YCTPOWCTBa MOXET 3arpyaTtb U3 ceTu VIHTepHeT ntobble UMdpoBble AAHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KIUEHTOB,
00blYHO Beb-Opaysepos, u Bbigawowmi um HTTP-oTtBeThl, 06bl4HO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxkeHneMm, annom, Meamna-noTokoM U ApyruMu AaHHbIMMU.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBogHas TOYHOCTb») — TOProBas Mapka
npombiwneHHon rpynnbl «Wi-Fi Alliance» ans 6ecnpoBogHbix ceTen Ha 6ase crtaHgapta |IEEE
802.11. Jlwoboe obopynoBaHue, cooteeTcTBylowee ctaHgapTty |IEEE 802.11, moxeT ObiTb
npotectupoBaHo B Wi-Fi Alliance ona nonyyeHus COOTBETCTBYOLLEro ceptudmkata M npasa

HaHeceHuda norotuna Wi-Fi.

W-LAN / BecnpoBogHaa LAN — 3710 6ecnpoBogHas nokanbHas ceTb, UCMOMb3yowas B
Ka4yeCcTBe HOCUTEMNS PagMoBOIIHbLI 6ecnpoBOgHOE MOAKIIOYEHME K CETU KOHEYHOIO MONb30BaTENS.

[na OCHOBHOW CETEBOW CTPYKTYPbl OOLIYHO MCMONb3yeTcsa KabenbHOe CoeAnHEHME.

WPS (Wi-Fi Protected Setup) — ctaHgapT, npegHasHayYeHHbIN ANs NofyaBToOMaTU4eCcKoro

co3gaHusa 6ecnpoBoaHON AoMallHen ceTu. [poTokon nNpu3BaH oka3aTb MOMOLLb MONb30BaTENSM,

KoTopble He 06nafaloT LWMPOKMMM 3HaHMSIMM O Ge3onacHoCTM B GecrnpoBOAHbLIX CETSX, U Kak
crneacTBue, UMEKT CIOXHOCTM MpU ocyllecTerneHnn HacTpoek. WPS aBTomatuyeckm obosHavaeT
UMs ceTu U 3agaeT WudpoBaHue, Ans 3alMTbl OT HECAHKLMOHMPOBAHHOIO AOCTyMNa B CETb, Npu

3TOM HEeT HeobXxo4MMOCTM BPYUYHYIO 3afaBaTb BCe NapaMeTpbl.

Anroputm cxaTua Buaeo — 3TO MeTOAMKa YMeHblueHus pasmepa danna umdpoBon
BMAEO3anucu MnocpeacTBOM  yaaneHus rpaduyeckux 3NemMeHToB, He  BOCNPUHMMAaEMbIX

4yerioBe4eCkmnM rmas3om.
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BapMd)OKaﬂbelﬁ OOGBLEeKTUB — OOBLEKTUB, No3BONAOLWLNA  UCMONb30BaTb pasnunyHble

d)OKyCHbIe pacCctoAHnA B NPOTUBOMOJIOXKHOCTb 06'beKTVIBy C (*)I/IKCI/IpOBaHHbIM (*)OKyCHbIM

paccTtoAHUnEM, KOTOprVI ncnonb3yeT Nnb O4HO PacCTOoAHUE.

Butas napa — Buag kabens cBs3W, npeacTaBnsieT coboW OAHY WNM HECKONbKO nap
N30NMPOBAHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COOOW, MOKPbIThIX MIACTUKOBOW O0GOMOYKON.
CBvBaHME NPOBOAHWUKOB MPOU3BOAUTCS C LIENbl MOBBILEHUS CTEMEHM CBA3M Mexay cobou
NPOBOAHMKOB OAHOW Napbl (3NeKTpoMarHuTHasi noMexa OAMHAKoBO BnusieT Ha oba nposoaa napbl)
M NOCNEeayLWero yMeHbLUEHUS1 3NEKTPOMAarHUTHbIX MOMEX OT BHELUHMX WMCTOYHWKOB, a Takke

B3aVMHbIX HABOZAOK Npu nepeaade anddepeHumanbHbiX CUrHanos.

Bblgepxka — UHTepBan BpeMeHW, B TeYeHMEe KOTOPOro CBET BO3JEWCTBYET Ha y4acTok
CBETOYYBCTBUTESNBHOMO MaTepuarna WnuM CBETOYYBCTBUTESbHOW MaTpuubl Ans COObLieHuUs emy

onpenenéHHon aKcnosmunn.

[eTekTop ABMXEHUSA — 3TO annapaTHbIN NMMG0 NporpaMMHbIN MOAYIb, OCHOBHOW 3agaden

KOTOPOro ABndeTcs 06Hapy>|<eHV|e nepemMeLlarlLnxca B nomne 3peHnda Kamepbl 00BEKTOB.

HeTekTop cabotaxa — 3TO NPOrpamMMHbIN MOAYSb, KOTOPbLIA No3BonsieT obHapyxuBaTb
TakMe cUTyauuu, Kak: pacqoKyCUpPOBKa, NEPEKPbITUE UMK 3acBedMBaHUe M3006paXkeHnsi, OTBOPOT
Kamepbl, YacTuyHasa notepsa curHana. [puHUMN OEeNCTBMA OCHOBaH Ha aHanuse B pexume
peanbHOro BPEeMEeHW W3MEHEHUs KOHTpacTa nokanbHbiX obnacTel KagpoB M3 BWOEOMNOTOKA,
nony4aemoro ¢ Tenekamepbl-geTektopa. [leTektop caboTaxa aBToMaTUYeCKU BbliOMpaeT obnactu
KagpoB, MO KOTOPbIM HEOGXOAMMO OLIEHMBaTb M3MEHEHWE KOHTPACTHOCTM BO BPEMEHU W, ecnu
N3MEHEHNe KOHTPacCTHOCTM B 3TUX 0OGnacTaAX NpeBbIAeT HEeKOTOPbI OTHOCUTENbHbIA MOpPOr,

NPUHNMaET peLleHne O nNoTepe «rnorfie3Horo» BnaeocurHana.

Onadparma (ot rpey. diaphragma — neperopogka) — 3T0 OTBepcTMe B 0b6bekTuBe
Kamepbl, KOTOpOE perynmpyeT KOnM4YeCcTBO CBETA, MONaAaloLLero Ha matpuuy. MameHeHne pasmepa
AvadparMbl MO3BONMAET KOHTPONMMPOBaTb UENbIA PsiA NokasaTenew, BaXKHbIX AN MNONyYeHus

Ka4yeCTBEHHOIO M300paXkeHusl.

[domeHHOe uMA — 3TO onpegeneHHas GykBeHHas nocrefoBaTeNlbHOCTb, 06o3HavatoLas
UMs cariTa Unu ucnosb3yemasi B MMeHax 3N1EeKTPOHHbIX MOYTOBbIX SLMKOB. [lOMEHHbIe MMeHa AatoT
BO3MOXXHOCTb agpecauuy MHTEPHET-y3IOB U PacrofioXeHHbIX Ha HUX ceTeBbiXx pecypcoB (Beb-

CanToB, CEPBEPOB ANEKTPOHHOM MOYThI, APYrMX cnyx06) B yaobHou ans yenoseka opme.

MK-noacseTtka (MK-npoxektop) — ycTpouncTBo, obecneumBatoliee NoacBeTKy obbekTa

HabnoAeHNs C M3nyYyeHnem B MHppakpacHOM [narnasoHe.

Kamepa «aeHb/HOYb» — 3TO Bugeokamepa, npegHasHadyeHHasa ons padoTbl KpyrinoCcyTOYHO

B pa3HbIX yCoBUAX OCBELLEHHOCTU. B ycnoBuax FIpKOI;I OoCcBeLleHHOCTH I/1306pa)KeHIAe uBeTHoe. B
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TEMHOE BpeMdA CYTOK, Korga FIpKI/IVI cBeT nponagaet, M Ha4MHaAKTCA CYMEPKWU, M306pa>|<eHV|e

CTaHOBUTCA ‘-IepHO-GGJ'IOG, B pe3yJibTaTe 4ero noBbillaeTCA HyBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBsi3n Kogek aTto obbl4HO Kopep/aekonep. Kogekn ncnonb3yroTca B
WHTErpMpoOBaHHbIX LENsaX WM MuKpocxemax Anst npeobpa3oBaHusi aHanoroBblX BMOEO- U
ayguocurHanoB B uudposon dopmat and nocnegytowen nepegadn. Kogek tarke npeobpasyet
npuHMMaemMble UNGPOBbIE CUrHanbl B aHanorosbii ¢opmat. B kogeke opHa MMKpocxema
ncnonb3yeTtcs Ans npeobpasoBaHWs aHanoroBoro curHana B UMpoBon M LMGPOBOro curHana B
aHanoroBbln. TepMuH «Kogek» Takke MOXeT OTHOCUTBbCS K KOMIpeccuu/gekoMnpeccun, u B 3Tom
crny4ae oH 06bl4HO O3HaYaEeT anropmuTM UM KOMMBLIOTEPHYHO NPOrpaMmy Ans YMeHblUueHns obbema

¢hannos n nporpamm.

HOpMaanO 3aMKHYTblIe KOHTAKTbl — TakKad KOHCTPYKUMA OaT4yuKa, KOTopasd B NaCCUMBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, @ B aKTUBHOM — PAa30MKHYTbI€E.

HopmanbHO pa3oMKHyTble KOHTaKTbl — Takas KOHCTPYKUMS fgaTtdvka, koTopasi B

NacCMBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbIE.

O6BbEeKTUB — 3TO 4acTb OMTMYECKON CUCTEMBI BI/ID,eOHa6J'II'OD,eHI/IFI, npeagHasHavYeHHaa and

CbOKyCVIpOBKVI NOTOKa CBEeTa Ha MaTpuue BnaeokamMephbl.

OTHolweHne curHan/lwym — YUCIEHHO OrnpeaensdeT coaepXaHwe napasuTHbIX LUYMOB B
curHane. Mamepsietca B geumnbenax (ab). Yem Gonblue 3HauyeHMe OTHOLWIEHMSA CuUrHan/wym ans

BuaeocurHana, TeM MeHbLLE MOMEX N UCKaXKEeHUI nMeeT |/|306pa>|<eH|/|e.

Mukcenb — 3TO 0HA M3 MHOXECTBA TOYEK, COCTaABNSAOLLMX Ll,l/l(*)pOBoe I/1306pa)KeHl/Ie. LlBeT

N MHTEHCUBHOCTb KaXXOO0ro NMUKCerid CoOCTaBndeT KPpOLUEeYHY0 obnacTtb I/I306pa)KeHI/IFI.

Mpokcu-cepsep (Proxy - npeacraBuTenb, YNONMHOMOYEHHbIM) — cnyxba B
KOMMbIOTEPHbIX CEeTAX, MO3BOMAKLWAA KIMEHTaM BbIMOMHATL KOCBEHHble 3anpocbl K OpYyrum
ceTteBbIM crnyxbam. CHavana KnneHT NOAKMYaeTCs K NPOKCU-CePBEPY M 3anpalumBaeT kakon-nnbo
pecypc, pacrnofioXeHHbI Ha Apyrom cepsepe. 3aTeM MNpOKCU-cepBep MO0 MoAkn4YaeTcs K
yKkasaHHOMY CepBepy 1 norny4yaeT pecypc y Hero, nnbo Bo3BpaLLaeT pecypc U3 COBCTBEHHOrO KaLla.
Mpokcn-cepBep NO3BONSET 3alMLATb KIMUEHTCKUA KOMMbIOTEP OT HEKOTOPbIX CETEBLIX aTtak U

nomMoraeT cCoxXpaHATb aHOHUMHOCTb KIMMeHTa.

MpoTokon - cTaHgapT, onpedensowuin nosedeHne GYHKUMOHANbHLIX 6GrokoB npu
nepegaye AaHHbIX. DopManu3oBaHHbIe NpaBuia, onpeaenstoLme nocrnegoBaTensHoOCTb U hopmat
CO0DOLLEHNIA, KOTOPbIMM 0BMEHMBAIOTCA CETEBbIE KOMMOHEHTI, NeXallne Ha OQHOM YPOBHE, HO B

pa3HbIX y3nax.

PaspewleHne nm3obpaxeHUs — 3TO KONMYECTBO MUKCENen (TOYeK) Ha eanHuuLy nnowagm
n3obpaxeHus. lamepsieTca B Meranukcensix unm otobpaxaeTcs B Buae ABYyX BENMNYMH — BbICOTbI U

LLUNPUHbI I/1306pa)KeHI/IFI. BbicoTta u LLMPpMHa Takke B JaHHOM Crny4ae U3aMepdarTCA B NUKCENAX.
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PyuyHas guacpparma — npoTUBOMNONOXKHOCTL aBTOMaTUYEeCKon anadparmbl, T.€. HACTPoOnKa

D,I/Iad)paFMbl KamMmepbl OO0J1’KHA BbIMOJTHATBCA BPYYHYHO O5A pPerynmpoBKM KOJNM4ecTBa CBETa,

OoCTurarowero 4yBCTBUTESIbHOIO 3rieMeHTa.

CBeTocuna o6bLEKTUBaA — 3TO XapakTepucTuka, nokasbiBatoLLas, kakoe KONM4ecTBo ceeTa
cnocobeH nponyckaTb OaHHbIA 0ObEKTMB. Yem Gonblue MakcUMarnbHbIi AUMaMETP OTKPbITOM
Avadparmbl (UNK1, COOTBETCTBEHHO, YEM MeHbLUEe F-uncno), Tem Gorbluee KONMYecTBO CBETA MOXET

nonacTb CKBO3b OOBHEKTUB Ha CbOKaJ'IbHyI'O NIOCKOCTb, U TEM BhllLUE CBETOCKIA 0ObEKTMBA.

Cumnnekc - npu CUMMMNEKCHOM CBSA3N CeTeBOM Kabenb WM KaHan CBSA3NM MOXeT

ncnosmnb3oBaTbCA AnA nepeagayvun MHd)OpMaLlVIM TOJ1IbKO B OJHOM HanpaBJiIEHUN.

YnuyHaa Bupgeokamepa — 3TO Kamepa BMAeOoHabnoaeHus, KOTOpad obnagaeTt Bcemu

HeO6XOD,I/IMbIMVI XapakTepunctnkamm 3allnTbl OT BITUAHUA BHELUHEeNn cpenbl And pa6OTbI Ha ynuue.

LiBeTHas Bupeokamepa — 9TO Kamepa, KOTopas pAdaeT uBeTHoe u3obpaxeHue. [lo
onpegeneHnio MaTpuubl Bugeokamep 4yepHo-6enble, a Ans MonyYeHns LBETHOro n3obpakeHus
BO3Me KaXKAoOW A4Yerkn mMaTpulbl OpMUPYOTCS LBETHblE hunbTpbl. MNepBbin UAbLTP NPUBHOCUT
KpaCHY0 COCTaBIOLLYIO LiBETA, BTOPON 3€MEHYH0, a TPETUI CUHIOK. Taknm oOpa3om, Tpu SHEnKu
CTaHOBATCS 0HOM To4kon B LiBeToBOM hopmaTte RGB. CnegoBaTenbHO, BMECTO TpeX NMKCeNen Ha

pe3ynbTupyrowem M306pa>|<eH|/|v| Mbl nosfy4aemM TOJIbKO OAUH.

AnekTtpomexaHnvecknn WUK-bunbTp — npencraBnset cobon YCTPOMCTBO, KOTOpOe
CNoCcoBHO B OAHOM peXnmMe NoaaBnsaTb MHPaKpaCHbIV AMana3oH Npy NoMoLLm nHdpakpacHoro MK-
dunbTpa, a B gpyrom pexume UK-unbtp ybmnpaetcs snekTpoMexaHU4eckun, Takum obpasom,

aenasa AOCTYNHbIM BE€Cb CNEKTP CBETOU3NYYEHNA.
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