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Be\oUARD Inasa 1. Mepwvl npedocmopooxcnocmu

MnmaBa 1. Mepbl NnpegoOCTOPOXKHOCTU

MNepen ncnonb3oBaHMEM YyCTPOMCTBA HEOOXOAMMO NOMHUTbL HUXKecneayloLee.

[aHHbIN NPoaYKT yooBneTBopsaeT BceM TpeboBaHnsiM 6€30MacHOCTKN, OAHAKO, Kak 1 Nobon
anekTponpubop, B cnyvyae HenpaBubHOro NCNONb30BaHNSE MOXET CTaTb NMPUYUHONM MOXapa, YTo, B
CBOIO ovepenb, MOXET NnoBreyb 3a cobon cepbesHble nocrneacTems. Bo nsdexaHme HecYacTHbIX

cnyyaeB 06513aTeNlbHO U3y4MTe UHCTPYKLMUIO!

BHUMAHUE!
Mpn paboTe ¢ kamepon UCNONb3yNTE TOMBKO COBMECTMMbIE YCTPOMCTBA. JKCnyaTauus yCTPOUCTB, He

O,D,O6peHHbIX npounssoauTenem, HegonyctmmMa.

CobnropganTe MHCTPYKLUIO NO 3KcnnyaTtauuun!
N3berante AnNUTEnbHOrO MCMNOMb30BaHMSA WKW XpPaHEHUs Kamepbl B HeBnaronpusiTHbIX
YCINOBUSIX:

e [lpn CrNMWKOM BbICOKMX UMW HU3KMX TemnepaTypax (paboyas Temnepartypa yCTPOWCTB
oT -45 po +50 C).

e W3beranTte nonagaHnsi NPAMbIX COMTHEYHbIX SyYen B TeYEHUEe ANUTENbHOro BpeMeHu, a
TaKke HaxoxaeHuns Nob6nM3ocTn oToNUTENbHLIX U 06orpeBaTenbHbIX NPUOOPOB.

e W3beranTte 6nM30CTN C BOAOW UMM UCTOYHUKAMM BNAXHOCTW.

o 3berante 6nu3octn ¢ yctponcTBamu, obnagarownmm 60nblLIMM 3MEKTPOMArHUTHbLIM
3 eKTOM.

e Heponyctuma yctaHOBKa Kamepbl B MECTaX C CUNbHOW BUbpaumen.

e Heponyctum MoHTax Kamepbl Npy Temnepatype Huxe -10 °C.

BHUMAHUE!

B cnyyae HencnpaBHOCTM Kamepbl CBSXKUTECH C cepBUCHBIM LieHTpom OO0 «HIMIM «beapay.

B cnyyae HekOppeKTHON paboTbl KaMepbl:
o [lpu oBHapyxeHuM abiMa NnNu HeobbIYHOrO 3anaxa.
e [lpy nonagaHuu BoAbl UK APYrMX MHOPOAHbLIX OOBHEKTOB BHYTPb.

° I'Ipvl nageHnn Kamepbl U1 noBpexXaeHnm Kopnyca:

BbinonHuTe cneaytouwme oeNCTBUA:
e  OTKNIOUMTE Kamepy OT UCTOYHUKA NUTaHMSA U OTCOEANHUTE BCE OCTarbHblE NpOBOAA.
o Casxutecb ¢ cepBuUCHbIM LeHTpoM OOO «HIIM «beBapa». KoHTakTHble gaHHble Bbl

MOXXeTe HauTu Ha caunTte http://www.beward.ru/.
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Be\oUARD Inasa 1. Mepwvl npedocmopooxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE MOSOXUTE KaMepy B YNaKoBKY NpOM3BOAUTENS UNKU NoGon apyrov

MaTepuan cooTBeTCTBYOLEro Ka4ectsa 1 yoaponpo4yHOCTW.

BeHTnauua
Bo nsbexaHune neperpesa, HM B KOEM Cilydae He DNOKNPYNTE LMPKYNALNIO BO34yXa BOKPYr

Kamepbl.

YucTtka

Ncnonb3ynte MArkylo Cyxylo TKaHb [AOns NPOTMPaHUS BHELWHWX noBepxHocTen. [lns
TPYAHOBbLIBOAMMBIX MATEH WUCMONb3ynWTe Hebonblloe KONMMYEeCTBO YUCTALLEro cpencrtsa, nocne
Yero Hacyxo BbITPUTE MOBEPXHOCTb.

He ncnonb3yinTe netyyne pactBOpuTENM, Takue Kak CnUpTOCOAepXaline cpencrsa unuv

O€EH3MH, TaK Kak OHU MOTyT NOBpeanTb KOpnyC KaMepbl.
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Be\.UARD Tnasa 2. Obwue ceedenus

MnaBa 2. O6wme cBeaeHud

BEWARD NK54140R5 — 31O ynuyHas, 3awuuieHHasa oT BO3AeNCTBMNA BHeLLHen cpenbl IP-
BMaeokamepa, paspaboTaHHad AN MPpUMEHeHWs B cucTeMax  npodecCroHarnbHOro
BuaeoHabnogeHns. Bupgeokamepa NK54140R5 wvcnonb3yeT BbICOKOYYBCTBUTENbHBLIN KMOI-
CEHCOp C paspelleHneM 2 Meranukcenst U NporpeccuBHbIM CKaHMpoBaHMEM. Takue TexXHOMNoruu,
Kak pexmm «[eHb/Houb», paclumpeHHblin guHammdeckun amanasoH (WDR), cuctema
wymonoaasnenus (2D/3D NR), a Takke BcTpoeHHas WK-noaceeTka, BapudokanbHbI 06bEKTUB C
BO3MOXHOCTbIO YyAarieHHOW perynupoBkM yrna obG3opa u anektpomexaHudeckun WK-cmnbTp,
BbIrOQHO OTNMYAKOT LaHHYK MOAenb, NMO3BOMSAS €M COOTBETCTBOBATb BbICOKMM TpeboBaHMSM,

npeab4aBriaeMblM K COBpeMEeHHbIM CUCTEMaM BVI,EI,eOHa6J'II'O,EI,eHI/IFI.

®

Puc. 2.1

IP-kamepa BEWARD NK54140R5 no3sonsieT npocmaTpmaTth BUOEO B pearibHOM BPEMEHMU
yepes ctaHaapTHbI MHTepHeT-6paysep.

Kamepa cnocobHa BbligaBaTb BMOAEONOTOK B hopmaTax cxatna H.265, H.264 n MJPEG.

dopmat cxatna H.265 nossonsetr Ha 50% yBenuuMTb CTeNeHb CXatus UugpoBbIX
BMOeonaHHbIX 6e3 noTtepu kadectea ulobpaxeHus B cpaBHeHUn ¢ dopmatom H.264. bnarogaps
Kogeky H.265 BuOeo BbICOKONO paspelleHnd 3aHuMaeT MeHblle MecTa B apxuse, a
MHOPMaTMBHOCTL BUOEOHabNoaeHNss pe3ko Bo3pacTaeT. B pesynbTate gocturaetcs 3KOHOMUS
CeTeBbIX PECypCOB W CHMXeHue TpeboBaHMM K EMKOCTU BMAEOapxvBa, YTO 3HAYMTESBLHO
COKpaLLaeT pacxodbl Ha OpraHn3aumio CUCTEMbl BUAEOHABNI0AEHNS B LLEENIOM.

dopmat H.264 mngeanbHo noaxoaut Ans paboTbl B YCNOBUSIX OrPaHWYEHHOW MNOMoChI
nponyckaHus. Npu ero ncnonb3oBaHNN SOCTUrAETCA HAaUMEHbLUUI TpaduK U XopoLlee KavyecTBO
n3obpaxxeHus.

dopmat MIPEG npegHasHaveH gnsi BOCNPOU3BEAEHUA U 3anvcyn BUOEOU300OpaxXeHust ¢
HaUMEHbLUNM CXXaTUeM, HO NpU 3TOM TpebyeT BOMbLUNX CETEBLIX PECYPCOB M 0ObeMa XpaHunmLLa.

NK54140R5 nopkrnoyaeTcsa K ceTu npu nomoln nposogHoro wuHtepderica 10BASE-
T/100BASE-TX 1 umeet nogaepxky PoE.
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B(-.‘\.UARD Tnasa 2. Obwue ceedenus

2.1. OcobeHHocTH |IP-Buaeokamepbl BEWARD NK54140R5

¢ BbicokokauecTBeHHbI KMOI1-ceHcop ¢ nporpeccnBHbIM CKAHUPOBaHMEM

o [lo 25 kagpoB B cekyHay npu paspewennn 1920x1080 nukcenen

o MoOTOpPM30OBaHHbLIN OOBLEKTMB

o [IpodeccroHanbHoe nporpammMmHoe obecrnevyeHme B KOMMNIEKTe

e OpHOBpeMeHHOEe KoaMpOBaHWe ABYX NOTOKOB B popmaTax H.265, H.264 n MIPEG

o Pexum «deHb/Houb», anektpomexaHmnyeckun NK-punstp

e ABTOMaTU4eckaa perynuposka guadparmel (DC Drive)

e MoHTaxHasa kopobka c repMoBBO4OM B KOMMIEKTE MOCTaBKU

o Llndposas cucrtema wymonogaenenuns (2DNR, 3DNR)

o BcTpoeHHbIn Beb-cepBep Ans HabnogeHns 1 HaCTPONKK

o [lopgpepxka npotokonia HTTPS c¢ pexumamm pabotbl «HTTP», «HTTPS&HTTP»,
«HTTPS»

¢ B0O3MOXHOCTb NPOCMOTPa 3anncaHHbIX annoB C MOMOLLBIO BCTPOEHHOrO nreepa

e BcCTpoeHHbIN geTeKkTop ABMKEHUS

e Bbibop notoka (OCHOBHOW/anbTepHaTMBHbLINA) Npu 3anucu Buaeo Ha FTP un kapty
namaTu

¢ Bbibop paspelueHus kagpoe anst 3anucu Ha FTP, kapty namaTtu u no E-mail

¢ [lntaHue no kabento Ethernet (texHonorus PoE)

o [loppepxka ONVIF

PykoBoacTeo no nogkno4veHuio IP-kamepbl NK54140R5
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B(-.‘\.UARD Tnasa 2. Obwue ceedenus

2.2.0CHOBHbI€ XapaKTepUCTUKN

o (CpeTouvyBCTBUTENbHBIN anemeHT: 2 Mn, KMOIl 1/3” Panasonic ¢ nporpeccuBHbIM
CKaHMpOBaHVeM

e OObekTuB: f2.7-12 mm, F1.4, AP[]

o YyscTBUTENbHOCTL: 0.01 Nk (aeHb) / 0.003 nk (HOuYb)

e CkopocTb 3aTBOpa: oT 1/25 ¢ go 1/8000 ¢

o PaspeweHune: 1920x1080, 1280x720 — ocHoBHOM NOTOK; 960x576, 640x360, 480x270 —
anbTepHaTUBHbIN MOTOK

e (OpgHoBpeMmeHHoEe KoaMpoBaHWe: H.265/H.265, H.265/H.264, H.265/MJPEG,
H.264/H264, H.264/MJPEG, MJPEG /MJPEG

o CkopocCTb KagpoB: 00 25 KagpoB B CEKyHAY OS5 BCEX pa3peLleHuni

e BCTpOEHHbIN MHOMO30HHbLIN OETEKTOP ABUXKEHNSA C PEryrIMpoOBKON YyBCTBUTENBHOCTHU

e [lo 10 ogHOBpEMEHHbIX NOAKIHYEHNI

¢ OTnpaBka KagpoB C BbIOOPOM paspeLlleHns No 3reKTPoHHOW noyTe, Ha FTP-cepBep no
pacnucaHuio NEpUOLANYECKM U NPy BO3HUKHOBEHNM TPEBOXHOMO CODLITUS.

e OrtnpaBka BMaeo ¢ BbIGOPOM NoToka (OCHOBHOW/anbTepHaTUBHbLIN) Ha FTP-cepBep no
pacnncaHunio 1 Npu BO3HUKHOBEHUM TPEBOXHOIO COOLITUS.

e [uranwve: 12 B 0.68 A (DC) , PoE (802.3 af Class 0)

o Pabouas Temnepartypa: oT -45 go +50 °C

o [lopgpepxmBaemble npotokonel: TCP/IP, UDP, DHCP, IPv4/IPv6, ARP, FTP, SMTP,
DDNS, NTP, HTTP, HTTPS, RTSP, RTP, SSL, PPTP, Bonjour, PPPoE (PAP, CHAP)

o [loppepxka oTpacnesoro ctaHgapta ONVIF

2.3.KomMnnekT noctaBKu

o |P-Bunoeokamepa

e CanbHuk M20x1.5

o MoHTaxHas kopobka

o KomnnekT kpenexa

e CD-guck c nporpaMmmHbIM obecneyeHnem 1 AoKyMeHTaLumen

e YnakoBo4dHas Tapa

BHUMAHUE!
BEWARD octaBnsieT 3a cobon npaBO Ha M3MEHeHue KoMMrekTaumm obopyaoBaHus U ero nobbix

XapaKkTepucTuk 6e3 npeaBapuTenbHOro yBeaoMIeHus.
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Be\&UARD Ihaea 3. PCZSMepr U OCHOBHblE J2jleMeHNnlbl ycmpodcm@a

NnaBa 3. Paamepbl U OCHOBHbIE 3fIeMEHTbI YCTPOUCTBA

3.1. Pa3mepsl IP-kamepbl NK54140R5

o(] o 0

e n

130

375

Puc. 3.1

Pa3amepbl ykazaHbl B MUnnuMeTpax.

3.2. OCHOBHbIe 3neMeHTbl

OcHoBHble anemMeHTbl IP-kamepsl BEWARD NK54140R5 paccmoTpeHbl Huke (Puc 3.2):

4 5 6

Puc. 3.2
O61bekTuB (1): MOTOPU30BaHHbIVM BapuokanbHbIn 06bekTnB 2.8-11MM NnpeaHasHaveH ans

npoeunpoBaHmna onTU4ECKoro M306pa)KeHVI$| Ha MmaTtpuly BungeoKkamepbl.

NMPUMEYAHUE!

M3HavanbHO 06beKTUB kaMepbl yxke chOKyCMpoBaH 1 He TpebyeT JONONHNTENBHON HACTPOWKM.
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Be\’UARD Ihaea 3. PCZ&Mepr U OCHOBHblE J2jleMeHNnlbl ycmpoﬁcm@a

Datuuk cBeTa (2): ¢OTO3NEMEHT, NpefHasHadeHHbI ONd aBTOMAaTUYECKOro nepexopa

Kamepbl n3 pexuma «[deHb» B pexxum «Houb» n obpaTHo.

UK-noaceeTka (3): B TeMHOe BpeMsi CYTOK, MPU HeAOCTaTOYHOM OCBELLEHHOCTU Kamepa
nepexoauT B pexum «Houb» (4epHo-6enoe nsobpaxeHue) n Brknrovaetca VK- noaceeTka, kotopas
no3BonseT BecTM BuaeoHabnogeHne paxe B nonHon TemHoTe. WMK-noacBeTka saBnseTcs
anbTepHaTUBOM CTaHOAPTHOMY OCBELLEHUIO, HO NMPY 3TOM OHa Marno 3ameTHa OKPY>KaloLLMM.

ConHuesawmTHbIN KOo3blpeK (4): npensTcTByeT MONagaHuMilo COMHEYHbIX fny4Yyen Ha
00BEKTMB U KOPMyC Kamepbl, UCKNoYasi, Takum obpas3oM, BO3MOXHOCTb MOSBIEHUSI COMHEYHbIX
6n1KoB Ha n3obpaxeHuu, a Takke BO3MOXHOCTb Ype3MEPHOro HarpeBa Kamepbl COMHLEM.

KpoHwTenH (5): npeaHasHayeH angd kpennenus IP-kamepbl K NOBEPXHOCTU, a Takke Ansd

HaCTPOMKKN NoNoxeHns o63opa (CM. NyHKT 4.3).

Puc.3.3
MoHTaxHas kopobka (6): npegHasHavyeHa Ansa 3aWwuTbl COEAMHUTENBHON YacTu NpoBoaa

B COOTBETCTBMM CO cTaHgapTom IP-66 (cm. puc. 3.3).

Puc. 3.4
CeteBon pasbem (7): pasbem Ethernet ana nogkntouveHnsa kamepbl K cetn MHTepHer,
poyTepy unu KommyTtaTopy npu nomowm ctaHgapTHoro 8P8C (RJ-45) wTtekepa. JaHHaa mogenb
Kamepbl UMeeT BO3MOXXHOCTb NoAaun nutaHua Yyepes Ethernet-pasbem (TexHonorus POE).
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Be\’vARD Ihaea 3. PCZ&MprZ U OCHOBHblE J2jleMeHNnlbl yCl’l’lpOZ/?CWl@Cl

Pazbem nutaHma (8): npegHasHayeH pAOns nogayn MMTaHMS MOCTOSIHHBbIM - TOKOM

HanpspkeHnem 12 B. [NMonapHOCTb NOAKIYEHMS: @'_C" @

C6poc HacTpoek (9): gaHHasa KHoMka npegHasHayveHa ans cbpoca Bcex HAaCTPOEK KaMephl
B 3aBOACKME ycTaHoBKkM. [Ina cbpoca HacTpoek HeoOXoAMMO B TeYeHMe OEeCATU CEeKyHA HaxaTb

KHOMKY C6pOC3 TpW pa3a C NpoOMeXYyTKaMn B OOHY U bonee CEeKyHObl MeXOYy HaXaTUuamMu.
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Be\UARD Inasa 4. Yemanoska u nooxnouenue 1P-kamepol

naBa 4. YcTtaHOBKa 1 nogkntoyeHue |P-kamepbl

4.1. O6wue ceBeageHns o noaknoyeHum IP-kamepbl NK54140R5 Kk ceTun

IP-kamepa NK54140R5 MoxeT nogkniovaTbCa K flokanbHon cetn nnbo cetn VIHTepHeT npum
nomow nposogHoro coeaumHeHuns (Ethernet). lMogknioveHMe MOXET OCYLLECTBNATLCA Kak
Hanpamyto kK TK, Tak ©“ npu nomowm BCNOMOraTtenbHOro ceTeBoro 06OpyAOBaHUS
(mapwpyTtusatopbl, koMMyTatopbl). B HacToswee Bpemsa Haubonee nonynsipHbiM Cnocobom

NOAKINK4YEeHUA K CEeTU l/lHTepHeT ABNAETCA NOAKINo4YeHNe Yepeal BblAENIEHHYIO JIMHUIO Ethernet.
= J
° y ‘ y,
o8 (— 4
- -

—~-
y Mapumipytnsarop

o

Puc. 4.1

OcHoOBHbIE Warn n pekoMmeHgaunm no yCctaHoBKke U HaCTpOVIKe KamMmepbl OonncaHbl aanee B

[AaHHOM pyKOBOACTBE.
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Be\VARD Inasa 4. Yemanoska u nooxnouenue 1P-kamepol

4.2. PekomeHaauum no yctaHoBKe

B paHHOM pasgene npuBegeH KpaTKUMMA CMNUMCOK peKkoMeHOauun, KoTopble Heobxogumo

yuYnTbIBaTb NPY MOHTaXe obopyaoBaHus IP-BugeoHabnogeHus.

PekomMeHpauum no pasmeLLeHUIo KaMmepbl:

o |P-kamepa BEWARD NK54140R5 npegHasHayeHa And MCNOMb30BaHUA B YCINOBUSAX C
npegenbHoOn TemnepaTypon akcnnyatauum ot -45 go +50°C.

e W3berante nonagaHusa Ha Kamepy NPsMbIX COMHEYHbIX fyvyen B TeYeHne ANUTENbHOro
BPEMEHM, a TaKKe HaxoXOeHWs nobnm3ocTn OTONUTENbHbLIX U obBorpeBaTenbHbIX
npubopoB.

e HenpaBunbHaa paccTaHOBKa Kamep BuaeoHabnoaeHuss npuvBenéT K MNOSBMAEHMIO
HexenaTenbHbIX «CMnemnbiXx» 30H, KOTopble OyQyT OCTaBaTbCs BHE MNONSA 3peHus
onepaTtopa.

e W3beranTte 6nM30CTN C BOAOW UM UCTOYHMKAMM BNAXHOCTW.

o |3berante ONM30CTM C YCTPOMCTBAMU-TEHEPATOPAMU MOLLHbBIX 3MEKTPOMArHUTHbIX
BOJTH.

e Yb6eoutecb B BO3MOXHOCTW pasMeLleHus yCcTpoucTBa C Yy4eToM noaBoda
coeavHUTENbHbIX Kabenewn.

e W3GeranTte cnocoba kpenneHus kamepbl, OOMyCKaloOLWero 3HadyuTenbHylo Bubpauwmio.
[aHHoe Bo3gencTBMe CHU3UT 3(PPEKTUBHOCTb AeTekTopa [ABWKEHUS U 4YEeTKOCTb
n3o6paxkeHnsi B LIENOoM.

e Kamepbl BuaeoHabniogeHns HeobxoaMMo pasMewatb Tak, 4YTOObl  WUCKMIOYMTb
cnyyYavHoe WnuM cneuvanbHoe MNoBpexAeHne W U3MeHeHwe HanpasneHuss ob3opa
Kamepbl.

e HanpaBneHne o63opa (30Ha BuAeoHabMAEHUA) kamepbl OOMMKHO OblTb TBEPOO

onpeaneneHo Ha MOMEHT YCTaHOBKMW.

BHUMAHUE!
MoHTax kamepbl npu TemnepaType Huxke -10°C — HegonycTuM! B npoTUBHOM criyvae LenocTHOCTb

n3onaumm kabens KamMmepbl MOXET ObITb HapyLleHa.

PykoBoacTteBo no noakntoyeHuto IP-kamepbl NK54140R5

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




Be\VARD Inasa 4. Yemanoska u nooxnouenue 1P-kamepol

PekomeHgauuu no npoKnagke kabens Tuna «BuTan napa»:

e B «kopumgopax xenatenbHO MpPOKMaAblBaTb My4YKM IMEKTPUYECKMX W CnaboTouHbIX
kabenew no pasHbiM Kabenb-kaHanam, NPOXoasALLMM MO pasHbiM CTEHAM.

e [lonyckaeTca B OOAHOM kaberb-kaHane npoknagbiBaTb BUTOMAPHbIE U 3NEKTpuyeckne
kabenn B pasHbIX OTCEeKax WAW CeKUuMsX, MWMeLWmMX ChfowWwHble MpoaosSibHbIE
neperopogkym € npegerioM OrHeCcToMkocTM He MeHee 0,25 4 u3 Hecropaemoro
Martepuana ToNnbko B paboumx 30HaX Ha paccTosHuMM He Bonee 15-Tm MeTpoB, ecnu
anekTpudeckas MoLlHocTb byaeTt He 6onee 5 kBA.

e JOnekTpuyeckue n cnaboTtoyHble kKabenu gonyckaeTcsa npoknagpiBaTe napannenbHo Ha
paccTosiHum He meHee 50 MM gpyr OT gpyra B pasHbix Kabenb-kaHanax unmn cekumsaix
kabenb-kaHanoB. Ecnu HanpskeHHOCTb 3nekTpuyeckoro nonsi, obpasytouierocss oT
anektpudeckoro kabens, 6yaget 6onee 3 B/M, TO HEO6XO4MMO YBENUYNTL PACCTOSIHUE
MEeXOy OneKTPU4ecKUMM U crnaboTouHbIMM  Kabensasmm unM  CHU3UTb  YPOBEHb
3NEKTPOMarHUTHbIX NOMEX.

e BuTonapHble M anekTpuyeckne kabenu OOMKHbI NepecekaTbCA TOMbKO MOA MPsiMbIM
yrrom.

e HeakpaHupoBaHHble BUTOMapHble Kabenwu [OMKHbI MPOXOAWUTb Ha pPacCTOSHUM He
MeHee 125 MM OT rasopaspsigHbixX flamn AHEBHOro ceeTa (JIIOMMHECLEHTHbIX flamn) u
APYrMX BbICOKOBOSbTHbBIX YCTPOWCTB, COAEPXaLLMX pa3psaHuKN.

e HeakpaHupoBaHHble BUTONApPHbIE Kabenu AomkHbl NPoKNaabiBaTbCA Ha PacCTOSAHUM He
MeHee 1.5 MEeTpPOB OT MCTOYHWKOB CUSbHbIX 3NEKTPOMArHUTHbIX NOMEX, 06pasyroLmnx
HaNPSYKEHHOCTb 3N1IEKTPMUYECKOro nosns cebile 3 B/m.

e PacnpegenurenbHble YCTPOMUCTBA C 3aAeNaHHbIMN HE3KPAHMPOBAHHbIMU BUTONAPHbLIMMK
kabensmMn [OOMKHbI pacnonaraTbCA Ha pacCTosiHUM He MeHee 3-X MeTpoB OT
WUCTOYHMKOB CWIbHbIX 3NIEKTPOMAarHUTHbIX NomMex, 00pasylowwmx Hanps»KeHHOCTb
AMEKTPUYECKOro nons cebille 3 B/m.

e [lpoknagka BUTOW nNapbl MeXAy TOYKaMW MOAKMYEHNs OO0SPKHA NpPOM3BOAUTLCS
uenbiMn Kyckamu, NpyM 3TOM HarnpaBfeHue Tpacchbl crnegyeT 3apaHee npogymatb Tak,
4YTOObI €€ NPOTSHKEHHOCTL Oblfa Kak MOXXHO MEHbLLIE.

e MuHumanbHbIn paguyc u3rmba gna kabena — deTblpe AmameTtpa kabensa (mnm 1
Anm=2,5 cM), HO CyLecTBYIOT pekoMeHAauumn pasmelwlatb kabenb Takum obpasom,
4yTO6LI 06ecneunBaTb U3rnb paguycom 2 aronma (5 caHTUMETPOB).

¢ MakcumanbHas onvHa cermeHTa gomkHa 6biTb He 6onee 100 meTpoB.

BHUMAHUE!
Mpoknagka kabens Tuna «BuTtasa napax» B NBX nsonauuu npu temnepatype Hmke -10°C — HegonycTumal

B NPOTUBHOM CJliy4ae UernnoCTHOCTb n3onAaunmn kabens mMoxeT ObITb HapyLlleHa.

PykoBoacTteBo no noakntoyeHuto IP-kamepbl NK54140R5
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4.3 MoHTax |IP-kamepbl

O6wmn BMa npouecca MoHTaxa IP-kamepbl NnpuBeaeH Ha PucyHke 4.2:

Puc. 4.2

Ana moHTaxa |P-kamepb! BbINONHUTE crneaylolme AeACTBUS:

LWar 1: pacnakynte IP-kamepy.

LLar 2: HameTbTe OTBEPCTUSA Ha NOBEPXHOCTU CTEHbI/MOTONKA ANSA KpenneHuss MOHTaXHON
kopobku. MNMpoceepnuTe oTBepCcTUS. BCcTaBbTe NnacTukoBble Alobenn B OTBEPCTUSA.

Lar 3: 3akpenute MOHTaXHYHO KOPOOKY Mpu MOMOLLW LUYpPYMNOB M3 KOMMSEKTa NOCTaBKW.

Y6eamTech B HaNMuMmM CUIIMKOHOBBIX LIAN0 AN repMeTU3aLmm KpenexHbix OTBEPCTHIA:
= «
2 (QQ\'

e

Puc. 4.3
LWar 4: 3aBeanTte kabenb TMNa BUTaA napa B MOHTaXHYy KOpPODOKy yepe3 repmoBBoOg U

3aTaHMUTE (OUKCUPYIOLLYIO raliky repMOoBBOAa O MOMEHTa HaeXXHoro obxeaTa kabensi canbHUKOM.

BHUMAHUE!

B cnyyae ecnu Bbl ncnonb3yeTte nogavy nutaHusi ot BHeLHero 6roka nutanua 12VDC, 3aBeguTe vepes
repmoBBof kabenb OT 6r10Kka NUTaHusa BMecTe ¢ kabenem Tuna BuTas napa.

[na HagéxHom nsonaumm MecTo npoxoga kabenen yepes canbHUK AOMKHO ObITb 3aMNONIHEHO rEpPMETUKOM
C BbICOKOW CTerneHbto aaresumn kK matepuany kabenen (MBX) n canebHuka (pesunHa).

Mocne repmeTmsaumm 3aTaHUTE (OUKCUPYIOLLYHO TanKky repmMoBBOLa OO0 MOMEHTa HageXHoro obxearta

kabenen canbHUKOM.

PykoBoacTteBo no noakntoyeHuto IP-kamepbl NK54140R5
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NMPUMEYAHMUE!

Ona yooGcTBa NOAKMOYEHNs U yKNagky kabenen pekoMeHayeTcs BpeMeHHO 3addUMKCUpoBaTb Kamepy K

MOHTa)HOW KOPOOKe Ha OAVH BUHT U3 TPeX.

War 5: nogkntounte IP-kamepy Kk HEOOXOAMMbIM pa3beMam U pasmecTuTe CBOOOAHLIV
OCTaToOK NpoBoAa C pasbéMamMu B MOHTaxXHOW kopobke. Mpumep yknagku kabensi nmokasaH Ha

N300paxxeHnn HUXe:

Puc. 4.4
War 5: sakpenute IP-kamepy npu nomoLum 3-x BUHTOB, UCNOJSIb3Ys OTBEPCTUS B OCHOBAHUN
KPOHLUTENHA Kamepbl.
LWar 6: HacTponTe yron o63opa n dokyc kamepsbl. [JaHHasa npoueaypa onncaHa B NyHKTe 4.4.
War 7: otperynupynte HanpasneHne ob3opa kamepsbl. [Ang atoro ocnabbte BUHTHI 1, 2, 3
KPOHLUTENHa Kamepbl MpyY NOMOLLUM LLIECTUrPaHHOMO Kr4va U3 KOMMMNeKTa rnocTaBku, pasBepHUTe

Kamepy B TpebyemMoe nonoxeHue n 3aTaHuTe BUHTHI (Puc. 4.5).

1 2 3
Puc. 4.5
PykoBoacTteBo no noakntoyeHuto IP-kamepbl NK54140R5
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LWar 8: c nomowpblo kabens «naty-kopa» noaknoumte IP-kamepy kK KOMMyTaTopy Wnu

MapLLpyTM3aToOpy C NoaaepXkon TexHonorun PoE (nnbo yepes POE-UHXeEKTOP).

Ecnn Bbl He ucnonesyeTte nogayvy nutaHug no TexHonorun POE, To, KpoMe NoaknioyeHns
IP-kamepbl kabenem «naTty-kOpA» K KOMMYTaATOpy WX MapLlpyTusaTtopy, K pasbeMy nutaHua IP-
Kamepbl HEO6X0ANMO NOAKITUNTL 60K NMNTaHMSI NOCTOSTHHOIO TOKa HanpshkeHnem 12 B.

Bo wuns3bexaHne nonoMmkn o6OpydoBaHMS, WCMONb3yWTE TOMBbKO  KOMMJEKTYoLWme,
pekomeHgoBaHHble BEWARD.

PykoBoacTteBo no noakntoyeHuto IP-kamepbl NK54140R5
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4.4. NMpoBoaHoOe NOAKIMIOYEHME KaMepbl K CeTH

Mcnonb3ysa coeanHuTenbHbid kabenb ¢ pasbemom RJ-45, nogkntounte [IP-kamepy Kk
nokanbHon cetu (k LAN-uHTepdeincy maplipyTtunsatopa).

B cnyyae Heo6xoaMMOCTU, COeaANHUTENbHbBIM Kabernb MOXHO NpMobpecTn OTAENbHO Unu,
npv HanM4YnM HeobXxoAMMbIX MaTepuanoB, MUHCTPYMEHTOB W OMbITa, U3rOTOBUTb CAMOCTOSATENbHO.

BapuaHT «npamoro» ka6ensa (UTP kaTteropuu 5e) ¢ pasbemom RJ-45

C ogHOM CTOPOHDI C Opyron CTOPOHbLI
1: Beno-opaHXeBbiN 1: Beno-opaHxeBbii
1 8 2: OpaHxeBblii 1 8 2: OpaHxeBbliii
i 3: beno-3enéHbin it 3: beno-3eneHobin
RISy 4: CvHuin CHIASY. 4: CyHui
5: beno-cnHuin 5: beno-cuHun
CIMEPEAM: E% 6: 3enéHbin CMEPEAM: E% 6: 3enéHbin
T8 7: beno-Kopu4HeBbLIN T8 7: Beno-kopuyHeBLIN
8: KopnyHeBsblii 8: KopnyHeBblii

[na narotoBneHus «npsimoro» kabensa Heobxoammebl: kabenb UTP (BuTas napa kateropum
5e unu Bbiwe), aBa pasbema RJ-45 n yctponcTeo Ans o6xmma pasbemoB (Kpumnep).

Mpn Takom nopsgke nOAKMYeHMss nap (ykasaHHOM B Tabnuue) obecneumBatoTcs
rapaHTUpoBaHHbIE NPOU3BOAUTESNIEM BENMYUHA WU pacnpeferneHve 3agepXxek pacrnpocTpaHeHus
cuUrHana, a cnefoBaTernbHO, 1 3asiBNIeHHast CKOPOCTb nepenaydn AaHHbix 100 MéuT/c.

B cnyyae ucnonb3oBaHua obopygoBaHust ¢ nogaepkkon TexHomnormnm PoE pgoctatouvHo
NOOKMIYNTL KamMepy C MOoMoLbk Kabensa Tuna «BuTas napa». [lpyn 3TOM uMCNOMb30BaTb
AOMNOMHUTESbHBIN UCTOYHUK MUTAHUSA HE HYXXHO.

Ecnu Bbl He ncnonb3yete obopyaoBaHus ¢ nogaepkkon TexHonornm PoE, nogkntounte IP-

Kamepy K UCTOYHUKY NuTaHusa 12 B, pekomeHgosaHHoMy BEWARD.

PykoBoacTeo no nogkno4veHuio IP-kamepbl NK54140R5
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MnaBa 5. HacTtponka npoBoaHOro coeauHeHus

Ins Toro utobbl IP-kamepa NK54140R5 pabotana B Baluei nokanbHOM ceTM COBMECTHO C
Apyrum obopynoBaHMeM, HEOOXOAMMO BbINOMHUTE €€ NOAKII0YEHNE B COOTBETCTBUM C TEKYLLMMM

HaCTDOIZKaMVI OaHHOW CETWn, ANsl Yero, B CBOK ovepenb, HeO6XOLI,I/IMO onpeaenntb 3TN HaCTpOIZKVI.

NMPUMEYAHUE!
OnuncaHne yCTaHOBKM M HaCTPOWKU COeAMHEHUs BbiMosHeHo Ha npumepe Windows 7 MakcumanbHas.

HasBaHnsi HEKOTOPLIX MYHKTOB MEHI0 U (PYHKLUMI MOryT oTnudateca ot Bawen sepcun Windows, ogHako

anropntTmM npnBeaeHHbIX OEencTBui aBnsieTcd YHMBEpCalribHbIM.

5.1. OnpepeneHue napamMeTpoB NPOBOAHOMN NTIOKaNbHOW CeTU

B cnyyae nogkmtoveHna no kabento Ethernet HeobGxogumo onpepenuTb  Tekywime
HaCTPOWKN NPOBOAHON CETH.

[Ona onpepeneHnss TeKyWMX HACTPOEK MNPOBOLAHOM FOKanNbHOW CEeTU UCNONb3ynTe

KOMMbIOTEpP, NOOKINIOYEHHbIV K 3ToN ceTu. Haxxmute lyck — lMaHenb ynpaeneHus (Puc. 5.1).

| @ 1nternet xpl
le ntern: plorer

a Skype BEWARD

JlokymenTel

fr—]
\LEE Microsoft Office Excel 2007

e Wzobpaxennn

BnokHoT
-

Myzbika
ﬁ DVR Server

Wrpei
BRSController

Komnetotep
BEWARD IP Visor

TNarens ynpaenenns
Q BEWARD Player

YcTpoiicTea W NpUHTEPEI

L, CnyxBel
hl Mporpamubl No ymoauaHnmo
2
ﬁ‘, Cny#cBbl KOMNOHEHTOB 5
Cnpaexa 1 NoAIEp#Ka

»  Beenporpammel

Puc. 5.1
B oTKkpbiBlwEMCA OuanoroBOM OkHe Bblbepute nNyHKT [[IpOoCMOTP COCTOSIHUA ceTU M
3apav] B pasgene [CeTb n UHTepHeT] (Puc. 5.2).

PykoBoacTteBo no noakntoyeHuto IP-kamepbl NK54140R5
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HaCTpOﬁKa NnapameTpoB KOMNbHOTEPa MpocmoTp:  Kateropua ™

Cucrema M Be30nacHoOCT YueTHble 3aNWcK NoNb30BaTENER N
MpoBepKa cOCTOAHMA KOMNBIOTER ceMemH...

ApPKMBMPOBaHNE A3HHBIX KOMMLIOTEPE '@',ﬂ,cﬁasneHne W YABNEHNE YHETHBIX 33nncei
Mounck u ncnpasnenne npobnem noneszoeaTencei

@I YcTaHoBka POAWTENBCKOrND KOHTDONA 4NA BOEX

Ceth i MutepyeT nonesoEaTENS
@i @ccmc‘rp COCTOAHMA CETH U 3a,u,a
“&2 ., Buibop napaMeTpoE 4oMALLHER rpynnbl u obLyero ) OdopmneHue 1 nepcoHannsauma

AOCTYNa K AaHHbIM . p,  Vamenenne Temel
WMzmenenne dona pabouero crona
Hacrpoiika paspewerna skpana

O6opyaoBaHWe 1 3BYK
MpocmoTp ycTpoRcTe u NpUHTEROB
[obaenenne ycrpoiicTea Yachl, A3bIK M PETMOH

CreHa packnagrn KNaBnatyphl Wan 4pyrix
Mporpammbl 4 cnocoBoe BBOA3

¥aaneHne nporpammel Mzmenenne Asbika uHTepdeiica
CneunansHble BO3MOXHOCTH

Pekomengyemele Windows napamerpel
OnTuMUsaumMa noBpakeHuA Ha 3KpaHe

Puc. 5.2
B oTkpbiBLIEMCS OManoroBoM okHe HaxmuTe [[MoakniovyeHne no nokanbHom cetu] (Puc.
5.3).

N e
> =[5 <« Cetoun MuTeprer » LlenTp ynpasnenua ceTAmm 1 oBLumm qocTynom - Mouck & narenu ynpaanerus

Manens ynpasneqnsa -

T S MpPOCMOTP OCHOBHBIX CBEAEHWA O CETW M HACTPOMKA NOAKAHUEHNA

ﬂg&l ; MpocMoTp NonHoi KapTel
Mzmenenmne napametpos - g

padimicpa BEWARD Heckonbko ceteit Wnrepher

MamennTe gonenHuTenEHBIE (3107 KOMBIOTED)

napamMeTpsl oBLLEro AocTyna MpocMoTp aKTMEHBIX cETER MeaknioyeHne nan oTKAMYEHNE

Cemn 4 Tun goctyna: WHTepHer
OBuecTEeHHaA CeTb Mogrntouenna:

W3mererne ceTeBbIx NapaMeTpos

ﬁ- Hacrpoiika HoBOrD NOAKAOHEHNA MAK CETH
-

Hacrpoiika Gecnposogroro, WWMPOKONOAOCHOrD, MOAEMHOrO, npaMore nan VPN-nogknoyerna
WK 2KE HACTPOMKE MapLUpYTUIaTopa MAKM TOUKK A0CTyna,

‘5. MogknroumnTeca K ceTH

Mogknroyenne WK NOBTOPHOE NOAKMNIOHEHNE K GECPOBECAHOMY, MPOBOAHOMY, MOAEMHOMY
CETEBOMY €1 WAN MoK K VPN,

Bulfop AomMaLLHER rpynnkl 0 NapameTpos oBLUero AocTyna

Cra, Takcke Joctyn k daitnam u NPUHTEPAM, PACNIONOMEHHEIM Ha 4PYTHX CETEBRIX KOMNBHITEPEX, MW

- U3MEHEHWE N3paMETPOE 0BLLErD A0CTYNE,
Bpanamayzp Windows P P Lo ey

Jomalunas rpynna YcTpaHeHne HENONAADK

CeoiicTea obospesaTena JwarHocTuka n NCNpaeneHne CETEBbX NpoBaem MAN NoayYeHne CBEAEHNA of ncnpasneHnm,

Puc. 5.3
NMPUMEYAHUE!

I'Ip|/| HaNM4YnUM HECKONbKNX NOOKIHOYEHUN BbI6epI/ITe TO, K KOTOPOMY NiaHNpyeTcAa NOAKIMH4YNTb IP-Kamepy.

PykoBoacTeo no nogkno4veHuio IP-kamepbl NK54140R5 -
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B oTkpbiBLIEMCS OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.4).

<
4 Cocrosnue - MNogrnouesne No NOKaNLHOR ceTi ﬂ
Obwne
Moaxnoyerne
IPv4-nogknioHeHme: WHTepHeT
TPVE-NOAKMOHEHME: Bes noCTyNa K MHTEPHETY
COCTORHME CPEmbI: MoaKnoHeHD
AnUTensHOCTL: 04:47:33
CKopocTe! 100.0 MBuT/c
AKTMBHOCTE
OTnpaeneHo .L"”!-'.., MpuHATO
BaifT: 79 188 140 805 509 770
[ '5'Cﬁoﬁcrsa ]['5'01mroqwrb] [ﬂmarna:rmca ]

Puc. 5.4

B nOuanoroBom OKHe CBOWCTB CETEBOrO MOAKMNIOYEHUs HeobxoaMMo BbiGpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.5).

',';' MoaxnoueHWe NO JCKaNbHOM| CETH - CBOCTEa @

Cem | Operyn

MNopknioueHie yepes:

l.-'lf Realtek RTLE139/810x Family Fast Ethemet ceTesoil agz

O TMEYEHHEIE KOMMOHEHTE! MCTIONEEYKTCH STUM MO GKMTICYEHNEM

Bl Kaspersky Anti-Vius NDIS 6 Fiter -
gﬂnanwpuﬁmm nareTos (oS

gCn‘,rxﬁa L0CTYNE K ainam ¥ npuHTepam ceTeil Micr
.. [poToron MHTeoHeTa Beociy 6 (TCE/1PyE)

(R Mpororon Hrircpricta sepann 4 (TCPAPvE) |
~i llpaisep B/B TONONOra KAHANLHOM O YPOBHA | 4
i OTBETUMK 06HAPYKEHMA TONONOTWK KBHANBHOTO YPOE ™
Tl n

| 3

Onucanne

m

Mpotoxon TCP/IP - cTaHaapTHei npoTokon rnoansHex
ceTel, 06ECNEYNBEIOILNA CEASE MEXY PASTIMYHBIMIA
B3aMMOASACTEYIOWMMA CETAMM

Puc. 5.5
OTKpoeTcs OKHO, B KOTOPOM oOTobpakaeTcs MHGOpMauMa O HaCTpoWMKax CeTeBOro
noakntodeHus. BoamoxHbl ABa BapuaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Bauwlero
MK:
1. Nonyuntb IP-appec aBTOMaTnyecku: IP-agpec Ha3HavyaeTca aBTomatndeckn DHCP-
cepsepom (Puc. 5.6). Ecnu IP-agpec Bawewmy [1K Bblgaetcs aBTomaTtuyecku, Torga Aans

onpefeneHns napameTpoB NOKanbHOW ceTu nepenanTe K NyHkTy 5.1.1 gaHHoro PykoBoacTea.

PykoBoacTteBo no noakntoyeHuto IP-kamepbl NK54140R5
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Ceoiictea: MpoTokon WkTepHeTa sepcnu 4 (TCP/IPv4) &lg

OBlwMe | AnbTepHATUEHERA KoHHrypaLIa |

MapaMeTpil IP MOMYT HA3HEYATHCA AETOMATUHECKH, BCIM CETh
NOAAEPHUBAET 3TY BOSHOMHOCTL, B NPOTWUBHOM CliyYae NapameTpel
TP MOMHO MONYYMTE Y CETEBOMD 3AMMHACTPETOPA.

| (@ Mony-mTe IP-3Apec aBToNaTHHECKN I
() MicnonesosaTe cieayiowmil IP-anpec:

| (@ Mony4MTe agpec DNS-CEpBEPa SBTOMATHHECKH I

() Micnonb3osaTh cieayowme anpeca DNS-cepeepos:

MoATEEPAMTE NEPEMETPEI MPK BeIX0AE [ ———

Puc. 5.6

2. Ucnonb3oBaTtb cneayrowmin IP-agpec: IP-agpec 3agaetca nonb3oBatenemM BPY4YHYHO
(Puc. 5.7):

Ceoiicea: Mpotokon WMutepreta sepaun 4 (TCP/IPv4) &Iﬂ

Obwme

MapaMeTpel IP MOryT Ha3HEHETHCA AETOMATUHECKN, BCM CETh
NOAAEPHNEAET 3TY BOSMOKHOCTE, B NPOTHBHOM CyYae NapameTpsl
IP MOMHO NONYYUTE Y CETEEOMD 8AMUHUCTPETOPE.

() MonyuuTe IP-aApEc SETOMATHYECKM

(@ Wmonb30BaTk CReayowmi IP-anpec: I

IP-anpec: 182 . 168 . 0 . 20
Macka nogceTu: 255.255.255. 0

OcHOBHOM Wo3: 192.168. 0 . 1

Mony4nTe anpec DNS-cepsepa aBTOMaTUHECKW

I‘é- Wnonb30BaTh CNEAYIOWME aapeca DNS-CepEepos:
1

Mpeano4MTaemsIii DNS-cepsep: 192,188 . 0 .

ANbTEPHATUBHGIA DNS-CEpsep:

[T NoaTsepauTs napameTpil npu seixone

Puc. 5.7

3anuwuTe, NMbo 3anomMHUTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka
noacetn, OcHoBHOM W03, DNS-cepsep).

BHUMAHMUE!

Ecnn Bbl He 3anucanu ceTeBble napamMmeTpbl KOMMbKOTEpa, TO TMocrne HaCTpOﬁKI/I Kamepbl 6yp,eT

HEBO3MOXXHO BEPHYTb MX B MEPBOHAYanbHOE COCTOSIHME A1t BOCCTAHOBIEHUSI NMOAKIMIOYEHUS] K NTOKaNbHOM
ceTu u/vnu cetn NIHTepHeT.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl NK54140R5
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5.1.1. OnpegeneHue napaMmeTpoB ceTu Npu agMHamuyeckom IP-agpece

I nasa 5. Hacmpouxa npooonozo coeounenus

NMPUMEYAHMUE!
[aHHbin NyHKT PykoBoacTBa npeAHasHadeH AONns onpefeneHus napameTpoB JloKanbHOW ceTu npu

HasHauyeHun IP-agpeca Bawewmy NK asromatnyeckn (DHCP-cepepom).

D,J'IFI onpegeneHna TeKywnx HacTpOoeK KOMMbTepa B nokanbHom I'IpOBO,EI,HOIZ ceTtun

HaxwmuTe lyck — lNaHenb ynpasneHus (Puc. 5.8).

@ Internet Explorer
C

Skype BEWARD

doxymenTsl

= Microsoft Office Excel 2007

Vzobpaxenna
/| BnoknoT

Myzeika
DVR Server
Wrpsi
BRSController
Komnstorep
BEWARD IP Visor
Manens ynpasnenns
BEWARD Player
YerpoiicTea w npuHTepBl

i Coywber
w TporpammbI N0 yMonuaHuto

ChnyxBel KOMNOHEHTOB
Cnpaska W NOAAEPKKS

Bce nporpammsl

Hadmu npozpasmmel u aiine: EEPLUEHNE

Puc. 5.8
B oTKkpbiBwEMCA OuanoroBOM OkHe Bblbepute MyHKT [[IpOoCMOTP COCTOSIHUA ceTU M

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.9).

@_0- [ v Manens ynpaznenna » - - Meuck & naseau ynpasaerus Fe)

HacTpoiika napameTpos KoMmnbtoTepa

Cucrema v Be3onacHocTs
Mposepka COCTORHMA KOMNBIOTEPE
ApXMENPOBAHNE A3HHBIX KOMMBIOTERE
Mowck  ncnpaenenne npobaem

&I |I'\§c:mcrp COCTOAHWA CETH 1 33434 I
re]

Beifop napameTpos AoMaLLHER rpynnbl 1 oOLwerc
ACCTYNE K AZHHBIM

| ObopyaoBaHWe W 3BYK
MpocMoTp YCTPORCTE W NPUHTEPGE
JoBasnenme yetpoiicTea

MporpaMmel

Yaanenne nporpanmel

Mpocmotp:  Kateropwa ™

YueTHble 3anMcyu NoAbL30BaTenei u

cemeliH...

'Ej‘ MobasneHne W yaaneHue yHEeTHbE Sanucei
noABIOBaTENE

'Eﬂ‘ ¥CTaHOBKa POAMTENECKOTD KOHTPOA ANA BCEX
nonszoeaTenei

OdopMAeHHE 1 NEPCOHAAN3ALWA
VIsMEHEHME TEMbI

Wzmenenne donHa pabouere crona
Hactpoiika paspewlerus 3kpana

Yacol, A3BIK W pervoH

CmeHa packnagkm KNaBnaTypel WIn ApYrng
cnocoboe BECAR

Msnerenme sssica nHTepdeiica

B CrneuvansHele BO3MOXHOCTH

Pexomengyenbie Windows napamerpel
OrTunMsaLIA nS0BpaKEHA Ha IKpaHE

Puc. 5.9

PykoBoacTBo no noaksntoyeHuto IP-kamepbl NK54140R5
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I nasa 5. Hacmpouxa npooonozo coeounenus

B oTkpbiBLIEMCSA AManoroBom okHe HaxxmuTe [MoakntoyeHue no nokanbHou cetu] (Puc.

5.10).

Manens ynpaenexns -
ACMALLHAA CTPaHMLA

Wzmerenne napameTpos
anantepa

WSMEHUTE AONOAHUTENBHBIE
napaMeTpel oBLerc AocTyna

Cra, Tarcke
Bpanamaysp Windows
fomaluHas rpynna

Ceoiictea obozpesaTenn

NMPUMEYAHMUE!

Lo« Ceten Wuteprer » Llentp ynpaenenun cetamm u oBLIMM A0CTyNOM

[poCMOTP OCHOBHLIX CBEJEHWIA O CETU M HACTPOVKA NOAKAKYEHWA

. | = MpocroTp noanoi KapTel
L & ¢

EEWARD Heckoneko ceteit
(3ToT KoMNbrOTER)

WrTeprer

MpocMmoTp aKTMEHBIX CETER MoakntoueHne nin oTKOYEHHE

Cets 4 Twun goctyna: WHTepHeT

OBuwecTBeHHaRA CETh MogknoueHna:
M3MEHEHNE CETEBLIX NApaMETPOE

{il HacTpoiika HOBOMO NOAKNMMEHHUA MK CETH

HacTpoiika BecnpoBogHoro, LUMPOKONOAOCHOTD, MOAEMHOro, npamaro uan YPN-nogeoyenns
WA e HACTpolika MapLUpyTUSaTopa WNK TOUKKM 40CTyNa.

'-5. MoAKNHUNTEECA K CETH

I'Iu,a,mroqenme WAKN NOSTOPHOE NOAKMHIYEHWE K 6E(ﬂpUEUﬂ.HDMy, NpoBE0AHOMY, MOJAEMHOMY
CETEBOMY CORAMHEHWHD WK Nogkntoderie K VPN,

AocTtyn k aiinam u NpUHTEPaM, pacnoNoKEHHBIM H3 APYTUX CETEBLIX KOMMBHOTEPAX, MK
M3MEHEHWE NapaMETPOE 0BLLErD gocTyna.

*& Buibop Aomaluneid rpynnel v napameTpos ebLere qoctyna
@ YcTpaHenue Henonagok

JuarHocTuKa U MCNpaBneHne ceTeBblx NpoGaem WK NonyyeHe ceedeHnii o ncnpaeneHum,

Puc. 5.10

Mpy HanNUYMM HECKOMNbKUX CETEBbIX MOAKIOYEHUA BblOepuUTEe TO, K KOTOPOMY MaHMPYEeTCs MOAKIOYNUTD

IP-kamepy.

B oTkpbiBLUEMCA OKHE HaxxmuTe kHOMKy [CBeaeHus] (Puc. 5.11).

==X

4 Cocrosnue - MogxaoueHne no noKaneHoi ceTn

Ofme

MoaknoyeHue

IPv4-noaknoHeHme: WHTepHET

IPvE-NOOKMOHEHNE: Bes nocTyna Kk MHTepHeTy
MoaknioyeHo
AnuTensHoCTE: 04:47:33

Ci : 100.0 MauT fc

CocToAHMe cpeab:

AKTUBHOCTE
OTnpasneHo —— L,! ——  [puHATO
e

BaiT: 79 188 140 I 805 508 770

[ |S'Cﬁcﬁcrﬁa ] [@'OTmmquTb] [ [AMarHocTuKa ]

Puc. 5.11

PykoBoacTBo no noaksntoyeHuto IP-kamepbl NK54140R5

SEC.RU

KopoTkun nyTb K MHpopmaLmm

CkauvaHo c sec.ru




Be\«UARD I nasa 5. Hacmpotika nposoOno2o coeduneHnus

B okHe «CBeaeHusi o ceTeBOM MOAKIMIOYEHUN» NpeAcTaBneHa crneayowas nHhopmaums
(Puc. 5.12):

CBEAEHWS O CETEBOM NOAKNGHEHIAK . ﬂ

[lononHuTEnEHEIe CEEASHWA 0 CETM

Ceoircteo 3raueHne
OnpeneneqHent ans no..
Onmcarve Realtek RTLB168C(F)/8111C(F) Famiy P
Pusuyeckuil agpec 00-24-1D-57-45-30

HCP exniouen [a

ec IPvd 192.162.0.14

Macka noncem IPvd 255.255.255.0
Aperina nonyuera 11 aemapa 20111 10:27-11
ApeHpa weTexkaeT 11 pespans 2011 r. 10:27:11
Wnioz no ymonyanme IP... 152.168.0.1
DHCP-cepsep IPv4 152.168.0.1
DMScepeep |Pvd 192.168.01
WINScepsep [Py
Cnyxfa NetBIOS uepes... Oa
Mokanerei [PvE-agpec... feB0:3126:2820:8112:163%11
linios no ymonuaro [P
DMScepeep |Pvb

< i i

Puc. 5.12
Ecnn B stom okHe Bbl yBugenm crtpokn — «DHCP BknioueH-[a», «Appec IPv4-

XXX XXX XXX.XXX» (FO€ «XXX.XXX.XXX.XXX» — 3HayeHue |P-agpeca),— 3HaunT IP-agpec Bawemy MK
Has3HayeH aBTomaTtunyeckn. Macka nogceTn ykasaHa B cTpoke [Macka nopcetn IPv4], agpec
ceTeBoro wn3a — B cTpoke [lWnwo3 no ymonuaHuwo IPv4], agpec DNS-cepeepa — B CTpoke
[DNS-cepBep IPv4]. 3anuwute, nmbo 3anomHuTe AaHHble napameTpbl (IP-agpec, Macka
nogcetn, Ceteron wnto3, DNS-cepsep).

BHUMAHUE!

Ecnn Bbl He 3anucanu ceTveBble napameTpbl KoMMNbOTEpa, TO MNocle HaCTpOVIKVI KamMepbl 6yﬂ,eT

HEBO3MOXHO BEPHYTb UX B NepBoHa4asribHoOe COCToAHME AJ1d BOCCTAHOBIIEHNA NOAKITHOYEHUA K noKanbHom

cetn n/vmnu cetn VIHTepHeT.

BHUMAHUE!

Ecnn B okHe «CBepeHusa o ceTeBOM noakntoyvyeHum» Bbl yBugenu ctpokm —«DHCP BknroyeH- Oav,
«IPv4-agpec aBTOHACTPOMKMU-XXX.XXX.XXX.XXX»(FOe XXX.XXX.XXX.XXX — 3HayeHue |P-agpeca),— 3HauuT
Bam He yganocb nogkntountbes K npoogHon cetn (DHCP-cepeep He npucsoun IP-agpec Bawemy [1K).
MpoBepbTe NpaBUIIbHOCTL MOAKIHOYEHMST K NPOBOAHOM ceTu. B cnyyae HeobxogumocTu, obpaTutech K

Baluemy cuctemHoMy agMUHUCTPaTOPY.

PykoBoacTteBo no noakntoyeHuto IP-kamepbl NK54140R5
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Be\«UARD I nasa 5. Hacmpotika nposoOno2o coeduneHnus

5.2. U3ameHeHMe napameTpoB NoKanbLHOW CeTu AN NPOBOLAHOIO NOAKIHYEeHUs

K IP-kamepe

Mo ymonuaHuo IP-kamepa NK54140R5 wmeetr |P-agpec 192.168.0.99. YTto6bl
MOAKIIOYMTBCA K Kamepe AMs NepBOHaYanbHOM HAcTpoOWkn Heobxoaumo, 4Tobbl Baw komnbloTep
Haxoawusncst B TOM Xe NogceTn, Yto n kamepa. MNpu atom IP-agpeca kamep, KOMNbIOTEPOB U NHOObIX

APYrUX YCTPOWCTB B CETU HE AOMKHbI COBNagaTb Mexay coboi.

BHUMAHUE!
IP-kamepa BEWARD NK54140R5 no ymonyaHutio umeet IP-agpec 192.168.0.99. Ecnn Bbl nnaHupyeTte
NOOKITOYUTb HECKOSbKO IP-kamep, TO Ansa UcknoyeHns KoHdnukra IP-agpecoB nogkntodvante kamepbl No

OfHOM 1 n3meHsnTe mx IP-agpeca Ha ntobble cBoboaHbIE B Baller nokanbHOW ceTu.

BHUMAHUE!
Ecnn Bbl yBepeHbl, yto Baw [1K, nogkntoyeHHbIn K npoBogHOW ceTu,u IP-kamepa, duanyecku
MOAKIIOYEHHAs K TOM xe ceTu, Nnbo Hanpsamyto Kk Bawemy MK, HaxogsTca B ogHon nogcety, Bol moxeTe

cpasy nepentu K nyHKTy 5.3 aaHHoro PykosoacTea.

[nsa n3aMeHeHns TekyLMX HacTpPOeK KOMMbIoTepa B NOKanbHOM NPOBOAHON CETU HaXMUTe
IMyck — MaHenb ynpaeneHus (Puc. 5.13).

@ Internet Explorer
C

a Skype BEWARD

NokymenTe

=
|L35._'. Microsoft Office Excel 2007

e MzobpasceHmna
i J BaokHoT

Mysbika
@ DVR Server

Wrpei
@ BR5Controller

Komnetotep
m BEWARD IP Visor

MNaHens ynpasneHna
w EEWARD Player

YerpoiicTea n npuHTEPSI

'*""La Crnybo
Mporpammel No ymon4aHno

Q
,%a Cny#Bbl KOMNOHEHTOE
Crpaska n nogaep:ka

» Bce nporpamme

| Halmu npozpammsi u ghailabi

Puc. 5.13
B oTkpbiBwEeMca OuanoroBoM OkHe Bblbepute nyHKT [[IpocMOTP COCTOsIHUA ceTu M
3apav] B pasgene [CeTb n UHTepHeT] (Puc. 5.14).

PykoBoacTteBo no noakntoyeHuto IP-kamepbl NK54140R5
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G-

Hacrpoﬁka napamMeTpoB KOMNbHOTEPa Mpocmotp:  Kareropua >

Cuctema M Ge30NACHOCTh YueTHble 3an1cK Nonb3oBaTeneid u
Mpoeepka cocToAHNA KOMNBIOTERE ceMerH...

ApXMBMPOBAHKE AHHEIX KOMMBIOTEPE '@' JloBasneHue u yaaNeHNE YUETHBIX 3aNUCel
Mownck  ucnpasnerne npoGnem nonL3oBaTeNEi

'@' YcTaHoBKE POANTENECKOTD KOHTPOAR 408 BOEX

Ceth i MHTepHeT nonesosaTenci
&h @ccmcrp COCTOAHNA CETH M Bd,ﬂ,a
Ce Boifop napameTpos ACMaLLHER rpynnbl n oBLLero . O¢OpMﬂEHME W NMepcoHannsauua

ADCTYNE K A3HHBIM M Vlzvenenne Tenel
Wsmernenne dona paboyero crona
HacTpoiika paspeluenna 3xpana

O6opyaosaHe 1 38yK
MpocMoTp yCTPoIACTE 1 NPUHTEPOE
JoBasneHue ycTpoicTea Yackl, A3LIK M pervoH

CMeHa packnagkv KNasnaTypsl WK Apyrix
I'IporpaMMb\ . cnocoBos BB04a

¥AaneHune nporpammel Mzmenenne aspika nHTepdeica

CI'IEELLHaJ'IthIE.‘ BO3MOXHOCTH
Pexomengyenbie Windows napamerper
ONTMMU3ALNA M30BPaKEHNA HA 3KpaHE

Puc. 5.14

B oTkpbiBLIEMCA OKHE HaxmuTe «loaknovyeHne no nokanbHon cetn» (Puc. 5.15).

L« Cetbn Wrtepner v Llentp ynpasnenua cetamm n oBupm goctynom

Manens ynpaeneqma -

TR SR MpocMOTP OCHOBHLIX CBEAEHWIA O CETW M HACTPOMKa NOAKNHOYEHUI

E,‘ahl ;' Mpecvotp nonHoil kapTel
V3MEHEHNE NAPaMETPOE — -

apanTepa BEWARD Heckoneko cetei WrrepHer
MzmennTe gononHuTENEHEIE (3707 KoMnstoTER)
napamerpel oBLLErD 4oCTyna MpocmoTp akTHBHEX CeTel MeaknioueHne nan oTKIOYEHKE

Cems 4 Tun goctyna: WnTtepHer
OBLecTEeHHaA CETE Mogkntouerna:

zmeHEHNE CeTEBBEX N PaMeTpoB

ﬁl Hacrpoiika HOBOrO NOKAMOYEHNA MW CETK
R

HacTpolika BecnpoBciHoro, LUMPOKONoADCHOrD, MOdemMHore, npaMore wan YPN-noaknrovedna
WK KE HACTPOMHKE MapLUPYTU3aTopa MK TONKN A0CTyna,

‘5‘. MeakarounTeca K ceTn

MogKNHOYEHNE NN NOBTOPHOE NOAKAHNEHNE K BECNPOBOAHOMY, NPOBOAHOMY, MOLEMHOMY
CETEBOMY COEQMHEHMIC WK nogntouenne k VPN,

Brifiop gomMaluneii rpynnbl v napamerpos obLero goctyna

Cra. TaioKe Joctyn K dainam 1 NpUHTERaM, PaCNONOKEHHBIM HA APYTWX CETEBLIX KOMNBHOTEPAX, MW
’ W3MEHEHWE NapamMeTpoe oBLere gocTyna,

Bpanamay3p Windows P P o

Jowmawnan rpynna ¥CTpaHeHne HeNoNagoK

CeoilcTea oBospesatena JWarHocTuka W NCNPaBneHne CETEBBI NPOBAEM AW NOAYYEHNE CBEAEHWA 0B MCNpaBneEHum,

Puc. 5.15
NMPUMEYAHMUE!
Mpn HaNMM4YMM HECKOMbKMX CeTEBbIX MOAKMIOYEHWI BbibepuTe TO, K KOTOPOMY MMaHMPyeTCcs NOAKIOYUTL

IP-kamepy.

B oTkpbiBLUEMCA OKHE HaxmuTe kHonKy [CBomncTBa] (Puc. 5.16).

PykoBoacTBo no noaksntoyeHuto IP-kamepbl NK54140R5
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~
4 CocrosHue - MogxaoueHne Mo AoKanLHOW ceTH ﬁ
Ofiwme
MoaknodeHie
IPv4-noakmoYeHre: WHTepHeT
IPvG-NoaKnoHeHHE: Bes gocTyna K MHTEpHETY
CocTosHWe cpeab!: MoaknoyeHo I
i
AnuTensHocTe: 04:47:33 |
CKOPOCTL: 100.0 MBwmT/c

CeeneHHA.. .

AKTWBHOCTE
OTnpaeneHo t"\,‘. MpuHaTO
=

=~
BaliT: 79 188 140 805 509 770

[ '5'CBOL‘»‘|CI'BE ]['5'OTKJ1IOHMTI:] [,ﬂMEI’HOCI'MKB ]

Puc. 5.16
B OTKpblBLLEMCSI OKHE CBOWCTB CETEBOrO MOAKMOYEHUss HeobXxoaMmo BbiGpaTb MYyHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBoncTBa] (Puc. 5.17).

- —
4 MoaknroyeHWe No AOKENBHOW CETH - CBOWCTEA M

Cem | Oocyn

Moaxnioverue yepes:

E" Realtele RTLE139/810x Family Fast Ethemet cetesoit an:

CmveyeHHEIE KOMMOHEHTE! HCNONb3YIOTCA 3TMM NOAKNIDYEHWEM

3B Kaspersky Anti-Virus NDIS 6 Filter -
.@ MnaHuposwmk nakeTos QoS

gCnyxﬁa LOCTYNA K Painam v npuHTEpam ceTen Micr —
W - [poToken MHIepHeTE B2 G P/1PvE

e Jf aﬁBep B/B TONONOra KaHaneHoro YpoBHA

4. OTBETUMK 0GHAPYXEHWA TONONOrMKM KaHaNbHOMo YPOE ™

[l 1 ] [k
YeTaHoBuTs. .. Yoanmte CaoitcTea
Onucanme

MpoTokon TCP/IP - cTaHaapTHER NpoTokon riofansHemE
ceTeil, 00ECTeYMBEIOILNIA CEASE MEX Y PASNUHHBIMK
B3aMMOSACTEYIOLLMMI CETAMM.

0K ] [ Ommena

Puc. 5.17
B nossuBLuEMCA OKHE HEOOXOAMMO YCTaHOBUTbL 3HauveHus |IP-agpeca M macku nopceTw.
Buibepute nyHkT [Mcnonb3oBaTtb cnepyrowmn IP-agpec] n Beegute ceobogHbii IP-agpec n3
noacetn kamepbl, Hanpumep 192.168.0.20, 1 Macky noacetun — 255.255.255.0. OcrtanbHble

3HayeHus BBOAUTb HeT HeobxoanmocTtu (Puc. 5.18).

PykoBoacTteBo no noakntoyeHuto IP-kamepbl NK54140R5
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Be\«UARD I nasa 5. Hacmpotika nposoOno2o coeduneHnus

Ceoiictsa: MpoTokon MntepreTa seponn 4 (TCP/PvA) M

Ofuwme

MapameTpsl IP MOryT HASHEYETHCA BETOMETHHECKH, ECM CETh
NOAAEMHMBAET STY BOSMOMHOCTL, B NPOTHBHOM Cny4ae NapaMeTphl
IP MOMHO MONYYWTE ¥ CETEBOr0 SAMMHUCTPATOPA.

() Mony-uTh IP-aapec aBTOMATUHECKH

(@ Wcnonesosate cienytowmi IP-agpec:
IP-anpec: 192 .168. 0 . 20

Macka nogceT: 255 .255.255. 0

OCHOBHOI LUMKO3:

Mony4uTe agpec DNS-Cepeepa aBTOMaTHHEKI
(@ Wcnonesosate cieaytowme agpeca DNS-cepsepos:

MpeanoynTaemsi DNS-cepeep:

ANETEpHaTHBHEN DNS-cepeep:

[FIneaTeepauts napameTpel npw seixone
l Ok I OTMeHa

Puc. 5.18

[na npumMeHeHnst U3MEHEHMI HacTpoek HaxxmuTe KHomky [OK] Bo Bcex OTKPbITbIX OKHaX.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl NK54140R5
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5.3. NMonyyeHune pgoctyna Kk IP-kamepe ¢ nomoubio 6pay3epa Internet Explorer

[na pgoctyna K kamepe c nomoubio Gpaysepa Internet Explorer 3anyctute ero n B
afpecHon cTpoke BBeguTe 3anpoc: http://<IP>:<port>/,—raoe<IP>— IP-agpec kamepbl, a <port>—

3HayeHne HTTP-nopta. MNocne atoro Haxmute [MepenTun] nudo [Beoa] (Puc. 5.19).

BHUMAHUE!
IP-kamepa BEWARD NK54140R5 no ymonyaHuto umeet IP-agpec 192.168.0.99, HTTP-nopT 80.

NMPUMEYAHUE!
Ecnn gna HTTP-nopta ucnone3yetca 3HadeHue 80, Toraa Ans [ocTyna K Kamepe 4yepe3 OGpaysep

[OCTaTOYHO BBECTU B agpecHon ctpoke «http://<IP>/», roe <IP>— IP-agpec kamepsbl.

Q': -.i/.]| & http://192.168.0.99/ P-a3X H = MycTan cTpaHnua Pk,

Puc. 5.19

5.4. Nony4yeHue aoctyna K Be6-nHTtepcency IP-kamepbl
Mocne 3arpy3ku cTpaHuubl Beb-mHTepdenca kamepbl npu nomown 6paysepa Internet
Explorer Bbl yBuanTe okHO aBTopu3aumv. BBegute ums nonb3osatens n naponb. Mo ymonyaHuto

ncnonb3yeTcs MMs nonb3oBartens —admin, naponke No ymonyanuo — admin (Puc. 5.20).

BesonacHocts Windows #
iexplore.exe
[na exopa Ha cepeep 192.168.0.227 HyxHbI MMmA
NoNbL30BaTENA W Naponk. Cepeep CcOOBLIAET O TOM, UTO OH
HaxoguTca B NK54140R5 H.265 IP Camera - 1868823A0481.
| MNapone |
|:| 3aNOMHMTb yUeTHble AaHHbIE
oK Otmena
Puc. 5.20
PykoBoacTBo no noaksntoyeHuto IP-kamepbl NK54140R5
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NMPUMEYAHUE!

[ns koppekTHoi pa6oTkl BEO-nHTepdeiica IP-kamepbl Heobxoauma Bepcust Gpaysepa Internet Explorer

He Huxe 9.0.

Ona npocmoTpa wu3obpaxeHna ¢ |IP-kamepbl u4epe3 ©Opaysep Internet Explorer
ucnonbe3yotca KomnoHeHTbl ActiveX. Internet Explorer He MMeeT 3TMX KOMMOHEHTOB B CBOEM
COCTaBe UM 3arpyxaeT MX HenocpeACTBEHHO C KaMepbl Ans nocrneaylouwen ycTaHoBKU. B HUxHen

4yacTu okHa Bpay3sepa NosiBUTCS BCMMblBaloLLiEe onoBeLleHne cuctembl 6esonacHoctu (Puc. 5.21).

BELWARD [ oo [ toponn[__swea ]

. O comon B 3awce [ voerswwns [0 Passeoeurs [ Coomousswe (B Opwrean B noomeme (B8 vaospamenme

s ActiveX, npeapnATyYa ST BeGrcaiTow. e sakno e i

Puc. 5.21

HaxmuTe Ha kHonKy [YcTtaHOBUTL] 4N yCTaHOBKM KOMMOHEHTOB ActiveX.

BHUMAHMUE!
YcTaHoBKa KOMMoHeHToB ActiveX, HeobxoauMmblX Ans NPocMoTpa M300paxeHusi ¢ Kamepbl, BO3MOXHa

TonbKko Ha 32-6uTHyto Bepcuto Bpaysepa Internet Explorer .

Mpwn yctaHoske ActiveX ana OC Windows 7 wnn Vista cuctema 6esonacHocTn Gpaysepa
Internet Explorer 6ynet asBTomaTtudeckm OnokupoBaTb ycTaHoBky ActiveX. [na npogosmkeHus

YCTaHOBKW HaXXMUTE KHOMKY [YcTaHOBUTBL] B OKHE NoATBepXaeHUs ycTaHoBku (Puc. 5.22).

PykoBoacTteBo no noakntoyeHuto IP-kamepbl NK54140R5
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1
Internet Explorer - MNpeaynpexaerve cnoremel BesonacHocTy ﬁ

YCTaHoBHT b 3TO NPOrpaMMHOe obecneuenne?

Mma: ActiveX Control (2013.11.04)

Mzpatens: BEWARD Co., Ltd

LononHUTENEHD YCTaHOBMTL ] [He YCTAHAEMMBATH

i = | D&EMANE M3 MHTEPHETE MOrYT DbiTe NONE3HEl, HO 3TOT THN HEHNE MOXKET
1 G NOBPEAMTE KOMMBOTED. CREAYET YCTAHABNMESTE NPOrPaMME], MOMYHEHHEIE
= TONBKD OT A0BEPEHHOND M34aTeNA, PaKToDs DMCKa

Puc. 5.22

lMocne aToro nosiBUTCA OKHO, MHAopmupyowee Bac o HeobxogmMmocTu 3akpbiTvs Be6-

Opaysepa ans yctaHoBku. 3akpownTe Internet Explorer n Haxmute kHonky [OK] (Puc. 5.23).

Warning M

7

IE windows must be close before install ocx, OK?

OK I Otmena

Puc. 5.23

3arem, OTKpOEeTCS OKHO YCTaHOBKM KOMMOHeHTOB ActiveX. Haxxmunte kHonky [Install] (Puc.
5.24).

i B
# Install OCX ‘ =
@ ‘ Install ‘ ‘ Uninstall ‘ Clase

Puc. 5.24
Mocne ycnewHon yctaHoBku Bbl yBuamte coobueHne «Register OCX success(C:\)» B

HWXHeN cTpoke okHa. HaxxmuTte kHonky [Close] onsa Beixoga u3 okHa yctaHoBku (Puc. 5.25).
i ™y
& Install OCX ‘ [

@ Install ‘ Uninstall ‘

| Register OCX success(CNetVideoX)

Puc. 5.25

PykoBoacTteBo no noakntoyeHuto IP-kamepbl NK54140R5
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NMPUMEYAHUE!

B onepauuoHHon cucteme, otnmnyHom ot Windows 7, unu B 6paysepe, otnudHom ot Internet Explorer 9.0,

Ha3BaHUA MEHK WU CUCTEMHblE COO0OLLEHMS MOryT OTnun4aTbCA OT Ha3BaHUN MEHK M CUCTEMHbIX

coobuweHun B apyrnx OC cemerictea Windows unu B gpyrux 6paysepax.

NMPUMEYAHUE!

Mpun yctaHoBke ActiveX ans OC Windows 7 wnu Vista npu BKMOYEHHOM KOHTPOJSIE YYETHbIX 3anucemn
OyoeT OOMONMHUTENbHO MPOM3BOAMTBCS OGNMOKMPOBKA YCTaHOBKM, O YeM nonb3oBatento 6ygeT BblAaHo
pononHutensHoe onoselleHne. [na paspelleHns ycTaHOBKM HeobXOoaMMo yTBEpAUTENbHO OTBETUTL B

nosABUBLLEMCA OKHE.

B apgpecHon ctpoke O6pay3sepa BBegute IP-agpec kamepbl n Haxmute [Enter]. OTkpoeTcs
OKHO aBTopu3auun. Beegute ums nonb3oBatend n naponb. M0 ymMonyaHuio UCMNonb3yeTca UM

none3oarens —admin, napone no ymonyaxuio —admin (Puc. 5.25).

BHUMAHUE!

Mocne aBTopusaumm Bbl MOXeTe WM3MEHUTb UMS MOMb30BATENs U MNaponb B MeHw Hacmpolka —
CucmemHble — [Nonib3ogamenu. Ecnu naponb unu nmsa nonb3oBartenst yTepsiHbl, 70 IP-kamepy MOXHO
BEPHYTb K 3aBOACKNM yCTaHOBKaM. [1nsg c6poca HacTpoek HeobXxoaMMO B TeYEHUE OECATU CEKYHA HaxaTb

KHOTMKy cbpoca Tpu pasa ¢ npomexxyTkamu 6ornee 1 cekyHabl Mexay HaxaTUsiMu.

BesonacHocte Windows *

iexplore.exe
[na Bxopa Ha cepsep 192.168.0.227 HyXHbI UMA

nonb30BaTena u napons. Cepeep COOBLIAET O TOM, UTO OH
HaxoauTcA B NKb4140R5 H.265 IP Camera - 1868823A0481.

‘ Maponb ‘

D 3anomMHWTE YUYETHBIE AaHHbIE

OK OTmMmeHa

Puc. 5.25
Mocne ycnewHon aBTopm3aumm Bel nonyunte gOCTyn K afieMeHTam ynpasfeHns kamepbl U

n3obpaxeHuto ¢ Hee (Puc. 5.26).

PykoBoacTteBo no noakntoyeHuto IP-kamepbl NK54140R5
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SEWARD T (T T ST TN

envuute [ Passepryms CootHowetve [l Opuruman VUK/OGHexTvE Vi3obpaxeHie

Puc. 5.26
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5.5. UameHeHMe HacTpoek noakno4veHus |IP-kamepbl Yepe3 Be6-nHTepdenc

Mocne nogknioveHust K IP-kamepe HEOBXOOMMO N3MEHUTb €e HACTPOWKM Takum obpasom,

4YTOObI OHa HaxoAunacb B OAHOW NOACETU C ocTanbHbIM 060pya0BaHUEM.

BHUMAHUE!

[ns coBmecTHOW paboTbl HECKOMBKMX YCTPOWCTB B OAHOWN Nnoacety Heobxoammo, 4Tobbl y HUX coBnaganu
nepBble Tpu Yactu IP-agpeca, 1 NONHOCTLIO COBMNagana macka noaceTw.

Hanpumep, IP-agpec Bawero INK: 192.168.50.40. IP-agpec pasgeneH ToykamMu Ha 4veTbipe okTteTa. B
naHHoM npumepe: 1 okteT — 192, 2 okteT — 168, 3 okteT — 50, 4 okTeT — 40. Bam Heo6X0AMMO N3MEHUTL
IP-agpec kamepbl Tak, YTobbl MX NepBble TPM OKTeTa coBnaganu, To ecTb |IP-agpec kamepbl OOMXKeH
nmeTb Bua: 192.168.50.XX. YeTBepTbili OKTET IP-agpeca kaxxgoro ycTponcTBa ob6a3aTenibHO JOMKEH ObiTh

CBOUM.

[lns n3aMeHeHuUsi ceTeBbIX HACTPOeK B BEG-UHTEpPENCe HAaXXMUTE B FNaBHOM MEHIO Kamepbl

kHonky [HacTpowku] n nepengute B meHto Cems — LAN (Puc. 5.30).

BE@\VARD

NokankHele HacTtpoika LAN

Bupgeo

Cetn Wcnoneaosats IPvE [

» OcHoBHBIE DHCP []
T Bepoun P [17v4 v
> PPPOE aAp 192. 168. 0 . 227
> UPnP oA 255. 255. 255. O
> Bonjour 192 168. 0 254

Mpeanountaemsd DNS | 197  165. o . 254
» E-mail

st o0 oo ]
> FTP 0. 0. 0.0

MAC-agpec [ 00-5A-21-32-F3-04

> DDNS

> RTSP

» HTTPS
> CamDrive
> Yeepomnenue

3anuce

Tpesora

CucremHble

Puc. 5.30
B TekctoBbix nonsx [IP-appec], [Macka noacetn], [OcHoBHOW W3],
[MpeanounTtaembin DNS], [AnbTepHaTuBHbIAN DNS] HYXHO BBECTU Takume 3HA4YeHus, 4ToObI
Kamepa nonana B OAHYy noacetb C ocTanbHbiM obopypoBaHuem (Puc. 5.30). Ona aTtoro
obpaTutech K paHee 3anucaHHbIM, TEKYLLUM HAacTPOMKaM NMPOBOAHOW MOKasrbHOM CeTu (CM. MyHKTbI

5.1 nnn 5.1.1) 1, B COOTBETCTBUM C HAMU, YCTAHOBUTE BbllLIEyKa3aHHbIE NapamMeTpsbl.

NMPUMEYAHUE!
B cnyyae HeobxogumocTW, ANs HAcCTPOWKW CeTeBbiX MapamMeTpoB YCTPOMCTB obpatuTech k Bawemy

CEeTEeBOMY afMUHUCTPATOpY.

PykoBoacTteBo no noakntoyeHuto IP-kamepbl NK54140R5
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ﬂ,J'IFl npuMeHeHnA N3MEHEHUN CETEBbLIX HaCTpPOEK KaMepbl HAXMUTE KHOIKY [COXpaHMTb],

nocre yero NOABUTCA yBeJOMIEHNE O Nepe3arpyske yCTponcTBea.
Mocne nepesarpysku, IP-kamepa Oyaet AocTynHa no 3agaHHomy Bamu IP-agpecy. Ha atom

HaCTp0I7IKa npoBOAHOIO NOAKNMK4YeHNA |P-KaMepr 3aBepLlieHa.

PykoBoacTteBo no noakntoyeHuto IP-kamepbl NK54140R5
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I nasa 5. Hacmpotika nposooHoco coeduneHus

YT06bl BEPHYTb 3HAYEHMSI NMPOBOAHOIO CETEBOrO MOAKIOYEHWUSI K YCTAHOBMEHHBIM paHee
3Ha4YeHUsIM, BbINOSHUTE CrieaytoLne OencTBus.

Haxwmute lMyck — NManenb ynpaeneHus (Puc. 5.31).

.,

p:

le Internet Explorer >

@ Skype N cewaro

|25 Microsoft Office Excel 2007 v ik
o WsoBpaxenna

“-‘j BnokHoT »

Myssika
E DVR Server

Wrpsi
m BRSCentroller

Komnbrorep
m BEWARD TP Visar

w BEWARD Player

S Coywd
gt Cpkte

Manens ynpasnexnn
YcTpoicTea M NPUHTEPLI
TMporpaMms! No yMoNuaHAK

)
&, Cnyxbel komnonenTos
Cnpaska u nogaepxka

»  Bcenporpamusl

\ pozpa FIW [F=ecpiicrine pasorer |+ |
=

T B & & &

Puc. 5.31
B oTkpbiBlEMCA OuanoroBoM OkHe Bblbepute nyHKT [[IpOoCMOTP COCTOSIHUA ceTU M

3apayv] B pasgene [CeTb n UHTepHeT] (Puc. 5.32).

4
\

A
4

-

HacTpoiika napameTpoB KOMNboTepa

Cucrema v He30NacHOCTh
MpoBEpKa COCTOAHNA KOMMBIOTERE

AFXHEHFCEEHHEAEHHHX KOoMOBHOTERS
Monck n WCNpasnedHne I'IpCﬁJ'IEI’\-‘

NHTepHeT
[1 QCHMOTR COCTOAHWMA CETW M 33434 I

Beiop napametpos aomaluHel rpynnel u obuere
A0CTYN3 K A3HHBIM

ObopyaosaHWe 1 3BYK
MpocmoTp yoTpoiicTe u NpUHTEpoR

[lloBasnenue ycrpoiicTea

Mporpammel

YaaneHne nporpammbl

Puc. 5.32

Mpocmorp:  Katercpua =

YUeTHble 3aMMcKU NoAs30BaTENER 1
CEMEH...

'@' JloBasneHme 1 yAaNEHNE YHETHBIX 3aNKUCEi
Nones3oBaTENE

'@‘ ¥CTaHoBKa POANTENECKOrO KOHTPOA 4NA BCEX
nonssceaTenei

OgopmMneHne N NepCoHanMsaLua
MamereHne Tembl

MzmeHenue drona pabouero cTona
Hacrpoiika paspelueHuna 3kpana

Yacel, A3bIK U PErMoH

CrmeHa packnagkn KNaenatypel Wan apyrix
cnocoboe BEOA

MzmeHenme asbika uHTepdeiica

CneunansHble BO3MOXKHOCTH
Pekomengyemeie Windows napametpel
OnTMKsaLNA M306PaKEHNA Ha IKpaHE

B oTkpbiBLIEMCA OKHE HaxmuTe [MoakntoyeHune no nokanbHoun cetn] (Puc. 5.33).
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Gu

Marens ynpasnenis -
T p——

HTEPHET b LLEHTP yNpaBAEHNA CETAMM M 0BLIMM 40CTyNOM

MpocMOTP OCHOBHBIX CBEAIEHWIA O CETW W HACTPOiiKa NOAKAKYeHWH

1Ay [ ™ g Mpochiotp nonHoi kaprsi
. X

Mamenehne napameTpos L
aantepa BEWARD Heckonsxo cereii Wrreprer
VMeHUTS ACNOAHUTENbHEIE (3707 KOMRBIOTED)
napamerpel obuiers goctyna MpocoTp akTnBHsX cereii Moaknionenie wan oTknroerne
= Cems 4 Tun gectyna: rreprer
T OBLuecTEenHaR ceTe Moaknrouenms:

Vamenerme ceresei napanmerpos

G Hacrpoiixa Hosore nogkoueHnn wn cetn
-

HacTpoiika BECMPOBOAHG, LIMPOKOMONOCHOTS, MOAEMHO, APAMOTD WA VPN-nogkaroueHis
WM e HACTPOIiKa MapLUPYTY3ATOPa WAV TaUKN AOCTYMa.

MogkntounTecs K ceTn

i

TMoAKFOHEHIE MK NOETEPHOE NOAKTIOHERHE K BECTIPOECAHENMY, POEOAHOMY, MOASMHONY
ceTesomy coeanHERIID AN MoaKARYERNe K VPN,

JlocTyn K baiinant i NPUHTERaM, PACTONOKEHHBIM Ha ABYT VX CETERBIX KOMMEIOTEPAX, WM
UsMEHeHIE napameTpos obLLEro AocTya,

@, B=60p aoauwiei rpynnes n napanierpos oBusero aocryna
Cm. Tarcke
Bpanamayap Windows

Jowawnaa rpynna Yerpanenne Henonagok

CaoiicTea oBospesaTenn [IMAFHOCTHKS 1 MCMPaBAEHHE CETEB X MPOBAE AN MDAy EHUE CaeAEHMii 06 MCTPaENeHIN.

Puc. 5.33

B oTkpbIBLIEMCA OKHE HaxmuTe kHornky [CBomncTBa] (Puc.5.34).

~
U Cocroamue - Mogkniouenne No NOKansHOMR ceTh ﬂ
Ofume
MNoaknoyeH1e
IPv4-NoaKIOHERre: WHTepHeT
IPvE-NOAKIIOYEHME: Bes aoctyna K MHTepHeTY
COCTOAHWE cPedbl: MoprnoYeHo
JNUTENBHOCTE: 04:47:33 I
CKOpOCTb! 100.0 MéuT fc

AKTHBHOCTE

OTnpasneHo L_\q! MpHHATD
e
Baiir: 79188 140 805 509 770

| [ CeolicTBa

:|DTKJ1|0HMTb] [,ﬂmarHochKa ]

Puc. 5.34

B OTKpbIBLLEMCA OKHE CBOWCTB CETEBOro MOAKMYEHMST HEeobXxoaMmo Bbl6paTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxxaTb kHornky [CBoncTBa] (Puc. 5.35).
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-

L Moakntouenne No NOKANLHOMN CETW - CEORCTER ﬁ

Cem | Ooctyn

MogrnioveHing yepes:

‘-'-." Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.@ Mnarmposwwk nakeTos QoS
SCn'{xﬁa ADCTYNE K $ainam u npuHTepam ceTel Micr
& [ooToren MHrepHeTs sepcin § P/APyE)
(2 Nporoxen Wrrepreta epeun 4 (TCP/Pvd) |
- IpaiEep B/B ToNonora KaHankHOro YpoBHA |
-+ OTBeTMK 0BHEPYKEHMA TOMONOMMM KaHANSHOM YPOE =
[l i |

3
YeTaHoBUTE... Yoanuts | CaoitcTea I

Onucanve

Mpotokon TCP/IP - cTaHaap eI npoTokon rnofansHsms
ceTed, 06ECnEYMBaIOLLIMA CEBASE MEXKLY PASMM4HEIMK
E3EMMONEACTEYIOLLMMIA CETAMM.

oK ] [ Ommena

Puc. 5.35
OTKpoeTCs MEHIO, B KOTOPOM HEOOXOAMMO YCTaHOBWUTb 3HAYEHUSA HayanbHbIX HACTPOEK,
3anucaHHbIX Bamu paHee (CM. nyHKTbl 5.1, 5.1.1 gaHHoro PykoBoacTea).
Ecnu mnsHavanbHo IP-agpec Bawewmy MK HasHauyancs aBTomMaTuyecku, Torga Bblbepute
nyHktel [Monyuntb IP-agpec aBtomatuuecku] wu [[Monyuntb agpec DNS-cepBepa

aBToMartu4ecku], nocne 4vero HaxmuTe kHonky [OK] onst Bcex oTKpbITbIX OKOH (Puc. 5.36).

Ceoiictsa: Mpotokon MkTepreTa sepcnn 4 (TCP/IPv4) l&lﬂ

Ofiwme ANbTEPHATMBHAA KOHQHI YpaLma ‘

MNapameTpel IP MOryT Ha3HAYATHCA SETOMATHHECKM, BCAM CETh
MOAAEPHUBSET STY BOSMOMHOCTL, B NPOTMBHON ciyYae NapaMeTpel
IP MOXHO MOAYUWTE ¥ CETEEOr0 AAMMHUCTPATOPA.

|-@- Monywits IP-aapec aBTOMATHYECKK I
(0) MNoNb30BaTE CREAYKOWMIA [P-aapec:

| (@ Monysntb anpec DNS-CepEEpa SETOMETUHECKK I

() Minonb308aTh CNEAYIOWAKE aapeca DNS-Cepsepos:

MNoATSEpANTE NEPEMETPEI NP BhIX0AE ——

Puc. 5.36
Ecnu unsHavanbHo IP-agpec Bawewmy MK 6bin 3agaH Bpy4qHylo, Torga Bblibepute MyHKT
[MUcnonb3oBaTb cneaywowmn IP-agpec] n 3anonHute Heobxogumble nonsd (CMm. nyHKT 5.1

AaHHoro PykosoacTea), nocne yero Haxmute kHonky [OK] ans Bcex oTKpbITbiX OKOH (Puc. 5.37).
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Ceoitcrea: Npotokon Wetephera eepcnn 4 (TCP/IPv4) &Iﬂ

Ofwme

MapameTpel IP MOMYT HASHEYETECA ABTOMETHHECKH, BCM CETE

NOAAEPHMBAET STY BOSMOMHOCTE, B NpOTHSHOM Cryyae MapaMeTpel
IP MOXHO NONYYMTE ¥ CETEBOr0 aAMUHUCTPETOPE.

() ManyuuTe IP-afpec aBTOMETUHECKH

@ WNonb30EaTh CNeayWKiA IP-aapec: I
IP-appec:

192.168. 0 . 20
Macka nonceTu: 255,255 .255. 0
OcHOBHOI WAk 192.168. 0 . 1

Mony-mTe agpec DN5-cepsepa asToMaTHHecM

I-é- Wcnonb3oBaTte CNeAYIOWME aapeca DNStepBepoB:I

| MpeanounTaemeni DMS-cepsep: 92.188. 0 . 1 |

AnbTepHaTHBHEIR DNS-cepeep:

[CIMoaTeepanTs napareTpel npn Beixone

AononHUTENEH. . .

Puc. 5.37

5.7. TpoBepka npaBUNBLHOCTM HaCTpoOeK

noaknoyveHns |[P-kamepbl K
NoKanbHOMU ceTu

Ona  KOHTPONS nNpaBUNBbHOCTU CETEBbLIX HACTPOEK Kamepbl W KOMMbKOTEPA HYXXHO
NoAaKMYNTLCS K Kamepe Yepes 6payaep Internet Explorer.
3anyctute 6paysep Internet Explorer. [ina atoro Haxmute Myck — Bce lMpoepamMmbi v
BblbepuTe cTpoky [Internet Explorer].
Beeaute B

agpecHon cTpoke |P-agpec, nNpPUCBOEHHbIN kamepe  (Hanpumep:
http://192.168.0.99) (Puc. 5.38).
G'i;ﬁ'@ hitp://192.1680.09/ £ - X || @ ryeras cpanuaa il N h
Puc. 5.38

Mpn npaBurbHbLIX HACTPOMKax OTKPOETCH OKHO aBTopu3auuu. [na aBTopusauuu BBeauTte
nmsA Nonb3oBaTtensa u naposnb, nocne Yero Haxvute [OK] (Puc. 5.39).

BHUMAHUE!

Mma nonb3oBaTens no ymonyaHuto: admin. Maponke no ymonyaHuo: admin.
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Besonacrocts Windows X

iexplore.exe

[nsa Bxojda Ha cepeep 192.168.0.227 HyHbBI UMA
NoAL30BaTeNa U Naponb. Cepeep coOBLLAET O TOM, UTO OH
HaxoauTca B NKE4140R5 H.265 IP Camera - 1868823A0481.

Mma nonbsosatens ‘

‘ MNapone ‘

D 3anoMHUTL YUYETHBIE AaHHBIE

oK OTmeHa

Puc. 5.39
Mpy NpaBMNbHO BBLINOSTHEHHbLIX AENCTBUSAX Bbl cMoOXeTe 3anTn B BebG-uHTEpdenc yepes

Opaysep n yBugeTb nsobpaxeHue c Bawen IP-kamepbi(Puc. 5.40).

SESVARD T S T T ST

B cumox B¢ 3amuce {18 Yeenmum Pa3sepHyTb Cootowenve [illj Opurvnan B8 vosvexve [l vaospaxenme

Puc. 5.40

NMPUMEYAHMUE!
B cnyyae HeygayHoro coegMHeHuUsi C Kamepon, NpoBepbTe MpaBUIIbHOCTb MOAKIIOYEHUS K MPOBOLHOWM
CeTun, BEpHUTECh B Ha4ano AaHHON rnasbl U NOBTOPUTE HAcTporky. B cnyyae HeobxogumocTu obpatutech

K Bau.lemy CUCTEMHOMY aAMUHUCTPAaTOopy.
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MnaBa 6. NogkntoyeHue IP-kamepbl K ceT UHTepHeT

6.1. O6wume cBeaeHUA 0 noakno4vYeHun IP-kamepbl K ceTn UHTepHeT

Mpn ycrtaHoBke |P-kamepbl 06blMHO TpebyeTca MMeTb K Hel [OCTyn He TOfbKo M3

nokanbHOM CeTu, HO U U3 ceTn NHTepHerT.

B atom cnyyae ana ogHoBpemeHHOW paboTbl KOMMbOTEPOB, HOyTOyKOB, IP-kamep u

apyroro obopyaoBaHus B ceTn VMIHTepHeT, Yalle Bcero, NCnonb3yeTcs MapLupyTmM3aTop.

Mpn opraHusaumm poctyna Kk IP-Bugeokamepam u3 cetn WHTepHeT, Kak npaBuro,

Ncnonb3yTcsa creaylowmne Tpu BapuaHTa:

1. NmeeTca BblaeneHHbI NpoBangepoM BHeLHMKA cTatudeckun IP-agpec unn PPPOE-
coeauHeHue. lMpu atom, gaHHbIn IP-agpec (unn PPPoOE-coeanHeHne) ucnonb3yetca
ANA NOAKNIOYEHNS TONbKO ogHOW IP-kamepbl 1 He MOXeT ObITb Ha3Ha4YeH eLle Kakomy-
nmnbo yCTponcTBay.

2. VimeeTcs BblOENEHHbIM NpoOBaMgepoM BHELIHWA cTatudeckuin |IP-agpec, KOTOpbIn
ncnonbayeTcsa Ans NogKoYeHns K cetn MHTepHET NoKanbHON ceTu, K KOTOPOK, B CBOKO
oyepedb, NMaHMpyeTcs NOAKMOYMTb OA4HY WM Heckonbko IP-kamep. [lpu Takom
NOAKMYEHNN Ucnonb3yeTca MappyTusatop. Npu 3TOM YMcno nogknoyaembix Kamep
3aBUCUT, B OCHOBHOM, OT KONIMYECTBA NepeHasHavyaeMbIX MapLIpyTU3aTOpOM NOPTOB.

3. [lpoeangep He BblAensieT BHeWHWW ctatudeckun IP-agpec. IP-agpec HasHa4vaeTcs
npoBangepomM ANHAMMYECKN, TO €CTb TakK, YTO MPU KaXXJoM HOBOM MOOKMHOYEHUN 3TOT
agpec npvcBamBaeTCsl 3aHOBO M M3MeHsieTcs B npouecce paboTbl (Takas cutyaumns
ocobeHHO xapakTepHa npu pabote yepe3 ADSL u GPRS). B atom cnyyae, 4T06bI
obecneuntb BO3MOXHOCTb MOLKIOYEHUS OOHOW WM HECKOSMbKUX Kamep K ceTu
MHTepHeT, BHe 3aBMCMMOCTM OT TOro, Kakou IP-agpec BblgeneH npoBangepom B
OAHHbIA MOMEHT, HeobXxoaMMmOo 3afencTBOBaTb MHTEPHET-CryxObl, paboTtatowme
OVWHaMMYECKUMU agpecamu.

[anee, 3T BapuaHTbl opraHuM3aumm poctyna kK IP-kamepam u3 cetn WHTepHeT OyayT

paccMoTpeHbl nogpobHee.
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6.2. Noaknto4yeHmne Npu ctatu4eckom BHelHeM |IP-agpece/PPPOE-coeauHeHun

6.2.1. Ucnonb3oBaHue ctaTuyeckoro IP-agpeca

Ana nogkniodeHns IP-kamepbl kK cetu MHTepHeT HeobGXOAMMO M3MEHUTb ee CceTeBble
napameTpbl B COOTBETCTBUM C JaHHbIMW, NOMy4YEeHHbIMWU OT NpoBangepa. Kak npasuno, nposangep
npegocTtaBnsieT crnegylowme ceTeBble HacTpouku: IP-agpec (B gaHHOM cnyyae, CTaTUYecKui),
Macka nogcetn, CeteBon wnio3 u agpec DNS-cepsepa.

[ns nonydeHua goctyna K IP-kamepe yepes ceTb VIHTepHET no ctatuyeckomy IP-agpecy
Heo6xo4nMO BbINONHUTE CreayoLwme LWarw:

War 1: nogkntounte IP-kamepy Hanpsamyto k Bawemy K.

LWar 2: nameHnTe ceTeBble HACTPOMKM NPOBOAHOIO coegnHeHus IP-kamepbl (CM. NyHKT 5.5
OaHHoro PykoBoacTBa) B COOTBETCTBUM C HACTpoMKaMu, npefoctaBneHHbiMn Bawmm NHTepHeT-

nposangepom (Puc. 6.1).

BC\VARD

TNoKankbHble Hacrpoiika LAN
Bugeo

Cetn Mcnoneaoeats IPvE [

> OCHOBHEIE DHE? (W
] Sescn [P v
> PPPoE BAPEC | 173. 194. 122 . 202
> UPnP on 255 . 255. 255. 252
> Bonjour 173. 194 . 122 . 211
Npeanourtaemed DNS | 173 104 132. 1
E-mail
AnbTepHatveHbi DNS | 173 104 1322, 2
FTP
MAC-agpec | 00-5A-21-32-F3-04
DDNS

RTSP
HTTPS
CamDrive

> YBenomneHue

Sanuce

Tpesora

CHCTEeMHbIEe

Puc. 6.1
War 3: nogkntounte IP-kamepy K BblaeneHHon cetu Ethernet.
Ecnu Bce napameTpbl yka3aHbl BEpHO, kKamepa AomkHa ObiTb 4OCTyMHa B ceTn VHTepHerT.
B npvBegeHHOM npumepe npoBangep NpegocTaBun crneayolwme AaHHbIe:
e |P-appec: 173.194.122.202
e Macka noacetun: 255.255.255.252
e OcHoBHOWM Wn3: 173.194.122.211
o [lpeanountaembin DNS: 173.194.122.1
e AnbTepHaTuBHbIN DNS: 173.194.122.2
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B obwem cnyyae, gna obpaweHuns Kk IP-kamepe vepes ceTb VIHTEpHET B agpeCcHON CTpokKe

Opaysepa BBoguTCs cnegytowmi 3anpoc: http://<IP>:<Port>, roe <IP>— IP-agpec kamepbl,
<Port>— 3HadeHne HTTP-nopta. Tak kak B 4aHHOM MpuMepe ucnonb3yetcs 3HavyeHne HTTP-
noprta, 3agaHHoe no ymondauuto («80»), TO, 4TOGLI ObpaTuTbCs K IP-kamepe 4yepes ceTb
NHTepHeT, Heobxogumo HabpaTtb 3anpoc «http://173.194.122.202».

NMPUMEYAHUE!
Mpu nopkntoyeHun K kamepe 4depe3 HTTP-mopT, 3agaHHbI MO ymMoOn4yaHuio (3HadeHue paBHO «80»),
3anpoc B agpecHoun cTpoke 6paysepa nmeet Bua: http://<IP>,—roe <IP> — IP-agpec kamepbl.

6.2.2. Ucnonb3oBaHne PPPoE-coeanHeHus

NHTepHeT-npoBangep He Bceraa MoxeT obecneynTb NOAKMYEHWE No ctaTtudeckomy IP-
agpecy. Yawe Bcero, npoBangep opraHuMsyeT goctyn K cetu WHTepHeT u4epe3 PPPoE-
coeavHeHune. B aTom cniyyae, oH npegoctaBnsgeT aboHEHTY UMSA Nonb3oBaTens 1 Naponb.

IP-kamepa NK54140R5 nopaepxumBaet PPPoE-coeamHeHnne. [Ona ero ucnonb3oBaHUs
Heo6xoanMO BbINONHUTL CreayoLme LWarw:

War 1: nogkntounTte IP-kamepy k Bawler nokansHom cetu unu Hanpsmyto K MK (cm. Maey 5).

LWar 2: songute B MmeHto PPPOE HacTtpoek IP-kamepbl: Hacmpoliku—Cemsbs — PPPOE.

War 3. B TekcToBbIX Nonisix [[lonb3oBaTens], [[aponb] BBEAUTE 3HAYEHUS, NOSTYYEHHbIE

oT VIHTepHeT-npoBanaepa (Puc. 6.2).

BC\VARD

NokanbHble HacTpoiika PPPoE

EBugeo
Ceo BHIHUMTE

> Ocsose AyTesTucpmIaLIA
o )
Monssozaren
PPPoE i
Repan
UFnP
Bpeun ounai
Bonjour

FTP
DDNS
PPTP
RTSP
HTTPS
CamDrive

> YBenomneHue

Sanuce

Tpeeora

CucTeMHble

Puc. 6.2
War 4: Bbibepute TMN wudpoaHua “CHAP” wnun “PAP” ona npoBepkn MNOANWHHOCTU
coeaivHEeHUS.

LWar 5: ona npuHATUS UBMEHEeHN HaxkmnTe KHonky [CoxpaHuTb].
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BHUMAHUE!

[na BCTynneHuns ceTeBbIX NapaMeTpoB B cuny TpebyeTca nepesarpyska yCTpOnUCTBa.

War 6: nogkntounte IP-kamepy Kk BbliaeneHHom cetu Ethernet.

BHUMAHUE!

Mocne noaknioyeHus IP-kamepsbl K BblgeneHHol cetu Ethernet, oHa 6yneT goctynHa B ceTu VIHTepHeT nop

IP-agpecom, NpMCBOEHHbIM el Bawwm npoBargepom n otobpaxxaemMbiM B none [Agpec] (cm. Puc. 6.2).

[na obpawennsa k IP-kamepe B ceTn MIHTEpHET B agpecHoOn CTpoke Gpaysepa BBOAUTCS
cnegyowmn 3anpoc: http://<IP>:<Port>/— rge <IP>— IP-agpec kamepbl, Ha3Ha4eHHbI Bawwmm
nposangepomMm npu yctaHoerneHmn PPPoE-coeguHeHus, <Port>— 3HayeHne HTTP-nopta (Mo
YMOMYaHuIo paBHoe «80»).

NMPUMEYAHUE!

Mpu nopkntoyeHun K kamepe 4depe3 HTTP-nopT, 3agaHHbI NO yMoON4YaHuio (3HadeHue paBHO «80»),

3anpoc B agpecHon cTpoke bpaysepa nmeet Bua: http://<IP>,—rae <IP> — IP-agpec kamepbl.

PykoBoacTteBo no noakntoyeHuto IP-kamepbl NK54140R5
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6.3. MNoakntoyeHne 4epe3 cetb WMHTepHeT K |IP-kamepam, HaxogsWMMCA B

nokKanbHoOu ceTu
Ecnu goctyn B ceTb VHTEpHET ocylecTBnsaeTca no BolgeneHHon nuHun Ethernet nnn no

ADSL, onst nogknoYeHus NoKanbHON CeTU UCMOoNb3yeTcs MapLupyTmM3aTop.

BHUMAHUE!

[ns ucnonb3oBaHWs gaHHOTO MeToda MoAKMoYeHWst Heobxoaumo 3apaHee npuobpecTy y Balero
npoBaiigepa nyb6rnuuHbIN cTatTuveckuin |P-agpec. [lpoBaiigep npenocTaBnsieT, kak MpaBuIio,
OVUHaAMUYeCKUA BHYTPEHHUM |IP-agpec, KOTOpbIl OOCTYNeH TONbKO B MoaceTu nposaigepa. Moatomy

yTOYHUTE TWN ucnonb3dyemoro Bamu IP-agpeca 3apaHee.

[na Toro 4ToGbl NoakntounTbes K IP-kamepe u3 cetn MHTepHeT, Hago obpatuTbes no IP-
agpecy, BblJaHHOMY NMpoBanaepoM («BHeLHWUi» IP-agpec MapLupyTusaTtopa), U K onpeaeneHHoMy

nopTy.

BHUMAHUE!
Mpwn obpaweHnn ns cetn IHTepHeET 4nsa BCeX Kamep, HaxXoOsALWMXCS B OOHOW NOKarnbHOW CETU,CyLLeCcTBYET
Tonbko oauH IP-agpec (IP-agpec, BbigaHHbIA npoBangepom). MosaToMy Ans gocTyna K 3TUM Kamepam

Heob6XoaMMO Ha3Ha4YMTb KaxKaow cBoe 3HadYeHne HTTP-nopTa.

[na aToro TpebyeTcs BbINONHUTL CneayoLmne 4eNCTBUS:

e /I3meHnTb ceTeBble NapameTpbl IP-kamep B COOTBETCTBUM C HACTPOMKaMU, NPUHATBIMU
B Bawewn nokanbHom cetn (CM. NyHKT 5.5 Ana NpoBOAHOrO MOAKMOYEHMS Kamep K
rfioKarnbHoOu ceTn).

e Hactpoutb yHKUMIO NepeHanpaeneHuss nopToB. [aHHaa yHKUMS no3sondet
nepeHanpaenaTe obpaweHns u3 cetn WHTepHeT K KakoMy-nnbo yCTpOMCTBY,
NOOKIMOYEHHOMY K nokansHom ceTtu, ¢ BHewHero WAN-nHTepderica mapLipytmusaTopa
Ha ero BHyTpeHHuMN LAN-uHTepdenc un obecneumBaeTcss npakTU4eckn nobbiM
COBPEMEHHbBIM MapLLPYyTU3aTOPOM.

Mpn atom, cywecTtByeT ABa cnocoba HaCTPOMKM MapLupyTusaumm (nepeHanpasneHus

nopToB):

1. wucnonb3oBaHue TexHonorun UPNP B maplipyTusaTope 1 kamepe;

2. py4dHas ycTaHOBKa NapameTpoB TabnuLbl MapLUpyTM3aLuu.
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6.3.1. Ucnonb3oBaHue TexHonorum UPnP

[lna opraHusauum goctyna K IP-kamepe 13 cetv MIHTEpHET HY)XHO caenaTb crieaytoLee:

e PaspelmTb Ucnonb3oBaHne U HacTpouTb pyHKkumnio UPNP Bawero mapLipyTtusaTopa.

NMPUMEYAHUE!

Hactpoiika pyHkumm UPnP mapupyTtusatopa gomkHa 6biTb onucaHa B npunaraeMomn K HeMy MHCTPYKLMMK.

BHUMAHMUE!
He Bce mogenu mapLupyTMsaTopoB nogaepxusatot gyHkumio UPNP ana nepeagpecaumm noptos LAN- u
WAN-uHTepdencos. Ecnn Baw mapwpyTtusatop He nogaepXxuBaeT OaHHY OYHKUMIO, TO OH Tpebyet

OOMNOSTHUTENbHOWM HAaCTPOWKK (CM. NYHKT 6.3.2).

e Paspelwntb ncnonb3oBaHne n HacTpouTb yHkumnio UPNP IP-kamepsl.

BHUMAHUE!
Mpy ucnonbsoBaHun UPNP yaaneHHblt MPOCMOTP BMOEOMOTOKA C ABYX M 6Goree kamep MOXeT He
paboTaTb NMbo pabGoTaTb HekoppekTHo! Ecrnm y Bac Bo3HMKkNM npoGrnembl, HacTponTe napameTpbl

nepeHanpaBneHns NOpPToB BPYHHYH (CM. MYHKT 6.3.2).

War 1: B meHio Hacmpoltku — Cemb — OCHO8HbIe OTMETbTE rarioukon NyHKT « BKIM4YnTb

nepeagpecauuio NOpPToB», YTOObI BKMHOYMTL DYHKLUMIO Nepeagpecauumn NopToB MapLupyTusaTopa

(Puc. 6.3).
BEG\VARD

NokanebHele OCHOBHEIE HACTPOMKH

Bugeo

Cetb rlopT AaHHb
. HTTP-nopr
LAN ONVIF-nopt
HARES BrnouMTe NepeagpecalMio NopToe
Wlrtal? [+] MomyuquTs poiikm UPnP-cepeep CKM
sonjour UPnP-cepaep
E-mail BHelwHuii IP-agpec I:l
7 Flopr Aarauc O
oons HTTP nopr E—
i RTSP-nopr —
RTSP ONVIF-nopT
HTTPS
CamDrive
YBeJoMNeHue

3anucek

Tpesora

CHcTeMHbIe

Puc. 6.3
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War 2: otmetbTe ranoykon nyHKT «Monyuntb HacTtpoukun UPnP-cepBepa

aBTOMaTu4yecku» n Haxmmte [CoxpaHuTb]. lMocne 3Toro B COOTBETCTBYHOLWMX nonsx 6yayt
ykasaHbl |IP-agpec UPnP-cepBepa, BHewHun IP-agpec Kamepbl U 3HAYeHUA ee NpoBpPOLLEHHbIX
(BHELLHWX) NOPTOB.

Ecnn B Bawen cetn Heckonbko UPNP-cepBepoB, TO, YTOObI MOAKMOYUTLCS K OGHOMY U3
HUX, cHUMKUTe ranouvky «lMonyuyntb HacTponkn UPnP-cepBepa aBTOMaTM4yecku», B Mone
«UPnP-cepBep» BBeaute Tpebyembin IP-agpec un Haxmute [CoxpaHutb]. [Nocne atoro B
COOTBETCTBYIOWMX Monax OyayT ykasaHbl BHeWwHun |IP-agpec Kamepbl W 3HA4YeHUs ee
NPoBpPOLLEHHBIX MOPTOB.

War 3: 4yToObl Nony4nMTb OOCTYN K Kamepe n3 cetn MIHTepHeT, Hago obpaTuTbCs K HEW MO

ee BHelwwHemy IP-agpecy n HasHayeHHoMy en nopTy HTTP.
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6.3.2. HacTpouka py4yHou nepeagpecaumm NopToB MapLupyTusaropa

Paccmotpum 3apgadvy nogknioveHus IP-kamepbl K ceTu  WHTepHeT C€ nomoLubio
mapwpyTtmsaTopa TP-Link TL-WR2543ND (HacTpownka 60nblUMHCTBA OYHKUMIA MapLIpyTU3aTopoB
pasnnyHbIX MoAEeNen BbINONHAETCS CXOXNM 06pasom).

CuuTaem, 4TO MOAKMKOYEHME MapLupyTM3aTopa K NoKanbHOW cetn u cetn NHTepHeT yxe
HacTpoeHo. MapulpyTusaTop UMeeT crnegyowmn nybnmyHbin ctatudecknn IP-agpec, BblOaHHbIN
NuTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupytunsartopa): 173.194.122.201.

JlokanbHas ceTb umeet IP-agpeca B AgnanasoHe «192.168.1.1 — 192.168.1.255», npuyem
«192.168.1.1» — «BHYyTpeHHM» |P-agpec wmapwpyTtmnsatopa (IP-agpec LAN-uHTepdelnca
MapLipyTtumsatopa), «192.168.1.199» —IP-agpec kamepbl. [1ns9 HaCTpPOMKM NCNOSb3yeEM KOMMNbIOTEP,
MOAKITHOYEHHbIN K 9TOW NOKanbHOWN CETU.

Ana nogknioveHus IP-kamepbl Kk ceTn WMHTepHeT TpebyeTca HasHauuMTb NOpThl, Yepes3
KoTopble ByaeT ocyLecTBNATLCA BHELUHUIA AOCTYN K €e HAaCTPONKaM 1 K BUAEONOTOKY C kamepsbl. B
NnoKanbHOM ceTn 3TWU NOPTbl MO YMOMYaHUIO UMEIDT cneyowme 3HadeHus: HTTP-nopt — «80»,
MopT aaHHbIX — «5000», RTSP-nopTt — 554.

BHUMAHUE!
Mpwn obpaweHnn ns cetn IHTepHeET Ansa BCcex Kamep, HaxXoOsALWMXCS B OOHOW NOKarnbHOW CETU,CyLLLeCTBYeT
Tonbko oavH IP-agpec (BbloaHHbIA nNpoBargepoM). MoaTomy ans goctyna K 3TMM kamepam HeobxoamMmo

KaXkgon HasHa4mTb CBOM rpynnbl NOPTOB.

[na nameHeHus nopToBs IP-kamepbl BbINONHUTE crnegyloLwime AencTBUS:

BHUMAHUE!
MopT AaHHbIX 06a3aTenbHO AOMKEH TpaHCNMpoBaTbCs «NOPT B NOpT». COOTBETCTBEHHO, A1 BCEX Kamep

Heob6xoauMo 3agaTb pa3nnyHble 3Ha4YeHnd nopTta AaHHbIX.

War 1. B BebG-uHTepdelice kKamepbl OTKponTe pasgen MeHwo Hacmpoliku-Cemb —
OcHogHbIe.
War 2: Beegute B none [[MopT AaHHbIX] HOBOE 3HA4YE€HWE, OTNINYHOE OT 3HaYeHus1 Mo

ymMon4aHuio. Hanpumep, nycTb B Ka4ecTBe NopTa AaHHbIX ncnonb3dyetcsa nopT «5001» (Puc. 6.4).
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NokaneHble OCHOBHEIE HACTPOWKH

Bugeo

con Lep—
OcHoBHke HTTP-nopr
LAN s

PPPoE
[[] BemioumTs nepeanpecauMio nopTos

UPnP Mony4nTs HacTpoikm UPNP-cepeepa agToMaTHHECKH

EeL UPnP-cepaep
E-mail BHeLunmii IP-agpec I:l
FTP MopT AaHHsx B ]
DDNS HTTP-nopt P ]
PPTP RTSP-nopT b ]
RTSP ONVIF-nopt P ]
HTTPS

CamDrive

YeeoMneHue

Sanuck

Tpeeora

CUCTeMHbIe

Puc. 6.4
LWar 3: ana npuMeHeHns HAaCTPOEK HAXXMUTE KHOMKY [CoxpaHuTb].
Takum o6pasom, NopTbl Ans AOCTyna K AJaHHOW Kamepe BHYTPU foKanbHOW ceTu byayT:
HTTP-nopT — «80», MNopT gaHHbIX — «5001», RTSP-nopT — «554».
Ons BTOpOM Kamepbl MOXHO BblbpaTb cnegytowme nopTbl: HTTP-nopt — «80», lNopT
AaHHbIX — «5002», RTSP-nopt — «554» u T.4.

Kamepa HacTpoeHa. OcTanocb NpaeunbHO HACTPOUTL MapLLIPyTU3aTop.

[na HacTpoMKM MapLupyTu3aTopa BbINOJIHUTE crneayowme AeNCTBUA:
LWar 1. BBeanTe B agpecHowm cTpoke Opaysepa IP-agpec mapwpyTtusaTopa (B Hawem
npumepe — «192.168.1.1»). B nosiBuBLLEMCA OKHE aBTOpM3aLMK BBeEAUTE NIOTMH M naponb. [locne

yOaqHon aBTopu3aLmm OTKPOETCS OCHOBHas CTpaHuLa HacTpoek mapLipytusartopa (Puc. 6.5).

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

TP-LINK'

Guick Setup

WPS
Network

Firmware Version: 3.13.27 Build 121207 Rel 61955n
Wireless
Hardware Version: WR2543ND v1 00000000
USB Settings
Forwarding LAN
Security

Parental Control

MAC Address: 90-F6-52-75-BD-62

IP Address: 192.168.1.1
Access Control
Subnet Mask: 255.255.255.0

Advanced Routing
Bandwidth Control

IP & MAC Binding
Dynamic DNS

System Tools

Wireless
Wireless Radio: Enable
Name (SSID): TP-LINK

Puc. 6.5

War 2: Bbibepute nyHKT MeHio Forwarding — Virtual Servers. B nosBuBLIEMCA MEHIO

Haxxmute kHonky [Add New] (Puc.6.6).

CkauaHo c sec.ru
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TP-LINK'

Status

Quick Setup

wWPS

Network

Wireless

DHCP

USB Settings

Forwarding
Virtual Servers

- Port Triggering

-DMZ

-UPnP

Security

Parental Control

Access Control
Advanced Routing
Bandwidth Cem;ol
1P & MAC Binding
Dynamic DNS

System Tools

Virtual Servers

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

ID  Service Port

Add New... |

Internal Port

IP Address Protocol Status Modify

Puc. 6.6

LWar 3: no6aBbTe NpaBuna nepeHanpaeneHns noptos ans IP-kamepsl (Puc. 6.7). 3apanTe

cnegyoLwme napameTpbl:
[Service Port]: ykaxute nopt, KOTOpbI ByAeT Ucnonb3oBaTbCs ANa AOCTyNa K kKamepe 13

cetn VIHTepHerT.

NMPUMEYAHMUE!

Bo u3bexaHue KOH(*)J'II/IKTOB HE VICI'IOJ'Ib3yIZTe ana nepeHanpaslieHNA MOPTOB 3apernctpmnpoBaHHble

3Ha4veHus. PekomeHayeTcsa ncnonb3oBaHne nopTos AnanasoHa 1124-7999.

[Internal Port]: ykaxute nopT, ucnonb3yemMbl B AaHHbLIN MOMEHT AN AOCTyna K Kamepe 13

nokanbHoOW ceTwu.

[IP Address]: ykaxuTe IP-agpec kamepsbl, AN KOTOPOW HacTpanBaeTcs nepeHanpasneHme.

OcrTanbHble NyHKTbI He TPEGYIOT HAaCTPOWKN.

Ho6asbTe npasuno ansa nopta HTTP (Puc. 6.7).

TP-LINK'

Status

Quick Setup

wPsS

Network

Wireless

DHCP

USB Settings

Forwarding
Virtual Servers

- Port Triggering

-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
1P & MAC Binding
Dynamic DNS

System Tools

Add or Modify a Virtual Server Entry

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Service Port: 81 (XXX or XX)
Internal Port: 80 (XX, Only valid for single Service Port or leave it blank)
1P Address: 192.168.1.199
Protocol: Al b
Status: Enabled b4
Common Service Port: ~Select One- >
-
Puc. 6.7

PykoBoacTBo no noaksntoyeHuto IP-kamepbl NK54140R5

CkauvaHo c sec.ru

« » SEC.RU

KopoTkun nyTb K MHpopmaLmm




Be\&UARD I nasa 6. I[looknrouenue IP-kamepol k cemu Unmepnem

LWar 4: HaxmnTe KHOMKy [Save], 4Tobbl coxpaHuTb npaswuno. MNpasuno gobaeneHo (Puc.

6.8).

= (d 450M Wireless N Gigabit Router
Tp LINK Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS
Network

ID  Service Port Internal Port 1P Address Protocol Status Modify
1 8 80 192.168.1.199 Al Enabled Modify Delete

Wireless
DHCP
USB Settings

[ AddNew.. | [ EnableAll | [ DisableAll | [ Delete Al |

- Port Triggering
-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.8
LWar 5: Tem xe cnocobom gobasbTe npasuno ans nopta RTSP (Puc.6.9).

= . 450M Wireless N Gigabit Router
Tp LINK Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network
Wireless ID  Service Port Internal Port 1P Address Protocol Status Modify
DHCP

USB Settings
Forwarding
Virtual Servers [ AddNew.. | [ EnableAl | [ DisableAll | [ Delete Al ]
- Port Triggering
-DMZ

-UPnP

1 81 80 192.168.1,199 Al Enabled Modify Delete
2 3001 554 192.168.1.199 Al Enabled Modify Delete

Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.9
LWar 6: v ewe ogHo npasuno ans lNopTta gaHHbIX (Puc. 6.10).

BHUMAHUE!
HTTP-nopTbl 1 RTSP-NopTbl Kamep MOXHO nepeHanpasnsTb C NOMOLLbIO BUPTYarnbHOro cepBepa, 0gHaKko

MOPT AaHHbIX Kamep AOMmKeH ObITb pasHbIM U TPAHCNIMPOBATLCS «MOPT B MOPT»!

PykoBoacTBo no noaksntoyeHuto IP-kamepbl NK54140R5
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Tp_LINK’ 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network

Wireloss ID  Service Port Internal Port IP Address Protocol Status Modify

ice 181 80 192.168.1.199 Al Enabled Modify Delete

USB Settings 2 3001 554 192.168.1.199 Al Enabled Modity Delete

[— 3 5001 5001 192.168.1.199 Al Enabled Modify Delete
Virtual Servers

-Port Triggering [_AddNew.. | [ EnableAll | [ Disable Al | [ Delete Al |

-DMZ
-uPnp

Security
Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS :

System Tools

Puc. 6.10
LWar 7: Ecnn Bl ucnonb3yeTte HECKONbKO Kamep, To Bam HeobxoamMmo noBTopuTh warn 2-6

ANsa ocTanbHbIX Kamep (Puc.6.11).

Tp'LIN K’ 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wPS

Network

Wireless ID  Service Port Internal Port 1P Address Protocol Status Modify

DHCP 1 81 80 192.168.1.199 Al Enabled Modify Delete

USB Settings 2 3001 554 192.168.1.199 All Enabled Modify Delete

[—— 3 5001 5001 192.168.1.199 All Enabled Modify Delete
Virtual Servers 4 82 80 192.168.1.198 All Enabled Modify Delete

- Port Triggering 5 3002 554 192.168.1.198 All Enabled Modity Delete

-DMZ 6 5002 5002 192.168.1.198 Al Enabled Modify Delete

-UPaP 7 83 80 192.168.1.211 All Enabled Modify Delete

SSEOON). 8 3003 554 192.168.1.211 All Enabled Modify Delete

RS Ens Ik 9 5003 5003 192.168.1.211 Al Enabled Modity Delete

Access Control

i [ AddNew.. | [ EnableAll ] [ Disable Al | [ Delete Al |

Bandwidth Control

1P & MAC Binding [ et |

Dynamic DNS

System Tools

Puc.6.11

HacTponka mapLupyTusaTopa 3aBepLueHa.

Tenepb, 4TOObLI NONY4YMTb AOCTYN K Kamepe 13 ceTn MIHTepHeT, Hago obpatnuTbCa K Her no
IP-agpecy, BblgaHHOMY nNpoBangepom («BHeWwHun» IP-agpec mapwpyTtusatopa), 1 Ha3Ha4eHHOMY
eun nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec maplipyTtusatopa — «173.194.122.201». HTTP-noprT,
Ha3HayYeHHbIN Kamepe Ans nepeagpecaunn,— «81». 3HauuT, ons obpaleHnsa K Kamepe u3 cetu
WHTepHeT Heob6xoanmo B afpecHom CTpoOKe Gpay3sepa HabpaTb 3anpoc:
http://173.194.122.201:81/.

PykoBoacTteBo no noakntoyeHuto IP-kamepbl NK54140R5
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Ipunosxcenus
MpunoxeHus
MpunoxeHune A. 3aBoaACKNe YCTaHOBKU
Hwxe npvBeaeHbl HEKOTOPbIE 3HAYEHMS 3aBOACKMX YCTaHOBOK
HaunmeHoBaHue 3HayeHue
IP-agpec 192.168.0.99
Macka nogceTtu 255.255.255.0
Lnto3 192.168.0.1

Nmsa nonb3oBatens (agMmHucTpaTopa) admin

Maponb (agMuHMCTpaTOopa) admin
HTTP-nopT 80

MopT AaHHbIX 5000
RTSP-nopT 554
SMTP-nopT 25

NTP-cepBep time.nist.gov
time.windows.com
time-nw.nist.gov
time-a.nist.gov
time-b.nist.gov
PykoBoacTBo no noaksntoyeHuto IP-kamepbl NK54140R5
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MpunoxeHue B. NapaHTUMHbIE 06sA3aTenbCcTBa

B1. O6wue cBepgeHud

a) MNepeg nogkritoueHnem obopyaoBaHUS HEOHXOANMMO 03HAKOMMUTLCS ¢ PyKOBOACTBOM MO
aKcnnyaTaumm.

0) Ycnosus akcnnyataumm Bcero obopygoBaHus gomkHbl cootBeTcTBoBath [OCT 15150-
69, NOCT B20.39.304-76 (B 3aBMCMMOCTWN OT UCMOSTHEHMWSI YCTPONCTRA).

B) [1nsa noBbllWEHNA HageXHOCTK paboTbl 060pyaoBaHUs, 3aWwmUTbl OT OPOCKOB B NUTalOLLENn
ceTn n obecneyeHns GecnepebOMHOrO NMUTaHWS crnegyeT WUCMNoNb3oBaTb CeTeBble UNbLTPbI U

ycTponctea 6ecnepebonHoro nnTaHus.

B2. dneKkTrpomarHMTHass COBMeCTUMOCTb

3710 0bopygoBaHMe COOTBETCTBYET TpeboBaHUSM anekTpomarHuTHon coBmectumoctn EN
55022, EN 50082-1. HanpsikeHue paguonomMmex, co3gaBaemblX annapaTtypol, COOTBETCTBYET
FOCT 30428-96.

B3. OnekTponuTtaHue

[omKHO coOTBETCTBOBATL NapamMeTpaM, YkasaHHbIM B PyKOBOACTBE MO aKcnnyaTauuun ans
KOHKpEeTHOro ycTponctea. [Ona yCTPOWCTB CO BCTPOEHHbIM WCTOMHMKOM MUTaHUA — 3TO
nepemeHHoe HanpskeHne 220 B 1£10%, vactotom 50 Iy +3%. [N yCTPOWCTB C BHELUHUM
NCTOYHMKOM NUTaHUsS — 3TO cTabunmampoBaHHbii agantep 5 B £5% unun 12 B £10% (HanpsixeHne

nynscaunn — He 6ornee 0.1 B).

B4. 3azemneHue

Bce ycTtponcTtea, umetome BCTPOEHHbIM BNOK NUTaHWUS, OOMKHBI ObiTb 3a3eMMeHbl nyTem
NOAKIMIOYEHNSs K creumanbHbiM po3eTkaM  SMNeKTPONUTaHUs C  3a3eMieHueM unu nytem
HenocpeacTBEHHOIO 3a3eMfieHus Kopryca, €cnvM Ha HeM npefycMOTpeHbl cneuuarnbHble
KpenexHble anemeHTbl. 3a3emneHve OneKTponpoOBOAKU 34aHUSA OOMKHO ObiTb BbINOMHEHO B
cooTtBeTCcTBMU C TpeboBaHuamu MYS (MpaBuna Yctponctesa InekTpoyctaHoBok). Ob6opyaosaHme
C BbIHOCHbIMW OriokamMu nNUTaHWs WU aganTepamu TakkKe [OIMKHO OblTb 3a3eMrneHo, ecnu 3To
nNpeaoycMOTPEHO KOHCTPYKUMEN Kopryca WAM BUMKM Ha LWHype nuTaHusa. MoHTax BO3AYLUHbIX
NVHUIA anekTponepesayn u NUHWUA, NPOKNaAblBAaeMblX MO HapPYXXHbIM CTeHaM 30aHWA U Ha
Yyepakax, JOImKeH BbiTb BbIMOSTHEH 3KPaHUPOBaHHbLIM Kabenem (Mnv B MeTannopykase), U IMHUN
OOMMKHbI ObITb 3a3eMneHbl C ABYX KOHUOB. [lpnyem, ecrniv OoOMH KOHeL dKpaHa nogkntovaeTcs
HEMNOCPEeACTBEHHO K LUMHE 3as3eMNeHusl, TO BTOPOM — MOAKMYaeTCa K 3a3eMreHuo Yepes

pa3psgHUK.

PykoBoacTeo no nogkno4veHuio IP-kamepbl NK54140R5 -
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B5. MonHue3awuTa

MonHuesawmTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "MHCTpyKUMSA NO YCTPOUCTBY
MOMHWe3aLnTbl 3gaHni n coopyxennin" n FTOCT P 50571.18-2000, TOCT P 50571.19-2000, TOCT
P 50571.20-2000. Mpn npoknagke BO3QYLUHbIX AWHUA W NUHWUA, UOYLLMX MO HapY>XHOW CTeHe
3[0aHUN 1 NO YepAayHbIM NMoMeLLeHsIM, Ha Bxodax obopynoBaHWs OOSMKHbI ObiTb YCTAHOBMEHDI

YCTPOWCTBA MOSTHME3ALLUTDI.

B6. TemnepaTtypa 1 BNaxHOCTb

MakcumarnbeHble 1 MUHMMarbHblE 3HAYEHUs1 TemnepaTypbl SKCnyaTauunm U XpaHeHus, a
Takke BNaXHOCTW, Bbl MoxeTe nocMoOTpeTb B TEXHUYECKOM OMUCAHWM  KOHKPETHOro
obopynoBaHus. MakcumanbHas pabodvas Temnepartypa — 3TO TemnepaTtypa, Bbllle KOTOPOW He

[AOIMKEH HarpeBaTbCsl KOPyC YCTPOMCTBA B NpoLecce ANUTeNbHON paboThl.

B7. PasmelleHue

[Ana BeHTUNSUMM yCTpoOMCTBaA HEOOXOAMMO OCTaBWUTb Kak MUHMMYM No 5 cm cBOGOAHOro
npocTtpaHcTBa no 6GokaM W CO CTOPOHbl 3agHen naHenwu ycTtpowctBa. [lpu ycTaHoBke B
TENEeKOMMYHMKALUMOHHBLIA  WwKad wunmM CTOMKy JdomkHa OblTb obecnedeHa Heobxoaumas
BeHTUnAUuA. [na 3TOoro pekoMeHAyeTCsl ycCTaHaBnmMBaTb B WKady cneumanbHbid 6ok
BEHTUNATOPOB. TemnepaTypa OKpyXKalLlero BO3gyxa W BEHTUNAUMA LOMKHbl obecneuvvBaTtb
HeobxoauMbIN  TemnepaTypHbin  pexunm obopyaoBaHus (B COOTBETCTBMM C  TEXHUYECKMMU
XapakTepucTMkamMmm KOHKPETHOro 060pyaoBaHus).

MecTto ansa pasmeLleHnss 060pyaoBaHNs LOMKHO OTBeYaTh Creayowmm TpeboBaHNsaM:

a) OTcyTCcTBME 3anbINIEHHOCTU NOMELLEHWS.

6) OTcyTCcTBME B BO34yXe NapoOB BMaru, arpeccuBHbIX cpes.

B) B nomewleHnn, roe ycrtaHaenvBaeTca oOOpyadoBaHWe, He OOMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpewaertca pasmewaTb Ha 060pyAOBaHUN NOCTOPOHHME MpPeaMeTbl U NepeKkpbiBaTb

BEHTUNALMOHHbIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opynoBaHne Heobxoammo obcnyxmBaTb C NEPUOLAMYHOCTBIO HE MEHee Of4HOro pasa B
rog C Uenbi yganeHus u3 Hero nbinu. ATO no3sonut obopynoBaHuto paboTtatb 6e3 cboeB B

Te4yeHune npoaosnKUTENIbHOro BpeMeHw.

B9. NMoaknto4vyeHne nHtepdencor
O06opyaoBaHne AOMKHO NOAKNOYATLCA B CTPOTOM COOTBETCTBUM C Ha3HaAYe€HUEM U TUMOM

YCTaHOBIEHHbIX NHTEP(ENCOB.

PykoBoacTeo no nogkno4veHuio IP-kamepbl NK54140R5
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B10. NapaHTUiHbIe 06A3aTenbCcTBa

OO0O «HIIMN «beBapg» He rapaHTupyeT, 4YTo 06opyaoBaHne GyaeT paboTaTb AOMKHLIM
00pa3om B pasnmyHbiX KOHUrypaumsix n obnactax NpMMEHEHUs, U He AaeT HUKaKOW rapaHTum,
yTO 0GopynoBaHMe obs3aTenbHO OyaeT paboTaTb B COOTBETCTBUM C OXMAAHUAMWU KIMEHTa npwm
ero NpMMeHeHun B crneunguyecknx uensx.

OO0 «HIIM «beBapg» He HeceT OTBETCTBEHHOCTM MO rapaHTUIHLIM 0bs3aTeNnbLCTBAM NpU
NOBPEeXOEeHUN BHELIHUX WHTepdencoB obopyaoBaHus (CeTeBblX, TeNneOHHbIX, KOHCOSMbHbLIX U
T.M.) 1 camoro o6opynoBaHUsl, BO3HUKLLEM B pe3yrbTaTe:

a) HecobnogeHnst NpaBuIT TPAHCNOPTUPOBKM M YCINOBUIN XpaHEHWS,

0) dhopc-mMaxkopHbIX 06CTOATENBLCTB (TaKUX Kak noXap, HaBOAHEHME, 3EMITETPSACEHNE 1 Ap.);

B) HApYLLEHUS TEXHUYECKNX TpeboBaHM MO pa3MeLLEHNIO, NOAKMIOYEHNIO U SKCMyaTaumy,;

r) HEMpPaBUITbHbIX OEWCTBUIA NMPU NEPENPOLLUNBKE;

[) NCNONb30BaHNS He NO Ha3HaAYeHWIo;

€) MEeXaHUYECKUX, TEePMUYECKMX, XUMUYECKMX W WHbIX BUMAOB BO3OEWUCTBUM, €CNU UX
napameTpbl BbIXOASAT 3@ paMKM OO0MYCTUMbIX 3KCMMyaTauMOHHbIX XapakKTepucTuk, nmbo He
npeayCcMOTPEHbl TEXHMYECKON creumndukalmen Ha gaHHoe obopyaoBaHue;

X) BO3OENCTBMSA BbICOKOTO HanpshkeHust (yoap MOSHMKM, CTaTUYecKoe 3neKTpU4ecTBO WU

T.M.).

PykoBoacTBo no nogknioyeHuto IP-kamepbl NK54140R5
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MpunoxeHue C. lNMpaBa n nogaepxka

C1. ToproBasa mapka

Copyright © BEWARD 2018.

HekoTopble nyHKTbI HacTosiwero PykoBoacTBa, a Takke pasgenbl MEHK YnpaBreHus
obopynoBaHus MoryT 6biTb M3MeHeHbl 6e3 NpeaBapUTENbHOIO YBE4OMIEHNS.

BEWARD saBnsietca 3apernctpmpoBaHHon Toproson mapkon OO0 «HIMIM «beeapg». Bece

OCTallbHbl€ TOProBble€ MapKn npuHaanexart ux sriagerbuam.

C2. OrpaHu4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beBapg» He rapaHTUpyeT, YTO annapaTHble cpegcTBa OyayT paboTaTb
OOIMKHBIM 06pa3oM BO BCEX cpedax M MPUMOXEHUSX, U He OaeT rapaHTMn U NpeacTaBreHUun,
noapasymeBaeMblX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, pPaboyvMx XapaKTepucTuk, Wnu
paboTtocnocobHOCTM Npu ucnonb3oBaHun B crneundmdecknx uenax. OO0 «HIMM «besapg»
NpUNoXnno Bce ycunus, 4tobbl caenatb 310 PyKoBOACTBO MO aKkcnnyaTaumm Hanbonee TOYHbIM U
nonHeiM. OO0 «HIIM «beapa» oTkasbiBaeTcsi OT OTBETCTBEHHOCTM 3a Ntobble onedatkn unu
NPOMycKKn, KOTOpPble, BO3MOXHO, NPOM3OLLIAN NpY HanMcaHnm gaHHoro PykosoacTtea.

MHdpopmauua B nobon yactn PykoBoacTBa No aKcniyataumm M3MeHseTcs U OOMNOSHseTcs
OO0 «HIMMN «beBapa» 6e3 npeaBaputensHoro yeegomnenus. OO0 «HIM «beBapa» He Gepet
Ha cebs HMKAKON OTBETCTBEHHOCTM 3a NtoOble NOrpeLlHOCTU, KOTOPble MOTYT COAEPXaTbCA B 3TOM
Pykoeogctee. OO0 «HIIM «beBapa» He 6epeT Ha cebst OTBETCTBEHHOCTM U HE OAET rapaHTui B
BbiMycke OOHOBMEHWUA WITM COXPAHEHUN HEU3MEHHOW KakoW-NMOO WHGOpMaLMM B HACTOSILLEM
PykoBoacTtBe no akcnnyatauum, U ocTaBnseT 3a cobOM MpaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBoacTtBo w/unu B u3genus, onucaHHble B Hem, B noboe Bpemss 6e3 npenBapuTenbHOro
yBegomneHus. Ecnn Bbl obHapyxute B aTOM PykoBoacTBe MHGOPMauUuio, KOTopasa siBNseTcs
HENPaBWUNbHOW WNW HEMOSTHOW, WNn BBOAUT B 3abnyxgeHue, ™Mbl Oygem Bam kpaiiHe

Nnpu3HaTesibHbl 3a Bawu KOMMEHTapun n npeainoxeHuns.

C3. Npeaynpexaennsa FCC

3710 06opynoBaHMe BbINO NPOTECTUPOBAHO U NPU3HAHO YOOBMETBOPAOLWNM TpeboBaHNAM
NoNoOXeHUsT O LNPOBLIX YCTPONCTBAX, NpuHagnexawmx Kk knaccy A, 4vactu 15 [pasun
depepanbHon kommccum no ceasm (FCC). 3tu orpaHnyeHus 6binn paspabotaHbl B Lensx
obecneyveHnss 3awWnTbl OT BPEAHbIX MOMEX, KOTOPble MOryT BO3HMKaTb MPWM WUCMNONb30BaHWUA
obopyaoBaHua B KOMMeEpPYEeCcKUx Lendx. 31o obopygoBaHue MOXeT M3ny4daTb, reHepupoBaTh U
ncnonb3oBaTb 3HEPruio B pagmoyacToTHOM AmanasoHe. Ecnn gaHHoe obGopygosaHve 6yget
YCTaHOBNEHO W/unu 6yaeT MCNoNb30BaTbCA C OTKMNOHEHUSIMU OT HacToswero PykoBoacTea, OHO

MOXeT OKa3blBaTb BpeaHoe BO3OENCTBME Ha KayeCTBO paganoceA3n, a npu yctaHoBke B Xunomn
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30He, BO3MOXHO, — Ha 340poBbe ntogen. B atom cnyyae Bnageney Gyaet o6s3aH mMcnpaBnsTb

nocnencTtena speagHoro BO3OENCTBMS 32 CBOWM CYET.

C4. NpepynpexpeHne CE
OTO yCTPOMCTBO MOXET Bbl3blBaTb PagnNONOMEXM BO BHELUHEM OKpyXeHun. B aTom cnyvae

nonb3oBaTeslb MOXeT ObITb 0653aH NPUHATbL COOTBETCTBYHOLLIME MEPbI.

C5. Noagepxka
Ons uHopMauMnm OTHOCUTENBHO CepBUCA U NOAOEPXKKW, MOXanyncra, CBSXKUTECb C
cepBucHbIM LeHTpom OOO «HIMIM «beeapay». KoHTakTHble AaHHble Bbl MOXeTe HaWTh Ha cante

http://www.beward.ru/.

Mepen obOpaweHueM B Cnyxby TexXHWYECKOW NOAOEPXKKW, MNOoXarnyncra, noarotoBbTe
cneayoLyo nHpopmMaumio:

e To4yHoe HammeHoBaHue un IP-agpec Bawero obopynoBaHust (B cnyyae npuvobpeTeHus
IP-o6opynoBaHus), ata nokynku.

e CoobLieHuns 06 owmnbkax, KOTopble NOABMASANNCE C MOMEHTA BO3HUKHOBEHUS NPOBNEMbI.

e Bepcua npowwvBkM n 4yepe3d kakoe obopygoBaHue paboTano YCTPOMCTBO, Koraa
BO3HMKNa npobnema.

e [lponsBegeHHble Bamn gencteusa (No waram), npegnpuHaTble Ans CaMOCTOSATENbHOro
peLlueHnst npobnemsl.

e CKpUMHLUOTbLI HAaCTPOEK U NapaMeTpbl MOAKITHYEHMS.

Yem nonHee ©OygeT npeacraBneHHas Bamu uvHopmMaums, Tem ObiCTpee Hawwu

cnewumanucTbl CMOryT noMoyb Bam pelwmnTs npobnemy.

PykoBoacTeo no nogkno4veHuio IP-kamepbl NK54140R5
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Ipunooicenus
MpunoxeHue D. CoBmecTumoe PoE o6opynoBaHue
i § S
2| =| 2 S > =2 > 2| | | ol a
Pesuaus / SN Mogaens = 3 S T 8/ 8| 8|l o & S| 8] 8] 8] 8l 2| 3| ol o
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| 8| | B| @| 9| & 9] S| 8| §|¥| & S| 8§ 9§ 5§ ol o 3|
AN — (3 o A
Ol zZz| z| Z2| Z2| o| | m| O] O] O| Z m| m| 0| m| 0| m| M| O] O] 0| @
B2 D-Link DWL-P200 + + + + + + + + + + + + + + + + + + + + + + +
V4 TP-Link TL-SF1008P - - + + + + + + + + + + + + + + + + + + + + +
V2.5 TP-Link TL-SG3424P - - + + + + + + + + + + + + + + + + + + + +
Vv3/ .
2148895002278 TP-Link TL-PoE150S + + + + + + + + + + + aF + + + + + + + + + + +
AF00453500979 Planet POE-173 + + + + + + + + + + + + + + + + + + + + + + +
V2/AF0029410003 Planet POE-2400 + + + + + + + + + + + + + + + + + + + + + + +
V3/
A310114400490 Planet FSD-804P + + + + + + + + + + + aF + + + + + + + + + + +
A310124200070 Planet FSD-804PS + + - + + + + + + + + + + + + + + + + + + + +
V2 Planet FNSW-1608PS | + | + | + | + | + + + |+ + |+ |+ |+ + |+ + |+ |+ |+
Planet FGSW-
A920431700088 2612PVM + + + + + + + + + + + + + + + + + + + + + + +
Planet FGSW-
A920424400021 2620PVM + + + + + + + + + + + + + + + + + + + + + + +
N13196541103443 Beward PD9501G - - - - - + + + + + + + + + + + + + + - - + +
2415000211 Beward STL-11XP + + + + + + + + + + + + + + + + + + + + + + +
1500100213 Beward STL-11HP + + + + + + + + + + + + + + + + + + + + + + +
1500100066 Beward STL-01P + + + + + + + + + + + + + + + + + + + + + + +
1400102594 Beward ST-8HP + + + + + + + + + + + + + + + + + + + + + + +
1100103439 Beward ST-5HP4 + + + + + + + + + + + + + + + + + + + + + + +
1400101877 Beward ST-810HP + + + + + + + + + + + + + + + + + + + + + + +
1500100027 Beward STP-811HP + + + + + + + + + + + + + + + + + + + + + + +
1400100675 Beward STW-1622HP + + + + + + + + + + + + + + + + + + + + + + +
1400100200 Beward STW-02404HP | + + + + + + + + + + + + + + + + + + + + + + +
Beward STW-
1400100141 02404HPE + + + + + + + + + + + + + + + + + + + + + + +
L B I N T 7T TP IM comecmsa = NI/ A1 ANNEC
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MpunoxeHue E. MMoccapun

3GP — mynbTumMeannHbli KOHTENHep, onpeaendembln NapTHEpckuM [NpoekTom TpeTbero
nokonenus (Third Generation Partnership Project (3GPP) onsa mynbtnmeguniiHbix cnyx6 3GUMTS.
MHorve coBpemMeHHble MOBWIbHble TenedOoHbl MMET (PYHKUMM 3annucu U NpocMoTpa ayauo U

Bugeo B hopmate 3GP.

ActiveX — aTO cTaHAapT, KOTOpbIM paspellaeT KOMMOHEeHTaM NpPorpamMMHoOro obecneveHuns
B3aMMOAENCTBOBATb B CETEBOW Cpede He3aBMCUMO OT 43blka(-OB), UCMONb3yemMoro Ans ux
co3gaHus. Beb-Opaysepbl MOryT ynpaBndTb anemeHTamu ynpasrneHus ActiveX, gokymeHTamu
ActiveX wn cueHapusmmn ActiveX. 3OnemeHTbl ynpaeneHus ActiveX 4acTo 3arpyxawTtcs WU
WMHCTanNNupyTCa aBTOMaTUYeCKn, Kak 3anpawuvBaembl. Cama no cebe faHHas TexHOMorus He
ABNSAETCH KpoccnnaTtopMeHHOM 1 noaaepXxmBaeTcsa B NofIHOM o6beme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummetrpuyHaa uudpoBas
aboHeHTCKasA nUHUA) — MOAEMHasi TEXHOMOorusi, npeBpallalollas aHanoroBble CUrHanbl,
nepefaBaemMble MNOCPEACTBOM CTaH4APTHOM TeNedOHHON NMHUK, B LMAPOBbIE CUrHanbl (nakeTbl

Ll,aHHbIX), Nno3BOJIAA BO BpeMA paGOTbI coBepLUaTb 3BOHKW.

Angle / Yron o630opa — 370 yrosn, KOTopbIi 06pa3syoT ny4dn, CoeauHAOLME 3a4HIOK TOYKY
00beKkTMBa 1 guaroHarnb Kagpa. Yron 3peHus nokasbiBaeT CbEMOYHOE pPacCTOsiHME U Yalle BCero
BblpaxaeTca B rpagycax. OOblMHO Yyron 3peHuMs U3MepsieTCs Ha nuH3e, (OKYC KOTOpOu
yCTaHOBIIEH B GeCKOHEeYHOCTb. B 3aBMCMMOCTM OT yrna 3peHus, o6bekTuBbl AENSAT Ha TpU Tuna:
LUMPOKOYrOfbHble, HOpMaribHble Y ANUHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BEKTMBAX, KOTOpbIe
Yallle BCero Ucnonb3yTecs Ans NaHOpaMHOro HabngeHns, yron 3apeHns coctaBngaeT 75 rpagycos
n Gonblie. HopmanbHble 0OBLEKTUBLI MMEKT yron 3peHust oT 45 go 65 rpagycoB. Yron 3peHus

ANMHHOGOKyCcHOro o6bekTnBa coctasnseT 30 rpagycos.

ARP (Address Resolution Protocol / [potokon onpegeneHus apgpeca) -—
NCNONb3YIOLWMNCA B KOMMbIOTEPHbLIX CETAX MPOTOKOS HMU3KOrO YPOBHSA, NpefHa3HayYyeHHbl Ans
onpegeneHns agpeca KaHanbHOro ypoBHS Mo M3BECTHOMY aapecy CeTeBoro ypoBHs. Hanbonbluee
pacrnpocTpaHeHne 3TOT MPOTOKOS nony4ymn Gnarogapsa NoBCEMECTHOCTM ceTen |P, NoCTpOeHHbIX
nosepx Ethernet. 3T1oT npoTokon wucnonb3ayetca gnsa ceasm |IP-agpeca ¢ MAC-agpecom
ycTponctea. 1o nokanbHOW ceTu TpaHcnupyeTcs 3anpoc gns noucka ysna ¢ MAC-agpecowm,

cooTBeTCTBYOWMUM IP-agpecy.

Aspect ratio / ®@opmaT 3KpaHa — 3T0 (bopMaTHOE OTHOLLEHME LUMPUHBI K BbICOTE KaapoB.
O6bwwmn dopmat kagpa, WUCMOMb3yeMbIA AN TENEBUSMOHHBIX 3KPAHOB M KOMMbIOTEPHbIX
MOHUTOpPOB, cocTaBnsaeT 4:3. TenesngeHne Bbicokon YyeTkocTn (HDTV) ucnonssyet doopmaT kagpa
16:9.

PykoBoacTBo no nogknioyeHuto IP-kamepbl NK54140R5
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Authentication / AyteHTudmkauma — npoBepka NPUHAZNEXHOCTU CyObekTy AocTyna

NpeabsBNEHHOr0O UMM MAeHTMdUKaTopa; noaTBepxaeHue nognuHHoctn. OamH m3 cnocobos
ayTeHTMdMKauMm B KOMMbIOTEPHOM CUCTEME COCTOMUT BO BBOAE Ballero nosib30BaTenbCKoro
naeHTMdmkaTopa, B NPOCTOPEYUN HasbiBaeMoro «forMHom» (login — perucrpaunoHHoe ums
nonb3oBaTtend) W Napond — HEeKoW KoHduaeHUManbHOW WHdOpMaumMM, 3HaHMEe KOTOpoW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcoMm. Nonyyne BBEAEHHbIV NOMNb3oBaTeNeM JIOruH
N Naponb, KOMMbIOTEP CPaBHUBAET MUX CO 3HaA4YeHMEeM, KOTOpOe XpaHUTCA B chneuuanbHou 6ase

OaHHbIX, U, B Clly4ae coBnageHuns, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Autolris / APQ1 (ABTOoperynupyemas gmadparma) — 3T0 aBTOMaTU4ECKOE perynmpoBaHme
BENMWYMHbI AguadparMbl Ansi  KOHTPONS KONuMyecTBa CBeTa, MOMNafarolero Ha Martpuuy.

CywecTtByeT ABa BapmaHTa aBToMatmyeckon perynnpoBku gnadparmel: DirectDrive n VideoDrive.

Bitrate / Butpent (CkopocTb nepegayn AaHHbIX) — OyKBanbHO, CKOPOCTb NMPOXOXAEHNS
OuTOB MHOpPMaunn. BUTPENT NPUHATO MCNONb3oBaTb NPU U3MepeHun 3PEKTUBHOM CKOPOCTH
nepegayn uvHoOpmMauun Mo KaHamny, TO eCTb CKOPOCTW nepefadn «nonesHorm WHgopmaumm»

(noMMMO TakoBOM, MO KaHany MOXeT nepeaaBaTbCs CryxebHas MHopMaums).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKU, KOMNeHcauus
3agHero cBeTa). TUNWYHbBIA NpUmMep HeoBXoAUMOCTU UCMNONb30BaHMA: YenoBek Ha )OHEe OKHa.
OnNeKTPOHHbIV 3aTBOP Kamepbl oTpabaTbiBaeT MHTErpasnbHyto, T.e. 0OLLYy0 OCBELLEHHOCTb CLIEHbI,
«BMAMMOM» Kamepon Yepe3 ob6bekTnB. COOTBETCTBEHHO, Manasa durypa 4yenoBeka Ha 60MnbLIOM
CBETMNoOM (poHe OKHa BbINbETCSH B UTOre "3acBeTKoW" BCen KapTUHKW. BkritoveHue pyHkummn «BLC»

MOXET B NOAOBHbIX cny4yaax ncnpaButb pa60Ty ABTOMAaTUKN KaMepbl.

Bonjour — npoTokon aBTomMaTnyeckoro obHapyxeHus cepBucoB (criyx6), ncnonb3yemMoin B
onepaumoHHon cucteme Mac OS X, HaumHasa ¢ Bepcun 10.2. Cnyx6a Bonjour npegHasHavyaeTcs
A8 UICNONb30BaHWSA B JNTOKarnbHbIX CETAX U UCNONb3yeT cBeAeHus (3anmcn) B crnyxbe OOMEHHbIX
nmén (DNS) ansa obHapyXeHust OpyrMx KOMMbHOTEPOB, PaBHO KakK M MHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPMHTEPOB) B GrivKaNLLIEM CETEBOM OKPYXXEHUW.

CIDR /becknaccoBas agpecauusa (aHrn. Classless Inter-Domain Routing, anrn. CIDR) —
meToalP-agpecaumm, Nno3BonsaowWmi rmbko ynpaBnaTb NpocTpaHCTBOM IP-agpecoB, He Mcnonb3ys
XKECTKME paMKK KraccoBon agpecauuun. Kcnonb3oBaHMe 3TOr0 MeToda MNo3BONdeT 3KOHOMHO
MCNonNb30BaTb OrpaHUYeHHbIN pecypc |IP-agpecoB, NOCKONbKY BO3MOXHO NMPUMEHEHNE Pa3fMYHbIX

MacoK nofceTen K pa3nuyHbiM NoAceTAM.

CCD / N3C-maTpuua — 3TO CBETOYYBCTBUTENbHbIN 3fIEMEHT, UCNOMb3YIOLWMINCA BO MHOTMX
UMPOBLIX Kamepax M NpeacTaBnsaloWUn cCOBON KPYNHYH WHTErparibHyl0 CXeMy, COCTOSLLY U3
COTEH TbICAY 3apsgoB (NUKcenemn), KoTopble nNpeobpasyroT CBETOBYH SHEPIUIO B 3NEKTPOHHbIE

curHanbl. Pasmep matpuubl MoxeT coctaBnatb 1/4", 1/3", 1/2" nnn 2/3".

PykoBoacTeo no nogkno4veHuio IP-kamepbl NK54140R5 m
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CGl (EaMHbin wno30BbIA  UHTepdenc) — cneundbukaums, onpegensiolas

B3anmopencTene web-cepsepa ¢ gpyrumm CGl-nporpammamu. Hanpumep, HTML-cTpaHuua,

copgepxawasa oopmMy, MOXeT mucnonb3oaTb CGl-nporpammy ansa o6paboTkm AaHHbIX POPMbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIn
MeTanfIoOKCUAHbIA MNOSYNPOBOAHUK) — 3TO LUMPOKO MCMOMb3yeMbl TUM MNONYNPOBOAHMKA,
KOTOPbIA WUCMONb3yeT Kak oOTpuUaTenbHYl0, TaK W MOMOXUTENbHYIO 3MNEKTPUYEeCcKyo Luenb.
[MockonbKy TONbKO OfHAa M3 3TUX TUMOB Lienen MoxXeT BbiTb BKIOYeHa B Noboe gaHHOe BpeMs, TO
Mukpocxembl KMOlMa noTpebnsatoT MeHbLUe 3fIeKTPO3IHEPTrMK, YeM MUKPOCXEMbl, UCNONb3yoLme
TOMbKO OOMH TWM TpaHaucTopa. Takke gatunkm nsobpaxkeHus KMOIT B HEKOTOPbIX MUKpPOCXEeMaXx
cogepxaTt cxembl 06paboTKM, OAHAKO 3TO MPEMMYLLECTBO HEBO3MOXHO ucnonb3oBatbk ¢ [13C-

AaTt4ynkamun, KoOTopble ABNAKTCA TakkKe bonee AopormMn B Npon3BoacCTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorus, npumeHsiemas ans
Ha3Ha4YeHMs1 NOCTOSIHHOITO AOMEHHOIO UMEHM YCTPOWNCTBY (KOMMbLIOTEPY, CETEBOMY HAKOMUTENIO) C
AnHamnyeckum IP-agpecom. 31o MoxeT 6biThb IP-agpec, nonyyeHHbin no DHCP vnn no IPCP B
PPP-coeanHeHnsax (Hanpumep, npyv yoanéHHoM [JocTtyne 4epe3 mogem). [Opyrne mawuHbl B

MHTepHeTe MOryT yCTaHaBnnBaTb coeguHeHne C 3TOM MaLUWHOM MO AOOMEHHOMY UMEHMN.

DHCP (Dynamic Host Configuration Protocol / T[lpotokon AuHamMuyeckown
KOHcbUrypaumm ysna) — 9TO CETEBOW NPOTOKOM, NO3BONSIOWNA KOMMbOTEPaAM aBTOMaTUYECKU
nonyyatb IP-agpec v gpyrve napametpbl, Heobxoanmble ana pabotbl B cetn TCP/IP. [JaHHbIN
npotokon paboTtaeT no Mogenu «KNMeHT-cepBep». [nNsi aBTOMATMYECKOW KOHMUrypaumm
KOMMNbIOTEP-KITMEHT Ha 3Tane KoHurypauum CeTeBOro YCTponcTBa obpawaeTtca K Tak

Ha3biBaemomy cepsepy DHCP v nony4aeTt oT Hero HyXHble napameTpsbl.

DHCP-cepBep — 9TO nporpamma, KoTopas HasHadaeT knueHtam IP-agpeca BHyTpu
3aflaHHOro AguanasoHa Ha onpefeneHHbld nepuod BpemeHW. [aHHy yHKUUIO noadepkusatoT

NnpakTU4YeCckn BCe COBPEMEHHbIE MapLLpPYTU3aTOpPbI.

Digital Zoom / LucgpoBoe yBennyeHne — 370 yBenvyeHne pasmepa kagpa He 3a cueT
ONTKKN, @ C MOMOLLbI KaapupoBaHMSA NOTyYEHHOTo C MaTpuubl n3obpaxeHunsi. Kamepa Hudero He
YBENNYMBAET, a TOMbKO BbIPE3AET HYXHYH YacTb W300paxeHuss M pacTarvBaeT ee [o

nepBoHaYanbHOro paspeLleHus.

Domain Server /| CepBep AOMEHHbIX UMEH — TaKkKe JOMEHbI MOryT OblTb MCNOMNb30BaHbI
OpraHnsaumsiMiM, KOTOpble XOTAT LEeHTPanu3oBaHHO YNpaBnsiTb CBOMMW KOMMbOTEpaMu (Ha
KOTOpbIX YyCTaHOBMEHbl onepaunoHHble cuctembl Windows). Kaxabii nonb3oBaTtenb B pamMkax
AOMeHa noryyaeT Y4YeTHYH 3anucb, KoTopas OOblMHO paspellaeT 3aperncTtpupoBaTbCs U

ncnonb3oBaTb nodomn KOMNbOTEP B AOMEHE, XOTA OAHOBPEMEHHO Ha KOMMNbKTEp MOryTt ObITb

PykoBoacTteBo no noakntoyeHuto IP-kamepbl NK54140R5
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HalloXXeHbl orpaHn4eHuA. CepBepOM OOMEHHbIX MMEH ABlAeTCA cepsep, KOTOprVI

ayTeHTMd)VILI,VIpyeT nonb3oBaTteneun B ceTu.

Ethernet— nakeTHasi TexHonorusi nepefadv OaHHbIX MNPEUMYLLECTBEHHO B JTOKanbHbIX
KOMMNbloTePHbIX ceTax. CrtaHpapTbl Ethernet onpegensitoT npoBoaHble coeavHeHMst  U©
SMeKTpUYeckme curHanbl Ha ouandeckoMm ypoBHe, hopmaT kaapoB W NPOTOKOSbI yrpaBneHus

OOCTYMNOM K cpefie — Ha kaHarnbHoM ypoBHe mogenu OSI.

Factory default settings / 3aBoackue yCTaHOBKM MO YMOMYaHUKO — 3TO YCTAHOBKW,
KOTOpbl€ M3Ha4YanbHO UCMONb30BaHbl 419 YCTPONCTBA, KOrga OHO OTIPYXXaeTcsl C 3aBOA4a B NEpBbIv
pa3. Ecnn BO3HMKHET HEOOXOOUMOCTb NepPeyCTaHOBUTbL YCTPOMCTBO 4O €ro 3aBOACKMX YCTaHOBOK
MO YMOMYaHuIo, TO 3Ta (PYHKUMSA NpUMEHMMa Ans GONbLUMHCTBA YCTPOWCTB, M OHA MOJSTHOCTbIO

nepeycraHasinBaeT nobble YCTaHOBKW, KOTOPbIE ObINTM U3MEHEHbBI MOSb30BaTENEM.

Firewall / Bpangmayap — 6paHamayap (MeXceTeBoW aKpaH) paboTaeT kak Gapbep mMmexay
ceTaAMMW, Hanpumep, Mexay nokanbHon ceTbto U NHTepHeToM. bpaHamayap rapaHTuMpyeT, 4To
TONbKO 3aperncTpmMpoBaHHbLIM Nonb3oBaTensMm OyaeT paspelueH OOCTYN U3 OOHOW CeTu B APYryto
ceTb. bpaHamayapom MoxeT OGbITb nporpaMMHoe obecrneveHue, paboTatollee Ha KOMMblOTeEpe,

nnn 6paH,1:|,M3y3p0M MOXET ObITb aBTOHOMHOE annapartHoe yCTpOIZCTBO.

Focal length / ®oKycHoe paccTtosiHMe — u3MepsiemMoe B MuUINUMeTpax ¢oKyCcHoe
paccTosiHne 06bEKTMBA KaMepbl, onpeaensioLee LWNPUHY ropu3oHTanbHoOM 30HbI 0630pa, kKoTopoe
B CBOI ouvepenb namepsietcs B rpagycax. OnpeaenseTtcst Kak paccTosiHMe OT nepeaHen rmaBHom
TOYKM OO nepegHero dokyca (ans nepegHero OKYCHOrO pacCTOsiHMA) M KaK pacCTosiHue oT
3aHewn rmaBHON TOYKM 00 3agHero dokyca (ansa 3agHero okycHoro pacctodHus). MNpu atom, noa
rmaBHbIMM TOYKaMM NOAPaA3yMEBATCA TOYKM MepecedeHus nepefHen (3agHen) rnaBHOM

MITOCKOCTU C ONTUYECKON OChbIO.

Fps / KagpoBas yacTtoTa — KONMYeCcTBO KaapoB, KOTOpoe BuaeocucTeMa (KOMMblOTEpHast

urpa, Tenesusop, DVD-nneep, Bugeodann) BblAa€T B CEKYHAY.

Frame / Kagp - kagpom sBnsieTcd nonHoe BuaeomsobpaxeHue. B dopmate 2:1
YepeccTpoyHOM  pas3BépTku uHTepdenica RS-170 u B dopmatax MexgyHapogHoro
KOHCYNbTaTUBHOrO KOMUTETA NO pagvoBELLaHNI0 Kaap co3gaeTcs U3 ABYX OTAenbHbIX obnacren
TNIMHUIN YepeccTpodHON pa3BepTkn 262.5 nnn 312.5 Ha vactote 60 mnm 50 'y gns Toro, 4ToOkLI
copmMumpoBaTh MOSHbIA Kagp, KOTOpbIM 0TobpasnTca Ha akpaHe Ha 4dactote 30 wnm 25 Tu. B
Buaeokamepax C NPOrpecCUBHOM pPasBEPTKON KaXabl Kagp CKaHMpYeTCA MOCTPOYHO U He

SBIISAETCS YepeCcCTPOUHbIM; BOMNbLUMHCTBO M3 HUX oToBpaxaeTcsa Ha YacTtote 30 n 25 .

FTP (File Transfer Protocol / TlpoTtokon nepegaun ¢annoB) — 3TO MNPOTOKON
NPUIIOXEHWS, KOTOPbIN ucnonb3yeT Habop npotokonoB TCP / IP. OH ucnonb3ayetcsa, 4TOObI

obmeHuBaeTca pannamu Mexagy KomnbioTepamu/yctponctBamm B cetn. FTP  nossonser
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nogkntoYaTbes Kk cepepam FTP, npocmaTprBaTh coAepXMMoe KaTanoroB 1 3arpyxatb dainbl ¢

cepBepa unn Ha cepsep. NpoTokon FTP oTHocuTcs K NpoTokonam MNpuUKNagHOro YypoBHA UM ANd
nepegayn AaHHbIX UCNONb3yeT TpaHCnopTHbIN NpoTtokon TCP. KomaHabl n AaHHble, B OTNMYue OT
GonbLUMHCTBA APYrMXx NPOTOKOMOB rnepeaarTcs No pasHbiM nopTtam. MopT 20, OoTKpbIBaeMbIA Ha
CTOPOHEe cepBepa, UCMonb3yeTca Ang nepegayun aaHHblX, NopTt 21 - ana nepegayv komada. MNopt

ana npuemMa gaHHbIX KInMeHToM onpenendaeTcd B Ananore corriacoBaHus.

Full-duplex / MonHbIn gynnekc — MOfHbIA Aynfekc npeacTtaensdetr cobown nepepady
AaHHbIX OJHOBPEMEHHO B ABYX HanpasneHusax. B cucteme 3ByKOBOCMpPOU3BEOEHMS 3TO MOXHO
onucatb, Hanpumep, TenedoHHbIMM cuctemMamun. Takke nonyaynnekcHas cBs3b obecneumBaeT

OBYXCTOPOHHKOK CBA3b, HO TOJIbKO B OAHOM HanpaslieHX 3a O41H pas.

G.711 — crangapT gnsi npeacraeneHna 8-omtHon komnpeccun PCM (MKM) curHana c
yactoton auckpetmsauum 8000 kagpos/cekyHoy u 8 oGut/kagp. Takmm obpasom, G.711 kogek

co3aaét noTtok 64 Koéut/c.

Gain / KoadphbmumeHT yeuneHmsa — koadppuumMeHTOM yeuneHnsa asnsetca KoapgpuuneHT
YCUNEHUST W OKCTEHTa, B KOTOPOM aHasoroBbli YCUNUTENb YCUNuBaeT Cuny curHana.
KoadbpmumeHTbl yecmunenunsa obbl4HO BbipaxatoTcs B eanHmuax mowHoctu. eumben (ob) asnsetca

Hanbonee yl'lOTpeGVITeJ'IbeIM crnocobom ans n3MepeHna ycuneHua ycunmtens.

Gateway / MexceteBOoM LWNKO3 — MEXCETEBbIM LUMO30M 4BMASETCA CeTb, KOTOpas
OEVNCTBYET B KayecTBe TOYKM BXoda B Apyryto ceTb. Hanpumep, B KOpnopaTMBHOW CETU, CepBep
KOMNbloTEpa, AENCTBYIOLUNA B Ka4eCTBE MEXCETEBOro LUM03a, 3a4acTylo Takke OeNcTByeT U B
KayecTBe MPOKCU-cepBepa U cepBepa CeTeBON 3awmnTbl. MexceTeBOM LUM3 YacTo CBA3aH Kak C
MapLLpPYyTM3aTOPOM, KOTOPbIA pacrno3HaeT, Kyda HanpaBnaTh NakeT AaHHbIX, KOTOPbIA NPUXoauT B
MEXCETEBOW LUMO3, TaK U KOMMYTaTOPOM, KOTOPbIN MPeaoCTaBNseT UCTUHHBLIA MapLupyT B U U3

MeXXCeTeBOoro w3a gnd AgaHHoro nakeTra.

H.264 — 370 MeXayHapoaHbI CTaHOapT KOAMPOBaHWS ayavo M BUAEO, (Apyroe Ha3BaHue
'MPEG-4 part 10' unn AVC (AdvancedVideoCoding)). [JaHHbIn CTaHOapT COOEPXWUT psh HOBbIX
BO3MOXHOCTEN, MNO3BOSMSAKLINX 3HAYUTENBbHO MNOBLICUTL 3MPEKTUBHOCTL CKaTUsi BMOEO MO
cpaBHeHuto ¢ 6onee paHHuMmn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
BonbLyto rMOKOCTb NPUMEHEHUS B pa3HOObpa3HbiX CETEBLIX cpeaax. Vicnonb3yeTtcs B LMdPOBOM

TenesnaeHun BbiCokoro paspewerus (HDTV) n Bo MHOrux gpyrmux obnacrsax umgpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / poTokon nepegaun runeptekcra) — 3To Habop
npasun no obmeHy cannamu (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- U APYrMMU
MynbTumMeguna cannamm) B cetu. lNpoTtokon HTTP sBnseTca npoTOKONOM BbICLLErO YPOBHSA B
cemerictBe npoTokoroB TCP/IP. B gaHHOM npoTtokone nobon naket nepegaeTca A0 NOnAyvYeHus

noateepXxaeHua o ero npaBuUiibHOM npueme.
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HTTPS (Hypertext Transfer Protocol Secure / 3awuwéHHbIM NpOTOKON nepeaayu

runeprekcra) — pacwumpeHue npotokona HTTP, nogaoepxusatowee wudgpoBaHue. [daHHble,
nepegaBaemMble Mo npotokony HTTP, «ynakoBbiBalOTCA» B KpunTtorpadpuyeckmin npotokon SSL
unn TLS, Tem cambiM obecnevnBaeTcs 3alumnTa 3TUX gaHHbIX. B otnuumne ot HTTP, ana HTTPS no

ymonyaHuio ncnonosyetca TCP-nopt 443.

Hub / CeTeBOM KOHLEHTpPATOP - CETEBOMN KOHLIEHTPATOP UCMONb3yeTcs Ans NogknoyeHns
MHOIOYMCMEHHbIX YCTPONCTB K ceTn. CeTeBOM KOHLEHTpATOp nepenaeT Bce AaHHbIe B YCTPOWCTBA,
MOAKIIOYEHHbIE K HEMY, TOr4a Kak KOMMyTaTop TOMbKO nepefaeT AaHHble B YCTPOWCTBO, KOTOPOE

cneumanbHO NpeaHa3Ha4YeHo Ans Hero.

ICMP (Internet Control Message Protocol / MexceTteBo NpOTOKON ynpaBrstOLWMX
coobuweHun) — ceTeBor MpPOTOKON, BXogsawmn B ctek npotokonoB TCP/IP. B ocHoBHoM ICMP
ncnonb3yeTcs Ans nepegadn coobuleHuMn o6 owmnbKax M OpYrux UCKMYUTENBbHBbIX CUTyauusx,
BO3HUKLUMX NPV Nepefaye AaHHbIX, HAanpuMep, 3anpawmBaemasi ycryra HeJoCTyrnHa Unn XocT nnm

MapLIpyTn3aTop He oTBe4aloT.

IEEE 802.11 / Ctanpgapt IEEE 802.11 — 5T0 ceMelCTBO cTaHAapToB Anst 6ecrnpoBOAHbIX
nokaneHblx ceten. CtaHgapt 802.11 nogoepxuBaeT nepedady AaHHbIX Ha ckopoctn 1 unu 2
M6uTt/cek Ha nonoce 2.4 [Tu. CraHpapT xe 802.11b 3agaeT ckopocTb nepenadn AaHHbIX 11
M6wuTt/cek Ha nonoce 2.4 ['Tu, B To BpeMsa kak ctaHaapt 802.11a no3BonseT 3aaaTb CKOPOCTb A0

54 M6wuT/cek. Ha nonoce 5 Tu.

Interlaced video / YepeccTpouHas pasBepTka — 3TO BMOEO3annCb CO CKOPOCTb 50
n3obpaxeHuin (Ha3biBaeMbIX NONSAMM) B CEKYHAY, U3 KOTOPbIX Kaxable 2 nocneaoBaTteribHbIX Nons
(nonykagpa) 3atem obbeauHswTca B 1 kagp. YepecctpodHas passepTka Obina paspaboTtaHa
MHOrO NeT Ha3aj Ans aHanoroBoro TeneBuaeHUs U 40 CUX Mop WMPOKO npumeHsietcs. OHa aaet
XOpoLine pesynbTaTbl NPy NPOCMOTPE ABWXKEHUS B CTaHAAPTHOM M300paxkeHuu, XOTs Bcerga

CYLLLECTBYET HEKOTOPOE UCKaXEHNEe N30BpaxeHus.

Internet Explorer (IE) — cepusa 6pay3epoB, paspabaTbiBaemas koprnopauuen Microsoft ¢
1995 roga. BxoguT B KOMNNEKT onepaunoHHbIix cuctem cemenctea Windows. AensieTcs Hambonee

LUMPOKO Mcnonb3yembiM Be6-6pay3epom.

IP 66 (Ingress Protection) — aTo cTaHAapT 3awmTbl 060pya0BaHMSA, KOTOPbIA ONUCbIBaeT
nbine- 1 Braro- 3awuTy Kamepbl BuaeoHabniogeHusa. lMepsas umdpa obo3HavyaeT ypoOBEHb
3aWwmnTbl OT NonagaHus TBEPAbIX YacTuy (Hanpumep, umdpa 6 o6o3HaYaeT NOMHOE UCKIYEHUE
nonagaHusa neinun). Btopas umdpa obo3HayaeT ypOBEeHb 3aluTbl OT MNONagaHUs XWUOKOCTEWU
(Hanpumep, undpa 6 obosHavyaeT 6esynpeydHyo paboTy kamepbl MNPy BO3AENCTBMM MaCCUBHbIX

BOAAHbLIX MOTOKOB BOAbI NI Bpe€MEHHOM OGJ’II/IBHHI/IVI.)
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IP-kamepa — uUMdpoBas BuAeokamepa, OCOOEHHOCTbIO KOTOpOW SIBRsSieTCs nepegaya

BMaeonoToka B uncpposoM copmate no cetn Ethernet, ncnonbaytrowen npotokon IP.

JPEG (Joint Photographic Experts Group / CraHpapt O6beauMHeHHOM rpynnbl
aKkcnepTtoB B obnactu oTtorpadhmm) — oanH M3 NONynsipHbIX rpaduyecknx copmartos,
NPUMEHSIEMbIA ON1S XpaHeHns hoTon3obpakeHnn N NogobHbIX UM nsobpaxkeHun. MNpu cosgaHmm
n3obpaxeHmsa JPEG nmeetcs BO3MOXHOCTb HaCTPOMKM UCMONb3yeMOro koadduumeHTa cxaTtusl.
Tak kak npu 6Gonee HM3KkOM KO3ppuUMeHTe cxaTtmss (T.e. CaMOM BbICOKOM Ka4yecTBe)
yBenuumeaeTcs obbem danna, cylecTByeT BbIOOp Mexay KavyecTBOM n3obpakeHus u o6 beMom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa n3amepeHns CKOpocTu NOToKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOTOPOW onpeeneHHoe KoNM4ecTBO BUTOB NPOXOAAT 3a4aHHYH TOYKY.

LAN (Local Area Network / JlokanbHasa BblYMCNUTENbHAA CeTb) — KOMMbIOTEPHAs CETb,
nokpbiBatoLasi 06bIMHO OTHOCUTENBHO HEDONMbBLUYD TEPPUTOPUIO NN HEDONbLUYO TPYyNny 34aHWUA

(aom, odouc, bmpmy, MHCTUTYT), TO €CTb ONpeaeneHHY0 reorpaguyeckyto 30Hy.

Lux / Jlrokc — egnHuua n3mMepeHna oCBELLEHHOCTWN. Onpep,enﬂemﬂ KaK OCBEeLUEHHOCTb
NOBEpPXHOCTU nnowaabio 1 KB.M. CBETOBbIM MOTOKOM 1 NIOMEH. |/|CI'IOJ'Ib3yeTCFI anda 0003Ha4YeHus

YyBCTBUTEJNTIbHOCTU KaMep.

MAC-agpec (Media Access Control address / AnnapaTHbIM agpec yCTPOMCTBa) — 3TO
YHUKanNbHbIN NOEHTUUKATOP NPUCOEANHEHHOTO K CETU YCTPOMUCTBA UMK, TOYHEE, ero nHTtepdenc

OnAa NOAKNMKYEeHNA K CETI.

Mbit/s (Megabits per second / M6uT/ceKk) — 3T0O Mepa U3MEpeHUss CKOPOCTWU MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, HA KOTOPOMN BUTbI MPOXOAAT 3aA4aHHY0 TOYKY. DTOT napameTp 0ObIYHO
ncrnonb3yeTcs, 4ToObl NpeacTaBUTbL «CKOPOCTb» CeTW. JlokanbHas ceTb AofkHa paboTaTb Ha

ckopoctn 10 unu 100 M6uT/cek.

MJPEG (Motion JPEG) — nokagpoBbIl MeTOL BMAEOCKATUSl, OCHOBHOM OCOBEHHOCTBIO
KOTOpPOro SIBMSIETCA CXaTWe KaX4oro OTAENbHOro kagpa BMAEOMNOTOKA C MOMOLLbI anroputma
ckatna wusobpaxenHun JPEG. lMpum coxatum metogom MJIPEG wMexkagpoBasi pasHuua He

YYNUTbIBaAETCA.

MPEG-4 — 3T0 MeXayHapoaHbl cTaHaapT, UCMONb3yeMblil NMPeNnMyLLLECTBEHHO AN CxXaTus
undcpposoro ayamo u Bugeo. CrtanHgapt MPEG-4 B OCHOBHOM WCMNOMb3yeTcs And BeLaHus
(noTokoBoe BWAEO), 3anncu OUNbMOB Ha KOMMAaKT-AWCKM, BuaeoTenedoHun (BuaeoTenedoH) u

LLMPOKOBELLaHKA, B KOTOPbIX akKTUBHO NCNOJNb3yeTCA CKaTue Ll,l/lq.)pOBbIX BMOEO 1 3BYKaA.

Multicast / F'pynnoBas nepepa4a — cneumanbHaa dopma LUMPOKOBELLAHUS, MPU KOTOPOW

KOMMM NaKeToOB HanpaBnsalTcs onpeaenéHHoMy MNoAMHOXECTBY aapecatoB. Hapsgy c
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NPpUNOXeHnaAMn, YyCTaHaBnMBawWMMU CBA3b MeXay WCTOYHUKOM U OOHUM nony4vaTterem,

CYLLLECTBYIOT TaKkue npuroxeHus, rae tpebyetcs, 4ToObl MCTOYHMK NOCbINan nHopMaLumio cpasy
roynne nonydarenen. [lpu TpaguuuoHHon TexHonornn |P-agpecauun TpebyeTcs Kaxgomy
nonyyaTento UHgopmaLMM nocrnatb CBOM MaKeT AaHHbIX, TO eCTb Of4Ha WU Ta Xe WHdopmaums
nepegaeTcsl MHOro pas. TexHonornsa rpynnoBon agpecaumm npeacraenseT cobon pacwmperne IP-
agpecaumm, No3BONsKLLEe HanpaBUTb OOHY KOMWIO NakeTa cpasy Bcem nonyvarensaMm. MHoxecTBo
nony4artenen onpegenserTca NPUHaANEXHOCTbIO KaXXA0ro U3 HUX K KOHKpeTHOW rpynne. Paccbinky
ANS KOHKPETHOW rpynmbl NOMAy4atoT TOMNbKO YNeHbl 3TOW rpynnbl.

TexHonornsa IP Multicast npegoctaBnseT pag CyLLeCTBEHHbIX NPEUMYLLECTB MO CPaBHEHUIO
C TpaavUMOHHbIM NoaxodoM. Hanpumep, gobasrneHne HOBbIX NoNb3oBaTenen He BriedyeT 3a cobou
Heobxoaumoe yBenuyeHne nponyckHOW CrocOBHOCTU ceTu. 3HauYUTENbHO COKpallaeTCcs Harpyska
Ha nocbinalvwun cepsep, KOTopbli 6Gonblle He [OMKeH noaaepXuBatb MHOXECTBO

ABYXCTOPOHHUX COeaUHEHWIA.

Ana peanusaumn rpynnoBoM agpecauun B fOKanbHOW CeTu HeobXxoauMmbl: MOoAAepKKa
rpynnoBon agpecauum ctekom npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP
ONs OTNpaBKM 3anpoca o NpucoeguHEHUM K rpynne v nofy4YeHnn rpynnoBoro Tpaduka, nogaepxka
rpynnoBon agpecaumm CETEBOW KapTOW, MPUNOXEeHWe, UCnonb3ylolee rpynnoByl agpecauuio,
Hanpumep, BMAEOKOHepeHUnsa. TexHonorma «MynbTukacT» mcnonbdyet agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTcs cratumdeckas W guMHammyeckass agpecauuvs. [lpumepom
cTtatTudeckmx agpecoB anatTcs 224.0.0.1 — agpec rpynnbl, BKrovawowen B ceba Bce yanbl
nokansHon cetn, 224.0.0.2 — Bce MapLlpyTu3aTopbl fokanbHOW ceTu. [uanasoH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [Ans MPOTOKOMOB MapwpyTusaumm un Opyrmux
HU3KOYPOBHEBbLIX MPOTOKOMIOB  NOAAepXku rpynnosor agpecaumun. OcTtanbHble agpeca
ONHAMWYECKN  UCMOMb3ylTCA  NPUNoOXeHnsmMn. Ha  cerogHAWHUM  OeHb  BOMbLUMHCTBO
MapLLpPYyTM3aTOPOB NOAAEPKUBAIOT 3Ty ONUMIO (B MEHIO 0ObIYHO €CTb onuums, paspelwatowas IGMP

MPOTOKOM UKW MyIbTMKACT).

NTP (NetworkTime Protocol / lpoTokon CUHXpPOHM3aLUUM BPEMEHM) — CeTeBOW
NPOTOKOM ANS CUHXPOHU3aLMN BpeEMEHU C ncnosb3oBaHnem ceten. NTP ncnonb3yeTt ona cBoemn

paboTbl npoTtokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctangapt NTSC
SIBMSIETCH TENEBM3MOHHbLIM 1 BuaeocTangapTom B CLUA. CtangapTt NTSC goctaensieT 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacneson ctaHaapT, onpeaenstoLwmun
NPOTOKONbI B3aMMOAEWNCTBMSA TakMX YCTPOMCTB, Kak |P-kamepbl, BUAeoperncTpaTopbl U CUCTEMbI

ynpasneHns Buaeo. MexayHapogHbii OpyM, CO3[aBWIMKA  [aHHbIA - CTaHOapT, OCHOBaH
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koMmnaHuamu Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uensto

pa3paboTkn U pacnpocTpPaHeHUss OTKPLITOro cTaHAapTa AN CUCTEM CeTEBOro BUAEOHabNoaAeH s,

PAL (Phase Alternating Line / TeneBu3noHHbIn cTtaHpapT PAL) — TeneBu3MOHHbIN
ctaHgapT PAL aBndaetcs npeobnagarlowmm TeneBM3MOHHbIM CTaHA4apTOM B CcTpaHax EBponbl.

TeneBunanoHHbIn cTaHgapT PAL goctaenseT 625 cTpok B kKagpe Ha 25 K/cek.

PoE (Power-over-Ethernet / NMutaHue 4yepe3 Ethernet) — TexHonorusi, nossonstoLuas
nepegaBaTb YAanéHHOMY YCTPOMCTBY BMECTE C [aHHbIMU 3MEKTPUYECKYH SHEprui 4vepes

CTaHOapTHYO BUTYIO napy B cetn Ethernet.

Port / Mopt - wuvaeHTMOMUMPYEMBIN HOMEPOM CUCTEMHLIM pPECYPC, BblAEMNSAEMbIN
NPUMOXEHUIO, BbINOSIHAEMOMY Ha HEKOTOPOM CEeTEBOM XOCTe, AN CBA3WM C NPUIIOXKEHUSIMMU,
BbINOSIHAEMbIMW Ha APYrMX CeTeBbIX XOCTax (B TOM YMcCne C APYrMMU NPUMOXKEHUSIMU Ha 3TOM Xe
xocte). B 0Bbl4HOM KNMEHT-CepBEPHON MoAEeNnn npunoxeHne nnbo oxuaaeT BXOASAWMX OaHHbIX
UM 3anpoca Ha coeauHeHue («cnywaeT nopT»), NMbo nochbinaeT AaHHble UMK 3anpoc Ha

coeaMHEHNe Ha N3BECTHbLIN nopT, OTKprTbIIZ npunoXxeHmnem-cepsepom.

PPP (MpoTokon ABYXTOYEYHOr0 COEAMHEHMA) — T[POTOKOM, MNO3BONSAIOLLNIA
ucnonb3oBaTb MHTEpdENC nocrnedoBaTenbHON nepefayn Ans CBA3M Mexay ABYMsSi CeTeBbIMU

ycTponcteamn. Hanpumep, nogkntodeHue MK k cepsepy nocpenctBoM TeNedOHHON NIHUK.

PPPoOE (Point-to-Point Protocol / lpoTokon coeAnHeHUs «TOYKa - TOYKa») — NPOTOKON
Ons  nogknioyeHna  nonb3oBaTenen cetn  crtaHgapta  Ethernet k UHTepHeTy  uepes
LLIMPOKOMOMOCHOE coeanHeHne, Takoe kak nHua DSL, 6ecnpoBoaHoe yCTPOMUCTBO Unun KabenbHbIn
mogem. C nomoulbto PPPOE 1 LUMPOKONONOCHOMO MoAema nosib3oBaTeny nokanbHOW ceTn MoryT
nony4atb OOCTYNn C WHAMBMAOYaNbHOW MPOBEPKOW MOAMMHHOCTM K BbICOKOCKOPOCTHLIM CETAM
AaHHbiX. O6beguHas Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneunBaeT apPEKTUBHBIN CNOCOO CO3AaHMA OTAENbHbBIX COEANHEHWI C yOAaNEeHHbIM CepBEPOM

ONnAa KaXXgoro noJjib3oBaTternd.

Progressive scan / lMporpeccMBHOe CKaHMpPOBaHUE — 3TO TEXHONOMMS NpeacTaBneHus
KagpoB B BUAEOHaOMAEHMM, NPU KOTOPOW Kaxabld Kaap BOCMPOU3BOAUTCHA MO OAHOW NMHMK B
nopsiake WX pasMeLleHust Kaxkayl LecTHaguaTyl [JOMn  CekyHAabl. To ecTb CHavana
nokasbiBaeTcst NMMHKUA 1, 3aTeM 2, 3aTeM 3 1 Tak ganee. Takum obpasom, n3obpaxeHne He ObeTcs
Ha oTAenbHble nonykagpbl. B 3ToM cnyyae nNONHOCTbIO mcyesaeT 3pdeKT MepuaHus, No3ToMy

Ka4eCTBO OTCHATOro BUAeO nony4yaetca ©onee BLICOKMM.

RJ45 — yHMUUMPOBAHHbLIM pas3bém, WUCMOMNb3yeMbl B TENEeKOMMYHMKauuax, umeet 8

KOoHTakTOB. VMcnonbayetcs ansa co3ganus JIBC ¢ ncnonb3oBaHnem 4-napHeix kabenen BUTom napbl.

Router / MaplpyTtusatop — 370 YCTPOWCTBO, KOTOpoe onpeaensder Touky Gnvkanwien

CeTWN, B KOTOPYK NMakeT AaHHbIX OOJDKEeH ObITb HanpasJlieH Kak B CBOW OKOH4YaTEemNbHbIN NYHKT
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Ha3Ha4YeHu4. MapmpyTM3aTop co3gaet n/vnm nogaepxmBaet  crneunarnbHyro Ta6J'IVILI,y

MapLupyTn3aumn, Kotopasa CoxpaHdAeT MH(bOpMaLl,I/II'O, KaK TOJIbKO OHa AOoCTuraeTt onpeaerneHHbIX
NYHKTOB Ha3Ha4YeHUuA. MHorga MapLlpyTmn3aTtop BKMYeH B Ka4decCctBeé 4YacCcTu CeTeBoro

KOMMYTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHLIN NPOTOKON B peXUMe peanbHOro
BpeMeHM) — 3TO npoTokon IP gns nepegaynm gaHHbIX (Hanpumep, ayguo Mnu BUMAEO) B pexume
peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B CBOEM 3arofioBke AaHHble, HEOOXoanMble OIS
BOCCTaAHOBJIIEHMSI TOfloCa UNN BUAEOM300pakeHns B NPUEMHOM Yy3fe, a Takke OaHHble O Tune
koguposanusa nHdopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro npoTokona, B YaCTHOCTH,
nepegarTcsl BpEMEHHas MeTKa M HOMeP nakeTa. OT! napameTpbl NO3BONSIOT NPU MUHUMAbHbIX
3agepxkax onpegenutb MNOpPsiAOK M MOMEHT OEKOAMPOBaHMST Kakgoro naketa, a Takke
WHTepnonupoBaTb NOTEPSIHHbIE NakeTbl. B kauyecTBe HuKenexawlero nNpoTokona TPaHCMOPTHOro

YPOBHS, Kak NnpaBuno, ucrnosnbayetca npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepeana4yv NOTOKOB B peXume
peanbHOro BpeMeHu) — 9TO NPOTOKOS YNpPaBfeHusi, KOTOPbIN CAY>KUT OCHOBOW ANS COorfacoBaHus
TPaHCMNOPTHbLIX NPOTOKONOB, Takux kak RTP, MHoroagpecHom nnu ogHoagpecHon nepegayn u ans
cornacoBaHus ucnonb3yembix kogekoB. RTSP MOXHO paccmatpmBaTh Kak MynbT AUCTAHLUOHHOMO
ynpaBneHnsa notokamu AaHHbIX, NpeaocTaBnsaemMbiMmM cepBepoMm mynbtumenuna. Cepsepbl RTSP
00bl4HO wucnonb3ytoT RTP B KayecTBe cCTaHOapTHOrO npoTokona Ans nepefadv ayamo- U

BUOEOOaHHbIX.

SD (Secure Digital Memory Card/ kapta namati tuna SD) — dopmat kapTbl dnaLu-
namaTv, paspaboTaHHbIN AN UCNONb30BaHWS B OCHOBHOM B MOPTaTMBHLIX YyCTpoucTBax. Ha
CEroAHSAWHUA [OeHb LMPOKO WCMOMb3yeTcss B  UUMPOBbLIX YCTPOWUCTBAX, Hanpumep: B
oToannapatax, MoOuNbHbIX TenedoHax, KIK, kommyHuMkaTopax wn cmapTdoHax, GPS-

HaBuratopax, Bugeokamepax n B HEKOTOPbIX UTPOBbIX NMPUCTaBKax.

Shutter / JneKTPOHHbLIN 3aTBOP — 3TO 3MEMEHT MaTpuubl, KOTOPbIA MO3BONSET
perynvpoBaTb BpPEMSI HaKOMIMEHWs1 JIEeKTPUYecKoro 3apsiga. OTa [fgetanb OTBevyaeT 3a
ANUTENbHOCTb BbIAEPXKKM M KONMYECTBO CBETA, MONABLUEro Ha MaTtpuuy nepes hbopmMupoBaHnem

n3obpaxxeHus.

SMTP (Simple Mail Transfer Protocol / MNpocTton npoTokon nepegayn nNoYTbl) —
npotokon SMTP wucnonb3dyetcs ANS OTCbIMKM W MOMAYYEeHUS SNEeKTPOHHOM noyTbl. OaHako
MOCKOSbKY OH SIBNSAETCH «MPOCTbIM» MO CBOEW CTPYKTYpPE, TO OH OrpaHUYeH B CBOEV BO3MOXHOCTM
No BMECTMMOCTU COOOLLEHMI Ha MNoJSlyYaroemM KOHLUE, U OH OBbIYHO MCMOMb3yeTcd C OOHUM M3
ABYX Apyrux npotokonos, POP3 nnn npoTokoNnomM MHTEPAKTUBHOIO AOCTYNa K 3N1EKTPOHHOW noyTe
(npoTokon IMAP). 3TK NpPOTOKOSbI MO3BOMSOT MOSb30BaTENIO COXPAHATL COOBLLEHUS B MOYTOBOM

ALLUKE cepBepa 1 nepnoanyveckn 3arpyxatb nx U3 cepeepa.
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SSL/TSL (Secure Socket Layer / Transport Layer Security / lpoTokon 3auwuueHHbIX

cokeToB / [IpoOTOKON TPaHCNOPTHOro YpPOBHA) — 3TK ABa npoTokona (npotokon SSL asngetca
npueMHUKoM npoTtokoria TSL) aBndawTca  KpunTorpamyeckumm  npoTOKONamu, KoTopble
obecneunBatoT 6e3onacHyto cBA3b B ceTu. B 6onblumMHCTBE cnyvaeB npoTtokon SSL ucnonb3yetcs
yepes npotokonn HTTP, 4toGbl chopmmpoBaTb NPOTOKON 3alMLEHHON MNepedayvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMb30BaHHOMO, Hanpumep, B MHTepHeTe Ansi OCyLEeCTBEHNS
(OMHAHCOBLIX TpaH3akuun B anekTpoHHoM Buae. [lpotokon SSL umcnonb3yeT ceptudmkaThbl

OTKPbLITOro KpUNTOrpadnyeckoro Krto4a, YTobbl NOATBEPXKAATb UAEHTUYHOCTL CEpPBEpa.

Subnet mask / Macka nogcetn — GuToBasi Macka, onpegensiowlas, kakad yactb IP-
agpeca ysna ceTu OTHOCUTCA K adpecy CeTu, a Kakas — K afgpecy camMoro yana B 3TOW CeTW.
Hanpuwmep, y3en c IP-agpecom 192.168.0.99 n mackon nogcetun 255.255.255.0 Haxogntcs B cetu
192.168.0.0.

Switch / Kommytatop — KkOMMyTatopoMm 4BMsIETCA CETEBOE YCTPOWCTBO, KOTOpPOe
COefVHAEeT CErMeHTbl CETU BMECTE U KOTOpOe BblObmpaeT MapLupyT Ans Nepecbiikn YyCTPOUCTBOM
AaHHbIX K ero 6nwkanwemy nonyyatento. OBbIMHO KOMMyTaToOp siBNsieTca 6onee npocTbiM m
G6onee ObICTPbIM MEXAHU3MOM, YEM CETEBOW MapLUpyTu3aTop. HekoTopble KOMMyTaTopbl UMEIOT

hyHKUMIO MapLUpyTM3aTopa.

TCP (Transmission Control Protocol / lpoTokon ynpaBneHna nepeaayen) — ogvH 13
OCHOBHbIX CeTeBbIX MpPOTOKONoB WMHTepHeTa, npegHasHadeHHbld ONS ynpaBneHus nepepaden
OaHHbIX B ceTax u nogcetsx TCP/IP. TCP - aTo TpaHCNOPTHLIN MeXaHu3M, NpeaocTaBsoLwmnm
NOTOK AaHHbIX C NpeABapuUTENbHOM YCTAaHOBKOW COeAMHEHMS, 3@ CHET 3TOro JaroLWmnn YBEPEHHOCTb
B AOCTOBEPHOCTM NONyvyaeMblX OaHHbIX, OCYLLECTBMSET MOBTOPHLINM 3amnpoc [aHHbIX B cryvae
noTepu AaHHbIX U yCTpaHseT AybnupoBaHue npu norlydYeHun ABYX KOMMW OAHOro naketa (CMm.
Takke T/TCP).

TTL (Time-to-live) — npegenbHbI NEPUOA BPEMEHU UIN YNCIIO UTEPALNA MU NEPEXOOOB,
3a KOTOpbIN Habop AaHHbIX (NakeT) MOXeT CylleCTBOBaTb 4O CBOEr0 MCYE3HOBEHUHA. 3HayeHue
TTL mMOXeT paccmaTpmBaTbCH Kak BEPXHAS rpaHuLa BpeEMEHN cyllecTBoBaHus IP-gentarpammbl B
cetn. None TTL ycTtaHaBnuBaeTcsa oTnpaBuTeneM genTtarpaMmbl U YMEHbLLIAETCHA KaXKabIM Y3rOM
(Hanpumep, MapLIpyTM3aTOPOM) Ha NyTU €ero crnefoBaHWsi, B COOTBETCTBUM CO BPEMEHEM
npebbiBaHMs B OaHHOM YCTPOWCTBE WM COrnacHo npoTtokony obpaboTtkn. Ecnm none TTL
CT@HOBUTCS pPaBHbIM HYrO 4O TOro, Kak gerTtarpamma npubyaeTr B MyHKT HasHaveHusl, TO Takas
aentarpamma otbpacbiBaetca v oTnpasutento oTceinaetca ICMP-naket ¢ kogom 11 —

«[MpeBbllIeHVEe BPEMEHHOTO NHTEpBanay.

UDP (User Datagram Protocol / lpoTtokon pgeutarpamm nosnb3oBartens) — 370
NpoToKon OOMeHa [aHHbIMA C OrpaHWYEeHWsIMA Ha MepecbllaemMble AaHHble N0  CeTw,

ucnoneaytowen npotokon |IP. lNpotokon UDP saensetcsa anbTepHaTuBon npoTtokony TCP.

PykoBoacTeo no nogkno4veHuio IP-kamepbl NK54140R5 m

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




Be\.UARD Ipunosxcenus

npeVIMyLLI,eCTBO NnpoTOKOoNna UDP cocTtouT B TOM, YTO AN HEro HeobGsidaTenbHa OOCTaBka BCEX

[AaHHbIX N HEKOTOpble NakeTbl MOryT ObiTb MPONYLLEHbI, ECNU CETb NeperpyxeHa. 3To 0COGEeHHO
yooGHO npu nepegave BMaeoMaTepuarnoB B peXxunmMe peanbHOro BPEMEHW, MOCKONbKY HE UMeeT
CMbICria MOBTOPHO NepefaBaTb YCTapeBLUyd WHGMOPMaUMio, KoTopasi BCe paBHO He 6yaet

oTobpaxeHa.

UPnP (Universal Plug-and-Play) — TexHonorusi, nos3Bonsdowas nepcoHanbHbIM
KOMMbIOTEPAM U MHTENNEKTyanbHbIM CETEBLIM CUCTEMAM (HanpuMmep, OXpaHHOMY 06opyaoBaHuIo,
pasBriekaTenibHbIM  YCTPOMCTBAM WM UHTEPHEeT-LUNn3aM) CcoeauHATbCa  Mexay  cobou
aBTOMaTMyeckn n paboratb COBMECTHO 4yepe3 eguHyto ceTb. [Mnatdopma UPnP crtpoutca Ha
OCHOBE TaKMx WHTepHeT-cTaHgaptoB, kak TCP/IP, HTTP wn XML. TexHonorms UPnP
nogaepxunBaeT ceTeBble MHAPACTPYKTYpPbl MpakTUyeckn noboro Tuna - Kak NpoBOAHble, TaK U
OecnpoBoaHbie. B 1x yncno, B 4acTHOCTW, BXOaAT kabenbHbin Ethernet, 6ecnpoBogHble cetn Wi-
Fi, ceTm Ha ocHoBe TeneMOHHbLIX NMHUA, NUHUIA 3nekTponuTaHua u np. lNoggepxka UPNP

peanun3oBaHa B onepaunoHHbix cuctemax Windows.

URL (Uniform Resource Locator / EauHbIA yKasaTenb pecypcoB) — 370

CTaHOapTU3NPOBaHHbIN cnocob 3anucu afpeca pecypca B ceTu UHTepHeT.

WAP (Wireless Application Protocol / BecnpoBoaHOM NpOTOKON Nnepeaavu AaHHbIX) —
NPOTOKOM, CO34aHHbIM crneumanbHo ansa GSM-ceTel, roe HYXHO YCTaHaBnvBaTb CBS3b
NopTaTUBHbLIX YCTPOMCTB C ceTbto MHTepHeT. C nomowpbto WAP nonb3oBatenb MoOOGUNbHOIO

YCTPOWCTBA MOXET 3arpyxaTtb U3 ceTu IHTepHeT ntobble UMdpPOoBbIE AAHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumawowmnm HTTP-3anpockbl OT KMNMEHTOB,
06bl4HO Beb-6paysepos, 1 Bbigatowmn um HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHnem, annom, Meama-noTokoM UnNm ApYrMMu AaHHbIMMU.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBogHasA TOYHOCTb») — TOProBasi Mapka
npombiwneHHon rpynnel «Wi-Fi Alliance» ans 6ecnpoBogHbix ceten Ha 6ase crtaHgapta |IEEE
802.11. Jlboe obopygosaHue, cooTBeTcTBylowWee cTaHgapTty |EEE 802.11, moxeTr 6biTb
npotectupoBaHo B Wi-Fi Alliance ona nonyyeHusi COOTBETCTBYHOLLEro ceptudukata M npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / BecnpoBogHaa LAN — 310 GecnpoBoaHasi nokanbHasd ceTb, UCMOMb3yoLwas B
KayecTBe HOCUTENSA PagnoBOSHbI: 6ECNPOBOAHOE MOAKMOYEHNE K CETU KOHEYHOMO Nosib3oBaTens.

[ns OCHOBHOW CeTEBON CTPYKTYpbl 06bIMHO UCNONb3yeTcs KabernbHoe CoeAnHeHe.

WPS (Wi-Fi Protected Setup) — ctaHgapT, NpeaHasHa4YeHHbIN AN NoslyaBToMaTu4eckoro

cosfaHuns 6ecnpoBoaHON AoMallHeln ceTu. [poTokon npu3BaH okasaTb MOMOLLb MONb30BaTensm,

KOTOpblEe He obnapatoT LUNPOKMMU 3HAHUAMU O ©e3onacHocTn B 6eCI'Ip0BOD,HbIX ceTdax, U Kak

cnencTeMe, MMET CIIOXKHOCTU MpU ocyllecTBneHun HacTtpoek. WPS aBTomMaTtnyeckun obo3HavaeT
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nMMA Cethn n 3agaet LIJI/I(*)pOBaHVIe, ana 3awnTtbl OT HECaHKUMOHMPOBAHHOIO 4OCTyna B CeTb, MNpu

3TOM HET H606XO,EI,I/IMOCTI/1 BPY4YHYHO 3alaBaTb BCE NMNapaMeTpbl.

Anroputm cxatusi BMAEO — 3TO MEeTOAMKa YMeHbLUeHUs pasmepa daiina undpoBon
BMOEO3anuMcu NocpeacTBOM  yaaneHust rpaduyeckMx SMemMeHToB, He  BOCMPUHMMAaEMbIX

4yenoBe4yeCKM rna3om.

BapudokanbHbin OOGBLEKTUB — OOBEKTMB, MO3BOMSAOLWNA WCMOMb30BaTh pPasfiMyHble
hOKyCHble pPacCTOsiHUS B MPOTMBOMOMOXHOCTE OOBLEKTMBY C  (PMKCUPOBAHHBIM  (POKYCHBIM

pacCcTosiHUEM, KOTOPbIV UCMONb3YEeT NULLb OAHO PacCTOsIHME.

Butasa napa — Bua kabens cBs3W, npeactaBnsieT cobor OodHY WM HECcCKonbKo nap
N30NMPOBAHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COOOW, MOKPbLIThIX MIACTUKOBOW OGOMOYKON.
CBuBaHME NPOBOAHUKOB MPOU3BOAMUTCS C LIENbl MOBBILEHMS CTEMeHW CBA3M Mexay cobo
NPOBOAHMKOB OZHOW Napbl (3NeKTpoMarHMTHasi noMexa OAMHaKoBO BrusieT Ha o6a nposoaa naphbl)
M NOCNEeAYLEro yMeHbLUEHUS1 3NEKTPOMAarHUTHbIX NMOMEX OT BHELUHMX WCTOYHWMKOB, a Takke

B3aMMHbIX HAQBOOOK MNMpu nepenadve nmd)d)epeHumaanblx CUrHanos.

BblAep)KKa — WHTepBall BpeMeHU, B Te4eHne KOTOPOro CBeT BOS,EI,e|7ICTByeT Ha y4acCTOK
CBETOYYBCTBUTEINTIBHOIO Matepuana unm CBeTO‘-IyBCTBI/ITeJ'IbHOIZ MaTpuubl AnA COOGLLI,eHI/IFI emMy

onpenenéHHon aKcnosnunn.

[eTeKkTop ABMXKEHUA — 3TO annapaTHbli NMBO NPorpaMmHbIA MOAYb, OCHOBHOW 3adaven

KOTOPOro ABndeTcs o6Hapy>KeH|/1e nepemMeLlarlnxca B none 3peHnd Kamepbl 00BbEKTOB.

HdeTekTop caboTaxa — 3TO MporpamMMHbIA MOAYSb, KOTOPbIA MO3BONSET OOHapyxMBaTb
TakMe cuTyauuu, Kak: pacOoKyCUpOBKa, NEPEKPbITUE MU 3acBe4YMBaHME M300paKeHusi, OTBOPOT
Kamepbl, YacTuUyHas noteps curHana. [puHUMN OEeWCTBMS OCHOBaH Ha aHanuse B pexume
peanbHOro BPEMEHW W3MEHEHWSI KOHTpacTa rloKanbHbIX ObnacTten KagpoB W3 BUOEOMOTOKA,
nonly4aemMoro ¢ Ternekamepbl-getektopa. [letektop caboTaxa aBTomMaTU4ecKn BblbupaeT obnactu
KagpoB, MO KOTOPbIM HEOOXOOUMO OLIEHMBATb M3MEHEHWE KOHTPACTHOCTM BO BPEMEHWU W, ecnu
N3MEHEHNE KOHTPACTHOCTM B 3TUX OONacTAX NpPEBbILAET HEKOTOPbIA OTHOCUTENbHLIA MOPOT,

NPUHNMAET peLlleHne O noTepe «rnosie3Horo» BuaeocurHana.

Onadparma (ot rpeu. diaphragma — neperopopgka) — 370 oTBepcTue B ob6bekTuBe
Kamepbl, KOTOpPOe perynupyeT KONMMYECTBO CBETa, Monagawwero Ha matpudy. W3meHeHune
pasmepa AuadparMbl NO3BOMSET KOHTPONMPOBaTb UENbl psaa nokasaTtenen, BaKHbIX ONs

nony4yeHna ka4eCcTtBeHHOro M306pa>|<eH n4.

[JomeHHOe nMs — 3TO onpeaeneHHas OykBeHHas MocrenoBaTeNnbHOCTb, 0603HavaLwas
UMS canTa UNKM UCnonb3yemasi B MMEHaxX 3MEKTPOHHbIX MOYTOBbIX AWMKOB. [JOMEHHble MMeHa
[AaloT BO3MOXHOCTb agpecaumy UHTEPHET-Y3r0B U PachofiOXXeHHbIX Ha HUX CEeTEBbIX PEecypcoB

(Beb-canToB, cepBepOB ANEKTPOHHOM NOYTbI, APYrMX criy0) B yaobHoM anga yenoseka hopme.
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MK-noaceeTka (MK-npoxektop) — ycTponcTtBo, obecneumBarollee MNoAcBETKY OObekTa

HaGJ'II'O,EI,eHI/IFl C nsny4yeHnem B I/IH(bpaKpaCHOM Onana3oHe.

Kamepa «aeHb/HOYb» — 3TO Buaeokamepa, npeaHasHayeHHast ans paboTbl KPYriocyTO4HO
B pasHbIX YCINOBUAX OCBELLEHHOCTU. B yCnoBusix sipkoi OCBELLIEHHOCTU n3obpaxeHue LBeTHoe. B
TEMHOE BpEMsi CYTOK, KOrga sipkuiA CBeT NponajaeTt, M HauMHalTCs CyMepku, u3obpaxeHue

CTaHOBUTCA qepHo—6enoe, B pe3yJibTaTte 4ero noBbillaeTCcA YyBCTBUTEJIbHOCTb.

Kogek — B cuctemax cBsi3au Kodek 310 0OblMHO kogep/gekogep. Kogekn ncnonb3yrtoTcst B
WHTErpuMpoBaHHbIX LEensax WM MuKpocxemax Aans npeobpa3oBaHWs aHanoroBblX BUOEO- U
ayamocurHanoB B umdposon dopmat anga nocnegywouwen nepegadn. Kogek takke npeobpasyer
npuHMMaemMble UNGPOBbIE CUrHanbl B aHanoroebii ¢opmat. B Kogeke opgHa MuKpocxema
ncnonb3yeTcs Ans npeobpa3oBaHWs aHanoroBoro curHana B UMdpoBon M LMPOBOro curHana B
aHanoroBbln. TepMuH «Kogek» Takke MOXeT OTHOCUTbCS K KOMMpeccun/gekoMmnpeccum, n B 3ToM
crny4ae oH 06bl4HO O3HAYaEeT anropmTM NN KOMMbIOTEPHYIO NPOrpaMmy Ans yMeHbLUeHs obbema

dhainos 1 nporpamm.

Hopmaano 3aMKHYTbl€ KOHTAKTbl — TakKad KOHCTPYKUUA OaTHUKa, KOTOpad B NnaCCMBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, 2 B aKTUBHOM — PAa3OMKHYTbIE.

Hopmaano Pa3OMKHYTblI€ KOHTAaKTbl — TaKad KOHCTPYKUMA [OaTyuka, KOTopasda B

NnacCMBHOM COCTOAHUN UMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbI€E.

O6BLEeKTUB — 3TO 4acTb OMTMYECKON CUCTEMDI BI/ID,eOHa6J'II'OD,eHI/IFI, npeagHasHavYeHHaa and

CbOKyCI/lpOBKI/I NOTOKa CBETa Ha MaTpuue BnaeokamMmepbl.

OTHoweHne curHan/wym — YNCMEHHO onpeaenseT codep)XaHue napasuTHbIX LUYMOB B
curHane. Msmepsaetca B geumbenax (ob). Yem Gonblue 3HaYeHME OTHOLLIEHUS CUrHan/Lwym gns

BugeocurHana, TeM MeHbLLE MOMEX N UCKAXKEHUN nMmeeT V|306pa>|<eHV|e.

Mukcenb — 3T0 0QHA M3 MHOXECTBA TOYEK, COCTaBNAIOLWMNX LUndpoBoe nsobpaxerHune. Lipet

N UHTEHCUBHOCTb KaXXO0ro nmkcensa coctaBndeT KpOoLeYHYyto obnactb I/I306pa)KeHI/IFI.

Mpokcu-cepsep (Proxy - npeacraButTenb, YMNONMHOMOYEHHbIM) — cniyxba B
KOMMbIOTEPHbIX CETAX, MO3BONSAOLWAA KIMEHTAM BbIMOMHATL KOCBEHHbIE 3anpocbl K ApyrvMm
ceTeBbIM crnyk6am. CHavana KNMeHT MOAKII0YaEeTCsl K MPOKCU-CEPBEPY M 3anpallmBaeT Kakow-
nnbo pecypc, pacnonoXeHHbIN Ha Apyrom cepeepe. 3aTteM Npokcu-cepsep NMBo nogknovaeTcs K
yKa3aHHOMY cCepBepy M Mofy4vaeT pecypc Yy Hero, nubo Bo3BpallaeT pecypc uM3 cobBCTBEHHOro
kawa. MNpokcun-cepep NO3BOMAET 3alLmLLATb KITMEHTCKUA KOMMbIOTEP OT HEKOTOPbIX CETEBLIX aTak

M noMoraeT CoXpaHATb aHOHUMMHOCTb KIMMeHTa.

MpoTtokon — cTaHaapT, onpegenswwnin nosegeHne ¢yHKUMOHanNbHbIX OrokoB npu

nepegadvye [pOaHHbIX. CDOpMaJ'IVISOBaHHbIe npasuna, onpegendwowme nocneaoBaTesibHOCTb U
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(bopmaT CoO00LLIEHNIA, KOTOpPbIMUA OOMEHMBAOTCA CETEBble KOMMOHEHTLI, JeXallMe Ha OAHOM

YPOBHE, HO B Pa3HbIX y3nax.

PaspewleHne n3obpaxeHNA — 3TO KOMNYECTBO MUKCENen (ToYek) Ha eanHuuy nrowanm
n3obpaxeHus. MamepseTcst B Meranvkcensax nnm otobpaxaeTtcsi B Buae ABYX BEMUYMH — BbICOTbI 1

LLUMPUHDbI I/1306pa)KeHI/IFI. BricoTta u LLIMPpUHaA TakKKe B JaHHOM Crlydae U3aMepdarTCA B NUKCENAx.

Py4yHasa auadparma — npoTMBOMNOMOXKHOCTbL aBTOMaTU4eckon guadparmbl, T.e. HACTPOMKa
anadparMbl  Kamepbl AOMKHA BbINOMHATBCA BPYYHYHO A8 perynvpoBKM KONMM4yecTBa CBETa,

Agocturarowiero 4yBCtBUTESNIbHOIO 3fieMeHTa.

CBetocuna o6beKTMBa — 3TO XapakTepuCTMKa, NnokasblBatoLLasi, kakoe KONMYeCcTBO cBeTa
cnocobeH nponyckaTb AaHHbIA 0ObEKTMB. Yem Gonblue MakcUMarnbHbIA AUMaMETP OTKPbITOW
avadpparmbl (MK, COOTBETCTBEHHO, YeM MeHblue F-yncno), Tem Gonbluee KONMYecTBO CBeTa

MOXXET MONacTb CKBO3b OOBLEKTMB Ha d)OKaJ'IbHyI'O NNOCKOCTb, N TEM BblLLE CBETOCUI1A obbekTuBa.

Cumnnekc - npu CUMMINEKCHOM CBA3N ceTeBOM Kabenb WM KaHamn CBSA3NM MOXeT

MCNoNb30BaTbCA AJ14 nepeaavdn MHd)OpMaLl,I/II/I TONMbKO B O4HOM HanpasieHunn.

YnuyHas Bupeokamepa — 3TO Kamepa BuaeoHabnoaeHusi, koTopasi obrnagaet Bcemu

HeobX0AMMbIMM XapaKTePUCTUKaAMUM 3aLUTbl OT BNSIHUA BHELLHEN cpeabl Ans paboTbl Ha ynuue.

LiBeTHas Buaeokamepa — 3TO Kamepa, KoTopas [faeT uUBeTHoe usobpaxeHue. [lo
onpegeneHnto MaTpuubl Bugeokamep vepHo-6enble, a Ans NonyYyeHus LUBETHOro u3obpaxeHus
BO3Me KaXKAoW A4erkn mMaTpuubl opMUpyoTCsa LBETHble hunbTpbl. MNepBbin UnbTP NPUBHOCUT
KpacCHY0 COCTaBIsOLLYIO LiBETA, BTOPOWN 3€MEHYI0, a TPETUI CUHIOK. Taknm oOpasom, Tpu SHYEnKu
CTaHOBATCS OAHOW Toukon B LBeToBOM hopmate RGB. CrnegoBaTtenbHO, BMECTO Tpex nuKcenemn

Ha pe3ynbTupyrowem |/|306pa>|<eH|/|V| Mbl nony4yaem TOJIbKO OAUH.

AnekTpomexaHnyeckun WUK-comnbTp — npeacraBnger cobon YCTPOUCTBO, KOTOpOe
CNOCOBHO B OOHOM pexume nogasnAaTb UHPaKpacHbIM guanasoH nNpy NOMOoLM MHppaKpacHoro
WK-cumnbTpa, a B gpyrom pexmme UK-cbunbTtp youpaeTcs anekTpoMmexaHndeckun, Takum obpasom,

aenaa AoCTYMNMHbIM BECb CMEKTP CBETOU3NMYyHEHUA.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl NK54140R5
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