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Be\chRD I nasa 1. Mepwvl npedocmopooxcnocmu

MnaBa 1. Mepbl NpeaOCTOPOXKHOCTHU

MNepea ucnonb3oBaHMeM yCTPOMCTBA HEOGXOAMMO NOMHUTbL HUXKecneayoLlee.

HaHHbIN NpoAyKT yaosneTBopsieT Bcem TpeboBaHnsam 6e3onacHoctn. OgHako, kak n nobown
anekTponpubop, B cryyae HenpaBUSIbHOTO MCMONb30BaHMSA MOXET Bbi3BaTb NoXap, YTO, B CBOK
oyepedb, MOXeT noBredb 3a cobon cepbesHble nocrefcTeus. Bo msbexaHne HecHaCTHbIX

cny4daeB ob6sA3aTenbHO n3y4vunTte MHCTPYKUUIO.

BHUMAHMUE!
Mcnonb3ynte npu akcnsyatauuu TOMbKO COBMECTMMblE YCTPOWUCTBA. Vcrnonb3oBaHue YCTPOWCTB, He

0006pEHHbIX NPOU3BOANTENEM, HEAOMYCTUMO.

Cob6nioganTe MHCTPYKUUIO NO 3kcnnyaTauymm!
N3berante ANWTENBHOTO MCMONBb30BAHUA WM XPaHEHMS1 Kamepbl B HebnaronpuaTHbIX
YCIOBUSIX:

e [lpu cNMLWKOM BbICOKMX MM HU3KMX TEMMepaTypax (paboyas Temnepartypa yCTPOMCTB OT
-40 po +60 °C).

e WM3beranTte nonagaHnsi NPAMbIX COMHEYHbIX SyYen B TeYEHUEe ANUTENbHOro BpeMeHu, a
Takke HaxoxaeHust Nob6Nn3oCcTn OTONUTENbHbLIX U 0BorpeBaTernbHbIX NPUOOPOB.

e W3berante 6nM30CTM C yCTpoOMCTBaMM, o6nagaronmMm GonNbLLMM 3NEKTPOMArHUTHLIM
adhdpekToMm.

e Heponyctuma yctaHoBKa Kamepbl B MECTaX C CUNbHOW BUOpaLmen.

e Heponyctum MoHTax Kamepbl Npy Temnepatype Huxe -10 °C.

BHUMAHUE!

B cnyyae HencnpaBHOCTM Kamepbl CBSXKUTECH C cepBUCHbIM LieHTpom OO0 «HIIM «besapay.

B cnyyae HeKOppeKTHOM paboTbl KaMepbl:
o [lpu oBHapy>xeHnn abiMa NNn HeobbIYHOrO 3anaxa.
e [lpy nonagaHuu Bogbl UK APYrMX MHOPOAHbLIX OOBHEKTOB BHYTPb.

e [lpy NageHun kamepbl U NOBPEXAEHWUMN Kopryca:

BbinonHuTe cneaytouwme AoeNCTBUA:
e OTKnIOYMTE Kamepy OT UCTOYHUKA NUTaHMSA U OTCOEANHUTE BCE OCTalnbHblE NpOBOAA.
o Casxutecb ¢ cepBuUcHbIM LeHTpoM OOO «HIIM «beBapay». KoHTakTHble AaHHble Bbl

MOKeTe HanTu Ha canTe http://www.beward.ru/.
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Be\chRD I nasa 1. Mepwvl npedocmopooxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE MOMOXUTE KaMepy B YNaKoBKY NPOM3BOAUTENS UNK NtoGow apyrow

maTtepuvan CoOOTBETCTBYIOLLEro Ka4yecTBa M yaapornpoYHOCTH.

BeHTnauua
Bo usbexaHvne neperpesa, HM B KOEM Crnydae He BroKMpynTe LMPKYNSLMIO BO34yXa BOKPYr

Kamepbl.

Yucrtka

Mcnonb3ynte MSArKYyI0 Cyxyld TKaHb [Ans MNpOTMPaHUs BHELUHMX MoBepxHocTen. [Ons
TPYAHOBbLIBOAMMbIX NATEH UCNONb3YyNTEe HEGONbLUOE KONMMYECTBO YMCTALLLErO CPEACTBA, NOCNE Yero
HaCyxo BbITPUTE MNOBEPXHOCTb.

He ucnonb3ynte netyyme pacTBOpuTENM, TakMe Kak CnNUpTOCOAepXkalume cpeactsa vmm

GeH3MH, Tak kKak OHW MOTyT NOBPEeAUTbL KOPMyC KaMmepbl.
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Be\’vARD Inasa 2. Obwue ceedenus

NnaBa 2. O6wune cBegeHun

2 Mn IP-kamepa SV2018RZ ocHalleHa nepefoBbIM CBEPXYYBCTBUTENBHLIM CEHCOPOM Sony
Starvis, koTopbI o6ecneunBaeT nsobpakeHme ¢ MMHUManNbHbIM YPOBHEM LLYMOB B CyMEPEYHOE "
HOYHOEe Bpemsl. OTO 3HAYMTENbHO MOBbLIWAET YPOBEHb AeTanu3aumm OObEKTOB W MO3BONSET
NpUMEHATL Takne IP-kamepbl Tam, rge gpyrue 6onee paHHMe MoLEeNn He CNPaBASINCD U3-3a HU3KOW
YYBCTBUTENbHOCTN UMW HELOCTaTOYHOM AeTanusaumm mdobpaxeHus. SV2018RZ nopaepxvsaeT
pasHble BapuaHTbl NOAKIIOYEHUS NMUTAHUA, B TOM YuUcne, U no TexHonorum PoE, 4Tto ynpowaeTt

npouecc MoHTaxa |P-kamephbl 1 NOBbLILIAET 3KOHOMUYECKYHO BbIroay.

Puc. 2.1

IP-kamepa BEWARD SV2018RZ nossonsieT npocmaTpuBatb BUOEO B pearibHOM BpeMeHu
yepes cTaHaapTHbIA MHTepHeT-6pay3aep.

Kamepa cnocobHa nepenaBatb BUOeONoTok B dhopmaTtax cxatus H.264, H.265. dopmar
H.265 waeanbHO nOAXOOMT B YCMOBUSIX OFpaHMYEeHHOW mMofiockl nponyckaHus. [pu  ero
NCMonb30BaHUN OOCTUraeTCA HaMMEHbLUMIA TpaduK 1 XopoLlee Ka4yeCcTBO M300pakeHus.

Kamepa SV2018RZ noakntovaeTcs K ceTh npu NoOMOLLM NpoBoaHOro MHTepdgenca 100Base-
TX Ethernet n nmeet nogaepxky PoOE.

Mogoepxka KapT namatm  Tuna microSDXC, nossongetr caenatb  CUCTEMY
BuageoHabnogeHnsa eule 6onee HagexHow: BaxkHaa uHdoOpmauus He nponageT npu notepe
COeNHEHMUS, B MOJTHOM OO bEME OHa MOXET ObITb COXpaHeHa Ha kapTe namaTu. B ganbHenwem, ee

MOXHO 6y,1:|,eT BOCNpoun3BeCTn nocne ycrpaHeHnAa TeXHN4eCKnX Henonanok ceTn.
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Be\vaRD Inasa 4. Yemanoexa u nooknouenue IP-kamepul

FnaBa 3. Paamepbl U OCHOBHbLIE 35fIeMEHTbI YCTPOUCTBA
3.1. Paamepsbl IP-kamepbl SV2018RZ
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Puc. 3.1

Pa3amepbl ykazaHbl B MUnnuMeTpax.

3.2. OCHOBHbIE 3N1eMeHTbI

OcHoBHble anemeHTbl IP-kamepsl BEWARD SV2018RZ paccmoTpeHbl Huxe (Puc 3.2):

Mutanue DC 12V Ethernet (PoE)
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Be\vaRD Inasa 4. Yemanoexa u nooknouenue IP-kamepul

naBa 4. YctaHoBKa u noakntoyveHue |P-kamepbl

4.1. O6wue cBegeHUA o nogknoveHun IP-kamepbl SV2018RZ k cetn
IP-kamepa SV2018RZ MOXeT nogkniovaTbCsa K nokanbHoOM cetu, nnbo cetn NMHTepHeT, npu
nomow nposogHoro coeaumHeHns (Ethernet). MogknioyeHne MOXET OCyLLEeCTBNATbCHA Kak

Hanpamyto k T[IK, Tak 1 npu nomowmM BCnomoraTenibHOro CeTEBOro 00opynoBaHUs
(MapLpyTu3aTopbl, KOMMYTaTOphbI).

B HacTtosiiee Bpemsi Havbonee nonynsipHbIMM cnocoboM MoAknYveHust Kk cetn WHTepHeT

SIBMISIETCH MNOAKMOYEHME Yepes BblaeneHHyto nuHuto Ethernet (Puc. 4.1).

- | >>>
2 S
Yy & /, @

Mapmpyrtunsarop

o

Puc. 4.1

(é‘» &

OCHOBHbIE Warn n pekoMeHgaumm no yCTtaHOBKE U HAacTpOMKe KaMepbl OnNucaHbl ganee B
HacToswweM PykoBoacTse.
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Be\chRD I'nasa 4. Yemanosxa u nooxknouenue 1P-kamepol

4.2. PekoMmeHAaaLuMmM no yctTaHOBKe

B paHHOM pasgene npueeneH KpaTKVIVI CMNCOK peKomer,au,Mﬁ, KOTOpbIe HeO6XOLI,I/IMO

Y4nTbIBaATb NMPU MOHTaXe oGopynosava |P-BI/ILI,eOHa6J'I}OD,eHVIFI.

PekomMeHpauum no pasmeLLeHUIo KaMmepbl:

e |P-kamepa BEWARD SV2018Rz npegHasHayeHa ans OCYyLLEeCTBIEHNS
BMAeoHabnoaeHns ¢ npeaensHon TemnepaTtypon akennyartaumm ot -40 go +60 °C.

e W3beranTte nonagaHusa Ha Kamepy NpPsMbIX COMHEYHbIX fy4en B TeYeHue ONUTENbHOro
BPEMEHM, a TawkKe HaxoXOeHWs nobrm3ocTn OTonNUTENbHbLIX U oborpeBaTenbHbIX
npnbopos..

e HenpaBunbHaa paccTaHoBKa Kamep BuaeoHabnwaeHus npuBedET K MNOSABMAEHMUIO
HexxenaTternbHbIX «CnenbiX» 30H, KoTopble OyayT ocTaBaTbCs BHE MNONSA 3peHus
oneparopa.

o |3berante ONM30CTM C YCTPOMCTBAMU-TEHEPATOPAMM MOLLHbBIX 3MEKTPOMAarHUTHbIX
BOJTH.

e Yb6eoutecb B BO3MOXHOCTW pasMeELLeHUs yCTpoWcTBa C Yy4eToM noaBopa
coeavHUTENbHbIX Kabenewn.

e U3GeranTte cnocoba KpenneHus kamepbl, OOMYCKalOLWEro 3HauuMTeNnbHyl BuMOpauumio.
[aHHoe Bo3gencTBMe CHU3NT 3GPEEKTMBHOCTL AEeTeKkTopa [AOBWXEHUA U YEeTKOCTb
n306pakeHnsi B LENOM.

e Kamepbl BuaeoHabnwogeHns Heo6xoaMmo pasmeLLaTb TaK, YUToObl UCKNIOYNTL CriyYanHoe
UnNu cneunansHoe NnoBpexaeHne N nsMeHeHne HanpasneHus ob63opa kamepsbl.

e HanpaBneHne o63opa (30Ha BuAeoHabMAEHUSA) kKamepbl OOMMKHO OblTb TBEPOO

onpeneneHo Ha MOMEHT YCTaHOBKMW.

BHUMAHUE!
MoHTax kamepbl npu TemnepaTtype Huxke -10°C — HegonycTum! B npoTuBHOM cnyyae, LLenocTHOCTb

n3onaumm kabens Kamepbl MOXET ObITb HapyLleHa.
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Be\chRD Inasa 4. Yemanoexa u nooknouenue IP-kamepul

PekomeHgauuu no npoKnagke Kabens Tuna «BuTan napa»:

e B «kopmpopax xenaTtenbHO MpPOKMaAblBaTb MYYKM IMEKTPUYECKMX WU CrnaboTouHbIX
kabenen no pasHbIM Kabenb-kaHanam, NPOXoasALMM Mo pasHbIM CTEHAM.

e [lonyckaeTca B OAHOM kabernb-kaHane npoknagpiBaTb BUTOMAPHbIE U 3fEKTpuYeckme
kabenn B pasHbIX OTCEeKax WAW CeKUuMsx, MWMeKLWmMX ChfowWwHble MpoAosSibHbIE
neperopoky ¢ npegenom orHecTonkocTn He meHee 0,25 4 U3 Hecropaemoro matepuana
TONbKO B pabounx 30Hax Ha paccTosiHUKM He Gonee 15-Tn MeTpoB, ecnn anekTpuyeckas
MOLLHOCTb ByaeT He Gonee 5 kBA.

e OnekTpuyeckue n cnaboTtoyHble kKabenu gonyckaeTcsa npoknagpiBaTe napannensHo Ha
paccTosHuM He MeHee 50 MM Apyr OoT gpyra B pasHblx Kabenb-kaHanax unm cekumsax
kabenb-kaHanoB. Ecnu HanpspkeHHOCTb 3MNEKTPUYECKOro nons, obpasytoulerocs ot
anekTpudeckoro kabens, 6yget 6onee 3 B/M, TO HeO6X0AMMO YBENMNYUTL PacCTOAHME
MeXay OneKTPU4ecKUMM U CcrnaboTouHbIMKM  Kabensamm unM  CHW3UTb  YPOBEHb
3NEKTPOMarHUTHbIX NOMEX.

e BuTonapHble M anekTpuyeckne kKabenu OOMKHbl NepecekaTbCA TOMbKO Mo NpPsiMbiM
yrrom.

e HeakpaHMpoBaHHblEe BUTONAPHbIE KAabenu JOMKHbI NPOXOAUTb HA PACCTOAHUM HE MEHee
125 MM OT rasopaspsgHbiX namn QHEBHOroO cBeTa (MIOMWHECLIEHTHbIX flaMn) u apyrux
BbICOKOBOSbTHbIX YCTPOWCTB, COAEpXXaLnX paspsaHmKN.

e HeakpaHupoBaHHblE BUTONApHbIE Kabenu AormkHbl NPoKNaabiBaTbCA Ha PacCTOSAHUM He
MeHee 1.5 MEeTpPOB OT UCTOYHWUKOB CUSbHbIX 3NIEKTPOMArHUTHbIX NOMeX, 06pasytoLmnx
HaNPsPKEHHOCTb 3NIEKTPUYECKOro nons cebiwe 3 B/m.

e PacnpepgenurenbHble YCTPOMUCTBA C 3a4€eNaHHbIMU HEAKPAHMPOBAHHbLIMU BUTONAPHbLIMMA
kabensiMmn OMKHbI pacnonaraTbCs Ha PpacCToOAHUM HEe MeHee 3-X MeTPOB OT UCTOYHMKOB
CUMbHbIX 3NIEKTPOMAarHUTHbIX NomeX, obpasytolmx HanpsSXKeHHOCTb JNEKTPUYECKOro
nong cebiwe 3 B/m.

e [lpoknagka BUTOW Napbl MeXay TOYKamMun NOAKNHOYEHMS A0MKHA NPOM3BOANTLCS LienbIMy
Kyckamu, npu 9TOM HanpaBfieHne TpaccCbl cneayeT 3apaHee npogyMatb Tak, YTobbl eé
NPOTSKEHHOCTb OblNa Kak MOXHO MEHbLLE.

e MwuHumanbHbIN paguyc u3rMba ans kabens — deTbipe AnameTtpa kabena (nnm 1
ArM=2,5 cM), HO CyLlecTBYIOT pekoMeHaauun pasmMellatb kabenb Takum obpasom,
4yTO6bI 06ecneunBaTb U3rnb pagmycom 2 aronma (5 caHTUMETpoB).

e MakcmanbHas onMHa cermeHTa gormkHa 6biTb He 6onee 100 meTpoB.

BHUMAHUE!
Mpoknagka kabens Tuna «BuTtasa napay B NBX nsonauun npn temnepatype Hmxe -10°C — HegonycTumal!

B npoTnBHOM criy4ae, LeNnoCTHOCTb M30N5L MK Kabensa MoxXeT ObiTb HapyLLeHa.
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Be\vaRD Inasa 4. Yemanoexa u nooknouenue IP-kamepul

4.3. MoHTax |IP kamepbl

Ana moHTaxa |P-kaMmepbl BbINOMHUTE crieaylolme AenCTBUS:

War 1: OcnabbTe kopnyc canbHWKa, 3aTeéM CHUMMWUTE PE3MHOBbLIN YMIOTHUTENb U FankKy
YNNOTHEHNS

War 2: OTkpyTuTe 3agHI0K0 KPbILKY, OTCOeAUHUTE Kabensa OT pasbeMOB KaMepbl, 3aTeM
YyCTaHOBUTE KapTy NamATH;

War 3: NogcoeanHute kabens Kk pasbemam Kamepbl.

CnoT KapTbl NamsTy
microSDXC

/@\,’
FEsTTN

= \

[ ==

<

©
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Be\vaRD Inasa 4. Yemanoexa u nooknouenue IP-kamepul

War 4: YCTaHOBUTE U 3aTAHUTE 3aAHKOK0 KPbILWKY, 3aTAHUTE KOPMNyC CalibHUKa, pGSVIHOBbII7I

YNNOTHUTENb W ranky ynnoTHeHus.

!
Kopnyc casbHuKa i
/

Pe31HOBbIN YIOTHUTENb  [aiika

BHUMAHUE!
Mepen ycTaHOBKOW 3afHEN KPbILKM HEOOXOAMMO YOeauThCs B TOM, YTO PE3UHOBLIV YNIOTHUTEND

paBHOMEpPHO, 6e3 3a30POB 1 HEPOBHOCTEN YIOXKEH B NMa3 KPbILLKM:

3agHAs KpblILKa

PykoBoacTeo no nogknio4veHuto IP-kamepbl SV2018RZ
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Be\vaRD Inasa 4. Yemanoexa u nooknouenue IP-kamepul

War 5: coeguHnte IP-Kamepy Cc KpOHUJTGI7IHOM npn NOMOLLN BUHTOB N3 KOMIJIEKTA NOCTaBKW.

LWar 7: otperynupymnTe HanpasneHne o63opa kamepsbl
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Be\chRD I'nasa 4. Yemanosxa u nooxknouenue 1P-kamepol

4.4. NpoBoaHoOe NOAKMNIOYEeHUe KaMepbl K ceTu

Mcnonb3ysa coeguHuTenbHbli kabenb ¢ pasbemom RJ-45, nogkniouunte |P-kamepy K

nokansHom cetu (k LAN-uHTepency mapLipytusatopa).

BHUMAHUE!
lNMpoknagka kabens Tuna «sutad napa» B NBX nsonauum npu temnepatype Huxke -10°C — HegonycTumal

B NpOTMBHOM Clly4ae, LennoCTHOCTb nsondaunm kabenst MoxeT ObITb HapyLleHa.

B cnyyae HeoGxoQuMMOCTW, COeAUHUTENbHbIA Kabenb MOXHO NPUOGPECTU OTAENbHO UMW,
MpY HaNM4YMM HEOOXOAMMbIX MaTeEpPUanoB U NMHCTPYMEHTOB U3rOTOBUTb CAMOCTOSATENbLHO.

BapuaHT «npsimoro» kabens (UTP kateropum 5e) c pazbemom RJ-45

C opgHOro KoHua C apyroro KoHua
1: beno-opaHxeBbii 1: beno-opaHxeBbii
1 8 2: OpaHxeBbli 1 8 2: OpaHxeBblii
it 3: beno-3enéHbin it 3: beno-3eneHbln
CHISY. 4: CuHuin B 4: CyiHui
5: beno-cuHui 5: beno-cuHun
CMEPEQM: % 6: 3enéHbin CMEPEQM: E% 6: 3enéHbin
18 7: Beno-kopu4HeBLIN 18 7: Beno-kopu4HeBLIN
8: KopnyHeBbi 8: KopnyHeBblI

[na n3rotoBneHus «npsmoro» kabens Heobxoammbl: kabenb UTP (BuTas napa kateropum
5e vnu BbiWwe), ABa pasbema RJ-45 n ycTponcTeo Ans obxuma pasbemMoB (KpuMnep).

Mpn Takom nopsagke nogknoyeHua nap (ykasaHHom B Tabnuue) obecnedmsatoTca
rapaHTUpoBaHHbIE NMPOU3BOAUTENIEM BENUYMHA W pacnpeneneHne 3agepXek pacnpocTpaHeHus
CcurHana, a cnegoBaTenbHO, U 3asiBfieHHast CKOPOCTb nepeaayvn aaHHbIx 100 Méut/c.

B cnyyae ucnonb3oBaHua obopyaoBaHus C NoAOaepKKOM TexHonorun POE goctaTouqHo
NOAKMIYUTE KamMepy C MNOMOLWbio kKabensa Tuna «Butas napax». [lpu 3Tom ucnonb3oBaTb

DONONHUTENBHbIA NCTOYHUK MUTAHNA He HY>KHO.
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MmaBa 5. HacTponka npoBogHOro coeguHeHus

Ana Ttoro 4yto6bl IP-kamepa SV2018RZ paboTtana B Bawien nokanbHOM ceTU COBMECTHO C
apyrum obopyaoBaHmeM, HEOOXOAMMO BbINOMHUTL €€ MOAKMYEHNE B COOTBETCTBMM C TEKYLLUMM

HacTporkamMu AaHHOW CeTu, Ofd Yero, B CBOK ovepedb, HE06XoaMMO ONpeaeniTb 3T HACTPOWKMN.

NMPUMEYAHUE!
OnucaHue yCTaHOBKM M HACTPOMKM COeAMHEHMS BbINOnHeHO Ha npumepe Windows 7 MakcumanbHas.
HasBaHusi HEKOTOPbIX MYHKTOB MEHI0 U PYHKLUUI MOryT oTnudatbes oT Bawer Bepcum Windows, ogHako

anropnT™M npmuBeaeHHbIX OEencTBui siBNsieTcA YHuUBEpPCanbHbIM.

5.1. OnpepgeneHne napamMeTpoB NPOBOAHOMN NTOKalIbHOU CeTH

B cnyyae nogkntodeHms no kabento Ethernet HeobxoamMmo onpegenuTb TeKyLMe HaCTPOMKM
NPOBOAHON ceTun.

[ns gocTtyna K TekyLwmMMm HacTpoMKam NpoBOLHOM OKaIbHOW CETU UCMNOSTb3YNTE KOMMNbIOTEP,

NOAKMIOYEHHbIN K aTON ceTn. Haxmute lyck — Mapamempei.

MpoussoauTensHocTs

Bea sawa
N - NoYTa B OAHOM

< ] cnyxbe

Microsoft 365... Mouta ™~

Microsoft Edge  ®otorpadwm Microsoft To...

Mpocmotp

= - :
e > o
Microsoft Store Kuxo n TB Solitaire & Ca...
0 User
[ Ookymentsi
WU306paxenus

MapameTpsl

BbikntoueHne
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B OTKpbIBLUEMCA ANAIIOrOBOM OKHE Bbl6€pVITe pasgen [CeTb n VIHTepHeT]Z

Mapamerpsi

L

g Cuctema

Sxpar, 30y%, yacaomnerAs,

nuTarne

[ Nepcorsnsaus

Pow, sKkpan EA0KNROEKY, LseTa Va

pesxusta urps:

OBHoBNEHUE 1
Be20NaCHOCTE

Q

Onoenerna W

User
ToKkansHan yueTHan sanucs
Bxoa

Haiimi napametp

Yerpoiicrea

Bluctooth, mpurTeps, wsis

= TMpunoxenna

uEHA N0

ymon AOM. KOMNOHEHTS:

o Creuvanshuie
BOSMOXHOTTH

Wcnonbszyiite Windows ewye 6onee agpekTMEHO
BLICTPO HACTROTE HECKO.1EKO NAPAMETPOE 1 NOIL3YATECk BCEMY BOZMOXHOCTAMN

Microsoft.

Mpucrynum! | Moxa nponycrums

CeTu u UTeprer

Fi, pexan s ca

D Tenegon

Bpema 1 A3biK

YueTHbie 3anmcn D,
2 v AF |

HElE SAMUCH, 30 NOUTE, No3HaEaHME 10703,

pertton, gara

/O Momck EI KoHonaeHumaneHocs
Haiir Mo daiins, Pacnonoxenue, kamepa,
paspewenna MiAKpOhOH

B oTkpbiBLIEMCSH OKHE HaxmnTe [CBOMCTBA]:

= Mapamerpsl

@ Tnaewas

CoctosiHne

| Cocroanue cetn

CeTl 1 VinTeprer

Cocroskue
Ethernet
Habop Homepa
% VPN

& nNpokcu-cepsep

NMPUMEYAHUE!

Mpun HanNMYMM HECKONbKNX MNOAKMOYEHMI BbIBEpUTE TO, K KOTOPOMY NIIaHMpyeTCcs nogkniouunts IP-kamepy.

g_

Ethernet
YacTman cers

—lte

Cnpasxa 8 UkTeprere

OBHOBNEHME CETEBOTO 3ABMTEPa WAK
Apaiieepa

Moncx IP-aapeca

@ Momyuuts nomows

Bl noakntoueHs! kK HTepHeTy

Ecv y 8ac mumMuTHb I TapydHeii nrar,

CBTh Kak IMMUTHOE NOAKNIOUEHIE WK
cBojicTBa,

@ Ethernet
3a nocneanve 30 AH.

() Noxasse aoctynisie ceru
POCMOTPHTE B3PHaHTEI MOAKAKOUEHMS BOKPYT.

ﬂ.OI’IOJ’I HWTeNbHblE CeTeBble

- pa -
Bbl MOETE HAaCTPOWTh 3Ty & Ompaests ozeie

VEMEHUTE ApyTVe

3820716

Mcnonesosamme faHHsX

napameTpsb!

[ Hactpoiixa napametpos spamepa

rpocs
noakn

EHIR,

STEBLIX 3A3NTEPOE U U3MEHEHUE NaPaMETPOB

% LLeHTp ynpaBaeHuA ceTAMM 1 OBLLHM AOCTYNIOM

Onpeaenw
ceTeil, C KoT

M A3HHEIM Bbl XOTUTE NPEACCTABITE AOCTYN AN
4 YCTAHOBARHO CORAMHEHIE.

A CpeACTEO YCTPaHeHVsA CeTeBLIX HeNoNaaoK
IHarHOCTUKE 1 YCTpaHerUE NpofieM C CeTbio.

MpocMoTP CBOlicTE 0BORYA0EaHIA M MOAKTIOYEHHA

Bparamaysp Windows

C6poc cetn

PykoBoacTBoO no noakntoyeHuto IP-kamepbl SV2018RZ

CkauaHo c sec.ru

« » SEC.RU

KopoTkun nyTb K MHpopmaLmm




Be\«VARD I nasa 5. Hacmpouxa npooonozo coeounenus

B oTkpbIiBLUEMCA OKHE HaXXMUTe KHOMKY [PeaakTupoBaTth|:

& Mapawerpe - o X

® CeTb

CeTeBOﬁ nqu)VIIII: Q Monyuuts nomoLk

O ObwenocTynHele

Baw MK ckpeiT 0T Apyrux YCTPOACTE 8 CETH U HE MOXKET MCNONLIOEATRCA
ANA COBMECTHOTO WCMONL30BaHWUA NPUHTEPa W Galinos.

@ HactHule

[nA ceTw, KOTOPORA Bel AOBEPAETE, HANPUMED AOMALWHER uan paGousii.
Baw MK asnAetca 0GHapyKMBAEMEIM M MOXET UCNONL30BATLCA ANA
MPUHTEPa MAK COBMECTHOO MCMOAL30BaHNA $alinos, ecau Bkl
HacTpOWTe COOTBETCTEYHOWNE NAPaMETREI

Hacrpotika napameTpoB GpaHamayspa v GesonacHocTi

JIMMUTHOE NoAKAKOYEeHWe

Ecnun y 8aC AMMUTHEIA TApU@HBIRA NAAH 1 Bel XOTUTE YYULIMTE KOHTPCE
23 MCNOL30BAHMEN JHHBIX, HACTPOMTE 3TO NOAKNHOUEHUE KaK CETb ©
NAMATHBIM TaPUGHEIM MAAHOM. HekoTopble MPUAOKEHHA MOTYT
paBoTate NO-APYroMy ANA COKPALEHMA UCNONbOBAHWUA AZHHLIX NPU
MOAKNKOYEHMA K 3TOR ceTi.

3ajaTk Kak IMMUTHOE MOAKAHOYEHKE
@D o

Ecnu ycranoenen nvmut Tpaduka, Windows HacTpouT nnmuTHOE
NOAKNOUEHME, KOTOPOE NOMOXKET W3BEXKATE MPEBLILIEHNA NMMATE.

YcraHoBuTe IMMMT Tpaduka, YTOOLI KOHTPONMPOEBATE MCMONL30BaHUE
NAHHBIX B 3TOW ceTh

Mapamerpei IP

HaueHue P Aetomatnueckn (DHCP)

CeoWcTea

CKrOpocTb MMHAKW (NpUemM 1 100/100 (Mbkps)
nepegaua);

OTkpoeTcs okHO «M3meHeHue napameTpoB IP», B KOTOpoM oTobpaxaeTcs nHdopmaums o
HacTponKax CeTeBOro nogkmnoveHns. Bo3amMoXxHbl ABa BapuaHTa HacTpouku IP-agpeca ceTteBoro
nogkntovyenmsa Bawero lK:

1. ABTomaTtnyecku (DHCP): IP-agpec HasHavaeTcs aBTomaTtuyeckun DHCP-cepsepom:

WN3meHeHnune napameTtpos |P

ApTomatiuecki (DHCP) ~

S & w

CoXpaHWTE OT1meHa
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2. BpyuHyto: IP-agpec 3agaeTcs nonb3oBaTerieM BPYYHYHO:

M3meHeHWe napameTpos IP

1 BpyuHyto v

IPv4
¢ @D s

IP-agpec

192.168.0.20

JnuHa npedukca noacetm

255.255.255.0

4 Wz

192.168.0.1

MpeanoutntensHbld DNS-cepeep

192.168.01

JononnutensHeli DNS-cepeep

IPv6
[

CoxpaHuts Otmena

3anuwunTte, NnMbo 3anomHMTE NnapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, OnuHa
npedukca nogcetn (Macka nogcetu), wnto3s, MNMpeanoytuTtenbHbin DNS-cepsep, [JononHUTENbHLIN

DNS-cepsep).

BHUMAHUE!
Ecnn Bbl He 3anucanu ceTeBble napameTpbl KOMMbKOTEpa, TO MOCMe HACTPOWKM Kamepbl OypeT
HEeBO3MOXHO BEPHYTb UX B NepBOHa4YaribHOe COCTOSAHME ANS BOCCTAHOBIIEHUS NOSKITIOYEeHUS K TOKasTbHON

cetn n/wnu cetn IHTEpHeET.
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Onpe.qeneHMe napameTpoB ceTu npu gAuHaAMN4eCKOM IP-anpece
NMPUMEYAHUE!

[aHHbIN NYHKT PyKOBO,EI,CTBa npegHasHadyeH Ona onpepernieHna napamMmeTpoB noKanbHOM ceTu npu

Ha3HauyeHun IP-agpeca Bawewmy MK aBTomatnyecku (DHCP-cepepom).

[nga onpegeneHns TekyLwmnx HacTPOeK KOMMbIoTepa B NTIOKarbHOW MPOBOAHON CETU HaXXMUTE
Tlyck — Napamempbl:

MpoussoauTesHOCT

Bca sawa
1N = NOYTa B OAHON

< 5 cnyx6e

Microsoft 365... Mowta ~

Microsoft Edge  @ororpadwu Microsoft To...

Mpocmotp

— = ’
a > o
Microsoft Store  Kuto u TB Solitaire & Ca...
@ User
JlokyMeHTbI
d  U3o6paxenus

MapameTpbl

BuikntoueHne

B OTKpbIBLLEMCA ANAITIOrOBOM OKHE Bbl6€pl/ITe pasgen [CeTb n MHTepHeT]Z

Mapawerpe - o X

Wcnonbayiite Windows euge 6onee appektmeHo
User BLICTPO HACTPOiiTe HECKO.ILKO NapaMEeTPOE U NOb3YATECh BCEMM BOEMOXHOCTAMMN
) Microsoft.
JloKansHan yueTHan 3anice

Bxon Mpverynam! | Moxa nponycrus

Haift napamerp »

1 Crerema E‘:‘ Ycrpoiicrea D Tenedon Cers u Wireprer
3KpaH, 38YK, YEEROMIEHNS, 2l Bluetooth, npumreps, Msiws Csazats ycTpoiicrsa ¢ Andraid, Wi-Fi, pexcan "s camonere
nuTaHne iPhone VPN

H L

—#, Mepconanvaauun 8= Mpunoxerus R VueThble 3ancy (\$ Bpems 1 Azbik

=4 o, 3kpar GrokupOBKH, UseTa 8= Yaanenue, suaenuts no YueTHsie 3anmck, 3. nouT3 AF  pacnosssaie ronoca

caraiponizaLg, pabora, cevan pervon, aara

@ Wrper (’17 CneunansHele /C) Mouck ﬁ KoHduaeHumansHocTs
Xbox Gar =

ame Bar, crysk BOSMOXHOCTI Haifta wom daiint, Pacnonoeie, kamepa,

pexuta urpst O — paspewenita MikpooH

KOHTPacTHOCTE

OBHosAEHE U
BesonacHocTe

Q

OBmoenenna Windows
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B oTkpbiBLIEMCA OKHE HaxmuTe [CBoMcTBA:

& Mapauerpsi — [m] X

@ o CoctosHure

Cnpagxa & Useprete
| | | CocrosHve cetw " °

OGBHOBNEHNE CETEBOro aaanTepa UAM

Cer, v Untepher apaiieepa
2

Ethernet
Yactwan cets

Cocrosnue

@ Monyumrs nomouys

Ethernet Bbl nogxntoueHs! k MHTepHeTy
- - .
EC/W y BaC IMMMTHEIR TapIdHEIR NNaH, Bl MOXETE HACTPOMTE 3Ty L e S
= HaGop Homepa CeTh KaK MMWTHO® NOAKNKUEHHUE MW NSMEHHTE ARYTUe
ceoficrea.
% VPN @ Ethernet 38207 TB

@ nNpokeu-cepsey
2 (=2 Wecnonssoeanue AaHHbIX

@ MokazaTe AQCTYMHLIE CETH
MPOCMOTPHTE BaPHaHTL! OAKIICUEHIA BOKPYT.

ﬂOI’IOl’IHVITEIIthIe CeTeBbIE NapaMeTpbl

(] Hacteofica napaneToos asantepa
eTeBLix 3AAMTEPOE 1 USMEHEHIE N3PaMETPOS

T AOCTYT ANR

)\ CPeActeo ycrpanerun cetessix Henonanok
MaTHOCTHKA 1 YETPaHeHHe NPoGAeM C CETbio.

TPOCMOTR CBOVCTE 0BOPYACEAHNA 1 NOAKIKUEHIA

Bparamay dows

C6poc cetn

NMPUMEYAHUE!
MpwY HaNMYMU HeCKONbKMX NOAKIOYEHW BbiIGepuTe To, K KOTOPOMY NMNaHUpyeTcs NoakntounTs IP-kamepy.

B okHe «CBoncTBa» npefcraBneHa criegyowas nHgpopmaums:
€ Mepamerpsl - u] x

o CeTb

HaCTpoWTE CoOTEETCTEYIOWME NAPaMETPEI.

Hacrpoiika napamerpoe GpaHamayapa u GesonacHocTi

JInMWUTHOE NoaKkAtoYeHMe

ECAW y 8aC AVMATHBI TapyHLIA 13H 1 BBl XOTUTE YAYHLWUTE KOHTDO/
33 MCNOAE30B3HMEM AaHHIX, HACTPOITE 3TO NOAKNKUEHHE KaK CaTh ©
AVMATHEIM TapudHEIM Maarom, Hexotop moryT
PaBOTaTS NO-APYTOMY IR COKPALLEHIA UCTIONE308HIA AGHHBIX NP
OAKAKGHEH M K 3TOH CeTy

3apaTk KaK AMMUTHOE MOAKAKUEHWE.
@D omn

Ecaut yCTaHOBNeH MMMiT Tpadiika, Windows HacTpouT numMuTHOS
MOAKMIOUEHIE, KOTOPOE NOMOXET H2BEXATE NPESbILEHUR AUMUTA.

YCTaHOBITE MMUT TPadMKa, UTOGH KOHTPOIMPOBATE HCMIONE30BaHME
AaHHLIX B 3TOM ceTi

MapameTpel IP

Hazuauenme IP: Aetomatuuecku (DHCP)
Pegaktuposars
4 - ™)
CeoncTBa
CKOpOCTL /vHmi (nprem . 100/100 (Miops)
nepegaual:
IPvd-appec: 192.168.0.151
DNS-cepeepsi IPvd: 192.168.0.251
Warotoemtens: Realtek
Onicanye: Realtek PCle GBE Family Controller
Bepcus apaiigepa: 10.1.505.2015
|\ Ovisnueckuii appec (MAC):  74-D4-35-13-49-5E y

Konnposate
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Ecnn B atom okHe Bbl yBuagenu ctpokn — «HasHayeHue IP: ABTomaTtuyecku (DHCP)»,

«IPv4-agpec - XXX.XXX.XXX.XXX» (FOe «XXX.XXX.XXX.XXX» — 3HadeHue |P-agpeca),— 3HauuT IP-agpec
Bawewmy MK HasHaveH aBTOMaTuyeckn. Agpec DNS-cepsepa ykasaH B cTpoke [DNS-cepBepbl

IPv4]. 3anuwwute, Nnnb0 3anoMHUTE AaHHbIE NapaMeTpbl.

BHUMAHUE!
Ecnn Bbl He 3anucanu ceTeBble napameTpbl KOMMbiOTepa, TO MNOCMe HacTpovku Kamepbl GydeT

HEBO3MOXHO BEPHYTb UX B NepBOHa4YalibHOE COCTOAHME OJ14 BOCCTAHOBJIEHNA NOAKITHYEHUA K nokasibHoOn

ceTu u/unu cetu MHTepHeT.

PykoBoacTeo no nogknio4veHuto IP-kamepbl SV2018RZ

\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




Be\vaRD I nasa 5. Hacmpotika npo8oOHo20 coeduneHnus

5.2. U3amMeHeHMe napameTpoB JNIOKaNnbHOWN CeTu ANsA NOoAKNYeHus K IP-kamepe

Mo ymonuyaHuto IP-kamepa SV2018RZ nony4vaeTr IP-agpec 192.168.0.99. YT06bI
NOAKMIYNTBECS K Kamepe AN nepBoHayanbHOM HACTPOVKM Heobxoammo, YToObl Baw komnbioTep
Haxoauncs B TOM e noaceTn, Yto n kamepa. MNpu atom IP-agpeca kamep, KOMMbIOTEPOB M MoObIX

apyrmx yCTpOI7ICTB B CeTU He OO0JIKHbI coBnagatb Mexay cobon.

BHUMAHUE!
Ecnn Bbl yBepeHbl, 4to Baw [1K, nogknioyeHHbIM K NpoBogHom cetu, u IP-kamepa, dwusnyecku
NOAKMoYeHHas K TOM e ceTu, nnbo Hanpsamyto k Bawewmy MK, Haxoaatca B ogHou noacetu, Bol MmoxeTe

cpasy nepeiTu Kk nyHkTy 5.3 AaHHoro PykoBoacTea.

[ns n3MeHeHst TEKYLLMX HAaCTPOeK KOMMbOTEpPa B FIOKanbHOW NPOBOAHOW CETU HaXmMuTe

lyck — NMapamempsbl:

MpoussoauTensHocTs

Bea sawa
4 h NOYTa B OAHOM
b} T
< cnyxbe

Microsoft 365... Moura ~

Microsoft Edge  ®Ootorpadwm Microsoft To...

Mpocmorp

— - .
2] > o]
Microsoft Store  Kuxo n TB Solitaire & Ca...
Q User
[ Ookymentsi

WU306paxenus

MapameTpsl

BbikntoueHne
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B OTKpbIBLUEMCA ANAIIOrOBOM OKHE Bbl6€pVITe pasgen [CeTb n VIHTepHeT]Z

Mapawerpe - o X

WUcnonbayiite Windows eute 6onee apdpekteHo

User BLICTPO HACTPOIiTe HECKO/IbKO NapaMeTpeB 1 No/b3yiTeck BCeMM BOSMOXHOCTAMM
_ Microsoft
JloKanHan yueTHan 3anuce
Bxop, Mpucrynum! Moka nponycTTe
Haiitu napamerp »

1 Crerema Ycrpoiicrea D Tenedon Cers u Wireprer
Ixpar, 38yK, ysesomaenns, Blustooth, npurTeps), Wsis Cenzats yerpoticTso ¢ Android, peXAM "S CamoneTe’
nuTanne iPhone

@ Mepconanvsauys 8= Npunoxennn R YueTHbie 3anucn (FL,  Bpewms u Azsic
®ow, 3Kpar BAOKMPOBKY, UBETA o auerus o AF 3HaBaHMe FoN0Ca,
(L Cnewnanehee /C) Mouck ﬁ KOH®MAEHUMANEHOCTE
=~ BO3MOXHOCTU HaiiTi Mou daiinsi, PacnonoxeHie, kamepa,
Hbiil guKTOp, paspewetua MUKpOBOH
77N Obuosnenme n
R~ Gesonacrocts
OBroenenna Windows
B oTkpbiBLIEMCA OKHE HaxXmMuTe [CBoMCTBA:
= Mapamerpsl — o x

@ Tnaeuan CocTosiHne

G n
| | | CocrosaHue cetn npaexa & Vuteprete

OBHOBNEHME CETEBOTO 3ABMTEPa WAK

Ceth 1 MHTepHet Apaiisepa
=]

Ethernet
YacTman cers

Cocroskue
@ Momyuuts nomows
T Ethernet Bbl noakatoueHsl k MIHTepHeTY

- . ™
ECV ¥ BaC MMMMTHbI Tapy(HeIl 73K, 85l MOXGETE HACTDOWTS 3Ty & Ompasurs 0w

©  Habop Homepa CBTh KaK IMMVTHOE NOAKIFOUEHIE WM UZMEHUT ApyTVe
cBojicTBa,
% VPN @ Ethernet 3820716

3a nocneanve 30 AH.

@& Npokcn-cepeey
B s Menonb308aHme AaHHbIX

() Nokasse aoctynsie cetu
POCMOTPITE B3PHEHTLI MOAKAKOUEHMS BO

ﬂ.OI’IOJ’I HUTENbHbIE CeTEBbIE MapaMeTpbl

[ Hactpoiixa napametpos spamepa
Mpocu STEBLIX 3A3NTEPOE U M3MEHEHUE NapaMeTPoR
noakn

EHIR,

% LLeHTp ynpaBaeHuA ceTAMM 1 OBLLHM AOCTYNIOM
Onpegenr M A3HHEIM Bb XOTVITE NPEAOCTEBNTS AOCTYN ANR
CeTeii, C KOTODLIMH YCTAHOBARHO CORMHHEHNE.

A CpeACTEO YCTPaHeHVsA CeTeBLIX HeNoNaaoK
IHarHOCTUKE 1 YCTpaHerUE NpofieM C CeTbio.

MpocMoTP CBOlicTE 0BORYA0EaHIA M MOAKTIOYEHHA

Bparama dows

C6poc cetn

NMPUMEYAHUE!

Mpn HaNUYMM HECKONBKUX NOAKMIOYEHUI BbIGEPUTE TO, K KOTOPOMY MiaHMpyeTCst NoakniounTb IP-kamepy.
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B oTkpbIiBLUEMCA OKHE HaXXMUTe KHOMKY [PeaakTupoBaTth|:

& Mapawerpe - o X

® CeTb

o Monyuw Mol
CeTeBol Npodunb @ Monyumrs nomous
o ObwenocTynHele

Baw MK ckpeiT 0T Apyrux YCTPOACTE 8 CETH U HE MOXKET MCNONLIOEATRCA
ANA COBMECTHOTO WCMONL30BaHWUA NPUHTEPa W Galinos.

@ HactHule

[nA ceTw, KOTOPORA Bel AOBEPAETE, HANPUMED AOMALWHER uan paGousii.
Baw MK asnAetca 0GHapyKMBAEMEIM M MOXET UCNONL30BATLCA ANA
MPUHTEPa MAK COBMECTHOO MCMOAL30BaHNA $alinos, ecau Bkl
HacTpOWTe COOTBETCTEYHOWNE NAPaMETREI

Hacrpotika napameTpoB GpaHamayspa v GesonacHocTi

JIMMUTHOE NoAKAKOYEeHWe

Ecnun y 8aC AMMUTHEIA TApU@HBIRA NAAH 1 Bel XOTUTE YYULIMTE KOHTPCE
23 MCNOL30BAHMEN JHHBIX, HACTPOMTE 3TO NOAKNHOUEHUE KaK CETb ©
NAMATHBIM TaPUGHEIM MAAHOM. HekoTopble MPUAOKEHHA MOTYT
paBoTate NO-APYroMy ANA COKPALEHMA UCNONbOBAHWUA AZHHLIX NPU
MOAKNKOYEHMA K 3TOR ceTi.

3ajaTk Kak IMMUTHOE MOAKAHOYEHKE
@D o

Ecnu ycranoenen nvmut Tpaduka, Windows HacTpouT nnmuTHOE
NOAKNOUEHME, KOTOPOE NOMOXKET W3BEXKATE MPEBLILIEHNA NMMATE.

YcraHoBuTe IMMMT Tpaduka, YTOOLI KOHTPONMPOEBATE MCMONL30BaHUE

NAHHBIX B 3TOW ceTh

Mapamerpei IP

CeoWcTea

Aetomatnueckn (DHCP)

CKrOpocTb MMHAKW (NpUemM 1 100/100 (Mbkps)
nepegaua);

PykoBoacTBoO no noakntoyeHuto IP-kamepbl SV2018RZ
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B OTKpbIBLUEMCSI OKHE CBOMCTB CETEBOrO NOAKI0YEHUSs HEO6X0AMMO BbIGpaTh «Bpy4yHyto»

1 3anonHUTb MMHMManbHbIM Habop NnapameTpoB: IP-agpec (BBeanTe cBoboaHbIV IP-agpec 13
nogceTn kamepsbl, Hanpumep 192.168.0.20), AnuHa npedmkca noaceTu (Hanpumep
255.255.255.0).

HMamerenue napaseTpos IP

Beppana

| P
3 e
IP-as00s

a2 18080

NS MPEAIca PHACETA

2552552550
Ty ]

MpeancuraTesisiwed DNS-copaep

Bonomprensd DHS cepaep

[na npuMeHeHns N3MeHeHNn HaCTPoeK HaXXMnTe KHomnky [CoxpaHuTb).

PykoBoacTeo no nogknio4veHuto IP-kamepbl SV2018RZ
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5.3. Nony4yeHue aoctyna K IP-kamepe ¢ noMmowbo bpay3sepa Internet Explorer

[na goctyna K kamepe ¢ noMmoLbto 6paysepa Internet Explorer 3anyctuTe ero n B agpecHomn
cTpoke BBeguTe 3anpoc: http://<IP>:<port>/,— rge <IP> — |IP-agpec kamepbl, a <port> — 3Ha4YeHune
HTTP-nopta. Nocne atoro HaxxmuTe [MepenTtn], nnbo [Beoa]. B nosBmBLLENCS CTpaHuLe BBOAA
YYETHbIX JaHHbIX B NMPaBOM BeEpXHeEM yrny BblbepuTe A3blk MHTepdenca, 3ateM BBeguTe JOruH,

naposnb (no ymonyanuto admin/admin) n Haxmute kHonky [Bxoa]:

4 Craviams ActiveX

BHUMAHMUE!
IP-kamepa BEWARD SV2018RZ no ymon4yaHuto nmeet HTTP-nopT 80.

NMPUMEYAHUE!
Ecnn gna HTTP-nopta ucnonb3yetcs 3Hadenue 80, Torga Ans AOCTyna K kamepe 4yepes3 Opaysep

A0CTaTO4YHO BBECTU B afpecHon cTpoke «http://<IP>/», rae <IP> — IP-agpec kamepbl.

PykoBoacTeo no nogknio4veHuto IP-kamepbl SV2018RZ
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5.4. Nony4yeHue aoctyna K Be6-nHTtepcency IP-kamepbl

War 1. [1na npocmoTpa n3obpaxeHus ¢ IP-kamepbl npy nomoLm 6paysepa Internet Explorer
ucnonbe3yoTca KomnoHeHTbl ActiveX. Internet Explorer He umeeT 3TUX KOMMOHEHTOB B CBOEM
coctaBe u 3arpyxaet ActiveX HenocpeCTBEHHO C Kamepbl. Ecnn KOMMOHEHTbI elle He

ycTaHoBMeHbl, Bbl yBuanuTe cnegytollee coobLeHme:

BEWARD Network HD camera @ Pyccruii v & admin v
TMepsbiii noToK v UDP v  CropocTs ~  CKpbimb 0BNacTs AETEKLMA v E
M 2
) g
¢ O &
Click here to download and install controls manually. Please refresh the page after installation. If you
still don't see the video, please check whether the browser allows the control run. e

EA NQ A FIAUTo v

Haxmute Ha Hagnucb, KoTopasi HaxoAMUTCs MO cepenuHe akpaHa. B HMXHen 4acTu okHa

Bpaysepa NosBUTCA BCMIbIBaloLLIee OMOBELLEHNe CUCTEMbI 6830MacHOCTY:
BEWARD Network HD camera @ Pyccxui v & admin v

MNepsbiil NoTOK ~ UDP ~ CkopocTe ~ CKpbITe 00NacTL AeTekuun

i

2 F1Y
u] m
¢ B ¢
Click here to download and install controls manually. Please refresh the page after installation. If you
still don't see the video, please check whether the browser allows the control run. He

1 coxpanuTs ActiveX.exe (3,74 ME) c 192.168.1.457

THNa HGAET MMM AHHTE BPEA KOMABIOTERY: Buinonmums Coxponnms Oruera

HaxmuTe Ha KHoMNKy [BbINOMHUTD].

PykoBoacTBoO no noakntoyeHuto IP-kamepbl SV2018RZ
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LWar 2: nanee, B NOSIBUBLLEMCSI OKHE HaXxkmuTe KHorKy [Install] (Puc. 5.22).

i3 MsActiveX Setup — ot

Welcome to the MsActiveX Setup
Wizard

This wizard will guide you through the installation of
MsActiveXr.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Install to start the installation.

nstal | | Cancel

Puc. 5.22

LWar 3: 3atem, B NOABMBLLUEMCH OKHE HaXXmuTe KHorky [Finish]

i3 MsActiveX Setup -

Completing the MsActiveX Setup
Wizard

MsactiveX has been installed on your computer,

Click Finish to dose this wizard.

Puc. 5.23

LWar 4: obHoBuTe cTpaHuLy WEB-uHTepdenca kamepsbl.

PykosoacTeo no nogknioueHuto IP-kamepbl SV2018RZ
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Mocne ycneluHow aBTOpMU3aLmm U yCTaHOBKM KoMMoHeHToB ActiveX Bbl nonyunTte goctyn k

Beb-nHTepdericy IP-kamepsbl (Puc. 5.24).

BEWARD Network HD camera @ Pyccruii v & admin v

MepBbiii noTok v HTTPv  Cropocte v CKpbiTb 0GNACTb feTekumM v =

BB @ a FAuTo v 3

Puc. 5.24

5.5. U3amMeHeHMe HacTpoek nogknoyeHus |IP-kamepbl Yepes Be6G-nHTepcenc
Mocne nogknioveHus kK IP-kamepe HeEOBXOOUMO N3MEHUTb €e HAaCTPOWKM Takum obpasom,

4YTOObI OHa HaxoAmnachb B OAHOM NOACETU C OcTalbHbIM 060pyAOBaHUEM.

BHUMAHUE!

[na coBMecTHOM paboTbl HECKONbKMX YCTPOUCTB B OAHOM NOACETN HEOOX0AMMO, YTODbI Y HUX coBnaganu
nepBble Tpu 4YacTu (okteTa) IP-agpeca, 1 NOMHOCTbLIO CoBNagasna Macka noAceTw.

Hanpuwmep, IP-agpec Bawero MNK: 192.168.1.100. IP-agpec pa3geneH ToukaMn Ha 4eTblipe okTeTa. B
AaHHoM npumepe: 1 okteT — 192, 2 okTeT — 168, 3 okTeT — 1, 4 okTeT — 100. Bam Heob6xoQMMO N3MEHUTb
IP-agpec kamepbl Tak, YToObI UX MEPBbIE TPM OKTETA coBNaganu, To ectb |P-agpec kamepbl JOMKEH UMETb
Bua: 192.168.1.xxx. YeTBepTbii OKTeT IP-agpeca Kaxgoro YCTpPOWCTBa 00si3aTeNnbHO AOIMKEH ObITb

nHanBuayanbHbIM.

[Insi I3MEeHeHUs1 CETEBbLIX HAaCTPOEK B BEG-MHTepdeice HaXXMUTE B MMaBHOM MEHIO kaMmepbl

&
kHonKy [HacTpouku] , nepengute B MeHio Cemb, 3aTem ba3oesblil:

PykoBoacTBo no nogknto4eHuto IP-kamepbl SV2018RZ
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BEWARD Network HD camera @ Pycckuil v & admin ~

NokaneHele TCPAP HTTP RTSP UPnP DDNS Email FTP ~

2 Megwa >
| 1Pva

@ Cems ~
Tun © Wcnonb3osars cratuseckuii IP agpec Mony4uTb IP agpec asToMaTH4ecKn

PacLuupeHHbIi IP anpec 192 .168 . 0 .104 Tect

Xpanunuie Macka noaceTw 256 .285 .254 . O

buwan QOCHOBHOA LUMIO3 192 .188 . 0 . 251

CobbLITuA > OctogHoit DNS 192 .168 . 0 . 251

B

2]

Cuctema > | 1Pvé

Pexxum IPv6 Bpyutyio
IPv6 Agpec
Mpeduxkc IPvE 0 (0~128)

OctiosHoit wios IPvE

| mTU

MTU 1500 Bytes (1200~1500)

Puc. 5.25
B nonsx [IP-agpec], [Macka noacetu], [OcHoBHOWN wnto3], [OcHoBHOW DNS], HyXHO

BBECTW TaKune 3Ha4YeHusl, YToObl Kamepa nonana B ogHy noaceTb C OCTalibHbIM o6opyuosaHmeM.

NMPUMEYAHUE!
B cnyyae HeobxoAMMOCTM, ONS HACTPOWMKW CeTEBbIX NapaMeTpoB YCTPOWCTB obpatutech K Bawemy

ceTeBoOMy aMUHUCTPATOPY.

[lns NnpyUMeHeHUst M3MEeHEHUI CeTeBbIX HACTPOEK kKaMepbl HaXXMUTe KHomnky [CoxpaHuTb).

Ha aTom HacTpoika npoBogHOro nogkrtoyeHns IP-kamepbl 3aBepLueHa.

5.6. Bo3Bpat HacTpoek nogknioyeHusa MK B nepBoHavanbHbIe 3Ha4YeHUs
YTo6bl BEPHYTb 3HAYEHWSI MPOBOAHOMO CETEBOro MOAKMHYEHUS K YCTaHOBMEHHLIM paHee
3HAYEeHUAM, BbIMNOMHUTE CrieayoLne AencTBUS.

Haxwute lyck — MaHenb ynpaeneHus (Puc. 5.26).

PykoBoacTBoO no noakntoyeHuto IP-kamepbl SV2018RZ
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9 Internet Explorer

@ Skype

| X2 Microsoft Office Excel 2007
-

-
,_-aj EnokHot

E DVR Server

m BRSController
w BEWARD IP Visor
m BEWARD Player

o
T, CyoxBil

2

0@0 CrysBel KOMMNOHEHTOE

»  Beenporpammel

[ Hadmu npozpanmaes u gadine:

(34

Puc. 5.26

BEWARD

HokymeHTsi

Myzbika

rpor

Komnerotep

Manens ynpasnexun
YcTpoitcTea 1 NpUHTEDBI
TpOrpamMmMbl N0 YMONYaHIIY
Cnpaska n nogaepxka

P ——
| | 3asepiuenne pabotsl [

B OTKpbIBLUEMCA ONarioroBOM OKHe Bbl6€pl/ITe NYHKT [npOCMOTp COCTOAHUA CETU N 3a.qa'-|]

B pasgene [CeTb un UHTepHeT] (Puc. 5.27).

HacTpoiika napamMeTpoB KOMMbOTEPa

Cucrema v Be30NacHoCTb
HFCEEFKE COCTOAHWA KOMMNEBHITEDRE

AFXHEHFCEEHHE AFHHBIX KOMOBHOTEDA
Mowck 1 WCNpasnedne I'IpDﬁJ'IEM

CeTh y VHTepHeT
&. lﬂ‘ECCMCTp COCTOAHWA CETH W 23434 l
e,

BuiBop napamerpos AcmaluHeii rpynnel u ofuiero
AOCTYNA K ASHHBIM

O6opyaoBaHWE U 3BYK
MpocmoTp YCTPORCTE M NPUHTEROE
[JloBaenenue ycTpoiicTea

Mporpammel

¥aaneHwe nporpammel

[Mouck & naHenU ynpasneHus e

MpocmoTp:  Kateropua ~

YueTHble 3anNMCcK Noab3oBaTenel n

CEMEWH...

'@' [JoGasnenne 1 yAENEHNE YHETHDBIX 33NN cei
NonL30BaTENER

l@' YeTaHoeka POAWTENBCKOND KOHTDO.NA 4NnA BOEX
NOAbI0BATENER

OdopmneHne n NnepcoHanusaLmna
WM3meneHne Tembl

zmeHenne pona pabouero crona
Hacrpoiika paspeluenna 3kpana

Yacel, AZLIK U pervoH

CMeHa packnagru Knasuatypel Waw Apyrin
cnocoBoe BECAR

Mzmererne Asbika nHTepdeiica

CneunansHble BO3MOXHOCTH
Pekomengyembie Windows napamerpol
OnTumMuzauna M3oBpakeHna Ha IKkpaHe

Puc. 5.27
B oTkpbIBLIEMCSH OKHE HaxxmuTe [MoakntoyeHue no nokanbHoun cetu] (Puc. 5.28).
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Manent ynpaeneqma -
ACMALUHAA CTpaHua

WMsmenenne napameTpos
aganTepa

VI3MEHNTE AONOAHUTENBHEIE
napamMeTpel 0GLIErD 4oCTyNa

Cra, TaKoKe
Bpanamayap Windows
AomaluHan rpynna

CeoiicTea oBospesatena

@\-\J' L: « Cersu Mureprer v LLenTp ynpasneqns cetamu n aBupm goctynom

MpocMoTp OCHOBHLIX CEBEAEHUIA O CETH M HACTPORKA NOAKNHOUEHWA

. | = MpocroTp NenHoH KapTel
Ay L, @

BEWARD Heckoneko cetei VHTEpHET
(3707 KoMneroTep)

MpocmoTtp akTueHsx ceTeil MogKnioUueHne MAK OTKMIOUEHKE

Cetn 4 Tun aocTyna: WntepHer

OBuwiecTeeHHanA ceTh Mogknrouerna:

[13meHEHNE CETEBRIX napameTpoe

ﬁl HE(TpCﬁKE HOBOro NOAKNHHEHWA MW CETH
2

HacTpolika BecnpoBoAHOro, WUMPOKONGAOCHOMD, MOJEMHOro, npaMoro win VPN-nogknouesns
WM 3K HECTPOMKE MapLIpyTU3aTOpa WK TOHKN 40CTYNa,

MoAKNHYMTECA K CETH

HDAKJ'IHJHEHME WAKW NOETOPHOE NOAKNHOYEHHE K EECHPDEOAHDM}I} NPOEOAHOMY, MOAEMHOMY
CETEBOMY COEAMHEHMHD WAW NoAKNHOYEHKE K VPR,

Buibop AomMaluHEi rpynnel n napameTpos obuero AocTyna

OocTyn k daiinam u NpUHTEPaM, PACNCNOKEHHBIM Ha APYTMX CETEBBD KOMMLHOTEPEX, AN
M3MEHEHWE NAPaMETPOE OBLLErD 4oCTyna.

YcTpaneHue Henonagok

[AnarnocTika M MCNPaBneHNE CETEBbIX NPOBNEM WAN NOAYHEHWE CEEAEHNA 06 ncnpasneHnm,

Puc. 5.28

B oTkpbiBLIEMCA OKHE HaxmuTe KHOMKy [CBomncTBa] (Puc.5.29).

1 Cocrosnue - MNogxniouenne no nokansHo#i ceTh ﬂ

Obwme

MogknioyeHne

IPv4-NoAKAOYEHE: WHTEpHET
IPvG-NoAKAHEHME: Bes noctyna K MHTepHeTY
CoCTosHue cpeabl: MNoaknoYeHo
AnMTenEHOCTR: 04:47:33

CKOPOCTL: 100.0 MBI fc

AKTMBHOCTE
OTNpaEneHy —— L. = TpUHATD
—

&
Bait: 79 183 140 I 805 509 770

| [ Bceoiicroa

"OTK.moHMTb] [,ﬂmarnocrma ]

Puc. 5.29

B OTKpPbIBLLEMCA OKHE CBOWCTB CETEBOro MOAKMYEHMST HEeobxoaMmo Bbl6paTb MYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.30).
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-

1 MoakntoueHne No NOKANBHOMN CETW - CEORCTER ﬁ

Cem | Ooctyn

MNopxnioyeHue yepes:

‘-'-." Realtel: RTLE135/810¢ Family Fast Ethemet ceTesoi an:

CmMeyeHHEIE KOMMOHEHTEI WCNONb3YOTCA 3TMM NOAKNIOYEHAEM

Bl Kaspersky Anti-Vius NDIS 6 Fitter .
.@ MnaHnposwwk nakeTos QoS

SCn'{xﬁa ADCTYME K $ainam u npuHTepam ceTei Micrg
& [ooToren MHTepHeTs Bepcin 6 P/APyE)
-L MpoToron Wrepreta sepcnn 4 (TCP/IPv4) i}

~&. [lpaieep B/B Tononora KaHansHoro YposHA

-&. DTBETHMK 0BHAPYXEHUA TONONOrMM KAHAMEHOTD YPOE ™
[l I | [

r
YeTaHoBUTE... Yoanuts | CaoitcTea I

Onucanve

Mpotokon TCP/IP - cTaHAapTHEIR npoTokon rnofansHemn
ceTed, 06ECnEYMBaI0IWMA CEBASE MEXKLY PASMMHHEIMI
E3EMMONEACTEYIOLLMMA CETAMM.

oK ] [ Omvena

Puc. 5.30

OTKpoeTCs MEHI0, B KOTOPOM HeOBXOAMMO YCTaHOBUTb 3HAYEHWSA HayanbHbIX HAcTpPOEeK,
3anncaHHbIX BaMu paHee.

Ecnn nsHavanbHo |IP-agpec Bawemy MK HasHavancss aBTomaTudecku, Torga Bblbepute
nyHktel [Monyuntb IP-agpec aBtomatuuecku] wu [Monyuntb agpec DNS-cepBepa

aBTOMartu4ecku], nocne 4vero HaxmuTe kHonky [OK] onst Bcex oTKpbITbIX OKOH (Puc. 5.31).

Ceoiicrsa: Mpotokon MkTepHeta sepoun 4 (TCP/IPv4) &lﬂ

Obme ANbTEPHATHEHARA KOHBUMypaLms |

MNapaneTpel IP MOrYT Ha3HAYATHCA SETOMATHHECKW, ECAM CETh
MNOAAEPHUBSET ST BOIMOMHOCTE, B NPOTUBHOM Cryyae NapaMeTpel
IP MOJKHO MOAYUWTE ¥ CETEEOr0 AAMMHMCTPATOPA.

|-§‘ Mony4ts IP-aapec aBTOMATUYECKH I
() MNoNb30BaTE CREAYKOULMA [P-aapec:

| @ Mony-mTb aapec DNS-CEpBEpa S5TOMATHHEN I

() Minons308aTh CNeAyIoWLKE aapeca DNS-Cepsepos:

MoaTeepanTe NapaMeTpel NPW Boixoge [lononHHTENSHE

Puc. 5.31
Ecnn usHavansHo IP-agpec Bawemy [MK 6bin 3agaH BpyyHyto, Toraa BblbepuTe MyHKT
[Mcnonb3oBaTb cnepgyrowmn IP-agpec] v 3anonHnte Heobxoanmble NOMs, NOCMNE Yero HaxXMmnTe

kHonky [OK] ans Bcex OTKpbITbIX OKOH (Puc. 5.32).
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Ceoitcrea: Npotokon Wrtephera eepcinn 4 (TCP/IPv4) &Iﬂ

Ofiwme

MapameTpel IP MOMYT HAHEYATECA ABTOMATHHECKH, BCH CETE

NOAAEPHMBAET STY BOSMOMHOCTE, B NpoTHSHOM Cryyae napaMeTpel
1P MOXHO NOMYYMTE ¥ CETEBOr0 AAMUHUCTPETOPE.

() ManyuuTe IP-agpec asTOMETUHECKH

@ Monb30BaTh CNeayroWwKi IP-aapec: I
IP-appec:

192.1686. 0 . 20
Macka nonceTi: 255,255 .255. 0
OcHOBHOI WAk 192.168. 0 . 1

Mony-mTe agpec DNS-Cepsepa asToMaTHHenHN

I-é- Wcnonb3oBaTh CNeAYOWME aapeca DNS{EDBEDDB:I

| MpeanounTaemeni DMS-cepsep: 192.188. 0 . 1 |

AnsTepHaTHBHEIR DNS-cepeep:

[CIMoaTeepanTs napareTpel npy Beixoae

AononHUTENEHG. .

Puc. 5.32
5.7. TpoBepka npaBUNBLHOCTHU

HacTpoek
nokanbHOM ceTun

noaknoyveHns |[P-kamepbl K

[na  KOHTPONS nNpaBUNbHOCTU CETEBbLIX HACTPOEK Kamepbl W KOMMbKOTEPA HYXHO
NoAKMYNTLCS K Kamepe Yepes 6payaep Internet Explorer.
3anyctute 6paysep Internet Explorer. na atoro Haxmute lMyck — Bce lMpoepamMmbi v
BblGepuTte cTpoky [Internet Explorer].

Beeante B agpecHOM  CTpoke

IP-agpec, nNpUCBOEHHLIN Kamepe (Hanpumep:
http://192.168.0.99) (Puc. 5.33).
G.J.‘g hittp://102.168.0.99/ P-ax |l @ Mycras crpanmua u A
|
Puc. 5.33

Mpy NpaBuUNbHbLIX HACTPOWMKaX OTKPOETCS OKHO aBTopu3aumu. [ns aBTopusauuv BeBeaute

MMS Nonb3oBaTens 1 Naposb, 3aTeM B IPaBOM BEPXHEM YrIy BbibepeTe A3blk CUCTEMBI, NOCHE Yero
HaxmuTe [Bxopa] (Puc. 5.34).

BHUMAHUE!

Mma nonb3oBaTens no ymonyaHuto: admin. Maponke no ymonyaHuo: admin.

PykoBoacTBo no nogknto4eHuto IP-kamepbl SV2018RZ
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e @ hitp:192.168.0.173, + & || Monck... o~

@ Beward Network Camera

H3bIK: | Pycormit

‘Hapsnb ‘

[ 3anomHuTe MeHa

Crauarte ActiveX

Copyright @ Beward All rights reserved

Puc. 5.34
Mpy NpaBMNbHO BLINOJTHEHHbLIX AENCTBUSAX Bbl cMoXxeTe 3anTn B BeG-uHTEpdenc yepes

Gpaysep v yBnaeTb nsobpaxeHue c Bawen IP-kamepbl (Puc. 5.35).

PykoBoacTeo no nogknio4veHuto IP-kamepbl SV2018RZ
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BEWARD Network HD camera @ Pycckuii v & admin v

lNepBblit NOTOK ~ HTTP » CkopocTb v CkpbITb 06NacTs AeTekuMn v

B Q & FAuTo v 3

Puc. 5.35
NMPUMEYAHUE!
B cnyyae HeygayHOro coeaMHeHus1 C KaMepow, NpoBepbTe NPaBWUibHOCTb NOAKMOYEHUS K NPOBOAHON
CceTun, BEpPHUTECH B HAYaso AaHHOW rMaBbl M MOBTOPUTE HACTPONKY. B cnyvae HeobxognmocTu obpaTtutech

Kk Balemy cucteMHOMY agMUHUCTpaTopY.

PykoBoacTBoO no noakntoyeHuto IP-kamepbl SV2018RZ
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naBa 6. Noakno4veHue IP-kamepbl K cetn UHTEepHeT

6.1. O6wue cBegeHUA o noagkno4veHun IP-kamepbl kK ceTu UHTepHeT

Mpwn yctaHoBke |IP-kamepbl 06bI4HO TpebyeTcst MUMETL K HEeN JOCTYM HE TOSbKO M3 NoKabHOWM

ceTu, HO 1 n3 cetn IHTepHeT.

B aTom cnyyae gnst ogHoBpeMeHHOM paboThbl KOMMNBLIOTEPOB, HOYTOYKOB, IP-kamep n gpyroro

obopyaosaHus B ceTn MIHTepHeT, Yalle Bcero, UCnonb3yeTcs MapLupyTM3aTop.

Mpn opraHusauum poctyna K IP-Bugeokamepam u3 ceTum WHTepHEeT, Kak npasurio,

NCNONb3YITCH crneaylolme Tpu BapuaHTa:

1. VmeeTcsa BblaeneHHbI NpoBangepoM BHeWwHuW crtatudeckun |IP-agpec nnu PPPoE-
coeavHeHwue. Mpu aTtom, aaHHbIN IP-agpec (unn PPPoE-coeamHenne) ncnonbadyeTcsa Ans
NOAKMYEHNs TONbKO ogHON IP-kamepbl U He MOXET ObITb Ha3HaYeH elle Kakomy-rnmbo
YCTPOWCTBY.

2. WmeeTca BblAeneHHbI NpoBangepoM BHELWHWA cTaTtudeckun |IP-agpec, KOTOpbIN
ncnonb3yeTca Ans NoAKNoYeHNs K ceTu IHTepHeT nokanbHOW CeTU, K KOTOPOW, B CBOKO
oyepenb, MNNaHUpyeTcs MNOAKMIOYUTL OOHY WK Heckonbko IP-kamep. [Mpu Takom
NOOKIHYEHUN NCNOSb3yeTcs MapLpyTmusaTtop. MNpyn 3ToM YnCno nogkroyaemMbiX kKamep
3aBUCUT, B OCHOBHOM, OT KONM4YeCTBa NepeHasHavaemMbIX MapLUpyTU3aTopoOM NopToB.

3. [lpoBangep He BblgendeT BHeWHUMW cTatudeckuin |IP-agpec. IP-agpec HasHavaeTcs
npoBangepom AMHaMUYECKM, TO €CTb TaK, YTO MPU KaXJoOM HOBOM MOAKITHOYEHUU 3TOT
agpec npucBamBaeTCsl 3aHOBO M M3MeHsieTcs B npouecce paboTbl (Takas cutyaumns
ocobeHHO xapakTepHa npu paboTte yepe3 ADSL n GPRS). B atom cnyyae, 4To6bl
obecneunTb BO3MOXHOCTb MOAKMKOYEHMS OLHOW WM HECKOMbKUX Kamep K CeTu
MHTepHET, BHE 3aBMCUMOCTU OT TOro, Kakon IP-agpec BbigeneH NnpoBangepom B aHHbIN
MOMEHT, HeoOXOAMMO  3aJencTBOBaTb  WHTEpHeT-cnyxObl, paboTawowme C
ANHaAMNYEeCKUMKN agpecamu.

Hanee, 3T BapuaHTbl opraHusauun poctyna Kk |IP-kamepam un3 cetn WHTepHeT OyayT

paccMOTpeHbI NogpobHee.

PykoBoacTeo no nogknio4veHuto IP-kamepbl SV2018RZ
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6.2. NMogkniovyeHMe nNpu cTaTU4eCKoOM BHelwHeM |IP-agpece/PPPoOE-coeguHeHuun

Ucnonb3oBaHue ctatnyeckoro IP-agpeca

Ona nopgknioveHns IP-kamepbl kK cetn WMHTepHET HeobGXOAMMO M3MEHUTb €ee CeTeBble
napamMeTpbl B COOTBETCTBUM C JaHHbIMU, NOMNy4YeHHbIMKW OT npoBangepa. Kak npasuno, nposangep
npegoctaBnseT cnegyowme ceTteBble HacTpouku: IP-agpec (B JaHHOM cnyyae, CTaTUYecKui),
Macka nogcetun, ceteson w3 n agpec DNS-cepsepa.

Ana nonydeHns goctyna K IP-kamepe yepes ceTb VIHTepHeET no crtatnyeckomy IP-agpecy
Heo6xoanMO BbINONHUTL CrReayoLme Wwarw:

War 1: nogkntounte IP-kamepy Hanpsamyto Kk Bawemy TK.

LWar 2: nameHnTe ceTeBble HACTPONKN NPOBOAHOIO coeAnHeHns |P-kamepbl B COOTBETCTBUN
C HacTponkamu, npegoctasneHHbiMy1 Bawmm UHTepHeT-npoBangepom (Puc. 6.1).

BEWARD Network HD camera @ Pyccruii ~ & admin -~

NokanbHble TCP/IP HTTP RTSP UPnP DDNS Email FTP A

%n Megwa o)
| 1Pva

@ Cetms ~

Tun © Vicnonbsosatb cTatryeckuil IP agpec Mony4uTb IP agpec asToMaTH4eckn
Fesmpernt) IP anpec 173,194 122 . 202 Tect

Xpanunuule Macxa nogcetn 255 .255 .255 252

CobbITnA > OCHOBHO# LUM03 192 . 194 122 . 211

& Cucrema > OcrosHoi DNS 192 194 122 . 1

| 1Pve
Pexum IPvB Bpyunyio
IPv6 Anpec
Mpedpuke IPvE 0 (0~128)

OcHoBHOM WMio3 IPVE

| mTU

MTU 1500 Bytes (1200~1500)

Puc. 6.1

War 3: nogkntounte IP-kamepy Kk BolaeneHHon cetu Ethernet.
Ecnu Bce napameTpbl ykasaHbl BEPHO, KaMepa [0SMkHa ObITb 4OCTYNHA B CceTU VIHTEpHeT.
B npvBegeHHOM npvmepe npoBangep NpeaocTaBun creayowme JaHHbIe:

IP-appec: 173.194.122.202

Macka noacetun: 255.255.255.252

OcHoBHOWM wnt3: 173.194.122.211

OcHoBHoM DNS: 173.194.122.1

PykoBoacTeo no nogknio4veHuto IP-kamepbl SV2018RZ
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B obwem cny4vae, ana obpaweHus Kk IP-kamepe vepes ceTb VIHTEpHET B agpecHOn CTpoke

Opaysepa BBOgMTCS cnegyowmi 3anpoc: http://<IP>:<Port>, rge <IP> — IP-agpec kamepbl, <Port>
— 3HayeHue HTTP-nopta. Tak kak B gaHHOM npumepe ucnonb3yetcs 3HadeHue HTTP-nopra,
3agaHHoe no ymonyaHuto («80»), To, 4Tobbl ObpaTUTLCA K IP-kamepe 4vepe3 ceTb VIHTepHeT,
Heobxoaumo Habpatb 3anpoc «http://173.194.122.202».

NMPUMEYAHUE!
Mpn noakntoyeHnn K kamepe 4vepe3 HTTP-nopT, 3agaHHbIA MO yMONYaHUKO (3HadeHue paBHO «80»),

3anpoc B agpecHon cTpoke Gpaysepa umeet Bua: http://<IP>,—rae <IP> — IP-agpec kamepbl.

PykoBoacTeo no nogknio4veHuto IP-kamepbl SV2018RZ
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. Ucnonb3oBaHue PPPoE-coegnHeHunn

NHTepHeT-npoBangep He Bceraa MoxeT obecneynTb NOAKMYEHWE No ctatudeckomy |P-
agpecy. Hauue Bcero, npoBangep opraHnadyeTt goctyn K cetn MIHTepHeT Yyepe3 PPPoE-coeanHeHme.
B aTom cny4dae, oH NpedocTaBnseT aboHEHTY UMSA NOSIb3OBaTeNA U Naporb.

IP-kamepa SV2018RZ nopaepxumBaet PPPoE-coegnHeHne. [Ona ero ucnosnib3oBaHus
Heo6X0ANMO BbINONHUTL CriegyoLmne Lwaru:

War 1: nogkntounTte IP-kamepy k Bawuer nokanbHom cetn unu Hanpamyto K MNK.

War 2: sonante B MeHio PPPOE-HacTpoek IP-kamepbi: Hacmpo(m - Cemb -
Bba3oenblll — PacuwupeHHbit — PPPOE.

LWar 3: yctaHoBUTE Mapkep B none «Bkniountby

LWar 4: B TekcToBbIX Nongax [Monb3oBatens], [[aponk], [[loaTBepanTe Naponb] BBEOUTE
3Ha4YeHus, nonyyeHHole ot MHTepHeT-npoBanaepa (Puc. 6.2).

BEWARD Network HD camera @ Pyccruii ~ & admin ~

NokansHele VLAN PPPoE SNMP 8021x Benjour RTMP SIP VPN [ononHuTensHo A

% Megua )

Brniounts
@ Cets ~

[vsamuueckui IP

bazosbiit

MimA nonb3oBatens
Xpanunue Napont
CobbiTua > MNoaTeepawTe napons

Puc. 6.2
LWar 5: Anga npuHATUS U3MEHEHUI HaXXMUTE KHOMNKY [COXpaHUTb].

PykoBoacTeo no nogknio4veHuto IP-kamepbl SV2018RZ
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War 6: nogkntounte IP-kamepy K BblaeneHHom cetu Ethernet.

BHUMAHUE!
Mocne nogknioveHus IP-kamepsbl K BolaeneHHon ceTu Ethernet, oHa 6yneTt goctynHa B cetu VIHTepHeT nog

IP-agpecom, NpUCBOEHHbIM el Bawwmm npoBangepom n otobpaxkaembim B none [AuHamuyeckun IP] (cwm.
Puc. 6.2).

[na obpawennsa k IP-kamepe B ceTn MIHTEpHET B agpecHoW CTpoke Gpay3epa BBOAUTCS
cnegyowmin 3anpoc: http://<IP>:<Port>/— roe <IP> — IP-agpec kamepsbl, HasHa4yeHHbIn Bawwmm
nposangepomMm npu yctaHoeneHmn PPPoE-coeguHenusn, <Port> — 3HayeHne HTTP-nopta (mo

ymon4yaHuio pasHoe «80»).

NMPUMEYAHUE!
Mpu nogkntodeHun Kk kamepe 4vepesd HTTP-nopT, 3a4aHHbIN MO yMOMYaHUoO (3HaveHme paBHO «80»),

3anpoc B agpecHon cTpoke Gpaysepa umeet Bua: http://<IP>,—roe <IP> — IP-agpec kamepbl.

PykoBoacTeo no nogknio4veHuto IP-kamepbl SV2018RZ
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6.3. lMNMopgkno4yeHne 4epe3 ceTb UHTepHeT K IP-kamepam, HaxogaAwmmca B

NoKanbHOWU ceTun
Ecnn goctyn B ceTb VIHTEpHET ocyllecTBnAeTca no BbigeneHHon nuHum Ethernet unu no

ADSL, ons nogknoyeHus nokarnbHOW ceTu UCNoNb3yeTcs MapLupyTmusaTtop.

BHUMAHUE!

[na vcnonb3oBaHWA OaHHOrO MeTofa MOAKMYeHWs HeobxoduMmo 3apaHee npuobpectn y Bauero
npoeangepa MYBIMYHBIA CTATUYECKWUI IP-agpec. MpoBaigep npenocTaBnsieT, Kak MpaBumiio,
ONHAMWYECKUI BHYTPEHHWIA IP-agpec, KOTOpbIii OOCTYNEH TOMbKO B MOACETM nposanaepa.

MoaTomy yTouHMTE TUN Uchonb3yemoro Bamu IP-agpeca 3apaHee.

Ans Toro, 4ytobbl noaknounTbes K IP-kamepe 13 cetn MHTepHeT, Hago obpatutbes no IP-
agpecy, BblAaHHOMY npoBanaepoM (BHewHun IP-agpec mapwpyTtmusartopa), U K onpegeneHHoMy
HTTP-noprty.

BHUMAHMUE!
Mpun obpaLyeHnmn n3 cetn VIHTepHET ANs BCEX KaMep, HAaXO0OALLMXCS B OOHOW NIOKalNbHOWM CETH, CYLLEeCTBYET
TonbKo oauH IP-agpec (BblgaHHbI NpoBangepom). MoaToMy Ans AocTyna K 3TMM kamepam HeobXxoanmo

KaXkgon HasHa4mTb CBOM rpynnbl NOPTOB.

[na aToro TpebyeTcs BbINONHUTL CneayoLme 4eNCTBUS:

e /13meHnTb ceTeBble NapameTpbl IP-kamep B COOTBETCTBUMN C HACTPOMKaMU, NPUHATBIMU
B Bawen nokanbHom ceTu.

e Hactpoutb dyHKUMIO nepeHanpaBneHns noptoB. [aHHaa yHKUMa nossonseT
nepeHanpaeBndatb obpalleHnsa u3 cetn WHTepHeT K KakoMy-Nubo YCTPOMCTBY,
NOOKIMOYEHHOMY K NnokanbHowm ceTtu, ¢ BHewHero WAN-nHTepderica mapLipytusaTopa
Ha ero BHyTpeHHUMN LAN-uHTepdenc un obecneymBaeTcss npakTUYecKkn mnobbiM
COBPEMEHHbBIM MapLLPYyTU3aTOPOM.

Mpn atom, cywecTtByeT ABa cnocoba HaCTPOMKM MapLupyTusaumm (nepeHanpasneHus

nopToB):

e ncnosnb3oBaHue TexHonorun UPNP B kamepe n mapLupyTusaTtope;

e pyyHas YCTaHOBKA MapamMeTpoB MepeHanpaBfieHns MNopTOB B  Kamepe U

mMapLupyTusaTope.

PykoBoacTeo no nogknio4veHuto IP-kamepbl SV2018RZ
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HacTtpowka py4yHon nepeagpecaumm NopToB MapLipyTusaropa

Paccmotpum 3agady nogknioveHusi IP-kamepbl K ceTu WHTepHeT C  NOMOLLbIO
mapuwpyTtmsatopa TP-Link TL-WR2543ND (HacTporika 6onblnHCTBa (OYHKLUMA MapLUpyTU3aTopoB
pa3fiMyHbIX MOAENEN BbIMOSHAETCH CXOXNM 06pa3om).

Cuntaem, 4TO NOAKIOYEHUE MapLUpyTM3aTopa K NokanbHoW ceTn n cetn VIHTepHeT yxe
HacTpoeHo. MaplwpyTusatop umeeT cregyowmn nyénuyHbln ctatndecknin IP-agpec, BblgaHHbIV
WHTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapipytusaropa): 173.194.122.201.

JlokanbHasa ceTb umeet IP-agpeca B AnanasoHe «192.168.1.1 — 192.168.1.255», npuyem
«192.168.1.1» — BHyTpeHHuMn IP-agpec wMmapuwpyTtusatopa (IP-agpec LAN-uHTepdenca
MapLupyTusaTtopa), «192.168.1.199» — IP-agpec kamepsbl. [1ns1 HACTPOVKM UCMONb3YeM KOMNbIOTEP,
NOOKITHOYEHHbIN K 3TOW JIOKaNbHOW CeTu.

Ona nogkntoveHus |IP-kamepbl Kk cetn WMHTepHeT TpebyeTcsa HasHauuMTb NOpThl, Yepes3
KoTopble ByaeT oCcyLecTBNATLCA BHELUHUIA AOCTYN K €e HAaCTPOMKaM 1 K BUAEONOTOKY C kamepsbl. B
NoKanbHOM CETW 3TWU MOPThl MO YMOMNYaHUI UMEIDT cregywmne 3HadvyeHusi: HTTP-nopT — «80y,
HTTPS-nopt — «443», RTSP-nopT — «554».

BHUMAHUE!
Mpun obpaLleHnmn n3 cetn MIHTepHET ANs BCEX KaMep, HAaXOOALLMXCSl B OOHOW NIOKaINbHOWM CETH, CyLLeCTBYET
TOnbKO oauH IP-agpec (BblgaHHbIM NpoBangepom). [oaTomy Ans gocTyna K 3TMM Kamepam HeobXxoanmo

KaXkaon Ha3HauYnTb CBOU rpynnbl NOPTOB.

,D,J'IFI N3MEeHEHNA NopTOB |P-KaMepr BbIMOJIHUTE CreayLlimne DEenCcTBUS:

&
LWar 1: B Be6-mHTepdpence kamepbl OTKPOWTE pasgen MeHo Hacmpoﬁk — Cemb -
Ba3zoebiti — HTTP.
War 2: Beegute B none [HTTP nopT] HOBoe 3HayeHue, OTMMYHOE OT 3HayeHus Mo

ymonyanuio. Hanpumep, nyctb B kadectse HTTP nopTta ncnonb3yetcsa nopt «85» (Puc. 6.3).

PykoBoacTeo no nogknio4veHuto IP-kamepbl SV2018RZ
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BEWARD Network HD camera @ Pyccruii ~ & admin «
NokansHble TCP/IP HTTP RTSP UPnP DDNS Email FTP ~
%% Megwa

| HTTP
@ Cetb
BRIKOUHTE
Bazosbii
PaclunpeHHbIi Mopt ‘ 85 | (1~65535)
Xpanunuue
8 xp m | HTTPS
CoObiTuA —
Ci
@ Cucrema Mopr 443 (1~65535)
Cepmndpmkar C=US, HIP=IPC C6poc
WHdhopmavma lNMonyyartens.
C=US, HIP=IPC
Waparens.
C=US, HIP=IPC
MNeproa AeACTBHA:
Dec 18 09:46:09 2019 ~
Sep 12 09:46:09 2022
BeiOop aefictena Cospatb cepTuduKkaT
Co3pats
v
< >
Puc. 6.3

LWar 3: ansa npuMeHeHnst HacTpoeK HaXXMuUTe KHONKy [CoxpaHuTb].
Takum obpasom, nopTbl AnNs JOCTyna K AaHHOW Kamepe BHYTPW fokanbHOW ceTn ByayT:
HTTP-nopt — «85», RTSP-nopt — «554».

Kamepa HacTpoeHa. OcTanock NpasuibHO HACTPOUTL MapLLIPyTM3aTop.

[Ona HacTponKu MapLupyTusaTopa BbINONHUTE crneaylowme AeNCTBUA:
War 1: BeBegute B agpecHon CTpoke Gpaysepa IP-agpec maplpytusatopa (B Hawem
npumepe — «192.168.1.1»). B nosiBuBLIEMCA OKHE aBTOpU3aLuMM BBeAUTE NOrMH U naponb. Nocne

y[oayHou aBTopuM3aLumn OTKPOETCS OCHOBHAas CTpaHuLa HacTpoek MapLupyTusaTtopa (Puc. 6.4).

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

TP-LINK'

Status
Quick Setup
WPs
Network

Firmware Version: 3.13.27 Build 121207 Rel 61955n

Wireless
DHCP

USB Settings
Forwarding LAN
Security

Hardware Version: WR2543ND v1 00000000 E

MAC Address: 90-F6-52-75-BD-62

Rar=HIREpstrol IPAddress: 19216811
Access Control

Subnet Mask: 255 266 265 0

Advanced Routing

Bandwidth Control

1P & MAC Binding Wireless
Dynamic DNS Wireless Radio:  Enable
System Tools Name (SSID): TP-LINK

Puc. 6.4
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LWar 2: Bbibepute nyHKT meHio Forwarding — Virtual Servers. B nossBuBLIEMCH MEHIO

HaxxmuTe kHonky [Add New] (Puc.6.5).

450M Wireless N Gigabit Router
WModel No. TLAWR2543ND

TP-LINK'

Status

Ouic Setup

wes

Network
ID  Service Port Internal Port IP Address Protocol Status Modify
Wireless
DHCP
USB Settings Add New...
Forwarding

-Virtual Servers

- Port Triggering
-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Roufing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

Puc. 6.5
LWar 3: po6aBbTe npaBuna nepeHanpasneHns noptos Ans IP-kamepsl (Puc. 6.6). 3apanTte

crieytoLne napameTpbi:
[Service Port]: ykaxute nopT, KOTOpbI OyAeT Ucnonb3oBaTbCa ANA AOCTyna K kamepe u3

cetn NHTepHer.

NMPUMEYAHUE!
Bo usbexaHne KOH(NMKTOB HEe MCNonb3ynTe ANs NepeHanpaBrieHusl NMopTOB 3aperncTpyMpoBaHHbIE
3Ha4yeHus. PekomeHayeTcs Mcnonb3oBaHWe NopToB AvanasoHa 1124-7999. (3HayveHus noptoB oT 0 go

1123 odpuumanbHO 3aperncTpupoBaHbl NoA PasnuyHbIe NPOTOKOMbI, CAYXObl, MPUOXEHNS.)

[Internal Port]: ykaxuTte nopT, UCMNOMb3yeMbl B JaHHbI MOMEHT Ans A0CTyna K kKamepe 13

nokanbHon ceTu.
[IP Address]: ykaxuTe IP-agpec kamepsbl, AN KOTOPOW HacTpanBaeTCs nepeHanpasneHme.
OcTanbHble NYHKTbl HEe TPEBYIOT HACTPOWKMW.

Hob6aebTe npasuno ansa nopta HTTP (Puc. 6.6).
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TP-LINK'

Status
Quick Setup
WPS

Add or Modify a Virtual Server Entry

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Network

Service Port: 81 (06X or XX)
Wireless
DHCP Internal Port: 80 (X, Only valid for single Service Port of leave it blank)
USB Settings IPAddress: 192168 1.199
Forwarding Protocol: All -
- Virtt vers Status: Enabled -
- Port Triggering
srn Common Service Port: —Select One— -
-UPnP
security

Save Back

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.6

LWar 4: HaxxmuTe KHOMKy [Save], 4Tobbl coxpaHuTb npasuno. Npasuno gobasneHo (Puc.

TP-LINK'

Status
Quick Setup
WPS

Virtual Servers

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status. Modify
DHCP 1 81 80 192.168.1.199 Al Enabled Modify Delete
USB Settings

Forwarding AddNew.. | [ EnableAl | [ Disable Al | [ Delete Al

-Virtual St Brs

Rl Previous Next

_DMZ
_UPnP
Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DHS

System Tools

Puc. 6.7

LWar 5: Tem xe cnocobom fobasbTe npasuno Ana nopta RTSP (Puc.6.8).
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Inasa 6. I[looknrouenue IP-kamepol k cemu Unmepnem

= e 450M Wireless N Gigabit Router
Tp LINK Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network
ID  Service Port Internal Port IP Address Protocol Status Modify
Wireless
DHCP 1 81 80 192168.1.199 All Enabled Modify Delete
USB Settings 2 3001 554 192.168.1.199 Al Enabled Modify Delste
Forwarding
al Servers AddNew.. | [ EnableAll | [ Disable Al | [ Delete All

- Port Triggering
-DMZ

-UPnp

Security

Parental Control

Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools

Puc. 6.8
LWar 6: 1 ewe ogHo npaeuno and MNMopta gaHHbix (Puc. 6.9).

BHUMAHUE!
HTTP-nopTbl u RTSP-NopThl KaMep MOXHO NepeHanpaBnaTh C NOMOLLbIO BUPTyaribHOro cepsepa, 0gHaKo

MOPTbl AaHHbIX Y KaMep OOJMKHbI ObITb Pa3HbIMU U TPAHCIMPOBATLCS «MOPT B NMOPT»!

- e 450M Wireless N Gigabit Router
Tp LINK Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify
DHCP 1 81 80 192.168.1.199 Al Enabled Modify Delete
USB Settings 2 30m 554 192.168.1.199 Al Enabled Modify Delete
ST 3 5001 5001 192.168.1.199 Al Enabled Modify Delete
~Virtual Servers

- Port Triggering AddNew.. | [ EnableAl | [ Disable Al | [ Delete All

-DMZ
-UPnP
Security

Parental Control

Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

Puc. 6.9
LWar 7: ecnu Bbl ncnonb3dyete HeCKonbKo kamep, To Bam Heob6xoamMmo NnoBTOpUTL warun 2-6

Ansa ocTtanbHbIX kKamep (Puc.6.10).
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TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Inasa 6. [looknouenue IP-xamepul k cemu Mnmepnem

Status
Guick Setup
WPS
Network
Wireless ID  Service Port Internal Port IP Address Protocol Status Modify
T 1 81 80 192.168.1.199 Al Enabled Modify Delste
USB Settings 2 3001 554 192.168.1.199 Al Enabled Modify Delete
Forwarding 3 5001 5001 192.168.1.199 Al Enabled Modify Delete
4 82 80 192.168.1.198 Al Enabled Modify Delste
5 3002 554 192.168.1.198 Al Enabled Modify Delete
8 5002 5002 192.168.1.198 Al Enabled Modify Delete
7 83 80 192.168.1.211 Al Enabled Modify Delste
Security 8 3003 564 192.168.1.211 All Enabled Modify Delete
R 9 5003 5003 192.168.1.211 Al Enabled Modify Delete
Access Control
Py — AddNew.. | [ Enable Al | [ Disable Al | [ Delete Al |
Bandwidth Control
IP & MAC Binding Next
Dynamic DNS
System Tools

Puc.6.10

HacTponka mapLipyTusaTopa 3aBepLueHa.

Tenepb, 4TOOLI NONY4YMTb AOCTYN K Kamepe U3 ceTn MHTepHeT, Hago obpaTuTbCsa K Hel no
IP-agpecy, BblgaHHOMY npoBangepom (BHeLWwHu IP-agpec MmaplipyTmnsartopa), 1 Ha3Ha4eHHOMY el
nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec maplipyTtusatopa — «173.194.122.201». HTTP-noprT,
Ha3Ha4YeHHbIA Kamepe ans nepeagpecaunn,— «81». 3HaunT, ond obpaleHns K Kamepe us cetn

MHTepHeT HeobxoanMMo B agpecHom cTpoke Gpay3epa HabpaTtb 3anpoc: http://173.194.122.201:81/.

PykoBoacTBoO no noakntoyeHuto IP-kamepbl SV2018RZ

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauvaHo c sec.ru




Be\,UARD Ilpunosxcenus

MpunoxeHus

MpunoxeHue A. 3aBoaAcKUe YCTaHOBKMU

Hwxe npueBegeHbl HEKOTOPbIE 3HAa4YeHUA 3aBOACKMX YCTAHOBOK

HanmeHoBaHue 3HaveHue
IP-agpec 192.168.0.99
Macka nogceTtu 255.255.255.0
Nms nonb3osaTens (agMuHucTpartopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopt 80
RTSP-nopt 554
PykoBoacTBoO no noakntoyeHuto IP-kamepbl SV2018RZ
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MpunoxeHune B. NapaHTMMHbIE 06A3aTeNnbLCTBA

B1. O6wue cBepgeHud

a) lMepep nogkntoyeHnem obopyaoBaHMs HEOBXOANMMO O3HAaKOMUTbLCHA ¢ PykoBoacTBOM Mo
aKcnnyaTaumm.

6) Ycnosus akcnnyaTaumm Bcero obopyaoBaHms omkHbl cootBeTctBoBath [OCT 15150-69,
FOCT B20.39.304-76 (B 3aBMCMMOCTW OT UCIMOSTHEHNS YCTPOWCTBA).

B) [lNs1 NoBbIWEHNS1 HAAEXHOCTM paboTbl 060pyaoBaHUS, 3almTbl OT BPOCKOB B NUTAOLLEN
cetn n obecneveHna GecnepebOMHOrO MUTaHUS cnegyeT UCNONb3oBaTb CeTeBble UNbTPbI U

ycTporcTBa 6ecnepebonHOro NuTaHus.

B2. OneKkTpoMarHMTHasi COBMeCTUMOCTb

3710 060opynoOBaHME COOTBETCTBYET TpeOOBaHMAM SMEKTPOMAarHUTHOM coBmecTumoctn EN
55022, EN 50082-1. HanpsikeHne pagnonomex, co3gaBaeMblx annapartypon, cooreetcteyet [OCT
30428-96.

B3. OnekTponuTtaHue

[lormkHO cooTBETCTBOBaTL NapameTpaM, ykasaHHbIM B PykoBoacTBe Mo akcnnyatauuv ans
KOHKpeTHOro ycTpouncTea. [1ns yCTpOMUCTB CO BCTPOEHHbLIM UCTOYHUKOM MUTaHUSA — 3TO NepemMeHHoe
HanpsbkeHne 220 B £10%, yactoTon 50 'y £3%. [1ns ycTpoONCTB C BHELWHMM aganTepoM NUTaHus —
CTabunnampoBaHHbIN NCTOYHMK NUTaHuA 5 B £5% nnu 12 B £10% ansa yctponcTs ¢ 12-BONbTOBbLIM

nuTaHneM. HanpspkeHne nynscaummn — He 6onee 0.1 B.

B4. 3azemneHune

Bce ycTponcTtea, nmetowme BCTPOEHHbIN BNOK NUTaHWS, OOMKHbI ObiTb 3a3eMneHbl NyTem
NOAKMIYEHNss K crneunanbHbiM PO3eTKam 3MEKTPOnNUTaHus C  3a3eMSiIeHMeM WNn  nyTem
HENOCPEeACTBEHHOrO 3a3eMiieHMst Kopriyca, €eCn Ha HeM npeayCMOTpPeHbl crneumarnbHble
KpenexHble anemMeHTbl. 3as3emneHne 3neKTPOonpOBOAKN 30aHUSA OOMKHO ObiTb BbLINOMIHEHO B
cooTBeTCcTBMM € TpeboBaHmsamun Y3 (MpaBuna YctponcTtea dnekTpoyctaHoBok). ObopyaosaHue ¢
BbIHOCHbIMX OnokamMu MUTaHUS W aganTepamMy Takke OOMMKHO ObiTb 3a3emnieHo, ecnu 3To
NpeaycMOTPEHO KOHCTPYKLMEN KOPyCa UM BUIKM HA LUHYpe NuTaHus. MOHTaX BO3AYLUHbIX NUHWIA
anekTponepeayn M INUHWA, NPOKNaAbIBAEMbIX MO HAPYXHbIM CTEHaM 34aHWMN U Ha 4yepaakax,
OOIMKEH ObITb BLINOSHEH 3KPAHMPOBAHHbLIM Kabernem (Mnv B MeTannopykase), U NUHUM OOSDKHbI
ObiTb 3a3emrieHbl C [OBYX KOHUOB. [lpuyem, ecnu oguH KOHeL, 9KpaHa MoAKmIYyaeTca
HEMNOCPEACTBEHHO K LUMHE 3a3eMfeHusi, TO BTOPOM — MOAKMYaeTCa K 3a3eMeHuio yepes

paspsigHKIK.
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B5. MonHue3awuTa

MonHuesawmTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "MIHCTpyKUMS MO YCTPOMWCTBY
MOSHMe3aWmnTbl 3gaHni n coopyxennn" n FTOCT P 50571.18-2000, FOCT P 50571.19-2000, NOCT
P 50571.20-2000. MNMpwn npoknagke BO3AYLHbLIX FIMHUA U IMHUIA, NOYLWMX NO HAPY>KHOW CTEHE 34aHui
1 Mo YepaavHbIM NOMELLEHNSAM, Ha BXOAax 060pyAOBaHNS OOIMKHbI ObiTb YCTAHOBIEHbI YCTPOUCTBA

MOJTHNE3allNTbI.

B6. Temnepartypa 1 BNnaxHoCTb

MakcrMmanbHble 1 MUHUManbHbIE 3HAYEeHWs TemnepaTypbl dKCnnyaTauum n XpaHeHus, a
Takke BNaXXHOCTU, Bbl MOXXeTe NOCMOTPETb B TEXHNYECKOM ONMCaHUM KOHKPETHOro obopyaoBaHus.
MakcumanbHasa paboyas Temnepartypa — 3To TeMneparypa, BbiLLe KOTOPOW He JOSKEH HarpeBaTbCst

Kopnyc yCTpoWcTBa B npoLecce AnuTensHon paboThbl.

B7. PasmelleHue

Ana BeHTMNSAUMM YyCTPOMCTBA HEOOXOAMMO OCTaBWUTb Kak MUHMMYM Mo 5 cMm cBOGOAHOrO
npoctpaHcTBa no 6Gokam WM CO CTOPOHblI 3adgHen naHenwu ycTtpownctBa. [lpu ycTtaHoBke B
TEeNneKoOMMYHMKALMOHHbIN LWKad v CTONKY AormkHa ObiTb obecnevyeHa HeobxoamMmasi BEHTURALMS.
[na aToro pekoMeHOyeTCs YyCTaHaBnuBaTh B LWKagy crneynanbHbin 6GrOK BEHTUNATOPOB.
Temnepatypa oOKpyxatwLero BO3gyxa W BEHTUNAUMA OOMMKHbl obecnevmBaTb HeobXxoOuMbIv
TemnepaTypHbi pexunm obopyaoBaHUA (B COOTBETCTBUM C TEXHUYECKMMMU XapaKTepucTukamm
KOHKpeTHOro obopyaoBaHus).

MecTto anga pasmeLleHnss 060pyaoBaHNs OMKHO OTBeYaTb Creayowmm TpeboBaHNSM:

a) OTcyTCcTBUE 3aNbINIEHHOCTU NOMELLEHMS.

6) OTcyTCcTBME B BO3AYyXE MNApOB Bfarn, arpeccuBHbIX cpes.

B) B nomeweHun, roe ycraHaBnmBaeTca obopynoBaHuMe, He OOMKHO ObiTb ObITOBbIX
HaCeKOMbIX.

r) 3anpelyaetca pasmellatb Ha obopyaoBaHMM NOCTOPOHHME NpeaMeTbl U NepekpbiBaTb

BEHTUNALUMNOHHbLIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opynoBaHye Heobxoanmo obCnyxmMBaTh C NEPUOANYHOCTLIO HE MEHEE OAHOMO pasa B rof
C Uernbio yaaneHus u3 Hero nbinn. 3To no3sonut obopyaoBaHuio pabotatb 6e3 c6oeB B TeyeHne

NnpoaoJDKNUTESIbHOIO BpEMEHMN.

B9. NMoakntovyeHne nHtepdencos
O6opyanoBaHne AOMKHO NOAKMNOYATLCA B CTPOrOM COOTBETCTBUMM C Ha3HaAYE€HUEM U TUMOM

YCTaHOBMNEHHbIX MHTEP(ENCOB.
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B10. NapaHTUiHbIe 06A3aTenbCcTBa

OO0 «HIMN «beeapa» He rapaHTupyeT, 4YTo obopynoBaHme GygeT paboTaTb OOMMKHbLIM
06pa3om B pasnuyHbIX KOHUrypaumsx n obnactax NpUMMeEHeHUs, 1 He AaeT HUKaKoW rapaHTum, 4To
obopynoBaHue obszaTenbHo OygeT paboTaTb B COOTBETCTBMM C OXMAAHUAMW KNUEHTA Mpu ero
NPUMEHEHUN B CNELMPUIECKNX LIENSIX.

OO0 «HIMMN «beBapa» He HeceT OTBETCTBEHHOCTM NO rapaHTUiHbIM 0b6si3aTeNbCTBAM Npu
NOBPEXOEHUN BHELLHMX MHTepdericoB o6opynoBaHms (CeTeBbIX, TENEOHHbIX, KOHCOSbHbIX M T.M.)
n camoro o6opyaoBaHus, BO3HUKLIEM B pe3yrbTarTe:

a) HecobntogeHnst NpaBuI TPAHCNOPTUPOBKM M YCINOBUIN XPaHEHNS;

6) bopc-MaKOpHbIX OBCTOATENBLCTB (TAKMX Kak NoXap, HABOAHEHWE, 3eMETPACEHME U AP.);

B) HaApYLLUEHUSA TEXHUYECKNX TPeDbOoBaHMI MO pa3MELLEHWNIO, MOAKMOYEHMIO N SKCMnyaTaumm;

) HENpPaBUIbHbIX ENCTBUI NPU NEPEnpPOLLUNBKE;

[) NCNonb30BaHNS He NO Ha3HaAYeHWIo;

€) MEeXaHUYEeCKUX, TEePMUYECKMX, XUMUYECKMX W WHbIX BMAOB BO3OEWCTBUM, €CNU UX
napameTpbl BbIXOASAT 3@ pPaMKM OOMYCTUMbIX SKCMMyaTauMOHHbIX XapaKTepucTuk, nmbo He
npegycMOTPEHbl TEXHMYECKON crieumndmkalmen Ha gaHHoe 0bopyaoBaHue;

) BO34ENCTBUSA BbICOKOIO HaNpshkeHus (yaap MOSHUK, CTaTU4ecKoe 3NeKTPUYECTBO 1 T.1.).
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MpunoxeHune C. NpaBa u nogaepxka

C1. ToproBasa mapka

Copyright © BEWARD 2023.

HekoTopble nNyHKTbl HacTosiwero PyKoBOACTBa, a Takke pasfenbl MeHK ynpaBneHus
obopyanoBaHusa mMoryT 6biTb n3MeHeHbl 6e3 NpeaBapuUTENbHOrO YBEAOMITEHUS.

BEWARD gaBnsetca 3apernctpmpoBaHHon Toproson mapkor OOO «HIMIM «besapa». Bece

OCTarbHble TOProBble MapKku nNnpunHaaneXxat nx snagenbuam.

C2. OrpaHu4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beapgo» He rapaHTMpyeT, YTO annapaTtHble cpeacTBa OyayTt paboTatb
OOIMKHBIM 0Bpa3oM BO BCEX cpedax M MPUMOXEHUSAX, U He OaeT rapaHTMn U NpeacTaBrieHun,
noapasymMmeBaeMblX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapakTepucTuK, Wnu
paboTocnocobHOCTM MNpu uMcnonb3oBaHuM B crneundunyeckmnx uenax. OO0 «HIMIM «besapa»
NpUoXnno Bce ycunus, 4tobbl caenatb 310 PyKOBOACTBO MO akcnnyaTaunm Hanbonee TOYHbIM U
nonHbiM. OO0 «HIIM «beBapg» oTKasbiBaeTCs OT OTBETCTBEHHOCTWU 3a NHOOLIE onevaTkn unm
NpOMnyCcKu1, KOTOpble, BO3MOXXHO, NPOU30LLN NPpU HanMcaHu gaHHoro PykoBoacTsa.

MHdopmauusa B ntobon yactu PykoBogcTBa No aKcniyataumm U3MEHAETCA U OOMOSTHAETCS
OO0 «HIIM «beBapa» 6e3 npeasaputensHoro yBegomreHna. OO0 «HIIM «besapa» He GepeT Ha
cebsi HMKaKom OTBETCTBEHHOCTW 3a ftobble MOrpeLlHoOCTM, KOTOpble MOryT COAepXaTbCA B 9TOM
Pykoogctee. OO0 «HIIN «BeBapa» He GepeT Ha cebs OTBETCTBEHHOCTM U HE [aeT rapaHTui B
BbiNycke OOHOBMNEHWA WM COXPaHEHUN HEW3MEHHOW KaKOM-rMbo MHdopMaumm B HacTosiLeM
PykoBogcTtBe no akcnnyaTauumn, U OCTaBnsieT 3a cobOOM NpaBO BHOCUTb M3MEHEHMSI B OaHHOE
PykoBogcTtBo w/unu B usgenus, onvcaHHble B Hem, B ntoboe Bpemsi 6e3 npenBapuTenbHOro
yBegomnenus. Ecnn Bbl obHapyxute B 3TOM PykoBoacTBE MHGOPMaUMio, KOTopasa siBNsieTcs
HenpaBUNbHOW U HEMOMHOW, UM BBOAUT B 3abnyxaeHune, Mmbl 6yaem Bam kpaliHe npuaHaTesibHbI

3a Bawwm KOMMEHTapUn N nNpearioxXeHmn4.

C3. NpeaynpexaeHnsa FCC

9710 0bopyaoBaHune BbINI0 NPOTECTMPOBAHO M MPU3HAHO YAOBMETBOPSAOLWMM TpeboBaHNSAM
NoNoXeHUss O LKUMPOBbLIX YCTPOWCTBaX, NpuHagnexawmx Kk knaccy A, 4dactu 15 T[lpasun
depepansHon komuccun no ceaAsm (FCC). Ot orpaHudeHus Obinm paspaboTaHbl B Lensix
obecneyeHna 3aWmTbl OT BPeAHbIX MOMEX, KOTOpble MOryT BO3HMKATb NPWU MCMOSb30BaHUN
obopyaoBaHNa B KOMMeEpPYECKUX Lenax. OTo obopyaoBaHMe MOXeT u3nyyaTb, reHepupoBaTb U
NCNoNb30BaTb SHEPrutd B pagumovacToTHOM AuanasoHe. Ecnm gaHHoe o6opypoBaHve Oyaet
YCTaHOBIIEHO W/Unn BygeT MCcnonb3oBaTbCA C OTKMOHEHMSMM OT HacTosawero PykoBoacTtsa, OHO

MOXeT OKa3biBaTb BpegHoe BO3ENCTBME Ha Ka4eCTBO paanoceaA3n, a npu yCtaHOBKE B XKUITOM 30He,
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BO3MOXHO, — Ha 340poBbe ntogen. B atom cnyyae Bnageneu 6ygeT o6si3aH McnpaBnsTb

nocneacTesns Bpe4HOro BO34eNCTBUS 3@ CBOW CYET.

C4. NpepynpexpeHne CE
OTO YyCTPOMCTBO MOXET BbI3blBaTb PagnoNoMexm BO BHELUHEM OKpy>XeHun. B aTom cnyyae

nonb3oBaTterib MOXeT ObITb 06513aH NPUHATbL COOTBETCTBYHOLLNE MEPDI.

C5. Noagepxka
Ona wnHpopmaumm OTHOCUTENBbHO CepBUCa W MOAAEPXKKWU, MOXanynucra, CBSXKUTECh C
cepBucHbiM LeHTpom OO0 «HIM «beBapa». KoHTakTHble AaHHble Bbl MOXeTe HanTh Ha canTe

http://www.beward.ru/.

Mepen oGpalweHvem B cnyxby TexXHUYEeCKOM NOoAAEepXKW, MNoXKanymcra, noaroToBbTe
cnegyoLyo MHopMaLumio:

e TouHoe HanmeHoBaHue u IP-agpec Bawero obopygoBanus (B cnyyae npnobpeteHus IP-
obopynoBaHus), gata MoKyrnku.

o Coo0OLieHuns 06 owmbkax, KOTopble NOABASIINCL C MOMEHTA BO3HUKHOBEHUSA NPOONeMbI.

e Bepcusa npowmBkM 1 Yepes kakoe obopyaoBaHme paboTano yCTPOWCTBO, KOrga BO3HUKNA
npobnema.

e [lpousBegeHHble Bamu genctena (No waram), NpeanpuHaTbie And camoCTOATENbHOMo
peLLeHns npobnembi.

e  CKpUMHLIOTbLI HACTPOEK U NapaMeTpbl NOAKITHYEHMS.

Yem nonHee 6yaet npepcraBneHHas Bamu nidopmaums, Tem GbicTpee Hawm cneynanucTbl

CMOryT NoMo4b Bam pelumnts npobnemy.
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Mpunoxenune D. Mnoccapun

3GP — mynbTuMeannHbIi KOHTENHep, onpeaendembln NapTHEpckMM [NpoekTom TpeTbero
nokoneHus (Third Generation Partnership Project (3GPP) ans MynbTumeanmnHbix cnyx6 3G UMTS.
MHorve coBpemeHHble MOGUNbHbIE TenedgoHbl MMEeT (yHKUMKM 3anMcyu M NpocmMoTpa ayauo u

Bugeo B opmate 3GP.

ActiveX — aTO cTaHAapT, KOTOpbI paspellaeT KOMMOHEeHTaM NMporpamMmMHoOro obecneveHuns
B3aMMOLENCTBOBaTL B CETEeBOW Cpefe He3aBMCUMO OT $3blka(-0B), MCMOMb3yeMoro Ansg ux
co3gaHus. BebG-6paysepbl MOryT ynpaBnsiTb anemeHtamu ynpasneHus ActiveX, OoKymeHTamu
ActiveX wn cueHapusammn ActiveX. 3OnemeHTbl ynpaeneHus ActiveX u4acTto 3arpyxalwtca WU
WHCTanNNMpyrTCa aBTOMaTMYECKN, Kak 3anpawuvBaembl. Cama no cebe gaHHasi TEXHOMOrMA He
SIBIISIETCS KpoccniatopMeHHOM 1 NogaepXnuBaeTcs B NoriHOM o6beme Tonbko B cpeae Windows

B 6pay3sepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTpuyHas uucdpoBas aboHeHTCKas
NUHUA) — MOJeMHasi TexHONorus, npeBpallarollas aHanoroBble curHansl, nepegaBaemMble
NnocpeacTBOM CTaHAapTHOW TenedOHHOM §NuHMK, B UUdpPOoBble curHanbl (NakeTbl AaHHbIX),

No3BOSSIS BO BpeMsi paboTbl coBepLuaTh 3BOHKM.

Angle / Yron o63opa — 3T0 yros, KOTopbIi 00pasytoT fy4n, CoeguHALLME 3a4HIOK TOYKY
ob6bekTMBa 1 gmaroHanb Kagpa. Yron 3peHus nokasbiBaeT CbeMOYHOE pacCTOsiHME U Yalle BCero
BblpaxkaeTcs B rpagycax. O6bI4HO yron 3peHns namepseTca Ha fiH3e, OKyC KOTOPOW yCTaHOBMEH
B ©OeckoHeyHOCTb. B 3aBucumocTM OT yrna 3peHus, OObEeKTMBbI [enaT Ha Tpu  Tuna:
LLUMPOKOYrofbHble, HOpMarbHble U ANMHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
yale BCero Ucnonb3yTcsa AN naHopamMHOro HabnaeHus, yron 3peHnst coctaenseT 75 rpagycos
n Gonblwe. HopmanbHble 0OBLEKTUBLI MMEKT yron 3peHus oT 45 no 65 rpagycoB. Yron 3peHus

ANMHHOGOKYCHOro obbektuBa coctaenset 30 rpagycos.

ARP (Address Resolution Protocol / T[lpotokon onpegeneHusa appeca) -—
NCMOMb3YOLWMACA B KOMMbIOTEPHbBIX CETAX MPOTOKOST HU3KOrO YPOBHS, MpefHasHayYeHHbIn Ons
onpeaeneHnsa agpeca kaHanbHOro YpOBHS NO M3BECTHOMY afpecy CeTeBOro ypoBHs. Hanbonbluee
pacnpocTpaHeHne 3TOT MPOTOKOM Nony4ymn Grnarogaps NoBCceMeCTHOCTM ceTen |P, NoCTpOeHHbIX
nosepx Ethernet. 3101 NpoTokon ncnoneadyetca ang ceasu IP-agpeca ¢ MAC-agpecom ycTtponcTsa.
Mo nokanbHOM ceTn TpaHCcNupyeTcs 3anpoc Ans noucka yana ¢ MAC-agpecom, COOTBETCTBYIOLLMM

IP-agpecy.

Aspect ratio / ®opmaT aKkpaHa — 9TO hOpMaTHOE OTHOLLUEHME LLUMPUHBI K BbICOTE KaapoB.
O6wunn popmaT Kagpa, UCNonb3yeMbln ANs TENEBU3NOHHBLIX 9KPAHOB U KOMMbIOTEPHBIX MOHUTOPOB,

coctasnsert 4:3. TenesugeHue Bbicokon YeTkoctn (HDTV) ncnonebayet dopmat kagpa 16:9.
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Authentication / AyteHTudukauma — npoBepka NpUHaANEXHoOCTU cybbekTy focTyna

npegbsBeHHOro UM uaeHTMduKaTopa; noaTeepxaeHne nognuHHoctn. OguH M3 cnocobos
ayTeHTMdurKauMm B KOMMbIOTEPHOM CUCTEME COCTOMT BO BBOAE BaLlEro Mnosib30BaTENbCKOro
naeHtTndurkaTopa, B NPOCTOPEYUN Ha3biBAEMOro «formHomy (login — perucTpaunoHHoe ums
nonb3oBatend) W napond — HeKoW KoHduaeHUManbHOW WHOpMaUMK, 3HaHuMe KOTOpOou
obecneynBaeT BnageHne onpeaeneHHbIM pecypcom. NMonyynms BBEAEHHbIV NOMb30BaTENEM JTIOMMH
N Naponb, KOMMbIOTEP CPaBHUBAET MX CO 3HAYEHMEM, KOTOPOE XpaHUTCA B crneumanbHon 6ase

OaHHbIX, K1, B Clly4ae coBnageHus, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris /| AP[] (ABTOoperynupyemasa amacdparma) — 9T0 aBToOMaTU4ECKOE perynmpoBaHme
BENMYUHbBI Anadparmbl AnNst KOHTPOMS KonNnyecTsa cBeTa, nonagatowero Ha matpuuy. CywecTtsyet

JBa BapuaHTa aBToMaTuyeckon perynuposku anadparmel: Direct Drive n Video Drive.

Biterate / Butpent (CkopocTb nepega4vm gaHHbIX) — GyKkBanbHO, CKOPOCTb NMPOXOXAEHNSA
6uToB MHOPpMauuN. BUTpenT NpMHATO MCcnonb3oBaTb NpPU U3MEPEHUN 3PPEKTUBHOM CKOPOCTM
nepegadn WHdopmauMm No KaHany, TO eCTb CKOPOCTU nepedayvn «nonesHom WHgopmMauum»

(mMoMMMO TakoBOW, MO KaHaNy MOXET nepedaBaTthCs crnyxebHasi MHopMauums).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKU, KOMMEHcauus
3agHero cBeTa). TUNWYHBLIN NpPUMEP HEOOXOAMMOCTWU UCMONb30BaHMA: YenoBek Ha )OHEe OKHa.
ONEKTPOHHbIN 3aTBOP KaMmepbl OTpabaTbiBaeT MHTErparnbHyto, T.e. OOLLYH OCBELLEHHOCTb CLEHbI,
«BMOUMON» Kamepon 4yepe3 obbekTmB. COOTBETCTBEHHO, Manas durypa 4erioBeka Ha GonbLIOM

CcBeTMoM (hoHe OKHa BbINbETCH B UTOre "3acBeTKon" BCeW KapTUHKW. BkrtoueHue dpyHkummn «BLC»

MOXeT B MOAOGHbIX chy4daax ncnpaBuTb pa60Ty aBTOMATUKN KaMepbl.

Bonjour — npoToKoN aBTOMaTU4eCKoro obHapyxeHms cepsucos (cnyxd), NCnonb3yemelil B
onepaumoHHon cucteme Mac OS X, HaumHas ¢ Bepcumn 10.2. Cnyxba Bonjour npegHasHavaeTcs
ANA UCNONb30BaHUSA B JTOKarbHbIX CETAX U UCMOMb3yeT cBedeHus (3anucn) B crnyxbe OOMEHHbIX
nmén (DNS) ans obHapyXeHus Opyrmx KOMMbIOTEPOB, PaBHO KakK U MHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPUHTEPOB) B BnmkanLlemM CETEBOM OKPY>KEHUM.

CIDR / becknaccoBasi agpecauusa (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTo IP-agpecaunm, No3BoNALWLMIN rMOKO ynpaensaTb NpocTpaHCTBOM IP-agpecoB, He ncnonb3ys
XECTKME paMKu KnaccoBon agpecauuun. Mcnonb3oBaHWe 3TOr0 MeToda MO3BOMSEeT 3KOHOMHO
NCNonb30oBaTh OrpaHUYeHHbIN pecypc IP-agpecoB, NOCKONbKY BO3MOXHO NMPUMEHEHWE PasfMyHbIX

MacoK NnoaceTen K pas3nnyHbiM nNoaceTAaM.

CCD / N3C-maTpurua — 370 CBETOYYBCTBUTESbHBIA 3NEMEHT, NCNOMNb3YHLNNCS BO MHOIMX
UMpPOBLIX Kamepax M NpeacTaBnsaloWmnin cobon KPynHYK MHTErparibHyl0 CXemy, COCTOSILLYI U3
COTEH ThbICAY 3apsaoB (NUKcenewn), KoTopble NpeobpasytoT CBETOBYKD 3HEPIUI0 B ANEKTPOHHbIE

curHansl. Paamep matpuubl moxeTt coctaBnatb 1/4", 1/3", 1/2" vnn 2/3".
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CGl (EpavHbin  wno30BbIM  UHTepdenc) — cneumdukaumsi, onpegensioLlas

B3aumopgenctene web-cepsepa c gpyrumm CGl-nporpammamn. Hanpumep, HTML-cTpaHuua,

cogepawasn opmy, MoxeT ucnonb3osaTtb CGl-nporpammy ansg o6paboTkmn AaHHbIX HOPMbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIN
MeTanfIooOKCUAHbIA MNOMYNPOBOAHUK) — 3TO LUMPOKO WCMONb3YyEMbIA TUM MOMYyNPOBOAHMKA,
KOTOPbIV MCMONb3yeT Kak OTpULATENbHYIO, TaK 1 NONOXUTENBbHYHO SNEKTPUYECKYIO Lienb. MNockonbky
TONMbKO OHA M3 3TUX TUMOB Lienen MoXeT ObITb BKNOYEHA B Ntoboe AaHHOe BpeMsi, TO MUKPOCXEMbI
KMOIla notpebnaiT MeHbLUe 3neKTPO3HEPrMM, YeM MUKPOCXEMbI, UCMOMb3YHOLWMEe TONbKO OAWH
TMN TpaH3ucTopa. Takke gatdumkn mnsobpaxeHns KMOIT B HeKOTOpbIX MMUKpOCXemMax cogaepxart
cxembl 06paboTkn, OQHAKO 3TO MPEeuMyLecTBO HEBO3MOXHO Mcnonb3oBaTb ¢ [13C-gatumkamn,

KOTOpPbIE ABJIAIOTCA TaKXKe bonee Oopormmun B npon3sBoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsiemas ans
Ha3Ha4YeHNs1 MOCTOSIHHOrO JOMEHHOTO MMEHN YCTPOUCTBY (KOMMbIOTEPY, CETEBOMY HAKOMUTENO) C
OnHamunyeckum IP-agpecom. 310 MoxeT 6biTh IP-agpec, nonyyeHHbin no DHCP vnun no IPCP B
PPP-coeanHeHnsax (Hanpumep, Npy yganéHHoM [ocTyne 4epe3 mogem). [Opyrne mawwuHbl B

NHTepHeTe MoryT ycTaHaBnMBaTb COeAMHEHMEe C 3TOMN MaLUMHOW NO JOMEHHOMY UMEHM.

DHCP (Dynamic Host Configuration Protocol / T[lpotokon AuHamMunyeckown
KOHcburypaumm ysna) — 9TO CETeBOW MPOTOKOM, MO3BOMSIOWMA KOMMbIOTEPAM aBTOMAaTU4ECKN
nonyyatb IP-agpec v gpyrne napametpbl, Heobxoanmble ons padotel B cetn TCP/IP. [daHHbIN
npotokon paboTtaeT no Modenu «KNMeHT-cepBep». [ns aBTOMaTMYECKOW KOHUrypaumm
KOMMbIOTEP-KNNEHT Ha 3Tane KoHdwurypauum ceTeBoro YCTpoucTBa obpallaetca K Tak

Ha3biBaemomy cepsepy DHCP n nonyyaeTt OT Hero HyHble napameTpbl.

DHCP-cepBep — 9TO nporpamma, KoTopas HasHadaeT knueHtam IP-agpeca BHyTpu
3a4aHHOro guanasoHa Ha onpefeneHHbl nepuod BpemeHWu. [aHHyo yHKUUIO NoAadepKuBatoT

NnpakTn4eckn BCe COBPEMEHHbIE MAPLLUPYTU3aTOPbI.

Digital Zoom / LinchpoBoe yBennyeHue — 370 yBenuyeHne pasmepa kagpa He 3a cuyeT
ONTKKKU, a C MOMOLLbIO KagpupoBaHUSA NOMAYy4YEHHOro ¢ MaTpuubl n3obpaxeHns. Kamepa Huyero He
yBENUYMBAET, a TOSMbKO BbIpe3aeT HYXHYK 4acTb M300paxeHus W pacTarmBaetr ee Ao

nepBoHa4aribHOro paspeLleHus.

Domain Server / CepBep AOMEHHbIX UMEH — TakKe LOMEHbl MOryT ObiTb NCNONb30BaHbI
opraHnsaumsiMu, KOTopble XOTAT LeHTPan“3oBaHHO yNpaBnsTb CBOMMM KOMMNbOTEPaMM (Ha KOTOPbIX
yCTaHOBIIEHbI onepauuoHHble cuctembl Windows). Kaxabin nonb3oBatenb B paMkax AOMeHa
nony4aeT y4YeTHyl 3anucb, KoTopas ObOblMHO paspeluaeT 3aperncTpMpoBaTbCA U UCNONb30BaTb

niodon KOMMNbOTEP B OOMEHe, XOTA OAHOBPEMEHHO Ha KOMMbHTEP MOryT OblTb HamNOXeHbI
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orpaHnyeHusi. CepBepoM [OOMEHHbIX MMEH SIBNsSieTCs cepBep, KOTOopbl ayTeHTuduumpyet

nosib3oBaTenen B CETU.

Ethernet — nakeTHasi TexHonorusi nepegadvn AaHHbIX MPEVMYLLECTBEHHO B JTOKanbHbIX
koMnbloTepHbIX ceTax. CraHgaptel Ethernet onpepensioT npoBodHble coeauHEHUs U
3MNeKTPUYECKME CUrHanbl Ha PU3NYECKOM YpoBHe, chopmaT KaapoB W MPOTOKOMbI yrpaBreHus

OOCTYMNOM K cpefie — Ha kaHarnbHOM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne yctaHOBKM MO YMONYaHUIO — 3TO YCTaHOBKW,
KOTOpble M3HavanbHO UCNONb30BaHbI A5 YCTPOMCTBA, KOr4a OHO OTrpy)kaeTcsl C 3aBoa B NepBbii
pa3. Ecnn BO3HUKHET HEOOXOANMMOCTb NepeyCcTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
Nno yMOnyaHuio, TO 3aTa (PYHKUMA nNpuMeHMMa ansa G60nbLUMHCTBA YCTPOWCTB, M OHA MOSIHOCTLIO

nepeycraHasnnBaeT nobble YCTaHOBKU, KOTOPbIE ObIN N3MEHEHBI Norb30BaTENEM.

Firewall / Bpanamayap — 6paHgmMayap (MeXceTeBoWn 3KpaH) paboTaeT kak bapbep mexay
ceTaAMM, Hanpumep, Mexay nokanbHou ceTbio U WHTepHeToM. BpaHamayap rapaHTupyeT, 4To
TONbKO 3apPErMcTPUpPOBaHHbIM Nosb3oBaTensaM OygeT paspelleH JOCTyn M3 O4HOW CeTU B OPYryto
ceTb. bpangmayapom moxeT 6bITb NporpammMHoe obecneyeHne, paboTatoLLee Ha KOMNboTepe, Unn

OpaHamMay3poM MOXeT ObITb aBTOHOMHOE annapaTHOe YCTPOMUCTBO.

Focal length / ®okycHoe paccTtosiHne — usMepsieMoe B MUANUMETpax GOKyCHoe
paccTosiHne 06bEeKTMBA KaMepbl, onpeaensioLlee WNPUHY ropu3oHTanbHon 3o0Hbl 0630pa, KoTopoe
B CBOI ovepedb nsaMmepsieTcs B rpagycax. Onpegensietcs Kak pacCtosiHue OT nepeaHen rnaBHOM
TOYKM [0 nepegHero dokyca (a4na nepegHero oKyCHOro pacCTOSHNS) U Kak pacCTosHME OT 3agHewn
rMaBHOM TOYKM OO 3agHero dokyca (ona 3agHero ¢pokycHoro pacctosaHus). Mpu atom, nopg
rnaBHbIMM TOYKaMV NOAPa3yMeBaOTCA TOYKM NepeceyeHns nepegHen (3agHen) rnaBHoOM NoCcKOCTH

C OMTMYECKOMN OChIO.

Fps / KagppoBas 4yacToTta — KONMYeCTBO KagpoB, KOTOpoe BuaeocucteMa (KOMMblOTepHast

urpa, Tenesusop, DVD-nneep, Buaeodann) BblAaéT B CEKyHAY.

Frame / Kagp — kagpom sBnsieTcs NonHoe BuaeousobpaxeHune. B dopmate 2:1
4YyepeccTpoyHon  pasBépTkn uHTepdenca RS-170 u B opmatax MexagyHapoaHoro
KOHCYNbTaTMBHOIO KOMUTETA NO paguoOBELLaHUIo, Kagp cos3daeTcs M3 ABYX OTAernbHbIX obnacrten
JNIMHUIN YepeccTpodHOn pasBepTkn 262.5 nnn 312.5 Ha vactote 60 mnm 50 'y gns Toro, 4ToObI
cthopmupoBaTtb MOMHbBIA Kagp, KOTOpbIM 0TobBpasntca Ha akpaHe Ha yactote 30 wnm 25 My, B
BMAeOoKamepax C MPOrpeccMBHOM pa3BePTKOM Kaxabl Kaap CKaHUPYeTCHA NOCTPOYHO U He ABNAETCH

4YepecCTPOYHbIM; 6OMNBLUMHCTBO U3 HUX OTOBpaxkaeTcsa Ha YactoTe 30 n 25 Nu.

FTP (File Transfer Protocol / lNpotokon nepepaun cannoB) — 3TO NPOTOKON
NPUoXeHUs, KOTOpbIM ucnonb3dyet Habop npotokonoB TCP / IP. OH ucnonb3yetcsd, 4TOObI

obmeHuBaeTca pannamum Mexagy KomnbtoTepamu/yctponctsamm B cetn. FTP  nossonser
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noakntodaTbesa K cepsepam FTP, npocmaTtpmBaTe COAEP)KMMOE KaTanoroB U 3arpyxatb ansbl C

cepBepa unn Ha cepsep. lNpoTtokon FTP oTHoCUTCA K NpOTOKONaMm MpUKNagHoOro ypoBHS U ANs
nepegayn gaHHbIX MCNOMNb3yeT TpaHCNOPTHLINM NpoTtokon TCP. KomaHnabl 1 gaHHble, B OTNMYME OT
OonbLUMHCTBA OPYrMx NPOTOKOMNOB nepegarTcsd no pasHbeiM noptam. Nopt 20, oTKpbiBaeMbI Ha
CTOpPOHE cepBepa, Mcnonb3yeTca Ana nepegadn gaHHbelx, nopt 21 - Ang nepegaym komang. MNopt

On4a npunemMa gaHHbIX KIMMEHTOM onpeaendaeTcda B Anarore corjfiaCcoBaHuA.

Full-duplex / MonHbIM AynneKc — NOSHbIN yNieKkc npeacTaBnaeT cobon nepeaady gaHHbIX
O[HOBPEMEHHO B ABYX HanpaBneHusix. B cucteme 3BykoBOCNpOM3BEAEHUSI 3TO MOXHO OMUCaTb,
Hanpumep, TenedOHHbIMM cucTeMamun. Takke nonygynnekcHass cBA3b obecneynBaet

OBYXCTOPOHHKOK CBA3b, HO TOJTIbKO B O4HOM HanpaslieHUU 3a OOVH pas.

G.711 — crangapT gns npeacraeneHnsa 8-omtHon komnpeccun PCM (MKM) curHana c
yactoton pguckpeTtusaumm 8000 kagpos/cekyHay u 8 6ut/kagp. Takmm obpasom, G.711 kogek

co37aéT noTok 64 Kout/c.

Gain / KoadhdmumeHT ycuneHma — KoadhpuunMeHToM ycuneHus aBnsetcsa KoaduumneHT
YCUNEHNS W 3KCTEHTa, B KOTOPOM aHarnoroBbi YCUNUTENb YCUNUBAET Cuny curHana.
KoadhdmumeHThl ycuneHms o6blMHO BbipaXatoTcsi B eanHuniax molwHocTu. Jeunben (ob) sensetca

Hanbonee ynotpebutenbHbIM CNOCOO0M 4Nl UIBMEPEHNS YCUINEHNS YCUNUTENA.

Gateway / MexceTeBOM L3 — MEXCETEBbIM LUMIO30OM SBMSIETCA CeTb, KOTopas
OENCTBYET B KA4YeCcTBe TOYKM BXoda B Apyryto ceTb. Hanpumep, B KopnopaTMBHOW CETU, cepBep
KOMNbIOTEPA, OENCTBYIOLLMA B KayeCTBE MEXCETEBOro LUM3a, 3a4acTylo Takke OeWCTBYeT U B
KayecTBe MpPOKCU-CepBepa U cepBepa CceTeBOM 3almuTbl. MexceTeBOW LUM3 YacTo CBSA3aH Kak C
MapLLpPYyTM3aTOPOM, KOTOPbIN pacrno3HaeT, Kyda HanpaBnAaTb NakeT AaHHbIX, KOTOPbI NPUXoauT B
MEXCETEBOW LUMO3, Tak U KOMMYTaTOPOM, KOTOPbIA MPeaocTaBnaeT UCTUHHbBIA MapLupyT B U U3

MeXCeTeBOro Lnk3a anda gaHHOoro naketa.

H.264 — 370 MeXxayHapoaHbI CTaHOapT KOAMPOBaHWUS ayavo M BUAeo, (Apyroe Ha3BaHue
'"MPEG-4 part 10' unn AVC (Advanced Video Coding)). [lJaHHbI cTaHOapT coaepXuT pag HOBbIX
BO3MOXHOCTEMN, MO3BONAOLWMX 3HAYUTENBHO MOBLICUTL 3A(PIEKTUBHOCTL CXKaTuUa BUOEO MO
cpaBHeHuto ¢ bonee paHHuMu ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
BonbLyo MMBKOCTL NPUMEHEHNs B pa3HOObpasHbIX ceTeBbIX cpeaax. Mcnonb3yetcs B LMdpOBOM

TenesnaeHun Bbicokoro paspewerus (HDTV) n Bo MHOrux apyrmux obnacrax umdpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / lpoTokon nepepnaym runeprtekcra) — ato Habop
npasun no obmeHy cannamm (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- WU APYrMMU
MynbTumegua cannamm) B cetu. lNpoTtokon HTTP sBnseTca npoTOKONOM BbICLLErO YPOBHSA B
cemerictee npoTokornoB TCP/IP. B gaHHOM npoTtokone nobon naket nepegaerca 4O NONyYeHus

noarteepXxXaeHna o ero npaBUiibHOM npueme.
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HTTPS (Hypertext Transfer Protocol Secure / 3awuwéHHbIM NpOTOKON nepeaayu

runeprekcra) — pacwumpeHue npotokona HTTP, nogaoepxusatowee wudpoBaHue. [daHHble,
nepegasaemble no npotokony HTTP, «ynakoBbiBalOTCA» B KpunTorpaduyeckmi npotokon SSL nnm
TLS, Tem cambiM obecne4dmBaeTcs 3awmTta 3TuX AaHHbIX. B otnndme ot HTTP, ana HTTPS no

ymon4anuio ucnonsdyetcss TCP-nopt 443.

Hub / CeTeBOI KOHLEHTPATOP - CETEBON KOHLEHTPATOP MCNONb3yeTcs AN NogKNyYeHns
MHOMOYMCMEHHbIX YCTPONCTB K ceTn. CeTeBOM KOHLIEHTpATOp NepeaaeT BCe AaHHblE B YCTPOWCTBA,
NOAKMOYEHHbIE K HEMY, TOrAa Kak KOMMYTaTOp TOSMbKO NepedaeT AaHHble B YCTPOMCTBO, KOTOpoe

cneuwnanbHO npeaHa3Ha4vyeHo a4 Hero.

ICMP (Internet Control Message Protocol / MexceTteBo NpOTOKON ynpaBnsOLWMX
coobuweHun) — ceTeBor MpPOTOKON, BXogsawmn B ctek npotokonioB TCP/IP. B ocHoBHomM ICMP
ncnonb3yeTcss Ans nepegadn coobueHnn o6 owmbkax v Opyrux UCKMIOYMTENbHBIX CUTyauusx,
BO3HUKLLMX MpU Nepeaade AaHHbIX, Hanpumep, 3anpalinBaemasi ycnyra HegocTynHa unmn XocT unm

MapLLIpyTM3aTop He OTBeYaloT.

IEEE 802.11 / CtaHpapt IEEE 802.11 — 370 ceMencTBO cTaHAapToB ANsi 6eCcnpoBOAHbIX
nokanbHbix ceten. CtaHgapt 802.11 noggepxmBaeT nepedady AaHHbIX Ha ckopoctn 1 wnm 2
M6wut/cek Ha nonoce 2.4 [Tu. Ctangapt xe 802.11b 3agaeT ckopocTb nepegadn gaHHbix 11
M6wuTt/cek Ha nonoce 2.4 [Ty, B TO BpeMsi kak ctaHgapT 802.11a no3BonseT 3agaTb CKOPOCTb 40 54

Mo6wuTt/cek. Ha nonoce 5 T,

Interlaced video / YepeccTpoyHasa pa3BepTka — 3TO BMAEO3anuCb CO CKOpPoCTbio 50
n306paxkeHnn (Ha3biBaeMbIx MNONSAMN) B CEKYHAY, U3 KOTOPbIX KaxXable 2 NocrneaoBaTenibHbIX Nons
(nonykagpa) 3atem 06beauHsoTes B 1 kagp. YepeccTpoyHas passepTka bbina paspaboTtaHa MHOro
neT Ha3aj ANns aHanoroBoro TeneBuaeHNs 1 4O CUX Nop LWMPOKO npumeHsieTcs. OHa faeT xopolumve
pe3ynbTaTbl NPY NPOCMOTPE ABWXEHWUS B CTAaHAAPTHOM M300paXkeHuWn, XOTS Bcerga CyllecTByeT

HEKOTOpPOE NUCKaXeHne I/1306pa)KeHI/IFI.

Internet Explorer (IE) — cepus 6pay3epoB, pa3pabatbiBaemas kopnopaunen Microsoft ¢
1995 roga. BxoauTt B KOMMMEKT onepaunoHHbixX cuctem cemenctea Windows. Asnsietca Hanbonee

LLUMPOKO MCMNonb3yemMbliM BeD-Opaysepom.

IP 66 (Ingress Protection) — aTo ctaHgapT 3awmTbl 060pya0BaHUSA, KOTOPbIA ONUCbIBaeT
nbine- 1 Braro- 3awmTty kamepbl BugeoHabnogeHus. MNMepeas umdpa o6o3Ha4aeT ypoBEHb 3aLLNTbI
OT nonagaxusa TBEpAbIX YacTuy, (Hanpumep, undpa 6 obo3HavYaeT NoOSTHOE UCKIOYEHUE NnonagaHus
nbinu). Bropas undpa ob6o3HavaeT ypoBeHb 3anTbl OT NONagaHUA XXUaKocTen (Hanpumep, undpa
6 o603HavaeT 6e3ynpeyHyto paboTy kamepbl NPy BO3AENCTBMN MACCUBHbBIX BOASHbLIX MOTOKOB BOAbI

NnNn BpeMeHHOM 06nMBaHNN. )
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IP-kamepa — uUMdpoBas BuAeokamepa, OCODEHHOCTbIO KOTOPOW SIBRSieTCs nepepaya

BugeonoToka B undgposom dpopmaTte no cetn Ethernet, ncnonsaytowen npotokon IP.

JPEG (Joint Photographic Experts Group / Crtanpapt OG6bLeAuHeHHOW rpynnbl
aKkcnepTtoB B obGnactu dotorpadmm) — oaovH M3 nonynspHbIX rpagudeckmx copmatos,
NPUMEHSIEMbIN ONs1 XpaHEeHMT OTOM3006pakeHnn N NogobHbIX UM n3obpaxkeHuin. Mpu cozpaHum
n3obpaxerma JPEG nmeeTcsi BOBMOXXHOCTb HACTPOWMKM MCMOMb3YyeMOro KoadduumeHTa cxaTus.
Tak kak npu 6onee HU3KOM KO PULIMEHTE CKaTKA (T.€. CaMOM BbICOKOM Ka4ecTBe) yBeNnMyYnBaeTcs

obbem hanna, cywecTByeT BbIOOp Mexay Ka4ecTBOM n3obpaxeHusa n obbemom danna.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa namepeHus CKOpOCTU NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOT0p017| onpeaeneHHoe Konn4ectBo ouToB npoxoaAT 3adaHHYH TOYKY.

LAN (Local Area Network / JlokanbHasa BblMMCNUTENbHAA CeTb) — KOMMNbIOTEPHAs CETb,
nokpbIBatoLas 00bIYHO OTHOCUTENBHO HEGOMbLUYIO TEPPUTOPUIO NN HEOOMbLUYIO rpynny 34aHWN

(aom, odouc, bmpmy, MHCTUTYT), TO €CTb ONpeaeneHHY0 reorpauUeckyto 30Hy.

Lux / Jllokc — eauHuua namepeHus ocsellleHHocTu. OnpeaensaeTcs Kak OCBELLEeHHOCTb
MOBEPXHOCTU Mrowaabio 1 KB.M. CBETOBbIM NOoToKkoM 1 nomeH. McnonbayeTcs ans o603HavYeHus

YyBCTBUTEJIbHOCTU KaMep.

MAC-agpec (Media Access Control address / AnnapaTHbIn agpec YCTPOUCTBA) — 3TO
YHUKanbHbIA MAEHTUAMKATOP NPUCOEANHEHHOIO K CETU YCTPOMCTBA UMK, TOYHEE, ero HTepdenc

A4 NoAKNKYEeHUA K CeTu.

Mbit/s (Megabits per second / Mout/cek) — 3T0 Mepa M3MeEpPEHUs CKOPOCTU MNOToKa
AaHHbIX, T.€. 3TO CKOPOCTb, Ha KOTOPOW BUTLI MPOXOAAT 3afaHHYH TOYKY. ATOT napameTp 0ObI4HO
ncrnonb3yeTcs, 4ToObl NpeacTaBUTb «CKOPOCTb» ceTW. JlokanbHas ceTb AofkHa paboTaTb Ha

ckopoctn 10 unmn 100 Mout/cek.

MPEG-4 — 310 MeXayHapoaHbI CTaHaapT, UCMOMb3yeMblil MPeNMyLLLECTBEHHO AN CxXaTnus
umgposoro ayano u Bugeo. CrtaHgapt MPEG-4 B OCHOBHOM wucCnonb3yeTcd AN BellaHus
(noTokoBoe BMAEO), 3anMcn PUIbMOB Ha KOMMNAKT-AUCKKU, BuaeoTenedoHun (BngeotenedoH) u

LLMpOKOoBeLLaHUA, B KOTOPbIX akKTUBHO UCMNOJb3yeTCA CKaTue LI,VICprBbIX BMAeo 1 3BYyKa.

Multicast / FpynnoBasa nepegaya — cneunanbHas oopma LUMPOKOBELLAHUSA, NPU KOTOPOM
KOMMM MakeToB HaMpaBnslTCa OnpedenéHHoMmy MOAMHOXECTBY agpecatoB. Hapsagy c
NPUIIOXKEHNAMW, YCTaHaBMMBAKOLWMUMKN CBA3b MeXOY WCTOYHMKOM W OOHUM MonyyaTenem,
CYLLIECTBYIOT Takme npuroxeHud, roe tpedyertca, Ytobbl MCTOUHMK Nocbinan uHdopMaumio cpasy
roynne nonydarenen. [Mpu TpaguuuoHHon TexHonormn |P-agpecauun TpebyeTcs Kaxgomy
nonyyaTento WUHgopmaLMM nocratb CBOW MakeT AaHHbIX, TO eCTb O4Ha W Ta Xe WHdopMauund
nepegaeTcs MHOro pas. TexHonorus rpynnoBon agpecauun npeacraenset cobon paclimpenune IP-

agpecauunun, no3pondmollee HanpaBnTb OOHY KOMUIKO NakeTa cpady BCEM Nnony4vaTtenam. MHoxecTBO
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nony4aTenen onpeaensieTcs NPUHaANeXHOCTbIO KaXa0ro U3 HUX K KOHKPEeTHOW rpynne. Paccbinky

ANS KOHKPETHOW rpynnbl NOMAy4atoT TOMNbKO YNeHbl 3TOW rpynnbl.

TexHonornsa IP Multicast npegoctaBnseT psg CyLeCTBEHHbIX NPEUMYLLECTB NO CPABHEHMUIO
C TpaavUMOHHbIM Noaxoaom. Hanpumep, gobasrneHne HOBbIX NoNb3oBaTenen He BrieyeT 3a cobon
Heobxoaumoe yBenuyeHne npomnyckHOW CrNocOBHOCTM ceTu. 3Ha4MTENbHO COKpallaeTCsl Harpyska
Ha NochbINalLLMIA cepBep, KOTOPbIN GonbLle He AOMKEH NOAAEPKMBATE MHOXECTBO ABYXCTOPOHHUX

COeNHEHUN.

Ana peanusauumn rpynnoBoW agpecauuu B JfOKanbHOW CeTu HeobxoauMmbl: MOAAepXKKa
rpynnoson agpecaumu ctekoM npotokorna TCP/IP, nporpammHas nogaepxka npotokona IGMP gns
OTNpaBKknM 3anpoca O MPUCOEAUHEHUN K rpynne u nomyyYeHun rpynnoBoro Tpaduvka, nogaepxka
rpynnoBon agpecaumun CETeBOW KapToW, MPUNOXeHue, Ucnonbaylolee rpynnoByl agpecauuio,
Hanpumep, BMAEOKOHepeHuunsa. TexHonorms «MynbTUKacT» ucnonb3yet agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTcs cratundeckas M guHamumyeckas agpecauums. [pumepom
crtatnyecknx agpecoB siBnisitotca 224.0.0.1 — agpec rpynnbl, BKAo4awowen B cebs Bce y3nbl
nokaneHon cetun, 224.0.0.2 — Bce MapwlpyTM3aTopbl fIOKanbHOW ceTu. [dnana3oH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH Afi MNPOTOKOMOB MapLlipyTMsauun n apyrux
HU3KOYPOBHEBbLIX MPOTOKOMOB  NOJAepXku rpynnoson agpecaumun. OcTtanbHble agpeca
ONHAMWYECKNn  UCMOMb3ylTCA  MpUnoXeHnsmu. Ha  cerogHAWHWM  AeHb  BOMbLIMHCTBO
MapLUpyTM3aTOPOB NOAAEPKUBAIOT 3TY ONUMIO (B MEHIO 0ObIYHO eCTb onuus, paspewatowwasa IGMP

NPOTOKOM UK MymnbTUKAcCT).

NTP (Network Time Protocol / lNMpoTokon CUHXPOHM3aALUU BpPEMEHU) — CeTeBOW
NPOTOKOM ANS CUHXPOHU3aLMN BPEMEHU C ucrnosb3oBaHnem ceten. NTP ncnonb3yeTt ans CBoen

paboTtbl npoTokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctaHgapt NTSC
sBNAeTcs TeneBn3noHHbIM 1 BuaeoctaHaaptom B CLUA. CtaHgapt NTSC gocraensieT 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacneBow cTaHAapT, ONpeaensoLwni
NPOTOKOMbI B3aMMOAEWNCTBMSA TakMX YCTPOMCTB, Kak |P-kamepbl, BUAeOperncTpaTopbl U CUCTEMbI
ynpaeneHns Buageo. MexayHapoaHbeli  ¢opyMm, CO34aBLUMKA  AaHHbIA - CTaH4apT, OCHOBaH
kKomnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uenbto

pa3paboTku U pacnpocTpaHeHNst OTKPLITOrO CTaHAapTa A CUCTEM CETEBOIO BUAEOHAGNOAEHUS.

PAL (Phase Alternating Line / TeneBusnoHHbin ctaHaapT PAL) — TeneBW3MOHHbIV
ctaHgapT PAL saBngetca npeobnagatowiym TeneBM3VOHHbIM CTaHAApTOM B cTpaHax EBponbl.

TeneBun3noHHbI cTangapT PAL goctaBnsieT 625 cTpok B kagpe Ha 25 k/cex.
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PoE (Power over Ethernet / NutaHune 4epe3 Ethernet) — TexHonorus, nossonswLlas

nepefaBaTb YyOanéHHOMY YCTPOMCTBY BMECTE C [AaHHbIMU 3MEKTPUYECKYID SHEpruo 4vepes

CTaHOapTHYLO BUTYIO napy B ceTn Ethernet.

Port / TMopT — wnaeHTUPUUUPYEMBIA HOMEPOM CUCTEMHBIA pPecypc, BblaenseMbli
NPUITOXKEHUIO, BLINOMIHAEMOMY Ha HEKOTOPOM CETEBOM XOCTe, AOJSI CBA3U C MPUNOXEeHUAMMU,
BbIMOMHAEMbIMU Ha APYrMX ceTeBbIX XOCTax (B TOM YUCIe C APYIMMU NPUMNOXKEHUSIMU Ha 3TOM Xe
xocTte). B 06bI4HON KNWMEHT-CepBEPHON MOAENWN NPUNOXKEHNE NMBO OXXMAAET BXOAALMNX AAHHBIX NN
3anpoca Ha coeanHeHue («cnywaeT nopT»), NMMBOo NocbiNaeT AaHHbIE UK 3anpoCc Ha COoeQUHEHNe

Ha W3BECTHbIN NOPT, OTKPbITbIV NPUITOXKXEHNEM-CEPBEPOM.

PPP (MpoTokon gBYXTO4Y€4YHOro coeaAnHeHuUs1) — NPOTOKOJ, MO3BOMSOLMIA MCNOMNb30BaTb
WHTepdenc nocrnegoBaTenbHON Nepedayvu Ans CBA3W Mexay OBYMS CEeTeBbIMU YCTPOWCTBaMM.

Hanpumep, nogkntodeHune MK k cepeepy NocpeacTBOM TeNedOHHON JIMHUN.

PPPoE (Point-to-Point Protocol / [poTokon coeanHeHUs1 «TO4YKa - TOUYKa») — NPOTOKOI
Ona NoAKIoYeHns nonb3oBartenien cetu ctangapta Ethernet k MIHTepHeTy Yepes wnpokononocHoe
coeduHeHne, Takoe kak nuHma DSL, ©ecnpoBOgHOE YCTPOMCTBO MM KabenbHbin mogem. C
nomMoLbo PPPOE 1 LLUMPOKONONOCHOrO Mogema nosib30BaTeNM nokasbHOM CeTU MOryT nosy4daTb
AOCTyn C WHAMBUAOYanbHOW MNPOBEPKOW MOASIMHHOCTU K BbICOKOCKOPOCTHBIM CETSIM  [aHHbIX.
O6beannasa Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE obecneunBaeT
3dpeKTMBHbIN crnocob co3gaHns OTAENbHBIX COEANHEHUN C yAaneHHbIM CEPBEPOM AN KaXOoro

nomnb3oBaTend.

Progressive scan / [lporpeccuBHOe CKaHMpOBaHUE — 3TO TEXHONOMNSA npeacTraBneHns
KagpoB B BMOEOHAOMOAEHUMN, NMPU KOTOPOW KaKObl Kadp BOCMPOW3BOAUTCS MO OAHOW NUHUKN B
nopsake Nx pasMeLLeHns Kaxayo LWeCcTHaauaTyo 40N cekyHabl. To ecTb cCHavyana nokasbiBaeTcs
nuHua 1, 3atem 2, 3atem 3 1 Tak ganee. Takum obpasom, nsobpaxeHne He GbETCA HA OTAEMNbHbIE
nonykagpbl. B aTomM crniydyae nonHocThio ncuesaeTt 3 eKkT MepLaHus, NO3TOMY Ka4eCTBO OTCHATOroO

BMaeo nony4yaeTcA ©onee BbLICOKM.

RJ45 — yHUUUMPOBAHHbLIA pa3bEM, MCNOMb3yeMbIA B TereKOMMYHUKaUUaX, nmeet 8

KOoHTakTOB. Micnonbayetcs ansa cosgaxus JIBC ¢ ncnonb3oBaHnem 4-napHeix kabenen BUTon napbl.

Router / MapwipyTtusaTtop — 370 YCTPOMCTBO, KOTOpOE onpeaenseTt Touky bnvxanwen cetu,
B KOTOPYIO MaKeT AaHHbIX AOSMKEH OblTb HaMpaBneH Kak B CBOW OKOHYaTESbHbIN MYHKT Ha3HauYeHus.
MapLupyTtunsatop cosgaeT u/unvm nogaepXxmBaeT cneuunanbHyo Tabnuuy MapLpyTtmsaumm, Kotopas
coxpaHdaeT NHPOPMaLUIO, Kak TONbKO OHa A0CTUraeT onpeaerieHHbIX NYHKTOB HasHayvyeHus. MHoraa

MapLupyTU3aTop BKIMKOYEH B Ka4eCTBe YaCTu CETEBOIo KOMMyTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHLIA NPOTOKON B peXUMe peanbHOro

BpemMeHu) — 310 npoTokon IP ana nepegayv AaHHbIX (Hanpumep, ayavMo Wnv BMOEO) B pexuMe
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peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B CBOEM 3arofioBke gaHHble, HeobXxoanmble O5s

BOCCTAHOBIIEHUS rofloca uUnum BuaeonsobpaxeHus B NPUEMHOM y3re, a Takke [aHHble O Tune
koguposanusa nHdopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro npoTokona, B YaCTHOCTH,
nepeaarwTcsi BpEMEHHAs MeTka M HoMep nakeTa. OTU napamMeTpbl NO3BOMAOT NPU MUHUMATbHbIX
3aepXkax onpeaenutb MNOPSAOK M MOMEHT [EKOAMPOBaHUS Kakaoro naketa, a Takke
WMHTepnonupoBaTb NOTEPsIHHbIE NakeThbl. B kauyecTBe HuKenexallero npoTokona TPaHCNOPTHOro

YPOBHS, Kak npasuno, ncnonbayetcs npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepega4yn NOTOKOB B peXume
peanbHOro BpeMeHMu) — 3TO NPOTOKON YrNpaBreHUs, KOTOPbIV CIYXUT OCHOBOW ANS COrnacoBaHust
TPaAHCNOPTHBLIX NPOTOKOSOB, Takux kak RTP, MHOroagpecHom nnn ogHoagpecHon nepegayun u ans
cornacoBaHunsa ucnonb3yembix kKogekoB. RTSP MOXHO paccmaTpmBaTh Kak MynbT ANCTAHLWMOHHOMO
yrnpaBneHnss NOTOkaMu OaHHbIX, NpeaocTaBnseMbiMyM cepBepom MynbTumeana. Cepsepbl RTSP
00bl4HO wucnonb3ytoT RTP B KayecTBe CTaHOApPTHOrO npoToKona ANns nepefadv ayamo- U

BUOEOAAHHbIX.

SD (Secure Digital Memory Card/ kapta namatm tuna SD) — dpopmaT kapTbl pnaLl-
namsaTn, paspaboTaHHbIA ONA UCMONb30BaHMA B OCHOBHOM B MOPTATUBHLIX YCTpowcTBax. Ha
CEroAHSALHUA [eHb LUMPOKO WCMOMb3yeTcss B UUMPOBbLIX YCTPOMCTBAX, Hanpumep: B
¢oToannapatax, MoOunbHbIX TenedoHax, KIK, kommyHuMkaTopax wn cmapTdoHax, GPS-

HaBuratopax, Bugeokamepax n B HEKOTOPbIX UTPOBbIX NMPUCTaBKax.

Shutter / OnNeKTPOHHbLIM 3aTBOP — 3TO 3MNEeMEHT MaTpuubl, KOTOPbIA MO3BOMSET
perynMpoBaTb BPEMSI HAKOMJIEHMS SMEKTPUYECKOro 3apsaa. OTa AeTanb OTBEYaET 3a AJINTENBHOCTb

BbIAEPXKKN U KONMYECTBO CBETA, MONaBLUEro Ha MaTpuuy nepes hhopMUpoBaHUEM U300PaKEHMS.

SMTP (Simple Mail Transfer Protocol / NMpocTton npoTokon nepegayn MOYTbl) —
npotokon SMTP ucnonb3yeTca Ans OTChIKA U NONYYEHUS ANEKTPOHHON NoYTbl. OgHAaKO NOCKOMbKY
OH SBNSAETCA «MpPOCTbIM» MO CBOEW CTPYKTYpe, TO OH OrpaHuMyeH B CBOEW BO3MOXHOCTU MO
BMECTMMOCTM COOBLLEHNA Ha MOMy4valoLem KOHLE, 1 OH 0BbIMHO UCMOMb3YeTCa C OOHUM U3 ABYX
apyrmux npotokonoB, POP3 unn npoTOKONOM WMHTEPAKTMBHOIO AOCTYyMa K 3MEKTPOHHOM MoyTe
(npotokon IMAP). 3Tu NpoTOKOMbI MO3BOMAT NONb30BATEN COXPAHATH COOOLLEHMS B NOYTOBOM

ALUKE cepBepa N nepnoanydeckn 3arpyxxatb nx n3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / [poTokon 3awumiueHHbIX
cokeToB / [IpOTOKON TPAHCMOPTHOrO YPOBHS) — 3TV ABa nNpoTokona (npoTtokon SSL sBnsertca
npueMHuUKomMm npotokona TSL) saBnawTcAa  Kpuntorpaduyeckumm npoToKonamu, KOTopble
obecneunBatoT 6e3onacHyto cBa3b B ceTu. B 6onblumMHCTBE cnyyaeB npoTtokon SSL ncnonb3yetcs
yepe3 npotokon HTTP, 4ytobbl cchopMmpoBaTh NPOTOKON 3aLUULLEHHON nepefayvn runepTekcra

(npoTokon HTTPS) B kayecTBe UCNONb30BAHHOIO, HaNpMMep, B VIHTepHeTe Ans ocylecTBneHns
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(OMHAHCOBLIX TpPaH3akUu B 3nekTpoHHoM Buge. [lpoTokon SSL wmcnonb3yeT cepTudukaTtbl

OTKPbLITOro KpUNTOrpadnYEecKoro Krtoya, YTobbl NOATBEPXKAATb UOAEHTUYHOCTL CEpBepa.

Subnet mask / Macka nogceTtu — 6utoBasi Macka, onpeaenstoliasl, kakas YacTtb |P-agpeca
y3na ceTu OTHOCUTCS K agpecy CeTu, a Kakas — K agpecy caMoro yana B aTol ceTu. Hanpumep, y3en

c IP-agpecom 192.168.0.99 1 mackon nogcetun 255.255.255.0 Haxoantcs B cetn 192.168.0.0.

Switch / KommyTtatop — KOMMyTaTOpOM S$IBMSIETCSI CETEBOE YCTPOMCTBO, KOTOpOe
COefVHAEeT CErMeHTbl CETU BMECTE N KOTOPOE BblOMpaeT MapLUpyT ANA Nepecbiikin yCTPONCTBOM
AaHHbIX K ero 6nwkanwemy nonyyarento. O6bI4HO KOMMYTaTOpP siBNsieTca 6onee npocTbiM 1 6onee
ObICTPbIM MEXAHM3MOM, YEM CETEBOWN MapLUpyTM3aTop. HeKoTopble KOMMYTaTOPbl UMEIOT OYHKLNIO

mMapLupyTusaTopa.

TCP (Transmission Control Protocol / [lpoTokon ynpaBneHusa nepegayen) — oguH 13
OCHOBHbIX CeTeBbIX MPOTOKONoB WMHTepHeTa, npegHasHadeHHbld ONs ynpaBneHus nepepaden
OaHHbIX B ceTax n noaceTtax TCP/IP. TCP - aTo TpaHCNOPTHbIN MEXaHU3M, NPeSoCTaBAALLINA NOTOK
OaHHbIX C npeaBapuTenbHON YCTAaHOBKOW COEAMHEHMUs, 3a CYET 3TOro AalolMi YBEPEHHOCTb B
AOCTOBEPHOCTU MOSyYaeMbIX AaHHbIX, OCYLLEeCTBASET NOBTOPHbIN 3anpoc AaHHbIX B Cly4ae notepu

OaHHbIX N YyCTpaHAeT gybrnmpoBaHue Npy Nosy4eHun gByX Konun ogHoro naketa (cm. Takke T/TCP).

TTL (Time to live) — npeaenbHbI Nepuog BpEMEHU UK YUCNO UTEpaLmi UM Nnepexonos,
3a KOTOpbIN HAbOp AaHHbIX (MaKeT) MOXET CyLLEeCTBOBaTb 40 CBOEro NCYe3HOBEHMS. 3HayeHne TTL
MOXET paccMaTpuBaTbCA Kak BEPXHAS rpaHuLa BpeMeHu cyLlecTBoBaHus IP-gentarpammel B ceTu.
Mone TTL ycTtaHaBnuBaeTcA oOTnpaBUTENEM AenTarpaMMbl U YMEHbLUAETCA KaXablM  Y3510M
(Hanpumep, MapwpyTU3aTopoM) Ha NyTW €ro CrnegoBaHusl, B COOTBETCTBMM CO BPEMEHEM
npebbiBaHMs B OaHHOM YCTPOWCTBE WM COrfacHo npoTtokony obpaboTtkn. Ecnm none TTL
CT@HOBUTCSI paBHbIM HYSO 4O TOro, Kak gevtarpamma npubyaeT B MyHKT Has3Ha4eHus, TO Takas
pentarpamma oTOpackiBaeTtcd W oTnpaButento otcbinaetca ICMP-naket ¢ kogom 11 —

«npeBbILIJeHI/Ie BPEMEHHOIO NHTEpBana».

UDP (User Datagram Protocol / poTokon gentarpaMmm nonb3oBaTtesisl) — 3TO NPOTOKOJ
obMeHa JaHHbIMY C OrpaHUYEeHNsIMU Ha NepecbiniaeMble aHHbIE MO CETU, UCMOMb3YHOLLEN NPOTOKON
IP. MpoTtokon UDP saBnsietca anbtepHatnBon npotokony TCP. MNMpeumywectso npoTtokona UDP
COCTOWUT B TOM, YTO AN HEro HeobssaTenbHa AOCTaBKa BCEX AaHHbIX U HEKOTOPbIE NakeTbl MOryT
ObITb MponyLeHbl, ecrnM ceTb neperpyxeHa. 3To ocobeHHO yaoobHO npu nepegade
BMAEOMATEPUArNioB B PEXMME pearnbHOro BPEMEHW, MOCKOMbKY He MMEeeT CMbicria MOBTOPHO

nepenaeath ycTapesLUyo MHOpPMaLMIO, KOTopas BCe paBHO He ByaeT oToGpaxeHa.

UPnP (Universal Plug and Play) — TexHonorus, nossofdowas nepcoHanbHbIM
KOMMbIOTEPAM U MHTENNEKTyanbHbIM CETEBLIM CUCTEMAM (HanpuMep, OXpaHHOMY 06opyaoBaHuIO,

pasBriekaTenbHbIM  YCTPOMUCTBAM  WMM  WMHTEPHET-LUMI03aM) COeAUHSTbCA  Mexay  cobol
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aBTOMaTMyeckn u pabortatb COBMECTHO udepe3 efuHyto ceTb. [Mnatdopma UPnP cTtpoutca Ha

OCHOBE TaKMX MHTEpHEeT-cTaHaapToB, kak TCP/IP, HTTP n XML. TexHonorns UPnP noggepxuBaet
ceTeBble MHPPACTPYKTYPbI NPAKTUYECKM NHoOOoro TMna - Kak NPoBOAHbIE, Tak 1 6ecnpoBoHble. B nx
yncno, B YacTHOCTK, BxoaaT kabenbHbin Ethernet, 6ecnpoBogHble cetn Wi-Fi, ceTn Ha ocHoBe
TenegOoHHbIX NUHUA, NUHUK anekTponuTaHua u np. [Mogaoepxka UPNP peanusoBaHa B

onepaumoHHbIx cuctemax Windows.

URL (Uniform Resource Locator / EauHbIM ykasaTenb pecypcoB) — 370

cTaHOapTU3NPOBaHHbIN cnocob 3anucu afpeca pecypca B ceTu NHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHon npoTokon nepegayv gaHHbIX) —
NPOTOKOM, CO3daHHbI creumansHo Ansa GSM-ceTel, rge HYXHO YCTaHaBnvBaTb CBS3b
NoOpTaTUBHbLIX YCTPOMCTB C ceTbto MHTepHeT. C nomowpbto WAP nonb3oBatenb MoOOGUNbHOMO

YCTPOWCTBA MOXET 3arpyxaTtb U3 ceTu MIHTepHeT nobble UMdpoBbIE AaHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KIMEHTOB,
00bl4HO BeG-6pay3epor, 1 Bbigatowmn um HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHnem, hannom, Meama-noToKoM UNu ApYrMMu AaHHbIMMU.

Wi-Fi (Wireless Fidelity, nocnoBHO — «6ecnpoBogHas TOYHOCTb») — TOProBas Mapka
npombiwneHHon rpynnel «Wi-Fi Alliance» ans ©6ecnpoBogHbix ceTen Ha 6ase ctaHgapta |IEEE
802.11. Jlwoboe obopynoBaHue, cooTBeTcTBylowee craHgapty |IEEE 802.11, moxeTr ObiTb
npotectupoBaHo B Wi-Fi Alliance ona nonyyeHusi COOTBETCTBYOLLEro ceptudukata M npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / BecnpoBogHass LAN — 310 6ecnpoBogHas nokanbHasi CeTb, UCMOMb3yoLWas B
Ka4yeCcTBe HOCUTENS paaMOBOIIHbI: 6eCnNPOBOAHOE MOAKIIOYEHMNE K CETU KOHEYHOIO NONb30BaTENS.

[1ns OCHOBHOW CeTEBOW CTPYKTYPbl 0ObIYHO MCMOMb3yeTCca KabenbHoe coeguMHEHME.

WPS (Wi-Fi Protected Setup) — ctaHgapT, npeaHasHayYeHHbIN NS NonyaBTOMaTU4ECKOro

co3gaHna 6ecnpoBoaHON AoMallHen ceTu. [poTokon npr3BaH okasaTb MOMOLLb MNOfb30BaTENAM,

KoTopble He o6nagatoT LUMPOKMMKM 3HaHUAMKM O BesonacHoCTM B BecnpoBOAHLIX CETSAX, U Kak
cneacTeMe, MMET CIIOKHOCTU Mpu ocyllecTBrneHun HacTtpoek. WPS aBTomaTtunyeckun obosHavaeT
UMs ceTu U 3agaeT WMdpoBaHue, Ans 3amTbl OT HECAHKLMOHNMPOBAHHOIO JOCTyNa B CeTb, Npu

3TOM HeT HeobXxoaANMOCTH BPY4YHYIO 3aaBaTb BCE NapamMeTpbl.

AnroputmMm cxatus BuAeo — 3TO METOAMKa yMeHblUueHWs pasmepa danna umdposon
BMOeo3annucu MocpeacTBOM  yaaneHust rpaduyeckmx 3fEMEHTOB, He  BOCMPUMHMMAaeMbIX

yesioBe4yeCKknM rmnas3om.

BapudokanbHbin 06bLEKTUB — OObEKTMB, MO3BOMSOWMIA UCMNONb30BaTb PasfiMyHble
OKYCHble pacCTOsHUSE B MNPOTUMBOMOMOXHOCTE OOBEKTUBY C (OUKCUPOBAHHBIM  (POKYCHbIM

pacCTOSIHUEM, KOTOPbIV UCMONb3YeT NULLb OAHO PacCTOsIHME.
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Butan napa — BU4 kabens cBa3w, npeacraBndeT cobon OoAHY W HECKOJ1IbKO nap

N30NMPOBAHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COOOW, MOKPbLIThIX MIACTUKOBOW OGOMOYKOMN.
CBvBaHME NPOBOAHUKOB MPOWM3BOAUTCS C LIENbl MOBBILEHMS CTEMeHW CBA3WM Mexay cobow
NPOBOAHMKOB OAHOM Napbl (3NeKTpoMarHuTHasi moMexa Of4MHAKOBO BNUSIET HA o6a npoBoaa napbl)
N NOCNEAYLWEro YMEHbLUEHNUSI 3NEKTPOMArHUTHbIX NMOMEX OT BHELUHUX WMCTOYHWMKOB, a Takke

B3aMMHbIX HAQBOOOK MNMpu nepenade D,I/ld)(bepeHLl,VlaJ'IbeIX CUrHanos.

Bblgepka — UHTEepBan BpeMeHW, B TeYeHMEe KOTOPOro CBET BO3EWCTBYET Ha y4acToK
CBETOYYBCTBUTENBLHOrO MaTepuana WM CBEeTOYYBCTBUTESNbHOW MaTpuubl Ansi COOGLUEHUs emy

onpenenéHHon aKcnosmunn.

[eTekTop ABWXEHUA — 3TO annapaTHbIN NGO NPOrpaMmMHbIN MOAYSb, OCHOBHOW 3adadven

KOTOPOro ABndeTcs 06Hapy>KeHme nepemMeLllarllnxca B nomne 3peHnd Kamepbl 00BHEKTOB.

DeTekTop caboTaxa — 3TO NMPOrpaMMHbIA MOAYMNb, KOTOPbLIA MO3BONSIET OBHapyXMBaTb
TakMe cuTyauuu, Kak: pacOoKyCUpOBKa, NEPEKPLITUE WU 3acBe4YMBaHME M300paKeHusi, OTBOPOT
Kamepbl, 4YacTuyHas noteps curHana. [NpuvHUMn OencTBUsi OCHOBAH Ha aHanu3e B pexume
peanbHOr0 BPEMEHW W3MEHEHMSI KOHTpacTa foKamnbHbIX obnacten kagpoB U3 BWUOEOMOTOKA,
nosly4aemMoro ¢ Teriekamepbl-getektopa. [letektop caboTaxka aBTomaTU4ecKkn BblbupaeT obnactu
KagpoB, NO KOTOPbIM HEOBXOOAMMO OUEHMBaTb M3MEHEHME KOHTPacTHOCTU BO BPEMEHMU U, ecnuv
N3MEHeHWe KOHTPACTHOCTM B 3TUX obnactax npeBbillaeT HEKOTOPbI OTHOCUTENbHbLIN MOPOT,

NPUHNMaET peLleHne O noTepe «rnosie3HoOro» BuaeocurHana.

Owvacdparma (ot rped. didphragma — neperopopka) — 310 oTBepcTMe B OObekTuBe
Kamepbl, KOTOPOE perynmpyeT KONM4YecTBO CBeTa, NonagatoLero Ha matpuvuy. MIameHeHve pasvepa
anadparMbl NO3BONSAET KOHTPONMMPOBATb UENbI PS4 nokasaTenen, BaXHbIX A8 MNOonyYeHus

Ka4yeCTBEeHHOro M306pa>|<eH|/|;| '

[loMeHHOe UMsA — 3TO onpefeneHHas OykBeHHasi nocregoBaTenbHOCTb, 0003HavYatoLLas
UMS cariTa Unu Ucnorb3yemMasi B UMeHax 3NeKTPOHHbIX NOYTOBbIX ALWMKOB. [loMEHHbIe MMeHa AatoT
BO3MOXHOCTb afpecaLuy MHTEPHET-Y3OB U PacrnofoXeHHbIX Ha HUX CETeBbIX pecypcoB (Beb-

CanToB, CEPBEPOB ANEKTPOHHOM MOYTbI, APYrux cryx0) B yoobHOM anga yenoseka dopme.

UK-noaceeTka (UK-npoxekTop) — ycTponcTBo, obecrnedvBaiollee NOACBETKY OObekTa

HabnoaeHns ¢ n3nyyeHmem B I/IHCbpaKpaCHOM Onana3oHe.

Kamepa «aeHb/HOYb» — 3TO Buaeokamepa, npeaHasHavyeHHasa ansa paboTbl KpyrinocyTo4HO
B pasHbIX YCrOBMSAX OCBELLEHHOCTU. B ycrioBusix sipkon ocBeLLEHHOCTUN n3obpaxeHne uBetHoe. B
TeMHOEe BpemMs CyTOK, KOrga sIpKui CBeT NponagaeT, M HauyMHalTCA CyMepku, nsobpaxeHue

CTaHOBUTCA qepHo-Genoe, B pe3ynbTaTe 4Yero nosbillaeTca YyBCTBUTENTbHOCTb.

Kogek — B cuctemax CBA3M Kofek 3To obblMHO Koaep/aekodep. Koaeku ucnonb3yorca B

MHTErpupoBaHHbIX Lendax Wwin MUKpocxemMmax nans I'IpeOGPGSOBaHI/Iﬂ aHanorosbiX BuMaeo- w"
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ayaunocurHanoB B umdposon dopmat angd nocnegytowen nepegadn. Kogek takke npeobpasyet

npuHMMaemMble UNMPOBbIE CUrHaNbl B aHanoroebll ¢opmat. B kogeke opgHa MuKpocxema
ncnonb3yeTtcs Ans npeobpa3oBaHWs aHanoroBoro curHana B UMpoBon M LMGPOBOro curHana B
aHanoroBbln. TepMuH «Kogek» Takke MOXeT OTHOCUTBbCS K KOMnpeccuu/gekomnpeccun, 1 B 3ToM
crny4vae oH 06bI4HO O3HAYaeT anropmTM NN KOMMNbIOTEPHYHO NPOrpaMmy Ansi yMeHblUeHus obbema

dhainoe 1 nporpamm.

Hopmaano 3adMKHYTbIe KOHTAKTbl — TakKad KOHCTPYKUUA AaT4yMKa, KOTOpasd B NnaCCUBHOM

COCTOAHUN UMeeT 3aMKHYTble KOHTaKTbl, @ B aKTUBHOM — PAa3OMKHYTbIE.

HopmanbHO pa3oMKHYTble KOHTaKTbl — Takas KOHCTPYKUMS [aTtdvka, koTopasi B

NacCNBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbI€E.

O61bLeKTMB — 3TO YacTb ONTUYECKOW CUCTEMbI BUOEOHAONOAEHUS, NpeaHa3HaYeHHas ans

CbOKyCI/lpOBKI/I NOTOKa CBETa Ha MaTpuue BnaeoKkamMmepbl.

OTHoweHMne curHan/lym — YUCIEHHO OnpeadensieT coaepXaHue napasvTHbIX LyMOB B
curHane. Namepsetca B geumbenax (ob). Yem Gonblue 3HaYeHME OTHOLLUEHUSI CUrHan/lWym Ons

BugeocurHana, TeM MeHbLLE MOMEX N UCKAXKEHUI NMEET M306pa)KeHVIe.

NMukcenb — 3TO 0gHA M3 MHOXECTBA TOYEK, COCTaBNAKOLLMX Ll,l/l(prBoe M306pa>|<eH|/|e. LlBeT

N MHTEHCUBHOCTb KaXXOO0ro NMKcesid CoCTtaBideT KPpOLUeYHYo obnactb I/I306pa>KeHI/IFI.

Mpokcu-cepsep (Proxy - npepcraBuTeslb, YNONIHOMOYEHHbIM) — cnyxba B
KOMMbIOTEPHBIX CETHAX, MO3BOMAKOLIAs KIMEHTAM BbINOMHATL KOCBEHHbIE 3anpocbl K Apyrum
ceTteBbIM crnyxbam. CHavana KNMeHT NOAKMYaeTCH K NPOKCU-CepBEPY M 3anpalumBaeT kakom-nnbo
pecypc, pacrnofioXeHHbI Ha Apyrom cepsepe. 3aTeM MNpoKcu-cepBep NMOO MoAkn4YaeTcs K
yKa3aHHOMY CepBepy 1 NonyyaeT pecypc y Hero, Nnbo Bo3BpaLlaeT pecypc n3 cobCTBEHHOrO KaLla.
lMpokcu-cepBep MO3BONMSET 3allMLLATb KMUEHTCKUIA KOMMbIOTEP OT HEKOTOPLIX CEeTeBbIX aTak M

nomoraeT CoxXpaHATb aHOHUMHOCTb KIMEeHTa.

MpoTtokon — cTaHOapT, onpedensiolWMin noBedeHWe QYHKUMOHAmNbHbLIX OrokoB npu
nepenave AaHHbIX. DopManu3oBaHHbIE NpaBuia, onpeaensoLLme nocrnegoBaTensHOCTb U hopmat
COODLLIEHNIA, KOTOPbLIMY OOMEHMBAIOTCA CETEBbIE KOMMOHEHTI, NeXallne Ha OOHOM YPOBHE, HO B

pa3HbIX y3nax.

PaspelwweHune nsobpaxeHna — 37O KONMYECTBO NUKCenen (ToYek) Ha eauHuuy nnowagm
n3obpaxeHus. MiamepsieTca B Meranukcensix unm otobpaxaetcsa B BUAe ABYX BEMNYMH — BbICOTbI U

LIMPUHBI N306paxeHus. BeicoTa 1 WnprHa Takke B AaHHOM Crnyvae U3MepsitoTCs B NMUKCENAX.

PyyHasa anadpparma — npoTUBOMNONOXKHOCTL aBTOMaTUYeCKon anadparmel, T.€. HACTPONKa
anadparMbl Kamepbl O0SDKHA BbIMNOMHATBCS BPYYHYH AN PEryniMpoBKM KONMYecTBa CBETa,

Aocturarowero 4yBCTBUTESIbHOIO 3fieMeHTa.
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CBeTtocuna o6bekTuBa — 310 XapakTepnucTtmnka, nokasbiBaloLlas, Kakoe KoOJiM4eCcTBO CBETa

cnocobeH nponyckaTtb AaHHbI 00bekTMB. Yem Gornblle MakCcumarbHbI OuamMeTp OTKPbITON
anadparmbl (Mnn, COOTBETCTBEHHO, YeM MeHbLUe F-4uncno), Tem BornbLuee KONMYEeCTBO CBETa MOXET

nonacTb CKBO3b OOBHEKTUB Ha chKaanyro NSIOCKOCTb, U TEM BhiLIE CBETOCUITA OObEKTUBA.

Cumnnekc - npu CUMMMNEKCHOM CBSA3N ceTeBOM Kabenb WnM KaHamn CBSA3NW MOXeT

ncnosnb3oBaTbCA ANnA nepeaayvn VIH('*)OpMaLI,VIVI TOJIbKO B OHOM HanpaBJ1IEHUN.

YnuyHas Bupeokamepa — 3TO kamepa BuAeoHabnoaeHusi, kotopas obragaeT Bcemwu

HeO6XOD,I/1MbIMVI XapakTepnuctnkamm 3allinTbl OT BITUAHUA BHELUHEeN cpenbl And pa6OTbI Ha ynuue.

LiBeTHaa Bupaeokamepa — 3TO Kamepa, KoTopas pJdaeT UuUBeTHoe wusobpaxenue. [lo
onpegeneHnio MaTpuubl Bugeokamep 4YepHo-6enble, a Ans MonyyYyeHus LBETHOro n3obpakeHus
BO3re KaKOon siuerkun maTpuubl opMUpYOTCAa UBeTHble unbTpbl. [NepBbin UnbTp NPUBHOCUT
KpaCHY0 COCTaBNSAOLLYIO LiIBETA, BTOPOW 3€MEHYI0, a TPETUIN CUHIOD. Takum obpasom, Tpu ssHenkm
CTaHOBSATCS 04HOM To4kon B LUBeTOBOM hopmaTte RGB. CnegoBaTensHO, BMECTO TPEX NMUKCENen Ha

pe3ynbTunpyrouiem M306pa>|<eH|/|v| Mbl Nofy4aeM TOJIbKO OAUH.

AnektpomexaHnyeckun WUK-bunbTp — npeacrtaBnsieT cobol yCTPOMCTBO, KOTOpOEe
CNoCoBHO B OAHOM peXnMe NoaaBnsaTb MHPaKpACHbIN Mana3oH npy NoMoLLm HgpakpacHoro MK-
dunbTpa, a B gpyrom pexume UK-punbtp ybnpaetcsa snekTpoMexaHU4eckun, Takum obpasom,

genaa OoCTYNHbIM BECb CMEKTP CBETOU3NYy4YEeHUA.

PykoBoacTeo no nogknio4veHuto IP-kamepbl SV2018RZ

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




