PykoBoACTBO NO NOAKNAIOYEHUIO

|IP-kamepbl SV3210RCB

( )) SECRU KopoTkun nyTb K nHcbopmauum CkauaHo ¢ sec.ru



Be\.UARD Ocnasnenue

OrnaBneHue
FMABA 1. MEPbI MPEOOCTOPOXHOCTU ... 2
FTMABA 2. OBLLUNE CBELEHWUS ......... ..o e e e 4
2.1. OCOBEHHOCTU IP-BUOEOKAMEPBLI BEWARD SV3210RCB .....coovvviiiiiieeeiiecee e, 5
2.2. OCHOBHDBIE XAPAKTEPUCTUKM . .cevvieeeeti e ee et e et e e e ettt e e st s e e s et e e e s eaa e e s s eab e e s sabaaesearnnnnns 6
2.3, KOMIITEKT TTOCTABKM .vuiieiitie e ettt e ettt e e ettt e e e et e e e e e st e e e e eata e e e e st e e e s esan e e s esbaaeesstanaesesrannnns 6
TMABA 3. BHELUHUM BUL.........c.ooooeeeeeeeeeeeee oo ettt ettt et et ettt ee e e eee e e e e 7
PABMEPDI |P-KAMEPBI SV32L10RCB .....ooitiiiii ittt e e e e e e e e e e ba e e e e e e e eaaanees 7
FMABA 4. YCTAHOBKA U MOOKIMKOYEHUE IP-KAMEPDI................ooooiiiieee e, 8
4.1. OBLWME CBEAEHMA O NOAKMIOYEHUN IP-KAMEPBI SV3210RCB K CETU .cvvvnieeiiiieeeeeviee e, 8
4.2. PEKOMEHOALIMM TTO YCTAHOBKE .....iiietiieeeetieee et eeseete s eeseaaeeeseaaeesseaaaessaaasessstaneeseernens 9
4,3, MOHTAMK TP KAMEPDL . .....ciiittieesette e e et e e e eet e e e ettt ee s eat e e e eata e e e saba e e sesaaeessatansessatansessrrannns 11
4.4, YCTAHOBKA [ U3BNEYEHME KAPTBI TTAMEATU ..uuuiiiiiieeeeeeie e eete e ee et e e e et e e s eatn e e e eata e e e esbanns 12
4.5. NIPOBOOHOE MOOKMOUEHUE KAMEPBI K CETU ....eiiiiiiieieeeeeeeeitiiie e e e e eeeeeesttaae e e e e e e e eeessbanaeaeaeeas 12
FMABA 5. HACTPOUKA NMPOBOAHOIO COEAUMHEHMS ..o, 14
5.1. ONPELENEHVE MAPAMETPOB NMPOBOOHOM NTOKATIBHOWM CETU ...cvvviiiieeeeeeceeiiiiiiee e e e e eeeeeneiinns 14
5.1.1. OnpedeneHue napamempos cemu rpu GUHaMU4eCKOM IP-adpece ............cccc.ceuuunn.... 18
5.2. UBMEHEHME NAPAMETPOB JTOKAITbHOW CETW ANA NOAKNIOYEHUA K IP-KAMEPE ............cvvveee.. 21
5.3. MONYYEHME OOCTYMNA K IP-KAMEPE C MOMOLLbIO BPAY3EPA INTERNET EXPLORER.................. 25
5.4. TTIONYYEHMWE OOCTYMNA K BEB-UHTEP®ENCY IP-KAMEPDI.......cciiiviieeiiiiie et e et eeaaans 26
5.5. UBMEHEHME HACTPOEK NOJOKIMOYEHNA IP-KAMEPbBI YUEPE3 BEB-MHTEPOEWC ........eeeeeeevvvvennn. 29
5.6. BO3BPAT HACTPOEK NOAKNMOYEHWA MK B MEPBOHAUATIBHBIE 3HAYEHUSA .....cvvveeeeeeeeeeeeviiaenn. 30
5.7. NIPOBEPKA MPABUIIBHOCTV/ HACTPOEK MOAKNOYEHNSA IP-KAMEPBI K TOKAITbHOM CETU .......... 34
MABA 6. MOAKIMKOYEHUE IP-KAMEPBI K CETU UHTEPHET ..o, 37
6.1. OBLUME CBEOEHUA O NOAKMOYEHUN IP-KAMEPBI K CETU MIHTEPHET .....cccoiiiviiieee e, 37
6.2. MNOOKMOYEHWE MPU CTATUYECKOM BHELWHEM IP-AOPECE/PPPOE-COEOVUHEHUM................... 38
6.2.1. Ucrionb3ogaHue cmamu4eCKO20 IP-80PECA ...........cccceeieeeiiiiiiiiiee e eeaaens 38
6.2.2. 1crionb308aHUE PPPOE-COEOUHEHUS ...............cueeeeeeeieeeie e 39
6.3. NMOOKMOYEHVE YEPE3 CETb MHTEPHET K IP-KAMEPAM, HAXOOSALWMMCA B NNOKANIBHOW CETW...42
6.3.1. Hacmpolika py4HoU rnepeadpecayuu rnopmos Mapuwpymu3amopa.........ccceeeeeeeeeeeeuenns 43
LI L@ (=] 1772 U 49
MPUNOXEHWE A. BABOLCKUE YCTAHOBKN ... ..ceiiiiiiiiiieeieeeeeeeeettee e e e e e e e e eetttee e s e e e e e e eeaabaaeeeeeaeesennnes 49
MPUNOXEHUE B. TAPAHTUMHBIE OBASATEIIBCTBA . .cevvieeeeetieeeeeteeeeeeteeeeeete e e e s e e e s eateeeeeaanns 50
MPUNOXEHWE C. TTPABA U TIOLIEPHKA. ... e eeeeeeeettieee e e e e e et eetttea e e e eeeeeeatttaaeeeeeasssstbaaaeaaeaseesssnes 53
TTPUNOXKEHUE D. TTIOCCAPUI. ... .cceeeeeeetiiee e ettt e e e e e e e e e e e e e e e ettt e e e e e e e e e e eababaeeaeaaeeesenes 55
PykoBoacTBo no nogkntoyeHuto IP-kamepbl SV3210RCB

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




Be\oUARD I nasa 1. Mepwvl npedocmoposxcnocmu

MnaBa 1. Mepbl NpeaOCTOPOXKHOCTHU

MNepea ucnonb3oBaHMeM yCTPOMCTBA HEOGXOAMMO NOMHUTbL HUXKecneayoLlee.

HaHHbIn NpoayKT yaosneTeopsieT Bcem TpeboBaHunsam 6e3onacHoctn. OgHako, kak n nobown
anekTponpubop, B cryyae HenpaBUIIbHOTO UCMOMb30BaHMSA MOXET Bbi3BaTb NoXap, 4TO, B CBOI
oyepedb, MOXeT noeredb 3a cobon cepbesHble nocrefcTeus. Bo msbexaHne HecHaCTHbIX

cny4daeB ob6sA3aTenbHO n3yunte MHCTPYKUUIO.

BHUMAHMUE!
Vcnonb3ynte npu akcnryatauumM TOMbKO COBMECTMMblE YCTpoOWMCTBa. Vcnorb3oBaHue YCTPOWCTB, He

0406pEHHbIX NMPOU3BOAMTENEM, HEAOMYCTUMO.

Cob6nioganTe MHCTPYKUUIO NO 3kcnnyaTaymm!
N3berante ANWTENBHOTO WCMNOMBL30BAHUA WM XPaAHEHUSI Kamepbl B HeONaronpusTHbIX
YCINOBUSIX:

e [lpun crMwWKOM BBLICOKMX MM HU3KUX TemnepaTtypax (pabodas TemnepaTypa yCTPOMCTB
oT -40 go +60 °C).

e W3beranTte nonagaHnsi NPSAMbIX COMTHEYHbIX NyYen B TeYeHne ANUTENbHOrO BpeMEHHU, a
Takke HaxoXxaeHus NobnnM3ocTn oToNUTENbHLIX U 06orpeBaTenbHbIX NPMOOPOB.

e W3beranTte 6nM3oCcTn C yCcTponcTBamu, obrnagarowmmm 60nblLINM 3NEKTPOMarHUTHLIM
adhdpekTom.

e Heponyctuma yctaHoOBKa Kamepbl B MECTaX C CUNbHOW BUOpaLmen.

e Heponyctum MoHTax Kamepbl Npy Temnepatype Huxe -10 °C.

BHUMAHUE!

B cnyyae HencnpaBHOCTM Kamepbl CBSXKUTECH C cepBUCHBbIM LieHTpom OO0 «HIIM «besapay.

B cnyyae HeKOppeKTHOM paboThbl KaMepbl:
o [lpu oBHapy>xeHun abiMa UnNu HeobbIYHOrO 3anaxa.
e [lpy nonagaHuu BoAbl UK APYrMX MHOPOAHbLIX O6BHEKTOB BHYTPb.

e [lpy NageHnn kamepbl U NOBPEXAEHWUMN Kopnyca:

BbinonHuTe cneaytowme AeNCTBUA:
e OTknOUMTE Kamepy OT UCTOYHUKA NUTaHMSA U OTCOEANHUTE BCE OCTalbHblE NPOBOAA.
o Casxutecb ¢ cepBucHbIM LeHTpoM OOO «HIIM «beBapay». KoHTakTHble AaHHblE Bbl

MOXKeTe HanTu Ha canTe http://www.beward.ru/.
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Be\oUARD I nasa 1. Mepwvl npedocmoposxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE MOMOXUTE KaMepy B YNakoBKY NPOW3BOAMTENS UNu ntobon gpyron

maTtepuvan CoOOTBETCTBYIOLLEro Ka4yecTBa M yaapornpoYHOCTH.

BeHTnauua
Bo usbexaHne neperpesa, HM B KOEM crnydae He BNOKMPYNTE LIMPKYNALMIO BO3ayxa BOKPYr

Kamepbl.

Yucrtka

Mcnonb3ynte MSArKYyI0 Cyxyld TKaHb A1 NPOTMPaHMs BHELUHMX MnoBepxHocTen. [Ons
TPYAHOBbLIBOAMMBIX MATEH WCMNONb3ynWTe Hebonblioe KONMMYECTBO YUCTALWEro cpeactsa, nocne
Yero Hacyxo BbITPUTE MOBEPXHOCTb.

He ucnonb3ynte netyymMe pacTBOpUTENW, TakMe Kak CnvpTocopepxallime cpeactsa unu

GeH3MH, Tak Kak OHW MOryT NMOBPEeAUTb KOPMyC KaMmepbl.
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B(-.‘\.UARD Tnasa 2. Obwue ceedenus

NnaBa 2. O6wune cBepgeHun

BEWARD SV3210RCB — aT0 ynnyHas, 3awmieHHas OT BO3AeNCTBUA BHeLHen cpeabl IP-
Bugeokamepa, paspaboTaHHas 4Ons  MNPUMEHEHUs B cUCTeMax  NpodeCcCUoHanbHOro
BuaeoHabnogeHus. Bupeokamepa SV3210RCB wucnonb3yeT BbICOKOYyBCTBUTENbHbIM KMOI-
CEHCOp C paspelleHneM 5 meranukcenen n NnporpeccmMBHbIM CKaHMpoOBaHNEM. Takne TEXHOMOru,
Kak pexumm «[eHb/Houb», paclumpeHHbin guHammdeckui agmanasoH (WDR), cuctema
wymonogasnenns 3DNR, a Takke BcTpoeHHass MK-noaceetka un anektpomexaHudeckmn WUK-
uNbTP, BLIFOAHO OTNMYAKOT AdaHHY MoAefb, MO03BONAS €M COOTBETCTBOBATb BbICOKMM

TpeGOBaHVIFIM, npeabdaBiideMbIiM K COBpEMEHHbIM CUCTEMaM BI/ID,eOHa6J'IPOD,eHI/IFI.

Puc. 2.1
IP-kamepa BEWARD SV3210RCB nosBonsieT npocmaTpuMBatb BWOEO B pearibHOM

BPEMEHM Yepes CTaHaapTHbIN MIHTepHeT-6pay3ep.

Kamepa cnocobHa nepegaBaTb BMOEONoOTOK B dopmartax cxatus H.264, H.265 n MJPEG.
®opmaTt H.265 mngeanbHO NOAXOAUT B YCMOBUSX OrpaHMYEeHHOW Monockl nponyckaHus. MNpu ero
NCNONb30BaHMM AOCTUraeTCa HaUMEHbLUNA TpaduK 1 xopollee KayecTBo nsobpaxeHus. dopmat
MJPEG npegHasHayeH Ans 3annucu 1 npocMoTpa BUaeons3obpaxeHns B Hauny4ylem KadecTse, HO
TpebyeT BonbLINX CETEBLIX PECYPCOB U MECTA Ha KECTKOM AUCKe (AN 3anucu).

Kamepa SV3210RCB nogkntodaeTcs K CeTM npyv MNOMOLUM MNPOBOAHOrO WHTepdenca
100Base-TX Ethernet n nmeet nogaepxky PoE.

Moppepxka kapT namatv Tuna microSDXC (go 128 [6), nossonsieT caenatb CUCTEMY
BuageoHabnogeHna euwe 6onee HagexHow: BaxHas uHOpMmauus He nponageT npwu notepe
coefMHEeHUs, B NONHOM ob6bemMe OHa MOXET ObITb COXpaHeHa Ha KapTe namaTn. B ganbHenwem,

ee MOXHO 6y,u,eT BOCNpPON3BECTU NocCne yCTpaHeHNA TEXHNYECKMX HENONaaoK ceTu.
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B(-.‘\.UARD Tnasa 2. Obwue ceedenus

2.1. OcobeHHOCTH |IP-BUAeokamepbl BEWARD SV3210RCB

BbicokokavecTtBeHHbIn KMOIT-ceHcop ¢ nporpeccnBHbIM CKaHUPOBaHMEM
[o 30 kagpoB B cekyHAOy

MK-noaceeTka ¢ ganbHOCTLIO paboTkl 4o 30 MeTpoB

Mopoepxka kapT NnamaT Tmna microSD/SDXC

MpodeccrnoHanbHoe nporpaMmmHoe obecnedeHne B KOMMMEKTE
OpHoBpeMeHHOe KoaupoBaHme Tpex NoTokoB B chopmaTtax H.264, H.265 n MJPEG
Pexum «[deHb/Houby, anektpomexanndeckmin UK-counnbTp
PacwvpeHHbIi anHamuyeckuit ananasoH (WDR)

Lindposas cuctema wymonogasneHus (3DNR)

BcTpoeHHbIn BeG-cepBep Ans HabnogeHns n HacTpoikn

Mopoepxka npotokona HTTPS

BCTpoeHHbI AeTeKTop ABMKEHUS

3awmTa oT BHELUHEro BO34encTBNA No ctaHgapTy P66

MutaHme no kabento Ethernet (texHonorms PoE)

Mopnepxka ONVIF Profile S

PykoBoacTBo no nogkntoyeHuto IP-kamepbl SV3210RCB
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B(-.‘\.UARD Tnasa 2. Obwue ceedenus

2.2. OCHOBHbI€ XapaKTepPUCTUKH

e (CpeToudyBCTBUTESNbHbIN 3anemeHT: 5 meranukcenen, KMOIT 1/2.9” ¢ nporpeccuBHbIM
CKaHWpOBaHNeM

e O6bekTuB: 2.8/3.6//6 MM (Ha BbIGOP), CMEeHHbI M12

e YyscTBUTENbLHOCTL: 0.006 nk (aeHb) / 0.003 nk (Ho4Yb)

o PaspelweHne: 2560%x1920, 2592x1520, 2304%1296, 1920x1080, 1280x960, 1280x720,
704x576

o OpHOBpeMeHHOEe kogMpoBaHue Tpex notokos: H.264, H.265, MIPEG

o CkopocTb kagpos: [1o 20 k/c npu paspewenun 5 Mn n 4 Mn, go 25 k/c npn 3 Mn, go 30
k/c npn 2Mn n Huxe

e BCTpOEHHbIN MHOrO30HHbIN OEeTEKTOP ABWXEHUS C PEryNIMPOBKON YyBCTBUTENbHOCTU

o OTnpaBka KagpoB Mo 3NEKTPOHHOW noyte, Ha FTP-cepsep, Ha NAS n KapTy namsaTtu no
pacnmcaHunio NepMoaNYeckn 1 NPy BO3HUKHOBEHUW TPEBOXHOIO COBbITUS.

e OTnpaBka Buaeo Ha FTP-cepsep, NAS 1 kapTy namsTyU No pacnucaHuio n npwu
BO3HMKHOBEHMMN TPEBOXXHOIO CObbITHS.

e PoE (802.3af Class 0)

o Pabouasa Temnepartypa: ot -40 go +60 °C

o [logoepxnBaemble npotokonbl: TCP/IP, IPv4/iv6, HTTP, HTTPS, FTP, DNS, DHCP,
PPPoE, UPnP, RTSP, UDP, NTP, IGMP, ICMP, ONVIF Profile S

o [looaepxka otpacnesoro ctaHgapta ONVIF Profile S

e [lutaHve PoE IEEE 802.3af

e [loTpebnaemasa mowHocTb Ao 5,5 BT

e [lnanasoH Temnepatyp ot -40 go +60°C

e Bec 610 r (HeTTO)

2.3. KomnnekT noctaBku

e |P-BMageokamepa (C BCTPOEHHON MOHTa)XHOW KOPOBKOW)
e [uck c gokymeHTtaumen n NO

e YnakoBo4dHas Tapa

e Habop ans moHTaxa

BHUMAHUE!
BEWARD ocTaBnsieT 3a cobon npaBo Ha n3MeHeHne koMnnekTauum obopynoBaHus U ero niobbix

XapaKTepucTuk 6e3 npeaBapuTenibHOro YBeAOMIEHUS.

PykoBoacTBo no nogkntoyeHuto IP-kamepbl SV3210RCB m
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Be\,UARD I'nasa 3. Buewnuii 610

MnaBa 3. BHewHun BUA
Pa3mepbl IP-kamepbl SV3210RCB

97

80.5

1736

Puc. 3.1

Jatumk ceeta----{i - obvekTue

UK-noaceetka

! KHonka cbpoca

Pasbem ans kapTbl NamMaTu Ethernet ‘port (PoE)
Puc. 3.2
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Be\UARD I'nasa 4. Yemanosxa u nooxknouenue 1P-kamepol

naBa 4. YcTtaHOoBKa 1 nogknioyeHue |P-kamepbl

4.1. O6wue cBegeHnA o nogknoyeHum IP-kamepbl SV3210RCB Kk cetn
IP-kamepa SV3210RCB mMoOXeT nogkrnoyaTbCs K fokanbHon cetn, nnbo cetn VIHTepHeT,
npu nomown nposogHoro coeanHeHunsa (Ethernet). lNMoakntoveHne MOXET OCYLLECTBATLCA Kak
Hanpamyto Kk T[IK, Tak ”“ npuM nomowm BCMOMOraTeNbHOrO CEeTeBOro 06opyAoBaHUS
(MapLpyTU3aTopbl, KOMMYTaTOpbI).
B HacTosiwee Bpems Havbonee nonynsipHbIMKM cNnocobom nogkniyeHnss K cetu VHTepHeT

SIBMISIETCH MNOAKMOYEHME Yepes BblaeneHHyto nuHuto Ethernet (Puc. 4.1).

L

R

¢

Mapmpytusarop

.

Puc. 4.1

OcHOBHbIE Warn 1 pekomeHaaunn no yCctaHoBkKke U HaCTDOVIKe KamMmepbl onncaHbl ganee B

HacTodALem PyKOBO,EI,CTBe ¢
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Be\VARD I'nasa 4. Yemanoexa u nooknouenue [P-kamepul

4.2. PekoMmeHAaaLuMmM no yctTaHOBKe

B paHHOM pasgene npueeaeH KpaTKVIVI CMNCOK peKomer,au,Mﬁ, KOTOpble HeO6XO,EI,I/IMO

Y4nUTbIBaATb NMPU MOHTaXe oGopynosava |P-BI/ILI,eOHa6J'I}OD,eHVIFI.

PekomeHpaumm no pasmeLeHno Kamepbl:

e |P-kamepa BEWARD SV3210RCB npefHasHayeHa OnNs  OCYLLECTBIEHUS
BMAeoHabnoaeHns ¢ npeaensHon TemnepaTtypon akcnnyartauumm ot -40 go +60 °C.

e WM3beranTte nonagaHusa Ha Kamepy NpPsMbIX COMHEYHbIX Ny4Yen B TedeHue ONUTENbHOro
BPEMEHM, a TaKkKe HaxoXAeHus nobnm3ocTn OTOMUTENbHbLIX KM 0borpeBaTerbHbIX
npubopos..

e HenpaBunbHas paccTaHoBka Kkamep BuAaeoHabnoaoeHust nNpuBedeT K MNOSBIEHUIO
HexenaTtesibHbIX «CNnenbiX» 30H, KOoTopble OyoyT oOcTaBaTbCsA BHE MONS 3pEHUS
onepaTtopa.

o |3berante ONM30CTM C YCTPOMCTBAMU-TEHEPATOPAMU MOLLHbBIX 3MNEKTPOMAarHUTHbIX
BOJTH.

e Yb6eoutecb B BO3MOXHOCTW pasMeLleHUss yCTpouWcTBa C Yy4eToM noaBoa
coeavHUTENbHbIX Kabenen.

e W3berante cnocoba KpenneHus Kamepbl, LOMYCKAWLWEro 3HavuMTenbHylo BubOpaumio.
[aHHoe Bo3gencTBMe CHU3NT 3GPEEKTMBHOCTL AEeTeKTopa ABWXEHUS U 4YeTKOCTb
n3o6pakeHnst B LENOM.

o Kamepbl BuageoHabniogeHnst HeobxogMmo pasmewaTtb Tak, 4YTobbl  MCKMIYUTb
criydarMHoe wnu crneumanbHOe MNOBpPEeXAeHMe W U3MeHeHue HarnpasneHus ob3opa
Kamepbl.

e HanpaBnenne o63opa (30Ha BuAeoHabMAEHUSA) Kamepbl OOMMKHO OblTb TBEPAO

onpeaesrneHo Ha MOMEHT YCTaHOBKN.

BHUMAHUE!
MoHTax kamepbl Npu TemnepaTtype Huxke -10°C — HegonycTum! B npoTMBHOM cnyyae, LLenoCTHOCTb

n3onsaunm kabens KamMmepbl MOXeT ObITb HapyLleHa.

PykoBoacTBo no nogkntoyeHuto IP-kamepbl SV3210RCB m
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Be\VARD I'nasa 4. Yemanoexa u nooknouenue [P-kamepul

PekomeHgauuu no npoKnagke kabens Tuna «BuTan napa»:

e B «kopmpopax xenatenbHO MPOKMaAblBaTb MYYKM IMEKTPUYECKMX U CraboTouHbIX
kabenen no pasHbIM Kabenb-kaHanam, NPOXoadALMM Mo pasHbIM CTEHAM.

e [lonyckaeTca B OAHOM kabernb-kaHane npoknagpiBaTb BUTOMAPHbIE U 3ANEKTpuyeckme
kabenn B pasHbIX OTCEeKax WAW CeKUuusX, MUMeLWmMX ChfoWwHble MpoAOosSibHbIE
neperopogkn C npenernom orHectoMkoctM He MeHee 0,25 4 nM3 Hecropaemoro
MaTepuana Tonbko B pabouymx 30Hax Ha paccTosiHum He Gonee 15-Tm mMeTpoB, ecnu
anekTpudeckas MoLWHOCTb 6yaeTt He 6onee 5 kKBA.

e Onektpuyeckue n cnaboTtoyHble kabenu gonyckaeTcsa NpoknagpiBaTe napannensHo Ha
paccTosHuM He MeHee 50 MM Apyr OT Apyra B pasHbix Kaberb-kaHanax unu cekumsx
kabenb-kaHanoB. Ecnu HanpskeHHOCTb 3nekTpu4eckoro nonsi, obpasytoulerocss oT
anekTpudeckoro kabens, 6yget 6onee 3 B/M, To Heo6x0AMMO YBENMNYUTL pPacCTOAHUE
MEeXay OneKTPU4eckuMuM n  crnaboTouHbIMKM  Kabensasmum unM  CHU3UTb  YPOBEHb
3NEKTPOMarHUTHbIX NOMEX.

e BuTonapHble M anekTpuyeckne kabenu OOMKHbI NepecekaTbCA TOMbKO MO MPsiMbiM
yrrom.

e HeakpaHuMpoBaHHble BUTOMapHble Kabenn [OMMKHbI MPOXOAUTb Ha PacCTOSIHUM He
MeHee 125 MM OT rasopaspsigHblX flaMn AHEBHOro cBeTa (MIOMUHECLIEHTHbBIX famn) u
APYr1X BbICOKOBOMbTHbBIX YCTPOWCTB, COAEPXKaLnX paspsaHUKN.

e HeakpaHupoBaHHbIE BUTONApHbIE Kabernun AoMmKHbI NPoKNnaabiBaTbCA HAa PacCTOAHUM He
MeHee 1.5 MEeTpPOB OT MCTOYHWUKOB CUSbHbIX 3NIEKTPOMArHUTHbIX NOMeX, 06pasytoLnx
HaNPsPKEHHOCTb 3N1EKTPUYECKOro Nons cebiwwe 3 B/m.

e PacnpepgenurenbHble YCTPOMCTBA C 3a4eNaHHbIMU HE3KPaHMPOBaHHbIMU BUTONAPHLIMU
kabensmn [OOMKHbI pacnonaraTbCA Ha pPacCTOstHUM He MeHee 3-X MEeTpoB OT
WUCTOYHMKOB CWIbHbIX 3NEKTPOMarHUTHbIX NomMeX, ObpasyloWwmx HanpsXKeHHOCTb
3reKTpUYecKoro nons cebiwe 3 B/m.

e [lpoknagka BUTOW nNapbl MeXQy TOYKaMW MOAKMYEHNS [OO0SPKHA NpOoM3BOAUTHCS
LUenbiMu Kyckamu, Npu 3TOM HanpasreHue Tpacchbl criegyeT 3apaHee npogymatb Tak,
4YTOBbI €€ NPOTSHKEHHOCTL Oblfa Kak MOXXHO MEHbLLE.

e MwvHumanbHbIN paguyc m3rMba ans kabens — deTblpe AnameTtpa kabena (nnm 1
anM=2,5 cM), HO CyLLEeCTBYIOT pekomMeHaaumn pasmewiatb kabenb Takum obpasom,
4yTobbl 06ecneumBaTb U3rnb paguycom 2 aronma (5 caHTUMETPOB).

¢ MakcumanbHas onvHa cermeHTa gorkHa bbiTe He 6onee 100 meTpoB.

BHUMAHUE!
Mpoknagka kabens Tuna «BuTtasn napax B NBX nsonauun npn temnepartype Hmxke -10°C — HegonycTumal!

B npoTuBHOM cnyyae, LienoCTHOCTb U3on4aumn kabens MOXeT BbiTb HapyLUeHa.

PykosoacTeo no nogknioueHuto IP-kamepbl SV3210RCB
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Be\UARD I'nasa 4. Yemanosxa u nooxknouenue 1P-kamepol

4.3. MoHTax IP kamepbl

Ana moHTaxa |P-kaMmepbl BbINOMHUTE crieaylowme AenCTBUs:
LWar 1: pacnakyite IP-kamepy.
War 2: nogkntounTte Kabenb K cCeTeBOMy pasbemy (pacrnoniokeH Ha 3agHen KpbilKe

pacnpep,envlTeanoM KOpO6KI/1) n 3akpennte 3aHIOK KpPbILWKY pacnpe,uenMTeanoﬁl KOpO6KI/I B
MecTe npegHasHa4eHHOM 1A yCTaHOBKW.

=

-

LWar 3: 3akpenuTe Kamepy Ha 3agHeln KpbllKe pacnpeaenutenbHon kopobkun. Hactporite

yron o63opa kamepbl 1 3aKpyTUTE UKCUPYHOLLIEE KOMbLO

e

Q0° |

BHUMAHUE!

MoHTax kamepbl npu Temnepatype Huxke -10°C — HegonycTum! B npoTMBHOM cny4yae, LLeNnoCTHOCTb

n3onaumm kabens KamMmepbl MOXeT ObITb HapyLlleHa.

Bo wu3bexaHve nonomknm o6opyaoBaHUSA, WCMNONb3yWTE TONMbKO  KOMMMEKTyoLWme,
pekomeHaoBaHHble BEWARD.

PykosoacTeo no nogknioueHuto IP-kamepbl SV3210RCB
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Be\VARD I'nasa 4. Yemanoexa u nooknouenue [P-kamepul

4.4. YcTtaHOBKa / n3aBnevyeHue KapTbl NaMATH

[nsa sanucu nHgopmMaunm B pexnmax TpeBorn U NOCTOSIHHOW 3anucu UCNonb3yeTcs KapTa
namatu cpopmata microSD/SDXC. Kpome Toro, npegycMoTpeHa BO3MOXHOCTb aBTOMaTUYECKOM
pe3epBHOM 3anMcKu Ha KapTy NamMaTU B Criydyae NoTepu COeANHEHNS C CEThIO.

[ns yCTaHOBKM UM N3BREYEHUs KapTbl NaMSaTH BbINOSHUTE criegytowme waru:

LWar 1: oTkntounTe NnuTaHmMe Kamepebi.

LWar 2: oTkpyTUTE U CHAMUTE 3ALLUUTHYHO KPbILKY (CM. puc. 3.2).

LWar 3: BcTaBbTE MNKU U3BNEKNTE KapTy NamsaTU B CIIOT

Lar 4: ycTaHOBUTE 3aLUMUTHYIO KPbILLKY.

4.5. NMpoBoaHoe NoAKNYeHMe KaMepbl K ceTu
Mcnonb3ysa coeanHuTenbHbid Kabenb ¢ pasbemMom RJ-45, nogkntounte [IP-kamepy Kk

nokanbHon cetu (k LAN-uHTepdency mapLupyTtunsatopa).

BHUMAHUE!
Mpoknagka kabenst Tuna «BuTtasa napax» B NBX nsonauum npu temnepatype Hmke -10°C — HegonycTumal

B NPOTUBHOM Cliy4vae, LEJTOCTHOCTb n3ondaunm kabens MoxeT ObITb HapyLleHa.

B cny4yae H606XO,EI,I/IMOCTI/1, coeanHNTENbHbIN kabenb MOXHO np|/|06peCT|/| oTAesibHO unun,
npn Harnn4dnm HeO6XO,D,VIMbIX mMaTepuanoB N UHCTPYMEHTOB U3rOTOBUTb CaMOCTOATENbHO.

BapuaHT «npsimoro» kabens (UTP kateropum 5e) ¢ pazbemom RJ-45

C opHoro koHua C apyroro KoHua
1: beno-opaHxeBbIN 1: beno-opaHxeBbii
1 8 2: OpaHxeBblii 1 8 2: OpaHxeBbliii
it 3: beno-3enéHbin it 3: beno-3eneHbin
CRISY: 4: CuHUMIA CHIASY. 4: CUHUI
5: beno-cnHui 5: beno-cuHuin
CMEPEAM: E%] 6: 3enéHbin CMEPEAM: % 6: 3enéHbin
L 7: beno-kKopu4HeBbIN 18 7: Beno-kopuyHeBLIN
8: KopnuHeBblii 8: KopnyHeBsbliii

Anga narotoBneHus «npsmoro» kabens Heobxoammbl: kabenb UTP (BuTas napa kateropuu
5e unu Bbiwe), aBa pasbema RJ-45 n yctponcteo anga obxmma pasbemoB (Kpumnep).

Mpn Takom nopsgke nogknoyeHus nap (ykasaHHom B Tabnuue) obecnedmBaroTca
rapaHTMpoOBaHHblE NPOM3BOAUTENEM BENMYMHA W pacnpedeneHve 3adepXek pacnpoCcTpaHeHust

cuUrHana, a criegoBaTenbHO, M 3asiBfIEHHAs CKOPOCTb nepegaydn gaHHbix 100 MéuT/c.

PykosoacTeo no nogknioueHuto IP-kamepbl SV3210RCB
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B cnyyae ucnonb3oBaHusi 06opyaooBaHUS C NOAAEPXKKOW TexHomorum POE pocTaToyHo

noaKnioYMTb Kamepy C MNOMOLIb0 kKabensa Tuna «BuTas napax». [Mpy 3TOM Mcnonb3oBaTb

OOMONHUTENBHbIA NCTOYHUK NMUTAHNA He HY>XHO.

PykosoacTeo no nogknioueHuto IP-kamepbl SV3210RCB
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Be\«UARD I nasa 5. Hacmpotika nposoOHo20o coedunenus

MmaBa 5. HacTponka npoBogHOro coeguHeHus

Ons Toro utobbl IP-kamepa SV3210RCB paboTtana B Balwler nokanbHOW CETU COBMECTHO C
apyrum obopyaoBaHuem, HEOOXOAMMO BbINOMHUTL €€ NOAKIIYEHNE B COOTBETCTBUMN C TEKYLLMMMU

HacTporkamMu AaHHOW CeTu, A4S Yero, B CBOK ovepedb, HE06XoaMMo onpeaeniTb 3T HACTPOWKM.

NMPUMEYAHMUE!
OnucaHne yCcTaHOBKU M HACTPOMKU cOoeadvHeHus BbinonHeHo Ha npumepe Windows 7 MakcumanbHas.
HasBaHusi HEKOTOPLIX MYHKTOB MEHI0 U DYHKUMI MOTyT oTnunyaTecs oT Bawen sepcun Windows, ogHako

anropnT™m npuBeaeHHbIX OEencTBuiA SBnsieTcA YHUBEPCanbHbIM.

5.1. OnpegeneHue napaMmeTpoB NPOBOAHOM JIOKaNIbHOW CeTU

B cnyyae nogknioyeHnss no kabento Ethernet Heobxogumo onpegenuTtb  Tekywme
HaCTPOWMKN NPOBOAHON CETH.

Ona poctyna K TeKywMM HacTpoMkam MNpOBOAHOM JloKalbHOM CEeTUM  UCNOSb3ynTe

KOMMbIOTEpP, NOOKIMIOYEHHbIV K aTON ceTu. Haxxmute lyck — lMaHenb ynpaeneHus (Puc. 5.1).

| @ 1nternet xpl
le ntern: plorer

a Skype BEWARD

JlokymenTel

fr—]
\LEE Microsoft Office Excel 2007

Wzobpaxennn

] BnokHoT
-

Myzbika
ﬁ DVR Server

Wrpei
m BRSController

Komnetotep
m BEWARD IP Visor

Q BEWARD Player

T3 Crybe:

TNanens ynpaenexns
YcTpoiicTea W NpUHTEpPEI

Mporpamus No ymonuaHno

@
ﬁ}, Cny#cBbl KOMNOHEHTOB .
Cnpaska u NoAlepxia

»  Bcenporpammel

Puc. 5.1
B oTKkpbiBWEMCA AManoroBoM OKHe BbibepuTe NyHKT [[IPOCMOTP COCTOAHMA cCeTU MU

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.2).

PykosoacTeo no nogknioueHuto IP-kamepbl SV3210RCB
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Be\&UARD I nasa 5. Hacmpotika nposoOHo20o coedunenus

HaCTpOﬁKa NnapameTpoB KOMNbHOTEPa MpocmoTp:  Kateropua ™

Cucrema M Be30nacHoOCT YueTHble 3aMWcK NONbL30BaTENER N
MpoBepKa cOCTOAHMA KOMNBIOTER ceMemH...

ApPKMBMPOBaHNE A3HHBIX KOMMLIOTEPE '@',ﬂ,cﬁasneHne W YABNEHNE YHETHBIX 33NMCei
Mounck u ncnpasnenne npobnem nonszoeaTencei

@I YcTaHoBKa POAWTENBCKOrND KOHTDONA 4NA BOEX

Ceth i MutepyeT nonesoEaTENS
@i @ccmc‘rp COCTOAHMA CETH U 3a,u,a
“&2 ., Buibop napaMeTpoE 4oMALLHER rpynnbl u obLyero ) Odopmnerue 1 NnepcoHannsauma

AOCTYNa K AaHHbIM . p,  Vamenenne Temel
WMzmenenne dona pabouero crona
Hacrpoiika paspewerna skpana

O6opyaoBaHWe 1 3BYK
MpocmoTp ycTpoRcTe u NpUHTEROB
[obaenenne ycrpoiicTea Yachl, A3bIK M PETMOH

CMeHa packnagkn KNaBnaTtypbl N Spyrix
I'IporpaMMbl . cnocoBos BB0A3

¥aaneHne nporpammel Mzmenenne Asbika uHTepdeiica
CneunansHble BO3MOXHOCTH

Pekomengyemele Windows napamertpel
OnTurMnsauma noBpakeHnA Ha 3KpaHe

Puc. 5.2
B oTKpbiBWEMCS ANanoroBom okHe HaxmuTe [[MogknioyeHue no nokanbHowm cetu] (Puc.
5.3).

N e
> = |4 <« Cetoun MuTeprer » LlenTp ynpasnenua ceTAmm 1 oBLLMm qocTynom - Mouck & narenu ynpaaneHus

Manens ynpasneqnsa -

T S MpOCMOTP OCHOBHBIX CBEAEHWA O CETWM M HACTPOMKA NOAKNHUYEHWA

Eb“-l ‘ MpocMoTp NonHoi KapTel
zmeHenne napametpos - ol

ajanTepa BEWARD Heckonbko cetei Wureprer

MamennTe gonenHuTeNEHBIE (3707 KOMABIOTED)

napamMeTpsl oBLLEro AocTyna MpocMoTp aKTMEHBIX cETER MeaknioyeHne nan oTKAMYEHNE

Cemn 4 Tun goctyna: WHTepHer
OBuwecTBeHHan ceTb Mogrntouenna:

W3menerne CETeBBIX NapaMeTpoB

ﬁ- Hacrpoiika HoBOro NOAKAOHEHNA MK CETH
-t

Hacrpoiika Gecnposogroro, WWMPOKONOAOCHOMD, MOAEMHOrO, npaMore nan VPN-nogknoyerna
WK PKE HACTROMKE MapLUpYTUIaTopa MK TOUKK A0CTyNa,

"s. MeaknrounTseca K ceTn

Mogknroyenne WM NOBTOPHOE NOAKMNIOHEHNE K GECIPOBECAHOMY, MPOBOAHONMY, MOAEMHOMY
CETEBOMY €O WAN MoK K VPN,

Bulfop AomMaLLHER rpynnkl W NapameTpos oBLUero AocTyna

Cra, TakcKe Joctyn k daiinam u NPUHTEPAM, PACNIONOMEHHEIM Ha 4PYTUX CETEBRIX KOMNBHITEPEX, MW

- U3MEHEHWE N3paMETPOE 0BLLErD AOCTYNE,
Bpanamayzp Windows P P Lo ey

Jomalunas rpynna YeTpaHeHne HENONALDK

CeoiicTea obospesaTena JWarHocTuka n NCNpaeneHne CETEBbX NpoBRem MAN NoayYeHne CBEAEHNA of ncnpasneHnm,

Puc. 5.3
NMPUMEYAHUE!

Mpn HanNMUMM HECKONbKMX MOAKMHYEHN BbIbepuTE TO, K KOTOPOMY NMIIaHMPYeTCs NogkniounTb IP-kamepy.

PykoBoacTBo no nogkntoyeHuto IP-kamepbl SV3210RCB -
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Be\«UARD I nasa 5. Hacmpouxa npooonozo coeounenus

B oTkpbiBLIEMCS OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.4).

<
4 Cocrosnue - MNogrnouesne No NOKaNLHOR ceTi ﬂ
Obwne
Moaxnoyerne
IPv4-nogknioHeHme: WHTepHeT
IPvE-NoAKNIOHEHHE! BE3 00CTYNE K MHTEPHETY
COCTORHME Cpeqbl: MoaKnoHeHD
AnUTensHOCTL: 04:47:33
CKopocTe! 100.0 MBuT/c

AKTMBHOCTE
OTnpaeneHo L! MpuHATO
=P

BaifT: 79 188 140 805 509 770

[ '5'Cﬁoﬁcrsa ]['5'01mroqwrb] [ﬂmarna:rmca ]

Puc. 5.4
B pgmanoroBom OKHE CBOWCTB CETEBOrO MOAKMYEHUsT HEeoOGXoaMMo BbiOpaTb MyHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.5).

- —
L MoaxntoyeHWe NO MCKANLHOMN CETW - CECHCTER &J

"

Cems | Operyn

MNopknioueHie yepes:

l.-'lf Rezltek RTLE139/810x Family Fast Ethemet ceTesoil agz

O TMEYEHHEIE KOMMOHEHTE! MCTIONE YK TCH STUM MO GKMICYEHNEM

Bl Kaspersky Anti-Vius NDIS 6 Fitter -
gﬂnanwpuﬁmmﬁ nareTos QoS

gCn‘,rxﬁa L0CTYNa K ainam v npuHTepam ceTei Micr
& [IpoToron MHTepHETS gepcim & (TCP/PyE)
(R Mpororon Urircprieta sepnn 4 (TCPAPvE) |
aﬁsep B/B TONONOra KaHaneHoro yposHAa
TEETUMK 0GH3DYKEHMA TONONOTVKM KSHANEHOTO YPOE
Tl n ]

3
N

Onucanne

Mpotoron TCP/IP - cTaHaapTHei npoTokon rnoansHex
ceTeil, 06ECNEYNBEIOILNA CEASE MEXY PASIMYHBIMIA
B3aMMOAESACTEYIOWMMA CETAMM

Puc. 5.5
OTKpoeTcsi OKHO, B KOTOpPOM oOTobpakaeTcss WHdoOpMaums O HaCTpoMKax CeTeBOro
noakntodeHusi. BoamoxHbl ABa BapuaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Baluero
MK:
1. NMonyuutb IP-apgpec aBToMaTtuyecku: |IP-agpec HasHavyaeTcs aBTomatudeckm DHCP-
cepsepom (Puc. 5.6). Ecnu IP-agpec Bawemy [K Bblgaetcda aBTtomaTudeckn, Torga ans

onpegeneHns napameTpos foOKanbHOW ceTn nepenaute K nyHKTy 5.1.1 aaHHoro PykoBoacTea.

PykosoacTeo no nogknioueHuto IP-kamepbl SV3210RCB
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Be\«UARD I nasa 5. Hacmpouxa npooonozo coeounenus

Ceoiictea: MpoTokon WkTepHeTa sepcnu 4 (TCP/IPv4) &lg

OBlwMe | AnbTepHATUEHERA KoHHrypaLIa |

MapaMeTpil IP MOMYT HA3HEYATHCA AETOMATUHECKH, BCIM CETh
NOAAEPHUBAET 3TY BOSHOMHOCTL, B NPOTWUBHOM CliyYae NapameTpel
TP MOMHO MONYYMTE Y CETEBOMD 3AMMHACTPETOPA.

| (@ Mony-mTe IP-3Apec aBToNaTHHECKN I
() MicnonesosaTe cieayiowmil IP-anpec:

| (@ Mony4MTe agpec DNS-CEpBEPa SBTOMATHHECKH I

() Micnonb3osaTe cieayouwme anpeca DNS-cepeepos:

MoATEEPAMTE NEPEMETPEI MPK BeIX0AE [ ————

Puc. 5.6

2. Ucnonb3oBaTtb cneaywwmn IP-agpec: IP-agpec 3agaetcss nonb3oBaTefnieM BPY4YHYHO
(Puc. 5.7):

Ceoitcsa: Mpotokon Mintepheta sepann 4 (TCP/IPv4) &Iﬂ

Ofwme

MapamMeTpil IP MOryT HasHEHETHCA AETOMETUHECKH, SCTM CETE
NOAAEPHWEAET 3TY BOSMOMNHOCTE, B NPOTHBHOM Cy4aE NapameTpsl
IP MOBHO NOAYHWTE ¥ CETEEOMD aAMUHNCTPETOPE.

() Mony4uTe IP-aApec aETOMATHHECHM

(@ WcmonbsosaTe cnenytowmii IP-anpec: I

IP-anpec: 192 . 168. 0 . 20
Macka noaceTu: 255.255.255. 0

OcHOBHOI WAkE: 192.168. 0 . 1

Monyunte anpec DNS-cepeepa aBTOMATHYEOKA

I‘é- Wcnonbzosate cnenyrowme aapeca DNS-cepsepos:
1 I

| Mpeano4nTaemslil DNS-cepeep: 192.168. 0 .

AnbTepHaTHEHBI DNS-cepsep:

[[INeateepamTs napameTps! npr sbixone Lononsurensro

Puc. 5.7

3anuwuTe, Nnbo 3anomMHUTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka
nogcetn, OcHoBHon w3, DNS-cepsep).

BHUMAHUE!

Ecnn Bbl He 3anucanu ceTeBble MnapamMeTpbl KOMMblOTEpa, TO MOCMe HacTPoMKM Kamepbl 6yaet

HEBO3MOXXHO BEPHYTb MX B NepBOHaYanbHOE COCTOSHME AN BOCCTAHOBMNEHUS MOAKIMIOYEHNS K NOKaNbHON
ceTtun n/vnmn cetn NIHTepHer.

PykoBoacTBo no nogkntoyeHuto IP-kamepbl SV3210RCB
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Be\«UARD I nasa 5. Hacmpotika nposoOHo20o coedunenus

5.1.1. OnpepeneHne napameTpoB ceTu Npu auHamu4veckom IP-agpece

NMPUMEYAHME!
[aHHbIn NyHKT PykoBOACTBa NpefHas3HadeH AOns onpefenieHns napameTpoB JlOKanbHOWM CeTU npu

HasHayeHun |IP-agpeca Bawewmy MK aBTomatuyecku (DHCP-cepsepom).

[ns onpedeneHns TeKyLWMX HACTPOEK KOMMbKTepa B JIOKanbHOW MPOBOAHON CeTM

HaxxmuTe lMyck — Manens ynpaeneHus (Puc. 5.8).

Lfe Internet Explorer

a Skype

| X5/ Microsoft Office Excel 2007 Gazr =

WzobpaxeHna

—
'J BnokHoT

Myzbika
@ DVR Server

Wrpei
m BRSController

Komnetotep
m BEWARD IP Visor

m BEWARD Player

e
s, CyxBel

Makens ynpasnerna
Ycrpoiictea n npuHTeps!

Mporpammbl NO yMoA4aH

e
,@, Cry#6el KOMNOHEHTOR .
Cnpaska M NoAsepKa

»  Bcenporpamme

)

Puc. 5.8
B oTkpbiBLEMCA OManoroBoM OkHe BblbepuTe NyHKT [[IPOCMOTP COCTOAAHUA ceTU Mm

3apnad] B pasgene [CeTb u UHTepHeT] (Puc. 5.9).

@_Q- Bl iatentyrpasnerniD ~ | 4 | Mouex a narens ynpaaseriun )

HaCTpDﬁKa napamMeTpoB KOMMNbHOTEpPa Mpocmotp:  Kateropus ™

Cvcrema v Be30NacHoCTb YueTHble 3anMcK Noab30BaTenend u
I'Ipnsepxa COCTOAHWA KOMNbHOTEPE ceMeﬁH
ApXMBMPOBAHINE A3HHBIX KOMMBIOTEPE '&' JoBasneHne W YABNEHWE YHETHBIX 33NHMCER
Mowck u ncnpasnenne npoBaem nonb3ceaTensil

'&' YCTaHOEKA POAMTENLCKOTO KOHTPONA ANA BCEX

nonb3oEaTenei
[pocuoTp coctoanns cetw v 3aaay

Beifop napamerpos gomaluHeid rpynne u obuyero QOdopmneHne 1 NepcoHanmsaLmna
[AOCTYIia KA IR WM nenenie Teme

1zmerHermne dona paboyers cTona
HacTpoiika paspeluenma skpana

O60pyAcBaHKE W 3BYK
MpocmeTp yorpoicTs u npuHTepes
JloBasnenne yerpoiicrea Yacol, A3bIK M pervox
CMena packnagk KnasuaTypel WM ApyTi
Mporpammel ¥, cnocoboe BEcaa
Yaanenme nporpamme! zmerenrwe aseika wHTepdeiica
A \ CI_\E‘LLMBJ"IIJHIJ\E‘ BO3MOXHOCTH

Pexomengyembie Windows napamerpel
OnTUMKUSaUNA NSDBPEXEHNS HE IKpaHE

Puc. 5.9

PykoBoacTBo no nogkntoyeHuto IP-kamepbl SV3210RCB
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B oTkpbiBLIEMCA AnanoroBom okHe HaxmuTe [[MoakntoyeHne no nokanbHow cetu] (Puc.

5.10).

Manens ynpaenexns -
ACMALLHAA CTPaHMLA

Wzmerenne napameTpos
anantepa

WSMEHUTE AONOAHUTENBHBIE
napaMeTpel oBLerc AocTyna

Cra, Tarcke
Bpanamaysp Windows
fomaluHas rpynna

Ceoiictea obozpesaTenn

NMPUMEYAHMUE!

Lo« Ceten Wuteprer » Llentp ynpaenenun cetamm u oBLIMM A0CTyNOM

[poCMOTP OCHOBHLIX CBEJEHMIA O CETU M HACTPOVKA NOAKAKYEHWA

. | = MpocroTp noanoi KapTel
L 5 ¢

EEWARD Heckoneko ceteit
(3ToT KoMNbrOTER)

WrTeprer

MpocMmoTp aKTMEHBIX CETER MoakntoueHne win oTKOYEHHE

Cets 4 Twun goctyna: WHTepHer

OBuwecTBeHHaRA CETh MogknioueHna:
M3MEHEHNE CETEBLIX NApaMETPOE

{il HacTpoiika HOBOMO NOAKNMOMEHHUA MK CETH

HacTpoiika BecnpoBogHoro, LUMPOKONOAOCHOTD, MOAEMHOro, npamaro uan YPN-nogenoyerns
WA e HACTpoliKa MapLUpYTUSaTopa AW TOUKKM A0CTyNa.

'-5. MoAKNHUNTEECA K CETH

I'Iu,a,mroqenme WAN NOSTOPHOE NOAKMHYEHWE K 6E(ﬂpUEUﬂ.HDM)‘, NpoBE0AHOMY, MOAEMHOMY
CETEBOMY CORAMHEHWHD WK Nogkntoderie K VPN,

JocTyn k aiinam u NpUHTEPaM, PacnNoNoKEHHBIM H3 APYTUX CETEBLI KOMMBHOTEPAX, MK
M3MEHEHME NapaMETPOE 0BLLErD gocTyna.

*& Buibop AomaluHei rpynnel v napameTpos ebLLere qoctyna
@ YcTpaHenue Henonagok

JuarHocTuka U MCNpaBneHne CeTeBbX NPoBaem WK NonyyeHne ceedeHnil of ncnpaeneHum,

Puc. 5.10

I'IpM HaNM4YnUM HECKOSbKNX CETEBbIX MOLKITOYEHMNIN Bbl6€pVITe TO, K KOTOPOMY niiaHNpyeTCcAa NOAKIHOYNUTb

IP-kamepy.

B oTkpbiBLIEMCA OKHE HaxxmuTe kHOMKy [CBeaeHus] (Puc. 5.11).

==X

E] Cocroanune - MNogxa4eHne No NOKaNEHOR CeTh

Ofume

MogkmoueHne —————

IPv4-noaknoHeHme: WHTepHET

IPvE-NOOKMOHEHNE: Bes nocTyna Kk MHTepHeTy
MoaknioyeHo
AnuTensHocTE: 04:47:33

Ci : 100.0 MauT fc

CocToAHKMe cpeab:

AKTHBHOCTE
OTnpasneHo - MpuHaTO

BaiT: 79 188 140 805 508 770

[ 'S'Csoﬁcrsa ] [@'OTmmquTb] [ [AMarHocTuKa ]

Pwuc. 5.11

PykoBoacTBo no nogkntoyeHuto IP-kamepbl SV3210RCB
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B okHe «CBepgeHMsi 0 ceTeBOM MOAKMIOHMEHUU» MpeacTaBneHa cneayolwas nHdpopmauus

(Puc. 5.12):

CeeaeHMA O CETEEOM NOAKTHOUEHUM .

=

JononHUTENEHEIE CBEABHWA O CETW:

CeoiicTE0
OnpegeneqHsit ana no...
Onucanme

PuzmyecKuil agpec

SHauetme

Realtek RTL8168C(P)/8111C(F) Family P
00-24-10-57-45-30

HCP Brniouen
ec [Pvd
Macka nopce [Pvd
Aperpa nonyveHa
Aperpa wcTekaeT

DHCP-cepeep IPvd

DNS-cepeep IPvd
WINS-cepeep IPvd

DMNS-cepeep IPvE

Wntos no ymonyaxaio IP...

CrnyxGa NetBIOS vepes...
TNokaneHei IPvE-agpec...
Wntos no ymonyaxaio IP...

4 | 11

Oa

192.168.0.14

255.255.255.0

11 aneaps 2011 10:27:11
11 pespans 2011 r. 10:27:11
192.168.0.1

192.168.0.1

132.168.0.1

Oa
fe80:3126:820:8112:163%11

Puc. 5.12

Ecnn B aTtom okHe Bbl yBugenu ctpokn — «DHCP BknwoueH - [Oa», «Agpec IPv4 -

XXX XXX XXX.XXX» (A€ «XXX.XXX.XXX.XXX» — 3HayeHue |IP-agpeca),— 3HaunT IP-agpec Bawemy K

Ha3Ha4yeH aBToMaTuyeckn. Macka nogaceTtu ykasaHa B cTpoke [Macka nopacetm IPv4], agpec

ceteBoro wnosa — B ctpoke [WUno3 no ymonyaHuw IPv4], agpec DNS-cepBepa — B CTpoke

[DNS-cepBep IPv4]. 3anuwute, nnbo 3anomHuTe p[JaHHble napameTpbl (IP-agpec, Macka

nogcetn, Ceteson wnto3, DNS-cepsep).

BHUMAHMUE!

cetn n/vwnu cetn IHTepHeT.

BHUMAHUE!

Baliemy cucteMHoOMy agMUHUCTPATOPY.

Ecnv Bbl He 3anucanu ceTeBble MapaMeTpbl KOMMbHOTEpa, TO MOCMe HaCcTpoWku kamepbl OypeT

HEBO3MOXHO BEPHYTb UX B NepBoHa4daribHoOe COCToAHME Ad BOCCTAHOBIIEHNA NOAKITHOYEHUA K nokanbHoMn

Ecnu B okHe «CBeAeHMA o ceTeBOM nopgknioveHumn» Bol yBugenu ctpokn — «DHCP BkntoyeH - Oay;
«IPv4-appec aBTOHACTPOMKM - XXX.XXX.XXX.XXX», (A€ XXX.XXX.XXX.XXX — 3Ha4yeHue |IP-agpeca),— 3HauuT
Bam He yganocb nogknmountecs kK npoogHon cetn (DHCP-cepeep He npucsoun IP-agpec Bawemy [1K).

MpoBepbTe NpaBUBbHOCTL MOAKIKOYEHMS K MPoOBOAHOM ceTu. B cnyyae HeobxogumocTtu, obpaTtutech K

PykoBoacTBo no nogkntoyeHuto IP-kamepbl SV3210RCB

( )) SEC.RU KopoTkun nyTb K nHcbopmauum
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5.2. U3amMeHeHMe napameTpoB JNIOKaNbHOWN CeTu ANsA NOAKNYeHUus K IP-kamepe

Mo ymonyaHuto IP-kamepa SV3210RCB 6yanet umeTb IP-agpec 192.168.0.99. Ytobbl
NOAKMIYNTBECS K KaMmepe AN nepBoHavanbHOM HACTPOMKM Heobxoaumo, 4Tobbl Baw komnbroTep
Haxo4uncs B TOM e noaceTn, Yto n kamepa. MNpn atom IP-agpeca kamep, KOMNbLIOTEPOB U MOObIX

apyrmx yCTpOVICTB B CETU HE OOJIKHbI COBNaaaTb Mexay cobon.

BHUMAHMUE!
Ecnn Bbl yBepeHbl, 4yto Baw [1K, nogknioveHHbIn K nNpoBOAHOW ceTu, u IP-kamepa, duanyecku
NOAKMOYeHHas K ToM xe ceTu, Nubo Hanpamyto k Bawewmy MK, HaxogsTcs B ogHon noacetu, Bol moxeTe

cpasy nepeiTu K nyHkTy 5.3 gaHHoro PykoBoacTBa.

[ns U3MeHeHUs1 TeKyLLUMX HACTPOEK KOMMbioTepa B NOKaribHON NMPOBOAHOW CETU HaXmuTe

lyck — NManenb ynpaeneHusi (Puc. 5.13).

@ Internet Explorer
C

SET BEWARD

Microsoft Office Excel 2007 HokymeTs!

VzobpaxeHna

a—
‘ Baoknot
-~y

Mysbika
ﬁ DVR Server

Wrpsi
m ERSController

Komnetotep

m BEWARD IP Visor
m BEWARD Player

v_'_( , Cnyx6e
>

Manens ynpasnexna
Yerpoiictsa n npuHTEpDI

Mporpamme! no ymonuaxuo

Q
"%ﬂ ChnyBbl KOMMNOHEHTOE
Cnpaska n noggepxka

» Bce nporpammel

Puc. 5.13
B oOTKpbIBLIEMCS [ManoroBoM OKHe BblibepuTe nNyHKT [[IpocMOTp cocTosiHuA ceTun U

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.14).

PykosoacTeo no nogkntoueHuto IP-kamepbl SV3210RCB
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@@v [EE » Mawens ynpasnerua »

HacTpoiika napamMeTpos KOMMbIOTepa

CucTtema v 6e30NacHoCTh
MpoBepka COCTOAHMA KOMNBHOTEpE
ApXMENPOBAHIE ABHHBIX KOMMBIOTEPE
Mouck n nenpaeneqne npoBnem

&h II'Igccmc:Tp COCTORHWMA CETW W 33434 I
-,

Brifop napameTpos AOMaLIHER rpynnbl v oBLLero
AOCTYNA K AGHHBIM

OBopyA0BaHWE M 3BYK
MpocmoTp ycrpoiicTa n npuHTEpoE
Jobaenenne yeTpoiictea

Mporpammel

¥aaneHue nporpamibl

Mpocmorp:  Kateropua ™

YueTHble 3anvcK Nnons30eaTenei u

CceMeRH...
'@] JoBaeneHne 1 yAaneHMe yHETHBIX 3aNKWCeR
nonb3ceaTensi

@ YcTaHOBKa POAMTENLCKOrD KOHTPONA AN8 BCEX
NonB30BaTENER

OdopmneHne n NnepcoHanmsaLmna
WNzmeHeHne Temel

Vzmenenne doHa pabodero crona
Hacrpoiika paspeluenna 3xpana

Yacel, A3blK W PErnoH

CieHa packnagrn KNasnatypel N 4pyri
cnocoBoB BECAA

Msmenenne asbika nhTepdeiica

CI'IE.‘LI,Ha.ﬂI:HbIE.‘ BO3MOXHOCTH
Pekomengyemele Windows napamerpel
OnTUMIzaLMA M30BpakeHA Ha 3KpaHe

Puc. 5.14

B oTkpbiBLIEMCA OKHE HaxmuTe «llogkntovyeHue no nokansHom cetu» (Puc. 5.15).

v :‘: <« CeTb u MiHTepHer » LleHTp ynpasneHna ceTRMI U 06LLIMM A0CTYNOM 7

Marens ynpaeneqns -

AOMALLIMAR CTPAHNLEA MpOCMOTP OCHOBHbIX CBEAEHWIA O CETH U HACTPOIKa MOAKNOUEHUIA

i ™ L
|
Wzmenenne napamerpos =~ & g

aaanTepa BEWARD Heckoneke ceteit Wnreprer
(3TOT KOMNBHOTER)

MpocmoTp neaxoi KapTe!

MzmennTe gononHuTENEHEIE

napameTpel obujero gocTyna MpocMOTp aKTHEHBIX CETEI MoAKAKYEHME WK OTKAYEHHE

Cemn 4 Tun goctyna: Wnteprer

OBLyecTEEHHAA CETE MogknoueHns:

Mzmenenne ceTessix napameTpos

ﬁl HacTpoiika HOBOrO NOAKNFOYEHNA WK CETH

HacTpoiika BecnpoBogHoro, LUMPOKONONOCHOMS, MogemMHoro, npamore unn VPM-nogknoueHna
WM e HACTPOIKE MapLIPYTU3AToRa WK TOUKK A0CTyNa.

i Mogknrounteca k ceTn

MogkAIUEHHE WK NOBTOPHOE NOAKS Kk BECNpOBOAHOMY, NPOBOAHOMY, MOJ
CETEBOMY COEAMHEHNID WAk nogknioyenune k VPN,

Brifop gomaluned rpynnst v napamerpos obuyero goctyna

Cm, Takoke Joctyn k dalfinam 1 NpUHTEPaM, PacNoCKEHHEIM Ha APYTUX CETEBBIX KOMMBIOTEPEX, WK
" W3MEHEHKE NapameTpoE obero gocTyna.

Bpanamayzp Windows

Jemalunsa rpynna @ YcTpanenne Henonaaok

Ceolictea obospesatens JWarHocTika n McnNpasneHne ceTesblx NpoBnem nan NonyHeHne CBEAEHNA 0B ncnpasneHn,

Puc. 5.15

NMPUMEYAHUE!
MpY HanmU4YUM HECKOMbKMX CETEBbIX MOAKIMOYEHU BbiGepuTe TO, K KOTOPOMY MiaHVMpyeTCst NMOAKIIYUTE

IP-kamepy.

CkauvaHo c sec.ru

PykoBoacTBo no nogkntoyeHuto IP-kamepbl SV3210RCB
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B oTkpbiBLUEMCS OKHE HaxmMuTe kHonky [CBoncTBa] (Puc. 5.16).

~
4 CocrosHue - MogxaoueHne Mo AOKaALHOW ceTH ﬁ
Ofiwme
MoaknodeHie
IPv4-noakmoYeHre: WHTepHeT
IPvE-NoaKNOYEHHE: bes gocTyna K MHTEpHETY
CocTosHWE cpeabl: MoaknoYeHo
AnuTensHocTe: 04:47:33
CKOPOCTL: 100.0 MBwT/c

CeeneHms. ..

AKTWBHOCTE

OTnpaeneHo .L! MpuHATo

79 188 140 805 509 770

[ '$'C50ﬁcr5a ]['ﬁ'OTmquTb] [,ﬂMEI’HOCI'MKB ]

Puc. 5.16
B OTKpbIBLUEMCS OKHE CBOWCTB CETEBOro MOAKMYEHMS HeobxoouMmo BblGpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBoncTBa] (Puc. 5.17).

- —
4 Moaknro4eHWe No NOKENbHOW CETW - CBOWCTEa M

Cem | Mocyn

MoaxnioveHue yepes:

l_-? Realtele RTL8139/810x Familty Fast Ethemet cetesoi an:

CmveyeHHEIE KOMMOHEHTE! HCNONB3YIOTCA 3TMM NOAKNIDYEHWEM

3B Kaspersky Anti-Virus NDIS 6 Filter .
¥ .LEJ Mnauposwmk naketos QoS
vl gCn;xﬁa OOCTYNE K dainam n I'IDHHTEDEM ceTei Micr—

0 B}
-! i I'Ipomnon HHTepHETEI BEPCHN 4ﬂCF‘ﬂPv4] .

i paiisep B/E TONONOra KaHankHOro YDOBHA

m

+4. OTBETUMK DBHEPYXEHWA TONONOMMW KEHANEHOMO YPOE ™
Er I ]

YeTaHoBMTE. .. Yoamute | CeoiicTea I

Onucanme

MpoTokon TCP/IP - cTaHaapTHER NpoTokon riofansHems
ceTeil, 00ECTeYMBEIOILNIA CEASE MEX Y PASNUHHBIMK
B3aMMOLSACTEYIOLIMMIM CETAMM.

oK ] [ Ommena

Puc. 5.17

B nosiBuBleMCs OKHe HeOOXOAMMO YyCTaHOBUTb 3HayeHus IP-agpeca u macku nopcetwu.
Bbibepute nyHkT [Mcnonb3oBatb cnepytowmn IP-agpec] n Beegute ceobogHbii IP-agpec n3
noacetn kamepbl, Hanpumep 192.168.0.20, n Macky nogcetun — 255.255.255.0. OcrtanbHble

3Ha4eHusa BBOOUTb HEeT HeobxoanmocTu (Puc. 5.18).

PykosoacTeo no nogknioueHuto IP-kamepbl SV3210RCB
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Be\«UARD I nasa 5. Hacmpouxa npooonozo coeounenus

™
Ceoiictsa: [poTtokon Mktepreta Bepasn 4 (TCP/IPvd) M

Ofiwme

HEDEMETDDI IF MOryT HE3HE43TbCA aBTOMATHUHECKH, E0M CETE
noaAepxHEIET 3TY BOSMOXHOCTE. B NPOTHUEHOM CNY4Yae NapaMeTpel
IP MOMHO NONYYMTh ¥ CETEBOM0 AAMMHHCTDATOPA.

() NonyauTe IP-aapec SETOMATUYECKI

(@ Wmonb3o6aTh cneayowmi IP-anpec: I|
IP-appec: 192,168, 0 . 20

Macxka noaceti: 255.255.255. 0

OcHOBHOIA WKo3:

MonyunTe aapec DNS-cepeepa aBTOMaTUYECKM
@) Wnonb3oBaTh CReayowmMe aapeca DNS-cepeepos:
MNpeano4nTaensli DNS-cepsep:

AnbTepHaTHEHbIR DNS-cepeen:

|7 NoaTeepAMTE NapameTpel NpK BRIXonE
Comes

Puc. 5.18

[na npuMeHeHnst U3MEHEHMI HacTpoek HaxxmuTe KHomky [OK] Bo Bcex OTKPbITbIX OKHaX.

PykoBoacTBo no nogkntoyeHuto IP-kamepbl SV3210RCB
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5.3. Nony4yeHue aoctyna K IP-kamepe ¢ noMmowbo bpay3epa Internet Explorer

Ana poctyna Kk kamepe ¢ nomollbto Gpaysepa Internet Explorer 3anyctute ero un B
agpecHon cTpoke BBeauTe 3anpoc: http://<IP>:<port>/,— rge <IP> — IP-agpec kamepbl, a <port> —
3HayeHne HTTP-nopta. locne atoro Haxmute [MepenTtn], nNnéo [Beoa]. B nosBuBLLENCS
CTpaHuue BBOAA YYETHbIX AaHHbIX B NPAaBOM BEpPXHEM Yrny Bblbepute s3blKk MHTEpdenca, 3atem

BBEAWUTE NOMMH, Naponb (No ymon4yaHuo admin/admin) n Haxxmute kHonky [Bxoa] (Puc. 5.19).

BHUMAHUE!
IP-kamepa BEWARD SV3210RCB no ymonyaHutio umeet HTTP-nopt 80.

NMPUMEYAHUE!

Ecnn gna HTTP-nopta ucnonb3yetca 3HadeHue 80, Torga Ans [ocTyna K Kamepe depes OGpaysep

[0CTaTOYHO BBECTU B agpecHon ctpoke «http://[<IP>/», rge <IP> — IP-agpec kamepsbl.

e @ htp:/192.168.0.173 = & Monck.. P
@ Beward Network Camera 1

Asbik: | Pycermi

|napone. \

[J 3anoMHKUTb MEeHA

Cravars ActiveX
Copyright © Beward All rights reserved

Puc. 5.19

PykosoacTeo no nogknioueHuto IP-kamepbl SV3210RCB
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5.4. Nony4yeHue aoctyna K Be6-nHTtepcency IP-kamepbl

War 1. na npocmoTpa u3obpaxeHus ¢ IP-kamepbl npu nomowm 6Gpaysepa Internet
Explorer ucnonesytotca komnoHeHTbl ActiveX. Internet Explorer He MmeeT 3TUX KOMMOHEHTOB B
CcBOeM cocTaBe U 3arpyxaet ActiveX HenocpeACTBEHHO C Kamepbl. ECi KOMMOHEHTHI elle He
yCcTaHOoBIeHbI, Bbl yBuaute cnegytowee coobuieHme:

Beward Network Camera

Haxatb 3aeck 4To6bI ckavaTb U YCTaHOBWUTb 3NEMEHTEI YNpaBreHUA Bpy4HYI0. I'Io»(anyHCTa o6HoBuTE CTpaHuUy nocne yCTaHOBKU.

Ecnu Buageo He 0T06pa)o(aeTc9, TO f06aBbTe K NpoBEPEHHLIM cantam.

Copyright © Beward All ri

Puc. 5.20

Haxxmute Ha Hagnuce, KOTOpaa HaxoaAUTCA NOo cepeuHe 3KpaHa. B HWXHEen 4Yactn okHa

Opaysepa nosiBUTCS BCMMbiBaloLLee onoseLleHne cuctemMbol 6esonacHocTtu (Puc. 5.21).

PykosoacTeo no nogknioueHuto IP-kamepbl SV3210RCB
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Beward Network Camera [+ Buxon

El &l

Haxatb 3necb 4To6bI ckavaTb 1 YCTaHOBUTL 3ANEeMeHTEI YnpasneHua Bpy4yHyto. lNoxanyncra obHoBWTE CTpaH4Ly nocne yCTaHOBKWU.
Ecnu Bugeo He 0T06pa>KaeTcs=|, TO Ao6aBbTe K NpoBepeHHbLIM canTam.

_ —
& > G m B @ =
ﬁ Bl xeTuTe BoinonHuTe Ak coxpannts MsActiveX.exe (3,93 MB) c 192.168.0.1737 Buinoanute Coxpannte - Otmena x _

Puc. 5.21

Haxmunte Ha KHOMNKy [BbINONHUTB].

LWar 2: nanee, B nosiBUBLLEMCS OKHE HaxXmuTe KHonky [Install] (Puc. 5.22).

i3 MsActiveX Setup — hd
Welcome to the MsActiveX Setup
"\ Wizard
'
j This wizard will guide you through the installation of
i _ MsActiveX,
b Ny = 4 ;-"I It is recommended that you dose all other applications
b _},/-’-' before starting Setup. This will make it possible to update
e relevant system files without having to reboot your
computer.
Click Install to start the installation.
Puc. 5.22
PykoBoacTBo no nogkntoyeHuto IP-kamepbl SV3210RCB
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LWar 3: 3atem, B NOSABMBLLUEMCS OKHE HaXXMuUTe KHOrKy [Finish]

i3 MsActiveX Setup —

Completing the MsActiveX Setup
Wizard

MsactiveX has been installed on your computer,

Click Finish to clase this wizard,

= Back Cancel

Puc. 5.23

LWar 4: o6HoBuTe cTpaHuly WEB-nHTepdenca kamepsbl.

Mocne ycnewHon aBTopusaLmmn 1 yCTaHOBKM KOMMNOHEHTOB ActiveX Bbl nony4nTe goctyn k

BeG-nHTepdecy IP-kamepsl (Puc. 5.24).

PykosoacTeo no nogknioueHuto IP-kamepbl SV3210RCB

CkauaHo c sec.ru
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G @ rttp://192.168.0.173/indexhtm! ~ & || Monck... 0~

@ Beward Network Camera x (LT

Beward Network Camera

Puc. 5.24

5.5. U3ameHeHMe HacTpoek noakn4veHus |P-kamepbl Yepe3 Be6-nHTepdenc
Mocne nogkntoyeHus K IP-kamepe HEOBX0AMMO U3MEHUTbL €e HACTPOWKM Takum obpasom,

4yTOObI OHa HaxoAmnachb B OAHONM MOACETM C OcTanbHbIM 060pyaOBaHMEM.

BHUMAHMUE!

[na coBmecTHON paboTbl HECKOMBKUX YCTPONCTB B OOHOW NoaceTn HeobxoamMmo, YTobbl Yy HUX coBnaganm
nepBbie Tpu YacTtu (okTeTa) IP-agpeca, n NONMHOCTLIO coBnagana Macka noAceTu.

Hanpumep, IP-agpec Bawero lK: 192.168.1.100. IP-agpec pasgenieH TodykaMy Ha udeTbipe okTeTa. B
AaHHoM npumepe: 1 okteT — 192, 2 okTeT — 168, 3 okTeT — 1, 4 okTeT — 100. Bam Heo6Xx0QNMMO N3MEHUTL
IP-agpec kamepbl Tak, YTOObl MX MepBble TPU OKTeTa coBnaganu, To ecTb IP-agpec kamepbl OOIMKEH
nmeTb BuA: 192.168.1.xxx. YeTBepTbIi OKTET IP-agpeca Kaxaoro ycTponcTea 06s3aTenbHO AOMKEH ObiTh

nHanBuayarnbHbIM.

[Insi I3BMeHeHUs1 ceTeBbIX HACTPOEK B BEG-MHTepdeice HaXXMUTE B rMaBHOM MEHIO kamepbl

kHonky [KoHdomurypaums], nepengmte B MeHio OcHOBHbIe Hacmpoliku, 3atem Cemb (Puc. 5.25).

PykosoacTeo no nogkntoueHuto IP-kamepbl SV3210RCB
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Beward Network Camera

OCHOBHble HacTpoikn >> CeTb

- ToenP
[ ] ® Monyuuts IP agpec apToMaTHUECKH
O Mcnone3osars cratwueciii IP appec

£+ OctoBHbIE HACTPOIIKK Parzs pe—
Macxa nogceTw
OcHoeHO# Wnioa:
OcHoeHoit DNS: 254

cem | Pesmt [PV

IPv6 Agpec [
Mpecpuic IPV6: [ A |
OcHoewoii wrios IPv6: w0 ¥

Coxpannts

G O . —
Puc. 5.25

B nonsx [IP-apgpec], [Macka noacetu], [OcHoBHOWN wnto3], [OcHoBHOW DNS], HyXHO

BBECTW TaKne 3Ha4YeHusl, YToObl Kamepa nonana B ogHYy noAaceTb C OCTalibHbIM 060py}:I,OBaHI/1€M.

NMPUMEYAHUE!
B cnyyae HeobxoguMocTW, ANs HAcCTPOWKW CeTeBbiX NapamMeTpoB YCTPOMCTB obpaTtuTech K Baiwemy

ceTeBOMYy aMUHUCTPATOPY.

[lns NnpUMeHeHUs M3MEHEHUIA CeTeBbIX HACTPOEK kKaMepbl HaXXMUTe KHornky [CoxpaHuTb).

Ha aTom HacTpoika npoBogHOro nogkroyeHns IP-kamepbl 3aBepLueHa.

5.6. BO3BpaT HacTpoeK noaKkn4vyeHusA NMKe nepBoHa4vyaribHble 3Ha4YeHUA
YT10o6hI BEPHYTb 3HAa4YeHuA NpoBOOHOIo0 CeTeBOoro NOoAKNMKYEHNUA K YCTaHOBIIEHHbIM paHee
3Ha4YeHuAM, BbINOJIHUTE cnenyrwmne nencTeus.

Haxwvute lyck — MaHenb ynpaeneHusi (Puc. 5.26).

PykosoacTeo no nogknioueHuto IP-kamepbl SV3210RCB
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“
le Internet Explorer

S}

-
_f‘ Bnokrot

Skype

Microsoft Office Excel 2007

DVR Server

BRSController

BEWARD IP Visor

BEWARD Player

‘BBl

i CyGel
W
CrysBel KOMMNOHEHTOE

»  Bcenporpammel

BEWARD

HokymerTol

Myzbika

Wrpor

Komnsrotep

Manens ynpasnexinn
YcTpoitcTea 1 NpUHTERBI
TporpamMmsl N0 YMONYaHIHY

Cnpaska 1 noaaepka

[ Hadmu npozpanae: u gatine:

B OTKpbIBWUEMCA OMaANioroBOM OKHe

kel

| [Sasepiienne paborer

Puc. 5.26

BbiGepuTe nNyHKT [[IpocMOTP cocTosiHUA ceTu

3apay] B pasgene [CeTb n UHTepHeT] (Puc. 5.27).

HacTpoiika napamMeTpoB KOMMbrOTEPa

Cucrema v Be30NacHOCTb
MpoBepka COCTOAHMA KOMMbHOTEDE
ApXMENpOBAHNE JaHHBIX KOMIBHOTEpE
Mowck 1 ncnpaenedne npobnem

CeThy VHTepHeT
lrl-ECCMCTp COCTOAHWA CETW W 33434 I

.

A0CTYNa K 4aHHBIM

O6opyaoBaHWE U 3BYK
MpocrMoTp ycTpoicTe U NPUHTEROE
[JloBaBnenue ycrpoiicTea

Mporpammel

¥aaneHne nporpamMmel

Bribop napamerpos gomatuHei rpynnel n obuwyero

MpocmoTp: Kateropua «

YueTHble 3anncKu Noib3oBaTenel

CEMEFH...

"\'H' [JoGasneHne 1 yAaneHNe yHETHbIX 3aNNCER
none3cBaTened

@J YeraHoeka POAWTENBCKOMND KOHTPONA 4NA BCEx
NoNb30BaTENEH

OdopmneHne U NepcoHanusauma
WzmeneHne Tembl

zmeHenne dona pabouero crona
Hacrpoiika paspeluenna 3Kkpaqa

Yacel, AZLIK U PETUOH

CMeHa pacKnagku KNasnaTypel nan ApyTix
cnocoBoe BEOAR

WzmereHne Azbika HTepdeiica

CneunansHble BO3MOXHOCTH
Pekomengyenblie Windows napameTpol
OnTumMusauna nsoBpaxeHna Ha 3KpaHe

Puc. 5.27

B oTkpbiBLUIEMCSH OKHE HaxxmuTe [MoagkntoyeHue no nokanbHoun cetu] (Puc. 5.28).

PykoBoacTBo no nogkntoyeHuto IP-kamepbl SV3210RCB
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Manens ynpaenexma -
ACMELUHARA CTpaHNUE

Mzmenenne napameTpos
agantepa

VIZMEHNTS AONOAHNTENBHEIE
napameTpel obLere AocTtyna

Cra, Takowe
Bpanamaysp Windows
JomaluHag rpynna

Ceoiictea obospesatens

€« Ceto v MHTepHeT b LLEHTp ynpaBneHina ceTamn 1 oBuimm gocTynom

MpocMOTP OCHOBHBIX CBEASHWA O CETH M HACTPORKa NOAKNHOUEHWA

[,5,“‘ [ W 0 MpocMoTp NoAHoR KapTel
- -~ ;
BEWARD Heckoneko cetei HHTepHeT

(370T KoMnbrOTER)

MpocmoTtp akTuBHB ceTeil MogKnoUeHE WKW OTKMHOUEHKE

Cemn 4 Tun gocTyna: WHTepHer

OBuwecTaeHHan ceT MogkntoueHna:

K3MeHEHNE CETEBRIX NapamMmeTpoe

{il Hactpoiika HOBOrO NOAKNMOHEHNA MW CETH
2

HacTpoiika BecnpoBodHoro, WMPoKSNoADCHOrD, ModemHers, npamoroe wan VPN-nogienrodeHns
WK KE HACTPOIKE MAPLLPYTUITOPa MW TOYKK AoCTyna.

MoaxnrounTECA K CETH

rlD,U.KJ'IHJHEHME WNKU NOETOPHOE NOAKNHYEHUE K SE(I'IFG
CETEBOMY COEIMHEHWHD WNK Nogkntodedine k VPN,

Boibop gomMaluHed rpynnebl v napameTpos oblero goctyna

OocTyn k Gaiinam U NpUHTERaM, PACNONOKEHHBIM Ha APYTUX CETEBB KOMMLHOTERAX, WK
W3MEHEHWE NapaMETpOE oBLLIErD AOCTyNa.

¥cTpaHeHne Henonagok

AnardocTika u MCNpasneHne ceTesbix NpoBRen WAK NoayYeHne CBEAEHNA 0b ncnpasneHn,

Puc. 5.28

B oTkpbiBLUEMCA OKHE HaxXmuTe kHoMKy [CBoncTBa] (Puc.5.29).

L Cocrosnue - MogxnioHeHne No NOKaALHOW CeTH u

Ofme

MoAKNHOHEHE ——

IPv4-NoAKIOYEHME: WHTEpHET
IPvG-NOAKNOHERNE: Bes goctyna Kk MHTepHeTy
COCTOAHUE cpefbl: MopKnoYeHo
AnMTensHOCTE: 04:47:33

CKOPOCTL: 100.0 MG fc

AKTMBHOCTE
OTnpaeneHn — & —  TpuHRTO

79 188 140 805 509 770

Puc. 5.29

B OTKpbIBLLEMCA OKHE CBOWCTB CETEBOro MOAKMYEHMST HEeobxoamMmo Bbl6paTb MYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.30).

PykoBoacTBo no nogkntoyeHuto IP-kamepbl SV3210RCB
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-

L Moakntouenne No NOKANLHOMN CETW - CEORCTER ﬁ

Cem | Ooctyn

MogrnioveHing yepes:

‘-'-." Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.@ Mnarmposwwk nakeTos QoS

SCn'{xﬁa ADCTYNE K dainam u npuHTepam ceTel Micr
& [ooToren MHrepHeTs sepcin § P/APyE)
(2 Nporoxen Wrrepreta epeun 4 (TCP/Pvd) |
-+ Npaiteep 6/ Tononora KaHansHoro yposHA
-+ OTBeTMK 0BHAPYKEHMA TOMONOMMM KaHANSHOM YPOE =
[l I

| r
YeTaHoBUTE... Yoanuts | CaoitcTea I

Onucanve

MpoTtokon TCP/IP - cTaHaap eI npoTokon rnofansHsm
ceTed, 06ECnEYMBaIOLLIMA CEBASE MEXKLY PASMM4HEIMK |

m

E3aMMOAEACTEYIOWMMIA CETAMM.

oK ][ Ommena ]

Puc. 5.30
OTKpoeTCsl MEHI0, B KOTOPOM HEOBXOAMMO YCTAHOBUTb 3HAYEHUS HadanbHbIX HACTPOEK,

3anncaHHbIX BaMu paHee.
Ecnn nsHavanbHo |IP-agpec Bawemy [MK HasHavancss aBTomaTudecku, Torga Bblbepute

nyHktel [Monyuntb IP-agpec aBtomatuuecku] wu [Monyuntb agpec DNS-cepBepa

aBToMartu4ecku], nocne 4vero HaxmuTe kHonky [OK] onst Bcex oTKpbITbIX OKOH (Puc. 5.31).

Ceoiictsa: Mpotokon MkTepHeTa sepcnn 4 (TCP/IPv4) l&l&]

Ofiwme ANbTEPHATMBHAA KOHQH YpaLma ‘

MapaneTpel IP MOryT Ha3HEYATHCA SETOMATHHECKM, ECAM CETh
MNOAAEPHUBSET STY BO3MOMHOCTL, B NPOTMBHON ciyYae NapaMeTpel
TP MOXHO MOAYYWTE ¥ CETEEOr0 AAMMHUCTPATOPA.

|-§- MNony-uTs IP-aapec aBTOMATHHECKK I

{0) MNonb30BaTE CREAYHOWMIA [P-aapec:

| (@ Mony4nTb anpec DNS-CepEEpa SETOMETUHECKK I

(7) Minons30BaTh CNEAYIOWKE aapeca DNS-Cepsepos:

MNoATSEpANTE NEPEMETPEI NP BIX0AE ——

Puc. 5.31
Ecnn mnsHavanbHo IP-agpec Bawemy MK 6bin 3agaH BpyyHylo, Torga BblbepuTe MyHKT

[Mcnonb3oBaTb cnepyrowmn IP-agpec] v 3anonHnte Heobxoanmble NOMs, NOCAE Yero HaXMnTe

kHonky [OK] ans Bcex OTKpbITbIX OKOH (Puc. 5.32).

PykosoacTeo no nogknioueHuto IP-kamepbl SV3210RCB
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Ceoitcrea: Npotokon Wetephera eepcnn 4 (TCP/IPv4) &Iﬂ
Ofiwne

MapameTpel IP MOMYT HASHEYETECA ABTOMETHHECKH, BCM CETE

NOAAEPHMBAET STY BOSMOMHOCTE, B NpOTHSHOM Cryyae MapaMeTpel
IP MOXHO NONYYMTE ¥ CETEBOr0 aAMUHUCTPETOPE.

() ManyuuTe IP-afpec aBTOMETUHECKH

@ WNonb30EaTh CNeayWKiA IP-aapec: I
IP-appec:

192.168. 0 . 20
Macka nonceTu: 255,255 .255. 0
OcHOBHOI WAk 192.168. 0 . 1

Mony-mTe agpec DN5-cepsepa asToMaTHHecM I

I-é- Wcnonb3oBaTte CNeAYIOWME aapeca DNStepBepoB:I

| MpeanounTaemeni DMS-cepsep: 92,188, 0 . 1 |

AnbTepHaTHBHEIR DNS-cepeep:

[CIMoaTeepanTs napareTpel npn Beixone

AoNonHUTENEH. . .

—
T

Puc. 5.32

5.7. TpoBepka npaBUNBHOCTU HaCTPOEK

noaknoyveHns |[P-kamepbl K
NOKanbHOW ceTu

[na  KOHTPONS nNpaBWNBbHOCTU CETEBbLIX HACTPOEK Kamepbl W KOMMbKOTEPA HYXHO
NoAKMYNTLCS K Kamepe Yepes 6payaep Internet Explorer.
3anyctute 6paysep Internet Explorer. [na atoro Haxmute lMyck — Bce lMpoepamMmbi v
BblGepuTte cTpoky [Internet Explorer].
Beegute B

agpecHon cTtpoke IP-agpec, npuCBOEHHbIM kamepe  (Hanpumep:
http://192.168.0.99) (Puc. 5.33).
__ 4 B [P=NIEN )
a'i.’;,3"|@ http://192.168.0.99/ pP-ax | @ Mycren crpannua u N

FI

Puc. 5.33
Mpu npaBuUNbHLIX HACTPOMKax OTKPOETCA OKHO aBTopu3auuu. [ns aBTopu3auum BBeauTe
UMS Nonb3oBaTens M naporb, 3aTeM B NPaBOM BepxHeM yrny BblbepeTe s3blKk CUCTEMBI, nocne
yero Haxxmute [Bxopg] (Puc. 5.34).
BHUMAHUE!

Vima nonb3oBaTens no ymonyaHuto: admin. Maponke no ymonyaHuo: admin.

PykosoacTeo no nogknioueHuto IP-kamepbl SV3210RCB
( )) SEC.RU KopoTkun nyTb K nHcbopmauum
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e @ nitp://192.168.0.173 = & || Monck.. Do~

@ Beward Network Camera

F3bIK: | Pycormit

| napone |

[ 3anoMHHUTE MeHA

Cravars ActiveX
Copyright © Beward All rights reserved.

Puc. 5.34
Mpy nNpaBMNbHO BBLINOJSTHEHHLIX AENCTBUAX Bbl cMoxeTe 3anTu B BebG-uHTepdenc yepes

Gpay3sep v yBnaeTb nsobpaxeHue ¢ Bawen IP-kamepbl (Puc. 5.35).

PykosoacTeo no nogknioueHuto IP-kamepbl SV3210RCB
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e @ nttp://192.168.0.173/indexhtml ~ & || Monck... 0~

@ Beward Network Camera % ||

Beward Network Camera

& Kondmrypaua B g e b Q =

Puc. 5.35
NMPUMEYAHME!
B cnyyae HeygayHOro coevHeHUs C Kamepon, NpoBepbTe MPaBUSIbHOCTb MOAKIIOYEHMST K MPOBOLHON
CeTU, BEPHUTECH B HA4Yaso AaHHOW rnaBbl U MOBTOPUTE HAcTpPoKiKy. B cnyyae HeobxoaumocTtu obpaTutech

k Bawemy cucteMHOMYy agMUHUCTpAToOpPY.

PykosoacTeo no nogkntoueHuto IP-kamepbl SV3210RCB
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Be\VARD Inasa 6. I[looknouenue IP-kamepol k cemu Unmepnem

MnaBa 6. Noakno4veHue IP-kamepsbl K cetn UHTEepHeT

6.1. O6wume cBegeHUA o nogkno4veHun IP-kamepbl K ceTn MHTepHeT

Mpn yctaHoBke |P-kamepbl 0BbIMHO TpebyeTca MMeTb K HeW OOCTyn He TOSfbko U3
NoKanbHOM CeTn, HO U U3 ceTn NHTepHeT.

B aTtom cnyyae gna ogHoBpeMeHHoW paboTbl KOMMbIOTEPOB, HOYTOYKOB, |P-kamep wu
Apyroro obopyaosaHus B ceTu MIHTepHeT, Yalle Bcero, NCnonb3yeTcs MapLupyTmMsaTop.

Mpn opraHudauum poctyna Kk IP-Bugeokamepam u3 cetn VIHTepHeT, kak npasurio,
NCNONb3YITCH crneaylolme Tpu BapuaHTa:

1. VmeeTcsa BblaeneHHbI NpoBangepoM BHeLWHWW ctaTudeckun |P-agpec nnu PPPoE-
coeavHeHue. lNpu atom, AaHHbIn IP-agpec (vnn PPPoE-coeanHenne) ucnonbsyetcs
ONA NOAKNIOYEHUS TONbKO 0AgHOW |P-kaMmepbl 1 HE MOXET ObITb Ha3Ha4YeH eLe Kakomy-
nnMbo yCTPONCTBY.

2. WmeeTca BblAeneHHbI NpoBangepoM BHEWHWA cTaTtudeckun IP-agpec, KOTOpbIN
nucnonb3yeTca Ans NOAKNIOYEHNs K ceTu MHTepHeT NoKanbHON CeTU, K KOTOPOW, B CBOKO
oyepenb, MNNaHUpyeTcs MOAKMOYUTL OOHY WK Heckonbko IP-kamep. [pu Takom
NOOKIMHYEHUN NCNOSb3yeTcs MapLlpyTmusaTop. Mpyn 3TOM YMCNo NoaKYaeMbIX Kamep
3aBUCUT, B OCHOBHOM, OT KONM4YeCcTBa NepeHasHavaemMbIX MapLUpyTU3aTopoM NopToB.

3. TlpoBangep He BblAensieT BHeWHWWA ctatudeckun IP-agpec. IP-agpec HasHa4yaeTcs
npoBangepom AMHaMUYECKM, TO €CTb TaK, YTO NPU KaXAOM HOBOM MOAKITHOYEHUU ITOT
agpec npucBamBaeTCs 3aHOBO M M3MeHsieTcs B npouecce paboTbl (Takas cutyauns
ocobeHHO xapakTtepHa npu paboTte uvepe3 ADSL un GPRS). B atom cniyyae, 4tobbl
obecnevntb BO3MOXHOCTb MOAKIMIOYEHUS OLHOW WM HECKOMbKUX Kamep K CeTu
MHTepHEeT, BHe 3aBMCUMMOCTM OT TOro, Kakon |P-agpec BblgeneH nposangepom B
AaHHBIN MOMEHT, HeobxoOuMO 3a4erCTBOBaATb MHTEPHeT-cnyxbbl, paboTtawowume cC
ANHAMUYECKUMUN agpecamu.

Hanee, 3T BapuaHTbl opraHusauumn poctyna Kk |IP-kamepam un3 cetn WHTepHeT OyayT

paccMOTpeHbI NogpobHee.

PykosoacTeo no nogknioueHuto IP-kamepbl SV3210RCB
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6.2. NMogkniovyeHMe nNpu cTaTU4eCKoM BHelwwHeM |IP-agpece/PPPOE-coeguHeHuUun

6.2.1. Ucnonb3oBaHue ctaTuyeckoro IP-agpeca

Ona nopgknioveHns IP-kamepbl kK cetn MHTepHET HeobGXOAMMO M3MEHUTb €ee CeTeBble
napameTpbl B COOTBETCTBUM C JAHHBbIMW, NOMYyYEHHbIMWU OT NpoBanaepa. Kak npasuno, npoBanaep
npegoctaBnseT cnegyowme ceteBble HacTpouku: IP-agpec (B gaHHOM cnyyae, CTaTUYEeCKUn),
Macka nogcetu, ceteson wnto3 n agpec DNS-cepsepa.

Ona nonydeHnsa goctyna K IP-kamepe yepes ceTb VIHTepHeT no crtatnyeckomy IP-agpecy
Heo6xoanMO BbINONHUTL CreayoLme Wwarw:

War 1: nogkntounte IP-kamepy Hanpsmyto k Bawemy TK.

War 2: wu3MeHWTE cCeTeBble HACTPOMKM NpoOBOAHOro coeavHeHust |IP-kamepbl B

COOTBETCTBMM C HACTpOMKamu, NpegocTaBneHHbiMn Bawnm NHTepHeT-npoBangepom (Puc. 6.1).

Beward Network Camera

OcHoBHble HacTpoiikn >> CeTb

- TCPIP

[+ ] (0] Monyuute IP agpec aBToMaTHUeCKH
® Wcnonb3oeats cratuueckui IP agpec
& OcHoaHsie HACTPOFKA FomEs 173, 194. 122. 202 || Teer
Macka noacetn 265 255 255 252
OcHogHol W0z, 173 194 122 211

Ochoeroil DNS: 173. 194 122 211

CeTb I Pesxum IPv6:
IPv6 Agpec: [
Mpedmec IPVE: l:l
OchoHoi wnioa IPv6: 7
-

Puc. 6.1

War 3: nogkntounte IP-kamepy Kk BblaeneHHon cetn Ethernet.

Ecnu Bce napameTpbl ykasaHbl BEPHO, KaMepa oSKHa ObITb 4OCTYNHA B ceTu VIHTepHeT.
B nprvBegeHHOM nprvmMepe npoBangep NpeaocTaBun crneayowme gaHHbIe:

IP-appec: 173.194.122.202

Macka nogcetun: 255.255.255.252

OcHoBHOWM wWn3: 173.194.122.211

OcHoBHOM DNS: 173.194.122.1

PykosoacTeo no nogknioueHuto IP-kamepbl SV3210RCB
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B obwem cny4vae, ana obpawieHuns Kk IP-kamepe vepes ceTb MIHTEpHET B agpeCcHON CTpokKe

Opaysepa BBoguTca cnegywowmn 3anpoc: http://[<IP>:<Port>, rge <IP> — IP-agpec kamepbl,
<Port> — 3HayeHne HTTP-nopTa. Tak kak B JaHHOM npumepe ucnonb3yetcs 3HadeHne HTTP-
noprta, 3agaHHoe no ymondaHuto («80»), TO, 4TOOLI OOpaTuTbCs K IP-kamepe 4yepes ceTb

NHTepHeT, Heobxoammo HabpaTtb 3anpoc «http://173.194.122.202».

NMPUMEYAHMUE!
Mpn nogknioveHun K kamepe 4depe3d HTTP-nopT, 3agaHHbI MO YMON4YaHMIO (3Ha4YeHue paBHO «80»),

3anpoc B agpecHon cTpoke Gpaysepa umeet Bua: http://<IP>,—rae <IP> — IP-agpec kamepbl.

6.2.2. Ucnonb3oBaHue PPPoE-coeauHeHuns

WHTepHeT-npoBangep He Bcerga MoxeT obecneynTb NOAKMOYEHWe no cratuyeckomy IP-
agpecy. Yauwe Bcero, npoBangep opraHudyet pgoctyn k cetm WHTepHeT u4epes PPPOE-
coegvHeHune. B aTom cnyyae, oH npegoctaBnsaeT aboHEHTY UMA Nonb3oBaTens 1 Naposnb.

IP-kamepa SV3210RCB noggepxuBaet PPPoOE-coeanHeHue. [Ons ero vcnonb3oBaHus
Heo6xoanMO BbINONHUTL CreayoLme LWarw:

War 1: nogkntounTte IP-kamepy k Bawen nokansHom cetu unu Hanpsmyto K MK (cm. Masy 5).

War 2: songute B MeHio PPPOE-HacTpoek IP-kamepbl: KoHgpueypayuss — OCHOBHbIe
Hacmpoliku — Cemb — PPPOE.

LWar 3: yctaHoBuUTE Mapkep B rnone «Bkniounte PPPOE»

War 4. B TekcToBbix nonax [Monb3oBatens], [[Maponb], [[loaTBepAuTe naponb]

BBEAUTE 3HAYEHMs, NonyyYeHHble oT VIHTepHeT-npoBangepa (Puc. 6.2).

PykosoacTeo no nogknioueHuto IP-kamepbl SV3210RCB
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Beward Network Camera

BE\VARD OCcHOBHbIe HacTpoiikn >> CeTb
me PPPoE SNMP
a Brniounts PPPoE O
Nunamwueckuii IP-
£ OcHoBHbIE HACTPOIIKKM Vs nonb30BaTenR
Mapons.
MoaTeepauTe naponk:
Cetb I

Puc. 6.2
LWar 5: Ansa npuHATUS U3MEHEHUN HaXXMUTe KHOMKY [CoOXpaHuUTb].

PykosoacTeo no nogknioueHuto IP-kamepbl SV3210RCB
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War 6: nogkntounte IP-kamepy Kk BblaeneHHom cetu Ethernet.

BHUMAHMUE!

Mocne nogkntoyeHns IP-kamepsbl k BblaeneHHon cetu Ethernet, oHa Byaet goctynHa B cetn IHTepHeT nopg
IP-agpecom, NpUCBOEHHbIM el Bawimm npoBarigepomM n otobpaxaembim B none [AuHamuyeckuin IP] (cwm.
Puc. 6.2).

[na obpaweHnsa k IP-kamepe B ceTn VIHTEpHET B agpecHom CTpoke Gpaysepa BBOOAUTCS
cnenyowmin 3anpoc: http://<IP>:<Port>/— roe <IP> — IP-agpec kamepsbl, HasHa4yeHHbIN Bawwmm
nposangepomMm npu yctaHoeneHmn PPPoE-coeguHenusn, <Port> — 3HayeHne HTTP-nopta (mo

ymon4yaHuio pasHoe «80»).

NMPUMEYAHUE!
Mpu nopkntoyeHum Kk kamepe 4deped HTTP-nopT, 3agaHHbI NO ymonyaHwuio (3HadeHnme paBHO «80»),

3anpoc B agpecHoun cTpoke Gpaysepa umeet Bua: http://<IP>,—roe <IP> — IP-agpec kamepbl.
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Be\UARD Inasa 6. I[looknouenue IP-kamepol k cemu Unmepnem

6.3. lMoakno4yeHne 4epe3 ceTb UHTepHeT K IP-kamepam, Haxogawmmca B

NnoKanbHOU ceTun
Ecnn goctyn B ceTb VIHTEpHeT ocyllecTBnaeTca no BbigeneHHon nuHum Ethernet unu no

ADSL, ons nogknoyeHus nokanbHOW ceTu UCNoNb3yeTcs MapLupyTmusaTop.

BHUMAHUE!

Ona ucnonb3oBaHWs AaHHOrO MeToda MOAKMoYeHWUs Heobxoaumo 3apaHee npuobpectn y Bauwero
npoeangepa MYBMYHBIA CTATUYECKWUWM IP-agpec. lMposaiigep npedocTaBnsieT, Kak MpaBumsio,
ONHAMWYECKMI BHYTPEHHWW IP-agpec, KOTOpbIi OOCTYNEeH TOMbKO B MOACETM nposaiiaepa.

MoaTomy yTouHMTE TUN Uchornb3yemoro Bamu IP-agpeca 3apaHee.

Ona Toro, 4tobbl noakmounTLCs K IP-kamepe ns cetn UHTepHeT, Hago obpatutbes no IP-
afpecy, BbiJaHHOMY npoBaiaepoM (BHellHWi IP-agpec maplupytusartopa), U K onpeaeneHHomy
HTTP-nopry.

BHUMAHMUE!
Mpn obpaweHun n3 cetn WHTepHeT aAnsi BCEX Kamep, HaxoAsMXCA B OAHOW JlOKanbHOW CeTw,
cywlecTByeT Tonbko oauH IP-agpec (BblgaHHbIA npoBargepom). NoaTomy onst goctyna K 3TMM Kamepam

HeobxoQMMO Kaxkaon Ha3Ha4YUTb CBOU rpynnbl NOPTOB.

[na aToro TpebyeTcs BbINONHUTL CneayoLmne 4eNCTBUS:

e /I3meHunTb ceTeBble NapameTpbl IP-kamep B COOTBETCTBUM C HACTPOMKaMU, NPUHATBIMU
B Bawien nokanbHom ceTn.

e Hactpoutb yHKUMIO MepeHanpaBneHnss noptoB. [aHHaa yHKUMA nossonseT
nepeHanpaesnatb obpalleHna u3 cetu VIHTepHeT K KakoMy-nubo YCTpOWCTBY,
NOOKIMOYEHHOMY K NnokanbHowm ceTu, ¢ BHewHero WAN-uHTepderica mapLupytusaTtopa
Ha ero BHyTpeHHuMN LAN-uHTepdenc un obecneymBaeTcs npakTU4eckn nobbiM
COBPEMEHHbBIM MapLLPYyTU3aTOPOM.

Mpn atom, cyuwectByeT ABa cnocoba HaCTPOMKM MaplpyTusaumm (nepeHanpasneHus

nopToB):

e ncnosnb3oBaHue TexHonorun UPNP B kamepe 1 mapLupyTtusaTtope;

e pyyHas yCTaHOBKa MapamMeTpoB MepeHanpaBfieHns MNopTOB B  kKamepe U

MapLupyTusaTope.
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Be\VARD Inasa 6. I[looknouenue IP-kamepol k cemu Unmepnem

6.3.1. HacTtpoika py4yHoun nepeagpecaumm nopToB MapLipyTMsaTopa

Paccmotpum  3agady nogknioveHusi IP-kamepbl K ceTu KVHTepHeT C NOMOLLbIO
mMapuwpyTtmsatopa TP-Link TL-WR2543ND (HacTporika 60nblnHCTBA (OYHKLUMA MapLLUpyTU3aTopoB
pa3fiMyHbIX MOAENEN BbIMOSHAETCH CXOXNM 06pa3om).

Cuntaem, 4TO NOOKIOYEHUE MapLUpyTM3aTopa K nokanbHom cetn n cetn VHTepHeT yxe
HacTpoeHo. MaplwpyTunsatop umeeT cnegyowmin nyonuuHbIn ctatnydeckuii IP-agpec, BblgaHHbIN
WHTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLipytunsaropa): 173.194.122.201.

JlokanbHasa ceTb umeet IP-agpeca B AnanasoHe «192.168.1.1 — 192.168.1.255», npuyem
«192.168.1.1» — BHyTpeHHuMn IP-agpec wmapwpyTtusatopa (IP-agpec LAN-uHTepdenca
MaplpyTtusatopa), «192.168.1.199» — IP-agpec kamepbl. [Ona HaCTPOMKM UCNOMb3yeM
KOMNbIOTEP, MOAKMIOYEHHbIN K 9TOM NIOKanbHOM CETMU.

Ona nogkntoveHus |IP-kamepbl k cetn MHTepHeT TpebyeTca HasHauuMTb NOpThl, Yepes3
KoTopble ByaeT OCyLeCTBNATLCA BHELUHWUIA AOCTYN K €e HAaCTPOWMKaM 1 K BUAEONMOTOKY C kKamepbl. B
NoKanbHOM CETW 3TK MOPThl MO YMOMNYaHUK UMEIDT creyowmne 3HadvyeHusi: HTTP-nopT — «80y,
HTTPS-nopt — «443», RTSP-nopT — «554».

BHUMAHUE!
Mpn obpaweHnn u3 cetn KMHTepHET Ans BCeX KaMep, HaxoOsLMXCA B OAHOW JlOKalnbHOW CEeTH,
CyLLleCTBYeT TOMbKO oauH IP-agpec (BblgaHHbIM npoBangepom). [osaToMmy Ans 4OCTyna K 9TUM Kamepam

HeOOXOAMMO KaXKAoW HasHa4YMTb CBOW rpynnbl MOPTOB.

,D,J'IFI N3MEeHEHNA NopTOB |P-KaMepr BbIMOJIHUTE CcreaywLuine DEencTBuS:

LWar 1: B Be6-nHTEpPENiCE Kamepbl OTKponTe pasaen meHwo KoHguaypayusi — OCHO8HbIe
Hacmpoliku — Cemb — HTTP.
War 2: Beeaute B none [HTTP nopt] HOBOe 3HayeHWe, OTNMYHOE OT 3HA4YEeHUs1 Mo

ymonyaHuio. Hanpumep, nyctb B kadectse HTTP nopta ncnonssyetcs nopt «85» (Puc. 6.3).
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Beward Network Camera

OcHoBHbIe HAacTpoiikn >> CeTb

HTTP SNMP  8C

o Brniounts HTTP.
HTTP nopr
£} OcHoBHbIE HACTPOWKM Brmownms HTTRS =
Mopt HTTPS: 443
HacTpoiiku HTTPS
Ceptudmear: g CBpoc
CeTh I
Wrpopuauws: TS
C=U5, H/IP=maylong
Hsnarens:
€=US, H/IP-maylong
Mepuon AeHCTENAA:
Feb 16 02:29:45 2016 =~
Nov 11 02:29:45 2018
-
a Buibop geiicTenA \ Coanate cepTugmkar v
Cozpate cepTudmear: Coagats

Puc. 6.3

LWar 3: ansa npuMeHeHns1 HacTPoeK HaXXMUTEe KHONKy [CoxpaHuUTb|.

Takum oBpasom, MopTbl AN AOCTyNa K AAHHOW KamMepe BHYTPWU NokanbHow ceTu Gyayr:
HTTP-nopt — «85», RTSP-nopt — «554».

Kamepa HacTpoeHa. OcTanoch npasunbHO HACTPOUTL MapLLIPYTM3aTop.

[Ona HacTponKu MaplupyTusaTopa BbINONHUTE crneaylolme AeNCTBUA:
War 1: BeBegute B agpecHon CTpoke 6paysepa IP-agpec maplpytmusatopa (B Hawem
npumepe — «192.168.1.1»). B nosiBuBLIEMCSA OKHE aBTOpU3aLUK BBeAUTE NOrMH U Naponb. Nocne

y[oa4yHou aBTopM3aLumn OTKPOETCS OCHOBHAas CTpaHuLa HacTpoek MapLupytusaTopa (Puc. 6.4).
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= = 450M Wireless N Gigabit Router
T p LI N K Model No. TLAVR2543HD

Status
[
Network
Firmware Version:  3.13.27 Bulld 121207 Rel.61955n
Wireless
Hardware Version:  WR2543ND v1 00000000 E
DHCP.
USB Settings
Forwarding LAN
ST MAC Address:  90-F6-52-75-BD-62
Parental Control P Address: 1921611 l

Access Control
Subnet Mask: 255.255.255.0
Advanced Routing

Bandwidth Control
IP & MAC Binding Wireless

Dynamic DNS Wireless Radio:  Enable
Syt [ ot Hame (SSID:  TP-LINK

Puc. 6.4
War 2: Bbibepute nyHKT meHio Forwarding — Virtual Servers. B nossuBLieMCSH MeHIO

HaxxmuTe kHonky [Add New] (Puc.6.5).

= = 450M Wireless N Gigabit Router
Tp LINK Model No. TLAWR2543ND

Status
Guick Setup
WPS
Network
e ID  Service Port Internal Port IP Address Protocol Status Modify
DHCP
USB Settings Disable Al Delete A
Forwarding
~Virtual e
- Port Triggering
-DMZ
-UPnP
Security
Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools
Puc. 6.5

War 3: nobasbTe Npasuna nepeHanpasneHus noptos aonsa IP-kamepol (Puc. 6.6). 3agante
crneayowme napameTpbl:
[Service Port]: ykaxute nopT, KOTOpLIN ByaeT MCNoNb30BaTbCA ANs 4OCTYNa K Kamepe u3

ceTn VIHTepHeT.

NMPUMEYAHMUE!
Bo wusbexaHne KOH(MMAMKTOB He WCMONb3yWTe Ans nepeHanpaBneHus MopTOB 3aperncTpupoBaHHbIe
3HayeHus. PekomeHayeTca Mcnonb3oBaHme noptoB AuvanasoHa 1124-7999. (3HayeHus noptos ot 0 go

1123 odmumanbHO 3aperncTpmpoBaHbl MOA Pa3riMYHbIE MPOTOKOIbI, CIYXObl, MPUMOXEHWS.)

[Internal Port]: ykaxxute nopT, UCNONb3yeMbIN B 4AHHbIN MOMEHT 4S5 OCTYNa K Kamepe u3

nokansHom ceTu.
[IP Address]: ykaxuTe IP-agpec kamepsbl, 4115 KOTOPOWN HAacTpanBaeTCcsa nepeHanpasreHme.

OcrTanbHble NYHKTbl HEe TPebyT HACTPONKMW.
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[ob6aebTe npasuno ansa nopta HTTP (Puc. 6.6).

= = 450M Wireless N Gigabit Router
Tp LINK Model No. TL-WR2543HD

Status

Quick Setup Add or Modify a Virtual Server Entry

WPS

Network

Service Port: 81 (OG0 or 300
Wireless
Trm Internal Port: 80 (%X, Only valid for single Service Port or leave it blank)
USB Settings IPAddress:  192.168.1.199
Forwardin Protocol: All -
-V TS Status: Enabled -
- Port Triggering
srn Common Service Port: —Select One— -
-UPnP
security

Save Back

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.6
LWar 4: HaxmnTe KHOMKy [Save], 4Tobbl coxpaHuTb npasuno. Npasuno gobaesneHo (Puc.

6.7).

= 2 450M Wireless N Gigabit Router
Tp LINK Wode! No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify
DHCP 1 81 80 192168.1.199 All Enabled Madify Delete
USB Settings

Forwarding Add New... | [ Enable Al | [ Disable Al | [ Delete All

- Virty vers

s lsian Previous Next

-DMZ

-UPnp

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

Puc. 6.7

LWar 5: Tem xe cnocobom fobasbTe npasuno Ana nopta RTSP (Puc.6.8).
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TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wps

Network
ID  Service Port Internal Port IP Address Protocol Status Modify
Wireless
DHCP 1 81 80 192168.1.199 All Enabled Madify Delete
USB Settings 2 3001 554 192168.1.199 Al Enabled Wodify Dalete
Forwarding
rs AddNew.. | [ Enable Al | [ Disable Al | [ Delete All

- Port Triggering
-DMZ
-uPnp

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.8
LWar 6: n ewe ogHo npasuno angd NopTa aaHHbIX (Puc. 6.9).

BHUMAHUE!
HTTP-nopTel 1 RTSP-nopTbl KaMep MOXHO NnepeHanpasnaTb C NOMOLLbLIO BUPTYalibHOro cepBepa, 04HaKo

NOPTbl AaHHbIX Y KaMep O0MKHbI GbITb Pa3HbIMU M TPAHCIIMPOBATLCSA «MOPT B NOPT»!

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wps

Network

ID  Service Port Internal Port IP Address Protocol Status Modify
Wireless
DHCP 1 81 80 192.168.1.199 All Enabled Modify Delete
USB Settings 2 3001 554 192168.1.199 Al Enabled Madify Delete
Forwardit 3 5001 5001 192.168.1.199 Al Enabled Madify Delete
-Port Triggering AddNew.. | [ Enable Al | [ Disable Al | [ Delete All

-DMZ
-uPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

Puc. 6.9
LWar 7: ecnun Bbl ncnonb3yeTe HeCKomnbKo kamep, To Bam Heob6xoaumo noBToputh waru 2-6

Ans octanbHbIX kamep (Puc.6.10).

PykoBoacTBo no nogkntoyeHuto IP-kamepbl SV3210RCB

4 -
\ )) SEC.RU KopoTkui nyTb K MHopmaLmm CKayvaHo c sec.ru




Be\«UARD Inasa 6. [looknouenue IP-xamepul k cemu Mnmepnem

TP-LINIK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

WPs

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify

T 1 81 80 192.168.1.199 Al Enabled Modify Delete

USB Settings 2 3001 554 192.168.1.199 Al Enabled Modify Delete

Forwarding 3 5001 5001 192.168.1.199 Al Enabled Modift Delete
4 82 80 192.168.1.198 Al Enabled Modify Delele
5 3002 554 192.168.1.198 Al Enabled Modify Delete
8 5002 5002 192.168.1.198 Al Enabled Modift Delete
7 83 80 192.168.1.211 Al Enabled Modify Delete

Security g 3003 554 192.168.1.211 Al Enabled Modify Delete

BeresialContiol 9 5003 5003 192.168.1.211 Al Enabled Modiy Delete

Access Control

prm—r— AddNew.. | [ EnableAll | [ Disable Al | [ Delete All |

Bandwidth Control

IP & MAC Binding Previous Next

Dynamic DNS

System Tools

Puc.6.10

HacTponka mapLipyTusaTopa 3aBepLueHa.

Tenepb, 4TOOLI NONY4YMTb AOCTYN K Kamepe M3 ceTn MIHTepHeT, Hago obpatuTbCa K HEr no
IP-agpecy, BblgaHHOMY npoBangepom (BHeLWHu |P-agpec maplipyTnsartopa), U Ha3Ha4eHHOMY en
nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec mapuwpyTtusatopa — «173.194.122.201». HTTP-noprT,
Ha3Ha4eHHbIM Kamepe ansa nepeagpecaunn,— «81». 3HaunT, Ona obpalweHus K Kamepe U3 cetu
WHTepHeT Heob6xoanumo B agpecHom CTpoOke Opaysepa HabpaTb 3anpoc:
http://173.194.122.201:81/.
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Ilpunosxcenus

MpunoxeHus

MpunoxeHue A. 3aBoaAcKUe YCTaHOBKMU

Hwxe npuBegeHbl HEKOTOPbIE 3Ha4YeHUA 3aBOACKMX YCTAHOBOK

HaunmeHoBaHue

3HayeHue

IP-agpec

192.168.0.99

Macka nogceTtu

255.255.255.0

Mma nonb3oBatens (agMuHUcTpaTopa) admin
Maponb (agMuHMCTpaTOopa) admin
HTTP-nopt 80
RTSP-nopT 554
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MpunoxeHune B. NapaHTMMHbIE 06A3aTeNnbLCTBA

B1. O6wue cBepgeHud

a) Mepepn nogknoyeHnem obopyaoBaHMs HEOOXOANMMO O3HaKOMUTLCS ¢ PykOBOACTBOM MO
aKcnnyaTaumm.

6) YcnoBusa akcnnyataumm Bcero obopynoBaHust AormkHbl cootBeTctBoBatk TOCT 15150-
69, FOCT B20.39.304-76 (B 32aBMCUMOCTU OT UCMOSTHEHUSA YCTPOWUCTBA).

B) [lNsi NoBbIWEHNST HAAEXHOCTM paboTbl 060pyaoBaHUS, 3almTbl OT HPOCKOB B NUTAIOLLEN
cetn n obecneveHna GecnepebOMHOrO NMUTaHWS cnegyeT UCNONb3oBaTb CeTeBble UNBbTPbLI U

ycTponcTBa 6ecnepebonHOro nuTaHus.

B2. OnekTpoMarHMTHasi COBMeCTUMOCTb

3710 060opygoOBaHME COOTBETCTBYET TpebOOBaHMAM SMEKTPOMAarHUTHOM coBmecTumoctn EN
55022, EN 50082-1. HanpsbhkeHne pagumornomex, cos3gaBaeMblX annapaTypon, COOTBETCTBYET
FOCT 30428-96.

B3. OnekTponuTtaHue

[omKHO COOTBETCTBOBATL NapamMeTpaM, YkasaHHbIM B PyKOBOACTBE MO 3KCnnyaTtauuun ans
KOHKpeTHoro yctponctea. [Ona YCTPOMCTB CO BCTPOEHHbIM WCTOMHMKOM MNUTaHMA — 3TO
nepemeHHoe Hanpshkenve 220 B +10%, uyactoton 50 Iy +3%. [Ona ycTpOWCTB C BHELIHUM
afanTepoM NMUTaHUA — CTabMMM3NPOBAHHLIN UCTOMHUK nuTaHna 5 B £5% wnnu 12 B £10% ansa

YCTPOWCTB C 12-BONbTOBbLIM NUTaHMeM. HanpsbkeHne nynbcaumi — He 6onee 0.1 B.

B4. 3azemneHune

Bce ycTponcTtsa, nmetowme BCTPOEHHbIN BNOK NUTaHWs, OOMKHbI ObiTb 3a3eMeHbl NyTeMm
NOAKMIYEHNss K crneunanbHbiM PO3eTKaMm  3MNEKTPONUTaHus C  3a3eMSIeHMeEM WK NyTem
HENOCPEeACTBEHHOrO 3a3eMiieHus1 Kopriyca, €CnuM Ha HeM npeayCcMOTPeHbl crneumanbHble
KpenexHble 3nemMeHTbl. 3a3eMfieHne 3neKkTponpPOBOAKM 304aHUSA OOMKHO ObiTb BbINOMIHEHO B
cooTBeTCcTBMM ¢ TpeboBaHuamu MY3I (Mpasuna YcTponctea OnekTpoyctaHoBok). ObopyaosaHme
C BbIHOCHbIMW Onokamu nNUTaHWs M aganTepamMu Takke OOMKHO ObiTb 3a3eMneHo, ecnu 3To
nNpeanycMOTPEHO KOHCTPYKUMEN KOpryca WM BUIIKA Ha LIHype nuTaHus. MOHTaX BO3AYLUHbIX
NVHUIA  3nekTponepedayn W JUHWA, NPOKMagblBaeMblX MO HapyXHbIM CTEHaM 34aHuMhn M Ha
yepAakax, 4OSPKeH OblTb BbINOMIHEH 3KPAHUPOBAHHLIM Kabenem (unu B MeTannopykase), U NMHUA
OOIMKHbI ObITb 3a3eMrneHbl C ABYX KOHUOB. [lpyyem, ecnvm oavH KOHEL 3KpaHa nogknioyvaeTcs
HEMNOCPEACTBEHHO K LUMHE 3a3eMfeHusi, TO BTOPOM — MOAKMYaeTCs K 3a3eMeHuio 4yepes

paspsaHuIK.
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B5. MonHue3awuTa

MonHuesawmTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "MIHCTpyKUMSa MO YCTPOMWCTBY
MOSHMe3aWmnTbl 3gaHni n coopyxenunn" n FOCT P 50571.18-2000, FOCT P 50571.19-2000, OCT
P 50571.20-2000. lMpn npoknagke BO3QYLUHbLIX JIMHUA W NUHUIA, UOYLWLMX MO HApPY)XHOW CTEHEe
3[4aHMN 1 NO YepAayHbIM NOMELLEHMsIM, Ha BXxogax obopyaoBaHWs OO0SMKHbI ObITb YCTAHOBMEHDI

yCTpOVICTBa MOJTHNE3allUnTbI.

B6. TemnepaTtypa 1 BNaxHoOCTb

MakcMmanbHble M MUHUManbHbIE 3HAYEHWs TemnepaTypbl dKCnyaTauum n XpaHeHus, a
Takke BnNaxHocTn, Bbl MoxeTe nOCMOTPETb B  TEXHWYECKOM OMUCAHUW  KOHKPETHOrO
obopynoBaHunsa. MakcumanbHasi paboyas TemnepaTypa — 3TO TemnepaTypa, Bbllle KOTOPOW He

OOJDKeH HarpeBaTbCA Kopnyc yCTpOI;lCTBa B npouecce ONNTEenbLHON pa6OTbI.

B7. PasmelleHue

Ana BeHTMNAUMM yCTPOMCTBA HEOOXOAMMO OCTaBWUTb Kak MWMHMMYM Mo 5 cM cBOGOAHOrO
npoctpaHcTBa no 6Gokam M CO CTOPOHbI 3agHenm naHenwu ycTtpownctBa. [lpu ycrtaHoBke B
TENEeKOMMYHMKALUMOHHBLIN  WKad wunum  CTOWKY AorkHa ObiTb  obecneveHa Heobxoaumas
BeHTUNAuuA. [nsa 3TOoro pekoMeHAyeTCs yCTaHaBnuMBaTb B WKady cneumanbHbii 6ok
BEHTUNATOPOB. TemnepaTypa OKpyXKaloLllero BO3gyxa W BEHTUNAUMSA OOIMKHbI obecneymBaTtb
HeobxoauMbIN  TemnepaTypHbin  pexum obopyaoBaHMs (B COOTBETCTBUM C  TEXHUYECKUMU
XapaKTEPUCTUKaMMN KOHKPETHOro 06opyaoBaHms).

MecTto anga pasmeLleHnss 060pyaoBaHNs OMKHO OTBeYaTb Creayowmm TpeboBaHNSM:

a) OTcyTCcTBUE 3aNbINEHHOCTN NOMELLEHMS.

6) OTcyTCcTBME B BO3AYyX€E NapoOB Barn, arpeccuBHbIX cpes.

B) B nomeweHun, roe ycrtaHaBnmBaeTca obopyooBaHMe, He OOMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpeliaetca pasmellatb Ha obopyaoBaHUM NOCTOPOHHME NpeaMeTbl U NepekpbiBaTb

BEHTUNTALUMNOHHbLIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opynoBaHne Heobxoammo obcnyxmBaTb C NEPUOLAMYHOCTBIO HE MEHee OL4HOro pasa B
rog C Uenbio yaaneHus M3 Hero nbelnv. 31O no3sonut obopypoBaHuio paboTtaTb 6e3 cboes B

Te4yeHune npoaomknTeribHOro BpeMeHu.

B9. NMoaknto4vyeHne nHtepdencos
O6opyaoBaHne AOMKHO NOAKNOYATLCA B CTPOTOM COOTBETCTBUM C Ha3HaAYE€HUEM U TUMOM

YCTaHOBMNEHHbIX MHTEP(ENCOB.
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B10. NapaHTUiHbIe 06A3aTenbCcTBa

OO0 «HIMN «beeapa» He rapaHTupyeT, 4YTo obopynoBaHme GygeT paboTaTb OOMMKHbLIM
0bpa3om B pasnuyHbiX KOHUrypaumsx n obnactsax NpUMMEHEeHUs, U He AaeT HUKaKOW rapaHTuum,
yTo obopynoBaHme obs3aTenbHO OyneT paboTaTb B COOTBETCTBUM C OXMOAHMSAMU KITMEHTA Npwu
€ro NpMMeHEeHUN B crneunguyecknx Lensax.

OO0 «HIMMN «beBapa» He HeceT OTBETCTBEHHOCTM MO rapaHTUHbIM 0bBsi3aTenbCTBaM Npu
NOBPEXOEHUN BHELIHUX WHTepdencoB obopyaoBaHus (CeTeBbIX, TeNEegOHHbIX, KOHCOMbHbLIX W
T.N.) 1 camoro obopyaoBaHWs, BO3HMKLLEM B pe3ynbTaTe:

a) HecobntogeHnst NpaBuI TPAHCNOPTMPOBKM M YCINOBUIN XPaHEHWS;

6) bopc-MaxKOpHbIX OBCTOATENBLCTB (TAKMUX Kak NoXap, HABOAHEHWE, 3eMMETPACEHME U AP.);

B) HApYLUEHUSA TEXHUYECKNX TPeDOOBaHMI MO pa3MeLLEHMIO, NOAKMIOYEHNIO U SKCMyaTaumm;

) HENpPaBUITbHbIX EWCTBUIA NPU NEPEnpPOLLUNBKE;

[) NCNOoNb30BaHNS He NO Ha3HaAYeHWIo;

€) MEeXaHUYEeCKUX, TEePMUYECKMX, XUMUYECKMX W WHbIX BMAOB BO3OEWCTBUM, €CNU WX
napameTpbl BbIXOASAT 3@ paMKuM AOMYCTUMbIX SKCMMyaTauMOHHbIX XapakTepucTuk, nmvbo He
npegycMOTPEHbl TEXHMYECKON creumdmKaumen Ha gaHHoe 0bopyaoBaHue;

X) BO3OEWNCTBMSA BbICOKOTO HanpshkeHus (yoap MOSHMKM, CTaTU4ecKoe 3neKTpU4ecTBO WU

T.M.).
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MpunoxeHune C. NpaBa u nogaepxka

C1. ToproBas mapka

Copyright © BEWARD 2018.

HekoTopble nNyHKTbI HacTosiwero PyKkoBOACTBa, a Takke pasgenbl MEeHH YynpaBreHus
obopyanoBaHusa mMoryT 6biTb n3MeHeHbI 6e3 NpeaBapuUTENbHOrO YBEAOMITEHUS.

BEWARD gaBnsetca 3apernctpmpoBaHHon Toproson mapkon OOO «HIMIM «beeapa». Bece

OCTarbHble TOProBble MapKkn nNnpunHaaneXxart nx snagenbuam.

C2. OrpaHn4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beapgo» He rapaHTMpyeT, 4TO annapaTtHble cpeacTBa OyayTt paboTaTb
OOIMKHBIM 0Bpa3oM BO BCEX cCpefdax W MPUIOXEHUSAX, U He OaeT rapaHTUn U NpeacTaBreHun,
noapasymeBaeMblX WU BbIPaXEHHbIX OTHOCUTENIbHO KayecTBa, paboymx XapaKTepucTuk, unu
paboTocnocobHOCTM MNpu uMcnonb3oBaHuu B creundmyecknx uensx. OO0 «HIMM «beeapo»
NpUNoXnno Bce ycunus, 4tobbl caenatb 3710 PyKoBOACTBO MO aKkcnnyaTaunm Hanbonee TOYHbIM U
nonHbiM. OO0 «HIIM «beBapg» oTKasbiBaeTCs OT OTBETCTBEHHOCTWU 3a NHOObLlIe onevaTkn unm
NpOonycKu, KOTopble, BO3MOXHO, MPOM30LLAN NpU HanMcaHum gaHHoro PykoBoacTea.

MHdopmauus B nobon yactu PykoBogcTBa no aKcniyataumm M3MEHSIETCA U OOMNOSTHAETCS
OO0 «HIMN «beBapa» 6e3 npegpaputensHoro yBegomnenus. OO0 «HIMIM «beBapa» He Gepet
Ha cebs HMKAKON OTBETCTBEHHOCTM 3a Nobble NOrpeLlHOCTH, KOTOPble MOTYT COAEpPXaTbCA B 9TOM
PykoBogctee. OO0 «HIIN «BeBapa» He GepeT Ha ceba OTBETCTBEHHOCTM W HE [aeT rapaHTui B
BbiNycke OOHOBMNEHWUA WM COXPaHEHUN HEU3MEHHOM KaKOW-NMbOo MHGOpMauumM B HACTOALLEM
PykoBogcTtBe no akcnnyaTauuu, M ocTaBnseT 3a cobor NpaBO BHOCUTb M3MEHEHMSI B AaHHOE
PykoBogcTtBo w/unu B usgenus, onucaHHble B Hem, B ntoboe Bpemsi 6e3 npenBapuTenibHOro
yBegomneHus. Ecnn Bbl obHapyxute B 3TOM PykoBoAcTBE MHGOPMaUMio, KOTopas siBNsieTcs
HenNpaBWUNbHOM WU HEMNOSIHOW, WM BBOAWUT B 3abnyxaeHwe, Mbl bygem Bam  kpawnHe

NnpuU3HaTesibHbl 3a Bawmu KOMMEHTapun n npeanoxXeHunA.

C3. Npenynpexaexna FCC

910 06opyaoBaHMe ObINO NPOTECTUPOBAHO M NMPU3HAHO YAOBMETBOPSAIOWMM TpeboBaHWSAM
NONOXeHUss O LUMPOBbLIX YCTPOWCTBAX, NpuHagnexawmx K knaccy A, 4vactu 15 T[lpasun
®epepanbHon komuccum no ceasm (FCC). Otn orpaHudeHus Obinm paspaboTaHbl B Lensix
obecnevyeHns 3awWwnTbl OT BpeOHbIX MOMEX, KOTOpble MOryT BO3HWKaTb MNPV WUCNONb30BaHWUU
obopynoBaHna B KOMMepYecKkux uenax. 31o obopyaoBaHMe MOXET M3nyyaTb, FreHepupoBaTb U
NCNoNb3oBaTb JHEPru0 B paguovyacToTHOM AuanasoHe. Ecnn paHHoe obopypoBaHue 6yget
YCTaHOBIIEHO W/unn BygeT MCcnonb3oBaTbCA C OTKMOHEHMSMM OT HacTosawero PykoBoacTsa, OHO

MOXeT OKa3biBaTb BpegHoe BO3OENCTBME Ha KayeCTBO pagunoceA3n, a npu yctaHOBKE B YKUMOoN
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30He, BO3MOXHO, — Ha 340poBbe ntoaen. B aTom cnyyae Bnageney 6yanet o6si3aH McnpasnsTb

nocneacTesns Bpe4HOro BO34eNCTBUS 3@ CBOW CYET.

C4. NpepynpexpeHne CE
3OTO YyCTPOMCTBO MOXET BbI3blBaTb paguonoMexm BO BHELLHEM OKpy>XeHuU. B aTom cnyyae

nonb3oBaTtesib MOXeT ObITb 06513aH NPUHATbL COOTBETCTBYIOLLNE MEPDI.

C5. Noaaepxka
AOna nHpopmaumm OTHOCUTENBbHO CcepBUCa W MOAAEPXKKW, MOXanynucra, CBSXKUTECh C
cepBucHbiM beHTpom OO0 «HIIM «beBapa». KoHTakTHble AaHHblE Bbl MoXeTe HanTn Ha canTe

http://www.beward.ru/.

Mepen oGpalwieHvem B cnyxby TeXHUYECKOM NoAAEepXKKM, noXanymcra, MNOAroToBbTe
cnegyoLyo MHopMaLumio:

¢ TouHoe HammeHoBaHue u IP-agpec Bawero obopygoBaHus (B criydae npuobpeTteHus
IP-o6opyaooBaHus), AaTa NOKYMKM.

o Coo0OueHunst 00 owmbkax, KOTopble NOSABASANNCL C MOMEHTA BO3HUKHOBEHWSI MPOONEMbI.

e Bepcua npowuvBkM M 4epe3d Kakoe obopyaoBaHwe paboTano yCTPOWCTBO, Korga
BO3HMKNa npobnema.

e [lpousBegeHHble Bamu genctsna (No waram), NpeanpuHsTblie Angd camoCTOoATENbHOMo
peLLeHns npobnemobi.

e  CKpUMHLIOTbLI HACTPOEK N NapaMeTpbl MOAKITHYEHMS.

Yem nonHee ©OypeT npeactaeBneHHas Bamu wuwHdopmaumsa, Tem ObicTpee Hawwm

cneunanmcTbl CMOryT noMoYb Bam pewnTb np06nemy.

PykosoacTeo no nogknioueHuto IP-kamepbl SV3210RCB

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru



http://www.beward.ru/

Be\.UARD Ilpunosxcenus

Mpunoxenune D. Mnoccapun

3GP — mynbTumMeannHbIi KOHTENHep, onpeaendembln NapTHEpckMM [NpoekTom TpeTbero
nokoneHus (Third Generation Partnership Project (3GPP) ans MynbTumeanmnHbix cnyx6 3G UMTS.
MHorne coBpemMeHHble MOBUNbHbIE TenedgoHbl MMEeKT (PYHKUMM 3anMcyM M NpocMmoTpa ayauo u

Buaeo B bopmate 3GP.

ActiveX — aTO cTaHAapT, KOTOpbIM paspeLlaeT KOMMNOHEeHTaM NPorpamMMHOro obecneveHuns
B3aMMOLENCTBOBaTL B CETEeBOW cpefe He3aBMCUMO OT $3blka(-0B), WUCMOMb3yeMoro Ans ux
co3gaHus. BebG-6pay3epbl Moryt ynpaBnsiTb anemeHtamu ynpasneHus ActiveX, OOKymeHTamu
ActiveX wn cueHapusamn ActiveX. 3OnemeHTbl ynpaeneHus ActiveX 4acto 3sarpyxarwtca WU
WMHCTanNNMpyrTCa aBTOMaTMYECKN, Kak 3anpawuvBaembl. Cama no cebe gaHHasi TEXHOMOrMs He
SIBMISIETCS KpoccnnatopMeHHOM 1 nogaepXnuBaeTcs B NofiHOM obbeme Tonbko B cpeage Windows

B 6pay3sepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummetpuyHasa uudpoBas
abGoHeHTCKasA nNUHUA) — MOAEeMHas TEexXHONOorus, npeBpallaLas aHanoroBble CUrHanbl,
nepegaBaemMble MOCPEACTBOM CTAHOAPTHOM TENEMOHHOW NMHMW, B LMAPOBbLIE CUrHanbl (NakeThbl

[AaHHbIX), NO3BOSISIS BO BpeMsi paboTbl coBepLuaTh 3BOHKM.

Angle / Yron o63opa — 3T0 yros, KOTopbli 00pasytoT fy4yn, CoeauHAOLME 3a4HIOK TOYKY
obbekTMBa 1 guaroHanb Kagpa. Yron 3peHus nokasbiBaeT CbeMOYHOE pacCTOsHME W Yalle BCero
BblpakaeTca B rpagycax. OObIMHO yron 3peHus M3MepsieTCs Ha nuH3e, (POKyC KOTOpOM
yCTaHOBIEH B GECKOHEeYHOCTb. B 3aBMCMMOCTU OT yrna 3peHusl, o6bekTUBbl AENSAT Ha TpU Tuna:
LUMPOKOYrofbHble, HOpMarbHble N ANMHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yallle BCero Ucnonb3yTes Ans NaHOPaMHOro HabngeHus, yron 3peHnsa coctaBnseT 75 rpaaycos
n 6onbwe. HopmanbHble 06bEKTUBBI MMEKT yron 3peHus oT 45 go 65 rpagycos. Yron 3peHus

ANMHHOGOKYyCcHOro obbektuea coctaesnset 30 rpagycos.

ARP (Address Resolution Protocol / T[lpotokon onpepeneHna appeca) -—
NCMOMb3YOLWMNACA B KOMMBIOTEPHbBIX CETAX MPOTOKOST HU3KOrO YPOBHS, MpefHasHayYeHHbIn Ons
onpeaeneHnsa agpeca kaHanbHOro YpoBHS NO M3BECTHOMY afpecy CeTeBoro ypoBHs. Hanbonbluee
pacnpocTpaHeHne aTOT NPOTOKOM nony4ymn Grnarogaps NoBCEMECTHOCTM ceTen |P, NoCTpOEeHHbIX
nosepx Ethernet. 3T1oT npotokon wucnone3yetca ana ceasum |IP-agpeca ¢ MAC-agpecom
ycTporcTBa. 1o nokanmbHOW ceTu TpaHcnupyeTcsa 3anpoc ans noucka ysna ¢ MAC-agpecowm,

cooTBeTcTBYIOWMM IP-agpecy.

Aspect ratio /| ®opmaT aKkpaHa — 9TO hopMaTHOE OTHOLLUEHME LLUMPUHBI K BbICOTE KaapoB.
Obwun dopmaT kagpa, MWCNONb3yembln AN TENEBU3UNOHHbIX 3SKPAHOB W KOMMbIOTEPHbIX
MOHUTOpPOB, cocTaBndaeT 4:3. TenesnaeHne Bbicokon YyeTkoctTn (HDTV) ncnonbsyet coopmaT Kagpa
16:9.
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Authentication / AyteHTudukauma — npoBepka NpuUHAANEXHoOCTU cybbekTy AocTyna

npegbsBeHHOro UM uaeHTMduKaTopa; noaTeepxaeHne nognuHHoctn. OguH M3 cnocobos
ayTeHTMdurKaumMm B KOMMbIOTEPHOM CUCTEME COCTOMT BO BBOAE BaLlero Mnosfib30BaTENbCKOro
naeHtTndurkaTopa, B NPOCTOPEYUN Ha3bIBAEMOro «JiormHoMm» (login — perMcrpaunoHHoe ums
nonb3oBatend) W napond — HeKoW KoHduaeHUManbHOW WHOpMaUMK, 3HaHuMe KOTOpOou
obecneynBaeT BnageHne onpeaeneHHbIM pecypcom. NMonyynB BBEAEHHbIV NONb30BaTENEM JTIOMUH
N Napornb, KOMMbIOTEP CPaBHUBAET MUX CO 3HAYEHMEM, KOTOpPOE XpaHUTCA B cneumanbHon 6ase

OaHHbIX, KU, B Clly4ae coBnageHus, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris / AP[] (ABTOperynupyemas guadparma) — 9T0 aBToMaTU4ECKOE perynmpoBaHme
BENUUMHbI AnadpparmMbl ANA  KOHTPOMSA KONMYecTBa CBeTa, Monajalwolwero Ha maTpuuy.
CywectByeT OBa BapuaHTa aBToMaTudeckon perynupoBku amadpparmbl: Direct Drive n Video

Drive.

Biterate / Butpent (CkopocTb nepega4vm gaHHbIX) — GyKkBanbHO, CKOPOCTb NPOXOXAEHNA
ouToB MHdOpMauMn. BUTPENT NPUHATO MCMNONb30BaTb NPU U3MEPEHUN IPIDEKTUBHOM CKOPOCTH
nepegadn WHdopmMauMm No KaHany, TO eCTb CKOPOCTW nepedayvn «nonesHom WHgopmMaumum»

(mMoMMMO TakoBOW, MO KaHaNy MOXET nepedaBaTtbCs crnyxebHasi MHdopMauums).

BLC (Back Light Compensation / KomneHcauusa ¢doHOBOM 3acBeTKU, KOMMEeHcauus
3agHero cBeTa). TUNWYHBIN NPUMEP HEOOXOAMMOCTU UCMNOMb30BaHMA: YenoBek Ha hOHEe OKHa.
ONEKTPOHHBIN 3aTBOP KaMepbl OTpabaTbiBaeT UHTErparnbHyto, T.€. OOLLYH OCBELLEHHOCTb CLEHbI,
«BNOUMOM» Kamepon yepe3 o6bekTMB. COOTBETCTBEHHO, Manasa durypa 4erioBeka Ha GonbLIoM

<

CBETNIOM (pOHE OKHa BbILETCHA B UTOre "3acBeTkon" Bcen KapTUHKW. BkntoueHne dyHkummn «BLC»

MOXeT B NoAo6HbIX Cryyasx ncnpaeutb paboTy aBTOMaTMKM KaMepbl.

Bonjour — npoTokon aBTomMaTnyeckoro obHapyxeHusi cepBmcoB (cryx6), ncnonb3yemblin B
onepaumoHHon cucteme Mac OS X, HaumHas ¢ Bepcun 10.2. Cnyxba Bonjour npegHasHavaeTca
ANA UCNONb30BaHUSA B JTOKarbHbIX CETAX M MUCMOMb3yeT cBeAeHUs (3anucn) B crnyxbe OOMEHHbIX
umMéH (DNS) ans obHapyxeHust OpyrMx KOMMbIOTEPOB, PABHO KaK M WHbIX CETEBbIX YCTPOMWCTB

(Hanpumep, NPUHTEPOB) B BnvkanLemM CEeTEBOM OKPY>KEHUM.

CIDR / becknaccoBas agpecauums (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTop IP-agpecaunm, No3BoNALWmMIN rMbKo ynpaensaTb NpocTpaHCTBOM IP-agpecoB, He ncnonb3ysi
XECTKME paMKu KnaccoBon agpecauuun. Mcnonb3oBaHWe 3TOr0 MeToda MO3BOMSET 3KOHOMHO
NCnonb3oBaTb OrpaHUYEHHbIN pecypc IP-agpecoB, NOCKOMNbKY BO3MOXHO NMPUMEHEHWE Pa3fMyHbIX

MacoK noaceTen K pasnnyHbIM nogceTaMm.

CCD / N3C-maTpuruya — 370 CBETOYYBCTBUTESbHBIA 3N1IEMEHT, NCNOMNb3YHOLNNCS BO MHOIMX

LUMGPOBLIX Kamepax M NpeacTaBnsiowmnii cobor KpyrnHYH MHTErpanbHyr CXeMmy, COCTOSILLYI U3
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COTEH TbICAY 3apsiAoB (NuUKcenemn), KoTopble nNpeobpasyroT CBETOBYH SHEPIMIO B 3NEKTPOHHbIE

curHanbl. Pasamep matpuubl MoxeT coctaBnate 1/4", 1/3", 1/2" nnn 2/3".

CGl (EpvHbin wno30BbIM  UHTepdenc) — cneumdukaumsi, onpegensioLlas
B3aumopgenctene web-cepsepa c gpyrumm CGl-nporpammamn. Hanpumep, HTML-cTpaHuua,

copgepxawasa oopmMy, MOXeT ucnonb3oBaTb CGl-nporpammy ansa o6paboTkm AaHHbIX OPMBbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIi
MeTanfIooOKCUAHbIA MNONYNPOBOAHMK) — 3TO LUMPOKO WCMOMb3YyEMbIN TWUM MNOMYNPOBOOHMKA,
KOTOPbIA MUCNONb3yeT Kak oOTpuUaTenbHyl0, TaK W MNOMOXUTENbHYI 3NEKTPUYECKyo Lenb.
lMockonbKy TONbKO Of4HA M3 3TUX TUMNOB Lienen MoXeT ObiTb BKOYeHa B Noboe AaHHOEe Bpemsi, TO
Mukpocxembl KMOlMa noTpebnsatoT MeHbLUe 3NEeKTPOIHEPTMN, YEM MUKPOCXEMbI, MCMONb3yoLine
TONbKO OAMH TUMN TpaH3aucTopa. Takke aatyunkm nsobpaxeHns KMOIT B HEKOTOPbLIX MUKpOCXeMax
cogepxart cxembl 06paboTkM, OAHAKO 3TO MPEMMYLLECTBO HEBO3MOXHO ucnonb3oBatb ¢ [13C-

OaTynKaMu, KOTopble ABITAIOTCA TaKKe Oonee OopormMun B npon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsemasa Ans
Ha3HayYeHWs1 MOCTOSIHHOrO JOMEHHOIO MMEHN YCTPONCTBY (KOMMbIOTEPY, CETEBOMY HAKONUTENO) C
OnHamumyeckum IP-agpecom. 310 moxeT 6biTh IP-agpec, nonyyeHHbin no DHCP wvnn no IPCP B
PPP-coeanHeHnsax (Hanpumep, Npu yganéHHoMm [ocTyne 4epe3 mogem). Opyrne MawwuHbl B

NHTepHeTe MoryT ycTaHaBnMBaTb COeAMHEHNEe C 3TON MaLUMHOW NO JOMEHHOMY UMEHM.

DHCP (Dynamic Host Configuration Protocol / [lpoTtokon AuHamMu4yeckoun
KOHcburypaumm ysna) — 3T0 CETEBOW MPOTOKOS, MO3BOMSIOLWMA KOMNbIOTEPAM aBTOMATU4ECKU
nonyyatb IP-agpec v gpyrne napametpbl, Heobxoanmble ana pabotel B cetn TCP/IP. [JaHHbIN
npotokon paboTtaeT no Mogenu «KNMeHT-cepBep». [nNs aBTOMATMYECKOW KOHMUrypaumm
KOMMNbIOTEP-KMMEHT Ha dTane KoHdurypaumm ceTeBoro ycTpomctea obpaliaetca K Tak

Ha3biBaemomy cepsepy DHCP v nony4aeTt oT Hero HyXkHble napameTpsbl.

DHCP-cepBep — 9TO nporpamma, KoTopas HasHavaeT knueHtam IP-agpeca BHyTpu
3a4aHHOro guanasoHa Ha onpefeneHHbld Nepuod BpemeHWu. [aHHyo yHKUUIO NoAadepKuBatoT

NnpakTn4eckn BCe COBPEMEHHbIE MapLUPYTU3aTOpPbI.

Digital Zoom / LincdhpoBoe yBennuyeHue — 370 yBenuyeHne pasmepa kagpa He 3a cuyeT
ONTUKN, a C MOMOLLbIO KagpupoBaHMA NOSy4YEHHOro ¢ MaTpubl M30bpaxeHus. Kamepa HMYero He
yBENUYMBAET, a TOSMbKO BbIpe3aeT HYXHYK 4acTb M300paxeHuss W pacTarmBaeTr ee Ao

nepBoHa4valibHOro paspeLlueHnA.

Domain Server / CepBep AOMEHHbIX UMEH — TaKkKke AOMEHbI MOTyT BbITb MCMOMb30BaHbI
opraHuM3auusmMm, KOoTopble XOTAT LEHTPanvM30oBaHHO YMpaBnATb CBOMMW KOMMbHOTEPaAMKU (Ha
KOTOpbIX YCTaHOBMEHblI onepaunoHHble cuctembl Windows). Kaxabii nonb3oBaTtenb B pamMkax

[IOMeHa Mofy4yaeT Y4YyeTHyl 3anucb, koTopass OObIYHO paspeluaeT 3aperucTpuposaTbCcs U
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ncrnonb3oBaTtb NOOON KOMMbIOTEP B AOMEHE, XOTSi OQHOBPEMEHHO Ha KOMMbIOTEP MOryT ObiTb

HanoXeHbl orpaHuyeHusi. CepBepoM [OOMEHHbIX WMEH SBNsSieTCS  CepBep, KOTOpbIN

ayTeHTUdMUMpYeT Nofib3oBaTenen B CETU.

Ethernet — nakeTHaa TexHonorus nepegayvn OaHHbIX MpenMyueCTBEHHO B JIOKallbHbIX
KOMMbKOTEPHbIX CEeTAX. CTaHD,aprI Ethernet onpegendarwT npoBoaHble COeAUHEHUA U
ANEeKTpnu4eckme curHarnbl Ha (bVI3I/I‘-IeCKOM YPOBHE, cbopmaT KagpoB W NPOTOKOJSibl ynpaBleHusA

OOCTYMNOM K cpefie — Ha KaHarnbHOM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne yctaHOBKM MO YMOJYaHUIO — 3TO YCTaHOBKW,
KOTOpble M3Ha4arbHO UCNONb30BaHbl A5 YCTPOWCTBA, KOr4a OHO OTrpy)kaeTcs C 3aBofa B NepBbI
pa3. Ecnn BO3HUKHET HEOOXOANMOCTb NepeycTaHOBUTbL YCTPONCTBO A0 €ro 3aBOACKMX YCTaHOBOK
Nno ymMoOnyaHuto, TO 3Ta (OYHKUMA NpuMeHMMa ansa G0nblUMHCTBA YCTPOWCTB, M OHA MOSIHOCTLIO

nepeycraHasnnBaeT nobble YCTaHOBKU, KOTOpPbIE ObINY N3MEHEHBI NoMb30BaTENEM.

Firewall / Bpanamayap — 6paHgmayap (MexceTeBomn 3kpaH) paboTaeT Kak 6apbep Mexay
ceTaAMMW, Hanpumep, MeXay nokanbHon ceTbto U NHTepHeToM. bpaHamayap rapaHTupyeT, 4To
TONMbKO 3aperncTpMpoBaHHbIM Nonb3oBaTensaM OyaeT paspelleH AOCTyn 13 O4HOM CeTu B ApYryto
ceTb. BbpaHamayapom moxeT 6bITb MporpaMMHoOe obecneveHue, paboTarollee Ha KOMMbIOTEPE,

nnm 6paHamayapomM MoxeT OblTb aBTOHOMHOE anmnapaTHoe YCTPOWCTBO.

Focal length / ®okycHoe paccTtosiHne — usMepsieMoe B MURANUMETpax GOKyCHoe
paccTtosaHne o6beKTMBA Kamepbl, ONpegensitowee LWMPUHY ropM3oHTanbHON 30HbI 0630pa, KoTopoe
B CBOIO ouvepedpb n3mepsdeTtcs B rpagycax. OnpenendeTcs Kak pacCTosiHMe OT NepedHen rnaBHoOm
TOYKM OO nepegHero gokyca (ana nepegHero QOKyCHOIO pacCTOSHMSA) M KaK pacCTosiHue OT
3aHen rmaBHOM TOYKM A0 3agHero chokyca (ans 3agHero oKycHoro pacctosHus). Mpu atom, noa
rmaBHbIMM TOYKaMU NOAPaA3yMEBATCA TOYKM MNepecedeHus nepegHen (3agHen) rnaBHOM

NIIOCKOCTN C ONTUYECKON OCbIO.

Fps / KagppoBas 4yacToTa — KONM4YeCTBO KadpoB, KOTOPOe BuAeocucTeMa (KOMMbIOTEpHast

urpa, Tenesusop, DVD-nneep, Buaeodann) BblAaET B CEKYHAY.

Frame / Kagp — kagpom sBnsieTcs nonHoe Bugeom3obpaxeHne. B dopmate 2:1
YyepeccTpoyHon  pasBépTkn uHTepdenca RS-170 u B opmatax MexagyHapoaHoro
KOHCYNbTaTMBHOIO KOMUTETA NO pagvoBELLaHuIo, Kagp cos3gaeTcs M3 ABYX OoTAenbHbIX obnacrten
FNIMHNIA YepecCTPoYHON pa3BepTkn 262.5 unn 312.5 Ha vactote 60 unm 50 My gna Toro, 4ToObLI
chopmupoBaTtb MOMHbLIA Kagp, KOTOpbIM 0TOBpasnTcsa Ha akpaHe Ha yactote 30 wnm 25 ly. B
Buaeokamepax C MNpOrpecCUBHOM pPa3BepTKOW Kaxabl Kagp CKaHUPYeTCA MOCTPOYHO U He

ABNAETCH YEPECCTPOUHbIM; GONBLUMHCTBO M3 HUX OTOBpaxaeTcsa Ha yactoTe 30 1 25 Ny,

FTP (File Transfer Protocol / [lpoTtokon nepepaum cannoB) — 3TO NPOTOKON

NPUoXeHUs, KOTOpbIM ucnonb3dyet Habop npotokonoB TCP / IP. OH ucnonb3yetcs, 4ToObI
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obmeHuBaeTca dannamm  Mexay KomnbroTepamu/yctponctsamm B cetu. FTP  nossonsiet

nogknodaTbesa K cepsepam FTP, npocmaTtpmBaTbe COAEPKMMOE KaTanoros W 3arpyxartb ansibl ¢
cepBepa unn Ha cepsep. lNpoTokon FTP oTHOCUTCS K NpOTOKOMNaM MpPUKNagHoOro ypoBHS U ANs
nepegayn gaHHbIX MCNOMNb3yeT TpaHCNOpPTHLINM nNpoTtokon TCP. KomaHabl n gaHHble, B OTNMYMe OT
GonbLUMHCTBA APYrMX NPOTOKOMOB rnepeaarTcs No pasHbiM nopTtam. MopT 20, oTKpbIBaeMbIA Ha
CTOpPOHE cepBepa, Ucnonb3yeTca Ana nepefadn gaHHbelx, nopTt 21 - Ang nepegaym komaHg. MNopt

OnAa npunemMa gaHHbIX KIMMEHTOM onpeaendaeTcda B Anarore corjfiacoBaHuA.

Full-duplex / MNMonHbIM Aynnekc — MNOMHbLIA Aynrekc npencraeBnaeT cobow nepepady
AaHHbIX OAHOBPEMEHHO B ABYX HanpasneHusx. B cucteme 3ByKOBOCNPOM3BEOEHUS 3TO MOXHO
onucaTb, Hanpumep, TenedOoHHbIMU cucTeMamu. Takke nonyayninekcHas cBs3b obecneuvvBaeT

OBYXCTOPOHHKOK CBA3b, HO TOJTIbKO B O4HOM HanpasJlieHNX 3a OOMH pas.

G.711 — crangapT gns npeacraeneHna 8-omutHon komnpeccun PCM (MKM) curHana c
yacTtoTton auckpetusaumm 8000 kagpos/cekyHay u 8 Gut/kagp. Takum obpasom, G.711 kogek

co3aaéT noTtok 64 Koéut/c.

Gain / KoachcdmumeHT ycuneHmsa — KoOah@UUNEHTOM yCUNEHUs SBMSETCS KO3 UUNEHT
YCUNEHNs W 3KCTEeHTa, B KOTOPOM aHanoroBbl YCUNUTENb YCUNUBAET Cuny curHana.
KoadhdmumeHThl ycuneHms o6bl4HO BbipaXatoTcsi B eanHunbax molHocTu. Jeunben (ob) sensetca

Hanbonee ynotpebutenbHbiM CNocoO0M 4Nt UIBMEPEHNS YCUINEHNS YCUIUTENA.

Gateway / MexceTeBOM L3 — MEXCETEBbIM LWMNIO3OM SBMSETCS CeTb, KOTOpas
OEeNCTBYET B Ka4YeCcTBe TOYKM BXoda B APYryto ceTb. Hanpumep, B KopnopaTMBHOW CETU, cepBep
KOMNbIOTEPA, OENCTBYIOLLMA B KadeCTBE MEXCETEBOro LUM3a, 3a4acTylo Takke OeWCTBYeT U B
KayecTBe MPOKCU-CepBepa U cepBepa ceTeBOW 3auTbl. MexceTeBOoW L3 YacTo CBA3aH Kak C
MapLUpyTM3aTOPOM, KOTOPbLIN pacno3HaeT, Kyaa HanpaensaTb NakeT AaHHbIX, KOTOPbIA NPUXOANT B
MEXCETEeBOW LUMO3, TaK U KOMMYTaTOPOM, KOTOPbIN NPeaocTaBnaeT UCTUHHbBIA MapLupyT B U U3

MeXCeTeBOro nko3a anda gaHHOoro naketa.

H.264 — 9T0 MexayHapoAHbI CTaHO4apT KOAMPOBaHWUS ayaumo U BUAEO, (Apyroe Ha3BaHue
'"MPEG-4 part 10' unn AVC (Advanced Video Coding)). [lJaHHbI cTaHOapT COOAepXUT pan HOBbIX
BO3MOXHOCTEMN, MO3BONALWMX 3HAYUTENBHO MOBbLICUTL 3MMEKTUBHOCTL CKaTuUA BUOEO Mo
cpaBHeHuto ¢ bonee paHHuUMu ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
BonbLyo MMBKOCTL MPUMEHEHN B pasHOObpasHbIX ceTeBbIX cpedax. Micnonb3yetcs B LMdpoBOM

TenesunaeHun Bbicokoro paspewerus (HDTV) n Bo MHOrux gpyrmux obnacrsax umdpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / NMpoTokon nepegayn runeptekcra) — 3To Habop
npasun no obmeHy cannamm (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- U APYrMMU

MynbTumegua cavnamm) B cetu. lNpoTtokon HTTP sBnseTca npoTOKONOM BbICLLErO YPOBHSA B
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cemenctee npotokonoB TCP/IP. B gaHHOM npoTokone nobon nakeT nepefaetcs 40 NONyyYeHus

noateepXxXaeHna o ero npaBniibHOM npuneme.

HTTPS (Hypertext Transfer Protocol Secure / 3awuwéHHbIA NPOTOKON nepepayun
runeprekcTa) — pacwumpeHue npotokona HTTP, nogaoepxusatowee wudgpoBaHue. [daHHble,
nepefasaemMble Mo npotokony HTTP, «ynakoBbiBalOTCA» B KpunTtorpadpuyeckuin npotokon SSL
unn TLS, Tem cambiM obecnevnBaeTca 3aluuTa 3TUX AaHHbIX. B otnuumne ot HTTP, ana HTTPS no

ymon4anuio ucnonsdyetcs TCP-nopt 443.

Hub / CeTeBOM KOHLUEHTPATOP - CETEBON KOHLEHTPATOP MCNOMNb3yeTcs AN NOAKNHYEHNS
MHOFOYMCMEHHbIX YCTPONCTB K ceTn. CeTeBOM KOHLEHTpPATOp NepenaeT BCe AaHHbIE B YCTPOWUCTBA,
NOAKMOYEHHbIE K HEMY, TOrAa Kak KOMMYTaTOp TOSNbKO nNepedaeT OaHHble B YCTPOMCTBO, KOTOpoe

cneuwnanbHO npeaHa3Ha4vyeHo a4 Hero.

ICMP (Internet Control Message Protocol / MexceTteBon NpOTOKON ynpaBnsOLMX
coobuweHun) — ceTeBor NPOTOKOS, BXoasawmn B ctek npotokonioB TCP/IP. B ocHoBHoM ICMP
ncnonb3yeTcs Ans nepegadn cooblleHun o6 owmnbKkax M OpYrux WUCKMYUTENBbHBbIX CUTyauusx,
BO3HUKLUMX NPV Nepeaaye AaHHbIX, HanpyMep, 3anpaluinBaemasi ycnyra HegocTyrnHa unm XocT unm

MapLUpyTM3aTop He OTBeYaloT.

IEEE 802.11 / Ctanpapt IEEE 802.11 — 370 ceMeNncTBO cTaHAapToB ANt 6eCnpoBOAHbIX
nokanbHbix ceten. Ctangapt 802.11 noggepxmBaeT nepedadvy AaHHbIX Ha ckopoctv 1 wunum 2
M6wut/cek Ha nonoce 2.4 [Tu. CraHgapt xe 802.11b 3agaeT ckopocTb nepegadn AaHHbix 11
M6wuTt/cek Ha nonoce 2.4 [Ty, B TO BpeMsa kak ctaHgapT 802.11a no3BondeT 3agaTtb CKOPOCTb OO0

54 MbwuT/cek. Ha nonoce 5 L.

Interlaced video / YepeccTpouyHasa pa3BepTka — 3TO BMAEO3anuCb CO CKOpocTbio 50
n3obpaxeHnin (Has3biBaeMbIX NONAMUN) B CEKYHAY, M3 KOTOPbIX Kaxable 2 nocneaoBaTeribHbIX Nons
(nonykagpa) 3atem obbeauHsawTca B 1 kagp. YepecctpodHas passepTka Obina paspabotaHa
MHOrO NeT Ha3af Ans aHanoroBoro TeNeBUAEHUS N A0 CUX MOop LUMPOKO npumeHsieTcs. OHa paeT
Xopowme pesynbTaTbl NPU NPOCMOTPE ABWXKEHWUS B CTaHOAPTHOM M300pakeHun, XOoTs Bcerga

CYLLECTBYET HEKOTOPOE UCKaXXEHNE N300paKeHUs!.

Internet Explorer (IE) — cepusa 6pay3epoB, pa3pabatbiBaemas kopnopaunen Microsoft ¢
1995 roga. BxoamTt B KOMMMEKT onepaunoHHbix cuctem cemencrtea Windows. AsnseTtcsa Hanbonee

LLIMPOKO MCnonb3yemMbiM Beb-6paysepom.

IP 66 (Ingress Protection) — 370 cTaHAapT 3awWmTbl 060PYAOBaHUSA, KOTOPbLIN OMNUCbIBaET
nblfie- U Bnaro- 3awuTy kamepbl BuaeoHabnwogeHus. epas umndpa obo3HayvaeT ypoBeHb
3almMTbl OT nonagaHus TBEpAbIX YacTuy (Hanpumep, umdpa 6 o6o3HavaeT NOMHOE UCKIoYeHue

nonagaHus nbinun). Btopasi undpa ob6o3HayaeT ypoBeHb 3aliMTbl OT MOMNafaHus XUOKOCTEN
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(Hanpumep, umdpa 6 obosHavyaeT GesynpeyHy paboTy Kamepbl NpU BO34ENCTBMM MACCUBHbIX

BOAAHbLIX MOTOKOB BOAbI NI Bpe€MEeHHOM 06nvn3ava|.)

IP-kamepa — uUMdpoBas BuAeokamepa, OCOBEHHOCTBbIO KOTOpOW SIBMsSieTCs nepegaya

BugeonoToka B undgposom dhopmaTte no cetn Ethernet, ncnonsaytowen npotokon IP.

JPEG (Joint Photographic Experts Group / Cranpapt O6beauHeHHOM rpynnbl
aKcneptoB B obnactu c¢otorpachmn) — oavH M3 NONyNsipHbIX rpaduyeckux opmaTos,
NPUMEHSIEMbIN ONs1 XPaHEHMST POTOM300paKeHnn N NogobHbIX UM n3obpaxkeHuin. Mpu cozgaHnm
n3obpaxerma JPEG nmeeTcsi BOBMOXXHOCTb HACTPOWMKM MCMONb3yeMOoro KoddduumeHTa cxaTus.
Tak kak npu OGonee HU3KOM KOIPPUUMEHTE CXaTua (T.e. CaMOM BbICOKOM KayecTBe)
yBenuumnBaeTca obbem barnna, cylecTByeT BbIOOp Mexay KayecTBOM n3obpaxeHus n obbemom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa namepeHusi CKOpOCTU NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOT0p017| onpeaeneHHoe Konn4ectBo outoB npoxoaaT 3adaHHYHK TOYKY.

LAN (Local Area Network / llokanbHasa BblYMCNUTENbHAsA CeTb) — KOMMNbIOTEPHAs CeTb,
nokpblBatoLasi 06bI4HO OTHOCUTENBHO HEBOMbLUYID TEPPUTOPUIO NN HEBOMbLUYD rPynny 34aHUN

(aom, odouc, bmpmy, MHCTUTYT), TO ECTb ONPEeaENEHHYI0 reorpadunyeckyo 30Hy.

Lux / Jllokc — eauHuua mamepeHus ocsellleHHocTu. OnpeaenseTcsa Kak OCBELLEHHOCTb
MOBEPXHOCTU Nrowaabio 1 KB.M. CBETOBbIM MOTOKOM 1 nioMeH. Vcnonb3yeTca ans 0603HayYeHus

YYBCTBUTEJIbHOCTU KaMep.

MAC-agpec (Media Access Control address / AnnapaTHbIin agpec YCTPOUCTBA) — 3TO
YHUKanbHbIN WOEHTUUKATOP NPUCOEJMHEHHOIO K CeTU YCTPOWCTBA UMK, TOMHEee, ero nHTepdenc

a4 NoAKNKYEeHUA K CeTU.

Mbit/s (Megabits per second / M6ut/cek) — 3TO Mepa M3MepeHUs CKOPOCTM MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, Ha KOTOPOW BUTLI NPOXOAAT 3a4aHHYI0 TOUKY. ATOT napameTp 06bI4HO
ncnonb3yeTtcsl, YTobbl NpPeacTaBUTb «CKOPOCTb» CeTU. JlokanbHas ceTb AOMkHa paboTtaTb Ha

ckopoctn 10 unmn 100 Mout/cek.

MJPEG (Motion JPEG) — nokagpoBbii MeTOd BUAEOCKATUS,, OCHOBHOW OCOOEHHOCTbIO
KOTOPOro SIBMSAETCA CXaTue Kaxdoro OTAENbHOro Kagpa BMAEONOTOKa C MOMOLLLI anroputMa
ckatna wusobpaxeHmn JPEG. lMpu cokatum metogom MJIPEG wmexkagpoBas pasHuua He

Y4nUTbIBAETCA.

MPEG-4 — 310 MeXayHapoaHbl CTaHgapT, UCMONb3yeMbll MPeNnMyLLLECTBEHHO AN CxXaTus
undcpposoro ayamo u Bugeo. CrtanHgapt MPEG-4 B OCHOBHOM WCMOMb3yeTcs And BeLaHus
(noTokoBOE BMAEO), 3anUcKM OUNbMOB Ha KOMMAKT-AUCKW, BugeoTenedoHun (BugeotenedoH) u

LLMPOKOBELLaHNA, B KOTOPbIX akKTUBHO UCMNONb3YyETCA CXKaTue LI,I/ICprBbIX BMOeo N 3ByKa.

PykoBoacTBo no nogkno4veHuto IP-kamepbl SV3210RCB

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




Be\.UARD Ilpunosxcenus

Multicast / FpynnoBasa nepega4a — cneunanbHaa oopma LUMPOKOBELLAHUSA, NPU KOTOPOM

KOMUM MakeToB HanpaBndaAwTCsA onpedenéHHoMy nogMHOXeCTBY agpecaTtoB. Hapsagy c
NPUNOXEHNAMM, YCTaHaBNMBAKOWNMKN CBSA3b MeXQY WCTOYHMKOM W OAHWM Mony4vaTenem,
CYLLLECTBYIOT Takve NpunoxeHus, rae tpebyetcs, 4Tobbl MCTOYHMK NOCbINan nHpopmMaumo cpasy
roynne nonydatrenen. [lpu TpaguumoHHon TexHonornn |IP-agpecauun TpebyeTcs Kaxgomy
nonyyaTtento WUHgopmalmmM nocrnatb CBOM MaKeT AaHHbIX, TO €CTb OfHa U Ta Xe WHdopmaLms
nepegaeTcsi MHOro pas. TexHonorusi rpynnoBon agpecauun npeacraenseT cobon pacwmpenune IP-
agpecaumu, No3BosiALLEe HanpaBUTb OOHY KOMUIO NakeTa cpaldy BceM nonydarensam. MHoXecTBo
nonyyaTenen onpegenseTcs NPUHAANEXHOCTbIO KaXKO0ro U3 HUX K KOHKpeTHOW rpynne. Paccbinky
OIS KOHKPETHOW rpynmbl NOMy4YatoT TOMBKO YfeHbl 3TON rpynnbl.

TexHonorus IP Multicast npegoctaenseT psa CyLweCTBEHHbIX MPENMYLLECTB MO CPaBHEHMIO
C TPagMLUMOHHBbIM Noaxoaom. Hanpumep, aobaBneHne HOBbIX NONb3oBaTenen He BrneveT 3a cobon
Heobxoaumoe yBennyeHne nponyckHoM CnoCOBHOCTM ceTu. 3HauYnTENbHO COKpallaeTCsl Harpyska
Ha nocbiNnalvwWwun cepBep, KOTOpbli OGonblle He [OOMKEeH noadepXmBaTb  MHOXECTBO

[ABYXCTOPOHHUX COeaUHEHWUIA.

[na peanusauuu rpynnoBov agpecauun B IOKaNbHOW CeTn HeobXoauMbl: MNOoaOEpXKKa
rpynnoBon agpecauun ctekom npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP
ANA OTNpaBKK 3anpoca O NPUCOeUHEHNM K rpynne 1 NoydeHur rpynnoBoro Tpaduka, NoaaepKka
rpynnoBon agpecaumm CeTeBOM KapTOW, NPUroXeHue, UCnosb3ylowee rpynnoByd agpecauuio,
Hanpumep, BUAEOKOHdepeHUnda. TexHonorna «MynbTukacT» mcnonb3yeT agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTca craTudeckas M AWHaMudeckas agpecauusi. [Npumepom
cTaTudeckmx agpecoB aBngawTcsa 224.0.0.1 — agpec rpynnbl, BKkrovawowen B ceba Bce ysnbl
nokanoHon cetn, 224.0.0.2 — BCce MapLlpyTu3aTopbl fokanbHOW ceTu. [uana3oH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [Ans MPOTOKOMOB MapLIpyTUsauun u  Opyrux
HU3KOYPOBHEBLIX MPOTOKOMOB MOAAEPXKW rpynnosBon agpecauun. OcTanbHble agpeca
OVWHAMUYECKM  UCMOMb3YTCA  NpunoXeHuamu. Ha  cerogHAWHWM  AeHb  BOMbLUMHCTBO
MapLUpyTM3aTOPOB NOAAEPKMBAIOT ATY ONUMIO (B MEHIO 0BbIYHO eCTb onums, paspewatowaa IGMP

NPOTOKON NN MYInbTU KaCT).

NTP (Network Time Protocol / lNpoTokon cuHXpOHU3auuMM BpPeMeHu) — CeTeBON
NPOTOKON ANsi CUHXPOHM3AUUN BPEMEHU C ucnonb3oBaHnem ceten. NTP ncnonb3yeTt ansa csoen

paboTbl npoTtokon UDP.

NTSC (National Television System Committee / Ctanpgapt NTSC) — ctaHgapt NTSC
SIBMSIETCH TENEBM3NOHHbLIM 1 BuaeocTaHgaptom B CLUA. Ctangapt NTSC pgoctaensieT 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacnesow cTaH4apT, OnpeaensoLnin

NPOTOKOMbl B3aMMOAEWNCTBUSA TaKUX YCTPOWCTB, Kak IP-kamepbl, BUaeoperncTpatopbl U CUCTEMBI
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ynpasneHna Bugeo. MexayHapogHbelh (opyMm, CO3daBlWIMA - [aHHbIA - CTaHOapT, OCHOBaH

komnaHuamm Axis Communications, Bosch Security Systems n Sony B 2008 rogy c uenbto

pa3paboTku U pacnpoCTpaHEeHUs! OTKPLITOro CTaHAapTa AN CUCTEM CeTEBOro BUAEOHabNoaeHUs.

PAL (Phase Alternating Line / TeneBuanoHHbin ctaHgapt PAL) — TeneBu3MOHHbIN
ctaHgapT PAL saBndaetcs npeobnagalowmm TeneBM3MOHHbIM CTaHOapTOM B cTpaHax EBponbl.

TeneBun3anoHHbIN ctaHgapT PAL goctaensieT 625 cTpok B kKagpe Ha 25 k/cek.

PoE (Power over Ethernet / NutaHne 4yepe3 Ethernet) — TexHonornsa, nossonstoLuas
nepegaBaTb yAanéHHOMY YCTPOMCTBY BMECTE C [OaHHbIMU JMEKTPUYECKYIO 3JHEPruio 4vepes

cTaHgapTHYto BUTYHO napy B ceTu Ethernet.

Port / MopT — wnoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHbBIN pPECYpPC, BbIAENSEMbIN
NPUSTOXKEHMWIO, BLINOSIHAEMOMY Ha HEKOTOPOM CETEBOM XOCTe, AN CBA3U C MPUMOXKEHUAMMU,
BbIMOMHSAEMbIMU Ha APYrMX CeTEBbIX XOCTax (B TOM YMCne C OPYrMMU MPUMNOKEHUAMM Ha 3TOM Xe
xocte). B 0BblYHOM KNMEHT-CEpPBEPHON MOAENM NpUNoXeHne nNnbo oXuaaeT BXOASALWMX OaAHHbIX
UnM 3anpoca Ha coeauHeHue («crywaeT nopT»), NMbo nocbilaeT AdaHHble WK 3anpoc Ha

COeAMHEHNE Ha U3BECTHbIV NOPT, OTKPLITHIN NPUNOXKEHNEM-CEPBEPOM.

PPP (Mpotokon ABYXTOYEYHOro COEAMHEHWUA) — TMPOTOKOM,  MO3BOSIAIOLLNIA
ncnonb3oBaTb MHTEpdENC nocrnefoBaTenbHOW nepegavn ANns CBA3WM Mexay ABYMsi ceTeBbIMU

ycTponcteamun. Hanpumep, nogkntoyeHune MK Kk cepBepy nocpeactsomM TenieOHHON NTIMHNN.

PPPoE (Point-to-Point Protocol / lpoTokon coeauHEHUA «TO4YKa - TOYKa») — NPOTOKON
Ons  nogknioyeHna  nonb3oBaTenen cetu crtaHpapta Ethernet k WHTepHety uepes
LUMPOKOMONOCHOE CoeaAMHEHNe, Takoe kak NuHna DSL, 6ecnpoBogHOe YCTPOMCTBO U KabernbHbI
mogem. C nomoulbto PPPOE 1 LUMpoOKONONoCHOro Mogema nosib3oBaTenn nokanbHOW ceTn MoryT
nony4atb OOCTYNn C MHAMBMAOYanbHOW MPOBEPKOW MOAMMHHOCTM K BbICOKOCKOPOCTHLIM CETAM
OaHHbIX. ObbeauHaa Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneunBaeT 3EKTMBHLIN CNOCO6 Co3aaHMsa OTAENbHbIX COEANHEHWI C yaaNEeHHbIM CEpBEPOM

OnNnaA KaXaoro nosib3oBarternd.

Progressive scan / lporpeccuBHoe CKaHMpPOBaHME — 3TO TEXHOMOrMA nNpeacTaBneHus
KagpoB B BMOEOHAOMOAEHUN, NP KOTOPOM Kaxabl Kagp BOCNPOU3BOAUTCA MO OAHOW NUHUKU B
nopsgke WX pasMeLleHns Kaxkayl LecTHaguaTylo [OoMf  CekyHabl. TO eCcTb CHadyana
nokasbiBaeTcs NUHKUA 1, 3atem 2, 3aTeM 3 U Tak ganee. Takum obpasom, n3obpaxeHne He BbeTcs
Ha oTAernbHble nonykagpbl. B aToM criyyae nOMAHOCTbIO mcyesaeT adhdekT MepuaHusi, No3ToMy

Ka4eCTBO OTCHATOro BMaAeo nony4yaetca ©onee BLICOKMM.

RJ45 — yHMUUMPOBAHHbLIM pas3béM, UCMOMNb3YyeMbld B TENEeKOMMYyHWKauusx, umeet 8

KoHTakTOB. McnonbayeTca ansa co3ganus JIBC ¢ ucnonb3oBaHnemM 4-napHbix kabenewn BUTON napbl.
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Router / MapwpyTtusatop — 3TO YCTPOWCTBO, KOTOPOE onpedensieT TouKy Gnvkanwen

CeTu, B KOTOPYI MakeT AaHHbIX AOMKeH OblTb HanmpaBneH Kak B CBOW OKOHYATEMNbHbIA MYyHKT
Ha3HadeHns. MapwpyTmu3atop co3gaeT uW/wnu  NoAaAepXkuBaeT  crneuuwanbHylo  Tabnuuy
MapLUpyTU3aLMmK, KOTopasi CoXpaHsieT MHOopMaLMio, Kak TONMbKO OHa AOCTMraeT onpeneneHHbIX
MYHKTOB HasHayeHusl. WMHorga MaplupyTM3aTop BKMAOYEH B KayecTBe 4YacTu CeTeBOoro

KOMMYTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIN NPOTOKON B peXnMe peanbHOro
BpeMeHMu) — 310 npoTtokon IP ona nepegayv gaHHbIX (Hanpymep, ayguo unv BUAEO) B pexume
peanbHoro BpemeHu. NMpoTtokon RTP nepeHocUT B CBOEM 3arofioBke AaHHble, HeobxoanMble NS
BOCCTAHOBIIEHUSA rofloca Unu BuOeonsobpaxeHna B NPUEMHOM y3rie, a Takke [aHHble O Tune
koauposaHua nHgpopmauumn (JPEG, MPEG n 1. n.). B 3aronoBke gaHHOro npoTokona, B YaCTHOCTH,
nepenaroTcs BpeMeHHas MeTka M HOMep nakeTa. OTW napameTpbl NO3BONSAIOT NPU MUHUMAMbHbIX
3agepxkax onpefenutb MOpPsSAOK WU MOMEHT AEKOAMPOBaHUS KaXkOoro mnaketa, a Takke
WMHTEpPNoONMpoBaTb NMOTEPsiHHbIE NakeTbl. B kayecTBe Hwxenexailero nNpoTokona TPaHCNOPTHOro

YPOBHS, KaK NnpaBumno, ucrnonbayetca npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepepsayn NOTOKOB B pexume
peanbHOro BpeMeHU) — 3TO NPOTOKON YNpaBreHusl, KOTOPbIN CAYKUT OCHOBOM ANSA cornacoBaHuns
TPaHCMNOPTHbLIX NPOTOKONOB, Takux Kak RTP, MHoroagpecHomn unn ogHoagpecHon nepegayv v ons
cornacoBaHuns ucnonb3yembix kogekoB. RTSP MoxHO paccmaTpuBaTb Kak nynbT AUCTAHUMOHHOMO
yrnpaBneHnss NoTokaMu OaHHbIX, NpegocTaBnseMbiMu cepsepoM MynbTumeana. Cepsepbl RTSP
00blMHO wucnonb3ytoT RTP B KayecTBe cTaHAapTHOro MpOTOKONa And nepedadn aygumo- U

BUOEOAAHHbIX.

SD (Secure Digital Memory Card/ kapta namatm TMna SD) — cdopmaT kapTbl naw-
namaTy, paspaboTaHHbI Afs UCMOMb30BaHWA B OCHOBHOM B MOPTATMBHbLIX YyCTpoucTBax. Ha
CEroAHAWHMA OeHb LUMPOKO MCMOMNb3yeTcsa B UMAPOBLIX YCTPOUCTBAX, Hanpumep: B
oToannapaTtax, MoOMNbHbIX TenedgoHax, KIIK, koMmmyHukaTopax W cmapTdoHax, GPS-

HaBuUratTopax, BuaeokamMepax n B HEKOTOPbIX UTPOBbLIX NMPUCTaBKax.

Shutter / OnNeKTPOHHbIM 3aTBOP — 3TO 9MNEMEHT MaTpuubl, KOTOPbLIA MO3BONSET
perynupoBaTb BpeMsi HaKOMMEHWs 3JNeKTpU4eckoro 3apsiga. OTa JdeTanb OTBevyaeT 3a
ONMTENBHOCTb BLIAEPXKKM U KONMYECTBO CBETA, NOMaBLUEro Ha Matpuuy nepes hopMUpPOBaAHNEM

n3obpaxxkeHus.

SMTP (Simple Mail Transfer Protocol / lNpocTon npoTokon nepegayu MNoOYTbl) —
npotokon SMTP wucnonb3dyetcs AN OTCbIMKM W MNOMYYEHUS SNEeKTPOHHOM noyTbl. OpgHako
MOCKOJIbKY OH SIBMIAAETCHA «MNPOCTbIM» NO CBOEN CTPYKTYpEe, TO OH OrPaHUY4eH B CBOEN BO3MOXHOCTU
MO BMECTMMOCTU COOOLLEHUI Ha Mony4varLlem KOHUE, U OH OBbIMHO UCMNOMNb3yeTcst C OOAHUM U3

ABYX Apyrmux npotokonos, POP3 nnn npoToKkonomM MHTEPAKTMBHOIO AOCTyNa K 3N1EKTPOHHOW no4Tte
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(npoTtokon IMAP). 3Tu npoTOKOMbl MO3BOMSOT NONb30BATEN COXPaHATH COOOLLEHMS B MOYTOBOM

ALLVKe cepBepa 1 Nepuoanyeckin 3arpyxarb UX U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / [poTokon 3awuLieHHbIX
cokeToB / poTokon TPaHCMOPTHOro YPOBHA) — 3TW ABa NpoTokona (npotokon SSL asndeTtca
npuemMHUKOM npoTokona TSL) 4aBndaTca  Kpuntorpaduyeckumy  MpOTOKONamu,  KoTopble
obecneunBatoT 6e3onacHyto cBA3b B ceTu. B 6onblumMHCcTBE cnyyaeB npoTtokon SSL ncnonb3yetcs
yepes npotokon HTTP, 4yToGbl chopmMmpoBaTh NPOTOKON 3alUMLLEHHOW MNepedadn runepTekcTa
(npotokon HTTPS) B kayecTBe MCMNOMNb30BaHHOMO, Hanpumep, B MHTepHeTe Ons OCyLeCcTBAEHUs
(PUHAHCOBLIX TpaH3akuuin B 3nekTpoHHoM Buae. [poTokon SSL ucnonb3yeT cepTudukaTbl

OTKPbITOIo KpVII'ITOFpad)I/l‘-IeCKOFO Knto4a, 4ToObI noareepXxgatb MOEHTUYHOCTb cepBepa.

Subnet mask / Macka nogcetn — GuTOBasd Macka, onpegensiowiasi, kakass yactb IP-
agpeca ysna ceTu OTHOCUTCA K agpecy CeTu, a Kakas — K agpecy camMoro ys3na B 3TOW CeTW.
Hanpumep, y3en c IP-agpecom 192.168.0.99 n mackon nogcetun 255.255.255.0 HaxoguTcsa B cetu
192.168.0.0.

Switch / KommyTatop — KOMMyTaTOpoM S$BMSIETCA CETEeBOE YCTPOWCTBO, KOTOpoe
coefVHSAEeT CErMeHTbl CEeTU BMeCTe U KOTopoe BblbvpaeT MapLipyT ANS Nepechiikn YyCTPOUCTBOM
OaHHbIX K ero onwkanwemy nonydatento. OOblMHO KOMMyTaTop fABnAeTcA Goriee npocTbiM U
Bonee ObICTPbIM MEXaHU3MOM, YEM CETEBOW MapLupyTusaTop. HekoTopble KOMMyTaTopbl UMEIT

dOYHKUUIO MapLipyTmUsaTopa.

TCP (Transmission Control Protocol / MpoTokon ynpaBneHus nepepayen) — oomH 13
OCHOBHbIX CeTeBbIX MPOTOKONOB WHTepHeTa, npefHasHayeHHbIn ONs ynpaBrieHusa nepegaden
AaHHbIX B ceTax u nogcetsix TCP/IP. TCP - 3To TpaHCNOPTHLIN MeXaHu3M, NpedoCTaBMsoLWNNA
MOTOK [aHHbIX C NPeABapUTENbHON YCTaHOBKOW COEAMHEHUS, 3a CHET STOro AatoLLmii YBEPEHHOCTb
B [AOCTOBEPHOCTU MOJSlydaeMblX AaHHbIX, OCYLLEeCTBNSET MOBTOPHbIA 3anpoC AaHHbIX B Chny4dae
noTepu AaHHbIX W yCTpaHseT AybnupoBaHue npu nosyvyeHun OByX KOMMKM OAHOro naketa (CMm.
Takke T/TCP).

TTL (Time to live) — npegenbHbIi Nepnog BPEMEHU UM YMCINO UTEpPaALMIA UKW MEPEXOOOB,
3a KOTOpbIN Habop AaHHbIX (NakeT) MOXeT CyleCcTBOBaTb [0 CBOEro MCYE3HOBEHUSA. 3Ha4veHue
TTL moXeT paccMmaTpmBaTbCs Kak BEPXHAS rpaHuLa BPEMEHUN CyLlecTBOBaHUA IP-gentarpammel B
cetu. lNone TTL ycTtaHaBnvBaeTca oTnpaButTenemMm gentarpaMmmbl U YMEHbLUIAETCH KaXablM Y35IOM
(Hanpumep, MapwpyTU3aToOpoM) Ha MNyTW ero crefoBaHWsi, B COOTBETCTBMM CO BPEMEHEM
npebbiBaHMs B [OaHHOM YCTPOWCTBE MMM COrnacHo npoTtokony obpaboTtkn. Ecnm none TTL
CT@HOBUTCS pPaBHbIM HYrO 4O TOro, Kak gevTarpamMmma npubyaeTt B NyHKT HasHaveHusl, TO Takas
aentarpamma oTbpacbiBaetca u  otnpasutento otcbinaetca ICMP-naket ¢ kogom 11 —

«[MpeBblLLEeHe BPEMEHHOTO MHTEepBana.
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UDP (User Datagram Protocol / lpotokon pentarpamm nonb3oBaTens) — 3TO

npoTtokonn obmMeHa [faHHbIMM C  OrpaHMYEeHUsIMM Ha MNepechiiaeMble AaHHble MO  CEeTw,
ncrnoneayowen npotokon |IP. lNpotokon UDP saensietcs anbTepHatuBown npotokony TCP.
Mpenmywecteo npotokona UDP coctouT B TOM, 4TO Ans HeEro HeobsAsaTesibHa AOCTaBKka BCeEX
AaHHBIX N HEKOTOpbIe MakeTbl MOryT ObITb NPOMYyLEHbl, ECNN CETb NeperpyxeHa. 3T0 0COGEHHO
yaobHO npu nepepaye BugeomaTepuanoB B pPeXMME peanibHOro BPEMEHW, NOCKOMbKY HE UMeeT
CMbiCnia MOBTOPHO MepefaBaTh YCTapeBLUY WHGOpMaumio, KoTopas Bce paBHO He Oyaet

oToOpaxeHa.

UPnP (Universal Plug and Play) — TexHonorus, nosBofsowasi nepcoHasnbHbIM
KOMMbIOTEPAM U MHTENNEKTyanbHbIM CETEBLIM CUCTEMAM (HanNpuMMep, OXpaHHOMY 06opya0BaHMIO,
pasBrekaTteflbHbIM  YCTPOMCTBAM WM UHTEPHET-LUN03aM) COeauHATbCA  Mexay  cobon
aBTOMaTMyeckn n paboTaTb COBMECTHO 4epe3 eauHyt ceTb. [Mnatdopma UPnP ctpoutcs Ha
OCHOBE TaKMX WHTepHeT-cTaHgapTtoB, kak TCP/IP, HTTP wu XML. TexHonorms UPnP
nogaepxunBaeT ceTeBble MHAPACTPYKTYpbl MpakTUYeckn noboro Tuna - Kak NpoBOAHblE, TaK U
OecnpoBoaHbie. B 1x yncno, B 4acTHOCTW, BXOaAT kabenbHbin Ethernet, 6ecnposoaHbie cetn Wi-
Fi, ceTu Ha ocHoBe TeneMOHHbLIX JIMHUA, NUHUIA anekTponuTaHua u np. lNoggepxka UPNP

peann3oBaHa B onepaunoHHbIx cuctemax Windows.

URL (Uniform Resource Locator / EpauHbIM yKasaTenb pecypcoB) — 370

CTaHgapTM3MpOBaHHBINA cnocob 3anucy agpeca pecypca B cetn MHTepHeT.

WAP (Wireless Application Protocol / BecnpoBoaHon NpoToKon nepeaayvm AaHHbIX) —
NMPOTOKON, CO34aHHbIM cneumanbHo Ana  GSM-ceTen, rgoe HYXHO YyCTaHaBnuBaTb CBSA3b
nopTaTMBHbLIX YCTPOMCTB C ceTbto WHTepHeT. C nomowbio WAP nonb3oBaTenbs MOOWUIBHOro

YCTPOWCTBA MOXET 3arpyaTtb U3 ceTu VIHTepHeT ntobble UMdpoBbIE AAHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmm HTTP-3anpockl OT KIMEHTOB,
06bl4HO Beb-6paysepos, U Bbigarowmin um HTTP-otBeThl, 06bIMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxkeHneMm, pannom, Meamna-noTokoM U ApYrMMn AaHHbIMMN.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBogHas TOYHOCTb») — TOProBas Mapka
npombiwneHHon rpynnbl «Wi-Fi Alliance» ana 6ecnpoBogHbix ceTen Ha 6ase ctaHgapta |IEEE
802.11. Jlwoboe obopynoBaHue, cooTBeTcTBylOWee cTaHgapty IEEE 802.11, moxeTr ObiTb
npotectupoBaHo B Wi-Fi Alliance gna nonyyeHus COOTBETCTBYOLLEro ceptudmkata M npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / BecnpoBogHasa LAN — 310 6ecnpoBogHas nokanbHasi ceTb, MCNOMb3yloLwas B
Ka4yecTBe HOCUTEMNS paauOoBOIIHbLI: 6eCcnpoBOAHOE MOAKMOYEHMNE K CETM KOHEYHOIO NONb30BaTENS.

[na OCHOBHOW CEeTEBOW CTPYKTYPbl OOLIYHO MCMONb3yeTcHa kKabenbHOe CoeAnHEHME.
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WPS (Wi-Fi Protected Setup) — ctaHgapT, npeAHa3HayYeHHbIN Ans noryaBToOMaTU4eCcKoro

co3gaHusa 6ecnpoBogHON JoMallHen ceTu. [poTokon npmsBaH oka3aTb NOMOLLb MONb30BaTENSIM,

KoTopble He o06nagatT LMPOKMMM 3HaHUSMKU O BGesonacHocTU B GecnpoBOAHbIX CETSX, U Kak
CcneacTBMe, UMEIDT CITOXHOCTU Mpu ocyllecTeBneHnn HacTpoek. WPS aBTomaTuyeckn obo3HavaeT
UMS ceTU U 3agaeT LWwundpoBaHue, Ans 3alMTbl OT HECAHKLMOHMPOBAHHOIO AOCTyna B CETb, Mpu

3TOM HET H606XO,EI,I/IMOCTI/1 BPY4YHYHO 3alaBaTb BCE NMNapaMeTpbl.

Anroputm cxatus Buaeo — 3TO METOAMKa YMeHblleHust pasmepa danmna umndposon
BMaeos3annucu nocpeacTBoOM yaarneHuss rpauyeckux 9NemMeHTOB, He  BOCMpUHUMaeMblX

YernoBe4YeCKMM rna3oMm.

BapudokanbHbin 06BLEKTUB — OObLEKTMB, MO3BOMSOWMIA UCMNONb30BaTb PasfiMyHbIe
POKYCHble pPacCTOsiHUS B MPOTMBOMOSIOXKHOCTL OOBLEKTMBY C  (PUKCMPOBAHHLIM  (POKYCHbIM

paccToAaHnem, KOTOprVI ncnonb3yeT Nnlb 04HO PacCToAHUE.

Butasa napa - Bug kabens cBs3W, npegctaBnsieT cobon OAgHY WM HEcKonbko nap
N30NNPOBAHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COGOW, MOKPbLIThIX MIACTUKOBOW O0GOMOYKON.
CBuBaHME NPOBOAHUKOB MPOU3BOAUTCS C LIEMb MOBLILEHUST CTEMNeHW CBA3W Mexay cobow
NPOBOAHMKOB OZHOW Napbl (ANeKTpoMarHMTHasi noMexa OfAMHAKOBO BnusieT Ha oba nposoaa napbl)
M NOCNEeAYLEro YMeHbLUEHNUS1 3NEKTPOMArHUTHbIX NMOMEX OT BHELUHMX WCTOYHWMKOB, a Takke

B3aVMHbIX HABOZOK Npu nepeaade andgepeHumanbHbiX CUrHanos.

BblAep)KKa — WHTepBall BpeMeHU, B Te4eHne KOTOPOro CBeT BO$,EI,€I7ICTByeT Ha y4acCTOK
CBETOYYBCTBUTEIIBHOIO MaTtepuana wuin CBeTOHyBCTBMTeﬂbHOVI mMaTtpuubl And coobLeHns emy

onpenenéHHon aKcnosmunn.

[deTekTop ABUXEHUSA — 3TO annapaTHbIn NMGO NPOrpaMMHbIN MOAYNb, OCHOBHOW 3agaden

KOTOPOro ABndeTcs o6Hapy>|<eHme nepemMeLlarLlLnxca B none 3peHnd Kamepbl 0OBbEKTOB.

[eTekTop caboTtaxa — 3TO NMpOrpamMMHbIA MOAYMb, KOTOPbIA MO3BONsieT ObOHapyxuBaTb
Takme cuTyaumm, Kak: pacOKyCUMpOBKa, NepekpbiTMe UNu 3acsBeuvmBaHue n3obpakeHus, OTBOPOT
Kamepbl, YacTuyHasg noteps curHana. lNpuHUMn OEeWCTBMA OCHOBaH Ha aHanui3e B pexume
peanbHOr0 BpPEeMEHUM W3MEHEHMSI KOHTpacTa IoKanbHbIX Obnacter KagpoB W3 BWMAEOMOTOKA,
nony4yaemMmoro ¢ tenekamepbl-getekropa. [letektop caboTtaxa aBTomaTU4eckn BolibupaeT obnactu
KagpoB, MO KOTOpbIM HEOOXOAMMO OLEeHMBaTb M3MEHEHWE KOHTPACTHOCTU BO BPEMEHM W, ecriv
N3MEHEHME KOHTPACTHOCTM B 3TMX 0ONacTaX NpeBbIlaeT HEKOTOPbIA OTHOCUMTEMbHbLIN MOpPOT,

NPUHNMaET peLlleHne O noTepe «nosie3Horo» suaeocurHana.

Owvacdparma (ot rpey. didphragma — neperopopgka) — 310 OTBepcTMe B OObEKTUBE
Kamepbl, KOTOpoe perynupyeT KONMuMYecTBO CBeTa, nonajawlero Ha martpudy. W3meHeHne
pasmepa AuadparMbl NO3BOMSET KOHTPONMPOBaTb UENbl psaa nokasaTtenen, BaHbIX ONs

nony4yeHmna ka4eCcTtBeHHOro M306pa>|<eH ns.
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JdomMeHHoOe umMsa — 370 onpeaeneHHas 6yKBeHHaﬂ nocrnegoBaTenbHOCTb, 0003HavarLlas

UMsi calTa WM ucnonb3yemasi B MMeHax 3MeKTPOHHbIX MOYTOBbIX SALWMKOB. [JOMEHHble MMeHa
[AaloT BO3MOXHOCTb aJpecaumy UHTEPHET-Y3r0B U PachOSIOXKEHHbIX Ha HWUX CETEBbIX PECYpCOB

(Beb-canToB, cepBEPOB 3NEKTPOHHOM MOYThI, APYrMX cryx6) B yaobHom ans yenoseka opme.

UK-noaceeTtka (MK-npoxekTop) — ycTponcTtBo, obecneymBarollee MNOACBETKY OObekTa

HaGJ'II'O,EI,eHI/IFl C nsny4yeHnem B I/IH(bpaKpaCHOM Anana3oHe.

Kamepa «aeHb/HOYb» — 3TO Bugeokamepa, npegHasHayeHHasa ons padoTbl KpyrinocyToO4YHO
B pPa3HbIX YCNOBMAX OCBELLEHHOCTU. B ycrnoBusix apkon ocBeLLeHHOCTN n3obpaxeHune uBeTHoe. B
TeMHOe BpeMsi CyTOK, KOrga SipKuin CBeT nponagaeT, M HauyMHaloTCA CyMepKu, Mn3obpaxeHue

CTaHOBUTCA ‘-IepHO-GGJ'IOG, B pe3ynbTaTte 4ero noBbilaeTCA YyBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBs3n Kogek aTo 0bblMHO koaep/aekogep. Kogekn vcnonb3yoTcs B
WHTErpMpoOBaHHbIX LENaX WM MUKpocxemax [nAnsi npeobpas3oBaHus aHanoroBblX BUOEO- U
aygvocurHanoB B LmdpoBor cdopmaT anga nocnegyowen nepegadn. Kogek takke npeobpasyet
npuHMMaemMble UN@POBbIE CUrHanbl B aHanoroebli ¢opmat. B kogeke ogHa MMUKpocxema
ncnonb3yeTtcs Ans npeobpasoBaHWs aHanoroBoro curHana B UMdpoBon M LMPOBOro curHana B
aHanoroBbIn. TepMmnH «Kogek» Takke MOXeT OTHOCUTBCH K KOMMNPeccumn/gekomMnpeccun, n B 3ToM
crny4ae oH 06bl4HO O3HaYaeT anropmTM NN KOMMbLIOTEPHYIO NPOrpaMmy Ans YMeHblueHus obbema

dannos n nporpamm.

Hopmaano 3aMKHYTblI€ KOHTAaKTbl — TakKad KOHCTPYKUUA AaT4yUKa, KOTOopasd B NaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, @ B aKTUBHOM — PAa30MKHYTbI€E.

Hopmaano Pa3OMKHYTblI€ KOHTaKTbl — TaKad KOHCTPYKUMA [OaTyuKa, KOTopad B

NacCMBHOM COCTOAHUN MMEET Pa3OMKHYTbIE KOHTAKThbl, a B aKTUBHOM — 3aMKHYTbI€E.

O61bLEeKTMB — 3TO YacTb ONTUYECKOW CUCTEMbI BUAEOHAONOAEHUS, NpeaHasHaYeHHas ans

CbOKyCI/lpOBKI/I NOTOKa CBETa Ha MaTpuue BnaeokamMmepbl.

OTHoOweHue curHan/lym — 4YMCNEHHO onpefensieT cogepXKaHwe napasuTHbIX LYMOB B
curHane. Msmepsaetca B geumbenax (ob). Yem Gonblue 3Ha4yeHME OTHOLIEHUS cUrHan/lwym gns

BuaeocurHana, TeM MeHbLLE MOMEX N UCKaXXEHU nMmeeT M306pa>|<eHme.

Mukcenb — 3TO 0QHAa M3 MHOXECTBA TOYEK, COCTaBNAILWMX undposoe nsobpaxerHue. LiBet

N MHTEHCUBHOCTb KaXXOoro NUKCENs COCTaBMAET KPOLLEYHY 06nacTb N300paxeHus.

MNpokcu-cepsep (Proxy — npeacraButenb, YNONMHOMOYEHHbIM) — cnyxba B
KOMMNbIOTEPHbLIX CETAX, MNO3BOMSAOLWAA KIMEHTaM BbINOMHATL KOCBEHHbIE 3anpocbl K Apyrum
ceTeBbIM crniyxx6am. CHavana KnueHT MOAKMNoYaeTCs K MPOKCU-CepBEpY W 3anpaluvBaeT Kakow-
nmbo pecypc, pacrnornoXeHHbIN Ha Apyrom cepBepe. 3aTteM NpoKkcu-cepBep Nnbo nogknovaeTcs K

yKasaHHOMy cepBepy ¥ MoslyyaeT pecypc y Hero, nubo Bo3BpalaeT pecypc M3 COBCTBEHHOro
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Be\.UARD Ilpunosxcenus

kawa. [Npokcu-cepBep NO3BONSET 3aLUMLLATD KIIMEHTCKUA KOMMBIOTEP OT HEKOTOPbIX CETEBLIX aTak

M noMoraeT CoXpaHATb aHOHUMMHOCTb KITMeHTa.

MpoTtokon — cTaHgapT, onpedensAwwmMn noeegeHne QyHKUMOHanNbHbIX 6510KOB npu
nepegade AdaHHbiX. Popmanu3oBaHHble MpaBuna, onpeaenstowme nocrneaoBaTenibHOCTL W
dopmaTt COOBLLEHNIN, KOTOPbIMW OOMEHMBAKOTCS CETEBbIE KOMIMOHEHTbI, Nexawme Ha OQ4HOM

YPOBHE, HO B pa3HbIX y3nax.

PaspewleHne n3obpaxeHUsa — 3TO KONMYECTBO MUKCENEN (TOYEK) Ha eanHULY nowagmn
n3obpaxeHus. lamepsetca B Meranukcensix unm otobpaxkaetcsa B BUAe ABYX BEMUYUH — BbICOTbI U

LLUMPUHDbI I/1306pa)KeHI/IFI. BhicoTta u LWLMPpUHaA TaKKe B JaHHOM Cllydae U3MepArTCA B NMUKCenAx.

PyyHasa anacpparma — npoTUBOMNONOXKHOCTL aBTOMaTUYEeCKOM anadparmel, T.€. HACTPoOnKa
anadparMbl Kamepbl O0SDKHA BbIMNOMHATBCS BPYYHYH AN PErynMpoBKM KONMYECTBa CBETa,

AJocTurarowiero 4yBCcTBUTESIbHOIO afieMeHTa.

CBeTocuna o6beKTUBA — 3TO XapakTepUCTUKA, NOKa3blBatoLLas, Kakoe KOnmM4ecTBO cBeTa
cnocoGeH nponyckaTtb AaHHbI 00bekTnB. Yem Oornblle MakCUMMarbHbIA OAMaMeTP OTKPbITOM
anadparmbl (MM, COOTBETCTBEHHO, YeM MeHblle F-4ncno), Tem Gornbluee KOnMyecTBO CBeTa

MOXET MonacTb CKBO3b OOBEKTMB Ha (*)OKaJ'IbHy}O NJIOCKOCTb, M TEM Bbille CBeTOCKIA OO bEKTMBA.

Cumnnekc - npu CUMMIEKCHOM CBSA3N CETEBOM Kabenb WM KaHamn CBSA3NW MOXeT

MCNoNnb30BaTbCA AJ14 nepeaadn MHd)OpMaLl,I/II/I TOJNMbKO B OOAHOM HanpasiieHnn.

YnuyHaa Bupgeokamepa — 370 Kamepa BMAeoHabnoaeHus, KOTOpad obnagaeTt Bcemu

HeobX0AMMbIMM XapaKTePUCTUKAMU 3aLLUTbI OT BANSIHUS BHELLHEN cpeabl Ans paboTbl Ha ynuue.

LiBeTHas Bupeokamepa — 9TO Kamepa, KOTopas AaeT uBeTHoe u3obpaxeHue. [lo
onpeaeneHnio MaTpuubl Bugeokamep 4YepHo-benble, a Ans nonyvYeHus LUBETHOro nsobpakeHus
BO3MNe KaKOoW A4elrku mMaTpuubl OpMUPYIOTCA LBETHblIE (OUNbTpbl. [NepBbin UNbTP MNPUBHOCUT
KpacCHY0 COCTaBISItOLLYIO LiBETA, BTOPOWN 3€MIEHYI0, @ TPETUI CUHIOK. Taknm oBpa3om, Tpu SYEnku
CTaHOBATCS OAHOWM Toudkon B uBeToBOoM dopmate RGB. CnegoBaTtenbHO, BMECTO TpeX NMUKCenen

Ha pe3ynbTUPYOLLEM U306PaXKeHUN Mbl MOSNy4aeM TONbKO OVH.

AnekTtpomexaHnvecknn WUK-bunbTp — npeacraBndetr cobor YCTPOMCTBO, KOTOpPOE
CNOCOBHO B OOHOM pexume noaasBnAaTb UHPaKpacHbIM AuanasoH npyv NOMOLM MHppaKpacHoro
WK-counbTpa, a B gpyrom pexume UK-cbunbTtp youpaeTcs anekTpoMmexaHnyeckun, Takmum obpasom,

aenaa AoCTYMNMHbIM BECb CMEKTP CBETOU3NMYyHEHUA.
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