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Be\chRD I nasa 1. Mepwvl npedocmopooxcnocmu

MnaBa 1. Mepbl NpeaOCTOPOXKHOCTHU

MNepea ucnonb3oBaHMeM yCTPOMCTBA HEOGXOAMMO NOMHUTbL HMUXKecneayoLlee.

[aHHbIN NpoAYyKT yaosneTBopsieT Bcem TpeboBaHnsam 6e3onacHoctn. OgHako, kak n nobown
anekTponpubop, B cryyae HenpaBUSIbHOTO MCMONb30BaHMSA MOXET Bbi3BaTb NoXap, 4TO, B CBOI
oyepedb, MOXeT noBredb 3a cobon cepbesHble nocrefcTeus. Bo msbexaHne HecHaCTHbIX

cny4daeB ob6sA3aTenbHO n3yunte MHCTPYKUUIO.

BHUMAHMUE!
Mcnonb3ynte npu akcnsyatauuu TOMbKO COBMECTMMblE YCTPOWUCTBA. Vcrnonb3oBaHue YCTPOWCTB, He

0006pEHHbIX NPOU3BOANTENEM, HEAOMYCTUMO.

Cob6nioganTe MHCTPYKUUIO NO 3kcnnyaTauymm!
N3berante ANWTENBHOTO MCNOMB30BAHUS WM XPaHEHUs Kamepbl B HebnaronpuaTHbIX
YCINOBUSIX:

e [lpu cnNMLWKOM BbICOKMX UM HU3KMX TEMMepaTypax (paboyas Temnepartypa yCTPOMCTB OT
-40 po +50 °C).

e WM3beranTte nonagaHnsi NPAMbIX COMHEYHbIX JyYen B TeYEHUe ANUTENbHOro BpeMeHHu, a
TaKke HaxoxaeHuns Nobnn3ocTn oTonuTENbHbIX U 06orpeBaTenbHbIX NPUOOPOB.

e W3berante 6nM30CTM C yCTpoMCTBaMMK, ob6nagaromnmMm G6onNbLLMM 3NEKTPOMArHUTHLIM
adhdpekTom.

e Heponyctuma yctaHoBKa Kamepbl B MECTaX C CUNbHOW B1OpaLmen.

e Heponyctum MoHTax Kamepbl Npy Temnepatype Huxe -10 °C.

BHUMAHUE!

B cnyyae HencnpaBHOCTM Kamepbl CBSXKUTECH C cepBUCHbIM LieHTpom OO0 «HIIM «besapay.

B cnyyae HeKOppeKTHOM paboTbl KaMepbl:
o [lpu oBHapyxeHun abiMa NNn HeobbIYHOIO 3anaxa.
e [lpy nonagaHuu BoAbl UK APYrMX MHOPOAHbLIX OOBHEKTOB BHYTPb.

e [lpy NageHnn kamepbl UK NOBPEXAEHUMN Kopryca:

BbinonHuTe cneaytouwme AoeNCTBUA:
e OTKnIOYMTE Kamepy OT UCTOYHUKA NUTaHMSA U OTCOEANHUTE BCE OCTalnbHblE NpOBOAA.
o Casxutecb ¢ cepBuUcHbIM LeHTpoM OOO «HIIM «beBapay». KoHTakTHble AaHHble Bbl

MOJKeTe HauTu Ha canTe http://www.beward.ru/.
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Be\chRD I nasa 1. Mepwvl npedocmopooxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE MOMOXUTE KaMepy B YNakoBKY NPOM3BOAUTENSI UNW NGO Apyron

maTtepuvan CoOOTBETCTBYIOLLEro Ka4yecTBa M yaapornpoYHOCTH.

BeHTnauua
Bo usbexaHne neperpesa, HM B KOEM crnydae He BNOKMPYNTE LIMPKYNALMIO BO34yxa BOKPYr

Kamepbl.

Yucrtka

Mcnonb3ynte MSArKYyI0 Cyxyld TKaHb [Ans MNpOTUPaHUs BHELLUHMX MNoBepxHocTen. [Ons
TPYAHOBbLIBOAMMbIX NATEH UCNONb3YyNTEe HEGONbLUOE KONMMYECTBO YMCTALLLErO CPEACTBA, NOCNE Yero
HaCyxo BbITPUTE MNOBEPXHOCTb.

He ucnonb3ynte netyymMe pacTtBopuTeNu, TakMe Kak CNUMpTOCOAepXKalume cpeactsa unm

GeH3MH, Tak Kak OHW MOTyT MOBPEAUTb KOPMyC Kamepbl.
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Be\vARD I nasa 3. Pazmepul u 0CHOBHbIE 21eMeHnbl YCMPOUCMEa

NnaBa 2. O6wune cBepgeHun

5 Mn IP-kamepa SV3212DBS oTtnu4aetcst yaob6CTBOM MOHTaxa M akcnnyataumn. Kamepa
OCHallleHa nepeaoBbiM CBEPXYYBCTBUTENbHBIM CEHCOPOM Sony Starvis, KoTopbii obecneymBaeT
n3obpaxeHme ¢ MMHUManbHbIM YPOBHEM LLYMOB B CyMEpPEYHOEe U HOYHOE BpeMsl. OTO 3HAYMTENBHO
NoBbILWAET YpOBEHb AeTann3aumm o6beKkToB U NO3BONSET NPpUMeEHATb Takue |IP-kamepbl Tam, rae
apyrme ©Gonee paHHWE MOAenW He CnpaBnsnUCb U3-3a HU3KOM YyBCTBUTENBHOCTUM  UIK
HeJoCTaTOYHOW AeTanu3auun nsobpaxeHus. OTa ceTeBas IP-kamepa nogaepxvBaeT nuTaHue no
PoE n moxeT paboTtaTtb Ha mopo3se o -40°C.

G- s

Puc. 2.1

IP-kamepa BEWARD nossondeT npocmatpmBatb BMOEO B peasibHOM BpeEMEHU 4epes

CTaHOapTHbIN MIHTepHeT-Gpay3aep.

Kamepa cnocobHa nepegaBaTb BMOeEONnoTok B oopmartax cxatusa H.264, H.265 n MJPEG.
®opmaTt H.265 ngeanbHO NOOXOAUT B YCHOBUSIX OrpaHMYEeHHON Monockl nponyckaHus. MNpu ero
NCNONb30BaHMM AOCTUraeTCa HaUMEHbLUM TpaduK 1 xopollee KayecTBo nsobpaxeHus. dopmat
MJPEG npegHasHayeH ang 3anucu n npocmoTpa BUOEOM300paxXeHns B HaumnyyllemM Kkadectse, HO
TpebyeT BonbLINX CETEBLIX PECYPCOB U MECTA Ha KECTKOM AUCKe (A1 3anncu).

Kamepa nogknto4yaeTcs K ceTv nNpy NoMoLy NpoBoaHoro nHtepgerica 100Base-TX Ethernet
¥ meeT noaaepxky PoE.

Moppepxka kapT namaty  Tuna  microSDXC, nos3sBongeTr cgenatb  CUCTeEMy
BuageoHabnogeHna euwe 6onee HagexHow: BaxkHas WHOpMauua He nponageT npwu notepe
coefMHeHUs, B MOSTHOM 06beme OHa MOXeT BbITb COXpaHeHa Ha kapTe namaTu. B ganbHenwewm, ee

MO>XHO 6y,u,eT BOCMPOU3BECTU MOCIe YCTpaHeHNA TEXHNYECKNX HEeNOoagoK CeTu.
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Be\vaRD I nasa 3. Pazmepul u 0CHOBHbIE 21eMeHnbl YCMPOUCMEa

FnaBa 3. Paamepbl U OCHOBHbLIE 3fIeMEHTbI YCTPOUCTBA

3.1. Paamepsbl |IP-kamepbl

76.5

P 106

Puc. 3.1

Pa3Mepr YKa3aHbl B MUNJITUMETPax.

3.2. OCHOBHbI€ 3f1eMEeHTbI
OcHoBHble aneMeHTbl IP-kamepbl BEWARD paccmoTpeHbl Hwke (Puc 3.2):
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Be\vaRD Inasa 4. Yemanoexa u nooknouenue IP-kamepul

MnaBa 4. YcTtaHOBKa n nogknioyeHue |P-kamepbl

4.1. O6wue cBegeHMA O NoaKnYeHun |IP-kamepbl K ceTu
IP-kamepa MOXeT MOAKMYaTbCs K SIoKanbHOM cetu, Nubo cetun VIHTepHeT, npu nomoLum
npoBofdHoro coegmHeHus (Ethernet). MNMogknoveHne MOXeET OCYLLECTBASATLCA Kak Hanpsmyto K TK,
Tak 1 Np1 NOMOLLM BCOMOraTenbHOro ceTeBoro obopynoBaHus (MapLupyTn3aTopbl, KOMMYTaTopbl).
B HacTtosiee Bpemsa Haubonee nonynspHbIMW CMOCOOOM NOAKMIOYEHNA K ceTu WHTepHeT

SIBMISIETCH NOAKMOYEHME Yepes BblaeneHHyto nuHuto Ethernet (Puc. 4.1).

- | >>>
B |

MapmpyTtunsarop

i

Puc. 4.1

(é‘» &

OcHOBHbIE Warn n pekoMeHaaunn rno yCtaHoBKE U HaCTpOVIKe KamMmepbl OonncaHbl aanee B

HacTosLwem PykosoacTse.
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Be\chRD I'nasa 4. Yemanosxa u nooxknouenue 1P-kamepol

4.2. PekoMmeHAaaLuMmM no yctTaHOBKe

B paHHOM pa3gene npueeneH KpaTKMVI CMNCOK peKOMeHﬂ,aLlMIZ, KOTOpble HeO6XOLI,I/IMO

Y4nUTbIBaATb NMPU MOHTaXe oGopynosava |P-BI/ILI,eOHa6J'I}OD,eHI/IFI.

PekomeHpaumm no pasmeLeHno Kamepbl:

e |P-kamepa BEWARD npegHasHayeHa Ansi OCYLECTBMNEHUs BuaeoHabniogeHns c
npegenbHon TemnepaTypon akcnnyatauum ot -40 go +60 °C.

e WM3beranTte nonagaHusa Ha Kamepy NpPsMbIX COMHEYHbIX fy4en B TeYeHue ONUTENbHOro
BPEMEHM, a TaKKe HaxoXAeHus nobnm3ocTM OTOMUTEMbHbLIX M OborpeBaTenbHbIX
npubopos..

e HenpaBunbHas paccTaHoBKka KamMep BMAEOHAbNOeHMs NpuBEOET K MNOSABIEHUIO
HexenaTesbHbIX «CNnenbiX» 30H, KOTopble OyoyT oOcTaBaTbCs BHE MONS 3pEHUs
onepaTtopa.

o |3berante ONM30CTM C YCTPOMCTBaAMWU-TEHEPATOPAMM MOLLHbBIX 3MEKTPOMAarHUTHbIX
BOJTH.

e Yb6eoutecb B BO3MOXHOCTW pasMeELLeHUss yCTpoucTBa C YydeToM noaeopa
coefvHUTENbHbIX Kabenewn.

e U3GeranTte cnocoba KpenneHus kamepbl, OOMYCKalOLWEro 3HauuMTeNnbHyl BuMOpauumio.
[aHHoe Bo3gencTBMe CHU3NT 3GPEEKTMBHOCTL AEeTeKTopa [OBMXEHUS U YEeTKOCTb
n3o6pakeHnsi B LENOM.

o Kamephbl BMaeoHabnogeHs HeobxoamMmo pasMmeLlaTthb Tak, YTobbl MCKIMIOYUTL ClydanHoe
UIn cneumnanbHOe NOBPEXAEHNE N N3MEHEHNE HanpaBneHnsa o63opa Kamepsbl.

e HanpaBneHne o63opa (30Ha BuAeoHabMAEHUSA) kKamepbl OOMMKHO OblTb TBEPOO

onpeneneHo Ha MOMEHT YCTaHOBKMW.

BHUMAHUE!
MoHTax kamepbl npu TemnepaTtype Huxke -10°C — HegonycTum! B npoTuBHOM cnyyae, LLenocTHOCTb

n3onaumm kabens Kamepbl MOXET ObITb HapyLleHa.
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Be\chRD Inasa 4. Yemanoexa u nooknouenue IP-kamepul

PekomeHgauuu no npoKnagke kabens Tuna «BuTan napa»:

e B «kopmaopax xenatenbHO MpPOKMaAblBaTb MYYKM IMEKTPUYECKMX W CrnaboTouHbIX
kabenen no pasHbIM Kabenb-kaHanam, NPOXoadALMM Mo pasHbIM CTEHAM.

e [lonyckaeTca B OAHOM kabernb-kaHane npoknagpiBaTb BUTOMAPHbIE U 3fEeKTpuYeckme
kabenn B pasHbIX OTCEeKax WM CeKuusX, MUMEKLWUX ChfAoWHble MpoaosibHbIe
neperopoku ¢ npeaenom orHecTonkoctn He meHee 0,25 4 U3 Hecropaemoro matepuana
TONbKO B paboumnx 30Hax Ha paccTosHUKM He Gonee 15-Tn MeTpoB, ecnn anekTpuyeckas
MOLLHOCTb ByaeT He Gonee 5 kBA.

e DOnektpuyeckue n cnaboTtoyHble kKabenu gonyckaeTcsa npoknagbiBaTe napannensHo Ha
paccTosiHuM He MeHee 50 MM Apyr OT gpyra B pasHblx Kabenb-kaHanax unm cekumsax
kabenb-kaHanoB. Ecnu HanpspkeHHOCTb 3MekTpuyeckoro nond, obpasyrowierocs ot
anekTpudeckoro kabens, 6yget 6onee 3 B/M, TO He06X0AMMO YBENMNYUTL pPacCTOAHUE
MEeXOy OneKkTpU4eckumMuM u  crnaboTouHbIMKM  Kabensamum unM  CHU3UTb  YPOBEHb
3NEKTPOMarHUTHbIX NOMEX.

e BwuTonapHble M anekTpuyeckne kabenu OOMmMKHblI NepecekaTbCA TOMbKO MOA MPsiMbIM
Yrrom.

e HeakpaHMpoBaHHblE BUTONAPHbIE KAabenu JOMKHbI NPOXOAUTb HA PACCTOAHUM HE MEHee
125 MM OT rasopaspsigHbiX Namn HEBHOro cBeTa (MIOMWHECLEHTHbIX Nammn) u gpyrux
BbICOKOBOSbTHbIX YCTPOWCTB, COAEpXaLnX paspsaHmKN.

e HeakpaHupoBaHHble BUTONApHbIE Kabenu AormKHbl NPoKNaabiBaTbCsA Ha PacCTOSHUM He
MeHee 1.5 MEeTpPOB OT UCTOYHWUKOB CUSIbHbIX 3NIEKTPOMArHUTHbIX NOMeX, 06pasytoLmnx
HaNPsPKEHHOCTb 3N1EKTPUYECKOro Nons cebiwe 3 B/m.

e PacnpegenurenbHble YCTPOMUCTBA C 3a4eNaHHbIMU HE3KPAHMPOBAHHbLIMU BUTONAPHbLIMMA
kabensiMun OMKHbI pacnonaraTbCsa Ha pacCToOAHMM HEe MeHee 3-X METPOB OT UCTOYHMKOB
CUMbHbIX 3NIEKTPOMAarHUTHbIX NomeX, obpasylolmx HanpsSXKeHHOCTb JNEeKTPUYECKOro
nong cebiwe 3 B/m.

e [lpoknagka BUTOW Napbl MeXAy TOYKamMun NOAKNHOYEHMS A0MKHA NPOM3BOANTLCS LienbIMu
Kyckamu, npu 9TOM HanpasfieHne Tpacchl crneayeT 3apaHee npogymatb Tak, YTobbl eé
NPOTSKEHHOCTb OblNa Kak MOXHO MEHbLLE.

e MwuHumanbHbIN paguyc u3rMba ans kabens — deTbipe AnameTtpa kabena (nnm 1
ArM=2,5 cM), HO CyLleCcTBYIOT pekomeHaauun pasmMellatb kabenb Takum obpasom,
4yTobbl 06ecneymBaTb U3rnb pagmycom 2 aronma (5 caHTUMETPOB).

e MakcumanbHas onMHa cermMmeHTa gormkHa 6biTb He 6onee 100 meTpoB.

BHUMAHUE!
Mpoknagka kabens Tuna «BuTtasa napay B NBX nsonauun npu temnepatype Hmxke -10°C — HegonycTumal!

B npoTnBHOM criy4ae, LeNnoCTHOCTb M30N5L MK Kabensa MoxXeT ObiTb HapyLLeHa.
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Be\vaRD Inasa 4. Yemanoexa u nooknouenue IP-kamepul

4.3. MoHTax |IP kamepbl

[lna MoHTaxa |IP-kamepbl BbINOMHUTE CreayoLime AeNCcTBUS:

War 1: Pacnakynte IP-kamepy.

LWar 2: CHuMnTE C kamepbl KPbILLKY U agantep KpenneHus.

War 3: HameTbTe OTBEPCTUA HaA NOBEPXHOCTU CTEeHbI/NOTOMKa Ans aganTtepa KpenrneHusa

kamepbl. [MpocBepnute oTBepcTusi. BcTaBbTe Awbenv B OTBEpCTUs UM 3akpenuTe agantep
KpenneHusi.

War 4: MNogknounte K Kamepe Bce Heobxoanmble kabensi.

LLar 5: 3akpenuTe kaMepy Ha aganTep KpenneHns cnonbays UKCUPYHOLLIMIA BUHT.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl SV3212DBS m
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Be\vaRD Inasa 4. Yemanoexa u nooknouenue IP-kamepul

LWar 6: OTperynupyite HanpaerneHne o63opa kamepbl.

LWar 7: OgeHbTe KPbILLKY Ha Kamepy.

BHUMAHUE!
MoHTax kamepbl npu TemnepaTtype Huxke -10°C — HegonycTum! B npoTuBHOM cnyyae, LLenocTHOCTb

n3onsaunm kabens KamMmepbl MOXeT ObITb HapyLleHa.

Bo wu3bexaHne nonomku o6opyooOBaHUsSi, UCMONb3yWTe TONbKO  KOMMSEKTyoLume,

pekomeHgoBaHHble BEWARD.
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Be\chRD I'nasa 4. Yemanosxa u nooxknouenue 1P-kamepol

4.4, YcTtaHOBKa /| u3aBne4YeHue KapTbl NaMAaTn

Ansa sannucu nHgopMaumm B pexnmax TpeBorm U NOCTOSIHHOMW 3anucy UCnonb3yeTcs KapTa
namatu cpopmata microSD/SDXC. Kpome Toro, npegycMoTpeHa BO3MOXHOCTb aBTOMAaTU4ECKOM
pe3epBHOM 3anncKu Ha KapTy NamMaTU B Criydae noTepu CoOeanHEHNS C CeThbIO.

[ns yCTaHOBKM UM N3BREYEHUS KapTbl MaMATU BbINOSIHUTE criegytoLlme waru:

LWar 1: oTkntounTe NnuTaHMe Kamepoi.

Lar 2: oTKpyTUTE U CHAMUTE KPbILLKY C Kamepbl.

War 3: OTkpyTUTE BMHT, (OUKCMPYIOLLIMIA KOPMYC Kamepbl, U OTBEPHUTE €ro.

LWar 4: BctaBbTe unu U3BnekuTe kapTy namsity B cnot (Puc. 4.2).

LWar 4: [1ns cbopkn kamepbl NpogenanTte Bce npegbiayLuime 4encTemsi B obpaTtHOM nopsiake.

. &
/ ~,
i 1
J/ A
|
|
\ IX A/
N ——  /
N IEP.
NERNCE— @l/ //
I i
i i
e
Kuonka cpoca ¥ 3aBoAcKMM

1
1
HACTpOHAKaM :
I
I

Pasbem ANA HapThl NaMATH

Puc. 4.2

4.5. NMpoBoaHoe NOAKNOYEHME KaMepbl K CeTn

Mcnonb3ysa coeguHutenbHbli kabenb ¢ pasbemom RJ-45, nogkniounte [P-kamepy K

nokanbHoun cetn (k LAN-uHTepdericy maplipytmsaTopa).

BHUMAHUE!

Mpoknagka kabens Tuna «BuTtas napax» B NBX nsonauun npn temnepartype Hmxe -10°C — HegonycTumal!

B NPOTUBHOM Clly4dae, LEeJIOCTHOCTb 1n3oidaunn kabenst MoXeT ObITb HapyLwleHa.

B cnyyae HeoGxoamMMocTu, coeauHUTENbHbIA Kabenb MOXHO MPUOGPECTU OTAENbHO WUNK,
npu HanNU4YMM HeOBXoAMMbIX MaTepuanoB ¥ UHCTPYMEHTOB U3rOTOBUTbL CAMOCTOSTENbBHO.

BapuaHT «npsmoro» ka6ens (UTP kaTteropuu 5e) ¢ pasbemom RJ-45

PykoBoacTBo no nogknwoyveHuto IP-kamepbl SV3212DBS
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Be\chRD I'nasa 4. Yemanosxa u nooxknouenue 1P-kamepol

C ogHoro KoHua C apyroro KoHua
1: Beno-opaHxeBbii 1: Beno-opaHxeBbii
1 8 2: OpaHxeBblit 1 8 2: OpaHxeBblii
it 3: beno-3enéHoin it 3: beno-seneHbin
CHISY. 4: CuHuin RSy 4: CyHuin
5: beno-cuHui 5: beno-cuHun
CMEPEQM: % 6: 3enéHbin CMEPEQM: E% 6: 3enéHbin
18 7: Beno-kopu4HeBbIN i 7: Beno-kopu4HeBLIN
8: KopnyHeBbii 8: KopnyHeBbIi

[na narotoBneHusa «npsmoro» kabensa Heobxoammel: kabenb UTP (BuTas napa kateropuu
5e unu Bbiwe), aBa pasbema RJ-45 n yctponcteo aAnga obxmma pasbemoB (Kpumnep).

Mpn Takom nopsgke NOAKMYEHUss nap (ykasaHHOM B Tabnuue) obecneuymsaroTcst
rapaHTUpoBaHHbIE NPOU3BOAUTENEM BENWYUHA W pacnpefeneHne 3agepXek pacnpocTpaHeHus
curHana, a cnefoBaTenbHO, U 3asiBNIeHHas CKOPOCTb nepeaaydn AaHHbix 100 MéuT/c.

B cnyyae ucnonb3oBaHua obopygoBaHus ¢ nogaepkkon TtexHonormn PoE pgoctatouvHo
NOAKMIYNTL KaMepy C MNOMOLbI kabensa Tuna «Butass napa». [lpu 3TOoM uMcnonb3oBaTb

DONONHUTENBHbIA NCTOYHUK NMUTAHNA He HY>XHO.

PykoBoacTBo no nogknwoyveHuto IP-kamepbl SV3212DBS
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Be\vaRD Inasa 5. Hacmpotika npo8o0Ho20 coedunenus

MmaBa 5. HacTtponka npoBogHOro coegnHeHus

Ona Toro 4ytobbl IP-kamepa paboTana B Balewn nokanbHOM CeTU COBMECTHO C OPYruMm
obopynoBaHnem, HeobxooMMO BLINOMHUTL €€ MOAKIHYEHME B COOTBETCTBUM C  TEKYLUMMM

HacTporkamMu AaHHOW CeTu, Os Yero, B CBOK ovepedb, He06XoaMMo OonpeaenTb 3T HACTPOWKM.

NMPUMEYAHUE!
OnuncaHne ycTaHOBKW M HAaCTPOWMKM COedMHEHWs BbINonHeHo Ha npumepe Windows 7 MakcumanbHas.
HasBaHusi HEKOTOPbIX MYHKTOB MEHI0 U PYHKLUUI MOryT oTnudatbes oT Bawer Bepcum Windows, ogHako

anropnT™M npmuBeaeHHbIX OEencTBui siBNsieTcA YHuUBEpPCanbHbIM.

5.1. OnpepeneHue napameTpoOB NPOBOAHOMN JIOKaNlbHOW CeTU

B cnyyae nogkntodeHmsa no kabento Ethernet HeobxoamMmo onpegenuTb TeKyLMe HaCTPOWKM
NPOBOAHON ceTun.

[na goctyna K TeKyLMM HacTponkamM NPOBOAHON NoKaribHOM CETU UCNOMb3YNTE KOMMNbLIOTEP,

NOAOKITHOYEHHBbIN K 3Ton ceTu. Haxxmute lMyck — lMaHenb ynpaeneHus (Puc. 5.1).

A Tntemet Expl
‘e ntern: plorer

a Skype BEWARD

]
|26/ Microsoft Office Excel 2007 eSS

Wzobpaxennn

~—
‘I BnokHoT
-

Myzbika
ﬁ DVR Server

Wrpei
w BRSController

Komnetotep
m BEWARD IP Visor

m BEWARD Player

;': CryxcBbl
o i

TNanens ynpasnexns
YcTpoiicTea W NpUHTEPEI

Mporpamms No ymonuaHno

°
ﬁo CryzxcBibl KOMNOHEHTOR
Cnpaska 1 NoAIEpHKs

»  Bcenporpamme

Puc. 5.1
B oTkpbiBLIEMCA AManoroBoM okHe BblbepuTe nyHKT [[IpocMoTp cocToAHUA ceTn u 3aaay]

B pa3gerne [CeTb u UHTepHeT] (Puc. 5.2).

PykoBoacTBo no nogknwoyveHuto IP-kamepbl SV3212DBS

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




BE\VARD Inasa 5. Hacmpoiixa nposoono2o coedunenus

@@v [E3 » Navens ynpasnenna »

HaCTpOﬁKa NnapamMeTpoE KOMNbHOTEPa MpocmoTp:  Karteropua

Cucrema M Be30nNacHoOCT YueTHble 3aNWcK NOAb30BaTENER N
MpoBepKa cOCTOAHWMA KOMNBIOTEp ceMemH...

ApPHMBNPOBAHNE JHHBIX KOMMBIOTEDE '@',ﬂ,cﬁasneHne W yAANEHNE YHETHBIX 3aNNCE
Mounck u ucnpasnenne npobnem nonesoeateneii

'@' YeTaHoBka POAWTENBCKOrD KOHTPOMA 408 BCEX

Cetn n MHTepHeT nonssosaTENCH
h ||-|-ECCMCTF COCTOAHKWA CETKH K 33434 I
-,

BriGop napameTpes AomMaluHeld rpynnel u obuero ) OdopmneHme 1 NepcoHanmsauma
ACCTYNa K A3HHBIM Mg |:meHeHne Tembl
Wsmenenne dona pabouere crona

OﬁopyﬂoaaHMe W 3ByK HacTpoiika paspelueHna 3kpaHa

MpocmoTp ycTpoiRcTe U NpUHTEROB
[obaenenne ycrpoiictea Yachl, A3bIK U pErvoH

CmeHa packnagku KNaBnaTyphl MmN 4pyri
Mporpammbl 4 cnocobos BB0Aa

¥aaneHne nporpammel Mamenenne Aseika nHTepdeiica

CneunansHble BO3MOXHOCTH
Pekomengyemere Windows napamerpel
OnTuMUsaumMa n3oBpakeHna Ha 3KpaHe

Puc. 5.2
B oTKpbiBWEMCS ANanoroBom okHe HaxmuTe [[MogknioyeHue no nokanbHowm cetu] (Puc.
5.3).

MaHent ynpaeneHus -

e e MpOoCMOTP OCHOBHBIX CBEAEHWIA O CETH W HACTPOMKA NOAKIHYEHNA

ﬂb,h' . ‘ MpocMoTp noaxoil KapTel
WM3menenune napametpos - -

adanTena BEWARD Heckoneko ceteid WHTepHer
MzmMeHNTE A0NOAHUTENBHEIE (3707 KoMNbIOTER)
napameTpel oBLLere AocTyna MpocmoTp akTMBHBX ceTei MeakatoueHne nan oTKAOHEHNE

Cetn 4 Tun gocTyna: HTepHer
OBuwecTEeHHaR CeTh MoaknroueHna:

Wsmererne ceTessix NapaMeTpos

ﬁ- Hactpoiika HoBOro NOGKAKOUEHNA MW CETH
-t

Hacrpoiika Becnposogrere, wWupokenonocHore, Mogemioro, npamore uan YPMN-nogkarouerns
WK 2KE HACTPOMKE MapLUPYTUIATOPE WK TOUKNA A0CTYNa.

‘5, MogenrounTeca k ceTn

MoaknroueHne wan NOETopHOE NoAKs k Becnpoeogl Y, MPOEOA Iy, MOA
CETEBOMY COEZMHEHWHD WK Nogkniodedne k VPN,

BuiBop AomMalLHed rpynnel v napameTpos obLLEro AocTyna

Cm. Talcke JocTyn k hainam v NPUHTEPEM, PACNONOKEHHBIM Ha APYTUX CETEBBIX KOMMBKITERAX, MW

W3MEHEHNE NapamMeTpoe oBLLEro JocTyna.
Bpanamay3ap Windows P P HEro Acery!

[Oomalunan rpynna ¥cTpanenne Henonagok

CeolicTea o6o3pesaTens JWMarHocTuka W MCNPaBneHnE CETEBbIX NPoBAEM WK NONYYEHNE CBEAEHNIA 06 ncnpasneHny,

Puc. 5.3
NPUMEYAHMUE!

Mpy HaNUUMM HECKONBbKUX NOAKMIOYEHUI BbIGEPUTE TO, K KOTOPOMY MiaHMpyeTCsl NoakniounTb IP-kamepy.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl SV3212DBS -
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Be\vaRD Inasa 5. Hacmpouxa npooonozo coeounenus

B oTkpbiBLIEMCS OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.4).

~
4 Cocrosmue - MNogrnouesne No NOKANLHOR CeTh ﬂ
Obme
Moaknoyerne

IPv4-NoaknoHeHne: WHTEpHET
IPVE-NOAKNIOHEHNE! Bes aocTyna K MHTepHETY
COCTORHME CPEfbI: MOAKIHHEHD
AnUTensHOCTL: 04:47:33 lI
CKopoCTE! 100.0 M&uTfc

AKTHBHOCTE
OTnpaeneHo L! MpuHATD
——

BaifT: 79 188 140 805 509 770

[ '5'Csoﬁcrsa ]['5'0“0‘\!0‘4““:] [ AWarHocTuka ]

Puc. 5.4

B AOwanoroBoM OKHe CBOWCTB CETEBOro MNOAKIMHYEHUS HeobXxoaumo Bbl6paTb NYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.5).

U MoaxnkuEHUE MO ROKANBHON CETW - CEOACTER ﬂ

Cems | Docrym

MomknioueHne yepes

l.-'IF Realtek RTLE139/810¢ Family Fast Ethemet ceTesoi ag:

O TMENEHHEIE KOMMOHEHTEI MCMNONMLSYIOTCH STHM NOQLNIYEHAEM:

B Kaspersky Anti-Vinus NDIS 6 Fitter -
gﬂnawpoamwm naweTos QoS

gCnyxﬁa LOCTYNE K afnam 1 npuHTepam ceted Micr
-2 [poToken WHrepHeTs Bepciy 6 (TCP/IPyE)

(¥ Mpororon Wrreprieta sepcun 4 (TCP/IPv2) [
i [lpaitsep B/8 TONONOra KaHaNLHOro YPOBHA | 8
=i OTEETUAK 0BHEPYEHUA TONOMOMAW KaHANEHOMD YDOE =
[l 1

| 2
YeTaHoBUTs... Yoanats | CeoitcTea I

OnucaHue

Mpotorkon TCP/IP - cTaHaapHeli npoToken rnofansHex
ceTel, 06ECNEUMBEIILNA CERASE MEXY PA3TIMYHEIMIA
B3aMMONSACTEYIOLMMU CETAMA.

m

Puc. 5.5
OTKpoeTcsl OKHO, B KOTOpPOM oOTobpaaeTcss MHGOpPMaumMs O HaCTPOMKax CeTeBOro
noakntodeHusi. BoamoxHbl ABa BapuaHTa HacTpouku |IP-agpeca ceTeBoro nogknoveHus Ballero
MK:
1. MNonyuuTtb IP-agpec aBToMaTtuyecku: |IP-agpec HasHavaeTcs aBTomatudeckm DHCP-
cepsepom (Puc. 5.6). Ecnu IP-agpec Bawemy [1K Bbigaetcda asTomaTudeckn, Torga Aans

onpegeneHns napameTpos JIoKanbHOW ceTn nepenaute K nyHKTy 5.1.1 aaHHoro PykoBoacTea.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl SV3212DBS
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Be\vaRD Inasa 5. Hacmpotika npo8o0Ho20 coedunenus

Ceoiictsa: MpoTokon WMkTepHeTa sepcnu 4 (TCP/IPv4) &‘g

OBlWME | ARkTepHATHEHSRA KoHHYPaLIA |

MapameTpel IP MOMYT HA3HEYATHCA AETOMATHHECKH, BCIM CETh
NOAAEPHWBAET 3TY BOIHOMHOCTE, B NPOTWBHOM CriyYae NapameTpel
1P MOXHO MONYYMTE ¥ CETEBOMD 3AMMHWCTPETOPA.

| @ Mony4nTs IP-aapec asTOMETHHECKH I

() MenonbsosaTe cieayowmi IP-anpec:

| @ Mony4MTe agpec DNS-CEPSEPa SBTOMATHYECKH I

() McnonbsoeaTh cnea ylowwe anpeca DNS-Ccepeepos:

MNoATEEPAMTE NEPaMETPEI NP BoiXoae i ———

Puc. 5.6

2. Ucnonb3oBaTtb cneaywwmn IP-agpec: IP-agpec 3agaetcst nonb3oBaTefnieM BPY4HYHO
(Puc. 5.7):

Ceoiictsa: Mpotokon Wxrepreta eepcun 4 (TCP/IPv4) @Iﬁ

Obuwe

MapamMeTpel [P MOrYT HA3HEYETECA SETOMETUYECKM, ECTM CETE
NOAAEP#UEAET 3TY BOSMOMHOCTE, B NPOTHEHOM CyJae NapaMeTpel
IP MOMHO NONYYWTE Y CETEBOMD AAMUHMCTPETOPE.

() ManyuuTe IP-aApec SETOMETHUECKM

1@ Wmons3osate cnegyowwi IP-agpec: I

IP-appec: 192 ,168. 0 . 20
Macka nogceTi: 255 .255.255 . 0

OcHOBHOI WS 192.168. 0 . 1

Mony4uTts aapec DNS-cepeepa SBTOMATHUYROKIA

I-é- Wmonbzosate creayrowme agpeca DNS-cepsepos:
1 I

| MpeanouuTaemei DNS-cepsep: 192 . 1683, 0 .

AneTepHaTHEHBI DNS-cepeep:

[CIMoateepamTs napameTpe! npy sbixons Lononsutensro

Puc. 5.7

3anuwuTe, Nnbo 3anomMHUTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka
nogcetn, OcHoBHon w03, DNS-cepep).

BHUMAHUE!

Ecnn Bbl He 3anucanu ceTeBble MNapameTpbl KOMMbOTEpa, TO MOCHe HacTpoWku Kamepbl 6yget

HEBO3MOXXHO BEPHYTb UX B MepBOHAYanbHOEe COCTOSHUE AF1S1 BOCCTAHOBMNEHMWS NOAKMYEHNS K JTOKaNbHON
ceTtun n/vnun cetn NIHTepHer.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl SV3212DBS
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5.1.1. OnpegeneHue napaMmeTpoB ceTu Npu agMHamu4yeckom IP-agpece

NMPUMEYAHUE!

[aHHbIn NyHKT PykoBoACTBa npefdHasHavyeH Ons OnpedenieHns napameTpoB JioKarbHOM CeTu npwu

I'nasa 5. Hacmpoiika nposooHoco coedunenus

HasHa4veHun IP-agpeca Bawemy MK aBTomatuyecku (DHCP-cepsepom).

[ns onpeaeneHns TEKyLLUMX HACTPOEK KOMMbloTepa B JNIOKanbHON NPOBOAHOM CETU HAXMUTE

lyck — Manenb ynpaenerHus (Puc. 5.8).

@ Internet Explorer
C

@ Skype

| X3 Microsoft Office Excel 2007

—
." BnokHoT

DVR Server

=
Q BRSController
W
i

BEWARD IP Visor
BEWARD Player
= c 5
TLogt, CryxBol
C]
@ Cry:kBel KOMNOHEHTOE
E Kl

» Bce nporpamme

BEWARD

JlowymenTel

Mysbika

Wrpei

Komnerotep

Makens ynpaenexna
YcrpoiicTea n npuHTEpE!
MporpammMel No yronuaHno

Cnpaska i NoALep:Ka

BEPIHEHRE pm'm m

Puc. 5.8
B oTkpbiBLIEMCA AManoroBoM okHe BbibepuTe nyHKT [IpocMoTp cocToOAHMA ceTn u 3agav]

B pa3gerne [CeTb u UHTepHeT] (Puc. 5.9).

@_Ov (55 » Manens ynpasnenna » - - Moucxk & naxen

Hacrpoiika napameTpoe komnuioTepa

¥NpasAeHUR pel

Mpocmotp:  Kateropua ™

YueTHble 3anWcK Nob30BaTenei u

cemedH...

'@' [oBaBNeHNE N YABNEHWE YHETHBIX 33NMCER
nenbsoeaTensi

'&' YCTaHOBKA POAMTENLCKOTO KOHTPONA ANA BCEX
nonbsosaTenei

Cwucrema n BesonacHocTb
MpoBepKa COCTOAHMA KOMNBHITEPE
ApXHENPOBEHNE JaHHEIX KOMABIOTEDA
Mowck u ncnpasnexne npoBaem

|H§0cMDTp COCTOAHWNA CETH W 3343Y I

Beifop napameTpoB AoMaLLHE rpynnel u ofuero
A0CTYNa K AaHHBIM

Odopmnerme N NepcoHannsaLmna
MamMeHeHNE Tembl
1zmenHenmne dona paGoyere cTona

OﬁopyﬂosaHMe W 3BYK HacTpoiika paspeluenua skpaHa

MpocmeTp yeTpoRcTs M NpUHTEpEB
[JoBasnenue yerpoiictea Yacol, A3LIK M pervoH

Crena PacKnNagkn KNasnaTypbl AK APy THI
cnocoBos BEOAE

zmMeHeHWe AsbIka WHTepdelica

Mporpammel
¥panenue nporpammel
X \ CI_\E.‘LLMaJ"II:HI:\E BO3MOXHOCTH

Pekomengyembie Windows napamerpel
OnNTUMKUIaUNA M30BPaXEHNS HE 3KpaHE

Puc. 5.9

PykoBoacTBo no noaksntoyeHuto IP-kamepbl SV3212DBS

CkauvaHo c sec.ru

« » SEC.RU

KopoTkun nyTb K MHpopmaLmm




4
\

A
4

BC\VARD

I'nasa 5. Hacmpoiika nposooHoco coedunenus

B oTkpbiBLIEMCA AnanoroBom okHe Haxmute [[MoaknoveHne no nokanbHon cetu] (Puc.

5.10).

MaHene ynpaeneqmna -
ACMALLHAA CTPaHMLA

V3MEHEHNE NapaMETpoE
ajantepa

VEMEHUTE AoNoAHNTENEHBIE
napameTpel 0BLEro gocTyna

Cra. TaKCKE
Bpanamaysp Windows
Homalunas rpynna

Ceoiictea obospesatenn

NMPUMEYAHUE!

Lt o« Cemnm Wnteprer v Llentp ynpasnernsa ceTamm n oBwnm goctynom

[pocMoTp OCHOBHBIX CBEASHWA O CETH W HacTpoRka NoAKAKUYEHWRA

: | = MNpocMoTp NonHOA KapTel
e L @

BEWARD Heo(unbm.: CETE
(3TOT KOMNbHITER)

Wnreprer

HpDCMDTp SKTHEHEIX CETER Mok YeHNE WK OTKAHIYEHHE

Cets 4 Tun goctyna: WHTEDHET

OBuwecTEEHHERA CETh MogknroueHna:
VI3MEHEHNE CETEBLIX NApaMETPOB

{‘il Hacrpoiika Hosoro NogknkoUEHUA WK CETH

HacTpoiika BecnpoBogHoro, LUMPOKONOAOCHORD, MOAEMHOrD, npamMoero unn VPN-nogknoyenus
WA e HACTpoKa MapLUpyTUZaTOpa MAW TOUKK 40CTYNa.

'-s. MegknouuTeca K CEeTH

MoAKNHYEHWE AW NOBTOPHOE NOAKNHYEHKE K BECNPOBOAHOMY, NPCECAHOMY, MOJEMHOMY
CETEBOMY CORAMHEHWHD WK NogknoYedie K VPN,

Jectyn k daitnam n NpUHTEPaM, PACNONOMKEHHBIM HA APYTWX CETEBBIX KOMMBIOTEPAX, MW
W3MEHEHWE NapaMeTpOoE oBLLErD ADCTYNa,

“& Buiop AcMalLHER rpynnsl U NapameTpos oBLLErs ACCTyNa
@ YcTpaHeHme HENoNaaoK

JuarHocTika U MCNpaeneHne CeTeBbx NPoGaen WK NoNyUEHNE CEEAEHWI 0f McnpaeneHun,

Puc. 5.10

I'Ip|/| HaNM4YMM HECKOSbKMUX CETEBbIX NOAKMHOYEHNIN Bbl6€pI/ITe TO, K KOTOPOMY MiaHNpPyeTCA NOAKITHYUTb

IP-kamepy.

B oTkpbiBLUEMCA OKHE HaxmuTe kHOMNKy [CBeaeHus] (Puc. 5.11).

1l Cocroanue - MoAKAOHEHNE NO NOKAALHOMH CETH ﬂ

Obiwme

MogknodeHue

IPv4-NoaKmoHeH e: WHTepHeT

IPvE-NOAKMOHEHNE: Bes pocTyna Kk MHTepHeTY
MNoarnoyeHo
AnuTensHoCTL: 04:47:33

Ci : 100.0 MBuT fc

CocToAHWE cpeabl:

AKTHBHOCTE
OTnpasneHo —— ‘L'w’!‘ ——  [puHATO
o

BaiT: 79 188 140 I 805509 770

[ |S'Cﬁcﬁcrﬁa ] [@'OTKmoqmb] [ [AMarHocTvka ]

Pwuc. 5.11

PykoBoacTBo no noaksntoyeHuto IP-kamepbl SV3212DBS
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Be\vaRD Inasa 5. Hacmpouxa npooonozo coeounenus

B okHe «CBegeHust o ceTeBOM NOAKMIOYEHUN» MpeacTaBneHa cnegyrowas MHopmaums
(Puc. 5.12):

CDEAEHHSI O CETEBOM NOAKAHHYEHMM h ﬁ

JononHWTensHee CBEAEHWA O CETW:

CeoiicTe0 SHauetme
OnpeneneHHLIt AnA no...
Orucanme Realtek RTLE8168C(P)/8111C(P) Famity P!
PuzmiecKuil agpec 00-24-1D-57-45-30
HCP srnioueH Oa
ec [Pvd 192.168.0.14

Macka noncem [Pvd 255.255.255.0

Aperpa nonyveHa 11 aneapa 2011 7. 10:27:11
Aperpa uctekaeT 11 pespans 2011 r. 10:27:11
Wntos no ymonyanaio P 152.168.0.1

DHCP-cepeep IPvd 152.168.0.1

DNS-cepeep |Pvd 1592.168.01

WINScepeep IPvd

Cryxa NetBIOS yepes... Oa

TNokaneHen IPvEagpec... feB:3126:2820:8112:163%11
Wntos no ymonyaqaio [P

DMNScepeep IPvE

4 | i [

Puc. 5.12
Ecnn B atom okHe Bbl yBugenu ctpokn — «DHCP Bknwo4eH - [Oa», «Agpec IPv4 -
XXX XXX XXX.XXX» (FOe «XXX.XXX.XXX.XXX» — 3HayeHue |P-agpeca),— 3Haunt IP-agpec Bawemy MK
Ha3Ha4yeH aBToMaTuyeckn. Macka nopaceTtu ykasaHa B cTpoke [Macka nopacetu IPv4], agpec
ceTeBoro wn3a — B ctpoke [LUnto3 no ymonyaHuto IPv4], agpec DNS-cepeepa — B cTpoke [DNS-
cepBep |Pv4]. 3anuwute, nubo 3anomHuTe AaHHble napameTpbl (IP-agpec, Macka nogcetwm,

CeTteBon wnto3, DNS-cepsep).

BHUMAHUE!
Ecnn Bbl He 3anucanu ceTeBble napameTpbl KOMMbKOTEpa, TO MNOCMe HACTPOWKM kKamepbl OyaeT
HEBO3MOXHO BEPHYTb MX B NepBOHaYaribHoe COCTOsIHWE AN BOCCTaHOBMNEHUS MOAKMIOYEHNS K TOKanbHON

cetn n/wnu cetn IHTEpHeT.

BHUMAHMUE!

Ecnn B okHe «CBegeHusi 0 ceTeBOM nogkrtoveHun» Bol yBuaenu ctpokn — « DHCP BkntouveH - [ay;
«IPv4-appec aBTOHACTPOMKM - XXX.XXX.XXX.XXX», (F4e XXX.XXX.XXX.XXX — 3Ha4yeHue |P-agpeca),— 3Hauut
Bam He yganocb nogkntounTtbea k npoBogHon cetun (DHCP-cepsep He npuceoun IP-agpec Bawemy [1K).
lMpoBepbTE NpaBUbHOCTb NOAKMIOYEHUS K MPOBOAHON ceTu. B crnyyae HeobxoammocTu, obpaTtutech K

Baluemy cucteMHoOMy agMUHUCTPATOPY.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl SV3212DBS
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5.2. U3ameHeHMe napameTpoB JNIOKaNnbHOM CceTu ANsA NOoAKNYeHus K IP-kamepe

I'nasa 5. Hacmpoiika nposooHoco coedunenus

Mo ymonyanuto IP-kamepa nonydaet IP-agpec 192.168.0.99. YUtoObl noaknuUNTbLCA K
Kamepe A5 nepBoHayanbHOM HAaCTPOVKK HeobxoamMmo, YToObl Balww koMnbloTep Haxoauncsa B Ton
e nogceTu, 4to u kamepa. MNpu aTom IP-agpeca kamep, KOMMNBIOTEPOB U NIOOLIX APYrMX YCTPOUCTB

B CETU He OO0JKHbI coBNaaatTb Mexay cobon.

BHUMAHUE!
Ecnn Bbl yBepeHbl, 4to Baw [1K, nogknioyeHHbIM K npoBogHon cetu, u IP-kamepa, dwusnyecku
NOAKMoYeHHas K TOM e ceTu, nnbo Hanpsamyto k Bawewmy MK, Haxoaatca B ogHou noacetu, Bol MmoxeTe

cpasy nepeiTu K nyHkTy 5.3 AaHHoro PykoBoacTBa.

[ns M3MeHeHUs1 TeKyLLUMX HACTPOEK KOMMbOTepa B JIOKaribHON NMPOBOAHON CETU HaXmuTe

lyck — NManenb ynpaeneHusi (Puc. 5.13).

@ Internet Explorer
C

a Skype BEWARD

(—
265/ Microsoft Office Excel 2007 e

M=zobpasceHna

—
J BaokHoT
-

My3bika
ﬁ DVR Server

Wrpei
m BR5Controller

m BEWARD IP Visor
w BEWARD Player

Komnerotep

Manens ynpasnexna

YerpoitcTea n npuHTEPLI

_J Crycbiel
= Mporpamme! No ymon4aHno

Q
o@o Cay#Bbl KOMMNOHEHTOE
Crpaska n nogaepska

> Bce nporpamme

| Hadmu npozpammsl U gaiias

Puc. 5.13
B oTKpbIBLLEMCS OMANOroBoM OKHe BblibepuTe NyHKT [[IpocMOTp COCTOAHMA ceTu 1 3aaad]

B pa3gerne [CeTb u UHTepHeT] (Puc. 5.14).

PykoBoacTBo no nogknwoyveHuto IP-kamepbl SV3212DBS
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@@v [EE » Mawens ynpasnerua »

HaCTpOﬁKa napaMeTpoB KOMNbHOTEPa Mpocmorp: Kateropua ™

CucTema v He3onacHocTb YueTHble 3anvcK noab3oBaTenei n
MpoBepka COCTORHMA KOMMBIOTEPE ceMeliH...

ApHMBMPUBARNE AaHHBIK KOMMNBIOTERS @' JloBaeneHne n yAINEHKME YYETHEIX 3aMHCER
Mounck n WCNpaBNeHNE I'IFCGJ'IEM none3oeaTensi

@' ¥eTaHoBKE pOAWTENECKOTD KOHTPONA ANA BCEX

CeTh W HTEnHeT nonescearenei

@ccmc‘rp COCTOAHMA CETH 1 354Q
Bribop napameTpos AoMaLIHER rpynnel n oBLwerc ‘ OqJOpMIIE.‘HHE W NepcoHannsaumna
ACCTYN2 K A3HHBIM Mg  |ucHenne Tembl

zmerenne doHa pabouero cTona
HacTpoiika paspelleHna 3kpada

O6opyaoBaHve 1 3ByK
MpocMoTp yCTpoRCTE M NPUHTEROE
Jobasnenme ycTpoiicTea Yachl, A3bIK M PETMOH

CreHa packnagku knasuatyphl WK Apyrig
Mporpamme 4 cnocoBos BBCAA

¥AaneHue nporpammel Vsmerenne asbika nHTepdeiica

CneumManbHble BO3MOXHOCTH
Pekomengyemeie Windows napamerpel
OnmuMnsauns M30BpakeHns Ha 3KpaHE

Puc. 5.14

B oTkpbiBLIEMCA OKHE HaxmuTe «llogkntovyeHue no nokansHom cetu» (Puc. 5.15).

G-

MaHens ynpaeneHma -
ACMBLLIHAR CTpaHWLA

| - 3 MpocmoTp nonHoii KapTel
WzmeHerue napamerpoe y B E

aaantepa BEWARD Heckoneko ceteii HTeprer

WzmeHuTE JonoaHUTENEHEIE (37T KomnBtoTER)

MpocMOTp OCHOBHLIX CBEAEHWIA O CETW M HACTPOMKa NOAKIKUEHNA

napameTpel obuero gocTyna MpocMOTp aKTUBHBIX CETEI MeAKAOUEHME WK CTKNHIUEHWE

Cemn 4 Tun goctyna: WntepHer
OBLYEcTEEHHAA CETR MogkntoueHns:

Mzmenenne cetessix napameTpos

ﬁl HacTpoiika HOBOrO NOAKMFOHEHNA WK CETH

HacTpoiika BecnpoBoAHOMo, LUMPOKONCNOCHOMD, MOAEMHOrD, npamMors unn VPN-nogknoyedns
W HE HACTPOKE MapLUPYTUIATORE WK TOUKK A0CTyNa.

‘5. MogknkounTeen K ceTn

MogKNHUEHNE MK NOBTOPHOE NOAKS Kk BECNpOBOAHOMY, NPOBCAHOMY, MO
CETEBOMY COEAMHEHNID WA Nogknioyenne k VPN,

Beifep gomaiuneii rpynnel w napamerpos obujero goctyna

Cra, TaKCKE Joctyn k daiinam u NpUHTEPaM, PACOAOKEHHBIM H3 ADYTMX CETEBLIX KOMMBIOTEPAX, NN

- W3MEHEHWE NapameTpoE obluero go: na.
Bpanamayzp Windows P P LHETO AocTy

Aomawnan rpynna ¥cTpanenne Henonagok

CeoiicTsa obospesatens JuarHocTika n McnpasneHne ceTesbix npoBnem nan NonyHerne cEeaennil ob ncnpasneHn,

Puc. 5.15

NMPUMEYAHUE!
MpY HaNMMYMU HECKONbKMX CETEBbIX MOAKMIOYEHUIA BbIGEPUTE TO, K KOTOPOMY NIAaHUPYETCS MOAKMTHOYNUTE

IP-kamepy.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl SV3212DBS -
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B oTkpbiBLUEMCS OKHE HaxmMuTe kHonky [CBoncTBa] (Puc. 5.16).

~
4 CocrosHue - Mognouenne No NoKansHoW ceT ﬁ
Ofume
MoaxnodeHie
IPv4-noakmoYeHre: WHTepHeT
IPvG-NoaKnoHeHHE: bes gocTyna K MHTepHeTY
CocTosHue cpeakl: MoaknoqeHo II
AnuTensHocTe: 04:47:33
CKOPOCTL: 100.0 MawuT/c

CeeneHms. ..

AKTWBHOCTE
OTnpaeneHo L... MpuHATD
BakT: 79 188 140 805 509 770
[ '5'Csoﬁcr5a ]['$'OTKn|0qMTb] [ﬂmarHochKa ] |

Puc. 5.16

B OTKpbIBLUEMCS OKHE CBOWCTB CETEBOrO MOAKIOYMEHUs HeobXxoaMMo BblGpaTb MYyHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBoncTBa] (Puc. 5.17).

,
4 MoaknroyeHWe No NOKANEHOW CETH - CEOHCTER ﬁ

Cem | Ooctyn

Moaknioverue yepes:

E" Realtelc RTL8139/810x Family Fast Bhemet cetesoi age

OmveyeHHbBIE KOMMNOHEHTEI MCNONE3YTCA 3TMM NOQKNKYEHWEM

B Kaspersky Anti-Virus NDIS 6 Filter .
.LEJ MnaHupoeimk nakeTos QoS
ECnyxﬁa AOCTYNA K MaiANamM W NpuHTEpaM ceTei Micrg
W] i [poTokon MHTepHeTa Bepcin 6 P/IPyE)
(RN Npororon Wrmepreta epona 4 (TCPAPYE) [
=& llpaidsep B/B TONONOra KEHANeHOMQ YPOBHA
& OTBeTUMK 0EHEPYXEHMA TONONOMMW KaHaNEHOTD YPOoE =
[l [

| b
YeTaHoBUTE. .. Yoamte | CeoiicTea l

Onmucanme

MpoTokon TCP/IP - cTaHaapTHEIR NpoTokon rnofansHems
CeTel, 06ECNEYMBAIOLULMA CBASE MEXOY PA3NUYHEIMK
B3aMMOASACTEYIOLIMMI CETAMM.

oK ] [ Ommena

Puc. 5.17

B nosiBuBLlEMCS OKHe HEOOXOAMMO YCTaHOBUTb 3HayeHus IP-agpeca u macku nopcetu.
Buibepute nyHkT [Mcnonb3oBatb cneaytowmn IP-agpec] n Beegute ceobogHbii IP-agpec n3
noacetn kamepbl, Hanpumep 192.168.0.20, n Macky noacetun — 255.255.255.0. OcrtanbHble

3Ha4eHus BBOOUTb HeT HeobxoanmocTu (Puc. 5.18).

PykoBoacTBo no nogknto4eHuto IP-kamepbl SV3212DBS
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Ceoitcrea: Npotokon Wxtephera sepaun 4 (TCP/1Pv4) M

Obuwme

HEDEMETDDI i MOryT Ha3HE4aTbCA aBTOMETHUHECKK, E0M CETE
noaAepHHEaET 3TY BOSMOXHOCTE. B NPOTHUEHOM CNy4Yae NapaMeTpel
IP MOKHO NONY4MTh Y CETEBOM0 AAMMHWCTPATOPa.

() MonyuuTs IP-3Apec aETOMATUYECKM

@ McnonesosaTs cneayrowmil IP-anpec:
IP-appec: 192,188 . 0 . 20

Macka noaceTi: 255.255.255 . 0

OCHOBHO WAKo3:

MonyuuTe anpec DNS-cepeepa aBTOMaTUYECKM
@ Mnonb30BaTh CNEAYIOWWE anpeca DNS-Cepsepos:
Mpeano4nTaemslil DNS-cepeep:

AnsTEpHATMEHLIA DNS-cepeep:

[T NonTeepauTS NapaMeTps MpH Sbixone P —

[one ]

Puc. 5.18

[na npuMeHeHnst U3MEeHEeHMI HacTpoek HaxxmuTe KHomky [OK] Bo Bcex OTKPbITbIX OKHaX.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl SV3212DBS
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5.3. MNony4yeHue aoctyna K IP-kamepe ¢ noMmowbo bpay3epa Internet Explorer

Inasa 5. Hacmpouxa npooonozo coeounenus

[na goctyna K kamepe ¢ noMmoLbto 6paysepa Internet Explorer 3anyctuTe ero n B agpecHomn
cTpoke BBeguTe 3anpoc: http://<IP>:<port>/,— rge <IP> — |P-agpec kamepbl, a <port> — 3Ha4YeHune
HTTP-nopta. lNocne atoro HaxxmuTte [MepenTtn], nnbo [Beoa]. B nosBmBLLENCS cTpaHuLe BBOAA
YYETHbIX [JaHHbIX B NPaBOM BEPXHEM Yriy BblbepuTe s3blK UHTEpdeca, 3aTeM BBeguTe JOruH,

naposnb (no ymonyanuto admin/admin) n Haxmute kHonky [Bxoa] (Puc. 5.19).

BHUMAHUE!
IP-kamepa BEWARD no ymonuyaHuio umeet HTTP-nopt 80.

NMPUMEYAHUE!

Ecnn gna HTTP-nopta ucnonb3yetca 3Hadenue 80, Torga Ans AOCTyna K kamepe 4yepes3 Opaysep

OOCTaTO4YHO BBECTM B agpecHon cTpoke «http://<IP>/», roe <IP> — |IP-agpec kamepsbl.

e @ hiip/192.168.0173, = & || Moncx P~

@ Beward Network Camera

SA3bIK: | Pyccrmit

|Mapone. \

[J 3anoMHKUTL MEeHA

Cravarts ActiveX
Copyright © Beward All rights reserved

Puc. 5.19

« » SEC.RU
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5.4. Nony4yeHue aoctyna K Be6-nHTtepcency IP-kamepbl

War 1. [1na npocmoTpa n3obpaxeHus ¢ IP-kamepbl npy nomoLm 6paysepa Internet Explorer
ucnonbe3yotca KomnoHeHTbl ActiveX. Internet Explorer He umeeT 3TUX KOMMOHEHTOB B CBOEM
coctaBe u 3arpyxaet ActiveX HenocpeCTBEHHO C kamepbl. Ecnn KOMMOHEHTbI elle He
yCTaHoBIeHbI, Bbl yBuaute cnegytowee coobuieHme:

Beward Network Camera

Haxatb 3geck 4To6bI ckavaThb 1 YCTaHOBUTb AMNEMEHTLI yNpaBneHus Bpy4HyHo. [oxanyicra 0bHoBuUTE CTpaHuUy nocne yCTaHOBKU.

Ecnu Buageo He OTOGPQ)KBETCH, TO n06aBbTE K NnpoBepPEHHLIM cantam.

Puc. 5.20

Haxmute Ha Hagnuce, KOTOpada HaxoAUTCA NO cepeauHe 3KpaHa. B HMXHen 4Yactn okHa

Opaysepa nosiBUTCS BChrbiBaloLlee onoBeLleHne cuctembol 6esonacHocTtu (Puc. 5.21).

PykoBoacTBo no nogknwoyveHuto IP-kamepbl SV3212DBS
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Beward Network Camera [ Bexon

| el

HaxaTtb 3gecb 4TobkI cka4aTh 1 YCTaHOBUTL 3NeMeHTEI YnpaBneHua BpyyHyto. Noxanyncra 0bHoBuTE CTpaHWUy nocne yCTaHOBKW.
Ecnu Bugeo He 0T06pa)Kaemﬂ, 10 nobaBbTe K NPOBEPEHHBLIM CaNTaM.

_ -
& > G m B Q =
ﬁ Bl xoTnTe BeINOAHNTE A coxpannTe MsActiveX.exe (3,93 MB) c 192.168.0.1737 Beinonnute Coxpanute - Otmena x _

Puc. 5.21

Haxmunte Ha KHOMNKy [BbINONHUTD].

LWar 2: nanee, B NnosiBUBLLEMCS OKHE HaxmuTe KHONKy [Install] (Puc. 5.22).

i3 MsActiveX Setup — ot
Welcome to the MsActiveX Setup
e Wizard
/’ g - ".I This wizard will guide you through the installation of
[ . MsActiveXr.
It is recommended that you dose all other applications
& __},/-’-' before starting Setup. This will make it possible to update
1 relevant system files without having to reboot your
computer.
Click Install to start the installation.
Puc. 5.22
PykoBoacTBo no noaksntoyeHuto IP-kamepbl SV3212DBS
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LWar 3: 3atem, B NOSABMBLLUEMCS OKHE HaXXMUTe KHOrKY [Finish]

i3 MsActiveX Setup -

Completing the MsActiveX Setup
Wizard

MsActiveX has been installed on your computer.,

Click Finish to dose this wizard.

< Back Cancel

Puc. 5.23

LWar 4: o6HoBuTe cTpaHuuy WEB-uHTepdenca kamepbl.
lMocne ycnelwHon aBTopm3aumm 1 ycTaHOBKNU KOMMOHEHTOB ActiveX Bbl nony4nte ocTyn K

BeG-nHTepdecy IP-kamepsl (Puc. 5.24).

PykoBoacTBo no nogknto4eHuto IP-kamepbl SV3212DBS

CkauaHo c sec.ru

( )) SEC.RU KopoTkun nyTb K nHcbopmauum




BE\VARD Inasa 5. Hacmpoiixa nposoono2o coedunenus

e @ nttp://192.168.0.173/indexhtm! ~ & || MNomck... o~

@ Beward Network Camera x {1

Beward Network Camera

Puc. 5.24

5.5. U3ameHeHMe HacTpoek noakn4veHus |P-kamepbl yepe3 Be6-uHTepdenc
lMocne nogkntoyeHus K IP-kamepe HEOBXOAMMO M3MEHUTbL €€ HACTPOWKM Takum obpasom,

4yTOObI OHa HaxoAunacb B OAHONM MOACETM C OcTanbHbIM 060pyaOBaHMEM.

BHUMAHUE!

[ns coBMecTHONM paboTbl HECKOMNBKNX YCTPONCTB B OAHOW NOACETM HEOBXOAMMO, 4TOObI Y HUX coBnaganm
nepBble TPpU YacTu (okTeTa) IP-agpeca, n NONHOCTLIO coBnajana macka noaceTu.

Hanpumep, IP-agpec Bawero lNK: 192.168.1.100. IP-agpec pasgeneH Todkamu Ha 4eTblpe okTeTa. B
naHHoM npumepe: 1 okteT — 192, 2 okTeT — 168, 3 okTeT — 1, 4 okTeT — 100. Bam Heob6xoQMMO N3MEHUTb
IP-agpec kamepbl Tak, YToObI UX MepBbIe TPM OKTETA coBNaganu, To ectb |P-agpec kamepbl AOMKEH UMETb
Bua: 192.168.1.xxx. YeTBepThbii OKTeT IP-agpeca Kaxgoro YCTPOWCTBa 00si3aTeNnbHO AOIMKEH ObITb

nHaneuayanbHbIM.

[Insi I3BMEeHeHUs1 CeTEBbIX HAaCTPOEK B BEG-MHTepdeice HaXXMUTE B MMaBHOM MEHIO kaMepbl

kHonky [KoHdomurypaums], nepengute B MeHio OcHOBHbIe Hacmpoliku, 3atem Cemb (Puc. 5.25).

PykoBoacTBo no nogknwoyveHuto IP-kamepbl SV3212DBS
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Beward Network Camera

3€@\WARD OcHoBHble HacTpoiikn >> CeTb

= TCRP
o @ Monyunts IP agpec asTomaTmuecky
O Menoneaosats cratusecint IP agpec

£# OcroBHbIE HACTPOIIKK P agpec p—
Macka noaceTh.
OcHoBHO# w3
OcroeHoi DNS:

cern | Pa—_——

IPv6 Aapec: [ A—
Mpedpuic IPv6 1
OcroeHoi wnioz IPvE: I |

Puc. 5.25

B nonsx [IP-agpec], [Macka noacetu], [OcHoBHOWN wnto3], [OcHoBHOW DNS], HyXHO

BBECTW TaKune 3Ha4YeHusl, YToObl Kamepa nonana B ogHYy noaceTb C OCTalibHbIM o6opyuosaHmeM.

NMPUMEYAHUE!
B cnyyae HeobxoaMmocTu, ONS HACTPOWKM CeTeBbIX MapaMeTpoB YCTPOWUCTB obpatutechk Kk Bawwemy

ceTeBoOMy aMUHUCTPATOPY.

[lns NnpUMeHeHUs N3MEeHEHUIA CeTEBbIX HACTPOEK kKaMepbl HaXXMUTe KHomnky [CoxXpaHuTb).

Ha aTom HacTpoika npoBogHOro nogkroyeHns IP-kamepbl 3aBepLueHa.

5.6. Bo3Bpat HacTpoek nogknioyeHusa MK B nepBoHavanbHbIe 3Ha4YeHUs
YTo6bl BEPHYTb 3HAYEHWSI MPOBOAHOIO CETEBOrO MOAKMIOYEHUS K YCTAHOBMEHHLIM paHee
3HaYEeHUAM, BbIMNOMHUTE CrieayloLLme AencTBUS.

Haxwmute llyck — MaHenb ynpaeneHus (Puc. 5.26).

PykoBoacTBo no nogknwoyveHuto IP-kamepbl SV3212DBS

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




I'nasa 5. Hacmpoiika nposooHoco coedunenus

9 Internet Explorer

@ Skype

| X2 Microsoft Office Excel 2007
-

-
,_-aj EnokHot

E DVR Server

m BRSController
w BEWARD IP Visor
m BEWARD Player

o
T, CyoxBil

2

0@0 CrysBel KOMMNOHEHTOE

»  Beenporpammel

[ Hadmu npozpanmaes u gadine:

(34

Puc. 5.26

BEWARD

HokymeHTsi

Myzbika

rpor

Komnerotep

Manens ynpasnexun
YcTpoitcTea 1 NpUHTEDBI
TpOrpamMmMbl N0 YMONYaHIIY
Cnpaska n nogaepxka

P ——
| | 3asepiuenne pabotsl [

B OTKpbIBLUEMCA ONarioroBOM OKHe Bbl6€pl/ITe NYHKT [npOCMOTp COCTOAHUA CETU N 3a.qa'-|]

B pa3gerne [CeTb u UHTepHeT] (Puc. 5.27).

HacTpoiika napamMeTpoB KOMMbOTEPa

Cucrema v Be30NacHoCTb
HFCEEFKE COCTOAHWA KOMMNEBHITEDRE

AFXHEHFCEEHHE AFHHBIX KOMOBHOTEDA
Mowck 1 WCNpasnedne I'IpDﬁJ'IEM

CeTh y VHTepHeT
&. lﬂ‘ECCMCTp COCTOAHWA CETH W 23434 l
e,

BuiBop napamerpos AcmaluHeii rpynnel u ofuiero
AOCTYNA K ASHHBIM

O6opyaoBaHWE U 3BYK
MpocmoTp YCTPORCTE M NPUHTEROE
[JloBaenenue ycTpoiicTea

Mporpammel

¥aaneHwe nporpammel

[Mouck & naHenU ynpasneHus e

MpocmoTp:  Kateropua ~

YueTHble 3anNMCcK Noab3oBaTenel n

CEMEWH...

'@' [JoGasnenne 1 yAENEHNE YHETHDBIX 33NN cei
NonL30BaTENER

l@' YeTaHoeka POAWTENBCKOND KOHTDO.NA 4NnA BOEX
NOAbI0BATENER

OdopmneHne n NnepcoHanusaLmna
WM3meneHne Tembl

zmeHenne pona pabouero crona
Hacrpoiika paspeluenna 3kpana

Yacel, AZLIK U pervoH

CMeHa packnagru Knasuatypel Waw Apyrin
cnocoBoe BECAR

Mzmererne Asbika nHTepdeiica

CneunansHble BO3MOXHOCTH
Pekomengyembie Windows napamerpol
OnTumMuzauna M3oBpakeHna Ha IKkpaHe

Puc. 5.27
B oTkpbIBLLIEMCSH OKHE HaxxmuTe [MoakntoyeHue no nokanbHoun cetu] (Puc. 5.28).

PykoBoacTBo no noaksntoyeHuto IP-kamepbl SV3212DBS
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I'nasa 5. Hacmpoiika nposooHoco coedunenus

Manent ynpaeneqma -
ACMALUHAA CTpaHua

WMsmenenne napameTpos
aganTepa

VI3MEHNTE AONOAHUTENBHEIE
napamMeTpel 0GLIErD 4oCTyNa

Cra, TaKoKe
Bpanamayap Windows
AomaluHan rpynna

CeoiicTea oBospesatena

@\-\J' L: « Cersu Mureprer v LLenTp ynpasneqns cetamu n aBupm goctynom

MpocMoTp OCHOBHLIX CEBEAEHUIA O CETH M HACTPORKA NOAKNHOUEHWA

. | = MpocroTp NenHoR KapTel
Ay L, @

BEWARD Heckoneko cetei VHTEpHET
(3707 KoMneroTep)

MpocmoTtp akTueHsx ceTeil MogKnioUueHne MM OTKMIOUEHKE

Cetn 4 Tun aocTyna: WNntepHer

OBuwiecTeeHHanA ceTh Mogknrouerna:

[13meHEHNE CETEBRIX napameTpoe

ﬁl HE(TpCﬁKE HOBOro NOAKNHHEHWA MW CETH
2

HacTpolika BecnpoBoAHOro, WWWPOKONGAOCHOMD, MOJEMHOro, npaMoro win VPN-nogknodesns
WM 3K HECTPOMKE MapLIpyTU3aTOpa WK TOHKN 40CTYNa,

MoAKNHYMTECA K CETH

HDAKJ'IHJHEHME WAKW NOETOPHOE NOAKNHOYEHHE K EECHPDEOAHDM}I} NPOEOAHOMY, MOAEMHOMY
CETEBOMY COEAMHEHMHD WAW NoAKNHOYEHKE K VPR,

Buibop AomMaluHEi rpynnel n napameTpos obuero AocTyna

OocTyn k daiinam u NpUHTEPaM, PACNCNOKEHHBIM HA APYTIX CETEBBD KOMMLHOTEPEX, AN
M3MEHEHWE NAPaMETPOE OBLLErD 4oCTyna.

YcTpaneHue Henonagok

[AnarnocTika m MCNPaBNEHNE CETEBbIX NPOBNEM WAN NOAYHEHWE CEEAEHNA 06 ncnpasneHnm,

Puc. 5.28

B oTkpbiBLIEMCA OKHE HaxmuTe kHOMKy [CBomncTBa] (Puc.5.29).

1 Cocrosnue - MNogxniouenne no nokansHo#i ceTh ﬂ

Obwme

MogknioyeHne

IPv4-NoAKAOYEHE: WHTEpHET
IPvG-NoAKAHEHME: Bes noctyna K MHTepHeTY
CoCTosHue cpeabl: MNoaknoYeHo
AnMTenEHOCTR: 04:47:33

CKOPOCTL: 100.0 MBI fc

AKTMBHOCTE
OTNpaEneHy —— L. = TpUHATD
—

&
Bait: 79 183 140 I 805 509 770

| [ Bceoiicroa

"OTK.moHMTb] [,ﬂmarnocrma ]

Puc. 5.29

B OTKpPbIBLLEMCA OKHE CBOWCTB CETEBOro MOAKMYEHMST HEeobxoaMmo Bbl6paTb MYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.30).

PykoBoacTBo no noaksntoyeHuto IP-kamepbl SV3212DBS
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-

1 MoakntoueHne No NOKANBHOMN CETW - CEORCTER ﬁ

Cem | Ooctyn

MNopxnioyeHue yepes:

‘-'-." Realtel: RTLE135/810¢ Family Fast Ethemet ceTesoi an:

CmMeyeHHEIE KOMMOHEHTEI WCNONb3YOTCA 3TMM NOAKNIOYEHAEM

Bl Kaspersky Anti-Vius NDIS 6 Fitter .
.@ MnaHnposwwk nakeTos QoS

SCn'{xﬁa ADCTYME K $ainam u npuHTepam ceTei Micrg
& [ooToren MHTepHeTs Bepcin 6 P/APyE)
-L MpoToron Wrepreta sepcnn 4 (TCP/IPv4) i}

~&. [lpaieep B/B Tononora KaHansHoro YposHA

-&. DTBETHMK 0BHAPYXEHUA TONONOrMM KAHAMEHOTD YPOE ™
[l I | [

r
YeTaHoBUTE... Yoanuts | CaoitcTea I

Onucanve

Mpotokon TCP/IP - cTaHAapTHEIR npoTokon rnofansHemn
ceTed, 06ECnEYMBaI0IWMA CEBASE MEXKLY PASMMHHEIMI
E3EMMONEACTEYIOLLMMA CETAMM.

oK ] [ Omvena

Puc. 5.30

OTKpoeTCs MeHI0, B KOTOPOM HeOBXOAMMO YCTaHOBUTb 3HAYEHWSA HayanbHbIX HacTPOEK,
3anncaHHbIX BaMu paHee.

Ecnn nsHavanbHo |IP-agpec Bawemy MK HasHavancss aBTomaTudecku, Torga Bblbepute
nyHktel [Monyuntb IP-agpec aBtomatuuecku] wu [Monyuntb agpec DNS-cepBepa

aBTOMartu4ecku], nocne 4vero HaxmuTe kHonky [OK] onst Bcex oTKpbITbIX OKOH (Puc. 5.31).

Ceoiicrsa: Mpotokon MkTepHeta sepoun 4 (TCP/IPv4) &lﬂ

Obme ANbTEPHATHEHARA KOHBUMypaLms |

MNapaneTpel IP MOrYT Ha3HAYATHCA SETOMATHHECKW, ECAM CETh
MNOAAEPHUBSET ST BOIMOMHOCTE, B NPOTUBHOM Cryyae NapaMeTpel
IP MOJKHO MOAYUWTE ¥ CETEEOr0 AAMMHMCTPATOPA.

|-§‘ Mony4ts IP-aapec aBTOMATUYECKH I
() MNoNb30BaTE CREAYKOULMA [P-aapec:

| @ Mony-mTb aapec DNS-CEpBEpa S5TOMATHHEN I

() Minons308aTh CNeAyIoWLKE aapeca DNS-Cepsepos:

MoaTeepanTe NapaMeTpel NPW Boixoge [lononHHTENSHE

Puc. 5.31
Ecnn usHavansHo IP-agpec Bawewmy [K 6bin 3agaH BpyyHyto, Toraa BblbepuTe MyHKT
[Mcnonb3oBaTb cnegyrowmn IP-agpec] v 3anonHnte Heobxoanmble NOMs, NOCME Yero HaXMnTe

kHonky [OK] ans Bcex OTKpbITbIX OKOH (Puc. 5.32).

PykoBoacTBo no nogknto4eHuto IP-kamepbl SV3212DBS
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Inasa 5. Hacmpotika npo8o0Ho20 coedunenus

Ceoitcrea: Npotokon Wrtephera eepcinn 4 (TCP/IPv4) &Iﬂ

Ofiwme

MapameTpel IP MOMYT HAHEYATECA ABTOMATHHECKH, BCH CETE

NOAAEPHMBAET STY BOSMOMHOCTE, B NpoTHSHOM Cryyae napaMeTpel
1P MOXHO NOMYYMTE ¥ CETEBOr0 AAMUHUCTPETOPE.

() ManyuuTe IP-agpec asTOMETUHECKH

@ Monb30BaTh CNeayroWwKi IP-aapec: I
IP-appec:

192.1686. 0 . 20
Macka nonceTi: 255,255 .255. 0
OcHOBHOI WAk 192.168. 0 . 1

Mony-mTe agpec DNS-Cepsepa asToMaTHHenHN

I-é- Wcnonb3oBaTh CNeAYOWME aapeca DNS{EDBEDDB:I

| MpeanounTaemeni DMS-cepsep: 192.188. 0 . 1 |

AnsTepHaTHBHEIR DNS-cepeep:

[CIMoaTeepanTs napareTpel npy Beixoae

AononHUTENEHG. .

Puc. 5.32
5.7. TpoBepka npaBUNBHOCTU

HacTpoek
nokanbHOM ceTun

noakno4veHns |P-kamepbl K

[na  KOHTPONS nNpaBUNBHOCTU CETEBbLIX HACTPOEK Kamepbl W KOMMbKOTEPA HYXXHO
NoAKMYNTLCS K Kamepe Yepes 6payaep Internet Explorer.
3anyctute 6paysep Internet Explorer. na atoro Haxmute lMyck — Bce lMpoepamMmbi v
BblGepuTe cTpoky [Internet Explorer].

Beeante B agpecHoOMm  CTpoke

IP-agpec, nNpUCBOEHHbLIN Kamepe  (Hanpumep:
http://192.168.0.99) (Puc. 5.33).
G.J.‘g hittp://102.168.0.99/ P-ax |l @ Mycras crpanmua u A
|
Puc. 5.33

Mpy NpaBuUnbHbLIX HACTPOWMKaX OTKPOETCS OKHO aBTopu3aumu. [ns aBTopusauuv BeBeaute

1UMS Nonb3oBaTens 1 Naposb, 3aTeM B NPaBOM BEPXHEM YrIy BbibepeTe A3blk CUCTEMbI, NOCHE Yero
HaxmuTe [Bxopa] (Puc. 5.34).

BHUMAHUE!

Mma nonb3oBaTens no ymonyaHuto: admin. Maponke no ymonyaHuo: admin.

PykoBoacTBo no nogknwoyveHuto IP-kamepbl SV3212DBS
( )) SEC.RU KopoTkun nyTb K nHcbopmauum
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e @ hitp:192.168.0.173, + & || Monck... o~

@ Beward Network Camera

H3bIK: | Pycormit

‘Hapsnb ‘

[ 3anomHuTe MeHa

Crauarte ActiveX

Copyright @ Beward All rights reserved

Puc. 5.34
Mpy nNpaBMNbHO BBLIMOJTHEHHBLIX AENCTBUAX Bbl cMoXxeTe 3anTu B BebG-uHTepdenc yepes

Gpay3sep v yBnaeTb nsobpaxeHue c Bawen IP-kamepbl (Puc. 5.35).

PykoBoacTBo no nogknwoyveHuto IP-kamepbl SV3212DBS
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= o X
e @ nitp://192.168.0.173/indechtml o £

~ & || Monc... o~
@ Beward Network Camera X

Beward Network Camera

i
|}
| P

T 0L
/ ;‘.l

Puc. 5.35

NMPUMEYAHUE!

B cny4yae HeyoayHOro COeAMHEHWsI C Kamepou, NMpoBepbTe MPaBUMbHOCTb MOAKMHOYEHUS K MPOBOAHOM

CeTu, BEPHUTECH B HA4arno JaHHOW rnaebl M MOBTOPUTE HAacTPonKy. B cnyyae HeobxoanmocTu obpatmTech
K Bawemy cucteMHoMy agMuUHUCTpaTopy.

PykoBoacTBo no nogknwoyveHuto IP-kamepbl SV3212DBS
SEC.RU

KopoTkun nyTb K MHpopmaLmm CkayvaHo c sec.ru
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naBa 6. Noakno4veHue IP-kamepbl K cetn UHTEepHeT

6.1. O6wue cBegeHUA 0 noagkno4veHun IP-kamepbl kK ceTu UHTepHeT

Mpwn yctaHoBke |P-kamepbl 06bI4HO TpebyeTcst MUMETL K HEeN JOCTYM HE TOSbKO M3 NoKabHOM

ceTu, HO 1 n3 cet IHTepHeT.

B aTom cnyyae gnst ogHoOBpeMeHHOM paboThbl KOMMNBLIOTEPOB, HOYTOYKOB, IP-kamep n gpyroro

obopyaosaHus B ceTn VIHTepHeT, Yalle Bcero, UCNonb3yeTcs MapLupyTmM3aTop.

Mpn opraHusauum poctyna Kk IP-Bugeokamepam u3 ceTnm WHTepHEeT, Kak npasurio,

NCNONb3YTCH crneayloLlme Tpu BapmaHTa:

1. VmeeTcsa BblaeneHHbI NpoBangepoM BHeWHUW crtaTtudeckun |P-agpec nnu PPPoE-
coeavHeHue. Mpu atom, aaHHbIN IP-agpec (unn PPPoE-coeamHenne) ncnonbadyeTcsa Ans
NOAKMOYEHNsT TONbKO ogHON IP-kamepbl U He MOXET ObITb Ha3HaYeH elle Kakomy-rnmbo
YCTPOWCTBY.

2. NmeeTca BblAeneHHbI NpoBangepoM BHELWHWA cTaTtudeckun |IP-agpec, KOTOpbIN
nucnonb3yeTca Ans NoAKNoYeHNs K ceTu IHTepHeT nokanbHOW CeTU, K KOTOPOW, B CBOKO
oyepenb, MNNaHUpyeTcss MNOAKMIOYUTL OOHY WK Heckonbko IP-kamep. [Mpu Takom
NOOKIMHYEHUN NCNOSNb3yeTcs MapLupyTmusaTtop. Npyn 3ToM YnCno nogkroyaemMbiX kKamep
3aBUCUT, B OCHOBHOM, OT KONM4YeCTBa NepeHasHavaemMbIX MapLUpyTU3aTopoOM NopToB.

3. [lpoBangep He BblgendeT BHeWHUMW cTatudeckuin |IP-agpec. IP-agpec HasHavaeTcs
npoBangepom AMHaAMUYECKM, TO €CTb TaK, YTO MPU KaXJoM HOBOM MOAKITHOYEHUU ITOT
agpec npucBamBaeTCsl 3aHOBO M M3MeHsieTcs B npouecce paboTbl (Takas cutyaumns
ocobeHHO xapakTtepHa npu pabote uvepe3 ADSL u GPRS). B atom cniyyae, 4tobbl
obecneunTb BO3MOXHOCTb MOAKMKOYEHMS OLHOW WNM HECKOMbKUX Kamep K CeTu
MHTepHET, BHE 3aBMCUMOCTU OT TOro, Kakon IP-agpec BblgeneH npoBangepom B aHHbIN
MOMEHT, HeoOXOAMMO  3aJencTBOBaTb  WHTEpHeT-cnyxObl,  paboTawowme C
ANHaAMUYECKUMUN agpecamu.

Hanee, 3T BapuaHTbl opraHusauumn poctyna Kk |IP-kamepam un3 cetn WHTepHeT OyayT

paccMOTpeHbI NogpobHee.

PykoBoacTBo no nogknwoyveHuto IP-kamepbl SV3212DBS
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6.2. NMogkniovyeHMe nNpu cTaTU4eCKoM BHelwwHeM |IP-agpece/PPPoOE-coeguHeHuun

6.2.1. Ucnonb3oBaHune ctaTuyeckoro IP-agpeca

Ona nopgknioveHns IP-kamepbl kK cetn MHTepHET HeobGXOoAMMO M3MEHUTb €ee CeTeBble
napamMmeTpbl B COOTBETCTBUM C JaHHbIMW, NOMyYEeHHbIMWU OT NpoBangepa. Kak npasuno, npoBanaep
npegoctaBnseT cnegyowme ceTeBble HacTpouku: IP-agpec (B JaHHOM cnyyae, CTaTUYecKui),
Macka nogcetu, ceteson wnto3 n agpec DNS-cepsepa.

Ana nonydeHuns goctyna K IP-kamepe yepes ceTb VIHTepHeT no crtatnyeckomy IP-agpecy
Heo6xoaUMO BbINONHUTL CreayoLwme Wwarw:

War 1: nogkntounte IP-kamepy Hanpsmyto k Bawemy TK.

LWar 2: nameHnTe ceTeBble HACTPONKN NPOBOAHOIO coeAnHeHns IP-kamepbl B COOTBETCTBUN

C HacTponkamu, npegoctasneHHbiMy Bawmm UHTepHeT-npoBangepom (Puc. 6.1).

Beward Network Camera

OcHoBHbIe HacTpoiikv >> CeTb

- TCPIP

o O Monyuns IP agpec asTomarnyeckn
®) WenonbaoeaTs cratuueckwid IP agpec
& Octioarsie HacTpOfKM Foms: 173, 194. 122. 202 || Teer
Macka noacetn 255 255 255 252
OcHoenoil wnioa 173194 122 211

OctoeHo# DNS: 173. 194, 122, 211

CeTb I Pesxum IPv6
IPv6 Agpec: 1
Mpedmec IPvE: l:'
OcHoeHol W03 IPV6: [
-

Puc. 6.1

War 3: nogkntounte IP-kamepy K BblaeneHHon cetu Ethernet.

Ecnu Bce napameTpbl ykasaHbl BEpHO, kKaMepa [oShkHa ObITb 4OCTYNHA B CeTU VIHTEpHeT.
B npvBegeHHOM npumMepe npoBangep NpeaocTaBun crneayowme gaHHbIe:

IP-appec: 173.194.122.202

Macka noacetun: 255.255.255.252

OcHoBHOWM wnt3: 173.194.122.211

OcHoBHoM DNS: 173.194.122.1

PykoBoacTBo no nogknto4eHuto IP-kamepbl SV3212DBS
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B obwem cny4vae, ana obpaweHus Kk IP-kamepe vepes ceTb VIHTEpHET B agpecHOn CTpoke

Opaysepa BBOOgMTCS cnegyowmi 3anpoc: http://<IP>:<Port>, rge <IP> — IP-agpec kamepbl, <Port>
— 3HayeHue HTTP-nopta. Tak kKak B gaHHOM npumepe ucnonb3yetcs 3HadeHue HTTP-nopra,
3agaHHoe no ymonyaHuto («80»), To, 4Tobbl ObpaTUThLCA K IP-kamepe 4vepe3 ceTb VIHTepHeT,

Heobxoaumo Habpatb 3anpoc «http://173.194.122.202».

NMPUMEYAHUE!
Mpn noakntoyeHnn K kamepe 4vepe3 HTTP-nopT, 3agaHHbIA MO yMONYaHUKO (3HadeHue paBHO «80»),

3anpoc B agpecHon cTpoke Gpaysepa umeet Bua: http://<IP>,—rae <IP> — IP-agpec kamepbl.

6.2.2. Ucnonb3oBaHne PPPoE-coegnHeHus

WHTepHeT-npoBangep He Bcerga MoxeT obecneynTb NOAKMYEHWe No ctatudeckomy IP-
agpecy. Yaue Bcero, nposangep opraHn3yeT 4ocTyn K cetn VIHTepHeT yepe3 PPPoOE-coeagnHeHme.
B aTom cnyyae, oH npegocTaBnseT aboHeHTY MMsl NoNb30oBaTens 1 Naporb.

IP-kamepa noppepxumBaeT PPPoOE-coeauHeHue. [Onsi ero Mcrnonb3oBaHUs HeobGXxoanmo
BbIMOMHUTE cnegytoLume waru:

War 1: nogkntounTte IP-kamepy k Bawlei nokansHom cetn unu Hanpsmyto K MK (cm. Masy 5).

War 2: songute B mMeHio PPPOE-HacTpoek IP-kamepbl: KoHgpuaypayusi — OCHOBHbIe
Hacmpoliku — Cemb — PPPOE.

War 3: yctaHoBUTE Mapkep B rnone «Bkniounte PPPOE»

LWar 4. B TekcToBbIX Nonsix [Monb3oBatens], [[lapons], [loaTBepAUTe Naponb] BBeAUTE

3Ha4YeHus, nonyyeHHole ot HTepHeT-npoBanaepa (Puc. 6.2).

PykoBoacTBo no nogknwoyveHuto IP-kamepbl SV3212DBS
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Inasa 6. [looknouenue IP-kamepwvl k cemu HnmepHnem

BE\VARD OcHoBHbIe HacTpoiikn >> CeTb

e PPPoE SNMP 802 1x

a Bxmounts PPPoE ]

Ounamuyeckui 1P
£}  OcHOBHbIE HACTPOMKK
MmA nonkzoBatens:

Maponk.

MoaTeepauTe naponk:

CeTb I

Puc. 6.2
LWar 5: Ansa npuHATUA U3MEHEHUN HaXXKMUTE KHOMKY [COXpaHUTb].

PykoBoacTBo no nogknwoyveHuto IP-kamepbl SV3212DBS
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Be\vaRD Inasa 6. I[looknouenue IP-kamepol k cemu Unmepnem

War 6: nogkntounte IP-kamepy Kk BblaeneHHom cetu Ethernet.

BHUMAHUE!
Mocne nogknioveHus IP-kamepsbl K BolaeneHHon ceTu Ethernet, oHa 6yneTt goctynHa B cetu VIHTepHeT nog

IP-agpecom, NpUCBOEHHbIM el Bawwmm npoBangepom n otobpaxkaembim B none [AuHamuyeckun IP] (cwm.
Puc. 6.2).

[na obpawennsa k IP-kamepe B ceTn MIHTEpHET B agpecHOn CTpoke Gpay3epa BBOAUTCS
cnenyowmin 3anpoc: http://[<IP>:<Port>/— rge <IP> — IP-agpec kamepsbl, HasHa4yeHHbIN Bawwmm
nposangepomMm npu yctaHoeneHmn PPPoE-coeguHeHusn, <Port> — 3HayeHune HTTP-nopta (mo

ymon4yaHuio pasHoe «80»).

NMPUMEYAHUE!

Mpu nogkntodeHun K kamepe yvepesd HTTP-nopT, 3a4aHHbIN MO yMOMYaHWo (3HaveHne paBHO «80»),

3anpoc B agpecHon cTpoke Gpaysepa umeet Bua: http://<IP>,—roe <IP> — IP-agpec kamepbl.

PykoBoacTBo no nogknwoyveHuto IP-kamepbl SV3212DBS
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6.3. lMNMopgkno4yeHne 4epe3 ceTb UHTepHeT K IP-kamepam, Haxogawmmca B

NnoKanbHOU ceTun
Ecnn goctyn B ceTb VIHTEpHeET ocyLlecTBNAeTcs no BbigeneHHon nuHun Ethernet nnn no

ADSL, ons nogknoyeHus nokanbHOW ceTu UCNoNb3yeTcs MapLupyTmusaTtop.

BHUMAHUE!

[na vcnonb3oBaHWA OaHHOrO MeTofa MOAKMYeHWs HeobxoduMmo 3apaHee npuobpectn y Bauero
nposangepa MYBNYHBIA CTATUYECKWUI |P-agpec. MpoBaiigep NpenocTaBnsieT, kak npasurio,
ONHAMWYECKUI BHYTPEHHWIA IP-agpec, KOTOpbIi OOCTYNEH TOMbKO B MOACETW nposangepa.

MoaTomy yTouHMTE TUN Uchonb3yemoro Bamu IP-agpeca 3apaHee.

Ans Toro, 4ytobbl noaknounTbes K IP-kamepe 13 cetn MHTepHeT, Hago obpatutbea no IP-
agpecy, BblAaHHOMY npoBanaepoM (BHewHun IP-agpec mapwpyTtmusartopa), U K onpeaeneHHoMy
HTTP-noprty.

BHUMAHMUE!
Mpun obpaLyeHnmn n3 cetn VIHTepHET ANs BCEX KaMep, HAaXO0OALLMXCS B OOHOW NIOKalNbHOWM CETH, CYLLEeCTBYET
TonbKo oauH IP-agpec (BblgaHHbI NpoBangepom). MoaToMy Ans AocTyna K 3TMM kamepam HeobXxoanmo

KaXkgon HasHa4mTb CBOM rpynnbl NOPTOB.

[na aToro TpebyeTcs BbINONHUTL CneayoLme 4enNCTBUS:

o /I3meHunTb ceTeBble NapameTpbl IP-kamep B COOTBETCTBUM C HACTPOMKaMU, NPUHATBIMU
B Bawuen nokanbHom ceTu.

e Hactpoutb yHKUMIO nepeHanpaBneHns noptoB. [aHHaa yHKUMa nossonseT
nepeHanpaesnatb obpalleHnda u3 cetnm WHTepHeT K KakoMy-nubo YCTpOMCTBY,
NOOKIMOYEHHOMY K NnokanbHowm ceTtu, ¢ BHewHero WAN-nHTepderica mapLupytmusaTopa
Ha ero BHyTpeHHMN LAN-uHTepdenc un obecneymBaeTcs npakTU4eckn mnobbiM
COBPEMEHHbBIM MapLUPYyTU3aTOPOM.

Mpn atom, cywecTtByeT ABa cnocoba HaCTPOMKM MapLupyTusaumm (nepeHanpasneHus

nopToB):

e ncnosnb3oBaHue TexHonorun UPNP B kamepe 1 mapLupyTtusaTtope;

e pyyHas YCTaHOBKa MapamMeTpoB MepeHanpaBfieHns MNopTOB B  kKamepe U

mMapLupyTusaTope.
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6.3.1. HacTtpo#ka py4yHoun nepeagpecaumm NnopToB MapLipyTMsaTopa

Paccmotpum  3agady nogknioveHusi IP-kamepbl K ceTu WHTepHeT C NOMOLLbIO
mapuwpyTtmsatopa TP-Link TL-WR2543ND (HacTporika 6onblnHcTBa (OYHKLUMA MapLUpyTU3aTopoB
pa3fiMyHbIX MOAENEN BbIMOSHAETCH CXOXNM 06pa3om).

Cuntaem, 4TO NOAKIOYEHUE MapLUpyTM3aTopa K NokanbHoW ceTn n cetn VIHTepHeT yxe
HacTpoeHo. MapwpyTusatop umeeT criegylowmn nyonuyHbIn ctatnyecknin IP-agpec, BblgaHHbIV
WHTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLipytusaropa): 173.194.122.201.

JlokanbHasa ceTb umeet IP-agpeca B AnanasoHe «192.168.1.1 — 192.168.1.255», npuyem
«192.168.1.1» — BHyTpeHHuMn IP-agpec wmapuwpyTtusatopa (IP-agpec LAN-uHTepdenca
MapLupyTtusaTtopa), «192.168.1.199» — IP-agpec kamepsbl. [1ns HACTPOVKM UCMONb3YyeM KOMNbIOTEP,
NOOKITHOYEHHbIN K 3TOW SIOKaNbHOW CeTu.

Ona nogknioveHus |IP-kamepbl kK ceTu WMHTepHeT TpebyeTcsa HasHauuMTb NOpThl, Yepes
KoTopble ByaeT oCcyLecTBNATLCA BHELUHUIA AOCTYN K €e HAaCTPONKaM 1 K BUAEONOTOKY C kamepsbl. B
NoKanbHOM CETW 3TKU MOPThl MO YMOMNYaHUI UMEIDT cregywmne 3HadvyeHusi: HTTP-nopT — «80y,
HTTPS-nopt — «443», RTSP-nopT — «554».

BHUMAHUE!
Mpun obpaLyeHnmn n3 cetn MIHTepHET ANs BCeX KaMep, HaXoOsALLMXCS B OOHOW NIOKalNbHOWM CETH, CyLLEeCTBYET
TOnbKO oauH IP-agpec (BblgaHHbIM NpoBangepom). [oaTomy Ans gocTyna K 3TMM Kamepam HeobXxoanmo

KaXkOon Ha3HauYnTb CBOU rpynnbl NOPTOB.

,D,J'IFI N3MEeHEHNA NopTOB |P-KaMepr BbIMOJIHUTE CreayLlimne OEenCcTBUS:

LWar 1: B BeG-nHTEpPEice kamepbl OTKponTe pasgen meHwo KoHgueypayusi — OCHO8HbIe
Hacmpoliku — Cemb — HTTP.
War 2: Beegute B none [HTTP nopt] HOBOe 3HayeHWe, OTNMYHOE OT 3HA4YEeHUst Mo

ymonyaHuio. Hanpumep, nyctb B kadectse HTTP nopta ncnonessyetcs nopt «85» (Puc. 6.3).
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Beward Network Camera

OcHOBHbIE HAcTpoiikn >> CeTb
T HTTP
a Brmiounts HTTP:
HTTP nopr:
{31' OCHOBHbIE HACTPOWKK Bxriounts HTTPS: 7
Mopt HTTPS: 443
HacTpoiiku HTTPS
Ceptudmear: Cépoc
CeTb I
Wrcpopuauws: T o
C=U5, H/IP=maylong
H3naTens:
C=US, H/IP-maylong
Mlepuon AeHCTENA:
Feb 16 02:29:45 2016 ~
Hov 11 02:29:45 2018
-
a Buibop peiicTenA. \Coaqa‘rb cepTivEaT v
Cozpnate cepTudmear: Cospats

Puc. 6.3

LWar 3: ang npuMeHeHns HACTPOEK HAXXMUTE KHOMKY [CoXpaHuTb].

Taknm o6pasom, NopThl ANA AOCTyNa K aHHOMW KaMepe BHYTPW JloKanbHOW ceTu byayT:
HTTP-nopTt — «85», RTSP-nopt — «554».

Kamepa HacTpoeHa. OcTanoch NpaBurbHO HACTPOUTbL MapLLPyTU3aTop.

[na HacTpoMKM MapLupyTu3aTopa BbINOJIHUTE crneayowme AeNCTBUA:
War 1: BBeguTe B agpecHon cTpoke Opaysepa IP-agpec mapwpyTtu3aTtopa (B Hawem
npumepe — «192.168.1.1»). B nosiBuBLIEMCA OKHE aBTOpU3auuMK BBeAUTE NOrMH U napone. Nocne

y[oayHou aBTopM3aLmnmn OTKPOETCS OCHOBHAas CTpaHuLa HacTpoek MaplupytusaTopa (Puc. 6.4).
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TP-LINK'

Status
Quick Setup
wps

450M Wireless N Gigabit Router
Model No. TLAVR2543ND

Network
Wireless
DHCP

USB Settings

Hardware Version:

Firmware Version:

3.13.27 Build 121207 Rel.61955n

,

WR2543ND v1 00000000

Forwarding
Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

MAC Address:
IP Address:
Subnet Mask:

90-F6-52-75-BD-62

19216811 )
255.255.255.0

Wireless

Wireless Radio:
Name (SSID):

Enable

TP-LINK

Puc. 6.4

War 2: Bbibepute nyHKT meHio Forwarding — Virtual Servers. B nosBuBLIEMCH MEHIO

HaxkmuTe kHonky [Add New] (Puc.6.5).

TP-LINK'

Status

Quick Setup
WPS

Network
Wireless

DHCP

USB Settings
Forwarding
-Virtual

- Port Triggering
-DMZ

-UPnP

Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

450M Wireless N Gigabit Router
Model No. TLAWVR2543ND

ID  Service Port Internal Port IP Address Protocol Status Modify
Add New... Enable Al Disable Al Delete Al
Puc. 6.5

LWar 3: no6aBbTe nNpaBuna nepeHanpasneHns noptos ans IP-kamepsl (Puc. 6.6). 3apanTte

crieaytowne napameTpbi:

[Service Port]: ykaxuTte nopT, KOTOpbIA ByAeT ncnonb3oBaTbCa Ana 4OCTyna K kKamepe 13

ceTn VIHTepHeT.

NMPUMEYAHUE!

Bo un3bexaHune KOHMMMKTOB HE WUCMONb3ynTe Ans nepeHanpasreHusi NopTOB 3aperMcTpyMpoBaHHbIe

3HayeHus. PekomeHayeTca mMcnonb3oBaHue noptoB guanasoHa 1124-7999. (8Hauenus noptoB ot 0 Ao

1123 odhmumanbHO 3aperncTpmpoBaHbl MOA Pa3riMyHbIE MPOTOKOIbI, CIYXObl, MPUMOXEHWS.)

[Internal Port]: ykaxute nopT, UCNONb3yeMbI B 4AHHbIN MOMEHT 4S5 OCTYNa K KaMmepe u3

IoKanbHOW CeTu.

[IP Address]: ykaxuTe IP-agpec kamepsbl, 41159 KOTOPOWN HAacTpanBaeTcs nepeHanpasneHme.

OcrTanbHble NYHKTbl HEe TPebYT HACTPONKMW.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl SV3212DBS
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[ob6aebTe npasuno ansa nopta HTTP (Puc. 6.6).

= = 450M Wireless N Gigabit Router
Tp LINK Model No. TL-WR2543ND

Status

Quick Setup Add or Modify a Virtual Server Entry

WPS

Network

Service Port: 81 (06X or XX)
Wireless
DHCP Internal Port: 80 (XX, Only valid for single Service Port of Ieave it blank)
USB Settings IP Address: 192 168.1.199

Forwardin Protocol: All -
-V TS Status: Enabled -
- Port Triggering

- Common Service Port: —Select One— -
-UPnP

security
Parental Control Save Back
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.6
LWar 4: HaxxmnTe KHOMKy [Save], 4Tobbl coxpaHuTb npasuno. MNpasuno gobasneHo (Puc.

6.7).

= e 450M Wireless N Gigabit Router
Tp LINK Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wps

Network

e ID  Service Port Internal Port IP Address Protocol Status Modify
ireless

T 18 80 192.168.1.199 Al Enabled Modify Delete
USB Settings

Forwarding Add New... | [ EnableAl | [ Disable Al | [ Delete All

-Virtual vers

mBOTL SIS Previous Next

-DMZ

-UPnP

Security
Parental Control

Access Control

Advanced Routing
Bandwidth Control

IP & MAC Binding
Dynamic DHS

System Tools

Puc. 6.7

LWar 5: Tem xe cnocobom fobasbTe npasuno Ana nopta RTSP (Puc.6.8).
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= e 450M Wireless N Gigabit Router
Tp LINK Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network
ID  Service Port Internal Port IP Address Protocol Status Modify
Wireless
DHCP 1 81 80 192168.1.199 All Enabled Modify Delete
USB Settings 2 3001 554 192.168.1.199 Al Enabled Modify Delste
Forwarding
al Servers AddNew.. | [ EnableAll | [ Disable Al | [ Delete All

- Port Triggering
-DMZ

-UPnp

Security

Parental Control

Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools

Puc. 6.8
LWar 6: n ewe ogHo npaeuno and MNMopta gaHHbix (Puc. 6.9).

BHUMAHUE!
HTTP-nopTbl u RTSP-NopThl kKaMep MOXHO NepeHanpaBndaThb C NOMOLLbIO BUPTyaribHOro cepsepa, 0gHakKo

MOPTbl AaHHbIX Y KaMep OOJMKHbI ObITb Pa3HbIMU U TPAHCIMPOBATLCS «MOPT B NMOPT»!

- e 450M Wireless N Gigabit Router
Tp LINK Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify
DHCP 1 81 80 192.168.1.199 Al Enabled Modify Delete
USB Settings 2 30m 554 192.168.1.199 Al Enabled Modify Delete
ST 3 5001 5001 192.168.1.199 Al Enabled Modify Delete
~Virtual Servers

- Port Triggering AddNew.. | [ EnableAl | [ Disable Al | [ Delete All

-DMZ
-UPnP
Security

Parental Control

Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

Puc. 6.9
LWar 7: ecnu Bbl ncnonb3dyete Heckonbko kamep, To Bam Heob6xoaumo noBTopuTh Wwarun 2-6

Ansa ocTtanbHbIX Kamep (Puc.6.10).
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TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Inasa 6. [looknouenue IP-xamepul k cemu Mnmepnem

Status
Guick Setup
WPS
Network
Wireless ID  Service Port Internal Port IP Address Protocol Status Modify
T 1 81 80 192.168.1.199 Al Enabled Modify Delste
USB Settings 2 3001 554 192.168.1.199 Al Enabled Modify Delete
Forwarding 3 5001 5001 192.168.1.199 Al Enabled Modify Delete
4 82 80 192.168.1.198 Al Enabled Modify Delste
5 3002 554 192.168.1.198 Al Enabled Modify Delete
8 5002 5002 192.168.1.198 Al Enabled Modify Delete
7 83 80 192.168.1.211 Al Enabled Modify Delste
Security 8 3003 564 192.168.1.211 All Enabled Modify Delete
R 9 5003 5003 192.168.1.211 Al Enabled Modify Delete
Access Control
Py — AddNew.. | [ Enable Al | [ Disable Al | [ Delete Al |
Bandwidth Control
IP & MAC Binding Next
Dynamic DNS
System Tools

Puc.6.10

HacTponka mapLipyTusaTopa 3aBepLueHa.

Tenepb, 4TOOLI NONY4YMTb AOCTYN K Kamepe M3 ceTn VIHTepHeT, Hago obpatuTbCa K Hel no
IP-agpecy, BblgaHHOMY npoBangepom (BHeLWwHW IP-agpec MmapLipyTmnsartopa), 1 Ha3Ha4eHHOMY e
nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec maplipyTtusatopa — «173.194.122.201». HTTP-noprT,
Ha3Ha4eHHbIA Kamepe ans nepeagpecaunn,— «81». 3HaunT, ong obpalweHns K Kamepe n3 cetn

MHTepHeT HeobxoanMMo B agpecHom cTpoke Gpay3epa HabpaTtb 3anpoc: http://173.194.122.201:81/.
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MpunoxeHus

MpunoxeHue A. 3aBoaAcKUe YCTaHOBKMU

Hwxe npuBegeHbl HEKOTOPbIE 3Ha4YeHUA 3aBOACKMX YCTAHOBOK

HanmeHoBaHue 3HaveHue
IP-agpec 192.168.0.99
Macka nogceTtu 255.255.255.0
Nms nonb3osaTens (agMuHucTpartopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopt 80
RTSP-nopt 554
PykoBoacTBo no noaksntoyeHuto IP-kamepbl SV3212DBS
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MpunoxeHune B. NapaHTMMHbIE 06A3aTeNnbLCTBA

B1. O6wue cBepgeHud

a) lMepep nogkntoyeHnem obopyaoBaHMs HEOBXOANMMO O3HAKOMUTBLCHA ¢ PykoBoacTBOM Mo
aKcnnyaTaumm.

6) Ycnosus akcnnyaTaumm Bcero obopyaoBaHms omkHbl cootBeTcTBoBath [OCT 15150-69,
FOCT B20.39.304-76 (B 3aBMCMMOCTW OT UCIMOSTHEHUS YCTPOWCTBA).

B) [lNsi NoBbIWEHNST HAAEXHOCTM paboTbl 06opyaoBaHUs, 3almTbl OT BPOCKOB B NUTAOLLEN
cetn n obecneveHna GecnepebOMHOrO MUTaHUS cnegyeT UCNONb3oBaTb CeTeBble OUNbTPbI U

ycTporcTBa 6ecnepebonHOro nuTaHus.

B2. OneKkTpoMarHMTHasi COBMeCTUMOCTb

3710 060opynoOBaHME COOTBETCTBYET TpeOOBaHMAM SMEKTPOMAarHUTHOM coBmecTumoctn EN
55022, EN 50082-1. HanpsibkeHne pagmonomex, co3gaBaeMbix annapaTtypon, cooteetcteyeT [OCT
30428-96.

B3. OnekTponutaHue

[lormkHO cooTBETCTBOBaTL NapameTpaM, yka3aHHbIM B PykoBoacTBe MO akcnnyatauuv ans
KOHKpeTHOro ycTpouncTea. [1ns yCTpOMUCTB CO BCTPOEHHbIM UCTOYHUKOM MUTaHUSA — 3TO NepemMeHHoe
HanpsbkeHne 220 B £10%, yactoTon 50 'y £3%. [1ns ycTpoONCTB C BHELUHMM adanTepoM NUTaHus —
CTabunnampoBaHHbIN NCTOYHMK NUTaHusa 5 B £5% mnnu 12 B £10% ansa ycTponcTs ¢ 12-BONbTOBbLIM

nuTaHveM. HanpspkeHne nynscaummn — He 6onee 0.1 B.

B4. 3azemneHune

Bce ycTponcTtea, nmetowme BCTPOEHHbIN BNOK NUTaHWS, OOMKHbI ObiTb 3a3eMeHbl NyTem
NOAKMIOYEHNss K crneunanbHbiM PO3eTKam 3MEKTPOnNUTaHus C  3a3eMSiIeHMeM WNn  nyTem
HEMNOCPEeACTBEHHOrO 3a3eMiieHMst Kopriyca, €Cnu Ha HeM npeayCMOTpPeHbl crneumarnbHble
KpenexHble 3nemMeHTbl. 3a3emMneHne 3neKTPOnpPOBOAKN 30aHUSA OOMKHO ObiTb BbLINOMIHEHO B
cooTBeTCTBMM ¢ TpeboBaHmsamun Y3 (MpaBuna YcTponcTtea dnekTpoyctaHoBok). ObopyaosaHue ¢
BbIHOCHbIMX OnokamMu MUTaAHUS W aganTepamMy Takke OOMMKHO ObiTb 3a3emiieHo, ecnu 3To
npeaycMOTPEHO KOHCTPYKLMEN KOPyCa UM BUIKM HA LUHYpe NuTaHus. MOHTaX BO3AYLUHbIX NUHWIA
anekTponepeayn M INUHWA, NPOKNaAbIBAEMbIX MO HAPYXHbIM CTEHaM 34aHWMN U Ha 4yepaakax,
OOIMKEH ObITb BLINOSHEH 3KPAHMPOBAHHbLIM Kabernem (MM B MeTannopykase), U NUHUM OOSDKHbI
ObiTb 3a3emrieHbl C [OBYX KOHUOB. [lpuyem, ecnu oguH KOHeL, 3KpaHa noAKnyaeTca
HEMOCPEACTBEHHO K LUMHE 3a3eMfeHusi, TO BTOPOM — MOAKMYaeTCs K 3a3eMeHuio yepes

paspsigHuIK.
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B5. MonHue3awuTa

MonHuesawmTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "MIHCTpyKUMS NO YCTPOWCTBY
MOSHMe3aWmnTbl 3gaHni n coopyxennn" n FTOCT P 50571.18-2000, FOCT P 50571.19-2000, NOCT
P 50571.20-2000. MNMpwn npoknagke BO3AYLWHbLIX FIMHUA U IMHUIA, NOYLMX NO HAPY>KHOW CTEHE 34aHni
1 Mo YepaavHbIM NOMELLEHNSAM, Ha BXOAax 060pyA0BaHNS OOIMKHbI ObITb YCTAHOBIEHbI YCTPOUCTBA

MOJTHNE3alLUTbI.

B6. Temnepartypa 1 BNaxHoOCTb

MakcrMmarnbHble 1 MUHUManbHbIE 3HAYEHWs TemnepaTypbl dKCnyaTauum n XpaHeHus, a
Takke BNaXXHOCTUN, Bbl MOXXeTe NOCMOTPETb B TEXHUYECKOM ONMCaHUM KOHKPETHOro obopyaoBaHus.
MakcumanbHasa paboyas Temnepartypa — 3To TeMneparypa, BbiLLe KOTOPOW He JOSIKEH HarpeBaTbCst

Kopnyc yCTpoWCcTBa B nNpoLecce AnuTensHon paboThbl.

B7. PasmelleHue

[Ana BeHTMNSAUMM YCTPOMCTBA HEOOXOAMMO OCTaBWUTb Kak MUHMMYM Mo 5 cM cBOGOAHOrO
npoctpaHcTBa no 6Gokam M CO CTOPOHbI 3agHen naHenwu ycTtpownctBa. [lpu ycTtaHoBke B
TeNneKoOMMYHMKALMOHHbIN LWKad unn CTONKY AormkHa ObiTb obecnevyeHa HeobxoamMmasi BEHTURALMS.
[na aToro pekoMeHOyeTCs yCTaHaBnuBaTh B LWKady crneynanbHbin 6GrOK BEHTUNATOPOB.
Temnepatypa oOKpyxatwLwero Bo3gyxa W BEHTUNAUMA OOMMKHbl obecnevmBaTb HeobXxoauMbIv
TemnepaTypHbi pexunm obopyaoBaHUA (B COOTBETCTBUM C TEXHUYECKMMMU XapaKTepucTukamm
KOHKpeTHOro obopyaoBaHus).

MecTto anga pasmeLleHnss 060pyaoBaHNs LOMKHO OTBeYaTb Creayowmm TpeboBaHNAM:

a) OTcyTCcTBUE 3aNbINIEHHOCTU NOMELLEHMS.

6) OTcyTCcTBME B BO3AYyXE MNApoB Bfarn, arpecCcuBHbIX cpes.

B) B nomeweHun, roe ycrtaHaBnmBaeTca obopynoBaHMe, He OOMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpelyaetca pasmellatb Ha obopyaoBaHUM NOCTOPOHHME NpeaMeTbl U NepekpbiBaTb

BEHTUNTALUMNOHHbLIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opynoBaHye Heobxoanmo obCnyxmMBaTh C NEPUOANYHOCTBLIO HE MEHEE OAHOMO pasa B rof
C Lernbio yaaneHus u3 Hero nbinn. 3To No3sonut obopyaoBaHuio pabotatb 6e3 c6oeB B TeyeHne

NnpoaoJDKNUTESIbHOIO BpEMEHN.

B9. NMoakntovyeHne nHtepdencos
O6opyanoBaHne AOMKHO NOAKNOYATLCA B CTPOTOM COOTBETCTBUMM C Ha3HaAYE€HUEM U TUMOM

YCTaHOBMNEHHbIX MHTEP(ENCOB.
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B10. NapaHTUiHbIe 06A3aTenbCcTBa

OO0 «HIMN «beeapa» He rapaHTupyeT, 4YTo obopynoBaHme GygeT paboTaTb OOMMKHbLIM
06pa3om B pasnuyHbIX KOHUrypaumsx n obnactax NpUMMeEHeHUs, U He AaeT HUKaKoW rapaHTum, 4To
obopynoBaHue obszaTenbHo OygeT paboTaTb B COOTBETCTBMM C OXMUAAHUAMW KIMEHTA Mpu ero
NPUMEHEHUN B CNELMPUIECKNX LLENSIX.

OO0 «HIMMN «beBapa» He HeceT OTBETCTBEHHOCTM MO rapaHTUiHbIM 0b6si3aTeNbCTBAM Npu
NOBPEXOEHUN BHELLIHMX MHTepdericoB obopynoBaHms (CeTeBbIX, TENEOHHbIX, KOHCOSbHbIX M T.M.)
n camoro o6opyaoBaHus, BO3HUKLIEM B pe3yrbTaTe:

a) HecobntogeHnst NpaBuI TPAHCNOPTMPOBKM M YCINOBUIN XPaHEHNS;

6) bopc-MaKOpHbIX OBCTOATENBLCTB (TAKMUX Kak NoXap, HABOAHEHWE, 3eMETPACEHME U AP.);

B) HApYLUEHUSA TEXHUYECKNX TPeDbOoBaHMI MO pa3MELLEHWNIO, MOAKMOYEHMIO U SKCMnyaTaumu;

) HENpPaBUITbHbIX ENCTBUI NPU NEPEnpPOLLNBKE;

[) NCNOoNb30BaHNS He NO Ha3HaAYeHWIo;

€) MEeXaHUYEeCKUX, TEePMUYECKMX, XUMUYECKMX W WHbIX BMAOB BO3OEWCTBUM, €CNU UX
napaMmeTpbl BbIXOASAT 3@ pPaMKM OOMYCTUMbIX SKCMMyaTauMOHHbIX XapaKTepucTuk, nmbo He
npegycMOTPEHbl TEXHMYECKON crieumndmkaumen Ha gaHHoe 0bopyaoBaHue;

) BO34ENCTBUSA BbICOKOIO HaNpshkeHus (yaap MOSHUK, CTaTUYecKoe 31eKTPUYEcTBO 1 T.1.).

PykoBoacTBo no nogknwoyveHuto IP-kamepbl SV3212DBS
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MpunoxeHune C. NpaBa u nogaepxka

C1. ToproBas mapka

Copyright © BEWARD 2024.

HekoTopble NyHKTbl HacTosiwero PyKoBOACTBa, a Takke pasfenbl MeHK ynpaBneHus
obopyanoBaHusa MoryT 6biTb n3MeHeHbl 6e3 NpeaBapuUTENbHOrO YBEAOMITEHUS.

BEWARD gaBnsetca 3apernctpmpoBaHHon Toproson mapkor OOO «HIMIM «beeapa». Bece

OCTarbHble TOProBble MapKn nNpunHaanexart nx snagenbuam.

C2. OrpaHn4yeHne OTBETCTBEHHOCTHU

00O «HIMM «beapg» He rapaHTMpyeT, 4TO annapaTtHble cpeacTBa byayT paboTatb
OOIMKHBIM 0Bpa3oM BO BCEX cpedax WM MPUMOXEHUSAX, U He OaeT rapaHTMn U NpeacTaBrieHun,
noapasymMeBaeMblX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapakTepucTuK, Wnu
paboTocnocobHOCTM MNpu uMcnonb3oBaHuMKM B crneundunyecknx uenax. OO0 «HIMIM «besapa»
NpUNoXnno Bce ycunus, 4tobbl caenatb 310 PyKOBOACTBO MO aKkcnnyaTaunm Hanbonee TOYHbIM U
nonHbiM. OO0 «HIIM «beBapg» oTKasbiBaeTCs OT OTBETCTBEHHOCTWU 3a NHOOLIE onevaTkn unm
NpOMnyCcKu, KOTOpble, BO3MOXXHO, NPOM30LLUN NpU HanucaHuy gaHHoro PykoBoacTsa.

MHdopmauus B nobon yactu PykoBoacTBa No aKcniyataunm U3MEHAETCA U OOMOSTHAETCS
OO0 «HIIM «beBapa» 6e3 npeasaputensHoro yBegomrenna. OO0 «HIIM «besapa» He GepeT Ha
cebsi HMKaKom OTBETCTBEHHOCTW 3a fobble MOrpeLlHoOCTH, KOTOpble MOryT COAepXaTbCA B 9TOM
PykoBogctee. OO0 «HIIN «beBapa» He GepeT Ha cebs OTBETCTBEHHOCTM M HE [aeT rapaHTui B
BbiNycke OOHOBMNEHWA WM COXPaHEHUN HEW3MEHHOW KaKOM-MbOo MHgopMaumm B HacTosILEM
PykoBogcTtBe no akcnnyaTauumn, U OCTaBnsieT 3a cobOOoM NpaBO BHOCUTL M3MEHEHUS B OaHHOE
PykoBogcTtBo w/unu B usgenus, onucaHHble B Hem, B ntoboe Bpemsi 6e3 npenBapuTenbHOro
yBegomnexus. Ecnn Bbl obHapyxute B 3TOM PykoBoacTBE MHGOPMaUMio, KOTopas siBNsSieTcs
HenpaBUNbHOW UM HEMOMHOW, UM BBOUT B 3abnyxaeHune, mbl 6yaem Bam kpariHe npu3HaTenbHbI

3a Bawwu KOMMEHTapUn N npearioxXeHn4.

C3. NpeaynpexaeHnsa FCC

3710 0bopyaoBaHune BbINIO NPOTECTMPOBAHO M MPU3HAHO YAOBMETBOPSAOLWMM TpeboBaHNSAM
NonoXeHUss O LMUMPOBbLIX YCTPOUCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 T[lpasun
®epepansHon komuccum no ceaAsm (FCC). Otu orpaHmyeHus Obinm paspaboTaHbl B Lensix
obecneyeHna 3aWmTbl OT BPeAHbIX MOMEX, KOTOpble MOryT BO3HMKATb NPWU MCMOSb30BaHUN
obopyaoBaHNa B KOMMeEpPYECKUX Lenax. OTo obopyaoBaHMe MOXeT u3nyyaTb, reHepupoBaTb U
NCNoNb30oBaTb SHEPrutd B paguovacToTHOM AuanasoHe. Ecnm gaHHoe obopypoBaHve Oyaer
YCTaHOBIEHO W/unn BygeT Mcnonb3oBaTbCA C OTKMNOHEHMAMM OT HacTosawero PykoBoacTtsa, OHO

MOXeT OKa3blBaTb BpegHoe BO3OENCTBME Ha Ka4eCTBO paanoceaA3n, a npu yCtaHOBKE B XKUITOM 30He,
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BO3MOXHO, — Ha 340poBbe ntoaen. B atom cnyyae Bnageneu 6ygeT o6si3aH McnpaBnsTb

nocneacTesns Bpe4HOro BO34eNCTBUS 3@ CBOW CYET.

C4. NpepynpexpeHne CE
OTO YyCTPOMCTBO MOXET BbI3blBaTb PagnoNoMexm BO BHELUHEM OKpy>XeHuu. B aTom cny4yae

nonb3oBaTtesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYHOLLNE MEPDI.

C5. Noaaepxka
Ona wnHpopmaumm OTHOCUTENBbHO CepBUCa W MOAAEPXKKWU, MOXanynucra, CBSXKUTECh C
cepBucHbiM LeHTpom OO0 «HIIM «beBapa». KoHTakTHble AaHHblE Bbl MoXeTe HanMTu Ha cante

http://www.beward.ru/.

Mepen oGpalweHvem B cnyxby TexXHU4EeCKOW NoAAEepXKW, MNoXKanymcra, noaroToBbTe
cnegyoLyo MHopMaLumio:

e TouHoe HanmeHoBaHue u IP-agpec Bawero obopygoBanus (B cnyyae npnobpeteHus IP-
obopynoBaHus), gata MoKyrnku.

o Coo0OLieHuns 06 owmbkax, KOTOpble NOABASIINCL C MOMEHTA BO3HUKHOBEHUSA NPOONeMbI.

e Bepcusa npowmBkM 1 Yepes kakoe obopyaoBaHue paboTano yCTPOWCTBO, KOrga BO3HMKNA
npobnema.

e [lpousBegeHHble Bamu genctena (No waram), NpeanpuHaTblie And camoCTOATENbHOMo
peLLeHns npobnemobi.

e  CKPUVHLIOTbLI HACTPOEK N NapaMeTpbl MOAKITHYEHMS.

YeMm nonHee 6yaet npeacraBneHHas Bamu nidopmaums, Tem GbicTpee Hawm cneynanucTbl

CMOryT NoMo4b Bam pelumnts npobnemy.

PykoBoacTBo no nogknwoyveHuto IP-kamepbl SV3212DBS

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru



http://www.beward.ru/

BeWARD Ilpunosxcenus

Mpunoxenune D. Mnoccapun

3GP — mynbTumMeannHbIi KOHTENHep, onpeaendemblin NapTHEpckuM [NpoekTom TpeTbero
nokoneHus (Third Generation Partnership Project (3GPP) ans MynbTumeannHbeix cnyx6 3G UMTS.
MHorve coBpemeHHble MOGUNbHbIE TenedgoHbl MMEeKT yHKUMKM 3anucu U NpocmMoTpa ayauo u

Buaeo B bopmate 3GP.

ActiveX — aTO cTaHAapT, KOTOpbIM paspellaeT KOMMNOHEeHTaM MporpamMmMHoOro obecnevyeHuns
B3aMMOLENCTBOBaTL B CETEeBOW cpefe He3aBUCUMO OT $3blka(-0B), MCMOMb3yeMoro Ang ux
co3gaHus. BebG-6paysepbl MOryT ynpaBnsiTb anemeHtamu ynpasneHus ActiveX, OoKymeHTamu
ActiveX wn cueHapusamn ActiveX. OnemeHTbl ynpaeneHua ActiveX u4acTto 3arpyxarwtca U
WHCTanNNMpyrTCa aBTOMaTMYECKN, Kak 3anpawuvBaembl. Cama no cebe gaHHasi TEXHONOrMa He
SIBMISIETCS KpoccnnatopMeHHOM 1 nogaepXnuBaeTcs B NofiHOM obbeme Tonbko B cpeage Windows

B 6pay3sepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTpuyHas uucdpoBas aboHeHTCKas
NUHUA) — MOJEeMHasi TexHONorus, npespallarollas aHanoroBblie CcurHanel, nepegaBaemMble
NocpeacTBOM CTaHAapPTHOW TernedOHHOM §NHWK, B ULUAPOBbIE CcurHanbl (NakeTbl AaHHbIX),

No3BOSSis BO BpeMsi paboTbl coBepLuaTh 3BOHKM.

Angle / Yron o63opa — 310 yros, KOTopbIi 00pa3ytoT fny4n, CoeguHALME 3a4HIOK TOYKY
obbekTMBa 1 gmaroHanb Kagpa. Yron 3peHus nokasbiBaeT CbeMOYHOE pacCTOsiHME U Yalle BCcero
BblpaxkaeTcs B rpagycax. O6bl4HO yron 3peHust namepseTca Ha fimH3e, POKYyC KOTOPOW YCTaHOBIEH
B ©OeckoHeyHOCTb. B 3aBMcumocTn OT yrna 3peHus, OObEeKTMBbI [enaT Ha Tpu Tuna:
LLUMPOKOYrofbHble, HoOpMaribHble M ANMHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yalle BCero Ucnonb3yTcsa ANg NnaHopamMHOro HabnaeHus, yron 3peHnst coctasnseT 75 rpagycos
n Gonblwe. HopmanbHble OOBLEKTUBBI MMEKT yron 3peHus oT 45 no 65 rpagycoB. Yron 3peHus

ANMHHOGOKYyCHOro obbekTuea coctasnseT 30 rpagycos.

ARP (Address Resolution Protocol / T[lpotokon onpegeneHusa appeca) -—
NCMOMb3YOLWNACA B KOMMbIOTEPHbBIX CETAX MPOTOKOST HU3KOrO YPOBHS, MpeAHasHa4YeHHbIn Ans
onpeaeneHnsa agpeca KaHanbHOro YpOBHS NO M3BECTHOMY afpecy CEeTEBOro ypoBHs. HanbonbLlee
pacnpocTpaHeHe 3TOT MPOTOKOM Nony4mn Grnarogapsa NoBCeEMECTHOCTM ceTen |P, NoCTpOeHHbIX
nosepx Ethernet. 3101 NnpoTokon ncnoneadyetca anga ceasu IP-agpeca ¢ MAC-agpecom ycTponcTsa.
Mo nokanbHOM ceTn TpaHCcNupyeTcs 3anpoc Ans noucka yana ¢ MAC-agpecom, COOTBETCTBYIOLLMM

IP-agpecy.

Aspect ratio / ®opmaT aKkpaHa — 9TO hopMaTHOE OTHOLLUEHME LLUMPUHBI K BbICOTE KaapoB.
O6wun popmaT Kagpa, UCNonb3yeMbln ANs TENEBU3NOHHbLIX 3KPAaHOB U KOMMbIOTEPHbBIX MOHUTOPOB,

coctasnsert 4:3. TenesugeHue Bbicokon YeTkoctn (HDTV) ncnonesyet popmat kagpa 16:9.
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Authentication / AyteHTudukauma — npoBepka NpUHaANEXHoOCTU cybbekTy focTyna

npegbsBeHHOro UM uaeHTMdukaTopa; noaTBepxaeHue nognmHHoctn. OguH m3 crnocobos
ayTeHTMdurKaumMm B KOMMbIOTEPHOM CUCTEME COCTOMT BO BBOAE BaLIEro Mosib30BaTENbCKOro
naeHtTndukaTopa, B MNPOCTOPEYUM HasbiBAaeMoro «JormHom» (logink — perucrpaumoHHoe ums
nonb3oBatend) W napond — HeKoW KoHduaeHUManbHOM WHOPMaUMK, 3HaHME KOTOpOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcom. NMonyyns BBEAEHHbIV NOMb30BaTENEM JTIOMMH
N Naponb, KOMMbIOTEP CPaBHUBAET MX CO 3HAYEHMEM, KOTOPOE XpPaHUTCA B crneuuanbHou 6ase

OaHHbIX, U, B Clly4ae coBnageHus, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris / AP[] (ABTOoperynupyemasa guacpparma) — 9T0 aBToOMaTUYECKOE perynnpoBaHme
BENMYUHbBI Anadparmbl Anst KOHTPOMS KonNM4yecTsa CBETa, nonagatowlero Ha matpuuy. CyulecTtsyeT

ABa BapuaHTa aBToMaTuyeckon perynuposku anadparmel: Direct Drive n Video Drive.

Biterate / Butpent (CkopocTb nepegayvum gaHHbIX) — 6GykBanbHO, CKOPOCTb NMPOXOXAEHNSA
6uTOoB MHOPMaUUN. BUTpenT NpMHATO Mcnonb3oBaTb MpU M3MepeHUn 3APdEKTUBHON CKOPOCTU
nepegadnm WHdopmMauMm No KaHany, TO eCTb CKOPOCTWU nepedayvn «nonesHon WHgopmMaumum»

(moMnMO TakoBOW, MO KaHaNy MOXET rnepedaBaTtbcs cnyxebHasa nHdopmauus).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKU, KOMMEeHcauus
3agHero cBeTa). TUNWYHBIN NpPUMEP HEOOXOAMMOCTWU WUCMOSNb30BaHMA: YenoBek Ha )OHEe OKHa.
OnNEeKTPOHHbIN 3aTBOP KaMepbl OTpabaTbiBaeT UHTErpanbHyto, T.e. OOLLYI0 OCBELLEHHOCTb CLEHbI,
«BUOUMOM» Kamepon 4yepe3 obbekTmB. COOTBETCTBEHHO, Manas durypa 4erioBeka Ha GonbLIOM

CBeTMoM (hoHe OKHa BbINbETCS B UTOre "3acBeTKon" BCEN KapTUHKW. BkritoueHue dyHkumn «BLC»

MOXET B MOAOGHbIX chy4daax ncnpaBuUTb pa60Ty aBTOMATUKN KaMepbl.

Bonjour — npoToKoN aBTOMaTU4eCKOro obHapyxeHust cepBucoB (cnyx0), CNonb3yemsbii B
onepaumoHHon cucteme Mac OS X, HaumHas ¢ Bepcumn 10.2. Cnyxba Bonjour npegHasHavaeTtca
ONS UCMONb30BaHMA B FOKarbHbIX CETAX M UCNOMb3yeT CBeAeHus (3anucn) B criykbe AOMEHHbIX
umMéH (DNS) ona obHapyxeHust Opyrnx KOMMbIOTEPOB, PaABHO KakK M UHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPUHTEPOB) B BnvkanLlemM CETEBOM OKPY>KEHUU.

CIDR / bBecknaccoBas agpecauus (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meToq IP-agpecaunm, Nno3BonsaLWmMn rmbko ynpaenaTe NpocTpaHCTBOM IP-agpecoB, He ucnonb3ys
KECTKME pamKM KnaccoBow agpecauuun. Mcnonb3oBaHue 3TOro meTtoda MNO3BOMSEeT 3KOHOMHO
NCNonb30oBaTh OrpaHUYeHHbIN pecypc IP-agpecoB, NOCKONbKY BO3MOXHO NMPUMEHEHWE PasfMyHbIX

MacoK NnoaceTen K pas3nnyHbiM nNoaceTAaM.

CCD / N3C-maTpurua — 370 CBETOYYBCTBUTESbHBIA 3NEMEHT, NCNOMNb3YHOLNNCS BO MHOIMX
UMpPOBLIX Kamepax M NpeacTaBnsoWUn coOBON KPYNHYH WHTErparnbHyl0 CXeMy, COCTOSALLYH M3
COTEH ThbICAY 3apsaoB (NUKcenewn), KoTopble npeobpasytoT CBETOBYID 3HEPTUI0 B ANEKTPOHHbIE

curHansl. Paamep matpuubl moxeTt coctaBnatb 1/4", 1/3", 1/2" nnn 2/3".
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CGl (EpavHbin  wno30BbIM  UHTepdenc) — cneumdukaumsi, onpegensioLlas

B3aumopgenctene web-cepsepa c gpyrumm CGl-nporpammamn. Hanpumep, HTML-cTpaHuua,

cogepxawasn opmy, MoxeT ucnonb3osaTtb CGl-nporpammy ansg o6paboTkm AaHHbIX HOPMbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIN
MeTanfIooOKCUAHbIA MNONYNPOBOAHMK) — 3TO LUMPOKO WCMOMb3YEMbIA TWUM MNOMYNPOBOOHMKA,
KOTOPbIA MCMOSb3yeT Kak OTpULATENbHYIO, TaK 1 NONOXUTENBHYHO SNEKTPUYECKYIO Lienb. MNockonbky
TONMbKO OHA M3 3TUX TUMOB Lienen MoXeT ObITb BKOYeHa B Ntoboe AaHHOe BpeMsi, TO MUKPOCXEMbI
KMOIlla noTpebnaiT MeHbLUE 3MEKTPO3HEPrMM, YEM MUKPOCXEMbI, MUCMOSb3YyoLWmMe TOMNbKO OAMH
TMN TpaH3ucTopa. Takke gatdmkn mnsobpaxeHns KMOIT B HeEKOTOpbIX MMUKpOCXeMax coaepxart
cxembl 06paboTkn, OQHAKO 3TO MPEeuMyLecTBO HEBO3MOXHO ucnonb3oBaTb ¢ [13C-gatumkamu,

KOTOpPbIE ABJIAIOTCA TaKXKe bonee Oopormmmn B npon3sBoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsiemas ans
Ha3Ha4YeHNs1 MOCTOSIHHOrO JOMEHHOIO MMEHU YCTPOUCTBY (KOMMbIOTEPY, CETEBOMY HAKOMUTENO) C
AOnHamunyeckum IP-agpecom. 310 moxeT 6biTh IP-agpec, nonyyeHHbin no DHCP vnun no IPCP B
PPP-coeanHeHnsax (Hanpumep, Npyv yganéHHOM [OocTyrne 4epe3 Mogem). [Opyrne mawwuHbl B

NHTepHeTe MoryT ycTaHaBnMBaTb COeAMHEHMEe C 3TOM MaLUMHOW NO JOMEHHOMY UMEHM.

DHCP (Dynamic Host Configuration Protocol / T[lpotokon AuHamuyeckown
KOHcburypauum ysna) — 9TO0 CeTeBOM MPOTOKOM, MO3BOMSOLWMNA KOMNbIOTEPAM aBTOMaTUYECKU
nonyyatb IP-agpec v gpyrne napametpbl, Heobxoanmble ons padotel B cetn TCP/IP. daHHbIN
npotokon paboTtaeT nNo MoAenu «KNMeHT-cepBep». [ns aBTOMaTMYecKOW KOHUrypaumm
KOMMbIOTEP-KNNMEHT Ha 3Tane KoHdwurypauum ceTeBoro YCTpoucTBa obpaiwjaetca K Tak

Ha3biBaemomy cepsepy DHCP 1 nonyyaeTt OT Hero HyHble napameTpbl.

DHCP-cepBep — 9TO nporpamma, KoTopas HasHadaeT knueHtam IP-agpeca BHyTpu
3a4aHHOro guanasoHa Ha onpefeneHHbli nepuod BpemeHu. [aHHyto yHKUMIO NoAOepKuMBatoT

NnpakTn4eckn BCe COBPEMEHHbIE MapLUPYTU3aTOpPbI.

Digital Zoom / LinchpoBoe yBennyeHue — 370 yBennyeHne pasmepa kagpa He 3a cuyeT
ONTKKKU, A C MOMOLLbIO KagpupoBaHUSA MOMYyYEHHOro ¢ MaTpuubl n3obpaxeHusa. Kamepa Hu4ero He
yBENUYMBAET, a TOSMbKO BbIpe3aeT HYXHYK 4acTb M300paxeHus W pacTarmBaetr ee Ao

nepBoHa4aribHOro paspeLlueHus.

Domain Server / CepBep AOMEHHbIX UMEH — TakKe LOMEHbl MOryT ObiTb NCNOMNb30BaHbI
opraHm3aumsimMmn, KOTopble XOTAT LeHTPanNn30oBaHHO yNpaBnaTb CBOMMU KOMMbOTEPAMM (Ha KOTOPbIX
yCTaHoBIeHbl onepauunoHHble cuctembl Windows). Kaxabii nonb3oBaTenb B pamkax AOMeHa
nonyyaeTt YYeTHYH 3anucb, KoTopas OObIMHO paspellaeT 3aperncTpupoBaTbCs U UCMONb30BaTb

niodon KOMMNbOTEP B OOMEHe, XOTA OAHOBPEMEHHO Ha KOMMbKTEP MOryT OblTb HaIOXeHbI
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orpaHnyeHusi. CepBepoM [OOMEHHbIX MMEH SIBNsSieTCs cepBep, KOTOopbl ayTeHTuduumpyet

nosib3oBaTenen B CeTu.

Ethernet — nakeTHasi TexHonorusi nepegadvn AaHHbIX MPEVMYLLECTBEHHO B JTOKanbHbIX
koMnbloTepHbIX ceTaAx. CraHgaptel Ethernet onpepensitoT npoBoAHble COEOUHEHUS WU
3NeKTPUYECKME CUrHanbl Ha PU3NYECKOM YpoBHe, chopmaT KaapoB W MPOTOKOSbI yrpaBreHus

OOCTYMNOM K cpefie — Ha KaHarnbHOM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne yctaHOBKM MO YMONYaHUIO — 3TO YCTaHOBKW,
KOTOpble M3Ha4anbHO UCNONb30BaHbI A5 YCTPOWCTBA, KOrda OHO OTrpy)KaeTcs C 3aBofa B NepBblIi
pa3. Ecnu BO3HUKHET HEOOXOANMMOCTb NepeycTaHOBUTbL YCTPONCTBO A0 €ro 3aBOACKMX YCTaHOBOK
No yMOn4YaHuio, TO 3Ta (PYHKUMA NpuMeHMMa ansa 60nbLUMHCTBA YCTPOWCTB, M OHA MOSIHOCTLIO

nepeycraHasnnBaeT nobble YCTaHOBKU, KOTOPbIE ObINM U3BMEHEHbBI MOMb30BaTENEM.

Firewall / Bpanamayap — 6paHgmayap (MexceTeBor dkpaH) paboTaeT Kak 6apbep Mexay
ceTaAMM, HanpuMmep, Mexay nokanbHou ceTbio U WHTepHeToM. BpaHamayap rapaHTupyeT, 4To
TONbKO 3apPErMcTPUpPOBaHHbIM Nosb3oBaTensaM OygeT paspelleH JOCTyn M3 OAHOW CETU B APYryHo
ceTb. bpangmayapom mMoxeT bbITb NporpaMmMmHoe obecneveHne, paboTaroLlee Ha KOMMbIOTEpPe, N

OpaHamMay3poM MOXeT ObiTb aBTOHOMHOE annapaTHOe YCTPOMUCTBO.

Focal length / ®okycHoe paccTtosiHue — usMepsieMoe B MURNUMeTpax OKyCHoe
paccTosiHne 06bEeKTMBA KaMepbl, onpeaensioLlee WUPUHY ropM3oHTanbHon 3o0Hbl 0630pa, kKoTopoe
B CBOIO ovepedb nsaMmepsieTca B rpagycax. Onpegensercs Kak pacCcTosiHMe OT nepeaHen rnaBHom
TOYKM OO nepeaHero dokyca (ans nepeaHero OoKYyCHOro pacCTOSIHUA) U Kak pacCTOsIHME OT 3agHeN
rMaBHOM TOYKM OO 3agHero dokyca (ons 3agHero pokycHoro pacctosanus). pu atom, nopg
rnaBHbIMM TOYKaMu NoApa3yMeBaOTCA TOYKM NepeceyeHnst nepegHen (3agHen) rnaBHOM NNOCKOCTH

C OMTMYECKOMN OChI0.

Fps / KagppoBas 4acToTta — KONMYeCTBO KaapoB, KOTOpoe BuaeocucteMa (KOMMbloTepHast

urpa, Tenesusop, DVD-nneep, Bugeodann) BblAaET B CEKyHAY.

Frame / Kagp — kagpom sBnsieTcsa nonHoe BuaeousobpaxeHune. B dopmate 2:1
4YyepeccTpoyHon  pasBépTkM uHTepdenca RS-170 u B opmatax MexgyHapoaHoro
KOHCYNbTaTMBHOIO KOMUTETA NO paguoBELLaHUIo, Kagp cos3daeTcs M3 ABYX OTAernbHbIX obnacrten
TNIMHUIN YepeccTpodHOn pasBepTkn 262.5 unn 312.5 Ha vacTtote 60 mnm 50 'y gns Toro, 4ToOkI
cthopmupoBaTtb MOMHbBIA Kagp, KOTOpbIi 0ToBpasntca Ha akpaHe Ha yactote 30 wnm 25 My, B
BMAEeOKamMmepax C MPOrpeccMBHON pa3BePTKOM Kaxabl Kaap CKaHUPYeTCHA NOCTPOYHO U He ABNAeTCA

4YepecCTPOYHbIM; 6OMNBLUMHCTBO U3 HUX OTOBpaxkaeTcs Ha yacTtote 30 n 25 u.

FTP (File Transfer Protocol / lNpotokon nepepaum cannoB) — 3TO NPOTOKON
NPUoXeHUs, KOTOpbIM ucnonb3dyet Habop npotokonoB TCP / IP. OH ucnonb3yetcs, 4ToObI

obmeHuBaeTca paninamum Mexagy KomnbioTepamu/yctponctsamm B cetn. FTP  nossonser
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noaknodaTbes K cepsepam FTP, npocmaTtpmBatb COAep)KMMOE KaTanoros 1 3arpyxatb pansbl

cepBepa unn Ha cepsep. lNpoTokon FTP oTHocUTCA K NpOTOKONam MpUKNagHoro ypoBHS M ANs
nepegayn gaHHbIX MCNOMNb3yeT TpaHCNOPTHLINM NpoTtokon TCP. KomaHabl 1 gaHHbIE, B OTNMYKe OT
OonbLUMHCTBA APYrMx NPOTOKOMNOB nepegaroTcsd no pasHeiM noptam. Nopt 20, oTKpbiBaeMbIA Ha
CTOpPOHE cepBepa, Ucnonb3yeTca Ana nepegadn gaHHblx, nopT 21 - ang nepegaym komang. MNopt

Ona npunemMa gaHHbIX KIMMEHTOM onpeaendaeTcda B Anarore corjfiacoBaHuA.

Full-duplex / MonHbIN AynneKc — NOSHbIN yNfeKkc npeacTaBnaeT cobon nepegayvy gaHHbIX
O[HOBPEMEHHO B ABYX HanpaBneHusix. B cucteme 3ByKkoBOCMpOM3BEAEHMS 3TO MOXHO onucathb,
Hanpumep, TenedOoHHbIMM cucTeMamu. Takke nonygynnekcHass cBaA3b obecneynBaeT

OBYXCTOPOHHKOK CBA3b, HO TOJIbKO B O4HOM HanpaslieHU 3a O4MH pas.

G.711 — craHgapT gns npeacraeneHns 8-6mutHon komnpeccun PCM (MKM) curHana c
yactoton pguckpeTtusaumm 8000 kagpos/cekyHay u 8 6Gut/kagp. Takum obpasom, G.711 koaek

co37aéT noTok 64 Kout/c.

Gain / KoadhcdmumeHT ycuneHmsa — KOah@UUNEHTOM YCUIEHUS SABMSETCSA KO3 PULNEHT
YCUNEHNss W 3KCTeHTa, B KOTOPOM aHarnoroBbi YCUNUTENb YCUNUBAET Cuny curHana.
KoathdmumeHThl ycuneHmsi o6blMHO BblpaXKaroTcsl B eanHMLax molHocTu. deunben (ob) sensetcs

Hanbonee ynotpebutenbHbIM CNOCcOO0M 4Nt UIBMEPEHNS YCUNEHNS YCUNUTENA.

Gateway / MexceTeBOM L3 — MEXCETEBbIM LUMIO30OM SBMSIETCA CeTb, KOTopas
OENCTBYET B KA4YeCcTBE TOYKM BXoda B ApYryto ceTb. Hanpumep, B KopnopaTMBHOW CETU, CepBeEp
KOMMblOTEPA, OENCTBYIOWNMA B KAYECTBE MEXCETEBOIO LUMIO3a, 3a4acTylo Takke OEACTBYET N B
KayecTBe MpPOKCU-CepBepa 1 cepBepa CeTeBOM 3alnTbl. MexceTeBOW LUM3 YacTo CBSA3aH Kak C
MapLLpPyTM3aTOPOM, KOTOPbIN pacrno3HaeT, Kyda HanpaBnATh NakeT AaHHbIX, KOTOPbIA NPUXoauT B
MEXCEeTEBOW LUMIO3, Tak U KOMMYTaTOPOM, KOTOPbIA MPeaocTaBnsaeT UCTUHHbBIA MapLupyT B U U3

MeXCeTeBOro Lnk3a Aanda gaHHOro naketa.

H.264 — 370 MeXayHapoaHbI CTaHO4apT KOAMPOBaHWUS ayavo M BUAeo, (Apyroe Ha3BaHue
'MPEG-4 part 10' unn AVC (Advanced Video Coding)). [laHHbI cTaHAapT COAEePXUT psifi HOBbIX
BO3MOXHOCTEMN, MMO3BONAOLWMX 3HAYUTENBLHO MOBbLICUTL 3MMEKTUBHOCTL CKaTuUA BUOEO Mo
cpaBHeHuto ¢ bonee paHHuUMu ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
BonbLUyo MMBKOCTL NPUMEHEHNs B pa3HOObpasHbIX ceTeBbiX cpeax. cnonb3yetca B UMpoBOM

TenesunaeHun Bbicokoro paspewerus (HDTV) n Bo MHOrux apyrmux obnacrsax umdpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / lpoTtokon nepepnaym runeptekcra) — ato Habop
npasun no obmeHy cannamm (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- U APYrMMU
MynbTumegua cannamm) B cetu. lNpoTtokon HTTP sBnseTca npoTOKONOM BbICLLErO YPOBHSA B
cemerictee npoTokorioB TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaerca OO NOSyYeHus

noateepXxXaeHna o ero npaBUiibHOM npueme.
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HTTPS (Hypertext Transfer Protocol Secure / 3awuwWwéHHBLIA NPOTOKON nepeaayu

runeprekcra) — pacwumpeHue npotokona HTTP, nogaoepxusatowee wudpoBaHue. [daHHble,
nepegasaemble no npotokony HTTP, «ynakoBbiBaloTCA» B KpunTorpaduyeckmui npotokon SSL nnm
TLS, Tem cambiM obecnedmBaeTcs 3awmTa 9TuUX AaHHbIX. B otnnume ot HTTP, anga HTTPS no

ymon4anuio ucnonsdyetcs TCP-nopt 443.

Hub / CeTeBOI KOHLEHTPATOP - CETEBON KOHLEHTPATOP MCNONb3yeTcs AN NOAKNHYEHNS
MHOMOYMCMEHHbIX YCTPONCTB K ceTn. CeTeBOM KOHLIEHTpATOp NepeaaeT BCe AaHHblE B YCTPOWCTBA,
NOAKMOYEHHbIE K HEMY, TOr4a Kak KOMMYTaTOp TOSbKO NepedaeT AaHHble B YCTPOMCTBO, KOTOpoe

cneuwnanbHO npeaHa3Ha4vyeHo a4 Hero.

ICMP (Internet Control Message Protocol / MexceTteBon NMpOTOKON ynpaBrsilOLMX
coobuweHun) — ceTeBon MNpPOTOKON, BXxogswmn B ctek npotokosioB TCP/IP. B ocHoBHOM ICMP
ncnonb3yeTcs Ans nepegadn coobuweHnn o6 owmbkax v Opyrux UCKMIOYMTENbHBIX CUTyauusx,
BO3HUKLLMX MpKU Nepeaade AaHHbIX, Hanpumep, 3anpalmBaemMas ycnyra HegocTynHa unn XocT unm

MapLIpyTM3aTop He OTBeYaloT.

IEEE 802.11 / CtaHpapt IEEE 802.11 — 370 ceMeNcTBO cTaHAapTOB ANnsi 6eCnpoBOAHbIX
nokanbHbix ceten. CtaHgapt 802.11 nogoepxmBaeT nepedady AaHHbIX Ha ckopoctn 1 wnm 2
M6wuTt/cek Ha nonoce 2.4 [Tu. Crangapt xe 802.11b 3agaeT ckopocTb nepegadn AaHHbIX 11
M6wuTt/cek Ha nonoce 2.4 [Ty, B TO BpeMsi Kak ctaHgapT 802.11a no3BonseT 3agaTb CKOPOCTb A0 54

Mo6wuT/cek. Ha nonoce 5 Ty,

Interlaced video / YepeccTpoyHasa pas3BepTka — 3TO BMAEO3anuCb CO CKOpocTbio 50
n306paxkeHnn (Ha3biBaeMbIX MONSAMN) B CEKYHAY, U3 KOTOPbIX KaxKable 2 NocrneaoBaTenbHbIX Nons
(nonykagpa) 3atem 06beauHsaTes B 1 kagp. YepecctpoyHasa passepTka bGbina paspaboraHa MHOro
neT Has3ag ANns aHanoroBoro TeneBnaeHns 1 4o CUX Nop LWMPOKO npumeHsaeTcs. OHa gaeT xopolumve
pe3ynbTaTbl NPY NPOCMOTPE ABWXEHWUS B CTAaHAAPTHOM M300paXkeHuWn, XOTa Bcerga CyllecTByeT

HEKOTOpPOE NUCKaXeHne I/1306pa)KeHI/IFI.

Internet Explorer (IE) — cepus 6pay3epoB, pa3pabatbiBaemas kopnopaumen Microsoft ¢
1995 roga. BxoauTt B KOMMMEKT onepaunoHHbix cuctem cemencrtea Windows. AsnseTtcsa Hanbonee

LLUMPOKO MUCMNONb3yeMbliM BED-Opay3epom.

IP 66 (Ingress Protection) — aTo ctaHgapT 3awmTbl 060pya0BaHUSA, KOTOPbIA ONUCbLIBAET
nbine- 1 Braro- 3amTty kamepbl BugeoHabnogeHus. MNMepeas umdpa o6o3Ha4aeT ypoBEHb 3aLLNUTbI
OT nonagaxusa TBEpAbIX YacTuy, (Hanpumep, undgpa 6 o6o3HavyaeT NoSHOE UCKITIYEHUE nonagaHus
nbinu). Bropas undpa obo3HavaeT ypoBeHb 3anThl OT NONagaHuns xxugkocTten (Hanpumep, undpa
6 o603Ha4aeT 6e3ynpeyHyto paboTy kamepbl NPy BO3AENCTBMN MACCUBHbBIX BOASHbLIX NMOTOKOB BOAb!

NnNn BpeMeHHOM 06MBaHMN.)
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IP-kamepa — uUMdpoBas BuAeokamepa, OCODEHHOCTbIO KOTOPOW SIBRSieTCs nepepaya

BugeonoToka B undgposom dhopmaTte no cetn Ethernet, ncnonsaytowwen npotokon IP.

JPEG (Joint Photographic Experts Group / Crtanpapt OG6bLeauHeHHOW rpynnbl
aKkcnepTtoB B ob6nactu dotorpadmm) — oaovH M3 nonynsapHbiX rpadudeckux copmaros,
NPUMEHSIEMbIN ONs1 XpaHEeHMT OTOM3006paKeHnn N NogobHbIX UM n3obpaxkeHwin. Mpu cospaHum
n3obpaxerma JPEG nmeeTcsi BO3MOXXHOCTb HACTPOWMKM MCMOMb3YyeMOro KoadduumeHTa cxaTus.
Tak kak npu 6onee H13KOM KO ULIMEHTE CKaThs (T.€. CaMOM BbICOKOM Ka4eCcTBE) yBENMYnBaeTcs

obbem hanna, cywecTByeT BbIOOp Mexay Ka4ecTBOM n3obpaxeHusa n obbemom danna.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa namepeHus CKOpOCTU NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOT0p017| onpeaeneHHoe Konn4ectBo ouToB npoxoaaT 3afaHHYH TOYKY.

LAN (Local Area Network / JlokanbHasa BblMMCNUTENbHAA CeTb) — KOMMNbIOTEPHAs CETb,
nokpbIBatoLas 00bIYHO OTHOCUTENBHO HEGOMbLUYIO TEPPUTOPUIO NN HEOOMbLUYIO Tpynny 34aHWN

(aom, odouc, bmpmy, MHCTUTYT), TO €CTb ONPeaEneHHYI0 reorpauIeckyto 30Hy.

Lux / Jllokc — eauHuua namepeHus ocsellleHHocTu. OnpeaensaeTcs Kak OCBELLEeHHOCTb
MOBEPXHOCTU Mrowaabio 1 KB.M. CBETOBbIM NOTOKOM 1 nomeH. McnonbayeTcs ans o603HavYeHus

YyBCTBUTEJIbHOCTU KaMep.

MAC-agpec (Media Access Control address / AnnapaTHbIn agpec YCTPOUCTBA) — 3TO
YHUKanbHbIA naeHTUdMKaTop NPUCOEOUHEHHOIO K CETU YCTPOMCTBA UNN, TOYHEE, ero uHTepdenc

a4 NoAKNKYEeHUA K CeTu.

Mbit/s (Megabits per second / Mout/cek) — 3T0 Mepa M3MEpPEHUs CKOPOCTU MNOToKa
AaHHbIX, T.€. 3TO CKOPOCTb, Ha KOTOPOW BUTLI MPOXOAAT 3a4aHHYH TOYKY. TOT napaMeTp 0ObIYHO
ncrnonb3yeTcs, 4ToObl NpeacTaBUTb «CKOPOCTb» ceTW. JlokanbHas ceTb AofkHa paboTaTb Ha

ckopoctn 10 unn 100 Mout/cek.

MJPEG (Motion JPEG) — nokagpOBbli MeTO4 BUAEOCKATUS,, OCHOBHOW OCOOEHHOCTbIO
KOTOPOro SIBNSAAETCA CXaTue Kadoro OTAENbHOro Kagpa BMAEONOTOKA C MOMOLLbK anroputma
cxatmsa wusobpaxenmn JPEG. Tpu cxatmm metogom MJIPEG MexkagpoBasi pasHuua He

Y4nUTbIBAETCA.

MPEG-4 — 3T0 MeXayHapoaHbI cTaHgapT, UCMONb3yeMblil MPenMyLLLECTBEHHO AN CxXaTus
umdgposoro ayauo u Bugeo. CrtaHgapt MPEG-4 B OCHOBHOM MCMOMb3yeTca ANs BellaHus
(noTokoBOE BMAEO), 3anUCKM OUNBbMOB Ha KOMMAKT-AUCKW, BugeoTenedoHun (BugeotenedoH) u

LLNPOKOBELLAaHNA, B KOTOPbIX akKTUBHO NCNOJb3yeTCA CXKaTue Ll,l/lq.)pOBbIX BMOEO 1 3BYyKa.

Multicast / TpynnoBasa nepega4va — cneunanbHas hopmMa LUMPOKOBELLAHUSA, MPU KOTOPOW
KONUM NakeTOB HanpaBnslTCs oOnpedenéHHoMy MNOAMHOXECTBY agpecatoB. Hapsgy c

NpunoXeHnamu, yctaHaBnmMBawlWMMN CBA3b MeXay WCTOYHUKOM W OAHMM  MnojyvaTtenew,
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CYLLECTBYIOT Takue npunoxeHus, roe Tpebyetcs, 4ToObl UCTOYHUK NOChINan MHGopMauuo cpasy

rpynne nonyyatenen. [pu TpaguumoHHoW TexHonoruu |P-agpecauun TpebyeTcs Kaxgomy
nony4artento MHpopmauun nocraTb CBOW MakeT OaHHbIX, TO eCTb OAHa U Ta Xe WHgopmaums
nepegaeTcst MHOro pas. TexHonornsa rpynnoBon agpecaumm npeacraBnsieT cobon pacmperne IP-
agpecaumu, No3BosisoLLEee HanpaBUTb OOHY KOMNUIO NakeTa cpasy BceM nonyyatensam. MHOXecTBo
nonyyaTernen onpegenseTcs NPUHAANEXHOCTbIO KaXKO0ro U3 HUX K KOHKPEeTHOW rpynne. Paccbinky
OIS KOHKPETHOW rpynmbl NOMy4YatoT TOMBKO YfeHbl 3TOW rpynnbl.

TexHonorus IP Multicast npegoctaenseT psa CyLeCTBEHHbIX NMPENMYLLECTB MO CPaBHEHUIO
C TPaAMUMOHHbIM Noaxoaom. Hanpumep, aobaeneHne HOBbIX NONb3oBaTeneln He BriedeT 3a cobon
Heobxoaumoe yBenuyeHne npomnyckHOW CrnocoBHOCTM ceTu. 3HaYUTENbHO COKpaLlaeTcs Harpyska
Ha NocbINaKrLLMi cepBep, KOTOPbIN GonblLue He AOMKEH NOAAEPXKMBATE MHOXECTBO ABYXCTOPOHHMX

COoeNHEHUN.

Ana peanusauumn rpynnoBoWM agpecauuu B JfOKanbHOW CeTU HeobXxoauMbl: MOoAAepKKa
rpynnoeow agpecaumm ctekom npotokona TCP/IP, nporpammHasn nogaepxka npotokona IGMP gons
OTNpaBKN 3anpoca O NPUCOEOUHEHUM K rpynne U MOofyYeHun rpynnoBoro Tpaduka, nogaepxka
rpynnoBon agpecaumm CeTeBOW KapTOW, MPUMOXeHue, UCNosb3ylowee rpynnoByd agpecauuio,
Hanpumep, BUAEOKOHdepeHUnda. TexHonorna «MynbTukacT» mcnonb3yeT agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTca craTudeckass M AWHaMudeckas agpecauusi. [Npumepom
crtatnyeckmx agpecoB siBnsitotea 224.0.0.1 — agpec rpynnbl, BKAo4Yawowen B cebs Bce y3nbl
nokaneHon cetun, 224.0.0.2 — Bce MapLlpyTM3aTopbl JIOKanbHOW ceTu. [dnana3oH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBuMpoOBaH Afid MNPOTOKOMOB MapLlipyTMsauun un apyrux
HU3KOYPOBHEBbLIX MPOTOKOMIOB  NoggepXxku rpynnoson agpecaumun. OcTtanbHble agpeca
OVWHAMUYECKM  UCMOMb3YKTCA  NpunoXxeHuamu. Ha  cerogHAWHW  AgeHb  ©OMbLUMHCTBO
MapLUpyTM3aTOPOB NOAAEPKMUBAIOT 3TY ONUMIO (B MEHIO 0ObIYHO €CTb onums, paspewatowasa IGMP

NPOTOKON NN MYInbTU KaCT).

NTP (Network Time Protocol / lNpoTokon CUHXpPOHU3auuM BpPEeMEHU) — CeTeBOu
NPOTOKON ANsi CUHXPOHM3ALUUN BPEMEHM C ucnonb3oBaHnem ceter. NTP ncnonb3yeTt ansa csoen

paboTtbl npoTokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctaHgapt NTSC
sBNAeTcs TeneBn3noHHbIM 1 BuaeoctaHgaptom B CLUA. Ctangapt NTSC gocraensieT 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacnesow cTaHgapT, ONpeaensoLnin
NPOTOKOMbI B3aMMOAENCTBMA TakMX YCTPOMWCTB, Kak IP-kamepbl, BuaeopernctpaTopbl U CUCTEMBbI
ynpaeneHna Bugeo. MexayHapoaHbelh  ¢opyMm, CcO3[4aBlUMKA  [daHHbIA - CTaHdapT, OCHOBaH
komnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uenbto

pa3paboTkn U pacnpoCTpaHEHUs! OTKPLITOro CTaHAapTa AN CUCTEM CeTEBOro BUAEOHabN0AeHNS.
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PAL (Phase Alternating Line / TeneBusnoHHbin ctaHpapt PAL) — TeneBU3WOHHbIN

ctaHgapT PAL gaBndetca npeobrnagarolimm TENeBM3MOHHLIM CTaH4apTOM B cTpaHax EBponsbl.

TeneBuanoHHbIn ctaHgapT PAL goctaenseT 625 cTpok B Kagpe Ha 25 K/Cek.

PoE (Power over Ethernet / NutaHue 4yepe3 Ethernet) — TexHonornda, nossonstoLlas
nepefaBaTb YyOanéHHOMY YCTPOMCTBY BMeCTe C AdaHHbIMU SNEKTPUYECKYD 3SHEpruo 4vepes

cTaHgapTHYto BUTYHO napy B ceTu Ethernet.

Port / TMopT — wnoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHbBIN PECYPC, BblOENSEMbIA
NPUIOXEHMWIO, BbINOSIHAEMOMY Ha HEKOTOPOM CETEBOM XOCTe, AN CBA3M C MNPUNOXKEHUSIMMU,
BbIMOMHSAEMbIMU Ha APYrMX ceTeBbIX XOCTax (B TOM YuCIie C APYIMMU NPUMNOXKEHUSIMU Ha 3TOM Xe
xocTte). B 06bI4HON KNWEHT-CepBEPHON MOAENWN NPUNOXKEHNE NMBO OXXMAAET BXOAALMNX AAHHBIX NN
3anpoca Ha coeanHeHue («cnywaeT nopT»), MO0 nockbinaeT AaHHbIE UK 3anNpoc Ha COeanHEHne

Ha W3BECTHbIN MOPT, OTKPbITbIV NPUIOXKXEHNEM-CEPBEPOM.

PPP (MpoTokon gBYXTO4Y€4YHOro coeAnHeHuUs1) — NPOTOKOJ, MO3BOMSOLWMIA NCNONb30BaTb
MHTepdenc nocnegoBaTenbHOW nepefayvv aAns CBA3NM Mexay ABYMSI CETEBbIMM YCTPOWCTBaMMW.

Hanpumep, nogkntodeHune MK k cepepy nocpeacTBoM TeNedOHHON NINHUM.

PPPoE (Point-to-Point Protocol / lpoTokon coeguHEHUA «To4Ka - TOYKa») — NPOTOKON
Ona NoAKIoYeHns nonb3oBarternien cetu ctangapta Ethernet k MIHTepHeTy 4epes wnpokononocHoe
coeauHeHne, Takoe kak nuHua DSL, ©ecnpoBogHoe YCTPOWCTBO WM kabenbHbii Mogem. C
nomMoLbo PPPOE 1 LLUMPOKONONOCHOrO Mogema nosib30BaTeNiM nokasibHOM CeTU MOryT nosy4daTb
AOCTyNn C WHAMBMUAOYanbHOW MNPOBEPKOM MNOASIMHHOCTU K BbICOKOCKOPOCTHBIM CETSIM [aHHbIX.
O6beaunHas Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE o6ecneunBaet
3ppeKTMBHbIN crnocob co3gaHns OTAENbHBIX COEANHEHUNA C yAaNeHHbIM CEPBEPOM AN KaXOoro

nonb3oBartengd.

Progressive scan / lporpeccuBHoe CKaHMpPOBaHME — 3TO TEXHOMOrMA nNpeacTaBneHus
KagpoB B BWMOEOHAOMOOEHUN, NPU KOTOPOM KaxKabl Kagp BOCNPOU3BOAUTCSA MO OAHOW NUHUKU B
nopsake nx pasMeLLeHns Kaxayo LWecTHaguaTyo 40N cekyHabl. To ecTb cHavyana nokasbliBaeTcs
nuHua 1, 3atem 2, 3atem 3 1 Tak ganee. Taknm obpasom, nsobpaxeHne He BbeTCA Ha OTAENbHbIE
nonykagpbl. B aTom criydyae nonHocThio ncvesaeTt ahdekT MepLaHus, NO3TOMY Ka4eCTBO OTCHATOroO

BMaeo nony4yaeTca ©onee BbLICOKM.

RJ45 — yHMOUUMPOBAHHbLIM pas3bEM, WUCMOMNb3YEMbIN B TENEeKOMMYHMKauuax, umeet 8

KOHTakTOB. VMcnonbayetcs ansa co3gadus JIBC ¢ ncnonb3oBaHnem 4-napHeix kabenen BUTon napbl.

Router / MapwpyTusaTop — 370 YCTPONCTBO, KOTOPOE onpedenseT ToUKy bnmkanwen cetn,
B KOTOPYIO NakeT AaHHbIX OOIMKEH ObITb HaNpaBfeH Kak B CBON OKOHYaTESbHbIN NMYHKT HAa3HAYeHUs.

MapLupyTusaTtop co3gaeT u/unu nogaepKMBaeT creumanbHyo Tabnuuy MapLupyTmM3aummn, kotopas
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coxpaHdaeT VIH(*)OpMaLI,VIIO, KaK TOJ1IbKO OHa AocCTuraeT onpeaenieHHbIX NyHKTOB Ha3Ha4YeHnA. NHorpa

MapLUpyTU3aTop BKIOYEH B Ka4eCTBe YacTu CETEBOro KOMMyTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIA NPOTOKOS B peXxXume peanbHOro
BpeMeHUu) — aTO npoTokon IP ong nepefadnm gaHHbIX (Hanpumep, ayauo Unu BUAEO) B pexume
peanbHoro BpemeHu. MNMpotokon RTP nepeHocUT B CBOEM 3arofioBke AaHHble, HEOOXoANMble Ais
BOCCTAHOBIIEHUSA rofloca Unu BuOeonsobpaxeHnsa B NPUEMHOM y3rie, a Takke [aHHble O Tune
koauposaHua nHgpopmauuun (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro NpoToKosia, B YaCTHOCTMU,
nepegarTca BpeMeHHasi MeTka U HOMep nakeTa. OTU napameTpbl NO3BOMAT NPU MUHUMANbHbLIX
3adepXkax onpegenutb MNOpsiAoKk WM MOMEHT AOeKoOMpPOBaHWSA KaXkOoro Mnaketa, a Takke
WHTEpPNoONMpoBaTb NOTEpPsiHHbIE MakeTbl. B kayecTBe HmKeneauwlero NpoTokosia TPaHCMOPTHOro

YPOBHS, KaK npasuno, ncnonbayetcs npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepegayn NOTOKOB B peXxume
peanbHOro BpeMeHu) — 3TO NPOTOKON yNpaBfieHns, KOTOPbIN CAY>XUT OCHOBOW 41151 COrnacoBaHns
TPaHCMOPTHbLIX NPOTOKONOB, Takux kak RTP, MHoroagpecHomn nnu ogHoagpecHon nepegaym u ons
cornacoBaHuns ucnonb3yemblx kogekoB. RTSP MOXHO paccmaTpuBaTb Kak nynbT AUCTAHUMOHHOMO
yrnpaBneHnss NOTokaMu OaHHbIX, NpegocTaBnseMbiMu cepBepoMm Mmynbtumeana. Cepsepbl RTSP
0o6blvHO wucnonb3ytoT RTP B KayecTBe cTaHAApTHOrO MpOTOKONa Ans nepegadnm aygumo- u

BUOEOAAHHbIX.

SD (Secure Digital Memory Card/ kapta namatu tuna SD) — dpopmaT kapTbl pnaLl-
namaTn, paspaboTaHHbI ONA UCMOMb30BaHMA B OCHOBHOM B MOPTATUBHLIX YCTpowcTBax. Ha
CEroAHSALWHUA [OeHb LIMPOKO WCMOMb3yeTcss B  UUMPOBbLIX YCTPOWUCTBAX, Hanpumep: B
oToannapatax, MoOunbHbIX TenedoHax, KIIK, kommyHuMkaTopax wn cmapTdoHax, GPS-

HaBuUratTopax, Buaeokamepax n B HEKOTOPbIX UTPOBLIX NMPUCTaBKax.

Shutter / OnNeKTPOHHbIN 3aTBOP — 3TO 9MNEMEHT MaTpuubl, KOTOPbLIA MO3BONSET
perynupoBaTb BpeMsi HaKOMMEHMA SNEKTPUYECKOro 3apsiaa. dTa AeTanb OTBeYaeT 3a ANUTENbHOCTb

BblAEPXKN N KONMNMYECTBO CBETa, NnonaeLlero Ha MmaTpuuy nepen CbOpMI/IpOBaHVIeM I/1306pa)KeHI/IFI.

SMTP (Simple Mail Transfer Protocol / MpocTton npoTokon nepegayn MOYTbl) —
npotokon SMTP ucnonb3yeTcd Ans OTCbIKA U NONYYEHUS ANEKTPOHHON NoYTbl. OgHAaKo NOCKOMbKY
OH SBNSAETCS «MNPOCTbIM» MO CBOEW CTPYKTYpe, TO OH OrpaHuMyeH B CBOEW BO3MOXHOCTWU MO
BMECTMMOCTM COOBLLEHNA Ha MOfy4vatoLemM KOHUE, U OH 0BbIMHO MCMONb3YeTCA C OHMM U3 OBYX
apyrux npotokosioB, POP3 mnn npoTOKONOM WHTEPAKTUBHOINO AOCTYNa K 3MEKTPOHHOW noyTe
(npoTokon IMAP). 3Tu NpoTOKOMbI NO3BOMSIOT NOMb30BATENO COXPaHATb COOBLLEHNSI B MOYTOBOM

ALMKE cepBepa 1 Nepuoaguyeckn 3arpyxaTtb UX U3 cepaepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / [poTokon 3awuLeHHbIX

cokeToB / poTokon TPaHCMOPTHOrO YPOBHA) — 3TN ABa NpoTokona (npotokon SSL asnsaetca
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npueMHuKkom npoTtokornia TSL) saBnsiloTcA  KpunTorpacduyeckumm npoToKonamu, KoTopble

obecneunBatoT 6e3onacHyto cBsA3b B ceTu. B BonblunHCTBE cnyyaes npoTokon SSL ncnonb3yetcs
yepes npotokonn HTTP, 4ToGbl chopmmpoBaTb NPOTOKON 3aLMLEHHON Mepedayvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMb30BaHHOIO, Hanpumep, B NHTepHeTe 4N OCyLLEeCTBIEHNS
(PUHAHCOBLIX TpaH3akuuin B 3nekTpoHHoM Buae. [poTokon SSL ucnonb3yeT cepTudukaTbl

OTKPbITOIo KpVII'ITOFpadJI/l‘-IeCKOFO Knto4a, 4ToObI noareepXxgatb MOEHTUYHOCTb CcepBepa.

Subnet mask / Macka nogceTtu — 6utoBasi macka, onpegenstoLuasi, kakas 4yacTtb |P-agpeca
y3na ceTu OTHOCUTCS K agpecy CeTU, a Kakas — K agpecy caMoro yana B 9Ton ceTn. Hanpumep, y3en

c IP-agpecom 192.168.0.99 1 mackon nogcetn 255.255.255.0 Haxoantcs B cetn 192.168.0.0.

Switch / KommyTatop — KOMMyTaTOpOM S$IBMSIETCS CETEBOE YCTPOMCTBO, KOTOpOe
COefVHSAEeT CErMeHTbl CETU BMECTE N KOTOPOE BbiGMpaeT MapLUpyT AN Nepecbiikn yCTPONCTBOM
AaHHbIX K ero 6nwkanwemy nonyyatento. O6bI4HO KOMMYTaTOpP siBNsieTca 6onee NnpocTbiM 1 6onee
ObICTPbIM MEXAHM3MOM, YEM CETEBOWN MapLUpyTM3aTop. HeKoTopble KOMMYTaTOPbl UMEIT OYHKLNIO

mMapLupyTusartopa.

TCP (Transmission Control Protocol / poTokon ynpaBneHusa nepepayven) — ogmH 13
OCHOBHbIX CeTeBbIX MPOTOKONOB WHTepHeTa, npefHasHayYeHHbln ONs ynpaBneHus nepegaden
OaHHbIX B ceTax u noaceTax TCP/IP. TCP - aTo TpaHCNOPTHbIN MEXaHN3M, NPeLOoCTaBAALLINA NOTOK
OaHHbIX C npeaBapuTENbHON YCTAaHOBKOW COEAMHEHMs, 3a CYET 3TOro AalowMi YyBEPEHHOCTb B
AOCTOBEPHOCTU MOSTyYaeMbIX AaHHbIX, OCYLLEeCTBNSET NOBTOPHbIN 3anpoc AaHHbIX B Cly4ae notepu

OaHHbIX N YyCTpaHAeT oybrnMpoBaHue Npy Nosy4YeHnmn AByX Konum ogHoro naketa (cMm. Takke T/TCP).

TTL (Time to live) — npeaenbHbIi Nepnog BpEMEHU UMM YACNO UTEpaLMiA UNn Nepexonos,
3a KOTOpPbIN HAbOoP AaHHbIX (MakeT) MOXET CyLeCcTBOBaTb 40 CBOEro McHe3HOBeHNs. 3HadeHne TTL
MOXeT paccMaTpmBaTbCs Kak BEPXHSSA rpaHuLLa BpeMeHU CyLlecTBoBaHuA |IP-gentarpammel B ceTu.
Mone TTL ycTaHaBnuBaeTca OTNpaBUTENEM AenTarpaMmmbl M YMEHbLUAETCHA KaKabIM  Y3rOM
(Hanpumep, MapLlpyTU3aTOpPOM) Ha MNyTU €ro CrneaoBaHusi, B COOTBETCTBUM CO BpPEMEHEM
npebbiBaHMsT B [aHHOM YCTPOWCTBE MWIM COrfacHo npoTokony obpaboTtkn. Ecnmv none TTL
CTaHOBMWTCH PaBHbIM HyJMKO OO TOro, Kak gevtarpamma npubyaeTt B NMyHKT Ha3HavyeHus, TO Takas
pentarpamma oTOpackiBaeTca u oTnpaButento otcbinaetca ICMP-naket ¢ kogom 11 —

«npeBbILIJeHI/Ie BPEMEHHOIO NHTEpBana».

UDP (User Datagram Protocol / lpoTokon gentarpaMmm nonb3oBartesisi) — 3T0 NPOTOKOJ
obMeHa AaHHbIMU C OrpaHMYEHS MU Ha NepecbiflaeMble JaHHbIE MO CETU, UCMOMb3YHLLEN NPOTOKON
IP. MNpotokon UDP saBngaetca anbtepHatnBon npotokony TCP. Mpeumywectso npotokona UDP
COCTOMT B TOM, YTO ANsl Hero HeobssaTenbHa AOCTaBka BCEX OAHHbBIX U HEKOTOPbIE MakeTbl MOryT
ObiTb MponyweHbl, ecnu ceTb neperpyxeHa. 310 o0cobeHHO yaoobHO npu nepegade
BMAEOMaTEpPMArioB B PEXMME pearibHOro BPEMEHW, MOCKONbKY HE WMMeeT CMbiCna MOBTOPHO

nepefasaTh yCTapeBLUYO MHGOPMALIMIO, KOTOpas BCe paBHO He ByaeT oTobpakeHa.
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UPnP (Universal Plug and Play) — TexHomnorus, no3sonsiowas nepcoHarnbHbIM

KOMMNbIOTEPAM U UHTENNEKTYasrbHbIM CETEBLIM CUCTEMAM (Hanpumep, oXpaHHOMY 060pyaoBaHuIo,
pasBnekaTtenbHbiM  YCTPOMNCTBAM WM UHTEPHET-LUM3aM) COEAUHATbCS  Mexay cobon
aBTOMaTMyeckn u pabortatb COBMECTHO 4vepes3 eauHyk ceTb. [lnatdopma UPnP cTtpoutca Ha
OCHOBE TaKuUX UHTepHeT-cTaHaapToB, kak TCP/IP, HTTP un XML. TexHonorna UPnP nogaepxvsaet
ceTeBble MHPPACTPYKTYPbI NPaKTUYECKM NMOBOro TMna - Kak NpoBoAHbIE, Tak 1 6ecnpoBoaHbie. B nx
4YMCno, B YaACTHOCTW, BXoaaT kabenbHbin Ethernet, 6ecnpoBoaHble cetn Wi-Fi, ceTn Ha ocHoBe
TenegOoHHbIX NUHUA, NUHUW anekTponuTaHua u np. [Mogoepxka UPNP  peanusoBaHa B

onepaumoHHbIx cuctemax Windows.

URL (Uniform Resource Locator / EguHbIM yKasaTenb pecypcoB) — 3T0

CcTaHOapTU3NPOBaHHbIN cnocob 3anuncu ajpeca pecypca B CeTU WHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHon npoToKon nepegayvn gaHHbIX) —
NPOTOKOM, CO34aHHbI crneumanbHo ansa GSM-ceTel, rge HYXHO YCTaHaBnvBaTb CBS3b
nopTaTMBHbIX YCTPOMUCTB C ceTbto MHTepHeT. C nomowbto WAP nonb3oBaTtens MOOWUIBHOro

YCTPONCTBA MOXET 3arpy»atb U3 ceTn MHTepHeT niobble LumMdpoBble AaHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KIUEHTOB,
00bl4HO BeG-6pay3epor, 1 Bbigatowmn um HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHnem, hannom, Meama-noToKoM UnNu ApYrMMn AaHHbIMMU.

Wi-Fi (Wireless Fidelity, nocnoBHoO — «6ecnpoBogHas TOYHOCTb») — TOProBas Mapka
npombiwneHHon rpynnel «Wi-Fi Alliance» ana ©6ecnpoBogHbix ceTen Ha 6ase ctaHgapta |IEEE
802.11. Jloboe obopygoBaHue, cooTBeTcTBylowee cTaHgapTy IEEE 802.11, moxeT 6biTb
npotectupoBaHo B Wi-Fi Alliance ona nonyyeHus cooTBeTCTBYOLWEro ceptudumkata M npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / BecnpoBogHaa LAN — aT1o 6ecnpoBofHas fnokanbHas ceTb, UCMOMb3yowas B
KayecTBe HOCUTENS paaMOBOSIHbLI: 6eCcnpoBoAHOE NOAKNIOYEHME K CETM KOHEYHOro Nosib3oBaTens.

[1ns OCHOBHOW CETEBOM CTPYKTYPbI 0OBLIMHO MCMONb3yeTcs KabenbHOe coequHEHME.

WPS (Wi-Fi Protected Setup) — ctaHgapT, npeaHasHayYeHHbIN NS NonyaBTOMaTU4ECKOro

co3gaHna 6ecnpoBOHON AOMALLHEN CETWU. npOTOKOJ'I npn3BaH OKa3aTb NMOMOLLb MNOJ1Ib30BATENAM,

KoTopble He 06nagatoT LIMPOKMMK 3HaHUAMM O BesonacHoCTM B BecnpoBOAHLIX CETSAX, U Kak
cnencTBMe, MMEKT CIIOXKHOCTU MpuU ocywlecTBrneHmn HacTpoek. WPS aBTomatmnyeckm obo3HavaeT
UMs CeTU U 3agaeT WKdpoBaHue, AN 3aWmTbl OT HECAHKLMOHNPOBAHHOIO AOCTyna B CeTb, Npu

3TOM HET HEOBX0ANMOCTH BPYy4HYIO 3afjaBaTb BCE NapamMeTpbl.

Anroputm cxaTus Buaeo — 3TO MeTOAMKa YMeHblueHus pasmepa danna undgposon
BMAEO3anucu nocpeacTBOM  yAaneHus rpaduyeckmx 3feMeHToB, He  BOCNPUHMMaeMblX

yenoBe4YeCKMM rna3om.
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BapMd)OKaﬂbelﬁ O0BLEeKTUB — OOBLEKTUB, No3BONIAOLWNA UCMNONb30BaTb pasnnyHble

hOoKyCHble pacCTosiHUsi B MPOTMBOMOMOXHOCTE O0OBbEKTUBY C  (PMKCMPOBAHHBLIM  (DOKYCHbLIM

pacCcTostHUEM, KOTOPbIV UCMONb3YeT NULLb OAHO PacCTOsIHME.

Butan napa — BU4 kabens cBa3w, npeacraBndeT cobon OoAHY W HEeCKOINbKO Mnap
M30JIMPOBAHHbLIX MPOBOAHUKOB, CKPYYEHHbIX MexXay cobon, MOKPbITbIX NMacTUKOBON OOOMNOYKOMN.
CsuBaHue NnpoBOAHMKOB MPOU3BOOAUTCA C Uenbl NOBbIWLEHUA CTEeneHn CBA3U Mexay cobon
npoBOAHNKOB OAHON napbl (SJ'IeKTpOMaFHVITHaFI nomexa oAnHaKoBO BITUAET Ha oba nposoada I'Iapbl)
M nocnegywouwero ymeHblleHnA 3NeKTPpOMarHUTHbIX nomMex OT BHELWHUMX WUCTOYHUKOB, a TakKkKe

B3aMMHbIX HAGBOOOK MNMpu nepenade D,I/ld)(bepeHLl,VlaJ'IbeIX CUrHanos.

Bblgepka — UHTEepBan BpeMeHW, B TeYeHMe KOTOPOro CBET BO3JEWCTBYET Ha y4acTok
CBETOYYBCTBUTENBHOrO MaTepuarna WUnuM CBETOYYBCTBUTENbHOW MaTpuubl ANs COOGLLEeHUs emy

onpenenéHHon aKcnosnunn.

[eTekTop ABMXEHUSA — 3TO annapaTHbIN NMMB0 NPOrpaMmMHbIN MOOYSb, OCHOBHOW 3adadven

KOTOpOro siBnsieTcst obHapyxeHne nepemMeLLaroLLmnxcs B Nosie 3peHnsi Kamepbl 0OGbEKTOB.

[eTekTop cabotaxa — 3TO NMporpamMMmHbI MOAYMb, KOTOPbIA MO3BONsieT OOHapyXMBaTb
TakMe CcuUTyauun, Kak: pacOKyCUpPOBKa, NEPEKPLITUE UMK 3acBeYMBaHUE N306pakeHus, OTBOPOT
Kamepbl, YacTuyHasi noTepsi curHana. [NpuvHUMN OEWCTBUSI OCHOBAH Ha aHanuM3e B pexume
peanbHOro BPEMEHW W3MEHEHWSI KOHTpacTa noKarnbHbIX OOnacTen KagpoB M3 BUOEOMNOTOKA,
nosly4aemMoro ¢ Teriekamepbl-getektopa. [letektop caboTaxa aBTomaTU4eckn BblbupaeT obnactu
KagpoB, MO KOTOPbIM HEOOXOOUMO OLEHMBAaTb M3MEHEHME KOHTPACTHOCTM BO BPEMEHM U, €CNU
N3MEHEHNE KOHTPACTHOCTM B 3TUX O6MacTaAX NpeBblAeT HEKOTOPbIA OTHOCUTENbHbIA MOpPOT,

NPUHNMAET peLleHne O noTepe «rnosie3HoOro» BuaeocurHana.

Onadparma (ot rpey. diaphragma — neperopogka) — 3TO OTBepcTMe B 0bObekTuBe
Kamepbl, KOTOpOE perynupyeT Konm4ecTBO CBeTa, MonaaaroLLlero Ha Mmatpuuy. MiameHeHne pasmepa
anadparMbl NO3BONSAET KOHTPONMPOBATL LENbIA psg nokasaTenen, BaXHbIX A8 MNonyvYeHus

Ka4yeCTBEeHHOIro M306pa>|<eH|/|;| .

[loMeHHOEe UMsI — 3TO onpeferneHHas bykBeHHas nocnenoBaTenbHOCTb, 0603HavatoLLas
UMS cariTa Unu Ucnosb3yemMasi B UMeHax 3NeKTPOHHbIX NOYTOBbIX ALMKOB. [loMEHHbIe MMeHa AatoT
BO3MOXHOCTb afpecaLuy MHTEPHET-Y3OB U PacrnofoXeHHbIX Ha HUX CETeBbIX pecypcoB (Beb-

CanToB, CEPBEPOB ANEKTPOHHOM MOYTbI, APYrMX crnyx0) B ygobHoM anga yenoseka copme.

MK-noacseTka (MK-npoxektop) — ycTponcTBO, obecneumBatollee NoacBeTKy obbekTa

HabnaeHNs ¢ U3ny4YeHnemM B MHPaKpacHOM AuanasoHe.

Kamepa «aeHb/HOYb» — 3TO Bugeokamepa, npegHasHayeHHasa ons padoTbl KpyrinoCcyTO4YHO

B pasHbIX YCIOBUSAX OCBELLEHHOCTU. B yCnoBusix sipkoi ocBeLLleHHOCTN n3obpaxeHne LBeTHoe. B
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TEMHOE BpEMsI CYTOK, KOrga sipkuiA CBET MNponafaeT, M HauMHaTCs CyMepku, u3obpaxeHue

CTaHOBUTCA qepHo—6enoe, B pe3yJibTaTte 4ero noBbillaeTCcAd YyBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBsi3n Kogek 3To 0bblMHO koaep/aekoaep. Kogeku mcnonb3ytoTca B
WHTErpuMpoBaHHbIX LEensax WunM MuKpocxemax Ans npeobpa3oBaHus aHanoroBblX BMOEO- U
aygvocurHanoB B LmdpoBon cdopmat anga nocrnegyowen nepegaydn. Kogek takke npeobpasyet
npuHMMaemMble UudpPoBbIE cuUrHanbl B aHanorosbin dopmar. B kogeke ogHa MuKpocxema
ncnonb3yeTtcs Ansi npeobpasoBaHMsi aHaNoOroBoro curHana B LumpoBon 1 LMGPOBOro curHana B
aHanoroBbIn. TepMuH «Kogek» Takke MOXeT OTHOCUTBCHA K KoMnpeccun/gekoMmnpeccun, n B aTom
crny4vae oH 06bl4HO O3HAYaeT anropmTM NN KOMNbIOTEPHYHO NPOrpaMmy Ansi yMeHblueHns obbema

dhainoe 1 nporpamm.

Hopmaano 3aMKHYTbIe KOHTAKTbl — TakKad KOHCTPYKUUA AaTyuKa, KOTopasda B NaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, 2 B aKTUBHOM — PAa3OMKHYTbI€E.

HopmanbHO pa3oMKHyTble KOHTaKTbl — Takas KOHCTPYKUMS [aTtdvka, koTopasi B

NnacCMBHOM COCTOAHUN MMEeET PAa3OMKHYTbl€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbI€.

OOBeKTUB — 3TO 4acTb OMTMYECKON CUCTEMBI BI/ID,eOHa6J'II'OD,eHI/IFI, npeagHasHavYeHHaa and

¢hoKyCMpOBKM NOTOKA CBETA Ha MaTpULie BUAEOKaMEPbI.

OTHOweHne curHan/ym — YMUCNEHHO onpegensieT cogep)kaHue napasuTHbIX LUYMOB B
curHane. Namepsetca B geumbenax (ob). Yem Gonblie 3HavyeHME OTHOLUEHWUS curHan/luym ans

BugeocurHana, TeM MeHbLLE MOMEX N UCKAXKEHUN NMeET V|306pa>|<eHV|e.

lNMukcenb — 3TO 0HA M3 MHOXECTBa TOYEK, COCTaABNAKOLLMX LI,M(*)pOBoe M306pa>|<eHv1e. LlBeT

N UHTEHCUBHOCTb KaXX0ro rnmuKkcesnsa coctaBndeT KPpOLIEYHYHo obnacTtb M306pa>KeHI/I$|.

Mpokcu-cepsep (Proxy - npeacraBuTenb, YNONIHOMOYEHHbIM) — cnyxba B
KOMMNbIOTEPHBIX CETHAX, MO3BOMSAOLWAsA KIMEHTAM BbINOMHATE KOCBEHHbIE 3anpocbl K Apyrum
ceTeBbIM cnyxbam. CHavana KnneHT NOAKIYaeTCs K NPOKCU-CEPBEPY U 3anpalunsaeT kKakon-nmbo
pecypc, pacrnornioXeHHbId Ha OpyroMm cepBepe. 3aTtem MpoKcu-cepBep nMbBO noaknyaeTcs K
yKaszaHHOMY CepBepy 1 NoflydaeT pecypc y Hero, nnbo Bo3BpaLlaeT pecypc n3 CO6CTBEHHOIO KaLla.
lMpokcu-cepBep MO3BONMSET 3alUMLLATb KMMEHTCKUIA KOMMbIOTEP OT HEKOTOPLIX CEeTeBbIX aTak M

nomoraeT CoOXpaHATb aHOHUMHOCTb KIMeHTa.

MpoTtokon — cTaHOapT, onpedensioWMin noBedeHWe YHKUMOHAamNbHbIX OroKOB Mpu
nepenave AaHHbIX. DopManu3oBaHHbIe NpaBunia, onpeaensoLLme nocrnenoBaTenbHOCTb U hopmat
CO0OLLEHNIA, KOTOPbIMM OOMEHMBaOTCSH CeTEBbIE KOMMOHEHTbI, NieXallme Ha OQHOM YPOBHE, HO B

pasHbIX y3nax.

PaspewleHne n3obpaxeHUsa — 3TO KONMYECTBO MUKCENen (TOYeK) Ha eanHuLy nnowagm
n3obpaxeHusi. MamepsieTcst B Meranmkcensix unv otobpaxaetcs B BUAe ABYX BEMWNYMH — BbICOTbI U

LLNPUHbI I/I306pa)KeHVIFI. BricoTta u LMPUHa Takke B JaHHOM Cly4ae N3MepATCA B NMUKCENAX.
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PyyHasa anacpparma — npoTMBOMNONOXKHOCTL aBTOMaTUYECKoN anadparmbl, T.e. HACTPOnKa

AvadparmMbl  Kamepbl [OSPKHA BbIMOMHATLCA BPYYHYK ANS PerynvpoBKM KOnM4ecTBa CBeETa,

Agocturarowiero 4yBCTBUTESIbHOIO afieMeHTa.

CBeTocuna o6beKTUBaA — 3TO XapakTepUCTUKa, NOoKasblBaloLLas, Kakoe KOnmM4ecTBO cBeTa
cnocobeH nponyckatb AaHHbIii 00bekTmB. Yem Oornblle MakCUManbHbI OANnaMeTp OTKPbITON
anadparmbl (M, COOTBETCTBEHHO, YeM MeHbLLe F-4yncno), Tem BornbLuee KONMYeCcTBO CBeTa MOXET

nonacTb CKBO3b OOBHEKTUB Ha chKaanyro NSIOCKOCTb, M TEM BhiLLE CBETOCKIA OObEKTMBA.

Cumnnekc - npu CUMMMNEKCHOM CBSA3N CeTeBOM Kabenb WM KaHamn CBSA3NM MOXeT

MCMNoNib30BaTbCA AJ14 nepeaadn I/IHd)OpMaLl,I/II/I TOJTIbKO B OAHOM HanpasiieHUN.

YnuyHaa Bupgeokamepa — 3TO Kamepa BMAEeOHabnoaeHus, KOTOpad obnagaeTt Bcemu

Heo6X0AUMbBIMU XapaKTePUCTMKaMM 3alUMTbl OT BIIMSIHUSA BHELLHEN cpeabl Anst paboTbl Ha ynuue.

LiBeTHas Bupeokamepa — 39TO Kamepa, KOTopas p[daeT uBeTHoe u3obpaxeHue. [lo
onpegeneHnto MaTpuubl Buaeokamep 4YepHo-6enble, a Ans NonyyYeHus LUBETHOro M3obpakeHus
BO3re KaKOon siYerku maTpuubl OpMUPYIOTCS LBETHble unbTpbl. NepBbin UnbTp NPUBHOCUT
KpacCHY0 COCTaBNSAOLLYIO LiIBETA, BTOPOW 3€MEHYI0, a TPETUN CUHIO. Taknm obpasom, Tpy SUENKK
CTaHOBSATCS 04HOM To4kon B UBeTOBOM hopmaTte RGB. CnegoBaTtensHO, BMECTO TPEX NMUKCENen Ha

pe3ynbTUpyroLLemM N306pakeH Mbl NOSly4aeM TONbKO OAMH.

AnekTtpomexaHnvecknn WUK-bunbTp — npencraBnset cobon YCTPOMCTBO, KOTOpOe
CrnocobHO B O4HOM pexMMe NOAaBNATb MHAPAKPACHbIV Anana3oH Npu nomoLum nHgpakpacHoro K-
dunbtpa, a B Agpyrom pexumme UK-ounbtp ybupaetca aneKkTpoMexaHudecku, Takum obpasom,

aenaa AoCTYrNHbIM BECb CMEKTP CBETOU3INMYyHEHUA.

PykoBoacTBo no noaksnoyeHuto IP-kamepbl SV3212DBS m
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