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1. OOwwme cBegeHud

Hemo Bepcusa CneumanbHoro NporpammHoro Obecnedernsa “KOnntep-MABP” (panee
“Cl10O”) nocrtaBnsieTca B BMAE apXxvBa, KOTOPbIA COAEPXKUT UCMOMHSEMbIA YCTaHOBOYHbIN
dann CI1O, ycTtaHOBOYHbIe (pannbl AOMONHUTENBHOMO MNPOrpaMmHoro obecneyeHus,
Heobxoaumoro ang pabotel CMO, gokymeHTaumo onepaTopa.

Hemo Bepcus CINO orpaHmunBaeT paboTy TOMbLKO C O4HON AOK-CTaHLUMEN.

CIO pomxeH ycTaHaBnuBaTbCsl Ha onepaumoHHyto cuctemy Windows 10 x64. [Ons
ycTaHoBku TpebyeTca He meHee 1024 M6 cBobogHoro mecta Ha gucke C:\.

Monb3oBaTenbckun nHTepdenc CroO dyHKUMOHMPYET Nog ynpasfieHMeM OCHOBAHHOIO
Ha WebKit 6pay3sepe, Hanpumep Google Chrome, AHagekc 6paysep, Microsoft Edge.

2. CocTaB apxuBa

ApXu1B cOOepXKUT YCTAHOBOYHbIE (hainnbl, 4118 OTAEMNBHOW YCTAHOBKM:
- Java Development Kit 8;
- B[ PostgreSQL 9.6;
- oparneep AmbaUSB, Heobxogumoro ans paboTbl BUOAEOPErncTpaTopa;
- Crno.

B npouecce yctaHoBku Ha [1K:
e Oypert pasBepHyTa yncTtas 6a3a gaHHbIX copcam Ha cepsepe PostgreSQL.

e Oypet yctaHoBneH Payara Application Server B Buge cnyx0bl.

Mocne ycTaHoBKM Ha pabouunn cton 6yaeT BeiIHECEH sipnbik Ans goctyna k Cl10.

3. YcTaHoBKa

PacnakoBatb apxmB gemo Bepcumn CINO B KOpHEBOW KaTasor JIoKarbHOro gUCKa.

3.1 [Ons yctaHoBkn Java Development Kit 8, 3anyctTuTb YCTaHOBOYHLINM haiin
jdk-8u202-windows-x64.exe.

3.2 [Ina yctaHoBku 6a3bl gaHHbIX PostgreSQL 9.6, 3anycTuTb yCTaHOBOYHbLIA hbann
postgresql-9.6.18-1-windows-x64.exe:
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Packaged by:
- - Setup - PostgreSQL

POSTGRES Welcome to the PostgreSQL Setup Wizard.

PostgreSQL

< Back Next > Cancel

YcTaHoBUTL Naponb nonb3osaTens Bl - masterkey:

Password ’

Please provide a password for the database superuser (postgres).

Password FEEEEEEEY

Retype password | ZEEsEEEE

VMware InstaliBuilder
<Back | Next = Cancel
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3HayeHue nopTa Anga noaknoyveHus k b octaBuTb 6€3 M3MEHEHMWIA:

5 = 1 |

" »

Please select the port number the server should listen on.

Port | 5432

InstallBuider - S
< Back Cancel

B koHUe ycTaHOBKM, ANs 3aBepLUEHUs, CHATb BblaeneHue ¢ napameTtpa Stack Builder:

| Setup S
Packaged by:
Em Completing the PostgreSQL Setup Wizard
POSTGRES Setup has finished installing PostgreSQL on your computer.,

Launch Stack Builder at exit?

Stack Builder may be used to download and install

additional tools, drivers and applications to
POStgf@SQL complement YO:.II’ PostgreSQL installation.

< Back Cancel

Mocne ycrtaHoskn B[] PostqreSQL, Heobxoaumo ykasaTb nyTb K nanke ¢ B[, B
CUCTEMHOW NepemMeHHon okpyxeHus PATH, cogepkalien CMCOK OUPEKTOPUN, B KOTOPbIX
OC 6yget uckatb ucnonHaemble dawnnsoi.
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OT1kpbITb NYHKT MeHo OC Windows - «Cucteman:

=l O b QuanTpel N\ B

ﬁ J!)"-IIIJEE' COOTEETCTEME

[y Cucrema
GG YNpagieHua

NapameTpsl
D O komnboTepe

(D ¥auaiite, Kakan y Bac Bepcua Windows: 32-
WA 64-pazpagHan

fr)

"y

O cucremd L

B oTkpbIBLLUEMCS OKHE BbIOpaThb NYHKT MEHIO «[oNONHUTENbHbIe NapaMeTpPbl CUCTEMbIY:

@ Cucrema

1 @« Cucremaw 6esonacto > Ce

MaHens ynpasneHmna —

LOMALLHAR CTPaH1LE MpocmoTp ¢
KOMMOBHOTER

G [wcneTuep ycTpoicTs
Brinyck Window

G Hactpokika yaaneHHoro

s BN
G 3awmTa cucTemel ..

& [ononHuTenbHule napaMeTpsi
cvcTeMbl
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Hemo Bepcusa CIrNO. PykoBoACTBO MO yCTaHOBKe 6

B okHe “CBoMcTBa cUCTeMbl’, HaxaTb B HWKHEM NpPaBoOM Yrry KHOMKy «lepemeHHble

cpeAabl...»:
EeC
CeofcTEa cucTEMbI X
Krr momnssoTepa OGopynoeanne
NononHATENEHD 3BUMTE CHETE MBI ¥ OAnNeHHEA DOCTY

HeotxogmMo MMeTe MNpasa aoMAHKCTRPATOPA 4R H2MEHEHHA GOMNBWHHCTED
NEPEUKCNEHHSX NEPAMETROSE

Buc rpopedcT Bre

BrayansHee 3dgekts. MENoNs308aHKWE NPOLECCOPE, ONEpaTHEROA 1

EXPTYANEHOA NaMATHA
Mapare 3

Mpodguans nonszosarensi

HGPUHETPH FIGGEI\-IE'I'D CTONA, OTHOCANMECH KO EXOOY B CUCTary

. MNaparmeTpe. .

3ﬂl'py3lﬁﬁ ¥ BOCCTaHOENeHWEe

3HFPY3KE W EOCCTAOHDENEHNE CUCTEME, OTNAOOYHAR MHEGOPMaLMA

MapareTpL..
MepeMeHHbe cpene.

O OTHMEMa MpAME T

OTkpoeTcs OKHO yrnpaBrneHus nepemMeHHbIMu cpegamm B Windows 10:

Mepemedtbie cpeasl X

Mepemetitbie cpedbl noNs306aTens 4na Dell

| MepemeHHan JHaugHwe
OneDrive Ch\Users\Dell\OneDrive
Path Ch\Users\ Dl AppDatatLocal\Microsoft WindowsAppsadi\Pro..,
PT7THOME d\Program Files\Cisco Packet Tracer 7.1
OT_DEVICE PIXEL_RATIO  aute
TEMP ChUsers\Dell\AppDataiLocal\Temp
T™P ChUsers\DelhAppDatatLocal\Temp

Co3gats... MameHmTs... Yaanute
CHUCTEMHBIE NEpEMEHHbIE
[ MepemerHan 3HaueHwe £
ComSpec CAWINDOWS\system32\emd.exe
DriverData ChWindows\System 324 Drivers\DriverData
NUMBER_OF PROCESSORS 8

05 Windows_NT

>\Program Files\Python: i Program Fi
PATHEXT COM.EXE BAT.CMD: VBS; VB S SE WSF WS H. MSC,
PROCESSOR_ARCHITECTU  AMDG4

Co303Th.. VameHuT... ¥aanuts
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Hemo Bepcusa CIrNO. PykoBoACTBO MO yCTaHOBKe 7

Heo6xogumo u3ameHUTb nepemeHHyto PATH, kotopas HaxoguTca B pasgene
«CncteMHble nepeMeHHble», HaX1MaTb Ha Hee OaBa pasa:

M3MEHWTE NEPEMEHHYID CPEdbI X
D:\Program Files\Python36\Scriptsh, Cospats
D:\Program Files\Python3&\,

C\Program Files (x86)\Intel\iCLS Client\ MaMeHuTs

CA\Program Files\Intel\iCLS Clienty,
Ch\Windows\system32

06z0p...
C\Windows
Ch\Windows\System32\Wbem e
ChWindows\System32\WindowsPowerShell\v1.04
CAProgram Files (x86)\Intel\Intel(R) Management Engine Comp...
C\Program Files\Intel\Intel{R) Management Engine Components... T
C\Program Files (x86)\Intel\Intel(R) Management Engine Comp...
C\Program Files\Intel\Intel(R) Management Engine Components...
CA\Program Files\Intel\WiFi\bin\ i
C\Program Files\Commoan Files\Intel\WirelessCommon),
C\Program Files (xB6)\NVIDIA Corporation\PhysX\Common
%SystemRoot\system32 A3MEHMTL TEKCT..

%SystemRoot%

FeSystemRoot3\System32\Whbem
%SYSTEMROOT %\ System 32y WindowsPowerShell\w1.0y
%SYSTEMROOT\System32\0penSSHY

|c\Program Files\tracetep\|

[MosiBUTCS OKHO ANA pefakTUpoBaHUA 3HavyeHun nepemeHHown PATH, yto6bl po6asutb
HOBOE 3HayeHue, HaxaTb KHOMKy «Co3paTtby. [JobaBuTb NyTb K McnonHsembiM dannam b

PostqreSQL:
VEMEHNTD NEPEMEHHYIO CPEaBI X

C\Program Files (x86)\InteliCLS Client\, - Cozgate
C\Program Files\Intel\iCLS Client\,
Ch\Windows\system32 Wzmeruts
Ch\Windows
CHWindows\System32\Whem O63op...
ChWindows\Systern32\WindowsP owerShell\w1.0%
C:AWindows! System32\Open5SHY Yaanute

ChProgram Files\Intel\Intel(R) Management Engine Components\...
C:\Program Files\Intel\Intel(R) Management Engine Componentsi|...

ChProgram Files (x86)\Intel\Intel(R) Management Engine Compon... Beepx
C\Program Files (x286)\Intel\Intel(R) Management Engine Compen...
ChProgram Files\Git\ crmd Brunz

C\Program Files\TortoiseGit\bin
C\Program Files\Apache\Maven\bin
C\Program Files\Apache\Maven\bin VISMERUTE TEKCT...
ChlUsershuserld148\AppData\Local\Microsoft\WindowsApps
Ch\Payarad\bin

Chpayaradglassfish\domains\domain1\bin

CHProgram Files\MySQL\My50L Server 5.54bin

[C\Program Files\Postgre50L\9.6\bir] [N .
s
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Hemo Bepcusa CIMNO. PykoBoACTBO MO yCTaHOBKe 8

MoaTBepante Ao6aBneHMe HOBOro 3HayeHusi B nepemMeHHyro PATH HaxaTtnem KHOMKu
«OK» 1 3aKpbITb BCE OCTalbHbIE OKHA.

Ona npuMeHeHUs W3MEHEHWN CUCTEMHOW NEPEMEHHOW OKPY>XEHWUS, BbINONHUTL
nepesanyck OC Windows.

3.3 Ona ycraHoBkm ApaviBepa USB nogknioyeHuss BuaeopermctpaTopa, 3anyctuTb
ycTaHoBo4HbIN dhann AmbaUSB-win64-Qt5-Win7-4.0.6-Setup.exe.

3.4 [Inga yctaHoBku CI1O, 3anycTuTb ycTaHOBOYHbIN hann setup _1.31.exe.

B npouecce ycTtaHOBKM, yKaszaTb Maposfib Mnosib3oBaTend, Ans nogknodeHus Kk bl
PostgreSQL - masterkey, cosgate 6a3y AaHHbIX:

1'.2,3 ¥Ycranoska — CINO, sepcna 1.31 —

MNapamer pm PostrgeSQL
YKEHMTE NEPEMETPEI NOLKTHUEHNA K Dase PostoreS0L

IP agpec:
[izz.0.0.

MopT:

Norwx:

|postgres |

Mapone:

Cosnate Basy AaHHbIX

lanse >

lMocne 3aBepLUEHNsT YCTAHOBKM, HEOOX0A4MMO BbINONHUTL nepesarpy3ky OC Windows..

- i OO0 «Onecra», CaxkT-lNeTepbypr
é‘ ISJTECTA 8 (800) 250-87-27

www.elesta.ru

v N\ .
\ 4 SEC.RU KopoTkui nyTb kK MHcpopmaLmm CkayvaHo c sec.ru




Hemo Bepcusa CIrNO. PykoBOACTBO MO yCTaHOBKe 9

4. T[epsbin 3anyck ClNO

lMocne ycnewHoOW YCTaHOBKM Mepes3arpy3ky ornepauuoHHOW CUCTEMbl, HE0BXoOUMO
3anycTuTb NonNb3oBaTenbCKkM NMHTEpdenc npm nomowm spnbika “ClO” Ha pabodem cTone.
[na aBTopmM3aumMm UCNONb3YOTCA NapameTpbl MNO-yMOMYaHu - norH admin u naposnb
admin.

O6na3aTtenbHO CMEHWUTE YCTAHOBMEHHbIA MO-YMOMYaHUIO Naposb AN nonb3oBaTens
admin, TakK Kak AaHHbIV Nonb3oBaTeNb MMEET caMble NOSHbIE NPUBUIIENMN B CUCTEME.

Mpn nepeom 3anycke CI1O, ana paboTbl ¢ BUOeOperucTpatopom, Heobxogumo
npoussectn “kanubpoBky reomeTpun’. ITO Heobxogumo cpenatb go Beoga CIO B
akcnnyataumo. KannbpoBka Heobxoamma Ofisi HACTPOMKUM COOTBETCTBUSA PAaCMONIOXKEHUS
dumamnyeckoro pasbema USB, k koTopoMy nogkntovaetca Bugeopermctpartop. NogpobHee ¢
npoueaypov KanmbpoBKN MOXXHO 03HAaKOMUTBLCS B UHCTPYKUMK onepartopa.

Mcnonb3ysa akpaH HacTpoek (CM. pyKOBOACTBO onepaTtopa), yoeamutech, Y4To nyTb, No
KOTOPOMY pacronoXeHO XpaHWUnuLLe BUAeOoAaHHbIX CYLLeCTBYET U 4OCTYNeH ANs 3anucu.

Mcnonb3ysa akpaH nonb3oBaTtesnien (CM. pykOBOACTBO onepartopa), 3apeructpupymTe
BCEX HEOOXOAMMbIX COTPYAHMKOB W HasHaybTe MM ponu (onepatop, aHanuTtuk,
nonb3oBaTerb).

5.  OrpaHMYeHHbIN pexnm

OrpaHuyeHHbIN pexum npegHasHadveH angd 3anycka u pabotel CMNO B nyGrnvyHoM
goctyne. B aTOM pexvme NpoOMCXOAWUT CKPbITUE CUCTEMHbBIX [MANOroBblX OKOH U
BCnnbiBaowWmMx noacka3ok Windows, cTpokm cocTtosiHus, knasuwm “Tyck’, a Takke
ybupaeTcs BO3MOXHOCTb 3akpbiTb OKHO WHTepcdperica CI1O. lNMepen HaCTpPoOMKoW OaHHOro
pexnma Heobxoammo yoeanTbcs B ycnewHom ycTaHoBke n paboTtocnocobHocTtu CI10.

Ona 3anycka CIO B paHHOM pexume Heobxoaumo cosgaTh Mofb3oBaTens
“OnepaTop” 6e3 NpaB agMUHUCTPUPOBaHNA U napons. LenkHnTe npaBon knaBuLEN MblLle
Ha nkoHke “Mow komnbloTep” 1 BblbepuTe MeHo “YnpasneHue”
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Hemo Bepcusa CIrNO. PykoBOACTBO MO yCTaHOBKe 10

OrrpbiTe

¥npaeneHue

MogkniounTe CETEBOA gUCK...

OTKAHHYUTE CETEBON AMCK...

Cozgate Apneik
Yaanute

MepenmeHosaTs

CeoiicTea

B nosiBuBwemcs okHe, nepengute B pasgen ‘JlokanbHble nonb3oBaTenn’ >
“Monb3oBaTtenun”, WenkHMTe NpaBoi KnaBuLLENW MbILIW HA MYCTOM MeCTe YyTb HMXe chucka
nonb3oBaTenen n Boibepmute MeHo “HoBbI Nonb3oBaTenb”.

& Vnpasnene comnbiorepo

©aiin  feiicrane  Bug  Crpaska

e r@ = HE

& Ynpasnenme komnerotepor (7| g i
[} Cryxet
- 1 O‘“’:E I MPOTPAMMEL. || & o meGroupUsers HomeGrauplser§
+ (@) Mnannposupc ssaamni| o
3 posLLy p A CEI.
) ocHoTp coBeimmii
P P &l ook
.+ 5] Obuue nanin -
er
4+ & Noanshuie nonssosar | L
| AgmanHmcrpato
| Monesosatenn ;‘\“ Ll
3 Fpynnet #rocre
+ () Mpowssopurenshocts
A Aucneruep yerpoiicts Hoskiii nons3osarens...
4 [23 3anommmarowme yeTpoiict
Fa OBnosuTs
(29 Ynpasnerme guckann
> B CrysBei v npuacskeria 3KCNOPTHPOBATE CIMCOK...
Bua »
¥opagoUMTs SHaNKN ’
BHIpoRHATE 3HaUKN
Crpasia

B nosBMBLIEMCS OKHE, yKauUTe WMs MNOMb3oBaTend W ero MnosiHoe UMs Kak
“Onepatop”, cHuMUTE draxok “TpeboBaTb CMeHbl napons” WM yCTaHOBUTE IaXKW:
“BanpeTtutb cMmeHy napons” u “Cpok OenctBusa napons He orpaHudeH”, nons “lNaponb” n

“MoaTteepxaeHvne naponsa” HeobXxoAMMO OCTaBUTb MNYCTbIMU. 3aTeM HaXMWUTe KnaBuLly
“CospaTtb”.

Hogwiii nonssoeatens @

Monesosarens:  Onepatap
MonHoe was Onepatop

Crmcarve:

Mapone:
MopTeepxAsHIe

TpefiosaTe CMEHbI NADONA NPM CHEMYIOULEM EXOOE 5§ CHCTEMY

NpeTUTL CMEHyY NapoNA NoNb30SaTENEM

 BEACTEMA NI3p0NE He orpadker;

[ Omemioums yueTHy sanncs

Crpaexa | | Cospats | ZaKpeITs
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Hemo Bepcusa CIrNO. PykoBOACTBO MO yCTaHOBKe 11

Mocne  ycnewHoro  co3gaHus nonb3oBatena  “Onepartop”, HeobxoaMmo
aBTOpPM30BaTbCA NOL I3TOM YYETHOW 3anucblo. [Ona 3aToro HaXmuTe Ha KnasuaType
coyetanme Ctrl-Alt-Del n BbiGepuTte nyHKT “BbIiTM M3 cucTembl’, a 3aTem BOMAMTE Nog
y4yeTHoM 3anucbto “Onepatop”.

< B/IOKMPOBaTL KOMMBIOTEP:
&> CMEHUTL NONL30BATENA

< Beiiiti 13 cucte

OTMmeHa

3aTtem nooyepeqHoO 3anyctute cnegytowme dannel peectpa u3d nanku: “C:\Program
Files\SPO\”:

Disable Autorun for All Drives.reg

DisableNotificationBalloons.reg

lockdown.reg

O6patute BHMMaHue! Nepen 3anyckom ganna lockdown.reg Heo6xoaMMO BHECTU B HEro
M3MEHEHMsI, a MMEHHO: YyKasaTb MOSfHbIN MNyTb K YycTaHoBneHHoMy WebKit Gpaysepy

(Hanpumep Google Chrome).

lMocne aToro nepesarpysvTe TEpMUHAN 1 aBTOPU3yMTECh NoA y4eTHON 3anuckio “OnepaTop”.
Cpasy nocne aBTopu3saLmmn NosiBUTCA 3KpaH ¢ MHAopMaumnen o 3anycke CUCTEMbI:

38I'|‘;;’CI< cepBuca, noxanyucra, No4o¥auTe HEMHOTO...

LN
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Hemo Bepcusa CIrNO. PykoBOACTBO MO yCTaHOBKe 12

Yepes Heckornbko MUHYT nosisutcs uHtepderic CrNO ¢ ananorom asTopmsauun, 4To
O3Ha4yaeT roTOBHOCTb CUCTEMbI K paboTe:

ABTOpU3ayua
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