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1 Ha3HaueHue

[laHHast THCTPYKLIMS COZIeP’KUT KPaTKyro MH(OPMALMIO 110 HaCTPOKKe 0CHOBHBIX MapameTpoB CITN
FOnutep-KPOC, v npegHa3HadyeHa 1 cjiyvasi, Korja:

* B kauectBe OC ucnons3yetcs Astra Linux SE CmoneHck

* HacrtpauBaetcsi cxema pabotel CITY FOmmrep-KPOC c¢ ucriosb30BaHHEeM OHOTO
KOMITbIOTepa-cepBepa

* CepsepHoe [10 FOmutep-KPOC yke yCTaHOB/IEHO Ha KOMITbIOTEP U T'OTOBO K
WCITI0JIb30BaHUI0

[MTonnas ungopmarus no Hacrpoiike CITU FOnuTtep-KPOC cofepXUTcst B pyKOBOZCTBE TI0
sKcrutyaTauuu cepsepa FOnutep-KPOC.
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1711 TIPOCTOTHI PACCMOTPUM HACTPOMKY TporpaMMHoro obecrieueruss FOmutep-KPOC Ha npuMepe
JIOKasIbHOM CeTU, B KOTOPOM:

© MapipyTu3aTop UMeeT JIOKa/bHbIN azpec 192.168.1.1
©  Cepsep FOnutep-KPOC umeet nokanbHbiv agpec 192.168.1.101

o TIpubopsl FOmmrep HacTpoeHs Assi pabotel mo UDP ¢ ucnonb3oBanuem mopra 10001

OCHOBHOW BHELUHWIA KaHan PesepBHbliA BHELUHWIA KaHarn
IP(G1) IP(G2)

F
"" Ces3b ¢ nprbopamu
¢  (peaepBHbIA KaHan)

Cesat ¢ npubopamm
(ocHOBHOW KaHan)

TPLink TL-R480T+
(nokaneHet agpec IP1)

Cer3b ¢ npubopamMu
(ocHoBHOM KaHan)

Cesak ¢ npubopamu
{(pezepBeHLIA Kadan)

Cepeep
(nokankeHsli agpec IP2)

[NopkroueHre BCeX KaHAI0B K O[HOMY MapILIpyTH3aTOPy
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2 HacTtpoiika poyTtepa

[lnist pa3BepTHIBaHUS OJHOCEPBEPHON CXeMBbI B TIEPBYIO ouepesib He0OX0MMO HaCTPOUTh CeTeBOe
00opyZoBaHKe COTTIACHO MHCTPYKIUH TI0 HacTporike MapiipyTtu3artopa TP Link TL-R480T+ s
opraHu3saiuy kaHamna nogkmouennss GPRS/IP-o6opynoBanus CITU «FOmmrep» (A1 CXeMBI - «BCe
KaHaJ/Ibl K OZJHOMY MaplLIpyTU3aTOPYy»).

Eciu ucrionb3yeTcst ipyroe 060pyoBaHMe JaHHYIO0 WHCTPYKLIMIO MOYKHO MCII0/Ib30BaTh B KaueCTBe
npuMepa.
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3 HacTpoiika KomnbloTepa-cepBepa

Heo6xo1MMo TIpHCBOUTE CTaTHUeCKUM ip-a/ipec KOMITbIOTEPY-CepBepy B JIOKa/IbHOM
cetu. [dns sToro:

a) IIpaBoit KHOMKOM MBIIIM Ha)KaThb Ha 3HAUOK CETH, JIEBOW KHOITKOUW BHIOpATh MyHKT
«/I3MeHUTDb coeITHEHUS».

(M| BkAro4YWTh NOANEDKEY CETH

|M| BNHOUYWTE YEEAOMNEHWA

CEeAeHWA O COBAMHEHWI

VIAMEHITE COBMMHERWA...

Q| e~ B 16:07

b) BriOpath Ballie MPOBOJJHOE COeAMHEHHE U HAXKaThb Ha KHOTIKY «/I3MeHUThb BBIOpaHHOE
COe/IMHEeHHe».

L CeTeBble coefqUHEeHWA

CeTeBble coeAHEHUA

T E] MocnegHee MCNONB30BaHNE ¥

MpoBogHoE coeguHeHue 1 1 MUHYTA Hazaa

MameHnTL BblﬁpEHHOE coearHEHWE
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¢) Bribpats nyHKT «I[TapameTtpsl [pv4», nanee BeIOpaTh MeTO «BpyuHyo»

WameHeHue MpoeogHoe coeguHeHne 1

Connection name

OcHoeHoe  Ethernet | BesonacHooTs 802.1x  DCB | Mpokcu | Mapametpel IPv4 | Mapamerpel IPv6

Method @ ABTOMaTWueckwid (DHCP) 1

AsTomaTtnueckuil (DHCP, Tonsko agpec)

AononH = -
BpyuHyto -
Anped

TonsKo ANA NOKaNLHOW CEA3N
OBLWWA © APYTMMU KOMIBOTEpaMK
BuikntoueHo
Additional DNS servers
Additional search domains
DHCP client ID

| | TpeGoeats agpecayuto IPv4 AnA 3700 COeAMHEHKA

MapLupyThl...

OTMEeHUTE CoxpaHnTb

d) Brwibpath yHKT «/l00aBUTE», fjajiee BHECTH HACTPOUWKH Bariieid cetH (Ip-aapec, MacKy
ceTH, 11T103, dns), Moc/e BHeCceHUs BCceX AaHHbIX HaXKaTb « COXPaHUTB».

(@ WsmeHeHwe [poBogHoe coeguHeHne 1 - 0 X
Connection name | MpoBogHoe coeguHeHne 1
OcHoBHoe | Ethernet | BesonacHoore 802.1x | DCB | Mpokown | MapameTpel IPv4 | Mapamerpst IPVE
Method = BpyudHyto -
Appeca 1
Alpec Macka cetn LWnw3 Lo6aeuts I
192.168.1.101 255.255.255.0 192.168.1.1 VaanuTe
oNsserversf 8888 | 3
Search domains
'__': Tpeboeats agpecauunto IPv4 AN\ 3TOr0 COBAMHEHUA
MapLupyTbit...
OTMEHNTE CoxpaHnTs
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4 HacTtpoiika cepBepa FOnutep-KPOC

[lnist paboTBI CHCTEMBI HEOOXOAWMO TIPOM3BECTH HACTPOMKY OCHOBHBIX ITapaMeTPOB CepBepa, TaKUX
Kak: TIO/ITBeP/IUTh JIUL[€H3UIO, 3aTl0JIHUTh PeKBU3UTHI OXPaHHOM OpraHU3aliyu, MOpT /711 paboThI
npruOOPOB, CO3/IaTh ¥ HACTPOUTH YUeTHbIE 3alMCH /IS COTPYIHUKOB OXPaHHOUW OpraHU3aliH,
HaCTPOUTh pe3epBHOE KOMMPOBaHKe CUCTEMBI.

4.1 NMoomsepixoeHue MUYeH3uuU

ITO FOnutep-KPOC sBnsieTcd yviieH3M0HHBIM ITpogykToM OO0 «Bnecta». [171g MOATBEp)KIeHUs
mnensuu 10 ncronb3yroTes creranbHble KIF0UM, KOTOPbIe NPYBSA3aHbl K BHEITHUM CTaTU4eCKUM
ip-agpecawm IIII1O.

[nst nonyueHust Krouei JiuLeH3un oopmuTe 3asBKy B cucTeme oMol helpdesk. [1nis sToro Ha
caiire jupiter8.ru nepeiigute B «LleHTp Mof1ep)KKW», fajiee OTKPOWTe HOBYIO 3asiBKY, BbIOepUTe
kareroputo FOmurep-8\Peructpauus KPOC. ITocne 3anoHeHUs U TTOATBEPXKAEHUS 3asBKHA BaM
OyayT rpefioCcTaB/eHbl K/IIOUH JIMLEH3UM C MHCTPYKLIMEH 110 aKTHBal[|H.

4.2 3ano/siIHeHUe peksUu3uMmMos oxXpaHHoU opa2aHu3ayuu

[To ymonuanuto Ha cepeepe KPOC yxxe co3maHa ogHa oxpaHHasi opranusanusi. Eciu cepsep KPOC
Tipe/iroJiaraeTcs MCIoJb30BaTh [i/isl OIHOM OXpaHHOW OpraHU3aljiH, TO JOCTAaTOUHO M3MEHHUTh
rapaMeTphl 3TOW yrKe CO3[aHHOW N0 YMOJTYaHHIO OpraHu3alyu. /s peakTUpOBaHUS U CO3/IaHUs
OXPaHHBIX OPraHU3al|i UCII0/Ib3YEeTCs YUeTHas 3aich « AZIMUHHACTPATOP cepBepa» (JIOTHH U
TapoJib 10 yMo/TuaHuio superadmin\superadmin).

Ba)KHBIM 3TaroMm 3aro/iHeHrs] PeKBU3UTOB OXPaHHOM OpraHU3alliH SB/SIeTCs] HACTPOMKa ITOPTOB
[u1s1 paboThI ¢ mprbopamMu. JTO fienaeTcs Ha 3aKiajke «I[lapameTpri» B mose «/luama3oH
pa3peIeHHbIX TIOPTOB».

17151 mpyMepa 3aro/IHMM JlaHHble OXPaHHOM OpraHM3aliyy, CO3/1aHHOM 10 YMOJTUaHUI0, a TaKxkKe
yKaKeM TIOPTBI JI/IsI CBSI3U TTPUOOPOB.

a) 3aiitu Ha cepBep FOnuTep-KPOC 1o/ yueTHOM 3aMuchbio « AZIMUHUCTPATOP CepBepa»
(superadmin-s10rvH ¥ Maposib 10 yMoT4aHuto). [lanee BbIOpaTh MyHKT MeHI0 «OxpaHa»,
Janee «PeKBU3UTHI», janiee HaXKaThb Ha KHOTKY pe/lakKTHPOBaHKMSl OXPAHHOM OpraHu3alyu.

AAMUHICTPATOp CepBepa ( 3 ADMMHUCTPETOP Cepaepa v

PekBu3nTLI Beero 1 1 Towck

Koa WHH K-BO MopTe! HazBaHue Agpec n
AOTroBOpOBE

4000, O®paHHan opradvzagua 4 n
10093-

10095,
20000,
25000,
30000
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b) B OTKPBIBHIEMCA OKHE 3allO/THUTh BKJ/IaJIKU «OcHOBHEIE AaHHbIe» 1 «PeKBU3UTBI».

PekBM3UTHI
OCHOBHBIE JaHHbIE PekrenznTel MapaMeTps
AHH
[# Haiitv no MHH
HaunmeHosaHWe |OxpaH+an opraHvzauma

MOAHDE H3MMEHOBIHUE
@O TeHepansHOMD AMDEKTORa

@O TnasHoro Byxrantepa
Homepa TenedoHoB

AOMONHUTENEHER NHDOPMALKA

[ MpocMaTp perucTpauyMoHHom kapTsl
[# Ornpaeka perncrpaumoHHOR KapTLl Ha e-mail

E
c) Bo Bknazke «IlapameTpsl» B nose «/lyana3soH paspelieHHbIX TIOPTOB» BHECTH MOPT JJ1s
coenvHeHUs1 MpUOOPOB (1o ymomuanuio B FOmutep-KPOC a5t cBsi3u ¢ mpubopamu

ycra”os/eHs! TopTel 10093-10095) u HaxkaTh «COXpaHUTH».

PeKBU3UTHI
OCHDBHBIE JaHHLIE PekaranThl
MapameTphl COeANHEHWR 2
— -
I.E;Ha MazoH paspeilueHHLX NopTes 4000,10093-10095,20000,25000,30000 I
AZpeca paspelleHHble ANA 3EPKaNUpoBaHIA
Anpeca 2anpeLigHHEIe AR 3epKaNMpoBaHNA
HonuTep MMKON/Y00 UDP UDP: 10093-10095
HnuTtep NNKON/YOO TCP TCP: 10093-10085
Mpwem NOTOKS 4aHHsX ENNC no TCP TCP: 4000
Mpriem NOTOKa 4aHHsIX Surgard TCP TCP: 20000
Mprem NoToKa AaHHBIX 0T APM V7 no TCR/ETINC TCP: 20000
Mpwen NoToks 4aHHL Surgard TCP (decATiuHelR 1D) TCP: 25000
KaHanbl GSM Mogema

VIHAEHEPHEIT pexum

L4 PazpewnTs SBTOMaTUYECKYHD PErNCTRALMH I'II’Jir160|JDE B MHXEHEDHOM pexinme

YASNATE HESXTUBHEIS NPUEOPS! B MHMEHEPHOM PEXVME HEDES (MUHYT) 10
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4.3 O6HoBuUMb KONumep-KPOC

st o6HoBNeHus cepepa FOmmrep-KPOC 710 akTyasibHOM Bepciu He0OX0UMO:

3aiitu Ha cepBep FOmutep-KPOC moj, yueTHOM 3amicbio « AIMUHUCTpATOp cepBepa» (superadmin-
JIOTYH U TapoJib 10 YMO/TYaHHI0). [lasiee BBIOpATh MYHKT MeHIO « AJIMUHUCTPUPOBAHKEY, ajiee
«Cucremar, 1ocsie uero BbIOpaTh AOCTYITHYIO CTabWIbHYIO BEPCHIO CepBepa U HaXkaTh
«YcTaHoBUTBH». ByzleT ckauaHa 1 ycTaHOB/IeHa akTyanbHasi Bepcusi cepBepa FOnutep-KPOC. ITocne

yCTaHOBKH OyzieT 3arpoliieHo MoATBep)K/jeHre Ha Tiepe3arpysKy cepBepa, HeoO0XoArMO HaXKaThb
KHOTIKY «[la».

AZMUHNCTPaTOp cepBepa ® rnmencrparo

Cuctema
ﬁ AOMVUHWCTPUPOBaHWE v 2 Cepeep SMTP Cepasp HTTP Cepeep MpoToXoAWpOBaHWE Yacel cepeepa
—
NuLeHIvg 3necta MO, 6e3 orpaHUYeHuii No EPeMeHN
TexylLan sepcis cepeepa 2.5
[# Nepesarpysuts
CTz0uneHan eepons
JoctynHan crafnnkbHan [ Bepcun 2.5.0 hj |
BEpCUA i
[# Yro HoBOrO

4 [# YeraHoeuTE

E&Ta B2pClA

JoctynHas beTa BepcuA | Bepcws 2.5.1.8929 hd

[# YcranoeuTe

10
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4.4 Co30aHue yyemHbix 3anuceli compydHUKOB OXpaHHOU op2aHu3ayuu.

Co3paBath 1 pejakTUPOBaTh yUYeTHbIE 3alMCh COTPYAHUKOB OXpPaHHOW OpraHU3al{iy UMeeT IIpaBo
T10JIb30BaTe/Ib C IpaBaMy «AIMUHUCTPATOP OXPaHHOW OpraHu3aLu» (I10/1b30BaTe/lb CO3/jaH I10
YMOJTUQHUIO ¥ MeeT JIOTHH U Taposib 1Mo ymomdanuio admin\admin). ITogpo6bHo o co3ganum
YUEeTHBIX 3al1cell COTPYHUKOB OXPaHHBIX OpraHu3alii onucaHo B JoKkyMeHTe «Cepsep FOnmrep
KPOC PykoB0O/CTBO M0 3KCITyaTaldu» B paszerne 7.2

[ig mpuMepa co3maiuM yueTHyro 3aruch JITY:

a) Heobxomumo 3atiti Ha cepBep FOmmtep-KPOC mof yueTHOM 3anmchbio « AZIMUHUCTPATOP
OXpaHHOW opraHu3alyn» (admin-JI0rvH 1 TTapoJIb TI0 YMOTYaHuio). lanee BbIOpATh IMMyHKT
MeHI0 «OxpaHa», fjanee «YueTHble 3anuch». OTKPOeTCs CIUCOK YUeTHBIX 3alucel JaHHOU
OXpaHHOW opraHu3ayu. [is ;obaBieHyst HOBOM yUeTHOM 3aIvCH TI0Tb30BaTe/isl HaXkaTb Ha
KHOTIKY «+» (HOMep 4 Ha n300pa>keHUr HIDKe).

OXpaHHaﬂ opraHnzauna

Mowmcs

YyeTHble 3anucu Brero 3

Noruvx Wma Pone Bepcua  Pexxim APM
APM

‘ tech WiHx¥eHEep WHxeHEp VIH¥EHEpHEIR

data MeHegxep MeHemxep

A admin AZMUHWCTDaTOP Aamunucrpatop | 2.4.1.1 Any n

b) B orkpsiBlletics KapTouke B MeHIO «MieHTH(DUKALMsI» 3alI0OTHUTh UIeHTU(PUKALIMOHHbIe
JlaHHbIE T10/Tb30BaTeJIsl.

Ka PTa noJib3oBaTens

MaeHTdKaumna MNpaga goctyna NapameTphl CUNETPI
A nonesosartens |MeaHoEBa AA.
NaruH ivanova
Mapons ivanova
E-mail
YacoEBol nosac +03:00 Mockea T
11
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c) Ilepeiitu Bo BKiagky «IIpaBa focTyna», Ha3HaUUTh He0OXOAKMBIe IpaBa. B Hailem ciyuae
3710 «Orneparop».

KapTa nonb3oBaTens

WaeHTUDUKaLMA MNpasa aoctyna flapameTph DUALTPEI
——
Mpaea Aocryna
ALMUHWCTDATOPD
WHxeHep
Menegxep
¥ Onepatop

d) IlepetiTu Bo BK/IagKy «IlapameTpbl», BBIOpaTh HEOOXOAMMBIN pesKUM paboThI My/ibTa (B
Hariem ciydae 310 APM [IITY), 1o Heo6X0JUMOCTH BbIZIATh JOTIO/IHUTE/IbHbIE pa3pelieH s
[i1s oneparopa. s coxpaHeHHs y4eTHOM 3alMCH HaXkaTb KHOIIKY «COXpaHUTb».

Ka PTa Nob30BaTeNA

MaeHTUdUKaUma Mpasa gocTyna MNapameTtpsl OUNLTPb
e
Pafota B APM
Paxin padoTel NynsTa APM AMY ¥
PazpelunTe padoTy ¢ 3
PazpelmTe E3ATNE/CHATIE C MyNsTa

PazpellvTe M3MEHEHWE HACTpoer APM

DOUALTE cocOLeHn

Mcnons3o8ats GUALTRALWH Co0BLUEHWA No TaBnkuuam

12
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4.5 Hacmpolika pe3epsHO20 KonuposaHus

a) 3autu Ha CepBep-KPOC nog yueTHOM 3anMCb0 AZIMUHHCTPATOP cepBepa (10 yMOTYaHUI0
JIOTWH U MapoJjib superadmin).
[TepeliTy B MeHI0O AZJMUHUCTpUPOBaHue ---> JlaHHbIe ---> Pe3epBuUpoBaHUe.

b) 3azarb myTh [/ XpaHeHUs1 pe3epBHBIX KOMUNA. PekoMeHI0BaHHBIH MyThb /i XpaHeHHst
pe3epBHBIX KOTUM y>Ke yCcTaHOB/eH no ymosadanuto (/mnt/hdd/krosbackup).

C) YcCTaHOBUTH T'ajiouky "BK/IIOUNTE e)keZJHEBHOE pe3epBHpOBaHUe".

d) BriOpaTh BpeMmst Hauasia pe3epBUPOBaHMs. PekoMeHyeTCs BLIOpATh Takoe BpeMmsl, Korja
Harpyska Ha CUCTeMY MUHUMaJbHa.

e) BrIOpaTh MpOAO/HKUTENEHOCT XpaHeHHs pe3epBHOI koK. [1o ymomuaHuio Bpemst
XpaHeHUs CcocCTas/sgeT 1 MecdLl.

[Tocsie BeICTaB/I€HMS BCEX HACTPOEK Ha)KaTh KHOMKY "CoxpaHuTs'. ITocie 3Toro pesepBHbie KOMUU
HauHyT CO3/laBaThCsl COIVIACHO YCTAaHOB/IEHHBIM HAaCTPOUKaM.

P\AMMHM(‘FDETOF} cepeepa 3 ALMMHMCTPATOP CE| a3 v
b4

5QL Cepeep PezepeupoBaHMeE QuucTka B, 1

—_—

MyTE ANA XPSHEHWA DE3EPEHE KONUR 4 |fmnt/hddskrosbackup -

MonHas PE3IEpEHEA KonWnA

BEICTRERA PesepBHaRA KOMUR
£® AIMMHMCTDUpOBaHWE v {He ByaeT cofepxaTe apXMEa cooBLUEHWR, ouepean

TPEHCAALMK, TPEEOT U HEMCTIPaBHOCTEN, 3aNNCei TPeKoE)

BoccTaHoBneHWe

BOCCTAHOBNGHME JaHHBIX | oT 05 a8r2019 11:27, Bepona 2.4.7.8830 ¥ |
OxpaHHan opraHvsauma - v
BOCCTAHOBWTL TONLKE AaHHbIE, Bepowna MO ocTaHeTCA [ BoCCTaHOBMTL AaHHLE

npexHeR

BocctaHoeuTe Tonsko NO. Cogepxumoe Bf] He [ BoccraHoBWTL Bepcuio MO

NEMEHWTCA

BoccTaHosuTe MO W AaHHLE [ BoccTaHoBITL BCE

Feproguyeckoe pesepeMpoBaHie

¥ BrnauiTs EXEIHEEHOE DEZEDEUDOEIHNE I 5

Mcnons30eate ObICTPOE DEISDEHDE KONWDOSaHNE

Bpems Ha4ana pesepsnpoBaHnA |03:00

TPCAONKMTENRHOCTE XPaHEHINA De3eDBHON KONuu (AHER) 30

=
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