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O6Lwme xapakKTepucTuKun

KntouHnua RusGuard KeyKeeper npeaHasHaveHa 41a opraHMsaumm XpaHeHus, NoslydeHns u
cAaun KnoYen n obecneunBaeT UX 3aluTy OT KpaXu Unm NoaMeHbl Ha o6bekTax ¢
MNoBbILWEHHbIMW TpeboBaHNAMU K 6e3onacHOCTU. PaboTa K/toYHMLblI MOCTPOeHa Ha
MNCNONBb30BaHUN Pa3/IMYHbIX TUMOB MAEHTU(NKATOPOB NOA YNpaBieHNEM KOHTPOepa
CKYA. NoeHTndunkaumns cotTpyaHNKOB OCYLLECTBAETCS MO KapTe W/uniu nuuy.

Ha kaxxablii K1toY cncTeMbl HageBaeTcs niomMobupoBaHHaa Ay>ka ¢ 6penokom n RFID metka.
[MNpun Takom cnocobe KpenneHns CHATb KoY 6e3 NoBpeXAeHUs HEBO3MOXHO. Mpu
yctaHoBke RFID MeTku B CNOT K/IOYHMLbI KMIOY B c1oTe 6nokupyeTcs. Paz6énoknposka
AOCTYMHa TO/TbKO aBTOPM30BaHHbBIM NO/Ib30BaTENSAM.

Moaundmkauns CnoToB ANs KNoYeid, Wr. [aGapuTHbIA pasmep, cM.  Macca, Kr.
KeyKeeper - 12 12 63x37x18 21,6
KeyKeeper - 24 24 53x64,5x22,5 33,0
KeyKeeper - 48 48 53x64,5x22,5 33,6
KeyKeeper - 64 64 55x79,5x23 41,0

HacTpoiika kno4YHULbl, pacnpeaeneHme npas Aoctyna U xpaHeHne cobbiTuii
ocyLecTBNAeTCs B nporpammHom obecnevernnn RusGuard Soft.

Bo3MOXHa MHTErpaumns KnoYHULbl B CTOPOHHEE NporpaMmMHoe o6ecrnedyenne nocpeacTsom
oTkpbiToro RESTful Be6-API.

nyTb K nHcopmMaLmm



OCHOBHOE 371eKTponnTaHne

AC 220B

MoTpebnsemas MOLHOCTb

80 Bt

MHTepeic cBa3mn ¢ cepeepom

Ethernet 10/100 BASE-T

BapwuaHTbl ngeHtTndmnkaummn
nonb3oBarenen*

-cyntbiBaTenb R15-Multi;
- TepMUHan pacnosHaBaHua nuy, R20-Face no6on
Moaundukaumn.

DHeproHesaBMcMMasn NamMsaTb

o 64 000 kntouein, o 60 000 cobbiTuin

Matepuan v uBeT Kopnyca
KITIOYHULbI

JlnctoBas cTtanb TOoNWMHOM 1,5 MM. O BCTaBKO U3
nonvkap6oHaTa TO/LWMHOK 6 MM.
Okpacka: MOPOLUKOBOE HarblIeHNe, UBET CEPbIN/YEPHbIN.

CreneHb 3aLmnTbl KOpryca KMoYHULbI

no MOCT 14254-2015 (IEC 60529:2013) P20
Macca knto4YHULpbI HeTTOo (He 6one):

- RusGuard KeyKeeper — 12 21,6 Kr.
- RusGuard KeyKeeper — 24 33,0 kr.
- RusGuard KeyKeeper — 48 33,6 kr.
- RusGuard KeyKeeper — 64 41,0 kr.

[abapuTbl:

- RusGuard KeyKeeper — 12
- RusGuard KeyKeeper — 24
- RusGuard KeyKeeper — 48
- RusGuard KeyKeeper — 64

63x37x18 c™m.
53x64,5x22,5 cm.
63x64,5x22,5 cMm.
55x79,5x23 cm.

[nanasoH pabounx Temnepartyp

oT-10 °C go +50 °C

Komnnekrauusa

KntouHnua RusGuard KeyKeeper Ha BbiGpaHHOe
KOIMYEeCTBO C/OTOB, cHuTbiBaTeNb R15-Multi, kabenb
nuTaHusa ot cetn 220B, KOMNNEKT CePBUCHbIX

KAo4Yel (2 Wrt.), n1oMObnpoBaHHas AyxkKa ¢ 6pe/lokom
(no KonmnuyecTBy CNOTOB K/OYHMLUbI + 5 LWT. 3anacHbIX),
RFID meTka (Mo KONM4ecTBy CMOTOB KAOYHMUbI + 5 WT.
3anacHbIx), GUPKK 419 MapPKUPOBKW K/to4el (no
KOMIMYeCTBY CMOTOB KAOYHULbI + 5 LT, 3anacHbIX),
KPOHLUTEWH C KPENEXOM /19 YCTAHOBKU Ha CTEHY,
PYKOBOACTBO MO 3KCMyataunn, TpaHCNopTHas Tapa.

Cpok cnyx6bl nsgenus
[apaHTUHbBIA CPOK aKCMyaTauunm

5 net
1roo

* TepmuHan npuoGpeTaeTcs 3a OTAENbHYIO NaTy.
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Na6apuTtHble pasmepbl

[abapuTHble pa3Mepbl N pa3MeTKa KpeneXHbIX OTBEPCTUA Pa3/IMYHBbIX MOANMDUKALNA KTIOYHUL,
RusGuard KeyKeeper npuBeaeHbl Ha Puc.l - Puc.3.
Bce pa3mepbl faHbl B MuannmeTpax.
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Puc Tabaputbl 1 paameTtka KpenexHblx oTBepCcTuin kntovHuubl RusGuard KeyKeeper - 12
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Puc.2 Nabaputbl 1 pasmeTka KpenexHbix oTBepcTuin kntovHuy RusGuard KeyKeeper - 24,
RusGuard KeyKeeper - 48
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Puc.3 Mabaputbl 1 pasmeTka KpenexHblx 0OTBepCTUin kntovHnubl RusGuard KeyKeeper - 64
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NoarotoBka U HaCTpomKa

CMOHTUPYITE K/TIOYHMLY B BbiIGpaHHOM MecTe.

[na MoHTaXa KMoYHNL, pekoMeHayeTca BbI6MpaTb TONbKO KanutasbHble CTeHbI.

OTKpoONTe KNIOYHULY 1 €€ NnepefHIo NaHe b CEPBUCHBLIM K/IIOYOM BXOAALMM B KOMMNEKT
NoCTaBKM.

MopakntounTte cuntbiBatenb R15-Multi no nHrtepdericy RS-485. Mpn MCNonb30BaHUN MHOTO -
ncnonb3synte nHtepderic Wiegand.

MNopaknoyaeMble KOHTaKTbI

KOHTaKTbI WHTepdeiic cea3n NHTepderic cBA3mn KoHTaKTbl nniaTbl
cuntbiBaTtens R15-Multi Wiegand RS-485 KMOYHULbI
WO WO WO

XT8
w1 W1 W1
LG LG LG
LR LR LR XT9
SP SP SP
+12V +12V +12V +12V

XT7
oV ov ov ov
A A A

XT6
B B B

MoakntoyeHne TepmmHana pacno3HaBaHus nuuy R20-Face (MMTaHne 1 KOHTaKT Tx)
ocyLlecTensetcsa K pazbemy XT5 (cm. puc.4).

MoakntounTe KnovHMUy K cetn Ethernet n nopaiite anektponutaHne 220B (cnotbl mogyneri
Ko4Yen MOPrHyT 4 pasa KpacHbIM, 3aTeM 1 pa3s cuHuUM 1 ele 1 pa3s KpacHbIM).

[ns nuTaHnsa KNIoYHULbI PeKOMEHAYEeTCH NCNOoNb30BaTbh NCTOYHUK 6ecrnepeboinHoro
anekTponutanunsa (UPS)

IMPOKOHTPONMPYNTE Ha NiaTe KNOYHULBI (CM. puc.4):

— cBeyeHune ceetoamoaoB VD1 un VD2. OHo cBMAETENBCTBYET O Ha/IMunMKM 3NEeKTPONUTaHuUS.
— Npw NpaBUIbHOM NoaktoYeHnn cunteiBatens R15-Multi cetognoabl VD4 1 VD5 gonxHel
NnoOMUIrnBaThb.

— O HOpMasibHOM O6MeHe MexXay MOAYNAMU KNtoYern CBMAeTeNbCTBYET MOMUIMBaHNe
csetoamopnos VD7 1 VDS.

Hactpolite IP agpec knto4yHunubl n gobasbte ee B MO RusGuard Soft (cm. pasgen CeTeBble
HaCTPOWKK).

-
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Puc.4 O6wmin BMA nnatbl KAKOYHAULbI
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O603HauyeHne

pasbema n HasHaueHune
N° KoHTakTa KOHTaKTa KommeHTapwii
1 +12V-1 MoakntovyeHne nutaHusa 1-ro kaHana
XT1
2 oV O6wunii BbiBOA OV
1 +12V-2 [NogkntoyeHne NUTaHna 2-ro KaHana
XT2
2 oV O6wwuii BbiBOO OV
1 G MNopkntoyeHne repkoHa
XT3
2 oV O6wuii BbiBOO OV
1 EK [Moakno4yeHne 3aMKa
XT4
2 oV O6wunii BbiBOO OV
1 +12V MogkntoyeHne nuTaHusa
XT5 2 oV O6wwnii BbiBOO OV
3 Rx MNoakntoyeHne no nHtepdericy RS-232
6 1 A MopkntoyeHne no nHtepdency RS-485 nuHumn A
XT
2 B MNoagkntoyeHue no nHtepdericy RS-485 nuHun B
1 +H12V Hanpsi>xeHne nutaHuna +12V cunTbiBaTtens
XT7
2 ov O6wwmii BbiBOA OV cunTbiBaTENS
1 WO Data WO/TM cuuntbiBatens
XT8
2 W1 Data W1 cunteiBatens
1 LR MNopaknoyeHne KpacHOro CBeToanoaa CUNTbiBaTeENS
XT9 2 LG MogknoyeHne 3e/1eHoro cBeToamoaa CUMUTbiBaTens
3 SP MopkntoyeHne 3ymmepa cumtbiBaTens
XS1 MNogknioyeHne moayneli CNoToB KMOYHMLbI C Mo 24 (32)
XS2 MNogkntoyeHne moayneli cnoToB KNoYHMLbI ¢ 25 no 48 (64)

Bonee nogpo6Hyto BUAEONHCTPYKLMIO O HACTPOIiKe 3/1€KTPOHHOM
kntoyHNMUbl RusGuard KeyKeeper MOXHO nocMoTpeTb cuntaB QR-kog.

(o)
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CeTeBble HAaCTPOUKMU

Hacrtpoika kno4HuLbI

[ns HacTponku KNtouHULbl 3anycTute yTunuty RusGuardKeyKeeperConfig (puc. 5) s cocraBsa
noctaBku MO RusGuard unu ckavaiite eé c caiita https://rgsec.ru/ B pasgene lNogaepxka-
[Mporpammbl 1 gpanBepsbl.

Nlowcx kowrponnepon ry = ® o 7 T &
Bupary Bce OTMenwTs B60p  Mdopm. Coxpams orver  Mepesarp. cepsuca COpoc nuTamwn  Mposepka censn Ao cepaepa [05asHTs Ha Cepsep Kniou
b 1P Wma Bepcusnnarei Bepcws OC Mpowwska MACagpec Cocrosmwe

¢  Dobasuteno IP
Cepsep 127.0.0.1
s admin 8 aosasnenme s o P aapecy

lposepra canm KTowHH ¢ cepsepou RusGuard

Mapons

s=| Monywms ¢ cepsepa P Iobasnewwe wowepos Kniousit-eTo Ha ceped
MM, CETeBbIX HACTPOEK N NAPONS 2
Hossii IP 0. 0. 0. 15
Macxa 255 . 255. 255. 0
Wmo3 0. 0. 0. 1

- B cuena coreaux vacrpone oz

B 3enemsvosuii P —
Hoswiit
napons 12345678

3anaTs napons an

a
Macka THNOB KapT ¥
Cepancibie dynxum ¥

0/0 25.01.2024 11:25:25

Puc.5 Ytunuta RusGuardKeyKeeperConfig

1. flo6aBneHune kno4vHUUbi no IP anpesy - ———
[N HacTpoMKM KNIOYHULbI AO06aBbTe €€ B yTUIUTY.
3aBopackoit IP agpec 10.0.0.50.

2. CMeHa ceTeBbIX HaCTPOEeK KMIOYHULbI B 3anas Hosein P
[Ina cMeHbl ceTeBbIX HACTPOEK BBEAMTE HOBbIE 3HAYEHUS U HAaXMUTE
«3agaTtb HOBbIN IP».

3. MpoBepka cBA3M K/MIOYHULbI C CEPBEPOM 5
[Nocne HacTpoiKK ceTeBbIX NapaMeTpoB 06A3aTeIbHO BbINOMHUTE
NPOBEPKY CBA3M KAOYHMLbLI A0 cepBepa RusGuard. Ecnu cBAsb
OTCYTCTBYeT MCMNpaBbTe HACTPOMKN CeTEBOro 060pyAOBaHMS.

Mpoeepka c8A3un A0 cepBepa

4. lo6aBNneHne HOMEPOB KJ/IIoHEe-MEeTOK Ha cepBep T
[ns ynpolieHns BBoAa HOMEPOB K/toyein-MeTok Ha cepBep RusGuard [l06aBHTS Ha Cepeep KouH
BCTaBbTE W B C/IOTbI K/IKOYHULbBI U HAXXMUTE «[Jo6aBUTb Ha CEPBEP KU,
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Hacrpoiika kntouyHuubl B MO RusGuard

MNepepn nob6asneHnem knoyHMubl B MO RusGuard HacTpoiTe ceTeBble MapameTpbl KIOYHAULBI U
yb6eguTtecb 4TO OHa A4OCTynHa ¢ cepsepa no IP.

Otkpoiite moaynb «KoHdhurypaumnsa obopyaoBaHus» n gobasbTe kKNtoYHULY B pasaen «LAN-
KOHTponnepsbl». MNpu ycnewHom gob6asneHnn B AepeBo o6opyaoBaHusa fo6aButcsa HoBbli LAN-
KOHTponnep ¢ anemeHtamu «KntoynHuua» n «RFID-cunTbiBaTEND> (PUC. 6).

AaMnHMCTPHpOBaHIE - o} X
N Coemnenve yeranoeneno 1= H g
i Bepeun 340 g8 g @ =
@ = W @ i Ei x| éa g

¢ Coctomme

O6koBuTL | MoNCk.. CHHNDOHUIALMA CHIDPOHMIMPOBATS | Passephyrs Coepryra Haimi Buaenuru PesakTHpOBaTY Yaamare | Apyrw Lobas

ycTpoiicrea = email-pacc

4 flenovo Hactpoiiku LAN-korTponaepa
4 Ha Cepaepsi obopyaceanms
4 H Lenovo "1, Hacrpotixu LAN-xonTponnepa
|63 LAN-xousepTeps —
£ BupTyansHeIe KOHTPORMEPS! Yima

4 [ LAN-xontponnepe P-agpec

L Kniourruia Ao

B) RFID-cummeisatens Napons
[ Known
- Aapec nepaoro NTP-cepsepa
10 Aapec eroporo NTP-cepeepa
1 Anpec Tpetsero NTP-cepeepa
:";Z v RFID-knsoueis 3 Gaiira
a4  Bpeuerian sona Europe/Moscow
"“'Z Aata cosnanun 02.05.3622 9:07:27
s 7 Aara wamerenna 19013624 133533
ks

a9
R Tepwunans: pacnoswasanmn muL
7 LPR-kamepti |
8 Nourosbie wkads!

. Haznauenme nopros

Nopr 1

=6 | Wms nopra
ate KoHGurypauNn o6opyROEaHMA ‘
Nopr 2
5 Konpurypauns cio/
Wmsa nopra

Punc.6 YcnewHoe go6asneHune Kno4vHuLbl B Moayne «KoHdburypaumns o6opyaoBaHna»

Lo6asbTte B none «Agpec NTP cepBepa» IP agpec cepBepa RusGuard nnu, ecniv B ceTv AOCTyMneH
kopnopaTmeHblii NTP cepBep - ero.

[oGaBbTe Ha cepBep K/OUYN-METKM Yepe3 HACTO/bHbI CYNTbIBATE b, UMW Yepes YTUANTY
RusGuardKeyKeeperConfig.

Bbi6epeTte anemeHT «KntouHnua» 1 Haxmute «onyuntb ctatyc» (puc. 7). Yoeamntecs, 4to
YCTPOICTBO Ha CBSA3M M YTO KO/IMYECTBO C/IOTOB COOTBETCTBYET AeCTBUTENTbHOCTU.

Mepeiipnte B Moaynb «KoHpurypauma CKYd» B pasgene «YpoBHU 4OCTyna.

Co3paiite HOBbI ypOBEHb AOCTyNa U Ao6aBbTe B HErO KMOUHULY U HEO6XOAMMbIE KIOYUW.
MpucBoWiTe co3aaHHbI YpoOBEHb AOCTYNa COTPYAHUKY UK rpynne (puc. 8).
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AnunucTpHpoBatie
5 Cosanenme yeravosnens 15
naerian Bepcus 340
( T & m B - A
4) | g 5= q )F x = ;]
’_a‘:l H— '( FEEEE ’ﬁ

e

b CoepryTs Haim Buenure PesakTHpOBaTE Yaamare | Apyme Lobaswrs  [obasurs  Cropowsve Coc

iposate.
yCTpoAcTea = email-pacchunky GSM MOASM CHCTEMbI = ToueK ACCTYN

O6wosuTs | Mowck. Cursparn:

Peaaktupopa Buny

Hacrpoiiku knounmus | Cepemchsie Gymkumn

« gwlenovo
4 FgCepoepui obopyaceanms
7 =
1 Lenovo 1 [ o———
o [Ell LAN-KonsepTepsi -
2 BupryansHbie KoMTpORAEpH I Monyuwms crarye “Knourmia” ]

.

& LAN-xoutponaeper -
4 100050

Ly Kousuua

OrepaiTe ABEPLY “KAKGUHNUA

Coctonnme conan Ha cansn

E) RFID-cummuisatens

7 Ko Coctomue psepu Koy
[ Tepuurans pacnoziaganm muey Kannuectao caotos
F LPR-Kamepu

& Nowronsie wags! | 4
3 GSM-moaems!

Cnot - | Tun kmioua WA kaioua Houep knioua | Cratyc cioa

= Croponsve cucTems!
4 i Anpeca email-pacceinki
g
4 5 Cropounue cuctems
a Fiss
& Buneoratnionenme
4 Pacnoanasasve

.-.’g, KOHPUrypauwa c6OpYAOBaHAR

".' Korpurypauus CKY/AL

B

Puc.7 Jo6aBneHune kntovein-MeTok Ha cepBep

ARMHHUCTPHPOBaHME - o X
Coemunenve yeraromneno ]
Fasran | AonoawuTessho E-m = ) &
2t Y
- - PS ” =
7] X & = @ & &
Ootums  Koumposa Peascvpasats Vasnty BucTpu nonck Mposeprs Monck.. | Yposr
Adnmsie cepaeps corpyannea  nporyex - | aocryna~
we Pepaposanme Compymmsin
Y ——— ||| Touwn nocryna | Hacrpotiu yposna accryna
wnsl kap1(He arpyxerio) W Yerpoiiciao Touk socryna | Tun ycrpoiicraa Toukn aocTyna | T paciucanua Pacniucasive  YuwTuisats npazarnkn | Mpoxoa o npasis
88 Tvn Tpancropmoro cpeactsalie sarpysxetio) @ ##l[knouunua | Kniounuua CyTouoe pacnucaHme Beerna Henoctynen Her
4 LA Oprawmsaunm & = Kniou Cyrounoe pacnmcanve Beerna Henocrynen Her
53 Opranmaauwa(ie 3arpyxeno) U IR Kniow Cyrouroe pacnucanne Breraa noctynen Her
S Tun opranvsaunsiie sarpyxeno) ] Knrou Cytounoe pacnncanne Beeraa Her
B Noapasaenewnele sarpyxen) [ REIRE Kniou Cyrounoe pacnucanme Beeraa Her
€l COTPYAHIKA W TPAHCNOPT & s Kniod CyTouHoe pacniucanne Beerda Hesoctynen Her
7 Knioww(we sarpyxenc) @ . K Cyrounoe pacrmcanwe Bceraa Hezocryren Her
Pacnucanma o s Kniou Cytounoe pacrucane Beeraa Her
“ | L@ Ypoauw aocyna @ e Knioy CyToutoe pacncaHme Beeraa Her
I Kniounmua (Towex nocyna: 12 ) W i Kniou Cytounoe pacniucanme Beerna Her
& Mpasa penelioro 6roka ORI Kniou Cyrounoe pacnucanme Beeraa y Her
B rpynne anworecruposarualie sarpyxeno) ] Ko CyTouroe pacncane Beeraa Hezoctynen Her
EM 1]
D Bpewn - Vs yetpoiicrsa Tpynna O cotpyanmka
|
553 25nqeapn 2024r.13:14:55 KB Kmounwua
552 25 aneapn 2024r. 13:14:52 ¥ 10.0.0.50
551 25 aHBapA 2024r. 13:14:52 @ 10.0.0.50
¥ Konburypaunn obopyaosatina
5% Kondurypauus CKY/L ‘
B

Punc.8 MNMpuceoeHne ypoBHA A4OCTyNa COTPYAHUKY
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NapaHTUA

Cpok cnyx6bl nsgenusa — 5 ner.
apaHTUHBIA Cpok akcnayaTaumm — 1 rof co AHA NPOAAXM KMOYHULbI.

OcHOBaHVAMM 4719 NPEKPaLLEHNs rapaHTUiHbIX 0653aTeNIbCTB MOTYT ObiTb:

@ Hecob/ogeHne NpaBus 3KCNyaTaumu, B TOM YAC/TIe NpaBusl YCTaHOBKM
1 NOAK/IIOYEHWUS;

@ HanMuMe MexaHN4YeCcKux NoBPeXAEeHW Un cnefoB BO3AENCTBUS BOAb! U/Mn
arpeccuBHbIX BELLECTB;

@ Hannume NoBPEXAEHWI, BO3HUKLLIMX BCIEACTBME HEOPEXHOIO XPaHEeHNS Un
TPaHCMOPTUPOBKM MO BUHE MOKynaTens;

@ Hannune cnefoB HEKBaIMMPULMPOBAHHOIO BMeLLATeIbCTBa B CXeMy YCTPOICTBaA.

B TeueHmne rapaHTUitHOro cpoka NponsBoanTesb 6ecnnaTHoO yCTpaHsaeT BOSHUKLIME
HencrnpaBHOCTU. PEMOHT NPOU3BOANTCS B CEPBUCHOM LieHTpe «Pyclapa».

Mpounssoautene: AO «Pyclapa», Poccus, 127273, MockBa, CurHanbHblii npoesg, a. 19,
info@rgsec.ru, www.rgsec.ru.

CBepeHunsa o ceptuchumkayumm

Bce kntouHuubl RusGuard KeyKeeper cooTBeTCTBYIOT Tpe60BaHNAM
rocyAapCTBEHHbIX CTAHAAPTOB M MMEIOT NOATBEPXAAOLWME cepTUdUKaTbI.

1
Bonee noapo6Hyto nHopmaLumio 06 nMetoLmxca cepTudmnkaTax MOXHO HaliTH E
Ha caiTe komnaHuwm http://RgSec.ru B pasgene «Moaaepxka-Ceptndunkarb».
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CBuaeTenbCcTBO O NPUEMKe
M yNnakoBbIBaHUN KTIOYHULbI
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