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WLC-Series. Release notes. Bepcus 1.36.4

Bepcua 1.36.4

MNepeyeHb U3MEHEHUIT B BepCcuu:

e MOHMWTOPVHT 1 ynpaB/ieHne:
e WEB:
e KoHchurypupoaHue
e HacTpoiika "Kog cTpaHbl" nepeHeceHa 13 "Hactpoiiku TA" B "Pagmonpodunnin’
e [lo6aBneHa BO3MOXHOCTb HacTpamBatb "Kog ctpaHbl" US u CN gna T WEP-30L,
WEP-30L-Z
* I3MeHeHO noeegeHne KHoMKN "CoxpaHnTk", TeNepb OHa NOSIBNSAETCA B pa3BEPHYTOM
BMAE
e WLC:
e MopaepxaHa pa6ota ¢ T WEP-50L
e KoHcpurypupoaHme
e [lo6aBneHa komaHga sensitivity-threshold B radio-profile gns HacTpoiiku
OrpaHnYeHns YyBCTBUTENBHOCTY NprueMHuka T/
e HacTpoiika country-code nepeHeceHa n3 ap-profile B radio-profile
e [lo6aBnieHa BO3MOXHOCTb HacTpanaTb country-code US n CN gna T WEP-30L,
WEP-30L-Z
e [lobaBneHa komaHza aps auto-upgrade disable gnsa oTkIOUEHMA aBTOMATUYECKOTO
06HOBNEHMA T, Npn NEPBUYHOM NOAKTHUEHUN K KOHTPOSIIEPY
e [lo6asneH 610k komaHg update wic ap firmware g1 HemeaN1EHHOTO U OT/IOXKEHHOTO
o6HoBeHna TO4 n nokauum
e [lo6aeneHa komaHga show wlc ap firmware-update status gns npocmotpa crtatyca
3aga4 o6HoBneHma T4
e [lo6aBneH 6nok komaHp, clear wic ap firmware-update gna ynanexus 3apau
o6HoBneHna T4
e [lo6aBneHa BO3MOXHOCTb HacTpavBaTb paboTy SSID no pacnmcaHuto
e [lobaBneHa komaHza save-config Ans coxpaHeHnst noslyvyaemoi KoHUrypauumn B
3HeproHesasucumMyo namatb T

MNepeueHb UcnpaBneHuii B Bepcuu:

Mpu owmbkax B MOHUTOPUHTrE, T/ ocTaeTcsa akTUBHOM, HO 6€3 MOHUTOPUHIa

e YpaaneHue kimeHToB 13 moHutopuHra WLC npu owmbkKax poyMuHra

CpaBHeHune koHgurypauuin 8 WEB npu HacTpoeHHom "system prompt"

Ownbka "internal error" npu nonbiTke nocmoTpeTs MAC-Tabnuuy

Mpo6aema ¢ AOCTYNOM K pecypcam npuv npoxoxaeHumn tpadguka yepes WLC-30 (cxema c
TyHeNMpoBaHuem)
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Bepcua 1.36.3

MNepeyeHb U3MEHEHUIT B BepCcuu:

e MOHMWTOPVHT 1 ynpaB/ieHne:
e WEB:
¢ [epepaboTka Ul-nHtepdeiica
e MOHUTOPWHT
e [lo6aBneHo oTobpaxeHne nHtepdeica 6 INu B gaHHbIX AirTune B pamkax T/,
e B paclumpeHHyo nicopmauun o T, gobaBneHa nigopmauust 06 UCTOYHMKE NUTaHUSA
e [lo6aBnieHbl PUALTPLI MO NOASAM: UMSA YCTPOICTBa, gnanasoH, RSSI, kauectso
coeauHeHna n pexxum IEEE 802.11 Ha cTpaHuLEe MOHUTOPUHTA KITMEHTOB
e KoHcpurypupoaHue
e Jlo6aBnieHa HacTpolika rpaHumL, MOLLHOCTU CUrHana B obLme pagmonpomam n
NHAMBMAYas/IbHbIE HACTPONKK TJ,. HacTpoiika ncnonb3yeTcs o1s aBTOMaTUYeCcKol
onTumusaumn cepsmucom AirTune
e [lo6aBneHa Hactpolika "MpeobpaszoaHne DHCP B toHukacT" B pagmonpodunm 2.4 mn 5
My,
e CTpaHuLUa C MHAMBUAYyaNbHbIMW HacTpolikamu T/, pa3geneHa Ha CerMeHTbl
e [lo6aBneHa konoHka "Mepexsat ponun" ans VRRP B Tabnuue Ha cTpaHuue
pacluMpeHHbIX HacTpoek Bridge
e [lo6aBneHa HacTpolika "®opmar kntoua" ana ayteHtudukauymm VRRP B HacTpoiikax
Bridge
e [lo6aBneHa HacTpoiika VRRP npuoputeTa Ans Kaxaoro lHUTa knactepa B
HacTpolikax Bridge
e [lo6aBneHa HacTtpoiika SSID Ha cTpaHuue "IHguBmayanbHble HacTpoiikn TA"
e [lo6aBnieHo npeaynpexaneHve n aBToMaTuyecknii nepexog K npobneMHomy
napameTpy Npv oLWMOKe NPUMEHEHNST KOHAMrypauum
e [lo6aBneHa copTupoBKa B KonoHke "Vims TA" Ha cTpaHuue "KnmeHTbl"
e WLC:
e MOHUTOPUHT
e [lo6aBneHa nHpopmaumsi 06 CTOUHMKE NUTaHUS B pacLUMpeHHbIin Bbisog T/, show
wlc ap <mac> detailed
e [lo6aBneHa oTnpaska username nosbs3osatens Wi-Fi B cepeuc Navigine
e [lo6aBneHa nHhopmauusi o Tune WnpoBaHns B pacLUMPEHHbI BbIBOA K/TMEHTOB
show wic clients <mac> detailed
e [lo6aBneHa uHdopmaLmsi 06 a/lropuTMe ayTeHTUGINKALUN KNIMEHTA B PaCLLUMPEHHbIN
BbiBOA kKneHToB show wic clients <mac> detailed
e [lo6aB/ieH BbIBOA KaHaa U 4acToTbl, HA KOTOPbIX NOAKMHOYEH K/TMEHT, B
paclumpeHHsblii BbiBog, knneHToB show wic clients <mac> detailed
e [lo6aBneH VLAN knuneHTa B BbiBOA komaHAbl show wic clients
e KoHcpurypupoaHue
e [lo6aBneHa komaHaa service-hold ans HacTpoiikn noBeaeHua T4 n SSID npu
nponagaHunn cBs3un ¢ KOHTposnepoM. Hactpoiika aoctynHa B ap-profile n ssid-profile
e [lo6aBneHa BO3MOXHOCTb HacTpolikn napameTpos DAS Ha T[ WEP-3ax
e MapameTp country-code nepeHeceH 13 ap-profile B radio-profile
e lo6aeneHa komaHga check-status-force ans akTMBHO NPOBEPKM BbILLECTOSILLENO
RADIUS-cepBepa B 6n10ke radius-server local - > upstream-server <name>
e Jlo6aBnieHa HacTpolika OrpaHMYeHnst CKOpocTn Aasa unknown unicast Tpadmka

e SNMP:
e B ELTEX-WLC-MIB go6asneH OID eltWlcClientVlanid (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.53) ansa npocmoTpa VLAN knveHTa
e B ELTEX-WLC-MIB go6asneH OID eltWicClientEncryptionCipher (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.54) ana npocmMoTpa Tvna WngpPoBaHus, UCNob3yeMOro
KnneHTamu
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B ELTEX-WLC-MIB po6asneH OID eltWlcClientEncryptionGroupCipher (OID

.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.55) Ana npocmMoTpa anroputMma ayTeHTudukalmm

KnneHTa

e B ELTEX-WLC-MIB go6asneH OID eltWicClientFrequency (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.56) Ana npocMOTpa 4acToTbl, HA KOTOPOI NOAK/OYEH
KNeHT

e B ELTEX-WLC-MIB go6asneH OID eltWlcClientChannel (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.57) Ansi npocmMoTpa KaHana, Ha KOTOPOM NOAK/IHOYEH
KNNeHT

e B OID eltWIicClientPortalAuthStatus (OID .1.3.6.1.4.1.35265.1.224.1.3.3.4.1.32) go6aB/ieHbl
3HauyeHus reauthenticated (5) u expired (6) Ana npocmMoTpa cTaTyca nopTasibHoO
asTopumsauun

e B ELTEX-WLC-MIB pgo6asneH OID eltWlcClientinfoByMacVlanld (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.7.1.52) ansa npocmoTpa VLAN knveHTa

e B ELTEX-WLC-MIB go6asneH OID eltWicClientinfoByMacEncryptionCipher (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.7.1.53) Ana npocmMoTpa Tvna WngpoBaHusi, NCNosb3yeMoro
KnneHTamu

e B ELTEX-WLC-MIB go6asneH OID eltWicClientinfoByMacEncryptionGroupCipher (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.7.1.54) ana npocmMoTpa anroputma ayTeHTudukaymm
KnneHTa

e B ELTEX-WLC-MIB go6asneH OID eltWlcClientinfoByMacFrequency (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.7.1.55) Ana npocMoTpa 4yacToTbl, HA KOTOPOI NOAK/OYEH
KNNeHT

e B ELTEX-WLC-MIB go6asneH OID eltWlcClientinfoByMacChannel (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.7.1.56) Ans npocMoTpa KaHana, Ha KOTOPOM NOAK/HOYEH
KNeHT

B OID eltWIicClientinfoByMacPortalAuthStatus (OID .1.3.6.1.4.1.35265.1.224.1.3.3.7.1.31)

no6aBrieHbl 3HaueHus reauthenticated (5) n expired (6) Ana npocMoTpa cTaTyca

nopTasibHOM aBTopM3auun

e PesepBupoBaHue:
e Cluster
e [lo6aBneHa BO3MOXHOCTb HacTpoiikn NAS IP B softgre-conrtoller gns kaxaoro oHUTa
e VWLC:
e Peasim3zoBaHa BO3MOXHOCTb YKa3aHus CepUinHOro Homepa B npoLecce ycTaHOBKM M3 obpasa

MNepeueHb UcnpaBneHuii B Bepcuu:

* licnpaBneHa yTeyka namaTu npu nepeHanpasneHmn CoA-3anpocos B radius-server local
e licnpaBneH Nopsiiok cCopTUpPoBKKN Ha cTpaHuue VLAN B WEB-uHtepdelice
e lcnpasneHo 3aBucaHme SLA-Tecta npy U3MEHEHUN COCTOAHUA AOCTYMHOCTU YAa/IEHHON CTOPOHbI
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Bepcua 1.36.2

MNepeyeHb U3MEHEHUIT B BepCcuu:

e [MoaaepxaHbl HoBble ycTpoicTea WLC-3250, WLC-3350
e [lo6aBneHbl VMware Tools ana vWLC
e MOHMWTOPWVHT 1 ynpaB/ieHne:
e WEB:
e MOHUTOPWHT
e [lo6asneH IP-agpec yaaneHHoro xocta B nor astopusaumm WEB-cepBepa
e Jlo6aB/ieHa BO3MOXHOCTb MPOCMOTPA Cnncka M3MEHEHWIA nepes NpUMeHeHNEM
KOHpurypaumm
e [lo6aBneH BbiBOA BpeMeHu "B paboTe" B paclumMpeHHyto nHdopmaumio no T,
CuéTumK nokasbiBaeT, ckonbko T/ HaxoauTcs B cTaTyce "B pa6ote”
» [lo6aBneHo oTo6paxeHne pagnonHtepdeiica 6 My, (Wlan 2) ans WEP-550K
e [lo6aBneH unbTp B XypHane TA no ctatycy "Owmnbka coeamHenms” ("Lost")
e [lo6aBneHa konoHka "Mms yctpoiictea" Ha Bknagke "OtyeTbl RRM"
e YHU(DMLMPOBAH NOPSAOK BbIBOAUMOW MHhOpMaLMK Ha CTPaHULL@X MOHUTOPUHTa
KIMEHTOB
e [lo6aBneHo yeegomneHne o6 OT/I0KEHHOW Nepesarpyske ycTponcTea
e [lo6aBneHa BO3MOXHOCTb nepesarpysku T4
e KoHtpurypupoaHme
e [lo6aBneHa HacTpolika "3awmTta oT ARP-cnydmHra" B SSID-npodomnn ansa ynpaBneHuns
dyHKUumoHanom ARP Inspection
e [lo6baBneHa HacTpoiika Bridge
e [lo6aBneHa HacTpoiika paguonpodcuns 6 My B pasgene "Pagmnonpodunn’
e Jlo6aBsieHa BO3MOXHOCTb HACTPOMKM NAaCCUBHOIO CKAHMPOBAaHWA B pasaene
"HacTpoiikn T4"
e [lo6aBneHa HacTpolika 6 I'Ty B pasaene "AirTune-npocunn’
e [lo6aBneHa HacCTpoiika orpaHmyeHns ckopoctu Tpaduka VAP ana T4 WEP-2ac/
WOP-2ac
 [lo6aBrieHa HacTpoiika orpaHunyeHns ckopoctu Tpagomka (broadcast, multicast) gns
T4 WEP-3ax
e WLC:
e MOHUTOPWHT
e [lo6aBnieHO 0TO6paxeHre NpuyMHbI nocnegHel nepesarpy3km T/ B BbiBog show wic
ap detailed
* [lo6aBneHo coxpaHeHue cnvcka T/ npu nepesarpyske kKoHTposnepa (cratyc "Lost")
e ONTMMM3NPOBaH BbIBOA KIMEHTOB, yopaHbl Ay6nunpytowmne 3anmcu npyu poyMuHre
KIMeHTa
e lo6aBneH BbiBOg hostname B oTyeTax ontummusaumm AirTune
e [lo6aBneHo oTobpaxeHne Retry Rate B BbiBog show wilc vap
e OntummaunpoBaH BbiBog RSSI n SNR. B TabnmuHom BbiBoge show wic clients
BbIBOAATCS TO/IbKO HaUXyALUME 3HAaYEHUS NapaMeTpoB, B PACLLUMPEHHO MHhopMmaLmm
BbIBOAATCS 3HAYEHMA 1S KaKAOW aHTEHHbI
e BbIBO/ KaHa/IbHOM CKOPOCTW nepegadyn/npuemMa pasgenéH Ha CKopocTb nepegayn/
npuema 1 MoAynsauuio nepegayn/npuéma
e KoHcpurypuposaHue
e [lo6aBneHa BO3MOXHOCTb HAcTpolikiu napameTpos DAS Ha T WEP-2L/WOP-20L/
200L
e [lo6aBneHa HaCTpoiika orpaHMyeHns ckopocTtu Tpaduka VAP ana T4 WEP-2ac/
WOP-2ac
 [lo6aBrieHa HacTpoiika orpaHunyeHns ckopoctu Tpagmka (broadcast, multicast) gns
TA WEP-3ax
e [lo6aBneHa komaHaa ip dhcp replication-mode B HacTpoliku radio-profile gns
koHBepTaumm DHCP-nakeToB 13 broadcast B unicast
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e [lobaBneHa komaHga arp-inspection B HacTpoliku ssid-profile gna ynpasnexus
dyHKuMoHanom ARP Inspection

e [lo6aBneHa komaHza renew wlc ap 419 npyHyAMTENBHOTO NepenoakioveHns T/

e [lo6aBneHa HacTpolika akTMBHOI/NacCBHON NPOBEPKMN BbILLECTOSALLEIO cepBepa
RADIUS-cepsepa npu paboTe B pexnme nepeHanpaB/ieHns 3anpocos

e [lo6aBneHa BO3MOXHOCTb MCMO/1b30BaTh M/1ENCX014epbl NPU KACTOMHOM HACTPOike
DHCP Option 82, B koTopble T/, noacTaBnisieT COOTBETCTBYIOLLME 3HAYEHUSA

e [lo6aBneHa HacTpolika paguonpodunns 6 My,

e [lo6aBneH 6110k koMaH/, navigine B pasgene WLC 19 nHterpayumn ¢ cepsucom
Navigine

e [lo6aBneHa nogaepxka 6 I'Mu B AirTune

e SNMP:
e B ELTEX-WLC-MIB go6asneH OID eltWicApRebootReason (OID
.1.3.6.1.4.1.35265.1.224.1.3.2.3.1.14) ana npocMoTpa NpUYMHbI Noc/iegHen nepesarpyski
TAc
B ELTEX-WLC-MIB po6aBneHa ta6nuua eltWicClientinfoByMacTable (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.7) coaepxaliasi MHPOpPMaLMIo 0 KIMEHTax, NOAK/UYEHHbIX K
WLC, ¢ nigekcaumeii no MAC-agpecy
e B ELTEX-WLC-MIB go6asneH OID eltWicApVapRetryRate (OID
.1.3.6.1.4.1.35265.1.224.1.3.2.6.1.14) ana npocMoTpa NpoLeHTa NOBTOPHbIX MOMbITOK
OTNpaBky NakeToB OTHOCUTE/IbHO 06uero Tpadunka Ha VAP

e B ELTEX-WLC-MIB go6asneH OID eltWlcClientRssilnt (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.38) Ans npocMoTpa MUHUMa/IbHOTo 3Ha4YeHns RSSI
K/INeHTOoB

e B ELTEX-WLC-MIB go6asneH OID eltWlcClientSnrint (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.39) Ana npocMoTpa MUHUMa/IbHOTO 3HAYEHUS
COOTHOLLEHWNA CUTHaUT/LLYM K/TUEHTOB

e B ELTEX-WLC-MIB go6asneH OID eltWicClientRssiA1 (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.40) ansa npocmoTpa 3Ha4yeHns RSSI knveHTa ansi nepeoli
aHTEHHbI

e B ELTEX-WLC-MIB go6asneH OlDeltWicClientRssiA2 (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.41) ana npocmoTpa 3HaveHns RSSI knneHTa a1 BTOpoi
aHTEHHbI

e B ELTEX-WLC-MIB go6asneH OlDeltWicClientRssiA3 (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.42) ana npocmoTpa 3Ha4yeHns RSSI knneHTa ans TpeTbeit
aHTEHHbI

e B ELTEX-WLC-MIB go6asneH OlDeltWicClientRssiA4 (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.43) ana npocmoTpa 3Ha4yeHns RSSI knveHTa gns
4eTBEpPTOM aHTEHHbI

e B ELTEX-WLC-MIB go6asneH OID eltWlcClientSnrA1 (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.44) aona npocMoTpa 3HaYeHNs1 COOTHOLLEHWST CUrHas1/ym
KnneHTa 4/19 NepBoi aHTEHHbI

e B ELTEX-WLC-MIB go6asneH OID eltWlcClientSnrA2 (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.45) ana npocMoTpa 3HaYeHUs1 COOTHOLLEHWST CUrHas1/wym
KNveHTa 4/19 BTOPON aHTEHHbI

e B ELTEX-WLC-MIB go6asneH OID eltWlcClientSnrA3 (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.46) Ana npocMoTpa 3HAYEHUs1 COOTHOLLEHWS CUrHas1/wym
KnneHTa 419 TPeTbeil aHTEHHbI

e B ELTEX-WLC-MIB go6asneH OID eltWlcClientSnrA4 (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.47) ana npocMoTpa 3HaYeHNs1 COOTHOLLEHWS CUrHas1/ym
KNneHTa 4/15 YeTBepPTOM aHTEHHbI

e B ELTEX-WLC-MIB go6asneH OID eltWlcClientTxRateNumeric (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.48) ana npocMoTpa KaHa/lbHOI CKOpPOCTU Nepeaaun B
MéuTt/c
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B ELTEX-WLC-MIB go6aBneH OID eltWicClientRxRateNumeric (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.49) ana npocMoTpa KaHa/lbHOI CKOPOCTK Nprema B
MéuTt/c
B ELTEX-WLC-MIB go6asneH OID eltWlcClientTxRateModulation (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.50) ana npocmMoTpa Moay siuum nepegaqu
B ELTEX-WLC-MIB go6asneH OID eltWicClientRxRateModulation (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.51) ana npocmMoTpa Moaynsiuuy npuema
B ELTEX-WLC-MIB go6asneH OID eltWlcSsidCountég (OID
.1.3.6.1.4.1.35265.1.224.1.3.1.1.4) ana npocmoTpa konunyectsa SSID B 6 Ty, AvanasoHe
B ELTEX-WLC-MIB go6asneH OID eltWlcClientsCountég (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.6) Ana npocMoTpa KonmnyecTsa KAMeHToB B 6 'L, AvanasoHe
e PesepBupoBaHne
e Cluster:

e YBeNMYeHO MaKkcumasibHOe KOIMYeCTBO IOHUTOB B KnacTepe 40 YeTbipex

e [lo6aBneHa BO3MOXHOCTb HacTpoiikn NAS IP B radius-server local ans kaxaoro toHu1Ta

e [lo6aBneHa BO3MOXHOCTb HacTpoikn NAS IP B subscriber-control ans kaxpaoro toHuTa

MNepeueHb UcnpaBneHuii B Bepcuu:

e CamonpounssosibHas nepesarpyska WLC-15

e [Mpo6nema aBTOCOr1acoBaHnst ckopocTun nHtepdperica T000BASE-X SFP Ha WLC-15

Mepe3arpyska WLC-3200 ¢ HacTpoeHHbIM Firewall Failover npu nepekntoyeHnn Harpy3ku Ha pe3epBHbIii
KOHTpoO//1ep

Camonpoun3BosibHOe n3meHeHune crtatyca bl Ha WLC-3200

YTeuka namatn B RADIUS npu npokcnpoBaHum NakeToB akkayHTUHra

Owmnbka NnpUMeHeHUs KOHGUrypauum npu nomnbITKe yaasieHns siokauum, onpegesieHHon B ap-entry
OwmnbKa NPUMEHEHMUST KOHUTypaL M1 Npu Ucnosb3oBaHnKn cab-uHTepdeica ana OOB-uHTepdeiica
VcnpaesneH SNMP-3anpoc konnyectsa knieHToB WLC

WcnpaeneH BbiBoA nHdhopmauumn WLC npu choopmmpoBaHum apxmnsa tech-support

VcnpaBneHa o6paboTka MAC-agpecoB B AirTune

McnpaBneHa owmn6ka "wlc_apstm <wlc_apstm(<PID>):alarm_send:270>"

OntumnsnpoBaHa pabota WEB-cepsepa npu nonyyeHnn gaHHblx o TA/KnmeHTax
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Bepcua 1.34.6

e Security:
o AAA:
* /I3MeHeHa cucTema KOHOUIyprpoBaHUS JIOKasTbHbIX NO/Ib30BaTesen
e YpaaneHobl nonb3oBaTenn "techsupport” 1 "remote”, co3gaHHble N0 yMONYaHMIO
e PeanM3oBaHa BO3MOXHOCTb OTK/IOUEHUs1 nonb3oBartens "admin”
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Bepcua 1.34.4

¢ QoS:
e PeannzoBaHa BO3MOXHOCTb Knaccudmkaumm naketos no npoTokoay nhrp
e MOHMWTOPWVHT 1 ynpaB/ieHne:
e SNMP:
e PeanuiosaHa nogaepxxka SNMP-0ID IP-FORWARD-MIB: inetCidrRouteTable
(.1.3.6.1.2.1.4.24.7) onsa nony4yeHns nHcpopmauum o Tekyweii FIB-tabnvue
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Bepcua 1.34.3

e PeanuiosaHa nogaepxka mapwpytmusatopos ESR-3250/3350
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Bepcua 1.34.2

e ONTUMM3MpOBaHa paboTa c onepaTuUBHON NamATbO Ana mogenein ESR-30/31/3100
e MOHMWTOPVHT 1 ynpaB/ieHne:
e Uboot:
e Peann3oBaH cOpOC AaTbl 1 BPEMEHW MPU AOTOBPEMEHHOM HaxKaTum (YHKLMOHaIbHOM
KHOMKM
e Peann3oBaHa BO3MOXHOCTb KOH(PUIYpMpoBaHus aatbl U BpemeHun B CLI BTOpmyHOro
3arpy3umka (Uboot)

SSH:
¢ I3MeHeHO0 3HayeHue rno ymondanuto nona DSCP otnpasnaembix SSH-naketoB Ha 48.
Telnet:
e I3mMeHeHOo 3HavyeHne no ymonyaHuto nonsa DSCP otnpaBnsieMbix Telnet-naketoB Ha 48.
SNMP:
e YpasieHa KoMaHga, no3sondaowan nepesarpy3nts ESR, ncnonbaysa npotokosn SNMP nmp-
server system-shutdown
e PeanunioaH ELTEX-ESR-TRACK-MIB.mib, no3sonswoLmii oTcnexmsaTb pe3yibTarbl paboThbl
track-06beKTOB € 1cnonb3oBaHmeM npotokosia SNMP
Syslog:
e B syslog-coobuieHuns gobasneHa nigpopMauusi o nponssoguTesnie n mogenam o6opyaosaHms
* I3MeHeHa HaCTpoiiKa OTCNeXnBaHusa aBapwii: KoOMaHga snmp-server enable traps Tenepb
He aKTUBMPYET XypHaUIMpoBaHue aBapuii
e PeannsoBaHa komaHAa alarm enable journal gns akTMBaummn XXypHanMpoBaHusi aBapuii
e MapLpyTm3saums:
e [lo6aBneHa nHpopmauus o npotokone NHRP B BbiBOg, KOMaHAabl show ip protocols
e Static:
e PeasninzoBaHa BO3MOXHOCTb MCNO/Ib30BaHMs track-06bEKTOB A1 OTAENbHbIX gateway B
Multipath
e BGP:
e PeanuisoBaHa BO3MOXHOCTb OTKNOUeHnst GRE-TyHHens 6e3 oTkioueHns BGP-coceacTsa,
NCNOMb3ytoLWero oTkt4aembli GRE-TyHHe b kak update-source
e Peann3oBaHa BO3MOXHOCTb YCTAHOBKM NAcCMBHOIO pexuma pabotsl BGP-neighbor npu
nomMoLLy komaHabl connection-mode passive
e BFD:
e PeannizoBaHa BO3MOXHOCTb UCMO/Ib30BaHNA npoTokoa BFD coBmecTHO ¢ NpoTokosiom ISIS
e PeasimzoBaHa BO3MOXHOCTb UCNONb30BaHWs NpoTokona BFD coBMecTHO ¢ NpOTOKO/IOM
BGP, pa6oTtarowmm yepes nHtepgeiic ¢ gnHammyeckum IP-agpecom

e MPLS:
e [lo6aBneH BbiBoA nons description ana komaHabl show mpls Idp neighbor
e ONTMM3NpOBaHa NPOM3BOAUTENBHOCTL KOMMYTaun MPLS-Tpadnka gnsa mogenei
ESR-3100/3200/3300
e Security:
e Firewall:
e PeanunioaHa komaHga ip firewall disable B pexwume rno6ansbHoi kKoHdUrypaumm ans
oTKNoueHns paboTsl firewall Ha Bcex IP-nHTepdelicax
e PeannsoBaHa BO3MOXHOCTb MCNOJIb30BaHMsA B kKayecTBe source/destination-address
CMUCKOB AOMEHHbIX UMEH
e [Psec:
e PeanunszoaHa nogaepxka rekeying ans IKE SA gnsa npotokone IKEv2
o AAA:
e Peann3oBaHa BO3MOXHOCTb KOH(UryprpoBaHus AAA Ansi NOAKIHYEHNUIA KOHCO/TbHOIO
cepsepa (Tonbko anst ESR-21/31)
e JlnueH3npoBaHme:
e PeannzoBaHa BO3MOXHOCTb KOH(DUIYPMPOBaHUSA NNLLEH3NPYEMOro (hyHKUMOHaNa Ao
nosiBneHns nuueHsnn Ha ESR
e Pe3epBupoBaHue:
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PacwunpeHna nogaepxka DHCP-failover B pexume Active/Standby go 4 yctpoicts
PacwvpeHa nogaepxka crypto-sync Ao 4 ycTpoincTs
PeannsoBaHa BO3MOXHOCTb Ha3HavyeHust Ha oauH IP-uHtepdeiic go 255 VRRP-npoueccos
PeannsoBaHa nogaepxka yHkumoHana Dual Homing ansa mogenein ESR-1200/1500/1511/1511
rev.B/1700
e Cluster:
e PeasiM3oBaH BbIBOA, UH(popMaumm 06 ytunmsauum sgep CPU o6ounx toHUTOB ANA
komaHabl show cpu utilization
e Peasim3zoBaHa BO3MOXHOCTb KOH(urypuposaHusa VRRP priority Ans pasHbix unit
e SLA:
e YpaneHa noaaepxka IP SLA pexumos wisla-local n wisla-remote
e STP:
e PeanuioBaH doyHkumnoHan BPDU Guard ans mogenein ESR-10/12V/12VF/
15/20/21/30/31/3100/3200/3200L/3250/3300/3350 n VESR
e TyHHeNunpoBaHue:
e DMVPN:
e YBeNMYeHO MakcumasibHoe KOIM4ecTBO ctatmnyecknx 3anuceit gns NHRP go:
e ESR-10/12V/12VF/15/15VF/15R/20/21/100/200/1000/1200 — 32
e ESR-30/31/1500/1511/1511 rev.B/3100/3200/3200L/3300 — 512
e ESR-1700 — 2000
e VESR — 512
e DMVPN:
e YBE/MYEH MUHUMASIbHbIV TalimayT NOBTOPHOW OTNpaBku coobuleHnii npotokona NHRP ¢ 2
0o 8 cekyHp,
e WireGuard:
e YaaneHa BO3MOXHOCTb KoHdpurypupoBaHusi DNS-cepsepa ans WireGuard-cepsepa

e DNS:
e YBE/IMYEHO MakCUMasibHOe KonnyecTBo ctaTndecknx DNS-3anucein B koHgmrypaumm ¢ 32 oo 512
DHCP:
e YBeNnunyeHo makcumansHoe konnyectso ip helper-address Ha GRE-TyHHensx ¢ 4 oo 6
e YBenunueHo makcumanoHoe konnyectso pool-addresses no 1024 ans
ESR-20/21/30/31/100/200/1000/1200/1500/1511/1511 rev.B/1700/3100/3200/3300
VESR:
e YBE/IMYEHO BPEMS aKTUBHOCTU NIMLLEH3UM Npu HegocTynHocTu ELM-cepeepa o 168 yacos
e Peasim3oBaHa nognepxka ceTeBblxX afanTepoB CAeayoWwmnx mogene:
e RTL8111/8168/8411 PCI Express Gigabit Ethernet Controller
e RTL8169 PCI Gigabit Ethernet Controller
e RTL-8100/8101L/8139 PCI Fast Ethernet Adapter
VolP (Tonbko anst ESR-12V/12VF/15VF):
e Peann3oBaHa BO3MOXHOCTb Bbl6opa (Ha3HauYeHNs) agpeca NCTOUYHUKA [/18 NAaKeToB, UCXOASALLMX C
PBX-cepBepa
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Bepcua 1.30.8

MNepeyeHb U3MEHEHUIT B BepCcuu:

e MOHWUTOPVHT N ynpasJ/ieHune:
e CLI:
e [lo6aBneHa BO3MOXHOCTb HacTpamsatb ACL ans nexogailero Tpaduvka
o WEB:
e MOHUTOPWHT
e [lo6baBneHa BO3MOXHOCTb BbIFPY3K/ cnnuckos T/, B goaiin B hopmarte .csv
e KoHGurypuposaHue
e [lo6aBneHa HacTpoiika WIDS
e [lo6aBneHa HacTpolika poymuHra 802.11r mexay nokauusmmn Ha ctpaHuue "O6uime
HaCTPOWKKN"
e [lo6aBneHa HacTpolika B RADIUS-npodunb ans ncnonb3osaHma MAC-agpeca
K/MeHTa B KayecTBe Naposis agTopuaunm npu paboTte ¢ BHELHWI NopTasioM
e [lo6aBneHa BO3MOXHOCTb HAcTpolikn Heckonbknx VLAN anst ogHoro SSID
* [lo6aBfieHa HacTpoiika pexunma coBMecTuMocTu ans i0S-ycTpoiicTs (captive-
adaptive) B npocpunb HacTpoek T/,
e [lo6aBneHa HacTpolika B Nnpodhmnb noptana ansa otknoueHns HTTP/HTTPS
ayTeHTUmKaumm npu paboTe ¢ BHELHUM NOpTasioM
e WLC:
e [lo6aBneHo coxpaHeHne onepaTtuBHOro coctosHuA AirTune npu nepesanycke
e MOHUTOPWHT
e [lo6aBneHa komaHga show wlc ap main-info gns npocmoTpa MHBEHTapHOIA
nHdopmaumm o T/,
e [lo6aBneHa komaHaa show wic ap all ans npocmoTpa o6uiero cnucka T/,
cofepxallero 3apernctpmpoBaHHbie T/ 1 HACTPOEHHbIe B KOHpUrypaumm
e [lo6aBneHa komaHga show radius-servers 415 npocMoTpa cTaTtyca upstream-server
(BHewHero RADIUS-cepBepa) B cxeMe ¢ npokcupoBaHmem RADIUS-3anpocos
e [lo6aBneHo otobpaxeHne T[, HACTPOEHHbIX B KOH(pUrypaLmm, HO He NOAK/IHYEHHbIX
K KoHTponnepy (ctatyc Pre-configured)
e [lo6aBneHo oTo6paxeHne BpeMeHn 6e30TkasHon paboTtel T, B cTaTyce Active B
pacLINPEHHbIA MOHUTOPWUHT T
e ameHeHa komaHAa clear wlc ap Ha clear wic ap all
e [lo6aBneHa nHgopmaumns B paclUMpeHHbIi MOHUTOPWHT MO K/IMEHTY O cnocobe
ayTeHTUhMKaunn KiMeHTa ¢ ykasaHuem craTyca
e [lo6aBneHa komaHga show wic clients auth-method gnsa domnbTpaunm knmeHToB No
MeTogam ayTeHTUdmKaumm n ctatycam
e lo6aeneHa komaHga show wic clients auth-count ons npocmotpa nHdopmauum o
KO/INYEeCTBE K/IMEHTOB, HAXO4ALLMXCA Ha pa3HbIX aTanax ayTeHTudgurkaunm
e SNMP:
B IF-MIB usmeHeHo noeegexmne ans OID ifLastChange (OID .1.3.6.1.2.1.2.2.1.9), noka3sbiBaeT
Bpems nocniegHero nameHeHns Admin/Link coctosiHusa nitepgerica
B ELTEX-WLC-MIB go6aBneHa ta6nuua eltWicApAllinfoByMacTable (OID
.1.3.6.1.4.1.35265.1.224.1.3.2.8) ans npocmoTpa cnucka Bcex T/, (3apernctTpupoBaHHbIx T/,
1 HACTPOEHHbIX B KOHpUrypaumn) ¢ nHaekcaumeli no MAC-agpecy
B ELTEX-WLC-MIB go6asneH OID eltWicApActiveUptime (OID
.1.3.6.1.4.1.35265.1.224.1.3.2.3.1.13) Ana npocmoTpa BpeMeHun 6e30TkasHoi pa6oTbl T B
cratyce Active
B ELTEX-WLC-MIB go6asneH OID eltWicApIinfoByMacActiveUpTime (OID
.1.3.6.1.4.1.35265.1.224.1.3.2.7.1.12) ana npocMoTpa BpeMeHun 6e30TkasHoi paboTbl T B
cratyce Active
B ELTEX-WLC-MIB go6aBneHa ta6nuua eltWicRadiusServerTable (OID
.1.3.6.1.4.1.35265.1.224.1.3.1.3) Ana npocmMoTpa cTaTyca upstream-server (BHELLHETO
RADIUS-cepBepa) B cxeme ¢ npokcupoBaHmem RADIUS-3anpocoB
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B ELTEX-WLC-MIB po6aBneHa Ta6nuua eltWlcClientsAuthCountTable (OID

.1.3.6.1.4.1.35265.1.224.1.3.3.5) Ansi npocmMoTpa Yncna KIMEHTOB Ha pasHbiX aTanax

ayTeHTUmKauum

e B ELTEX-WLC-MIB go6asneH OID eltWlcClientSummaryAuthinfo (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.29) Ana npocMoTpa CyMMapHOro craTtyca
ayTeHTUmKauum

e B ELTEX-WLC-MIB go6asneH OID eltWlcClientEapMethod (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.30) ansa npocmoTpa meTtoga EAP npu Enterprise-
asTopu3sauun

e B ELTEX-WLC-MIB go6asneH OID eltWicClientMacAuthStatus (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.31) ana npocmoTpa ctatyca MAB-ayTeHTU(MKaLM

e B ELTEX-WLC-MIB go6asneH OID eltWicClientPortalAuthStatus (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.32) ana npocmMoTpa ctaTyca
nopTanbHON ayTeHTUdMKaLUN

e B ELTEX-WLC-MIB go6asneH OID eltWicClientWlanAuthMethod (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.33) Ana npocmMoTpa MeTofa ayTeHTuukaumm B
COOTBETCTBMM C peXUMOM 6e3onacHocTu Ha SSID

e B ELTEX-WLC-MIB go6asneH OID eltWlcClientWlanAuthStatus (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.34) ans npocmoTpa ctaTyca ayTeHTUMKaLMN METOAOM,
COOTBETCTBYIOLLIMM pexmmMmy 6e3onacHocTu Ha SSID

e B ELTEX-WLC-MIB go6asneH OID eltWicClientMacAuthUptime (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.35) Ans npocMoTpa BPEMEHMN C MOMEHTA MPOXOXAEeHNS
MAB-ayTeHTUdmKaLmnm

e B ELTEX-WLC-MIB go6asneH OID eltWicClientWlanAuthUptime (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.36) Ans npocMoTpa BPEMEHN C MOMEHTA MPOXOXAEeHNS
ayTeHTudmKaumMm B COOTBETCTBUM C pEXMMOM 6e3onacHocTu Ha SSID

e B ELTEX-WLC-MIB go6asneH OID eltWlcClientPortalAuthUptime (OID

.1.3.6.1.4.1.35265.1.224.1.3.3.4.1.37) Ans npocMoOTpa BPEMEHMN C MOMEHTA MPOXOXAEeHNS

nopTanbHON ayTeHTUdMKaLNN

B ELTEX-ELM-LIC-MIB no6aBneHa Ta6numua eltexElmLicInfoUtilizationTable (OID

.1.3.6.1.4.1.35265.61.1.1.3), coaepxallas MHopmaLuo 06 1Cnosib30BaHNM NULEH3NN

B ELTEX-ELM-LIC-MIB no6asneH OID eltexElmLicInfoUtilizationParamName (OID

.1.3.6.1.4.1.35265.61.1.1.3.1.2) anst npocMOTpa HAMMEHOBAHWUS aKTUBHOI TMLLEH3UN

B ELTEX-ELM-LIC-MIB no6aBneH OID eltexElmLicInfoUtilizationParamValue (OID

.1.3.6.1.4.1.35265.61.1.1.3.1.3) ans npocMoTpa KO/IMUYeCTBa 3aHATbIX STULEH3NI

B ELTEX-ESR-FIREWALL-MIB po6aBneHa Ta6nuua eltEsrFwConnectionStatTable (OID

.1.3.6.1.4.1.35265.1.147.2.5.1.1.1) ana npocMoTpa KonunyecTBa coeamHeHwmii Firewall no

npoToKoam

MNepeueHb UcnpaBneHuii B Bepcuu:

e HectabunbHble pesynbTatbl UIBMEPEHUI XapakTepUCTUK KaHana tectamu UDP-Jitter B IP SLA

e OTo6paxeHne napameTpa L2loc B cTpoke nepeHanpasneHns BRAS ansa nHtepdeiico Port-channel,
napameTp nepegasasica B HEX

e OTo6paxeHne napameTpa L2loc B cTpoke nepeHanpaBneHunst BRAS, korga 3agaH location Ha

dmsmnueckom nHTepdeiice/cab-nHTepderice. Ecnn napameTp 3agaH, OH nepegaetcsa B napameTpe L2loc

WcnpasneHve murpauuun B, npy HenocnegoBate/ibHOM Nepexofe Ha akTyasibHyo Bepcuto MO

Linknuyeckasn oTrnpaska arpernpyemoro mapwpyta B BGP

Y6paHa oTnpaska OTK/HUYEHHbIX Npasun ipv4-acl Ha T

YTeuka namMaTy npy HacTpoeHHoM syslog host

YTeuka naMaTu npu HacTpoeHHoM QoS

MonydyeHne BRAS ctatyca VRRP B cxeme c knactepom

YBenuueH pasmep pasgena rootfs Ha ESR/WLC-15 go 600 MB
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Bepcua 1.30.6

MNepeyeHb U3MEHEHUIT B BepCcuu:

e MOHMWTOPVHT 1 ynpaB/ieHne:
e CLI
e PeannsoBaHa komaHaa snmp-server enable traps wlc-wids gns BkntoueHnsa otnpaBku
SNMP-tpanos gns co6bitnini WIDS
e PeanusoBaH hyHKUMOHaN koHBepTaumm 43 onumm DHCP 13 ASCII B hex (format dhcp
option-43 B pasgene debug)
e WEB:
e PeannsoBaHo ynyuywenune Ul-nHtepdpeica
e MOHUTOPUHT
e [lo6asneH xypHan WIDS
e [lopaboTaHa copTMpoBKa (hannos koHduMrypauum no gate
e [lo6aBneHo oTobpaxeHne hostname Ha cTpaHuuax moHmTopuHra T/
* IameHEH chopmaT 3aaaHusa gaTbl B hunbTpax B pasgene "YXypHan cobbiTnid"
e [lo6aBnieHO 0TOOpaxXeHe NapameTpoB yTUIM3auUmMm U MHTepgEPEHLAN B MOHUTOPUHT
paanouHTepdeicos T,
e KoHcpurypupoaHme
e PeanusosaHa HacTpoiika RADIUS-cepBepa
e PeanuiosaHa HacTpoiika VLAN
e PeannsoBaHa HacTpolika 4151 NopTasibHON aBTopu3auymmn Ha T/
« [loGaBfieHa HacTpoiika arp-suppression B paguonpodgusie (He nogaepxmBaeTcsl Ha
T4 WEP/WOP-2ac, WEP-3ax, WEP-550K)
e WLC:
e MopaepxaHa pa6ota ¢ T WEP-550K, WOP-3L-EX
e MogaepxaHa cMHXpoHm3auums xypHanos WLC npv pesepsrpoBaHum
e MoaaepxaHa nopTanbHas aBTopusaums c Eltex-NAICE (nogaepxaHo ans T4 WEP-30L/30L-Z
1 WOP-30L/30LI/30LS)
MopaepxaHo nepeHanpasneHme CoA-3anpocos B radius-server local gns noptanbHoi
aBTopu3auumu
e MOHUTOPWUHT
e [lo6aB1eHO 0TOOpaxXeHVe NnapameTpoB yTUAN3aLMN N MHTEpdEPEHLNN B
pacLINPEHHbIA MOHUTOPWUHT T
e CTtaHaapTmaupoBaH dopmat otobpaxeHust MO T/ B komaHae show wlc ap firmware
e PeannsoBaHa komaHaa show wlc journal info gna npocmoTpa kpaTkoii nHgopmamm
0 XypHanax WLC
e [lo6aBneHbl eanHULbI U3MepPeHUs Ansi ckopoctu B BbiBoge show wilc ap interfaces
<mac>
KoHdomrypumpoBaHue
e PeannsoBaHa komaHaa disconnect-on-reject B portal-profile gns oTknoueHns
nonb3oBatens npu Reject ot RADIUS B MAB-aBTopusauum (nogaepxaHo ans T/,
WEP-30L/30L-Z n WOP-30L/30LI/30LS)
e PeanuioBaHa komaHga http-auth-disable B portal-profile pns otknroueHusn
B3aumogericteve noptana c T[4 no HTTP/HTTPS npu aBTopusauun nons3osarenei
e [leiicTBme komaHabl neighbour-scan B ap-profile gns HacTpolikn naccMBHOro
CKaHnpoBaHus pacwmnpeHo Ha T4 WEP-200L, WOP-20L n WEP-3ax
e PeannsoBaHa komaHAa captive-adaptive B ap-profile gns BkatoueHus pexvma
COBMECTMMOCTU NOPTasIbHOM aBTOopU3aunn ans i0S-ycTpoincTs
e PeanunioBaHa komaHaa redirect-url-format B portal-profile pnsa 3agaHusa bopmata
MAC-aapeca nonb3osatens n goopmarta NAS-ID B agpece nepeHanpasieHns npu
HacTpoike NnopTasibHOM aBTOpPMU3aLMNN
e PeanunioBaHa komaHaa description ans user B radius-server local
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e PeanuioBaHa HacTpoiika url-acl-profile n ipv4-acl B ap-profile n portal-profile gns
HaCTPOWKKN CNNCKOB AoMeHOoB 1 IP-agpecos Ha T/. Cnuckn ncnonb3yTesa 4/
HeaBTOPM30BaHHbIX NOPTasIbHbIX NOSb30BaTesein

e PeanunioBaH 6710k KomaHg B ap-profile gna HacTpolikn napameTpoB DAS Ha T/

e PeannsoBaH 6110k KomaHp, B radius-server local gnsa HacTpolikn napameTpos DAS,
ncnonb3yemblix Npu nepeHanpassieHnn CoA-3anpocoB

e Peasim3zoBaHa BO3MOXHOCTb f06aBEeHNA HA3BaHUA IoKauun
(location=<AP_LOCATION>) B redirect-url-custom B portal-profile

e PeannizoBaHa BO3MOXHOCTb nepeHanpasieHns AAA RADIUS-3anpocoB 4151 pasHbIX
SSID Ha pasHble cepBepa

¢ I3MeHeHO 3HaYyeHne No-ymonyaHuio ana komaHabl load-balance B airtune-profile ¢
BK/THOYEHO Ha OTK/THOYEHO

e SNMP:

e B ELTEX-WLC-MIB peanun3oBaHa Tabnuua eltWicApinfoByMacTable
(1.3.6.1.4.1.35265.1.224.1.3.2.7), cogepxallast uigopmaumio o T/ ¢ MHgekcaumeii no
MAC-agpecy

e B ELTEX-WLC-MIB go6asneH OID eltWicRadioRxUtilization (OID
.1.3.6.1.4.1.35265.1.224.1.3.2.4.1.14) ansa npocmoTpa RX ytunmsauum Ha T/

e B ELTEX-WLC-MIB go6asneH OID eltWIcRadioTxUtilization (OID
.1.3.6.1.4.1.35265.1.224.1.3.2.4.1.15) ans npocmoTpa TX yTunmsaumm Ha T/,

e B ELTEX-WLC-MIB go6aBneH OID eltWlcRadioNonWifilnterference

(OID .1.3.6.1.4.1.35265.1.224.1.3.2.4.1.16) Ana npocMOTpPa yPOBHSI UHTepepeHLun oT He
Wi-Fi ycTpolicTt

B ELTEX-WLC-MIB pgo6asneH OID eltWicRadioAplnterferenceRatio (OID
.1.3.6.1.4.1.35265.1.224.1.3.2.4.1.17) ana npocmoTpa nomex mexay Wi-Fi-yctpoiictBamu,
KOTOpble paboTatoT Ha 6/IM3KNX, HO HE NMOJIHOCTLI HE3aBUCUMMbIX KaHanax

B ELTEX-WLC-MIB go6aBneH OID eltWicRadioCoChannellnterference (OID
.1.3.6.1.4.1.35265.1.224.1.3.2.4.1.18) ana npocmoTpa nomex mexay Wi-Fi-yctpoiictBamu,
KOTOpble paboTaloT Ha O4HOM 1 TOM Xe KaHasie

B ELTEX-WLC-MIB go6asneH OID eltWicRadioNoiseLevel (OID
.1.3.6.1.4.1.35265.1.224.1.3.2.4.1.19) Ana npocMoTpa yPOBHS LUyMa Ha pajuokaHana

B ELTEX-WLC-MIB go6aBneH OID eltWicRadioPacketErrorRate (OID
.1.3.6.1.4.1.35265.1.224.1.3.2.4.1.20) Ans npocMoTpa NpoLeHTa NakeToB, NOBPEXAEHHbIX
n3-3a Nomex, c/1aboro curHana unm KosIIM3uni

B ELTEX-WLC-MIB go6aBneHsbl Tpanbl WIDS

B ELTEX-GENERIC-MIB go6aeneH OID eltexEnvMemoryAvailable (OID
.1.3.6.1.4.1.35265.38.40.40.11) ans npocmoTpa available namsit

e Syslog:

e PeannsoBaHa komaHaa match process-name web gnsa counstpaunm cobeitnin WEB-cepeepa

e Security:

e JlMueH3npoBaHue:

e YBenunueHne BpemMeHn paboTbl NnUeH3nn Npu HegoctynHoctn ELM

MNepeueHb UcnpaBneHuii B Bepcuu:

e Ownbo4yHOoe 3aBepLleHne cepsuca lic-mgr

He o6HoBAsIIOTCA 3arpy3unkn npm ob6HosneHun MO yepes WEB
Mocne yganeHus radio-5g-profile T4 yxoaat B Cfg failed

B Idap-profile Henb3sa 3agath |[dap-server yepe3 goMeHHOe nMS
BbiBogsTcA He Bce ceccum AirTune
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Bepcua 1.30.4

MNepeyeHb U3MEHEHUIT B BepCcuu:

e Peasim3zoBaHa CMHXPOHU3aLMs NPOLWMBOK T/ B cxeme pe3epBnpoBaHns
e MOHWUTOPVHT N ynpas/ieHune:
e [lnpekTopus critlog go6asneHa B BbiBog show tech-support
o WEB:
e PeanuiosaH akkayHTUHr gelicteuini B WEB-cepBepe no npotokony TACACS+, RADIUS
OntumunsnposaHa pabota WEB-cepsepa npuv paboTte ¢ kivMeHTamum u T/,
YnydweHa agantauma WEB-uHTepdpelica nog pasHble paspelleHns akpaHa
e MOHUTOPUHT
e PeanuioBaHa ounbTpaumns Ha ctpaHuuax "Toukmn goctyna” n "KnneHtbl"
e PeannzoBaHa narMHauus npy BbIBOAE AaHHbIX Ha cTpaHuuax "Toykm goctyna',
"KnuneHTsl", "YKypHan cobbITuii"
e PeanusosaH rpaduk 3arpysku LMY
e [lo6aBneH IP-agpec knneHTa Ha CTpaHuLax MOHUTOPUHTa KITMEeHTOB
e [lo6aBneHa konoHka "Homep VLAN" B Tabnuue BUPTyasibHbIX TOYEK A0CTYNa
e [lo6aBneHa konoHka "[Anana3loH" B Tabnuue KIMeHToB
e Peanmi3oBaH MOHMTOPUHT napameTpa 802.11v Ha cTpaHuue "[aHHble N0 POyMUHry"
e PeanuzoaH ounbTp Client IP address changed B xypHane knneHToB
e YHUpmumpoBaHbl BCMN/biBaloLLME OKHa U cHeKbapbl npu paboTe ¢ Tabnuuamm
e KoHGurypupoBaHue
e PeasiM3oBaHa HacTpoiika NopTasibHOW aBTopm3aLmm
e PeasimzoBaHa BO3MOXHOCTb OrpaHnyeHnst CKOPOCTU MPOXOXAEHUA Tpadinka
(knneHTbl, VAP, broadcast, multicast)
e PeanusosaHa HacTpoiika onuun 82 DHCP Ha T/, B pagnonpodnne
e PeanuiosaHa HacTpoiika 802.11v B npodune AirTune
e PeannsoBaHa HacTpolika "Kog ctpaHbl' B npodunne T ana cob6nogeHns nokanbHbIX
orpaHvyeHuii No KaHasiaM 1 MOLHOCTU nepefaTyurka, COOTBETCTBYOLLMX BbIOPAHHOM
cTpaHe
¢ I3MeHEH nopsiaok HacTpoek B SSID-npodune
e Peasim3oBaHa HacTpoiika pexumos IEEE 802.11 n/ac, a/n/ac gna pagnovHtepderica
5Ty B HAMBUAYaNbHbIX HAcTpoikax T

e WLC:
e PeannsoBaHa komaHAaa wlc-journal storage ans nepeHoca xypHanos WLC Ha HDD
OonTummsaumsa ckopocTn nogknoveHus T4
OonTummnsauunsa ctabrunbHOCTM noaknyeHma T4
e MOHUTOPUHT
e PeanuzoBaH BbiBog "VLAN" B BbiBoge show wic ap vap
e Peasin30BaHO OTOOpaXeHue AmanasoHa, B KOTOPOM paboTaeT K/IMEHT, B BbIBOAE
show wlc clients
e PeanunsoBaHo oTo6paxeHune ap-location B xypHane T/, (show wic journal ap)
e PeanusoBaHo oTo6paxeHune band B xypHane T/ (show wic journal client)
KoHchurypmposaHve
e PeannsoBaHa komaHAa country-code B ap-profile gnsa cobnogeHns noKasibHbIX
orpaHvyeHuii No KaHasilaM M MOLHOCTU nepejaTyrka, COOTBETCTBYOLLMX BbIOPAHHOM
cTpaHe
e MakcumasibHbI pa3mep XypHasnos orpaHuyeH B 90 gHeit. XXypHasibl 6yayT
nogpesaHbl Npu nepexoge Ha sepcuto 1.30.4
e PeanuisoBaHa HaCTpoiika No3nLUMoHnpoBaHus no npotokony MQTT ana T4 WEP-1L,
WEP-2L, WOP-2L, WEP-3L
e PeasimsoBaHa HacTpoiika WIDS/WIPS ansa T4 WEP-200L n WOP-20L
e PeannsoBaHa komaHAaa neighbour-scan B ap-profile gns HacTpoiika naccMBHOro
CkaHupoBaHus Ha T4 WOP/WEP-30L, WEP-30L-Z, WOP-30LS, WOP-30LI
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e PeannszoBaH 610k komaHg show wic statistics 415 BbiIBoga cTatncTukm No CO6bITUSAM
KnneHToB N T[,
e PeannsoBaH 6710k KOMaHg, arp suppression /19 HacTpolikn npeobpasoBaHns ARP
e PeanuniosaH 6510k komaHg lldp-server B ap-profile/services gns Hactpoliku LLDP
e PeannszosaH 610k komaHp, lldp B ap-profile/trace ans HacTpoiikm nornposaHusi LLDP
e PeanuisosaHa BO3MOXHOCTb Ao6aBneHns NAS IP B agpec nepeHanpaBieHusi npu
HacTpolike nopTanbHOW aBTOpM3aumn Yepes RADIUS
e PeannioBaHa o06paboTka cobbiTuii deauth-attack 8 WIDS
e PeanunioBaHbl komaHabl load-balance roaming clients max/min B airtune-profile gns
HaCTPOVKN MakCUMasiIbHOro/MMHMasIbHOIO KOSIMYecTBa nosib3oBareser npu
6asiaHCUpoBKe
e PeanunioBaHa komaHaa 802.11r cross-location-roaming B HacTpoiikax AirTune ans
BKNtOUYeHMs poyMuHra 802.11r mexay fiokaunsamm
e Syslog:
e PeannsoBaHa komaHaa syslog web-commands ans nornposaHus geincrtemin 8 WEB
e PeanusosaHbl komaHbl logging wlc-events/logging wlc-journal ans Bk4eHns oTnpasku
noros WLC Ha syslog-cepsep
e SNMP:
e OnTummM3aumsa padoTbl Tabnmy WLC

MNepeueHb UcnpaBneHuii B Bepcuu:

Ly6nuposaHue ceccuin 6ecrnpoBoHbiX kiveHToB B WEB

e HekoppekTHbIl cTaTyc npu 3aBeplieHne ceccun B8 WEB

e Owwnobka "RRM:rrm request for start optimization, location '<location name>' failed, reason: 'failure from
airtune api" npwu 3anycke ontummsaumsa AirTune gns nokaumm

e [puumHa nora "RRM:Cannot backup domains info: 'malformed answer from airtune api"”

e Mepexon T4 B cTaTyc "Cfg failed" nocne yganeHus radio-2g-profile/radio-5g-profile

e Mepexon T4 B cTaTyc "Failed" no npuumHe: "CoA timeout expired" npy nepekntoyeHnn Ha pe3epBHbIi
KOHTponep

e Owmnbo4yHoe 3aBepLUeHne cepsuca wlc_gre

e [po6nema c nonyyeHnem IP-agpeca no DHCP ans knneHToB, ncnonb3ytowmx dpnar Broadcast B cxeme ¢
TYHHENIMPOBaHNEM

e MpuumnHa nora "IS_NE check failed: stat_map->entry_sz (170 != 8) !Il Ha WLC-3200"

e OWwnbKN Npu BBOAE NyTW BHELUHEro HOCMTeNs 418 XxpaHeHns npasun IPS

e Owwnobka "PLUGIN_AUTH_USER_PASS_VERIFY failed with status 1" n3-3a ncnonb3osaHus BEpxXHero
pernctpa B KoHdurypauumn cepeepa OpenVPN

e Pab6oTa knaccudpmkaumm Tpadmka no match access-group n DSCP

e BbiBog show mac address-table npu pa6ote WLC B cxeme ¢ TyHHEe/IMpPOBaHWEM K/IMEHTCKOro Tpadmka

e PaspelueHo yka3biBaTb B access profile ums nons3oeatens B suge MAC-agpeca

e Pa6oTa TyHHenunpoBaHus IPsec ¢ XAuth-aBTopusauueii

e CkopocTb noaHaTuA TyHHenel SoftGRE npu BkntoueHHoM LLDP

e Owwnb6ka B BbIBOAE show wic ap detailed npu ncnonb3oBaHuK WMPUHBLI pagnokaHana 40 MIy,

e Owwnbka ESRinfo_wlc_service_activator_aps_MAX npu 3anpoce VAP
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Bepcua 1.30.2

MNepeyeHb U3MEHEHUIT B Bepcuu:

e MOHWUTOPVHT N ynpasJ/ieHune:
e CLI:
e PeanuioBaHa komaHaa logging radius ans BkntoueHmsa noroB RADIUS-cepBepa
e PeannsoBaH 6110k KomaHg alarm enable journal gns He3aBMCKMMOro KOHUIypUpPOBaHUS
OTNpaBky TPanoB 1 XXypHa/IMpPoBaHUA aBapuii
e WEB:
e KoHGurypuposaHue
e PeanmioBaHa BO3MOXHOCTb HacTpoliku NAS ID B radius-profile
e Peanm3oBaHa BO3MOXHOCTb HacTpoliku MAC-aBTopu3saumm B ssid-profile
e Syslog:
e Peanm3zoBaHa BO3MOXHOCTb thunbTpaumn syslog-coobuuennii ans RADIUS-cepsepa (match
process-name radius-server)
e SNMP:
e B ELTEX-WLC-MIB peanusoBaHa Ta6nuua eltWicApVapTable (OID
.1.3.6.1.4.1.35265.1.224.1.3.2.6), cogepxallas MHopmauuio o BKIoYeHHbIX VAP Ha T/,
e B ELTEX-WLC-MIB go6asneH OID eltWIcRadioUtilization (OID
.1.3.6.1.4.1.35265.1.224.1.3.2.4.1.13) Ans nony4yeHnst 3HaUeHusi TeKyLLein yTuamsauum
pagnokaHana
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Bepcua 1.30.1

MNepeyeHb U3MEHEHUIT B Bepcuu:

e MogaepxaH yHKLMOHaN knactepusaummn B pexume Active-Standby ans WLC
e VHTerpaumsa c ECCM
e MOHWUTOPVHT N ynpas/ieHune:
e Syslog:
e PeanmzoBaHa BO3MOXHOCTb (punbTpaumn syslog-coobuieHunii ans cepsucos WLC (match
process-name wic)
e SNMP:
e B ELTEX-WLC-MIB peanunsoBaHa Tabnuua eltWicApSaTable (OID
.1.3.6.1.4.1.35265.1.224.1.3.2.5), coaepxallias MH(hopMaLuo 0 He3aperncTprpoBaHHbIX T/,
e B ELTEX-WLC-MIB peanusoBaHa Ta6nuua eltWicClientinfoTable (OID
.1.3.6.1.4.1.35265.1.224.1.3.3.4), coaepxallias MHOPMaLMIo 0 KIMEHTaX, NOAK/UYEHHbIX K
WLC
» WEB:
¢ PeannsoBaHa BO3MOXHOCTb nepeHoca WEB-cepBsepa B VRF
e Security:
e [lo6aBnieHa BO3MOXHOCTb 3arpy3ku 3aimppoBaHHbIX KNoYel
e WLC:
¢ MOHUTOPWHT:
e Peasin30BaHO OTOOpaXeHue guanasoHa 4acToT, B KOTOPOM paboTaeT K/IMEHT, B BbIBOAE
show wlc clients
o KoHdurypaums:
e PeannsoBaHa komaHAa session password auth-password 415 ucnonb3oBaHua ka4va
RADIUS B kauecTBe naponis npy1 mac-auth ans noptanbHO aBTopM3aUun
e PeanunioBaHa komaHaa session password mac <MAC FORMAT> ans ncnonb3oBaHunss MAC-
agpeca KnneHTa B BblbpaHHOM hopmate B kayecTBe napons npu mac-auth gns
nopTasibHOM aBTopM3auun
e Peasim3oBaHa HacTpoiika 4acoBoro nosica Ha T/[. YacoBol nosic 6epeTtcs U3 KoHdurypauun
YCTPOWCTBA, EC/IN OH HEe 3aaH B JioKkauum
e PeannsoBaHa komaHAaa proxy-https ans aktmsauumn wncpoBaHHOro obmeHa mexay
KnneHToMm 1 T/ npu nopTasibHOW aBTopm3aLmm
e PeannsoBaHbl KOMaHzbl crypto cert 1 crypto private-key-password 15 Bbibopa
cepTudprkaTa B NopTasibHON aBToOpMU3aLmMm 1 3agaHns naponsa ot ceptudumkaTa
e PeannsoBaH 6110k KomaHp, radar B ap-profile gna HacTpoVikn NO3NLMOHNPOBAHUA NO
npotokony MQTT

U4 .
\ ) SEC.RU KopoTkun nyTb K MHbopmauum CkauaHo c sec.ru




WLC-Series. Release notes. Bepcus 1.36.4

Bepcua 1.30.0

MNepeyeHb U3MEHEHUIT B Bepcuu:

e MOHMWTOPVHT 1 ynpaB/ieHne:
e [MogaepxaHo HoBoe ycTponicTBo VWLC
e Mopaepxka HDD
e CLI
* PeanunioBaHa komaHaa show storage-devices hdd smart ansi npocmoTpa coctosiHMA gucka
e PeanmioBaHa komaHaa unmount storage-device HDD/USB ansi oTK/IO4EHUS AUCKA UK
USB-Hakonutens
e PeannsoBaHa komaHAa clear storage-device HDD/USB ans hoopmaTvpoBaHus gmcka nam
USB-Hakonutens
e PeanusosaHa KkomaHaa show running-config/candidate-config wic without-ap ans BbiBoga
KoHourypauum pasgena wilc 6e3 6noka ap
e PeanusosaHa KkomaHgaa show running-config/candidate-config without-wlc-ap nns BbiBOAA
KoOHourypauum ycTpoiicTBa 6e3 610ka ap B pasgene wic

e PeanimsoBaHo yny4yuweHue Ul-nHtepdelica
e MOHUTOPWUHT
e PeannsosaH BbiBOg VAP
e PeasinzoBaHa BO3MOXHOCTb OYMCTKUN XXypHana cobbiTuidi T 1 KIMeHToB
e PeasimzoBaHa BO3MOXHOCTb CO3[aHNSA MHAMBUAYasTbHOro npocunsa T4 n3
MOHUTOpPUHTa
PeannsoBaHa BO3MOXHOCTb Py4YHOro 06HoBneHns MO Ha T
PeannsoBaHa copTMpoBka B Tabnuuax
PeannsoBaHa BO3MOXHOCTb AeayTeHTU(rKauumn KMeHToB
PeannsoBaHa BO3MOXHOCTb NPOBEPKN N3MEHEHUNI B KOH(pUrypaLmm
e PaclumpeHbl BO3MOXHOCTU (ou/ibTpaLmm B XypHase cobbiTuin T 1 KNMeHTOB
e KoHGurypuposaHue
e PeasiM3oBaHa CTpaHuua c UHANBUAYaIbHbIMU HacTporikamun T/
e Peasim3zoBaHa BO3MOXHOCTb HACTPOWKUN NNaHUPOBLLMKA 0OHOBIEHNA T/,
e PeasimzoBaHa BO3MOXHOCTb KOMMpoBaHusa npodounei
e PeasinzoBaHa BO3MOXHOCTb NPOCMOTPa CBA3EN y npodounei
e PeanuzoBaHa npuBsizka npocouns AirTune (default_airtune) aBTomatuuecku npu
co3faHun noxkauuu
e AOMUHUCTPUPOBaHKE
e PeasinzoBaHa BO3MOXHOCTb 3arpy3ku JIMLEH3UA AN paclumpeHns oyHKUMoHaa
e Peasnin3oBaHa BO3MOXHOCTb 3arpy3Ku/BbIrpy3K1 KOHGUIypaLmm ycTporicTea
e Peasim3zoBaHa BO3MOXHOCTb cOpoca KOH(urypauumn ycTpoincTea K 3aBOLCKUM
yCTaHOBKam
PeannsoBaHa BO3MOXHOCTb 3arpy3ku NO ana T4
PeannsoBaHa BO3MOXHOCTb 3arpy3ku 1 o06HoBeHus MO ycTpoicTea
PeannsoBaHa BO3MOXHOCTb pab0oTbl C apXMBHbIMU KOHAIUTYpaLnsiMu
Peann3oBaHa BO3MOXHOCTb CpaBHEHUS KOH(UIypauuia
PeannsoBaHa BO3MOXHOCTb Nnepesarpy3kun 1 OT/IOKEHHOW nepesarpy3ku ycTpoicTea

e SNMP:

e B ELTEX-WLC-MIB peannsosaHa Tabnuua eltWlcApLocationTable
(OID .1.3.6.1.4.1.35265.1.224.1.3.1.2), coaepxalliasa HacTpoiiku AP Location

e B ELTEX-WLC-MIB peanusosaHa Tabnuua
eltWicApRadioTable (OID .1.3.6.1.4.1.35265.1.224.1.3.2.4), cogepxaliasn faHHble paamo-
napametpos T/

e B ELTEX-WLC-MIB go6asneH OID eltWicApHostname (OID
.1.3.6.1.4.1.35265.1.224.1.3.2.3.1.11) ansa nonyyeHve hostname T/,

e B ELTEX-WLC-MIB go6asneH OID eltWicApLocation (OID
.1.3.6.1.4.1.35265.1.224.1.3.2.3.1.12) ans nonyyeHne AP Location T/
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e WLC:
e MogaepxaHa pa6ota ¢ T WOP-30LI
e MakcumanbHoe uncno T4 ana WCL-3200 ysennyeHo go 3000
Ontumunsaums paéotel WLC, paboTa ¢ ceccusimmn T[], pasHeceHa Ha HECKOJIbKO saep
OnTummnsauns paboTbl MeHemkepa 06HoBNeHMA T/, peasin3oBaH CKONb3ALWNIA rpadmk
e PeasimzoBaHa BO3MOXHOCTb paclumpenus uncna T yepes ELM
MOHUTOPUHT
e PeannsoBaHa komaHaa show wic ap firmware gns BbiBoga nHopmauum o
nogaepxmsaemoix TA un MO gna HUX
e PacLumpeH xypHan cobbitnin T, fo6aBneHa nHgpopmaumns o npouecce NogkItHeHns
e [lo6asneH IP-agpec knveHTa B BBOA komaHabl show wlc clients
e [lo6aBneHbl BbiBOAbI cTaTyca 802.11v B koOMaHAbl MOHUTOpUHTra AirTune show wic airtune
roaming statistics <ap location> 1 show wlc airtune <ap mac>
e PeasiM30BaHO OTOOpaXeHue cpefHein N MakCUMasibHOM yTum3aunmn pagnokaHana, Ha
KoTopom pa6oTtaeT T/, B BbiBoge show wic ap <mac> detailed
e PeannizoBaHa BO3MOXHOCTb cHATUSA nora RADIUS-cepeepa npu NOAKAIOYEHUN KNTUEHTa
e KoHdurypaums
e PeanunioBaHa HacTpoiika T/ ans pabotbl ¢ noptasiom no cxeme Cisco-like gna T4 WEP-3ax
e PeanM3oBaHa HacTpoOKa orpaHUyeHnst CKOpocTu ansa Tpaduka knmeHtoB/SSID/broadcast/
multicast
e Peasim3zoBaHa BO3MOXHOCTb HACTPOWKM Arana3oHoB IP-aapecoB ans 6es1oro cnucka B
HacTpolikax BHELUHero noprana
e PeannsoBaHbl KOMaHzb! rates-basic 1 rates-supported ans HacTpoiikm Supported/Basic
rates B radio-2g/5g-profile n nHamBuayanbHbix HacTpoek T/, (ap <mac>)
e PeanuiosaHa HacTpoiika B 802.11v B AirTune
e Peann3oBaHo ocnabneHve Baingaumm Ana nHaMBmayanibHbix HacTpoek T/, (ap <mac>),
MOZE/b 1 NIoKaumnsa He Bcerga obsa3aresibHbl /15 3arno/IHEHUA
» PeanusoBaHo yBenmueHue umicna npodmnein WLC (radio-2g/5g-profile, radio-5g-profile,
ssid-profile, ap-location, radius-profile) go 80 % oT MmakcumasnbHoro uicna T/,
e PeanunioBaHbl komaHabl ip dhep information option <> gnsa ynpasnenus Hactpoiikamu DHCP
Option 82 Ha T/
e WIDS/WIPS
e PeannsoBaHa BO3MOXHOCTb HacTpoiku WIDS/WIPS, doyHKLMOHaN akTUBUPYETCA NULLEH3NEN
e PeanusosaH xypHan cobbitnin WIDS/WIPS

e TyHHe/NMpoBaHue:
e PeanunioBaHa komaHaa tunnel-isolation gns BkntoueHms nsonsumm B softgre-controller npu
pa6oTte B pexume data-tunnel configuration wic
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Bepcua 1.28.1

e MOHMWTOPWVHT 1 ynpaB/ieHne:
e CLI

e PeannsoBaHa BO3MOXHOCTb KonvpoBaHusi ¢ hdd no npotokonam ftp/scp/sftp/tftp (tonbko
anst ESR-1700)

e Peann3oBaHo 0To6paxeHne gaHHbix 0 CSR B BbiBOge komaHAb! "show crypto certificates"

e PeaninzoBaHa BO3MOXHOCTb Npu nepesarpyske ykasatb MMs haiina-koHurypaumm, ¢
KOTOpOI4 3arpy3utcst MapLupyTnsaTop

e PeanuisoBaHa BO3MOXHOCTb KOHthurypmpoBaHusi DSCP-nakeToB, oTnpaBndembix Ha ELM-
cepsep 1 Ha EDM-cepBep

e Peasnin3zoBaHa BO3MOXHOCTb NpocMoTpa cogepxmmoro DNS-kawa ¢ nomoLbto KoMaHApl
"show dns records"

e Peanm3oBaHa BO3MOXHOCTb 04ncTKM DNS-k3Lwa npu nomolm komaHgp! “clear dns records”

e Peann3oBaHO 0TOOGpaxeHne aktyasibHol ckopocTn multilink-nHTepdhelicoB B 3aBUCUMOCTY
oT cocTosiHus ET-nHTepdelicos, BktoUYeHHbIX B multilink

e PeannsoBaHa BO3MOXHOCTb M3MEHEHNSI CTPOKM npurnawexus B CLI ycTpoiicTea npu
noMoLLM KoMaHabl "system prompt’

e PeannsoBaHa BO3MOXHOCTb NpocmoTpa cocTtosiHnss HDD npy nomowm komaHAb! "show
smart" (Tonbko ans ESR-1700)

e SSH:
e Peanm3oBaHa BO3MOXHOCTb Ya/leHMs COXpaHEeHHbIX Ha MapLupyTmu3aTope SSH-fingerprint
no AOMEHHOMY UMEHW UK C UCNOMb3oBaHuem onuun "all”
e Syslog:
e PeanunsoBaHa nogaepxka syslog facility
e PeanmzoBaHa BO3MOXHOCTb 3anvcu 10roB Ha BHeLwHue Hocutenu (MMC, USB, HDD)
e SNMP:

e PeanunioBaHa komaHaa "show snmp oids" ans BbiBoga MHopMaLmm 0 akTUBHbIX B laHHbII
MomeHT SNMP OID

e B "ELTEX-GENERIC-MIB" peannsosaHa OID "eltexCpuProcessesStatTable" ans nonyyeHus
MHdopmaLmm 06 NCNoNb30BaHMK pasInyHbIMK npoueccamu pecypcos CPU n RAM
MapLupyTusaTopa

e PeannszosaH HoBbIli MIB "ELTEX-ESR-FIREWALL-MIB' c OID
"eltEsrFwConnectionStatTable" nns nonyuyeHns nHpopmaumm o TeKyLLeM KONMyecTBe
firewall-ceccunii no npoTokonam

e MapuwpyTumsaums:
e Static:
e PeannsoBaHa BO3MOXHOCTb KOH(DUIYpMpOBaHusa cTatuyeckux multipath-mapupyTtos
e BGP:

» PeannM3zoBaHa BO3MOXHOCTb U3MeHeHust (set, remove, add) aTpnubyToB BGP-mapLipyToB
(community, extcommunity, local-preference, origin, preference, tag, weight) Ha ocHoBaHuWK
cTatyca track

e PeannsoBaH BbIBOA, MHhOpMaLMmM 0 cornacoBaHHbIx address-family gns BGP-neighbor

e PeanM3oBaHa BO3MOXHOCTb UCNONb30BaHus knaccudunkaumm no "local-preference” B
"route-map"

e PeannizoBaHa BO3MOXHOCTb BK/1oUYeHUs HacnegoBaHua OSPF COST B BGP MED nipu
peancTpmnbyuumn ¢ nomoLlbio komaHabl "inherit-cost ospf”

e OSPF:

e PeasninzoBaHa BO3MOXHOCTb OTK/IOMEHUSI aHOHCKMpoBaHue secondary-agpecos ¢ OSPF-
NUHTepdencos

e OTKIOYEeHa nogaepxxka no ymonyanuto RFC5838 ans OSPFv3

e BFD:
e [1ns show- n clear-komaHg go6asneHsbl knoum "vrf' n "neighbor”
» Peanm3oBaHa BO3MOXHOCTb KOH(UIyprpoBaHusa npoTtokona BFD ansa RIP(ng)
e Security:
e Firewall:

U4 .
\ ) SEC.RU KopoTkun nyTb K MHbopmauum CkauvaHo c sec.ru




WLC-Series. Release notes. Bepcus 1.36.4

e Peanm3oBaHa BO3MOXHOCTb paboTbl Application Firewall B pexume statefull
e PeannsoBaHa BO3MOXHOCTb KOH(PUIypmpoBaHus rate-limit gna Habopos npasus
MEXX30HOBOIO B3aMMOZENCTBMSA U3 NO/Ib30BaTE/IbCKOIN 30HbI B 30HY self
IPsec:
e PeannsoBaHa BO3MOXHOCTb Npu kKoHgurypuposaHun IKE-Getway B kauectse "local
interface" ykasbiBaTb PPPOE-TyHE b
e PeannsoBaHa BO3MOXHOCTb Npu kKoHgurypuposaHun IKE-Getway B kauectse "local
interface" yka3biBaTb cellular-mogem
e PeannsoBaHa BO3MOXHOCTb KOH(PUIYpMPOBaHWs akTuBauun IPsec vpn B 3aBUCUMOCTY OT
cTatyca track
3awmTa oT aTak:
e Peanm3oBaHa BO3MOXHOCTb yka3aHus "white list" IP-agpecos ansa komaHab! "ip firewall
screen spy-blocking spoofing", 4na koTopbIx He ByaeT cpabaTbiBaTh faHHasA 3awmTa
IDS/IPS:
e PeannzoBaHa BO3MOXHOCTb yAasieHnst HacTpoek IPS npu nomowm komaHabl "'no security
ips"
e PeannsoBaHa getanunsaums BbiBoga komaHabl "show security ips counters”
ACL:
e PeannsoBaHa BO3MOXHOCTb HasHavyeHust ACL Ha chmanuecknx nitepgoericax Ha output
AAA:
e Peanm3oBaHa BO3MOXHOCTb yka3aHus "description” npu koHdurypmposaHun RADIUS/
TACACS/LDAP-cepsepoB

DHCP:

e PeanuisoBaHa BO3MOXHOCTb paboTbl HeCKONbKMX DHCP-nynoB Ha ogHoMm IP-uHTepdieiice
e NAT:

e YBenuuyeHo konnyecTso pool ruleset u rule ans NAT ans pasnuyHbix mogeneni

¢ QoS:

e PeanuisoBaHa BO3MOXHOCTb Knaccudmkaumm naketos no nonatwo MPLS exp
Pe3epBupoBaHue:

e PeanunszosaHa nogaepxka dhcp-failover B VRF B pexume active-standby

e PeanuioaHa nogaepxka firewall-failover B VRF
VRRP:

e PeanuisoBaHa BO3MOXHOCTb copoca cocTosiHus otaensHoro VRRP-ID n VRRP-GROUP

e Peasim3zoBaHa BO3MOXHOCTb KOH(oUrypuposaHusa HacnegosaHus VRRP-ctartyca gpyroro
VRRP-npouecca

SLA-TecT:

e PeanuioaHa nogaepxka IPvé ans IP SLA Eltex

e PeannsoBaH HoBbIli TN SLA-TecTa "tcp-connect"’, No3BoNsoLWMiA NPOBEPATL AOCTYNHOCTb
TCP-nopta

e PeasimzoBaHa BO3MOXHOCTb MOKOro KOHOUIrypupoBaHus ycrioBus Ans cMeHbl ctatyca SLA-
TecTta

Tracking:
e Peasim3zoBaHa BO3MOXHOCTb OTC/IEXMBAHUA COCTOSAHUSA MHTePPencoB 1 TyHHenemn
Cluster:

e PeannsoBaH psif KOMaHg, BbIBOAALWMX MHGOPMALMIO NO IoHUTaM Knactepa: "show
interfaces’, "show [ipv6] vrrp", "show vrrp inherit", "show lldp neighbors", "show lidp
statistics"

e Peasim3zoBaHa BO3MOXHOCTb NPOCMOTPa COCTOSAHUA CUHXPOHU3aLMM KOHUrypaumum Ha
toHMTax npu nomoLuy komaHzabl "show cluster sync configuration®

e Peasim3zoBaHa BO3MOXHOCTb KOH(UrypuposaHus BGP-cocefcTB 18 pasHbix unit

e TyHHeNunpoBaHue:
e GRE:
e Peasim3zoBaHa BO3MOXHOCTb UCMNOJ/Ib30BaHWSA B KaYecTBe /IoKasibHOro wiito3a GRE-TyHHenein
VRRP-agpec
e DMVPN:
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e PeanM3oBaHa BO3MOXHOCTb npu koHdurypmuposaHu DMVPN-SPOKE B kauecTse "local
interface" ykasbiBaTb PPPOE-TyHENb
e WireGuard:
e PeanM3oBaHa BO3MOXHOCTb yka3zaHus address-range/prefix ans komaHgpl "access-
addresses"
e YBE/IMYEHO MakCUMasibHOE KOIMYECTBO peer AN Kaxaoro RA-cepeepa B 3aBUCUMOCTU OT
MoAenv MapLupyTusartopa
* /I3meHeHo Ha3BaHUs pexnma koHdurypuposaHus "(config-wireguard-tunnel-peer)#' Ha
"(config-wireguard-peer)"
e VESR:
e PeannzoBaHa BO3MOXHOCTb YKa3aHUsA CEPUNHOIo HoMepa B NpoLecce yCTaHOBKM 13 obpasa
e PeannsoBaHa BO3MOXHOCTb KOPPEKTHOro oTk/toueHns VESR npu nomowm komaHgb! "power-off" B
CLI
e PeanM3oBaHa BO3MOXHOCTb KOPPEKTHOro oTkAtoueHnss VESR npu nomoum komaHAp! "power-off" B
rmnepeusope
e PeanmzoBaHa BO3MOXHOCTb pa6oThl ¢ ELM-offline (Tonbko ansi vVESR)
e PeanusosaH aBTOMaTU4YECKNA BUHONHT UHTEPENCOB
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Bepcua 1.26.1

MNepeyeHb U3MEHEHUIT B Bepcuu:

e MOHWUTOPVHT N ynpasJ/ieHune:
e CLI:
e OnTMM3npoBaHa HacTpoiika ip failover
e [lo6aBneHa komaHga show crypto certificates pfx gna npocmotpa nogpo6Hol
nHdopmaumm o PKCS#12
e lo6aBneHa komaHga show crypto certificates crl s npocmoTpa nogpo6HOI MHhopmaumm
o CRL
e [lo6aBneHa komaHga unmount storage-device an1a koppekTHoro ussneyexnnst USB/SD
Hakonutens
e [lo6aBneHa BO3MOXHOCTb yKa3aHUs KOH(purypawmm, KOTOPY YCTPOMCTBO NPUMEHUT Npu
cnepyioulen 3arpyske
o WEB:
e [lo6aBneH pexnm KOHUryprpoBaHus
e [lo6aBneHa HacTpolika 6/10ka KoHpurypaumm WLC
e [lo6aBneH BbiBOA hostname T/ Ha cTpaHuue "KnmeHTbl"
e [lo6aBneHa BO3MOXHOCTb CkaunBaHust oT4eToB RRM
e WLC:
e MopaepxaHa pab6ota WLC Ha ESR-30, chyHKUMOHaN akTUBMPYETCA NULEH3NE
e MogaepxaHa pa6ota ¢ TA: WEP-2ac, WEP-2ac Smart, WOP-2ac, WOP-2ac rev.B, WOP-2ac
rev.C, WEP-30L-Z
e [lo6aBneHo pesepsupoBaHne Airtune
e [106aBNEeHO OTOGpPaXXeHME COOLITUIA POYMUHIA B XXYpPHae KIIMEHTOB
e [lo6asneHo yeegomneHune cepsmcoB WLC n RADIUS npu nepereHepayumn Knoyen n
cepTUrKaToB No yMOIHaHMIO
e [lo6aBnieHa HacTpolika BHelwHero noptasa Ha T/ no cxeme Cisco-like
e [lo6aBnieHa BO3MOXHOCTb coxpaHeHust hostname T/], 3a4aHHOro BPy4HYHO Ha YCTpOCTBE
e [lo6aBneHo none description B XxypHan T/,
e OnTumMuM3npoBaHa pabota MeHekepa 06HoBIeHUA T/,. O6HOB/IEHNE BbINOHAETCA HAOOPOM Mo
50 T4, c yueToM 4acoBOro nosica siokauun
e Y6paHo aBTOMaTnyeckoe obHoseHme T/, nocne 3arpysku carina Nno
e [lo6aBneHo nony4vyeHne hostname T/ ANs MOHUTOPUHIa
e [lo6aBneHo none description gns airtune-profile
e [ogaepxaHa npuumHa oTkAUYeHns knueHTta "Death due to client DHCP fail"
e PaclumpeHbl BO3MOXHOCTU (ouNbTpaLmmn XXypHanos
e [lo6aBnieHa BO3MOXHOCTb OrpaHn4yeHust pasMmepa xypHasia no gHsam
e [lo6aBneHa BO3MOXHOCTb HACTPOWNKM cepTudinkaTa u kya g5 service-activator
e [lo6aBneHa BO3MOXHOCTb HACTPOMKM anvacos A1a komaHg WLC
e [lo6aBneHbl Nnpocmnn no ymonyanuto ans radius-profile n airtune-profile
e [lo6aBneHa BO3MOXHOCTb BKNKOUEHME pexnma 6esonacHocTn OWE ana SSID
e [lo6aBneHa komaHga set wlc indication ons BkIoueHns nHgukauum ctaTycHoro ceetoguoga T,
e [lo6aBneHa BO3MOXHOCTb HAaCTpoOikn mac-auth Ha T/
e [lo6aBfieHa BO3MOXHOCTb Bbl6opa AnHaMmuueckux napametpos (MAC-agpec knveHTa n T) B
MOHUTOPWHIe
e [lo6aBneHa npoBepka crtaTyca onTuMmnsaLmm airtune B MOMEHT 3anycka
¢ RADIUS-cepsep:
e Bk/itoyeHuve pexuma TLS nepeHeceHO ¢ r106a/1bHOr0 YpOBHSA B JOMEH
e AirTune
e [lo6aBneHa HacTpolika poymuHra 802.11v ana WEP-3ax
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Bepcua 1.24.6
e Mopaepxka mapwpyTtmnsatopos ESR-1511 rev.B
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Bepcua 1.24.5

e PeanusosaHa nogaepxka moaynei TopGateWAN-E1 Ha ESR-31 ana XG-untepdeiicos

U4 .
\ ) SEC.RU KopoTkun nyTb K MHbopmauum CkauvaHo c sec.ru




WLC-Series. Release notes. Bepcus 1.36.4

Bepcua 1.24.1

MNepeyeHb U3MEHEHUIT B Bepcuu:

e MapLpyTm3saums:
e RIP:
e PeanunioBaHo ynpasneHue onuueii split-horizon with poison-revers
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Bepcua 1.24.0

MNepeyeHb U3MEHEHUIT B Bepcuu:

e PeannsoBaH (hyHKUMOHaN KnacTepusaunn B pexume Active-Standby
e PeanusosaH (hyHKUnoHan suptyanmsaumm ESR B Buae obpasa VESR
Peanun3oBaHa nogaepxka atpubyta primary/secondary ans IPv4-agpecos
PeanunsosaHa nogaepxka moaynen TopGateWAN-ET Ha ESR-3300
e MOHMWTOPWVHT 1 ynpaB/ieHne:
e CLI
e PeannzoBaHa BO3MOXHOCTb MCMNOJIb30BaHMA NOrMYECKOro onepatopa "nnn" B wabnoHe
nomcka npu ounbTpaumm BelBoga
e PeannsoBaHa komMaHAa AN BbIBOAA NPUUMHbBI NocneaHel nepesarpy3km "show system
reload"
e Peanni3oBaHa komaHaa "unmount storage-device"' ana koppekTHoro nssneyeHunst USB-/
MMC-Hakonutenei
e PeanunioBaHa komaHaa "show interfaces switch-port vlans" ans oto6paxenusa VLAN,
CKOHOMIYpPUPOBaHHbIX Ha MHTepdiencax
e [lo6aBneHa nHpopmauums o hunbTpaumm NPoLeccoB B BbIBOA KOMaHAb! "show syslog
configuration”
e [lo6aBneHbl Ktoun komaHAabl "show version" ans BbiBoga MHpOpMaLMM 0 BEPCUSIX TONTbKO
0TAENbHbIX KOMMOHEHTOB
e [lo6asneH koY "inactive" gnsa komaHabl "boot system”
¢ [/I3MeHEH BbIBOA, OLUMOOK MNpy NPUMEHEHUN KOHdMrypaumm ns caina
e [puBeaeHbl K eanHOMY hopMaTy BbIBOA, AaTbl, BpEMEHM 1 uptime BO BCex show-koMaHgax
e I3mMeHeH hopmar BbiBOAA Tab/IMUYHOIO NpeAcTaB/ieHNs KOMaH4;
e show bootvar
e show interfaces counters
e show interfaces status
» show interfaces description
e YMeHblueHa 40 110 cMBONOB LWUMPUHA TabnuL, BbIBOAMMbIX MO C/EAYHOWMM KOMaHAaM:
e show interfaces bridge switch-communities summary
e show interfaces status voice-port
e show content-filter
e show pbx peers
e show wilc clients
e show wlc ap interfaces
» show wlc service-activator aps
e show wilc airtune rrm optimization report
e show aaa radius-servers

Syslog:
e PeannsoBaHa reHepaums syslog-coobueHunii 06 nI3aMeHeHUN akTyasibHOM CKOPOCTK
arpermpoBaHHoOro nHrepdelrica
SNMP:
e PeanusosaHa nogaepxka SNMP OID sysServices
LLDP:
e PeanM3oBaHa BO3MOXHOCTb yka3aHus IP-agpeca n3 VRF B kayecTtse "lldp management-
address"
Zabbix:
e O6HoBneHa Bepcus iperf2 ¢ 2.0.13 Ha 2.2.0
e MapuwpyTumsaums:
e PeanuisosaHa BO3MOXHOCTb peanucTpmnoyumm mapLupyTtoB 13 RIPng B ISIS
e BGP:
e PeanM3oBaHa BO3MOXHOCTb yKa3zaHus kntoda "all" gna komaHabl "next-hop-self' ans
3ameHbl nex-hop BO BCex aHOHCMPYEMbIX MapLupyTax. be3 gaHHoro kntoya 3ameHa next-hop
NPOUCXOAUT TONBLKO AN MapLLPYTOB, NO/TyYEHHbIX Mo eBGP
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e PeanmzoBaHa BO3MOXHOCTb Ha3HaueHUsi route-map Ha aHoHcupyemyto noaceTb (network)
[ANS U3MEHEHNA/YCTaHOBKM aTpnbyToB
e PeanuioBaH doyHKumnoHan BGP AS-list
e PeannsoBaH (hyHKUMOHAN yBEIMYEHUSI/yMeHbLUEHNS BGP-MeTpukn Ha onpegeneHHoe
3HayeHune no track
e PeannioBaHa nogaepxka mexaHu3ma replace-as B atpnoyte BGP AS-Path
e PeanuioBaH doyHkumoHan BGP Conditional Advertisement
e PeanunizoBaH SNMP OID eltEsrBgp4V2PeerLastEstablChange, otaatowmii Bpemsi B cekyHaax
c MomeHTa nepexoga BGP-neighbor B cocTtosiHne Established nnv Down
e PeanunzoBaH SNMP OID eltEsrBgp4V2PeerImpRouteCount, oTgatoLumii KONNYECTBO
MapLLpPYTOB, NPMHATLIX 0T BGP-neighbor
e OSPF:
e PeanusosaHo otobpaeHne OSPF LSDB B pacluMpeHHOM Buae
e PeanunioBaHa pabota ECMP ans mapwpyTtoB OSPF External-2
e PeanunszoBaH thyHkumoHan OSPF ttl security
e Security:
e Peanmi3oBaHa kKomaHaa Ans BbiBOAa NoApPo6HOM nHdopmauun o koHTeliHepax PKCS#12 — "show
crypto certificates pfx"
e PeannsoBaHa komMaHAa ANns BbiBOAa NoAapobHoli nHgopmaumm o CRL — "show crypto certificates
crl"
e [lo6asneHsbl kntoun "valid-after” n "invalid-after" gna komaHg "update crypto default ca’, "update
crypto default cert' n "crypto generate cert'
e YBE/IMYEHO MakCcumasibHOe KoNmnyecTBo 3anuceli B "object-group url" ¢ 32 o 128
e Firewall:
e PeannsoBaHa BO3MOXHOCTb MCNO/Ib30BaHMs object-group mac B npasunax Firewall
e PeanunioBaHa paboTta Application Firewall gnsa IPv6
e 3ameHeHa komaHga "ip firewall sessions allow-unknown" Ha "ip firewall sessions unknown
permit | deny | reject’ c BO3MOXHOCTbIO BbIGOpa AeNCTBMA NPU NOCTYN/IEHMN NAKeTOB
HenoATBePXAEHHON tcp-ceccumn
e [lo6asneH BbiBOA nHGopmaumm o "Description” B komaHge "show security zone-pair"
e [Psec:
e PeannszoBaH pexum make_before_break ans rekeying B IKEV2, perynupyembliii KomaHgom
"security ike session reauthentication’
e 3awmTa oT aTtak:
e PeannzoBaHa 3aliuTta OT aTaku Tmna arp-spoofing ans otaenbHbIX nHTEpencos
e Peann3oBaHo flormpoBaHne atak Tuna arp-spoofing
e PeanuiosaHa 3awurta ot DoS-/DDoS-atak ans IPvé
JlnyeHsmpoBaHue:
e PeanuiosaHa pabota meHegxepa nuueHsnin B VRF
e PeannsoBaHa BO3MOXHOCTb 3arnycka 3anpoca nuueHsnm Ha ELM-ceBep 6e3 oxumgaHus
ncTeyeHusl TaliMepoB Npu NomoLLy komaHAap! "update licence-manager licence”
¢ IameHeH BbIBOA KoMaHAb! "show licence" ¢ yuéToM BO3MOXHOCTM NOMYUYEHUS NTULEH3NIA OT
ELM-cepBepa
IDS/IPS:
e Peann3oBaHo f10rmpoBaHne noTepu CBA3M C USer-server curHatyp
¢ I3mMeHeHa nocnegoBaTesibHOCTb 06pPaboTKN BXogsLero Tpaduka. Ha 06paboTky Tpadumk
IDS/IPS noctynaet nocne pa6otbl Firewall
Web filtering:
e PeanuioBaHa nogaepxka web filtering ans npotokona https
e PeannsoBaHa Nogaepxka BpeMeHHbIX nnueH3nii web filtering
e PeannzoBaHa BO3MOXHOCTb MCNO/Ib30BaHNs master-category npu koHhurypuposaHmm
dyHKumoHana web filtering
e AKTya/IM3npoBaH CMUCOK KaTeropuin npu koHurypuposaHum cyHkumoHana web filtering
e ACL
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e YBE/IMYEHO MakcumasibHoe Konnyectso npaeun B ACL ¢ 255 go 400 gns ESR-15/15R/
15VF
e Pe3epBupoBaHue:
e VRRP:
e [lo6aBneH cton6ey, "Group" B BbIBOA KOMaHabl "show vrrp"
e SLA-TecT:
e Peasim3oBaH HOBbI TN SLA-TeCTOB — icmp-jitter
e PeannzoBaHa BO3MOXHOCTb YCTAHOBKM NOPOroBbIX 3HAYEHWUI KaK YCNOBUE YCNELIHOCTU
SLA-TecTa
e Peanm3oBaHa BO3MOXHOCTb 3aaaHus "description” ans IP SLA TectoB
e Peann3oBaHO XpaHeHVe UCTopumn pesysibTaTtoB paboTbl SLA-TeCcToB
e PeanuisoBaHo NpegocTaB/fieHme ncTopun pesynbtatoB paboTbl SLA-TectoB no SNMP
e IameHeH BbiBOA KomaHAb! "show ip sla test statistics <NUM>" ansa icmp-echo-tectos. Ans
Hen3mepsieMbIX NapamMeTPoB Hy/1EBbIE 3HAYEHNSI 3aMEHEHbI HA NPOYEPKN
e Track:
e [lo6aBneHo none "description” B BbiBog komaHpbl "show tracks”
e TyHHENUPOBAHME:
e VTI:
e Peanm3oBaHa BO3MOXHOCTb yKasbiBaTh "local interface"” BmecTo "local address” VTI-
TYHHEenNs
e DMVPN:
e PeanuisosaHa BO3MOXHOCTb pab6oTbl DMVPN-HUB 3a STATIC NAT
e [lo6aBneHo otobpaxeHne cnara "P - protected” gna NHRP-peers, ans KoTopbix
ycTaHoBneHa IPsec-ceccusi B BbiBoge komaHabl "show ip nhrp peers”
e [lo6aBneH kntou "group name <GROUP-NAME>" ansa dounbTpauum BbiBoga komaHap! "show
ip nhrp peers"
e YaaneHa Heo6XoANMMOCTb YKa3aHUsi Macku nogceTtun B BbiBoge komaHabl "ip nhrp nhs'
e VESR:
e PeannszoBaHa noggepxka xxectkmx anckos tuna SCSI LSILogic B nHctanniaumax vESR
e [lo6aBneHa noggepxka runepBn3opos:
e Xen B pexunme HVM
e QEMU
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Bepcua 1.23.6

MNepeyeHb U3MEHEHUIT B Bepcuu:

e MOHWUTOPVHT N ynpasJ/ieHune:
e SLA:
e PeanuisoBaHa BO3MOXHOCTb ynpasneHus DF 6utom ans SLA-Tectos
e MapLpyTm3sayms:
e PaclumpeHo konn4yecTtso route-map gns ESR-15
e BGP:
e PeanuioBaH qoyHkunoHan BGP fall-over
e HacTtpoiikn npotokona BFD nepeHeceHbl B pa3aen BGP fall-over
e Peasim3zoBaHa BO3MOXHOCTb NPUBA3KM route-map k aHoHcupyemoit no BGP nogceTn
e Peasin3oBaHa BO3MOXHOCTb YBE/NINYEHNEe/YMEHbLLEHNA METPUKN Ha onpeaeneHHoe
3HayYeHune
e Security:
e Firewall
e BbINoNHEHa KOPPEKTUPOBKA NMMNTOB Ha KosmyecTBo firewall-ceccuii
e TyHHeNunpoBaHue:
e DMVPN
e PeannsoBaHa noggepxka HasHayeHus anHammndeckoro IP-agpeca Ha DMVPN SPOKE
e DHCP:
e YBenunuyeHo konmyecTso ip helper-address Ha uHTepdeiice go 6
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Bepcua 1.23.3

MNepeyeHb U3MEHEHUIT B Bepcuu:

e Mopaepxka mapwpyTtmsatopos ESR-31/3200L/3300
e MOHWUTOPVHT N ynpas/ieHune:
e CLI:
e Pea/sin30BaHO NOBTOPHOE OTOOGpaXkeHne 6aHHepa BbIBOAMMOrO A0 ayTeHTUdmKauum
nosib3oBaTesisa Ha MapLUpyTM3aTope Npu Haxatun KoMmouHaumm knasuuw "ctrl"+"c"
e PeannsoBaHa npoBepka IP-agpecos, ykasblBaeMbIx B KauecTBe remote-address B syslog
host, Ha npycyTCcTBME HA camoM MapLipyTM3aTope
e YBenun4yeHo konmyecTsBo loopback-uHtepdeiicos oo 32
e Peasim3zoBaHa BO3MOXHOCTb 3anvcy gamna Tpadvka B cainn
e PeannsoBaHa BO3MOXHOCTb (onibTpaummn BobiBoga komaHa show running-config n show
candidate-config no kntouy "syslog"
e Pea/iM30BaHO pasfenieHne Mexay Bcemu 6,10kamMmu KoHpurypaumii
e Peanni3oBaHo oTobpaxeHne nHgpopmaumm o QSFP28 B BbiBoAe koMaHAbl show interfaces
sfp
sFlow:
e PeanM3oBaHa BO3MOXHOCTb oTnpaBku sFlow-ctatnctukn B VRF
Zabbix:
e Peanmi3oBaHa BO3MOXHOCTb 3anycka iperf3 cpeactesamu Zabbix-agent
SNMP:
e PeannsosaHa otnpaBka SNMPv3-trap
e SLA:
e PeannsoBaHo cpabaTbiBaHue track npy HeygayHom npoxoxaeHun SLA-Tecta
e PaclumpeH BbIBOZ onepaTuBHOW nHGpopmauun o paboTte SLA-TecToB
e Peasim3oBaH MexaHu3M n3MeHeHunst KoHdurypaumm SLA 6e3 nepesanycka BCex TeCTOB
e Peasim3oBaHa nNpuBsa3ka BbINosIHeHNss SLA-TecTa K COCTOSAHWIO HTepdhelica
e MapLpyTm3saums:
e [lo6aBneH HoBbI TN MapLupyToB NHRP Shortcut
e PeasimzoBaHa BO3MOXHOCTb (puibTpauum MapLUpyTOB C NMOMOLLbIO PEryIipHbIX BblpaxkeHWI
e BGP:
e PeanuioBaH goyHkumoHan local-as ¢ nogonuusimn no-prepend u replace-as
e PeasimzoBaHa BO3MOXHOCTb arpermpoBaHmsa MapLUpyTHON nHopmMaLmmn npu
aHoHcuposaHun no BGP
e PeanuisosaHa BO3MOXHOCTb (unNbTpaunsa mapLupyTos no atpmubyty BGP Next-Hop
e OSPF:
e PeanuisoBaHa BO3MOXHOCTb NepeBoaa nHrepdelica B pexum passive ansa npotokona OSPF
e PeannzoBaHa BO3MOXHOCTb KOH(PUIYpMpPOBaHWs Ha MHTepdielice napameTpa "reference-
bandwidth"
e PeasimzoBaHa BO3MOXHOCTb BK/IHOYEHUS aBTOMartunyeckoro pacyéta OSPF-cost gnis
NUHTepdencos
e PeannzoBaHa nogaepxka pexumma point-to-multipoint broadcast
e PeanuzoBaHa nogaepxka pyHkumnoHana ECMP ana OSPF External mapwpyTos (E1 1 E2)
e Multiwan:
 MepepaboTaH MexaHN3M NPOBEPKM NapameTpoB multiwan Ha aTane HacTpoIiku

e MPLS:
e Peanm3oBaHa BO3MOXHOCTb B koMaHAe advertise-labels koHdurypupoats "prefix" ¢ kntouamm
'eq", "ge" nnn "le"
e PaclumpeH BbIBOA MHGOpMauun npy nogpobHom npocmoTpe 3anucein VPNv4 n VPLS
e Security:
e [Psec:
e PeannsoBaHa BO3MOXHOCTb Mcnosib3oBaHus "local interface" npu HacTpoiike "security ike

gateway" ans nocTpoeHust IPsec oT MHTepPENCcoB ¢ AMHAMUYECKMI apecamm
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e PeannsoBaHa komaHAa clear security ipsec vpn <VPN-NAME> gns c6poca ogHoro v3
Tekywmx VPN-coeanHeHui
e PeanMzoBaHa BO3MOXHOCTb 3afaHusi pa3nnuHbix PSK ansi pasHbix remote-address (ike
keyring)
e PeanuiosaHa nogaepxka rpynn Diffie-Hellman go 31
e |IPS
e PacwwupeH BbiBoA komaHabl show security ips counters
Firewall
e PeasimzoBaHa BO3MOXHOCTb B MpaBu/iax ykasblBartb XOCT/noacetb 6e3
ncnonb3oBaHus object-group network
e PeannzoBaHa BO3MOXHOCTb (hn/IbTpaLMm LUMPOKOBELLATENIbHbIX NakeToB A1 "security
zone-pair any self"

ACL:
e PeannzoBaHa BO3MOXHOCTb MCNOJIb30BaHMsA gnanasoHa tcp/udp-noptos B npaBunax ACL
AAA:
e PeannizoBaHa BO3MOXHOCTb aBTOpPU3aLnn BbINOSIHAEMbIX kKoMaHA npy nomowm TACACS-
cepsepa

¢ QoS:
e PeanuioBaH doyHkumoHan traffic policing
e PeanuisoBaHa BO3MOXHOCTb nepemapknposkm noner CoS n DSCP Ha BbIXogHOM MHTepdieiice
e PeanuioBaHa nogaepxka peer-tunnel-QoS nonntuk ans DMVPN Spoke-to-Spoke TyHHenei
e TyHHeNunpoBaHue:
e PeannzoBaHa nogaepxka npotokona TyHHenuposaHus WireGuard
e DMVPN
e Y yylleHa CKOpOoCTb M CTabu/IbHOCTb PaboThl
e lopaboTaH BbiBOA kKOMaHabl show ip nhrp
e [1na ESR-1700 yBenuueH numnut GRE-TyHHenel no 3200
e [1na ESR-1700 yBenuueH numut noakntodaemMbix mMGRE SPOKE o 2000 Ha kaxabli mGRE
HUB
e DHCP:
e PeaninzoBaHa BO3MOXHOCTb KOH(PUIypMpoBaHus napameTtpa next-server gnsa DHCP-server pool
e NTP:
e PeasimzoBaHa BO3MOXHOCTb KOH(urypuposaHuss NTP-server ¢ ykasaHuem He Tonbko IP-agpeca,
HO 1 JOMEHHOI0 UMeHW
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Bepcua 1.20.4

MNepeyeHb U3MEHEHUIT B Bepcuu:

e MOHWUTOPWHT 1 ynpaB/eHme:
e CLI:
» PeanunsoBaHa BO3MOXHOCTb OrpaHNYeHnst focTyna K ssh-cepBepy mapLupyTmsatopa npu
nomoum komaHapl ip ssh access-addresses
» PeanunsoBaHa BO3MOXHOCTb OrpaHnyeHust goctyna K telnet-cepeepy mapLupyTtsatopa npm
nomoum komaHgpl ip telnet access-addresses
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Bepcua 1.20.3

MNepeyeHb U3MEHEHUIT B Bepcuu:

e MapLpyTtusaums:
e BGP:
e PeanunszosaH thyHkumoHan Dynamic Neighbors
PeannsoBaHbl MexaHu3Mbl yaasieHna community 1 extcommunity B aHoHcax
e PeasiM3oBaHbl MEXaHU3Mbl 3aMeHbl community 1 extcommunity B aHOHCcax
Peanim3oBaHa BO3MOXHOCTb KOH(hurypuposaHus address-family B peer-group
PeannsoBaHo oTo6paxeHne napameTpoB Next Hop, Local
Preference, MED, Community, EXT Community B BbiBOAe KOMaHAabl show bgp ans
KOHKPETHOro mapLupyra
e OSPF:
e PeannsoBaHa BO3MOXHOCTb peanucTpmbbioLmmn mapwpyTos ¢ External Type-1
e PeasimzoBaHa BO3MOXHOCTb 3aaHnsi METPUKM MapLipyTa npu peauctpnoboLmm
e MultiWan:
e Peanm3oBaHa BO3MOXHOCTb MapknpoBku ceccuin ana MultiwAN ans otnpaBku OTBETHbIX
nakeToB Ceccun Yyepes TOT Xe UHTepdIeinc, yepes KOTopPbI NOCTYNatT nakeTbl 4aHHOW
ceccuun

e MPLS:
PeanunsoBaH pyHkuUnoHan Inter-AS Option C
e PeannioBaHa nogaepxka HacTpoiiku route-target both gns VPLS
PeanunzosaHa pabota MPLS over DMVPN
PeannsoBaHa BO3MOXHOCTb Nepefayun kagpos L2-npotokonos yepes PW npu nomoLum
komaHgab! 12protocol forward B 12vpn-eompls-view
e MOHWUTOPVHT N ynpasJ/ieHune:
e CLI:
e Peasim3zoBaHa BO3MOXHOCTb BbIYNCNIEHNS KOHTPO/IbHLIX CYMM A1 CEPTUIMKATOB U
NINUEH3UI
e Peann3oBaHO 0TOOGpaxeHne geTtasnibHoW MHhopmaumm no ctatycy paboTtbl multilink
e PeannsoBaHa komaHaa show tech-support g9 hopmmnpoBaHmsa apxmea guarHoCTUYECKOM
MHdopmMaLmmn
e YaaneHa BO3MOXHOCTb 3anyckaTb KoMmaHay monitor gns loopback-nHtepdeiicos
e PeasimzoBaHa BO3MOXHOCTb UCMNO/Ib30BaHNS CMMBOJIOB BEPXHEIO peructpa B MMeHu
nonb3osartens B ssh/ftp/ssh/sftp-knmeHtax ESR
* I3MeHeH BbIBOA, OLIMOKN NOAKIYEHMS MO ssh B xocTe npu HecoBnageHun ssh-knoua B
COOTBETCTBMM C BO3MOXHOCTAMU ESR
¢ I3MeHeHbl NPOBEPKN COBMECTUMOCTU ANna KomaHg, B pasgene ARCHIVE
e YHUIMUMPOBaHbI NOACKA3KM A1 KOMaHA, KOHbUrypmuposaHus mail server
e OTK/IOYEH 3aMnyCcK pe3epBHOro KONMpoBaHUs TekyLLel KOHdurypauumn npu ctapTe
yCTpoiicTBa
e Syslog:
e PeannsoBaHo 3anosiHeHune noneii hostname n ip-agpec B syslog-naketax
* IameHeH chopmaT cooblieHunii logging service start-stop
* 13meHeHo 3anonHeHne nonsa APP-NAME B syslog-coo6LieHunsix
* /3meHeH hopmaT /10roB, koTopble hopmMupytoTcsa Ha VolP-uune (Tonbko anst ESR-12V/
12VF)
e SNMP:
e B ELTEX-GENERIC-MIB co3gaHa Tabnuua eltexUtilizationlfTable, cogepxatian cuetunkm
yTunu3aumm nHtepgencos
e PeanuzoBaHa nogaepxka OID cntpPeersVarTable (OID 1.3.6.1.4.1.9.9.168.1.2.1) -
nocneposaresibHOCTb cntpPeersVarEntry co Bcemu BnoxeHHbIMu atpubytamu n3 CISCO-
NTP-MIB
e PeanusoBaHa nogaepxka OID hrSystemDate (OID 1.3.6.1.2.1.25.1.2) u3 HOST-RESOURCES-
MIB
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e B ELTEX-ESR-BGP4V2-MIB no6asneHa nogaepxka OID: eltEsrBgp4V2PeerAdminStatus,
eltEsrBgp4V2PeerRemoteAddrStr, eltEsrBgp4V2PeerRemoteaddrStr

e B ELTEX-GENERIC-MIB go6aBneHa nogaepxka OID ans MOHUTOPUHIa IMMUTOB 1
ytunusaumm FIB/RIB gns ipv4/ipv6: eltexRoutingFIBLimit, eltexRoutingFIBUsage,
eltexRoutingFIB6Limit, eltexRoutingFIB6Usage, eltexRoutingRIBUsageBGP,
eltexRoutingRIBUsageOSPF, eltexRoutingRIBUsageRIP, eltexRoutingRIBUsagelSIS,
eltexRoutingRIB6LimMitsBGP, eltexRoutingRIB6LimitsOSPF, eltexRoutingRIB6LimitsRIP,
eltexRoutingRIB6LimitsISIS, eltexRoutingRIB6UsageBGP, eltexRoutingRIB6UsageOSPF,
eltexRoutingRIB6UsageRIP, eltexRoutingRIB6UsagelSIS

e NetFlow:
e PeanunioBaHa oTnpaBka netflow yepes OOB-uHTepdeiic

e Security:
e Firewall:
e Peann3oBaHa BO3MOXHOCTb OrpaHuyeHnsi konmdectsa firewall-ceccuii ans otaenbHbIX
npasun Npy NoMoLLUY KoMaHabl action session-limit
e IDS/IPS:
e PeasninzoBaHa O4YMCTKa CHETYMKOB NpU nepesarpyske n no komaHge clear security ips
counters
e PeanuniaoBaHo OTK/IOYEHME MHTEPGIENCOB C BKIOYEHHBbIM GoyHKUMOHanom IDS/IPS nocne
nepesarpyskn oo ckaunBaHusi U npumeHeHus curHatyp IDS/IPS
e Peann3oBaHa BO3MOXHOCTb YKa3aHUs KONIMYeCcTBa NpaBu 418 KaTeropuy B NpoLeHTax
(rules percent), Bce (rules all) n pekomeHgoBaHHble (rules recommended)
e PeasimzoBaHa BO3MOXHOCTb XPaHEHNS CKaYaHHbIX CUTHATYpP Ha BHellHeM HocuTese (SD/
USB)
e PeaninsoBaHa BO3MOXHOCTb NPOCMOTpa cTatycoB oTBeToB 0T EDM-cepBepa B debug-
pexumme
e [Psec:
e PeannsoaHo otobpaxeHne PFS dh-group B BbiBOAe KomaHAbl show security ipsec
proposal

e PeanusosaHa paboTa pyHkunoHana DPD ans IKEv2
e TyHHeNunpoBaHue:
e PeannsoBaHa BO3MOXHOCTb paboTbl gre-keepalive npu noctpoeHun TyHHens ot IP-agpeca B
apyrom VRF
e Peann3oBaHo npegynpexaeHvne npy BbiNnoaHEHN KOMaHAbl no ip nhrp ipsec B HacTpoiikax GRE-
TYHHENA
e OpenVPN-cepBep, KNMMEHT 06HOBNEH A0 Bepcumn 2.5.3
¢ QoS:
e PeanuioBaH qoyHkumnoHan Per-Tunnel QOS Ha ocHoBe rpynnoBbIx atpuoytos ans DMVPN
e MexaHun3m oTcnexunBaHusa cobbiTuii (track):
e [lepepaboTaH MexaHu3m nameHeHus napametpa BGP AS-path prepend B 3aBucumocTy ot
cocTosiHusA track
e Peann3oBaH MexaHu3M U3MeHeHns napameTpa BGP metric B 3aBUCMMOCTM OT cOCTOSAHMSA track
e VoIP (Tonbko ans ESR-12V/12VF):
e YBeNnunuyeHa MakcumanbHasa gsimHa napameTtpa komaHabl sip-domain address ¢ 31 go 235
CcMMBO/0B B sip-profile
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Bepcua 1.19.2

MNepeyeHb U3MEHEHUIT B Bepcuu:

e [MogaepxxaHo HoBoe ycTporicteo WLC-3200
e TyHHENUPOBAHME:
e [lo6aBneHa BO3MOXHOCTb HacTpoikn MTU ans SoftGRE-TyHHenel
e [lo6aBneHa nogaepxka softgre-controller Ha ESR-15/30/3200
e MOHMWTOPWVHT 1 ynpaB/ieHne:
e CLI
e [lo6aBneHa komaHga commit check gna nposepkn KoHUrypauum 6e3 npumMeHeHns
e [lobaBneHa komaHza crypto generate pfx g1 reHepaymmn pkcs12 koHTenHepa
e WLC:

MopnepxaHa paboTa ¢ Toukoin goctyna WOP-30LS

e [epexopg K yHuBepcasbHbIM npochuaiam radio

Mepexopa K yHnBepcanbHomy npodomnto ssid-profile

[ob6asneHa komaHaa show wic ap vap gn1s npocmoTpa cnvcka BKAYeHHbIX VAP

e [lo6aBsieHa BO3MOXHOCTb HACTPOMKM hostname Toukun goctyna

e Hostname Toukn goctyna fob6assieH B OCHOBHbIE BbIBOAblI MOHUTOPUHIA

e [lo6aBneHa BO3MOXHOCTb OUNCTKK XypHanos WLC

e [lo6aBneHa BO3MOXHOCTb YBE/IMYEHNSI MaKCMMaJsIbHOr0 Ync/ia Tovek AocTyna vyepes NINLEH3NI0

e [lo6aBneHa BO3MOXHOCTb reHepaumm TLS-cepTudpmkaros ans Wi-Fi knneHToB

e [lo6aBneHa BO3MOXHOCTb NnepeonpesesieHns napaMeTpoB paavonHTepdeincoB Touek JocTyna
yepes nHaMBMAyasibHble npoduan

e PaclwmpeHa nHdopmaumsa o NogKIYEHHbIX KnneHTax B BbiBoge show wic clients

e OntummanpoBaHa pabota WLC B cxeme pesepBrpoBaHus

¢ RADIUS-cepsep:

e [lo6aBneHa BO3MOXHOCTb aBTopusauun knneHtoB Wi-Fi uepes LDAP-cepsep
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Bepcua 1.19.1
MepeueHb UBMEHEHUI B BEPCUN:

e [MogaepxaHo HoBoe ycTporictBo WLC-15
e MOHWUTOPVHT N ynpas/ieHune:
e [lo6aBneH cepBuC Ccrypto-sync A1 CUHXPOHU3aunn cepTugnKaTos
e CLI:
e [lo6aBneHa BO3MOXHOCTb reHepauny CepTUINKATOB 1 3aKpbITOro Kioya
e lo6aBneHbl KOMaHAb! ip http server v ip https server ans sknoueHns WEB-cepsepa
e [lo6aBneHa komaHga sync crypto force gn1a pyyHoli CMHXpOHM3aLMK cepTUdNKaTOB

» WEB:
e [lo6aB/ieH MOHUTOPUWHI TOYEK AOoCTyna

e TyHHenvpoBaHue:

e [lo6aBsieHa BO3MOXHOCTb pacnpegeneHums TyHHenel ynpaenenus softgre-controller no source-

agpecam/ceTsm

e Jlo6aBsieHa BO3MOXHOCTb BbIBOPOYHOro BKIOUYeHMs vlan B softgre-controller gnsa pexuma WLC
e WLC:

e MogaepxaHa paboTa ¢ Toukon goctyna WOP-30L

¢ PeannsosaHo pe3sepsuposaHne WLC no VRRP

e [lo6aBneHbl pexumsl 6esonacHoctn WPA2/WPA3, WPA3 Enterprise

e MopgaepxaHa pabota EAP-TLS Ha nokanbHom RADIUS-cepsepe

e [lo6aeneHa komaHga show wlc clients gna npocmoTtpa cnmcka nogkNtoYeHHbIX KnneHToB Wi-Fi

e [lo6aBneHa BO3MOXHOCTb HacTpoiikn PMKSA caching

e [lo6aBneHa Bo3mMOXHOCTb HacTpolikn NAS IP B RADIUS-cepBepe npu NpoKCcMpoBaHUK

e [lo6aBneH BbIBO OOLLEro Ko/iMyecTBa KNMEHTOB Ha paanonHTepdeiice ToUku gocTtyna

e [lo6aBnieHbl MMs NONb30BaTess, UMSA SloKaLmm, CTaTyc NOAKIHOYEHNS B XXYPHaUT KNIMEHTOB

e Jlo6aBnieHa BO3MOXHOCTb HACTPOikn cepmcoB ssh/telnet/web/snmp Ha Touke goctyna
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Bepcua 1.19.0

MNepeyeHb U3MEHEHUIT B Bepcuu:

e MopaepxaHa pab6ota WLC Ha ESR-15, oyHKUMOHAN akTUBMPYETCA NULEH3NEN
e MOHWUTOPVHT N ynpas/ieHune:
e CLI:
e Wireless-controller nepenmeHoBaH B softgre-controller
e YnpouieH Beog MAC-agpeca B object-group mac — Tenepb He HyXHO 3agaBaTb
CTaHAAPTHYI0 MacKy BPY4HYH0, N0 yMon4yaHuio aBTomatmyeckn 3anucoisaetcs "ff:ff:ff:ff.ff.ff"
e [lo6aBneHa BO3MOXHOCTb 60/1ee yao6Horo npocmoTpa KoHdurypauun DHCP/DHCPvV6 no
Kateropmsim
e TyHHenvpoBaHue:
* I3meHeHa norvka paboTel SoftGRE-TyHHeNen B pexnme wlc, nogaepxaHo ncnosb3oBaHue c-vlian
B CXEMeE C TYHHeIMpOoBaHWEM KIMEHTCKOro Tpadmka. B HoBoOI peanm3aumm vlan, ykazaHHbIin B
HacTpolikax SSID, nonagaeT B WLC 6e3 TepmuHaumm sub-TyHHens B Bridge. [1ns koppeKTHoW
pa6oTbl vlan gomkeH 6biTb co3aaH B HacTpolikax WLC 1 gomkeH 6bITb YneHoM Bridge nnn
NMHTepdeiica
e WLC:
e [MogaepxaHa paboTa ¢ Toukoin goctyna WEP-30L
e [lo6aBneHa BO3MOXHOCTb npocmoTpa kKoHdurypauun WLC no pasgenam
Job6asneHa BO3MOXHOCTb NPOCMOTpa KoHpurypauwmm radius-server no pasgenam
MepepaboTaHbl KOMaHAbl MOHUTOPUHIA
e B paclumpeHHOM BbIBOAE MHhOpMauum No ToUke AoCcTyna fobasneHo nms ap-location
B ctatuctuke poymuHra Airtune go6assieHo pasfeneHve no okaumam
[ob6asneHa komaHaa reload wic ap <mac> ans nepesarpysku Touku goctyna
e Service-activator — go6aBneH PyHKUMOHa/T pernctpaunm ToYek 4ocTyna no ceprudukaram:
e [lo6aBneHa komaHga join wic ap <mac_ap> 419 aBTopu3aumm BCEX HeaBTOPM30BaHHbIX
TOYEK NpY pexmMme pyyHoU aBTopm3aLmm
e [lo6aBneHa komaHga show wlc service-activator aps g1 npocmoTpa HeaBTOPU30BaHHbIX
To4ekK
e [lo6aBneHa komaHga clear wic ap joined <mac_ap> 4/19 0T3bIBa CepTUMKATOB Y TOUEK
pocryna
e [lo6aBneHa koMaHza aps join auto /159 HACTPONKM aBTOMATUUYECKOrO pexunmMa asTopusaunm
To4Yek goctyna
e Ap-location:
e [lo6aBneHa komaHaa mode tunnel 4ns BKIHOYEHNS TYHHEIMPOBAHWS B /10KaLMK
e Radius-server local:
e Jlo6aBsieHa BO3MOXHOCTb HACTPOIKKM vlan gna nonb3oBaTens
e JlormpoBaHue:
e [lo6aBnieHa BbIrpy3ka XypHana KMeHTOB 1 ToYek A0CTyna Ha BHeLHWiA syslog-cepeep
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Bepcua 1.18.1
MepeueHb UBMEHEHUI B BEPCUN:

e Mogaepxka mapwpyTtmsatopos ESR-15/30/3200
e PeanusosaH (pyHkUnoHan TFTP-cepBepa
e [Psec:
e PeanmzoBaHa BO3MOXHOCTb KOH(UIyprpoBaHus route-based IPsec (VTI-TyHHenb) B VRF
¢ licnpaBneHa pabota mexaHusma DPD ans IKEv2
IDS/IPS:
e PeannsoBaHa BO3MOXHOCTb KOH(DUIypMpoBaHusa ovepeaein naketos ans IPS
e MOHMWTOPWVHT 1 ynpaB/ieHne:
e CLI

e Peann3oBaHa BO3MOXHOCTb 3aaBaTb KO/IMYECTBO CTPOK U CTONOL0B TepMUHaIa
KomaHgoli terminal resize

e PeannsoBaHa komaHAa ans nepecopmatnpoBaHus pasgenos flash:syslog, flash:data un
flash:backup B cootBeTcTBUM € Bepcuamm MO 1.13.0 n 6onee no3aHumun format mtd-
partition data (gn1s mapwpyTtusatopos ESR-10/12V/12VF/14VF/
100/200/1000/1200/1500/1511)

e PeannsoBaHa komaHAa Ansa yganexus cainnos us pasgenos flash:syslog, flash:data
flash:backup clear mtd-partition data (gn1s mapwpyTtusatopos ESR-10/12V/12VF/14VF/
100/200/1000/1200/1500/1511)

e PeannzoBaHa BO3MOXHOCTb YAasleHNsi KOHdhurypaumm onsnmyeckoro nHTepderica npu
nomMoLuy komaHabl no interface

e [lo6aBnieHbl NPOBEPKM NPW BbINOSIHEHUN KOMaHAbI COpPY, HE NO3BO/IAKOLWME 3aaBaTb
HEKOPPEKTHbIE KOMOMHALMM UCTOYHMKA 1 HA3HAYEHUS KOMMPOBaHUSA

e Peann3oBaHa koMaHAa ynpaB/fieHnst 6anaHCcMpoBKol ceccuii mexay sapamm CPU system
cpu load-balance overload-threshold

e PeannioBaHbl KOMaHabl Ans oTobpaxeHus kawwa firewall-failover show ip firewall session
failover n show ip nat translations failover

e SNMP:
e PeanuisoBaHa BO3MOXHOCTb NOSIy4eHUs nHpopmaumm o SFP-TpaHcmeepax no SNMP
e SYSLOG:
e Jlo6aBsieHa BO3MOXHOCTb (huibTpauum syslog-coobLieHunii oTaesnbHbIX NPoLEeCccoB Npu
BbIBOZE B snmp/telnet/ssh n KoHcoNbHbIE ceccum
e B 3aB0O/ACKYyH0 KOHUrypaumo aobasneHa HacTpolika "domain lookup”
e PeannsoBaHo Ao6aBneHne NMEHN NOb30BATENS, U3MEHMBLLENO KOHOMIrypaumio, Npu
aBTOMAaTMYECKOM apXMBUPOBaHMUM KOHMrypaumm no commit
e PeannsoBaHa BO3MOXHOCTb Ha3Ha4YeHusi ctaTnyeckoro IP-agpeca Ha nHTepdeinc cotoBoro
mMogema
e PeannsoBaHa nogaepxka vyeTbipéx pexmmos path-mtu-discovery:

e disable

e default

e icmp-discard

e secure

e PeannsoBaHa BO3MOXHOCTb ynpassieHns pparmeHTaumneii GRE-nakeToB npu NOMOLLM KOMaHA, ip
dont-fragment-bit ignore u ip path-mtu-discovery discovery disable
e MPLS:
e PeanusosaH (yHkumnoHan MPLS over GRE
e PeanusosaH (pyHkumnoHan BGP Inter-AS Option B
e PeanM3oBaHa BO3MOXHOCTb Bbi6opa bridge B koHdurypauum LDP
e MapuwpyTumsaums:
e PeanM3oBaHa BO3MOXHOCTb YKa3zaHusa UHTepdoeica B kayecTtse router-id ansa RIP, OSPF, ISIS, BGP,
LDP
e PeanM3oBaHa BO3MOXHOCTb YKa3zaHusa UHTepdeica B kauecte update-source ans RIP, OSPF,
ISIS, BGP, LDP
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e BGP:
* I3MeHeH anropuT™m Bblibopa router-id Ha cneaytoLlyo o4epeaHOCTb:
1. ncnonb30BaTb cTaTuyeckuii router-id
2. ucnosnb3oBaTb HaMMeHbLUWii IP-agpec loopback-nHtepdeiica
3. ncnonb3oBaTb HauMeHbLINIA IP-agpec unsnyeckoro nHTepgenca
e PeannsoBaHa BO3MOXHOCTb PEKYPCMBHOIO noucka no BGP-mapLupyTtam
e OSPF:
e Peann3oBaHa BO3MOXHOCTb YCTaHOBKM cost 1 metric type ans aHoHcupyembix default-
MapLIpyTOB
¢ PeannizoBaHa BO3MOXHOCTb 1CMosb3oBaHnsA npotokona OSPF Ha VTI-TyHHenax
e NTP:
e I3ameHeHbl AnanasoHbl Ans napameTtpos minpoll: 1-6 n maxpoll: 4-17
MexaHn3m oTcrexunBaHus cobbIThii (track):
e Peanm3oBaHbl KOMaHabl 0Tob6paxeHus ctaTyca track: show tracks 1 show track
AAA:
¢ I3meHeHa MyHUManbHaa ganHa kntoda gna TACACS-cepsepa o 1
DHCP:
e PeannsoBaH pexum pabotbl DHCP-failover — Active/Standby
e PeannsoBaHa komaHAa Ans ykasaHusa nons giaddr 8 DHCP-nakeTax ip helper-address gateway-ip
Remote-access:
e PeanuisoBaHa BO3MOXHOCTb nepegayn MmapLupyTHoi nHgopmaumm no DHCP ans PPTP-/L2TP-
KIMEHTOB
CKOppeKTUpOoBaHbl OrpaHnYeHns Ha MakCUMaslbHOe YNCI0 akTUBHBIX MapLipyToB (FIB):
e ESR-1700 — 3000000
e ESR-1000/1200/1500/1511/3100/3200 — 1700000
e ESR-100/200/20/21/30, WLC-30 — 1400000
e ESR10/12V/12VF/14VF/15 — 1000000
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Bepcua 1.17.3

MNepeyeHb U3MEHEHUIT B Bepcuu:

e MOHWUTOPVHT N ynpasJ/ieHune:
e SNMP:
e PeanuisoBaHa BO3MOXHOCTb MOHMUTOpKHra coctosHns OSPF/BGP no SNMP
o FTP-knneHT:
e Peann3oBaHa BO3MOXHOCTb KOH(UIyprpoBaHus IP-agpeca ftp-knverTa (ip ftp source-
address)
e TyHHeNunpoBaHue:
e PeanuisoBaHa BO3MOXHOCTb aHOHCUMpOBaHNA rpynnoBbix atpubyTos ¢ DMVPN-SPOKE
e [Psec:
e MeTop ayTeHTUhmkaymm rsa-public-key nepenmeHoBaH B public-key
e [lo6aBneHa nogaepxka goopmartos PKCS1 n PKCS12
e [lo6aBneHa nogaepxka tvna krtouein ECDSA
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Bepcua 1.17.0

MNepeyeHb U3MEHEHUIT B Bepcuu:

e MOHWUTOPVHT 1 yNpaB/ieHUe:

e CLI:
e PeasimzoBaHa BO3MOXHOCTb 3aaHnsi KOMMEHTapus nNpy BBOAE KOMaHAbl commit
e PeasimzoBaHa BO3MOXHOCTb 3aaHns TaimayTa NoATBEePXAeHUS KOHurypawummn npy BBoae
KOmMaHabl commit
e Peasim3oBaHa noggepxka yHKUUN OT/IOXKEHHOW nepe3arpy3ku
e YBenIM4eHo uncno npedmnkcoB 1 gnanasoHos IP-agpecos B object-group network go 1024
e PeasimzoBaHa BO3MOXHOCTb KOH(DUIYPUPOBAaHUSA Tpymnbl TYHHE el
e PeasinzoBaHa BO3MOXHOCTb BbIYUCIEHWNS KOHTPO/IbHOW CyMMbI A4151 (DaiiioB B
pasgene flash:backup/
e [lo6aBneH cton6el, "Date of last modification" B BbiBoge komaHAab! dir
e SSH:
¢ PeannizoBaHa BO3MOXHOCTb OTK/lo4eHUs nogaepxunsaemMblx HOST-anroputmoB B SSH-
cepsepe
e Netflow:
e PeannsoBaHa BO3MOXHOCTb HACTpOIkM 3HauyeHus ifindex ans self\dropped-Tpaduka
e Security:
e |IDS/IPS:
e [logaepxka paboTbl C 3epKa/IMPOBaHHLIM TpadnKoM
e BRAS:
e PeanuisoBaHa BO3MOXHOCTb 3afaHus Napons nonb3osatesniel npm astopusauum no IP n MAC
e DHCP:
e Server:
e PeannsoBaHa BO3MOXHOCTb yka3zaHus description B komaHge address
e MapLpyTm3saums:

e PeasimzoBaHa BO3MOXHOCTb [iByHanpaB/ieHHOW nepegayn MapLipyTtos mexay VRF ¢ nomoLbto
KomaHgabl route-target both
e OSPF:
¢ PeannsoBaHa onumoHasibHas nogaepxka Opaque LSA
e PeanM3oBaHa BO3MOXHOCTb 3aaHnsi MakcuMasibHoro konnyectasa Nexthop ans ECMP-
MapLUpyTOB
e BFD:
e PeanusosaH BbiBOA MHGhopMauun o BFD-cocenctee
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Bepcua 1.15.3
MepeueHb UBMEHEHUI B BEPCUN:

e WLC:
e [MopaepxaHa paboTa ¢ Toukon goctyna WEP-200L
e Board-profile:
e HacTpoiikn pagnonHTepdeincos nepeHeceHbl B npodunb board-profile
e [lo6aBneHa BO3MOXHOCTb HACTPOWKM TO/IbKO OAHOI0 pagnonHTepdenca
e SSID:
e [lo6aBneHbl HACTPOIKM napameTpoB An1a poymuHra 802.11r/kv
e Airtune:
e [lo6aBfieHbl MOHUTOPWHT 1 ynpaBneHne ceperucom Airtune
e YBe/NIMYeH pa3mep XypHana cobbITuiA KMEHTOB U TOYEK AOCTyna
e B paclumpeHHy nHhopMaLmio No To4ke AocTyna A06aB/eHbl: CEPUAHBIA HOMEpP, BEPCUA MaaTbl 1
Bpems paboTbl
B BbIBoa cocTosiHna WLC (show wlc) go6aBneHa nHdopmauusi no nNoakloUYeHHbIM KneHTam
e MogaepxxaH SNMP-moHuTopuHr WLC
e CKpbITbl NAPO/M B TpaCCMPOBKax
e Log-filter:
e [lo6asneH hyHKUMOHaN ounbTpaumm noros no MAC-agpecam Toyek goctyna
e Ap-profile:
e [lo6aBsieHa BO3MOXHOCTb HACTPOMKM NOTMPOBaHNS A1 BCEX CEPBMCOB TOYKM A0CTYyNa
o AP:
e [lo6aBneH napameTp ap-model 4na onpegenexHns Tuna Toukn goctyna
e Service-activator:
e ONTMMM3NPOBaH anropmuTm 06HOBNEHMA MO Touek gocTyna
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Bepcua 1.14.5
MepeueHb UBMEHEHUI B BEPCUN:

¢ QoS:
e [lo6aBneHa BO3MOXHOCTb yKa3blBaTb OrpaHNYeHUs Nosiockl NPOnyckaHus B NPoLeHTax ans
complex-qos
MapLipyTnsaums:
e Jlo6aBnieHa BO3MOXHOCTb 3adaHus Policy-Based Routing gna nokansHoro Tpaguka
MapLupyTmsaTopa
MOHUTOPWHT 1 ynpas/ieHue:
e [lo6aBneHa BO3MOXHOCTb aBTomMaTnyeckoro o6HosneHus Mo c ncnosibzosaHnem DHCP-onuuin
SYSLOG:
e [lo6aBnieHa BO3MOXHOCTb hunbTpauun syslog-coobLyeHnii oTaenbHbIX NPoLeccoB Npu 3anncu B
nokanbHbIli syslog-thaiin nnm yganeHHblii syslog-cepeep
e [lo6aBneHa BO3MOXHOCTb /I0rMPOBaHMs NOTOKOB Tpadinka, obpabaTbiBaeMbix IPS/IDS, Ha
yAaneHHblin syslog-cepsep
e PesepBupoBaHue:
e PeannsoBaHa nogaepxka npotokonos STP/RSTP B bridge ans Bcex mogenei
e PeasimsoBaHa noggepxka npotokosioB STP/RSTP ans dmsnyecknx nHTepdencos B pexnme
switchport gnsa ESR-1x/2x
Remote-access:
e [lo6aBneHa BO3MOXHOCTb OrpaHn4YeHnss MeTo4oB ayTeHTUdMKaLMm 1 LNpoBaHns NPOTOKOI0B
IKE n IPsec gna L2TP-cepBepa n L2TP-knueHTa
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Bepcua 1.14.0
MepeueHb UBMEHEHUI B BEPCUN:

o AAA:
e [lo6aBneHa BO3MOXHOCTb MCMO/b30BaTh 3allmuieHHoe coeanHeHne TLS/SSL ana LDAP
e DPI:
e [lo6aBneHo onpegeneHve cneayowmx npunoxenuii: bittorrent-networking, ms-netlogon, ms-rpc,
ms-sms, rtp audio, secure-http, secure-smtp, vmware-vsphere
IDS/IPS:
e [MopgepxaHa unbTpauusa oTaesnbHbIX KomaHa ansa HTTP n FTP
IPsec:
e [lo6aBneHa nogaepxka mode transport

¢ QoS:
e [lo6aBneHa knaccudukaums no URL
e [lo6aBneHa knaccudurkaumns no NpuIoKeHAM
Track:
e [lo6aBneHa BO3MOXHOCTb OTCNexusaHnsa coctosiHua VRRP nnn SLA-Tecta
e [lo6aBneHa BO3MOXHOCTb ynpasneHus napametpamn VRRP, PBR, agMnHUCTpaTMBHOrO cTaTyca
NHTepdieiica, ctaTnyeckoro MapLipyTa, atpubyta AS-PATH un preference B route-map
MOHUTOPWHT 1 ynpas/ieHue:
e CLI:
e [lo6aBneHa BO3MOXHOCTb OTOOpaXxeHNs1 KOHhurypawmm ycTpoincTea ¢ napamerpamu,
NMELLMN 3HaYEHME N0 YMOJTHaHUIO
e [lo6baBneHa BO3MOXHOCTb B KOMaHAe ping ykasbiBaTb IPv4/IPv6/DNS xocT 6e3 npedmkcoB
ip/ipvé
e [lo6aBneHa BO3MOXHOCTb 3aZlaHnsA naposieil MeHee 8 CMMBOJ10B
e Jlo6aBsieHa BO3MOXHOCTb NPOBEPKM BHELUHMX HAKOMUTENEN C MOMOLLbI0 KOMaHAb! verify
storage-device
e [lo6aBneHa BO3MOXHOCTb (DOPMaTUPOBaHUA BHELLIHMX HAKOMUTEe el C NOMOLLbI KOMaHbl
clear storage-device
e SSH:
e Ha cTapTe ycTpoicTBa NponcxoauT NpoBepka Hasimumsa host-kniouein n npu nx oTCyTCTBMM
npoucxoguT reHepauus. Kaxgoe ycTpoicTBO MMeeT YHUKasbHble ssh host-kntoumn
e Y6paH 13 obpallleHnst ycTapesLumii TUn kiodein rsal
* Yb6paHa komaHaa crypto key generate u3 pexwvma koHgurypmpoBaHusi configure, BMecto
Hee pob6asneHa update ssh-host-key B pexvm KoHurypmpoBaHus root
e COOp CTaTUCTUKMU:
e Mopacuet Tpacumka no HanpasneHuto Ingress n Egress gnsa Netflow
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Bepcua 1.13.0

MNepeyeHb U3MEHEHUIT B Bepcuu:

e Mogaepxka mapwpyTtmnsaropos ESR-1511 n ESR-3100
e MNopaepxka dyHKumoHana Content-Filter ans HTTP-Tpadnka
e MMopaepxka pyHkUnoHana Anti-Spam ana HTTP-Tpadimka
e MapLpyTm3sayms:
e BGP:
e YBenuueHune BGP RIB ESR-10/12V/12VF/14VF po 1M mapLupyToB
e YBenunueHne BGP RIB ESR-20/21/100/200 po 2,5M mapLupyToB
e YBenuueHune BGP RIB ESR-1000/1200/1500/1510 go 5M mapLupyTtos
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Bepcua 1.12.0
MepeueHb UBMEHEHUI B BEPCUN:

e |IDS/IPS:
e [NopaepxaHo B3anmopeicTeme c Eltex Distribution Manager gns nonyyeHus nnueH3Mpyemoro
KOHTeHTa — Habop npaswn, npegocTasnsembix Kaspersky SafeStream Il
IPsec:
e Jlo6aBnieHa BO3MOXHOCTb NpocmoTpa debug-nHdopmauun ans IPsec
MPLS:
e [lo6aBneHa nogaepxka VPLS Kompella Mode
e [lo6aBneHbl KOMaHAbl BbiBOAa onepaTuBHoW nHdopmauum ansa L2VPN
USB-Modem:
e Mogaepxka mogemoB ¢ npoLumekoin HILINK
e MapLpyTm3sayms:
e IS-IS:
e [lo6aBneHa BO3MOXHOCTb 3-way handshake yctaHoBneHus coceactea
e MOHWUTOPVHT N ynpas/ieHune:
e CLI
e Y6paHa BO3MOXHOCTb ayTeHTUrkauun nog nosib3osaresiem root
e TyHHeNunpoBaHue:
e [lo6aBneHa BO3MOXHOCTb 3afaHus AAA cnnckoB ayTeHTudmkaumm ana OpenVPN-KNneHToB
dunbTpayma:
e HTTP proxy:
e [lo6aBneHa BO3MOXHOCTb /IOTMPOBaHMSA cOObITUIA nnbTpaLmm
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Bepcua 1.11.12

MNepeyeHb U3MEHEHUIT B Bepcuu:

e MOHWUTOPVHT N ynpasJ/ieHune:
e [lo6aBnieHa BO3MOXHOCTb NMPUMEHEeHNs1 KOHUrypawmm, ykazaHHOW B KOMaHe nepesarpysku npu
downgrade ¢ Bepcun MO 1.26 (Unu BbiLLe)
e SNMP:
e B ELTEX-GENERIC-MIB po6asneHa nogaepxka OID eltexSystemUptime
(OID 1.3.6.1.4.1.35265.38.100.0) ans nonyyeHns BpeMeHn paboTbl yCTpoicTBa
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Bepcua 1.11.10

MNepeyeHb U3MEHEHUIT B Bepcuu:

e MOHUTOPWHT U ynpaBeHue:
e CLI
 [lo6aBneHa BO3MOXHOCTb NPOCMOTPa NPUYMHBI Nepe3arpysku ¢ NoMOoLLb0 KomaHasl show
system reload
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Bepcna 1.11.6
MepeueHb UBMEHEHUI B BEPCUN:

e MOHMWTOPVHT 1 ynpaB/ieHne:
e CLI

e [lo6aBsieHa BO3MOXHOCTb MPOCMOTPa KONMYecTBa TyHHenen softgre ¢ NnOMoLLbHO
komaHabl show tunnels count softgre

e [lo6aBsieHa BO3MOXHOCTb NMPOCMOTPa CyMMUpyoLein nigopmauum o wireless-controller ¢
nomoubto komaHabl show wireless-controller access-points

e Jlo6aBsieHa BO3MOXHOCTb 3a4aHNsA HECKO/IbKMX KpUTepres hunbTpaumm B pipe

e [lo6aBneHa BO3MOXHOCTb 3anucu BbiBoga CLI B chaiin

e PeannsoBaHbl MogMdmKaTopbl BbiBoAa until n counter
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Bepcua 1.11.4

MNepeyeHb U3MEHEHUIT B Bepcuu:

e MOHWUTOPVHT N ynpasJ/ieHune:
e CLI:
e [lobaBneHa komaHzga clear vrrp-state gna nepekntoueHns mactepctea mexay VRRP
MASTER n BACKUP
¢ QoS:
e ONTMMM3NPOBAH NpPOLLeCC NPUMEHeEHNA anHammnyeckoro QoS
e Peasim3oBaHa npuoputusaunsa tpaduka gns guHammyeckoro QoS
e MogaepxaH mexaHnam SFQ ansa nporpamMmmHoi peanmsaumm QoS
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Bepcua 1.11.2

MNepeyeHb U3MEHEHUIT B Bepcuu:

e Mopaepxka mapwpyTtmnsatopos ESR-3100
e BRAS:
e MopaepxaHa paboTta BRAS B VRF a/1s1 cxembl BKNOUeHMs L3
e MopgaepxaHo gobasneHne Option 82 13 DHCP nakeToB K/IMEHTOB B aKKayHTWHT
e [MoggepxaHo nosyvyeHne Yncna cepencos n ceccnin BRAS uepes SNMP
e SNMP:
e MMogaepxaHo paspyleHne TyHHenel softgre
e MOHWUTOPVHT N ynpasJ/ieHune:
e CLI
e [lo6aBneHa koMaHAa merge, KOTopas 06 beAVHAET 3arpy)XeHHY KOHUrypauuio ¢
candidate-config
e [lo6aBneHa BO3MOXHOCTb MPOCMOTpa NHhopMaLmMm 0 KoHUrypauuy onpegeneHHoro
Bridge
e [lo6aBsieHa BO3MOXHOCTb NMPOCMOTPa KOH(Urypawummn onpeaeneHHol object-groups ¢
ykasaHvem Ttuna
e [lo6aBneHa BO3MOXHOCTb MPOCMOTpa KOH(Urypauum onpesesieHHoro TyHHe s
e [lo6aBneHa BO3MOXHOCTb MPOCMOTpPa KOH(Urypauum onpegeneHHoro route-maps
e [lo6aBneHO coxpaHeHue SI0rMHa NoJsib3oBaTensa B UMA KOHJUrypauum npu pesepsupoBaHumn
KOHoUrypaumm nokasibHO
e [lo6aBnieHa BO3MOXHOCTb MPOCMOTPA pasHuLbl MeXAy apXMBHbIMU KOHIUTYpaLnsMmu
e [lo6aBneHa komaHza clear vrrp-state, koTopas ocTaHaBNMBaET BbINO/IHEHME NPOTOKONA
VRRP Ha Bpems 3* Advertisement_Interval+1. 9To gaeT BO3MOXHOCTb MapLUpyTU3aTopy,
Haxogsuwemycs B cocTosiHum backup, BbINOAHMTL NepexeaTt MacTepcTBa
e SLA:
e MogaepxaH IP SLA B pexnme ICMP-ECHO
e TyHHeNunpoBaHue:
e MogaepxaHa CMHXpPOHM3auma TyHHene wireless-controller mexay mapLipytusatopamu ¢ pasHoi
Bepcueit MO
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Bepcua 1.11.1
MepeueHb UBMEHEHUI B BEPCUN:

e [Psec:
e Peann3oBaHa BO3MOXHOCTb OTk/toueHust Mobility and Multihoming Protocol (MOBIKE) ans IKEv2
e Mopaepxka IPsec ayTeHTUdMKaL MK NO cepTudmKaTam
e Mopgaepxka CRL n chunbTpaumm no nonto atpnbyta Subject-name
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Bepcuna 1.11.0
MepeueHb UBMEHEHUI B BEPCUN:

e CLI
e Peasim3zoBaHa BO3MOXHOCTb punbTpauum no TCP/UDP-nopTam npy oTO6paXKeHun 1 o4mcTke
firewall/NAT-ceccwuii
e Peasim3zoBaHa BO3MOXHOCTb NPOCMOTpa KoHurypaumm mDNS
e [Psec:
e PeannsoBaHbl pexnmbl nepenogkitoveHnsa knneHtos XAUTH ¢ ogHuMm nniormHom/naposiem
e PeannsoBaHa BO3MOXHOCTb OTK/IHOHMEHUSI NPOBEPKUN NONSA aTpnbyTa Subject NokanbHOro 1
yaaneHHoro ceptudmkata XAUTH
e MapLpyTtm3saums:
e PeannsoBaHa BO3MOXHOCTb MCNosb30BaHMs Multiwan Ha pppoe, [2tp, openvpn, pptp 1 vti-
TYHHenen
e TyHHeNunpoBaHue:
e GRE:
e PeasimzoBaHa BO3MOXHOCTb UCNonb3oBaHusa A1 GRE-TyHHenen B kayecTse N10KasIbHOro
nHtepdeica: USB-modem, pptp, 12tp, pppoe-TyHHeneit n e1, multilink-nHtepdelico
e PeanuisosaHa BO3MOXHOCTb nocTpoeHust GRE-TyHHenei oT IP-uHTepdeiicoB otanyHoro VRF
e Peasim3zoBaHa BO3MOXHOCTb 0b6ecneyeHns L2 CBA3HOCTU MeXAy KNneHTaMmu U3 pasHbixX
TYHHenel B pamkax Of4HOW okaumm B cxeme ¢ wireless-controller
e PPPoOE:
e [lo6aBneHa BO3MOXHOCTb MCNO/b30BaHNs cumeosnos ", "/" 1 "\" B UMeHU nosb3oBatens
e OrpaHuyeHa noggepxka annosbix cuctem ans USB-Hakonutenein n SD/MMC-kapT. Nogaepxnsaetca
Tonbko FAT
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Bepcua 1.10.0

MNepeyeHb U3MEHEHUIT B Bepcuu:

e MapLpyTm3saums:
e [lo6aBneHa nogaepxka npoTokona Mmapwpytmsaumm I1S-IS
e [lo6aBneHa nogaepxka npotokona mapwpytmusaumm RIP NG
¢ [MepepaboTaHo KoHdUrypuposaHue BGP
e BGP:
e [lo6aBneHa nogaepxka BGP Graceful restart
e [lo6aBneHa nogaepxka atpnbyta BGP Weight
e OSPF:
e [lo6aBneHa nogaepxka OSPF Graceful restart
e MOHWUTOPVHT N ynpasJ/ieHune:
e [lo6aBnieHa BO3MOXHOCTb BK/IFOYEHUSA MOHOMOJ/ILHOIO A0CTyna K KoHurypauum
e [lo6aBneHa BO3MOXHOCTb copoca CLI-ceccuin
e [lo6aBneHa BO3MOXHOCTb OUMCTKM CMMCKa aBapuil
e TyHHeNunpoBaHue:
e [lo6aBneHa BO3MOXHOCTb Bblbopa MeTofa ayTeHTUhmkaumm nonsb3osatenen ansa L2TP n PPTP-
cepBepoB
e [lo6aBneHa BO3MOXHOCTb MCMO/Ib30BaHUA MPUBATHOIO KoYa 1 ceptudmkara OpenVPN-knneHTa
e MPLS:
e [lo6aBneHa nogaepxka npotokona LDP
e [lo6aBneHa nogaepxka L2VPN VPWS
e [lo6aBneHa nogaepxka L2VPN VPLS Martini mode
e [lo6asneHa nogaepxka L3VPN MP-BGP
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Bepcua 1.8.7
MepeueHb UBMEHEHUI B BEPCUN:

¢ USB-Modem:
e [lo6aBfieHa KomaH/a no compression /151 3anpeTa 1CMno/sib30BaHUs MeToAa CXaTusl 3aro/IoBKOB
TCP/IP BaH AkobcoHa
e MOHUWTOPVHT 1 ynpaB/ieHne:
e [lo6aBsieHa BO3MOXHOCTb BbINO/IHATL KOMaHAbl N0 SSH B HEMHTEPAKTUBHbIX CECCUSIX KOMAH/HOW
cTpoku (CLI)

U4 .
\ ) SEC.RU KopoTkun nyTb K MHbopmauum CkauaHo c sec.ru




WLC-Series. Release notes. Bepcus 1.36.4

Bepcua 1.8.5
MepeueHb UBMEHEHUI B BEPCUN:

e Security:
e [lo6aBneHa BO3MOXHOCTb MCMNOb30BaHusA demo-nuueHsnii ansa IDS/IPS
e USB-Modem:
e Jlo6aBsieHa BO3MOXHOCTb UCNO/Ib30BaHMA cuMBooB ', '@', "', -' 4na nons user B pexume
KoHgourypupoanus cellular profile
¢ MOHUTOPWHT:
e [lo6asneH hyHKumMoHan Zabbix-proxy

U4 .
\ ) SEC.RU KopoTkun nyTb K MHbopmauum CkauvaHo c sec.ru




WLC-Series. Release notes. Bepcus 1.36.4

Bepcua 1.8.3
MepeueHb UBMEHEHUI B BEPCUN:

e [Psec:

e PelweHa npobnema HecTtabunbHol paboTsl IPsec ¢ DMVPN n L2TPv3
e Multilink:

e PelweHa npobnema mapLupytmusauun Tpaduk n3 multilink

e PewweHa npobnema c gobasneHnemM BTOPOro 1 nocnegyowmx nitepdgeicos B multilink
e OSPF:

e PelueHa npobsiema c 06HOBAEHNEM MapLUPYTHOI MHGopMaumn
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Bepcua 1.8.2
MepeueHb UBMEHEHUI B BEPCUN:

e [ogaepxka mapwpyTtusaropos ESR-20/21/1500/1510
¢ OpenVPN cepBep:

e YBeNMYeHO KO/IMYeCTBO Nosb3oBartesnei fo 64
e ACL:

e ESR-1X: yBennyeHo Kosim4ecTBo npaswun o 255
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Bepcua 1.8.1
MepeueHb UBMEHEHUI B BEPCUN:

¢ OpenVPN-cepBep:
¢ B0O3MOXHOCTb Ha3HayeHus ctaTudeckoro IP-agpeca a1 OpenVPN-nonb3oBarens
e BO3MOXHOCTb aBTopu3aumm Heckonbkux OpenVPN-nonb3oBartenel ¢ 04HUM cepTUdINKaToOM

U4 .
\ ) SEC.RU KopoTkun nyTb K MHbopmauum CkauaHo c sec.ru




WLC-Series. Release notes. Bepcus 1.36.4

Bepcua 1.8.0
MepeueHb UBMEHEHUI B BEPCUN:

e TyHHENUPOBAHME:

e MopaepxxaH DMVPN
e BGP:

e YBenunuyeHune BGP RIB ESR-20/21/100/200 o 2M mapLupyToB

e YBenuueHune BGP RIB ESR-1000/1200/1500/1510 go 3M mapLupyTtos
e SNMP:

e Mogaepxka LLDP-MIB

U4 .
\ ) SEC.RU KopoTkun nyTb K MHbopmauum CkauvaHo c sec.ru




WLC-Series. Release notes. Bepcus 1.36.4

Bepcua 1.7.0
MepeueHb UBMEHEHUI B BEPCUN:

e dunbTpaymsa:
e MogaepxaH IDS/IPS
e HTTP proxy: fo6aBneHo koHdurypmnposaHue redirect-noptos
e CLI:
e ESR-1700: YBennyeHo MakcumasibHoe KonimyecTBo object-group network go 1024
e [lo6aBneHa BO3MOXHOCTb B Prefix List, route-map ykasbiBaTb npecdmke 0.0.0.0/0
e [lo6aBnieHa BO3MOXHOCTb B object-group url ykasbiBaTb CCbINIKM B BUAE PEryNsApHbIX BbIpaXeHWUI
e [lo6aBneHa BO3MOXHOCTb U3MeHATb MAC-agpec m3nyecknx n arpernpoBaHHbIX MHTepecoB
e MepeHoc komaHg ip http proxy redirect-port, ip http proxy redirect-port noptos n3 BRAS B
HTTP(S) Proxy
e NAT:
e ESR-1700: ¥YBennueHo makcumasnbHoe konmdectso NAT pool oo 1024
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Bepcua 1.6.6
MepeueHb UBMEHEHUI B BEPCUN:

e TyHHe/NMpoBaHue:
* MopaepxaH HoBbI MexaHn3Mm keepalive ansa softgre-TyHHeneii. MpoBepka TyHHeNelk
BbIMOJIHAETCA MO ping-probe oT KNMEeHTCKNX YCTPOMCTB. HOBbI peXxum paboThl BKIOHAETCS
komaHgoli keepalive mode reactive B koHdurypaumm wireless-controller
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Bepcua 1.6.5
MepeueHb UBMEHEHUI B BEPCUN:

e CLI:
e [lo6aBneHa BO3MOXHOCTb BK/IIOYEHUSA OAHOMNOb30BATEIbCKOIO peXnma KOH(pUryprpoBaHus
e [lo6aBneHa komaHaa ans 3asepuieHus ceccuin CLI
e [lo6aBnieHo OMnoBeLLeHNe O HeNPeMEHHbIX U3MEHEHUSAX B KOHUrypaummn npy Bxoae/Bbixone B/vn3
pexuma koHgurypuposaHus n CLI
e TyHHenunpoBaHue:
e [lo6aBneHa BO3MOXHOCTb BKOUYeHUs sub-TyHHens softgre B Bridge, koTopbii HaxoanTest B VRF
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Bepcua 1.6.4
MepeueHb UBMEHEHUI B BEPCUN:

e BRAS:
e [lo6aBneHa komaHga show subscriber-control sessions count gns nogcueta uncna ceccuini BRAS
e [lo6aBneHa komaHga show subscriber-control services count ons nogcueta uicna cepsncos
BRAS
e mMDNS:
e [lo6aBneH cyHkumoHan mDNS-reflector
e [lo6aBneH doyHKUMoHan omnbTpaumm cepsncos mDNS
e [lo6aBneHa komaHga show ip mdns-reflector ons npocmotpa HangeHHbIX ceprcoB MDNS
e [lo6aBneHa komaHzga clear ip mdns-reflector gna 06HoBNEeHNs cnncka cepBMcoB
e MOHMWTOPWVHT 1 ynpaB/ieHne:
e CLI
e lo6aBneHbl hunbTpbl dynamic/static u tunnel softgre gna komaHg show/clear mac
address-table
e TyHHENUPOBAHME:
e [lo6aBneHa komaHaa clear tunnels softgre remote-address <ip> ona yaganenus softgre-
TYHHEnNs 419 KOHKPETHOWN TOYKU
e [lo6aBneHa komaHga clear tunnels softgre gnsa yaanexus scex softgre-tyHHeneii
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Bepcua 1.6.2
MepeueHb UBMEHEHUI B BEPCUN:

e BRAS:
e MNopaepxaH Ha ESR-1X/2X
e [lo6aBneHa BO3MOXHOCTb 3aZlaHnsa nHtepderica c guHammyecknmn IP-agpecamu B kayecTse nas-
ip
DHCP:
e [lo6aBneHa BO3MOXHOCTb O4YNCTKN 3anucei apeHg DHCP-cepeepa
e YBeNM4eHo uncno cratnyecknx DHCP-3anucei B nyne ao 128
¢ QoS:
e [lo6aBneHa knaccuurkaunsa Ha ncxogswem nHTepdoence, YTo NO3BONSET HE UCNONb30BaTb
ingress-noInTNKK
e [lo6aBneHa BO3MOXHOCTb 3aZlaHunA B Knacce Heckonbkux ACL
e [lo6aBneHa BO3MOXHOCTb 3afaHusi B knacce knaccudmkaumm no DSCP
VolP:
e [lo6aBneHa BO3MOXHOCTb KOHpUrypuposaHusa PBX
e IHTepdoeicsi:
e MogaepxaH pexum paboTbl HTepeiica routerport/switchport/hybrid
e MopaepxaH E1 HDLC
MoppaepxaH Serial (RS-232):
OpraHun3aumsa NoAKNOYEHMSA C NOMOLLLH aHau10roBbIX MogeMoB B pexume Dial up, leased line
e YnpasJ/ieHne coceHUMM YCTPOMUCTBaAMM MO KOHCOJIN
MapLpyTnsaums:
e BGP:
e MNoppaepxaH Flow Specification Rules
e MogaepxaH aTpmnbyT weight
e [lo6aBneHa BO3MOXHOCTb 3afaHus route-map default route, le/ge/eq
e 1na onuun remove-private-as go6asneHbl onuum all, nearest, replace

o IP:
e MogaepxaH IP Unnumbered
e [lo6aBneHa BO3MOXHOCTb OTKNHOUeHMs oTnpaBku otBeToB ICMP unreachable/redirect
e MoppaepxaH IPv6 Router Advertisement
e MultiWAN:
e [ogaepxaH mexaHn3am ounctkn NAT-ceccuii nocne o6HapyXeHUs HeAOCTYNHOM Lesnn
e MOHUTOPVHT N ynpas/ieHune:
o AAA:
e [lo6aBneHa BO3MOXHOCTb 3agaHus IP-agpeca nctouHuka ans TACACS/LDAP-cepsepoB
e [lo6aBneHa BO3MOXHOCTb 3aflaHusi MHTepdeica B kKayecTBe NcTouHmka ana RADIUS-
cepsepa
e Pasmep kova TACACS-cepBepa paclumpeH go 60 cumBonos
e [lo6aBnieHa BO3MOXHOCTb OTK/IHOUYEHMS ayTEHTU(IUKALMM Yepe3 KOHCOJIbHbIA MOpT
e CLI:
e [lo6aBnieHa BO3MOXHOCTb 3a/laH1A NCeBAOHMMOB KOMaH/
e [lo6aBneHa BO3MOXHOCTb MPOCMOTPAa CTAaTUCTUKM UCMOJIb30BaHUA HTepdelica
e [lo6aBneHa BO3MOXHOCTb MPOCMOTPa CTaTUCTUKK Ucnosib3oBaHns CPU
e [lo6aBneHa BO3MOXHOCTb 3aZlaHNsA UMEHW 4151 CTaTMYeCcKoro mapLupyTta
e [lo6aBneHa BO3MOXHOCTb BblUMC/IEHMA XeLw CyMM dainnos
e [lo6aBneHa BO3MOXHOCTb MPOCMOTpPA CNUcKa TeKyLLnX aBapuii
e [lo6aBneHa BO3MOXHOCTb BbIK/lOUEHMS gebara ogHON KoMaHAoM
e [lo6aBnieHa BO3MOXHOCTb BbiBOZa COOOLLEHNIA NPU NPOCMOTPE J1I0r0B 3a onpeseneHHbIin
NPOMEXYTOK BPEMEHU
e [lo6aBneHa BO3MOXHOCTb BbIFPY3KM 3arpy34nMKoB
e [lo6aBsieHa BO3MOXHOCTb NPOCMOTPa onncaHus npaesuna B BbiBoge KoMaHabl show ip
firewall counters
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e [lo6aB/ieHa BO3MOXHOCTb KOMMPOBaHusi haitnos no npotokony HTTP (S)
e [lo6aB/ieHa BO3MOXHOCTb NMPOCMOTPA pasHuLbl Mexay KoHdurypaumsimm (running,
candidate, factory)
e [lo6aBneHa BO3MOXHOCTb MPOCMOTpPa KOH(Urypaumm ¢ metagaHHbIMm
e Y6paHa komaHAa commit update
SNMP:
e [lo6aBneHa BO3MOXHOCTb 3aZaHusa community ans trap-coo6LeHui
e [lo6aBneHa BO3MOXHOCTb 3afaHus IP-agpeca nctouHuka ans trap-coobLeHuni
e [lo6aBneHa BO3MOXHOCTb Bblbopa coaepxumoro Tpanos linkDown/linkUp mexay
CTaHAapTHbIM 1 cisco-like
SSH:
e [lo6aBneHa BO3MOXHOCTb 3afaHus IP-agpeca ncrouHmka ans SSH-knveHTta
MoanepxaH Cisco SLA responder
MoanepxaH Eltex SLA
e MopaepxaH SFTP-cepep
e PuIbTPaAUMSA N TPAHCNALNS:
e Firewall:
e [lo6aBneHa BO3MOXHOCTb oubTpauum no umexHn tmna ICMP-coobuieHmns
e HTTP (S) Proxy:
e [lo6aBneHa BO3MOXHOCTb (huibTpaumm no Tuny koHTeHTa: ActiveX, JS, Cookies
e [lo6aBneHa BO3MOXHOCTb (hu/ibTpaumu/peampexta no /IoKasibHbIM/yAa1eHHbIM CrMCKam
e [lo6aBneHa BO3MOXHOCTb 0OHOB/EHMS yaaneHHbIx cnuckoB URL uepes RADIUS CoA
e NAT:

e [lo6aBneHa BO3MOXHOCTb OCYLLECTB/IATb TPAHCNAUMIO aapecos ¢ TyHHenst PPTP/PPPoE

e TyHHeNunpoBaHue:
e [Psec:

e [lo6baBneHa BO3MOXHOCTb MUCMO/b30BaHUsA IP-agpeca, nonydeHHoro no DHCP, B kauectBe
JNIOK&UTbHOr O LW/t03a

e [lo6aBneHa BO3MOXHOCTb NPOCMOTPA pacLUMPEHHON nHopmaumm 06 ayTeHTUmkaumm
TYHHenen

e MopaepxaH XAuth knneHT

 Moapnepxka PFS (perfect forward secrecy) ¢ ucnonb3osaxHnem rpynnsi DH
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Bepcua 1.4.4
MepeueHb UBMEHEHUI B BEPCUN:

e PPPoOE-knneHT:
e [lo6aBneHbl metoabl ayteHTudmkaumm PAP, MS-CHAP, MS-CHAPv2, EAP
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Bepcua 1.4.2
MepeueHb UBMEHEHUI B BEPCUN:

e 3awmTa oT aTtak:
e [lo6aBneHa komaHga show ip firewall screens counters, no3sonstowias npocmaTpmsaTb
CTaTUCTUKY NO 3adIMKCMPOBaHHLIM CETEBbLIM atakam
e PeanuniosaHa 3awmta oT XMAS n TCP all flags
SNMP:
e [lo6aBneHa BO3MOXHOCTb yCTaHaB/IMBaTb NapaMmeTpbl snmp-server contact 1 snmp-server
location. lo6aBneHsbl OID gna aTux napameTpoB
e PeanuisosaH SNMP View: npegocrtasnieHve nan 3anpet gocrtyna ana community n user no OID
e NTP:
e PacwwupeH BbiBoA show ntp peers: f06aB/1eHbl CTPATYM U CTATyC CUHXPOHM3ALMM
Firewall:
e [lo6aBneHa komaHaa ip firewall sessions tracking sip port, nossonsouiasi Bbi6upaTs TCP/UDP-
nopt ans SIP session tracking
Firewall:
e [lo6aBneHa komaHaa ip firewall sessions tracking sip port, nossonsouias Bbi6upaTs TCP/UDP-
nopt ans SIP session tracking
e TyHHeNunpoBaHue:
e PeanusosaH L2TP-knneHT ¢ nogaepxkoi IPSec
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Bepcua 1.4.1
MepeueHb UBMEHEHUI B BEPCUN:

e TyHHenunpoBaHue:
e Passutue GRE:
e PeanunioBaH MexaHu3M keepalive ans Ethernet over GRE-TyHHenel
* YBennyeHo MakcumanbHoe Konmuectso SoftGRE-TyHHenel go 8K (ESR-1200/ESR-1700)
e [lo6aBneHa BO3MOXHOCTb HacTpolikn MTU Ha SUB-GRE-TyHHensIx
e PasBuTtue IPsec:
e [lo6aBneHa komaHga encryption algorithm null B pexxume koHduryprposaHusi config-ipsec-
proposal, oTkntovarowas wndposaHe ESP-Tpadinka
e Mopaepxka paboTbl policy-based IPsec B VRF
e BRAS:
e [logaepxka orpaHNYeHnss CKOPOCTN Ha aBOHEHTCKYH Ceccuto
e [lo6baBneHa komaHaa session ip-authentication B pexnme koHdurypmposaHus config-subscriber-
control. [Npy BKIOYEHHON oNummK ayTeHTUMKaLmsa nonb3oBaTenei npoxoauT no IP-agpecy
e [lo6aBneHa komaHaa show subscriber-control radius-servers gn1s npocmoTpa nHdopmaum o6
ncnonb3lyembix RADIUS-cepBepax
e SNMP:
e BO3MOXHOCTb MPUMEHUTb KOHhUrypaLmio n nepesarpy3ntb YCTPONCTBO C NMOMOLLbIO
commitConfirmAndReload SetRequest
e [opaepxka areHTa RMON, no3sonstowero cobnpartb CTaTUCTUKY 0 Xapakrtepe Tpaduka Ha
ceTeBbIX MHTepdeiicax
¢ PeannsoaHo ynpasneHune VolP-cepsrucamn no npotokosny SNMP
e [logaepxka oTnpaskn yBeaomneHnii npu obHapyxeHun DoS-aTtak
e PeasinzoBaHa oTnpaska SNMP-traps npu JOCTUXKEHUM NOPOroBbIX 3HAYEHWUI:
e 3arpysku ceTeBbIX MHTEpPIENcoB
e GRE/SUB-GRE-TyHHenel
e KonuuyecTtBa TyHHenen BKNOYEHHbIX B bridge-group
e BRAS-ceccuit

AAA:
e BO3MOXHOCTb YKa3aTb source-address /151 3anpoCcoB K CEpBEPY aBTOPU3aLMN 1 ayTEHTUMKALNM
B pexumax koHduryprupoaHusi config-tacacs-server n config-ldap-server
MultiWAN:
e [lo6aBneHbl komaHabl wan load-balance B pexxume koHdurypuposanus config-cellular-modem,
nossonstouime Hactpoutb Multiwan ¢ ncnonszoBaHnem USB-mopema
L3-mapLipyTtusaums:
e Moaaepxka TexHonorum BFD ans ctatnyeckoin maplupyTusauum
e Pa3BuTtue BGP:
e [lo6aBneHbl komaHapbl default-information originate B pexxume koHdurypupoBaHus config-
bgp-af, default-originate B pexume koHdurypmnposanus config-bgp-neighbor,
NO3BO/IAKOLLME AHOHCUPOBATbL MApLUPYT N0 YMOYaHUIO

e CLI:

e [lo6aBneHa noggepxka ropaunx knasuw Ctrl-P n Ctrl-N gns npocmoTtpa nctopun BBeAeHHbIX
KoMaHz

e [lo6aBneHa BO3MOXHOCTb MPOCMOTpPA TEKYLLEro COCTOAHNS 06 EKTOB TPEKMHIa C NOMOLLbIO
komaHabl show tracking objects

LLDP:

o [lo6aBneHa nogaepxka pacwumpeHnss MED ¢ nogaepkoint aHoHcMpoBaHusa napameTpos DSCP,
VLAN, PRIORITY gns pasnuyHbIX TUNOB YCTPOWCTB. MNMocpeacTBOM AAaHHOTO pacLUMpeHns
peannsyetca nepegadva Voice VLAN

Firewall:

e PeasimzoBaHa TEXHOMOMSA Kaccudmkaumm Tpadmka npunoxeHui

e [lo6aBneHa komaHaa ip firewall logging screen B pexnme koHdurypmposaHus config,
No3BONIAKOLLME /IOrMpoBaTb 06HapyxeHHble DoS-aTaku
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¢ QoS:
e PeannzoBaH MexaHun3m GRED (Generic RED) ansi ynpaBneHus nepenosiHeHMeM odepeseii Ha
ocHoBaHum IP DSCP wnu IP Precedence
VRRP:
e MogaepxaHa pa6oTa B VRF
e [lo6aBneH VRRP track-ip
Zabbix:
e BHeapeH Zabbix-areHTt
KoHthurypuposaHue:
e Pea/in30BaHO aBTOMaTMYECKOE YTeHne KOHJUrypaunum ¢ nepeHoCHbIX HocUTenen npu 3arpyske
yCTpOiicTBa 63 KoOHUrypawmm

U4 .
\ ) SEC.RU KopoTkun nyTb K MHbopmauum CkauaHo c sec.ru




WLC-Series. Release notes. Bepcus 1.36.4

Bepcua 1.4.0
MepeueHb UBMEHEHUI B BEPCUN:

e TyHHenunpoBaHue:
e [lo6asneH PPTP-knueHT
e [lo6aBneH PPPOE-knneHT
Moanepxka TyHHens Ethernet over GRE
e [ogaepxka cosaaHmsa cabuHTepdieiicos ans Ethernet over GRE TyHHenell
Bo3amoxHocTb yBenuuenuss MTU ana TyHHeneid go 10000
Pa3BuTtue IPsec:
e Mogaepxka XAuth ans anHammnuecknx IPsec-TyHHenell
Passutne OpenVPN
e PaclumpeHve crnmcka anroputMoB LWUGpoBaHnsa 1 ayTeHTudmkaLmmn

BRAS:
e B0O3MOXHOCTb TpaHcnsumm Tabnuupsl USER IP - PROXY IP no npotokony NetFlow ans
NPOKCMPYEMbIX COeAMHEHNIA
L2 kommyTaums:
e [lo6aBneHa komaHza force-up B pexum KoHpurypuposanms config-vlan. B gaHHom pexvve VLAN
BCerga HaxoauTcs B coctosHum «Up»
L3 mapwpyTtunsauyms:
e BO3MOXHOCTb OMLUMOHa/IbHOIO BK/ItoYeHUs IPv6 cTeka Ha uHTepdeincax
e Pa3BuTtue BGP:
e YBeNM4YeH AnanasoH 3HavyeHui ans napametpa local preference
e PaclumpeH BbiBog komaHabl show ip bgp neighbors
e PeanuiosaH VRRP tracking: nameHeHne MED n AS-path atpnbyToB Ha OCHOBE COCTOSIHUS
VRRP

e CLI:
e BO3MOXHOCTb MacLUTabMpoBaHMa pasmepa TepMuHana nog pasMmep okHa Ha MK npu
NCNoNb30BaHMM KOHCObHOMO NoAKAtYeHns. KomaHaa terminal resize
e PaclumpeH Habop gonyctuMbix cumBosioB B APN B pexxume koHgurypuposaHus config-cellular-
profile. lo6asneHbl cumBonsl "@", ".", "-"
¢ MOHUTOPWHT:
e BO3MOXHOCTb thunbTpaumm Tpadguka no MAC-agpecy MCTOUYHMKA/Ha3HAYeHUS
e B0O3MOXHOCTb NpocmoTpa expect-ceccuin Firewall

 BbiBOoA MHGpOpMaLMK O cTaTyce MHTepdieiica npu BbizoBe show ip interfaces

DHCP:

e [lo6aBneHa BO3MOXHOCTb UCKIo4YeHus IP-agpeca u3 nyna agpecos DHCP-cepeepa

e [lo6aBneHa BO3MOXHOCTb 3afaHunsi NPon3BoNbHOM onunn B hopmare IP-agpeca, ctpoku, HEX-
CTPOKM

e NAT:
e Mopaepxka Static NAT
e NTP:

e KomaHga ntp enable vif <NAME> ycTtapena. CUHXpOHM3aLmMa BpEMEHM NO NPOTOKO/TY BKIOYaeTcs
KoMaHgol ntp enable 1 6yaeT paspelueHa s Bcex cepBepoB U MMPOB B KOHGUIypaLum

e [lo6aBneHa komaHga ntp logging, nossonstowasn normposats NTP-cobbiTus

e [lo6aBneHa komaHaa ntp source address <IP>, no3sonstoulan yctaHoBuTb IP-agpec ans Bcex NTP
peers

SNMP:

e KomaHaa snmp-server vif <NAME> ycTapena. [JocTyn no NpoTOKONY BKHOYAETCSH KOMaHZAO0M
shmp-server 1 6yaet paspelleH ans scex coobulects 1 SNMPv3-nonb3oBaTeneii B
KOHcpurypaumm

e YnpasneHue:

e [logaepxka onepaunii KONMPOBaHWS NPOLLMBOK, KOHGIUTypauun, cepTudnkaTos
e Moanepxka onepauuii ¢ koHgurypaumeii (commit, confirm, restore, rollback n 1. a.)
e BO3MOXHOCTb CO3aHnsa UHTepdrencos
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e BO3MOXHOCTb CMEHbI 06pa3a akTuBHoro Mo
e B0O3MOXHOCTb Nepesarpy3sku ycTpoiicTea (ToNIbKo Npv BK/ILOYEHHOM Ha esr snmp-server
system-shutdown)
e Bo3MOXHOCTb HacTpoliku npotokona VRRP
¢ MOHUTOPWHT:
e BO3MOXHOCTb MPOCMOTpPA Yncna CyLecTBYOLWNX NHTEPAIENCOB U TYHHENen BCex TUMOB
e Bo3amMOXHOCTb NpocmoTpa pasmepa ARP-Ta6nuubl
e SYSLOG:
e lo6aB/ieHO /I0rMpoBaHme 0CTaHOBOK/3anyCcKoB CUCTEMHBIX NPOLEeCCoB
e VRRP:
e [lo6aBneHa komaHga vrrp force-up. B naHHoMm pexume VRRP IP-uHTepdeiic Bcerga Haxoautcs B
cocTosAHuUM «Up»
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Bepcua 1.3.0
MepeueHb UBMEHEHUI B BEPCUN:

e 3awmTa oT aTtak:
e 3awwmrta ot DoS arak:
e ICMP flood
e Land
Limit-session-destination
Limit-session-source
Syn flood
UDP flood
e Winnuke
e B/10KMPOBKa LUMNOHCKOW aKTUBHOCTH:
e Fin-no-ack
e ICMP type
IP sweep
Port scan
Spoofing
Syn-fin
e TCP-no-flag
e B/10KMpOBKa HeCTaHAapPTHbIX NakeToB:
¢ |CMP fragment
IP fragment
Large ICMP
Syn fragment
UDP fragment
e Unknown protocols
Mopnepxka paspelueHnss DNS-umeH. Kewnpytouimii DNS-cepeep
e Mogaepxka npotokona LLDP
Mopnepxka 3G/4G USB-moaemoB
AAA:
e BO3MOXHOCTb perysiMpoBK/ KONIMYeCTBa HeyauHbIX NOMbITOK ayTeHTumkaunm
e BO3MOXHOCTb HACTPOIKN BPEMEHN XN3HW Napons
e BO3MOXHOCTb HaCTPOIKN MakCUMa/IbHOIo KO/iMyecTBa naposiei, XpaHUMbIX B UICTOPUM A/15
Ka)X0ro JI0KaJIbHOro noJsib3oBaresis
e QYHKLMA HANOMUHaHUA 06 M3MEeHeHUV NepBoHavYasIbHOro Naposs
e BO3MOXHOCTb HaCTpPOIKM TaliMayTa [/1 ceaHca BXxoja
e [lo6aBneHa HacTpolika, paspeLuaroLas/3anpeLlaruan asTopn3oBaTbCs OT UMEHW Nosib3oBaTens
root npu noakntoueHnn yepes RS-232 (console)
e TpeboBaHMe CMeHbl NapossA Noc/e UCTEYEHUS ero Cpoka AencTBns
e BO3MOXHOCTb KOHTPOJISA C/TIOXXHOCTW Naposis

BGP:
e O6beAMHEHNE NUPOB B rpynmnbl C HA6OPOM aTpPUGYTOB
BRAS:
e [lo6aBneH atpnbyTt Framed-IP-Address, cogepxawmii IP-agpec aboHeHTa B Access-Request
nakeTbl npotokona RADIUS
e OnTMMM3auusa NPou3BoAMTENILHOCTU Proxy-cepeepa
e CLI:
e [opaepxka npoTokosia SFTP ana 3arpysku/Bbirpy3sku hainios NpoLUMBKN, KOHUIypawumin n
ceptudmkaTos
e MNopaepxka USB-Hakonuteneld, SD/MMC-kapT B onepaunsix KonnposaHus ¢oainnos NpPoLLVBKY,
KOHcpurypauuin n ceptudmkaToB
e BO3MOXHOCTb MPOCMOTpPa pa3mepoB Tabsiny, U NPUOPUTETOB NPOTOKOI0B MapLUpyTU3auum
e BO3MOXHOCTb MPOCMOTPa BCEX MapLUPYTOB, BXOAALWMX B yKa3aHHYH0 noaceTb
DHCP:

U4 .
\ ) SEC.RU KopoTkun nyTb K MHbopmauum CkauaHo c sec.ru




WLC-Series. Release notes. Bepcus 1.36.4

e DHCP client. PyuHoli nepesanpoc IP-agpeca
e Mogaepxxka DHCP-cepsepa B VRF
* Moanepxka onuwii 150 (tftp-server ip) n 61 (client-identifier HH:<MAC>) ansi DHCP-cepBepa
Firewall:
e Bo3moXHOCTb ynpaBneHus ALG-moaynsimu
e BO3MOXHOCTb OTK/IOYEHMSA Apona NakeToB, OTHOCALLMXCA K CECCUN C HEKOPPEKTHBLIM CTaTyCcOM
(Hanpumep, NpK aCMMMETPUYHOI MapLIpyTU3aLU)
IPSEC:
e BO3MOXHOCTb YCTaHOBKM 3HauyeHus any ans local address npu HacTpoiike IKE gateway
e [logaepxka cepTudunkaTos
L2 kommyTaums:
e Bo3amoxHoCTb npoxoxaeHns BPDU uepe3 mocT Ha ESR-100/200
e BO3MOXHOCTb BKNHOUEHNS thr3nyeckoro nopta B MocT Ha ESR-100/200
MultiWAN:
e Pea/iM30BaHO aBTOMATMYECKOE NEepPEK/IOYEHNE Ha pe3epBHbI KaHau Mpu yxXyaLeHum
xapaktepuctuk (LOSS, jitter, RTT) Tekywiero kaHana
e Mopaepxka paboTbl B VRF
e Mopgaepxka LT-TyHHeNnen
e NTP:
e [logaepxka ayTeHTugukalmm
e [Mogaepxka punbTpauumn No TMnam coooLeHN
SNMP:
e Bo3moxHoCTb oTktoueHna SNMPv1
e PeasiM3oBaHbl CMINCKN KOHTPO/S JocTyna
e BO3MOXHOCTb KOHTPOJISA C/IOXHOCTM Naponsa 4a1a snmp-server community

[ ]
n
%)
I

e BO3MOXHOCTb HaCTPOMKN MakCUMasIbHOIo YMcia nonbIToK ayTeHTUdIUKALMM 415 NOLKTHOYEHUS MO
SSH
e BO3MOXHOCTb HaCTPOIKN NHTepBas1a OXuaaHnsa NpoBepkn NOAJ/IMHHOCTY noakKnveHnsa no SSH
e BO3MOXHOCTb HacTpOIK1 nHTepsasia 06HOBNEHNs nap kayein gna SSH
¢ Bo3amMOXHOCTb Bblbopa Bepcumn SSH
e PeasinzoBaHa HacTpoiika a/iIropuTMoB ayTeHTumkaumm, inpposaHms, obmeHa kioyamm
e BO3MOXHOCTb reHepauun RSA-knoya nepeMeHHON OJ1MHbI
VLAN:
* YnpaBneHue onepatuBHbiM cocTosiHnem VLAN (ESR-1000/ESR-1200)
e Mopaepxka MAC based VLAN
e BO3MOXHOCTb aBTOMaTN4eCcKoro fobassieHns nopTos B cywecTeytowme VLAN
e VRRP:
e BoamoxHocTb ucnonb3oBaHus VRRP IP B kauectBe IP-agpeca ncrtouHmka ans GRE, IP41P4, L2TPv3
TyHHenen n RADIUS-knneHTa
¢ MMpocnywwusaHne VRRP IP-cepsepamu L2TP/PPTP
e Mogaepxka VRRPv3
e lcnpassieH HEKOPPEKTHBIN NOPAAOK BUPTYyauibHbIX IP-aapecos B nakete
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Bepcua 1.2.0
MepeueHb UBMEHEHUI B BEPCUN:

e TyHHENUPOBAHME:
e Mopaepxka GRE Keepalive
e L3 mapwpyTtunsaums:
e BGP:
e [lo6aBneHne onnucaHms coceneii
e Bk/loueHVe/BbIK/II0YEHNE coceneit
e YBenmyeHo cymmapHoe uncno BGP nnpos go 1000
e [MpoCcMOTpP CyMMapHO HdopmaLmmn no nupam
e Multiwan:
e [MpoCcMOTp onepaTMBHON MHAOPMaLUn
e VRRP:
e 3agaHue mackm nogcetn ana VRRP IP
* YnpaBneHuem onepaTtuBHbIM cocTosiHnem Port-Channel (ESR-100/200)
e [Psec:
e Mopaepxka pexnma Policy-based IPsec
 MbBKan HacTpolika nepecornacoBaHus kntoueli TyHHeneli (margin seconds/packets/bytes,
randomization)
e 3akpbITue IPsec TyHHenA nocne nepegayn 3afaHHoro yncia naketos/6anT
e 3ajaHne BPEMEHHOro NHTepBasna, No NCTEUYEHNIO KOTOPOro COeANHEHNE 3aKPbIBAETCS, ECIN HE
6b1/10 NPUHATO UAW NepefaHo HU OAHOro nakeTa yepes SA
e SNMP:
e OTOGpaxeHne TekyLlen ckopocTn nHTepdeiicos B napameTpe ifSpeed B IF-MIB
e SNMP Trap:
e Trap 0 NpeBbIWEHNN MOPOroBbIX 3HAYEHWI 3arpy3ku n Temnepatypbl CPU, ckopoctu
BEHTUNATOPA, CBO6OAHOrO npocTpaHcTea RAM n FLASH
e CLI
e dunbTpauMa MapLpyTHON MHAOPMaL MK MO NPOTOKoNaM
o dunbTpaunsa no nHtepdelicy, IP-agpecy n MAC-agpecy B komaHgax ounctkn ARP/ND-Ta6numu,
e XpaHeHue log-thaiinoB B 3HeproHe3aBUCUMOi NamMATH YCTpolicTBa
e Bbirpyska log-thaiinoB ¢ ycTpoicTBa C MOMOLLbIO KOMaH4bl COpY
e MpocmoTp coaepxumoro critlog komaHaoli show syslog
e [pocmoTp coaepxumoro log-thaiinos ¢ koHua. lobaBneHa komaHaa show syslog from-end
e HacTpoiika Talimepa nogTBepxaeHns koHdurypaumun. JjobasneHa komaHga system config-
confirm timeout
* /I3MeHeHVe B KOMaHAHOM nHTepdeiice:
e Cisco-like nytn gnsa daiinos:

v1.2.0: system:..

esr# copy system:running-config
v1.1.0: fs://.../

esr# copy fs://running-config

o AAA:
e [lo6aBneH pexum, B KOTOPOM Npu ayTeHTUdMKaumm 6yayT MCnosib3oBaTbes cneayowme no
nopsiaKy MeToAbl B Clydyae HefoCTYNHOCTM NPUOPUTETHOTO
e NTP:
e Mogaepxka ayTeHTUmKaumm
e Firewall:
e YBE/IMYEHO YNC/I0 Nap 30H 6e3onacHoOCTM Ao 512
e Jlo6aB/ieHa BO3MOXHOCTb NMPOXOXAEHMSA NAKeTOB, A4/ KOTOPbIX HE YyAa/10Cb OnpeaeimTb
NPUHAAIEXHOCTb K KAKOMY-/IM60 N3BECTHOMY COEANHEHUNIO U KOTOPbIE HE ABAIOTCS HAYa/10M
HoBOro coeguHeHus. lo6asneHa komaHaa ip firewall sessions allow-unknown
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¢ QoS:
o KoH(purypupoBaHue A/iMHbl KpaeBbix ovepeaeli B Basic QoS
e BRAS:
e LelinmHr no SSID n odoncam
o AyTeHTudmkaumnsa aboHeHtoB no MAC-agpecy
e HacTpoiika pe3epB1MpoOBaHMA akTUBHbIN/pe3epBHbI Ha 0CHoBe cocTosHMA VRRP
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Bepcua 1.1.0
MepeueHb UBMEHEHUI B BEPCUN:

e BRAS:
e TepMunHauus nonb3oBartesnen
e O6paboTka RADIUS CoA, B3anmogenictene ¢ AAA
e Benble/yepHble cnnckn URL
e KBOTUpPOBaHWE Mo 06bEMY Tpadrka n BpeMeHn ceccuu, unn KBoTMpoBaHne rno o6oum
napameTtpam
HTTP Proxy
HTTP Redirect
HTTPS Proxy
HTTPS Redirect
Mony4yeHne cnmnckos URL ot PCRF
AKKayHTUHT ceccuii no npotokony Netflow
e OnuuoHanbHasa foNoNHUTEIbHAsA NPOBEepKa aBToOpmM30BaHHbIX Nonb3osarteneit no MAC-agpecy
e Netflow:
e Netflow v10. DkcnopT cTtatnctnkm no URL
Mopaepxka VRF
Moanepxka Domain Observation ID
MHdopmaumsa o NAT-ceccusax
3kcnopt HTTPS Host
2kcnopT nHgopmauun o L2/L3 location
HacTpoiika active-timeout
3agaHue IP-agpeca ncTouHnka gnsa naketoB oTrnpasnsiemblx Ha Netflow-konnektop
HacTpolika skcnopTta Ha nHTepdierice npu BkIto4eHHoM Firewall

VRRP:
e TpeknHr MapLpyToB Ha ocHoBe cocTossHMA VRRP-npouecca
e CLI:
e ABTOJOMOJIHEHME N OTOBPaXeHNe B Nofckaskax MMeH CO34aHHbIX 06beKTOB
e OTOGpaxeHne cymmapHoii Hpopmaumm no ceccusim Firewall n NAT
e [pocmMOTp onepaTuBHOM MHopMaLUK No padoTarLUM cepBrcam/npoLeccam
e IH(hopmaTmBHas nogckaska B c/iydyae HEKOPPEKTHOrO BBOAA NapameTpoB
SYSLOG:
e Bo3amoxHOCTb 3agaHus IP-agpeca nctouHuka ans szanmogeinctens ¢ SYSLOG-cepsepamu
L2 kommyTaums:
¢ Q-in-Q cabuHTepdeicsl
L3 mapwpyTtunsauyms:
e Passutue VRF:
e Virtual Ethernet Tunnel (TyHHenb, cBsizbiBatoLmii VRF)
e PasBuTtue BGP:
» HacTpoiika IP-aapeca nctouHmka ans o6meHa maplLupyTHoli nHchopmaumeli (update-source)
e Mopgaepxka BFD
DHCP Relay:
e Mopgaepxka Option 82
e Mopaepxka VRF
e Moaaepxka point-to-point nHtepdeiicos (GRE, IP-IPn 1. a.)
VHTepdheiicbl ynpaBneHus:
e SNMP:
e Mogaepxka MAU-MIB

¢ QoS:
e YBenuuyenue uncna QoS policy-map o 1024 un class-map go 1024
Wi-Fi Controller:
e MonyyeHne HacTpoek (06cnyxmnBaembix TyHHenem SSID n napameTpbl WweiinuHra) DATA-TyHHenei
¢ RADIUS-cepsepa
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Bepcua 1.0.8
MepeueHb UBMEHEHUI B BEPCUN:

* Y/yylleH KOHTPOsIb paboToCnocoO6HOCTN CETEBbLIX CEPBUCOB
o AAA:
e 3agaHue source IP ana s3anmogelictausi ¢ RADIUS-cepBepamu
e YpaaneHue knwo4vein SSH-xoctoB
e [logaepxka yctapeBLUMX NPOTOKO/I0B WKdpoBaHusa 418 NoakItoyeHns no SSH ¢ ycTpoiicTs
APYrux nponssoauTesnei
e L3 mapwpyTtunsaums:
e MultiWAN: per-flow mapLupyTmzaumns
e PekypcuBHas ctatmyeckas mapLupytmsanms
* BGP nogpnepxka yctaHoBku blackhole/unreachable/prohibit B kauectse Nexthop
e Passutne VRF-lite:
e Mopaepxka NTP
e Mopaepxka GRE-TyHHeNneik
e Pa3Butume CLI:
e [logaep)KKa KOPPEKTHOrO AOMOJSIHEHNSI YAaCTUYHO BBELEHHbIX NapameTpoB
e OTOoGpaxeHne anTaiima ceTeBbiXx MHTepdeiicoB B komaHae show interfaces status
e 3ameHa NpuBaTHbIX AaHHbIX MPU JIOTMPOBAHNN BBELEHHbIX KOMaHL, Ha ***
e [lo6aBneHbl KOMaHApbl no nat { source | destination } 4na 6bicTporo yaaneHus Bceli KoHUrypauum
NAT
e VRRP:
e [opaepxka sepcun 3
e [Mopaepxka KoHdurypmnposaHust GARP Master napameTpoB
e OaHoBpemeHHoe KoHdurypmpoBaHmsa ao 8 Virtual IP Ha npouecc
e Pe3epBupoBaHue ceccuin Firewall Tenepb HacTpanBaeTcs He3aBucumo ot Wi-Fi Controller'a
e Multiwan:
e BbIBOA COO6LIEHNI 06 N3MEHEHWM COCTOSIHNIA MapLUPYyTOB
e ESR-100/ESR-200:
e Mopaepxka TpaHcueepoB 100BASE-X Ha Kom60o-nopTax
e ESR-1000:
e Bpumx: 3anpet kommyTaumm unknown-unicast Tpadmka
e /IHTepdoeiicbl ynpaBneHus:
e SNMP:
e SNMP Trap:
e Trap 0 BbICOKOW Harpy3ke Ha CPU
e SNMP MIB:
e |P-MIB
e TUNNEL-MIB
ELTEX-TUNNEL-MIB
RL-PHYS-DESCRIPTION-MIB
CISCO-MEMORY-POOL-MIB
CISCO-PROCESS-MIB
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Bepcua 1.0.7
MepeueHb UBMEHEHUI B BEPCUN:

e YnpasJ/ieHne yCTPONCTBOM: KOH(PUTYpPUpPOBaHUe pexrnma paboTbl BEHTUNATOPOB
e L3 mapwpyTtunsaums:
o ABToMmatuyecku BbigeneHHble VLAN (Internal Usage VLAN) He MeHSOTCSt NpyU NPUMEHEHNN
KOHcpurypaumm
MultiWAN: 6e3ycnoBHas npoBepka Lenm
Y6paHa npoBepka B3anmMHoro rnepeceyveHuns DirectConnect-ceteil n ctatnyecknx mapLupyToB
M3meHeHne TCP MSS
3MeHeHne orpaHnyYeHnii Ha MakcMasibHOE YMCO akTVBHbIX MapLupyToB (FIB)
OrpaHnyeHne MakCMMasibHOro Y1cia MapLUpyToB A1 KaKA0ro NpoToKoa AuHaMUyecKom
mapLupytusaumm (RIB)
Bo3MOXHOCTb chmnbTpauumn mapLupyTa no ymonuyasuto B Prefix List
Mopaepxka BGP
BGP ECMP
ABTOKanbkynauusa talimepa keepalive
Moppaepxka Policy-based routing (IPv4 only)
JNlornpoBaHne N3MEHEHNIN COCTOSIHMA COeANHEHNIA ¢ nupamu B npoTokonax OSPF n BGP
Bo3moxHOCTb NpuMeHeHus route-map g OSPF, RIP
PassuTtune VRF-lite:
e Mopaepxka BGP
e Mopaepxka OSPF
e Mopaepxka QoS
* YnpaBneHue mapupytusatopom (AAA, Telnet, SSH, SNMP, Syslog, komaHaa copy)
e PasButue IPv6:
e Mopaepxka BGP
e Mopaepxka yctaHoBku Nexthop B route-map
e MNoppepxka RADIUS/TACACS/LDAP
e MNogaepxka MultiwAN
TyHHeNnnpoBaHue:
o AyteHTudonkaunsa yepes RADIUS-cepeep ans PPTP/L2TP-cepBepoB
¢ OpenVPN
e YcTapeBaHue aBTomMaTnyeckn nogHsTbIX TyHHenel Ethernet-over-GRE (koHTponinep Wi-Fi)
e Pa3BuTtue IPsec:
e Mopaepxka npotokona DES
e [lonyyeHre onepaTtuBHOM MHpOpMaLn

ARP/ND:
e KOH(UrypmpoBaHne BpeMeHu XXN3HW 3anuncei
DHCP Server:
e KoHdourypupoBaHue onumm netbios-name-server B nyne agpecos DHCP
Pa3sutune CLI:
e [1pOCMOTP Harpysku Ha ceTeBbIX UHTEpIencax
e PaclumpeH cnmncok npotokonos B ACL
e MapameTp untagged/tagged caenaH Heobs13aTenbHbIM Npu yaaneHun VLAN komaHaol switchport
general allowed vlan remove
e [MpocmoTp Tpadinka Ha ceTeBbIX MHTepdhelicax
VRRP:
e KoHcpurypuposaHue preempt delay
e OaHOBpeMeHHOe KoHdurypmpoBaHme Heckonbknx Virtual [P
Multiwan:
e [poBepka Bcex ueneri us target list
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ESR-100/ESR-200:
e -based QoS
e ACL
ESR-1000:
e ABTOMaTu4yeckoe onpegeneHne SFP-tpaHcueepa a5 10G noptos
e Bpnox: N3onsaums TyHHenen nnu cabnHtepdelicos B 6puaxe
SYSLOG: lo6aBneHa yctaHoBKa timezone nepes BbIBOAOM COOOLLEHNIA
VHTepdheiicbl ynpaBneHus:
e SNMP:
e SNMP Trap
e SNMP MIB:
e ENTITY-MIB
e |ANA-ENTITY-MIB
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Bepcua 1.0.6
MepeueHb UBMEHEHUI B BEPCUN:

e YNpaBneHne u MOHUTOPWHT:

e ABTOMAaTWMYECKOE pe3epBMpOBaHMe KOHMrypaumm

e C60p CTaTUCTUKN:

* Netflow v5/v9/v10(IPFIX)
e sFlow

Ta6nmua MAC-agpecos:

¢ B0O3MOXHOCTb OrpaHmyeHuns nsydaemboix MAC-agpecos

e BO3MOXHOCTb perynmpoBaHusi BpeMeHun xpaHeHns MAC-agpecos
Yny4yweHune normposaHus B Syslog:

e JlornpoBaHmne KpUTUYHbIX KOMaHz

e JlornpoBaHune paboTbl MPOTOKO/I0B MapLUpyTU3aLmnm
Pa3sutne CLI:
dunbTpayma TpaccupoBok komaHA no | include/exclude/begin/count
[JopaboTka pexuma nocTpaHMYHOro NPOCMOTPa KOMaHz
MepeBog npocmMoTpa halinios syslog Ha NOCTPaHWYUHbIA PEXUM
Mopnepxka BBOAA NOPTa, HA KOTOpPOM paboTaeT cepuc TFTP/SSH/FTP Ha yoaneHHOM cepBepe B
KOMaHze copy
e [lo6aBneHo oTobpaxeHne Bo3pacta ARP/IPv6-3anuceii n Self-3anuceii B komaHgax show arp n show

ipv6 neighbors
* /I3MeHeHMsA B KOMaHAHOM MHTepdeiice:
e [lo6aBneHa komaHga ip path-mtu-discovery
e DHCP: KomaHpaa ip address dhcp enable nsveHeHa Ha ip address dhcp

v.1.0.6:(config)# interface gigabitethernet 1/0/1
(config-if-gi)# ip address dhcp

v.1.0.5:(config)# interface gi 1/0/15
(config-if)# ip address dhcp enable

e DHCP: KomaHpaa ip address dhcp server <IP> nameHeHa Ha ip dhcp server address <IP>

v.1.0.6: (config)# interface gigabitethernet 1/0/1
(config-if)# ip dhcp server address 10.10.0.1
v.1.0.5: (config)# interface gigabitethernet 1/0/1
(config-if)# ip address dhcp server 10.10.0.1

» DHCP: KomaHpga ip address dhcp {<Ignore, lease-time, reboot, set reboot time, retry,
select-timeout, timeout, vendor-class-id>} namexeHna Ha ip dhcp client {<Ignore, lease-
time, reboot, set reboot time, retry, select-timeout, timeout, vendor-class-id>}

v.1.0.6: (config)# interface gigabitethernet 1/0/1
(config-if)# ip dhcp client timeout 60

v.1.0.5: (config)# interface gigabitethernet 1/0/1
(config-if)# ip address dhcp timeout 60

 Firewall: KomaHga show security zone-pair counters nsmeHeHa Ha show ip firewall
counters

v.1.0.6: # show ip firewall counters
v.1.0.5: # show security zone-pair counters

e Firewall: KomaHga clear security zone-pair nameHeHa Ha clear ip firewall counters

v.1.0.6: # clear ip firewall counters
v.1.0.5: # clear security zone-pair

e sNAT: KomaHa service nat source n3MeHeHa Ha hat source
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v.1.0.6: (config)# nat source
v.1.0.5: (config)# service nat source

e dNAT: KomaHga service nat destination n3smeHeHa Ha nat destination

v.1.0.6: (config)# nat destination
v.1.0.5: (config)# service nat destination

e NTP: KomaHaa service ntp {< broadcast-client, dscp, enable, peer, server>} nsameHeHa Ha
ntp {< broadcast-client, dscp, enable, peer, server>}

v.1.0.6: (config)# ntp peer 10.10.10.10
v.1.0.5: (config)# service ntp peer 10.10.10.10

e MULTIWAN: KomaHgaa target <IP> n3meHeHa Ha ip address <IP>

v.1.0.6: (config)# wan load-balance target-list eltex
(config-wan-target-list)# target 3
(config-wan-target)# ip address 10.10.0.1

v.1.0.5: (config)# wan load-balance target-list eltex
(config-wan-target-list)# target 3
(config-wan-target)# target 10.10.0.1

¢ |Psec: KomaHga ipsec authentication method psk nameHeHa Ha ipsec authentication
method pre-shared-key

v.1.0.6: (config)# remote-access I2tp elt

(config)# ipsec authentication method pre-shared-key
v.1.0.5: (config)# remote-access 12tp elt

(config)# ipsec authentication method psk

Pa3sutne QoS:
MpuoputesaLmsa ynpassioLLero Tpaguvka
PassuTue Firewall:
YnpasneHue TaiMepamMu 1 KOJIM4eCTBOM Ceccuii
Pa3Butne SSH:
reHepauus kntoyeli RSA, DSA, ECDSA, Ed25519
Pa3sutre NAT:
Bo3moxHocTb pa6oTbl NAT npu BbikntoueHHOM Firewall
Wcnonb3oBaHue bridge B komaHae orpaHmyeHnst 06nacTv NPUMEHEHNs rpynnbl NpaBui
Passutne MultiWAN:
YkasaHune SUB-nHTepgeiicoB B KavecTBe LW/o3a
Pa3sutne SNMP:
Moanepxka ifXTable
SNMP IPv6
BkitoyeHve/oTkIoueHe nonb3oBartens 4151 HU3KOYPOBHEBOIO AOCTYNa TEXHNYECKON NOALEPXKKN
HacTpoiikn npounssosibHoro MAC-agpeca Ha ceTeBOM MOCTY
L3 mapwpyTtunsauyms:
Pa3sutne BGP:
e ExtCommunity
e Pexnm yganeHus npmeaTtHbiX AS
e Pexum aHoHcnpoBaHus default-maplupyTa Hapsigy ¢ ApyrumMu mapLipyTamm
e PUIbTPAUMSA N HA3HAYEHME NapamMeTpoB Ha MapLUPYTbl NPU peaucTpuoboLmMm
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Bepcua 1.0.5
MepeueHb UBMEHEHUI B BEPCUN:

Pa3sutne CLI:
Ypanenne oAHOTUMNHbIX CYLLHOCTE 04HOM KomaHaoi yepes onuuto ‘all’
NHTepdelicsl:
Mopaepxka Jumbo Frame (MTU go 10000 6aliT)
HasHnaueHune npecmkcos /32 Ha Loopback-nHtepdelicsl
Firewall:
BO3MOXHOCTb NpepbIBaHNA/OUYNCTKN YCTAHOBIEHHbIX CECCUIA
OTtkntoveHne pyHkumm Firewall
QosS:
MapkunpoBaHune/nepemapkuposaHue Tpaguka
MyTtaunsa kogos DSCP
Nepapxuuecknii QoS (HQoS)
YnpasrieHne nonocoi nponyckanus (shaping), war 1k6ut/c
Pe3epBupoBaHune Nonockl Nno kiaccam Tpadmka (shaping per queue)
YnpasneHue neperpyskoi ovepeaeinn RED, GRED
YnpasneHune oyepeaamm SFQ
-based QoS
CeTeBble CEpPBUCHI:
Cnuckn koHTpons goctyna (ACL)
Mopaepxka Bblgayun IP-agpecos DHCP-cepsepom no MAC-agpecy kKnveHTa
Moanepxka omunbTpaumm no MAC-agpecam B Firewall
Mopaepxka ogHoBpeMeHHo paboTel DHCP-cepBepa n Relay-areHta
Telnet, SSH-kMeEHTHI
Mopnepxka nHTepdericos ET:
CHAP
PPP
MLPPP (Multilink PPP)
AAA:
AyTeHTudmkaumnsa n asTopmsaums rno /I0kasibHoM 6ase nosb3oBaresnei, no npotokonam RADIUS,
TACACS+, LDAP
AKKayHTUHT KomaHg no npotokony TACACS+
AkkayHTUHT ceccuin: SYSLOG, RADIUS, TACACS+
YnpasnieHne ypoBHAMU NPUBUNIETNIA KOMaHL,
L3 mapwpyTtunsauyms:
Pa3sutne BGP:
e OunbTpaums no atpubytam n moamdukaums atpnéytos (local preference, AS-path,
community, nexthop, origin, metric, subnet)
e MNopaepxka dyHKuun Route-Reflector
e HacTpoiika napameTpoB ayTeHTUdUKaLMM 415 onpefeneHHoro cocefa
e [opaepxka 32-paspsagHbIX HOMEPOB aBTOHOMHbIX CUCTEM
e BO3MOXHOCTb MPOCMOTpPA NOJIyYeHHbIX OT cocefa U aHOHCUPYEMbIX cocepy npedurkcos
e BO3MOXHOCTb MPOCMOTPa MHhopmaumm no onpegesieHHoMy npegukey
e Passutume RIP:
e CyMMMpPOBaHMEe aHOHCMpPYEeMbIX NogceTei
e CTatnyeckoe coceficTBo
e Pa3Butue OSPF:
e CyMMMpPOBaHME aHOHCMpPYeMbIX nogceTei
e MNopaepxka napameTpa eligible ans NBMA-uHTepdeiicos
e YnpaBneHue pacnpocTpaHeHnem mMapLipyToB (NpedurKC-NnCTbl C BO3MOXHOCTbIO 3adaHust
[0MyCTUMbIX NPedNKCOB C MCMO/b30BaHMEM Npasun eq, le, ge)
e CTatnueckne mapLipyTbl ¢ HasHauyeHmeM blackhole/prohibit/unreachable
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VREF Lite:
e PaboTa ceTeBbIX OyHKUMIA B KOHTEKCTE VRF:
e |Pv4/IPv6-agpecauns
e CTaTuyeckas mapLupyTnsaumns
e NAT
e Firewall
MOHWUTOPUHI CUCTEMHbIX PECYPCOB:
e MoHUTOPWHI coeanHeHuii/noTokos (flow)
e MOHWTOPWHT Tabany, MmapLpyTmu3aumnm
YnyuyweHus B pabote Syslog
Pe3epBupoBaH/e MapLUpyT13aTOpOB:
e PesepBupoBaHue ceccuii Firewall
e PesepsupoBaHune apeHg DHCP-cepsepa
e PesepBupoBaHne SoftGRE-TyHHenei ansa Todek goctyna Wi-Fi
e Mopaepxka agpecaumm IPv6 B cneayowmx ceTeBbIX CepBuUcax:
e Afpecauus
CraTnyeckas mappyTmsaums
Firewall
OSPFv3
Prefix-List
NTP
Syslog
YTunuTel ping, traceroute
Telnet client/server
SSH client/server
e DHCP Server/Relay/Client
e SNMP:
e [lo6aBneHa nogaepxka npotokona SNMP v3
e [lo6aBneH SNMP MIB (MoHuTOpuHr) anst QoS
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Bepcua 1.0.4
MepeueHb UBMEHEHUI B BEPCUN:

e CLI:
B0o3MOXHOCTb MMMAOpTa 1 aKcnopTa dainos ¢ noMoLulbi npoTokonos FTP, SCP
MpocMoTp KOHdUrypauuin no pasgenam
B0O3MOXHOCTb 06HOBNEHUS U-bOOt M3 KOMaHAHOIO MHTepAIelica CUCTEMbI
3meHeHne B KOMaHAHOM nHTepdelice:

e NAT: KomaHga proxy-arp interface nameHeHa Ha ip nat proxy-arp

v.1.0.4: (config)# service nat source

(config-snat)# proxy-arp interface gigabitethernet 1/0/15 SPOOL
v.1.0.3: (config)# interface gigabitethernet 1/0/15

(config-if)# ip nat proxy-arp SPOOL

 IKE: KomaHga policy nsameHexa Ha ike-policy

v.1.0.4: (config)# security ike gateway gw1
(config-ike-gw)# policy ik_pol1

v.1.0.3: (config)# security ike gateway gw1
(config-ike-gw)# ike-policy ik_pol1

¢ |PSec: KomaHaa vpn-enable nsmeHeHa Ha enable

v.1.0.4: (config)# security ipsec vpn vpn1
(config-ipsec-vpn)# vpn-enable

v.1.0.3: (config)# security ipsec vpn vpn1
(config-ipsec-vpn)# enable

e VTI: KomaHpga interface vti nsmeHeHa Ha tunnel vti

v.1.0.4: (config)# tunnel vti 1
v.1.0.3: (config)# interface vti 1

e DHCP: KomaHpaa service dhcp-server nameHeHa Ha ip dhcp-server

v.1.0.4: (config)# ip dhcp-server
v.1.0.3: (config)# service dhcp-server

e SNMP:
e [lo6aBneHa nogaepxka npotokona SNMP o515t MOHUTOpPUHIa
e MoaaepxaHbl cTaHAapTHble SNMP MIB (MOHUTOPWHT)
e DYHKLMN MapLLpyTHU3aLnK:
e Authentication key-chain
e OSPF:
e NSSA
e Stub Area
e MD5 AyTeHTudomkauus
e Pexxum MTU Ignore
e RIP:
e MD5 AyTeHTudomkauus
e BGP:
e MNopaepxka EBGP Multihop
e [opaepxka atpubyTa next-hop-self
e CTartunyeckas MaplpyTtnsaums:
e [logaepxkKa KOH(PUryprpoBaHUs HECKOSIbKMX MapLLUPYTOB MO YMOJTYaHUI0
e KoHchurypupyembliin preference gns npoTokoN0B MapLUpyTU3aumum
e DYHKLMN pe3epBUpPOBaHNS:
e Mogaepxxka VRRP
e MNogaepxka pesepsBrpoBaHnst DualHoming
» KoHTpornb 1 pesepsupoBaHne WAN (Wide Area Network) coegnHeHni
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e banaHcupoBka Harpy3kn Ha WAN-nHTepdeiichl
MpoTokon DHCP:
e Mogaepxka DHCP relay
e QOS:
e [puopuTnsauusa Tpagunka
e O6paboTka L3-nproputetos (DSCP)
e [logaepxka 8-Mu NpUOpUTETHBLIX OYepesen
e Anroputmbl 06paboTkn ouepenein SP, WRR
e YCTaHOBKa OrpaHnMyeHust NponyCcKHOM CNOCOBHOCTN NHTEPMENCOB A5 BXOLALLEro U UCXOAALLErO
Tpadmka
NHTepdelicsl:
e MNopaepxka loopback-nHtepdeiicos
NAT/Firewall:
e [logaepxka U3MeHeHNss Hymepauum npaswi
e [1IpocMOTp NHhopMaL M 06 yCTaHOB/IEHHbIX CECCUAX
e [lopaboTaH MOHUTOPUHI ceccuii ansi psaa npotokonos (H.323, GRE, FTP, SIP, SNMP)
e AKTMBALMA N feaKTuBaLNs CHeTYMKOB Tpadmka ceccuii
* /13MeHeHVe B KOMaHAHOM MHTepelice: ynyyleHo aBToA0NO/IHEHNE KOMaHL,
3epkanupoBaHue:
e [logaepxka OyHKUUN 3epKannpoBaHus Tpagnka
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Bepcua 1.0.3
MepeueHb UBMEHEHUI B BEPCUN:

e KommyTaums:
o KoHdurypuposaHue VLAN
 LAG (static n LACP)
e STP/RSTP/MSTP
* 130nAuMsi NOPTOB
e Bridge-rpynnbil
MapLpyTnsaums:
e OSFP
e BGP
e RIP
e NAT:
e Proxy ARP pnsa Source NAT
YpaneHHblii 4ocTyn:
e L2TPv3
e |[Pv4-over-IPv4
e GRE
Syslog:
* BO3MOXHOCTb HACTPOIKM NOrMPOBaHKs B yaaneHHbIx ceccusx (SSH un Telnet)
e ®opmaT coobuleHuii npueaeH K RFC5424
e )XypHasimpoBaHue BBOAMMbIX KOMaHL,
e CLI:

B0O3MOXHOCTb 06HOB/IEHMA NporpaMmMHoro obecneyeHunst yepes CLI
B0O3MOXHOCTb NpOCMOTPpa 0nepaTuBHOIO COCTOSAHUA NHTepdelicoB
Mopaepxka yTununsaumm nopTos
Mopaepxka npocmoTpa ARP-Tabnuupbl
KomaHga npocmoTtpa cepuitHoro Homepa
KomaHpga npocmoTpa Bepcum hardware
e MMogaepxka ouncTkn ARP-Tabnuupl

e CUCTEMHbIE MpaBKu:

e [logaepxka NMueH3npoBaHusa

e MNopaepxka kHonku "Flash"

e PeasimzoBaHa aBToMartmyeckas 6asiaHCMpOBKa Harpys3ku Mexay sapaMmy MaplpyTtusaropa
Be3onacHocCThb:

e [Mogaepxka rpynnbl meTonos ayteHTudukauun SHA-2 B IKE IPsec
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Bepcua 1.0.2
MepeueHb UBMEHEHUI B BEPCUN:

e KoHGourypupoBaHue:
e B0O3MOXHOCTb KOnuMpoBaHus KoHdurypauum Ha (c) TFTP-cepeep(a)
e Hostname
e CuctemHoe Bpems (BpyuHyH)
e OnucaHme nHTepgeincos
e BO3MOXHOCTb (hu/ibTpaumm panpsosioM Tpagmka TPaHCIMPOBAHHOIO /IM60 HETPAHCIMPOBAHHOIO
cepsucom DNAT
e B0O3MOXHOCTb UTHOpPUpPOBAaTh onpegeneHHble onumum B DHCP-kneHTe
e I3meHeHns B koMaHAax IPSec, cBsi3aHHbIX C ayTeHTU(IMKaLMen n WwmgpoBaHnem
 [poBepka Ha ay6nuposaHme nHgopmanmmn B object-group service/network
e Bo3MOXHOCTb cHpoca K 3aBOACKON KOHpMrypauum
e BO3MOXHOCTb HaCTPOMKN YacOBbIX NMOACOB
OnepatvBHasa nHopmauus:
e [lapameTpbl OKPYXXEHUS CUCTEMBI
e AKTUBHblE CECCUM NOJSIb30BaTesel
e Harpyska Ha dom3myeckux nHtepgoeicax
e COCTOSIHME JTIOTMYeCcKMX MHTepheiicos
e CYETUYMKM /TIOTMYEeCKUX nHTepderico
YpaneHHblii 4ocTyn:
e PPTP
e L2TP/IPSec
e NTP:
e PexuMbl cepBepa, Nnpa, KNneHta
MHgukauma 10G noptos
YTUnuTol:
¢ Ping
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Bepcua 1.0.1
MepeueHb UBMEHEHUI B BEPCUN:

e TpaHcnAuns agpecos:
e Source NAT
e Destination NAT
e Static NAT
e Buptyanmsauus, VPN:
e |[KE
» TyHHenupoBaHue (IPsec)
e WndgposaHune coeguHeHuii (3DES, AES)
o AyTeHTudomkaumnsa coobeHuin no anroputmam MD5, SHA1, SHA256, SHA384, SHA512
CeTeBble CepBUCHI:
e DHCP Server
e DHCP Client
e DNS
L3 mapwpyTtunsauyms:
e CTaTnyeckne MapLupyThbl
®YHKUMN CETEBOW 3aLMUTbI:
e Firewall
YnpasrneHue:
e /IHTepdoeiicbl ynpaBneHus:
e CLI
e Telnet, SSH
e YnpaBneHue AOCTyNoMm (okasibHasi 6asa nosb3oBaTesiei)
e YnpaB/ieHme KoHurypaumei
e ABTOMaTU4YeCKOe BOCCTaHOB/IEHNE KOHpUrypaLmm
e O6HOB/EHVEe NporpamMmmHoro o6ecnevenus (u-boot)

¢ MOHUTOPWHT:
 Syslog
Mpon3sBoanUTENLHOCTD:

[NpoussodumenbHocms Firewall (6onbwue nakemsi) 5,9 bum/c
[poussodumebHocmb NAT (6osbwiue nakemei) 5,9 'éum/c
[NpoussodumesibHocms IPsec VPN (6osbwue nakemsi) 3,7 r6um/c (AES128bit / SHAT)
Konuyecmso VPN-myHHenel 100
Konudecmso cmamuy4eckux Mapwpymos 100
Kosnu4ecmBso KOHKypeHmMHbIX ceccul 512 000

OrpaHuyeHus: Bepcum:

e MponyckHas cnoco6HoCcTb orpaHnyeHa (500M6uT/c Ha IPsec-TyHHeNb)
e banaHcupoBka Harpy3ku CPU nogaepxaHa ¢ orpaHnyeHnsMm

e He nogaepxuBaetcs policy-based VPN

e O6HoBneHne MO Tonbko cpeacTeamu u-boot

e CtaTuyeckoe ynpasneHue switch

e HeT annapartHoro yckopeHnus bridging

e HeT koHpurypuposaHusi VLAN (bridging)

e Het nogaepxkn SNMP, Webs
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e HeT KOHuryprpoBaHus timezone
e OtcytcTByeT NTP
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