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BeWARD Inasa 1. Hncmpykyus no 6ezonacnocmu

NnaBa 1. UHCTpYKUMA no 6e3onacHOCTU

OnekTpo6Ge3onacHOCTb
YcTaHoBKa M UCNonb30oBaHWe Kamep A0MKHbI MPOM3BOAUTLCS B COOTBETCTBUMN C OBLLIMMN U

MEeCTHbIMU Tpe6OBaHVIFIMI/I SJ'IeKTpO6830|'IaCHOCTVI .

TpaHcnopTupoBKa

KynonbHble kamepbl AOMKHbI ObiTb 3alULLEHbl OT AaBreHWUsi, BUOpaUuiA U MOBbILLIEHHOM
BMaXXHOCTU BO BpEeMSi XpaHEeHUSI W TPaHCMOPTUPOBKW. TpaHCMNOPTUPOBKA Kamep AOIhkHa
npoBoANTbLCS B pa3obpaHHOM BuAae B ynakoBke npoussoautens. FapaHTuiHble o6sizaTenbCcTBa He
pacnpoCTPaHsATCA  Ha  MOBPEXAEHWUsi,  MOMydeHHble B pe3ynbTaTe  HenpaBUibHON

TPaHCMOPTUPOBKM.

YcTtaHoBKa

3anpellaeTcs ycTaHOBKa Kamepbl B NOOOM MOMOXEHUW, He npegyCMOTPEHHOM
PykoBOACTBOM MO NOAKMOYEHMIO.

He npukacantecb K oNTU4ECKUM AeTansiM BO nsbexaHue nosiBfieHns uapanuH, Tak Kak OHK
MOTYT NOBMMATb HA KQYeCTBO MOy4aeMoro n3obpaxeHus.

3anpeluaeTcs OTKpyYMBaTh BUHTbI UM CHUMATb KPbILLKY Kynosa, a Takke CaMOCTOSITENTbHO
PEMOHTMPOBATL YacTU NOBOPOTHO-HAKNOHHOrO MexaHnama. O6cnyXmBaHme M peMOHT yCTponCcTBa
OOJIMKHbI NPOBOANTBLCA TONMBKO KBANMOULMPOBAHHBLIM CNeunanncTom.

He nopBeprarite kamepy BO34ENCTBUIO MPAMbIX COMHEYHbIX Nyden, NMMB0 UHbIX NCTOYHUKOB
SIPKOro cBeTa, HE3aBMCUMO OT TOro, BKIOYEHA Kamepa Unn HeT. OTO MOXET NOBNUSTbL Ha KA4YeCTBO
nosy4aemoro n3obpaxeHus.

N3berante  Onmsoctm  kamepbl € ycTpoucTBamu,  obnagawowmmm  6onbLinm
3ANEKTPOMAarHMTHbIM 3adppeKToM.

Hepgonyctnma yctaHoBKa KaMepbl B MECTax C CUNbHOW Bubpaumei.

BopocTonkocTb
[laHHasi KynonbHO-NOBOPOTHAs KaMepa HaAeXHO 3alluuieHa OT nonagaHus BHYTPb

Kopryca Briaru, nbifiv U COOTBETCTBYET MeXAyHapoaHOMY cTaHaapTy IP66.

MonHue3awumTa
[aHHble Kamepbl UMCNONbL3YOT TexHonorviwo TVS aAna  nogaBneHns  UMMNyrbCOB
nepeHanpsikeHMn BbICOKOW MowHocTn (oo 1500 BT), Hanpumep, yaap MOMHUKM, CKayok

HanpsXxeHna n 1.4.
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BeWARD Inasa 1. Hncmpykyus no 6ezonacnocmu

Yucrtka

Ncnonb3ynte MArKyro Cyxyr TKaHb [Ons NPOTMPaHUS BHELIHWX MnoBepxHocTen. [lns
TPYAHOBLIBOAMMBIX MATEH WUCMNONb3ynWTe Hebonblioe KONMMYECTBO YUCTALWEro cpeactsa, nocne
Yero Hacyxo BbITPUTE NOBEPXHOCTb.

He ncnonb3ynte netyyme pactBoOpuUTENU, TakMe Kak cnuprtocogepxawme cpeacrea, 6eH3nH

n Apyrve, a Takke abpasvBHble CpeCTBa, Tak Kak OHM MOTYT NOBPeANTb KOPMyC Kamepsbl.

B cny4yae HeKoOppeKTHOM paboTbl Kamepbil:
e Npu oBHapyXeHun gbiMa UM HeobbIYHOMO 3anaxa;
e puv NnonagaHum BoAbl UK APYrMX NOCTOPOHHNX OO BEKTOB BHYTPb;

e NPV NageHnn Nnn noBpexgeHmn Kopnyca:

BbinonHuTe cneayrowme AeNCTBUA:
e  OTKNIOYMTE Kamepy OT UCTOYHMKA NUTaHMSA U OTCOeAMHUTE BCE OCTalbHble NpoBoAa.
Cesbkutecb ¢ cepBucHbiM UeHTpoMm OOO «HIIM «besapa». KoHTakTHble OaHHble Bebl

MoXeTe HanTWn Ha canTte http://www.beward.ru/.
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BewARD Inasa 2. Obwue ceedenus

NnaBa 2. O6wune cBepgeHun

BE{VARD

Puc. 2.1

CkopocTHass KynonbHo-nosopoTHasd |IP-kamepa BEWARD B57-30RW (Puc. 2.1) ¢
nogaepxkon dopmara cxatus H.265 mgeanbHO nogxoauT And co3gaHns npodreccuoHanbHOm
CUCTEMbl BUAEOHabNoAeHNA Ha Takux O0beKTaX, Kak aBTOCTOSIHKM, BOK3arbl, adponopTbl, Masnble
W KpynHble NpeanpusaTus, cknagckue nomelleHus, NnponsBOACTBEHHbIE NIMHUW, TOProBble LEeHTPbI,
yuyebHble Komnnekcbl M gp. 2-meranuvkcenbHbin KMOTl-ceHcop SONY Exmor ¢ dyHKuuen
NMPOrpeccMBHOIO  CKaHMpPOBaHMS obecneyvvMBaeT BbICOKYHD AeTanu3auuio  u3obpaxeHus C
KOppeKkTHOM uBeTornepedaden. BcCTpoeHHast cuctemMa KOHTPONsa MUKpOKNMMarta mno3BondeT
akcnnyatnposatb B57-30RW B  6GOMbWMHCTBE POCCUMUACKUX PETMOHOB B TemnepaTypHOM

ananasoHe ot -50 go +50°C.

2.1. OcobeHHocTHN |IP-kKamepbl B57-30RW

o 2-meranukcenbHbin KMOT-ceHcop SONY EXmor ¢ nporpeccuBHbIM CKaHUPOBAHNEM

e Pexunm Full HD peanbHoro BpemeHun

e [1BOMHOE KoOupOBaHWe BuaeornoToka B dopmartax H.265/H.264/MIJPEG B peanbHom
BpEMEHU

e YacTtoTa kagpoB Ao 25 k/c ans Bcex paspeLleHni

e BcTpoeHHbIn Beb-cepBep no3BonsieT BeCTU HabnwgeHue M HaACTPOWKY Mpu MOMOLLM
cTaHgapTHoro Beb-6paysepa

e Ayauosxopn, ayavoBbIXO4

e BcCTpoeHHbI geTekTop ABMXKEHUS (00 4-eX HacTpanBaeMbIX 30H OEeTEKLUN)
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BewARD Inasa 2. Obwue ceedenus

e TpeBOXHbIN BXOA, TPEBOXHbLIN BbIXOA

o [lopaepxka kapT namsatn cbopmata MicroSD/SDXC (go 128 [6)

e [lnanasoH naHopamunpoBaHus: 360° HenpepbIBHO

e [lnanasoH HaknoHa: ot -15° oo 90°

e 128 3anomMunHaemMblx NO3ULINIA

¢ [laTpynupoBaHue no 3agaHHOMy MapLpyTy (4 wabnoHa) u py4yHoe yrnpaereHme
e Hanuuue weTkn cteknoouncTutTens

2.2. KoMmnnekT nocrtaBKu

e KynonsHo-nosopoTHas IP-kamepa

e KpoHwWwTEenH Anga KkpenneHms Kamepbl Ha CTEHY

o KomnnekT kpenexa, KnemMmMHble pasbembl

e YnakoBo4yHas Tapa

NMPUMEYAHUE!

MHopmaumio O KOMMNekTe MOCTaBKM Kamepbl YTOYHAWTe Ha caunte http://www.beward.ru/ wn

HernocpeaCTBEHHO MpW MOKynke 06opyaoBaHus.

2.3. OnucaHue pa3bLEMOB KaMepbl

N -

o ;e w

1 — CeTteBou pasbeM (RG-45): pasbeM And noKNIOYEHNSA KaMepbl K CETU MHTEPHET,
poyTepy unu KOMMyTaTopy npu nomoLum ctaHgapTHoro 8P8C (RG-45) wrekepa.

2 — RS485: npegHasHadeH Ond nogkno4eHns nyrbToB ynpasneHus PTZ.

3 — TPEBOXHbIN BXOA: TPEBOXHbIV BXOA, CAYXXUT AN NOAKITOYEHNS BHELUHNX JATYMKOB
(Hanpumep, aaTymka o6bema).

4 — KHonKa copoca (Reset): npegHasHavyeH ansa copoca HaCTpPoek kKamepbl 40

habpunyHbIX.
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BewARD Inasa 2. Obwue ceedenus

5- TpEBO)KHbIFI BbIXoA: TpeBO)KHbIVI BbIXO4 CINYXUT Oona NoAKNHYEHNUA NCNOJTHUTENbHbIX

YCTPOMWCTB (Hanpumep, n3seLuatens).
6 — ayanoBxopA: NpeaHasHayeH Ansi NOAKTHYEHUsT BHELLHErNO MUKPOGOHa.
7 — ayamoBbIXoA: NpeaHa3HayveH Ans NOAKNIYEHNS aKTUBHOW ayaANOCUCTEMBI.

8 — KOHTaKTbl NUTaHUA: NepeMeHHbIn Tok 24B, 2.1A

NMPUMEYAHUE!
B 3aBncMmocCTu OT peBu3nmn kamepsbl, KHoMka cbpoca Ha kabene moxeT oTCyTcTBOBaTb. B Takom cnyvae

ANs ocyllecTBreHns cbpoca obpaTuTech B Texnogaepxky Beward.
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BeWARD Inasa 3. [loocomoska k ycmarnoske IP-kamepuol

NnaBa 3. NoagrotoBka K ycTaHoBKe |P-Kamepbl

3.1. PekomeHpaumm no yctaHoBKe
B maHHOM pasgene npuBeAeH KpaTKWii CrMCOK pekoMeHAauwi, KoTopble Heo6XoanMmMo

yUnUTbIBaTb NMPU MOHTaXe OGOpyD,OBaHI/lFl BVI[J,GOHGGJ'I}O,EI,GHVIH.

PekomeHpaumm no pasmeLeHno Kamepbl:

o KynonbHo-noBopoTHass  kamepa BEWARD B57-30RW  npegHasHadeHa  gn4
OCYWIECTBIEHMS BMAEOHAONIOAEHUST Ha ynuue C NpedenbHon  TemnepaTypomn
akcnnyataumen ot -50 go +50°C.

e V3berante nonagaHus Ha kamepy MPsIMbIX COMIHEYHLIX JTyYen B TeYEeHMEe OJIMTENbHOro
BPEMEHM, a TaKKe HaxoXAeHusi MoBnM30CTM OTONUTENbHbIX M/MNKM oborpeBaTenbHbIX
npnbopos.

e lcnonb3ynte MonHMe3awmTy UM [POMOOTBOA ANA  3aluTbl  OT  HaBegeHHoro
3NEKTPOMarHMTHOro UMNynbca rPO30BbIX Pa3PAL0B.

e Kamepa pomkHa ObiTb 3a3emneHa. [ns pasgenbHOro 3a3emMrieHusi ComnpoTUBIEHME
OOJMKHO ObITb He MeHee 4 OM, a ceyeHne 3a3eMnSLWLEro COeaNHNTENBHOrO NpoBoaa —
He MeHee 25 MM,

e HenpaBunbHasi paccTaHoBKa Kamep BuAeoHabnogeHnss npuBeOET K MNOSBIIEHUIO
HexenaTtersbHbIX «CIenbix» 30H, KoTopble OyayT ocTaBaTbCsl BHE 0603peHUs onepaTopa.

e |130erante 6nmM30CTM C BOAOW UM UCTOYHMUKAMM BNaXHOCTU.

e [3Berante 6nM30CTM C YCTPOWCTBAMMU-reHEpaTOpaMm MOLLHbIX JNEKTPOMarHUTHbIX
BOJTH.

e Ybeantecb B BO3MOXHOCTM pasMeELLeHMs YCTpPOWCTBA C y4eToM noaBoda
coeauHNTENbHLIX Kabenen.

o W3berante cnocoba KkpenneHus Kamepbl, OOMYCKaOLEero 3HauuMTerbHyo BuMOpauumio.
[aHHoe BO34eNCTBME CHU3UT IPGEKTUBHOCTL [AETeKkTopa ABMXKEHUA W 4YeTKOCTb
n3o6pakeHnsi B LENOM.

e Yb6eanTtechb, YTO yCTAHOBKA KyMNOfIbHO-MOBOPOTHOW KaMepbl U €€ KOMMNOHEHTOB NPOXOANT
Nno BeNMYMHE MaKCMMaribHOW [OMyCKaeMOW Harpyskum Ha HeCyLllyl MOBEepPXHOCTb U
KpoHwTerH. XenaTtenbHo, 4TOoObl MakcMManbHasi Aonyckaemas Harpyska npesbillana
BEC KaMepbl 1 ee KOMMNOHEHTOB, Kak MUHMMYM, B 4 pasa.

e Kamepbl BuaeoHabnogeHna HeobxoamMmo pasmellatb Tak, Y4Tobbl Kak cryvanHoe, Tak u
crneumanbHoe NoBpeXaeHne Unn nameHeHe HanpasneHns o63opa 6bi10 HEBO3MOXHO.

e HanpaBneHne o63opa kamepbl (30Ha BUOeoOHaONAEHNA) [OMKHO ObiTb TOYHO

onpeaesneHo Ha MOMEHT YCTaHOBKW.
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BeWARD Inasa 3. [loocomoska k ycmarnoske IP-kamepuol

PekomeHaaumm no npoknagke Kkabens Butas napa:

e B Kkopumpopax xenaTtenbHO npoknagbiBatb MNy4YKM 3SMEKTPUYECKUX W CNabOTOYHbIX
kabenen no pasHbiM Kabenenposogam u kaHanam, NPOXoAsiLMM MO pasHbIM CTEHAM.

e [lonyckaetcsa B ogHOM Kabenb-kaHane npokragbiBaTb BUTOMAPHbIE W 3fEKTpUYeckue
kabenn B pasHbiX OTCEKax WM CeKuMsax, WMEHLWMX ChAfOoWHbIE MNpPOJOoSibHbIE
neperopogkn M3 HeCropaeMoro matepmana ¢ npegeriom OrHecToMkocTn He MeHee 0,25
Y. TONMbKO B paboymx 30HaxX Ha paccTosHuM He OGonee 15-TM MeTpoB, ecnu
anekTpuyeckasi MOLHOCTb ByaeT He Gonee 5 kBA.

e OnekTpuyeckne n cnaboTtouHble kKabenun gonyckaeTcsl NpoknaabiBaTb napannensHo Ha
paccTosiHum He MeHee 50 MM Apyr OT gpyra B pasHblx kabenenpoBogax Mnv CeKumsix
kabenenpoBogoB. Ecnn HanpsKeHHOCTb anekTpuyeckoro nons, obpasytouierocs ot
anekTpudeckoro kabens, 6yaet 6onee 3 B/M, TO HEOGXOANMO YBENUYUTL PACCTOSIHUE
MEeXOy JNneKkTpuyeckMmn n  cnaboToYHbIMW - Kabensamu WUNu - CHU3UTb  YPOBEHb
3NIEKTPOMAarHUTHbIX MOMEX.

e BuTonapHble n anekTpuyeckue Kabenu AOIMKHbl NepecekaTbCA TONbKO MOA MPSIMbIM
YrIIoM.

e HeoskpaHupoBaHHble BUTOMAPHbLIE KAbenn OOMmKHbI NMPOXOAMTL HA PACCTOSIHUM HE MEHee
125 MM OT rasopaspsigHbIX JlaMn OHEBHOrO cBeTa (NMIOMWHECLEHTHbIX Namm) U Apyrnx
BbICOKOBOJIbTHbIX YCTPOWCTB, COAEpXKaLLNX paspsagHuKN.

e HeakpaHupoBaHHble BUTONApHbIE Kabenun AOoMmKHbI NPOKNaAblBaTbCA Ha PACCTOSAHUN He
MeHee 1.5 MEeTpOB OT UCTOYHMKOB CUJIbHbLIX 3NEKTPOMArHUTHbIX MOMeX, obpasyoLmx
HaNPsPKEHHOCTb 3NIEKTPUYECKOro nons cebie 3 B/m.

e PacnpepenutenbHble YCTPOWCTBaA C 3adeNaHHbIMM HESKPAHMPOBAHHLIMU BUTONAPHbLIMMK
kabensiMu OOMmKHbI pacnonaraTbCsl Ha PAcCTOSAHUN HE MeHee 3-X METPOB OT MCTOYHWUKOB
CWMbHbIX 3NEKTPOMArHUTHbIX MOMEX, 00pasyrLWmMX HanPsSXKEHHOCTb 3NEKTPUYECKOro
nons cebie 3 B/m.

o [lpoknagka BUTOM Napbl MeXQy TOYKaMM NOLKITHHEHUS OOMKHA NPOM3BOANTLCS LENbIMU
Kyckamu, npv 3TOM HanpaBfieHne Tpacchl crieqyeT 3apaHee npogymartb Tak, YTobbl eé
NPOTSXKEHHOCTb BblNna Kak MOXXHO MEHbLLIE.

e MwvHumaneHbIi paguyc msrmba ana kabena — 4yeTblpe AnameTtpa kabens (unm 1
anM=2,5 cM), HO CYLLUECTBYIOT pekomeHZaumm pasmellatb kabenb Takmm obpasom,
4yTObbl 06ecneymsaTtb U3rnb paguycom 2 aronma (5 caHTUMETPOB).

o MakcumanbHas anuHa cermeHTa gosmkHa obiTb He 6onee 100 meTpoB.
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3.2. Obwume cBegeHUs o coopke Kamepbl

I'nasa 3. [loozomosxka k ycmanoexe IP-kamepwi

KpoHWTENH Kkamepbl ONsi HACTEHHOrO KpenneHuss U3 KOMMMeKTa MoCTaBkM UMeeT
cnegytowmn Bug (Puc. 3.1).

—

N

Puc. 3.1

BHUMAHMUE!

MoHTa)kHasi MOBEPXHOCTb AOMKHa BblAEPXXMBATb Harpysky, B YeTbipe pasa MpeBbilLatoLLyt0 CyMMapHbIN

BE€C Kamepbl U KpOHLUTeVIHa. Y6eantecb, 4To NMOBEPXHOCTb ABJIAETCA FIpO‘-IHOIZ, a ee MNoKpblTne He
oTCnamBaeTcA.

CteHa wnu nwobas gpyras nNoBEpPXHOCTb, Ha KoTopon Bbl cobupaetecb npousBecTn
YCT@HOBKY Kamepbl, OOMmkHa ObiTb HENOABMXHOW M MNPOYHON. Y6eauTecb, YTO KPOHLUTEWH,
3aKpensieHHbIN Ha CTEHE, HE CO34acT NOMeX APYrMM obbekTam.

Mpn KkpenneHun kamepbl Ha CcTONG MECTO KpenneHus [OSMKHO COOTBETCTBOBATb
TpeboBaHMAM, yKasaHHbIM B nyHKTe 3.1. YbeauTtecb, 4TO CTONGOBOM KPOHLITEMH-aganTep
HagexXHo 3adukcnpoBaH W HenogswkeH. CTonbGoBoW aganTep WCNONb3yeTCss COBMECTHO C

KpOHLLITGVIHOM Ana HaCTeHHOro KpenneHna N3 KoOMniekra NoCTaBKu.

Bonee noapo6Ho cbopka 1 MOHTaX Kamepbl pacCMOTPEHbI Aarnee B AaHHOM PykosoacTse.

3.3. YcTaHOBKa KapTbl NamMaTn

BHUMAHUE!

Fopﬂqaﬂ 3aMeHa KapTbl NaMATU He NoaOEepPXNBAETCA Kamepoﬁ N MOXET NPUBECTU K NOBPEXOEHUNIO KApPTbl

M notepe gaHHbIX. Kamepa He nogaepXuBaeT KapTbl NaMATU, pa3MedYeHHble Ha HECKOJIbKO pa3esioB.

PykoBoAcTBO Mo NOoAKMYEHUIO KyNnosibHO-MOBOPOTHOU KaMmepbl B57-30RW m
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IP-kamepbl B57-30RW uncnonb3yloT kapTel namatn gopmata MicroSD/SDXC ansa 3anucu

NHOPMALMN KaK B PEXMME TPEBOrM, TaK M B pPEeXUMe NOCTOAHHOW 3anucu. Kpome Toro,
npeagycMoTpeHa BO3MOXHOCTb aBTOMATUYECKOW PEe3epBHOWM 3anmncy Ha KapTy nNamsitu B cryvae
noTepu COeQMHEHUS C CETbLIO.

Cnot gns kapTbl NaMATW HaxoguTCA Ha BUOEOMOAYreE, PacnofioKEHHOM B MOBOPOTHOM
ycTponctBe. B cBA3M C 3TMM yCTaHOBKY KapTbl NamsATM PEKOMEHAYeTCsi MpPOBECTUM nepeq
YCTaHOBKOW KaMepbl.

o OTKpyTUTE 4 BMHTa 3agHen Kpblwkn (Puc. 3.2) gns Toro, 4Ytobbl NOAyYNTb AOCTYN K

CNOTY KapTbl NAMATH, pa3MeLL,eHHOMY Ha 3aaHel nnate Buaeomoayns (Puc.3.3)

Puc. 3.2

e Bosbmute kapTy namsaTu n BCTaBbTe €€ B CNOT A0 Lenyka, Npu 3TOM KOHTaKTbl KapThbl
namATV AOMKHbI ObITb 0BpaLLEeHbl K CNOTY Y MOBEPHYTLI B CTOPOHY nnatsbl (Puc. 3.3)
[Ona um3BneyeHnsa KapTbl NaMATU HaXMUTE Ha ee Topey A0 LWenyka — MPYXUHHbIN

MeXaHWN3M BbITOJIKHET KapTy U3 cnoTa.

PykoBoACcTBO NO NOAKNIOYEHUIO KYNONIbHO-NMOBOPOTHOM Kamepbl B57-30RW
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Puc. 3.3

e YcrtaHoBMTE 0OpaTHO KpbiWwKy. PaBHOMepHO 3aTsarMBaWTe Kaxabli W3  BUHTOB

(ymoctoBepbTeChb, YTO Kpbllka MPUTSHYNacb pPaBHOMEPHO CO BCEX CTOPOH).

PykoBoACcTBO NO NOAKNIOYEHUIO KYNONIbHO-NMOBOPOTHOM Kamepbl B57-30RW
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MnaBa 4. MoHTaX KamMepbl

4.1. HacTteHHOe KpensneHue

BHUMAHMUE!

MoHTa)Hasi NOBEPXHOCTb AOIMKHA BblAepKMBaTb Harpysky, B YeTbipe pasa MpeBbillatollyo CyMMapHbIi

BEC KaMepbl M KPOHLWITENHa. Ybeautecb, 4YTO MOBEPXHOCTb SIBMSIETCA MPOYHOW, €€ MOKPbITUE He
oTcrnavBaeTcs.

Pacnakyiite kamepy M KpoHWwTenH. Npn MOHTaxe HeobXogumMo yyuTbiBaTb, YTO Kabenb
Kamepbl SBNAETCA HeCbeMHbIM, OH MpPUKpenneH K ee kopnycy. [lanee pacCMOTPEeHbl OCHOBHbIE
Laru npoLiecca MoHTa)a Kamepbl.

War 1: Ha NMOBEPXHOCTU CTEHbl NOAroToBbTE MECTO AOJ1A KpenneHunsa KpOHUJTeVIHa. ﬂ,l‘lﬂ
Pa3MeTKMN KpenexHbIX OTBepCTVIIZ MO>XHO UCNOJ1b30BaTb YCTAHOBOYHbLIE pa3Mepbl (PUC. 4.1) nnéo

caM KpOHLUTEH B KadyecTBe TpacdhaperTa.

ﬁl 1 4»‘
(& &)

170

Luamemp omeepcmudli 8 mMm.

Pasmepsbi yka3aHb! 8 MM.
Puc. 4.1

LWar 2: ecnu Bbl He ncnonb3yeTe CKpbITYO NOABOAKY Kabens kamepbl, AopaboTante MecTo
pasmeLleHust kabens B OCHOBaHUN HacTeHHoMn yactu KPOHLUTEWHA. Ypanute
(BbINnOManTe/BbINMNNTE) MeTann B MecTe yToHeHusa (Puc. 4.2) Tak, 4T0oObl Kabenb Mor
nomecTntbcs B obpasoBaBLuemcs Bbipese. Nocne ycTaHOBKM kaMepbl Kabenb JOMMKEeH okasaTbCs

MeXay HaCTEHHOM YacCTbHO KPOHLUTENHA N CTEHON.

PykoBoACcTBO NO NOAKNIOYEHUIO KYNONIbHO-NMOBOPOTHOM Kamepbl B57-30RW
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Puc. 4.2

War 3: npogeHbTe kabenb 4epes KpoHWTENH. BcTaBbTe kamepy Bo dhnaHel 3akpenuTe
Kamepy Ha KPOHLUTENHE C NOMOLLbIO BUHTOB, MAaywWmnx B komnnekte (Puc. 4.3).

Puc. 4.3

-1
—

War 4: npukpenuTte KPOHLWUTENH C KaMepoun K CTeHe, obecneymB NNOTHOE NpuneraHve, u
3arepmeTnsnpymnTe Mecto Kkpennenus (Puc. 4.4).

Puc. 4.4

PykoBoAcTBO Mo NOoAKMYEHUIO KyNnosibHO-MOBOPOTHOU KaMmepbl B57-30RW
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LWar 5: pasamectuTe coeauHNUTENbHYIO YacTb Kabens B HEAOCTYNHOM ANs NonagaHust Bnaru

MECTe WM B MOHTa)XHOW KOpPOOKe CO CTEMeHbio 3almTbl OT BHELWHeW cpedbl He meHee |IP54
(cTeneHb 3aWwmTbl 3aBMCUT OT MecTa pa3smelleHusi), Hanpumep — TYCO 67051 ¢ pasmepamu
120x80x50 mm. Mecta BBOga kabenew [OMKHbI ObiTb OONOMHUTENBHO 3arepMeTU3MPOBaHbI

repMeTMKOM C BbICOKOW CTeMNeHbto aareann k matepmany kadens (MBX) n MoHTaXxHOW kopoOKu.

BHUMAHMUE!

MoHTaxHas kopobka HE BXOLOUT B KOMNNEKT NOCTaBKM Kamepbl U NpuobpeTaeTcsa OTAENbHO.

PykoBoACcTBO NO NOAKNIOYEHUIO KYNONIbHO-NMOBOPOTHOM Kamepbl B57-30RW
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4.2. KpenneHue Ha cTon6

BHUMAHUE!
Mepen Hayanom MoHTaxa ybeauTech, YTo CTONO, Ha KOTOPbIV OyAeT NPOM3BOAUTLCA KPENeHe kamepbl,

NPOYHbI U HEMOABWKHbIN.

BHUMAHMUE!

[Ona kpenneHus Ha cTon® MCNOMb3yeTcs crneuuvanbHbli KPOHLWTEeNH-agantep, kotopbii HE BXOOUT B

KOMMIEKT NMOCTaBKN KaMepbl.

Pacnakyinte kamepy M KpOHWTEMNH. MNpy MOHTaxe HeobXoaMMO YyYUTbIBaTb, YTO Kabenb
Kamepbl SIBNSIETCA HECbEeMHbIM, OH MPUKPENNeH Kk ee kopnycy. [lanee paccMOTPeHbl OCHOBHblE

Laru npouecca MOHTaXa KamMepbl.

LWar 1: npoaeHbTe kabenb 4epes KpoHLWTeNH. BcTaBbTe kamepy BO dhraHel, 3akpenuTe

Kamepy Ha KPOHLUTENHE C NOMOLLbIO BUHTOB, MAYLWNX B KomnnekTe (Puc. 4.7).

-
-

Puc. 4.7

LWar 2: npoaeHbTe kabenb Yepe3 OTBEPCTUE B CTONDOOBOM KPOHLUTENHE-aaanTepe U npu
nomMow 6GONTOB COEAMHWUTE MOCMNEAHUA C KPOHLUTEMHOM Kamepbl, obecneynB Mexgy HuMu
NNoTHOE npwuneraHne. 3arepmMeTu3pynTe MecTo CoeauHeHns 1 oTBepcTUe AN noasoaa kabens
(Puc. 4.8, 4.9).

PykoBoACcTBO NO NOAKNIOYEHUIO KYNONIbHO-NMOBOPOTHOM Kamepbl B57-30RW
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epmeTuk

l'epMe‘rMK
Puc. 4.9

War 3: npukpenute cOOpKy M3 CTONOGOBOrO KpOHWTENHa-aganTepa, KPOHLWTEenHa u3
KOMMeKTa NOCTaBKM U KaMepbl K CTONBY npy nomoLLm 6aHAaXHON NEeHTbl U3 HepXKaBetoLLen cTanu.
[na HageXHOCTU 1 UCKIYeHns BUOpaLmin noa 4ENCTBUEM BETpa PEKOMEHOYETCs UCMONb30BaThb
NEHTY LWUMPUHOM 19 MM.

LWar 4: pasamecTute coegmMHUTENbHYIO YacTb kabens B HEAOCTYNHOM ANs nonagaHus Bnaru
MEecTe WM B MOHTaXHOW KOPOOKEe CO CTEeneHbk 3aliMTbl OT BHELHen cpeabl He MeHee |P54
(cTeneHb 3aWwmMTbl 3aBMCUT OT MecTa pasmelleHus), Hanpumep — TYCO 67051 c pasmepamu
120x80x50 mm. Mecta BBOOa kabenewm AOMKHbI ObiTb AOMNOMHUTENBLHO 3arepMeTU3npPOBaHbI

repMeTMKOM C BbICOKOW CTeneHblo agre3nn k matepuany kabens (MBX) n MOHTaXHOM KOpOOKuU.

BHUMAHUE!

MoHTaxHas kopobka HE BXOOWT B KOMMMAEKT NOCTaBKN Kamepbl 1 npuobpeTaeTcst 0TAEMNbHO.

PykoBoACcTBO NO NOAKNIOYEHUIO KYNONIbHO-NMOBOPOTHOM Kamepbl B57-30RW
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MnaBa 5. HacTponka npoBoAHOro coeauHeHus

5.1. O6wue cBegeHna o noaknoveHnu IP-kamepbl B57-30RW k ceTm

IP-kamepa B57-30RW MOXeT nogkniovaTtbCa K flokanbHon cetu, nnbo cetn VIHTepHeT, npu
nomow nposogHoro coeaumHeHuns (Ethernet). MogknioyeHne MOXET OCYLLEeCTBNATbCHA Kak
Hanpamyto K K, Tak n 4epes BcrnomoraTenbHoe ceTeBoe obopyaoBaHve (MapLlpyTu3aTopsbl,
KOMMyTaTopbl).

B HacToswwee Bpemsa Hambonee nonynspHbiMM cNOCOBOM MOAKMYEHNs K ceTu NHTepHeT

SIBMISIETCS MNOAKM0YEHME Yepes BblgeneHHyto nuHuio Ethernet (Puc. 5.1).

) |
,3., ¢

3 y { Internet

s ~ \ J
< / Ny AN/
— \ . VA

Mapupyrusarop
|9

NN

Puc. 5.1

5.2. poBoaHOE NoAaKrYeHUe KamMmepbl K ceTH

Mcnonb3ya coeguHuTenbHbin kabenb ¢ pasbemamu RJ-45, nogkniounte |IP-kamepy K
nokanbHou cetu. Mpn 3aTOM O0aMH KOHeL kabensa AosmkeH ObiTb NOOKMIOYEH K KaMepe C NMOMOLLbIO
nepexogHuka RJ45-RJ45 n pasmelleH B MOHTa)XHOW KOpobKe (MepexOoaHuK BXOAUT B KOMMIIEKT
nocraekun). Bropow koHew kabens gomkeH 6biTb noakntoyeH kK LAN-uHTepdericy mapLupytmsaTopa.

B cnyyae Heo6xoouMOCTKN, COeaNHUTENbHbBIA Kabernb MOXHO NpMoGpecTn OTAENbHO MK,
npy HanM4YnM HeobBXOAMMbIX MaTepPManoB, MHCTPYMEHTOB U HaBblKa, M3rOTOBUTb CAMOCTOSITENBHO.

BapuaHTt «npsmoro» kabens (UTP kaTteropuu 5e) ¢ pasbemom RJ-45

C ogHoOro KoHLa C apyroro KoHua
1: Beno-opaHXeBbiN 1: Beno-opaHxeBbii
1 8 2: OpaHxeBblIi 1 8 2: OpaHxeBblIn
[} 3: beno-3enéHbin [ 3: beno-3eneHsbin
b 4: CuHMI MR 4: CuHuI
5: beno-cnHui 5: beno-cuHui
CMEPEAM: ﬁ 6: 3enéHbin CMEPEAW: éﬂ 6: 3enéHbin
VB 7: beno-kKopu4HeBbLIN Ve 7: Beno-kopu4HeBLIN
8: KopnyHeBssbliin 8: KopnyHeBbIi
PykoBoACcTBO NO NOAKNIOYEHUIO KYNONIbHO-NMOBOPOTHOM Kamepbl B57-30RW
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[ns narotoBneHusa «npsimoro» kabens Heobxogumebl: kabenb UTP (BuTast napa kateropum

5e vnu BbiWwe), ABa pasbema RJ-45 n ycTponcteo onst o6xnma pasbLemMoB (KpuMmnep).

Mpn Takom nopsgke nogknoyeHns nap (ykasaHHom B Tabnuue) obecneuvmBaoTcs
rapaHTMpPOBaHHbIE NPOM3BOAMTENEM BENWYMHA W pacnpefeneHve 3agepXek pacrnpoCcTpaHeHUs
curHana u, crieqoBaTtenbHO, 3asBfIeHHas CKOPOCTb nepedaydn gaHHbix 100 MouT/c.

ANs NOAKMIOYEHMS NUTaHUSA Kamepbl HeobGXOAUMO MCMONb30BaTb WCTOYHMK MUTaHWUS,

pekomeHaoBaHHbIN BEWARD 1 kabenb COOTBETCTBYHOLLENO CEYEHMSI.

5.3. OnpepeneHue napameTpoB NPOBOAHOMN FIOKaNbHOW CeTU
Ona toro 4to6bl IP-kamepa B57-30RW paboTana B Baluen nokanbHon cetm COBMECTHO C
Apyrum obopynoBaHvem, He06X0AMMO BbINOMHUTL €€ MOAKMYEHNE B COOTBETCTBMM C TEKYLLMMU

HaCTpOIZKaMVI OaHHOW CeTWn, ANs Yero, B CBOKO oyepenb, HeO6XOD,I/1MO onpeaenntb 3TN HaCTpOIZKVI.

NMPUMEYAHMUE!
OnucaHve yCTaHOBKM U HACTPOWKM COeAuHeHus BbinonHeHo Ha npumepe Windows 7 MakcumanbHas.
HasBaHune NyHKTOB MEHIO U HEKOTOPbIX (PyHKUMIA MOXeT oTnu4aTbes oT Bawen sepcun Windows, ogHako

anropnTm npmuBeaeHHbIX OEencTBui SBnsieTcH yHuBepcarnbHbIM.

B cnyvyae nogkmoueHna no kabento Ethernet HeobGxogumo onpegenuTb  Tekywme
HaCTPOWKN NPOBOAHOWN CETH.
Ons onpegeneHns TeKylWMX HACTPOeK MNPOBOAHOW NOKanbHOW CETU UCMOMb3ynTe

KOMMbIOTEP, NOOKINIOYEHHbIV K 3TON ceTu. Haxkxmute llyck — lMaHenb ynpaeneHus (Puc. 5.2).

BEWARD

Lowymenres

Waolpasemm

Myeaa

Mrpai

Kouneectegp

Nanera yroasnemne
Yerpohcraa n npanTapw
Mporpassas N yaso muaswnn

Crposaa w ragaeyiens

B oTkpbiBweMca OuanoroBoM OkHe Bblbepute nyHKT [[IpoCcMOTP COCTOSIHUA ceTu M

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.3).
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mili b Tlarens ynpaanesns » Noutr @ nusets pnpoases|

HacTpoiixa napaneTpos xomneKiTepa NMpecmotp:  Kareropus.

Crcrema # Ge3onacocTs YULTHIE 3ANMNCK DONLIOBATENMH 1

'g Mpotepes COCTURMIAR KOMAMITERS
APLNRHDOOANME AR it orep
-

cemedin.

B Jobarnere o yaznenme yusmnn samiceil
MNOMICRATENSR
B Ycramoeka pogMTEARCKOrO KONTPENR AR BOSK

Rofe30BETENER

BaiBop NApaMETROE A0MALLINEH [PyNNN o ofuiero

ATCTYTIE K Sasiiing

OPpopMmaeHre ¥ NEPCOHANHIIUNRE
h Varserienune Tesin
. B Wamsesienme done pabousro croms
E‘GC’P_'/”IOEQHW-‘ W asyx Hactpodee pespelennn sepass
NpoouoTp yer
AcSaznenne yorpoic Mace:, R3LIK U pernoy
9 Cmena pacenagen KnannaTypes Wi Soyri
ENOLOtOR seoas

MNporpaMmel

YAADSHIE DROCP AL Vhasserimnine Rinika anTepgesica

CReunanntbie BOIMOMHOCTH
Pesomergyermme Windows nageserpo

N1t 1A N sIOTDINEAR 1A DANE

Puc. 5.3
B oTkpbiBLWIEMCS OManoroBoM okHe HaxmuTe [[MoakniovyeHne no nokanbHom cetu] (Puc.
5.4).

COTAMM W ol AOCTYNOn

ACMBLUNAR CTPANILS ﬂpocuovp OCHOBHEIX CEEAEHMIR O CETU U HACTPOVIKa NOAKAIOUEHNA

'I ‘ MpocmoTp Ponnod xop e
Ylanerenne napsserpon <

o BEWARD Mnreprer
HanseswTs F0NCIHHTE DHDE (3707 KomnmoTEp)
TspameTERs 00ULEFD AOCTYN Npocmorp st cetei TTERKNICUANIM AR © IO

T= (e 4 Tun agcryna
R Otiecresings ciny ToaxAOesa:

Masserseranre cererni napaverpos

t‘ HRrTEoNrs WOROTO Mgy Issessnt Wi Cery
-
Hactpoiiva SecnposogHore, WMPOKONONOTHOID, MOZENHOTD, TRAMCTO wan YPN-nogxmoueis

N we NMVPO‘KI MILLUPYTRIATO PR WM TOMIM JoCTyTIe.

? MogemounTeia £ cemn
Mogrove e win NCSTopROE NORUICHErTE K SECNEOIOLNOUY, MPOBOANONY, NOZEMACMY
CETERONy COCDAENIDO WK NOZKIoGene k VPN,

Bafop aoumumed rpynosd n NapaeeTpoe obiyero Accryna
1 T AoCTyn K GBRNIM o NPENTERIM, PICNOACOEN M HA ARy THE CETERLE KOMNROTERRY, W
orimieynh Windows VOMENDNIE NAPIMETROR COUWRTO JOCTYNA.
Bovausan rpynne [S9  Yorpamenme nencaaace

Caodctng chospesttann FBANNNOCTINER 3t HCOPSEARIINE CRTEEME NRECANBM HAK PONY4ENE CROIIA 06 ICNPIRNEHIL

Puc. 5.4
NMPUMEYAHUE!

Mpn HanNMUMM HECKONbKMX MOAKMYEHN BbIbepuTE TO, K KOTOPOMY NIIaHMpPyeTCs NogkniounTb IP-kamepy.

PykoBoAcTBO Mo NOoAKMYEHUIO KyNnosibHO-MOBOPOTHOU KaMmepbl B57-30RW -
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B oTkpbIBLLEMCA OKHE HaXxXmuTe KHornky [CBomncTBa] (Puc. 5.5).

~
4 Cocromme - Mogaaoseim 1O ADKASWDR Cetn

Oluine
NotxvOuee
IPrtnmigemcumee: PTEOneY
Prsmoacutve: Be2 20CTYNA K MTepreTy
Cocremme i Mot
AT eeiTs: De4133
Ceopocru: 000.0 NbeT iz
| Cosamemn.,. |
ATIEOCTE
Orrpsaneso k.. Mowsro
=
BaiT: 79 138 205509 TN

“.CW Harvocreman
Finite ‘
__}

Puc. 5.5

B AwanoroBoM OKHe CBOWCTB CETEBOr0 MNOAKMIOYEHUS HeobXxoaumo Bbl6paTb NYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBoncTBa] (Puc. 5.6).

5 Mogxaroderne No JOKANBHON CETH - CEOWCTER ﬂ

Cets | focryn

MomxnioyeHne yepes:
l_-'lf Realtek RTLE139/810x Family Fast Ethemet ceTeson an:

OTMEYEHHBIE KOMMOHEHTEI MCMONESYIOTCA STUM NOAKMIOYEHWEM

Bl Kaspersky Anti-Vius NDIS 6 Fiter -

gﬂnaﬂwposmm nakeTos Gos

gCn‘fxﬁa [OCTYTA K $ainam v rpuHTepam cetei Micrg
EI5 BED & (TCP/P

PaMBEp B/5 TONONOra KaHansHor o yposHA
-4 DTBeT4NK 0BHEPYXEHIA TONONOTMM KAHANEHOT YPOE ™
Tl i B

| r
YCTEHOBMTD... Yaanm | CsolicTEa I

Onucarne
MNpoTokon TCP/IP - cTaHaapTHsit npoTokon rnoSansHen:
CETel, 06ECNEYMBEIOWNA CERSE MEXY DA3NMYHBIMA
B3aMMOAEACTEYIOWMMA CETAMM

Puc. 5.6
OTKpoeTcsl OKHO, B KOTOpPOM OTobOpakaeTcss MHGOpMaumsa O HacTpoWMKax CEeTEBOro

noakntodeHusi. BoamoxHbl ABa BapuaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Bauwlero

MK:
1. Nonyuntb IP-appec aBTOMaTuyecku: IP-agpec Ha3HavyaeTca aBTomatudeckm DHCP-
cepsepom (Puc. 5.7). Ecnn IP-agpec Bawewmy [1K Bblgaetcs aBTomatuyecku, Toraa Aand

onpegeneHns napameTpoB JIoOKarnbHOW ceTn nepenagute K nyHKTy 5.3.1 aaHHoro PykosoacTea.
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Ceoncrsa: Npotoxos Verrepeers eepom & (TCPIP) [,'“'

COUNE | Ar 1o I KoM rDlsw

MapaneTPe 35 WOy T MaSATECR 2070MITWEOUM, SO CETe
NOLOEDNGEIST YTY SOINGNNCCTS. B NDOTHEROM DTyuse Napamerie
12 HOEH0 NOSYAITE ¥ CETEROCD SRMMCTDATORY.

| @ Moayarri I-Amw sTcHaTeou

MoronusosaTs cred pouast IPanpec:

| @ Moayary saps: DNScspeeps -r:r«'-v-qn;,l

WoonaomaTs crenpouse sapecs DNG-ceomepos:

Puc. 5.7

2. Ucnonb3oBaTtb cneayowun IP-agpec: IP-agpec 3agaetca nonb3oBaTtenemM BpPY4YHYHO
(Puc. 5.8):

[ Caoncrea: Mporcass Verepnera sepcaw 4 (*C?M‘) M

Dbuwine
Mapare e 19 MOryT FATEYSTECR SETOMETINEDD, SOM 27D

NOARECOOMaET 3Ty BOIHIEHOCTD, B NDOTVEIMON Ciryse NaDeme T
B N NORY-IT Y CETEROND AL TONTONA

Nomparty [P-A0pec peTong tinens

@ MaesonaTe med pousss [F-agpec

P-aapec: 1J2.188 . 3 0
Maoa rogeeme: _BE.B5.355. 0
DCr0ar 0 Wm0y 197 . 163

B Hrumione e Ues pousw atoess DNS-cepmepon:
NpenrouTasiest DNS-Cepeen 197 . 158

A s Tyt NS cepmen:

TN TEEDSHTS NADEMETDe NP Bolnae Lonoa-smanseo..

Puc. 5.8

3anuwuTe, Nnbo 3anomMHUTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka
nogcetn, OcHoBHon w3, DNS-cepsep).

BHUMAHUE!

Ecnn Bbl He 3anucanu ceTeBble MapamMeTpbl KOMMbiOTEpa, TO MOCMe HaCTPOMKM kamepbl 6yaet

HEBO3MOXHO BEPHYTb UX B NMepPBOHAYaribHOE COCTOSIHNE OJ1 BOCCTAHOBMEHWS MOLKITHOUYEHWS K JTOKANbHOM
cetn n/wnu cetn IHTepHerT.
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5.3.1. OnpegeneHue napamMeTpoB CeTU Npu AMHamunyeckom IP-agpece

NMPUMEYAHME!
[aHHbIn nNyHKT PyKOBOACTBa NpefHas3HadeH AOns onpefeneHns napameTpoB JlOKanbHOW ceTu npu

HasHauyeHun IP-agpeca Bawewmy MK aBTomatnuyecku (DHCP-cepepom).

D,J'IFI onpegeneHna TeKywnx HacCTpoeK KOMMbTepa B nokanbHom I'IpOBO,EI,HOIZ ceTtun

HaxwmuTe lyck — lNaHenb ynpasneHus (Puc. 5.9).

’e Intermet Explorer »
6 Skype »

Jucyraesra
8 Mecrozoft Office Excel 2007 o

YhuGpaxenun

o) Grcenor ’

ﬁ DVR Serve
Mrpee
Q BRSControlier

Kourmwortep

Myxca

BEWARD B Vace

88

BEWARD Player
YOTPORCTAR 1 NP Tepe
o, Syt

Mporpavssss no ymosanmo

°
B, Coystu xonnceenros =
Crpassa n nogaeexs

»  Bee nporpansas

Puc. 5.9

B oTKkpbiBlwEMCA OuanoroBOM OkHe Bblbepute MNyHKT [[IpOoCcCMOTP COCTOSIHUA ceTU M

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.10).

— X
@G”t.’i:‘wmmnm ' .| ‘,l T s B

’ HaCTpoika RapaveTpos KOMNEOTepa \potmorp  Kxedopme ~

YUPTHEE 3ANHW0n NOOLI0BATEN0S »
|

CEMER .

& o

Puc. 5.10
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B oTkpbiBLWIEMCS OManoroBoM okHe HaxmuTe [[MoakntovyeHne no nokanbHown cetu] (Puc.

5.11).

GC;"'I:E o Cetun MinTepner » LiewTp ynpacntmets CETabm i 00UIMM ZOCTYNOM

- |4

Masiere ynpesseses -
ACMALUNAS CTPAANLY

A

' Mawenenue napamerpos
aasrrepe

A

BEWARD

=~
Hecronexo cered

¢

Wereprer

NpoCMOTP DCHOBMEX CBEACHNR O CETH W HACTPORKA NOAKMOUEHNA

MpocmaTp noamoi eapms

Wamenims gonomerrememte

(3107 koRanEOTER)

tpaneTpel 06D aocTyTe MNpocueTp axTngreix cered

3% Cenu 2
h O0wsCreennas cCre

Mauenenne ceTeawn napaverpee

W  Hacpoie noscr

' e

Tnn gocryna
Neoawwouenins

-

HacTpoiks Gecnposoanore, LPOKOTCADIHOIT, MOABMNCTO, NS0T wan VPN nogoneses

e
Bparmeysp Windows
Jeosmmuran rpyree

Caviicrme cCompesaran

NMPUMEYAHMUE!

WO e HACTPOMKS MIPLLPYTHIATOPS MK 0% A0CTYT,

-§‘ MoAMOMETRCE K CaTH

MOAMOUENIE MK NCATOEMOE OORUNCtIE & GECTIPCECANCATY, NPOROANOMY, MOASMOMY
ks P ¥ )

COTEROMY COBRMEBMIN0 WK NOATIONene & VPN,

Budiop SoMaUmeR FPyNne i NEpesieTRoe obuser0 JOCTyNe

AoCtyth & SaiNBM 0 NPUTERAN, PACHIOACKIMN M M8 APYIIT COTMMG KOMNWOTIEAS HAK

MR NEDIMETROR COUWIC JOCTYNA

Y Crdmsermte e NONAATIY

SIAEHOCTIRA 1 HENDAASHEE CETRRRG NPOGHIM SN NOMPSEHE CRRAEHIST OF NOAD A

Puc. 5.11

I'IpM HaNM4YnUM HECKOSbKNX CETEBbIX MOAKITOYEHMNI Bbl6€pI/ITe TO, K KOTOPOMY njiaHNpPyeTCA NOAKIOYNUTb

IP-kamepy.

B oTkpbiBLUEMCH OKHE HaxmMuTe kHonky [CBeaeHus] (Puc. 5.12).

MoRKNC-ewe

P rogsamc-emme; WTeoweT
Pvi-roaxmossae)
Cocrosse peasc
Amrremmcry:

Dropace

Zes gocTyna K MregmeTy
Mogxmousro

04:47:33

100.0 Mbur &

A

'c-um

Pwnc. 5.12
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B okHe «CBefeHust 0 ceTeBOM MOAKMIOHMEHUN» MpPeAcTaBneHa cneayolas nHgpopmauus

(Puc. 5.13):
g B
CeefeHMs O CETEEOM MOAKMHOYEHM ﬁ
[pnonHUTenEHeIE CEEAEHWA 0 CETU:
CeoitctE0 3HaueHue
OnpegeneHHLIR ANA NG...
Ormcanwe Realtek PCle GBE Family Controller
Prsnyeckuil agpec 14-DA-ES-D1-84-20
DHCF BrnioueH Oa
Appec |Pvd 192.168.1.120

Macka nonce IPvd 255.255.255.0

ApeHna nonyueHa 6 meepana 2015r. 8:58:33
ApeHpa wcTekaeT 10 pespana 2015 . 8:58:32
Wnto= no ymonuanwmio (P, 1592.168.1.254
DHCP-cepsep IPv4 192.168.1.254

DMS-cepeep [Pvd 152.168.1.254
WINS-cepsep Pvd 192.168.1.157

CnyxGa NetBIOS uepes... Oa

INokaneHeit |PvEappec... feB0:487d:5df9. 7cbdad3e®12
Wnto= no ymonuaHwme (...

DMNScepeep IPvE

Puc. 5.13
Ecnn B atom okHe Bbl yBugenun ctpokn — «DHCP Bknrwo4eH - Oa», «Agpec IPv4 -
XXX XXX XXX.XXX» (FAe «XXX.XXX.XXX.XXX» — 3Ha4yeHue |P-agpeca), — 3HaunT IP-agpec Bawemy MK
Ha3Ha4yeH aBToMaTmyecku. Macka nogceTn ykasaHa B cTpoke [Macka nopacetu IPv4], agpec
ceTeBoro wn3sa — B cTpoke [WWnr3 no ymonyaHuto IPv4], agpec DNS-cepeepa — B CTpoke
[DNS-cepBep IPv4]. 3anuwunte, nubo 3anomHuTe p[aHHble napameTpbl (IP-agpec, Macka

nogcetn, Ceteron wnto3, DNS-cepsep).

BHUMAHMUE!
Ecnn Bbl He 3anucanu ceTeBble napameTpbl KOMMbtOTepa, TO MOCMe HacTPOMKM Kamepbl OGyaeT
HEBO3MOXHO BEPHYTb MX B MepBOHaYarnbHOe COCTOAHME At BOCCTAHOBMEHUS NMOAKIIOYEHUS K NOKanbHOM

cetu u/unu cetn VIHTepHer.

BHUMAHMUE!

Ecnu B okHe «CBegeHUs 0 ceTeBOM NoAKIOYeHUU» Bbl yBUAENN CTPOKK:

«DHCP BknroueH - [a»; «Agpec IPv4 aBTOHACTPOMKMU - XXX.XXX.XXX.XXX», (FO€ XXX.XXX.XXX.XXX —
3HayeHune IP-agpeca), — 3HaunT Bam He yganocb nogknioumteca Kk nposogHon cetn (DHCP-cepep He

npuceoun IP-agpec Bawewmy [1K). lNMpoBepbTe NpaBuNbHOCTb NOAKMIOYEHNS K MPOBOAHON ceTu. B cnyvae

Heob6xoaumMocTH O6paTMTer K BaLuemy CMCTeMHOMY aAMUHUCTPAaTOopPy.
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5.4. U3MmeHeHMe NnapaMeTpoOB JNIOKanbLHOW ceTH Ans nogknyeHus K IP-kamepe

Mpn nepBom BkMoveHnn IP-kamepa B57-30RW umeeT IP-agpec, ykasaHHbI Ha Haknenke
BHYTPU 3alLMTHOro Koxyxa. YTobbl MOAKMOUMTLCA K Kamepe ANs nepBOHavanbHOW HACTPOWKK
Heobxoanmo, YToObl Baw koMnbioTep Haxoauncs B TOM e NOAceTH, 4To n kamepa. lNpn atom IP-
agpeca kamep, KOMMbIOTEPOB M MOOLIX APYrMX YCTPOMUCTB B CETU HE AOIMKHbI COBNaaaTb MexXay

cobon.

BHUMAHMUE!
Ecnn Bbl nnaHvpyeTe nNoOAKNoYUTb Heckomnbko |P-kamep, TO Onst ucknwyveHust koHdpnukrta IP-agpecos
noaknoyanTe kamepbl No 0AHOM 1 n3MmeHsTe ux IP-agpeca Ha nobble cBoOOAHLIE B Baluel nokanbHoM

ceTun.

BHUMAHUE!
Ecnn Bbl yBepeHbl, 4yTo Baw T[1K, noakmtouveHHbIM K MNpoBOAHOW ceTu, U IP-kamepa, duandecku
MOAKIIOYEHHas K TOM xe ceTu, Nnbo Hanpsamyto kK Bawemy MK, HaxoasTca B ogHon nogcety, Bol moxeTe

cpasy nepentu K nyHKTy 5.5 naHHoro PykosofcTea.

,D,J'IFI M3MEeHEHNA TeKylMX HaAaCTpOeK KoMnbTepa B nokarnbHomn I'IpOBO,ElHOIZ CeThn HaXXMute

Iyck — MaHenb ynpaeneHus (Puc. 5.14).

’e Intermet Explorer
6 Seype BEWARD

[X5 Mcrozét Office Excel 2007 .

MauGpaxenun

W) Bocxnor
E DVR Serves

Mrpes
W BRSControlier

Myuia

Lourmorep
BEWARD B Voo

Namesn yrgpasnenns
BEWARD Player

YOTpoRcTaa » DpeuTepe
Crymbie

Tporpavssss no ymosanmo

)
p. Covysclise KOMDOmEnTOR =
Crpassa n nogacexs

» Boe nporpansas

Puc. 5.14
B oTkpbiBlLIEMCA OManoroBoM oOkHe BblbepuTe MyHKT [[IpoCcMOTP cocTosiHMSA ceTu u

3apav] B pasgene [CeTb n UHTepHeT] (Puc. 5.15).
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' = 5
ms‘m » -ynpuwu- » v | ¢y il Mouor @ nusets prpoasenis D

’ HacTpoiixa napameTpos XOMNLIKITEpa Npecmetp:  Karpropus

Crcrema ¢ Ge3onaciocTs
3 MPOIEPED COCTRNAS KOMAMOTER

APLURMPOONME AR kit KDMNAIOTENN

YUeTHIE 3aNMcK D0ALI0BATENEH 1

ceMedin...

LY

Gamnersie o yazrnenme yuembn samiced
Monce n nenpaanesse npctiness YORATENGR

TAMORKD POMMTEARCKOCD KONTPONR S7R B
parenen

NPOCMOTD COTOMIME CETM W ARG

—~ BaiBop NapameTpos A0MALLIMEY TPy niu o ofuere l}’tp:)pv.! NEHWE W NEPCOHANHIIUMNE

AUCTYTIE K Q8sieming Viarserenes Tesiu

saesierine dome pabouero crose

/ Obopyaceasne » 3ayx
‘ Mpooasorp yer
AoSeznesme yo

‘\'Y'. Nporpammel

Hactpodce pespeitiesnn sepasis

TE ¥ NpWTEpOR
cTsa Mace, A3uK W pernos
| L. Crmena pacenagon KnasHaTypes Wik SpyTix
- ENOCOBOR MO
h ("‘ Y AABEMIE DPOCD AL Vaaserinnine mnina nnTepdedica
CrReunanniole BOIMOMHOCTH
Pesomergyermme Windows napesserpu

DTt 1A R sICTPIEWAR 1A MPANE

Puc. 5.15

B oTkpbiBLIEMCA OKHE HaxmuTe «llogknoyeHne no nokansHom cetn» (Puc. 5.16).

v :f o Corn i Veorepner 0 LLrp yopaaseni COTAMM i ohugnd SOCTYNOM

Tlanene ynpaonesns -
ACMBLLIAR CTPRNMS

?.k Mpocmotp nonkoi xopme
Vnerenie napaverpon 5‘ 0

Pe BEWARD Heccono ceted Wrrepner
Hansesrs QoNCIHITENEHNE (3707 KomnmIoTEp)
DSWMETIMN, 00UESD ARCTITA MPOcMOTp deTiiadx (eteit ORAMOYaNIE NAR GTLO

nDMMOTp OCHOBHEIX CBEAEHMIR O CETK M HACTPOVIKA NOAKAIOUEHNI

Q Cern 4 Tun aocryna

' - DOum T ensan Crty

Masserserane ceverniz napaverpos

t HRcTEoNKS HOROTO MOS TN sera® v Cory
<
Hactpoiina SecnposogHore, WMPOKDNONOTHOTD, MOZENMHOTD, MRAMCTO nak VPN-nogxnouenna

e owe ﬂ“w“lﬁl MIELUPYTHIATOPE WAM TOMDM J0CTyTe.

-& MNogumounTeia £ cemn
Flogrrouerne win NCEToproe NORUICSErTE K SECNPOIOLNOUY, NPOBOANONY, MOIEMACMY
c Iy COee WK NORK VPN

Bofop aousumtd rpynesd n NIPMLETHOE OOWLI O ACCTyTE

AoCTyn £ GBRNIM 0 NREETEPIM, PICNOACOCENHIMLE 1D ARy THX CETEEME KOMNROTERRE W
R VOMENDMIE NAPAMETROR OOUETO JOCTYNA.

Spanguaysp Wdows v
Dovausan rpynine )Y CIPaNERE HENCAIACK

Caoictne chorpesatann T [BANIeOCTI B HCOD AN (TR NECDNEM HAM PANYEHHG CEGIINI 06 N NPARNENIL

Puc. 5.16

NMPUMEYAHMUE!
MpY HanMU4YUM HECKOMNbKMX CETEBbIX MOAKIMOYEHU BbiGepuTe TO, K KOTOPOMY MiaHVpyeTCst MOAKIOUUTb

IP-kamepy.
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B oTkpbIBLLIEMCH OKHE HaxxmuTe kHonky [CBomncTBa] (Puc. 5.17).

U Cocrostve - Mogxatouenme No AOKaNsHOMA ceTi &l

| Ofuwe f

MoaknoyeHue
IPv4-noaxknioyerue: WHTepHeT
IPv6-noakmoyeHne: bes pocTyna Kk MHTepHeTY
CocToaHue cpeasb!: MoaxknoyeHo

AnuTensHoCTb: 04:47:33
CKropocTb: 100.0 MéuTfc

CeeaeHus. ..

AKTUBHOCTb

OTnpasneHo —— L! ——  TpuHATO
G
BaitT: 79 188 140 [ 805 509 770

[ #Csoiictea ][“_‘:;’O*rmmqmb] [ﬂwarnocm&a ]

3aKpbiTh

Puc. 5.17
B oOTKpblBLLEMCSI OKHE CBOWCTB CETEBOrO MOAKMOYEeHUss Heobxoammo BbiGpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBoncTBa] (Puc. 5.18).

, —
4 MoaknroueHwe No AOKENEHOW CETH - CEOWCTER u

Cem | Oocym

Moaxnioverue yepes:

I_TII‘ Realtele RTL8139/810x Familty Fast Ethemet cetesoi an:

OmvEyEHHEIE KOMMOHEHTEI WCNONBZYOTCA 3TAM NOAKNHYEHWEM

Bl Kaspersky Anti-Virus NDIS 6 Filter -
W .‘9 Mnatmposwmk naketos QoS

. SCnfxﬁa AocTyna K dainam n I'IDMHTEDEM ceTeit Micre—
v .2 [pororon Whrepue

-l [ Mporoxon In'hTepHem Bepcm 4(rCPan41 |
-4 [paiteep /B TONONOra KaHaNEHOMO YPOBHA
V] i OTBETUMK OBHEPYXEHWA TONONOTMM KSHEMBHOro ,rpoE -
[l 11

chHoEuTb... Yoamte | CeoiicTea I

Onvcanve

m

Mpotokon TCP/IP - cTaH@apT™eiit npoToken rnofansHem
ceTel, DSECHEHMBEDLUMR CBASb MEXOy pasnv4HbIMKA
BSEMMDD.EIWC'I'B'}WOU—[MMM CETAMW.

oK ] [ Omvena

Puc. 5.18

B nosiBuBwemcsi okHe HeobGXoAMMO YyCTaHOBUTb 3HayeHus |P-agpeca n macku nopcetw.
Bbibepute nyHkT [MUcnonb3oBaTtb cnepyrowmn IP-agpec] n BeBegute csobogHbin IP-agpec u3
noacetn kamepbl, Hanpumep 192.168.0.20, 1 Macky noacetn — 255.255.255.0. OcrtanbHble
3HayeHus BBOAUTb HeT HeobxogumocTu (Puc. 5.19).
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Cooicras: Mparoens Vrepera sepoue 4 (TCPAPWG A

Chupwe

Mapane T [P mOryT naer < TRoR SETOMATWEOM, S0 C0Tw
MOLOSCMASAET STY SOSHOMHOCTD, B NDOTMENON CITPYSE NEPOMETDE
15 MS0EG MOITP T i CRTREOrD ALPSSAACTRAT IEW

Moy [P-AnDed 207003 TIsE0

§ VomsosaTe Cneg wosust P-anpec
iP-anpec 2,8 0 .20

Nada nogceTie:

Ooomah whas

@ NNOmcesTe O o Angech DNS-cajeepon:
Mpeanoert sevnss NG copmen;

AmcTepraTeerta DNS-cepoen:

Moz TeenonTs NAPAMETI: IV BROToe P —

e

Puc. 5.19

[ns coxpaHeHus nameHeHun Haxxmmnte kHonky [OK] BO BCex OTKPbITbIX OKHaX.

5.5. NonyyeHue poctyna K IP-kamepe ¢ nomowbo 6pay3sepa Internet Explorer
Ona poctyna Kk kamepe c nomowpbto Opaysepa Internet Explorer 3anyctute ero n B
aZpecHon cTpoke BBeaute 3anpoc: http://<IP>:<port>/, — raoe <IP> — IP-agpec kamepbl, <port> —

3HauyeHune HTTP-nopta. Nocne atoro Haxmvute [MepenTtn], nuoo [Beoa] (Puc. 5.20).

BHUMAHMUE!
Mo ymonyaHuto IP-kamepa B57-30RW nmeeT IP-agpec 192.168.0.99.

NMPUMEYAHUE!
Ecrnn gna HTTP-nopTa ucnonb3yeTcs 3HayeHne Mo ymonyanuio — 80, Torga Ans AocTyna K kamepe B

agpecHou cTpoke 6paysepa goctatouHo BecTu: «http://I<IP>/», roe <IP> — IP-agpec kamepbl.

f L T )

a 1 htp/ 7192168099/ P+ X ] & Niycran crpasenis l’

Puc. 5.20
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5.6. Nony4yeHue poctyna K Be6-uHTtepcency IP-kamepbl

NMPUMEYAHMUE!
Onsa koppektHon paboTbl BeG-uHTepdenca IP-kamepbl Heobxoanma Bepcusa Bpaysepa Internet Explorer

He Huxke 9.0.

Ona npocmoTpa wu3obpaxeHna ¢ |IP-kamepbl uyepe3 ©Opaysep Internet Explorer
ucnone3yTca KomnoHeHTbl ActiveX. Internet Explorer He mumeeT 3TUX KOMMOHEHTOB B CBOEM
COCTaBe UM 3arpyxaeT UX HernocpeAcCTBEHHO C Kamepbl. Ecriv KOMNOHEHTbl He ycTaHoBMeHbl, Bol

yBMOUTE crnepgytollee coobLieHne:

r B’
CoobweHue ¢ seb-cTpaHuLibl ld—:hj

Cucrema onpeaenuna, 4To y Bac He yctaHoenen OCX, yctaHoeuTs
ceifvac ?

} 0K ' 1 OtmeHa

Puc. 5.21

Haxmute [OK]. B HmwkHen yactu okHa Gpaysepa MosiBMTCSl BCMSbiBalOLLEE OMOBELLEHNE

(Puc. 5.22).
BE\WARD T T T T T

I SN O o B ) e § e [ Yo O P B e (5 B i

107 el CART MM BETCS YOTANCRITM WAL TRy ActiveX Control wagaresn LLC RESEARCH AND
PRODUCTION ENTERPRISE BEVARL
Yerancnwrs

Puc. 5.22

Haxmunte [BbINONHUTBL] 4n5 YCTaHOBKM KOMNOHeHTOB ActiveX.

BHUMAHUE!

YcTtaHoBka KOMMOHeHTOB ActiveX Bo3MOXHa Tomnbko Ha 32-6uTHyto Bepcumio bpaysepa Internet Explorer.
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Cuctema 6e3onacHoctn 6paysepa Internet Explorer 6yoet aBTomatnyeckm G1oKMpoBaThb

yctaHoBky ActiveX. [Ona npoaosmkeHus YCTaHOBKM HaxmuTe [YcTaHOBUTb] B  OKHe

nogTeepXxaeHus yctaHoBkm (Puc. 5.23).

r =
Internet Explorer - Mpeaynpexaexue cucremsl besonacHocTi @

YCTaHOBHT b 3TO nporpammHoe obecneuenne?

Wma: ActiveX Control (2013.11.04)

'l
L'-— Msnatens: BEWARD Co., Ltd
[z] AononHuTensHo YcTaHosuTb ] [He YCTaHaBNMBaTb

l = | Daitnbl us MHTEpHeTa MoryT BbiTb NONE3Hb!, HO 3TOT THN aitna MoXeT
c NoBpeanTb KoMNbtoTep, CneayeT yCTaHaBNMBaTh NPOrpaMibl, NoNyYeHHbIe
= TONBKO OT A0BEPEHHOr0 M3AaTENs, DaKToDb! DUCKS

L — = |

Puc. 5.23

[anee, Ans KOPPeKTHOM yCTaHOBKM KoMMoHeHToB ActiveX 3akponTte Internet Explorer un

Haxxmute [OK] B OKHe, NpeacTaBneHHOM Ha PucyHke 5.24, ecnun TakoBoe NosIBUTCS.

rWaming ﬁﬁ

IE windows must be close before install 0o, 0K?

| 0K ] OmenaJ

Puc. 5.24

B okHe, npeacTtaBneHHom Ha PucyHke 5.25, HaxmuTe [Install].

7~ e B
OCX Install @

Install Uninstall Close

Puc. 5.25
Mocne ycnewHon yctaHoBku Bbl yBuante coobueHne «Register OCX success(C:\)» B

HWXHEW YyacTu aaHHoro okHa. Haxmute [Close] ans 3akpbIiTUS OKHA YCTaHOBKM.
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NMPUMEYAHUE!

B onepaunonHon cucteme Windows 7 u B 6paysepe Internet Explorer 9.0 Ha3BaHus MeHO wnu

CUCTEMHbIE COOBLLEHNSS MOTYT OTNMYaTLCA OT Ha3BaHWA MEHK U CUCTEMHbIX cooblieHun B apyrux OC

cemenctea Windows vnu B gpyrmux 6paysepax.

NMPUMEYAHMUE!

Mpn yctaHoBke ActiveX B OC Windows 7, npu BKMOYEHHOM KOHTpOMe YYeTHbIX 3anucen Oypet
OOMOMNHUTENBHO MNpOM3BOAUTLCA OGNOKMPOBKa YCTAHOBKM, O 4YeM nonb3oBaTento Oyaet BbigaHO
pononHutensHoe onoselleHne. [na paspelleHns ycTaHOBKM HeobBXOAMMO yTBEPAUTENbHO OTBETUTHL B

noABuBLLEMCA OKHE.

OTtkpownTe Internet Explorer. Nocne yctaHoBKM KOMNOHEHTOB ActiveX HeobxoamMmo yaanuTb
dannbl cookie Bawero Gpaysepa. lNocne yganeHust cdannoB cookie 3akpomTe U MOBTOPHO
OTKpoWTe Gpayaep.

B agpecHon ctpoke Opay3sepa BBeguTe IP-agpec kamepbl n Haxmute [Enter]. OTkpoeTcs
OKHO aBTopu3auuun. Beeante mmsa nonb3oBartens u naponb. Mo ymonyaHuoo MCnonb3yeTca nums

nonb3oBarenda — admin, naponb — admin (Puc. 5.26).

BHUMAHUE!
Mocne aBTopusaumm Bbl MoXeTe M3MEHUTb MM MNONb30OBaTeNsd M naponb B MeHw Hacmpoliku —
CucmemHsble — [Mosib3oeamenu. B criyyae yTepu napons unm nMeHn nonb3oBatend, |P-kamepy MOXHO

BEPHYTb K 3aBOACKMM ycTaHoBKaM. [Insi 3Toro Heobxoamnmo 3axaTb KHOMKy cbpoca Ha 10 cex.

BesonacHocms Windows x
lexplore.exe
Cepeep 192.168.0.99 zanpaluveasT MMA NONLI0EATENA W N3PONk.

3TOT cepeep Takke coobwaet: "B57-30RW H.264 IP Camera -
186882363650

admin

D 3anoMHWTE YUeTHEIE AdHHEIS

oK OTMeHa

Puc. 5.26
Mocne ycnewHon aBTopu3aumm Bbl nonyunte poctyn Kk Beb-uHTepdency kamepbl (Puc.
5.27).
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5.7. \ameHeHMe HacTpoek noakntoveHus IP-kamepbl Yepe3 Be6-uHTepcenc
Mocne nogknioveHust K IP-kamepe HeEOBXOOMMO N3MEHUTb €€ HACTPOMKM Takum obpasom,

4YTOObI OHa HaxoAmnachb B OAHOM NOACETM C OcTanbHbIM 060pyAOBaHUEM.

BHUMAHUE!

[nsi coBMecTHOM paboTbl HECKOMbKMX YCTPOWUCTB B OAHOW NoaceTy Heobxoammo, 4Tobbl y HUX coBnaaanm
nepBble TPMU YacTu (okTeTa) IP-agpeca, n NONHOCTLIO coBNajana macka noaceTu.

Hanpumep, IP-agpec Bawero IMK: 192.168.0.163. IP-agpec pasgeneH ToykamMmy Ha 4deTblpe okrteTa. 1
okteT — 192, 2 okteT — 168, 3 okTeT — 0, 4 okTeT — 163. Bam Heobxoaumo nameHuTs IP-agpec kamepbl
Tak, 4tobbl WX nepBble TpM OKTeTa coBnaganu, TO ecTb |IP-agpec kamepbl OOMKEH MMEeTb BUA:
192.168.0.xxx. YeTBepTbin oOkTeT IP-agpeca Kaxgoro YyCTponcTBa 006sA3aTenbHO [OMmkeH ObiTb

nHanBuayanbHbIM.

[ns M3MeHeHus ceTeBblX HACTPOEK B MaBHOM OkHe BeG-UHTepdenca HaXMUTE KHOMKY

[HacTpouku] n nepengute B meHto Cemsb — LAN (Puc. 5.28).
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BE\WARD (T (r— VT SR Te— E—

T st HerTpowes | AN

Avaea

Cemsmare £
Dajen pe .

- o
Cors
Thrwrs st —

Mmoo | o3 232 234 0|
Conemcd sanew [ 100 ™

Fraiyenr w! laatt v

FhnEmsmtamnt DS | 100 14 2 224
B y 2 "

Puc. 5.28
B nonsax [IP-agpec], [Macka nogcetu], [OcHoBHOM wnto3], [Mpeanountaembin DNS],
[AnbTepHaTMBHbLIN DNS] Hy>XHO BBECTU Takme 3Ha4yeHus, 4Tobbl kKamepa nonana B 0AHy noaceTb
C ocTanbHbiM ob6opygoBaHveM. [na atoro obpaTtutecb K paHee 3anucaHHbIM, TeKyLMM
HacTpovikaM MPOBOAHOW NOKanbHOW ceTu (CM. NyHKTbl 5.3 unun 5.3.1) n, B COOTBETCTBUN C HUMU

yCTaHOBUTE BbllLEeyKa3aHHbIE MapaMeTpbl.

NMPUMEYAHUE!
B cnyyae Heo6xoOMMOCTM ANs HacTPOWKM CETEBbIX MapamMeTpoB YCTpoWcTBa obpatutech k Bawemy

ceTeBOMy aMUHUCTPaTOpPY.

[ns coxpaHeHus U3MEHEHW CeTeBbIX HACTPOEeK Kamepbl HaxxMuTe KHOMKy [CoxpaHuTb].
lMosiBUTCH yBegomrieHve o repesarpyske yCTponcTBa.
Mocne nepesarpy3ku IP-kamepa 6yaeTt goctynHa no 3agaHHoMmy Bamu IP-agpecy. Ha atom

HacTpoWnKa NPOBOAHOIO NoAKNtoYeHus IP-kamepbl 3aBepLUeHa.

5.8. B03BpaT HaCcTpoeK NnoaKrnr4yeHus MK k nepBoHa4vYasibHbIM 3Ha4YeHUAM
YTo6hI BEPHYTb 3Ha4YeHuA NpoBOOHOIo0 CeTeBOoro NOAKNMKYEHNUA K YCTAaHOBIIEHHbIM paHee
3Ha4YeHuAM, BbINONHUTE cnenyrwmne nencTeus.

Haxwvute llyck — MaHenb ynpaeneHus (Puc. 5.29).
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9 Irteimet Bxplore ’
‘ ~’ Sy pe ’

IX2 Mcrowh Cfficw Excnd 2007 ’
-

&) B .
ﬁ W Senem

w ERSCartrober

Q EEWARD IP Vigor

Q SEWARD Dlapwr

Criymbine

Mantre proatatim

TP TS W rE e e

-t 2
w Mparsestes ne Y raieo

b‘ Cryntint somangeenton
Crpases u mogaspaxs

P Sce nporpavius

Puc. 5.29

B OTKpbIBWWEMCA OMarnoroBomMm OKHE Bbl6epI/1Te NYHKT [npOCMOTp COCTOAHUNA CeéTu mn

3apay] B pasgene [CeTb n UHTepHeT] (Puc. 5.30).

Hacrpoiika napaMeTpos KOMMbioTepa Mpocmotp: Kateropua ¥

(. Cwvcrema v 6e30nacHoCTs ; YueTHble 3anucy nonb3osaTenei n

\/@ lMposepka COCTOAHNSA KOMMNBIOTEP3 CeMeiH...

ApXVBMPOBAHNE A3HHBIX KOMMBIOTEPE B lobasneHue 1 yAaNEHUE YHETHBIX 3aNnCeit
Mounck n ucnpasnenne npobnem roAb30BaTENen

‘E‘ YcTaHOBKa pOAWTENBCKOrO KOHTPONA ANA BCEX

YurepreT NoAb30BaTeNen
M |Opocmotp coctonmua cetn v 3agay l

- Buibop napameTpos 4oMaluHeNR rpynnbl u obuiero Oq)OpMﬂEHME W nepcoHanusaiuma
AOCTYyNa K A3HHBIM WamerHerne Temel

Wsmerienne dona pabouero crona

’ ‘/ OGoponsamje ¥ 3ByK Hacrpoiika paspewuerng 3kpaHa
ﬂ MpocMoTp yCTPORCTE U NPUHTEPOB
[obasneHue ycTpoiicTea Yacol, A3bIK M PErMoH

CMEHa packnaaku KNasuaTypbl WA ApYrix
MporpaMmst cniccoBos 88043

k 4 YaaneHue nporpammel VamereHune asbika nHTepdeiica
CneunansHble BO3MOXHOCTU

Pekomengyembie Windows napamerpbt
OntnMmuzauna n3o06pakeHuns Ha 3KpaHe

Puc. 5.30
B oTkpbiBLIEMCSH OKHE HaxxmuTe [MoakntoyeHue no nokanbHoun cetu] (Puc. 5.31).
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Flasiers ynpesnenis - Npox . N R . |
ACMBLUNAS CTPaRNL POOMOTD DCHOSMENX CBSAeMNK O CETH W HACTPOMKA NOAKMOUEHNA

.. ' (Ipocmotp noarmoil €apTs
. Mawenenue napameTpos - 0

S5 o Cemun Vintepner » LienTp ynpacntmets CETatm w 00U ZOCTYNOM - |4

st od BEWARD Mecromo cered Wrepwer
Viamesems gonomerremimie (sTOT KoranBOTER)
IpANETDR O6LErD aoCTyre NpocseTp axTnerx cereit TOREIROALINE WS DTEIWONENIE

Cenu 2 Tun gocryna

=
™ Ofwescreennas cers Noawwoyeis

Mauenenne cereann napaverpoe

t‘ HACTDRAKE MOECD NOGESFCratiutd i CETH
-

HacTpoika GeCnpoBOANOTe, LIPOKOTICADIMONT, MOABMICTO, NPSMOrC W VPN nogoosens
WO e HACTROMKS MIPLLPYTHIATOPS Mk TONE A0CTYT,

-s. MEAXMOUTRCE K CETH

MOAKMOUENIE AN NESIOEMOE OOGUICLtIE & GECIPCECANCATY, NROROANCAMY, MOASMMOMY
COTEROMY COBRMEMII0 WK NOJMIOUenne « VPN,

Buriop ROM AR rPy Vs # NEpEiITRoE oBuRl0 A0CTyNd

YOy Aoty k SERABM 1 NPMSTERAN, PACHITACHIMUIM M APYIIT CONMIMG KOMAWOTERAL WK

HINENANIE NEDIMETROE CHUWIC AOCTYNA
Eparameysp Windows P o

Dosmmuran rpyrre Y Camserate e O NaALE

Caoicrms cCompes e SAEHOCTIRA 1 HENDAASHIE CRTRRRG NPOGHIM S DO R CRRAEHIER OF NOOD A,

Puc. 5.31

B oTkpbiBLIEMCS OKHE HaxmMuTe kHonky [CBoncTBa] (Puc.5.32).

Moaumouene
Pydmannoman: L

Bvicngrrowen; Ba) pocryow k. Wtepety
Cocromesie etz Nogxrereesn
DH4MI

100.0 MbweTic

Basir »wse1% | 0% 500 70

,','on:mwn | fnarmocriea

Puc. 5.32
B OTKpbIBLLEMCSI OKHE CBOWCTB CETEBOrO MOAKMOYEHUSs HeobXoaMmo BbiGpaTb MYyHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.33).
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-~

Cem  Lochn
Nopcsostrne vepes

& Restek RTLE129/B10« Famly Fast Bthemet cetesod ax

| Hecroowms.. |

IRt KOMIOHINTI BENOTRIPIOTCS 3THM DO MO

V) I8l Kazparsky Acti-Vieus NOSS € Fter -
v 3."?,1:0;.-;9( nacearos QoS

¥ 4 lpaloep 58 TONONNCA KANAMLNOTG JPOSHE
¥l 4 OreeTes OS-2pyRerii TORONDN KSHARSHOTO JO0e =

y‘ i

Orvcvew

Mporocon TOP/IF - cramap e npotosan rnofansesa
cevad, 00ecrewmanYl CARM MEXTY DRANRG
RARMVOANNCTIOULNT CR TRV

Puc. 5.33

OTKpoeTCss MeHI0, B KOTOPOM HEOBXOAMMO YCTaHOBUTb 3HAYEHWS HayarnbHbIX HACTPOEK,
3anncaHHbIX Bamu paHee (cM. nyHkTbl 5.3, 5.3.1 gaHHoro PykoBoacTea).

Ecnn nsHavanbHo |IP-agpec Bawemy MK HasHadancss aBtomaTudecku, Torga Bblbepute
nyHkTbl [Monyuntb IP-agpec aBtomatuuecku] wun [[Monyuntb agpec DNS-cepBepa

aBTOoMartu4ecku], nocne 4vero HaxmuTe kHonky [OK] onst Bcex oTKpbITbIX OKOH (Puc. 5.34).

Ceoitcrex Mporoxos Viemepners sepos 4 CCMM) G

Ohuse | AMuTEOUSTHIMER KONOW DA

MapaneTo: [F MOCYT HIIA3GATECS SETUMSTMUS0GM, S0M [2Th
NOLDSDIMVEAET BTY BOSMIMOCTS, B MDOTINENOM CITPse Napsw 1D
P 100000 NI f CRTEBSC0 ALneal I DATODN,

l @ MomyedTs [P Rgpec a8TonaTre0a

HnomsossTs thea pousst 19-aspes

| @ Nonyasms acoec DNG-COposns SSTOMATIRE00! I

MNOmI0oaTs (el pouse 2peca DAS Crpoepe

Puc. 5.34
Ecnu nsHavanbHo |IP-agpec Bawewmy K 6bin 3agaH BpyuyHyto, Torda BblbepuTe MyHKT
[MUcnonb3oBaTb cneaywowmn IP-agpec] n 3anonHute Heobxogumble nonsd (CM. NyHKT 5.3

AaHHoro PykosoacTea), nocne yero Haxmute kHonky [OK] ans Bcex oTKpbITbiX OKOH (Puc. 5.35).
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8 & "
Crorcrea: Mporcwss Werepuura sapcar 4 (TCPI0) ‘M

Ohwie
MapareTDe 19 MOrYT HATSESTECS SETOMATINEDDM, SOW CETD

NOANELMOMSET 3TY BOIMOEHOCTD, T NDOTVEIMON CITPNae NaDeme T
I MEMO NOSYrTh ¥ CRTEROCD AR TONTONA

(Lo E g e —

@ MaesonaTe ced poussl [Fagpec

P-aapec: 192.168. 3 0
MNaoa nogeeme: /E.85.355. 0
OCroerodl Wwmos 187 . 162

§ Horunmmions T Ues pousse atoess DNG-cepmenos:
Npennourassest DNS-cepeen 187 . 158

A o Tyt DNG cepmen:

TN TEEDSMNTS NADEME D NPV Songe

A0N0ATens0 .
o || Oves
~ ~

Puc. 5.35

5.9. TlpoBepka npaBUNBLHOCTM HacTpoek noakn4veHusa I[IP-kamepbl K
JNloKanbHOW ceTu
,U,J'Iﬂ KOHTPOJIA nNpaBuUiibHOCTU CeTEBbIX HACTPOEK KaMepbl W KOMMNbKTEpa HYXHO
NoAKMYNTLCS K Kamepe Yepes 6paysep Internet Explorer.

3anyctute 6paysep Internet Explorer. [Ina atoro HaxmuTe [Myck — Bce lMpoepaMmbi v

BblGepuTe cTpoky «Internet Explorer».

Beegute B agpecHom cTpoke |IP-agpec, nNpuUCBOEHHLIN Kamepe (HanpuMmep:
http://192.168.0.163).

Mpu NpaBunbHbIX HAaCTPOMKax OTKPOETCHA OKHO aBTopu3aumu. Beegute ums nonb3osaTtens
n naponb (Puc. 5.36).

BHUMAHMUE!

Mmsa nonb3oBaTtens no ymonyaHuio: admin. MNMaponb no ymonyanuto: admin.
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SezonacmocTs Windows X

iexplore.exe

Cepoop 122.168.0,163 3anpawunnaet #mn NOALIOBATONR W
naposk.

Irotr ceprep Taxe coobuwaet: “B57-30RW H.264 IP Camera -
186882363650°

admin
LA AL L)

D JENOMHUTE YNETHME J3HHBE

OK Omwesa

Puc. 5.36
Mpy nNpaBMNBHO BLINOJNTHEHHLIX AENCTBUSAX Bbl cMoxeTe 3anTtn B Beb-nHTEpdeic yepes

Gpaysep 1 yBnaeTb nsobpaxeHue ¢ Bawen |IP-kamepbl.

NMPUMEYAHUE!
B cnyyae HeygadHOro coegvHeHWss C kamepoun, NpoBepbTe MPaBUITbHOCTb MOAKIMIOYEHMS K MPOBOAHOW
CeTu, BEPHUTECH B Ha4Yano AaHHOW MaBbl U MOBTOPUTE HACTPOMKY. B cnydyae HeobxoammocTu obpatutecb

Kk Bawemy cucteMHOMy agMUHUCTPATOPY.
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naBa 6. Noakno4veHue IP-kamepbl K cetn UHTEepHeT

6.1. O6wue cBegeHna o nogknoveHun IP-kamepbl kK cetn UHTepHeT

Mpn yctaHoBke |P-kamepbl 06blMHO TpebyeTca MMeTb K Hel [OCTyn He TOMbKo M3

nokanbHOM ceTu, HO U U3 ceTn NIHTepHerT.

B atom cnyyae and ogHoBpeMeHHoOW paboTbl KOMMbLIOTEPOB, HOYTOYkOB, |P-kamep wu

Apyroro obopyaosaHus B ceTu MIHTepHeT, Yalle Bcero, MCnonb3yeTcs MapLupyTmM3aTop.
lMpn opraHudaumm poctyna K IP-Bugeokamepam u3 ceTu VIHTepHeT, Kkak npasurio,
NCNONb3YITCH Creaylolme Tpu BapmaHTa:

1. VmeeTcsa BblaeneHHbI NpoBangepoM BHeLWHUW ctaTudeckun |P-agpec nnu PPPoE-
coeauHeHune. lMpu atom, gaHHbIn IP-agpec (unn PPPoE-coeanHeHne) ucnonb3yeTtca
ANA NOAKNIOYEHUSA TONbKO oAHOW IP-kamepbl U He MOXeT BbITb Ha3Ha4YeH eLe Kakomy-
nmnbo yCcTponcTBay.

2. VimeeTcs BblOENEHHbIM NpoBaMgepoM BHELHWA cTatudeckuin |IP-agpec, KOTOpbIn
ncnonb3yeTca Ans NOAKMIOYEHNs K ceTU NHTepHeT NoKanbHON CeTU, K KOTOPOW, B CBOKO
oyepenb, MNNaHUPyeTCa MOAKMYMTL OOHY WNM Heckosnbko [IP-kamep. [Mpun Takom
NOOKIHYEHUN NCNoSb3yeTcs MaplpyTmusatop. Npyn 3ToM YnCcno nogkroyaeMblx kKamep
3aBUCUT, B OCHOBHOM, OT KONM4YeCTBa NepeHasHavYaembIX MapLLpyTU3aTopoM NopToB.

3. [lpoBangep He BblgendeT BHeWwHUW cTatudeckuin |IP-agpec. |IP-agpec HasHavaeTcs
npoBangepomMm ANHAMMYECKU, TO €CTb TaK, YTO NPU KaXOOM HOBOM MOOKITHOYEHUN 3TOT
agpec npvcBamBaeTCsl 3aHOBO M M3MeHsieTcs B npouecce paboTbl (Takas cutyaumst
ocobeHHO xapakTepHa npu pabote yepe3 ADSL n GPRS). B atom cnyyae, 4Tto6bl
obecneuntb BO3MOXHOCTb MOLKIOYEHUS OAHOW WM HECKOSMbKUX Kamep K ceTu
MHTepHEeT, BHe 3aBMCUMOCTM OT TOro, Kakown |P-agpec BblgeneH nposangepom B
AaHHBIN MOMEHT, HeobxoOuMO 3a4enCTBOBaTb MHTEPHeT-Cnyxbbl, paboTawowume c
ANHaAMUYEeCKUMKN agpecamu.

Hanee, 3T BapuaHTbl opraHusauumn poctyna k |IP-kamepam u3 cetn WHTepHeT OyayT

paccMOTpeHbI NogpobHee.
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6.2. MogkntovyeHne npu ctaTtuvyeckom BHewHeM IP-agpece/PPPoE-coegnHeHuu

6.2.1. U\cnonb3oBaHue ctatn4veckoro IP-agpeca

Ana nogkniodeHns IP-kamepbl kK cetu MHTepHeT HeobGXOAMMO M3MEHUTb ee ceTeBble
napameTpbl B COOTBETCTBUM C JaHHbIMW, NOMy4YeHHbIMK OT NpoBaraepa. Kak npasunio, nposanaep
npegocTaBnsieT cnegywwme ceteBble HacTporku: IP-agpec (B AaHHOM cnydae, CTaTUYeCcKui),
Macka nogcetn, CeteBon wnio3 u agpec DNS-cepsepa.

Ona nonyyeHns goctyna K IP-kamepe yepes ceTb VIHTepHeT no ctatnyeckoMy IP-agpecy
Heo6xoanMO BbINONHUTL CReAyoLme Warw:

War 1: nogkniounte IP-kamepy Hanpsimyio kK Bawewmy K.

LWWar 2: nameHnTe ceteBble HACTPOMKM NPOBOAHOMO coeanHeHus IP-kamepbl (CM. NyHKT 5.7
AaHHoro PykoBoacTBa) B COOTBETCTBUM C HacTpomkaMu, npefoctasneHHbiMn Bawum UHTepHeT-

nposangepom (Puc. 6.1).
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War 3: nogkntouunte IP-kamepy Kk BblgeneHHon cetu Ethernet.

Ecnu Bce napameTpbl yka3aHbl BEPHO, kamepa AormkHa ObiTb 4OCTYNHA B ceTu VIHTepHeT.

B npuBegeHHOM npumepe nposavaep NpeaocTaBun crneyolwme aHHble:

e |P-appec: 192.168.0.163

e Macka nogcetm: 255.255.255.0

e OcHoBHOM wWn3: 192.168.0.251

e DNS-cepBep 1: 192.168.0.251

e DNS-cepBep 2: 0.0.0.0

B obwem cnyyae, anga obpaiieHus k IP-kamepe 4Yepes ceTb VIHTEpHET B agpecHOn CTpoke
Opaysepa BBOAMUTCA cneaywlowmi 3anpoc: http://[<IP>:<Port>, rge <IP> — IP-agpec kamepsbl,
<Port> — 3HayeHune HTTP-nopta. Tak Kak B JaHHOM npumepe ucrnonb3yetca 3HadeHne HTTP-
noprta, 3agaHHoe no ymondaHuto («80»), TO, 4TOGbLI OGpaTuThCa K IP-kamepe 4yepes ceTb

NHTepHeT, Heobxoaumo HabpaTb 3anpoc «http://192.168.0.163».
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BeWARD I nasa 6. llooknouenue [P-kamepol k cemu Hnmepnem

NMPUMEYAHUE!

Mpu nopknioyeHun K kamepe 4deped HTTP-nopT, 3agaHHbI NO ymonyaHuio (3HadeHne paBHO «80»),

3anpoc B agpecHom cTpoke Gpaysepa umeet sua: http://<IP>, — roe <IP> — IP-agpec kamepsbl.

6.2.2. Ucnonb3oBaHue PPPoE-coeauHeHus

MHTepHeT-npoBangep He Bcerga MoxeT obecrneuntb NOLKIYMEHUe no cratudeckomy IP-
agpecy. Yawe Bcero, npoBangep opraHusyeT pgoctyn K cetun WHTepHeT u4epe3 PPPoE-
coegvHeHune. B aTom cnyyae, oH npegocTtaBnsieT aboHEHTY UMSA Nonb3oBaTens 1 Naponb.

IP-kamepa B57-30RW nogaepxumBaet PPPoE-coegmHeHne. [Ons ero ucnonb3oBaHUs
Heo6xoaUMO BbINONHUTE CreayoLwme Wwarw:

War 1: nogkntounTte IP-kamepy k Bawlen nokanbHon cety unu Hanpsmyto K MK (cm. Masy 6).

War 2: songute B MmeHto PPPoE-HacTpoek IP-kamepbl: Hacmpolku — Cemb — PPPOE.

LWar 3: B TekcToBbIX nonsix [Monb3oBartens], [Maponb] BBeante 3HavyeHUs, NosyYyeHHble

oT VIHTepHeT-npoBanaepa (Puc. 6.2).
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War 4: ana npuHATUA U3MEHEHUI HaXXMUTE KHOMNKY [COXpaHuUTb].

BHUMAHMUE!

[lns BCTynneHus ceTeBbIX NapaMeTpoB B cuiy TpebyeTcsi nepesarpyska yCTpoMCTEa.

War 5: nogkntounte IP-kamepy k BbigeneHHon cetu Ethernet.

BHUMAHMUE!
Mocne nogkntoveHus IP-kamepsbl k BbigeneHHon cetu Ethernet, oHa 6yget goctynHa B cetn VIHTepHeT noga

IP-agpecom, npucBoeHHbIM en Bawwnm npoBangepom 1 otobpaxkaembiM B none [Agpec] (cm. Puc. 6.2).
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NMPUMEYAHMUE!
Onsa yooberea, IP-agpec kamepsbl, Nog KOTOPbIM OHa AOCTyNHa B ceTu VIHTepHEeT, MOXeT ObiTb coobLLeH

Ha ykasaHHbli Bamun agpec anekTpoHHOM noyThbl (PyHKUMA «IP-yBegomneHuey). [ina HacTponkn gaHHON

onumu, noxarnymncra, obpatutecb kK PykoBOACTBY MO SKChnyaTaumm.

Ona obpaweHunsa k IP-kamepe uyepe3 ceTb WHTepHET, B agpecHom cTpoke Opaysepa
BBOAUTCA cneyowwmin 3aanpoc: http://<IP>:<Port>/, — rae <IP> — IP-agpec kamepbl, HaA3HAaYEHHbIN
Bawwum nposarigepom npu yctaHosneHun PPPoE-coeanHeHus, <Port> — 3HayeHne HTTP-nopTta

(no ymonyaHuto pasHoe «80»).

NMPUMEYAHUE!
Mpu nopkntoyeHum Kk kamepe 4deped HTTP-nopT, 3agaHHbI NO ymMonyaHuio (3HadeHne paBHO «80»),

3anpoc B agpecHom cTpoke Gpaysepa umeet sua: http://<IP>, — roe <IP> — IP-agpec kamepsbl.
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6.3. MNopgknoyeHne 4epe3 ceTb WUHTepHeT Kk IP-kamepam, Haxogswmumca B

rioKanbHOM ceTu
Ecnn goctyn B ceTb VIHTEpHET ocyllecTBNAeTcs nNo BbigeneHHon nuHum Ethernet unu no

ADSL, ons nogknoyeHus nokanbHOW ceTu UCNoNb3yeTcs MapLupyTusaTop.

BHUMAHMUE!

[Ona ucnonb3oBaHWA [aHHOrO MeToda MoAKMYeHus Heobxoaumo 3apaHee npuobpectn y Baiwero
npoeangepa MYBNNYHBIA CTATUYECKWUW IP-agpec. MMposaiiaep npedocTaBnsieT, Kak Mpasurio,
ONHAMWYECKNI BHYTPEHHWW IP-agpec, KOTOpbIi OOCTYNEH TOMbKO B MOACETM nposainaepa.

MoaTomy yTouHMTE TUN Uchornb3yemoro Bamu IP-agpeca 3apaHee.

[nsa Toro, 4tobbl nogknounTbes K IP-kamepe ns cetn MIHTepHeT, Hago obpaTtutbes no IP-
agpecy, BblgaHHOMY NMpoBangepom («BHEWHUNy |IP-agpec mapLupyTtmnsartopa), 1 K onpegeneHHomy
HTTP-nopTy.

BHUMAHME!
Mpn obpaweHun n3 cetn WHTepHeT aAnsi BCeX Kamep, HaxoOsLWMXCA B OAHOW JlOKanbHOW CeTw,
cylecTByeT Tonbko oauH IP-agpec (BblgaHHbIM npoBargepom). NoaTomy ons goctyna K 3TMM Kamepam

HEeOOXOAMMO KaXKAoW HasHa4YMTb CBOW rpynbl MOPTOB.

[na atoro TpebyeTcsa BbINONHUTL CrneayoLwme 4ENCTBUS:

o /I3meHnTb ceTeBble NapameTpbl IP-kamep B COOTBETCTBUM C HACTPOMKaMU, NPUHATBIMU
B Bawen nokanbHOW cetun (CM. NyHKT 5.7 ANs NpOBOAHOrO MOAKIKOYEHMS Kamep K
foKarnbHOW ceTn).

e Hactpoutb yHKUMIO NepeHanpasneHus noptoB. [aHHaa yHKUMS nossonsdet
nepeHanpaensaTb obpaweHns u3 cetn VIHTepHeT K kakoMy-nnbo yCTpOWCTBY,
NOOKIMOYEHHOMY K nokansHom ceTu, ¢ BHewHero WAN-nHTepderica mapLipytusatopa
Ha ero BHyTpeHHUMN LAN-uHTepdenc un obecneumBaeTcss nNpakTU4ECKM IobbiM
COBPEMEHHbBIM MapLLPYyTU3aTOPOM.

Mpn atom, cyuwlectByeT ABa crnocoba HaCTpoOVKM MapLlipyTusauumn (nepeHanpaBneHust

nopToB):

e ycnosnb3oBaHme TexHonorun UPNP B kamepe n mapLipytmsaTtope;

e pydyHas YyCTaHOBKa NapaMeTpOB MepeHanpaBneHnss MNOPTOB B  Kamepe w

mapLupyTusaTope.

NMPUMEYAHUE!

TexHonorna UPNP gaHHON MoAesbio Kamepbl He Noadep>KMBaeTCs.
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6.3.1. HacTpowka py4yHon nepeagpecauum NOopToB MapLupyTusaTopa

Paccmotpum  3agady nogknioveHusi IP-kamepbl K ceTu MHTepHeT C  NOMOLLbIO
mapuwpyTtmnsatopa TP-Link TL-WR2543ND (HacTporika 6onblnHCTBa (OYHKUMA MapLUpyTU3aTopoB
pa3fiMyHbIX MOAENEN BbIMOSHAETCH CXOXNM 06pa3om).

CuuTaem, 4TO MOAKMKOYEHME MapLupyTU3aTopa K NoKanbHOW cetn u cetn NHTepHeT yxe
HacTpoeHo. MapupyTrsaTop UMeEET cnegyowmi nybnuyHbin ctatudecknn IP-agpec, BblaaHHbIV
NutepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupyTtusatopa): 173.194.122.201.

JlokanbHas ceTb umeet IP-agpeca B AnanasoHe «192.168.0.1 — 192.168.0.255», npuyem
«192.168.0.1» — «BHYyTpeHHM» |P-agpec wmapuwpyTtmnsatopa (IP-agpec LAN-uHTepdelnca
MapuwpyTtmusatopa), «192.168.0.163» — IP-agpec kamepbl. [Ona HaCTPOMKM UCMOMb3yeMm
KOMNbIOTEP, NOAKMIOYEHHBIN K 9TOM NIOKanbHOM CETMU.

Ona nogkntoveHus |IP-kamepbl Kk cetn WMHTepHeT TpebyeTcsa HasHauuMTb NOpThl, Yepes3
KoTopble ByaeT oCcyLecTBNATLCA BHELUHUIA AOCTYN K €e HAaCTPOMKaM 1 K BUOEONOTOKY C kamepsbl. B
noKanbHOM ceTn 3TWU NOPTbl MO YMOMYaHUIO UMEIDT cnegyowme 3HadeHus: HTTP-nopt — «80»,
MopT AaHHbIX — «5000», RTSP-nopT — «554».

BHUMAHUE!
Mpn obpaweHun n3 cetn WHTEpHeT Onsi BCcex Kamep, HaxoOsWuxXcs B OOHOW JlOoKanbHOW CeTw,
CyLLeCTBYeT TONbkKo oauH IP-agpec (BblgaHHbIM npoBavgepom). [loaToMy Ans g4ocTyna K 9TUM kamepam

HEeOOXOAMMO KaXKAoW HasHa4YMTb CBOW rpynbl MOPTOB.

[na nameHeHus nopToBs IP-kamepbl BbINONHUTE crneytowime AenCTBUS:

BHUMAHMUE!
MopT AaHHbIX 06a3aTenbHO AOMKEH TpaHCNMpoBaTbCs «NOpT B NOpT». COOTBETCTBEHHO, A1 BCEX Kamep

Heob6xoauMo 3agaTb pa3nnyHble 3Ha4YeHnd nopTta AaHHbIX.

War 1: B BeG-nHTEepdherice kamepbl OTKponTe pasgen MeHw Hacmpolku — Cemb —
OcHogHble.
War 2: Beegute B none [MopT AaHHbIX] HOBOE 3HAYEHWE, OTIIMYHOE OT 3HAYEHUSI MO

ymon4yaHuio. Hanpumep, nycTb B Ka4ecTBe NopTa AaHHbIX ncnonb3dyetca nopT «5001» (Puc. 6.4).
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War 3: ana npumeHeHns HaCTPoeK HAXXMUTE KHOMKY [CoxpaHuTb].

Takum obpasom, nopTbl Anst JOCTyNa K AaHHOW KamMepe BHYTPW NOKanbHOW ceTun GyayT:
HTTP-nopT — «80», NopT gaHHbIX — «5001», RTSP-nopT — «554».

[Ona BTOpon Kamepbl MOXHO BblbpaTb cneaywowme noptbl: HTTP-nopt — «80», lNopt
AaHHbIX — «5002», RTSP-nopT — «554» n T.4.

Kamepa HacTpoeHa. OcTtanocb NpaBunibHO HACTPOUTbL MapLLpPYTU3aTOP.

Ona HacTponKu MapLupyTusaTtopa BbINoNHUTE cneaytowme AeNCTBUA:
War 1: BBeaute B agpecHonm cTpoke Opaysepa IP-agpec mapuwpyTtusaTtopa (B Hawem
npumepe — «192.168.1.1»). B nosiBuBLIEMCA OKHE aBTOpMU3aLUUK BBeOMTE NOTMH 1 naponb. lNocne

yOa4yHOW aBTOpM3aLnmn OTKPOETCS OCHOBHAs CTpaHuLa HacTpoek mappyTtusaTopa (Puc. 6.5).
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War 2: Bbibepute nyHKT meHio Forwarding — Virtual Servers. B nosBuBwemcs MeHIO

Haxxmute kHonky [Add New] (Puc.6.6).
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LWar 3: no6aBbTe NpaBuna nepeHanpaeneHus noptos ans IP-kamepsl (Puc. 6.7). 3apanTe

cnegyoLwme napameTpbl:
[Service Port]: ykaxute nopt, KOTOpbI ByAeT Ucnonb3oBaTbCs ANa A0CTyNa K Kamepe 13

cetn VIHTepHerT.

NMPUMEYAHUE!
Bo wusbexaHne KOH(MMMKTOB He WCMNOMb3ywTe Ansi NepeHanpaBneHusl MOpPTOB 3aperncTpupoBaHHbIE
3Ha4yeHus. PekomeHayeTca Mcnonb3oBaHMe noptoB AmanasoHa 1124-7999. (3HayeHus noptoB ot 0 oo

1123 ochuumarnbHO 3aperMcTpupoBaHbl MO pasfyHble NPOTOKOSbI, CIYXObl, MPUOXEHMS.)

[Internal Port]: ykaxute nopT, UCNonb3yeMbln B AaHHbLIN MOMEHT AN A0CTyna K kKamepe 13
noKarbHOW CeTu.

[IP Address]: ykaxuTe IP-agpec kamepsbl, Ans KOTOPOW HacTpanBaeTCs nepeHanpasneHme.

OcTanbHble NyHKTbI HEe TPEOYIOT HAaCTPOWKM.

Ho6asbTe npasuno ansa nopta HTTP (Puc. 6.7).
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BewARD I nasa 6. llooknouenue IP-kamepol k cemu Unmepnem

War 4: HaxmuTe KHomky [Save], 4Tobbl coxpaHnTb npaswuno. Npasuno gobasneHo (Puc.

6.8).
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LWar 5: Tem xe cnocobom gobasbTe npasuno ans nopta RTSP (Puc.6.9).
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LWar 6: n ewe ogHo npasuno ang lNopTta gaHHbIX (Puc. 6.10).
BHUMAHUE!

HTTP-nopTbl 1 RTSP-nopTbl KaMep MOXHO NnepeHanpasndTb C NOMOLLbLIO BUPTYasibHOro cepBepa, 04HaKo

NopT AAHHbIX KaMep OO0 KEH ObITb pasHbIM U TPAHCNMPOBATLCA «MOPT B NOPT»!

SEC.RU
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LWar 7: ecnu Bbl ncnonb3dyeTe HeCKONbKO kamep, To Bam Heobxoanmo noBTOpuTL Wwarn 2-6

ANsa ocTanbHbIX Kamep (Puc.6.11).
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HacTponka mapLupyTmsaTopa 3aBepLueHa.

Tenepb, 4TOObLI NONY4YMTL JOCTYN K Kamepe u3 ceTn NHTepHeT, Hago obpaTuTbCs K Hel no
IP-agpecy, BblgaHHOMY nNpoBanaepoMm («BHeWwHuny» IP-agpec maplipytmusatopa), 1 Ha3Ha4YeHHOMY
en nopty HTTP.

B paccmoTtpeHHom npumepe IP-agpec maplpytmusaTtopa — «173.194.122.201». HTTP-nopr,
Ha3Ha4YeHHbIN Kamepe ansa nepeagpecaumun, — «81». 3HaunT, Ans obpalleHnss kK Kamepe U3 cetu
WHTepHeT Heobxoaumo B agpecHom CTpoKe Opaysepa HabpaTb 3anpoc:
http://173.194.122.201:81/.
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MpunoxeHus

an/IJ'IO)KeHVIe A. 3aBo,qcme YCTaHOBKMA
Hwxe npnBegeHbl HEKOTOPbIE 3HAYEHUS 3aBOACKNX YCTAHOBOK

HanmeHoBaHue 3HayeHue
IP-agpec 192.168.0.99
Macka nogcetu 255.255.255.0
LWnio3 192.168.0.1
Nms nonb3osaTens (agMuHUcTpartopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopTt 80
MopT AaHHbIX 5000
RTSP-nopt 554
SMTP-nopT 25
ONVIF-nopt 2000
NTP-cepBep clock.isc.org
time.nist.gov
time.windows.com
time-nw.nist.gov
time-a.nist.gov
time-b.nist.gov

CkauaHo c sec.ru
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MpunoxeHune B. NapaHTUKHBbIE 06A3aTenbLCTBA

B1. O6wue cBepgeHud

a) Mepepn nogkntoyeHnem obopyaoBaHMs HEOBXOANMMO O3HAKOMUTBLCHA ¢ PykoBOACTBOM MO
aKcnnyaTaumm.

6) YcnoBusa akcnnyataumm Bcero obopynoBaHust AomkHbl cootBeTcTBoBaTth FOCT 15150-
69, IOCT B20.39.304-76 (B 3aBMCUMOCTU OT UCMOSTHEHUSA YCTPONCTBA).

B) [lNs1 NoBbIWEHNST HAAEXHOCTM paboTbl 060pyaoBaHUs, 3almTbl OT HPOCKOB B NUTAIOLLEN
cetn n obecneyeHna GecnepebOMHOrO NMUTaHWs cnegyeT WUCMNoNb3oBaTb CeTeBble UMbTPbI U

ycTpouncTBa 6ecnepebonHoro NnuTaHus.

B2. OnekTpoMarHMTHasi COBMeCTUMOCTb

3710 060opygoOBaHME COOTBETCTBYET TpebOBaHMAM SMEKTPOMAarHUTHOM coBmecTumoctn EN
55022, EN 50082-1. HanpsikeHune paguornomex, co3gaBaeMblX annapaTypon, COOTBETCTBYET
FOCT 30428-96.

B3. OnekTponutaHue

[lomKkHO cOOTBETCTBOBATL NapameTpaMm, ykasaHHbIM B PykOoBOACTBE MO aKCniyatauuun Ang
KOHKpeTHoro yctponcrtea. [Ona YCTPOMCTB CO BCTPOEHHbIM WCTOMHMKOM MNUTaHMA — 3TO
nepemeHHoe HanpskeHne 220 B +10%, uyactoton 50 Iy +3%. [Ans yCTPOMCTB C BHELLUHUM
CTabunM3nMpoBaHHbIM adanTepoM MNUTaHUA — MUCTOYHUK nutaHus S5 B 5% wnm 12 B £10%
(HanpskeHne nynbcaumi — He Gonee 0.1 B). [na ycTtponctB ¢ 24-BONbTOBbIM MNUTaHMEM —

BHELLHWI UCTOYHMK NUTaAHNA NepeMEHHOro Toka 24 B +10%.

B4. 3azemneHue

Bce ycTpoiicTBa, nmetowme BCTPOEHHbIN BNOK NUTaHWS, LOMKHbI ObiTb 3a3eMreHbl NyTeM
NOAKMIYEHNss K crneunanbHbiM — poO3eTKam  3MNEKTPONUTaHus C  3a3eMSIeHMEM W nyTem
HEMNOCPEACTBEHHOrO 3a3eMrieHMs1 Kopriyca, €CnM Ha HeM npedycMOTpeHbl chneuuvanbHble
KpenexHble 3nemMeHTbl. 3a3eMfeHne 3neKkTponpPOBOAKM 30aHUA OOMKHO ObiTb BbINOMHEHO B
cooTBeTCcTBMM ¢ TpeboBaHnamu MY3I (Mpasuna YcTponctea OnektpoyctaHoBok). ObopyaosaHue
C BbIHOCHbIMW OriokamMu nNUTaHWs U aganTepamu Takke LOIMKHO ObiTb 3a3eMneHo, ecnu 3To
NpeayCMOTPEHO KOHCTPYKUMEN Koprnyca WAW BUIKW Ha LWHype nuTaHus. MOHTax BO3A4YyLUHbIX
NWHWIA anekTpornepesadnm W JMHUIA, NPOKMNaAdbiBaeMbIX MO HAPYXXHbIM CTEHaM 34aHuA U Ha
yepaakax, OOImKeH ObiTb BbIMNOSTHEH 3KPaHMPOBaHHbIM kabenem (Mnv B MeTannopykase), U JIMHUN
OOMMKHbI ObITb 3a3eMreHbl C ABYX KOHUOB. [lpyyem, ecnu oavH KOHEL, 3KpaHa MOoAKMYaeTcs
HEMNOCPEACTBEHHO K LUMHE 3a3eMNeHusi, TO BTOPOM — MOAKMYaeTCa K 3a3eMeHuio yepes

paspsaHKIK.
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B5. MonHuesawumTa

MonHuesawuTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "MIHCTpyKuMa NO YCTPOWCTBY
MOSHMe3aLWmnTbl 3gaHni n coopyxennn" n FTOCT P 50571.18-2000, FOCT P 50571.19-2000, NOCT
P 50571.20-2000. lMpn npoknagke BO3QYLUHbLIX JIMHUA W NUHWUIA, UOYLWIMX MO HApPY>XHOW CTEHe
30aHUA 1 NO YepaayvHbiM MOMELLEHMSAM, Ha Bxodax 0060pyaoBaHWS AOMKHbI ObiTb YCTAHOBMEHbI

yCTpOIZCTBa MOJMHMe3aLnThbl.

B6. TemnepaTypa v BNnaxHoCTb

MakcumarnbHble 1 MUHUManbHbIE 3HAYeHWs TemrnepaTypbl 3KCNnyaTauum n XpaHeHus, a
TaKke BnaxHoctM, Bbl MoxeTe mnocMOTpeTb B  TEXHUYECKOM OMUCaHWU  KOHKPETHOrO
obopynoBaHus. MakcumanbHas pabodvas TemnepaTtypa — 9TO TemnepaTtypa, Bbllle KOTOPOW He

OOJDKEeH HarpeBaTbCA Kopnyc yCTp0I7ICTBa B npouecce ANUTENBLHON pa6OTbI.

B7. PasmelueHue

Ana BeHTMNSAUMM YCTPOMCTBA HEOOXOAMMO OCTaBWUTb Kak MUHMMYM Mo 5 cM cBOGOAHOrO
npoctpaHcTBa no 6Gokam M CO CTOPOHbI 3agHenm naHenwu ycTtpowuctBa. [lpu ycraHoBke B
TENEeKOMMYHUKAUMOHHBLIN  WwKad wunmM  CTonKy pJommkHa ObiTb  obecneyeHa Heobxogmmas
BeHTUnAuuA. [nsa 3TOoro pekoMeHAyeTCs yCTaHaBnmMBaTb B WKady chneumanbHbii 6ok
BEHTUNATOPOB. TemnepaTypa OKpy)XaloLllero BO3gyxa W BEHTUNAUMS LOMKHbl obecneymBaTtb
HeobxoOuMbIA  TemnepaTypHbii  pexum obopyaoBaHus (B COOTBETCTBMM C  TE€XHUYECKUMU
XapaKTepUCTUKaMn KOHKpETHOro obopyaoBaHmns).

MecTo anga pasmeLleHnss 060pyaoBaHNs LOMKHO OTBeYaTb Creayowmm TpeboBaHNAM:

a) OTcyTCcTBME 3anbINIEHHOCTU NOMELLEHWS.

6) OTcyTCcTBME B BO3AYXE NapoB BNaru, arpeccuBHbIX cpes.

B) B nomeweHun, roe ycraHaeBnuBaeTcsa obopyaoBaHWe, He OOMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpewiaetca pasmewiatb Ha 060pyaOBaHUM NMOCTOPOHHME NPEAMETbl U NepeKkpbiBaTh

BEHTUNTALUMNOHHbLIE OTBEPCTUA.

B8. O6cnyxunBaHue
O6opynoBaHne Heobxoaumo 06CrnyXMBaTb C NEPUOANYHOCTLIO HE MEeHee OAHOro pasa B
rog C Uenbi yganeHus u3 Hero nbinu. ATO no3sonut obopynoBaHuto paboTtatb 6e3 cboeB B

Te4yeHune nNpoaomknTernibHOro BpeMeHu.

B9. Moaknio4yeHne uHtepdencos
O6opynoBaHne OOIMKHO MOAKIIOYATLCA B CTPOrOM COOTBETCTBUM C HA3HAYEHUEM M TUMOM

YCTaHOBMNEHHbIX MHTEPdENCOB.
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B10. MapaHTuitHbIe 0Gs3aTenbCTBA

OO0 «HIMN «beeapa» He rapaHTupyeT, 4YTO obopyaoBaHme GyageT paboTaTb OOMMKHbLIM
00pa3om B pasnuyHbiX KOHPUrypaumsx n obrnactax NpUMMEHEHUs, U He AaeT HUKaKOW rapaHTum,
yTo obopynoBaHme obs3aTenbHO OygeT paboTaTb B COOTBETCTBUM C OXMAAHUSIMWU KIMEHTa npu
ero NpMMeHeHun B crneunguyecknx Lensx.

OO0 «HIMMN «beBapa» He HeceT OTBETCTBEHHOCTM NO rapaHTUHbIM 0bBsi3aTenbCTBaM Npu
NOBPEXOEHUN BHELWHUX WHTepdencoB obopyaoBaHusA (CeTeBblX, TeNeOHHbIX, KOHCOSbHbIX W
T.N.) 1 camoro obopyaoBaHWS, BO3HUKLLEM B pe3ynbTrare:

a) HecobntogeHnst NpaBuIT TPAHCNOPTUPOBKM M YCINOBUIN XPaHEHWS;

6) bopc-MaKOpHbIX OBCTOATENBLCTB (TAKUX Kak NoXap, HABOAHEHWE, 3eMNEeTPACEHME U Ap.);

B) HApYLLUEHUSA TEXHUYECKNX TpeboBaHM MO pa3MeLLEHMIO, NOAKMIOYEHNIO U SKCMyaTaumm;

) HENpPaBUITbHbIX ENCTBUI NPU NEPENPOLUNBKE;

[) NCNonb30BaHNS He NO Ha3HAYEHWIo;

€) MEeXaHVWYECKUX, TEePMUYECKMX, XMMMUYECKMX W WHbIX BMAOB BO3OEWNCTBUM, €CNU UX
napameTpbl BbIXOAAT 3@ pPaMKM OOMYCTUMbIX SKCMMyaTauMOHHbIX XapaKTepucTuk, nmbo He
npegycMOTPEHbl TEXHMYECKON creumdmKaumen Ha gaHHoe obopyaoBaHUeE;

X) BO3OEWNCTBMSA BbICOKOTO HanpshkeHus (yoap MOSHMKM, CTaTU4ecKoe 3NeKTpU4ecTBO WU

T.M.).
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MpunoxeHune C. NpaBa u noaaepxka

Cl. ToproBasi mapka

Copyright © BEWARD 2023.

HekoTopble nNyHKTbl HacTosiwero PyKoBOACTBa, a Takke pasgenbl MEeHH YynpaBreHus
obopyaoBaHna MoryT 6biTb n3MeHeHbl 6e3 NpeaBapuUTENbHOrO YBEAOMITEHUS.

BEWARD gasnsetca 3apernctpmpoBaHHon Toproson mapkon OOO «HIMIM «besapa». Bece

OCTarlbHble TOProBble MapKn nNnpunHaaneXxat nx snagenbuam.

C2. OrpaHu4eHue OTBETCTBEHHOCTU

00O «HIMM «beapg» He rapaHTMpyeT, YTO annapaTtHble cpeacTBa OyayT paboTatb
OOIMKHBIM 06pa3oM BO BCEX cpedax M MPUMOXEHUSX, U He OaeT rapaHTMn U NpeacTaBreHUun,
noapasymeBaeMblX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboumx XapakTepucTuk, Wnu
paboTocnocobHOCTM MNpu uMcnonb3oBaHuM B crieundmyecknx uendx. OO0 «HIMM «besapa»
NpUNoXnno Bce ycunusg, 4tobbl caenatb 370 PykoBOACTBO MO aKkcnnyaTauum Hanbonee TOYHbIM U
nonHbiM. OO0 «HIIM «beBapg» oTKasbiBaeTCs OT OTBETCTBEHHOCTU 3a NHOObLlIe onevaTkn unm
NpOMnyCcKu, KOTOpble, BO3MOXXHO, NPOU30LLAN NpU HanMcaHum gaHHoro PykoBoacTsa.

MHdopmauusa B nobon yactu PykoBogcTBa nNo aKcniyataumm U3MEHAETCA U OOMOSTHAETCS
OO0 «HIMN «beBapa» 6e3 npegpaputenbHoro yeegomnenuns. OO0 «HIMIM «beBapa» He Gepet
Ha cebs HMKaKON OTBETCTBEHHOCTM 3a NoOble NOrpeLlHOCTH, KOTOPbIE MOTYT COAEepPXaTbCA B 3TOM
Pykoeogctee. OO0 «HIIM «beBapa» He 6epeT Ha cebst OTBETCTBEHHOCTM U HE OAET rapaHTui B
BbiNycke OOHOBMNEHWA WM COXPaHEHUN HEW3MEHHOW KaKOM-NMbOo MHgopMaumm B HacTosiLeM
PykoBoacTtBe no aKkcnnyatauumn, M OocTaBnsieT 3a cobor NpaBO BHOCUTb M3MEHEHMSI B OaHHOE
PykoBoacTtBo w/unu B usgenus, onucaHHble B Hem, B ntoboe Bpemsi 6e3 npenBapuTenibHOro
yBegomMmnenus. Ecnn Bbl obHapyxute B 3TOM PykoBoACTBE MHGOPMaUMiO, KOTopasa siBNSeTcs
HenNpaBWUMNbHOM WU  HEMNOSIHOW, WM BBOAWUT B 3abnyxaeHwe, ™Mbl Oygem Bam kpaiiHe

npu3HaTeribHbl 3a Bawu KOMMEHTapun n npenrnoxXeHun4d.

C3. NpenynpexaeHnsa FCC

3710 0bopyaoBaHne ObINO NPOTECTMPOBAHO U MPU3HAHO YAOBMETBOPSAOLWMM TpeboBaHNSAM
NoNoXeHUss O LUPOBLIX YCTPOWCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 T[lpasun
®epepanbHon komuccun no ceaAsm (FCC). Otu orpaHmyeHus Obinm paspaboTaHbl B Lensix
obecneyeHns 3aWwmuTbl OT BPEAHbIX MOMEX, KOTOpble MOryT BO3HMKATb NPWU MCMOSb30BaHUN
obopyaoBaHNa B KOMMepYeECKUX Lenax. OTo obopygoBaHMe MOXeT u3ny4vaTb, FreHepupoBaTb U
MCNoNb30BaTb JHEPruto B pagumovacToTHOM AuanasoHe. Ecnn gaHHoe obopygoBaHve Oyaer
YyCTaHOBIEHO W/unn BygeT MCnonb3oBaTbCA C OTKMOHEHMSAMM OT HacTosawero PykoBoacTtsa, OHO

MOXeT OKa3biBaTb BpegHoe BO3OENCTBME Ha KayeCcTBO paguoceA3n, a npu yctaHoBKE B KUMOoN
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30He, BO3MOXHO, — Ha 340poBbe ntoaen. B aTtom crnyyae Bnageney 6yoet o6si3aH McnpaBnsTb

nocneacTesns Bpe4HoOro BO34enCTBUS 3@ CBOW CYET.

C4. NpepynpexaeHne CE
OTO YCTPOMCTBO MOXET BbI3blBaTb PaAMONOMEXN BO BHELLHEM OKpYXeHun. B aTom cnyyae

nonb3oBaTteslb MOXeT ObITb 06513aH NPUHATbL COOTBETCTBYHOLLNE MEPbI.

C5. NMoppepxka
Ona nHpopmaumMm OTHOCUTENBHO CepBUCa W MOAAEPXKKWU, MOXanymncta, CBSXXUTECh C
cepBucHbiM LeHTpom OO0 «HIIM «beBapa». KoHTakTHble AaHHble Bbl MOXeTe HalMTu Ha caunTe

http://www.beward.ru/.

Mepen oGpalwieHveM B cnyxby TexXHUYECKOM NoAAEepXKKW, NoXanyncta, noaroToBbTe
cnenyoLyo MHopMaLumio:

e To4yHoe HammeHoBaHue un IP-agpec Bawero obopygoBaHusi (B crnyyae npuvobpeTeHus
IP-o6opyaoBaHus), AaTa NOKYMKW.

o Coo0LieHuns 06 owmbkax, KOTopble NOABMASIINCL C MOMEHTA BO3HUKHOBEHUSA NPOONeMbI.

e Bepcua npowuBkM M 4epe3d Kakoe obopyaoBaHwe paboTano yCTPOWCTBO, Korga
BO3HMKNa npobnema.

e [lpousBegeHHble Bamu genctsna (No waram), NpeanpuHaTbie And camoCTOoATENbHOMo
peLLeHnsa npobnemobl.

o  CKPUWHWOT HACTpoeK 1 napameTpbl NOAKMIOYEHMS.

Yem nonHee 6yaet npeacTtaBneHHad Bamu uHpopmaums, Tem bbicTpee cheumanucThbl

CEPBUCHOIO LUeHTpa CMOryT NnoMo4b Bam pewnTb npo6neMy.
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Mpunoxenune D. Mnoccapun

3GP — mynbTUMeaunnHbIA KOHTENHep, onpeaensembln MapTHEpckum [MpoekTom TpeTbero
nokoneHus (Third Generation Partnership Project (3GPP) ans MmynbTumeammnHbix cnyx6 3G UMTS.
MHorne coBpemeHHble MOGUINbHbIE TenedgoHbl MMEeKT (PYHKUMM 3anMcuM M NpocMoTpa ayauo u

Buaeo B bopmate 3GP.

ActiveX — 370 cTaHAapT, KOTOPbIM paspeLlaeT KOMMNOHEeHTaM NPorpamMmmMHOro obecneveHus
B3aMMOLENCTBOBaTL B CETEeBOW cpefe He3aBUCUMO OT £3blka(-0B), MCMOMb3yeMoro Ansg ux
co3gaHus. BebG-6paysepbl MOryT ynpaBnsiTb anemeHTamu ynpasneHus ActiveX, OoKymeHTamu
ActiveX wn cueHapusammn ActiveX. 3OnemeHTbl ynpaeneHus ActiveX 4acTto 3arpyxawtca U
WMHCTanNNMpyrTCa aBTOMaTMYECKN, Kak 3anpawuvBaembl. Cama no cebe gaHHasi TEXHOMOrMs He
ABNSAETCH KpoccnnaTtopMeHHOM 1 noaaepXxmBaeTcsa B NofIHOM o6beme Tonbko B cpeae Windows

B 6pay3sepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummerpnyHaa uudpoBasn
aboHeHTCKass nUHUA) — MOAEMHasi TEexXHONorusi, npeBpallalollas aHanoroBble CuUrHasnbl,
nepegaBaemMble MOCPEACTBOM CTaHLAPTHOW TeNedOHHON NHUW, B LMAPOBbIE CUrHanbl (NakeTbl

[AaHHbIX), NO3BOSISIS BO BpeMsi paboTbl coBepLuaTh 3BOHKM.

Angle / Yron ob630pa — 3TO yrosn, KOTopbii 06pasyoT Ny4n, COeAMHSOWMNE 3a0HIOK TOUKY
obbekTMBa 1 gmaroHanb Kagpa. Yron 3peHus nokasbiBaeT CbeMOYHOE pPacCTOsSHME U Yalle BCcero
BblpaxxaeTca B rpagycax. OOblMHO yron 3peHust u3MmepseTcss Ha nuH3e, (POKYyC KOTOpOu
yCTaHoOBIeH B 6eCKOHeYHOCTb. B 3aBMCMMOCTM OT yrna 3peHusi, o6bekTuBbl AENST Ha Tpu Tuna:
LLUMPOKOYrofbHble, HOpMarbHble N ANMHHOMOKYCHbIE. B LLUMPOKOYronbHbIX 00bEeKTMBax, KOTopble
Yallle BCero Ucnonb3yTes Anst NaHOPaMHOro HabnogeHus, yron 3apeHnsa coctaBnseT 75 rpagycos
n Gonblwe. HopmanbHble 0ObEKTUBLI MMEKT yron 3peHus oT 45 no 65 rpagycoB. Yron 3peHus

ANMHHOGOKYyCHOro obbekTuea coctasnseT 30 rpagycos.

ARP (Address Resolution Protocol / [lpotokon onpeaeneHuss apgpeca) -—
NCNONb3YIOLWMNCA B KOMMbIOTEPHbLIX CETAX NPOTOKOST HM3KOr0 YPOBHS, NpeaHasHayYeHHbIn Ons
onpeaeneHnsa agpeca KaHanbHOro YpOBHS NO M3BECTHOMY afpecy CEeTEBOro ypoBHs. Hanbonblee
pacnpocTpaHeHne 3TOT NPOTOKOM nonyymn Gnarogaps NoBCceMeCTHOCTM ceTen |P, nocTpoeHHbIX
nosepx Ethernet. 3TtoT npoTokon wucnonb3dyetca gns ceasm IP-agpeca ¢ MAC-agpecom
ycTpoucTBa. 1o nokanbHOW ceTu TpaHcnupyeTcsa 3anpoc ans noucka yana ¢ MAC-agpecowm,

cooTBeTcTBYIOWMM IP-agpecy.

Aspect ratio / ®opmat 3KkpaHa — 370 (popMaTHOE OTHOLLEHWNE LUMPUHbI K BbICOTE KagpoB.
O6wwun copmat kagpa, WCNOMb3yeMbl ANS TENEeBU3MOHHbIX 3KPaHOB W KOMMbHOTEPHbIX
MOHUTOpPOB, cocTasnseT 4:3. TenesnaeHue Bbicokon YyeTkocTn (HDTV) ncnonesyet popmat kagpa
16:9.
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Authentication / AyteHTudmkauma — npoBepka NPUHALMNEXHOCTM CYObEKTYy AocTyna

npeabsBNEeHHOro UM  MaeHTUdUKaTopa; noareepxaeHne nognuHHocTn. OavH 13 cnocobos
ayTeHTUVKauMm B KOMMNbLIOTEPHOW CUCTEME COCTOMT BO BBOAE Ballero nofib30BaTenbCKOro
naeHTndurkaTopa, B NPOCTOPEYUN HasbiBaeMoro «normHomy» (login — perucrpaunoHHoe ums
nonb3oBaTensd) W Napofnd — HEKOW KoHduaeHUManbHOW WHOPpMauMM, 3HaHME KOTOpOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcom. NMonyymB BBEAEHHbIV NOMb30BaTENEM JTIOMUH
N Naponb, KOMMNbIOTEP CPaBHUBAET MX CO 3HAYEHMEM, KOTOpOE XpaHUTCA B crnieumnanbHon Gase

OaHHbIX, U, B Clly4ae coBnageHus, nponyckaeT nosib3oBaTesid B CUCTEMY.

Auto Iris /| AP[1 (ABTOperynupyemas avadparma) — 3To aBToMaTM4YecKkoe perynmpoBaHme
BENUUMHbI AnadpparmMbl ONA  KOHTPOMSA KOMMYecTBa CBeTa, Mnonajatwowero Ha matpuuy.
CyuwectByeT OBa BapuwaHTa aBToMaTudeckon perynuposku auvadpparmbl: Direct Drive n Video

Drive.

Biterate / Butpent (CKopocTb nepepaym AaHHbIX) — OykBarnbHO, CKOPOCTb NPOXOXAEHUS
6uToB MHOPMaUnN. BUTpenT NpMHATO MCNonb3oBaTb MpU M3MepeHUn 3APdEKTUBHON CKOPOCTU
nepegadnm WHdopmMauMm Mo KaHany, TO eCTb CKOPOCTW nepedayvn «nonesHom WHgopmMaumum»

(mMoMMMO TakoBOW, MO KaHaNy MOXET nepedaBaTtbcs crnyxebHasi MHdopMauums).

BLC (Back Light Compensation / KomneHcauna ¢oHOBOM 3acBeTKM, KOMMeHcauus
3agHero cBeTta). TUNWUYHBLIN NpUMepP HEOBXOOMMOCTM UCMONb30BaHMA: YENoBeK Ha (DOHe OKHa.
ONEKTPOHHbIN 3aTBOP KaMepbl OTpabaTbiBaeT MHTErparnbHyto, T.e. OOLLYH OCBELLEHHOCTb CLEHbI,
«BUOUMOM» Kamepon vepe3 obbekTMB. COOTBETCTBEHHO, Manas durypa 4ernoBeka Ha GOombLIOM

.

CBETMNOM (POHe OKHa BbINbETCH B UTOre "3acBeTKon" Bcen KapTUHKW. BkritoueHue pyHKuumn «BLC»

MOXeET B MOAOGHbIX chny4daax ncnpaBuTb pa60Ty aBTOMAaTUKN KaMepbl.

Bonjour — npoTokon aBTomMaTnyeckoro obHapyxeHusi cepBmcoB (Crnyx6), ncnonb3yembli B
onepaumoHHon cucteme Mac OS X, HaumHas ¢ Bepcun 10.2. Cnyxba Bonjour npegHasHavaeTtca
ANA UCNONb30BaHUSA B JTOKarnbHbIX CETAX U UCMOMb3yeT cBeAeHus (3anvcn) B crnyxbe OOMEHHbIX
nmén (DNS) ans obHapyXeHust Opyrmx KOMMbIOTEPOB, PaBHO KaK U MHbIX CETEBbIX YCTPOWUCTB

(Hanprmep, NPUHTEPOB) B BnvkanleM CETEBOM OKPYXKEHUMN.

CIDR / becknaccoBas agpecauus (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTog IP-agpecaunm, No3BonsALWmMIn rmbko ynpaensaTb NpocTpaHCTBOM IP-agpecoB, He ncnonb3ys
XECTKME paMKu KnaccoBon agpecauuun. Mcnonb3oBaHWe 3TOr0 MeToda MO3BOMSET 3KOHOMHO
NCNonb3oBaTb OrpaHUYEHHbIN pecypc IP-agpecoB, NOCKONbKY BO3MOXHO NMPUMEHEHUE PasfMyHbIX

MacoK NnoaceTen K pas3nnyHbiM NoaceTAM.

CCD / N3C-maTpuua — 37O CBETOYYBCTBUTENbHBIN 3MIEMEHT, UCMONb3YIOLWNIACA BO MHOMMX

LUMGPOBLIX Kamepax U NpeAcTaBnsioWmnii cobor KpyrnHy MHTerpanbHyld CXemy, COCTOSILLY U3
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COTEH TbICAY 3apsaoB (NUKcenewn), KoTopble NpeobpasyloT CBETOBYH SHEPIMKO B 3NEKTPOHHbIE

curHanbl. Pasamep matpuubl MoxeT coctaBnatb 1/4", 1/3", 1/2" nnn 2/3".

CGl (EaMHbIn  wn30BbIN  UHTepdenc) — cneumdukauus, onpegensawowas
B3aumopgenctene web-cepsepa c gpyrumm CGl-nporpammamn. Hanpumep, HTML-ctpaHuua,

cogepawiasn dopmy, MoxeT ucnonb3osaTtb CGl-nporpammy ansg o6paboTkm AaHHbIX HOPMbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIN
MeTanIoOKCUAHbIA NOMYNPOBOAHUK) — 3TO LUMPOKO MCMOMb3yeMbIA TN MNONYNPOBOAHMKA,
KOTOPbIA WUCNONb3yeT Kak OTpuUaTenbHyl0, TaK W MNOMOXUTENbHYI 3NEKTPUYECKyo Lenb.
lMockonbKy TONbKO Of4HA M3 3TUX TUMOB Lienen MoxXeT ObiTb BKIOYeHa B ntoboe gaHHOe BpeMs, TO
Mukpocxembl KMOIlMa noTpebnsatoT MeHbLUe 3NIEKTPOIHEPTMN, YEM MUKPOCXEMbI, MCNONb3yoLme
TONbKO OAMH TUMN TpaH3aucTopa. Takke aatyunkm nsobpaxeHns KMOIT B HEKOTOPbLIX MUKPOCXEMaXx
cogepxart cxembl 06paboTkM, OAHAKO 3TO NPeMMyLLecTBO HEBO3MOXHO ucnonb3oBatb ¢ [13C-

OaTynKaMu, KOTopble ABITAIOTCA TaKKe Oonee OopormMmmn B npon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorus, npumeHsiemas Ans
Ha3HayYeHWs1 MOCTOSIHHOIO JOMEHHOIO MMEHU YCTPONCTBY (KOMMbIOTEPY, CETEBOMY HAKOMUTESO) C
AOnHamunyeckum IP-agpecom. 310 MoxeT 6biTh IP-agpec, nonyyeHHbin no DHCP vnun no IPCP B
PPP-coeanHeHnsx (Hanpumep, Npyv yganéHHOM [OocTyne 4epe3 Mogem). [Opyrnme mawwuHbl B

NHTepHeTe MoryT ycTaHaBnMBaTb COeAMHEHNEe C 3TON MaLUMHOW MO JOMEHHOMY UMEHM.

DHCP (Dynamic Host Configuration Protocol / [lpotokon AuHamu4ieckomn
KOHdUrypaumm ysna) — 9TO CETEBOW MPOTOKOM, NMO3BOMNSIOLWINA KOMMbIOTEPAM aBTOMaTU4ECKU
nony4yatb IP-agpec v gpyrve napametpsbl, Heobxoaumble ana pabotel B cetn TCP/IP. [JaHHbIN
npotokon paboTtaeT no Modenu «KNMeHT-cepBep». [nNs aBTOMAaTMYECKOW KOHUrypaumm
KOMMbIOTEP-KNNEHT Ha 3Tane KoHdwurypauum ceTeBoro YycTpoucTBa obpaiwjaetca K Tak

Ha3biBaemomy cepsepy DHCP v nony4aeTt oT Hero HyXHble napameTpsbl.

DHCP-cepBep — 3TO nporpaMma, KoTopasi HasHadyaeT knueHTam |P-agpeca BHyTpu
3alaHHOro AvanasoHa Ha onpederneHHbl nepuos BpeMeHW. [aHHyi (YHKUMIO NMOAAEpKMUBaT

NnpakTn4eckn BCe COBPEMEHHbIE MapPLUPYTU3aTOPbI.

Digital Zoom / UucpoBoe yBennyeHue — 370 yBennyeHne pasmepa kagpa He 3a cyet
ONTKKKU, @ C MOMOLLbIO KagpupoBaHUA NOMYyYEHHOro ¢ MaTpubl n3obpaxeHnd. Kamepa HU4ero He
yBENUUMBAET, a TOSMbKO BbIpe3aeT HYXHYK 4acTb M300paxeHuss U pacTarmBaeTr ee Ao

nepBOHaYanbHOro paspeLLeHus.

Domain Server / CepBep AOMEHHbIX UMEH — Takke JOMEHblI MOryT OblTb UCMOMb30BaHbI
OpraHnsaumsiMiM, KOTOpble XOTAT LEeHTPanu3oBaHHO yNpaBnsiTb CBOMMW KOMMbOTEpaMu (Ha

KOTOPbIX YCTaHOBMNEHbI onepaunoHHble cuctembl Windows). Kaxabii nonb3oBaTtenb B pamMkax
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AOMeHa Mosly4yaeT Y4YeTHyl 3anucb, koTopas OO6bIYHO paspeluaeT 3aperucTpupoBaTbCs U

ncrnonb3oBaTtb NOOON KOMMbOTEP B AOMEHE, XOTSl OOHOBPEMEHHO Ha KOMMbOTEP MOryT ObiTb
HanoXeHbl  orpaHuyeHusi. CepBepoM [OOMEHHbIX WMEH SBNsSieTCS  cepBep, KOTOpbIN

ayTeHTMdMUNPYET NoSib3oBaTenen B CETU.

Ethernet — nakeTHasi TexHonorvsi nepedadn AaHHbIX MPEVMYLLIECTBEHHO B JOKamnbHbIX
koMnbloTepHbIX ceTax. CraHpaptel Ethernet onpepensioT npoBoAHble CoeoUHEHUA W
3MNEeKTPUYECKME CUrHanbl Ha PU3NYECKOM YpoBHe, chopmaT KaapoB W MPOTOKOSbI yrpaBreHus

OOCTYMNOM K cpefie — Ha kaHarnbHOM ypoBHe mogenu OSI.

Factory default settings / 3aBoackue ycTaHOBKM MO YMOSTYaHUIO — OTO YCTaHOBKW,
KOTOpble M3HavanbHO UCNONb30BaHbl ANs1 YCTPOWUCTBA, KOrAa OHO OTrpy)KaeTcs C 3aBofa B NepBblI
pa3. Ecnn BO3HUKHET HEOOXOANMMOCTbL NepeyCcTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
Nno yMoOnyaHuo, TO aTa (OYHKUMA NpuMeHMMa ansa G60nblUMHCTBA YCTPOWCTB, M OHA MOSIHOCTLIO

nepeycraHasnnBaeT nobble YCTaHOBKW, KOTOPbIE ObINM U3BMEHEHbBI NONb30BaTENEM.

Firewall / Bpanamayap — 6paHgmayap (MexceTeBow akpaH) paboTaeT Kak 6apbep Mexay
ceTaAMMW, Hanpumep, MeXxay nokanbHon ceTbto U NHTepHeToM. bpaHamayap rapaHTuMpyeT, 4To
TONMbKO 3aperncTpMpoBaHHbIM Nofb3oBaTensaM OyaeT paspelueH JOCTyn U3 OAHOW CEeTU B APYryto
ceTb. bpaHamayaspom mMoxeT 6bITb MporpaMmHoe obecneveHne, paboTtarollee Ha KOMMbITEpE,

nnm 6paHamayapomM MoxeT OblTb aBTOHOMHOE anmnapaTHoe YCTPOWCTBO.

Focal length / ®oKycHoe paccTosiHne — un3MepsieMoe B MUINUMMETpax ¢OKyCHoe
paccTtosaHne o6beKTMBA Kamepbl, OnNpegensitowee LWMPUHY ropM3oHTanbHON 30HbI 0630pa, KoTopoe
B CBOI ouvepenb nsaMmepsietcs B rpagycax. OnpegensaeTtcst Kak pacCcTosiHMe OT nepeaHen rnaBHom
TOYKM OO nepegHero okyca (ana nepegHero QOKyCHOIO pacCTOSHMSA) M KaK pacCTosiHue oT
3aHen rmaBHOM TOYKM 00 3agHero ¢hokyca (ans 3agHero oKycHoro pacctosaHus). Mpu atom, noa
rMaBHbIMM TOYKaMKU MNOApPa3yMeBalOTCA TOYKM NepeceyeHus nepegHen (3agHen) rnaBHOM

NITIOCKOCTN C ONTUYECKON OCbHO.

Fps / KagpoBasa 4yacTtoTa — KONM4ecTBO KaapoB, KOTOPOe BuaeocucTeMa (KOMMbHOTEepHas

urpa, Tenesusop, DVD-nneep, Bugeodann) BblAaET B CEKyHAY.

Frame / Kapgp — kagpom gBnsetcd nonHoe BuaeomsobpaxeHue. B dopmate 2:1
YyepeccTpoyHoOM  pas3BépTkn uHTepdenica RS-170 u B dopmatax MexagyHapogHoro
KOHCYNbTaTMBHOIO KOMUTETA NO pPaguOBELLAHUIO, Kagp CO34aeTcs M3 ABYX OTAENbHbIX obracten
NIMHUIN YepeccTpodHOn pa3BepTkn 262.5 unn 312.5 Ha vacTtote 60 mnm 50 'y gns Toro, 4ToObLI
chopmupoBaTtb MOMHbBIA Kagp, KOTOpbIi 0Tobpasntca Ha akpaHe Ha yactote 30 wnm 25 My, B
Buaeokamepax C NPOrpecCUBHOM pPasBEPTKON KaXabl Kagp CKaHMpyeTCa MOCTPOYHO WU He

ABNAETCH YePEeCCTPOUHbIM; 6ONBLUMHCTBO M3 HUX OTOBpaxaeTcsa Ha YyactoTe 30 1 25 Ny,
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FTP (File Transfer Protocol / Tlportokon nepegayun d¢annoB) — 3TO MNPOTOKON

NPUITOXEHWS, KOTOPbIN ucnonb3dyeT Habop npotokonoB TCP / IP. OH ucnonb3yetcs, 4TOObI
obmeHuBaeTca dannammn  Mexagy KomnbtoTepamu/yctponcteamm B cetu. FTP  nossonsiet
noaknodaTbes K cepsepam FTP, npocmaTtpmBatb COAEpXKMMOE KaTanoros 1 3arpyxatb hansbl
cepBepa unn Ha cepsep. lNpoTtokon FTP oTHocUTCS K NpOTOKONaMm MpUKNagHoOro ypoBHS U Ans
nepegayn AaHHbIX Ucnonb3yeT TpaHcnopTHIN npoTtokon TCP. KomaHnabl 1 faHHble, B OTniMyune oT
GonbLlUMHCTBA ApYrMX NPOTOKOMOB rnepegatoTcs no pasHbiM noptam. [opt 20, oTKpbiBaeMbi Ha
CTOpPOHE cepBepa, UCnonb3yeTcsa Ana nepegadn gaHHbelx, nopt 21 - Ang nepegaym komang. MNopt

Ona npunemMa gaHHbIX KIMMeHTOM onpeaendaeTcda B Aunanore corjfiacoBaHuA.

Full-duplex / MonHbIM Aynnekc — MNONHbIM Aynnekc npeactaBnsieT cobow nepegadvy
OaHHbIX OOHOBPEMEHHO B [BYX HanpasneHudax. B cucteme 3ByKOBOCNPOU3BEAEHUA 3TO MOXHO
onucaTb, Hanpumep, TenedOoHHbIMU cucTeMamu. Takke nonyaynnekcHast ces3b obecnednBaeT

OBYXCTOPOHHIOK CBA3b, HO TOJTIbKO B OAHOM HanpaslieHX 3a OA1H pas.

G.711 — craHgapT ana npeacraeneHus 8-6utHon komnpeccun PCM (MKM) curHana c
yactoton auckpetmsauum 8000 kagpos/cekyHaoy u 8 oGut/kagp. Takmm obpasom, G.711 kogek

co3aaét noTtok 64 Koéut/c.

Gain / KoacpdhpmumeHT ycnneHmnsa — koadbdrUMEHTOM yCUNEHNS ABNSETCA KO3pnUNeHT
YCUNEHNST W OKCTEHTA, B KOTOPOM aHamnoroBbld YCUNUTENb YCUNUBAET CUIly CcurHana.
KoadhdmumeHThl ycuneHmsi obblMHO BblpaXaloTcsi B eanHmnuax molHoctu. Jeunben (ob) sensetcs

Hanbonee ynoTpebutenbHbIM CNOCcOO0M ANs1 UBMEPEHNS YCUINEHNS YCUNUTENA.

Gateway / MexceteBon LWNO3 — MEXCETEBbIM LUMIO30M SBMSETCA CeTb, KOTOpas
JencTByeT B Ka4yeCcTBe TOYKM BXoda B Apyryto ceTb. Hanpumep, B kopnopaTuUBHOW cCeTw, cepsep
KOMNbIOTEPA, OENCTBYIOLLMA B KayeCcTBe MEXCEeTeBOro LUM3a, 3a4acTylo Takke OeWCTBYeT U B
KayecTBe MpPOKCU-CepBepa N cepeepa CeTeBOW 3alimTbl. MexXceTeBON LUMO3 4YacTo CBA3aH Kak C
MapLUpyTM3aTOPOM, KOTOPbLIN pacno3HaeT, Kyaa HanpaensaTbh NakeT AaHHbIX, KOTOPbIA NPUXOaUT B
MEXCETEeBOW LUMO3, Tak U KOMMYTaTOPOM, KOTOPbIN NpeaocTaBnseT UCTUHHBIA MapLupyT B U n13

MeXCeTeBOro Lnk3a anda gaHHoro naketa.

H.264 — 3T0 MexayHapoAHbIN cTaHOapT KOAMPOBaHWUS ayavo U BUAEO, (Apyroe Ha3BaHue
'MPEG-4 part 10' unn AVC (Advanced Video Coding)). [JaHHbIM cTaHAapT COAEPXUT psg HOBbIX
BO3MOXHOCTEMN, MO3BONSAOLWMX 3HAYUTENBHO MOBBLICUTL 3A(PEEKTUBHOCTL CXKaTus BMOEO MO
cpaBHeHuto ¢ bonee paHHumMu ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
BonbLUy MMBKOCTb NPUMEHEHNS B pa3HOObpasHbIX ceTeBbIX cpedax. Mcnonb3yetcsa B LMPOBOM

TenesnaeHun Bbicokoro paspewenus (HDTV) n Bo MHOrMx gpyrmx obnacrsx umgpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / MpoTokon nepepaun runeptekcra) — 3T0 Habop

npaBun no obmeHy davinamm (TeKCTOBbIMW, rpacpuyeckMmu, 3BYKOBbIMW, BUOEO- U APYrUMM
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MynbTumeama darnnamm) B cetu. poTtokon HTTP gaBndeTca NpOTOKONOM BLICLLENO YPOBHS B

cemenctee npotokornioB TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaeTtcd 4O NONyyYeHus

noateepXxXaeHma o ero npaBniibHOM npuneme.

HTTPS (Hypertext Transfer Protocol Secure / 3awuiéHHbIN NPOTOKON nepegayun
rmneprekcra) — pacwupeHne npotokona HTTP, nogaoepxmBatowee wudpoBaHue. [daHHble,
nepefaBaemble Mo npotokony HTTP, «ynakoBbiBaloTCA» B KpunTtorpaduyeckmin npotokon SSL
unn TLS, Tem cambiM obecnevnBaeTcs 3alumTa 3TUX gaHHbIX. B otnuumne ot HTTP, ana HTTPS no

ymonyanuio ucnonssyetcss TCP-nopt 443.

Hub / CeTeBOM KOHUEHTPATOP - CETEBOW KOHLEHTPATOP MCNOMb3yeTca AN NOAKMOYEHNS
MHOMOYMCMEHHbIX YCTPONCTB K ceTn. CeTeBOM KOHLIEHTpATOp nepeaaeT BCe AaHHble B YCTPOWCTBA,
NOAKMOYEHHbIE K HEMY, TOrAa Kak KOMMYTaToOp TOSbKO NepedaeT AaHHble B YCTPOMCTBO, KOTOpoe

cneunanbHO npeaHa3Ha4vyeHo and Hero.

ICMP (Internet Control Message Protocol / MexceTeBOW NMPOTOKON ynpaBrsitOLWMUX
coob6LweHun) — ceTeBo NPOTOKOS, BXoaswmn B ctek npotokonos TCP/IP. B ocHoBHom ICMP
ncnonb3yetcs Ana nepegaydn coobuieHnin o6 owmbkax u APYrux UCKNIOYUTENbHbBIX CUTyauusx,
BO3HUKLLMX MPU Nepegaye AaHHbIX, HaNnpuMep, 3anpawmnsaemMas ycnyra HegocTynHa unmn xXocT unu

MapLIpyTM3aTop He OTBeYaloT.

IEEE 802.11 / Ctanpapt IEEE 802.11 — 570 cemMelCTBO cTaHOapToB AJisi 6ecrnpoBOAHbIX
nokanbHbix ceten. CtaHgapt 802.11 noggoepxuBaeT nepedady OaHHbIX Ha ckopocTn 1 wmnm 2
M6uT/cek Ha nonoce 2.4 [Tu. Crangapt xe 802.11b 3agaeT ckopocTb nepedadn gaHHbix 11
M6wuT/cek Ha nonoce 2.4 [Ty, B To BpeMsa kak ctaHgapTt 802.11a no3BonsdeT 3agaTb CKOPOCTb A0

54 MowuT/cek. Ha nonoce 5 L.

Interlaced video / YepeccTpouHasa pa3BepTka — 9TO BMOEO03aNUCb CO CKOPOCTbio 50
n3obpaxeHuin (Ha3biBaeMbIX NONSAMMU) B CEKYHAY, U3 KOTOPbIX Kaxable 2 nocrneaoBaTenbHbIX Nons
(nonykagpa) 3atem obbeauHawTca B 1 kagp. YepecctpouHas passepTka Obina paspabotaHa
MHOrO NneT Ha3azj Ans aHanoroBoro TeneBuaeHNUst U A0 CUX MOp LWMPOKO npumeHsetca. OHa aaet
Xopowmne pesynbTaTbl NPU NPOCMOTPE ABWXKEHWUsI B CTaHOAPTHOM M300paXkeHun, XOoTs Bceraja

CYLLECTBYET HEKOTOPOE UCKaXXEHNE N300paKeHUs!.

Internet Explorer (IE) — cepua 6paysepos, paspabaTbiBaemasn kopnopauunen Microsoft ¢
1995 roga. BxoguT B KOMNEKT onepauunoHHbIx cuctem cemernctea Windows. Asnsetcs Hambonee

LLUMPOKO MCMNonb3yemMbiM Beb-6pay3epom.

IP 66 (Ingress Protection) — aTo cTaHAapT 3awWmMThl 000PYAOBaAHNS, KOTOPbLIN ONUCLIBAET
nbine- 1 Braro- 3awuTy Kamepbl BuaeoHabniogeHus. lMepeasa undpa obosHavaeT ypoBeHb

3aWmTbl OT nonagaHus TBEpAbIX Yactul (Hanpumep, umdgpa 6 obo3HavyaeT NOSHOE UCKIYEHNe

PykoBoAcTBO Mo NOoAKMYEHUIO KyNnosibHO-MOBOPOTHOU KaMmepbl B57-30RW m

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




BEWARD [Ipunooicenus

nonagaHus nbinu). Btopas uudpa ob6o3HayaeT ypoBeHb 3aluTbl OT MONafaHWUsA XUOKOCTEN

(Hanpumep, umdpa 6 obosHauaeT GesynpeyHy paboTy Kamepbl NpU BO34ENCTBMM MaCCUBHbIX

BOAAHbLIX MOTOKOB BOAbI U Bp€MEHHOM O6J'IVIBaHVIVI.)

IP-kamepa — uUMdpoBas BUAeOKamepa, OCOBEHHOCTLIO KOTOpPOW ABMNSEeTcs nepeaada

BugeonoToka B undgposom dhopmaTte no cetn Ethernet, ncnonsaytowwen npotokon IP.

JPEG (Joint Photographic Experts Group / Crtanpapt O6beAauHeHHOW rpynnbl
aKkcnepTtoB B obnactu oTtorpadhmm) — oanH M3 NONYyNsipHbIX rpaduyecknx opmartos,
NPUMEHSIEMbIN ANs1 XpaHeHMs1 OTOM3006paKeHnn N Nogo6HbIX UM n3obpaxkeHuin. Mpu cozpaHum
n3obpaxerma JPEG nmeeTcsi BOBMOXXHOCTb HACTPOWMKM UCMOMb3YyeEMOro KoadduumeHTa cxaTus.
Tak kak npu OGonee HU3KOM KOIDUUMEHTE CXKaTua (T.e. CaMOM BbICOKOM KayecTBe)
yBenuunBaeTca obbem hanna, cylecTByeT BbIOOp MeXay KayecTBOM M3obpaxeHusa n o6bemMom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — 310 Mmepa nsmepeHus CKOpoCTu NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOT0p0|7| onpepaeneHHoe Kornm4ecTBo outoB npoxoaAaT 3adaHHYH TOYKY.

LAN (Local Area Network / JlokanbHasa BbluMcnuTenbHaA CeTb) — KOMMbIOTEPHAs CETb,
nokpbiBatoLasi 06bIMHO OTHOCUTENBHO HEDONMbLUYD TEPPUTOPUIO NN HEGONMbLUYIO TPYyNny 34aHWUA

(aom, oduc, bmpmy, MHCTUTYT), TO ECTb ONpeaeneHHyto reorpadonyecKyto 30Hy.

Lux / Jlrokc — eavHuua namMepeHusi ocselleHHocTU. OnpedensieTcsl Kak OCBEeLLEHHOCTb
MOBEPXHOCTU Mrowaabio 1 KB.M. CBETOBbIM NOToKkoM 1 noMeH. McnonbayeTcss ans o603HavYeHus

YyBCTBUTEJIbHOCTU KaMep.

MAC-agpec (Media Access Control address / AnnapaTHbii agpec yCTPOUCTBa) — 3TO
YHUKanbHbIA MOeHTUdUKaTop NPUCOeaMHEHHOro K CeTU YCTPOMUCTBA UMK, TOMHEee, ero nHTepdenc

a4 NoAKNKYEeHUA K CeTu.

Mbit/s (Megabits per second / Mbut/cek) — aTO Mepa M3MEPEHUA CKOPOCTM NOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, Ha KOTOPOW BUTbI NPOXOAAT 3afaHHY0 TOYKY. OTOT napameTp 06bIYHO
ncnonb3yeTtcsi, YToObl NPeacTaBUTb «CKOPOCTb» ceTu. JlokanbHas ceTb AofmkHa paboTtaTb Ha

ckopoctn 10 unmn 100 Moéut/cek.

MJPEG (Motion JPEG) — nokagpoBbIl MeToh BMAEOCKATUS, OCHOBHOW OCOBEHHOCTHIO
KOTOpPOro SIBMSIETCS CXaTuMe KaAoro OTAENbHOro Kagpa BMAEOMNOTOKa C MOMOLLLH anroputMa
ckatna wusobpaxenHmn JPEG. lMpun cokatum metogom MJIPEG wmexkagpoBas pasHuua He

yunTbiBAEeTCA.

MPEG-4 — 310 MexayHapoaHbI CTaHAapT, UCNONb3yeMblv NPpenMyLLecTBEHHO AN CKaTus

uncpposoro ayamo u Buageo. Crangapt MPEG-4 B OCHOBHOM WCMNOMb3yeTcss AN BeLaHus
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(noTokoBoe BMAOEO), 3anmMcn PUNbLMOB Ha KOMMNAKT-AUCKKU, BugeoTenedoHun (BngeotenedoH) u

LUIMPOKOBELLLAHUSI, B KOTOPbIX akTUBHO MCMOMb3YyeTCcs CxaThe LMdPOoBbIX BUAEO U 3BYKA.

Multicast / F'pynnoBas nepepa4a — cneumanbHas ¢opmMa LUMPOKOBELLAHUS, MPU KOTOPOW
KONUM NakeToB HanpaBndaAlwTCsA onpedenéHHoMy nogMHOXeCTBY agpecatoB. Hapsagy c
NPUNOXEHNAMM, YCTaHaBNMBAKOWNMKN CBSA3b MeXOY WCTOYHMKOM W OAHWM Mony4yaTenem,
CYLLIECTBYIOT Takune npuroxeHus, rae tpebyetcs, 4Tobbl MCTOYHMK NOCbINan UHopmMmaumo cpasy
roynne nonydatenen. [lpu TpaguuuoHHon TexHonorun |P-agpecauun Tpebyetcs Kaxgomy
nonyyaTtento UHgopmaLMM nocrnatb CBOM MaKeT AaHHbIX, TO eCTb Of4Ha WU Ta Xe WHdopmaums
nepegaeTcst MHOro pas. TexHonorusi rpynnoBon agpecauun npeacraenset cobon paclwimpenue IP-
agpecaumu, No3BosiALEee HaNnpPaBUTb OAHY KONUIO NakeTa cpasy BceM nony4datenam. MHOXeCTBO
nonyyarernen onpegenseTcs NPUHAANEXHOCTbIO KaXKA0ro U3 HUX K KOHKpeTHON rpynne. Pacchinky
OIS KOHKPETHOW rpynmnbl NOMy4YatoT TOMBKO YfeHbl 3TON rpynnbl.

TexHonorus IP Multicast npegoctaenseT psa CylweCcTBEHHbIX MPENMYLLECTB MO CPaBHEHMIO
C TPaAMUMOHHbIM Noaxoaom. Hanpumep, aobaBneHne HOBbIX NONb3oBaTenen He BriedeT 3a cobon
Heobxoaumoe yBenuyeHne npomnyckHOW CrocCOBHOCTU ceTu. 3HauYUTENbHO COKpaLlaeTcs Harpyska
Ha nocbinalvwWwun cepBep, KOTopbIi 6Gonblle He [JOSPKeH noadepXuBatb  MHOXECTBO

[ABYXCTOPOHHUX COEAUHEHWIA.

[na peanusauun rpynnoBoV agpecauun B IOKaNbHOW CeTn HeobXoOuMbl: MOoaOepXKKa
rpynnoBon agpecauum ctekom npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP
ANA OTNpaBKK 3anpoca O NPUCoeuHEHUN K rpynne U NosyYyeHun rpynnoBoro Tpaduvka, Noaaepxka
rpynnoBon agpecaumy CeTeBOM KapToW, MPUNOXeHue, Ucnonbaylollee rpynnoByl agpecauuio,
Hanpumep, BUOEOKOHMepeHUnda. TexHonorna «MyrnbTUkacT» ncnonbayeT agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopaoepxuBaeTtca craTudeckass M AOWHaMudeckas agpecauus. [Mpumepom
ctatnyeckmx agpecoB senstotca 224.0.0.1 — agpec rpynnbl, BKMAovawowen B cebs Bce ysnbl
nokanoHon cetn, 224.0.0.2 — BCce MapLlpyTu3aTopbl foKanbHOM ceTu. [uana3oH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [Ans MNPOTOKOMOB MapwpyTu3aumMm wu Opyrux
HU3KOYPOBHEBBLIX MPOTOKOMOB MOAAEPXKU rpynnoBon agpecauun. OcTanbHble agpeca
OWHAMUYECKM  UCMOMb3YTCA  NpunoXxeHuamu. Ha  cerogHAWHW  geHb  ©OMbLUMHCTBO
MapLUpyTM3aTOPOB NOAAEPKUBAIOT 3TY ONUMIO (B MEHIO 0BbLIYHO €CTb onuums, paspewatwaa IGMP

NPOTOKON NN MYInbTU KaCT).

NTP (Network Time Protocol / lNpoTokonm CUHXpoOHU3aLUKM BpeMeHMu) — CEeTEeBOW
NPOTOKON ANS CUHXPOHU3aUUKN BpeMeHU C ucrnornb3oBaHnem ceten. NTP ncnonbsyet ana csoeu

paboTtbl npotokon UDP.
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NTSC (National Television System Committee / Ctanpgapt NTSC) — crangapt NTSC

SIBMSIETCS TENEBM3NOHHbLIM 1 BuaeocTaHgapTom B CLUA. Ctangapt NTSC goctaenseT 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacneson ctaHaapT, onpeaensowmun
NPOTOKOMbI B3aMMOAENCTBUSA TakKMX YCTPOMWCTB, Kak IP-kamepbl, BuaeopernctpaTopbl 1 CUCTEMBbI
ynpaeneHna Buageo. MexayHapodHbli ¢OpyM, CO3[4aBlUMKA  AdaHHbIA - CTaHdapT, OCHOBaH
komnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uenbto

pa3paboTKn U pacnpoCTpaHeHNs OTKPLITOrO cTaHAapTa AN CUCTEM CeTEBOro BUAEOoHabNoaeHUs.

PAL (Phase Alternating Line / TeneBM3noHHbIN cTaHpapt PAL) — TeneBu3MOHHbIN
ctaHgapT PAL saBnsaetca npeobnagatowimm TeneBM3VOHHbIM CTaHA4ApTOM B cTpaHax EBponbl.

TeneBunanoHHbIM ctaHgapT PAL goctaensieT 625 cTpok B kagpe Ha 25 k/cek.

PoE (Power over Ethernet / NMutaHne 4yepes Ethernet) — TexHonorus, nossonstoLlas
nepefaBaTb YOanéHHOMY YCTPOWCTBY BMeCTe C AaHHbIMU 3NEKTPUYECKYID 3JHEpruio 4vepes

cTaHgapTHyto BUTYIO napy B ceTu Ethernet.

Port / Mopt - wuaeHTMOMUMPYEMBLIN HOMEPOM CUCTEMHLIM PECYPC, BblAENSAEMbIN
NPUMOXEHMUIO, BbINONIHAEMOMY Ha HEKOTOPOM CETEBOM XOCTe, AN CBA3N C NPUMIOXKEHUSMMU,
BbINOSIHAEMbIMW Ha APYrMX CeTEBbIX XOCTax (B TOM YMcCne C APYrMMU NPUMOXKEHUSMU Ha 3TOM Xe
xocTe). B 0Bbl4HOW KNUEHT-CepBEPHON MOoAENU NpunoxeHne nnubo oxumaaeT BXOASAWMX OaHHbIX
UM 3anpoca Ha coeauHeHue («crywaeT nopT»), NMbo nocbilaeT AdaHHble WK 3anpoc Ha

COEeAMHEHNE Ha U3BECTHbIV NOPT, OTKPbLITLIN NPUNOXEHNEM-CEPBEPOM.

PPP (MpoTtokon AOBYXTOYEYHOro COEAMHEHUs) — MpPOTOKOS,  MO3BOSIAIOLLNIA
ncnonb3oBaTb UHTEpdENC nocnefoBaTenbHOW nepefadv Ans CBA3W Mexay ABYMsS CeTeBbiMU

ycTpounctBamn. Hanpumep, nogkntodeHne MK k cepBepy nocpefcTBOM TeNeOHHON NUHUN.

PPPoOE (Point-to-Point Protocol / lpoTokon coeAnHeHUs «TOYKa - TOYKa») — NPOTOKON
Ons  nogknioyeHnsa  nonb3oBaTenen cetn  crtaHgapta  Ethernet k UHTepHety  uepes
LLIMPOKOMOMOCHOE coeanHeHne, Takoe kak nmHua DSL, 6ecnpoBoaHoe yCTPOMCTBO U KabenbHbIn
mogem. C nomoulbto PPPOE 1 LUMPOKONONOCHOMO Modema nosib3oBaTteny nokanbHoOM ceTn MoryT
nonyyatb OOCTyn C WHAMBMAYaNbHOW MPOBEPKOM MOASIMHHOCTU K BbICOKOCKOPOCTHLIM CEeTAM
OaHHbIX. ObbeauHaa Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneynBaeT aPEKTUBHBIN CNOCOO CO3AaHUA OTAENbHbBIX COEANHEHUI C yAaneHHbIM CepBepoM

ONA KaXXOoro norib3oBateng.

Progressive scan / lporpeccMBHOe CKaHMpPOBaHUE — 3TO TEXHOMOIMSA nNpeacTaBfeHns
KagpoB B BuaeoHabnogeHuu, nNpy KOTOPOMW Kaxabl Kaap BOCNPOM3BOAUTCHA MO OOHOW fMHMK B

nopsigke WX pasMeLeHUs Kaxkayl LecTHaauaTylo [on  cekyHabl. To ecTb CcHavana
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nokasbiBaeTcsi NMMHKUA 1, 3aTeM 2, 3aTteM 3 1 Tak ganee. Takum obpasom, nsobpaxeHune He bbeTcs

Ha oTAenbHble Monykagpbl. B aTom crniyyae nomHocTbio ucyesaeT ahpeKkT mMepLaHusi, No3ToOMy

Ka4yeCTBO OTCHATOro BMAeo nony4vyaetca ©onee BLICOKMM.

RJ45 — yHU(MUMPOBaHHLIN pasbEéM, WUCMNONb3yEMbIA B TEEKOMMYHUKAUMSX, UMmeeT 8

KOHTakTOB. Micnonbayetcs ansa co3ganus JIBC ¢ ncnonb3oBaHnem 4-napHeix kabenen BUTon napbi.

Router / MapwpyTtusarop — 370 yCTPONCTBO, KOTOPOE OnpeaensieT TOouKy Onukanwen
CeTn, B KOTOPYI MakeT AaHHbIX OOMKeH ObiTb HanpaBneH Kak B CBOWM OKOHYaTEmNbHbIA MYHKT
HasHayeHns. MapwpyTnsatop co3gaeT wWunu noagepXxuBaeT  cneumanbHyl  Tabnuuy
MapLLpYyTM3aLmMKn, KOTopas CoXpaHseT MHPOPMAaUUIo, Kak TONMbKO OHa AOCTUraeT onpeaeneHHbIX
MyHKTOB Ha3HayeHusa. WMHorga maplipytTM3aTop BKAKOYEH B KayecTBe 4YacTu  CeTeBOro

KOMMYyTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIA MPOTOKON B peXUmMme peanbHOro
BpeMeHMn) — 310 npoTtokon IP ana nepegayv gaHHbIX (Hanpumep, ayavo vnv BUAEO) B pexume
peanbHoro BpemeHu. MNMpoTtokon RTP nepeHocuT B CBOEM 3arofnoBke AaHHble, Heobxoanmble Ans
BOCCTAHOBIIEHUSA rofloca uUnu BuaeonsobpaxeHua B NPUEMHOM y3rie, a Takke [aHHble O Tune
koguposanunsa nHdopmauumn (JPEG, MPEG n 1. n.). B 3aronoBke gaHHOro npoTokona, B YaCTHOCTH,
nepegarwTcs BpEMEHHas MeTka M HoMep nakeTa. OT! napamMeTpbl NO3BOMAIOT MNPU MUHUMASbHbIX
3agepxkax onpegenuTb MNOPSAOK M MOMEHT [OEKOOMPOBAHMA KaKOOro naketa, a Takke
WMHTEpNoNMpoBaTb MOTEpPsiHHbIE MakeTbl. B kayecTBe Hwxenexailero nNpoTokona TPaHCNOPTHOro

YPOBHS, Kak npaBunio, ucrnonbayetca npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTtokon nepenayn NOTOKOB B pexume
peanbHOro BpeMeHU) — 3TO NPOTOKON yNpaBfeHns, KOTOPbIN CAY>XUT OCHOBOW 41151 COrflacoBaHns
TPaHCMNOPTHbLIX NPOTOKONOB, Takux kak RTP, MHoroagpecHon nnn ogHoagpecHon nepegayn u ons
cornacoBaHus ucnonb3yembix kogekos. RTSP MoxHO paccmatpmBaTth Kak NynbT AUCTAHLUUOHHOMO
ynpaBneHnss NOTokaMu OaHHbIX, NpeaocTaBnseMbiMyM cepBepoMm mynbtumeana. Cepsepbl RTSP
06bl4HO wucnonb3yloT RTP B KayectBe cTaHAapTHOrO MpoOTOKONa And nepedadn ayguo- u

BUOEOOaHHbIX.

Shutter / 3JnNeKTPOHHLIN 3aTBOP — 3TO 3MEeMEeHT MaTpuubl, KOTOPbIA MO3BONSET
perynupoBaTb BpeMsl HaKOMMEeHUs 3NeKTpudeckoro 3apsiga. OTa geTanb OTBeYaeT 3a
ANNTENBHOCTb BLIAEPXKKM M KONMYECTBO CBETA, NMOMaBLUEro Ha Matpuuy nepe hopMUpOBaHNEM

n3obpaxxeHus.

SMTP (Simple Mail Transfer Protocol / MNpocTton npoTokon nepegayM NoYTbl) —
npotokon SMTP wucnonb3dyetcs ANs OTCbIMKM W MOMyYeHUs SMNeKTPOHHOM noyTbl. OaHako
MOCKOSbKY OH SIBMSIETCH «NPOCTbIM» NO CBOEW CTPYKTYpE, TO OH OrPaHUYeH B CBOEN BO3MOXHOCTU

No BMECTUMOCTM COOOLLEHWUIA Ha MOoNy4YalowemMm KOHUeE, U OH 0BbIYHO UCMONb3yeTcsi C OAHUM U3
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ABYX Apyrnx npotokonos, POP3 unv npoTokonoM MHTEPaKTUBHOIO JOCTYNa K 3N1EKTPOHHON noyTe

(npoTtokon IMAP). 3Tu NpoTOKOMbI MO3BOMSOT NOMNb30BATEN COXPaHATH COOOLLEHMS B MOYTOBOM

ALLVKe cepBepa 1 Nepuoanyeckmn 3arpyxarb UX U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / [poTokon 3awmieHHbIX
cokeToB / [IpOTOKON TPaHCNOPTHOro ypoBHA) — 3TK ABa npoTtokona (npotokon SSL asnsetca
npuemMHUKoM npoTtokona TSL) aBngawTca  KpuntorpaduMyeckumy  NpOTOKONamu,  KoTopble
obecneunBatoT 6e3onacHyto cBa3b B ceTu. B BonblumMHcTBE cnyyvaes npoTtokon SSL ncnonb3yetcs
yepes npotokon HTTP, 4yTobbl cdhopmMmpoBaTb NPOTOKON 3alUMLLEHHON Nepedayvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMNb30BaHHOMO, Hanpumep, B MHTepHeTe ONs OCyLLeCTBNEHUS
(PUHAHCOBLIX TpaH3akuun B 3nekTpoHHOM Buae. [potokon SSL wmcnonb3dyeT ceptudmkaThbl

OTKPbITOIo KpVII'ITOFpad)I/l‘-IeCKOFO Knto4a, 4ToObI noareepXxgatb MOEHTUYHOCTb cepBepa.

Subnet mask / Macka noacetn — GutoBass Macka, onpefensiollas, kakas 4dactb IP-
agpeca y3na ceTu OTHOCUTCA K agpecy CeTu, a Kakas — K agpecy camoro yana B 3TOW CeTW.
Hanpumep, y3en c IP-agpecom 192.168.0.99 n mackon noacetun 255.255.255.0 Haxogntcsa B cetu
192.168.0.0.

Switch / KommyTatop — kOMMyTartopom 4BMsIETCA CETEeBOE YCTPOWCTBO, KOTOpPOe
COefVHSAEeT CErMeHTbl CEeTU BMECTEe N KOTOpoe BblbvpaeT MapLlipyT ANA Nepecbisikn yCTPONCTBOM
OaHHbIX K ero onwkanwemy nonydarento. OObIMHO KOMMyTaTop fABnsAeTcA 6oree npocTbiM n
B6onee ObICTPbIM MEXaHU3MOM, YEM CETEBOW MapLupyTusaTop. HekoTopble KOMMyTaTopbl UMET

dOyHKUMIO MapLIpyTu3aTopa.

TCP (Transmission Control Protocol / lpoTokon ynpaBneHua nepepayen) — oavH u3
OCHOBHbIX CeTeBbIX MPOTOKONOB MHTepHeTa, npegHasHadeHHbI Ofs YNpaBreHus nepegaden
AaHHbIX B ceTdax u nogceTtax TCP/IP. TCP — 3To TpaHCNOPTHLIM MexXxaHu3M, NpedocTaBrsoWwmnm
MOTOK JaHHbIX C NPeABapUTENbHON YCTAHOBKOW COEAMHEHUS, 3a CHET STOro AatoLLmii YBEPEHHOCTb
B AOCTOBEPHOCTU MNOJSlyYaeMblX AaHHbIX, OCYLLEeCTBNSAET MOBTOPHbIA 3anpoC AaHHbIX B Cry4vae
noTepu AaHHbIX U yCcTpaHseT AybnupoBaHue npu noryvyeHun ABYX KOMWMMA OOHOro nakerta (CMm.
Takke T/TCP).

TTL (Time to live) — npeaenbHbIA NEPUOA BPEMEHU UMM YNCIIO UTEPALIMA UK NEPEXOOOB,
3a KOTOpbI Habop AaHHbIX (NakeT) MOXeT CyllecTBOBaTb [0 CBOEro MCYE3HOBEHUSA. 3Ha4yeHune
TTL moxeT paccMaTpmBaTbCs Kak BEPXHSAS rpaHuLa BpeMeHu cyllecTBoBaHus IP-gentarpammbl B
cetu. lNMone TTL ycTtaHaBnuBaeTcsa oTnpaBuTenem gentarpaMMbl U YMEHbLUAETCA KaXAblM Y311IOM
(Hanpumep, MapLIpyTU3aTOPOM) Ha NyTU ero crefoBaHus, B COOTBETCTBUM CO BPEMEHEM
npebbiBaHMs B OaHHOM YCTPOWCTBE WMM COrnacHo npoTtokony obpaboTtkn. Ecnm none TTL

CTaHOBUTCA paBHbIM HYJIO OO TOro, Kak ueVlTarpamma an6yp,eT B NMYHKT Ha3Ha4eHudA, TO Takad
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aentarpamma otbpacbiBaetca u  oTnpasutento oTtcebiiaetca ICMP-naket ¢ kogom 11 —

«I'IpeBblmeHme BpeMeHHOro nHTepBana».

UDP (User Datagram Protocol / lpoTtokon pgentarpamm nonb3oBartens) — 370
npotokon o6bmMeHa [aHHbIMA C OrpaHUYEeHWsIMA  Ha MepecblflaemMble [aHHble N0 CeTw,
ncnoneaytowen npotokon |IP. lNpotokon UDP sensietcs anbTepHatuBown npotokony TCP.
Mpeumywectso npotokona UDP coctouT B TOM, 4TO ONnA Hero HeobszaTernbHa AoCTaBka BCEX
AaHHBIX N HEKOTOpble MakeTbl MOryT ObITb NPOMYyLLEHbI, ECNN CETb NeperpyxeHa. AT0 0COGEHHO
yaobHO npu nepegaye BungeomaTepuanoB B pEXMME peanibHOro BPEeMEHW, NMOCKOMbKY He Umeet
CMbICria MOBTOPHO MepedaBaTb YCTapeBLUY MHGOpMaLuio, KOTopasi BCe paBHO He Oyaet

oToOpaxeHa.

UPnP (Universal Plug and Play) — TexHonorns, no3sonswowasa nepcoHanbHbIM
KOMMNbIOTEPAM U MHTENNEeKTyanbHbIM CETEBbLIM CUCTEMAM (HanpMMep, OXpaHHOMY 0b6opyaoBaHMIO,
pasBnekaTtenibHbIM  YCTPOMCTBAM WM  UHTEPHET-LUN03aM) COoeauHATbCAa  Mexay  cobon
aBTOMaTMyeckn uM pabotaTb COBMECTHO 4epe3 efuHyto ceTb. [Mnatcdopma UPnP ctpouTca Ha
OCHOBE TaKMX WHTepHeT-cTaHgapToB, kak TCP/IP, HTTP wn XML. TexHonorms UPnP
noaaepxunBaeT ceTeBble MHAPACTPYKTYPbl NpakTUyeckn noboro Tuna - Kak NpoBOAHblE, TaK U
OecnpoBoaHbie. B 1x yncno, B 4acTHOCTH, BXoaAT kabenbHbin Ethernet, 6ecnposoaHbie cetn Wi-
Fi, ceTu Ha ocHoBe TeneMOHHbLIX NMHUA, NUHUIA 3nekTponuTaHua u np. lNoggepxka UPNP

peann3oBaHa B onepaunoHHbix cuctemax Windows.

URL (Uniform Resource Locator / EguHbIn yKasatenb pecypcoB) — 3T0

CTaHgapTM3MpOBaHHBINA cnocob 3anucy agpeca pecypca B cetn MHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHOM NpOTOKON Nepeaavv AaHHbIX) —
MPOTOKOM, CO34aHHbIM cneumanbHo Ana  GSM-ceTel, rge HYXHO YyCTaHaBnuBaTb CBSA3b
nopTaTMBHbIX YCTPOUCTB C ceTbto WHTepHeT. C nomowbio WAP nonb3oBaTtens MOGUNBHOro

YCTPOWCTBa MOXET 3arpyaTtb U3 ceTu IHTepHeT ntobble UMdpoBbIE AAHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumawowmnm HTTP-3anpockbl OT KMNMEHTOB,
06bl4HO Beb-6paysepos, 1 Bbligatowmn um HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxeHuem, hannom, megna-noToKOM UNKN SPYrMMU OaHHbIMM.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBogHas TOYHOCTb») — TOpProBasi Mapka
npombiwneHHon rpynnbl «Wi-Fi Alliance» ana ©6ecnpoBogHbix ceten Ha 6ase ctaHgapta |IEEE
802.11. Jlwoboe obopynoBaHue, cooTBeTcTBylowee cTaHgapty IEEE 802.11, moxeTr ObiTb
npotectupoBaHo B Wi-Fi Alliance gna nonyyYeHus COOTBETCTBYOLLEro ceptudmkata M npasa

HaHeceHusa norotuna Wi-Fi.
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W-LAN / BecnpoBogHasa LAN — 370 BecnpoBogHasi nokanbHas ceTb, MCNOoMb3yoLwasi B

Ka4yecTBe HOCUTENA pagnoBOJIHbI: 6eCI'IpOBO,D,HOG noaKkrnr4vyeHne K cetn KOHe4YHOro noJjib3oBaTers.

[1ns ocHOBHOW ceTEBOW CTPYKTYpPbl 0ObIYHO MCMOMb3yeTcs KabenbHOe coegMHEHME.

WPS (Wi-Fi Protected Setup) — ctaHgapT, NpeAHasHavYeHHbIN AN NoslyaBTOMaTn4eCcKoro
co3gaHusa 6ecnpoBogHon gomMaluHen cetu. [poTokon npm3BaH oka3aTb MOMOLLb MOb30BaTENSIM,
KOoTopble He ob6nagalrT LWMPOKMMK 3HaHWsIMM O Ge3onacHOCTM B 6ecnpoBOAHbLIX CETSX, M Kak
crneacTBme, UMEKT CITOXHOCTKU Mpu ocylecTeneHnn Hactpoek. WPS aBTomaTtuyeckm ob6o3HavaeT
UMs ceTu U 3agaeT WndpoBaHue, Ang 3almTbl OT HECAHKLMOHUPOBAHHOIO AOCTyna B CeTb, Mpu

3TOM HET H606XOD,I/IMOCTI/1 BPY4YHYHO 3aaBaTb BCE NMNapamMeTpbl.

AnNroputm cxatusi BMAEO — 3TO MeTOAMKa YMeHbLUeHUs pasmepa daina umngpoBon
BMOEO3anuMcK MocpeacTBOM  yAaneHust rpaduyeckmx SfeMEeHTOB, He  BOCMPUHMMAaEMbIX

YyernoBe4vYeCKMM rna3omMm.

Bapllld.)OKaﬂbeIﬁ 00bLEeKTMB -— 06'beKTI/IB, NO3BONAOLWLNA MUCMONb30BaTb pa3nn4yHble
(bOKyCHbIe pacctoAaHnAa B NPOTUBOMOJNIOXKHOCTb O6'beKTI/IBy C d)I/IKCI/IpOBaHHbIM d)OKyCHbIM

pacCTOsIHUEM, KOTOPbIV UCMONb3YeT NULLb OAHO PacCTOsIHME.

Butasa napa — Bua kabens cBsA3W, npeactaBnsieT cobol OdHY MM HECKoNbKo nap
N30NNPOBAHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COGOW, MOKPbLIThIX MIAcCTUKOBOW O0GOMOYKON.
CBuBaHME NPOBOAHWUKOB MPOWM3BOAMTCS C LIEMbK MOBLILEHWSI CTEMeHWM CBA3U Mexay coboi
NPOBOAHMKOB OAHOW Napbl (3NeKTpoMarHuTHasi noMexa OfAMHaKoBO BnusieT Ha oba nposoaa napbl)
M NOCNEeAyLEero yMeHbLUEHUS1 3NEKTPOMArHUTHbIX NMOMEX OT BHELUHUMX WMCTOYHWKOB, a Takke

B3aVMHbIX HABOZOK Npwv nepeaade andgepeHumnanbHbIX CUrHamnos.

Bblgepka — MHTepBan BpeMeHW, B TeYeHMe KOTOPOro CBET BO3[EWCTBYET Ha y4acTok
CBETOYYBCTBUTESNBHOMO MaTepuarna WM CBEeTOYYBCTBUTENbHOW MaTpuubl Ans cOobLieHus emy

onpenenéHHon aKcnosnunn.

[eTekTop ABMXEHUA — 3TO annapaTtHbIN NMMB0 NporpaMMHbIN MOLYNb, OCHOBHOW 3ada4ven

KOTOPOro ABndeTcs o6Hapy>|<eHV|e nepemMeLlarlnxca B none 3peHnd Kamepbl OOBbEKTOB.

HeTekTop caboTaxa — 3TO NPOrpaMMHbIA MOAYSb, KOTOPbLIA NO3BONsSeT obHapyxuBaTb
Takue cUTyauuu, Kak: pacqoKyCUMpPOBKa, NepeKkpbITUe UMW 3acBeynBaHue U3obpakeHusi, OTBOPOT
Kamepbl, YacTuyHas noTeps curHana. lMpuHUMN OencTBUS OCHOBaH Ha aHanuse B pexume
peanbHOro BPEMEHU W3MEHEHWsl KOHTpacTa foKanbHbiX oGnacrtel kagpoB W3 BUAEOMOTOKA,
nony4aemoro ¢ Tenekamepbl-geTektopa. [leTektop caboTaxa aBToMaTUYeCcKun BblibMpaeT obnactu
KagpoB, MO KOTOPbIM HEOOXOAMMO OLEeHMBaTb M3MEHEHME KOHTPAacCTHOCTU BO BPEMEHU W, eCcrnu
N3MEHEHNe KOHTPACTHOCTM B 3TUX 0ONacTax npeBbillaeT HEKOTOPbIN OTHOCUTENbHBIA MOpOr,

NPUHUMAET peLleHne O noTepe «nosie3Horo» BuaeocurHana.
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Ovacdparma (ot rpeuy. didphragma — neperopopka) — 370 oTBepcTue B 0OObekTuBe

Kamepbl, KOTOpOe perynupyet KOfvM4yecTBO CBeTa, Monagatowero Ha matpudy. W3ameHeHune
pasmepa AumadparMbl MO3BOMSIET KOHTPONMMPOBATbL LEnNbI psg MokasaTenen, BaXHbIX Ans

nonyyeHmna Ka4eCTtBeHHOro M306pa)KeH n4.

[loMeHHOe uMsA — 3TO onpegeneHHas GykBeHHasi nocrenoBaTenlbHOCTb, 0603HaYaroLLas
UM calTa WM Mcnosnb3yemasi B MMeHax 3MEKTPOHHbIX MOYTOBbIX SAWMKOB. [JOMEHHble MMeHa
[AaloT BO3MOXHOCTb agpecaumn UHTEPHET-Y3r0B U PaCMOSIOXKEeHHbIX Ha HUX CETEBbIX PECypCOB

(Beb-cantoB, cepBepOB AMEKTPOHHON NOYThI, APYrMX cnyx06) B yaobHom anga yenoseka opme.

MK-noacseTka (UK-npoxekTop) — ycTponcTBo, obecreuvBarollee noacBeTky obbekra

HaGJ'II'O,EI,eHI/IFl C nsny4yeHnem B I/IH(bpaKpaCHOM Onana3oHe.

Kamepa «aeHb/HOUb» — 3TO BUaeokamepa, npeaHasHavyeHHast Ans paboTbl KPYriocyTO4HO
B pasHbIX YCINOBUSAX OCBELLEHHOCTU. B yCnoBusix sipkoit ocBeLLLeHHOCTH n3obpaxeHue LuBeTHoe. B
TEMHOE BpEMsi CYTOK, KOrga sIpKuiA CBET NponajaeT, M HauMHaTCA CYMepKu, n3obpaxeHue

CTaHOBUTCA qepHo-6enoe, B pe3ynbTaTte 4ero noBbillaeTCAd 4yBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBsi3u kogek — 3710 0bbl4HO kogep/aekoaep. Kogekn ncnonb3yotcs B
WHTErpuMpoBaHHbIX LEnsax WM MuKpocxemax Ans npeobpa3oBaHVs aHanoroBblX BUOEO- U
ayguocurHanoB B umdposon dopmat and nocnegyrowen nepegayn. Kogek takke npeobpasyer
npuHMMaemMble UNMPOBbIE CUrHanbl B aHanorosbii ¢opmat. B kogeke ogHa MUKpocxema
ncrnonb3yeTcd Ans npeobpasoBaHna aHarNoroBoro curHana B LUudgpoBon M uMpoBOn curHan B
aHanoroBbln. TepMuH «Kogek» Takke MOXeT OTHOCUTBCS K KOMMnpeccuu/gekomnpeccun, u B 3ToM
cny4ae oH 06bl4HO O3HAYaEeT anropmuTM NN KOMMBIOTEPHYHO NPOrpaMmy Ansi yMeHbLUeHns obbema

dannos n nporpamm.

HOpMaanO 3aMKHYTble KOHTaKTbl — Takad KOHCTPYKUNA OaT4yMKa, KOTOpadA B NaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, 2 B aKTUBHOM — PAa3OMKHYTbI€E.

Hopmaano Pa3OMKHYTble KOHTAaKTbl — TaKasd KOHCTPYKUMA [OaTyuKa, KOoTopasd B

NacCMBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbIE.

OGBbeKTUB — 3TO YaCTb ONTUYECKOW CUCTEMbI BUOEeOHabnoaeHus, npeagHasHavYeHHaa and

CbOKyCVIpOBKVI NOTOKa CBETa Ha MaTpuue BnaeokamMmepbl.

OTHOLwWeHne curHan/wym — YUCIIEHHO OnpedensieT codep)kaHue napasuTHbIX LYMOB B
curHane. Msmepsetca B geumbenax (ob). Yem Gonblue 3HaYeHME OTHOLLIEHUSI CUrHan/Lym gns

BnogeocurHana, TemM MeHbLle NoMeX U NCKaXKeHUI nmeeT V|3o6pa>|<eHV|e.

Mukcenb — 3TO 0QHA M3 MHOXECTBA TOYEK, COCTaBNAILWMNX LndpoBoe nsodbpaxeHue. Liset
N MHTEHCMBHOCTb KaXOo0ro MuKcens cCoCcTaBnaeT KpoLleyHyo obnactbe n3obpaxeHus.
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BeWARD [Ipunooicenus

Mpokcu-cepsep (Proxy - npeacraButTenb, YMNONMHOMOYEHHbIM) — cnyxba B

KOMMbIOTEPHbLIX CETAX, MO3BOMAKWAA KIMEHTaM BbIMOMHATL KOCBEHHbIE 3anpocbl K Apyrum
ceTeBbIM crniyxk6am. CHavana KnueHT MOAKMoYaeTCsl K MPOKCU-CEPBEPY M 3anpalumBaeT Kakow-
nunbo pecypc, pacrnonoXeHHbIN Ha Opyrom cepeepe. 3atem NpoKcu-cepsep NMbo nogkrnoyaeTcs K
yKa3aHHOMY CepBepy W Mony4yaeT pecypc y Hero, nubo Bo3BpallaeT pecypCc U3 cobBCTBEHHOro
kawa. MNpokcun-cepep NO3BONSAET 3alLMLLATb KITMEHTCKUA KOMMbIOTEP OT HEKOTOPLIX CETEBLIX aTak
1 MOMOraeT COXpaHATb aHOHUMHOCTb KITMEHTA.

MpoTtokon — cTaHOapT, onpedensiowMin noBedeHWe QYHKLMOHAmNbHbLIX OGNokoB npu
nepenadve pAaHHbIX. Popmanu3oBaHHble nNpaBuna, onpeaensawllMe MnocneaoBaTenbsHOCTb U
dopmaT CoOOLLEHMI, KOTOPbIMA OOMEHMBAIOTCA CETEBble KOMMOHEHTbI, fexaline Ha OAHOM

YPOBHE, HO B pa3HbIX y3nax.

PaspewieHne n3obpaxeHNA — 3TO KOMMYECTBO MUKCENEN (TOYEK) Ha eanHuLy nrowaan
n3o6paxeHus. MamepseTcst B Meranvkcensax nnm otobpaxaeTtcsi B BUAe ABYX BENUYUH — BbICOTbI U
LUMPUHbI N306paxkeHns. BbicoTa v LUMPUHA Takke B JaHHOM Cryvyae U3MepsitoTCsl B MUKCENsX.

Py4Hasa auwadparma — npoTUBOMNOMOXKHOCTb aBToOMaTn4eckon guadparmel, T.€. HaCTpourka
anadparMbl  Kamepbl AOMKHA BbINONHATECA BPYYHYKO ONS perynupoBKM KONMM4YecTBa CBETa,
OOCTUraloLLero YyBCTBUTESNBbHOMO dfieMeHTa.

CBeTocuna o6beKTMBa — 3TO XapakTepucThKa, NnokasbiBatoLlas, kakoe Konm4yecTBo cBeTa
cnocobeH nponyckaTb AaHHbIA 0ObEKTMB. Yem Gonblue MakcUMarnbHbIi AMaMETP OTKPbITOM
AvadparMbl (MK, COOTBETCTBEHHO, YEeM MeHblue F-ynucno), TemM Gonbluee KONMMYecTBO CBeTa
MOXXeT NonacTb CKBO3b 06 bEKTUB Ha (hoKanbHYH NIOCKOCTb, U TEM BhilLe CBeTOcKNa 0ObeKkTuBa.

Cumnnekc - npum CUMMMNEKCHOM CBSA3N ceTeBOW KkKabenb WNM KaHamn CBSA3N MOXeT

MCNonb30BaTbCA AJ14 nepeaadn I/IH(*)OpMaLl,I/II/I TOJNMbKO B OAHOM HanpasiieHnn.

YnuyHas BuageokKkamMepa — 37O KaMepa BnaeoHabnoaeHus, KOTOpad obnapaeTt Bcemu
HeobxoanMbIMUK XapakTepnctnkamm 3allnTbl OT BITUAHUA BHELUHeNn cpeabl Ansa pa6OTbI Ha ynuue.

LiBeTHas Buaeokamepa — 3TO Kamepa, KoTopas [faeT uBeTHoe usobpaxeHue. [lo
onpeaeneHnio MaTpuubl Bugeokamep 4YepHo-benble, a Ans nonydeHus LUBETHOro nsobpakeHus
BO3MNe KaKOoW A4erkn mMaTpuubl GopMUpYOTCS LBETHbIE unbTpbl. MNepBbin UNbTP NPUBHOCUT
KpaCHY COCTaBISOLLYIO LiBETA, BTOPON 3€MIEHYI0, @ TPETUI CUHIOK. Taknum obpas3om, Tpu SYEnku
CTaHOBSATCS OAHOWM Toukon B LuBeToBOM popmate RGB. CriegoBatenbHo, BMECTO TpeX MUKCenemn
Ha pe3ynbTUpYoLLEM U306paKeHM Mbl NOMy4Yaem TOSbKO OAMH.

AnekTtpomexaHnuecknn WUK-domnbTp — npeacraBnser coboW YCTPOMCTBO, KOTOpPOE
CrnocobHO B OAHOM pexunme NnoaaBnsATb UHMpPaKpacHbIM AnanasoH Npu NOMOLUM MHpakpacHoro
NK-dunbTpa, a B gpyrom pexume VK-counbTp ybrupaeTcs anekTpoMexaHuyecku, Takum obpasom,
Aenas OOCTYMHbIM BECb CMEKTP CBETOU3MNYYEHNS.
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