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KommyTaTop ynunuHbii Mastermann
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L

OCHOBHbIE XAPAKTEPUCTUKU

® Kopnyc ns koMnosnuTHOro matepuana ® 2 VCTOYHMKa NUTaHUA

® He nopBepxeH Koppo3un ® [pososzawuTta

@® [abapuTHble pasmMepsbl LUBIM 334*417*200 mm ® 3awUTHbIXN aBTOMAT

@ [lpombiWeHHbIN ynpaBnsieMbli KoMMyTatop @ CreneHb 3aWuThl OT Nbiin 1 Bnaruv IP66
® [lopTbl PoE - 4 wT.no 30 BT ® VHpekc ypaponpoyHocTu IK10

® [lopTtbl SFP -2 wT. ® TemnepaTypa akcnnyaTtauum ot -60°C go
® OnTunyeckunin Kkpocc +50°C
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OcHOBHbIe 0OCOOEeHHOCTU:

MonHunesawmrta nopta 6 kB

Bce nopTbl nogpoepxuBatoT MonHUe3awmTy 6 kB, 3awmTy oT KopoTkoro 3amMmbikaHusa PSE,
neperpysky PoE, 3auTy ncTodHnka NUTaHUs OT Neperpesa, 3almTy oT NepeHanpsaxeHus,
3alWUTY OT UMMYJIBCHOIO ToKa U Apyrne pyHKLMY 3aLmThI.

DIP-nepekntoyaTenn Al

® Al Loop Protect: ucnonbsysa texHonormnto RUN-Ring ¢ 6bICTPbIM LIMKIIOM CETU, NPU BbIXOE
M3 CTPOSl OCHOBHOIO KaHaJsla CeTeBOW Nepefaym cCUcTeMa aBToMaTUYeCKU NnepekstoyaeTcs
Ha pe3epBHbIN KaHas, a BpeMsi BOCCTaHOBMNeHUs nocne c6os MoxeT gocturatb 10 Mc.

® Al PoE: aBToMaTu4eckoe onpepeneHmne nopta npuema rnmTaHus, nouck HEMCrpaBHOro
YCTPOMCTBA M Nepe3anyck YCTPONCTBa Mocie BbIKJIIOYEHUS NUTaHuS.

® Al VLAN: nsonupymnte noptbl 1-4 gpyr oT gpyra, 4to nossonsaet adpdpekTUBHO NoAaBNATb
ceTeBble LUTOPMbI U MOBbILATL MPON3BOAUTENIBHOCTbL CETH.

® Al Extend: nopTtbl 1-4 nogpepxuvBatoT nogadvy NnuTaHusa Ha 6onblune pacctosHusa no 250
MeTpOB (peKoMeHAyeTCs UCMONIb30BaTh CyrnepceTeBon kabenb Bbilwe 5 kaTteropum).

Mol HbIe BO3SMOXHOCTU 06paboTku

® [loppepxka 802.1Q VLAN, MAC VLAN, IP VLAN, nonb3oBaTenu MmoryT rubko pasgensaTtb
VLAN rno mepe Heo6xoaAMMOCTW.

® T[loppepxka QoS, 8 ouepene NopToB, Nogaepxka npmopuTeTa nopTa, npmoputeT 802.1R,
npuoputeT DSCP, nognepxka SP, WRR, SP+WRR, anroputma nnaHupoBaHus
npuoputetoB WFQ.

® Tlloppepxka ACL, nogpepxka ¢yHkuUmM dunbTpaumnm naketoB L2 (ypoBeHb 2) ~ L4
(ypoBeHb 4), o6ecredeHne rubkon u 6e3onacHoOM NoIUMTUKN KOHTPONSA JocTyna.

® T[loppepxka otcnexuBaHus IGMP v1/v2/v3, otcnexmnBaHusa MLD v1/v2 gns
yOooBreTBOpeHUs TpeboBaHUN MHoroTepMmnHanbHoro HD-BupeoHabnogeHusa nnm
BUOEOKOHDEpPeHL M.

® TlloppepxuBaeT MEXaHU3M BbICTPOro BbIXoAa U 3anpoc MHOFOaAPECHOW pacChifiK1 YPOBHS
2, nogoepxuBaeT cTaTUYECKYIO MHOroagpecHyto paccbiniky IPv4 ypoBHS 2 1 cTaTudecKyto
MHOroagpecHyto paccbiniky IPv6 ypoBHS 2.

NpeanbHbli MexaHU3M 6e30MacHOCTU

® T[lonHbIN MexaHU3M ayTeHTUdUKaumnm 6e3onacHOCTU: oH nogaepxmeaeT IEEE 802.1x,
Radius, Tacacs+ U T. A. ¥ MOXeT NPEeAOCTaBUTb MNOSIb30BaTENSAM NOSHbIA MEXaHU3M
ayTeHTUdUkKaum 6esonacHoOCTu.

® VlpeanbHbl MeXaHU3M OBHapyXeHUsa neTeslb MoXeT o6ecrnednTb cTabunbHyto paboTy
ceTun B Te4eHne OSINTENIbHOFO BPEMEHM.

® O6ecneybTe Usonaumio NopToB B ogHoM 1 Ton xe VLAN n dyHkLmnm 6e3onacHoOCTU, Takme
kak DHCP-Snooping, npuesiska IP+MAC+nopTa 1 T. A., 4To6bl [ONONHUTENIbHO 06ecneyYnTb
6e30MacHOCTb NOSIb30BaTEIbCKUX JaHHbIX.

® T[lopnepxka 3awmnTbl ARP, 3awunTbl IP-ncto4yHmka, 3awmTbl oT DOS.

® Tloppepxka orpaHMYeHUs [OCTyNna Nofib3oBaTenen Ha ocHoBe HOMepa nopTa, IP-agpeca
n MAC-apgpeca ycTponcTBa.
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PasHoo6pa3Hada Hage>XXHOCTb 3aluThbl

® [loppepxka npotokonos STP (IEEE 802.1d), RSTP (IEEE 802.1w) u MSTP (IEEE 802.1s) gnsa
yCTpaHeHus rneTesb YPOBHS 2 U peanmsalmm pe3epBHOro KoNMpoBaHMUSA KaHasoB.

® TllogpepxuBaeT 3aWUTy OT NeTesNb, 3aWUTY KOPHEBOro MocTa, 3awuty TC, sawmnty BPDU
n punerpaumo BPDU.

® Tloppepxka GyHKUUK perieMHOro Bbixoga CUrHannsaumm, Takux kak c6om nutaHus,
OTKJTIIOYEHME MopTa M HEUCMPABHOCTb UCTOYHKMKaA NUTaHUAa PoE.

® [lpoMbIlWNEHHbIV YypOBeHb 3aLLMTbl 4 1 3almUTa OT MoMex

NpeanbHaa pyHkuua nutaHusa POE

® T[loppepxka ctaHpapTa 802.3af/at, BCTPOEHHbI MOLLHbBIN UCTOYHUK MUTaHUS,
ypooBrieTBopeHue notpebHocTel cueHapuer POE, TakmMx kKak MOHUTOPUHI 6€30MacHOCTY,
rnokpbiTMe GecnpoBofHoM ceTu n IP-tenedoHus.

® Tlloppepxka orpaHnyeHusa MowHocTn PoE v ycTaHoBka npuoputeTa nopta PoE. Korga
MOLLHOCTb MpeBbILWaeT Npegesn, NpuopuTeT ByaeT oTAaH 3/1eKTPOoNMTaHuo nopTa ¢
BbICOKMM MPUOPUTETOM.

® Tlloppepxka HacTponku nepuopa nogadvmn nutaHus PoE, nonb3soBaTtenu MoryT
KOHTpoNMpoBaTb Nepuom BpeMeHu nogadu nutaHmnsa PoE B cooTBeTCcTBUM CO CBOUMM
notpebHoCTAMM.

® [loppepxka npoBepku cocTosiHUSA Yuna PoE, nonb3oBaTenu MoryT npocMmaTpuBaTh
TeMnepaTypy 4Yumna PoE, BbIXOAHYO MOLHOCTb U ApYyrve napaMeTpbl B peXnme peanbHoro
BpeMeHU Yepes Be6-CcTpaHuULLy.

fmékoe n yno6Hoe ynpasrsieHUe n oé6cnyxmBaHue

® T[loppepXxunBaeT pasfiMyHble METOAbI YrpaBreHusl, Takme Kak KOHcorb, Telnet n SSH.
Moppepxka ynpasneHus Be6-cetbto (HTTPR, HTTPS, SSL V3), koTopas npotlye n
addekTnBHee, a TakxKe yaobHa A1s yCTaHOBKU U OTNaaKu.

® TlloppepxuBaeT 3arpy3Ky U ynpaBneHue 3arpyskoi damnnos B pexunme TFTP.

® Tloppepxka SNMP V1/V2/V3 pns obnerdeHuns ynpaBneHuUs ycTpocTBaMm Yepes
nnaTdopmMy ynpaBneHus ceTblo.

® Tlloppepxka KOMMEKCHOro yrnpasneHus 1 o6cnyxmBaHusa obnadyHom nnatdopmbl
Fengrunda Apollo, koTopas MoXeT OoCyLLeCTBNATL BCECTOPOHHEE yaaneHHoe yrnpaBrneHne
n obcnyxuBaHue, HarnpuMep aBToMaTu4eckoe obHapy>XXeHMe YCTPOUCTB, yripaBneHue
TOMOJNIOrUen ceTu 1 yaaneHHoe ynpaBreHne KoHpuUrypaumem ycTponcTs.
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TexHU4eckune xa PakKTepuctTmKkm KOMMyTaToOpa

OcHalieHue

KomnosutHbeih SMC matepuan

CTeneHb 3almnTbl OT Nbln 1 Bnaru |IP66
MHpekc ypnaponpo4HocTun IK10

He nopBepxeH koppo3aumn

ConpoTusneHue k F'CM, kucnotam 1 consm
CTolMKOCTb K ynbTpaduoneTty
CamoszaTyxaHue

Ma6apuTHble pasmepsbl LB 334*417%200 MM

ApanTtep SC/SM — 4 wr.
OnTunyeckuii kpocc Murtenn SC ogHoMmog, 9/125 — 4 wT.
Mnbsbl KO3C 60MM — 4 WwiT.

BxopHoe HanpsxeHne 230 B AC +10%, 50 Iy,
MakcumanbHas noTpebnaemas MowHocTb 235 BT.
MowHocTb ocHoBHOro 6noka nutaHmna 150 BT
MouwHocTb pesepBHoro 6noka nutaHms 75 Bt

MonHuesawumTa Ha nopTax RJ-45 - 6 kB
Y3WUI lll knacca Ha nuHKK 220 B
BesonacHocTb 3awunTHbIM aBTomaT 10 A

LaTumk BCKpbITUA Kopnyca.

MNMopceeTka BHyTpW Kopnyca.

AnnapaTHoe o6ecneyeHue

CeTeBoii uHTepdeiic 4 nopTa RJ45,10/100/1000 M6uT/c, PoE 30 BT Ha kaxabiit nopT (GloaxeT PoE
120 BT)
2 rurabuTHbix nopta SFP
1 KOHCONbHbIV NOPT

IEEE802.3, IEEE802.3, IEEE802.3u, IEEE802.3ab, IEEE802.3z, IEEE802.3ad,
IEEE802.3x%, IEEE802.3af/at IEEE802.1p, IEEE802.1q, IEEE802.1w, IE EE802.1d,

CeTeBoii NpOTOKO

IEEE802 .1c
MponyckHasa cnoco6HOCTb 06beanHUTENbHOM NnaThbl: 12 M6uT/c
(HeBnokupyemasi)

TexHn4Yeckue CkopocTb nepecblniku naketos: 8,9Mpps

XapaKkTepuCcTUKMN Tabnuua MAC-agpecos: 8K

Ksw nopra: 4,1 Mb
PexuM nepecbinku: coxpaHeHue 1 nepecobinka

POE-KOHTaKT 172 (+), 3/6/(-)

MporpaMMHoe o6ecne4vyeHune

IEEE 802.3: NpoTokon ynpaBneHus aoctynom k cpepe nepepadn (MAC)
Ethernet IEEE 802.3i: 10BASE-T Ethernet

IEEE 802.3u:100BASE-TX Fast Ethernet IEEE 802.3ab: 1000BASE-T Gigabit
Ethernet

IEEE 802.3z: 1000BASE-X Gigabit Ethernet (onTuyeckuin)

IEEE 802.3ad: CTaHmapTHbIN MeToq arperaumu kaHanos. IEEE 802.3x:
CTaHpapT npoTokona YnpaBneHune NoTOKOM.

IEEE 802.1p: npoTokon LAN Layer 2 QoS/Cos ons onpepeneHus npuopmuteToB
Tpaduka (PyHKLUA MHOroaapecHoM dunbsTpaLmm)

IEEE 802.1g: paboTta mocTa VLAN

IEEE 802.1d: Spanning Tree STP IEEE 802.1s: Spanning Tree MSTP IEEE 802.1w:
Spanning Tree RSTP IEEE 802.3af

IEEE 802.3at

3awmTa koHTypa Al
Al PoE Al VLAN
Pacwunpenune N

DyHKLMA 6biCTPOro
[OCTyna B OQUH KJINK
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DHCP Moppepxka DHCP Snooping
Mopnepxka 4K VLAN

BJ1AH Moppepxka 802.1Q VLAN, MAC VLAN, IP VLAN
lonocosas VLAN

CootBeTcTByeT cTaHgapTy |IEEE 802.1d.
MNoppepxka aBToMaTUYeckoro obyvyeHus n yctapesaHma MAC-apgpecos.
Moppepxka cTaTU4eckom, AMHaMUYecKolr TabnunLbl afapecoB ¢ pUIbTpaLmen.

Ta6bnuua
MAC-apgpecoB

3awmTa naponem

Moppepxka orpaHnYeHna AocTyna nonb3oBaTesiel Ha OCHOBe HOMepa MNopTa,
IP-appeca, MAC-agpeca.

Mopnepxka HTTPS, SSL V3, TLS V1, SSH V1/V2.

MNoppepxkka npueasku IP-MAC-PORT

MNoppepxkka 3awmTbl ARP, 3awmTta IP-nctouHumka, 3awmta ot DoS Mogaepxkka
DHCP Snooping, 3awuTa ot atak DHCP

MNoppepxkka ayTeHTudmnkaumm 802.1X, AAA. NMogpepxka 6e3onacHOCTM nopTa 1

DyHKLUMN
6e3onacHoCcTHU

MNoppepxka orpaHuyeHus obelt MowHocTu PoE.

YnpaeneHue PoE MNoppepxka npoBepkn cocTosiHUS Ymna PoE.

MNoppepxka HacTpoliku NnpnopuTteTa nopTa PoE.

MNoppepkka HAaCTPOVKU Nepnopa BpeMeHU nogadu nutaHusa PoE

Moppepxkka dyHKLUN dunbTpaunm naketos L2 (ypoBeHb 2) ~ L4 (ypoBeHb 4).
Moppepkka 3epkanvMpoBaHUs NOPTOB, NepeHanpaBieHns MopPTOB,
OorpaHWYeHNsi CKOPOCTU NoToKa, oTMeTKN QoS

KoHTponb gocTtyna
(ACL)

MNopopepxvBaeT 8 ouepepneli NopToB.
Moppepxka npuoputeTa nopTa, npuoputeta 802.1P, npnoputeta DSCP.
Moppepxka anropmutMma nnaHuposaHus npuoputetos SP, WRR, WFQ.

KauecTBO
o6cnyxuBaHusa (QoS)

Mopnepxka STP (IEEE 802.1d), RSTP (IEEE 802.1w) n MSTP (IEEE
802.1s) npoTokonbI

Moppepxka 3alnTbl OT NeTesb, 3alMTa KOPHEBOro MOCTa, 3awuTta TC,
3awmta BPDU, dunbrpaumna BPDU

CeasyoLiee gepeBo

MNoppepxka otcnexueaHusa IGMP v1/v2.

MHoroagpecHas MNoppepxka MHoroagpecHou VLAN.

paccbuika MNoppepxka dunbTpaLmm MHOroagpPecHOM pacchbisiku, CTaTUCTUKU MakeToB,
OTMeHbl HEM3BECTHON MHOIrOaAPECHOM PacChIIKU.

Moppepxka nofaBneHUs MHOroaApPecHOM PaccChifiku
MNopasneHue wTopma Moppepxka NnofaBneHUs LUIMPOKOBELLLATETbHOM pacCbUKM
Moppepxka nofaBneHns HEM3BECTHOM OQHOAAPECHOMN PacChINiKM

Moppepxka cTaTuyeckol arperayum

Moppepxka AMHaMMYeCcKon arperaumm

Arperaumus ccbisiok Moppepxka Ha ocHoBse IP, MAC, cMellaHHOro pexuMa 6anaHCUpoBKU Harpy3ku.
MNoppepxuvBaeTcs MakcMyM 32 rpynnbl arperauum.

Moppepxka IPv6 Ping, IPv6 Tracert, IPv6 Telnet
Mopnpepxka IPv6 SSH, IPv6 SSL

MNopnpepxka ynpasneHuns cetbio yepes WEB (HTTP, HTTPS, SSL V3)
MNoppepxka CLI (Telnet, SSH V1/V2, nokanbHblli nocnegosBaTesnbHbIA NOPT)
YnpaeneHue un MNoppepxka SNMP V1/V2/V3 Moppepxka LLDP, RMON

o6cnyxmuBaHne Moppepxka 3awmntbl ARP, 3awunThl IP-nctouHmka, 3awmTbl ot DoS.
MNoppepxka MoHUTOPUHra LM, MOHUTOPUHIa namMaTwn.

MNoppepkka CUCTEMHOIO XypHana, knaccuduumpoBaHHoe npepyrnpexpaeHne
Mopnpepxka Ping, o6HapyxeHue Tracert, o6HapyxeHue kabens
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