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KommyTaTop ynunuHbii Mastermann
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OCHOBHbIE XAPAKTEPUCTUKU

® Kopnyc ns koMnosnuTHOro matepuana ® 2 VCTOYHMKa NUTaHUA

® He nopBepxeH Koppo3un ® [pososzawuTta

@® [abapuTHble pasmMepsbl LUBIM 334*417*200 mm ® 3awUTHbIXN aBTOMAT

@ [lpombiWeHHbIN ynpaBnsieMbli KoMMyTatop @ CreneHb 3aWuThl OT Nbiin 1 Bnaruv IP66
® [lopTbl PoE - 8 wt.no 30 BT ® VHpekc ypaponpoyHocTu IK10

® [lopTtbl SFP -2 wT. ® TemnepaTypa akcnnyaTtauum ot -60°C go
® OnTunyeckunin Kkpocc +50°C
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OcHOBHbIe 0OCOOEeHHOCTU:

MonHunesawmrta nopta 6 kB

Bce nopTbl nogpoepxuBatoT MonHUe3awmnTy 6 kB, 3awmTy oT KopoTkoro 3amMmbikaHus PSE,
neperpysky PoE, 3alWwuTy UCTOYHMKE NUTAHUSA OT NeperpeBa, 3aluTy OT NepeHanpsaxXeHus,
3aWUTY OT UMNYNBbCHOMO Toka U gpyrue dyHKLUU 3aUThbI.

YMHasa kHonka ¢ UCKYCCTBE€HHbIM NHTEJIJIEKTOM

® AlLoop Protect: ncnonososanune texHonornm RUN-Ring, korga ocHoBHOe 3BeHO
repepaYym No ceTn npepbiBaeTCs, CUCTEMa aBTOMaTUYECKM NepeksitoHaeTCs Ha pe3epBHbIN
KaHas, a BpeMsi BoCCTaHOBIeHUs nocrie c6os MoxeT gocturatb 10 Mmc.

® Al PoE: o6HapyxeHue nopTta PD 1 aBToMaTu4eckas nepesarpyska ycTponcTsa npu c6oe
ycTpoicTBa.

® AlIVLAN: nsonsumsa noptoB 1-8 gpyr ot gpyra ans appekTMBHOro nogaBneHmns cCeTeBbIX
LUITOPMOB M MNOBbILLIEHUS MPONU3BOANTESIBHOCTU CETH.

® Al Extend: noptbl 1-8 nogpepxunBatoT nogady nuTaHus Ha pacctosHmne 250 meTpoB
(pekomeHpyeTcsa ceTeBoM kabenb CAT 5Se).

MoLwHble BOBMOXHOCTHU npuioXeHus

® T[loppepxka 802.1Q VLAN, MAC VLAN, IP VLAN. Monb3oBaTtenun MoryT ru6ko pasgensaTb
VLAN rno mepe Heo6xoanMoCTW.

® T[loppepxka QoS, 8 ouepene NopToB, NogaepxkKa npmopuTeTa nopTa, npmoputeT 802.1R,
npuoputeT DSCP, nopganepxka SP, WRR, SP+WRR, anropntma nnaHupoBaHus
npuoputetoB WFQ.

® Tlloppepxka ACL, nogpepxka ¢yHkuUmM dunbTpaumnm naketoB L2 (ypoBeHb 2) ~ L4
(ypoBeHb 4), o6ecredeHme ru6kon 1 6e3onacHoOm NoIUTUKN KOHTPONSA JocTyna.

® T[loppnepxwunsaet otcnexmsaHune IGMP v1/v2/v3 n otcnexusaHue MLD v1/v2 pnga
yOoBreTBOpeHUs TpeboBaHUN MHoroTepMmnHanbHoro HD-BupeoHabnogeHusa nnm
BUOEOKOHDEpPEeHL .

® OH noppepxmBaeT MeXaHM3M BbICTPOro Bbixofa M 3anpoc MHOMOaapecHOM pacchinku
YPOBHS 2, a TakXe noaaepXmnBaeT cTaTUYecKyo MHOFroafpecHyto paccoinky IPv4 ypoBHs 2
M cTaTUYeCcKyo MHoroagpecHyto paccbiiiky IPv6 ypoBHs 2.

MonHbIM MexaHn3M 6e3onacHOCTU

® 3aBeplUeHHbIN MexaHU3M ayTeHTUdUnKaumm 6esonacHocTu: nogaepxmeaeT IEEE 802.1x,
Radius, Tacacs+ un . A.

® MexaH3M o6HapyXeHUs NeTeslb MOXeT o6ecneyunTb cTabunbHyo paboTy ceTu B TeHeHune
OJINTENbHOro BPEMEHN.

® DyHKUMM BbICOKOIO YPOBHSA 6€30MacHOCTU, Takmne kak naonaumsa noptos B VLAN,
DHCP-otcnexuBaHue, npueaska IP+MAC+nopT u T. 4., g ganbHenwero o6ecnedyeHus
6e30MacHOCTU Nofb30BaTeNIbCKUX JaHHBbIX.

® T[lopnep>xka HeCKONbKUX CPeacTB 3awwmTbl, Takmx kak ARP, IP-nctouHmnk n DoS.

® Tloppepxka orpaHMYeHUs JOCTyna noJfib3oBaTesieit Mo HoMepaM nopTos, IP-agpecy n
MAC-agpecy.
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Pa3sHoo6pa3unsa Hage>XXHOCTU 3aLuTbl

® Tllogpepxka npotokonoB STP (IEEE 802.1d), RSTP (IEEE 802.1w) n MSTP (IEEE 802.1s) pnsa
yCTpaHeHUs neTeslb YPOBHS 2 1 peanmMsauuny pe3epBHOro KOnmpoBaHWs KaHanos.

® TllogpepxuBaeT 3aWUTy OT NeTesNb, 3aWUTY KOPHEBOro MOCTa, 3awunTy TC, sawmnty BPDU
n punerpaumo BPDU.

® TloppepxuBaeT GYHKLUM BbiBOOA PeleMHbIX CUFHaNIOB TPEBOIrY, Takme kak c6oM nnuTaHus,
OTKJIIOUYEHME NMopTa U HEUCMPABHOCTb UCTOYHUKa NuTaHusa PoE.

® EMC knacca4 v 3awmTa OT MOMEX.

MouwHoe PoE

® T[loppepxwunBaeTt ctaHpapT 802.3af/at u UMeeT BCTPOEHHbIN MOLLHbBIM UCTOYHUK MUTaHUS
Onsa ynoeneTsBopeHus notpebHocTen cueHapueB POE, Takux kak CCTV, 6ecnpoBogHoe
nokpbiTne u IP-tenedoHus.

® Tlloppepxka orpaHMyeHmsa MolwHocTu PoE u ycTaHoBka npuopuTteTa noptoB PoE. Korpa
MOLLHOCTb NpeBbILIaeT TMMUT, MOPTbl C BBICOKUM MPUOPUTETOM UMEIOT MPUOPUTET.

® Tlloppepxka HacTpPOMKKM Nepuopa BpeMeHU nogaym nutaHus PoE,  nonbsoBaTenm MoryT
HacTpPOUTb €ro B COOTBETCTBUN C peasibHbIMU MOTPEeBHOCTAMN.

® [loppepxka NMpoBepku cocTosiHUS Yuna PoE, Takoro kak TemMnepaTtypa, BbiIXxogHas
MOLLHOCTb 1 ApYyrye napaMeTpbl, B peX1Me peanbHOro BpeMeHu Yepes Be6-cTpaHumLy.

MMékoe n yno6Hoe ynpasseHue n o6cnyxmBaHue

Moppepxka pasnvdHbIX METOO0B yNpaBrieHUs, TakMx Kak KOHcorb, Telnet n SSH.
Moppepxka npoctoro u apdekTnBHoro sBeb-ynpaeneHma (HTTP, HTTPS, SSL V3).
Mopopepxka pexuma TFTP gna sarpy3ku v ckaduBaHusa darnos.

Moppepxka SNMP V1/V2/V3

Moppepxka obnayHou nnatdopmMbl Hored Apollo, koTopasd MoXeT ocyLLLecTBNATb
BCECTOPOHHEE yaaneHHoe yrnpaBreHne n obcnyxmBaHume, HarpuMep aBToMaTM4eckoe
obHapyXeHue YyCTPOICTB, yrpaBfieHne TOMNONoruen ceTmn n yaaneHHoe yrpasreHue
KOHbUrypaLumner yCTponcTB.
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OcHallieHne

Kopnyc

OnTuU4eckum Kpocc

MutaHne

Be3sonacHocTb

AnnapaTHoe o6ecrneyeHue

CeTeBoli UHTepdelic

CeTeBoli NPOTOKOJ

MpoussoanTenbHOCTb

POE-KOHTaKT

dunsnyeckme napamMeTpbl

MporpaMmMHoe o6ecnevyeHue

MpoTokon

KHonka Al
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TexHU4eckune xa PakKTepuctTmKkm KOMMyTaToOpa

KomMnoauTHeiht SMC matepuan

CTeneHb 3aWuUTbl OT NbiNu 1 Bnaru IP66
MHpekc ynaponpoyHocTu IK10

He nopBepxeH kopposuun

Conpotusnenue k F'CM, kucnotam n conam
CToMKoCTb K ynbTpaduoneTy
CamoszaTyxaHune

laBGapuTHble pa3mepsbl LLIBI 334*417*%200 mm

Apantep SC/SM - 4 wT.
Murtenin SC ogHomogn, 9/125 — 4 wT.
Mnbabl KO3C 60MM — 4 WwiT.

BxopHoe HanpsaxeHune 230 B AC +10%, 50 'y

MakcumanbHas notpebnsiemas MoLHOCTb 460 BT.

MouHocTb ocHoBHOro 6ecnepeboiHoro 6noka nutaHua 300 BT (4 akkymynsatopa 12 B,
7A/4 B KOMMNeKTe)

MolwHocTb pesepBHoro 6noka nutanua 150 BT

MonHuesawuTta Ha noptax RJ-45 - 6 kB
Y3UM lll knacca Ha nuHun 220 B
SawmTtHbIM aBToMaT 10 A

LaTuunk BCKpbITUS Kopryca.

MopceeTka BHYTpW Kopryca.

8 noptoe RJ45 10/100/1000 M6uT/c, PoE 30 BT Ha kaxpabiti nopT (6loaxeT PoE 240 BT)
MopTbl SFP 10/100/1000 M6uT/Cc X2
KoHconbHble nopThl X1

IEEE802.3, IEEE802.3i, IEEE802.3u, IEEE802.3ab, IEEE802.3z, IEEE802.3ad, IEEE802.3X,
IEEE802.3af/at IEEE802.1p, IEEE802.1q, IEEE802.1w, IE EE802.1d, IEEE802 .1c

MponyckHas cnoco6HocTb: 20 [6UT/c (6e3 610KUPOBKU)
MponyckHas cnoco6HocTb: 14,9 MTH NakeToOB B CEKYHAY
Ta6nuua MAC: 8K

Kaw nopTa: 4,1 MB

Mopenb nepechbiniku: XpaHUTb U NepecbinaTb

172 (+), 3/6/(-)

Kopnyc: lodpurpoBaHHbIV BbICOKOMPOYHbIA MeTannmyeckuii kopnyc, IP40.
YctaHoBka: DIN-peiika
Paamepsbl (OxLLUxB): 163 MM x 110 MM x 46,5 MMm.

IEEE 802.3: npoTokon ynpasneHus octynom k cpepe Ethernet (MAC)
IEEE 802.3i: 10BASE-T Ethernet

IEEE 802.3u: 6bicTpbii Ethernet T00BASE-TX

IEEE 802.3ab: rurabutHbii Ethernet 1000BASE-T

IEEE 802.3z: rura6butHbin Ethernet 1000BASE-X (onToBOMOKHO).

IEEE 802.3ad: cooTBeTCTBME CTaHAApPTY arperawumnm KaHanos.

IEEE 802.3x: ynpaBneHue nNoTOKOM.

IEEE 802.1p: O npuopuTeTe Tpaduka BTOporo ypoBHs npotokona Qos/Cos
(MHoroagpecHas punbTpaLms)

IEEE 802.1q: pa6oTta mocta VLAN

IEEE 802.1d: cBssyiouwee pepeBo STP IEEE 802.1s: cBaAsytouwee nepeso MSTP IEEE 802.1w:
ceasyoulee gepeso RSTP IEEE 802.3af

IEEE 802.3at

3awuTta koHTypa Al
Al PoE

Al VLAN
Pacwwupenne N

KopoTkun nyTb K MHpopmaLmm

CkayaHo c sec.ru
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DHCP- Snooping (oTcnexunsaHue)

4K VLAN
802.1Q VLAN, MAC VLAN, IP VLAN
lfonocoson VLAN

IEEE 802.1d

Moppepxka aBTomMaTUyeckoro obyyeHus n yctapesaHus MAC-agpecos.
Mopnepxka cTaTU4eCKON, AMHAMUYECKOM TabnuLbl afpecoB ¢ hUnbTpaLnen.
Mopnepxka GyHKLUN 3aLLUTBI NpoLieccopa

Ta6nuua MAC-agpecos

3awmTa naponem

OTKNOHUTB BOCTYN NMonb3oBaTens No HoMmepy nopTa, IP-agpecy u MAC-appecy HTTPS,
SSL V3, TLS V1, SSH V1/V2

Mopoepxka TpoliHow npueaskn IP-MAC-PORT

3awwmTa ARP, 3awuTa IP-nctoyHumka, 3awumta ot DoS MNoppepxka DHCP Snooping u
3awmTta ot DHCP-aTak

Moppepxka ayTeHTUduMKaumm 802.1X, noanepxka 6esonacHocTu nopta AAA, nsonauus
nopra

Moppepxka 3aWwmThl NpoLeccopa

Be3onacHocTb

Moppepxka orpaHuyeHus obLuen MoLlHocTu PoE.
MNopnepxka npocMoTpa cocTossHUA Ymna PoE.
Mopoepxka HacTpoliku npuoputeTa nopta PoE.
Moppepxka HacCTPOMKKN Nepnopa BpeMeHu nutaHms PoE

YnpasneHue PoE

Moppepxka dyHKUUN punbTpaumm naketos L2 (ypoBeHb 2) ~ L4 (ypoBeHb 4).
Moppepxka 3epkanMpoBaHUs MOPTOB, MepeHarnpasieHus MopToB,
orpaHm4YeHms CKOPOCTMU NoToka, oTMeTkn QoS

Cnucok ynpaBneHus
AOCTYMNOM

Moppepxka 8 odepepnel mopTos
KauecTBo o6cny>xusaHus Moppepxka npuoputeTa nopTta, npnoputeta 802.1P, npuoputeta DSCP. Moppepxka SP,
RR, WRR, anroputma nnaHMpoBaHUs NPUOPUTETOB.

Moppepxka STP (IEEE 802.1d), RSTP (IEEE 802.1w) u MSTP (IEEE 802.1s)
Cesasylowee pepeBo Moppepxka 3almThl OT NeTesNb, 3alMTa KOPHEBOro MocTa, 3awmTa TC, 3awmta BPDU,
dunbTpauna BPDU

Moppepxka otcnexueanus IGMP v1/v2.

MHoroagpecHas Moppepxka MHoroagpecHon VLAN.

paccbinka MoppepxuBaeT GUNLTPALIMIO MHOFOAAPECHOW Pacchifiku, CTaTUCTUKY NaKeToB U
oT6pacbiBaHWe HEN3BECTHOM MHOFOaAPECHOWN PacChINKu.

MopaBneHne MHOroagpPeCcHOWN pacChbiyiku
MNopasneHune wropma MopaBneHWe WNpPOKOBELLATENbHOW paccChinku
HeunsBecTHoe nopaBneHne ogHOafAPEeCHON pacchiniku

CraTunyeckas arperauus [luHammnyeckas arperaums
Arperauus ccbinok Mopnepxka pexunmos IP, MAC 1 rubpuaHoi 6anaHCMpoBKN Harpysku.
o 32 rpynn arperaymun

IPv6 Ping, IPv6 Tracert, IPv6 Telnet
IPv6 SSH, IPv6 SSL

WEB-ynpasneHue (HTTP, HTTPS, SSL V3)

CLI (Telnet, SSH V1/V2, nokanbHbii nocneposaTenbHbiv nopT) SNMP V1/V2/V3
YnpasneHue n LLDP, RMON

o6cnyxuBaHme 3awmTa ARP, 3awmTa nctounumka IP, sawmTa ot DoS, MOHUTOPUHT LI, MOHUTOPUHT
namaTu

CucTeMHbIN XypHan, npegynpexaeHue ob oLeHke

Mopnepxka Ping, o6HapyxeHue Tracert, o6HapyxeHune kabens
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