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1 OO630p npoaykTa
1.1 OnucaHwue

BHyTpeHHAa MuHKM SNMP kapTa npegHasHavyeHa s yoaneHHoOro MoHUTopuHra u ynpasneHnsa UBM
yepes nokanbHyl ceTb unu MHTepHeT. OHa NO3BOMSIET B PEXUME pearibHOro BpeMeHM nony4arb
nHdopmaunto o coctosHum anektpocet™m n WBI, a Takke ynpasnate WBIT u nposoantb ero
TecTnpoBaHue. Kapta nogaepxumsaet npotokonsl SNMP V1, V2, V3, ocyllecTBnseT e-mail paccbinky,
3anucbIBaET N XPaHWUT NIOrM cobbITUA N OaHHbIX.

1.2 ®yHKUuM

Bo BHyTpeHHun criot NBIM

WHankaTtopbl cTaTtyca

CeTteBolt nopt

WHankaTtopsbl
coeiNHeHNsI

MopaepxnBaeMble MPOTOKONbI:
® [loakntodeHne cetam LAN, WAN, UHTepHeT, 6ecnpoBoaHon Ethernet n T.4.

® KoH(pmaeHumanbHOCTb AocTyna, GesonacHoe ynpaBneHue, HaO4eXHOCTb, HACTPOWKU YPOBHS
AoCTyna ansa nonb3oBartenemn

® WEB nHTepdelric ons gocrtyna 4Yepes ctaHgapTHbel MHTepHeT-Opaysep

® YripaesneHue WBI: lNogaoepxusatoTca koMaHabl - TectupoBaHve WBI, nepesarpyska WBI,
otnpaska UBI1 B pexum «cHa», npobyxaeHne VBI n3 «cHax». Takke 4OCTYNHa HAaCTpPOWKa AaHHbIX
KOMaHZ B pexuMme kanengaps v no HeaenbHOMY pacrnmcaHuto.

® Jlor paHHbIX: XpaHeHne oo 50000 3anucen BKITHOUUTENBHO
® Jlor cobbiTnin: XpaHeHne go 5000 3anncen BKNIOYUTENBHO
@ ABTOMaTUYECKas CUHXPOHM3aLMA BPEMEHU: NOAAEPKNBAETCS

® [TogaepxmBaemble npotokonsl: http; https; SNMP: V1, V2, V3; Modbus TCP/IP; IPv4; IPv6; Telnet;
DHCP; DNS, NTP; SMTP; SSL; WOL

UHTepdenchi:

©® 10/100M Ethernet RJ45

UHpukaTopbl:

® XXenTbI nHAMKaTOp «Powery - Npu HaNnU4MM NUTaHNA BCeraa BKITHOYEH

® KpacHbli nHagmnkaTop «Status» - npu oTcyTcTBUM aBapuin 1 ownbok MBI Bceraa BbIKMOYEH, npwu
Hanu4mn asapuun unu ownbkmn NBI Bcerga BkoYeH

® 3erneHblii nHaukaTop «Runy - MUraeT B HOPManbHOM COCTOSIHUM paboThbl
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2 YcTtaHOBKa KapThbl

2.1 lMoakntoyeHue KapTbl
War 1: MoakntoyeHue kapTtbl kK NBIT:

SNMP kapTa BCTaBnsietcsl BO BHYTpeHHUn MuHu cnoT WBI. naBHO 3agBuHbLTE KapTy B CrOT MO
BHYTPEHHUM HanpasnsawLwmmM cnota. [pyn npaBunbHOM NOAKMOYEHUN 3aropuUTCs XKeNTbl MHOUKAaTop.

War 2: MoakntoyeHue kapTtbl kK NBIT:

Bo3sbmuTte LAN kabenb, BOTKHUTE LWiTekep B pasdbeM SNMP kapTtbl «Network». MogkniounTte kapTy K
Bawemy MK HanpamMyto nnu yepes poyTtep.

2.2 [NpepBaputenbHasa HacTpouKa
LWar 1: YctaHoska MO ana MOHUTOPUHra

BHumaHnue! Bce HacTponkm |IP apgpeca, Bknwodas aktueauuio DHCP, BbeinonHsatwotcs B WEB
nHTepdence. NMNO SNMP Tool HeobBXxoaMMO TONbKO ANs naeHTUdUKaUUKN KapTbl B JIOKANbHOW CETU Npwu
€€ NepBoM MCMNOMb30BaHWMW.

3arpyaute MO «SNMP Tool», yctaHoBute ero Ha Baw K, 3anyctuB yctaHoBO4YHbIN hann bopmaTa
«.exe». [locne ycTaHOBKM 3anycTuTe nporpammy.

-4 - peknama
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SNMP Tool
%3 SNMP Tool
(3 Uninstall \
C] Website
Start-up
VMware
Windows Accessories
Windows Administrative Tools

Windows Ease of Access
Windows System v

< Back

ye

War 2: MNMporpamma SNMP Tool Heobxoanma Ons naeHTUuUKauum KapTbl B NokanbHoOW cetu. Ons
naeHTUMKauumn KapTel B ceTu ucnonb3ynte yHkumio «Device Search». Haxmute kHonky «Refresh»

AnA NOUCKa KapTbl B CETU.

& SNMP Tool

Device Search

@

Disconnect with device

- o

Tool Window Help

Device IF: | Comnect | Clear history
Programming
Settings Host |Pmdud Interface | P | Netmask MAC
Fixed E={10.2.20.165 t
Display Log eth W 1022065 255.255.2550  18:25:03:00:00:47
Serial Port Test

20T
#-10.2.20.7 SNMP
#-10.2.20.188 182501000425

.2.20.26 666 @
.2.20.166

22078 SNMP Mini

Hanpumep, ceteBble HacTporkn SNMP kapTbl MO YMONYaHUIoO:

IP agpec: 192.168.137.101
Macka nogcetun: 255.255.255.0

LLmo3: 192.168.137.1

KO4aocCc

°5-
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3 Bxoa B WEB uHTepdcenc

3.1 TpepBaputenbHasa HacTpouka IP agpeca lNK

BHumaHnune! Bce HacTponku |IP apgpeca,

nHTepdemnce.

BKntovaa aktuBaumto DHCP, sbinonnsatotca B WEB

Hwxe onncaH nopsagok HacTponku IP agpeca NK. [JaHHaga HacTporka akTyanbHa npm nepeoM BXoe B
WEB wnHTepdelnc onsg HacTponkn napameTpoB KapTol. [1pu nepsom Bxoge B WEB uHTepdenc kapta
nmeet ctatuyeckmn IP agpec, a lNK gormkeH HaxoauTbCsl C KapTon B O4HOW NOOCETN.

Mocne Toro, kak IP agpec ana SNMP kapTel Oyget 3agaH, Bel moxeTe nepesectn Baw MK o6paTtHo B

HY>XHYI0 Bam ceTb.

3anaute B «[MapameTpbl ceTu u nHTepHeTa» — «Ethernet» - pegaktuposaTtb «HasHaveHue IP».

Haittv napametp Q

B Cucrema

0 Bluetooth n yerpoiicraa
| ¥ Cetb v Mkteprer

# MepcoHanmaaums

B Npunoxenms

< Vuerhsie 3anuck

> Bpema 1 AzbiK

& Wripn

K Cneuuanbhele s03moxHOCTA
W/ KoHduaeHumnansHocTe W sawmTa

@ Uenp obHosnena Windows

PARUS.LOCAL

MopxnioueHne yeranosnero

MapameTpsl IPOBEPKM NORMHHOCTH

TUMUTHOS NOAKTIOUEHME
KOraa s NORKNMOMEHE! K 3T CET, HEKOTORSIE NPMNOAKERHA MOTYT paGoTaTs nHave, uTobe corparnTs
ucnanesosanne TpaduKa.

YCTaHOBUTE MAMMT TpaibHKa, YTOBb! KOHTROMMPOBATS MCTIONE30BaHME AZHHBIX 8 3TOM CeT

~

WzmeHute

omn. @

HazHauenue IP: AsTomatiuecki (DHCP)

Penaktuposars

Haswauerie DNS-cepeepa: AsTomarnueckw (DHCP

CopocTs AukMn (npyem 1
nepepaua):

100/100 (Mbps)

NokanobHolit IPv6-agpec kavana:  fe80:d272:3208:21af:66fb%8

IPvd-agpec: 19
DNS-cepsepsi IPv4: 19 3 WidposaHs)

21 1 (6ez wnbposaHma)
WzroTosutens: Realtek
Onucanve: Realtek PCle GbE Family Controller
Bepcua apaiisepa 10.50.511.21

Duanueckuin anpec (MAC): C8-7F-54-07-4D-87

Wamenus

Konuposats

BbibepeTte «N3meHeHne napameTpoB IP» - «Bpy4uHyto» - «IPvd». BBeguTe cnegyrowme gaHHbIe:

IP agpec: 192.168.137.201
Macka nogcetu: 255.255.255.0
LLnto3: 192.168.137.1

MpegnoyTtuTensHbin DNS-cepeep: 8.8.8.8

HaxmunTte kHornky « CoxpaHuTby.

W3meHeHne napametpos IP

Bpyunyto ~

IPv4
@ &
IP-agpec

192.168.137.201

Macka noacetn

255.255.255.0

LWmoz

192.168.137.1

MpeanoututensHoiit DNS-cepsep

8.88.8 x

DNS no npatoxony HTTPS

BoiknoueHo v

LononkurenbHblit DNS-cepeep

CoxpaHWTh OTmeHa
- 6 - peknama
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3.2 Bxop 4yepe3 6pay3sep

Bce Hactporikmu SNMP kapTbl BbinonHswoTcs vYepe3 WEB wmHTepderic. Otkponte WEB 6Gpaysep,
BeBeauTe IP agpec Bawen kapTbl B agpecHOu CTpoke. IP agpec kKapTbl MOXHO OTCKaHWpoOBaTb B
nporpamme SNMP Tool (cM. nyHKT 2.2). B okHe Bxoga BBeaMTE UMs Nosb3oBartens «admin» n naponb
«adminy.

BHumaHue!

A Mpwn nogkntoveHnn kK SNMP kapTe Yepe3s WEB uHTepdeinc MK 1 kapTa
OOIMKHbI ObITb B OOQHOM NnoaceTu.

Cucrema moHutopurra SNMP

l Moxanywcra, eeegute |D nons3oeatens ]

[ MoxanywcTa, BeeguTe Napons ]

3.3 CwmeHa IP agpeca, yctaHoBka DHCP
OTKponTE OKHO «YCcTaHOBKa napameTpoB» - «CeTb» - «IPvé»

Ecnu Bbl xoTnTe ycTaHOBUTL AnHamuyeckui IP agpec ans kapthbl, Boloepete « DHCP» - «BkntoueH».
B aTOM cnyyae He Hy>XHO BBOAUTb HUKaKNE AaHHble B TeKyLleM okHe. HaxmuTe kHonky «[oatsepantby,
MapLipyTusaTtop cetn aBTomaTtudeckm npuceout IP agpec kapte. [Nepeeeaute MK obpatHo B Bawy
nogcetb (cM. nyHKT 3.1) uM 3aHoBO 3anmgute B WEB unHTepdenc kaptbl. Agpec KapTbl MOXHO
OTCKaHMpoBaTh € NOMoLLbLo npunoxeHna SNMP Tool, cm nyHKT 2.2.

Ecnu Bbl nnaHupyete ucnonb3oBaTtb crtatudeckun IP agpec, Bbibepete «DHCP — OTKMAOYEHY.
BBeaute agpec, macky ceTn, Homep L3a, agpeca nepBuYHoro 1 sBTopuyHoro DNS. Haxxmnte KHONKy
«[NoaTeepanTb».

) Hsgopuam

@ Horopan cobsrrrit

Cnpasxa

IP anpec 192.168.137.100
Macxa cets 255.255.255.0
o 192.168.137.1
DNS ceprep
Tlepemameri DNS 8888
Bropausei: DNS 114114114 114
- 7 - peknama
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4 OxkHa WEB uHTepdcenca
4.1 WHdopmauumna
4.1.1 basoBas nHdopmauus o6 UBIT:
«UNHdopmauusa» — «basoBasa nHgpopmaumsa o6 UbBM»

[aHHOe OKHO no3BonsieT cuntatb 6asoByt0 MHpopmaumo o6 UBI. OkHO cogepxuT crneayowmne
pasgenbl: «MHdopmaums 06 NBIM», «MHdopmauusa o AKB», «HoMuHanbHble napameTpbi».

BHumaHue! B 3aBUCcMMOCTM OT BbIBpaHHOro NpoTokona oTobpaxaemble AaHHbIE MOTyT OTNMYaTbCS.

Easoran msopsaee o6 HEIT

Tpoaseczarress HET
Maems U SIPBIKA
Bepeis npousmeas 1B V002800000

Copuimit mouep

‘Hmpopuam: o5 AKB

Koo AKE
Hanpraeme AV 1108
Esamcrs AKE 100%

T mocmez Jauess AVE Lo

Bpescx aszommom 2N

Hammammse nagaierps

‘Hoummamnos manprxemme 2008
Hesmmmamsimsd Tor Ty
Hosamamos nanprnese AKE 36008

Beomras wac roa 007

4.1.2 SNMP nHdopmaums:
«UHdopmauusa» — «SNMP nncgopmaumsa» - «CeegeHus o cucteme»

[laHHOe OKHO MO3BONSAET NPOBEPUTL TakMe AaHHble, Kak: BePCUSA NPOLLMBKN KapTbl, CEPUNHBLIA HOMEP
KapTbl, TEKyLLLEE BPEMSI CUCTEMbI, BpEMS HENPEPbIBHOM paboTel SNMP kapTbl 1 T.4.

SMME magopses

3 Heropns cofsrmmii Bepains spomuemor sagr LS SNMP 148 busht ca 16:02.04 Feb 26 2023

Cepieinsi mosiep agrss 220166033E12690400117
o Creerm o cerm

Amascrpap Administratos
Mecroncuomsme Office
Bpeus 20250627 113726

Omes spasc pasors 0dey(a) 00:49:10

TMocaemes cosorecruponasme 20240128 111842
Caexvmee recrupesame
Mpesemaas parpyma HET 0

Tpenesies seseeparypa HEIT e

M08 EITpTEeEe Toeii AKE 2008

«NHdbopmauua» — « SNMP nHdopmauusn» - «CBeaeHns o ceTu»

[aHHaa Bknagka no3Bornser npoBepuTb Gas3oByld MHMOPMAUMIO O CETEBbIX HACTPOWKax KapTbl:
MAC-agpec, napameTpbl coegmHeHnd, agpec IPv4, agpec IPv6 n gp.

- 8 - peknama
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Hupopmanus # [nasnax

SNMP msgograae

R ——

3 Hcropmx coburmmi
Coeeraes o cncvee Coezmmesne

o ey

MACampec: 18250500494 Coctomame coemmeme - 100M Mot symaenc

E-mail cepoep Cepaep pesiers - poslatp org

Pvé

TPazpec: 192168.70.69 Macka cemn: 2552552540 Mlzos:  192.168.70.1 Tiepsirond DNS Bropramai DNS :  192.168.1.4

v

IPaspec IS aoxammndd azpec - £260:0000-0000.00001a25-058 2004947 64 IPv6Tod azpec Ilmos: £80:64 Tlepewransi DNS Bropunc DNS

4.1.3 Tekywasa uHdopmayums:
«UHdopmaumsa» — «Tekywaa nHcpopmauma»

Hwxe npuBepeHbl Npumepbl MeHo Anst npotokona Megatec 1:1. MNpu BbIGope Apyroro NpoTokona,
KOHpurypaums otobpaxaemblx JaHHbIX MEHSIETCS.

«UHdopmaumsa» — «Tekywana nHcpopmaumua» - «kBxogHble napameTpbIi»

[aHHoe OKHO oToGpakaeT mapameTpbl ceTu Ha Bxoge MBI coctosHMe BxOOQHOW cCeTw, Tekyliee
HanpsbkeHune, MaKcUMarbHO 3ankcMpoBaHHoOE BXOQHOE HanpsixeHue, MWUHUManbHO
3aMKCMPOBAHHOE BXOOHOE HanpsiKeHue.

N T e

Broamce sprasiee 2068

© Copusa Bacwozinse mapaeTpa
Hngopeamn o6 AKB Make. BXODIce BATpTEOI 21168
Vi reezmee mmprasee 2038

Bromar werons 5000a

«UHopmaumsa» — «Tekywaa nHgpopmaumsa» - «BbixogHble napamMeTpbI»

[aHHoe OkHO oToOpaxaeT coctosiHue Bbixoga WBI: Tekywee Hanpskenue, ctatyc UBI, Tekywas
Harpyska (B npoueHTax).

Teryman mugopsams

€3 Heropms oot I

Cocromume moxaza © Fleramse o7 cemn
Copasza

Hespopuarms of AKE Harpysa MBI ot

«UHdopmaumnsa» — «Tekywasa nHcpopmaumna» - «<MHdopmaums 06 AKb»

HaHHOoe OkHO oTobGpaxaeT Tekywee coctoaHve 6Gartapen: Temnepatypa, cocTosiHue ©Gatapen,
HanpshkeHne 6GaTtapenHon rpynnbl, eMKOCTb 6artapeil, [[ata nocnegHero TeCTUpPOBaHusA, AaTta
crneayoLero TeCTMpoBaH1s (ecnu 3annaHnpoBaHa).

Teumeparypa noC

Cocromme Sanapes Hopua
s Hanprserme AKE 118
Esaccn AKE 100%

20240135 11184
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4.1.4 OucTaHUuMOHHOE ynpaBrieHue:
«UHdopmaumsa» - «ucTtaHUMOHHOE ynpaBrneHue»

[laHHOEe OKHO COAEepXXWUT KoMaHAbl yaaneHHoro TectupoBaHust U ynpaenenns UBIM. OkHo copgepxuT
crnegyoLwmne KoMaHabl:

OTmeHa TecTupoBaHus (Korga TECTUPOBaHME YXKe 3anyLeHo)
Tect 6atapent Ha 10 cekyHg

TecT go npegynpexaeHus o paspsage AKB (HanpskeHne EOD)
TecT 6atapen B Te4eHne 3agaHHOro BPEMEHN B MUHYTaX
Otnpasutb MBI B COH Ha onpegenéHHoe Bpems
Mepesarpyska NBI

OTtmeHa BbikntoveHus (BoiBog VBT n3 pexxmma cHa)

BkntodeHne\BbikntoueHne 3ByKOBOro curHana

BHumaHue!

A KomaHabl yoaneHHoro ynpasneHus UBI1 oTkntoveHbl Anga TpexdasHblx
MBI no uensax 6esonacHoCcTM 3awumaemoro obopyaoBaHus.
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4.1.5 Tpacuk:

«UHdopmauusa» - «Fpacuk»

[aHHOe OKHO No3BonseT BblOpaTh AaTy M 0TOBpasnTb AaHHbIE B rpacmMyeckoM BMAE ANS Creayowmx
napameTpoB: BeixogHoe HanpsxkeHune, Temnepatypa, Harpyska UBIT.
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4.2 HacTtpounka napameTposB

[laHHOE MeHI0 coaepXXnT okHa HacTponkm napametpos VB, SNMP, npotokona nogkntoyveHms k NBIM,
KOMaHp, rno pacnucaHuio 1 T.4.

4.2.1 YctaHOBKa napamMeTpoB
«YcTaHOBKa napamMeTpoB» - «YCTaHOBKa napameTpoB» - «lapameTtpbl UBI»

[aHHOoe OKHO no3BOnseT BblOpaTb KOMMYHMKALMOHHBLIM NpoTokon. Haxogsice B okHe «[lMapameTpbl
WBlM», BBeguTe Tpebyemble OaHHble (AaHHble MOrYT pasnuyatbCs B 3aBUMCUMOCTM OT BblIGpPaHHOroO
npoToKona), HKe NpuBeaeH npuMmep ans nporokona Megatec 1:1.

basoBble napameTpsbl:
® [potokon UBI: Megatec 1:1 - ns ogHodasHbix UBIT

® CepuiHbIN HOMEpP YCTPOWCTBA: AaHHOE OKHO MO3BOMSIET BBECTU cepurHbin Homep UBI ansa ero
naeHTuduKaumm B cetn

® |D ycTponcTea: 3HadyeHue no ymonyaHuio - 1
® KonuyectBo AKB: Beogutcsa uncrno AKB, nogkntoyeHHbix kK BT
® Kon-Bo ayeek B AKB: 3HaueHne no ymonyaHuio - 6

® HanpsbkeHne 3sapsbkeHHbiXx AKB: BBoguTcsl 3HadyeHMe B nepecyeTe Ha s4enky. 3HavyeHue no
ymon4anuio - 2.25

©® HanpspkeHne paspsxeHHbix AKB: BBoguTcsa 3HadyeHue B nepecyeTe Ha SYEnKy, 3HadeHune no
ymon4anuio - 1.65

©® KannbposouHbin koadhdpmumeHT AKB: BBognTCca 3HayeHne B nepecdeTe Ha S4enky, 3HavyeHue no
ymon4yanuio - 0

® [lata nocnegHen 3ameHbl AKB: Beogmtca pgata nocnegHen 3ameHbl AKB, nnbo pgarta crtapta
akcnnyarauuun VB (ansa Hosoro MBIT)

® Llykn coxpaHeHus gaHHbix MBIM: 3HavyeHne no ymonyaHmio — 1 MuH.

Mocne BBOAA AaHHbIX, HAXMUTE KHOMKY «[oaTBepanTb» BHU3Y SKpaHa

lMonb3oBaTenbckue napameTpbl CBA3M:

® BkritoyeHne HacTpamBaemMon KOMMyHMKaLmm: o ymonyaHuio Bcerga BKNHOYEHO
® CkopocTb: [Inga BHewHen SNMP kapTbl ycTaHaBnmBaeTcs 3HadeHne 9600

® KoHTponb nepefayun: 3Ha4eHne no yMOmYaHu — BbIKI.

® [IpoBepka YeTHOCTU: 3HadeHne No ymondaHmo — 0

® buTbl JaHHbIX: 3HaYeHe No ymonyaHuo — 8

® Cton 6uTbl: 3Ha4YeHne No ymonyaHuio - 1

11 -
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«YcTaHOBKa napamMmeTpoB» - «YCTaHOBKa napamMeTpoB» - «CamoTecTMpoBaHue»

[aHHOe OKHO MNO3BOMseT 3agaTb HacTponku TectupoBaHua MBI no pacnucaHuio. Bbibupatortcs:
WHTepBan mexay Tectamu (1 pa3 B Hegento unu 1 pas B Mecsu), AeHb U BpeMsi TECTUPOBaHUS, a Takke
TVN TecTa.

Mapauerps: KET

® oo TN - — .
f—
TR—
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«YcTaHOBKa napamMeTpoB» - «YCTaHOBKa NapamMeTpoB» - «ABapuUiHble 3HaYEeHUA»

BHumaHue! HacTtpoinkn, BBeOEHHblIE B JAaHHOM OKHe, He BnusT Ha paboty UBIT. OHu BBOAsTCS
VCKNIOYNTENBHO ANS MOHUTOPUHIa U MHOpPMMPOBaHNA Nosb3oBaTtens o coctosHun VBIT n ceTu.

[laHHOE OKHO MO3BOJISIET HACTPOUTL aBapUNHbLIE 3HAYEHNS CNEAYHOLLMX NapaMeTpoB:

® Bpemsa notepu ceasm ¢ VIBIM: Ecnu UBI He oTBevaeT Ha 3anpocbl kKapTbl B TeYeHME 3afaHHOro
BpeMeHU, kapTa curHanuamnpyet o6 owmnbke. 3HaveHne no ymondaxuio - 30 cek.

® [IpeenbHas Harpyska: YpoBeHb KpUTUYHOWM Harpy3ku B NpOLEeHTax, 3Ha4eHne no ymonyaxuto - 70.
Ecnu 3HayeHre nogHMMaEeTCs Bbille 3a1aHHOro, KapTa NepexoauT B COCTOSIHUE aBapuMn.

® [pegenbHas Temnepatypa UBI: AsapunHasa Temnepatypa VBI. 3HavyeHne no ymonyaHumio —
30 °C.

® MvHumanbHoe HanpsikeHve sadvenku AKB: 3HadeHne no ymondanuio - 1.80 B. [ns Bbibopa
3HaJYEeHNs OPUEHTUPYNTECH Ha 3HaYeHnsa HanpsbkeHnst EOD 1 Bawero UBIT.

® [1peenbHO BbLICOKOE BXOAHOE HanpsbkeHue: MakcumanbHO [OMyCTMMOE HanpsKeEHUE CETMU.
3Ha4veHune no ymonyaHuo — 240 B.

® [lpeaenbHO HU3KOe BXOAHOE HamnpsbkeHue: MuHuMmanbHO [ONyCTUMOE HanpsbkeHue CeTu.
3Ha4veHune no ymonyaHuo — 200 B.

® [IpegenbHO BbICOKOE HanpsikeHne Ha Bbixoge MBI MakcumarnbHO AonycTUMOe HanpsbkeHue Ha
Bbixoge VMBI, 3HavyeHune no ymonyaxuio — 241 B.

® [TpegenbHO HM3Koe HanpsikeHve Ha Bbixoge WBI: MuHuManbHO AonycTMMOEe HanpshkeHwe Ha
Bbixoge MBI, 3HadyeHue no ymonyaxuio — 219 B.

® ABapuiHbIN curHan Hu3kon emkocTn AKB: 3HayeHre no ymonyanuio - 30%.
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® [IpegenbHas octatouHasi aBToHomus AKB: 3HauyeHne no yMonyaHuio - 1 MyH.

® [lepuogunyHocTb obcnyxunsanHms AKb: 3HadeHne no ymonyanmo — 0.

® Bpema aktuBauuu asapum WBI: Kapta pgorkHa 3adukcMpoBaTb Hanuvuve aBapum n pas ans
MHOPMMPOBaHUA NOMb30BaTESNS O NPOUCLLECTBUN. 3HAYEHUE NO YMONMYaHuio - 3.

3 Heropes coburni

Tlapasserpss MBI Bpesa notepe cazn ¢ MBI (10 D
@ Copaa Casiorecrmpoamse Tipezesamas marpyma VBT (19%) )
s e 5150 E—

4.2.2 PacnucaHue BknoveHusi/oTknoveHusa UBI
«YcTtaHoBKa napameTpoB» - «Pacnucanue Bkn/Bbikn UBI» - «YcnoBusa BbikntoyeHus UBM»

[laHHOEe OKHO MO3BOrISIET BbIGPATL CLUEHAPUK, NPU KOTOPbIX Heobxoaumo oTknounTs VBIT.

3 Heropas cobaernit

=
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wen

© Copumea

«YcTaHOBKa napameTpoB» - «PacnucaHue Bkn/Bbikn UBI» - «<HepgenbHoe pacnucaHve»

[laHHOe OKkHO no3BonsieT Bbl6paTb HedernbHOEe pacnnucaHne peryndapHoro Bkrn4YeHUA U BblKIMKOYEeHUA
MBI1. Takke B OkHe HacTpanBaeTCsa OTrnpaBKa onoseLlleHna o 3annaHnpoBaHHOM OTKITKOHYEHNN.

3 Heropm cobummi

YVeaomes semmesms HETT Brcmmene (kbemam) Becommenme (bh:mm)
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«YcTtaHoBKa napameTpoB» - «PacnucaHue Bkn/Bbikn UBI» - «PacnucaHue no gatam»

[laHHOe OKHO Mo3BONSET 3aaaTtb Aaty n BpemMd and BKIKOYeHUA U BbIKIHO4YeHUA MBI. Takke B OkHE
HacTpanBaeTCA OTrnpaBka onoBeLleHna o 3arniaHMpoBaHHOM OTKITHOYEHUN.
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«YcTtaHOBKa napameTpoB» - «Pacnucanue Bkn/Bbikn UBI» - «YaaneHHoe npobyxaeHne WOL»

[aHHoe OKHO nos3BondAeT 3ajaTb MNapaMeTpbl yaaneHHoro nobyxaeHusa xocta. [lepeg
ncnonb3oBaHMeM gaHHon pyHkumn, ybeantech, yto Baw MK nogoepxmeaet eé. Bo3amoxeH BapunaHT
otnpaekn WOL curHana npu BOCCTaHOBNEHUWN 3MEKTPONUTaHUs, NMnbo npu BOCCTAHOBNEHUU EMKOCTU
AKB.

BHumaHune! dopmar 3anncu IP agpeca — IPv4, dopmart 3anncu MAC agpeca — OBOeTouMe nocre
OBYX, 3anncaHHbIX Noapsa, CMMBOSIOB.

Pacrneasme Hao/Baxa MBI

€3 Heropme cofarmmi
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4.2.3 Cetb
«YcTaHOBKa napamMmeTpoB» - «CeTb» - «IPv4»

[laHHOe MeHIo npegHasHaveHo Anda 3agaHus Hactpoek IPv4. OHo nossonset Bbidpate DHCP, nnbo
3agaTtb HacTpouku ctatudeckoro IP agpeca SNMP kapThl. [ns ctatudeckoro agpeca Heobxoanmbl
cnegywowime gaHHele — IP agpec, Macka cetw, W3, nepsuyHbIn U BTopu4dHbid DNS. lMocne 3anucn
AanHbIX (Mnu Beibopa DHCP) HaxxmuTe KHoMKy «[oateepanTby.

imes 162.168.131

DNS cepaep
Tlepmrni DNS

Bropwana DNS
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«YcTaHOBKa napameTpoB» - «CeTb» - «IPv6»

[aHHOe MeHI0 npedHasHayYeHo Ans 3agaHus HacTpoek IPv6. OHo nossonset Bblbpate DHCP, nubo
3agaTtb HacTpouku ctatudeckoro |IP agpeca SNMP kapthl. [ns ctatudeckoro agpeca Heobxoanmbl
cnegywwime gaHHole — IP agpec, npedukc, w3, nepBuyHbin U BTOpuYHbIM DNS. lMocne 3anucu
OaHHbIX (Mnu Bbibopa DHCP) HaxxmuTe kHONKy «[logTBepantby.

[ ————

.
© o = R

Itz 1B 202 acT 1e55 BBaL/ 12

DNS cepeep
Tlepuremack DNS 20014850 4850, 5888

Bregarenssh DNS 2001:4850.4860. 6342

«YcTaHOBKa napamMmeTpoB» - «CeTb» - «CeTeBas ccbisika»

[laHHOe OKHO nosBonsieT HaCTPOUTb CKOPOCTb nepenadvn AaHHbIX KapTbl B CE€Tb U eé gencTeud npu
OTCYTCTBUUN CETWU.

] Hmpopuroee

@ Copmsa B He somcecwarsc & MBI spar cvcyremasm cem e v

4.2.4 SNMP
«YcTaHoBKa napameTpoB» - «SNMP» - «Cuctema»

[laHHOe OKHO MO3BONAET HACTPOUTb CBEAEHUA O CUCTEME — UMS CUCTEMbI, UMS afMUHUCTpaTopa,
AaHHble 0 Nnokaummn KapTbl. Takke 30eCb MOXHO HAaCTPOUTb NOPT NOAKMOYEHUS K KapTe (M0 yMOn4aHuio
— 161) n nopt trap onoseLleHnn (Mo ymonyaHuio — 162. MIB ain, ncnonb3yembii N0 yMONYaHuo —
PPC.

v e T Y-
Cucresmsos man. SNMP Agent
Tepr SNMP
-

«YctaHoBKa napameTpoB» - «<SNMP» - «kNMS»

[laHHOEe OKHO CrnyXuT Ons HacTPoOWKM AocTyna K kapTe no npotokony SNMP. Ecnv gaHHoe OKHO
ocTtaeTtcs 6e3 3anvcen, B TaKOM criydae Ha NoAKmodeHue K kapte no npotokony SNMP HeT HuKakux
OrpaHNYeHnin 1 MOXHO CYMTaThb AaHHble ¢ KapTbl ¢ nboro IP agpeca. Npu BBOAE AaHHbBIX B 3TO OKHO —
IP agpec, Bepcusa NpoTokosna, coobLecTBo, 4OCTYN K KapTe ANS CYUTbIBAHUS AaHHbIX OrPaHUYNBAETCS.
[na coxpaHeHns HacTpPOeK HaXXMuTe KHOMKy «oaTeepanTby.
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BHumaHue! IO gns 6e3onacHoro 3aBeplueHnst paboTbl U MOHUTOPUWHIa, NPEeAoCTaBnsieMoe TPETbEN
CcTopoHoun, paboTaeT no npotokony SNMP n MoxeT cunTbiBaTb OaHHble C KapThl. Ecnn cooblecTBo,
3agaHHoe B MO - «publicy, NMS He TpebyeT HaCcTPONKM.

Creres " Bepenn Cosfmecrnn Meassssrress K cepragmarra LR —

g
<

Rl e e Ean e

«YcTaHoBKa napameTpoB» - «SNMP» - «Trap»

[laHHOEe OKHO CnyXuT Ona HacTpownku trap onoseweHnn. MoxHO 3agatb IP agpec nonyyarens,
Bepcuio trap (SNMP v1 Trap, SNMP v2 Trap, SNMP v2 Inform, SNMP v3 Trap, SNMP v3 Inform) u
coobulecTBo (cooOLEeCTBO BbIMOMHAET OYHKUMIO napond anda trap, a Takke MO3BONSAET NPOBEPUTb
LEenoCTHOCTb HacTpoek). [locne 3agjaHua HacTpoek, 3adaeTcs  YMCno  MOMbITOK  OTNPaBKu
trap-onoBeLeHU U BPEMEHHON MHTEpBan Mexagy nonbiTkamu. [Ona coxpaHeHMs HacTPOeK HaXMuTe
kHonky «[oaTtBepantb». MIB dann SNMP kapTbl MoxeT ObiTb 3arpyxeH B cneumansHoe [10,
OCyLLeCTBNAOLWEee HernpepbliBHbIA MOHUTOPUHT.

Cacrma w Bepenn Cosbmecrso i Ko iy

[y [ )

M8

(
D [
(
(
t
(
[ Fasmropnsosam. v [ ]
( | HeamTapHI0BAHE \-| [ ]
[P— |
E—— )
===
425 E-mail

«YcTaHoBKa napameTpoB» - «E-mail» - «Cepsep».

Mcnonb3yeTcs onst OTApaBKM MO 3MEKTPOHHOW MoYTE YBEOOMIEHWM MPU HACTynNeHUn 3agaHHbIX
cobObITUI UNKN eXXxeQHEBHbIX OTYETOB.

¢ E-mail cepBep: gocTynHbl TonNbko SMTP cepepsbl

¢ E-mail nopT: nopT no ymonyaxuio — 465

¢ E-mail wndpposaHme: goctynHbl SSL/TLS, STARTTLS

e AZipec oTnpaBuTens: 3anorHAeTcs agpec oTnpasnTens

e E-mail TpebyeT naponb: a\Het

e /IMa y4yeTHOW 3anucu: BBoamTcs MMs y4eTHOW 3anucun oTnpaBuTens

e [laponk: BBogutca cneumanbHbIn naponb Ans cnykéel SMTP yyeTHOM 3anucu

e OTnpaBuTb TeCTOBOE NMcbMO: Ja\HeT
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Onsperemme massonarer

® Copaa E-Mail nopr 5

Jumoe
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#

E-Mail capeep Tpedyer mapem?

OrmpamT TocraBos machuo mA ATpe: CTTpATEAN

MpumeyaHue

MHorve nybnvyHble NOYTOBbIE CepBUCHI NpegnaratT GecnnaTtHble YCNyrn 3NEeKTPOHHOW MoYTbl C
ucnono3osaHnem WEB wuHTepdenca 6paysepoB. BonbIMHCTBO MOAOGHBLIX CEPBUCOB MNO3BOMAOT
NCNONb30BaTh BHELLUHNE NOYTOBbLIE KITMEHTbI, HO TPEOYOT ONOMHUTENBHON KOHGUIypauum.

Hanpumep, ons koHdUrypawumm no4ToBOro cepeBmuca Ha cepmce mail.ru HeobxogMMo ykasaThb:
Cepeep ncxogsawen noytsl (SMTP-cepep) smtp.mail.ru

MopT, anga pabotbl ¢ SMTP-cepBepom 465

MMst NOYTOBOIO SALLKMKA

CneunanbHbln Naponb ANs BHELIHUX NPUNOXeHWA (0BblYHbIM Maponb Ana AOCTyna K No4YTOBOMY
Aawmky no WEB nHTepdency He noaxoaur).

CneunanbHbI Naporib MOXHO MNOMYYUTb, BOMAS B YYETHYIO 3anmMcb Ha mail.ru u B KoHdUrypaumm
YYETHOM 3anncu HauTu NyHKTbl «lMaponb n 6e3onacHocTb» = «lMaponu Ans BHELWHUX NPUNOXKEHNUNY.

«YcTaHOBKa napamMeTpoB» - «kE-mail» - «OnoBelweHne nonb3oBaTensA»

B paHHOe OKHO BBOOATCS 9NEKTPOHHblIE afpeca Mnonb3oBaTenen, KoTopble OyayT nonyyatb
coobLeHNs 0 HelTaTHbIX cuTyaumsax ¢ Bl v B ceTu.

£ Howopas cofumm Copass Brmouen wer |
0 TR —

«YcTaHOBKa napamMeTpoB» - «kE-mail» - «[laHHbIe»

B paHHoe OKHO BBOOATCA SMNEKTPOHHbIE agpeca nonb3oBaTenen, KoTopble OyaoyT exeaoHeBHO
nomnyyaTb JOr [AaHHbIX 3a nMpolledline CcyTku. Bpemsa oTnpaBku  exegHEeBHbIX  COOGLLEHMI
duKCcMpoBaHHOE, OHO 3a1aeTCsl B IAHHOM OKHE.

€3 Heropm cofurmmi

Omopeemme namsomrent

Ana§
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4.2.6 HacTtpounka poctyna
«YcTaHOBKa napameTpoB» - «kHacTponka goctyna» - «l[lonb3oBaTenun»

[laHHOe OKHO MO3BOSIET 3a4aTh Monb3oBaTeneit u ux Nnpaea ans goctyna B WEB uHTepgelic.

[ Hngopamms

- —— o e r e
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=

«YcTaHOBKa napameTpoB» - «kHacTponka goctyna» - «SSL»

B naHHOe OKHO MOXHO noarpysntb K4 u ceptudmkar SSL ana goctyna B WEB mnHTepdenc no
3almuieHHomy npotokony HTTPS.

3 Heropm cobermsh

Tomsosaremn Basomae macrpoibor

® e G o e 3 EmD

HITPS
RADIUS

LDap SSLceprmganan

el -~ - |

«YcTaHOBKa napameTpoB» - «kHacTtpomnka goctyna» - «<HTTPS»

[laHHOe OoKHO no3BondAeT BbibpaTh NnpoTokon Bxoga B WEB uHTtepdenc — HTTP unn HTTPS.

@ Crpass. ssL

Coner. Marcioamend pamerp sarprxcaescrs duim - 40M!

«YcTaHOBKa napameTpoB» - «kHacTponka poctyna» - «kRADIUS»

[laHHOe OKHO NO3BONSIET 3aaaTtb HacTporiku ans RADIUS cepBepa. 3agatoTtcsa agpec cepeepa, nopr,
KoA AocTyna, MakcumaribHOe BpeMsi COeMHEHNSA, KOSIMYECTBO MOMbITOK COeANHNTLCS.

) Hmpogaasemes

«YcTaHOBKa napameTpoB» - «kHacTpomnka goctyna» - «LDAP»

JlerkoBecHbIN NpoTokon goctyna Kk katanoram (Lightweight directory access protocol - LDAP)
Nno3BonseT NpUNoXxeHnsam ObICTPO 3anpalumBaTh U NONy4aTb MHPOPMALIMIO O MONb30BaTENSIX.
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4.2.7 CucremHoe BpeMA
«YcTaHOBKa napameTpoB» - «CucreMmHoe BpemMs»

[laHHOe OKHO NO3BOMNSET HAaCTPOUTbL BPEMA CUCTEMbI, a Takke 3adaTb napameTpbl nepesarpysku u
npuHyauTensHo nepesarpy3nts SNMP kapTy.

NTP (CepBep BpeMeHHU):

HacTponkn cepeepa BpemeHn. SNMP kapTa aBTOMaTU4ECKNM CUHXPOHM3MPYET BPEMS C BblOpaHHbLIM
cepBepoM.

PyuyHasa HacTpouka:

HaxaB kHonky «Tekywee Bpems NMK», SNMP kapTa npuHyanTenbHO CUHXPOHU3UPYETCH C BPEMEHEM
MK.

ABTOnepesarpy3ka:
Linknnyeckas nepesarpyska: PerynapHas nepesarpyska KapTbl Yepes 3agaHHbIN Nepuoa.

lMepesarpyska nocrie Bbixoga w3 cetn: SNMP kapta nepesanyckaeTcd, ecrnv npoucxogut eé
OTKIMHYEHNE OT CETMU.

Mepe3arpyska cuctTeMbl:

MpuHyouTenbHaga nepesarpy3ka SNMP kapTbl

€3 Hrop cobarmni

TP (Cepuep zpeseescn)

[r—

S —— C—

s

S—

rencrn [T (T
=3

—

S —

S P
==

TMepesarpyoma cocteuss

ENSRY ..o |

4.2.8 O6nayHasa nnarcgopma

«YcTaHoBKa napametpoB» - «ObnadHasa nnatdgopmay.
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HacTponka nepegaym gaHHbix SNMP kapTbl Ha obnayvHbIn cepep.

) Hmgopeammen

3 Heropms cobsrmmi -

® Copaa —
R—
R  —

4.2.9 Asbik nHTepdenca
«YcTaHoBKa napameTpoB» - «SA3bIK»

[laHHOe okHO no3BondeT BblbpaTh A3blk WEB uHTepdenca n E-mail coobweHun.

2] Hngopanms

3 Hewopm cobermsh

Copana

pRTp——

S pycoont v
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4.3 WcTtopusa cobbiTumn

[aHHOoe MeHIo COLOEPXKUT pasdrinyHblie XXypHarnbl U JTOTrn.

4.3.1 XypHan gaHHbIX

«McTopus cobbiTniny - «XKypHan gaHHbIX».

B >xypHane AaHHbIX 3anucbiBalOTCH: BXOOHOE U BbIXOQHOE HaMpshKeHWe, YacToTa, YPOBEHb Harpysku,
HanpsbkeHne n émkocTb AKB, TemnepaTtypa BHyTpu UBI. XXypHan no3sonseTt npocmaTtpmBaTtb COObITHS,

npousowieumne B onpenerieHHyro aaty uin nHTepsarn BpeMeHn.

) Hpogmeames

[ ——

Bpews: (20250830

] -

(20250630

) Ex3

Am Broawos wanpmeemse (B)  Bazwos wanpae we n wopsie (B)  Bursowwos wanpaeense (B)  Sponews soumocr (%)  Buogwan wacrors (1)  Hanposewse AKE (B)  Tesmeparypa yerpolicrna (°C)  Esococrs Sarapen (%)
) 4080 000 00 02 ) 10000
2000 24030 000 00 e ) 10000
1870 24030 00 0 104 20 10000
1870 24080 0 Er) nx2 ) 10000
950 2090 o0 a0 ot 20 10000
2030 24090 w0 00 0 ) 10000
1050 24030 [ 00 an ) 10000
4030 24030 w0 00 e ) 10000
70 24030 20 a0 e ) 10000
1930 24090 000 T o ) 10000
240,10 24090 000 00 4104 ) 10000
4050 080 000 00 104 ) 10000
2030 24030 000 20 1104 ) 10000
2050 24030 20 Er) e 20 10000
.00 24080 0 [ Er) a1 ) 10000

4.3.2 XypHan coObiTnin

«McTopus cobbiTniny - «XKypHan coObITuny.

Moka3bliBaeT 3anMcu O Bcex cobbiTUsiX B BblbpaHHyto gaty. XXypHan

CO6bITI/IFI, npousowleqiuine B onpeneneHHyo gaty unm nHTepsasn BpeMeHW.

No3BONSET MpocMaTpuBaTh

Bper: [202410.00

- [2m250830

Hxra

Comrrue

Coctommne

Hioe xanprason xa smoze VBT

O —

Hioe wanpaaese va msaze ST

‘Buscoroe anpseme ua e HETT

HE DEEE =B B8 |
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4.3.3 XypHan HacTpoek
«McTopus cobbiTniny - «XKypHan HacTpoek.

Moka3sbiBaeT 3anncu 06 naMeHeHUn Hactpoek SNMP kapTbl. XKypHan no3BonsieT npocmaTpvBaTth
co6bITUS, NpoM3oLIEALLME B ONPeaeneHHyo AaTy UM MHTepean BpeMEHW.

Sy [T ] - [mem | 3

4.3.4 XypHan nercTtBum
«McTopus cobbiTniny - «XKypHan genctesumy.

[aHHbI XypHan COAepXWT BCe AeNCTBUS U W3MEHEHUSI HAcTPOeK, BbiNofHeHHble B WEB
nHTepdence. XypHan no3sBomnsieT npocmaTpuBaTb COObITUSA, NpousoLLeale B OnpeaeneHHyo aarty
Uy MHTEpPBarn BPpEMEHM.

tyes [Feown ] - [ | E3

Copanea
® o= oassoarean Tun Pesyanr

e — Venwamo

fem— fre—

Perucrpasm enemuo

Perucrpaszn ememme

Perwerpasn eezme

Obmoeseeme spoumsss r—

" EEEE- B B B -

4.3.5 JKcnopT XypHanos
«NcTopus cobbiTuin» - «QKCMOPT XXypHana.

Bbibupaetca onpegeneHHas pata unvM BpPEMEHHOW UMHTepBan W akcnopTupyeTca  nobon,
WHTepecyoLwmin Bac nor cobbITuin, NpeactaBneHHbIn B CrINCKE.

O ) ] - [mmww

@ Copunen Ty [ Hopean g < EZ3
Hymean codumait
JHypwan wacTposr
——
Hypean pyrens Sarapos

itoro Gnoka

4.4 CnpaBka

[laHHoe OKHO COOEepXWUT CrpaBOYHY WHpopMaumio o cucteme. MOXHO npoBepuUTbL BepCUto
npowwmekm MO kapTbl, cepurHbIn HOMep KapTbl U Bepcuio WEB nHTepdenca.

4.4.1 O6HoBneHue MO SNMP kapTbl

[aHHOe OKHO NO3BONSET BbINOMHUTL O6HOBNEHWe npowmBkn SNMP kapTbl. [1na aToro ncnonb3yercs
PYHKUMS OaHHOW cTpaHuubl — obHoBneHue [10O. Haxmwute KHOMKy «BbibpaTby», nogrpysute dann
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dopmarta bin, HaxxmuTe kHonKy « O6HOBUTLY Anst o6HoBneHus MO. Nocne BbINOHEHHOIO OGHOBNEHUS,
ouncTuTe Kaw Opaysepa, 3aHoBo 3angute B WEB uHTepdeic. NpoBepbTe BEpCMO NPOLLMBKA KapThbl,

ecnu MO He 06HOBUNOCH, NOBTOPUTE AaHHYIO MPOLEAYPY, NOKa HE MOMYyYUTCS BbIMNOMHUTL YCMeLHoe
obHoBEeHe.

Bepeies spommma sapne

Cepuiesch movvep kaprie

WEB sepae V140

Oémoszerme T10.

el — - [ W

Hacposion mimepra

- |-

Hacrpoiizn 50 Yoo

Hacrpoian no yaesreamen

4.4.2 CO6poc A0 3aBOACKUX HAaCTpoeK

[laHHOe OKHO NO3BONSAET BbIMNONHUTL COpocuTb HacTporkn SNMP kapTbl. [Ins 3TOro ncnonb3yeTcs
KHOMKa AaHHOro OKHa — «BoccTaHoBWUTbY». HaxmuTe AaHHYK KHOMKY, HaxmuTte «[loarBepautb» BO
BCM/blBalOWeM OkHe Ans cbpoca HacTpoek. [locrne BbINONHEHHOro OOHOBMEHMS, OYMCTUTE KaL
6paysepa, 3aHoBo 3angute B WEB nHTepdeinc.

5 IO SNMP Protector

5.1 OnwucaHwue

MO SNMP protector npegHasHa4yeHo Ans MoHUTopuHra ctatyca MBI n 6esonacHoro 3aeBepLieHns
paboTbl 3awmwaemoro obopygosaHusa Ha OC Windows. OHO nmeeT 3 okHa:

1.0OkHO HacTpoek
2.0OKHO NOAKNKYEHHbIX YCTPONCTB

3.0KHO onoBeLleHui
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U SNMP Protector

Settings Language Help

{ E|l O

1022026 @ Time Object Event
1 2021-02-26 17:32:10 10.2.20.7 Communication connected
102207 @ 2 2021-02-26 17:32:10 10.2.20.26 Communication connected

®
@

5.2 TloakntoyeHue KapTbl

OkHo HacTpoek cnyxut ang nogknioveHns MO SNMP protector k SNMP kapTe. [Ina nogknodeHns K
Kapre:

1.Haxxmute KHOMKy «Settings» nnun Ha NMKTorpaMmmy HacTpPOEK.

¥ SNMP Protector

Settings _ Language Help

71

[anee:
2. Haxmwute kHonky Add, 4to6 gobasuts SNMP kapTy.

3. Bbibepete npotokon SNMP. Npu Bbibope SNMP v3 BBeguTe naponb AocTyna K kapTe. [aHHbIN
naponb 3agaetcs B WEB nHTepderice KapTbl, CM. NYyHKT 4.2.4.

4. Beegute IP agpec KapTbl, HaxXmuTe KHOMKy «Query». Ecnn Bbl npaBunbHO BBenu agpec,
NosiIBUTCS BCMJbiBaoOLLEee OKHO ¢ Hagnucebto «Host is online.

5. HaxmuTe KHOMKY «Sure» Ans noaknoveHus K Kkapre.

B settings - ]
General  Shutdown Condition
Host connection
Host address SNMP port SNMP version
Event
& Add X
User name:
@ snvpvipz Password:
P— O snpv3 Authenticate: MD5
2 I Add I Modify q Privacy: bES
‘Warning messages IHDSt: |192. 168.70.224 | | Query |I 4
Popup warning message
SNMP port: |161 ‘ Community: |pub|\c |
[ Run application before shutdown computer
E 5 =
Maximum execution time: |15
T
Sure Cancel
2025-07-09 10:05:33

3akpounTe OKHO HaCTpoeK, NpW YCNELIHOM NOAKNKYEHMM OKHO NporpamMmmbl OyaeT oTobpaxaTtb cTaTyc
MBI B OKHe NOAKMNIOYEHHbIX YCTPOWCTB U CTaTyC COEOUHEHUS B OKHE OMOBELLEHWIA.

-24 - peknama
KDaDI : MakcrmasibHO HagéxHoe poccuiickoe obopyaoBaHe CKY/ - COT - OC - Cb www.kodos.ru



&) SNMP Protector

Settings Language Help

7/

Time Object Event

102.168.70.224 @ e
1 2025-07-09 10:07:45 192.168.70.224 | Communication connected

2025-07-09 10:08:23

Mpn nepexoge WBIT Ha ©GaTapeun, nporpamma oTOGpasnT WM3MEHEeHMe ero cratyca B ChWCKe
NOOKITHOYEHHBIX YCTPOWCTB W 3anycTuT 3aBeplueHne pabotbl OC no 3agaHHoMy cueHaputo. [lo
YMOJTHaHMIO KOMMbOTEP 3aBepLuaeT paboTy Yepes 3 MUHYThI nocne nepexoga MBI Ha Gatapewn.

) SNMP Protector - [m] X
Settings Language Help
Time Object Event
192.168.70.224 @ .
1 2025-07-0910:07:45 192.168.70.224 Communication connected
2 2025-07-09 10:08:45 System System will be shutdown in 500.0 minute(s)
3 2025-07-09 10:09:04 System System shutdown is canceled
4 2025-07-0910:09:36  System System will be shutdown in 500.0 minute(s)

2025-07-09 10:09:38

5.3 XypHan cob6biTui
1.HaxmuTe Ha nuKTOorpammy «>KypHany, 4Tobbl OTKPbITb NOr COBbITHI

2 SNMP Protector

Settings Language Help
1

2.BBeante Heobxoanmbln Bam BpeMeHHOM nHTepBarn
3.0kHOo oTOBpa3nT Bce cobbITUSA, Npoun3oLLEeaLINE B 3adaHHbIV Nepuoa

4. Haxxmnte KHONKY «Save as» Ang akcrnopTa nora B Excel dann
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@ [Slart date; |2021-02-26 | End date: [202102-26 || Resd ‘

Date

Host address

Event

ra

w

=

w

o

=~

2021-02-26 17:39:28
2021-02-26 17:32:10
2021-02-26 17:32:10
2021-02-26 11:57:57
2021-02-26 11:57:57
2021-02-26 11:57:41

2021-02-26 11:57:41

10.2.20.165
10.2.20.26
10.2.20.7
10.2.20.7
10.2.20.26
10.2.20.26

10.2.20.7

®

Communication connected
Cemmunication connected
Communication connected
Communication connected
Communication connected
Communication connected

Communication connected

@

N\

5.4 Wudopmauus

ono

Save as. .. Clear [1):4

Haxmunte Ha kHonky «Help», 4Tobbl nony4nTs nHdopmauuio o sepcum MO

"]

7

192,168.70.224 @

Time

Object

Event

1 2025-07-09 10:07:45 192.168,70.224 Communication connected

G About

SNMP Protector v1.0.5
Built on Jun 25 2023 15:23:01

The program is used for power off protection by SNMP.

X Jown in 500.0 minute(s)
lown is canceled

lown in 500.0 minute(s)
own is canceled
pication lost

tion connected

2025-07-09 11:10:33

6 MO SNMP Management

6.1 OnucaHue

MO SNMP Management npegHasHadeHO Ana MoHuTopuHra ctatyca WBIT n 6esonacHoro

3aBeplleHns paboTbl 3awmaemoro obopygosaHusa Ha OC Windows. OHo umeet 3 okHa:

1.maBHOE MeHIo

2.0KHO ynpaBneHus ycTporncTBamm

3.0KHO oTOBpaXKeHUs1 AaHHbIX

KO4aocC
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(B SNMP Management - O x

System Language Tool Window Help @

Manazement station

Search station |

MNet Agent

@

6.2 HacTtpounka cucrtembl

MNepen noakntoyeHneMm K kapTe HeobxoanMo 3afaTb napamMeTpbl KOMMYHUKaLUWK. [ins aToro oTkponTte
«System» - «System settings».

*SNMP Version: Bepcusa npotokona SNMP, oCTyrnHbI TOMbKO V1 1 v2
ePolling cycle: Liukn onpoca

ePolling timeout: HTepBan mexay onpocamm

e Store data cycle: Bpemsi xpaHeHus1 JaHHbIX

ePolling retry: Kon-Bo nonbITOK NOgKIIO4eHNs
]

 Managhnent station

H
[sear} station
L

NeAgent ‘
B system Setiings X

\.ﬂ‘“”‘“

Folling eyele

Polling timeout @ |100

Store data eycle

I i I i 4
" Fl )

Polling retry

6.3 HacTtpouka nouTbl

[aHHasa nporpamma no3BonsdeT HacTpouTb OTnpaeBky E-mail coobeHnin o coctosaHum UBI. dyHkuma
E-mail goctynHa Tonbko ana MO Bepcun 1.3.2 n Bbiwe. CoobLieHMs MOryT OTNPaBnATbCA B OBYX

crny4vasx: OTCyTCTBME HanpshkeHus Ha Bxoge, Huskun 3apsg AKB. Otkponte «System» - «Email
settings»:

e Enable E-mail — AktnBmpoBatb E-mail

e Sender name — Beogutcs umsa otnpasutens (mogene VBIT)

¢ Sender Address — Agpec oTnpasuTens

¢ SMTP server address — Hanpumep smtp.mail.ru

¢ SMTP Port - o ymonyaHuo — 465

e Encryption — 1ns 465 nopta — SSL/TLS

¢ Authentication — HeobxogmMmo akTnBmMpoBaTh ANs BBOAA AaHHbIX AOCTyna
e Sender account — [NoyTta oTnpasuTens

¢ Sender password — Naponb SMTP, cm. 4.2.5
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e Send test E-mail — OTnpaBuTb TeCTOBbLIN e-mail

¢ Notified e-mail address — Agpeca nonyyarenen

B £-Mail Settings X
[A Enable E-Mail

E-Mail Sender

Sender Name: [SIPBJJ(A

Sender Address: ‘tl_-st@mml.ru

|
|
SMTP Server Address: [smrp.mal.ru }
|

SMTP Port: [485

Encryption : SSL/TLS ~
[ Authentication

Sender Account: [test@mall.m J

Sender Password: ‘ol--ol-- ‘

Send Test E-Mail Sure

Notified E-Mail Address

[ test@parus-electro.ru

6.4 TlNoakntoyeHue KapTbl

B okHe ynpaBreHusi ycTpoiicTBamy HaBeaMTe Kypcop MbIKM Ha Hagnuck NetAgent, KnvkHUTE no
HagnMcKu NpaBo KHOMKOWM MbILLMW, HaXXMUTE KHOMKY «Add».

B snwp Management

System Language Window Help

Management station
Search station
Net A
Add
Delete
Rename
Attribute
Refresh

MoaButcsa BCnnbiBaloLlee OKHO, B KOTOpoe HeO6XO,D,I/IMO BBECTU UMA yCTpOVICTBa N HaXaTb KHOMKY
«Sure».

B Add station X

Station name: [Parusl | I Sure I

[anee HeoGxoaNMO NEPEBECTU KYPCOP MbILLUM B OKHO OTOGPaXKeHUs AaHHbIX, KITUKHYTb NpaBo
KHOMKOW MbILWY B NMO6OM MecTe AaHHOro OkHa, HaxaTb KHOMKy «Add».
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System  Language

o SNMP Management

Window Help

P Mame

Position

Settings

Browser device

Add

Delete

Attribute

Refresh

Device Status

Beeaute IP agpec SNMP kapTbl 1 coobuiectso (no ymondaHuo — public). HaxmuTe KHonky «Surey.

|’ Add device X
*IP Address: [192.168.70.224 |
*Community: ‘public |

[] continuous adding device: 2
[] Three phase input

B okHe oToGpaxxeHus AaHHbIX MOSIBUTCS CTPOKa, OTobOpaxatoLlee TekyLlee COCTOsIHME YCTPOMCTRA.

@ srrP Mansgement

System  Language Window Help

Hanagement station

~ Net Agent

1] 19216870224 | SNMP Agent

Pasition Device Status  mmunication Sts Temperature("C)  Load(%)  OuputVoltage(V) attery Capacity{X  Input Status

Office 20 [ 2302

100

Battery Status

Mpn nepexoae MBI Ha 6aTapen, MO oTobpasnTt nameHeHne cratyca yCTponcTea.

- a X

Administrater

Adminstrotor

Ve mare

2025-07-089 114410

KO4aocCc
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B sHMP Management
System  Language Window Help

Management staton

v Net Agent

@ Parus

[ Name Position i Sta 0

Office

Load(%)  OuputVoltage(V) attery Capacity(’

230.1 100

Input Status

1] 19216870224 | SNMP Agent Alarm i ] 0 No input

6.5 CuyunTbiBaHUe AaHHbIX

Battery Status Administrator

Administrator

View mare

2025-07-09 11:44:28

D,J'IFI CHUTbIBAHUA TEKYLLUNX OAHHbIX N BbIFPY3KU J10roB cobbITU 1 OaHHbIX, OTKpOI7ITe «Windowy -

«Device panel».

@ 51MP Management

System  Langusge Window Help

Device panel
Management station
Display mode B
= “  Msnagement staticn
¥ Net Agen
@ bun (X Toolbar

L Name Pasition Device Status  mmunication Sta Temperature(°C) Load(%) Ouput Voltage(V) attery Capacity(%  Input Status

| 15216870228 | SNMP Agent Office 270 0 202 100

MaHenb ycTponcTBa MMeeT criefyoLine okHa:

1.Mpadmk BXOAHOTO M BbIXOAHOMO HanpsKeHWs:

Battery Status. Administrator

Administrater

View more

2025-07-09 11:45:30

KO4aocCc
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@ shmMP Management - o X
System  Language Window Help
w» HName Position Sta ) load(%]  OuputVologelV) ottery Copocity(X InputStatus  Battery Status Administrator
1] 19216870224 JI SNMP Agent Office. e 0 ] 2302 100 Norma Normal Admunistrator
Curent Device: 192.168.70.224
Chart  Resitmedsta Datalog  Setkg Statskg  Devinfo
oltage
50 T
00 |
s 1m0F 1
2wl ]
af ]
° 10 frey 11:45:00 11:45:15

2.Tekywme aanHHble VBT

2025-07-09 11:45:45

© MM Management - 0 %
System  Langusge Window Help
Position DeviceStatus  mmunication Sts Temperature("C)  Losd(%)  OuputVoltage(V) attery Capacity(% InputStatus  Battery Status Administrator
Office Norms . 20 0 201 100 Norms ! Administrator
Current Device: 192.168.70.224
Battery Input Output
Capacity: % Lne voltage: v Voltage: v
vottage: v Lne max voliage: v
Temperature: < Lne mn voltage: v - *
G A - " osd: O
| vewmore
20250709 11:45:59
@ SNMP Management o x
System  Language Window  Help
» Name Poson  DeviceStatus  mmunicationSta Temperature®C)  Load(%)  Ouput VollagelV) attery Capacity(% Input Status._ Battey Status Administrator
119216870224 | SNMP Agent Offce ~ . 20 3 202 100 Administrstor
Current Device: 192.168.70.224
Chart  Realtmedata DOatalog  Setog  Statuslog Devinfo
Clear logs. Start date: | 2024-11-01 | End date: | 20250709 v Sure. Export
Date Battery copacity  Battery voltage  Battery tempersture  Battery current  Input line voltage  Input max fine voltage  Input min line voltage Output voltage O stput o, A
| wmesoreenasa 10 a2 0 00 281 29 87 500 201 00 0
2 2025-07-09 11:46:07 100 a2 Pl 00 2381 2848 67 500 2302 00 0
3 WSORRIAL 10 a0 a0 00 ze4 usg 67 500 202 o0 0
4 WsON0INASOE 10 2088 a0 00 278 auy 67 500 201 00 0
5 WS0T091Ns42 100 108 0 00 nes 2149 67 500 202 00 0
6 2025-07-09 11:43:46 100 4104 0 00 2384 2449 01 500 2302 o0 0
T ) nz a0 00 281 249 o1 500 2302 o0 0
3 WSON0INI4IME 100 a2 0 00 281 2149 o1 500 202 00 0
A MISNTN0 114081 100, ALna 11 an 2781 2840 n1 san 201 nn a v
View mare |

2025-07-09 11:46:54

4. XypHan HacTpoek

KO4aocCc
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@ sMMP Mansgement

- o X
System Language Window Help
» HName Position i ion Sta 00 Load(®)  OuputVohagelV) atteryCapacity( InputStstus  BatteryStatus Administrator
11921687024 SNMP Agent Office . Oniine o 0 201 100 Administrator
Current Device: 192.168.70.224
Chart  Resltmedata Datakg Setioy  Smhskg  Devinfo
Clerlogs | Start date: [2024-10-01 | End date: [ 20250709 ] [ Sure Export
Date Iltem \Value Result
‘View mare

2025-07-09 11:47:55

5.)KypHan n3meHeHnus crartyca

@ sMMP Management

= o X
System  Language Window Help
» Name Position i ion St ("C)  Load(%)  OuputVoltage(V) attery Capacity(X InputStatus  Battery Status Administrator
1 MZI6AT0224  SNMP Agent Office A . o 0 2301 100 [ Administrator
|
Current Device: 192. 168.70.224
Chert  Resltmedata  Dolalog  Setbg Stabsig  Devinfo
| Cearlogs Start date: | 2024-10-01 | End date: [ 20250705 Sure Export
Date Status
1 2025-07-09 164406 Communication connected
2 2025-07-09 114045 Communication connected
3 2025-07-09 11:38&:51 Communication connected
4 2025-07-08 11:37:06 Communication connected
5 2025-07-09 11:19:32 Communication lost
6 2025-07-09 111607 Communication connected
ew more

o 2025-07-09 11:47:17

6.Hdopmaums 06 SNMP kapTte

@ 51MP Management

- o x
System  Langusge Window Help
Management staton
» HName Position Device Status ~ mmunication Sta  Temperature(*C) Loadi%) Ouput Voltage(V) attery Capacity(  Input Status. Battery Status Adminsstrator
—_— 1 19216870224  SNMP Agent Office ormal " 70 0 2301 100 o Norma! Administrator
¥ Net Agent
® rarus.
Current Device: 192.168.70.224
Chert  Resltmedsts Dstalog  Setlog  Statusiog  Devinfo
Model:
hame:
LPs Fw version: V002800000
Marufacture date
£
Agent FW versian: V149
View more.
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6.6 OToOpaxeHue ycTpomcTs

[nsa otobpaxeHnst yCTponcTB B hopmMaTe MKOHOK oTkponTe «Window» - «Display mode» - «lcon
mode». [laHHbI BapnaHT ygobeH, ecnu Bbl ocylecTBnseTe MOHUTOPUHI HECKOMbKNX YCTPOWCTB B

CceTn.

@ SNMP Management
System Language Window Help

¥ Device panel |
Management station .
Display mode. B tabie mode Name Position DeviceStatus  mmunication Sta  Temperature(°C) Load(%) Ouput Voltage(V) attery Capacity(¥  Input Status Battery Status
¥ Management station lcon mode ‘ SNMP Agent Office 20 0 2302 100
¥ Net Agent

¥ Tool bar
® Parus

Current Device: 192.168.70.224
Chart  Resltmedsta Datakg Sethg Stawskg Devinfo

Battery Input Output
Capacty % e vlage: v Votage v
Volage: v R N - S [
—
Temperstae: < e o votage: v
Curent A Freaueney: e tosd 1]
@ SNMP Mansgement
System  Language Window Help
Management station
~ Net Agent
® rorus
NetAgent
<
Current Device: 192.168.70.224
Chart Resltmedats Datalog Setig Statslog Devinfo
Battery Trput Output
Capacty: - e votage: Vtage: v
Votage: v e max otoge: ‘
Freauencr:
Terperatse: < e o votage:
Qe A Freauency: - tond

6.7 WHdopmaums o NO
Haxxmute Ha kHonky «Help», 4Tobbl nony4nTts MHopmauuto o sepcun MO
B About X

SNMP Management v1.3.1
Built on Nov 8 2022 17:59:32

The program is used for device management and settings by SNMP,

Administrator

Administrator

View more
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- o X

View more
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