é napyc
3NEKTPO

BHyTpeHHAA SNMP MuHu KapTta

UHCTpYKUMA No aKkcnnyaTauum
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1 OO6G30p npoAaykKra
1.1 OnucaHwue

BHyTpeHHAa MuHKM SNMP kapTa npegHasHavyeHa gns yganeHHoOro MoHUTopuHra u ynpasneHnsa UBMM
yepes nokanbHyl ceTb unu MHTepHeT. OHa NO3BOMSIET B PEXUME peanibHOro BpeMEHM Mony4aTb
WHGopMaLmMlo O cocTodaHun anekTpocetn n MBI, a Takke ynpasnsate MBI n npoBoguTb ero
TecTnpoBaHue. Kapta nogaepxmsaet npotokonsl SNMP V1, V2, V3, ocyllecTenseT e-mail paccoinky,
3anucbIBaET N XPaHUT NIOrM cobbITUA N OaHHbIX.

1.2 ®yHKUuM

Bo BHyTpeHHun criot NBIM

WHankaTtopbl cTaTtyca

CeTteBol nopt

WHankaTtopsbl
coeiNHeHNsI

MopaepxnBaeMble MPOTOKONbI:
® [loakntodeHne cetam LAN, WAN, UHTepHeT, 6ecnpoBoaHon Ethernet n T.4.

® KoH(pmaeHumanbHOCTb AocTyna, GesonacHoe ynpaBneHue, HaO4eXHOCTb, HACTPOWKU YPOBHS
AoCTyna ansa nonb3oBartenemn

® WEB nHTepderic ons gocrtyna yepes ctaHgapTHbel MHTepHeT-Opaysep

® YripaesneHue WBI: lNogaoepxusatoTca koMaHabl - TectupoBaHve WBI, nepesarpyska WBI,
otnpaska UBI1 B pexum «cHa», npobyxaeHne VBI n3 «cHax». Takke 4OCTYNHa HAaCTpPOWKa AaHHbIX
KOMaH B pexuMme Kanengaps v no HeaenbHOMY pacrnvcaHuto.

® Jlor paHHbIX: XpaHeHne oo 50000 3anucen BKITHOUUTENBHO
® Jlor cobbiTnin: XpaHeHne go 5000 3anncen BKNIOYUTENBHO
® ABTOMaTUYECKAsd CUHXPOHM3aLMsl BpEMEHW: NOAAEPKUBAETCS

® [TogaepxmBaemble npotokonsl: http; https; SNMP: V1, V2, V3; Modbus TCP/IP; IPv4; IPv6; Telnet;
DHCP; DNS, NTP; SMTP; SSL; WOL

UHTepdenchi:

©® 10/100M Ethernet RJ45

UHpukaTopbl:

® XXenTbI nHAMKaTOp «Powery - Npu HaNnU4MM NUTaHNA BCeraa BKITHOYEH

® KpacHbli nHagmnkaTop «Status» - npu oTcyTcTBUM aBapuin 1 ownbok MBI Bceraa BbIKMOYEH, npwu
Hanu4mn asapuun unu ownbkmn NBI Bcerga BkoyeH

® 3erneHblii nHaukaTop «Runy - MUraeT B HOPManbHOM COCTOSIHUM paboThbl
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2 YcTtaHOBKa KapThbl

2.1 lMoakntoyeHue KapTbl
War 1: MoakntoyeHue kapTtbl kK NBIT:

SNMP kapTa BCTaBnsietcsl BO BHYyTpeHHUn MuHu cnoT WBI. naBHO 3agBuHbLTE KapTy B CrOT MO
BHYTPEHHUM Hanpasnsaowum cnota. Mpy npaBunbHOM NOAKMOYEHUM 3aropuTCs XenTblin UHAUKATOP.

War 2: MoakntoyeHue kapTtbl kK NBIT:

BosbmuTte LAN kabenb, BOTKHUTE wWiTekep B pasdbeM SNMP kapTtbl «Network». MogkniounTte kapTy K
Bawemy K HanpamMyto nnu yepes poyTtep.

2.2 [NpepBaputenbHasa HacTpouKa
LWar 1: YctaHoska MO ana MOHUTOPUHra

BHumaHnue! Bce HacTponkm |IP apgpeca, Bknwodas aktuBaumio DHCP, BbinonHstotcas B WEB
nHtepdence. MO SNMP Tool Heo6xoaMMO TOMbLKO ANA MAeHTUMUKaUUKn KapTbl B NTOKarbHOW CETU Npwn
€€ NepBoM MCMNOMb30BaHWMN.

3arpyaute MO «SNMP Tool», yctaHoBute ero Ha Baw K, 3anyctuB yctaHoBO4YHbIN hann bopmaTa
«.exe». [locne ycTaHOBKM 3anycTuTe nNporpamMmy.
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SNMP Tool
& SNMP Tool
(3 Uninstall \

| | Website

Start-up

VMware

Windows Accessories
Windows Administrative Tools

Windows Ease of Access
Windows System v

< Back

War 2: MNMporpamma SNMP Tool Heobxognma ans naeHTuukauum KapTel B NokanbHoOW cetu. Ons

naeHTudUKaunm KapTel B ceTu ucnonbdynte yHkumio «Device Search». Haxmute kHonky «Refresh»
ANSA MovcKa KapTbl B CETU.

&I SNMP Tool o x
Tool Window Help
Device IF: | Comnect | Clear history
Programming
Settings Host |Product Interface ‘ P ‘ Netmask MAC
Fixed Parameters ={10.2.20.165 :
Display Log eth W 1022065 255.255.2550  18:25:03:00:00:47
Serial Port Test T2
Device Search # 102207  SNMP
F-10.2.20.188 182501000425
® 10.220.26 666 @
+10.2.20.166
@ B 1022078 SNMP Mini
| Intarface: [Whare Network Adapter Wnetl v|  Refresh
Disconnect with device

Hanpumep, ceteBble HacTporkn SNMP kapTbl MO YMONYaHUIoO:
IP agpec: 192.168.137.101
Macka nogcetun: 255.255.255.0

LLmo3: 192.168.137.1
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3 Bxoa B WEB uHTepcpenc

3.1 TpeapBaputenbHasa HacTpouka IP agpeca NK

BHumaHume!
nHTepdece.

Bce Hactpoiikn IP agpeca, Bkntodas aktmBauuio DHCP, BbinonHawtca B WEB

Hwxe onncaH nopsagok HacTponku IP agpeca NK. [JaHHaga HacTporka akTyanbHa npm nepeoM BXoe B
WEB wnHTepdenc onsg HaCTponkn napameTpoB KapThl. [1pu nepsom Bxoge B WEB uHTepdenc kapta
nmeet ctatudeckun IP agpec, a MK gormkeH HaxoauTbCsl C KapTon B O4HOM NOACETW.

Mocne Toro, kak IP agpec ansa SNMP kapTel Oyget 3agaH, Bel moxeTe nepesectn Baw MK o6paTtHo B
HY>XHYI0 Bam ceTb.

3anauTe B «MapameTpsbl ceTn 1 MHTepHeTa» — «Ethernet» - pegaktuposatk «HasHadyeHue IP».

g? PARUS.LOCAL

MopxNIoUeHNE YeTaHoBNEHD

Haittv napametp Q

B Cucrema [MapameTpsl NPOBEpKH NOANVHHOCTH VizmeHuTo

TUMUTHOS ROAKNIOUEHUS
KOraa sei NOAKNIOUEHE K 3TOM CETI, HEKOTOREIE NPKNOKEHIMA MOMYT paGaTars WHaue, 4Tobkl cokpaThTe Orcn. (@
ucnanesosanne TpaduKa.

0 Bluetooth n yerpoiicraa

| ¥ Cetb v Mkteprer

YCTaHOBUTE MAMMT Tpaidika, uTOBbI KOHTPOAMPOBATS MEMONL30BAHME AZHHBIX B 3TON CeTn
/" Nepconanmaauns

B npwnoxennn

HazHauenue IP: AsTtomatnuecku (DHCP) Pepaxtuposars
< YuetHbie 3anuck
o Hasnauenue DNS-cepeepa: AsTomaTiuecku (DHCP) VameruTs
¥ Bpewma v Azbik

CrapocTs nMHAN (Npuem n 100/100 (Mbps) Konwposars

—! Gz nepenaua):

NokanobHolit IPv6-agpec kavana:  fe80:d272:3208:21af:66fb%8

K Cneuuanbhele s03moxHOCTA
IPv4-agpec: 19

' KorduasHumansHocTs v sawmta DNS-cepsepsi IPv4: 19 3 widposariR)

1 (6e3 widpoBaHKa)

@  Liewtp obHoanena Windows VaroTosmtens fesltek

Onucanve: Realtek PCle GbE Family Controller

Bepcun ppaiisepa 10.50.511.2:

Duanueckuin anpec (MAC): C8-7F-54-07-4D-87

Bbibepete «N3meHeHne napameTpoB IP» - «BpyuHnyto» - «IPv4». BBeaute cneayowime gaHHbIe:
IP agpec: 192.168.137.201

Macka nogcetu: 255.255.255.0

LWnto3: 192.168.137.1

MpegnoyTtuTensHbin DNS-cepeep: 8.8.8.8

HaxmunTte kHornky « CoxpaHuTby.

W3meHeHne napametpos IP

BpyuHyo ~

IPv4
@ &
IP-agpec

192.168.137.201

Macka noacetn

255.255.255.0

LWmoz

192.168.137.1

MpeanoututensHoiit DNS-cepsep

8.88.8 x

DNS no npatoxony HTTPS

BoikmoueHo v

LononkurenbHblit DNS-cepeep

« » SEC.RU
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3.2 Bxop 4yepe3 6pay3sep

Bce Hactporikmu SNMP kapTbl BbinonHswoTcs dYepe3 WEB wmHTepdenic. Otkponte WEB 6Gpay3ep,
BBeauTe IP agpec Bawen kapTbl B agpecHon cTpoke. IP agpec kapTbl MOXHO OTCKaHWpoOBaTb B
nporpamme SNMP Tool (cm. nyHKT 2.2). B okHe Bxoga BBegMTE MMS nonb3oBaTtens «adminy v naposb
«adminy.

BHumaHue!

A Mpwn nogkntoveHnn kK SNMP kapTe Yepe3s WEB uHTepdeinc MK 1 kapTa
OOIMKHbI ObITb B OOQHOM NnoaceTu.

Cucrema moHutopurra SNMP

l Moxanywcra, eeegute |D nons3oeatens

[ lMoxanyicTa, BBeauTe Napons

3.3 CwmeHa IP agpeca, yctaHoBka DHCP
OTKponTE OKHO «YcTaHOBKa napameTpoB» - «CeTb» - «IPvé»

Ecnu Bbl xoTnTe yctaHOBUTL AnHamuyeckui IP agpec ans kapthbl, Boloepete « DHCP» - «BkntoueH».
B aToM cnyyae He Hy>XHO BBOAUTb HUKaKNE AaHHble B TeKyLleM okHe. HaxmuTe kHonky «[oateepantby,
MapLipyTusaTtop cetn aBTomaTtudecku npuceout IP agpec kapte. Nepeegute MK obpatHo B Bawy
noacetb (cm. nyHKT 3.1) u 3aHoBo 3avamte B WEB wHTepdenc kaptol. AApec KapTbl MOXHO
OTCKaHMpoBaTh C NoMoLLbto npunoxeHna SNMP Tool, cm nyHKT 2.2.

Ecnu Bbl nnaHupyete ucnonb3oBaTtb crtatudeckun IP agpec, Bbibepete «DHCP — OTKMAOYEHY.
BBeaute agpec, macky ceTn, Homep L3a, agpeca nepBuyHoro 1 sBTopuyHoro DNS. Haxxmunte KHONKy
«lNoaTeepanTb».

Pv6

IP ampec 192.168.137.100

Ceregan ccrumma

Macka cetn 255.255.255.0

o3 192.168.137 1

DNS cepsep

Tleprwmmeri DNS 8838

Bropausei: DNS 114114 114 114
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4 OxkHa WEB uHTepcenca
4.1 WHdopmauumna
4.1.1 basoBas nHdopmauus o6 UBIT:

«UHdopmauusa» — «basoBasa nHgpopmaumsa o6 UBM»

[aHHOe OKHO no3BonsieT cuntatb 6asoByt0 MHpopmaumo o6 UBI. OkHO cogepxuT crneayowmne
pasgensl: «MHdopmauma 06 UBIM», «MHdopmaums o AKB», «HomnHanbHble napameTpbly.

BHumaHue! B 3aBUCMMOCTM OT BbIBpaHHOrO NpoToKona oTobpaxaemble AaHHbIE MOTyT OTNMYaTbCS.

Easoran msopsaee o6 HEIT

Tpoaseczarress HET
Maems U SIPBIKA
Bepeis npousmeas 1B V002800000

Copuimit mouep

‘Hmpopuam: o5 AKB
Koo AKE
Hanpraeme AV 1108
Esamcrs AKE 100%
T mocmez Jauess AVE Lo

Bpescx aszommom

[ —
[ Sa— 08
Hesmmsnd roe “
Hosamamos samprxeme AKS 36008

Beomes wactora 007

4.1.2 SNMP nHdopmaums:

«UHdopmauusa» — «SNMP nncgopmaumsa» - «CeegeHus o cucteme»

[laHHOEe OKHO MO3BONSET NPOBEPUTL TakMe AaHHble, Kak: BEPCUSA NPOLLMBKN KapTbl, CEPUNHBLIA HOMEP
KapTbl, TEKyLLEE BPEMS CUCTEMBI, BpeMs HenpepbiBHON paboTbl SNMP kapTbl 1 T.4.

€3 Hcropms cossrmmi

@ Cupaza Coeaems o cern

Mpesemaas parpyma HET
Tpenesies seseeparypa HEIT

Mimmiarssos sprese s AKE

UPS SNMP v1.4.9 bush on 16:02.04 Feb 26 2028

220168033E12890400117

NP Agent
At
Office

20050827 113726

Odayls) 00:49:10

2240125 111842

«NHdbopmauua» — « SNMP nHdopmauusn» - «CBeaeHns o ceTu»

[aHHasa Bknagka MNo3BoNsSeT MNpoBepuTb 0a3oByD MHGOPMALMIO O CETEBbIX
MAC-agpec, napameTpbl coegmHeHnd, agpec IPv4, agpec IPv6 n gp.

KopoTkun nyTb K MHpopmaLmm

HacTpovKax KapTbl:

CkauaHo c sec.ru



Hupopmanns # [nasnax

SNMP msgograae

O Ycramosa napamerpos

3 Hcropmx coburmmi

© o ey

MACampec: 18250500494 Coctomame coemmeme - 100M Mot symaenc

E-mad cepoep Cepoep wpesiera - poolap.org

Pvé

TPapec: 1921687069 Macka cemn: 2552552540 Mos: 192468701 Tiepuiramai DNS Broperame DNS :  192.168.14

Pv6

IPaspec TPV soxammnai aspec : £260:0000.0000:0000:1425:03 00494764 TPv6Tod axpee Ilmos: £80:64 Tlepewransi DNS Bropuuas DNS

4.1.3 Tekywasa uHdopmayums:
«UHdopmaumsa» — «Tekywaa nHcpopmauma»

Hwxe npuBepeHbl Npumepbl MeHo Anst npotokona Megatec 1:1. MNpu BbIGOpe Apyroro npoTokona,
KOHUrypaums oTobpaxxaeMblx AaHHbIX MEHSIETCS.

«UHdopmaumsa» — «Tekywana nHcpopmauua» - «kBxogHble napameTpbIi»

[aHHoe OKHO oToGpakaeT mapameTpbl ceTu Ha Bxoge MBI coctosHMe BxOOQHOW cCeTw, Tekyliee
HanpshkeHue, MaKCUMarbHO 3ahmkcmpoBaHHoe BXOQHOE HanpsixeHue, MWHUMarbHO
3ahMKCMPOBAHHOE BXOOHOE HaNpsiXeHue.

€3 Fctopmx codwern

© Copasa Bucomse mpuierpes

Hngopuam o5 AKS

«UHopmaumsa» — «Tekywaa nHgpopmaumsa» - «BbixogHble napamMeTpbi»

[aHHoe OkHO oToOpaxaeT coctosiHue Bbixoga WBI: Tekywee Hanpskenue, ctatyc UBI, Tekywas
Harpyska (B npoueHTax).

Teryman mugopsams

[ Jp S————

€3 Heropms oot
Bramase apmaeTp

Cocromume moxaza © Fleramse o7 cemn
@ Copasa

Hespopuarms of AKE Harpysa MBI ot

«UHopmaumsa» — «Tekywana nHcgpopmaumua» - «<MHdopmaums 06 AKb»

HaHHOoe OKHO oTobGpaxaeT Tekyuee coctoaHve 6Gartapen: Temnepartypa, cocTosiHue ©Gatapen,
HanpsbkeHne ©aTtapenHom rpynnbl, eMKOoCcTb Oartapen, garta nocnegHero TecTMpPOBaHUA, Aarta
crnepyoLlero TeCTMpoBaHua (ecnu 3annaHMpoBaHa).

LY r——

63 Hecropax cobsrrai Teas uoc
3 Hewop 2 S— ewmeparypa ¥

ocTomme o Ho
@ Copuxa Brruonuse napaserps Cocramme Satapes opa
Hspopasapm of AKE Harpexeme AYE 1108

Exancrs AKE 100%

20240135 11184
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4.1.4 OucTaHUuMOHHOE ynpaBrieHue:
«UHdopmaumsa» - «ucTtaHUMOHHOE ynpaBneHue»

[laHHOEe OKHO COAEepXXWUT KoMaHAbl yaaneHHoro TectupoBaHust U ynpaeneHuns UBIM. OkHo cogepxuT
cnegytoLne KoMaHabl:

OTmeHa TecTupoBaHus (Korga TECTUPOBaHME YXKe 3anyLeHo)
Tect 6atapent Ha 10 cekyHg

TecT go npegynpexaeHus o paspsage AKB (HanpskeHne EOD)
TecT 6atapen B Te4eHne 3a4aHHOro BPEMEHN B MUHYTaX
Otnpasutb MBI B COH Ha onpegenéHHoe Bpems
Mepesarpyska NBI

OTtmeHa BbikntoveHus (BoiBog UBIM n3 pexxuma cHa)

BkntodeHne\BbikntoueHne 3ByKOBOro curHana

BHumaHue!

A KomaHabl yoaneHHoro ynpasneHus UBI1 oTkntoveHbl Anga TpexdasHblx
MBI no uensax 6esonacHOCTM 3alumaemoro obopyaoBaHus.

€3 Heropas cofermsi

Casonponepra HETT

JE= O one
[ER [p Svy—
[0 ————
L
| Noarecpmn

4.1.5 Tpacumk:
«UHdopmauusa» - «Fpacpuk»

[aHHOe OKHO No3BonseT BblOpaTh AaTy M 0TOBpasnTb AaHHbIE B rpacmMyeckoM BMAE ANS Creayowmx
napameTpoB: BeixogHoe HanpsbkeHne, Temnepatypa, Harpyska UBI.

18 Mo s ) R v |

1021 1024 1045 1051 1054 1057 100 1103 1L06 1109 1192 115 1198 1121 124 127 1300 1133 1636 1139 1142 1145 1148 1050

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




4.2 HacTtpounka napameTpoB

[laHHOE MeHI0 coaepXXnT okHa HacTponkm napameTtpos UBIN, SNMP, npoTtokona nogkntoveHna k VBM,
KOMaHg no pacrnnucaHuio u T.4.

4.2.1 YctaHOBKa napamMeTpoB
«YcTaHOBKa napamMeTpoB» - «YCTaHOBKa napameTpoB» - «lapameTtpbl UBI»

[aHHOoe OKHO No3BOnseT BblOpaTb KOMMYHMKALUWOHHBLIM NpoTokon. Haxoasick B okHe «[lMapameTpbl
MBlN», BBeguTe Tpebyemble OaHHble (A4aHHble MOrYT pasnuyatbCs B 3aBUMCUMOCTM OT BbiGpaHHOro
npoTokona), HKe NpuBeaeH npuMmep Ans nportokona Megatec 1:1.

basoBble napameTpsbl:
® [potokon UBI: Megatec 1:1 - ns ogHodasHbix BT

® CepuiHbIN HOMEpP YCTPOWCTBA: AaHHOE OKHO MO3BOMSIET BBECTU cepurHbin Homep UBI ansa ero
naeHTuduKaumm B cetn

® |ID ycTponcTea: 3HavyeHue No ymonyaHuio - 1
©® KonnyectBo AKB: Beogutca uncno AKB, nogkmntodeHHbix Kk MBI
® Kon-Bo ayeek B AKB: 3HaueHne no ymonyaHuio - 6

® HanpsbkeHne 3sapsbkeHHbiXx AKB: BBoguTcsl 3HadyeHMe B nepecyeTe Ha s4venky. 3HavyeHue no
ymon4anuio - 2.25

©® HanpsokeHne paspskeHHbix AKB: BBoguTcsa 3HadyeHue B nepecyeTe Ha SYEnKy, 3HadeHune ro
ymon4anuio - 1.65

® KannbposouHbin koadhdpmumeHT AKB: BBognTCca 3HayeHne B nepecdeTe Ha S4enky, 3HavyeHue no
ymon4yanuio - 0

® [lata nocnegHen 3ameHbl AKB: Beogmtca pgata nocnegHen 3ameHbl AKB, nnbo pgarta crapta
akcnnyarauuun VB (ansa Hosoro MBIT)

® Llykn coxpaHeHus gaHHbix MBIM: 3HavyeHne no ymonyaHmio — 1 MuH.

Mocne BBOAA AaHHbIX, HAXXMUTE KHOMKY «[oaTBepanTb» BHU3Y aKpaHa

Monb3oBaTenbckue napameTpbl CBA3M:

® BkritoyeHne HacTpamBaemMon KOMMyHMKaLmu: o ymonyaHuio Bcerga BKNHOYEHO
® CkopocTb: [Inga BHewHen SNMP kapTbl ycTaHaBnmBaeTcs 3HadeHne 9600

® KoHTponb nepefayun: 3Ha4eHne no yMOrYaHu — BbIK.

® [IpoBepka YeTHOCTU: 3HadeHne No ymondaHmo — 0

® buTbl faHHbIX: 3HaYeHe No ymonyaHumio — 8

® Cton 6uTbl: 3Ha4YeHne No ymonyaHuio - 1
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Canorectmposasme
B — MogaToc-1.1
Anapitmes smvees

Hampsesnse pasprsesmex AXE (0.018)

Eamnéponcensh smblmmen AKE (0015)

20230101

Cropoc o

U0 DRUDONE

«YcTaHOBKa napamMmeTpoB» - «YCTaHOBKa napamMeTpoB» - «CamoTecTMpoBaHue»

[aHHOe OKHO MNO3BOMseT 3agaTb HacTponku TectupoBaHua MBI no pacnucaHuio. Bbibupatortcs:
WHTepBan mexay tectamu (1 pa3 B Hegento nunu 1 pas B Mecsil), AeHb U BpeMsi TECTUPOBaHUS, a Takke
TVN TecTa.

Mapauerps: KET

Azapmfinee sumecims

Bpeattecrs

——

Torsomaresacroe spescx vecra HIBII (lacam)

«YcTaHOBKa napamMeTpoB» - «YCTaHOBKa NapamMeTpoB» - «ABapuUiHble 3HaYEeHUA»

BHumaHue! HacTtpoinkn, BBeOEHHblIE B JAaHHOM OKHe, He BnusT Ha paboty UBIT. OHu BBOAsTCS
NCKNIOYNTENBHO A9 MOHUTOPUHIa U MHOPMUPOBaHMA Nonb3oBaTesns o coctodaHun NBI n cetu.

[laHHOE OKHO MO3BOJISIET HACTPOUTL aBapUNHbLIE 3HAYEHNS CNEAYHOLLMX NapaMeTpoB:

® Bpemsa notepu ceasm ¢ VIBIM: Ecnu UBI He oTBevaeT Ha 3anpocbl kKapTbl B TeYeHME 3afaHHOro
BpeMeHU, kapTa curHanuamnpyet o6 owwmnbke. 3HaveHrne no ymon4daxuio - 30 cek.

® [IpeenbHas Harpyska: YpoBeHb KpUTUYHOWM Harpy3ku B NpOLEeHTax, 3Ha4eHne no ymonyaxuto - 70.
Ecnu 3HayeHre nogHMMaEeTCs Bbille 3a1aHHOro, KapTa NepexoauT B COCTOSIHUE aBapuMn.

® [pegensHas Temnepatypa UBI: AsapuinHasa temnepartypa UBI. 3HayeHre no ymonyaHuio —
30 °C.

® MvHumanbHoe HanpsbkeHve advenku AKB: 3HadeHne no ymonydanuio - 1.80 B. [ns Bbibopa
3HaJYEeHNs OPUEHTUPYNTECH Ha 3HaYeHnsa HanpsbkeHnss EOD 1 Bawero UBIT.

® [lpegenbHO BbICOKOE BXOAHOE HanpshkeHue: MakcvManbHO [OMyCTUMOE HanpshKeHne CeTw.
3HaueHve no ymonyaHuo — 240 B.

® [lpeaenbHO HU3Koe BXOAHOE HanpsbkeHue: MuHuManbHO [OMNyCTUMOE HanpsikeHue CeTu.
3Ha4veHune no ymonyaHuo — 200 B.

® [IpegenbHO BbICOKOE HanpsikeHne Ha Bbixoge MBI MakcumarnbHO AonycTUMOe HanpsbkeHue Ha
Bbixoge VMBI, 3HavyeHune no ymonyaHuio — 241 B.

® [TpegenbHO HUM3Koe HanpshkeHve Ha Bbixoge WBI: MuHuManbHO AonycTMMOEe HanpshkeHwe Ha
Bbixoge MBI, 3HadyeHue no ymonyaxuio — 219 B.

® ABapuiHbIN curHan Hu3kon emkocTn AKB: 3HaveHre no ymonyanuio - 30%.
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® [IpegenbHas octatouHasi aBToHomus AKB: 3HavyeHme no ymMonyaHuio - 1 MyH.

® [lepuogunyHocTb obcnyxunsanHms AKb: 3HadeHne no ymonyanmo — 0.

® Bpema aktueauum asapum WBI: Kapta gorpkHa 3adumkcMpoBaTb Hanuvyve aBapum n pas ans
MHOPMMPOBaHUA NOMb30BaTENS O NPOUCLLECTBUN. 3HAYEHUE NO YMONMYaHuio - 3.

Tlapaerpss HETT Bpescs movepe caxan ¢ HBI1 (16 EN|
@ copama Clidtdecagchmine Tipezesamas marpyma VBT (19%) (0 ]

: v S E—

v
Bpen smuzazone ansgen BT 3

4.2.2 PacnucaHue BknoveHusi/oTknoveHusa UBI
«YcTtaHoBKa napameTpoB» - «Pacnucanue Bkn/Bbikn UBI» - «YcnoBus BbikntovyeHus UBM»

[laHHOEe OKHO MO3BOrISIET BbIGPATh CLUEHAPUK, NPU KOTOPbIX HeoGxoaumo oTknounTs VBTT.

@ Heropas cobmeni

© copua o= [ ] - @= ] ten (AGpuomma ) 150nes v 3 -

«YcTaHOBKa napameTpoB» - «PacnucaHue Bkn/Bbikn UBI» - «<HegenbHoe pacnucaHuve»

[laHHOe OKkHO no3BonsieT Bbl6paTb HedernbHOEe pacnnucaHne peryndapHoro Bkrn4YeHUA U BblKIMKOYEeHUA
MBI, Takke B OkHe HacTpanBaeTCsa OTrnpaBKa onoseLlleHna o 3annaHnpoBaHHOM OTKITKOHYEHNN.

3 Heropm cobummi

YVeaomes semmesms HETT Brcmmene (kbemam) Becommenme (bh:mm)

© comm - ——
[S—— E— [ — e )
e s (50 f— —
HeTmeps
s —
[———— T [P —
==

«YcTtaHoBKa napameTpoB» - «Pacnucanue Bkn/Bbikn UBIM» - «PacnucaHue no gatam»

[laHHOe OKHO Mo3BONSET 3aaaTtb Aaty n BpemMd And BKIOYeHUA U BbIKIHOYEeHUA MBI. Takke B OkHE
HacTpaunBaeTCcd oTnpaBKa ornoseLleHna o 3aniaHMpoBaHHOM OTKITKOYEHUN.
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1) Hingopamn

€3 Hecroprs cofums
Veaomes sukoseren HET Jama (VY YVABLDD) MBIl mcmaen fikims) L pr——

® o e e T

T — —
— —o —

—/) —— ——

C— ——

— — C——

(— — ——

Ompamscmason [ some o s
=

«YcTtaHOBKa napameTpoB» - «Pacnucanue Bkn/Bobikn UBI» - «YaaneHHoe npobyxaeHne WOL»

[aHHoe OKHO nos3BondAeT 3ajaTb MNapaMeTpbl yganeHHoro nobyxaeHusa xocta. [lepeg
ncnonb3oBaHMEM faHHoM dyHKumK, yoeguTtech, uTo Baw MK nogaoepxmeaet e€. BoamoxeH BapuaHT

OoTnpaBKn WOL curHana Nnpn BOCCTAHOBJIEHUN 3MNEKTPONMNTAHUA, nnéo npn BOCCTAHOBNEHNN €MKOCTU
AKB.

BHumaHue! dopmar 3anncu IP agpeca — IPv4, dopmart 3anncu MAC agpeca — OBOeTouMe nocre
ABYX, 3anncaHHbIX Nogpsa, CUMBOIOB.

Pacrneasme Hao/Baxa MBI

€3 Heropme cofarmmi

@ Copana ™ Mac Onepauns
PR o C—) /) =
- — ——
Foer3 ] ]
Roced I =
Xocr [ m
Nord C—)
Taer ]
Toers C—
W
===3
4.2.3 Cetb

«YcTaHOBKa napamMmeTpoB» - «CeTb» - «IPv4»

[laHHOe MeHIo npegHasHaveHo Anda 3agaHus Hactpoek IPv4. OHo nossonsieT Bbidpate DHCP, nnbo
3agaTb HacTpomnku ctatudeckoro IP agpeca SNMP kaptbl. [ns ctatudeckoro agpeca Heobxoaumebl
cnegywowime gaHHele — IP agpec, Macka cetw, W3, nepsuyHbIn 1 BTopu4dHbid DNS. lMocne 3anucn
AaHHbIX (Mnn Beibopa DHCP) HaxmuTe KHoMKy «[loateepanTby.

Cevenan couma

DNS cepaep
Tlepmrni DNS

Bropwana DNS
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«YcTaHOBKa napameTpoB» - «CeTb» - «IPv6»

[aHHOe MeHI0 npedHasHayYeHo Ans 3agaHus Hactpoek IPv6. OHo nossonset Bblbpate DHCP, nnubo
3agaTtb HacTpouku crtatudeckoro IP agpeca SNMP kapthl. [ns ctatudeckoro agpeca Heobxoanmbl
cnegywowime gaHHole — IP agpec, npedukc, w3, nepBuyHbin U BTOpUYHbLIM DNS. lMocne 3anucu
AaHHbIX (Mnn Boidopa DHCP) HaxmuTe KHOMKy «lMoaTBepauTby.

.
© o = R
Co—

Cenesas comrma

Paspec
-

It fe80° 202 aclT fe55 88a8/12

DNS cepeep
Tlepuremack DNS 20014850 4860 858

Bregarenssh DNS

«YcTaHOBKa napamMmeTpoB» - «CeTb» - «CeTeBas ccbisika»

[laHHOe OKHO nosBonsieT HaCTPOUTb CKOPOCTb nepenadvn AaHHbIX KapTbl B CE€Tb U eé gencTeud npu
OTCYTCTBUUN CETWN.

] Hmpopuroee

€3 Heropas coburaii ot Cocromme cormmen
® o e E—
TN
=
4.2.4 SNMP

«YcTaHoBKa napameTpoB» - «SNMP» - «Cuctema»

[laHHOe OKHO MO3BONSAET HACTPOUTb CBEAEHUS O CUCTEME — UMS CUCTEMbl, UMS aAMUHUCTpaTopa,
AaHHble O NoKauuu KapTbl. Takke 34eCb MOXHO HACTPOUTL NOPT NOAKMOYEHUS K KapTe (M0 yMOn4aHuio
— 161) n nopT trap onoseLleHnn (Mo ymonyaHuio — 162. MIB pain, ncnonb3yemMmbln o0 yMONYaHuo —
PPC.

. e —

— s
Cucresmsos man. SNMP Agent
R e
Tepr SNMP
S e -

«YcTtaHoBKa napameTpoB» - «<SNMP» - «kNMS»

[aHHOEe OKHO CrnyXuT Ons HacTPOWKM AocTyna K kapTe no npotokony SNMP. Ecnv gaHHoe OkHO
ocTtaeTtcs 6e3 3anucen, B TaKOM criydae Ha NOAKMYeHue K Kapte no npotokony SNMP HeT HuKakux
OrpaHNYeHnn N MOXHO CYMTaTb AaHHble ¢ KapTbl ¢ noboro IP agpeca. Npu BBOAE AaHHbIX B 3TO OKHO —
IP agpec, Bepcusa NpoTokona, coobLecTBO, 4OCTYN K KapTe ANS CYUTbIBAHWUS AaHHbIX OrPaHUYNBAETCS.
[nga coxpaHeHus HaCTPOeK HaXXMUTe KHOMKy «[loaTeepanTby.
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BHumaHume! MO gns 6e3onacHoro 3aeeplueHnst paboTbl 1 MOHUTOPKWHIA, NPeaoCTaBnsieMoe TPETLEN
CcTopoHoun, paboTtaeT no npotokony SNMP n MoxeT cunTbiBaTb OaHHble C KapThl. Ecnn cooblecTBo,
3agaHHoe B MO - «publicy, NMS He TpebyeT HaCcTPONKM.

Creres " Bepenn Cosfmecrnn Meassssrress K cepragmarra LR —

<

Rl e e Ean e

«YcTaHoBKa napameTpoB» - «SNMP» - «Trap»

[laHHOEe OKHO CnyXuT ONa HacTpowmku trap onoseweHnn. MoxHO 3agatb IP agpec nonyyarens,
Bepcuto trap (SNMP v1 Trap, SNMP v2 Trap, SNMP v2 Inform, SNMP v3 Trap, SNMP v3 Inform) u
coobuwectBo (Hanpumep, public). CoobwecTBo BbINOMHAET (OYHKUMIO Mapons Ansa trap, a Takke
No3BOSISIET MPOBEPUTL LIENOCTHOCTL HacTpoek. [locne 3agaHna HacTpoek, 3aJaeTcsd YMCrOo MOMbITOK
OTNpaBKX trap-OnoBeLLEHUIA U BPEMEHHOW MHTepBan Mexay nonbiTkamu. [ns coxpaHeHus HacTpoek
Haxkmute kHonky «lMoaTeBepanTb». MIB dann SNMP kapTbl MOXET ObITb 3arpyxeH B cneunansHoe MO,
ocCyLecTBNALEee HernpepbliBHbIA MOHUTOPUHT.

[————
8 = Crcrea w
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® Copuna M8

[Fosmomman ] | ]
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4.2.5 E-mail
«YcTaHoBKa napameTpoB» - «E-mail» - «CepBep».

Mcnonb3yeTcs Anst OTApaBKku MO 3MEKTPOHHOW MoYTE YBEOOMMEHWM MPU HACTynfNeHUn 3agaHHbIX
cobObITUI UNKN eXXxeQHEBHbIX OTYETOB.

¢ E-mail cepBep: gocTynHbl TonNbko SMTP cepeepsbl

e E-mail nopT: nopt no ymonyaxuio — 465

e E-mail wndpposaHue: goctynHel SSL/TLS, STARTTLS

e AZipec oTnpaBuTens: 3anorHAeTcs agpec oTnpasnTens

e E-mail TpebyeT naponb: a\Het

e /IMa y4yeTHOW 3anucu: BBoamTcs MMs y4eTHOW 3anucun oTnpaBuTens

¢ [Taponk: BBogutca cneumanbHbIn naponb ans cnykéel SMTP yyeTHOM 3anmcu

e OTnpaBuTb TecToBOE NMcbMO: fa\HeT
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Onsperemme massonarer

E-Mail nopr 465

@ Copaa

e FYST— o
IR—
B et EN
ok semcn

MpumeyaHue

MHorve nybnvyHble NOYTOBbIE CepBUCHI NpegnaratT GecnnaTtHble YCNyrn 3NEeKTPOHHOW MoYTbl C
ncnono3oBaHnem WEB wuHTepdgenca ©OpaysepoB. BonblwMHCTBO NOAoOGHbBIX CEPBUCOB MO3BOMSOT
MCNOMNb30BaTb BHELLUHWE MOYTOBbLIE KITMEHTbI, HO TPEOYHT AOMNONMHUTENBHON KOHUIypaunu.

Hanpumep, ons koHdUrypawumm no4ToBOro cepeBmuca Ha cepmce mail.ru HeobxogMMo ykasaThb:
Cepsep ncxogsawen noytsl (SMTP-cepep) smtp.mail.ru

MopT, anga pabotbl ¢ SMTP-cepBepom 465

MMst NOYTOBOIO SALLKMKA

CneunanbHbln Naponb ANs BHELIHUX NPUNOXeHWA (0BblYHbIM Naponb Ans AOCTyna K No4YTOBOMY
Aawmky no WEB nHTepdency He noaxoaur).

CneunanbHbI Naporib MOXHO NOMYYUTb, BOMAS B YYETHYIO 3anmMcb Ha mail.ru u B KoHduUrypaumm
YY4ETHOWN 3anucu HanuTu NyHKTbl «[laponb 1 6esonacHocTby = «lMaponu Ansa BHELWHUX NPUITOKEHUAY.

«YcTaHOBKa napamMeTpoB» - «kE-mail» - «OnoBeweHne nonb3oBaTensa»

B paHHOe OKHO BBOOATCS 9NEKTPOHHblIE afpeca Mnonb3oBaTenen, KoTopble OyayT nonyyatb
coobueHnsa o HewTaTHbIX cutyaumsx ¢ MBI n B ceTtun.

[ e — Copass Brmoun et v
oo TR —

«YcTaHOBKa napamMeTpoB» - «kE-mail» - «[laHHbIe»

B faHHOe OKHO BBOASATCS SMEKTPOHHbIE agpeca nosfib3oBaTeneln, KoTopble OyayT eXegHeBHO
nonyyaTb JNOr [OaHHbIX 32 npoweawme CcyTkn. Bpemsi oTnpaBku exeaHeBHbIX COOOLLEHWIA
hMKCMpPOBaHHOE, OHO 3afaeTcs B JaHHOM OKHE.

2 e - Ca—

Copema Onepenemme namsemrens [A—

Ana§
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4.2.6 HacTtpounka poctyna
«YcTaHOBKa napameTpoB» - «kHacTponka goctyna» - «[lonb3oBatenm»

[laHHOEe OKHO MO3BOISIET 3a4aTh Nonb3oBaTenet n ux npaea ans goctyna B WEB uHTepgelic.

[ Hngopamms

3 Horopm cotarmsi
T —

s — — ——

oo — [— ) =

o [— S o
— — ——
(o

«YcTaHOBKa napameTpoB» - «kHacTponka goctyna» - «SSL»

B naHHOe OKHO MOXHO noarpysntb K4 u ceptudmkar SSL ans goctyna B WEB mnHTepdenc no
3almieHHomMy npotokony HTTPS.

3 Heropm cobermsh

Homsosarenn Basense macTpoiie

@ G T s
o

RADIUS

LDap SSLceprmganan

e - J -

«YcTaHOBKa napameTpoB» - «kHacTtpomnka goctyna» - «<HTTPS»

[laHHOe OoKHO no3BondAeT BbibpaTh NnpoTokon Bxoga B WEB uHTtepdenc — HTTP unn HTTPS.

@ Horopas coferme

Crpasa ssL

Coner. Marcioamend pamerp sarprxcaescrs duim - 40M!

«YcTaHOBKa napameTpoB» - «kHacTponka goctyna» - «cRADIUS»

[laHHOe OKHO NO3BONSIET 3aaaTtb HacTporiku ans RADIUS cepBepa. 3agatoTtcsa agpec cepeepa, nopr,
Kog JoCTyna, MakcumasribHoe BpeMsi COeaUHEHUS, KONMYECTBO MOrMbITOK COeAUHUTLCA.

oo RADIUS Janpeusamy v
HTTPS
T ——
Dar Tloge cepoepa 1812
O oz
Bpeser coemmemer semao (1e) 5
K0 noeepms pom e 3

«YcTaHOBKa napameTpoB» - «kHacTpownka goctyna» - «LDAP»

JlerkoBecHbI npoTokon goctyna K katanoram (Lightweight directory access protocol - LDAP)
NO3BOMSIET NPUNOXEHNAM ObICTPO 3anpalunBaThb U Nony4aTb MHPOPMaLNIO O NONb30BaTENsX.
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https://ru.wikipedia.org/wiki/%D0%A1%D0%BB%D1%83%D0%B6%D0%B1%D0%B0_%D0%BA%D0%B0%D1%82%D0%B0%D0%BB%D0%BE%D0%B3%D0%BE%D0%B2

€3 Heropex cofnemmc

@ Copasa
Bumourm, LDAP Janpeusaty ~

3

Topt capeeps

4.2.7 CucremHoe BpeMA
«YcTaHOBKa napameTpoB» - «CucreMmHoe BpemMs»

[laHHOe OKHO NO3BOMNSET HAaCTPOUTbL BPEMA CUCTEMbI, a Takke 3adaTb napameTpbl nepesarpysku u
npuHyanTensHo nepesarpysnts SNMP kapTy.

NTP (CepBep BpeMeHHU):

HacTponkn cepeepa BpemeHn. SNMP kapTa aBTOMaTU4ECKNM CUHXPOHM3MPYET BPEMS C BblOpaHHbLIM
cepBepoM.

PyuyHasa HacTpouka:

HaxaB kHonky «Tekywee Bpems NMK», SNMP kapta npuHyanTenbHO CUHXPOHN3UPYETCH C BPEMEHEM
MK. Ona KOPPEKTHOM 3anncu >XyYpHanoB AaHHbIX M COObITUIA Ha KapTe LOMMKHO ObiTb YCTAHOBMEHO
aKTyaribHoe Bpems.

ABTOnepe3arpyskKa:
Linknuyeckas nepesarpyska: PerynsgpHas nepesarpyska kapTbl Yepes 3aaHHbI nepuos.

Mepesarpyska nocrie Bbixoga M3 cetu: SNMP kapTa nepesanyckaeTcs, ecnu npoucxoauT eé
OTKIIOYEHNE OT CEeTU.

Mepe3arpyska cuctTeMbl:

MpuHyauTensHas nepesarpyska SNMP kapThl

3 Heropes cobserni

NTE (Ceprep zpestesms)

—
e ipmormses cpes e A —
s e
E—
b () (N
A0 nepessrpyava
—
[P —
===
Iepesarpya cacreuss
U .

4.2.8 O6nayHasa nnarcgopma

«YcTaHoBKa napameTpoB» - «ObnadHasa nnatdopmay.
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HacTponka nepegaym gaHHbix SNMP kapTbl Ha obnayvHbIn cepep.

3 Mevopms cobsrmi

Hacrpoiiu napauerpes

® Copaa —
R  —

4.2.9 Asbik nHTepdenca

«YcTaHOBKa napameTpoB» - «S13bIK»

[laHHOe okHO no3BonsdeT BblbpaTh A3blk WEB mHTepdenca n E-mail coobeHun.

3 Herops coerri

Saar mezepdeiica

Copua

S Dyccont v
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4.3 WcTtopusa cobbiTumn

D,aHHOG MEHK COAEPXUT pasriinyHble XKypHalrbl W JOrn. ,D,J'IFI KOppGKTHOVI 3arnncun XypHarnos
y6eD,I/ITer B npanu'leoﬁl YCTaHOBKE CUCTEMHOIo BpeMeHU Ha KapTe.

4.3.1 XypHan AaHHbIX
«McTopus cobbiTniny - «XKypHan gaHHbIX».

B XypHarne AaHHbIX 3anucbiBalOTCA: BXOOHOE M BbIXOOHOE HarpshkeHue, YacToTa, YPOBEHb Harpysku,
HanpskeHne n émkoctb AKB, Temnepatypa BHyTpu UBI. XKypHan no3sonseTt npocmatpmBaTtb COObITHS,
npouvsoLleLine B onpeaeneHHyo aaty unn MHTepean BpeMeHu.

) Hupopoams

Bpnar: (20250830 ] - (20250630 [ 3anpoc |
® Copaena Jama Broamoe manpamensie (B)  Bxoamoe manpsa. ne s wopuie (B)  Buixoamoe manpasennie (B)  Ypomens woumocrw (%)  Broamaw wactova(Tu)  Hampamemse AKE (B)  Tesmeparypa yerpoficrna (C)  Eancocrs Savapen (%)

mm 0% om0 a0 az 20 1000
400 w30 o0 am a 20 wm
5070 w30 I am a10s 20 w0
570 0% T am a 40 wam
950 050 T am [ 1w am
030 40 0 o 1 10 1
50 200 [ am } 40 1000
030 2030 [ am o4 s 0000
570 20050 e am w104 4 wm
550 2090 T ) w104 40 ™
y 24050 ) a0 1o 20 ™
y 0% o0 am 104 20 000
030 w30 I am w104 20 ™
050 0% s am a 20 0o
00 ws mw T 2w a 40 0o

4.3.2 XypHan cobbiTun
«McTopus cobbiTniny - «XKypHan coObITUny.

lNoka3biBaeT 3anncm 0 BCEX COObITUSX B Bbl6paHHy|'0 aarty. )KypHan NnOo3BONAET npocMaTtTpunBaTtb
co0bITHS, npousowieniline B onpenerneHHyo gaty nnm nHTepsasn BpeMmeHu.

Bpear: | 2024-10-01 - [m250630 | m

ETpRGITTS ITHEpoRE

Bisconoe arpuessne ua ssose HBIT

Oncaesse acmposue

Ssiirar rmmposa

¢ SP—
[ ——— fe—
R — JR—

[reS———— [ERS—
e — JE—
[S—-- JE—
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4.3.3 XypHan HacTpoek
«McTopust cobbiTniny - «XKypHan HacTpoek.

Moka3sbiBaeT 3anncu 06 naMeHeHun Hactpoek SNMP kapTbl. XKypHan no3BonsieT npocmaTpuBaTth
co6bITUS, NpOM3OLLEALLME B ONPeaEneHHy AaTy UM HTepean BpeMEHW.

Sy [T ] - [mem | 3

A

@ Crpames

4.3.4 XypHan nercTtBum
«McTopus cobbiTniny - «XKypHan gencteumy.

,D,aHHbIIZ XypHan cooepXut Bce OENCTBUA N WN3MEHEHUS HaCTpOeEK, BbIMNOJNIHEHHbIE B WEB

nHTepdence. XKXypHan no3BonsieT npocmaTpmBaTb COObITMS, NPOU3OLLEALINe B ONpeaeneHHyo aarty
MW UHTEPBAar BPEMEHM.

Bpesr . [2024-10-01

® Copenen

e

Yeneame

4.3.5 JKcnopT XypHanos
«NcTopusa cobbiTuin» - «QKCMOPT XXypHana.

Bbibupaetca onpegeneHHas pata unvM BpPEMEHHOW UMHTepBan W akcnopTupyeTca  nobon,
nHTepecytowmin Bac nor cobbiTnin, NpeacTaBneHHbIN B CrIUCKE.

O ) ] - [mmww

@ Copunen Ty [ Hopean g < EZ3
Hymean codumait
Hymean wacroon
——

Kypesan rpynnes Garaped

itoro Gnoka

4.4 CnpaBka

[laHHoe OKHO COOEepXWUT CrpaBOYHY WHpopMaumio o cucteme. MOXHO npoBepuUTbL BepCUto
npowmsku MO KapTbl, CEpUNHLIA HOMep KapTbl U Bepcuio WEB nHTepdenca.

4.4.1 O6HoBneHue MO SNMP kapTbl

[aHHOoe OKHO NO3BONSET BbINOMHUTL O6HOBNEHWe npowmBkn SNMP kapTbl. [na aToro ncnonb3yercs
YHKUMS OaHHOW cTpaHuubl — obHoBrneHne [1O. Haxmute kHonKy «BbiGpaTtb», noarpysute dann
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dopmarta bin, HaxkmuTe kHonKy « O6HOBUTLY Anst o6HoBneHus MO. Nocne BbINOHEHHOIO OGHOBNEHNS,
odncTuTe Kaw Opaysepa, 3aHoBO 3angute B WEB uHTepdeic. NpoBepbTe BEPCUMIO NPOLLMBKA KapThbl,

ecnu MO He 06HOBUNOCH, NOBTOPUTE AAHHYIO MPOLEAYPY, NOKa HE MONYyYUTCS BbIMNOMHUTL YCreLHoe
obBHoBNEeHe.

UPS SNMPv1.49 buik on 16:02:04 Feb 28 2025

20169

Hacrpoln sscnopta

Fncnopr guima

Hacposion mimepra

Thancpr aia

4.4.2 CO6poc A0 3aBOACKUX HAaCTpoeK

[aHHOe OKHO NO3BONSAET BbIMNOMHUTL COpocUTb HacTporkn SNMP kapTbl. [Ana aTOro ncnonb3yercs
KHOMKa OaHHOro okHa — «BoccTtaHoBUTbY». HaxmuTe AaHHYH KHOMKY, HaxmuTe «[loarBepantb» BO
BCMMbiBaloWeM OkHe Ans cbpoca HacTpoek. [locre BbINONHEHHOro OGHOBMEHMS, OYMCTUTE KaL
Gpay3sepa, 3aHoBO 3anaute B WEB uHTepdeic.

5 IO SNMP Protector

5.1 OnwucaHwue

MO SNMP protector npegHasHa4yeHo Ans MoHuTopuHra ctatyca MBI n 6esonacHoro 3aeBepLueHns
paboTbl 3awmwaemoro obopygosaHua Ha OC Windows. OHoO nmeeT 3 okHa:

1.0kHO HacTpoek
2.0OKHO NOAKNKYEHHbIX YCTPONCTB

3.0KHO onoBeLleHui
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U SNMP Protector

Settings Language Help

/7 )

1022026 @ Time Object Event
1 2021-02-26 17:32:10 10.2.20.7 Communication connected
102207 @ 2 2021-02-26 17:32:10 10.2.20.26 Communication connected

®
@

5.2 TloakntoyeHue KapTbl

OkHo HacTpoek cnyxut anga nogkntoveHns MO SNMP protector k SNMP kapTe. [Ana nogkrtoyeHns K
KapTe:

1.Haxmute KHOMKy «Settings» nnun Ha NMKTorpaMmmy HacTpPOEK.

¥ SNMP Protector

Settings _ Language Help

7| 1

Hanee:
2. Haxmwute kHonky Add, 4tob gobasuts SNMP kapTy.

3. Bbibepete npotokon SNMP. Npu Bbibope SNMP v3 BBeguTe naponb AocTyna K kapTte. [aHHbIN
naponb 3agaetcs B WEB nHTepderice KapTbl, CM. NYHKT 4.2.4.

4. Beegute IP agpec KapTbl, HaxmuTe KHOMKy «Query». Ecnn Bbl npaBunbHO BBenu agpec,
NosiIBUTCS BCMbiBaoOLLEee OKHO ¢ Hagnucebto «Host is online.

5. HaxmuTe kHOMKy «Surex» Ans NoaKoYeHns K kapTe.

2

General Shutdown Condition

Host connection

Host address SNMP port SNMP version

Event

@ Add X

3

User name:

(®) sNMP v1fv2
Password:

Authenticate: MD5

H O SNMP v3
2 I Add I Modify d Privacy: DES
‘Warning messages IHDStl |192. 168.70.224 | | Query |I 4
Popup warning message
SNMP port: |161 ‘ Community: |pub|\c |

Maximum execution time: |15

[ Run application before shutdown computer
E 5 =
T

Sure Cancel
2025-07-09 10:03:33

3akpownTe OKHO HaCTpoek, NPWU YCNELIHOM NOAKNIYEHMM OKHO NporpamMmmbl OyaeT oTobpaxaTb cTaTyc
MBI B OkHe NOAKMNIOYEHHbIX YCTPOWCTB U CTaTyC COEOUHEHUS B OKHE OMOBELLIEHUIA.
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&) SNMP Protector — ] X

Settings Language Help

/

192.168.70.224 @ Time Object Event

1 2025-07-09 10:07:45 192,168.70.224 | Communication connected

2025-07-09 10:08:23

Mpn nepexoge WBIT Ha ©GaTapeun, nporpamma oTOGpasnT WM3MEHEeHMe ero cratyca B ChWCKe
NOAKIMIOYEHHbLIX YCTPOWCTB W 3anycTuT 3aBeplueHne pabotel OC no 3agaHHomy cueHapuio. [Mo
YyMOnYaHMIo KOMNbIOTEP 3aBepLuaeT paboTty vyepe3 3 MuHyThbl nocrne nepexoga VBl Ha 6atapew.

& SNMP Protector s o X

Settings Language Help

/

Time Object Event
192.168.70.224 @
1 2025-07-09 10:07:45 192.168.70.224 Communication connected
2 2025-07-0910:08:45  System System will be shutdown in 500.0 minute(s)
3 2025-07-09 10:09:04 System System shutdown is canceled
4 2025-07-0910:09:36  System System will be shutdown in 500.0 minute(s)

2025-07-09 10:09:38

5.3 XypHan cob6biTuin
1.HaxxmunTe Ha nukTorpammy «XKypHany, YToGbl OTKPbITb NOr COBbITUN

2 SNMP Protector — O X

Settings Language Help
1

2.BBeante Heobxoanmbln Bam BpeMeHHOM nHTEpBarn
3.0kHOo oTOBpa3nT Bce cobbITUSA, Npoun3oLLEeaLINE B 3adaHHbIV Nepuoa
4. Haxxmnte KHONKY «Save as» Ang akcrnopTa nora B Excel dann
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(2) |Start date: [2021-0226 ~ | End date: [2020-02-26 || Read ‘
Date Host address Event
1 2021-02-26 17:3%:28  10.2.20.165 Communication connected
2 2021-02-26 17:32:10 10.2.20.26 Communication connected
3 2021-02-26 17:32:10 10.2.20.7 Communication connected
4 2021-02-26 11:57:57 10.2.20.7 Communication connected
5 2021-02-26 11:57:57 10.2.20.26 Communication connected
6 2021-02-26 11:57:41 10.2.20.26 Communication connected
7 2021-02-26 11:57:41 10.2.20.7 Communication connected
®
@\

Save as.. . Clear [1):4

5.4 WHdopmaumsa o NO

HaxxmuTe Ha KHomKy «Helpy, 4tobbl nony4nTtb Hopmaumto o Bepcum MO
@

7

Time Object Event
192,168.70.224 @
1 2025-07-09 10:07:45 192.168.70.224 Communication connected

& About X Jown in 500.0 minute(s)
Jown is canceled
Jown in 500.0 minute(s)
SNMP Protector v1.0.5 B s cancalea
Built on Jun 25 2023 15:23:01 ,‘“mcn lost

The program is used for power off protection by SNMP. L.
[ = " b jtion connected

2025-07-09 11:10:33

6 MO SNMP Management

6.1 OnucaHue

MO SNMP Management npegHasHadeHO Ana MoHuTopuHra ctatyca WBIT n 6esonacHoro
3aBepLleHns paboTbl 3awmwaemoro obopygosaHusa Ha OC Windows. OHo umeet 3 okHa:

1.MmaBHOEe MeHI0
2.0OKHO ynpaBreHus ycTponcTsamu

3.0KHO oTOBpaXKeHUs1 AaHHbIX
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(B SNMP Management - O x

System Language Tool Window Help @

Manazement station

Search station |

MNet Agent

@

6.2 HacTtpounka cucrtembl

MNepen noakntoyeHneM K kapTe HeobxoanMo 3afaTb napamMeTpbl KOMMYHUKaLUWK. [ins aToro oTkponTte
«System» - «System settings».

¢SNMP Version: Bepcusa npotokona SNMP, 4oCTyrnHbI TOMbKO V1 1 v2
ePolling cycle: Liukn onpoca

ePolling timeout: HTepBan mexay onpocamm

e Store data cycle: Bpemsi xpaHeHus1 JaHHbIX

ePolling retry: Kon-Bo nonbITOK NOgKIO4EHNS
]

 Managhnent station

H
[sear} station
L

NeAgent ‘
B system Setiings X

\.&‘“”‘“

Folling eyele

Polling timeout @ |100

Store data eycle

I i I i 4
" Fl )

Polling retry

6.3 HacTtpouka nouTbl

[aHHasa nporpamma no3BonsdeT HacTpouTb OTnpaeBky E-mail coobeHnin o coctosaHum UBI. dyHkuma
E-mail goctynHa Tonbko ana MO Bepcun 1.3.2 n Bbiwe. CoobLieHMs MOryT OTNPaBnATbCA B ABYX

crny4vasx: OTCYTCTBME HanpshkeHus Ha Bxoge, Huskun 3apsag AKB. Otkponte «System» - «Email
settings»:

e Enable E-mail — AktTnBmposaTtb E-mail

e Sender name — Beogutcs umsa otnpasutens (mogene VBIT)

e Sender Address — Agpec oTnpasuTens

¢ SMTP server address — Hanpumep smtp.mail.ru

¢ SMTP Port - o ymonyaHuo — 465

e Encryption — 1ns 465 nopta — SSL/TLS

¢ Authentication — HeobxogmMmo akTnBMpoBaThb ANS BBOAA AaHHbIX AOCTyna
e Sender account — [NoyTta oTnpasuTens

¢ Sender password — Napons SMTP, cm. 4.2.5
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e Send test E-mail — OTnpaButb TECTOBLIN e-mail

¢ Notified e-mail address — Agpeca nony4darenem
B £-Mail Settings X

Enable E-Mail

E-Mail Sender
Sender Name: SIPB1KA
Sender Address: test@mail.ru

SMTP Server Address: [smtp.mawl.ru

SMTP Port: [465
Encryption : SSL/TLS b
Authentication

Sender Account: test@mail.ru
Sender Password: sssssses
Send Test E-Mail Sure

Notified E-Mail Address

test@parus-electro.ru

6.4 TlNoakntoyeHue KapTbl

B okHe ynpaBneHusi ycTpoMcTBamu HaBeauTe Kypcop MbIM Ha Hagnuch NetAgent, KNUKHUTE MO
HaanMcy NpaBo KHOMKOW MbILLIN, HAXXMUTE KHOMKY «Add».

B snwp Management

System Language Window Help

Management station
Net A ~~n+
Add
Delete
Rename
Attribute
Refresh

MoaButca BCnnbiBakLlee OKHO, B KOTOpoOe HeO6XOD,I/IMO BBECTU NMA yCTpOVICTBa N HaXaTb KHOMKY
«Sure».

‘D Add station X

Station name: [Parusl } | Sure l

[lanee He0bBXO4MMO NEPEBECTU KYPCOP MbILIN B OKHO OTODPaXKeHMs AaHHbIX, KITMKHYTb NpaBoW
KHOMKOW MbILLKX B JIIOOOM MeCTe AaHHOrO OKHa, HaXkaTb KHOMKY « Add».
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\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




@ SNMP Management

System Language Window Help

Management station
= P Mame Position Device Status
v Net Agent
. Parus ‘ -
ettin

Browser device
Add
Delete
Attribute
Refresh

Beeaute IP agpec SNMP kapTbl 1 coobuiectso (no ymondaHmio — public). HaxmuTe kHonky «Sure».

B Add device X
*IP Address: 192.168.70.224

*Community: public

[] continuous adding device: 2 :

[C] Three phase input

B okHe oToGpaxxeHus AaHHbIX MOSIBUTCS CTPOKa, OTobOpaxatoLlee TekyLlee COCTOsIHME YCTPOMCTRA.

B SNMP Management

- o x
System Language  Window Help

anagement staton

[ Name Postion Device Status  mmunication Sta Temperature(’C)  Load(%)  OuputVoltage(V) atiery Capacity{* InputStatus  Battery Status Administrater
1 192.168.70.224 SNMP Agent Office 20 ] 2302 100
* Net Agent

® Parus

Adminstrotor

Ve mare

2025-07-09 114410

Mpn nepexoae MBI Ha 6aTapen, MO oTobpasnTt nameHeHne cratyca yCTponcTea.
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@ 5104° Mansgement - o x

System  Language Window Help

Mansgenent staton
P Name Position Device Stat Sty 0 Load(®  OuputVohage(V) stteryCapacity(X InputStatus  Battery Status Administrator

0224 | SNMP Agent Office. m i ] 0 230.1 100 lo input Administrator
v Net Agent .
Parus

2025-07-09 11:44:28

6.5 CuyunTbiBaHUe AaHHbIX

[Nsa cunMTbIBaHUS TEKYLUMX AaHHBIX U BbIFPY3KM NOrOB COOLITUI N AaHHbIX, oTkponTe «Windowy -
«Device panel».

@ 51MP Management - [u] b
System Langusge  Window  Help
Device panel
Management station . - . .
Display made v P HName Pasition DeviceStatus  mmunication Sta Temperature(*C)  Load(%)  Ouput Voltage(V) attery Capacity(%  InputStatus  Battery Status Administratos
92.168.70.224 AP Agen 210 0 202 1 Administr
B Managementsuation | | 19216870224 | SNMP Agent Office 0. 00 dministrator
¥ Net Agent
¥ Toolber
@ Pars
View mor

2025-07-09 11:45:30

MaHenb ycTponcTBa MMeeT criefyoLine okHa:

1.Mpadunk BXOQHOTO M BbIXOAHOMO HanpsiXXeHus
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@ 1P Management - o x

System  Language Window Help

Management station
L "» Mame Position Device Status  mmunication Sta Tempersture(°C) Load(%) Ouput Veltage{V) attery Capacityt Input Status Status Administrator
1] 19216870224 | SNMP Agent Office m ] 100 Administrator
~ Net Agent
Parus
Curent Device: 192.168.70.224
Chart Resitmedsts Datskog Setbg  Stawskg Devinfo
oltage
50
0 |
=
-3
2 mf
wl 1
)
T T 14500 T
Time
View mare
® 58P Management - a X
System  Langusge Window Help
Management staton
P Name Position Device Status  mmunication Sta Temperature(°C| Load(%) Ouput Voltage(V) attery Capacity(X  Input Status Battery Status Administrator
1 SNMP Agent Office 270 0 2301 100 Administrator
¥ Net Agent
® rPars
Current Device: 192.168.70.224
Chart Real time data Datalog. Setlog Status log. Dev info
Battery Input Output
Capaaty % e voltage: v voitage:
Vottage v Lne max valtage: X v
Frequency 0.0 "
Temperature: < Line mn voltage: v

Current: 0.0 A Frequency

View more

2025-07-09 11:45:59

3.2KypHan gaHHbIX

@ SNMP Management - o x

System  Language Window Help

Pt siston P Mame Position DeviceStatus _ mmunication St Temperature("C)  Losd(’)  Ouput Voltage(V) attery Capacity(X  Input Status _ Battesy Status Administrator
1 1920687024 SHMP Agent Office 0 202 100 Adeinisiator
 Net Agent
® rarus

Current Device: 152.168.70.224

Chert  Resltmedata Databg  Setbg  Sistsbg  Devino
Gearkoos Startdote: [2024- Eddate: (2250708 swe et
Date Dattary capacty | Battery voktage | Battery tempecsture | Batiery cument | Inpu ne vokage | Input mas ne voltage | Inpest min na voltage | Inpas fraquency | Output voltage | Outpes fraquency | e lo &

1 100 an 0o 2381 2449 50.0 2300 00 o
2 100 a2 00 2381 2448 50.0 2302 0.0 0
3 2025-07-09 11:4542 100 anp (1] 2384 2449 2302 00 0
4 WSOTITASE 1 05 7 00 219 500 a0 00 0
5 2025-0 11:44:42 100 3888 e 0.0 24458 50.0 2302 0.0 0
6 100 N o0 (1] 2384 2449 ['A) 50.0 00 0
7 100 ann 20 00 2381 2449 01 50.0 2302 00 0
s 10 a2 ) 00 21 9 o1 202 00 o
o 100, AL04 270 nn 283 2440 nl san. 203 an a e

4.KypHan HacTpoek
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@ 5P Management

System Language Window Help

staton
Mensgenem 3 Name Position Device Status

SNMP Agent Offie

¥ Net Agent

® Farss

Current Device: 152.168.70.224

Chart Resitmedata Datakg Setiog  Stamskg  Devinfo
Clear ogs:
Date ltem Value
5.2KypHan nameHeHus ctartyca
@ SNMP Management
System  Language Window Help
E P Name Position s
SNMP Agent Office
 Net Agent
® rorus
Current Device: 192.168.70.224
Chat  Resltmedata Delolog Setbg  Statskg  Devinfo
Clear logs
Date
09 11:4406
05 11:4045
09 11:38
09 11:37:06
09 1118:32
6 09111607
6.VHdopmaumnsa o6 SNMP kapte
@ 51MP Management
System  Language Window Help
Manmgernent siaon P MName Pesition Device Status.
192.168.70 SHMP Agent Office
¥ Net Agent
® rars
Curvent Device: 192.168.70.224
Chert  Resltmedata  Datalog  Setbg  Stawskg  Devinfo

LPS FW version:

Marufactre date:

Agent FW versan;

SEC.RU
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mmunication Sta

Temperature("C)

0 2301

Result

Status
Communication connected
Communication connected
Communication connected
Communication connected
Communication lost

Communication connected

Load(%] Ouput Voltage!

0 2301

Ouput Voltage(V) attery Capacity(%

Ouput Voltage(V) attery Capacity(®

attery Capacity

100

Start date:

41001

100

100

Input Status

Input Status

input Status

Battery Status

End date: | 20250709

Battery Status

End date: | 202

Battery Status

o x
Administrator
Administrator
Sure Export
Vewmare
7-09 11:47:55
o x
Administrator
Administrator
sure Export
View more.

2025-07-09 11:47:17

Administrator

Administrator

View more.

2025-07-09 11:48:08
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6.6 OToOpaxeHune ycTpomcTs

[na otobpaxeHns ycTponcTe B popmaTte MKOHOK oTkponte «Windowy - «Display mode» - «lcon

mode». [JaHHbIN BapunaHT yp,o6eH, ecnu Bebl ocyuwlecTtBlideTe MOHUTOPUHI HECKOJTbKUX yCTp0I7ICTB B
ceTn.

© SNMP Management

- o X
System Language Window Help
¥ Device panel
Management station L. = . o
Display mode B tble mode Name Position Device Status  mmunication Sts  Temperature(°C) Load(%) Ouput Voltage(V) attery Capacity(X  Input Status B Staty Administrat
IMP Agent Office 00 frmani:
Bl Mecegement station Icon mode SNMP Agy Offic 1 dr "t
 Nethgent
¥ Tool bar
®ras
Curentoenice: 192.168.7.224
Chart Real tme data Data og Setlog Status log Dev info
oot ovout
[T —
— Frequenc 0.0 He
= l *
e

2025-07-09 15:41:10

© 504P Mansgement

- o X
System Langusge Window Help
Management staton .
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