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Yacmb1. BeedeHue

1.1. ®yHKUUOHaIbHbIE 803MOXKHOCMU

NetAgentA - ato cemencteo kapt SNMP (Simple Network Management
Protocol) ans moHutopuHra WBI. KapTel no3BONAOT OCyLWeCTBNATb
yOaneHHbln MOHUTOPUHI W ynpasneHne WBI1, a Takke MOHUTOPUHT
oKpyXawLwien cpegbl Mpyv  MOAKMYEHUN  [OMOSTHUTENbHOIO  AaTyvka
Temnepatypbl, BNaXHOCTU U Hanuuus Bodbl. Mpn Mcnonb3oBaHWW daTyunka
NetFeeler BO3MOXHO mMony4YeHWe [aHHbIX OT [AOMOMHUTENbHbLIX OAaTYUKOB
AbIMa, rasa, OTKpbIBaHUSA OKOH M ABepen. [JOCTyNnHO NOAKMNoYEHME BHELLHETO,
cOBMeCTUMOro mogema ans paccbiniku CMC coobLieHnin (onumoHarnbsHo).

MopoepxuBaemble KOMMYHWKAUMOHHbIE MPOTOKOSbl  BKMHOYAKOT — «CyXMe»
KOHTakTbl, RS232[MegaTec], RS232[Phoenixtec], SEC 2400, SEC 9600,
MegaTec Three Phase n gp. NetAgentA obecnednBaeT NpocTyo npoueaypy
YCTaHOBKM M HacTponku |P-agpeca npu nomowim crneunanbHOW YTUIUTHI.
Kpome TOro, AoCTynHbl MporpaMmmbl AN 3aBepllieHnsa paboTbl HECKOMNbKMX
CUCTEM, TMOAKMIOYEHHbIX K JIOKanbHOW CeTU W LUEeHTpanmn3oBaHHOro
MOHUTOPWUHIra ANsi pasHbiX ONepaunoHHbIX cuctem. MNMpoune AoNoNHUTENbHbIE
BO3MOXHOCTUW KOHMrypauum MoryT ObiTb peanu3oBaHbl Yepe3 BEB-6payaep.

OcHoBHbIe xapakTepucTukum KapT NetAgentA:

(1) Noppepxxka SNMP MIB gna moHuTopuHra n ynpaenexus UBIT;
(2) AsToonpeaeneHue cetn 10M/100M/1000M Fast Ethernet;
(3) YnpaeneHue n koHpurypaums yepes Telnet, BEB-6paysep nnn NMS;

(4) Moppepxka npotokonos TCP/IP, UDP, SNMP, Telnet, SNTP, PPP,
HTTP, HTTPS, SMTP, FTP, Modbus, BACnet;

(5) Noppepxka wndposaHua SSL/TLS, SSH Encryptions;

(6) NpocTtaga HacTpolrika n obHoBneHne Yepea yTunuty Netility;

(7) OtnpaBka SNMP Trap, E-mail and SMS ansa onoseLyeHnsa o0 cobbITUSX;

(8) ABTOoMaTu4eckasn oTnpaska no email exxegHesHoro otyeta UBIT;

(9) KoppekTHoe 3aBeplueHne paboTbl unn rmbepHaumm CUCTEMbI NpU
nomowm MO ClientMate;

(10) OononHutenbHbin gatymk NetFeeler ana koHTponsi TemnepaTypbl,
BMNaXXHOCTW, HANM4nsa BOAbl, a Takke AOMNOMHUTENbHbIX AaTYMKOB AbiMa
N OTKPbIBAHWSI OKOH N OBEPEN;

(11) BoamoxHocTb nogkntoyveHust BHewHero Wi-Fi mogema gnga goctyna K
6ecnpoBogHbIM ceTAM (ONUMOHANBHO);

(12) BoamoxxHOCTb noakntoyeHna BHewHero GPRS mMogema anst paccbliniku
CMC coobLueHnin (onumoHarbHo).
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1.2. lMpumeHeHue

B NetAgentA penaet Baw UBI pocTtynHbiMm Yepe3s UHTepHeT

Mpu nogkntodeHnn NetAgentA k WBIT cuctemHblin agMuHUCTpaTOp MOXET
npoBeputb nwbor n3 napameTpoB kKaxgoro MBI B nokanbHOWM ceTu C
MOMOLLbI CTaHgapTHoro WHTepHeT-Opaysepa. [lonyunte pgoctyn  Ans
MOHUTOpUHra n ynpaenexumsa MBI moxHO Habpas IP-agpec NetAgentA B
agpecHoun cTpoke bpaysepa. [pu aBapumn anektponutaHna NetAgentA moxeT
OTNpaBnATb trap-coobuieHune, YTobbl NPUHATEL HaANexXalme Mepbl.

B NetAgentA ucnonb3yeT yTUNUTbLI AN 3aBepLUeHUA paboTbl

Ecnu Ha komnbioTep yctaHoBreHbl yTunutbl NetAgentA, M OH MOAKIIOYEH K
NIOKanbHOWN CeTU, TO MOXHO MNOAKMYMTBLCA K Ntobon 13 kapT NetAgentA B aTomn
cetn. Korga UBI1, B koTopoM ycTaHoBnNeHa kapta NetAgentA, nepexoguT Ha
paboTy OT aKKyMynsaTOpOB WM €ro  akKyMynsaTopbl  paspsiKeHbl,
ornepaumoHHaa cucteMa MOXeT COXpPaHUTb AaHHble B OTKPbITbIX hbannax u
aKKypaTHO 3aBepwuTb paboTy. OTO no3BonsdeT wu3bexatb MNOBPEXAEHUN
AAHHbBIX U CUCTEMBI NPWU BHE3AMNHOM MpepbiBaHUN NMUTaHUS.

B NetAgentA onsa MoHUTOpPUHra okpyXxarLen cpeabl

Kapta NetAgentA ¢ pgononHutenbHbiMM nopTamu RJ45 unu USB moxet
MCNONb30BaTbCA COBMECTHO C BHewWwHMM pfaTtdnkom NetFeeler, koTopbin
no3BonseT nonyyaTb 3Ha4YeHUd TemnepaTypbl U BRAXHOCTU OKpyXKatoLlewn
cpefbl, @ Takke curHanbel OT AaTYMKOB AbiMa, orHa u 6esonacHocTu. Besa ata
nHopmaumna poctynHa depe3 BEB-ctpaHuuy kapTbl. [lpy  OTKNOHEHMK
napaMmeTpoB OT  3adaHHbIX 3HAYeHWW, KapTbl MOryT OTNpPaBfATb
trap-cooBLLEHNs, SMNEKTPOHHYIO nouTy, SMS, coobLieHns B MecCeHmpKrepax
AN NPUBieYeHNs BHUMaHNA agMUHUCTPATOPOB CUCTEMBI.

Korpa pekomeHayetcs ucnonb3osatb NetAgentA?

O Korgma Bam Heo6xoauM yaaneHHbI MOHUTOPUHT U ynpasneHne WBIT.
Hanpumep, CUCTEMHbIN agMUHUCTPATOP MOXET KOHTPONMpoBaTb 4vepes3
MHTepHeT Bce WBI1, Haxogswmecs B pasHbIX MecTax Ha ©OonbLiom
yaaneHun. [lpn ycTaHOBKe yTuUnuTbl Ons  3aBeplieHus  paboTbl
«ClientMate», npuv BO3HWKHOBEHUW NpPoOBAEeM C 3NEeKTPONUTaHUEM
BO3MOXHO aBTOMaTU4eCKOEe COXpaHeHMe OaHHbIX U 3aBeplueHne paboThbl
CUCTEMBI.

® Korga Bam Heo6xoaMMm yaaneHHbI MOHUTOPUHI COCTOSIHUSA OKpYXatoLLe
cpeabl B CepBepHON KOMHaTe UNu Apyrnx noMelleHusx. Hanpumep, npu
ncnonb3osaHmm NetAgentA ¢ JONOMAHUTESIbHBIMY MOPTaMU B KOMMNJIEKTE C
patymkom NetFeeler, CUCTEMHbIN agMUHUCTPATOP MOXET MNOMy4YUTb
MHGOPMaUUNIO O TemnepaTtype, BMaXHOCTW, HanuyiuuM BOAbl U ObiMa B
nomeLLeHnn npyn nomowm crangaptHoro BEB-6paysepa.
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Yacme 2. Cepuu NetAgentA
2.1 Modenu NetAgentA Mini

Mogenu NetAgentA Mini

HasBaHue KomMmnnekT nocraBku BHyTp. | BHewH. | RJ45 | RS232 | ENV uUsB
Mmogenu nopTt nopT | NopT | nopt
1. NetAgentA Mini SNMP kapTta
DA522 2. NetAgentA Utility CD guck ¢ MO (onuus)* \
\Y \ \
3. PykoBoACTBO MO ycTaHOBKe (onuus)*
1. NetAgentA Mini SNMP kapTa
2. NetAgentA Utility CD guck c MO (onums)*
DA806 3. PykoBoacTBo no yctaHoBke (onuums)* V V V V V
4. M2509 kabenb USB (onuus)
1. NetAgentA SNMP kapTa
BA506 2. NetAgentA Utility CD guck c MO (onums)* v v v v v v
3. PykoBOACTBO MO ycTaHoBKe (Onumsi)*

* 0O v pykoBoACTBa Nonb30BaTens AOCTYMHbI ANA CKadymMBaHUsA Ha canTte lMapyc anekTpo.

2.2 CeemoduodHasi uHOukayusi NetAgentA Mini

MuoukaTopbl COCTOAHUSA Pasvem RJ45 Ethernet

OpaHxeBbIn

QEQ
KommyHukauums
Mwuraet
O6MmeH aaHHbIMK ¢ VBT =5 10M
1000M —
3enéHbin Xéntbin
3enéHbin Mentbiii
Z Bkn Mwuraet Bkn Mwuraet
100 Mpuém / 10 Mpuém /
CrtaTyc nutaHms CocTtosinne NetAgentA Mini M6uT/C Mepepnava MGuT/C MNepenaya
Bkn Bbikn Bkn Bbikn HaHHbix AaHHbIx
HopmanbHbin | HeT nuTtaHus B pa6ote OrtkntoyeH

Korga 3eneHblin 1 XenTblI UHOMKATOPbl CBETATCA
OOHOBPEMEHHO, CKOPOCTb OOMeEHa AaHHbIMU —
1000 M6wuT/c.

BHumaHwme: MNpun 06GHOBNEHMM NPOLLMBKM KPACHbBIV W XENTbIN CBETOANOAHbLIE MHANKATOPbI
nornepemMeHHO MUratoT, He OTKIYanTe nuTaHue!

A
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Kapta NetAgentA miniGo USB

D5
3enéHbIn

MutaHue
Bkn Bbikn

Het

HopmanbHoe
nUTaHus

XKentbin

NetAg r_ﬂ(.A
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wv
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CocrtosiHne NetAgentA
Mini
Bkn Bbikn
PaboTtaet He paboTaet

KapTta NetAgent9 mini-U USB

XKentbin

CocTtosiHue
NetAgentA Mini 9

A

NetAgent ‘ "
Mni-U USB |

100M 10M
MAC 00-03-EA-14-82-E0
B SIN'Y-3927225056

- B

Bkn

3enéHbIn

MutaHune
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Yacmb 3. YcmaHoeka npo2paMMHO20 obecrnevyeHust

3.1 YcmaHoeka N0

Bce nporpammbl ana  SNMP  kapTt NetAgent, Heobxoaumble Ans
ynpasnenus WBI n BbiknioyYeHns obopynoBaHusi, AOCTYMHbI Ha caunTte
komnaHuu Napyc anekTpo B pasgene: JokymeHtaumsa u IMO.

NokymeHTaums 1 NO
= = [For )
(Fie | [FiLe ) [Fiue ]
(Fie | o [ e ]
it | oa m
(Fius] om " m
(Fie |
o

o
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Hacmb 4. Hacmpolika NetAgentA

4.1 BeedeHue

K NetAgentA Bo3moxeH poctyn 4yepe3 BEB-vHTepdenc wunu tepmuHan c
ncnonb3oBaHMem npotokona un wudposaHna HTTP/HTTPS/SSH/Telnet. ns
nogknoyveHns Beeaute IP-agpec NetAgentA B Opaysepe m npuctynute K
KOH(purypaumm nnm MoHuTopuHry coctosHunsa UBIT.

HTTP

@) ),

~'

"
<

<

TELNET

-
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4.2 lMpouyedypa nodknroyeHuss NetAgentA

1. lMNogkniounte NetAgent k nokaneHOM ceTu

2. YcraHosuTe MO Netility B TOM e cetu

3. Netility BbINONHUT NOUCK BCEX OOCTYMNHbIX KapT
NetAgent B aTou cetn

e N
4. 3apante IP-agpeca kapT NetAgent:
(1)DHCP IP (no ymon4yanuo) (2)Crtatndyeckui IP
§ J
5. Beeaute IP-agpec 5. [IBaxXgbl HAKMUTE Ha 5. Bonante 4epes

NetAgent B 6paysepe (K NetAgent B Netility
AOMKEH HAaXoauTbCS B TOM

Xe rnogceTn)

HyperTerminal

6. Beibepute cootBeTcTBytowmii Bl npoTtokon Ha
BEB-cTtpaHuue koHdurypaumm NBIM NetAgent

7. Beegute npoyne napameTpbl Ha
BEB-ctpanuue NetAgent

Mpumeuyanne 1: Kaxpgas kapta NetAgent umeeT yHUKanbHbIA CEpPUMHBLIN
Homep, MAC-agpec 1 naponb. 3Ta MHOPMaUUsa NpMBEAEHaA Ha HaKNenke Ha
Kaxxgom yctponctee. OHa noMmoraeTt ngeHtudpuumpoaTtb kapTy B Netility.

pt

MiniGoUSB™

MAC:! 3-EA-18-C8-2E

:00-0:
Password:EA19F26C
TR

Mpumevanune 2: BHewHAa kapta NetAgent ¢ XKK-gucnneem moxet
oTobpaxaTb IP-agpec.

o

N -
\ /) SEC.RU KopoTkun nyTb kK MHcpopmaLmm CkauaHo c sec.ru



Mpumep cbopmaTa oTobpaxkeHus Ha XKK-aucnnee NnpuBeaeH HUXe:

IP-apgpec: 192.168.0.70

IP Addr IP Addr IP Addr IP Addr

19271687 07 70

Macka noacetun: 255.255.255.0

Mask Mask Mask Mask

255 7255 7255 T O

LWnto3:192.168.0.1

Gateway Gateway Gateway Gateway

192 71687 07 1

Ecnun unsBecteH IP-agpec NetAgentA BBeaute 3TOT agpec B bpaysepe gns
Bxoga (MK pormkeH HaxoguTbCs B OOHOW noaceTtu c kapTtown). [Ana mogenu
NetAgentA 6e3 XK-gucnnes ycrtaHosute [10 Netility gna noucka u
KOH(purypaumm IP-agpeca.

&« Y c M He sawpuweno  192,168.70.240

¢ Mapycanextpo & Google B YouTube G' Angeke P Kapre DB (406) YouTube (B WhatsApp

1 55 NetAgentA

n
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4.3 Netility — IO dns noucka SNMP kapm e s1okanbHOU cemu

4.3.1 YcrtaHoBKa Netility

MO Netility - aTto yTunuta, no3BonsOWAs MoOnb30OBaTeNto HauTu Bce
AocTynHble KapTbl NetAgent B nokanbHOW CeTW, a Takke YCTaHOBWUTb
IP-agpeca n 06HOBUTb NPOLLMBKM KapT. YTuUnuTa OCTyNHa ANA ckavyMBaHUA
Ha canTe komnaHum MNapyc anekTpo B pa3aene: [lokymeHTaumsa u MNMO.

Metility setup *

Bac npueercreyer nporpamma InstallShield
Wizard ana Metility

Nporpatdrda InstalShield[R) Wwizard yeranoewr Metiity Ha
KOMNBOTED. J10A NPOAOAKEHHA HAHKMUTE KHOMKY
‘Nanee’.

F

B Filezilta FTP Client

- Free Cam 8

Metility setup
G
BwGOp Nanku HasHaYeHHA

Hikamure nanky, B KOTOpYK GY0YT YoTSHOBNSHE! BafisL ll' §ame Bar

Mporpardra yoTaHoBkKH yeTaHoeut Metility B creqyiowye nanky. q Google Chrome

Hasrure khonky anee’, 4Tofkl BLINOAHUTE YoTaHOBKY B 3Ty nanky. Yrobs I-I a n Ka yCTa H O BKU N etl I Ity
BbINOAHMTE YCTAHOBKY B APYMYHD Nanky, HaskmuTe kHonkY '0630p' W BoIGEPHTE HY#HYK

nanky.

K.oHeuHan nanka Y /
C:\Program Files (2BE]\MegateciMetility Otizop...

—

< Hazan OrrmenHa

=y o
Uy Uninstall

1) Microsoft 365 (Office)

Myck / Netility ™ Microsoft Edge

gma Microsoft Store
u Cucrema

1N
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4.3.2 Hactpowmka u ucnonb3oBaHue Netility

OcHoBHoe okHO Netlity cocTont ns gByx 4yactemn:

1. Cnucok noakntoyeHHbIx kapT NetAgent 2. dyHKLMOHArbHBIE KHOMKK

2. DyHKuUn

m Netility _— X

Netilit

Hacrpofiny [OUCK YCTPOICTB B NOKANbHOMN CETH

CeT™
'Cepm'mui Homep MAC agpec IPV4 agpec
3927433630 00-03-EA-17-F3-0E 192.168.70.154

O6HosneHWe

NPOWUBKK

Bepcusa ofopyaosaHus: HDASOE
Bepecuna npowmekw: 3.10.DAS06. Sipower. 2
MAC agpec: 00-03-EA-17-F3-0E

OSiOITS NoxaneH. agpec:[fe80::203:eaff-fe1 7:(30e]
IPVE aap:

CNNCoK

1. Cnucok nogknioveHHbIx kKapT NetAgent

2.5 ObHoOBNeHue cnucka

2.4 Undpopmaums o MO

2.3 O6bHOBRNEHWEe NPOLUNBKU

2.2 HacTpouku cetun

2.1 NMpocmoTp B BEB-uHTephence

1.2 Unpopmauusna o kaxxgom NetAgent

1.1 Cnucok nopgknroveHHbIX NetAgent

411
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4.3.3 Cnucok nogkntoyeHHbIx NetAgent

Mpun 3anycke, Netility aBTomatnyeckn BbINOMHUT nouck Bcex KapT NetAgent,
MOAKMIOYEHHbBIX K JIOKanbHOW CETU, C OTODOpaXeHMeM CEepUNHbIX HOMEpPOB,
MAC-agpecos, IP-agpecoB. [ABaxabl Haxmute Ha BbliOpaHHbIM NetAgent ¢
aencteyowmm IP-agpecom ana nepexoga Ha ero BEB-ctpaHuuy (cnmcok
aBTOMaTMyeckn OOHOBNSETCS Kaxable 2 MUHYTHI).

Hacrpoin " TOMCK YCTPOIACTB B 10KaNbHOM ceTn ¢

Cem™

B8] Netility

Cepuitibin Homep MAC agpec
3927439630 00-03-EA-17-F3-0E

IPV4 agpec
192.168.70.154

Ob6HosneHNe

NPOWUBKN

udopmaymn

O6HosuTs
CNUCoK

= Netility

Hactpoiikw [1OUCK YCTPOUCTB B IOKANILHOW CETU

cem™

Cepuitbin Homep MAC agpec
39274339630 00-03-EA-17-F3-0E

IPV4 agpec
192.168.70.154

Ob6HosneHKe

NPOLWWBKK

HaxmuTte aBaxabl Anga oTkpblTus BEB-cTpaHuubl

Nudopma yms

Bepcua ofopyaosarus: HDASOE Buiepure 1 uz 1
Bepcun npowmeku: 3.10.DAS06. Sipower. 2

MAC aagpec: 00-03-EA-17-FS-0E

( b fokansH. aapec: [fe80: 203-eaff.fe1 7:(30e]

IPVE aap:

CNUCoK

10
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4.3.4 WHdopmauusa o kaxxgaom NetAgent

Haxmnte Ha BbiOpaHHbIM NetAgent, B HWKHeM none Gyaet oTobpaxaTbca
Moaenb kapTbl (Bepcusi obopyaoBaHus), Bepcus npowwmskn n MAC-agpec.
Takke ykasaH nopsiakoBbli HoMep NetAgent n mx obuiee KONMYecTBO B

Crncke.

= Netility

Hacrpiofos [OMUCK YCTPOICTB B NOKANbHOMN CETH

Cepuitibin HoMep MAC agpec IPV4 agpec
3927433630 00-03-EA-17-F3-0E 192.168.70.154

O6HoBNEHKE

NPOLWWBEKK

Bepcus kapTbl

@ Nudopmaymn
Bepcua osaHus: HDASOE
Bepcua npowwmsku fu&%m—mmmw

ﬂoxanbn anpec lfe80 203eaﬂ fe17:(30e]
IPVE aap:

Haxxmunte Ha NetAgentA

O6HoBuTL

CNNCOoK

O6Lee konn4yecTBo 1 BblbpaHHbIN NetAgentA

12
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4.3.5 MpocmoTp B BEB-uHTepdemnce

Bbibepute HyXHbIM NetAgentA n3 cnucka n HaxkmuTe KHorky «l1pocMoTp»
Ans Bxoga Ha ctpaHuuy BEB-untepdgenca NetAgentA.

B Netility

2. lMpocmoTp
yepes
BEB-cTtpaHuuy

Mpocmorp

¢ ) SEC.RU

HacTpoiiku
cet™

O6HoBNEHKE

NPOWUBKK

Nudopma s

O6HosuT,

CNNCoK

r:_‘s NetAgentA

Netilit

OUCK YCTPOWCTB B NOKaNbHOM CETK

Cepuitbin Homep MAC agpec
3927433630 00-03-EA-17-F3-0E

IPV4 agpec
192.168.70.154

-
P

Bbibepute NetAgentA

Bepcua ofopyaosarms: HDASOE

Bepcus npowmexs: 3.10.DAS06. Sipower.2
MAC agpec: 00-03-EA-17-F3-0E

NokaneH. aapec: [fe80::203:eaff:-fe17:(30e]
IPVE aap:

OTtkpoetcs BEB-ctpaHmua NetAgentA

UPS Agent(My Office) R B g i

T17:07:13] W61 nepowen wa Gatapen

41
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4.3.6 HacTtpowmku cetun

B [lpy nepBom nogknoveHnn NetAgentA, npoBepbTe KOPPEKTHOCTb
yCcTaHOBKM IP-agpeca v npoyne HaACTPOWKM JIOKarbHOM ceTn Ans Bxoga
yepe3 BEB-cTpaHuuy npu nomoLum 6paysepa unm TepmuHana.

B [lpn ycraHoBke nonydyeHus |P-agpeca 4epe3 DHCP wunn BOOTP,
IP-agpec n npo4yne HacTporkm ByayT Ha3HaAYEHbI CETLIO.

B NetAgentA nopgepxvmBaeT 4 ceTeBbix npoTtokona - HTTP / HTTPS /
TELNET / SSH pgns ynpaeneHuss ¢ nogaepxkon 6esonacHoctu. [pwu
HacTponke nopTa Heob6xoauMmMo BBeCTM nonHbiM IP-agpec ¢ Homepom
nopta gnga Bxoga.

Hanpumep: nopt HTTP n3ameHeH Ha 81
MonHbiM  agpec, BBOAMMbIN B  Opay3ep AOofmkeH  ObiTb
http://X.X.X.X:81"
(rae X.X.X.X - IP-agpec NetAgentA)

Hanpumep: nopt Telnet nameHeH Ha 24
lMonHbIM agpec, BBOAMMbLIA B TEPMWHANIbHOM OKHE [OOSMKEH ObiTb
Telnet X.X.X.X 24 (rge X.X.X.X - IP-agpec NetAgentA)

B Ecnu BknoyeH BeBog napons NetAgentA Heo6xoauMO BBECTU KOPPEKTHbIN

naponb nepeg BHECEHNEM U3MEHEHWNIN UM OOHOBNEHMEM MPOLLNBKW.
E MNpocmorp
1. Haxmute Ha BbIOpaHHbLIN NetAgentA
2. Haxxmute
(7)) Hacwoin “TOMCK YCTPOICTB B NOKaNbHOM ceTh o YCTPOWCTB B NOKaNbHOMN CETK
Ha . k’ ce™™
HaCTPOMKM Cepuinbin Homep MAC agpec IPV4 agpec
cetTn 3927433630 00-03-EA-17-F9-0E 19216870154 ~—
e
@ b o Network Settings X
IPV4 aspec | IPVE agpec | Pacumperwisit | Napons |
i ~4806.5 Kowdurypawin agpeca
Bbibepute ansa HasHayeHus IP yepe3s DHCP fr— - © Monpms IP aspac o7 DHCP
-
MNona aons BBoga crtatndeckoro |IP-agpeca — " Venonssosam: cranmeckd IP agpec
IP agpeca
IP appeca 192 . 168 . 70 . 154
Macka nogcem] 255 . 255.254 . 0
Wrioa 192 .168. 70 . 1
| 0K | Omvera |
1
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Fo Network Settings X

IPV4 agpec | IPVE agpec  Pacusperssdt | Napons |

TOKON YIDSBNEHIA \
W Bxn oyrsuseo

Hoesep nopra HTTP (1-65534) 80

W Bxn oyreaseo HTTPS
Homep nopra HTTPS (165534)  [43 .| MopTbl N0 ymonyaHuio ans
T~'| Kagoro npotokorna

W Bxn oyreaseo Telnet
Homep nopra Teinet (1-65534) 23

W Bxn pyreaseo SSH

\ Homep nopra SSH (1-65534) 22 /

0K I Omaenia |

P Network Settings *

mn.
Piames | P ape | Proupesa |Topen Mocrne ycTaHOBKU U BKIKOYEHWUS Napons

Mapors yetpodcTea Heobxo4MMOo BBOAUTL NpaBUSbHbI
¥ Beowm: HacTpoku napons naposnb Npu n3aMeHeHnn nrodomn
Hosei napons |7 HACTPONKMN NN 0BHOBMEHUM NPOLLMBKN

Mogreepmre napone I >

/ =

BBeopg napons

Netility Napone:
0K I Omera { OK | Ormena I

HacTporiku ﬂOMCK yCTpOMCTB B IOKaNbHOM CETH

ce™

Cepuitbin HoMep MAC agpec IPV4 agpec
3927433630 00-03-EA17-F3-0E 192.168.70.154

O6HoBNeHME

NPOWKBKK

Wudopmaums

Bepcua ofopyaosanus: HDASOE

Noxanex.agpec:[fe80::203:eaff-fe1 7:f30e]
IPVE aap:

O6HosuT,

CNNCoK

12
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4.3.7 O6HOBNEeHue NPOLINBKN
B OTvoT pasgen nossonsder OOHOBNATL nporpaMmmHoe obecneveHve
NetAgentA. lNMocnegHue Bepcum NPOLUMBOK AOCTYNHbI Ha cante [lapyc
anekTpo. [lpoBepbTe Moaenb NetAgentA ans Bbibopa KOpPPEKTHOM
Bepcum npoLumeku (*.bin)
B [lpouenypa Boibopa NetAgentA onst OGHOBNEHUS NPOLUNBKN:
(1) Haxmute gns Belbopa ogHoro NetAgentA n3 cnmcka Netility
(2) Haxxmute n ygepxmsante kHonky CTRL ans BbiGopa HECKONbKMX
NetAgentA 13 cnmcka ana o6HOBNEHMS HECKOSbKMX YCTPOMCTB 3a O4MH
pas
(3) Unn BbiGepuTe nepebii NetAgentA n3 cnucka, 3aTemM HaXMUTE U
yoepxusanTte kHornky SHIFT n Haxmute Ha nocnegHuin NetAgentA B
cnncke ong Bolbopa Bcex

# BHUWMAHME: Npu BbIGOpe CnnckoM y6eamuTech, YTo Bce BbiGpaHHbIe
moaenn NetAgentA ogHon mogenu! 3arpy3ka HEKOPPEKTHOM MPOLLMBKMN
MOXET NpMBECTU K HEpPaboTOCNOCOBHOCTM YCTPOUCTBA.

B [lpy BO3HMKHOBEHMM OLLMOKK, BO BpeMS OOHOBIIEHNS MPOLLMBKU
noBTOpPUTE Npouenypy 06HOBMNEHMS CHOBA [0 YCMNELLUHOro BbIMOSTHEHUS.

B B npouecce 06HOBEHMS KPpACHbI U XXeNTbIN CBETOANOOHbLIN UHAMKATOPDI
Ha kapTe 6yoyT muratb nooyepeaHo unu Byaet Mmuratb TOSNbKO KPaCHbIV
cBeToauoaHbIM  uMHAOMKaTop. He oTknwyanTe  anekTponutTaHue U
KOMMYyHUKaUMOHHbIM  kabenb oT NetAgentA. [locne ycnewHoro
obHoBNEHUSA NetAgentA aBTOMaTUYECKN Nnepesarpy3nTbCo.

‘Cepuitnbiii Homep MAC azpec 1PV4 anpec
3327433630 0003EA17FI0E 19216870154

floxansrapec[e80: 203 eaftfe17:1306]
IPVE anp:

Bbibepute oguH nnmn Heckonbko NetAgent ns cnucka gns obHoBneHus

OBHosnenne npuu.mv X OBHoBNEHIME NpoLINBKN X

nas cpafines [C:\Usersh1\D eskiapMpowmiera3 9BASOB Sie | .. | itas afina: [C\Users\T\Deskiop\Tpownexs\3 9 BASD Sic [ . |

l Ti—N

Yetp i o HeTpaiicTBe. .e'rgc ABFPYIKM
1274 1. BolGepuTe .bin dann 392743563
|
3. OkHo coobueHnsa 06
O06HOBMEHM 4. Haxxmute ang Bbixoaa
| |
2.Haxmute «3arpyska» ] ‘

Sarpyata | OTMeHa | 3arpyara | Oriviera 4

417
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4.3.8 WUHdbopmaumsa o MO

B atom okHe «HGopmaumua» oTobpaxaeTcs Tekywwasa sepcus 10 Netility

Wrpopmayma x

m etiiy 5.1

AgrTopokoe npaeo (C) 2001 - 2017

Mega System Technologies, Inc.

4.3.9 OOHOBRNeHue cnucka

Cnucok kapT, goctynHbix B okHe Netility, aBTomaTtnyeckn obHoBnsieTcA
KaXkable 2 MUHYTbI, TEM HE MEHee, ero MOXXHO OBHOBUTbL MPUHYAUTESBHO.

ility Netili Ity

Hactpofiky [OUCK YCTPOWCTB B NOKAaNbHOW CEeTH TIOMCK YCTPOCTB B 10KaNLHOM CeTH

ce™

CepuiHbin Homep MAC agpec
3927439630 00-03-EA17-FS-0E

IPV4 anpec
192.168.70.154

Cepuitbin Homep MAC agpec IPV4 agpec
3927439630 00-03-EA-17-F3-0E 192.168.70.154

O6HosneHWe

npowueaxkn

[MpouncxoanT NOUCK YCTPOUCTB

Haxxmute « OOHOBUTbL CMUCOK»

Wndopmanus

) — mmm [fe80::203:eaff-fe1 7:130e]

== Netili Netllity

Hacrpofion [MOMCK YCTPOICTB B NOKANLHOM CETH

ce™
Cepuitbiit Homep MAC agpec
3927433630 00-03-E4-17-F3-0E

IPV4 agpec
192.168.70.154

Whdopaa s

ObuosneHwe
NPOLWNBKI
—

Bepcus obopyaosarms: HDASOS

CNUCOK

Py, va— NokaneH.aapec:[fe80::203:eaff.fe1 7:(90e]
IPVE aap:

10
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4.4 NetAgentA Paboma ¢ BEB-uumepghelicom

e WHdopmauusa > Ctatyc UBII
Cratyc UBIN

Ha aToun cTpaHuue, B rpacdmyeckom Buae, npeacraBreHo Tekyllee
coctosiHue WBIT ¢ ykazaHnem HanpskeHus, YacToTbl U NpoYen MHpopmMaumn.,

=1. ‘ N etAg e ntA [A7:03:16] HacTporkM SNMP H3MEHERHI NONG30BaTE. .

Craryc MBI
HomuHansHoe HanpRxeHwe: 220.0 HomunaneHan vactora: 50.0 HoMHHansHoe Hanpaxenue GaTaper: 3...

Mpousgoautent U...  Sipower
Bepcua Firmware ... V070B010D0

Mogens UBN: SIPB1KAT0

of

e WHdopmauyusa > CocTtosHMe cuctemsbl
CuctemHasa nHcopmaums

Ha aTton cTpaHuue npeacTtaBneHa BCA OCHOBHas MHopMauus o KapTte
NetAgentA Bkrnoyas Bepcuo annapaTtHoOro obecneyeHunsi, BEpCuio NpOLLUNBKMY,
CEPUNHBLIN HOMEp u3gdenud, BpeMda paboTbl nocne BKMAYeHus. [laHHas
BKNagKka TaK >Xe coaepXuT Hekotopble napametpbl WBI, oTobpaxeHHbie B
npaBom ctonobue.

.1 ‘ 17:03:16] H Ak SNMP Té...
- NetAgentA B

pmauma 06 UBMN | Coctoruue cetw | Craryc coeqWHeHus 0

Bepcus Hardware HDAB06 Mpensinyumii Tect MG

CocTosaumne cucTeMbl

L — )
Bepcun Firmware 3.10.DAS06.Sipower 2 Crepytouii Tect MBI -
-
CepHiHBIA HOMER 3927439630 Kputuyeckan warpyska MBI 80 %
CHCTEMHOE HMA UPS Agent Kpntuyeckan remnepatypa UGN 70.0 *C(158.0 °F)

Kongurypaumn CHCTEMHBIM KOHTAKT Adminisirator KpuThseckan emkocTe Datapen 10%
w |

CucTemHoe Bpema 2024/08/13 13:07:30

BpeMA pacoTk! 01:09:19
TpeMyNPexRAEHHE BRAAETCA 32 1 MUHYT O 3ANNAHUPOBAHHOTO OTKMIKNEHKA

OTnpaeka exeJHEBHOrO oT4eTa no e-mail 10:40

10
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e  WHdopmaumsa > CocTtosiHMe cuctembl
MUHdopmaumsa o6 UBTI

Ha aTtom ctpaHuue BbiBoguTcs uHGopmaums o6 WBI, 6Gatapesx,
HOMMHarnbHbIE 3HAYEeHUS1 OCHOBHLIX NapameTpoB. lNpeacTaBreHHble AaHHbIe
nsenekartca mn3 oresetoB MBI Ha onpockl, MHUUMUPYEMBIX KapToW, Wn
CTaHOBOK, BbIMOMNMHEHHbIX Ha cTpaHuuax KOHpurypaumm.

.1 ‘ N etAg entA [17:03:16] HacTposiw SNMP HIMEReHb! NONB30BaTe..

m WHopMauna Cucremnan unpopmaums R LRGN Cocrosuwe cerw | Craryc coequuenus (2]

Craryc UBI
Wudopmaumn 06 HBI

CocToRHHE CHCTEMBI
Npouzsonutens BN Sipower

Ynanenwoe ynpaenexue
Boposs Fimwaro WBT e
Moaens MBI SIPB1KA10
KoHmrypauma Wudopmaymn o Gatapeax

[ara nocnenxed 3ameHel Gatapen

Tlorn Ywcno Gatapei

O ;
Ynpaenexwe 3apapnoe Hanpsxexmne GaTapei 22678
Illmbopuamm © HOMMHANLHbLIX JHAYEHWAX

HOMWHANbLHOE HANPFXEHUE DaTapei 2200V
HomuHansHaR HacTota 500y
HomuHaneHoe HanpaxeHne Dataped 36.008

e  WHdbdopmaumsa > CocTtosiHMe cuctembl
CocTosiHue ceTun

Ha paHHoW cTpaHuue npeacTtaeneHa ceteBast HdopMauus NetAgentA.

.1 ‘ [17:03:16] AEM SNMP
s NetAgentA

- Cucremnan widopmaunn | Wudopmaums ob MBI EEVRGEETERS T CTaTyc COeJHHEHHA 9

CocTosHMe cucTeMbl
MAC aapec

[ — ) -

S P Copsep spemen I —
PPPOE IP
PPPOE IPV6

Kongurypauma
IP agpec 192.168.70.154 IP agpec
255.255.254.0 Appeca Link-Local fe80.203 eafl fe17.100e/64

Macxka nogcetu

Email cepaep smtp.mail.ru

Winwz 192.168.70.1 Appeca 6tod
Mepentnbin DNS-cepeep 212151271 Wintoz
Bropu4Hbin DNS-cepeep 8888 NMepenytbin DNS-cepeep

BropuHbii DNS-cepsep

N
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e  WHdopmaumsa > CocTosiHne cuctembl
Cratyc coeanHeHus

Ha aToi cTpaHuue BbiBOAUTCA MHOPMALIMA O NOAKIIOYEHNAX K KapTe Mo
npotokonam HTTP(S), TELNET/SSH, FTP/FTPS, MODBUS, SNMP.

m VA
0 -

[17:03:16] HacTpoiku SNMP W3MeneHsl nonbosare. .

NetAgentA

()
TELNET/SSH

HeT HOBBIX AaHHBIX.

HTTPHTTPS
[2024/08/13 11:58:40] ::ffff:192.168.70.176 login

CocTofHWe CHETEMBI

HeT HOBBIX JAHHBIX, HeT HOBBIX AAHHBIX,

[2024/08/13 13:13:31] UDP: [192.168.70.176):60886 Get .1.3.6.1.4.1.935.1.1.1.2.1.1.0
8/ set 136 I

2024/08/13 13:13:28] UDF 92.168. Get 419351.1121.1.0
[202 13:13:24) UDP; [192.168.70. 3.6.1.4.1.935.1.1.1.21.1.0
3 13:13:21] UDF 92 361419 112110
13:13:18] UDP: [192.168 3614 11.21.1.0
3 13:13:15] UDF 31614 112110
13:13:12) UDP: [1 3614 1.1.21.1.0
3 13:13:09] UDF 31614 112110
13:13:06] UDP: [192 3.6.1.4.1.935.1.1.1.21.1.0
3 13:13:03] UDF 3614193511121.1.0 R

e WHdopmauusa > YaanéHHoe ynpaBneHue

Ha aTon cTtpaHuue nonb3oBaTenn MoryT yoanéHHO 3anyCTUTb HEeCKOJSTbKO
Bnaos TectoB UBIT. MNocne Bbibopa xxenaemoro Tecta, noxanymcra, HaxmmuTe
Ha KHONKy «[puMeHnTb» ANg Hayana ero BbINOSIHEHUS.

=-=$ NetAgentA

Craryc MBI

[17:03:16] nku SNMP Te...

Tectupoeauwe UBIN

v
\

A
4

CoCTORHHE CHCTEMBI

YaaneHHuoe ynpaenexue

NetFeeler

T

SEC.RU

® 10-cokyngHbiii TecT
O raySokui Tect Garaped Ha |10 My
O Tecr arapes Ao coctonnms | 10 | % sapana
) Tecr po pasprpa batapeit

O Ormena TecTuposanus

) Brikniownte WG npu aBapum CETEBOTO HaNPSKeHUs!
© Nepesectu NBN B cnawwid pexum Yepes| 50 | mamyr
) Npobyxnenwe BN

) Nepesarpyzka WBMN

O Beikniovenne nepsoi rpynnei posetok Yepes [1 ManyT w |
O Buiknioenue BTOPOR rpynnbi poseTok wepea [1 ManyT v |
) OTmena BLIKNIOYEHNA NEPEOH rPYNNLI PO3ETOK

() OTMeHa BLIKNIOYEHWA BTOPO# PYNNLI PO3ETOK

) BKNHYHTL/ELIKNIOYHTE 3BYKOBOH CHrHan

KopoTkun nyTb kK MHcpopmaLmm

CkauaHo c sec.ru



e WHdopmauusa > CocTtossHue moaema
Ha gaHHon cTpaHuue otobpaxaetca coctosHne GPRS mogema npu ero
MCNonb30BaHMM COBMECTHO C kapTon NetAgentA.

.‘ A N etAge ntA [17:03:16] HacTporku SNMP W3MEHEHbI NONL30BaTE...

Craryc MBI
Wudopmanua o mofeme
TNIPOKIBOAHTEND MOJEMA
Ynaneunoe BNeHne
Monams woreua

CocToRHWE MofeMa

ES— Texymuii craryc GSM-mopema

Cepedc npoRaiinep
ORI |

PIN-kog SIM-KapTel KOPPEKTEH WIK HeT

Bepcua Firmware moaema

e WHdopmauumsa > NetFeeler

[aHHaa cTpaHuua nokasbiBaeT COCTOSHME OKpyXarwowen cpedbl npu
ucnonb3oBaHmn gatumkoB  USB  NetFeeler, ¢ coOTBeTCTBYOLNMU
akceccyapamu, coMmectumbiMu ¢ NetAgentA.

=1. ‘ N etAgentA [17:03:16] HAaCTPOHKM SNMP U3MEHEHBI NONbL30BATE. .

E VHgopmaums NetFeeler
Craryc MBI
Cocronnue NetFeeler
. .
TemnepaTypa okpyXaloien cpessl M3IBEC Aar4uk GesonacHocTH 1
Ynanennoe ynpasnenue _
BRaHoCTL oKpyXatowed cpeas!
CocToRnMe gaTumka BOgLI

NetFeeler

O

Aar4mk GesonacHocTH 2 HeunagecTHo

DaTiuk GesonackocTk 3 Heussecrio

COCTORHME ATYMEKA ra3a [laT4uK Ge3ONacHOCTH 4 HeussecTHo
COCTORHME [JATHHES [JbIMG Heu3secTHo [laT4MK GE3ONACHOCTH 5 HEM3BECTHO
NaT4mk GesonacHocTH 6 HeuzsecTHo

Narymk GesonacHocTi T HeuzsecTHo

COpoc TpesorH

N
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e KoHdurypauusa > Koncurypauusa UBTI
CsowuctBa UBI

Tun cesasu c UBIT.

[ns yctaHoBneHus cessu Mexay kaptonm NetAgentA un WUBI, Bbibepute
M3 cnucka oauH M3 NPOTOKONoB, nogaepxuBaembix UVBII.

Bbibop He nogaepXmBaemoro npoToKosia MOXeT MPUBECTU K OTCYTCTBUIO
KOMMyHuKaumm ¢ UBIM.

(Mo ymonuyaHuio mncnonbdyetca npotokon MegaTec).

Konuyecmeo 6amapedu:
Mone ansa BBoAa Kon-Ba 6aTtapen, yctaHoBneHHbIX B MBI

Hanps»xkeHue nonHo20 3apss0a bamapel (B):

BBog HanpshxkeHus NonHoro 3apsga B nepecyéte Ha ogHy s4veriky AKB (o
ymonyaHuio 2.267 B; He pekomeHAyeTCsl MEHATb AaHHOE 3Ha4YeHune)

HanpsxxeHue pa3psxeHHou bamapeu (B):
BBopg HanpsbkeHnsa nonHoro paspsiga B nepecyéTe Ha ogHy sdenky AKB (no
ymonyaHnuio 1.667 B; He pekomeHAyeTCsl MEHATb AaHHOE 3Ha4YeHue).

[Hama nocnedHel 3ameHbl bamapet (MM/OO/NTTT):

Mone ansa BBOAa AaThl 3aMeHbl GaTapen

[17:03:16] HacTpoWKkn SNMP M3MEHEeHb! NONb30BaTe. ..

. [ERFTE Xypuan recros | Moporosuie suauennn agapmiinbix npegynpexaenmii 2]
KoHdurypauua
Koudpurypaumus UGN Twn ceA3M ¢ UBMN MegaTec v

Pacnucauwe Ben/Beixn MBI KonuvecTeo Gatapen

Hanpsixenne nonxoro sapaaa Garapei (B) 2.267

EE—
EETT Hanpsuxerme paspskentioi Garapen (B) [eer |

[laTa nocnefiHel 3aMeHLI GaTapei (MM/ULTTIT)
Web/Telnet/F TP

n C
EEDEE

O
R

XypHan TectoB

[lepuod mecmuposaHusi UBIT:
Cneayrouwme nepmoapbl 4OCTYNHbI Ans Belbopa: Het / Hepena / 2 Hepgenn /
Mecsuy, / KeapTtan

Bpewms 3anycka mecmupogaHus UBI (H4:MM):
Bbibop BpemeHu Havana tectupoBanms VBI

Tun mecma UEIT.

BbibepuTte TMn TecTta u3 Bbinagatowiero cnucka (10-tm cekyHaHbIn TecT / TecT
Ao paspsga 6atapen / nybokun Tect 6aTapeun o 3agaHHoro npegena / Tect
6aTapen 0O COCTOSAHMS)

Jloe daHHbIX UBIT.
BbibepuTe BpeMeHHON nHTepBan 3annucu gadHblx B nor gann (kypHan UBIT)

02
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=1. ‘ N etAg entA [17:03:16] HAacTpOAKA SNMP W3MEHEHEI NONB30BATE. .,

Q MHpopMauns Cuoitcroa 6N [ floporosie snatenus asapwiisuix npeaynpexzenuis (2]
KoHdpurypauns

Tectuposanue UGN

Koxdurypauns WBN Mepwog TecTupoBakua WEN [Her v
Pacnucanne Bxn/Buixn WBN Bpems 3anycka TecTuposanms MBI (H4:MM) (24-4acoB0i (hopMaT Bpemenn)

Kypuanw: UBIN

lor Aahmsix UGN 0 MY {61 (-1 = Ocranosa saniicn)
Web/Telnet/FTP

T

L
O

nOpOFOBbIe 3Ha4YeHusA aBapMVIHbIX npenynpe)K,quMﬁ

Bpemsa nocrne paspbiBa CBA3M:
Yepes BbIGpaHHbIM NPOMEXYTOK BPEMEHM, Noce NoTepy KOMMYHUKaLUN
mexay NetAgentA n MBI, kapTta nownéT curHan asapun

Kputunyeckas Harpyska (%):
Kapta NetAgentA oTnpasuT npeaynpexgatrowmin curHasn npyu JOCTUXeHUU
3agaHHon Harpy3kun VBl B % OT HOMUHaNbHON.

Kputnyeckasa temnepatypa (°C):

Kapta NetAgentA nownét npeaynpexgarwmin curHan npu AOCTUKEHUN
3agaHHon Temnepatypbl MBI,

Kputnyeckag émkocTb (%):

Kapta NetAgentA nownér npeaynpexgarwolwmn curHan npu  SOCTUXKEHUU
3aaHHON EMKOCTU akKyMynaTopHbIx 6aTapen B % BO BpeMsi paspsaa.

. . A N etAg e ntA [17:03:16] HACTpORKW SNMP HIMEHEHb! NONB30BATE. .

E Wupopmayun BN | Kypuan tecror [ITIGIGEINEY npeayn )
KoHcpurypaums 4

Kowpmrypauwn BN Bpems nocrie pa3pbisa cesIM 30 ceryna v
Pacnmcanne Brn/Buikn MBI KpMTHYECKan Harpyska (%)

Cers —— =
KpuTwseckas TemnepaTypa 70.0 C v

Wireless LAN N
K T
+ Yeepomnenne

Web/Telnet/FTP Copoc

I

A
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e KoHdurypauusa > Pacnucanue Bkn/Bbikn UBT
Dencteua UBIM

KoHdurypauus seikntoveHna BT nnu yaanéHHbIX XOCTOB NpU HacTynneHnm
3aaHHbIX COBLITUI B ONpeaenEHHbIN MPOMEXYTOK BPEMEHW.

‘ [17:03:16] WKW SNMP
B 5 NetAgentA |

Q HHgopmauma IR CPERIN YaanesHoe Brikniovenwe | HepenwHoe pacnucanme | Pacnucanme no gatam | lNpobyxgenme no cetn (2]
KoHdurypaumwa )
Kondmrypauns UBIN B Tesenme |00:00 -|2350 ecnu | Neperpyska VBN w | npoucxogmT, Torga | sukniodesne UM v pocne |1 MUY T(bI).

Pacnucanne Bxn/Beikn UB NoGaguTs poc

% HOMep WuTepean epemenw (Y4:mm) CobbiTHA Ycrpo#cteo Bpems 3agepxkH [Yaanure]
1 00:00 - 23:59 MNpegsiwenme yposns Temneparypit UGN uPs 1
Web/TelnetFTP 2 00:00 - 23:59 Neperpyzka UBN host1() 1
BACnet 00:00 - 23:59 OTKMIOYEHO NUTaHWeE CETH host1() 1

O
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YaanéHHoe BbIKNoYeHue

OTOT pasgen wucnonb3yeTcss ANnd yAanéHHOro BbIKHOYEHUS CETeBbIX
cepBepoB, 6e3 wucnonb3oBaHWa cneumnanbHoro MO BbIKMYEHUS NUTaHUSA
(ClientMate), npy BO3HUKHOBEHUWN ONpeaeSiEHHbIX YCNOBUN.

Ana paboTtbl byHKUMKN 3aganTe HeobxoamMmoe ycroBme B MeHto [lencTeus
MBI, nocne yvero Beeaute IP agpec cepepa (xocTta), KOTOPbIN HEOHXOANMO
BblkMtounMTb. M3 cnucka BbiGepute npotokon SSH unn Telnet n BBeaute
KOPPEKTHYO KOMaHAy BbIKITOYEHUSI cepBepa (3aBUCUT OT TUMa UCNONb3yeMomn
OC). Mpotokonbl Telnet nnu SSH AomkHbl ObITb paspelleHbl Ha cepBepe
(xocTte).

Mpumep.
BobikntoyeHune komnbtotepa 1 (Xoct 1 — cepsep Windows) 1 komnbrotepa 2
(XocT 2 — cepBep Linux), cnyctsa 1 MMHYTY nocne nponagaHnsa nuTaHns.

1) B meHto Odencteusa VMBI BbibepuTe cobbiTve “OTKMOMEHO NUTaHNe ceTn”,
panee BblibepuTe “BblkntoveHne yana 1” n Haxmute kHonky [1o6aBuTb.
[laHHOEe gencTBue NosIBUTCS B CINCKE OENCTBUN HUXKE.

2) lNoBTOpUTE ONUCaAHHYIO NpoLeaypy ANna BTOPOro KOMnboTepa.

3) Tlocne Toro kak npoueaypbl BbIKNIOYEHNS KOMMNbIOTEPOB NOSIBUNUCH B
cnncke OeNCTBUN NepernanTe Ha BKNaaky “YaanéHHoe BbiKMoYeHne”.
Ho6asbte IP-agpeca gns Xoct 1 n XocT 2. Beibepute NpoTOKOsbI
poctyna K xoctam: Telnet / SSH, BBeante nmeHa nonb3oBartenemn u
naposiv U KOMaHAy BbIKMOYEHUSI CEPBEPOB, B 3aBMCUMOCTU OT TUNa
ornepaumoHHoun cuctemsbl. [Ina cepseposB Ha Windows ncrnonbsymnre
komaHgy “shutdown /s“. [ina Linux ncnone3dynte komaHay “halt”. Ans
MAC — komangy “sudo shutdown”.

,D,J'IFI nony4yeHnd CI'IpGBO‘-IHOI?I MH(*)OpMaLI,VII/I BbIMNOJTHUTE!

- Windows: shutdown/s

- Linux: shutdown —help
- MAC: sudo shutdown
., ‘ 17:03:16] Hacr[mixk SNMP nameHeHsl NoNL30BaTe...
B 5. NetAgentA b
oI C U1l Ynanennoe swikniovenne | Hepenbhc ume | Pacn patam | Npobyxaenwe no cetn (2]

B resene [00.00 ecnu [Tiaperpyara Vet < npowcxonuT, Tora [sermoiee MEN v jrocne (1| mwwyT(en)
Pacnucanne Ben/Boikn HBIN
HOMep WuTepean spemenn (44:mm) CobeiTus YeTpoicTeo Bpems 3aepaKm [Ynanute]
]
1

1 00:00 - 23:50 Npeabiwenye ypoBua Temneparypsi MBI UPS 1
2 00:00 - 23:59 Neperpyaka WGN 1
3 00:00 - 23:59 OTKNIONEHO NUTaHWe CeTH host1() 1
4 00:00 - 23:50 Neperpyaxa WBN uPs 1

(@ ywserewe |
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Pacnucanmne Bxn/Buikn UBN

b

+Yeegomnenne
WeblTelnet/F TP

e

NetAgentA

JICEIR TR NI YaaneHHOe BLIKNIOYEHHE

HepensHoe pacnucanwe | Pacnmcanmwe no gatam

[17:03:16] HacTpoikm SNMP W3MeHeHb! Nonb30Bare. ..

MNpobyxnenwe no ceTn

XocT 1

192.168.66.22

r
I 2 I Wwma gomena /1P

Xocr 2
Xoct 3
Xoct 4
Xocr 5
Xoct 6
Xoct 7

XocT 8

Pexum exofa

Telnet v

SSH w

SSH +

¢
G
T

<| <] |¢] <] ¢

Mopt

Hmn
nons3osatens

admin_123

Napone

Komaunga BeIknHYeHnA

[shutdownis ]

halt
halt
halt
hait
halt
halt

hait

HEEGEEEE

o
g
2

HepenbHoe pacnucaHue

[daHHbll pa3gen uvcnonb3yetcs And ycTtaHoBku (BblObopa) BpemMeHu
BkMtoveHnsa / BblkntodeHna WBI B kaxgbin n3 aHen Hepenw. [nsa Bbibopa
BpeMeHn n aenctens (BkrnoyeHue / BolkrodeHne VBI) HaxXmuTe MblWwbio Ha
nepeceyeHMn KOMOHKM C OHEM Hefdenu M CTPOKU C HYXHbIM BpPEMEHEM,

OTKOPPEKTUPYNTE BPEMS U 3ajante OeNCTBUE.

[eiictena MBI | YaanexwHoe BbIKTO4YeHHe GELERITENE PLEEPEN  Pacnucanue no gatam | [pobyxpaenwe no cetu e
~

m VA
0 b

R

R oo |

Pacnucauwe Brn/Beikn UGN

Com
owe
Dl

R

[17:03:16] HacTpo#kn SNMP W3mMeHeHbl NONL30BEATE. ..

Bockpecerbe

ToretebENEK

W Buiniouenne

Bropank

I Buniovenue

Cpexa

[] nepwon exn msn

YeTpepr

MaTenna Cybbora

KopoTkun nyTb kK MHcpopmaLmm

Mpeaynpexaenue GyaeT BbiAaHO 3

1 MuHYTa v | A0 3aNPOrPaMMUPOBAHHOIO OTKIHONEHHR
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PacnucaHune no gatam

[aHHbIN pa3gen ncnonb3dyeTcs Ansi HACTPOKMKK (Bblibopa) BpEMEHWN BKIOYEHUSA
/ BbikntoueHus MBI B npon3BosbHbIE OHM FoAa.

HacTporkun pQaHHOW BKNagku UMMeT 0Oonee BbICOKMW NPUOPUTET MO
CpaBHEHUIO C HacTporikaMu BKNagkn «HegenbHoe pacnucaHuney.
MpegynpexaneHne 6ygeT BblAaHO 3a X MMHYT 00 3anporpammMuMpoBaHHOro
OTKNto4eHusa

Kapta NetAgentA BblgacT npegynpexaeHwe [O 3anporpaMMMpoBaHHOIO
oTKnoYeHus. [aHHbIA nepeknioyaTens ycTaHaBnNuBaeT BpPeMs 3adepXKKu
mMexay Bblaadven npegynpexneHus n BpeMEHEM Ha4ana
3anporpamMmmMmMpoBaHHOIO BbIKITIOYEHMS cepBepa (XxocTa).

.‘ ‘ NetAg E ntA [17:03:16] HacTponku SNMP WameHeHb! nonkL30BaTe.

Wndopmaunn e m UG n e EIETUN [pobywaenwe
¢

Koucpurypaunn UGN Dara (FTTT/MMW)

novenue (Y4:mm) (24-4acosoi hopmar)

Pacnucanue Bxn/Buikn BN PP 1623 16.2¢

E

Dm Mpeaynpexaenue GyeT BLIGAHO 38 [ 1 MUHYTA v | 10 3aNPOrPaMMHPOBAHHOTO OTKNIONEHHA
@ yﬂPEBﬂEKHE
[ tomeoum | conc
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Mpo6yxaeHune no cetn

OToT pasgen ucnonb3yetca ans npobyxaeHua K no cetn, nocne
nosBneHns nutaHua Ha Bxode MBI unu nocne Toro kak EMKoOCTb GaTapen
AOCTUrHET 3agaHHoro nopora B %.

Mepea wucnonb3oBaHveM, ybeautecb B ToMm, 4To (1K nopgpepxvBaet
AaHHYo pyHKUuio 1 aktuemanpynTe e€ B bNAOCe komnbioTepa.

Beeaute IP agpec gna KoHdwurypaumm qQYHKUUM N HAXMUTE KHOMKY
«MpumeHnTb». KapTa BbINOMHUT MoOUCK cooTBeTcTBylowero MAC-agpeca
aBTOMaTUYECKMW.

N etAge ntA [17:03:16] HaCTDﬂﬁKH SNMP HaMeHeHb! NONL30BATE...
WHdpopMauua wsi UGN | Yaanesnoe seikmouenuwe | Hemenuuoe pacnucanme PISTNEY Y E M [pobyxaenne no cetn

Pacnucanue Ben/Beikn MBI Xoct 2 e mac:[— ]
Dm BEIIHO4EHNE Y1aNeHHOTO KOMNEHITENE NOCAE BOCCTAHOERNEHHA NUTaHWA
OXupaTh N0Ka 3aDAA AKKYMYTIRTOpa ROCTHTHET 70 | %.
=
On yana nocre Pl
OXWAATh NOKa 32PA7 AKKYMYNIATOPa AOCTUTHET 0
ome | o

e KoHdurypauusa > CeTb

[laHHbIN pasgen cnyXuT Ans ycTaHOBKW ceTeBblX HAcTpoek kapTbl NetAgentA.
IPv4

Kapte NetAgentA MOXHO HasHauuTb IP agpec, macky noaceTtu, agpec
wnt3a, agpeca DNS cepBepoB BpydHyd nmbo C MCNOMb3OBaAHUEM
npoTtokorios DHCP/Bootp.

Bbibepute npeanoyTUTENbHYD OMUMIO M3 BbiNadarlollero  Crvcka
«MonyunTs IP agpec».

Ecnun IP agpec kaptbl n agpeca DNS cepBepoB 6biniv HasHayeHbl C
ncnono3osaHvem O Netility, nsmeHeHns aBTOMaTM4eckn oTOBpa3ATCsa Ha
3TOM CTpaHuLE.

=‘. N etAge ntA [17:03:16] HacTpORKH SNMP WIMEHEHE! NONG30BaTE. ..

[N 1Pv6 | Ethernet ]]mmulﬂec S | PPPoE

Kondgurypaums
Koudurypauua BN IP agpec
Pacnucanwe Bxn/Buikn MBI Macxa nogcetn

Wimoz

21215.127.1

IP nepewyHoro DNS-cepeepa
Web/Telnet/FTP
IP eTopm4toro DNS-cepeepa 8.8.8.8
BACnet e —
NonyuuTs IP DNS-cepeepa ag ”
o
*° CHCcTeM3 DOmEHa DeiTe NepesarpyxeHa, UTods! NDUMEHMTs HOBEIS NADAMETDS!
-

MonyyuTs IP agpec * | cnons3ayA DHCP + |

0
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IPv6

Bce kapTbl NetAgentA nogaepxusatoT npoTtokon IPv6. B Beinagatowem
cnucke «[Monyuntb IP agpecy» MOXHO BbibpaTb NpaBuna nonyyYeHns agpecos:
AsTomaTtnyeckn, DHCPV6 6e3 coxpaHeHus coctodHus, DHCPV6, BpyyHyio.

.1 ‘ [17:03:16] HacTpoRKku SNMP WIMEHeHs! NONb3oBaTe..
B 5 NetAgentA

IPv4e WISHSN Ethernet | [wsamuqeckmit DNS | PPPoE

Kondpurypauma WBIN 1P agpec
Pacnucanwe Bn/Beikn UGN IPV6 npedmic 64
ntoa

Certs

Wireless LAN

O
@ e

cove

#* [Ina akTmBauum BHECEHHbBIX U3MEHEHUN HAXMUTE Ha KHOMKY «[1pUMEHUTLY.
KapTta NetAgentA nepesarpysuTcs.

Ethernet

Tun coeOuHeHus1
[aHHbIN cnCoK No3BonseT BblbpaTb TN COEAMHEHMS U CKOPOCTb Ha MOPTY
Ethernet.

OcmaHosumb cesi3b ¢ MBI, ecniu cemb nomepsiHa
BkntodeHne gaHHOM PyHKUMKM NO3BONSET OCTAHOBUTbL KOMMYHUKALIMIO MeXay
NetAgentA n VBl npu notepe cBa3un no cetn Ethernet.

ID ycmpoticmea Modbac Ha TCP

Appec yctponctea ansa npotokosia Modbus TCP.

m VA :
[17:03:16] HacTpokn SNMP M3MeHeHbl Nnonb3logare...
B 5 NetAgentA

Q VHgpopuaunn herne " DNS | PPPoE

Kondpurypauna UGN CUR
Pacnucanne Bxn/Buikn UBIN Ocranol

Ceto
Wireless LAN

cooe

C—,

[ Aeroo v

bI0 NOTEPAHA [HET v |

1D ycrpodictaa Moabac wa TCP * £ | -1 = He paGoraer)

CucTema AOMKHA BuiTe Nepe3arpyeHa, YToGk NPHMEHKTE HOBLIE NaPaMETP.I.

#* [Ina akTmBauum BHECEHHbBIX U3MEHEHNA HAXXMUTE Ha KHOMKY «[1pUMEHUTbY.
Kapta NetAgentA nepesarpysnTcs.
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OnHamnyeckmnm DNS

OunHamnyecknn DNS 310 GecnnaTHbI CEPBUC, KOTOPLIM MNO3BONSAET
CBSA3aTb AMHAMNYECKN Ha3Ha4YaeMmbIn IP agpec co cTaTM4eckMm MMEHEM XocTa.
Ybeantecb B TOM, YTO MMs Nonb3oBaTens / naponb Oblv NOATBEPXKAEHDI
nposangepom ycnyrm uHammyeckoro DNS.

Cepsuc-nposaudep:
Bbibepute npoBangepa ycnyrm duHammyeckoro DNS w3 BbinagaroLlero
crnvcka.

Nmsi omeHa:
CospgaHHoe Bamn gomeHHoe umst ot BeibpaHHoro DDNS npoBangepa.

Ums.
Mms/akkayHT, koTopoe 3agaeTcs npu Beibope DDNS npoBangepa.

[laporib:
BeeauTe naponb Ans MUMeHW, 3agaHHOro B OKHE BblLUE.

Ucnonb3osames sHewHUU STUN-cepsep, 4mobb! noay4yums nybriudHbit 1P
018 peaucmpauyuu:

Beibepute [a, ecnu nnaHupyete ucnonb3oBatb NetAgentA ¢ nybnuyHeim IP
agpecoMm [Ons BHECEHUSI COOTBETCTBYHOLUMX U3MeHeHun B ©6azy DDNS
cepsepa.

s N
(_Newgent = 192.168.66.101 )

“a8

Ecnn B kavectBe npoBangepa DDNS BbibpaH cepsuc iCV99.net, KOTOpbIN
3anyleH Ha CTOPOHHEM cepBepe, TO crnegymte NpPUBEOEHHON HUXKE WHCTPY
KLMW:

1. Y6egutecb B TOM, 4TO C KapTbl NetAgentA OTKpbIT AOCTyn B CeTb
MHTepHeT. Bbibepute icv99.net B BbiNagaloLleM CMUCKE CEPBUCHbIX
nposangepoB DDNS. lNons - AgoMeHHoe nms 1 norvH GyayT 3anonHeHbI
aBTOMaTUYECKM CEPUMHBIM HOMEPOM KapTbl. BBeauTe naporsib, KoTopbin
HaneyaTaH Ha 3TuKeTKe (nenbne) HakneeHHon Ha kapTy NetAgentA n
HaxxmuTte «1puMeHnTb».

24
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. A N etA e ntA [17:03:16] HacTpOAKM SNMP WIMeHeHbI NONB3IoBaTe. ..

WHpopmaumua ‘ IPvd | IPv6 | Ethernet [ICIELI T CLCE PPPoE

1.BbiGepute icv99.net er

Cepasc-nposanaep 3322.0rg
] MR oMeHD

dhs.org
DynDNS(Dynamic)
Cers s | DynDNS(Custom)

Wireless LAN myddns com
Napons Zive org
_ MCMoNB30BaTL BHEWHWA STUN-Cepaep, YTobbi NONYWHTE NyONWiHbIA IP ana freedns.org
+ Yeepomnenne v
= PErHCTpALIMK

2. BBep‘MTe I'Iapoj'lb IP nepewuHoro STUN cepaepa 167.99.25.205 3.Ha>KMV|Te «I_IleMeHMTb»

IP aTopusnoro STUN cepeepa
Cucrema
D“ Mpusenws | COpoc

2. Ecnu wucnonb3dyetcs poyTep, BbINOMHWTE BX0on (NOrMMH) M BKOYMTE
dyHKUMo «npobpoca» noptoB (port forwarding) ans BHyTpeHHero |IP
agpeca kapTbl M Homepa nopTta. O6paTuTeCcb K WHCTPYKUUM MO
aKcnnyatauum poytepa 3a 6onee nogpobHoOn MHGopMaumnen.

Mpumep KoHpUrypauum poyrtepa

w The Virtual Server option allows you to define z single public port on your router for redirection
APPLICATION RULES to an internal LAN IP Address and Private LAN port if required. This feature is useful for hosting
— online services such as FTP or Web Servers.

QOS ENGINE

NETWORK FILTER Save Settings | Don't Save Settings |

ACCESS CONTROL ’

24 — VIRTUAL SERVERS LIST

WEBSITE FILTER

— S ahs Port Traffic Type
e Name Public Port Protocol Schedule

FIREWALL SETTINGS BYS06 | <<| Application Name ¥ 8o ] TcP v Always ¥
e s v LS5 : M|

ROUTING 1P Address Private Port Inbound Filter

ADVANCED WIRELESS 192.168.66.101 | <<| Computer Name ¥ 80 6 Allow all ¥

3. [Mpwn npaBunbHOM KoHUrypauuu, cnycta 20 MUHYT, nonb3oBaTenu
nonyyat goctyn Kk kapTe NetAgentA no cetn VIHTepHET No SJOMEHHOMY
nmeHn DDNS.

=-=_'_ NetAgentA

D

1Z18:53] PerwcTpauns ¢ DONS Cepee|
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4

4. [ns uaMeHeHus JOMeHa Uy napons, NPoManuTe No CCbinke

£ ~ ¢ | @ MegaTec senvice

iMage Server Dynamic Domain Name Server (DDNS)
| =
www.ICVE9.net =
| Chtp 227121 )
o WAN | LAN it 1/59.124,238.70
\— I @ T . ()
‘ (334 Remote | \D : without \U
Q i\hlﬁ,eagz] orvar | <B \ DDNS
|
|

Witp //abc.iCVe9.net

with
DDNS

Note : This is a free service, It allows you to alias 3 Dyna

mic 1P ... (more)

icve9.n

“amain Name (2927225097

MAC:00-03-EA-14-B2-E0
Password:24931D03
TINA

R 7

in PassSword |gececeee

Activate

Fi N Wor

|
I
I | -
l

Note: If you are expenencing problams when using 1E8 on Win7, please make sure to install the latest updates from Microsoft.

Dynamic Domain Name Server (DDNS)

Stepl : Registration Step2 : Set Domain Name and Click Done

3927225097
127.0.0.1
3927225097.iCV99.net

Product Serial number
Register IP
Default Domain Name

Logout

Set New Domain Name tLtySOS - :i.|CV99.net HoBoe JOMEHHOe UMS
Must be 4 to 31 e rs or digits.
Domain. Password irvoﬂoro’ i
(ooee \ BeeauTe HoBbIN Napornb

Re-enter Password | Blank = Use existing password
Required, if 2 new domain name is
assigned. Must be 4 to 10 characters
(0-9, a-z, A-Z only).

ttc@gmail.com| x|

Required field. Used to retrieve
Lost/Forget password.

E-mail address

Beegute email

Done

Haxmute «Done»

SEC.RU

KopoTkun nyTb kK MHcpopmaLmm
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dPyHkuma PPPoE (PPP over Ethernet)

Mcnonb3ynte 3Ty yHKUMO Ana  Toro, 4Ttobbl paspewwunTb KapTe
NetAgentA nopgknioyateca K cetm WHTepHeT 4epes xDSL mogem c
ncnonb3oBaHnem npotokona PPPoOE.

Ons  nogknwoveHns  BBeguTe  NOMMH WM Naposib  goctyna B
cooTBeTCcTBYOWMX nonax. MNMocne koHdurypaumm NetAgentA nogknountcs K
cetn VIHTepHeT Hanpsamyto. B crnyvyae npepbiBaHUSA coeanHeHus, cBA3b byaeT
aBTOMaTU4eCKN BOCCTaHaBNMBATbLCS.

UBbI NetAgent DSL modem

Bribepute «CoeamHATbea BCcerga»

.1 ‘ [17:03:16] AkM SNMP
B 5 NetAgentA

Koraa coefiMHEHHE OMKHO DLITL YCTAHORNEHO [Hearmamo  +| |
s BBeauTte umsa nonb3oBaTens

Mapons

.
omeenr | o
Bseaurte naporis

He aTuaHo

O
R

2A
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o KoHdwmrypauma > Wireless LAN

OTOT pasgen wucnonb3yetca And nogkniodeHus kaptbl NetAgentA K
6ecnpoBogHon Wi-Fi cetn, ¢ nomowibo coBmectumoro USB WiFi mogema.
Y6egutecb, Yto Baw Wi-Fi poytep cogepxut cdyHkumio WPS. [anbHenwwas
WMHCTPYKUMNA npuBeaeHa anga poytepa ASUS RT-ACS53.

Bonaute B HacTponku cetn Bawero 6ecnpoBogHoOro MapLpyrtmsaropa

(1) SSID: Mpuceovite Mmst 6ecnpoBOgHON ceTH (ecnn He caenaHo
paHee)

(2) Authorization: Beibepute WPA2-Personal

(3) WPAEnNCcryption: Beibepute AES

(4) WPA-PSKKey: 3apganTte napons goctyna K 6ecnpoBogHOM cetu
(8~63 cnmeonos B ASCII kognpoBske)

(5) B meHto HaBuraumm Boibepete [ oNonHUTENbHbIE HACTPOWKK >
BecnpoBogHas cBssb > WPS

(6) Nepesegute nonsyHok WPS B nonoxeHue “ON”.

(7) Mo ymonyanuio WPS ucnonbayet yactoty 2.4 [Ty, NpoBepbTe, 4TO
yactota WPS cooteetcTtByeT Yactote USB Wi-Fi mogema.

(8) Mopgkntounte coBmectnmbin USB-Wi-Fi mogem, Hanpumep, U1
Tamio mogem, k USB nopty kaptbl NetAgentA (ecnu ncnoneayertcs
moaenb DA806, ncnoneayite kabenb M2509 B kayecTBe KOHBEpPTEpPA
USB <-> muHun USB).

(9) Baxmute kHonky WPS Ha mogeme Tamio B TedeHne 2~3 cekyHAa,
A0XONTECH MOKAa XXENTbIN CBETOAMOL HE HAYHET MUraThb.

Ethernet kabenb
NoAKN4YaTh HE HY>XHO

KHonka WPS

Hactpownka WPS Ha 6ecnpoBogHOM MapLupyTu3aTope:

[Moka muraet xénTtbii cBeToamoa Ha kapte NetAgent, oTkponTe
cTpanHuuy Hactpoek WPS B MeHo HacTporkmn 6ecnpoBogHOro
MapLpyTmnsatopa. B none WPS connection mode:

2E
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(1) BoibepuTte nepekntodatens "WPS”

(2) HaxkmuTe Ha kHonky “"Start”

(3) DoxauTecs, koraa Baw mapwpytmusatop Hanget yCTPOUCTBO B
ceTu.

3anyctute MO Netility ana nogkntoyeHus k NetAgentA :

(1) Mocne Toro, kak kapta NetAgentA noakntounTca kK 6ecnpoBogHON
cetn yepe3 WPS, MO Netility cmoxeT HanTu aTy KapTy B ceTu.

(2) Otkponte BEB-uHTepdenc kapTol NetAgentA n BeinonHUTe BXOA.
Ha ctpaHuue Kondurypauumsa > Wireless Lan 6yaet nokasaH curHan
GecnpoBoaHOM ceTu.

(Ha paccmosiHuu 6-10 mempoe om poymepa RT-AC53 modem 6ydem
demeKkmupogamb cuzHas rMosiHoU MowHocmu).

B Netility - %

- Netilit

Hactpofinw OUCK YCTPOIACTB B NOKANbHOM CETH

cem™
Cepuitbin HoMep MAC agpec IPV4 agpec
3927439630 00-03-EA-17-F3-0E 192.168.70.154

O6HoBNEHME

NPOWUBKK

Mrdopmaups

IPVE aap:

CNCoK

) o — flokansH aapec: [fe80::203 eaff fe17.190e]

A N etAgentA [14:35:06] HacTpORKM BRNFOMEHMA BLIKNIOTeHAR V5.

as
SSID MAC anpec Be30nacHoCTL CeTH Auth(Enc) Curxan(%)

i —
Wireless LAN » ASUS_RTACS3_2.4G @ ZcAdat00:92:28 Secure Network WPAZ PSK{AES) )
I —
» Mi_Daniel 20:6c075632:63 Secure Network WPA PSKWPA2 PSKAES) )
WebfTelnet/FTP
» CableWAFIZ.AG 08:02:8edezdche Secure Network WPA2 PSK(AES) a
a
ot | » Xiaomi_D679 28:6¢:07:64:06:7a Secure Network WPA PSKAVPAZ PSKIAES) -
& » Megatec_Mi 10:04:20:50:18:12 Secure Network WPA PSKWPAZ PSKIAES) -~

I

Mocne nogkntodeHnsa kaptol NetAgentA k 6ecnpoBogHOMY poyTepy, MHTEPdENC KapThbl

3HaAKOM NOKaXeT CETb, K KOTOpOI7I noaKn4yeHa KapTta.
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e KoHdurypauus > SNMP

[aHHaa cTpaHuua nossondeT KoHurypmposaTb napametTpbl SNMP Ha
kapTe NetAgentA ansa eé uHterpaumm ¢ NMS (Network Management System —
Cuctemon Ynpaenenus CeTblo).

Hanpumep: NO SNMPView, 4OCTynHO Ha canTe koMmnaHum NMapyc anekTpo.

SNMP
Manager

GET (3anpoc) -
| |

T8

m— GETNEXT
OTBeT =
Trap e=
NetAgent 001 NetAgent 002 NetAgent 003
MiB
mben 1 WBM 2 men 3

Cuctema MIB

Wms cucmemer:
B aTom none moxHo npuceonTb Ms Kapte NetAgentA.

KoHmakm cucmewmbil:
B aTOM none MoXHO BBECTU UMSA agMUHUCTpaTopa.

PacnionoxeHue cucmemsil.
B aTOM none MoxHO 3agaTb pacnonoxeHue kapTbl NetAgentA.

SNMP UDP lMopT
SNMP NetAgent nopm:

MopT, Ha koTopoM NetAgnetA npuHumaeT u otnpasngeT komaHgbl SNMP. (Mo
ymonyaHuio 161)

[Topm nony4eHus trap:
MopT ncnone3yembli AN OTCbINKM Tpan-coobweHunn. (Mo ymonyaxuio 162)

SNMPvV3 ID yctpouctBa (SNMPv3 Engine ID)
SNMPv3 ID ycmpoticmea murn ¢popmama:

Mpwn ncnonesosaHnn SNMPV3, kapte NetAgentA Heo6xoauMO NPUCBOUTL
T.H. ungeHTudpukatop ycrtponcrtea (Engine ID) ana wvaeHTudukaumm wn
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reHepauumu

Krno4yen

ayTeHTUukaumm wn  wundgpoBaHus. B kadectBe

noeHTudmKaTopa ycTpomcTea MOXHO Ucrnonb3oBath cnegyowme onuun: MAC
agpec / IPv4 [ IPv6 / Bpy4Hyto. X MOXHO BbiGpaTb B BbinagatoLLeM CInCKE.

SNMPv3 mekcm ID ycmpoticmea:

Copepxummoe SNMPV3 Engine ID (npu Bbibope Tuna ID — «BpyuHyio»).

Koxdpurypaumua
Kondpmrypaums UBI
Pacnucanne Bun/Buian UBIN

[ 0
SNMP

O

SEMPT Kowutpons poctyna | Trap-onosewenus | YeTpoRcreo noaxmioveno [~]

[A7:03:16] fikn SNMP

Cucrema MIB

WMA cucTemsl UPS Agent

KOHTaKT CHCTeMBI

Pacnonoxexne CHCTEMbI My Office

SNMP UDP nopr
SNMP NetAgent nopt o1

Mopt nony4exnn trap 162

SNMPv3 ID ycTpoicTea

SNMPv3 ID ycTpoRcTEa THN Ghopmara * MAC agpec v

SNMPv3 rexct ID ycTponcTEa £0003461030003ea17f30e

epe3arpyeHa, 400! NPAMEHUTL HOBLIE N3DAMETDL

e

#* [1na akTuBaumm BHECEHHbBIX U3BMEHEHUIN HAXXMUTE KHOMKY «TpUMEHUTLY.
Mocne yero kapTa NetAgentA nepesarpysuTcs.

KoHTponb goctyna

IP-adpec admMuHUCmMpamopa:

B aTtom none yctaHasnuaetcsa IP agpec MK agmuHucTpaTopa, C KOTOpPOro
BO3MOXHO ynpaBnaTb kapTton NetAgentA. MoxHO BBecTu 40 8 pasnunyHbix IP
agpecoB. [ns Toro, 4tobbl BOCMOMNb30BaTbCA 3TOM (OYHKUMEN BBeauTe

Tpebyembin IP agpec BmecTo **** B cBobogHom none IP-agpec
agMMHUCTpaTopa.
Bepcusi:

Cnyxut pgns Bblbopa wucnonbdyemon Bepcum npotokona SNMP. B
BbiNagatoLweM cnmcke MoxHO BblbpaTb Mmexagy SNMPv1 & v2C, SNMPv3 unu
Bce. lNpu Bbibope V3 unn Bce HeobxoguMmo AONOMHUTENbHO 3agaTb UMA
nonb3oBaTesnis, naposfb, MPOTOKON ayTeHTUUKauuu, Tvn LWwudpoBaHUS U
naposib 4N WwudpoBaHus.

Coobuiecmso:

Mone ncnonbayetca ans yctaHokn Coobuectea (Community String) ons
SNMP V1 n V2. lmsa coobuiecTBa AOMMKHO coBnagath C MMEeHeM coobulecTBa
ncrnonssdyemoiMm B NMS. (Mo ymonyaHuio ncnonssyetcs public).

[TorHomoYus:

Mcnonb3yeTcsa ans ycTtaHOBKW YPOBHEW A0CTyNa agMUHUCTPATOpOoB. M3
cnvcka MOXHO BblOpaTb: HeT goctyna / YUteHne/ YteHne-3anunce.

OnucaHue:

370 onumoHanbHoe none MoXeT BblTb UCNOMb30BaHO AN AONONHUTENBbHbIX
(cnyxeBHbIX) 3aMeTOK B MOMOLLb aAMUHUCTPaTOpamM CUCTEMBI.
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=-=_A; NetAgentA

Wndpopmayus Obume JECINIOEIEE Trap-onosewenns | Ycrpoiciso nogumioieno [2]

Koxgpurypaums
Kondmurypaunn MBI IP-agpec agMHHKCTRATOPa Bepcua Coofujectec MonHomouns OnucaHue
Pacnucanme Bxn/Buixn MBI ‘

|
Web/Telnet/FTP ‘ ITY,
BACnet

=

[17:03:16] F iku SNMP Te...

(E= i b2 [ public [Urenmersanvcs v |

[Bee v|» [ public [Het nocryna w|

[Bee v |» [ public [Het noeryna w |

[Bee ~v|» [ public [Het gocryna__~|

[Bee ~[» [ public [Hetnocryna_~|

[Bee v|» [ public [Herpocryna_ ~|

[Bee v |» [ public [Hetpocryna_~|

[Bee v|» [ public [Het nocryna w|

oo

Trap-onoBeLyeHUs

IP-adpec nonyvyamens.

Wcnonb3yetca ana koHdurypauumn IP agpecoB KOMMbIOTEPOB, Ha KOTOpble
kapta NetAgentA 6yageT BbicbiiaTh trap-coobuweHna. MoxHO 3apaTb
MakcuMym Ao 8 agpecoB — nosiydatenen trap coobLueHnn.

[puHsame:

CnyxuT ansa Bblibopa Bepcun oTCbiNaeMbix trap coobLLEHNI 13 BbiNagatoLLero
cnucka. Kpome Bepcum SNMP: v1, v2, v3 MOXHO BblIOpaTb 1 TUN COOBLLEHNI
Trap nnu Information. MNpu BbiGope SNMPvV3 Tpan nnn SNMPv3 UHdopmaums
HeobGxoOMMO BBECTM UMSA Monb3oBatensa/naponb M  WHpopmMaumo Ong
ayTeHTUukaymn.

Coobuiecmso:

B MK, nonyyatene Tpan coobweHnn n kapte NetAgent Heobxogumo
YyCTaHOBUTb OQUHAKOBOE cOOBLLEeCTBO (3HaYeHne no ymonyaHuio - public).

Tun mparnos:
Bbi6epute n3 cnucka PPC MIB nnn RFC1628 MIB (3Ha4eHne no yMonyaHuio -
PPC).

#MIB cpann gocTtyneH Ha canTe komnaHuu Napyc anekTpo.

CmeneHb 8axHocmu:

OTO none nO3BONSAET OrpaHNyYnMTb YPOBEHb BaXHOCTU Tpamn coobLlieHun,
nocblnaemMblX pasHbiM nonyvatensam. MoxHo BblbpaTb oAuH U3 3 YpOBHEW
(cTeneHemn BaXXHOCTH).

O MHdopmauus: Takum nonyvatensm 6yayT BbickinaTbes nodbie (Bce)
Tpan-coobueHus.

O MpepynpexaeHve: Anga Nony4eHus TONbKO Tpan-coobLEeHNn yPOBHS
“MpepynpexpeHune” n “Kputnyeckoe npegynpexaeHue”.

O Kputudeckoe npegynpexaeHue: ansg nosyvyeHus Tonbko Tpan-coobLueHnn
ypoBHs “Kputnyeckoe npegynpexaeHuve”.

(MoxanyncTa, obpaTtuTech K pykoBoAcTBY Nno padote ¢ NMS 3a nHpopmaumen
O CTeneHsAX BaXXHOCTU (YPOBHSIX) Tpan-coobLLeHNIA.)
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OnucaHue:

3T0 onuuoHanbHoe nosie MoXeT ObITb UCMONb30BaHO Afd
AONONHUTENBHbIX (CNY»XeBHbIX) 3aMeTOK B MOMOLLb aAMUHUCTpaTOpam
CUCTEMBI.

Cobbimus

Haxmute kHOnKy «Bbibop» gna Bbibopa cobbiTviA, NpuM HaCTynseHun
KOTOpbIX OyayT BbiCbiNaTbCs Tpan-coobuieHnsi. B OTKpbiBLIEMCA OKHE Mo
YMOSYaHWIO OTMeYeHbl Bce cobbITus. [Npu oTCyTCTBMM HEOBXOOMMOCTH, YacTb
cobbiTM MOXHO Yyb6paTb (goGaBwuTb) M3 cnucka. B okHe npucyTcTBylOT 2
Bknagkn ana cobbitun UBI u gns cobbiTvin, perucTtpupyembiX OaTYMKOM
NetFeeler.

Mocne Bbibopa HaXXmMuTe KHOMKy «MpMMeHUTb» 1 3akponTe OkHO. KHomka
«TecT» nos3BonseT oTocnaTb TecToBoe Tpan-coobuieHne u ybeoutbcs B
KOPPEKTHOCTN HaCTpPOeEK.

3anycmumsb rnpepbigaHusl 80ccmaHosieHus numaHus u adanmepa X pas ¢
uHmepeasom 8 X cekyHo.

MosBonseT 3agaTh YMCNO BbICbIT@eMbIX Tpan-coobLleHnn U uHTepBan
MeXxay HMMK nocrne BO30OHOBNEeHus nutaHus kapTbl NetAgentA. dyHkuma
MOXET MCNoNb30oBaTbCA ANS TOro, 4tobbl y0eauTbCs B HaOEXHOCTM CBA3U
Mexay NpUEMHMKOM Tpan-coobuieHnn n NetAgentA nocrne BOCCTaHOBEHUSA
3NeKTponuUTaHus.

MUHdopmaumoHHble 3anpocbl SNMP

B aTux nongax ycraHaenvBaeTcsl KONMYecTBO nonbiTok, koraa NetAgentA
MOXET 3anpocuTb OTBET OT oTnpaenawowero Inform yana ¢ 3agaHHbIM
3Ha4yeHneM (Nno ymorn4daHuio 3 pasa n MHTepBanom 5 cekyHa).

[17:03:16] HacTpo#Kkn SNMP H3MEHEHbI NONb30BaTe...

B 5 NetAgentA

L

Koncomrypau
Kondpmrypaums WGI IP-agpec nonyyatens Mpu CoobujecTi Tun Tpanos Crenek BaXHOCTH Onmcanwe CobbiTHA
Pacnucanme Bxn/Buixn UBN

192.168.70.1 SNMPY2 Tpan v]  [pub v] [Wndopmaims |
2.168.1.53 SNMPV3 MHDOPMaUMA v 3D publ v Buibop Tecr

e
e e T7 9 b o
BACnet
Cucrema

HET v pub PPC v HDOPMALLY M| nuﬁnn Tel:r
T 9 [ FPC ] [Viopuaw <
3aNyCTHTE NPEPLIBAHA BOCCTAHOBNEHMA NUTAKWA W aganTepa 0 1|pas ¢ wuTepsanom [0 lcexyRabI).
MudpopMaLmonnbie 3anpoci SNMP
KOnu4eCTE0 nonsITok (3
Bpewms oxunaHNR (cex) %

ABTODHIALAA
Be3onacHocTb

Manager Engine ID |

KopoTkun nyTb kK MHcpopmaLmm

O6ume | Kowtpons noctyna [RISIRSISCENEN verpoicTao nonknioueo
AT o BO

CkauaHo c sec.ru



YCTpOMCTBO NOAKMIOYEHO

OTa BKNnagka CnyXxuT Ons yCTaHOBKM UCMNOJSIb3yEMOW MOLLIHOCTU U cTaTyca
NOLKNIOYEHUS OPYrnX YCTPOUCTB, KOTOPble NOoAKNI0YeHbl K ToMy e UBI, yto n
ncnonbdyemoln NetAgentA.

A N etAg e ntA [17:03:16] HAacTpoHKM SNMP W3MEHeHbl NONL30BaTe. ..

Wuchopmanun Obume | Kourpons gocryna | Trap-onosemenus [ReatiSaca el ] 2]

KoHdpurypaums
Koudmrypauma UGN YCTPOHCTED NOAKNIYEHD
Pacnucanne Bxn/Buixn MBI l:

I
prrr— [—

D

L

MNoakntoyeHo

HET v

HET v

a2 W oN oa
=
m
juj
<

=
S| [=][=][=] &
H
=
z
H
g

HET v

com:

o KoHdurypaumsa > YBegomneHume

- YBegomneHue / Email: ncnonb3syetcs 4ns OTCbINKA NO 3fIEKTPOHHOM MnoyTe
yBEOOMIIEHUA NPW HacCTYNMeHUN 3afaHHbIX COObITUA WNKM  eXeOHEBHbIX
OTYETOB.

Hactpownku e-mail

Cepsgep e-mail:

Beeaunte agpec cepsepa 9NeKTPOHHOW NOYThI

[lopm e-mail.
Beeante Homep nopTa Ans OTNpaBKM 3NIEKTPOHHOM NoYThl (NOPT smtp)

Bkrtoyums SSL npu nepedaye 351eKmMpoHHOU noyYymal:
Bbibepute Tmn SSL anga nepegayn coodLLeHnn

E-mail adpec omnpasumens:

Beeante agpec otnpaBuTensi coobLueHni (T.e. NOYTOBOrO siLMKa U3 KOTOPOro
OyayT oTNpaBnATLCA coOOLLEHNS)

E-mail cepsep mpebyem asmopusauuu:

Bbibepute [1a/HeT B 3aBUCMMOCTM OT HAaCTPOEK cepBepa 3NEeKTPOHHON MoYThbl
N akKayHTa

Ums nonb3osamerns:
Beegute nmsa nonb3oBaTens (TONbKO ecnun cepBep TpebyeT aBTopmsaumnn)

[laporsikb:
BeeguTte naponb (TONbKO ecrnv cepsep TpebyeT aBTopusarmm)

Omnpasumb mecmogoe coobuweHue:

[ns npoBepku cepBuca BBeAMTE B rMore aapec ISNEeKTPOHHOW MoYTbl, Ha
KOTOpbIN ByaeT OTNpaBfeHO TECTOBOE COOLLLEHME U HaXMUTe KHOMKY «TecT
MoYTbI».
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=1. ‘ N etAgentA [17:03:16] HacTpoilkn SNMP MaMeHeHbl NoNbL3aoBaTe. ..

B oo

Kondmrypauua
Kondgurypaums HBN Cepeep e-mail [smtp.mail.ru
Pacnucanne Bxn/Buikn UG Mopr e-mail \465 |

BKNIOYMTE SSL NpH Nepeaaye sNeKTpoHHON NoYTsl [ssUTLS |

% s e | :

E-mail cepep TpebyeT aBTOpHIALMK [0A ~)
MMA NoNb30BaTENA [ |

Napons [ |

OTNpaBKTL TECTOROE COOBUEHHE [ | Tecr nouts

Web/Telnet/FTP

L

| Mpumep TECTOBOMO NMCbMa

ups_test_1@mail.ru

UPS Agent(192.168.70.191):310 uHdpopmMmaLMoHHoe coobueHne e-maill

Ecnui Bl NOAYYMAKM 3TO TECTOBOE COOBILEHKWE, HACTPOWKK e-mail HoppeKTHbI

Email ana nora coobiTnin

Bknagka nossonsieT ycTaHOBUTbL 0 8 agpecoB 3IEKTPOHHOM MOYTbI Ha
KoTopble OyayT BbICbINATbCA OMOBELLEHUST NPU  HACTYNfeHUU 3afaHHbIX
cobbiTnn (aBapum UBIT, nepexoq Ha 6aTtapeun n paspsa AKB HWke 3agaHHOro
nopora, COCTOSIHME NUTaloLWen ceTu, npesbllleHne TemnepaTtypbl U np.) u
OTpeaakTMpoBaTb CMUCOK TakUX COObITUMN.

.1 ‘ [17:03:16] ik SNMP
B 5 NetAgentA ‘

WHgopmaumns H. ENETNLERIERSIR Tl  Email ona exequeBHOTO OTYETa 9

Kondmrypauns
Koudpurypauua WGI MockinaTs e-mail, ecnu NpoucxoauT cobeimue [JA
Pacnucauwe Bxn/Buixn MBI Nonysatens 1

TMonyyatent 2

HE

Monysatens 3
Monyyarens 4
—Ysenomnenwe
Monysatent 5

Mony4atens 6

ilililiE

Mony4atens 7

TMonyyatent 8

;

==

O
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Email ana exegHeBHOro ot4yeTta

Bknagka no3BonsieT ycTaHOBUTL 40 4 agpecoB 3MEeKTPOHHOW MOYThl, Ha
KOTOpble, B yCTaHOBMNEHHOe BpeMsi, OyayT BbiCbINaTbCS eXXeQHEBHbIE OTUETHI.

B exeaHeBHble OTYETHI BXOAUT MHOPpMaLUS U3 XXypHana (nora) cobbitum
N MHpopmauma 13 XxypHana (nora) AaHHbIX 3a UCTEKLINA NepUoa.

. ‘ N etAge ntA [17:03:16] HacTponkn SNMP naMeHeHsl NONL3OBATE. ..
I mail

CREE—

Kondurypauna BN
Pacnucanne Bxn/Buikn HBMN

Cetn
Wireless LAN

MonyyaTent 1
MonysaTens 2
Monyvatens 3

Nony4aTent 4

OTNPABKTL e-Mail ANA eXeAHEBHOTD OT4ETa (44:MM) (24-4acoBOH dopmar

BPEMEHM)

Cone

’ Skype (5] ]

CEE—

- YBegomneHue / SMS

Kapta NetAgentA nossongeTt otnpaBndatb U nonyvate SMS coobuwieHus npu
nomowm BHewHero GSM/GPRS/CDMA mogema, B crnyyae BO3HUKHOBEHUS
onpeaenéHHblx cobbiTMi. 3OTa onuusa [OCTynHa AN YeTbIpexXnopToBOro
NetAgent, kak NoOKa3aHO Ha PUCYHKE HUXe.

—
JlokanweHelli Modem e
"
uen NetAgent SMS Modem %
=
o
,’ UcnonezoeaHue ydanéHHozo cepeepa
g
= /i
7311 NetAgent Xab SMS Cepesep SMS Modem

AD
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Hactponku SMS mogema (Onuus)

SMS mopewm aBnsetca onunen anga kapt SNMP. Ecnn coBmectumbin GPRS
mogem nogkntoveH kK NetAgentA, To kapTa MOXeT nockinate SMS coobuieHuns
NPy BO3HUKHOBEHUWN COOBLITUN.

O MoprotoBka moaema

2. BctaBbTe CMIM KapTy B NOTOK U CaM
noToK B GSM Moaem

3. MNoakntounTe aHTEHHY K MOAEMY

1. Haxxmute KHOMKy w
BblHbTE NI0TOK Ana CM
KapThbl

CBETOAVOAHbIN UHAMKATOP

Cratyc MHAVKaTopa.
1. Ecm uHavkatop muraet pas B 0.8 cek:
- IHUUManu3auma MOAEMa, XXAnUTe
win
- MOAEM He OoTBeYaeT
(1) NnpoBepbTe NPaBWILCHOCTL BBOAA MUH-KOAA (€C/IM OH TpebyeTcs)
(2) npoBepbTe NpaBuIbHO v BCTaBaeHa CUIM kapTa
(3) nposepbTe Hannune GSM curHana (MAm ero ypoBeHb)
2. Ecm moaem muraet pas B 3 cex:
- MOAEM rOTOB K paborte

KomMmyHUKaUUOHHbIU rnopm modema:

BbibepuTe “ttyUSBO0” gns USB mogema, NogKMYeHHOro HENOCPEeACTBEHHO K
NetAgentA

KopoTkui nyTb k nHopmaLmm CkavaHo c sec.ru



SMS ces3b:

Bbibepute mexagy GPRS nnn CDMA

PIN-k00 SIM-kapmebi:

Beeaute MNNH ko SIM kapTbl (ecnu TpebyeTcs)
[lodmeepdumb PIN-k00 SIM-kapmbi:

MosTopHo BBeauTe MNH kog ans nogreepXxaeHna

BbINosiHMB onucaHHyto npouenypy HaxXMuTe KHONKY «TpuMeHnTbY.
MHdopmaumio 0 mogeme 1 ero ctatyc MOXHO NPOBEPUTL B MYHKTE MEHIO
WHpopmauna > CocTtosiHue moaema.

# [locne HaxaTtna kHornku «[1pumeHuTb» KapTa NetAgentA neperpysmrcs.

Omnpasumpb coobuweHue:

Beegute Homep B okHe «Homep MobunbHOro tenedoHa» u TeKCT coobLLeHns
B okHe «CogepxxaHne CMC» n HaxxmuTe KHOMKY « OTNpaBuUTbY.

.1‘ [A7:03:16] iK# SNMP
B 5 NetAgentA

Mkhopmauns EM LT PR o ILLEMEN HacTpoixuSMS | MoBunuHbiii AnA nora cobummi (7]

KoHdpurypaumn Hacrpoiiks CMC mopema
Kongurypauns WBI KOMMYHUKALUHOHHBIA MOPT MOfIEMa HeT w
Pacnucanne Bin/Buixn MBI SMS ceAsb GPRS v
Howmep MoBunLHOTC Tenedona
a" Copepxarmne CMC (makc. 70 cCHMBONOB) 1OHnRoL Cumzon
Web/Telnet/FTP
Ompasum, | Copoc

O

Hactponku SMS

Omnpaska SMS npu HacmynneHuu cobbimuu:

O OTtmeHnTb: He ncnonb3oBaTtb cepBuc SMS

O Ncnonb3ysa nokanbHbIM MogeMm: [nga cnyvyaeB NpsiMoro NoAKMo4YeHUs
mMoaema Kk NetAgentA

O Wcnonb3ya yganéHHbin cepBuc: Ons crnydaeB NOAKMHOYEHUS Mogema K
ceteBomy cepepy unu lNK ¢ ycraHoeneHHsiMm MO SMS cepepa

SMS cepsep:

B cnyyae Bbibopa yoanéHHoro (ceTeBoro) cepeepa ans paccoiiku SMS
BBeauTe IP agpec yganénHoro SMS cepsepa (1K ¢ yctaHoBneHHbIM 1O SMS
cepsepa).

SMS nopm:

B cnyyae Bbibopa yganéHHoro (ceTeBoro) cepeepa Ansi paccbinkm SMS,
BBEMTE HOMEp NMopTa, UCMOoNb3yeMblli CEPBEPOM A1 paccbinku SMS
coobuieHunn (No ymonyaHuio ucnonbadyetcs nopt 80).

Ums nonb3osameris.
B cnyyae Bbibopa yganéHHoro (ceteBoro) cepeepa, BBeaUTe NMs

AR
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nonb3oBaTtens (akkayHT) BblAaHHbIM NpoBangepoM cepsuca SMS (npu
HeobxogMmMocTH).

[laposib:
B cnyyae Bbibopa yganéHHoro (ceTeBoro) cepeepa, BBeAuTe Naporb,
NoATBEPXAEHHBIN NpoBangepom cepsuca SMS (npu Heob6xogMMocTw).

Omnpaska mecmogoeo SMS:

Mocne 3aBepLueHUs KOHUrypaLmm BBEANTE HOMeEpP MoOBUNbLHOro TenedoHa
Ans otnpaBku TectoBoro SMS coobuieHus.

. . ‘ N etAgentA [17:03:16] HacTpoWKW SNMP H3MeHeHEl NONbL30BaTe. ..

m WHgopmauua Hacrpoiiku CMC mopema [GEISHEFTUISIEN MoGunuibif Ans nora cobuiTHil (2]
Kondurypayma (
Kondpurypaums WBN Ornpaeka SMS NpH HACTYNNEHHH COBLITHRA
Pacnucanne Ben/Buixn UGN SMS cepeep

OTMEHNTE ~

SMS nopt 80
MmA nonk3ogatens
Napone
—Ysenomnenue
Ornpageka TectoBoro SMS Tecr SMS

[ o | oo |

. ype e

L

MobunbHbIN ANA nora coobITUN

OTa BKnagka nossBonsieT BBeCcTM OO0 8 TenedOHHbIX HOMepoB aboOHEHTOB,
KoTopbiM OyayT oTcbinatbca SMS yBegoMIEHMST O COObITUSX, PUKCUPYEMBIX
KapTon unu gatdnkom NetFeeler.

.1 A 17:03:16] Aku SNMP Te...
B 5. NetAgentA fere?

MoBunbHLIH HoMep 1
MoGHNELHLIR Homep 2

CeTn

il;

-]

£|¢

[ con

MoGHNBHLIH HOMEp 4

MoGunLHLIH Homep 5
MoGunLHEIi HOMep 6
MoGHNBHLIH HOMep 7
MoGHNEHEIH HoMep § BriGop

Buibpats cobLTMe [ ]

HeT

L

MoTepawa censk ¢ MBN
Bransrsenme WEN

ABSDHA EXOHOTD HANPAXEHMR
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- YBepgomneHue > Telegram/Skype

Mpwn BO3HWKHOBEHUN COObLITUIN B Bl BO3MOXHa OTnpaBka MIHOBEHHbIX
COO00LEHNI C NOMOLLBbIO TaKMUX MecceHmKkepoB Kak Telegram n Skype.

=1. ‘ N etAg entA [17:03:16] HacTpowkm SNMP W3MEHEHEI NONE30BATE...

Q WHcpopmauns (BTN CUTIEE Telegram Ans xypHana cobuimui Q
KoHdpurypaums

Kowndpurypauwn UBIN Yrofel ncnonszosate NetAgent Telegram gna oTnpagkk CHIHANoE TPEBOTW, NoxanyicTa, HaiguTe n goGaskTe netagent_bot & cnucok Telegram Conatct.
Pacnucanwe Bkn/Beixn UBIN Bbl MOXeTe 0TnpaBKTE “chatid” Ha netagent_bot, 410Gkl nony4uTe ChatlD. Moxany#cTa, BeeguTe 3701 ChatlD, 4106k Nnony4aTs coobujennn NetAgent Telegram.

—YeenomneHne

O

=1. ‘ N etAgentA [17:03:16] HacTpolku SNMP u3MeHeHb! NONb3I0BATE...
y

Mupopmalus BIYTLRT Ll Skype ans xypuan (2]
Kongpurypaums d
Kondurypauns UGN YTobkl HCNONL30BATL NetAgent Skype ANA OTNPABKM CHIHANOB TPEBOTM, CHAYana JoGaBLTe Skype Bot B KOHTAKTHI.

Pacnucanwe Ben/Buikn MBN Bbi nony4yKTe WAeHTHdUKATOP NoNb3oBaTena ot NetAgent Skype. BeeguTe 30T HASHTM(MKATOP NONL30BATENRA, YToOLI Nony4ars coobwennn NetAgent Skype.
Ceri (Bei T2KXE MOXETE OTNPABMTE “uid™ 8 SKype, 4T00LI CHOBA NONYYHTE HASHTHRUKATOP NONL30BATENA)

User ID TecTmposanme Skype

b
i

Wireless LAN

Y1o6ei noGasnTi NetAgent Bot B cnucok konTakTos Skype, oTkpo#Te 8 Gpaysepe Cneayowy CCuiky.

https://join.skype.com/bot/ad3bb4cf-4d7d-481d-b89e-bb64c32782d4

o

Web e 17

BACnet

O

e KoHdwurypauusa > Web/Telnet/FTP

[aHHbIn  pasgen ucnonb3yeTcs Ans  KoHuUrypauum nosib30BaTesibCKUX
YY4ETHbIX 3anucen ans pabotol 4Yepe3 BEB-uHTepdpenc, a Takke no
npoTokonam Telnet u FTP. [JonyckaeTcs koHuUrypauus o 8 akkayHTOB.
MosBongeT HasHaunTb NopTbl And paboTbl no npotokonam HTTP/HTTPS,
Telnet/ SSH n FTP nnbo 3anpeTuTb MCNONb30BaHNE 3TUX MPOTOKOSOB.

HTTP/HTTPS

BBegute xxenaemble Homepa nNopToB Ansa ucrnone3osaHua HTTP, HTTP proxy,
HTTPS, nnbo 3anpeTtute ncnonb3oBaHne 3TUX NPOTOKOSOB.

YyéTtHasg 3anuce HTTP/HTTPS

Ums nonb3osamerns.

Beeante wnmsa nonb3oBatens ans goctyna K kapte NetAgentA yepes
BEB-uHTepdec.

A7
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[laposib:
Beegute naponb ons goctyna k kapte NetAgentA yepes BEB-untepdenc.

[ToniHoMoYus:
BbibepuTe ypoBeHb AocTyna (MONHOMOYMS) Nonb3oBaTens U3 cnucka: Her
poctyna, YUteHue, YteHne/3anuce.

#*[1paBnno hopMmmnpoBaHus crnmcka nonb3oBaTenen n NnonHomouun: Mo
MeHbLLUEN Mepe OAMH Nonb3oBaTesb AOMKEH UMETb ypoBeHb YTeHune/3anuch.
# [1paBuno popmmnpoBaHNA crnmcka nosib3oBartenen n noraHoMo4nn: Nma
nonb3oBaTens ¢ ypoBHeM gocTyna YteHne/3anucb He JOMMKHO ObiTb MYCTbIM.

IP-adpec adMuHUcmpamopa:
TonbKo ¢ ykasaHHbIX IP agpecoB 6ynet Bo3amoxeH aoctyn k NetAgentA

#* * * * * o3HavaeT nobon IP agpec, T.e. paspellaeT 4ocTyn ¢ noboro
agpeca.
Asmomamuyeckoe omkrioYeHuUe rnocse npocmos 8 mevyeHue X muHym (0:
Omko4yums)
# 3apaéTt Bpems 6e30enCTBUA, MO UcTeyeHuto KoToporo, NetAgentA
aBTOMaTU4eCKN 3aBepLUNT ceaHC paboTbl nonb3oBaTtenen BEB-uHTepdenca.
[na npogomkeHnst paboTbl 6yaet Heobxoauma NoBTOpHasA aBTopmusauus.
Ana kommyHukaumm no npotokonly HTTPS B okHe «KoHdurypauusa» -
«WEB/Telnet/FTP» - «WHpopmauua SSL» 3arpysute ceptudumkat
BGesonacHocTM dopmata .pem, KN4y dopmaTta .key, 3aTemM OTKO4YUTE
nucnonb3osaHne npotokonia HTTP B  okHe  «KoHdurypauus» -
«WEB/Telnet/FTP» - «<HTTP/HTTPS».

.‘ ‘ [17:03:16] SNMP
B 5 NetAgentA

Q Mrchopmaumn Bl TELNETISSH | FTP/FTP-SSL | Mudopmauma SSL | Hactpoitku RADIUS Cepeepa | Hacrpoitkn LDAP Cepeepa (2]

P————
BENIOYHTL DYHEUMIO HTTP PROXY *
T HTTP PROXY nopr *
we

BrnioNuTh dyHkuMio HTTPS *

WebiTelnet/FTP BraiouuTE dyHEuMio HTTPS PROXY *

Yaernan sanuce HTTPIHTTPS

WmA nonk3ogarens Napone MONHOMOYHR IP-agpec agMHHKCTPaTOpa
D“ Yrerne/sanice v
Ynpaanexue Her gocryna

Hergocryna

<IN <D < ]

£ @&
£

Hetpocryna v
Hetjocryna v
Hetjocryna v
Het focryna v

HeT foctyna  «

ABTOMATHYECKOE OTKNIHEHHE NOCNE NPOCTOA B Tederue |0 MUHYT (0: OTKNKYUTE)

13 AOMKHA OuiT NePE3ApYXeHa, 4TO06! NPUMEHHUTL HOBEIE 3PAMETP
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Telnet/SSH

BBeauTe xenaemblie HoMepa NopToB Ans ucnonb3oBaHusa Telnet/SSH, nnbo
3anpeTuTe UCnosib3oBaHNe 3TUX NPOTOKOIIOB.

YyeTHaga 3anuck Telnet/SSH

YuemHas 3anuck U naposib kak 0 HTTP:

[NosBonseT ncnonb3oBaTh YYETHbLIE 3arMMCK 1 NOSTHOMOYKUS Morb3oBaTenen co
CTpaHuLbl KoHdUrypauumn goctyna no HTTP.

Hms nonb3oeamers.

Beeante wnmsa nonb3osatens ansg gocrtyna Kk NetAgentA no npoTokosny
Telnet/SSH.

[laposib:
Beegute naponb ans goctyna k NetAgentA no npotokony Telnet/SSH.

[TonnHoMo4Yus:

BbibepuTe ypoBeHb gocTyna (MONHOMOYMS) Nonb3oBaTens U3 cnucka: Her
poctyna, YUteHue, YteHne/3anunce.

#[1paBnno popMnpoBaHNa cnmcka nonb3oBaTtenen n nosiHomoumn: lNo
MEHbLUEN Mepe OAMH Nonb3oBaTenb AOMMKEH MMETb YpoBEHb YUTeHne/3anunce.

# [TpaBuno popmMmpoBaHNA cnmcka nosnib3oBaTtenen n NnosIHoMo4Ymn: Nma
nonb3oBaTens ¢ ypoBHEM goctyna YteHne/3anucb He JOMKHO ObiTb MYCThIM.

IP-adpec adMuHUcmpamopa:
Tonbko ¢ ykasaHHbIX IP agpecoB 6yaet Bo3amoxeH goctyn k NetAgentA.

#* ** * * o3HavaeT nobon IP agpec, T.e. paspellaeT 4ocTyn ¢ ftoboro
agpeca.

r:s NetAgentA

i

[17:03:16] HacTpoitkn SNMP n3mMeHeHkl NONL30BATE. ..

HTTPHTTPS IS FTP/FTP-SSL | Wudhopmauun SSL | Hacrpoiikn RADIUS Cepeepa | Hacrpoiixu LDAP Cepeepa

TNpoToxon ynpasnenus
BniownTe dyriumio TELNET *
TELNET nopr *

BENHMHTE yHKUKIO SSH *

[23

SSH nopr * [22 |

Yuernan sanuce TELNET/SSH

Y4eTHaA 3anuck W Naponk kak gna HTTP

Web/Telnet/FTP

L

MmA nonksoBarens Napone Nonxomoyna IP-appec anMMHACTRaTOPa

e [€]|€]|€]|€]|€

*: CHETeMa AOMKHE GeiTk Nepezarpyxexa, uToGel NPHMEHNHTE HOBEIE NapameTpsl.

[ rovuean | cioe |

FTP/FTP-SSL

Paspelwunte nnu sanpetute 4OCTyn K kapTe no npotokonam FTP u (nau)
FTP-SSL n ykaxuTte xenaemble NopThbl ANd JocTyna.

AO

¢ ) SEC.RU

KopoTkui nyTb k nHopmaLmm CkavaHo c sec.ru




YyeTHas 3anucb FTP/FTP-SSL

YyemHasi 3anuck U naposb kak onsg HTTP:

[Mo3BonsieT ncnonb3oBaTh YYETHBIE 3aNNCK Y MONTHOMOYKNSA NONb3oBaTeNneun co
CTpaHuubl KoHdurypauum goctyna no HTTP.

Ums nonb3osameris.

Beeoute nmsa nonb3osatens Ans goctyna Kk NetAgentA no npotokony FTP /
FTP-SSL.

[laporsib:
Beegute naponb ons goctyna k NetAgentA no npotokony FTP / FTP-SSL.

[ToniHoMo4us:

Bbibepute ypoBeHb gocTyna (NONIHOMOYNA) Nonb3oBaTens U3 cnucka: Het
poctyna, YUteHue, Ytenne/3annce.

#[IpaBunno hopmmnpoBaHNA crnmvcka nonb3oBaTenen n nosiHomoumn: lNo
MeHbLUEN Mepe OAMH Nnonb3oBaTesnb AOIMKEH UMeTb YpoBeHb YUTeHne/3anunce.

# [TpaBuno popmMmnpoBaHNA crmcka nosibaoBartenen n NnosiHoMo4umn: Nma
nosnib3oBaTtesis ¢ ypoBHeM goctyna YteHne/3anucbk He JOIMKHO BbITb MYCThIM.

IP-adpec admuHucmpamopa:
TonbKo ¢ ykasaHHbIX IP agpecoB 6yaet Bo3amoxeH goctyn kK NetAgentA.

#* * * * * o3HavaeT nobon IP agpec, T.e. paspelwaeT 4ocTyn ¢ noboro
agpeca.

=-=,= NetAgentA

—— — o

iporocon yopasnenen
porosan cepaepa F1P v
Hemoms FTP.S51.
fopr cepoepa ]

i

Wireless LAN
o N ———
Y4eTHan 3aNKCL W Naponk Kak ana HTTP

Web/Telnet/FTP Mwma nonssosatenn Napons NonHomouna

O

[17:03:16] HacTpo#iku SNMP M3MeHeHbI NONb30BATE... J

< 1€ 1<« |<||€]|[€]]|€
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NUHdopmauma SSL

Kaptbl NetAgentA nogaepskusator npotokon HTTPS wn  pasnuyHble
BapuaHTbl WndpoBaHms SSL ansa opraHnsauum 6e30nacHoOro coenHeHns.

Monb3oBaTenun MOryT 3arpy3nTb B KapTy COBCTBEHHbIE MYyONNYHbIE KNHOYM
n cepTuduKaTtbl na ayTeHTUdukauuu.

HTTPS npotokon (HTTPS Protocols)

BbiGepuTe nogaepxmBaemyro BEpCcuto LUINGPOBaHMUS:
O SSL v2

O SSL v3

OTLSv1.0

OTLSv1.1

OTLSv1.2

OTLSv1.3

#* Haxmute kHonky «[pumeHnTb», KapTa NetAgentA nepesarpysuTca.

NHdopmauma SSL

Mcnonb3yetca ans 3arpysku ceptudukatoB SSL. [locne 3arpys3km B KapTy
NetAgentA nybnuyHOro knioda LwWwundpoBaHMsa U cepTudwukata obmeH
coobweHnamn mexay BEB-cepsepom kapTbl 1 MK OygeT wwudpoBaTtbcsa C
NnoMoLLbI0 NpoTokona SSL/TLS.

#* [1ns HopManbHOM KOMMYHUKaumn no npotokony HTTPS ybeautecs, 4to
nopt 443 npoTtokona HTTPS paspeluéH onsa nepegaydm Ha Bcex y3nax IP ceTtw.

#* [Ina komMmyHukaumm no npotokony HTTPS B okHe «KoHdurypauusay -
«WEB/Telnet/FTP» - «WHdopmaums SSL»  3arpysute ceptudmkat
GesonacHocTn dopmarta .pem, Knwd dopmaTta .key, 3aTemM OTKN4YuTe
ucrnono3osaHne npotokona HTTP B  okHe  «KoHdurypauusay» -
«WEB/Telnet/FTP» - «<HTTP/HTTPS».

MoxanyncTa, obpaTtuTech k gokymeHTauumn Ha O OpenSSL, koTopas
coaepxXmTcsa Ha komnnektHom CD, 3a nogpobHon nHdgopmauuen o cosgaHmm
cobCcTBEHHOrO Ny6rIMYHOrO Ko4va n ceptudumkarta.

.1 ‘ [17:03:16] AkM SNMP
B 5 NetAgentA

MHpopmauus HTTPMHTTPS | TELNETISSH | FTP/FTP-SSL [IFIEHIVENTERSSMN Hacrposikn RADIUS Cepeepa | Hactposiku LDAP Cepeepa (2]

Kocpurypaumn HTTPS npotokon
Kondmrypauna MBI [J ssLvz
Pacnucanmne Bxn/Buixn UBN [J SSLv3

[ TLS w10

WeoeneF P
BACnet ~ _ .
* CHCTeME DY[IET NEe3arpy¥EHa NOCTE HAMATUA KHDMHH "TIDUMEHNTS

Cwmcrema
| Cocews e opuauen SSL
] o [ e— [ Beisopumo i | 2ain 0 g

NINKKa KNto4a KONNEKTHBHORO NONb30BaHWA 2048 Bur(s
Ceprudmkar SSL BuiGepute Qaiin | Oaiin #e exibpaX

BoinyweHHbIA Ans NetAgent

BhinyuieHHbIR Netagent

NeiCTBMTENLHBIN C 2022-01-01

NedCTBUTENLHLIN A0 2025-01-01
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&« & O G & hips//192.168713 s ® & =

https://192.168.71.3
.1 A [17:46:33] MBI BLIKNHOYEH
5 NetAgentA
1 s NEetAgen

KoKdpurypauun
Kondpurypauun UBI BENIOYHT dyHELMIO HTTP * ]
Pacnucanne Bxn/Buikn MBI HTTP mopt * 80

Cete BnoYHTE yHEuHI0 HTTP PROXY *
HTTP PROXY nopt * 81
BrnoyHTE hyHKuMio HTTPS *
HITPS nopr —
e o Gy KTTPS PROXY? Mpu yctaHoBneHun ces3n no npotokony HTTPS, 8

cny4daax ncnonb3oBaHUA CaMOCTOATENIbHO
CFeHepMpOBaHHOFO |'|y6j'||/|L|H0r0 KIr4ya n

Hua nonk3oeatens Napone
Ol N p:| ceptudpmkara, BEB-6paysep MoxeT BblhaBarb
ownbky. [lloxanyncrta  urHopupymte eé u

npogormkaiTe paboTy.

| Herpoeryna |
[Herpoeyma |
[Herasenna ]
[Heraoonna ~] e

ABTOMAaTHYECKO OTENIOYEHUE NOCIE NPOCTOA B TeYeHHe EI MHHYT (0: OTKMI0YHTE)

*: CHCTEMa AOMKHAE BTk Nepe3arpykena, YTofkl NPUMEHNTE HOBLIE NapaMETpLI
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Hactpoiiku RADIUS Cepsepa

KapTtel NetAgentA nogaepxvBatoT ayTeHTUuKaumoo nornb3oBatenen no
npotokony RADIUS. [1na ncnonb3oBaHusa pyHKUMN HEOBXOOUMO YCTaHOBUTb
crneayoLwmne HacTPONKu.

Monb3zoBatenn

Access Request

A A t
Ccel;;”ccep Access Accept

' nin
Access Reject Access Reject

Axkmusuposamb RADIUS o0 noeuHom BEE / TesiHem:.
PaspelaeT nnu 3anpeLtaet ncrnonb3oBaHne ayteHTudmkauum no RADIUS.

Adpec cepsepa RADIUS:
Mone gna eeoga IP agpeca cepsepa RADIUS.

AymeHmugukaUyUuoHHbIU nopm:

Homep nopTta, no kotopomy pabotaeT npoTtokost RADIUS (nopt no
ymonyaHuio: 1812).

Koy KonnekmugHo20 noJsib308aHUs:

BeeanTe KONMEKTUBHBIN KITOY, NCMONb3yeMbln Mexay cepsepom RADIUS un
€ro KrnmeHTamum.

3adepxxka COeOUHEHUST:

3agaéTt BpeMeHHON NPOMEXYTOK (TanmMayT) B CEKyHOaX, B TEYEHNE KOTOPOro
nocrnie nonyyeHus oTka3a oT cepBepa RADIUS, noBTOpHbIA 3anpoc Ha
ayTeHTudunkaumto (nornH) 6yaet HEBO3MOXEH.

[lepenodknyeHue:
3agaéT Yncno nNonbIToK coeanHeHns ¢ cepsepom RADIUS.

£
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NetAgentA

[17:03:16] HacTpo#ku SNMP u3MeHeHb! NONL3I0EATE. ..

HTTPHTTPS | TELNET/SSH | FTP/IFTP-SSL | Wndopmauun SSL ERERGLEIVENIENRSENVEN HacTpoiikn LDAP Cepeepa 9

KOH(HIypauma
Kondurypauns UBI1
Pacnucaune Bxn/Beixn UBIT

AxTvempoeats RADIUS noa normtom BEB / Tenuet Her

v

Appec cepaepa RADIUS

AyTeHTH(DHKAUNMOHHBIR NOPT 1812

Web/Telnet/FTP

O

Knioy KONNeKTMBHOIO NONL30BAHKSA
3anepxka COeJHHEHHR cexyHa(bi)

MNepenogknioyetne

HacTtpounku LDAP CepBepa

JlerkoBecHbI NPOTOKON AocTyna K katanoram (Lightweight directory access
protocol - LDAP) no3BonsieT npuroxeHusam ObICTpO 3anpawmsBaTth U nonyyartb
NHpopmauuio o nonb3oBaTensx.

Bkrmroyums LDAP nipu exode e cucmemy WEB/Telnet:

Bbibepute «[da» ana paspelweHuns ayTeHTUdmKaunm nonb3osaTenemn no
npoTokony LDAP npu goctyne yepes3 BEB nHTepdenca nnm no Telnet.

Adpec cepsepa LDAP:
Beeaute IP agpec LDAP cepBepa.

[lopm cepsepa:
Homep nopTta, ncrnonedyembit npotokonom LDAP (nopt no ymonyanuio: 389).

Bbidarouwieecs UMs:
Mcnonb3yeTtca ans noucka no katanory (Qupektopun) nonb3oBaTtenen.

Be3onacHocmb noOKI0YEeHUS:
dnar, paspeluaroLwmin UCnosb3oBaTb Oe3onacHoe NoakNtYeHne Kk cepeepy.

Ampubym riosib3o8ameris.
BBeguTte nonb3oBaTenbCckuin aTpubyT Ans NoruHa.

Ampubym paspeuleHUs:

McnonbayeTtca ana ngeHtudmnkaumm atpmbyta ypoBHS AOCTyna AN KaXK40ro
gidNumber.

PaspeweHue Ha YymeHue/3arnuchb:
Beeaute atpnbyTt gidNumber ansa yposHs YteHne/3anuce.

Pa3peweHue mosibko Ha YmeHue:
Beegute atpmnbyTt gidNumber ans ypoBHs YUTteHue.

KopoTkun nyTb kK MHcpopmaLmm
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B 5 NetAgentA

B oo

[17:03:16] HAacTPOWKM SNMP U3MEHEHBI NONLIOBATE...

HTTPHTTPS | TELNET/SSH | FTPIFTP-SSL | Mucpopmaumn SSL | Hactpoiixn RADIUS Cepuepa [Ratiat AR AR ] 2]
N

BrnwuuTe LDAP npu Bxofie B cucTemy Web/Telnet HeT w
Pacnucauwe Ban/Buixn UGN Aapec cepaepa LDAP
. :
TOMIKNIOYEHHE K CHCTEME GE30NACHOCTH
% R .
Buijaioueecs wms
Web/Telnet/FTP
ATpHOYT nonkzoeaTens uid

O

ATPUBYT pazpeueHun
Pa3spelwenne YTeHue/3anucs

Pazpewenue Tonkko YTenne

KoHdurypaumsa > BACnet

KapTbl NetAgentA nogaepxumBatoT npotokon BACnhet/IP (Building Automation
and Control/Internet Protocol).

BACnet
BACNet yctponcTeo

Mcnonb3yetca ana koHdwurypauumn waeHtudpukatopa (ID) yctponctBa wu
HOMepa nopTa, KOTopbiM wucnonbdyetcsa npotokoriom BACNet ans
KOMMYHUKaLWW.

OnoBelleHne
Beegute IP agpeca KOMNbOTEPOB, KOTOPbIE AOSKHbBI NOMyyYaTb ONOBeLLEeHNS
no npoTokony BACnet npy BO3HMKHOBEHMM onpeaenéxHbix cobbituii B UBIT.

=-=:= NetAgentA

Kondpurypauua
Pacnucanne Bin/Becn WBIN

BACNet ycrpoiicTeo
BACNet ID ycTpoicTea*
BACNet nopr (0-65535)

[1016
(47808 |

| (-1 = He paGoraer)

[17:03:16] HacTpoixm SNMP WaMeneHs! nonbaogare....

Cete

Onosewenne

IP-agpec nony4atens MpHHATE Nopr (0-65535) CTeneHk BAXHOCTH

| | [HET ~] [ | [Asapua v | |

| | [HET v [ | [Asapua_ v |

[ | [HET v [ | [Asapua v] [
BACnet

[ | [HET +] [ | [Agapir v] [

Onucan1e

= CHCTeIMa AOMKHA BsTs NePesarpyxena, 4Tods! NPHMEHHTL HOBLIE NapAMETPsl.

O

KopoTkun nyTb kK MHcpopmaLmm
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http://www.bacnet.org/

e KoHdurypauusa > NetFeeler

NetFeeler npeactaBnser cobon  BHELWIHWMWA, OMUMOHAsNbHLIA  AaTYUK
okpyxatowen cpegbl. OH MOXeT onpefenaTb Temnepatypy, BMaXHOCTb U
Hanuune  Boabl. [atumkm  NetFeeler obopyaoBaHbl  BCTPOEHHbLIM
paguonpuéMHMKOM Ans paboTbl C BHEWHUMMW AaTynkamu, TakMMK Kak:
AaTynKM ObiMa, oxpaHHble gatyuku (kpome NetFeeler 5).

NetFeeler
NetFeeler

BnaxHocmb | Temnepamypa | Koumuyeckoe noHuxxeHue / Kpumu4eckoe
nosbiweHue:

[Mo3BonsieT yCTaHOBUTb BEPXHUE W HWXKHME TOPOroBble 3HAYEHUS
TemnepaTtypbl U BriaxHoOCTWU. B cnyyae Bbixoga TemnepaTypbl/BNaXXHOCTU 3a
pamMKu MNOporoBbix 3Ha4veHur, NetFeeler BblWNET COOTBETCTBYyHOLLEE
npeaynpexaeHue.

MeTka 6e3onacHocTu

K patunky NetFeeler, no paguokaHany, MOXHO MOAKNKYUTL A0 7
BHELLHMX OXPaHHbIX AaTYMKOB, AaTYMKOB 3adbiMneHund. B atom pasgene
MOXHO MPUCBOUTb UHAMBUAYAlbHbIE UMEHA UM PACNONOXEHUSA KaXaoMy U3
3TUX 7 AATYMKOB.

f"s
L B

Q Undopmaumn

Koxdgurypaumna
Kondpmrypaums UBI
Pacnucanne Bxn/Buixn UBIN

Web/Telnet/F TP

NetFeeler

[A7:05:16] fikn SHMP

NetAgentA

NetFeeler

KPHTHHECKOS NOHKKEHHE KPUTHH4ECKOE NOBLIWEHHE

BnaxHocTk (%) 5 90

Temneparypa (°C) 70.0

Merxa besonacnoctn

Metka 1

MeTka 2
Metxa 3
Metxa 4
MeTka 5

MeTka 6

Metka 7

oo

KannbpoBka

Mo3BonsieT BBECTM MNOMNpaBoyvHble  (KanMBpPOBOYHLIE)
n3mepsieMbiX TeMnepaTypbl U BNAXXHOCTMW.

"L
[l =

I

3Ha4YeHna  an4gd

[17:03:16] pomku SNMP

NetAgentA

¢ ) SEC.RU

Kondpurypauns MBI
Pacnucanwe Bxn/Boikn MBI

WebiTelnetFTP

NetFeeler

(G|

{

KopoTkun nyTb kK MHcpopmaLmm

Temnepatypa (°C) [00 ]
BnaxHocTs (%) [o |
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e KoHdurypauusa > Cucrema

OTOT pasgen no3BonsieT YCTaHOBUTb [AaTy, Bpemsl, BblbpaTb A3bIK
BEB-uHTepdenca, BbINONHUTL JOMOMHUTESIbHbIE HACTPOMKU KapThbl.

Harta/Bpemsa

[laHHas  Bknagka No3BoONsieT  ckoHdurypupoBatb  NetAgentA  ans
CMHXPOHM3aUMM C BHELHWMW CepBepamMn CETEeBOro BpPeEMEHM  Ans
MCMNONb30BaHUS KOPPEKTHOM [OdaTbl W BPEMEHM B KapTe, a Takke
OTpeAaKkTMpoBaTh CNMUCOK AOCTYMHbIX CEPBEPOB BPEMEHM.

CuctemHoe Bpems

CucmemHoe spems (ITIr/MM/A4 44:MM:CC):
OTobpaxaeT Tekyllee Bpemsi B NetAgentA.

Bpems mexdy asmomamuyeckumu 06HO8IEHUSMU:

YcTaHaBnueaeT nHTepBan Mexay nocrnenoBaTtenbHbIMU CUHXPOHU3ALUAMMU C
cepBepaMu CeTeBOro BPEMEHMU.

Cepsep spemeHU:

Bibepute cepsep 13 BbinagatoLLero cnicka, 4ob6aBbTe OTCYTCTBYHOLLEN B
CMNUCKe CepBep BPYYHYIO.

BpemeHHas 30Ha (no omHoweHuto Kk GMT):
Bbibepute cBOKO BpeMEHHY0 30HY MO OTHoWweHuo K GMT.

[Tepexo0 Ha nemHee 8peMs:
3anpeluaeT unu paspeLlaeT Nepexon Ha NneTHee BpeMS.

lMNepesanyck

Asmomamuyeckas nepesazspyska cucmembl Kaxobie (0: He nposodums):
MosBongaeT npuHyauTenbHO neperpyxatb kapTy NetAgentA kaxable N yacos
NI MUHYT.

PyyHas nepe3azpy3ka cucmembl Yepe3 30 ceKyHO:
Cnycta 30 cekyHA nocne HaxaTtus Ha KHomKy «[MpumeHnTby», NetAgentA
BbIMOMHUT O4HOKPATHYIO nepes3arpysky.

.1 A N etAg e ntA [17:03:16] HacTpofxn SNMP RaMeHeNbl NONB30BATE. ..

Wrchopmauns JIESCIEREYEN Siskik | HacTpowka Syslog | Coxpanuts/BoccTaHoBHTH Q

\
Cucremnoe spems (MTTT/MM/A] YY:MM CC |2024.98-‘1'E 15:31:55 |

Pacnucanmne Bxn/Beikn MBI Bpems Mexay aBTOMATUYECKIUMH OGHOBNEHHAMMK [14ac v
Ce|1ae|1 BpeMeHH | ntp0. n[p servers net v |
BpemeHHaA 30Ha (N0 OTHOWEHKIO K GMT) |GmTv3'0D v\
_ MNepexog Ha NeTHee BPeMA [HET v |
[Foepomome

+ Yeepgomnenune

Covc
Web/Telnet/FTP -

Cucrema AEBTOMaTH4ECKaR Nepesarpyska CHCTeMEI Kaxaele (0: He NPOROAMTE) |:) H MuHyT V\ MPAMEHHTE

m Py4Han nepesarpyska cMCTEMbI Yepes 30 cexyHa

I

[~ 4

v N\ -
\ /) SEC.RU KopoTkun nyTb kK MHcpopmaLmm CkauaHo c sec.ru




A3bIK
OTa BKnagka noseonsieT BblopaTth A3blk BEB-uHTEpdeica NetAgentA.

AsbIk NHTEpdenca

Mcnonbsyetca gna Bblbopa A3bika MHTepderica. MNMpu nepsomMm Bxoae B
cuctemy, kapta NetAgentA onpenenut s3blk ycTaHoBrneHHon Ha 1K OC wu
NepekKYnT MHTepPdENC KapTbl Ha 3TOT A3bIK.

Ha paHHOM cCcTpaHuue nonb3oBaTenn MoryT  BblOpaTb
npegnoyTuTenbHbIN A3blk BEB-uHTEpdenca, oTnnyHbIn oT s3bika OC.

BHUMAHWE! PaspelunTe cookies ans ncnonb3oBaHNA JaHHOW (OYHKLMN.

NHOW,

Hactpoiika Email
BbibepuTe npeanoyTUTeIbHbIN A3bIK NpU OTCbiKe e-mail n CMC coobueHuni.
Kapmbi NetAgentA noddepxxusarom criedyroujue si3bIKU:

¢ ) SEC.RU

® English o FEEh
® Deutsch ® fHEEH X
® Portugués e ot=
® Espariol ® AAEE
® Frangais ® Pycckui
® |taliano ® vy
® Turkge ® Polska
(m VA T35 acTparon SR

0

Pacnncanne Bxn/Beixn MBI

+ YeepomneHnue

Web/Telnet/FTP

Cucrema

. - |

NetAgentA

Nata/Bpemn QEEESIE Hacrpo#ka SyslLog | CoxpaHWTh/BoccTaHOBMTL 0

fznik wnTepdeica

O English
O Deutsch
O Portugués
O Espaiiol
O Frangais
O itatiano
O Tiirkge

(BHuMaHKe: 3aaaHHeIe HECTPOMkM He paboTaioT, ecnk B Bawew Gpay3epe oTknkueHs! cookies.)

O s
[oF T3
O w2

O B#sE

Pycckmit

O wa

O Polska

Hactpoiikn email

Mcnons30Eatk AZLIK MHTepdeica NpUBegeHHbIA HIXe B coobuwenuax email Wechat u CMC

Pycckuilt v

English
e

Hactpownka Syslog

Fis
Deutsch
Fortugués
Espaiiol
Francais
Italiano
Pyccit
Turkge
va
Polska

[Mo3BonsieT BKMAYMTL M UCNOMb30oBaTb NPOTOKON SysLog And OTnpaBku
coobuieHnn SysLog cepsepy And 3anucu cobbiTuUi, (PUKCUPYEMbBIX KapTOu
NetAgentA. BbibepeTe npoTOKOS, NOACYET OKTEKOB (NpM HEOBXoaAMMOCTW),
agpec cepsepa SysLog, a Takke nopt SysLog.

EO

KopoTkun nyTb kK MHcpopmaLmm
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NetAgentA

[17:03:16] HacTpo#ku SNMP u3MeHeHb! NONL3I0EATE. ..

NataBpems | fAavik [QEEISSGETSESIENE CoxpaHMTL/BOCCTaHOBHTE (2]

Pacnucaune Bxn/Beixn UBIT

BrmounTs cepsep SysLog
SysLog npoTokon
MNogcyet okteToe TCP
Appec cepsepa SysLog

Mopr SysLog 514

Web/Telnet/FTP

Cucrema

B

O

CoxpaHutb/BoccTtaHOBUTDL

CoxpaHumb meKyuwlyto KoHguaypauuio:
Haxmute Ha kHOMKy «CoxpaHuTb» AONS BbIFPY3KM U COXPAHEHUs1 TeKyLlewn
KOH(purypaumm Ha MNK. TekcToBbIN hann ¢ KoHUrypaunen MeeT crieayroLmm

dopmaT umeHun: YYYY_MMDD_####.cfg. [Ona BbINONHEHUST KOMaHAbI
HeobXxo4MM aaMUHUCTPATMBHbBIA YPOBEHb 4OCTYNA.

BoccmaHosumb npedbidyuwlyro KoHbu2ypauuto:

Mcnonb3ynte 3Ty YHKUMIO ONS  BOCCTAHOBMNEHUA nNpeaBapuUTenbHO

COXpaHEHHOWM KoHUrypaumm ns canna KoHpurypaumm *.cfg. Haxxmumre KHonky
«BblbpaTtb danny, Bblbepute Tpebyembin pann koHduUrypaumum n HaxmmuTe
KHOMKy «BoccTaHoBUTLY.

BoccmaHosumb 3a800cKUEe HACMPOUKU:
OTa (pyHKUMS BEPHET BCE HACTPOMKM KapTbl K 3HAYEHUSIM MO YMOSYaAHMIO
(3aBoackum).

[A7:05:16]

AKu SNMP

=-=_“ NetAgentA

C—

Nata/Bpema | Azwik | Hal SRR CoxpaHuTh/BoccTaHOBHTL 0

COXPAHUTL TERYILYHO KOHDMTYPALIIO [3awudposaro v

BOCCTAHOBHTE NPe/bIAYILYH KOH(DHTY PaLUK | BeibepuTe thaiin | @aiin He ssicpas

BOCCTaHOBHTL 3aBOACKHE HACTROAKK

Cpoc

R
owe

Cucrema

O

KopoTkun nyTb kK MHcpopmaLmm
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e Jloru > Ilor cobbiTU
Jlor coobITUM
Cnuncok cobbiTumn

MokasbiBaeT 3anucu O BCEX COObITMAX Ha BbIOpaHHylO AaTy C yKkasaHuem
TOYHOrO BpPEMEHM COObITUS W AeTarnbHblM onucaHuvem. Bblbupass aHu B
KaneHgape MOXHO  MpocmaTpuBaTb  CcoObITMS,,  npou3owenwne B
MHTepecytoLyto AaTy.

=-=A‘ NetAgentA

[17:03:16] HacTponkn SNMP M3MEHEHbI NONb30BATE. .. J

Kotburypauma
O | o [ ] o | () D
Jlor cobuiTui
CoxpaHuTb
JKypHan WCnuiTanwis Gatapen ABryc-r 2024 o C%%gc-%, Yuer coGbmhit
[08-12 17:03:16]: HacTpoitkn SNMP uameHeHbl NoNLIoBaTENEM
P Bock Mox Brop Cpega YeTB MNAaTH Cy6 [08-12 15:01:05]: OwnbKa COSANHEHHA C CEPBEPOM BPEMEHH
[08-12 12:15:06]: HacTpoiikn NetFeeler namexenbl NonNL3oBatenem
1 o 2 a 3 o [08-05 17:07:19]: Wb nepewen Ha Gatapen
[08-05 16:35:04): Anpec cepsepa He moxeT ObiTk paspewen
? [08-05 16:24:12): MBI nepewen Ha GaTapen
[08-02 17:17:53): Anpec cepsepa He moxeT ObiTk paspewen
10 5© 60 70 80 90 100 [08-02 17:15:57]: MG nepewen Ha Gatapen
o
'
10 120 (3P 140 150 160 170
00
LO
180 190 200 210 220 230 240
250 260 270 280 290 300 310
\

YYéT codbITuin
Moka3sbiBaeT CTaTUCTUKY MO pasHbIM Buaam cobbITUIA B BbIOpaHHYO AaTy.

ﬂ:g NetAgentA " J

T17:03:16] SNMP

Dm 42024 w|»p| |4 8 ~|¢||Bcecobbitna v OBHoBHTL Cerogna
e CoxpauuTb
ABryct 2024 ©
Bock Mox Brop Cpepa Yers MatH Cy6
10 20 30
12.50° 12.50
? 12.50
40 50 60 70 80 90 100 25.00 o
2]
10 120 (3P 140 150 160 170
00
LO
180 190 200 210 220 230 240
250 260 270 280 290 300 310
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e Jlormn > Jlor gaHHbIX
Owvarpamma

B nor-cpanne (KypHane) OaHHbIX 3anucbiBaloTcA: BxogHoe HanpshkeHue,
BbixogHoe HanpsbkeHne, YacTtorta, YpoBeHb Harpysku, Emkoctb AKB,
Temnepatypa u np. napameTpbl. Ha 31O BKkNagke AaHHble oTobpaxatoTcs B
rpadpudeckon ¢opme. CBepxy amarpaMmmbl C OaHHbIMU €CTb MOJSI3YHKU, C
MOMOLLIbIO KOTOPbIX MOXHO BbibpaTb MacwTtab npeacraBneHms n otobpasnTb
6onee nogpobHyo MHOPMaLMIO 3a MHTEPECYIOLLNIA MPOMEXYTOK BPEMEHN.

=1. ‘ N etAgentA [17:03:16] HacTposikn SNMP uaMeHeHb! NONkLI0EaTe. .

Q ITEIGETIYEN Jor naHHbiXx | CTaTMCTHKA AAHHBIX e

Koxspurypaumm Nuarpamma--2024/08/13
9 ]
Nor paHHbIX 231.00 g »- . i - - . . B 250 4100
= 8 8 f\ A /
XKypnan ucnuiTanuii batapen
s banss | sos
-24.8 |-40.98
Ynpaenexue 71 7
. - .
6 ¢ 230.80
/ -24.6 |-40.96
54 50,0 5 -230.85 - . - ] A - 100
. . / \ ) F244 |40.04
230.80 8 \ 9
3 3 F24.2 40,92
45.5 230.75 f-o5
2 2 / \ \ /
230,70 Y s v v v ¥-24.0 |40.90
i4 1
o 400 0 -230.65 @ . . . . . . . . . o 238 Laossloo
00:01:30 00:01:40 00:01:50 00:02 00:02:10 00:02:20 00:02:30 00:02:40 00:02:50
#— Boanoe HanpAxeHue(8) BeixoaHoe Hanpaxenne(s) yacora(ru)
—¥— Teuneparypa(‘c °F) —®— Hanpsxenie Barapedi(B) —8— EnxocTs(%)
—®— Harpyzxa(%)
Nara pankbix: 2024/08/13 OGHOBUTL
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Jlor gaHHbIX

[aHHas BKknagka CnyxuT Ans npeacTaBrieHUst HaKOMMeHHbIX B ror-channe
(’KypHane) gaHHbIxX B TabnnyHon cdoopme. pun ycrioBum NoaKMIOYEHNSA aaTymMKa
NetFeeler cocTosHME KOHTPONMMPYEMbIX WM napameTpoB OygeT Takke
oTobpaxkaTbCsl B XXypHarne.

=1.$ NetAgentA AT05 161 F ikn SNMP

WHpopMaLua
No. flara/Bpenn BxoaHoe Hanpmkene(B)  Buioguoe Hanpakenwe(B)  Yacrora (W Harpyaka(%) EmkocTs(%) Hanprenve Garaped(B)  Hanp. aueiww(B) Tewnepatypa(*C °F)
1 202408-131539.45 2386 0.0 50.0 0 100 409 227 25.077.0
Dm 2 2024-08-13 153837 _ 2384 0.0 50.0 0 100 409 227 250770
3 20240813153929 2386 00 50.0 0 100 410 228 25.077.0
4 20240813 153920 2389 0.0 50.0 0 100 409 227 25.077.0
Jlor gaubix 5 2024-08-1315:38:12 239.0 0.0 50.0 0 100 41.0 228 25.077.0
6 20240813 1530.04_ 2385 00 500 [ 100 209 227 250770
7 2024-08-13 153855 2388 0.0 50.0 0 100 41.0 228 25.077.0
] 13 15:38:47_ 2387 0.0 50.0 0 100 409 227 250770
9 13153830 2386 00 50.0 0 100 409 227 25.077.0
10 2024-08-13 153830 2386 0.0 50.0 0 100 410 228 24.075.2
11 20240813 153822 2385 0.0 50.0 0 100 410 228 24.0752
12 20240813153814 2385 0.0 50.0 0 100 409 227 25.077.0
13 2024-08-13 153805 2384 0.0 50.0 0 100 409 227 24.075.2
14 20240813 1537557 _ 2386 0.0 50.0 0 100 410 228 250770
15 202408-13153749 2386 0.0 50.0 0 100 410 228 24.0/752
16_2024-08-13 1537:40_ 239.0 0.0 50.0 0 100 40.9 227 25.077.0
17 202408131537.32__ 2389 0.0 50.0 0 100 410 228 25.077.0
18 2024081315374 _ 2393 0.0 50.0 0 100 410 228
19 13153658 2387 0.0 50.0 0 100 410 228 25.077.0
20 13153661 _ 2388 00 50.0 0 100 410 228 25.077.0
21 20240813 153642 2388 0.0 50.0 0 100 410 228 25.077.0
22_2024-08-13 15:36:34__ 238.6 0.0 498 0 100 41.0 228 25.077.0
23 20240813 153626 2385 0.0 50.0 0 100 410 228 25.077.0
24 20240813 153617 _ 2385 0.0 408 0 100 410 228 25.077.0
25 2024-08-13 15:36:08__ 238.8 0.0 50.0 0 100 41.0 228 25.077.0
26 20240813 15:36.01 2390 00 50.0 0 100 410 228 25.077.0
27 13153552 2388 0.0 50.0 0 100 410 228 25.077.0
28 13 15:35:44__ 2385 0.0 50.0 0 100 41.0 228 25.077.0
29 20240813 153536 2380 0.0 50.0 0 100 409 227 25.077.0
30 20240813 153527 _ 2380 0.0 50.0 0 100 410 228 25.0/77.0
31 2024-08-13 15:35.19__ 238.8 0.0 50.0 0 100 410 228 25.077.0
32 20240813 153511 2384 00 50.0 0 100 410 228 25.077.0
33 20240813 153502 2364 0.0 50.0 0 100 409 227 24.0775.2
34 2024-08-13 15:3454__ 2387 0.0 50.0 0 100 410 228 25,0770
Nata panubix: 2024/08/13 n - 1

Ctatnctuka gaHHbIX

[aHHasa BKknagka crnyxuT gnsa otobpaxeHus ctatuctukm napametpos VBl 3a
ykasaHHyto gaty. B cratuctuky BkntodaroTcsa: obuiee umcno 3anucen 3a
yKasaHHyto gaTty (KOn-BO AaHHbIX), MakCMMarnbHOe, MUHMMarbHOe, cpefHee
HaNpPsXKeHME, pPaCXOXOEHME HanpsXKeHUst WM CTaHOApPTHOE OTKIIOHEHMEe
HanpsHKeHus, MaKcumanbHas, MWUHMMarnbHas, cpeaHsas yacToTa,
pacxoXXaeHne 4acToTbl U CTaHOAPTHOE OTKIIOHEHME YacToThbl, a Takke apyrue
napameTpbl, BKNOYas HanpsbkeHne n eMKOCTb baTtapen, a Takke AaHHble Mo
Harpyske.

VA SIS
[17:03:16] HacTposku SNMP nameneHs! nonk3oeare..
B 5 NetAgentA

R

HalsaHue Kon-80 AaHHsIX MaKe. 3HaveHue MutH. 3HaqeHne Cpea. 3HaueHne PacxomgeHue CTaHZapT OTKNOHEHHE
1 Bxoaroe Hanpsxenre(B) 6858 2400 2268 255 132 36
e 123929 065550 2024-08-13 2024-08-13 2024-08-13
3 B e ) g 155632 15:56:32 2024-08-13 2024-08-13 2024-08-13
Jlor AanHeLIxX S I soss 501 298 500 00 o1
Mypaan ncosr o : 155214 15:55:51 2024-08-13 2024-08-13 2024-08-13
. — o 260788 2100608 PERT 7N 0516 0713
eumepaTyPACE ) o 15:55:34 1:56:33 2024-08-13 2024-08-13 2024-08-13
} 310 08 310 30 o4
J bl T ) ) 155622 15:56:24 2024-08-13 20240813 2024-08-13
— 798 257 778 000 000
J R SR E) Ses 15:56:22 15:56:24 2024-08-13 20240813 2024-08-13
- 00 0 00 50 50
z Haprak) Soss 15,5632 15:56:32 2024-08-13 2024-08-13 2024-08-13
- 000 1000 000 0 00
g st Sass 15,5632 15:56:32 2024-08-13 2024-08-13 2024-08-13
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e Jloru > XypHan ucnbiTaHun 6aTapeu
XypHan TecToB 6aTtapeun

Mo3BonseT oTobpaxaTb B rpacdmnyeckon popme pesynbTaTbl
camoTtecTupoBaHus 6atapen MBI, PasnnyHble BapuaHTbl TECTUPOBAHNSA
BGaTapen gocTynHbl Yepes3 MeHto MHdopmauns > YaanéHHoe ynpasneHue.

= |:‘ NetAgentA
L

E“ oweg Bpewn ™ Bpe DOROMKHTENBHOCTE T ——

3 80 23

2 75 b . 22

05:44:30

e YnpaBneHue > Netility Web

OtobpaxaeT Bce kapTbl NetAgentA, nogknoyeHHble K foKanbHOW CeTu, C
cepunHbiMn Homepamn, MAC-agpecamm, BEpCUMSMIN NPOLLUMBOK M annapaTtHOro
obecneveHus, |P-agpecamun. Bblgenute WHTepecyolwee YCTPOUCTBO WU
HaXXMUTEe MbIWbIO ABa pasa ana oTkpbitusas BEB-cTpaHuubl  gaHHOro
YyCTPOWCTBA.

Ecnun goctyn K kapTe ocyuwlecTtensaetca no nyénuyHomy IP agpecy (WAN IP),
TO B JaHHOM OKHe BCE paBHO OyayT otobpaxeHbl Bce kapTbl NetAgentA
Haxoaswwueca B ogHoM LAN cermeHte c¢ kaptow, goctynHom no WAN IP.
(HTTP port 81 gomkeH 6bITb paspeweH Ha kapte ¢ WAN IP un pgoctyn
ocywecTBnaTbes No http://xxx.xxx.xx:81, rge xxx.xxx.xx ato WAN I[P wnnu
AOMEHHOE NMS).

.1 ‘ [18:04:02] HacTpoiikn Email
B B NetAgentA

Wicpopuavinn NetAgent Web

T
Dm YerporicTao MAC anpec ObopynoBaue Npoumexa IP anpec
» 3027439630 D0:03:EAT:FO:0E HDAB0G 3.10.0A806. Sipower.2 192.168.70.7

Netility Web
o

% SNMPView Lite

~2
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http://xxx.xxx.xx:81/

e YnpaBneHue > YnpaBneHue cpannamm

B naHHOM OKHe MOXHO ynpaBnsTb hannamm XypHarnoB, KOTOpble Co3arnTCs
kapTon NetAgentA. ®anrnbl MOXHO BbIrpyxaTb, yaanaTe. [locne yganexus .db
danna, Bce cogepxalumecs B HEM 3anuncu dyayT yaaneHbl U He AOCTYMHbI K
NpocMoTpy B MeHto Jloru.

.1 ‘ [17:03:16] ku SNMP
B 5 NetAgentA

Q Wugopmaunn
KoHgurypauma : . ,_
2 !
D“ 513, ? o Q k}
2405 Texywee NonOXeHWe:/mnt/log/datalog/datalog 20240813.dat (7]

YnpaeneHue 5. O

Tun s Pazmep Bpema namenenna Bpems gocTyna

® datalog_28248813.dat 1252808 2024/68/13 16:61:24 2024/68/13 0:00:06

Ynpaenexwe dainamu

Cnpasxa

total 1 files,® directories.

240605 dat
240606_dat
240607 dat
240802.dat
240803 dat
240804.dat
240805 dat
240806.dat
240807 dat
240808 dat
240809_dat
240810.dat
datalog_20240811 dat
datalog_20240812 dat
datalog_20240813 dat
eventlog
smslog
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e YnpaBneHue > OTnago4yHbIN NOPT

McnonbayeTtcsa Ans KOHTPons KOMMYyHUKauum mexay kapton n UBIT.

OTtnapo4Has nHdopmauums
MoxHo BbliGpaTb oTobpaxeHne B hopmate ASCII unum wectHaguaTMpuyHOM.

OTnpaBneHHasa uHdopmaums
B aTom okHe oToBpaatloTcsl KoMaHAbl, OTCbiNIaeMble KapTol B pexxume
peanbHOro BpeMeHHM.

NMony4yeHHasa nHdopmauma
B atom okHe oTobpaxatoTcsa otBeThbl NetAgentA, nonyvaemble ot UBIT.

.1 ‘ N etAg e ntA [17:03:16] HacTposus SNMP WaMeHeHb! nons30saTe...
|

,,,,,, Otnapoynan nupopmaunn EEETGELEETTERELT O 1 0

KoHdpmrypaums
I | | *s O
D] e[ E— v

OTnpaenexHas WHpopMauua OCumcTnTs

Ornanounei nopr 2024/08/13 16:02:32 BT\

2024108113 16:02:32 Q1\r
2024/08/13 16:02:32 BPYr

2024/08/13 16:02:32 Fr
2024/08/13 16:02:32 I
2024/08/13 16:02:32 BT\
2024/08/13 16:02:32 Qi
2024/08/13 16:0232 BPY
2024/08/13 16:02:32 Fr
H 2024/08/13 16:02:32 Ir

2024/08/13 16.02:32 BT\r ~

Mony4yexxan uHOPMALNA OunCTHTE

2024/08/13 16:02:32 #0060 000.0\r

2024/08/13 16.02:32 (238.3 120.0 000.0 000 50.0 2.28 25.0 00000010\
2024/08/13 16.02:32 #1000\

2024/08/13 16.02:32 #220.0 004 36.00 50.0\r

2024/08/13 16:02:32 #Sipower SIPB1KA10 V070B010D0\

2024/08/13 16:02:32 #0060 000.0\

2024/08/13 16:02:32 (238.2 120.0 000.0 000 50.1 2.28 25.0 00000010\
2024/08/13 16:02:32 #1000\

2024/08/13 16:02:32 #220.0 004 36.00 50.0\r

2024/08/13 16:02:32 #Sipower SIPB1KA10 VO70B010D0\

2024/08/13 16:02:32 #0060 000.0\ hd

NUHdopmauma o nopte

McnonbayeTca ang KOHpuUrypaumm KOMMYHUKALMOHHBIX NapamMeTpoB Mexay
kapTton NetAgentA n UBIT: Pexxum otnagku, nopTt, ckopocTb (6o4), buts!
AAHHbIX, YETHOCTb, CTOMNOBbIE BUTHI.

=1. ‘ N etAg entA [17:03:16] HacTpoikn SNMP u3MEHEHbI NONL30BATE....

Dm PexnMm OTNaaKku

CropocTh (60 3200
Netility Web pocTs (6on) =
BT A
UYeTHOCTL =

OTnagoyHeIA nopt

niEs -

@ g

g 3

b <
<

(A~
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e YnpaBneHue > CnpaBka
lMpenocTtaBnseT cnpaBoYHY0 NHGOPMAaLMIO O KOHGUrypaunm KapTbl Un
ncnonb3yembiX PYHKUNAX.

¥V
b NetAgentA
} ABapuitHble coobLieHNs \

Craryc UBN

CocrosiHue cucTembl * HaBeguTe Kypcop MbILIKW Ha 3HA4YOK ANs NOABMEHUA NOACKa3KW.

YnaneHHoe ynpasneHue HaxmuTe Ha 3Ha4oK, nosBUTbLCA Tabnuua ans OTOGPB)KQHMH KOHKpPETHOMN MH(*)OpMaLlMM.

CocrosiHve mogema

Cocrosinme NetSwitch

NetFeeler

Kondurypauus A
arypacy M Harpyska UBIM: 20% ~ 80%
CET .
H Meperpy3ka UBM: >= 80%

A
ul'l"" Harpyska UBM: <= 20%

3nekTpoceTb B HOpMe

M

A

M Harpyska MBM: 20% ~ 80%
faaad

[cnesa]:1 BbiX | [cnpaBa]: 3 BbIX

e YnpaBneHue > UHdopmaums
O6wan nHcpopmaums
lMokasbiBaeT annapaTHyo NaTtopMy, NPOLLUNBKY U CEPUNHBLIM HOMEP KapThl.

.1 ' [17:03:16] AEM SNMP
B 5 NetAgentA

VHpopmayma Obwan undopmauns T it ]
KoHdgurypauma

Ynpanetne Bepcus Hardware HDAZ06

Cepuiinsiii Home 3927439830
Netility Web P P 392743963/

= 000 «Mapyc anexkTpo»
napyc
Y

Wrdpopmanms E-mail sales@parus-eleciro.u

3AEKTPO

(AT A
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O6HoBNEeHue NPOLINBKN
O6HoeneHue no FTP

Mo ymonyaHuio B KapTe yctaHoBrneH FTP cepsep ftp.icv99.com ¢ uMeHeMm
nonb3oBaTtensa un naponem. pu HaxaTum Ha KHOMKy «OBGHOBUTL cendvacy,
NetAgentA nogknoumTcss K 3agaHHoMmy FTP cepsepy ana oGHoBNeHus
MPOLLMBKMW.

[ocTynHa KOHurypaums ans aBToMaTtuyecKkon NpoBEPKM U OOHOBMEHNS
Yyepes 3aflaHHble NPOMEXYTKN BPEMEHMN.

=1. ‘ N etAgentA [17:03:16] HacTporkn SNMP M3MeHEHI NONLIOBATE. .

Q MHcpopmauus MG obkoBnenua Firmware
Kowdguerypaipen Obxornenwne no FTP
- -
Nonb3oBatens netagentA
Napons
Netility Web

Ornanounsiil nopt MpoeepuTs 0GHOENEHNE Kaxgele | 1/eHe v
Cnpaexa ABTOMATH4ECKOR OGHOBNEHME Kawgsie[HET  ~|B Uacs : MHHYTH

WHdopmauyun

Tekyulan BePCHA MHKDONPOTPAMMbI 3.10.F AB06 Sipower2

OGHOBNEHME MUKPONPOTPaMME! | deibepure daiin | ©aiin He exibpan (OBGHOBHTE Ceifuac >>

C caiiTa Heobxoaumyto Bam Bepcuto NpoLmBKY U 0GHOBUTE e A s sl

npowmnsky 4Yepes MO FTP-knneHT.

Ut0o6bl 06HOBUTL NetAgentA yepes FTP cepsep, ckavante R it émpyc @
2AEKTPO

O6HoBneHune 4Yepes BEDB

Bmecto wucnonb3oBaHusa cnyxebHoro 1O Netility, mMoxHO 0OHOBUTH
NPOLUMBKY C ucnonb3oBaHnem BEB-uHTepdenca kapThbl.

Haxmunte kHOMKy «Bbibepute hanny», BbibepuTe HOBYK NPOLUMBKY AN
MCNoNb3yemMoro Tuna KapTbl U 3anyctute obHoBneHne kHonkon «OBHOBUTL
cenyacy.

.1 ‘ 17:03:16, ik SNMP
B 5 NetAgentA forl

Wndopmaumna TELETIIS LI o6HoBnenua Firmware
KoHgmrypauna OBuoenenme no FTP
CEEEN | e —
MNons3oBatent netagentA
Napont
Netility Web

OmnagouHsii nopr NpogepuTs 0GHOENEHHE Kawaeie | 10eds v
Cnpaexa ABTOMATHHECKOS OGHOBNEHHE Kaxasie[HET v B (Hacs! * MiHYTS)

Wudopmaunn

N .
/) SEC.RU KopoTkun nyTb kK MHcpopmaLmm CkauaHo c sec.ru

ObuoeneHne yepes Bed
Texyman BepCHA MUKDONPOTPaMMbl 3.10.DAB06.Sipower.2

‘OGHOENEHHE MMKPONPOTPAMMEI [ Butepure dain | @aiin se exitpan ‘OGHOBMTL Cefyac >>

000 «lMapyc 3nekTpo»
Tel: +7(495)518-92-92 F—— /
E-mail sales@parus-electro ru :Mee%o
hitp:/hwvow parus-electro ru ) Y
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ftp://ftp.icv99.com/
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Yacms 5. ClientMate — 10 Onsi 3aeepweHusi pabomai
Windows.

Ytunuta ClientMate npegHasHayeHa Ons ynpaBreHUsi 3neKkTponuTaHnem C
NetAgent. lNpn nonyvyeHunm curHana O MpepbiBaHUN 3NEKTPONUTaHUSA OT
NetAgent, yTunuta coxpaHsaeT OTKpbITble dpaisibl N BbINOMHAET KOPPEKTHOe
3aBepLueHne paboTbl cuctemsl. Nocne 3aBepleHns yctaHoBku NetAgent Bol
moxeTe yctaHoBuTb ClientMate Ha ntobyto Windows-cuctemy, NOLKMOYEHHYO
K nokanbHon cetun. Korga ClientMate nony4aet ot NetAgent curHanbl O
HapylWeHUN SNEeKTPONUTaHWUs, MOMIHOM pas3pside  aKKyMynsTopoB Wi
NNaHUPYEeMOM OTKIIOYEHUM, YTUNUTA COXpaHseT annbl U BbINONHAET
3aBepLueHme paboTbl cuctemsl. Noxanyncra, 03HaKOMbTECH C NPUBEAEHHOM
Aanee NHCTPYKUUENn no MCnosib30BaHUI0 YTUMUTDI.

Pa3den 1. YcmaHoeka ClientMate

© YTunuta gocTtynHa ansa ckaumBaHus Ha canmTe komnaHuum lMapyc anekTpo B
pasgene: [JokymeHTaums un MO.

® [locne 3aBepLUEHMS YCTAHOBKM B MeHIO «[ITyck» NosIBUTbCS HOBas narnka
‘ClientMate’. Haxmute kHonky «[lyck», HanWgute B COMUCKe nanky
«NetAgent» u 3anyctute [1O ClientMate, HaxaB Ha «ClientMate For
Windows».

s
]
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Pa30den 2. Paboma c ClientMate

Moxanyncta, 03HaKOMbTECb C OCHOBHbIM MeHto ClientMate, npuBegeHHbIM
Hwke. [lpyM HaxaTum Ha WKOHKY M3 NeBOoro cronbua, OTKpbIBaeTcs
OONOSNTHUTENbHOE OuanoroBoe OKHO. B npaBon 4acTtM OCHOBHOIO OKHa
nporpaMmmbl NpueegeHa nHopmaums o Tekywem coctosHum UBIT.

W ClientMate - X

HacTponkn
KOHpurypauum

[MNopkntoyeHHble P

3akpbITb hann

CocTosiHne
aMeKTpoceT

CoctosiHne bartapen

XKypHan
cobbITU
Bpemsa go
BbIKMoveHus. Bpems
CnpaBka oTobOpaxaeTcs TONbKO
npv HapyLUeHnK

NMATaHUA.

co |
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2.1 HacTpouku

Mpn nonyyeHun ot NetAgent curHana o6 WCYE3HOBEHUN HaMNPSHKEHUSA
9NEeKTpoCceTN UM HU3KOM 3apsge akkymynstopos, ClientMate BbinonHaeT
AENCTBUS NO 3aBepLUEHNIO paboTbl B COOTBETCTBMM YCTAHOBIIEHHLIMU B 9TOM
MEHI0 HacTpourkamn. bonee nogpobHO napameTpbl KOHGUIypauum onucaHbl
HUXE.

Hactpoiku >

DEwee lCEDﬁ nMWTaHuA | Pacnucadue ]
i

Mok nio4eHne XocTa AoBasume x
) | n SN | T MogkMmoveHHs HocTa
AU.FIE-'CE Y¥3N0E opT WM Noge nie4YeH A z & SNMPVIAD A — ,7
192.163.70.154 161 SNMP V1.2
MNapone:
" SMMP V3
AyTeHTHpMUMpoEaTE: | MD5
€ UPSilon/RUPS KoHeHaeHuHansHooTs: | DES
Yzem | 3anpoc...
< > Mopr SHP: 161 CootwecTeo: |—public
MHoroagpecHeIi - .
The | aapec 1Py [lfte:] |5000
ak | OTrena
Y¥poBeHe AES0NacHOCTH: —J— CpenHwii
[Npegynpex gawwe coobweHMA
3anpoc Ha cogAnHEHNE
r
LLocTynHENN crMook:
¥ Bennbisaiousee npeaynpexaaiouee cooblueHme ] [fem0::203:eaff-fe 7-902]192.168.70.154)

Maponk KoHEUrYpELIAW

Maponk:
MNoaTeep* oeHWe Napona:

| QK | CmaeHa O6HoEnzHue | CoeauHATE OTreHa

OkHo «Ob6uwee»

i. [TMopkno4yeHue xocTa
MpegHasHavyeHO Ansa HacTpourku Tuna nogkntodeHna ClientMate k NetAgent;
NetAgent 9 nnun UPSilon / RUPS 2000.
SNMP V1 /V2: lNMprmeHseTca no ymonyaHuio ansa coegmHenms ¢ NetAgent
unun NetAgent 9.

SNMP V3: lNMpegHasHavyeHo nsi ucnonb3oBaHnsa Tonbko ¢ NetAgent 9 nnum
NetAgent A.

Mpotokon SNMP V3 moxeT ObiTb MCNoOMb3oBaH NS MNOAKMIOYEHUs K
ClientMate. lNpu BbIGOpEe 3TOrO0 TUNA MOLKMOYEHUS HEODXOOMMO BBECTU
NUMs1 Nonb3oBaTens u naponb Ans obecneyveHns 6e3onacHoOCTy.

UPSilon / RUPS: [ina coeauHeHus ¢ cepsepoM UPSilon unn RUPS nytem
BBoda IP-agpeca komnbioTepa.

70
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ii. Y3en
HaxmuTte kHonky «3anpoc» Ang aBTOMaTU4eCcKOoro nomcka ysrnos ceTu B
nokaneHon cetn. Ecnn y3en ceTU pacnonoXxeH B OpYroM CermeHTe
nokaneHOM ceTn, noxanyncra, seeante IP-agpec B none Bpy4yHyto. B okHe
«3anpoc Ha coeaunHeHne» MoryT oTobpaxaTbCa crneaylolmne HavaeHHble
y3nbl ceTU:
(N): Y3zen cetn NetAgent
(S): Yzen cetn UPSilon2000 nnn RUPS2000

iii.  MopT SNMP n CoobwectBo (Tonbko ana NetAgent)
Obwee ana cetm uma n SNMP-nopT A0MKHbI COOTBETCTBOBATL 3a4aHHOMY
B HacTponkax NetAgent. SNMP-nopT no ymon4aHmo 161.

iv. Mpepaynpexaarowme coobweHns (LLnpokoBelwaTenbHas
paccbinka coooLlweHUin, TONbLKO AN cepBepPHbIX
onepaunoHHbIX CUCTEM)

Ana KoHdwurypauum paccbiniku npeaynpexgarwmx cooblieHnn  npu
HapyLeHUN 3SnekTponuTaHmst (TONbKO AN CEepBEPHbIX OnepauMOHHbIX
cuctem WInNT, Win2000 n XP).

v. [Maponb KoHcuUrypaumm
lMpegHasHayeHO ANS 3adaHvMs Maposil Ha BHECEHWEe W3MEHEeHWA B
yctaHoBkn ClientMate. B cnyyae yrtepu napons, Heobxoaumo
nepeyctaHoBuTb ClientMate.

OkHo «C6oM nuTaHuA» (AEeNCTBMA NPU HAPYLUEHUU INeKTPONUTaHus)

Hactpoiiku *

Obwee Coof nuTarma l Pacrmcanve

BriknioueHmue crcTemME!

" Wcnonbsosats wHTepdeitc ACPI
+ 3aeepwerme pabotol ClientMate Windows  |Omcmouerme

MMpu aBapWK B 3NEKTPOCETW HaYaTE
BhIKNoYeHWe KomnsoTepa & (1-2880) 10 EI: MUHYT

[pK HU3KOM 33pALE KKYMYTIATOPOE HAYaTh 5 - )
: El MAHYT
BbIKMOYeHWE KomnetoTepa B (F600)

Hayate BriknioueHre KOMNBOTEPAE, KOrga 10 .

=3apAa akkymynatopa Huxe (0-99)
[ononHUTENEHeIE OEACTBUR

[~ AsToMaTiyeckoe CoxpaHeHWE OTKPEITEEX Painos NPUACKEHM
[~ 3anyck NpUnoXeHnA Nepen BelKNIOYEHNEM KOMMBIOTEPa

| |

15

BeiknioueHie MBM npu seiknioueHian Windows (Tonsko ana
NetAgent)

Bpema safep*Ki BoIKMOYEHWA: 120 «| cex.

oK | Ommena |

i. Ucnonb3oBaTtb nHtepcenc ACPI
[na 3aBepLieHnsa paboTbl cepep ucnonb3yst ACPI

N -
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ii. 3aBepuieHune pabotbl ClientMate Windows

MosBonsieT BbIOpaTb AEWCTBME NpPU  HaPYLUEHUW SNEKTPONUTaHUS -
3aBepuleHne paboTtbl (BblkntoueHne) unv nepeBog B COAWMA  PEXUM
Windows ("'mbepHauus) nnmn HU4ero He genatb.

iii. Mpu aBapumn B aneKTpoceTn Ha4yaTb BbIKIIlOYEeHUE
KOMMbIOTEPA B XXXX MUHYT

Ons  ycTaHOBKM  BPEMEHHOW  3adepXkun  Mexay  HapylleHuem

3MNEKTPONUTaHMS U HaYanoMm 3aBepLUEHUst paboTbl CUCTEMBI.

iv. Mpn HU3KOM 3apsae aKKyMyNnsATOPOB Ha4yaTb BbIKNOYEeHUe
KOMMNbIOTEPA B XXX MUHYT

Ons  ycTaHOBKM BPEMEHHOW 3adepXKKM MeXay MOMHbIM — paspsaoM

aKKyMynATOPOB M HayanoM 3aBepLUeHUst paboTbl CUCTEMBI.

i. HauyaTb BbIKINlOYeHMe KOMNbITepa, Koraa 3apsg
aKKymynsaTopa Huxe xx %

,D,J'Iﬂ 3aBepLiueHuns pa60TbI, Korga 3apdan akkyMmyndaTtopoB MOHU3UTBCA OO0

Xx%.

ii. ABTOMaTn4ecKoe coxpaHeHue OTKpbITbIX ¢hannos
NPUNOXeHUN
MpoBepnTbL HEOBXOANMOCTL U COXPaHUTb dansbl OTKPbITBIX MPUIOXEHWUIA.

iii. 3anyck NpunoXxeHus nepea BbIKIIOYEHUEM KOMMbIOTEPA
BbinonHnte BbIOpaHHOE MNPUNOXeHue nepen 3aBeplleHneM paboThbl
CUCTEMBbI.

iv. BbiknrouyeHune UBI npu BbiknovyeHnn Windows, Tonbko

ana NetAgent
Ana seiknoveHnsa MBI nocne 3aseplueHnst paboThbl CUCTEMBI.

v N\ -
\ /) SEC.RU KopoTkun nyTb kK MHcpopmaLmm CkauaHo c sec.ru




OkHo «PacnucaHue»

HacTpofikn 4

Dewees ] Choi nutamme  Pacnvcadie l

3aBeplueHlE pacnicaHuA

Bemniouerme Windows hd
YBeaoMnATe 0 3annaHUpoBaHHoM ,—:|A

sasepwerwn 3a ((-2880) 10 1 Mian.
Hauath BbiknioyeHe choTemel 3a (0-2880) 3 3: s .

LenonHuTentHiie aeicTErA
[~ ABTOMETMYECKOE COXPEHEHWE OTKPLITLIX PEIAN0E NPMN0AKEHIA
[~ 3anyck NpUNoXEHUA NEPEA BIKMYEHWEM KOMMEIOTERS

0K | Omena |

i. BbiknroyeHne Windows

[na 3aBeplieHna paboTbl MnNn nepeeoga B ChAWMA pexnm (rmbepHaumns)
Windows nnn oTcyTcTBus genctens no Bawemy BoiGopy.

ii. YBegoMnATb O 3anfnaHUPOBAaHHOM 3aBepLUEHUM 3a XXXX
MWHYT

Bpems 0o  3annaHMpOBaHHOIO  OTKIOMEHUS AN BbINOSHEHUS
MHPOPMUPOBAHUS.

iii. ABTOMaTM4yecKkoe coxpaHeHue OTKpPbITbIX ¢hannos
NPUNOXEeHUN

CoxpaHuTb thannbl NpUNOXKeHU 0O 3aBepLleHns paboTbl CUCTEMBI.

iv. 3anyck npunoXxeHus nepea BbIKIKOYEHMEM KOMNbIOTEPaA
BbINOMHUTL NPUIIOXEHME 10 3aBEpPLIEHNsI PaBoThbl CUCTEMBI.

2.2 3aKkpbITb thannbl

lMonb3oBaTtens MOXeT MNPOCMOTPETbL BCe (pausbl, 3aKpbiTble BO BpeMs
BbINOSIHEHUA npeablayliero 3aBeplieHns pabotel. Ecnm  aktmBupoBaHa
PYHKUMA «aBTOMATUYECKOE COXPaHEHUEe OTKPbITbIX dannoB NPUNoOXeHNn» B

OKHE HacTpoeK MOXHO npocmaTpuBatbh AdeTanu3aumio No  3aKpbITbiM
NpUNoXeHNamM n dannam.
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3aKpeITele Gainb >

SEIKI:II:ITI:IE NPHADHKEHHA!

TazkManagersfindow

P &Nk, COXPaHEHHEIE KAk

2.3 O nporpamme

Mpn HaxaTum 3Ty KHOMKY MOXHO MNPOCMOTPETb MHGOPMAaLMIO O Bepcum
nporpammbl ClientMate, kak nokazaHO Ha PUCYHKE HUXE.

0 nporpamme =4

. Clienttdate Bepcua 6.1

tMega System Technologies, Ihe.

AeTopcroe npasao [C] 2018

2.4 Ilorn coObITN

HaxmuTe 3Ty KHOMKY Ans NpPOCMOTPpa >XypHana MCTOpUW MNOAKMYEHUN ©
cobbiTun MBI kak nokasaHo Ha pUCyHKe HUXe.

Narn coBeITuii =

Cnucok, coSemHiE

Hata Bpera | Appeca yznos O nucaHue

20240844 12:41:50 19216870154 Hzen nogkaoyeH

2024084114 12:26:04 192 168.70.154 Hzen oTknoyeH

20240814 12:1700 19216870154 Hzen nogkniodeH

202408414 121220 19216870154 Hzen orknmoyeH

20240844 12:11:35 19216870154 Hzen nogkakodeH

20240814 12:09:28 192168.70.154 Y zen oTknoyeH

20240814 11:31.57 192 168.70.154 Yaen nogknioye

20240844 11:31:56 19216870154 [Manemka NoakAKYeHWA K Y3y
20240814 11:2%00 192 168.70.154 Hzen nogknioyeH

20240814 11:2%00 19216870154 [MonEmEa NogkmYEHWA K Yy3ny
£ >

CoXpaHuTE FLEIK| PEIEI'IE'-IEITEITI:| QYMCTHTE BCE | k. |

ZA
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2.5 CocTosiHue coeanHeHua u IP-agpec

CumBon OnucaHue

CoepuHenune MK ¢c UBIM no 1P 192.168.0.162

HeTt coegnnenus MNK ¢ NBI.

g

2.6 CocTosiHMe aneKTpoceTn

Cumson OnucaHue

CoctositHme nutaHua WBI  oT  anekTtpoceTtun
HopMarsbHoe.

HapyweHo nutanue UBIT oT anekTpoceTw.

2.7 CocTOosiHUEe aKKyMYynATOPOB

CumBon OnucaHue

COCTOAHUN.

AkkymynaTtopbl MBI HaxogaTtcs B HOpMaribHOM

COCTOAHUN.

KopoTkun nyTb K MHbopmauum

Akkymynatopbl  UBIT  Haxogatca B paspsKeHHOM

CkauaHo c sec.ru



2.8 TeKywun nor codbbITUN

B ocHoBHOM okHe ClientMate oTtobpaxatTca Bce nocnegHue COCTOSAHUSA
coeguHeHust No nokanbHom cetn u cobbitun MBI kak nokasaHo Ha PUCYHKe
HUXe:

[ 70 |
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Hacmb 6. SNMPView — Cucmema ynpaeneHust UbI1
dna Windows

Pa3odenl. BeedeHue

SNMPView - nporpammHoe obecnedeHve Ons yaaneHHOro MOHUTOPWUHra u
KOHTponsa Heckonbkux WBI, nogkntoYeHHbIX K JiokanbHou cetun. [lpu
BO3HMKHOBEHMM COObITUA, SNMPView MOXeT oTnpaBnaTb agMUHUCTPATOpy
Mo 3N1EKTPOHHOM NOYTE 3apaHee HAaCTPOEHHOE NHPOPMALIMOHHOE coobLLEeHNME.
Takke nporpaMmmHoe obecnevyeHme MOXeT MHGOPMMPOBaTL NOSb30BaTeENs O
TEKyLEeM COCTOSAHMU U KoHpurypauum UBI, BbINONHATL caMoTecTupoBaHue,
oTnpaenatb ann ¢ uctopuen cobbiTvi, BKNoYaTb/Bbiknovate WBIT u
BbINOJSTHATb MHOIME pyrue OeNCTBUS.

OcHoBHble xapakTepuctukn SNMPView:

© MpocTton n yaobHbIN Ansa nonb3oBaTensi OKOHHbIA UHTEPAIENC.

® ABTOMaTU4ECKUIN NOUCK N naeHTumkaums nobeix Bl ¢ ycTaHOBNEHHBIM
NetAgent, NOKNOYEHHBLIM K JTOKafilbHOW CeTu.

© B0O3MOXXHOCTb OAHOBPEMEHHOIO MOHUTOpUHra go 1000 UBIT.

O YpaneHHbIN KOHTPOIb, MOHUTOPUHT U yripasneHnne VBl nogkntoYeHHbIX K
rfiokansHoW ceTu (BKNIOYEHNE/BLIKIIOYEHME, CAaMOTECTUPOBAHME W T.M.)

© B03MOXHOCTb OOQHOBPEMEHHOW Noaaepkm obomx nHtepderncos RS-232 (1
unun 3 doasHblx) 1 NBIT ¢ nHTEepdencom «Cyxme» KOHTaKTbI.

® CoctosiHne WBI1 oTtobpaxaeTca B BuMAE rpaddUyeckon WK aHanoroBown
anarpamMmmbl.

@ CosmectumocTb ¢ MO SNMP Agent n SNMP kaptamu.

O [losBongeT oTnpaBnsaATb MHAPOPMALMNOHHBIE COODLLUEHUS MO 3NIEKTPOHHOMN
noyTe.

O [Mo3BonsieT oTnpaBnATb MHGopmaunoHHble CMC coobuieHus.

Pa3den2. CucmemHble mpeboeaHus

O LAN/WAN nokanbHasi ceTb ¢ nogaepxkon TCP/IP

® VBl c uHtepdencom RS-232 unu «cyxme» KOHTaKTbl

© BrewHun SNMP Agent unu BHyTpeHHAass SNMP-kapTa

® Microsoft Windows 95, 98, NT, 2000, XP, Me, 2003, 2008, Vista, 7, 10, 11.

KopoTkun nyTb kK MHcpopmaLmm

CkauaHo c sec.ru



Pa3den3. YcmaHoeka 1O SNMPView

O Ytnnuta goctynHa Ansa ckauvMBaHUS Ha canTe komnaHuwm [lapyc anekTpo B
pasgene: lokymeHTaums u NO.

® [locne 3aBeplUEHUs YCTAHOBKM MOSIBUTCS HOBOE MPUIIOXEHWe B rpymnne
NetAgent.

© [Ina 3anycka SNMPView Bbibepute «llyck» > “NetAgent” = “SNMPView
ans Windows”.

NetAgent

Hoguie

ClientMate For Windows

Hosbie

NetAgent Register
SNMPView Online Help
SNMPView Readme

SNMPView Uninstall

:  SNMPView ana Windows

Pa3oden4d. Ucnonb3oeaHue SNMPView

Mpn nepsom 3anycke SNMPView, nporpamma npegniokuT BBECTU UMS
nonb3oBatens wu naponb. [na nepBoro 3anycka SNMPView BBeaute
3Ha4YeHna Mo yMOon4yaHuio, Kak ykasaHo HUXe.

Nma nonb3oBatensa: Admin
Maponb: <ocTaBbTe nosie NycTbiM> (MPOCTO Haxmute <Enter> unu
<Ok>)

Mocne atoro nporpamma SNMPView 6yaeT 3anyLieHa n OTKpOeTCA OCHOBHOE
OKHO nporpammbl. Ha neBon naHenu oTobpaxkaeTcs CNUCOK AOCTYMHbIX
mecTtononoxeHun (NetAgent, NetProbe), a Ha npaBon naHenu otobpaxaetcs
cnuckom UBI, umsa yana, Bpemsi Ha4ana nucnonb3oBaHnd, agMUHUCTPATOP U
mMmecTononoxeHue MBI, HanaeHHbIX B KaXXaoM U3 MECT.
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47 SNMPView

Yetpoiictso  Bua  YmwauTel Cuctema [MMonbsosatens  [Momous

[E=5 ECH 5

b L L] B8 .| ¥ .| BE .|
OfroanTe [JoBas... Ipynna Bua Kypran.. | Kypran.. Onusm
Fpyrns x|l 2

@ Hetrgent
L= UPS Agent
b NetProbe 19215070
UserAdmin. Location:NetAgent |[0 BT, 0 BeiGpano rpynn MBM|[1 MBM & cnncke. 0 MIBM notepan casse. 0 MIBM nepemensore Toka He paGoract. ) batapen WBT paspaxkena. 09:52:14

LUPS Agent
192.168.70....

‘e,

MBI n B H B pexum bawnn
UPS Agent epeBefeH B pe bannac
192.168.70....

44

) MBI oTkntoyeH
UPS Agent

192.168.70....

"‘ OnekTpoceTb OTKMIOYEHA WAM ee napameTpbl
UPS Agent  AoOMycTUMbIX Nnpegenos, NBI paboTaeT oT 6aTtapen
192,168.70....

MBI nogknioyeH 1 yHKLMOHMPYET B LUTATHOM pexnve

BbIlWIMN U3

Huskun 3apsag akkymynstopos VBl
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Pa3den 5. MNaHenb kHornok SNMPView

Mpn ncnonb3oBaHnn SNMPView koHUrypaumsi MOXeT ObiTb BbIMNOSIHEHA Npu
NOMOLLM (PYHKLMOHANbHbIX KHOMOK UMW HaXXaTueM NpaBon KHOMKN MbILIKW AN
Bbl30Ba MEHIO.

Hwxe npmeegeHo I'IOﬂ,pO6HO€ onncaHune Kaxaown m3 (*)yHKLI,VIOHaJ'IbeIX KHOMMOK:

w = J | & H X = | B . @€ . B . @

O6Hoeute [JoBaen.. YaanuTe.. Tpynna Mokazar... Ha&Tpo... Monutop Bua )K}prE-J'I... KypHan... Onuun

Mounck Bcex SNMP-y3noB, KoTopble NogaepXxnearT

O6HOBUTDL
obLwenocTynHble rpynnbl 1 0TOBpaKeHne Nx Ha aKpaHe
[obaeute Py4Hoe nobaBneHue y3na B CNnMcok
nben
Ypanutb . Py4yHoOe ynanenue yana us cnucka
Mpynna . OTOGpaxkeHne OKOH OCHOBHOM rpynmbl
BBepx . lNepemeweHne BBepX
MNMokasaTtb . OTOGpasnTb Tekywme 3Ha4yeHns napameTtpos MBI

Ecnu yanom aensetca UBI, goctatovHo HaxaTb 3Ty
HacTtpoiku : KHOMKY A4S npocMoTpa 1 U3MeHeHNn OCHOBHOM
nHdopmauum o NBI

Ecnu yanom ssnaetca UBI, MOXHO HaxaTb 3Ty KHOMKY

MoHuTO
P Ans Havyana moHutopuHra UBM
Bun OTobpaxeHune B Buae: 60bLINX 3HAYKOB, MarblX 3HA4YKOB
Unu B BUAE AeTann3npoBaHHOIO Crvcka
)KypHanv 3anuncb cobbitnn MBI ¢ ykaszaHnem gatbl 1 BpEMEHU
coObITUN
Kypnan 3anncb nctopun gaHHbix ans scex MBI B cnvcke
AaHHbIX
Onunm YctaHoBka ob6wux napameTtpos SNMP, nopTa ons

trap-paccobinok 1 SNMP-nopta UBI
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Hwuxe nprBeaeHbl OCHOBHbIE pa3aeribl MEHIO U UX Noapasaensi.

OCHOBHOE MeHI0

Cnucok nogpas3gesrios

5.1 YcTponcrtBeo

5.1.1 O6HOBUTb

5.1.2 Jo6asuTb rpynny

.3 Nobasutb NBI
Ynanutb BT

OKCMopT KoHJUrypauun

4

.5 NpocmoTp

.6

.7 ImnopT KoHQou1rypaumn

N
N
N
N
N
.1.8 OTKpbITb apXu1B XypHarna

0o6bITUI

5.1.9 OTKpbITb apXxmB XXypHana gaHHbIX

5.1.10 OTKpbITb apxmB XypHana
NetFeeler

5
)
9
)
5
5
C

5.1.11 Bbixog

5.2 Bupg

5.2.1 bonblune 3Ha4Yku
5.2.2 ManeHbKkmne 3Ha4vku
5.2.3 MNMoapobHo

5.2.4 doHoBas kapTa

5.3 YTunuThbl

5.3.1 HacTpoiikn yctponcTsa
5.3.2 MoHuTOp yCcTponcTea
5.3.3 lNokasaTb naHenb
5.3.4 Beepx

5.3.5 lNMownck

5.3.6 SNMP ynpaeneHue
5.3.7 'ameHUTb agpeca

5.4 Cucrtema

5.4.1 XKypHan cobbiTun
5.4.2 XXypHan gaHHbIx
5.4.3 Onuyun SNMP
5.4.4 AsTo3arpyska

5.5 Nonb3oBaTtenb

5.5.1 CMeHuTb nonb3osartens
5.5.2 CmMeHuTb Naponb
5.5.3 YnpaBneHve y4eTHbIMU 3anncamu

5.6 NMomoLwb

5.6.1 CogepxaHue

5.6.2 O nporpamme

(o]

(( )) SEC.RU KopoTkui nyTb k nHopmaLmm

CkauaHo c sec.ru



5.1 O6HOBUTL (CNNCOK YCTPOMUCTB)

2] SNMPView (= Eo
3anyctute posreo s Sruner Cucrots Momsossrens Mlowot -
SNMPV|eW n oa::,m, go%,.m r,!;‘::'a Bua )Ky;nan”. T )Kyp“T:n‘.. T 0:‘:
Ha)XKMUTE KHOMKY e ol [ T ™
= Methgent S Agent  UPS Agent
“O6HoBUTL”, Nocne & Noute

atoro SNMPView
BbINOSTHUT NOUCK
Bcex NetAgent B
NOKanbHON CETU U
oTobpasnT nx
CMUCOK B OCHOBHOM
OKHe.

UserAdmin.Location:NetAgent | 0 VBT, 0 BeiGpane rpynn VBT 2 BT & cnncke. 1 BT notepan cesse. 0 WIBM nepementior Toka He paberacr. 0 E

5.1.1 Yctpounctso - O6GHOBUTL

Mpwu BbIGOpE aToro nyHkTa MeHo SNMPView BbINONHUT nouck Bcex NetAgent B
NoKanbHOW ceTu 1 0TOBPa3nT X CMMCOK B OCHOBHOM OKHE.

5.1.2 YctponcTtBo - [lo6aBuTL rpynny

MNpenHasHaveHo ans
penakTMpoBaHUS Unu purina M
oToOpaxeHus Bcex
rpynn NetAgent B
nokanbHOW CeTW.

1A rpynnes:

[ AKTWEMPOBATE POHOBYKD KapTy

| o |

(1]:4 | OTreHa |

o
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5.1.3 YctponcTteo - [lo6aBuTb BT

. # SieiE]
Haxmute [100ABUTD  cucicne i v cocrene omscrerene Moo
VBIT"  Ana BBOAA |l = " ymane " oman. | omy
IP-agpeca NBIT e | e e

@ Newgen | . :
BPYYHYIO. OpHaxabl | & werae 1216870 15215570
nobaBneHHbIN Bl FT = -
Byoet otobpaxatbcs B e
OCHOBHOM cnucke. - T —
Ta K)Ke 3TO M e H I‘O Tiap coofuecTso; public

SNMP nopr: 161
AOCTYMHO Ha naHenu R
KHOMOK. eI
e

UserAdmin.Location:NetAgent | 0 VBT, D BeiGparo rpynn MEM |2 VBT & crucke. 1 WM notepan caass. 0 VBN nepemenriora Toka we pabotaer. 0 £

5.1.4 Yctpouncteo - Yganutb UBI

Bblgennte ycTponcTBo, KOTOpoe HEOO6XOANMMO yaanuTb U3 OCHOBHOIO CNMUCKa U
KIMUKHYB MO HEMY MPaBOW KHOMKOW MbILWKN, BblIbepuUTe «YOanuTb» UNn HaXMuTe
Ha kHonky «Yganutbe VBI» B OCHOBHOM OKHe.

YnepxaHue kHornku «Shift» nossonser Bolbpatb Heckonbko NetAgent UBIT.
Takke aTa PyHKUMA OOCTYMNHA Ha NaHenm KHOMOK.
il

(===

Yorpoiicree Bua  Vrwwmer Cuctema  Monesosarens  Momows

- 5| 4| = BH . B .| € .| B .| €
DérosuTs flobasu...|VasnuTs...|| Tgynna Mokasst.. Hactpo.. Bua KypHan.. | Kypran.. onu

X

pynna o=
—a R@

a e pent UPS Agent  UPS Agent

@ NetProbe 192.168.70.... 192168.70....

Brumanne ®

T\ Hnamme soo rpunmy HEM W MET?

COrrieta

User:Admin.Location:NetAgent |[1 VBT, 0 BeiBpario rpynn BN |[2 MBM & cncke. 1 UBM norepan cesas. 0 BN nepementore Toka ne patoraer. 0 E

5.1.5 Yctponctso - MpocmoTtp

Bbibepete Heobxogumbin MBI B OCHOBHOM OKHE, KMWKHYB MO HEMY J1€BOW
KHOMKOW MbILLKX, BOMAUTE B «YCTPOMUCTBO», HAaXMuUTe «[1pocMoTp» ANa 3arpy3ku
BEB vHTepdenca.

(eXp]

N -
/) SEC.RU KopoTkun nyTb kK MHcpopmaLmm CkauaHo c sec.ru




5.1.6 YctponcTBo — AKCNopT KOHMrypaumm
MpegHasHayeHo anga coxpaHeHus darna KoHpurypaummn NetAgent NBI

#] = E[=]
Yerpoiicteo  Bua  Ymunwter  Cucrema  Monesosatens  Mowmous
w & 3 | @ H & ®m | & | @ . B . 4
OBHoeuTe [JoGasm.. YaanuTb.. Ipynna Mokaszar... Hactpo.. Monutop Bua HKyphan... Kypran... Ony
X
Mpynna ﬂ{}
T T ‘@
= bicdosny Agent  UPS Agent
. 192.168.70....
4] Coxpanerne *
Marwca: | || SNMPView | I
Hmn . Jata usmeHeHns e
backup 14.08.2024 16:38
MAPBMP 14.08.2024 16:22
msgwav 14.08.2024 16:22
msgwaven 14.08.2024 16:22
| | BatterTestReport.dat 21.07.2015 15:47 -
< >
—
Twn gaiina: |Ta:d Documents (*.dat) j Omvena

UsenAdmin.Location:MetAgent ||1 VBN, 0 BeiGpano rpynn WMIBM |2 MBM e cnucke. 1 MBI notepan ceaze, ) MBI nepemerHoro Toka He paboTaer. O

5.1.7 Yctpouncteo — UMnopT KoHurypaumm
lNpenHasHavyeHo ans MmnopTa coxpaHeHHoW paHee KoHdurypaumn NetAgent
BN

#] = E=]
Ycrpolicteo  Bug  Yrunutel  Cuctema  Monssoeatens  Momows
- = < | & B x m  [E .| @€ .| B .| £
O6HoBuTe [JoGaBn.. ¥aanuTe.. Tpynna Mokazat.. Hactpo.. Monutop Bua KypHan... KypHan.. Ony
Fpynna x
o !%
® Mg UPS Agent
2 NatProbe 192.168.70...

MmnopT koHQuUrypauum

P &l KOHPHMYDELIAM

SHMPYiew sepous

Myrk K bainy Mpoctorp

Bee Teruwive koHPurypaumd Sulyr samenensl. Hamaure Ok ana

MPOADTHKEHHAT

User:Admin.Location:MetAgent | 1 VBN, 0 BeiBparo rpynn WBM |2 MBM & cnncke. 1 VBN notepan cease. 0 MBI nepemennoro Toka ve pabotaer. [

CkauaHo c sec.ru
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5.1.8 YctponcTtBo — OTKpbITh apXUB XXypHana cobbITun

Mpwn otkpbITMK “SnmpElog.dat”, SNMPView moxeT oTobpa3nTb apxmB XypHana
cobbiTnin ons scex NetAgent VBIT:

#] Orepeime it
Marka: | SHNMPView j i

raa Jata nsmeHeHnA
backup 14.08.2024 16:38
MAPBMP 14.08.2024 16:22
Msgway 14.08.2024 16:22
MSgWaven 14.08.2024 16:22
| SnmpELog.dat 15.08.2024 15:09

< >

—
Tun dainos: |Everrt Log (*.dat) ﬂ Omena

Mpwu oTkpbITUM “SnmpElog.dat” xxypHan cobbiTnin BygeT oTobpaxaTbecs Kak
NPUBEAEHO HUXE:

HKypHan coBeimuii *

Crucok sanucei

Fpurepui nou1ck.a

IPagpeca: | 192.168. 70. 0 .. [192.163. 70 .200

S R |m.m 24 = | [ EE:;F;HHH, Fiz20z4 = | i
Tun cofbmua; |Bce J——— ﬂ
MEN | Hara | Bpetia | OnHEaHHE ~
192.168.70.44 20240815 150929 HeBo3MoKHD NOAYYKTE 4OCTYN K YCTPORCTEY Mo CE
19216870154  2024/08M5 150320 MBI nepexoour B peskir Gadinac

19216870154 2024/08/15 15:03.19 BoccTaHoeneHo cosauHeHqe o MBM.

19216870154 2024/0845 150703 HeB03MO®HD NOAYYHTE 4OCTYN K YCTRORCTEY No CE
192.168.70.44 202408415 15:08:33 HEMN nepexoguT B pesur Galinac

152.168.70.44 20240815 15:06:32 BoccraHosneHo cosauHerue c MEN.

192.168.70.44 20240815 14:57.48 HeBo3MoKHD NOAYYKTE 4OCTYN K YCTPORCTEY Mo CE
19216870154  2024/08M5 14573 MBI nepexoour B peskur Gatinac

152.168.70.154  2024/08/15 145730 BoccranosnsHo cosauHermue ¢ MEMN.

192.168.70.44 202408415 148615 ME nepexoguT B peskie Gabinac

192.168.70.44 20240845 14:56:13 EococTanoeneHn cosguHeHue o MEM.

192168.70.44 2024/0845 14:55:28 HeB03MOMHD NOAY4MTE ADCTYN K YCTPORCTEY NO CE
192168.70.44 2024/0845 12:30:39 MEN nepexoaut & pesut Galinac

192.168.70.44 20240815 12:30:38 BoccranosneHo cosauHerve c MEMN.

192.168.70.44 20240815 122350 HeB03MOKHD NOAYYHTE 4OCTYN K YSTPORCTEY N0 CE
192.168.70.44 202408415 122357 ME nepexoguT B peskie Gabinac

192.168.70.44 20240845 122366 EococTanoeneHn cosguHeHue o MEM.

192.168.70.44 202408415 122309 HeBosto%HD NOAYYMTE 4OCTYN K YCTROMCTEY N0 CE
192168.70.44 2024/0845 11:54:16 MEN nepexoaut & pesut Galinac

192.168.70.44 20240815 11:54.14 BoccranosneHo cosauHerve c MEMN. w
< >

D.Ba)'ﬂlbl HaMMTE COMCOE aNA OOHOBNEHWA HMYPHaNS COBBITHE

KaonuuecTeo cofemui; 40
ZORPAHUTE KaK.. Mevare OuucTure BCE Ok
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5.1.9 YctponcTtBo — OTKpbITL apXMB XXypHarna AaHHbIX
Mpwn otkpbiTMM “SnmpDlog.dat” SNMPView moxeT oTobpasnTb apxus XXypHana

AaHHbIx onsa sBcex NetAgent UBTT:

ﬁ OTepeme

x

Nanka: | SHMPView

WMnas
backup
MAPBMP
msgwav
msgwaven
| | SnmpDLlog.dat
£

= £ -
Jata uameHenns
14.08.2024 16:38
14.08.2024 16:22
14.08.2024 1622
14.08.2024 16:22
15.08.2024 15:48
>

Vs qaitna: ||

Tun dainos: |Da’[a Log {".dat)

Mpwu oTkpbITMM “SnmpDlog.dat” xxypHan gaHHbIX bygeT oTobpaxaTbca Kak

npmnBeaeHO HMXe:

j Omiena

KypHan AaHHEIX *
Danrbie MBM l
Kputepwit nowcka
IP agpeca: |192.168.70 . 0 — |[132.168. 70 .255
Bpemna Havana: |D1 01.2024 = | 0:00:00 = Bpems oKoHYaHWA: |31 122024 -4 | 00000 -5
WEN | Wras yzna | Bpemn sanycka (O-... | BrogHoe HanpsxeHne | BbxogHoe Hanpaxe... A
192.168.70.154 UPS Agent:cmapt M...  2024/08/1515:49:28 2389 0.0
152.168.70.154 UPS Agent:cmapt 1 2024/08/1515:4427 2382 0.0
192.168.70.154 UPS Agent:emapt M...  2024/081515:39:26 2379 0.0
192.168.70.154 UPS Agent:ecmapt M...  2024/08/1515:34:25 2374 0.0
192.168.70.154 UPS Agent:cmapT M...  2024/08/1515:29:24 2375 0.0
192.168.70.154 UPS Agent:cmapt M...  2024/08/1515:24:23 2376 0.0
192.168.70.154 UPS Agent:ecmapt M...  2024/081515:19:22 2382 0.0
192.168.70.154 UPS Agent:ecmapt M...  2024/081515:14:21 2386 0.0
192.168.70.154 UPS Agent:cmapT M...  2024/08/1515:09:20 2377 0.0
192.168.70.44 UPS Agent:cmapt M...  2024/08/1515:06:33 2377 0.0
192.168.70.154 UPS Agent:cmapt M...  2024/08/1515:02:31 2376 0.0
192.168.70.154 UPS Agent:ecmapt M...  2024/08151457:30 2377 0.0
192.168.70.44 UPS Agent:cmapt M...  2024/08/15 1456113 2385 0.0
192.168.70.44 UPS Agent:cmapT M. 2024/08/1512:29:50 2386 0.0
152.168.70.44 UPS Agent:emapt M...  2024/08/1512:23:56 2385 0.0
192.168.70.44 UPS Agent:ecmapt M...  2024/081512:1419 2384 0.0
192.168.70.44 UPS Agent:ecmapt M...  2024/081512:0918 2385 0.0
192.168.70.44 UPS Agent:ecmapt M...  2024/081512:0417 2385 0.0
152.168.70.44 UPS Agent:cmapt M...  2024/08/1511:55.16 2386 0.0
152.168.70.44 UPS Agent:cmapt M...  2024/08/1511:54:15 7384 0.0
192.168.70.44 UPS Agent:cmapt M...  2024/081511:3747 2384 0.0 W
L4 >
[saxas HaXMMTE CIRCOK ANA 0BHOBNEHWA XypHaNa AaHHbIX
OBaxas HaxmMuTe 44
CoxpaHnTe Kak | Mevats | OunciTe BoE |
0K ‘ Ommena | Crpaeka |

5.1.10 YcrpoucTso - Bbixog
Bbixog 13 nporpammbl SNMPView

SEC.RU
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5.2 Bup,

MpeaHasHaveHo ans Bbibopa popmarta npeacrasneHns NetAgent UBIM.

5.2.1 Bug - bonblune 3Ha4Yku

I'Ipep,CTaBneHme B BuAae 60nbLInX 3Ha4YKOB C YKa3aHnem |P-aﬂ,peCOB n
MeCTOMNOJIOXKEeHUA.
] SNMPView E]@'

Yetpoiicteo  Bug  Ytuawtel  Cuctema [Monssosatens  Momows

w 5 =

OBroBuTs floBasw... Fpynna Bug Kypran.. | KypHam. Onun

Fpyra = ?ﬂ o
D Nethgent UFS Egent T UPS Agent
..... @ MetProbe $ 192.168.70

192.16!

User:Admin.Lecation:NetAgent |0 MBT, 0 Beibpare rpynn WBM |2 WBM & cnncke. 1 MBI notepsan cease. 0 MBI nepemenHoro Toka He paboTaert. 0 batapea MBI paspaxena. |13

5.2.2 Bug - Manbie 3Ha4ku

npe,El,CTaBJ'IeHI/Ie B Buae MalbiX 3Ha4KOB C YKa3aHuemM |P-a,D,peCOB, Ha3BaHWA,
MEeCTOMNONOXEHNA U T.M.

& SNMPYView (E=3 [ Eol =5
¥ctpoictee  Bug  Ymwawtel  Cuctema  [MonesoeaTens  [Momolls
= 2] B .| W .| BE .| W&
OBroanTs [loBaen... Tpynna Bug Kypran.. | Kypman.. Onun
— x |[ BN Vs yana [ Bpens sanycka (-4M:C) | Meremxep [ Mecrananascenne
@ Nethgent | %\sz‘\an 70.1 UPS Agent 0-0:49:34 Administrator My Office
& NetProbe SR 192.168.70.44 UPS Agent Odppnaiin Administrator My Office

User:Admin.Location:NetAgent |[0 MEM, 0 Beipario rpynn MBM |2 MBM s cncke. 1 MBM notepan canse. D MBI nepemenniora Toka ne pabotaer. 0 Batapes WBM paspsxena. |15

(o 2w 4
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5.2.3 Bup - NMoapo6Ho

HeTtanuampoBaHHas nHdopmauma o NetAgent MBI ¢ otobpakeHnem
IP-agpecoB, Ha3BaHWs, BXOAHOIO HanpsiKeHUe, BbIXOQHOIO HaMpshKeHWUs,
4acTOThbl, 3apsga akkyMyrnsiTOpoB, YPOBHSA HArpy3ku v T.n.

Z] sNmpview = R ===
Yerpoiictee  Bua  Yruawter  Cuctema  lMonesoeatens  Momouwe
" =5 L] EE .| W .| BE .| B
Obrosute [Jobasn... Tpynna Bua KypHan... Kypuan... Onumn
Tpunna x || MBMN ‘ Wma y... | Mecto... ‘ Cratyc... ‘ Coegn... ‘TeMneparypa_fHap... ‘ Harpy... ‘ Beixog... ‘ 3apag ‘ Cratyc... ‘ Cratyc... ‘ NetFe... ‘
@ Newgen | 3%1;2m UPSA.. MyOf.. Pesw.. Coean.. 26.0°CT8.8%F/ 0.0 0.0 100%  Cemse.. AKbe.. Mo
L NetProbe SER192., UPSA. MyOf. Oddn. Oddn. Obdnain Obdn.. Oddn. Oddn. Odda. Obdn. Odbdn.
< >

User:Admin.Location:NetAgent |0 MBI, 0 BeiGparo rpynn WEBM |2 VBN & cnncke. 1 WBM notepan cease. 0 VBN nepementoro Toka He paboTaer, 0 Batapen VIBMN pazpaxkena. | 15

5.2.4 Bup - doHoBas KapTa

Mpy HaxaTun nNpaBoOM KHOMKOM MbIWKA Ha OCHOBHOM OKHE MOXHO BblbpaTb
NMYyHKT KOHTEKCTHOro MmeHto Change Map, KoTopbIi NO3BONAET MMMNOPTMPOBATL
pucyHok (JPG) n pacnonoxutb Ha Hem 3Ha4vkn NetAgent VBl B cooTBeTCTBMM
C peanbHbIM MECTOMONOXEHNEM.

7 sNmeView (=& =
Vetpoiictso  Bug  Y¥mwawter  Cucrema  lMonesceatens  Momowe

" & ] S R I I I - J
O6roeuts [loGasn... Ipynna Bug HKypran... KypHan... Onuwm
Tpynna x @ -

192.168.7 15921687

---‘H Metdgent 0154 0.44

@ NetProbe

User:Admin.Location:NetAgent | 0 MBM, 0 Beibpano rpynn MBM | 2 MBM & cnucke, 1 MBM notepan ceaze. 0 MEMN nepemennoro Toka He patotaer. O batapen WEM paspaxena. || 16

(eXe]

N -
/) SEC.RU KopoTkun nyTb kK MHcpopmaLmm CkauaHo c sec.ru




5.3 Ymnutbl

Bbibepute NetAgent MBI n 3agarite ero KOHGUrypawumo npyu NOMOLLN MEHIO

5.3.1 Ytunutbl — Hactponku yctponcTea

HacTtpouku yctpoicTsa - O6wme

MpegHasHayeHo ansa HacTponku nHgpopmaumm o UBMM, sanncu cobbitum UBI,
BKITHOMEHUSA OTNPaBKM trap-coobLLeHnn 1 T.0.

1(?‘ Hactporkn(192,168,70.154) >

Owwe l E-Mail ] Cricok Trap ] Yeenomnerian CMC ] Harpyska MEN ] Mpureyarne ]

HazsaHwe WMEBM:
Pacnonoxenue: |I'~"I).I Cfice
Menemxep: |Ac|ministrator

CoofiuecTso: ||3uh|ic

Trap coofwecTso: ||3Ub|ic

SNMP nopT: 161

WHTepean onpoca: 10 _|:| Cex (o ymonuanue 10
Iv ﬁasnnH:CblBaTb Cotis 5 _| Mu {no ymonuanme 10

v 3anuceieate cobermia MBM

r BrniouiTe aBapuiiHiie
cooBlLEeHrA

r B MiouM T WMPOKOBEILETENEHYID PACCHINKY cooflueHni {Tonsko ana
NT./2000/%P)

™ Tpexpazrei NBM

oK | QmenHa

Hactpownku ycTtpomncTtsa - E-mail
OTtnpaBka MH(POPMaLMOHHBIX COOBLLEHNN O COBLITUAX NO ANEKTPOHHOM No4yTe

+ Ima otnpasutens: lNoxanyincra, BBEOUTE NMA OTNpaBUTENS.

+ E-mail agpec otnpasutens: [loxanyncta, BBeauTe agpec 3NEKTPOHHON
NoYThbl OTNPaBUTENS.

+ Agpec SMTP cepBepa: Beeaute agpec SMTP-cepsepa, IP-agpec unm nus
AoMeHa.

+ [MopT SMTP: Beeante Homep nopTa Ass NoAKNioYEHUs

+ CepBep TpebyeT ayTeHTUdMKaumm: HaxmuTte KHOMKY «HacTtponkuy, 3aTem
BBEOUTE MMS YY4ETHOW 3anncu 1 naporb.

+ Appeca E-mail gns ysegomneHun: Haxxmure kHonky «[Job6aBuTb» 1 BBEAUTE

HOBbIN aApec ANEKTPOHHOW MNOYThI NOMyYaTens COOOLLEHMN.

on
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12_ Hactpoikn(192.168.70.154) =

Ofwme E-Mail | Crncok Trap ] Yeenomnexna CMC | Harpyska WBM ] MpuMeyarme ]

WHeopmawa of oTnpasuTens cooblleHuMi

v Brmiowsms E-Mail OTI'IDEIBHTb TECTOBOE CoobleHWe

Wrma ompasurena:

|
E-Mail agpec ompasuTena: |
|

Appec SMTP cepsepa:

Mopt SMTP |25
™ Cepsep TpefiyeT ayTeHmduk

Anpeca E-Mail ana yeenomneHui

JoBasuTs. ..

WsmermTts_

i |

Yoanute

!

OK Cmaena

Hactpownku yctpomnctBa - Cnucok Trap

[Baxabl HAOXMUTE Ha trap-coobLueHne 13 cnucka u 3aganTe ero
KOHdoUrypaumio

e

OBwwe ] E-Mail Crmcok Trap IYBeD.DMHEHMH CMC ] Harpysia WBM ] MpuMeyarme

TRAP uH... | IP nonyvatens | CooGuwecTtso | BaxHocTs | Brniounte

1 0.000 public WHpopmaws  HeT

2 0.000 public WHpopmawin  HeT

3 0.0.0.0 public WHoopmawma  HeT

4 0.0.0.0 public WHoopmawa  HeT

5 0.0.0.0 public WMHoopmawa  HeT

[ 0.00.0 public WHdopmawn  HeT

7 0.00.0 public WHdopmawn  HeT

8 0.0.0.0 public WHbopMmaln  HeT Hactpoiikn Trap w

Maonyuarensi Trap

TRAP wHaekc:

£ >
IP nonyyarena: (0.0.0.0

B crmcke no 8 nonyyatensit Trap-cooBileHnid. Haxmite apaxael ana

Coofwecteo:  |public
B astHocTE: W

BratunTe: HeT -

oK Ommena [ | OTreHa |

v N\ -
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Hactpowku yctponcTsa - YBegomnenusa CMC
OtnpaBka nHdopmaumoHHbiXx CMC coobuieHnin o cobbITnsax

“?, Hacrpoiikn(192.168.70.154) X

OBume I E-Mail ] Crmcox Trap  YBemomneHna CMC l Harpyska WBIM ] [Mpumeyarme ]

¥ Brntowts yeenomneHwa CMC

Homep Tenedora 1: BriGipate

Homep Tenepona 2: BriGpate

Homep Tenegpona 3: BriGpams

Homep Tenedona 4: BriGpate

Homep Tenepona 6: BrifipaTs

Homep Tenedona 7: Brifpam

i

|
|
|
|
Homep Tenedona 5: | BriGpats
|
|
|

Homep Tenepona 8: BriGpats

oK | Cmaena

Hactpowmku yctpomctsa - Harpyska UBI

Ana  KoHdwurypaumm BCeX MpoYMX YCTPOMCTB M UX Harpysku, KoOTopble
nogkntoyeHbl K NetAgent MBI, [1Baxabl HQXXMUTE Ha YCTPOMUCTBO U3 CnucKa U
3aganTe ero KoHUrypauumio.

OBwwe ] E-Mail ] Crwmcok Trap ] Yeenomnenwa CMC  Harpyska WBM ] MpumeuaHie
Index | Hassarwe MBMN | Horunan ... | BrnmouiTs yoT... |
1 ] HeT
2 ] HeT
3 ] HET
4 ] HeT
Harpyska MEBM *,
B crmeke ap 4 yotpolicts. HaxmuTe asaxas! AnA nsMeHeHns . YCTPOCTE

MHaekc:
Wi ME: [
HarinHan Bar: lﬂi
BK.FIID‘iIrﬂ'b . m
YCTPORCTED

oK | — [1].4 | OtreHa |

Hactpowku yctpouctsa - [pumeyaHue:

[na sanucn npumeyaHuin.

A
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5.3.2 Ytunutbl — MoHuTOp ycTponcTea

Boigenute NetAgent MBI n 3aganTte ero koHdurypauuio. Takke aTOT NyHKT

MOXHO Bbl6paTb M3 KOHTEKCTHOIO MEHIO NMpPnN HaXatuum I'IpaBOIZ KHOMKA MbILLUKW.

MoHuTOp ycTpoucTBa -
U3mepeHne

OTtobpaxxaeT nHdopMaLuio o
NetAgent UBIT kak BxogHoe
HanpsKeHne, BbIXo4HOe
HanpshKeHne, TeMneparypy,
3apsag akKymynsiTopoB U T.M. B
rpadomyeckomn popme.

4 Yerpoiicreo--(UPS Agent)

- x

HuypHan cofemall | Kupransamder | MupeanMetFeslsr | Unpaensewe |
Mameperue I Lnpposoi | Okpyx. cpeaa ] Heranuzauma |
BxogHoe HanpaseHue  BeiMogHOE HanpaMeHWe 3apAn Harpyska BN
2584 Ve 0.0 Vac
30
150 aoLo a;ao a0 -
mq‘\ T o 0 ]
Broanan wacTora Temnepatypa 100 %
50.0 He 600 WSE
30 40 104140
= 3 32 6o By
0 .v/f/?a a3} anen gz
0 100
Hanpaserme AK5 Bperaa ot AKE OcTasweeca spema ot AKE
41.0 000 ‘ 0.0:0 ‘

Ot AMUHAE ALHA
YCNEWHS

@ AKE & Hopie

CeTt B HOpME HanpaxeHue AKE B

HOpME
Pestoidtd BEIR MOMEHIA ’@ Tecr Ok

o
&V

MoHuTOp ycTponucTBa - (4
LUucdpoBon

OTtobpaxkaeT nHGopMauuio o
NetAgent NBI kak BxogHoe
HanpsbkeHne, BbIXOAHOe
HanpsKeHne, Temneparypy,
3apag akkyMynsiTopos U T.M. B
UM poBoN hopme.

Hupran cofemad | Huprangasrer | HupwanMetFesler | Ynpaenerwe |
Wameperie Uneposon Okpu. coena | DNeTamzaumqa |
ExonHoe BrxogHoe B
HANPAKEHME HaMpaA#EHHe HOAHAA HacTaTa
Irauetue: | 2381V | 0.0 | B0.0Hz
Mbr: | EEERRY | 0oy [ B0.0Hz
Marc: | 2386Y | ooy [ 0.1 Hz
Errkocte
ARKYMYAATORE Harpyzka WEMN Temneparypa
Inauetue: | 100% | 0.0% | 260°C 7B.8°F
Mbr: | 100 % | 00 | 260°C 728F
Marc.: | 100°% | 00z | 27.0°C S0EF

K.ortayHuEauma
YCnEWwHa

@ 2KE B Hopre

Hanpamerue AKE B

g CeTe & HOphe
21 |Hopre

% Peskiar BEIKAKNEHIA ’@ Tect Ok
oK

MoHuTOp ycTpoucTBa -
OkpyxamwlLias cpega

OTtobpaxkaeT nokasaHusl BHELLHNX
AAaTYNKOB, MOAKMKOYEHHbIX K
NetAgent.

Kuprancotemuit | KupHangawrer | KupeanMetFesler | Ynpasnenwe |
Wameperue ] Ll pposoi Okpyr. cpeaa JLeranizauua |
NetFeeler || ‘ Craryc |
TErNEpaTypa OKPYKAIWER C... HeWsBecTHOD
B naknocTe okpyratowed op..  Hewssectho
Darunk Boae! HeuzsecTHo
JNaruk nbima HeussecTHo
Daruuk, BezonacHocTi 1 HeuzeacTHD
Darauk, GesonacHocTy 2 HeuzeectHo
Daruuk, ezonacHooTy 3 HeuseactHo
Tlatusk fesonacHocTy 4 HeuzgecTHD
Darauk, desonacHocTi 5 HeuzeacTHD
Darauk. desonacHocTi B HeuzeectHo
JDaruk. desonacHocTi 7 HelseectHo

KoraryHik auma
yCrewHa

@ AKE B Hopme

Hanpaxerue AKE &

CeTe B HopHe e
?x Hopre

% Pt BoIkA4EHAA @ Tect Ok
Ok

nn
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MoHuTOp ycTpoMncTBa - 4
HDetanusauus

OTtobpaxkaeT MHGopMaLuio o
NetAgent NBI1 kak IP-agpec,
MEeCTOMNONOXeHne, UMs
nonb3oBartens, Npon3BoanTens un
npoYyto NogpobHyo
MHopMaLnIo.

Ayphan cotbmai ] PRUDHAN AaHHEIR ] KupHan NetFesler | Unpaenerue
Wamepenue | Unapposa | Okpyit. cpeaa Jetanuzauma
Haseanwe MEM:  UPS Agent
IP anpec: 192168.70.154
Mectononoxenn My Office
Menenxep: @dministrator
Mpouseoarrens:  Sipower
Monenes: SIPB1KAT0 [Smart UPS)
Bepcus: WO7OBO10D0

HomuHaneHge  HEMPAKeHAE:

SHAYEHWA

== KomMryHHrauLHA
YonEWHa

@ WKE B HOopre

g CeTb B Hophe ?, HanpameHme AKE B
HOpHE

Qj Pesklir BLIKARYEHA ’@ Tect Ok
oK

MoHuTop ycTtpouncTtBa - XXypHan &
cobbITUM

OTtobpaxaeT npousoweLimne
coObITUSA C NX onucaHnewm, a
TaKke gaTy u Bpemsi.

HamepeHie | Ungposoi | Okpyx. cpeaa | INeranuzauma |
Aypran cofemi ] KupHan aanrer | KupeanNetFeeler | Ynpaenerwe |
Wraeke: | Epema | O nucaHue ~
20 2024/08/15 15:09.20 WEN nepexoaut & pesum Galinac
13 2024/081515:03:19 BoccraHosneHo cosguHenme ¢ MEMN.
18 2024/0815 15:07:03 HeBoamokHo NoayuuTE 40CTYN K YCTRORCTE
17 2024/08415 145731 WET nepexoaut B peskum talinac
16 202440815 14:57:30 BoccraHosneHo cosauHenme ¢ MBM.
15 2024/0815 10:51:38 HeBoamokHo NoayuuTE 40CTYN K YCTRORCTE
14 2024/08415 10:47:48 WET nepexoaut B peskum talinac
13 20240815 10:21:26 HegosmMoHD NoAyHTE 40CTYN K YOTPORCTE
12 2024/08/1510:18:30 WEN nepexoaut & pesum Galinac
" 2024/081510:18:29 BoccraHosneHo cosguHenme ¢ MEMN.
10 2024/08415 10:06:23 HegosmMoHD NoAyHTE 40CTYN K YOTPORCTE
3 2024/0815 09.55.26 WET nepexoout & peskim Galinac o
o N4 N0 AR NG-FO.IC D v 1 it AT
< >
NEawib! HAKMUTE CIWCOK ANA OSHOBNEHHA #YPHANA COGBTLE

CeTb B Hopre Hanpaserue AKE &
HOpME

% Pt BbIK ADMEHAA @ Tect Ok

K orrayHuk auma
YCMEWHa

@ AKE B Hopre

Ok

MoHuTop ycTtpoucTtBa - XXypHan 2
OaHHbIX

OT1obGpaxkaeT 3annucaHHble
AaHHble, a Takke aaTy U BpeMmsl.

Hzmeperie ] Unepposai | Orpuys. cpeaa | Jeranuzauma |
Kupran cotibmui HypHan aaHHs! Hupran MetFesler | Ynpaenerme |
Wraexo | Nara | ExogHoe Hanp... | Erwmognoe Har... | He ~
2 2024/08/15 16:34:37 2389 oo 41
kil 2024/08/15 16:29:35 239.0 0.0 H
a0 2024/08/15 16:24.35 2378 0.0 H
23 2024/08/1516:19:34 2382 on 4
28 2024/08/15 16:14:33 2382 oo 41
27 2024/08/15 16:09:32 2382 0.0 40
26 2024/08/15 16:04:31 2382 0.0 H
25 2024/08/1515:59:30 2388 oo 4
24 2024/08/15 15:54:29 2387 0.0 40
23 2024/08/1515:43:28 2389 0.0 H
22 2024/08/15 15:44:27 238.2 on 4
21 2024/08/15 159:39:26 2379 oo a0,
an ANTAMNDHE AR D4R 1T A nn A1
< >
JBas# b HAKMMUTE CIMCOK ANA OGHOBAEHUA HUPHANE OaHHBLE

K.atrayHue aumna
YCMEILHS

@ AKE B Hopme

CeTk B HOphe Hanpasenue AKE 8
HOpHE

Qj Peskiir BelknueHUs @ Tect Ok
oK
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MoHuTop ycTpouncTBa - XKypHan

NetFeeIe r Mateperue ] Unepposod ] Okpyx. crena | Heranuzauna |
Hupran cofemuii | Hupan aannes Hypran NetFeeler ] Ynpasnsrme |

OTobpaxkaeT 3anncaHHble

WHaeke | Bpera sanycka [O-4:... | T eMnEpaTypa o.. | B NamHOCTE OKE... | HaTuuk,
JaHHble C BHeLUHero gaTt4ymnka
OKpy>XatoLlen cpepbl, a Takke
Aaty n BpemM4d

< >

JlBamab! HaKMMTE CNKCOK ANA 06HOENEHMA KypHana MetFeeler

== KomMyHHKALMA Cerk B Hopre = Hanpamenne AKE &
yEnewHa ?‘ HOpHE

% AKE B Hopme Qj Pt BoIKIOYEHUA @ Tect Ok
oK

MOHVITOp yCTpOﬁCTBa — 3l Yerpoiicteo--(UPS Agent) — Pad
Hameperue | Uppoenii | Orpys. cpena | Jeranuzaums |
yn pa BrieHune KupHan cofemuit | KupHanaameer | KupHan NetFesler HnpagneHie
Ynpaenenue MEN MNapareTpel BEKARDYSHIA
yn pa BI1eHune M E n . % Bewnouenue MEM ¢ MNepesarpyska WEMN Janepika = JCEK
- MNepesarpyzka ~ WrauTauma asapuu BbIKMHEHHA =]
HarpyskM 3 NEKTPOCETH
e Bbiknoyenne VBIM: - oo g e | (T
H e3a Me}J.J'I UTENbHO " Mpotyxaenue MEMN BLINoAHMTES » BrinoaHuTe: >
Ynpasnerue TecTom Boema TeCTUDOBAHUA
5 Camotectuposa OrreHa T
BbIKNounTL MBIT. e * canorecruposss | | roraman |
" CamOTecTWPOBAHWE 0 NOAHOMD PASPALA 03 oo
[ ] I-I epe3a FDVSKa M 5 I_I . " Teor Garapei BrinoaHuTe> > G OrETeE: e ——
HesameanutenbHo
ForrayHuHE aL1a CEeTb B HOpiviE = | [Hanpaxerue AKE B
nepesarpysntb MBIT. S & T
° CBeTOBaFI CVI rHaJ’lM3aU,V|FI @ AKE B Hopme % Pestikit BoIKAYEHMA @ Tect Ok
BkriloueHne cBeTOBOM

curHanusaumm (UBIN gormkeH
noagepXuBatb 3Ty YHKUUIO).
o [lepesarpyska Harpy3ku: OTKNIOYUTb U 3aHOBO NOAKNIOYMTL Harpy3ky BI.

e /MmuTauus aBapum anekTpoceTu: BeinonHnTbe nmMmntaumio aBapumn

3ANEKTPOCHABXEHUSI.

e  Cnawwun pexum UBIM: Mepesectn NBI B cnsawun pexxum.

e [IpobyxaeHune UBI: HesameanutenbHo BbiBecTn VBl n3 cnawero

pexuma.

e JkoHOMUA 3apana batapeun: OTknoyeHue Harpyskm MBI ona akoHoMum
3apsaga AKB (MBI gomkeH nogaepxuneaTb 3Ty OYHKLMIO).

N -
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Bbibepute doyHKUMIO, KOTOPYO Bbl XOTUTE BbINOMHUTD U HAXXMWUTE KHOMKY
“BbINOMAHUTL”.

BHuMaHue: onga BbINOSTHEHUS NePEeYUCIEHHbIX OYHKLMA OHWU JOMKHBbI
nogaepxmsatbcsa UBIT.

YnpaBneHune TecTom:

o CamotecTtmpoBaHue: BeinonHuTe camotectupoBaHue VBT
e OTMmeHa camoTecTupoBaHus: lNpekpaTtuTb caMoTeCTUPOBaHME

o CamoTecTnpoBaHve 40 NOAHOro pa3psaaa: TecT 4o NOMHOro pa3psiaa
GaTapen

e TecTt Gatapewn: Tect 6atapen

MapameTpbl BbIKIOYEHUA:
e 3agepxkka BblkNoYeHUs (CEKyHObI): YCTaHOBUTE BPeEMS 3a4eEpPXKKN 40
oTkntoveHuns NBIN. MakcumanbHoe BpemMsa 3agepkku — 600 c.

e Bpewms cnswero pexvma (MUHYThI): YCTaHOBKa BpeMeHu, Ha kotopoe BT
nepesBoanTCs B cnawmmn pexxum. MakcumansHoe Bpemst — 9999 MuH.

Bpewmsa TectupoBaHus (MepmoanyYHOCTbL TECTUPOBAHUA):

e TecTtupoBartb kaxabin X AeHb: BbibpaTb NepnoanYHOCTbL TECTUPOBAHMUS MO
AHAM

e Bpewmsa Tecta: Bpems 3anycka TeCTUPOBAHUSA Y4:MM

e OrtkntodeH: [1ng oTknoyYeHns yHKUMN

BbibepuTte doyHKUMIO, KOTOPYHO Bbl XOTUTE BbINOSTHUTL U HAXXMUTE KHOMKY
“BbINONHUTBL.

BHuMaHMe: ona BbINOMHEHUS] NEPEYNCTIEHHBIX OYHKLMA OHWU JOMKHBbI
nogaepxmsatbcsa UBIT.
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5.3.3 Ytunutbl - SNMP ynpaenenue UBI

lMNpenHasHayeHo ons
KOH(purypaumm
napameTtpoB SNMP ans
NetAgent NBT.

¥npaenenne VBN x

MHdopraumns of yoTpoficTes

Wraa yorpoficTea:

IF anpec: |1 92168.70.154

Mogens: |Smalt UPS

MIB ynpaeneHue

MIB neperteHHee Brifpatteie MIB nepermentee

UPs

- [UPSIdent]
[UPSEattery]
[UPSInput]
[UPS0utput]

[#- [UPS ThreePhase]

=T
Eee]

Yoamre

OnucaHue neperentoil MIB

iz0.org.dod. intermet. private. enterprizes. ppe. products. hardware. ups.upsldent -
1.261.41.9351.1.11
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5.4 Cucrtema

[1ns npocMoTpa »KypHana cobbITUiA, XXypHana AaHHbIX U KOHUrypaLumm

5.4.1 Cucrema - 2KypHan cobbimmin

OTobpaxaert xypHan
nctopum cobbiTni ¢
NX onMcaHnem u
yKasaHveM aatbl 1
BpeMeHu ans Bcex
NetAgent NBIT

KypHan cobermmii

Crmcok sanmced

Kpurepuil novcka

IPagpeca: | 192.168. 70.154 [ 192.168. 70.154

PG H e |m 0.2024 = | Gon00 - EESmiHMR 122024 = | poxo0 =
Tun cofiemua ‘Bce cofemua. j -
MEMN | Dara | Bpetin | OnucaHue A
192.168.70.154 20244081186 09:50:58 K.orMMYHIHK AWHA YCNEHS

152168.70154  2024/08/16 05:50.58 WEM nepesonur & pestin Galiinac

192168.70154 202440816 09:50:66 Netéigent He moxer nogkmouwrca k MEMN
192168.70154  2024/08/16 05:50:52 Boccranosneno cosamureHks o MEMN

192168.70.154 202440815 15:09:20 WEN nepexaaur B peskun Galinac

192168.70.164 202440815 18:0319 BoceraqosneHo cosguHeHme o BN

192.168.70.154  2024/0815 15:07.03 HeBoarMomHo NoAY4HTE AOCTYN K YCTPORCTEY N0 CE
192168.70154  2024/0815 14573 WEMN neperaguT B peskut Gafnac

192.168.70.164 2024408415 14:57:30 BocoTaqoeneHo cosauHeHue ¢ MEN

192.168.70.154 202440815 10:51:38 HEBOSMOMHD NOAYUHTE AOCTUN K YCTRORCTEY N0 CE
192168.70154  2024/08/15 10:47.48 WEBM nepesonur & pesti tafinac

19216870154 202440815 10:21:26 HeB0sMO#HD NoNY4MTE AOCTYN K YCTPOFCTEY N0 CE
192168.70.154 202440815 10:18:30 WEN nepexaaur B peskun Galinac

192168.70154  2024/08/15 10:18:29 Boccranosneno cosamureHks o MEMN

192.168.70.154  2024/0815 10:06:23 HeBoarMomHo NoAY4HTE AOCTYN K YCTPORCTEY N0 CE
192.168.70.154  2024/0815 09:69:26 HEN nepexoauT B pesxH Gaknac

192168.70.164 202440815 09:55:26 BocoTaqoeneHo cosauHeHue ¢ MEN

192168.70154  2024/0815 09:58:56 HEBOSMOMHD NOAYUUTE AOCTYN K YCTPORCTEY N0 CE
192.168.70.154 202440815 09:41:10 WEMN nepexaguT B peskt dalinac

192168.70154  2024/08/14 171812 WEBM nepesonur & pesti tafinac &
< >

DNEaae! HEKMUTE CIMCOK 407 OSHOENEHMA XYPHANE COBETUIA

KomwecTeo cotiemuin - 24

ZORPAHHTE KaK.. MNevate OYHCTHTE BCE: Ok

5.4.2 Cuctema - XKypHan AaHHbIX
OTtobpaxaeTt Kyoran aarex x
BXO,EI,HOG Oanneie MBMN I Kypran NetFeeler
Hanpﬂ)KeH Me, KpuTepuil noucka

IP appeca: | 192.168. 70 154 — |[132.768. 70 .154
BbIXOOHOE
HaMNDSHKEHMe BpemA Havana: ‘DW 012000 = | 000:00 = BpemA OKOHUEHHA: |3'I 122020 = ‘ 00000 -+

p ’ Nowck

4acToTy, YPOBEHb

HWEN Wrn ysna Bpema sanycka (0-4:M.C) | BrooHoe HanpAxeHue | BeixonHoe Hanpax
Harpy3ku u T1.n. and
Bcex NetAgent NBIT

Llsax sl HEXMATE CIMCOK ANA 0BHOBNEHNA XYPHANE AZHHGIX
Osaxme HaxmMaTe 0
| | |
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5.4.3 Cucrema - Onummn SNMP

MpenHasHaveHo ans

Onugn
i Ony
YCTaHOBKM NnapaMeTpoB
NetAgent WBIM. JaHHoe Onuwm SNMP | 3gy cucremer | Hacporien CMC | Ofuwe |
OKHO BKI1HOHaeT BKINaaKu: e W
«Onumn SNMP», «3BykK
- SNMP TMopT WBM: 161

cuctembl», «Hactponku
CMC», «Obwue». SNMP Trap nopr: 162

CocToAHWE NOKanEHOA CETA: W

MHTepean onpoca no yMonuaHue: |10 3: Cex

Bpemna Bes ommka ans
ycTaHoBneHuA coemHerwna (3-20
WHTEpBaNOE onpoca):

5 J;I WHTepsan onpoca

OK | Omena

no
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5.5 Nonb3oBatens

Ans ynpaeneHus n koHTpons NetAgent MBI moxeT 6bITb co3gaHo 4o 8
YYETHbIX 3anucemn.

5.5.1 NMonb3oBartenb — CMeHUTL Nornb3oBaTens

Haxmnte ons cmeHsbl

nonb3oBaTens, BBeguUTe CmeHNTs NoNb3oBaTENA x

NOMMH U Naposb, HAXMUTE y
YETHAA SaAnHCh
«OK» ons Bxoaa. |

Mram:
MNapone: |
Ok OrraeHa
5.5.2 CMeHUTL Naponb
[nsi n"amMeHeHust Nnapons K
4 . CMEHWTE Naponk >

CyLleCTBYylOLLEN YHETHON
3anuncu. MHPOpMaLHA 08 YUETHOR SarMck

CTapklii naponk: ||

HoBkli naponk: |

MoaTEEpAMTE HOBRIA |

napank:
(1] 8 | OTrmeHa

5.5.3 YnpaBrneHue y4eTHbIMU 3anmcsiMm

MNpeaHasHaueHo TonbKo Ans YNpaBAEHUE YHETHbIMM SanCAMI
AomMuHucTpaTopa, Ans p———
pobaBsnexHus, T m—— o
penakTUpoBaHUS UNn Admin Menankep
yaaneHus tHpopmaumm o

nonb3oBaTene.

JNofaEHTE NONb30EATENA... | (] 8 |

(eYe)
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5.6 Momowb

OtobpaxaeT TekyLuyto Bepcuto SNMPView 1 npoyyo nHdopmMauuio

5.6.1 CogepxaHue

CnpaBo4Has
nHdopmMauus no
NCMonb30BaHUIO
SNMPView.

0 o = B

Crpeime Lomon MNevats  MapameTps

¥ Cnpaexa s popmate HTML - m] x b

e | Mowcs | MsGparroe |

Megatec Software

® Usiag STV Installation

« Unzip the file Disk1.zip.

« Click on setup.exe and follow the installation wizard.

« After installation, there will be a SNMPView group in the
Windows Start group.

s Click "SNMPView" ->"SNMPView for Windows" to start using
SNMPView.

g Internet __J My Documents
P £) My Recent Documents »
'J’l 85 wWindows Catalog

W windows Update

L PP
< 2>

—
igent |1 VIBM, 0 BeiBpano rpynn VBM|[2 MBM & ciucke. 1 WBM notepan csass. O VBN nepenternoro Toka e patoraer. 0 batapen VB

5.6.2 O nporpamme

Otobpaxaet
TEKyLLYI BEPCUIO
SNMPView,
MHdopmauuto 06
aBTOPCKMX MpaBax U
KOHTaKT Nno
CepBUCHOMN
noaaepxke
npoaykTa.

O nporpamme SMMPView bt

Bepcua: W5 81
Bee npasa sawMwens [C] 2001-2018

MegaTec Spstem Technologies, Inc.

NuueHzMA

1 1

OrnpaeeTe, nowanyiicTa, E-Mail <zervicel@megatec. com. bwe

4,07 NoAYHEHHA Nodaepswed no SMMPiew, _
0K
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Hacmb 7. lNpunoxeHue

Ha obpaTHou ctopoHe kapTbl SNMP HakneeH cTukep ¢ naponem agMuHucTparTopa,
KOTOpPbIN MOXET MCMNOSb30BaTbCA ANd copoca Nonb3oBaTeNbCKMX HACTPOEK COrfacHo
WHCTPYKUMKN HWxe. [laHHasa onepauns nonesHa, ecnv Bbl noTepanu ums nonb3oBatens
n/vnn naposnb Netility n NetAgent.

1. TNogknoumTe KOMNBIOTEP K NOKarbHOW CeTU, B KOTOpOW HaxoanTcs kapta SNMP.

2. OTtkponTe BEB-6paysep 1 BBeante agpec http://xxx.xxx.xxx.xxx/password.cgi, rae
XXX XXX XXX. XXX |P-agpec kapThbl.

& @ ¢ & 19216870154 192.168.70.154/password.cgi %= M Frepesecn 1 B 4

Enter the ID and PWD info (shown on the back label) to retrieve either the Web or Utility password.
D
PWD |

| Continue |

3. Beeawute norvH admin n naposnb, HaneyaTaHHbIN Ha CTUKepe.

S/N:3927203492 ModelBXS50

MAC:00-03-EA- 14 5E A4
Pasaword:6004170%

(LRI I BRI

4. Haxmute kHonky Clear All onst cbpoca Bcex y4eTHbIX 3anucen.

< & ¢ & 19216870154 192.168.70.154/password.cgi?set_no=18&user=admin&pass=CAC3AATE n H LY -
Web passwords:
UserName- Password:
UserName: Password:
UserName: Password:
UserName: Password:
UserName: Password:
UserName: Password:
UserName: Password:
UserName: -
Utility password: ;—' |-|EI|I|-D.I'II:| NE[I“t‘j

| Clear All |

OYUCTUTE ECE MMEHA NONbL3IOBATENEA K naponM

v N\ -
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http://xxx.xxx.xxx.xxx/password.cgi

