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1. Ha3Ha4yeHue

MporpammHoe obGecnedeHne «OSNOVO Monitoring System» (nanee
no Tekcty OMS) npegHasHayeHO ANS opraHWsauuy LeHTpanu3oBaHHOW
CUCTEMbI MOHWUTOPUHIa pasnu4yHbIX napameTpoB obopygoBaHus OSNOVO
(ynpaBnsemble KOMMYTaTopbl, MHXEKTOPbI, MEOWAKOHBEPTEPLI U TA.), a Takke
KoHTpornepa TMS-01 u BbIHOCHbIX AaTYMKOB K Hemy cepun TMS (maTumk
Temnepartypbl 1 BriaxHoctm TMS-STH, gatyuk ceteBoro HanpsbkeHus TMS-SV,
AaT4mK dhasbl CETEBOro HanpshkeHns TMS-SL).

Bca nonydyeHHas wWHdopmauusa BbIBOOUTCA B €OMHOM OKHe C
BO3MOXHOCTbIO COPTMPOBKM XOCTOB (YCTPOWCTB), CTONMOLOB C pesynbTatamu
NpoBepKM NapameTpoB 1 TA.

Ona ypobctBa ucnonb3oBaHua MO OMS npeaycMOTpeHbl >KypHanbl
OTYETOB MO HECKOMbKUM KaTeropusM (aBapwu, NpoBepkn W TA.), rpaduku
NPOBEPOK, BO3MOXHOCTb BbIFPY3KM CTaTUCTKM nposepok B CSV  dhann,
BO3MOXHOCTb COXPaHeHWs pe3epBHO Konumu HacTpoek MO n 1a.

Ouctpubytne O OMS cogepxuT MpeaycTaHOBMEHHbIE  UMLTPBI
(npeceTbl) ANA  OCHOBHbIX  NapamMeTpoOB  MOHUTOPMHIA  YNpaBMsieMoro
obopynoBaHuss OSNOVO u koHTponnepa TMS-01 ¢ Habopom AaTyMKOB.

2. OcobeHHOCTU NporpamMMHoOro obecne4yeHus

v' LleHTpanu3oBaHHbI OOCTYN KO BCEN WHGOpMauMu O pesynbTaTax
NpoBepOK NapameTpoB CETEBOro 060pya0BaHMS;

v MOHWTOPUHI B pearlbHOM BpemeHu no npoTokony SNMP OCHOBHbIX
napameTpoB ynpasnaemoro obopyaosaHua OSNOVO:

- Tewmnepatypa Ha BbIHOCHOM AaTuyuKe;

- OTHocuTenbHas BNaXHOCTb BO34yxa Ha BbIHOCHOM AaTuuKe;

- HanpsbkeHve nMTaHUsi HA OCHOBHOM W PE3epPBHOM WMCTOYHUKAX
nUTaHus;

- CymmapHas notpebnsemass MOLWHOCTb (B TOM 4ucrne BMecTe C
PoE);

- MowgHocTb POE Ha kaxgoMm nopte ycTponcTea

v" MOH/TOPUHT B peanbHOM BpeMeHM no npotokony SNMP napameTpoB
BbIHOCHbIX AaTYNKOB, MOAKMIOYEHHBIX K KOHTponnepy TMS-01:

- Temnepatypa Ha BbIHOCHOM faTuuke TMS-STH;

KDaDl : MakcrmanbHO HagéxHoe poccuiickoe o6opyfosaHne CKY/ - COT - OC - ICb www.kodos.ru



- OTHocuTenbHasa BNaXHOCTb BO3ayxa Ha BbIHOCHOM Aatyuke TMS-
STH,;

- Hanps»keHue nCTouHMKa NUTaHUSA ¢ NOMOLLLIO KOHTponnepa TMS-
01

- CeteBoe HanpsikeHne Ha BbIHOCHOM AaTynke TMS-SV;

- Hanuune dasbl ceTeBOro HanpsikKeHWs Ha BbIHOCHOM [OaTuyMKe.
TMS-SL

OTnpaBka pe3ynbTaToB NPOBEPOK Ha ANEKTPOHHYHO NMOYTY;
3ByKOBOE OnoBelleHne B cryqae cbosi u BOCCTaHOBIEHNs nocne cbos

SMS onoBelleHue B criyyae cb0os1 1 BoccTaHOBNEHWs nocre cbos;

AN N NN

BcTpoeHHbii MIB ©paysep, nossonsiowuin godaenate MIB dannbl

ceTeBoro obopygoaHus (cM. pasgen «8.3 MIB 6pay3ep»);

v CkaHep IP agpecoB ans GbICTPOro noucka BCex CETEBbIX YCTPOWCTB B
nokanbHOW ceTu;

v' XKypHanbl, oT4eTbl W rpacdukm ans  yagobGHOro  BOCMPUSITUS
pe3ynbTaToB MOHUTOPUHIA U UX aHanuaa.

v' [Opyrue Tunbl npoepok (ICMP, ARP, HTTP, WMI, NetBIOS v 14.)

3. CTpyKTypa 1 npuHuun padéotbl MO « OSNOVO
Monitoring System»

3.1 Ctpykrypa MO «OSNOVO Monitoring System»

MO «OSNOVO Monitoring System» cocTouT 13 2x YacTen:

1) Appo (cnyxba) moHuTopuHra — cnyxba Windows, koTopas ABnsieTcs
OCHOBHbIM MEXaHW3MOM Onpoca CeTeBbIX YCTPOWCTB, CUrHanu3aumu,
n cbopa CTaTUCTUKN.

2) [punoxexne pgna pabodero crona Windows — HenocpeaCcTBEHHO
rpadudeckast koHconb (puc. 1) gna BedeHus ©as3bl MOHWUTOPWHrA,
poGaBneHnMs HOBbIX XOCTOB (CeTeBblX YCTPOWCTB), MPOBEPOK,
npocMoTpa WX COCTOSIHWSA, pefakTUPOBaHWS BCEX HACTpPOeK

nporpaMmebl, NPOCMoTpa rpaduKkoB, CO34aHNsi OTYETOB.

KDaol : MakcrmanbHO HagéxHoe poccuiickoe o6opyfosaHne CKY/ - COT - OC - ICb www.kodos.ru



Orverst. B Copates
o Visenrs wrepean

e @ Orvoum / scmoum nposepey
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Gl OSNOVO-TMS-01 [192.168.0.160) 9 sw-s0802/15. 19216801 1 Yensino setpumnacs | 8
o S [ sw-8080271L5. 18236801 Tenneparyps binocHoro AsTuKs pEY) Venewno sasepumnsce 60
9 Hopolane nposcpod s Sw-s0802715 19216801 [T e p—— 1636 Yenewno sasepumnace 60
&3 sw-goe02/ms 19216801 Hanpoxenne nurawn V1. 8 479 Yenewno sasepumnace 60
& sw-s0802m5 19216801 Hanpxenne muras V2, B 0 He npouina ®
8 sw-g002/m5 19216801 Cymmspnas notpeSnseatas moupeocTs, Br 705 Yenewno sascpumnscs 60
9 sw-g0802/15 19216801 Mouyocrs Pof, nopr 1, 81 25 Yenewno sssepumnscs 60
™ sw-s080218. 19216801 Moupsocrs Pok, nopr 2, Br 0 He npowna. ©
{8 sw-80802/15. 19216801 Mougsocrs Pok, nopr 3, Br 0 He npowna 0
8 sw-s0802/1L5. 19216801 Mougsocrs Pok, nopr 4, Br 0 He npowina 0
& sw-8080205. 19216801 Moupsocts Pok, nopr 5, Bt 0 He npowina. 0
& sw-s0802/m5. 19216801 Mougsocrs Pok, nopr 6, Bt 0 He npowina &
1 sw-0802/5 19216801 Moupocrs Pok, nop 7, Br 0 He npouins ©
8 sw-s0s027m 19216801 Mousrocrs PoE, nopr8, Br o i ®

— o Koumyrarop
[ SW-8080211L 23 89
Aspec 19216801 ’
» 19216801
MAC 0280811452

Omame 374 e

Oruer o6 szapuax Cobsrman

Puc. 1 N'padmyeckas koHconb MO OMS

3.2 MpuHumn paboTtbl MO «OSNOVO Monitoring System»

Pabota [1O ocHOBbIBaeTCs Ha MepuoanyeckoM Onpoce XOCTOB
(ceTteBbix IP ycTponcTB), Haxogdwmxca B 0ase MOHUTOpPMHra MyTem
nocnefoBaTenbHOro BbINOMHEHNS 3a4aHHbIX AN KaXAoro U3 HUX MPOBEPOK.

B 3aBucumocTn oOT pesynbTaTa BbINOMHEHUS 3TOW Mpoueaypsbl
NpOBeEpPKKU Nony4varT cTaTyc (NpongeHa — 3eneHas, He npongeHa — kpacHas),
pe3ynbTaTtbl 3anucbiBatoTcs B hannoByto 6a3y AaHHbIX.

1. C nomowbio rpadmyeckon koHconu unm web-nHtepdeinca cosgaérca

charinosas (nokaneHasi) 6aza MOHUTOPMHIa XOCTOB U MPOBEPOK.

2. Cnyxba MOHMTOpMHra nNpuvHUMaeT BBeAEHHble OaHHble U HavMHaeT
LUMKNNYECKoe BbIMONHEHNE MpoBepoK, OOHOBMeHWe Wux cTaTtyca,

dopmupoBaHue annoBon 6asbl CTaTUCTUKM BPEMEHWU BbINONTHEHUS
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MPOBEPOK M 3HAYEHWit MapameTpoB MOHMTOpWHra (Temnepartypa,

BINMaXXHOCTb, HaMNps>xXeHne un TD,.)

3. T[padmyeckasa koHcoNb MNorlydaeT CTaTyC BbINOMHEHHbIX MPOBEPOK U
oTobGpakaeT ero B Buae LBETOBOM pacKpacku ChAMCKa, CTPOMUT

rpadomkn, opmMmpyeT OTHYETBI HA OCHOBE HAKOMSIEHHON CTaTUCTUKMN.

4. B cnyvae cbos, cnyxba MOHWTOPUHra WHULMUPYET BbINOJIHEHME
Oe’cTBUi: 3anncb B XypHan (B 6ase gaHHbIX U OybnvpoBaHue B
hannoBbI,  NoKanbHbIA), SMS WHOpMMNpOBaHMeE, E-malil
WHpopmMmpoBaHune, nepesanyck/octaHoBka cnyx6 n/vnu MK, Bbigava
coobLUeHns Ha 3KpaH, npourpbiBaHMe 3BYKOBOro pamna, 3anyck
BHELHUX nporpamm W KOMaHg C napameTtpamu. BbinonHeHue
nocnegHux Tpéx gencteun cnyxba genervpyeTt  rpadudeckon

KOHCOJIN, NMO3TOMY OHa AOJIKHa ObITb 3anyllieHa B 3TO BpeMA.

5. Cnyx0a MOHUTOpMHIa npu TMPOBEPKE XOCTOB CETU WUCMofnb3yeT
MHOXEeCTBO CTaHAapTHbIXx npotokonoB: SNMP, TCP, ICMP, ARP,
HTTP, FTP, WMI, NetBIOS. [lpacdunyeckas koHconb W cnyxba
MOHWUTOPWHIa NOAAEPKUBAIOT MOCTOSAHHYIO cBA3b Mo TCP-npoTokony.
Takum 00pa3oMm, BCE M3MEHEHUSA, BHECEHHble B a3y MOHUTOpMHra
(M3mMeHeHne napameTpoB nNpoBepok, [AobaBreHne HOBbIX M Tak
danee), HesamegnuTenbHO  B3auUMOLEWCTBYOT €O cnyxbown
MOHUTOpWHra. Bce pesynbTaThl NPOBEPOK cCpasy e nepepatwTcst oT

cnyx0bl rpadonyeckor KOHCOMNM n oTobpaxatoTcs B ee nHTepdeiice.
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4. CucrteMHble TpeboBaHusA
3.1 O6wue pekomeHaauUmn

[nsa koppekTHOM paboTbl NporpamMmmbl HEOOXOOUM KOMMNBIOTEP UIKM CEpPBEp:
v" MuHUManbHbI 06bEM onepaTUBHOW NnamsaTh - 2 I'b.
v" Microsoft® Windows XP unu ctapuwe (server unu workstation, 32 nnm
64 6uT).

3.2 NMpon3BoAnUTENbHOCTb MOHUTOPUHra

Ona komnbioTepa ¢ MUHMMAIbHBIMU CUCTEMHBIMW XapakTepUCTUKaMm
He pekomeHayeTcs co3gaBaTb 6a3bl MOHMTOpWHra Gonee, 4em Ha 2 000
NpOBEpPOK.

lMpyMepHO TO e KONMYeCTBO NPOBEPOK ABMAETCA npeaerbHbIM, ecrnv
Bbl MCNOMb3yeTe ANS MOHUTOPWHIA BUPTYarbHYIO MaLUuHY.

Ona 6onee 0o6bEMHbIX 6a3 MOHMTOpPWHra pekoMeHAyeTCs BblAensaTb
OTAENbHbI hn3n4ecknii cepsep.

MakcumanbHoe 4MCrno MPOBEPOK, KOTOPOE MOXET OblTb BbIMNONHEHO
ofHoun cnyx6on MOHUTOPWHra bes CYyLLEeCTBEHHON nortepu

npon3BoaANTENTIbHOCTU, 3aBUCUT OT UX TUNA:

e [ICMP, SNMP v1,2c, ARP, HTTP, dannoBble MpPOBEPKM — camble

MeHee pecypco3aTpaTHbie Tunbl NMPOBEPOK. npOBepOK Takoro tuna

ogHa cnyxba MoHuTOpyHra MoxeT BbinonHaTe o 10 000 c
uHTepanom oT 30 cekyHa.

e SNMP v3 — npu 3anycke NpoBepPOK 3TOro TMna BblNofHAeTca okono 40
CeTEBbIX 3aMpoCcoB B cekyHAy. [1oaTomy, K npyMepy, Ha KOMMNbIOTEPE C
AByxsigepHbiM npoueccopoMm 1 'y He peKkoMeHOyeTcs MOHUTOPWHI
oonee 5 000 NnpoBepOK 3TOro TMNa C MHTEpPBaNioM MeHee 60 cekyHn,.

3arpyska npoueccopa npu 3Tom coctaBuT He MeHee 50%.
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e WMI - npoeepku 3storo Tuna (WMI-3anpockl, ceTeBOW AWUCK,
nokanbHbI NpUHTEpP) TpeboBaTenbHbl Kk pecypcaMm. [loatomy He
pekomeHayeTcsa co3fgaBaTb 6onee 200 npoBepok ¢ nHtepsanom ao 30
cekyHa, 1 000 npoeepok ¢ nHtepsanom 150 cekyHa v Tak ganee.

e NetBIOS - npoBepku 3TOro TMnNa (COCTosiHME CnyxObl, Mpouecca,
koHTpornb [10, xypHan cobbitun) TpeboBaTenbHbl K pecypcaM, Kak 1
WMI npoBepkun. He pekomeHayeTtca co3nasatb 6onee 200 npoBepok ¢
uHtepsanom o 30 cekyHg, 1 000 nposepok ¢ uHTepBanom 150

CeKyH 1 TakK fanee.

BrumaHue! He pekomeHdyemcsi Hazpyxamb OOHY Chyx0y MOHUMOpUHaa

bornee, yuem 10 000 nposepkamu npu 106bIX KOHGu2ypayusix 06opydo8aHUs.

3.3 NoppepxmBaemMble onepaymoOHHbIe CUCTEMBI

Mporpamma paboTaeT B 32 1 64 GUTHBIX BEPCUAX ONepaumoOHHbIX CUCTEM:

e Microsoft Windows 10

e Microsoft Windows Server 2012
e Microsoft Windows 8/ 8.1

e Microsoft Windows 7

e Microsoft Windows Server 2008
e Microsoft Windows Vista

e Microsoft Windows XP (He pekomeHA0BaHO)

CnegyeT yyecTb, YTO BKIMOYEHHbIM "KOHTPOmNb Y4YETHbIX 3anucen”
(UAC, HaumHas ¢ Windows 7) moXeT Bbi3BaTb TPYAHOCTU C YAANEHHbIM
nonyyeHneMm uHOpPMauMM B Xofe BbINOMHEHWs MpoBepoK. PekomeHayeTtcs

yCTaHaBnu“BaTb NPOrpaMMy ¢ NonHbIMU NpaBamu agmuHucTpatopa K.
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Mpwn npoBepkax nogkrtodeHnst K TCP-noptam crniegyeT yuuTbiBaThb, YTO
B OC Windows XP u Bbiwe He gonyckaetcsa 6onee 10 ogHoBpemMeHHbIX TCP-
NOAKITIOYEHNA. DTO MOXET CKas3aTbCA Ha NPOV3BOAMTENBHOCTU MPOrpamMMbl.

Cnep,yeT C OCTOPOXXHOCTbIO UCNOJNb30BaTb 3TOT METOA.

3.4 Tpe6boBaHuA K annapaTHOMy obecneyeHuro

TpeboBaHusA 3aBUCAT OT Tuna NPoBepoK B HGasze MOHUTOPUHra U KX
WHTepBana.

Cnepgywoue MuHMManbHble Heobxoaumble napameTpbl CUCTEMBI
npuBeAeHbl Ans pacnpocTpaHéHHbIX Tunos nposepok ICMP 1 SNMP v1, 2c:

e CPU: 1T1Tu, x86/x64.

e 0O3Y: 2048 MBb.

e HDD:
[nsa yctaHOBKM nporpaMmbl HeoOxoaumo mmeTb He meHee 100 M6
cBobogHoro npocTtpaHctBa. B npouecce pabotel nporpamma
reHepupyeTt ctatuctuky. OBbEM 3aBUCUT OT KONMYeCcTBa MPOBEPOK U
ux uHTepsana. [na ycnewHom paboTbl MporpaMmbl B TeyeHue
ONUTENBHOTO BpeMeHuM 6e3 O4YUCTKM CTaTUCTUKM Heobxooumo He
MeHee 2 6 cBoboagHoro npoctpaHcTBa. OObEM CTATUCTUKU OAHOM
npoBepkun 3a oguH onpoc - 40 G6awt. MNpu nHTepBane B 60 cekyHn 3a

CYTKM OOHa npoBepKa Hakonnut He MeHee 60 K6 aaHHbIX.

e YcTonumBoOe ceTeBoe COeAUHEHME:!
B3aumopencTByowme Yactu nporpammbl (cnyxba u rpadpuyeckas
KOHCOrb) TpebytoT HanmmumMa CcTabunbHOrO CEeTeBOro COoeAMHEeHMs Mo
TCP-npoTokony.

e Pa3spelueHue akpaHa:
PekomeHayemoe paspelueHune - 1200x800 mnu Bbiwe. MuHumansHoe
- 1024x768.
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5. Mopspaok yctaHoBKM auctpuoytusa MO «OSNOVO

Monitoring System»

1. Ckavavite guctpmbytme MO OMS c canta www.0snovo.

ru (puc. 2)

== + Komnbrotep » ENGLISHONLY (F:)

YnopagounTts * OBwwii aoctyn « Hoean nanka
=

Wmn

9 VsBparnioe [ata uzmeHeHua Twn Pazmep
() Bitrin24 | FLW_V36.bin 15012021 9:08 Maiin "BIN" 2137 KB
18 3arpyskn | §5! OMS.exe 18.02.2021 10:31 Mpunosxerne 19013 KB

1= Hepasrue mecta

Bl PaGoumii cron

Puc. 2

2. Banyctute ero ¢ npaBamu agMmumHucTpaTopa (puc. 3)

@i |_ v Komnetotep » ENGLISHOMLY (F:)

Ynopagounte ¥

Otkpeite

Hoeas nanka

W

o VsBpantioe lata nameHerna Tun Pasmep
(=) Bitrin24 || FLW_V56.bin 15.01,2021 9:08 Daiin "BIN" 3137KB
18 3arpyskn | 15! OmS.exe 18.02.2021 10:31 Mpunoskerne 19013 KB

5l Hepaenue mecra OTpbiTe

Bl PatBounii cron 3anyck oT IMEHKM 3AMUHNCTRATepa

Mcnpaenenne HENDNAACK COBMECTUMOCTI

T-Zip 3
CRC SHA 3

7 BuBanoTeku

i Bugeo

A n

Puc. 3

3. TponguTe Bce LWarv yCTaHOBKM C yKazaHWeM MyTU YCTaHOBKU U

npodrmMmu napameTtpamu. (Puc 4-11)

[= = |

{5! Yeraroska — OSNOVO Monitoring System 5! Yeranoska — OSNOVO Menitoring System

Mporpama yerarosut OSNOVO Moritoring System a saw

Hndopmaums:
Bac npuBeTcTByeT MacTtep it - saxHy0 nepen Tem. Kak
ycr OSNOVO itori MpODIKATE
System

Kor 2 B Gy2eTe FoTOBS! MPOAOMAWTE YCTAHOBKY, HaXMUTE «[lanees.

[~ OSNOVO Monitoring System =
itos //osnovo u/broducts fsoftware
[c) 2021, OSNOVO

KOMMEOTED

PeKoMEHAYETCR SaHpLITl BOS MPOHE MPHIOKSHAR 119EA
TEM, KaK MPOROKHTS

\ro rosoro
HaxowTs llanees 1o OO, v <O 57+ swmaps 2021 L
4TOG! BT 13 MPOrpaMMS! YCTaHORKN - <+> B nposepe RTSP nofasnera noasepa Hoseo: Kamep

enacanaBnoaenin

- <> Pro; oG amnenio sanomyaniie Teiyero MacWTaE KapTSI 1
soccTaHasnenve era npw sarpyaKe

- <> Pro; Web: [lo§aBnera S03MOXHOCTS MEREXoRE 0T MPOSERKA HXGCTa &
lCnHCKaX K SHAUKY YCTPORCTEA Ha KapTe.

" <=> B 3amvce nora o8 ounice VB-1n JS-ckpnTa acGasnen ampec xocTa
IMPOBEPKIA, KOTOPAR €ro ERINONHANS.

<Hasan | Manes> | |

Omvexa
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http://www.osnovo.ru/

8 Yoranoska — OSNOVO Monitoring System == 8 Yeranosxa — OSNOVO Monitoring System

Besbop nanxm ycTarosKm

Boiop ANk xpaneHin AaHHLX
B Kakyto Manky Bl XaTMTe yeTarosnTs OSNOVO Moritoring System?

B Ka0M MaTTKE Bbi XOTENH Gl XPSHATS A3HHSIE NPOrPaMMi?

Hasxume: «[lanees. 4Tofibi nposomxus. Ecnv ssi xoTvTe Boi6paTs ApyTyo nanky.
] Mperpama yeraroenT OSNOVO Manitoring System B cneayiouyte manky. L

Haxmure «Laness, 4Tofisl npononknTs. ECMA Bl X0TUTE BbIBpaT: ARYTYIO Nanky,
HakmaTe «OB20Ps.

TpefyeTca KaK MuriamyM 38,0 ME caofomHore MMCKOBOro NPOCTREHCTBA.

[ <Hasan | Hance> | [ Omena |

[ <Hesan | fenee> | [ Omesa |

{8 Veranosxa — OSNOVO Monitoring System U==hRRSS 8l yeramonc — OSNOVO Monitaring System Caliz)
Busepure nanky & messo elyci Buicpwre ponommTeRIE Sammm
T4z NporpamMMa YCTaHOBKM ADMKHE COSAATE APMEIKKT Kaxite aononHUTENEHsIE 338U HEOBXOAMMO BEINONHNTE?
BrifiepuTe ADNONHNTENLHGIE 334344, KOTOPLIE ADIKHE! BEINCMHUTECA NP YCTAHOGKE
u W B T R SR T SR R OSNOVO Moniaring System, nocae 31oro Hakmmre «Llanees
HatuTe oLlanee. 47oB6l TpOORITS. ECAM Bl XOTHTE BLIGPaTS 2030 Nany, LononnTe essle oA
AT Cosaams Apnbik Ha pabosem cTone
0SNOVO Monioring System
[F] He cospasars nanky B mewo «Tlyccs
<Hesan | Haree> | [ Omvena | cHasan |[ Denee> | [ Omeena |
8] Yeramaska — OSNOVO Monitoring System | =BT B Voranoska — OSNOVO Monitoring System = 2 |

Bcé rooso k Yerarosxa....
Tlporpamma yCTaHoBKH roToBE Hasas yeTaosky OSNOVO Monitoring System MoxanyitcTa, nogoxae, noxa OSNOVO Montoring System yerarosuTes Ha
+a BalL KOMMbIoTER 53W KoMnsoTED

HexnTe «YCTam0sMTE . 4T0B! MPODMKMTS, Wi cHBsals, ST Bbl XoTUTE
MPOGMOTPE Tt HIW H3MEHMT OILUM YCTRHOBKH

TManka yeTarosian

C:\Program Fies (:86)\0SNOVO Monitoring System . - ™

TManica & mexto allyoxs:
OSNOVO Monitoring System

HononHumensHsie sapaum
LlononHuTensHsie psian
CospiaTs Apoic Ha paBouem cTone

<Hassa || Yoramomars | [ Omeea |

Omvera

Puc. 4 -11

4. 3al'ly0TV|Te nporpamMmmy rno OKOH4YaHM1 YCTaHOBKN (3aI'IyCK TaKkxe

BO3MOXEH C siprblka Ha paboyem crore MK).

12
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6. Ha4yano pa6otbl ¢ MO «OSNOVO Monitoring System»
M aKTUBaUUSA NULIEH3UOHHOTIO KnkoYva

"naBHOE okHO rpadmnyeckorn koHconm OMS npeacTaBneHo Ha puc. 12

e Yo Mpowpew  Mowsopme  [peme  Oreme o Copames

S B @ B8 @ %
T e Cowpotin . Sotiomi Mobmopeuey S0P | e scpoxn

g e G e

o nsemun == : — e

Pl Somovonsn oo Teunesayps i T STH °C 2 [ ——1 Bana s

G & osnovo.THS 01 m1s20160 Omocutensusn ereenccs seaeua TMSSTH 15, Yonnions repiscs 8 3022 2B

4 OSNOVO-TMS-01 1901680160 Honpanesme rurrans TNG-01 8 2 Yonewmo svegumrecs 60 BR2N 12145

& osnovo- s 1921080160 Cerence manpeaeme TMS-SY, B w3 Yoneumo sepusrscs 60 BN 121423

™ osnovo-Ths.01 1921680360 Hanmare Ousns corencro nanpreman TMS-SL 0 Vermune wempusnscs 6 2502200 120423

ICMP- v ormer nonpues. Bpews orcame: 2w

Xec: Keunwores
e OSNOVO-TMS01 2
Aspec 1921680260
» 192168065,
Mac 008-0C#6.06.74
Omur 20
S — Bpenn npecren Cofana

Tipenepor s comces 6 Kecron ers: 2

Puc. 12 NnaBHoe okHo 1O OMS

Mo ymonuaHuio nonb3oBaTento npepocTtaeBnsieTca GecnnatHaa 30-
AHeBHas Bepcus MO. YTobbl CHATH orpaHuveHne Ha npobHbIn 30-gHEBHbIN
nepumog HeobGXx0AMMO MPONTW  akTMBauMlO nNporpaMMbl  C  MOMOLLbBLO
NMLEH3NOHHOro Kntova. KonmyecTBo AOCTYMNHbIX MPOBEPOK 3aBUCUT OT BEPCUn
npuobpeTteHHoro MO OMS (25, 100 u 1A npoBepok, nogpobHas uHdopmaums
Haxo4MTCs Ha canTe 0SNovo.ru)

lNopsdok akmusayuu TUUEH3UOHHO20 KIloYa:

1) OrTkpoviTe B rmaBHOM MeHt0 NyHKT «Cnpaska» (puc. 13)

@aiin ¥ Inasnan XocTel Mposepkn MoHuTopuHr Ipynns OTueTsl Bug
C yero Havate? v
o ° 0 X 9 %
— i Copepxanne Q Uro Hosoro? O nporpamue... Obparran Texsmueckan g oo eniy,
1 ' CEASE noAAEpxKKa
Puc. 13

13
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2) Bbibepute nyHKT «BBectu kntou» (puc. 14)

Qaiin v [naeHan KocTel Mpoeepin MoHutopuHr Tpynne: OTyeThI Bug

9 @ Cueronauars? o ’X‘ @ "b

OBpatHan TexHWJeckan
Cogepxarne ? O nporpaMme.., Beectn knto4
A e Yr1o HoBoro? porg J— noanepskKa

Puc. 14
3) BeeauTe B nosiBMBLUEECH MOME KNIOY (OH Xe PerncTpaunoHHbIN Kod) C
KnaBuaTypbl UNN BCTaBbTE 3apaHee CKOMMPOBaHHbIM B Oydpep kntou

kom6uHaumen Ctrl+V unm kHonko «BcTtaButb M3 Bydepa» (puc. 15)

Ig QSNOVO Monitoring System

| T Kocra Tlposepn Tpyane: Oruerer Baa || Crpaska |

@ Cueroanans? 0 <] @ »,b

Copepearme @ Urs wosoro? O nporpatme... 0‘;::;:“ Tﬁ:ﬂ!;;i? Baecrn kmou
i P S;C(r;s\ I Otopamaem.. Mua wm agpec ... Tun nposepxu Coctomnme  Craryc Bpeus oncnuka 3waenve nap... Mocneaee coobutenme  Bpema nocre...
-ThS-O1 [192.1664 1621680160 ICMP-runr Bomouews  Henpowna - 0 ICMP-rumr: oreer we .. 15.03.2021 14
_ = SW-B0B02/ILS [192166.0.1) .. 192163060 SNMP. Bomouens  Henpowna - SNMP: Brauerve ne wo... 15032021 L4
IS8 Henpofiagtiic npoaspkit .. 1921680160 SNMP Bimouswa  Henpowna - ‘SNIMP: 3Hauerie He mo...  15.03.2021 14:..
.. 192163060 SNMP. Bowouews  Henpowna - ‘SNMP: Brauerme ne wo... 15032021 Lt
-T.. 192163050 SNMP. Bomouews  Henpowna - SNMP: Sauesve He wo... 15.032021 4.
OSNOVO-T... 1921680160 SNMP. Bowouews  Henpowna - SNMP: Brauerme ne wo... 15032021 Lt

BEeAUTE PETVCTpaLLMOHHbIiA KOA

Berasums s Gydepa ok | [ omena

Puc. 15
4) Haxmute OK

B cnyyae, ecnu KoY nponucaH  KoppekTHo Bbl  yBuauTe
noaTBepXkaeHve peructpauun. Ecnv knoy nponucaH HEKOpPpPeKTHO (OLmnbku
npu BBOAE), YCTapeBLUMIA KMOY U T4 — NMOBTOPUTE BECb MOPSIAOK aKTMBaLMU

3aHOBO.
14
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7. OnucaHue unHtepdenca NO «OSNOVO Monitoring

System»

Becb nHTepdeic rpaduyeckon koHconm N0 OMS pasgeneH Ha 6 YacTein:

2
3— " s Somoonea s : - P
e e = 4
l
|
7
6
Puc. 16 MHtepdpenc MO OMS
Ne
HasHayeHune
n/n
1 (MaBHOE MeHI0
2 lMaHenb UHCTPYMEHTOB
3 CnmMcok XoCTOB AN MOHUTOPUHIa
4 Cnuncok npoBepok
5 MaHenb uHdopmaLum
6 CTtpoka cocTosiHus
7 MaHenb HaBuraumm
15
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1, 2 F’naBHOE MEHI0 U NaHesNlb UHCTPYMEHTOB

M3 rnaBHOro MeHKo nporpamMmmsbl

OCYyLUEeCTBNAETCA BbIi30OB BCeX

OOCTYNHbIX (PYHKUMIA NporpamMMmbl, KOTOpble oTobpaxatTca B none «[MlaHenb

MHCTPYMEHTOB»

M3 nyHkTa meHto ®ann (puc. 17) Bbi3biBalOTCA DYHKUMK:

1. HacTpouku nporpaMmmel

2. CospgaHue pe3epBHOM KOMUKU HACTPOEK NpOrpaMmbl 1 MOHUTOPUHTA

3. BoccTtaHoBReHWe HacTpoek NporpaMmMbl U MOHUTOPMHIA N3 pe3epPBHON
Konum

4. BbIrpy3ka CTaTUCTUKM NpoBepkn B dhann B opmate CSV

o

Bbixog 13 nporpaMmmel

|0 oSNOVO Monitoring System

MIB-6paysep (cM. pasgen «8.3 MIB Gpaysep» )

Osiin v Tnaskas Xoctst Mpoeepin MoHuTopuHr Tpynnet Oruersl Bug Cnpaeka
Hacrpoiixu nporpanmbt Ctrl+P — *
. =
[ ] # =2 . B %
CO3RaTS PESEPBHYIC KOMUKG HACTPOEK osanmexoct AD%MM;DEEFW KypHanst Mochortpers  HacTpoiiki
BOCCTaHOEUTE M3 PEZEpEHO Konun nparpamue! AdTIMKA - TipOTRaMME!
BrirpysuTs cTatuctiky nposepkn 8 CSV., faem... Mus wamagpecx.. Tunnposepiu Cocrosnue  Cratyc Bpewms oricimka  3nauen
VO-T.. 192168.0.160 ICMP-nunr Bicntouena He npowna - 0
MIB-6paysep... 0-T.. 192.168.0.160 SNMP Biowouewa  Henpowna -
0-T.. 192168.0.160 SNMP Brntouera He npowna -
Boixoa WVO-T.. 192168.0.160 SNMP Binrouena Beinonnae.. -
0-T. 192.168.0.160 SNMP BrntoueHa He npowna -
& osMovo-T... 1921620160 SNMP Bintouena Henpowna -
Puc. 17
M3 nyHkTa [NaBHag (puc. 18) Bbi3biBaOTCA (PYHKUMM:
1. CkaHupoBaTb ceTb
2. [obaBuTb xoCT
3. [obGaBuTb npoBepky
4. XKypHansl nporpaMmmel
5. TlocmoTpeTb AaTymku
6. HacTtponkun nporpammsl
0 OSNOVO Monitoring System
I ®aiin v Tnasras HocTwl Mposepkn MeHuTopnHr Tpynnet Oruerel Bua Cnpagka
- = fed
osNovo 1z B B 8. 8 %
cable transmission Ckarnposars cemb...  Jobaeutexoct  JoBasnTe nposepky ypHansl ocHoTpETs acTpouki
nporpaare aerenmn | rperpe
17
Puc. 18
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M3 nyHkTa XocThl (puc. 19) Bbi3blBAOTCA OYHKLNM:
1. CkaHupoBaTb CeTb

ViMnopTupoBaTb N3 TEKCTOBOrO channa

[o6aBunTb xoCT

MN3MeHnTb XoCcT

Ypanutb XocT

Hawitu xocT B 6ase

3apgaTtb Bpems npocTos

OuncTUTb CTaTUCTUKY

Hactpoutb c6op cTaTUCTUKM

10. MNpoBepuTb NPUHYANTENBHO

11. BknounTb BCE NPOBEPKU

12. OTKMOYNTL BCE NPOBEPKU

13. BblgennTtb Bce XOCThI

© o NG A~®DN

10 OSNOVO Monitoring System

®aiin v Tnasren Koerer Mposeprn Monropur Tpynnes Orems Bua Crpaka

Crarwposars  Wwnopruposarews  AoGaours Mamewnma  Yganums  Hafimxocr Orenmouns sce
D pTupesan A A ¥ Ouuerims cratncrugy..  TposepnTs npuryauTensto Q
TexcToEOrO dhaiina, xocT xoct xoct B 6aze... nposepku

Pwuc. 19

¥ Bomenms bce xoca

M3 nyHkTa meHto [Mpoepku (puc. 20) BbI3biBAKOTCA DYHKLMN:
1. [o6aButb npoBepky

CospgaTb npoBepky No wabnoHy

M3mMeHUTb NpoBepky

Ypanutb npoBepky

HacTtpouTb gencrteng

HacTpouTb 3aBMCMMOCTU 1 Apyrue napameTpsbl

M3MeHUTb MHTEepBan NpoBepKn

M3MeHUTb onncaHmne npoBepKu

OTKNIOYNTL BKOYUTL NPOBEPKY

10 MpoBepuTb NPUHYAUTENBHO

©o NGO A®DN

0 OSNOVO Monitoring System

aiin v [nasHan Xoctsl Mpoeepku MoHuTopuHr Tpynnei Oruetsl Bua Cnpasxa
= - - -
W Hacrpours acicraun ofp Vismenums urrepean @ OrenvounTs / BcniounTs nposepry
| + % NpoBEpKK
Aobeenre Cospate npocepey Vimerume  Yaanute o Hacrpours sasucamoctin [ Vsuests onucake  posepHTS npUHyAUTERBHO
nposepky  nowaBnoMy  NpoBepky  NpoBepky APYTHE NapameTpel nposepkn
Pwnc. 20

17
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M3 nyHkTa MeHo MoHUTOPUHT (puc 21) Bbi3biBalOTCA cnegyrolime yHKunm:
MnaHnpoBLLKK 3aaa4

Mpuem SNMP Trap

MoHuTopuHr Syslog

MopknounTses Kk cnyxbe MoOHUTOpUHra

3anycTntb MOHUTOPWHT

OcCTaHOBUTE MOHUTOPWHT

HacTpoliku MOHUTOpPUHra

HacTtpowiku curHanusauum

YnpaBneHue crny>x6oin MOHUTOPUHIa

©o NGO A~®NE

0 ©SNOVO Menitoring System

Gaiin ¥ Tnasksa Xoctsi Mpoeepru Monsmopunr Tpynne: Orerei Bua Crpaeca

& Hacrpoiiku 2. Ynp cyxboii
E B8 B Bm

Mpuén SNMP  Momuropunr 3enycrume  Octarosums
1op Syslog MOHITOPHHT MOHWTOPUHT

Puc. 21

TnaHupoB MK 33534 ¥ Hactpoiikn curranmsaupm..,

W3 nyHkTa meHto [pynnbl (pyc. 22) Bbi3biBaloTCH cneayowmne QyHKUMK:
1. [o6asutb rpynny
2. YpanuTtb rpynny
3. TlepeumeHoBaTb rpynny
4. [o6aBuTb BAOXEHHYIO rpynny

0 OSMOVO Monitoring System
@aiin v [naenan Koctel Mpoeepkw MonuTopuar Tpynner Oruetsl Bua Cnpaeka
-

v
JoBasnte
rpynny

Puc. 22

M3 nyHkTa meHio OT4eThl (pyc. 23) Bbi3biBalOTCH cnegyowmne QyHKUMK:
1. XKypHanbl nporpaMmmsil
2. XKypHan Windows
3. OrtyeThbl 1 rpadmkn

0 ©OSNOVO Monitoring System

Maiin v [naenan KocTel Mpoeepkn MonuTopunr Tpynnel OTuetsl Bug Crpagka
= . B 8.
KypHansl ¥ypran Windows OTuéTel 1
nperpammel rpadmin
Puc. 23
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M3 nyHkTa meHto Bug (puc. 24) BbisbiBaloTca cnegyowme yHKUnm:
1. TlaHenb MHOpMaL MK

MaHenb HaBuraumm

[MaHenb nomoLLn

MokasbiBaTb AaTy Ha ocax

TeMHbIn ¢poH

HacTtpouTtb cTonbubl cnmcka NpoBepoK

Moka3blBaTb TOMbKO COOMHbLIE NMPOBEPKM

No oMo

|0 OsSNOVO Monitoring System
Qaiin ¥ InaeHan HocTol Mposepkn MoruTopuHr Ipynnet OTueTs Bua Cnpaska

MaHens nHdopmMaLmm
[[] Mokazeieate 43Ty Ha ocax HacTpouTe cTonBupl CNNCKa NpoBEpeK..,

Manens Haguraummn

[] TemHeiii don [[] Nekazeieats Teneko cHoiiHblE NpoEEpKK
IMaHens nomMoLn

Puc. 24

M3 nyHkTa meHto Cnpaska (puc. 25) Bbi3biBaloTCA cnegyowme pyHKumnm:
1. CopepxaHue danna cnpaskm FAQ

C yero HavyaTb?

YT0 HOBOrO?

O nporpamme

O6patHas cBs3b

TexHuyeckas noggepxka

BeecTu kntou

No oMo DN

|0 ©OSNOVO Monitoring System

Paiin v [naenan Koctel Mpoeepkn Monutoputr Tpynne OTuets Bug Cnpaska

9 @ Cueronauare? 6 ’x‘ @ ,’t)

OBpatHan TexHuueckan
Cogepxarne 9 Ut HoBoro? Q nporpamme... P
CBA3L noAlepKKa

Puc. 25

Beectn knroy

3. Cnucok xocToB AnA MOHUTOPUHIa

B cnucke moHuTOpuHra B BMOE [OepeBa pacnonaralTCsi XOCTbl
(ceTeBble IP ycTponcTtBa), oObegMHEHHbIE B rpynnbl (nanku). Ons kaxgoro
XOCTa MOXHO 3aaTb NPOU3BOSbHOE KOMMYECTBO NPOBEPOK.

Mpn BbIOOpe KOHKPETHOrO XOCTa B AepeBe B CNWCKE NPOBEPOK
OoTOBpaxaloTCsa TONbKO Te NPOBEPKM, KOTOPbIE NMpUHaanexaT aToMy XOCTY.

19
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Mpwn BbIGOpPE rpynnbl B CMCKe NPOBEPOK 0TOBpaXatoTCca BCe NPOBEPKM
cofepxallmxcs B 3TOM rpynne XocToB.

Mo ymonuaHuvio B auctpubytme MO OMS pOobaBneHo HEeCKOSbKO
xoctoB (koHTponnep TMS-01 Cc KOMMMAEKTOM BbIHOCHbIX [ATYMKOB U
kommyTatop OSNOVO ¢ dyHKUMEN MOHUTOPUHra) C npeayCTaHOBEHHbIMMU
npoeepkamu (npeceTsbl), puc. 26

|0 OSNOVO Monitoring System

Osin v | Fnssusn | Xocrs  Mposepxw  Mowrmopuwr  [pynms  Orverst Bua Copaexa
- % m 2%
osNovo @ B . o
b temeE G . " Xypransi Mocwotpers  Hacrpoiixu
aporpasn sakn  nporpauusi
4 Xoctel [ Orobpaaemoe uma xocra  Mms wam agpec xocra  Onucanme NpoBepK 3nauenme napameTpa monmTopunra  Cratyc
(=0l OSNOVO-TMS-01 [192.168.0.160] (& 0SNOVO-TM5-01 1921680160 2 Yenewno sasepumnacs
e 210801 (& 0SNOVO-TMS-01 1921680160 Teunepatypa stk TMS-STH, °C 2 Yenewno sasepumnac
I Henpaia (& 0SNOVO-TMs-01 1921680160 Omocrenshan naxiocTs sosapa TMS-STH 15 Yenewno sasepumnacs
& 0SNOVO-TMS-01 1921680160 Hanpskenme nuranua TMS-O1, B 12 Yenewmo sasepumnacs
& 0SNOVO-TMS-01 1921680160 Ceresoe nanpakenme TMS-SV, B 213 Yenewmo sapepumnacs
& 0SNOVO-TMS-01 1921680160 Hannume Oassi ceresoro wanpaxenna TMS-SL 0 Yenewno sasepumnacs

Puc. 26
4, CnNUCOK NpoBepokK

B cnucke npoBepok oTobpaxatoTcs 3anncy NpoBepoK BblAENIEHHON B
Aepese rpynnbl Uy xocTa.

Kak n B cnyyae c npecetamy XOCTOB, MO YMOMYaHUIO B AUCTPUOYTUB
MO OMS pob6aBneHbl 3apaHee CKOHMUIYpPUPOBaHHbIE NpPeceThbl NMPOBEPOK C
onuncaHmem (puc. 27)

|0 OSNOVO Monitoring System

Osin v | fnssuan | Xocrs Mposepx  Mowuropunr  [pynnet  Orueret Bua Crpaska
v i B -
OSNOVO 73 ' M 8. W o
Gable transmission = wnposepry XPHRAS ocuor iacrpoiicn
Cramuponams cem... Jobatimaxocr  Jobamurs nporepry P il A LSl
« [ Xocrsi Orobpaxaemoe ums xocra  Mima wnm agpec xocra  Onvcanve nposepiy 3nauenve napamerpa monmtopunra  Craryc
=] ?;Ngg”;ghﬁuig";f;g"l’“] (& 0SNOVO-TM5-01 1921680160 2 Yenewno sasepumnacs
— NSV S TN & osNoVO-TMS-01 1921680160 Temneparypa aaruunca TMS-STH, °C 2 Yenewno sasepuimnace
H
ARl e (&) 0sNOVO-TMs-01 1921680160 OmHocuTensHan enaxHocTs sosgyxa TMS-STH 15 YVenewmo sasepuwimnacs
& osNovo-TMs-01 1921680160 Hanpmcesne nrasiun TMS-01, B 5422 Yenewro sasepumnace
& osNOVO-TMs-01 1921680160 Cerenoe wanpmxerine TMS-SV, B 213 Yenewno sasepuimnace
& 0SNOVO-TM5-01 1921680160 Hannaue Qasol ceresoro nanpmxesinn TMS-SL 0 Yenewno sasepumnace

Puc. 27
5. MNaHenb nHhopmaummn
Ha wHdopmMaumoHHOn naHenn B ypobHOM Buge oTobpaxaertcsd
COCTOSIHME BblAEeNeHHONM B CNUCKE MPOBEPKM U HEKOTOPLIE ee NapaMeTpbl

Ha 3aknagke WHdopmauusa otobpaxkaeTcss cBogHas MHgopMauus no
BbleneHHON B cnucke nposepke (puc. 28)
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ICMP-nuner; ormer nompuen. Bpewsn orcaues: 6 e

o P— Comeme Bonons
[ Ty swaoeoans 6 L

Agpec: 19216801 Buneammnacs: 15032021 16:5115

P jres Vo 15053201 164505

s PETeY G G

. Menepsar: e
Omeawic 6 me

ngopraans I QrudT o6 asapusx  Obuwian cratucrioa  Cofimmna.

Puc. 28

Ha Bknagke Bpems oTknvka oTobpaxaeTcsl rpadvk N3MEHEHWUst BPEMEHU
OTKIMMKa XOCTa Npv NpoBepke 3a nocnegHui Yac (puc. 29).

Bpewn oTEnuks, 38 nocneanni vac -192.168.0.1 1 3 nepuoa..
_—
EH
@
is
g E
o
o
15580 55 ET] w10 18153 182000 183850 =T 153550 18400 18450 85300

Puc. 29

Ha Bknagke [lapameTrp MoOHWTOpUHra oTtobpaxaeTcs rpaduk W3MEHEHWS
napameTpa MOHUTOpPUHra 3a nocregHui yac (puc. 30)

TlapameTp MOHNTOpUATS, 38 NOCHEmMKA 4ac - 192.168.0.1 2 3a nepmo..
§ is
w0
s
o
188800 180000 180800 181000 181800 182000 182500 183000 183800 182000 184800 185000
W v

Bpewa npocron | Ot o6 asapums | Ofauias cramwernea | Coemua

Pwnc. 30

Ha Bknagke Bpems npoctod oTobpaxaeTcs BpeMsi NpOCTOs 3a BblOpaHHbIN
nepuog spemeHun (puc 31)

EBpesa npocion, 3a nepuoa (15.02.2021 - 15.03.2071) - 192.168.0.1

i
E 0
:
£ 2
:
B ane

Vonpopiuaums | Bpess orcamca | Mapasserp siosuropsairs | Bpesus npocroa | Oraer of asapent | Ofuan cramscri || Cobemes

Puc. 31
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Ha Bknagke OtyeT 06 aBapusax otobpaxaetcs B Buae tabnuusl Hopmauus
06 aBapusix ang BeibpaHHOro napameTpa MoOHUTOpUHra (puc. 32)

OT4éT 06 aBapuAx

Vimn xocta AgpecxocTa Tun xocra Tun nposepkn Onucanune Bpema Hayana aea.. Bpema BoccTaHoe..  Bpewma npoctos ¥eegomneHua
OSNOVO-TM...  192168.0.160 Kemnerotep ICMP-nukr 1502.202111:3545 15022021 16:54:56 54, 19 mmn, 11 c..
Morasars <|[5]  opewmmpocronnemance @0 & con
Whpopmaums  Bpews otkanka | Mapamerp monntopunra | Bpewms npoctos  OTuéT 06 asapuax | OBLuas cratncrika | CoBbina
Puc. 32

Ha Bknagke O6uiaa crtatuctvka otobpaxaeTtca B Buae Ttabnuupl (puc. 33)
CBOAHasa MHopmaums 0 NpoBepKe:

v/ 4MCIO yCreLlHbIX 3aBepLLEHWIA MPOBEPKMY;

YMCIO OTKA30B;

KONMMYEeCTBO MepepbiBOB B MpOLEeccCe MOHUTOpPUHra (BO BpeMms
OCTaHOBKM CIy>XGbl MOHUTOPWHra);

obLiee BpeMsi NPOCTOS XOCTa;

obLee KONMYecTBO 3HAYEHWNI CTaTUCTUKN;

KONMYeCTBO OLINGOK onpoca CeHcopa;

[AaTa Havana 1 garta KoHua cbopa CTaTUCTUKM.

ANERN

AR NI NN

06uyan craTucTuka - 192.168.0.1
Mepepoizos 0. Ofujee
0 2,

Xoer Mposcpra
SW-80802/1LS (192168.0.1) ICMP-rur

Moasars <</ [ T138secsnepwon pasors nporpaumes

Wndopmayus | Bpemn ornmra | Mapamerp monntopura | Bpews npocton | Oreér o6 asapusx | OBues crarncmics | Cobemms

Puc. 33

WHbopMayuoHHYI0 naHeslb MOXHO cripsmamb, CHS8 2allky C [yHKma
enagHoeo MeHto Bud / MNaHenb uHgopmayuu.
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6. CTpoka cocTosiHuA
Hebonbloe none BHWU3Y uWHTepdpernica rpadudeckorn koHconu 1O

OMS oTtobpaxatoee obLiee KONMYECTBO XOCTOB M CKOHPUTYPUPOBaHHbIX
ANs HUX NpoBepok (puc. 34)

Wigepusgm Bpess orunaea | Mapawserp wckaropwrs | Bpeses npocran | G of ssspune | Ofeuss cramneries Coms

Puc. 34
7. NMNaHenb HaBurauumn

Ecnu npoBepok B cnncke o4eHb MHOTO (Tak, YTO OHM HE YMELLalTCs B
BMAOMMOWN 00nacTu cnucka), nepexos K HAM MOXHO JTerko OCyLLeCTBUTb Yepes
naHenb Hasuraumu (puc 35, none BbliAeNEHO KpacHOW paMKown)

Mo cyTn, NnaHenb HaBuraumm SBNSIETCA YMEHbLUEHHOW KOMWEen crnmucka
npoeepok. [MaHenb HaBuraumm NO3BOMSIET BOBPEMS oTpearMpoBatb Ha cbown
NPOBEPKN, T.K. BblOENEHHas KpacHbIM LBETOM 3anunCb Cpasy CTaHOBUTCSHA
BMAHA, HECMOTPS Ha TO, YTO HAXOAMTCS BHE BMAMMOW 30HbI Cn1cKa.

Vedopunss Bptam crunees. Ilapaerp omeropunts  Bpeus opecten Ot o6 sapms Db cravcrns  Cebumen

Pwuc. 35

lMaHernb Hagu2ayuu MOXHO Crpsimamb, CHSI8 2allo4Ky y fyHKma arnasHo20
meHro Bud / lNaHenb Haguzayuu.
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8. NMNoapo6Hoe onncaHne OCHOBHbIX (PYHKLUN U
Bo3MoxHocTen MO «OSNOVO Monitoring System»

8.1 Co3paHue cnucka XoCcToB ceTu

Cnncok XoCTOB (CeTeBbIX YCTPOWCTB), [AOJ1si KOTOPbIX B AalbHenwem
GyOyT CKOH(UIypMpOBaHbl MPOBEPKU, CO30aeTCsl HECKONbKUMM criocobamu:

1. C nomoLubio «Mactepa CKaHMPOBaHUSA CETUY
2. BpyuHyto yepes nHCTpymeHT «[Jo6aBuTb XOCT»
3. [lo wabnoHy Yyepes COOTBETCTBYIOLUNA MHCTPYMEHT.

A B Oucmpubymue O OMS 8 crniucok xocmoe 0obasrneHbl 3apaHee
CKOHbuaypupogaHHbie xocmbl — KoHmporsinep TMS-01 ¢ Habopom dam4yukos
u kommymamop OSNOVO ¢ gyHKkyuel MOHUMOPUHaa napamempos. Takxe
CKOHGbuaypupoeaHbl OCHOBHbIE rPo8ePKU Or1si amux xocmos (puc. 36)

10 0SNOVO Manitoring System
ain

v | s Mposes [r—

................... 2 Jre—

Xoc F S ——
(2 OSNOVO-TMS01 (1921680160
= SW-8080271S (192.168.0.1)

8 Henpodgennaie rpoeeps

8 0sn0v0-TMs 1
S 0sNOVO-TMS 01

& osnovo-TMS-01 1921680160
&4 0SNOVO-Ths 1 1921680160
& 0SNOVO-TMS 01 1921680260 2
= osnovo-Ts a1 1921680160 s 12162

es Tiapasserp wowopmra Bpesss npocros  Oruer o6 sespuss O6uian cramwcras Cobem

Puc. 36
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8.1.1 MacTep ckaHUpPOBaHUA ceTH

UTo6bI BbI3BaTb MacTep ckaHMpoBaHusi ceTu Heobxoammo BbIbpaTb
BO BKragke [maBHasa nHCTpyMeHT CkaHmpoBaTh ceTb (Takke aybnuposaH B
BKnagke XocThl), puc. 37-38

|0 OSNOVO Monitoring System

Oaiin v Xoctt Mposepxu MoHuropuHr Tpynnsi Oruerl Bua Cnpasxa
- == fe
osNovo | 1z | B B 8. @ %
cable transmission | Cramnposars cem.. | [lobasumsxocr  [lo6asutsnposepry 0P ocharper:. Hactpofiy
nporpamist aaTaMku nporpanubi
4 Xoctet Orobpaxaemoe ums xocta  WMms wam agpec xocta  Onucanve nposepky 3Hauenme NapameTpa MOHWTOPHHTa
6,0SNOKO- M50 1921680360) (& osnovo-TMs-01 192168.0.160 2
e S & osNovo-TMs-o1 1921680160 Temnepatypa aranka TMS-STH, °C 2
L Tl (& 0SNOVO-TMs-01 1921680160 OrHocuTensan BraxHocTs Bosayxa TMS-STH 15
& osNovo-TMs-01 1921680160 Hanpsxenie nutania TMS-01, B 54,22
& osNovo-TMs-01 1921680160 Ceresoe Hanpaxenme TMS-SV, B 2313
& osNovo-TMs-01 1921680160 Hanuume Gassi ceresoro Hanpaxenna TMS-SL 0

[0 OSNOVO Monitoring System
| ®aiin v Fnasnan Mposepkn Monuropunr Tpynnsi Oruere Bua Cnpaexa

@ T ! n Q, B wenspemmocon. I3 (1 P @ Bemous oce nposcpr

CkaHupoeats | MMnopTuposats nz loBagute  Wsmenute  Yaanute  Haiitn xoer OmenroumTe sce
P pruposaT A ” W Ouncrirs cratucTiiy.. o TIpOBEpUTS NpMHyANTENbHO Q
Texcrozoro daiina xoer xocr e s bae nposepin

Puc. 38

{¥3 Bienums ece xocn

[ns noncka ceTeBbIX YCTPOMCTB (XOCTOB) MacTep ucnonb3yet 2 cnocoba
CkaHupoBaHus ceTtu (puc. 39):

1) CkaHvpoBaHue auanasoHa |P agpecoB — AaHHbIW cnocob nossonsieT
OOHapyXuUTb MakcumaribHoe KONnMYecTBO YCTPOMCTB M obnagaet
crnegylowuMmn NpenmyLLLecTBamum:

— MHOrOMOTOYHOCTb, 4YTO  obecneuyvMBaeT  BbICOKYIO  CKOPOCTb
CKaHMpPOBaHUS AMana3oHa;

— No3BOMAET OnpeaensaTb pasfuyHble BUAbl YCTPOWUCTB: MPUHTEpHI
(nokanbHble 1 ceTeBble), KOMMYyTaTOphI, Xabbl, cepBepa, cepBepa 6a3
AaHHbIX, poyTepsl, WiFi Toukn goctyna v 1.4.;

— TMpuUMeHsieT cpa3y HeCKOmNbko 3pdEKTUBHBIX CMOCO6OB Mnoucka
ycTponctB B cetu (ICMP-nuHr, ckaHupoBaHue cnucka TCP-noptos,
ARP-3anpochl);

— nosBonseT nonyyaTb WHQopmaumo un3  yctponcts no SNMP
(kommyTaTopsl, npuHTepbl, WiFin 1.4.);

— MO3BONISIET CKAHMPOBATb Cpa3y HECKONbKO AnanasoHoB IP-agpecos.

Ecnu y eac 6onbwas KOMMymupyemasd cemb, mo peKomeHOyemc;v
ucrnonb3o08ames 3mom crnocob CKaHuUpoB8aHUH.
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2) VMNopT w3 CceTeBOro  OKPYXeHuUs — [aHHbIn cnocob paboTaet

HECKOIbKO BbICTpee, HO He BCe YCTPOMCTBA MOryT ObITb HalAEeHbI.

MacTep ckaHWpOBaHHA ceTn

HaitamTe Bee ycTporcTea Baweid cetu!

MacTep MOMOraeT GbiCTPO H MeTko OBHAPYITL XOCTH Baluef CeTy, ACBABHTS HX B CTHEOK MOHITOPIHT,
C0348Te MPOBEPKIN N0 YHOHGHIO.

BoibepyTe cnocob oBHapyxeHns XOCToB B ceTh

1

@ Ci IP-agpecos A1)

TMo380RAET OBHAPYAKNTE MAKCHMAEHOE KONMMECTED YCTROIACTS,
enpeaennTs 1 TN,

) IMNOPT N3 CETEBOro OKPYXEeH!s

BbicTpbiii cocoB, HO He BEe yCTpoiicTaa MOryT BbiTh HaACHE!

<<Hazan | [ fancer> e
Puc. 39

anI NMIMNOpPTE U3 CETEBOIO OKPYXEeHUA HeobxoQMMO Ha nocneayrwmnx
warax MaCTepa crnegoBaTtb €ro noacka3kam.

I'Ipou,ep,ypa npouecca CkaHnmpoBaHnA AnManas3oHa apecoB onncaHa HWXe.

War 1. 3agaHue gunanasoHa IP agpecos (puc. 40)

Ha nepBom ware 3apalTca [OuanasoHbl ckaHuposanus. [lpoueaypa
BbINOMHAETCA B HECKOIMbLKO 3TamnoB:

1. B nomnsx HavanbHbili adpec n KoHeyHbIl adpec BBOOATCH rpaHuLbI
CkaHupoBaHWs noaceTu. [Ing aBToOMaTN4Yeckoro onpeaeneHms
AvanasoHa BO3MOXHbIX afjpecoB Ballel ceTu HeobxoamMmo BbibpaThb
TeKyLwun ceteBon MHmepghelic

2. lMocne 3anonHeHus nonew agpecoB HEOO6XOANMO HaXaTb KHOMKY
Jobasumpb, nocne yero BbIbpaHHbIA AnanasoH 3aHeceTCsl B CNCOK
CKaHVMpyeMbIX Uana3oHOB. YAanuTb Auana3oH U3 Crncka MOXHO

26
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Ha)xaTMem COOTBETCTBYHOLLEN KHOMKN Ydanume. [1ns Toro 4tobbl
AnanasoHbl B Cnucke Obinn NpockaHMpoBaHbl, HE06X0AMMO BbiAENUTL
MX rankowm.

3. Haxartb kHonky Janee, 4to6bl neperitu k LWary 2

MacTep ckaHMpOBaHHA CeTi

War 1 vz 4. 3aaaHne ananasora IP-aapecos

B nonmx "HauaneHeiit aapec” u "KoHeuHsIii 3apec” BEOARTCA rpaHMLis! CKEHIPOBZHIA CeTi. /17 38TOMATUHECKOTD ONPEAENEHIA AHANa30HE
BaLLIE CeTH HEOBXOAMMO BEIBPATE TeKyLLWil CETeBoi MHTEpEiic.

Wrrepdeiic
[Raa\tak PCle GBE Family Controller #2 - [192.168.1.72] -

Havaneneiii agpec Koreunsiii aapec

192 168 1 1 192 168 1 254 NoBasuTe.

Auanasonsi
192168.11 - 192.168.1.254

Yaanute

[ copasea | [ <<Hasan | [ Hence=> | [ Owmera

Puc 40
LWar 2. 3agaHue cnocoba 1 napameTpoB CKaHMPOBaHMWS
MacTtep npegocTtaenseTt ans Beibopa 4 cnocoba novncka yCTPOUCTB B CETU:

1. ICMP-nuHr (puc. 41)

MapameTtp Kosudyecmeo rnakemoe oTBedvaeT 3a uucno ICMP-naketos,
OTNpaBnsieMbIX NPOrpamMmmMoNn Mo KaaoMy CkaHupyeMoMy agpecy. B ceTsix
C BbICOKMM TpadMKOM OOHOro naketa MOXeT ObiTb HeJoCTaToOvyHO Ansi
nony4YyeHnss OTKNMKA OT cywecTBylowero xocta. B atom cnyyae
pekomeHayeTcsl 3ajaBaTbh He MeHee 3-4 NakeToB.
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LWar 2 n3 4. 3apaHne cnocoba M NapaMeTpoB CKaHUPOBaHUA

Uew BonbLue IPOTOKONOE W MGPTOB B8IBpaH0, Te BobLLE YCTPONCTE BYACT HAIAEHO, HO 3TO YBEMUMT BPEMA CKAHVPOBHNA. ﬁ

Cnocobbl 06HapYXeHNA XOCTOR ICMP-rmnr
] Buinonssrs ICMP-nsr

ICMP

~
Maxeros 1 s

TCP
ARP

[JlononsvTensHble NapaMeTpsl

[ cropasca | [ s<hasan | [ Hanees> | [ Omuewa

Pwnc. 41

2. CkaHupoBaHuWe YCTPOWCTB, NogaepxunsanLLmx npotokon SNMPv3
(puc. 42)

Heobxogumo B ctpoke Community unnu Username 01 SNMPv3 ykasaTb
HeobxoauMble OaHHbIE B CMHTakcuce npotokona SNMP.

Mo nonyyeHHo no  SNMP  wHdopmaumm  Mactep  moxeT
ngeHtTuduumpoBsaTe KOMMyTaTopbl (switch), xabbl, poyTepbl, NpUHTEpHI,
WiFi Toukun goctyna, paguopoyTtepsbl 1 T.4.

Mpu nowucke ycTporctB ¢ aktuBHbiM SNMP-areHTom MacTtep
NnbiTaeTcs MOAKIIOYMTBCA K OYepedHOMY afpecy, WUCMOonb3ys 3adaHHble
umeHa coobuectB (Community). 3T nmeHa MoryT ObiTb MEepPeYnCrEHbI
yepes 3anatylo B none Community wunu Username. Haubonee
pacnpocTpaHeHHbIMK,  3adaBaeMbiMM MO  YMONYaHWIO, UMEHaMu
coobuecTs aBnsitoTes public, private, rmon.

Ecnu Bbl yBEepeHHbl, YTO Ha BaluMX YCTPOWCTBaX 3adaHbl Apyrve
UMeHa, HeoOX0AMMO yKasaTb MX B CMMCKE.
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LWar 2 u3 4. 3agaxve cnocoba 1 NapaMeTpos CKaHUPOBaHMA

Yem BoAbLUE NPOTCKOACE M NCPTOE BEIBPaHE, TEM BonbLUe YCTPORCTE BYAET HARAEHD, HO 3TO YBENWYWT BPEMA CKAHMPOBAHNA, ﬁ

@ CrocoBsl 06HapyKeHUA XOCTOR Monyuenwe nHdopmauky no npotokomy SNMP

Momck yerpoiicTe ¢ SNMP nossonaet HaiiT KomMMyTaTOPE! 1 APYFOE SKTHBHOE CETEBOE
oBopyaoeaHue.

IcMP

Nowck yetpoiicte ¢ SNMP (kommyTatopel, poyTepsl, WiFi)
SNMP

Community wan username:: gna SNMPv3

TCP ‘publ\'c,pr\'vate,rmcn | l Mapamerper SNMPY3... I

ARP @ Moackaskz no sanonxeHmo

ﬂDI’IDllHVITE‘J'IthIE‘ napameTpbl

Puc. 42

3. CkaHuposaHue cnucka TCP noptos (puc. 43)

Ons ckaHwpoBaHus TCP-nopTtoB Heobxoanmo 3agatb CAMCOK NOPTOB, NO
KOTOpbIM YCTPOMCTBA MOryT ObiTb HanmgeHbl B ceTu. Cambivu
pacnpoCTpaHeHHbIMU OTKPbITbIMKM NopTamn B ceTsix Microsoft asnsatoTcs
139 (NetBIOS), 21 (FTP), 80 (HTTP).

A BA>XHO! lNpu ebibope memoda ckaHupoeaHUsi nopmos Heobxooumo
ydumsbigeame, 4mo eawu Oelicmeusi 8 6onbWUHCMEe Ccrly4aee Mo2ym
pacueHueambcs 6paHOMayspaMu, Kak amaka U roenedb 3a cobol
coomeemcmasyowue nociedcmeust.

Kpome atoro, OC Windows XP u Bblille He NO3BOMAT OL4HOBPEMEHHOTO

CkaHupoBaHus rpynnbl  TCP-nopToB M Ha ypOBHE [ApariBepoB
WCKYCCTBEHHO 3amMeasisiioT NpoLecc.
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MacTep CKaHMpOBaHIR CeT X
WWar 2 w3 4. 3aaaHwe CNOCOBA M NAPIMETPOB CKAHWPOBIHMA
e i)

@ Crocobk! OBHAPYXeHHs XOCToB Taaxmouetine & TCP-nopTam
¥ Cxanmposars TCP-nopre:

oM [ dosom |
P iy [ommn ]

AonoannTeAbHbIE NEPaMETRH

Ccoes | [ccrioms| (e ] [omen |
Puc. 43

4. ARP-nuHr (IP>MAC), puc. 44

ARP-3anpocbl 3aknto4vatoTcsa B nonbiTke onpegenedns MAC-agpeca xocTa no
ero IP-agpecy. Ecnu MAC-agpec moxeT ObITb nonyyeH, Mactep nomeLiaet
OaHHbIN XOCT B CMIMCOK pe3ynbTaToB Nnoucka.

CyllecTByeT BEpOSITHOCTb, YTO Mporpamma  MOXeT  HaiTu
HecylLlecTBylolME XOCTbl. [Jeno B TOM, YTO Ha KOMMYyTaTOpe B adpecHoW
Tabnuue MoryT ocTaBaTbCsl yCTapeBLUME UMK 3ape3epBUpoBaHHble 3anucu. B
3TOM cryyae criefyeT NPOCTO CHATb C HMX rarnku B OKHe pesynbTaToB.

War 2 3 4. 3a4anve CNOCOGa W IPaMETPOB CKAHNPOBAHIA

- - . !

@ Cnocobit OBHAPYXeHNs XoCToB Mowcx no ARP

cmp ICMP-nuerom.

SNMP 7 Mexams xocres ARP-sanpocamm

Tce

DlononxuTensHbie NapaMeTpsl

Copowaa | [<criong | [Baneers ] [ Omems |
Puc. 45
30
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B [ononHumeneHbix napamempax (puc. 46) pna  Bcex cnocobos
CKkaHMpoBaHUS Heobxooumo 3agaTb Bpemsa oxuaaHus oTBeTa — BpeMsi, B
TeyeHue koToporo MacTtep OyZeT xaaTb OTBET OT CKaHMPYEMOro XocTa

MacTep cKaHUpOBaHHA CETH x

LWar 2 w3 4. 3aaaHune cnocoba M NapaMeTpoB CKaHWPOBaHUA

Uen BonbLuE NPOTOKOAI08 1 NOPTOB BEIBPaHO, Tem BoMbLLE YCTPOICTS BYAET HalilEHD, HO 3TO YBENNHMT BPEMA CKaHUPOBaHIS, ﬁ

@ Crniocobsl ﬂﬁHapY)KEHMH XOCTOBR ,D,DI'IDJ'IHVITE'III:HI:IE BO3MOXHOCTWM MNOWMCKa

MporpammMa yMeeT noy4ats NoAesHyo MHGopMauwio o6 yCTPOACTEaX, ONPEAENATE X THN,
0BHaPYKHEETE NPUHTEPEI.

IcMP

On PEAENATL CETEBLIE W NCKANLHLIE NPUHTEPLI
BT Monyuats gon. uHdopmaumo o xoctax uepes NetBIOS

TCP Weckate kamepel BuaecHaBrrogenna no RTSP

ARP

BPEMFI OXW4aHWA OTEBETA
[NlononHutensHole napameTpbl

~

2000 mc

[ Cnpasxa ] [<<Haaqp| ] I Janee »» I [ Otmena

Puc. 46

Ecnu B Bawewn ceTn ecTb cepBepbl Ne4YaTn Unu ceTeBble NPUHTEPHI,
MOXHO 3ajaTb MX MNouck. ODYHKUMA Takke MOXET HaWTU JoKanbHO
NOAKITHOYEHHbIE K KOMMbIOTEPAM MPUHTEPDI.

MacTtep MoxeT aBTOMaTU4ECKM HAWTU BCe cepBepa, cepsepa B[l B
ceTu, NoNyYnTb APYryto NonesHyr MHPopMaumio O HangeHHbIX KOMMNblTepax
(tvn OC, koMmeHTapui m T.4.). Ona 3atoro Heobxooumo BbIGpaTh OMuuio
«lMonydyams Oon. uHgopmayuto Hepe3 NetBIOS». ®PyHkuma bypet pabortaTb
TONMbKO B TOM cny4vae, ecnu npotokonn NetBIOS paspelleH nonutukon
6e30nacHOCTM Ha BalLleM KOMMbIOTEPE U KOMMbIOTEPax Ballew ceTw.

Tawke pgoctyneH nouck IP kamep no npotokony RTSP. [na storo
OTMETbTE NMYHKT «¥ckamb kamepbl 8udeoHabnodeHusi no RTSPy.
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LWar. 3 NMouck n ot6op XOCTOB AN BHECEHMS B CMMCOK MOHUTOPUHra (puc. 47)

MacTep ckaHwpoBaHuA CeTH x

LUar 3 w3 4. Nowuck v oTBOP KOMNLIOTEPOB ANR NOMELEHWA B CMCOK MOHUTOPHMHIA

[ 1P-aapec MAC-aapec TpowsaoasTans aaanteps | DNS-wma Tunycrpoficrsa | Mpurrep SNMP-arent | Haitaer no.. |
192.168.1.100 00-13-8F-A1-B.. [Asiarock Incorporation] boss KomneroTep - - ICMP
192.168.1.152 . [Intel Corporate] DMITRIY Komnsrotep - - ICMP
192.168.1.153 ALEX Kosinsiotep - - ICMP
192.168.1.1 [ZyXEL Communication... Poyrep ICMP

RREE

98%

CraHMpoBaMWE ZMaNa30Ha 33PECOs... Cnpaeka Hazag

Puc. 47

Mpouecc ckaHMpoBaHWS HaYNMHAETCH He3aMeanuTensbHo.

CHavana ocywecTBnseTca nonbiTka OOHapyXeHns CceTeBbIX MU
noKarnbHbIX NPUHTEPOB. JTa npoueaypa MOXeT 3aHMMaTb NPOAOIMKUTENbHOE
BpEMS, B TEYEHME KOTOPOro nporpamma MOXET He OTBevaTb Ha 3anpocbl u
OyaeT HegocTynHoW kHonka « OcmaHosumb .

Nocne aToro nponsBoaMTCA NOUCK YCTPOUCTB Mo npoTtokony NetBIOS,
YTO TaKKe MOXET 3aHSATb Kakoe-TO BPEMS.

lMocne BbINONMHEHUSA OBYX MOArOTOBUTENBHbLIX Mpoueayp nporpamma
Ha4MHaeT HemnocpeAcTBeHHbIN nepebop Bcex |P-agpecoB  3agaHHbIX
u3HayanbHo AuanasoHoB. O xode npouecca curHanuaupyeT WHAWKaATOP
nporpecca M Hagnucb B HWKHEM neBom yrny Mactepa "CkaHuposaHue
duana3oHa adpecos...".

Xoa npouecca CKaHUPOBaHWSA MOXHO OCTaHOBUTb, HaXaB KHOMKY
«OcmaHosumb ».
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HalgeHHble B npouecce CKaHMPOBaHMSA XOCTbl MOMELLATCH B CIUCOK
pesynbtatoB. CyllecTByeT BO3MOXHOCTb W3MEHEHUs Tuna HaWgeHHOro
YCTPOWCTBa MPSIMO U3 OKHa pe3ynbTaTtoB. [And aToro Heob6xoaAMMoO BblAENUTb
Tpebyemylo 3anucb (OOMycKaeTCs MHOXECTBEHHbI BbIOOpP) ¥ BbI3BaTb
KOHTEKCTHOE MeHI0. B 3ToM MeHo Heobxoammo BbibpaTb yCTaHaBMNMBaeMbIi
TMN YyCTPOMWCTBA.

Ons Ttoro 4ytobbl MOMECTUTL B CMMCOK XOCTOB HE BCE HaMAeHHble
YCTPOWCTBA, NpeanaraeTcs OTMETUTb XXenaemble YCTPONCTBA rankamu.

KHnonkn «Ommemumsb ece», «BbiOeneHHble», «Heepmuposamp»
nomMoralT NPOBOAUTE MHOXECTBEHHbIV BbIOOP YCTPOWCTB.

MoXXHO onepaTMBHO BbIFPY3UTb BCH MOMyYEHHYO MHQopMauuo B
CSV-paun. lpm atom, B oOT4eT ©OyayT nomelleHbl W NapameTpbl
CkaHupoBaHus ceTu. [Anga Bbirpy3kun Hpopmaumnm HeobxoaumMo HaxKaTb KHOMKY
«Omyuyemy».

Mocne 3aBeplueHUA npoLecca CKAHMPOBAHWUSI HYXXKHO MEepenTtn Ha
3aBepLUAOLLMIA LWar, HaXaB KHoMKy «[Janee >>».

LWar 4. BHeceHne XoCTOB B cnUCOK (puc. 48)

Macrep cranmposasin cem ®
LLiar 4 13 4. TIOMELLIEHWE XOCTOB B EMWCOK.

XoCTel GyayT NOMELENSI B 38N CINCKE MCHITOPUHT
10 -
[ Bosagurs Tensxe Hossie

M acBa XOCTOB & CAMCOR Wit ByAyT HEsHBuEHS!
CMP-nusr. Bos MoeTe ADBSENTS CEON NPOBEPKH, ELSENUE YOCT & Aeper

otepin no ymonssrmo, Tun 57

1POBEPOX BEIBMPAETCR MCHOAR M3 TOFO, Kok Bein oBnapyxen
ciBpa nyricr menro “Mpoeepen | JoGaeurs nposepry”

xoct. Yacm

B kauecTse uMeHu (aapeca) XOCTa MENoNb3oBaTL:
@ IP-agpec

() DNS-umia

[ Ov6pacsimams DNS-cydduxe y nmesn xocra

MOHWTOPMHT XOCTOB BLINONHAET CEpPBED:
Defautt Server (localhost) v

el [ =

Pwnc. 48
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Ha stom ware Mactep npegnaraet 3agaTb CYLECTBYIOLWNA Yy3en
(rpynna XoCTOB) cnucka MOHUTOPWUHra, B KOTOpbIM ByayT MOMeLLeHbI
HanaeHHble XOCThbl.

Mepen nomelleHMeM HaWOEHHbIX XOCTOB B CMMCOK MOXHO 3adaTtb
OONONHUTENbHbIE NapameTpbl:

e MoXHO ykasaTb, YTO UCMONb30BaTb B KA4ECTBE MMeHU (agpeca) xocTa
- IP-agpec yctporctBa wunu ero DNS-umsa. [Ona ceten c
AvHamMu4eckum pacnpegenenvem IP-agpecoB Heob6xooumo BbIbpaTb
DNS-ums, T.K. 3TOT aTpubyT B AaHHOM cny4dae ByaeT nocTosiHHbIM. B
ceTdAx co cTatudeckumu |IP-agpecamMm MOXHO ykas3aTb B KayecTBe
nmeHun IP-agpec yctponcrtaa.

e OrtbpacbiBatb DNS-cyddukc y umeHu xocta. B kavectBe uMeHU
xocta Mactep MoxeT wucnonb3oBaTb onpegeneHHbie DNS-umeHa
YCTPOMCTB. YacTo Takme uMeHa WuMerT cydduke, Hanpumep,
mary.dep1.orgname.com. [lpu BbIGOpe pAaHHOrO napameTpa WUMS
xocTta bygeT mary.

Mocne HaxaTusa KHOMKN «[0mMoeo» HaAeHHbIe XOCTbl MOMELLATCH B
BblOpaHHbIA y3en. Vim aBTOmMaTMyeckn HasHadatoTca nposepku (TCP, ICMP
unn ARP).

8.1.2 lo6aBneHne XOCTOB BPY4HYHO

YUTtobbl [obaBWTb XOCT B CMMCOK BPY4YHYO 6€3 MCrnonb3oBaHus
MacTepa ckaHupoBaHUS ceTn nepenanTe Ha Bknagky «Xocmsbi» 1 BblbepuTte
WHCTPYMeHT «[Jobasumb xocm», puc. 49.

0 OSNOVO Monitoring System
Qaiin v Tnaeran Mposepku MoHHTOpHHT Tpynnel Oruerel Bua Cnpaeka

== Hacrpoums c6op
; | Q = o

Crannposats  Uunoprapoears ws | [ JoBaenms Haiim xocr

b {¥} Boennms oce xocrer
cers. rexcrosoro Gaiina.. xoer ® Baze..

Puc. 49

Kpome Toro, 4o6aBWTb XOCT B CYLLIECTBYIOLLYIO IPYMNMNy MOXHO uHade (puc. 50):
1) BblgenuTb B cnvcke XOCTOB rpynny
2) BbIi3BaTb KOHTEKCTHOE MEHIO MPaBOW KHOMKOW MbIlM M HaxaTb
«[1o6aBuTb XOCT»
3) BBectn Heobxogmmbie napameTpbl. Obs3aTenbHbIM SABMASETCS UMS
XOCTa Unu ero agpec.
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() OSNOVO Monitoring System

Daiin v [naeHas Xectel

l 9 € Cuero navars?

Coaepxatine g Uro noaoro?

Mpoeepki

0

O nperpamme...

aemo
0-TI
0-TI
0-TI
0-TI
0-TI
0-T!
02/1L
02/1L
02/1L
i02/1L
02/1L
02/1L
02/1L
02/1L
02/1L

4 Xod -
# Nepewmenosare rpynny
- WEE oBasnte xocT Ctrl+H
B Her Cosaate xocT no wabnoxy
T CkaHMpoEaTs CeTh...
i foBasuTe rpynny Ins
NobaswTs BnowenHyta rpynny
5% YaanuTe rpynmny
MepenecTi Ha yposeHs sbilue
Buygenurs sce xocTsl
CoepryTs 8cé
PaseepHyTb BCE
i et
Puc. 50

OnncaHne napameTpoB 406aBNsSEMOro xocra.

Bknapgka «OcHogHble» (puc 51):

1. Wms unn agpec xocTa

Nms KoMnboTEPA B CE€TUN wUnn ero IP-a/J,pec. 3HayeHne p[gaHHOro nons

SIBNSIETCS BXOAHBIM NapamMeTpoM Anst YHKLUIA nporpaMmei.

2. Otobpaxaemoe nvs

Mo ymonuyaHuio B KayecTBe HaAnuWcu yana xocTa B [epeBe BbiCTyrnaeT ero
agpec unu ceteBoe WMsS. TEKCT yana MOXHO W3MeHuTb, 3agae nobGoe

Xeraemoe nva B 3TOM norne.

3. Twn

Tun yCTpOIZCTBa CInyxmnt AOnda BuU3yalibHOro pasaerieHnda XOCTOB B [epeBe.

Kaxabi Tvn conpoBoXaaeTcHd yCroBHbIM 3Ha‘-IKOM-I'IVIKTOI'paMMOI7I.

4. MAC-agpec

lMporpamma MOXeT pearnpoBaTb Ha pes3ynbTaT MPOBEPKU NyTeM BKMAYEHUS
KomnbioTepa. [ns ycnewHon paboTbl yHKUMM BKMKOYEHMS KOMMNblOTEpPa Mo
cetn (Wake on LAN) Heo6xooumMo ans Kaxgoro xocta oguH pas 3agate MAC-
agpec ceteBoro agantepa. MAC-agpec MOXHO MOMyYnTb aBTOMAaTUYECKU Y
BKITHOYEHHbIX XOCTOB MO0 BBECTU €r0 BPYYHYIO.

5. IP-agpeca

MopoepxnBaetcsa xpaHeHne IP-agpecoB xocTa.
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E] napametps! xocta

OcHOBHBIE

MOHMTOPHHI
3annaHvpoBaHHbIA NnpocToi
SNMP

CratvcTura

Komuerrapui

OcHOBHBIE NaPaMETPs XOCTa

stz wan agpec xocta 1P-agpeca
[localhest 127001
192.168.1.1

[] O+oBuTe azpec xocTa & HacTpoficax moHuTopUHra

Yaanure
Orobpaxaenioe na Onpeaenms.
[locaihast |
Ton ==
|.' Komnsiotep v‘ :l
Bui
MAC-agpec

o

i

Puc. 51

Bknagka ceoncte gobasnsieMoro xocta « MoHumopuHa» (puc. 52).

B uensx CHWXeHUS CeTeBOW Harpy3ku, MOXHO BbINOMHATbL HE BCEe
NPOBEPKN XOCTa, a TOMbKO MEPBYIO.

K npumepy, ecnn nepson nposepkon ctout ICMP-nmHr xocra, TO
MOXXHO He 3anyckaTb ocTarlbHble NPOBEPKU, ECNIN OH He npoLwén. Y Hao6opoT,
€cnu nepsas NpoBepka Kakoro-nMbo cepBuca He MPOXOAMT, TO Mporpamma
MOXEeT 3anyCcTuUTb OCTarnbHble, Ansi bonee AeTanbHON ANArHOCTUKMN.

] napamerpsi xocta

OcHoBHble

MoHUTOpMHT

3annaHMpoBaHHbIA MPOCTO

SNMP

Cratuctvka

KommerTapuii

I'IapaMeTphl MOHWUTOPHHTa
B LEAFK CHIDKEHIA CETEB01t Har PySKH, MOXHO BBINOAHATS HE BCE MPOBEPKM XOCTa, 3 TOMbK Nepayto. K npHMepy,
ecni neppoii npobepKoi cTowT ICMP-NAHT XOCT2, T0 MOXHO HE 3ayCKaTL OCTaNEHEIE MPOBEPKH, ECTM O He
npowen. U HaoBopoT, Scnit NEpBaA NPOBEPKa KAKOro-MBO CEPBNCE HE NPOXOANT, To MPOTPaMM MOKET SaMYCTHTS
oCTanBHbIc, Ata Bonee ACTabHOl AMarHOCTHKN
He BLINGNHATL OCTANLHBIE NPOBEPKM W3 CRUCKE, ECN e
@ ..nepsan npowna

..nepBan He npotuna

O He sa6yaste sagats napamerp "Mepean nposepka & Ciucke” & CEOJiCTEaX NPOBEPKN 3TOMO X0CT3

# OBuwe HacTpoiiKn MOHUTOPUHIa...

;. QBuwwte HACTPONKN CHTHANHSALMN...

Puc. 52
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Bknapgka cBoiicTB fobaensiemoro xocta «3arnsiaHupogaHHbilt mpocmol» (puc.
53)

Ecnu npoBepsiemoe yCTpoONCTBO (K Npumepy, cepBep) HACTPOEHO Ha
NnnaHoByl0 nepesarpysky B TeyeHWe CyTOK, TO mnporpamMma He Oyaet
pearMpoBaTb Ha 3TO COObITUE CUrHanusaumMen, ecnu 3ajaTb BPeEMS
3annaHnpoBaHHOIO NpocTosa ycTponcTBa. MOXHO 3afaTb KOHKPETHbIM AeHb
HeZenv NnaHoBOro NPoOCTos.

Wzmennte ceoficTea xocTa

E [NapameTpbl xocTa Pacnncanue 3annaHupoBaHHoi ocTanoexn obopyaosarHua

3agaiite BpemMs, B TEYEHHE KOTOPOTD X0CT 6 n 3ro

BE{}3My HACTPOEHHEN CNOBELENNA. Taicwe, NPOrpansa He ByAeT yUHTEIBATE CTATHCTMKY ONPOCa, nmvyu;rqm B 3T

T EpEMS, Mp# HOPMUPCEIHIN OTUETOE.
< A

MoHuTopUHr — =

[ Nonegensrie 15:00:00 =) 9:00:00 -
3annaHupoBaHHLIA NPOCTOR [ eropu - : - -
SNMP

[ Cpeas 19:00:00 (3 :00:00 e
Cratucruka

[Ouersepr 18:00:00 o :00:00 =
KoMmeTapuii [ Merriaua 19:00:00 = S:00:00 =

[CcCytora 0:00:00 - :00:00 =

[ Bockpecense 0:00:00 [~ 0:00:00 =

[ He curmannsuporars 8 nepuoa npoctoa

Puc. 53
Bknapka ceorictB gobasnsiemoro xocta «SNMP» (puc. 54)

Ons HekoTOpbIX TWMOB MPOBEPOK MporpamMmme HeobxoaAMMO 3HaTb
Community xocTa (4nsa ycTpoWCTB, nogaepxusaowwmx ynpasneHne no SNMP-
npotokony). MoxHo 3agaTtb 3TOT NapameTp, BKIOYMB napameTp AreHT ecTb.
BBegeHHoe 3HauyeHve GygoeT aBTOMaTUYECKM NOACTaBMATbCA Tam, rae 3T0
Heobxoaumo.
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VizmesuTs ceoficTES xocTa

E] rapametpsl xocta Mapamerpel SNMP

BiniouuTe rancuky, 33530 Te BEPCHIO MPOTOKDA W YKINTE COMMUAILY MR XOCTa, ECAM oM noAAepsuaaeT SNMP,

OcHoBHbIE
[ 3701 xocr noasepmmsaer nparoxon SNMP

MOHHTOPMHT OSMPVI O SNMP v2e

3annanvMpoBaHHLIA NPOCTOA

@ SNMP V3

CramvcTuea s nonssosarens
alexm MapaneTpei asToprIaLmM...
KommeHTapuii
=
Puc. 54

Bknagka ceoncTte gobaensiemoro xocta « Cmamucmukax (puc. 55)

B npouecce moHutopuHra yctporcts MO OMS noctosiHHO cobupaet
CTaTUCTUKY 3HaYEeHUn BpeMeHn OTKIUKa. 3OT1a crtaTucTuka XpaHUTCA B Buae
Gannoe B pabouyem katanore nporpammbl. [lpu 6Gonblwom KonnyecTse
YCTPOWCTB OGBbEM 3TOW CTAaTUCTUKM B TEYEHWE roda MOXeT AOCTUYb COTEH
merabainT. [ns ynpaBneHus c60poM CTaTUCTUKM NPeAYCMOTPEHbI napameTpbl
N MHCTPYMEHTbI Ha Bkrnagke CtaTucTuka.

Ecnn crabunbHas paboTa HEKOTOpbIX YCTPOUCTB He sBnseTcs
KpuTndecknum TpeboBaHMeM (paboune cTaHuMM norb3oBaTenen, K npumepy),
MOXHO OTKIIOYUTb COOp CTaTUCTUMKM ANS HUX, YOpaB ranoyky ¢ napamerpa
«XpaHumb UCMOpPUI0 8PEMEHU OMKIIUKay.

MocmMoTpeTe OOBEM HAKOMMEHHOW CTaTUCTMKU ANS  BblAENEHHbIX
XOCTOB U/ B LieJfiOM Mo BCEM KapTaM MOXHO TYT Xe. ﬂ,]‘lﬂ yoaneHna CTaTtUuCTuKun
Y BblAeNeHHbIX XOCTOB HYXXHO Ha)XaTb COOTBETCTBYHLLYIO KHOMKY.

Ha ocHOBe HaKOMMeHHOW CTaTUCTMKM NporpaMMa MOXeT MOCTPOUTb
OTYeTbI U rpadhmk1, AOCTYNHbIE M3 rMaBHOro MeHio OTYeTbl.

MporpamMma MOXeT aBTOMAaTMYECKM  KOHTponupoBaTb  OObeM
HaKOMMEeHHOW CTaTUCTUKN M yaansaTb ee No Mmepe HeobXxoaMMOCTW.

OTa BKnNagka CTaHOBUTCS [OCTYMHOW TOMbKO MpU  U3MEHeHUn
napameTpoB XOCTa.
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Vismenmrs ceoficTes xocTa X
] napametpel xocta Cratuctika onpoca
360k MOWHD YIS CTATWCTHKY OMPOCE Y ESAENEHHLIX KOCTOS.
OctosHble
MoHuTOpHHT anucest caTncTin Tero xocTa: 1503234 -
HWPOBAHHbIA NPOCTOR 3amuceit & Base CTATMCTHNM BCETO: 10178026 2|
| DUHCTHTE CTETHCTHKY ¥ ELIAENEHHBIC KOCTEE |
Cratucrvka
Kommertapui i OBume HacTPORKM COOPE W XPBHENNS CTETMCTIKN..
—|0.( —|

Puc. 55
Bknagka cBoiicTB gobaensiemoro xocta «KommeHmapuil», puc. 56

Kaxgbin XOCT MOXXHO COMpoBOANTb NnoJib30BaTENbCKUM
KOMMeHTapmeM. B 3ToM none MoXHO XpaHuUTb MHOpMaLUo O nonb3oBaTterse
KOMMblOTEpPa, cocTaBe ero cuctembl, cnucok MO wn T1.4. Ona ynobctBa u
ObICTPOTBI BBOAA KOMMEHTapWsi MpegyCMOTPEH MexaHn3M Bbibopa aTpubyToB
n3 cnmcka. Cnncok atpmbyToB MOXeT ObiTb JOMOMHEH.

Wamesnms ceoficTea xecra

E ﬂapaMEprl xocTa HanuwwnTe Bal KOMMEHTAPWUA ANA 3TOMO XOCTa:

OCHOBHBIE

MoHUTOpUHI
3annaHvMpoBaHHbiA NpocTod
SNMP

Cratucrika

Kommertapuid

Puc 56
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8.1.3 [lo6baBneHue xocTa no WabnoHy

CospaHne xocta no wabnoHy obnerdyaeT 3agjadyy OPMUPOBAHMUSA
©a3bl MOHUTOPMHra.

K npumepy, ecnu y Bac CnoxHasi CxemMa MOHUTOPUHIa XxocTa — HYXXHO
NpOBeEpPATb HECKOMBLKO CEPBMICOB, NMOMy4yaTb MHOXECTBO NapaMeTpoB Pa3HbIMM
npoeepkamu, To co3faHue yxe XoTa Obl 10 TakMx XOCTOB MOXET OTHATb
Kakoe-To BpemsA. Ho ropasgo npolle eguHoXabl co3fatb XOCT C TUMOBbLIMM
npoBepkamu 1 NpogyormMpoBaTh €ro Hy)KHOe YMCOo pas3, MeHsiIs TONbKO agpec.
Mpu aTom HOBLIM XOCT BygeT co3gaBaTbCsl C TEM Xe HabopoM MpPOBEpPOK, B
KOTOpbIX OyAeT nponucaH yxe HOBbIN agpec xocTa. M agpeca B 3aBMCMMOCTSAX
N BbIYMCIISIEMbIX MPOBEPKaX TaKKe MEHSIIOTCH HA HOBblE aBTOMATUYECKM.

Ina pobaBneHua xocta no wabnoHy BeINOMHUTE Crieayowme OENCTBUS:
1. BolgenuTe B Cnucke XOCTOB rpynmny.

2. B KOHTEKCTHOM MeHI0 BblbepuTe nyHKT « Co3dampe xocm no wabroHy», puc
57.

|0 OSNOVO Monitoring System

Qaiin v [naexan KocTel Mpoeepku MoHuTopuHr
-
Ckanwpoeate  Mimnoptupoeate us Jotasute
CETh... TEKCTOBOD daiina.. ¥0CT
4 KocThl

Orobpaxaemoe uma xocra  Mma n.
- 192168
192168

E OSNOVO-TMS-01 [192 1624
s SW-80802/ILS [192) [ Mepewmenosats rpynny

Il Henpoiigenneie npoeeps IBY JloGaewte xoct Ctrl+H 102168
Cozgate xocT no wabnoxy 192168

IT0 CKaHWPOBaTL CETh.., 192168

192168

pl Oobaeute rpynny Ins [192168

192168
192168
192168

JoGaBuTe BAOMEHHYHD rpynmy

5%/ ¥Yaanute rpynny

MepeHecTy Ha ypoBEHE BEILLE 102168

192168
BrigenuTe BCE XOCTRI 192168
CBepHyTE BCE 192168

192168
192168

L e ammarn

Pwuc 57

PazeepHyTs BCE

40

KDacl : MakcrmanbHO HagéxHoe poccuiickoe o6opyfosaHne CKY/ - COT - OC - ICb www.kodos.ru



3. B nosBuBliemca cnucke BblbepuTe XOCT-wabnoH, no obpasy KoToporo
HY)XHO c€O34aTb HOBbIA XocT. Haxmute OK. HOBbIA XOCT C npoBepkamu
NnosiBUTCA B AiepeBe U cpasy e HAa4YHET NpoBepsaThCH, puc 58

[0 OsNOVO Monitaring System

@afin v [nseean Hoers Mposepen Morur

o B o,

Cxamwposans.  Munoprwposars s JlaBassms

Xocral Orotipamaesoe wwan xocta

] OSNOVO-TMS-01 [192.168¢
- SW-B0BO2/1LS [192.168.0.1]]
i Henpoiaenms nposegrn

& osnovo-Ths-01
sl OSHOVO-THS-01
= OSNOVO-TMS-01
OSNOVO-TMS-0L
& 0SHOVO-THS-01
& OsHOvO-ThS-01
= sw-soen2ms
& sw-a0e0215
& sw-soso2/us
SW-0802/1LS
& swsosn2Ls
& sw-soso2/1s
SW-B0802/1LS
& swsosn2Ls

R

Q

Hadim soct
o Gase.

Huas man sgpec .. Tun npasepin

1921650160
1921680160
1921630160
1921630160
1921630160
1921680180
19216801
19216301
19216801
19216301
19216301
19216801
19216801
19216301
19216801
19216801
19216301
19216801
19216801
19216801

[ ane——

Cocromme  Crarye ETT—— Bpesen nocne. Wemepman—. Bps
1CMP-mir Benoutwa  Henpouwns ] ICMP-nuwr: oraer e 16032021 1:.. 6 150
SHMP Brntovesa Henpowns - SHMP: 3nauerie ve me... 1603201 1. & 150
SNMP [V eh—— SHMP: Insuenne newe.. 16032021 1. 6 15¢
SHP Buvouena  Henpowna - SHMP: 3navenne ne we... 16032021 1. 60 150
SHMP Benoens  Henpowns - SHMP: 3nsuenve vews... 160302 1:.. 6 150
1cn, |0 Xoen o x5
sl ]
B 13
s Orobpasaemo.. VA wne agpec o  IP-aapec MAC-agpec  Mpowssomr..  Twn SNMP  Commanity  Cocros %
sM| | swem2ms 19216801 19216801, 00-28-08-11- Koumyrarop  SHMPAL public =T
N M
sl ]
B i
N o
sl ]
sl ]
EY b
SN ol
oK Omues
Puc 58

8.2 PaboTa co cnMCcKOM NpoBepoK

8.2.1 lo6aBneHne NpoBepKU

Ons pobaBneHnst HOBOM NnpoBEpPKU HeobXoAMMO BbIMOSTHUTL cnegywwme

[OencTBuUA:

1. BbligenuTb B CNMCKE MOHUTOPUHra XocT. B nmone cnvcka npoBepok Bbi3BaTb
KOHTEKCTHOE MeH!I0, BblIbpaTb NyHKT «Jobasums rnposepky», puc. 59

2. Ha skpaHe nosiButcst Mactep HacTpOMKM napameTpoB MOHUTOPUHra (OKHO
MapameTpbl NpoBepkm). BbibeprTe HyXHbIN BUG NPOBEPKN U3 cnncka, puc. 60
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| ®aiin Vv Inasxan Mposepkn MoHuTopuHr Ipynnei Otuetel

X B MEEB Q s

CkaHuposate Ir‘lunup'ruposa"l"a n3 Nobaeute Msmenutes  Yganute  Haittm xoct % Ouncrurs
CETb... TEKCTOBOTO anna... xocT xocT xocT & Base...
4 KXoerul | | Ovobpawaemoe uma xocra  Mma wnm agpec x...  Tun nposepxy
[=1 osNovo-
== Wl WamenuTs XocT Ctrl+Enter 192.168.0160 ICMP-ninHr
ws SW-80802 -
1 Henpoﬁp,eﬂﬂb[ ﬁ JoBaents npoeepky | 192.168.0.160 SNMP
Cosgare npos no wabno S ER—
y posePs " 192.168.0.160 SNMP
W% Yasnums xoct 192.168.0160 SNMP
192.168.0160 SNMP

Belgenuts Bce xocTel

OTKNIOHUTE BCE NPOBEPKM

BrntoumTe BCe NnpoBepky

«f TMpoeeputs NpuHyAUTENEHO

i Mocmorpers parumkn
'

Puc 59

Co3paiiTe NPOBEPKY 1 HAUHKUTE MOHWTOPWHT 3TOTO YCTPOIACTBA NPAMO celuac!

E CeTb ﬁ MpownzeoaAnTeNBHOCTE E E Cepeepsl
AoetynHocts no ICMP-nukry T Mecro Ha auexe Cocronuue cnyBhl

AocrynHocrs TCP-nopra Vienonbzonanue auckon AKTuBHBIE Npoueces!
Kotpont MAC uepez ARP 3arpyzxa npoueccopa CeTesoii anck
Konrpont MAC uepes NetBIOS Menonb3oanue namsri DNS
FTP
') AKTHBHOE 0BOpYACBaHUE JApyrne P w puHr caiitor no HTTP/HTTPS
b Monutopunr napamerpoe no SNMP MssQL - MysQL  ODBC

3aHUMaEMLI NOPT Ha KOMMYTaTOpe [ ] MpuHTeps! x;‘nui;m;::; ;;PBAEIIP:r‘:i:;iX

Cocronnme wnTepeeiica (nopra) g
Cereco rpadx (NetFlow v5/9) Cocrosme NoKanLHOrO NPHATEPa E-mall (POP3)

7 Chopocts Tpadua (SNMP) 77 YpoBeHb ToHepa ceTenoro npuHTepa OPCDA
h XKypHansi 1 aiins n Monb30BaTensckve Nposepku E [Apyroe

Konnuecreo daiince & nanke MomuTopunr napamerpor uepes WMI === Koutpont ycranoenennoro MO
O6nEm nanky ¢ noakaTanoramm MoHuTopuHr ckpuntom Ha Visual Basic script Cocrosume u Temneparypa HDD

77 Hanuume u coaepxumoe daiina MomuTopuHr ckpunTom Ha Java Script AaTumMKkn MaTePUHCKO NAATEI
KoHTponb pasmepa aiina 3anyek npunoxenun (KoA 3aBeplueHns) erounuk BecnepeBoiinoro nutanua
KoHTponb Aatel uzmenenmn daiina/nanku 17 06w 7 MomuTopuHr BuacOHaGAOACHNA
Kypran cobeitnii Windows g B no gop posep Butpeiit naeonctoka (RTSP)

Puc. 60
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3. Hactpowite napameTtpbl nposepku (war 1), 3aganTe ycrnoBusi, Npu KOTOPbIX
OHa OyZeT cunTaTbCst YCMEeLHOWN.

LWar 1 w3 3. 3azafiTe napameTpsl NpoBepKH

Aapec (wms) xocra -

Napaserp ars

[136141513151380 I+ (o] [ mnsomep. | Twnsanpocs  [GET -

Bepcua SNMP

Communitywm ] 1 ®x ©3 % OBuue napsmerpes SNMP...
username: 4

o ey

Buasere » amanaone » o @ & oS & Nonywanre

Pwnc. 61

Bcerga obpalwanite BHMMaHuMe Ha IOruKy npoBepku — «[llposepka
npowna, ecnu:»

[MpoBepbTe, CMOXET NM NporpamMmma MonyyYnTb 3Ha4YeHue napameTpa
no BBEAEHHbLIM AaHHbIM. HaxkmuTe kHoMKy «Janeex.

4. Ha BTOpOM Lare HaCTPOVKM MPOBEPKM Ans XOcTa MOXHO 3agaTb
AononHuTenbHble NapameTpbl MPOBEPKN, puc. 62

War 2 u3 3. 3anaiTe AONONHWTEAbHbBIE NapaMeTphbl

Puc. 62
3asucumocmu

[aHHbIM napameTp NCNONb3yeTCa ANs UCKIMIOYEHUS NOXHbBIX cpabaTbiBaHWI
curHanusauun. NpoBepku B yaaneHHbIx ceTax 6yayT 3aBuceTb OT NPOBEPKU
[OCTYMHOCTU winto3a. Ecnu wnio3 He 0TBETUT, TO CUrHanu3auust He byaet
3anyLleHa 1 npoBepKa Nony4ymnT CTaTyc «He npoLuna no 3aBUCMMOCTUY», PUC.
63
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War 2 13 3. 3apalite fONONHWTENLHEIE NapaMeTpbl

TapaMeTpbl NpoBepKu

3asmcrmocTn

3aWwnTa OT AOXKHBIX CUTHANVN3aUMA
Wnrepsan nposepkn

Mpuopwet sanycka

KOHTPO/Ib EpEMEHI BEIMOAHEHNA
HenpepsisHoe OnoBeleHe
Pacnucakne nposepki
Cratvetvka

OTo6paxeHve Ha rpadmkax
YPOBHYU NPeAynpexaeHua

Onvcatite / KoMMeHTapHi

& NPOBEPKA OT pesyAsTaTa apyrux
VICnonkayiiTe STOT NapaMETh AR UCKIONEHIR AOKHEX CPABATLIEaHI CHTHaANZaLMM. [P HACTPORKE NPOBEPOK XOCTOR & YAIMEHHEIX
CetAx yKazbIBaliTe, 4TO OMM 3ABNCAT OT NPOBEPKH LUN03a. T0TA2 B CTYHae, ECAN NPOBEPKA YAQNEHHOTD X0CTa HE NBOMACT, NPOrpala,
MPEKAE HEM BINIONATS CUTHANUZALNG, POBEPUT LLKO3 Ha AOCTYTHOCTS, ECAM WAK03 HE DTBETHT, T0 CHTHANU324MA He ByAT 3amyiLEna
W TIPOBEPK? YAANIEHHOTO XOCT2 NOAYHHT CTaTyC "HE NPOLLIG 10 3aBMCAMOCTH', ECAM LUAIO3 GTBETHT, To MPOBEpKa YABNEHHOTO XOCTa
GYAET CUNTATBCA HE NPOIASHH O, O EM bl 1 GYAETE DNOBELIEHS

7] 3azmeur o7 mposepor:

Aapec unu uma xocra Tun nposepku Nobasuts.

Jciicrene ana rpynnei npoBepoc: JoGaeums k cywsectayrowsm © Mepesanncars

Ecnu y x0cTa ect pesepeniili aapec, nporpanina moxer Hero nposepKy & ocHoeroro
eTenoro uHTEp(elica Wik CeTw, & KOTOPOT 0 MOAKTHONEH. [TPOrPaMia NOIMET, 4TO MPOUSOLIEN cBoft BCEl CeTw, EC He Byaer
GToeNaTL X07A 65l 0AHa IPOBEPKa W3 CMCKa 3ABHCHIOCTE, BCE NPOBEpKN, Y KOTOPGI 324aHbI 3ABMCHMOCTH 1 BKAIOSEH 3TOT
MBPIMETP, MEPEliayT Ha PESEPEHLIN 2APEC, 334aHHEIT B NONE HILKE. Ha OCHOEHOR 3APEC 3T NPOBEPKN BEPHYTCA FETOMATHUECKY, KOTAZ
HaNHYT BLINOAHATECA MPOBEPKH W3 CTIMCKR 320HCHMOCTER.

Vishaerims aapee nposepka wa pescponsin 1921680160 ~ €CAM NPOBEPKI B CNCKE 3aBMCHMOETES HE OTBENAIOT,

O 4ns vero nykab 3aBucumOCTI?

Puc. 63

3awuma om noXHbIX cu2Hanu3ayul

[aHHbIn napameTp OTBeYaeT 3a 3aliMTy OT MOXHbIX CUrHanusauum nytem
yBENUYEHUS] 3a0EPXKKU U KONMMYecTBa MOMbITOK MPOXOXAEHUS MPOBEPKM.
M3meHeHMe gaHHOro napameTpa MOXET MOMOYb NPU NOXHbIX cpabaTbiBaHUAX

cUrHanusauum us-3a KpaTkoBpeMeHHbIX CO0eB B KaHanax cBs3un. Puc. 64

Lular 2 13 3. 3ajaliTe AONOHUTENLHbIE NapaMeTPbi

#Q MapameTpbl MpoBepku

3aBMcMMocTi

3aU4Ta OT NOXKHBIX CHTHAMM3ALM
HTepsan nposepky

IMpuopwTeT 3anycka

KOHTPOAL BREMEHN BLINOAHEHNSA
HenpepsiBHOe OMoBeLleHe
Pacnvcatie nposepky
CratveTvka

OTO6paXeHHe Ha rpadukax
YposHu npegynpexaeHus

Onvcanye / kommenTapWii

3alumTa OT IOXKHBIX CUTHAM3aUWIA B PEsybTaTe KpaTkospemeHHbix cboes
Heckonko ROMITOK MPOEEPKI € MNTEPEATION! LIEXAY MMM MO3EGIAOT W36 EKATS 103K HBX OO BELLIEHHI 3-33 KPETKOEEMEHHEIX

coee & Karanax consi, Mlocne MEpBoii HEyAaHHON IPOBEPKH NPGTPAMMA BLINDAAET ELLIE AGHHOE KOMNMECTED nonbiToK, Ecu bce
OHIt OKESHIEaFOTCH HeyA2U BNV, MPOTPaMIE 3aNYCKAST CUFHANHZALIYO.

Monsrox 1

@ @

3anepacea (cex) 30

O Lns uero s napamerpsi?

Puc. 64
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VHmepesan nposepKu

[aHHbIi  napameTp oTBeYaeT 3a WHTepBan 3anycka nposepku. He
peKkoMeHyeTCs BbICTaBMsiTb CMAMLLUKOM KOPOTKMA WHTepBan BO u3bexaHue
3arpysku npoueccopa (0cobeHHO KacaeTcs PpeycypCOeMKMX MpOBEepoK Mo
npotokony WMI, ckpuntops 1 6a3 gaHHbIx). Puc. 65

Ular 2 5 3. 3analTe AONONHHTEbHbIE NEPaMETpE!

WnTepean 3anycxa nposepsm

% .
{3} Napamerpel nposepku

3apaiire spenn, uepes samyexarben ursieaie, o
pouepo. (WML AT, CXPAITYA Ba3ns 31t XyPHAN COBMTI) ILE-MTRAAG HAFPYXAET NCUSCCOP. AR TaKILX NPOREPOT AEAYET
3aaaears werepean ne senee 1-2 wanryr.

&
Wrnepean, cex CI]

b Virepsan nposeprn saxer me smiaepoemsaraca, ecnv
- cassand

panaene Mowutopwnr” WacTposs nporpassi.
O gl 5T PGMEOATER 0 HECKOTMRD RGOREROK, 41T W) KOTED00k MO TPEINT ['4pacHm).

[Ty s |
Puc. 65

[Npuopumem 3anycka

[aHHbI napameTp No3BONSAET BbIMOMHATL YCNOBUSI — €CNW NnepsBasi NpoBepka
He npowna (Hanpumep ICMP nuHr), TO ocTanbHble NPOBEPKN HE BbINOMHAT.
N HaobopoT: ecnu nepBasi npoBepka He npowna, To MO npuctynaetr K
BbIMONTHEHWIO CriefyIoLLmMX NpoBepoK. Puc. 66

War 2 3 3. 3anaiTe AONOAHUTENbHbIE NapaMETPbl

ﬁ‘# TapameTpsi NpoBepK MpriopwTeT 3anycka Nposepky

B /X CHIDKENHA CETEROI Har Py3ICH, MOXKHO BEINOAHATS He BCE NPOSSPKI XOCTa, 2 ToNkKD nepayto. K npukepy, ecnu nepaoii
NpoBEpKoi CToNT ICMP-NUHF XOCT3, To MOXHO HE 3aMYCKATH OCTA/IbHBIE NPOBEPKY, SCMH OH HE NPOLLER. Wl HAoBOpOY, ecan nepea
3aBUCUMOCTH MPOBEPKa K2KOTo-MMEBO CEPENCa HE MPOXOANT, TO MPOTPAMMA MOKET 3Ny CTHTE OCTaNbHEIE, 1A BONCE ASTANSHOR AMBTHOCTMKH.

3alunTa OT NOXKHBIX CUrHaNN3aUnA

VWHTepsan nposepkn Cpenars 31y nposepiy nepeoi  cAcke Nposepok ocTa

TMpropuTeT sanycka

KOHTDO/ BpEMEHH BLINOAHEHNS 75 onmoii HaCTPOliKN 3T0H yYHKLLU HYKHO EXARONUTS NapameTp "He BINO/MATS OCTansMEIE NPOBEPKM Uz CMCKa' & NapameTpax
MOHHTOPUHTE KOCTa,

HenpepbisHoe onoseliexve

44 TMapameTpbl MOHUTOPNHT XOCTa
PacnuncaHue nposepkv

Puc.66
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KoHmporib 8pemMeHU 8binoiHeHUsI

[aHHbIi napameTp oTBeYaeT 3a 3aBUCUMOCTb MPOXOXAEHUA/HENPOXOXKOEHMS
npoBepkn OT BpemMeHu oTknuka ICMP nuHra (ecrnv BpeMs BbINOMHEHUA
NPOBEPKWN MPEBLICUT 3afjlaHHOE, TO OHa ByaeT cunTaTbesl HenponaeHHon). Puc.
67

LUiar 2 w3 3. 33040TE AGNONHHTEALHBIE NADAMET N

KOHTDO/: BPEMEHM BINOIHEHHA NOBEPKA

uﬁ MNapaveTps! NpoBepky

TCMD- e Apyric cnmamcs L acni

32BMCHMOCTH

38U4MTa OT AGXHLX CHTHAAMSAUAR [ Niposepea ne npoigese, ecnn spews orenea Bomswe 1000 (5]

) () (o)

Pwuc. 67

HenpepebisHoe onoseuweHue

[aHHbIN napameTp NO3BONSET BKNIOYUTL HEMPEPbIBHOE OMOBELLEHME Mpu
KaXkgon NpoBepKu C y4eToM ee uHTepaana. Puc. 68

Lar 2 w3 3. 3aafire AoNOAHHTENSHAE NAPaMeETPL

3
R — Henpepeignoe onosewienie o cioe

< il e

JamremocT ApORAENA” # HAOBOPOT. i pe

cocroamun. < yeeron

- P

JHULTA OF AQKRNBIX CHIMARMSBLIT

c ecnuste
VIHTEDBAN NPOBEPKA 3

“nposaesa’, Yumre, 410
Mpvopier sanycxa
KOHTpans Bpesteny BunonHeNis
Henpepsis+oe onoseuetine
Pacnicanie nposeps
Cratucraca iy TAOBAMHME HACTPORGH CHOAMIALIN

OtoBpaxewne wa rpadxax

YposHM npeaypexaeHns

Onncarne / KOMMERTAPAR

[echom
Puc. 68
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PacniucaHue rnposepku

[aHHbIl napameTp NO3BONAET 3anyckaTb NPOBEpPKy Mo pacnucaHuo. Puc 69

Liar 2 13 3. 330aTe AONOAHMTENHBIE NAPAMETPE!

Pacnicarme 3anycka nposepky

:’Q rapameTpsl NpoBepKM

Hexorapuie nposepen e TPeByaT 3anycxa & neps
cusanme,

s & npnaepy, wer
%

punTepoR
KEHTE, B KRS A1 MHEAEH 1 § KAKOE BPEME

3aBucHmoCTH eayer

HBIX CHTHANW3ALWARA

[ Noregensrinn

| 80000

[ Breprn 80000
[ Cpeas 23
[ Yersepr | Booo0
[ Nressa [e0000
[ Cys6ata | 00000
Boexpecense | 00000

Onucanve / komuenTapui

Puc. 69

Cmamucmuka

nacrpoin

L] YHMTHIBaTS 370 PACTMCIHE NpW BENGANEHHM MPOBEDEH

13:0000

npasepks ganess pabetars noctomso.

120000 $

IIB.WQO
190000
IIB.WQO

00000

00000

[aHHbI NnapaMeTp NO3BOMAET BKI/BbIKIT XpaHEHNE HAKOMIEHHON CTAaTUCTUKN

Ons gaHHon nposepku. Puc. 70

WWar 2 3 3. 3a0afiTe AONOAHMTENSHIE NAPAMETPE

1%
{) MapameTpel NpOBEpKK Cratucrvka

Bomsoi oben

pasery

3aBUCHMOCTH

e xpuTeana, n

eraTweTING 278 HEE.

[# Xparwry cramwcTiy

XEHHE Ha FPAgHKAX
npeaynpexaeHi

/ KommenTapyin

Puc. 70

#: OBumie HocTpofiEn cBOpa W ¥PoHEHMS CTATWETRN...

T Te cop

KN NIPSMETRD MOHITOpHHT

[eriomn | [Gameers] [ o |
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OmobpaxxeHue Ha epaghukax

[aHHbIn napameTp NO3BONSET NPUBECTU pe3ynbTaTbl MPOBEPKM Ha rpadukax
K HYXHbIM €4uHULAM U3MepeHust nyTem A00aBrneHust MHOXWTENS, a Takke
3a4aTtb HaMMEHOBaHWe eanHnL, namepenus. Puc. 71

MapaueTps nposepi

WWiar 2 w3 3. JanaiTe AONOAMMTERSHLE NAPAMETRE!

MuaxuTens

b MapameTpbi NPOBEpKU
paMeTpel NpoBEp:

ToBpwers ra rpagie 1 & CooEuErIe,

O Yamosure.

Rl S—

® Pogemm.

EAMHMUSI n3MEpEHA

MUHMMANEHOR W MAKCAMANBHOE SHALEHHE

Plapamerp wssesaerca s npeaense

Mo o | Mefo

Tun MsankaTopa

() (] (e

YposHu rpedynpexoeHus

[aHHbIi napameTp no3BonsieT 3agaTb Oonblue YpOBHEN NpeaynpexneHus
MeXay 3HaYeHNSAMN NPOBEPKM «NPOoNJeHa» U «He nponaeHa» puc. 72

LWar 2 w3 3. 3a8aiTe AGNOAHKTEABHEIE NAPAMETPBI

&
%0 Napaverps nposepc YpOBHY NPEAYNPEXAEHIR 0 3BapHH

e “npoigena’ (1eneas)  “we npofaena” (kpacias). Owase,
g e R0, ypomwei,
JaBCUMOCTA opniench cuyugm. Hirgmaep, ueoam K " (Warning) curyaLmo e aG T,
. o
“cpacrait
OXHBIX CUTHANNIBUAR ity il
Gyaer
posess [ ————————
Ypommn
MEHTApHA Py HICTRONTE yPos i NpesyIpEsatsing

) E=] (o]

Puc. 72
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OnucaHue / KomMmeHmaput

[aHHbIn napameTp no3BoNndeT 3ajaTb TEKCTOBOE onucaHue (KOMMeHTapun)
ONs NpoBepKu, YToOblI pasnuyaTte O4HOTUMHbLIE MPOBEPKM Mexay cobon. Puc.
73

LWar 2 vz 3. 3anaiTe 40NONHWTENBHBIE NapamMeTpbl

Onucarve NPoBepKm

4{} MapameTpbi NPOBEPKU

ONHCaHNE MOMOTAET Pa3ANHATE OAHOTNHEIE NPOEEPKY B CTIHCKE W Ha rpaditkax, HanWIMTE, MOHMTOPUHI Kaknx Napamerpos
BLINO/HAET 3Ta NPOBERKE 1 B KAKMX EAMHILEX OHM MMEPRIGTCA,
3asucumoctv

Ceresoe Hanprkenne TMS-SV, B
3awmTa oT IOKHBLIX CUTHANU3ALMM

WrTepsan nposepku

MpuopwuTeT 3anycka

KoHTpo/ib BpeMeHN BuiNoNHEHUA
HenpepbieHoe onogelieHve
PacnucaHme NpoBepki

Cratuctika

Oto6paxetne Ha rpadmkax

YPOBHY NpeaynpexaeHus

OnucaHme f KOMMeHTapuiA

<oy | [Fomeers ] [ omeene
Puc. 73

5. Ha 3m ware pa6oTtbl macTtepa fobaBneHns NpoBepoK AOCTYMHbI HACTPOWKK
napameTpoB cUrHanu3aumm (onoseLleHuns) ana gobaBnseMon NnpoBepKu.

CoobuweHue, e-mail, SMS

OT0 Te OencTBus, KoTopble OyayT BbIMOMHEHLI, ECNN NpOBepKa NPonaéT / He
nponaét. 3enéHas ranoyka oTBevaeT 3a AeWCTBUs, KOTOpbIE BbIMOSHATCA B
crnyyae ycrnewHon NpoBepku, K NpUMepy, NpyM BOCCTAHOBIEHWM nocne cbos.
KpacHas ranouka oTBevaeT 3a onoBelleHne npu cboe nposepku. Puc. 74
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War 3 vz 3. 3anaiiTe AeACTEMA, KOTOPbIe OyAyT BLINOAHATECA NPV COOTEETCTEYOLUVX PESYALTaTaX MPOEEPKM

|‘)) OnoBelleHre ey et E

BuinoanuTs, ecan nposepka ne npouta
Coobuwenme, e-mail, SMS

Mokasats coobulerme

3anycTvTh NpunoxXexne

BbiaaTh COOBLYERNE Ha IKPaH 3TOTD KOMNLIOTEPR

Texer Teer
Mpownrpats 38yK [[]3akpbieats okHO cooBLLeHNA Yepes ﬂ cekyHa
3anmcatb B XypHan, Eventlog, Syslog OtnpasuTs SMS
OrnpasuTs SMS Ha Howep (npumep: 71234567890),
MepesanycTuTs CAyX6y, KOMMbITED PazaenHTens - ;
| ‘ Teer Hactpoiiki Tecr
BuInonHuTL CKpUNT
i @ He npixoasT SMS, xoTa TecToesIe paberatat?
OTnpasuTs e-mail
Otnpasuts coobusenue wa E-mail (pazgenirens
appecos - Touka ¢ sansTol)
| Teker Hacrpaiikn Tear
OTNpaBuTL B MECCEHIXED
_ Texe Hactpoi Tec
Ompasws coobuermes:  © Slack Telegram e acTpokH o
rom | (oo ] [ omere

MO BblgaeT coobLleHne ¢ HacTpanBaeMbIM TEKCTOM:

e Ha o9KkpaH nokanbHOro KoMmmblTepa, MpUM 3TOM MOXHO YKasaTb
WHTEepBan BPEMEHW, MO UCTEYEeHUM KOTOPOro cooblueHue 3akpoeTcs
aBTOMaTUYeCKY;

e Kak SMS Ha MobunbHbIA TenedoH ¢ 3agaHHLIM HOMepPOM B hopmate
<KoA4  CTpaHbl><HOomep_TenedoHa> (Hanpumep: 79021235566).
MapameTpbl SMS wuHdOpMMpOBaHMA 3agaloTca B HacTpowikax 10
OMS;

e Kak E-mail Ha ykasaHHble apgpeca. Agpec otnpasutens, SMTP-
cepBepa 1 Ap. 3agatTcs B HacTporikax 10 OMS. lNogaepxumBaetcs
SMTP-aBTOpU3aums nepen otnpaskon. [pu 3agaHUM HECKOSNbKUX
agpecoB UX HEOOXOAMMO pa3fensaTb TOYKOM C 3ansTOWN.

e OrtnpaBnser yepe3 mecceHmkepbl Slack n Telegram. [Ona paboTbl
3TOro TMna onoBeLleHust HeobxoavmMa npeaBapuTenbHas HacTpoka.

e TekcT onoBeweHns MOxeT OblTb HACTPOEH ANs KaXAoW NpPOBEpKM
oTgenbHo. Mo ymonuyaHuio BbIAETCA TEKCT M3 OOLIMX HaCTpoek
nporpammbl. YTo6bl cO3aaTh yHWKanbHOe ANsi NPOBEPKU CoobLLeHwe,
HY)XKHO HaXkaTb KHOMKY «TekcT» (puc. 75) psgoM C COOTBETCTBYHOLLUM
TUNOM OMOBELLEHUA.
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3apaiiTe Balll TEKCT ONOBELLIEHWA

O Me HaCTPOVKM TeKcT oy

VsmeriTs HacTpoiiin no ymonsanmio. .

@ Mcnonbsosars cobcTsenniii Texcr

Koraa nposepxa npouna

[t is on (%T) |

Koraa nposepka e npowna

[pe is off (36T)

Tema nicama ana E-mail

‘Munimring alert: %A (%T) |

Kniowin: %4 - agpec xocTa, %T - coobujenue nposepin, %5 -
cocTonrMe MpoBepkw, %C - NoAncs xacTs, %D - aata u spems, U -
nonssosaTens, %DSC - onucanne nposepky, %PV - sHaueHne
napameTpa MonuTopHrra, %RT - Bpeka oTknuka, %RET - neperoc
CTPOKH. 3HUEHNA NOACTRAIOTCH AETOMATMHECKN.

3anycK npunoXxeHus.

3anyckaeT BHeLLHee NPUMoXeHne ¢ napameTpamu (ecnm Heobxoammo). Ecrnin
B Ka4eCcTBe NpunoxeHust ykasatb komaHgy net (tonsko 8 WINDOWS NT, XP,
2000, 2003), a B napameTtpax - send <uMs KOMMblOTEPa> <TEKCT
coobLleHnsa>, To Bbl MOxeTe, paboTas Ha yganeHHoOW MawwuHe, nony4vaTb
coobLeHns oT MallmnHbI, rae paboTtaeT nporpamma. Puc. 76

War 3 w3 3. 3a0afie ASACTER, KOTOPHIE BYAYT SHINOAHATHCA MPK COOTRETCTRYOULMK PESYTATaX NPOBEPKI

|',) Onosewerme ZanycriTs npanoxenme m

] BanycruTi ngAomenme, £ NpoBegKa Npous
CooGuenve, e-mail, SMS

JanycTaTs nprnOKENUE [

MpowrpaTs 38y¢ [

3anncars B xypran, Eventlog, Syslog

TlepesanycTiATs CAYX6Y, KoMMBKITED

BoinonHmTh Capunt [ :

Ko %A aspec socra, 5T - %5 - D - asra w
epenan, S HOSC - =Y BT - mpenn
omnKa, KRET - Mepeno CTpaKM, 3nasemns NACTARIANGTSR JTTOMATINSGKH.

[ o |
Puc. 76
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[Mpouzpamsb 38yK

MpowurpaTtb 3BYK B popmaTe WAV npu yaadHon/HeyaavyHon nposepke. Puc. 77

LLar 3 vz 3. 3agaiiTe 4efCTBMA, KOTOpbIE BYAYT BBIMOAHATLECA MPY COOTEETCTBYHOLMX PE3YAbTaTax NPOBEPKM

l')) OnoseuleHue Mpanrpats seyk |‘))
O i daiin, ec
Coobuwetwe, e-mail, SMS
My & WAV-ariny
3anycTUTs NPUAOXEHUE | | ]
Mpowrpate 38yKk
3anwcatb B xypHan, Eventlog, Syslog
Ll i ait
MepesanycTuTb CAYXEY, KOMNBIOTED
My & WAV-ariny
BINOAHMTL CKpUNT [ | D]
<<Hesan | [ Torore | [ Ommenma

Pwuc. 77

3anucamsb e xypHas, Eventlog. Syslog

3anucbiBaeT CTPOKY COoObLLEHMS (TEKCT HacTpanBaeTcsl) B XXypHan (puc. 78):

e JKypHan nporpammbl, ¥MMa dainna KOTOpPOro MOXHO 3agaTb B
HacTpovkax (no ymondanmio - NMAlerts.log B nuyHOWM nanke
nonb3oBatensa <guck>:\Documents and Settings\All Users\Application
Data\OSNOVO\Network Monitor\Logs\). Ha aTon >xe Bknagke MOXHO
cpasy ke NPOCMOTPETb U yXKe CO3AaHHbIV XXypHar.

e KypHan cobbituin Windows (EventLog). Tun 3anucu (yBegomneHwue,
owwnbka, npegynpexneHue...) 3agaeTcsa B COOTBETCTBYHOLLEM rMone.
BbidBaTb KypHam COObITUM MOXHO Yepe3 HaxaTue KHOMKM
«lMpocmoTpeThb XypHan».
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e Syslog. CtaHgapT oTnpaBku COOBLLEHMIA O MPOMUCXOOSALLNX B CUCTEME
cobbITMAX  (NOroB), WCMONb3YKLWMIACSA B KOMMbIOTEPHBIX CETSX,
paboTatoLmx no npotokony IP.

LWar 3 w3 3. 3anaiite AelCTENA, KOTOPLIE BYAYT BHINOAHATLCA NPU COOTBETCTEYHOLLMX PESYILTATAX MPOBEPKMA

l')) OnoBelLeHne 3anucaTs B kypHan, Eventlog, Syslog

] 3anucams & skypHan, ecn npoBepka npotwna

CooBwenue, e-mail, SMS

[] 3anmcate B xypHan, ecnu npoBepKa He npowna
3anycTUTb NPUACKEHWE

Mpowrpats 38yK [[13anucats & sypHan nporpamme! Hactpoiiku Tecr MpocmoTpets

3anwcatb B XxypHan, Eventlog, Syslog

[] 3anucars 8 xypan cobemuit Windows (Event Log)
MepesanyctvTe Cayx6y, KomnbrTED Tun sanmcw: Teer Mpocuatpere
=c | @y Vaegomnenme .
BBINOAHMTS CKPWNT
[] Otpasus sanucs s Syslog
I e Hacrpoiticn Tect 3anmcn
Tun sanuc: [Informational -
Texer
prrreeny | e Rl e

[Nepesanycmumb cnyxby, komnbtomep, Puc 79

Mo3BonsieT ocylWecTBnATL 3anyck/ocTaHOB/Mepe3anyck 3a4aHHOM CIyXObl
NpoBeEPSEMOro KOMMblOTEpPa, nepesarpysky/3aBeplueHne paboTbl/BKMOYEHME
NpoBEPSIEMOro KOMMbtoTepa.

Ona 3agaHns cnyx6bl HEO6X0OUMO HaXaTb KHOMKY '<<', BblOpaTb u3
cnucka Tpebyemyto criyxoy.

Ecnu nonb3oBaTenb, nog KotopbiM paboTaeT nporpamma, He umeeT
npae agMuvHUCTpaTopa Ha NpoBepsieMOM KOMMbioTepe, TO Afis YCrneLwHoro
BbINOSIHEHWST OMNepauuii co cnyxbammu n nuTaHMemM KoMmnbloTepa Heobxoaumo
3agaTtb UMs M Naposib 3TOro NOMb30BaTENSA C HEOOXOAMMbBIMU MOSTHOMOYUSIMU.

Ons 3agaHus MMeHW u naponsi HeobXoouMO BKMYUTL NapaMeTp
«HyxHa aBTOpU3aumMa» 1 3anonHUTb nons «JlornH» u «lMaponb».
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War 3 u3 3. 3aaiie aeACTBMA, KOTOpSIe GyayT pn nposepKk

|‘)) OnoseleHme MepesanycTuTs cayxBy, KOMNbIOTED qo
[]0m
Coobuienve, e-mail, SMS
Caywta:
-l i Aeicrame:  ® Mepesanycrums Ocramosums 3anycrins
Tpowrpare 3eyx Kosnsiorep: @ Nepessrpymmms 3aeey y Benowms

3anucas & xypHan, Eventiog, Sysiog

78
NepesanycTiTs cryx6y, KOMNbIOTED
Caymba:
BINOAMMT CxpnT Dedcrewe  ® Nepesanycrim, Ocranoswms anycnme
Kosmerorep: @ Mepessrpysms Sasepumrs pasory Bumouns
] o | flapon

O P ke  poceyio ol sptsia arssepmurs

rrrreea e

Puc. 79

BbinonHumse ckpunm

Mo3BonseT BbINONHUTL cKpUNT Ha a3bike VBScript unu JScript. Koag ckpunta
MOXHO co3aaTtb B f0OOM TEKCTOBOM peaakTope M 3arpy3vTb MyTem HaxaTus

KHOMKW 3arpysunTb.
Heobxogumo yKasaTb OCHOBHYIO OYHKUMNIO cKkpunTa B

COOTBETCTBYHOLLEM MOSE.
MoxHO npoTecTupoBaTh paboTy CKpUNTa, HaXKaB KHOMKy TecT.

LWar 3 w3 3. 3aaaiiTe AelCTBNS, KOTOPLIE BYAYT BbINOJHATLCA NPY COOTEETCTBYOWMX PE3Y/TATAX MPOEEPKI

BLINOAHUTS CkpUNT -y
‘v

[] Boimonswrs cpuar, ecnm nposepwa npouina

I‘)) OnoBeLieHne

Coobwenme, e-mail, SMS

e
3anyCcTuTh NpUAOXeHIE &
© Visual Basic
Teer
TMpourpars 38yk
Java Seript -
3anucatb B xypHan, Eventlog, Syslog
[Main Sarpyars |
TepesanycTs cyxBy, KOMMbIOTED
[[] Butmomswrs cpuny, ecnn nposepia e npowna
BBINOAHNTS CRpUNT
Fsoe Viexoauii ko cugnapun
Function Main B
© Visuol Basic rem [loGassre Ko GyHKLIN 3AeCh...
end function =
Java Seript b
OcHoeran hyHkLMA cueHapun  |[Main [ Sarpysume ]
Kniouu: %A - aapec xocta, %T - cooBuierne navenun

Pwuc. 80
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8.2.2 Co3paHue npoBepKu 13 WabnoHa

Ecnm ectb HeobxooMMOCTb CKOMMPOBATb CO34aHHYIO W HACTPOEHHYHO
NPOBEPKY MO HECKOMbKMM XOCTaM, Bbl MOXeTe BOCMonb30BaTbCs OyHKLMEN
co3faHua npoBepku u3 wabnoHa (puc. 81). [Ons 3Toro BbINOMHUTE
cnepywoulee:

1. Bolgenute B cnucke MOHUTOPWMHIA OAMH XOCT mnun Heckonbko (¢ CTRL).
Bbi3oBMTE KOHTEKCTHOE MeHI, BbibepuTe NyHKT «Co3gaTb NpPOBEPKY U3
WwabnoHa».

2. B okHe «Cnuncok npoBepok» OTMETbTE ranoykamu Te NMpPoBEepKu, KoTopble
HeoBxoOMMO CKOMUPOBATh Ha BblAeneHHbIe XOCTbl.

3. Haxxmute kHonky «OK». BeibpaHHble npoBepku ByayT AobGaBneHbl XoCcTaMm.
Bce napameTtpbl npoBepku, Kpome agpeca xocta, OyayT cKonupoBaHbl M3
wabnoHa.

0 OSNOVO Monitoring System

Taiin ¥ [ ELEEL] HocTel Mpoeepin MoruTopuHr Ipynne Oryeter Bug Cnpaeka
C wero Hauate? NS
9 ° 0 = O x
Cogepwarne ) Uro nosora? Onporpaume,, | OOPaTHas Texmueckas g
! CBASE NOAMEpKKS
4 XocTel Onobpamaemoe uma xocra  Mms wam agpec x..  Onucanme nposeprm
] OSNOVO-TMS-01 [192.168.0 | mimciimion oan o =5 168.0.160
8 - A e —
o -: SW'BOBOHILS [192.1] " HzmennTs xoor Ctrl+Enter 168.0.160 e RAe T B
[ Henpoiipenriste nposepky | floGasurs nposepky 168.0.160 OtHocuteneHas enaxHocTe sozgyxa TMS-STH
CozaaTe NpoBepky no WabnoHy 168.0.160 Hanpsoxkerue nuranma TMS-01, B
I% ¥AanuTe x0cT 168.0.160 Ceresoe HanpaxeHue TMS-5V, B
r..168‘0.160 Hanuumne Bazer ceresoro Hanpsokenua TMS-50
BblgennTe BCE XOCThl
[D) OrkntounTs ece npoeepkn
[ BrntouwTs BCE NpoBEpKN
« TlpoBEpUTL NPUHYANTENEHD
= MocmoTpers gaTumkin
Puc. 81
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8.2.3 U3ameHeHMe napaMeTpOB NPOBEPKU

[ns nameHeHns napameTpoB NPOBEPKU HEOBXOOUMO BbINOMHUTL CneayloLmne
genctsua (82):

1. BblgenuTb B CMCKE CTPOKY NPOBEPKN.
2. Bbi3BaTb KOHTEKCTHOE MEHI0, BbIOpaTh NYHKT «M3MEHNTb NPOBEPKY».

3. Ha akpaHe nosiButcsa okHo MacTepa HacTpoiku napaMeTpoB MOHUTOPUHIa
(MapameTpbl NPOBEPKN).

4. N3ameHuTb Tpebyemble napameTpbl (cM. 8.2.1 «[JobaBneHne npoBepkn»).
HaxaTb kHonKy «[danee >>», 3atem «[0TOBOY».

MapameTpbl NpoOBEpPKM aBTOMaTUYECKM COXpaHAlTCs B dann u cpasy
BCTyNatoT B CUIy.

O OSNOVO Monitoring System

Qaiin v Tnaskan XocTer Mpoeepku MoHnTopuHr Tpynnet Oruernt B Cnpaeka
4 ?
i? @ Cuero Hauam () <] @; 5b
Copeparmne @) Y 7 O nporpamme,, | O0paTHes Tewwueckan g oo
T Hosoro? ceAss  nopmepkKa
4 Xoctel Orobpamaemoe uma xocta  Mms nan agpec x.. Onucanme nposepiu Tun npi
] OSNOVO-TMS-01 [192.168. | @) siov0-TMS-01 192168.0.160 ICMP-n
= SW-B0B02/1S [192.168.0.1] | seiion e g e i
B Henpofiaettie nposepkw & osnovo-TMs-01 1921680160 || lo] Msmenurs nposepiy SNMP
& osnovo-TMs-01 1921680160 | | Ac6asuts nposepiy SNMP
& osnovo-TMs-01 192468.0.160 Cosgars nposepy o waBnony SNMP
& 0sNOVO-TMs-01 1921680160 | 3 vaenue mponcpry SNMP
¢ MocmoTpers paTumkn
Hacrpoute geiicrena Crl+Alt+A
HacTpouts sasucumocti n Apyrue napametpsl  Crl+ AltsP
7 Vismennts wrepsan nposepku Ctrl+ Akt
VismesnTs onmcanvie nposepkn Ctrl+ Alt=D

@ 3eae eannnup wamepenna
Boigenenute ’

[0 Omeavoums nposepry

<+’ Mposepus npAryawTENSHo Space

& Moxazwisats Toneke cBoiiHele nposepkyt
Mepeiitu x xocTy & enucke

55 O6roanTs F5

Puc. 82
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8.2.4 HacTpowka peMcTBMi AN NpoOBepPKu

[na O6bICTpOM HACTPOWKM LEWUCTBUN AONS COOTBETCTBYIOLUUX pe3ynbTaToB
NpoBepKn HeobXxoauMo BbINOMHUTL (puc. 83):

1. BblgenuTb B CNMCKE OOHY MMM HECKOSTbKO NPOBEPOK.
2. Bbi3BaTb KOHTEKCTHOE MEHI0, BbIOpaTh NyHKT «HacTpouTb 4ENCTBUSAY.

3. Ha akpaHe nosiButcs okHo MacTepa HacTpoiku napaMeTpoB MOHUTOPUHIa
(MapameTpbl NPOBEPKN).

4. Hactpoutb Tpebyemblie genctBusa (cm. 8.2.1 «[dobaBneHue npoBepkn»).
HaxaTtb KHOMKy «["0TOBOY.

HacTpoeHHble [encTBMsi HasHadalTCsa cpasy BCEM BblOENEHHbIM
npoBepKam, aBTOMaTUYECKN COXPaHAOTCA B dpaln u cpady BCTynawoT B CUNy.

OTy e npoueaypy MOXHO BbINONHUTb, BbIAENUB OOHY UMM HECKONBbKO
NpPoOBEpPOK U OTMETMB Ha MHOPMALMOHHOWN NaHeNn NUKTorpaMmmy Tpebyemoro
JencTBus.

0 ©SNOVO Monitoring System

Gaiin v Tnssras Koctol Mposepiu Morurmopunr Tpynni Oruerat Bua Cnpaska

6 @ Cuero nauame? 0 m @ ),b

Ofpatnan Texnuueckan

Copepxarine ) Uro nosoro? O nporpanime... camen moaaspRs BeecTu knton
4 [ Xoctel Orobpawaemoe ma xocra  Mima wam agpec x..  Onucanme nposepku
1 0SNOVO-TMS-01 192,168 | g o5n0y0-Twis-01 192.168.0.160
_ i SW-B0802/1LS [192.168.0.11) @65y 5 Ts-01 a3 TRA 1A T
Bl Henpoilaennbie nposepky [ [ & Msmensims nposepy i
(& 0sNovOo-TMs-01 (3 AoBasurs nposepry
[ osnovo-TMs-o1 Cosgars npagepiy no wabnoky

1 OSNOVO-TMS-01 [P —

i Mocmotpers gatumin
Cat- i
HacTpouTs 38NCHMOCT 1 ApyTHE NapameTpel  ClrleAlteP

&7 VismenuTs urtepsan nposepku Ctrl+Alt+1
Vismenurs onucarme nposepki Ctrb+ Alt+ D

@ 3amam canHHup! EMEpeHUR
Beigenenne »

[ Omosws mposepy

« Mposeputs npuHyauTensHo Space

B MokassisaTs ToNeKo CBOMHIE NPoBEpKI
Mepeiitu kxocTy B cmcke
5 O6hosuts Fs

Puc. 83
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8.2.5 YpaneHue npoBepKu

Ons ynaneHns npoBepky HeobXxoAMMO BbIMOMHWTL Crneayllue AerNCcTBUS
(puc. 84):

1. BblgenuTs B CNCKe CTPOKY NMPOBEPKM.
2. Bbl3aBaTb KOHTEKCTHOE MEHIO, BbIBpaTh NYyHKT «YAanuTb NPOBEPKY».

BbibpaHHasa npoBepka yganseTcs u3 cnmcka MOHUTOPUHra 1 ns danna.

Paiin v Tnaexan Xoctel Mpoeepkn MonuTepuHr Tpynnet OTuerl Bua
9 ) Cuero navars? o m @ %
Vb
c Obpatvan Texnnueckan
OAEpHAHNE a Uro Hosoro? O nporpamme... e noaaepwKa BeecTu knroy
4 | Xocre Orobpan@emoe nms xocra  Mima wam agpec x..  Onncanme nposeprm T
= S;NGVO'ZTML:'(;;?;‘:;;?‘ OSNOVO-TMS-0L 102168.0.160 K
__? -80802/1LS [192. 1| T GsNGVG- T 01 192168,0.160 - o
F Hlenpetiastineie nposep OSNOVO-TM5-01 1921680160 < posepry s
OSNOVO-TMS-01 1921680160 | L AoBais nposcpey s
0SNOVO-TMS-01 192.168.0.160 Co3gate nposepky no waknoky s
(& osnovo-TMs-01 192.168.0.160 \ﬂly,qanmnpoaepxy | s
[ Mocmorpers garumian
Hactpoute gefictena Ctrl+Alt+4
HacTpouTs 32B8MCHMOCT M APYTHE NapaMETpbl Ctrl+Alt+P
/ MsmernTe HTEPEaN NPOBEPKH Ctrl+Alt+I
WsmennTL cnncaHue nposepku Ctrl+Alt+D
[ad 3aaaTe eqMHMUE M3MEpEHUA
BrigeneHne 3
BrniounTs npasepiy
OTKIOHNTE NPOBEPKY
o TposepuTs npuHyUTERBHD Space
} MokazbiBaTs TONBKD COOMHBIE NPOBERKM
MepefTh K X0CTy B CMCKE
% OBrosae F3
Puc. 84
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8.2.6 BkntoyeHue u OTKIIOYEHUE BbINOSIHEHUSA NPOBEPKU

Ytobbl Ha BpeMs OTKNIOYUTbL MNPOBEPKYy He yaansas ee, Heobxogumo
BbINOMHWTL cneayowne aenctens (puc 85):

1. BblgenuTb B CMCKE CTPOKY BKIMIOYEHHOW MPOBEPKM.
2. Bbi3BaTb KOHTEKCTHOE MEHI0, BbIOpaTh NyHKT « OTKIHOYMTbE NPOBEPKY».

OTkntoveHHas NpPOBEpPKa BblOENAETCA XKeNTbiIM LLBETOM B CINUCKE.

|0 0sNOVO Monitaring System

Paiin v Tnasxan KXoctel Mposepkn MoHuTopuHr Tpynnel Qryerel Bua Cnpaska
C 7
9 B Cuero navams 0 N @ ’b
Conepxanme g Y ? O nporpanme,, | CSPATHEA Tewmseckan oo
e HoBOTO! CBA3L noAdepxKa
4 XocTel Orobpaxaemoe nmA xocta  Mma wan agpec x..  Onucanune nposepkr Tun
= ;"fv";’;;?)';"ﬁ'“l;ﬁ;;ﬁ‘ & 0sNOVO-TMs-0L 1921680160 1M
- :‘ A /IS 1192.168.0.11) |y e i1 162.16810.160 e e SN
[ Renpoliasuneie nposepn 2 OSNOVO-TMS-01 192.168.0.160 gl Wsmenmm: nposepry NA
B OSNOVO-TMS-01 192.168.0.160 | AoBasute nposepky NR
B 0OSNOVO-TMS-01 192.168.0.160 Cosgate nposepky no Watnoxy NA
(& 0SNOVO-TMS-01 192.168.0.160 |5 YaanwTs nposepy MR
« MocuoTpets gatumkn
Hactpoute gefictena Ctrl+Alt+ 4
HacTpouTe 3aBMCHMOCTH M APYTHE NapameTpbI Ctrl+Alt+P

& WasmenuTs uHTEpEan Nposepky Ctrl+Alt+I
WzmMeHUTE onncaHne npoBepkm Ctrl+Alt+D

\ad 3aaaTe eAMHALL! M3MEpEHItR

Beigenerne »
(0 Oz mpeeepey |
o TpoBEepHTE NPUHYANTENEHD Space

& Moxassieats Tonske cBoiiHsie nposepkA
MepeiTh K XoCTy B CIMCKE

£ OBHoeuts F3

Puc. 85

Ana BKMOYEHNUs NPOBEPKM HEOOXOAMMO BbINOMHUTL CrEAyHLMe AEeNCTBUSA
(pwc. 86):

1. BblgenuTb B CrIUCKe CTPOKY OTKIMIOYEHHOW MPOBEPKMU.

2. Bbi3aBaTb KOHTEKCTHOE MEHIO, Bbl6paTb NYHKT «BknounTb NpPOBEPKY».
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BknioyeHHas npoBepka BblOENAETCA MNPEXHUM LBETOM (COOTBETCTBYHLLUM
npeablayliemy craTycy).

an/I3HaK BKIHOYEHNS/BbIKITIOYEHMS NpOBEPKN aBTOMATUYECKN COXpPaHAETCA U
BCTynaeT B CuUny.

Qaiin v [naeHan XocThl Mpoeepku MonuTopuHr Tpynne OTueTel Bua
9 e C uvero Havate? o M @ %
c OBpatHan TexHuyeckan
OJepIKaHNE e Yro Hoeora? O nporpamme... Canze noadepKa Beectn knroy
4 XocTel Ovobpawaemoe uma xocta  Mma wnm agpec x...  Onucanme npoeepkm
g;] sw 2/1LS [192.168.0.1 (& osnovo-TMS-01 192.168.0.160
- ? ~80802/ILS [192. ] |LJ) OSNOVO-TMS-01 192.168.0.160 Temneparypa aatunka TMS-5TH, *C
B Henpotacnnsic nposepn (=] osnovo-TM g WzmenuTs nposepky yxa Th
(& osnovo-TMm ﬁ [JoGaenTs npoeepky
& osnovo-Tm Co3pate nposepky No wadnoxy
(& osnovo-Tm et
ﬂ YaanuTte nposepky
[ Mocmorpers garumin
HactpouTs aeiicTena Ctrl+Alt+A
HacTpouTs 33BMCMMOCTI M ApYTUE NapaMETRbI Ctrl+Alt+P
WzMEHUTE MHTEPBAN NPOBERKK Ctrl+Alt+I
WzMEeHUTE CIMCAHWE NpOBEPKK Ctrl+Alt+D
lad 3383t eAMHULE M3MEPEHIA
BrelaeneHue 4
I@ BintounTe Nposepky
OTkNtOUNTE NpoBEpKY
o TpoBEpUTE NPUHYAUTENEHD Space
’—Fﬂ MokasbieaTs Tonbko cOOAHBIE NPOBERKK
Mepeiiti k xocTy B cNncke
a OBHOBUTE F5
Puc. 86
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8.2.7 NMpuHyAUTEeNbHbIN 3anyCcK NPOBEepPKU

Ons Toro 4tobbl 3anycTUTb NPOBEPKY MPUHYAUTENBHO, HE AOXWAAsACh, Koraa
00 Hee pJomnaeT odepedb B MpoLEcCe MOHUTOPUHIA, HYXXHO BbINOSMHUTL
fevicteus (puc. 87):

1. BblgenuTs B CNCKe CTPOKY NMPOBEPKM.

2. Bbi3BaTb KOHTEKCTHOE MEHI0, BbIOpaTh NyHKT «[1poBepuTb
NPUHYAMTENBHOY.

3anyck NpoBepku CTapTyeT HesaMeasIUTeNbHO.

Qaiin = v [nasHan KocTel Mposepru MonuTopuHr Tpynne OTuetel Bua
9 e C uero Hauate? 6 W @ %
c ObparHan Texnnqeckan
OAEpPHKAHME e Uto HoBOro? O nporpamme... oAz noaaepskea Beectn knrou
4 HocTel Orobpamaemoe nma xocta  Mma mam agpec x...  Onwcanwne nposepkun
1 0SNOVO-TMS-01 [192.168.( OSNOVO-TMS-0L 192 1680160
_ = sw:susozms 1192-168.0.11] e 5EN GV This-0L 192.168.0.160 -
W Henpofigenteie nposep OSNOVO-TMS-01 1021680160 | posepty
)
OSNOVO-TMS-01 1021680160 | i AoSasnts nposepry
OSNOVO-TMS-01 1921680160 Cozaate nposepky no wabnowy
OSNOVO-TMS-01 192168.0.160 |3 Yaanute nposepry
{4 Mocmorpers aarsuin
Hactponts geiicTena Ctrl+Alt+A
HacTponTs 228NcMMOCTH W APYTHE NapaMETpEI Ctrl+Alt+P
& Vismenuts wHTepean nposepkn Ctrl+Alt+]
W3menuTe onucanue nposepkn Ctrl+Alt+D
lad 33p3Tb eaMHILE UsMEpEHIA
Beigenenne »
BrntounTe Nposepky
OTKAM4NTE NpOBEpKY
‘ « [Mposepute npuryanTensto | Space
& Mokastieats Tonbke cOofiHbie npoeepky
MeperT K xoCTy 8 crncKe
5 ObroswTe F3
Puc. 87
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8.3 MIB 6pay3ep

MIB 6paysep — dyHKUMS nporpamMmbl, NO3BOMSKOLWAS NPOCMAaTPUBATh
nepapxuto SNMP MIB-nepemeHHbIX B gpeBoBuaHon goopme. C noMoLbio Heé
MOXHO 3arpyxaTb U KOMNWIMPOBaTb CTaHAAPTHbIE N NponpueTapHbie ansbl
MIB.

UTtobbl [06aBUTE HOBbIE MPOBEPKU MapamMeTpoB AN ynpasBrsieMoro
ceteBoro ob6opynoBaHusa OSNOVO u4epe3d SNMP npotokon Heobxooumo
3arpy3auts B MIB ©Opaysep chann c¢ pacwupeHuem (.mib), OOCTYNHbIA MO
3anpocy. MIB cann - ato TekctoBbin dhann ¢ nHgpopmaumern ob6o scex SNMP
pecypcax (OID), noaaepxunBaeMbiX KOHKPETHBIM YCTPONCTBOM.

MIB dainn nmeet cneunanbHyo nepapxmyeckyto CTPYKTYpY, B KOTOPOWR
onncaHbl BCce NepPEMEHHbIE U uX npegHasHaveHne. C NoMOLLb0 KoMnunsaTopa
MIB mMHOXecTBO oTAenbHbIX MIB-thannos MOXHO NpeacTaBuTb B BUAE OQHOMO
AepeBa, B KOTOPOM yXe ropa3fgo npoie Hantu nms, agpec (OID) n onncaHue
HeoOxoguMMoro napameTpa (HanpuMmep, TemnepaTtypy BbIHOCHOMO AaTyuka,
MOLLHOCTb POE Ha nopte n 14.)

YT106bI 3anycTutb MIB 6Gpaysep HaxmuTe «Danny» / «MIB 6paysep» (puc. 88)

[ MIB-Gpayzep O X

MIB-6paysep MoMoraeT MaAyuMTs HyxHBIA Ko oBbekTa (Object ID) Mo ero NOHATHOMY HasBaHMH0. ECAM HE YAAN0TH AT HYKHEIR
OID, npocto aobassTe MIB-daiin, 8 KOTOpPOM OH onkcaH (obpaTuTecs k NpoussoanTento obopyaoBaHus).

aiso oID:
member-body
std
a4 org
ieee
4 [0 dod
a internet

[t36141 ]

SHaueHue:

security
snmpV2
directory
mgmt
experimental

4 [ private .

a

enterprises
hp
cps
lightcom
huawei
iml

Monyuns |-

Mepanterpe: noaxiosenus.. |+ | SNMP v3..

TexyLune napanterpel noakntovenus: , public, SNMP 1

[ [is0.0rg.ded.intemet.private.enterprises |

technotronics
) Tum: Hoctyn:

private-enterprise
disco opere: | |
forttelecom
shiyl Ornmcanme:
ape
rsisecom
ppe

ccitt

joint-iso-ccitt

@ = B2 MIB-haii e goBasnaerca?
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e MIB-Opay3ep wucnonb3yetcsa npu BbibOpe nNepemMeHHOoW  Ans
MOHuTOpuHra B npoeepke SNMP, onst nepeBofa KoOoOB NEPEMEHHbIX,
nonyyaemsoix B coobweHnn SNMP trap, B untaemble uMeHa U NPOCTO
AN NpocMoTpa MHopMaL MK, CoaepXKaLlencsa B yCTPOUCTBE.

e B coctae N0 OMS yxe BKIOYEHbI HECKONMLKO CTaHAAPTHbLIX hanos
MIB, oHu Haxogutcs B kaTtanore \mibs. YT10o0Obl Ago6aBuTL CBOM
Gannbl, NPOCTO NepenuwIMTe UX Tyaa U nepesanycTuTte nporpammy,
nnbo ucnonb3dynte gnanor gobasneHuns (KHonku nog aepesom MiIB).

e C nomouwpo MIB-6paysepa MOXHO He TONbKO NocMaTpuBaTb AEPEBO
MIB, Ho 1 nony4yaTtb no SNMP 3HayeHusi ero nepeMeHHbIX. [1ns aToro
HaXMuTe KHoMKy [lapameTpbl MOAKMYEHUs W 3aganTe  JoruH
(community) n naponb (ecnu SNMP v3). lNMocne aToro Bbl MOXeTe
nMbo nonyunTb 3HayYeHWe BblAENEeHHOW B JepeBe NepemMeHHON
(sanpoc GET), nubo crnepgytowenn 3a Hewn (3anpoc GET NEXT).
lMporpamma Takke MOXeT coxpaHuTb B pann nonHbin SNMP-gamn
(BCE NEPEMEHHbBIE C X 3HAYEHUAMN).

8.4 MNaHenb AaTYNKOB U UHOUKATOPOB

Bbl MoxeTe Bu3yanbHO Habmogate 3a  U3MEHeHMeM  napamMeTpoB
MOHWTOPUHIa He TONbKO Ha rpadmkax, HO 1 Yyepes crneumnanbHble BUmKeTbl —
AaTyYvKK1, MHAUKaTOPbl U Anarpammei.

OHu BbiBeaeHbl Ha obuwyto naHenb (dashboard), kotopas moxeT ObiTb
pasmelleHa Ha OTAeNbHOM MOHUTOPEe — 3TO OKHO He MewaeT pabortatb C
ApyrMMun ananoramu nporpammbl. Kaxabin gaTymk MoxeT oTobpaxaTb TOMbKO
OOMH napameTp MOHMTOpuHra. [aTymku co3darTCcs aBTOMAartuyeckn — Mo
OOHOMY Ha MPOBEPKY XOCTa, KoTopas B npoLuecce paboTbl NonyyaeT 3HaveHue
kakoro-nnbo napameTpa.

YT106bl BbIBECTW HA 3KpaH NaHenb AaTYMKOB, BblAenuTe B AepeBe XOCT U
BblIbepuTe B €ero MeHto NyHKT «llocmompems damyuku» (puc. 89)
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0 OSNOVO Monitoring System

Qaiin v [nasHan XocTel Mpoeepin MoHuTepuHr Mpynner Oruetel Bug

9 @ Cuero navare? 0 ’x‘ @ ,,b

Otpathas TexHnueckas

Copepxarne Q Yo Hosoro? O nporpamme.., caAzo noacpKa Bsectu knrou
4 é;”b‘ Orobpamaemoe uma xocta  Mma wam agpec x...  Onucanne nposeprm
OSNOVO-TMS-Qf"1ontens
= SW-80802/1LS [1 Wi NsmenuTs xocT Ctri+Enter | 1921680160

- . . 6 192.168.0.160 Temnepatypa gat4nka TMS-5TH,
I Henpoiiacnribie npos s AoGasurs nposcpry 192.168.0.160 OTHOCUTENEHAA BNAXHOCTE BOSL
Cozaate nposepiy o wiabnory 192.168.0.160 Hanpaxenue nuranna TM5-01, B
W% YaanwTe xocT 192.168,0.160 Cetesoe HanpaxeHwue TMS-SV, B
192.168.0.160 Hanwune @asel ceTesoro Hanprx

BLIAENWTE BCE XOCTHI
D OTenouwTs Bce NpoBepKy
[ BraroumTs sce nposepkn

o TMposepuTs NpUHYANTENEHD

¢ |[TocMoTpETs faTuuKn

Puc. 89

Ona Kaxaoro xocta co30aétcs oTAenbHOe OKHO AaTymkoB. [aTyumkm
C03[atoTCsl TOMbKO AN NPOBEPOK, Y KOTOPbIX €CTb napamMeTp MOHUTOPUHra.
,ﬂpyrl/IMI/I clioBaMu, KOonm4ecTso AOaT4yUNKOB MOXeT He coBMagatb C
KONMYECTBOM MPOBEPOK XOCTA.

Mporpamma noagepXxuBaeT  HECKOMNbKO  TUMOB  OaTyukoB, B
3aBMCMMOCTM OT TUMa napameTpa W 3afaHHbiX B MpoBepke eauHuL
namepenusi. OBbIYHO TUN yCTaHaBNMBaeTCs aBTOMaTUYECKM MpU CO34aHUn
NpoBEPKM — MporpaMMa 3HaeT, Kakoh napameTp Kak oTobpaxaTb. Ho Bbl
MOXeTe B Mob0oN MOMEHT M3MEHUTbL BUA AaTynka B napaMmeTpax npoBepku

[ocTynHbl cneayowmne Tvnbl 4aTYMKOB:

1. CmpenoyHbit uHdukamop puc. 90

WcnonbayeTca pgns oToOpaxeHust napaMeTpoB, KOTOPblE W3MEPSIOTCA B
npoueHTax ot 0 go 100.

K npumepy, ons 3arpy3ku npoueccopa. Onsa toro, 4tobbl 0TOOpasnTb
3Ha4YeHVe Ha TakoMm AdaTyuke, HeOOXoAMMO 3aJaTb rpaHuLbl ero U3BMEHEHUs B
OKHe napameTpoB npoBepku (pasgen «OTobpaxeHne Ha rpadukax»). B none
«[NapameTp nsmeHseTcs B npegenax» 3agante 0 — 100.
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localhost: SNMP

3arpyska CPU (#2): 27 %

Puc. 90

2. Kpyeosas duaepamma, puc. 91

Mcnonb3yetca TOMbKO [Ons  OTOOpaxkeHuss CcBOGOOHOTO UMM 3aHATOro
[OMCKOBOro NPOCTPaHCTBa B pasfivyHbIX NPOBEpKaXx.

Ona  koppeKkTHoro oToOpaxeHuMst [daHHbIX HeobxoaMmo 3adaTb
rpaHnubl U3MEHEHUs1 3TOW MNEPEMEHHOW B OKHE MNapameTpoB MNPOBEPKU
(paspgen «OTobpaxeHue Ha rpadmkax»). B none «[apameTp nameHseTcsa B
npegenax» 3agante MUHUManbHbIN U MakCUMarnbHbI 00BLEM AMCKa.

localhost: lnckoBoe NpocTpaHcTED

230 GE

Puc. 91
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3. BepmukanbHas duaspamma, puc. 92

Takoi BWA OaTyMka UCMONb3yeTcs TOMbKO ANs MPOBEPOK, KOTOpble
nony4aloT TEKYLLY CKOPOCTb Tpaduka Ha ceTeBoM UHTepdelice.

Ons  KOppekTHOro OToOpaXeHUss [[aHHbIX Heobxogumo 3adatb
rpaHuubl  M3MEHEHMs1 MPOMYCKHOW CMOCOBGHOCTM WHTepdberica B  OKHe
napameTpoB npoBepku (pa3gen «OTobpaxeHue Ha rpadumkax»). B none
«[apameTp nameHseTca B npegenax» 3agante 0 n MakcumanbHO BO3MOXHYIO
CKOpPOCTb Ha 3TOM UHTepdence.

localhost: Ckopocte Tpadmka

CpegHAn ExodALLan Ha
#35 Realtek PCle GBE Family Controller: 1,64 KB/c

Pwnc. 92

4. Yucnosol uHdukamop, puc. 93

OTOT yHMBepcanbHbI OaTYMK UCMOMb3yeTCs Ansl BCEX OCTarbHbIX
napameTpoB, KOTOPbIE HEMb3s MOAOrHATb NOA YCrNoBUS TPEX NpeablayLLmnX.

Ons atoro pgatyvMka He o0si3aTenbHO 3ajaBaTb MWHMManbHOE W
MakcumarbHoe 3HaveHue. OgHako, ecnu aTo caenaTb, TO UBET undp oyoer
MEHSITbCS MNaBHO OT CUHErO K KpacHOMY, MPOXoA4s Yepe3 OTTEHKMN 3eNEHOr0 U
XEnTtoro. 3TO CBOWCTBO OTMMYHO MOAXOAMT Ansl BbiBOAA TEMMNepaTypHbIX
nokasaTtenem Ha 9kpaH. [lpocTo 3agjanTe B OKHE MapamMeTpoB MPOBEpPKU
(paspen «OTtobpaxeHne Ha rpadmkax») MUHUMAmNbHYKD UM MakKCUMaIbHYHO
TemnepaTypy, M CUMHUIA UBET uudp Oyaer o3HadaTb XOnoh, a KpacHbll —
neperpes.
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localhost: Temnepatypa » Apyrue gaTtumMkm

18,63

C

AMD FX-43000\TEMPERATURE: Core #1 - #4: 1863 C

Puc. 93
5. [paduk, puc. 94

C nomowbio rpadmka MOXHO O0TODOpasnTb AMHAMUKY W3MEHEHWS
noboro napameTpa, MNOCTABMEHHOrO Ha MOHUTOpUHr. Lkana 3HaveHuin
MacwTabupyetcs aBToMatudeckn. [padumk oTobpaxkaeT [JdaHHble 3a
rnocneaHumn vac.

localhost: Ckopocte Tpaduka

400
350 |
300 |
250 |
200 |
180 |

mu,n
504 AN A |

Avg. 1M
#5 Realtek PCle GBE Family Controller: 3,43 KB/s

Puc. 94
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9. HacTpouku nporpammHoro obecne4yeHusa Osnovo
Monitoring System

[nsa Toro 4Tob6bl OTKPBLITE OKHO C HacTponkamu MO OMS Heobxoanmo

HaxaTb @aun / Hacmpolku npozpammbl (Mnn coveTaHnem knasuw Ctrl+P)
Puc. 95

() OSNOVO Monitoring System

Qaiin v [nasHaa XocTel Mpoeepkn MoHuTopuHr Fpynne! Oryetsl Bug Cnpaeka
Ctrl+P
<]
N
Co343Th PEIEPEHYIO KOMMID HACTROEK hanae. OBpatnan Texnnyeckan Beecti Koy
B - cBAsE noslepkKa
0CCTaHOBUTE M3 PEIEPEHOA KONMK
BeirpysuTe cratucTuky npoeepki B CSV... taemoe ums xocta  Mma wnm agpec x..  Onwucanme npoeepxm
VO-TMS-01 192.168.0 160
MIB-Bpayzep... |VG-TMS-01 192.168.0160 Temnepatypa aarunka TMS-5TH, *C
|VC}-TMS-01 192.168.0.160 OTHOCKTENBHAA BNAXHOCTE BO3Ayxa TMS-5TH
Bumxoa VO-TMS-01 192.168.0.160 Hanpsxesune nutanna TMS-01, B
0-TMms-01 192.168.0.160 Ceregoe HanpmkeHue TMS-5V, B
B OSNOVO-TMS-01 192.168.0.160 Hanwune Pazel ceTesoro Hanpaxenua TMS-50
Puc. 95

9.1 O6wme HaCTPOMKH
B pasgene HacTpoek «Obwme» (puc 96) MOXHO HAaCTPOUTb NapamMeTpbl:

e Ceopayusams no ESC
Mpu BbIOOpe AOaHHOW oONUWM Bbl MOXETE MWHMMM3UPOBATL MPUIIOXKEHMWE
HaxaTnem knasvwn ESCAPE Ha knasuatype. O gpyrux 'ropaumx’ kKnasuLax
CcM. pa3gen "lopaume” knasuu.

e AHpnbik Ha paboyem cmorne
BbibpaB gaHHylO onuuio, Bbl cO3gaguTe SAprblk K nporpamme Ha paboyem
ctone Windows. Yganutb €ro MOXHO, CHAB rano4vky ¢ AaHHOW onuuu.
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e Asmosanyck
KnueHTtckast 4actb nporpammbl (oToOpaxeHue pe3ynbTaToB MOHUTOPUHIA)

6y/:|,eT aBTOMaTNU4eCKN 3anyCKaTbCd Npu ctapte Windows.

e  MuHumu3suposams rpu 3arycke
Mpu cTtapte nporpamma OydeT aBTOMaTUYECKM MWHMMM3MPOBATLCS B
CUCTEMHBbIV Tper (06nacTb psgom ¢ Yacamm).

e Kamasoz 0aHHbIX U Hacmpoek rnpospammab]
Mo yMomnyaHuio, BCE MAaHHble MNporpamMmmbl XpaHATCA B nanke npoduns
none3oBaTtens. Bol MOXeTe nepeHecTn 3Tn AaHHble B ApYroe MecTo

Obwue HacTpoiku

a{} HacTpoiikin nporpaMmbl

(e
-
ApTozanyck (4epes nnaHupoeLMK 3aga4 Windows) A—
=
MoHuTOpHH [C] Mutmumuznposate npu 3anycke
ﬂpDBE‘pKH TOFLBIREGIEE Ceopaumeats okHO Nporpammel ne Esc
SNMP
CUrHanMzauma [] Apneik 3anycka Ha paBouem cTone
YpoBHU NpeaynpexaeHns
KypHansi
E-mail KaTanor 4aHHbIX M HACTPOEK MPorpammsl
SMS
Meccenmxepe C:\ProgramData\\0SNOVO\0SMOVO Manitaring Syster, | [ Mo ymonuanmo
Cratuctuka
Cnyx6a MOHUTOPHHIA
Bua
[ oK ] [ OTmena ] I MpumennTe
Puc. 96
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9.2 MOHUTOPUHI
B pasgene HacTtpoek « MOHUTOPUHIY (prc 97) MOXHO HAaCTPOUTL NapaMeTpbl:

e MakcumanbHoe Konu4ecmeo 0OHOBPEMEHHO 8bIMOMTHAEMbIX MPO8EPOK
Yncno ogHOBPEMEHHO 3anyLeHHbIX NPOBEPOK He MPEBLICUT 3TOTO 3HAYEHMUS.
CrnenyeT C OCTOPOXHOCTbLIO YBENUUMBATL 3TOT NapamMeTp, T.K. 6onbLuoe Ymcno
MOTOKOB MOXET MpUBECTU K 3amMenfieHnto paboTbl CUCTEMbI B LIEMOM.
PekomeHayemoe 3HaveHne — 100, makcumansHO BO3MOXHoe - 2000.

e [Ipuopumem npouecca
MpuoputeT, KOTOpbIA nonyyaeT npouecc (POHOBOrO MOHUTOPUHra npu
pasgeneHnn pecypcoB B cucteme. PekomeHayemoe 3HayeHne «—
HopmanbHbIn.

e UWHmepesarn 3anycka rnposepok Mo yMosi4aHur
Bpems, B TeyeHue KoOTOporo npoBepka He OyageT  BbINOMHATLCS.
YcTaHoBMNeHHOe 3Ha4YeHne 3TOro napameTpa NpucBavMBaeTCs aBTOMaTUYecKu
npu gobaeneHnn HoBoW MpoBepkn. MoXHO 3agaTb MHTepBan Ons NPOBEepOoK
BCEX XOCTOB B CMUCKe cpasy, HaxaB KHOMKy «3aaaTh OJ1si BCEX NPOBEPOK».

e [lepuod obHosreHuUs cnucka nposepok (mosnsko 8 PRO-gepcuu)
Ecnn B3aumopgeiictBue cnykbbl MOHWUTOPUHIA U TrpadmMyecKkon KOHCOMU
HacTpoeHo d4epe3 ©0a3y paHHbIX (NnogpobHee 06 3TOM), TO COCTOSHME
npoBepok oO6GHOBNSIETCA He cpa3y, a 4epe3 3adaHHbIM MHTepBan. [lo
ymMonuaHuio, 910 5 cekyHa. Takke, 9TOT napamMeTp BNuUsSiET Ha nepuosg
OBHOBIEHNS CTaTyCOB 3HAYKOB XOCTOB Ha rpadumyeckon kapre.

o KOamb _ 3aeepweHUs __NpO8EepOK  Mpu____ocmaHo8Ke __ cryxxbbi
MOHUMOpPUHaa
Mpn octaHoBke cnyx0bbl OSNOVO Monitoring System Service nporpamma
NbiTaeTcs 3aBepLUNTb BCE BbLINOMHSAEMblE MPOBEPKU. MHorga 3TO MoOXeT
3aHMMaTb NpPoAomKMTeNnbHoe Bpems. [pu BbIKMOYEHUMM ITOro NapameTpa
cnyx6a He 3aBepLUaeT aKTUBHbIE NMPOBEPKMU.

e  MakcumarnbHoe epems 8birosiHeHusi \VBScript u JScript
MapameTp, KOTOpbIA NO3BOMSIET PErynMpoBaTh BPEMS BbINOSIHEHUS CKPUMTOB
B nporpamme. HekoTopble cKpunTbl MOryT paboTaTb NpoAOImHKUTENbHOE
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BpeMsl, U TarWMayTa No yMOM4aHuio B S5 CEeKyHO MOXET He XBaTuTb AN WX
3aBeplueHns. [ina aToro B NporpaMmme ecTb 3TOT napameTp, MO3BOMAHOLLMNA
npoanuTb BpemMs BbiNonHeHus ckpuntoB. K npumepy, B npoBepke «OOBEM
nanku ¢ nogkatanoramu» ucnone3dyetca VBScript, koTopbii moxeT paboTaTtb
no MuvHyTe 1 Bonee, pekypCMBHO NoAacuUTbIBas 0ObEM KakoM-HMOyAb nanku
(Hanpumep, c:\Windows). [llpu HepoctatoyHOM TanWmMayTe npoBepka
3aBepwmnTCca C oOwWwubkon. ITOT napameTp BMAMSET Ha BbIMNOMHEHWE BCeX
CKpWMNTOB B NporpaMme.

CnepyeT C BHMMaHWeM OTHOCUTbCH K YCTAHOBKE CIIMLLKOM 60mbLumx
3HayeHW Tammayta, NOTOMY YTO 3TO MOXET MPMBECTU K CIIULLKOM AOSroMy
BbIMOMIHEHWIO NPOBEPOK (B Cry4Yae, eCcrnv OHW 3aBUCIN Ha CETeBOM 3anpoce).

HacTpoAkn MOHUTOPKHTa

¢¢ HacTpoiiku nporpammbl

Qbue 300 =
=
MOHUTOPHHT
MpoBepkK MO YMONUaHHIO HAaTs 33BEPLUEHIA NPOBEPOK NPH OCTAHOBKE CTyHBbI MOHUTORMHIa
SNMP 6 Cny:x6a MOHATOPMHIE JOAT0 WK BOOBLLIE HE OCTAHAENNBAETCAT
CurHannsauma
YpOBHU NpeaynpexaeHna
TMPHERYITET NPOUECCE MOHWTOPHHIE B CHCTEME
KypHanb
E-mail N
SMS Huzknid Hopra, Beicokmit  Pean.spem.
MecceHaxepb
CTaT”‘?"" (=] Whrepsan sanycka nposepok no ymonuaHio (cex.)
Cnyxba MOHUTOPMHIa —
60 =
Bua
(]
? S|
MakcunansHoe spema seinoanerms VBScript u 1Script
]
10 =
l OK l [ Otmena I ‘ MpumernTe
Puc. 97
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9.3 lNMpoBepkKu NO yMONYaHUO

Mpn pobaBneHMM HOBOrO XOCTa B CNWCOK MOHUTOPUHra (BPy4Hyto, U3
pe3ynbTaToB CKaHWPOBaHWS) eMy aBTOMATUYECKM MOryT ObiTb HasHayeHbl
cnegywowme npoeepku (pyc. 98) ¢ HacTpaMBaeMbiMN NapameTpamMu:

o |ICMP-niuHe

— Bpemsa oxugaHus (B MunnucekyHgax) - BpeMs, B T€YEHWe KOTOpOro
nporpaMmma xgeT oTBeTa OT XocTa.

— KonuyectBo naketoB - komnuyectBo naketoB ICMP-nuHra. MoxHO
3agaTtb KOMWYECTBO MNaKeToB Oonblue OAHOro, YToObl WUCKMYUTb
BO3MOXHOCTb JIOXXHOrO onpeaeneHnsi ctatyca obbekta npu notepe
opgHoro naketa. OgHako, yBennyeHue KONMUYecTBa NakeTOB BedeT K
YBEMNNYEHU0 BPEMEHM NPOBEPKN OHOTO XOCTa.

— Pa3amep naketa - o6bem ICMP-nakeTta B 6antax.

e TCP-nopm

— MMopt - Homep TCP-nopTa yganeHHOW MalluHbl, K KOTOpOMYy OyaeT
NPON3BOANTBLCA MOMbITKA NOAKIIOYEHMS.

— Bpemsa oxvpanus (B MunnucekyHgax) - BpeMsi, B TEYEHWE KOTOPOro
nporpaMmma xgeT oTBeTa OT yCTpoOncTBa.

MposepKm No yMonuaHuio

e -
¥ Hactpoiiku nporpammel

Mpw Ao6aenernn Hosare ycTpoiicTea & Gasy (apy-ryro, 13 nra),
eny 6yayT HasrasEHbl npoBepK:

O6ume
MoHWTOpHHT

1P
SNMP

Bpetn oxugaHna (11c) 1000 2
CurHanmsauma =
YpoBHM npeaynpexaeHns Konnsecrso nakeros. 4
KypHans!

. Pasmep naers (6aiir) 32 =
E-mail ’
SMS
MecceHpxepbl
Cratmcrnka
Cyx6a MOHUTOPHHTA
Bua [ TCP-nopr

Mopr 139
Bpema oxuganina (uic) 1000
[k ] [ omena | [ Mpumienime
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9.4 NapameTpbl SNMP

B pasgene SNMP (puc. 99) 3apatoTcsa napamMeTpbl, KOTOpble BRMSAKOT Ha
paboty SNMP-dyHKUMIA nporpaMmei:

e Bpewms oxudaHus omeema (mc)
Bpems oxupgaHua otBeta oT SNMP-areHTa Bo Bcex SNMP-gyHKUMsX. IT0
rnobanbHbIl MapameTp, KOTOpbI BNWSeT Ha paboTy NpOBEpPOK, B KOTOPbIX
ucnonbayeTcs nogkntodeHue k yganéHHomy xocty no SNMP. Ecnn nposepka
Bo3Bpallaetr owunbky 10060 "Bpemsa oxugaHus wuctekno", nonpobywnte
yBENMUUTL 3TOT NapameTp B 2-3 pasa.

e Ucnonbsogams SNMP WinAPI
CnepyeTt OTKMIOUATE 3TOT NapameTp, ecnv HabnwgawTca ownbkn wmnm
noasucaHus nporpammbl npu pabote ¢ SNMP (nonydeHue wuHdopmaumm,
MOHWUTOPUHI 1 T.4.). JTa OnNuus paspellaeT MCNonb3oBaHWe QYHKUUA 13
Windows API gns nonyyenunsa nHdopmaumm no SNMP-npoTokony, ogHako oHu
He Bcerga KoppekTHO paboTaloT B MpoLecce MHOFONOTOKOBOITO MOHUTOPUHTA.

o YyémHnbie 3anucu SNMP v3
B aTom cnucke MOXHO 3agaTb CMUCOK BCEX YYETHbIX 3anvcer, KOTopble
NCNOMb3YOTCS NPY NOAKMIOYEHUN K pa3NIMYHbIM YCTPONCTBaM MO 3aLUULLEHHON
Bepcumn npotokona SNMP v3. 3Tu 3anMcy MOXHO MCNoNb3oBaThb Npu 3agaHuu
napameTpoB npoBepkn SNMP (gns obneryeHuns BBoga), Npyv MOMyYEHUU
WMHopMaLmn 1 B Apyrux PyHKUMAX, T4e 3TO HYXHO.

e [lepeBoautb OID nepemeHHbix SNMP trap B ums.
CoobLweHuns, npuHMMaemble nporpammon ot yctponcte no SNMP (trap),
00bIYHO cogepxaT nepeMeHHble B Buge ux kogos (OID), k npumepy,
1.3.6.1.2.1.1.3.0=10. 310 He Bcerga yAoOHO AN MOHUMAHMA CMbICNA,
noaTomMy nporpaMmma, ucrnonbL3ys uHdopmauuio pAepesa MIB, moxer
nepeBoauTb kodbl B 6Gonee MOHATHbIE HAWMEHOBaHUS MEpPEeMEHHbIX, K
npumepy: «.iso.org.dod.internet. mgmt.mib-2.system.sysUpTime=10».

e  BbinonHams mekcmosgbkie 3ameHbl 8 SNMP-trap.
Kak v B npegblgywen onuuu, nporpammMa MOXET 3aMeHATb MMeHa
nepemMeHHbIX Ha Nodble CTpokn. K npumepy, BbILLEYNOMAHYTYIO NEPEMEHHYO
1.3.6.1.2.1.1.3.0 MOXHO NpeacTaBUTb B coobLLeHNM kak "BpeMsi paboTbl".
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Q{} HacTpoiikn nporpaMmel

Obuwe

MonuTopuHr

[poBEpKM MO YMOAUAHWIO
CUrHanmsaLuma

YpoEHM NpeaynpexaeHna
KypHans

E-mail

SMS

MecceHkephl
CraTvcTvKa

Cnyx6a MOHUTOpPUHTa
Bua

Mapametpb SNMP

Bpema oxuaaHna (mc)

Wcnonesoeats SNMP WinAPI

YuéTHble sanmcn SNMPv3

5000

(4]
=

Monezosatene  Yposers G..

Authentication...

Authentication-n...

Privacy-npoto..

Pr

SNMP trap

Mepesoawte OID nepementbx SNMP-trap 8 ums

BeINONHATE TEKCTOERIE 33MeHEl B SMIMP-trap

DoBasute

i

¥aanute

Tekcr

3aMEHNTE Ha...

MobBasuTe
WNamenute
Yaanute

) [omen |

| MpumennTs

Puc. 99

9.5 NapameTpbl cUrHanMsauum

B pasgene «CurHanusaumsa» (puc. 100) MOXHO HaCTpOUTbL NapamMeTpbl:

e Peasuposamb Ha cobbimusi

— Bcerpga - curHanusauusa GyaeT cpaGaTbiBaTb Npu NepBoM Mnocre
3arpy3ku NporpaMMbl ONpoce XOCTOB.

—  [pu namMeHeHUN COCTOSIHUSA - MpY NEPBOM OMPOCE XOCTOB MporpaMma
3aMOMHUT COCTOSIHME cTaTyca NPOBEpPOK W Mpu MOCREeAyLmMX WX
onpocax 6yaeT pearpoBaTb TOSbKO HA M3MEHEHWE 3TOro cTaTyca.

e Tekcm Ons coobuweHus, E-mail, SMS

3ajaeT TeKCT CoobLLEHNs, KOTOPOE BbIAAETCA Ha 3KpaH, oTcbinaeTcsa kak E-
mail, SMS npu cpabaTbiBaHUN CUrHANM3aUUM Ha MONIOXUTENbHbLIN pe3ynbTaTt
npoeepkn (Koroa npoBepka npoluna) U Ha oTpuuaTenbHblil (Korga nposBepka
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He I'IpOLLIJ'Ia). [lns nogcTaHOBKM B TEKCT COOOLLEHNA UMEHW UINN agpeca XocCTa,
Ha3BaHNA MPOBEPKHU, TeKyLLI,eﬁ naTtbl U BpeMeHWu, nognnucm Xocta B CrNUCKe
npegHa3Ha4veHbl Kno4n:

— %A - agpec unv nmMs XocTa;

—  %T - HaumeHoBaHWe NPOBEPKU;

- %S - cratyc npoeepkn ("OFF" wunm "ON"). PekomeHayeTcs
MCrnonb30BaTh ero B TEKCTE TeMbl NMMCbMa AN COKpaLLEeHNA OSHbI;

— %D - Tekywne gara v Bpems;

—  %C - nognuck XocTa B CINUCKe;

—  %U - Tekywun nonb3osBarternbs yaaneHHoOro XocTa;

—  %DSC- onncaHue npoBepky;

—  %RET - cumBOn nepeHoca CTPOKMU.

Bce 3HavyeHus NoACcTaBNSOTCS B TEKCT COOOLLEHUS aBTOMATUYECKN.

e Bbi0asamb  38yKO8ble _cU2Has/bl, He 00Xudasicb _OKOHYaHUs
npedbidywieao.

Hactpoiika nosBonsieT HacTpouTb MOBEeAEHWe 3BYKOBOW CUrHanusaumm B
pasnnyHbIX PYHKLMSIX NPOrpaMMbil.

e [lokasbigsamsb ecrinbigarowyto nodckasky (balloon tip) e tray

Mpu BbIGOpE 3TOM onumu nporpamma OyaeT BblgaBaTb Ha 3kpaH (B parioHe
CUCTEMHOrO  Tpes) BCM/blBalOLWYy MOACKa3Ky npu  cpabaTbiBaHWM
curHanusauun. B noackaske 6yaeT otobpaxaTbcs coobLueHve, 3agaHHoe npu
HacTpOoWKe curHanusaumm.
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CurHanmzaumna

ﬁ:{} HacTpoliki nporpamMmbl

‘Onosewars o COBLITMAX... L
Obwwme
@) Npn MzMEHEHY COCTORNNA
MonuTopyHr
[V] Onoeewars npu nepeoii nposepke
Mposepku No ymoauaHuto HETE TPH nEpEO NposER
SNMP ©) ecerpa
CurHanmsaumna
YpoeHu NpegynpexaeHus .
P PEAyNpeXA TekcT ana coobuleHuns, E-mail, SMS
KypHanel
E-mail Koraa nposepka npouina
SMs [ s on (37 |
Meccenaxepsi
CTaTucTHKa Koraa nposepxa ne npowina
CnyxBa MOHUTOpUHTa |%A is off (%T) |
Bua
Kntouu: %A - aapec xocTa, %T - cooBuyenne npoeepku, %S - coctoamme npoeepiw, %C - nognucs xocra, %D -
AaTa w spewms, %U - nonssoeatens, %DSC - onucakme Nposepku, %PV - 3HAUEHUE NZPAMETPa MOHWTOpUHS,
%RT - epenn oTknmka, %RET - NEPEHOC CTPOKM, 3HAYEHUA NOACTAEAKOTCA AETOMATHHECKH,
Apyroe

BoMAABATS SEYKOBbIE CHPHAbI HE AOKHAZACH OKOHHAHIA NEABIAYLLIETD

MokassieaTs scnnbisaroLLyko noackasky (balloon tip) e tray

[ox ) [ ome | [ fpumecnare

Puc. 100

9.6 YpoBHU npepynpexaeHus

B nporpamme no ymMom4aHWIO 3anoXeHo 2 OCHOBHbLIX COCTOSIHMSA
npoBepku: "nporigeHa” (3enéHas) n "He npongeHa" (KpacHas).

OpHako, Mexgy HMMM  MOXHO  [ob6aBuUTb  CKOMBKO — YrogHO
NPOMEeXyTo4YHbIX ypoBHen (puc. 101), koTopble OyayT curHanvMaupoBaTb O
NpubnmxeHNM aBapunHOM cuTyauun. Hanpvmep, MoXHO A06aBUTbL YpOBEHb
"MpenynpexageHune” (Warning) n pearmpoBaTtb Ha cUTyaLuio eLwe A0 TOro, Kak
npon3onaeT coon. MNepexon NPOBEPKU C OQHOMO TAKOrO YPOBHSA Ha APYron Tak
)Xe conpoBOXAaeTcs OMNOBELLEHNEM.

Mpu nepexopge Ha Gonee onacHbl ypoBeHb paboTalT napameTpbl
"KpacHon" curHanusaumu, a npuv obpaTHOM nepexofde Ha MeHee OmnacHbIN
ypoBeHb — "3enéHoin".

Kaxabli ypoBeHb XapakTepu3yeTcsi MpOLEeHTOM OT aBapuHOro
3HayeHnss napameTpa. [lpu poGaBneHWM HOBOrO YPOBHSA NporpaMma
3anpawvBaeT ero HasBaHwe W nopor cpabaTbiBaHuWs B npoueHTax. Liset
BblEeNeHNs NPOBEPKN B CMMCKe Ha3Ha4yaeTcsl aBTOMaTUYeCKn, B 3aBUCMMOCTH
OT BBEAEHHOI0 3Ha4YeHWs nopora.
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YposHu npeaynpexaedina of asapua

o] =
£} HacTpoiikn nporpammel

B NPCrPasiE N0 yMOnHani 321CKENa 2 OCHOBHBX COCTORHNA NPosepIH; *Npofiaena’ (zentras) 1 “ne
npoiiaena” (kpacsan). OAHEK0, MEXAY HUMN MGHT ADBAEHTS CKGNBKD YTOAHG NPOMER)TONMED: YROSHER,

Obiume woTopie EyayT cur © npwé comyau. H R A ——

MoHuTOpuHE “Mpegynpexaesne” (Warning) n pEarnposas Ha CHTYALMHD ELLE A0 TOMD, KaK NpWsoAGET choi. Mepexoa
MPOEEQKH € OAHOTD TRKOMD YPOEHA HA ADYTOR TaK e CONPOBCAAAETER ONoBewweriem. [pu nepexode Ha Gonee

MpoBepki NO yMONUaHKIO onachsil yposens paboTanT "kpacroi” cur & npe of NEPEXOAE HE MEHEE

- ONacHLIA yposers — "3entHoi’.

SNMP

NetFlow B 3700 pasgene HacTpansaroTcs aiue Luabinos: ypossel. Kaxasil 13 HI aXTHENDYETCA OTAENSHO & NapameTpax
npoeepxi.

CUrHanmM3auma

YpoBHW NpeaynpexaeHna

KypHans: ¥poenm npeaynpexgenis

E-mail Ypouene JoGasnrs

SMS Warning 1 50
Warning 2 &0 Yaanute

Cratncruka .

VR T LoBasnenme yposHA npeaynpexatuA X

AreHt
MNonb3oBatenn u npaBa ” |

basa AaHHbIX

Mopor cpatiateisarmn, %

Web-wnHTepgeiic [ ]
Bug o
Orena
= 0

Puc. 101

9.7 XypHanbl
B atom pasgene (puc. 102) MOXHO HacTpouTb NapameTpbl:

e UVmsa danna XXypHana curHanusaumm
MonHbIN NyTb K dhanny xypHana.

o [obasnamb unu nepesanucbieams
OevictBus npu 3anucy MHgopmMauum B CyLLeCcTBYHOLWNIA (hann xypHana. Ecnn
BblbpaHo [lobaBnsaTb, XypHan He OyaeT co3gaBaTbCd 3aHOBO MPU HOBOM
3anycke nporpammbl. Npu Bbibope [MepesanucbiBath hann xypHana 6yaet
ouMLLaTbCS KaXabIvi pa3 Npy HOBOM 3arnycke NporpamMMbl.

e Obpeszamb OnuHHee
[elcTBMe nporpammbl Npu SOCTWXKEHWUU 3adaHHOro obbema dpaina xypHana.
MporpamMmma MoXeT aBTOMaTUYECKN KOHTPONMpoBaTh 06beM chaina xypHana,
He faBasl eMy YyBenuuMBaTbCA Oorblle 3agaHHoro 3HadveHusi. [pu
OOCTWXKEHUM MaKkcumarnbHOro o6bemMa nporpaMMa yaansieT nepsble 3anucu
XypHana.
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“{} HacTpoiikv Nporpammbl

Qbume

MoHUTOPUHT

MpoBepkyn No yMoAuaHWio
SNMP

CWrHanvsauma

YpoBHM NpeaynpexaeHna
SKypHansl

E-mail

SMS

MecceHmkephl
Cratucruka

Cy>6a MOHUTOPHHTa
Bua

>KypHan nporpammel

‘C:\ProgramData\OSNOVO\OSNOVO Monitoring System\LogsiNetMonitor.log |
Obpesate gninHee 10000 KB QunctuTs xypHan
KypHan CUrHanmsaumi (1oKansHbIR)

‘C:\ProgramData\OSNOVO\OSNOVO Monitoring System\Logs\NMAlerts.log |
Obpezats gnunHee 5000 KB () Nepesanuceigate OuUNCTUTE HypHan

Syslog

Anpec cepsepa Syslog [192.168.1.72

Mlopr (514)

Puc. 102

9.8 NapameTpbl E-mail

B atom pasgene (puc. 103) MOXHO HacTpPOWUTb MapameTpbl OTNPaBKU

COOOLLEHNS MO INEKTPOHHON NOYTE:

e Adpec noumosozo (SMTP) cepsepa:;

ok | [ Omena | [ Moumscrims

e Tun coeduHeHuss U nopm no4ymosou cnyx6bi. loppepxunsaeTcs

BesonacHoe coeauHeHue 4epe3 TLS/SSL (nopt 465) n 06blvHOE

(cTaHgapTHbIN NopT - 25);

e Adpec omnpasumersisi cOObWEHUST;

e Tema nucbma (MOXHO UCMONBb30OBaTb KITHOYM MOACTAHOBKMU 3HAYEHU

ON1s1 TeKCTa COOOLLEHUN);
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e Koduposka mekcma coobueHUs .

e SMTP-asmopu3ayus neped ommnpaskou
Ecnn  ykasaHHbIl  BamMM  MNOYTOBbLIN  cepBep He  obOpabatbiBaeT
HeaBTOpPM30OBaHHblE  COOOLIEHMsT  (3TO  MOXHO  y3HaTb,  Npo4yMTaB
COOTBETCTBYIOLYIO MHAOPMAUMIO Ha cawTe MOoYTOBOrO CcepBepa), TO Bam
HeobxoamMo 6yaeT ycTaHoBUTL donar « Tpebyetca SMTP-aBTopur3auns nepeg
OTNpaBKon» U ykaszaTb Bawu «JlorH» (umsa nonb3oBatensd) u «[laponb» (Te,
KOTOpble Bbl 3ag4aBanu nNpy CoO34aHMn NoYTOBOrO SALLKKA).

MapameTpsl oTnpasku e-mail

Q{} HacTpoiikv nporpammel

Agpec oTnpasnTena | |

Obwwe
MoHuTopuHr SMTP-cepeep |smtp‘gmail‘com |
MpoBepku Mo YMONUaHUID
SNMP CoeguHeHne BesonacHoe (TLS /S5L) Mopr 465 Hactpoiikn Prowy...
CurHanmsarma 5L TS
YpoBHU NpeaynpexaeHwa
)KypHanH Norun Mapone
[¥] AsTopusauma | ‘ | |
SMS
Meccermxepl Tema nucsma |OSNOVO Monitoring System alert: %A (%T)
CraTMcTuKa CM. KIHOUM Ha 33KNaaKe "CurHanuzauma’”
Cnyxcba MoHUTOpWHTa
Bua Koauposka UTF-& - Koanpoears & Basebd

Teker coobLueHna v Tema B TpaHouTe

|| ompasims nposHoe cootusenne
) He yaserca nactpours nau otnpasuTs SMS u E-mail? (_/
bad
[ 0K ] I Otmena ] |’_|pIAMeHWTb‘
Puc. 103
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9.9 NapameTpbl SMS

OtnpaBka SMS 13 nporpamMmmbl MOXeT ObITb BbIMOSHEHA OBYMsI cnocobamm
(pnc. 104):

1. [lymem omnpaeku E-mail Ha SMS-wo3 sawezo orepamopa comosol
cesasu.

Ona aToro HeobxoAuMO npeaBapuTENbHO HACTPOWUTL NapameTpsbl
cBsA3n ¢ SMS-wnwo3om. B HacTponkax otnpaBkn SMS Heobxoammo ykasaTb
agpec SMS-wno3a (MOXHO y3HaTb B aDOHEHTCKOM OTAene uUnu novckaTb B
Internet), npaBuna ¢opMmnpoBaHNA SMNEKTPOHHOrO nmMcbma (HOMep B Teme
nucemMa, TEKCT B Teme MMcbMa), HacTpOMTb napaMeTpbl oTnpaBku e-mail. B
none Homepa TtenedoHa (okHO [MapameTpbl NpoOBepkU) crnedyeT ykas3aTb
Homep TenedoHa nonyyatens (6e3 3Haka "+"). Kak npaBuno, otnpaBnssa SMS
yepes E-mail, Bam He Hy)XHO NNaTUTb AeHbIU (3aBMCUT OT onepaTopa).

BHumaHue!

Ecnun y Bac BO3HMKNN TPYAHOCTM B 3anofiHeHUn nonewn pasgena E-mail u SMS
Unn He ygaeTcs UX OTnpaBuTb, NpounTante pasgen Bonpocos n OTBeTOB B
pasgene cnpaskn «FAQ»

2. Hepe3 nodknoyeHHbIl K komnbromepy GSM-mernegoH.

OcHoBHbIM TpeboBaHMeM K TenegoHy SBNAETCA BO3MOXHOCTb
nogkntoyeHnsa ero Kk komnbtoTepy 4vepes USB wunu COM-nopT. B cnyuvae
nogknoveHnss 4yepes USB-kabenb HeobOxoaMmo ycTaHOBWUTL —ApauiBep,
KOTOpbIN co3gacT BupTyansHbin COM-nopT ansa gaHHoro tenedoHa. TenedoH
OOIMKEH MMeTb BCTPOeHHbIn GSM-moaem, noaaepXxmBatowmin ocHoBHble AT-
komaHgpbl. epen oTtnpaBkon SMS wu3 nporpammbl criegyeT ybeauTtbcs B
HOpManbHOM  (PYHKUMOHUPOBaAHUM  Mogema TenedoHa C  MOMOLLbIO
cneuuanbHbiX MporpaMMm Ans  AaHHOM Mogenu (Kak MpaBuiio, OHWU
nocTaBnsTCs BMecTe ¢ Aparnieepom. MNMpumep: "PC Suite").

B HacTpovikax nporpammbl cnegyet ykazate COM-nopT, K KOTOpOMy
NOAKIIoYeH TenedoH, 3agaTb CKOPOCTb B3aMMOLENCTBMSA (MOXHO OCTaBUTb MO
YMOMYaH1I0) U CTPOKY MHMUManu3aumm mogema ternedoHa (No ymonyaHuio,
"ATEQ"). TMapametpbl YeTHocTb, bButel u  Cton-6mutbl  sBRAIOTCA
cneunduryeckumMmn 1 3a4acTylo He HyXgawTca B u3MeHeHuwn. [lpoBepuTb
B3aMMOOEWNCTBME MporpaMmbl M TenedoHa MOXHO, HaXaB  KHOMKY
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«MpoBepka...» . [porpamma pormkHa BblgaTbh 06WY UHGOPMaUMO O
TenedoHe (Moaenb, NnponssBoauTens, Homep SMS-ueHTpa n ap.).

Otnpaensis SMS 3TMM cnocobom Bbl JOSMKHbI MOMHUTb, YTO Ball onepaTop
COTOBOW CBSI3W CHMMET CO cyeTa nnaTy no YCTaHOBMEHHOMY Tapudy.
HekoTopble AnNnHHbIE COOBLLIEHUS, KOTOPbIE HE yMeLlatTcs B hopmMaT OgHON
SMS, aBTOMaTN4YECKN pa3bmnBatOTCs HA HECKOSbKO OTAESbHbIX.

MapameTpsl oTnpaskm SMS

H HacTpoliku nporpammbi
P FROAH

) OmpasnaTe SMS uepes GSM-mogem E
Obwwe COM-nopr
MDHHTDPMHF |COM4 '| ‘ Onpegenwute nopt ‘ | MoakNHOUNTECA...
[poBepku No YyMOAYaHWIO
SNMP SMS-uenTp (dopmar: 79037011111)
CurHanusaums | ‘ [[] Texer cooBuyennn & Tpancnute

YpoBHW NpeaynpexaeHa
2KypHanbl

E-mail

SMS

MecceHzpxepbl ® Ompasnsrs SMS uepes E-mail (SMS-wto3)
Cratncruka

Cnyx6a MoHMTOpMHra
Bua

MokasaTs AONOAHUTENbHBIE HACTPOIiKN MOAEMa

Orceinka SMS npoussoantca wepes E-mail. Ha onpeaenentsiii apec (3asmcur ot onepatopa coTeeoii canzu)
OTCBINAETCA NWCEMO, B TENE (MJ’M TEME) KOTOpOro COAEPAATCR TEKCT CUUGLL(EHVIR.

SMS-wnios oneparopa | | [Hacrpoiixu E-MaiL..

) He yaaerca nacrpouTs unn otnpaswTs SMS 1 E-mail?

Homep Tenedora e Teme nucema [Tl Teker cooBuerua & Teme nucsma
| Ompasus nposroe coobusenne
l OK l I Otmena ] | MpumenuTe
Puc. 104

9.10 MecceHaxepbl

MO OMS wMoxeT OTnpaBnsiTb COOOLWEHUS 4epe3 CepBUCHI
nonynspHbix MmecceHgkepoB Slack n Telegram (puc. 105). Ona Ttoro, 4To6bI
3TOT TWN OMNOBELlEHUss Mor paboTatb, Heobxoaumo npeaBapUTenbHO
BbIMOSHWUTL OEWCTBUS, ONUCaHHbIE B JOKYMEHTALMN 3TUX CEPBUCOB.
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Hns Slack:

— 3apeructpupynTech B cepauce Slack.

— Bknounte uHTerpaumio Slackbot ana ceoen komaHgbl M nony4duTe
csount Webhook URL.

- Ykaxute NoSyYeHHbIN Webhook URL BMaa
https://hooks.slack.com/services/TXXXXXXXX/BXXXXXXXX/ XXXXXXXXXXXXX
XXXXXXXXXXX B [10f1€ HACTPOEK.

o [nsa Telegram:

— Cospavite B Telegram 6ota u nonyuute ero TokeH u ID 4ata, B
KOTOPbIV BYAYT NPUXOAUTL COOBLLEHUS.

— YKaxuTe 3TV napameTpbl B HACTPOMKaX.

— Tlpn HeobGXoAMMOCTW, MOXHO [OMOSHUTENbHO 3agaTb napamMmeTpbl
Proxy.

MapameTps Slack

‘?{} HacTpoiiku nporpammsl

[na oTnpaeku cooBuyennii 8 Slack Bel AomKHE! BRNFUNTE MHTErpaunke Slackbot ana ceoei komanae! v noayunTs
ceoii Webhook URL. Moxanyiicra, npouuraiite gokymentaumra Slack, uro6el ysHats, kak 370 caenaTs.

Obure
MOHWTOPUHT
MNpoBepku No yMOAYaHWIO Webhook URL ‘
SNMP ttps://hooks.slack.com/services/ Troooocon B10000000(/Y0000000000000000000000CK
CUrHanusauma
I OTnpaswte npobHoe coobierne
YpoBHW NpeaynpexaeHus
KypHanbl
e MapameTpei Telegram
SMS
Meccenaxeptl Ana oTnpaskyn cooBLyeHni & Telegram Bam HyxHO CO3AaTe BOT3, NONYYMTE Er0 TOKEH W ykasaTe ID yaTa, B KOTOpPLIA
CTaTMCTHKa ByayT nprxoauTe cooBuieHna,
Cnyx6a MOHUTOpWHTra
Bua Toxen gns HTTP APL | |

CHATID \ |

) He ornpasnatorca cooBuienna wepes Telegram? Monpobyiite HacTpouTs proxy!

Ommpatums npobroe coobwenne |

Hactpoiiku Proxy...

I OK ] [ OTmeHa ] ‘ﬂpmmanmru

Puc. 105
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9.11 CtaTUCcTUKA

BonbLuon 06bem HaKOMIIEHHOW CTAaTUCTUKM BpeMeHU oTknuka (bonee
1 M6 Ha kaxgbli XOCT) MOXET CyLeCTBEHHO 3aMeAnuTb 3arpy3Ky nporpammel
n ee paboty. PekomeHgyeTca nepuogudecku oudvwatb ee (puc. 106), npu
HeoOX0AMMOCTU caenaB pe3epBHYIO KOMMIO.

Cratuctuka BpemMeHW OTKNMKa XpaHuTcsa B Buae annos c
pacwmpeHmem .stat B katanore [AaHHbIX nporpammbl (B nanke npoduns
nonb3oBatens All Users): ..\OSNOVO\OSNOVO Monitoring System\RTStat\.
KaxxgoMy XOCTy B CAMCKE MOHWUTOpPMHra COOTBETCTBYeT CBOW (baunn
CTaTUCTUKMN.

lMporpamma MOXeT aBTOMaTMyecku (Npu  3arpyske) ouuwartb
HaKOMJEHHYK CTAaTUCTUKY MpU OOCTMXKEHUU 3agaHHoro obbema danmna. Ons
BKITIOYEHUS] 3TOW  OMUMM  HYXHO TMNOCTaBMTb Tranodky B MapameTtpe
«ABTOMaATMYECKM O4YMLLATbL CTAaTUCTUKY BPEMEHW OTKIIMKA KaXdoro xocTta npu
[OCTXKEeHUn obbemar» 1 3agatb obbeM B KunobanTax.

Ecnu HakonneHHas ctaTucTiKka MMeeT Ans Bac 3HayYeHue, nporpamma
MOXeT caenatb pesepBHyl konuio dawnna nepeq yganeHuem. [Ona aTtoro
HY)XHO MOCTaBWTb ranodky B napameTpe «Co3gaBaTb pe3epBHYHO KOMUIO
ouuvLaemon ctatucTukny davina .stat nepeg yganeHvem.

B aTom xe pasgene MOXHO NOCMOTPETb 06WMA 06 bEeM HaKOMMEHHON
CTAaTUCTUKM W MPOU3BECTU TMOJSHYID €€ O4YWCTKY, CO3[daB neped ITUM
pe3epBHbIA apXuUB.

Cratvcrika onpoca xocTos

#Q HacTpovikii Mporpammel

BobLLI0ii 6 bent (Gonee 1 M Ha KaXasiii XOCT) HIKOMAEHHOI CTATMCTIIKN MOMET CYLIECTBEHHO SaMERIHTS
@inre PysKy nparpamiuis! 1 ee paGory. 1A ETCR NEPHONHECKN 04LLIATS E€, NpH HEQBXOMMOCT CAEnas
pesepanyto Konmr.

MorUTOpUHT
MFSEFPE MY @ NI (g ASToNaTIECkn G CraTHcTiey onpoca 5000 ©
SNMP. KERAFO K0CTa M A0CTIEKEA M 0Bvehia fooo ]
CurHanuzaus

YpoBHu NpeaynpexaeHna
HKypranbi OumCTKa CTaTHCTIRN BCTPOEHHBIN sapay.
E-mail Sanalire °
Sms o buerp
MecceH,kepbl

Cratncrukal

Cny6a MOHMTOPWHTa [¥] CBpaceipath k3w cTaTncTHKM KaXKIBIE 2 % vaca

OBLMii oBren daiinos cratucrukm (ME): I:l &

Cozgasars apue oumLsaeoi craTncTnkn

TnarnposuunK 3242t

Bua

[ Cosaars peseparicii apune gaiinos cramemn |

[ Vaanure gaiine cramuerunn Ann scexxocron ]

( TogrpyauTe apxusryo cramucTuney... ]

Puc. 106
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9.12 Cnyx6a MOHUTOpPUHra

MexaHu3am MOHWTOPWMHIra XOCTOB peanu3oBaH B BuAe CryxXObl
Windows. 310 obecneunBaeT HENPEpPbIBHLIN KOHTPOMb Hag paboTon BaXKHbIX
cnyx6 n npotokonos 6e3 BMeLLaTenbLCTBa Nonb3oBaTens.

IOnsa yctaHoBkm cnyx6bl OSNOVO Monitoring System Service HyXHO
HaXaTb KHOMKY «YCTaHOBUTb Ccriykby». OBbIYHO BbINOMHEHMS 3TOrO AENCTBUA
He TpebyeTca B npouecce WUCNoMb30BaHWS MNporpammbl, Tak Kak cnyxba
yCTaHaBnMBaeTcs aBToMaTuyecku. [ns 3anycka/ocTaHoBa CNyxObl HYXHO
HaxaTb «3anycTntb» unu «OCTaHOBUTbY.

BHumaHue!
CnepyeT yyecTb, YTO OCTaHaBnuBasi CNnyx0y, Bbl OCTaHaBNMBAETE MpoLEece

MOHUTOPUHIa XOCTOB.

B aTom pasgene HacTpoek (puc. 107) MoxHO ynpaBnAtb criyx6on OSNOVO
Monitoring System Service:

e [Ipou3sodumes ee 3anycK U 0OCMaHo8KY

[ns ocTaHOBKM NpoLecca MOHUTOPUHra HEOBXOAMMO OCTaHOBUTL CIYXOY.

e [Ipou3sodums ycmaHO8KY U OeuHCManisuuro cryx6bi

Cnyx6a aBTOMaTM4eckn yCcTaHaBnMBaeTCs Npu MHCTaNNsaUMn nNporpamMmel Ha
KomnbloTep. Ecnun ectb HeobxogumocTb yaanuTb cryxby 6e3 gemHcTannaumm
CaMON NPOrpamMmbl, HY>KHO HaxKaTb KHOMKY «YO4anuTb Cnyxoy».

e [IpocmMampusamb meKyuwuli cmamyc cry6bi

o  UsmeHsmb TCP-nopm c853u epaghuydeckol KOHCOIU U Cr1yXK0bi

O6MeH nHdopmaumen mexagy rpadouyeckont KOHCOMbI0 MPOrpaMMmbl U CryX00mn
npovcxoauTt no TCP-npotokony. o ymonyaHuio, B nporpamme 3agaH nopt
57698. MNpn HeOOXOAMMOCTM 3TOT NOPT MOXHO M3MEHUTL Ha GO OpYrow,
He 3aHsATLIV B cucTeme. [locne nameHeHus nopta HeobxoaMmo nepesanycTuTtb
cnyx6y n nporpammy.

Cnepyet y4yectb, yto B OC Windows Vista n ee 6onee nosgHux
BEPCUSIX MPOrpamMMbl MO YMOITYAHMIO 3anycKarTCcs C NpaBamMu Morib3oBaTens.
OpHako ang ynpaeneHusi cnyxbamum Heobxoaumbl NpaBa agMuHUCTpaTopa. B
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CBS13U C 9TMM HEODOXOAUMO 3anyCTUTb NporpamMmmy OT UMeHU agMuHUCTpaTopa.
JInbo ncnonb3oBaTb CTaHOAApPTHble MexaHu3Mbl ynpasneHus cnyxbamm OC
Windows.

OyeHb BaXHbIM yCcnoBuem npu ucnonb3oBaHuu nposepkn "MS SQL
Server" ¢ BknoYeHHbIM napameTpom "Windows-ayTeHTudunkaumns" asnsetcs
HeobXoaMMOCTb 3anycka CryObl OT MMEHM Mofb3oBaTens, NPONUCaHHOro B
nomeHe unn B MS SQL Server. Ans M3MEHEHUS MUMEHU MNonb3oBaTens, OT
KOTOpOro 3anyckaetcs cnyxba, Heo6xoANMO BbIMONHUTL AEVCTBUS:

e HaxaTb KHOMNKy «YnpaeneHue crnyxoammy;

e B nossumBwemca okHe «CnyxObl» HaTn 3anmce «OSNOVO
Monitoring System Service» n OBOWHBIM LLENYKOM OTKPbITb Auarnor
CBOWCTB CIyXObl;

e [lepentn B guanore Ha 3aknagky Bxog B cuctemy, ycTaHOBUTb
nepeknoyartenb B nonoxeHne «C y4eTHOM 3anmcbioy;

e Haxatb kHoOnKky «O6G30p», B OTKPbIBLUEMCA OKHE -  KHOMKY
«dononHutensHo» 1 3atem — «[lonck». BbibpaTb HyXHOro
nonb3oBaTtens, HaxaTb KHoMKy «OK» u ewe pa3 «OKy;

e B none «lMaponb» BBECTM Naponb 3TOro nofb3oBaTens 1 elle pas - B
none «MoareepxaeHney. CoxpaHUTb N3MeHeHMUs1 KHonkon « OKy;

e [lepe3anyctutb cnyxoy.

Cayxba MOHUTOPWHTa

ﬁﬁ HacTpotikv nporpamMmbl

Mex@HHZM MOHITOpMHTa CETH pEankz0zaH & nae cnyakBil Windows, 370 0BECNIEHEaET HEMpEpHIEHBIii KOHTPOME

Obuwwe

MoHuTopuHr

Mposepki NO yMouaHuio
SNMP

Curnanmsauma

YpoBHM NpeaynpexaeHua
KypHanbl

E-mail

SMS

Meccenpxephl
Cratncrvka

Bua

33 ceTuio Be3 BMeLETENLCTEa NoNkzoeaTen, i yeranoakk cnykBer "Network Monitor Service! Hysko Hazare
Koy "YeranoenTs by, Alnn ee 3anycka/ocTanosa - "SanyeriTs” wnu "OctanoguTs ", Octanagnuean a6y,
B51 OCTAHAE/NESETE NPOLIECC MOHUTORWHTE CETH,

Cryw6a SYcOSNOVOMS: yeranoBnena sanyuiena

[Pepesanyervms | [Ocraosums| | 3anyerums | [ ynpasnerme cnyxsamn |

[ Vismenum yugrryro 3annce sanycka caybei... ]

Tpaduueckan uacTs nporpanme: ficreyet co cnyxboit 2 ueper
TCP-coegumen e, Bei MOXeTE UEMENNT MOPT, ecAM 370 HEOBXOAUMD.

TCP-nopr

BHUMAHUE: Mocne WSMEHEHIA NOPTE HEDBXOAUMO NEPESANYCTHTL CAYKEY 1 MPOTPaMY

O Coyda monuTopunra Aonre wnn B006iLe He oCTaHaEAMEaETCRT

o] [[omena | [ Mpumscrnm

Puc. 107
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9.13 Bupg

B atom pasgene (puc. 108) MOXHO HACTpPOWUTbL MapameTpbl BHELLHEro Buaa
nporpammsi:

e Cmonbusl criucka nposepokK

MOXHO CKpbITb HEHYXXHble CTONGUbI MMM MEePeVMEHOBaTb CYLLECTBYHOLLME.
N3MeHnTb nopsigok pacnonoXeHust CTonbLOoB MOXHO B CaMOM CrMCKE B
rMaBHOM OKHe Mporpammbl. [Ins 3Toro BeiGepuTe KOMOHKY, YCTaHOBUTE Kypcop
Ha 3aronoBke, HaXXMUTE NEBYID KHOMKY MbIUKU U TAHUTE KOMOHKY B HY)XXHOE
MEecCTO.

e Copmuposka xocmos 8 depese...

Mo3BonseT BbIGPaATh, KAk COPTUPOBATL XOCTbl B CMMCKE MOHUTOPUHra. XOCTbl
MOryT ObITb OTCOPTUPOBAaHbI Kak MO agpecy, Tak U Mo CBOEMY NOrMYeckoMy
umeHu (mognucu) B Nopsiaike Bo3pacTaHusl.

e Cuwmsornbl 0ns noddepxku Unicode

Mpu ucnonb3oBaHWMM MporpaMMbl Ha KOMMbOTEPAX C SA3blkamu, Kpome
PYCCKOro M aHrnuitckoro, Heob6xoaMmo BbIOpaTb COOTBETCTBYHOLLYIO KOAMPOBKY
ONsi KOPPEKTHOro oTobpaxeHus creumdudecknx OykB andaeuta. Takke
MOXeT noTpeboBaTbCs U3MEHEHME si3blka MpPorpamMM, He MNoaAEepPKUBAOLLNX
Unicode, B camoi cucteme. [nst 3TOro HaXXMuTE KHOMKY «A3bIK CUCTEMBI...»,
3ateMm B cucTeMHoM pAauanore «PervoH» nepengnte Ha - BKMNagky
«JOononHUTENBHO» N HAXMUTE «N3MEHUTB A3bIK CUCTEMBI...», puc. 109

LTI 102 s o posepox

CopruposKa x0cT08 8 Aepese..

no P-aspecy 9 o sazeamne

3arooeks xocTo8 8 Aepese

[ nen  aapec

CimB0Ak 477 noasepxxy Unicode

T e

_OK_) [ Omwens

Puc. 108
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HacTpoim X
M Peruon

ﬂg HaCTPOWKIA MpOTpajre—— ——

TR JHpaH NPUBETCTENA W yHETHS]

MOHHTOPMHT

P Pervonansnbie crangapTel x
MpocmoTp W konnposame

B CHCTEMHBIE YUETHEIE SNH) BrafepuTe ALK (38K CWCTEMBI), KOTOPLIRA GYAET NCNONEI0BATECA ANA

MNposepku No yMonuaH1io p TexcTa nporp e noaep HOwmeon, 3ror
SNMP NAPEMETD GYAET NPMMEHATLCA KO BCEM YHETHBIM 3ANMCAM KOMBIOTERS,
?etFIow TesxyLumil A3si cHCTEMEL

CvrHanmsauma Pycoxn (Pocons) »
YpoBHW NpeaynpexaeHua flamik nporpamm, me nogaep

KypHansi 3ot napametp (Asbik cucred

[] Bera-eepeus: Menonssoests Knmeos (UTF-E) 41a nogsepsoc assics eo
E-mail mparpauma, we nogaepn TS

SM5 TexyLumii Assix nporpam, L

MecceHxepoi Pycckwi (Poccus) [
CratmcTvka

Cayx6a MOHWTOpHHIA
Arext

Mons3oBaTenn v npasa
basa aaHHbIX
Web-uHTtepdeiic
Kapta

3HauKK yCTpoRcTe

) Vamenvms sasi cucTemb...

MoNL30BaATENLCKOE MEHID

0K Ormaesa TpMEHTS
s~

0K Crrmena Mpusiernm

Puc. 109

HononHumenbHyro uHgopmayuro 06 anemeHmax O OMS, ux Hacmpolke u
np. Bbl moxeme y3Hamb u3 ¢halina cripasku FAQ, docmyrnHo20 no nymu
«Cnipaeka / CodepxxaHue»

Coctasun: Enarux C.A.

lMpuobpecmu  npozpammHoe  obecrniedeHue OSNOVO
Monitoring  System  u  y3Hamb  OOMOIHUMEILHYIO
UHgpopmauuro o eepcusm 1O  MoxHO Ha calme
WWW.0SNOVOo.ru
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