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1. Ha3Ha4yeHue

MporpammHoe obGecnedeHne «OSNOVO Monitoring System» (nanee
no Tekcty OMS) npegHasHayeHO ANS opraHWsauuy LeHTpanu3oBaHHOW
CUCTEMbI MOHWUTOPUHIa pasnu4yHbIX napameTpoB obopygoBaHus OSNOVO
(ynpaBnsemble KOMMYTaTopbl, MHXEKTOPbI, MEOWAKOHBEPTEPLI U TA.), a Takke
KoHTpornepa TMS-01 u BbIHOCHbIX AaTYMKOB K Hemy cepun TMS (maTumk
Temnepartypbl 1 BriaxHoctm TMS-STH, gatyuk ceteBoro HanpsbkeHus TMS-SV,
AaT4mK dhasbl CETEBOro HanpshkeHns TMS-SL).

Bca nonydyeHHas wWHdopmauusa BbIBOOUTCA B €OMHOM OKHe C
BO3MOXHOCTbIO COPTMPOBKM XOCTOB (YCTPOWCTB), CTONMOLOB C pesynbTatamu
NpoBepKM NapameTpoB 1 TA.

Ona ypobctBa ucnonb3oBaHua MO OMS npeaycMOTpeHbl >KypHanbl
OTYETOB MO HECKOMbKUM KaTeropusM (aBapwu, NpoBepkn W TA.), rpaduku
NPOBEPOK, BO3MOXHOCTb BbIFPY3KM CTaTUCTKM nposepok B CSV  dhann,
BO3MOXHOCTb COXPaHeHWs pe3epBHO Konumu HacTpoek MO n 1a.

Ouctpubytne O OMS cogepxuT MpeaycTaHOBMEHHbIE  UMLTPBI
(npeceTbl) ANA  OCHOBHbIX  NapamMeTpoOB  MOHUTOPMHIA  YNpaBMsieMoro
obopynoBaHuss OSNOVO u koHTponnepa TMS-01 ¢ Habopom AaTyMKOB.

2. OcobeHHOCTU NporpamMMHoOro obecne4yeHus

v' LleHTpanu3oBaHHbI OOCTYN KO BCEN WHGOpMauMu O pesynbTaTax
NpoBepOK NapameTpoB CETEBOro 060pya0BaHMS;

v MOHWTOPUHI B pearlbHOM BpemeHu no npoTokony SNMP OCHOBHbIX
napameTpoB ynpasnaemoro obopyaosaHua OSNOVO:

- Tewmnepatypa Ha BbIHOCHOM JaTyuKe;

- OTHocuTenbHas BRaXXHOCTb BO34yXa Ha BLIHOCHOM AaTyuKe;

- HanpsbkeHne nuTaHMa Ha OCHOBHOM W pPe3epBHOM MCTOYHMKaX
nnuTaHus;

- CymmapHas notpebnsemass MOLWHOCTb (B TOM 4ucrne BMecTe C
PoE);

- MouwHocTb POE Ha kaxgom nopte ycTponcTaa

v" MOHWTOPUHT B peansHOM BpemeHu no npotokony SNMP  napameTpos
BbIHOCHbIX AaTYNKOB, MOAKMIOYEHHBIX K KOHTponnepy TMS-01:

- Temnepatypa Ha BbIHOCHOM faTuuke TMS-STH;
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- OTHocuTenbHasa BNaXHOCTb BO3ayxa Ha BbIHOCHOM Aatyuke TMS-
STH,;

- Hanps»keHue nCTouHMKa NUTaHUSA ¢ NOMOLLLIO KOHTponnepa TMS-
01

- CeteBoe HanpsikeHne Ha BbIHOCHOM AaTynke TMS-SV;

- Hanuune dasbl ceTeBOro HanpsikKeHWs Ha BbIHOCHOM [OaTuyMKe.
TMS-SL

OTnpaBka pe3ynbTaToB NPOBEPOK Ha ANEKTPOHHYHO NMOYTY;
3ByKOBOE OnoBelleHne B cryqae cbosi u BOCCTaHOBIEHNs nocne cbos

SMS onoBelleHue B criyyae cb0os1 1 BoccTaHOBNEHWs nocre cbos;

AN N NN

BcTpoeHHbii MIB ©paysep, nossonsiowuin godaenate MIB dannbl

ceTeBoro obopygoaHus (cM. pasgen «8.3 MIB 6pay3ep»);

v CkaHep IP agpecoB ans GbICTPOro noucka BCex CETEBbIX YCTPOWCTB B
nokanbHOW ceTu;

v' XKypHanbl, oT4eTbl W rpacdukm ans  yagobGHOro  BOCMPUSITUS
pe3ynbTaToB MOHUTOPUHIA U UX aHanuaa.

v' [Opyrue Tunbl npoepok (ICMP, ARP, HTTP, WMI, NetBIOS v 14.)

3. CTpyKTypa 1 npuHuun padéotbl MO « OSNOVO
Monitoring System»

3.1 Ctpykrypa MO «OSNOVO Monitoring System»

MO «OSNOVO Monitoring System» cocTouT 13 2x YacTen:

1) Appo (cnyxba) moHuTopuHra — cnyxba Windows, koTopas ABnsieTcs
OCHOBHbIM MEXaHW3MOM Onpoca CeTeBbIX YCTPOWCTB, CUrHanu3aumu,
n cbopa CTaTUCTUKN.

2) [punoxexne pgna pabodero crona Windows — HenocpeaCcTBEHHO
rpadudeckast koHconb (puc. 1) gna BedeHus ©as3bl MOHWUTOPWHrA,
poGaBneHnMs HOBbIX XOCTOB (CeTeBblX YCTPOWCTB), MPOBEPOK,
npocMoTpa WX COCTOSIHWSA, pefakTUPOBaHWS BCEX HACTpPOeK

nporpaMmebl, NPOCMoTpa rpaduKkoB, CO34aHNsi OTYETOB.
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repean nposepxm

Tl OSNOVO-TMS-01 [192168.0.160) 9 sw-s0802ms 19216801 1
o 8 SW-S080/1LS 19216801
8 Henpoaermse nposeprn s sw-s0e021L5 19216801

= sw-g0e02/.s 19216801
& sw-s0e02/m5 19216801
S sw-s002m5 19216801

9 sw-80802/15 19216801
9 w8802/ 19216801 Moupiocrs Po£, nopr 2, Br o
{8 Sw-80802/1L5 10216801 Mougsocrs Pok, nopr 3, Br 0
& sw-s0e02ms 19216801 Moupwocts PoE, nopr 4, Br 0
| @sw.smams 19216801 Moisocrs PoE, nopt, Br 0 e
0
0
0

sw-ane0as 19216801 Mourocn Pok, ropr, B

s8238888388888§

& sw-s0e02/15 19216801 Mourocts Pok, nopr 7, Br
& sw-s0e021 19216801 Mougsocrs Po, nopr 8, Bt

indopusus | Bpessa omcmmea | Mapaster

Mposepor s crmcxe: 14 Xocros scerc: 2

Puc. 1 N'padmyeckas koHconb MO OMS

3.2 MpuHumn paboTtbl MO «OSNOVO Monitoring System»

Pabota [1O ocHOBbIBaeTCs Ha MepuoanyeckoM Onpoce XOCTOB
(ceTteBbix IP ycTponcTB), Haxogdwmxca B 0ase MOHUTOpPMHra MyTem
nocnefoBaTenbHOro BbINOMHEHNS 3a4aHHbIX AN KaXAoro U3 HUX MPOBEPOK.

B 3aBucumocTn oOT pesynbTaTa BbINOMHEHUS 3TOW Mpoueaypsbl
NpOBeEpPKKU Nony4varT cTaTyc (NpongeHa — 3eneHas, He npongeHa — kpacHas),
pe3ynbTaTtbl 3anucbiBatoTcs B hannoByto 6a3y AaHHbIX.

1. C nomowbio rpadmyeckon koHconu unm web-nHtepdeinca cosgaérca

charinosas (nokaneHasi) 6aza MOHUTOPMHIa XOCTOB U MPOBEPOK.

2. Cnyxba MOHMTOpMHra nNpuvHUMaeT BBeAEHHble OaHHble U HavMHaeT
LUMKNNYECKoe BbIMONHEHNE MpoBepoK, OOHOBMeHWe Wux cTaTtyca,

dopmupoBaHue annoBon 6asbl CTaTUCTUKM BPEMEHWU BbINONTHEHUS
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MPOBEPOK M 3HAYEHWit MapameTpoB MOHMTOpWHra (Temnepartypa,

BINMaXXHOCTb, HaMNps>xXeHne un Tﬂ,.)

3. T[padmyeckasa koHcoNb MNorlydaeT CTaTyC BbINOMHEHHbIX MPOBEPOK U
oTobGpakaeT ero B Buae LBETOBOM pacKpacku ChAMCKa, CTPOMUT

rpadomkn, opmMmpyeT OTHYETBI HA OCHOBE HAKOMSIEHHON CTaTUCTUKMN.

4. B cnyvae cbos, cnyxba MOHWTOPUHra WHULMUPYET BbINOJIHEHME
Oe’cTBUi: 3anncb B XypHan (B 6ase gaHHbIX U OybnvpoBaHue B
hannoBbI,  NoKanbHbIA), SMS WHOpMMNpOBaHMeE, E-malil
WHpopmMmpoBaHune, nepesanyck/octaHoBka cnyx6 n/vnu MK, Bbigava
coobLUeHns Ha 3KpaH, npourpbiBaHMe 3BYKOBOro pamna, 3anyck
BHELHUX nporpamm W KOMaHg C napameTtpamu. BbinonHeHue
nocnegHux Tpéx gencteun cnyxba genervpyeTt  rpadudeckon

KOHCOJIN, NMO3TOMY OHa AOJIKHa ObITb 3anyllieHa B 3TO BpeMA.

5. Cnyx0a MOHUTOpMHIa npu TMPOBEPKE XOCTOB CETU WUCMofnb3yeT
MHOXEeCTBO CTaHAapTHbIXx npotokonoB: SNMP, TCP, ICMP, ARP,
HTTP, FTP, WMI, NetBIOS. [lpacdunyeckas koHconb W cnyxba
MOHWUTOPWHIa NOAAEPKUBAIOT MOCTOSAHHYIO cBA3b Mo TCP-npoTokony.
Takum 00pa3oMm, BCE M3MEHEHUSA, BHECEHHble B a3y MOHUTOpMHra
(M3mMeHeHne napameTpoB nNpoBepok, [AobaBreHne HOBbIX M Tak
danee), HesamegnuTenbHO  B3auUMOLEWCTBYOT €O cnyxbown
MOHUTOpWHra. Bce pesynbTaThl NPOBEPOK cCpasy e nepepatwTcst oT

cnyx0bl rpadonyeckor KOHCOMNM n oTobpaxatoTcs B ee nHTepdeiice.
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4. CucrteMHble TpeboBaHusA
3.1 O6wue pekomeHaauUmn

[nsa koppekTHOM paboTbl NporpamMmmbl HEOOXOOUM KOMMNBIOTEP UIKM CEpPBEp:
v" MuHUManbHbI 06bEM onepaTUBHOW NnamsaTh - 2 I'b.
v" Microsoft® Windows XP unu ctapuwe (server unu workstation, 32 nnm
64 6uT).

3.2 NMpon3BoAnUTENbHOCTb MOHUTOPUHra

Ona komnbioTepa ¢ MUHMMAIbHBIMU CUCTEMHBIMW XapakTepUCTUKaMm
He pekomeHayeTcs co3gaBaTb 6a3bl MOHMTOpWHra Gonee, 4em Ha 2 000
NpOBEpPOK.

lMpyMepHO TO e KONMYeCTBO NPOBEPOK ABMAETCA npeaerbHbIM, ecrnv
Bbl MCNOMb3yeTe ANS MOHUTOPWHIA BUPTYarbHYIO MaLUuHY.

Ona 6onee 0o6bEMHbIX 6a3 MOHMTOpPWHra pekoMeHAyeTCs BblAensaTb
OTAENbHbI hn3n4ecknii cepsep.

MakcumanbHoe 4MCrno MPOBEPOK, KOTOPOE MOXET OblTb BbIMNONHEHO
ofHoun cnyx6on MOHUTOPWHra bes CYyLLEeCTBEHHON nortepu

npon3BoaANTENTIbHOCTU, 3aBUCUT OT UX TUNA:

e [ICMP, SNMP v1,2c, ARP, HTTP, dannoBble MpPOBEPKM — camble

MeHee pecypco3aTpaTHbie Tunbl NMPOBEPOK. npOBepOK Takoro tuna

ogHa cnyxba MoHuTOpyHra MoxeT BbinonHaTe o 10 000 c
uHTepanom oT 30 cekyHa.

e SNMP v3 — npwu 3anycke NPoBEpPOK 3TOro Tuna BbINOMNHAeTcs okono 40
ceTeBblX 3anpocoB B cekyHAy. [1oaTomy, K npumepy, Ha KoMMbloTepe ¢
AByxsaaepHbiM npoueccopom 1 'y He pekoMeHAyeTCH MOHWUTOPMWHT
oonee 5 000 NnpoBepOK 3TOro TMNa C MHTEpPBaNioM MeHee 60 cekyHn,.

3arpyska npoueccopa npu 3Tom coctaBuT He MeHee 50%.
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e WMI - npoeepku 3storo Tuna (WMI-3anpockl, ceTeBOW AWUCK,
nokanbHbI NpUHTEpP) TpeboBaTenbHbl Kk pecypcaMm. [loatomy He
pekomeHayeTcsa co3fgaBaTb 6onee 200 npoBepok ¢ nHtepsanom ao 30
cekyHa, 1 000 npoeepok ¢ nHtepsanom 150 cekyHa v Tak ganee.

e NetBIOS - npoBepku 3TOro TMnNa (COCTosiHME CnyxObl, Mpouecca,
koHTpornb [10, xypHan cobbitun) TpeboBaTenbHbl K pecypcaM, Kak 1
WMI npoBepkun. He pekomeHayeTtca co3nasatb 6onee 200 npoBepok ¢
uHtepsanom o 30 cekyHg, 1 000 nposepok ¢ uHTepBanom 150

CeKyH 1 TakK fanee.

BHumaHue! He pexkomeHdyemcsi Hagpyxamb OOHYy Criyxb6y MOHUMOpUH2a

bornee, yuem 10 000 nposepkamu npu 106bIX KOHGu2ypayusix 06opydo8aHUs.

3.3 NoppepxmBaemMble onepaymoOHHbIe CUCTEMBI

Mporpamma paboTaeT B 32 1 64 GUTHBIX BEPCUAX ONepaumoOHHbIX CUCTEM:

e Microsoft Windows 10

e Microsoft Windows Server 2012
e Microsoft Windows 8/ 8.1

e Microsoft Windows 7

e Microsoft Windows Server 2008
e Microsoft Windows Vista

e Microsoft Windows XP (He pekomeHA0BaHO)

CnegyeT yyecTb, YTO BKIMOYEHHbIM "KOHTPOmNb Y4YETHbIX 3anucen”
(UAC, HaumHas ¢ Windows 7) moXeT Bbi3BaTb TPYAHOCTU C YAANEHHbIM
nonyyeHneMm uHOpPMauMM B Xofe BbINOMHEHWs MpoBepoK. PekomeHayeTtcs

yCTaHaBnu“BaTb NPOrpaMMy ¢ NonHbIMU NpaBamu agmuHucTpatopa K.
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Mpwn npoBepkax nogkrtodeHnst K TCP-noptam crniegyeT yuuTbiBaThb, YTO
B OC Windows XP u Bbiwe He gonyckaetcsa 6onee 10 ogHoBpemMeHHbIX TCP-
NOAKITIOYEHNA. DTO MOXET CKas3aTbCA Ha NPOV3BOAMTENBHOCTU MPOrpamMMbl.

Cnep,yeT C OCTOPOXXHOCTbIO UCNOJNb30BaTb 3TOT METOA.

3.4 Tpe6boBaHuA K annapaTHOMy obecneyeHuro

TpeboBaHusA 3aBUCAT OT Tuna NPoBepoK B HGasze MOHUTOPUHra U KX
WHTepBana.

Cnepgywoue MuHMManbHble Heobxoaumble napameTpbl CUCTEMBI
npuBeAeHbl Ans pacnpocTpaHéHHbIX Tunos nposepok ICMP 1 SNMP v1, 2c:

e CPU: 1T1Tu, x86/x64.

e 0O3Y: 2048 MBb.

e HDD:
[nsa yctaHOBKM nporpaMmbl HeoOxoaumo mmeTb He meHee 100 M6
cBobogHoro npocTtpaHctBa. B npouecce pabotel nporpamma
reHepupyeTt ctatuctuky. OBbEM 3aBUCUT OT KONMYeCcTBa MPOBEPOK U
ux uHTepsana. [na ycnewHom paboTbl MporpaMmbl B TeyeHue
ONUTENBHOTO BpeMeHuM 6e3 O4YUCTKM CTaTUCTUKM Heobxooumo He
MeHee 2 6 cBoboagHoro npoctpaHcTBa. OObEM CTATUCTUKU OAHOM
npoBepkun 3a oguH onpoc - 40 G6awt. MNpu nHTepBane B 60 cekyHn 3a
CYTKW 0Ha NpoBepka Hakonut He meHee 60 K6 aaHHbIX.

e YcTonumBoOe ceTeBoe COeAUHEHME:!
B3aumopencTByowme Yactu nporpammbl (cnyxba u rpadpuyeckas
KOHCOrb) TpebytoT HanmmumMa CcTabunbHOrO CEeTeBOro COoeAMHEeHMs Mo
TCP-npoTokony.

¢ PaspelieHue akpaHa:
PekomeHayemoe paspelueHune - 1200x800 mnu Bbiwe. MuHumansHoe
- 1024x768.

10
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5. Mopspaok yctaHoBKM auctpuoytusa MO «OSNOVO
Monitoring System»

1. Ckavanite anctpmbytme NO OMS c canta www.0snovo.ru (puc. 2)

v Komnbtotep » ENGLISHOMLY (F:)

YnopagounTts *

OBwwii aoctyn « Hoean nanka

P

7 VisGpanrioe 1 Jata uzmeHeHua Tun Pazmep
(&) Bitrid || FLW_V56.bin 15.01.2021 9:08 Maiin "BIN' 3137KB
£ 3arpysku | 15! OMS.exe 18.02.2021 10:31 Mpunoxerne 19013 KB |

=l HepaBHue mecta

Ea

Bl PaGoumii cron

Puc. 2

2. Banyctute ero ¢ npaBamu agMmumHucTpaTopa (puc. 3)

%- [ » Kommeiorep » ENGLISHONLY (F)

Ynopagounte ¥ Otkpeite Hoeas nanka
&
7 Visbpantioe Hran lata nameHerna Tun Pasmep
2 Bitrix24 || FLW_V56.bin 15.01.2021 9:08 @aiin "BIN" 3137KB
& 3arpyskn |ﬁ! OMS.exe 18.02.2021 10:31 Mpunoxerne 19013 Kb |

=1 HepaeHne mecta

Bl PatBounii cron

7 BuBanoTeku

E Bugeo

B n

OTKphbITE

3anyck oT IMEHN 3AMMHNCTPETOpPa

Mcnpaenenne HENONBACK COBMECTUMOCTI

T-Zip »
CRCSHA »

Puc. 3

3. [lNponguTte BCe Wwarn ycTaHOBKM C yKadaHUeM nyTu YCTaHOBKU U

npodrmMmu napameTtpamu. (Puc 4-11)

B! Yeranomka — OSNOVO Monitoring System = =

Bac npuBeTcTByeT MacTtep
ycT OSNOVO itori

Mporpama yerarosut OSNOVO Moritoring System a saw
KoMnLIoTEp

PeKoMEHAYETCR SaHpLITl BOS MPOHE MPHIOKSHAR 119EA
TEM, KaK MPOROKHTS

Hapkne «llanee:s, 4ToBb! MPORD IRV, Uik «OThetas
470G BBV 13 MIDOrDaMMS! YCTaHORKI

5! Ycranoeka — OSNOVO Monitoring System = i
Hrdopmatss
MoxanyitcTa, Ap saxHyI0 Nepe Tem. KaK
NPOROTKATS.

Kor 2 B Gy2eTe FoTOBS! MPOAOMAWTE YCTAHOBKY, HaXMUTE «[lanees.

[~ OSNOVO Monitoring System = .
itos //osnovo u/broducts fsoftware i
[c) 2021, OSNOVO

Yo Hosoro

“6.7* srsaps 2021

- <=> B rpomepre RTSP aogasnera noaaspca Hoseo: Kamiep
eoraGnAHIR

- <> Pro; oG amnenio sanomyaniie Teiyero MacWTaE KapTSI 1
soccTaHasnenve era npw sarpyaKe

- <> Pro; Web: [lo§aBnera S03MOXHOCTS MEREXoRE 0T MPOSERKA HXGCTa &
lCnHCKaX K SHAUKY YCTPORCTEA Ha KapTe.

" <=> B 3amvce nora o8 ounice VB-1n JS-ckpnTa acGasnen ampec xocTa
IMPOBEPKIA, KOTOPAR €ro ERINONHANS.

L

<Haoan | Damec> | [ Omeena

} SEC.RU

KopoTkuii nyTb K MHopmaLmm
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5! Ycranoska — OSNOVO Monitoring System

Besbop nanxm ycTarosKm
B Kakyto Manky Bl XaTMTe yeTarosnTs OSNOVO Moritoring System?

) Mparpamma yetarosuT OSNOVO Monitoring System B cneayiowyio nariky

Haxmure «Laness, 4Tofisl npononknTs. ECMA Bl X0TUTE BbIBpaT: ARYTYIO Nanky,
HakMaTe «0620p s,

TpefyeTca KaK MuriamyM 38,0 ME caofomHore MMCKOBOro NPOCTREHCTBA.

<Hasan || MHance> | [ Omena |

= e

5! Yeranoska — OSNOVO Monitoring System

BuGiepue naniy & mero ellycics
T8 MPOrpAMMIE YCTEHOBKI ADIDAHA COSAATS ApMBIKH?

S i TiporpamMa coSARCT Spbiki & Cremyiowed nanke Mero «lTycis.

Haxmunre «lanees, 4tobsl npoenomkuTs. ECIW Bol XoTHTE BLIGpaTE ADYTyI0 Nanky,

raxvue «DB30p

OSNOVO Monite

[7] He cospasats nanicy & merio «Tycics

<Hason |[ Haree> | [ Omnewa |

18 yor

System

Beiop nanku xpanetian aaHmso
B KaKOM NTKe B! XOTeNH Bl XPEHHTS AAHHbIE MPOTPaMMbI7

Haxnrme <[lanees, 4ToBei npoaomws. Ecnin sst xomTe Bsipats ApyTyro marmky

vaxmuTe «0630ps
=mData\OSNOVO\OSNOVO Monioring Syster]

<Hasan || fenees | [ Omwerm

= [t

15! Ycranoska — OSNOVO Menitoring System

Bcé roToso K yctaosKke
Tlporpamma yCTaHoBKH roToBE Hasas yeTaosky OSNOVO Monitoring System
+a BalL KOMMbIoTER

HexnTe «YCTam0sMTE . 4T0B! MPODMKMTS, Wi cHBsals, ST Bbl XoTUTE
MPOGMOTPE Tt HIW H3MEHMT OILUM YCTRHOBKH

Manica yoTarosan
C:\Program Fies {(<86)\0SNOVO Montoring System

TManica & mexto allycxs
OSNOVO Monitoring System

HononHumensHsie sapaum
LlononHuTensHsie psian
CospiaTs Apoic Ha paBouem cTone

<Hasan | Yoremoeams | [ Omvena |

5! Ycranoeka — OSNOVO Monitering System

Te ROMNOMHUTENLHENE 3aAZWA
Kaiie BononHuTENbHsIe 33054 HEOGXOMMO BEINONHNTE?

BifepiTe AOMONHNTENGHGIE 334344, KOTOPSIE AOMKHG! BEINCMHUTLCA NPY YCTEHOBKE
OSNOWO Menitoring System, nocne 37oro Haxmute «Lances!

LpnonHnTenbHbie ApMbiv

Cosaams Apsik Ha pabiosem cTone

<Hasan || Danees> | [ Omera

=

18! Yeramoska — OSNOVO Monitoring System =

Yerarosxa...
MoxanyitcTa, nogoxae, noxa OSNOVO Montoring System yerarosuTes Ha
53W KoMnsoTED

Puc. 4 -11

4. 3anyctuTe nporpamMmMy no OKOHYaHUM YCTAHOBKM (3anyck Takxke

BO3MOXEH C sipriblka Ha paboyem cTone [K).

KopoTkuii nyTb K MHcbopmaLmm
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6. Havano pa6otbi ¢ MO «OSNOVO Monitoring System»
M aKTUBaUUSA NULIEH3UOHHOTIO KnkoYva

maBHOe okHO rpadunyeckomn koHconu OMS npeacrtasneHo Ha puc. 12

Mo ymonuaHuio nonb3oBaTento npepocTtaeBnsieTca GecnnatHaa 30-
aHesHas Bepcus 0. YT1obbl CHATb orpaHuyeHne Ha npobHbii 30-AHEBHBIN
nepumog HeobGXx0AMMO MPONTW  akTMBauMlO nNporpaMMbl  C  MOMOLLbBLO
NMLEH3NOHHOro Kntova. KonmyecTBo AOCTYMNHbIX MPOBEPOK 3aBUCUT OT BEPCUn
npuobpeteHHoro MO OMS (25, 100 u Ta npoBepok, nogpobHas MHdopmauus
HaxoAuTCs Ha calTe 0SNOVO.ru)

lMopsidok akmueauuu MUUEH3UOHHO20 KITHYa:

1) OrTkpoviTe B rmaBHOM MeHIo MyHKT «Cnpaska» (puc. 13)
HO OSNOVO Monitoring System

@aiin ¥ Inasnan XocTel Mposepkn MoHuTopuHr Ipynns OTueTsl Bug Cnpaska

9 9 C yero Havate? O ’x‘ @ %

ObpatHas TexHudeckas
— i Copepxanne 7 O nporpamue... Beectu knrou
i Aep 9 Yre Hoeoro? porp Ju— noanepKa

Pwnc. 13

13
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2) Bbibepute nyHKT «BBectu kntou» (puc. 14)

[0 OSNOVO Maonitaring System

Qaiin v [naeHan KocTel Mpoeepin MoHutopuHr Tpynne: OTyeThI Bug

9 @ Cueronauars? O K‘ @ ’b

OBpatHan TexHWJeckan
Cogepxarne 9 ? O nporpaMme.., Beectn knto4
AP Yo Hosoro? porp J— noanepskKa

Puc. 14
3) BaeauTe B nosiBMBLUEECS MOMe KoY (OH XXe perncTpaumoHHbIA Koa) ¢
KnaBuMaTypbl UNU BCTaBbTE 3apaHee CKOMUPOBaHHbIN B Oydep Koy

kom6uHauwmen Ctrl+V unu kHonkon «BctaButb 13 6ydepa» (puc. 15)

Qaiin v [noonan Kocrer Tposepru Monmopumr Tpynne: Orwernr Bna Crpaska

- @ Cueroanans? 0 <] @ »,b

Obpatrian Texnnueckan
Beecrn kou

Ho QSNOVO Monitoring System

Comprome @ troworors  Onporpaune.. | OSEarTEn Termeccs
g 4 xocrw Orobpawcaen.. Mua wn agpecx.. Tun nposepky Coctomnme  Craryc Bpeus oncnuka 3waenve nap... Mocneaee coobutenme  Bpema nocre...
B E OSNOVO-TMS 01 [192168.( | G o5oyo-T... 1921680160 ICMP-runr Bomouews  Henpowna - 0 ICMP-rumr: oreer we .. 15.03.2021 14
= SW-B0B02/ILS 92168011 | (Q 05yoyo-T., 1921680160 SNMP Bomouens  Henpowna - SNMP: Sriavienvie He wo...  15.03.2021 14:..
[0 Henpofietitiie nposepicn [& OSNOVO-T...  1821680.160 SNMP Bimouswa  Henpowna - SNMP: 3nauenute He mo...  15.03.2021 14
[F 0SNOVO-T... 1921680160 SNMP Bowouews  Henpowna - SNMP: Sriavienvie He wo...  15.03.2021 14:..
(& 0SNOVO-T... 1021680160 SNMP Bomouews  Henpowna - SNMP: 3uavenvie He wo... 15.03.2021 14:
[Z 0SNOVO-T... 1921680160 SNMP Bowouews  Henpowna - SNMP: Sriavienvie He wo...  15.03.2021 14:.
X

BEeAUTE PETVCTPaLLMOH Hbiii KOA

Berasums s Gydepa ok | [ omera

Puc. 15
4) Haxmunte OK

B cnyyae, ecnu Kknod nponucaH KoppekTHo Bbl  yBuauTte
noaTeepxaeHne peructpaumm. Ecnm knioy nponvcaH HEKOPPEKTHO (owmbku
npu BBOAE), YCTAPEBLUMIA KIOY U TA — NOBTOPUTE BECb MOPSAOK akTUBaLMU

3aHOBO.
14
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7. OnucaHue unHtepdenca NO «OSNOVO Monitoring

System»

Becb nHTepdelic rpadundeckon koHconm MO OMS pasgeneH Ha 6 YacTen:

twin v T o

2—{ OSNOVO

Puc. 16 MHtepdpenc MO OMS

Ne
n/n

HasHaveHue

[naBHOE MeHIo

MaHenb MHCTPYMEHTOB

Cnucok xocTtoB ans MOHUTOpPUHIa

Cnucok npoBepok

MaHenb nHopmaumn

CTtpoka cocTosiHus

N | oo~ W|IN|PE

[MaHenb HaBurauum

(( )) SEC.RU KopoTkuii nyTb K MHcbopmaLmm
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1, 2 F’naBHOE MEHI0 U NaHesNlb UHCTPYMEHTOB

M3 rnaBHOro MeHK nporpaMMbl OCYLLECTBNSETCH BbI30B BCeEX
OOCTYNHbIX (PYHKUMIA NporpamMMmbl, KOTOpble oTobpaxatTca B none «[MlaHenb
WHCTPYMEHTOBY»

M3 nyHkTa meHo ®ann (puc. 17) Bbi3biBaOTCA PYHKLUMK:

1. HacTpouku nporpaMmmel

2. CospgaHue pe3epBHOM KOMUKU HACTPOEK NpOrpaMmbl 1 MOHUTOPUHTA

3. BoccTtaHoBReHWe HacTpoek NporpaMmMbl U MOHUTOPMHIA N3 pe3epPBHON

Konum

4. BbIrpy3ka CTaTUCTUKM NpoBepkn B dhann B opmate CSV
MIB-6paysep (cM. pasgen «8.3 MIB Gpaysep» )
6. Bbixoa 13 nporpammel

o

|0 0SNOVO Monitoring System

Oain v [naskas Xocrsi Mpozepen MoruTopuHr Tpynnes Oruetsr Bua Cnpasca
Hacrpoit Ctl+P
acTpoiiku nporpanet i - e Eg ,:‘{}
= i = . V
Co38Ts PESEPEHYIO KOMUID HACTPOEK Josasmexocr  foGasnms nposepry | YPHETS Mocuotpers  Hacrpoiiku
B . nporpammel AETAMEA nporpamMEl
OCCTaHOBUTE U3 pesepeHOfi KoM
BuirpysuTs cTaruernky npoeepkn 8 CSV. faem.. Munwmagpecx.. Tunnposepki Cocrosmue  Craryc Bpewms oncnia  3wauen!
VO-T.. 1921680160 ICMP-uasr Bimouena  Henpowna - 0
MIB-6paysep... 0-T.. 1921680160 SNMP Brnouema  Henpowna -
0-T.. 192163.0.160 SNMP Brnouera  Henpowna -
Bowon VO-T.. 1921680160 SNIMP Brnouena  Benomwme. -
0-T.. 1921680160 SNMP Benouera  Henpowna -
(& 0osNOVO-T... 1921680160 SNMP Brmouewa  Henpowna -

Pwuc. 17

M3 nyHkTa [NaBHag (puc. 18) Bbi3biBaOTCA (PYHKUMM:
1. CkaHupoBaTb ceTb

[o6aBuTb xocT

Hobasutb NpoBepky

>KypHanel nporpammel

NocmoTpeTb AaTymku

HacTtpoviku nporpammel

o gA~wWN

30 OSNOVOD Monitoring System
i

Daiin ¥ Tnasras HocTwl Mposepkn MeHuTopnHr Tpynnet Oruerel Bua Cnpagka
- = fe

OSNOVO 1% " B 8. 8 %

cable transmission Ckarnposars cemb...  Jobaeutexoct  JoBasnTe nposepky ypHansl ocHoTpETs acTpouki

Puc. 18

16
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M3 nyHkTa XocThl (puc. 19) Bbi3blBAOTCA OYHKLNM:
1. CkaHupoBaTb CeTb

ViMnopTupoBaTb N3 TEKCTOBOrO channa

[o6aBunTb xoCT

MN3MeHnTb XoCcT

Ypanutb XocT

Hawitu xocT B 6ase

3apgaTtb Bpems npocTos

OuncTUTb CTaTUCTUKY

Hactpoutb c6op cTaTUCTUKM

10. MNpoBepuTb NPUHYANTENBHO

11. BknounTb BCE NPOBEPKU

12. OTKMOYNTL BCE NPOBEPKU

13. BblgennTtb Bce XOCThI

© o NG A~®DN

10 OSNOVO Monitoring System

®aiin v Tnasren Koerer Mposeprn Monropur Tpynnes Orems Bua Crpaka

Crarwposars  Wwnopruposarews  AoGaours Mamewnma  Yganums  Hafimxocr Orenmouns sce
D pTupesan A A ¥ Ouuerims cratncrugy..  TposepnTs npuryauTensto Q
TexcToEOrO dhaiina, xocT xoct xoct B 6aze... nposepku

Pwnc. 19

¥ Bomenms bce xoca

M3 nyHkTa meHto [Mpoepku (puc. 20) BbI3biBAKOTCA DYHKLMN:
1. [o6aButb npoBepky

CospgaTb npoBepky No wabnoHy

M3mMeHUTb NpoBepky

Ypanutb npoBepky

HacTtpouTb gencrteng

HacTpouTb 3aBMCMMOCTU 1 Apyrue napameTpsbl

M3MeHUTb MHTEepBan NpoBepKn

M3MeHUTb onncaHmne npoBepKu

OTKNIOYNTL BKOYUTL NPOBEPKY

10 MpoBepuTb NPUHYAUTENBHO

©o NGO A®DN

0 OSNOVO Manitoring System

Qafin ¥ Tnagnan XocTel Mposepku MoHUTOpUHT Tpynnsi OTuetsl Bua Cnpagxa
- ] - ] " Wamennte nntepean .
E H u u W Hactpours peiicrans ol i (D Orenrounms / skntounts nposepky
BoSeeums Cosgare nposepry Vmesute  YaaruTe g HAcTROMTS sasuCuMOCT N [ VstieniTs omucasme  posepHTS npUHyAUTERBHO
nposepky  noWwaBnoWy  NpOBEpKy  MPOBEpKY APYTHE Napamerpe! npoeepki
Puc. 20
7 -
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M3 nyHkTa MeHo MoHUTOPUHT (puc 21) Bbi3biBalOTCA cnegyrolime yHKunm:
MnaHnpoBLLKK 3aaa4

Mpuem SNMP Trap

MoHuTopuHr Syslog

MopknounTses Kk cnyxbe MoOHUTOpUHra

3anycTntb MOHUTOPWHT

OcCTaHOBUTE MOHUTOPWHT

HacTpoliku MOHUTOpPUHra

HacTtpowiku curHanusauum

YnpaBneHue crny>x6oin MOHUTOPUHIa

©o NGO A~®NE

0 OSNOVO Menitoring System

Gaiin ¥ Tnasksa Xoctsi Mpoeepru Monsmopunr Tpynne: Orerei Bua Crpaeca

& Hacrpoiiku 2. Ynp cyxboii
E B8 B Bm

Mpuén SNMP  Momuropunr 3enycrume  Octarosums
1op Syslog MOHITOPHHT MOHWTOPUHT

Puc. 21

TnaHupoB MK 33534 ¥ Hactpoiikn curranmsaupm..,

W3 nyHkTa meHto [pynnbl (pyc. 22) Bbi3biBaloTCH cneayowmne QyHKUMK:
1. [o6asutb rpynny
2. YpanuTtb rpynny
3. TlepeumeHoBaTb rpynny
4. [o6aBuTb BNOXEHHYIO rpynny

0 OSNOVO Monitoring System
@aiin v [naenan Koctel Mpoeepkw MonuTopuar Tpynner Oruetsl Bua Cnpaeka
-

v
JoBasnte
rpynny

Puc. 22

M3 nyHkTa meHio OT4eThl (pyc. 23) Bbi3biBalOTCH cnegyowmne QyHKUMK:
1. XKypHanbl nporpaMmmsil
2. XKypHan Windows
3. OrtyeThbl 1 rpadmkn

0 0SNOVO Monitoring System

Maiin v [naenan KocTel Mpoeepkn MonuTopunr Tpynnel OTuetsl Bug Crpagka
= .8 B,
KypHansl ¥ypran Windows OTuéTel 1
nperpammel rpadmin
Puc. 23
SEC.RU KopoTkuii nyTb K MHcbopmaLmm Cka4aHo c sec.ru




M3 nyHkTa meHto Bug (puc. 24) BbisbiBaloTca cnegyowme yHKUnm:
1. TlaHenb MHOpMaL MK

MaHenb HaBuraumm

[MaHenb nomoLLn

MokasbiBaTb AaTy Ha ocax

TeMHbIn ¢poH

HacTtpouTtb cTonbubl cnmcka NpoBepoK

Moka3blBaTb TOMbKO COOMHbLIE NMPOBEPKM

No oMo

|0 ©sNovOo Monitoring System
Qaiin ¥ InaeHan HocTol Mposepkn MoruTopuHr Ipynnet OTueTs Bua Cnpaska

MaHens nHdopmMaLmm
[[] Mokazeieate 43Ty Ha ocax HacTpouTe cTonBupl CNNCKa NpoBEpeK..,
MaHene HaeuraLmn

[] TemHeiii don [[] Nekazeieats Teneko cHoiiHblE NpoEEpKK
IMaHens nomMoLn

Puc. 24

M3 nyHkTa meHto Cnpaska (puc. 25) Bbi3biBaloTCA cnegyowme pyHKumnm:
1. CopepxaHue danna cnpaskm FAQ

C yero HavyaTb?

YT0 HOBOrO?

O nporpamme

O6patHas cBs3b

TexHuyeckas noggepxka

BeecTu kntou

No oMo DN

|0 ©SMNOVO Monitoring System

Paiin v [naenan Koctel Mpoeepkn Monutoputr Tpynne OTuets Bug Cnpaska

9 @ Cueronauare? e ’x‘ @ ,’t)

OBpatHan TexHuueckan
Cogepxarne 9 Ut HoBoro? Q nporpamme... P
CBA3L noAlepKKa

Puc. 25

Beectn knroy

3. Cnucok xocToB AnA MOHUTOPUHIa

B cnucke moHuTOpuHra B BMOE [epeBa pacnonaratTcsi XOCTbl
(ceTeBble IP ycTponcTtBa), oObegMHEHHbIE B rpynnbl (nanku). Ons kaxgoro
XOCTa MOXHO 3aaTb NPOU3BOSbHOE KOMMYECTBO NPOBEPOK.

Mpn BbIOOpe KOHKPETHOrO XOCTa B AepeBe B CNWCKE NPOBEPOK
OoTOBpaxaloTCsa TONbKO Te NPOBEPKM, KOTOPbIE NMpUHaanexaT aToMy XOCTY.

19
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Mpwn BbIGOpPE rpynnbl B CMCKe NPOBEPOK 0TOBpaXatoTCca BCe NPOBEPKM
cofepxallmxcs B 3TOM rpynne XocToB.

Mo ymonuaHuvio B auctpubytme MO OMS pOobaBneHo HEeCKOSbKO
xoctoB (koHTponnep TMS-01 Cc KOMMMAEKTOM BbIHOCHbIX [ATYMKOB U
kommyTatop OSNOVO ¢ dyHKUMEN MOHUTOPUHra) C npeayCTaHOBEHHbIMMU
npoeepkamu (npeceTsbl), puc. 26

|0 OSNOVO Monitoring System

Oaiin v | Fraskan Xocrst Mposepxu Monwropunr Tpynns Orveres Bua Crpaexa

osvovo & B oW B B %

Kyprans: Mocwmorpers  Hacrpoiikn

AoBaBiTe MPOSEPKY i orpanibi aamamcn nporpanust

[ Orobpamaenoe s xocra  Wun wnm appec xocra  Onmcanme nposepxn 3nauenme napamerpa monntopunra  Craryc
OSNOVO-TMS-OL [192.168 0160 [ osNovo-TMs-01 1921680160 2 Yenewno sasepwmnace
SW;MEW“S 1102198071 (& osNovo-TMs-01 192.168.0.160 Temnepatypa aatumka TMS-STH, *C 2 Yenewno sa mnace
R (& 0SNOVO-TMs-01 1921680160 Omocrenshan naxiocTs sosapa TMS-STH 15 Yenewno sasepumnacs
(& 0sNOvO-TMs-01 1921680160 Hanpaxene numania TMS-01, B 54,22 Yenewimo sasepuumnace
(& 0SNOVO-TMs-01 1921680160 Ceresoe wanpmxenne TMS-SV, B 213 Yenewino sasepuumnacs
(& 0sNOvO-TMs-01 1921680160 Hanwume Oasbi ceresoro nanpaxena TMS-SL 0 Yenewno sasepumnacs

Puc. 26
4, CnNUCOK NpoBepokK

B cnucke npoBepok oTobpaxaloTcs 3anncy NpoBEPOK BblAENEHHON B
Aepese rpynnbl Uy xocTa.

Kak n B cnyyae c npecetamy XOCTOB, MO YMOMYaHUIO B AUCTPUOYTUB
MO OMS pob6aBneHbl 3apaHee CKOHMUIYpPUPOBaHHbIE NpPeceThbl NMPOBEPOK C
onuncaHmem (puc. 27)

|0 0SNOVO Monitoring System

Oaiin v | Fnashan Xocret Mposepxu Monwropunr Tpynne Orueret Bua Cnpaexa

osvovo @ B @ B8 B %

Cramuponams cem... Jobatimaxocr  Jobamurs nporepry P primi sl S
« [ Xocrsi Orobpaxaemoe ums xocra  Mima wnm agpec xocra  Onvcanve nposepiy 3nauenve napamerpa monmtopunra  Craryc

{501 OSNOVO-TMS-01 [192.168.0.160) (& 0SNOVO-TM5-01 1921680160 2 Yenewno sasepumnacs

— NSV S TN & osNoVO-TMS-01 1921680160 Temneparypa aarunka TMS-STH, °C 2 Yenewno sasepuimnace
W Henpoflasitiie nposcprn (&) 0sNOVO-TMs-01 1921680160 OrHocuTensHas snaxwocts sosayxa TMS-STH 15 YVenewmo sasepuwimnacs
& osNovo-TMs-01 1921680160 Hanpmcesne nrasiun TMS-01, B 5422 Yenewro sasepumnace

& osNOVO-TMs-01 1921680160 Cerenoe wanpmxerine TMS-SV, B 213 Yenewno sasepuimnace

& 0SNOVO-TM5-01 1921680160 Hannaue Qasol ceresoro nanpmxesinn TMS-SL 0 Yenewno sasepumnace

Puc. 27
5. MNaHenb nHhopmaummn
Ha wHdopmMaumoHHOn naHenn B ypobHOM Buge oTobpaxaertcsd
COCTOSIHME BblAEeNeHHONM B CNUCKE MPOBEPKM U HEKOTOPLIE ee NapaMeTpbl

Ha 3aknagke WHdopmauusa otobpaxkaeTcss cBogHas MHgopMauus no
BbleneHHON B cnucke nposepke (puc. 28)

20
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| 192.168.0.1: ICMP-nunr
e e e

P
Aapec
By

Vipopraauns Bpews oenmea | Mapamerp worsnopmnca | Bp wa | Cobumm

Pwnc. 28

Ha Bknagke Bpewmsi oTknuka oTobpaxaeTcsi rpadvk W3MEHEHUS BpPEMeHU
OTKJIMKa XOCTa Npu NpoBepke 3a nocrneaHuii vyac (puc. 29).

Bpemn oTknuKs, 38 nocneaKui wac - 192.168.0.1 1 33 nepuoa.

14

[E e

Puc. 29

Ha Bknagke [lapameTrp MoOHWTOpUHra oTtobpaxaeTcs rpaduk W3MEHEHWS
napameTpa MOHUTOpPUHra 3a nocregHui yac (puc. 30)

TlapameTp MOHNTOpUATS, 38 NOCHEmMKA 4ac - 192.168.0.1 [ 3anepwos,

Boewa oTemwa | 1 ra |BpenA npocton | Omar o6 asaphx | Obuwian cramcuia | Coemin

Pwnc. 30

Ha Bknagke Bpems npoctod oTobpaxaeTcs BpeMsi NpOCTOs 3a BblOpaHHbIN
nepuog spemeHun (puc 31)

EBpesa npocion, 3a nepuoa (15.02.2021 - 15.03.2071) - 192.168.0.1

0 4SE00 160000 1S0S00 1GIGO0 161600 162000 162500 1600 16IG00 1640 500 160000 160500 161000 161500 182000 162500 163000 183600 1G4OOC 184500

Moanme  [Fagems = =1k T

Vidpopassiptn | Bpests orommes | Mapssierp owwropunrs | Bpews npocroa | Oruer of sespaas | Ofujss cramucrics | Cobumis

21
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Ha Bknagke OtyeT 06 aBapusax otobpaxaetcs B Buae tabnuusl Hopmauus
06 aBapusix ang BeibpaHHOro napameTpa MoOHUTOpUHra (puc. 32)

OT4éT 06 aBapuAx

Vimn xocta AgpecxocTa Tun xocra Tun nposepkn Onucanune Bpema Hayana aea.. Bpema BoccTaHoe..  Bpewma npoctos ¥eegomneHua
OSNOVO-TM...  192168.0.160 Kemnerotep ICMP-nukr 1502.202111:3545 15022021 16:54:56 54, 19 mmn, 11 c..
Mokasate | 3a e - << ||>> Bpems npoctos nemenee 600 (& cex.
Whpopmaums  Bpews otkanka | Mapamerp monntopunra | Bpewms npoctos  OTuéT 06 asapuax | OBLuas cratncrika | CoBbina
Puc. 32

Ha Bknagke O6uiaa crtatuctvka otobpaxaeTtca B Buae Ttabnuupl (puc. 33)
CBOAHasa MHopmaums 0 NpoBepKe:

v/ 4MCIO yCreLlHbIX 3aBepLLEHWIA MPOBEPKMY;

YMCIO OTKA30B;

KONMMYEeCTBO MepepbiBOB B MpOLEeccCe MOHUTOpPUHra (BO BpeMms
OCTaHOBKM CIy>XGbl MOHUTOPWHra);

obLiee BpeMsi NPOCTOS XOCTa;

obLee KONMYecTBO 3HAYEHWNI CTaTUCTUKN;

KONMYeCTBO OLINGOK onpoca CeHcopa;

[AaTa Havana 1 garta KoHua cbopa CTaTUCTUKM.

ANERN

SRR

06uyan craTucTuka - 192.168.0.1
Mepepoizos .. Ofuee spenn
0 2,

Xoer Mposcpra
SW-80802/1LS (192168.0.1) ICMP-rur

Noxasats (3 gens - << a» 3a BeCh NEpUOA PABOTEI NPOTPaKIMEI

Wndopmayus | Bpemn ornmra | Mapamerp monntopura | Bpews npocton | Oreér o6 asapusx | OBues crarncmics | Cobemms

Puc. 33

WHbopMayuoHHYI0 naHeslb MOXHO cripsmamb, CHS8 2allky C [yHKma
enagHoeo MeHto Bud / MNaHenb uHgopmayuu.
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6. CTpoka cocTosiHuA

Hebonbloe none BHWU3Y uWHTepdpernica rpadudeckorn koHconu 1O
OMS oTo6Gpaxatowiee obliee KONMMYECTBO XOCTOB U CKOH(PUrypupOBaHHbIX
ANs HUX NpoBepok (puc. 34)

Higepu s | Mapamsery wrarogunrs | Bpeses npocres | Graee of ssspunns | Ofiuss cramncries Coms

Puc. 34
7. NMNaHenb HaBurauumn

Ecnu npoBepok B cnncke o4eHb MHOTO (Tak, YTO OHM HE YMELLalTCs B
BMAOMMOWN 00nacTu cnucka), nepexos K HAM MOXHO JTerko OCyLLeCTBUTb Yepes
naHenb Hasuraumu (puc 35, none BbliAeNEHO KpacHOW paMKown)

Mo cyTn, NnaHenb HaBuraumm SBNSIETCA YMEHbLUEHHOW KOMWEen crnmucka
npoeepok. [MaHenb HaBuraumm NO3BOMSIET BOBPEMS oTpearMpoBatb Ha cbown
NPOBEPKN, T.K. BblOENEHHas KpacHbIM LBETOM 3anunCb Cpasy CTaHOBUTCSHA
BMAHA, HECMOTPS Ha TO, YTO HAXOAMTCS BHE BMAMMOW 30HbI Cn1cKa.

Vedopunss Bptam crunees. Ilapaerp omeropunts  Bpeus opecten Ot o6 sapms Db cravcrns  Cebumen

Pwuc. 35
lMaHernb Hagu2ayuu MOXHO Crpsimamb, CHSI8 2allo4Ky y fyHKma arnasHo20

meHro Bud / lNaHenb Haguzayuu.
23
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8. NMNoapo6Hoe onncaHne OCHOBHbIX (PYHKLUN U
Bo3MoxHocTen MO «OSNOVO Monitoring System»

8.1 Co3paHue cnucka XoCcToB ceTu

Cnncok XoCTOB (CeTeBbIX YCTPOWCTB), [AOJ1si KOTOPbIX B AalbHenwem
GyOyT CKOH(UIypMpOBaHbl MPOBEPKU, CO30aeTCsl HECKONbKUMM criocobamu:

1. C nomoLubio «Mactepa CKaHMPOBaHUSA CETUY
2. BpyuHyto yepes nHCTpymeHT «[Jo6aBuTb XOCT»
3. [lo wabnoHy Yyepes COOTBETCTBYIOLUNA MHCTPYMEHT.

A B Oucmpubymue O OMS 8 crniucok xocmoe 0obasrneHbl 3apaHee
CKOHbuaypupogaHHbie xocmbl — KoHmporsinep TMS-01 ¢ Habopom dam4yukos
u kommymamop OSNOVO ¢ gyHKkyuel MOHUMOPUHaa napamempos. Takxe
CKOHGbuaypupoeaHbl OCHOBHbIE rPo8ePKU Or1si amux xocmos (puc. 36)

10 OSNOVO Monitoring System
sin

v [fnsskes| docm  Mposepor Moo pymess

F S ——

S-STH °C 2
o sosgpa TMS-STH 13
3

1921680160
1921680260
OSNOVO-TMS01 1921680160

DDDDOE
zsgzse

sespuss | Obuian cramwcrura Cobem

Puc. 36
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8.1.1 MacTep ckaHUpPOBaHUA ceTH

UTo6bI BbI3BaTb MacTep ckaHMpoBaHusi ceTu Heobxoammo BbIbpaTb
BO BKragke [maBHasa nHCTpyMeHT CkaHmpoBaTh ceTb (Takke aybnuposaH B
BKnagke XocThl), puc. 37-38

|0 OSNOVO Monitoring System
Oaiin v Xoctt Mposepxu MoHuropuHr Tpynnsi Oruerl Bua Cnpasxa

osnovo | 5 | B w B B %

Cranmposars cer.. | [oGasnmuxoct  [oGasurs nposepry  \IPHIE! Flocuorpen.:: ‘Hacrpohiy
nporpamist aaTaMku nporpanubi
4 [ Xoctsl Orobpaxaemoe uma xocra  Mims wam agpec xocra  Onucanme nposepky 3Hauenve napameTpa MOHUTOPUHTa
= SO\ZNSQ';ZT Ng“i g[;glz:x‘lm] & osnovo-TMs-o1 1921680160 2
e U s & osNovo-TMs-o1 1921680160 Temnepatypa aranka TMS-STH, °C 2
L Tl (& 0SNOVO-TMs-01 1921680160 OrHocuTensan BraxHocTs Bosayxa TMS-STH 15
& osNovo-TMs-01 1921680160 Hanpsoxeniie nutania TMS-01, B 54,22
& osNovo-TMs-01 1921680160 Ceresoe Hanpaxenme TMS-SV, B 2313
& osNovo-TMs-01 1921680160 Hanuume Gassi ceresoro Hanpaxenna TMS-SL 0

[0 ©SNOVO Monitoring System
| ®sitn ¥ Fasswan Mposeprn Moruropunr Tpynnsi Oruersi Bua Cnpaska

@ T ! n Q, B wenspemmocon. I3 (1 P @ Bemous oce nposcpr

CkaHupoeats | MMnopTuposats nz loBagute  Wsmenute  Yaanute  Haiitn xoer OmenroumTe sce
P pruposaT A ” W Ouncrirs cratucTiiy.. o TIpOBEpUTS NpMHyANTENbHO Q
Texcrozoro daiina xoer xocr e s bae nposepin

Puc. 38

{¥3 Bienums ece xocn

[ns noncka ceTeBbIX YCTPOMCTB (XOCTOB) MacTep ucnonb3yet 2 cnocoba
CkaHupoBaHus ceTtu (puc. 39):

1) CkaHvpoBaHue auanasoHa |P agpecoB — AaHHbIW cnocob nossonsieT
OOHapyXuUTb MakcumaribHoe KONnMYecTBO YCTPOMCTB M obnagaet
crnegylowuMmn NpenmyLLLecTBamum:

— MHOrOMOTOYHOCTb, 4YTO  obecneuyvMBaeT  BbICOKYIO  CKOPOCTb
CKaHMpPOBaHUS AMana3oHa;

— No3BOMAET OnpeaensaTb pasfuyHble BUAbl YCTPOWUCTB: MPUHTEpHI
(nokanbHble 1 ceTeBble), KOMMYyTaTOphI, Xabbl, cepBepa, cepBepa 6a3
AaHHbIX, poyTepsl, WiFi Toukn goctyna v 1.4.;

— TMpuUMeHsieT cpa3y HeCKOmNbko 3pdEKTUBHBIX CMOCO6OB Mnoucka
ycTponctB B cetu (ICMP-nuHr, ckaHupoBaHue cnucka TCP-noptos,
ARP-3anpochl);

— nosBonseT nonyyaTb WHQopmaumo un3  yctponcts no SNMP
(kommyTaTopsl, npuHTepbl, WiFin 1.4.);

— MO3BONISIET CKAHMPOBATb Cpa3y HECKONbKO AnanasoHoB IP-agpecos.

Ecnu y eac 6onbwas KOMMymupyemasd cemb, mo peKomeHOyemc;v
ucrnonb3o08ames 3mom crnocob CKaHuUpoB8aHUH.
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2) VMNopT w3 CceTeBOro  OKPYXeHuUs — [aHHbIn cnocob paboTaet
HECKOIbKO BbICTpee, HO He BCe YCTPOMCTBA MOryT ObITb HalAEeHbI.

MacTep CKaHUPOBaHHA ceTn
HaitamTe Bee ycTporcTea Baweid cetu!

MacTep MOMOraeT GbiCTPO H MeTko OBHAPYITL XOCTH Baluef CeTy, ACBABHTS HX B CTHEOK MOHITOPIHT,
C0348Te MPOBEPKIN N0 YHOHGHIO.

BoibepyTe cnocob oBHapyxeHns XOCToB B ceTh

@ Ci IP-agpecos A1)

1 TMo380RAET OBHAPYAKNTE MAKCHMAEHOE KONMMECTED YCTROIACTS,
enpeaennTs 1 TN,

2 WMNopT ns ceTeBoro okpyXeHus

BbicTpbiii cocoB, HO He BEe yCTpoiicTaa MOryT BbiTh HaACHE!

<<Hazan | [ fancer> e
Pwuc. 39

anI NMIMNOpPTE U3 CETEBOIO OKPYXEeHUA HeobxoQMMO Ha nocneayrwmnx
warax MaCTepa crnegoBaTtb €ro noacka3kam.

I'Ipou,e,u,ypa npouecca CkaHnmpoBaHnA AnManas3oHa apecoB onncaHa HWXe.

War 1. 3agaHue gunanasoHa IP agpecos (puc. 40)

Ha nepBom ware 3apalTca [OuanasoHbl ckaHuposanus. [lpoueaypa
BbINOMHAETCA B HECKOIMbLKO 3TamnoB:

1. B nomnsx HavanbHbili adpec n KoHeyHbIl adpec BBOOATCH rpaHuLbI
CkaHupoBaHWs noaceTu. [Ing aBToOMaTN4Yeckoro onpeaeneHms
AvanasoHa BO3MOXHbIX afjpecoB Ballel ceTu HeobxoamMmo BbibpaThb
TeKyLwun ceteBon MHmepghelic

2. lMocne 3anonHeHus nonew agpecoB HEOO6XOANMO HaXaTb KHOMKY
Jobasumpb, nocne yero BbIbpaHHbIA AnanasoH 3aHeceTCsl B CNCOK
CKaHVMpyeMbIX Uana3oHOB. YAanuTb Auana3oH U3 Crncka MOXHO
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Ha)xaTMem COOTBETCTBYHOLLEN KHOMKN Ydanume. [1ns Toro 4tobbl
AnanasoHbl B Cnucke Obinn NpockaHMpoBaHbl, HE06X0AMMO BbiAENUTL
MX rankowm.

3. Haxartb kHonky Janee, 4to6bl neperitu k LWary 2

MacTep ckaHMpOBaHHA CeTi

War 1 vz 4. 3aaaHne ananasora IP-aapecos

B nonmx "HauaneHeiit aapec” u "KoHeuHsIii 3apec” BEOARTCA rpaHMLis! CKEHIPOBZHIA CeTi. /17 38TOMATUHECKOTD ONPEAENEHIA AHANa30HE
BaLLIE CeTH HEOBXOAMMO BEIBPATE TeKyLLWil CETeBoi MHTEpEiic.

Wrrepdeiic
‘ Realtek PCle GBE Family Controller #2 - [192.168.1.72] -

Havaneneiii agpec Koreunsiii aapec

192 168 1 1 192 168 1 254 NoBasuTe.

Auanasonsi
192168.11 - 192.168.1.254

Yaanute

[ copasea | [ <<Hasan | [ Hence=> | [ Owmera

Puc 40
LWar 2. 3agaHue cnocoba 1 napameTpoB CKaHMPOBaHMWS
MacTtep npegocTtaenseTt ans Beibopa 4 cnocoba novncka yCTPOUCTB B CETU:

1. ICMP-nuHr (puc. 41)

MapameTtp Kosudyecmeo rnakemoe oTBedvaeT 3a uucno ICMP-naketos,
OTNpaBnsieMbIX NPOrpamMmmMoNn Mo KaaoMy CkaHupyeMoMy agpecy. B ceTsix
C BbICOKMM TpadMKOM OOHOro naketa MOXeT ObiTb HeJoCTaToOvyHO Ansi
nofny4YyeHnss OTKNMKA OT cywecTBylowero xocta. B atom cnydae
pekomeHayeTcsl 3ajaBaTbh He MeHee 3-4 NakeToB.
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LWar 2 13 4. 3aaaHne cnocoba M NapaMeTpoB CKaHUPOBaHUA

Uew BonbLue IPOTOKONOE W MGPTOB B8IBpaH0, Te BobLLE YCTPONCTE BYACT HAIAEHO, HO 3TO YBEMUMT BPEMA CKAHVPOBHNA. ﬁ

Cnocobbl 06HapyXeHNA XOCTOR ICMP-nunr
7] Bmonsams ICMP-musr

ICMP

~
Maxeros 1 s

ARP

[JlononsvTensHble NapaMeTpsl

[ cropasca | [ s<hasan | [ Hanees> | [ Omuewa

Pwnc. 41

2. CkaHupoBaHuWe YCTPOWCTB, NogaepxunsanLLmx npotokon SNMPv3
(puc. 42)

Heobxogumo B ctpoke Community unnu Username 01 SNMPv3 ykasaTb
HeobxoauMble OaHHbIE B CMHTakcuce npotokona SNMP.

Mo nonyyeHHo no  SNMP  wHdopmaumm  Mactep  moxeT
ngeHtTuduumpoBsaTe KOMMyTaTopbl (switch), xabbl, poyTepbl, NpUHTEpHI,
WiFi Toukun goctyna, paguopoyTtepsbl 1 T.4.

Mpu nowucke ycTporctB ¢ aktuBHbiM SNMP-areHTom MacTtep
NnbiTaeTcs MOAKIIOYMTBCA K OYepedHOMY afpecy, WUCMOonb3ys 3adaHHble
umeHa coobuectB (Community). 3T nmeHa MoryT ObiTb MEepPeYnCrEHbI
yepes 3anatylo B none Community wunu Username. Haubonee
pacnpocTpaHeHHbIMK,  3adaBaeMbiMM MO  YMONYaHWIO, UMEHaMu
coobuecTs aBnsitoTes public, private, rmon.

Ecnu Bbl yBEepeHHbl, YTO Ha BaluMX YCTPOWCTBaX 3adaHbl Apyrve
UMeHa, HeoOX0AMMO yKasaTb MX B CMMCKE.
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LWar 2 u3 4. 3agaxve cnocoba 1 NapaMeTpos CKaHUPOBaHMA

Yem BoAbLUE NPOTCKOACE M NCPTOE BEIBPaHE, TEM BonbLUe YCTPORCTE BYAET HARAEHD, HO 3TO YBENWYWT BPEMA CKAHMPOBAHNA, ﬁ

@ Crocobkl 06HapyKeHUs XOCTOR Monyuenwe nHdopmauky no npotokomy SNMP

Momck yerpoiicTe ¢ SNMP nossonaet HaiiT KomMMyTaTOPE! 1 APYFOE SKTHBHOE CETEBOE
oBopyaoeaHue.

IcMP

Nowck yetpoiicte ¢ SNMP (kommyTatopel, poyTepsl, WiFi)
SNMP

Community wan username:: gna SNMPv3

TCP ‘publ\'c,pr\'vate,rmcn | I Mapamerper SNMPY3... I

ARP ) Moackaska no sanonHeHio

ﬂDI’IDJlHMTEJIthIE napameTpbl

Puc. 42

3. CkaHupoBaHue cnucka TCP noptos (puc. 43)

Ons ckaHwpoBaHus TCP-nopTtoB Heobxoanmo 3agatb CAMCOK NOPTOB, NO
KOTOpbIM YCTPOMCTBA MOryT ObiTb HanmgeHbl B ceTu. Cambivu
pacnpoCTpaHeHHbIMU OTKPbITbIMKM NopTamn B ceTsix Microsoft asnsatoTcs
139 (NetBIOS), 21 (FTP), 80 (HTTP).

A BA>XHO! lMNpu ebibope memoda ckaHUposaHusi nopmosg Heobxodumo
ydumsbigeame, 4mo eawu Oelicmeusi 8 6onbWUHCMEe Ccrly4aee Mo2ym
pacueHueambcs 6paHOMayspaMu, Kak amaka U roenedb 3a cobol
coomeemcmasyowue nociedcmeust.

Kpome atoro, OC Windows XP u Bbille He NO3BOMST OOHOBPEMEHHOIO

CkaHupoBaHus rpynnbl  TCP-nopToB M Ha ypOBHE [ApariBepoB
WCKYCCTBEHHO 3amMeasisiioT NpoLecc.
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MacTep CxamipoBaHIs cemt X

War 2 w3 4. 3aaaHwe CNOCOGA W NAPIMETPOB CKAHPOBIHMA

- — I

@ CHOCOBA OGHADYXEAA RICTOR Moakaiouerwe k TCP-nopram

[¥] Cranmpoears TCP-noprat

flononuuTesHbie napaMeTpe

BHMAHME! C;

Puc. 43

4. ARP-nuHr (IP>MAC), puc. 44

ARP-3anpochkl 3aknto4yaroTcsa B nonbiTke onpegeneHns MAC-agpeca xocta no
ero IP-agpecy. Ecnu MAC-agpec moxeT ObITb nonyyeH, Mactep nomeLiaet
OaHHbIN XOCT B CMIMCOK pe3ynbTaToB Nnoucka.

CywiecTByeT BEPOSITHOCTb, 4TO MporpamMMa  MOXET  HalTu
HecyLLecTByOLWME XOCTbl. [leno B TOM, YTO Ha KOMMYTatope B afpecHOi
Tabnvue MoryT octaBaTbCs yCTapeBLUMe UMK 3ape3epBUpOoBaHHble 3anucu. B
3TOM crnyYae crnefyeT NPoCTO CHSATb C HUX Franku B OKHE pe3yrbTaTos.

WWar 2 w3 4. 3ananve cNOCO6a M NAPAMETPOB CKAHNPOBAHHA

Uewm GonbLue npoToxonos powCTE Gyaet nadaenc, ¥ ﬁ

@ Cnocobi 0BHAPYXeHNA XOCTOR Tlowcx no ARP

Mporpasins numserca onpeaensims MAC-agpec xocToe 1o wx [P-aapecy s $88HHOTD Ausnssons.
I op

ICMP-rusrom.

¥ Wcxams xocrei ARP-sanpocamm

LononHuTentHbie NapaMeTpsl

[Copanea | [ << | Omens
Puc. 45
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B [ononHumeneHbix napamempax (puc. 46) pna  Bcex cnocobos
CKkaHMpoBaHUS Heobxooumo 3agaTb Bpemsa oxuaaHus oTBeTa — BpeMsi, B
TeyeHue koToporo MacTtep OyZeT xaaTb OTBET OT CKaHMPYEMOro XocTa

MacTep CKaHMPOBaHHA CETH x

LWar 2 u3 4. 3aaanue cnocoba W NapamMeTpos CKaHUPOBAHWA

Uen BonbLuE NPOTOKOAI08 1 NOPTOB BEIBPaHO, Tem BoMbLLE YCTPOICTS BYAET HalilEHD, HO 3TO YBENNHMT BPEMA CKaHUPOBaHIS, ﬁ

AOI'IOJ'IH WTENbHbIE BO3MOMXHOCTH NOUCKa

@ Cnocobbl 06Hapy>XeHWA XOCTOB

MporpammMa yMeeT noy4ats NoAesHyo MHGopMauwio o6 yCTPOACTEaX, ONPEAENATE X THN,
0BHaPYKHEETE NPUHTEPEI.

IcMP

D On PEAENATL CETEBLIE W NCKANLHLIE NPUHTEPLI
AL [7] Monyusts aon. urdopmauma o xoctax yepes NetBIOS

TCP [T Viekate Kamepel BUaecHaBnoaeHna no RTSP

ARP

BpeMH OXW4aHWA OTEBETA
[NlononHutensHole napameTpbl

~

2000 mc

[ Cnpasxa ] [tthqﬂ ]l Janee »» I [ Otmena

Puc. 46

Ecnu B Bawewn ceTn ecTb cepBepbl Ne4YaTn Unu ceTeBble NPUHTEPHI,
MOXHO 3ajaTb MX MNouck. ODYHKUMA Takke MOXET HaWTU JoKanbHO
NOAKITHOYEHHbIE K KOMMbIOTEPAM MPUHTEPDI.

MacTtep MoxeT aBTOMaTU4ECKM HAWTU BCe cepBepa, cepsepa B[l B
ceTu, NoNyYnTb APYryto NonesHyr MHPopMaumio O HangeHHbIX KOMMNblTepax
(tvn OC, koMmeHTapui m T.4.). Ona 3atoro Heobxooumo BbIGpaTh OMuuio
«lMonydyams Oon. uHgopmayuto Hepe3 NetBIOS». ®PyHkuma bypet pabortaTb
TONMbKO B TOM cny4vae, ecnu npotokonn NetBIOS paspelleH nonutukon
6e30nacHOCTM Ha BalLleM KOMMbIOTEPE U KOMMbIOTEPax Ballew ceTw.

Tawke pgoctyneH nouck IP kamep no npotokony RTSP. [na storo
OTMETbTE NMYHKT «¥ckamb kamepbl 8udeoHabnodeHusi no RTSPy.
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LWar. 3 NMouck n ot6op XOCTOB AN BHECEHMS B CMMCOK MOHUTOPUHra (puc. 47)

MacTep cKaHWpOEAHWMA CETH x

Lllar 3 u3 4. Nowck v 0THOP KOMNLIOTEPOB ANA NOMEILIEHHA B CIMCOK MOHMTOPMHIA

1P-agpec MAC-aapec Mponssogurens aganteps  DNS-nma Tunyctpoiicrea  Mpunrep SNMP-ares Hailaen no...
192.168.1.100 00-13-8F-A1-B.. [Asiarock Incorporation] boss KomneroTep - - ICMP
192.168.1.152 88-33-2E-1D-2...  [Intel Corporate] DMITRIY Kouneromep - - ICMP
192.168.1.153 0 = ALEX Kosinsiotep - - ICMP

192.168.1.1 28-28-50-C5-..  [ZyXEL Communication... Poyrep ICMP

RREE

98%

CraHMpoBaMWE ZMaNa30Ha 33PECOs... Cnpaeka

Puc. 47

Mpouecc ckaHMpoBaHWS HaYNMHAETCH He3aMeanuTensbHo.

CHavana ocywecTBnseTca nonbiTka OOHapyXeHns CceTeBbIX MU
noKarnbHbIX NPUHTEPOB. JTa npoueaypa MOXeT 3aHMMaTb NPOAOIMKUTENbHOE
BpEMS, B TEYEHME KOTOPOro nporpamma MOXET He OTBevaTb Ha 3anpocbl u
OyaeT HegocTynHoW kHonka « OcmaHosumb .

Nocne aToro nponsBoaMTCA NOUCK YCTPOUCTB Mo npoTtokony NetBIOS,
YTO TaKKe MOXET 3aHSATb Kakoe-TO BPEMS.

lMocne BbINONMHEHUSA OBYX MOArOTOBUTENBHbLIX Mpoueayp nporpamma
Ha4MHaeT HemnocpeAcTBeHHbIN nepebop Bcex |P-agpecoB  3agaHHbIX
u3HayanbHo AuanasoHoB. O xode npouecca curHanuaupyeT WHAWKaATOP
nporpecca M Hagnucb B HWKHEM neBom yrny Mactepa "CkaHuposaHue
duana3oHa adpecos...".

Xoa npouecca CKaHUPOBaHWSA MOXHO OCTaHOBUTb, HaXaB KHOMKY
«OcmaHosumb ».
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HalgeHHble B npouecce CKaHMPOBaHMSA XOCTbl MOMELLATCH B CIUCOK
pesynbtatoB. CyllecTByeT BO3MOXHOCTb W3MEHEHUs Tuna HaWgeHHOro
YCTPOWCTBa MPSIMO U3 OKHa pe3ynbTaTtoB. [And aToro Heob6xoaAMMoO BblAENUTb
Tpebyemylo 3anucb (OOMycKaeTCsl MHOXECTBEHHbIA BbIOOp) M  BbI3BaATb
KOHTEKCTHOE MeHI0. B 3ToM MeHo Heobxoammo BbibpaTb yCTaHaBMNMBaeMbIi
TMN YyCTPOMWCTBA.

Ons Ttoro 4ytobbl MOMECTUTL B CMMCOK XOCTOB HE BCE HaMAeHHble
YCTPOWCTBA, NpeanaraeTcs OTMETUTb XXenaemble YCTPONCTBA rankamu.

KHnonkn «Ommemumsb ece», «BbiOeneHHble», «Heepmuposamp»
nomMoralT NPOBOAUTE MHOXECTBEHHbIV BbIOOP YCTPOWCTB.

MoXXHO onepaTMBHO BbIFPY3UTb BCH MOMyYEHHYO MHQopMauuo B
CSV-paun. lpm atom, B oOT4eT ©OyayT nomelleHbl W NapameTpbl
CkaHupoBaHus ceTu. [Anga Bbirpy3kun Hpopmaumnm HeobxoaumMo HaxKaTb KHOMKY
«Omyuyemy».

Mocne 3aBeplueHUA npoLecca CKAHMPOBAHWUSI HYXXKHO MEepenTtn Ha
3aBepLUAOLLMIA LWar, HaXaB KHoMKy «[Janee >>».

LWar 4. BHeceHne XoCTOB B cnUCOK (puc. 48)

Macrep cranmposasin cem ®
LLiar 4 13 4. TIOMELLIEHWE XOCTOB B EMWCOK.

KocTe BygyT NOMELLEb! § Y38N CANCK MOHMTOPMHIA:
10 -
[ Aosasurs ronsks Hossie

M acBa XOCTOB & CAMCOK Mt ByayT Haznaw
CMP-rusir, Bet mowete oBiasurs ¢

 8IBUPSETER WCXOAR WS TOFO, KK Boun oBHAPyXEN

xoct, Yact ryrr mesiro “Mposepin | JoBsents nposepry

B kauecTee MMeHM (aapeca) X0CTa WCNoNb3oBaTE
(@) IP-agpec

(O DNS-umn

[ Ov6pacsimams DNS-cydduxe y nmesn xocra

MOHWTOPMHT XOCTOB BLINONHAET CEpPBED:
Defautt Server (localhost) ~

el [ =

Pwnc. 48
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Ha stom ware Mactep npegnaraet 3agaTb CYLECTBYIOLWNA Yy3en
(rpynna XoCTOB) cnucka MOHUTOPWUHra, B KOTOpbIM ByayT MOMeLLeHbI
HanaeHHble XOCThbl.

Mepen nomelleHMeM HaWOEHHbIX XOCTOB B CMMCOK MOXHO 3adaTtb
OONONHUTENbHbIE NapameTpbl:

e MoXHO ykasaTb, YTO UCMONb30BaTb B KA4ECTBE MMeHU (agpeca) xocTa
- IP-agpec yctporctBa wunu ero DNS-umsa. [Ona ceten c
AvHamMu4eckum pacnpegenenvem IP-agpecoB Heob6xooumo BbIbpaTb
DNS-ums, T.K. 3TOT aTpubyT B AaHHOM cny4dae ByaeT nocTosiHHbIM. B
ceTdAx co cTatudeckumu |IP-agpecamMm MOXHO ykas3aTb B KayecTBe
nmeHun IP-agpec yctponcrtaa.

e OrtbpacbiBatb DNS-cyddukc y umeHu xocta. B kavectBe uMeHU
xocta Mactep MoxeT wucnonb3oBaTb onpegeneHHbie DNS-umeHa
YCTPOMCTB. YacTo Takme uMeHa WuMerT cydduke, Hanpumep,
mary.dep1.orgname.com. [lpu BbIGOpe pAaHHOrO napameTpa WUMS
xocTta bygeT mary.

Mocne HaxaTusa KHOMKN «[0mMoeo» HaAeHHbIe XOCTbl MOMELLATCH B
BblOpaHHbIA y3en. Vim aBTOmMaTMyeckn HasHadatoTca nposepku (TCP, ICMP
unn ARP).

8.1.2 lo6aBneHne XOCTOB BPY4HYHO

YUTtobbl [obaBWTb XOCT B CMMCOK BPY4YHYO 6€3 MCrnonb3oBaHus
MacTepa ckaHupoBaHUS ceTn nepenanTe Ha Bknagky «Xocmsbi» 1 BblbepuTte
WHCTPYMeHT «[Jobasumb xocm», puc. 49.

0 OSNOVO Monitoring System
Qaiin v Tnaeran Mposepku MoHHTOpHHT Tpynnel Oruerel Bua Cnpaeka

== Hacrpoums c6op
; | Q = o

Crannposats  Uunoprapoears ws | [ JoBaenms Haiim xocr

b {¥} Boennms oce xocrer
cers. rexcrosoro Gaiina.. xoer ® Baze..

Puc. 49

Kpome Toro, 4o6aBWTb XOCT B CYLLIECTBYIOLLYIO IPYMNMNy MOXHO uHade (puc. 50):
1) BblgenuTb B cnvcke XOCTOB rpynny
2) BbIi3BaTb KOHTEKCTHOE MEHIO MPaBOW KHOMKOW MbIlM M HaxaTb
«[1o6aBuTb XOCT»
3) BBectn Heobxogmmbie napameTpbl. Obs3aTenbHbIM SABMASETCS UMS
XOCTa Unu ero agpec.
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0 OSNOVO Monitoring System

Daiin ¥ [naeHas XocTel Mpoeepki

| 9 € Cuero navars? O

CopepxaHue 9 Yro Hogoro? O nporpamme...

fli
X
4 % =2 Mepenmenosars rpynny peme
= || "B JoBaswTe xocT Ctr+H |[OT
0-Tt
B Hel Cosgats xocT no wabnony B
W3l CkanupoeaTs ceTh... o1
0-T!
i foBasuTe rpynny Ins ¥O-TI
[loBasms Bno3KEHHyo rpynINY 02/1L
5% YaanuTe rpynmny 02/1L
MepenecTi Ha yposeHs sbilue 24
i02/1L
02/1L
BuigenuTs ce xocTl 021
CoepryTs 8cé 021
PaseepHyTb BCE 02/1L
‘ ‘ TS SWB0E02/IL
i et
Puc. 50

OnncaHne napameTpoB 406aBNsSEMOro xocra.
Bknapgka «OcHogHble» (puc 51):

1. Wmsa unu agpec xocTa
Wms komnbloTepa B cetv unmn ero |P-agpec. 3HayeHve paHHOro nons
SIBNSIETCS BXOAHBIM NapamMeTpoM Anst YHKLUIA nporpaMmei.

2. Otobpaxaemoe nvs
Mo ymonyaHuio B KayecTBe HaAmuCK y3na XocTa B [epeBe BbiCTynaeT ero
agpec wWnuM ceTeBoe MMsS. TeKCT y3na MOXHO M3MeHWUTb, 3adaB ntoboe
)Kenaemoe MMsi B 3TOM Mnone.

3. Twn
Tun ycTpoWcTBa CNYyXUT AONsi BU3yanbHOro pasferieHnst XOCTOB B JAepeBe.
Kaxkabln TN conpoBOXAaeTCs YCNOBHBIM 3HAYKOM-MUKTOrPaMMOW.

4. MAC-agpec
lMporpamma MOXeT pearnpoBaTb Ha pes3ynbTaT MPOBEPKU NyTeM BKMAYEHUS
KomnbioTepa. [ns ycnewHon paboTbl yHKUMM BKMKOYEHMS KOMMNblOTEpPa Mo
cetn (Wake on LAN) Heo6xooumMo ans Kaxgoro xocta oguH pas 3agate MAC-
agpec ceteBoro agantepa. MAC-agpec MOXHO MOMyYnTb aBTOMAaTUYECKU Y
BKITHOYEHHbIX XOCTOB MO0 BBECTU €r0 BPYYHYIO.

5. IP-agpeca
MopoepxnBaetcsa xpaHeHne IP-agpecoB xocTa.
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Msmennts ceoficTea xocTa x
El rMapameTpbl XocTa OCHOBHBIE NapaMeTpel XocTa
M saw agpec xocta 1P-agpeca
llocathost 127.00.1
OcHoBHbIE | 192.168.1.1
[] O6+oBum: azpec xocta & HacTpoiicax monuTopuHra
Yaanume
MOHMTOPMHI
Otobpaaenios uma Onpegenvms
3aN/aHMPOBaHHbIF NPOCTOi [locaihast |
SNMP tun =
|.u Kounsiotep v‘
CratvcTura =
KommerTapuii MAC-aapec
Monysmre
oK Oraena

Puc. 51
Bknagka ceoncte gobasnsieMoro xocta « MoHumopuHa» (puc. 52).

B uensx CHWXeHus ceTeBOW Harpysku, MOXHO BbINOMHATL HE BCe
NPOBEPKN XOCTa, a TOMbKO NEpPBYIO.

K npumepy, ecnn nepsow nposepkon ctouT ICMP-nuHr xocta, 10
MOXXHO He 3anycKkaTb OCTarbHble NPOBEPKX, eCNN OH He npoLwén. N HaobopoT,
ecnu nepsas NpoBepka Kakoro-nMbo cepBuca He MPOXOAMT, TO nporpamma
MOXeT 3anycTuUTb ocTanbHble, Ans 6onee AeTanbHOM ANArHOCTUKW.

MNapameTpsl MOHUTOPHHTA
] napametpei xocta PameTp! P

B L4enAIK CHIKEHIR CETEBO HATPYSKW, MOXHO BLINOAHAT HE BCE NPOBEPKH XOCTA,  TONBKO Nepayio. K npumepy,
ecnm nepeoii nposepKoit cranT [CMP-MHT XOCTa, TO MOHO HE 33MYCKATE OCTaNEHBIE MPOBEPKH, ECAM OF HE
fpowen. 1 HaoBopOT, ECTN NEpBaR NPOBEPKS KIKOTO-TNBO CEPENCa HE MPOXOANT, TO MPOTPAMMA MOXET 3aMyCTHTS
OCTanbHbie, 15 BONEE ACTAALHOM AWFHOCTIKH,

OcHoBHble

MoHUTOpMHT He BLINONHATE OCTaNbHbIE NPOBEPKY M3 CRNCK3, ECAM...

5 ..nepean npowina
3annaHMpoBaHHbIA MPOCTO .mepBaR He mpoLns

O He sa6yaste sagats napamerp "Mepean nposepka & Ciucke” & CEOJiCTEaX NPOBEPKN 3TOMO X0CT3

SNMP

Cratuctvka

KommerTapuii

# OBuwe HacTpoiiKn MOHUTOPUHIa...

;. QBuwwte HACTPONKN CHTHANHSALMN...

Puc. 52
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Bknapgka cBoiicTB fobaensiemoro xocta «3arnsiaHupogaHHbilt mpocmol» (puc.
53)

Ecnu npoBepsiemoe yCTpoONCTBO (K Npumepy, cepBep) HACTPOEHO Ha
NnnaHoByl0 nepesarpysky B TeyeHWe CyTOK, TO mnporpamMma He Oyaet
pearMpoBaTb Ha 3TO COObITUE CUrHanusaumMen, ecnu 3ajaTb BPeEMS
3annaHnpoBaHHOIO NpocTosa ycTponcTBa. MOXHO 3afaTb KOHKPETHbIM AeHb
HeZenv NnaHoBOro NPoOCTos.

Wzmennte ceoficTea xocTa

D MapameTpsl XocTa Pacnncanue 3annaHupoBaHHoi ocTanoskw obopyaosanua

3apaiite BpemMs, B TEYEHHE KOTOPOrD XOCT NPOXDANT obic n 3o npey

BEAAYY HACTPOEHHLD CNOEEWEsNA. Tacxe, Nporpamma He By 3T yuuTEIBaTE CTATMCTUKY ONPOCE, nwvyue:mym B 3TO

TS EpEMS, Mp# HOPMUPCEIHIN OTUETOE.
c A0

MonuTopuHr . .

[ Nonegensrie 15:00:00 o 9:00:00 =
3annaHUpPoBaHHLIA NPOCTOW [ereprn - B 5:00:00
SNMP

[ Cpena 16:00:00 5 %:00:00 T
Cratucruka

[Ouersepr 18:00:00 o 9:00:00
Kommentapuid

P [ Merriaua 19:00:00 * 9:00:00
[CcCytora 0:00:00 - 0:00:00
[ Bockpecense 0:00:00 = 0:00:00 =

[ He curnanusiuperats & nepuoa npoctoa

Puc. 53
Bknapka ceorictB gobasnsiemoro xocta «SNMP» (puc. 54)

[Ona HekoTopbIX TWMMOB MNPOBEPOK MNporpaMMe HeobGXoAMMO 3HaTb
Community xocTa (ans ycTponcTs, nogaepxusaroLLmx ynpasneHve no SNMP-
npoTtokony). MoxHo 3agaTh 3TOT NapameTp, BKIHOYMB napamMeTp AreHT ecTb.
BBegeHHoe 3HaueHue OyaeT aBTOMATUYECKM MOACTABNATBCS Tam, rge 370
Heobxoaumo.
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VizmesuTs ceoficTES xocTa

E rlapameTpsl xocTa Napametpsl SNMP

BiniouuTe rancuky, 33530 Te BEPCHIO MPOTOKDA W YKINTE COMMUAILY MR XOCTa, ECAM oM noAAepsuaaeT SNMP,

OcHoBHbIE
3701 00T NoAEpIKMBaET npoToxen SNMP

MOHHTOPMHT OSNMP vl (O SNMP v2c

3annanvMpoBaHHLIA NPOCTOA

(@ SHNMP w3

CratHeTvKa Vs nonssosarens
alexm MapameTpe 2BTOPH3ALNH...

Kommettapui

Omera
Pwuc. 54

Bknagka ceoncTte gobaensiemoro xocta « Cmamucmukax (puc. 55)

B npouecce moHutopuHra yctporcts MO OMS noctosiHHO cobupaet
CTaTUCTUKY 3HaYEeHUn BpeMeHn OTKIUKa. 3OT1a crtaTucTuka XpaHUTCA B Buae
Gannoe B pabouyem katanore nporpammbl. [lpu 6Gonblwom KonnyecTse
YCTPOWCTB OGBbEM 3TOW CTAaTUCTUKM B TEYEHWE roda MOXeT AOCTUYb COTEH
merabainT. [ns ynpaBneHus c60poM CTaTUCTUKM NPeAYCMOTPEHbI napameTpbl
N MHCTPYMEHTbI Ha Bkrnagke CtaTucTuka.

Ecnn crabunbHas paboTa HEKOTOpbIX YCTPOUCTB He sBnseTcs
KpuTndecknum TpeboBaHMeM (paboune cTaHuMM norb3oBaTenen, K npumepy),
MOXHO OTKIIOYUTb COOp CTaTUCTUMKM ANS HUX, YOpaB ranoyky ¢ napamerpa
«XpaHumb UCMOpPUI0 8PEMEHU OMKIIUKay.

MocmMoTpeTe OOBEM HAKOMMEHHOW CTaTUCTMKU ANS  BblAENEHHbIX
XOCTOB U/ B LieJfiOM Mo BCEM KapTaM MOXHO TYT Xe. ﬂ,]‘lﬂ yoaneHna CTaTtUuCTuKun
Y BblAeNeHHbIX XOCTOB HYXXHO Ha)XaTb COOTBETCTBYHLLYIO KHOMKY.

Ha ocHOBe HaKOMMeHHOW CTaTUCTMKM NporpaMMa MOXeT MOCTPOUTb
OTYeTbI U rpadhmk1, AOCTYNHbIE M3 rMaBHOro MeHio OTYeTbl.

MporpamMma MOXeT aBTOMAaTMYECKM  KOHTponupoBaTb  OObeM
HaKOMMEeHHOW CTaTUCTUKN M yaansaTb ee No Mmepe HeobXxoaMMOCTW.

OTa BKnNagka CTaHOBUTCS [OCTYMHOW TOMbKO MpU  U3MEHeHUn
napameTpoB XOCTa.
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VismesuTs CEORCTER XDCTE

] napametpel xocta Cratuctika onpoca

348CE MOKHD YAANHT CTATUCTHKY ONPOCA Y ESUIENEHHLI K0CTOR.
OctosHble

MoHuTOpUHF Januceli cramweTiven atero xocra: 1503234 &

3annanuMpoBaHHbIH NPOCTOH 3amiceR & Gase CTATWCTHRM BCErD )

SNMP

| QUMETHTE CTATHETHKY Y ELIAENEHHLE XOCTEE |

Cratucrvka

Kommertapui e OBume KaCTpois CHOPA W IPBHEHNE CTETHCTHIN

Puc. 55
Bknagka cBoiicTB gobaensiemoro xocta «KommeHmapuil», puc. 56

Kaxgbin XOCT MOXHO CONpoBOANTb nonb3oBaTeNbCKUM
KOMMeHTapueM. B aToM none MoXHO XpaHuTb MHOPMaLMIO O Nonb3oBaTterne
KOMMbloTepa, cocTaBe ero cuctembl, cnucok MO w 1.4. Ona ygoberBa wm
ObICTPOTbLI BBOAA KOMMEHTapUs NPeAyCMOTPEH MeXaHW3M Bbibopa aTpubyToB
n3 cnmcka. Cnncok atpmbyToB MOXeT ObiTb JOMOMHEH.

Wamesnms ceoficTea xecra

E I'Iapamerpbl XocTa HanuwwnTe Bal KOMMEHTAPWUA ANA 3TOMO XOCTa:

OCHOBHBIE

MoHUTOpUH
3annaHvMpoBaHHbiA NpocTod
SNMP

Cratucrika

Kommertapuia

Puc 56
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8.1.3 [lo6baBneHue xocTa no WabnoHy

CospaHne xocta no wabnoHy obnerdyaeT 3agjadyy OPMUPOBAHMUSA

©a3bl MOHUTOPMHra.

K npumepy, ecnu y Bac cnoxHasi cxeMa MOHUTOPUHIa XO0CTa — HYXHO
NpoBEPSATb HECKOIbKO CEPBUCOB, NOMyYaTb MHOXECTBO NapamMeTpoB pa3HbIMU
npoeepkamu, To co3faHue yxe XoTa Obl 10 TakMx XOCTOB MOXET OTHATb
Kakoe-TO BpeMsi. Ho ropasgo npouwe eguHoXAabl co3gaTb XOCT C TUMOBLIMMU
npoBepkamn u NpoayodnmMpoBaThb €ro Hy)kHOe YMCOo pas, MeHsIS TONbKO afpec.
Mpn aTOM HOBbIM XOCT ByAeT co3gaBaTbCA C TEM ke HabopoMm MPOBEpPOK, B
KOTOpbIX OyAeT NponucaH yxe HOBbI aapec xocTa. Ml agpeca B 3aBUCUMOCTSX
1 BblYUCIIIEMbIX NPOBEpPKAX TakKe MEHSIIOTCS HA HOBblE aBTOMAaTUYECKN.

Ina pobaBneHua xocta no wabnoHy BeINOMHUTE Crieayowme OENCTBUS:

1. BolgenuTe B Cnucke XOCTOB rpynmny.

2. B KOHTEKCTHOM MeHI0 BblbepuTe nyHKT « Co3dampe xocm no wabroHy», puc

57.

|0 ©OSNOVO Monitoring System

Qaiin v [naexan KocTel Mpoeepku MoHuTopuHr

uw B B

Ckanwpoeate  Mimnoptupoeate us Jotasute
CETh... TEKCTOBOD daiina.. ¥0CT
4 Xoctel Orobpaxaemoe uma xocra  Mma n.
[ 0OSNOVO-TMS-01 [192 1684 L=

&= SW-80802/1LS [192 £ Nepenmenosars rpynny
B Henpoiigennbie nposeps 1B [lobamTs xocT Ctrl+H
Cosaate xocT no wabnoHy

IT0 CKaHWPOBaTL CETh..,

pl Oobaeute rpynny Ins
JoGaBuTe BAOMEHHYHD rpynmy
5%/ ¥Yaanute rpynny

MepeHecTy Ha ypoBEHL BRILLE

Belgenuts Bce xoCThl
CBepHyTE BCE

PazeepHyTs BCE

192168
192168
192168
192168
192168
192168
192168
192168
192168
192168
192168
192168
192168
192168
192168

192168
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3. B nosBuBliemca cnucke BblbepuTe XOCT-wabnoH, no obpasy KoToporo
HY)XHO c€O34aTb HOBbIA XocT. Haxmute OK. HOBbIA XOCT C npoBepkamu
NnosiBUTCA B AiepeBe U cpasy e HAa4YHET NpoBepsaThCH, puc 58

[0 OsNOVO Monitaring System
@ein v Tassean Hoers Mposepion Marurropuse Foynnss [ Bia

Composan.  Vunopmposam s flobasas Faiira socr 1 o
cem. Texcrosoro daiina. woer & Gase. i Aepenis mce xocrs
Kocrm Oroipamaemoe man xocra  Mass maw aapec x... Tun apoepin Coctomme  Crarye FR—— Bpesnnoces_ Murepaan_ Bx
S OSNOVO-TMS 01 1192.168. | g nopyoy0, Thas a1 1921630160 1CMP-mr Benowewa  He npouwns 0 ICMP-nuwr: oraer e 16032021 1:.. 6 150

 SW-B0802/1LS [192.168.0.1]

- . s OsNOVO-TMS 01 1921680160 SHMP Brnovesa Henpowns - SHMP: 3nauerie ve me... 1603201 1. & 150
I Henpoflausase.npotepin = OSNOVO-TMS-01 1921680160 SHMP Brnguens  Bunomrme.. - SHMP: 3nsuerne nemo.. 16032021 1. &0 15¢

& osnovo-TMs-a1 1921680160 SHMP Brvouena  Henpowna SHMP: 3nauerme ne ... 16032021 Mi.. 60 150

= OSNOVO-ThiS-01 1921680160 SHMP Benvoens  Henpowns - SHMP: 3nsuenve vews... 160302 1:.. 6 150

& oswovo-Ths-o1 1921620160 an. Pmimnienie e e P e MMIWTALan K

& sw-soe0zs 19216801 ,Hlu Xocn o X

= sw-a0enz/Ls 1926804

& sw-soso2/us 19216801 sl

= sw-aoen2s 19216801 S| | OroSpueaeno.. Vs ww aspecic., T-aapec MAC-sapec  Mpowssowm.. Twn SNMP  Communty Cocrod

& sw-s0s02/1Ls 19216801 sHi 192.168.0.160 [ 1921680160 | 00-08-0C-F6... | [Wimet] | Koumwores | publ

8 sw-somma/ms 1218801 o |swesmoams s I3,  00-2-08-11- Kowmyrsrop  SHMPAL puble  Eeran

& sw-sen2Ls 19216801 sl

s Sw-g0802/1L5 19216804 sH|

= sw-s0802/118 19216801

o sw-goe02ms 19216801

= swa0anz1s 19216801 SH|

& sw-gos021s 19216801

& sw-sos02/1s 19216801

& sw-g0e02ms 19216801 £

oK Omaern

Puc 58
8.2 PaboTa co cnMCcKOM NpoBepoK
8.2.1 lo6baBneHne NpoBepKu

Onsi pobaBneHus HOBOW MNPOBEPKM HEOOXOAMMO BbIMOMHUTL Creaylolune
JencTBUs:

1. BbligenuTb B CNMCKE MOHUTOPUHra XocT. B nmone cnvcka npoBepok Bbi3BaTb
KOHTEKCTHOE MeH!I0, BblIbpaTb NyHKT «Jobasums rnposepky», puc. 59

2. Ha skpaHe nosiButcst Mactep HacTpOMKM napameTpoB MOHUTOPUHra (OKHO
MapameTpbl NpoBepkm). BbibeprTe HyXHbIN BUG NPOBEPKN U3 cnncka, puc. 60
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| @aiin WV Inasxan Mposepkn MoHuTopuHr Ipynnei Otuetnl

& B mE B Q s

Ckanuposats Hunup'rupoaa'_rn n3 Aobaeute Msmenwte  Yaanute  Haiitu xoct % Ouncrurs
CETb... TEKCTOEOTO Ganna... xocT xocT xocT & Base...
4 Xoctet | Orobpamaemoe uma xocta  Mma wam agpec X...  Tun npoeepku
1 OSNOVO-
# Wzmenmnte xocT Ctrl+Enter 192.168.0.160 ICMP-nuHr
w= SW-80802 -
8 Henpoiigerns ﬁ [NoBasuTs nposepiy 192.168.0.160 SNMP
192.168.0.160 SNMP
Cospate nposepiy no wabnoHy
y 192.168.0.160 SNMP
W% Yaanums xoct 192.168.0.160 SNMP
192.168.0.160 SNMP

Beiaenuts Bce xocThi
OTKAKONUTL BCE MPOBEPKM
(L) BxnrouwTs Bce nposepky

o TposepuTe NpuHyAUTENEHO

i TMocmoTtpets AaTunkn
T

Puc 59

Co3paiiTe NPOBEPKY 1 HAUHKUTE MOHWTOPWHT 3TOTO YCTPOIACTBA NPAMO celuac!

E CeTb ﬁ MpownzeoaAnTeNBHOCTE E E Cepeepsl
AoetynHocts no ICMP-nukry T Mecro Ha auexe Cocronuue cnyBhl

AocrynHocrs TCP-nopra Vienonbzonanue auckon AKTuBHBIE Npoueces!
Kotpont MAC uepez ARP 3arpyzxa npoueccopa CeTesoii anck
Konrpont MAC uepes NetBIOS Menonb3oanue namsri DNS
Ko/MUECTBO 2aNyILeHHbIX NPOLeccos FTP
AKTHBHOE 0BOpYACBaHUE JApyrne F w puHr caiitor no HTTP/HTTPS

MSSQL  MySQL  ODBC

K

MonwuTopunr napamerpos no SNMP
MonuTopunr cepaepoR *nix

proetl N
Cereno spad (NetFlow v5/9) R Cocronnme AoKanLHoro NpHHTEpa E-mail (POP3)

¢ Cropocts Tpadwka (SNMP) 14 YpoBeHb ToHepa ceTeBoro NpuHTepa OPC DA

h XKypHansi 1 aiins * Monb30BaTensckve Nposepku E [Apyroe

Konnuecreo daiince & nanke MomuTopunr napamerpor uepes WMI === Koutpont ycranoenennoro MO
O6nEm nanky ¢ noakaTanoramm MoHuTopuHr ckpuntom Ha Visual Basic script Cocrosume u Temneparypa HDD

©7 Hanuume n copepammoe daiina MomuTopuHr ckpunTom Ha Java Script AaTumMKkn MaTePUHCKO NAATEI
KoHTponb pasmepa daiina 3anyek npunoxenun (KoA 3aBeplueHns) erounuk BecnepeBoiinoro nutanua
Ki AaThl dai 17 06 7 MomnuTopuHr BuacOHaGAOACHIA
Kypran cobeitnii Windows g B no gopmyne nposey ButpeiiT enaeonotora (RTSP)

Puc. 60
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3. Hactpowite napameTtpbl nposepku (war 1), 3aganTe ycrnoBusi, Npu KOTOPbIX
OHa ByaeT cumTaTbhCs YCMneLLHON.

War 1w 3. 3azaiiTe napamerpei nposepxy

Anpec (uus) xocra fro2.158.0.160] 3]

Napawerp ara
MowsTopuea (0ID)

136141513151380 - MIB-Gpaysep. Twnssapocs  [GET

o 3 Oy napaverpes SNMP

Cnpeaca (Aanee > Onsens

Pwnc. 61

Bcerga obpalwanite BHMMaHuMe Ha IOruKy npoBepku — «[llposepka
npowna, ecnu:»

[MpoBepbTe, CMOXET NM NporpamMmma MonyyYnTb 3Ha4YeHue napameTpa
no BBEAEHHbLIM AaHHbIM. HaxkmuTe kHoMKy «Janeex.

4. Ha BTOpOM Lare HaCTPOWKMA NPOBEPKM Ans XOCTa MOXHO 3ajaTh
AONONHUTENbHLIE NAapaMeTpbl NPOBEPKM, pUc. 62

MapameTpel NPOBEPKN

War 2 w3 3. 3anaiiTe JONOAHUTENLHBIE NapaMeTPbl

Puc. 62
3asucumocmu

[aHHbIN NapameTp MCMoNb3yeTCs ANsl MCKITIOYEHNS NOXHbIX cpabaTbiBaHWA
curHanusaumu. MNpoBepkn B yaaneHHbIX CeTsix OyayT 3aBUCETb OT NPOBEPKU
AOCTYNHOCTM Wwnto3a. Ecnu w3 He oTBETUT, TO cUrHanu3aums He 6yaet
3anyLleHa 1 npoBepKa Nony4ymnT CTaTyc «He npoLuna no 3aBUCUMOCTUY», PUC.
63
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War 2 13 3. 3apalite fONONHWTENLHEIE NapaMeTpbl

& NpoBepKY OT pesynsTata Apyrux
MapaMeTpbl NpoBepku pesy. 24
VIcnonkayiiTe 3T0T 13paLETp 478 HCKAIOUEHN AOKHLIX CP3BATLIE3HIT CHFHAAMIALMM. TTPI HACTPOITKE NPOBEPOK XOCTOR B YAANEHHIMX
CeTRK yKasbiBaliTe, 4TO OHM 3ABACAT 0T NPOBEPKY LMH03a, TOTAQ B CAYHae, ECAM NPOBEPKA YAANEHHOD X0CTa He NPORAT, MPOrPaMuia,
SRR PEXAE HeM BKMIOUATE CHIHANUZALIC, MPOBEPHT LIMIOZ Ha AOCTYMHOCTS. ECA LLLNIOS He OTBETWT, TO CHTHA/NIaLA He ByAer 3amyLuiena
11 NPOBEPKA YAINEHHOTO XOCTa RO/l HT CTATYC "He MPOLLIA N0 3aBHCAMOCTH', ECNW LKO3 OTBETHT, TO MpOBEPKA YARNEHHOTO XOCTa
BYAET CUMTATBCA HE NPOMAEHHOIA, O YEM Ebl U GYyJ€TE ONOBELLEHI.

3aWwnTa OT AOXKHBIX CUTHANVN3aUMA

Wnrepsan nposepkn [F] 3asmeur ot nposepor
Mpuopurer sanycka Agpec unw uma xocra Tun nposepiar [ Aosazure |
[ vasnure |

KOHTPO/Ib EpEMEHI BEIMOAHEHNA e
HenpepsisHoe OnoBeleHe
Pacnucakne nposepki

Aeiicrome ans rpynnsi npoBepox Hotaoums k cywectsyouwm  © Mepesanacars
Cratvetvka

Ecnu y x0cTa ect pesepeniili aapec, nporpanina moxer Hero nposepKy & ocHoeroro
OTo6paxeHHe Ha rpaduKax eTenoro uHTEp(elica Wik CeTw, & KOTOPOT 0 MOAKTHONEH. [TPOrPaMia NOIMET, 4TO MPOUSOLIEN cBoft BCEl CeTw, EC He Byaer

OTeeHaTS ¥0TA Bl 028 MPOBEPKa 3 CTWCKa 3ABHCHNIOCTEH, BCE NPOBEPKH, ¥ KOTOPGX S348Hb! SABMCHMOCTH 1 BKAIOHER STOT

Napabterp, NepeliayT Ha pesepEHSIt 33Pec, 3343HHIi  None Hibke. Ha GCHOBHOI 24PEC 3T NPOBEPKI BEpHYTCA SETOMATIECKY, KOTAR

YPOBHM NpeaynpexaeH!sa PaMETP, nep pesep P 2 P POSEpI BepHyT
HaMHYT BBINONHATBCA TIPOBEPKN 1S CIHEKS 33BMCHMIOCTER,

Onucarve / KOMMEHTapHii —
Vishaerims aapee nposepka wa pescponsin 1921680160 ~ €CAM NPOBEPKI B CNCKE 3aBMCHMOETES HE OTBENAIOT,

O 4ns vero nykab 3aBucumOCTI?

Puc. 63

3awuma om f0XHbIX cuesHanusauul

[aHHbIN napamMeTp oTBeYaeT 3a 3alUTy OT JIOXHbIX cuUrHanuaaumm nytem
YBEJTMYEHUA 3aOEpPXKKM U KOoNMn4yecTBa MNOMNbITOK MPOXOXAEHUA TMPOBEPKU.
M3meHeHne gaHHoro napamMeTpa MOXET NOMOYb NMPU JNTOXHbIX CpGGGTbIBaHMﬂX
CuUrHann3auunm n3-3a KpaTtkoBpeMeEHHbIX cboeB B kaHanax ces3un. Puc. 64

Lular 2 13 3. 3ajaliTe AONOHUTENLHbIE NapaMeTPbi

3alumTa OT IOXKHBIX CUTHAM3aUWIA B PEsybTaTe KpaTkospemeHHbix cboes

#ﬁ MapameTpbl MpoBepku

Heckon15k0 MOMBITOK NPOBEPKH € MHTEPEANION MEAAY HIMM MOIEONAKT 13BEKATS NOKHBIX OMIOBELLEHHIT H3-33 KPATKOBPEM EHHBIX
c6oes b karanax cesan, Mocne NepoGii HeyAaHoIl NPOBEPKH NPOTPaKa LINOAHAET ElLIE 2A3HHOE KOAMYECTED nonbiTok. Ecnn oce
3aBucAMOCTY O OKBSHIEBHOTC HEYAINHEIMM, NIPOTPMMA 33Ny CKAET CUTHATHEALIAK.

3alU/Ta OT NOKHBIX CUTHANM3ALU A

Wr1epsan nposepkun Monsrmox 1

@ @

IMpuopwTeT 3anycka 3apeprca (cex) 30
KOHTPOAL BREMEHN BLINOAHEHNSA

HenpepsiBHOe OMoBeLleHe

Pacnvcatie nposepky

CratveTvka

OTO6paXeHHe Ha rpadukax

YposHu npegynpexaeHus

Onvcanvie / KaMmeHTapuii

O Lns uero s napamerpsi?

Puc. 64
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VHmepesan nposepKu

[aHHbIi  napameTp oTBeYaeT 3a WHTepBan 3anycka nposepku. He
peKkoMeHyeTCs BbICTaBMsiTb CMAMLLUKOM KOPOTKMA WHTepBan BO u3bexaHue
3arpysku npoueccopa (OCOBEHHO KacaeTCs peycypCOeMKMX MpOBEepoK Mo
npotokony WMI, ckpuntops 1 6a3 gaHHbIx). Puc. 65

LWar 2 w3 3. 3anaiiTe AONONHMTENLHBIE NAPAMETPE

E:3 n
O Napamerpu nposeprn WnTepsan sanycxka nposepki
343301E Bpenn, SEpiEs KEYOPOE ByAET SANYCRATLER 373 NPOBEPEA, FAMTLIERTIE, HTO ENMILIKOA KODETHIR WHTEDBAN AR HEROTOpSss THNDE

npoeepox (WML tar T, s Aa s, YA COBMTIR) IaMTEAAD HATY%2ST DOUEEOF. AYA TaRIK EASPOR CAAYET
JasrCAMOCTH agseaTY WerEpEAn me ssemee 1-2 My,

3AUMTA OT ADKMLX CATHARMIALMF

Wiepean nposepr Woepean o 8 8

Mpuopwrer sanyoea

KOHTOAL BPEMENH BuinoHeHH

PRAAENS MORHIOI NICTPOAK NpOpHAA)
7L e 5 POVAORTER N HECKOAMED PGOREPSH, 41T U3 ETORH Ha 1 r—
Henpepuisroe onosewenme OCT ) 0 HECKO LD APOBEPOK, 3CTe WY KOTOD R WE NPEEOAMT KpIcHiie )

Pacnncanme nposepxia
CramwcTvea

OToBpaxeHHe Ha FpadHKax
YpoBHY NpeayNpexaeHAn

Onacanie / commentap

[Ty s |
Puc. 65

[Npuopumem 3anycka

[aHHbI napameTp No3BONSAET BbIMOMHATL YCNOBUSI — €CNW NnepsBasi NpoBepka
He npowna (Hanpumep ICMP nuHr), TO ocTanbHble NPOBEPKN HE BbINOMHAT.
N HaobopoT: ecnu nepBasi npoBepka He npowna, To MO npuctynaetr K
BbIMONTHEHWIO CriefyIoLLmMX NpoBepoK. Puc. 66

War 2 13 3. 3anaiTe AONOAHUTENbHbIE NaPaMETPbl

MpviopnTeT 3anycka Nposepkn

L¥ MapameTpsl nposepku
B LEX CHIDKEHUR CETEBOI HATPY3ICH, MOKHO EBINOMHATS HE BCE NPOBEPKI XOCTa, 3 TON6KD Mepayto. K npumepy, ecnu nepeoii
npoBEpKoii cTonT ICMP-MUHF XOCT3, TO MOSKHO HE 33NyCKATE OCTANbHBIE MPOBEPK, ECTM OH HE NPOLLER, Ul HaoBopoT, ecau nepaan
TR TR NPOBEPKa KaKOTG-MMEO CEPBRCa HE MPOYOAMT, TO MPOTPaMMA MOKET ANy CTHTS OCTaNbHBIE, A1% BONEe AETANBHOR AMATHOCTHKH.

3alKTa OT NOXHBIX CUTHANM3aLMKA

VWHTepsan nposepkn 7] Cagnars 1y nposepky nepoii & cnicke nposepok xocTa

TMpropuTeT sanycka

KOHTDO/ BpEMEHH BLINOAHEHNS 75 onmoii HaCTPOliKN 3T0H yYHKLLU HYKHO EXARONUTS NapameTp "He BINO/MATS OCTansMEIE NPOBEPKM Uz CMCKa' & NapameTpax
MOHHTOPUHTE KOCTa,

HenpepbisHoe onoseliexve

44 MapameTpbl MOHUTOPWHI XOCTa
PacnuncaHue nposepkv

45
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KoHmporib 8pemMeHU 8binoiHeHUsI

[aHHbIn napameTp oTBeYaeT 3a 3aBMCMMOCTb MPOXOXAEHUS/HENPOXOXAEHNS
npoBepkn OT BpemMeHu oTknuka ICMP nuHra (ecrnv BpeMs BbINOMHEHUA
NPOBEPKWN MPEBLICUT 3afjlaHHOE, TO OHa ByaeT cunTaTbesl HenponaeHHon). Puc.
67

LUiar 2 w3 3. 33040TE AGNONHHTEALHBIE NADAMET N

KOHTDO/: BPEMEHM BINOIHEHHA NOBEPKA

QQ TapameTpsl NpoBepkA

TCMD mumees

" Apyri cunaTcs L ecow
Ak ecnu ona 8

JasuouMOCTH
38UMTa OT AGXHLX CHHBAMSEWAR ponepea we mpaiaens, ecnu spens orena Bamsae 1000 (5]
MHrepsan nposepm

Mpnoparer sanyexa

KOHTPOfis 8peMEHH BINOTHEHHR
HenpepsiaHoe onoselieHie
Pacniacanve ApoBepxw
Cramereka

OToBpaxenAe Ha rpadixax
YpoBHM NpeAynpexaeHIR

Onwcanve / kommerTapuni

Pwuc. 67

HenpepsbisHoe onoseujeHue

[aHHbIi napaMeTp MO3BOMSET BKMOYUTbL HEMNPEPbIBHOE OMOBELLEHUE NpU
KaXkgon NpoBepKu C y4eToM ee uHTepaana. Puc. 68

War 2 w3 3. 3agaiire AonoANHTENSHME NApaMeTP:

%
O Napaverps nposepkn Henpepeisroe onosewerive o c6oe

75 O “npoiaena” Ha “we
MM, poaena’ u na0Gopor. w0 o P,

nnnnnnn P 6y <yutron
et wireptane. . ece nposepon

3auTa OF NOXNMBIX CHIMARASUNR

c
Whrepean nposepi neotunmo. B cryuse cBos, crarye s
nposaea’, Yumire, 410

Tipnopurer sanyoxa

KQHTPONS BPEMEHH BHNOAHEHHS

HenpepeisHoe onosewenne

Pacnicanie nposepes

Cratucrwea % Fno6ammme macTpofon cHrmamaLn
OroBpaxene Ha rpaducax

YPOBHM NPEAYNPEXAEHUS

Onncatne / KOMMEHTApHA

[CEmme) () (o]
Puc. 68
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PacnucaHue nposepKu

[aHHbIl napameTp NO3BONAET 3anyckaTb NPOBEpPKy Mo pacnucaHuo. Puc 69

Llar 2 us 3. 3aaaiiTe AONOAHUTENLHEIE NAPAMETPEI

" Napamerps nposepkn Pacnicarme 3anycka nposepky

HeroTapuie MpoBepc e TPEGyIIT 1AMYCKa & HepaGeee Spemn. K NPUMERY, 1ET MYXAM NPOBEPATS COSTGRNNE MPHMTERE
somsanmie, . Yrmnre, © Kaxine g nege  § KaKoE EpEE
Tomee—r eneayer nacrpoin paBioters nocromsso.

33UlMTa OT ACKHBIX CHTHANMIAUMA

1] Y4MTIESTS 37D PACAMCINIE DS BLNCAKEHIM NPOBEDKH
WHTepean nposepky

[ E0000 13:0000

NpropuTer sanyea

Broprm 80000 199000
KOHTPONb BpEMEHY BLINOAHEHHR

Cpess o0 2000
Henpepuistoe onosewetne e s B
Pacncanie nposepkn Uersep 8000 [ 190000
— [— 80000 190000
Orobpaxenye Ha rpabukax Cysera 0w [ 00000
YpoBHi npeaynpexaeHia Bocxpecense 00000 0:0000

Onwcanive / koMMeHTapHA

Puc. 69

Cmamucmuka

[aHHbIA napameTp NO3BONSET BKI/BbIKIT XpaHEHNE HAKOMIIEHHOW CTAaTUCTUKK
Ons gaHHon nposepku. Puc. 70

WWar 2 3 3. 3a0afiTe AONOAHMTENSHIE NAPAMETPE

#Q MapameTpsl NpoBepku Cramucrvka

Bonouwei obsen i ormwea naeseer paary

3aBUCHMOCTH _ e KpITa, 1 Py T mTe cop
eramucriion g e

3awnTa o1 NOXHBIX CHTHANM3AUNA

Wnrepean npasepk 9 xpasurry ¥ P T r——
Mpwopwrer 3anycea

. DBuwpie HacTpofiny cBOps 1 XpSHEHNS CraTHETMION..

KOHTPOAb BPEMEHH BHINONHEHHR

HenpepeiBHoe onoBewerie

Pacnwcative npoBepk

CraticTieka
OTobpaxeHue Ha rpadmrax
¥posHM Npenynpexaenna

Oniucarive / xoMueHTapuii

Copasca |

Puc. 70
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OmobpaxxeHue Ha epaghukax

[aHHbl napameTp NO3BONAET NPUBECTM Pe3ynbTaThl NPOBEPKM Ha rpadukax
K HYXHbIM eOvH/ALAaM U3MEPEHUs NyTeM A06aBMNeHVsI MHOXUTENs, a Takke
3agaTb HaMMeHOBaHVe eauHULL 3aMepeHus. Puc. 71

MapaueTps nposepi

Llar 2 3 3. 3asafire AONOAMATEAHEE NapameTpsl

MuaxuTens

#Q TapameTphbl NPOBEpKI

ToBpwers ra rpagie 1 & CooEuErIe,
3aBHCHMOCTH

3aUMTA OF NOXHBIX CHTHANMSAUMA P
pesynrar 0

o Prgemre
Virepsan nposepr

HlEscREsEe EAMHMUSI n3MEpEHA

KoWTPOA BpEMens BainoHennA

HenpepuisHoe onosewesme
PacnACaHIE NPOBEKA MUHMANSHOR W MAKCAMANEHO SHAUEHHE

Plapamerp wssesaerca s npeaense

Mo o Maz o

Cramwcia

Orobpasene Ha rpadikax
YPOBHH peAYPEXASHAR
Tun MHAnKaTOPS

Oncanue / xoumentapua - —

e ) (E==) (o)
Puc. 71

YposHu npedynpexdeHus

[aHHbIi napameTp no3BonsieT 3agaTb Oonblue YpOBHEN NpeaynpexneHus
MeXay 3HaYeHNSAMN NPOBEPKM «NPOoNJeHa» U «He nponaeHa» puc. 72

Lijar 2 13 3. 338Te AGNGAHKTEALHBIE NAPAMETPE!

-3
%0 Napaverps nposepc YpOBHY NPEAYNPEXAEHIR 0 3BapHH

— “npoiaesia” (sentnas) u “we npoigena” (kpoeas). Opase,
sy i D e,
e ‘anagmimoit cuyam, Hangaes, Moo ACGBTH yponer ‘TIpEAPEXAENME’ (WaMing) 1 pEarmposTe na CTyaLHIO eie A0 07T,
o : vecie
Rnied 4 pem sl
P e E T kst e "
nrepsan nposepr
- J— TTS—
Mpuoparer sanycxa
pre——s [ —p——

KOHTPOs BPEMEHA BbINOMHENHR
Henpepeianoe onoseueHse
Pacnncanve posepK

Cramcriaca

OroBpaxesme Ha paduKax

Ypoumn

Onucanue / KoMMeHTapURA Py HICTRONTE yPos i NpesyIpEsatsing

i

(o) (] o]
Puc. 72
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OnucaHue / KomMmeHmaput

[aHHbIn napameTp no3BoNndeT 3ajaTb TEKCTOBOE onucaHue (KOMMeHTapun)
ONs NpoBepKu, YToOblI pasnuyaTte O4HOTUMHbLIE MPOBEPKM Mexay cobon. Puc.
73

LLar 2 u3 3. 3anaiiTe AONOAHUTENbHEIE NAPaMeTpLl

Onucarve NPoBepKm

#Q MapameTpbi NPOBEPKU

ONHCaHNE MOMOTAET Pa3ANHATE OAHOTNHEIE NPOEEPKY B CTIHCKE W Ha rpaditkax, HanWIMTE, MOHMTOPUHI Kaknx Napamerpos
BLINO/HAET 3Ta NPOBERKE 1 B KAKMX EAMHILEX OHM MMEPRIGTCA,
3aemcumocTv

Cetesoe HanpmkeHne TMS-SV, B
3awmTa oT IOKHbLIX CUTHANU3ALMI

WrTepsan nposepku

MpuopwuTeT 3anycka

KoHTpo/ib BpeMeHN BuiNoNHEHUA
HenpepbieHoe onogelieHve
PacnucaHme NpoBepki

Cratmctuka

OrobpaxeHue Ha rpadmkax

YPOBHU NpeaynpexaeHns

OnucaHme f KOMMeHTapuiA

<<Ha:aq||ﬂﬁnea>> ] [ Ormeria
Pwuc. 73

5. Ha 3m ware pa6oTtbl macTtepa fobaBneHns NpoBepoK AOCTYMHbI HACTPOWKK
napameTpoB cUrHanu3aumm (onoseLleHuns) ana gobaBnseMon NnpoBepKu.

CoobuweHue, e-mail, SMS

OT0 Te OencTBus, KoTopble OyayT BbIMOMHEHLI, ECNN NpOBepKa NPonaéT / He
nponaét. 3enéHas ranoyka oTBevaeT 3a AeWCTBUs, KOTOpbIE BbIMOSHATCA B
crnyyae ycrnewHon NpoBepku, K NpUMepy, NpyM BOCCTAHOBIEHWM nocne cbos.
KpacHas ranouka oTBevaeT 3a onoBelleHne npu cboe nposepku. Puc. 74
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Mapamerps nposepk X

War 3 vz 3. 3anaiiTe AeiicTEWA, KOTOPbIE OyAYT BBINOAHATLCA NPY COOTEETCTEYHOLLMX PesyAbTaTax NPOBEpKN

Brinoanwm, ecan nposepka npouna
BuinoanuTs, ecan nposepka ne npouta
Coobuwenwne, e-mail, SMS
MokasaTs cooblueHne

BriagTo CooBLLEHME Ha 3KpaH STOM KoMMBIOTEpa

(]

3akpbIBaTh OKHO COOBLLEHIA Uepes

OtnpasuTs SMS

Omnpasis SMS Ha Howep (npuiep: 71234567890),
pazaenuTens - ;

OTnpasuTs e-mail

Omnpasums coobuerme wa E-mail (pazaenurens
aapecos - Touxa ¢ 3anaToi)

OTNpasuTL B MecceHKep

Ompasis coobuerme & Slack Telegram

Cnpasxa <<Hasog | [ Torono | [ Owwena

Puc.74

MO BblgaeT coobLieHre ¢ HacTpaMBaeMbIM TEKCTOM:

e Ha o9KkpaH nokanbHOro KoMmmblTepa, MpUM 3TOM MOXHO YKasaTb
WHTEepBan BPEMEHW, MO UCTEYEeHUM KOTOPOro cooblueHue 3akpoeTcs
aBTOMaTUYECKY;

Kak SMS Ha MoOunbHbIN TenedoH ¢ 3agaHHbIM HOMEpPOM B dhopmaTe
<KoA4  CTpaHbl><HOomep_TenedoHa> (Hanpumep: 79021235566).
MapameTpbl SMS wuHdOpMMpOBaHMA 3agaloTca B HacTpowikax 10
OMS;

Kak E-mail Ha ykasaHHble agpeca. Agpec otnpasutens, SMTP-
cepBepa 1 gp. 3agatotca B HacTtponkax MO OMS. lMNMopaepxuBaeTtcs
SMTP-aBTOopM3auua nepen oTnpaBkon. [pu 3agaHMM HECKOSbKMX
agpecoB UX HEOOXOAMMO pa3fensaTb TOYKOM C 3ansTOWN.

OtnpaBnset yepe3 MecceHmkepbl Slack n Telegram. [Ona paboThbl
3TOro TMna onoBeLleHns Heobxoauma npegBapuTensHasi HaCTPOKKa.
TekcT OnoBeLLeHUss MOXET ObITb HacTpOeH AN KaKOoWw MpOBEpPKU
oTgensHo. Mo ymonuyaHuto BbIAETCSA TEKCT M3 OOLWMX HacTpoek
nporpammbl. Ytobbl co3gaTh YHUKaNbHOE AN MPOBEPKM COObLLEHME,
HY>XHO HaXkaTb KHOMKY «TekcT» (puc. 75) psaoMm ¢ COOTBETCTBYHOLLUM
TWMOM OMOBELLEHMS.
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3apaiiTe Balll TEKCT ONOBELLIEHWA

O Me HaCTPOVKM TeKcT oy

VsmeriTs HacTpoiiin no ymonsanmio...

@ Mcnonbsosars cobcTsenniii Texcr

Koraa nposepxa npouna

[t is on (%T) |

Koraa nposepka e npowna

[pe is off (36T) |

Tema nicama ana E-mail

‘Munimring alert: %A (%T) |

Kniowin: %4 - agpec xocTa, %T - coobujenue nposepin, %5 -
cocTonrMe MpoBepkw, %C - NoAncs xacTs, %D - aata u spems, U -
nonssosaTens, %DSC - onucanne nposepky, %PV - sHaueHne
napameTpa MonuTopHrra, %RT - Bpeka oTknuka, %RET - neperoc
CTPOKH. 3HUEHNA NOACTRAIOTCH AETOMATMHECKN.

orsns

Pwuc. 75

3anycK npunoXxeHus.

3anyckaeT BHeLLHee NPUMoXeHne ¢ napameTpamu (ecnm Heobxoammo). Ecrnin
B Ka4eCcTBe NpunoxeHust ykasatb komaHgy net (tonsko 8 WINDOWS NT, XP,
2000, 2003), a B napameTtpax - send <uMs KOMMblOTEPa> <TEKCT
coobLleHnsa>, To Bbl MOxeTe, paboTas Ha yganeHHoOW MawwuHe, nony4vaTb
coobLeHns oT MalLmnHbI, rae paboTtaeT nporpamma. Puc. 76

War 3 3 3. 3a0aiiTe AEACTBHA, KOTOPHIE BYYT BINOHATECA NP COOTBETCTBYKOLLMK PESYABTATAX NPOBEPKH

|',) e SanycTiTs npunoxeHme E]

] BanycruTi ngAomenme, £ NpoBegKa Npous
CooGuenye, e-mail, SMS

JanycTaTs nprnOKENUE [

MpowrpaTs 38y¢ [

3anwcae B Xypran, Eventlog, Syslog

TlepesanycTiATs CAYX6Y, KoMMBKITED

BINOAHMTS CXpUNT [

¢ % aapec spera, %7 - % C- 18, %0 - aava
cpenn, % =0sC - patserp. R - epenn
ormnka, HRET - REPENOC CTPORM, 3Ra4ENHE NGACTABARMOTCS SFTOMATIECKN.
[CCopasea [ «crosa | [Foweo ] | omera

Puc. 76
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[Mpouzpamsb 38yK

MpowurpaTtb 3BYK B popmaTe WAV npu yaadHon/HeyaavyHon nposepke. Puc. 77

Lar 3 13 3. 3agaiTe AefiCTBISA, KOTOPLIE BYAYT BLINOAHATLCA NPU COOTBETCTEYHOLLMX PE3YNbTATAX NPOBEPKM

|')) OnoseuleHue Npowrpars seyk |‘))

[[] Npownrpars 3eykoBoii daiin, ecnu nposepka npowna
Coobuwetwe, e-mail, SMS
MyTs & WAV-pait

3anycTUTs NPUAOKEHUE | 4

Mpowrpate 38yKk

3anwcatb B xypHan, Eventlog, Syslog

Mepe3anycTuTb CAYXEY, KOMNbIOTED

MyTe k WAV-paiin

BINOAHMTL CKpUNT [ L4

<<Hesan | [ Torore | [ Ommenma

Pwuc. 77

3anucamsb e xypHas, Eventlog. Syslog

3anucbiBaeT CTPOKY COoObLLEHMS (TEKCT HacTpanBaeTcsl) B XXypHan (puc. 78):

e JKypHan nporpammbl, ¥MMa dainna KOTOpPOro MOXHO 3agaTb B
HacTpovkax (no ymondanmio - NMAlerts.log B nuyHOWM nanke
nonb3oBatensa <guck>:\Documents and Settings\All Users\Application
Data\OSNOVO\Network Monitor\Logs\). Ha aTon >xe Bknagke MOXHO
cpasy ke NPOCMOTPETb U yXKe CO3AaHHbIV XXypHar.

e KypHan cobbituin Windows (EventLog). Tun 3anucu (yBegomneHwue,
owwnbka, npegynpexneHue...) 3agaeTcsa B COOTBETCTBYHOLLEM rMone.
BbidBaTb KypHam COObITUM MOXHO Yepe3 HaxaTue KHOMKM
«lMpocmoTpeThb XypHan».
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e Syslog. CtaHgapT oTnpaBku COOBLLEHMIA O MPOMUCXOOSALLNX B CUCTEME
cobbITMAX  (NOroB), WCMONb3YKLWMIACSA B KOMMbIOTEPHBIX CETSX,
paboTatoLmx no npotokony IP.

Lar 3 u3 3. 3anaiite AelicTENS, KOTOPbIE BYAYT BBINOAHATLCA MPW COOTBETCTBYHOLIMX PESYILTATAX NPOBEPKN

3anucaTs B kypHan, Eventlog, Syslog

|')) OnogeuleHne

[] 3anwcats & ypHan, EcAM NpoBEpKa npowa
CooBwenue, e-mail, SMS

[] 3anwcate B KypHan, €CAM NPOBEpKa HE NPOWIAa
3anycTUTh NPUAOKEHUE

IMpowrpats 38yK 3anucars 8 XypHan nporpaMMel Hacrpoiikn Tect MpacmoTpers

3anwcatb B XxypHan, Eventlog, Syslog
3anucars 8 xypHan coemuit Windows (Event Log)

MepeszanycTvTe cayxBy, KOMMLOTER Tect MpocmoTpets

Twn 3anucw: o Yaegomnenme

BLINOAHWTL cKpunT
Ornpaans 3anucs s Syslog

5 Hactpoitin Tect zannen
Tun sanucu: |Informational "

Texer

<<Haaa | [ Toroso | [ Omuena
Puc. 78

[Nepesanycmumb cnyxby, komnbtomep, Puc 79

Mo3BonseT ocywecTBnATbL 3anyck/ocTaHoB/nepesanyck 3agaHHOW Cchyx6bl
NpoBEpPSIEMOro KOMMboTepa, nepesarpysky/3aBepLueHne paboTbl/BKNOYEHNE
NpoBEPSIEMOro KOMMbtoTepa.

Ona 3agaHns cnyx6bl HEO6X0OUMO HaXaTb KHOMKY '<<', BblOpaTb u3
cnucka Tpebyemyto criyxoy.

Ecnu nonb3oatenb, nog KoTopbiM paboTaeT nporpamma, He umeet
npae agMuvHUCTpaTopa Ha NpoBepsieMOM KOMMbioTepe, TO Afis YCrneLwHoro
BbINOSIHEHWST OMNepauuii co cnyxbammu n nuTaHMemM KoMmnbloTepa Heobxoaumo
3agaTtb UMs M Naposib 3TOro NOMb30BaTENSA C HEOOXOAMMbBIMU MOSTHOMOYUSIMU.

Ons 3agaHus MMeHW u naponsi HeobXoouMO BKMYUTL NapaMeTp
«HyxHa aBTOpM3aumnsa» 1 3anonHUTb nons «JlormH» n «Maponby.
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War 3 w3 3. 3anaitTe AGACTBHR, KOTOPbIE GYAYT BHINOAHATLCA NPV COOTBETCTBYIOINX PE3yALTATaX NPOBEPKM

|‘)) OOBELIETe MepesanycTuTs cayxBy, KomneioTep 1% 5
(]
Coobuenue, e-mail, SMS
Caymtia
3anycTuTs NPUACKENUE Aeicrene: ® NepesanycTume Ocranosure
Tpourpars 3syx Kosnmworep:  ® Nepessrpysnm seepumrs pebory Bemownms
3anucats B XypHan, Eventlog, Sysiog =

MNepesanycTute Cyx6y, KOMNbIOTED o

BuinoaHMTs OxprnT

Py e

[ Cnpaexa |

Pwuc. 79

BbinonHums ckpunm

MosBonseT BbINONHUTE CKpUNT Ha A3blke VBScript nnn JScript. Ko ckpunta
MOXHO co34aTb B M0OOM TEKCTOBOM pedakTope M 3arpy3uTb nyTeM HaxaTus

KHOMKM 3arpysuTb.
Heobxogumo  ykasaTb ~ OCHOBHyW  (yHKUMIO  cCKpunTa B

COOTBETCTBYHOLLEM NOe.
MoxxHo nportecTnpoBaTtb pa60Ty CKpunTa, HaXXaB KHOMKY TecrT.

LWar 3 w3 3. 3aaaiiTe AelCTBNS, KOTOPLIE BYAYT BbINOJHATLCA NPY COOTEETCTBYOWMX PE3Y/TATAX MPOEEPKI

BLINOAHUTS CkpUNT .'
(]

[] Boimonswrs cpuar, ecnm nposepwa npouina

I')) OnoseLleHne

Coobwenme, e-mail, SMS
e

3anycTuTs npunoxenie .
@ Visual Basic
Teer

Tpourpats 3syk

Java Seript

3anucars & ypHan, Eventlog, Syslog
Ocrosran dywiums cuenapus  [Main Sarpyaume

NepesanycTuTs CayX6y, KOMMbIOTEP.

[[] Butmomswrs cpuny, ecnn nposepia e npowna

BBINOAHMTS CKpNT

A Viexoauii ko cugnapun

©® Visual Basic
an= Tecr
end function

Java Seript

Ocrioeran dymeuna cuevapun  [Main Sarpysums

Knioww: %A - agpec xocta, %T - cooBujerme

Puc. 80
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8.2.2 Co3paHue npoBepKu 13 WabnoHa

Ecnm ectb HeobxooMMOCTb CKOMMPOBATb CO34aHHYIO W HACTPOEHHYHO
NPOBEPKY MO HECKOMbKMM XOCTaM, Bbl MOXeTe BOCMonb30BaTbCs OyHKLMEN
co3faHua npoBepku u3 wabnoHa (puc. 81). [Ons 3Toro BbINOMHUTE
cnepywoulee:

1. Bolgenute B cnucke MOHUTOPWMHIA OAMH XOCT mnun Heckonbko (¢ CTRL).
Bbi3oBMTE KOHTEKCTHOE MeHI, BbibepuTe NyHKT «Co3gaTb NpPOBEPKY U3
WwabnoHa».

2. B okHe «Cnuncok npoBepok» OTMETbTE ranoykamu Te NMpPoBEepKu, KoTopble
HeoBxoOMMO CKOMUPOBATh Ha BblAeneHHbIe XOCTbl.

3. Haxxmute kHonky «OK». BeibpaHHble npoBepku ByayT AobGaBneHbl XoCcTaMm.
Bce napameTtpbl npoBepku, Kpome agpeca xocta, OyayT cKonupoBaHbl M3
wabnoHa.

0 OSNOVO Monitoring System

Taiin ¥ [ ELEEL] HocTel Mpoeepin MoruTopuHr Ipynne Oryeter Bug Cnpasxa
C wero Hauate? NS
9 ° 0 = O x
Cogepwarne ) Uro nosora? Onporpaume,, | OOPaTHas Texmueckas g
! CBASE NOAMEpKKS
4 XocTel Onobpamaemoe uma xocra  Mms wam agpec x..  Onucanme nposeprm
] OSNOVO-TMS-01 [192.168.0 | mimciimion oan o =5 168.0.160
8 - A e —
o -: SW'BOBOHILS [192.1] " HzmennTs xoor Ctrl+Enter 168.0.160 T e T
[ Henpoiipenriste nposepky | floGasurs nposepky 168.0.160 OtHocuteneHas enaxHocTe sozgyxa TMS-STH
CozaaTe NpoBepky no WabnoHy 168.0.160 Hanpsoxkerue nuranma TMS-01, B
I% ¥AanuTe x0cT 168.0.160 Ceresoe HanpaxeHue TMS-5V, B
168.0.160 Hanuumne Bazer ceresoro Hanpsokenua TMS-50
BblgennTe BCE XOCThl
[D) OrkntounTs ece npoeepkn
[ BrntouwTs BCE NpoBEpKN
« TlpoBEpUTL NPUHYANTENEHD
= MocmoTpers gaTumkin
Puc. 81
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8.2.3 U3ameHeHMe napaMeTpOB NPOBEPKU

[ns nameHeHns napameTpoB NPOBEPKU HEOBXOOUMO BbINOMHUTL CneayloLmne
genctsua (82):

1. BblgenuTb B CMCKE CTPOKY NPOBEPKN.
2. Bbi3BaTb KOHTEKCTHOE MEHI0, BbIOpaTh NYHKT «M3MEHNTb NPOBEPKY».

3. Ha akpaHe nosiButcsa okHo MacTepa HacTpoiku napaMeTpoB MOHUTOPUHIa
(MapameTpbl NPOBEPKN).

4. N3ameHuTb Tpebyemble napameTpbl (cM. 8.2.1 «[JobaBneHne npoBepkn»).
HaxaTb kHonKy «[danee >>», 3atem «[0TOBOY».

MapameTpbl NpoOBEpPKM aBTOMaTUYECKM COXpaHAlTCs B dann u cpasy
BCTyNatoT B CUIy.

O OSNOVO Monitoring System

Qaiin v Tnaskan XocTer Mpoeepku MoHnTopuHr Tpynnet Oruernt B Cnpaeka
4 ?
i? @ Cuero Hauam () <] ¢; 5b
Copeparmne @) Y 7 O nporpamme,, | O0paTHes Tewwueckan g oo
T Hosoro? ceAss  nopmepkKa
4 Xoctel Orobpamaemoe uma xocta  Mms nan agpec x.. Onucanme nposepiu Tun npi
] OSNOVO-TMS-01 [192.168. | @) siov0-TMS-01 192168.0.160 ICMP-n
= SW-B0B02/1S [192.168.0.1] | seiion e g e i
B Henpofiaettie nposepkw & osnovo-TMs-01 192168.0160 ol Mizwenurs nposepiy SNMP
& osnovo-TMs-01 1921680160 | | Ac6asuts nposepiy SNMP
& osnovo-TMs-01 192468.0.160 Cosgars nposepy o waBnony SNMP
& 0sNOVO-TMs-01 1921680160 | 3 vaenue mponcpry SNMP
¢ MocmoTpers paTumkn
Hacrpoute geiicrena Crl+Alt+A
HacTpouts sasucumocti n Apyrue napametpsl  Crl+ AltsP
7 Vismennts wrepsan nposepku Ctrl+ Akt
VismesnTs onmcanvie nposepkn Ctrl+ Alt=D

TR —
Boigenenute ’

[0 Omeavoums nposepry

<+’ Mposepus npAryawTENSHo Space

& Moxazwisats Toneke cBoiiHele nposepkyt
Mepeiitu x xocTy & enucke

55 O6roanTs F5

Puc. 82
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8.2.4 HacTpowka peMcTBMi AN NpoOBepPKu

[na O6bICTpOM HACTPOWKM LEWUCTBUN AONS COOTBETCTBYIOLUUX pe3ynbTaToB
NpoBepKn HeobXxoauMo BbINOMHUTL (puc. 83):

1. BblgenuTb B CNMCKE OOHY MMM HECKOSTbKO NPOBEPOK.
2. Bbi3BaTb KOHTEKCTHOE MEHI0, BbIOpaTh NyHKT «HacTpouTb 4ENCTBUSAY.

3. Ha akpaHe nosiButcs okHo MacTepa HacTpoiku napaMeTpoB MOHUTOPUHIa
(MapameTpbl NPOBEPKN).

4. Hactpoutb Tpebyemblie genctBusa (cm. 8.2.1 «[dobaBneHue npoBepkn»).
HaxaTtb KHOMKy «["0TOBOY.

HacTpoeHHble [encTBMsi HasHadalTCsa cpasy BCEM BblOENEHHbIM
npoBepKam, aBTOMaTUYECKN COXPaHAOTCA B dpaln u cpady BCTynawoT B CUNy.

OTy e npoueaypy MOXHO BbINONHUTb, BbIAENUB OOHY UMM HECKONBbKO
NpPoOBEpPOK U OTMETMB Ha MHOPMALMOHHOWN NaHeNn NUKTorpaMmmy Tpebyemoro
JencTBus.

0 ©SNOVO Monitoring System

Gaiin v Cnaseas Koctol Mposepiu Morurmopunr Tpynni Oruerat Bua Cnpaska
e @ Cuero nausms? 0 m @ ),b
Copepxarine ) Uro nosoro? O nporpanime... Ofpatnan Temnueckan g oy
ez noepc
4 [ Xoctel Orobpawaemoe ma xocra  Mima wam agpec x..  Onucanme nposepku
Gl OSNOVO-TMS-01 (192.168. | ) G5NOYO-TMS-01 SERREIAT
_ = SW-B0802/1LS [192.168.0.11| i ey e oy 145 1FA 1160 T e
Bl Henpoilaennbie nposepky [Q osnovO-TMS 01 ] [ Msmenss nposepry T
(& 0sNovOo-TMs-01 (3 AoBasurs nposepry
[ osnovo-TMs-o1 Cosgars npagepiy no wabnoky

1 OSNOVO-TMS-01 [P —

i Mocmotpers gatumin
Cat- i
HacTpouTs 38NCHMOCT 1 ApyTHE NapameTpel  ClrleAlteP

&7 VismenuTs urtepsan nposepku Ctrl+Alt+1
Vismenurs onucarme nposepki Ctrb+ Alt+ D

@ 3amam canHHup! EMEpeHUR
Beigenenne »

[ Omosws mposepy

« Mposeputs npuHyauTensHo Space

B MokassisaTs ToNeKo CBOMHIE NPoBEpKI
Mepeiitu kxocTy B cmcke
5 O6hosuts Fs

Puc. 83
57

7 N 2
\ 7 SEC.RU KopoTkuii nyTb K MHcbopmaLmm CKauaHo c sec.ru




8.2.5 YpaneHue npoBepKu

Ons yoaneHma npoBepKn Heo6XoaUMO BbINOMHUTL cneaywouime nencTBeus

(puc. 84):

1. BblgenuTb B CMCKE CTPOKY NPOBEPKN.

2. Bbl3aBaTb KOHTEKCTHOE MEHIO, BbIBpaTh NYyHKT «YAanuTb NPOBEPKY».

BbiGpaHHasi npoBepka yaanseTcs U3 cnucka MOHUTOPUHIa U 13 daiina.

(0 OSNOVO Monitoring System

Paiin v Tnaexan Xoctel Mpoeepkn MonuTepuHr Tpynnet OTuerl Bua Cnpaeka

9 ) Cuero navars? 0 ’x‘ @ %

Otpartnan Texnmuueckan

| Mocwuorpers garumon

Hactpoute gefictena
HacTpouTs 22BUCHMOCTI U APYTUE NAPaMETPLI
& VISMENNTE MHTEpEAN NpOBEPKH

W3mennTs onncanne nposepkn

[ 3aaate eannMubl nsMEpeHua
BrigeneHne

[0 OmknroumTs nposepky

« Mposepurs npuryaurensHo

& Mokassigats ToAbKD COOIHEIE NPOBEPKM
MepefTh K X0CTy B CMCKE

% OBrosae

Ctrl+Alt+A
Ctrl+Alt+P

Ctrl+Alt+1
Ctrl+Alt+D

Space

F3

Coaepxanne a Uro Hosoro? O nporpamme... e noaaepwKa BeecTu knroy
4 | Xocre Orobpan@emoe uma xocra  Mms mam agpec x..  Onucanme nposepkn T
Sl OSNOVO-TMS-01 [192.1684 | @) enovo-TMs-01 1921680160 K
_ = SW-B0B02/1LS [192.168.0.11| = B e 197.168.0.160 o S 5
B HenpoiigerHele nposepkn & 0sNOvO-TMS.01 1991680160 %| Hsmenuts nposepky S
[& osNOVO-TMs-01 1921680160 | ls# AoBeawms nposepiy 5
(& osNovo-TMs-01 192.168.0.160 Co3gars nposepky o waBnoky 5
& osnovo-TMs 01 1921680160 || 3% s

Puc. 84

Tb K MHChOpMALn
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8.2.6 BkntoyeHue u OTKIIOYEHUE BbINOSIHEHUSA NPOBEPKU

Ytobbl Ha BpeMs OTKNIOYUTbL MNPOBEPKYy He yaansas ee, Heobxogumo
BbINOMHWTL cneayowne aenctens (puc 85):

1. BblgenuTb B CMCKE CTPOKY BKIMIOYEHHOW MPOBEPKM.
2. Bbi3BaTb KOHTEKCTHOE MEHI0, BbIOpaTh NyHKT « OTKIHOYMTbE NPOBEPKY».

OTkntoveHHas NpPOBEpPKa BblOENAETCA XKeNTbiIM LLBETOM B CINUCKE.

|0 0sNOVO Monitaring System

Paiin v Tnasxan KXoctel Mposepkn MoHuTopuHr Tpynnel Qryerel Bua Cnpaska
C 7
9 B Cuero navams 0 N @ ’b
Cogepxanme ) Uro nosora? O nporpanme,, | CSPATHEA Tewmseckan oo
' CEBS3E  NOAAEpHKE
4 XocTel Orobpaxaemoe nmA xocta  Mma wan agpec x..  Onucanune nposepkr Tun
= ;"fv";’;;?)';"ﬁ'“l;ﬁ;;ﬁ‘ & 0sNOVO-TMs-0L 1921680160 1M
- :" A /IS 1192.168.0.11) |y e i1 162.16810.160 e e SN
[ Renpoliasuneie nposepn 2 OSNOVO-TMS-01 192.168.0.160 ld Msmenmre nposepiy NA
Q OSNOVO-TMS-01 192.168.0.160 | AoBasuTe nposepky NR
E] 0OSNOVO-TMS-01 192.168.0.160 Cosgate nposepky no Watnoxy NA
(& 0SNOVO-TMS-01 192.168.0.160 |5 YaanwTs nposepy MR
« MocuoTpets gatumkn
Hactpoute gefictena Ctrl+Alt+ 4
HacTpouTe 3aBMCHMOCTH M APYTHE NapameTpbI Ctrl+Alt+P

& WasmenuTs uHTEpEan Nposepky Ctrl+Alt+I
WzmMeHUTE onncaHne npoBepkm Ctrl+Alt+D

{ah 3aaaTb EAMHULEI HIMEPEHUR

Beigenerne »
O orenrosvre nposepry ]
o TpoBEepHTE NPUHYANTENEHD Space

& Moxassieats Tonske cBoiiHsie nposepkA
MepeiTh K XoCTy B CIMCKE
£ OBHoeuts F3

Puc. 85

Ana BKMOYEHNUs NPOBEPKM HEOOXOAMMO BbINOMHUTL CrEAyHLMe AEeNCTBUSA
(pwc. 86):

1. BblgenuTb B CrIUCKe CTPOKY OTKIMIOYEHHOW MPOBEPKMU.

2. Bbi3aBaTb KOHTEKCTHOE MEHIO, Bbl6paTb NYHKT «BkntounTb NpPOBEPKY».
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BknioyeHHaa npoBepka BblOENSAETCA MPEXHMM LBETOM (COOTBETCTBYIOLLUM
npeablayliemy craTycy).

an/I3HaK BKIHOYEHNS/BbIKITIOYEHMS NPOBEPKN aBTOMaTU4YECKN COXpPaHAETCA U
BCTynaeT B CuUny.

0 OSMNOVO Monitoring System

Qaiin v [naeHan XocThl Mpoeepku MonuTopuHr Tpynne OTueTel Bua Ci
9 © Cueronzuate? 0 m @ %
A
c OBpatHan TexHWYECKaR
OAEpKAHNE Q YUro Hosoro? O nporpamme... Canze noadepKa BeecTi kntoy
4 XocTel Orobpaxaemoe uma xocta  Mma wnwm agpec x...  Onucanme nposepkm
= (& osnovo-TMS-01 192.168.0.160
- ? SW:BDBDE{ILS [192.168.0.1] (L) OSNOVO-TMS-01 192.168.0.160 Temneparypa gatunka TM5-5TH, *C
B Henpotacnnsic nposepn (=] osnovo-TM J WzmenuTs nposepky yxa Th
(& osnovo-TMm __.% [JoGaenTs npoeepky

& osnovo-Tm Co3pate nposepky No wadnoxy |
& osnovo-TM ., KeHma
L% Yaanwte nposepky

¢ MocmoTpers gatunkn
HactpouTs aeiicTena Ctrl+Alt+A
HacTpouTs 33BMCMMOCTI M ApYTUE NapaMETRbI Ctrl+Alt+P
& V3MeHUTE MHTEpBAN NpoBEpKK Ctrl+Alt+I
WzMEeHUTE CIMCAHWE NpOBEPKK Ctrl+Alt+D

ﬂ_i 3a4aTe EAMHULEI W3MEPEHNA

BrelaeneHue 4
|@] Brniounte nposepky |
4 TpoBepUTE NPUHYAUTENBHD Space

E MokasbieaTs Tonbko cOOAHBIE NPOBERKK
Mepeiiti k xocTy B cNncke

a OBHOBUTE F5

Puc. 86
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8.2.7 NMpuHyAUTEeNbHbIN 3anyCcK NPOBEepPKU

Ons Toro 4Tobbl 3anNycTUTbL NPOBEPKY NPUHYAUTENBHO, HE OOXMAAACH, KOraa
OO Hee pgomget ouvepedb B MPOLECCE MOHUTOPUHIA, HYXXHO BbINOMHUTL
aencteuns (puc. 87):

1. BblgenuTb B CMCKe CTPOKY NPOBEPKN.

2. Bbi3BaTb KOHTEKCTHOE MEHH0, BbIGpaTh NyHKT «[poBeputb
NPUHYOAUTENBHOY.

3anyck NpoBepku CTapTyeT HesaMeasIUTeNbHO.

0 OSNOVO Monitoring System
Qaiin = v [nasHan KocTel Mposepru MonuTopuHr Tpynne OTuetel Bua Cnpaexa
C 7
9 9 HErD HAYaTS! 0 ’v‘ @ %
Coaepxanne 9 Uto HoBOro? O nporpamme... Obparhan Textnueckas Beecti kntod
: cB3b  MOAMEpHKE
4 Koctel Orobpamaemoe nma xocra  Mma wan agpec x.. Onucanme nposepkm
=l 2;":;;%;"’3'”1;519:;(??‘ & osNovo-TMs-01 192,168,060
- ':’ - /ILS [192:168.0-11| /g 5Ekiai6 s a1 192,168.0.160 o
R HenpokaeqHble nponepky &) OSNOVO-TMS-01 1021680160 | PaBEpKY
& osmovo-Tms-01 1921680160 | |4 AeBaswTs nposepky
[& osnovo-TMs-01 1921680160 Cozaate nposepky no wabnowy
& 0SMOVO-TMS-01 1921680160 |3 Yaanute nposepry
i MocnoTpers garsimn
Hactponts geiicTena Ctrl+Alt+A
HacTponTs 228NcMMOCTH W APYTHE NapaMETpEI Ctrl+Alt+P
& WameHuTe wHTepsan nposepkn Ctrl+Alt+]
W3menuTe onucanue nposepkn Ctrl+Alt+D
[l 32a3Tb EqMHMLEI USMEPEHUA
Brigenenwne 3
[ OmknrouuTE Nposepky
 [Tpessorms nporymmerers | =
& MNokaseisats Tonbko choRHEIE NpoBepky
MeperT K xoCTy 8 crncKe
5 ObroswTe F3
Puc. 87
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8.3 MIB 6pay3ep

MIB 6paysep — dyHKUMS nporpamMmbl, NO3BOMSKOLWAS NPOCMAaTPUBATh
nepapxuto SNMP MIB-nepemeHHbIX B gpeBoBuaHon goopme. C noMoLbio Heé
MOXHO 3arpyxaTb U KOMNWIMPOBaTb CTaHAAPTHbIE N NponpueTapHbie ansbl
MIB.

UTtobbl [06aBUTE HOBbIE MPOBEPKU MapamMeTpoB AN ynpasBrsieMoro
ceteBoro ob6opynoBaHusa OSNOVO u4epe3d SNMP npotokon Heobxooumo
3arpy3auts B MIB ©Opaysep chann c¢ pacwupeHuem (.mib), OOCTYNHbIA MO
3anpocy. MIB cann - ato TekctoBbin dhann ¢ nHgpopmaumern ob6o scex SNMP
pecypcax (OID), noaaepxunBaeMbiX KOHKPETHBIM YCTPONCTBOM.

MIB dainn nmeet cneunanbHyo nepapxmyeckyto CTPYKTYpY, B KOTOPOWR
onncaHbl BCce NepPEMEHHbIE U uX npegHasHaveHne. C NoMOLLb0 KoMnunsaTopa
MIB mMHOXecTBO oTAenbHbIX MIB-thannos MOXHO NpeacTaBuTb B BUAE OQHOMO
AepeBa, B KOTOPOM yXe ropa3fgo npoie Hantu nms, agpec (OID) n onncaHue
HeoOxoguMMoro napameTpa (HanpuMmep, TemnepaTtypy BbIHOCHOMO AaTyuka,
MOLLHOCTb POE Ha nopte n 14.)

YT106bI 3anycTutb MIB 6Gpaysep HaxmuTe «Danny» / «MIB 6paysep» (puc. 88)

[ MIB-Gpayzep O X

MIB-6paysep MoMoraeT MaAyuMTs HyxHBIA Ko oBbekTa (Object ID) Mo ero NOHATHOMY HasBaHMH0. ECAM HE YAAN0TH AT HYKHEIR
OID, npocto aobassTe MIB-daiin, 8 KOTOpPOM OH onkcaH (obpaTuTecs k NpoussoanTento obopyaoBaHus).

4 [Tise oID:
member-body
std

a4 org
ieee
4 [0 dod
a internet

[t36141 ]

SHaueHue:

security
snmpV2
directory
mgmt
experimental
4 [ private d
4[] enterprises

hp Monyunte |+ | Mapamerpe noacaroueris.. |=  SNMP 3.
cps
lightcom TexyLune napanterpel noakntovenus: , public, SNMP 1

7 N
N\ 7
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huawei
iml

[ [is0.0rg.ded.intemet.private.enterprises

technotronics
. o ] mem[
private-enterprise
cisco Vingexc ‘ |
forttelecom
shtyl OnucaHue:
ppc
ccitt
joint-iso-ccitt
@ L MIB-darin ne pobasnnerca?
S —r
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e MIB-Opay3ep wucnonb3yetcsa npu BbibOpe nNepemMeHHOoW  Ans
MOHuTOpuHra B npoeepke SNMP, onst nepeBofa KoOoOB NEPEMEHHbIX,
nonyyaemsoix B coobweHnn SNMP trap, B untaemble uMeHa U NPOCTO
AN NpocMoTpa MHopMaL MK, CoaepXKaLlencsa B yCTPOUCTBE.

e B coctae N0 OMS yxe BKIOYEHbI HECKONMLKO CTaHAAPTHbLIX hanos
MIB, oHu Haxogutcs B kaTtanore \mibs. YT10o0Obl Ago6aBuTL CBOM
Gannbl, NPOCTO NepenuwIMTe UX Tyaa U nepesanycTuTte nporpammy,
nnbo ucnonb3dynte gnanor gobasneHuns (KHonku nog aepesom MiIB).

e C nomouwpo MIB-6paysepa MOXHO He TONbKO NocMaTpuBaTb AEPEBO
MIB, Ho 1 nony4yaTtb no SNMP 3HayeHusi ero nepeMeHHbIX. [1ns aToro
HaXMuTe KHoMKy [lapameTpbl MOAKMYEHUs W 3aganTe  JoruH
(community) n naponb (ecnu SNMP v3). lNMocne aToro Bbl MOXeTe
nMbo nonyunTb 3HayYeHWe BblAENEeHHOW B JepeBe NepemMeHHON
(sanpoc GET), nubo crnepgytowenn 3a Hewn (3anpoc GET NEXT).
lMporpamma Takke MOXeT coxpaHuTb B pann nonHbin SNMP-gamn
(BCE NEPEMEHHbBIE C X 3HAYEHUAMN).

8.4 MNaHenb AaTYNKOB U UHOUKATOPOB

Bbl MoxeTe Bu3yanbHO Habmogate 3a  U3MEHeHMeM  napamMeTpoB
MOHWTOPUHIa He TONbKO Ha rpadmkax, HO 1 Yyepes crneumnanbHble BUmKeTbl —
AaTyYvKK1, MHAUKaTOPbl U Anarpammei.

OHu BbiBeaeHbl Ha obuwyto naHenb (dashboard), kotopas moxeT ObiTb
pasmelleHa Ha OTAeNbHOM MOHUTOPEe — 3TO OKHO He MewaeT pabortatb C
ApyrMMun ananoramu nporpammbl. Kaxabin gaTymk MoxeT oTobpaxaTb TOMbKO
OOMH napameTp MOHMTOpuHra. [aTymku co3darTCcs aBTOMAartuyeckn — Mo
OOHOMY Ha MPOBEPKY XOCTa, KoTopas B npoLuecce paboTbl NonyyaeT 3HaveHue
kakoro-nnbo napameTpa.

YT106bl BbIBECTW HA 3KpaH NaHenb AaTYMKOB, BblAenuTe B AepeBe XOCT U
BblIbepuTe B €ero MeHto NyHKT «llocmompems damyuku» (puc. 89)
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0 OSNOVO Monitoring System

Qaiin v [nasHan XocTel Mpoeepin MoHuTepuHr Mpynner Oruetel Bug

9 @ Cuero navare? 0 ’x‘ @ ,,b

Otpathas TexHnueckas

Copepxarne Q Yo Hosoro? O nporpamme.., caAzo noacpKa Bsectu knrou
4 é;”b‘ Orobpamaemoe uma xocta  Mma wam agpec x...  Onucanne nposeprm
OSNOVO-TMS-Qf"1ontens
= SW-80802/1LS [1 Wi NsmenuTs xocT Ctri+Enter | 1921680160

- . . 6 192.168.0.160 Temnepatypa gat4nka TMS-5TH,
I Henpofiaenniz npog sy AoGasnTs nposepry 192.168.0.160 OTHOCUTENEHAA BNAXHOCTE BOSL
Cozaate nposepiy o wiabnory 192.168.0.160 Hanpaxenue nuranna TM5-01, B
W% YaanwTe xocT 192.168,0.160 Cetesoe HanpaxeHwue TMS-SV, B
192.168.0.160 Hanwune @asel ceTesoro Hanprx

BLIAENWTE BCE XOCTHI
D OTenouwTs Bce NpoBepKy
[ BraroumTs sce nposepkn

o TMposepuTs NpUHYANTENEHD

¢ |[TocMoTpETs faTuuKn

Puc. 89

Ona Kaxaoro xocta co30aétcs oTAenbHOe OKHO AaTymkoB. [aTyumkm
C03[atoTCsl TOMbKO AN NPOBEPOK, Y KOTOPbIX €CTb napamMeTp MOHUTOPUHra.
,D,pyFI/IMI/I clioBaMu, KOonm4ecTso AOaT4yUNKOB MOXeT He coBMagatb C
KONMYECTBOM MPOBEPOK XOCTA.

Mporpamma noagepXxuBaeT  HECKOMNbKO  TUMOB  OaTyukoB, B
3aBMCMMOCTM OT TUMa napameTpa W 3afaHHbiX B MpoBepke eauHuL
namepenusi. OBbIYHO TUN yCTaHaBNMBaeTCs aBTOMaTUYECKM MpU CO34aHUn
NpoBEPKM — MporpaMMa 3HaeT, Kakoh napameTp Kak oTobpaxaTb. Ho Bbl
MOXeTe B Mob0oN MOMEHT M3MEHUTbL BUA AaTynka B napaMmeTpax npoBepku

[ocTynHbl cneayowmne Tvnbl 4aTYMKOB:

1. CmpenoyHbit uHdukamop puc. 90

WcnonbayeTca pgns oToOpaxeHust napaMeTpoB, KOTOPblE W3MEPSIOTCA B
npoueHTax ot 0 go 100.

K npumepy, ons 3arpy3ku npoueccopa. Onsa toro, 4tobbl 0TOOpasnTb
3Ha4YeHVe Ha TakoMm AdaTyuke, HeOOXoAMMO 3aJaTb rpaHuLbl ero U3BMEHEHUs B
OKHe napameTpoB npoBepku (pasgen «OTobpaxeHne Ha rpadukax»). B none
«[NapameTp nsmeHseTcs B npegenax» 3agante 0 — 100.
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3arpyska CPU (#2): 27 %

Puc. 90

2. Kpyeosasi duaepamma, pvic. 91

Mcnonb3yetca TOMbKO [Ons  OTOOpaxkeHuss CcBOGOOHOTO UMM 3aHATOro
[OMCKOBOro NPOCTPaHCTBa B pasfivyHbIX NPOBEpKaXx.

Ona  koppeKkTHoro oToOpaxeHuMst [daHHbIX HeobxoaMmo 3adaTb
rpaHnubl U3MEHEHUs1 3TOW MNEPEMEHHOW B OKHE MNapameTpoB MNPOBEPKU
(paspgen «OTobpaxeHue Ha rpadmkax»). B none «[apameTp nameHseTcsa B
npegenax» 3agante MUHUManbHbIN U MakCUMarnbHbI 00BLEM AMCKa.

localhost: luckoeoe npocTpancTED

230 GE

Puc. 91

65

(( )) SEC.RU KODOTKMM nyTb K P M 7 CkKayaHo ¢ sec.ru




3. BepmukanbHas duaspamma, puc. 92

Takol BuA gaTyMka UCMonb3yeTcs TOMbKO AN NPOBEPOK, KOTopble
nony4arT TEKYLLYI CKOPOCTb Tpaduka Ha ceTeBOM UHTepdence.

Ona koppekTHoro oTobpaxeHus [OaHHbIX HeobxoaMmo 3ajaThb
rpaHvlbl  M3MEHEHUs1 MpPOMYCKHOM CMOCOBHOCTU UWHTepdenica B OKHe
napameTpoB npoBepku (pa3gen «OTobpaxeHue Ha rpadumkax»). B none
«[MapameTp nameHsietTcs B npegenax» 3agante 0 1 MakcumanbHO BO3MOXHYHO
CKOpPOCTb Ha 3TOM UHTepdence.

= i

CpegHAn ExodALLan Ha
#35 Realtek PCle GBE Family Controller: 1,64 KB/c

Pwnc. 92

4. Yucnosol uHdukamop, puc. 93

OTOT yHMBepcanbHbIN AaTyMK Mcnonb3yeTcs ANs BCeX OCTanbHbIX
napameTpoB, KOTOpble Hemb3sl MOAOrHATb Mo YCNOBUS TPEX NpeablayLmX.

Ona atoro patusmka He o6si3aTenbHO 3agaBaTb MWHUMAarnbHOE U
MakcumarbHoe 3HadeHune. OgHako, ecnu 3To caenaTb, TO uBeT umdp byaet
MEHSTLCS MMNaBHO OT CUHErO K KpacHOMY, NpPoxXoAs Yepes3 OTTEHKN 3eNEHOro U
XEnTtoro. 3TO CBOWCTBO OTMMYHO MOAXOAMT ANs BbIBOAA TeMnepaTypHbIX
nokasatenem Ha skpaH. [pocTo 3apjalTe B OKHE NapaMeTpoB MNPOBEPKU
(paspgen «OtobpaxeHme Ha rpadukax») MUHUMAnbHYO W MakCcumarnbHYHO
TemnepaTypy, M cuHUA uBeT undp OydeT o3HavaTb XOnoAd, a KpacHbli —
neperpes.
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localhost: Temnepatypa » gpyrue gartuMkm

18,63

C

AMD FX-43000\TEMPERATURE: Core #1 - #4: 1863 C

Puc. 93
5. [paduk, puc. 94

C nomowbio rpadmka MOXHO O0TODOpasnTb AMHAMUKY W3MEHEHWS
noboro napameTpa, MNOCTABMEHHOrO Ha MOHUTOpUHr. Lkana 3HaveHuin
MacwTabupyetcs aBToMatudeckn. [padumk oTobpaxkaeT [JdaHHble 3a
nocneagHumn vac.

localhost: Ckopocte Tpadmka

400
350 |
300 |
250 |
200 |
180 |

ﬂ}l}iﬂ
m' _.Fl..'"l. A J'"l. J

Avg. 1M
#5 Realtek PCle GBE Family Controller: 3,43 KB/s

Puc. 94
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9. HacTpouku nporpammHoro obecne4yeHusa Osnovo
Monitoring System

[ns Toro 4toObl OTKPLITL OKHO C HacTponkamu MO OMS Heobxoanmo
HaxaTb @aun / Hacmpolku npozpammbl (Mnn coveTaHnem knasuw Ctrl+P)
Puc. 95

0 0OSNOVO Monitoring System

Qaiin v [nasHaa XocTel Mpoeepkn MoHuTopuHr Fpynne! Oryetsl Bug Crpaeka
Ctrl+P

= O 3

Co343Th PEIEPEHYIO KOMMID HACTROEK OBpatnan Texnnyeckan

e, . Beectu knwoy

BoccTaHoBUTE U3 pesepEHOA KoUK Rzt MoAREpKE
BeirpysuTe cratucTuky npoeepki B CSV... emoe uma xocta  Mima unm agpec x..  Onucanme npoeepku
VO-TMS-01 192.168.0 160
MIB-Bpayzep... 0-TM5-01 192.168.0160 Temnepatypa aarunka TMS-5TH, *C
0-TM5-01 192.168.0.160 OTHOCKTENBHAA BNAXHOCTE BO3Ayxa TMS-5TH
WO-TMS-01 192.168.0.160 Hanpsxenne nuranna TMS-01, B
Benxog
__IVG-TMS-UI 192.168.0.160 Ceregoe HanpmkeHue TMS-5V, B
[Q OSNOVO-TMS-01 192.168.0.160 Hanwune Pazel ceTesoro Hanpaxenua TMS-50
Puc. 95

9.1 O6wme HaCTPOMKH
B pasgene HacTpoek «Obwme» (puc 96) MOXHO HAaCTPOUTb NapamMeTpbl:

e Ceopayusams no ESC
Mpu BbIOOpe AOaHHOW oONUWM Bbl MOXETE MWHMMM3UPOBATL MPUIIOXKEHMWE
HaxaTnem knasvwn ESCAPE Ha knasuatype. O gpyrux 'ropaumx’ kKnasuLax
CcM. pa3gen "lopaume” knasuu.

e AHpnbik Ha paboyem cmorne
BbibpaB gaHHylO onuuio, Bbl cO3gaguTe SAprblk K nporpamme Ha paboyem
ctone Windows. Yganutb €ro MOXHO, CHAB rano4vky ¢ AaHHOW onuuu.
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e Asmosanyck
KnueHTckass yacTb nporpammbl (OTOOpaKeHue pes3ynbTaToB MOHWUTOPUHra)

GyneT aBToMaTUYeckn 3anyckaTbcs npu ctapte Windows.

e  MuHumu3uposams rpu 3arycke
Mpn crtapte nporpamma OygeT aBTOMaTUYECKM MWHUMWU3MPOBATBCA B
CUCTEMHbIV Tpen (obnacTb psiaoM C Yyacamu).

e Kamasoz 0aHHbIX U Hacmpoek rnpospammab]
Mo yMomnyaHuio, BCE MAaHHble MNporpamMmmbl XpaHATCA B nanke npoduns
none3oBaTtens. Bol MOXeTe nepeHecTn 3Tn AaHHble B ApYroe MecTo

Obwue HacTpoiku

Q{} HacTpoiikin nporpaMmbl

(e
-
ApTozanyck (4epes nnaHupoeLMK 3aga4 Windows) A—
—
MoHuTOpHH [C] Mutmumuznposate npu 3anycke
ﬂpDBE‘pKH TOFLBIREGIEE Ceopaumeats okHO Nporpammel ne Esc
SNMP
CUrHanMzauma [] Apneik 3anycka Ha paBouem cTone
YpoBHU NpeaynpexaeHns
KypHansi
E-mail KaTanor 4aHHbIX M HACTPOEK MPorpammsl
SMS
MecceHaxepti C\ProgramData\0SNOVOV\OSNOVO Menitoring System || [ Noymomarmo
Cratuctuka
Cnyx6a MOHUTOPHHIA
Bua
l oK I [ Otmena ] | MpumennTe
Puc. 96
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9.2 MOHUTOPUHI
B pasgene HacTtpoek « MOHUTOPUHIY (prc 97) MOXHO HAaCTPOUTL NapaMeTpbl:

e MakcumanbHoe Konu4ecmeo 0OHOBPEMEHHO 8bIMOMTHAEMbIX MPO8EPOK
Yncno ogHOBPEMEHHO 3anyLeHHbIX NPOBEPOK He MPEBLICUT 3TOTO 3HAYEHMUS.
CrnenyeT C OCTOPOXHOCTbLIO YBENUUMBATL 3TOT NapamMeTp, T.K. 6onbLuoe Ymcno
MOTOKOB MOXET MpUBECTU K 3amMenfieHnto paboTbl CUCTEMbI B LIEMOM.
PekomeHayemoe 3HaveHne — 100, makcumansHO BO3MOXHoe - 2000.

e [Ipuopumem npouecca
MpuoputeT, KOTOpbIA nonyyaeT npouecc (POHOBOrO MOHUTOPUHra npu
pasgeneHnn pecypcoB B cucteme. PekomeHayemoe 3HayeHne «—
HopmanbHbIn.

e UWHmepesarn 3anycka rnposepok Mo yMosi4aHur
Bpems, B TeyeHue KoOTOporo npoBepka He OyageT  BbINOMHATLCS.
YcTaHoBMNeHHOe 3Ha4YeHne 3TOro napameTpa NpucBavMBaeTCs aBTOMaTUYecKu
npu gobaeneHnn HoBoW MpoBepkn. MoXHO 3agaTb MHTepBan Ons NPOBEepOoK
BCEX XOCTOB B CMUCKe cpasy, HaxaB KHOMKy «3aaaTh OJ1si BCEX NPOBEPOK».

e [lepuod obHosreHuUs cnucka nposepok (mosnsko 8 PRO-gepcuu)
Ecnn B3aumopgeiictBue cnykbbl MOHWUTOPUHIA U TrpadmMyecKkon KOHCOMU
HacTpoeHo d4epe3 ©0a3y paHHbIX (NnogpobHee 06 3TOM), TO COCTOSHME
npoBepok oO6GHOBNSIETCA He cpa3y, a 4epe3 3adaHHbIM MHTepBan. [lo
ymMonuaHuio, 910 5 cekyHa. Takke, 9TOT napamMeTp BNuUsSiET Ha nepuosg
OBHOBIEHNS CTaTyCOB 3HAYKOB XOCTOB Ha rpadumyeckon kapre.

o KOamb _ 3aeepweHUs __NpO8EepOK  Mpu____ocmaHo8Ke __ cryxxbbi
MOHUMOpPUHaa
Mpn octaHoBke cnyx0bbl OSNOVO Monitoring System Service nporpamma
NbiTaeTcs 3aBepLUNTb BCE BbLINOMHSAEMblE MPOBEPKU. MHorga 3TO MoOXeT
3aHMMaTb NpPoAomKMTeNnbHoe Bpems. [pu BbIKMOYEHUMM ITOro NapameTpa
cnyx6a He 3aBepLUaeT aKTUBHbIE NMPOBEPKMU.

e  MakcumarnbHoe epems 8birosiHeHusi \VBScript u JScript
MapameTp, KOTOpbIA NO3BOMSIET PErynMpoBaTh BPEMS BbINOSIHEHUS CKPUMTOB
B nporpamme. HekoTopble cKpunTbl MOryT paboTaTb NpoAOImHKUTENbHOE
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BpeMsl, U TarWMayTa No yMOM4aHuio B S5 CEeKyHO MOXET He XBaTuTb AN WX
3aBeplueHns. [ina aToro B NporpaMmme ecTb 3TOT napameTp, MO3BOMAHOLLMNA
npoanuTb BpemMs BbiNonHeHus ckpuntoB. K npumepy, B npoBepke «OOBEM
nanku ¢ nogkatanoramu» ucnone3dyetca VBScript, koTopbii moxeT paboTaTtb
no MuvHyTe 1 Bonee, pekypCMBHO NoAacuUTbIBas 0ObEM KakoM-HMOyAb nanku
(Hanpumep, c:\Windows). [llpu HepoctatoyHOM TanWmMayTe npoBepka
3aBepwmnTCca C oOwWwubkon. ITOT napameTp BMAMSET Ha BbIMNOMHEHWE BCeX
CKpWMNTOB B NporpaMme.

CnepyeT C BHMMaHWeM OTHOCUTbCH K YCTAHOBKE CIIMLLKOM 60mbLumx
3HayeHW Tammayta, NOTOMY YTO 3TO MOXET MPMBECTU K CIIULLKOM AOSroMy
BbIMOMIHEHWIO NPOBEPOK (B Cry4Yae, eCcrnv OHW 3aBUCIN Ha CETeBOM 3anpoce).

HacTpoAkn MOHUTOPKHTa

ﬁ;‘.} HacTpoiiku nporpammbl

Qbue 300 =
=
MOHUTOPHHT
MpoBepku MO yMoUaH1IO HAaTs 33BEPLUEHIA NPOBEPOK NPH OCTAHOBKE CTyHBbI MOHUTORMHIa
SNMP ﬂ Cny:x6a MOHATOPMHIE JOAT0 WK BOOBLLIE HE OCTAHAENNBAETCAT
CurHannsauma
YpOBHU NpeaynpexaeHna
TMPHERYITET NPOUECCE MOHWTOPHHIE B CHCTEME
KypHanb
E-mail N
SMS Huzknid Hopra, Beicokmit  Pean.spem.
MecceHaxepb
CTa'rm;m (=] Whrepsan sanycka nposepok no ymonuaHio (cex.)
Cnyxba MOHUTOPMHIa =
60 =
Bua
(]
? S|
MakcunansHoe spema seinoanerms VBScript u 1Script
]
10 =
I QK I [ Otmena I ‘ MpumernTE
Puc. 97
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9.3 lNMpoBepkKu NO yMONYaHUO

Mpn pobaBneHMM HOBOrO XOCTa B CNWCOK MOHUTOPUHra (BPy4Hyto, U3
pe3ynbTaToB CKaHWPOBaHWS) eMy aBTOMATUYECKM MOryT ObiTb HasHayeHbl
cnegywowme npoeepku (pyc. 98) ¢ HacTpaMBaeMbiMN NapameTpamMu:

o |ICMP-niuHe

— Bpemsa oxugaHus (B MunnucekyHgax) - BpeMs, B T€YEHWe KOTOpOro
nporpaMmma xgeT oTBeTa OT XocTa.

— KonuyectBo naketoB - komnuyectBo naketoB ICMP-nuHra. MoxHO
3agaTtb KOMWYECTBO MNaKeToB Oonblue OAHOro, YToObl WUCKMYUTb
BO3MOXHOCTb JIOXXHOrO onpeaeneHnsi ctatyca obbekta npu notepe
opgHoro naketa. OgHako, yBennyeHue KONMUYecTBa NakeTOB BedeT K
YBEMNNYEHU0 BPEMEHM NPOBEPKN OHOTO XOCTa.

— Pa3amep naketa - o6bem ICMP-nakeTta B 6antax.

e TCP-nopm

— MMopt - Homep TCP-nopTa yganeHHOW MalluHbl, K KOTOpOMYy OyaeT
NPON3BOANTBLCA MOMbITKA NOAKIIOYEHMS.

— Bpemsa oxvpanus (B MunnucekyHgax) - BpeMsi, B TEYEHWE KOTOPOro
nporpaMmma xgeT oTBeTa OT yCTpoOncTBa.

MpoBepKy No YMONuaHMio

e -
¥ Hactpoiiku nporpammel

Mpw aoGasnenin Hosoro ycrpoiictea & Gasy (epy-ryro, us nra),
o) emny ByayT HasHavensl nposepH:

MoHWTOpHHT

i

SNMP

CurHanmsauma

YposHu npeaynpexackus Kommecreo nakeros. 4
KypHans!

E-mail

SMS

MecceHpxepbl
Cratmcrnka

Cyx6a MOHUTOPHHTA
Bua [ TCP-nopr

Bpens oxaazHia (uc) 1000

@ @B

Pasmep naxera (6aiir) 32

[0

Mopr 139

[0

Bpews oxagamun (wc) 1000

]

Puc. 98
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9.4 NapameTpbl SNMP

B pasgene SNMP (puc. 99) 3apatoTcsa napamMeTpbl, KOTOpble BRMSAKOT Ha
paboty SNMP-dyHKUMIA nporpaMmei:

e Bpewms oxudaHus omeema (mc)
Bpems oxupgaHua otBeta oT SNMP-areHTa Bo Bcex SNMP-gyHKUMsX. IT0
rnobanbHbIl MapameTp, KOTOpbI BNWSeT Ha paboTy NpOBEpPOK, B KOTOPbIX
ucnonbayeTcs nogkntodeHue k yganéHHomy xocty no SNMP. Ecnn nposepka
Bo3Bpallaetr owunbky 10060 "Bpemsa oxugaHus wuctekno", nonpobywnte
yBENMUUTL 3TOT NapameTp B 2-3 pasa.

e Ucnonbsogams SNMP WinAPI
CnepyeTt OTKMIOUATE 3TOT NapameTp, ecnv HabnwgawTca ownbkn wmnm
noasucaHus nporpammbl npu pabote ¢ SNMP (nonydeHue wuHdopmaumm,
MOHWUTOPUHI 1 T.4.). JTa OnNuus paspellaeT MCNonb3oBaHWe QYHKUUA 13
Windows API gns nonyyenunsa nHdopmaumm no SNMP-npoTokony, ogHako oHu
He Bcerga KoppekTHO paboTaloT B MpoLecce MHOFONOTOKOBOITO MOHUTOPUHTA.

o YyémHnbie 3anucu SNMP v3
B aTom cnucke MOXHO 3agaTb CMUCOK BCEX YYETHbIX 3anvcer, KOTopble
NCNOMb3YOTCS NPY NOAKMIOYEHUN K pa3NIMYHbIM YCTPONCTBaM MO 3aLUULLEHHON
Bepcumn npotokona SNMP v3. 3Tu 3anMcy MOXHO MCNoNb3oBaThb Npu 3agaHuu
napameTpoB npoBepkn SNMP (gns obneryeHuns BBoga), Npyv MOMyYEHUU
WMHopMaLmn 1 B Apyrux PyHKUMAX, T4e 3TO HYXHO.

e [lepeBoautb OID nepemeHHbix SNMP trap B ums.
CoobLweHuns, npuHMMaemble nporpammon ot yctponcte no SNMP (trap),
00bIYHO cogepxaT nepeMeHHble B Buge ux kogos (OID), k npumepy,
1.3.6.1.2.1.1.3.0=10. 310 He Bcerga yAoOHO AN MOHUMAHMA CMbICNA,
noaTomMy nporpaMmma, ucrnonbL3ys uHdopmauuio pAepesa MIB, moxer
nepeBoauTb kodbl B 6Gonee MOHATHbIE HAWMEHOBaHUS MEpPEeMEHHbIX, K
npumepy: «.iso.org.dod.internet. mgmt.mib-2.system.sysUpTime=10».

e  BbinonHams mekcmosgbkie 3ameHbl 8 SNMP-trap.
Kak v B npegblgywen onuuu, nporpammMa MOXET 3aMeHATb MMeHa
nepemMeHHbIX Ha Nodble CTpokn. K npumepy, BbILLEYNOMAHYTYIO NEPEMEHHYO
1.3.6.1.2.1.1.3.0 MOXHO NpeacTaBUTb B coobLLeHNM kak "BpeMsi paboTbl".
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Mapametpb SNMP

ﬁf,} HacTpoiikn nporpaMmel

Bpema oxuaaHna (mc) 5000 %

Obuwe

MonuTopuHr

MpoBepKM No yMOAUaHWIO
CurHanvsauma Monbsosatent  Ypoeeds 6.  Authentication.. Authentication-n.. Privacy-npoto.. Pr| | doBasute
YpOBHU NpeaynpexXaeHus
KypHans

E-mail Yaanute
SMS

MecceHkephl
CraTvcTvKa

Cnyx6a MOHUTOpPUHTa
Bua

Wcnonesoeats SNMP WinAPI

YuéTHble sanmcn SNMPv3

i

SNMP trap
Mepesoauts OID nepementiox SNMP-trap & ums

BeINONHATE TEKCTOERIE 33MeHEl B SMIMP-trap

Texcr 3aMeHUTE Ha... | MobBasnte |

[ Vmerrs |

| Yaamur |

I 0K I I OTmena I |ﬂpWMEHWTb

Puc. 99

9.5 NMapameTpbl curHanusauum
B pasgene «CurHanusaums» (puc. 100) MOXHO HacCTpOUTbL NapameTpbl:

e Peazuposamb Ha cobbimus

— Bcerma - curHanusaums 6GymeTt cpabaTbiBaTb npu NepBoM Mocre
3arpysku NporpaMmMbl ONpoce XOCTOB.

— TMpwn M3MEHeHUN COCTOSIHMS - NPW NEPBOM OMNPOCE XOCTOB Nporpamma
3aMOMHUT COCTOSIHWME cTaTyca NPOBEPOK W MpW MOCHEeAyLNX UX
onpocax OyaeT pearmpoBaTb TOMbKO HA N3MEHeHNe 3TOro cTaTyca.

e Tekcm Ons coobweHus, E-mail, SMS
3agaeT TekcT coobLLeHMsl, KOTOpOoe BblAaeTCcsl Ha 3KpaH, oTcbinaetca kak E-
mail, SMS npu cpabatbiBaHUM cUrHanNM3auum Ha NONOXUTENbHbIA pe3ynbTaT
npoBepku (Korga npoBepka npowna) u Ha otpuuartensHeln (Korga npoeepka
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He I'IpOLLIJ'Ia). [lns nogcTaHOBKM B TEKCT COOOLLEHNA UMEHW UINN agpeca XocCTa,
Ha3BaHNA MPOBEPKHU, TeKyLLI,eﬁ naTtbl U BpeMeHWu, nognnucm Xocta B CrNUCKe
npegHa3Ha4veHbl Kno4n:

— %A - agpec unv nmMs XocTa;

—  %T - HaumeHoBaHWe NPOBEPKU;

- %S - cratyc npoeepkn ("OFF" wunm "ON"). PekomeHayeTcs
MCrnonb30BaTh ero B TEKCTE TeMbl NMMCbMa AN COKpaLLEeHNA OSHbI;

— %D - Tekywne gara v Bpems;

—  %C - nognuck XocTa B CINUCKe;

—  %U - Tekywun nonb3osBarternbs yaaneHHoOro XocTa;

—  %DSC- onncaHue npoBepky;

—  %RET - cumBOn nepeHoca CTPOKMU.

Bce 3HavyeHus NoACcTaBNSOTCS B TEKCT COOOLLEHUS aBTOMATUYECKN.

e Bbi0asamb  38yKO8ble _cU2Has/bl, He 00Xudasicb _OKOHYaHUs
npedbidyweeo.

Hactpoiika nosBonsieT HacTpouTb MOBEeAEHWe 3BYKOBOW CUrHanusaumm B
pasnnyHbIX PYHKLMSIX NPOrpaMMbil.

e [lokasbigsamsb ecrinbigarowyto nodckasky (balloon tip) e tray

Mpu BbIGOpE 3TOM onumu nporpamma OyaeT BblgaBaTb Ha 3kpaH (B parioHe
CUCTEMHOrO  Tpes) BCM/blBalOLWYy MOACKa3Ky npu  cpabaTbiBaHWM
curHanusauun. B noackaske 6yaeT otobpaxaTbcs coobLueHve, 3agaHHoe npu
HacTpOoWKe curHanusaumm.
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CurHanmzaumna

#Q HacTpoiikv nporpamMmsi

‘Onosewars o COBLITMAX... —
Obume

MonuTopyHr

Mposepku No ymoauaHuto
SNMP O scerga
¥poBHmn npeaynpexaeHns
KypHanel

E-mail Koraa nposepka npouina
SMS
Meccenaxepsi
CTaTucTHKa Koraa nposepxa ne npowina

CnyxBa MOHUTOpUHTa |% A s Off (%T) |
Bua

@ npw vseser cocTomHma

OnoBewaTs Ny nepsoii nposepKs

TekcT ana coobuleHuns, E-mail, SMS

[ is on (67) |

Kntowu: %54 - agpec xocTa, %T - coobluerine nposepiw, %S - cocroskue nposepki, %C - NoATCs xocta, %D -
ata v epemn, %U - nonssoeatens, %DSC - onucarine nposepi, %PV - 3Ha4EHUE NAPAMETPa MOHUTOPHHTS,
%RT - spenn oTiwka, SRET - NEPEHOC CTPOKM, 3HAHEHIA NOACTAB/AOTCR AETOMATHHECKH.

Apyroe
BLl4aBaTL 3EYKOBLIE CUTHABI HE AOKHAZACE OKOHHZHUA NPEABIAYLUETD

MokassieaTs scnnbisaroLLyko noackasky (balloon tip) e tray

—
Puc. 100

9.6 YpoBHU npepynpexaeHus

B nporpamme no ymMom4aHWIO 3anoXeHo 2 OCHOBHbLIX COCTOSIHMSA
npoBepku: "nporigeHa” (3enéHas) n "He npongeHa" (KpacHas).

OpHako, Mexgy HMMM  MOXHO  [ob6aBuUTb  CKOMBKO — YrogHO
NPOMEeXyTo4YHbIX ypoBHen (puc. 101), koTopble OyayT curHanvMaupoBaTb O
NpubnmxeHNM aBapunHOM cuTyauun. Hanpvmep, MoXHO A06aBUTbL YpOBEHb
"MpenynpexageHune” (Warning) n pearmpoBaTtb Ha cUTyaLuio eLwe A0 TOro, Kak
npon3onaeT coon. MNepexon NPOBEPKU C OQHOMO TAKOrO YPOBHSA Ha APYron Tak
)Xe conpoBOXAaeTcs OMNOBELLEHNEM.

Mpu nepexopge Ha Gonee onacHbl ypoBeHb paboTalT napameTpbl
"KpacHon" curHanusaumu, a npuv obpaTHOM nepexofde Ha MeHee OmnacHbIN
ypoBeHb — "3enéHoin".

Kaxabli ypoBeHb XapakTepu3yeTcsi MpOLEeHTOM OT aBapuHOro
3HayeHnss napameTpa. [lpu poGaBneHWM HOBOrO YPOBHSA NporpaMma
3anpawvBaeT ero HasBaHwe W nopor cpabaTbiBaHuWs B npoueHTax. Liset
BblEeNeHNs NPOBEPKN B CMMCKe Ha3Ha4yaeTcsl aBTOMaTUYeCKn, B 3aBUCMMOCTH
OT BBEAEHHOI0 3Ha4YeHWs nopora.
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YpoeHu npeaynpexaeqna ob asapum

"ﬁ HacTpoikn nporpammel

B NPCrPasiE N0 yMOnHani 321CKENa 2 OCHOBHBX COCTORHNA NPosepIH; *Npofiaena’ (zentras) 1 “ne

o npoiiaena” (kpacsian). OAHEKO, MEXAY HUMM MOKHO ADBAEWTS CRONEKD YTOAHO NPOMERYTONHM YROBHER,
O6uy KoTOphie ByayT cHr o npwé. cumyaupm. H  MOXHO A0BEENTS ypoBeHs
MOHUTOPUHT “Mpegynpexesne” (Warning) 1 pearnposaTs Ha CHTYLMK el A0 TOFD, Kak NpasoRger cboi. MNepexoa
POEEAKY € Q4HOTO TAKOMD YROEHA Ha AZYTO TaK XE CONPOBOXKAAETCR onoeweriem. [pn nepexole ra Bonee
MpoBepki NO yMONUaHKIO onachbil yposers pabotaot "KpacHoi” cur \, 8 Npw NEPEXOAE HE MEHEE

onacHEi YposeHs — "3enEHoi".
SNMP

NetFlow E 3101 pasgene HACTPaNEZIOTCR AL LuaBNOMS! yPOBNER. Kawghil U3 I JXTWBNDYETCH OTAENEHD B NApaMETpax
nposeput.

CUrHanmM3auma

YpoBHW NpeaynpexaeHna
KypHans: YposHn npemynpesaeing
E-mail Yposens JoGaenrs

SMS Warning 1 0
Warning 2 ] Yaanute

Cratncruka

CayxBa MoHUTOpMHTa T — x
Arent

MNonbsosaTenn v npasa [ ]

basa AaHHbIX

Mopor cpatiateisarmn, %

Web-wHTepgednc [ ]
Bug D |

Gt

| (o | (RS
Puc. 101

9.7 XypHanbl
B atom pasgene (puc. 102) MOXHO HacTpouTb NapameTpbl:

e UVmsa danna XXypHana curHanusaumm
MonHbIN NyTb K dhanny xypHana.

o [obasnamb unu nepesanucbieams
OevictBus npu 3anucy MHgopmMauum B CyLLeCcTBYHOLWNIA (hann xypHana. Ecnn
BblbpaHo [lobaBnsaTb, XypHan He OyaeT co3gaBaTbCd 3aHOBO MPU HOBOM
3anycke nporpammbl. Npu Bbibope [MepesanucbiBath hann xypHana 6yaet
ouMLLaTbCS KaXabIvi pa3 Npy HOBOM 3arnycke NporpamMMbl.

e Obpeszamb OnuHHee
[elcTBMe nporpammbl Npu SOCTWXKEHWUU 3adaHHOro obbema dpaina xypHana.
MporpamMmma MoXeT aBTOMaTUYECKN KOHTPONMpoBaTh 06beM chaina xypHana,
He faBasl eMy YyBenuuMBaTbCA Oorblle 3agaHHoro 3HadveHusi. [pu
OOCTWXKEHUM MaKkcumarnbHOro o6bemMa nporpaMMa yaansieT nepsble 3anucu
XypHana.
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>KypHan nporpammel

Q{} HacTpoiikv Nporpammbl

‘C:\ProgramData\OSNOVO\OSNOVO Monitoring System\LogsiNetMonitor.log I
Obuwme Obpesate gninHee 10000 KB QunctuTs xypHan
MoHUTOPUHT
MpoBepkyn No yMoAuaHWio % . -
SNMP YPHaN CUrHann3aUmni (NOKanbHbIRA)
CWrHanvsauma ‘C:\ProgramData\OSNOVO\OSNOVO Monitoring System\Logs\NMAlerts.log I
YpoBHM NpeaynpexaeHna ] . . .

Obpesath gnunmee (5000 K& @ foBasnars () MNepesanucbieate QUUCTHTE XKypHaN
E
E-mail
SMS
MecceHmkephl
Cratucruka
Cy>6a MOHUTOPHHTa
Bna Syslog

Agpec cepsepa Syslog  |192.168.1.72 Mopr (514)

[ oc ] [ omena | | momenme
Pwuc. 102

9.8 NMapameTpbl E-mail

B atom pasgene (puc. 103) MOXHO HacTpoUTb nNapameTpbl OTNpPaBKu
COOOLLEHNS MO INEKTPOHHON NOYTE:

e Adpec nouymosozo (SMTP) cepsepa;

e Tun coeduHeHuss U nopm no4ymosou cnyx6bi. loppepxunsaeTcs
BesonacHoe coeauHeHue 4epe3 TLS/SSL (nopt 465) n 06blvHOE
(cTaHgapTHbIN NopT - 25);

e Adpec omnpasumersisi cOObWEHUST;

e Tema nucbma (MOXHO MCMNOMb30BaTb KMOYX MOACTAHOBKM 3HAYEHUI
ON1s1 TeKCTa COOOLLEHUN);
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e Koduposka mekcma coobueHus.

e SMTP-asmopu3sayus neped ommpaskou
Ecnm  ykasaHHbIn  BamMM  MOYTOBbLIA  cepBep He  obpabatbiBaeT
HeaBTOpM30OBaHHble  COOOLlEeHNs  (3TO  MOXHO  Yy3HaTb,  MpPO4YMTaB
COOTBETCTBYIOLLYIO WHGOPMaUWIO Ha cawTe MNO4YTOBOro cepBepa), TO BaMm
Heobxoammo byaeT yctaHoBUTL donar « Tpebyetca SMTP-aBTopusauusi nepes
OTNpaBKon» U ykaszaTb Bawu «JlorH» (umsa nonb3oBatensd) u «[laponb» (Te,
KOTOpble Bbl 3ag4aBanv npu Co3faHnMmn NoYTOBOro SALMKa).

MapameTpsl oTnpasku e-mail

Qﬁ HacTpoiikv nporpammel

Agpec oTnpasnTena | |

Obwwe
MoHuTopuHr SMTP-cepeep |smtp‘gmail‘com |
lMpoBepkn N0 YMOAYAHWIO

SNMP Commmarne  [pesonacroe M /sst) =] Mopr [i53

CurHanmsaums 551 @|TLS
YpOBHU NpeaynpeskaeHvAa
>KypHansl Joruk Mapone
[¥] AeTopuzauma | ‘ | |
SMS
MecceHaxeps! Tema nucema |OSNOVO Monitoring System alert: %4 (%T)
CTaTUCTUKa CHA. KNIOMI H3 33KN3AKE "CHrHanuzaLmna’”
Cnyxcba MoHUTOpWHTa
Bua Koaupoeka UTF-& hd Koanposats & Basef4

Teker coobLueHna v Tema B TpaHouTe

|| ompasims nposHoe cootusenne

) He yaserca nactpours nau otnpasuTs SMS u E-mail? (_/
bal
I 0K I I Ormena ] | MpumMennTs ‘
Puc. 103
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9.9 NapameTpbl SMS

OtnpaBka SMS 13 nporpamMmmbl MOXeT ObITb BbIMOSHEHA OBYMsI cnocobamm
(pnc. 104):

1. [lymem omnpaeku E-mail Ha SMS-wo3 sawezo orepamopa comosol
cesasu.

Ona aToro HeobxoAuMO npeaBapuTENbHO HACTPOWUTL NapameTpsbl
cBsA3n ¢ SMS-wnwo3om. B HacTponkax otnpaBkn SMS Heobxoammo ykasaTb
agpec SMS-wno3a (MOXHO y3HaTb B aDOHEHTCKOM OTAene uUnu novckaTb B
Internet), npaBuna ¢opMmnpoBaHNA SMNEKTPOHHOrO nmMcbma (HOMep B Teme
nucemMa, TEKCT B Teme MMcbMa), HacTpOMTb napaMeTpbl oTnpaBku e-mail. B
none Homepa TtenedoHa (okHO [MapameTpbl NpoOBepkU) crnedyeT ykas3aTb
Homep TenedoHa nonyyatens (6e3 3Haka "+"). Kak npaBuno, otnpaBnssa SMS
yepes E-mail, Bam He Hy)XHO NNaTUTb AeHbIU (3aBMCUT OT onepaTopa).

BHumaHue!

Ecnun y Bac BO3HMKNN TPYAHOCTM B 3anofiHeHUn nonewn pasgena E-mail u SMS
Unn He ygaeTcs UX OTnpaBuTb, NpounTante pasgen Bonpocos n OTBeTOB B
pasgene cnpaskn «FAQ»

2. Hepe3 nodknoyeHHbIl K komnbromepy GSM-mernegoH.

OcHoBHbIM TpeboBaHMeM K TenegoHy SBNAETCA BO3MOXHOCTb
nogkntoyeHnsa ero Kk komnbtoTepy 4vepes USB wunu COM-nopT. B cnyuvae
nogknoveHnss 4yepes USB-kabenb HeobOxoaMmo ycTaHOBWUTL —ApauiBep,
KOTOpbIN co3gacT BupTyansHbin COM-nopT ansa gaHHoro tenedoHa. TenedoH
OOIMKEH MMeTb BCTPOeHHbIn GSM-moaem, noaaepXxmBatowmin ocHoBHble AT-
komaHgpbl. epen oTtnpaBkon SMS wu3 nporpammbl criegyeT ybeauTtbcs B
HOpManbHOM  (PYHKUMOHUPOBaAHUM  Mogema TenedoHa C  MOMOLLbIO
cneuuanbHbiX MporpaMMm Ans  AaHHOM Mogenu (Kak MpaBuiio, OHWU
nocTaBnsTCs BMecTe ¢ Aparnieepom. MNMpumep: "PC Suite").

B HacTpovikax nporpammbl cnegyet ykazate COM-nopT, K KOTOpOMy
NOAKIIoYeH TenedoH, 3agaTb CKOPOCTb B3aMMOLENCTBMSA (MOXHO OCTaBUTb MO
YMOMYaH1I0) U CTPOKY MHMUManu3aumm mogema ternedoHa (No ymonyaHuio,
"ATEQ"). TMapametpbl YeTHocTb, bButel u  Cton-6mutbl  sBRAIOTCA
cneunduryeckumMmn 1 3a4acTylo He HyXgawTca B u3MeHeHuwn. [lpoBepuTb
B3aMMOOEWNCTBME MporpaMmbl M TenedoHa MOXHO, HaXaB  KHOMKY
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«lMpoBepka...» . [Mporpamma pJormkHa BblgaTb 0OWy0 WMHGOPMaUMO O
TenedoHe (Moaenb, NnpoussoanTens, Homep SMS-ueHTpa 1 ap.).

Otnpaensis SMS 3TMM cnocobom Bbl JOSMKHbI MOMHUTb, YTO Ball onepaTop
COTOBOW CBSI3W CHMMET CO cyeTa nnaTy no YCTaHOBMEHHOMY Tapudy.
HekoTopble AnNnHHbIE COOBLLIEHUS, KOTOPbIE HE yMeLlatTcs B hopmMaT OgHON
SMS, aBTOMaTN4YECKN pa3bmnBatOTCs HA HECKOSbKO OTAESbHbIX.

MapameTpsl oTnpaskm SMS

# HacTpolku Nnporpammbl
P porp,

(©) OmpasnaTe SMS yepes GSM-mopem E
Obwwe COM-nopr
MDHMTDPMHF |COM4 '| ‘ Onpegenwute nopt ‘ | MoakNHOUNTECA...
lpoBepky Mo yMonUYaHuio
SNMP SMS-uenTp (dopmar: 79037011111)
CurHanusaums | ‘ [[] Texer cooBuyennn & Tpancnute
YpOBHW NpeaynpexaeHmn

Moka3aTs AONOAHMTENBHBIE HACTPOIKM MOAEMa

2KypHanbl
E-mail
SMS
MecceHzpxepbl ® Ompasnsrs SMS uepes E-mail (SMS-wto3)

CraTucTuKa
Cnyxba MOHMTOpHHTa
Bua

Orceinka SMS npoussoantca wepes E-mail. Ha onpeaenentsiii apec (3asmcur ot onepatopa coTeeoii canzu)
OTCBINAETCA NWCEMO, B TENE (MJ’M TEME) KOTOpOro COAEPAATCR TEKCT CUUGLL(EHVIR.

SMS-wnios oneparopa | | [Hacrpoiixu E-MaiL..

) He yaaerca nacrpouTs unn otnpaswTs SMS 1 E-mail?

Homep rencpona o eme macsma [ Texer coobuyenns o rewe nucsma

| Ompasus nposroe coobusenne

l OK I I Otmena ] |!'Ipv|MeHv|Tb

Puc. 104

9.10 MecceHaxepbl
MO OMS wMoxeT OTnpaBnsiTb COOOLWEHUS 4epe3 CepBUCHI
nonynspHbix MmecceHgkepoB Slack n Telegram (puc. 105). Ona Ttoro, 4To6bI

3TOT TWM OMOBelleHnss Mor paboTatb, Heobxoaumo npeaBapuUTenbHO
BbIMOSHUTL OEWCTBUSA, ONUCaHHbIE B IOKYMEHTaLUN 3TUX CEPBUCOB.
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LHnsa Slack:

— 3apeructpupynTech B cepauce Slack.

— Bknounte uHTerpaumio Slackbot ana ceoen komaHgbl M nony4duTe
cson Webhook URL.

- Ykaxute NONy4YeHHbIN Webhook URL BMaa
https://hooks.slack.com/services/TXXXXXXXX/BXXXXXXXX/XXXXXXXXXXXXX
XXXXXXXXXXX B MOSfi€ HacTpOeK.

e [na Telegram:

— Cospanite B Telegram ©6oTa 1M nonyuute ero TokeH u ID vata, B
KOTOpbIN 6YAYT NpMXOANTL COOBLLEHNS.

—  YKaxuTe 3T1 napameTpbl B HACTPOMNKaXx.

— Tpn HeobXogMMOCTW, MOXHO [OOMOSHUTENbHO 3adaTb MapameTpbl
Proxy.

MapameTps Slack

#ﬁt HacTpoiiku nporpammsl

[na oTnpaeku cooBuyennii 8 Slack Bel AomKHE! BRNFUNTE MHTErpaunke Slackbot ana ceoei komanae! v noayunTs
ceoii Webhook URL. Moxanyiicra, npouuraiite gokymentaumra Slack, uro6el ysHats, kak 370 caenaTs.

Obure

MOHWTOPUHT

TMpoBEPKM NO YMOAUAHMIO Webhook URL

SNMP

CUrHanusauma
I Otnpasnte npoHoe coobLyeHne

YpoBHW NpeaynpexaeHus

KypHanbl

e MapameTpei Telegram

SMS

Meccenaxeptl Ana oTnpaskyn cooBLyeHni & Telegram Bam HyxHO CO3AaTe BOT3, NONYYMTE Er0 TOKEH W ykasaTe ID yaTa, B KOTOpPLIA

CTaTMCTHKa ByayT nprxoauTe cooBuieHna,

Cnyx6a MOHUTOpWHTra

Bua Toxen gns HTTP APL | |
CHATID \ |

) He ornpasnatorca cooBuienna wepes Telegram? Monpobyiite HacTpouTs proxy!

Ompasims npooe coobuerme |

Hactpoiiku Proxy...

l OK I [ OTmena ] ‘ﬂpmmanmru

Puc. 105
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9.11 CtaTUCTUKA

BonbLuon 06bem HaKOMIIEHHOW CTAaTUCTUKM BpeMeHU oTknuka (bonee
1 M6 Ha kaxgbli XOCT) MOXET CyLeCTBEHHO 3aMeAnuTb 3arpy3Ky nporpammel
n ee paboty. PekomeHayeTcs nepuoguyvecks ounwaTtb ee (puc. 106), npwu
HeoOX0AMMOCTU caenaB pe3epBHYIO KOMMIO.

Cratuctnka BpemMeHW OTKNMKa XpaHuTcs B Buge Gannos c
pacwupeHmem .stat B katanore AaHHbIX nporpammbl (B nanke npoduns
nonb3oBatens All Users): ..\OSNOVO\OSNOVO Monitoring System\RT Stat\.
KaxxgoMy XOCTy B CAMCKE MOHWUTOpPMHra COOTBETCTBYeT CBOW (baunn
CTaTUCTUKM.

lMporpamma MOXeT aBTOMaTMyeckn (Npy  3arpys3ke) ouvwatb
HaKOMIEHHYI CTaTUCTUKY MpU OOCTUXEHUW 3agaHHoro obbema cpanna. Ans
BKITIOYEHUS] 3TOW  OMUMM  HYXHO TMNOCTaBMTb Tranodky B MapameTtpe
«ABTOMaTMYECKN OYMLLATL CTAaTUCTUKY BPEMEHM OTKMMKA KaXKOOro Xocta npwu
JOCTUXEeHUM obbemMa» 1 3agaTb 0O6beM B KunodamTax.

Ecnu HakonneHHasa cTtatucTuka MMeeT Ans Bac 3HayeHue, nporpamma
MOXeT caenatb pesepBHyl konuio dawnna nepeq yganeHuem. [Ona aTtoro
HYXXHO MOCTaBUTb ranodyky B napameTtpe «Co3gaBaTb pPE3EpPBHYHO KOMMIO
ounLLaeMon ctatucTukny» davina .stat nepen yoaneHuem.

B aTom xe pasgene MOXHO nocMoTpeTb obwmn o6bem HakonmeHHOM
CTAaTUCTUKM W MPOU3BECTU TMOJSHYID €€ O4YWCTKY, CO3[daB neped ITUM
pe3epBHbIA apXUB.

Hacrpoiik >

Cratvcrika onpoca xocTos

BobLLI0ii 6 bent (Gonee 1 M Ha KaXasiii XOCT) HIKOMAEHHOI CTATMCTIIKN MOMET CYLIECTBEHHO SaMERIHTS
3arpysKy MPOrPaMMS! 1 € PABOTY. PEKOMEHIYETCA MEPHOMMHECKH OYHLLIGTS €€, MPH HEOBXOAMMOCTI CAENaD
pesepanyto Konmr.

ABTOMETUHECKN G4YNLLATE CTATNCTHKY Gnpoca

El s Y onp 10000 Kb
KEXRAOT0 KOCTa MK ACCTIEKE M 06 Ena

7] Cosassate spxws oumujaemolt crarucrkn

QuwcTka craTcTikn BcTpoEHHEIM sanas.
3apal

TnarnposwunK 3282t

npi Bon
Ha BeicTp

Cratncrukal
7] Copaceimas Kow craTucrnen koxasie 2

OBLuwii oBben daiinos crarncrm (ME): |:|

aca

@

[ Cosgare pesepenwiii apuwe gaiinoe cramcrmn |

[ Yaenwms gaitnet cramcrinn anm scexxocros |

o —_—
Puc. 106
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9.12 Cnyx6a MOHUTOpPUHra

MexaHu3am MOHWTOPWMHIra XOCTOB peanu3oBaH B BuAe CryxXObl
Windows. 310 obecneunBaeT HENPEpPbIBHLIN KOHTPOMb Hag paboTon BaXKHbIX
cnyx6 n npotokonos 6e3 BMeLLaTenbLCTBa Nonb3oBaTens.

IOnsa yctaHoBkm cnyx6bl OSNOVO Monitoring System Service HyXHO
HaXaTb KHOMKY «YCTaHOBUTb Ccriykby». OBbIYHO BbINOMHEHMS 3TOrO AENCTBUA
He TpebyeTca B npouecce WUCNoMb30BaHWS MNporpammbl, Tak Kak cnyxba
yCTaHaBnMBaeTcs aBToMaTuyecku. [ns 3anycka/ocTaHoBa CNyxObl HYXHO
HaxaTb «3anycTntb» unu «OCTaHOBUTbY.

BHumaHue!
CnepyeT yyecTb, YTO OCTaHaBnuBasi CNnyx0y, Bbl OCTaHaBNMBAETE MpoLEece

MOHUTOPUHIa XOCTOB.

B aTom pasgene HacTpoek (puc. 107) MoxHO ynpaBnAtb criyx6on OSNOVO
Monitoring System Service:

e [Ipou3sodumes ee 3anycK U 0OCMaHo8KY

[ns ocTaHOBKM NpoLecca MOHUTOPUHra HEOBXOAMMO OCTaHOBUTL CIYXOY.

e [Ipou3sodums ycmaHO8KY U OeuHCManisuuro cryx6bi

Cnyx6a aBTOMaTM4eckn yCcTaHaBnMBaeTCs Npu MHCTaNNsaUMn nNporpamMmel Ha
KomnbloTep. Ecnun ectb HeobxogumocTb yaanuTb cryxby 6e3 gemHcTannaumm
CaMON NPOrpamMmbl, HY>KHO HaxKaTb KHOMKY «YO4anuTb Cnyxoy».

e [IpocmMampusamb meKyuwuli cmamyc cry6bi

o  UsmeHsmb TCP-nopm c853u epaghuydeckol KOHCOIU U Cr1yXK0bi

O6MeH nHdopmaumen mexagy rpadouyeckont KOHCOMbI0 MPOrpaMMmbl U CryX00mn
npovcxoauTt no TCP-npotokony. o ymonyaHuio, B nporpamme 3agaH nopt
57698. MNpn HeOOXOAMMOCTM 3TOT NOPT MOXHO M3MEHUTL Ha GO OpYrow,
He 3aHsATLIV B cucTeme. [locne nameHeHus nopta HeobxoaMmo nepesanycTuTtb
cnyx6y n nporpammy.

Cnepyet y4yectb, yto B OC Windows Vista n ee 6onee nosgHux
BEPCUSIX MPOrpamMMbl MO YMOITYAHMIO 3anycKarTCcs C NpaBamMu Morib3oBaTens.
OpHako ang ynpaeneHusi cnyxbamum Heobxoaumbl NpaBa agMuHUCTpaTopa. B
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CBS13U C 9TMM HEODOXOAUMO 3anyCTUTb NporpamMmmy OT UMeHU agMuHUCTpaTopa.
JInbo ncnonb3oBaTb CTaHOAApPTHble MexaHu3Mbl ynpasneHus cnyxbamm OC
Windows.

OyeHb BaXHbIM yCcnoBuem npu ucnonb3oBaHuu nposepkn "MS SQL
Server" ¢ BknoYeHHbIM napameTpom "Windows-ayTeHTudunkaumns" asnsetcs
HeobXoaMMOCTb 3anycka CryObl OT MMEHM Mofb3oBaTens, NPONUCaHHOro B
nomeHe unn B MS SQL Server. Ans M3MEHEHUS MUMEHU MNonb3oBaTens, OT
KOTOpOro 3anyckaetcs cnyxba, Heo6xoANMO BbIMONHUTL AEVCTBUS:

e Haxartb kHOMKy «YnpaBneHue cnyxbammy;

e B nossumBwemca okHe «CnyxObl» HaTn 3anmce «OSNOVO
Monitoring System Service» M OBOWMHbIM LLENYKOM OTKPbITb Auanor
CBOWCTB CIyXObl;

e [lepentn B pguanore Ha 3aknagky Bxog B cuctemy, ycTaHOBUTb
nepeknoyartenb B nonoxeHne «C y4eTHOM 3anmcbioy;

e Haxatb kHonky «O6G30p», B OTKPbIBLUEMCA OKHE -
«JdononHutensHo» 1 3atem — «[louck». BbibpaTtb
nonb3oBaTtens, HaxaTb KHoMKy «OK» u ewe pa3 «OKy;

e B none «[Maponb» BBECTM Napofb 3TOrO Nofb30BaTeNs M elle pas - B
none «MoareepxaeHney. CoxpaHUTb N3MeHeHMUs1 KHonkon « OKy;

e [lepe3anyctutb cnyxoy.

KHOMKY
HY>XHOrO

Cayxba MOHUTOPWHTa

ﬁb HacTpoiik1 nporpammsl

Mex@HHZM MOHITOpMHTa CETH pEankz0zaH & nae cnyakBil Windows, 370 0BECNIEHEaET HEMpEpHIEHBIii KOHTPOME

7 N
N\ 7

SEC.RU

Obuwwe

MoHuTopuHr

Mposepki NO yMouaHuio
SNMP

Curnanmsauma

YpoBHM npeaynpexaeHua
KypHanbl

E-mail

SMS

Meccenpxephl

33 ceTuio Be3 BMeLETENLCTEa NoNkzoeaTen, i yeranoakk cnykBer "Network Monitor Service! Hysko Hazare
Koy "YeranoenTs by, Alnn ee 3anycka/ocTanosa - "SanyeriTs” wnu "OctanoguTs ", Octanagnuean a6y,
B51 OCTAHAE/NESETE NPOLIECC MOHUTORWHTE CETH,

Cryw6a SYcOSNOVOMS: yeranoBnena sanyuiena

[Pepesanyervms | [Oeranosums | | 3anycrims Vnpagnere cnyxamn |

[ Vismenum yugrryro 3annce sanycka caybei... ]

Tpaduueckan uacTs nporpanme: 1 co cnyxBoit 2 ueper
Cratncrvka TCP-coegurenie. Bel LIOXETE UEMEHNTS MOPT, 7 370 HEOBXOAMMO.
CnyxBa MOHUTOPHHTa!
Bua TCP-nopr 57698
BHUMAHUE: Mocne WSMEHEHIA NOPTE HEDBXOAUMO NEPESANYCTHTL CAYKEY 1 MPOTPaMY
O Coyda monuTopunra Aonre wnn B006iLe He oCTaHaEAMEaETCRT

Puc. 107
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9.13 Bupg

B atom pasgene (puc. 108) MOXHO HACTpOWUTb MapameTpbl BHELLHEro Buaa
nporpaMmei:

e Cmonbusl criucka nposepokK

MOXHO CKpbITb HEHYXXHblE CTOMOUbI UMW MEPEMMEHOBAaTL CYLLECTBYHOLLME.
N3meHuTb nopsgok pacnonoXeHus cTonbuoB MOXHO B CamMOM CnUcke B
rMaBHOM OKHe nporpammebl. [nsi 3Toro Belbepute KOMOHKY, YCTAHOBUTE Kypcop
Ha 3arofloBKe, HaXXMUTE NEBYI KHOMKY MbIWW U TAHUTE KOSOHKY B HY)XHOE
MecTO.

e Copmuposka xocmos 8 depese...

Mo3BonseT BbIGPaATh, KAk COPTUPOBATL XOCTbl B CMMCKE MOHUTOPUHra. XOCTbl
MOryT ObITb OTCOPTUPOBAaHbI Kak MO agpecy, Tak U Mo CBOEMY NOrMYeckoMy
umeHu (mognucu) B Nopsiaike Bo3pacTaHusl.

e Cuwmsornbl 0ns noddepxku Unicode

Mpy ucnonb3oBaHMM MpoOrpaMMbl Ha KOMMbOTEPAX C S3blkaMu, KpPoMe
PYCCKOro M aHrnuitckoro, Heob6xoaMmo BbIOpaTb COOTBETCTBYHOLLYIO KOAMPOBKY
ANs KOPPEKTHOTO oToOpaxeHust cneuuduyecknx OykB andasuTa. Takke
MOXeT noTpeboBaTbCs U3MEHEHME si3blka MpPorpamMM, He MNoaAEepPKUBAOLLNX
Unicode, B camoi cucteme. [nst 3TOro HaXXMuTE KHOMKY «A3bIK CUCTEMBI...»,
3ateMm B cucTeMHoM pAauanore «PervoH» nepengnte Ha - BKMNagky
«JOononHUTENBHO» N HAXMUTE «N3MEHUTB A3bIK CUCTEMBI...», puc. 109

HacTpoo X

Pwuc. 108
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HacTpoii

B Pervon

aﬂ- HacTpOiKy Nporpajir-ewy, sesmma—m—

JHpaH NPUBETCTENA W yHETHS]

Obuwme

MoHuUTOpUHT

MpoBEpPKM NO YMOAUAHWIO
SNMP

NetFlow

CurHanusauma

YposHu npeaynpexaeHua
KypHansi

E-mail

SM5

Mpocmerp n konnposaHne
B CHCTEMPGIE YHETHBIE 380

ek nporpamm, Me nogaep

FoT napameTp (Asbik cucTey
NporpamMmMax, He NogaepHcil

TewyLumii A3bik nporpasm,

Meccermxepbi
CratmcTvka

Cayx6a MOHWTOpHHIA
Arext

Mons30BaTeNM M NpaBa
basa AaHHbIX
Web-uHtepgeiic

Kapra

3HauKK yCTpoRcTe
MoNb30BaTENLCKOE MEHID

Pyccknit (Poccun)

RUSSIAN_CHARSET

Puc. 109

¥ Pervonanumbie cTangapTH *
BrafiepuTe Az (A3s1K CHCTEMSI), KOTOPBIA GyAET NCNONEIDBATECA ANA
P TEXCTA RPOrp L me P Wirmkog, 3ror
NapaMeTp By AT MPHMEHATHCR KO BCEM YHETHBIM 3ANHCAM KOMMBIOTERS,
TexyLumil A3 CHCTEMBL
Pyccrmii (Pocons) w
[[] bera-sepeus: Menonesonars Kowmko (UTF-8) gra nopgepsssm sssica 8o
BCEM MUDE
=
T
) Vamenvms sasi cucTemb...
oK Omaena Mpseims
:
0K Crrmena Mpusiernm

HononHumensHyro uHgpopmayuro 06 anemeHmax 10 OMS, ux Hacmpolike u
np. Bbl moxeme y3Hamb u3 ¢halina cripasku FAQ, docmyrnHo20 no nymu

«Cnipaeka / CodepxxaHue»

Coctasun: Enarux C.A.

SEC.RU

POTKMW NyTb K

lMpuobpecmu  npozpammHoe  obecrniedeHue OSNOVO
Monitoring  System  u  y3Hamb  OOMOIHUMEILHYIO
UHgpopmauuro o eepcusm 1O  MoxHO Ha calme
WWW.0SNOVO.Iu

87

CkayvaHo c sec.ru



http://www.osnovo.ru/

