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1. Ha3Ha4yeHue

MpombiwneHHbIM ynpasnsemblin (L3) kommytatop ¢ 10G noptamm SW-
24G4X-1L-1 Ha 28 nopToB npegHasHadyeH Ansg obbeouHeHWs CceTeBbiX
YCTPOWCTB, Nepeaayn AaHHbIX 1 NuTaHus POE.

KommyTatop nocTpoeH Ha 6ase BbICOKOMPOU3BOAUTENbHBIX, HAAEXHbIX
KOMMMEKTYIOLWMX, CMOCOOHbIX  paboTtaTe B YCMOBUSIX  MPOMbILLIIEHHOW
aKkcnnyataumm. KoHCTpyKUMsS KOMMyTaTopa MO3BOMNSeT OCYLLUECTBASATb MOHTaX B
19” ctoviky/wkad. MNMuTaHMe koMMyTaTopa ocylecTensieTcst oT cetn AC 90-265V
C BO3MOXHOCTbIO pe3epBMpoBaHus And obecneyveHnsa 6ecnepebonHom paboTo.

KOMMYTaTOp OCHalleH cnegyrownmMmm noptamMmu:

SW-24G4X-1L-I

v 24 ocHoBHbIX nopTta Gigabit
Ethernet (10/100/1000Base-T) ¢
nogaepxkon PoE ctaHgapToB
IEEE 802.3af/at/bt

Makc.mowHocTb PoOE — 90BT (1,2
noptol), 30BT (3-24 nopTtbl)

v' 4 SFP+ 10G nopTa

MopTbl koMMmyTaTopa SW-24G4X-1L-1 nopaepxusaotr POE no
craHgapTty |IEEE 802.3 af/at/bt ¢ makcumanbHon MoLHoCTEI0 Ha nopT — 90 BT (1,2
noptbl) n 30 BT (3-24 noptbl). CymmapHein POE GromkeT kommyTaTopa Ha 24
nopta — 400 BT (no 16.6 BT Ha nopT npu 3a4enCcTBOBaHNN BCEX NMOPTOB).

[na nogknioyeHVss KOMMyTaTopa C MOMOLLIbIO ONTOBOSIOKOHHOIO Kabens
npegycmoTpeHo 4 SFP+ nopta, KoTopble paboTtatoT Ha ckopocTsix Ao 10G wm
cnocobHbl Ge3 3agepxek nepedaBaTb Becb obbem Tpadhmka Ha cepsep unu
Apyroe ycTponcTBo. SFP+ MOAynu He BXOAAT B KOMMIEKT NMOCTaBKM.

Bce wmegHble noptol  (RJ-45) «kommyTatopa noggepxusaroT
aBTomaTuyeckoe onpegeneHne MDI/MDIX (Auto Negotiation) Ha Bcex nopTax.
KommyTaTtop pacnosHaeT Tun MOAKMIOYEHHOro CEeTeBOro YCTpomcTBa U npwu
HeODXOAMMOCTM MeEHSieT KOHTaKkTbl Mepedadn [AaHHbIX, 4YTO nos3sondet
ucnonb3oBaTb kabenu, obxaTble MobbIM cNocoboM (KPOCCOBbIE N MPAMBIE).

B kommyTaTope SW-24G4X-1L-I peanu3oBaHa rpososalimta MegHbIX
NnopToB, a Takke 3aluuMTa ux oT cTaTu4eckoro anekrpuyectasa (ESD).

KommyTtatop SW-24G4X-1L-I uvmMeeT 3HauuTenbHbIA 3amac  no
npousBoguTenbHOCTM  Gnarogaps  yHuBepcamnbHbIM  MHTepdpericam 1
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HebnokMpyemor KOMMYTaLNOHHOW MaTpu1Le C NPOMYCKHOM CNIOCOBHOCTLIO 0 256
[Gut/c.

KommyTaTtop obnagaet  BO3MOXHOCTbHO  FMOKOW  HACTPOWMKM
napameTtpoB yepe3 WEB-uHTepdpeiic, nmeetr MHOXeCTBO yHKumn L2/L2+
ypoBHa (VLAN, IGMP snooping, Link aggregation n TA4.) u L3 ypoBHA
(static/dynamic ARP, Routing RIP V1/V2, OSPF V1/V2, DHCP client/server n
T7A.) Ewe Oonbwe dyHKUMN M TMOKOCTM WMX HACTPOWKM AOCTYMHO 4epes
MHTepdenc kKomaHgHom cTpokn CLI.

Kpome TOro kommyTtatop nogaepxuBaeT paboTy B KONbLEBON
Tononorun (Ring) € BLICOKOM OTKa30yCTOMYMBOCTbIO Onarogaps noggepike
npotokonoB |IEEE 802.1s (MSTP), IEEE 802.1w (RSTP), G. 8032 (ERPS) u
EAPS.

KommyTtatop SW-24G4X-1L-I moxeT 6blTb  MCMONb30BaH Ha
nNpeanpusaTUSIX Marnoro n cpegHero busHeca:

" [OnA NOAKMIOYEHUS K CeTAM OnepaTopoB CBA3M UM K ceTam OGonee
KpynHbIM Npeanpuatui (MHtepdericel 10G);

* B BbICOKONPOM3BOAWTENbHbIX cuctemax IP BugeoHabniogeHns (B Tom
yncne ¢ nutaHmem IP kamep no PoE);

*  Ond opraHusauum macwTabupyemon cuctembl VOIP TenedoHun (B

TOM Yucne — ¢ nMTaHnem no PoOE KOHEYHbIX yCTPONCTB).

2. Komnnekrauua*

SW-24G4X-1L-1
1. KommyTatop — 1wr;
2. KpenneHwe B 19” cTonky — 1T;
3. Kabenb ansa nogkntoveHus k cetn AC230V — 2wT;
4. KpaTtkoe pykoBOACTBO Mo aKkcnnyataumm — 1wr;

5. YnakoBka — 1.
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3. OcobeHHOCTU O6OpYyAOBaHUA

v" BblcokonpoussoauTenbHble Uplink-nopTel 10G (4 x 10G SFP+);

<\

Hebnoknpyemas komMyTaumoHHasa maTpuua Ha 256 eut/c;

v' MNoppepxka doyHkumi L2/L2+ (VLAN, QOS, LACP, LLDP, IGMP
snooping) u L3 (static/dynamic ARP, Routing RIP V1/V2, OSPF
V1/V2, DHCP client/server n 14.);

v" MoLwuHocTb PoE Ha nopT go 90 BT (1,2 noptol), 30 BT (3-24 nopThl).
3HauuTenbHbIN POE GrompkeT — 400BT; ®yHKUMS onpeneneHus
3aBucLumMx yctponcte PoE WatchDog;

v' B03MOXHOCTb Nepefayun AaHHbIX Ha 250m npu 10 MouT/c ans
MeHbIX NOPTOB;

v" ¥YnpaeneHue yepe3 WEB uHTepdelic, CLI;

v' TNoppepka konbLeBow Tononorumn nogkntoderHms (STP, RSTP, MSTP,
ERPS, EAPS);

v TpOMBILNEHHOE UCTOMHEHMWE, PacLUMPEHHbIN AnanasoH paboumx

Temnepatyp: -40...+80° C

4. BHelHUW BMA U ONUCaHME 3NIEMEHTOB

4.1 Kommytatop SW-24G4X-1L-I

Puc. 1 KommyTtatop SW-24G4X-1L-l, BHeLHWA BUA
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0SNOVO

Puc.2 KommyTtatop SW-24G4X-1L-1, pas3bembl, KHONKN N NHOMKATOPbI Ha
nepeaHer naHenu

Tab. 1 KommyTtaTop SW-24G4X-1L-l, HasHa4YeHne pasbeMOoB, KHOMOK 1
WHOMKaATOPOB Ha NepegHeln naHenm

Ne
n/n

O6o3Ha4yeHne HasHaueHne

LED uHnOukamop numaHusi
Coput — nutaHne nogaetcs
1,9 PWR A
He roput — nutaHue He nogaeTcs, NpoBepbTE
nogkritoyeHne kommytartopa Kk cetn AC 230V
PoE — LED uHndukamops! POE nopmoe 1-24 (5)

[opuT — K coOTBETCTBYIOLEMY NOPTY NoaknioveHo PoE
ycTpouncTBo. NutaHne PoE nogaetcs.

He roput — nogknoyeHo ycTponcTeo 6e3 nuraHus no

PoE.
PoE
1000M 1000M — LED uHdukamopbl ckopocmu rnopmos 1-24 (5)

Link/Act

1.24 [OpUT — YCTAHOBIEHO COEAUHEHNE Ha CKOPOCTU A0 1

[out/c

He roput — ycTaHOBNEHO coeauHeHe Ha CKOpPOCTH A0
100 M6éut/c

Link/Act — LED uHdukamopbi cemegol akmugHocmu
rnopmos 1-24 (5)
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/n O6o3Ha4yeHne HasnaueHne

CopuT/MUraeT — yCTaHOBIMEHO COeAMHEeHNe, uaeT
nepeaada gaHHbIX

He roput — coegnHeHne He yctaHoBJ1E€HO. I'Ipoeepre
NOAKIMH4YEeHHOoe yCTpOVICTBO, kabenb.

LED uHOukamopsbl noOKo4eHUs1 u ckopocmu SFP+
nopmos (6)

oput 10G — coeamHeHne No ONTUKE YCTaHOBIEHO.
10G CkopocTb nepegaun gaHHbix go 10 out/c

25-28 CopuT 1G — coegnHeHne No ONTUKE YCTAHOBIEHO.
CkopocTb nepegayun gaHHbix oo 1réut/c

He roput — coeguHeHus HeT, npoBepbTe SFP+
Mogynb/onTu4eckmin kabenb

Pasbvem RJI-45

MpegHasHaveH anga NOAKMYEHNST YIIMYHOMO

4 CONSOLE kommyTaTopa k COM noprty. [No3BonseT 3arpyxatb B
YNWUYHBIN KOMMYTaTOP NPOLUMBKY B Criydae aBapunHom
cuUTyaumu, a TaKke ynpaBnsiTb HacTporkamm
KoMMmyTaTopa.

Pasbembl RJ-45 ¢ 1 no 240

ﬂpenHasHaquu Ana nogknki4yeHnsa ceTeBblX yCTpOIZCTB
5 1-24 Ha ckopocTtu 10/100/1000 M6uTt/c, B TOM Yncne ¢ POE

1,2 nopTbl obecneumsatoT Ao 90BT PoE 802.3bt
3-24 nopTtbl obecneunBatoT 30BT PoE 802.3af/at

SFP+ nopmeli

6 25 26 27 28 | [1P€AHa3Ha4eHbI Ans NOAKMIOYEHNst KOMMYTaTOpa K
ONTUYECKON NUHUK CBSA3M Ha ckopocTu go 10 Méut/c,
ncnonb3ysa SFP+ mogynu (npnobpeTtatoTcs OTAENBHO).

MukpokHorika

8 MpegHa3HaveHa ans cbpoca KOMMyTaTopa K 3aBOACKUM
HacTpolikaMm (TpebyeTcs yaepxaHue B TedeHue ~10 cek)
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/n O6o3Ha4veHne HasHaueHune
LED uHOukamop pabomsi cucmembi
Muraet — cuctema paboTaeT KOPPEKTHO.
9 sYs ~HEsT P PP

He roput — cuctema paboTaeT B HenpaBuIilbHOM
pexume. MpolunBka KOMMyTaTopa NoBpexaeHa.

Puc.3 KommyTtatop SW-24G4X-1L-1, pasbeMbl U KHOMNKN Ha 3agHEN NaHenun

Tab. 2 Kommytatop SW-24G4X-1L-1, Ha3HayeHne pasbEMOB, KHOMOK M Ha
3agHen naHenu

Ne
n/n O6o3Ha4yeHne HasHauyeHne
1 9 BuHTOBas knemma 1 ons nogknioYeHus 3asemMneHuns

Pasbem UAC ons nogknioveHms KommyTtaTopa K NMHuu
2 AC110-240V | nutaHua 1 AC 100-240V c nomMolLbto kabens u3
KOMMeKTa NoCTaBKu.

3 Igl BuHTOBas knemma 2 ong NoAKNOYEHUs 3a3eMreHns

Pasbem UAC gnsa nogknoyeHus KoMmyTtaTopa K fMHUK
4 | AC110-240V | nuTtaHusa 2 AC 100-240V ¢ nomoLlbio kabens n3
KOMMMeKTa NoCTaBKMy.
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5. Noaknto4vyeHune
5.1 Cxema noakno4YyeHus

Cuctema BuaeoHabniogeHus Cuctema BugeoHabniogeHus Cuctema BuaeoHabnioaeHus
2 atax 3 atax Cknapn

PoE PoE PoE PoE PoE Ynuurbie PoE
Kamepbl Kamepb! Kamepbl Kamepbl! kamepb! kamepe!
- ) KommyTatop
? f 7 3
E [o 8 yctpoucts o 8 yctpoucte i
i 1
1h Cat5e CatSe {1
i i
0}
<}
-
5D
=]
ic
OSNOVO
> [o 8 A
2 NOAKNIOHEHM Fiber (10G)
o \ :
3 ——
&
Q . -
<f< Fiber (10G) K yctpoiicteam
o~ ONTUYECKUMU
( \ nopramu
| i
H !
H H
R |
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Puc. 5 Cxema nogknoveHust Ha npyMepe NoCcTPOEHMs CUCTEMBI
BYAEOHabnoaeHns Ha NnpeanpuaTuK ¢ ncnonb3osaHmem SW-24G4X-1L-|

5.2 MNopknovyeHue NuTaHus

Puc. 6 MoaknioueHne kommyTaTopa k cetn AC 230V
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Mopsaok NOOKIIYEHUA MUTAHUS:

1) TMoaknounTe KOMMYTATOP K LUMHE 3a3eMreHust BHyTpu 197
wikacha/ctonkm (1, 3);

2) TllogknitoymTe KOMMMNEKTHbIE LWHYPbI MMTaHWUS B COOTBETCTBYHOLLMNE
pa3beMbl Ha KoMmyTaTope (2, 4);

3) TMogknioumTe BUNKM LWHYPOB NuTaHus (5, 6) kK po3eTkam cetu

nepemeHHoro Toka AC 230V

6. MNMpoBepka paboTocnocoGHOCTU

Mocne nogkntoveHust kabenen K pasbémMamM M NOAAYN NUTAHUS MOXKHO
yb6eanTbcs B paboToCnoCOBHOCTY KOMMYyTaTopa.

Mogkntounte  kommyTaTtop mexay asyms K ¢ wusBecTHbivu IP-
agpecamu, pacnonaralwMmMucs B OOHOW noacetw, Hanmpumep, 192.168.1.1 wu
192.168.1.2.

Ha nepsom komnbtoTepe (192.168.1.2) 3anyctute KOMaHOHYH CTPOKY
(BbINOMHMTE KOMaHZy cmd) 1 B NOSIBUBLLEMCH OKHE BBEAUTE KOMaHAy:

ping 192.168.1.1
Ecnv Bce noakntoyeHo NpaBunbHO, Ha 3KpaHe MOHMTOpa OTobpasnTCs OTBET OT
BTOPOro KoMMnboTepa. ITO cBUAETENbCTBYET 06 MCMPaBHOCTM KOMMYyTaTopa.

S\WINNT' System32 command.com

C:\>ping 192.168.1.1
Pinging 192.168.1.1 with 32 hytes of data:

Reply from 192.168.1.1: bytes=32 time<18ms TTL=255
Reply from 192.168.1.1: hyt 32 time<1Bms TTL=255
Reply from 192.168.1.1: hytes=32 time<18ms TTL=255
Reply from 192.168.1.1: bytes=32 time<1Bms TTL=255

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss).

Approximate round trip times in milli-seconds:
Minimum = Bms, Maximum = Oms, Average = Bns

C:\>

Puvc.7 OaHHble, oTobpaxatowmecs Ha akpaHe MOHMTOpa, nocne
ncnonb3oBaHns kKomaHgpsl Ping.
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Ecnu oteBerT ping He nonydeH («Bpems 3anpoca ucTekno»), TO
cnegyet NpOBEPUTL COeANHUTENBLHLIN kKabenb n IP-agpeca KOMNbLIOTEPOB.
Ecnun He Bce nakeTbl BbINK NPUHATLI, 3TO MOXET CBUAETENLCTBOBATD!

- 0 HM3KOM KayecTBe kabens;
- O HENCNpPaBHOCTU KOMMYTATOpPAa,

- O nomexax B JINHNW.

MpumeyaHue:
MprynHbBI NOTEPY B ONTUYECKON NIMHUN MOTYT ObITh Bbi3BaHbI:

- HewucnpaBHocTblo SFP+ mogynen (Bbibrpante Mogynu ¢ nogxogsaiien
CKOPOCTbIO Nepefayn AaHHbIX);

- un3rnbamu kabens;

- 6onbLINM KONMYECTBOM Y3r10B CBapPKW;

- HencnpaBHOCTbIO UM HEOOHOPOAHOCTBLIO ONTOBOJIOKHA.

14
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7. NMoproToBka nepen ynpasBrneHMeM KOMMYTaTOpPOM
yepe3 WEB.

3meck OyoeT nokasaHa pgetanbHas Hactpovika cetu gns MK nog
ynpasneHvem Windows 8 (noxoxun mHtepdenc y Windows 10, Windows 7 u
Windows Vista).

1. Ortkpovite «LeHTp ynpaBneHna cetamm u obwmm goctynom» (Network
and Sharing in Control Panel) n Haxmute «/3MeHeHVe napameTpoB
apantepa» (Change adapter setting) kak Ha pUCyHKe HUXe.

5% « Metworkand Internet » Metwork and Sharing Center v & P

View your basic network information and set up connections
Centrol Panel Home

Change adapter settings

Change advanced sharing Unidentified network Access type: No network access
settings Public network Connections: @ Ethernet

View your active networks

Change your netwerking settings

See also

§i§ Setup a new connection or network
Bonjour Set up a broadband, dial-up, or VPM connection; or set up a router or access point.
HomeGroup

Internet Options Troubleshoot problems

Windows Firewall Diagnese and repair network problems, or get treubleshooting information.

2. B nosBuBwemca okHe «CeTeBble nogkmodeHusay  (Network
Connections) oTobpaxeHbl BCe CETEBble MOOKIHOYEHMUS, OOCTYMNHbIE
Bawemy K. Coenavite ABOMHOWM KWK Ha NOAKIMIOYEHUUN, KOTOPOE Bbl
ucnonb3yete ansa cetn Ethernet

L2 =
T E' <« Metwork and Internet » MNetwork Connections v O Search Network Connections 0
Organize « B M @
_". Bluetooth Network Connection _". Ethernet l: VirtualBox Host-Only Network
o= Mot connected o= _ Unidentified network = ‘-‘ Disabled
*x 9 Bluetooth Device (Personal Area ... @7 Qualcomm Atheros ARS171/8175 ... ST VirtualBox Host-Only Ethernet Ad...
.: VPN Connection ". Wi-Fi
- ’—'\., Disconnected > o Mot connected
&5 WAN Miniport (IKEv2) K gclﬂ Qualcomm Atheros AR483WE-E...
5 items ==
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3. B nosiBuBLLEMcS okHe «CocTosHMe - [NoaknoveHne no nokanbHOW ceTny
(Ethernet Status) HaxmuTe kHoMKy «CsonctBa» (Properties) kak
nokasaHo HUXE.

General

Connection
IPv4 Connectivity: No network access
IPvE Connectivity: No network access
Media State: Enabled

Duration: 00:03:17
Speed: 1.0 Ghps

Sent —— L.‘,r! ——  Received
&

Bytes: 81,247 | 234,209

@Eroperﬁes @Qisable Disgnose

4. B nosiBuBLUemMcs okHe «[logkntodeHne no nokanbHon cety — CBoncTBa»
caenante [OBOMHOW KWK Ha «MNPOTOKON MWHTepHeTa Bepcun IP V4
(TCP/IPv4)» Kak nokasaHO Huxe

Networking | Sharing

Connect using
l.-'." Qualcomm Atheros ARB171/8175 PCI-E Gigabit Ethemet

This connection uses the following tems:

=036 Packet Scheduler ~
[0 -+ Microsoft Network Adapter Muttiplexar Protocol

&~ Microsoft LLDP Protocol Driver

& Link-Layer Topology Discovery Mapper /0 Driver

w&. Link-Layer Topology Discovery Responder

PPy Intemet Protocol Version 4 (TCP/1Pvd) W

>

KKK

X

-

Install... Uninstall Properties
Description

Transmission Conttrol Protocal/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

OK Cancel
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5. B nossusLiemcs okHe «[MpoTokon uHtepHeTa sepcun IP V4 (TCP/IPv4)»

ckoHGurypupyite IP agpec Baluero MK 1 macky noaceTu Kak nokasaHo
HVXe

Ceoictea: Npotokon MHTepHeTa Bepauu 4 (TCP/IPv4) X

06wpe

MapameTpel IP MOMYT HE3HAYETLCA ABTOMATHYECKH, ECIH CETh
NoAAEpKHEAET 3TY BOIMOMHOCTE. B NPOTHEHOM CTyyae napaMeTpel IP
MOMHO NONYUWTE Y CETEBOTO aAMUHHCTpaTopa.

( ) NonyunTe IP-agpec aBTOMATMYECKK

0 Wcnons3oBaTe cnegyrowmi IP-agpec:

IP-agpec: 192 .168 . 0 . 10
Macka nogceTu: 2535 .255.255. 0

OCHOBHOW WAH3:

Monyunts agpec DNS-cepeepa aBTOMETHYECKH
-.@_-chonhsoBaTh cnegywime agpeca DNS-cepeepoe:
NpeanounTaemelil DNS-cepeep: |

ANbTepHaTHEHLIA DNS-cepeep:

l:‘ MNogreepauTs NapaMeTpsl NpU BeXode @

[ ox ][ omenm |

Mo ymonyanuio IP agpec kommyTatopa 192.168.0.1 Bel MoxeTe 3agath
nobon IP agpec B none «IP agpec», B Tol ke noacetn 4to u IP agpec
kommyTaTopa. Haxkmumte kHonky OK, 4ToObl COXpaHWUTb U MPUMEHUTE HACTPOWKM.

Tenepb Bbl MOXETE MCMNOMb30BaTh Nobon Gpay3ep Ans Bxoda B MEHHO
HaCTPOEK KOMMYyTaTopa.

Mo ymonyaHuio:

v" Login: admin
v' Password: admin
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8. MoaroToBKa nepepn ynpaBrneHMeM KOMMYTaTOPOM Yyepes
nopt CONSOLE

YnpaBneHne kommyTatopom uyepe3 COM-nopt (RS-232) wmoxeT
notpeboBaTbCs, ecnu no Kakum-nnbo npuynHam ynpaerneHve 4depes WEB-
HeJoCTYMHO.

Ckavyante u ycrtaHoBute Ha [1K, ¢ koToporo OygeT npoBOAUTBECH
KOH(UrypvpoBaHue KommyTaTtopa nporpammy-amynsTtop HyperTerminal wnn
PUTTY. Tlocne yctaHoBkuM Heobxoammoro [1O wucnonb3yite CcneaymoLlyto
MoLIAroBYH0 MHCTPYKLMIO:

1. CoepuHute nopt Console kommytatopa ¢ COM-NopTOM KOMMblOTEPA C
NMOMOLLIbIO Kabens.
Banyctute HyperTerminal Ha K.

3. Bapaiite nmsa anst HOBOro KOHCONBHOMO NOAKMOYEHMS.

% New Connection

Enter a name and choose an icon for the connection:

Enter details for the phone number that you want to dial:

Cournty/region: |United States (1) =
Area code: 123

Phone number: |

Connect using: |[e8]k} -
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Hactpovite COM-nopT cneayroLmm obpasom:

CkopocTb nepefaum gaHHbIxX (Baud Rate) — 115200;
BuTbl AaHHbIX (Data bits) — 8;

YeTtHocTb (Parity) — Her;

Cron 6uTkl (Stop bits) — 1;

YnpasneHue notokom (flow control) — HeT.

LA @

Port Settings |

Bits per second: [Rini] -
Data bits: IE vl

Parity: |None A

Stop bits: |1 vl
How control: INone 'l

Restore Defaults |
ok | Cencel | opy |

6. Cwucrtema npegnoxut BonTn Bam B umHTepdenc CLI (ynpaBneHue
yepe3 KOMaHOHYI CTPOKY).
Mo ymonuaHuio:

v" Login: admin
v' Password: admin

Ele Edit Yiew Call Iransfer Help
D& 3 08 |0

Username: admin

Password:

Login in progress. .. .

Welcome to Vitesse Command Line Interface (v1.0).
Type “help’ or °?" to get help.

>

Connected 030012 |Auto detect 115200 8-N-1
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9. NogroroBka nepen ynpaBrieHNEM KOMMYTaTOPOM Yepes
Telnet/SSH

MpoTokonbl Telnet 1 SSH npegocTaBnsaOT NONbL30BATENO TEKCTOBLIN
UHTepdenc KoMaHOHOW CTPOKM Ansa ynpasneHus kommytatopom (CLI). Ho
Tonbko SSH obGecneunBaeT cos3gaHue 6e30nacHOro kaHama C  MOSHbIM
WwndpoBaHeM NepegaBaeMbIX JaHHbIX.

YTto6bl nonyuntb goctyn k CLI kommyTaTopa 4vepes Telnet/SSH, Baw
MK 1 KommyTaTop OO0JMPKHBbI HAXOAUTbLCA B ogHoW ceTu. [ogpobHee, kak 3To
chenatb paccmaTtpuBanocb B pasgene MWHCTpykuum «[llogrotoBka nepen
ynpasneHnem kommytatopom yepes WEB-uHTepdency.

Telnet uHTepdenc BCTpoeH B koMaHAHyk cTpoky CMD cemewncTtsa
onepaumoHHbIXx cuctem Microsoft Windows. SSH uHTepdenc pocTtyneH
TOMBKO C MOMOLLILIO NporpaMmbl amynartopa SSH TepmuHana. Huke nokasaHo,
Kak nony4utb goctyn k CLI kommyTtaTopa Yyepe3 SSH ¢ NoMoLLbio NporpamMmbl
PUTTY.

1. 3anmgute B MeHiwo PuTTY Configuration. Beegute |IP agpec
kommyTatopa B none Mmsa xocta (Host Name) (umm IP agpec). lo
ymonyanuio IP agpec kommyTaTtopa 192.168.0.1

2. Bbibepute TN nogkntoveHus (Connection type) — SSH.

Category:
- Session Basic options for your PuTTY session
Logging
&) Terminal
Keyboard
Bell
Features Connection type:
&1 Window ORaw O Tehet O Riogi () Seqal
xzem‘“ Load, save or delete a stored session 2
aviour
o Saved Sessions
Selection
Colours [k Sotings | Loed
- Connection L
Data Saye
Proxy
Telnet Delete
Rlogin
#- SSH
el Close window on ext: i
OAfinays O Never  (® Only on clean ext
About Open || Cancel

3. Ecnu Bbl nogknoyaeTecb K KOMMyTaTopy 4Yepe3 SSH Bnepsble, Bbl
yBugute okHo PUTTY Security Alert. Haxwmute Yes (Oa) ans
NPOOOIMPKEHNS.
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PUTTY Security Alert ﬂ

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 1040 ddi15:6b:be:26:1d:b0:0c: efiaf: 59:f2:83:eTa 747
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want te carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection,

4. PuTTY obecneunTt Bam JOCTYN K yNpaBfieHUO KOMMYTaToOpoM Mocne
Toro kak Telnet/SSH nogkntoyeHne 6yaeT ycTaHOBNEHO.

Mo ymonyaHmio:

v" Login: admin
v" Password: admin

& 192.168.2.1 - PUTTY - 8
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10. YnpaBneHue 4yepe3 WEB-uHTepdenc, oCHOBHbIe
3NeMeHTbI

10.1 CtpykTypa uHtepdemnca

Ons Bxoga B WEB-vHTepdenc kommyTaTopa 3anyctute Opaysep u
BBEONTE B adpecHyiw cTpoky |P agpec kommyTatopa 192.168.0.1 (no
YMOJI4aHUIo), Nocne aBTopusaunmn (MMsi nonb3oBaTens: admin, naponb: admin
Mo YMOMYaHMI0) OTKPbIBAETCA rMaBHasi CTpaHMLua MEHIHO:

| stsTER PORT PoE VLA LAYER 3 SECURITY DHCP  MULTICAST = RING ADVANCED T00LS

@ System Information SYSTEM->System Information
© 1P Address System Information
& User Management [Product Description
. _ [System Object ID 1.3.6.1.4.1.12284.28
@ Serial Information -
Hardware Version 1.0
© SNTP Configuration [Firmware Version 3.3.9
& SNMP Community Base MAC Address l02:82:44:13:32:82
[Serial Number l028000001
© SNMP TRAP |System Uptime |o0-Days 00-Hours 09-Minutes 19-Seconds
© TACACS+ Configuration [System Clock 2020/10/01 12:08:42 (Format: YYYY/MM/DD HH:MM:SS)
° Log Refresh| | Apply Help

B BepxHeM TeKCTOBOM norie rnaBHOW CTPaHWLbl HAXoOATCA BKNagKu
OCHOBHbIX pasfgenoB meHio WEB wuHTepdenca, npu HaxaTum Ha KoTopble
OTKpbIBalOTCA COOTBETCTBYIOLLME pasfensi.

B neBoun 4yacTtu CTpaHuubl HaXoOUTCA CNUCOK noapa3nesioB OCHOBHOIO
MEHI0, COOTBETCTBYHOLLNX OTKprTOIZ BKnagke, nNpu HaxXatunm Ha KOTopble
OTKpPbIBAOTCA OONOJTHUTENIbHbIE nNoapa3aesibl.

22

7 N 2
\ 7 SEC.RU KopoTkuii nyTb K MHcbopmaLmm CKauaHo c sec.ru




10.2 OnucaHue kHonok WEB uHTepdeica

BONbLIMHCTBO KHOMOK AN U3MEHEHWST HAacTPOek KoMMyTaTopa yYepes
WEB-vHTepgeic valle BCEro BbIMOSHAT OAHY M Ty e ponb. B Tabnuue
npuBeAeHbl onMcaHns OYHKUMIA, KOTOPbIE KHOMKM BbIMOMHSIOT.

KHonka Ha3HauyeHune

OGHoBNSIET 3HaYEHNE BCEX TEKCTOBBIX

Refresh (ObHOBUTBL .
( ) ronen n napameTpoB Ha CTpaHuLe.

Yuncnosoe 3HaveHue 6yaet oGHOBNEHO B
namsitTu. BeeaeHHble 3HaYeHus
napameTpa BCTynatT B CUNY TOSbKO
nocrne HaxaTtus aTon KHonku. Ecnu
OaHHble BBEAEHbI HE KOPPEKTHO,
nosiBUTCA coobLleHne ob oLunbke.

Apply (MpuHsaTe/nogTBEPAUTD)

Delete (Yganutb) YaoansieT Tekyllee 3HavyeHne

OTKpbIBaeT CTpaHULYy CrpaBKu.
Help (Momowk/cnpaska) OtaenbHas cTpaHuua cnpaBku ans
Kaxkgoro 3anpoca.

10.3 CooOweHunsa o6 oumbke

Mpn BO3HMKHOBEHMM owMbBkM npwu obpaboTke 3ampoca OT
nonb3oBatenss K KOMMYyTaTtopy (BBeOeHbl He KOPPEKTHble 3Ha4vYeHus )
NOSABNIAETCH OKHO C ONMMCaHUEM OLLNOKM.
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10.4 NMons ana BBoaa MHOpMaLMM UK 3HAYEeHUN

HekoTopble cTpaHuubl WEB-uHTepdenca kommyTaTtopa cogepxaT
nons Ans BBoAa TOW MM MHOW MHAopMaLUn unm 3HadeHmin. C NoOMOLLbI 3TUX
3HAYEHWI MOXHO MONYYUTb AOCTYM K Pa3fIMYHbIM CTPOKam B Tabnuvuax.

Ecnn noHagobutcs o6aBnTb HOBYIO CTPOKY HEOBXOAMMO BbIOpaTh U3
Bbinagatowlero cnucka New (HoBas) M HaxaTb ONS NOATBEPXKAEHUS KHOMKY
Apply (NpuHATB).

Ecnv HyXHO M3MEHUTb YXe CYLLUECTBYIOLLY0 CTPOKY, Heobxoammo
BbIOpaTh 13 BbiNagaloLLero cnucka COOTBETCTBYHOLLUIN HOMEP CTPOKX, BBECTYU
HYXXHbl€ 3HAYEHUS U HaXaTb ANnst NoATBepXAeHUs kKHomKy Apply (MPUHSATB).

Ons yganeHus cTpoku u3 Tabnuupl, BbibepuTe u3 BbINagaloLLEro
CM1cKa HY>XHbIA HOMEpP CTPOKM 1 HaxXmMuTe KHomky Delete (yganuthb).

m PORT PoE VLA LAYER 3  SECURITY DHCP MULTICAST RING ADVANCED TOOLS

FMAC SECURITY->ACL->ACL Based Source IP

* ACL ACL Based Source [P

5 ACL Based Source IP [ACL Group ID | 1 v |Fi|ter | deny v
Source IP Address | |Source Wildcard |
|sttention: Wildcard should be the format such as 0.0.0.255.

2 ACL Based Extended IP

2 ACL Based MAC IP
Refresh Apply Delete Help

2 ACL Based MAC ARP

5 ACL Group Select All ACL Group ID Filter Source [P Address

2 ACL Resource
P AAA

» Safe Management

10.5 NMons co 3Ha4YeHUsIMU TeKyLLero cratyca

HekoTopble cTpaHuubl (MnnM nons Ha cTpaHuuax) WEB-uHTepderica
npegHasHadeHbl TONbKO ANs OTOOpaXeHus AaHHbIX O paboTe KOMMyTaTopa.
OTobpaxaemble 3HaYEHUS Ha 3TMX CTpaHuUax npegHasHayeHbl TOMbKO Ans
YyTeHUs M He MoryT OblTb M3MeHeHbl (Hanpumep, TekcToBoe none Serial

Number Ha pucyHke Huxe).
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Bl o~ PoE VLAN | LATER3 | SECURITY = DHCP | NULTICAST | RING  ADVANCED TOOLS

@ System Information SYSTEM->System Information
© IP Address System Information
2 User Management lProduct Description
. § [System Object 1D 1.3.6.1.4.1.12284.28
@ Serial Information -
[Hardware Version 1.0
3 SNTP Configuration [Firmware Version B39
R i [Base MAC Address lo2:82:44:13:32:82
[Serial Number lo2s000001
© SNMP TRAP lSystem Uptime lo0-Days 00-Hours 09-Minutes 19-Seconds
a TACACS+ Configuration [System Clock 2020/10/01 12:08:42 (Format: YYYY/MM/DD HH:MM:SS)
° Log Refresh| [ Apply Help

11. OnucaHwue pasgenoB meHo WEB-uHTepdenca
KOMMYyTaTopa

11.1 NnaBHana cTtpaHuuya WEB nHtepdchenca

Mocne TOro, kak ObINn BBEOEHbI KOPPEKTHBbIE AaHHblE ANS Bxoda (Mms
nonb3oBatend: admin, naposnb: admin Mo YMOM4YaHuio)

182. 168.0. 1

D
bR

Switch

User Name: | € admin v/
Password: | {

[ OK H Cancel ]

oTobpasutcs rnasHas cTpaHuua WEB-nHTepdeinca yrnpasneHus
KOMMYTaTOpPOM:
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Bl o~ PoE vLaw

@ System Information

© 1P Address

@ User Management

a Serial Information

© SNTP Configuration

8 SNMP Community:

© SNMP TRAP

© TACACS+ Configuration

® Log

LAYER 3 SECURITY DHCP  MULTICAST = RING ADVANCED

SYSTEM->System Information

T00LS

System Information

[Product Description

[System Object ID

1.3.6.1.4.1.12284.28

Hardware Version

1.0

[Firmware Version B3.3.9
[Base MAC Address 102:82:44:13:32:82
[Serial Number 028000001

[System Uptime

|00-Days 00-Hours 09-Minutes 19-Seconds

ISystem Clock

2020/10/01 12:08:42 (Format: YYYY/MM/DD HH:MM:SS)

Refresh| | Apply Help

11.2 KoHdurypauums cuctemol (SYSTEM)

11.2.1 System > System Information (O6wasn nHdopmaums o cucrteme)

LAYER 3 SECURITY DHCP  MULTICAST = RING

ADVANCED

T00LS

© System Information

© IP Address

© User Management

@ Serial Information

© SNTP Configuration

= SNMP Community

© SNMP TRAP

© TACACS+ Configuration

8 Log

e Product

Description

SYSTEM->System Information

System Information

[Product Description

|System Object ID

1.3.6.1.4.1.12284.28

[Hardware Version 1.0

[Firmware Version 3.3.9

[Base MAC Address 102:82:44:13:32:82
[Serial Number 028000001

[System Uptime

|00-Days 00-Hours 09-Minutes 19-Seconds

[System Clock

2020/10/01 12:08:42 (Format: YYYY/MM/DD HH:MM:SS)

(Onncanne

CUCTEMBI)

Refresh| [ Apply Help

coaepxut  obLyro

MHOpMaUMIO O CUCTEME;

e Hardware Version (Bepcusi nnatbl yCTpoONCTBa) OTOOpaXkaeT TEKYLLYIO
BEPCMI0 YCTAHOBIIEHHbIX B KOMMYTaTOP KOMMNOHEHTOB;

e Firmware Version (Bepcusi npowmBkn) otobpaxaeT TEKYLLYI BEPCUIO

MPOLLNBKY;
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e Base Mac Address (Mak-agpec);

e Serial Number (cepuiHbin HoOMEp);

e System Uptime (Bpemsa 3anycka cuctembl) oTobpaxaeT CKOMbKO

BpEMEHN NpOoLLUS1I0 C MOMEHTA BKITKOYEHUA KOMMYTATOpPAa;

e System Clock (Tekywee Bpems) Takke MnokasbiBaeT dopmaT

oTobpaxeHns AaTbl U BPEMEHM.

11.2.2 System > IP Address (Hactpouka IP agpeca)

PORT PoE VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
9 System Information SYSTEM->1P Address
" IP Address 1P Address
2 User Management Admin VLAN 1
[P Address 192.168.0.1
8 Serial Information
[Subnet Mask 255.255.255.0
@ SNTP Configuration iGateway 0.0.0.0
a SNMP Community MAC Address 00:28:01:01:01:02
[Attention: Please configure carefully. If WEB connection interrupted after the configuration, try establish a new connect|
o SNMP TRAP fion with the new IP Address.

o Log

Refresh Apply

Help

[aHHasa ctpaHnua WEB-nHTepderica nossonseT nameHats |IP address

(IP agpec kommyTaTtopa), Subnet mask (macky nodcemu) n Gateway address

(IP adpec wnto3a). AT yctaHoBKM NpuHagnexat Admin VLAN kommyTtaTopa

(mo ymonuanuto), npu atom Homep VLAN (1) He MoxeT ObiTb uameHeH. NMocne

BHECEHWNSI U3MEHEHUIN HaXXMuUTe KHOomMKy Apply (MpuHATB).

lMocne usmeHeHusi |IP adpeca kommymamopa coeduHeHue ¢ \WEB-

uHmepgheticom npepsemcs. [nsi noemopHo20 rnooKYeHUsT noHadobumcs

ocyuiecmsums 8x00 ¢ HoebIM |IP adpecom u npolimu asmopu3sayuro.
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11.2.3 System > User Management (UHdopmauma o nonb3oBaTensax)

m PORT PoE VLA LAYER 3 | SECURITY DHCP MULTICAST RING ADVANCED TOOLS

= System Information SYSTEM->User Management

= IP Address User Management

= User Management User Name

User Level normal ¥

= Serial Information

Password
IConfirm Password
= SNMP Community |Attention: User name and password are case sensitive.

= SNTP C

CETP T Refresh Apply Help

= Log

[ Item | User Name [ User Level | Operation |
| 1 | admin | privilege | delete |

Ha paHHonM ctpaHnue WEB wHTepdenca ectb BO3MOXHOCTb
U3MeHWTb/3adaTb HOBbIM naponb (Password) ans Tekywero nomnb3oBaTens
admin (N0 ymomnyaHuio), W3MeHMTb MpaBa A[AoCTyna K YNpasfeHWIo
kommyTatopom (User Level) n gp.

Maponb HeobxoaMmMo BBOAUTL C y4eToM peructpa. [laponb moxet
cogepxatb A0 16 cumBonoB. [Ona cmeHbl napons HeobxoAumo ABaxApbl

BBECTW HOBbIN Naponb B none Password n B Confirm Password.

Onsi Toro 4ToObl M3MEHeHMs BCTYNWAM B CuIy, HEOOXOOUMO HaxaTb
kHonky Apply (MpuHATk). Mocne atoro nonb3oBaTtento notpebyercs 3aHOBO

BovTM B WEB MHTepdenc kommyTaTopa, UCMomnb3ys HOBbIN Naporb.
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11.2.4 System > Serial Information (Hactponku nntepceinnca RS232 ans
ynpaBrneHusi KOMMyTaTopom)

“ PORT PoE VLA LAYER 3 | SECURITY DHCP MULTICAST RING ADVANCED TOOLS

= System Information SYSTEM-=Serial Information

© IP Address Serial Information

@ User Management [Baud Rate 38400

[Character Size
Parity Code one
= SNTP Configuration [Stop Bits 1

= Serial Information

[Flow Control None

= SNMP Community

 SNMP TRAP Refresh Help

= Log

OaHHas cTpaHuua WEB-uHTepdelica copepXxut  napameTpbl
ynpaBfneHnsa KOMMYTaTtopoMm u4epe3 WHTepdenc RS232, ucnonb3yda nopt
CONSOLE. Tlpwn ynpasneHun kommyTatopom uyepe3 HyperTerminal (nnm
nogobHyio nporpammy) ybeaoutecb, UYTO HacTPOMKM  COOTBETCTBYHOT
NpvBEAEHHbIM Ha 3TOW CTpaHULE 3HaYEeHNSM.

e Baud rate (ckopocTb Nepefayv AaHHbIX);
e Character Size (pasamep CMMBOMOB);

e Parity code (6but yeTHOCTN);

e Stop bits (cTonosble 6uThI);

e Flow control (ynpaBneHvue noTokom).
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11.2.5 System > SNTP Configuration (HacTtpouka npotokona SNTP)

“ PORT PoE VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVAHCED T00LS

© System Information SYSTEM->SNTP Configuration

= IP Address SNTP Configuration
[Server 1P Address 1
[Server 1P Address 2
[Server IP Address 3
* SNTP Configuration frime Interval 1800 (50-65535 seconds)

2 User Management

= Serial Information

2 SNMP Community [Time Zone +8

Enable Status Disable W

2 SNMP TRAP

[Last Update Time
[System Date Time [2020/10/01 12:03:00

® Log

Refresh Apply Help

Ha paHHow cTpaHuue WEB uHTepdpelica HaxogaTcs HacTpOMKM MpoToKona
SNTP (NpoTOKON CMHXPOHM3aLUN BPEMEHM MO KOMMbIOTEPHOW CETH).

e Server IP Address 1 — IP apgpec cepBepa OCHOBHOro cepBepa
CVHXPOHM3aLUNN BPEMEHU;

e Server IP Address 2 — IP agpec pe3epBHOro cepeepa CMHXPOHU3aLnn
BpEMEHW;

e Server IP Address 3 — IP agpec elle ogHOro pesepBHOro cepsepa
CVHXPOHM3aLUNN BPEMEHU;

e Time Interval — uHTepBan 3anpoCOB Ha CUHXPOHWU3ALUIO BpEMEHU
(3HaveHue no ymonyanHuo 1800 cek);

e Time Zone — BbIGOP YaCOBOro NOSCa;

e Enable Status — none otobpaxeHus TeKyLLero craTyca;

e Last Update Time — none oToGpaxeHuss nocnegHero npolecca
CUHXPOHM3aLnK.

Onsa Toro 4To6bl N3MEHEHUs1 BCTYNWUAW B CUINY, HEOOXOAMMO HaXaTb KHOMKY
Apply (MpuHATB).
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11.2.6 System > SNMP Community (OCHOBHbIe HAaCTPOWKN NPOTOKONA

PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
2 System Information SYSTEM->SNMP Community
° 1P Address SNMP Community
© User Management ICommunity Name |
B _ IRead and Write Purview | read-write ¥
2 Serial Information
2 SNTP Configuration Refresh Apply Help
= SNMP Communit | Ttem | Community Name | Read and Write Purview | Operation |
o SNMP TRAP [ public | read-only | - |

“ Log

Ha paHHon cTpaHnue WEB wuHTepdenica npencrtaBneHbl obuime
HaCTPOMKM ANs ynpasneHus kommyTtatopom yepe3 SNMP. Mo ymonyaHuio B
KOMMYyTaTope co3faHa ofHa 3anucb Public ¢ npaBamMu TOMbKO Ha 4TeHwe
(ReadOnly).

Bcero moxeT ObiTb co3gaHo 8 3anucen. Ecnv npepgnonaraetca
ynpaenate kommyTtaTtopom vYepe3d SNMP cnegyet co3pgaTh 3anucb ¢ npasamu
Ha YteHne/3anunce (Read/Write).

11.2.7 System > SNMP TRAP Configuration (Hactponka TRAP
yBeaoMIIeHUN)

m PORT PoE VLA LAYER 3  SECURITY DHCP MULTICAST RING ADVANCED TOOLS

= System Information SYSTEM-=>TACACS+ Configuration

@ IP Address TACACS+ Configuration

@ User Management [TACACS+ Disable v

Master Server IP

= Serial Information
Backup Server IP

@ SNTP Configuration Shiared Secret

= SNMP Community lsuthentication Type v

> SNMP TRAP IAccounting Disable V]

® TACACS+ Configuration Refresh] | Apply Help
€ Log
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HacTtporikn Ha paHHoW cTpaHuue WEB wuHTepdgenca nos3sonsioT

CkOHurypupoBaTb nonyyeHne TRAP coobiieHun. [ina atoro Heo6xoaumo:

e BubibpaTtb B nonie TRAP Name ums anst nonyyenunsa TRAP coobLieHni;

e Buibpate IP agpec (Transmit IP Address), kotopbin ©6yger -
ucnonb3oBatb TRAP npoTokon;

e BuibpaTtb Bepcuto SNMP (SNMP Version).

Koroa Bce HacTporkm OyoyT Mnpou3BedeHbl YCMELHO, KoMMyTaTop
cmoxeT nepecbinate TRAP coobuweHuss Ha ykasaHHbi |IP agpec. [Ons
BHECEHUS U3MEHEHUI criedyeT yaanuTb TEKyLLyo KOHdUrypaumio 1 cosgatb
HOBY!O.

11.2.8 System > TACACS+ Configuration (HacTpoWka npoTokona
Tacacs+)

‘ PORT PoE VLAR LAYER 3 | SECURITY DHCP MULTICAST RING ADVANCED TOOLS

= System Information SYSTEM-=TACACS+ Configuration

@ IP Address TACACS+ Configuration
isable
@ User Management [TACACS+ Disable v
) . Master Server IP
= Serial Information
Backup Server IP
= SNTP Configuration Shored Socret
= SNMP Community luthentication Type
IAccountin
° SNMP TRAP L

® TACACS+ Configuration Refresh Apply Help

¢ Log

Ha panHHon cTtpaHuue WEB wnHTepdenca npencraBneHbl HaCTPOWKU
ansa venonb3oBaHus npotokona TACACS+ lNonb3oBaTento npegocTasnseTcs
BO3MOXHOCTb  BKntodatb/oTknovaTte TACACS+, ycTaHaBnmMBaTb ajpeca
Master Server IP, Backup Server IP, Tun ayteHTuduKaunum v KoY rpynnbl
none3oBatenen. Nepen BHECEHNEM M3MEHEHUI B YyCTAaHOBKU, ybeamTech, 4YTo
dyHKuna TACACS+ BKnoyeHa.
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Beeaoute IP apgpec TACACS+ cepBepa, 3arem Bblbepute Tun
ayteHTudvkaumm (PAP  unu CHAP)M 3apante kw4 ansg  rpynnsl
nonb3oBartenewn B none Shared Secret.

[nsi Toro YTo6bl U3MEHEHMS BCTYNUIN B CUIY, HEOOXOAMMO HaXaTb KHOMKY
Apply (MpuHATB).

11.2.9 System > Log (YnpaBneHue 3anmcbio noros)

Ha paHHon ctpaHnue WEB wuHTepdeinca npegctaBrieHbl HAacTPOWKK
dunbTpa BbIBOAA 3anucaHHbIX noroB. B none Log Priority moryt 6biTb
crnegyowme 3HavYeHust:

e Critical — BbIBOOUT WHMOPMALMIO, OTHOCALLYCA TOMBbKO K
KPUTMYECKOMY YPOBHIO BXXHOCTM;

e Debugging — BbIBOANUT MHDOPMALUIO ANS OTNagKu;

e Informational — BbIBOAUT wuHdOPMaUMO AN OTnagkm w obLyyto
WHchopmaumio B norax;

e ALL — BbIBOAUT BCHO MHGOpPMALNIO.

‘ PORT PoE VLAR LAYER 3 | SECURITY DHCP MULTICAST RING ADVANCED TOOLS

@ System Information SYSTEM->Log

o IP Address Log

8 User Management Priority All v Refresh Help

o Serial Information

8 SNTP Configuration
2 SNMP Community

@ SNMP TRAP

@ log

YT106bl NPUMEHUTL (PUNLTP NOroB HaXXMUTE KHOMKY Refresh (0OHOBUTB).
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11.3 Port Configuration (KoHcdurypupoBaHue nopToB)
11.3.1 Port > Basic Configuration (KoHdurypaums noptos)

Ha paHHon ctpaHuue WEB uHTepdgenca npeacrtasneHa nHgpopmaums
no Kakgomy nopTy koMMyTaTtopa. [lonb3oBaTenb MOXET MEHsiTb CKOPOCTb
nepegayvv AaHHbIX, BKIOYATb WKW OTKIOYaTh TOT MMM MHOW NOPT, (PyHKUMIO
Flow Control, pasmep Jumbo Frame, npocmaTpmBaTb 6a30BYH0 MHpOPMALNIO.

[na HacTpoOWKM KOHKPETHOro nopta Heobxoaumo BbibpaTb ero us
cnucka (nMmbo BbIGpaTh BCe nopThl). [1o ymonyaHuio BCe MOPTbl BKMIOYEHDI
(Enable), 4uTobbl BbIKMOYMTL NOPT HEO6X0AMMO BbiOpaTh OTKMUUTL (Disable).
YTo6bl M3MEHEHWST BCTYNUITM B CUITY, HAXMUTE KHOMKY Apply (NpvHATB).

Takum xe obpasom BbIOMpaeTCcs 3HAaYEHMS1 CKOPOCTU A1 BbIOpaHHOro
nopta. Ecnn ana kakoro-nu6o nopta BeibpaTtb Full-10 (Ckopocmb nepedayu
10 Mb6um/c, Adynnekc), TO NOPT NEPEKMIOYNTCS B PEXUM  YBENNYEHUS
AanbHOCTY nepefayn curHanos o 250m (oH xe CCTV pexum). Takke nopthbl
MaTpuLbl CMNOCOOHbI aBTOMAaTMYECKU MEpPeXoauTb B 3TOT PEXUM Mpu
noakmntoYeHun K nuHumn gnvHon 100-250m, obmMeH JaHHbIMKM NoAAepXKMBaETCA
Tonbko ¢ Uplink noptamu.

lMocne BHeCEHMS W3MEHEHUW HaxXmuTe KHOMKy Apply (NpuHATBL).
Haxatne kHonkn Refresh (06HOBWUTL) OBHOBWUT 3HA4YeHWUS HaCTpPoek Aris
nopToB.

PORT PoE VLAN LAYER 3 | SECURITY DHCP MULTICAST RING ADVANCED TOOLS

@ Basic Configuration PORT-=Basic Configuration

o Port Statistics Basic Configuration

8 Storm Control [Selected Port(s)
[Enable/Disable v

ISpeed/Duplex v

o Protected Port [Flow Control v

Pumbo Frame Bytes 1522 (1522-16318)

@ Port Rate

8 Port Mirror

 Port Trunking Refresh Apply Help

B B A Select All |Port| Link Status Speed/Duplex Enable/Disable Flow Control Jumbo Frame Bytes

AUTO/AUTO Enable Disable 1522
AUTO/AUTO Enable Disable 1522
AUTO/AUTO Enable Disable 1522
AUTO/AUTO Enable Disable 1522
AUTO/AUTO Enable Disable 1522
AUTO/AUTO Enable Disable 1522
AUTO/AUTO Enable Disable 1522
AUTO/AUTO Enable Disable 1522

w|~fo|um|s|w|mf=
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11.3.2 Port > Port Statistics (Ctatuctuka pabotbl NOPTOB)

E‘ PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

© Basic Configuration PORT->Port Statistics

© Port Statistics Port| Send Packets Num | Send Octets Num | Received Packets Num | Received Octets Num | Error Packets Num | Discard Packets Num
] 0 ] 0 0 0

@ Storm Control

© Port Rate

© protected Port

© port Mirror

“ Port Trunking E)

2 DDM Information

o|elo|e|e|e|o|e|a|alo|e|a|o|s|e|a|o|a|e
ololole|s|olole|s|olole|s|olo|e|s|o|o|e
o|elo|e|e|e|o|e|a|o|o|e|a|o|s|e|a|o|a|e
ololole|s|olo|e|s|olole|s|olo|e|s|o|o|e
ololole|s|olo|e|s|olo|e|s|olo|e|s|o|o|e
ololole|s|olo|e|s|olo|e|s|olo|e|s|o|o|e

Ha paHHOM cTtpanvue WEB wuHTepdbenca npeacraBneHa BceA

OOCTynHas nHdopmaumsa no paboTte NopToB B BMAe Tabnmubl:

e Send Packets Num - konM4yecTBO OTNpaBneHHbIX NaKeToB.;

e Send Octets Num - kKOM4YeCcTBO OTNPaBMNEHHbIX BaNT;

e Received Packets Num - KonM4ecTBO MPUHATBLIX NAKETOB,;

e Received Octets Num - KONM4YeCTBO NPUHATLIX 6anT;

e Error Packets Num - konim4ecTBO NPUHATBLIX NAKETOB C OLUMOKOM;

e Discard Packets Num - KONMYecTBO «OPOMHYTbIX» MakeToB npwu

nony4yeHun.

11.3.3 Port > Storm Control (HacTtpo#uka ¢pyHkuum Storm Control)

OaHHaa cTpaHvua WEB wHTepdpenica nossonsgeT HacTpavBaTb
dyHKkumio  Storm  Control (3awmMTy OT BMAMSHWUS  LUMPOKOBELLaTenbHbIX
(Multicast) naketoB n DLF nakeToB Ha nepefaBaeMmblit/nonyvyaeMblil Tpaguk)
AN KOHKPETHOro nopTa.

YT106bI BKMOYNTL UK OTKIMKOYMTE byHKuMo Storm Control BeiGepute
KOHKpETHble NopThbl U3 CNucKa, Aanee 3awuTy Anst KOHKPeTHOro Buaa nakeToB
Broadcast Suppression, Multicast suppression n DLF suppression, a Takke
YCTaHOBWUTb YpOBEHb MHIMOUpOBaHMA (MogasneHus) B npegenax 1-1024000
Kéur/c.

Bce nameHeHusa noatesepxaatoTcsa kHonkow Apply (NpuHATB).

35

(( )) SEC.RU KopoTkuit nyTk K nHchopmaLmnm CkauaHo c sec.ru




ﬁ PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

@ Basic Configuration PORT->Storm Control
2 Port Statistics Storm Control
& Storm Contro [Selected Port(s)
Broadcast Suppression ¥ Multicast Suppression | ¥ [DLF Suppression v
© Port Rate
IRatelimit (1-1024000 kbits)
© Protected Port
) Refresh Apply Help
@ port Mirror
» Port Trunking Select All | Port Broadcast Suppression Multicast Suppression DLF Suppression Ratelimit(kbits)
1 Disable Disable Disable 54
° DDM Information 2 Disable Disable Disable 54
3 Disable Disable Disable 54
4 Disable Disable Disable 64
5 Disable Disable Disable 54
5 Disable Disable Disable 54
7 Disable Disable Disable 64
s Disable Disable Disable 54
9 Disable Disable Disable 54
10 Disable Disable Disable 64

11.3.4 Port > Port Rate (OrpaHM4eHMe NPonycKHOM CNOCOGHOCTU Ha
nopTax)

Ha paHHol cTpaHuue WEB uHTepdeiica MOXHO rMBko orpaHnymMBaTthb
CKOpPOCTb NMpuema/nepenayun NakeToB Ha BbIbpaHHOM MopTe.

[ns atoro BeibepuTe NopT, ykaxuTte 3HadveHne (K6uT/c) ana ckopocTu
nepegayn AaHHblx (Send Packets Rate Control) n gna ckopoctu npuema
AaHHbix (Receive Packets Rate Control).

Ons noatBepXaeHUs BbIOpaHHbIX HACTPOEK HaxXMUTE KHomky Apply
(MpuHATL). OnNs OTMEHbl OrpaHWYeHust MPOMYCKHOW CMOCOBHOCTU HaxmuTe
kHornky Cancel (oTmeHa).

m PORT PoE VLA LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
o Basic Configuration PORT->Port Rate
o Port Statistics Port Rate
2 Storm Control Selected Port(s)
o Receive Packets Rate Control * enable (1-1024000 kbps)
ort Rate
ISend Packets Rate Control ¥ enable {1-1024000 kbps)
o Protected Port
Refresh Apply Hel
o Port Mirror By 2
> Port Trunking Select All | Port Receive Packets Rate Control(kbps) Send Packets Rate Control(kbps)
1
2 DDM Information 3
3
4
5
6
7
8
9
10
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11.3.5 Port > Protected Port (3awuTa nopToB)

“ PORT PoE VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVAHCED T00LS

© Basic Configuration PORT-=>Protected Part

@ Port Statistics O select all Port Is Protected Port

8 Storm Control oL

[

© port Rate [

@ Protected Port
[

2 Port Mirror [

[

1
2
3
4 o
5
6
» Port Trunking Z

o

2 DDM Information s o

10 o

11 o

12 o

13 No.

14 No.

15 No.

16 No.

17 No.
18 No.

Refiesh| [ Protected Port | [ Unprotected Port Help

Ha gaHHon ctpaHnue WEB nHTepdelica ecTb BO3MOXHOCTb BbiOpaTh
nopT, KOTOpbI OyaeT M30nNupoBaH OT Apyrvx (3aluLLieH OH npyema/nepegaym

Tpadwmka)

M3onmpoBaHHbIN NOPT HE MOXET 0OMeHMBaTLCS AaHHBbIMU C APYruMuy
N305IMPOBaHHLIMM NMOpTamMu.

M30onupoBaHHbI MOPT MOXET OOMeHMBaTbCH [aHHbIMU TOMbKO C
HEN30NMPOBaHHbLIM NOPTOM/MOPTAMM.

e KHonka Protected Port — genaet nopT n3onMpoBaHHbIM;
e KHonka Unprotected Port — cHumMaeT ctaTyc M30nMpPOBaHHOIO C NOPTa;

(] KHonka Refresh — o6GHOBNSAAET BECb CNNCOK nopToB U NUX CTaTyC.
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11.3.6 Port > Port Mirror (3epkanupoBaHue NOPTOB)

m PORT PoE VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVAHCED T00LS
@ Basic Configuration PORT->Port Mirror
o Port Statistics [Listen Port Junset v

@ Storm Control
@ Port Rate

@ Protected Port

[ transzit 8 [l transait
. :
Port Mirror isananit 10 [J transzit
> port Trunking i1 [ transzit [ sransmit
13

2 DDM Information

Ha

Listen Direction

Listen Direction

sve [eranszit

[ sranszit

[J trans=it

[J ¢ranszit

transamit

ransmit

[J transmit

[ sransait

[J trans=it

[J ¢ransmit

O transzit

ve [Jtransmit

ve [Jeransit

eve [Jeransmit

|attention: select the unset option and click the button Apply to delete the configuration.

AaHHon cTpanHuue WEB wuHTepdpenca [OCTYNHbI

Refresh

Apply

Help

HaCTPONKK

3epkanupoBaHusa (mirroring) noptoB. Beibupaetca oguH nopt (Listen Port),
Tpaduk

KOTOPbIN

oypet

(MpuHMMaembIn/nony4aemMbiin).

aybnuposatb

ApYrmx nopToB

¢ Bbibepute nopt-3epkano (Listen Port), koTopbin 6yaet gybnuposatb

Tpaduk Opyrux NopTos.;

e Bbibepute nopTel, Tpadumk koTopbIX ByaeT oybnvpoBaTbCs Ha MoOpT-
3epkarno;

e Bbibepute, kakne umeHHo nakeTbl ByayT AybnupoBaTbcA Ha MOpT-
3epkano Receive (npvHMmaemble) Transmit (oTnpaBnsiemMble).

[nsi Toro 4To6bl U3MEHEHMWS BCTYNUNK B CUITY, HEOOXOAMMO HaXaTb KHOMKY
Apply (MpuHATB).

YTt06b! yOanuTe NpeablgyLLyto HaCTPOWKY 3epkanupoBaHus BeibepuTe B
BbinagatoLem meHto Unset n Haxmute kHonky Apply (MpuHaTs).
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11.3.7 Port > Port Trunking

B gaHHOM pasfene HaxoasaTcs HaCcTPOWMKKM, MO3BOMAOLWME co3aaBaTb
nornyeckune kaHanbl (Trunk’n)

11.3.7.1 Port > Port Trunking > Trunk Group (Co3gaHue trunk rpynnbi)

Ha paHHon cTtpaHunue WEB wmHTepdeinca npencraBneHbl HAaCTPOMKU
anga koHdwmrypauum trunk rpynn.

PORT PoE VLA LAYER 3 | SECURITY DHCP MULTICAST RING ADVANCED TOOLS

= Basic Configuration PORT->Port Trunking->Trunk Group

® Port Statistics Create Trunk Group

= Storm Control Trunk Group trunk1 v
[Create Status Uncreated
[Trunk Method src-dstmac ¥

= Port Rate

° Protected Port

O Refresh Apply Delete Help

Port Trunking

=Trunk Group

= Trunk Configuration
=Trunk Information

@ DDM Information

Ona cosgaHua trunk rpynnel cnegyeT BbiGpaTth B none Trunk Group
Heobxogumyto rpynny (1, 2 n T4.), @ 3aTeM BbIOpaTb OANH N3 HECKONBbKUX
BapuaHTOB co3faHus trunk’a.

e SRC-MAC - Metoag, ocHoBaHHbIM Ha MAC agpece WCTOYHUKA
(source);

e DST-MAC - Metoa, ocHOBaHHbIN Ha MAC agpece HasHavyeHus
(destination);

e SRC-DST-MAC - MeToga, oOCHOBaHHbIN, kKak Ha MAC apgpece
NCTOYHMKA (source), Tak U Ha MAC agpece HasHadeHus (destination).
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e SRC-IP — MeTog, ocHoBaHHbIN Ha |IP agpece nctoyHuka (source);

e DST-IP — MeTog, ocHOBaHHbIM Ha |IP apgpece HasHavyeHus
(destination);

e SRC-DST-IP — Metoa, ocHoBaHHLIM kak Ha IP agpece uCTOYHMKa
(source), Tak u Ha IP agpece HasHadeHus (destination).
IOna npobaBneHusa HaxxmuTe kKHonky Apply (MNpuHATD).
Ons ypaneHus cywecTtsylowen trunk-rpynnel ucnonb3ymTte kHomky Delete

(Yaanutb).

11.3.7.2 Port > Port Trunking > Trunk Configuration (KoHdurypuposaHue
trunk’os)

Ha pgaHHOWM cTpaHuue npeacTaBreHbl HAaCTPOMKM ANns KOHUrypaumm
trunk nopToB. Bbl MmoxeTe 406aBnATb MX B co3aaHHble Trunk rpynnbl.

“ PORT PoE VLAR LAYER 3 | SECURITY DHCP MULTICAST RING ADVANCED TOOLS
= Basic Configuration PORT-> Port Trunking->Trunk Configuration
= Port Statistics
Trunking Configuration
= Storm Control Trunk Group created | ~|
= Port Rate Member Port I} V|
* Protected Port Refresh! Apply Delete Help

= Port Mirror

Member Port

T Tl
2 Trunk Group

= Trunk Configuration
# Trunk Information

2 DDM Information

UTtobbl pobaBuTb nopT B BblbpaHHyto trunk-rpynny Bbibepute
COOTBETCTBYHIOLLMI NOPT U3 CnncKa.

Mocne BkntoyeHUa noptoB B trunk-rpynny HaxmuTe Apply (NpyHATB).

Ons ypaneHua nopta w3 rpynnbl BbibepuTe COOTBETCTBYWOLIMA MNOPT U
HaxmuTe Delete (yoanutb).
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11.3.7.3 Port > Port Trunking > Trunk Information (UHcpopmauums o
Trunk’ax)

Ha paHHon cTpaHnue WEB wHTepdenica HaxoguTcs CBOAHas
WHpopmaumsa o trunk-rpynnax, noprax-y4acTHukax u T.4.

WHdopmaumss npegocTaBneHa TONMbKO ANS YTEHUMST U MOXeT ObITb
obHoBreHa kHonkoun Refresh (06HOBUTD).

PORT PoE YLAR LAYER 3 | SECURITY DHCP MULTICAST RING ADYANCED TOOLS

* Basic Configuration PORT-:Port Trunking-=Trunk Information

Port Statistics | Trunk Information |

= Storm Control [ |

= Port Rate Refresh help
= Protected Port
® Port Mirror

Port Trunking

aTrunk Group

= Trunk Configuration

aTrunk Information

= DDM Information

11.3.8 Port > DDM Information (KoHTponb napameTtpoB SFP moaynen)

Ha aton cTtpaHuue npeacraeneHa nHopmauusa O Takux napamerpax
paboTtbl SFP Mogynen kak HanpsbkeHue nuTaHus, TemnepaTtypa Mogyrns, TOK
CMeLLeHMA U MOLLHOCTb nasepa, ypoBeHb npuHMMaemoro curHana. [daHHble
napameTpbl  NO3BOMAIT  OMNpPedennTb  COCTOSHWE  NUHUM B LIENOM.
(Ucnonbsyembie SFP mModynu domxHbl noddepxxueampe 3my hyHKUU0.)

PORT PoE YLAR LAYER 3 | SECURITY DHCP MULTICAST RING. ADVANCED TO0LS

* Basic Configuration PORT->DDM Information

Port Statistics DDM Information

@ Storm Control
- Port Rate Refresh Help
o Protected Port
= Port Mirror
Port Trunking
= Trunk Group
= Trunk Configuration
= Trunk Information

@ DDM Information
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11.4 VLAN (HacTtpowuka VLAN)

11.4.1 VLAN > VLAN Configuration (Hactponka VLAN)

PORT PoE VLA LAYER 3 | SECURITY DHCP MULTICAST RING ADVANCED TOOLS

= VLAN Configuration WLAN->VLAN Configuration

VLAN
= Trunk Port [vian I (2-4094), format: 2-4 or 3,5,7 ]

® Access Port |

* Hybrid Port Refresh| | Apply Delete Al Help

[U] untagged member of VLAN; [T] tagged member of VLAN
[ van ] Member | operation |

T =

Page 1 / 1

Previoug Next

Ha paHHow ctpaHuue WEB nHTepdernica npeactaBneHa BO3MOXHOCTb
cospgaHma VLAN, a Takke npeactaBneHa nHpopmauus O CO3OaHHbIX paHee
VLAN.

Ona cosganua Hoon VLAN ykaxute ee ID B ctpoke VLAN ID (o1 2 go
4094, 3HauyeHne 1 - 3apes3epBUPOBaHO cucTeMon). [Ona nopTeBepXaeHus
cosgaHns VLAN Haxmute kHonky Apply (MpuHATS).

Ons ypaneHus co3pgaHHon paHee VLAN noTtpebyetcsi BbIOpaThb
HY>KHYIO 3anmcb M3 Cnmncka M ganee Haxatb kHonky Delete (yoanutb). 3anuch
u3 cnucka Takke OyneT ypaneHa (kpome VLAN 1 3ape3epBupoBaHO
cucTemon).

B cnncke nokasaHel Bce cosgaHHble VLAN © nopTbl-y4acTHUKK
(members) kaxgoro VLAN. Port member (nopTbl — y4actHuku VLAN) moryT
BknovaTb B ceba kak TernpoBaHHble nopThl (T - tagged) Tak u He
TermpoBaHHble (U - untagged).
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11.4.2 VLAN > Access port (KoHdurypauma Access noptoB VLAN)

“ PORT PoE VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVAHCED T00LS
2 VLAN Configuration VLAN->Access Port
B Access i
- K 1 2 5 7 9 1113 15 17 19 21 23 25 27
Unis (=i port (afaalalaiaisoelseisgsgs]
© Hybrid Port 2 4 6 8 10 12 14 16 18 20 22 24 26 28
aafalaaal e aelelolapsls]
VLAN ‘1
Refresh Apply Help

Ha paHHon cTpaHmue WEB  wuHTepdelnica npenctaBneHbl
BO3MOXHOCTU NO KOHurypmposaHuto Access noptoB ans VLAN.

Bbibepute nopT, OTMETMB €ro Ha AvarpaMmme NopToB KOMMyTaTtopa, a
3aTeM ykaxuTe, kakon VLAN gaHHbIA nopT OyaeT npuHaanexarsb.

Pexum Access nogpasymeBaeT, 4TOo nopT OydeT MoOMeYeH, Kak
untagged (He TerMpoBaHHbIN). B pexnme access nopT MOXeT OTHOCUTLCSH
TonbKo K ogHomy VLAN.

HaxmuTe Apply (NpUHATL), YTOOLI 3aBEPLUNTL HACTPOWKY.

11.4.3 VLAN > Trunk port (Kondwmrypaumsa Trunk noptoB VLAN)

Ha paHHom cTpaHmue WEB  uHTepdelrica  npencTtaBrneHbl
BO3MOXHOCTM MO KoHpurypuposaHuto Trunk noptos ans VLAN.

Pexum Trunk nogpasymeBaeT, 4To nopT OyaeT noMmeyeH, kak tagged
(TermpoBaHHbIN) 1 NpUHagnexaTb BblopaHHom VLAN.

B pexume trunk nopT MOXeT OTHOCUMTbCA K Heckonbkum VLAN
OOHOBPEMEHHO.

HaxmuTe Apply (NpuHATL), YTOGLI 3aBEPLUNTL HACTPOWKY.
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2 VVLAN Configuration
= Access Port
O T

a Hybrid Port

11.4.4 VLAN > Hybrid port (KoHdumrypauma Hybrid noptoB VLAN)

VLAR LAYER 3 | SECURITY

VLAN-Trunk Port

DHCP MULTICAST RING

ADVANCED TOOLS

1 3 5 7 911131517 19 21 23 25 27
Port o000 O0n
2 4 6 8 1012 14 16 18 20 22 24 26 28
=B BoQ-R-R-oNoR-RoPogoRlala]
Default VLAN :
tagged VLAN 1
(Al
Refresh! Apply Help

Ha aTon CTpaHuue npeacTaBneHsbl BO3MOXHOCTU no
KoHdurypumposaHuio Hybrid noptos ans VLAN.
Pexum Hybrid nogpasymeBaeTt, 4To nopT OydeT MOMEYeH, Kak
untagged (He TerMpoBaHHbIl) 1 OyaeT npuHagnexatb BolopaHHon VLAN.
B pexume Hybrid nopT moxeT OTHOCUMTBCA TONbKO K ogHon VLAN.
Haxmute Apply (NpMHATB), 4TOGLI 3aBEPLLMTL HACTPOWKY.
PORT VLAN LAYER 3 = SECURITY DHCP MULTICAST RING ADVANCED TOOLS
o VLAN Configuration WLAN-Hybrid Port
© Access Port
1 3 5 7 9 1113 15 17 19 21 23 25 27
Ot G A0 R00 000 A
Y T T T
Default VLAN 1
Tagged VLAN 1
Ally
untagged VLAN 1
(L am
Refresh Apply Help
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e Port — Bbibop nopTta Ha gnarpamMmme nopToB KOMMYTaTOpPa;
e Default VLAN (go6aeutb 3anucb B VLAN no ymonyaHumio);
e Tagged VLAN (no6aBuTb NOPT Kak TEMMPOBaHHbIN);

e Untagged VLAN (go6aBuTb NOPT Kak He TEMMPOBAHHbIN).

11.5 SECURITY (HacTtpoikn 6e3aonacHocTH)
11.5.1 SECURITY > MAC (Hactpoukn MAC agpecoB)

11.5.1.1 SECURITY > MAC > MAC Bind (HacTtpowka npuBs3ku MAC
apgpecos)

HanHasa cTtpaHnua WEB wHTepdenca npegoctaBnseT BO3MOXHOCTb
npueaskn MAC agpeca k nopty (MAC Address) nnm k VLAN (VLAN ID).

Bce wusmeHeHns Ha cTpaHuue noaTBepxaalTcs KHomnkom  Apply
(MpuHATE). Ecnn npmBssky HEOOX0AMMO yaanuTb, UCNONb3ynTe KHomnky Delete
(Ypanute). KHonka Select all (BbibpaTb BCe) NO3BONWUT yaanutb cpasy Bce
NPUBS3KN, HACTPOEHHbIE paHee.

PORT PoE VLA LAYER 3 | SECURITY DHCP MULTICAST RING ADVANCED TOOLS
» MAC SECURITY->MAC->MAC Bind
2 MAC Bind Port
8 MAC auto Bind
132 5 7 0 11 13 15 17 10 21 23 25 27
= MAC Filter afafal ool galals]
2 4 6 8 10 12 14 16 18 20 22 24 26 28
" ACL aafalagafaagaRagaagalals]
 AAA
Bind Infomation
> Safe Management MAC Address | (Format: HHHH.HHHH.HHHH)
LAN 1D | (1-4004)
Refresh Apply Delete Help
List MAC bindings on the selected port
Select All MAC Address VLAN 1D
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11.5.1.2 SECURITY > MAC > MAC Auto Bind (ABTOMaTu4yeckasa npuBs3Ka
MAC appecoB)

Ha paHHon cTtpaHunue WEB uHTepdenca HaxogaTcsi cBegeHust o6
aBToMaTtmnyeckon npuesaske MAC agpecoB k noptam. NokasaHa gnHammyeckas
npueaska MAC agpecos k noptam (MAC koTopble Obinv 3aHeceHbl B Tabnuuy
MAC agpecoB kommyTaTopa), a Takke K VLAN OTHOCALMMCS K 9TMM nopTam.
Bbl MoxeTe BblbpaTb AMHAMWYECKYKD MNPUBS3KY M KOHBEPTMPOBATL €€ B
NOCTOSIHHYIO NPMBA3KY (Static binding).

SEC.RU

SECURITY DHCP MULTICAST RING ADVANCED TOOLS

“ PORT PoE YLAN LAYER 3

» MAC SECURITY->>MAC->MAC Aute Bind

2 MAC Bind Port

G
o
i
I
2

5 7
oo

13 9 23 25 27
8 MAC Filter a0 a - agafagagalgal

2 4 6 8 10 12 14 16 18 20 22 24 26 28
> ACL (sl afafafafalalafalalalafala]

P ABA

* Safe Management List MAC table learned from the selected port

Select All MAC Address VLAN ID

Refresh Apply Help

lMocne okoHYaHMsA pedakTMpOBaHMSA 3HaYEHUIN, HaXMuUTe KHOMKY Apply
(npuHaTe). KHonka Select all (BbibpaTb BCe) no3sonsieT BbibpaTb cpa3y Bce
3anucw.

11.5.1.3 SECURITY > MAC > MAC Address Filter (HacTpowka ¢pmnbTpa
MAC appecoB)

HacTpolikn Ha aTon CcTpaHuue NO3BONSAKT NPOU3BOAUTL hUNbTpaLnio
MAC agpecoB ansa noptos. 3anvcn ¢ MAC agpecamu ucCnonb3ylTca Ans
Bxoga B unetp MAC agpecos, a VLAN ID ncnone3syetcs Anga dunbTpaumum
MAC agpeca cooTtseTcTBytowen VLAN.

Onst Toro 4to6bl M3MEHEHUS BCTYNWUW B CUIY HaXXMUTe KHomnky Apply
(MpuHATL), ecnu 3anucb HeobxoAMMO yOanuTb, HaxmuTe kHomky Delete
(Ypanutb), kHonka Select all (BbibpaTb BCce) nossonsieT BbiOpaTb cpasy Bce
3anucu.

46

KopoTkuii nyTb K MHcbopmaLmm

CkayaHo c sec.ru




m PORT PoE YLAR LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

» MAC SECURITY->>MAC->MAC Filter
2 MAC Bind Port
o MAC auto Bind
1 3 5 7 9 11131517 19 21 23 25 27
8 MAC Filter oo aoOn
2 4 6 8 10 12 14 16 18 20 22 24 26 28
" ACL OO0 aoan
» ARA
Filter Information
» Safe Management MAC Address | (Format: HHHH.HHHH.HHHH)
LAN ID | (1-4004)
Refresh Apply Delete Help
List MAC filtered on the selected port
Select All MAC Address VLAN ID

11.5.2 SECURITY > ACL (HacTtpouku npaBun n cnuckoB goctyna ACL)

11.5.2.1 SECURITY > ACL > ACL Based Source IP (Hactponka ACL
npasun ¢ nomoulsbio |P)

’m PORT PoE VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
+ MAC SECURITY->ACL->ACL Based Source IP
" ACL ACL Based Source IP
ax [ACL Group ID [* [Fitter [deny +
ISource IP Address |Suurce Wildcard

° ACL Based Extended IP

|sttention: Wildcard should be the format such as 0.0.0.255.

2 ACL Based MAC IP

Refresh Apply Delete Help
9 ACL Based MAC ARP

3 ACL Group Select All ACL Group ID Filter Source IP Address Source Wildcard

? ACL Resource
* AAA

> Safe Management

Ha paHHon cTtpaHuue WEB uHTepdelica HaxogaTcs Hactponkm ACL
(cnvcku ynpaBneHus 4OCTynom) Ans ctaHgapTtHow rpynnel IP. MNonb3oBaTtens
MOXeT 3afaTb camoctosTenbHo ACL rpynny (¢ Homepamu 1-99 unu 1300-
1999) ¢ npasunamu ansa IP agpecos. CTaHOapTHbIe NpaBuna KOHTPOMNUPYOT
nepeHanpasrneHue ncxogHolx I[P nakeTtos.

MNonb3oBaTtens MOXeT HacTpamBaTb MNpaBuna, UCXodHbl IP agpec
[OMKeH ObITb yKasaH C MackoW, NpaBuIo MOXeT coBnagaTb ¢ Habopom IP
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agpecoB. Ecnn npaBuno kacaetca IP agpeca u3 gnanasoHa 192.168.0.0 -
192.168.0.255, Hanpumep 192.168.0.1, TO 3TO COOTBETCTBYeT Macke
0.0.0.255. Kaxgoe npaBuno [OIMKHO cofepXaTb napameTp dunbTpauuu:
3anpeTuTb (deny) unu paspewnTtsb (allow).

Monb3oBatens MOXeT co3gaBaTb NpasBuno B rpynne, umsa Ans
npaeBuna asTomaTudecku 3agaetcs. [lpy yganeHum oOAHOro npasuna,
ocTanbHble npasuna He M3MeHsTCA. [na yganeHus Bcex npasun cpasy
ucnonb3dymte kHomnky Select all (BbibpaTe Bce), a 3atem kHonky Delete
(yoanuts). KHonka Apply (npyHATb) — ucnonb3dyetcs Ans MOATBEPXKOEHMWS
HaCTPOEK.

11.5.2.2 SECURITY > ACL > ACL Based Extended IP (Hactpornka ACL
npaBun ¢ nomoulbo Extended IP)

LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

“ PORT PoE VLAN

» MAC SECURITY->ACL->ACL Based Extended 1P

> ACL

= ACL Based Source IP

nded Ip

2 ACL Based MAC IP
2 ACL Based MAC ARP

8 ACL Group

ACL Based Extended 1P

[acL Group 1P

100 v

[Filter

deny v

Source 1P

ISource Wildcard

Destination IP

[Destination Wildcard

Protocol Type

'Source Port

Destination Port.

[TCP Flag

urg

8 AGL Resource [attention: wildcard should be the format such as 0.0.0.255.

* AAA Refresh| | Apply Delele Help

y
SR [ au] sroup o ]Fitter] source 1p] source wildcard [ Destination 1P | Destination wildcard [ protocol Type | Source port | Destination port [ Tcp Flag|

Ha gaHHown cTtpaHue WEB nHTepdeiica npeacraBneHa BO3MOXHOCTb
ana cosgaHns ACL npaBun C paclUMpeHHbIMM HacTpovkamu IP agpecos.
Monb3oBaTtenb MoxeT BolopaTb Homep ACL rpynnsl (B npegenax 100-199 wnu
2000-2699) 1 cosgaTtb HECKOMNBbKO NpaBun Ans rpynmebl.

Ons cosgaHuns npasBun HyxHO BblIbpaTb cooTBeTcTByloWwMe nons, IP
agpeca, tvn npotokona (ICMP, TCP, UDP, 1 T.n.), ICXOAALWMI NOPT N NOPT
HasHa4veHwus (Tonbko Ans npoTtokonos TCP u UDP), n TCP flag.

Mpn cosgaHuun npasun, ucxoaHble IP agpeca u agpeca HasHavyeHus
OOIMKHbI cofepxaTb Macky. Macka agpeca npeacraBneHa B MHBEPCHOM Kofe.
Ecnn npaBuno «kacaetca |IP agpeca wu3 auanasoHa 192.168.0.0 -
192.168.0.255, Hanpumep 192.168.0.1, TO 3TO COOTBETCTBYEeT Macke
0.0.0.255. Kaxpoe npaBuio OOMMKHO codepxaTb napameTp unbTpauuu:
3anpeTuTb (deny) unu paspentsb (allow).
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Monb3oBaTenb MOXEeT co3gaBaTb NpaBuoO B rpynne, ums Ans
npaBuna asTomaTtudecku 3agaetcs. [lpy yganeHum oOpHOro npasBuvna,
ocTanbHble MpaBuna He W3MeHsTCs. [ns yaaneHus Bcex MpaBun cpasy
ucnonb3ynte kHonky Select all (BblGpaTb Bce), a 3aTem kHonky Delete
(yoanutb). KHonka Apply (NpyHATb) — ucnonb3yeTcs Ansi NOATBEpXAeHUs
HacTpoex.

11.5.2.3 SECURITY > ACL > ACL Based MAC IP (HacTtpornka ACL npaBun
¢ nomouwbio MAC)

Ha paHHon cTtpaHunue WEB wnHTepdenca npenctaBneHbl HAaCTPOMKU
ACL npasun gna rpynnbl IP agpecos, cBasaHHbiMM ¢ MAC apgpecamu.
MpaBuna moryT GbITb CO3OaHbl HA OCHOBe ucxogHoro IP agpeca, ncxogHoro
MAC apgpeca, a Takke |IP agpeca HazHaueHus. [locTynHo BbibpaTe Homep ACL
rpynnsl B npegenax AuanasoHa 700-799, a Takke co3gaTtb OOHO WNU
HEeCKONbKO Npasun Ans rpynnbl.

Mpun cosgaHum npasun MAC agpec uctodHuka, |P agpec uctoyHunka u
IP agpec HasHayeHus OOSMKHbI ObITb B OAHOM AvanasoHe. Hanpumep, ans
AvanasoHa IP agpecos 192.168.0.0 - 192.168.0.255, IP agpec moxeT 6bITb
192.168.0.1 (macka 0.0.0.255). Takke Ana co3gaHHbIX NpaBun AOMKEH BbITb
yctaHoBneH ctatyc (filter): allow (paspewuTb) unn deny (3anpeTutsb).

Mpn cosgaHun npaBuna Ana rpynnbl, nNpasBuiy aBTOMaTUYECKU
npuceamsaeTca Homep. Korga npasuno yganseTcs u3 rpynnbl, ocTanbHble
npaeuna oOCTalTCA HeusMeHHbIMW, [danee CcucTeMa aBTOMaTUYeCcKu
Npon3BOAUT COPTUPOBKY MpaBun B rpynne. MNpu He0OXo0AMMOCTU yaanuTb BCIO
rpynny npaswn, cnegyet BolibpaTth All (Bce), oanee Haxatb Delete (yganutb).
Bce HacTpomks Ha pfdaHHOW CTpaHuue noareBepXxgalTcs kHonkow Apply
(NpuHATB).

‘ PORT PoE VLAR LAYER 3 SECURITY DHCP MULTICAST RING. ADVANCED TOOLS

MAC SECURITY->ACL->ACL Based MAC IP

acL ACL Based MAC IP

“ ACL Based Source 1P €L Group 10 700 ¥ iter dony ¥
[source MAC [source MAC Wildcard
[5ource [P ource IP Wildcard
estination [P Wildcard

" ACL Based Extanded IP

 ACL Based MAC ARP S 0uld b0 HHHH.HHHH HHHH

ACL Group

" ACL Resource [Calcwmn

AL

Safa Managament
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11.5.2.4 SECURITY > ACL > ACL Based MAC ARP (Hactpomka ACL
npaBun ¢ nomoubio MAC ansa ARP nakeToB)

“ PORT PoE VLAR LAYER 3 = SECURITY DHCP MULTICAST RING ADVAHCED TOOLS

> MAC SECURITY->ACL->ACL Based MAC ARP

> ACL ACL Based MAC ARP

 ACL Based Source IP [acL Group 10 1100 v [Filter deny v
sender MAC [Sender MAC wildcard
sender 1P [sender 1p wildcard
“ACL Based MAC IP [Attention: 1P Wildcard should be 0.0.0.255 and such, and MAC Wildcard format should be HHHH.HHHH. HHHH

8 ACL Based Extended IP

Refresh| [ Apply Delete Help
@ ACL Group

Al Group 1D [ Fiter | sender MAC Sender MAC Wildcard Sender 1P Sender IP Wildcard

= ACL Resource
> ABA

» Safe Management

Ha pgaHHon ctpaHuue WEB wuHTepdeinca npenctaBrieHbl HAacTPOMKK
ACL npasun ana ARP naketoB ¢ nomowbio MAC agpecos. lNpasuna moryt
OblTb co3gaHbl Ha ocHoBe IP apgpeca otnpaButens, MAC apgpeca
oTnpasutensd. Homep ACL rpynnbl MOXHO BbIOpaTb B nmpegenax AvanasoHa
1100-1199.

Mpn cosgaHnmm npasun MAC apgpec otnpasutens, [P agpec
oTnpaBuTeENs OOMKHbI BbITb B OOHOM AManasoHe. Hanpumep, ona avanasoHa
IP agpecoB 192.168.0.0 - 192.168.0.255, IP agpec moxeT 6biTb 192.168.0.1
(macka 0.0.0.255). Takke Ans co3gaHHbIX NpaBun AOMKeH ObiTb YyCTaHOBMEH
craryc (filter): allow (paspewuntb) nnu deny (3anpeTnTb).

Mpn cospgaHum npaBuna Ans rpynnbl, nNpaBuily aBTOMATUYECKU
npuceaveaeTca Homep. Korga npasuno yganseTcsa u3 rpynnbl, ocTanbHble
npaeuna OCTalTCA HEeU3MeHHbIMW, [danee CcucTeMa aBTOMaTUYecKu
Npon3BOAUT COPTUPOBKY MpaBun B rpynne. MNpu He0OXo0AMMOCTU yaanuTb BCIO
rpynny npaswn, cnegyet BbibpaTth All (Bce), ganee Haxatb Delete (yganutb).
Bce HacTpokm Ha paHHOW CTpaHuue noaTeepxagarTcs KHonkon Apply
(NpuHATB).

11.5.2.5 SECURITY > ACL > ACL Group (Hactpo#ka rpynn ACL)

Ha aton ctpaHuue WEB nHTepderica npegcrtasneHbl HacTporikn ACL
npasvn Ans unbTpauun nakeToB, Nony4yaemblx noptamu. Beibepute nopr,
Bblbepute ACL rpynny u3 cnucka u Haxmute Apply=>. [Ona yganeHus
BbiGepuTe ALC rpynny u3 cnucka gobaBneHHbIX n HaxxmuTe Delete<=,
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m PORT PoE YLAR LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

> MAC SECURITY->ACL->ACL Group

» ACL

Port ACL Group cenfigured Operation ACL Group applied

8 ACL Based Source IP

5 ACL Based Extended 1P
5 ACL Based MAC IP

8 ACL Based MAC ARP

© ACL Resource ?0 Apply =>

5 AAA 1" <= Delete

© Safe Management 13 Refresh

15 Help

11.5.2.6 SECURITY > ACL > ACL Resource (Habop gencrtByrowmx ACL
npaBsun)

m PORT PoE VLAR LAYER 3 = SECURITY DHCP MULTICAST RING ADVAHCED TOOLS
= MAC SECURITY->ACL->ACL Resource

> ACL | ACL Resource |

9 ACL Based Source IP | |

2 ACL Based Extended 1P Refresh Help

S ACL Based MAC IP
9 ACL Based MAC ARP

2 ACL Group

5 ACL Resourc

AAA

© Safe Management

Ha paHHOM cTpaHuue oTobpaxkeHa AeNCTBYOLWAs B TEKYLIMA MOMEHT
KoHdurypauma ACL npasun.

WHdopmMaumnsa npeactaBneHa TOMbKO ANS YTEHUS U He MoxeT ObiTb
usmeHeHa. [na obHoBneHus uHdopMauun mcnonb3yeTcs kHomka Refresh

(oBbHoBMTL). [Na BbI3OBA CNpaBkv MO pasgeny — vcnonb3yeTcs KHonka Help
(nomoLb).
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11.5.3 SECURITY > AAA (ABTOopu3auums, ayTeHTU(pUKaLmsa, akkayHTUHT)

11.5.3.1 SECURITY > AAA > AAA Global Configuration (HacTponka
napamMmeTpoB aBTOpu3auuu N ayTeHTUdUKaumm - AAA)

‘ PORT PoE VLAR LAYER 3 = SECURITY DHCP MULTICAST RING ADVAHCED TOOLS

> MAC SECURITY->AAA-=AAA Global Configuration

» ACL AsA Global Configuration

b AAA 802.1x disable v

Reauthentication disable v
Reauthentication Period 3600
 AAA Port Config RADIUS Server [P 0.0.0.0

AAA Global Config

© AAA User Info [alternative RADIUS Server IP 0.0.0.0
IShare Key
[Accounting Status enable v

> Safe Management

Refresh Apply Help

Ha aton cTtpaHmue WEB wuHTepdenca npeactaBrieHbl HaCTPOWKK
CUCTEMbBI ayTEHTUdMUKALMM U aBTOpM3aLMmM Ha ocHoBe cTaHdapTa 802.1x:

e 802.1x — Bkntovaet/BbikntovaeT (Disable/Enable) npumeHeHune
ayTeHTUdukaLmm n agTopmsauum no ctaHaapty 802.1x;

e Reauthentication —  Bknovaet/BbikitodaeT  (Disable/Enable)
NMOBTOPHYIO ayTeHTudukaumio. 1o  ymMomnyaHuioo  OTKIHOYEHO.
BkniovyeHne  paHHon  ddyHKUMKM  caenaeT  ayTeHTudumkauumio
nonb3oBatenen 6onee HageXHOW, HO HE3HAYUTENbHO YBENUYUT
ceTeBOW Tpaduk,;

e Reauthentication period — 3agaeTcs Bpems B cekyHaax Ang
NOBTOPHOW ayTeHTUMKauun. AKTUBHO TOMNbKO MNPWU BKITHOYEHHOM
dyHKkunn Reauthentication, 3HayeHne 3600 cek (Mo ymonyaHuio);

e RADIUS Server IP — IP agpec cepsepa RADIUS, gomxeH ObiTb

YCTaHOBIEH ANs Npoueaypbl ayTeHTUdUKaLum;
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e Alternative RADIUS Server IP — IP agpec anbTepHaTUBHOMO
cepsepa RADIUS, gomkeH 6biTb yCTaHOBMNEH AN npoleaypbl
ayTeHTudmkaumu;

e Share Key — naponb ansa npoueaypbl ayTeHTUdMKaALUUN MEXOY
KommyTatopoMm u cepsepoMm RADIUS. Ha komMmymamope u
cepsepe RADIUS JdomkeH 6bimb nponucaH OOUHaKo8bIl
napone,

e Accounting Status — Bkn/BbIkr (MO yMONYaHMIO BKI1.).

lMocne BHECEHWNSI U3BMEHEHWUI B HACTPONKW, HAXMUTE KHOMKY Apply (NPpUHATB).

11.5.3.2 SECURITY > AAA > AAA Port Configuration (HacTtporika AAA
ANA NopTOB)

C nomoupbto aTon cTpaHuubl WEB mHTepderica nonb3oBaTernb MOXeT
U3MeHMTb pexum paboTbl nopta Ans paboTbl cUCTeMbl aBTopM3aunn U
ayTeHTMdmKauum no ctaHaapTy 802.1x.

m BOEL 5O ATVH TYAEF 3 2ECAKILE DHCH MATIICY2L ¥IHe YDAVHCED 10012

» MAC SECURITY->AAA->AAA Port Configuration

»ACL ARA Port Configuration

> ABA Selected Port(s)
Port Mode Force-UnAuthorized v

= AA Global Config

iSupport Host Num 256 (1-256)

= ApA Port Config

Refresh| | Apply Help
© AAA User Info

» safe Select All port port Mode Support Host Num
1 NA 256

2 NA 256

3 NA 256

4 NA 256

5 NA 256
6

7

8

NA 256
NA 256
NA 256

9 NA 256
10 NA 256
11 NA 256
12 NA 256
13 NA 256
14 NA 256

Kaxxapbln nopT MOXeT paboTaTtb B 4X pexunmax:
o N/A State (no ymonyaHuo);
e Auto state (aBTOMaTUYECKN);
e Force-authorized (npuHyauTeneHas aBTopusauus);

e Force-unauthorized (NpyHyaUTENbHLIN OTKa3 OT aBTOpU3aLIUN).
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Ecnn Ha nopTte TpebyeTcsa BbINONHATE ayTeHTUdMKaUmM nNo
craHgapty 802.1x HeobOxogumo BbICTaBUTbL pexum Auto state. Ecnu He
TpebyeTca penatb ayTeHTUdMKauuio, TO ANg JocTyna K ceTu crnepyet
BbicTaButb pexum N/A. OcTanbHble 2 pexunma peako MCMonb3ylTca B
CTaHAapTHbIX cuTyauusax. MakcMmanbHoe 3HaveHue ansa nons Support Host
Num — 256.

11.5.3.3 SECURITY > AAA > AAA User Information (O6wasa nHdopmauums
060 Bcex npoueccax AAA)

Ha paHHoM cTpaHuue WEB wuHTepdgenca npencraBneHbl CBeAeHUS
060 Bcex mpoueccax ayTeHTUdUKaLMnM Ha MopTax, HACTPOEHHbIX AN Hee.
Nudopmauusa npegoctaBneHa TOMbKO AN YTEHMS 1 MOXET ObiTb OOHOBMEHa
kHonkon Refresh (o6HOBUTB).

“ PORT PoE VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

MAC SECURITY->AAA->AAA User Information

AnA | user name MAC Address Authentication state Authenticator state Back-End state Reauthentication state |

A4 Global Config Refresh Help

© AAA Pert Config

Safe Management

11.5.4 SECURITY > Safe Management (YnpaBneHue HacTpoMkamu
6e3onacHocTH)

Ha oaTon cTpaHuue npeactasneHbl BO3MOXHOCTU MO HACTPOWKe
ynpaBsrneHus kommyTtaTopom ¢ nomoulbio Telnet, Web, SNMP, ux BkrtoyeHne
unn otkntodeHne ot ACL rpynn, ynpaenenus IP agpecamn, goctynamm K
XOCTaM.

Telnet, Web, SNMP cepBucbl OTKpbITbI N0 YyMonyaHuto, ACL
dunbTpaumsa OTKMNIOYEHa, BCE XOCTbl UMEIOT JOCTYN K cepBncam KoMmmyTaTopa.
Mpn HeobXxoaMMOCTU agMUHUCTPATOpPy MPEeAOCTaBMseTCS BO3MOXHOCTb
O[00pPUTb NN OrpaHNYNTL JOCTYN NONb30BaTENEN K 3TUM CEPBMCAM.
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Tawkke agmuHucTpatop obnagaeT BO3MOXHOCTLIO MNPEeAoCTaBUTb
AOCTYN XOCTY K OAHOMY WM HECKOSbKMM crnocobaM yrnpaBneHus, NCnosb3ys
BO3MOXHOCTU ACL dunbTpauun. [Onsg peanusaumm HeobXoaMMO OTKPbITb
cnocob ynpaBneHuss u BbibpaTb Yxe cywectsyowyo ACL rpynny u3
AnanasoHa 1-99 (c yyetom IP agpecos).

B cnyyae ecnn agmunHucTpatop ynpaensiet yepe3 Web (Ha gaHHoOM
CTpaHuLEe MEeHI0), Apyrie nonb3oBaTenu 6yayT OTKMOYEHb! U NSt MOBTOPHOrO
NOAKITIOYEHUs NOHaZobUTCA NOBTOPHas aBTopm3auus.

m PORT PoE YLAN LAYER 3 = SECURITY DHCP MULTICAST RING ADVAHCED TOOLS
»MAC SECURITY->Safe Management->Safe Management
*ACL Safe Management
b ABA IServer Type | v
Management State | enable *

» Safe Management

° Safe Management Refresh Apply Help

11.6 MULTICAST (HacTpouku Multicast nepeaaym AaHHbIX)
11.6.1 MULTICAST > IGMP Snooping

11.6.1.1 MULTICAST > IGMP Snooping > Configuration (Hactpouku IGMP

snooping)
ﬁ PORT PoE VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
# IGMP SNOOPING MULTICAST->IGMP SNOOPING->Configuration
® Configuration | IGMP SNOOPING Glabal Configuration |
3 Group Information [Global 1GMP SNOOPING disable ¥ |
IGMP SNOOPING VLAN Configuration
LAN ID VLAN1 v
LAN IGMP SNOOPING Disable v
Fast Leave Disable v
Fast Leave Timeout 300000 (=>=0ms)
Query Membership Timeout 300000 (60000-300000ms)
Group Membership Timeout 400000 (>=0ms)
Refresh Apply Help

55

(( )) SEC.RU KopoTkuit nyTk K nHchopmaLmnm CkauaHo c sec.ru




Ha paHHon cTtpanuue WEB wnHTepdenca Bbl MOXETe BKMOUYUTL UMK
BolkntounTe  (Enable/Disable) dyHkumio IGMP  snooping  (koppekTHas
opraHusaums multicast rpynn u paccbinka multicast Tpaduka).

lMocne BHECEHUSI U3MEHEHWUN B HaCTPOWMKM, HaxXmMuTe KHomky Apply
(NpuHATB).

11.6.1.2 MULTICAST > IGMP Snooping > IGMP Snooping Group
Information (MHdopmaLumsa o rpynnax, co3gaHHbIX ¢ noMowbio IGMP
snooping)

< @l  PORT PoE VLAR LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

> IGMP SNOOPING MULTICAST-=IGMP SNOOPING->Group Information

© Configuration VLAN ID Address Port

Refresh Help

Ha panHowm cTtpaHuue WEB wHTepdenca npeactaBneHa obuias
WHpopmaumsa o rpynnax IGMP gna Bcex VLANoB. WHdopmauus
npegocTaBneHa TONMbKO ANst YTeHus. [Ona OOHOBMEHUA HaXMWUTE KHOMKY
Refresh (o6HoBUTB).

11.6.2 MULTICAST > Multicast Routing (MapwpyTtusauua Multicast
Tpadmka)

11.6.2.1 MULTICAST > Multicast Routing > Multicast Routing
Configuration (HacTtporka mapwpyTtusauum Multicast Tpadmka)

Ha paHHon ctpaHnue WEB wmHTepdenca Bbl MOXeETE BKIIOYUTbL UIK
BblkntounTb (Enable/Disable) dyHkumio Multicast Routing (mapLupyTtusayus
multicast Tpacdmka). Mocne BHECEHMS U3MEHEHWUA B HACTPOWKMK, HaXmuTe
kHOMKy Apply (MpuHATS).
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IGMP SNOOPING

LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

MULTICAST->Multicast Routing-=Multicast Routing

Multicast Routing ] Multicast Routing Configuration ‘

Diseble v |

B Multicast Routing 1Mult‘cast Routing

 Multicast Routing Table Refresh Apply Help

IGMP Configuration

PIM-SM Configuration

11.6.2.2 MULTICAST > Multicast Routing > Multicast Routing Table
(Tabnuua mapwpyTusaumm Multicast Tpacpuka)

Ha pgaHHom cTtpaHuue WEB  wuHTepdpeiica  npeacrasneHa
WHpopmauums, cogepxaiiasics B Tabnuue mapwpytusaumm multicast Tpacuka.
Wudopmauus npegocTasneHa ToNbko Ans YteHus. [nsa obHOBNEeHMs HaxMuTe
kHonKy Refresh (06HOBUTB).

IGMP SNOOPING

LAYER 3  SECURITY DHCP MULTICAST RING ADVANCED TOOLS

MULTICAST->Multicast Routing->Multicast Routing Table

Multicast Routing Multicast Routing Table

“ Multicast Routing TP Multicast Routing Table

gs: I - Immediate Stat, T - Timed Stat,
: Uptime/Stat Expiry
ace State: Interface (TTL)

F - Forwarder installed

@ Multicast Routing Table

IGMP Configuration

PIM-SM Configuration Refresh Helb

11.6.3 MULTICAST > IGMP (MpoTtokon IGMP)
11.6.3.1 MULTICAST > IGMP > IGMP Configuration (HacTtpomnku

npoTtokona IGMP)

IGMP SNOOPING

LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

MULTICAST->IGMP Configuration->IGMP Configuration

Multicast Routing IGMP Configuration

nterface
[IGMP Enable
[[GMP Status

IGMP Configuration

8 IGMP Configuration

“ IGMP Interface lQuery Interval 125 (1-18000s)
S 1GMP Grovip lQuery Max Response Time 10 (1-240s)
[Robustness Variable 2 (2-7)
PIM-SM Confi
[Last Member Query Interval 1 (1-25¢)
Last Member Query Count 2 (2-7)

flgmp Version

v

Refresh Apply

Help
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Ha paHHon ctpaHnue WEB wmHTepdeinca Bbl MOXeETE BKMAOYUTbL UK
BbiktounTh (Enable/Disable) paboty npotokona IGMP (MpoTokon ynpaenieHus

rpynnoson (multicast) nepegaven aaHHbIX).

HacTtporku nossonsawT mameHaTb Bepcuto IGMP, Interface VLAN,

BpeMeEHHblIe MHTEpPBAallbl N Apyrme napamMmeTpbl:

e Interface — BbIGop u3 cnucka VLAN, Kk koTopomy ByaeT npuMeHsTLCA
paboTta IGMP;

¢ IGMP Enable — Bkn/Bbikn (enable/disable) npotokona IGMP;

e IGMP Status — ctatyc paboTbl npoTtokona IGMP;

e Query Interval — nHTepBan 3anpocoB (1-18000cek). 3HayeHne no
ymonuyanumio — 125 cex;

e Query Max Response Time — MakcumanbHOE€ BpPeMSA OXuaaHus
oTBeTa Ha 3anpoc (1-240cek). 3HayeHne no ymonyaHuio — 10 cek;

e Robustness Variable — 3HaueHne Robustness gna IGMP (2-7).
3Ha4eHue No yMmonyaHuw — 2;

e Last Member Query Interval — nHTepBan 3anpocoB OT nocnegHero
yyactHuka IGMP rpynnbl (1-25 cek). 3HayeHne no ymonyaHutwo — 1
Cek;

e Last Member Query Count — KONMYeCTBO 3anpocoB OT MOCMEeAHEero
yyacTHuka IGMP rpynnbl (2-7). 3HayeHne N0 yMOnYaHuio — 2;

e IGMP Version — Bepcus npotokona IGMP. 3Ha4yeHre No yMonyaHuio —
v3

lMocne BHeceHUs U3MeHeHWI B HACTPOMKK, HaXXMUTE KHOMKY Apply (MPUHATB).
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11.6.3.2 MULTICAST > IGMP > IGMP Interface (O6wasn nH¢gpopmauyus o
nopTtax ¢ BKNYEeHHbIM IGMP npoToKkonom)

U SYSTEM PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
1GMP SNOOPING MULTICAST-=1GMP Configuration->IGMP Interface
Multicast Routing | IGMP Interface Information |

1GMP Configuration [t TP mulcicast-routing not enable |

B IGMP Configuration Refresh Help
B IGMP Interface
o IGMP Group

PIM-SM Configuration

Ha panHowm cTtpaHmue WEB wHTepdenca npeactaBneHa obuias
cBogHas uHdopMauusa ob6o Bcex noprtax C BkMYeHHbIM IGMP npoTokonom.
Wudopmauus npegocTtaeneHa TOMbKO Ans yTeHus (read only) n He moxeT
ObITb M3MeHeHa.

[ns o6HoBReHns nHdopmaumm Haxmute kHonky Refresh (o6HoBUTB).

11.6.3.3 MULTICAST > IGMP > IGMP Group (O6was nicdopmauusa o IGMP

m PORT PoE VLA LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
IGMP SNOOPING MULTICAST-=IGMP Configuration-=IGMP Group

Multicast Routing IGMP Group Information |

[t IP multicast-routing not enable |

IGMP Configuration

B [GMP Configuration Refresh Help
© IGMP Interface
“ IGMP Group

PIM-SM Configuration

Ha paHHown ctpaHuue WEB uHTepdenca npeacrasneHa nHdopmaums
O rpynne nopTtoB — Y4aCTHUKOB, ucnonb3ywwux IGMP ana ynpasneHus
multicast nepegaden. MHdopmaums npegocTaBneHa ToNbKO AN YTEHUS U He
MOXeT ObITb N3MeHeHa.

Ons o6HoBReHns Haxkmunte KHonky Refresh (06HOBUTB).
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11.6.4 MULTICAST > PIM-SM Configuration (Mpotokon PIM-SM)

11.6.4.1 MULTICAST > PIM-SM Configuration > PIM-SM Global
Configuration (O6wue HacTpoiku npotokona PIM-SM)

Ha paHHon cTpaHuue WEB wnHTepdeiica npencrasneHa tabnuvua co
3HayYeHusAMM napameTpoB HacTpounku PIM-SM - npoTokona gns nepenayu
Multicast Tpadguka.

PORT PoE VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
IGMP SNOOPING MULTICAST->PIM-SM Configuration-=>Global Configuration
R tca=t Rud g PIM-SM Global Configuration
IGMP Configuration RP Address ]
[Candidate RP none V|
PIM-SM C -
[Candidate BSR none V|
8 Global Configuration P Interval 60 ‘(1_555355)
© Interface Configuration [SPT Switch Disable V|

@ Mroute Information Refresh| Apply Help
“ Interface Information

@ Neighbor Information

@ RP Information

“BSR Information

HacTpoiikn no3BonsoT BKNIOYUTbL unu BblkMountb (Enable/Disable)

dyHKkuunio SPT Switch, a Takke BbibpaTb cTaTyc:

e RP Address;

e Candidate RP;
e Candidate BSR;
e JP Interval;

e SPT Switch.

lMocne BHeCEHNSI U3BMEHEHUI B HACTPOWMKMK, HaXXMUTE KHOMKY Apply (NpyHATB).
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11.6.4.2 MULTICAST > PIM-SM Configuration > Interface Configuration
(HacTtpoukun npotokona PIM-SM ana VLAN)

Ha paHHom cTpaHuue WEB wmHTepdeiica npenctaBneHa tabnvua co

3Ha4YeHMAMM napameTpoB HacTpolku npotokona PIM-SM ansa BbiGpaHHOro

‘ PORT PoE YLAN LAYER 3 = SECURITY DHCP MULTICAST RING ADVANCED TOOLS
IGMP SNOOPING MULTICAST-=PIM-5M Configuration-=Interface Configuration
Multicast Routing PIM-SM Interface Configuration
IGMP Configuration Interface vlanl v
§ PIM-SM Enable Dicable v

PIM-SM Configuration =

Hello Interval 30 l(1-65535s)
3 Global Configuration Helle Holdtime 105 (1-655355)
* mtitace Conburation DR Priority i (0-2147483647)
@ Mroute Information Refresh Apply Help

@ Interface Information
o Neighbor Information
“RP Information

©BSR Information

HacTponkn no3BonsioT M3MEHATb Crieaylolime napameTpbl: BKIIOYUTb
unun Bbeikntounte (Enable/Disable) dyHkuuio SPT Switch, a Takke BbiOpaTb
crTaryc:

e Interface — Bbi6op VLAN (no ymonyaHmio VLAN1);

e PIM-SM Enable - BKAOYMTb MAW BbIKMAYUTL NpoTokos PIM-SM
(Enable/Disable);

e Hello Interval - BpemeHHoOI MHTepBan otnpasku Hello coobweHus (1-
65535c¢);

e Hello Holdtime - BpemeHHON uHTepBan oxugaHus nonydeHusa Hello
coobueHuns (1-65535¢);

e DR Priority — npuoputeTt DR (0-2147483647).

lMocne BHECEHWNSI U3BMEHEHUI B HACTPOWMKMW, HaXXMUTE KHOMKY Apply (NprHATH).
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11.6.4.3 MULTICAST > PIM-SM Configuration > Mroute Information
(MHdopmauma o PIM-SM Mroute)

w SYSTEN PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
IGMP SNOOPING MULTICAST->PIM-SM Configuration->Mroute Information
Multicast Routing PIM-SM Mroute Information

IGMP Configuration — i
PIM-SM Configuration .
3 Global Configuration

# Interface Configuration

@ Mroute Information

@ Interface Information

“ Neighbor Information

 RP Information

® BSR Information

Ha panHon ctpanuue WEB wHTepdpenca npepctasneHa Tabnuua
cogepxawas nHcgpopmaumo o PIM-SM Mroute (Static Multicast Route).

WHdopmaLma npegoctaBneHa TONMbKO AN YTEHUS U He MOXeT ObiTb
n3MeHeHa.

[ns o6HoBReHuns Haxmunte kHonky Refresh (06HOBUTB).

11.6.4.4 MULTICAST > PIM-SM Configuration > Interface Information
(UHdpopmauumsa o nopTax ¢ BKNOYEHHbIM PIM-SM)

w SYSTEM PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
IGMP SNOOPING MULTICAST->PIM-5M Configuration->Interface Information
Multicast Routing PIM-SM Interface Information

IGMP Configuration — i
PIM-5M Configuration .
o Global Configuration

“Interface Configuration

o Mroute Information

“ Interface Information

“ Neighbor Information

B RP Information

7 BSR Information

Ha paHHol cTtpaHuue WEB wuHTepdeiica npeacrasneHa Tabnuvua
cogepxatlasi MtHopmaumo 0 nopTax ¢ BKAYEeHHbIM PIM-SM npoToKonom.
MHdopMaumsa npegocTtaBneHa TOMbKO Afs YTeHUsd U He MoxeT ObiTb
n3MeHeHa.
[nsi o6HOBNEHUst HaXkmuTe KHonKy Refresh (06HOBUTB).
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11.6.4.5 MULTICAST > PIM-SM Configuration > Neighbor Information
(MHdbopmaumsa o PIM cocensx)

PORT PoE YLAR LAYER 3 SECURITY DHCE MULTICAST RING ADYANCED TOOLS
IGMP SNOOPING MULTICAST->PIM-5M Configuration-=>Neighbor Information
Multicast Routing PIM-SM Neighbor Information

IGMP Configuration
Refresh Help

PIM-SM Configuration

3 Global Configuration

@ Interface Canfiguration
@ Mroute Information

® Interface Information
= Neighbor Information
® RP Information

©BSR Information

Ha paHHom cTtpaHuue WEB wuHTepdenica npeacTtaBneHa Tabnuvua,
cogepxawas uHdopmaumio o060 Bcex cocefsx, y4acTBYHOLUUX B CO3OAHUM
rpynnel Ha ocHoBe PIM-SM npoTtokona.

MHdopmaLuma npegoctaBneHa TONbKO ANA YTEHUS U HE MOXeET ObITb
M3MeHeHa.

[nsi o6GHoBREHNst HaxkmuTe KHOMNKy Refresh (06HOBUTB).

11.6.4.6 MULTICAST > PIM-SM Configuration > RP Information
(UHdpopmauumsa o RP ansa npotokona PIM-SM)

m‘ PORT PoE VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
IGMP SNOOPING MULTICAST->PIM-SM Configuration-=RP Information
Multicast Routing PIM-SM RP Information |
FTH Group-to-=F Ma
e [FT Group-to-=t Happings ]

PIM-SM Configuration Refresh Help
4 Global Configuration

7 Interface Configuration

@ Mroute Information

“ Interface Information

= Neighbor Information

RP Information

9 BSR Information

Ha panHon ctpannue WEB wHTepdbenca npepctaBneHa Tabnuvua
cogepxawas uHdopmaumio o Bcex RP, 3agenctBoBaHHbIX B rpynne Ha
OocHoBe npoTtokona PIM-SM

WHdpopmauus npegoctaBneHa TOMbKO ANSt YTEHWUS U He MOXeT ObiTb
n3MeHeHa.

Ons o6HoBReHns Haxkmute KHonky Refresh (06HOBUTB).
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11.6.4.7 MULTICAST > PIM-SM Configuration > BSR Information
(UHdbopmaumsa o BSR ana npotokona PIM-SM)

Ha paHHol cTpaHnue WEB wuHTepdenica npepctaBneHa Tabnuua
cogepxawan nHdopmaumto o Bcex BSR (BootStrap Router) ncnonb3yroLmxcs

B rpynne multicast paccbinku Tpaduka Ha ocHoBe npoTokona PIM-SM.

Eeal oo PoE VLAK LAYER 3 | SECURITY DHCP  MULTICAST =~ RING  ADVANCED  TOOLS
IGMP SNOOPING MULTICAST-=PIM-SM Configuration->BSR Information
Multicast Routing PIM-5M BSR Information

IGMP Configuration — i
efresl el

PIM-5M Configuration .

a Global Configuration

“ Interface Configuration

8 Mroute Information

9 Interface Information

9 Neighbor Information

A RP Information

© BSR Information

MHdopMaumsa npegocTtaBneHa TOMbKO AMst YTEHUS U HE MOXeT ObiTb
n3MeHeHa.

[nsi o6HOBNEHUst HaXXmMuUTe KHOMKy Refresh (06HOBUTB).
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11.7 RING (HacTpowka paboTbl B KONIbLIEBOM TONOJOrNN)
11.7.1 RING > MSTP (MpoTtokon MSTP)

11.7.1.1 RING > MSTP > Global Configuration (OCHOBHble HACTPOWKMN
npoTtokona MSTP)

~ SYSTEM PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

» MSTP RING-=>MSTP-=Global Configuration

8 Global Configuration Global Configuration

2 Port Configuration MSTP disable v
Priority 32768 (0-61440, must be an interger multiple of 4096)

Forward-Time 15 {4-30, meet 2*(Forward-Time - 1) >= Max-Age)
~ EAPS Hello-Time 2 (1-10, meet 2*{Hello-Time + 1) <= Max-Age)
Max-Age 20 (6-40)

Max-Hops 20 {1-40)

» ERPS

Refresh Apply Help

Ha paHHon ctpaHvue WEB uHTepdelica npeactaBneHbl OCHOBHbIE
HacTpomku npotokona MSTP  (Multiple Spanning Tree Protocol),
ucnonbaytolleroca Ans paboTbl KOMMyTatopa B KOMbLEBOW TOMOMOMMU U
NpeoTBpaLLEHUS KONIU3NIA:

e MSTP (Disable/Enable) — Bkn/Bbikn nogaepxky npotokona MSTP;

e Priority — HacTpoika npuoputesauuun. YCTponcTBa c¢ 6oree HU3KUM
NpUoOpUTETOM MOAXOAAT Oonblle Anst ponu KopHeBoro mocta (root
bridge) 3HaueHne no ymonyaHuio — 32768;

e Forward Time — HacTporka 3a4epPXKKn NepechbINkKM NakeToB. 3Ha4YeHne
no ymonyaHuwo — 15 cex;

e Hello Time — HacTponka nHTepBana otnpasku MSTP Hello nakeTtos.

3HayeHue No ymMonyaHuio — 2 cexk;
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e Max Age — Bpems B CekyHOax B TeYeHWe KOTOPOro KomMMmyTaTop
oxugaeTt nHgopmMauuio o koHdurypaumm ST (spanning tree) npexae
Yyem 3anycTuTb npouecc KoHdurypaumm 3aHoBO. 3HayeHue no
ymon4yanumio — 20 cek;

e Max Hops — konn4ecTBo nepexodos (xonos) Ao otbpackiBaHns BPDU

nakeToB B AOMeHe. 3HayeHne no ymondaxuio — 20;

Mocne BHECEHUS] UBMEHEHUIA B HACTPOWKW, HaXKMUTE KHOMKY Apply (MpUHATB).

11.7.1.2 RING > MSTP > Port Configuration (HacTpo#ka npotokona MSTP
AN NopToB)

E PORT PoE YLAR LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
» MSTP RING-=MSTP->Port Configuration
© Global Configuration Port Configuration
O i @ et ISelected Port(s)
[Port Priori
> ERPS th
Path-Cost
* EAPS [Force-Version STP v
Portfast disable v
Refresh Apply Help
All Item Port Priority Path-Cost Force-Version Portfast STP State
1 128 20000000 MSTP disable Discarding
2 2 128 20000000 MSTP disable Discarding
3 3 128 20000000 MSTP disable Discarding
4 4 128 20000000 MSTP disable Discarding
5 5 128 20000000 MSTP disable Discarding
6 6 128 20000000 MSTP disable Discarding
7 7 128 20000000 MSTP disable Discarding
8 8 128 20000000 MSTP disable Discarding
9 9 128 20000000 MSTP disable Discarding
10 10 128 20000000 MSTP disable Discarding
11 11 128 20000000 MSTP disable Discarding
12 12 128 20000000 MSTP disable Discarding

Ha paHHon ctpaHuue WEB wnHTepdenca npencraBneHbl HAaCTPOWKK
MSTP (Multiple Spanning Tree Protocol) ons nopTos.
e Selected Port(s) — Bbibop nopTa(nopToB) A5 HACTPOWKMY;
e Port Priority — HacTporika CIST npuoputeTta, 3HayeHne MOXeT ObiTb
TONbKO KpaTHbIM 16 B ananasoHe oT 0-240. No ymonyaHuio 3HavyeHne
paBHoO 128;
e Path Cost — ot 0 — 200 000 000. bornee Hu3kMe 3Ha4yeHUss 0BbIYHO

COOTBETCTBYIOT root’am;
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e Force Version — Tun ncnons3yemMoro npoTokona;

e Portfast (Enable/Disable) — Bkn/Bbiknn coctosHuss Portfast gns
BblbpaHHOro paHee nopta. B coctosiHum Portfast nopT nepexogut ns
cocTosiHMSA BnokMpoBkn B cocTosiHue nepecbinkn (forward) naketoB

MUHYs1 cocTosiHMe oby4deHus (learning) u npocnywmnBaHus (listening).

Mocne BHECEHUS] UBMEHEHUIA B HACTPOWKW, HaXKMUTE KHOMKY Apply (MpUHATB).

11.7.2 RING > ERPS (lMpoTokon ERPS)

11.7.2.1 RING > ERPS > ERPS Predefined Configuration
(MpepBapuTenbHaa HacTpounka npoTtokona ERPS)

| SYSTEM ‘ PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

» MSTP RING->ERPS-=ERPS Predefined Configuration

» ERPS Erps Predefined Configuration

8 predefined Status disable v

Mode Type rpl-owner-node ¥

9 ERPS Domain

o ERPS Ring Refresh Apply Help
9 ERPS Information

» EAPS

Ha AaHHON cTpaHuue WEB WHTepdenca HaxoadaTtcsA
npeasapuTensHble HaCTPOWKM paboTbl npoTtokona ERPS -
BbICOKO3( (hEKTUBHOMN anbTepHaTmBe npoTokona STP (Bpems
BOCCTaHoBMeHus nuHka 50mc). [JaHHbIN ceTeBOW NPOTOKON UCMNOMb3yeTcs And
UCKMIOYEHMS1 00Opas3oBaHWst  KOMMM3WA, NpW  MCMNOMb30BaHUM  KOJbLEBOM
TOMONOMNN NOAKMOYEHNS.

e Status (Enable/Disable) — ERPS npotokon (Bkn/BbIkn);
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e Node Type - Bbibop ponu Hoga konbua (RPL owner node, RPL
neighbor node unu common ring node).

Mocne BHECEHUS! UBMEHEHUIA B HACTPOWKW, HaXKMUTE KHOMKY Apply (MpUHATB).

11.7.2.2 RING > ERPS > ERPS Domain (Hactpouka npomeHa ansa pabotbl
npoTtokona ERPS)

Ha paHHown cTpaHunue WEB mnHTepderica HaxogaTcs HacTponkn ERPS
AOMEHa, KOTOPbIA MOXET ObITb CO34aH Unu yaaneH.

PORT PoE YLAN LAYER 3 = SECURITY DHCP MULTICAST RING ADVANCED TO0LS
» MSTP RING-=ERPS->ERPS Domain
" ERPS ERPS Domain Configuration
o predefined [ERPS Domain 1
Domain Status Mot Created
B ERPS Domain - =
Mode Role none-interconnection ¥
9 ERPS Ring
Refresh Apply Delete Help
o ERPS Information

» EAPS

e ERPS Domain — Bbibop ERPS pgomeHa (1-8), BO3MOXHO cO34aThb
(Create) unu otmeHunTb (Delete) ERPS gomer;

e Domain Status — nokasbiBaeT ctaTtyc BblopaHHoro ERPS gomeHa;

e Node Role — BbiGop ponu Hoga (interconnected wnn non-
interconnected).

lMocne BHeCEHUS U3MEHEHWI B HACTPOWKM, HaXXMUTE KHOMKY Apply (MpUHATB).
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11.7.2.3 RING > ERPS > ERPS Ring (HacTpowka ERPS gnsa pa6oTbi B
KOJIbLIEBOW TONOJIOrnM)

Ha paHHon cTtpaHnue WEB wHTepdbenica HaxogaTcs HacTPOMKK

ceTteBoro npotokona ERPS, Heobxogumble npu NPUMEHEHUU KOJbLIEBOM

TOMONOorMm NOAKNKYEHNA KOMMyTaTopa.

PORT VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED
» MSTP RING->ERPS->ERPS Ring
> ERPS ERPS Ring Configuration
—_— [ERPS Ring 1 M
Ring Status ot Created
© ERPS Domain Domain V|
R Ring Mode M|
© ERPS Ring
ode Mode v
9 ERPS Information Raps VLAN 0 ‘
5 EADS [Traffic VLAN | format: 2,46
IRPL Port v
IRL Port M
Revertive Behaviour revertive V|
Hold-off Time 0 (<0-10000>, step 100, ms)
IGuard Time 500 (<10-2000>, step 10, ms)
TR Time 5 (<1-12>, min)
NTB Time 5 (<1-10>, sec)
Raps-send Time 5 (<1-10>, sec)
[ERPS Ring Enable disable v
[Forced Switch RPL Port v
[Forced Switch RL Port v
anual Switch Port N,
Rrefrest Apply Delete Recover Help
e ERPS ring - Bbibop ERPS konbua (1-32), Bo3amoxHo co3gaTth (Create)

unu otmeHuTb (Delete) ERPS konbLo;

Ring Status - nokasbiBaeT cTtaTtyc BbibpaHHoro ERPS konbua;

e Domain — BbIGop JOMEH3;

Ring mode - BbiGop pexuma konbua (primary unm subring);
e Node mode - BbiGop ponu Hoga konbua (RPL owner node, RPL

neighbor node unu common ring node);

e Raps VLAN — VLAN ID, Ha koTopbIn ByaeT nepegaBaTbCs CryXeOHbIN
Tpacuk ERPS;
e Traffic VLAN — VLAN ID, koTopble HeobxoAnmo 3aluwiatb OT NeTenb

M KONMU3NIA;
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e RPL Port - koHurypaumsa, otmeHa RPL nopta unu common nopTta
ERPS konbua;

e RL Port — koHGwurypauus, oTMeHa RL nopta unuM common nopTta
ERPS konbua;

e Restore Behavior - KOHGUrypauus ERPS Konsua
BOCCTaHaBMMBaeMoe WM HeBOCCTaHaBnmBaeMoe (recoverable wnu
unrecoverable);

e Hold-off Time — Bpems yaepxaHus ERPS konbua (0-10000 mcek,
npegycraHoBrneHHoe 3HayeHue 0);

e Guard Time - Bpems 3awutel ERPS kombua (10-2000 wmcek,
npegyctaHoBneHHoe 3HaveHne 500);

e Wir Time — Bpemsi 3agepXKu [O MNEPEKIOYEHNSs K WUCXOOHOMN
KOH(urypaumm ERPS konbua npu BOCCTaHOBREHMM coeguHeHus (1-
12 MuH, NpeaycTaHOBMEHHOE 3Ha4YeHue 5);

e Wtb Time - koHdwurypauma ERPS konbua, Bpems wtb (1-10 cek,
npeaycTaHoBNEHHOE 3HaveHue 5);

e Raps-send time — Bpems oOTnpaBkuM nakeToB npoTokonos ERPS
konbua (1-10 cek, npeaycTaHOBNEHHOE 3Ha4yeHue 5);

e ERPS ring Enable — BkntoyeHue/oTknioveHne ERPS konbua;

e Forced switch RPL port — npuHyguTensHoe BkniodeHue nopta ERPS
KonbLa;

e Forced switch RL port — npuHygutenbHoe BknodeHue nopta ERPS
KonbLUa;

e Manual switch port - pyyHoe oTknoyeHne nopta ERPS konbLa;

e Manual recovery — py4yHoe BOCCTaHOBreHue KoHdurypaumm ERPS
KonbLia Mpu HEeBOCCTaHaBNMBaeMoOM (unrecoverable) pexvume unu go
nuctedeHus yctaHoBrneHHoro sBpemeHn WTR / WTB.

lMocne BHECEHWS N3MEHEHWI B HACTPOWMKMK, HaXXMUTE KHOMKY Apply (NpuHATH).
Y1066 06HOBUTL MHGOPMALIMIO HaXXMUTE KHOMKY Refresh (06Hosumb).
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11.7.2.4 RING > ERPS > ERPS Information (UHcbopmauusa o ERPS)

PORT PoE VLA LAYER 3 = SECURITY DHCP MULTICAST RING ADVANCED TOOLS
» MSTP RING->ERPS->ERPS Information
* ERPS ERPS Ring Select
o predefined ERPS Ring 1 v

“ ERPS Domain ERPS Ring Information

= ERPS Ring

9 ERPS Information Refresh Help

* EAPS

Ha paHHom ctpaHuue WEB wuHTepdgenca npeacTtaBneHa obuias
wHpopmaums o ERPS konmbuax. [Ons npocmoTpa wuHdopMauum cnegyeT
BblOpaTb HOMep konbua ERPS ring.

VHdopmaLuma npegoctaBneHa TONbKO ANA YTEHUS U HE MOXET ObITb
n3MeHeHa.

[ns o6HoBReHus Haxmunte kKHonky Refresh (06HOBUTB).

11.7.3 RING > EAPS (MpoTokon EAPS)

11.7.3.1 RING > EAPS > EAPS Ring (HacTtpoika EAPS ansa pa6oThi B
KONbLIeBOW TOMoOMnoruun)

Ha panHHon cTtpaHuue WEB wnHTepdenca npencraBneHbl HaCTPOWKU
npoTokorna EAPS (Ethernet  Automatic Protection Switching),

npegHa3Ha4eHHoro Ana 3awnTtbl OT 3auUKIiinBaHNA Tpa(bI/IKa B CeTwn.

71

“ % SEC.RU

KopoTkuii nyTb K MHcbopmaLmm CKauaHo c sec.ru




e EAPS Ring ID — BbI6op ID ans EAPS ring;

e Create Status - nokasbiBaeT BblbpaHHbIN CTaTYC;

e Mode — HacTponka pexuma paboTbl pabouero y3na ana EAPS
OOMeHa;

e Primary Port — Bbibop kntoveBoro nopta gnst EAPS;

e Secondary Port — BbIOop BTOpMYHOro nopta gnst EAPS;

e Control VLAN — Bbibop VLAN (2-4094) onst EAPS;

e Protected VLANs — BbI6Op OOHOrO WM HECKONbKMX 3allMLaeMblX
VLAN B gomeHe EAPS;

e Hello Time Interval — HacTporka EAPS gomeHa ans nepmoamnyeckon
otnpaBku naketoB HEALTH. 3apaBaemoe 3HadeHMe B CeKyHOax
OOJIMKHO BbITb MeHbLUE YeM BpeMsi Ao ownbku (fail time);

e Fail Time — BpemMs 00 UCTeyeHus cpoka aencteus B EAPS gomeHe.
HomxkHo 6bITb bonbLue, yem Hello Time;

o Extreme Interoperability (enable/disable) — Bkn/Bbikn coBMeCTMMOCTb C
extreme ycTponcTBamum.

e Enable status - BkntoueHune/oTknoveHne EAPS Ring.

lMocne BHECEHWSI UBMEHEHUI B HACTPOWMKW, HAXXMUTE KHOMKY Apply (NpuHATL).

‘ PORT PoE VLA LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

» MSTP RING->EAPS->EAPS Ring

» ERPS EAPS Ring Configuration

e EAPS Ring 1D i v

[Create Status ot Created
2 ERPS Domain Mode Nome V|
Primary Port |
[Secondary Port v|
8 ERPS Information Control VLAN 0

3 ERPS Ring

» EAPS Protected VLANs Format: 2.4.6

Hello Time Interval s

© EAPS Ring

1
Fail Time 3 S
© EAPS Information Data Span Diszable Vv

Extreme Interoperability Enable W

Enable Status Dizable W

Refresh Apply Delete Help
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11.7.3.2 RING > EAPS > EAPS Information (MUHcpopmauus o paboTe
npoTtokona EAPS)

‘ PORT PoE VLAR LAYER 3 = SECURITY DHCP MULTICAST RING ADVANCED TOOLS

> MSTP RING-=EAPS-+EAPS Information

> ERPS EAPS Ring Information

Refresh Help
2 ERPS Domain

© ERPS Ring

2 ERPS Information
» EAPS

9 EAPS Ring

= EAPS Information

Ha panHon cTtpaHvue WEB wuHTepderica npeacTtasneHbl obwime
cBefeHus o pabote npotokona EAPS.

WHdopmaLuma npeactaBneHa TOMbKO AN YTEHUS U HE MOXET ObiTb
M3MeHeHa Ha 3ToM cTpaHuue. YTobbl OBHOBWUTL MHpOpMaLUIO HaXmuTe

kHonKy Refresh (06HOBUTB).

11.8 ADVANCED (PacwmnpeHHble HaCTPOMUKM)
11.8.1 ADVANCED > QoS Configuration (Hactponka QoS)

11.8.1.1 ADVANCED > QoS > QoS Apply (O6wme HacTpomnku Q0S)

Ha aton cTpaHuue HaxogaTcst OCHOBHble HacTponkn QoS. Bbl MoxeTe
BblGpaTb nopT, 3atem QoS pexum (QoS Type) Ana Hero (BKN/BbIKMA) K
npuoputeT Tpaduka (User Priority). Mo ymonyaHnio QOS OTKMOYEH Ha BCEX
nopTtax a npuoputeT Tpaduka Hyrnesoun.

lMocne BHeCeHUS U3MEHEHWA B HACTPOWMKW, HaXMuUTe KHorky Apply

(NpuHATB).
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m PORT PoE VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVAHCED TOOLS

* Qos Configuration ADVANCED-> QoS Configuration->QoS Apply
QoS Apply QoS Apply Configuration
QoS Schedule [Selected Port(s)
05 Type C05-based |
Policy 1D 0 (1-258)
lUser Priority 0 v
[Refresh| [ Apply Help |
[ select All Port QoS Type Policy 1D User Priority
O 1 COs-based o
O 2 COs-based [
O 3 €OS-based [
] 4 COS-based 0
[m] 5 COS-based [)
[ 3 COs-based [
0 7 €0S-based ]
O [ COs-based o
L s COs-based o
] 10 COS-based o
0 i COS-based [
0 12 COs-based o
0 13 COS-based ]
] 14 €0S-based [}
] 15 C0S-based [}
m| 16 COS-based [
[m] 17 COs-based [
] 18 €0S-based []
] 18 COS-based []

11.8.1.2 ADVANCED > QoS > QoS Schedule (T'n6kue HacTponku QoS gns
nopToB)

Ha paHHon cTtpaHuue WEB wuHTepdenca npepcrasneHa Tabnuua c
HacTponkamyn Q0S npuopuTesaunn, No3BonstoLLas rmoko HacTpamBaTb NOpPThl.

lMocne BHECEHUS U3MEHEHUN B HaCTPOWKM, HaxXmuTe KHomky Apply
(NpuHATB).

m PORT PoE VLA LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
QoS Contguraton ADVANCED->Qs5 Canbguratn>QS Schedule
=Qos Apsly I5% sawdls Couron
Qs Schadule
oo o aoewe ¢ T
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11.9 LAYER 3 (HacTtpo#uku L3-ro ypoBHS)
11.9.1 LAYER 3 > IP Basic
11.9.1.1 LAYER 3 > IP Basic > VLAN Interface (Hactponka VLAN)

Ha paHHOM cTpaHvue WEB wuwHTepdelnica HaxogaTcsa OCHOBHbIE
HacTpownkn VLAN nHTepderica. Bel moxeTe HacTpouTthb IP agpec nHtepdgenca,
yaanutb IP agpec n nocmotpeTb nHgopmaumio o VLAN uHtepdence.

Mo ymonuyaHuio KommyTaTop umeeT mHTepdenc vianl, KOTOpbIA He
MOXeT 6bITb yaaneH. Ans VLAN MOXeT ObiTb CKOH(PUIYPUPOBaH TOMbKO OOUH
nHTepgenc.

w SYSTER ‘ PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

1P Basic LAYER 3->IP Basic->VLAN Interface

°VLAN Interface VLAN Interface

@ ARP Configuration 'LAN ID I J
P Address / Subnet Prefix [ Ttformat: 192.168.0.1/24)

@ Static Routes.
[attention: Please configure carefully. If WEB connection is interrupted after the configuration, please try establish a new connection with the new 1P Address.

@ Routing Table
Refresh| [ Apply Help
RIP Configuration

osPF ‘ VLAN ID I 1P Address / Subnet Prefix I MAC Address | Operation ‘
| 1 | 192.168.0.1/24 | 0282.4413.3283 | Delete |

VRRP Configuration

11.9.1.2 LAYER 3 > IP Basic > ARP Configuration (Hactponka ARP
npoTokona)

CtpaHuua HacTpoek npoTokona ARP npegocTaBnsieT BO3MOXHOCTb
oTobpaxaTb BCl Tabnuuy npumeHeHuss ARP (onpegenenve IP no MAC
agpecy), MeHsaTb Tun npumeHeHnss ARP npoTtokona (ARP Dynamic unm ARP
Static), ynanate ARP.

Mpu HacTporke Static ARP Heobxogumo ykasaTb IP agpec n MAC
appec. MAC agpec gomxkeH 6biTb TMna Unicast. Mocne 3Toro HaxxmmTe KHOMKY
Apply (npuHaTe). Ona yoaneHws MCnonb3ynTe COOTBETCTBYIOLLYIO KHOMKY
Delete (Yganutb) B Tabnuue.
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PORT PoE YLAN LAYER 3 = SECURITY DHCP MULTICAST RING ADVANCED TOOLS

1P Basic LAYER 3-+1P Basic->ARP Configuration
“ VLAN Interface ARP Configuration
© ARP Configuration P Address | \
MAC Address | | (Format: HHHH.HHHH,HHHH)
© Static Routes
@ Routing Table Refresh| | Apply Help
RIP Configuration [ Item | 1P Address | Mac Address [ Type [ Operation |
i I T | 15216805 | I8 5ctcaTe | Dynamic | Dalete |

VRRP Configuration

11.9.1.3 LAYER 3 > IP Basic > Static Routes (HacTponka nocTosiHHOMN
MapuwpyTusauum Static Route)

Ha paHHom cTpaHnue WEB wHTepdbenca agMuHUCTPATOpP MOXET
pobaBnsaTb M yganaTb 3anucu mapLupyTtusaumm Static Route.

Mo ymonyaHWilo KOMMYTaTtop He WMeeT Kakumx-nmbo 3anucen
MapwpyTtusauun. Yrtobbl HacTpoUTb MapLpyTM3aumilo MO YMOMYaHUIo
HeobxooMMO BHECTU agpec HasHadeHus/macky B cpopmate 0.0.0.0 / 0 3anuck

B Tabnuuy.
lMocne BHeCeHWst U3AMEHEHUI B HACTPOWMKax, HaxmuTe KHorky Apply
(NpUHATB).
PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS
1P Basic LAYER 3->IP Basic->Static Routes
“VLAN Interface Static Routes Configuration
5 ARP C [Target Address/Subnet perfix | [ (format: 10.1.1.0/24)

ext Hop | |
[attention: please use 0.0.0.0/0 to set default router.

° Static Routes

©Routing Table

Refresh] [ Apply Help
RIP Configuration
OSPF C: Item ] Target Address/Subnet perfix Next Hop State Operation
VRRP Configuration
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11.9.1.4 LAYER 3 > IP Basic > Routing Table (Tabnuua mapwpyTusaumm)

Ha paHHon cTtpaHuue WEB-unHTepdenca HaxoouTcs BO3MOXHOCTb
npocmaTtpuBatb MHGOPMaUUIO O MNPOU3BEAEHHbLIX HACTpoMkax B Tabnuue
MapLipyTusaumm. Hactporku no3sonsaioT BbIBOAUTL B Tabnuuy uHgopmaumio
no pasnunyHbiM nNpusHakam Route State (no ctatycy) n Route Type (no tuny)
MapLupyTusauum, BbI6GOp OCyLLECTBSETCS Yepes BbinagatLlee MeHHo.

Ons oTobpaxkeHns HyXHOW UHdOpMaUMM B Tabnuue HaXXMUTE KHOMKY
Display (oTobpasnThb).

! SYSTEM ‘ PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

1P Basic LAYER 3->IP Basic->Routing Table

©VLAN Interface Route Display Conditions

9 ARP Configuration Route State | a1l v| (Al includes Active and Inactive)
Route Type |A:1 V| (All includes Connected, Static, RIP and OSPF etc.)

© Static Routes

@ Routing Table Display Help

RIP Configuration Routing Table Information
Ted, 5 - static, R - AIF,

OSPF Configuration
VRRP Configuration E1

stale info

s directly conne
*> 192.168.0.0/24 is directly connected, vlanl

T
v
"
I8

11.9.2 LAYER 3 > RIP Configuration (MpoTokon mapwpyTtusauum RIP)

11.9.2.1 LAYER 3 > RIP Configuration > RIP Configuration (HacTtpowka
MapLpyTusauum ¢ nomouibio RIP)

Ha paHHon cTtpaHvue WEB-uHTepdenca npepcTtaBrneHbl HaCTPOMKU
npoTokosia mapwpyTtusaumm RIP. [na BKNIOYEHNA UMM OTKAKOYEHUS (DYHKLUK
cnegyet Bblibpath (Enable/Disable). YTo6bl HacTpouTb MapLupyTM3auuio
HeobxoaMMo 3aHecTn nHdopmaumio B none Network B gpopmate A.B.C.D / M
(Hanpumep 2.0.0.0 / 24), agpec/macka.

lMocne BHECEHUS U3MEHEHUN B HACTPOWKK, HaxXmuTe KHomky Apply
(MpuHATB).
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7 N
N\ 7

IP Basic

RIP Configuration
@ RIP Configuration
“RIP Interface
©RIP Route

OSPF Configuration

VRRP Configuration

YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

LAYER 3->RIP Configuration->RIP Configuration

RIP Configuration

RIP State |Disable v
etwork [ [(Format: A.8.C.D/M, as 2.0.0.0/24)
Refresh] [ Apply Help
Network I Operation

11.9.2.2 LAYER 3 > RIP Configuration > RIP Interface (UHdopmaumsa o6
nHTepdence RIP)

IP Basic

RIP Configuration
“RIP Configuration
9 RIP Interface
RIP Route

OSPF Configuration

VRRP Configuration

PoE

YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

LAYER 3-=RIP Configuration-=RIP Interface

RIP Interface Information

Ha paHHOM
cBegeHus ob nHtepdgerice RIP.
WHdopMaumsa npegcraBneHa TONMbKO ANA YTEHUMS U He MoXeT ObiTb

N3MEeHeHa.

Refresh! Help

ctpaHuue WEB wuHTepdelica npeactaBneHbl obuiune

Y106kl 06HOBUTL MHAOPMALMIO HAaXXMUTE KHOMKY Refresh.
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11.9.2.3 LAYER 3 > RIP Configuration > RIP Route (UH¢opmauus o
MapuwpyTtusauum RIP)

‘ PORT PoE VLA LAYER 3 = SECURITY DHCP MULTICAST RING ADVANCED TOOLS

IP Basic LAYER 3->RIP Configuration-=RIP Route

RIP Configuration RIP Route Information

9 RIP Configuration R i
efres! elp
“RIP Interface

RIP Route
OSPF Configuration

VRRP Configuration

Ha paHHon cTpaHnue WEB wHTepdenica npegcTtaeneHbl obuime
cBedeHus 0 HacTpovikax mapwpytusauum RIP.

MHdopmauma npedcTaBneHa TOMbKO AN YTEHUS U HE MOXET ObiTb
M3MeHeHa.

Y1066 06HOBUTL MHAOPMALMIO HaXXMUTE KHOMKY Refresh.

11.9.3 LAYER 3 > OSPF Configuration (lMpoTokon mapLipyTtusauum
OSPF)

11.9.3.1 LAYER 3 > OSPF Configuration > OSPF Configuration
(Hactpowka mapwpyTtusaumm OSPF)

Ha paHHon cTtpaHvue WEB-uHTepdenca npepcTtaBrneHbl HaCTPOMKU
npoTokona AuvHamuyeckon wmapipytmusaumm OSPF. [ns BknoYeHus wunu
OTKNtoYeHus umcnonb3oBaHma OSPF cnepgyeT Bbibpate OSPF ID (0-65535),
Aanee BknouMTh/BbikniounTe (Enable/Disable).

UTtobbl HacTpouTb MapLupyTu3aumio, Heobxoaumo WHGOopMaLMIo
Network go6asutb B Tabnuuy B copmate A.B.C.D / M (Hanpumep 2.0.0.0 /
24), Area ID (0-4294967295 unu IP Address).

lMocne BHeCEHUS U3MEHEHWA B HACTPOWKW, HaXMWUTE KHOMKY Apply
(MpuHATD).
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YLAN

LAYER 3

SECURITY DHCP MULTICAST RING ADVANCED TOOLS

1P Basic LAYER 3->0SPF Configuration->OSPF Configuration
RIP Configuration OSPF Configuration
OSPF Configuration [OSPF ID 0 \(0755535)

[0SPF State Dissble W
9 OSPF Configuration

Network [(Format: A.B.C.D/M, as 2.0.0.0/24)
1 OSPF Interface lnera 1D |(0-4294967295 or 1P address)
“ OSPF Neighbor

g Refresh Apply Help
2 OSPF LSA
OSPF ID Network | Area ID Qperation

© OSPF Route

VRRP Configuration

11.9.3.2 LAYER 3 > OSPF Configuration > OSPF Interface Information
(UHdopmaumsa o6 nHtepdence OSPF)

1P Basic LAYER 3->0SPF Configuration->OSPF nterface
RIP Configuration

0SPF Contiguration

= 059F Confguraticn
= 0PF Intertace
=05 Heighbor

" 0SPF LS4

0SeF poute

VRRP Configuration

Ha panHon cTtpaHvue WEB wuHTepderica npeacTtasrneHbl obwime
cBegeHus 0b nHtepderice OSPF.

VlHCbOpMaU,I/IFI npeacrtaBneHa TOJIbKO ANA YTeHUA N HEe MOXeT ObITb
N3MEHEHa.

Y1066 06HOBUTL MHOPMALMIO HaXXMUTE KHOMKY Refresh.

11.9.3.3 LAYER 3 > OSPF Configuration > OSPF Neighbor Information
(Mndpopmaumsa o OSPF Neighbor)

SYSTEM PORT PoB DHCP MULTICAST

e R o

LAYER 3->OSPF Configuration->OSPF Neighbor

RING ADVANCED TOOLS

IP Basic

RIP Configuration

OSPF Neighbor Information

OSPF Configuration

Refresh Help

2 OSPF Configuration
5 OSPF Interface

2 OSPF Neighbor
 OSPF LSA

“ OSPF Route

VRRP Configuration
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Ha paHHon cTpaHnue WEB wuHTepdeinca npenctasneHbl obuive
cBefeHua o6 OSPF Neighbor (cocegHne ycTponcTBa npu MCMofib30BaHUK
OSPF mapLupyTtusaumm).

MHdopmaums npeactaBneHa TONbKO ANt YTEHUS U HE MOXEeT ObITb
N3MeHeHa.

YTo6bl O6HOBUTL MHGIOPMALMIO HaXXMUTE KHoMKy Refresh.

11.9.3.4 LAYER 3 > OSPF Configuration > OSPF LSA Information
(MHdbopmauma o OSPF LSA)

SYSTEM PORT Pok L B LAVER 3 ‘ SECURITY DHCP MULTICAST RING ADVANCED TOOLS

IP Basic LAYER 3->OSPF Configuration->0SPF LSA

RIP Configuration OSPF LSA Information

OSPF Configuration e o
efres| elp
8 OSPF Configuration

© OSPF Interface
5 0SPF Neighbor
@ OSPF LSA

@ OSPF Route

VRRP Configuration

Ha panHon cTtpaHvue WEB wuHTepderica npeacTasrneHbl obwive
cBefeHus 06 OSPF LSA (cocTosiHMe kaHana).

WHdopmMaumnsa npegctaBneHa TOMbKO AM1S YTEHUS U He MoxeT ObiTb
n3MeHeHa.

Y1066 06HOBUTL MHOPMALMIO HaXXMUTE KHOMKY Refresh.

11.9.3.5 LAYER 3 > OSPF Configuration > OSPF Route Information
(MUndopmaums o mapwpytTusaumm OSPF)

SYSTEM PORT PoR VLan ‘m‘ SECURITY DaCP MILTICAST RING ADVANCED ToOLS

1P Basic LAYER 3->0SPF Configuration->0SPF Route

RIP Configuration OSPF Route Information

OSPF Configuration Refresh Hel
eiresl e

9 OSPF Configuration :

@ OSPF Interface

9 OSPF Neighbor

@ OSPF LSA

™ OSPF Route

VRRP Configuration
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Ha paHHon cTpaHnue WEB wuHTepdeinca npenctasneHbl obuive
CBeeHUs 0 HacTporkax mapwpyTtmsauun OSPF.

WHdopMaLmsa npeacTaBneHa TONMbKO AN YTEHUMS U He MOXeT ObiTb
N3MeHeHa.

YTo6bl 06HOBUTL MHGIOPMALMIO HaXXMUTE KHOMKy Refresh.

11.9.4 LAYER 3 > VRRP Configuration (MpoTtokon VRRP)

11.9.4.1 LAYER 3 > VRRP Configuration > VRRP Configuration
(HacTtpouka mapwpyTtusauum VRRP)

Ha paHHon ctpaHvue WEB-uHTepdenca npeacrtaBreHbl HaCcTPOWKK
npoToKona BMpTyansHon mapwpyTtmsaumm VRRP:

e Virtual Router ID — HOMep BUPTyanbHOro poyTepa;

e Virtual Interface — BUpTyanbHbIn UHTEPdENC;

e Virtual IP Address - BupTyaneHbin I[P agpec;

e  Priority — npnoputesaums (1-255);

e Advertisement Interval — nHTepBan BpemeHn aHoHcupoBaHus (1-10c);

e Preempt Mode — pexum ynpexaeHus (Enable/Disable);

e Authentication — ayTeHTUdUKauuns (BKN/BbIKM);

e Simple Password — naponb;

e Virtual Router State - CraTtyc BupTyanbHOro poyTtepa
(Enable/Disable)

SYSTEM PORT PoE VLAN E SECURITY DHCP MULTICAST RING ADVANCED TOOLS

1P Basic LAYER 3->VRRP Configuration->VRRP Configuration

RIP Configuration VRRP Configuration

OSPF Configuration irtual Router ID 1 v/
irtual Interface none v|

VRRP Configuration —
irtual IP Address CJowner

8 VRRP Configuration Ipriority 00 (1-255)

VRRP Information |advertisement Interval 1 (1-108)

Preempt Mode Enable \/‘

Authentication none v|

[simple Password |
irtual Router State Disable V|

lattention: Please confiaure carefully. If WEB connection is interrupted after the confiauration,
please wait a while then refresh or try establish a new connection with the new IP Address.

Refresh Apply Delete Help
lMocne BHeCEHUS U3MEHEHWU B HACTPOWMKW, HaXMuUTe KHorky Apply

(MpuHATB).
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11.9.4.2 LAYER 3 > VRRP Configuration > VRRP Information
(UHdopmaumsa o VRRP)

SYSTEM PORT PoE viAN ‘m‘ SECURITY DHCP. MILTICAST RING ADVANCED ToOLS

IP Basic LAYER 3-=VRRP Configuration-=VRRP Information

RIP Configuration VRRP Information

OSPF Configuration
Refresh Help

VRRP Configuration
8VRRP Configuration

9 VRRP Information

Ha paHHon cTpaHnue WEB wHTepdenica npegcTtaeneHbl obuime
cBeJeHMs O HacTpovikax MpOToKona BMpTyanbHoOW MaplipyTtu3daumm VRRP.

WHdopmaLuma npeactaBneHa TOMbKO AN YTEHUS U HE MOXET ObiTb
N3MeHeHa.

YTo06bl 06HOBUTL MHGIOPMALMIO HaXXMUTE KHoNKy Refresh.

11.10 DHCP (HacTpouku npotokona DHCP)
11.10.1 DHCP > DHCP Client (HacTpouka knueHta DHCP)

Ha paHHon cTpaHMue WEB wuwHTepdelica HaxogdaTcs OCHOBHbIE
HacTponku knueHta DHCP (npoTokona aBTOMaTW4yeckoro HasHayeHus |P-
agpeca KrmeHTy).

lMpepocTaBneHa BO3MOXHOCTb BblbpaTtb VLAN wuHTepdenc wu
BKMoUUTL/OTKNIOUNTL (Enable/Disable) dyHkumio DHCP.

lMocne BHeCeHUS U3MEHEHWA B HACTPOWMKW, HaXMuUTe KHorky Apply

(NpuHATB).
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SYSTEM PORT PoE VLAN LAYER 3 SECURITY g MULTICAST RING ADVANCED TOOLS

© DHCP Client DHCP->DHCP Client
“ DHCP Relay DHCP Client Configuration
DHCP Server nterface v|
[Enable/Disable e Vv

DHCP Snooping
Refresh Apply Renew Releasg Help

[ DHCP Client Information |

11.10.2 DHCP > DHCP Relay (HacTtpomnka DHCP Relay)

Ha paHHOn cTpaHuue WEB wHTepdenca HaxogdaTcss OCHOBHbIE
HacTponkn gpyHkyuu DHCP Relay (npegoctasneHne DHCP-cepBepy AaHHbIX
0 Mofy4YeHHOM 3arnpoce).

MpegoctaBneHa BO3MOXHOCTb BblOpaTb VLAN uHTepdenc wu
BKkMounTh/OTKNIOUNTL (Enable/Disable) dyHkuuio DHCP Relay. Master DHCP
Server IP, Backup DHCP Server IP - |IP agpeca OCHOBHOIO U pe3epBHOro
DHCP cepsepos.

lMocne BHeCEHUS U3MEHEHWA B HACTPOWKW, HaXMuUTe KHorky Apply

SYSTEM PORT PoE VLAN LAYER 3 SECURITY Q MULTICAST RING ADVANCED TOOLS
© DHCP Client DHCP->DHCP Relay
© DHCP Relay DHCP Relay Configuration

DHCP Server nterface

[Enable/Disable
DHCP Snoopin
B aster DHCP Server IP |

Backup DHCP Server IP |

Refresh! Apply Help

DHCP Relay Information
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11.10.3 DHCP > DHCP Server (Hactpoiku DHCP cepBepa)

11.10.3.1 DHCP > DHCP Server > DHCP Global & Interface (MUHTepcpenc
DHCP)

SYSTEM FORT PoE VLAR LAYER 3 | SECURTTY m MULTICAST RIFG ADVARCED TOOLS

© DHCP Client DHCP-»DHCP Server->Global & Interface

N DR Ry [ DHCP Server Global Configuration |
> DHCP Server |Global DHCP Server [Disable_+] |

“ Global & Interface

DHCP Server Interface Configuration

© Address Pool Interface | vian1 v |

. ) [DHCP Listen | Disable |

» DHCP Snooping Refresh Apply Help

DHCP Server Information

Dizable

ssrver listen interface:

Ha paHHol cTpaHuue WEB uHTepderica cobpaHbl obLime HacTpomkm
DHCP cepsepa.

e DHCP Server - Bknouutb / oTkmounTtb (Enable/Disable) dyHkuuio
DHCP cepsepa;

e Interface — BbIGop VLAN;

e DHCP Listen — pexum DHCP Listen BkmounMTb / OTKMAOYATL
(Enable/Disable).

lMocne BHeceHUs U3MeHeHWI B HACTPOMKK, HaXXMUTE KHOMKY Apply (MPUHATB).

11.10.3.2 DHCP > DHCP Server > Address Pool (HacTtponka nyna IP
appecoB DHCP)

SYSTEM PORT Po VLAN LAYER 3 SECURITY g MULTICAST RING ADVANCED TOOLS
© DHCP Client DHCP->DHCP Server->Address Pool

© DHCP Relay I Create Address Pool |

DHCP Server [2ddress Pool Name [ T Create |

@ Global & Interface

Address Pool Configuration

@ Address Pool |Address Pool Name .

Al . laddress Range Start:‘ | End:l ‘
lSubnet Mask |
[Default Router [

DHCP Snooping

DNS Server praster:| | Backup:| |
lLease Time 0 days [0 Hours [0 [Minutes

s Istart | | Add Exclude
[Exclude Address End: Del Exculde

[Option 82 Circuit ID

Refresh Apply Delete Help

Address Pool Information |
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Ha paHHoOn cTpaHvue WEB wuHTepdenica HaxogaTcsa OCHOBHbIE

HacTpovku nyna IP agpecos DHCP.

e Address Pool Name — nvs cosgaBaemoro nyna;

e Address Range — anana3soH nyna IP agpecos (Start, End);
e Subnet Mask — macka noaceTu;

e Default Router — PoyTep no ymonyaHuio;

e DNS Server — DNS cepBepsbl (Maser, Backup);

e Lease Time — Bpems apeHabl |IP agpecos;

e Exclude Address - IP agpeca Uckno4YeHus;

e Option82 Circuit ID — gobaBneHne naeHTUPUKALMOHHON NHOpMaLUn

lMocne BHeCEHNSI U3BMEHEHWUI B HACTPONKMW, HAXXMUTE KHOMKY Apply (NpUHATB).

11.10.3.3 DHCP > DHCP Server > Address Information (UHdopmaums o IP
agpecax DHCP)

Ha panHom cTtpanuue WEB wHTepdenca npeactaBneHa obuias

MHOpPMaLMSA O Ha3HAYEHHbIX NMOAKIMOYEHHBIM YCTPONCTBAM:

e |IP—IP agpecy;

e MAC - MAC agpecy;

e State — CocTosiHUIO;

e Pool Name — HasBaHuto nyna agpecos;

e Lease — BpemeHu apeHgbl.

WHdopMaLumsa npeacTaBneHa TOMbKO AN YTEHUS U He MoXeT ObiTb
nameHeHa. YT1obObl OOHOBWUTL WHGOPMaUMO HaxmuTe KHomky Refresh

(oBbHOBMTB).
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SYSTEM PORT PoE VLAN LAYER 3 SECURITY E MULTICAST RING ADVANCED TOOLS

© DHCP Client DHCP->DHCP Server->Address Information
® DHCP Relay
DHCP Server Address Information
DHCP Server

8 Global & Interface 1P MAC State Pool Name Lease

@ Address Pool Refresh Help

@ Address Information

DHCP Snooping

11.10.4 DHCP > DHCP Snooping

11.10.4.1 DHCP > DHCP Snooping > DHCP Snooping Configuration
(OcHoBHbIe HacTpomku dpyHkuum DHCP Snooping)

SYSTEM PORT PoE VLAN LAYER 3 SECURITY “‘ MULTICAST RING ADVANCED TOOLS

© DHCP Client DHCP->DHCP Snooping->Global Configuration

© DHCP Relay DHCP Snooping Global Configuration
DHCP Server [Global DHCP Snooping Disable  w
" IDHCP Server Port 1 v
DHCP Snooping
DHCP Server Port 2 ~
B Global Configuration IDHCP Server Port 3 hd
v
o Interface Configuration S SErizr i
9 Binding Table Refresh Apply Help

Ha paHHom ctpaHMue WEB wuHTepdenica Haxogatcs obuwime
HacTpomkn  dyHkuum DHCP  Snooping (nossonseTr  3anpewatb K
oTnpaske/nonyveHnio Tpadmk DHCP, onpegensiembin Kak HENnpUeMIIMMBbIN,
fbnokvpyeT gencreme HecaHkumoHupoBaHHbIX DHCP-cepBepoB, nbiTatowmxcs

HasHauuTb IP-agpeca DHCP-knneHTam).

e Global DHCP Snooping - BkntounTs / oTkntountb (Enable/Disable);

e DHCP Server Port 1...4 — noptbl 1...4 DHCP cepsepa.

[Mocne BHeceHUs U3MEHEHWI B HACTPOMKK, HaXXMUTE KHOMKY Apply (MPUHATB).
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11.10.4.2 DHCP > DHCP Snooping > Interface Configuration (Hactpouku
DHCP Snooping Ansa nopToB)

SYSTEM PORT PoB VLAN LAYER 3 SECURITY Q MULTICAST RING ADVANCED TOOLS
© DHCP Client DHCP->DHCP Snooping->Interface Configuration
“ DHCP Relay DHCP Snooping Interface Configuration
DHCP Server [Selected Port(s)
IDHCP Snooping
DHCP Snooping -
lOption 82
? Global Configuration loption 82 Circuit ID
© Interface Configuration T, o Help
© Binding Table
[ select All Port DHCP Snooping Option 82 Option 82 Circuit ID
] 1 Disable Disable
[m] 2 Disable Disable
0 3 Disable Disable
0 4 Disable Disable
] 5 Disable Disable
] 6 Disable Disable
0 7 Disable Disable
0 8 Disable Disable

Ha paHHon ctpannue WEB wmHTepdenca npeactaBneHbl HaCTPOWMKK
DHCP Snooping, koTopble NO3BOMST BKNOYATb UMM OTKNOYaTh PyHKLUMIO Ha
OTAENbHbIX NopTax KOMMYyTatopa, y4uTblBas Wi He yduTbiBas gobaBneHue
naeHTudmrkaumnoHHon nHpopmauum (Option82, Circuit ID).

lMocne BHECEHUS U3MEHEHUN B HaCTPOWKW, Haxmute KHOMKy Apply
(MpuHATB).

11.10.4.2 DHCP > DHCP Snooping > DHCP Snooping Binding Table
(Tabnuua NpMBA3KKU agpecoB)

SYSTEM PORT PoE VLAN LAYER 3 SECURITY E MULTICAST RING ADVANCED TOOLS
© DHCP Client DHCP->DHCP Snooping->Binding Table
© DHCP Relay

DHCP Snooping Binding Table Information
DHCP Server

[DHCP Snooping is globally disabled

DHCP Snooping

8 Global Configuration Refresh! Help

@ Interface Configuration

5 Binding Table

Ha paHHol cTpaHuue WEB wuHTepderica Haxoautcs Tabnuua c
WHpopmaumnen o noctosiHHon npuesiske MAC u IP apgpeco. Tabnuua
Np1BS3KN NOMOraeT nsdexaTb aTaku ¢ Ucrnornb3oBaHMem npoTtokona DHCP.

WHdopmauma npeactaBneHa TOMbKO AN YTEHUS U HE MOXET ObiTb
n3MeHeHa.

Y1066l 06HOBUTL MHOPMALMIO HaXXMUTE KHOMKY Refresh (06HOBUTL).
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11.11 TOOLS (CoxpaHeHue KOHturypawumm, BO3BpaT K 3aBOACKUM
HacTporKam, O6OHOBMEHME NPOLUNBKM U TA.)

11.11.1 TOOLS > Save Configuration (CoxpaHeHue KOHcurypawlmm)

Ha paHHol cTpaHuue WEB wHTepdenca oTobpakaeTcs Tekylias
KOHUrypaums HacTpoek kKoMmMmyTaTopa.

KHonka Save (coxpaHuTb) - OTBeYaeT 3a COXPaHeHWe Tekyllen
KOHMrypauumn kommyTtaTopa B namsaTb KOMMyTaTopa.

Mockonbky 3anuce dpanna TpebyeT ypaneHus/zanvcn Ha FLASH

namMmATb KOMMYyTaTopa, onepauna MOXeT 3aHATb HEKOTOPOE BpeMA.

[ns moeo 4mobbl mekywas KoHghuaypauus coxpaHunach [ocre
nepesarycka KoMMymamopa neped 3akpbimuem 3moli CmpaHuubl MEeHH

06513amersibHO HaXXMume KHOMKy Save (CoxpaHuma).

w  SYSTEM ‘ PORT PoE VLA LAYER 3 SECURITY DHCP MULTICAST RING ADVAHCED TOOLS
8 Save Configuration TOOLS-=Save Configuration
9 Backup Configuration Save

Click the Save button to save the system current configurations into configuration file.
o Restore Configuration Help

“ Upgrade The system current configurations:

9 Factory Reboot 1

username admin password admin privilege
2 System Reboot 1

spanning-tree mst configuration

1

interface vian1
ip address 192.168.0.1/24
1

i‘nterface gel/1
i!nterface gel/2
i!nterface gel/3
i!nterface gel/4
i!nterface gel/s
i!nterface gel/s
i:nterface gel/7

i‘nterface gel/s
!
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11.11.2 TOOLS > Backup Configuration (Bbirpy3ka canna c
HacTpoukamu Ha MK)

CrapTtoBas koHurypaums npencraenset cobow darnrn, 3anncaHHbIN
Bo FLASH namsatu kommyTaTopa. Korga KommyTaTop 3anyckaeTcd M He
HaxoOouT 3anucaHHbI paHee pann KoHdurypaumm BO FLASH namatw,
YCTPOWCTBO MCNOSb3YyeT danin ¢ HacTporkaMmu no ymonyanuio (default).

KHonka Backup (konvpoBaHue) no3BONSET BbIFPY3uTb dann ¢
TEeKyLLMMM HacTponkammn kommyTtaTtopa Ha K.

B omanorosom okHe Bbibepute Save (CoxpaHuTb), a 3aTeM Xenaembin
nyTb K Katanory ¢ cannamm koHdurypaumm Ha [K. Mo ymonyaHuio mnms

cosgaBaemoro ¢arna switch.cfg

! SYSTEM ‘ PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

B Save Configuration TOOLS->Backup Configuration
© Backup Configuratio Backup

Click the Backup button to download the configuration file into PC. And file extension should be .cfg
B Restore Configuration Help

© Upgrade The startup configurations:

© Factory Reboot

= System Reboot
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11.11.3 TOOLS > Restore Configuration (BoccTaHoBneHue HacTpoek U3

c¢anna)
ir ‘ PORT PoE VLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVAHCED TOOLS

B Save Configuration TOOLS-=Restore Configuration

o Backup Configuration Click the View button to Select a configuration file, the postfix of file must be *.cfg. Rest
And then click the Restere button to restore the cenfiguration file. (F200=

8 Restore Configuratio

View Belp

o Upgrade
Attention:

“ Factory Reboot 1. If the file restore happens, do not restart switch, cut off power or do anything else with the Web page.
2. If operation fail, to re-restore configuration file before restart the switch.

@ System Reboot 2. To put the new configuration inte effect, restart the switch.

Ha paHHoM cTpaHnue WEB wHTepdeinca Haxogutcs WMHCTPYMEHT,
No3BOMSIOWMNIA  BOCCTAHaBNMBaTb HACTPOWKM  KOMMYyTatopa U3 paHee
COxpaHeHHoro avna ¢ pacmpervem .cfg

Haxmute kHonky Browse(View), 4Tobbl BblOpaTb HYXHbIM hain ¢
kKoHdurypaumen Ha [MK. 3arem HaxmuTe kHONKy Restore (BoccTaHOBUTb

HaCTponkM 13 cpanna).

BHumaHue!

Bo Bpems 3arpy3ku panna koHdurypaumm B namaTb KOMMyTaTtopa He
nepexoaute Ha gpyrue crtpaHuubl WEB-uHTepdenca, He nepesarpyxanrte u
He OTKNoYanWTe KOMMYTaTop, MHAye HaCTpPOWKM MOryT ObiTb 3anucaHbl C

owmbkamum, 4TO MOXeT NnoBreyb 3a cobol coboun B pabote KOMMyTaTopa
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11.11.4 TOOLS > Software Upgrade (O6HOBMeHMe NPOLUNBKMN

w SYSTER ‘ PORT PoE VLAN LAYER 3 SECURITY DHCE MULTICAST RING ADVAHCED TOOLS
= Save Configuration TOOLS->Upgrade
= Backup Configuration Click the View button to Select a upgrade file, the postfix of file must be * tar.gz. And then click the Upgrade button to upgrade. Upgradd
© Restore Configuration Viaw Help
° Upgrade

Attention:

1. If the file restore happens, do not restart switch, cut off power or de anything else with the Web page to avoid system crashes.
2. If operatien fail, to re-upgrade before restart the switch.

3. Upgrade take effect when you restart the switch.

© Factory Reboot

© System Reboot

Ha paHHon ctpaHuue WEB uHTepdenca HaxoauTcs UHCTPYMEHT Ans
0BHOBMEHNA NPOLUMBKM KOMMYyTaTopa 13 danna.

Haxmute kHonky Browse (View), 4Tobbl BbibpaTb HyXHbI havn ¢
npowumskon Ha K.

3atem Haxmute kHonky Upgrade (oOHoBWTb). Pann [JOMmMKEH UMETb

paclumpeHue: .img.

BHumaHue!

Bo Bpemsa 3arpyskum avna o6HOBNeHMss B namATb KoMMmyTaTtopa He
nepexoaute Ha gpyrue crtpaHuubl WEB-uHTepdenca, He nepesarpyxanrte u
He OTKM4YanTe KOMMYTaTop, MHaye 3anucb Npou3ongeT C owubkamu, 4To
MOXeT noBfeyb 3a cobon cbon B paboTe KOMMyTaTopa, BKMOYasA MOMHY ero

HepaboToCnoCOOHOCTb.
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11.11.5 TOOLS > Factory Reboot (Copoc k 3aBOACKMM HAacTpoMKaMm)

| SYSTEM ‘ PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

@ Save Configuration TOOLS->Factory Reboot

= Backup Configuration Factory Reboot

Click the Factory Reboot button to remove startup configuration file and then reboot the switch
a Restere Configuration

Help

* Upgrade Attention:

O empefimrmr (et 1. If operation is dene and the switch is rebooting, you should use the default IP address, default username and password to log in.
s bid e 2. Connection between PC and switch will break off while switch is rebooting.

@ System Reboot

Ha paHHon ctpaHuue WEB nHTepdenca HaxoamTca MHCTPYMEHT Ans
cbpoca HacTpoek KoMMyTaTopa 40 3aBOACKMX (MO YMOMYaHUIO).

Ona atoro HaxmuTe KkHomKy Factory Reboot (C6poc k 3aBoackum
HacTponkam). B nosiBMBLIEMCA [OManoroBOM OKHE MNoATBEpAUTE CBOE
pencteue kHonkon OK wnu OTMEHUTE ero ¢ noMoLllbo KHomku Cancel
(oTmeHa).

BHumaHue !

lMocne cbGpoca Kk 3aBOACKMM HACTpoOWKaMm Mpou3ongeT aBToMaTtumyeckas
nepesarpyska kommytaTtopa. bydym cbpoweHbl |P adpec u naponb 00
3agodckux 3HayeHul (admin/admin). Ucronb3ylime ux Ons nocnedyroujeeo

exo0a 8 WEB uHmepdgelic Kommymamopa.
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11.11.6 TOOLS > System reboot (Mepe3arpy3ka kommMmyTaTopa)

Ha paHHon ctpaHnue WEB nHTepdenca HaxoguTca MHCTPYMEHT Ans
NPUHYAMTENBHOW nepesarpys3km kommyTtatopa. MoxeT ObiTb noneseH nocrne
BHECEHWS KakUX-NMMBo M3MEHEHUN B KOHpUrypaumio.

Ons nepesarpy3kM HaxmuTe KHONKy Reboot (nepesarpyska). B
NosiIBMBLLUEMCSI OMANlOrOBOM OKHE MOATBEpAWTE CBoe AenctBue kHomkon OK

UM OTMEHUTE ero ¢ NOMOLLbI0 KHOMKM Cancel (oTMeHa).

w  SYSTER ‘ PORT PoE YLAN LAYER 3 = SECURITY DHCP MULTICAST RING ADVANCED TOOLS

8 Save Configuration TOOLS->System Reboot

- .
SEE L ST R Click the Reboot button to reboot the switch. SEELE

o Restore Configuration If you want the system to maintain current configuration, please save before rebooting. Help

7 Upgrade Attention: Connection between PC and switch will break off while switch is rebooting.

2 Factory Reboot

Mepeg Tem Kak HayaTb nepe3arpysky ybeguTecb, YTO Tekyliume
HaCTPOWMKM KOMMYyTaTopa CoxpaHeHbl (cM. n. 11.11.1).
[Jo oKkoH4yaHua npouecca nepesarpy3km KommyTatop 6yget

HegocTyneH (06bIYHO 1-2 MUH).
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11.12 PoE (NMepepayva nutaHusa BMecTe ¢ AaHHbIMU — POE)

11.12.1 PoE > PoE Port Configuration (Hactponka POE ansa noptoB)

LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

Ha paHHom cTtpanvue WEB wuHTepdpenca HaxogAatcss HacTpoWku
dYHKLMU Nepegayun nuTaHMa BMecTe ¢ gaHHbIMu — POE.

[ocTynHbl cneayowme HaCcTPOKK:

Selected Port(s) — none otobpaxaeT HoMep BbIOpaHHOro NopTa;

PoE Admin Status — Bkn/Bbikn (enable/disable) POE ans BbibpaHHoro

nopra;

PoE Power Type — BblbOp pexuma nutaHus. Auto — MakcumarnbHas,
BblJaBaemas Ha NopT MOLLHOCTb OrpaHu4eHa BbIOOpoM NpoTokona
PoE. Manual — moLHocTb POE Ha nopTe MOXHO OrpaHuyunTbL B None

Port Max Power;

PoE Protocol Type — Bbibop npoTokona PoE (AF/AT/BT) Bpy4Hyto.
OTa HacTpolika no3sonsieT JOOUTHCSA MakCMManbHOW COBMECTMMOCTH

C MOAKITOYEHHBIM YCTPOWCTBOM;

Port Max Power (W) — none no3sonsieT 3agaTb MakCUMasbHYO
BblaBaeMyo MOPTOM MOLLHOCTb BPYYHYH. AKTUBHO TONbKO ecnu

nepekntoyatens POE Power Type cTouT B nonoxeHun Manual,
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e PoE Voltage (V) — none otobpaxaeT TekyLlee HanpshkeHne PoE Ha
nopte B BonbTax;

e Total Power (W) — B 3TOM none MOXHO 3adaTb o0LLyt0 BblAaBaeMyto
BCEMW NOpTaMM KOMMyTaTopa MOLHOCTb B BaTTax — POE Grogxer.
Henb3sa ykasaTtb 6onblie BolgaBaemon molHocTn Bl kommyTaTtopa;

e Power Consumption (W) — none otobpaxaeT TEKyLL YO
notpebnsemyio NoAKMIOYEHHbIM YCTPONCTBOM MOLLHOCTb B BaTTax;

e Power Usage (%) — 3arpyska kOMMyTaTopa No MakcMmMarbHON
BblJaBaeMOM MOLLHOCTM B NpoLeHTax. YunTbiBaeT napameTtp Total
Power (W).

Ons obHoBneHns Tabnuubl POE ans nopTos Haxmute KHonky Refresh.
[na coxpaHeHua HacTpoek — Apply. [Ina Bo3BpaTa K 3aBOACKMM HacTponkam
napameTpoB POE — Restore Default. [na npuHygutenbHoOro nepesanycka

nopta — Port Restarting.

11.12.2 PoE > PoE Policy Configuration (NMoga4va PoE no pacnucaHuio)

m PORT PoE VLA LAYER 3 = SECURITY DHCP MULTICAST RING ADVAHCED TOOLS

= ok Policy Canfgussiion

70 Guey Combgurtion fremn I
Foiey s [~

gl 2

o/o|o(a|o|o|a|a|o/o|a|o|o|o|o|o|a|o|o|o|a|o|o|e|
o/o|e|ale|o|o|o|o|e|o|o|olale (o) o|o|ele /o |ela| §
0/0|a(a|o|o|s|a|a|o|o|o|e|a|o|o(o|a|e|alo/o(e|a| :
o/o|o|alo|o|o|a|o||o|o|o|a|e|o|ola|e|ale(ofa|al &
o8] o3 oo oo o o

o/0|(a|o|o|o|a|o|o|o|o|e|a|s|o(o

o/0|a(a|o|o|s|a|o|o|o|o|e|alalo

Ha paHHon cTtpaHunue WEB uHTepdeiica HaxoasTCcss MHCTPYMEHThI,
No3BOJSAIOLLNE OpraHn3oBaThb pacnucaHve nogavm POE Ha nopTtax no gHsAM u
yacawm.

96

\ )) SEC.RU KopoTkuit nyTk K nHchopmaLmnm CkauaHo c sec.ru




7 N
N\ 7

[nsa atoro BbibepuTte nopT B none PoE Port. [lanee Bknounte (Mnu
OTKMIYNTE) NPUMEHEHWE pacnucaHuss nogadnm PoOE ¢ nomoLybto
nepekntoyatens Policy Status.

B tabnuue Humxke BblbepuTte 4vackl (Clock) oT 0 go 24, a Takke OHM
Hegenu Monday ... Sunday, OTMETUB HY>KHbl€ rasikoW.

Ona obHoBneHus Tabnuubl Haxmute KHonmky Refresh. [Onsa
coxpaHeHus HacTpoek — Apply.

11.12.3 PoE > PD Query Configuration (®PyHKuna aHTu3aBucaHusa PoE
YCTPOMNCTB)

E‘ PORT PoE YLAN LAYER 3 SECURITY DHCP MULTICAST RING ADVANCED TOOLS

= pus ey Contiquration 7O Query Conhgurato

= P Quary Confguestion

0 Timesut Number B BT
D Bost Time E 3000 5

ot pert P01 Adares PO Guary Intarva (Sac

Ha panHon ctpaHnue WEB nHTepdeinica npeacraBneHbl HACTPOMKN PYHKLMK
aHTusasmcaHua PoE yctporicts — PD Query.

MpuHUMN paboTbl 3aknyaeTcs B NEPUOANYECKOM Onpoce 3a4aHHOro
IP agpeca nogkrnoveHHoro POE ycTpoicTBa ¢ 3agaHHbIM MHTepsanom. Ecnu
OTBET OT YCTPOMUCTBA He MNpuUXoauT B Te4yeHWe 3afaHHOro BPEMEHM
KoMMmyTaTop nepesarpyxaetr POE Ha nopte, TemM cambiM nepesarpyxas

noakrtoyeHHoe K nopTy POE ycTponcTBo.

e PoOE Port — BbibOp nopTa, Ha KOTOPOM HEOOXOAMMO BKMOYUTb
dyHKkumo PD Query;
e PD IP Address — IP agpec nogkniodeHHoro K aTtomy nopty PoE

YCTPOWCTBA;
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e PD Query Interval — nepeoanyHOCTb 3anpocoB Ha AaHHbI IP agpec.
[vanasoH 3HadeHun — 2-30cek. 3HayeHne No yMonyaHuio — 5;

e PD Timeout Number — konnyecTBo 3anpocoB K YCTPOWCTBY, Mocne
3aBepLUEHNsT KOTOPbIX MOAKMIOYEHHOE YCTPOMCTBO OyaeT cumTatbes
3aBuCLIMM [InanasoH 3HaveHun — 2-10. 3HadyeHne No ymon4yaHuo — 3;

e PD Boot Time — makcumanbHoe Bpems Ang nepesarpysku PoE
obopynosaHua B npegenax 30...600 cek. 3HadyeHne NO ymMon4yaHuio —
120 cek.

Tabnvua oTpaxaeT CBOAHYIO MH(pOpMaLMIO, HA Kakom nopTe yHKUnNs
PD Query akTuBHa, ee napameTpbl, a Takke KONMMYecTBO nepesarpy3ok PoE
Ha nopTe. [lo nocnegHemy napameTpy MOXHO CyauTb O TOM, Kak 4acTo
YCTPONCTBO 3aBUCAET M TpebyeT AMarHOCTUKM U peMOHTA.
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12. UsmeHeHue IP agpeca kommyTaTopa

VLS LATER3  SECRUTY P WRLTICAST  MING  AWANCID  TO0LS

® System Ioformation SYSTEM->IP Address

= 1P Address 19 Address

" User Management pamin viaN
P Adaress.

© Sertal Information

[Subnet Mask
# $NTP Configuration =

* SNMP Community AC Address
Attention: Please configure caretully, If WEB conned

= SNMP TRAP

Loy

[ns naMeHeHus IP agpeca koMmyTaTopa:

— BbinonHute Bxog B WEB uHTEpdENCc koMMyTaTopa MO M3BECTHOMY
3apaHee |P agpecy;

— Bongute B pasgen meHw System > IP Address (Hactpowika IP
agpeca);

— BBeauTe HoBbiv IP agpec B none (1) IP Address (agpec gomxkeH 6biTb
YHVKanbHbIM W HE [OMKeH MNOBTOPATbCA). Huxe ykaxuTe Macky
noacetn (Subnet Mask). Ewe Hwxe agpec wnio3a (Gateway) (ecnu
TpebyeTcs);

— Haxmute kHomKy (2) Apply (npuHsmb), cmapsbili |IP  adpec
asmomamu4ecKu nepecmaHem delicmeogamab;

— BbinonHume noemopHsbIl 8xo0 8 WEB uHmepdgbelic, ucnonb3ys
HoebIl |IP adpec.

SISTEM PORT VLAY SECURIT! = MULTICAST RIFG ADVARCED m

B Save Configuration TOOLS-=Save Configuration 1

o Backup Configuration
. Click the Save button to save the system current configurations into configuration file.

 Restore Configuration Help

° Upgrade

The system current configurations:

9 Factory Reboot I

username admin password admin privilege
o System Reboot 1

spanning-tree mst configuration
!

BHumaHue!

[na coxpaHeHnst HoBoro |IP agpeca B 3HeproHe3aBUCMMOW NaMsTU
KoMMYyTaTopa B pa3sgene MeHio Tools > Save Configuration, coxpaHuTe
HaCTPOWKK, B NPOTMBHOM Cly4ae npu nepesarpy3ke kommyTtatopa bynet
yCTaHOBreH npeablaywnin IP agpec. [1ns atoro nepenante B AaHHbIA pa3gen
N HaxmuTe kHonky (1) Save (CoxpaHuThb).

99

7 N 2
\ 7 SEC.RU KopoTkuii nyTb K MHcbopmaLmm Cka4aHo c sec.ru




BHumaHue!

v' [ns obecneyeHuns pyHKLNOHMPOBAHWNSI CUCTEMBI FPO303aLLMUThI HAOEXHO

3a3eMIinTe Kopnyc KoMmmMmyTaTopa,;

v" Tpun oBHapyXeHUM HeEUCNPaBHOCTN He pa3buparite KOMMyTaTop U He

PEMOHTUPYNTE YCTPONCTBO CAMOCTOATENBHO.

13. TexHun4yeckme xapakTrepucTukn*

Mogenb SW-24G4X-1L-I
O6Lee kon-Bo 8
nopToB
Kon-Bo noptoB i
FE+PoE
Kon-Bo noptos FE -
Kon-Bo noptoB 24
GE+PoE
Kon-Bo noptoB GE 24

(He Combo nopTbl)

Kon-Bo noptoB
Combo GE
(RJ45+SFP)

Kon-so noptos SFP
(He Combo noptbl)

4x10G SFP+ (10I6ut/c)

MowHocTb PoE Ha
OOMH nopT (Makc.)

90 BT (1,2 nopthbl)
30 BT (3-24 nopthbl)

CymmapHas

MoLHOCTb POE Bcex 400 Bt
nopTtos (Makc.)
IEEE 802.3af
Ctanpgaptbl PoE IEEE 802.3at
IEEE 802.3bt

Metog nogauun PoE

1,2 noptbl — A+B (1,2,4,5+ 3,6,7,8-)
3-24 noptbl — A (1,2(+) 3,6(-))

3Be3na
Tononorum

Kackag
noaknto4YeHns

KOMbLIO
Bydep naketos 1,5 Mb
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Mopenb SW-24G4X-1L-I
Tabnuua MAC- 16 K
agpecos
MponyckHas
cnocobHoCTb
KOMMYTaLMOHHOWN 256 but/c
MaTpuubl
(Switching fabric)

CkopocTb 0b6cnyx-s

nakeToB (Forwarding 92.32 MPPS
rate)

Mopoaepxka jumbo 16 KB
frame

Pasmep flash namatun 64 Mb

CrangapTbl 1
NPOTOKONbI

o |[EEE 802.3 — 10BaseT

¢ |[EEE 802.3u — 100BaseTX

¢ |[EEE 802.3ab — 1000BaseT

¢ |[EEE 802.3z — 1000 BaseSX/LX

¢ |[EEE 802.3ae — 10G Base-SR/LR

¢ |[EEE 802.3x — Flow Control

¢|[EEE 802.1q — VLAN

¢ |[EEE 802.1p — Class of Service

¢ |[EEE 802.1d — Spanning Tree

o [EEE 802.1w — Rapid Spanning Tree
o [EEE 802.1s — Multiple Spanning Tree

PyHKUMM ypoBHSA L2

o |EEE 802.1D (STP)

¢|[EEE 802.1w (RSTP)

¢|[EEE 802.1s (MSTP)

o VVLAN / VLAN Group (number of VLAN - 4K)
¢ \oice VLAN

e Link Aggregation IEEE 802.3ad with LACP

¢ |GMP Snooping v1/v2/v3

¢ IGMP Static Multicast Addresses

¢ Storm Control

¢ ERPS, EAPS (for ring topology)

PyHKuMM ypoBHSA L3

¢ ARP (static/dynamic)

¢« DHCP (relay/server/client/snooping)
¢ OSPF (vi/iv2)

oRIP (v1/v2)

*VRRP (RFC 5798)

¢ Policy Route
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Mopenb SW-24G4X-1L-I
KauecTBO ¢ 8 ouepenen / nopt
obcnyxmBanus (QoS) | e WRR, RR, WDRR, SP
¢ Management System User Name/Password
Protection
BesonacHocTb ¢ |[EEE 802.1x Port-based Access Control
oHTTP & SSL (Secure Web)
¢ SSH v2.0 (Secured Telnet Session)
o Web-nHtepdeic
VhpaBnenme o CLI (Console, Telnet, SSH)
P « SNMP
¢«RMON
«PWR
¢SYS
NHamkaTopsl *PoE 1-24
eLink/Act 1-24
e Speed 1-24
¢ 1G/10G SFP 25-28
lpo3o3alwmta 3KV, 8/20us
P t ansa noptoB RJ-45
Mutanne AC90-253V (c pesepBupoBaHvem)
OHepronoTpebnexune 410BrT (c PoE)
OxnaxaeHune KoHBekuuoHHoe (6e3 BeHTUnsaTopa)
Pa3mepbl (LLUxBxI") 440x50x290
(Mm)
Bec, kr 3,5
Cnocob mMoHTaxa B 19” cTonky
Pabouas o
Temneparypa -40...+80 °C
o PoE WatchDog — onpegeneHue 1 nepesanyck
[1ONOAHUTENBHO 3asucmx PoE yctponcts
¢ UltraDistance — 250m (10M6wuT/c)

* npOM3BO,EI,I/1TeJ'Ib MMeeET NpaBO UBMEHATb TEXHNYECKNE XapaKTePUCTUKN n3genua n
KoMmnekTauuio 6e3 npenBapuUTeribHOro yseoMIneHus.
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14. NapaHTus

lapaHTMs Ha Bce obopymoBaHne OSNOVO — 7 net (84 mecsiua) ¢
AaTbl NPOAaXMN.

B TeueHue rapaHTUAHOrO CpoKa BbINOMHAETCA HecnnaTHbI PEMOHT,
BKIMOYasa 3anyactu, Unm 3aameHa U3genuin Npyu HEBO3MOXHOCTU UX PEMOHTA.

MogpobHasa uHdopmauns o6 ycnoBusax rapaHTUAHOMO obecnyXuBaHus
HaxoOuTCH Ha caiTe WwWWw.0SNnovo.ru

2

230424 (2)
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