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1. Ha3HauyeHwue

Ynpasnsemble (L2+) kommyTtaTopbl SW-70402/ILS, SW-70802/ILS,
SW-70804/ILS Ha 6, 10 n 12 nopTOB COOTBETCTBEHHO MpeaHa3HayeHbl Ansi
obbeanHeHNs ceTeBblX YCTPOWCTB, Mepefdays AaHHbIX MEeXOy HUMKM Mpu
YCNOBMSIX 3KCMnyaTauum B HeOoTannuBaeMblX MOMELLEHUsX, a Takke Ha
MPOMBILLFIEHHbIX OObEeKTax — 3aBoaax, habpukax v T4.

OTnuunTenbHas 4Yepta fMHEVKM KOMMYTaTOpoB — BO3MOXHOCTb
yAaneHHoro MOHUTOPWHra Taknux nokasarenen, Kak:

v TemMnepartypa Ha BHEeLWHEM OaT4UuKe;
v' BMaXHOCTb Ha BHELLHEM OaT4yuke;
v HanpsXxeHmne nMTtaHnAa Ha OCHOBHOM 1 pe3epBHOM Onokax nuTaHus.

MpombIWNeHHbIe KOMMYyTaTopbl (Janee Mo TEeKCTy - KOMMyTaTopbl)
OCHaLLEHbI:

Mogenb Konnyectso NopToB, CKOPOCTh Mepeaayn gaHHbIX
SW-70402/ILS 4 GE (10/100/1000Base-T) + 2 GE SFP (1000BASE-FX)

SW-70802/ILS 8 GE (10/100/1000Base-T) + 2 GE SFP (1000BASE-FX)
SW-70804/ILS 8 GE (10/100/1000Base-T) + 4 GE SFP (1000BASE-FX)

KommyTaTtopbl MMeET BO3MOXHOCTb MBKOM HACTPOMKN napameTpoB
yepe3 WEB-uHTepdeinc n mMetoT MHOXeCTBO (OYHKLMI L2+ ypOBHSA, TakNX Kak
VLAN, IGMP snooping, QoS n agp.

Kpome Toro kommyTatopbl MNOAAEPXMUBAOT paboTy B KOMbLEBON
Tononorun (Ring) C BbLICOKOM OTKa30yCTOMYMBOCTLIO Griarogaps nogaepike
npotokosnios ERPS n EAPS.

B kommyTaTopax peanu3oBaHO aBTOMaTUyeckoe onpeneneHve
MDI/MDIX (Auto Negotiation) Ha Bcex nopTax - pacno3HaBaHue Tuna
NMOAKITIOYEHHOro CeTeBOro YCTPOWCTBA M NPU HEOBXOAUMOCTU W3MEHeHue
BbIOpaHHbIX KOHTaKTOB Mnepefadn AaHHbIX. OTO MNO3BOMSET MCMNONb30BaTb
ceTeBble kabenu, obxaTtble NobbiM cNocobom (KpOCCOBbIE M NpsMbIE).

KommyTtatopel  SW-70402/ILS, SW-70802/ILS, SW-70804/ILS
pekoMeHOyeTCa WCMnosfib3oBaTh ANd MOCTPoeHus ceten u  cuctem IP
BUOEOHAOMNIOAEHUS Ha MNPOMbILLIMEHHBIX OObEKTax M B HeoTanMBaeMblX
nomeLLeHnsxX — cknagax u ta.

KommyTaTtopbl MOryt OblTb YCTaHOBIMEHbl B YMWYHbIE CTaHLMM
(tepmowikacpbl)  OSNOVO, pana  nocrnegywollend  akcnnyaTauun  BHe
NnoMeLLeHUN.
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2. Komnnekrauus

1. KommyTartop — 1wT;

2. [latunk TemnepaTypbl U BNAXHOCTN — 1LWUT;

3. KpenneHnune Ha DIN-penky — 1wT;

4. KpenneHune Ha CTeHy — 1wT;

5. KpaTtkoe pykoBoACTBO MO akcnnyatauun — 1wT;

6. YnakoBka — 1WT;

3. OcobeHHOCTU 06OpyAOBaHUSA

v" BO3MOXHOCTb yAaneHHOro MOHUTOPMHIa TakMxX NokasaTenen, Kak:

— TemnepaTypa Ha BHELUHEM AaTuuKe;

— BraxHOCTb Ha BHELUHEM AaTyuKe;

— HanpshkeHue nuTaHuMsa Ha OCHOBHOM M pe3epBHOM Oriokax

nnTaHus.

v' TMNopgxogsaT Ans opraHn3aLmmn ceTM B HeoTanIMBaeMbIX NOMELLEHNAX U
Ha NPOMBILLUNEHHbIX OO BEKTAX;
PaclumnpeHHbIi guana3oH paboynx Temnepatyp: -40... +80 °C;
Lnpoknin gnanasoH BXOAHOro HanpshxeHus: DC 12-57V;
YnpasneHue yepe3s WEB nHTepgeiic;
Mopaepxka dpyHkumm L2 (VLAN,QOS,LACP,LLDP,IGMP snooping);
Mopaepxkka konbLeson Tononorum nogknioveHms (ERPS, EAPS, STP,
RSTP).

D U N N NN

v' ABTOMaTu4eckuin/py4Hoi BbIGOp pexuma yBenudeHus ganbHocTu
nepegauu curHanos o 250m. (Ckopocms nepedayu oegpaHudeHa 10
M6éum/c).
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4. BHewHuW BMAO U ONUCAHME INIEMEHTOB

4.1 BHewHun BMA 1 onucaHme pasbeMoB U MHAUKaTopoB SW-
70402/ILS

Puc. 1 KommyTtaTtop SW-70402/ILS, BHeLHWIA BUA

abh WwWh=

67 8 9 10

1 12 13
Puc.2 KommyTtatop SW-70402/ILS, pasbembl, KHONKA U MHOMKATOPbI Ha
nepegHer naHenu
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Tab. 1 Kommytatop SW-70402/ILS, Ha3HayeHne pa3bemMoB, KHOMOK 1
WHOWKATOPOB Ha nepeaHen naHenu

Ne
n/n

O6o3Ha4yeHne HasHayeHne

LED vHOuMkaTop TOMOMOrMm «KOJSibLo»

1 HW [OpUT — KOMbLIO CHOPMUPOBAHO;
He roput — konbuo He cchopmMupoBaHO

KHonka gns 6bICTpon akTuBauumn Noaaep>KKN
npotokonoB ERPS n EAPS, nossonstoLwwmx pabotatb
KOMMYTaTOpy B TOMOMOMN «KONbLO» NPSMO 13
KOpoOKu.

2 HW RET

LED vHgumkaTop nuTaHus/cuctemsl

CopuT — koMMyTaTop 3arpyxaeTcs (<30 cek),
KOMMYTaTop He cMor 3arpyanTbest (>30 cek).

PWR .
3 He ropuT — NnTaHne He nogaeTcd, NnpoBepbTEe OCHOBHOU

N pe3epBHbIN UCTOYHUKKN NuTaHua DC 12-57V
MuraeT ¢ YactoTom 1 cek — KoMMyTaTop 3arpy3unca un
PYHKLUNOHNPYET B LUTATHOM PEXMME.

LED vHgukaTopbl paboTbl SFP noptoB

[oput — Ha SFP nopTe yctaHoBneHo coeanHeHve
He roput — coegnHeHne He yCTaHOBIEHO, NPOBEpPbTE
noakrn4yeHne onTu4eckoro kabens.

g1 o

LED vHaukaTop NOAKIYEHNst U paboTbl OCHOBHOMO
WMCTOYHMKA NMUTaHUS.

Coput — nuTaHue nogaetcs

He roput — nutaHue He nogaetcs. NposepbTe

6 P1 OCHOBHOW UCTOYHUK MUTAHMS.

MuraeT ¢ YacTtoTomn ¥4 cek — Hanps>KeHne NUTaHUSA HuXe
unu Beiwe nonoxeHHoro (DC 12-57V)

Mwuraet ¢ yactoTon 1 cek — HanpsXXeHue NUTaHus B
Hopme.

7 N 2
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Ne

/n O6o3Ha4yeHne Hasnauenne

LED nHgumkaTop nogkntoveHust u paboTbl pe3epBHOro
MCTOYHUKa NUTaHUA.

Coput — nutaHne nopaetcs

He roput — nutaHume He nopaeTtcs. [poBepbTe

7 P2 pe3epBHbIN UCTOYHUK MUTAHWS, €CIIN OH UCMONb3YeTCs.
Mwraet ¢ yacToTon ¥4 cek — HanpsbkeHNe NUTaHUSA HUKe
unu Bbliwe nonoxeHHoro (DC 12-57V)

MuraeT ¢ YacTtoTon 1 cek — HanpshkeHne nNuTaHus B

HopMme.
8 SFP-nopTbl ANs NOAKMYEHNss KOMMyTaTopa K
6 ONTUYECKON NUHUM CBA3M Ha ckopocTn 1000 MbuT/c
5 ucnonb3ysa SFP-mogynu 1,25 Mout/c (npuobpeTtatotcs
9 OTAENbHO).

Pasbembl RJ-45 ¢ 1 no 411 ans NoaKntovYeHns ceTeBbIX

10 4321 ycTponcTB Ha ckopocTtu 10/100/1000 M6uT/c
LED vHOukaTtop yCTaHOBKM COEAVHEHUA Ha MeHbIX
noptax 1-4

11 Link Coput/Muraet 3eneHbiM — CoeUHEHNE YCTaHOBMNEHO

He roput — coeanHeHne He yCcTaHOBMNEHO, MPOBEpPbLTE
ceTeBoOW kabenb, NOAKNIOYEHHOE YCTPOMNCTBO

LED nHAaMKaTop TekyLlen CKOpoCTM MeAHbIX nopTos 1-4

) CopuT opaHxeBbIM — TekyLasa ckopocTb nopta 1000
12 Giga M6uT/c

He roput — ckopocTb nopta 100 M6ut/c (npu ycnosuw,
47O ropuT Link)

Pasbem RJ-45 ons nogknio4eHus yrmyHoro
kommyTaTopa k COM noprty. lNo3BonseT 3arpyxatb B
YNWYHBIA KOMMYTaTop MPOLUUBKY B Cly4ae aBapuiHoOn
cuTyauum

13 Console
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DC:12-57(SW) DC:37-57(PoE)

T 5

3 4 5 6 7

Puc. 3 KommyTaTtop SW-70402/ILS, pasbeMbl 1 KHOMKM HA BEPXHEWN NaHenu

Tab. 2 KommytaTtop SW-70402/ILS, HasHavyeHMe pa3beMOoB, KHOMOK 1 Ha
BepXHen naHenm

Ne
a/n O603HayeHne HasHauyeHune
1 AL+ Bbixog «+» Ha yCTPONCTBO OMOBELLEHMS
2 AL- BbIxog «—» Ha yCTPOWCTBO ONOBELLEHUA
3 RET KHonka ans cbpoca koMMyTaTopa K 3aBOACKMM
HacTpoKrkam
Pasbem TRS 3.5mm ans noakno4YeHns KOMNIeKTHOro
4 TMS AaTtynka Temnepartypbl U BNaXHOCTU MO nHTepdency 1-
Wire
5 P1 YacTb KNeMMHOM KONOAKN Arsi NOAKITIOYEHNS
P- P+ OCHOBHOIO UCTOYHMKA NMUTAHUS.
6 P2 YacTb KNeMMHOW KOMoAKN ANs NoAKMoYeHns
P- P+ pe3epBHOIr0 UCTOYHMKA NUTaHUS.
7 IN YacTb knemmHon konoaku 6-pin (sxoa) Ans
IN- IN+ NOAKNIYEHUA KOHTPONMMPYEMOro HanpsaXeHus.
8 I@I BuHTOBas knemma anst NoAKMo4YeHNsa 3a3eMneHus
11
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4.2 BHewHWn BUA U onucaHue pa3bemMoB U UHAMKaTopoB SW-
70802/ILS

|

=3

Q
<

@

a

.

S
——
nt ¢

Puc. 4 KommyTtaTtop SW-70802/ILS, BHelIHWIA BUA

s =
Industrial i

3

0SNOVO

cable transmission

56 7 8 g 10M

Puc.5 KommyTtaTtop SW-70802/ILS, pasbembl, KHONKA U MHOMKATOPbI Ha
nepeaHen naHenu
12
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Tab. 3 Kommytatop SW-70802/ILS, Ha3HayeHUe pa3bemMoB, KHOMOK 1
WHOWKATOPOB Ha nepeaHen naHenu

Ne
n/n

O6o3Ha4yeHne HasHayeHne

LED vHOuMkaTop TOMOMOrMm «KOJSibLo»

1 HW [OpUT — KOMbLIO CHOPMUPOBAHO;
He roput — konbuo He cchopmMupoBaHO

LED uHgukaTop NUTaHus/cnctemMsl

Coput — kommyTaTop 3arpyxaetca (<30 cek),
KOMMyTaTop He cMor 3arpy3uTbest (>30 cek).

2 PWR o
He roput — nutaHve He nogaeTcs, NPOBEPbLTE OCHOBHOM

N pe3epBHbIN UCTOYHUKKN NuTaHua DC 12-57V

MuraeT ¢ YactoTom 1 cek — KoMMyTaTop 3arpy3unca un
OYHKLMOHMPYET B LUTATHOM pEXUME.

LED wnHamkaTopbl pabotbl SFP noptos

Coput — Ha SFP nopTe ycTaHOBNEHO coeanHEHne
He roput — coeavHeHve He yCTaHOBMNEHO, MPOBEpbTE
NOAKINIOYEHNE ONTUYECKOro kabensi.

KHonka anst ObICTPON akTMBaLun NOAOEPXKKM
npotokonoB ERPS n EAPS, nossonsitowwmx pabotatb
KOMMYTaTopy B TOMOMOrMU «KOMbLO» NPSIMO U3
KOpOOKu.

5 HW RET

LED vHaukaTop NOAKIYEHNst U paboTbl pe3epBHOIo
WCTOYHMKA NUTaHUS.

Coput — nuTaHue nogaetcs

He roput — nutaHue He nogaetcs. NposepbTe

6 V2 pe3epBHbI UICTOYHUK NUTAHUSA, €CMX OH UCMONb3yeTCs.
MuraeT ¢ YacTtoTomn ¥4 cek — Hanps>KeHne NUTaHUS HuXe
unu Beiwe nonoxeHHoro (DC 12-57V)

Mwuraet ¢ yactoTon 1 cek — HanpsXXeHue NUTaHus B
HopMme.
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Ne

/n O6o3Ha4yeHne Hasnauenne

LED vHamkaTop noakrtoyeHust u paboTbl OCHOBHOMO
WCTOYHMKA NUTaHUS.

[oput — nuTaHue nogaetcs

He roput — nutaHume He nopaeTtcs. [poBepbTe

Vi OCHOBHOW NCTOYHUK MUTAHUS.

Muraet ¢ yactoTon ¥4 cek — HanpsXKeHne NUTaHNsT HUXe
unu Bbliwe nonoxeHHoro (DC 12-57V)

MuraeT ¢ YacTtoTon 1 cek — HanpshkeHne nNuTaHus B
HopMme.

SFP-nopTbl 4Ns NOAKNIOYEHNA KoMMyTaTopa K

10 ONTUYECKON NUHUM CBA3M Ha ckopocTn 1000 MbuTt/c

9 ucnonb3ysa SFP-mogynu 1,25 Mout/c (npuobpeTtatotca
OTAENbHO).

PasbeM RJ-45 ana nogkno4yeHms YnydHoro

C kommyTaTopa kK COM nopty. No3BonseT 3arpyxaTtb B
Console YIIMYHbBIN KOMMYTaTOp NPOLUMBKY B Cryvae aBapunHom
cuTyauum

Pasbembl RJ-45 ¢ 1 no 811 anst NoakntoYeHns ceTeBbIX
yCTpoONCTB Ha ckopocTu 10/100/1000 M6uT/c

LED vHOuKaTop YyCTAaHOBKN COEANHEHUSA HA MEeOHbIX
noptax 1-8

10 Link CopuTt/MUraeT 3eneHbIM — COeAMHEHUE YCTAHOBMEHO
He ropwt — coeguHeHWe He yCTaHOBINEHO, MPOBEPbLTE
ceTeBOW kaberb, NOAKMOYEHHOE YCTPONCTBO

LED uHaukaTop TekyLen cKopocTn MegHbIX noptos 1-8

] CopuT opaHxeBbiM — TekyLlasa ckopocTb nopta 1000
11 Giga M6wuT/c

He roput — ckopocTb nopta 100 M6uTt/c (npu ycnosuw,
yTO roput Link)
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DC:12-57(SW) DC:37-57(PoE)

T 5

Puc. 6 KommytaTop SW-70802/ILS, pazbembl U KHOMKX Ha BEPXHEN NaHenu

Tab. 4 KommytaTtop SW-70802/ILS, HasHaveHMe pa3beMOoB, KHOMOK 1 Ha
BepXHen naHenm

Ne
a/n O603HayeHne HasHayeHune
1 AL+ KnemmHas konogka 2-pin Bbixoga Alarm (pene tuna
> AL- «CYXOWN KOHTaKT» cTp. 38).
3 RET KHonka ans cbpoca kommMmyTaTopa K 3aBOACKUM
HacTpoKkam
Pasbem TRS 3.5mm ans nogkno4YeHns KOMMNeKTHOro
4 TMS AaTtyuka Temnepartypbl U BNaXHOCTU No nHTepdency 1-
Wire
5 P1 YacTb KNeMMHOM KONOAKN Arsi NOAKITIOYEHNS
P- P+ OCHOBHOIO UCTOYHMKA MUTaHUSA.
6 P2 YacTb KNeMMHOWN KONOAKW AN NOAKIH0YEHUS
P- P+ pe3epBHOro UCTOYHUKA MUTaHUA.
7 IN YacTb KnemMmmHoOM Konoaku 6-pin (Bxog) Ans
IN- IN+ NOAKNIYEHUA KOHTPONMMPYEMOro HanpsaXeHus.
8 I@I BuHTOBas knemma Anst NOAKNIOYEHMS 3a3eMNeHNns
15
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4.3 BHelwHU BUA4 1 onucaHue pasbeMoB U MHAuMKaTopoB SW-
70804/ILS

3
3
2
3.
g
2

Puc. 7 KommyTtaTtop SW-70804/ILS, BHeLIHWIA BUA,

e

[ ]
2 L] ez

Industrial E

110 e12
9@ ©10
8GE + 4SFP

OSNOVO

cable fransmission

34 56 7 8 9 101‘I12

Pwnc.8 KommyTtatop SW-70804/ILS, pasdbembl, KHOMKA U MHAMKATOPbI Ha
nepeaHew naHenu
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Tab. 5 Kommytatop SW-70804/ILS, Ha3HayeHUe pa3beMoB, KHOMOK 1
WHOWKATOPOB Ha nepeaHen naHenu

Ne
n/n

O6o3Ha4yeHne HasHayeHne

LED uHgukaTop NnUTaHus/cnuctemMbl

Coput — kommyTaTop 3arpyxaetca (<30 cek),
KOMMYyTaTop He cMmor 3arpy3untbcs (>30 cek).

1 PWR He ropuT — nuTaHue He noaaeTcs, NpoBepbTE OCHOBHO
N pe3epBHbIN UCTOYHUKKN NuTaHua DC 12-57V

MwuraeT ¢ YactoTon 1 cek — KoMMyTaTop 3arpy3unsca un
OYHKLMOHMPYET B LUTATHOM pEXUME.

LED vHOuMkaTop TOMOMOrMmM «KOJSibLo»

2 HW Foput — KoNbLIO chOPMUPOBAHO;

He roput — konbLo He cdhopMmnpoBaHoO

KHonka anst 6bICTpon akTuBaLumn Nogaepkm
npotokonoB ERPS n EAPS, nossonstowwmx paborarb
KOMMYTaTOpYy B TOMOMOMMN «KONbLIO» NPAMO 13
KOpOoOKu.

LED vHgmkaTop NOAKIMoYeHnst u paboTbl pe3epBHOro
WCTOYHMKA NUTaHMUS.

3 HW RET

[opuT — nuTaHue nogaetcsa

He roput — nutaHne He nopgaetcs. [poeepbTe
pe3epBHbI UCTOYHUK MUTAHUA, ECNIN OH UCMONb3YETCS.
MuraeT ¢ YacToTom Y4 cek — HanpsikeHue NUTaHnUs HUXe
unu Bblwe nonoxeHHoro (DC 12-57V)

MuraeT ¢ YactoTomn 1 cek — HanpsikeHne nNuTaHus B
HopMe.

V2

LED vHaukaTop NOAKIYEHNst U paboTbl OCHOBHOIO
MCTOYHMKA NMUTaHUSL.

oput — NnuTaHue nogaetca

Vi He roput — nutaHue He nogaetca. NpoBepbTe
OCHOBHOW UCTOYHUK NUTAHUS.

Mwuraet ¢ yactoTon ¥4 cek — HanpsXKeHne NUTaHNST HUXe
unu Bblwe nonoxeHHoro (DC 12-57V)

MwuraeT ¢ YacTtoTom 1 cek — HanpsikeHne nNuTaHus B
HopMe.
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Ne

/n O6o3Ha4yeHne Hasnauenne

SFP-nopTel 12, 11 ong nogknioyYeHna KommMmyTaTopa K
ONTUYECKOW NHUN CBA3N Ha ckopocTn 1000 M6uTt/c
ucnonbdysa SFP-moaynu 1,25 éut/c (npuobpetatotcs
OTAENbBHO).

LED vHgukaTopbl paboTbl SFP noptoB 12, 11

6 12,11 CopuT — Ha SFP nopTe ycTaHOBNEHO coeanHeHWe

He roput — coegunHeHne He yCctaHoBJ1€HO, NpoBepbTE
NnoAKnt4YeHne onTUYEeCKoro kabens.

SFP-nopTbl 10, 9 4N noAKNIYEHNA KoMMyTaTopa K
ONTUYECKON NUHUK CBA3M Ha ckopocTn 1000 MbuTt/c
ucnonb3ysa SFP-mogynu 1,25 Nout/c (npuobpeTtatotca
OTAENbHO).

LED wnHamkaTopsl pabotel SFP noptos 10, 9

8 10,9 CopuT — Ha SFP nopTe ycTaHOBNEHO coeanHeHMe

He roput — coegunHeHne He yCtaHoBJ1€HO, NpoBepbTE
NoaKIo4eHne ONTMYeckoro kabens.

Pasbem RJ-45 ana nogknoveHns YIny4Horo

C kommyTaTopa k COM nopTty. lNo3BonseT 3arpyxatb B
Console YNNYHBLIN KOMMYTaTOP NPOLUUBKY B Cryvyae aBapuiHON
cuTyauum

Pasbembl RJ-45 ¢ 1 no 811 Ans noaknovYeHns ceTeBbIX

10 1-8 yCTpoMnCTB Ha ckopocTu 10/100/1000 M6uT/c

LED uHOukaTop yCTaHOBKM COeANHEHNSA Ha MeHbIX
noptax 1-8

11 Link Coput/muraeT 3eneHbiM — COEAUHEHUE YCTAaHOBMEHO
He roput — coegnHeHne He yCTaHOBIEHO, NPOBEpPbLTE
ceTeBow kaberb, NOAKMHYEHHOE YCTPONCTBO

LED uHaukaTop TekyLlen CKopocTn MeaHbIX noptos 1-8
] CopuT opaHxeBbIM — TekyLlasa ckopocTb nopta 1000
12 Giga M6ut/c

He roput — ckopocTb nopta 100 M6uTt/c (npu ycnosuw,
41O ropuT Link)
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DC:12-57(SW) DC:37-57(PoE)

T 5

Puc. 9 KommytaTop SW-70804/ILS, pazbembl U KHOMKX Ha BEPXHEN NaHenu

Tab. 6 KommyTtaTop SW-70804/ILS, HasHa4yeHNe pa3beMOB, KHOMOK U Ha
BepXHen naHenm

Ne
a/n O603HayeHne HasHauyeHune
1 AL+ Bbixog «+» Ha yCTPONCTBO OMOBELLEHMS
2 AL- BbIxog «—» Ha yCTPOWCTBO ONOBELLEHUA
3 RET KHonka ans cbpoca kommMmyTaTopa K 3aBOACKUM
HacTpoKkam
Pasbem TRS 3.5mm ans nogkno4YeHnsa KOMMNIeKTHOro
4 TMS AaTtyuka Temnepartypbl U BNaXHOCTU No nHTepdency 1-
Wire
5 P1 YacTb KNeMMHOM KONOAKN Arsi NOAKITIOYEHNS
P- P+ OCHOBHOIO MCTOYHUKA NUTAHUS.
6 P2 YacTb KNeMMHOW KOMoAKN AN NoAKMoYeHns
P- P+ pe3epBHOIr0 UCTOYHMKA NUTaHUS.
7 IN YacTb KnemMmmHoOM Konoaku 6-pin (Bxog) Ans
IN- IN+ NOAKNIYEHUA KOHTPONMMPYEMOro HanpsaXeHus.
8 I@I BuHTOBas knemma anst NoAKMo4YeHNs 3a3eMeHus
19
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5. MoaknoyeHune

5.1 Cxema nogknoyeHus

t
Cat 5e Cat 5e

KOpHeBOM KOMMyTaTop
yAaneHHbm MOHUTOPUHT B CEpBepHO

Cat 5e

Cat 5e

W-70402/ILS'K

Tononorusa KonbLo

WiFi poytep

SW-70402/ILS SW-70402/ILS

fiber

8G 18D

IP m’ P P

Kamepa Do 4x Kamepa Kamepa [o 4x Kamepa
IP kamep IP kamep

Puc. 10 Cxema nogxnioveHms KOMMyTaTtopa B TOMOMOrMU «KOMbLIO» Ha
npumepe SW-70402/ILS
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SW-70402/ILS SW-70402/ILS SW-70402/ILS

-«
DC 12-57V DC 12-57V

ONTOBONOKOHHbIA

DC 12-57V

ONTOBONOKOHHBINA
kabens . xatens ONTOBONOKOHHbIA
«——> ONTOBONOKOHHBIN % 7, - 5 KOHHLIA
xabens kabens.
K yCTpoicTBam ¢ 7 —N
ONTUHECKMMI NOPTaMK %
1-Wire I

§ § I 4 § §
bl g 4
| ho { o
1 S G B, 48 Bl eee (8
9 don { o
03 ;_‘"" W BNaxHOCTH O :i" UQ Q“’
} ¥ i }
= by = l,—x;xrt‘ g,x,J L—xq‘x
{ 4 ) 0 { {
§ flo 4x § § flo 4x i ! flo 4x
IP kamepa IP kamepa IP kamepa IP kamepa IP kamepa IP kamepa

Puc.11 Cxema nogkntovyeHus KOMMyTaTopa Kackagom, Ha npumepe SW-
70402/ILS

5.2 MNogknioyeHne gatymKa TemnepaTypbl U BlaXXHOCTHU

1-Wire

OaT4vyuk
TeMneparypbl
BITa>XHOCTU

)
m
]
]
m
m
L

()

Puc.12 Cxema nogknioyeHnsa BHELLHErO gaTtymka TeMmnepatypbl 1 BIIaXXHOCTU

BHewHniA paTuuk npefHasHavyeH Ans  nepefjavn  faHHblX O
Temnepatype (°C) u BnaxHoctn (%) oOkpyxawLwen cpegbl. B kavectse

WHTepdenca ucnonb3yetcs LUMPPOBON UHTEpdEeNC Ha OCHOBe npoTokona 1-
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Wire. MNogkniovaeTcs AaTynk KOMNMIEKTHbIM kabenem kK pasbemy TRS 3.5mm
(minijack) Ha kommyTaTOpe (puc. 12).

[na KoHTpons 3HayYeHW TemnepaTtypbl U BNAXHOCTU UCNONb3yeTcs
cooTBeTcTBylolWas crtpaHmua WEB wuHTepdenca (puc. 13). lNogpobHas
WHpopMaLMa O MOHWUTOPMHIE MapaMeTpoB Haxoautca B pasgene 11.2
«MoHuTopuHr gatymkoB (Industrial Switch Monitoring)»

alalolala alalaioied

i Managed Switch \dustrial Switch Monitoring Platform
=3 Industrial Switch Monoring
£) Industrial Swich Monitoring T
#(J System Configuration | On SON
®(J Port Configuration
) MAC Binding
() MAC Fitlr
(1 VLAN Configuration
# ) SNMP Configuration
) ACL Configuration
(1 QOS Configuration
%1 1P Basic Configuration
=] AAA Configuration
) MSTP Configuration
# 1 IGMP SNOOPING Configuration

] GMRP Configuration
() EAPS Configuration
1 RMON Configuration Alarm Input Configuration
L Cluster Management Alarm Detection Method Ciose Port
() ERPS Configwation
) Log Management

Pnc.13 KoHTponb napameTpoB TemnepaTypbl U BNAaXXHOCTU OKpyKatoLLen
cpeabl Yepes Web-uHtepdenc kommytatopa

5.3 NoaknioyeHne NnUTaHUA

K sazemnennio

Pe3epBHbIi MCTOUHUK
nuTaHua*

o AC 230V (+- 10%
_Onc ACE_ C 230V (+- 10%)

OCHOBHOM HETOUHUK
nUuTaHWA

[© Ao BT Acz30v (+-10%)

* MoOAKNIHEHHE PEIEPBHOMD MCTOMHIUKA NUTAHUS
He ABNAETCA 0BR3ATENLHBIM
[INs KOPPETKHOI paboTel KOMMyTaTOpa

Puc. 14 lNMogknioyeHne OCHOBHOIO M Pe3epBHOr0 MCTOYHUKOB NUTAHMUSA K
KOMMyTaTopy
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5.4 Nopaknto4yeHne yCTponcTBa OonoBeLeHUs

YcTponcTBo
OMoBEeLLEeHUs

p- |p+]p- [P+ NN

g
e
&
5
8
5
!
g

MCTOouHMK NnuTaHus
DC 12-24V

Puc. 15 MNMogknoyeHne ycTponcTea OMNoBELLEHMS K KOMMyTaTopy

MakcumanbHas MOLLHOCTb MOAKMNI0YaeMOro yCTponcTaa onoseleHms — 24 BT.
HanpspkeHune nutanna DC <24V.

6. MNpoBepka paboTocnocobHOCTU

Mocne nogkntoyeHusi kabenen K pasbémMamM M NOAAYN MUTAHUS MOXKHO
ybeouTbcsa B paboToCnocoOHOCTN KOMMyTaTopa.

Mogkntounte  kommyTtatop mexay paAsymst MK ¢ wusBecTHbiMu IP-
agpecamu, pacnonaralowmMmmca B O4HOW noaceTw, Hanpumep, 192.168.1.1 un
192.168.1.2.

Ha nepsom komnbioTepe (192.168.1.2) 3anycTuTe KOMaHOHYH CTPOKY
(BbImONHMTE KOMaHAZy cmd) 1 B MOSIBMBLUEMCS OKHE BBEAMTE KOMaHay:

ping 192.168.1.1
Ecnun Bce nogkntoyeHoO NpaBuibHO, Ha AKpaHe MOHUTOPa O0TOBPa3nTCA OTBET OT
BTOPOrO KOMMblOTEPA. OTO CBNAETENBCTBYET 00 MCMPABHOCTU KOMMYyTaTopa.
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Ecnu oteBeT ping He nonydveH («Bpems 3anpoca uCTekno»), TO
cnegyeT NpoOBEPUTL COeANHUTENBLHLIN kKabenb n IP-agpeca KOMNbLIOTEPOB.
Ecnun He BCce nakeTbl BbINK NPUHATDLI, 3TO MOXET CBUAETENbCTBOBATD!
- O HM3KOM KayecTBe kabens;
- O HeUcnpaBHOCTM KOMMYTaTopa;
- O rnomexax B fIMHUW.

MpumeyaHue:

MpuYMHBI NOTEPU B ONTUYECKON NIMHMUN MOTYT ObiThb BbI3BaHbI:
- HeucnpasHocTblo SFP-moaynen;

- narmbamu kabens;

- 6OMbLUIMM KOMNMYECTBOM Y3I10B CBapKW;

- HEeMCNpPaBHOCTbLIO UMW HEOAHOPOAHOCTLIO OMTOBOSIOKHA.

7. NMoparoToBKa nepen ynpaBrieHNEM KOMMYTaTOPOM
yepes WEB.

3pecb GypeT nokasaHa [feTtanbHasi HacTtpohlka cetv ansa K nog
ynpasnexnem Windows 8 (noxoxun nHtepdpenc y Windows 10, Windows 7 u
Windows Vista).

1. Ortkpovite «LeHTp ynpaBneHus cetamm n obwmum goctynomy» (Network
and Sharing in Control Panel) n Haxmute «M3ameHeHne napameTpoB
apantepa» (Change adapter setting) kak Ha pUCyHKe HUXe.

T 5% <« Networkand Internet » Network and Sharing Center v & p

Wiew your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Unidentified network Access type: Mo network access
settings Public network Connections: [ Ethernet

Change your networking settings
See also
{‘iu Set up a new connection or network

Bonjour Set up a broadband, dial-up, or VPM connection; or set up a reuter or access point.

HomeGroup

Internet Options @ Troubleshoot problems

Windows Firewall Diagnose and repair network problems, or get troubleshooting information.
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2. B nossuBwemca okHe «CeTteBble nogkmodeHusa»  (Network
Connections) oTobpaxeHbl BCe CeTeBble MOOKMIOYEHUS, OOCTYMHble
Bawwemy K. Coenante ABONHOW KMMK Ha NOAKMIOYEHUU, KOTOPOE Bbl
ucnonbdyete Ansa cetu Ethernet

i =
T E’ <« Network and Internet » Network Connections v ¢ Search Network Connections @
Organize - O @
-'i. Bluetooth Network Connection -i. Ethernet l: VirtualBox Host-Only Network
kf* Mot connected %ﬁj Unidentified network - :: Disabled
K 9 Bluetooth Device (Personal Area ... = Qualcomm Atheros ARB171/8175 ... W VirtualBox Host-Only Ethemet Ad...
.: VPN Connection T Wi-Fi
= . ]
Sy Disconnected & ¥ Mot connected
@7 WAN Miniport (IKEv2) x Ajﬂ Qualcomm Atheros ARI485WE-E...
5 items =

3. B nosiBuBLLeMcs okHe «CocTosiHMe - [MoaknoueHne no nokanbHOW CeTny
(Ethernet Status) HaxmuTe kHoMky «CsownctBa» (Properties) kak
NMoKa3aHO HUXe.

General

Connection
IPv4 Connectivity: No network access
IPvE Connectivity: No network access
Media State: Enabled
Duration: 00:03:17
Speed: 1.0 Ghps

Sent — %! —  Received
e
Bytes: 81,247 | 234,209

@Eroperﬁes @Qisable Disgnose
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4. B nosiBuBLlemMcs okHe «[logkrntodeHne no nokansHown cetn — CBoncTBa»

chenante [OBOWHOW KWK Ha «MNPOTOKON WHTepHeTa Bepcun IP V4
(TCP/IPv4)» kak nokasaHo Huxe

Networking | Sharing

Connect using

xF Qualcomm Atheros ARB171/8175 PCI-E Gigabit Ethemet

This connection uses the following items:

BQoS Packet Scheduler A
[ -2 Microsoft Network Adapter Muttiplexor Protocol

& Microsoft LLDP Protocol Driver

& Link-Layer Topology Discovery Mapper /0 Driver

& Link-Layer Topology Discovery Responder

P8 Intemet Protocol Version 4 (TCP/1Pv4) W
>
Install Uninstall Properties

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks

OK Cancel

5. B nosBuBliemcs okHe «[1poTokon nHTepHeTa Bepcum IP V4 (TCP/IPv4)»
ckoHpurypupynte IP agpec Bawwero K 1 macky noaceT kak nokasaHo
HWXKe

.CBoﬁcha: NpoTokon MHTepHeTa Bepcvn 4 (TCP/IPv4) @lﬂ_ﬁj
| otue |

MapaMeTpel TP MOMYT HA3HAYETLCA ABTOMATHUECKY, ECIH CETh
NOAAEPMMBAET STY BO3MOXKHOCTL. B NPOTUBHOM CNyUae NapaMeTpel T
MOEXKHO NOMYYHTE Y CETEBOTD 84MUHHCTPaTOPa.

(7) NonyuuTe IP-a4pec aBTOMATHHLCKH

5‘ Hcnone308aTe cneayowmi IP-aapec:
[ IP-agpec: 192 . 168 . 0 . 10
Macka noaceTu: 255.255.255. 0

OcHoeHoii Wwnioa:

MonyyuTe aapec DNS-cepeepa aBTOMATHYECKN
-éJMCHDHEEDEETh cneaywune aapeca DNS-cepsepos:
MpeanounTaembiii DNS-cepeep: ‘

AnsTepHaTHEHBIA DNS-cepeep:

|| noaTeepavTs napamerpel npu esixone [IOMORHHTENLHO.
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Mo ymonuaHuio IP agpec kommyTtaTopa 192.168.0.1 Bl MOXeTe 3agaTb
nobon IP apgpec B none «IP agpec», B Ton e noacetn 4to u IP agpec
koMmmyTaTopa. Haxmute kHonky OK, 4To6bl COXpaHUTb U MPUMEHUTH HACTPOWKN.

Tenepb Bbl MOXeTe MCNOMb30BaTh MNobon Gpay3ep Ans Bxoda B MEHIO
HaCTpPOeK KOMMyTaTopa.

Mo ymonyaHuio:

v' Login: admin
v' Password: admin

8.MoaroTtoBKa nepen ynpaBneHneM KOMMYyTaTOpPOM 4epes3
nopt CONSOLE

YnpaBneHne kommyTatopom uyepe3 COM-nopt (RS-232) wmoxeT
notpeboBaTtbCcsd, ecnu MO KakuM-nmbo npudmMHam ynpaeneHve depe3 WEB-
HeoCTYMHO.

Ckavyante un ycrtaHosute Ha [1K, ¢ koToporo OygeT npoBOAUTLCH
KOH(UrypvpoBaHue KommyTaTtopa nporpammy-amynatop HyperTerminal wnum
PUuTTY. Tlocne ycrtaHoBkn Heobxoammoro [1O wucnonb3ynte CcneayloLlyto
NoLIaroBy MHCTPYKLMIO:

1. Coeaunute nopt Console kommyTatopa ¢ COM-NopTOM KOMMblOTEPA C
NOMOLLbIO Kabens.
2. 3anyctute HyperTerminal Ha K.

3. 3apante nms Ans HOBOrO KOHCOSBHOIO MOAKITHOYEHUSI.

: Mew Connection

Enter a name and choose an icon for the connection:
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4. Bblbepyute COM-NOPT, K KOTOPOMY MOAKITIOHYEH KOMMYTATOP.

Erter details for the phone number that you want to dial:

Country/region: | United States (1) =]

Area code: |123

Phone number: I

Copnect using: CDMB vl
oK I

Hactpovite COM-nopT cneaytowwmm obpasom:

CkopocTb nepefayn gaHHbix (Baud Rate) — 115200;
BuTbl AaHHbIX (Data bits) — 8;

YeTHocTb (Parity) — Her;

Cron 6uTel (Stop bits) — 1;

YnpasneHwue notokom (flow control) — HeT.

AN NN

Port Settings |

Bits per second: =
Data bits: IS vl
Party: [None =]
Stop bits: lﬁ
How control: lm

Bestore Defaults |

oty |

6. Cuctema npegnoxut Bontum Bam B wuHTepgenc CLI (ynpaenenue
yepes KOMaHLHYH CTPOKY).
28
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Mo ymonuanuio:

v" Login: admin
v' Password: admin

Ele Edit Yiew Call Iransfer Help

0 & 3 0P| &

Username: admin

Password:

Login in progress. .. .

Welcome to Vitesse Command Line Interface (v1.0).
Type “help” or "?" to get help

>

Connected 030012 |Auto detect  [1152008-N-1

9. NoaroToBKa nepen ynpaBfieHUEM KOMMYTaTOpPOM 4Yepes
Telnet/SSH

MpoTtokonsl Telnet n SSH npegocTaBnAT NONbL30BATENO TEKCTOBLIN
UHTEepdenc KoMaHOHOW CTPOKW Ans ynpasrneHus kommytatopom (CLI). Ho
Tonbko SSH obecneunBaeT co3gaHue 6e3onacHOro KaHanma € MOSHbIM
LWndpoBaHeM nepeaaBaeMbIX JaHHbIX.

YTt0o6bl Nnonyuntb goctyn k CLI kommyTaTopa 4epes Telnet/SSH, Baw
MK n kommyTaTop OOMKHbI HaxoauTbCs B ogHOM ceTu. lNMogpobHee, kak aTo
cdenaTtb paccMmaTtpuBanocb B pasfene MWHCTpykuum «[llogrotoBka nepen
ynpasrneHunem Kkommytatopom Yyepes WEB-uHTepdencr.

Telnet uHTepdenc BCTpoeH B komaHgHyk cTpoky CMD cemericTBa
onepauuoHHbix cuctem Microsoft Windows. SSH uHTepdenc poctyneH
TOMNBLKO C MOMOLLLIO NporpaMmbl amynaTopa SSH TepMmuHana. Huke nokasaHo,
Kak nony4utb goctyn Kk CLI kommyTaTopa Yyepe3 SSH ¢ NOMOLLbIO NporpamMmbl
PUTTY.

1. Bamgute B MeHwo PuTTY Configuration. Bsegute I[P agpec
kommyTatopa B none Mmsa xocrta (Host Name) (unm IP agpec). Mo
ymonyaHuio |IP agpec kommyTaTopa 192.168.0.1

2. Bbibepute TN nogkntoveHus (Connection type) — SSH.
29
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= PUTTY Configuration x|
Category:
5 Session Basic options for your PuTTY session
Logging Specify the destination you want to connect to
-} Teminal i i
e 1 o lame faclP add Po
B 192.168.0.1 2
Features Connection type: = %
5 Window )Raw () Telnet () Rlogi| () Seaal
il Load, save or delete a stored session
Behaviour
il Saved Sessions
Selection
Colours Defaut Settings =
= Connection
Data Save
Proxy
Teinet Delete
Rogin
5 SSH
el Cosewindowonext:
Aways (O Never  (® Onlyon clean ext
About Open | Cancel

3. Ecnu Bbl nogknoyaeTecb K KOMMyTaTopy yepe3 SSH Bnepsble, Bbl
yBugnte okHo PuTTY Security Alert. Haxmute Yes (Oa) Aans
NPOAOIKEHNS.

PuTTY Security Alert H

The server's host key is not cached in the registry. You
1\ have no guarantes that the server is the computer you
think it is.
The server's rsa key fingerprint is:
ssh-rsa 1040 dd:15:6b:be:26: 1d:b0:0c:ef af: 59:f2:83:e7:a7:47
If you trust this hast, hit Ves to add the key to
PUTTY's cache and carry on connecting.
If you want to carry on connecting just once, without
adding the key to the cache, hit No.
If you do not trust this host, hit Cancel to abandon the
connection,

4. PUTTY obecneunT BaMm OOCTYN K yrnpaBreHni0 KOMMyTaToOpoM fnocrne
Toro kak Telnet/SSH nogkntoyeHne byaeT ycTaHOBNEHO.

Mo ymonyaHuio:

v" Login: admin
v" Password: admin
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10. YnpaBneHue 4yepe3 WEB-uHTepdenc, ocHoBHblIe
3NeMeHTbI

10.1 CTpykTypa AepeBa HaBMraymMm no rpynnam

Becb web-nHTepdeinc BusyansHo pasgerneH Ha 19 rpynn:

‘. Managed Switch

=<y Industrial Switch Monitoring
) Industrial Switch Monitoring

#{_J System Configuration

+ (] Port Configuration

+ (_) MAC Binding

*1{_J MAC Filter

#{_] VLAN Configuration

+{_] SNMP Configuration

#{_J ACL Configuration

+{_] QOS Configuration

#_) IP Basic Configuration

+ {_] AAA Configuration

# (_) MSTP Configuration

#{_] IGMP SNOOPING Configuration

#{_) GMRP Configuration

# () EAPS Configuration

+ () RMON Configuration

+ ) Cluster Management

# (_J ERPS Configuration

+ ) Log Management

10.2 OnucaHune kHonok WEB uHTepdenca

BOoNbLWWMHCTBO KHOMOK ANS WM3MEHEHUS TeX WU UHbIX HacTpoek
KommyTaTtopa vepe3 WEB uHTepdenc Yalle BCero BbINOMHAT OAHY U Ty Xe
ponb. B Tabnuue Hwxke paHoO oOwee onucaHne QYHKUNUA, KOTOpble
BbIMOSHAIOT T€ UMW UHbIE KHOMKMW.

KHonka HasHauyeHne

Refresh (O6HOBMTS) O6H0an;|eT 3HaYeHne Bcex TeKCTOBbIX
nosnew Ha cTpaHuue

Yuncnosoe 3HaveHue 6yaet oGHOBNEHO B
namsitu. MNMockonbKy NpoBepka oLWMBoK
BbIMOJTHAETCHA Ha CTOPOHE KOMMYyTaTopa,
nposepka ownbkn yaeT BbINONHEHa
TONbKO MOCIe Toro, kak Nonb3oBaTenb
BbIOEPET 3Ty KHOMKY.

Apply (MpuHaTe/nogTBEPAUTD)
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KHonka HasHaueHne

Delete (Yganutb) YpgansieT Tekyllee 3HavyeHne
OTKpbIBaeT CTpaHuULy cripaBku, Ans
Help (Momowb/crnpaeka) Kakgoro crnyyas cyliectsyeT

nHanengyasjibHaa CtpaHuua CripaBKu.

10.3 CoobueHuns o6 owuubkKe

Ecnu npousoLuna owwnGka npyu o6paboTke 3anpoca oT nosnb3oBaTens K
cepBepy (kOMMyTaTopy), TO TOSIBUTCS [AMANOrOBOE OKHO C KOHKPETHbLIM
onmcaHnem OLLMBKH.

10.4 NMonsa pna BBOAa MHoOpMaLMU UK 3HaAYEHUN

HekoTopble cTpaHuubl WEB uHTepdenca KommyTatopa coaepxar
nons Ans Beoga TOW UNU UHON MHOpMaLMy Unn 3HavyeHuin. C NOMOLLIbIO 9TUX
nonen MOXHO MOMyYUTb OOCTYMN K pasnuyHbiM CTpokam B Tabnuue (cm.
PUCYHOK HUXE).

Ecnn noHagobutcs no6aBnTb HOBYIO CTPOKY HEOOX0AMMO BbIOpaTh U3
Bbinagatowero cnucka NEW (HoBas) ¥ noarBepauTb  KHomkon  Apply
(NpuHATB).

Ecnn HeoOXoOMMO  M3MEHWUTb  YXKEe  CYLUECTBYHOLYK  CTPOKY
HeobxoaMMo BblOpaTb M3 BbiNnaaroWwero CrnvMcka COOTBETCTBYHOLIMIA HOMEpP
CTPOKW, 3aTeM OTpedaKkTMpoBaTb [OOMKHbIM obpasom W noATBepauTb
n3meHeHust kHonkom Apply (MpUHATB).
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Ona ypaneHusi ctpokun un3 Tabnuubl BbibepuTe K3 BbiNagatoLlero
cnucka HOMep CTPOKM ANA yaaneHwsi, a 3ateM HaxmuTe KHomky Delete
(yoanuts).

Gdll & hitp://192.168.0.1/

10 12 14 18 18 2 2 2
(sl alyal
[ =1 = Bc[ofilo]o]

o &
M1 15 17 15 M 33 25 2%

link up
disable
link down

DD~
oD D=
b -
D=
CEC

3 Switch SNMP Community Configuration
{1 System Configuration

{2 Port Configuration Item [Community Name |[Readrite State

1 MAC Binding | —

{1 MAC Filter 1 public Il ReadOnly. active
3 VLAN Cenfiguration

‘23 SNMP Configuration
Community Name
TRAP Target

{1 ACL Configuration

1 QOS Configuration

{1 IP Basic Configuration

{1 AAA Configuration

MSTP Configuration

IGMP SNOGPING Confi

GMRP Configuration

EAPS Configuration

RMON Configuration

Cluster Management v

Refresh| Apply Delete Help

i #100% ~

10.5 Nons co 3Ha4YeHUSAAMM TeKyLiero craryca

Ha HekoTopbix cTpaHuuax WEB vHTepdeiica cylwecTByoT Nons, rae
oToBpaxeH TeKYLLWIA cTaTyc (CM. pUCYHOK HUxe). Takue nons npefHasHayeHb
TOMbKO AMS YTEHWS U HE MOTYT BbITb U3MEHEHBI.

ok It

LY E 2 heipiijr921680.0/
2 4 & 8 10 12 14 6 18 20 2 2 -
b0 h Abod aadan -‘;"H"’
sable
OO0 0 A0 0 000 086
13 5 7 5 fl 45 7oA D B £ link down
~
3 Switch System Configuration
{3 System Configuration
B Basic Information System Description  Switch 3.3.9
Serial Information System Object ID 1.3.6.1.4.1.36293.1000
User Management System Version Switeh 3.3.9
Safe Management Num Network Interfaces g?D et 2 itee 255
N System start time -Days 0-Hours 2-Minutes 58-Seconds
SNTP Configuration syetom Name S
Current Configuration N
Configuration File
File Upload System Location
System Reset
I X2 Port Configuration Systom Contact
{1 MAC Binding
3 MAC Filter
1 VLAN Configuration Retest| [ Appy Hiep
1 SNMP Configuration
| {1 ACL Configuration
1 QOS Configuration
1 IP Basic Configuration v/
1 AR AEe i
>
l ®100% ~
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11. OnucaHue OCHOBHBLIX rpynn u anemeHtos WEB
MHTepdenca KommyTaTopa

11.1 FnaBHaAa cTtpaHuua WEB uHTepdenca
[Nocne TOro, Kak Obinu BBe€EeHbl KOPPEeKTHble AdaHHble Ond BXoOa

(norvH n naponb), KoMMmyTaTtop OTOOpas3wuT rnaBHyl cTpaHuyy WEB
uHTepdenca ynpasneHns (CM. pUCYHOK HUXKE)

& hiip://192.168.0.1/

4 Switch

#(] System Configuration
#{) Port Configuration

#{ ] MAC Binding

®_1 MAC Fier

#11 VLAN Configuration

# (1 SNMP Configuration
#{] ACL Configuration
%] QOS Configuration

# () IP Basic Configuration
# (] AAA Configuration
() MSTP Configuration
#1 IGMP SNOOPING Confi
#{] GMRP Configuration
%] EAPS Configuration
%) RMON Configuration
®] Clusler Management
# ) Log Management

11.2 MoHuTopuHr gatumkoB (Industrial Switch Monitoring)

g Conws R S

e Dtk et CusePot Aot Pet

3 £R7S Contguranon
23 g Maragarmere

Tt

A Outp Voss Fanss Erocave Acton System Conon Fanes
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Ha paHHow cTtpaHuue WEB wuHTepdenca kommyTaTopa Haxogatcs
OaHHble C 4aT4YNKOB TeMnepaTypbl, BNAXHOCTUN U TA.

Kpome ToOro, 3gecb Takke npeacTaBneHa BO3MOXHOCTb HaCTPOMKM
CLeHapueB pearmpoBaHusi NOPTOB KOMMYTaTopa Ha pasnuyHble CobbITuS.

v" Ring Control — npu aktmBauum (On) nNO3BONSET OTCREXMBATbL
0BHapy>KeHne KonbLieBOW TONOMOrnn B CETW.

v/ System Temperature — none otTobpaxkaeT TeKyLLylo TemnepaTypy Ha
LieHTpanbHOM YMne KoMMyTaTopa.

v' System Temperature Upper — 3HayeHMe TemnepaTtypbl U3
AnanasoHa Ha LeHTpanbHOM 4une KoMmyTaTopa, Npu npesblleHUU
KOTOpOro mnopaeTcd curHan (ecnu HacTpoeH) Ha Bbixog ALARM
KoMMyTaTOopa.

v' System Temperature Lower — oTpuuaTesibHoe 3HaveHue
TemnepaTypbl U3 guanasoHa Ha LeHTpanbHOM 4une KommyTaTtopa,
Npyu MOHWXEHMM KOTOPOro nojaeTcss curHan (ecrnm HacTpoeH) Ha
Bbixog ALARM kommyTartopa.

v Ambient Temperature — none oTobpaxaeT TekyLlylo TemnepaTypy
Ha BHeLLUHeM MoAKIMoYaeMoM K KOMMYTaTopy AaTymKe.

v' Ambient Temperature Upper — 3Ha4yeHMe TemnepaTypbl Wu3
JnanasoHa Ha BHELUHeM Noaknio4yaeMoM K KOMMYyTaTopy AaTtyuke, npu
NpPEeBbILLEHUN KOTOPOro NogaeTcs curHan (ecrnm HacTpPOEeH) Ha BbIXOA
ALARM kommyTaTopa.

v" Ambient Temperature Lower — oTpuuaTenbHOE 3HA4YeHUe
TemnepaTypbl 43 Auana3oHa Ha BHELWHEM MOAKMIoYaeMoM K
KOMMYyTaTopy [AaTyuKe, Mpu MOHMKEHUN KOTOPOro nogaeTcs curHan
(ecnun HacTpoeH) Ha Bbixog ALARM kommyTaTtopa.

v Ambient Humidity — none oTobpaxaeT TeKyLlyl BRaXHOCTb Ha
BHELUHEeM MOAKIMYaeMOM K KOMMYTaTopy AaTumke.

v Ambient Humidity Upper — 3HauyeHWe BNa)kHOCTW U3 AManas3oHa Ha
BHELUHeM MOoAKMIYaeMOM K KOMMYTaTopy AaTyvke, Npu NpeBbilLeHnm
KOTOporo mnopaetca curHan (ecnu HacTpoeH) Ha Bbixog ALARM
KOMMyTaTopa.
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v' Power In (Master V1, Slave V2) — none otobpaxaeT NOAKMIOYEHHbIE
K koMMmyTaTopy 6nokn nutaHusa. OcHoBHOM — V1 1 pe3epBHbIn — V2.

v' System Current (A) — none oTobpaxaeT Tok B Amnepax,
noTpebnsieMbll KOMMYTaTOPOM

v" Master V1 Voltages (V) — none otobpaxaeT 3Ha4eHne HanpsikeHus1 B
BonbTax Ha OCHOBHOM Groke NUTaHUS.

v' Slave V2 Voltages (V) — none otoGpaxaeT 3Ha4yeHne HanpsiKeHusl B
BonbTax Ha pe3epBHOM G110Ke NUTaHWS.

v’ System Power (W) — none otoGpaxaeT Tekyllytlo noTpebnsiemyto
KOMMYTaTOpOM MOLLHOCTb B BaTTax.

v' System 3.3V — none otobpaxaeT 3HaYeHMe CUCTEMHOIO HanpsKeHUs
3.3V Ha nnate kKomMyTaTopa

v' System 1.5V — none oto6paxaeT 3Ha4YeHNe CUCTEMHOIO HanpsKeHUs!
1.5V Ha nnaTe koMMyTaTopa

v' System 1.2V — none otobpaxaeT 3Ha4YeHNe CUCTEMHOIO HanpsiKeHUs!
1.2V Ha nnaTte kKoMMyTaTopa

Pasgen Alarm Input Configuration nossonser HacTpamBaTb CLEHapuii
paboTbl MOPTOB KOMMyTaTopa MNPV MOJIyYEHUW CUrHama TPEBOrM Ha BXode
Alarm.
Alarm detection method — BbIGop nopora cpabaTtbiBaHusI
- OFF - Bxoa Alarm oTknto4eH
- Low level alarm — cpabaTbiBaHWe Npy HU3KOM YPOBHE HanpsiKeHWs Ha BXO4e
Alarm (low level < 5V)
- High level alarm - cpabaTbiBaHWe Npy BbICOKOM YPOBHE HanpsiXeHus Ha
Bxoge Alarm (57V >high level >5V)

Alarm Input Configuration Upload Fault Message

Alarm Detection Method Close Port Reboot Port
gel/1 Ll gel/2
¥ gel/l LlgetR2 gel/3 L get/d
gel/3 " gel/d Aliia gel/5 Ll gel/6
gel/5 Ll gel/6 gel/7 | gel/8
Low Level gel/7 i gel/8 gel/9 [ gel/10
High Level get/11 ge1/12

Close b Alarm

Close port / Reboot port — BbiGop cLeHapusi paGoTbl NOPTOB MPY NOMy4YeHUN
CMrHana TpeBoru, BbiGpaHHble MopTbl MOryT ObiTb OTKMOYeHbl. [pu
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OTKITHOYEHUN CUrHanNa TpeBorun BbI6paHHbIe nopTbl MOTyT ObITb aBTOMaTM4ECKN
BKITHOYEHbI Ui nepe3arpy>xeHbl.

Alarm Output Configuration — no3BonsdeT 3akpbiBaTb [Ans Tpadwuka,
nepesarpyxatb WNM OTKNIOYATb MOPTbl, 3aMblkaTb/pa3mMblkaTb KOHTAKTbI
penenHoro Bbixoga Alarm B crny4ae noBbILLEHUSA TemMnepaTypbl HA OCHOBHOM
ymne, Ha BHELLUHEM AaTyuKke, OTKMIOHEHMSI OT HOPMbl HanpskeHus Bl unu
OTKIT0YeHnsa ogHoro m3 bI.

Alarm Output Configuration Upload Fault Message

Alarm Output Mode Port Failure Executive Action System Condition Failure Executive Action
< gel/1 ¥ gel/1P

ge12 L geti2P

ge13 [ ge13p

get/d [ getiap

get/5 [ get/sP

Slave V2 Vohtages
gell6 gel/6P get/1 gé: 1P Failure ¥ Master V1 Voltages Alarm Input
Alarm

ge1/7 [ get/7P ¥ Slave V2 Voltages Alarm
‘Alarm (Often Closs) ge1/8 [ get/8P # System 3.3v
Alarm (Often Open) gelid ¥ System 1.5v
Alam Impuise get/10 < System 1.2v

Close

get/M I Alarm Input
gelin2

refresh Apply Restore Default

Alarm Output Mode - Pexum paboTtbl Bbixoga Alarm (BknioveHue [
OTKIIOYeHne, Apyrue pexumbl paboTb).
e Close — Bbixog Alarm oTknoYeH
e Normally closed — npu cpabaTbiBaHWM «CyXON KOHTAKT» 3aMbIKaeTCs
e Normally open — npu cpabaTbiBaHUM «CYXON KOHTAKT» pa3mblkaeTcs
e Cycle alarm — npu cpabambigaHuu «Cyxol KOHMakmy» nepuoduvyecku
3ambikaemcsi

Port status Failure — no3BonseT KOHTPONMMPOBaTb COCTOSIHUE MNOPTOB
kommyTaTopa. Npu Bo3HUKHOBEHUN cOoeB B paboTe NOpTOB NodaeTcsi curHan
TpeBorn, npuv Hopmanusauum paboTbl MOPTOB  TPEBOXHLIA  CUrHan
OTKI4aeTcA.

System Condition Failure - no3BonsieT KOHTpPONMPOBaTb TaKue OLINOKM
COCTOSIHUSI CUCTEMBI Kak TemnepaTypa KOMMyTaTopa, BHELUHSIA TemnepaTtypa
W BMAXHOCTb, NapameTpbl MUTaHuS.

Ona Toro 4ToGbl OGHOBUTbL 3HAYEHUS TeKyLWMX MapaMeTpoB B
ucnonbaynte kHonky Refresh. [Ins noaTBepXaeHUst NPOYMX HAaCTPOEK — KHOMKY
Apply. Ina Bo3BpaTa BCcex HAaCTPOEK Ha 3TON CTPaHMLE K MCXOOHbIM — KHOMKY
Restore Default.

B [llpunoxeHuu A (8 KOHUe OOKyMeHma) paccMompeH rpumep
ucnonb3oeaHus exoda Alarm Input kommymamopos cepuu ILS ¢ eHewHuUM
0amyuKoM 8CKpbIMUS.
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11.3 KoHdurypaumsa cuctemsbl (System Configuration)

11.3.1 O6was nHdopmauumsa (Basic Information)

v

v

v

v

SEC.RU

L Gl € ripins21680/ B0 | & switch
2 4 & B 0 12 14 16 13 2 2 2 O o
OO0 Aaaon ooan -:;:::;
o000 a0 Oo0Oa 006
T35 o7 s omoumos oo om 25 o £ link down
~
3 Switch
3 System Configuration
Basic Information System Description Switch33.9
Serial Information System Object ID 1.3.6.1.4.1.36293.1000
User Management System Version Switch3.3.9

Num Network Interfaces 27
System start time 0-Days 0-Hours 3-Minutes 39-Seconds
System Name Switch

Safe Management
SNTP Configuration
Current Configuration
Configuration File
File Upload System Location
System Reset

{1 Port Configuration

] MAC Binding

{3 MAC Filter

1 VLAN Configuration

{1 SNMP Configuration

{3 ACL Configuration

{1 QOS Configuration

{3 IP Basic Configuration v

System Contact

Refresh| | Apply Help

A i
< bl
W #100% -

System Description (OnucaHne cuctembl)  cogepxut obLiyto
NHGOPMALIMIO O CUCTEME;

System Object ID (MgeHTndmkaTop cuctembl) oTobpaxkaeT ceTeBom
naeHTnduKaTop CUCTEMbI;

System Version (Bepcus NpolMBKM) oTOOpaXkaeT TEKYLLYH BEPCUIO
YCTaHOBMEHHOW Ha KOMMYTaTOp NPOLUNBKY;

Num network interfaces (KonuyectBo nopToB B KOMMYyTaTope)
oToOpakaeT KONM4YecTBO MOPTOB Afsi COEAMHEHMS C CEeTbl B
KOMMYTaTope;

System start time (Bpems 3anycka cuctembl) oTobpaxkaeT CKOIbKO
BPEMEHU NPOLLSIO C MOMEHTA 3anycka KOMMyTaTopa;

System name (Mima kommyTatopa) oTobpaxaeT Tekyliee wums
KOMMYyTaTopa. Nonb3oBaTenb MOXET U3MEHATb 3TO 3Ha4veHune,;
System location (MecTtononoxeHue KommyTaTopa) oOTobpaxaeT
dusnyeckoe MEeCTOMONoXeHne KOMMyTaTopa. 3apaetcs
nonb3oBaTenem;

System Contact (KoHTakTHble OaHHble) oToOpaxaeT Bragenbua wu
KOHTaKTHble AaHHble. 3a4aeTcs Nonb3oBaTenem.
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11.3.2 Serial information (MHdopmauua o RS 232/485 nopTte ansa
ynpaBneHuss KOMMyTaToOpOM)

(5| 2 hiip://192.168.0.1/ 8 O | & switch
2 4 6 8 10 12 14 16 18 20 22 24 _
COOO AAOA AAANO ) ke,
o000 a0 oo o o8gg 1 link down
13 5 7 8 11 13 15 7 18 21 23 25 26
~
a Switch Serial Port Configuration
El4J System Configuration
“Bl Basic Information Baud Rate 2600
- Serial Information Character Size 5
User Management Parity Code None
Safe Management Stop Bits 1
"] SNTP Configuration [Flow Control None
“B Current Configuration Refresh Help
Configuration File
File Upload
[ System Reset
I| #{2 Port Configuration
B {1 MAC Binding
E{] MAC Filter
®{] VLAN Configuration
{1 SNMP Configuration
\E {1 ACL Configuration
BI{] QOS Configuration
B{] IP Basic Configuration v
L T P
W < >
I H100% -~

OanHas cTtpaHvua WEB wuHTepdenca cogepXuT psg napameTpos,
KOTopble HeoOXoAMMbl Afis yNpaBlieHWs KOMMYyTaTtopoMm 4epe3 uHTepdeinc
RS232/485 wcnonb3ys nopt CONSOLE. lNpu ynpaBneHun KOMMyTaTOpOM
yepes HyperTerminal y6eautecb, 4YTO  HACTPOMKM  COOTBETCTBYHOT
NPUBELEHHbIM Ha 3TON CTPaHULLE 3HAYEHUAM.

v/ Baud rate — ckopoCTb nepegayv gaHHbIX
Character Size — KONM4YeCcTBO OUT JaHHbIX
Parity code — 4yeTHOCTb

Stop bits — cTtonoBble O6UTHI

Flow control — ynpaBneHvue noTokom

AN
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11.3.3 User Management (MHcdopmaLma o nonb3oBaTensx)

L2 © hip/192.168.0.1/ £ - B | & swich

10 12 12 18 18 20 22 24
OO0 aoon
OO0 Odoo @800

9 11 12 15 17 19 21 23 35 26

link up
disable
link down

DB~
oD D=
BB
BB
CBD

‘3 Switch Multi-user Management Configuration
=43 System Configuration
Basic Information

[User name Old New [Re-enter password |T7n'vilene

| | || v

admin Fr— Privilege

Serial Information

User Management 7

Safe Management
SNTP Configuration
Current Configuration

Refresh Apply Delete Help

Configuration File
File Upload
System Reset
{1 Port Configuration
#{_] MAC Binding

®{] MAC Filter

#{] VLAN Configuration
#{_] SNMP Configuration
[

E

E

C

#{] ACL Configuration
#{ ] QOS Configuration
#{] IP Basic Configuration

AN AAR DB iembine

>

b http://192.168.0.1/fs/doc/protected/UserCig.html H100% ~

Ha aTon cTpaHuue MOXHO 3adaTtb HOBbIV naporb (new password) ans
TeKyllero nonb3oBaTtens, W3MEHUTb Pofb B YMNpaBleHUM KOMMYTaTOpOM
(privilege) wn TA.

Maponn 4vyBCTBUTEMbHBI K PErucTpy u MoOryt copepxatb go 16
cumBonoB. [nst cMmeHbl Maponsi BbibpaHHOro nonb3oBaTens HeobXxoaMMo
ABaXkabl BBECTM HOBbIM Naposib B nonsix New Password n Re-enter Password.
Ansi nogTBepXOeHus HOBOro Mapons HeobXxooumo HaxkaTb KHomky Apply
(MpuHAT). Mocne atoro nonb3oBaTento nNoTpebyetcs 3aHoBo Bontn B WEB
UHTepdenc, UCNomnb3ys HOBbIN Naporb.

C nomoLbld HACTpOeK Ha 3TOM CTpaHuue nonb3oBaTenb MOXeT
3agatb Tak HasbiBaembl multi-user (MHOrononb30BaTENbCKUMIN) PexnMm Ans
yrnpaBneHns KOMMyTaTOPOM.

Ons ynpaBneHus 4depe3 Telnet 1 WEB gnsa nonb3oBaTens OOfmKeH
ObITb BbIOPaH MHOrONONB30BaTENBCKUA PEXUM.
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11.3.4 Safe management (ynpaBneHue 6€30nacHOCTb}O)

(Gl 2 hitp://192.168.0.1/ B ¢ | & switch
2 4 & k] 10 12 14 18 18 20 22 24 -
Coo0 cOOO AaAaAn E:!:m";
D00 oot aaoa g8oa £ link down
1 K] 5 T 8 11 13 15 17 13 21 23 25 26
~
3 Switch
EH_3 System Configuralion
~[E Basic Information (Acl Group Must Exist, and range in 1-99)
Szl (i T e T Service Type Management State Acl Group
User Management [ v [Enable w] 0
~[E Safe Management hitp Enable 1]
~[E SNTP Configuration snmp Enable 0
Current Configuration telnst Enable 0
Configuration File
~B File Upload Refresh) Apply Help
System Reset
I #{2 Port Configuration
] MAC Binding
EI{] MAC Filter
{0 VLAN Configuration
#{J SNMP Configuration
| = acL Configuration
{1 QOS Configuration
{7 IP Basic Configuration v
o o Eeso
i < >
Il #®100% ~
Ha paHHOM CTpaHuuUe HaxogsaTCs HaCTPOMKW, MO3BONsLInNe

agMUHUCTpaTopy rMOKO ynpaenAaTb AOCTYNOM K YMpaBAeHU0 KOMMYTaToOpoMm
(WEB, TELNET wnnn SNMP) Ha ocHoBe ACL (nuct ynpaeneHus goctynom)

Ectb

BO3MOXHOCTb

NOJTHOCTbIO

OTKNKOYNTb

KOMMYTaTOpOM OJ14 KOHKPETHOro Metoda ynpaBlieHus

SNMP).

paspeleHo n ACL ounbTpaumsi He NpMMeHsieTCs.

AoMuHucTpatop

MOXeT

YaCTU4YHO

3anpeTnuTb

ynpasneHune

(WEB, TELNET wnu
Mo ymonuaHuio ynpasreHWe C MOMOLLbO

KaXgoro wmetoaa

ynpasneHune

KOMMYTaTOpOM C NOMOLLbIO OQHOIo Ui HECKOJTbKUX MeTOoA0B, UCMOJ1b3YA ACL

dunsTpaumio.

Ona npumeneHua ACL dwunbTpauum Ans  KOHKPEeTHoOro meToaa
ynpaBneHus Heobxogumo BbibpaTb cam MeTOA B CrUCKe Service type, a 3aTem
BbIGpaTb ACL oT 1 go 99. NmaBHoe ycnosue — BbibpaHHbIi ACL gormkeH ObiTb

CO34aH 3apaHee.

O6paTl/ITe BHMUMaHWe, ecnm agMUHUCTPAaTOpP 3aKpoeT BO3MOXHOCTb

ynpaenaTb

KOMMYTaTtoOpoM
nepecrtaHeT ObITb 0OCTynHa.

no WEB,

aTa cTpaHuMua C HacTpoikamu
Torda MOXHO BOCMONbL30BaTLCA OPYrM

MEeTOZ0M ynpaBrieHus, Hanpumep depes Telnet unu SNMP.

SEC.RU
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11.3.5 SNTP Configuration (Hactpoika npoTokona CMHXpOHM3aLumn
BpPEMEHMN)

3 Managed Switch
= {3 Industrial Switch Mortoring
2) Industrial Switch Monitoning
%3 System Configuration
8 Basic Information

Server P Address 1
Server IP Address 2

) Serial Information Server P Address 3
E) User Management Time Interval (second) 1800
) Safe Management Tins Zone 800

) SNTP Configuration
) Jumbo Frame Configuration
) Save Current Configuration
B) Configuration File
) File Upload Refresh Apply
) System Reboot

() Port Configuration

(1 MAC Binding

&1 MAC Filter

{1 VLAN Configuration

%1 SNMP Configuration

%1 ACL Configuration

#(11 QOS Configuration

# (] IP Basic Configuration

%) AAA Configuration

%1 MSTP Configuration

%) IGMP SNOOPING Configuration

%1 GMRP Configuration

%] EAPS Configuration

%] RMON Configuration

%1 Cluster Management

% (11 ERPS Configuration

#(11 Log Management

Enable Status Disable v
Last Update Time

System Date Time 2020/01/01 00:04:42

Ha pgaHHon ctpaHnue WEB wmHTepdeica npenctaBneHbl HAaCTPOMKK
ANsi  CMHXPOHM3auuyW BPEMEHU KOMMyTaTopa C OOHWM W3 CEpPBEPOB C
ncnonb3oBaHnemM npotokona SNTP.

v" Server IP Address 1, Server IP Address 1, Server IP Address 1 —
nona pgns ykasanus |IP agpecoB cepBepoB, C koTopbiMu Gyaet
NPOBOAMTCS CUHXPOHU3aUUS.

v' Time Interval — uHTepBan cuMHXpoHM3auum B cek. o ymomnyaHuo
3HadeHue — 1800 cek.

v" Time Zone — BbIGOp YacoBoro nosica.

Refresh — 06HOBUTb 3HaYeHUNA A1t OOHOBNSAEMbIX MONemn

Apply — NpUHATL HACTPOWKU.
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11.3.6 Jumbo Frame Configuration (Beibop paszmepa ansa Jumbo
nakeToB)

ation

3 Managed Switch

1N Industrial Switch Monitoring
s B e Gy Jumbo Frame Bytes [z Joszems

3 System Configuration =
[B) Basic Information

erial Information Refresh| [ Apply Help

ser Management

afe Management

NTP Configuration

Jumbo Frame Configuration

ave Current Configuration

#{1] Port Configuration
{1 MAC Binding

%] MAC Filter

(] VLAN Configuration

£ SNMP Configuration
() ACL Configuration
#{) QOS Configuration
#(] IP Basic Configuration
(] AAA Configuration
#(] MSTP Configuration
(3 IGMP SNOOPING Configuration
(] GMRP Configuration
#{) EAPS Configuration
E{] RMON Configuration
# (7 Cluster Management
#(] ERPS Configuration
#(1 Log Management

Ha panHown cTtpanmue WEB wuwHTepderica Haxogutca none Ans
ykasaHus pasmepa obpabaTtbiBaeMbIx NaKeToB.

Mpu paboTte ¢ mynbTukacT Tpadukom (Hanpumep, HDMI no Ethernet)
peKoOMeHAyeTCs BbICTABNATbL 3Ha4YeHne He meHee 10240 banT.

v" Jumbo Frame Bytes — none B KOTOpPOM 3agaeTcs pasmep
obpabaTbiBaembix NakeToB. [OCTynHble 3HayYeHWe B puana3oHe OT
1522 no 16383 bawnt. 3HayeHne no ymonyaHuio — 1522,

Refresh — 0OHOBUTbL 3Ha4YeHUS A9 OOHOBNAEMbIX Nofnen

Apply — NPUHATL HACTPONKMN.
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11.3.7 Current Configuration (lMpocMoTp TeKyLliein KoHduUrypaumm)

Gl & hitp://192.168.0.1/ L~ Be| @ switch
2 4 6 B 10 12 14 46 18 20 22 24 a link
Oood dadod o .:;:sa:;
oot o0 oo 8860
1.3 5 7T 9 11 13 165 17 19 21 23 25 26 1 link down
. ~ ~
‘3 Switch Current Configuration File
EH4 System Configuration Save Help
‘B Basic Information !
a 5 username admin enc-password €€8 BE =3 (£ ER4E privilege
Senal Information h P = priviieg
User Management vlan database
Safe Management !
spanning-tree mst configuration
SNTP Configuration 1
Current Configuration ir!lsrface viani
J B ip address 192.1668.0.1/24
Configuration File ipvé address fe80:-2a7-c1#-fed3c501/64
‘Bl File Upload !
4 interface ge1/1
System Reset |
I| {1 Port Configuration interface ge1/2
1
[E:) B
UE RS iy interface ge1/3
MAC Filter 1
#{7] VLAN Configuration i”'EﬁaEe gell4
| #{] SNMP Configuration interface ge/5
#{] ACL Configuration !
#{] QOS Configuration ;nlerface gells
E{] |P Basic Configuration | interface ge1/7
BT AAA PamFniemtine ! v
W < > interface ge1/8
| H100% ~

Ha sTton cTpaHuue MOXHO MNpPOCMOTPETb TEKYLUY KOHMUrypaumio
KOMMYyTaTopa B BuAe TEKCTOBOW MHopmauun. KHornka Save (coxpaHuTb)
MO3BONNT COXPaHUTb TEKYLLUyl0 KOHMUrypauuio KoMMmyTaTopa B MamsATb
KoMMyTaTopa.

Mockonbky 3anuchk dparna TpebyeT ypaneHus/zanvcn Ha FLASH
namaTb KOMMyTaTopa, onepaums MOXeT 3aHATb OonpeAefnieHHoe BpeMms.
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11.3.8 Configuration file (CtapToBasa koHdurypauus, coxpaHeHue chainna
C HacTpownkamm)

(gl © heto://192.168.0.1/ & Switch

10 12 14 16

(s s
aon
n 15

18 20 2 4
o ]
s 1 e Y s oo oo}

17 19 2 B 25 26

1 linkup
g disable
21 link down

N
oD O~
ol O =
B D=

S Switch Configuration File

Eﬁ System Configuration {Delete the Configuration File or Download the Configuration File to your local computer)
Basic Infermatien Downicad Delete Help
Serial Information

User Management

Safe Management
SNTP Configuration
Current Configuration
Configuration File

File Upload

System Reset

#{ ] Port Configuration

“_] MAC Binding

51 MAC Filter

#{ ] VLAN Configuration

#{ ] SNMP Configuration

5 {1 ACL Configuration

t{] QOS Configuration

#{] IP Basic Configuration

T T T T

AT AAR P anBoention

N < >
il #100% ~

CrapTtoBasa koHurypaums npencrasnset cobow dann, 3anncaHHbIN
Bo FLASH namsatn kommyTtaTtopa. Korga kommyTtatop 3anyckaeTcsa U He
HaxoOMWT 3anucaHHbI paHee ann KoHdurypaumm Bo FLASH namatw,
YCTPONCTBO UCMOMb3yeT dann ¢ HacTponkamu no ymonydanuio (default).

KHonka Delete (yoanuTb) No3BoNsdeT Bbl3BaTb AMAnoroBoe OKHO, rae
OyneT npeanoxeHo ypanutb Tekywun dann KoHdurypauum w3 FLASH
namatn. Ecnu Bbl nepegymanu 310 fgenatb, Haxmute kHomky Cancel
(oT™meHa).

KHonka Download (ckadvMBaHue) uWCMonNb3yeTcs QAnd CcKayMBaHus
KoHdurypaumoHHoro danna Ha K n3 namatn kommyTtatopa. B guanorosom
okHe Bblbepute SAVE (coxpaHuTb), a 3aTem nyTb K Katanory ¢ darnnamm
KoHGurypaumu. Mo ymonyaHuo nva danna switch.cfg
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11.3.9 File Upload (3arpy3ka danna ¢ HacTponkamu B KOMMyTaTop)

Sl @ httpi//192.168.0.1/

2 C || & switch
2 4 L] 8 10 12 14 18 12 20 22 24 -
DoOGB OOGA AO0n o e
Oodh o0 aooo 8888 B link down
1 3 5 7 9 11 13 15 17 19 21 23 25 26
~
3 Switch File Upload
By System Configuration (Upload the Configuration File or Firmware File from your local computer to the switch)
Basic Information
Serial Information Attention: o ‘
Uservamsgoment | 112 e
Safe Management Do not interrupt the upload at anytime as this may corrupt the Firmware or Configuration and Potentially
SNTP Configuration Crash the System
Current Configuration T Upload Help
Canfiguration File
File Upload
System Reset
| E{1 Port Configuration
B{] MAC Binding
B MAC Filter
B{] VLAN Configuration
E{] SNMP Configuration
| B{] ACL Configuration
B{] QOS Configuration
B{] IP Basic Configuration
B AR R B i
i< >
il #100% ~

Ha aton cTpaHuue npeacraBneHa BO3MOXHOCTb ANSA 3arpy3ku paHee
CO3[laHHbIX (hannoB KOHMUrypaumm B namaTb KOMMyTaTopa.

HaxmuTte kHonky Path (nyTb), 4TOObl BbIOpaTb HYXHbIM hann C
KoHdurypauuen Ha [MK. [danee, nocne BbiGopa Heobxogumoro anna
HaxxmuTe kHonky Upload (3arpy3auTb). ®ainn gormkeH UMeTb paclumpeHue .cfg

Ecnu y Bac ecTb panin npowwmBkn kommytatopa (Firmware File), To
npyM HeobXoAMMOCTM €ero TaKkke MOXHO 3arpy3uTb. Panmn [omKeH UMEeTb
paclumpeHue .img

Bo Bpema 3arpysks panna KoHdurypaumm B NamsaTb
KoMMyTatopa He nepexoauTe Ha apyrue ctpaHuubl WEB uHTepdeiica, He
nepesarpyxamnte u He OTKIHOYANTE KOMMYyTaTop, MHa4ye HacTponku OyayT
3anucaHbl ¢ owunbkamn, 4YTO MOXET MnoBfeyb 3a cobon cbom B paboTe
KOMMyTaTopa.
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11.3.10 System reset (lMepe3arpy3ka kommyTaTopa)

& http://192.168.0.1/ 2 C | @ switch
1

1 linkup
i disable
[a]

link down

DD~

OooOo O
I‘é‘lﬂﬂﬂﬂ = I oo}

11 13 15 17 18 21 23 25 28

3 Switch System Reset
E{y System Configuration Reset Help
~El Basic Information

Serial Information
User Management
Safe Management
SNTP Configuration
Current Configuration
Configuration File
File Upload

System Reset

B Port Configuration
®{1] MAC Binding

B MAC Filter

{1 VLAN Configuration
B{] SNMP Configuration
[
[
[
E

b W

{1 ACL Configuration
(1 QoS Configuration
{1 IP Basic Configuration v

L ARA B Fireeerenbies

< >

Ul #100% ~

Ha paHHon cTtpaHuue WEB unHTepderica MOXeT ObiTb npousBedeHa
nepesarpyska KommyTtatopa. [Ons 3TOro Haxmute KHOMKy Reset
(nepesarpyska). B nosiBuBiemMcs AnanoroBoM OKHE MOATBepauTe CBOE
pencteue kHonkor OK umnnm oTMeHUTe ero ¢ nomollbio KHomku Cancel
(oT™meHa).
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11.4 Port configuration (KoHdurypmpoBaHue nopToB)

11.4.1 Common configuration (Ba3oBasa koHdUrypaLmsa NnopToB)

Ha aTon cTpaHuubl npeacTtaBneHa MHGoOpMauusa MO Kaxaomy K3
nopToB kKOMMyTaTopa. [onb3oBaTenb MOXET MEHATb CKOPOCTb, BKIKOYATb WK
OTKMYaTb TOT UMW MHOW NMOPT, NpocMaTpuBaTh 6a30By0 MHOpMaUMIO.

[lns HacCTpoOMKM KOHKpPEeTHOro nopTa HeobGxoaumo BblIOpaTb ero
Has3BaHMe K3 Bbinagarolero cnucka. Mo ymonyaHuio Bce MOpTbl BKIOYEHbI
(UP), 4TtOGbl BbIKNIOYMTL MNOPT Heobxogumo BbiGpaTe nyHKT DOWN
(BBIKIIOYMTB) Y NPUMEHUTL U3MEHEHUS KHOMKOW Apply (NPpUHATB).

Takum e obpa3om BbIGMpaeTca W 3HA4YeHUS CKOpPOCTM And
BblOpaHHOro nopta. Ecnn ana  kakoro-nmbo nopTta BbiGpate Full-10
(Ckopocmb nepedayu 10 Mbum/c, dyrinekc), TO NOPT NEPEKITIOYUTCH B PEXKUM
yBeNMYEeHs fanbHOCTU nepegayn curHanos oo 250M. Takke nopTel MaTpuLbl
CMOCOOHbI aBTOMaTUYEeCKN NEPEXOAUTb B ITOT PEXMM MPU MOLKIOYEHUM K
nnHum gnmvHon 100-250m, obmeH aaHHbIMK nNogaepxuBaeTtcst Tonbko ¢ Uplink

noptamu.

Bce nsmeHeHns HeobxoamMMo coxpaHaTb KHonkon Apply (MpuHATL).
KHonka Refresh (06HOBWTL) OBHOBUT 3HAYEHUSA HACTPOEK ANs MOPTOB
Ha JaHHOW CTpaHuLe.

& http://192.168.0.1/

link up
disable

CED

link down

3 Switch
(] System Configuration
243 Port C

‘pon; | ndex: qunn Type: Unknown”MAC Address: ﬂﬂD(I.(Il]nﬂ.ﬂoDﬂ"Descripﬂon:‘

Common Configuratio
Port Statistics

Flow Control
Broadcast Storm

Port Ratelimit
Protected Port

Learn Limit

Port Trunking

Mirror
DDM

L L L R (T [ )

[state:

=]

|[set Rate:

[ [rorotezotiare v

Refresh

Apply Help

Port Name

Admin State

Oper State

Bandwidth

VLAN Mode

Default VLAN

geli

Down

Unknown

Access

1

geli2

Down

Unknown

Access

geli3

Down

Unknown

Access

gelid

Down

Unknown

Access

gelis

Down

Unknown

Access

(1 MAC Binding
{3 MAC Filter
{1 VLAN G

gells

Up

Full-1000 Mbps

Access

geli™

Down

Unknown

Access

gelid

Down

Unknown

Access

ge1/3

Down

Unknown

Access

{3 ACL Cor

ge1/10

Down

Unknown

Access

(1 QOS Confi

gel/11

Down

Unknown

Access

L
&
e
(] SNMP Config
[+
[+
.

I Bia

gel/12

Down

Unknown

Access

ge1/13

Down

Unknown

Access

#100% ~

~

v
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11.4.2 Port statistics (CtaTuctuka paboTbl NOpTOB)

(Gl 2 hitp://192.168.0.1/ 0~ Ba | & switch
2 4 6 B 10 12 14 6 18 20 2 M al link
OO0 Ao Aannn .x;:aabl_;
oo 0 o000 anono 0068 .
1.3 5 7 % 11 13 15 17 18 2 22 25 2% B link down
) N ~
&) SiEn Port Statistics Information
{1 System C
3 Port Configuration Port:
Common Configuratio
~E] Port Statistics [Port Statistics Information
Flow Control Received Total Bytes 0 Received Unicast Packets 0
“B Broadcast Storm (finOctets) Num (finUcastPkts)
Port Ratelimit Received Non-Unicast 0 Received Discard Packets 0
Protected Port Packets Num (ifinNUcastPkts) [Num (ifinDiscards)
- rotecte: "o
Learn Limit Received Error Packets Num || pacf;:e"“:m Unkomwn Protocol |
~Bl Port Trunking (finErrors) [lifinunknownProtos)
| Mirror Send Total Bytes Send Unicast Packets Num
0 0
~E DDM Information (fOutOctets) [(fOutUcastPkts)
{1 MAC Binding Send Non-Unicast Packsts || ~Send Discard Packets Num | ¢
1 MAC Fil [Num (ifQutNUcastPkts) lifoutbiscards)
liter
Send Error Packets Num
I {1 VLAN Configuration o| limouEmors 0
SNMP Configurati
(_:‘ YR Refresh Help (¥
< >
#100% +

Ha aTon cTpaHuue npeacTaBneHa cBogHasa MHgopmauusa no pabote
noptoB. [ns Bblbopa KOHKPETHOrO MOpTa BOCMOMb3yMTEChb BbiNagatroLem
mMeHio Port (nopt). B Tabnuue Hwke oTobpasuTca BCSA  AOCTynHas
WHopmauuns:

Received Total Bytes (konnyectBo NpuHATLIX 6anT);

Received Non-Unicast Packets Num (Konu4ecTBO MPUHATBIX «He

Unicast» nakeToB);

Received Error Packets Num (KOnuM4ecTBO MNPUHATBIX MakeToB C

OLUMGBKOW);

- Send Total Bytes (konnm4ecTBO OTNpPaBreHHbIX 6anT);

- Send Non-Unicast Packets Num (konn4ecTBO OTMpaBfeHHbIX «He
Unicast» nakeToB);

- Send Error Packets Num (konuyecTBO OTMNpaBMnEeHHbIX C OLNOKON

NnakeToB);

Received Unicast Packets Num (konmnyectBo nony4yeHHbix Unicast

NnakeToB);
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- Received Discard Packets Num (KonnyecTtBo «OpOMHYTbIX» MakeToB
npw Nony4YeHum);

- Received Unknown Protocol Packets Num (konimd4ecTBO MOMyY€HHbIX
NakeToB C HEM3BECTHBLIM MPOTOKOSIOM Nepeaayn);

- Send Unicast Packets Num (konuyecTBO oTnpaBneHHbIXx Unicast
nakeToB);

- Send Discard Packets Num (konmnyectBo OoTOpachiBaeMbix NakeToB

npw oTnpaBeke).

11.4.3 Flow Control (ynpaBneHMe NnOTOKOM AJisi NOPTOB)

HdaHHas cTpaHuua nossondeT HacTtpauBaTb (yHkumio Flow Control
(ynpaBneHue NOTOKOM) Ansi KOHKPETHOro nopTa.

Ytobbl BkMOUMTE  unu  otkmountb  Flow  Control  Bbibepute
KOHKPETHbIN MOPT M3 BbiNagatoLwero MeHio, a 3atem coctosHue ON (BKM) vnm
OFF (Bbikn.)

[aHHaa HacTponka MOXeT BbINOMHATLCA Afs OTnpaBkM W Ans
nosnyyYeHns NakeTos.

Bce nsmeHeHua noaresepxgarotcsa kHonkon Apply (MpuHATB).

&3 @ hitp://1921680.1/ 2| @ switch
2 4 € 8 10 12 14 18 18 20 22 24 -
CoOn cBaan aaan ] ke
OO0 d o000 oo 008 O link down
1 3 5 T 9 1M 13 15 7 139 21 23 25 26
A A
(3 Switch Flow Control
{7 System Configuration
=H23 Port Configuration Port:
Common Configuratio
Port Statistics ‘ Flow Control ”
Flow Control
Broadeast Storm Refresh Apply Help
Port Ratelimit Port Name Flow Control State
Protected Port el of
Leamn Limit 31 of
Port Trunking 10 of
| b gelld off
DDM Information gells Off
{1 MAC Binding 3ell6 Off
{7 MAC Filter ellT or
| B VLAN Configuration gelld Off
#{] SNMP Configuration 36119 off v
< > ge1/10 Off
http://102.168.0.1fs/doc/protected/FlowControl htm #100% -

50

(( )) SEC.RU KopoTkuit nyTk K nHchopmaLmnm CkauaHo c sec.ru




11.4.4 Broadcast storm control (ynpaBneHue 3awmton ot Broadcast storm)

(Gl € htte://192.168.0.1/ B¢ | & switch
2 4 6 8 10 1z 14 16 18 20 22 24 & ink
OO0 adadad dodh -(;12;
OO0 aAoon oooo 8800 y
13 5 7 9 11 13 15 17 19 21 23 25 26 1 link down
. ~ ~
3 Switch Broadcast Storm Control
*{] System Configuration
-3 Port Configuration Port:
Common Configuratio
Port Statistics Broadcast Suppression Broadcast Ratelimit o (1-1024000 kbps)
Flow Control Multicast Suppression Multicast Ratelimit 0 (1-1024000 kbps)
Broadcast Storm
Port Ratelimit DLF Suppression DLF Ratelimit o (1-1024000 kbps)
~El Protected Port Refresh| Apply Help
Learn Limit Port Broadcast || Broadcast Ratelimit Mullicast || Multicast Ratelimit DLF DLF Ratelimit
~8 Port Trunking Name Suppression (kbps) Suppression (kbps) Suppression (kbps)
i Mirror gelil Off 64 Off 64 Off 64
DDM Information ge1i2 Off 64 Off 64 Off 64
*{_] MAC Binding gel/d Off 64 Off 64 Off 64
H1 MAC Filter el of o4 ot 64 of B4
#{] VLAN Cor i gel/5 Off 64 Off 64 Off 64
| *_] SNMP Configuration v gel/6 Off 64 Off 64 Off 64
< > gelil Off 64 Off 64 Off 64 ©
H100% ~

Ha gaHHOM CcTpaHuMLe HaXOAsTCst HACTPOMKM, MO3BONSAIOLLME BKIIOYNTD
WUNN  BBIKMIOYUTD  3alUMTY OT BRUSAHMSA  LUMpoKoBelwaTenbHblix  (Multicast)
naketoB 1 DLF nakeToB Ha nepefaBaeMblin/nonyyaemMblin Tpaduk.

B Bbinagatowem cnucke PORT (nopT) Bbibepute He0OXoaMMbIN NopT,
BkMounTe mnn BolknounTe (ON unu OFF) 3awuTy Ons KOHKpeTHOoro Buaa
naketoB Broadcast, Multicast nnu DLF. Takke MOXHO 3agaTb CKOPOCTb B
Kbut/c ons koHkpeTHoro Buaa naketoB. DLF m Multicast ckopocTu OOmKHbI
ObITb OAMHAKOBLIMMU.

Refresh — 06HOBUTb 3HaYeHUNA ANt OOHOBNSAEMbIX MONen

Apply — NpYHATE HACTPONKMK.
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11.4.5 Port Rate Limit (OrpaHM4yeHMe NPonycKHOW CNOCOGHOCTM Ha

nopTax)

Gl & hitp://192.168.0.1/

Common Configuratio
Port Statistics

Flow Control
Broadcast Storm

Port Ratelimit
Protected Port

2 4 6 8 -
AOAD ARAA AANDA E(‘;‘_‘":’
OO0 0 A0 AoAa 000 ave
1 3 &6 7 8 11 13 15 17 18 2 23 25 28 1 link down
. ~

3 Switch Port Rate Limit

*{1 System Configuration

13 Port Configuration Port:

Send Packets Rate Control kbps (1-1024000)
Receive Packets Rate Control Kkbps {1-1024000)

Refresh Apply

Cancel (Cancel Send Packets Rate Control)

Cancel (Cancel Receive Packets Rate Control)

Help

Receive Packets Rate

Port Name H Send Packets Rate H

Learn Limit ‘Control (kbps) Control (kbps)
Port Trunking

Mirror

DDM Information

*{1 MAC Binding

2] MAC Filter

*{_1 VLAN Configuration

#(] SNMP Configuration

< >

(o (9 () (9 () (9 () (0% () (i

H100% ~

Ha paHHOW CcTpaHuue MOXHO T[MBKO orpaHuumBaTb CKOPOCTb
npvema/nepegayn naketoB Ha BblibpaHHOM nopTe. [ng atoro Beibepute NopT
B BbiNagawowem cnvucke PORT, a 3atem ykaxuTe 3HadyeHune B Kbut/c ans
ckopocTu nepefayvn gaHHbix (Send Packets Rate Control) n ans ckopocTtu
npuema gaHHbiX (Receive Packets Rate Control).

[na npMMeHeHnsa HacTPOeK HaxXMuTe KHomKy Apply (MPUHATB).
[nsi OTMEHbI OrpaHNYeHns NPOMYCKHOM CMOCOBHOCTM HaxxMuTe KHonky Cancel

(oT™meHa).

Refresh — 06HOBUTL 3Ha4YeHNs Anst 0OHOBMASIEMbIX Nonen
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11.4.6 Protected Port (3awuTta nopToB)

L2 G © hiipyi102.168.0.0/

£ - 2a | & swich

2 4 6 B 10 12 14 16 18 20 2 24 i
A A0 AAAA ANAA ot
Ooa0 oo aooo 8o -
i3 5 7 8 1 42 15 47 18 21 23 25 26 1 link down
~ ~
‘3 Switch Protected Port
{7 System Configuration
B3 Port ZafreeieT Port Name Is Protected Port
Commen Configuratio g gelnt No
Port Statistics =] geli2 No
Flow Control | geli3 No
Broadcast Storm ] gelid No
Port Ratelimit ] Ge /s No
Protected Port W] 9ol No
Learn Limit
Port Trunking = gell? No
l Mirror 0 gel/8 No
DOM Information B geli9 No
E{] MAC Binding | ge1/10 No
E{] MAC Filter ] gel/11 No
E{] VLAN Configuration 0 ge1/12 No
| 91 SNMP Configuration Y 0 a3 No v
< > [ PRTY] M,
#100% ~
Ha AOaHHOW CTpaHuue MOXHO Bbl6paTb nopT, KOTOpPbIN 6yp,eT

M30MMPOBaH OT APYIuX.

V|30ﬂMpOBaHHbIIZ NnopT HE MOXET obMeHMBaTbCSA AaHHLIMU C aopyrumum

M30TIMPOBAHHBIMU NOPTaMW.

M3onvMpoBaHHbI NOPT MOXET OOMEHMBATbCA [AaHHbIMW TOMbKO C
HEM30MMpPOBaHHbIM NOPTOM/NOPTaMMU.

Protected Port — nsonuposaTtb nopt

Unprotected Port — cHATb n3onaumio nopta

Refresh — 0OHOBUTbL 3Ha4YeHUS A9 OOHOBNAEMbIX Nofnen

SEC.RU KopoTkuii nyTb K MHcbopmaLmm
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11.4.7 Learn limit (OrpaHn4yeHne MmakcumanbHoro konumyectsa MAC ans
paboTbl)

Ha paHHow cTpaHuue WEB nHTepdenca npegctaBneHa BO3MOXHOCTb
ynpaBneHna MakcumanbHbiM konndectBom MAC agpecoB, € KOTOpPbIMU
cnocobeH paboTaTb nopT. Mo ymonyaHuio aTo 3Ha4eHme paBHo 8191.

[Ona unameHeHnss 3TOro 3HadeHus BbibepuTe NOPT B BbiNagawoLllem
MeHto Port (nopT), a 3aTtem B cTpoke MAC Address Num Able to Learn (makc.
konnyectso MAC agpecoB) yKaXute CBOE 3Ha4eHue.

[N NpUMEHEHNA HacTPOeK UCMoSb3yinTe KHOMKy Apply (MPUHATD),

Ons oTmeHbl — Cancel Limit (OTMEHUTb MUMKT).

LY E & rip//1921680.1/ B[ & switch
K 4 6 k) 0 12 14 16 18 20 22 24 -
OAOd AdAA AAdA E";"ml';
oot oot Aot g8 £ link down
1 3 5 T ] 1 13 15 17 19 21 23 25 28
A A
K Switch Learn Limit
[¥{] System Configuration
[=“3 Port Configuration Port:
Common Configuration
Port Statistics MAC Address Num Able ToLeams0  |f0-8191)
Flow Control
Broadeast Storm Refresh ADD“’ Cancel Limit He\p
‘B Port Ratelimit Port Name MAC Address Num Able To Learn
l ‘B Protected Port gel/l 8191
‘B Learn Limit gel2 8191
| B Port Trunking geli3 8191
i Mirror gelld 8191
DDM Information gells 8191
[#{] MAC Binding gel/s 8191
[0 MAC Filter geti 8191
[#{J VLAN Configuration gelld 8191
I s Configuration getis 8191
= 5 ge1i10 5191 v
H100% <
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11.4.8 Port trunking (KoHdurypupoBaHue trunk’oB)

3 hiip://192.1680.1 P-28] & swich
R EEEEEEE
OO0 AABG ABAn e
o0 enco aace we 2 e
~ ~
4 Switch
®(] System Configuration
=3 Port Configuration Trunk Group ID Trunk Method Able Config Port Member Port
B Common Configuratio ]
] Port Statistics Al
El Flow Control
Bl Broadeast Storm
E) Port Ratelimit
B Protected Port
B Learn Limit Create Trunk Group
<) T Member Por =
I B Mirror Y =
E) DOM informaion Set Trunk Method Unmember Port <=
€] MAC Binding
%] MAC Filter Delete trunk Group
%) VLAN Configuration
(] SNMP Configuration ™ N
< >

H100% -

Ha gaHHOM cTpaHuue npeacTaBreHbl HAaCTPOMKWM AN KOHdMrypauum
Trunk nopTos.

Bbl MoxeTe 06beaAnHATL UX B TPYNMbI (arpernpoBaHne), HasHavaTtb |D
Ans nopTa, MeHATb cnocob Beibopa Trunk u TA4.

Ytobbl cospgatb trunk And nopta MNu U3MEHWTb CyLUEeCTBYHOLLMN
Heobxoammo BoeibpaTth ID ot 1 go 3. Ytobbl cosgaTe trunk rpynny Beibepute
COOTBETCTBYIOLWUA MAEHTUMUKATOP U Haxmute kHormky Trunk ID Settings
(Hactpovika ID pgna trunk). [Ons HacTpomkm MeToda TpaHKUHra MopToB
BblbepuTe U3 BbiNagaroLwero Cnvcka HeobXOOUMBI U HaKMUTE Ha KHOMKY
Polymerization Settings.

Ona ypaneHusa cywecTsyowen rpynnbl trunk MCNonb3ynTe KHOMKY
Delete trunk group (yaanutb trunk rpynny).

B npouecce HacTpolku, No KpawmHen mepe oauH trunk gormkeH ObiTb
ycTaHoBneH, 4tobbl Polymerization Settings Bctynunu B cuny. BbibpaHHble
MeToabl co3faHusa Trunk’oB NPUMEHSIOTCA KO BCEM rpynnam.

KommyTatop nossonsetr wucnonb3oBaTb TpU MeToda CO34aHus
trunk’os:

- MeTopg, ocHoBaHHbIN Ha ncxogHom MAC agpece;
- MeTog, ocHoBaHHbI Ha MAC agpece HasHa4yeHus;
- MeTopg, ocHOBaHHbLIN Kak Ha ucxogHom MAC, Tak n Ha MAC agpece

HasHa4veHus.

KommyTaTtop nogaepxusaet Makcumym 3 rpynnbl trunk’os. Trunkl u
Trunk2 He moryT cosgaBaTb trunk 3 rurabutHbix noptoB. Trunk3 moxeT
06beanHATbL MakcumMyM 2 rurabuTtHblix nopTta. MeTon arpervpoBaHus 06LLMIA
ans Bcex trunk’oB.
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11.4.9 Mirror (3epkanupoBaHue NOPTOB)

Ha paHHOW  cTpaHuue  npeacTaBrneHbl  BO3MOXHOCTM  ANS
3epkanupoBaHusa (mirroring) noptoB. Bbibupaetca oguH nopt (Mirror Port)
KoTopbln Byaet pgybnuposaTb TpaduKk ApYyrux MOPTOB, YKa3aHHbIX B
HaCTpoOWKax 3epKanmpoBaHus.

Bbibepute nopT (nopT-3epkano), KoTtopbin OygeT AybnvpoBaTtb
Tpaduk apyrnx nopTos;

- Bbibepute nopthl, Tpaduk koTopbIX Byaet oybnvpoBaTbCst Ha MOpPT-
3epkano;

- Bbibepute, kaknme mmeHHO nakeTbl OygoyT AybnupoBaTbCcA Ha MOpT-
3epkano B Bbinagawouwem MeHw Mirror Direction (RECEIVE -
nonyvyaemsle naketol, TRANSMIT — oTnpaBnsemble naketsl, BOTH —
nonyyaemsie n otnpasnsemMsle naketsl, NOT_RECEIVE — oTmeHsieT
aybnvposaHne nony4yaembix nakeToB Ha nopT-3epkaro,
NOT_TRANSMIT — oTmeHseT gybnvpoBaHue oTnpasnsemMbiX NakeToB
Ha nopT-3epkano, NEITHER — oTmeHsieT gybnuposaHune kaknx nmbo
nakeToB Ha NopT-3epKaro);

- PesynbtaTbl 6yayT oToGpaxeHbl B none Mirror Config Info

il © hitp://192168.0.1/ £~ BC | @ swich
2 4 13 & 10 12 14 1§ 18 20 22 24 ﬂ link
OooO0 OO0 d a0 n .:;;abil’;
OO0 0 D0 d oo 0 G068 "
1 3 5 7 ® 11 13 15 47 18 2 2 25 26 1 link down
~ ~
witc) ort Mirror Configuration
A Switch Port Mi Confi ti
B (] System Configuration
=43 Port Configuration Mirror Port Able Config Mimrored Ports | Mirror Direction Mirror Config Info
B Commen Configuratio zel/1
B Port Statistics :ei-g A
B Flow Control e
B Broadcast Storm 291-2
i gel,
B Pon Ratelimit .
B Protected Port 2e1/8
L= . £1/9
[ Learn Limit 51710
b Port Trunking ze1/11
" ge1/12
B DDM Information (Mirror port name like: ge1/1) |1 /14
E{] MAC Binding g'-‘i :;
ge1/
B {1 MAC Filter £e1/17
B (] VLAN Configuration ge1/18
fl y v ze1/19
{1 SNMP Configuration £21/20 v
< > gel/21
#100% -
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11.4.10 DDM Information (MHcbopmauma o noaknroUY€HHbIX SFP moaynsax)

Ha pgaHHom cTpaHnue WEB  wHTepdbeiica  npeacraBneHa
amarHoctuyeckas — MHdpopmaums, KOTOPYHO ~ MOXHO  MOofyYnTb  OT
ycTaHoBneHHoro moaynst SFP, nogaepxusatowero pyHkumo DDM.

i Managed Switch
L1 Industrial Switch Mondoring
%1 System Configuration
=23 Pon Configuration
8 Common Configuration
2 Pont Statstcs
) Flow Control
) Broadcast Storm
B Port Ratelmit
B Protected Port
B Leam Limt
B Port Trunking
B Maror
& DDM information
#{J MAC Binding
% (] MAC Filter
% VLAN Configuration
# (1 SNMP Configuration

# {1 ACL Configuration
#{1QOS Configuration

1 IP Basic Configuration

# () AAA Configuration

) MSTP Configuration

% 1 IGMP SNOOPING Configuration
# () GMRP Configuration

# 1 EAPS Configuration

% I RMON Configuration

# 1 Cluster Management

% 1 ERPS Configuration

%1 Log Management

11. 4.11 Cable Diagnosis (lTpoBepka kabens)

®yHkuma Cable Diagnosis (lMpoBepka kabenst) 4OCTyNHa TOMbKO ANst
MedHbIX kabenen, CcOBMECTMMbIX €O cTaHgaptom 10/100/1000BaseT.
NHCTpyMeHT nossonseT onpeaenutb AnvHy kabens (ToyHocTb okono 5%), ero
cocTosiHMe. MakcumanbHast anvHa npoBepsieMoro kabenss He 6Gonee 100m
(mpn nonbiTke npoBepuTb Gonee ANWHHBIN kabenb OydeT BbLIBOAUTHCA
coobuweHne o6 owubke B pesynbTax TecTUpoBaHus). TecTupoBaHue
NPOBOANTCS ANA KaXK4oW napbl B kabene B OTAENbHOCTY.

Open — 03Ha4yaeT, YTo OTBETHas YacTb NpoBepsieMoro kabens He Nodkno4YeHa
Kyaa-nvbo, npu aToMm 0GXKMMKa U LLeNOCTHOCTb Wi B Nopsiake.

Linedriver — o03HayaeT, 4TO OTBeTHasi 4acTb npoBepsieMoro kabens
NnoaKmnioyYeHa K CeTeBOMY YCTPOMCTBY, a OGXMMKa M LENOCTHOCTb XU B
nopsiake.

Short — 03HayaeT, 4To NPOBOAA B BbiGpaHHON Nape 3aKOpOYeHbI.
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TGk 06HOEATS Google Chrome, kyxHa Windows 10 wni Gonee nozawelt sepcun. Y 8ac ycranoenena Windows 7.

BPDD

= Cable Diagnosis
() Industrial Switch Monitoring
{1 System Configuration ;
=3 Port Configuration Port: | ge1/8 v Diagnosis Help
) Common Configuration
B Pont Statistics por:
[ Flow Control
) Broadcast Storm
B Port Ratelimit
[ Protected Port

Ecnun no kakon-nmbo npununHe cdyHkums Cable Diagnosis otcytcTtByeT B WEB
UHTeperica kommyTaTopa — 0GHOBWTE NPOLLUMBKY 40 NOCNEeAHER OCTYMHON.

11.5 MAC binding (npuBsaska MAC agpeca)
11.5.1 MAC binding configuration (Hactponka npussku MAC agpecoB)

HaHHaa cTpaHuua npegocTaBnseT BO3MOXHOCTb npuBaskn MAC
agpeca k nopty (MAC Adress) unu k VLAN (VLAN ID).

Bce u3meHeHMs Ha cTpaHuue MOATBepXAarTcs KHomkonm Apply
(MpuHATBE), ecnn NpMBA3KY HEOBXOOUMO yaanuTb UCMOnb3ynTe KHoMKy Delete
(Ypanutb), kHonka Select all (BbibpaTb BCe) MO3BONMT yAanuTb cpasy Bce
NPUBS3KN, HACTPOEHHbIE paHee.

LI & hipyn921680. 2o
s

O linkup
0o )
Y 1] @ disable

M 13 15 17 19 21 23 25 26 21 link down

DD~
oD D=
oD D=
- D=

3 Switch MAC Bind Configuration
{1 System Configuration
- PortC Port: v
3 MAC Binding
MAC Binding Cenfigu!
MAC Auto Binding
{1 MAC Filter (MAC Address Format: HHHH.HHHH_HHHH)
{3 VLAN Configuration
] SNMP Configuration [ MAC Address I VLANID ]
{1 ACL Configuration
{1 QOS Configuration
{1 IP Basic Configuration
{11 AAA Configuration
{11 MSTP Configuration
{1 IGMP SNOOPING Confi
1 GMRP Configuration
il . v
{1 EAPS Configuration

< >

MAC Address | | wianip|o |

Refresh Select-all Apply Delete Help

100% ~
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11.5.2 MAC Auto Bind (ABTomaTtuyeckasa npussaska MAC agpecoB)

=3 MAC Binding
£l MAC Binding Configu
) MAS Auto Binding

FLJ MAC Filter

FL1 VLAN Configuraton

%L1 SHMP Ganfiguration

|| 53 Act conturaion

| ©23 aos Canfguration

Il #3 IP Basic Configuration

1 AAA Configuration

“L1 MSTP Configuration

©LJ 1GMP SNOGPING Conf

#L GMRP Configuration

(3 EAPS Configuration

< >

3 hiie://1921680.1/ witch
T 48 1 mmEmw wmoE A
cooa anaa aocaa -""“‘F
oo Q00 9000 ¥Y a inkdon

n

<3 Switch B

3 System Configuration

w3 : Fort: | 7]

(The fist will display

v ically
then press apply to Ding Tose MaC A00resses to At port)

WAC Address

I VEANTD

Refresh

Selectall

Apply Help

%1008 -

Ha paHHOM cTpaHuue

HaxogaTcsa [daHHble 06 aBToMaTU4eckomn

npuesske MAC agpecos k nopTtam. NokasaHa gnHamuyeckas npmesaska MAC
agpecoB k noptam (MAC koTopble 6binv 3aHeceHbl B Tabnuuy MAC agpecos
KommyTaTtopa), a Takke K VLAN oTHocAwmMMCS K aTUM noptam. Bel moxeTte
BbiOpaTb OAHY W3 [OUHAMWYECKMX TMPUBA30K M KOHBEPTUPOBATb €e B
NOCTOSIHHYIO NpMBSA3KY (Static binding).
Bce HacTpolikM Ha JaHHOM CTpaHuLe noaTBep)KaatTcsa KHonkon Apply
(MpuHATL), ecnn 3anncb HeobxoAMMO yAanuTb UCMNonb3ynTe KHonky Delete
(Ypanutb), kHonka Select all (BbibpaTb BCe) MO3BONMT yAanuTb cpasy Bce

3anucu.

11.6 MAC Filter (bunbTp MAC apgpecoB)

11.6.1 MAC Filter Configuration (HacTtpomka counbTpa MAC agpecoB)

2 hitpy/192.168.0./

_po~
DD~
D De
DD~
“D D3
D D=
DDz
FL3-1

a ik
@ disable
O ink down

i Switch
{1 System Confguration
%1 Port Configuration
F) MAG Binding
3 MAC Fiter
1 MAC Fitler Configurat
Z1 MAC Auto Filter
%L VLAN Configuration
ke 1 SNMP Configuration
() ACL Configuration
|| =3 QoS Configuration
Il L 1P Bask Conbguration
E1 AAA Configuration
=1 MSTP Configuration
%11 IGMP SNOOPING Conf
{3 GMRP Configuration
| =0 eaps Configuraion
< >

port: | Y]

MAC Address |

(MAC Address Format: HHHHHHHHLHHI

| wanml

)

WAC Address

I VAN

Refresn|

Selectal

Apply

Detete Help
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HacTpovikn Ha 9aToM cCTpaHuue no3sonsawT dunetpaumio MAC
agpecoB ans noptoB. 3anmcu ¢ MAC agpecamu Ha 9TOM CTpaHuue
ucnonb3ytotcsa Ans Bxoaa B punetp MAC agpecos, a VLAN ID ucnonb3yeTtcs
anga ounetpauun MAC agpeca cooteTcTBytoLlen VLAN.

Bce HacTponku Ha gaHHON CcTpaHuLue NoATBepxaAalTCca KHomnkon Apply
(MpuHATL), ecnn 3anncb HeobxoAMMO yAanuTb UCNONb3ymTe KHOMKy Delete
(Ymanutb), kHonka Select all (BbiGpaTb BCe) NO3BONUT yAanuTb cpasy BCe
3anucu.

11.6.2 MAC Auto Filter (ABTomaTn4veckun dunbTp MAC agpecoB)

< |- EIETEET £ - B2 | & swich
2 4 & B 10 12 14 16 18 20 22 .
Coo0 acOn AaoAan I
o000 aoo0 aOooo o008 1 link down
13 6 71 89 11 13 15 7 19 21 23 26 26
~
‘3 Switch
(] System Configuration
E{] Port Configuration port:
(] MAC Binding
El'a MAC Filter (The list will display the MAC addresses and VLAN ID that the port has dynamically learned. You can select one or more items and
MAC Filter Configurat then press apply to filter those mac addresses from that port.)
MAC Auto Filter [ Il MAC Address Il VLAN ID
B VLAN Configuration
F{] SNMP Cenfiguration Refresh Select-all Apply Help

B ACL Configuration

{1 QOS Configuration

B IP Basic Configuration
{0 AAA Configuration

B{] MSTP Configuration

(] IGMP SNOOPING Confi
(] GMRP Configuration

Il &3 eaps Configuration ¥
< >

#100% -

3aecb npefcTaBneHbl AaHHble 06 aBTomMaTtmyeckon koHsepcun MAC
agpecos.

MokasaHa gmHamwunyeckas npusaska MAC agpecoB k noptam (MAC
KoTopble Oblnn 3aHeceHbl B Tabnuuy MAC agpecoB KOMMyTaTopa), a Takke K
VLAN OTHOCALIMMCS K 3TUM NMopTaMm.

Bbl mMoxeTe BbliOpaTb OOHY M MPUBHA30OK U KOHBEPTUpPOBaTb ee B
NOCTOSAHHYI0 NpuBA3KY (static binding) ana dpuneTpa MAC agpecos.

Bce HacTpounkun Ha JaHHOW CTpaHuLe NoATBepXAalTCs kKHomnkon Apply
(MpuHATL), ecnm 3anncb Heo6xoAMMO yAanuWTb UCMONb3ynTe KHOMKy Delete
(Ypanutb), kHomka Select all (BbiGpaTb BCe) NO3BONUT yAanuTb cpasy BCe
3anucum.
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11.7 VLAN Configuration (Hactpounka VLAN)
11.7.1 VLAN Information (mHcpopmauus o VLAN)

Ha aTton cTpaHuue npegctaBneHa MHGOpPMauus O CyLLEeCTBYIOLLNX
VLAN. [aHHble npegocTaBneHbl TONMbKO AOfs YTEHUS U He MOryT ObITb
M3MEHEHDbI.

WHdopmauma o Tekywen koHdpurypaumm VLAN BbibupaeTca B
BbiNagatroLLlemM MEHIO B NEBOM BEPXHEM YNy U BKMYaeT B cebs:

v" VID (VLAN ID);

v" VLAN Name (Umsa VLAN);

v/ State (cocTosiHME aKTUBHOE UMW HEAKTUBHOE);
v

Port member (noptbl — y4actHukn VLAN, MoryT BknovaTb B cebsi Kak

TerMpoBaHHble NopThl (t) U HeTerMpoBaHHble (U)).

B http://192.168.0.1/ R~ B | & switch
2 4 & & 10 12 14 16 18 20 22 24 & ik
OO0 0 AAA0 AbAn 5 gy
Odaod oo doddd 0860
i3 5 7 5 i1 13 15 47 18 21 I 25 2 0 link down
N ~
3 Switch VLAN Information
{1 System Configuration ~ N
(Note: The drop-down box displays all current VLANS. The list Displays up to 30 VLANS. If you select a VLAN in the drop-down box, the
1 Port Configuration list will show all VLANS greater than the selected VLAN but not more than 30 VLANs.)
{1 MAC Binding ] (t=tagged member, u=untagged member)
vlianl v
{1 MAC Filter [ent v]

VID VLAN Name State Port Member

[ulge /1 [ulge/2 [ulget/3 [ulge1/4 [ulge /5 [ulgel/6 [ulget/T [ulget/a (]
9e /9 [ulge /10 [ulge/11 [ulge1/12 [ulge/13 [ulge1/14 [ulge1/15 [ulgel/16
[ulge /17 [ulged/18 [ulget/ 1 [ulgel/20 [ulgel/21 [u]ge1/22 [ulgeli23 [u]
loe /24 [ulge/25 [ulge /26

‘3 VLAN Ci
B VLAN Information
-8l VLAN Configuration
. B VLAN Port Configurat
(3 SNMP Configuration
{1 ACL Configuration
{1 QOS Configuration
{2 IP Basic Configuration
{1 AAA Configuration
{3 MSTP Configuration
{21 IGMP SNOOPING Confi
{1 GMRP Configuration
< >

1 vian1 active

Refresh) Help

#100% ~
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11.7.2 Static VLAN Configuration (Hactponka VLAN)

LY © riipi/1921680. B¢ | & sviteh
2 4 6 8 10 1z 11 @ W 2 2 -
CAOA AAGA AdAA .:"":
D00 G AAOG A QA 0o Sane
13 5 7 EREETICEIRT] 7 19 21 22 25 26 & link down
5 ~ ~
A Switch Static VLAN Configuration
g syr:imp ! ViD | VLAN Name ]
o
{1 MAC Binding L Jfreat |
[ MAC Filter vlanl

‘3 VLAN Configuration

"B VLAN Information

~E VLAN Configuration

| *B) VLAN Port Configurat
{1 SNMP Configuration

{1 ACL Configuration

{2 QoS Configuration

(3 IP Basic Configuration

{1 AAA Configuration

{2 MSTP Configuration

(3 IGMP SNOOPING Confi

{1 GMRP Configuration

<

http://192.168.0.1/fs/doc/protectad /NlanStatic.html #100% ~

v

Ha aton ctpaHuue Bbl MoxeTe co3gaTtb VLAN. [na atoro 3apavite
VLAN ID B ctpoke VID (or 2 po 4094, 3HavyeHue 1 3ape3epBMpOBaHO
CUCTEMON).

Mmsa B cTtpoke VLAN Name 3agaeTcsi aBTOMatuM4eckn n 3aBUCUT OT
VLAN ID. Ona noateBepxaeHus co3gaHus VLAN Haxmwute KkHOnKy Apply
(MpuHATL).

B TekctoBom none nosiButcs cosgaHHad VLAN (VLAN ID+ VLAN
Name). VLAN1 Henb3ss U3MEHUTb WAM  yOanuTb, [OaHHOEe  UMS
3ape3epBMpOBaHO CUCTEMON.

Ons ypaneHus co3gaHHon paHee VLAN notpebyetcss BbiGpaTh
HYXXHYI0 3anuMcb M3 CNMcKa U Janee HaxaTb kHonky REMOVE (ygoanuTtb).
3anucbk 13 cnncka Takke byaeTt yaaneHa.
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11.7.3 VLAN Port Configuration (KoHndurypauumsa noptos VLAN)

L BEA © hiipy/192.168.0

o linkup
(2] .
a0 oo i disable

25 26 1 link down

‘3 Switch

{0 System Configuration

B{1 Port Configuration

B{] MAC Binding

(1 MAC Filter

Ely VLAN Configuration

VLAN Information

H VLAN Configuration
VLAN Port Configurat

#{] SNMP Configuration

| ®{1 ACL Configuration

{1 QOS Configuration

{1 IP Basic Configuration

{1 AAA Configuration

{3 MSTP Cenfiguration

VLAN Port Configuration

[Mode

(p=default VLAN member, t=tagged member, u=untagged member)
[Current VLAN [Port Members

v Access

v

vlanl

Default VLAN =>
tagged =>
untagged =>

unMember <=

B (] IGMP SNOOPING Confi
{1 GMRP Configuration
< >

v

H100% ~

Ha aToun cTpaHuue npeacTasneHsbl BO3MOXHOCTH
KOH(urypumposaHuto noptoB ansa VLAN, a Takke NpoCMOTPY pe3yrbTaTos.

no

OTa cTpaHuua ¢ HacTponkamMmm COCTOMT U3 8 yacTten:

- Port (Bbibop nopta);

- Mode (Pexum, B kotopom nopT byget pabotate B VLAN. Pexum
Access nogpasymeBaeT, 4TO nopT OydeT nomedeH, Kak untagged
(HeTermpoBaHHbIN) ¥ aBNATbCA yneHom VLAN1, Pexum Hybrid
nogpasymeBaeT, 4to nopT Oyget saBnATbca dYneHom VLANL u 6yget
nomeyeH, kak untagged (HeTermpoBaHHbI). Pexnm TRUNK
noapasymeBaeT, YTo nopT OyaneT sBnAtbca dneHom VLANL u Gyget
nomeyeH, kak tagged (TermpoBaHHbIN));

- Current VLAN (umsa VLAN. Mo3BonsieT BbIOpaTh OOHY MM HECKOJNBKO
VLAN, K KOTOpbIM GyeT OTHOCUTCH BblOpaHHbLIN MOPT);

- Port Members (nopTbl — y4acTHuUkM VLAN);

- Knonku Default VLAN (go6aButb 3anmce B VLAN no ymonyaHuio),
tagged => (pob6aBuTb MNOPT kKakK TermpoBaHHbIN), untagged =>
(nobaBuTb MOPT Kak HeTerMpoBaHHbIN), unMember <= (yganutb nopt
n3 nons Port Members)
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11.8 SNMP Configuration (HacTtponka SNMP npoTtokona
ynpasrneHus)

11.8.1 Community Name (O6wue HacTponkn ana SNMP)

LY © hitpi//192.1680.1/ £ - B o] @ switch

10 12 14 18 18 20 22 24 -
AAAA AAAA =
oo o6 Babe

o0 ano 5
8 11 13 15 17 18 21 23 25 26 1 link down

DD~
«D D=
o O
DD

4 Switch SNMP Community Configuration
B System Configuration
1 Port Configuration Item [Community Name [Read/write State
{1 MAC Binding ’—‘ -
EI(] MAC Filter ‘ 7
E{] VLAN Configuration
=3 SNMP Configuration
Community Name
' TRAP Target
{1 ACL Configuration
| {1 QoS Configuration
I = 1P Basic Configuration
#{] AAA Configuration
E{] MSTP Configuration
E(] IGMP SNOOPING Confi
{1 GMRP Configuration
=] EAPS Configuration
< >
http://192.168.0.1/fs/doc/protected/SnmpCommunityClg.html H100% <

public ReadOnly active

Refresh| Apply Delete Help

Ha aton cTpaHuue npegcTasneHbl 06LWme HaCTPOMKK ANs ynpasneHns
kommyTatopom yepe3 SNMP. Mo ymonyaHuio B kKOMMyTaTope cosfjaHa ogHa
3anuck Public ¢ npaBamu Tonbko Ha YTeHue (ReadOnly).

Bcero mMoxeT ObiTb co3gaHo 8 3anucen. Ecnm npegnonaraetcs
ynpaBnsaTb KOMMyTaTtopom yepe3d SNMP crnegyeT cosfaTh 3anucb € Npasamu
Ha YteHune/3anuck (Read/Write).
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11.8.2 TRAP Target (HacTtponika TRAP yBeaomneHui)

LB & hitpi//192.1680./ > Be | @ switch

s a1 linkup

th disable
[EEERET] Q % E % %E EE 1 link down

3 Switch TRAP Target Configuration
E{1] System Configuration

#(0 Port Configuration liem _|[Name |[Transmit IP Address |[SNMP Version State
1 MAC Binding [ | [ —

{0 MAC Filter
{0 VLAN Configuration
=123 SNMP Configuration
Community Name
2 TRAP Target
(1 ACL Configuration
{1 QOS Configuration
{1 IP Basic Configuration
{1 AAA Configuration
{3 MSTP Cenfiguration
# (3 IGMP SNOOPING Confi
{1 GMRP Configuration
(1 EAPS Configuration ¥

< >

Refresh| Apply Delete Help

H100% ~

HacTtpolikn Ha paHHOW CTpaHuue NOo3BONSKT CKOHGUIypupoBaTtb
nony4deHne TRAP coobuieHnii. [Ins aToro Heobxoanmo:

v' BblbpaTb B none Name ums gns nonyyveHus TRAP coobLueHuii;

v’ Bbibpatb IP agpec (Transmit IP Address), koTopbli Oyget
ucnone3oBatb TRAP npoTtokor;

v' Bbibpatb Bepcuto SNMP (SNMP Version);
Korga Bce HacTpowku 6yayT npoussBedeHbl YCMewHo B CTpOke

cocTosiHusA (State) nossutca Active. Tenepb KOMMyTaTop CMOXET nepecbinaTb
TRAP coobLeHuns Ha yka3aHHbIn IP agpec.
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11.9 ACL Configuration (Hactpomnka Access Control List)

11.9.1 Standard IP (HacTtpowuka ACL ansa IP)

L & hiip 1921680 2| @ switch
[

aoan 0 i
Oo0oo 0o save

M 13 15 17 19 21 23 25 26 1 link down

3 Switch ACL Standard IP Configuration
{1 System Cenfiguration

{1 Port Configuration [ACL standard 1P Group Num: [T ]
{1 MAC Binding

I+
&
&
f !
1 MAC Fite SowrcetpAddress| | sourcewildcard| |
I+
I+
=

{1 VLAN Configuration

1 (e.g.: If input Source IP Address 192.168.1.2, ACL
00 shme Configuration ‘want to control 192.168.1.0, then Wildcard should be
3 ACL Configuration 0.0.0.255)

Standard IP -~ R
Extended IP ® Dpeny O Permit

MAC IP [ "] _Group Num |[ Deny/Permit || Source IP Address || Source Wildcard |
MAC ARP
ACL Information Refresh Select-all Add Delete Help
ACL Reference

B QOS Configuration

B{] IP Basic Configuration

| & {1 AAA Configuration N
< >

[ [y oy [ [

H100% ~

3pecb npeacrtaBneHbl  Hactpouikm  ACL  gna  IP - npotokona.
Monb3oBaTtenb MoxeT 3agaTb camoctoATensHo ACL 6a3y ¢ npasunamu ans
IP apgpecoB. CTtaHgapTHble MpaBuia KOHTPONWUPYIOT nepeHanpasBneHne
ncxogHbix IP naketos.

Monb3oBaTens MOXeT HacTpamBaTb Mpasuna, UCXoaHbl IP agpec
AOIKeH ObITb ykasaH C MacKkomn, MpaBuiio MOXeT coBnagaTb ¢ Habopom IP
appecoB. Kaxpgoe npaBuno [OMKHO cofepXaTtb napameTtp dunbTpauuu:
3anpeTuTb (deny) unu paspewwntsb (allow).

Monb3oBaTenb MOXeT co3faBaTb MNpPaBuNo B rpynne, uUma Ans
npaswna asToMaTuyecku 3apaetca. [lpu ydaneHun ofHOro npasuna
oCTanbHble NpaBuna He U3MEHSIOTCS.

Ons ypaneHns Bcex npaBwn cpa3y ucnonb3ynte kHonky Select all
(BbIOpaTh BCe), a 3aTem KHomMky Delete (yoanuTb).
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11.9.2 Extended IP (PacwupeHHas HacTpomka ACL npaBun ans IP)

L 2 hip/1921680.1/

2 4 6 o )
ao0a acAae caaaa E:pkuup
CO00 OO0 OG0 W sane

1 13 15 17 15 21 23 25 2% [ link down

‘N Switch ACL Extended IP Configure
{1 System Configuration

(1 Port Configuration [acL Extended 1P Group Num:[100_v]
{1 MAC Binding
0 MAC Filter
{3 VLAN Configuration |5uurce P Il | "Soume Wildcard I |
{1 SNMP Cenfiguration
‘33 ACL Configuration
' Standard IP
Extended IP Protocol Type .
| MAC IP tep
| MAC ARP
ACL Information Source Port ,&
ACL Reference ftpltep)
ftp-data (tep)
{1 Qos
{3 IP Basic Configuration

I ITCP Control Flag
{1 AAA Configuration v

[pestination1p | | |[pestination wildcard Il |

Destination Port o ~
ftp(tep)
ftp-data(tep)

< > I< > |

<

Ofin Osyn Orst Opsh HDack Durg

< > (a.0.: Tf innut 1P Address 192.168.1.2. ACI want tn control 192.168.1.0. then Wildcard should

H100% -

3pecb npeacTaBneHa BO3MOXHOCTb Ans cosfavus ACL npaeun ¢
paclUMpeHHbIMU HacTpolkamu |IP agpecoB. KOHTpoSb Mepechiniku nakeToB
yepes ucxodHbiii IP agpec, agpec HasHayeHusl, TUM NPOTOKOMa, CyXebHbIi
rnopr.

11.9.3 MAC IP (Hactpounka ACL npaBun ¢ nomouwbio MAC)

3pecb npeactaBneHbl HacTpouikn ACL npasun gns rpynnbel 1P
agpecoB, cBsizaHHbIMM ¢ MAC agpecamu. NpaBuna moryT 6biTb CO34aHbl Ha
ocHoBe ucxogHoro IP agpeca, ncxogHoro MAC apgpeca, a Takke IP agpeca
HasHayYeHus.

Bce HacTpolikM Ha JaHHOWM CTpaHuLEe noaTBep)KaatoTcsa KHomnkon Apply
(MpuHATL), ecnn 3anncb HeobxoouMMO yaanuTb Ucnonb3ynte KHomky Delete
(Ypanutb), kHomka Select all (BbiGpaTb BCe) NO3BONUT yaanuTb cpasy BCe
3anucu.
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(— Sl & http://192.168.0.1/

L~ B Y S switch

2 4 & & 10 12 14 16 13 20 2 o
OO0 0 Ao d Aaoon -:I's::;
Godd aoh L I = I o TR o oo o} .
T3 5 7 5 41 3 15 47 {5 2 2 25 2 21 link down
~ ~
3 Switch ACL MAC IP Configure
{2 System Configuration
{1 Port Configuration /ACL MAC IP Group Num:
1 MAC Binding
{1 MAC Filter
{1 VLAN Configuration Source MAC Source MAC Wildcard
) SR T source TP Source 1P Wildcard
S AcLe Destination 1P Destination IP Wildcard
Tt [ nation estination ildca
. Extended |P VLAN 1D 0 (0-4094, 0 means all VLAN)
i B mac P (e.g.: If input IP Address 192.168.1.2, ACL want to control 192.168.1.0, then Wildcard should
I MAC ARP be 0.0.0.255; MAC Address is the same, MAC Address and MAC Address Wildcard format:
. HHHH.HHHH.HHHH)
ACL Information
ACL Reference ® Deny O Permit
1 Qos Ci <
ource -
{3 IP Basic Configuration & Source Protocol || Source || Source IP (|Destination||Destination
p Num Deny/Permit MAC - VLAN ID|
L = @ MAC Wildcard Type P Wildcard P 1P Wildcard
< >
#100% v

11.9.4 MAC ARP (Hactpouka ACL npaBun gns ARP ¢ nomowbio MAC

aapecoB)

(— Sl 2 http://192.168.0.1/

2 ¢ | @ switch
0

2 4 6 8 10 1z 14 15 18 2 2 24 i
AahAad A A AdAd -;;—.:ul’;
a0 ot aooa o088
1.3 5 7 8 11 13 15 17 189 21 23 25 26 1 link down
A~
3 Switch ACL MAC ARP Configure
(3 System Configuration
{1 MAC Binding
{1 MAC Filter
3 VLAN Configuration [sender mac I | [lsender mac witdcara i ]
&) SN ST [sender 1p I | |[sender 1p witdcara I ]
‘24 ACL Configuration
i Standard IP (e.g.: If input TP Address 192.168.1.2, ACL want to control 192.168.1.0, then Wildcard should
' i be 0.0.0.255; MAC Address is the same, MAC Address and MAC Address Wildcard format:
E Extended IP HHHH.HHHH.HHHH)
| = B mACIP , .
(| i MAC ARP ® peny O permit
8 ACL Information
(8 rems | H Group Num H Deny/Permit H Sender MAC H ReMBMA " Sender IP ” e
& EESEITETED Refresh| Select-all Add Delet Hell
efres! elect-al elete el
|| =3 1P Basic Configuraion P
{1 A®A Configuration v
< >
#100% ~

Ha aton cTtpaHuue npeactasneHsl HacTponkn ACL npasun ana ARP
naketoB ¢ nomowpbto MAC appecoB. [MpaBuna MoryT ObITb CO34aHbl Ha
ocHose |IP agpeca otnpasutens, MAC agpeca otrnpaBuTens.

Bce HacTpounkun Ha JaHHOW CTpaHuLe noATBepXaalTca KHonkon Apply
(MpuHATL), ecnn 3anncb HeobxoouMMO yaanuTb UCMNonb3ynTe KHoMky Delete
(Ypanutb), kHonka Select all (BbibpaTb BCe) MO3BONMT yAanuTb cpasy Bce

3anucu.

EC.RU
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11.9.5 ACL Information (Habop aenctBytowmx ACL npasun)

L) 0 2 hiipia92.1680.1/ D - Be | & suich

R )
o caoan 2:"":‘
onn o 2ane

M 12 15 17 19 21 22 25 26 1 link down

DD~
B D=
B D
BD-
DD
o
(= 5]

o Switch ACL Information
{7 System Configuration
{1 Port Configuration Refresh Help
® {1 MAC Binding

{3 MAC Filter

{1 VLAN Configuration

E{] SNMP Configuration

E<Z3 ACL Configuration

-8 standard IP

B Extended IP

MAC IP

MAC ARP

B ACL Information

"B ACL Reference

B {1 QOS Configuration

{7 IP Basic Configuration

Il e AAA Configuration .

< >

®100% ~

Ha gaHHow cTpaHuue oTobpaxeHbl AEVCTBYIOLWME B TEKYLLUMIA MOMEHT
ACL npasuna.

MHdopmauma npenctaBneHa TOMbKO AM1S YTEHUss U MOXeT ObiTb
ob6HoBrneHa kHonkou Refresh (06HOBUTD).

11.9.6 ACL reference configuration (Hactponka ACL npaBun)

(=Rl == = B e
OO0 000

- SW-T2402L2
1= Sreteem Configeration Port AR AL Geoup Reberenced ACL Groups
* Port Configuration
¥ ) MAC Binding
0 MAC Fiter
* ) VLAN Confguration
* ) SNMP Configuration
T ACL Configuratan
5 Sundard 1P
B Exunded 1P
Bmace = Detete
B MaC aRP
B ACL information
B ACL Reterence
* ] QOS Configuration
%) IP Basic ConSiguration
* 1 AMA Coniiguration
*11 MSTP Configuration
1 IGMP SNOOPING Configuration
1 GMRP Confguraticn

Ha atonm cTpaHuue npeactasneHbl HacTpowkum ACL npasun gns
dunbTpaumMn nakeToB, noflyvyaembix nopTamu. Beibepute nopT, BbibepuTe
ALC rpynny u3 cnucka u Haxmute Add=>. [na ypaneHus Bbibepute ALC
rpynny m3 cnmcka gobasneHHbIX 1 HaxmMmuTe Delete<=.
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11.10 QoS Configuration (HacTponka npegoctaBneHus Tpacpuka c

pa3HbIM NPUOPUTETOM)

11.10.1 QoS Apply (HacTporka npuoputeToB Tpaduka Ans NopToB)

(- =3l = http://192.168.0.1/

D~ Be | & swich

DD~
ol O~
oD D

s
0
=
£

~DD-

@
&

[ I o o o]
25 26

A linkup
@ diable
@ link down

A Switch
B System Config

EI{] Port Configuration
] MAC Binding
#{ MAC Filter
B{] VLAN Configuration
EI{] SNMP Configuration
{1 ACL Configuration
E43 QOS Configuration
QOS Apply
-8 QOS Scheduls

E{] IP Basic Configuration
{7 AAA Configuration
(] MSTP Configuration
B IGMP SNOOPING Confi
EI{] GMRP Configuration
EI{] EAPS Configuration

< >

v

|Porl: [

v||@os Type: [10 cos

||| user priority: ‘

Refresh

Apply

Port Name

QOS Type

User Priority

geli

NO QOS

0

geli2

NO QOS

gell3

NO QOS

gel/d

NO QOS

gells

NO QOS

geld

NO Q0SS

geli7

NO QO3S

9el1i8

NO Q0S

gel/9

NO QOS

gel/1D

NO QOS

gel/il

NO QOS

oo oo o|e|e| =] ==

gel/12

NO QOS

®100% -

Ha aton cTpaHuue HaxogaTcst OCHOBHblIE HAacTponkn QOS. Bl MoxeTe
BblGpaTb NopT B Bbinagawowem mMeHto PORT, 3atem QoS pexum (QOS Type)

Ans Hero (BkN/BbIKM) 1 npuoputeT Tpaduka (User Priority).

Mo ymonyaHuio QOS OTKMOYEH Ha BCex nopTax a npuoputeT Tpadurka

HyrneBown.

Bce HacTponku Ha gaHHOW cTpaHuLue NoaTBepxaatTcsa kHonkon Apply

(NpUHATB).

YUT0OblI 0BHOBUTL 3HAYEHUSI NONEN HaXXMUTE KHOMKy Refresh.

11.10.2 QoS Schedule (HacTpowka pacnucaHus npumeHeHus QoS)

Ha aTtonm cTtpaHmue WEB wuHTepdenca npeactaBreHbl HaCTPOMKK
nossornsoLmne npumeHaTb QOS npruopuTesaunto Tpadurka no pacnmcaHuio.
Bce HacTporkn Ha JaHHOW CTpaHuLEe NOATBEPXAAKTCS KHOMKoM Apply

(MpuHATB).

Y1066l 06HOBUTL 3HAYEHUS Noner HaxmuTe KHonky Refresh.

SEC.RU
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LN S hitp://1921680.1/
@ linkup
@ disable
DD 0 linkdown
A A
3 Switch QOS Schedule
#(] System Configuration
#(1 Port Configuration o
1 MAC Binding
A1 MAC Filt
= e QOS Schedule Mode: [TER v
1 VLAN C
A1 SNMP C [Weight of queue 0 (1~127): [0 Weight of queue 1 (1~127): [0
(L1 ACL Configuration [Weight of queue 2 (1~127): [0 \Weight of queue 3 (1~127): [0
HEl EIRE |Weight of queue 4 (1~127): |0 [Weight of queue 5 (1~127): |0
8 Qos Apply
B QoS Schedule Weight of queue 6 (1-127): [0 Weight of queue 7 (1-127): [0
“{1] IP Basic Configuration
*1(1 AAA Configuration
|| ®(3 MSTP Configuration Port |[QOS Schedule][ Weight of || Weight of || Weight of || Weight of || Weight of || Weight of || Weight of || Weight of
23 IGMP SNOOPING Confi Name mf,ne queue0 || queuel | queue? || queve3 || queued || queue5 | queue6 | queue?
| 433 GMRP C el V\,’RR 1 2 4 8 16 32 64 127
(3 EAPS Configurati v gell2 WRR 1 2 4 8 16 32 64 127
= geli3 WRR 1 2 4 8 16 32 54 127 v
< > T e 0 n = £ = =
#100% ~

11.11 IP Basic Configuration (bazoBasa HacTpouka |IP)

11.11.1 IP Address Configuration (Hactpo#ka I[P agpeca KommyTaTopa)

DD~
DD~

3 Switch IP Address Configuration

#{] System C

@) Port Configuration Line ltem VLAN ID IP Address / Subnet Prefix DHCP Client MAC Address

# (] MAC Binding Y 1 8.0.3/24) x| Disable v 0028.2411.bdf1

J MAC Filter 1 1 192.168.0.1/24 Disable 0028.2411.BDF1

#(] VLAN Configuration

#() SNMP Configuration Refresh Create VLAN Interface Delete VLAN Interface

#{_] ACL Configuration

(1 QOS Configuration

=‘ 3 IP Basic Configuration
£) 1P Address Configurat
B) ARP Configuration an
%) Host Static Router Co

#{_1 AAA Configuration

#(_] MSTP Configuration

#{] IGMP SNOOPING Confi

#() GMRP Configuration

< >

Set IP Address/DHCP Client Delete IP Address Help

v

#100% ~

[na nameHenuns IP agpeca:
- yctaHoBuTe Line Item «1», DHCP Client «Disable»;
- BBeguTe HoBbIN agpec B none IP Address/Subnet Prefix (agpec pomkeH
ObITb YHUKAINbHBIM N HE AOSHKEH MOBTOPSTLCS);
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- HaxmuTe Set IP Address/DHCP Client (ycTtaHoBWUTL agpec), cmapabliii 1P
adpec asmomamu4ecku rnnepecmaHem delicmeosamsb;
- BbinonHume noemopHbIili 8xo0 e WEB uHmepdgbelic, ucnonb3ys
HoeblIll |IP adpec.
Ona coxpaHeHns HoBoro I[P agpeca B 3HeEpProHe3aBUCUMOW MNaMATU
KommyTatopa B pasgene 11.3.7 Current Configuration (MpocmoTp Tekywien
KOH(Urypaumm) COxXpaHWTe HacTpOMKM, B MPOTMBHOM  Cly4ae npwu
nepesarpyske kKommyTatopa 6yaeT ycTtaHoBMeH npeabiaywuii IP agpec.

Takke Ha 3TON CcTpaHuue HaxoasaTca HacTponkn VLAN umHTepdeiica.
Bbl moxeTe cosgatb VLAN wuHTepdenc, ypanutb €ro, W3MEHUTb.
CywecTtBytowime VLAN uHTepderncel MOryT 6biTb HACTpPOEHbl TOMbKO ecnu
3ajaHbl ocTanbHble NapaMmeTpbl Takme Kak IP agpec, macka, n MAC agpec.

KommyTatop no ymonyanuio nmeet VLAN1 mHTepdenc, KoTopbii He
MOXeT ObITb yaaneH.

11.11.2 ARP Configuration and Display (HacTtponka npotokona ARP u
oTobpaxeHue Tabnuubl ARP)

L0 = hipy/192.1680.1/ D - Be| @ swich
2 4 6 8 10 12 14 16 18 20 2 2 )
cOan fOO0 Aoan E::;u";
OO0 anan aana oooa O link down
T 3 5 71 s 1 1 18 w0} B 25 26

~ ~

‘3 Switch

E{] System Configuration

(] Port Configuration [Stalic ARP Ttem configuration]

(0 MAC Binding ‘IP Address Il | "MAC Address 1 [

#{] MAC Filter

B VLAN Configuration Add

B{] SNMP Configuration

{1 ACL Configuration

| F(] QoS C Delete ARP Item:
EIE3 1P Basic Configuration [ARP 1tem [l v] P Address ap Network Segmenty |[ ]
“B IP Address Configurai
| -B ARP Configuration an Delete
Host Static Router Co

®{] AAA Cenfiguration [Change Dynamic ARP List Item into Static ARP List Item : |

#{Z] MSTP Configuration ‘ARP List Item Il v|[Ip Network Segment|

H(] IGMP SNOOPING Confi

#(1 GMRP Configuration ' Apply i

< > < >

#100% ~

CtpaHuua HacTtpoek ARP npegocTaBnsieT BO3MOXHOCTb OToOpaxaTb
Bcto Tabnuuy ARP kommyTatopa, MeHsATb Static ARP, yganate ARP, meHsTb
Dynamic ARP Ha Static ARP.
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Mpn HacTpowke static ARP Heobxogumo ykasatb IP agpec n MAC
agpec. MAC agpec gomxkeH 6bITb TMNa unicast. Nocne 3Toro HaXxmMuTe KHOMKyY
Add (nobasuTts).

Mpn yaanennn ARP Bbl MoxeTe BblibpaTb, YTO MMEHHO yAanNUTh:

v" Yactb 3anucu B ARP Tabnuue kommytaTtopa (4ns aToro Heo6xoaumo
ykasatb I[P agpec unum IP cermeHTa cetn);

v' Static ARP 13 Tabnuupl;

v" Dynamic ARP u3 Tabnuupl.

[nsi noaTBepXXaeHusa yaaneHus ncnonb3yinTe kHonky Delete (YganuTe).

Mpn nepeHoce Dynamic ARP B Static ARP Bbl MOXeTe BbIOpaTb Kakon
nnbo cermeHT ceTu unu Bce Dynamic ARP 3anucu B Tabnuue. [ns nepsoro
cny4yas cnepyert ykasatb |IP agpec cermeHTa ceTu.

Bce HacTponku Ha gaHHOM cTpaHuLue NoATBepxaatTca KHomnkon Apply
(NpuHATB).

11.11.3 Host Static Route Configuration (HacTponka Tabnuubl Static
MapLipyTusaumm)

L&A = hiio/1921680.1

2 4 6 8 2 E]
o000 acon oo
o000 doad o0
E i e T

O linkup
@ dsabie

Nwow o wwam om o 2 fink down

2 Switch
#_1 System Configuraton
#1 Pon Confguration [Targe Address Subnet peric|Nexiiop |
) MAC Binding 1 ]
W) MAC Filter e |
'::: VLA ‘ o Targel Addess/Subnel ‘ Next Hop ‘l Distance H State
10 ACL Cenfiguration Refresh| Apply Detete. Help
|| #=3 Q0S Canfiguration
513 IP Basic Configuration
E) 1P Address Configurar

f 2 ARP Configuration an
B Host Static Router Ca

#1 AAA Configuration

#_) MSTP Configuration

1 IGMP SNOOPING Gonfi

#_1 GMRP Configuration ¥

< >

H100% -

Bbol moxeTe pobaBnsate M yganaTtb 3anucu B Tabnuuy  Static
MapLipyT13aumm ¢ NOMOLLbIO HAacTpoek Ha aTon cTpaHuue WEB-nHTepdeiica.
Mo ymonuaHuMilo KOMMYTaTop He WuMeeT Kakmx-nmbo 3anucen B Tabnuvue
MapwpyTtusaumm. Ytobbl HACTPOUTb  MapLUpyTU3auUMO MO YMOJSYaHMIO
Heobxogmmo gobasute 0.0.0.0 / 0 3anuckb B Tabnuuy.

Bce HacTporiku Ha [aHHOW CTpaHuue MOATBepXOalTcs KHomnkon Apply
(NpuHATB).
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11.12 AAA Configuration (HacTporka cucTtemMbl ayTeHTUUKaLmm
aBTOpMU3aLMM U yYeTa COObITUI)

11.12.1 Tacacs+ Configuration (HacTporka Radius cuctembl AAA)

‘3 Managed Switch Tacacs+ Configuration
(] Industrial Switch Monitoring
{21 System Configuration

(3 Port Configuration

Tacacs+ [dis:

Tacacss serverp (0000 |

E(] MAC Binding I S
(] MAC Filter Authentication Type  [Pap v |

& (1] VLAN Configuration Shared Secret

#{_] SNMP Configuration Refresh Apply Help

#(2 ACL Configuration

(21 QOS Configuration

2 IP Basic Configuration
13 AAA Configuration
Tacacs+ Configuration

dius Configuration
2.1x Configuration
) 802.1x Port Configuration
[ 802.1x User Auth-Information
() MSTP Configuration
IGMP SNOOPING Configuration
(21 GMRP Configuration
E1(] EAPS Configuration
EI{] RMON Configuration
(] Cluster Management
B ERPS Configuration
(] Log Management

Ha aTon cTtpaHuue WEB wuHTepderica npencrasneHbl HacTPOWMKK
TACACS + (Terminal Access Controller Access Control System plus) —
CeaHCOoBbIN NPOTOKON, pa3paboTaHHoro Cisco.

YnyJyweHa 6e3onacHoCTb npoTtokona (wudpoBaHME), a Takke
BBEeOEHO pasgeneHve yHKUMN ayTeHTudumkaumm, asTopusaumn un y4yéta,
KOTOpble Tenepb MOXHO MCMOMNb30BaTh NO OTAENBLHOCTM.

v Tacacs+ (disable/enable) — rnobanbHoe BKN/BbIK NPOTOKOMa
Tacacs+

v' Tacacs+ Server IP — IP agpec cepBepa Tacacs+

<\

Authentication Type — Tuna ayTeHTucmkauum Ha cepeepe.

v' Shared Secret — kno4 Ansa WngppoBaHNs/geInpoBaHnst NakeToBs.

Refresh — o6HOBUTL CTpaHuuy.

Apply — coxpaHUTb HaCTPOWKMN.
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11.12.2 Radius Configuration (HacTponka Radius cuctemnl AAA)

& |5 EIrTETT,
2 4 € 2 10 12 14 18 128 20 22 24 ﬂ link
a0 Aatn addh .;L:;
Ododad oo o [ s IR0l oo} -
13 5 7 8 11 13 15 17 18 21 23 35 328 1 link down
. ) - . -
3 Switch Radius Configuration
#{] System Configuration
§
#{] Port Configuration Primary Server 0.0.0.0
#{7] MAC Binding s
(] MAC Filter Option Server _
#{] VLAN Configuration UDP Port 1812
(] SNMP Configuration Accounting [Encble v
#{] ACL Configuration Accounting UDP Port]|1813
' #{] QOS Configuration shared ey
{7 IP Basic Configuration
| =3 AA Configuration Vendor
I Tacacs+ Configuratiol NAS Port 50003
Radius Configuration NAS Port Type 15
~/8 802 1x Configuration NAS service Type ||
802 1x Port Configura = =
Roaming Disable V|
i 802.1x User Auth-Info
#{] MSTP Configuration Refresh] | Apply Help
< >
#100% -

Ha aTon cTtpaHuue WEB wuHTepderica npencraBneHbl HacTPOWMKK
RADIUS (cncrtema ncnosb3youas NPOTOKON ansa peanu3auun
ayTeHTudmKaumm, aBTopusaumm n cbopa cBeaeHun).

[nsa koppekTHoW paboTbl cucteMbl RADIUS Heobxoammo:

1) BbiTb yBepeHHbIM, 4TO IP agpec Radius cepsepa (Primary Server)
3agaH npexpge, YeM BbIMONHATb ayTeHTUdUKaLuIo 1 aBTopusaLmio;

2) 3apatb pononHuTenbHbin IP agpec Radius cepsepa (Optional
Server);

3) Ykasatb UDP nopt ayteHTudukauumn (UDP Port). Mo ymonyaHuio aTo
3HayeHMe paBHO 1812, O0ObIMHO U3MEHATb 9TO nNone  Het
HeobxoaumMocTy;

4) YkasaTb criegyeTt nv BbINOMHATb ayTeHTUMKaumio u y4yeT B LiefioM B
none Accounting (3HayeHue Enable — Bkn, Disable — oTkn.);

5) YkasaTb nopT BbiNonHeHus ydeta (Accounting UDP Port). 3HaveHune

no ymonyaxwuio 1813;
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6) Kniou (Shared key) ncnonbsyetca ona ycraHosku obuiero napons
wndpoBaHnst Mexagy kommyTaTopom 1 Radius cepepom. YoeauTecs,
YTO HaCTpPOVKM ayTeHTudmKaumm n yyeta (Accounting) nmeroT Te xe
3Ha4eHus, 4YTo 1 Ha cepBepe Radius;

7) WHdopmaums o noctaBwmke (vendor). OBbIYHO, 3TO none He cTouT
N3MEHSAT;

8) NAS Port, NAS port type, NAS type of service. 3Tn 3HayeHusa He
MEHSII0TCS;

9) Roaming oTBe4vaeT 3a BKIYeHMe/oTkNoYeHne dyHKuMm Roaming

npoTtokona Radius.

Bce HacTpoiikM Ha JaHHOM CTpaHuLe noaTBep)KaatTcsa KHonkon Apply
(MpuHATB).

11.12.3 802.1x Configuration (HacTponka napameTpoB CUCTEMbI
aBTopu3auum u ayteHTudmukaumm no craHgapty 802.1x)

LR 2 heip192.168.0.0/
2 4 6 k) 10 12 14 16 1 20 22 24 ﬂ link
OO0 d adaod addh .:;I';abll';
OO0 adadn o { = s [0 o]
1 3 5 71 9 11 13 45 17T 18 214 23 25 28 4 link down
~
N Switch 802.1x Configuration
{1 System Configuration
¥ Port Configuration 202.1x [PEseric v]
"
g xﬂg E-\Ir:dmg Reauthentication Disable v
4 ilter
[ (1 VLAN Cenfiguration Reauthentication Period (| 3600 (Sec)|
/(3 SNMP Configuration Quiet Period (Sec)
[ ACL Configuration :Inpeﬁo " (sec)
lD QOS Configuration _—— e
{1 IP Basic Configuration Server timeout w0 (Sec))
|F“3 AAA Configuration supplicant timeout 30 (Sec)|
\ Tacacs+ Configuration Max Request 3
Radius Configuration Reauth Max B
802.1x Configuration - — |
Bl 802.1x Port Configurati Client Version =
B 802 1x User Auth-Inforr Check Client Enzble |
(] MSTP Configuration o Refresh Apply Help
< >
H100% ~
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Ha arton ctpaHnue WEB wuHTepdenca npeacrtaBrneHbl HaCTPOWKU
CUCTEMbI ayTEeHTMdUKaLMK U aBTOpU3aL MM Ha ocHoBe cTaHaapTa 802.1x:

1) 802.1x — ekntovaeT/BbikntodaeT (Disable/Enable) npumeHeHne
ayTeHTudumkaumm n asTopusauumn no craHaapty 802.1x;

2) Reauthentication — Bkniovaet/Bbiknoyaet  (Disable/Enable)
MOBTOPHYIO ayTeHTudpmkaumio. [lo  yMOnyaHui  OTKIHOYEHO.
BkntoyeHne gaHHOM  OyHKUMKM  caoenaeT  ayTeHTMduMKauumio
nonb3oBaTtenen G6onee HageXHOW, HO HE3HAYUTENbHO YBENUYUT
ceTeBoM Tpaduk;

3) Reauthentication period — 3agaeTca Bpemss B CekyHAax Ans
MOBTOPHOW ayTeHTumkaumm. AKTUBHO TOMbKO NPWU BKIHOYEHHOMN
dyHkuMn Reauthentication;

4) Quiet Period — Bpems1 B cekyHAax, He TpebyeT N3MeHeHus;

5) Tx-Period — He TpebyeT nameHeHus;

6) Server timeout — He TpebyeT N3MeHeHNs;

7) Supplicant timeout — He TpebyeT U3MEHEeHUs;

8) Max request users — He TpebyeT U3MeHeHus;

9) Reauth Max — oTobOpaxaeT MakcMMarnbHOE KOIMYEeCTBO
NMOBTOPHbLIX ayTeHTUdMKaLNIA;

10) Client Version — oTobpakaeT TeKyllylo BEPCUIO KNveHTa Ans
yoaneHHow asTopmusaunm n ayteHtudunkaumm yepes 802.1x;

11) Check Client — BKkn/BbIKN NPoOBEPKM NPOXOXAEHUSA cepTudmkaTa oT

KINMNeHTa.

Bce HacTpoviku Ha [aHHOW CTpaHuue MOATBepXOalTcs KHomnkon Apply
(NpuHATB).
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11.12.4 802.1x Port Configuration (Hactpoika nopToB AN CUCTEMbI
aBTopu3auuu u ayteHtTudukaumm no ctaHaapty 802.1x)

C nomoupkto aton ctpaHuubl WEB nHTepdeinca nonb3oBaTenb MOXeET
U3MEeHUTb pexum paboTel nopta Ans paboTbl CMCTEMbI aBTopM3aLMuM U
ayTteHTudumkaumm no ctaHgapty 802.1x. MopT moxeT paboTaTb B 4X pexumax:

v" N/A State (no ymonyaHuto);
Auto state (aBTomaTtunyeckn);

v
v' Force-authorized (npyHyautensHasi aBTopusauus);
v

Force-unauthorized (npvHyanTeneHbIN OTKa3 OT aBTopmU3aumm).

LY 2 hiov192.1068.0.1/
2 4 6 8 W 12 14 16 18 2 2 2
oooo aoon aoc@on W bk
oaoon aooo = 1y Bo[colo) B link down
T3 5 7T s omotis 1ot om o2 25 28
~ ~
£y Switch 802.1x Port Configuration
1 System C;
1 Port G Port Num Port Mode Support Host Num
{1 MAC Binding [ ] [ v 0
{1 MAC Filter geli N/A 256
3 VLAN C i geli2 NIA 256
1 SNMP C . gelf3 NIA 256
{1 AcLC gelid N/A 256
{1 Qos ¢ gelss N/A 256
I P —— ge1/6 NIA 256
By asac gelf? NIA 256
| Tacacs+ C gelid N/A 256
——. gel® N/A 256
L5 e gelfi0 NIA 256
-8 802.1x Port Configurati gelitt NA 256
8 802.1x User Auth-Inforr geli2 A %6
{1 MSTPC v geti13 N/A 256
- gel/is NIA 256 v
< > e N =3
H100% -

Ecnu Ha nopte TpebyeTcss BbIMONHATbL ayTeHTUduMKaumi no
ctangapty 802.1x Heobxogumo BbICTaBUTb pexuMm Auto state. Ecnun He
TpebyeTcsa genatb ayTeHTUdmMKaumo ans AocTyna K CeTu crieqyeT BbICTaBUTb
pexum N/A. OcTtanbHble 2 pexunma pegko UCMOoMb3ylTCH B CTaHOAPTHbIX
cuUTyauusix.

MakcumansHoe 3HaveHne ansa nona Support Host Num — 100.
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11.12.5 802.1x User Authentication Information (MHdopmaLusa o Bcex
npoueccax ayteHTudukaumnm no craHgapty 802.1x)

L & hipy/102.1680./

a1 link up
M disable
£ link down

H Switch 802.1x User Auth-Information
{11 System C:
1 Port G ‘pon: [ Hpun Mode: ”Acceplen Host Num: 0
1 MAC Binding
1 MAC Filter
1 VLAN Gy
3 SNMP Configuration Refresh Help
{1 ACL Configuration
| {1 QOS Configuration
(1 IP Basic Configuration
=3 AAA Configuration
Il ~E Tacacs+ Configuration
B Radius Configuration
802.1x Configuration
802 1x Port Configuratii
802.1x User Auth-Inforr
(1 MSTP Configuration b
< >

|_Apnlicant state Maching || Back-End state Maching _|[ Retry Request state |
Request state
|[state || Retry Request Num || state | RequestNum || state ]

MAC Address

User name

#100%

Ha aton cTpaHuue npeacTtasneHbl cBedeHns obo Bcex npoueccax
ayTeHTMdVKauMm Ha noptax, HACTPOEHHbIX Ana Hee. WHdbopmaums
npegocTaBneHa TOMbKO ANs YTEHMS.

11.13 MSTP Configuration (HacTponka pa6oTbl npotokona MSTP)

11.13.1 MSTP Configuration (OcHOBHble HacTpoukun MSTP)

o

& @ hitpy//192.168.0.1/ o -H & switch ‘ ‘
2 4 5 & 10 1z 14 15 1 2 2 m
O0A0 AAOGA AAAn o e
OO0 0 a000 a0ooo g0
ER - e B TR TR N T T £ link down
- A -
3 Switch MSTP Configuration
] System Configuration
{3 Port Configuration MSTR Disable V|
] MAC Binding p— - ]
rior s
1 MAC Filter
{1 VLAN Configuration Portfast Bpdu-Filter ble |
{1 SNMP Configuration Portfast Bpdu-Guard ble v|
{1 ACL Configuration Forward-Time 15 |
{2 QOS Configuration Hello-Time 2 ]
{2 IP Basic Configurati =
= ajc ﬁ“" ‘F:m o Errdisable-Timeout Disable V]
AAA Configuration
23 MSTP Configuration Errdisable-Timeout Interval||300
MSTP Configuration Max-Age 20
Port Configuration Max-Hops 20
D Port Information Cisco-Interoperability Disable V]
IGMP SNOOPING Confi
{1 GMRP Configuration Eetesh| (Mool
{1 EAPS Configuration
< 2>
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Ha paHHon ctpaHuue WEB mnHTepdeica npeacraBneHsl rnobanbHble
HacTponku npotokona MSTP (Multiple Spanning Tree Protocol):

1) MSTP (Disable/Enable) — Bkn/Bbikn nogaepxky npotokona MSTP;

2) Priority — HacTporika npuoputesaumun. YcTponcTtea ¢ 6onee HU3KUM
nprvopuTeTOM noaxondt Gonblue Ans ponu KopHeBoro mocta(root
bridge);

3) Portfast BPDU Filter (Disable/Enable) — Bkn/Bblkn dunbTpauuio
BPDU nakeToB Ha nopte;

4) Portfast BPDU Guard (Disable/Enable) — Bkn/Bbikn yHKUMIO
3awmTtbl BPDU nakeTos;

5) Forward Time — HacTpoWka 3agep>XKun NepechbIriki NakeTos.;

6) Hello Time — HacTpomka wuHTepBana otnpaBku MSTP HELLO
MakeToB;

7) Errdisable Timeout (Enable/Disable) — Bkn/BbikN — dyHKUMK
Errdisable. Ecnu nopT c¢ BknA4yeHHbIM BPDU Guard nonydaet
naketel BPDU 3anyckaetca Errdisable tavmep. Mo wnctedyeHun
3agaHHoro BpemeHu (Errdisable timeout) nopt 6yaeT nepesanyLueH;

8) Errdisable timeout — Bpemsa nocne kotoporo 6yget nepesanylieH
nopT nony4usLLMn naket BPDU;

9) Max Age — Bpemsi B CekyHOax B Te4YeHWe KOTOPOro KOMMyTaTop
oxuagaeT uHgopmauumo o KoHdpurypaumm ST(spanning tree) npexae
YeM 3anycTuTb NPOLLEeCC KOHUIypaLmMmn 3aHOBO;

10) Max Hops — konuuyecTBO nepexodoB (xonoB) A0 oTbpackiBaHUS
BPDU naketoB B AOMEHE;

11) CISCO Interoperability (Enable/Disable) — Bkn/Bbikn COBMECTUMOCTb
¢ HacTtpourkamn STP CISCO.

Bce HacTporkn Ha JaHHOW CTpaHuLEe NOATBEPXAAKTCS KHoMKoM Apply
(MpuHATB).
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11.13.2 Port Configuration (HacTpoika MSTP Ha nopTax)

( o =]
e‘ D) ¢ & hepy1921680 2 - || @ switch | ] A
2 4 6 B 10 1z 14 16 18 20 2 24 §
cCoon fAAOA aAaAaA =)
OO0 a0 aooDo 0060 1 link down
T 3 6 7T 8 M1 12 16 17 18 21 23 25 26
~
N Switch
B{] System Configuration
E{] Port Configuration Port -
®{] MAC Binding mortfast
E{7] MAC Filter
E{] VLAN Configuration Portfast bpdu-filter
B SNMP Cenfiguration Portfast bpdu-guard
EI{] ACL Configuration Root Guard
B-{] QOS Configuration Link-Type Shared [V
EI{] IP Basic Configuration Priority
B[] AAA Configuration
=43 MSTP Configuration Path-Cost
~[E] MSTP Configuration Force-Version STP v
~[8 Pon Configuration Refresh Apply
- Port Information
(] IGMP SNOOPING Confi
B{] GMRP Configuration
EI{] EAPS Configuration
< >

1) Ha paHHom cTtpaHuue WEB wHTepdpenca npeactaBrneHbl HaCTPOWMKM
MSTP (Multiple Spanning Tree Protocol) ans nopTtos.

2) Port — BbIOOp NOpTa NSt HACTPONKMK;

3) Portfast (Enable/Disable) — Bkn/Bbiknn coctoaHusa Portfast ans
BblIbpaHHOro paHee nopta. B coctosHum Portfast nopT nepexogut n3
cocTosiHMA OnoknpoBkM B coctosHue nepecbinku(forward) nakeTtos
MUHYS cocTosiHne obydeHusd(learning) n npocnywmusanus (listening);

4) Portfast BPDU filter (Enable/Disable) — Bkn/Bbikn cdounbetpaumto BPDU
nakeToB Ha BblGpaHHOM nopTe;

5) Portfast BPDU GUARD (Enable/Disable) — Bkn/Bbikn dyHKUUIO
3awntbl BPDU nakeToB Ha BblIbpaHHOM nopTe;

6) Root Guard (Enable/Disable) — Bkn/BbIki oyHKUUKN 3aLLUUTBI KOPHEBOIO
mMocTa (root bridge) ot npuema BPDU nakeToB OT yCTpoWCTB ¢ 6onee

BbICOKMM MPUOPUTETOM, YEM MOCT,
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7) Link Type — HacTpoyka Tuna nogkntoyeHus. Point to Point (Touka-
TOYKa) MO3BONSET ObICTPO MEHSTb COCTOsiHMe nopTta. Shared
MOAKITIOYEHNEe He Mo3BONseT ObICTPO MEHSTb COCTOsiHME MopTa.
Heobxogumo npowitn 802.1D npoueaypsbl, 4Tobbl onpegenuTb cTatyc
nopTa;

8) Priority — HacTporika CIST npuoputeTta, 3HaYeHne MoXeT ObITb TONBKO
KpaTHbIM 16 B AnanasoHe ot 0-240. No ymonyaHutoo 3HaYyeHne pasBHO
128;

9) Path Cost — ot 0 - 200000000. bornee Hu3kMe 3Ha4eHUsI OBLIYHO
COOTBETCTBYIOT root'am;

10) Force Version — Tun oTnpasBfisieMblX NaKeToB.

Bce HacTpokm Ha paHHOW CTpaHuue noaTeepXxaarTcs KHonkon Apply
(MpuHATB).

11.13.3 Port Information (O6was nHcgopmauma o koHdurypauum MSTP)
Ha panHon cTtpaHvue WEB wuHTepdenca npeactaBneHa cBoHas

WHopmauns o KoHpurypaumm MSTP.
WHpopmaums npegocTaBneHa TOMNbKO AN YTEHUS.

a )¢ @ hip/n921680.y 2 | @ switen [
2 & 65 5 oz @15 18 2 2 2
oooe oo aaan 0] (s
ABOG AAGG AAAn o W dectie
T3 5 7 %omotMs oo @ o2 ink down
~ ~
&3 Switch
0 System C Port_|[ Postfast || Bpdu-Filter || Bpdu-Guard || Root Guard || _Link-Type || Priority || Path-Cost | Force-Version
&) Fzie ge1/1 | Disable || Defaut Default Disable || Point-To-point || 128 20000 MSTP
{1 MAC Binding gell2 || Disable Default Default Disabe || PontTopant | 128 20000 MSTP
0 MAC Filter geli3 || Disable Default Default Disable || PontTopaint | 128 20000 MSTP
{3 VLAN Configuration gells || Disable Default Default Disable Point-To-point || 128 20000 MSTP
{3 SNMP Configuration gell5 || Disable Default Default Disable Point-To-paint || 128 20000 MSTP
3 ACL Configuration gel/6 || Disable Default Default Disable Point-To-point || 128 20000 MSTP
{1 QOS Cenfiguration gelli | Disable || Defaut Default Disable || Point-To-paint || 128 20000 MSTP
{2 IP Basic Configuration gelle | Disable | Defaut Default Disable || Point-To-paint ||__128 20000 MSTP
(3 AAA Configuration ge1/% | Disable || Default Default Disable || Point-To-paint || 128 20000 MSTP
3 MSTP Configuration e1/10|_Disadle || Defautt Default Disable || Point-To-paint || 128 20000 MSTP
~[B MSTP Configuration gel/11]_Disadle || Defautt Default Disable || Point-To-paint ||__128 20000 MSTP
Port Configuration ge1/12 | Disable || Default Default Disable || Point-To-paint || 128 20000 MSTP
Port Information ge1/13|[ Disable || Default Default Disable || Point-To-paint || 128 20000 MSTP
{3 IGMP SNOOFING Confi ge1/14 | Disable || Default Default Disable || Point-To-paint || 125 20000 MSTP
2 GMRP C ge1/15|_Disable || Dsfautt Default Disable | Point-To-paint ||__128 20000 MSTP
() EAPS Configuration | [9e1/16 | Disable || Default Default Disable || Point-To-paint || 128 20000 MSTP .
< > ge1/17 | Disavle || Dsfautt Default Disable || Point-To-paint ||__ 128 20000 MSTP
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11.14 IGMP Snooping Configuration (HacTpoika oTcnexvBaHus

IGMP Tpacmka)

11.14.1 IGMP Snooping Configuration (Hactpowku cdyHkummn IGMP
snooping)

3 Managed Switch

#(1 Industrial Switch Monitoring

T = Systesn Confgoration Global IGMP SNOOPING Disable v

53 o Configaton VLAN 1D Jdant v

#{1] MAC Binding R e

#1 (] MAC Filter N IGMP SNOOPING Disabl

#(11 VAN Configuration Fast Leave Disable v

#{_] SNMP Configuration Fast Leave Timeout { 300000 (ms)
=TI ACL Configuration Query Membership Timeout 300000 (ms)
108 G ion Group Membership Timeout 400000 (ms)
%{1 IP Basic Configuration L.

(1] AAA Configuration

(] MSTP Configuration Refresh Apply

=14 IGMP SNOOPING Configuration
E) IGMP SNOOPING Configuratio
E) Multicast Group Information

% (1 GMRP Configuration

%L1 EAPS Configuration

%] RMON Configuration

%] Cluster Management

% (1 ERPS Configuration

#(1 Log Management

Ha paHHom cTtpaHuue WEB wHTepdenca Bbl MoxeTe rnobanbHo
BKIMIOUMTb unu  BbeikntounTe (Enable/Disable) dyHkumio IGMP  snooping
(mpouecc oTtcnexuBaHusa ceTeBoro Tpadwuka IGMP, npepoTepallatomi
wmpokoBeLwaTensHyto  (broadcast) petpaHcnaumio  multicast  Tpacmka
KOMMbOTEPAM-NOTPEOUTENSAM, KOTOPLIM HE HY>XHO ero obpabaTtbiBaTh).

BkntouyeHne pgaHHOro nmnpoTokona sABnseTcs obasartenbHbIM - Mpu
nepegave Tpadmka OT 6GONbLIOrO KonMyecTsa nepefaTynkoB GonbLUoMy
konuyectBy npuemHukos (HDMI no Ethernet). PekomeHgyeTcs Takke
BkntounTb IGMP ana VLAN

Bce HacTpolikM Ha JaHHOM CTpaHuLe noaTBep)KaatTcsa KHonkon Apply
(NpUHATB).

C nomolbto kHomkn Refresh Mo)xHO 0OHOBUTL 3HaAYEHUs Nonen.
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11.14.2 Multicast Group Information (O6waa nndopmauusa o IGMP)

o )| ¢ @ hitpy//1921680.1/ o - H & Switch ‘ ‘

2 a4 6 8 10 1z 14 18 18 20 2 2 -
AN AOAA ABAA [
A0O0 OOA0 AAOQ oo o2 e
13 5 7 ® 11 13 15 47 18 21 23 25 26 1 link down
~
3 Switch
{1 System Configuration
{1 Port Configuration
2] MAC Binding VLANID || Multicast Address || Member Ports
{1 MAC Filter Refresh

{21 VLAN Configuration

] SNMP Cenfiguration

{1 ACL Configuration

{J QOS Configuration

{1 IP Basic Configuration

{1 AAA Configuration

{1 MSTP Configuration

3 IGMP SNOOPING Confi
IGMP SNOOPING Cc
Multicast Group Inforn

{21 GMRP Configuration

{1 EAPS Configuration

{21 RMON Cenfiguration

< >

Ha paHHom ctpaHuue WEB wHTepdgoeiica npeacTaBreHa obuias
nHpopmaums o Multicast rpynnax cosgaHHbIX B npoLecce paboTbl NpoTokona
IGMP.

WHdopmaLma npegoctaBneHa TOMbKO AN YTEHUS U OBGHOBNEHWS
(Refresh)

11.15 GMRP Configuration (HacTtpouka pabotbl npotokona GMRP)
11.15.1 GMRP Global Configuration (FfmobanbHble HacTponku GMRP)

Ha pgaHHon ctpaHuue WEB unHTepdpenca npegcraBneHsl rmobanbHbie
HacTpownku paboTbl npotokona GMRP (GARP Multicast Registration Protocol),
npeaHasHayYeHHoro Ansi YNpoLLeHMs pacnpoCcTpaHeHus No ceTn MHgopmauum
0 Hanuuun onpegerneHHon Multicast rpynnbl.

BkntoueHue/oTknoueHne nogaepxkkn GMRP  ocyulectensietca ¢
nomouypbto Bbidopa Disable/Enable n nocnepytollero noaTeepXaeHns KHOMKON
Apply (NpuHATB).
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I'4
AN

e I‘,.w\ & @ hitp://192.168.0.1

%

0 12 14 18

=) v
(=)

1 20 2 21
OO0

0Oooo o860
7 18 2 2 B 2

i
O linkup
B disable
1 link down

o Switch
{1 System Configuration
{1 Port Configuration
{1 MAC Binding
E{] MAC Filter

{1 VLAN Configuration
#{] SNMP Configuration
{1 ACL Configuration
E{] QOS Configuration
(] P Basic Configuration
E{] AAA Configuration
E{] MSTP Configuration
#{1 IGMP SNOOPING Confi
E-3 GMRP Configuration
GMRP Global Configt
GMRP Ports Configur
8 GMRP State Machine
#{1 EAPS Configuration

< >

Global GMRP|| 21

Refresh Apply

11.15.2 GMRP Ports Configuration (Hactponka GMRP Ha nopTax)

Ha paHHon ctpaHnue WEB wuHTepdeinca npenctaBrieHbl HAacTPOMKK
GMRP gnsa otgenbHbix noptoB. [MopT BbiOMpaeTcs B BbiNagaloweM MEHH
Port, Bkn/oTkn nogaepxkn GMRP peanusyetcs ¢ nomouwbto GMRP Status

Disable/Enable.

Bce HacTpoKkn Ha JaHHOW CTpaHuLe NOATBEPXKAATCS KHoMKoM Apply

(NpuHATB).
e J‘ C @ hitp://192.168.0.1 2 - || @& switeh ‘ ‘
2 4 & 8 10 12 14 18 1% 20 22 24
0AAA AAAD AAAA 22';';::;
OO 00 oo adoo 0008
13 5 7 9 11 13 15 A7 18 21 28 25 2% 01 link down
~
4 Switch
{1 System C. !
{1 Port Ci ‘Pnrl:| || GMRP Status: [D:
£ MAC Binding
{0 MAC Filter Refresn Apply
o vLAN Pori Name || GMRP Status || _JoinT Leave LeaveAll Timer{centiseconds)
{1 SNMP Configuration gelll Disable =
{1 ACL Configuration geli2 Disable
{1 QOS Configuration o1l Disable
{1 IP Basic Configuration gelld Disable - —
{1 AAA Configuration gells Disable
{3 MSTP Configuration geli6 Disable — —
{1 IGMP SNOOPING Confi gell? Disable
23 GMRP Configuration gelld Disable
GMRP Global Configt gel/ Disable
GMRP Parts Configur gel/i0 Disable
GMRP State Machine gel/it Disable
{1 EAPS Configuration gel/12 Disable o
< > gelild Disable - -

3 SEC.RU
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11.15.3 GMRP State machine (O6wasa niucdopmaumsa o GMRP)

e
e‘_;‘;ﬁ\o‘g\-&m-wzm&ol- 0 [ @ switch | " 3
2 4 6 8 10 12 1a 16 18 20 2 2 1
OOAad A0 Aadon -‘;LH";
oo d dadd oddd @8oe .
13 5 7 § 1 13 15 17 18 21 23 25 28 21 link down
~
3 Switch
"1 System Configuration
‘1 Port Configuration
1 MAC Binding PortName || VLANID | icast MAC Address [ Applicant State || Registrar State
{1 MAC Filter
Reifresh

{1 VLAN Configuration

{1 SNMP Configuration

{1 ACL Configuration

{1 QOS Configuration

“_1 IP Basic Configuration

{1 AAA Configuration

{1 MSTP Configuration

(1 IGMP SNOOPING Confi

3 GMRP Configuration
~E] GMRP Global Config
~[E GMRP Ports Configur

GMRP State Machine
{1 EAPS Configuration
< >

Ha panHon cTtpaHnue WEB wuHTepdpenca Haxogutcs CBogHas
WHpopmaums o pabote npotokona GMRP. Homep noprta, VLAN ID, MAC
agpec multicast rpynnbl n 4.

MH(*)OpMaLI,VIFI npenocrtaBJieHa TOJIbKO A51A YTeHuA.

Refresh — 06HOBUTL cogepxaHne Tabnuubl.
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11.16 EAPS Configuration (HacTtpomnka paboTbl npoTtokona EAPS)

11.16.1 EAPS Configuration (OCHOBHbIe HACTPOMKK paboThbl NPOTOKONa
EAPS)

= [ i)

| AR

a 7w|0 @ hitp://1921680.1 2 - || @ switch

aa s
oo oo Sy
El

5 % &1 link down

‘3 Switch
(3 System Configuration
{1 Port Configuration
(3 MAC Binding
{1 MAC Filter
(1 VLAN Configuration
{1 SNMP Configuration primary port v
{J ACL Configuration secondary port v
{1 QOS Configuration
(3 IP Basic Configuration
{C1 AAA Configuration
{0 MSTP Configuration Hello Time Interval o s
(3 IGMP SNOGPING Confi Fail Time
1 GMRP Configuration
‘3 EAPS Configuration
EAPS Configuration Extreme Introperabiliy| [0
EAPS Information Enable Status 1e
C1 RMON Configuration Refresh| | Create Apply Remove )
< >

EAPS Ring ID L v

Create Status. Not Created

Mode Nene V]

Control VLAN o

Protected VLANs Format: 2,46 or 3-10|

s

o
Data Span ‘E ble

Ha paHHon ctpaHnue WEB wuHTepdenca npenctaBrieHbl HacTpPOWKK
npoTokona EAPS (Ethernet Automatic Protection Switching),
npegHasHa4YeHHoro A4S 3aWwuTbl OT NeTenb B CETU.

1) EAPS Ring ID - Bbi6op ID ans EAPS ring;

2) Mode - HacTpowika pexuma paboTbl pabouero yana ans EAPS
AOMEHa;

3) Primary Port — Bbibop kntoyeBoro nopta ans EAPS;

4) Secondary Port — Bbibop BTOpU4HOro nopta anga EAPS;

5) Control VLAN — Bbi6op VLAN ID gnsa EAPS;

6) Protected VLANS — BbIGOp OOHOrO WMNM HECKOMbKUX 3alluLLiaeMbiX
VLAN B gfomeHe EAPS;

7) Hello Time Interval — HacTpoika EAPS gomeHa gnsi nepuogmyeckon
otnpaBku naketoB HEALTH. 3agjaBaemoe 3HauyeHWe B CekyHAax
AOIMKHO ObITb MeHbLUE YeM Bpemsi o owunbdku (fail time);

8) Fail Time — BpemMa 00 ucTeyeHus cpoka aenctsus B EAPS gomeHe.
JormkHo bbITh 6onbLue, Yem Hello Time;

9) Extreme Interoperability (enable/disable) — Bkn/Bbikn COBMECTMMOCTb
C extreme ycTponCTBaMMm.

Bce HacTporkn Ha JaHHOW CTpaHuLEe NOATBEPXAAKTCS KHoMkon Apply
(MpuHATB).
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11.16.2 EAPS information (CBogHas nHdopmauus o paborte npoTokona
EAPS)

f PR
a‘ ;/,-\G @ http//192.168.0.1/ 2 - |[ @ suitch | N e
z 4 € ® 10 1z 14 18 12 20 22 24 0 link
o000 o0 oo .‘;":r
OO0 AAA0 AN A o oae
1 3 5 7 9 11 12 15 17 18 2 23 25 26 1 link down

N Switch
{1 System Configuration
{1 Port Configuration Refresh|
{1 MAC Binding
{1 MAC Filter
{21 VLAN Configuration
{1 SNMP Configuration
{1 ACL Configuration
21 QOS Configuration
{2 IP Basic Configuration
{1 AAA Configuration
] MSTP Configuration
{2 IGMP SNOOPING Confi
{11 GMRP Configuration
4 EAPS Configuration
B EAPS Configuration
EAPS Information
{1 RMON Configuration
< >

Ha paHHon cTpaHnue WEB wHTepdenica npegcTtaeneHbl obuime
cBefeHus o paboTe npotokona EAPS.

MHdopmauma npedcTaBneHa TOMbKO AN YTEHUS U He MOXeT BbiTb
U3MeHeHa C 3TOW CTpaHuLbl.

Refresh — o6HOBUTL cogepxaHne cTpaHuLbl.

11.17 RMON Configuration (Hactpomnka pa6oTbl npotokona RMON)

11.17.1 Statistics Configuration (HacTpownka rpynn ctaTUCTUKK Ans
RMON)

Ha paHHom ctpaHnue WEB wHTepdeinca npegctaBrieHbl HAacTPOWKM
rpynn cratuctukm  (Statistics) pna  pabotel  RMON  (AWCTaHUMOHHBIN
MOHUTOPWHT CETK).

Bbibepute nopt u3 Bbinagawowero cnucka Port, 4Tobbl HacTpouTb
rpynnbl  AaHHbIX cTaTucTukn. WMHgekc O  o3HayaeT, 4YTO nMOpT He
ckoHdurypupoBaH gns RMON. UHgekc moxeT 6biTe B npegenax ot 1-100.
3anonHeHune nonga Owner (Brnagenel) He SBNsieTcst 06a3aTernbHbIM.
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(¢ 2 -|| @ suich ]
2 4 6 B 10 12 14 16 18 20 2 2
OO0 a0 dg anon
OO0 aao0 anao @808 -
1 3 5 T 9 41 13 18 17 18 21 23 25 26 0 link down
{1 MAC Binding A ~
E{] MAC Filter
#{ VLAN Configuration !
# (] SNMP Configuration ]
(] ACL Configuration
{1 QOS Configuration [ RMON Statistics ]
B IP Basic Configuration ‘ Index" B Il Owner" [ |
{7 AAA Configuration
(] MSTP Configuration Refresh Apply Delete Help
(] IGMP SNOOPING Confi Statistics Data
#(3 GMRP Configuration etherStatsDropEvents 0][etherStatsOctets D
¥ EAPS Configuration etherStatsPkis 0][etherStatsBroadcastPkis 0
=“3 RMON Configuration letherStatsMulticastPkts 0||etherStatsCRCAlignErrors 0
“1 Statistics Configuratio therStatsUndersizePkts D][etherStatsOversizePkts o
History Configuration [etherStatsFragments [0][etherStatsJabbers D
“B1 Alam Configuration stherStatsCollisions 0||etherStatsPkist4Octets o
Event Configuration |etherStatsPktsE5to127 Octets 0]letherStatsPkis 12810255 Oclets 0
{7 Cluster Management etherStatsPkts256to5110ctets 0f|etherStatsPkis512t010230¢ctets 0
(] Log Management v etherStatsPkts1024t015180ctets 0 v
< >

11.17.2 History Configuration (Hactpo#ka rpynn npeabicTopum ans
RMON)

(<]

¢ @ hitpi//192.168.0.1/ 2 - |[ @ suitch ‘ ‘

10 12 44 16 18 20 22 24 -
oOn aann E P
aO0a Aanaa o6 sabie

M 43 15 47 18 2 23 25 2% 1 link down

{1 MAC Binding o
{1 MAC Filter

{1 VLAN Configuraticn

11 SNMP Configuration Port:
{11 ACL Configuration
{1 QOS Configuration RMON History
1 IP Basic Configuration Index “3 Interval || @

{1 AAA Configuration Request 3 owner
{1 MSTPC Buckets

{1 IGMP SNOCPING Confi
{1 GMRP Configuration
{1 EAPS Configuration History Data

3 RMON Configuration Time 1 T T ]
Statistics Configuratio index Iu;?ar\:‘al RC

|
ts||Fr [Jabbers|
History Configuration ” ” H ” H " ‘ "
Alarm Configuration First Prev Next Last
&) Event Configuration Total Dpages, Current Page is No. 1

{1 Cluster Management
{1 Log Management

< > < >

Refresh Apply Delete Help

DropEvents|| O

Ha panHon cTtpaHuue WEB wnHTepdenca npencraBneHbl HaCTPOWKU
rpynn npegpictopum  (History) agna  pabotei RMON  (aucCTaHUMOHHLIN
MOHWUTOPWHT CETH).
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BbibepuTe nopT u3 packpbiBatollerocs cnucka Port ana HacTpoviku.
Ecnu nopt He ckoHurypuposaH ans RMON, B none INDEX otobpasutca 0.
3Ha4veHne Index moxeT 6bITb B npegenax ot 1 go 100. lNone Bnagensua
(Owner) He 065a3aTeNBHO K 3aMONTHEHUIO.

B none Interval ycraHaBnuBaeTtca Bpems oT 1-3600 B TeueHwe
KOTOporo cobupatTca AaHHble. Bucket — 3TO BblAeneHHOe XpaHunuie Ans
cbopa 3anucen. 3HadeHne MoxeT ObITb OT 1 — 100.

11.17.3 Alarm Configuration (HacTpomka rpynn aBapuiHbIX CUTHaNoB
ana RMON)

%

3>

e‘ i‘}-,-\c @ hrtp://192.168.0.1/ 0 -]

5 suren [ ]

10 12 14 16 18 20 22 24 -
co00 anan 2:!"‘;{’
ooon o000 ma savie

M 43 15 17 18 M 23 25 2% 1 link down

{21 MAC Binding A~

{3 MAC Filter

{1 VLAN Configuration

{1 SNMP Configuration

{1 ACL Configuration

{1 QOS Configuration - = ———

{1 IP Basic C N Coeoie v 0 o : !

{1 AAA Cenfiguration

{1 MSTP C: )

1 IGMP SNOOPING Confi

{1 GMRP Configuration

{1 EAPS Configuration

3 RMON Configuration
“[E Statistics Configuratio
History Configuration
Alarm Configuration
Event Configuration

{1 Cluster Management

{1 Log Management

< > < >

Rising |[Falling|
Event (| Event
Index || Index

Alarm|| Rising || Falling
Value|[Threshold|[Threshold

Index ||intervall Variable sample Type

Refresh Apply Delete Help

Rising Falling Rising Falling

Sample
hreshold Threshold ||Event Index | Event Index|

Type H QOwner

Alarm Value " T

Sequance" Index ||InteNaIH Variable

Ha paHHon cTtpaHuue WEB wnHTepdenca npencraBneHbl HaCTPOWKU
rpynn aBapunHbix curHanos (Alarm) ona pabotel RMON (OMCTaHUWOHHbIV
MOHWUTOPWHT CETH).

Refresh — o6HOBUTL Tabnmuy.

Apply — coxpaHuUTb HaCTPOMKHU.

Delete — yganutb 3anucb 13 Tabnumubi.
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11.17.4 Event Configuration (Hactpouka rpynn co6bituin ansa RMON)

Ha paHHown cTtpaHuue WEB wnHTepdenca npenctaBneHbl HaCTPOMKU
rpynn cobbitun (Event) ans pabotel RMON (AMCTaHUMOHHBIA MOHWUTOPWHT
cetn).

M3 Bbinagatowero cnucka BblbepuTe rpynny cobbltuin, 4TOGbI
npocMoTpeTb unu Hactpoutb ee. Haxmute (NEW), ecnu xotuTe cosgatb
HOBYIO rpynnmy.

[vana3oH BO3MOXHbIX 3HayeHun B none Index 1-60. B none
Description (onucaHue) 3agaeTcs TEKCTOBOE OnucaHue rpynnbl cobbiTuin. Tun
cobbITu MoXeT BbITb None (He pearMpoBarth), log (CoxpaHuTb 3anuck), snmp-
trap, log and trap. MNMone Bnagenbua (owner) 3anonHATbL He 00s13aTENbHO.

Mone Last time sent (nocnegHee BpemMs OTNPaBku) OOCTYMHO TOMbKO
ONA  4TeHUs U nokasbiBaeT, Korga B nocrnegHui pa3 cobbitve  Obino
OTnpaBneHo.

2

e- ;“ @ @ http://192.168.0.1/ £ ~ [ @ switch

.
(ool a] (]
(]

2 4 6 8 10 12 14 15 1@ 2 2
aaaa o oo L
NOB A AAAA AAAA o0 (] arsis
1 3 5 7T 8 11 13 15 17 15 21 23 25 26 0 link down

‘1 MAC Binding A

"] MAC Filter

{1 VLAN Configuration

1 SNMP Configuration Index Description Type 3 Last Time Owner

"1 ACL Configuration

{1 QOS Configuration 0 === v ‘ wgéaoag_ggw

{1 IP Basic Configuration

1 AAA Configuration

1 MSTP C I [Cindex )| Descrip | Tpe [ Com [ Testtmesent | Gwner

{1 IGMP SNOOPING Confi

{1 GMRP Configuration

{1 EAPS Configuration

4 RMON Configuration
Statistics Configuratio
B History Configuration
Alarm Configuraticn
Event Configuration

{3 Cluster Management

2 Log Management

< > < >

Refresh Apply Delete Help

Refresh — o6HOBUTL Tabnumuy.
Apply — coxpaHuUTb HaCTPOMKHU.

Delete — yganutb 3anucb 13 Tabnumubl.
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11.18 Cluster configuration (Hactponka knacrtepa)
11.18.1 NDP Configuration (Hactpouka pa6oTbl npotokona NDP)

Ha paHHon cTpaHnue WEB wuHTepdeinca npegctaBreHbl HAacTPOWKK
paboTtbl npoTokona «obHapyxeHus cocegen» NDP (Neighbor Discovery
Protocol). [laHHbIN NPOTOKON NCMNOSNb3YeTCss COBMECTHO C IPv6 1 OTBETCTBEHEH
3a obHapyxeHue KOH(rMKTa agpecos, APYrMX Y3noB B KracTepe, MOUCK
poctynHbix DNS cepsepoB 1 TA4.

o 2 -\c & hittp://192.168.0.1/ P~ H @ switch ‘ |
10 42 44 16 18 20 22 24
Onh 0 Ooon

(o]
aOnon oo o8d8
9 11 13 15 47 19 24 23 25 26

link up
disable
link down

CED

"3 Port Configuration o
{1 MAC Binding
{1 MAC Filter '
{1 VLAN Configuration Port: v
1 SNMP Configuration Port Enable [disable V]
{1 ACL Configuration
{1 QoS Configuration
{1 IP Basic Configuration Hello-time
{1 AAA Configuration Aging-time 180 (1-4096 sec)
{1 MSTP Configuration
{1 IGMP SNOOPING Confi Refresh Apply Help
{1 GMRP Configuration
{1 EAPS Configuration
21 RMON Configuration
‘3 Cluster Management
NDP Configuration
NTDP Configuration
~Bl Cluster Configuration

Global Enable disable V|
60 (1-4096 sec)

{1 Log Management
< >

JocTynHbl cnegyoLlwme HacTPOMKN:

1) Port— BbIGOp NopTa;

2) Port Enable (enable/disable) — Bkn/Bbikn nogaepxku npotokona NDP
Ha BblIOpaHHOM nopTe;

3) Global Enable (enable/disable) — Bkn/Bbikn rnobanbHOM NoAdepPKKM
npotokosna NDP;

4) Hello Time - wHTepBan otnpaBkm NDP naketoB, 1-4096 cek,
3Ha4eHue nNo ymonyaHuo 60cek;

5) Aging time — nHTepBan «ctapeHusi» oTrnpasneHHblx NDP nakeToB He
NPUHATBLIX yAaneHHsIM ycTponctBoM, 1-4096 cek, 3HayveHue no
ymondaxuio 180 cek.

Bce HacTpounkun Ha gaHHOW cTpaHuue noaTBepxaatTcsa KHonkon Apply
(MpuHATB).
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11.18.2 NTDP Configuration (Hactpowka pa6oTbl npotokona NTDP)

Ha paHHown cTtpaHunue WEB wnHTepdenca npeacraBneHbl HaCTPOWKU
pabotbl npoTokona NTDP (Network Topology Discovery Protocol). JaHHbIn
NPOTOKO UCMNOMb3yeTCs ANns NOCTPOEHMS TOMOMorMu B KrnacTepe.

e‘_ > )| & @ hitp://192.168.0.1 £ - [ @ switch ‘ ‘
2 4 € & 10 12 14 1§ 12 20 22 24 -
COO0 AaOOn aoan E:’;‘;x‘e
Oood aoon [ =1 [ = Rlo[ofio] o] B link down
T 5 5 7 3om ot oo oaom 252
B {7 Port Configuration ~
{1 MAC Binding
E{] MAC Filter !
{0 VLAN Configuration Port: v
E{] SNMP Configuration Port Enable [dizable v|
B{] ACL Configuration -
BIC3 GOS Configuration Global Enable disable Vv
#{] IP Basic Configuration Hops 3 (1-6)
(] AAA Configuration Interval-time || |1 (0-65535 min)
£ MSTP Configuration Hop-delay 200 (1-1000 milsec)
B IGMP SNOOPING Confi
=1 GMRP Configuration Port-delay 20 (1-100 milsec)
#{] EAPS Configuration
E{] RMON Configuration Refresh | Apply el
=3 Cluster Management
NDP Configuration
NTDP Configuration
Cluster Configuration
E{] Log Management
£ >

[ocTynHbl cneaytowme HacTPONKK:

1) Port— BblGOp NopTa;

2) Port Enable (enable/disable) — Bkn/Bbikn nogaepxku npotokona NTDP
Ha BblIOpaHHOM nopTe;

3) Global Enable (enable/disable) — Bkn/Bbikn rno6anbHOM NOAAEPKKM
npotokonia NTDP;

4) Hops — pocTtynHbin guanadoH Tononmorun 1-6. Mo ymonyaHuio
3HayeHuMe paBHO 3. KomnuyecTBO nepexofdoB (XOMNOB) OT Camoro
yAaneHHoro yCTponcTBa [0 YCTPOWCTBA, KOTOPOE KOHTPONMPYET BCHO
TOMOSOrNio;

5) Interval Time — Bpemsi cbopa Tononorunm B MuHyTax. 3HaA4YeHUe no

ymMon4yaHuio 1;
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6) Hop delay — gonycTuMbIN MHTEpBan 3agepXku Mexay nepexogamu.
HocTynHble 3HaveHus 1-1000Mc. 3HaveHme no ymonyanuo 200mc;

7) Port delay — gonyctumbii nHTepBan 3afepXku nepen nepechirikon
NakeToB Ha NepBbi NopT. [ocTynHble 3Ha4eHusa 1-100mc. 3HayeHne

no ymonyaxuto 20mc.

Bce HacTpoukun Ha JaHHOW CTpaHuLLe NOATBEPXKAATCS kKHoMkon Apply
(MpuHATD).

11.18.3 Cluster Configuration (HacTpomka knactepa)

O )¢ ey -] @ suirh [
2 4 6 8 10 12 124 15 18 20 2 21 -
cooo ooo0 oaoon = HED
OO0 oo oo @060 B link down
13 5 7 8 11 13 15 7 13 2 2 2 2
®{1 Port Configuration ~ ~
{1 MAC Binding
B{1 MAC Filter
) YL Ea Cluster Enable disable V
®{1 SNMP Configuration
W0 ACL Configuration Management-vlan 1 (1-4094)
{7 QOS Configuration IP-pool 0.0.0.0/0 (AB.C.D/M)
#{ IP Basic Configuration Handshake time 10 (1-25 sec)
{7 AAA Configuration = =
#1(1 MSTP Configuration Handshake hold-time 60 (1-255 sec)
{7 IGMP SNOOPING Cenfi B
{1 GMRP Configuration
®{] EAPS Configuration
{1 RMON Cenfiguration
3 Cluster Management Cluster Name ‘ [ | H Tvpe‘ [ V]
~E NDP Configuration
~E NTDP Configuration Apply Delete
~B Cluster Configuration
{7 Log Management »
< >

Ha paHHon cTtpaHunue WEB wnHTepdenca npencraBneHbl HaCTPOWKU
Anga knacrepa.

Bbl  MOXeTe nNpocMoTpeTb W OTpedakTMpoBaTh Tabnuuy C
y4yacTHMKamu knacrepa.
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Bo3MOXHble HACTPOKMKK BKNOYAKOT B CceOs:

v Cluster enable (enable/disable) — Bkn/Bbikn knactepa;

v" Management VLAN — pguanasoH pgoctynHbix VLAN'oB ot 1-4094.
3Ha4eHune no ymon4yaHuio 1;

v' IP pool — pguanasoH (nyn) |IP agpecoB y4aCTHMKOB KracTepa.
HoctynHein ananasoH ot 0.0.0.0 go 255.255.255.255. Odonyctnmas
anvHa mackm 0 oo 32;

v Handshake time - wHTepBan oTnpaBkM handshake nakeToB.
Jdonyctumbii gnanasoH 3HadeHun 1-255. 3HayeHne no ymonyaHuio
10;

v Handshake hold time — Bpemsi «ygepxuBaHusiy. [onycTUMbIn
ananasoH 3HaveHun 1-255. 3HadyeHne no ymonyanuio 60.

YToObl HAacTpouTb KrnacTep BaM HeobxoaMmo BbibpaTb MMs KracTepa
n BblbpaTb coeaMHeHue C  knactepom. CylecTBYHT py4YHble ¢
aBTOMaTU4YeCKme MeToObl COEQUHEHNS C KNacTeEpPOM.

lMocne noaTBepXAEHMS  CO3d4aHMst  KkracTtepa Bbl  MOXeTe
aBTOMaTUYECKN MEPEKIIYNTCHA Ha pyvyHOM meTon. Bbl HE mMoxeTe B pydHyto
NepeKnuYNTCA Ha aBTOMaATUYECKMI MeTod. Py4yHonm MeToa No3BonsieT MeHATb
UMs KnacTepa.

lMocne noaTBepXAeHMs CO3daHMsa  Knactepa  YCTpoOWCTBa —

Y4aCTHMKU Kractepa n YCTPOUCTBa-kaHaAnAaTel  MOryT OblTb NPOCMOTPEHBI B
Tabnuue. Bbl MOxeTe ypansaTb y4acTHMKOB Knactepa wnu [o0aBnsitb
YyCTPONCTBa-kaHAUAATbI COrMacHO CMUCKY ponen.
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11.19 ERPS Configuration (Hactponka ERPS)
11.19.1 ERPS Configuration (Hactpomnka npotokona ERPS)

Ha paHHon cTtpaHnue WEB wuHTepdenca Haxogatcss HacTpOVKK
npoTtokosia ERPS — BbicokoadhdekTMBHOM anbTepHatMBe npotokona STP
(BpemMa BoccTaHOBNEHWA NUHKa 50mc). [aHHbIi  CceTeBOW MPOTOKON
ncnonb3yeTcs AN UCKIYeHNs 06pa3oBaHUA KONMMMU3WK, NPy UCNOSNb30BaHUN
KOMbLIEBOW TOMOMOrMM NOAKNIOYEHUS.

" Managed Switch
F 1 Industrial Switch Manitoring

# ] System Configuration ERPS Domain -
#{2 Port Configuration o
j M:: ::U atior ERPS Domain Status o> e
# inding
il Create ERPS Doman | | Delete ERPS Domain

%1 VLAN Configuration e-nterconnection v Apply

%L1 SNMP Configuration
%L ACL Configuraticn

ERPS Domain Node Roke

SEC.RU

ERPS Ring
¥ QOS Canfiguration —— Ty
# 1 IP Basic Configuration RN o d
%L1 AAA Configuration Create ERPS Ring Delete ERPS Ring
%L MSTP Configuration
= . Ring Made -
%L1 IGMP SNOOPING Configuration
%3 GMRP Configuration Node Made >
1 EAPS Configuration Raps VLAN Deleie Raps VLAN
#L3 RMON Configuration P T
% L) Chestor Managament v = e L P
=3 ERPS Canfiguration —
B ERPS Configuration RL Port Delete RL Port
B ERPS Information Revertive Benaviour reverte v
%L1 Log Managemant Hoxoff Tame
Guard Time
WIR Time.
WIB Time

Raps.send Time.
ERPS Ring Enable disable v

Farced Switch RPL and RL Port

Manual Switch Port L2

v" Raps VLAN — VLAN ID, B koTopon 6yaeT nepeaaBaTtbCsi Cry>KeOHbIN
Tpacduk ERPS
v" Traffic VLAN — VLAN ID, KoTopble Heobxoanmo 3aluilaTe OT neTenb

M KONnu3anm

Refresh — 0OHOBUTL 3Ha4YeHUSA Noren.

Apply — coxpaHuUTb HaCTPOMKHU.

96

KopoTkuii nyTb K MHcbopmaLmm

CkayaHo c sec.ru




7 N
N\ 7

11.19.2 ERPS Information (MHcpopmauusa o pabote ERPS)

Ha paHHou ctpaHuue WEB uHTepderica HaxoaaTcsa cBoaHble AaHHbIE
0 pesynbTate paboTbl npoTokona ERPS.

Bca wmHpopmauma OO0CTynHa TONbKO ANA YTEHUS U MOXET ObiTb
obHoBneHa ¢ nomoLLbio kHonkn Refresh.

3 Managed Switch ERPS Information
B Industrial Switch Monitoring
{1 System Configuration
(] Port Configuration
1 MAC Binding
(] MAC Filter
3 VLAN Configuration
() SNMP Configuration
{2 ACL Configuration
(] QOS Configuration
{2 IP Basic Configuration
&) AAA Configuration
(2] MSTP Configuration
3 IGMP SNOOPING Configuration
(] GMRP Configuration
(] EAPS Configuration

{1 RMON Configuration

{3 Cluster Management
33 ERPS Configuration

) ERPS Configuration
[E) ERPS Information
3 Log Management

Refresh Help
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11.20 Log management (YnpaBneHue 3an1cbio JIoros)

Ha paHHon cTpaHnue WEB wuHTepdenca npenctaBreHbl HAacTPOWKK
dwunbTpa BbIBOAa 3anucaHHbIX noroB. B nome Log Priority moryt 6biTb
cnegyowme 3HavYeHust:

v Critical — BbIBOAUTb UHGOPMALIMIO, OTHOCSILLYIOCS TONBKO K
KPUTMYECKOMY YPOBHIO BaXKHOCTMU;

v" Debugging — BbIBOAUTb MHGPOPMALMIO ONS OTHNAAKY;

v"Informational — BbIBOAUTbL MHGOPMALIMIO AN OTHaaKu 1 obLLyto
MHdOPMaLNIo B Norax;

v' ALL — BbIBOAMTb BCIO MHGpOpMALIMIO.
Y1066 NPUMEHUTE PUALTP NOroB HaxmuTe kHonky Refresh (o6HOBKTD)

3 Managed Switch

(] Industrial Switch Monitoring
1] System Configuration ‘ Log Priority \[7\,1‘ Refresh
(3 Port Configuration

(] MAC Binding

&) MAC Filter

B VLAN Configuration

{1 SNMP Configuration

B ACL Configuration

1 QOS Configuration

B P Basic Configuration

£ AAA Configuration

11 MSTP Configuration

(] IGMP SNOOPING Configuration
E(] GMRP Configuration

(] EAPS Configuration

&{) RMON Configuration

B Cluster Management

B ERPS Configuration

13 Log Management

B Log Information
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12.UameHeHue IP agpeca kommyTaTopa

: afan
- [0 = = = Jolololof
i A
1 SW-80802/L(150W) P Address Configuration
=3 System Configuration f
B Basic Information Line item VLAN ID 1P Address / Subnet Prefix DHCP Client MAC Address
B Serial Information | [1 v |t 192. 168. 0. 3/24] x\ Disable V| 0028.2411.bdf1
B) User Management 1 1 192.168.0.1/24 Disable 0028.2411.BDF 1
[ Safe Management
E) SNTP Configuration Refresh Create VLAN Interface Delete VLAN Interface
B Jumbo Frame Configuratio Set 1P Address/DHCP Client Delete IP Address Help

) Save Current Configuratior
B Configuration File
B File Upload
B system Reboot

#( Port Configuration

& {1 MAC Binding

%) MAC Fiter

#(] VLAN Configuration

#(] SNMP Configuration

#( ACL Configuration

#(1 QOS Configuration

=3 IP Basic Configuration
[B) P Address Configuration
B) ARP Configuration and Dis
[E) Host Static Route Configur

#{ AAA Configuration

Ins naMeHeHus IP agpeca koMmmyTaTopa:

— BbinonHute Bxog B8 WEB nHTepdenc kommyTtatopa;

— Bownaute B pasgen meHto IP Basic Configuration, nyHkT IP Address
Configuration (Hactporika IP agpeca);

— ycraHoBuTe Line Item «1», DHCP Client «Disabley;

— BBeguTe HoBbLIN agpec B none IP Address/Subnet Prefix (agpec
OOIMKEH ObITb YHMKarNbHBIM U HE OOMKEH NOBTOPATLCSA);

— Haxmwute Set IP Address/DHCP Client (yctaHOBUTbL agpec), cmapbil
IP adpec aemomamu4ecku nepecmaHem delicmeogamab;

— BbinonHume noemopHsbIl 8xo0 8 WEB uHmepdbelic, ucnonb3ys
HoeblIll |IP adpec.

BHumaHue!

[nsa coxpaHeHus HoBoro |IP agpeca B 3HeproHe3aBMCMMOW NaMaTh
KOMMyTaTopa B pasgerne meHo System Configuration, nyHkT Save Current
Configuration (MpocmoTp TekyLlen koHUrypaumm) COXpaHUTe HacTPOWKN, B
NPOTUBHOM Criyyae npw nepesarpyske KoMMmyTatopa OyaeT ycTaHOBIEeH
npeablaywmn IP agpec. ObpaTnte BHUMaHWE, YTO HOBbIE NapamMeTpbl,
noMmMmo camoro IP agpeca, 4O/MKHbI cogepkaTb NpednKe Macku nogcetu
(3HaveHwue B BuTax nocne cumeona "/". (Hanpumep: 192.168.0.1/24)
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13. TexHu4yeckmne xapakTrepucTukun*

Mopenb SW-70402/ILS SW-70802/ILS SW-70804/ILS
O6buiee Kon-Bo NOpToB 6 10 12
Kon-Bo noptos FE+PoE -

Kon-so noptos FE -
Kon-Bo noptos GE+PoE -
Kon-so noptoB GE 4 8 8

(He Combo nopThbl)

Kon-eo noptoe Combo
GE (RJ45+SFP)

Kon-Bo noptoB SFP
(He Combo nopThbl)

2 GE (1000M6uT/c) | 2 GE (1000M6uT/c)

4 GE (1000M6uT/c)

BcTpoeHHble onTuyeckue
nopTel

3Besfa

Tononoruv noakIoYeHns Kackag
KonbLo

Bydep naketos 4.1 Mb
Tabnuubl MAC-agpecos 8 K
MponyckHas
CcnocobHOCTb
KOMMYTaLNOHHOW 56 éut/c
maTpuLpbl

(Switching fabric)

CkopocTb
o6cnyKmMBaHUs NakeToB
(Forwarding rate)

1000 M6uT/c — 1488,000 naketos/c
100 M6uT/c - 148,800 nakeToB/c
10 M6wuT/c- 14,880 nakeToB/c

Moppepxka jumbo frame

9 Kb

Paswmep flash namsitn

16 Mb

CTaHﬂaprl 1 NPOTOKONbI

o [EEE 802.3 — 10BaseT

o [EEE 802.3u — 100BaseTX

o |[EEE 802.3ab — 1000BaseT

o [EEE 802.3z 1000 BaseSX/LX

¢ [EEE 802.3x — Flow Control

¢ [EEE 802.1Q — VLAN

o IEEE 802.1p — Class of Service

¢ [EEE 802.1D — Spanning Tree

e IEEE 802.1w — Rapid Spanning Tree

o IEEE 802.1s — Multiple Spanning Tree

e IEEE 802.3ad — Link Aggregation Control Protocol (LACP)
e IEEE 802.1AB — LLDP (Link Layer Discovery Protocol)
¢ IEEE 802.1X — Access Control

e ERPS ring

e EAPS ring

“ % SEC.RU
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Mopenb

SW-70402/ILS | SW-70802/ILS | SW-70804/ILS

PYHKUMUN YPOBHSA 2

o [EEE 802.1D (STP)

e IEEE 802.1w (RSTP)

o [EEE 802.1s (MSTP)

e VLAN / VLAN Group

» Tagged Based

¢ Port-based

» VVoice VLAN

o Link Aggregation IEEE 802.3ad with LACP
¢ IGMP Snooping v1/v2/v3

¢ IGMP Static Multicast Addresses
o Storm Control

KauectBo 06CcnyxuBaHus
(QoS)

8 ouepenew / nopt

BesonacHocTb

e Management System User Name/Password Protection
o IEEE 802.1x Port-based Access Control

o HTTP & SSL (Secure Web)

e SSH v2.0 (Secured Telnet Session)

YnpaeneHue

» YnpaeneHue vyepe3 Web-uHtepderic
o CLI

o Telnet

e SNMP

MuankaTopbl

PWR — nutaHune

HW — Tononorus konbLo

SFP — nuHk Ha SFP noptax

V1 V2 — nigmkatopbl OCH. 1 peseps. bl
Link/Speed — coeqnHeHune/ckopocTb

AN N NN

Jatuuk Temnepatypbl 1
BAXHOCTH

Tvn — pesncTmBHbIN (TemnepaTtypa) / EMKOCTHON (BNaXHOCTb)
[nanasoH:
v’ -40...+80°C (+ 0.5°C) — Temnepatypa
v 0...99% (+3%) — BNaxHoCTb
Pasbem — TRS 3.5mm
Untepdeiic — Lindgposoin 1-Wire + nutanue (3.1-5.5V)

Pene aBapwuiiHon

DC24V,1A(HO, H3)

“ % SEC.RU

curHanusaumm
[po3o3awmTa 6 kV, 8/20us
Mutanue DC 12-57V (c pe3epBupoBaHMEM)
OHepronoTpebneHne <10 Bt | <15 Bt
OxnaxpaeHne KoHBekunoHHoe (6e3 BeHTMnATOpa)
Knacc sawutbl P40
Pasmepsbl (LUXBxI") (Mm) 43x156x115 50x160x130 50x187x130
Bec (6e3 ynakoBku) (kr) 1.15 1.38 1.54
Cnocob MoHTaxa Ha DIN peliky, Ha cTeHy
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Mogenb SW-70402/ILS | SW-70802/ILS | SW-70804/ILS
Pabouas Temnepatypa -40...+80 °C

. MoHUTOPUHT TeMnepaTypbl U BNAXHOCTU (BHELLHWIA OATYKK)

e MOHWTOPWHT HaNpsXXeHUs Ha BXoe — OCHOBHOM 1
pe3epBHbI Bl

HononHuTensHo . KHonka HV — BkntoyeHne annapatHoi nogaepxkn EARPS
EAPS npu ncnonb3oBaHunm TOMOMOMMN «KOSbLIO»

e Pexum yBenuyeHuns ganbHOCTV nepegayn cUrHanos Ao
250m. (Ckopocmb nepedadyu oepaHuyeHa 10 M6um/c).

* [pon3sBoauTenb MMEET NPaBO U3MEHSATb TEXHUYECKNE XapakTepUCTUKM U3fenus n

KoMnnekTauuo 6e3 npeaBapuTENbHOrO YBeAOMIIEHUS.

14. MapaHTHA

MapaHTns Ha Bce obopypoBaHne OSNOVO — 7 net (84 mecsaua) ¢
AaTbl NPOAAXW, rapaHTUNHBIN CPOK - 12 mecsues.

B TeyeHne rapaHTUMHOrO Cpoka BbINOMHAETCA GecnnaTHbI PEMOHT,
BKIIlOYas 3anyacTtu, Unv 3ameHa M3genuin npyu HEBO3MOXKHOCTU MX PEMOHTA.

MoppobHasa nHdpopmaumsa 06 ycrnoBmsax rapaHTUNHOMO 06CnyKMBaHNSA

HaxXOAUTCA Ha canTe WWW.0SNoVO.ru

2
240213 (4)
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15. MpunoxeHue A

Mpumep ncnonb3oBaHusa Bxoga Alarm Input kommyTaTopoB cepum ILS ¢
BHELUHUM OaTYMKOM BCKPbITUS.

ﬂaT"IMK BCKPbITUA

[~
—
1: BJIOK MUTAHWS
4 | B1— ~
B TEDc4sy T AC 195-265V
N
JlononHuTenbHbIA @
NCTOYHUK CWUCTEMA
NUTaHWA
OMNOBELEHUA

CxeMa nogknoveHns BHELHEero gatymka BCKpbITus K Bxody Alarm Input
KOMMyTaTopoB cepum ILS.

HaTtunk BckpblTMa Ans ynuuHbix ctaHumin OSNOVO cepun OS u OSP
No3BOMsieT OpraHnM3oBaTb CUCTEMY OMOBELLEHMS 00 OTKPLITUM OBEPU YIIMYHON
cTaHumu. [laTumk BCKpbITMSA NpeacTaBnseT coOom BbiKNOYaTeNb C HOPMarbHO
3aMKHYTbIMW / pPa30OMKHYTbIMWU KOHTakTamu. B 3aBMCMMOCTM OT CXembl
NOAOKMIOYEHUA M TuMNa UCNONb3YEMbIX KOHTAKTOB pfJaTymka, Tpebyertcs
npoBecTn cooTBeTcTBytoWwMe HacTpomrku Alarm Input Configuration n Alarm
Output Configuration B pasgene MoHutopuHr gatuukoB (Industrial Switch
Monitoring) WEB-uHTepdelica kommyTaTopa.

CornacHo npvBefeHHOW Bbille CXeMe MOAKIMYEHUs, KOMMYyTaTop nuTaeTcs
ot BN HanpskeHnem DC12-56V (knemmbl P1). Ha Bxog IN kneMmHon Konoaku
KOMMyTaTopa nofaeTcs HanpshkeHue ¢ Toro >xe 6roka nutaHua DC12-56V
yepe3 [JaTyMK BCKPbITUS C  HOPManbHO Pa3OMKHYTbIMW  KOHTaKTamu
(BHumaHue! Kamezopu4yecku 3anpewaemcsi rnofasame Ha Kriemmbl IN
HanpspkeHue 6onee 56V). [Ona KoppekTHOW paboTbl OMOBELLEHWS MO
NPUBELEHHON CXeMe A0JPKHbI ObITb cAenaHbl CriefyoLme YCTaHOBKM:

103

\ )) SEC.RU KopoTkuit nyTk K nHchopmaLmnm CkauaHo c sec.ru




DD
oo
oo
B8
B8

onp— sang e
I SW-T0402ILS z
= st Swtch Mondorng

8 incswl Suten Montorng
%1 Systom Contguratcn

Systom Tomperature ('C) Systom Tempecatuse Upper System Tompecatire Lower

Aot Temperature Uppar Ambent Temgeranre Lower

() Port Conguration
%) MAC Configuration 40 - 10 2
3 VLA Conguration Ambect Humaity Upper System Power Upper

# 3 SNP Configuration [
 _J ACL Configuratin Power in Master V1, Sve V2)
23,008 Canbguration \
3 1P Basc: Confguration
/1 AMA Configration
#_J MSTP Configuration - e of No lnput
523 KGMP SNOOPING Conlguration Sysem 33V Systom 15
) GMRP Configuration —_ LL_ ]
#)
#_) EAPS Configuraton
) RMON Configuration Atz Detocton Method
1 Custor Managament
1 ERPS Canfguratin m— oo i
3 LLDP Confguration get73 Clgetia
i Log Maragement
8 Log Contguration
8 Log iformation Atarm Output Contguration o Faut Msssans

Slave V2 Volages (V)

Alarm Output Mode. Pon Faiuse Executive Acton

Copynght (€) 2020
BSHOVO o
gt reserned

«]

Pasgen MonuTopuHr gatumkos (Industrial Switch Monitoring) WEB-
nMHTepdenca kommyTaTopa.

Alarm Input Configuration Upload Fautt Message

Alarm Detection Method Reboot Port

Alarm Output Configuration

Alarm Output Mode Port Fadure Executive Action System Condition Failure Executive Action

System Temperature

Normat

- Alarm Input Configuration: cpabaTtbiBaHue (nepesarpyska nopta GE1/3,
OTMEYEH rarnkow) npu nofgaye HanpsKeHWUs! BbICOKOTO YPOBHSA (YCTaHOBIEHO
High Level, 5V < U <56V) Ha Bxog, IN KneMMHON KOMNOAKMW.

- Alarm Output Configuration: 3ambikaHne koHTakToB pene Al+ Al- Bbixoga
Alarm Output (yctaHoBneHo Often Open) npu nogaye curHana BbICOKOrO
HanpsbkeHus Ha Bxod IN kneMmHow komogku (yctaHoBrneHo Alarm Input,
OTMEYEHO rankom).

Takum obpasom, NpU 3aMblKaHUN KOHTAKTOB BHELLUHEr0 JaTyMKa BCKPbITUSA Ha
knemmbl IN Konogkm nuTaHust nogaeTcd HanpsXKeHue BbICOKOro YPOBHS,
npovcxoauT nepesarpyska nopta GE1/3 n samblkaHue KoHTakToB pene Al+ Al-
BbIxoaa Alarm Output.
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16. NMpunoxeHune b NAGapuTHbIe pa3mepsbl

SW-70402/ILS

[s]
43MM

48MM

115mMm 10MM 115mMm 115mMM
- b = - oW oM

) (%)
I
43mm 156MM A3MM
C
avsws shio_ v .
e o |
| 156MMm
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SW-70802/ILS

[o] o
® @ |le 50MM
o o
48MM
48MM
130mm 10MM “ E} 130Mm
®D®)
50MMm 160Mm 50MmM

Bdnm 16.9wm 16,5mm
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SW-70804/ILS

° 50MM

187mMm

48MM

130Mm 10mm ) =) 130Mm 13qMM

50mm 187Mm S0nms

Sisieis = = 0 I

187mm
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