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1. OB30OP JOMO®OHA

1.1. OnuncaHue gomocoHa

PucyHok 1-1. QDB-27C

QDB-27C npowussogctea komnaHum QTECH npegctasnsetr SIP-gomModoH € pacluvpeHHbIM
dyHKuMoHanoM.  [JoMOpoH  MOXeT  CcoeauHATbCA € NobbiMKM  yCTpOWCTBaMu,
nogaepxusarownummn npotokon SIP, a Takke uMeeT BO3MOXHOCTb yAAneHHOro ynpasneHus
pene gomooHa 1 MoHUTOpUHra. Bbl MOXeTe cBA3aTbCs C noceTuTenem no ayamo/Buaeocsssmn
N OTKPbITb ABEPb, NP1 HeobxoamMMocTu. [Nonb3oBaTernb Tak Xe MOXeT ncnonb3osatb RF-kapTbl
MM nepcoHarnbHbIM Ko AOCTyna ANns OoTKpbITMA aAsepen. [JoMogoH npekpacHo nogongeT ong
YCTAHOBKWM B MHOTOKBAPTUPHbIX XUIbIX JOMaXx, OPUCHbIX 34aHUAX U yupexaeHusax. BoisbiBHas
naHens QDB-27C-H otnunuyaetcsa oT BbI3biBHOW naHenn QDB-27C Hanuunem BCTPOEHHOrO
aHanoroBoro aganTtepa, peanusylowero BO3MOXHOCTb COMPSKEHUS BbI3bIBHOW MaHenu c
Hanbonee nonynspHLIMU KOOPANHATHO-MATPUYHBIMU KOMMYyTaTOpaMMm.

1.2. OCHOBHble PYHKUUMU

1.2.1. O630p

¢ BaHpanosawmeHHbIN Kopnyc ¢ HoMmepoHabupaTenem

o Kamepa c wmnpokmm yrrom o63opa:120°

o POE (IEEEB802.3af, Power-over-Ethernet)

e [lonHoaynnekcHasa ayanocsasb ¢ yHKUMEN NogaBneHus axa

o [lopoepxka npoTtokona SIP ana npocTton nHterpaumm ¢ noéon IP-ATC

e [lopoepxka crangapta ONVIF gns  npoctom  uvHTerpauumM C  cucteMamm
BMOeoHabnogeHns

1.2.2. ®u3nyeckme xapakTepucTUKu n aHepronotTpebneHune

o Martepunan kopnyca: MeTannmyeckmm

o Kamepa: 3M nukcensa ¢ nogaepkkon pexmnma geHb/HOYb
¢ HomepoHabupaTenb ¢ KHOMKOW 3KCTPEHHOWN CBA3M

e WHdpakpacHbI ceHcop

(@) arecH i
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1.2.3.

Wiegand 26/34/58 uHtepdeic

RF-cuntbiBaTENbL: 13,56 MMy 1 125 k'L

Pene: 3 Bbixoga Ansa noakntoyeHus asepen/wnarbayma
802.3af Power-Over-Ethernet

12 B DC-uHTepdenc (ecnm He ncnonb3osatb POE)

Bbixog 12 B 0,4 A onsa noaknio4YeHne BHELLHEro CHUThIBaTens
OHepronoTpebneHue: meHee 12 BT

BogoHenpoHuuaemsbi 1 nNbiieHenpoHuuaemoln: IP65
Pa3mepsbl: 280,0%x128,0x68,5 mm

SIP-ycTponcTBo
SIP v1 (RFC2543), SIP v2 (RFC3261)

Ayaunokogekun: G.711a, G.711y, G.722, G.729

Bupeokonekn: H264

LLnpokononocHbi kogek: 7 ky Ayano
AxonoaaBrneHne

AkTmBaumsa no ronocosou aktnueHocTn (VAD)
"eHepaunsa komcopTHoro wyma (CNG)

Bupeo

PaspeweHnne: go 1080 n
MakcnmanbHas YactoTa kagpos: 1080 n — 30 k/c

MowHaa wuHgpakpacHas noacBeTka ANst HabnmoaeHUss B HOYHOE Bpemsi CYTOK C

BCTPOEHHbIM AaT4NKOM OCBELLEHHOCTU

CoBmecTMMOCTL C BuaeoycTpoucTBamu 3-ux npomssogutenen, Takmmm kak NVR

(BuaeoperncrtpaTop)

PyHKLUMM AOMOOHa

YaaneHHoe ynpasneHue pene ¢ nomowwbio DTMF-kogos
BanaHc 6enoro: ABTO

ABTO pexunm geHb/Houb ¢ LED-nogceeTkon
MuHumanbHoe ocelleHme: 0,1 nk

1.2.6. CeTeBble PyHKLUMU

1x10/100 M6wuT/c Ethernet-nHtepdenc

MNMopnnepxka npotokonos: IPv4, HTTP, HTTPS, FTP, SNMP, DNS, NTP, RTSP, RTP,

TCP, UDP, ICMP, DHCP, ARP

(o) arcH
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1.3. HomepoHabupaTtenb

XapakTtepucTukun

OnucaHue

Knaeuwu gns Habopa Homepa KBapTUpbI

KnaBuLua akCTpeHHON CBA3N

Bbi3oB

C6poc

(o) arcH
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1.4. YcTaHOBKa
1.4.1. MoHTax B CTeHy (3anoanuuo)
> S
B nO,D,FOTOBbTe oTBepcTHne ansa MNMomectute

YyCTaHOBKM JoMOdoHa
(BAnnHaxwmupunHaxrnybmHa=
269,5%122,4%x60,5 mm)
NMPUMEMAHUE: caenanTe
OTBEPCTME HEMHOrO 6onblLue,

L— 4TOObI MOXHO BbINO

NOAKNIOYNTL BCE Kabenu.

Ncnonb3ynTe py4ky, 4TobbI
noaroToBUTb OTBEPCTUS
ANsA ycTaHOBKKU kopoba.

NomecTuTe OOKC B
OTBEPCTME 1 3aKpenuTe,
Kak NoKasaHoO Ha PUCYHKe.

—— >

YCTaHOBOYHbIN
Kopob B OTBEpCTME.
Mcnonb3ynTe pyyky,
4YTOObl OTMETUTL
OTBEpCTUS ANs
kabens B 6okce.

BbiHbTE KOPOG N3
OTBEpPCTUS,
ncnone3ymte 5 mm
cBepno gns
NnoAroTOBKM
OTBEpPCTUS Nog
kabenb.

YcrtaHoBuTe
KpenneHue B BOKc,
Kak rnokasaHo Ha
PUCYHKe.

(o) arcH
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1.4.2. MoHTaX Ha CTeHy

1.4.3. YcTaHOBKA 3aHEN KPbILIKK:

PasmeTbTe OTBEepPCTUA

Ceepnom 5 mm

- npoceepnuTe

ANA KpenneHus pasmMeYeHHble

MOHTa)XHOW KOpPOOKM Ha oTBepcTusi. Takke

CTEHY. noaroToBbTE
NPSMOYTOSbHYIO BbIEMKY

_,,'.‘v-‘—

B CTEHe C pasMmepamu
80x60x50 MM

(BbICOTaXWIMPUHAX
——> rry6uHa).
MpukpyTnTe <'::::—::> MpukpyTHTE
MOHTaXHYI0 KOPOOKY MOHTaXHY0
6 BuHTamu 4x20. . KOpOOKy 6
e BUHTaMK 4x20.
.m.~\
; \<: s
il | /

MoakniounTe yCTaHOBKY 3a4HEN KPbILLKM BbI3bIBHON NaHenu, kak NnokasaHo Ha PUCYHKaXx:

e
3 ¢ A
.
| _—
A

(@) arecH i
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1.4.4. YcTaHOBKaA BbI3bIBHOW NaHenu:

YcTtaHoBUTE BbI3bIBHYIO TMMaHeslb B J3JIEMEHT KpenreHnA, KakK MoKa3aHO Ha PUCYHKax (B
3aBNCUMOCTK OT TUNa MOHTa)Ka).

YcTaHOBKa B CTEHY

YcTaHOBKa Ha CTEHY (sanoanuuo)

1.5. MNoagkno4vyeHne K INIeKTPONUTaHUIO

[na anekTponuTaHus BbI3bIBHOW NaHenuM Mpou3BOAMTENEM MpPesyCMOTPeHbl crieaytolme
BO3MOXHOCTMU:

1. Wcnonb3oBaHune PoE, 48 B.

2. Wcnonb3oBaHue otaenbHoro 6noka nutanms 12 B, 3 A (noctaBnsieTcs OTAENbHO).
BHUMAHME: NCMONb3YUTE TONbKO CTABUNN3NPOBAHHBIE BITIOK/ MUTAHUSA.
Ona 6noka nuTaHusa MCMomnb3ynTe PO3eTKy 3a3eMsiolMM KOHTakToM. He pekomeHayeTtcs
nomewaTtbs npoBoga 220 B B kopoba C curHanbHbIMM nNpoBodamMu Orfioka Bbl3oBa Wn

koMMyTaTopa. ATO MOXET NPUBECTM K MOSIBIIEHUIO MOMEX MO CeTU ynpasneHus. 3anpeLlaeTcs
yCTaHaBnMBaThb GOK MMTaHUst HAa MeTannMyeckyto ABepb noavesaal

MeTannuyeckasi oBepb noabesaa AomkHa ObiTb 06s13aTenbHO 3a3emMneHal

BHUMAHUE: TMPUN MNOAKMIOYEHMM [OBEPHOIO 3AMKA WCMONb3YUTE CXEMY,
NMPUBEAEHHYIO B TPUITIOXKEHWW 4 (TO ECTb NMPUMEHWTE AWOA
1N4001 UK CXOOHbIN MO XAPAKTEPUCTUKAM ONA YMEHbLUEHUA

NPOTMBOJ/C).
1.6. KomnnekT nocTtaBKu
HanmeHoBaHue no3unuumn KonuuecTBo, WIT.
Bbi3biBHast naHens QDB-27C 1

(@) arecH °
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HanmeHoBaHue no3nunmn KonuuecTBo, WIT.
Kopo© 1
M4x10 BUHTbI 6
ST4%20 BUHTHI 6
lMocagoyHble MecTa Angd BUHTOB 6
M3%6 BUHTbI 2
M3x5 BUHTHI 4
OneMeHT KpenneHus 1
11

(o) arcH
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2. HACTPOUKA

2.1. OCHOBHbIE HACTPOMKU C MOMOLLbLIO MEHI0 AOMOMdOHA

Habepute *2396#, 4ToObl NONACTb B OCHOBHbLIE HACTPOWKMN BbI3bIBHOW MaHENW.

2.1.1. CraTyc

HaxmunTte kHonky 1, 4ToGbl y3HaTh IP-agpec, MAC-agpec n Bepcuto MO gomodboHa.
2.1.2. Hactponkn AgMUHUCTpaTopa

2.1.2.1. Knroy agMnHUcTpaTopa
2.1.2.1.1. Jo6aBneHue Krno4Ya agMUHUCTpaTopa

OTa dyHKUMA npegHasHaveHa ansa 6bicTporo gobasneHus kapTbl Ha gomodoH. Bongute B
MeHo “Kniod agmunHucTpaTopa”, Haxmute 1, 4ToObl BKMOUMTL pexum “[dobaBneHve kapTbl
agMUHUCTPaTopa” 1 NPUMNoXUTE KapTy K cuuTbiBaTento. Ecnu Ha gucnnee otobpasutcs “kntod
agMuHucTpatopa gobasneH”, 3Ha4UMT kKapTa AOCTyna ycnewHo gobasneHa u MoxeT ObiTb
ncnonb3oBaHa Ansi OTKpbITUS aABepen. MoxHO Ao6aBnATb HECKOMBbKO KapT agMUHUCTpaTopa.

2.1.2.1.2. YpaneHue Krno4a agMUHUCTpaTopa

Bonante B meHio “Kntoy agMmunHncTpaTopa”, HaxmuTe 2, 4Tobbl BKMAKUYUTL pexum “YpoaneHue
Knoya agMmnHMcTpaTopa” u NPUnoXnNTE KapTy K CYMTLIBATEN!O.

2.1.2.2. Kog agpMMHucTpaTopa

Koa AaMuHucTpaTtopa mcnonb3dyeTtcs Afs OocTyna K nHrepdpericy agmmHmnctpaTopa. Kog no
ymonuaHuio 2396. Otkponte “Kog AamMuHucTpatopa -> M3MeHuTb Ko aaMuHUCTpaTopa”,
BBEANTE HOBbIA YETbIPEX3HAYHbIA KOO agMUHUCTpAToOpa W HaXmMuTe KHOMkKy “BbidoB” ans
COXpaHeHus wu3aMeHeHun. Kpome TOro, W3MeHUTb Napoflb MOXHO C UCMOSib30BaHWe
Beb-mHTEpdbenca, ckavas dann “autop config template.cfg” Ha cTpanuue “O6HoBREHME ->
PaclumpeHHble”, HaxxaB KHOMKY “OkcnopTvpoBaTh WabnoH ns obHOBNEHUs KoHdurypauumn”,
Hanee wun3mennB none “Config.DoorSetting.PASSWORD.SystemSettingkey” wn 3arpysus
N3MEHEHHbLIN any C MNOMOLLBI Mpoueaypbl aBTOKOHUIypauuMm OMUCaHHOW B OaHHOM
pykoBoacTBe B nyHkTe 4.1.28 O6HoBRNeHne — PaclumpeHHbIe.

2.1.2.3. CepBUCHbIN KOA,

CepBucHbIN kog ncnonb3yeTcs Ans gocTtyna B nHTepdenc nonb3osatens. CepBUCHbIA KO4 No
ymonyaHuio 3888. [1na nameHeHne cepBMCHOro koga oTkponTte “CepBUCHLIN KOO -> U3MEHUTb
CEPBUCHBIN KOA”, BBEANTE 4X-3HAYHbIN CEPBUCHBIN KOO M HA HaXMuTe KHOMKy “Bbi3oB” ans
COXPaHEHUS1 UBMEHEHWM.

2.1.3. CucremMHble HaCTPOMNKHK

2.1.3.1. CeTeBble HaCTPOMKMU

Bonante B MeH0 “CUCTEMHBIE HACTPOMKN” U HaXMUTE 1 ONs BXOOa B CETEBblE HACTPOWIKW.
[anee BbiGpaB “IP-agpec DHCP”, poMod0OH nony4nT ceTeBble HAaCTPOWKM aBTOMAaTUYECKM.
BbibpaB “IP-agpec ctatudeckuin”, Bam HyxxHo 6yaet nocnegoBaTtenbHo BBeCcTH IP-agpec, macky
MOACETU W LUMHO3 MO YMOYaHWIO.

BHUMAHUE: HAXKVMAWTE KHOMKY “BbI3OB” TMMOCJIE BBOOA KAXOOIMO W3
NMAPAMETPOB.

(@) arecH -
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2.1.3.2. BoccTtaHOBIEHME HAaCTPOEK NO YMOSTYaHUIO

Bongute B MeHo “CUCTEMHbIE HACTPOMKN™ U HAXMUTE 2 AN BXO4a B MEHIO BOCCTaHOBMNEHUS
HacTpoek no ymon4yaHuto. locre 3Toro nogHecuTe K CYMThIBATENO0 3MEKTPOHHBLIN KIHY
agMuHucTpaTopa nMbo BBeauTe KOO aAMUHUCTpaATopa, NOcfe 3TOro YCTPOMCTBO HauvHET
BOCCTaHOBIEHME.

2.2. UHTepdenc nonb3oBaTtens

[Ons Bxoma B uHTepdenc nonb3oBaTenst Habepute *3888#. WHTepdelic nonb3oBatens
No3BoONSET N3MEHATb NYyONMYHbIA KOA, 4O6aBNATL NOMb30BATENbCKNE ANEKTPOHHBLIE KIMHOYM U
n006aBnsTb KOAbl NONb30BaTENS.

2.2.1. UameHeHMne nybnmnyHoro (obuiero) koaa gocrtyna

My6nnyHbIn ko4 aoctyna no ymondanmio — 33333333. Nepea nameHeHvemM nyonuyHoro koga
JOCTyna nonb3oBaTenb AOMMKEH NOAHECTU SMEKTPOHHbIN KIY agMUHUCTpaTopa unmM BBECTU
KOO aAMWHUCTpAaTopa U TOMbKO 3aTeM BBECTU 8-3HA4HbIN KOO, M HaxaTb KHOMKY “Bbi3oB” Ans
COXpPaHEeHNs1 U3MEHEHWI.

2.2.2. JoGaBneHne 3NeKTPOHHbLIX K4Yen nonb3oBarteneun

Monb3oBaTeNbCKMUA SNEKTPOHHLIN KIMHY UCNOMb3yeTca ANA OTKPbITUA BXogHoW asepwn. MNepen
000aBneHMeM 3MEKTPOHHbIX KMOYEeN Mofb3oBaTeNM LOSMKHbl MOAHECTU K CYUTbIBATENHO
3NEKTPOHHbIN K4 agMUHUCTpaTopa UM BBECTU KOA4 agMUHUCTpaTopa. locne Toro kak Bbl
yBMaAUTE Ha aKpaHe gomodhoHa coobiieHmne “Mpunoxute knod IC”, nogHecuTe 3neKTPOHHbIN
KNty K cuntbiBatento. CoobuweHune “[obaBuTb Koy +” 03HavyaeT 4yto gobaBneHne npoLusio
yCneLuHo.

2.2.3. NJo6aBneHune nepcoHasrbHbIX KOOOB

Monb3oBaTenu Takke MOryT MCMNOMb30BaTb MepcoHarbHble KOoAbl ANs OTKPbITUS BXOOHOW
asepu. [epen pobaeneHve nepcoHanbHOrO kKoda Mnofb3oBaTenb AOSMKEH MNOAHEeCTU K
CUYMTbIBATENO SMEKTPOHHBIN KIMHOY agMUHUCTpaTopa UM BBECTU KOO aAMUHUCTpaTopa, nocne
3TOro crnegyet BBECTM MEPCOHanbHbIA KOO M HaxaTb KHONKy “Bbi3oB” gnd coxpaHeHus
N3MEHEHUN.

[ns pasbnoknpoBku gBepen HabepuTe NepcoHanbHbIN Kob — ABEPb OTKPOETCS, Kak TOSbKO Bbl
BBeJETE NOCMeaHIo uuadpy.

(@) arecH ”
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3. UCIMNMOJNIb3OBAHUE JOMO®OHA

3.1. CoBeplieHuMe BbI3OBa

Ha knaBunaType 4OMOGOHA, HaXo4sALWLEerocs B COCTOSHUN OXnagaHnsa Habepute HoMep KBapTUpbI
unu IP-agpec ycTponcTBa, yCTaHOBIIEHHOMO B KBapTUpe (Hanpumep, KBapTupHou naHenu IT82)
N HaX>XMUTE Ha KHOMKY BbI30Ba.

3.2. MNpuHATUE BbI3OBa

,D.OMO(*)OH no ymMoIn4yaHuio oTBe4aeT Ha BXoasAlne Bbl30OBbI. Ecnu beHKLl,I/IFI aBTOMaTU4eCKoro
npuemMa Bbl30OBOB OTKIIHOYEHA, HA>XMUTE KHOMKY BbI3OBa AJ14 OTBETA Ha BXOAALLINIA 3BOHOK.

3.3. OTKkpbITHME ABEpU

OTKpbITUE C NOMOLLbLIO KOoAA: Nofb3oBaTenn MOryT Mcnonb3oBaTb NiMbo obwmin kog, Nnbo
nepcoHanbHble Koabl 4YTOObI OTKPLITL ABepb. [Ona pas3bnokMpoBkM AOBepen Habepute
nepcoHanbHbIn KO — ABepb pasbnokupyetcs, u Bbl yenbiwunte “‘ABepb OTkpbiTal”. Ecnu
nonb3oBaTenb BBeOET HeMNpaBWUIlbHLIM KOA, HAa 3KpaHe MnoaABUTCS coobuleHne: “HeBepHbiin
KoY.

OTKpbITUE C NOMOLLbLIO INIEKTPOHHOrO KNKoYva: npuroxuTe npeasapuTtensHo AobaBrneHHbIN
9NEKTPOHHbIA  KMY K AOMOMOHHOMY CuUMTbIBATENO AN OTKPbITUS OBepu — [OBepb
pas3bnokmpyeTcs, 1 Bbl ycnbiwmnte “[Bepb oTpbiTa’. ECNN 3NEKTPOHHLIN KoY He Obin paHee
3aperncTpmpoBaH, TO Ha aKpaHe A0MOdOHa Bbl yBUANTE HAONUCL: “HeBepHbIN Kioy”.

OTtkpbiTMe no koay DTMF: Bo Bpems pasroBopa Xurel Ha Bbl3bIBAEMOW CTOPOHE MOXET
HaxaTb npegBapuTenbHo 3agaHHbi kog DTMF gna yganeHHowm pasbnokuMpoBKM OBEPU.
Mogpo6GHee o TOM, Kak 3agaTb TakOW Kog ONUCcaHo B NyHkTe 4.1.6.
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4. BEB-AOCTYI

4.1. NpoBepka IP-apgpeca, yctaHOBNeHHOro Ha aomModoHe

QDB-27C no ymon4yaHuto ucrnonb3yeT yHkumio nonyyenus IP-agpeca ot DHCP-cepsepa.
Haxmunte *2396#, 4ToObl NepenTn B MEHIO OCHOBHbIX HAcTpoek oModoHa. Beibepute crtaTyc,
4106kl NocMoTpeThb IP-agpec, koTopbin nony4nn gomodoH ot DHCP-cepBepa.

4.1.1. OocTyn K Beb6-uHTEphency

3anyctute Beb6-6paysep n BBeguTe B agpecHon ctpoke IP-agpec gomodoHa. Bel nonageTe Ha
CTpaHuuy BBOAA NorMHa 1 napons. Beeante noruH 1 naposnb B COOTBETCTBYHOLWMX nonsix. o
YMOIYaHMIO fo0rMH 1M naponb admin. B 3aBucumocTn ot Bepcum oMOdOHa Ans JocTyna Ha
BeO-uHTepdenc moxeT ncnonb3oBartbesd npotokon HTTPS.

Login Page

User Name L
p. q
P d
[[]Remember Username/Password

4.1.2. Ctatyc pomodoHa

B MeHIO cTaTyC MOXHO Yy3HaTb WH@OpMauuilo O AOMOMOHE, UHGOpPMauMld O CeTeBbIX
HacTporkax u nHdopmauuio 06 akkayHTe. [Ina npocMoTpa ctaTyca nepenaute B cnegywoulee
MEHIO:

CtaTtyc -> OCHOBHbIE.

(@) arecH ”
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Bbixon

OCHOBHbIE

WHdopmMaumna o6 ycTpolicTee

MNprMeuanne:
Mogens R27-4 MaKCUMANEHAA KOMMUECTED
MAC-agpec 0C:11:05:05:58:EA CHMBONOE ANA MONE BEOAA:
Bepcia MO 27.221.3.15 255 - AnA appeca
Bepcua ofopya0BaHUA 27.0.0.0.0.0.0.0 REIaREER URTE SO EaHERE
2APECHDI KHMMM
127 - AnA URL yAaneHHoi
WHdopmauna o cetn aAPEcHOI KHUrM 1 URL cepeepa
pyuHOro 06HOBNEHWA
KOHMrypaLi
63 - ANA OCTankHLIX NONei BE0AA

PEXWM NOKaNsHOM CeTh Cratnyeckiit IP
CTaTyC COBAMHEHMA NOKANLHON CeTh MoaknkyeHo
IP-3Apec NOKaneHoI ceThi 192.168.0.11
Macka noacetn 255.255.255.0
LLINKO3 NOKaeHOM ceTi 192.168.0.1
DNS 1 10.10.10.1
DNS 2 10.10.10.2

Mpeaynpexxaexve:

Onvcanve nons:

WHdopMauma 06 yueTHoM 3anvicn

AKKayHT 1 0042375211@sipnet.ru
He saperMcTpuposaHo
AKayHT 2 user2@493152.14.rt.ru
He yaanock 3aperncTpupoBaTeca

MyHKT MeHIo OnucaHue

NHdopmauusa o nomodoHe B atOomM oOkHe oOTOGpaxaetca wuHpopmMauMsa O Moaenu
YCTPOWCTBA, MAC-agpec, Bepcus NporpamMMHoOro
obecneyveHuns n Bepcusa 0bopyaoBaHuS.

NHpopmaums o cetun B otom okHe oToGpaxaeTca WHpopmauus O BblGpaHHOM
pexume ceTn, ctaTyc NogkmnoyeHna kK cetun, IP-agpec, macka
nogcetw, wo3 n DNS-cepeepa BbI3bIBHOW NaHENM.

NHudopmauus o6 akkayHTe B atom okHe oTobpakaeTcsi MHGopMauus o6 akkayHTax Ha
BbI3bIBHOW MaHenNu u ctaTyc perncrpaumm.

4.1.3. JomodpoH — OCHOBHbIe

OTkponTe BKNagKy OCHOBHbLIX HACTPOEK MeH0 “[loModhoH”.

B aTOM MeHI0 MOXHO 3aaaTb NyGNUYHBIN KOO OTKPLITUS ABEPU, KOTOPbIM MOTYT MOMb30BaTbCs
nonuuus, noxapHble, ckopasi MOMOLLb U Apyrne cnyx0Obl, C NpaBoM AOCTyna B Ntobor noabesn
Xuroro goma. Takke 3gechb 3apatoTcs perne, KoTopble OyayT oTnupaTbCcs Mocrne BBeAeHWS
3TOro Kopa.

Mo ymonyaHuio Ha naHenn 3agaH kog 33333333.

Mpn Heo6XOOUMOCTM SAaHHYIO PYHKLMIO MOXHO OTKMOYUTD.

dyHKkuma “OTobpaxeHne Homepa” 3aJaeTcs BO3MOXHOCTb CKpbiBaTb BBOAUMbIE LUdpbl Npu
oTobpaxeHun Ha gncnnee. Bmecto undp 6yayt otobpaxaTbca “*”.

®dyHKUMA “BbICTPbIN BLIZOB” NO3BOSISIET 3anNporpaMMMpoBaTh KHOMKY Bbi30Ba . BobizoB byget
BbINOJSIHEH HA 3apaHee 3anporpaMMMpPOBaHHbIN HOMepP. PYHKUMS “OKCTPEeHHbIN Bbi3oB/KHOMNKa

SOS” nosBonsieT 3anporpaMMmpoBaTb KHOMKY Bbl30Ba IKCTPEHHOM CBS3U/KOHCbepXa .
BHumaHne: Homep, BBeAEHHbIN B ONMCaHHbIX Bbille nonsax 6yaet obpabotaH OMOMOHOM Tak,
Kak ecnu 6ol OH Bb1n HabpaH ¢ knaBnaTypbl JOMOdOHa. To ecTb B nnaHe Habopa AoModoHa
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MOryT 6bITb CO3AaHbI 3anucK, cogepxawyme B none “pedumkc” Homep, 3aaaHHbIV B 3TUX NOSIAX.
BbI3biBHasi naHenb nocrnegoBaTeNlbHO COBEPLUMT BbI30B Ha MponuMcaHHble B nnaHe Habopa

HoMepa, 3agaHHble B nongx “AnalogReplace”, “3ameHa2”, “3ameHad”, “3ameHad”, “3ameHad”.
dopmaT HomMepa MoxeT ObITb 3aaaH B Buae umdp unum IP-agpeca.

OyHKUMSA “YBegoMneHue O Bbi30BE” MO3BOMSET OTNPaBfATb (POTO NoceTUTens B MOMEHT
Bbl30Ba KBapTMpbI No no4te, Ha FTP-cepBep Mnun BbINONHUTL NpeaBapUTENIbHO HACTPOEHHbLIN
HTTP-3anpoc, kotopbii BBoaMTca Hwke none HTTP URL. OTtnpaska gaHHoro HTTP-Bbi3oBa
MOXeT ObITb UCNoNb3oBaHa AONsi MHTErpaumMmM co CTOPOHHUMM cucTtemMamu. dopmaT 3TOro
HTTP-BbI30Ba CreayoLWni;

http(s)://serverlPaddress/help.xml?..

Hanpuwmep:
http://192.168.16.137/help.xml?mac=$mac:ip=$ip:model=$model:
firmware=$firmware

B npunoxennn “Action Htitp URI” npuBegeH cnmucok napameTpoB, KOTOPbIE MOXHO
ncnonb3oBaTh.

®yHKUMA “BbI30B KBapTMpbl” NO3BONSET COBEPLUMTL 3BOHOK C AOMOJ)OHA yaaneHHo. Moxet
NCnonb3oBaTbCA NPU TECTUPOBAHUMN CBA3MW.

dyHkumMa “Makc Bpems pasroBopa ¢ SIP-aboHeHTOM” no3BOMSAeT 3agaTb MaKCUMAarbHYHO
NPOAOIMKNTENBHOCTL pasroBopa nocetutens ¢ aboOHEHTOM, NpW YCMOBUKM, YTO [AaHHOEe
coeavHeHune 6bIno yctaHoBneHo no npotokony SIP.

®dyHkuna  “Makc Bpems pasroBopa C aHanorosbiM aboHeHTOM” Mo3BoNseT 3ajaTb
MaKCMMarbHYyI NPOAOIPKUTENBHOCTb pa3roBopa NoceTuTens ¢ aboOHEHTOM, NPU YCNOBUK, YTO
OaHHbIN abOHEHT MCnonb3yeT aHanoroBoe obopydoBaHME, COeOMHEHME C KOTOpbIM Oblno
YCTaHOBIEHO C Ucnonb3oBaHmeM 485-nHtepdelrica.

dyHKuMa “Makc Bpemsi oxugaHus Bxogsuwero SIP-Bbi3oBa” no3BonsieT 3agaTb BpeMs, MO
NCTEeYEeHUN KOTOPOro NonbiTka A403BOHA OyaeT OCTaHOBMEHa M NaHenb pa3opBeT CoeanHEeHUe.
PaboTaeT ansa BXoAsLLMX BbI30OBOB.

OyHkuMa “Makc Bpemsa oxugaHus oteBeTa SlIP-aboHeHTa” nos3BonsieT 3agatbh Bpemsi, Mo
NCTEeYEeHUN KOTOPOro MonbiTka 403BOHA ByaeT ocTaHOBMEHA M NaHemnb pa3opBeT COeaMHEeHMe.
PaboTaeT onsa ncxoasLmx BbI30OBOB.

dyHKUMa “Makc Bpemsi oxxmgaHusl OTBeTa aHanoroBoro aboHeHTa” No3BoNsieT 3a4aTb BpeEMS,
No WCTeYEeHUM KOTOPOro MnonbiTKa [A03BOHA OydeT OCTaHOBNEHa WM NaHenb pas3opBeT
coeaHeHne. PaboTtaeT Ans ncxodsiwmnx BbI30BOB.

OyHkuma “OtnpaButb ¢oTo Ha FTP no oTkpbiton gsepun” nossonsdetr oTnpaensatb QoTo
nocetntens Ha FTP-cepBep, B MOMEHT OTKpbITUA ABepKn € nomoLubio API-Bbi3oBa, HaxaTuem
Ha COOTBETCTBYHOLLYIO KHOMKY B BEG-MHTEpdence, nnn npyn ycTaHoBMBLLUEMCS Bbi3oBe Ha SIP
nnun aHanorosoro aboHeHTa.

dyHKuMa “Mcnonb3oBaTb TONMLKO NiaH Habopa” No3BoONdAeT 3anpelaeT BO3MOXHOCTb BbI30Ba
Ha NpPoOM3BOSibHbIE HOMEpA, OTCYTCTBYHOLIME B nnaHe Habopa wnv npy NOMHOM OTCYTCTBUM
nnaHa Habopa.

®yHkuna “LCD KoHTponb Harpesa” NO3BOMNSET HACTPOUTb BKITHOYEHME NOAOrpeBa NaHenu npu
OOCTWXEHUM HacTpanmBaeMoro TEMnOBOro Mopora, a Takke YyAaneHHO Y3HaTb TeKyLUyto
TemnepaTtypy AoModoHa.
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AQMWHUCTPATOPCKUM KoA

Cratyc | Brnovero v |
Koo 133333333 \ (Homep oT 5 8o 8 uudp)
PernieA [Brnioveno v |
PeneB |Bouero v |

PeneC

AeicTene npu

oTCyTCTEMM [ oTknrouero v |
oTeTa
Otobpaxcenue HoMepa
oar e BrmioueHo ¥ |
HoMepa | Slrouene |

BbICTpbIii BbI3OB
BbiCTpLIA BbIZ0B (74951111111

lMpumMeuanue:
MaKC1ManbHas KoMYecTso
CMMBONOB 1A NoNeit BBoAa:
255 - ana agpeca
wMpoKoBeWaTensHoro cepeepa
3ApecHON KHUMM

127 - ans URL ynanexHoi
aapecHol KHury 1 URL cepeepa
pyuHOro 06HoBNeHNA
KOHMUrypaumu

63 - ANA OCTansHLIX Noneil B304a

lMpepynpexxpenune:
Onwucanue nons:

BbicTpoe noaTBepXaeHne

OK || Ommera

Kxonka SOS
KeonkaSOS 112 ]
YBep o MpumMeuanue:

MaKC1ManbHas KoIMYecTeo

Action to Execute FTP [ Email (| Http URL [ CUMBOMOE ANIA Monei BEoaa:

— = 255 - pns agpeca

Http URL: LIMPOKOBELIATeNLHOTO Cepsepa

afpecHoi KHUrm
B 127 - ans URL yaaneHHomn
et ] aapeckoit kHurv 1 URL cepsepa
6HoBNEHUA

e == oS - PY4HOro o

KeapTupsI(ToToE) ‘ ‘ |AsTo v) l Dial Out | \ Hang Up KoHdMrypaumm
63 - ANA 0CTankHLIX NoNei BEOAa

MakcumanbHas ANMTENbHOCTb Bbi30Ba TMpeaynpexaenue:

Makc Bpema 2

pazroeopa c SIP ES ‘ (2~30MuHyT) Onkcatine niona:

aboHeHTOM

5 bbicTpoe noaTBeEpXAEeHUE

aKc BpeMs e
pazroeopa ¢ & [LJ M
|5 ‘ (1~5MuHyT)
aHanoroesM |
aboHeHTOM
Makc Bpems Habop p

MaKC BpeMsA 0XUA3HNA ﬁ (30~1208ec)

Bxogaulero SIP Beizoa

MaKc BpeMa 0XuAaHNA ﬁ =2

otBeta SIP abokenTa 0 (Eoaiteeg

Makc Bpema

0TBETa aHANoroBoro 160 (20~60Sec)

aboHeHTa
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CUMBONOB ANA NONei BBOAA:
Otnpasutb ¢oto Ha FTP npu OTKpbITUM ABEPU 255 - ons agpeca

= LUMPOKOBELATENLHOMO CepBepa
Be6 1 API \ Bxniuero v \ anpecHoii KHUr
127 - g URL yganeHHoi
appecHoi kHurv U URL cepeepa
SIP ycTpoicTEO \Er@ggyu\ pydHoro obHoeneHus
KOH®Urypaumm
63 - ANA 0CTansHLIX NONeN B2oada

AHanorosas Tpybka [Bntouero v |

Hacrpoiika nnaxa Habopa

lNMpepynpexaexue:
Ncnonb308aTh TOALKO NMaH yrp!

R [omwnovero v |

Onucanue nons:

Moporpes LCD gucnnes bbicTpoe noaTBepXAEHME
‘ OK H OTMeHa ‘

Mogorpes \ OTKMOYeHO V‘

TeMnepaTypa BKNKYEeHUA \E 9 \ (-100~100°C)

Tekywan TeMnepaTypa ‘ uuTaTh ‘

4.1.4. JomodoH — PacumpeHHble

B aTOM MeHI0 3a4atoTCs HAaCTPOKrKKN cneayrowmx OyHKUMNA.

®dyHKuna “CBeTOYYBCTBUTENBHOCTL” MO3BOMNSAET HACTPOUTb YPOBEHb OCBELLEHHOCTU, Mpu
KOTOpOM BKItovaeTcsa/oTKo4aeTcs nHdpakpacHas nogceetka. JleBoe nomne yctaHaBnueaeT
YPOBEHb OCBELLUEHHOCTH, MpU KOTOPOM HOYHOM pexum oTknyaetcd. [lpaBoe none
yCTaHaBnMBaeT YpPOBEHb OCBELLEHHOCTH, NP KOTOPOM HOYHOW PEXMM BKIOYaeTCs.

®yHKuna “Hactpoinka UK’ no3BonseT HaCTpouTb MHTEHCUBHOCTbL MHAPPAKpacHOW noacseTkun (B
npoueHTax).

OyHKUMA “YBegomneHne O B3fOMe” BKMAKYMTb U HACcTpOUTb YyBCTBMTEMBHOCTb AaTyunka
aeMoHTaxa gomodoHa. [pu BKkNOYEHUM OaHHOW YHKLMOHANBLHOCTM U cpabaTbiBaHMK
AaTdmka npomcxoguT nocbinika goto Ha FTP-cepeep. Npu noBTOpHOM cpabaTtbiBaHUKN SaTymnka
OEeMOHTaXa OTCblfnika poTo He npomncxoauT. [na aToro Hago neperpys3nTtbs AOMOOH.

OyHkuma “CooblueHne Ha gucnnee” no3sonseTt BblbpaTb OAMH U3 Tpex PexXmmoB paboThbl
avcnnes naHenu:

e oTOOpaxaTb CTaTyC perncrpauum naHenu Ha cepBepe;
e oTOOpaxaTb TEKCTOBOE COOBLLEHNE, KOTOPOE MOXHO BBECTU BPYYHYIO;
e OTOOpaxaTb TEKYLLEE BPEMS.

dyHkuma “Wiegand” nossondet BbiOpaTte Tun umHTepdenca. [JomodoH nogaepxmBaeT
nHTepdencel wiegand-26 n wiegand-34. 3Tn nHTepdencol NpegHasHavYeHbl 4151 NOAKITHYEHUS
AOMNOMHUTENbHBIX CYUTbIBaATENEN (B 9TOM Crydae B HWXKHEM BbiMNagalolem Crncke OOSMKEH
OblTb BbIOpaH napameTtp “Bxogbl”, T.e. AOMOMOH NPUHMMAET Ha 3TW BXOAbl HOMEpa KapT
JOCTyMna Co CTOPOHHUX cunTbiBaTenen). Kpome toro, npu Boibope napametpa “Bbixoa” MOXHO
NoOKIMHOYNTL NaHenb, Hanpumep, K ctopoHHen CKY[ no npotokony wiegand (T.e. 4OMOMOH
Oypet oTcbinaTtb HOMEpP KapTbl, MOMYYEHHbIW MPU NPUKNaablBaHUM €e K BCTPOEHHOMY
CUMThLIBATENIO Ha cTOpoHHIol CKYL).

dyHKUMa “HacTtporika cumTbiBaHusa KapT’. JJoModoH nogaepxuBaeTt ctaHgapTel Em-Marine n
Mifare. ®yHkuMs No3BONSET 3agaBaTb NOCNEOOBATENIbHOCTb OTOOpaXkeHns OUT Mpu YTeHUn
Knoyen. 3agaBaTb MOCNELOBATENBHOCTb MOXHO Kak ANnsi pasHblX TUMOB KapT, Tak U Ans
AOMNONHUTENbHBIX cunTbiBaTenen. 3aecb TpebyeTcs noscHeHnve. Homep kaptel Em-Marine
coaepxut 24 6uta. ATOT 24-OUTHBIN HOMEP HAMNMCaH Ha KapTax CHapyXW B TEKCTOBOM W/UNu
AEeCATUYHOM BUAE:
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Y3HaTb koA KapTbl B wWecCcTHaguaTtepnu4HoOM Buae Mno cyuwecteyrouwemy nOecAtTu4HoOMy Wwunn
TECTOBOMY MOXHO C MNOMOLWbK cneunarnbHbIX KOHBEPTEPOB, KOTOPblE MOXHO HanTKU B
MHTEepHeTe. Takke y3Hatb HOMep KapTbl B TOM JIM WMHOM BMAE MOXHO HaACTpoOuB

COOTBETCTBYIOLLIEE MPECTaBNEHUE ANSA CUMTbIBATENS, a 3aTem nepesens A0OMOJOH B PEXUM
“AkTnBauma kapT’.

HacTtponka cuntbiBaTeEns gnd kapT crtaHgapta Em-Marine npoussoautca B none “Pexum
oTobpaxeHns Em-Marine”.

Hactponka cuutbiBaTens ana kapt craHgapta Mifare npoussogutcs B none “Pexum
otobpaxeHus Mifare”.

AKTyanbHO B cnyyae, ecnu TpebyeTcs no ogHOM KapTe O4HOMY MOSfb30BaTENO pa3pelunTb
AOCTYN, K NpumMepy, B NOABLE3A U Ha NApKOBKY, a APYroMy TONbKO B NOABbE3A.

BbisbiBHag naHenb QDB-27C-H oTtnuyaetcsa oT BbI3biBHOW naHenn QDB-27C Hanuynem
BCTPOEHHOIO aHanoroBoro agantepa, peanu3ylowero BO3MOXHOCTb COMNPSKEHUsT BbI3bIBHOW
naHenu ¢ Haubonee nOMNynsipHbIMA KOOPAWHATHO-MAaTPUYHLIMK KOMMYyTaTopamn. BHeluHe

Takasi naHesnb 0TAMYaeTcst HannuMeM S5-xunbHoro wnenda. Kaxgas xkuna wnenda nmeet cBomn
uBerT:

2 —YepHbin: GND.

3 — KopnuHesbin: LINE.
4 — OpanxeBbii: SELO.
5 — ®uonetosbin: SEL1.

6 — Cepbint: EK.

1 wsa o1

2 ag® 2 2

3 5352 3
- omogp B0

4 S8 9 p oo 4
45 X oS

5 E3E£52 5

6 72888 6

7 Ach b d o7

MoaknounTe 3TOT Kabenb K MCMNoNb3yeMOMY KOMMYTATOPY COrMAacHO cxeMaM, B NpUnoXxeHun 1
“Cxembl nogkntoveHnst kK KMK”. [lanee Heob6xoanmo NpoAoiKUTb HACTPONKY C UCMOSb30BaHME
Beb6-mHTEpderica n BeibpaTh T1N ncnonb3yemoro kommyTtatopa — BUSUT, LUMOPAI, SNTNC,
METAKOM wnn JIACKOMEKC B Bbinagatouwem cnucke “Tun KommyTatopa” Ha cTpaHuue
‘lomodboH-PaclumpeHHble” B cekumm  “TlogknoyeHne K - KOOpAWHATHO-MaTpUYHOMY

KoMmmyTaTopy”, a Takke pexum yctponctesa — “OrdinaryPanel’. He 3abyabTe coxpaHutb
BHECEHHbIE M3MEHEHWSI.

MyHKT MmeHto “OKpbITb pene” no3sonseT BblbpaTth Te pene, KoTopble ByayT MCNONb30BaTLCA NPy
HakaTum Ha KHonky “OTKpbITb ABEPb” HA aHanNoroBown Tpyoke.
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Pexum paboTtbl “MasterPanel” — ans gomodoHa, ycTaHaBnMBaeMoro Ha BHELLHEM NepumMeTpe
OXPaHAEMOro XWroro Komnnekca 6yaet onucaH ganee.

Pexum paboTbl “MasterPanel”

e BbizoB ¢ MacTtep naHenu Ha aHanoroBoe YCTPOWCTBO, YCTaHOBMEHHOE B KBapTupe
NPOXOANT C UCMONb30BaHWEM MaHEenu YCTaHOBMEHHOM Ha TOM noabesfe, B KOTOPOM
HaxoguMTCsa KBapTMpa Bbl3biBaeMoro aboHeHTa. [Npy NpoxoXxaeHnun Takoro Bbl3oBa Yepes
noabes3gHyl naHenb, nogbesgHasi naHenb ONoKMpyeTcs M OCTaeTcs B 3aHATOM
COCTOSIHUM 0 3aBepLueHus Bbi3oBa. Bbi3oB ¢ MacTep naHenu Ha Noabes3aHylo naHernb
BbINOSIHAETCS No npoTtokony SIP

e [ns coBepLueHnAa Bbl30Ba C NCNOJb30OBaHNEM MaCTep naHenu HeobxoaumMo HaCTpOUTb
nnaH Ha60pa. Q70T nNnaH Ha60pa OOJDKEeH coaepiKaTb 3anmcu cneayrLiero cbopMaTa:

Prefix:2#33 Replacel:33@192.168.1.12

e To ecTb Ansa Bbi3oBa KBapTupbl 33 U3 nogbesna 2 HabpaTb 2#33 M HaxaTb KHOMKY
“Bbi3oB”, nocne atoro MacTtep naHenb oTnpaeBndeTr 33 Ha nNogbe3gHyl NaHenb C
IP-agpecoB 192.168.1.12. [anee noabe3gHad NaHenb OTNpaBNsieT BbI3OB Ha
aHarnoroBoe YCTPONCTBO N BrOKMpyeTCHa Ha BpeMs pasroeopa.

e BAXHO! BbizoBbl Ha SIP-HOMepa, nponucaHHble B nfaHe Habopa Ha nogbes3gHon
naHenu, Npy MHMUManu3auumn Beidosa ¢ Mactep naHenu, BbINOMHATLCA He ByayT. [Ans
BbIMOSIHEHNA BbI3OBOB Ha SIP HeobxoouMMoO [OMONHUTL 3anucb, NPUBEOEHHYK AN
MacTtep naHenu Bbiwe, HOoMepamu 455 BeidoBa B SIP. Hanpumep:

Prefix:2#33 Replacel:33@192.168.1.12 Replace2:131 Replace3:89151111111
Replace4:89151111111

dyHkuma “VideoWaterMark” nossonsieT gobaBnsitb TEKCTOBYIO MHpOpMaLuMo B BMAEOMOTOK,
reHepupyemMbli 4JOMOOHOM, Hanpumep, gaTy, Bpems un agpec. Crnegyet oTMETUTb YTO AaHHas
nHdopmMaums He BugHa B BeG-nHTepderice Ha cTpaHuue Buaeo.

dyHkuma “Remote Debug Server”. B gaHHOM CEKLMM OCYLLECTBASETCH HAaCTpoMKa NOLKITHYEHUS
gomocdoHa K oOTnagovyHomy cepBepy. [aHHbI  OTNagoudHbli  cepBep  (NporpammHoe
obecneyeHune) npegocraensaeTca 6ecnnaTHo no 3anpocy. Ectb Bepcusa ansa Linux n Windows.
MN3mMeHATb ocTanbHble HACTPOMKM HE peKOMEHyeTCs.

(@) arecH -
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Hacrpoiika sxonoaasnexHuns :
D s lMpumMeuanue:
= | MaKCUManeHas KoNMYecTso
YpogeHb 3X0N0aaBneHna IQDD ‘ i
—— CMMBONOB ANA NONEN BBOAA:
PacwmpeHHble

CBeTouyBCTBUTEJIbHOCTD

HacTpoiiku CBETOUYBCTBUTENLHOCTH ‘ IOOOH 1200‘(0~1800)

Hacrtpoiika UK

HacTpoiika MK [s0 | (1~99)

YBepomneHue o B3n1oMe

YBegoMneHue 0 BanoMe [omknioueno v |

UyBCTEBMTENLHOCTE akcenepoMeTpa ‘ 32 ‘ (0~127)

Wudopmauua Ha aucnnee

Bpems v |

TeKCT B COCTOAHMM NOKOA | ‘

TeKCT npv Bsiz08e ‘

TeKCT npyw pasroeope | ‘

BuigoauMas uHdopmauma

TeKCT Npy OTKPLITUM ABepyu | ‘

TeKCT nNpy oWKbKe OTKPLITUA ABEPU | ‘

Hacrpoiika Wiegand

Tun Wiegand [wiegand-26 v

Pexwvm Wiegand ] Bxogel v ‘

255 - ana agpeca
LNPOKOBELATENLHOMO Cepaepa
afpecHon KHUrn

127 - ana URL yaaneHHoi
agpecHoi kHuru u URL cepeepa
pyuHOro obHoENeHNs
KoHMUrypaumm

63 - oA 0CTansHLIX Nonei Bsoaa

Mpepynpexpenue:
Onwucaxue nons:

bbicTpoe noaTsepaeHue
‘ OK H OTmeHa ]

255 - ans agpeca
LUMPOKOBELIATENLHOMO Cepaepa
aApecHON KHUrn

127 - gna URL yaaneHHoi
appecHon KHurn 1 URL cepeepa
pyudHoro obHoBneHna
KOHMUrypaumu

63 - Ana oCTaneHeIX Nonei BEoaa

lMpepynpexpenue:
Onwucanue nonsi:

BbICTpoe NoATBePXAeHNe
[ ok || omena |

(@) arecH ”
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Hacrpoiika cumTbiBaHus KapTt

Pexum oTobpaxenua Mifare [8HN v|

lNpumMeuaHue:
PexuM 0TobpaxeHine Em-Marine \ 8HN VI MakciManbHas KonmyecTso
CMMBONOB ANA Noneii BBoAa:
PexuM oTobpaxenus Wiegand \BHRiV‘ 255 - ana agpeca
O6paTHaiii pexuiM \W\ u.lupm(os-emaTeanoro cepsepa
e TW aapecHon KHUr
127 - ans URL ynanexHoi
MoaknoueHune K KOOpAMHATHO-MaTPUUHOMY KOMMYyTaTopy aapecHon KHurv 1 URL cepeepa
pyuHoro obHoenexus
Tun KoMmyTatopa ‘QJ'ITHC NG { KOHDUrypaLmm
= = 63 - Ans 0CTansHLIX Nonei Beoaa
OTKpeITh pene Pene A [] Pene B [ Pene C
Pesxxum [JomodoHa | OrdinaryPanel v lNpeaynpexxaenue:

Onucanue nons:
HanoxeHue TeKcTa Ha BUfieo
3 bbicTpoe noaTeBepXaeHune
Texcr cusy L] [ ok ][ omewa |

TeKcT ceepxy

lMpeaynpexaexue:

Remote Debug Server
OnucaHue nons:

Enable OTKNOYeHO ¥
BbiCcTpoe noaTBepXAEHUE
OK OTmeHa

Connect Status DisConnected
P

Port 9500 (1024~65535)

OK OTMeHa

4.1.5. JomodoH — lNoaceeTKa

dyHkuma “INoaceeTka” No3BoNSET 3agaBaTh BpemMs paboTbl NOACBETKN OMUCMNESA, BCTPOEHHOMO
cunTbIBaTENS U KNaBMaTypbl.

Bbixoa

YnpasneHvie NnoaCcBeTKoM
MNprmeuanve:

MaKCUMansHaA KONMYeCTeo

SKPAHHAA NOACBETKA OTKMOYEHD ¥ .
= CMMBONOB ANA NONE BBOAA:
Bpema pafioTel (4ackr) = (0~23) 255 - ana agpeca
WWMPOKDBELATENEHOMD CepBepa
lMoacseTka MoACBETKa KnaBuarypel OTKnioYeHo ¥ AAPECHOM KHATW
Bpema pafoTel (Yackr) = (0~23) A R

SAPECHOM KHUr 1 URL cepeepa
MNOACBETKA CUNTEIBATENA
ACE OTkONEHTY ¥ pyuHoro o6HOENEHMA
KNHouei KOHMrypauum

Bpema pafioTel (4ackr) - (0~23) 63 - ANA OCTanNeHeIX NONe BE0A3

Mpeaynpexxaenve:

oK | OtMeHa |
OnvicaHve nons:

BbicTpoe noaTBepXaeHe
QK OTMEHa

BHUMAHUE: OlMMCAHHAA HVXKE B MNMYHKTAX 4.1.6 U 4.1 PABOTA BXOOOB W1 PENE
ABNAETCA B3AVMMOCBA3AHHOW. TO ECTb PEJNE BKIMOYAETCA B
LIEMb SANEKTPOMNTAHNA MATHUTHOIO 3AMKA n
PASPLIBAET/BOCCTAHABIIMBAET EIO NMANTAHUE. NMPWN 3TOM CUIHAIN
HA 3AMbIKAHVE/PA3SMbIKAHNE PEJIE NMOOAETCA NYTEM HAXKATUA HA
KHOMKY, MOOKMOYEHHYIO K JIOBOMY U3 3-X BXOOOB. HACTPOMKA
TOr0 KAKMM PENE BYAET VYIMPABNATbL  KAKAA  KHOMMKA
HACTPAMBAETCA HA CTPAHULIE JOMO®OH-BXO[.

(@) arecH ”
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BHUMAHUE: PEJIE, OTBEYAIOWNE 3A MNOAKMKOYEHHBLIE 3AMKW OOJIDKHbLI BblTb
YCTAHOBJIEHbI B MHBEPCHBIV PEXUM. MPX 3TOM MOAKMOYEHWVE
AJNIEKTPOMATHUTHOIO 3AMKA NMPOU3BOONTCA K KIIEMMAM “COM” A
‘NO1”. IMEHHO TAKOE TMOAKIMIOYEHME OBECIEYNBAET OTKPbITUE
AOBEPW B CNYYAE MNMPOMNAAOAHNA SNTIEKTPOINMUTAHNA JOMO®OHA.

4.1.6. JomodoH — Pene

dyHKUMA ynpaBneHust pene no3BonsieT 3agaTbh pexvm paboTbl pene (N0 yMOMYaHui Unu
WHBEPCHbIN), Bpems OTKpblITMA aBepu (o1 1 go 60 c), konuyectBo umdp/CMMBONMOB ANd
yOaneHHOoro oTkpbITUA 3aMka ¢ nomowbo DTMF-koga n cam DTMF-koga.

Mpy HeOBXOANMOCTM YAaneHHO OTKPbITh ABEPb Ha ANMTENbHOE BPeEMSA OCTAaTOYHO U3MEHUTb
pexunm paboThl pene.

OyHKUMA OTKpbITUA pene 4Yepe3 HTTP nossonseT OTKpbiBaTb 3aMOK C MOMOLLBID BBOAA
KomMaHabl B CTpoke Gpaysepa. BBogutb He0BX0aMMO Takyto KOMaHAbl C 3a4aHHbIM FIOTMHOM Y
naponem:
http://192.168.1.42/fcgi/do?action=0OpenDoor&UserName=admin&Password=123456&DoorNu
m=2

Lincbpa B KOHUE CTPOKM 3agaeT HOMep ABepU, KOTOPYIO TpebyeTcs OTKPbITb.
A=1
B=2
C=3

Pasgen “INpoyne” no3sonseT oTkNoYaTh pene npu notTepe ceTm unu npu notepe perncrpalmm
Ha SIP-cepsepe.

Pene
Mpumeuanue:

MaKcMManbHas KonmyecTso

VneHTudmkaTop [Pene A v] [PeneB V] [Penec v CMMBONOB ANA NoneA BBoAa:
pene 255 - ana agpeca
LMPOKOBELLATENLHOrO CepBepa
aApecHoi KHUMM
Pene 3apepxKa 127 - ana URL ypanexHoit
OTKpbITUA ‘ 3 ¥ ‘ ‘ 3 ¥ ] ‘ 3 v [ =
pena(cex) appecHoit kaurv 1 URL cepeepa
pyuHoro obHoenexnsa
Hacrpoika DTMF l 1 undpa V\ KOHUrypaLmm
63 - AnA oCTansHsIX Nonei Bsoda

Tun pene [WeBepcoe v|  [MuBepcroe v | [WuBepcroe |

DTMF-koManma |0 v| o vl [o bt

[ononHuTensHele
DTMF-KoMaHab!

Cratyc pene Pene A: 3amkHyTo  Pene B: 3amkHyTo  Pene C: 3aMKHYTO

OTKpLITL pene OTKPLITO ‘ ‘ OTKPLITO 1 ‘ OTKPLITO

(@) arecH -
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OTkpbITVie pene uepes HTTP aAPECHO KHANW 1 URL cepeepa

pyuHoro ofHoBNEHWA
KOHGMrypaLMm

Craryc BrnioueHo ¥ hurypau =
63 - ANA OCTankeHLIX NoNeli BBOAa

Mma

username

None30BaTENA Mpeaynpexaerve:

Mapone  (esssssss
Onvcanve nons:

Mpouvie BbicTpoe noaTBEpH AEH/E
OK OTMEHA

OTKpEITE pene (CoeauHEHWE

noTEpAHO) Relaya Relayd RelayC

OTKpEITE pene (SIP

PZPETUCTPMPOBEH) Relaya Relayd RelayC

OK OTMEHA

BHUMAHUE: MPW MNOOKMIOYEHN [OBEPHOIO 3AMKA WCMOMb3YNTE CXEMY,
NMPMBEOEHHYIO B TMPUIOXEHUM 2 (TO ECTb MNMPUMEHWUTE AMOQA
1N4001 UMN CXOOHbIA MO XAPAKTEPUCTUKAM ANA YMEHbLLIEHUSA
NMPOTUBO3C).

4.1.7. QomocdoH — Bxon

®dyHKuna “Bxoa” nossondeT KOHTpoOnMpoBaTb paboTy KHOMOK OTKPbITMS ABepu. Bbi3biBHas
naHenb NO3BONseT OTKMIOYUTL BXO, 3ad4aTb BpeMS 3a0epXKKu, MO UCTEYEHUU KOTOPOro ABepb
OyoeT oTKpbITa, BbiOpaThb pene, KOTopbiM TpebyeTcs ynpasnsTh.

®yHKUMA “YBEeOOMUTL NO” NO3BONSET OTNPaBNATL POTO Y KaMepbl JOMOGOHa NOCne HaxaTus
Ha KHOMKy Bbixoga Ha FTP-cepeep nnu no e-mail, a Takke no3sondeT cagenartb NpeaBapuTensHO
HacTpoeHHbIn HTTP-BbI30OB (MCNonb3yeTcst AN UHTErpaumMm co CTOPOHHUMM CUCTEMaMM).

Bxop A
ok lMpumeuanue:
MaKcuManbHas Koan4yecTso
CraTyc ‘ OTKNKUEH Vv \ CMMBONOB ANA Nonei BBoaa:
5 = 255 - anA agpeca
aCTPOMKK Fgamrses gl
Tpurrepa ‘ Huskuin v [ LLIMPOKOSFLLI&TE,"IBHOI'O Ccepeepa
aapecHon KHUrM
Yeepomute o FTP (] Email [ SIP-seizos [J HTTP [ 127 - ana URL ynaneHHoit
1 ajgpecHon KHurn 1 URL cepeepa
Http URL:
Bxon D ‘ pyuHoro obHoBneHna
3anepxka i e i KOHMUrypaumu
BLIN0NHEHNA ‘U ‘ (0~300 cex) 63 - ANs OCTaNbHBIX NONed B80Aa
aencTena
OTKpBITH pene ‘ Het v>‘ lMpepynpexpaenue:
CraTyc peepu g:ig::; Onucaunue nons:
3agepxka BbIMOSTHEHUS OENCTBUS — BPEMSsI Yepe3 KOTOpOoe MpOM3oNAET OTKpbITUE OBEpU

nocne HaXaTna Ha KHOMKY, NOAKIMIYEHHYIO K AaHHOMY BXOo4y.

OTKpbITb pene — 34ecb MOXHO BblOpaTb OAHO U3 Tpex pene, koTopoe byaeT ynpaBnsTbCs
KHOMKOW NOOKITHOMEHHOW K 3TOMy Bxoay. Kpome Toro, 3gecb MoXHO BbiopaTh “KHonka SOS” n
“KHonka anga nHeanvaoB”. [Npu Beibope noboro na aTnx 3Ha4YeHU NoSBNAETCS nose Ansi BBoga
TenedoHHOro Homepa. To eCTb €CfiM HaaTb Ha KHOMKY, NMOAKMHOYEHHYIO KO BXOAY, KOTOPOM
HacTpoeHa “KHonka SOS” unun “KHonka gns mHBanuaos”, To 6yaeT BbinonHeH SIP-Bbi3oB Ha
nponucaHHbii Homep. bonee Toro Homep, BBEAEHHBLIN B OMWCAHHbIX Bbile nonsx OygeT
obpaboTaH JOMOGOHOM TakK, kak ecnv 6bl OH 6bIn HabpaH ¢ knaBnaTypbl AomodoHa. To ecTb
B nnaHe Habopa gomodoHa moryT BbiTb co3gaHbl 3anucu, cogepxawme B none “lNpedmkc”
HOMep, 3afaHHbIN B 3TUX Monsx. Bbi3biBHAs naHenb nocnenoBaTesibHO (MM O4HOBPEMEHHO)
COBEPLUMT BbI3OB HAa MpoOMnMcCaHHble B nMraHe Habopa HoMepa, 3afaHHble B MOMsiX
“‘AnalogReplace” (ans gnomodoHOB C aHanorosbiM agantepom), “3ameHal”, “SameHa?’,

(@) arecH ”
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“BameHad”, “3ameHad”, “3ameHa5”. dopmaTt HOMepa MOXeT ObITb 3adaH B Buae umdp unu
IP-agpeca.
Hanpumep:

Ecnu nponucatbe Homep 0001 gns kHonkn SOS 1 B nnaHe Habopa HacTpouTb 3anucb (CMm.
PUCYHOK HWXeE), COOTBETCTBYIOLLYIHO 3TOMY HOMepy. INMpn HaxkaTum KHOMKK, NOLKITHOYEHHOW K
aTOMy BxoAy OyaeT coBeplueH napannenbHbli Bbi3oB Ha: 1) AHanoroByto Tpybky ¢ HOMepom
01, 2) SIP-BbI3oB Ha Homep 112, 3) SIP Ha Homep 74951111111.

Bxog A
Cratyc BrntoyeH v
HacTpouku Tm— =
Tpurrepa
YBeaoMuTs no FTP ¥ Email SIP-BbIZ0B HTTP
Http URL:
3agepxka
BbINO/HEHUS 0 (0~300 Sec)
AeNCTBUA
OTKpbITh pene Kronka SOS v
KHonka SOS 10001

CraTyc aeepu [OBepb A: HU3Kui

CraTtyc

CBETOMHANKATOPA CBeTOoBOM MHAMKATOP A: lpeaynpexaeHue

(@) arecH *
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WHpexc AxkayHT Mpedukc AnalogReplace 3amexa 2  3aMeda 3  3ameHa 4 3aMeHa 5
1 ABTO 0001 01 112 74951111111 L4
2
3
4
5
6
7
Mnan =
9
10
Pages 1 v [obaBuTb PepakTupc Yaanutb Prev ‘ Next
KoppekTtuposka
npasun >>
AKKayHT AsTO v
Mpedukc 0001
AnalogReplace 01
3aMeHa 2 112
3aMeHa 3 74951111111

3aMeHa 4
3aMeHa 5
(0~60s)
(0~60s)
(0~60s)
(0~60s)

BpeMsa 3agepKKul
BpEMSA 3a[ePKKM2
BpEMSA 3a[EePKKM13
BpeMsa 3a0epKKnd

ololo|o

4.1.8. domodoH — Bupgeo

dyHKkuMsa Bugeo nossonseT npocmaTpuBaTh BUOEO Yepes BeG-nHTepdelic.

BHUMAHUE: TEKCTOBbLIE METKW, HACTPOEHHbBIE B MNOJIE VIDEOWATERMARKS HE
OTOBPAXAIOTCA HA 3TON CTPAHWLIE.

4.1.9. AomodpoH — RTSP

dyHkuma RTSP nossonsieT M3MeHsiTb HacTponkn ans npotokona RTSP. [na kogeka H.264
[OCTYynHO 2 notoka RTSP:

Motok RTSP1: rtsp://ip_agpec gomodoHa/live/ch00_0
Motok RTSP2: rtsp://ip_aagpec gomodoHa/live/ch00_1
Insa kogekos MUPEG n MPEG4 goctyneH ogmnH RTSP-noTok:
rtsp://ip_appec gomodoHa/live/ch00_0
BbI3bIBHast naHenb No3sonsieT
e BKMHOYUTL/BbIKOUYNTE RTSP-noToKk;
e  BKIMOYUTL/BBIKMIOYMTL aBTOpM3aumo ans RTSP-noTtoka;

e BblOpaTb KakoW TMN AaHHbIX NepegasaTb (ayavo, BUOEO UNKU ayavo+BMAeo), 3adaTb
KOAekK nepeaayn BUOEO NoTOKa;

e HaCTPOUTb SPKOCTb, KOHTPACTHOCTb, PEXMM LIBETHOCTU, NoAasnexHue wymos, BLC;

e NS KaXOoro Kogeka MOXHO 3afaTb paspelueHne, BblbpaTb YacToTy KaapoB 1 CKOPOCTb
nepegayn gaHHbix. Ona kogeka H264 mMoxHO Takke BblOpaTb Buaeonpodusnb u Tvin
ouTtpenTa.

(@) arecH !
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OcHOBHbIe HacTpoiiku RTSP
Cepsep RTSP BKntoueH
RTSP AsTopu3aums
RTSP JlorvH

RTSP Mapons

Motok RTSP

RTSP-ayuo BKMIOYEHO 7]
RTSP-B1AE0 BKNIOYEHO 4]
RTSP-B4A€02 BKMIOYEHO

RTSP BUACOKOAEK

06paborka curHana nzobparkenHus

ApKocTs l:l {1210)
KoHTpact l:l (1~10)
Pexum LiseTa AsTo v
Bic

MonasneHue LlyMa

H.264 napameTpbl Buaeo
Pa3peluerue s1aeo \@7'7
YacToTa Kagpos Wpsi
KOHTPO/b CKOPOCTH CBR Y, \
BUTpeiT Biaeo 12048 kbps 7|
B1geo npoduns G
BUAEO2 PE30MIOLMK ‘W 7_
BWAEO2 4acToTa Kafpos (376@57"\
BMAEO2 KOHTPONSA pacxofa /(?Bki'\
BURE02 GUTpEHT @
BMAE02 Npodunb @P x ‘

Mpumeuanue:
MaKcuManbHas Konu4ecTso
CMMBONOB ANA Moneit BBoaa:
255 - Ans agpeca
LWIMPOKOBEATENLHOTO CepBepa
aApecHoit KHUrM

127 - ans URL yfaneHHoit
apectoit Kuurv v URL cepeepa
pY4HOro obHOBNEHUS
KOH®Urypauuu

63 - AN oCTaNbHbIX NONelt BBOAA

Mpeaynpexxaenue:
Onucanue nons:

BbicTpoe noaTBepXAeHNe

OK OTMeHa

[
127 - ana URL ynaneHHoit
aapeckoil kauru 1t URL cepeepa
pyuHoro 06HoBnerus
KOHOUrypaumm

63 - ANA oCTansHLIX Nonei esoda

Mpenynpexpaexue:

Onucanue nons:

Mpumeuanue:
MaKcuManbHas Konu4ecTso
CMMBO/I0B ANt MOMei BBOJA:
255 - ans agpeca
WWPOKOBELATENLHOTO CepBepa
[IPECHOI KHUMN

127 - ans URL yAaneHHom
anpectoit KHurv v URL cepeepa
PY4HOro 0BHOBNEHUA
KOHOUrypaumm

63 - Ang ocTanbHbIX Nonei 8BoAa

Mpeaynpexaexue:
Onucanue nons:

BbiCTpoe noaTBepXAeHHe

o | omes |

BUTPeirT suaeo

MPEG4 napameTpbl BuAeO
PaspelueHme B1uaeo vea |
YacToTa Kaapos [30fps ]

| 2048 kbps

MIPEG napamMeTtpbl BUAeo

Paspeluetie BUAEO
YacToTa Kaapos

KauecTso Bueo

==

(o) arcH
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4.1.10. AomocdoH — ONVIF

®yHkuna ONVIF no3sonsieT MHTerpMpoBaTb 4JOMOMOH C cUCTEMamMM BUAEOHAONIOAEHS.

Bbixon

OCHOBHbIE HAaCTPOK

MNprMeuanve:
MaKCUManNEHaA KONMUYECTEO
Pexm Onvif Discoverable v CYMBONDE ANA NONeH BBOAA:
v 255 - AnA agpeca
M :
admin LWMPOKDEELLATENEHOMD CEpEepa
nonb30BaTens N
SAPECHOM KHMA
MNapons  essssess 127 - AnA URL yAaneHHoM

SAPECHOI KHUMM M URL cepeepa
py4HOro oBHoBNEHWA

OK OTMEHS KOHMrypaLmm
63 - ANA OCTankHel NONei BE0AA

Mpeaynpexaexve:
ONVIF Onvicanve nons:

Bbb ICTpo€e noaTeepXxaeHne
OK OTMeHa

4.1.11. AomochoH — OBHapyxeHne ABMKEHUSs

PyHKUNA 0BHapPYXEeHNSA OBVKEHUS NO3BONSAET BbI3bIBHOW NaHENN OTNPaBnsTb Ha cepBep doTo,
ecnu B none 3peHns kamepbl nosenseTcs 06bekT. MOXXHO YyCTaHOBUTL AeHb U BpeMs paboThl

YHKUMN.
Bbixoa
HacTpoiikin obHapy»«eHns asmkeH s
L PYy: A MpymMeuaHve:
MaKzVUMansHas KOMMUeCTEO
OBHapYKEHMEe ABVKEHUA OTknioueHo ¥ .
CUMBONOE ANA NONEN BEOAA:
3apepka ofHapyKeHUA (0~120 Se0) 255 - Ana agpeca
G LUMPOKDBELLATENEHOMD CepBepa
SAPECHOM KHUMA
VBEHOMATE 110 127 - An? URL yAaneHHoi
aApecHoi KHuri u URL cepeepa
YBEAOMUTE MO FTP Email SIP-BLIZ0E HTTP Py4HOr0 OBHOBNEHNA
KOHGMrypaLpm
Http URL: 63 - ANA OCTanLHLX Noneit BBOAA
3arpyska SDMC | OTkmioueHo ¥
Mpeaynpexxaerve:
Motion Detect Time Setting Onvicarive nons:
OBvieHve Mon | Tue L wed |/ Thur BbicTpoe noaTBepXeH/ e
OK OTMEHa
Fri Sat Sun Check all —
HH v[oivm v -[HH v [mMm v
OK OTMEHa

4.1.12. lomodoH — KapTbl gocTtyna

Pasgen “Kaptbl goctyna” nossonsieT gobaenate/yoanaTb knoum ctaHgaptoB Em-Marine m
Mifare Ha BbI3bIBHYIO NaHEnb.

OyHKUMA “UIMnopT/AKecnopT” NO3BONSAET COXpaHATb/3arpyXaTb Ha NaHenb dans co CMCKOM
Kntoyen goctyna B oopmate xml. BoamoxkHo 3arpysuTtb dainn, cogepxaiumi go 10000 knioven.

Cekums “Pexunm uyteHns kapT’ BKMoYaeT cnegytowme 3 QyHKUNN:

o Pexum utennsa kapT. Mpu BbiGope onuun “Mifare” (n Haxkatum Ha kHonky OK) BknovaeT
BO3MOXHOCTb UTeHMs KapT Mifare Plus B pexxume SL3. 3gechb Takke Hago 3agatb HOMepP
6noka, B KOTOpPOM 3awwudpoBaH HOMep KapTbl U napofb. MoXHO ykaszaTb A0 3-X
KOMOUHaLNA.

(@) arecH ”
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e Pexum noucka. Pexmm 4acTM4YHOro coBrnageHusl MpUMEHsieTcs Ansg HOMEepOB KaprT,
nepegaBaembix no npotokony Wiegand. MoxeT ObITb MCNONB30BaH ecnuv, Hanpuvep,
0asa HOMepoB KapT B AOMOGOHHOW MNaHenu COCTOUT U3 7-6aiTHbIX HOMEPOB, a
noaKtoYeHHbIn no npotokony Wiegand BHeLLHWI cuMTbIBaTENDb NOAAEPKNBAET TOMNBKO
4 banTa.

e Em-Marine. OTknto4aeT pexumm YyteHnst kapt Em-Marine (Hanpumep, ansa toro, 4tobbl B
pexume aBTocOopa XunbLbl He UCnonb3oBanu kapTel Em-Marine).

PyHKuna “Pexxum PaboTbl CuntbiBaTensi” NO3BONSIET NEPEBOAUTL BCTPOEHHbIN CYNTLIBATENDb B
OAVH 13 CrieayoLnx Tpex pexnmosB:

e CTaHOapTHbIN: pexum, B KOTOpOM AoGaBrneHue kapT AocTyna B NamsaATb naHenwu
HEBO3MOXXHO. BO3MOXHO TONMbKO OTKPbITUE ABEpein. DTOT PEXMUM ABMAETCH OCHOBHbLIM
peXnMoM paboTbl NaHenu.

e AKTMBaUMS KroYa: PEeXuMM YTEeHUA KIYen C nocriegywowmm gobasneHvem Ha
BbI3bIBHYIO NaHenb. [nsa gobasneHnss HOBOW KapTbl HA NaHenb nepesBeauTe naHens B
pexum “AKTnBaLMS Knkoda”, HAXKMUTE KHOMKY COXPaHEHUS HAaCTPOEK, NepenanuTe B MEHIO
‘Knioun”, Haxmute KHOMKY “lMonyunTb” W NpPUMNOXWUTE KIMKY K BCTPOEHHOMY
cyuTbIBaTEN!O.

e B none “Kog kapTbl” nosdABuMTCS HOMeEp Khova. 3agjanTe HOMep KBapTupbl B Mone
“‘Brnagenew kapTbl”, yKaXXute HoOMep pene, Bpems 1M gHW paboTbl Krkoya, nocrne atoro
HaxxmuTe kHonky “[obasuTh”. Kntou 6ygeT nobaBneH Ha BbI3bIBHYO NaHEerb.

e ABTOCOOP: pexunm paboTbl cUMTbIBATENS, NPU KOTOPOM NpU NOAHECEHUM KapTbl ABEPb
OTKpbIBAETCA U HOMEpP KapTbl OAHOBPEMEHHO 3aHOCUTCH B MamsTb OMOMOHA. OTOT
peXum NoneseH B criyvyae nepBblX Hefenb paboTbl Nocre yCTaHOBKM LOMOGOHA, YTOObI
naHenb cobpana kapTbl BCex XwunbuoB. [lanee mMoxHo OyaeT nepeBecTn NaHemnb B
“CTtaHgapTHbIN pexum, a npu HeobxoanmocTn fobaBneHusi HOBOW KapTbl BPEMEHHO
CMEHUTb pexmm Ha “AKTuBaums Kroya” ¢ nocnegylowmm nepesogoM B “CpegHuin’
PEXMM.

[ns npoBepkn paboTOCNOCOOHOCTW KoYa nepeBeauTe BbI3bIBHYKO NaHenb B CTaHAApTHOE
cocTosiHue, HaxxmuTe “OK” 1 NpunoXxmTe KoY K cuntbiBaTento. [IBepb OMMKHA OTKPbLITLCS.

Kpome TOro, Homep kapTbl MOXHO [06aBUTb B PYYHOM pEXUME, He MOAHOCA KapTy K
cunTbiBaTENO. [INS 3TOr0 HY>KHO NEPEBECTU CYNTBLIBATENb B PEXMM aKTUBaLMKM KIo4a, BbibpaTb
HYXXHbI pexum paboTbl cumTbiBaTeENs B rpynne nonen “Kog kapTbl” n BBECTU kKOA Kritoya. Bbl
yBUOUTE, YTO KOA Kioya BBEAEHHbIN B Mofe CHU3y npeobpasdyetcss B COOTBETCTBMM C
BblOpaHHbIM pexnmoM. Nocne atoro HaxmmuTe kHonky “[o6aBuTh”. Kntou OygeT gobaeneH Ha
BbI3bIBHYIO NaHEnb.

OyHKuMa “CobblTme cuMTbiBaHUA Kova® MO3BOMSET OTnpaBnAaTb (OTO noceTuTenem Ha
FTP-cepsep, no e-mail unn HTTP.

(@) arecH ?
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WUmMnopTt/3KkcnopT mH mMauum o knrouax(.xml
pr/ P bopmay ( ) Mpumeuanue:
MaKcuManbHasn KonuuecTso
BuibepuTe caiin \ aiin He BuiBpaH | MMnopT ‘ ‘ 3KcnopT ‘ CMMBOMI0B ANs Noneii BBoda:
255 - ona agpeca
LUVPOKOBELATENLHOMO CepEepa
Pexum utenus Kapt afpecHoi KHUMM
R e 127 - ans URL ynaneHHoii
PeXuM yTehus kapT | CTakaapTHLi v | anpectoi kv 1 URL cepaepa
PexuvM MaTua [ craraaprrsi v | Py4Horo obroenera
RO EHET =TI KOHDUrypaumm
ID-kapTa Biouero  |Brniouero v | 63 - ANA OCTansHLIX Monelt B80Aa
Pexum paboTbi cuMTbiBaTENS Npenynpenenne:
Pexum paboTsl (Cromaapriiui 9 [ ok ‘ Onucanue nons:
CyuTeiBaTeNA
Kaptbl goctyna bbicTpoe noaTBepxaeHne
YBefoMeHue Npu CUNTLIBAHUM KapTbl [ ok ][ omena |
yeegomuto o FTP (] Email [J HTTP [J
Hittp URL: \ |
Knroun
Homep asepu IC- 7 7 7 MNpumeuanue:
Knouu Knio4a RelayA BelayB RelayC MaKcuManbHas KonmyecTso
Mon @) Tue " Wed " Thur 7| CUMBONOE Ana nonen BBoda:
fexs IC-kn0ua 255 - ana agpeca
Fri ¥ Sat ¥ Sun ¥ Check All LUMPOKOBELIATENLHOTO Cepaepa
Bpews ICkioua |HH v |: MM v |-[HH v[:[mMm v aApeckodi KHuru
127 - ans URL ynaneHHow
Wma IC-knoua appecHoit KHuru 1 URL cepeepa
KoaIC-xioua (0008543259 Tonyws| [ Zobasums PyuHOro o6HoeneruA
= e KOHMUrypaumm
10008543259 8H10D ¥ 63 - 415 OCTaNbHBIX NOMed B30Aa
lMpeaynpexpaexue:
YnpaBneHue KI0uoM ABEPU
Onucanue nons:
Index Name Code Relay
1 0008543259 123 bbicTpoe noaTsepXxaenune
2 OK _ OTmenra
3
4
5

4.1.13. QomocpoH — lNepc. Koa.

®yHKUMS nepcoHanbHbIX KOAOB paboTaeT aHanorMyHo (yHKUMM Kitoyel. ToNbKo BMECTO
HOMep KapT Ha BbI3bIBHYIO NaHenb MOXHO A06aBUTbL UMEPOBOI KO OTKPbITUS ABEPW.

B Tekywen Bepcum nporpaMMHOro obecneyeHus kog HabupaeTcss 6e30  BCAKUX
AOMOSNHUTENBHBLIX CMMBOSIOB. 10 4OCTWXEHUN NpeaBapUTENBHO YCTAHOBIEHHOW ANWHbI KOAA,
cMcTemMa aBTOMaTM4eCKun NpUHMMaeT HabpaHHbIN KOA U conocTaBnseT ero ¢ 6a3on kKoaoB..

PekomeHayeTca nepsbiMU Ldpamn ycTaHaBnnBaTb HOMEP KBaApTUPLI, 3aTeM 4-3Ha4vHbIA KOA
poctyna. K npumepy, onsa ksaptupbl 85 kog 4OCTyna MOXET BbIrnsageTb Tak: 851234. B gaHHOM
npuMmepe npeaBapuTeNbHO Hado YCTaHOBUTb ANWHY koga = 6 3Hakam. [nuHa kopa
ycTaHaBnmBaeTcs B none “[nvHa koga”.

Koabl gocTtyna Tak e MOXHO MMMOPTMpPOBaTb/aKCnopTupoeatb B dpopmaTte xml. BoamoxHo
3arpy3utb 4o 10 000 nepcoHarnbHbIX KOAOB.

B cekumm “3akpbITbi K04 MOXHO HacTpoMTb OTMpaBKy (POTO B criyyae Habopa koaa (Kak
npaBuIbHOrO, Tak W HecyuwecTByowero B 6ase kogoB naHenu) Ha FTP-cepeep, Ha
ANEKTPOHHYO MOYTY, a Takke BbiNONHUTL HTTP-BbI30B Ha npenBapuTeribHO HaCTPOEHHbIN
agpec.

(@) arecH 7
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WUmnopt/dKcnopT nepcoHansHoro kntoya(.xml)

'Elﬁepwre &ﬁ; ®ann He esibpaH VMnopT 3Kcnopt

3aKpbITbIN KIHOU

Ysegomutb o FTP L Email L HTTP [

Hitp URL: |

HacTpoMKa invHbI 3aKPLITOTO KIIloua
(8]

HacTpoiiku nepcoHanbHOro Kaua

MepcoHanbHbIi - 4
KNy - HOMep RelayA ¥ RelayB || RelayC ||
Aeepu

Mepconansswii  Mon ¥ Tue ¥ Wed ¥ Thur ¥
Ko AeH Fri @ sat ¥ sun @ Check Al [
MepcoHansHbIi

[Hr v]:[Mm v |-[AH v]|:[mm v]
KoY - Bpems Rl

MepcoHaneHbIit {—‘
KINHOY - UMs - —

4.1.14. QomocpoH — YBeaomMneHus

Mpumeuanue:
MaKcrMankHas KonuyecTso
CMMBONOB ANA Noneii BBoAa:
255 - ans agpeca
LIVMPOKOBELLATeNLHOrO Cepeepa
aApeCcHON KHUr1

127 - ana URL yaaneHHoit
appecHoi kHuru u URL cepeepa
pyuHoro o6Hoenerus
KOHUrypaumm

63 - ANA 0CTansHsIX Nonei B2oaa

Mpepynpexpenue:
Onwucanue nons:

BbicTpoe noaTBepxaeHne

OK OTMeHa

OyHKUMA “YBEegoMneHns” No3BONAET HACTPOUTL Ha AOMOCOHE NMOYTOBbLIV aKKayHT, akkayHT aAns
nogkntoyeHnsa Kk FTP-cepBepy, a Takke HOMep, Ha koTopbin ByaeT coBeplueH SIP-BbI30B npu

akTuBauum Kakoro-nmbo m3s atunx yBeﬂOMﬂeHMVI.

B none e-mail oTnpaBuTens 3agaeTcsa agpec, ¢ KOToporo AoModoH ByaeT npuckinate oTo, B
none e-mail nonyyatens 3agaeTcs agpec, Ha KOTopbIn 4oModoH ByaeT npuckinate oTo.

YBsegomnenue no Email

Email otnp: |domof 76@qtech.ru \
Email nonyuatens monitor@qtech.ru ‘
Anpec cepsepa SMTP [10.125.1.23 |
WMs nons3osaTens SMTP \domofon76 i
Mapons SMTP seessase ‘
Tema nuceMa 1photo ‘

Cogepxkanve Email

Mpoeepka Email Test Email

Ysepomnenus FTP

FTP-cepsep 10.125.1.24 |
Wmsa nonszosatens FTP EQmin
Napons FTP P 3 \
Mposepka FTP

Ysen no SIP- y
Homep ans SIP-Bbi30Ba i556 |
Wms lero ‘37‘17767

| ok OTMeHa

Mpumeuanue:
MaKcuManbHas KonuyecTso
CMMBO/MOE 4714 Nonel Beoda:
255 - ana agpeca
LKPOKOBRLIATENLHOMO Cepaepa
a/ipecHomn KHUrM

127 - ana URL yaaneHHoi
afpecHon KHurv u URL cepeepa
pyuHoro obHoENeHUA
KoHDMrypaumm

63 - ANs 0CTansHLIX Nonei B2oaa

Mpenynpexpenue:
Onucanue nons:

bbICTpoe noaTsepXaeHne

OK || OmMera

bbicTpoe noaTBepXaAeHUe

70K7 OTMeHa
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4.1.15. JomocdoH — HTTP API

[aHHasa cTpaHuua npefHa3HadYeHa Ha HacTPOMKM AocTyrna K JoModoHHOW naHenu no HTTP
API.

CHavana y6egutecnb, 4to oyHKumoHan HTTP API aktnBupoBaH. [1nsa ero aktmeaumm Bbibepute
“BkntoyeHo” B Bbinagatowem cnvcke “HTTP API”. lanee yb6eantech, 4To BblOpaH NpaBuIibHbIN
MeToA ayTeHTuukaumn. JJocTynHel cnegyowme onumm:

e “Het”: ayteHTUdumkaumsa oTknodeHa. HTTP APl 6yayTt aBTopmusoBaTtbca Bcerga u 6e3
nposepku IP-agpeca, norvHa, napons, u 17.4. [JaHHbIN pexxum npegHa3HavyeH B OCHOBHOM
ANA TECTOBbLIX Lenen.

o “HopmanbHblA”: npouegypa ayTeHTUMKaLmMmM ucnonb3yeT WAeHTUUKaTop ceccum,
KOTOPbI BbYMCNSETCA cneayoLwmmMm obpasom:

o [lonyyeHve rand: BbinonHsem cnegytowmn APl-3anpoc - {'target": "login",
"action": "rand"}. B otBeTe 6yget none "rand": "FDE3FD39"

o Bbluncnsaem xew-gOyHKUNIO oT coyeTaHus rand;password.
MD5(FDE3FD39;admin)= ef367e4f751f6cb2ececa2b6953ef51a

o Tenepb BbiNonHAem crnegyowmn 3anpoc: {"target": "login", "action": "login",
"data": {"name": "admin", "passwd":"ef367e4f751f6cb2ececa2b6953ef51a "}}. B
oTBeTe Byaet none "session": "82933aa2577a8d394d792330c2fbeda6"”

o Bort 310 1 ecTb naeHTUMUKaTOp ceccun. Tenepb BO BCe OCTarbHbIE 3anpochl B
none "session" nogcrasnsaete "82933aa2577a8d394d792330c2fbedab"
o “Benbn Cnucok”> HTTP API-3anpocbl npuHumatoTca Tonbko oOT IP-agpecos,
JobasneHHbIx B nons IPO1-1P0O5.

o “OcHoBHOW”: cTaHOapTHbIN MeTo ayTeHTUdUkaumm “Basic”. NMpu Boibope 3Toro meToaa
3anonnuTte nongd “fNorun” n “lNaponsb”.

Http API
ity lNMpumeuanue:
MaKcManbHas Koim4ecTso
Http API BknioyeHo v CWUMBONOE ANA Noneil BBoda:
— 255 - ans agpeca
MeToq BYTEHTM¢MKELMM Benbiit CNUCoK X LUMPOKOBLLLATENLHOTO Cepaepa
HeT -
Torud HODMaﬂbelﬁ aapecHon KHUrvM )
S S
Maponb 0CHOBHOI appecHoi kHuru u URL cepeepa
pyuqHoro obHosnexus
P01 192.168.1.194 KoOHOMUTypaLK
1P02 63 - AN 0CTansHLIX Nonei BEoaa
1P03 Mpepynpexpenne:
1PO4 Onwucanue nons:
1POS
bbicTpoe noaTBepXaeHue
OK L OTMeHa )
O . OrHenay

4.1.16. AKkKayHT — OCHOBHbIe

®dyHkuna AkkayHT — OCHOBHble MpefHasHayeHa ANs HACTPOWKU permctpauum naHenn Ha
SIP-cepBepe. BbisbiBHasA naHenb nogaepxunBaeT 2 SIP-akkayHTa.

Cepeep SIP 2 aensieTcs pesepBHbiM cepepom SIP 1.

(@) arecH >
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Cratyc

AKKayHT

CraTyc aKkayHTa
OtobpaxaeMbiit anpec
Otobpaxaemoe uma
3aperucTpuposaHHoe uMa
Norux

Mapone

IP-agpec cepsepa
CpoK perucrpaumm

IP-agpec cepsepa
CpoK perucTpauun

Wcxopsime BoI30BbI

IP-agpec cepsepa

rpoToKon nepegaun

NAT
Agpec cepeepa STUN

T

IP-agpec pesepBHoOro cepeepa

3aperucTpuposaro
| AkkayHT 1 v

| Brouero v/

Cepsep SIP 1
[217.147.20131 | nopr 5060)
11800 | (30~65535¢)
Cepsep SIP 2
[ | noprs060]
11800 | (30~65535¢)
Mpokcu cepsep
| OTkioueHo ¥

lopt 5060
| nopr 5060|

MNpoTokon nepepaun

[—
NAT

|Orknioueno v |

| nopr 3478

OTmeHa

4.1.17. AKKayHT — PacwmpeHHble

lMpumeuanue:
MaKCMansHas KoNMUecTeo
CUMBOMOB AR NoNei Beoaa:
255 - onA appeca
LUMPOKOBELIATENILHOTO Cepaepa
apecHoi KHUMv

127 - ans URL yaaneHHo#n
aapecHoi kHurv 1 URL cepeepa
pyudHOro obHoBNeHNA
KOHDUrypaummn

63 - AN OCTansHLIX Nonei B3oaa

Mpepynpexpenue:
Onwucanue nonsa:

bbicTpoe noaTBepXAeHNE

OK OTMeHa

lMpenynpexpexne:
Onucanue nonsi:

bbicTpoe noaTBepXaeHUe

ok || ommera |

Yuetnas 3anucb SIP

®yHKUMA AKKayHT — PaclumpeHHble NO3BONSET HACTPOUTb ayaANOKOAEKN, BUAEOKOAEKM, 3a0aTb
paspelleHne 1 CKOpOCTb nepefadn noToka, Bblbpatb metod nepegayn DTMF n HacTpouTb

cTaHgapTHble PyHKUMK BbI3OBA.

» Crartyc
» NomodoH
Y AkkayHT

OCHOBHBIE

OTKNHIYEHHEIE KDASKA
» Cetb -

» Bbi30Bbl
> ObHoBneHVe

» BesonacHocTb

Kopekn

3aaeicTEOBaHHbIE
KDAEKA

PCMU -

PCMA

G722

G729

lMpyMeuanme:
MaKCMManEHaA KOMMUeCTED
CUMBONOB ANA NONEi BBOAS:
255 - AnA appeca
LWMPOKDBELLATENEHOMD CEpBepa
AAPECHON KHUTM

127 - AnA URL yAaneHHoi
BAPECHON KHUrK 1 URL cepeepa
pyuHOro 06HOBNEHWA
KOHGMrypaLym

63 - ANA OCTankbHL NoNell BE0Aa

lMpeaynpexaeHve:
OnvcaHve nons:

BbicTpoe noaTeepXaeH e

OK || ommena

(o) arcH

SEC.RU

KopoTkui nyTb K MHbopmaLmm

34

Cka4vaHo c sec.ru




PykoBoacTteo nonb3oatens QDB-27C/QDB-27C-H

Beb-goctyn

nopta

nopta

ceasn

pacnpeseneHna Beizoea (ACD)

BbI3bIBAHOLLErD ab0HEHTa

Buaeo koaek

Codec Name ¥ H264
Codec Resolution | 720P
Codec Bitrate |2048
Codec Payload |104

MoanncaTtbesn

Moanmcka no MW TKIKOHEHO
BpemA NoAMMCia no MAT
HoMEp ronocoBoi NouTe!

L
o0 |@20~e55350)

1800 (120~65535c)

Mepuog AeMCTEMA MHAVKaUWM (BLF)
BDEMSI AeﬁCTBMR ABTOMaTUYeCKoro

DTMF

Tun |RFC2833 v
101 (96~127)

Crocof useelweHua no DTMF
DTMF Harpyska

BbizoB
2 P — T — 1
MaKCuManeHoe 3HayeHWe noKaneHoro SIP: {M(1024~65535)
% ez |
MUHMMANEHOE 3HaYeHMe NoKansHoro SIP: ib(1024~65535)
3aronoBoK MASHTUGIMKATOPS [FROM

ABTOOTEET | BrnroueHo

MOATBEMKACHWE BPEMEHHOMD OTEETa | OTkniaueHo |
PErMCTPMPaUMA Yepes HoMep | OTknioueHo v|
Mpurnaleqre Yepes Homep [ OTKNKOUEHD v

AHOHUMHBI L1308 | OTknioueHD v
OTKNOHEHNE SHOHUMHBIX BLIZ0B0B | OTknioueHo v|
KypHaN NPonyLUEHHLIX BIZ0B0B | Biouero v
MpeaoTepaleHe B3noMa SIP | OTKniouerHo v
Taimep ceccvm
AKTUEHBI | OTkmoueHo v
BpemMa ASMCTEBMA CecM IISDIJ (90~7200c)
VIHCTpYMEeHT 0BHOBNEHWA Cecum |uac v

CrvcoK 3aHATLIX SIMHAA CBA3N
WAEHTUMKATOP CNWCKS 3AHATE MHWRA i“

Koa 3axeata Bel30Ba Yepes CrmMcoK J

33HATLE AHWA

KOA NOAKNKOUEHWA K PAsroBOpy Yepes il

CMMCOK SaHATER MAHMIA

LLndposaHve

LnbpoeaHue ronoca (SRTP) or

NAT
CoofiueHna UDP Keep Alive | OTKnKOUEHD v
ViHTepean mexay coobleHmuamn UDP Alive ED (5~60c)
YAaneHHsIi NopT | OTKNKOYEHD v

KrnmeHTckoe npynoxerve

KnueHTCkoe npunozkeHme | |

OK OTMeHa ]

CMMBONOE ANA NONEH BEOAR:

255 - AnA appeca
WMPOKDBELATENLHOND CEpEepa
SAPECHOM KHATA

127 - ana URL yaaneHHoi
BAPECHOM KHWMM 1 URL cepeepa
PyuHOro 06HOBNEHMA
KOHebMrypaLym

63 - ANA OCTankHLX Nonei BEc4a

lMpeaynpexaenve:
Onvcanvie nons:

BbicTpoe noaTBEpX<AEH/ e

OK OTMEHa

SAPECHOM KHUrM

127 - AnA URL yAaneHHoH
2ApeCHOM KHurn 1 URL cepeepa
PyuHOro 06HOBNEHMA
KOHGUrypaLViA

63 - ANA OCTankHLIX NONEit BBOAA

Mpeaynpexpaenve:
OnvcaHvie nons:

BbicTpoe nogTeep@aeH e

OK OTMeHa

1ipviMmeHanvic:
MaKCMMaNeHaA KONMYeCTED
CMMBONOE ANA NONEi BBOA:
255 - Ana agpeca
LWMPOKDBELATENEHOMD CepBEpa
SAPECHON KHUTA

127 - AnA URL yAaneHHoin
SAPEcHO KHur 1 URL cepeepa
pyuHOro 06HOBNEHWA
KOHUrypaLwm

63 - ANA OCTaNLHeIX NONEi BE0AA

Mpeaynpexpaenve:
OnvicaHve nons:

BbicTpoe noaTBepXaeHe

01(7 OTMeHa

MEKCMMANEHAA KOMMYECTED |

(o) arcH

35
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4.1.18. Cetb — OCHOBHbIe

®OyHKuMa “CeTb — OCHOBHbIE” NO3BONSAET HACTpouThb IP-agpec Ha BbI3bIBHOM NaHemNu.

HocTtynHo nony4veHue IP-agpeca ot DHCP-cepBepa unu MoXHO 3agath ctatudeckui IP-agpec.
[Ona npumeHeHus HacTpoek Heobxooumo BBecTu IP-agpec, macky noaceTtu, W3 U Kak
MuHUMYM oauH DNS-cepBep.

Bbixoa

JlokanbHasn ceTb

MpyMeuanme:
MaKIMMAnNEHaA KNMMUECTEO
CMMBONOB ANA NONEl BE0AA!
255 - AnA agpeca
WMPOKDBELLATENEHOMD CepEeEpa
OCHOBHbIE Macka noacetu 255.255.255.0 SAPECHON KHMM
127 - AnA URL yAaneHHOM
SAPECHON KHMrk 1 URL cepeepa
PpyuHOro oBHOBNEHMA
DNS 2 10.10.10.2 KoHEMrypaLM

63 - ANA OCTANEHED NONei BE0AA

DHCP
® Cramnueckait IP
IP-agpec 192.168.0.11

LMoz No yMONUaHMo 192.168.0.1

DNS 1 10.10.10.1

2.8 \0mmena MpeaynpexaeHvie:
Onmcanve nons:

BblCTpOe noareepXxaeHne
OK OTMeHa

4.1.19. Cetb — PacwmpeHHble

®dyHKkuma “Cetb — PacwmpeHHble” Mo3BONSeT HacTpouTb Auana3oH RTP-noptosB ans
nepegayun aygmonoTtoka, BKITUYNTb MOHUTOPUHE naHenu no SNMP, nponucate VLAN n ykasaTtb
npuoputeT, HacTpoutb QOS, BKNOUATL nogaepxky TR-069 u  BKNOYUTL/BBIKMOYUTD
ynpaenenne no HTTP/HTTPS.

Cekumsa “JlokanbHbin RTP”.

lMo3BonsieT HacTpouTb guanasoH RTP-nopTtoB, nMcnonb3yembliX AOMOMOHHON naHenbio Ans
nepegadn roslocoBoro Tpaduka.

Cekuusa “SNMP”.

BHUMAHUE: [JOMO®OHHAA TMAHEJIb HE MO3BONMAET BHOCUTb USMEHEHWA B
KOHOUTYPALMIO MO NMPOTOKOITY SNMP.

B paHHoOm cekumm BbinonHsietcs 1) Hactporika nocbinkn SNMP-TpanoB Ha BbiOpaHHLIN
IP-agpec 1 2) NMpnem SNMP-3anpocoe ¢ goBepeHHoro IP-agpeca.

Cekuusa “VLAN”.

Mpun AktmBaumm VLAN ceTeBor nopT AOMOMOHHOW naHenn nepeBoaMTCS B PEXMM TpaHkKa,
dperimbl, Npoxoasiume Yyepes KoTopbii MapkmpytotTcs Terom VLAN BbiOpaHHbIM Hke. Takke B
3TOM CEKUMN MOXXHO YCTaHOBUTb MPUOPUTET.

(@) arecH *
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Be6-goctyn
VLAN
JlokaneHasa cetb  CraTyc BKAKYEeHOo
VvID 100 (1~4094)
MNpuopuTteT 4

Frame 565@: 6@ bytes on wire (48@ bits), 6@ bytes captured (482 bits) on interface @
Ethernet II, Src: ©c:55:12:12:55:66 (8c:55:12:12:55:66), Dst: HewlettP_e4:e6:33 (b@:5a:da:e4:e6:33)
v 8@2.1Q Virtual LAN, PRI: 4, DEI: @, ID: 100

1005 o dwas Rk = Priority: Video, < 1@@ms latency and jitter (4)
OREERS SIS = DEI: Ineligible

. ©00R0 9110 0160 = ID: 1ee
Type: IPv4 (@x08300)
Padding: @000

Internet Protocol Version 4, Src: 192.168.1.168, Dst: 192.168.1.115

Transmission Control Protocol, Src Port: 8@, Dst Port: 49708, Seq: 14734, Ack: 5488, Len: @

Cekuuns “QoS”.

B aTon cekumm oToenbHO ycTaHaBnuBalTca 3HavYeHus QoS ans curHanbHoro SIP-Tpadumka m
ronocosoro RTP-tpadwmka. Cnegyetr oTMeTuTb 4TOo HacTpouTb QoS ans RTSP-tpaduka

Henb34.
Cekuunsa TR069.

B aTon cekuun HacTpausaroTcs napameTpbl nogkntoyenns kK TRO69-cepsepy.

Cekuus Beb6-cepBep.

Mo3BonseT BKNHOUNTL/BbIKNOUNTL goctyn no HTTP/HTTPS u yctaHoButh nopT ans HTTP.

JlokanbHbIn RTP

MCKOAHBI NopT
RTP

MakcumMansHoe
3HaueHe RTP-
nopTa

PacumpeHHb| SNMP 3ApECHOIA KHWM M URL cepeepa
py4HOrD OBHOBNEHA
Cratyc BKMKOUEHO v KOHAMrypaLMn
Mopt 56565 (1024~65535) 63 - ANA OCTaneHel NONEl BEOAS
AoBEpEHHEI TP-
aapec 57:240. 1187 MpeaynpexaeHve:
Onvicanve nons:
VLAN
BblCTpOe noaTeepXxaeHe
NokaneHasA cete  CTatyc OTKNKYEeHD v
OK || OtMeHa |
VID 1 (1~4094) S
Mpuoputer 0 v

11800

12000

(1024~65535)

(1024~65535)

Bbixoa

MNprMeuaHve:
MaKCUMansHaA KonMYecTeo
CUMBOMNOE ANA MONEM BEOAA:
255 - Ana agpeca
LWMPOKDBELLATENEHOMD CepEepa
AAPECHON KHIUMM

127 - Ana URL yA3aneHHoi

(@) arecH 7
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Beb-goctyn

0S
Q IMpyMeuanme:
SIP QoS 40 (0~63) MaKCUManEHaA KoNMUECTED
CUMBONOB ANA NONEi BEOA:
QoS ronoca 40 (0~63) 255 - a1 anpeca
LWMPOKDBELLATENBHOMD CepBepa
TRO69 BAPECHOMN KHUrK 5
127 - ana URL yaaneHHoA
Craryc OTKMHOYEHD v 2APECHOMN KHurk 1 URL cepeepa
Bepovs 10 v pYy4HOrD OBHOBNEHIMA
KOHMrypaLum
ACS URL >
63 - ANA OCTansHLX NONEei BBOAS
ToruH
Mapons  |esessses lMNpeaynpexaenve:
Meproavueckoe
VHOPMUAPOBaHME CTamyE OIK¥Otee X OnvicaHve nonsi:
WHTEpBan 1800 (3~24%3600c)
BbicTpoe noaTBepX aeH e
CPE URL p ) 2]
OK OTMEHA
JoruH
Mapone  |eseesese
Beb-cepBep
HTTP - nozeommTe BxrioyeHo v
ARG BrnioueHo v
NO3BOMMTE
Hitp-nopt 20 (80,1024~65534)
OK | Otmena

4.1.20. CeTb — UHCTPYMEHTBI

®dyHKuma “Cetb — NHCTpYMeHTLI” NO3BONSET 3anycTuTb Ha AoModoHe Ping nnn Traceroute.

T = = MNprMeuaHve:
ypes ping ¥ | Exec |
MaKoUMaNEHAA KOMMUECTED
Faceroute. CYMBONDE ANA NONEH BEOAA:
e =5 255 - AnA agpeca
OK | OTMEHa

LMPOKDBELLETENEHOND Cepeepa
AAPECHOIN KHATW

127 - AnA URL yaaneHHoi
2APECHOI KHUM 1 URL cepeepa
py4HOro oBHOBNEHMA
VHCTPYMEHTbI KDHEMrypaLym

63 - ANA OCTaNLHBN NONEA BBOAA

4.1.21. BbizoBbl — Bpems/A3bIk

dyHKUMa “BbizoBbl — Bpems/AsbiK” no3sonsieT BbiOpaTh A3blk BeO-uHTEpdenca n gucnnes
(mopoepxmMBaeTcst PyCCKUA U aHIMIMIACKUIA) U HAacTPOUTbL BPEMS Ha BbI3blBHOW naHenu. Ecnn
HacTponkn NTP-cepBepa He 3agaHbl, 3agaHbl HEKOppeKTHO mnu NTP-cepBep HeOocTyneH,
naHenb 6yget otobpaxaTb BpemMsi paboThbl Nocne 3arpysku.

(@) arecH ¥
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Beb-goctyn

Bbixoa

SA3bik Be6
lMprmeuanve:

Tun Pycckiit = MEKCUMAaNEHaA KONMUeCTEo
CUMBONOE ANA NONEit BE0AA:
255 - ana agpeca
SA3bIk avicnnen WMPOKDEELLATENEHOND CEpBepa
SAPECHOM KHMMA

Tun Pycckit Y, 127 - aAna URL yAaneHHoH
Bpemsi/i3bik AAPECHON KHUrW W URL cepeepa
py4HOro 0BHOBNEHMA
NTP

KOHGMrypaLpm

CacoecHnoae 0GMT v 63 - ANA OCTaNbHLIX NONE BBOAR

OCHOBHOI Cepes) 0.pool.ntp.or

FEE P ip.org Mpeaynpexaexve:

[ononHutensHel cepeep | 1.pool.ntp.org

WHTEpEan OBHOBNEHWA 3600 (>=3600c) Onvicanvie nons:

CUCTEMHOE BpeMA 00:34:10
BblCTpoe noaTeepXxaeH e

OK | OTMeHa
2 BOTRELE 8

4.1.22. BbizoBbl — O6OLWMe

Pasgen “BbizoBbl — Ob6LMe” No3BONAET BKNHOYNTL/OTKIIIOYUTL Ha BbI3bIBHOW NMaHENN PEXnM
“He BecnokounTb”, a Takke 3af4aTtb KOA OLUMOKN, KOTOPYHO AOMOMOH ByaeT oTnpaBnaTh B Criyvyae
nonbITKM O03BOHA Ha Hero. Kpome Toro, B cnyyae npsiMoro Bbi3oBa no IP-agpecy UMeHHO B
3TOM pasgene HacTpamBaeTcda metog nepegadm DTMF-TtoHoB (B none Tun DTMF npu Bbi3oBe
no IP-agpecy)

PexwM  AxkkayHT

MNprmMeuanve:

P BoizoBe! © ARiayHT MaKCUManeHasA KONMYECTED
CMMBONOB ANA NONEi BB0AR:
255 - anA agpeca

PexwmM "He becnokontb' LWMPOKDBELLATENEHOrD Cepaepa

AAPECHON KHATA

ARKEYHT AREYHT 1 y 127 - ana URL yaaneHHo

Peskum "He GecnokomTs" OTKNKIYEHD v AAPECHON KHUATK 1M URL cepeepa

7] ! i HI HUA
BDB"BpaIJ.laEMbIM KA NP peskime "He 486 (Busy Hers) v py4HOro oBHoBNE)
obue BEecnoKouTe KOHMrypELA

Koa BKMHOUEHMA pesxima "He GecnokouTs" 63 - ANA OCTansHLX NONE BEOAA

KOA OTKNKIYEHMA peskima "He GecnokouTs"
lMNpeaynpexaerve:

HAomodoH OnvicaHve nons:
Craryc BrnioueHo ¥ BbicTpoe noaTeepXaeHe
OTKIHIYEHHWE 3BYKa AOMOGIOHA OTKIKIYEHD v OK | OTMeHa
Mpouve

BOZBPALLAEMBIN KOA MPW OTKNOHEHMA 486(Busy Here) v

33AEpKKa SBTOMATUYECKOND OTBETA 0 ({0~5s)

Pexam aeTooTBETa Video v

KDAEK LUMPOKOBELLATENEHOIA Nepeaaqn PCMU ¥

Mpsmoii IP-agpec BknoueHo ¥

Direct IP Port 5060 (1~65535)

4.1.23. BbizoBbl — [lonoc

DyHKUMA “Bbi3oBbl — [(0N10C” NO3BOMSIET HACTPOUTL FPOMKOCTb AUHAMMKA, TPOMKOCTb HaXaTus
Ha KHOMKM W YyBCTBMTENBbHOCTb MMKPOGOHA Ha BbI3bIBHOW MNAHENW, a Tawkke 3arpysvTb
3BYKOBbIE (pavinbl, KOTOpble OyayT NPOUrPLIBATLCA NPU OTKPLITUKN (MM HE OTKPbLITUM) OBEPU U
npv Bbi30BE abOHEHTA C NaHenu.

BHUMAHUE: HACTPOMKMN 3BYKA HE BIUAKOT HA rPOMKOCTL OVHAMUKA U
YYBCTBUTEJIbHOCTb MUKPO®OHA [OJOMO®OHHOW TMAHEIN TPU
BbISBOBAX HA AHAJIOIOBYIO TPYBKY.

(@) arecH ”
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Jfoc  fowows

I'pomkocTb MukpodoHa

lNpumeuanue:
MaKcMansHas KoMuecTso
CMMBONOB ANA noneil Bsoaa:
255 - anA anpeca
LWMPOKOBELIATENLHOrO Cepaepa
aApecHoi KHUr1

TPOMKOCTH AMHAMMKA 2 (1~15) 127 - ana URL ynaneHHoit
appecHoii kaurv u URL cepeepa
pyuHoro o6Hosnerns
KOH(MrypaLmm

63 - AN OCTankHLIX Nonei Bsoaa

TPOMKOCTE MUKPODOHA 8 (1~15)

rpOMKOCI'b AVWHaMUKa

HacTpoiika 3ByKa HaXaTUA KNasvlun 4 (1~15)

Tonoc Mpeaynpexaenune 06 oTKpbITUM ABEPH

MpeaynpexaeHye 06 OTKPLTUM ABepU BrloueHo ¥ Mpenynpexnenue:

Onwucanue nons:

3arpy3ka ¢aiina menoavm Bbi30Ba
bbicTpoe noaTsepxaeHne

_Beibepute daiin | @aiin He suibpar Upload Delete Export oK OTMeHa

®opmaT chaiina: wav. Pasmep: < 200 KB. YacToTa
anckpetnsauun: 16000 Mu. but: 16

Onucanue nons:
3arpysuThb 3BYK OTKPbITUSI ABEPU

BblCI'pCle noaTsepxaeHue

Buibepute chaitn | ®aiin He esibpaH Upload Delete Export
R : EBtRey mosee e Pt OK OTMeHa |

®opmart aiina: wav. Pasmep: < 200 Kb. YactoTa
avckpetusauun: 16000 Mu. but: 16
3arpysuThb 3BYK ABEPb HE

Buibepute dhaitn | ®aiin He suibpaH Upload Delete Export

@opmart daiina: wav. Pasmep: < 200 KB. YactoTa
anckpeTusauun: 16000 Mu. but: 16

OK OTMeHa

4.1.24. BbizoBbl — NnaH

OyHkumsa “BbisoBbl — [naH” npegocTtaBndeT LUMPOKME BO3MOXKHOCTM MO MapLupyTusauum
HabpaHHOro Ha naHenn Homepa. [JloMOOHHAs MaHenb MOXET OTNPaBUTb BbI3OB Ha HOMEp,
HabpaHHbIN Ha KNaBMaType NaHenu Ha cneayLlmne OKOHEYHbIE TOYKN:

e SIP-ycTponcTtBo, Takoe kak SIP-tenedoH (Hanpumep, IP-tenecdoH QVP-100P wunu
QIPP-300P); kBaptupHble BugeonaHenu QDM-80T wnm QDM-82T unu mobunbHoe
npunoxexue QBell (zoctynHo ans I0S 1 Android).

¢ AnanoroBoe aboHeHTckoe ycTponcteo (YKIT), nogkntoueHHoe K JOMOGOHHON NaHenm ¢
NCMOMNb30BaHNMEM KOOpPAWHATHO-MATPUYHOrO KommyTtaTtopa (Buaut, Uudpan wunm
anTtuce).

e [opogckon wnu MoGUNbHBLIM TenedoH MpU HanmMuuu TpaHka [0 ofepaTtopa,
npegocraenstowero Bbixog B TOOTI.

PaccmoTpum MHOronoabesgHbIv AOM, B KOTOPOM B KBapTUpax MOryT ObiTb YCTAHOBMEHbI KaK
aHanoroBble abOHEHTCKME YCTPOWCTBA, Tak U uUMdpOBLIE YCTPOWCTBa, paboTatrowue Mo
npotokony SIP. B kaxxgom nogbes3ge yCTaHOBEH KOOPANMHATHO-MATPUYHBIA KOMMYTaTop Ha
100 aboHeHTOB.

HNomodoHHas naHenb n SIP-ycTponctea 3apernctpmpoBaHbl Ha SIP-cepBepe ynpaenstoLlemn
komnaHuu. SIP-cepBep aTOM KOMMNaHUM MMEET TpaHK 40 06opyaoBaHMs onepaTopa TenedoHnn,
npefocTaBnsoLLen BbIXOA B rOPOACKYIO TeNeOHHYI0 CeTb.

Hob6aBum aboHeHTa, npoxuBawowero B kBaptupe 333 M MCNOMb3YHOLEro BCe TuMbl
nogkroyeHns. B none MNpedukc BBoAnM HoMep KBapTUpbl 333 — UMEHHO 3TOT HOMEpP U HY>KHO
Oynet HabupaTb Ha knasuatype gomodoHa. B none AnalogReplace BBoagnm Homep KBapTupbl
C TOYKW 3pEHNSA KOOPAMHATHO-MaTPUYHOIO KOMMYTaTopa, yCTaHOBIIEHHOrO B 3TOM noabe3ne —
3710 33. [anee B none 3ameHa2 BBOAUM HOMep MoOunbHoro npunoxerHns QBell, ¢ koTopbim

(@) arecH ®
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37O npunoxeHune pernctpupyetca Ha SIP-cepsepe (1333). Kpome Toro, B none BpemMs
3agepxka2 Mbl ykasbiBaem 10 ¢ 3afepxkKy, KOTopas 03Ha4aeT, YTO CHavana naHenb oTnpaBuT
BbI30B Ha aHaNoroBoe yCTPOWUCTBO U1, ecnu no ucrtederHmn 10 cekyHz OTBET nonyyeH He byger,
TO BbI30B OyaeT oTnpasneH Ha Homep 1333. [lanee mMbl yka3biBaemM MOOUMIbHbIA TeNeOHHbIN
Homep (89153333333) B none 3ameHa3 n yctaHaBnuBaem BpeMs 3adepxkn 15 cekyHg. Tyt
cnefyeTt OTMETUTb, YTO BCE BpEMEHA 3a4epXKKku (3agepkkal — 3agepkkad) oTCumThbIBaOTCS OT
Hayana Bbi3oBa. To ecTb BbI30B OyaeT oTnpaBneH Ha Homep 89153333333 uepes 5 cekyHn
(15 ¢ 3apepxka3 — 10 ¢ 3agepxkka2) nocrne oTnpasBkM Bbi3oBa Ha Homep 1333. HacTtpoinka
MapLUpyTM3aLmMn BbI30BOB Ha ropoackme TenedoHbl npomcxoant Ha SIP-cepBepe 1 B 4aHHOM
OOKYMEHTE He OCBeLLaeTCs.

BmecTo SIP-HoMepa B nonsax 3ameHa1-3ameHab ykasaTb MOXHO ykasaTtb IP-agpec ycTponcTea.

BpemMeHHO 3abnokuMpoBaTb BbI30B Ha Kakoro-nMbo aboHeHTa MOXHO MocTaBuB Ter
“3anpeLueHo”.

lMnaH BbLI3OBOB MOXHO 3kcrnopTMpoBaTb Ha [1K, BbINOMAHUTE €ro pefdakTUpoBaHWE U
umMmnopTupoBaTb B AOMOGoH. Mpu akcnopTe Ha K coxpaHseTca dann B opmarte .tgz. Ero
Hago pasapxvBMpoBaTb M ganee yxe pabotatb ¢ nnaHOM BbI30BOB B hopmaTe xml. mnopT
darna BbINONHAETCA B hopmaTe .Xml, TO eCTb apXMBMPOBATL €ro He Hajo.

Rules Management
Mpumeuanue:
MaKCUMankHas KoMYecTeo
Buibepute daitn | ®ain He suibpaH Import Export CMMBONOB /15 NONel BBoaa:
255 - ana agpeca
LIMpOKOBeLaTeIbHOro cepeepa
Wrpekc AkkayHT Mpeduke AnalogReplace 3ameHa 2 3ameHa 3  3ameHa 4 3amena 5 Terw anpecHo KHrn
1 Aeto 322 22 1322 89152222222 Allowed 127 - ans URL ymanenHoii
2 Asto 333 33 1333 80153333333 Allowed ¥ anpeckoii ke 1 URL cepsepa
3 pyuHOro obHoENeHUA
4 KoHdurypaumm
5 63 - AN OCTansHLIX Nonei 8soaa
6
7. Mpepynpexpaexne:
Mnax 8
9 Onucanue nonsi:
10
Page:| 1 v NobasuTe PegaxkTupc Yaanute Prev Next buicTpoe noaTsepxaeHue
OK || OTMena
63 - Ans OCTansHLIX Moneil 88oaa
KoppekTupoBska
DDABWIL > Mpepynpexpaenue:
AKKayHT ABTO v
Mpedukc 333 Onwucanue nons:
AnalogReplace 33
3ameHa 2 1333 bobicTpoe noaTsepxaeHne
3ameHa 3 89153333333 OK OtMeHa
3ameHa 4
% 3ameHa 5
BpeMs 3aepxKul 0 (0~60s)
BpeMA 330epKKN2 10 (0~60s)
BpeMA 3aepKKn3 15 (0~60s)
BpeMsa 3a0epKKnd 0 (0~60s)
BpeMA 337epKK1S 0 (0~60s)
Tern Paspewaetca v
LEeapg SOmenay
. »
4.1.25. Bbi30Bbl — 3BOHKM
®yHKunA “Bbi3oBbl — 3BOHKM” MO3BONSET NPOCMOTPETb XypHan BbI30BOB C AOMOMOHA C

YKa3aHnem BpemMeHu, oatbl U HOMepa 3BOHKa.
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WUctopus [Bee v MpuMeuanme:
MaKCMManbHas KoAMYecTso
l--__-—l:l crwaonos e s
Bropaumii 201%° 15:30:7 130@217.147.29.131 131 131@217.147.29.131 280 p anpecd
12-10 UMPOKOBELIaTELHOTO Cepaepa
2 Bopuwi 2 1519:30 130@217.147.29.131 131 131@217.14720.131 || 3ADeCKOii knui
2010- 127 - ans URL yganeHHoi
3 Moopaumi )10 15:19:23 130@217.147.29.131 131 131@217.147.29331 T anoacuo ke w URL cepaepa
4 voogumi 221 15:10:22 130@217.147.29.131 Hemssecro 131@217.147.20.431 || | PYHHOro obHoenerus
1210 Eibtyoaiin
5 Voopmuwii 3 15:18:27 130@217.147.20.131 131 131@217.14729.131 [ 63 - AR OCTansHeX nonefi 83023
. 2019- -
:18:, .147.29. 131@217.147.29. o] .
6 Moopauwi 2% 15:18:26 130@217.147.29.131 Henssecrwo 131@217.147.20.131 Femmmenasane:
7 Vooaaui 20 15:18:14 130@217.147.29.131 Henseectvo 111@217.14720.131 [
Onwucanue nons:
8 Vooaauii 210 15:18:10 1308217.147.20.131 Henssectwo 111@217.14720.131 |
9 Voopmuwi 2 15:18:10 130217.147.20.131 111 111@217.14720.131 [
10 Voopaumii 12;_11% 15:18:15 130@217.147.29.131 111  111@217.147.29.131 ||
11 Ucxopawmin 1220_2?; 17:34:11 130@217.147.29.131 HeussectHo 33@217.147.29.131 |J
12 Voopuwi )00 17:3402 130@217.147.20.131 33 131@217.14720.131 [
13 Voopauwii )00 17:33:51 130@217.147.20.131 Henssectvo 33@217.147.20131 [
14 Voopmuwii )00 17:33:49 1300217.147.20.131 33 131@217.14720.131 [
15 Vooamuwii 200 17:33:39 130@217.147.29.131 Henseectwo 33@217.147.20131 [

s o [ vionr T veenscce [N

4.1.26. BbizoBbl — XypHan

OyHKuMa “BbizoBbl — KypHan” no3BofsgeT NpPOCMOTPETb MOMbITKM BXoga aboHEHTOB (Kak
yAayHble, Tak u Heynaqule) c I'IOMOLLI,blO BBo,u,a Kop,a /J,OCTyna NN MCNONb30BaHNS KMoYa.

e _ —
>
i Hypuan lMprmeuanve:
MaKtuManeHan KONMYeCTeo
G riex] iame ) [ Cade Type ] IBaE I [ Time i SEE T qveonos ans monei ssosa:
> Cetb L 255 - Ana agpeca
2 WMPOKDBELATENEHOND CepBepa
¥ Bhi30BbI 3 AAPECHOM KHATA
4 127 - Ana URL yaaneHHoi
Bpema/Sasik s AApeCHOM KHurk 1 URL cepeepa
PyyHOra 06HOBNEHMA
e KOHGMrypauui
7 63 - ANA OCTaNkHLIX NONelt BE0Aa
g
9 lMpeaynpexaexve:
10
11 Onmcanve nons:
12
13
14
15
rrev. [ e« B oce= [ oe-=20 [
4.1.27. O6HoBneHune — OCHOBHbIE
®dyHkuna “ObHoBneHne — OcHoBHble” no3onseT obHoBuTb MO Ha BbI3LIBHOWM MNaHENM,

cOpOCUTb BCE HAaCTPOMKM K 3aBOACKMM U Nepes3arpy3nTb NaHerb.
[nsa obHosnenns MO naHenu BbiGepuTe hann NPOLLMBKM U HaXxXMuTe KHoMKy “OK”.

m QTECH .

4 .
\ )) SEC.RU KopoTkui nyTb kK MHopmaLum CKayvaHo c sec.ru




PykoBoacTteo none3osatens QDB-27C/QDB-27C-H

Beb-goctyn | www.gtech.ru |

Bbixosa

Bepcua M0 27.221.3.15 lMpyMeuanme:

Bepcua oBopyA0BaHUA 27.0.0.0.0.0.0.0 MaKCUMansHaA KoNMYecTeo
CHMMBONOB ANA noneit BBOAA!
255 - AnA agpeca

OK OTMEHa LWMPOKDBELLATENEHOMD CepBEepa
SAPECHOM KHMMM

127 - ana URL yaaneHHoi
2APEcHOR KHur 1 URL cepeepa
PYuHOrD OBHOBNEHMA

OBGHOBNEHME Bibepute daitn | ®aiin He esiBpan

CBpOC A0 33BOACKIK HACTPOEK OK

Mepesarpyaka OK
OCHOBHbIE KOHMrypaLm
63 - ANA OCTankHLNX NONEi BE0AA

MpeaynpexaeHve:

Onvicanve nons:

4.1.28. O6HoBNeHune — PacluupeHHble

OyHkuma “ObHoBneHne — PaclmpeHHble” MNOo3BONAEeT HaCTPOUTb aBTOKOHUrypauuio,
CUCTEMHbIN XXypHar u pe3epBHOe KONMMpOBaHUe.

[loMoboHHOI NaHenbo NoaaepXkuBarTcs criedyoLine Buabl aBTOKOHUrypaLuu:

e PNP: pomodoHHas naHenb paccbiiaeT MHOroagpecHble 3anpocbl Ha agpec no
ymonuanuio 224.0.1.75 no npotokony SIP n B otBeTe oT cepeepa PNP nonyyaet ums
danna koHdurypaumm n agpec FTP, rae aTtoT dann mMoxHo 3abpaTb.

o DHCP: 3gecb ykasbiBaetca onuua DHCP, B koTopon nepegaetcsa ums cavna n agpec
FTP, rae aToT chann MoxHo 3abpaTtb.

e PyyHoe wunu aBTOMaTMyeckoe (MO pacnucaHUId uNM NpU  nepesarpyske).
Paccmotpum  3TOT  Tun  aBTOKOH(urypaumm  nogpobHee. B npoueaype
aBTOKOHUrypaumm ncnonbayoTcs cneayrowme anneol:

o <mac agpec>.cfg — ocHoBHOM dais, B KOTOPOM YyKasblBAOTCA WMEHa
OoCTanbHbIX (pannoB, MWCNOMb3yeEMbIX B Mpoueaype aBTOKOHUrypauumu.
MonyynTtb ero MoXHo Ha cTpanuue “O6HoBneHne -> PaclumMpeHHble”, Haxas
KHoMKy “QkcrnopT” B cekumn “ABTOMaTnyeckoe OOGHOBMEHWME KOHurypauumn”.
[lanee ckadeHHbI hain Hago nepenmeHoBaTb B <mac agpec naHenu>.cfg —
Hanpumep 0C5512125566.cfg

o <ums>.rom — dann nporpammHoro obecneveHusi. [omkeH ObITb C
paclumpeHuem ‘rom”

o <ummsg>.xml — dpann co cnmckom RFID-kapT goctyna. Ero MOXHO nonyynTtb npu
aKcrnopTe UM pasapxmBauum cKayeHHoro .tar damna Ha cTpaHuue
“NomodboH->Kntoun”

o <ums>.xml — chann Cco CNMCKOM MepcoHanbHbIX KOAOB AocTyna. Ero MoXHo
NonyyYnTb NpPU KCNOpPTE M pasapxmBaummn cKavyeHHoro .tar dpavina Ha cTpaHuue
“NomodboH->lNepc. koY’

o  <nms>.xml — dann co cnnMckom TeneOoHHbIX HOMEPOB. Ero MoXHO nony4nTtb
npu 93KCMopTe W pasapxuBaumm ckadeHHoro .tar pavna Ha cTpaHuue
“BbizoBbl->lnaH”.

[anee umes B Hannumm 9TM annbl Hago nomectutb nx Ha FTP (TFTP, HTTP(S)) cepeep
npegBapuTenbHO OTpeAakTMpoBaB OCHOBHOW hamn <mac agpec>.cfg B cooTBeTCTBUM C
MMeHaMn 1 pacnosioXXeHneM npueeaeHHbIX Bbile annos. Hanpumep:

Config.Firmware.Url = ftp://192.168.1.167/227.221.103.27.rom
Config.RFCard.Url = ftp://192.168.1.167/RFCard.xml
Config.PrivateKey.Url = ftp://192.168.1.167/PrivateKey.xml

(@) arecH *
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Config.DialReplace.Url = ftp://192.168.1.167/DialReplace.xml
Mocne aToro 3anonHsaem cekumio “PyvyHoe o6HOBREHWe KoHurypaumm”:

URL — agpec cepBepa BMeCTe C UCNOoSb3yeMbIM MPOTOKONOM, Hanpumep, ftp://192.168.1.167.
IloruH: BBEAMTE MMSA NoMb3oBaTeENs, €Crm 3T0 Heo6xoanMO.
Maponb: BBEAMTE NApOnb Y4ETHOM 3anmMcu, ecnm 3To He0BXOAMMO.

Common AES Key: ny6nuyHbin AES-kntod, ncnonb3yeTcst yCTPOWCTBOM ANst pacluncpoBKM
danna koHurypaumm cepsepa 0OGHOBNEHUN.

AES Key (MAC). ncnonb3yeTcs YCTPOMCTBOM AN pacwmdpoBkn danna KoHdurypaumm
cepBepa ob6HoBneHun ¢ nidpopmaumen o MAC-agpecax (Hanpumep, msa arnna KoHurypaumm
0c1105888888.cfg Takoe, ecnn yctponcteo umeet MAC-agpec 0c1105888888).

[anee oTMevyaem Te onuuu, KOTOpble OTBeYaloT 3a Tpebyemble Ham annbl. Ha 3abbiBaem
HaxkaTb KHOMKy OK BHM3Y cTpaHuLbl A4NA COXPaHEHUS! BHECEHHBIX M3MEHEHWIA.

lMocne atoro ecnv Mbl HaxmeM kHonky “OBHOBUTH cenvac”, TO 3anycTutcs npouenypa
aBTOKOH(purypauun. Kpome TOro, MOXHO BblbpaTb TakMe pexnmbl aBTOMATUYECKOrO
obHoBneHus kak: “Mpu BkNtoYeHUn nutanna”, “No pacnucannio”, “INpu BKNOYEHUN NUTaHuA+o
pacnucaHunio”, “rloBTopATb Kaxabin Yac”.

PyHKUuna “Pe3epBHoe KonupoBaHMe” MO3BOMSET COXPaHATb MOSHYH KOHAUrypawmo
(BKItOYaa BCe 9NEKTPOHHLIE KMO4M, MepCcoHanbHble KoAdbl U nnaH Habopa) Ha cepsep (Mo
npotokony FTP, TFTP, HTTP, HTTPS). lNpouenypy pe3epBHOrO KOMMPOBAHUS MOXHO
WHULMMPOBATb KaK BPYYHYO HaXaTuem KHOMKKN “Pe3epBHOE KONUPOBAHWE HEMEAMNEHHO”, TaK U
no pacnmcaHuio.

Cekuma “lMpoume”: Takke MOXHO COXpPaHUTb pPe3epBHyK KoHGurypaumo Ha [1K (a
BNOCNEACTBUN U 3arpy3anTb COXpaHEHHbIN dhann Ha AOMOMOH) Bpy4yHyto. CregyeT oTMETUTb
4YTO 3KcnopTupoBaHHbii Ha MK dann Ha npegHasHayeH Ans moguvdukauuun. EQUHCTBEHHbIN
BapuaHT ero UCrnosib30BaHUs — 3TO pe3epBHOE KONUpoBaHue.

Cekuma “Syslog”: nomModoHHaA naHenb OTCbinaeT coobuleHnsa syslog B COOTBETCTBMM C
RFC5424. HacTpoiika napamMeTpoB NOAKMYEHMS K Syslog cepBepy OCyLLECTBSAETCS B CEKLMMU
“KoHdburypaums cepsepa Syslog”. Takke Bbl MOXeETE yBMAETb coobLLeHMs syslog Ha cTpaHuue
“besonacHocTb->Syslog->RFC5424”

Cekuma “CucteMHbIN XXypHan”: B JaHHOW CEKUMN MOXHO BbIrpy3nTb 3aapXMBUPOBAHHbLIN
dalnn cUCTEMHOrO XypHana “messages’.

(@) arecH ¥
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Onuuﬂ PNP Mpumeuanme:

Kordmrypauus PNP MaKcManbHas KonM4ecTso
CcMMBONOB AN nonedi BBoaa:
255 - ans agpeca

Hacrpoiika DHCP LWMPOKOBELLATeNbHOrO Cepeepa
3/IPeCHON KHUMN
MoNL30BaTeNsHAA HACTPOMKa |:|(128~254) 127 - ans URL yganexHoit
(Onuus 66/43 Ans DHCP aKTMBMPOBaHa MO YMOAYaHUIO) agpecHoit KHuru  URL cepeepa
Py4HOr0 06HOBNEHNA
KoHdurypaumm
P +
8 i Pyutioe it R e e L i 63 - AnA oCTankHeIX Nonei B8oaa
URL [ftp://192.168.0.100 | i
ToruK ftpadmin S
Mapone [- ] Onucanue nons:

MoNb30BaTeNLCKUI KoY AES (essseces &
bICTPOE NOATBEPXKAEHUE
Koy AES (MAC leeesce
o : : e ‘:’\_eua

aBTOMATMUECKN 3arpyXaTe NPOrpaMMHoe
obecneyerne =
3BTOMAaTUHECKM 3arpy3uTes aitn @
KoHdurypaummn EH
aBTO - 3arpy3uTb KapThl daiin 7]
3BTOMAaTUYECKM 3arpy3nTe (aiin YacTHsIX o

KnKoyeit
3BTOMaTUYECKM 3arpy3uTes aitn =
a60oHeHTCKOI
0OBHoBUTL ceiiuac
MpumMeuanue:
A THueckoe o6 dburyp MaKCMManbHas KonmuecTeo
a anA noneii BsoAa:
PeXUM | Mpu exAOUSHUN NUTaHUS v| 255 - ans anpeca
Pacnucanne | Bockpecenbe ¥ | LMPOKOBELIATENILHOTO CepBepa
[ ] Uac(0~23) 3APEeCcHON KHUrM
——— 127 - ana URL yaaneHHo#
;04] MuiyTE(0~59) aapecHoi kHuru v URL cepeepa
Ouunctuts MD5 OK pyuHOro o6HoEneHUa
| KOHGUrypaumu
3kcnop wabnoH ana T ipurypaum
KOH®Urypaumu 63 - ANA OCTansHLIX Noneii BB0Aa
Mpeaynpexpaexne:
Pacnucanue nepesarpysok Y
P Onwucanue nons:
PacnucaHne

Bucrpoe non'l'nelmmenue

CHUCTEMHDIN XXypHan

YpoBeHb JKypHana 3v|

3KCMOPT KypHana 3KenopT

Kondwurypaums cepsepa Syslog lMpumeuanue:
i E MaKcuMansHas KoMuecTeo
Cepsaep Syslog 192.168.1.156 CMMBONOE ANA Nonei Bsoaa:

255 - AnA anpeca

HopT;cepaepa Sysiog M MPOKOBELATENIbHOTO CepBepa
Syslog Tun TpaxcnopTa ‘y g\ Aapeckoit KHIrM
201CR 18 TR D 127 - ana URL yaanexHoi
Syslog cepsep keep alive S (5~60 min) aapeckoii kHur 1 URL cepsepa
pyuHoro obHosnexns
KoHGUrypaumm
i = Pmnuiauue DEOLY Lt el S J 63 - AnA oCTankHbIX Moneit 88oaa
Pexum anual v
\— 3 Mpeaynpexaexue:
Tvn [Frp v
A ENINE A= By =i Onwucanue nons:
Cepaep Url 192.168.1.156 |
Do el
OTMeHa
Mapons ]
Pacnncanve | Kaawiit gen v |
W) (0~23)

Pe3epsHoe Konvpoeakie l
HeMeaneHHo L

P Konup ad

m QTECH “5
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Beb-goctyn

Mpouue

Buibepute dhaiin |®aiin He suibpaH
| 3xcnopr |(3awudposaro)
Wmnopt OTMeHa

@aiin KoHburypauuu(.tgz/.conf/.cfg)

oK [ omera |

4.1.29. BezonacHocTb — OCHOBHbIe

Mpenynpexpaenue:
Onucanue nons:

BbicTpoe nog

OK OTMeHa

®dyHkumna “besonacHocTtb — OCHOBHbIE” MO3BONSAET M3MEHUTL Maponu nonb3oBaTenen,
[obaBnTb HOBbIX Monb3oBaTenerl W YCTaHOBUTbL BpeMS aBTOMaTUYHOrO BbiIxoga W3
BeG-nHTepdenca. [na nameHeHns napons Beibepute U3 BbiNnagaroLLero cnucka nonb3osartens,
ANA KOTOPOro Bbl XOTUTE M3MEHUTb MNapofib, YKaxuTe OencTByoLWMWA naponb, ABa pasa

NponuLINTE HOBbLIN Naporb N Haxmnte “OK”.

W3meHeHue napons gocryna Kk Beb-unrepdeiicy

Noruk | admin v |

[elictayiowmit napons ! 1
HoBelif Naponb/TekyLuuii napons [ ‘

|

MoATEepaTL Napons

apyro Bxoa

TvN None20BaTens | admin v |

Torux ’ﬁd in1 i

Ypanute

HoBblif Napons/Tekywui napons
MoATEepAUTL Napob

Lobaeuts

Mpumeuanue:
MaKcMansHas KoMuecTso
CMMBOMOB ANA Nonei Beoaa:
255 - 4nA agpeca
LWMPOKOBELIATENLHOMO Cepaepa
a/IPeCHOM KHUrM

127 - ans URL ynaneHHow
aapeckoil KHurv v URL cepeepa
pyuHOro 06HoBNeHus
KoHdUrypaumm

63 - ANA 0CTansHLIX Nonei Bsoda

lMpenynpexpenue:

1)AnuHa naponsa 8-16 CuMBON0B
2)Mapons COAEPHKUT CUMBONBI U3
Tpex Cneayiowmx KaTeropuii:

* MponucHbie Gykesl eBpONecKIX

Bpems 3aBepLieHus ceccum Abikos (A-Z)
* CTpouHble GyKBb! e8poneickux
3HaueHue BpeMeHH 33BepLueHns ceccun 1600 7‘(50~9005) Asbikoe (a-2)
e = * Basossie 10 undp (ot 0 a0 9)
* He andasuTHO-UMDpOBLIe
T ok | CMMBONLI (CneunansHse CUMBONLI)
Lok | | Omvena | b ter
_S#)
4.1.30. ObHoBNeHune — PacluunpeHHble
dyHkuma “besonacHoctb — OCHOBHbIE” MO3BONAET 3arpy3ntb ceptudumkaT Beb-cepsepa,

3anyLeHHOro Ha JOMOOHHOW NaHenw.

Ceptudmkar Beb-cepsepa

1 IPphone IPphone Sun Oct 9 16:00:00 2034 | Yaanute |

| Yaanums
3arpys3ka ceptudmkarta Beb-cepsepa

Buibepute q;ﬁ? @ain He suibpaH

OK OtMena |

Mpumeuanue:
MaKcuManbHas KoMuecTso
CUMBONOB A4/1A MONeil BBoAa:
255 - ans agpeca
LUMPOKOBELATENLHOMO Cepaepa
a/IPeCHOi KHUrM

127 - ans URL ynaneHHoi
aapecHoil kHurv v URL cepeepa
pydHOro o6HoENeHNA
KoHdUrypaumu

63 - ANA OCTansHbIX Nonei 880aa

Mpenynpexpaenue:

Onwucanue nons:

(o) arcH
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MpunoxeHwne 1: Action HTTP URI W
5. MIPUNOXEHMUE 1: ACTION HTTP URI

- | $mac MAC-aapec AOMOOHHOM NaHenm

- | $ip IP-agpec AOMOOHHOWM NaHenu

- | $model Moaenb 4OMOMOHHOM NaHenu

- | $firmware Bepcusa nporpammHoro obecnedeHnss LOMOGOHHOM NaHenm

- | $active_url cepsepa> | AkkayHT nonb3oBaTens B BUAe
<MM$ nonb3oBaTens>@<agpec

- | $active_user AKKayHT nonb3oBaTens

- | $active_host Appec cepsepa

- | $local JlokanbHoe nm4a nonb3oBatens SIP
- | $remote YpaneHHoe nms nonb3osaTtens SIP
- | $display_local JlokanbHoe “display name”

- | $display_remote YpaganeHHoe “display name”

- | $call_id MpaeHTndunkaTop akTMBHOTO Bbl30Ba

(@) arecH Y
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anIJ'IO)KeHVIe 2: MoaxkntoyeHne K KOOpAUHATHO-MaTPU4HbIM KOMMYTaTopam W

6. MPUNTOXEHUE 2: MOOKNIOYEHUE K
KOOPOUHATHO-MATPU4YHbIM KOMMYTATOPAM

6.1. Cxema noakntoyeHna kK KMK BUSUT

NAHEIb

BUSUT

"nepeas” COTHA

LINE

GND

SEL

oYeYeYd)

"BTOpan” COTHA

LINE

GND

SEL

GND &
: Lne —><—§
WHEN® i 3
SEL1

YY)

6.2. Cxema nogknroueHuss K KMK Ludppan

MAHENb Lndbpan

"BTOpaA” COTHA

-~

-~

LU
LN
+U
GND

KM-100

([GOODOO|

GND
LINE x.
SEL-0

SEL-1
EK b—

WNEN®

=5

epBaA’ COTHA

-~

-~

LU
LN
+U
GND

KM-100

([OHOOOO|

+12
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anIJ'IO)KeHVIe 2: MoaxkntoyeHne K KOOpAMHATHO-MaTPU4YHbIM KOMMYTaTopam W

6.3. Cxema noakntoyeHusa kK KMK dntuc

MAHEIb

ANTUC

"BTOpaA” COTHA

©| L

o
=)
GNDx. ©| LN E'
LINE ©lcenp £

WNEN® | sep-of=

SEL-1[— "nepean’ CoTHA
EK T
Ol S
©| LN =
©|cGND S
6.4. Cxema nogknodyeHnsa Kk KMK METAKOM
MAHETb MeTtakom
GND
. LINE
WNEND i I
SEL-1p—
EK
olomm 23
o[ §
o |+12 =
+12 o|enD 3
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PykoBoacTteo none3osatens QDB-27C/QDB-27C-H
Mpunoxenue 3: MogkntoyeHre K LMdpoBbIM 4OMOMOHHBIM TpyOkam LASKOMEX W

7. MIPUNOXEHMUE 3: NOOKNIOYEHUE K LUOPOBbLIM
AOMO®OHHbIM TPYBKAM LASKOMEX

MoakntoyeHne BbI3biBHOM naHenn QDB-27C-H Kk  undpoBbiM  OMOGOHHLIM — TpyOkam
LASKOMEX ocyuecTBnsieTcs ¢ NOMOLLbIO aganTtepa KoopaMHaTHOro Ao0ModoHa K LnMdpoBbIiM

Tpybkam QAD-100.

MAHETIb
Jlackomekc

TPYBKA O

+

GND O
- LINE
LWINEN® SEL-0 3 e
SEL-1 5
EK }— € | LINE+
I 3
olw 2
o|lN 3
o |+12
+12 ol enD
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Mpunoxexue 4
8. MPUNOXEHUE 4

MopakntoveHue Bbi3biBHOM NaHenn QDB-27C-H tun 2, gononHMTenbHOro cHnThiBaTens 1 3aMmka
K OQHOMY UCTOYHUKY NUTAHNS.

Bnok nutanus 12B, 3A OneKTpoMarHUTHbIN 3aMoK

& GND

M o

GND
128
QDB-27C 5
’ ABapuitHaa kKHonka Bbixoga
GND |
128 1 .0..8.!'.“
| seeqs lasmen
GND NO1
WG_D1 COM1 =
WG_DO NC1
GND NOZ
DOORC v
KHonka Bbixoga comz [lononH1TenbHbIi
= GND NC2 CuuTbiBaTenb
AR & < DOORB !
v Benblii+xenTbiv HOd
seneHbiii+KopuuHeBbIil Ll DOMA
& P DOOR A NC3
i - 128
b | e GND
RS485B B ,;zi 12B_Bbix — \WG_DO
RS485A  [@eEn SESESSEE GND Bbix WG b1
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O6was nHdopmauus | wwwtechru |
9. ObLWAA NTHOOPMALUA

9.1. NapaHTNA U cepBUC

Mpouenypa n Heobxoaumble AEACTBUA MO BOMpocaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «lMopgaepxka» —> « apaHTUNHOE O0BCNYKMBAHNE ».

O3HakoMnTbCS C MHChOpMaLMen No BONpocam TeCTMPOBaHMA 060pyAOBaHNSI MOXHO Ha cante
QTECH B pasgene «[logaoepxka» —> «B3atb o6opyaoBaHne Ha TECT».

Bbl MmoxeTe HanucaTtb HanpAamMyto B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOI;I noyTte sc@gtech.ru.

9.2. TexHn4yeckasa nogaepxka

Ecnn Bam Heobxoaumo cogencTBvMe B BOMpoOcax, Kacawlmxcs Hawero obopyaoBaHusl, TO
MO)KeTe BOCMONb30BaTbCs Hallel aBTOMaTU3MPOBAHHOW CUCTEMOW 3amnpOCOB TEXHUYECKOro
cepBuc-ueHTpa helpdesk.gtech.ru.

TenedoH TexHuyeckon nogaepxkun +7 (495) 269-08-81
LleHTpanbHbIn oduc +7 (495) 477-81-18

9.3. AneKTpoHHasA BepcuUsl JOKYMeEHTa
[aTa nybnunkaumn 26.07.2024

https://ffiles.qtech.ru/upload/ip_doorphone/QDB-27C_QDB-27C-H/QDB-27C_QDB-27C-H
_user_manual.pdf
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