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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

1. BBepeHue

HacTtosiwee «PykoBoactBo agmuHuctpatopa CKY[L PERCo-Web» (oanee — pykogodcmeo)
npeaHasHa4yeHo [fAnsi O3HAKOMMEHUss C  (PYHKUMOHANbHbIMM  BO3MOXHOCTAMW, OCHOBHbIMU
TEXHUYECKMMU XapaKTEPUCTUKaAMWU, NPUHLUUMNOM paboTbl U OCOBEHHOCTAMU HACTPOWKN CUCTEMBbI
KOHTpONA 1 ynpasneHus goctynom (ganee — cucmemsl) PERCo-Web.

PykoBoaCTBO npegHasHayeHo [ANs aAMUHUCTPATOPOB CUCTEMbI, a Takke Ansi CUCTEMHbIX
aAMVHUCTPATOPOB KOMMbIOTEPHbLIX CETEN U COTPYAHMKOB CryX06 (noapasaeneHuin) no nogaepike
NpOrpamMmmHOro 1 anmnapatHoro oGecneyvyeHus.

B pykoBOACTBO BKMOYEHO ONMCaHMe TEPMUHOB, UCMOMb3YEMbIX NPY ONNUCAHUW CUCTEMbI, NPUBEAEH
nepevyeHo oboOpydoBaHWs, MOAAEPKMBAEMOro CUCTEMOM, yKasaHbl TpeboBaHusa K K mn cetn
Ethernet, ncnonb3yembix Npy1 NOCTPOEHUN CUCTEMBI.

PykoBOACTBO AOMKHO NCMONb30BaTLCA COBMECTHO C pyKOBOACTBaMM nonb3oBartensi Ha mogynu MO
cuctembl PERCo-Web.

llpumeyaHue:

- OkcnnyaTaumoHHas OOKyMeHTauns Ha obopyaoBaHue n no cucTembl
PERCo-Web poctynHa B 3neKkTPOHHOM Buae Ha cante komnaHum PERCo no agpecy:

WWW.perco.ru.

MpuHATLIE COKpaLleHus:
APM — aBTOMaTU3MpoBaHHOE paboyee MecTo;
ATI1 — aBTOTpaHcNopTHada NpoxoaHas;
B[] — 6a3a gaHHbIX;
BBY — BHelLHee BepuduLmMpytoLLee YCTPOUCTBO;
NCO — uHTerpmpoBaHHasa cuctema oxpaHbl;
MY — ncnonHuUTenbHOE YCTPONCTBO;
KM — KOHTPONBHO-NPOMYCKHOM MYHKT;
MAY — nynbT ANCTAHUMOHHOTO YrNpaBeHus;
MK — nepcoHanbHbIN KOMMbIOTEP, HOYTOYK;
MO — nporpammHoe obecnedeHue;
PKL — pexum KOHTpOonsa AOCTyna;
CKY[ — cuctema KOHTPOIsi U yNpaBleHUst AOCTYNOM;
CYB[] — cuctema ynpaeneHus 6asamm gaHHbIX;
TPJ1 — TepMuHan pacnosHaBaHuUs NunL;
YPB — y4yeT paboyero BpemeHu;
Ol — 9nekTpoHHas NpoxoaHasi.

BHumaHue!

B namatb koHTponnepoB PERCo-CL15, PERCo-CR11, PERCo-CT/L14, PERCo-CT13
BCTpoeHa cneuuanbHasa Bepcus 10O PERCo-Web, otnunyarowascs OT 0Obl4YHOM
OrpaHNYEeHNEM HEKOTOPbIX TEXHUYECKUX XapaKTepuCTUK U BO3MOXHOCTeM (CM. pasgen
«OCHOBHbIe _TexHU4Yeckue xapakrepuctukmy). Mogynmu [1O, npegHasHayeHHble
Ansa BcTpoeHHon Bepcun PERCo-Web, B cBoeM Ha3BaHuu cogepxaTl nutepy E
(«embedded»): PERCo-WBE, PERCo-WSE, PERCo-WME01, PERCo-WMEO02, PERCo-
WMEO05.

A
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PykoBoacTBO agMUHUCTpaTopa

2. HasHauyeHue

Cucrtema KOHTponsA u ynpasneHmsa goctynom PERCo-Web (nanee — cucmema) npegHasHayeHa
ANS MPUMEHEHUSA Ha MPOMbILLUNIEHHbIX NPeanpUATUAX, B yupexaeHusax, 6aHkax, busHec-LeHTpax,
B OpraHmsaumnsax MeguumHCKon, obpasoBaTtenbHOM W gpyrux cdep gedrenbHocTn. Cuctema
MO3BONSAET pellaTh crieayrLlmne 3agayu:

1. ABTOMaTtu3aumsi KOHTPOMNS W ynpaBfieHWe OOCTYNOM Ha TeppUTOPMIO NPeanpusiTus, B TOM

yucne:
e 3awWwmTa OT HECaHKUMOHWPOBAHHOIO MNPOHUKHOBEHUS MOCTOPOHHWUX NWUL Ha TEpPPUTOPUIO
npeanpusaTus;

e pasrpaHuMyeHue npas 4OCTyna COTPYLAHMKOB U NOcCeTUTENEN B NOMELLEHUS NpeanpuaTus;

e cosgaHme APM CcOTpYyAHMKOB CRy>XObl KOHTPOSBLHO-NPONYCKHOrO pexunma ns npoBeneHus
npoueaypbl Bepugukauum npoxoga COTPYAHWKOB W nocetutenen, B TOM 4yucne
C BO3MOXHOCTbLIO MUCMOMb30BaHNSA BUAeoKamep U BUoOMeTprUYECKUX TEXHOOMUNA.

2. TloBbiweHne adhHEKTUBHOCTN paboTbl NPeanpuATUsi, B TOM YUCHE:

e ABTOMATM3UPOBAaHHbLIN yyeT paboyero BpeMeHn COTPyaHUKOB;

e aBTOMaTU3MPOBAHHbLIN KOHTPOMb HapYLLIEHWUA TPYA0BOW OUCLUMNINHBI;
opranmsaums APM pasnuyHon HanpaBneHHOCTU ANs CryX6 KOHTPONbHO-MPOMYCKHOMO
pexuma, nepcoHana, 61opo nponyckos, Byxrantepuu.

-
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3. OcHoBHbIe ocobeHHOoCcTU cuctembl PERCo-Web

e O6meH paHHbiMM mMexagy APM, B[l n obopynoBaHMeM CUCTEMbl OCYLLECTBASIETCA MO CETU
Ethernet. 3To no3BonseT Npu pasBepTbiBaHUN CUCTEMbI UCMOSMb30BaTb YXKE CYLLECTBYHOLLYIO
IT-uHpacTpyKTYpy NpeanpuaTug.

o Cepsep cuctemsbl, cepep B[] n Bce Heobxogumoe ona paboTbl cuctembl MO ycTaHaBnmBaeTcs
Ha ogHom [1K, noakntovyeHHOM K ceTu Ethernet. YctaHoBka gononHutensbHoro MO Ha APM
onepatopoB cuctembl He Tpebyetcsa. [locTyn OCyLWecTBRASieTCA YyAaneHHo, u4epes
Web-uHTepdeinc cepesepa CUCTEMBI.

e Hanuuve nOCTOAHHOM CBSA3W KOHTPOMNEPOB CUCTEMbI C CepBepoMm He TpebyeTcs.
B sHeproHesaBucumylo namsaTb KaXOoro KOHTpomnnepa nepefarTcss BCe npasBa JocTyna
BnagenbLeB KapT. Tam e COXPaHATCA perucTpupyemMble KOHTPOMepom cobbiTus.
Mpy BOCCTaHOBIEHUM CBSA3U C CEPBEPOM CUCTEMbI COObITMSA NnepeHocaTcs B B cuctemoi.

e YcTpowncTBa CUCTEMbI NOAOEPKMBAOT BO3MOXHOCTb OOHOBMEHMSI BCTPOEHHOro 0O (npoLumnekn)
no cetu Ethernet.

e Cucrtema nerko macwtabupyeTcs, To eCTb BO3MOXHO yBenuyeHve yucna koHtponnepos (KIMM)
n APM ¢ nx nHTerpaumen B yxxe CyLLECTBYIOLLYIO CUCTEMY.

e [lpu opraHunsaumm gononHutenbHbeix APM goctatouHo Ao6aBuTb B CUCTEMY HOBOMO onepatopa
M BblAaTb €My MOSIHOMOYMS Ha AOCTYN K COOTBETCTBYKOLMM pasgenam v nogpasgenam MO
CUCTEMbI.

e [10 cuctembl no3BonsieT rMbko HacTpamBaTb MoriHomoumsi onepatopoB APM. lNonHomoums
BblJAlOTCA onepaTtopam He3aBMCMMO Ha pasgensl u nogpasgensl 10, obopynoaHue,
nomeLleHust, nogpasgenedunsa n 1.4. lNpun atom APM cBA3aHo He ¢ koHKpeTHbIM 1K, a ¢ y4yeTHom
3anucblo oneparopa.

e Cucrtema nogaepxuBaeT OMomeTpuUdeckne TexHonormm. buomeTpunyeckne KoOHTporepbl
PERCo cHabeHbl ckaHepamu OTrne4YaTkoB nanbLEeB, MOMUMO 3TOFO B CUCTEME peanu3oBaHa
MHTEerpauusi Co CTOPOHHMMN NPON3BOANTENAMMU:

— obopypoBaHne npousBoacTBa “Suprema” ¢ nonaepXkKoW CKaHWMPOBaHMS OTNedaTkoB
nanbLeB 1 pacno3HaBaHUsA No nuuy;

— obopygoBaHne npousBoactBa “ZKTeco” C noagepXKoW CKaHMPOBaHUA OTMNeYaTKoB
nanbueB, pacno3HaBaHus MO NULY U MOEHTUUKaUMM No nagoHu (BknovaeT B cebs
pacrno3HaBaHune no popme, oTnevaTky U PUCYHKY BEH NTafoHW);

— obopypoBaHne npousBoacTBa “BioSmart” ¢ nogoepXKoW pacrno3HaBaHWA Mo nvuy
N naeHTUdUKaLmMmM No PUCYHKY BEH NafOHM.

CKaHI/IpOBaHI/Ie 6I/IOMeTpVI‘-IeCKVIX OaHHbIX NMpU HeO6XOLI,VIMOCTI/I OonosHAeT CTaHD,apTHbII7I MeTo
BEpUdUMKaLUKM No KapTamM OocTtyna n no3BosideT yBeliMinTb HageXHOCTb CUCTEMbl KOHTPONA
nynpasneHna AOOCTynoM Ha Tepputopun npeanpudatna  npm  npoxoge CoTpyaHUKOB
1 nocetutenen, obecneuvnBas npegoTepalleHne criydaeB npoxoga no l-Iy)KOI7I KapTe goctyna.

e Cucrtema, kpome cTaHOaAPTOB 6eCKOHTaKTHbIX KapT EMM v HID, Takke nogaepxvBaeT cTaHaapT
Mifare. KapTbl gaHHOro Tuna nofyyYusiv camoe LUMPOKOEe pacrnpocTpaHeHMe No BCEMY MUpPY
1 NO3BONAOT OPraHM30BaTb KOHTPOSb AOCTYNa U 3aLlUTy NepcoHarbHbIX AaHHbIX, 3anUCaHHbIX
Ha KapTy, Ha CaMOM BbICOKOM YPOBHE.

e B cucreme npegycMoTpeHa BO3MOXHOCTb WCMNOJfIb30BaHUA TeXHONOornn NFC (TeXHOJ'IOFI/IFl

GecnpoBoAHOM Nepefayv AaHHbIX Manoro paguyca AencTBus) Ans aMynsaumm 6eCKOHTaKTHbIX
KapT — NpoXo4 1 AOCTYN OCYLLECTBNSETCA Npu nomoLiu cmapTdoHa ¢ TexHonornen NFC.

e Cuctema nopgepxvBaeT WHTerpaumio c o6opyaoBaHMEM CTOPOHHUX Mpou3BOAUTENEN
(mocTynHo nocne npuobpeTeHns NULEH3U Ha cooTBeTCTBYOLWMe mogynu MNO):
— Buageokamepbl TRASSIR npoussoactea OO0 «JCCJl-lNepebiiiy;
— YCTPOMCTBA OXPaHHO-NMOXapHoW curHanuaaumm npomssogctea 3A0 HBI «bosud»
n OO0 «Pybex»;
— BUAeoKaMepsbl, nogknoveHHble K cepeepam MHmennekm X n Axxon Next nponssocTsa
OOO «Au Tu Bu epynn».

e B cucreme npeoycMOTpeH pexum MynbTucepBepa Ans obbeaunHeHus reorpadmyecku
yOaneHHbIX OObEeKTOB B eAMHYH CUCTEMY M MOBbLILIEHUS OTKA30YCTOMYMBOCTU B CETAX
¢ 6OMbLUMM KONIMYECTBOM KOHTPOSINIEPOB.

~
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PykoBoaCTBO agMUHUCTpaTopa

4. CocTtaB ¥ NpUHUUNbI PaboTbl CUCTEMDI

CoctaB cuctembl npencrtasrieH Ha CXeme:

Cepsep cucTemsl
PERCo-Web

-

APM «Cnyx06a
KOHTPOMbHO-MPOMYCKHOrO
pexuma

nnun

= ] KoHTponnepsl
TYPHUKETOB/
- 3aMKOB
P = =3
APM «byxrantepua» ‘/ :;.,@w

IP-Bngeokamepsl

TypHuket

IP-engeocepeepbl  Bugeokamepsbl

CtpykTtypHas cxema cuctembl PERCo-Web

=l
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

OCHOBHbI€ 3/1IEMEHTbl CUCTEMbI:

CepBep cucremol

Ha MK cepsepa cuctembl yctaHaenmeaetcs MO cuctembl, cocTosiLee U3 cepBepa, Buaeocepsepa,
Bl cuctembl n gpyroro sBcnomoratensHoro M0O. B B[], cuctembl kaxxgomy COTPYLHUKY U NOCETUTENIO
CTaBUTCA B COOTBETCTBME MpPONyCK-uaeHTudukatop (6eckoHTakTHas KapTa AOCTyna, LUTPUXKOA,
Openok mnn cmaptdoH ¢ dyHkumen NFC), ¢ yHMKanbHbIM HOMeEpOM u / nnu GuomeTpuyeckas
WHdopMaums (oTnedaTku nanbueB, WaGMnoH fagoHu, wabnoH nuua). KoHdurypuposaHue
N ynpaerneHue cuctemon ocyuiectensaerca yepes Web-nHtepdenc cepsepa cCMCTEMBI.

Krn

KMMN obopyayloTca KOHTponnepamu, CYMATbIBATENSAMM KapT gocTyna, OGuomeTpuyecknmm
yctponctBamn, WY (TypHukeTamun, wnarbaymamu, 3aMkamu, Kanutkamum v T.4.) U Opyrum
pononHuTensHbiM obopyaosaHvem (MAOY, curHanusaunen, yCTpoucTBaMuM aBapUMHONO OTKPbITUS
npoxoga (FireAlarm), kapTonpuemHukamu, IP-eugeokamepamn n T1.4.). Bece Kl cBs3aHbl mexay
cobon u c MK cepBepa cuctembl no cetn Ethernet.

Bo3moxHbl crniegytowmne BapuaHTtbl ynpasnenuna NY Ha KITT:

1. Onepatopom KII B py4yHOM pexnme ¢ nomolubto MNAY.

2. Onepatopom KIIM ot MK 3agaHmem gnst HanpaeneHun MY ogHOro n3 pexxmMmoB KOHTPOMs
poctyna (PKLO): «Omkpbimoy, «3akpbimo», «kKoHmposb». 3TO N03BONSET Npn HE0H6XOAMMOCTH
obecneyntb CBOGOAHLIV MPOXOA B LaHHOM HanpaBfeHUU WX MOMHOCTbIO €ro MNepekpbiTb.
[na npoxoga no kapTam gocTtyna (WTpuxkogam, oTneyaTkaMm nanbues, wabnoHam nagoHu,
wabnoHam nuua) ucnonbdyetcs PKO «KoHmporsb».

3. Astomatumueckn koHTponnepom KM npu npoxodge no kKaptam gocTtyna (WwTpuxkogam,
oTnevatkam nanbues, wabnoHam nagoHu, wabnoHam nuua). MNpu 3ToOM B HanpaBneHuu
npoxoaa aomkeH 6biTb yctaHoBneH PKLO «KoHmpornb». MNpu npoxoae yvepes KIM coTpyaHuk

(noceTtutens):
e B Cry4vae vaeHTudmkauum no Kapte 4OCTyna — NPeabsBNsAET KapTy CYNTLIBATENIO;
e B Crnyyae uaeHTMdUKaALMM MO LITPUXKOQY — MNpeabsiBnsier LWTPUXKOL YCTPOMCTBY

C NOOAEPKKOW CKaHepa LUTPUXKoaa;
e B CNnyvyae naeHTuukaumm no otneyaTkam nanbLeB — NPOXoauT npoueaypy CKkaHMpoBaHUA
oTnevaTkoB nanbLes;
e B CNnyyvae naeHTMduUKaumm no Kapte A0CTyna 1 oTnevatkam nanbueB — NpeabsaBnseT KapTy
CUMTBLIBATENIO U NPOXOAUT NpoLeaypy CKaHMPOBAHUS OTMNeYaTKOB NanbLeB;
e B Clnyvyae naeHTudukaumm no kapte goctyna v NMNH-kogy — npegbaBnseT kapTy goctyna
n Habupaet NWH-kog Ha knaBunaTtype;
e B CNnyyae mgeHTudukaumm no otnedvatkam nansues v MNMUH-kogy — npoxoguT npouenypy
CKaHMpOBaHMA oTnevaTkoB NanbueB 1 HabupaeT MNNH-kog Ha knaesumaType;
e npu Hanuyum Ha KIMI TepMmnHana pacno3HaBaHusa nuua:
— B CNnyvyae ngeHtndurkaumm no nuuy — pacnosHaBaHue numua npoucxoguT aBToMaTuyecku
npv npoxogae;
— B Cnyyvyae vaeHTUdumkauum no nuuy 1 Kapte — nocrne aBToMaTUYecKoro pacno3HaBaHUs
nuua npegbaBnsaeT KapTy CYNTLIBATENIO;
— B CNny4vae vaeHTudumkauum no nuuy nnm kapte — B Cliydae Heyaayun pacnosHaBaHus nuua
npeabABNAeT KapTy AOCTyNa;
— ana vaeHtudukaumm no nuuy u NMNH-kogy — nocne aBToMaTMYeCKOro pacrnosHaBaHus
nuua Habupaet NNH-kog Ha knaeunaType TP,

— ana wuvgeHtudukauum no nuuy, kapte u [WH-kogy — nocne aBTOMaTUMYECKOro
pacnos3HaBaHusa nuua npeabaBnseT kapTy goctyna n Habupaet NWH-kog Ha knaBuaTtype
TPI.

e npu Hannumm Ha KII ckaHepa nagoHn (naeHTupmkaums no nagoHW BkN4daet B cebsa
pacnosHaBaHue no popme, oTnevaTky U pUCYHKY BEH NagoHNn):
— B CNnyyvae ngeHTugukaumm no nagoHu — NpoxoauT npouenypy CKaHMpoBaHUSA NafoHw;
— ANna vaeHTudmKaumm nNo NagoHn unu Kapte — B Criydae Heygadu CKaHMpoBaHWS nafoHu
npegobaBndaeT KapTy AOCTyna;
— Ona vaeHTUMKauMM no nagoHu W KapTe — Mocrne MNpOXOXAEeHUa npoueaypbl
CKaHMpPOBaHMA NagoHN NpeabaBnseT KapTy gOoCcTyna.

N
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Ha ocHoBaHunM aHanusa nonyvyeHHon MAEeHTUMUKALMOHHOW NHopMaLuK, a Takke BblgaHHbIX ee
BnagenbLy npaB JOCTyNa KOHTponnep npMHUMaeT peLleHne Ha paspeLleHme unu 3anpeT npoxoaa,
nogaesasi CooTBeTCTBYHOLWYO kKomaHay WY. Kaxabln dhakTt nosydeHus wnaeHTUguKauMoHHON
uHdopmaummn cdukcupyetca B Bl ¢ ykasaHuem ee Buga, Mecta U BpeEMEHU ee MOomnydeHus,
YTO NO3BONSAET CUCTEME OTCIEXMBATb MECTOHaxXoXAeHne, Bpemsi NpebbiBaHns U nepemMeLleHus
coTpygHuKa (moceTuTens) no TePPUTOPUN U NOMELLEHUAM NPEaNPUATUS.

YcunuTb KOHTPOSfb OOCTyna Ha TeppuTopuio Npeanpuatvs npyv  nNpoxode COTPYAHWUKOB
N nocetuTenen no kaptam [JocTyna no3sondet nposegeHue onepatopom KIM npoueaypbl
Bepudmkaumm. Mmeetca BO3MOXKHOCTb MCMONb30OBaHUA Npu Bepudmkauun |P-Buoeokamep
(IP-BugeocepBepoB C BuOeoOkaMepamu), MOOKIHOYEHHbIX K cucteme, gnst atoro B coctaB [10
CUCTEMbI BXOAUT BUOEOCEPBEP.

APM

APM opraHuaytotca Ha yaaneHHbix K, nogkntoyeHHbIX K cepBepy cuctembl. OpraHnsaums APM
B CMCTEMEe MpOM3BOAUTCHA Bblgavyen MOMIHOMOYMW onepatopamM Ha [AoCcTyn K pasgenam
n nogpasgenam MO cuctembl. MNMpn Bxoge B cucTeMy Nog CBOEW YYETHOW 3anucbio onepaTopy
OOCTYNHbI TONbKO T€ pa3fenbl, Ha KoTopble eMy AaHbl NonHoMouns. Ha yaaneHHbix MK Bo3aMoxHa
opraHusaums cnegyowmx APM:

o  «AOMuHUCmpamop» (pasgen «AOMUHUCTPUPOBAHUEY);

e «Omoden nepcoHana» (pasgen «MepcoHan», onucaHve cMm. B Pykogodcmeax rnosib3oeamerisi
Ha moaynu N0);

o «Cnyxba KOHMPOMbHO-MPOIYCKHO20 pexumay» (pasgensl: «KoHTponb poctyna», «3akas
nponycka», «Bepudukaumsa», « MOHUTOPUHI», onvcaHMe pasgenoB cM. B Pykogodcmeax
rnonb3oeamersi Ha mogynu MO);

e «bopo nponyckos» (paspen «bBropo nponyckoB», onucaHue cMm. B Pykosodcmeax
ronib3oeamerisg Ha mogynu MO);

o «byxezanmepusi»  (pasgen «Y4eTr paboyero BpeMeHU», OnNucaHue  pasgena
cM. B Pykogodcmee ronib3oeamerisi Ha moayrnb O PERCo-WMO01, PERCo-WMEO01).

Y
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5. lMoppepxnBaemoe obopyaoBaHue

lpumeyaHus:

= DkennyaTtauMoHHaa gOoKyMeHTaumsa Ha obopygoBaHWe CUCTEMbI AOCTYNHA B 3NIEKTPOHHOM
BMOe Ha cante koMmnaHuM PERCo no agpecy: Www.perco.ru.

Kpome ykasaHHoro Hwke obopyaoBaHus B cucteme PERCo-Web Takke nogoepxmBaetcs
paboTa paHee CHATbLIX C Mpou3BoacTBa KoHTponnepoe PERCo: CL05, CL05.x, CT/L04,
CT03, CRO1, CL201.x, cuntbiBaTenen IR05, IR08, MR08, koHBepTepoB AC-02, AC-02.1.

5.1. KoHTponnepsbl ynpaBreHusi ABepbMU

ans ynpaBneHus ABepbMU NCNonb3yTCA KOHTponnepsb! 3amka COBMECTHO
C ANEKTPOMEXAHNYECKAMUN WUMNN  3NEKTPOMAarHUTHbIMM 3amMkamn. MoryT MCnonb3oBaTbCA 3aMKu
(3awenkn) npomnssoacTea komnaHmm PERCo wnn ctopoHHero npounssoauntens. Komnanuna PERCo
NpOu3BOAUT CrieaytoLmne MOAENN KOHTPOMNEPOB ynNpaBneHus ABepbMU:

e CT/L14.1P, CT/L16DINP. T[lo3Bondetr oOpraHu3oBaTb YeTblpe [AOBYXCTOPOHHME WU
OOHOCTOPOHHME TOYKM Mpoxoda, MNpM STOM K KOHTponsniepy no wuHTepdpency RS-485
nogkrnoyaeTcsa A0 8-MM BbIHOCHbIX cuMTbIBaTenen, a Tawke (Mnu) OO0 8-MU BbIHOCHLIX
cuntbiBaTenen no uHtepdgency OSDP. MoxeT obecneynTb NOMHOUEHHY0 paboTy wn3a us
3aMKoB. AIMeeT BO3MOXHOCTb MOAKIMIOYEHNST CKAaHEPOB LUTpUXKoga no nHtepdgency USB.

e CT/L14.1. Tlo3BonseTr opraHn3oBaTb 4YeTbipe ABYXCTOPOHHME WMN OOHOCTOPOHHME TOYKM
npoxoaa, Npu 3TOM K KOHTponnepy no uHrepgency RS-485 nogknoyaetcsa 4o 8-Mun BbIHOCHbIX
cumtbiBatenen. MoxeT obecneuntb MNOMHOUEHHYD paboTy wnw3a u3 3amkoB. Wmeet
BO3MOXHOCTb MOAKMIOYEHNs1 CKaHepOoB LUTpUXKoda no nHtepdency USB.

B koHTponnepe CT/L14, Kpome TOro, BO BHyTPEHHEN NaMATK 3arpy)XeHa crneumanbHas Bepcusi
MO PERCo-Web. Taknm obpasom, B opraHM3yemon Ha 6ase faHHOro KOHTporsnepa cucreme
CKY[ HeT HeobxoaumMocT nmMeTb cepBep Ha otaernbHom (K.

e CT/L04.2. To3Bonsetr opraHu3oBaTb ABE [ABYXCTOPOHHME TOYKM MpOXoda WU YeTbipe
OOHOCTOPOHHME TOYKM NPOXOAa, YNpaBnsAs COOTBETCTBEHHO OBYMS UMW YETbIPbMSA 3aMKamu,
npy 9TOM K KOHTponnepy no wuHTepdency RS-485 nogknioyaetca OO0 8-Mu BbIHOCHbIX
cyuTbiBaTENEN.

o Buomempuyeckuli koHmporsnep CL15.1. [o3BonseT opraHnM3oBaTb OAHY OOAHOCTOPOHHIOK
TOYKY NpoxoAa, O4HO HanpaBreHve ABYXCTOPOHHEN TOYKM npoxoda (Npu NCNOoNb30BaHUN OBYX
KOHTPONMEPOB [AaHHOW Mogenun) wunM OOHO  HanpasfeHve npoxoda Ana  wno3a
(Mpy Ucnonb3oBaHWM YeTblpeX KOHTPONNEPOB AaHHOM Mofgenu). VmeeT cBeTOAMOAHYHO
RGB-nHOgukauuio pexxmMmoB paboTbl, BCTPOEHHLIN CKaHep oTrnevaTtka nanbua M BCTPOEHHbIN
cuutbiBaTenb oopmatoB HID, EM-Marin w Mifare, koTopbin no3sonseT paboTtatb B TOM 4Yncne
¢ 6aHkoBCkMMUK kapTamn PayPass n cmaptdoHamm ¢ TexHonornen NFC.

B 6uomempuyeckom koHmponnepe CL15, kpome Toro, BO BHyTPEHHEN NaMsTK 3arpyxeHa
cneunansHas Bepcusi [0 PERCo-Web, nns opranHusaumm CKY[] HeT Heob6xoauMoCcTn NMeTb
cepsep Ha otaensHom [K.

e CL15.3. No3songeT opraHn3oBaTb O4HY OAHOCTOPOHHIOW TOYKY NPOXoda, O4HO HanpasneHue
OBYXCTOPOHHEN TOYKM NpoxoAa (Npu MCnonb3oBaHUM ABYX KOHTPOMSEPOB AaHHOW MOAENW) UMK
OHO HanpasneHue nNpoxoAa Ans Wno3a (Npu UCNosib30BaHUN YeTblPeX KOHTPOMEPOB AaHHON
mMoaenu). MimeeT BCTPOEHHbIN cuuTbiBaTenb dopmatoB HID, EM-Marin v cBeTOAMOAHYHO
RGB-1Hgukaumio pexxmumoB paboThbl.

e CL15.7. No3BonseT opraHn3oBaTtb OAHY OAHOCTOPOHHIOK TOYKY NPOXoda, O4HO HanpaBfieHne
OBYXCTOPOHHEN TOYKM nNpoxofa (Npu NCnonb3oBaHUM ABYX KOHTPOMNNEepoB 4aHHOM Mogenn) nnm
OHO HanpasrneHue npoxoAa AN Wwno3a (Npu UCMNoSib30BaHUN YeTblpeX KOHTPOMSEPOB AaHHON
mogenmn). Mimeet ceetoguogHyto RGB-vHOMKaUMIO pPEXMMOB U BCTPOEHHBLIA CUMTbIBATENb
dopmaTta Mifare, KOTOpbI NO3BONAET paboTaTb B TOM Yncne ¢ 6aHKOBCKUMUN kKapTamn PayPass
n cmapTtpoHamu ¢ TexHonornen NFC.

AN
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e CL211.3.ogkniovaeTcs B Ka4ecTBe KOHTpOSIepa BTOPOro YPOBHS K KOHTponnepam CT/L14.1,
CT/L14.1P, CT/L16DINP, CT/L14, CT/L04.2 vwnn BCTpOeHHOMY koHTponnepy 3Ol CT13.1,
CT13, CT03.2 no uHtepdpency RS-485 v nossonset opraHndoBatb oguH Kl ¢ KoHTponem
nNpoxodoB B OOHOM HarnpasneHun. KoHTponnep cHabXeH BCTPOEHHbIM CYUTbIBATENEM KapT
poctyna ¢opmata HID, EM-Marin v RGB-ceeTtognogHbiM mHamkatopom. OQHOBPEMEHHO K
KOHTPONepy NepBoOro ypoBHsi MOXET ObITb NOAKMOYEHO A0 8 KOHTPOMSIEPOB BTOPOrO YPOBHS.

o CL211.9.Tlogknto4aeTcs B Ka4ecTBe KOHTpOSIiepa BTOPOro YPOBHS K KOHTponnepam CT/L14.1,
CT/L14.1P, CT/L16DINP, CT/L14, CT/L04.2 vwnn BCTpOeHHOMY KOHTponnepy 3 CT13.1,
CT13, CT03.2 no nHTepchency RS-485 v nossonset opraHndosatb oguH KII ¢ KoHTponem
NpoxoAoB B OAHOM HanpaBneHun. KoHTponnep cHabXeH BCTPOEHHbIM CYMTbIBaTeneM kapT
pgoctyna ¢opmata HID, EM-Marin, Mifare w RGB-cBeTOOMOOHBIM  MHOMKATOPOM.
MoppepxmBaetr paboty ¢ 6GaHkoBCckMMWM KapTamu PayPass wn cmaptdoHamn ¢ NFC.
OQHOBPEMEHHO K KOHTPOepy NepBOro ypoBHsi MOXET OblTb NOAKMIOYEHO A0 8 KOHTPONEepoB
BTOPOro ypOBHS.

llpumeyaHue:

= TNlogkntoyeHne KOHTPOMNEepoB BTOPOro YpoBHA npousBogutca yepes Web-mHTepdenc
KOHTPOSIIEPOB NEPBOroO YPOBHS

5.2. KoHTponnepbl ynpaBrneHUsi TYPHUKETOM

[na ynpaBneHuss TypHUKETaMMU WUCMNONb3YOTCA KOHTPOMNEpbl TypHUKETA COBMECTHO C OA4HUM
TYPHUKETOM WM KanuUTKOW Npou3BoacTBa komnaHum PERCO wnv CTOPOHHEro npovs3BOAUTENS.
KomnaHns PERCo nponssoauT criegytowmne Mogenn KOHTPOSNepoB ynpaBneHns TypHUKETOM:

e CT/L14.1P, CT/L16DINP. No3BONSAET OpraHn3oBaTb ABE ABYXCTOPOHHME TOYKM npoxoaa. Mpu
3TOM K KOHTponnepy no wuHTtepdency RS-485, a Tawke (nnun) no wuntepdpency OSDP,
MOAKMNIOYAIOTC  BCTPOEHHbIE CcYUTbIBaTeENM o060OMX TYPHUKETOB, CKaHepbl LUTPUXKOAA,
OONOMHUTENbHO YCTaHaBNMBaeMble BbIHOCHble cuuTbiBaTENn wunn WY (3amkn). Moxet
obecneynTb MNOMHOUEHHYI0 paboTy LWIo3a U3 TYPHUKETOB.

e CT/L14.1. los3Bonsetr opraHu3oBaTb [ABE [AOBYXCTOPOHHME TO4YkM npoxogda. [lpu atom
K KOHTponnepy no wuHtepdency RS-485 nopgkniovaloTcs BCTPOEHHbIE CYUTbIBATENM 0OOMX
TYPHUKETOB, CKaHepb! LUTPUXKOAA, AOMNOMNHUTENbHbIE BbIHOCHBIE cHUTbIBATENU Unu NY (3amkn).
MoxeT o6ecneyvnTb NOMHOLEHHYI0 paboTy LWo3a U3 TYPHUKETOB.

B koHTponnepe CT/L14, kpome TOro, BO BHyTPEHHEN NaMSATK 3arpy)XeHa cneumanbHas Bepcus
MO PERCo-Web. Taknm obpa3om, B opraHMsyemon Ha 6ase gaHHOro KOHTposnsnepa cucreme
CKY[ HeT HeobxoauMoCT MMETbL cepBep Ha otaenbHoM (K.

e CT/L04.2. lo3BonseT opraHu3oBaTb OOHY [OBYXCTOPOHHIOK TOYKYy npoxoga. [pu atom
K KOHTponnepy no nHtepdency RS-485 nogknio4atoTcs BCTPOEHHbIE CYMTBIBATENN TYPHUKETA,
AOMONHUTENBHO YCTaHaBNMBaeMble BbIHOCHbIE cunTbiBaTENN Unu LY (3amku).

e CT13.1, CT13, CT03.2. BCTpoeHHble KOHTponnepbl B cocTaBe A1, N03BONSAOT OpraHM3oBaTb
oaHo KIIM ¢ KoHTponem NpoxoAoB B ABYX HanpaBrneHnax.

o Buomempuyeckuli koHmpoJsinep CL15.1. [o3BonseT opraHmM3oBaTb OOHY OOHOCTOPOHHIOK
TOYKY NPOXOAa, OOHO HanpaBneHue ABYXCTOPOHHEN TOYKM npoxoaa (Npu NCNonb30BaHUM ABYX
KOHTPONMEpPOB [[aHHOW MOLENnV) WM OAHO HampaefneHve npoxoda Ans  wnw3a
(Mpy ncnonb3oBaHUM  YeTbIpeEX KOHTPOSNEPOB [aHHOW Mogenu). MmeeT CBETOAMOOHYHO
RGB-uHgukauuio pexxmmoB paboTbl, BCTPOEHHbIN CKaHep oTrneyaTka nanbla U BCTPOEHHLIN
cumtbiBaTens dopmator HID, EM-Marin v Mifare, koTopbii no3BonsieT paboTtartb B TOM 4Yucre
¢ 6aHkoBCckMMUK kapTamn PayPass 1 cmaptdoHamm ¢ TexHonornen NFC.

B 6uomempuyeckom konmposnnepe CL15, kpome TOro, BO BHyTPEHHEN NaMSATK 3arpyXeHa
cneunanbHasga Bepcusi [10 PERCo-Web, ons opranusaumm CKY[] HeT Heo6xXxoauMoCcTn NMeTb
cepsep Ha otaensHom [K.

e CL15.3. No3BonseT opraHn3oBaTb OAHY OAHOCTOPOHHIOK TOYKY NPOXoda, O4HO HanpaBfieHne
OBYXCTOPOHHEN TOYKM npoxofa (Npyv MCNOoSib3oBaHMM OBYX KOHTPONMEPOB SaHHOW MoAenu)
UM OOHO HanpaeneHwe npoxoda Ans wno3a (Npyu UCNoNb3oBaHUM YeThipeX KOHTPONepoB
AaHHonm wmopgenu). WMmeeT BCTpOeHHbIM cuuTbiBaTens dopmatoB HID, EM-Marin
n ceetogmoaHyto RGB-uHgmkaumio pexmmoB paboThbl.

A4
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e CL15.7. lNo3BonsieT opraHM3oBaTb O4HY O4HOCTOPOHHIO TOYKY NPOXO4a, O4HO HarnpaBfeHne
OBYXCTOPOHHEN TOYKM Mpoxoda (Mpy MCNosib30BaHWM ABYX KOHTPOMEPOB OAHHOW MoAenwn)
UM OQHO HanpasneHue Npoxoga Ans wni3a (Npu UCNosib3oBaHUM YEeTbIPEX KOHTPOSNEpPOB
AaHHon wmogenn). Wwmeet cBetoamogHyto RGB-uHgukauuio pexnmmMoB U BCTPOEHHbLIN
cumTbiBaTenb opmarta Mifare, KOTopbIA NO3BONAET paboTaTb B TOM 4ucre ¢ 6aHKOBCKUMM
kapTamu PayPass un cmaptdoHamu ¢ TexHonorven NFC.

5.3. KoHTponnepbl perucrpauum

KoHTponnepbl peructpaumm PERCo npegHasHayeHbl A opraHvMsaumMm TepMuHana ydveta
paboyero BpeMeHW W KOHTPONA TPYAOBOM AMCUMNNUHBL. He noaaepxmBalT BO3MOXHOCTb
ynpasnenus NY.

e Bbuomempuyeckuli mepmuHan y4ema paboyezo epemeHu CR11, CR11.1. CHabxeH
BCTPOEHHbIMU CKaHEPOM OTMNeYaTKOB NanbLEB U CHUTbIBATENEM KapT gocTtyna opmartos HID,
EM-Marin w Mifare, koTopbii no3sonseT pabotatb B TOM 4ucne ¢ GaHKOBCKMMW KapTamu
PayPass wn cmaptdoHammn ¢ TexHonormen NFC, a Takke usetHbim XKW (gucnneem) c
TauYCKpUHOM U ¢ guaroHanbsio 4,8°. MmeeT BO3MOXHOCTb MpocmoTpa 6anaHca pabouvero
BPEMEHM 1 BBOAA onpaBaaTesibHbIX 4OKYMEHTOB.

e CRO01.2 LICON. CHabxeH AByMsi BCTPOEHHbIMU CYMTbIBaTENAMU KapT Aoctyna gpopmara HID,
EM-Marin v XKW ¢ gnaroHanbto 2,8”.

e CRO01.9, CR02.9. CHabxeH ABYMsi BCTPOEHHbIMW cunTbIBaTENAMM KapT gocTtyna popmata HID,
EM-Marin n Mifare, koTopble MNo3BONAOT paboTatb B TOM 4ucrie ¢ GAaHKOBCKMMUW KapTamu
PayPass n cmaptdoHamu ¢ TexHonornen NFC, n XKKU ¢ anaronansto 2,8”.

5.4. TepMuHanbl pacno3HaBaHUA nNuy,

TepmunHan pacnosHaBaHusa NvL NpegHasHaydeH Ans opraHvM3auun ogHOW OOHOCTOPOHHEN TOYKM
npoxoga Wiy O4HOro HarnpaBfeHUsi 4BYXCTOPOHHEN TOYKM Npoxoda. ViMeeT BCTPOEHHbIE KaMepbl
n faTtyumkm gnsa pacnodHasaHua nuuy, XK gucnnen. B 3aBnucumocTtun ot mogenun MoxeT OblTb CHabeH
BCTPOEHHbIM CYMTbIBATENEM KapT JOCTYMNa 1 BUpTyanbHOW knaBmaTtypon ans Habopa NUH-koga.

B cucteme PERCo-Web npenycmoTpeHa nonHas nHterpaums cnegyowmx tunos TPI:

o lpounsBoactBa “ZKTeco” TepmuHanel FaceDepot-7A, FaceDepot-7B, ProFaceX,
SpeedFace-V5L-TD (c nupomeTtpom), ProFaceX[TI] n SpeedFace-V5L[TI] (C TennoBn3opom),

e lpoussoactBa “Suprema” TepmuHanbl FacelLight, FaceStation 2, FaceStation F2,
BioStation 3;

o [lpomusBoacTtBa “BioSmart’: TepmuHan Quasar (c nogaepxkov BioSmart Thermoscan F).

BHumaHue!

£ PekomeHpayeTcst B cucteme PERCo-Web vcnonb3sosate TPJ1 npoussoactea “Suprema”
TONMbKO OAHOWM MOAENM, TaK Kak y pasHbIX MoAene TEPMUHANOB UCMNOMb3YKTCA pa3sHble
anropuTMbl pacnosHaBaHus nuuy. B cnyyae 3ameHbl TepMuHanoB Suprema ogHoro Tuna
ApyrMm notpebyeTcs 3aHOBO co3aaTh 6a3y AaHHbIX pacno3HaBaHWUS N,

TPJ1 aBnsTCa MOMNHOUEHHbIMUM KOHTpOSiiepaMn C OOHUM BbIXO4OM ANs ynpasrneHua WNY.
Mpn HEO6XOOUMOCTM NX MOXHO MCMONb30BaTb A1 COBMECTHON paboTbl ¢ Al unu KOHTponnepom
PERCo. [Ina atoro penenHbin Bobixoq TPJ1 nogkntoyaeTcs Ha ynpaBnsioWmWn BXo4 KOHTponnepa
PERCo napannensHo NAY, npn 3atom KoHdurypauus Beixoga TPJ1 gormkHa ObiTb HOpManbHO
Pa3OMKHYTOMN.

Mpn npoxoge 4yepe3 3l No pacno3HaBaHWO NMua B XypHane cobbiTuin cuctembl Oyadet
reHepupoBaTtbCcs cobbiTne «f1poxod no udeHmugpukamopy (nuyo)» ot TPJI. Ona koppekTHon
paboTbl yyeTa paboyero BpemeHu Heobxoammo B napameTtpax TPJ1 3agate nogTBepxaarowimn
KoHTponnep PERCo. B Takom cnyyae oT KkoHTponnepa PERCo 6ypeT oxugatbcs cobbitue
«lpoxod no komaHde om [Y», nocne 4ero B XypHan CobbITUA CUCTEMbI 3anuieTcss cobbiTue
npoxoaa, B NPOTUBHOM criyyae — cobbiTne «Omka3 om ripoxodax.

Ecnn B pabote TPJ1 curHan PASS ot 3l mncnonb3oBatbcs He Oyaet, To B HacTpounkax TP
HeobXoAMMO  aKkTMBMpoBaTb napameTp «Peaucmpauuss rnpoxoda Mo  rnpedbserieHUr
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udeHmugukamopa». COOTBETCTBEHHO, B 3TOM criyyae cobbiTusi 0TKasa oT npoxoga yepes 3l
no pacrnosHaBaHuio nuua opMmnpoBaTbcs He byayT.

B cucteme, umetowen B ceoem coctae TPJ1, ana koppekTHon paboTbl rnobanbHOro aHTmMnacca
Heobxoanmo n3 obLLern cxembl MapLIpyTOB nepeasmxkeHnsa ncknountb NY, ynpaesnsemsie TPJ.

5.5. UcnonHuTenbHbIe YCTPOUCTBA

3amMku
e 3neKTpomexaHundeckme 3amku cepui PERCo-LB, LBP;
o 3NIEKTPOMEXAHMYECKME U INEKTPOMArHUTHbIE 3aMKM CTOPOHHUX MPOM3BOAUTENEN.

TypHUKeTbI

e TYpHUKeTbI-TpUnoabl cepuin PERCo-T n TTR,
TymboBble TypHuKeTbl cepuin PERCo-TTD, TB v TBC;
pPOTOPHblE TypHUKETHI cepumn PERCo-RTD,;
TYPHUKETbI-CKOPOCTHbIE npoxoabl cepun PERCo-ST;
TYPHUKETbI CTOPOHHUX NPON3BOANTENEMN.

Kanutku
e 3IeKTpoMeXxaHMYeckme nonyaBTomaTndeckme kanutku cepmm PERCo-WHD;
e 3neKTpoMexaHn4Yeckme aBTomaTudeckne kanutkm cepun PERCo-WMD;
e KarMTKN CTOPOHHUX NPon3BoaNTENEN.

LLnar6aymbl
e aBTOMaTu4deckue wnarbaymel cepun PERCo-GS, PERCo-GF;
e Lunarbaymbl CTOPOHHUX NPOM3BOANTENEN.

5.6. CuntbiBaTenu

MoryT 6bITb MCMONb30BaHbI cuMTbLIBaTENMU KapT dopmarta HID, EM-Marin wnv Mifare. BHewHne
CUMTbIBATENN  MOAKMNIOYAKOTCA K  KOHTponsiepam cucteMbl nNo  uHTepdency RS-485.
[ns nogkntoyveHus cuntbiBaTenen ¢ nutepdencom Wiegand-26, -32, -34, -37, -40, -42, -48, -50, -56,
-58, -64, -66 HeobGx0aMMO nCcNonb3oBaTb KOHBEPTEP UHTepdenca PERCo-AC-02.2.

B kauecTBe BHELUHUX CYMTbLIBATENEN KapT AOCTYNa MOryT MCNOSfb30BaTbCH:
e cuuTbiBaTenn PERCo cepuin IR n MR;
e CTOMNKa-cuuTbiBaTens PERCo-IRPO1.

B kauyectBe KOHTpoOnbHbIX (nogkntodatoTca Kk USB-pasbemy [1K) mcnonb3yloTcs cumThiBaTENM
PERCo cepuii:

e [IR15.3, IR15.9 ona kapT goctyna.

e |IR18 ong kapT OOCTyna u oTnevyaTkos NanbLEeB.

MpenycmoTpeHa uHTerpauus crnegyowmx cuntoiBaTenemn npomssoncresa BioSmart.
e BioSmart PalmJet — BHelwHW/A cuuTbiBaTENb KapT AOCTyNna W PUCYHKa BEeH nagoHen.
CunTtbiBaTENb WMCMNOMBL3YETCA COBMECTHO C KOHTposrnepom BioSmart Unipass Pro
Unn nporpaMmmHbimM cepsucom BioSmart SmartHub.

llpumeyaHue:

Y Ws-3a  annapaTHbIX  OrpaHWdeHUi  ans  cuuTbiBatens  BioSmart  PalmJet
He NOAAEepPXMBaOTCA BPEMEHHbIE KPpUTEPMM AOCTyNa U CPOK AENCTBUS UAEHTUPUKATOPOB,
a Takke noaaepkmBaeTcsa TONbKO YHUBEPCANbHbIN pPeXMM paboTbl cuntbiBatenen (8 6anT).

e BioSmart AirPalm — KOHTPONbHbIA CYMTbLIBATENb PUCYHKA BeH nagoHen. lepen Havyanom

paboTbl CO cuMTbIBAaTENIEM HEOOXOOMMO cCkayaTb ApanBep, nogpobHee CM. MO CCbinke
https://bio-smart.ru/support#software#!/tab/185407858-3.

5.7. DNeKTpPOHHbIe NPOXOAHbIe

Ol npeacrtaensieT cobon roToBbI KOMMMEKT obopyaoBaHus ons opraHmaaumm KM ¢ kKoHTponem
NpoxodoB B [ABYX HanpaBneHusx, TOo ecTb WY, cuuTbiBaTENM KapT AOCTyNa WM BCTPOEHHbIN
KoHTponnep. B 3l moryT 6bITe yCcTaHOBREHbI cunTbiBaTenn ans kapt dopmata HID, EM-Marin
wnun Mifare, a Takke CkaHepbl OTnNe4yaTtkoB  MafbLEB W CKaHepbl  LWITpUXKoda.

AN
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[ocTynHbl cnegyowme cepumn aneKkTpoHHbIX NpoxogHbix PERCo:
e KT02, KT08 — cepus 3l Ha 6a3e TypHUKeTa-Tpmnoaa;
e KTO05 — cepus 3l Ha 6a3e TymMOBOBOro TypHUKETA-TPUNOAA;
e KTCO01 - cepusa 3l Ha 6a3e TymBOBOro TypHUKeTa- TPUNoaa CO BCTPOEHHbLIM KAapTONPUEMHUKOM;

5.8. YcTpoucTtBa ynpasrneHus

o H7, H6/4 — npoBoaHble NynbTbl guctaHumoHHoro ynpasneHuna (MAY) npounssoactesa PERCo,
npeaHasHaveHbl Ans aBToHoOMHoro ynpasnexus Y. C nomouybto MNOY MoxHO pa3bnokmpoBatb
(oTkpbITE) WY pOns ogHokpaTHOro npoxoda, YCTaHOBUTb pexum cBOOOAHOro npoxoaa
unu 3abnokmpoBatb (3akpbitb) WNY. Tawke T10Y cHabxeH CBETOAMOOHOM M 3BYKOBOMW
nHavkaumen. NAOY exoant B koMmnnekT noctaeku MY nponseoactea komnaHum PERCo.

e Ycmpolicmeo PY (pagnoynpaBneHus) — npeaHasHa4yeHo Ans aBTOHOMHOro ynpasnexus UY.
KoMnnekT coctouT M3 npuemMHuKka, nogkriodaemoro k MY, n nepegatymkoB B Buge Gpenokos
¢ panbHocTblo gencteusa 0o 40 m. Onepatop ¢ nomowibio ycTponctBa PY mMoxeT nogatb
KomaHay pasbnokupoBku WY ans ogHOKpaTHOro Mpoxoda, YCTaHOBUTb PEXnM CBOGOOHOrO
npoxoga unu 3abnokmposatb LY.

e PERCo-AU01 - VIK-nynbT 1Y npegHasHayeH gns auctaHumoHHoro ynpasnexHusa NY. Onepatop
¢ nomoublo UK-nynbTa MOXET M3MEHATb YCTaAHOBMEHHbIM ANs HanpaeneHus npoxoda PKI
Unu nogatb koMaHay pas3dnoknpoBkn MUY ons ogHOKpaTHOro nNpoxoda B 3TOM HanpasieHUW.
NK-nynbT MoXeT ncnonb3oBaTbesi ¢ KOHTpornepom PERCo-CT/L14.1, CT/L14 wnn CT/L04.2.
[ns npnema UK-curHana ot nynobta 1Y HE06X04MMO YCTaHOBUTb U MOAKMAOYMTbL K KOHTpONNepy
no uHtTepdency RS-485 sbiHocHon 6ok nHamkaumm ¢ UK-npmemHnkom PERCo-AIO1.

e Knonka 1Y «Bbixo0» — npegHa3HayeHa ansa pyyHoro ynpaenenus MY npu opranunsauum Kriri
C KOHTpONeM NpOXo40B B OAHOM HanpasfeHun (Hanpumep, 4ns OTKPbITUS OBEPU NPU BbIXo4e
3 nomeweHusn). MoxeT uncCNoNb3oBaTbCA Ntobas KHoMka HedmuKkeupytoweroca Tuna
C HOpPMaribHO Pa3oMKHYTBIMU «CyXMMM» KOHTaKTamu.

5.9. KoHTtponnepbl AOCTyna CO CKaHepamMu oTne4vYaTKoB nanbLueB

B uensx pacwupeHusa yHKUMOHanbHbIX BO3MOXHOCTeN cuctembl PERCo-Web no nopaepxke
onomeTpuyecknx TexHomnormi B obuwyto cuctemy CKY[Il moryT BCTpamBaTbCa cregylowme
KOHTpONsepbl CO CKaHepaMu oTnevaTkoB NanbLEeB:

1. KoHTponnepsbl goctyna Suprema

e BioEntry Plus (nnatopma BioStar2) — ©OunomeTpuyecknin KOHTponnep Joctyna
C BO3MOXHOCTbIO nogkntoveHus no cetu Ethernet n npotokony TCP/IP.

e BioEntry W2 — OGvnOMETpUYECKMN KOHTpOMfep [OCTyna B MPOYHOM METanmyeckom
nbine- 1 BNaro3almMTHOM Kopryce C BO3MOXHOCTbIO MNOAKMYeHUa no cetn Ethernet
n npotokony TCP/IP.

e BioEntry P2 — GuomMeTpnyeckuin KOHTpPonnep AocTtyna ¢ NoaknyeHnem no cetn Ethernet
n npotokony TCP/IP.

e BiolLite N2 — 0GuWOMeTpUYECKUA KOHTpOMNep AoCTyna B MPOYHOM MeTanmyeckom
nbifie- U BNaro3almnTHOM KOprnyce C BO3MOXHOCTbIO MOAKMYeHUss no cetn Ethernet
n npotokony TCP/IP. CHabxeH XK gucnneem u knasuatypon ana Habopa NUH-koaa.

lMpumeyaHue:

= [Ona wHTerpauum Heobxogumo, 4ToBbl BUOMETpUYEeckne KOHTPONnepbl MMenu BepCuto
BHyTpeHHero 10O ("npowwmeky") He cTapee Yem:
— On4d KoHTponnepa BioEntry W2 —1.1.1;
— Ansa koHTponnepa BioEntry Plus (nnatdopma BioStar 2) — 2.3.1;
— Ong koHTponnepa BioLite N2 — 1.4.2.

MpenycMoTpeHO Tpu BapuaHTa NoAKMIOYEHMS OaHHbIX KOHTPOMEPOB K CUCTEME:

— B KayecTBe KOHTponnepa OAHOCTOPOHHero 3amka. B atom cnyyae WY nogkniovaeTtcs
HENoOCPEeACTBEHHO K  ynpaBnsilowemMy BbIXO4y KOHTpornepa Suprema. CBAa3sb
C KOHTpOnnepom Suprema B cuCTEMeE OCYyLLECTBNSETCS NO nHTepdency Ethernet,

— B KayecTBe CYMTbIBATENs OTNEYaTKOB ManbLUEB MpU ynpaBfieHUn OOHUM M3 HanpasfeHUn
OBYXCTOPOHHEro 3amka (TypHukeTa). B aTom cnyyae koHTponnep Suprema nogkniovaeTcs
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K koHTponnepy CT/L14.1, CT/L14.1P, CT/L16DINP, CT/L14, CT/L04.2 no wHTepdency
Wiegand 4epe3 koHBepTep UHTepdenca AC-02.2,

— Ansa coBMecTHon paboTbl ¢ Al unu koHTponnepom PERCoO: penenHbli BbIXO4 KOHTpoOnnepa
Suprema nogkrntoyaeTcs Ha ynpaensaowmnn Bxog KoHTponnepa PERCo napannensHo M4y,
npu 3TOM KOHurypaums Bbixoga TPJ1 gormkHa 6bITb HOpManNbHO Pa3OMKHYTOMN.

CoBMECTHO C KOHTpOnniepamm MoryT UCMoSib30BaTbCsl HACTONbHbIE BMOMETPUYECKME CKaHEpbI
nuHerikn BioMini, nogkntoyaemble no uHtepgency USB.

2. KoHTtponnepsbl goctyna ZKTeco

B cuctemy PERCo-Web moryT BCcTpanBaTbCsa KOHTponnepbl goctyna ZKTeco ¢ nogaep»Kkom
rmbpugHon GuomeTpun. KoHTponnepbl yka3aHHOW NWHEWKU MOAAEPXMBAKOT B TOM 4ucne
CKaHWpoOBaHWe nagoHen Ans 6eckoHTaKTHOW Bepudmkauumn gocryna.

MpenycMoTpeHo ABa BapnaHTa NOAKMIOYEHUS AaHHbIX KOHTPOMNEPOB K CUCTEME:

— B KayecTBe KOHTponrnepa OOHOCTOPOHHero 3amka. B atom cnyvae WY nogknioyaetcs
HenocpeaCTBEHHO K ynpaBnstoLLemMy Bbixody koHTponnepa ZKTeco. CBsi3b C KOHTPOEPOM
ZKTeco B cucteme ocyliectensietcs no nHtepdemncy Ethernet,

— Ansa coBmectHon paboTel ¢ 3l nnn koHTponnepom PERCoO: peneinHbiii BbIXog KOHTponnepa
ZKTeco noaknoyaeTcs Ha ynpasnsaoLwmm Bxoq koHTponnepa PERCo napannensHo MNOY,
npu 3ToM KoHGUrypaumsa Beixoga TPJ1 gomkHa ObiTb HOPManbHO PAa30OMKHYTOMN.

5.10. KapTonpueMHUKH

o KaptonpuemHnk PERCo0-IC05, BCTPOEHHble KapTOMNPUEMHUKN TYPHUKETOB, CKOPOCTHbIX
NPOX0A0B M 3MNEKTPOHHBLIX NpoxoaHbIx PERCo.

e KapTonpueMHUKN CTOPOHHMUX NPOU3BOAUTENEN.

5.11. JononHutenbHoe o6opyaoBaHue

e PERCo-AU05 — T1abno cuctemHoro BpemeHun (TCB) npegHasHaueHo gns otobpaxkeHus
BpemeHun. TCB nogkntodaetcs no nHtepdency RS-485 k kontponnepam CT/L14.1, CT/L14.1P,
CT/L16DINP, CT/L14, CT/L04.2 v BCTpOeHHbIM koHTpornnepam 3l CT13.1, CT13, CT03.2.

e Ankomecmep «Ankobapbep» npoudsoacTtea komnaHum «AJIKOTEKTOP» — ctaunoHapHbIv
OEeCKOHTaKTHbIN ankoTecTep, NpegHasHayveH Angd npenBapuTenbHOW MPOBEPKU COTPYLHMKOB
Ha HanMyune ankorosibHOro OMNbsHEHUs, NoAKNYaeTcs K koHTponnepam CT/L14.1, CT/L14.1P,
CT/L16DINP, CT/L14, CL15, CL15.1, a Takke K BCTPOEHHbIM KOHTponnepam 3 CT13.1,
CT13.

e Annkomecmep «AsiKopaMKa|npo» npou3BOACTBA KOMMaHWW «JlasepHble cucTembl» —
GEeCKOHTaKTHbIN  ankoTecTep Ha OCHOBE Ila3epHOW TexHOMoruw, npefHasHadeH Aansg
npeaBapuTeEnbHON  MPOBEPKUM  COTPYOHWKOB — Ha HanMu4uuMe  ankorosfibHOro  OfbSHEHMS,
noaknoyaeTcsa K koHTponnepav CT/L14.1, CT/L14.1P, CT/L16DINP, CT/L14, CL15, CL15.1,
a Takke K BCTPOEHHbIM KoHTponnepam 3 PERCo-CT13.1, CT13.

e K31 — patymk KOHTpPONs 30HbI MNpoxoda npedgHasHaydeH Aans  perucrtpaumm
HeCaHKLMOHMPOBAHHOMO NPOXoAa Ui NPOHUKHOBEHWUS No4 NperpaxgaroLwymMmm ninaHkamu.

e CupeHa — 3ByKOBOW onoBseLlaTensb.
e CkaHep wmpuxkoda (USB) — ycTponCTBO Ansi CUMTbIBAHMSA LUTPUXKOAA W nepegayvn ero
B CUCTEMY.
5.12. Bugeokamepbl

B cucteme moryt mucnonb3oBatbcs IP-Bugeokamepbl (B T.4. Buaeokamepbl ctaHgapta ONVIF)
1 aHanoroBsble BUaeokaMepbl, NOAKMYeHHbIe K IP-Braeocepsepam.

llpumeyaHue:

 Cnncok  nogpaepxvBaemblx  mogenen  IP-Bugeokamep  cogepuTCAa  Ha  BKnagke
LLlabnoHbl kamep noapasgena «KoHdurypauma» pasgena «kKAGMUHUCTPUPOBaHUEY.

Ar-
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6. OCHOBHbIe TeEXHUYECKNE XapaKTEepPUCTUKN

CtangapTt nHTepdenca caaau
CkopocTu nepegayu gaHHblx Ethernet, Mbum/c

KonunuecTtBo koHTponnepos CKY[]

npu paboTe B CTaHAAPTHOM peXnme
npu paboTe B pexxume pacnpeaeneHHon CUCTEMbI

Ethernet (IEEE 802.3)
.................................................................... 10/100

He 6onee 1000 Ha cuctemy
He 6onee 1000 Ha cermeHT

MHTEHCUMBHOCTb MPOXOA0B CO CMEHOM NPOCTPAHCTBEHHOW 30HbI, 1POX0006/ CEKYHOY

ans koHTponnepos Ha 50000 kapT
ans koHTponnepos Ha 10000 kapT
dopmart kapT gocTyna

........................................................................... He Oonee 50
......................................................................... He bonee 200
HID, EM-Marin, Mifare

O6LLEee YMCNO KapT AOCTYNA B CUCTEME, UM ....ceeeeeeeeiieeeeeeeaeeeeieaeeeeaaaeeataaaeeaas He orpaHN4eHo

MakcumanbHOe KOnmM4ecTBO COTPYOHMKOB
MakcumanbHOe KONM4YecTBO NoceTuTenemn
Yucno cobbiTuii perncTpauumn Ons Kaxaoro KoHTponnepa
KonnyecTBo NpoCTPaHCTBEHHLIX 30H KOHTPOSS
KonuuyectBo KpuTepmeB JOCTyna no BpeMeHu Tuna:
BpeMeHHas 30Ha (80 4-X BPEMEHHbIX MHTEPBASIOB)
HedenbHbIN rpaduk
CKOMb3SLLNIA NOCYTOYHbIN rpaduk (B npeaenax 30 cyTok)
CKONb3ALNIA NoHeaenbHbIN rpaduk (B npeaenax 54 Heagenb)
KonnyectBo gHen ¢ ocobbiM CTaTyCoOM, Npa3gHMKoB (40 8 TMMoB)

O61bem namaTn koHTponnepoB PERCo
ANA XpaHeHMA MAeHTUPUKATOPOB M COOLITUM XKypHana permcrpaumm

He 6onee 200 000
He 6onee 200 000
He 6onee 140 000
........................................................ He Oonee 1024

................................................ He bonee 255
................................................................................................ He bonee 255
...................................... He bonee 255
................................ He bonee 255
.............................. He b6onee 365

KoHTponnep | BapuaHT koHurypaumm K-Bo KapT R D GTIENETTEE
coObITUN nanbLeB
CT/L14.1, KoHTponnep aons ynpaeneHus
CT/L14.1P, | TypHukeTamu, wnarbaymamm i
CT/L16DINP, |u / nnn 3amkamun, BCTPOEHHBbIN Ao 50 000 Ao 150 000
CT13.1 KoHTponnep 3l
KoHTponnep aons ynpasneHus ana CT13: 5000
TypHUKETaMu, wnarbaymamm HeT HeT nonb3oBarenen
CT/L14, CT13 .
“ / K 3aMKamMK, BCTPOEHHbIW OrPaHUYEHWUst |orpaHvyeHns | no 2 otnevarka
koHTponnep 3l nanbLa
#o 50 000 8o 230 000 -
YHuUBEpCanbHblit koHTpornep| A0 40 000 Ao 390 000 -
CT/L04.2,
CT03.2 TypHWKETa / 3amKa, no 30 000 no 550 000 -
) BCTPOEHHbIA koHTpornep 3| 45 20 000 no 710 000 -
#o 10 000 £o 870 000 -
5 000
nosib3oBaTenen
CR111 KoHTponnep perncrpauuu 0o 50 000 0o 150 000 16 2 oTHEYATKE
nanbLa
5000
HeT HeT nonb3oBartenen
CR11 KoHTponnep perncrpauum
OrpaHNYeHns |orpaHvyeHnss | no 2 otnedvarka
nanbua
CR02.9 LICON| KoHTponnep perucrpauum go 50 000 no 150 000 -
#o 50 000 8o 125000 -
0o 40 000 0o 280 000 -
CRoéﬁolalgON’ KoHTponnep perncrpauum 0o 30 000 0o 440 000 -
' [0 20000 | mo 600 000 -
#o 10 000 £o 760 000 -
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KoHTponnep | BapuaHT koHurypaumm K-BO KapT o E LR
coObITUN nanbLeB
5000
CL15.1 KoHTponnep ons ynpaeneHus 110 50 000 10 150 000 nonb3oBaTenemn
3aMKOM no 2 otne4artka
nanbLa
5000
CL15 KoHTponnep ans ynpaeneHus HeT HeT nonb3oBaTenemn
3aMKoOM OrpaHNYeHnst |orpaHuyeHns | no 2 otnevarka
nansbua
%II.-‘!I55:;, KOHTponne?r’)a,c“l,AJ"l(scl):;npaBneHwﬂ 10 50 000 10 150 000 i
lpumeyaHus:

e [lpn pabote B cucteme PERCo-Web Bce cobbITUS, pErMCTPUPYEMbBIE KOHTPOIEpamu,
nepepatotcss B PERCo-Web n xpaHstcs Tonbko Ha cepsepe [MO. Npu nponagaHum
CBA3N KOHTpONnepa C CepBepoM COObITUA Ha4MHAKT COXPaHATbCA B MNaMATU
KoHTponnepa. Npu BO306HOBNEHUN CBA3N C CEPBEPOM 3aperncTpmpoBaHHbie cobbITUA
nepeparoTcs Ha cepep O 1 aBToMaTU4ecku yaansaoTcs U3 NaMmaTy KOHTposnepa.

o CobbITNs NOAKMYEHHbLIX KOHTPONIEpoB BTOporo ypoBHss PERCo-CL211.x xpaHaTcs
B MaMsTU KOHTPOsiepa NepBoro ypoBHS.

e [lpeBbilleHNEe YyKa3aHHOW WHTEHCMBHOCTM MNPOXOOOB MOXET NpMBECTM K owwmnbkam
B paboTe dpyHKumm Antipass.

e TexHn4eckMe xapakTepPUCTUKN KOHTPOMSEPOB CTOPOHHUX NPOU3BOAUTENEN, UMEHOLLNX
BO3MOXHOCTb MHTerpaumm ¢ cuctemon PERCo-Web, ykasaHbl B 3aKcCnnyaTauMoOHHON
OOKYMEHTaUMW Ha 3TU KOHTPOSNepsbI.

KonunyecTtBo nogkntoyaemblx:

| =Y LT Te= 1Y 1T o PSP He B6onee 512
IP-BMOEOKaAMED HA OONH BULEOCEPBEP.....cvvuuuuieeeeeeeerrtiiaeeeeeeeeeestanseeeeseeeesrnnaaaaaaes He Oonee 64
[MTPOrPAMMHBIX BUAEOCEPBEPOB ... eeeeeeittitiiaeeaeeseetttiaaeaeeeeesasssnseeaesreressnaaaeeaaeeennnes He Gonee 8
YacTtoTta 3anmcu BUaeoNHPOPMALINN, KALPOB/CEK. .....uuuiieeeeeeeeiiiiiaaeeeeeeeesiiieeeeeeeeeeeesannnns He Oonee 2
KonunyecTBO LWABMOHOB BEPUMMMKALMM. ......ceevreeereeereeeeeeeeeeeeeeseeasssssssssssssnnnsssnsnnnnnnnnnnnes He 6onee 512
lpumeyaHue:
Ha kaxxgon Touke BepurkaLmm MOXET TpaHCIMpOBaTbLCs M300paXXeHne C 04HON KaMepbl.
BHumaHue!

B cneumanbHon Bepcumn MO "PERCo-Web" (naketbl MO PERCo-WBE, PERCo-WSE,

PERCo-WMEO01, PERCo-WMEO02, PERCo-WMEO05), koTopas BCTpauMBaeTcs B MNamsTb

KoHTponnepos CL15, CR11, CT/L14, CT13, npucyTCTBYIOT CnegyoLimne orpaHn4eHuns:

— Yctponctea (KoHTponnepbl) 4o 10 wr.

— Topgpasgenexus ao 100 wr.

— [padukm paboTbl go 100 wr.

— CotpyaHuku go 500 wr.

—  [locetutenu oo 500 wrT.

— LWa6noHbl goctyna go 10 wr.

— OnpaBgatenbHble 4oKyMeHTbl 4o 10 wrT.

— WabnoHbl Bepudmkauymm go 10 wr.

—  Touku Bepudpmkaumm go 10 wr.

—  [lomewenusa ao 100 wr.

— Onepatopsbl o 100 wr.

— Ponu onepatopos go 100 wr.

— He nopgaoepxuearotca paboTta ¢ kamepamn U BUAEOCEPBEPOM, MMMOPT AaHHbIX, paboTa
B pexume pacnpenenieHHon CUCTEMbI.

A7
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

7. TpeboBaHus K annapaTHbIM U NPOrpaMMHbIM cpeacTBam

Tpe6oBaHusa K annapaTHbLIM CpeAcTBaM cepBepa CUCTEeMbI

Ona crabunbHon pa6oTbl MO pekomeHayeTcs ucnonb3oBaTb MK, oTBevawowmi cnegyowmnm
TpeboBaHusM:

e [poueccop Intel Core i5-6600 ¢ 3,3 My nnn AMD Ryzen 51400 ¢ 3,2 Ty

¢ OnepartuBHas namsaTb: 16 0.

e SSD-guck c o6bemom 500 6.

e BugeokapTta n MoHUTOp C paspelueHnem 1280x1024 nukcenein.

e Certb: Ethernet (IEEE 802.3) 10-BaseT, 100-BaseTX.

TpeGoBaHUs K NporpaMMHbIM CpeAcTBaM cepBepa CUCTEMbI

Ona paboTtbl cuctemnbl Ha MK gomkHa ObiTb ycTaHoBNeHa 64-6utHas nuueH3noHHas Bepcusa OC
cemenctea Microsoft Windows nnn OC cemenctsa Linux.

PekoMmeHaoBaHbI K MICMOMb30BaHMIO:
e Windows Server 2019, BoamoxHo Windows 10 (Pro, Home, Corporate Edition), HO He HWXeE;
Ubuntu 22.04 Jammy Jellyfish nnn Bbiwe
Debian 11 Bullseye vnn Bbiwe
Red Hat Enterprise Linux 8 nnn Bbilwe
Fedora 40 vnu Bbiwe
Alt Linux 10.4 vnn Bblwwe
Astra Linux, Bepcua 1.8 v Bbllwe
Ped OC 8

TpeboBaHusA Kk NnporpamMmMHbIiM cpeacTBam APM

Ona pabotbl cuctembl Ha MK gomkHa GbITb ycTaHoBNEHa nuueH3noHHast Bepcusa OC cemencrtea
Microsoft Windows, UNIX nnu Linux. Ana paboTbl Ha nnaHweTax n cmaptdoHax pekoMeHaoBaHbl
OC: iOS 15.0 unu Bblwe, Android 10.0 vnu BbIWwe

[nsi paboTbl C cMCTEMOWN HEOOXOAMMO MCNONb30BaThb akTyarlbHYH BEPCUIO OQHOMO U3 CeayoLmx
Beb-6pay3epos:
e Google Chrome;
SlHOekc bpaysep;
Apple Safari;
Opera;
Mozilla Firefox;
Microsoft Edge.

AN
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8. CeTeBble HaCTPOMKMU

8.1. Ucnonb3yemble ceTeBble NOPTbl U MPOTOKOSbI
I BHumaHue!

B OC cemenctBa MS Windows pAOna W3MEHeHUss MakCUManbHOIo KoruvdecTsa
OAHOBPEMEHHbIX MONYOTKPbITbIX ucxoaswmux TCP-coeguHeHnun (half-open connections
unu connection attempts) pekomeHgyeTca ucnonb3oBatb nporpammy Half-open limit fix.
Mo ymonuyanuio B Bepcun XP SP2 n 6onee no3gHux Bepcusx OC paspellaeTcs MMeTb

He 6onee 10 nonyoTKpbITbIX ncxogawmx TCP-coeanHeHun.

Onsa  dYHKUMOHMPOBaHUSA CcUCTEMbI Heobxoaumo obecneuntb OOMEH [aHHbIMU - MeXay
KOHTponnepamu, cepsepamu n APM cuctembl no cetn Ethernet. Ona nepegayn OaHHbIX
npuknagHbIM NPOTOKONIOM CUCTEMbI UCMONb3YIOTCA Kak agpecHas nepegada naketos Ha IP-agpeca
ycTponcTtB no npotokony TCP, Tak n LwupokoBellaTenbHas pacceiika no npotokony UDP.
[na obmeHa nakeTamu B CUCTEME MCMOMb3yeTCA CTEK NPOTOKOSOB, NMPUBELEHHbIA HAa PUCYHKE
HUXKE.

MpuknagHoR ypoBeHs ( MpuknagHoA NpoToOKON )

™

TpaHCNOPTHEIH YPOEBEHE ( TCP ) ( UDP )

IChP
DHCP

CeTesof ypoeeHs v
C ; )
A
KaHantHeIA ypoEeHE ( ARP )
i
¥ 1
DU3NYECKU A YPOEEHE ( Ethernet )

Crek MPOTOKOJIOB, UCNoJib3yeMbIiX Ans obmeHa B cucteme

MNpun nepenaye nakeToB UCMONb3YKOTCA CETEBblEe MOPThI, yka3aHHble B Tabnuue Huxe. 3TU NopThbl
OOIMKHbI BbITb CBOOOAHLI U HE AOMKHBI CNOMNB30BATLCA APYIMMU CUCTEMaMN U cnyxbamu B ceTn
npegnpuatud. B cucteme He nopaepxuBaetca dparmeHtauma IP-naketoB. Hanuume Takux
cepBepos unu cnyx6, kak DNS n WINS, He TpebyeTcs.

llpumeyaHue:

Mpn mncnonb3oBaHMM MEXCETEBOro akpaHa (anpeona, 6paHamayapa), yCTaHOBIEHHOIO
OOMOSMHUTENbHO UNKU MHTerpupoBaHHoro B Windows, Heobxooumo npu KoHdurypaumm
obecneuntb BO3MOXHOCTb AocTtyna MO m yCTPOWCTB CUCTEMBI K YyKa3aHHbIM CETEBbIM
nopTtam.
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MCﬂOﬂb3yeMbIe B CUCTeMe ceTeBble NOPTbI

MpoTtokon| MopT Ha3Ha4yeHue

12345|874 CT/L14, CT/L14.1, CT/L14.1P, CT/L16DINP, CT13, CT13.1, CR11,
CR11.1, CR02.9, CL15, CL15.1, CL15.3, CL15.7

UDP ans CT/L04.2, CT03.2, CR01.2, CR01.9:
18900|— koHUrypaums ceTeBbIX NapaMeTpoB KOHTPOSNEpPoB
18901 |- wupokoBeLLaTenbHble Kagpbl MEXAY KOHTPONepaMmm BHyTPpU NOACETH

80 |ans CT/L14, CT/L14.1, CT/L14.1P, CT/L16DINP, CT13, CT13.1, CR11,
443 |CR11.1, CR02.9, CL15, CL15.1, CL15.3, CL15.7

ana CT/L04.2, CT03.2, CR01.2, CR01.9:

TCcP  |18902|— KoHdurypauus, ynpasneHve n anarHoctvka
18903 |- npuem XypHana perucrpauum

18904 |- peructpauma nHaMLUMpYoLLLEero yCcTporucTea
18905|— pernctpauns BepmmumpyoLLero yCTponcTea
18906|— npmemM n aHann3 MOHUTOPUHra

8.2. OpraHusauus WwnpokKoBeLlaTeNIbHOW pacCbISIKU NakeToB

Mpy paboTe cucTeMbl B HECKOMNbKMUX NOACETAX ANS OpraHu3aummn LUMPOKOBELLATENbHOW pacCbifku
nakeToB (Nnepefayv MHGopMaLMM O 30HaNbHOCTW) NPOU3BEAUTE CreaytoLmne HacTPOMKK:

1. Bblgenute oguH 13 MK cuctembl B kKavecTBe Wwto3a (MapwpyTtmsatopa). Ynucno ceTesbIx KapT,
yCTaHOBMNEHHbIX B 3ToM [1K, OO/MKHO COOTBETCTBOBATbL YWUCIY MOAKMOYAEMbIX MoACcCeTeN.
Hanpumep, ecnn B cucteme ucnonb3yetca Tpu nogcetu, 1o Ha atoM [MK gomkHbl 6biTb
YyCTaHOBJEHbI TPU CETEBbIE KapTbl.

2. TlpousBeauTe HACTPOWKY CeTeBbIX UHTepdencos kaxaon cetesBon kapTbl MK, BblgeneHHOro
B kayecTBe Wwnto3a. Nepeq HacTponkon nogceten Heobxogmmo npoeeputb, YTOObI IP-agpec
ObIn1 cBOGOAEH U HE 3aHAT APYrMMN YCTPOUCTBAMM.

Hanpumep,

e |P-agpec: 10.1.1.1 Macka nogcetn: 255.255.0.0
e |P-agpec: 10.2.1.1 Macka nogceTtun: 255.255.0.0
e |P-agpec: 10.3.1.1 Macka nogcetn: 255.255.0.0

3. Bxnouute Ha [K, ncnonb3yemom B KayecTBe LWo3a, maplipyTusauuio naketos TCP/IP.
[ns atoro B BeTke peectpa OC Windows:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\services\Tcpip\Parameters
yCTaHOBUTE 3Ha4YeHUE napameTpa: IPEnableRouter=1

lpumeyaHue:

" [ononHuTenbHas NHdopmMaLms o} BKIMOYEHUMN MapLLpyTM3auum nakeToB
B OC Microsoft Windows  pocTtynHa Ha  caWTte  npousBoauTenss nNo  agpecy:
https://support.microsoft.com/

4. YcrtponctBam (koHTponnepam, [K) nogcetv yctaHOBUTE COOTBETCTBYHOLME ITOW MOACETU

CeTeBbI€ HACTPOWKM.

Hanpumep,

e nansa yctponcts 710.1.1.1-i nogceTu:
— IP-agpec: 10.1.1.x,rae x=2, 3, ...;;
— Macka nogcetn: 255.0.0.0;
— OcHoBHOM WN03: 10.1.1.1.

e nng yctpouncts 710.2.1.1-n nogceTw:
— IP-agpec: 10.2.1.x,rae x=2, 3, ...;;
— Macka nogcetn: 255.0.0.0;
— OcHOBHOM WINt03:10.2.1.1.

e anga yctponcts 710.3.1.1-in nogceTw:
— |IP-agpec: 10.3.1.x,rae x=2, 3, ...;;
— Macka nogcetn: 255.0.0.0;

fa¥al
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— OcHoBHOW WNto3; 10.3.1.1.

MK Wnio3
IP10.1.1.1 IP10.3.1.1
P10.2.1.1
@@ Xa6 10.1.1.1-¥ Xa610.2.1.1-i % Xa610.3.1. Hi
nogcetn noacetn nogcetm
- - 1D
Cepsep cuctemsl APM
KoHTponnep PERC0-5-20 KoHTponnep P 1’3?‘1 & KoHTponnep IP10.31.5
P10.11.2 IP10.11.5 1P10.21.2 24 1P10.3.1.2
KoHTponnep APM KoHTpoanep APM KoHTponnep APM
IP10.1.1.3 IP10.1.1.6 IP10.2.1.3 IP10.2.16 IP10.3.1.3 IP10.3.16
. e L ]
: | 5 | : | 5 I : | 5 |
Kontposnep U Kontponnep U > Kontponnep U
IP101.1.4 i IP10.2.1.4 APM IP10.3.1.4 APM
IP10.1.1.7 P10.2.1.7 1P10.3.1.7

MpuMep cxeMbl OpraHU3auum LWMPOKOBeELLATENbLHOW PacCbisIKK

8.3. lo6aBneHue ceteBoro nHtepcenca MK

[na nobaeneHus ceteBoro nHtepdenca (IP-agpeca n macku nogcetu) MK BoinonHuTe crneayowmne
aencreus:

1. OTkponTe OKkHO cBOMCTB NMoaKnioyYyeHue No noKarbHOM CeTu.
2. Haxwmwute kHonky CBoncTBa. OTKPOETCA HOBOE OKHO:

N4
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

@ MNogknrodYeHne No NoKaNbHOA CETH: CEOACTBA

Cem

Mook nioYeHuE Hepes!

I? Realtelt PCle GBE Family Controller

DmvEdEHHEIE KOMNOHEHTEI MCNONESYOTCA 3TAM NOOK NHYEHWEM

&8 Knuent ana cetei Microsoft -
’:]?Dﬁu.ml‘ﬂ OOCTYN K Gaidnam 1 NpUHTEPaM AnA ceTedl M|
’:]? lMnanupoBlwmk nakeTos QoS

P8 IP sepcin 4 (TCP/1Pvd)

O . [NpoTokon MyneTMNNEKCOPaE ceTesoro aganTtepa (Mal

. Dpaiisep npotokona LLOP (MaiikpocogT)

] 4 IP sepcin 6 (TCF/IPvE)

< m BE

MeTaHoBMTE... ¥oanute Ceolictea

OnucaHune

MpoTokan TCPAIP. Crangapsit npoTokon roofansHe:
ceTeil, oBeCneyMBaNWLMA CEASE MEXLY PaSMMYHEIMM
E3aMMOASACTEYIDWAMN CETAMM,

0K || Omaena |

3. Bblgenute komnoHeHT IP Bepcuu 4 (TCP/IPv4) n HaxmuTe kHonky CBoncTBa. OTKpOETCst OKHO
Ceoncrtia: IP Bepcun 4 (TCP/IPv4):

CeodcTea: IP seponm 4 (TCP/1Pwd)

Obwme |

MapameTpil IP MoXHO HE3HAYETE SETOMETHHECKHM, ECNH CETh
NoAAEM#MBEET STY BOZMOMHOCTE. B NPOTHEHOM Cnyyae yIHaiTe
napameTpel [P y ceTeBoro agMMHMCTpETOPA.

E:) Mony4ute IP-agpec asToMaTHHEKK

(®) Mnonb30BaTe CReaykowki IP-agpec:

IP-anpec: N

Macka nogceTh: | 255.255. 0 . 0 |

OCHOBHOM Wo3: | 120175 0 o199 |

Mony4nTe agpec DNS-cepeepa aETOMaTUYEKH

@) WnonezoeaTe cnedyiowmKe agpeca DNS-cepeepoe:

MpeanoJuTaemeli DNS-cepeep: | 172. 17 . 8 .1583 |

ANbTEpHaTHEHEIM DNS-cepeep: | ; a , |

[ MoaTeepamTs napameTpsl npH Boixoae | [lononHMTENsHD |

0K || OTMena |

4. B oTkpbiBweMca OkHe YybeauTecb, 4TO MepeknoyaTenb HaxoaAUTCS B MOSIOXEHUN
Ucnonb3oBatb cneayrowmn IP-agpec, nocne a1oro HaXMmuTe KHOMKy [ONOSHUTENLHO....
OTkpoeTcs okHo [lononHuTenbHbIe napameTpbl TCP/IP:

4 .
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PykoBoacTBO agMUHUCTpaTopa

JononnnTencHele napametpel TCP/P

MapaMeTpbl IF | DNS IWINS

IP-appeca

IP-agpec Macka nogceTH
172.17.0.227 255,255.0.0
10,1,2,227 255.0.0.0

NobaEuTh. .. | |H3MEHMTb... | | YaanuTo

OCHOBHBIE WNKOS6I:

LWno= MeTpuKa
172.17.0.194 ABTOMATHYECKIIA

AobaEuTh. .. | |M3MEHMT|=... | | ¥aanuTe

ABTOMaTHYECKOE HAZHAYEHHWE METDMKK

5. B 1abnuue IP-appeca Haxxmnte kHonky [lobaBuTb.... OTkpoeTcs okHo TCP/IP-appec:

TCP/IP-agpec

IP-anpec:

Macka nogceTi: | 255 Wiz B

| NobaenTh || OTMEHE |

6. B nona IP-agppec u Macka noacetTu BBeOuTe COOTBETCTBEHHO 3HayeHusa: 10.x.X.X
n255.0.0.0. Haxmute «kHOnky [o6aBuTb. OkHO OyaeT 3akpbiTo, AobaBnseMbin
IP-agpec nossutca B Tabnuue IP-agpeca okHa lononHuTenbHbie napameTpbl TCP/IP.

8.4. CeTeBble HaCTPOUKN KOHTpoOsepa

Ona obGecnevyeHns agpecHOM nepefadn [OaHHbiX Heobxooumo obecneyeHne YHUKarbHOCTU
IP-agpecoB koHTponnepoB u MK B mncnonb3yemMon nogcetu U uMx HEM3MeHHOCTb npu paboTe
CUCTEMBI.

KoHTponnepbl cuctemol moryT pabotaTtb ¢ IP-agpecamn n ceteBbIMW HaAcTpPOWKamMu, 3adaHHbIMU
npu NnpounssoacTee, nonydeHHbiMn oT DHCP-cepeepa mnu 3agaHHbIMn BpY4YHYIO.

Mpy npon3BoACTBE KOHTPOSepam CUCTEMbI 3a4aHbl CreayoLLne CeTEBbIE HACTPONKU:
MAC-appec: yHvKanbHbIN, HeM3MeHsieMbIv (yka3aH B macnopTe 1 Ha nnarte yCTpoWcTBa);
IP-agpec: 10.x.x.x (YykasaH B nacnopTe U Ha nnaTte yCTpoONCTBea);

— Wnwo3: 0.0.0.0;

— Macka noacetun: 255.0.0.0.

Bbibop cnocoba nonyyeHust ceTeBbiX HACTPOEK KOHTPOSNEPOM OCYLLECTBMASETCS YCTaHOBKOM
nepemblvkM (dxkamnepa) Ha pasbem XP1 nnatbl KOHTponnepa. PacnonoxeHue pasbema Ha nnarte
YCTPOWCTBA yKa3blBAETCS B €ro 3KCnnyaTaunoHHON AOKyMeHTaumu. Mpu npom3BoacTBe Nepemblyka
He yCTaHaBMMBaETCH, YTO COOTBETCTBYET PYYHOMY PEXMMY HACTPOMKMN.

fa¥a
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BHumaHue!

YcTaHOBKa W CHATUE nepemMblyKn OOJDKHblI MPOM3BOOUTBLCA TOJIbKO MPU OTKIMHOYEHHOM
NCTOYHUKE NUTaHNA KOHTpOepa.

BapuaHTbl ycTaHOBKM NepemMbl4ku Ha pa3bem XP1 koHTponnepa PERCo

Pexum Pasbem NMpumeyaHue

«PVyYHOU Ecnu ceTeBble HacTporkv He ObINN M3MEHEHbI, TO KOHTpONnep
ei/KUM» paboTaeT ¢ 3aBOACKUMU HACTPOKaMM.
p [a]a]=a] Mpn wu3MeHeHUM ceTeBblX HacTpoek w3 MO wunu  4epes

nepemMblyK -

( ef:ma) a e Web-nHTepdelnic, KoHTponnep HadvMHaeT pabotatb C HOBbIMU
HacTporikamu 6e3 nepesanycka.

«IP MODE» Pexum npegHasHadeH ona paboTbl B CETAX C AMHAMUYECKUM

pacnpegeneHuem IP-agpecos.
KoHTponnep nony4aet ceTeBble HacTponkn ot DHCP-cepeepa.

KoHTponnep paboTaeT c ceTeBbIMM HacTpomnkamu,
YCTaHOBIIEHHbIMW NPU NPOU3BOACTBE.

(nepemblyka B
nonoxexue 1-2)

«IP DEFAULT» Maponb gnsa pgoctyna K  KOHTponnepy  cbpacbiBaeTtcs.
(nepembluka B 1P |Nonb3oBaTenbCkMe ceTeBblE HACTPOWMKK, €Criv OHM Bbinn 3agaHbl
nonoxexve 2-3) paHee, COXpaHsATCS. Mpn  cnepyrowem BKIIOYEHUN,
ecnv nepembldka OyaoeT cHATa, KOHTponnep HadHeT paboTaTtb

C HUMM.

N3meHeHne ceTeBbIX HAaCTPOEK KOHTponnepa B «Py4YHoM pexume» MOXeT npoussogmTtbca ot K
c yctaHoBrneHHbiM MO PERCo-Web wnu 4yepe3 Web-nHTepdenc koHTponnepa. [lpu 3tom
Heobxoanmo, 4Tobbl KoHTponnep u MK 6bnn nogkntoyeHbl Kk cetn Ethernet n HaxogunNUcb B OGHON
noaceTu (BO3MOXHO MOAKINIOYEHME KOHTPOMepa HEMNOCPEACTBEHHO K pa3beMy ceTteBow kapThbl [1K).
Mpn nepBom nogkntodeHnn K koHTponnepy (K moxeT noTpeboBaTtbca J00aBUTL CETEBOW
MHTEpPenc B AecsaTon nogceTu.

8.5. Hactponka DHCP-cepBepa B OC Windows

Ona paboTbl B ceTdx C AuHamuyeckum pacnpegeneHnem |P-agpecos, korga KOHTpoOSnepsbl
nony4atoT cetesble HacTporikn oT DHCP-cepBepa, He06X0AMMO AN BCEX KOHTPOMSEPOB CUCTEMBI
C MOMOLLIbIO MEPEMBIYKM Ha NnaTe ycTaHoBUTb pexum «IP MODEy.

Mpn HacTtponke DHCP-cepBepa Heobxogumo 3apesepBupoBaTb AuanasoH |P-agpecos,
BblAeNsieMblX KOHTponfepam cuctembl. locne yero npusdasate MAC-agpeca KOHTPOMfepoB K
IP-agpecam 13 3ape3epBMpOBaHHOIO AnanasoHa. [1na atoro (ganee npyveBegeH npyMep HaCTPOMKM
DHCP-cepBepa ansa cuctemol Windows XP):

1. Banyctute DHCP-cepBep. [na atoro Bbibepute nocneposatencHo: Myck> lMporpammbi>
> AamuHuctpupoBaHue> DHCP. Otkpoetcst okHo DHCP.

2. 3apesepBupynte guanasoH |P-agpecoB Onsi KOHTPOMNepoB cuctembl. HasBaHnne obnactu
nonucaHne moryt 6biTb nobbiMu. 3Ta wMHPOpMauua Heobxoauma Anst CUCTEMHOrO
agMuHWUCTpaTopa, MNO3TOMY HasBaHWe [AOMKHO ObiTb [AOCTATOMHO  MHAOPMAaTUBHBLIM.
PekomeHgyetca genatb obnactb HECKONbKo 6Gonblue, YemM YMCIIO KOHTPOMNEepoB, KOTOpoe
nnaHMpyeTcsa UCMONb30BaTh. Takke 3agaBaviTe Takyto obnacTtb agpecos, KoTopas He Oyaet
BKMoYaTh B ceba yxe cywectsytowwme MK ¢ pukcrnpoBaHHbIMM agpecamu:

oW1
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2 BHCP e —_—
Geicoe B || &= = | BO@ XFRHE @ ®
CipyrTypa I |06m‘b{l&0-ﬂ-0]w
Do 21
=) {3 b004 [10.0.0.180) Odiuse
5) 423 O6necto [10.0,0.0] P5_17000 | Cagx6a DS | Doromsmessio]
{) NMyn sapecce
D Apenaceanreie sapeca _J Ddnacre
E- L3 Pesepenpieanng
s [10.0.0.182) SK¥D_1_te
(g8 NapaneTpui obnacTk Mrea efinacru Em
=) Tabnnua BOOTP
B Napa=1po: Cepeepa Havanuinss |P-agpec: I 10.0.0.1&
Koneal IP-aapec: I 10.0.0 .25

i e ) i i .
I ECHS L CETE I L L minE

Cpor pefcreun aperin aapecs ana DHCP-kaerros
" Hedonee

3 7

% Bes orpadieHs

Omeacarie: I

3. [lpowusBeante akTmeaumo obnactu:

1o/ x]

| Fle Oction Wew Heb |

e AEXEFDB 2 ® |

@ DHCP |- Scope [10.100.50,0] whwarz-pxe
= ey w2k3[10.100.50,5] [ oo I
= o] S [10.100,50.0] whwa e =
. [[) Address Pool Display Statistics. ..
R e o s
Eoy i Reconcile, ..
- _=| Reservations
{48 Scope Options
|_] Server Options
L3 Opt = =
Delete
Refresh
Export List...
Properties
Help
|
iﬂ.d:ivate this scope | |

Mocne onepauun DHCP-cepBep cMOXeT npegocTaBUTb WHGOPMaLMIO, Heobxogumyto
KOHTponnepy Ans nonyyeHus IP-agpeca.

4. T[lpoBegute pesepBupoBaHue IP-agpecoB ansg KOHTPONNEPOB cUCTEMbI. [ns 9TOro Kaxgomy
KOHTponnepy cuctemMbl B cootBeTcTBUE ¢ MAC-agpecom, ykazaHHbIM B €ro nacnopTe, BblganTe
IP-agpec n3 cosgaHHoro guanasoHa. [na ygnobctBa gobaBbTe onucaHue, Kak ykasaHo
B Npumepe:

-
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| ascon ou || @ > Glm XED @ | &

Croyerype | [[10.0.0.182] skvD_t_test
8 trce CBoiicTea: [10.0.0.182] SKYD_1_test e d 1|

= {a) b004 [10,0.0.180]
= (L OBmacrs [10.0.0.0) P5_170c D | Ungwoa DNs |
L) Nyn aapecce
_ﬂ ADPEHADEAHH=IE Aapeca _,ﬁ 3apesepeupos 0 KHSHT
=l 8 Pesepenpoeanne
%5 [10.0,0.182) SKYD_1
4 Napanerpe) obnacrn

(&) Tabmiua BOOTP W merrs; [SKYO_I

2 NapaneTpul cepeopa hiss ['—
MAC-anpec: I‘RSOJD?’:GbUJ
Oracarae [(pinanan

MNoaaeprusasticie “une:
% D6a

" romno DHCP
" romro BODTP

DK I OreHa ‘ anMBHM'be

5. Bblnonuute onepauunto ana Kaxxagoro KoOHTpoJsiiepa CUMCTEMbI.

6. [locne BKMOYEHWUsI ANEKTPONUTAHWUS W NOAKNoYeHUsa K cetn Ethernet koHTponnepbl 6yayT
oTobpaxaTbCs B CNMCKe apeHOOBaHHbIX agpecoB. lNMpoeepbTe, YTOOLI B CTONOLE O BpEMEHM
apeHabl agpeca Haxoaunacb MHopMauusa 06 aKTMBHOM pe3epBMPOBaHUM.

8.6. Hactpomnka DHCP-cepBepa B OC Linux

Ona paboTbl B ceTdx C AuHamuyeckum pacnpegeneHnem |P-agpecos, korga KOHTpoOnepsbl
nony4atoT cetesble HacTporikn oT DHCP-cepBepa, He06X0AMMO AN BCEX KOHTPOMSEPOB CUCTEMBI
C MOMOLLIbIO MEPEMBIYKM Ha NnaTe ycTaHoBUTb pexum «IP MODEy.

Onsa Hactponikn DHCP-cepsepa ISC DHCPD B cpepne OC cemenctea Linux Heob6XxoomMmo BHECTH
N3MeHeHus B dhann KoHdurypaumm cepeepa: /etc/dhcp.conft.

Mpumep BapunaHTa canna koHdurypaumm:
# Homcers 10.100.0.0, macka cetum 255.255.255.0
subnet 10.100.0.0 netmask 255.255.255.0 {
# Macka momcerm 255.255.255.0
option subnet-mask 255.255.255.0;

# mmanasoH ampecoB s KoHTpossepor # 10.100.0.10-10.100.0.254
range 10.100.0.10 10.100.0.254;

#onmcanme KoOHTpoJsslepoB (proxod 1, .., office room 101) #oBpaTure
BHYMaHME Ha TO, YTO HEOOXOIMMO MCIIOJIL30BATH
#IP-ampec mM3 BHIEJEHHOI'O IMalla3OHa

host proxod 1 {
hardware ethernet XX:XX:XX:XX:XX:XX; fixed-address 10.100.0.50;
1

host office room 101 {

hardware ethernet XX:XX:XX:XX:XX:XX;
fixed-address 10.100.0.37;

}

}
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Onuun HacTpoek MapLlipyTMsaTopa, AOMeHa, LiupokoBelwlatenbHoro agpeca, DNS u T1.4.
nponucebiBaloTCss nNpu  HeobxogumocTtn. [na Gomnee nOMHOM uMHOPMaUUM O BapuaHTax
KOHpurypauum Bocnonb3yntecb kKoMaHaon man dhcpd.conf.

UTobObl BHECeHHble B hann /etc/dhcp.conf WM3MEHEHUA BCTYNunM B cuny, HeobxoguMmo
nepesanyctuTb cepeep. [N 3Toro MOXXHO UCMONb30BaThb CrieayloLne KoMmaHabl:

/ etc/ rc. d/ init. d/ dhcpd stop — ANSa OCTAHOBKY;

/ etc/ rc. d/ init. d/ dhcpd start —[ans ero samnycka.

8.7. BHeluHee noakrnoYeHue KoHTpornnepa K cepsepy PERCo-Web

B cnyyasx, korga IP-agpec KoHTponnepa LOMKEH CKpbIBaTbCA MO coobpaxkeHusim 6e3onacHocTy,
BO3MOXEH BapuaHT MOAKMIOYEHNS KOHTponrepa K cepBepy no BHewHeMy |P-agpecy cepsepa.
Mpn TakoMm nogkntodeHnn cepsep 3anommHaeT MAC-agpec KoHTponnepa, npu atom IP-agpec
KOHTponmnepa MoxeT ObiTb NoObIM, MEHATbCA AUHAMWYECKW, a TakkKe KOHTponnep MoxeT
HaxoauTbCSl BO BHELLHEN CETH.

| BHumaHue!

£28 NaHHas dYHKLUMST BO3MOXHA TONbKO Anis koHTponnepos CL15, CL15.1, CL15.3, CL15.7,
CR11, CR11.1, CR02.9, CT/L14, CT/L14.1, CT/L14.1P, CT/L16DINP n ona BCTPOEHHbIX
koHTponnepoB CT13, CT13.1 aneKTPpOHHbIX NPOXOAHbIX.

[ns nogkntoyeHus KoHTponnepa k cepsepy PERCo-Web no sBHelHeMy IP-agpecy cepsepa:

1. Yb6eauTtecnb, uTo KoHTponnep u MK nogkntoyeHsbl k ceTn Ethernet n HaxogaTcs B OAHOM NOACETH
(BO3MOXXHO MOAKIOYEHME KOHTPOSfiepa HENnocpencTBEHHO K pasbemy ceTeBon kapTtbl [MK).
Mpu nepBom nogkntodeHmn Kk koHTponnepy K moxeT notpeboBatbcsi gobaButb ceTeBou
nHTEepdenc B gecaton noacetn. Takke MOXeT MOTpeboBaTbCA OTKMOYUTL MPOKCU-CEPBEP
B CETEBbIX HaACTpoOWMKax uchnonb3yemoro 6paysepa. Hanunume Takmx cepBepoB unin Cryxo,
kak DNS 1 WINS, He TpebyeTcs.

2. TogknouuTtecbk kK Web-uHTepdency koHTponnepa. Onga aTtoro BBeauTe B afpeCcHYH0 CTPOKY
Opaysepa |IP-agpec koHTponnepa (ykasaH B nacnopte 1M Ha nnaTte KoHTposnnepa), nocne vero
Haxkmute kHonky Enter Ha knasmatype. lNpun HeobxogumocTM BBeguTe Maponib AOCTyna
K KOHTponnepy. Mo ymonyaHuio naposb OTCyTCTBYET.

llpumeyaHue:

" TMonHoe pykoBoactBo no pabote ¢ Web-uHTepdencom cmoTpute B pPyKOBOACTBAX MO
aKcnnyaTaunm Ha KOHTPOnnepbl N 3MEeKTPOHHbIE NPOXOAHbIE.

3. TMepengute B nogpasgen Cepeep pasgena Hactponku B meHio Web-nHtepgenica. OTkpoetcs
cTpaHuua c pabo4yern obnactbio cneaytoLero snaa:

HacTpoiki Agpec cepeepa: |
BpemMa
CeTh WndpposaHue: HeT >

Maponsb gocTyna

CoxpaHuTk
dOpMaT KapT

4. B OTKpbIBLUEMCS OKHE MpoM3BeanUTE HEOOXOOMMbIE N3MEHEHUS:

e B none Aapec cepsepa BBeauTe |P-agpec cepBepa, Ha KOTOPOM YCTaHOBMeHa cucTema
PERCo-Web;

¢ B napameTpe WudpoBaHune 3agante Tpebyembii cnocob LndpoBaHus.
5. Haxmute kHonky CoxpaHuTb. BHeCeHHbIe n3amMeHeHnsa 6yayT COXpaHeHbI.

=7
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8.8. lNpoBepka cBasun mexay NK n KoHTponnepom

[nsa KoppekTHOro MyHKLMOHMPOBAHUSA CUCTEMbI HeobxoauMmo obecneunTb YCTOMYMBYHO CBSI3b
nocetn Ethernet wmexagy cepBepoM CUCTEMbI W BCEMW  KOHTpomnnepamuv  CUCTEMBbI.
Mpn HeobxogmmocTu NpoBepkn ceA3n mexgy MK n ogHMm 13 KOHTPONNEPOB CUCTEMbI NPOU3BEANTE
cnegylowme encTeus:

1. BbiGepute nocneposatenbHo Ha [1K: Myck> BbinonHutb. OTKpoeTcss OkHO 3anyck

nporpamMmsi:
3anycK NporpaMmMbl _‘3_}_35_]
= BEEEgMTE MMA MPOrparMel, Mark, JO0KYMEHTS MK
E? pecypca MHTepHETS, 1 Windows oTkpoeT 1y,
CTHPEITE ] cmd.exe :j

(0]} OTMEHS | obzop... I

2. B oTkpbIBLLEMCA OKHE BBEAUTE KomMaHay: cmd.exe u Haxxmute kHonky OK.

3. OTKpoeTCcs OKHO MHTEepdenca KOMaHAHOW CTPOKN C 3arofiOBKOM:
C:\WINDOWS\system32\cmd.exe.

4. B OTKpbIBLLEMCHA OKHE BBEAUTE KOMaHAY:

ping XX.XX.XX.XX, rge xxX.XxX.xX.XX — |P-agpec KoHTponnepa, ¢ KoTopbIM
Heobxoanmo nposepuTb cBA3b (Hanpumep 10.0.103.253).

5. Ecnun cBsasb OygeT ycTaHoBMEHa, TO NOSBUTCS OTBET CrieayroLlero suaa:
OrBeT OT XX.XX.XX.XX: umciyo banmr=32 BpemMa<lOmc TTL=128.

UUWINDOWS system32 cmid.exe

Microsoft Windows XP [Bepcua 5.1.2600]
(C) Kopnopauua MakkpocosT, 1985-2001.

C:\>ping 10.0.103.253
ObMeH nakeTaMH ¢ 10.0.103.253 no 32 baWT:

oT 10.0.103.253: uucno BanT=32 BpeMa<iMc TTL=100
oT 10.0.103.253: 4ucno 6aiT=32 BpeMa<liMc TTL=100

oT 10.0.103.253: uucno BanT=32 BpeMa<iMc TTL=100
oT 10.0.103.253: uucno B6aiT=32 BpeMa<liMc TTL=100

CtaTtucTHKa Ping ana 10.0.103.253:

MNakeToB: oTnpaeneHo = 4, nony4eHo 4, notepaHo = 0 (0% noTepw]),
NMpHBnusuTenbHoe BpeMd MpHeMa-nepegadqu MC:

MUHKMManbHoe = BMcek, MakcHHanbHoOe 0 Mcek, CpegHee = 0 Mcek

faYa
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6. Ecnu cBA3b He ycTaHOBfeHa, TO ecTb OTBeT OT |P-agpeca He nomnyyeH, npoBepbTe
NpPaBUIbHOCTb HACTPOMKN MapLLPYTU3aLMN CETH.

& C:\WINDOWS'\system32\cmd.exe =[0] x|
B

Microsoft Windows XP [Bepcua 5.1.2600]
(C) Kopnopauua MailkpocoeT, 1985-2001.

C:\>ping 10.1.1.4
0bMeH nakeTtaMd ¢ 10.1.1.4 no 32 badT:

anEhllﬂEH HHTepBan OoXHMgaHWA ANA JIanpoca.
anEbII.'I.IE"H HHTepBan oXxHAaHWA AnA 2anpoca.
MNpeBblweH WHTEpBan OXWMAAHWA ANA 3anpoca.
MNpeBeileH WHTepBan oxWAaHWA ANA Janpoca.

CraTtvcTuka Ping gna 10.1.1.4%:
NakeToB: oTnpaeneHo = 4, nonyd4eHo = @, noTepAaHo = 4 (100% noTepb),

C:\>

| k i

7. KoHTponnepsl CUCTEMBI He noaaepxvsarT bparmeHTaumIo IP-nakeToB
MNoatomy HeobxooMMO yOooCTOBEpPUTLCS, YTO IP-nakeTbl Ha BcemM MPOTSHXXEeHUW OT cepBepa
cucTeMbl OO KOHTponsiepa He dparmeHTupytoTcd. Ons aToro BBeguTe Ty Xe KOMaHOy
C KINIOYOM —1 U yKa3aHMeM Ha pasMmep OTNpaBrisieMoro naketa AaHHbIX, Hanpumep, 576 6anT:

ping XX.XX.XX.XX -1 576.

8. Ecnu cBA3b ecTb, a pasmep OTMNPaBIIEHHOro Naketa coBnagaeT C pa3mepoM, MOfyyYeHHbIM
B OTBETE, MOXHO YyTBepxaaTtb, u4TOo IP-nakeTel pasmepoM MeHbwe 576 6Gant
He dpparMeHTMpyTCA:

OreeTr otr 193.124.71.56: umcino B6amr=576 BpeMmsa<lOmc TTL=128.

e G WINDOWS system32t . cmd.exe

Microsoft Windows XP [Bepcua 5.1.2600]
(C) Kopnopauua MarkpocosT, 1985-2001.

C:\>ping 10.0.103.253 -1 576
0bMeH nakeTaMd ¢ 10.0.103.253 no 576 baiT:

OTBeT oT 10.0.103.253: uucno BalT=576 BpeMa=1Mc TTL=100
OTBeT oT 10.0.103.253: uucno BalT=576 BpeMa<iMc TTL=100

OTBeT oT 10.0.103.253: uyucno BalT=576 BpeMa<iMc TTL=100
OTeeT oT 10.0.103.253: uyucno balT=576 BpeMa<lMc TTL=100

CtaTHcTHKa Ping gana 10.0.103.253:

NakeToB: oTnpaeneHo = 4, nonydeHo = 4, noTepAHo = B (0% noTepb),
MpubnusuTenbHoe BpeMA MpUeMa-nepegadd B MC:

MUHHMManbHoe = OMcek, MakcHManbHoOe 1 Mcek, CpegHee = 0 Mcek

faY¥a
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

9. Ecnv nonoxutenbHbln OTBET MNONYyYUTb HE yOaeTCs, TO BEpOsiTHee BCEro Ha Ny T crneaoBaHus
IP-nakeToB HaxoguTCcs ceTeBOoe KOMMYyTUpylowee obopyaoBaHue (poyTep, KOHLEeHTpaTop
n ceteBble Moaembl), gensduiee IP-nakeTbl Ha d)parMeHTbl pasMepoM MeHblue 576 GanT.
MNpoBepbTe HaACTPOWKn 3Toro obopyaoBaHMSA M MO BO3MOXHOCTU YBENWYbTE MaKCUManbHbIV
pasmMep 6roka AaHHbIX ogHoro naketa MTU (maximum transmission unit). O6blMHO 3TOT
napameTp o6o3HayvaeTcsa kak MaxMTU vnu IPMTU.

10.Ecnn B ceTn BO3MOXHbI HECKOSNbKO BapuaHTOB KOMMYyTauum, TO HabepuTe KomaHgy
C KIOYOM —t:

ping XX.XX.XX.XX -1 576 -t.

11. KommyTupys pasHbiMn cnocobamu, CMOTpUTE Ha BpemMs OTBETa, BblbMpasa coeguHeHue,
Jawowee MakcumarnbHO ObICTpbi OTBeT. [ns BbiBOAA cTaTtUCTUKM HaxmuTe: Ctrl+Break
(Pause).

12. [lns octaHoBku Haxxmute Ctrl+C.

AN
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9. YcTtaHOBKa cuctembl
| BHumaHue!

S5 ina koppekTHoM paboThl cepBepa CUCTEMbI MOXET noTpeboBaThcs AONOMHUTENbHas
HacTpovika 6paHamayapa Windows.

Mpn ycTaHOBKE CUCTEMbI NPUAEPKMBANTECH CrieayoLen nocrnegoBaTenbHOCTU AENCTBUN:

1. 3anyctute yctaHoBOYHbIM pamn Setup.exe. CrnegyinTe ykaszaHMsSIM macTepa YCTaHOBKMU.
AKTyanbHas Bepcusi yCTaHOBO4YHOro dpamna cuctembl PERCo-Web poctynHa Ha cante
koMmnaHum PERCo, pacrnonoXeHHOM No agpecy: WWWw.perco.ru.

2. BbibepuTe s3bIK yCTaHOBKN.

3. Bbibepute TMn yctaHoBku. Ecnv HeT HeobxoaumocTu BblIGOpa KOMMOHEHTOB AN YCTaHOBKM
N HACTPOWKN CETEBLIX MApamMeTPOB CEPBEPOB CUCTEMbI, TO BbiGMpanTe Tvn NonHasa yctaHoBKa
CUCTEMbl C peKoOMeHAyeMbiMM MnapameTpamu, B MpOTUBHOM crnyvyae — BbibpaTtb
KOMMOHEHTHLI U NapamMeTpbl Afisl yCTaHOBKU cuctembl. HaxxmuTe kHonky Janee.

4. OTKpbiBLUEECA AMANOroBOE OKHO COAEPXWT MMUEH3NOHHOE COrnalleHne Ha MCnorb3oBaHne
cuctembl. [locne ero npoYTeHWss HeOBXOAMMO YCTaHOBUTb MNepeknioyaternb B MNOMOXeHne
Al npMHMMalo ycrnoBus cornaweHus 1 HaxaTtb KHOMNKy [lanee Ans NpoJomHKeHNS YCTaHOBKMN.
MNpy ycTaHoBKe nepekntoyatens B nonoxeHne f1 He NMPUMHMMAalOD YCNOBWUA COrnalleHus,
kHonka [lanee 6yaeT HeakTMBHA (Henb3a 6yaeT NPOAOIMKNUTL YCTAaHOBKY CUCTEMBI).

5. B oTkpbiBLlEMCA [ManoroBOM OKHe HeobxoauMmo BbibpaTb nanky, B KoTopyw 6yayT
YCTaHOBMNEHbI hansibl CUCTEMBI:

i

Brifbop nankH yCTaHOBKH
B Kakyt Nanky Bel XOTWTE YCTaHOBWMTE PERCo-Web2, v2.0.6,107

MporpaMMa ycTaHoBWT PERCo-Web2, v2.0.6. 10 B cnen yHoLL Y Nanky.

HamuTe «<flanees, yTobel Npogom+MTe. Ecni Bel XoTHTe BeIDpaTh APYTYHD NaNKY,
HaMuTe «0030p:,

|C: YProgram Files\PERCo\PERCo-Web2 | Dfzop...

[ns ycTaHOBKM peKOMeHOyeTCA WCMoNb3oBaTb Narnky, YCTAHOBMEHHYK MO YMOMYaHWUIO.
Mo ymonuaHutwo ato C:\Program Files\PERCo\PERCo-Web. Ecnu HeobxoouMmo, yKaxute
ApYryto nanky unu Bbibepute ee, Haxan KHONKy O63op. [1ns NPOAOIMKEHNS YCTaHOBKN HAXMUTE
kHonky [anee.

6. Ecnu 6bin BbIGpaH TN ycTaHoBKM BbIOpaTb KOMNOHEHTLI MU NapaMeTpbl ANs YCTaHOBKMU
CUCTEMbI, TO OTKPOETCSH OKHO CO CMWCKOM Ans Bblbopa KOMMOHEHTOB AN AarbHewnen
YCTaHOBKW. B OTKpbIBLUEMCA OKHE OTMEeTbTe (prnaxkaMu KOMMOHEHTbl CUCTEMbI, KOTopble
Heobxoaumo yctaHoBuTb Ha [1K, n HaxxmuTe kHonky danee.

W]
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

OTKpoeTcst HOBOE OKHO:

Hacrpoitka basbl ganubix
YKEmMTE NapameTpel paboTel cepeepa Baskl AaHHEIX

KaTanor anA baskl AaHHEIX:

|C: YProgramData\PER. Co-Web2imysql Chzop...

HazeaHue Da3kl AaHHBIN:

|peru:-:| | YCTaHoEMTE MySOL-cepEep 033kl DaHHEIX

Anpec cepsepa Ba3bl AaHHBX: NOPT:
|12?.|:|.|:|.1 ||4gn|:|1 |

WMMA NnonbsoBaTensA:

|r|:u:|t |

MNapone:

7. [OnaycrtaHoBku cepBepa 6a3bl AaHHbIX MySQL yctaHoBuTe (hbnaxok y napameTpa YCTaHOBUTb
MySQL-cepBep 6a3bl gaHHbIX. B none Karanor ansa 6asbl AaHHbIX yKaXute nanky
pacnonoxenuna b cuctembl. o ymonuanuwo 310 C:\ProgramData\PERCo-Web\mysql.
Ecnn Heobxoanmo, ykaxkuTe Opyryto nanky unu ebidbepute ee, HaxaB kHonky O630p. B none
Ha3BaHue 6a3bl AaHHbIX YKaXuTe HasBaHue 6asbl AaHHbIX. [10 ymonuyaHuto 3TO perco.
Mpn Heo6X0OMMOCTM M3MeHUTE 3HaYeHUsa B nonsax Agpec cepBepa 6a3bl JaHHbIX U MOPT.
B nonax Uma nonb3oBartensa u lMaponb HeobGXxoauMMO ykasaTb AaHHbIE YYETHOW 3anmcu
nonb3oBarens.

llpumeyaHue:

=7 Ecnu ucnonb3ayeTcsa BHelwHnii MySQL-cepsep, He BXOAALLWIA B AMCTPUBYTUB, HEOBXOAMMO
CHATb onaxok y napameTpa YctaHoButb MySQL-cepBep 1 ykasaTb yyeTHble AaHHble
OT Heo6Xxo0aUMOro cepBepa B COOTBETCTBYIOLLMX MOSAX OKHA.

llpumeyaHue:
.’ [Ona OC Astra Linux ncnonb3yetcsa CYB[, PostgreSQL.

8. [Ins npooorxeHus yCTaHOBKM HaxkmuTe kHonky flanee. OTKpoeTcsi HOBOE OKHO:

Hacrtpoiika Web-cepeepa

@ MpocToe coeauHeHue C WEB-cepeepom (HTTP), TCP nopT :

E30MNacHoe CoeqMHEHHME C -CEPBEPOM 5 nopT . 443
(B WEB (s5L), TCP

CoznaTe SSL-cepTudMKaT ana WEB-CepBepa C MMEHEM:

MopT MeHeaxepa PERCo-Web 45000

MMa nonezoEaTens MeHeawepa PERCo-\WWeb

Maponk MeHenwepa PERCo-Weh

< Hazaa OTtmeHa

fa¥al
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PykoBoacTBO agMUHUCTpaTopa

9. T[lpousBeauTe HACTPOWKY CETEBbLIX MapaMeTpPOB CEPBEPOB CUCTEMBbI. [Ans 3TOro ycraHoBuTe
dnaxok lMpoctoe coeauHeHne c¢ WEB-cepBepom (HTTP), TCP wnn Be3onacHoe
coeguHeHne ¢ WEB-cepBepom (SSL), TCP u ykaxute csoboaHbii nopT. Ecnn ykasaHHbIN
MopT y>Xe UCMOoMb3yeTcs B CUCTEME, NOSIBUTCA AMArioroBoe OKHO. B okHe HaxxmuTe kHomnky OK
1 BbiGepute cBOGOAHbLIV NOPT.

BHumaHue!

Bepcua PERCo-Web 2.x.X.X U _BbllWe He MOXeT ObiTb yCTaHOBMEHa MNOBEPX Bepcuu
PERCo-Web 1.x.x.x. Noatomy npu takom obHoBneHun MO Heobxoammo GyaeT 3agaTb
NnopT, OTAMYHBLIA OT WCMNONb3YyEeMOro paHee YCTAHOBMEHHOW Bepcuen (Mo YMOM4YaHwuto
ncnonbdyetcd nopt 80, M3MEHUTE Ha Opyron cBobOLHLIN), a 3aTeM MUTPUpPOBaTb AaHHbIE
13 nepsou Bepcum MO ¢ NOMOLLBIO YTUIUTBI MUTPaLUK.

10. Mpwn HeobxogmmocTn yctaHoBuTe dhnaxok Cospatb SSL-ceptudmkar gna WEB-cepBepa
n ykaxxute nma ana SSL-ceptudukaTta.

| BHumaHue!

S5 ins nopgepxkM LWMAPPOBaHMS B LIENsIX MOBbILIEHWST 6e30NacHOCTM PeKOMEHOBaHO
Bbl6paTb napameTp besonacHoe coeanHeHne ¢ WEB-cepsepom (SSL), TCP.

11. B none [Mopt wmeHemxepa PERCo-Web ykaxute cBobogHbii nopT pgns  pabothbl
c MeHepxepom cuctembl 6esonacHoctu PERCo-Web. Mo ymonuanuio ato nopt: 49000.
B nonax Umsa nonb3oBartensa meHemxepa PERCo-Web v NMaponb meHepxepa PERCo-Web
HeobxoauMO yKasaTb AaHHble YYETHOW 3anucu nosnb3oBartens. [ns npoaormKeHMs yCTaHOBKU
HaxmuTe kHonky [lanee.

12. B OTKpbIBLLEMCS OKHE yKaKuTe nanky pacnonoxeHus dannos B[l Bugeocepsepa cuCTEMbI.
Mo ymonyaHuto ato C:\ProgramData\PERCo-Web\video. Ecnn Heobxoaumo, ykaxute Apyryto
nanky unu sblbepute ee, Haxas KHOMNKy O63op. [1na NpoaomKeHNs YCTaHOBKN HaXXMUTE KHOMKY
Danee.

13. B oTKpbIBLLEMCS OKHE NpY HEOBXOAUMOCTU YcTaHoBUTE chnaxok Co3paTb 3Ha4Yku Ha Paboyem
ctone. o OKOHYaHUM YCTaHOBKM Ha paboyem CTone aBTOMATMYECKUM OTOOPAa3ATCA 3HAYKM
PERCo-Web 1 MeHempxep PERCo-Web. [1na npogomkeHUss yCTaHOBKM HaXMWUTE KHOMKY
Hanee.

14. BygeTt npoBefeHa nposepka KoHpuUrypaumm cuctemMol. [1ns npoaomkKeHNs: YCTaHOBKU HaXXMUTe
kHonky Oanee.

15. B OTKpbIBLLEMCA OKHE B BUOE CMNCKA OT06pa)KeHbI BCe Bbl6paHHbIe napamMeTpbl And yCTaHOBKA
cuctemsl. Ans npoaoJNKeHUA YCTaHOBKU HAXXMUTE KHOMKY YcTtaHOBUTL.

HayHeTca mpouecc ycTaHOBKM M OTKPOETCS HOBOE AuarioroBoe OKHO. B guanoroBom okHe
yCTaHOBKWN oToGpakaeTcs MHpopmaumst 0 pesynbTaTtax yCTaHOBKM CUCTEMBI:

5

YcranoBKa koMmnoHeHTa "Web-cepeep’
LWar 4uz 5

PacnakoBka hainos. ..
C:'Program Files\PER Co\PER Co-Web2\apilwebdient\assets\soul\user-mode, bundle  js

OTMeHa

16. Mo 3aBepluieHWM yCTaHOBKM Ansi aBToMaTtudyeckoro 3anycka MeHedxepa PERCo-Web
Heobxoanmo yctaHoBuTb hrnaxok OTKkpbITb MeHemkep PERCo-Web; ons aBTomaTu4eckoro
3anycka ctaptoBon ctpaHuubl MO PERCo-Web Heob6xoanmMo ycTaHOBUTE onaXkok OTKpbITh
ctaptoByto ctpaHuuy MO PERCo-Web:

la¥al
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

JasepuweHwe Macrepa yCTaHOBKM
PERCo-Web2, v2.0.6.10

Mporpamma PERCo-Web2, v2.0.6. 10 ycTaHoBNEHS Ha Balw
KOMMBOTEP, MNPUNCHEHWE MOXHO 3aNYCTHTE © NOMOLLEKS
COOTBETCTEYHILWEND 3HEHKA,

HammMuTe «3aBepluMTe s, YTolbl BEINTI M3 NPOrPaMMB
YCTEHOBKM,

OTKpeITe Menegxwep PERCo-Web
OTKPBITE CTEPTOBYHD CTRaHWLY MO PERCo-Web

SEEEpWKMTE

17. Ona 3akpbiTUss OKHa MacTepa YCTaHOBKM HaXMuTe KHOnky 3aBepwutb. Cucrtema
PERCo-Web ycTtaHoBneHa Ha KOMMbOTEP.

18. Mpun HeobxogmmocTu npnobpeTuTe NuueHsuto Ha MO cuctembl.

19. Otkponte MeHemxkep PERCo-Web, nepengute Ha Bknagky OnacHas 30Ha M HaXKMUTE KHOMKY
CkayaTb CeKpeTHbIM Knw4. Ha KomnbloTep asBTOMaTM4ecku 3arpy3utcsa  dann
C FeHepUpOBaHHbIM  CEKPETHbIM  KMOYOM  Afs BO3MOXHOCTM BOCCTaHOBMEHUS [OocTyna
K 3alWMdpOBaHHbIM AaHHbIM cucteMbl PERCo-Web. B cnydae nonHou nepeycTaHoBKM
cuctembl Heobxoammo 6yaet 3antn B MeHepxxep PERCo-Web, 3arpy3ntb paHee coxpaHeHHbIN
CEKpPETHbLIN KIHoY U nepesarpy3untb Bce cepauckl (Web-cepep n CepBep cuctemsl).

lpumeyaHue:

= Insa nonHoro ypaneHusi Bcex mogynen cuctembl ¢ K wucnonb3dynte crtaHgapTHbIA
komnoHeHT MS Windows «Ycma+oeka u ydaneHue npoepammy. [Ans 3anycka KOMMNOHEHTa
Bblbepute nocnegosartensHo Myck > MapameTpbl > NMpunoxeHus. B OTKpbIBLLEMCS OKHE
Bblgenute cTpoky « PERCo-Web2» n HaxmuTe KHOMKy YAaanuThb.

BHumaHue!

» Ana yctaHoBkn Bepcun O PERCo-Web ons OC Linux HeoBXxoaMmoO OTKPbITb apxuB,
CKOMMpoBaTb YCTaHOBOYHbLIN (harin dopmata *.deb, *.rpm, n yctaHoBuTtb 10 PERCo-Web
COrNacHO MHCTPYKLMM.

Ons OC ROSA npu ncnonb3oBaHun MariaDB HyxHa Bepcus MariaDB 10.2 vnn Bbiwe.
(MariaDB ncnonb3yetcs Tonbko B OC ROSA).

oW1
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10. YnpaBrneHue NUUEeH3UAMHU

CocTtaB moayneu NO PERCo-Web

Mopgynb MO Bxoaswme B Mmoaynb pasgernbl

KonuyectBo coTpyaHMKOB orpaHnyeHo — do 100 ven.
Pasgenbl:  «lepcoHan» ¢ nogpasgenavu:
¢ «CoTpyAHUKNY,
¢ «lMoapaspeneHusy,
o «[JomKHOCTUY;
«Bropo nponyckoB» ¢ noapasgenamu:
¢ «CoTpyaHUKNY,
¢ «LWabnoHbl goctynay;
«KoHTponb goctyna» c nogpasaenom:
e «YnpaBneHue yCTPONCTBaMMnY;
«AAMUHUCTPUpPOBaHUE» C Noapasgenamu:
¢ «KoHdurypaumnsar,
¢ «CobObITUA CUCTEMbIY,
e «3agaHus»,
¢ «OnepaTopbl»,
¢ «Ponu u npaBa onepaTtopoB»,
e «JlnueHsnn»

PERCo-WB
PERCo-WBE
«Bba3oesblli
nakem [10»

Bce pasgensbl, Bxogswune B «basoenili nakem [10», a
Takxke gobasnseTcs:
pasgen «3aka3 nponycka,
B pasgen «lMepcoHan» gobaensercs nogpasgen:
e «JlononHUTenbHbLIE AaHHbIeY;
B pa3gen «bropo nponyckoB» fo6aBnsATCA nogpasgensol:
¢ «lMocetutenny»,
¢ «[lnszanH nponyckay,
¢ «OTyeT NO NoceTUTENAMY;
B pa3gen «KoHTponb goctyna» nobaBnsoTcs nogpasaensi:
¢ «OT4eT 0 Npoxogaxy»,
e «OT4yeT NO fOCTYNY B NOMELUEHUA»,
¢ «BblaaHHble naeHTU(UKaATOPbLI»

Bce pasgensl, Bxogsilumne B «CmaHdapmHbil nakem I10», a
Takke gpobasnseTcs:
pasgen «Y4eT paboyero BpemMeHu» C nogpasgenavu:
e «XKypHan oTpaboTaHHOro BpeMeHu»,
* «OnpaBpaTenbHble JOKYMEHTbIY,
PERCo-WMO01 e «®DopmupoBaHue Tabensy,
PERCo-WMEO01 e «OTYeTbI NO AUCLUNIIUHEY,
«Y4yem paboyvezo ¢ «OT4yeT YPB»,
epeMeHu» e «Bpems npucyrcrBus»,
* «BblpaHHble AOKYMEHTbIY;
B pa3gen «lMepcoHan» gobaensietca nogpasgen:
¢ «[lpacuku paboTbi»;
B pasgen «KoHTponb goctyna» gobaensietca nogpasgen:
e «MecTOoHaxoxageHne»

Bce pasgensbl, Bxogsawme B «CmaH0apmHbIlU nakem MO», a Takke
nobaensieTcs:
PERCo-WMO02 pasgen «Bepudmkauua» ¢ nogpasgenamu:
PERCo-WMEO02 o «Bepudukauusny»,
«Bepudpukayus» ¢ «KoHdurypaumsa sepudmkaumny;
B pa3gen «KoHTponb goctyna» nobasnserca nogpasgen:
e «XXypHan Bepucpumkaumum»

PERCo-WS
PERCo-WSE
«CmaHOapmHbIU
nakem [10»

Ar-
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Mogynes MO Bxogsawme B Moayrnb pasgenbl
PERCo-WMO03 Mogynb cuHXxpoHu3npyeT 6a3sbl gaHHbix PERCo-Web
«MHmeepayusi c 1C» | n 1C:lMpednpussimue
PERCo-WMO04 Moaynb BkntoyaeT oTobpakeHne JOKYMeHTauuv no agpecy:
«MHmMeepayus c /dev onst BO3MOXHOCTU paboTbl ¢ API
8HeWHuMU
cucmemamu»
Bce pasgensl, Bxogsawme B «CmaH0apmHbili nakem 10y,
PERCo-WMO05 a Takke gobaBnsieTcs:
PERCo-WMEO05 Paszgen «MoHUTOPUHI» C Nogpasaenamu:;
«MoHumopuHe» o «PeXum MHTEepaKTUBHOrO NiaHa,
e «Pexnm pegaktupoBaHUA»
Moaynb nossonset npoBeCTH WHTErpaumio CUCTEMbI
PERCo-WMO06 PERCo-Web c sBngeonogcuctemon Trassir, YTO JaeT BO3MOXXHOCTb
«MHmeepayus c ucnonb3oBaTb obopygoBaHne TRASSIR ansa sugeoHabnogeHnsa wm
TRASSIR» ans pacnosHaBaHuNg nonb3oBartenemn no nuuy / Homepy
TPaHCNOPTHOro cpeacTea
PERCo-WMO07 Moaynb nossosnger nposecTtn MHTerpauuio CUCTEMBbI
«MHmMeepayusi c UCO | PERCo-Web c WHTErpupoBaHHOW CUCTEMOWN OXpaHbl «OPUOH», YTO
"OpuoH” (HBI1 [aeT BO3MOXHOCTb ynpaBnaTb 060pydoBaHNEM OXPaHHO-MOXapHOW
"Bonud”)» curHanusauumn B nHTepdence cuctemsl PERCo-Web
Moaynb nossonset npoBeCTH WHTErpaumio CUCTEMbI
PERCo-WMO08 PERCo-Web c Bupgeonoacuctemon MHmennekm X, 41O paet

BO3MOXHOCTb €€ [Ansi BuAeoHabnioaeHust u Ansi pacno3HaBaHUs
nonb3oBarenen no nuuy / Homepy TpaHCMOPTHOro CpeacTBa.

B pamkax wmogynsa  uHTErpaumMmM  Takke — nogaepXuBaetcs
COBMECTUMOCTb € Buaeonoacucremomn Axxon Next.

«MHmeepayus c
NHmennekm X»

Moaynb nossonseT npoBecTn UHTerpauuio cucTembl
PERCo-WMO09 PERCo-Web ¢ cunctemonn OXpaHHO-MOXapHOW curHanmsauum
«MHmeepayusi c OFIC | «Py6ex», 4TO [aeT BO3MOXHOCTb YNpaBnATb 060OpyaoBaHWEM
"Py6ex"» OXPaHHO-NOXapHOW curHanuaauum B nHtepdence cuctemol PERCo-

Web.

MO cuctemol coctont N3 moayna «CmaxHdapmHbit nakem O» v [ononHUTENbHbIX Mogynen MO
ANA  paclwmpeHus  (yHKUMOHanbHbIX BO3MOXHOCTEN cuctembl. 1O moxeT npuobpeTaTbes
Kak B COCTaBe KOMMSeKTa W3 HECKONbKMX Mogymnen, Tak W  OTAENbHbIMX  MOZYNAMM.
®PYHKUMOHNPOBAHNE [OMNOMHUTENBbHBIX MOAYNEN BO3MOXHO TOSMbKO COBMECTHO C MoAynem
«CmaHdapmHbIt nakem [10». [Ana npnobpeTeHns OOCTYMHbI:

e PERCo-WS (PERCo-WSE) «CmaHdapmHbili nakem [10» — no3BonseT opraHv3oBaTb
nonHoueHHyto CKY[] ¢ nogaepkkom Bcex OCHOBHbIX (PyHKLUMIM obecneveHms 6e30nacHOCTH, B TOM
yucne: KOHTPONb AOCTyna Mo BPEMEHM, KOHTponb 3oHanbHocTu (Antipass), goctyn
C KOMUCCUOHUPOBAHMEM.

e PERCo-WMO01 (PERCo-WMEO01) Modynb «Y4em paboye2o epemMeHU» — NO3BONSET BECTU
yyeT paboyero BpemMeHW COTPYOAHWKOB W COCTaBMATb OTYETbl O AUCUMNNMHE Tpyaa.
JlnueHnsunpyeTtcsa Tonbko coBMecTHO ¢ PERCo-WS (PERCo-WSE).

e PERCo-WM02 (PERCo-WMEO02) Modynb «Bepugukayusi» — NO3BONSAET YCUINUTb KOHTPOSb
JOCTyrna Ha TeppuTopuio Npeanpuatnsa 3a cyeT nposeaeHus onepatopom KIM npouenypbl
Bepudpmkaumn. JinueHsnpyetcs Tonbko coBMectHo ¢ PERCo-WS (PERCo-WSE).

e PERCo-WMO03 (PERCo-WMEO03) «Mumezpayusi ¢ 1C» — NO3BONSET CUHXPOHU3NPOBaTb Gasbl
AaHHblX PERCo-Web w 1C:lpednpussmue. Mopgynb WHTErpauumn npencrasnsetr cobou
npunoxeHne B Buge Ganna BHewHen 06paboTkm AOns  NporpamMHOro  MpoaykTa
«1C:Mpednpussmue 8»._JlnueHanpyeTca Tonbko coBMecTHO ¢ PERCo-WS (PERCo-WSE)
n PERCo-WM01 (PERCo-WMEO1).

e PERCo-WM04 «WHMe2payusi C¢ 6HewHUMU cucmeMamu» — TMO3BOSMSET BKIIOYUTb
oToOpaxeHne OoKyMeHTaumm no agpecy: /dev ana Bo3amMoxHocTu paboTsl ¢ API. JluueH3npyeTcs
TONbKO coBMecTHO ¢ PERCo-WS.

la¥al
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PykoBoacTBO agMUHUCTpaTopa

e PERCo-WMO05 (PERCo-WMEO05) Modynb «MoHumopuH2» — MO3BONSIET OpraHM3oBaTb
HabnogeHne 3a NOAKOHTPOSbHLIM CUCTEME NPEANPUATUEM, YNPaBNATb YCTPONCTBAMU CUCTEMBI
B PYYHOM pexume, a Takke co3faBaTb M pedakTMpoBaTb MnaH npegnpuatus._JlnueHaunpyetcs
TONbko coBMecTHO ¢ PERCo-WS (PERCo-WSE).

e PERCo-WM06 «MHmeepauyusi ¢ TRASSIR» — no3sonsieT NpoBeCcTU MHTErpaumio CUCTEMbI
PERCo-Web c Bungeonogcuctemon Trassir, 4TO paclumpsieT yHKUMOHAmNbHbIE BO3MOXHOCTU
PERCo-Web 3a cuyeT MCnonb30BaHUSA pPecypcoB Buaeonoacuctembl Trassir. JluueHsmpyeTtcs
TONbko coBMecTHO ¢ PERCo-WS.

e PERCo-WMO07 «hHmeepayusi ¢ ACO "Opuon" (HBI1 "Bonud”")» — no3sonsetr npoBectu
nHterpaumio cuctembl PERCo-Web C WHTErpyupoBaHHOW CUCTEMOW OXpaHbl «OpuOH»
ANA co3aaHnst KOMNIIEKCHOM cucTeMbl 6e3onacHocTy, Brntovatowern CKY[] n oxpaHHO-NOXapHyo
curHanmsaumio. JInueHsunpyetcs Tonbko coBMecTtHo ¢ PERCo-WS.

o PERCo-WMO08 «Mumeepayusi c Unumennexkm X» — N03BONSET NPOBECTU UHTErPaL MO CUCTEMBI
PERCo-Web c Bugeonogcuctemon MHmennekm X, 4t0 pacwmpsieT QYHKUMOHAmNbHbIE
Bo3mMoxxHOCTU PERCo-Web 3a cyeT co3gaHusa cucTembl BUAeoHabnogeHnss n pacno3HaBaHus
none3oBatener no nuyy (no Homepy TC). B pamkax mMogynsi WHTErpauum Takke
noaaepXnBaeTca COBMECTUMOCTL C Buaeonoacuctemon Axxon Next. JluLeH3MpyeTcs TONMbKO
coBMecTHo ¢ PERCo-WS.

e PERCo-WMO09 «MHmezpayus ¢ OFNC "Py6ex"» — no3BoONsAeT NPOBECTU MHTErPaLno CUCTEMbI
PERCo-Web c cucteMon OXpaHHO-NOXapHOW curHanusaumm «Py6ex» [ns co3gaHus
KOMMMekcHon cucteMbl 6e3onacHocTy, Bkntovarowen CKYD 41 oxpaHHO-NoXapHyto
curHanmsaumio. JInueHsnpyetcs Tonbko coBMmecTtHo ¢ PERCo-WS.

Ona ynpoweHusa npouenypbl npuobpeteHnsa nuueH3umn Ha MO cuctemsbl, a Takke ANg 3HAKOMCTBa
C ero BO3MOXHOCTAMKW, B TedeHme 60 OHen C mMomeHTa nepsoro 3anycka [10 pabotaet
B O3HAKOMUTENBbHOM pexume. NMpu 3TOM COXpaHaTCA BCe (PYHKLMOHANbHbIE BO3MOXHOCTU BCEX
moaynewn MO. Mo oKoHYaHWM 03HAaKOMUTENBLHOrO Nepuoda AOCTYN K AOMOSTHUTENbHLIM MOAYNSIM
MO, Ansa KOTopbIX HE BBEAEH KOA akTUBauuu, OyaeT 3anpeLueH.

Ecnu He Obina npuobpeTteHa nuueH3na Ha «CmaHOlapmHbiti nakem [MO», To ANs AanbHenwWwen
paboTbl ¢ [1O HeobxognMMOo NONy4YMTb M BBECTU KOL akTuBaumm Ha 6ecnnatHeii mogyns PERCo-WB
(PERCo-WBE) «ba3oebiti nakem [10» co criegyrowmmMmm orpaHuyeHnsIMu:

e KONMMYECTBO COTPYOHUKOB B cucteMe — He 6onee 100; npu 3arpyske cnucka CoTpy4HMKOB (MMNOPT
n3 cpavina cdopmarta .xlIs) ¢ 6ONbLIMM KONMYECTBOM B cucTeMmy OyayT 3arpyxeHbl nepsblie 100
COTPYAHMKOB MO CMUCKY;

e BO3MOXHOCTb BBOAA AaHHbIX 1 BblAaun KapT goctyna (ngeHTndukaTopos) nocetutenam éyaet
HeOOCTYMNHa;

e pabota ¢ gononHuteneHbiMu Mmogynamu MO PERCo-WM GyneT HeQoOCTYNHa;

e VHTErpaums C KOHTpOmnfiepaMmm CTOPOHHUX npoussoguTenen (bnometpuyeckne KOHTponnepsbl
N TepMuHanbl pacno3Hasanus nuy ZKTeco, Suprema, BioSmart) 6yget HegocTynHa.

Mpn a3TOM BCA BBeAeHHad paHee uHGOpMaUMa O KapTax JocTtyna (MaoeHTudmukatopax)
n nocetutenax byger coxpaHeHa B B[] cucteMbl M gocTyn K Hen OyaeT BOCCTaHOBIIEH nocrne
npuobpeTtenns moayna «CmaHOapmHbIt nakem [10».

B kayectBe anekmpoHHo2o koyYa 3awumsi O  cucteMbl OT  HECaHKLMOHWPOBAHHOMO
NCMONb30BaHUS MPUMEHSIeTCS OOWH W3 KOHTPONNepoB cucTeMbl npousBoactea PERCo.
BbinonHeHne  yHKUMM  KNoMa  He  BAMSIET Ha  (PYHKUMOHMPOBAHME  KOHTpoOrnepa.
[ns ncnonb3oBaHUs B Ka4ecTBe Kr4a KOHTponnep AomkeH ObiTb fob6aBneH B kOHdUrypauumio
cuctembl B nogpasgene «KoHdurypauus» pasgena « AGQMUHACTPUpPOBaHMEY.

lMocne BBoga koda akmueauuu B cnyyae OTCYTCTBUSA CBA3UN MeEXAY KOHTPOMNSEpPOM-KITHoHOM
N CEPBEPOM CUCTEMbI BCE nNUUEH3MpOoBaHHble Mogynu MO npogomkalT (YHKUMOHMPOBATL
0e3 kakux-nmbo orpaHnyeHnin B TeveHne 30 gHel. Ecnn B TedeHne 3TOro nepuoda CBS3b
He BOCCTaHOBNeHa, 6nokvpyetcs pgoctyn ko Bcem pasgenam [10, kpome pasgena
«AOMUHUCTpPUpOBaHME» (4519 BBOAA KNtoda aktmeauuu). pu aTomM BCA BBEAEHHaAs paHee
B cucteme uHopmaums coxpaHsetca B B[l cuctembl n goctyn Kk Hen OygeT paspelleH nocne
BOCCTaHOBIEHUS CBA3M C KOHTPOSIEPOM-KINHOYOM.

later 2

4 .
\ )) SEC.RU KopoTkuit nyTb K MHdopMaLmm CkayaHo c sec.ru




Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

MNopsaok npuobpetTeHmns nuueHsum Ha MO
[ns npnoGpeTeHus NMUEH3nM 1 NonyYeHns Kroden aktneaumm mogynen Mo:

1. Bbibepute oamH wu3 npuobpeTeHHbIX paHee KoHTponnepoB PERCo, kotopbii Oyaet
NCNONb30BaTbCS B KAYECTBE NEKTPOHHOrOo Krntoya 3awwmtbl MO cuctemsl.

2. 3anonHuTe 3aaBKy Ans npuobpeTteHusa nuueHsun Ha MO cuctembl. 3asBKY MOXHO 3anofnHUTL
Ha canTe komnaHun PERCo no agpecy: WWWw.perco.ru.

B 3asBke Heob6xoaMMO ykasaTb:
» MAC-agpec BbIGpaHHOro KOHTpOnepa,
e nepeyeHb NpnobpeTaemMbix MOAYNEN.

3. Tlocne nony4YyeHust NULEH3NOHHOINO COrfalleHusl, coaep)kallero Koabl akTMBauvMum Moaynew
cuctembl, HeobxoguMmo  BBecTM UX B nogpasgene  «JluueHsuu»  pasgena
«AOMUHNUCTPUPOBAHUE».

BHumaHue!

Wcnonb3oBaHne B cucteme PERCo-Web  KOHTpPONNepoB  TOMbKO  CTOPOHHMX
npoussogutenen (GuomeTpuveckne KOHTPONMEepbl U TepMuHanbl pacrno3HaBaHWs nuy
ZKTeco, Suprema, BioSmart) BO3MOXHO TOMNbKO B TEYEHME O3HAKOMUTENbHOIO Nepuoaa.
Mo ero okoH4YaHMM Heobxoaumo GyaeT mpuobpecTtn xoTa 6bl oagnH koHTponnep PERCo
B Ka4eCTBe 3MEeKTPOHHOrO KroYa U NUMUEeH3no Ha ctaHgapTHeIn nakeT MO.

laYal
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11. MeHepxep cuctembl 6e3onacHoctu PERCo-Web

OkHo MeHepxep PERCo-Web oTkpbiBaetTca Haxatnmem Ha wukoHky MeHemxep PERCo-Web
Ha pabo4dem cTone mnm no IP-agpecy B agpecHom CTPOKe Opaysepa
(Hanpumep, http://127.x.x.x:49000/, rge 127.x.x.x — |P-agpec komnbioTepa C YCTaHOBMEHHbLIM
cepBepom cuctemsl, ;49000 — noptT MeHemxepa PERCo-Web, ykaszaHHbIN Npy YCTAHOBKE CUCTEMbI
PERCo-Web).

Ha akpaHe nosBMTCA OKHO ANA aBTOpU3auum BxoAda nonb3oBaTtens. B okHe B COOTBETCTBYHOLLMX
nonsix BBEAUTE MMsI NONb30BaTeNs U nNaporb (No ymonyanuio ato admin [ admin), nocne vero 6yget
BbINOMHEH Bxoa B MeHepxep.

MeHenxep PERCo-Web npeaHasHaueH ons:

3anycka 1 0CTaHOBKM CEPBEPOB CUCTEMBI;

umnopta B[ n3 cdana 6onee paHHux Bepcun Bl cuctemsl;
C03aHNA U BOCCTAHOBNEHUA pe3epBHOM konun bM;
npocmoTpa noros MeHegxxepa PERCo-Web;

cbpoca y4yeTHOM 3annucm agMMHUCTpaTopa.

OkHo MeHemxep PERCo-Web Bbirnsant crneaytowwmnm obpasom:

yl¢ MaHenb ynpasnenus

YnpaeneHve cepeucamu

Paboraer Pabotaer

L)

TH MOHUTOPUWHT pecypcos

& Beb-cepsep ) CepBep cucTeMsl [ @)
+3

:35:1 10:35:2 10:35:3 10:35:4

WCPU1 ECPUZ CPU3 mCPU4

WcnonbsoBanne AWUCKa

TouKa MOHTHpOBaHUA:/
64% Daidnoean cucremaextd
AoctynHo: 65.95 6 13 191.19 TE

1. TMaHenb cogepXuT cnegyoLime BKNagku:

e MOHUTOPMUHT;

HacTtponku;
Pe3epBHbLIe KOMUU U J1OTU;

HacTpovku meHemxepa;
OnacHasa 30Ha.

MKOHKM B NEBOM HWXKHEM YNy NO3BONSAKT CMEHNTb A3bIK MHTEpPdenca.
2. Pabouas obnacTtb OkHa 3aBUCMKT OT BblIbpaHHOWM BKNaOKW.
llpumeyaHue:

" B cucreme npeaycMoTpeHa BO3MOXXHOCTb aBTOMATUYECKOro CO34aHUsi pe3epBHOM KOnun
B no pacnucanuio. Co3gaHue pacnucaHusi NPouM3BOAUTCSA B nogpasgene «3agaHus»
pasgena «k AGMUHUCTPUPOBAHUEY.

faYa
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

11.1. Bknagka « MOHUTOPUHI»

Bknagka MoOHUTOpUHr (He nyTatb c pasgenomM «MOHUTOPUHIr» cuctembl PERCo-Web,
OH onucbiBaeTcd B Pykosodcmee noJsib3oeamesis modynss  PERCo-WM05, WMEO05
«MoHumopuHe») NpeaHa3HavyeHa Ans 3anycka U OCTaHOBKW CEPBEPOB CUCTEMBbI.

Bwpg Bknagku:
MaHenb ynpaBneHms

YnpaeneHwe cepeucamu

Beb-cepsep ) Cepsep cuctemsl

PaboTaer PaboTaeT

MoHnTOpWHT pecypcos

C 10351 10:

0 AM 0 AM A 0 AW AS

35:2 10:35:3 10:35:4 10:35:5 10:35:1 10:35:2 10:35:3 10:35:4 10:35:5
AN OAM  OAM 0AM oMM 0AM  DAM  OAM  OAM

W RAM WCPU1 WCPU2 mCPU3 ECPU4

MUcnonbszoBaHune ANCKa

Touka MOHTUPOEaHURA:/
04% Qaiinosan cuctemaextd
AoctynHo: 65.95 B 1z 191.19 T

Pabouas obnactb BKNagku COAEpXKUT CrieayroLlme 3NemMeHThbI:

e YnpaBneHue cepBucamMm — MaHenb COAEPXUT MHMOPMaAUUIO O COCTOSHMM CEpPBEPOB
W nepekniovaTenb Ans MxX 3anycka WnNu OCTaHoBKW. [ns M3MeHeHusi COCTOsIHMSA cepBepa
ncnonb3ynTe nepekrnoyaTens i '

e MOHUTOPMHI pecypcoB — NaHesb BK3yarnbHO OTOGpaxaeT COCTOsIHME CepBepa Ha TeKyLWi
MOMEHT BPEMEHMW.

lpumeyaHue:

¥ CocTtosiHue cepBepa oTpaXkaeT COCTOsIHME NaMATN cepBepa 1 3arpy3ku npoueccopa Bcemu
TeKyLMMKN npoLieccammn, To eCTb He Tonbko npoueccamn PERCo-Web.

AN
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PykoBoaCTBO agMUHUCTpaTopa

11.2. Bknapgka «HacTtponkun»

Bknagka HacTtponku npegHasHadeHa Anga ynpasneHus B[l cuctembl, yaaneHHbIM OOCTYNoM,
HTTPS n ceptudmkatamm, a Tarke 4nsa HACTPOMKN pexnma MmynbTucepsepa.

Bwupg Bknagku:

sl Hactpoiiku

Hactpoiika nogenrouenua bl

Ug XocoT 172.17.0.50
{‘:'} MopTt 3306 @
o Monb3oEaTens admin

Mapose ssesas
/
Ba33 JEHFEX perco_segment
AocTynHeIe 6336l AaHHbIX 010120221 T o4122020 T 20210414 T 2121 T
HTTPS u cepruduican
SarpyanTe faia CepTHOMKaTa ~

Briepute dalin
(-crt)

ZarpysHTe $adn £nsoHa (key) Briepute dalin

HTTPS
¥npagnexve yaneHHbIM SOCTYTION K MEHELKEDY

YaaneHHLIE foOCTyn (_.zl

Haznauenwe nopros gna PERCo-Web
- (o
HTTPS 443
NoSeEnTs

JonoasuTensHble HACTPOHKM

BpemA HMIHN CecoAM [B
MHHYTIX)

Pacnpepenentan cncrema
P wynstvczpzecs ()

Pescim pemnvkaygmm B

Cermedt 50 [Texywmi cermenT]

Oedictena ¢ seifpass=mm
CEMMEHTOMN

A4
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

1. MaHenb HacTpomnka nopgkntoveHusa Bl cogepxut cnegyowme anemMeHTbI:

e XocT — B none HeobxoAMMO yka3aTb agpec cepBepa Anga co3gaHHon 6asbl 4aHHbIX.

e [opT — B Nnone Heob6xoAMMO ykasaTb NOPT ANsA co3aaHHOM 6a3bl AaHHbIX.

¢ [lonb3oBaTenb — B Norie HEOOXOANMO BBECTM UMS MONb30BaTeNs ANs NOAKNI0YEeHUs kK base
OaHHbIX.

e Maponb — B none HeobxoauMmo BBECTM NaApOfb ANA YKa3aHHOro Monb3oBaTens
AnNs NoAKIoYeHns Kk 6ase gaHHbIX.

e Basa paHHbIX — B none HeobxoAuMMO BBECTU Ha3BaHWE CO34aHHOM 0asbl AaHHbIX.
Mpn BBOAE Ha3BaHUA Heco3gaHHOM 6a3bl AaHHbIX OHAa ByaeT co3gaHa aBTOMaTUYECKN.
CoxpaHUTb — KHOMKa MO3BOSISIET COXPAHUTb BHECEHHLIE HA NAHENN U3MEHEHMWS.
[JocTynHble 6a3bl AaHHbIX — NaHenb COOAEPXWUT CMMUCOK co3gaHHbix B n nossonser
0o006aBUTb HOBYIO.

2. [MaHenb HTTPS n cepTtudumkatbl COOEPXKUT CrneaytoLmne areMeHTbI:
e 3arpy3utb ann ceptucumkara (.crt) — naHenb NO3BONSAET 3arpy3nTb NYONYHbBIA KITHOM.
Mocne 3arpy3ku cann byget xpaHntecs Ha cepeepe MeHemxepa PERCo-Web.
o 3arpy3uTb chann knro4a (.key) — naHenb NO3BONSET 3arpy3nTb CEKPETHBIN KoY cepBepa.
Mocne 3arpy3ku dann dyget xpaHntbcs Ha cepBepe MeHeaxxepa PERCo-Web.

o HTTPS - nepeknioyaTenb nO3BONSET BKMNHOYATL / BbIKMIOYNTL LUMGPOBAHNE LaHHbIX.
YUtoObl BkNOUNTL SSL-undpoBaHmne, Heobxoanmo 3arpy3uTtb dann ceptudumkata m dann
Knoya.

Mpwn 3arpy3ke HeKOpPPEKTHbIX hannoB Knva unu ceptudurkaTa npu 3anycke MeHemxepa
PERCo-Web oTobpasutcs owumnbka:

o KHonka COXpaHVITb coxXpaHAeT BHECEHHbIE UBMEHEHUA.

3. TMaHenb  YnpaBneHuve  yAaneHHbIM  AOCTYNOM K  MeHemxepy  nossonser
BKMOYNTL / BbIKMOUMTL  paspelleHne Ha nogkmoveHne k MeHegpxkepy PERCo-Web
no yaaneHHoMy AoCTyny.

4. TaHenb HasHaueHue noptoB ansa PERCo-Web noseonsieT ykasatb, kakol nopT Oyaer
ucnonb3oBaTbCs Anst 00blMHOrO coeauHeHus (HTTP), a kakon — gns 3awmdpoBaHHOMO
(HTTPS).

5. MaHenb [JononHUTenbHble HACTPOMKM MO3BONSET 3adaTb BPEMSA KU3HM ceccun
B npomexyTke oT 1 go 10080 muHyT (1 Hegens). OTa HacTpovika onpegensieT BpeMsi C MOMEHTa
nocnegHero 3anpoca, Mocfie KOTOPOro TOKEeH aBTOpu3auun CTaHeT HeOeNCTBUTENbHbIM,
crnepoBaTenbHO, NO UCTEYEHUM 3a[jlaHHOro BPEMEHU onepaTtopy notpebyeTcs 3aHOBO NPONTU
aBTopusauuto B cucteme PERCo-Web, ecrnin ¢ ero CTOpOHbI HE BbIfTI0 HUKAKOM akTUBHOCTMU.

BHumaHue!

[Mocne npuMeHeHus HacTpoviku Bpemsi XU3HM ceccum HeobOXoaMmo nepesarpy3nTb
Web-cepBep.

lMpumeyaHue:

7 Bpewmst xW3HU ceccun He BnusieT Ha paboTy pasaenos «Bepudukaumsay» u « MOHUTOPUHI».
Ecnu oTKpbIT 0aMH 13 3TNX pasgenos, ceccust He ByaeT npepBaHa gaxe npu OTCyTCTBUM
aKTUMBHOCTW onepartopa.

6. lMaHenb PacnpepeneHHasa cuctemMa COLEPXKUT CrieayroLmne HacTPOMKH:

o [lepekniovatens Pexum MynbTucepBepa MO3BOMSET BKMOYUTL / BbIKITIOUNTE  PEXUM
paboTbl PERCo-Web kak pacnpeaeneHHon CUCTEMBI.

e [lapameTp Pexum pennukaumm B[]l jormkeH OblTb aKTUBMPOBAH B Cryvyae MCMOb30BaHUA
CUCTEMbI pennukaumm 6a3 gaHHbIX.
CermMeHT — pacKpbiBaloLLMINCS CNMCOK 0OaBNEHHbIX paHee CErMeHTOB.
KHonka [lo6aBUTb cerMeHT No3BONsieT Bbl3BaTh OKHO [lo6aBneHue cermeHTa. B none Uma
cermMeHTa BBeMTe HaUMEHOBaHWe cermeHTa (Hanpumep, «naBHbIN oucy), B none XocT
BBeauTe |P-agpec cermeHTa (T.e. NOKanbHOrO cepBepa C YCTAHOBMEHHOW CUCTEMOW
PERCo-Web).

e KHonka PepakTupoBaTb CermMeHT MO3BOMSET Bbl3BaTb OKHO PefakTMpoBaHuMe cerMeHTa
AN NU3MeHeHUs napameTpoB BbIGpaHHOro cermeHTa.
KHonka YaanuTb cermeHT no3BonseT yaanuTb BbIOpaHHbIN CEerMeHT.
KHonka CpenaTb OCHOBHbIM CErMeHTOM Mo3BONsieT caenatb BblOpPaHHbIA CerMeHT
OCHOBHbIM. Bnarogaps aTomy cBsA3b € ApyrumMun cermeHTamum ByaeT ocyLecTBNATLCSA Yepes
OCHOBHOW CermeHT, a B cobbiTnsx cuctembl PERCo-Web 6ynet otobpaxaTbCs COCTOSHME
CBSI3M C CerMeHTamu.

AN
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PykoBoacTBO agMUHUCTpaTopa

e KHonka MMpuBsasatb (OTBA3aTb) CerMeHT MNO3BONSAET 3aKPEnuTb CO34aHHbLIN CEerMeHT
3a onpeaeneHHbIM CepBepoOM: MOCMe TOro, Kak cermeHTbl ByayT cosgaHbl, Heob6xoaumo
3anTtn B MeHedxxep PERCo-Web c kaxaoro cepeepa, B cnucke CerMeHT BblOpaTb CErMEHT
C cooTBeTCcTBYOWMM IP-agpecom n HaxaTtb kHonky MpuBA3aTb CerMeHT.

MNoapobHee o HacTporike PERCo-Web onga paboThbl B pexume pacnpenenieHHon CUCTEMbI.

11.2.1. Bknapgka «Hactponkn» MeHegxepa PERCo-Web, BcTpanBaemon B namsTb
koHTponnepoB PERCo

Bknaagka Hactponku Meneoxepa PERCo-Web, BcTpanBaemMol B namMsaTb KOHTponnepoB PERCo,
OTNN4YaeTca OT CTaHg4apTHOW U npegHasHadeHa ans ynpaeneHms HTTPS n ceptudmkatamn.

Bwg Bknagku:

Hactpoikn

HTTPS n ceptudmkarhl

3arpysutb ¢ain ceptudurkaTa )
Ry ¢ prud Lert) BuiGepure daiin @

3arpysuTe dain knoua (key) Buibepute dann

JononHuTensHble HaCT oMKW

Bpema xu13Hm ceccum (B
MWHYTax)

440

1. TaHenb HTTPS m cepTtucmnkatbl CooepxumT cnegyolime afeMeHTbl:
o 3arpy3utb dann ceptudukara (.crt) — naHenb NO3BOMSET 3arpy3anTb MNYGANYHbBINA KoY.
Mocne 3arpy3kn cbann ByaeTt xpaHuTbcsa Ha cepBepe MeHedxepa PERCo-Web.
e 3arpy3utb chann knroya (.key) — naHenb NO3BONSET 3arpy3nTb CEKPETHBIN KoY cepBepa.
Mocne 3arpy3kn cbann ByaeTt xpaHuTbcsa Ha cepBepe MeHedxepa PERCo-Web.

e HTTPS - nepekniovatenb MO3BONSAET BKIIHOYUTL/BBIKMIOYMTL LWIMGPOBAHNE [AHHbIX.
YtoObl BKHOUNTL SSL-undpoBaHne, Heobxoanmo 3arpysuTtb cann ceptudukata m cdann
Knrova.

Mpun 3arpy3ke HEKOPPEKTHbIX hannoB Kroya unn ceptudukata npu 3anycke MeHedxepa
PERCo-Web otobpasuntcs owmnbka:

o KHonka CoxpaHUTb COXpaHSIET BHECEHHbLIE U3MEHEHMWS.

2. [MaHenb [dononHuTenbHbleé HACTPOWKMA TMO3BONSET 3adaTb BpemMs XKU3HUM Cceccum
B npomexyTke oT 1 oo 10080 muHyT (1 Hegens). OTa HaCTponka onpedenseT BpemMs ¢ MOMEHTa
nocnegHero 3anpoca, Nocfne KOTOpOro TOKEH aBTOpU3auun CTaHeT HeOeNCTBUTENbHbIM,
cnegoBaTenibHO, N0 UCTEYEHUM 3a4aHHOIO BpeMeHu onepaTopy notpebyetcsa 3aHOBO NPOUTM
aBTopusaumio B cucteme PERCo-Web, ecnn ¢ ero cTOpOHbI HE BbISTO HUKAKOW aKTUBHOCTMW.

BHumaHue!
£ TMocne npuMeHeHWs HacTpoiikn Bpems xu3HM ceccum HeobxoauMmo nepesarpysvTb
Web-cepBep.
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

11.3. Bknagka «Pe3epBHble KONUX 1 NOrn»

Bknagka Pe3epBHble KONMM M JOrM MNpefHasHadeHa [ANns MPOCMOTpa  JlIOroB  CUCTEMbI
N ANS ynpaeneHust pe3epBHbIMU konusimu B,

Bwupg Bknagku:

PEBEPBHbIe KOnuv v a1oru

CycTeMHbIN >XypHan

Pe3epBHaf| konua basbl AaHHbIX

{2

3arpy3uTe Ha CEPEEP PEZEPEHYHO

Buibepute dain
konww b

[OCTyNHbIE PE3EPBHBIE KOMKK

B4

Bpema nameHeHus Wwma daiina Pazmep daiina

perco_segment-2023-03-03- 12219
9-0-46.5q! MB

L
C
a@

09.03.2023 09:00:50

PasmelleHne pesepeHbIX KONWA

MakcrmansHOe KONMUeCTBO 10
pesepeHbIx kKonuid (0 - Be3
OTrpaHUUeHWi)

BHwmaHume! |_|p|f1 AOCTHXKEHWW NMMKWTa CamMble CTapble PESEDEHDIE KOMWK 6)",&,}"1’ 3aMEHATLECA HOBbIMM

PaGoyas o6nacTb BKNagku COAEPXKUT CreaytoLme 3NEMEHTbI:

1. CuCTeMHbIN XypHan — naHemnb CO4EPXUT kHOMKy CKavyaTb BCe NOru, kotopas no3BonsieT
ckayaTb apxmB C TEKCTOBbIMM (pannamu, cogepXawmMmm CUCTEMHYH WHopMaumio
0 OeNCcTBUSAX, NPON3BEAEHHbIX HA CepBepE.

2. [MaHenb Pe3epBHas konusa 6a3bl AaHHbIX COOEPXKUT Criefyowme aNeMeHTbI:
e KHonka Co3paTb pe3sepBHy konuto B[l no3sonseT co3aatb pe3epBHyto konuio BL.
e [lone 3arpy3uTb Ha cepBep pe3epBHyt konuto B[l nossonsetr Bbibpatb dann
C KOMMnbtoTEpA.
e [laHenb [locTynHble pe3epBHble konun Bl cogepXXMT CNMCOK COXPaHEHHbIX Pe3epBHbIX

KOMWN.

. ¥ CkauyaTb pe3epBHYIO KOMMUIO — KHOMKa MO3BONSAET CkavaTb BblIOpaHHYO pe3epBHYIO
Konuio.

o o BocctaHOBUTL pe3epBHYIO KOMUKD — KHOMKa MO3BONSeT BOCCTaHOBUTL B[

13 co3gaHHON paHee pe3epBHON KOMUK.

o YpanuTb pe3epBHYH KOMUIO — KHOMKA MO3BONSET yAanuTb U3 Cnucka BblOpaHHYyHo
pe3epBHYHO KOMUI0.

e [lone Pa3smeweHne pe3epBHbIX KOMUM MNO3BOMSET ykasaTb MNyTb ANS pasMeLleHus
pe3epBHbIX KOMUNA.

¢ [lone MakcMmanbHoOe KONM4YecTBO pe3epBHbIX kKonun (0 — 6e3 orpaHM4yeHumn) No3songeT
BBECTM 3HAYEHNE MaKCUManbHOro KOMYecTBa XpaHMMbIX pe3epBHbIX KOMUM.

BHumaHue!
S\ |-|pl/l AOOCTMXEHUN NNIMMUTA CaMbl€ CTapble pe3epPBHbIE KON 6y/:|,yT 3aMeHATbCA HOBbIMW.

A A
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PykoBoacTBO agMUHUCTpaTopa

11.3.1. Bknaaka «Pe3epBHble konuu n norn» MeHeaxepa PERCo-Web,
BCTpanBaemMoun B namaTb KoHTponnepoB PERCo

Bknagka PesepBHble konuu u norn MeHepkepa PERCo-Web, BctpanBaemon B NamsiTb
koHTponnepoB PERCo, oTnu4aeTcs OT CTaHO4AapPTHON U UMEET Creayowmnn BUA:

PEBEPBHbIe KOMnuu n aorun

CHcTeMHBIin XypHan

PE3E‘pBHaﬂ konuA 6azbl AaHHbIX

(2

3arpysuTs Ha cepeep

Boibepute daiin
pesepeHyH Konww b/l

LocTynHEIE pesepPEHEIE KONUM

&n Bpema u3MeHeHna Wima daina Pazmep daiina

perco_segment-2023-03-09- 12219 o
9-0-46.5ql MB ¥ O 6

09.03.2023 09:00:50

MakcumansHoe konvuecteo 10
pesepeHblx kKonwid (0 - Ges
OrPaHnJeHKiA)

BHumanwme! |_|p|a"| AOCTUAHEHWW NMMWTE CaMble CTapble pE3epPEHbIE KOMKWK 6)",&,}"1' 3dMEHATbCA HOBbIMIA

PaGoyasi o6nacTb BKNaaku COAEPXKUT CreaytoLme 3NIEMEHTbI:

1. CUCTeMHbIN XypHan — naHesnb COOAepPXUT KHonmky CkauyaTb BcCe Floru, koTopasi nossosnsiet
ckayaTb apxMB C TEKCTOBbIMM (bainamu, coaepXalyMyM CUCTEMHYI MHopMaL Mo
0 OEeNCTBUSIX, NPON3BEAEHHbIX HA CEpPBEpE.

2. [MaHenb Pe3epBHasa konuAa 6a3bl JaHHbIX COOEPXUT Criefyowme SNeMeHTbI:
e KHonka Co3paTb pe3epBHy konuto Bl no3sonseT co3aatb pe3epBHyto konuio BL.
e [lone 3arpy3uTb Ha cepBep pe3epBHyto konuto B[l nossonsetr Bbibpatb dann
C KOMMblOTEpPA.
e [laHenb OocTynHble pe3epBHble Konuu BI cooepXnT CNUCOK COXPaHEHHbIX pe3epBHbIX

Konun.

° L CkavaTb pe3epBHYI KOMUIO — KHOMKA MO3BOMSET CkavaTb BblIOpaHHYH pe3epBHYHO
Konwuto.

. o BoccTaHOBUTL pe3epBHYK KOMUKO — KHOMKa MO3BONsieT BOCCTaHOBUTL B[l

N3 co30aHHOWN paHee pe3epBHON KOMUN.

o Yoanutb pe3epBHYI KOMUIO — KHOMKa MO3BONSAET yAanuTb U3 CnvcKka BblOpaHHYyLo
pe3epBHYIO KOMUIO.

o MakcumanbHOe KONMUYEeCTBO pe3epBHbiIX kKonun (0 — 6e3 orpaHuyeHun) — none
NO3BONSET BBECTU 3HAYEHME MAKCUMAITbHOro KONMYecTBa XpaHMMbIX pe3epBHbIX KOMUN.

BHumaHue!
* .\ [lpy JOCTUXKEHWUM NUMUTA CaMble CTapble pe3epBHbIe Konuu ByayT 3aMEHSATLCH HOBBLIMU.

Ar
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

11.4. Bknagka «Hactpouku meHemxepa»
Bknagka HacTponkn meHemkepa npegHasHavyeHa ansa nsmeHeHus napons. Bug sknagku:

\Il' HacTtpoikmn meHepxepa

NameHutb napofib MeHeaxepa

Hoebli napons

O

[MoBTOpWTE HOBLIA Naponk

C) Mepesarpy3suTb MeHeaxep e

Paboyasi obnactb BKNagku cooepXuT crieqyroLlimne aneMeHThbl:

1. MaHene U3MeHUTb Naponb MeHeaXepa No3BonseT ykaszaTb HOBbIM nNaponb Ansa MeHepxepa
cuctembl PERCo-Web.

O [NepesarpyaunTb MeHemxep
2. KHorka nossonset nepesanyctutb MeHeaxep cuctembl PERCo-Web.

11.5. Bknagka «OnacHasi 30Ha»

Bknagka OnacHas 30Ha npegHasHaydeHa Onsi BOCCTAHOBIMEHUSA AOCTyna K 3awmdpoBaHHbIM
OaHHbIM cnuctembl PERCo-Web 1 cbpoca yyeTHOW 3anncu agMUHUcCTpaTopa.

Bwupg Bknagku:

‘|( OnacHas 30Ha

CekpeTHbINU KoY

@

3arpy3vTh Ha Cepeep CeKPeTHLIR Kaou T BuibepwuTe dain

Cbpoc yueTHoi 3anMcK aamuHmcTpatopa PERCo-WEB

@ * PazpeleHtl NAaTUHCKHME CUMBONLI M UWGPL, ANKHa — oT 2 4o 30 CMMBONOE.

Hoewli napons

* Paspelerbl NaTMHCKWE CMMBOMLI M UMdPel, AnWHa — oT 6 40 30 cuMBonoE. MNaponk
0OA2aTeNEHO AOMKEH COASPKATh KAk MUHMMYM 1 UMgpy U 1 Byksy.

MoBTOpWUTE HOBLIK Napob

AN
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PykoBoacTBO agMUHUCTpaTopa

Paboyasi obnactb BKnagku cooepXuT crieqyroLime aNeMeHThbl:

1. lMaHenb CeKkpeTHbIM KNY. OTO KMOY WKNgPOoBaHNs NpuMBaTHbIX OAHHbLIX, OH reHepupyeTcst
npu nepeom 3anycke cuctemol PERCo-Web 1 6onblue Hukorga He meHsieTcd. [Npu ytepe
Kntova Bce Naponu n 3awmndpoBaHHble AaHHbIE CTAHOBATCA HEAOCTYNHbIMU. [ocne ycTaHoBKM
cuctembl PERCo-Web krntod Heo6xoanMmMo ckadaTb U COXPaHUTb B HEAOCTYMHOM MeCTE.

o KHonka CkavaTb CeKpeTHbIW KnK4 MO3BOMSET ckadaTb (hann C CEeKPEeTHbIM KITHYOM
A5 BOCCTAHOBMNEHNS A0CTYNa K 3almMdpoBaHHbIM AaHHbIM cucTeMbl PERCo-Web.

e KHonmka 3arpy3uTb CeKpeTHbIW KI4Y MOo3BOMsSeT 3arpy3antb ¢ann C  paHee
CreHepmnpoBaHHbLIM CEKPETHBLIM KIHOYOM.

2. [laHenb Copoc yyeTHOM 3anucu agmuHucTpaTopa PERCo-WEB no3sonsieT ykaszaTb HOBbIN
NOrVH 1 Naponb Ans y4eTHOW 3anucu agMmHucTpaTopa MeHnedxepa cucmembl PERCo-Web,
kHonka CoxXpaHUTb NO3BOSSIET COXPAHUTL BHECEHHbIE N3MEHEHUS.

BHumaHue!

HeobaoymaHHble OENCTBUS B 3TOM pasgernie onacHbl U MOryT NMPUBECTU K MNOTEPE AaHHbIX!
PabGoTtanTe ¢ aTuM pasgenom Tonbko ecnn Bbl TOYHO 3HaeTe, YTO genaete.

11.5.1. Bknagka «OnacHasa 3oHa» MeHeaxepa cuctembl PERCo-Web,
BCTpanBaemMoun B namaTb KoHTponnepoB PERCo

Bknagka OnacHasa 3o0Ha MeHemkepa PERCo-Web, BcTpanBaemoil B namsiTb KOHTPOJSNEpOB
PERCo, oTnn4yaeTcsa OT CTaHAAPTHOW W BbIrNAAUT cnegyowmnm obpasom:

‘|( OnacHas 30Ha

Cbpoc yuetHol 3anncyn agmunnctpatopa PERCo-WEB

* PazpelleHil NaTUHCKKE CUMBOAL! W UM PEI, AAWHA — oT 2 A0 30 @

CHUMEONCE.

Hoewli napons

* Pazpellertl NaTUHCKWE CUM
CMMEOQNOE. M

BOJILI M LM PLI, ANWHE — 0T 6 40 30

b 0OAZATENEHO AOMKEH COAEPKaTE KAK MUHMMYM 1

[MoBTOPWTE HOBLIK Napoab

[MonHbIl C6|:IOC bazbl AaHHbIX W BO3BPAT B Ha4a/lbHOe COCTOAHWE

Pewwte npumep: 4 + 7 =

Pabouas obnacTb BKNagku COAEPKMUT Crieaytolme afeMeHTbI:

1. TNaHenb C6poc yyeTHOM 3anmucu agmmHucTpatopa PERCo-WEB no3sonsieT ykaszaTb HOBbIN
NOrVH 1 Naporb ANs Y4eTHOW 3anucu agMuHuctpaTopa MeHedxepa cucmembl PERCo-Web,
kHonka CoxpaHUTb NO3BOMNSET COXPaHUTb BHECEHHbLIE N3MEHEHUS.

2. TMaHenb MonHbIM cOpoc 6a3bl AaHHbIX U BO3BpaT B HavanbHOe COCTOSIHWEe MO3BOSSAET
cbpocutb 6a3y AaHHbIX OO HAYanbHOrO COCTOAHMA. [ns 3TOro pewwmnTe NpuMep U HaxmuTe
kHomnky Copoc. HoBble npumMepbl reHepupyrTCs Npu Kaxaom Bxoae B MeHedxep cucmembl
PERCo-Web.

BHumaHue!

HeobaoymaHHble OENCTBUS B 3TOM pasgernie onacHbl U MOryT MPUBECTU K MNOTEPE AaHHbIX!
PabGoTanTe ¢ aTuM pasgenom Tosbko ecin Bbl TOYHO 3HaeTe, UTO genaete.

A=z
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

12. YTunuta murpauum B[] c 6onee paHHeu Bepcuu MO
| BHumaHue!

YTunuty murpauum Heobxoammo 3anyckaTb OT UMEHW agMuHucTpatopa. lNepen Havanom
pabotbl ybeguTtecb, 4to Ha [1K, C KOTOpPOro MMMNOPTUPYHOTCA AaHHble, YCTaHOBIEH
M 3anyweH cepeep 6a3 gaHHbIX «Firebird». Takke pekomeHOyeTcs coenatb pPe3epBHYHO
konnio 6a3bl gaHHbix PERCo-Web nepson Bepcuun. [lepen Hayanom murpaumm
Heobxoaumo octaHoButb Web-cepBepbl u cepBepbl cucTtembl B 00enx Bepcuax
Menedxxepa PERCo-Web.

Ytunuta Mwurpaumm npegHasHadeHa Ons nepeHoca uMHdopmaumm n3 6asbl faHHbIX CUCTEMBI
6esonacHocTu npeablaywmx (1.x.x.x) Bepcun PERCo-Web.

[ns 3anycka yTunuTel HEOOXo4MMO 3anycTuTb hann pw_migration, KOTOpPbI HAXOANTCA B Nanke
C YCTaHOBIIEHHbIMU dannamu cucTemsl PERCo-Web (no yMon4yaHuio aTo
C:\Program Files\PERCo\PERCo-Web2\migration).

OKHO BbIMSANT cneayowmm obpasom:

ylr PERCo-WEB Migration — O *

Hactpoiikn PERCo-WEB nepeci sepcun

Host | 127.0.0.1 |
MyTe go B, | Ch\ProgramData\PERCo-Web\DE\PERCO.FDE |
Monssoeatens | SYsDBA |
Mapone | masterkey |
He sarpyxaTe usobpaxedna (Beictpee) [l

He sarpysxatk AaHHbIE coBeImuii, koTopsle cTaplwe nonyroaa (Beicrpes) [

Hactpoiikn PERCo-WEB sepcun 2.0

MyTe go nankw ¢ PERCo-WEB 2.0 CAProgram Files\PERCo\PERCo-Web2\,

Hauate MUrpauKHe

"host": "127.0.0.1",

"path": "C\\ProgramData\\PERCo-Web\\DBE\\PERCO.FDB",
"user"; "SYSDBA",

"password": "masterkey”,

"without_image": false,

OKHO YyTUNUTbI MUrpaLMn COAEPXKUT crneayloLmne 3f1eMeHTbl:

o Host — none npegHasHayeHo gng BBoga |IP-agpeca MallunHbl, Ha KOTopon Obina ycTaHoBMeHa
cuctema 6esonacHoctn PERCo-Web nepsoii Bepcun.

e [MyTtb po B — none npegHa3HavyeHo ANsi yKazaHUa nyTn, No KOTOPOMY HaxoauTcsa 6asa 4aHHbIX
nepson Bepcun PERCo-Web.

e MMonb3oBatenb — none npegHasHa4YeHO Ans BBOAA MMEHW MNonb3oBaTens, 3agaHHoro
B HacTponkax Firebird.

e [Maponb — none npegHasHayeHoO ANs BBOAA Napornis nonb3oBaTensd, 3a4aHHOro B HacTpomKax
Firebird.

e He 3arpyxatb u3obpaxeHMa — npu ycTaHoBKe dnaxka y napameTtpa doTtorpacdum
COTPYAHVWKOB / noceTutenen u npoydve rpaduyeckne mnsobpaxeHna He OyayT nepeHeceHbl
B cuctemy PERCo-Web Bepcun 2.x.x.x wn Bblwe. [lpu BbibOpe paHHOro napameTpa
nMnopTupoBaHue annos npondet bbicTpee.

AN
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e He 3arpyxaTb AaHHble COObLITUI, KOTOpPbIE CTaplue nosyroaa — fNpu ycTaHOBKe doriaxka
y napameTpa B cuctemy PERCo-Web Bepcum 2.X.X.X 1 Bblle He ByayT nepeHeceHbl cobbITus
cuctemol PERCo-Web nepsoini Bepcuu, KoTopble Obinn ctapwe nonyroga. [Mpu Bbibope
AaHHOro napameTpa MMNopTMpOBaHue dannoB NpongeT ObicTpee.

e [yTtb go nankn ¢ PERCo-Web Bepcun 2.X.X.X 1 BbllLe — Nofne npegHasHadeHo ans yKkasaHus
NyTW K Nanke ¢ ycTaHoBNeHHbIMK havinamu cuctembl PERCo-Web Bepcun 2.X.X.X U BblLLE.

e Havatb murpaumro — KHOMKa npegHasHadeHa ONs 3anycka npouecca MMMNOpPTUPOBaHUS
OaHHbIX.

¢ OKHO oTOGpaxeHus1 MHcpopmaLum o6 onepaumsix — OKHO NpegHasHadYeHo aAnsg oTobpaxeHns

nogpobHoro npouecca murpaummn bBL. No 3aBepLUeHUM MUrpaUMn B OKHE NOSIBUTCSI coo0LLeHne
«3aKoHyunuy.

lpumeyaHue:

i Mwrpauuto pekoMmeHayeTcs npoBoauTb B nycTyto baasy AaHHbIX
PERCo-Web Bepcumn 2.X.X.X U BbILLE.

BHumaHue!

Mpn nomowm  yTunutel Murpauum un3 Bl  6onee paHHen Bepcum 10
He NepeHoCcATCS:

HacTpovikn obopygoBaHus;

onepaTopsl;

LWabnoHbl MPOMYyCKOB;

LWabnoHbl Bepugukauuu;

oTnevaTku nanbues Suprema.

OTn pgaHHble Heobxoamnmo byaeT nepeHectn B Bl HoBon Bepcum MO BpyyHyio.

AN
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

13. Pexum pacnpepneneHHOU cUCTEMbI

PacnpedeneHHass cucmema — 3TO  OOMOMHUTENbHBLIM  pexum  pabotel  PERCo-Web,
npeaHasHa4YeHHbIN ANns:

o 00begmHeHns reorpaunyeckn yganeHHbIXx 00 beKTOB B €4ANHYIO CUCTEMY;

e MOBbILWEHNST YPOBHS OTKA30yCTOMYMBOCTM paboTbl cuUCTeMbl B cCeTaxX € 6Honbmm
KONMYECTBOM KOHTPOINEPOB.

Mcnonb3oBaHue pexuma pacnpefeneHHorW CUCTeMbl MO3BONSAET MOMyYUTb OTKA30yCTOMYMBYHO
CTPYKTYpPY, COCTOSALLYI0 M3 Heckonbko cepBepoB PERCo-Web, koTopble B3aMMOOENCTBYHOT
C LUeHTpanu3oBaHHom 6a3oM OaHHbIX.

[nsa cospgaHua pacnpedeneHHonm CUCTEMbl CeTb NpeanpuaTus  HeobXogumo  pasgenuTtb
Ha cermeHTbl. Kaxabli CerMeHT — 3TO JTIOKarnbHbIA CepBepP, KOTOPbIA CUHXPOHU3UPYETCA C APYruMm
B pexume pearnbHOro BpemeHW. Takum obpa3om Harpyska pacnpegensiercd paBHOMEPHO
N He 3aBUCUT OT yaaneHHoCTn cepeepa.

lpumeyaHue:

== [na reorpaduyeckn pasgeneHHbIX CEeTerW cermMeHtamm MoryT ObiTb MOACETU Kax4oro
u3 unuanos unu nogpasgeneHun, Hanpumep: «lnaeHbin oducy, «lMponsBoacTBOY,
«Cknag» v 1.4. Ans KpynHbIX NpeanpuaTui ¢ 60nbLUM KOSTIMYECTBOM KOHTPOSNEPOB — 3TO
pasgeneHune Ha nornyeckue noaceTn n pacnpeneneHme KOHTPONepoB No 3TUM NOACETAM,
HanpuMMep: 4YacTb KOHTPOMSEpPOB Haxoautca B noacetn 172.17.*.*, gpyras 4vactb —
B noaceTtn 10.0.*.*.

B kaxgom cermeHTe ycTaHaBnuBaeTcs cepBep cuctemol PERCo-Web, kotopbin paboTtaeT
C KOHTpOMnfepaMn TONbKO CBOEro cerMeHTa u nepegaeTt nHopMauuio B LleHTpanu3oBaHHyo 6asy
OaHHbIX. Kaxgbin cepBep cuctembl PERCo-Web wn3 nioboro cermeHta MOXET nonydartb
MHopMaLumio OT BCEX OcTanbHbIX cepepoB cucteMbl PERCo-Web B opyrix cermeHTax.

13.1. Hactpounka PERCo-Web ansa paboTbl B pexxume pacnpenesieHHON
CUCTEMBbI
[ns paboTkl B pexume pacnpeneneHHon cucteMbl HE06XoaUMO:

1. OnpenennTb, kKak OyaeT pasgeneHa ceTb NpeanpuaTus M YTo OyaeT BblAENeHO B KayecTBe
CermMeHTOB — rpynrbl KOHTPONNEPOB, reorpadnyeckn yaaneHHble 06beKTbI U T.4.

2. Ha kaxxgom cermeHTe ycTaHOBUTL cepBep cuctembl PERCo-Web.
lpumeyaHue:

= Ha Bcex cepBepax (cermeHTax) PERCo-Web pekomeHOyeTCs1 MCMOMb30BaTh O4MHAKOBbIE
cbopKM cUCTEMBI.

3. BbibpaTb cnocob paboTtbl ¢ 62301 JaHHLIX U MPOU3BECTU COOTBETCTBYIOLLYIO HACTPOMKY.
4. CospgaTtb Heobxoanmble cermeHTbl B PERCo-Web.

5. CsgsaTtb nokanbHble cepBepa npeanpuatna ¢ co3gaHHbiMM B cucteme PERCo-Web
CEerMeHTamum.

I BHumaHue!

555 CermeHTbl pekOMeHOyeTcsl HacTpouTb Ha paboTy MO OAHOMY M TOMY e MpPOTOKOMY
(npegnoytutenbHee — https). Ons atoro B MeHedxepe PERCo-Web Ha Bknagke
HacTpowku oTknounte unuM BKNOYMTE LWMAPOBAHNE [AaHHbIX Yy BCEX CErMeHTOB.
B npoTnBHOM cny4yae HekoTopble PYHKLUM MOTYT BbINONTHATLCA HEKOPPEKTHO.

13.1.1. NoakntoyeHue 6a3bl AAHHbLIX

PacnpegeneHHas cuctema PERCo-Web nopaepxunBaeTt cnegyowime cnocobbl pabotbl ¢ 6asom
JAaHHbIX:

1. Wcnonb3oBaHWe CTOPOHHEN cucTeMbl pennukaumm 6a3 gaHHbiX. [pu BbIGOpe 3TOro cnocoda
npuaepXMBanTeCh crieayoLen nocrnegoBaTensHOCTU AENCTBUN:
e Ha OQHOM M3 CerMeHToB co3ganTte 6asy AaHHbIX;

-rn
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e OTKpoWTEe BKNagky PesepBHble konuu un noru MeHedxepa PERCo-Web, cospante
N coXpaHuTe pe3epBHY0 KOMuto cosgaHHon B,

e pacnpoCTpaHUTE COXPaHEHHYIO Pe3epBHYHO KOMUIO Ha BCE OCTarbHblE CETMEHTHI;

e OTKpoWTe BKNaaky OnacHas 3oHa MeHnedxepa PERCo-Web v ckavalite CeKpeTHbIN Koy,

e PacnpocTpaHuTe CeKkpeTHbIN KIloY Ha BCe OcTarnbHble CcerMeHTbl. B pesynbTaTte Ha Bcex
cepBepax JoSKeH ObITb 3arpy)XeH OAMH U TOT XXe CEKPETHbIN KoY,

e C MOMOLLbIO CTOPOHHEN YTUNUTBI CBAXUTE BCe HGasbl aHHbIX pennukaumen. Takum obpasom
nobor cermMeHT MoXeT NpoJosmKaTe aBTOHOMHY paboTy co ceoen konven B npu notepe
CBSA3W C Opyrumu;

e Ha Bknagke Hactpowkm MeHedxxepa PERCo-Web BkniouMTe pexmm MynbTucepBepa
n akTuBMpynTe napameTtp Pexum pennukauuu B.

lpumeyaHue:
Mpymep HaAcCTpPOVikK pacrnpeaeneHHON CUCTEMbI MPUBEAEH B MPUAOKEHUN 1.

J

2. Wcnonb3oBaHue obuienn ©0asbl gaHHbIX. [Mpu BbIGOpe 3TOro cnocoba npuaepKnBanTeCh

crneayoLlen nocnenoBaTenbHOCTU OENCTBUN:

e Ha OQHOM M3 CermMeHToB co3ganTte 6asy gaHHbIX;

e OTKpoWTe BKNaaky OnacHas 3oHa Mernedxepa PERCo-Web v ckavalite CeKpeTHbIN Koy,

® pacnpoCTPaHUTE COXPaHEHHbLIM CEKPETHLIN KoY Ha BCE OCTalbHble CermMeHTbl. B utore
Ha BCeX cepBepax JOMKEH ObITb 3arpy>XeH OAUH 1 TOT XKE CEKPETHbIN KItoY;

e MoOAKNKYUTECH K co3gaHHon B[l ¢ ocTanbHbIX CErMeHTOB, yKasaB XOCT, MOpPT, WUMS
nonb3oBarens, naponb u Ha3BaHune B[] Ha Bknagke Hactpownkn Menedxepa PERCo-Web.

BHumaHue!
Ecnn cBa3b ¢ 6a3on gaHHbIX 6yaeT HapylweHa, cepsep PERCo-Web npekpatut pabory.

13.1.2. Co3pnaHue cermeHToB B PERCo-Web

nsa co3paHusa cermeHToB B PERCo-Web:
1. YbBeawuTtechb, YTO Ha BCEX CepBepax NOAKIYEHA U HACTpoeHa 6a3a AaHHbIX.

2. C opHoro un3 cepBepoB oTkponte MeHedxep PERCo-Web w nepengute Ha BKNagky
HacTtpowku.

3. Ha naHenn PacnpegeneHHas cuctema akTUBUpYWUTE pexum mynbtucepsepa. [locne atoro
Ha NaHesnu NOABATCA JOMNOSTHUTESbHbIE HACTPOWKN:

Pacn pejeneHHan cuctema

Pexxum mynsTucepeepa ('

Pexum pennukauyuu 60

CermeHT  [dupekums [Tekywuin cermenT]

JleiAcTENA ¢ BbIGPaHHbIM CErMeHTOM

4. C NOMOLLUBbK KHOMKU ﬂOﬁaBMTb CerMeHT BblI3OBUTE OKHO HOGaB.ﬂeHMe CcermMeHTa:

,El,oﬁaaneH ne cermMeHTa
Mma cermenTa

XocT

(=]

4 .
\ )) SEC.RU KopoTkuit nyTb K MHdopMaLmm CkayaHo c sec.ru




7 \
\ 7

Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

e B none Wma cermeHTa BBeaMTe HaMMEHOBaHVWE CO30ABAaeMOro CerMeHTa,
Hanpumep, «lnaBHbIN ohucy;

e B none Xoct ykaxuTte IP-agpec cermeHTa (T.e. NOKanbHOro cepeBepa C YCTAHOBIIEHHOW
cuctemon PERCo-Web);

e Haxmute KHonky CoxXpaHuTb.

Takum obpasom [obGaBbTe BCE HYXXHbIE CErMEHTBI.

5. CpenanTe OAMH U3 CErMEHTOB OCHOBHbLIM C NMOMOLLbIO COOTBETCTBYIOLLEN KHOMKWA Ha naHenu
PacnpepneneHHasa cuctema. bnarogaps aTomy CBsi3b C cermMeHTammn ByaeT OCyLecTBNATLCS
yepe3 OCHOBHOM cermMeHT, a B cobblTuax cuctembl PERCo-Web 6ynet oTtobpaxaTbes
COCTOSIHVE CBSA3U:

CobbITisA cUCTEMDI PERCo-Web
ABTOOBHOBASHWE 2022-11-18 00:00 — 23:59
Cobbitne ~ [lata cobbimua Jlata cobbimna UTC JlononnutensHas wnde  IP-aapec TaBensHbiid HoMmep Ycrpoiicteo
CoeaMHeH1e ¢ CErMEHTOM PazopBaHo 2022-11-18 16:29:05 2022-11-18 13:29:05 50
CoeaMHeHMe C CerMeHTOM YCTaHOBIRHO 2022-11-18 16:28:33 2022-11-18 13:28:33 50
lpumeyaHus:
" Tlocne BblbOpa OCHOBHOIO cerMeHTa Heobxoaumo nepesanyctuTb Beb-cepeep n Cepsep
CUCTEMBbI.

Mpy ocTaHOBKe cepBepa CUCTEMbI HA OCHOBHOM CErMeHTEe CBA3b C APYrMMU CermeHTamu
He mponagaer.

13.1.3. 3akpensneHue cerMmeHTOB 3a cepBepamum

MoouepenHO C Kaxgoro cepsepa, Ans kotoporo B PERCo-Web 6bin co3gaH CErMeHT, BbINONHUTE
cnegylowme encTeus:

1. Otkponte MeHedxxep PERCo-Web v nponsseante Heo6X0AMMbl€ HACTPOWVKU:

e Ha Bknagke Hactpomku Ha naHenn PacnpepeneHHasi cuctemMa akTUBMPYWTE PEXUM
MynbTUCepBepa M BbidepuTe B BbiNadalollemM Cnucke cermMeHT ¢ Bawwm [IP-agpecom.
Mcnonb3ays kHonky MpuBA3aTb cerMeHT, 3akpenute BbIOpaHHbIN CErMEHT 3a CEPBEPOM;

e Ha Bknagke MOHUTOPWHI nepe3arpy3nte cepeep cuctemsl n \WWeb-cepsep.

2. B cucteme PERCo-Web nepengnte Ha Bknagky YecTpoucTBa nogpasgena «KoHdurypaumsa»

pasgena «AgMUMHUCTpUpoBaHue». [lcnonb3ysd KHOMKY Mouck ycTtpomncTB, Hangute
n pobaBbTe Heobxoanmble ycTponcTea. Mpu gobasneHnn ycTponcTeso ByaeT aBToMaTUYECKN
NPUCBOEHO CErMeHTy, C KOTOPOro BbINOMHANCA nouck. [Mpn HeobxoouMMOCTM OTKpoWuTe
napamMeTpbl yCTPONCTBA U U3MEHUTE CErMeHT.

lpumeyaHus:

" — Tpu pobaeneHun kamepsbl, cepeepa TRASSIR, UICO «OpuoH» (Bolid), OIC «Py6ex»

BPYYHYIO YK&XXNUTE CEerMEHT B COOTBETCTBYHIOLLEM MOSE.

— [lpwn pobaBneHwu WN3a UM cocTaBHOro obbekTa B X NapameTpax 6yayT oTobpaxeHbl
TONbKO YCTPOWCTBA, MPUBA3AHHbIE K CETMEHTY, C KOTOPOro Mpoucxoaut fobasneHue
LUMKO3a UM COCTaBHOro obbekTa.

— lMpn aktmBaumm pexuMma pacnpefenieHHoONn CUCTEMbl paHee CyLleCTBOBaBLUME
noMeLLeHMs 1 yCcTporcTBa ByayT HAXOAUTLCS BHE CErMEHTOB, NO3TOMY MX HEOO6XOOUMO
nepemMecTuTb B COOTBETCTBYIOLLMIA CErMEHT.

3. Ha Bknagke Cuctema nogpasgena «KoHdurypaumar» pasgena «AgMUHUCTPUpPOBaHUE»
YKaXkuTe nyTb K KaTanory Ans 3anvcu smgeodannos.

| BHumaHue!
Y KaOoro cerMeHTa JormkeH 6biTb CBOV KaTaror Ans 3anucy Buaeodansnos.
4. Tlpn HeOBXOANMOCTMN HACTPONTE peakLMmn Ha COBbLITUA U 3aJaHUS NSl CErMEHTa.

N
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13.2. Ocob6eHHOCTU paboThI B peXxume pacnpeneneHHon cucTemMbl

e B pasgene «MOoHUTOPUHI» OTOOpaXatoTCst BCE CErMEHTbI, C KOTOPbIMU €CTb CBA3b (pasgen
[OCTYNeH TONbKO MpWM aKTMBUPOBAHHOW nuueH3um Ha wmogynb [1O  PERCo-WMO05
«MoHumopuHe»).

e B pasgene «Bepudukaumar» (4OCTyneH TONMbKO NpU aKTUBMPOBAHHOW NMULEH3MN Ha MOAyIb
MO PERCo-WM02 «Bepudghukayusi») 3anyck npouecca Bepudumkaumm BO3MOXEH TOMbKO
C MCNOMNb3yeMoro cerMeHTa.

e B nogpasgene «XypHan Bepudcdukauumn» pasgena «KoHTponb goctyna» otobpaxaroTcs
cobbITnA BEpMdUKaLMM CO BCEX CErMEHTOB (nogpasaen 4OCTYNEH TONbKO NpU akTMBMPOBAHHON
nueHsum Ha mogynb MO PERCo-WMO02 «Bepucgbukayusi»).

o B nogpasgene «CoObiTuA cucTeMbl» pasgena «AAMUHUCTpUpPOBaHUE» OTobpaxaloTcs
cobbITnA co Bcex cerMeHToB. Mpu 60onbLlwOM KonmMyYecTBe COObITUIA NX 3arpy3ka MOXET 3aHATb
HEKOTOpPOEe BpeMs.

-n
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14. WHterpauuna c 1C:Mpeapnpusatue 8

B pesynbTate nHTerpauumn yHKUmMa yyeTta paboyero BpeMeHn COTPYAHUKOB NepedaeTcs cucteme
nporpamm 1C:lMpednpusimue. PacyeT nNpon3BoAUTCA Ha OCHOBaHMM COOLITUI BXOAA-BbIXOAA,
pPErMcTpmMpyembiX KOHTpomnnepamu cuctembl. Npyn uHTerpauum CUHXPOHM3MPYIOTCS chnegyolime
JaHHbIE:

CMNCOK CTPYKTYPHbIX NOApasgeneHnin npeanpuatus;

CMUCOK OpraHn3aummn;

OOIPKHOCTUN COTPYAHWKOB;

rpacdounkm paboTbl 1 NpasgHUYHbIE OHWY;

cobbITuS;

CMNCOK COTPYAHWUKOB M UX yYEeTHbIE AAHHbIE;

KnaccuukaTopbl.

Mocne aktmuBauuun nuueHsmm Ha mopynb PERCo-WMO03 «MHmezpayusi ¢ 1C», pegaktmposaHme
3TUX AaHHbIX B cucteme PERCo-Web Gynet 3a6noknpoBaHo.

MpoBecTn uHTerpaumto ¢ 1C: Mpednpusimue MOXHO ¢ nomoLbio Moayns PERCo-WMO03 «Modynb
uHmeepayuu c 1C», paspaboTtaHHoro komnaHnen PERCo.

[na npoBegeHns HTerpaumm:
1.  YcraHosute mogynb PERCo-WMO03 «Modynb unmezpayuu ¢ 1C».

2. 3anyctute 1C: [pednpusmue n  oOTKpouTe  cpbann BHewHen  0bpaboTkm
Perco_CunxpoHu3ayusifJaHHbix3YI1_1C_xx.epf (roe xx — Bepcus danna obpaboTkn)
moayns PERCo-WM03 «Modynb uHmezpayuu ¢ 1C». ®ann MOXHO ckavaTb B pasgene
«AgMuUHUcTpupoBaHue» > «JluueHsnu» > PERCo-WMO03. CnepyiTe pekoMeHOauusm
PYKOBOACTBA MONb30BaTeNs MOAYNS.

lpumeyaHue:

- HononHuTtensHas uHgopmauma o pabote cucrembl ¢ mogyrnem PERCo-WMO03 «Modynb
uHmeepayuu c 1C» noctynHa Ha canTte komnaHun PERCo no agpecy: WwWw.perco.ru.

(=]
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15. API PERCo-Web
Mopgynb npegHasHayeH nsi NOMOLLM pa3paboTynkam B CO34aHUN CTOPOHHUX MPUMOXKeHUn Ha 6ase
roToBbIX pelueHuit cuctembl PERCo-Web.

Mogynb npegHasHadeH Ans nonb3oBaTenen, obnagalowmnx BbICOKMM YypOBHEM KBanudukaumm
B obnactn T n npaktnyecknumun 3HaHuammn B Web paspaboTke.

APl (Application Programming Interface) — 3710 uHTepdenc, KoTopbii NO3BONSAET Mony4vaTtb
nHcpopmaumto n3 6asbl faHHbIX PERCo-Web ¢ nomowsto HTTP-3anpocos k cepsepy.

B Mogynb MOXHO nepenTtn Tpems cnocobamu:
1. Wcnonb3ys naHenb HaBurauuu, nepengute B pasgen E «AgMmuHucTpupoBaHue». OTkponTe

nogpasgen «JimueHanun» n BoidepuTte nuueHsno PERCo-WM04 «MHmezpayusi c sHewHUMU
cucmemamu». B OTKpbIBLLEMCSI OKHE nepenaute no ccebinke JokymeHmauusi.

2. B agpecHon ctpoke gobasbTe K IP-agpecy cepsepa /dev. Hanpumep, hitps:/172.17.0.xx/dev.
3. TMocne aktuBauuu nuueHsun PERCo-WM04 «MHmezpayusi c HeWHUMU cucmemMamMmu»

Ha naHenu Hasurauumn NOSABUTCSA pasaen @ «JokymeHnmauusi». lNepeniante B AaHHbIN
pasgen n otkponTe nogpasgen «Jokymenmauyusi SDK».

Moaynb nmeeT cnegyowmin Bua;:

MonyueHne nepapxuyeckoro
CcrvcKa AOCTYMNHbIX pa3AenoB

Oro Crncka ENDPOINT

el CUCTeMbl

MonyueHue JSON-cxemsl no 1D

Mosy4eHue nepapx
AOCTYMHBIX P33/

GET /system/components
CnywebHole MeTogsl

PegakmpoBakme JSON-cxemsl no 1D MomyueHUE HePaPXMUECKOrD CIIVICKE LOCTYMHBIX PA3ASN0E CHETEMBI

MofyueHue JSON-cxemel no title @ @
MonyueHue cnucka JSOM-cxem

JobaeneHmre HOBOR JSON-Cxemel

Moayyexue ofitekTa NepeecAoe Ha
AOCTYNHBIE A3bIKW

Cnucok rpynn MeTogoB B 3aBUCUMOCTU OT MX (OYHKLIMOHANbHOW NPUHAANEXHOCTH.

2. Pabouas obnactb cogepxuT cnyxebHble meToabl BblbpaHHOW rpynnbl. MeTtoabl pas3buThbl
no rpynnam B 3aBUCMMOCTM OT UX PYHKLMOHAINbHOM NPUHAANEXHOCTH.

Mpwn BbIGOpE 3nemMeHTa OTKpPbIBAKOTCS CrieaytoLLme nons:

e OnucaHue — COOEPXUT KpaTKYH XapaKTePUCTUKY BbIOGpaHHOro meToaa.

e [MapameTpbl 3anpoca — COAEpPXUT OnucaHve MnapamMeTpoB, KOTOPble MOXHO nepeaaTb
B MeTOA,.

e [Mpumepbl OTBETOB — NpeaHa3HaYeHo ANs HarnsiAHOro 0TOBpaxKeHMs MHGoOPMaLUK.

e BbINONHUTBL 3anpoc — NaHenb NO3BONSET NPoBepUTL PaboTy 3anpoca.

-
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16. lNpepBapuTenbHas HaCTpouka

Mpn noarotoBke cucTeMbl K paboTe npuaepXkuBanWTeCch Ccnegylowen nocrneaoBaTenbHOCTU

JEeNCTBUN:

1. Bowngute B cucTemy, ncnonb3ys opaysep. [1ns aToro B agpecHon cTpoke bpaysepa BBegute
IP-agpec TK, Ha koTopoM ycTaHOBMeH cepBep cuctembl. [1pu nepsom BXxo4e B cCUCTEMY
Heobxoanmo 3agaTb Naposib A4S y4ETHON 3anucu.

2. Wcnonbk3ysa naHenb HaBurauum, nepenguTe B pasgen E «AQMUHUCTPUPOBaHUE:

o OrTtkponTe nogpasgen «JIMueH3nm» n akTMBupyrTe Heobxoammble nakeTbl n mogynu MO,
npu HeobXxo4MMOCTH BBEANTE NPUOBPETEHHbBIE NMULIEH3NOHHBIE KIOYM.

e OrTtkponTe nogpasnen «KoHdburypaumsayr:
— BblbepuTe pernoH n popmat otobpaxeHus aT B cucteme (Bknagka «Cucremay);
— npowusBeguTe NOUCK 1 gobaBreHne KOHTPONNEPOB B KOHUIypauuio cuctembl (BKrnagka

«YcTponucTaar);

— co3gaunTe CnMCOoK NoMeLLeHnn npeanpuatms (Bknagka «fMomeweHus»);
— NPUBSKUTE KOHTPOSEPbI K NOMELLEHMAM.

e Otkponte nogpasgen «Ponu v _npaBa onepatopoB», co3ganTe Heobxoaumble ponu
onepaTopoB 1 yCTaHOBUTE ANSA HUX MOFTHOMOYMS.

3. B pasgene «Bbropo nponyckoB» (cM. Pykoeodcmeo nonb3ogamersnisi PERCo-WB,
PERCo-WBE, PERCo-WS, PERCo-WSE):
e Ortkponte nogpasgen «WabnoHbl goctynar.
— npu HeobxogmmoctTu AobGaBbTe BpPEMEHHblE KpUTepuu [ocTyna u OTpedakTupymTe
npasgHMYHOE pacnucaHue AocTyna (Bknagka «BpemeHHble Kputepum gocTtyna);
— co3ganTe wabnoHbl AocTyna Ana COTPYAHMKOB MNpeanpuatvs 1M noceTuTenen.
Mpun co3gaHum WwabnoHa Ansa Kaxaoro NoMeLleHns yCcTaHaBnmMBatoTCs MHAMBUAYanbHbIEe
npasa u kputepun goctyna (Bknagka «lLabnoHbi»).

4. B pasgene E «lMepcoHany:

o OrTtkponte nogpasgen «MoapasneneHus» (cM. Pykoeodcmeo ronb3ogamens PERCo-WB,
PERCo-WBE, PERCo-WS, PERCo-WSE) v co3gaiTe CnMCOK CTPYKTYPHbIX NogpasaeneHunm
npeanpuatns. [Ona  kaxgoro nogpasgeneHuns  ykaxmte OaHHble, KoTopble  OyayT
aBTOMAaTMYECKN YyCTaHABNMBATbLCS COTPYAHMKAM U NOCETUTENAM nogpasaeneHums.

o OrtkponTte nogpasgen «[JOMMKHOCTU» U CO3OalTe CMMCOK AOIMKHOCTEN NpeanpuaTus
(cm. Pykosodcmeo ronib3oeameriss PERCo-WB, PERCo-WBE, PERCo-WS, PERCo-WSE).

o [lpn HeobxogmmocTn B nogpasgene «dononHutenbHble AaHHbIe» (CM. Pykoeodcmeo
nonb3oeamerisi PERCo-WS, PERCo-WSE) co3navite nons Ans BBoga AOMNOMHUTENbHbIX
TEKCTOBbIX M rpacpnyecknx AaHHbIX.

e [lpu pabote ¢ YPB (cm. Pykogodcmeo rions3oeamersiss PERCo-WMO01, PERCo-WMEO1):

— B nogpasgene «lMpacdmkn paboTbi» cosgante rpacduvkn paboTbl ANs COTPYOAHWUKOB
npeanpuaTusa. YKaxute ANna  Kaxgoro rpaduka  perucTpupyrlowime  noMeLeHns
W NapamMmeTpbl COCTaBNEeHMs OTYETOB NO AUCLMNIIMHE TPYAa;

— B nogpasgene «lMpa3aHnyHble AHUY» OTPedaKTUPYNTE Kanengapb NpasaHUYHbIX AHEN.

5. B pasgene «Bropo nponyckoB» (cMm. Pykosodcmeo nonb3ogamersnisi PERCo-WS,
PERCo-WSE).
e OTkponTte nogpasgen «[AusavMH nponycka» M co3ganTte WabnoHbl AM3alHa NponycKoB
COTPYOHMKOB M NoceTuTenen angd nogpasgeneHnin npeanpusaTus.

6. B pasgene E «IMepcoHan» (cm. Pykosodcmeo rionib3ogamerisi PERCo-WB, PERCo-WBE,
PERCo-WS, PERCo-WSE):
e Otkponte nogpasgen «COTPyAHUKU» U CO3JalTe CNUCOK COTPYAHMKOB MNpeanpuatus.
[na kaxxgoro coTpyaHuka:
— 3anonHUTEe y4eTHyr KapTouky (ykaxute ®UO, nogpasgeneHue, OOMKHOCTb, rpaduk
paboTbl 1 T.4.);

[=¥a
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— pobasbTe hoTorpaduto;
— BblganTe KapTy goctyna (MgeHTudukatop) W yctaHoBuTe LWabnoH JgocTyna.

Mpn HeobxoguMOCTKM pacneyartanTe nponyck (cM. Pykoeodcmeo rnonb3osamersisi PERCo-
WS, PERCo-WSE).

7. B pasgene E «AAMUHUCTpPUpPOBaHME» OTKponTe nogpasgen «OneparTopbi» 1M co3ganTte
y4eTHble 3anucu Angd onepaTtopoB CUCTEMbI, Ha3HayYbTe UM CO3[aHHble paHee ponu 1 BblaanTe
npaea Ha pasgensi.

8. B paspgene «Bropo nponyckoB» (cM. Pykosodcmeo nonb3oeamesnisi PERCo-WB,
PERCo-WBE, PERCo-WS, PERCo-WSE).
o OrTkponte nogpasgen «LlLlabnoHbI AocTynay, nepengute Ha BKNaaky
KomuccumoHmpoBaHme u npu HeOOXOOUMOCTU YKaXKUTE [N KOHTPOMMEpoB Tex
COTPYAHMKOB, YbM KapTbl OCTYNa 6yayT SABMAATLCS KOMUCCUOHUPYHOLLUMMU.

9. Hactponte yHKUMM KOHTPONSA 30HANbHOCTM JocTyna kKapT B cucteme (Antipass
n Global Antipass).

-=z
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17. ®PyHKuum Antipass u Global Antipass

B cucteme npegycmMoTpeHa BO3MOXHOCTb BKIHOYEHMSI U OTKMHOYEHMS (YHKUMIA KOHTpOrs
30HaNbHOCTM KapT AocTyna.

dyHkuua Antipass
llpumeyaHue:

7 [Ins ucnonb3oBaHusa YHKUUKM Antipass B LWabnoHe AocTyna KapTbl HEOGX0AUMO ykasaTb
noMeLLeHns, Npu AOCTyne B KOTOpble OOMKEeH MPOU3BOAMTLCS KOHTponb. HacTtporika
wabnoHa npoBoauTcs B nogpasaene «LWabnon goctyna» pasgena «bropo nponyckoB».

Ansa BKNtoYeHNUs / OTKMOYEHUST (DYHKLUM KOHTPOIS 30HANbHOCTHU:

Mcnonb3ysa naHenb HaBuraumm, nepengnte B pasgen «AAMUHUCTPUpPOBaAHUEY.
Otkponte nogpasgen «KoHdurypaumsa».
Mepenante Ha BKNagKy YCTponUCcTBa.

o Db~

B paboueit ob6nactu cTpaHuLbl BbiGEpUTE KOHTPOMMEp, AN KOTOPOro Heo6XoaNUMO BKIYUTL
PYHKLMIO KOHTPOMSA 30HANbHOCTY.

o

Haxxmute KHOMNKy PepaktupoBaTb Ha NaHeNn MHCTPYMEHTOB CTPaHULbI.
6. B oTkpbiBLIEMCHA OKHE nepenanTe Ha Bkraaky UY (3amok):

(5 KonTpoanep samka CLOS.1 BepHyTLCA K CInCKy
Hazeanwe HopwmansHoe (T.e. 2abnokKpoBsalHoe) COCTORHWE KOHTakTa (exog MY) <
Kontponnep samra CLOS.1 HopmaneHo 3amMkHyT
Bxon & HopmaneHoe cocToanme "3akpeimo " Beixoaa MY
Cronosas [>] He zanuTaH
Buixon us L1 Hopmanuzauwrs esixona MY
Yonn Q Mocne "OTkpeITAA
o MpenensHoe epemMa pazbnoKMpoBKK
Crnncok NFC yetpoicte PeA P P P o
-]
g CexyHabl 7]
H B
2
Bpemsa yaepxanua B pazdNoKMPOBaHHOM COCTOAHMK (BpeMA aHanvsa 5
MAEHTUO UKATOPA) =
=
Cetb ] CexyHas =
3
=
Bpema oxnaaHNA KOMUCCHOHWMPOBaHNA =
PazHoe =
30 CekyHAabl :‘3
lenepatop Tpegorn Perucrpauma Npoxoas No NPesLAENEHMH MISHTHOMKATOPA
BHYTpEHHAR 3alLMTa T Nepesaun vaeHTudukatopoe (Local Antipass)
3amok
Pexm paboTel BelXo4a ynpaenesna MY
Brizogs! MoTeHuunansHblk

CMEHa 30HEI NPY NpoxoLe
CunThiBaTENE
Fire Alarm B pesxine padoTsl "OxpaHa”

7. B pabouenn obnactu okHa ANS BKIIOYEHUS / OTKMOYEHUS (PYHKUMM KOHTPONSA 30HANbHOCTU
Ha BblbpaHHoM WY ycTaHoBuTE / CHAMUTE naxoK Yy napameTpa BHyTpeHHAA 3awwmTa
oT nepenauu naeHtTudukatopon (Local Antipass).

rn
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8. Mepengnte Ha Bknagky CuuTbiBaTenb A1 HACTPOWKM MapaMeTPoB KOHTPOMS 30HaNbHOCTM
npu Npoxoze B HanpaeneHun cumTbiBaTens:

(8 KonTponnep samka CLO5.1

HazeaHme

3awmTa oT nepeaaqu

BepHYTCA K CnUcky

B PEXMME PABOTEI "Koutpons” <
waeHTupukaTopoe COTPYAHWKOB
Kontponnep zamka CLO5.1 (Antipass) Markas
Bxoa B 3awmTa oT nepeaaun B PEXXMME PABOTBI "Oxpana”
waenTndukatopos NMOCETUTENEA
Cronosas o (Antipass) Msrkas
Beixoa ws vt KoHTponk BpemeHm ana
waeHTupukaTopoe COTPYAHWKOB
Xonn Q
KOHTpoNL BDEMEHW ANA
Crncok NFC yerpoiicte waeHTMbUKaTopos MOCETUTENEA 2
-
o
=
He Mogteepxaenue ot 1Y g_
5]
Pazpewenue 1Y :
5
=
Cets WzbimaTe uaeHTUOMKATOPEI 3
noceTuTenef nocae npoxoaa ;I:
o
-
Pastos JonoaxuTensHele BoIx0Ab, Q

leHepaTop Tpesori

3amok

Boizogs!

CunTeiEaTens

aKTUBM3MPYEMEIE NPy PasBAoKMposKe

wny
[llononHuTensHele BeIXOALI,
HOpManusmMpyemele npu

paz6nokupoeke WY

JonoaxuTensHele BoIx0Ab,

AKTVEM3WMPYEMBIE NPY NPEALABAEHUN

BaNWAHLIX WAEHTUGMKATOpOR
COTPYAHWMKOB

B pabouer obnactn okHa He3aBMCMMO A1 COTPYAHUKOB M NOCETUTENEN YCTAHOBUTE KECTKUN
UIN MAMKUIA PEXUM KOHTPONSA 30HaNbHOCTU Npu pasnuyHbix PK.

9. Haxmute kHonky CoxpaHUTb BCe B YCTPOMCTBO, N3MEHEHHbIE NapamMeTpbl OyayT nepeaaHsbl

B KOHTpOIJ1Ep.
dyHkuua Global Antipass

[ns BkntoYeHUs / OTKIOYEHUS (*)yHKLI,VIVI rnobanbHoro KOHTEOJ’IH 30HaJIbHOCTH:

Wcnonb3ysa naHenb Hasurauum, nepengute B pasgen «AAMUHUCTPUpPOBaHUE.
OTtkpowite nogpasaen «KoHdurypaumsa».
Mepenante Ha BkNagKy YCTpoucTBa.

B pabouen obnacTtu ctpaHuubl BbIbepuTe KOPHEBOM 3N1EMEHT cnvcka ObWwue napameTpbl.

a WD~

Haxxmnte KHOIKY PeAaKTVIpOBaTb Ha NnaHesln MHCTPYMEHTOB CTPpaHULbI. OTKpOGTCFI OKHO

O6wme napameTpbl:
([© O6wwme napametpsl

. Pexaim paboTel cunTigaTenei
OBuue HacTpoikn
Wiegand 26

Kotrponnepsl PERCo InoBankHeIi aHTMNAcC

BraoueH
Kaptel Mifare

KouTponnepsl Suprema

KonTponnepel ZKTeco

6. [nga BknNoYeHUs / OTKIHYEHMA PYHKUMM rNoBGanbHOro KOHTPOS 30HaNbHOCTU B BbiNagaaoLlwem
cnucke MNobanbHbIM aHTUNacc BuibepuTe BkntoveH / OTKNOYeH.

7. Haxmure KHOMKY COXpaHVITb BCe B yCTpOVICTBO, M3MEHEHHbIE NMapaMeTpbl 6yﬂ,yT nepegaHbl
B KOHTpONnepbl CACTEMBbI.

N
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18. Paspgen «AQMUHUCTPUPOBAHUEY

Pasgen npegHasHayeH ana opraHusauum APM coTpygHuka npegnpusaTtusi, 3aHumarollerocd
HacTPOMKON U aAMUHUCTPUPOBAHMEM CcUCTeMbl. Pasgen no3BonsdeT MNpouM3BEeCTM MEpPBUYHOE
KOH(purypuposaHne obopynoBaHus cucTembl, AgobaBneHne onepaTtopoB CUCTEMbI U ee
nuueHsmpoBaHune. Mcnonb3oBaHne pasgenia Mo3BOSISIET KOHTpPonupoBatb paboTy CUCTEMBI,
COCTaBIisiA OTYETbl O PETUCTPUPYEMBIX COBBITUAX.

18.1. MNMoapasanen «KoHdurypaumsa»
B nogpasgene JocTynHbI cneayoLwine BKIIaaKu:
Bknagka NomelleHus npeaHasHayeHa ans co3fgaHus cnucka noMeLLeHnn npeanpuaTus.

Bknagka YcTponcTBa npegHasHavyeHa ans:

e [OMCKa YCTPOWCTB B fIOKasibHOW CeTu 1 obaBneHns nx B KOHOUrypauuo CUCTEMBI;

e HACTPOVKM NapaMeTpoB YCTPOWCTB U UX PECYPCOB;

e N0AayYun KOMaHA ynpaBleHus;

e BPEMEHHOrO UCKMIOYEHUS YCTPOWNCTB M3 KOH(UIypaLum.
Bknagka CoOblTua npedHasHavyeHa [Ansi MNepevMeHoBaHMsa  COObITUIA, PEerncTpupyemblx
YyCTPOWCTBaMu CUCTEMBI.

Bknagka LlabnoHbl _kamep npegHasHayeHa Ans  co3gaHust  WabnoHoB  napameTpoB
ANS BUOeokamep CUCTEMBI.

Bknagka Cuctema npegHasHadeHa AN U3MEHeHUst OBLMX HaCcTPOek CUCTEeMbl, HaCTPOWKK
PaccCbIfkN 1 YBEAOMITEHWIA.

18.1.1. Bknagka «MomeweHna»

CTpaHuua BKNaaku UMeeT crieayowni Bua;

KoHdurypauna PERCo-Web* AOMAHICTPATOP ?

Yctpoiictea CoBeitna LWaBnoHe! kamep Cuctema

(€
@

Mownck — {3} HexowTponupyeuman Tepputopws

IP agpec — {3} Momewerme 1

(& Croiika TypHukeTa N21

— {2} Nomewerme 2
HazeaHune (& Aeycroponnwii zamox NE1 @

Tun

MoGoi Tvn

1. Tlepekntoyatenb BbiOOpa BKNagku nogpasaena:
e [lMomelueHus;

YCcTpOUCTBa;

CoObITus;

LLIabnoHbI Kamep;

Cucrtema.

2. TMaHenb MHCTPYMEHTOB CTPaHULibI:

. Jo6aBuTb nomeleHne — KHomMka no3BonsdeT [006aBUTb BIIOXEHHOE MOMELLEHne
B MOMeLLieHNe, BblAeneHHoe B paboyert obnactu cTpaHuubl.

o Mounck ycTponcTB — KHOMKa NO3BONSET NPOU3BECTU MOUCK YCTPONCTB (KOTOpble paHee
He Obinu aoGaBrneHbl B KOHUrypauuio CUCTEMbI) B FIOKaNbHOW CETU U pasMecTUTb KX
B BblaeneHHOM B paboyeit 06nacTi cTpaHuLbl MOMELLEHUN.

Fa¥al
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° YcTtaHoBUTb yCTpOVICTBO — KHOTKa No3BOoNAEeT pa3MeCcTuTb yCTpOVICTBa, ﬂOGGBJ’IeHHbIe
paHee B KOH(*)I/IpraLI,VIIO CnctemMbl, B BblEeJIeHHOM B pa60l-|el7| obnactu CTpaHULUbI
nomMeLleHNN.

. PepaktupoBaTb — KHOMKa NO3BONSAET M3MEHWUTb Ha3BaHWe BblAENEHHOro B pabouen
obnact cTpaHuubl MOMELLEHUSI UMM HACTPOUTb MapameTpbl BbiAeneHHOro B pabouyen
obnacTtu yctponcrea.

. Ypanutb nomeweHue /| OTBA3aTb YCTPOMCTBO — KHOMKa MO3BOMSET yOanuTb
BbleneHHoe B paboyer 06racTy CTpaHuLbl NOMELLEHMNE Ui YCTPOMUCTBO 13 MOMELLEHWS.

° AKTMBVIpOBaTb — KHOMKa no3BONAET BKIHOYUTL B KOHd)I/IpraU,I/I}O CUCTEMbI paHee
WCKINIYEHHOE NN HangeHHoe yCTpOVICTBO.

. HeakTnBupoBaTb — KHOMKa MO3BONSET BPEMEHHO WCKIIOYUTL U3 KOHGUrypaumm
CUCTEMbI YCTPOWCTBO, BblAeneHHoe B paboyeir obnactu cTpaHuubl. [Mpu  3TOM
HauMeHOBaHMe VCKITIOYEHHOIO YCTPONCTBA 3aTEHSIeTCS.

. MoctaBuTb Ha OXpaHy — KHOMKa MO3BOSMSIET MOCTaBWUTb YCTPOWCTBO / NOMELLEeHNe
Ha OXpaHy.

. CHATb C 0XpaHbl — KHOMKa NO3BOJSIET CHATb YCTPOWCTBO / MOMELLEHME C OXPaHbl.

. MNepeaaTb n3aMeHeHUs1 KOHUIypaUun B yCTPOMCTBA — KHOMKa NO3BOSSET NepeaaTb
N3MEHEHHbIE NapaMeTpbl B YCTPOWCTBA CUCTEMBI.

. MepenaTb Bcro KOH(Urypauumio B yCTPOWCTBA — KHOMKa MO3BONSET nepeaaTtb Bce
napameTpbl B YCTPOWCTBA CUCTEMBI.

. OGHOBUTbL — KHOMKA NO3BONSIET 0GHOBUTL MHAOPMALNIO O COCTOSIHUM YCTPOMUCTB.

. JdononHutenbHO — KHOMKA MO3BOMSIET OTKPbITb MEHI KoMmaHg Ans  BblGopa

OOMNOMHUTENBHOro A4EeNCTBUS:

— JKCcnopT — MO3BOSISIET COXpPaHWUTb LaHHble paboden obnactv B ann SMeKTPOHHbIX
Tabnuy, ¢ BbIGPaHHbLIM paclLUMPEHNEM.

— WmnopTt n3 XLS, XLSX — no3sonsieT Nnpon3BecTy UMMOPT CrMcka NoMeLLeHnin n3 danna
9NEKTPOHHbIX Tabnuy ¢ pacwupernem .XLS nnn .XLSX.

3. Paboyaa obnactb cTpaHuubl COOEPXKUT MHOMOYPOBHEBLIN PaCKPbIBAKOLLNNCA  CMMUCOK
MOMELLEHMN C YKa3aHWEM pPacrofioKEeHHbIX B HWUX YCTpoMcTB. Mo ymonuyaHuio B pabouen
obnactn HaxoauTcs HeyganseMoe nomelleHne «HekoHmponupyemass meppumopusi».

lMpumeyaHue:

7 B paboyeit obnacTu CTpaHWLbl peanun3oBaHa dyHKUMs Drag-and-drop, nossonsowias
N3MEHSATb pacnorioXXeHne NoOMeLLEHNA B CNINCKE C NOMOLLbIO MbILLIN.

18.1.1.1. Co3pgaHue cnmucka noMeLleHnmn
[ns co3gaHma cnucka NoMeLLeHU:

1. Wcnonb3ys naHenb HaBurauuu, nepenguTte B pasgen EJ «AAMUHUCTPUpPOBaHUEY.
2. Ortkponte nogpasgen «KoHdurypaumsa».
3. Tepengute Ha Bknagky NomeleHus.

~a
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4. Haxmute Ha naHenu WHCTPYMEHTOB CTpaHWLbl KHOMKY Jo6aBuTb nomelleHue.
OTkpoeTcs okHO [106aBUTb NoMeLleHue:

NobaBuTb NoMellleHne

Hazearue

OTmeHA

5. B OTKpbIBLLEMCSI OKHE BBEAUTE HAa3BaHME HOBOIO NMOMELLEHUSA N HAXMUTE KHOMKY COXPaHUTD.
Mpn paboTte B pexume pacnpedeneHHOW CUCTEMbI Takke ykaxute cermeHT. OkHO 6yner
3aKpbITO, nomelleHne Gyaet nobaBrneHO B pacKpbiBalOLWMIACSA CNUCOK B pabodven obnactu
CTPaHULbI KaK BIIOXXEHHOE:

= ¢ HexoHTponmpyemar TeppUTOpHA
- ¢ NpoxogHan

6. [Onsa pobaBneHuWss BNOXEHHOrO MoMelleHns Bblgenute B paboyen obrnactm cTpaHuubl
TO NOMelleHne, B KOTOpoe Heobxoaumo [006aBUTb BIOXEHHOE, WM HaXMUTE  KHOMKY

Ho6aBuTtb nomelyeHune. OTkpoeTcsl OkHO [lo6aBUTL NoMelleHMe.

7. B OTKpbIBLUEMCS OKHE BBEAMTE Ha3BaHMe HOBOrO MOMELLEHUSA U HaXKMUTE KHOMKY COXpaHUTb.
OkHo GyaeT 3aKpbITO, HOBOE NomelleHVe 6yaeT 4oGaBnNeHo B BblOeNeHHoe:

- HekoHTponupyeman TeppHTOpHA
= " [poxogHan
[ - % MoMelleHme 4nA NoceTUTENei

8. [ns u3MeHeHus1 HasBaHus A06aBNeHHOro paHee rnomMmelleHnda Bbloernnte ero B pa6o‘-|e|7|
obnactu CTpaHuubI n HaXXMUTEe  Ha naHenn MHCTPYMEHTOB  CTpaHuLbl KHOMKY

Pe,anTVIpOBaTb. OTKpOGTCﬂ OKHO PeAaKTVIpOBaTb nomewieHune:

Peaaxmpoaarb nomMmeLwleHme

Hazeanwe

Pabouan zoHa

OTmeHa

9. B oTKpbIBLUEMCS OKHE NPOM3BEANTE HEOOXOANMbBIE NBMEHEHUSA U HAXXMUTE KHOMKY MpUMeHnTb.
10. Ona yoaneHusa gobaBneHHoOro paHee NnoMeLLeHns BblaenuTe ero B pabo4den obnactu CTpaHuubl

N HaXMUTE KHOMKY Ypanutb nomeuweHue / OTBA3aTb YCTPOMCTBO Ha MNaHenu
WMHCTPYMEHTOB CTpaHuLbl. B OTKpbIBLLUEMCA OKHE MOATBEPXKAEHMS HAXMUTE KHOMKY YAanuThb.
MomewweHune BygeT yganeHo us cnmcka.

18.1.1.2. PasmeLleHne yCTpoMCTB B NOMELLEHUAX

Mocne co3gaHusi cnucka MoMeLLeHU HeobXxoaMMO pacronoXUTb B HUX YCTPOMCTBA, BXOAsLLME
B cucTeMy Ge3onacHocTu. [Ins pasmeLleHmst yCTPOWCTB B NOMELLLEHUSIX:

1.  Bblgenute nomelleHne B paboyen obnactn CTpaHULbl U HAXXMUTE Ha NAHENN UHCTPYMEHTOB

fa¥al
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KHOMKY YctaHoBUTbL yctporcTtBo. OTKpoeTcs OKHO CnNMUCOK YyCTPOMCTB, codepKallee
CMUCOK YCTPOMCTB, A06ABMEHHbIX paHee B KOHUrypaumo CUCTEMBI:

CNHCOK YCTPOWMCTE

10.0.100.132

OTmeHna

2 B OTKpbIBLUEMCS OKHE BblgENUTE YCTPOWCTBO M HaxXmuTe KHoMky Bbibpatb. lNMpun paboTte
B pexume pacnpeieNeHHON CUCTEMbI Takke yKaxuTe cermeHT. HavMmeHoBaHue ycCTponCTBa
NOSIBUTCA B BblAENEHHOM NOMELLEHUN:

< ¢% HekoHTponupyeman TeppuTopuA
i [NpoxogHan

| O Kontponnep CLA1¢

on

3 Tpn HeoBX0QMMOCTIN B MOMELLEHUN MOXHO PaCMNoNOXUTb YCTPOMNCTBO, KOTOPOE paHee He ObIfo
no6aBneHo B kKOHMUrypaumo cuctemol. [nst 3Toro BbiAENUTE NOMELLEHNE N HAXMWUTE KHOMKY

Mowuck yctponctB. OTkpoeTca OkHO MonckK yCcTponcTB:

Mowuck ycTpocrs

IP agpec

4. B oTKpblBLLEMCS OKHE BBeauTe |IP-agpec MCKoOMOro yCTPONCTBA U HAXKMUTE KHOIMKY

5 Bbibepute Heobxogmmble YCTPOMCTBA W HaXMuTE KHOMKy Jo6aBuTb. YcTpowncTtea OyayT
nobaBneHbl B NOMeLLeHMe.

6 [lNpun HeobxogMmocTu npousBeauTe HACTPOWKY napameTpoB paboTbl ycTponcTea. [Ons atoro
BblAenuTe YCTPOMUCTBO B paboyen obnactu cTpaHuubl M HAXXMUTE Ha NaHeNn UHCTPYMEHTOB

CTpaHWLbl KHOTKY PepaktupoBaTtb. B OTKpbiBLIEMCH OKHE PefakTtMpoBaTb YyCTPOUCTBO
npousseanTe HeOBXOAMMbIE U3MEHEHUS U HAXMUTE KHOMKY COXpPaHUTb U 3aKpbIThb.

7. [Onsa yoaneHus koHTponnepa, A4obaBneHHOro paHee B NOMeLLEHWe, Bblaenute ero B paboyen

obnacTn cTpaHuLbl U HAXMUTE KHOMKY Yaanutb nomeueHne / OTBA3aTb YCTPOUCTBO
Ha nNaHenu NHCTPYMEHTOB. B OTKpbIBLLEMCA OKHE MOATBEPXOEHUS HAXMUTE KHOMKY YAanuTb.
KoHTponnep 6yget yganeH n3 noMeLeHus.

8 HaxmuTe Ha naHenn MHCTPYMEHTOB CTPaHWULbl KHOMKY MNMepepnaTtb BClo KOHUrypaumro
B YCTPOMCTBA.

faYal
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18.1.2. Bknapgka «YcTpoucrtea»
CTpaHuua BKNagkm umeeT criegyowmn Bua;:

KOHE‘MWPauM“ PERCo-Web° ADMUHUCTPETOR ?

MNomeleHua CoBeitia LaBnoHel kamep @ Cucrema

Mownck — OBwwe napameTpel
IP aapec

[HekonTponnpyeman tep..-Momewene 1]

Hazsanune

©

Tun

Moboi Tan

CoctoAHue ycTpoiicTs
[HexowTponupyeman Tep..~llomellerue 2]

1. TMepekntoyaTens Bolbopa Bkagky nogpasgena:
o [omelieHus;

YcTponcTBa;

CobObITNA;

LLIabnoHbI Kamep;

Cucrema.

2. [laHenb MHCTPYMEHTOB CTPpaHULbI:

o [o6aBuTb — KHOMKa NO3BONSET:

— Do6aBuTb kKamepy;

— HNo6aButb cepBep Biosmart SmartHub (B 6aszosom MO PERCo-WB, PERCo-WBE
He nogaepxmBaeTcsl, Heobxoanmo nNpnobpeTeHne NULEH3NM Ha cTaHAapTHLIN nakeT MO
PERCo-WS, PERCo-WSE);

— fob6aButb cepBep TRASSIR (cm. Pykoeodcmeo rnosib3oeamersisi MOOYJIst
PERCo-WMO06 «MHmezpayusi c TRASSIR»);

— Ao6aButb UCO «OpuoH» (cMm. Pykoeodcmeo nosib3oeamersnsi MOOYJIsi
PERCo-WMO07 «MHmezpayusi c UCO "OpuoH" (HBI1 "Bonud")»);

— Cepsep OINC «Py6ex» (cM. Pykoeodcmeo nonb3oeamernsi MoOynsi
PERCo-WMO09 «Mumezpayus ¢ OF1C "Py6ex"»);

— HNo6aButb wnw3 CTL14;

— Ho6aButb wn3 CL15;

— HNo6aBuTtb cocTaBHOM 06beKT CL15.

o Mouck ycTpOMCTB — KHOMKA NO3BONSAET MPOM3BECTU MOUCK B JIOKANbHOW CETU
YCTPOWCTB, KOTOpPble paHee He Bbinn gobaBneHbl B KOHPUIypauno CUCTEMBI.

o MobOunbLHbLIM TEPMUHaN — KHOMKa NoO3BoNseT OTKpbITb OKHO Cnucok NFC ycTtpoincTs
ans paboTbl ¢ yctponcTtBamu, nogaepxkusarowmmm texHonormio NFC. JaHHaa dyHkums
nossonsdet fo6aBUTb B CUCTEMY YCTPOWCTBO (CMapT(OH), 4ToObl B AanbHENWEM MOXHO
ObIIO ucnomnb3oBaTb €ro B KavyeCTBE cuuTbiBaTens pAnsi BblOpaHHOro KOHTponnepa.
[ns atoro HeobXxoanmo Oyner Ha CMapTdOoH yCTaHOBUTb NpUNoXeHne
PERCo.Peaucmpayusi. OkHo Cnucok NFC ycTponcTB BbirnsamT crieayowmm obpasom:

~ A
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Cnucok NFC yctpoidcTs (:) a2

Xiaomi Redmi Note 8 Pro g O o
Xiaomi Redmi Note & Pro s T O
Xiaomi MI 9 g O o
HUAWEI HMA-L29 s T O
Xiaomi M2007J22G g O o
asus ZBB02KL s T O
HUAWEI DUK-L09 s T O
HUAWEI STK-LX1 s T O
asus ZBEO2KL g O o

OTKpOIATE MHCTPYKUMIO MO paboTe C NPUAOKEHNEM

— [Mone Mowuck — none nossonsieT 406aBUTb YCTPONCTBO BPYYHY!HO.

s y
- ¥ O6HOBUTL — KHOMKa No3BoONAET 06HOBUTL cnMcok NFC yCcTpoiicTB.

(alo]
— ©Y Orobpasutb QR koa — KHOMKa MO3BONSET OTKPbITb OKHO € QR-kogom
Ans no6aBneHns ycTpocTaa.

_ 7 PepaktupoBatb — KHOMKa MO3BOMSIET MPUCBOMTbL HOBOE WMsS BblOpaHHOMY
YCTPOWUCTBY.

- 8 YpanuTtb — KHOMKa No3BonsieT yaanntb U3 CNmnckKa Bbl6paHHO€ yCTpOI7ICTBO.

|
- O _ «xHonka nosBonsieT BpeMEHHO aKTWBMPOBaTb / 4eaKTUBMPOBaTh BbiGpaHHOE
YCTPOMCTBO.

o PepakTupoBaTb — KHOMKa NO3BONSET OTKPbITb OKHO PefgakTupoBaTb YCTPOUCTBO ANs
N3MEHEHNs1 NapameTpoB BblAeNeHHOro B pabo4vert obnactv naHenu ycTponctea U ero
pecypcoB. Ecnu B paboyen o6Gnactm cTpaHuubl BblOENEeH KOPHEBOW 3neMeHT
«Obwue napamempsbi», TO OTKpbIBaeTCs OKHO ObLmMe napameTpbl.

o Yaanutb — KHOMKa No3BonseT yganuTb BblgerneHHoe B paboyen obnactn ctpaHuubl
YCTPONCTBO N3 KOHUrypaumm CUCTeMbl.

o AKTUBMpPOBaATbL — KHOMKAa MO3BOMSET BKMAYUTL B KOHUrypaumio CUCTEMbl paHee
VCKNIYEHHOEe UM HangeHHoe YCTPOUCTBO.

o HeakTuBupoBatb — KHOMKa MNO3BOMSET BPEMEHHO MCKIUYUTL M3 KOHUrypaumm
CUCTEMbl YCTPOWCTBO, BblgeneHHoe B pabodenn obnactu cTpadHuubl. [lpy  aTOM
HauMeHOBaHMe YCTPONCTBa 3aTEHAETCA.

. MocTtaBUTL Ha OXpaHy — KHOMKa MO3BOMSET MOCTaBWUTb YCTPOWCTBO / NOMELLEHME
Ha oXpaHy.
. CHSATb C OXpaHbl — KHOMKa NO3BOMAET CHATb YCTPOWCTBO / MOMELLEHNE C OXPaHbI.

~r
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

MNepenatb U3aMeHeHUs KOH(Urypauum B yCTPOUCTBA — KHOMKA NO3BONSIET NepeaaTthb
N3MeHeHHbIEe NapamMeTpbl B YCTPOWCTBA CUCTEMBI.

. MNepenaTb BClo KOH(Urypauuo B yCTPOMCTBA — KHOMKa MO3BONseT nepefatb Bce
napameTpbl B YCTPOWCTBA CUCTEMBI.

. MNepepatb Bcex nonb3oBaTene B YCTPOMCTBaA — KHOMKa NO3BONSAET nepenatb
OaHHble Nonb3oBaTenen B yCTPONCTBO, BbiIbpaHHOe B paboyert obnactu cTpaHumubl.

o OGHOBUTb — KHOMKa NO3BOMSET OOHOBUTL MHPOPMALMIO O COCTOSIHUKN YCTPOUCTB.

. [JononHuTenbHO — KHOMKa MO3BOMSET OTKPbITb MEHK KOMaHAa Ans Bblbopa

[JOMOJSTHNTESbHbIX OENCTBUN:

— OKCnopT — MO3BONSET COXPaHUTb AaHHble pabouven obnactv B pann 3neKTPOHHbIX
Tabnuy, ¢ BbIGPaHHbLIM pacLLUMpPEHNEM.

— Mepepatb Bce AaHHble B yCTPOMCTBaA — MO3BOMSieT nepedaTtb AaHHble O npaBax
AOCTyMNa B KOHTPONepbI.

BHumaHue!

[laHHoe [eicTBME MOXET 3aHATb 3HauuTenbHoe (B 3aBMCMMOCTM OT obGbema
nepefaBaeMblX JaHHbIX) BPEMS, B TEYEHME KOTOPOro YacTb COTPYAHMKOB (nMoceTuTenein)
MOXXET CTOJIKHYTbCS C 3anpeToM JOCTyna B NOMELLEHUS!, B CBSI3M C NPOLECCOM nepe3anucu
npaB JOCTyna B KOHTPOMepbI.

— Bbigenutb Bce ycTtpounctaa (Ctrl+A) — no3sonseT BbigenNuTb BCe YCTPOMCTBA.
MaHernb MHopMaLunn o COCTOSTHUN YCTPOUCTB CUCTEMBI.

PaGoyasi obnacTb CTpaHuLbl COAEPXUT CMMCOK YCTPOMCTB, A0OABNEHHbLIX B KOHUrypauumto

cuctembl. 3nadok AA cresa oT HaMeHOBaHMS yKasblBaeT Ha TO, YTO B YCTPOWCTBO He Obinu
nepefaHbl U3MEeHeHHbIE NapameTpbl.

18.1.2.1. Mowuck ycTponcte

[na npoBegeHns aBToMaTU4ECKON KOHQUrypawmm:

1.  Wcnonbk3ysa naHenb HaBurauumn, nepenguTe B pasgen E «AQMUHUCTPUPOBaHUEY.
2. Otkponte nogpasgen «Kondurypaumsa».

3. Tepengute Ha BKkNnagky YcTpoucTaa.
4

Haxmnte Ha naHenu WHCTPYMEHTOB CTpaHMULbl KHOMKY MNouck yctponcte. OTkpoeTcs
okHo Mounck ycTpomncTB:

Mowck ycTpoRrcTe

IP agpec DMCK KOHEpPETHOMD yeTpolcTea no IP agpecy

5.  Ecnu HeoGxoaumo npom3BecTu NOMCK ycTporcTB no IP-agpecy, To BBegute ero B none MNMouck
KOHKpeTHoro ycrtpouctBa no IP apgpecy un Haxmute Hamtm yctponcTtBo no....
Ecnu Heob6xoomMMo nNpom3BECTM MOWUCK BCEeX YCTPOMCTB B CETWU, TO, HEe 3arnonHaAsa none
ANS noucka, Haxkmute kHonky NMouck Bcex yCTpoucTB.

FaVal
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6. [lo OKOH4YaHUKM Noucka CNMCOK HaWAEHHbIX YCTPOMCTB NOSIBUTCS B paboyen obnactu okHa:

Mowuck ycTpoiicTs

Buaeokamepa

KoHtponnep zamka CT/L04.2

Kontponnep CL15

3nexkTpoHHan npoxoaHan KT02.x/KT05.x

JMKOH 2

KonTtponnep typHuketa CT/L04.2

Kontponnep zamka CLO5.2

KoHtponnep zamka CT/L04.2

BolbpaTh BCe

7. BblpenuTe B cnvcke yCTPOMCTBO UMM HECKOMbKO YCTPOWCTB, KOTOpble HEOOX0AMMO A00aBUTb
B KOH(purypaumio cuctembl. Ecnm HyXHO BbIOpaTb BCe YCTPOWCTBA, BOCMOSb3yNTECH KHOMKON
BbibpaTtb Bce. HaxxmuTe kHonky [lo6aButb ycTponcTBa. OkHO ByaeT 3akpbiTO, OTMEYEHHbIE
YyCTPONCTBA NosABATCA B paboyen o6rnactn cTpaHuubl.

8. AxtuBmpynte pobaBneHHoe ycTponcTBo. [Ons aToro Bblgenute ero B paboder obnactu

CTPaHULbI N HXKMUTE KHOMKY AKTMBMpOBaTH.
9. [lpousBeanTte HaCTPOVKy napameTpoB pobaeneHHOro ycrtpowcTtea. [ns aToro Bblgenute
YCTPOWCTBO WM €ero pecypc B paboyen obnactu CTpaHUubl U HaXMuUTe Ha naHenu

WHCTPYMEHTOB KHOIMKY PepaktupoBatb. OTkpoeTCcs OKHO PegakTupoBaTb YCTPOMUCTBO.
10. B oTKpbIBLLEMCS OKHE NpW HEOBXxoaMMOCTH B none HazBaHue nsmeHnTe Ha3BaHWe yCTPONCTBA.
11. Ykaxute wnu, npu HeobXooMMOCTW, U3MEHUTE MNOMELLEHMS, AOCTYNM MeXay KOTopbIMU

obecneunBaeTcst KOHTPONNepoM. [ns 3TOro HaXxXMuTe KHOMKY BHYTpu nons Beixoa us.
B oTkpbIiBLUEMCA CnUCKe BbiAenuTe NoMeLleHne, B KOTOPOe OCYLLEeCTBRSeTcs AOCTyn 4vepes
cuntbiBaTenb Ne 2. Tem xe obpasom B none Bxop B ykaxuTe nomelwieHue, B KOTOpoe
OCYLLIeCTBIIAeTCA AOCTYN Yepes cyntbiBatens Ne 1.

12. [Ana HacTpoWnkyM napaMeTpOB PeCypCcoB YCTPONCTBA NepenauTe Ha BKNagKy, COOTBETCTBYIOLLYIO
HaUMEHOBaHUIO pecypca, WU npousBeauTe Heobxoaumble M3MeHeHus. CnMCOK AO0CTYMHbIX
napameTpoB 3aBMCUT OT TUMNA YCTPOMCTBA U BbIBpaHHOIo pecypca.

13. C nomoLLbio packpblBaloLLLErocsi CNMcKka B BEpXHeN YacTn okHa PepaktupoBaTb YyCTPOUCTBO
BblGepute cnocob coxpaHeHUs NapaMeTpoB N HAXXMUTE KHOMKY COXpaHUTb....

14. Tepepanite KOHGUrypaumio B yCTponcTBa. [ns 3TOro Ha naHenum WMHCTPYMEHTOB CTpaHULb
HaXXMUTE  KHOMKY MepepaTb M3MEHEHMA KOHdurypauum B YCTpPOMUCTBA

unm MNMepenaTtb BCHO KOH(Urypaumio B yCTpOMCTBA.

~n=7
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18.1.2.2. [Job6aBneHue Kamepbl, LWO3a U COCTAaBHOIO 00beKTa

lMpumeyaHue:

o T[epen pobaBneHvem kamep co3ganTe WabnoHbl Ans NOAKMYaeMbIX MOLENen Kamep.
LWabnoHbl cospatotca Ha Bknagke LWabnoHbl kamep nogpasgena «KoHdwurypaumsa»
pasgena «AgMuHUcTpupoBaHue». [1o ymonyaHuoo B cuCTeMe YCTaHOBIEHbl LabnoHbl
napameTpoB Ans Buaeokamep ctaHgapta ONVIF »n gna Buaeokamep nonynspHbIX
npoussogutenen (TP-LINK, ACTi, AXIS).

Ona po6aBneHUsa yCTpoUcTBa:

Ncnonb3ys naHenb HaBuraumu, nepenanTte B pasgern E «AQMUHUCTPUPOBaHUEY.

-_—

2. Ortkponte nogpasgen «KoHdpurypaumsar.
3. Mepengute Ha BKNagky YcTponcTea.
lMpumeyaHue:
" Kamepbl ctaHgapta ONVIF  moryt 6biTb  gobaBneHbl € MOMOLWBID  KHOMKK
Mouck yctponcTtB. [pyrne Tunbl Kamep, Hanpumep, mjpeg_over_http, nobasnatoTtcs
C MOMOLLbIO KHOMKM Ho6aBuTb.
4. Haxmnte Ha NnaHenu MHCTPYMEHTOB CTPaHMLbl KHOMKY [Hob6aBuTb.
5. 3 BbinagatoLero cnucka Boibepute ogvH U3 BapuaHToB:

e [lob6aBuUTbL Kamepy;

e [No6aButb wnwo3 CTL14;

e [Nob6aBuTtb wno3 CL15;

e [ob6aBuTb coctaBHOM 06bLeKT CL15.

6. B oOTKpbiBLlEMCA OKHe HacTpouTe Heobxoaumble napameTpbl. Bua okHa 3aBucut
OT BblIGpPaHHOIo ob6bEKTA.

7. Tpwn cosgaHumM Wno3a Unu coctaBHoro obbekTa BblIbepuTe OAUH U3 CNOCOBOB COXpPaHEHMS
N3MEHEHUM:
e Tonbko B 6a3y AaHHbIX;
e Bce B ycTpoUCTBO;
e WN3meHeHHble B yCTPOUCTBO.
8. Haxmute kHonky CoxpaHuTb. O6bekT OyaeT nobasneH B paboyyto 06nacTb CTpaHULbI.
Onsa no6aBneHnsa Kamepbl:
lpumeyaHue:

= Tllepen pobaeneHvem kamep cosganTe WabnoHbl Afs NOAKMYaeMblX MOAENEn kamep.
WabnoHbl cospatotca Ha Bknagke LWabnoHbl kamep nogpasgena «KoHdwurypaumsa»
pasgena « AGQMUHUCTPUPOBaHUE.

1. Wcnonb3ysa naHenb HaBurauum, nepengute B pasgen E] «AOMUHUCTPUPOBAHNEY.
2. Otkponte nogpasgen «KoHdpurypaumsar.
3. MNepengute Ha BkNaaky YcTponcTBa.
lpumeyaHue:
- Kamepbl crtaHgapta ONVIF  moryT ©ObiTb  gobGaBneHbl € MOMOLLBIO  KHOMKK

Mouck yctponcTi. [pyrive Tunbl kKamep, Hanpumep, mjpeg_over_http, nobasnstoTcs

C MOMOLLIbIO KHOTMKM [Jo6aBuTh.

Va¥al
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4.

5.

6.

HaxmuTe Ha naHenu WHCTPYMEHTOB CTPaHMWLbl KHOMKY [do6aButb. /3 BbinagatoLlero
cnucka BblbepuTe [lo6aBuTb kamepy. OTkpoeTcsi okHO [lo6aBUTbL Kamepy:

JobaenTe kamepy

Kima kamepsi

Bugeokamepa

XocT Kameps! MopT

l

NorukH

MNapone

WabnoH kameps

OTMeHa

B OTKpbIBLUEMCA OKHE BBEeOUTE UMA KaMepbl U YKaXUTe wabnoH noakno4YaemMmom KaMepbl.
I'Ipm pa60Te B peXmnMe pacnpeaenieHHON CUCTEMbI TaKkkKe YKaXXUTe CEerMeHT.

Mponssegnte  HACTPOWMKYy  Apyrux  napameTpoB. Haxmute  kHonky  J[loGaBuUTb.
OkHo [lo6aBuTb kamepy 6yaet 3akpbiTto. Kamepa Gyanet pobasneHa B pabouyto obnactb
CTpaHuupblI.

Ona cospaHusa wnw3a CTL14/CL15:

MCI'IOJ'Ib3yFI naHesnb HaBuUrauuu, nepeVu:J,MTe B pasgen EJ «A,CIMVIHVICTpVIpOBaHVIe».

1.

2. Ortkponte nogpasgen «KoHdpurypaumsar.

3. MNepengute Ha BkNaaky YcTpomncTaa.

4. HaxmuTte Ha naHenmu MHCTPYMEHTOB CTpPaHULbl KHOIMKY ﬂOﬁaBMTb. 7k} BbllMagarowiero
cnucka Bblbepute [ob6aButb wnw3 CTL14 vnn [do6aButb wnw3 CL15. HassaHwue
OTKPbIBLUENCS CTPaHWLIbI 3aBMCUT OT TUMa BblIOpaHHOrO LWf03a 1 UMEET cneayoLwwmi BUa:

°‘}‘ LWno3 CTL14 BepHyTbCA K CNIMCKY
HazeaHue Hacrpokikn AropUTM Mpaxo4a
Wnwoz CTL14 [Beps 1 - 8X04 B WAKE Markwmia
JBepe 1 - BbIXOA M3 WAK3a Bpema HaxoxaeHWs B WAK3e
Wntos JlBepe 2 - BbIXOA U3 WAK3a 100
Jeepe 2 - BXOA B WK
5. TMpwu HeobxoanmocTn B none HasBaHue M3MeHNTE Ha3BaHWE LINH3a.
6. Ha BKnagke HaCTpOVIKVI Bbl6€pVITe 3Ha4YeHne On4d crneqyruimnx napameTpoB:

4 .
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— Twn Msarkvii. Mpyn McNonb3oBaHWM JAHHOTO PeXMMa, ecrnv YernoBeK HaxoaUTCs BHYTPU
LUNH03a, BO3MOXEH NPOXOZ Brepes U BbIXoa Hasaj.
— Twn XecTkun. Mpu Ucnonb3oBaHMN AAHHOTO PeXxnMa, ecrniv YenoBek HaXoAUTCS BHYTPU
LUNH03a, BO3MOXEH TONMbKO NPOoXop, Bnepes.
e B none Bpemsi HaxoXAeHUs B LWKO3€ YCTAaHOBUTE BPEMS ANS HAXOXAEHNS B LUMHO3E.

7. Ha ocTtanbHbIX BKNnagkax ansa Kaxxaon ABepu Ha BXOA M BbIxod u3 writo3a B nore Kontponnep
C MOMOLWbI  BbiNagatwowero cnvcka BblbepuTe  PerucTpupyrowmMi  KOHTponnep,
B none Pexwum goctyna BbibepuTe OOUH N3 PEXUMOB:
¢ [lo cuuTtbiBaTento;
o Mo Ay;
e o cuutbiBatenio nu A1V.

8. Wcnonb3ysa BbinagaloLwwmn CnMcoK B BEPXHEN YacTu CTpaHuLbl, BbibepuTe oanH n3 cnocobos
COXPaHEeHUs1 UIBMEHEHWI:
o Tonbko B 6a3y AaHHbIX;
e Bce B ycTponCTBO;
¢ WN3meHeHHble B yCTPOMCTBO.

9. HaxmuTte kHonky CoxpaHuThb.... LLnto3 6ygeT gobaeneH B pabouyto 06nactb CTpaHuubl.

Onsa co3gaHna cocTaBHOro o6wekra CL15:

Mcnonb3ysa naHens HaBuraumm, nepenante B pasgen E] «AOMUHUCTPUPOBaAHUEY.
Otkponte nogpasgen «KoHdurypaumsa».
Mepengnte Ha BkNagky YCTpoOMCTBA.

A O~

Haxxmute Ha naHenu MHCTPYMEHTOB CTPaHMULbl KHOMKY [do6aBuTtb. /3 Bbinagatowero
cnmcka Bblbepute [Job6aBuTb coctaBHOM o060bLekt CL15. Ortkpoetca cTpaHuua
CocTtaBHOM 06bekT CL15. CTpaHuua nmeeT cnegyowunn Bua:

[(1) CocTraBHOM OﬁbeKT CL15 BepHYTBCA K CNMCKY

HaseaHwue AnropuTm

CocraeHoit obbekT CL15 TypHWKET

Kowtpoanep 1

CocTaeHo 06bekT He esibparo

Kowtpoanep 2

He EsiBpaHo

5. |_|pl/l HeobxoanmocTy B nosie HasBaHue M3MeHNTe Ha3BaHWE COCTABHOro 00ObekTa.

6. Ha Bknagke CocTtaBHOM O0GBLEKT BbibepUTe 3HAYEHME ANS CreayrLWwmnX NnapaMmeTpoB:
e B none Anroputm Bbibepute Trn NY: TypHUukeT nnv [1ByCTOPOHHUMA 3aMOK.
e B nonax Kontponnep 1 n KoHtponnep 2 ¢ nomMoLlblO BbiNagarowero cnucka BblbepuTe
perncTpupytoLme KOHTPonepsbl Ansg coctaBHoro obbekra.

7. Wcnonb3ysa BbinagarloLwmin CnMCcOoK B BEPXHEN YacTu CTpaHuubl, BbibepuTe oanH n3 cnocobos
COXPaHEHUS1 UBMEHEHWN:
o Tonbko B 6a3y AaHHbIX;
¢ Bce B ycTpoucTBO;
e WN3meHeHHble B yCTPOUCTBO.

8. Haxmute kHonky CoxpaHuTb.... CocTtaBHOM 0ObekT OygeT gobaeneH B pabouyto obnacTb
CTpaHUUpbl.

18.1.2.3. Hactponka o6wmx napameTpoB KOHTPONNEepoB
[ns HacTporikn 0bLwmMX NnapamMeTpoB KOHTPOMIEPOB CUCTEMBI:

1. Wcnonb3ys naHenb HaBurauuun, nepenguTe B pasgen «AQMUHUCTPUpPOBaAHUE».
2. Otkponte nogpasgen «KoHdurypaumsa».
3. lNepengute Ha BKNaaky YcTponcTBa.

N
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4. Bbligenute B paboyern obnactu cTpaHuubl KOpHEBOM anemeHT OOLmMe napamMeTpbl.

5. HaxmuTe Ha naHenn WHCTPYMEHTOB CTpPaHWULbl KHOMKY PepaktupoBartb, nocne 4yero
OTKpoeTcsa okHO ObLme napaMmeTpbl C BKNagKkamu:

O6uwme HaCTPOMKY;

KoHTponnepbl PERCo;

KapTbl Mifare;

KoHTponnepbl Suprema;

KonTtponnepbi ZKTeco.

6. Bknagka O6wme HacTpourku. Bknagka Boirnsgaut crnegyrowmm obpasom:

[@) Oﬁume napamMmeTpbl BepHyTbCA K CNMCKY

. Pexum pafioTel cuuTeiBaTeneld
Obwme HacTpoKK
YhueepcansHeid (8 Gait)

KompoarentllEERES [noBansHwIfA aHTUNacc

OTrnroueH
KapTel Mifare

KoHTponneps Suprema

KonTponneps ZKTeco

o Pexum paboTbl cuuTbiBaTenem — onpegensieT, B kakoM Buae OydeT CyYMTbiBATbLCS
naeHTudumkaTop:

— CoKpaleHHbIn — 4 banTa.

— Wiegand-26 — 3 6avita, npu aTOM Homep KapTbl B Tabnuuax MO genutcs Ha gBa vucna:
oavH 6ant — ycnoBHo «Kop cemencrtsa (cepus)» naeHTudukatopa ¢ MakcumarnbHbIM
3HavyeHnem 255 n 2 BGanita — yCNOBHO «HOMEP» MAEHTUdMKATOpPa C MaKCUMarbHbIM
3HavyeHnem 65535.

— YHuBepcanbHbIn — 8 GanT.

I BHumaHue!

““ Tpu nepexofe C OOHOTO PEXMMA CUMTBIBAHWUSI HA APYroil BBEAEHHbIE paHee B
cucTemMe B OPYrom pexume naeHTudukatopbl OyoyT cYATLIBATHCA YXKE B HOBOM
dopmaTe 1 Ux NpuaeTcsa NepeBbiAaTb NONb30BATENSIM 3aHOBO.

e MobGanbHbIN aHTMNAcC — MO3BONSET BKMOUYUTbL UMW OTKIHOYUTL rNo6anbHbIN KOHTPOSb
3oHanbHocTK (Global Antipass).

e C NOMOLLbIO PacKpbIBAKOLLEroCs CnNucka B BEPXHEW 4acTu CTpaHuubl Bbibepute cnocob
CcoxpaHeHus napameTpos. [1na 3aBeplieHns paboTkl ¢ okHoMm O6LWwmMe napamMeTpbl HAXXMUTE
KHONKy CoxpaHUTb.

lpumeyaHue:

" B cuctreme 6GesonacHocth PERCo-Web peanu3oBaHa BO3MOXHOCTb npoxonda
no cmapTtcoHam ¢ TexHonornen NFC. ®yHKUMs BKIHOYEHA MO YMOMYaHMIO.

Mpn pabote co cmaptdoHom Ha OC “Android”, nopaepxuatowwmm TexHonorno NFC,
B KQYecTBe wuaeHTUdumkatopa CcoTpygHUKa (MoceTuTens) WCnonb3yeTcsi YHUKambHbIN
naeHTudmkaTop, reHepupyemsbii npunoxexHvem «PERCo.Jocmyn» (6ecnnaTHoe, umeeTcs
Ha pecypce «Google Play»). oBymsa cnocobamu:

— nnbo cny4amHbiM o00pa3oM K3 cnegylowmx napameTpoB cmaptdoHa: Build. BOARD,
Build.BRAND, Build.CPU_ABI, Build.DEVICE, Build.MANUFACTURER, Build.MODEL,
Build.PRODUCT (BeposTHOCTb cOBNaaeHust MOEHTUMOMUKATOPOB HUYTOXHO Mana);

— NuBO NO XenaHui Nonb3oBaTend MOXHO Mcnonb3oBaTb IMSI — nHoBMAYanbHbLIN HOMEP
aboHeHTa, accounmpoBaHHbln ¢ SIM-kapTon cmMapTdoHa, B 3TOM Criyyae npuroxeHue
MOXET 3anpalumBaTb 4OCTYN K KOHTaKTam TenedoHa.

MogpobHoe onucaHue Tuna AaHHbIX NpuBEAEHO Ha oduumanbHon ctpanHuue OC “Android”
no agpecy: https://developer.android.com/reference/android/os/Build.
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Mpn pabote co cmaptdoHoM Apple, nogaoepxusatrowmm TexHornormio NFC, B Kadectse
noeHTudurkaTopa CoTpyaHuka (MoceTuTens) MCnonb3yeTcs YHUKanbHbI MOEHTUdUKATOP
(Token), npuBsA3aHHbIA K GaHKOBCKOW KapTe (Mpy MNpUBS3KE HECKONbKMX OaHKOBCKMX KapT
OCYLLIEeCTBISIeTCA CUUTbIBaHNe Token TOM KapTbl, KOTOpasi akTUBHA B AaHHbI MOMEHT).

YHUKanbHbIN MD,GHTVI(*)I/IKGTOD ,D,O6aBJ'IF|eTCFI B CUCTEMY aHANOrnM4yHO ApyruMm KapTtam.

7. Bknagka KonTtponnepbl PERCo nossonser uaMeHuTb 0OWMIiA naponb Ans Aoctyna
K KOHTponnepam. Bknagka BbirnaguT crnegyowmm obpasom:

[_(\D 06u.|,y|e napameTpsl BepHYTLCA K CNUCKY

. W3ameHuTs napons
OBLue HacTpoHKK

Kontponnepe PERCo

Kaptel Mifare
KoHTponneps! Suprema

KonTponnepe! ZKTeco

e [InAa 3agaHusa napons BBeauTe B none U3ameHuTb naponb HOBbINM Naponb U NOATBEpAUTE
ero B none MNMoaresepxaeHne napons. MNaponb He formkeH npesbiwaTth 10 cMMBOMOB.

e C nomMowpblo pacKkpbiBaloLErocs Crnmcka B HWKHEN 4YacTu OkHa BblbepuTe cnocob
COXpaHeHus napameTpoB. [1na 3aBepLleHns paboTbl ¢ okHoM OOLKMe napaMeTpbl HAXXMUTE
KHOMKy COXpaHUTb.

8. Bknagka Kaprtbl Mifare npegHasHadeHa ansi HacTpoOWKM MapameTpoB paboTbl C KapTamu
Mifare. Bknagka BbIrnaguT cnegyowmm o6pasom:

[© O6wue napametpbi BepHyTSCA K CCKy
Obuime HacTpofiku kapt Mifare e U3 3aLMILIEHHOH 06ACTA :L
0BuMe HacTpofiku y P
BuiGpaTe. e KapT MpocToe utenne
@ Mony4uTb uHdopMaLmio o kapTe
KozpoRicpElRERCD OBuuvie HacTpoFikH kapT CTAEE Knkou 3aKpLITAA MaCTEp-KapTS!
3anuch kKoHdUrypaLUM B NaMsATL
‘ Vi Classic ID 64 00000000000000000000000000000000
Pl Milare 3anuce KOHUMYPaLWK Ha MACTep-KapTy
Classic 1 KB HoBuii K04 S3KpSITAR MACTEp-KapTS! @
KowTponnepsi Suprema SRR

Classic 4 KB

Kormponneps ZKTico CuapTdon (SIM-kapra) Nopsaok 6aiT & ugerTMdukaTope

OT maaauero K crapluemy
BaHKoBCKMe KapTbl

1) NMoaBknagka O6wme HacTponku kapt Mifare — nogBknaaka npegHa3Ha4YeHa 4ns HaCTPOWKK
obwmx napameTpos kapT Mifare. NapameTpbl 00LLMX HACTPOEK:

¢ YteHme m3 3awmweHHON obnacTtu — onpefenseT Nopsiaok paboTbl C 3alUULLEHHOM
obnacTtbto kapT Mifare:

— MpocToe yteHue — yteHre UID ¢ kapThbl;
— C 3anucblo KapTbl — 4YTEHME HoMepa KapTbl W3 3almieHHoM obnacTu
C rnocrieaytoLLen ero nepesanvcblo No 3agaHHoOMy anropuTMy reHepauum Homepa.

e Knwou 3akpbiTus MacTep-kapTbl — none oTobpaxaeT TEeKyWMN KoY 3aKpbITUA
MacTep-KapTbl.

e HoBbI KN4 3aKkpbITUA MacTep-KapTbl — Mofie MNO3BONSET BBECTU HOBbINA KItoY
3aKpbITUSA MacTep-KapThbl.

o [lMopsagok 6anT B nugeHTUcpuKarTope:

— OT cTapuwero K mnagLemy;
— OT Mnaawemy K ctapwemy.

e [lona HID n EM-marine Tonbko ana cuutbiBatens IR19 un KoHTponnepa 3amka
CL211.9 — nossonseT BKMOYUTL / OTKMOYUTL BO3MOXHOCTL paboTbl CO cTaHAapTamu
BeckoHTakTHbIX KapT HID n EM-Marine. Ecnu BbibpaTb B nonsix napametp OTKNoYeHo,
cuntbiBaTenb IR19 n koHTponnep 3amka CL211.9 6yayT nogoepXxuBaTtb TONbKO paboTy
co ctaHgapTtom Mifare.

-
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2)

3)

4)

5)

SEC.RU

e [lone 3anpetr pa6otbl ¢ UID Hepacno3HaHHbIX KapT — nofie no3BonseT
paspewnTb/3anpeTuTb paboTy C kKapTaMu, KOTOpble HE NOAAEPXKMBAIOTCA CUUTLIBATENEM
(cunTbIBaTENbL CMOXET pacno3HaTb Tornbko UID).

Mocne HaCTPOWKKM AaHHbBIX NAapamMeTpoB NepefanTe KOHUrypaumo B COOTBETCTBYOLLME
KoHTponnepbl. [Ons  koHTpornepos CT/L04 w CT03 Heobxogumo 3anucaTb
KOHUIypaLuio Ha MacTep-KapTy.

Moaeknagka BeibpaTtb TMN KapTbl — NO3BONSAET BbibpaTh dpopmaThl kKapT Mifare (cmapTdoH,

GaHkoBCKMe KapThbl), KoTopble O6yayT ncnonb3oatbcs B CKY[. [1nsa BbiGopa 4OCTYMNHbI:

o Ultralight EV1 48 byte;

Ultralight EV1 128 byte;

Ultralight C 144 byte;

Classic ID 64;

Classic 1 KB;

Classic 4 KB;

Plus 2 KB;

Plus 4 KB;

Plus SE 1 KB;

DESFire;

MWP;

CwmapTdoH (SIM-kapTa);

BaHkoBCKMe KapTbl.

Mpu BbIGOPe TUNa KapTbl B nesBon yactu Bknagku Kaptbl Mifare nossutcs obnactb 3

CO CMMCKOM BblOpaHHbIX TUMOB KapT.

O6nacTtb oTo6pakaeT BblOpaHHble TuMbl kapT Mifare (cmapTdoH, 6aHKOBCKME KapTbl) B BUAE

cnucka, No3BONAET NepeknoyaTbCa MeXay KapTamu 4ns KoHUrypauum nx napaMmeTpos.

O6nacTb cogoepXuT CNMCOK napamMeTpoB, KOTOpble BO3MOXHO KOH(UrypvpoBaTtb

ANsA BbIGpaHHOro Tuna KapThbl.

lpumeyaHue:
“= Cnuncok OOCTYMHbIX NapaMeTpoB KapT M KOMaHA ynpaBlieHUA KapTaM MeHseTcs
B 3aBNCMMOCTU OT Bbl6paHHOrO angd KOHCbMprMpOBaHI/IFl TUna KapTbl.
Obnactb KOMaH,qu ynpaBneHuns Kaptamm -— obnacTtb coAepXXnTt CrNncokKk KomMaHAa,
OOCTYNHbIX Npy paboTe ¢ KapTamMu U KOHTPOSbHBIM CUMTbIBATENEM:

e 3anucb KOHdUrypauum B NnamsATb — NO3BONSIET 3anucaTb 3aAaHHy AN BblGpaHHbIX
TUMOB KapT KOHUrypaLmio B 3HEPrOHE3ABUCUMYIO NaMsiTb KOHTPOMBHOIO CYUTLIBATENS;

e 3anucb KOHdUrypauum Ha MacTep-KapTy — [MO3BOMSET 3anucaTtb 3afaHHYyHo
A5 BbIGpaHHbIX TUMOB KapT KOHUrypauuio Ha MacTep-kapTy;
lpumeyaHue:

. B KayecTBe MacTep-KkapT ncnonb3yTcsa kapTel Tuna Mifare DESFire, koTopble Takxe
MOTyT UCNONb30BaTbLCSA U B KA4YE€CTBE NPOCTbIX KapT.

¢ M3MeHUTb KN4y — KOMaHAa No3BOMSET 3anucaTtb U3MEHEHHbIe NapamMeTpbl Ans NPOCTbIX
kapT Bcex TunoB (Ultralight, Classic, Plus, DESFire). o komaHge cuuTbiBaTenb
onpedensieT HanuMume kapTbl B Mofe CuuTbiBaTens, ee TUM, U M3MeHseT nmapameTpbl
KapTbl COrMacHoO napameTpaM, 3anucaHHbiM B  KOHWUrypauuto KOHTPOSbHOro
cyMTbIBaTENS ANSA AAHHOMO TWNa KapT;

e [lMonyunTb MHcpopmMauuo o KapTe — NO3BONAET NPOYECTb UHOPMaLMIO C BbIGpaHHON
KapTbl. [locne ycnewHoro 4YTeHus kKapTbl BO BennbiBatowem okHe UHopmauums o Kapte
Oynet oTobpaxeHa cneayrowas MHopMauns:

— Twn KapTbl — oTo6paxaeT Tmn kapTbl Mifare;
— UID — oToGpaxaeT ceputo UM HOMep YHUKanbHOro ngeHtndumkatopa nonb3oBartens;
— Twun KapTbl — oTOBpaxaeT TUN KapTbl: MacTep-kapTa, NpocTas KapTa,;

— TeKywun ypoBeHb MacTep-KapTbl — OTOOpaxaeT TeKyLMN ypOBEHb MacTep-KapThbl
(ansa kapt Mifare DESFire);

— YpoBeHb 6e3onacHoCcTU — oTOOpaxaeT TeKyLMiA ypoBeHb 6e3onacHoCTuM (4N kapT
Mifare Plus).

¢ [oBbicuTb ypoBeHb 6e3onacHocTtu SL — komaHaa anga Bcex Tunos kapT Mifare Plus
¢ SL1 n SL2, no3BondeT NoBbICUTL YpOBeHb 6e3onacHocTn SL (secure level);
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lpumeyaHue:

= Pabota ¢ SL2 He noggepxumBaeTca. B cnyyae wucnonb3oBaHus kapT ¢ SL2
pekomeHayeTcs nepexod Ha SL3.
e dopmatupoBaTb — NPUMEHSIETCA ANA NPocTbiX KapT Tuna DESFire (He macTep-kapT)
B TOM Cry4ae, eciv Ha KapTe y»e 3anmcaHo HECKOSbKO NPUoXeHu n HeT cBoboaHoro
MecTa ansi Co34aHnsa HOBOTO NPUITOXEHUS.

lpumeyaHus:

e — PepaktupoBaHue KoHdurypauum kapTt Mifare B kaXabli MOMEHT BPEMEHU MOXET
OCYLLIECTBATLCA TONbKO O4HMM NOSb30BaTENEM.

— B MOMeHT koHurypmpoBaHusa HacTpoek kapT Mifare 6nokupyeTtcsa pabota co Bcemu
KOHTPOSbHbIMU CUYUTbIBATENSAMWU CUCTEMbI (NPWU MOMNbITKe PaboTbl C KOHTPOSIbHBIM
cuuTbiBaTENeM BCMMbIBAET OKHO C npeaynpexgeHvem «Mdem u3MeHeHue
KOHgbuaypauuuy).

— Jlloboe nameHeHue koHdurypauumn ons kapt Mifare coxpaHsaetca B 6ase OaHHbIX
CUCTEMbl TOMbKO MO (PakTy YCMELHOW 3anvucyh ee B KOHTPOSbHbIA CYUTbIBATEND,
nocne 4ero OHa aBTOMAaTMYECKM MepennucbiBaeTcd BO BCE KOHTPOSbHble
cuYnTbIBaTENN, NOLKIIOYEHHbIE B 3TOT MOMeHT K CKY[I.

6) [lna coxpaHeHnsi BHECEHHbIX U3BMEHEHNN HAXXMUTE KHOMKY COXpaHUTb....

9. Bknagka KoHTponnepbl Suprema no3sonseTr HacTPoUTb LBETOBYIO MHAMKALUIO U 3BYKOBbIE
CUrHanbl KOHTponnepa pAns npeacTaBneHHOro cnucka cobbiTuiA. Bknagka BeIrmsgut
cnegyowmm obpasom:

[C:) OGLLMG napamMeTpbl BepHyTbCA K CMcKy

Hopma
£

Obuve HacTpoliku
socpons (1)
Konuuectso nosTopos @

Korponneps! PERCo Ownbka RTC

0 BeckoHeuHo

OxuaaHye noaHeceHnA Nankua
KapTel Mifare
Uger Iwrensocts (d) 3agepxia (Md)

Oxwaarve DHCP
CuHmin 2000 0
KomTponaeps: Suprema
CkakmpoBaHNe nazkua
Uger Lnrensrocts (Mc) Sagepxia (Mc)

Kontponneps: ZKTeco TR TonyGoii 2000 0

WaexTudukauns ycnelwHa
Uger JAvTensHOCTE (MC) 3apepxka (Mc)

Owmbka naeHTHdMKaLMM — a 2

llpumeyaHue:

" MameHeHMe cBeTOBOW U 3ByKOBOl7I WHOWKaUUM nogaepxxmBaeTcAa TOJIbKO B KOHTpPOJInepax
Suprema CO CKaHepaMu OTnevyaTkoB MalibLeB. B TEPMUHaNax pacno3HaBaHuA J1nuny
cBeToBasdA MU 3ByKOBadA MHOMKaLUUA HE NoaOEePKNBAETCA.

1) Cnncok cobbiTM — oOToOpaXkaeT CnMCOK CcobbITMI, AONs KOTOpPbIX NpeaycMoTpeHa

BO3MOXXHOCTb HACTPOWKMN LBETOBOW MHAMKALMKN N 3BYKOBbLIX CUrHANoOB KOHTponnepa:

e Hopma — cobbiTne BO3HMKAET B crlydae HopmanbHOW paboThl KOHTposnepa (pexum
pa6oTbl "KoHTponb");

e BnokupoBka — cobbiTe BO3HUKaET B Criydae GrIOKMPOBKM KOHTpoOrepa (pexum paboTbl
"3akpbITo");

e Owwubka RTC (Real Time Clock) — cobbiTne BO3HMKAEeT B criyyae HecoBnageHust
BHYTPEHHEr0 BPEMEHWN KOHTpOsiepa Co BpEMEHEM CETH;

o OxnpgaHue nogHeceHuA NnanbLa — coObITME BO3HMKAET B criyyae, ecnu Obin BbibpaH Tmn
npas goctyna [locTyn no KapTe U nanbLy nocne npeabsaBneHns KapTbl;

e OxupaHue DHCP (Dynamic Host Configuration Protocol) — cobbiTe Bo3HuKaeT B criyqae
oxungaHua nonyyeHus IP-agpeca ot DHCP-cepBepa;

e CkaHupoBaHMe nanbua — cobbiTe BO3HWKaeT B cnyyae [obaBneHus OTnevaTKoB
nanbLeB Kak naeHTudurkaTopa CoTpyaHMKy 1Unm noceTuTento (ecnv KoHTponnep BbibpaH
Kak YCTPOMCTBO ANd nonydeHnsa ngeHtudukaropa);

e CkaHupoBaHue KapTbl — COObITUE BO3HUKAET B cnyyae AobaBneHus kapTbl 4OCTyNa Kak
noeHTndmkaTtopa COTPYOHUKY WM MNoceTuTento  (ecnn  KOHTponnep  BbliGpaH
Kak YCTPOMCTBO AN NONyYeHus naeHtudunkatopa);

¢ UpeHTucpmkauma ycnewHa — cobbiTve BO3ZHUKAET B CIly4ae yCrneLwHon ngeHtudunkauum;

e Owwunbka naeHTUpMKaunm — cobbiTe BO3HUKAET B Cnyyae ownbkm naeHTndmkaumm.

= ]
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2) O6bnacte lNoacBeTka — oOTOOpaxxaeT napamMeTpbl HACTPOWKM CBETOBOW WHAMKALUK
KOHTposnnepa Ana BbiopaHHOro cobbiTnA 13 cnmcka cobbITUI:
e BeckoHe4yHO — nNpu ycTaHOBKe bnaxka noaceeTka 6yaeT Npom3BoanTLCS GECKOHEYHO;

e KonuuecTBO NOBTOPOB — CYETYMK TMO3BOMSIET 3aAaTb KOMMYECTBO MOBTOPEHUN
NOACBETKY;
lpumeyaHue:
¥ Mapametpbl  BeckoHeuHo / KonnuyecTBO MOBTOPOB  SABMAIOTCH  B3aUMO-
UCKMIOYaIoLLIIMU.

¢ LiBeT — napameTp no3sonseT BbibpaTh LBeTa nuaukauum (He 6onee Tpex);

e [nuTenbHOCTb —NapamMeTp NO3BONSAET 3a4aTb ANMUTENbHOCTb CBEYEHUS UHAMKALMM TEM
WA VHBIM LIBETOM;

e 3apepxkKa — napameTp NO3BONSAET 3adaTb 3a[epXKy nepen HayanoM CBEYEHUs Tem
WU MHBbIM LIBETOM OT Havana uukna uHamMkaumm.

3) Obnactb 3BYyK — oTOGpakaeT nmapamMeTpbl HACTPOMKN 3BYKOBbIX CUrHarNoB KOHTponnepa
Ans BblGpaHHOro cobbITns U3 cnucka cobbITUIA:
e BeckoHe4HO — nNpu ycTaHoBKe dhnaxka 3BYK OyaeT BOCNPON3BOAUTLCS BECKOHEYHO;

e KonnuyecTBo NOBTOPOB — CYETYMK MO3BOMSAET 3adaTh KOMWMYECTBO MOBTOPEHWI
3BYyYaHus;
lpumeyaHue:
" MMapameTpbl  BeckoHeuHo / KonnyecTBO MOBTOPOB  SABMAIOTCA  B3aUMO-
UCKMIOYaIoLLIVIMU.

e ToH — napameTp No3BonseT BbIbpaTh TOH 3ByYaHUS;

e [nuTenbHOCTb — NapameTp NO3BOMSET 3a4aTh ANIUTENBHOCTb 3BYYaHWS UHAMKALUN TEM
UM UHBIM TOHOM;

e 3apepxka — napameTp MO3BONSET 3a4aTb 3a4epXKy neped Hayanom 3BYYaHus
NHOMKaLUM TEM UMW MHBIM TOHOM OT Havana uukna uHaukauuu;

e 3aTyxaHue — NNpu ycTaHoBKe donaxka NpoMcXoauT 3aTyxaHue 3ByYaHus.

4) [Insi COXpaHEeHUs BHECEHHbIX U3MEHEHUIN HaXXMUTE KHOMKY COXpaHUTb....

10. Bknagka KoHTponnepbl ZKTeco nossonseT nsameHutb MopT cepBepa, And TepMUHanNoB
pacnosHaBaHua nuy, ZKTeco no ymonyaHuio yctaHosneH nopt 8081:

[© O6wme napameTps! BepHYTLCA K CIMCKY

MopT cepeepa
OBwWwme HacTpoliku P peep

8081

Kontponnepel PERCo
KapTel Mifare
KoHTponnepel Suprema

KonTtponnepe ZKTeco

lpumeyaHue:
Y Y6eautech, 4To B GpaHaMayape yCTaHOBMEHHbIN NOPT OTKPLIT A1 BHELLIHMX NOAKMIOYEHWIA.

18.1.2.4. Mopspok paboTkl ¢ kaptamu Mifare

Anga Toro, 4toBbLl MOCTPOUTL CUCTEMY KOHTPONSA U yrnpaBneHus AOCTYNOM U OblTb yBEPEHHbIM,
YTO KapTbl OOCTyna 3alluLeHbl OT KOMMpOBaHUS, HeobXxoouMMO MCNOMb30BaTb KapTbl AOCTyna
C 3alUMTOM OT KOMMpOoBaHUs. TakuMm kapTamu aBnsioTcs kapTobl dhopmata Mifare: Classic, Plus,
DESFire.

lpumeyaHue:

- Kaptbl Mifare Ultralight (kpome Mifare Ultralight C) He MMeloT 3almTbl OT KOMMPOBaHUS
M NO CBOMM BO3MOXHOCTSIM COMOCTaBUMbI C 00bI4HBbIMKU RFID-kapTamn.

- r
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KapTbl Mifare noctynatoT ¢ 3aBoga-n3rotoBUTenNs B HesawuweHHoM Buge. MNpu pabote ¢ Takumm
KapTamu cuuTbiBaTenb OGyaeT Mcnonb3oBaTh TOMbKO OTKPbIThIM UID KapTbl, KOTOpbIA KOnupyeTcs
Tak e nerko, kak n ID TpagnumnoHHbix Proximity-kapt (HID, EM-Marin).

| BHumaHue!

3aka3umnk / cobCcTBEHHMK 0OObekTa [OOMKEeH OTBETCTBEHHO MOAOWTM K BOMpPOCY
KPUNTO3aLMTbl: HEe [OBEepsiTb CO3haHMe M 3anvMcb Ha KapTbl KMHOYEeW KpunTo3awimThbl
HM NOCTaBLUMKY KapT W cyuTbIBaTenen, HM MoHTaxHuky CKY[L, HM komy-nvbGo elle,
T.K. €CN KIoYM KpUNTO3aLLMThl U3BECTHLI MOCTOPOHHEMY, TO TOT FIErKO MOXET KOMMpoBaTh
KapTbl 4OCTyNa.

Ot Bnagenbua obvekta CKY[ Tpebyetca camomy wmnu yepes3 OOBEPEHHOE nuUOo npuagymaTb
3Ha4YeHMs Naponen n K4Yern n 3anucatb UX B KapTbl U cyUTbiBaTENW. [Nna nporpamMmmupoBaHns
cunTbiBaTENEN C€O3QaeTcs MacTep-kapTa, Ha KOTopou OyaeT XpaHuTbCs BCA  KyeBast
nHpopmaumsa. [anee onepatop C NOMOLLBO MacTep-kapTbl CMOXET "MpowmBaTh” CcUMTbIBATENM,
npy 3TOM He nMes hakTU4EeCKOro AOCTyna K KIto4am 1 naposnsm.

lpumeyaHue:

HacTtponka kapt Mifare ansa cuntbiBatenen IR19 n IR29, a Takke koHTponnepos CL2711.9,

CL229, nogkntoyeHHbIX K koHTponnepam cepun CT/L14, CT/L16 n CT13, nponssBoautca

npu KoHdurypauumn koHTponnepos Bo Bknagke Kaptbl Mifare. [1na nepegayn HacTpoek B

cumtbiBatenu IR19 n IR29 Ttpebyetca B Web-uHTepdence koHTponnepa B pasgene

KoHdpurypaumsa / PepgaktupoBatb / CunTbiBaTenu yCcTaHOBUTb 3HA4YeHWe napameTtpa

UHTepdenc cBasm — IR1x.

Ons koHTponnepos cepun CT/L04 (CTO03) HacTpoviku kapT Mifare 3anucbiBaoTca Ha

MacTep-kapTy U nepegarnTcsa B KOHPUrypaLmo KOHTponnepa, Ans aToro:

e [locne HacTpowku napameTpoB Ha BKnagke okHa OOwWwue napameTpbl B KOMaHAax
yrnpaBneHns KapTaMmn HaxXMuUTe KHOMKy 3anucb KOHdUrypauum B namsThb;

e Ha BKNnagke YcTponcrtea nogpasgena «KoHdurypaumsa» pasgena
«AQMUHUCTPUPOBaHME» BbIAENUTE KOHTPOMNep, B KoTopbln GyaeT nepepaBaTbes
KOHGUrypauus, 1 HaXXMUTe Ha NaHenum UHCTPYMEHTOB KHOMKy lMepepaTb M3MeHeHus
KoHdurypaumm B yctpomnctea nin lNepeaatb BCHO KOH(pUrypauumio B yCTPOUCTBA.

OCHOBHbI€ XapaKTepPUCTUKU pasHbIX YyunoB Mifare

TR KapTi Mifa_re Mifare Classic ID | Mifare DESFire Mifare Plus
Ultralight 64/1KB/4KB EV1 2K/4K/8K (S and X) 2K/4K
Kpunto- Het CRYPTO1 DES & 3DES/AES| CRYPTO1/AES
anroputm
OnuvHa
CepumnHoro 7 a/7 7 7
HomMmepa, 6anT
2048/4096/8192,
EEPROM, 6anT 64 1024/4096/4096 | rnbkas dannosas 2048/4096
CTPYKTYpa
KonnyectBo
LMKINoB 10 000 100 000 500 000 200 000
nepesanucm
OpraHusauus 16 cTp./4 GawT ;g 22&” gi 2231 OnpepensieTcs 32 cekT./4 bnoka,
namsaTu 8 cext./ 256 6aT nporpamMmMmHo 8 cekT./1 Bnok

KpuntosawwmTta, BcTpoeHHada B umn Mifare Classic, B HacTosiLee BpeMs Npu3HaeTcsi HE4OCTaTOUHO
BbICOKOW. YTOObI HAAEXHO 3aUTUTL KapTbl A4OCTyNa OT KONUPOBaHWUS M noaaenku, paspaboTtaHa
nuHeika kapT Mifare Plus, rae ncnonb3yeTca kpuntorpacgpums AES, BCKpbITME KOTOPOW B HAcTosiLee
BPEMS CUMTaeTCs rapaHTUPOBAHO HEBO3MOXHbIM.

llpumeyaHue:

BeckoHTakTHble KapTbl Mifare Plus nogaepxusatoT 3 ypoBHS 6€30MacHOCTM U MOTYT BbITb

B Nto6o MOMEHT nepeBefeHbl C OOHOMO YPOBHA Ha Bonee BbICOKUN:

e YpoBeHb 6e3onacHoctu SL1. Ha atom ypoBHe kapTbl Mifare Plus nmetoT 100%-yto
coBmecTuMocTb ¢ Mifare Classic 1K (4K).

b 7aY
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e YpoBeHb 6e3onacHoctu SL2. AyteHTudukaums no AES siBnsetcs obs3aTenibHOWN.
[ns 3awuTbl AaHHbIX Ucnonb3yetca CRYPTO1.
Pabota ¢ SL2 He noggepxmBaetcsa. B cnyyae wucnonb3oBaHust kapTt ¢ SL2
pekomeHgyeTcsa nepexog Ha SL3.

e YpoBeHb 6e3onacHoctu SL3. AyteHTudnkaums, obmeH gaHHbIMU, paboTa ¢ namaTbio
Tonbko no AES.

Kaptel dopmata Mifare DESFire EV1 umeloT camylo BbICOKYHO CTeneHb 3awuTbl U FMOKyLo
dannoByo CTPYKTYpy NamsTu.

YUTo6bl 3awmTnTb KapTy goctyna Mifare Classic 1KB (4KB), [ocTaTovHO 3anncaTb B 04UH 13 6r10koB
namaTn ngeHtTudukatop (Hanpumep, ID gnnHon 3 6anTta anga nepegaym no Wiegand-26) n 3akpbiTb
OOCTyN K 3TOMY Bf10Ky KPUNTOKIIOYOM, a cumTbiBaTeb BMecTo YTeHnst UID-Homepa HacTpouTb Ha
yteHue ID-ngeHTudmkaTopa M3 ykasaHHoro 6noka namatu Mifare Classic ¢ NOMOLLbIO Takoro xe
KPUMNTOKIOYA, KOTOPbIM 3aKpbiTa NaMATb KapThbl.

YUtobbl kapTbl goctyna Mifare pabotanu B CKY[] B 3almLLEHHOM pexume, HeoBXoaMMo:

1. TlpoBecTu opraHM3aLMOHHbLIE MEPONPUATUS MO NPeaoTBPALLEHUIO ANCKpeauTaLumn KIo4eBon
MHopMaL K.

2. [na kapT Mifare Plus — BblbpaTb ypoBeHb ©6e30nacHOCTK, Ha KoTopom ByayT paboTaTtb KapThbl
B aaHHom CKY[L: SL1, SL2 wnun SL3. TOT unu nHon ypoBeHb JOMKeH ObiTb BbibpaH, ncxoas
n3 cneundmrkn obbekTa n TpedoBaHmm 3aWwmLLEHHOCTU. YpoBeHb SL3 — camblii BbICOKUI C TOYKN
3pEHUsI 3aLUThI.

lpumeyaHue:

¥ Paborta ¢ SL2 He nogaepxusaeTcs. B cnyyae ncnonb3osaHus kapT ¢ SL2 pekomeHayeTcst
nepexog Ha SL3.

3. [poBecTtn nogrotoBky cumThiBaTenen. Kaxabin cunTbiBaTeNb, MOAKIOYAEMbINA K KOHTPONEpy
CKY[, pomkeH ObITb 3anporpaMMMpOBaH Ha YTeHWe AaHHbIX M3 TOro e 6Groka namsTu
n no Tomy xe kntody AES, uto n kapta Mifare. MNpun ncnonb3osaHmm cunteisatenen PERCo
Heobxoaumo vepes N0 HaCTPOUTb KOHTPOSbHbIN CYMTBIBATENb, 3anMcaTb MacTep-KkapTy U C ee
NOMOLLbIO CKOHApUTypupoBaTh Bce cunTbiBaTenu CKY/.

4., BOmuccusa npocTbiX KapT nornb3oBaTenen Mifare npy NMOMOLM KOHTPOSIbHOMO CYMThIBATENS
PERCo c nHtepdericom USB. 310 3annck ngeHtTudmnkaTopa B COOTBETCTBUM C KOHGUrypaumen
B BblOpaHHbIN cekTop namsitu Mifare, dbaktudecknin nepeBog KapT Ha BbiOpPaHHbLIN YPOBEHb
6e3onacHoctn (SL1, SL2 wnn SL3 gna Mifare Plus), 3akpbiTue BblIOpaHHOroO cektopa namsitu
cekpeTHbIM Krtodom ¢ kpuntorpadmen (AES wnn CRYPTOT). 3T10T noeHtudukatop dyaet
CBSA3aH C KOHKPETHbIM paboTHMKOM 1 ByaeT CYUTLIBATLCS B 3aLUULLIEHHOM peXxume.

Kaxabii Tvn kapt Mifare (Ultralight, Classic, Plus, DESFire, cmapTdoH ¢ NFC, 6aHKOBCKME KapThbl)
obnagaetr  onpegeneHHbIM  Habopom  napameTpoB,  AOCTYMHbIX  ANA  OTOGpakeHwus
NN pegakTMpoBaHMS.

lpumeyaHue:

=7 TMons c HaMmeHoBaHUAMK TUNa «CTapbin KoY ayTeHTUuKaunmy», «CTapbIn TUN Knoya
ayTeHTU(MKaUuum» oTobOpaxaloT Tekylime 3HayYeHUss napamMeTpoB KOHGUrypaumu,
3anncaHHOW Ha KOHTPOMbHbIA CcuYUTbiBaTENb paHee. [Ans 3anucu B KOHTPOSbHLIN
CyYMTbIBaTENb HOBLIX MapamMeTpoB KOHUrypauum HeobXoAMMO  3arofiHUTbL  Mons
C HaMMeHoBaHusMU Tuna «Kno4v ayteHTUdbmkauumy», «Tun Kno4va ayTeHTUdUKauumn»
rocne 4Yero 3anncaTtb KOHPUrypauuo B KOHTPOSbHbINA CYUTLIBATENb.

Mopsknagkm Ultralight, O6wue HacTponku kapt Classic, O6wme HacTpomnku kapT Plus, DESFire
Nno3BONAKT 3adaTb paboune napameTpbl KPUNTO3ALUMTblI ANsi COOTBETCTBYHOLLMX TWUMOB KapT,
OTMeYEHHbIX hnaxkamu B nogsknagke Boibpatb TMNbI kKapT. 3T napameTpbl OyayT 3agaBatbes
NPOCTbIM KapTaM nonb3oBaTernen Npu nx aMMCCUM U NepcoHanM3auumn ¢ NOMOLLbIO KOHTPOSTbHOro
cunTbiBaTeENsl, Takke 3TM napameTpbl OyaoyT nepeHeceHbl B KOHMUIypauui cuyuTbiBaTeEnewn
Ha TOYKax NPOXo4a C MOMOLLbI MacTep-KapThbl.

llpumeyaHue:

S [lonycTuMble 3HaYeHVst mapameTpoB OTOBPAXKAOTCS B BbiMaOaoLLMX CIMCKaX NPy HaxaTum
Ha CTpernKy B KOHLE CTPOKM C AaHHbIM napameTpoM. MpuMeHsiTb B KOHUrypaLmum MOXHO
noGor M3 aKTUBHbIX (HEaKTMBHbIE BbIAENAOTCA CEepbiM LIBETOM) napameTpoB U noboe
13 ero gonyCcTUMbIX 3HAYEHWN.

[—
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B0O3MOXXHO KOH(PUIyprpoBaHUe nNapameTpoB CrieayHroLmX TUMNOB KapT:
o Ultralight: EV1 48 bytes, EV1 128 bytes, C 144 bytes;
e Classic: ID64, 1KB, 4KB;
e Plus: 2KB, 4KB, SE1KB;
o DESFire.

MoaBKkNagky pasnuyHbIX TUMOB KapT COAepXaT crneayloLlme napameTpbl KpUMNTo3awwmThbI:

¢ Howmep cTpaHuubl, cekTopa, 611oKka unum NpUNIoXKeHUs — agpec B NamsiTi KapTbl, rae oyget
xpaHutbcs ID nonb3oBaTens kapTtbl, Mcnonb3yembin 8 CKY[.

e Twun kno4ya aytTeHTUMKaL MM — B none oTobpaxaeTcs TEKYLLUIN TUN Krtoya ayTeHTudmkauum
MacTep-KapTbl.

e Knrou ayteHTUdpMKaumm — naponb, KOTOPbIM 3akpbIT goctyn K ID kapTbl, oToGpaxaeTca
B dbopmaTe HEX.

¢ Crapble napameTpbl, CTapbin KoY ayTeHTU(ukKaumm — nongd angd otobpaxeHust napons
poctynak ID 1 ero xapakrepucTtuk, KOTopble 4EACTBYIOT 40 NpeacTosaLen nepekoHdurypaumm
napameTpoB (Mpu npegplaywen KoHUrypaumm napaMeTpoB OHM OTOOpakanucb B NONSAX
Tekywue napameTpbl, TEKyLUN KoY ayTeHTUMKaLmK).

¢ Tekywme napameTpbl, TeKyLMN KoY ayTeHTUdMKaLMm — nong 4ns otobpaxxeHns napons
aoctyna Kk ID n ero xapaktepucTtuk, Kotopble ByayT AeACTBOBaTb NOCre nepekoHgurypauum
napameTpoB (Npu cnegyroLlen nepekoHpurypaumm oHn 6yayt otobpaxeHsl B nonsx Ctapble
napameTpbl, CTapbin KoY ayTeHTUdMKaumm).

e [Ina kapT Plus, kpome TOro, MMeKTCA NapaMeTpbl, onpeaensoLwme ypoBeHb 6e30nacHoCcTH
(SL1, SL2, SL3).

e WUcnonb3yembin wmnaeHTUdMKaATOp — BbiNagaOWUA CNUCOK MO3BONAET BbiGpaTb TUN
noeHtTndurkaTopa onsa 6aHkoBckux kapT: PAN kapmei, ID Mifare Classic, ID npunoxeHusi
HCIIK MUP.

BHumaHue!

[aHHble napameTpbl NpeaHa3HavYeHbl Anst o6ecneyYeHnsi cCambiX BbICOKUX YPOBHEW 3aLLUThbI
(Hanpumep, KapT nnaTeXxHbiX cuctem). B pamkax o6bluHbiX CKY[l He pekomeHayeTcs
MCMoNb30BaTh AaHHblE NapameTphbl, YTOObI NpY yTepe NX 3Ha4YEeHWUI He MPULLIIOCH MEHSITb
BCE NepCoHUMULMPOBAHHbIE B CUCTEME KapTbl.

Anroputm paboTbl C 3awueHHon obnactbto namaTM KapTt Mifare npu 3anucu B Hee
ID nonb3oBaTens, koTopbin BygeT ucnonb3oBaTtbCA Kak Homep kapTol gns CKY[L, Ha npumepe
paboTbl ¢ kapTon Mifare Classic 4KB.

[na ncnonb3oBaHnsA BO3MOXHOCTW YTEHUSA OaHHbIX U3 3alMLEeHHON obnacTi namaTu Heobxoanumo
BbINOSTHUTL psig OENCTBUMNA:

B nepByto ovepenb He06X0aUMO 3anncaTb KOHPUrypaumo B KOHTPOSbHbIV CHUTbIBATENb. [Nns 3TOro
nepenguTe B pasgen «AaMuHucTpupoBaHue» > «KoHdurypaumsar» > «Yctponcrtear». Bribepute

O6Lwue napaMmeTpbl N HAXMUTE KHOMKY PepaktupoBaTtb. Ha ctpaHuue O6wme napameTpbl:
Mepengnte Ha Bknagky KapToel Mifare.

2 [epengute Ha noaBknagky BbibpaTb TMN KapTbl. YCTaHOBUTE (OrIaXXoK HanpoTMB KapTbl
Mifare Classic 4KB. Tun kapTbl 6ygeT aobasneH B CNMCOK NCMOMb3yeMbIX KapT B JIEBOWN YacTu
Bknagku Kaptoel Mifare.

3 MNepengute Ha nogsknagky Mifare Classic 4KB B neBom 4actm  OkHa.
Ykaxunte Homep cektopa. OH npeacTtaBnsieT cobon YacTb NamaTn, B KOTOpYo ByaeT 3anncaH
naeHTudmKaTop U ¢ KOToporn OH ByaeT cuuTbiBaTbCHA NpPU B3auMOLENCTBUM MOMb3oBaTerns
co CKY[l. Homep BbIGrpaeTca Npom3BOSbHO.

4 Ykaxute Homep 6noka. OH npegcraensieT cobon 4acTb NamaATn, B KOTOpyo ByaeTt 3anucaH
noeHTndmkaTop 1 ¢ KOToporm OH ByaeT cumTbiBaTbCs NpYM B3aMMOOENCTBUM MOMb3oBaTens
co CKY[l. Homep BbIGrpaeTca Npon3BOSbHO.

5 Ha sknagke Kaptbl Mifare nepengute Ha nogsknagky O6wme HacTpomnkm kapt Classic.

6 B none Ctapbin TN Kno4va ana ayteHTudpukauum v none Ctapbin KN4 ayTeHTUMKaumm
oTobpaxarTcs Te napaMeTpbl, KOTOpble BbINKN 3anuMcaHbl Ha KapTy paHee.

llpumeyaHue:

Y BaxHOo, 4TOGblI 3HayeHus napameTpoB CTapbii TUN KnouYa Ans ayTeHTUduKauum
n CTapbii KN4 ayTeHTUdMKaumMm coBnaganu C TUMOM Kroya ayTeHTUdUKauum u
KNOYOM ayTEeHTUdUKaUMK, KOTOpble 3anucaHbl Ha KapTy B [aHHbIA MOMEHT, MHaye
nepesanucb kapTbl OyaeT HEBO3MOXHA.

N
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7 B none Tun knroya ayteHTUdMKaumMm otobpaxkaeTcs TEKYLMIA TUN KNoYa ayTeHTudmkaunm
MacTep-KapTbl, TO €CTb TUM KMoYa, KOTOPbIM MacTep-kapTa 3akpblBanach paHee.

8 B none Knrou4 ayTeHTUdMKaUuMm 3anmumTe HOBLIW KoY ayTeHTudmMKauumn, KoTopbin byaet
NCNONb30BaTbLCA B KOHUrypaumm Kak crnegyroLmnin Koy ayTeHTUUKaUnK.

9 [na 3anucM HOBOW  KOHUrypauum B NamMAaTb  KOHTpoOnfnepa HaXMUTE  KHOMKY
3anucb KoHcurypaumm B NnaMAThb.

[nsa koHTponnepos cepun CT/L04 (CT03) Heobxoammo 3anucaTtb KOHUrypaLmo n3 KOHTponnepa
Ha macTep-kapTy. [nsa aToro:

1. TNpunoxmte macTep-kapTy K KOHTPOSIIEPY M HaXMuTe KHOMKy 3anucb KOHdurypauumm
Ha macTep-KapTy.

lMpumeyaHue:

B kadyecTBe macTep-kapTbl Ucronb3yeTcst MacTep-kapta DESFire. Ynctas (T.e. 6e3 3anucei
B 3alwmweHHon obnactn) kapta tuna DESFire Takke MoXeT ObITb 3anncaHa B KadyecTBe
ponornHuTtenbHon mactep-kapTol ana CKY[. [1na 3anucyn mactep-kapTbl Hy)XXHa KapTa Tuna
DESFire emkocTbio He MeHee 2 K6. lNMepesanucb macTep-kapThl C LiENb NepeBoga ee
B COCTOsIHME KapTbl MOMb30BaTeNs UM YNCTON KapTbl HEBO3MOXHa! T.e. kapTa, ogHaxabl
3anucaHHasi kak MacTep-kapTa, MOXET MCMONb30BaTbCA Jarnee TOMbKO B 3TOM KayecTBe.

2. C nomoubto 3anMcaHHoOn Mactep-kapTbl HEOOX0AMMO 3anporpaMMMpoBaTh BCE CYUTbIBATENN.
[Ona oaToro pocrtatoyHo pfgBa pasa B TedyeHne 10 cek. NOAHECTM MacTep-kapTy
K nepenporpammMmupyemMomMy CYATbIBATENO — HOBasi KOHAUrypauus aBToMaTu4eckn 3anueTcs
B NaMATb CYMTbIBATENS.

Tenepb Bawa CKY[] rotoea paboTtaTtb ¢ HOBbIMM NapameTpamu. OcTtanock nepenporpaMmmmpoBaTth
NpocCTble KapTbl Norb3oBaTeren.

e Ecnn npocTtble kapTbl nonb3oBaTenen, KoTopble Heobxoaumo mnepenporpaMmmMmpoBaThb,
MCnonb3oBanNnCbL paHee, TO Heo6XoOUMO NOOHECTU KapTy K KOHTPOMbHOMY CYMTbIBaATENIO
N HaxxaTb KHOMKy M3meHuUTb Knwo4v B paboden obrnactn Bknagkm Kaptbl Mifare. Ha kapty
A0CTyna 3anuLlyTcs U3MEHEHUS KOHUrypauum.

e Ecnu npoctble kapTbl nonb3oBaTenen, KoTopble HEOOBXOAMMO nepenporpammMmumpoBaThb,
He NCnonb3oBanncb paHee, TO HeobxoAMMO WX MepcoHuduuMpoBaTb, T.e. BblAaTb WM
noeHTudukatop. ITO MOXHO caenatb B pasgene «lMepcoHan» > «CoOTPYAHUKU»
unu B pasgene «Bropo NponycKoB» > «CoTpyaHuKnN» c MOMOLLbHO

KHOMKN BbigaTtb KapTy.

Mpn KOHPUrypMpoBaHMM KOHTPOMBHOrO CYUTbLIBATENS HEO6X0OMMO 3a4aTh XKenaemble napameTpbl
KapT. NapameTpbl 3aBMCAT OT TUNa KapTbl N NOAPA3AENAOTCS Ha:

e Howmep cTpaHuubl, 6noKa, cekTopa Uu NPUNOXKEHUA — MecTo, rae byaeT XpaHUTbCS HoMep
KapTbl, ncnonbdyemoin B8 CKY[.

e Twunbl ¥ KNOYKM ANA ayTeHTUPUKALUKM — TUNbI NAponen U Naponu, NO3BONAOLLNE NONYYUTb
OOCTYN K KapTe.

e Knroum ana nameHeHus ypoBHA 6e3onacHoctu (SL) — cnyxebHble naponu, no3sonsowue
Nony4nTb OOCTYN U3MEHEHUIO KOHUIypauumn KapTbl, eCTb Tornbko Yy Mifare Plus.

e Twunbl u KNOYN ANA AOCTYNa K AaHHbIM Ha KapTe — JONOSNIHUTENbHbIE Naponv, No3Bonsowmne
nonyyYnTb JOCTYN K AaHHbLIM Ha KapTe, ecTb Tonbko Yy Mifare DESFire.

Mpn HeobXxooMMOCTM U3MEHEHUs KOHdUrypauum HeobxoaumMo MOBTOPUTL BCe OENCTBuS,
Ha4ynHas c n.1, Npu 9TOM y4uTbIBas, YTO:

e Ecnu B Tekywyto KoHdurypauuto CKY[ pobaBnswoTca HOBble TUMbl KapT MNosib3oBaTernen,
TO paHee BblAaHHble KapTbl ByayT paboTtaTb.

e Ecnn B KOH(Urypaumm u3MEHsIloTCA Kakne-nnbo napameTpbl OANA yXe BblgaHHbIX KapT
nonb3oBartenen (Homepa cTpaHuL, / CEKTOPOB/ BIOKOB, TUMbI N / NN 3HAYEHUS KITHOYEN, YPOBHN
BesonacHocTn SL), To paHee BblgaHHble KapTbl nMonb3oBaTenen He Oyayt pabotatb U KX
HeobxoQMMO nepenporpaMMmMpoBaTh C Y4€TOM HOBOW KOH(UIypaumu.

e OcobeHHoCcTN paboTbl C MacTep-kapTamu 1 pekoMmeHgaunn no nNaponam Ans HUX NpUBeaeHbI
B PYKOBOACTBE MO 3KCNyaTaumMm Ha KOHTPOrbHbIN cyuTbiBaTens PERCo.

-
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3anucb oTne4vyaTkoB nanbueB Ha kapTy Mifare

KoHTponnepsl PERCo-CL15, PERCo-CR11 n GUOMETPUYECKUA KOHTPOSbHbLIN CYUTbIBATESb
PERCo-IR18 nogaep>xuBatoT yHKUMIO 3anMcy OTNeYyaTKoB MNanbueB Ha KapTol goctyna Mifare
(Takon BO3MOXHOCTbKO obGnagatoT KapTtbl ctaHgaptoB MIFARE Classic 1K, MIFARE Classic 4K,
MIFARE Plus (X, S, SE) n MIFARE DESFire Ev1). JaHHasa dyHKUMA NO3BOMNSAET YCKOPUTbL NpOLIeCce
aBTOpM3auuKn NoNb3oBaTensi B CUCTEME, TaK Kak Mpu 3TOM CUCTEMOWN He TPaTUTCSl BpEMS Ha NMOUCK
HY>XHOrO OTrneYyaTka B 6a3e AaHHbIX — CpaBHEHME NPeabABNEHHOrO oTnevaTka Npon3BoaMTCSA cpasy
C OTMeYaTKOM, 3anncaHHbIM Ha KapTe.

I BHumaHue!

3anucbk oTnevyaTka nanbLa NPOM3BOAMTCA B 3alUMLLEHHYKD 00nacTb KapTbl, MO3TOMY
3apaHee HeobxoaMmo nepcoHMUUMPOBAaTL KapTbl NONb3oBaTenen, T.e. 3anucaTtb B HUX
KOHpurypaumio ons cuntoiBaTenemn n kapT Mifare, 3agaHHyto Ha 4aHHbIM MOMEHT B CUCTEME
CKY[l. 3anucaTtb oTNeYaTok nanbLia B He NepPCOHNMULIMPOBAHHYIO KapTy HeNnb3s!

3anucb OTnNevaTKoB ManbLEeB Ha KapTy OCYLLECTBMSETCA B YYETHbIX KapTO4kax COTPYLHUKOB
(nocetutenen) cuctembl PERCo-Web (cm. «Pykoeodcmeo nosib3oeamensi ,,CmaHOapmHo20
nakema [10“ PERCo-WS, PERCo-WSEp).

KonunyecTBo oTnevaTtkos, 3anmncbiBaemblx Ha kKapTy Mifare, 3aBUCUT OT Hanuuna ceobogHoOro mecta
B €e NaMsTu 1 orpaHnyeHo npoussoguTenem — He 6onee 5 wryk. MNMocne 3anncu pekomeHayeTcs
NPOBEPUTL NOMbITKAMN NPOX0Aa, Kakne oTrneYaTKn 3anmcarnmncb, a kakme — HeT.

18.1.2.5. Hactpoika napameTpoB ycTpoucTBa

[ns HacTporku obwmx napameTpoB ycTponctea (LAY, KOHTEOJ‘IJ‘Iepa, BMOeoKamepsbl):

1. Wcnonb3ysa naHenb Hasurauun, nepengute B pasgen «AAMUHUCTPUPOBaHUEY.
2. Otkponte nogpasgen «KoHdurypaumsa».
3. Mepengute Ha BkNagky YcTponcTea.
4. Bblgenute B paboyer obnacTtu cTpaHuLbl HacTpanBaemoe YCTPONCTBO.
5. HaxmuTe Ha naHenn WHCTPYMEHTOB CTPaHWULbl KHOMKY PepaktupoBaTtb vnv ABaxabl
KNUKHNTE Ha CTpokKe ¢ MY, nocrne 4Yero oTKpoeTcsa CTpaHuua ¢ HassaHuem NY:
(& Koutponnep CL15 BepHyTBCA K Cincy
Hazgarne ;;:Zi::::x:tz:“:%mmpa Ecnn VIAEHTVIOUKATOP HE 3APETUCTPYIPOBAH > - i CKYA,
Komrposnep CL1S ) ) Ecnn WAEHTVOUKATOP 3ATPELLEH CBpocuTh Tpesory
R G D SR Eaw KCTEK CPOK ABCTBNA '
G pasGaokupocke VY Econ HAPYLUEHO BPEMA )
'EHEPEW"‘:““{“;; pesasie s Ecrv HAPYLUEHA 30HA/LHOCTb
BKDJ:E aubparo @ ’ N ’ " Ecnv HAPYLLEH PEXVM PABOTDI @ @
E : ) Ecnn HAPYLLIEHO KOMWUCCHUOHWMPOBAHMUE
Crmeor NFC yerporicra Mpw 3ANPETE OT ANKOBAPBEPA
Mpw 3AMNPETE OT ANIKOPAMKW
@ Mpwu 3AMPETE OT Kep6ep-CT2

Cets

Pasroe

Komauge! ans ycrpoiicrea

wy

Hanpagnenne @
Tenepatop Tpesory

Bogsi

Boixoas!

Cuutsigatent

OnemMeHTbI CTpaHULbI:
1) HaseaHue — none Ansi BBoAa onucaTtenbHOro Ha3saHusl yCTPoMCTBa.

2) VIHCTpYMEHTbl ONs ykasaHusi UM U3MEHEHWUs1 MOMELLEHWI, AOCTYyN MexXZy KOTOopbiMU
obecneunBaeTcs KOHTPOMNEPOM:

fa¥a
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e [lone Bbixoa M3 — KHOMKa BHYTPU NMOJIA NO3BONAET Bbl6paTb nomMmelwieHme, Ooctyn

B KOTOPOE ocyLlecTBnseTcs Yepes cuntbiaTesnib Ne 1. KHonka @ CopocuTtb nossonset
yaanuTb 13 nons BblbpaHHOe paHee NomeLleHmne.

e [lone Bxoa B — KHOMKa BHYTPX MOns no3BonsieT BbibpaTb NoMeLleHue, JocTyn

B KOTOpOE ocyLlecTBnseTcs Yepes cuntbiaTenb Ne 2. KHonka @ CopocuTtb nossonset
yaanuTb 13 nons BblbpaHHOe paHee NomeLleHmne.
3) Cnucok NFC YcTponcTBo — none no3eonseT BuiopaTbh gobaBneHHOe paHHee YCTPONCTBO
¢ nopaepxkom TexHonormnm NFC, 4ytobbl mMcnonb3oBaTb €ro B KayecTBe wumutauum
HacTpanBaemoro cyMTbIBaTens.

4) Bolbop Bknagkm pecypca. B 3aBucMmocTM OT Tuna YCTPOWCTBA CNUCOK pPeECypcoB
N COOTBETCTBYIOLLMX UM BKIIAOK MOXET OTNn4aThbCs.

5) MNapameTpbl, 4OCTYNHbIE A4NS LAaHHOro pecypca.
6) BO3MOXHble 3Ha4YEHME 1 BapuaHTbl HACTPONKN Bbl4eNeHHOro napameTpa pecypca.

7) KHoMkn KOmaHA ynpaBneHus, AOCTYMHbIX ANns BblibpaHHOro pecypca. [na onepatuBHOro
yrnpaBneHuss ycTponctBamn npegHasHadeH nogpasgen «YnpaBrieHUWe ycTpoucTBamu»
pasgena «KoHTponb aoctyna.

8) KHonkn CoxpaHUTb... M pacKpbIBAOLWUNCA CAMCOK cnocoba COXpaHeHWUst W3MEHEHUN
npu HaxaTnm:

e Tonbko B 6asy paHHbIX — MapameTpbl CoOXpaHawTcs Tonbko B Bl cuctembl
1 BNOCNEeACTBMM OOIMKHbI ObITb NepeaaHbl B KOHTponnep(bl).
e Bce B ycTponcTBO — B YCTPOWCTBO NEPEAAOTCS BCE NapaMeTpbl.

N3meHeHHble B YCTPOMCTBO — B YCTPOWCTBO MEepefalTcsl TONMbKO M3MEHEHHbIe
napameTpbl.

18.1.3. Bknagka «CoObiTns»
CTpaHuua BKNagkv UMeeT crieayoLwuin Bua:

KoHdurypaunsa PERCo-Web AfMUHKUCTPaTOD ?
Momewenna YcTpokcTea LaBnoHs! kamep Cuctema

<P

Bribepute cobbiTue ANA NepeMMeHoBaHNA

@

1. Tlepekntoyatenb BbiOOpa BKNagku nogpasaena:

o [MomelueHus;

YCcTpOnCTBa;
CobObITHA;

LLlaGnoHbl Kamep;
Cucrema.

2. Pabouvas obnactb CTpaHuLbl COOEPXUT CMNCOK YCTPOMCTB, A06aBNEHHbIX B KOHUIypaLuio
cucTeMbl, M 0bnacTb AN nepenmMeHoBaHnsa cobbITUI YCTPOMCTB.

N4
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

18.1.3.1. MepenmeHoBaHMe coObITUS

,D,J'Iﬂ nepemMmeHoBaHUA cobbiTus:

|/|CI'IOJ'Ib3yFI naHesib HaBuUrauuu, nepel?u:MTe B pasgen E] «AAMVIHVICTpVIpOBaHVIe».

1.

2. Ortkponte nogpasgen «KoHdurypaumsa».

3. Tlepenante Ha Bknagky CobbITuA.

4. BbibepuTe B paboyen obnactn ycTpomnCcTBO, AN KOTOporo OyaeTt nepeMMeHOBbLIBATLCS
cobbITHE.

5. C nomoLLblo COOTBETCTBYIOLLErO packpbliBatoLLerocsi cnmcka Bolbepute cobbiTne ans

nepenMeHOBaHUs U HaxxMuTe KHoNnky [lobaBuTb. BeibpaHHoe cobbiTne fobasButcs B CNUCOK
cobbiTnn B paboyer obnacTu:

MomeweHua YetpoicTea WabnoHe! kamep Cucrema

Buibepute cobeiTue AnA NepeMMeHoBaHUA

OPHTHHEJ'IBHOQ HasBaHue HoBoe HasBaHue

AsTomatura AYT] BrNOUEHE Hoeoe HaseaHue

6. B none HoBoe HasBaHue BBeaNTE HOBOE Ha3BaHME COOLITUSA U HAXMUTE KHOMKY COXpaHMTb.

7. Ons yaaneHna nepeMMmeHoBaHuA CO0bITUSA HAaXXMUTE KHOMKY Ypanutb HanpoTmnB
COOTBETCTBYHOLLEro cobbITuS.

18.1.4. Bknagka «LLlabnoHbl kKamep»

LLlabnoH napameTpoB Buaeokamepbl Ucnonb3yetcsa npu aobaBneHMn HOBOW KaMepbl B CUCTEMY
B pasgene «KoHdwumrypauua» B nogpasgene «YcrpouctBa». [10 ymMonyaHuio B CUCTEME Yyxe
yCTaHOBreHbl WabnoHbl napameTpoB Ans Buaeokamep ctaHaapta ONVIF u ana supeokamep
nonynspHbix nponssogutenen (TP-LINK, ACTi, AXIS).

CTpaHuua BKIagku MMeeT CrieayoLwnii Bua;

Kondurypaumns PERCo-Web*® AgmuHucrparop ?

MomeweHua Yerpolictea CobeiTua Cucrema
TMpoussogurens Mogens Tun notoka

Hrrennext X All Wnrennext X

TRASSIR All TRASSIR

ONVIF Al @ ONVIF

TP-LINK All mjpeg_over_http
ACTi ACM-4000 mjpeg_over_http

AXIS All mjpeg_over_http

1. Tlepekntoyatenb BbiOOpa BKNagku nogpasgena:

o [lomelueHus;

YCcTpOonCTBa;
CoObITNA;

LLlaGnoHbl Kamep;
Cucrtema.

faYa

4 .
\ )) SEC.RU KopoTkuit nyTb K MHdopMaLmm CkayaHo c sec.ru




7 \
\ 7

PykoBoacTBO agMUHUCTpaTopa

2. [laHenb MHCTPYMEHTOB CTPaHWLbl COAEPXKUT:
. [o6aBuTb — KHOMKa NO3BONSET CO34aTb HOBbIV LWABMOH Kamepbl.

. PepaktupoBaTb — KHOMKa Mo3BoONsieT M3MEHUTb BblgeneHHbIM B paboyer obnactm
CTpaHuLbl LHabnoH KaMepbl.

o Yaanutb — KHOMKa No3BOnsieT yaanuTb BblAeNeHHbI B paboyert 06nacty cTpaHuupl
WwabnoH Kamepbl.
3. Pabouvas obnacTtb CTpaHULbl COOEPXMUT CMMCOK CO3A4aHHbIX LLabroHOB kamep, UHgopmaLmio
0 npousBoguTene, Mogenu u Tune BMOeonoToka.

18.1.4.1. Co3aaHue wabnoHa Kamepbl

[ns co3pgaHnsa HoBoro wabrioHa kKamepbl:

Wcnonb3ysa naHens HaBuraumu, nepernante B pasgen E] «AQMUHUCTPUPOBAHUEY.
OTkponTe nogpasgen «KoHdurypaumsar.
Mepengute Ha Bknagky LLlabnoHbl kamep.

> wobdh -~

Haxmunte Ha naHenu MHCTPYMEHTOB CTPaHMLbl KHOMKY Ho6aBuTb.
OTkpoeTca okHo [106aBUTb LWABNOH:

JNo6aeutb WwabnoH

Mpouseoantens

[ Bribepute un BBEOMTE HOBOMD NPOUIBOAWTENA }

Mogens

[ )

MyTb k BHACONOTOKY

OtmeHa

5. B OTKpbIBLLEMCS OKHE MPOU3BEAMTE HACTPOMKYy NapamMeTpoB wWabnoHa. HaxmuTe KHOMKy
CoxpaHutb. OkHOo [lo6aBuTb WAGNOH OyaeT 3akpbiTo, HOBbIM WabnoH 6yaetr gobasneH
B pabouyto obnacTtb CTpaHuubI.

18.1.5. Bknagka «Cucrtema»
CTpaHuua BKNagkm umeeT criefyowmn Bua;:
Kondurypaums PERCo-Web* AaMuHucTpaTop

Momewenns Ycrpoiictea Cobeitua Wabnome: kamep

O

Ob6LWwme HaCcTPOWKK

OCHOBHBIE NApaMeETPLi

o aaTu
PaCcceiIka 1 YERAOMAGHAR ~ il

Buaeosanuce Azeik cucTems

OpeniD Connect

@ Peruon Pocena
Maaruse

O cncreme
OuncTka cobbITUi @

BuibepuTe THN Buibepute THN

Cucrema

YHIKaARHEIF TaBENHEIR HOMED

faYa
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1. Tlepekntoyatenb BbiOOpa BKNagku nogpasaena:

o [MomelleHus;

YcTpoucTBa;
CoObITNA;

LLIabnoHbI Kamep;
Cucrema.

2. MeHtio cnesa cooepXuT NoaBKNagku:
OcHoOBHbIe NapameTpbl;
PaccbIniku U yBeOOMJIIEHUS;
Bupeosanuch;

OpenlID Connect;

MnarvHbl;

O cucreme.

3. Pabouvas obnacTtb cTpaHuLUbl 3aBUCUT OT BbIOpaHHOW NOABKITAAKW.

18.1.5.1. MopBknagka «OCHOBHbIe NapamMeTpbI»

Pabouas obnactb nogsknagku OcCHOBHble napamMeTpbl nNpeaHasHadeHa Ans Bblbopa pervowHa,
dopmaTta gaTtbl, OYMCTKU >XypHana coObiTUA CUCTEMbI, HACTPOMKM YHUKANbHOCTU TabenbHbIX
HOMEpPOB COTPYOHUKOB.
O6Lwume HacCTPONKM (CM. PUCYHOK BbliLLe):
o (dopmat gatbl — Nosie COAePXNT BbiNnagatoLmni CMCOK, KOTOPbIN NO3BONSET 3a4atb dpopmaTt
BpeMeHU AN oTobpakeHus.
e S3bIK cUCTeMbI — NMOJIE COAEPXUT BbiNagatoLWMIA CMCOK, KOTOPbIA NO3BONSET BbiOpaTh SA3bIK
CUCTEMBI.
e PervoH — nose cogepXxuT BbiNagaroLmnin CAMCOK, KOTOPbIN NO3BOMSAET BbiOpaTb PEr1OH.

OuuncTka cobbITUN:

e BbIGepute TMN — nose CoaepXMT BbiMadaloLMin CNNCOK, KOTOPbLIA NO3BONSET yAanNUTb
cobbITHA cncTeMbl 3a BbibpaHHbI Nepuod BpemeHu. [locTynHbI crneayrowme TUnbl:

Crapuie mecsua;

Crapulue Tpex mecsileB;

Crapuie nonyropaa;

Crapuie roaa;

Ouunctutb Bce, Kpome nocrnegHux 50000.

OuuncTtka apxumBa noceTutenem:

e BblGepuTte nepuon — none COAEPKUT BbiNagaroLMN CNMCOK, KOTOPbIA MNO3BONSET yaanutb
OaHHble Bknagku ApxuB nogpasgena «llocemumenu» pasgena «bropo nponyckoey.
[ocTynHbl cnegyowime Tunbl:

Crapuie mecsua;

Crapulue Tpex mecsiLeB;

Crapuwie nonyropaa;

Crapuie roaa;

OuuncTtntb BCe, Kpome nocnegHux 50000.

OuuncTtka kallen gaHHbIX:
e OuucTuTb Tabnuuy nepepacyeToB — HaxaTue Ha KHOMKY OYMCTUTbL MO3BONSET yAanuUTb
AaHHble B Tabnvue nepepacyeTos.

Cuctema:

e YHUKanbHbIN TabGenbHbIN HOMep — MNMpn yCTaHOBJIEHHOM d)na>|<|<e HEBO3MOXXHO CO34aTb
COTPYyAHUKOB C OANHAKOBbIMU TabenbHbIMK HOMepaMu.

e MakcumanbHoOe KONIMY4eCTBO 3KCMOPTUPYEMbIX CTPOK — Mosie No3BONsieT YCTaHOBUTb
FIMMUT CTPOK NPW 3KCTOpPTE AaHHbIX.

fa W
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18.1.5.2. MoaBknagka «be3onacHocTb»

Mopeknagka Be3onacHOCTb NpeaHasHaveHa Ons HacTPOWKM napameTpoB GesonacHocTu. OKHO
UMeeT cnegyroLwmmn Bug;

KoHdurypauus PERCo-Web* AZMUHACTPETOP

Momewenns Yerpoticrea Cobeua LWaBoHs! Kanep

JeyxdakTopHaa ayTeHTUdMKaLUA

OcHoBHLIE NapaveTphl

Ley

GuKaLu
BesonackocTs

Paccuinku v yseoMAGHUA v~

)

Buzeosannce @
Wcnoaszoeats & cucteme 2FA

OpenlD Connect Hasaanve

Webhook KOMMUECTBO pesepaHeIX KoA0E 3

Mnarusl

O cncteme

3awuTa ot nog6opa napons

pas, byaeT esepeHa 6/10KMPOEKa Ha 5

eafxoauma nepesarpyska Be6-

@

Konuuecteo nonsitok BBOA3
napona

Bpems 610KMPOEKa & MIHYTaX 5

[locTynHbI cnepgyowwmne HaCTPOWKK:

1. AByxdaktopHasa ayTeHTU(MKaLMA — NO3BONSAET YCTAHOBUTb AOMOSMHUTENbHbIA YPOBEHb
6GesonacHoCTM Npu BXxoae onepatopa B cucteMy. dnaxok B cTpoke Mcnonb3oBaTb B cUCTEME
2FA no3BonsieT HaCTpouTb NapamMmeTpbl ABYX(AKTOPHOM ayTeHTUMKaLMK:

e HasBaHue — none No3BonseT BBECTM Ha3BaHME PE3EPBHbIX KOLOB;

Y

e KonuuyecTBO pe3epBHbIX KOAOB — KHOMKa B MNpaBoW 4acTu Mons no3BonsieT
yCTaHOBWTb KONMMYECTBO pe3epBHbIX KOAOB B Anana3oHe oT 1 o 8.

2. 3awwmra ot no.q60pa naponsa — no3sondeTt 3a6J'IOKI/1pOBaTb onepartopa Ha yCTaHOBJ1€EHHOEe
BpeM4d npu npesbilLeHnn Komn4yecTBa MNMonbiTOK BBOAA NMapona:

Y

e KonuuecTBo NONbLITOK BBOAA Mapona — KHOMKa B NPaBoil 4acTu nons nossonset
YCTaHOBUTb KONMMYECTBO NOMbITOK BBOAA napons B ananasoHe ot 1 go 1000;

FY

e BpeMsi 6-10KMPOBKM B MUHYTaX —KHOMKa B MPaBOI YacTu Mofisi No3BOSAET YyCTaHOBUTL
BpeMsi BrIOKMPOBKU B MUHYTax B AvanasoHe oT 1 go 60.

Nnr
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18.1.5.3. MopBknaaka «PacchisIKM U yBeOMMNEHUs»

PaGouyass obnactb noaBknagkum PaccbinikM U yBeOOMIEeHUsi NMpefHasHadeHa Ons HacTpOMKu
paccbinok. CTpaHuua nMmeeT cneayowunin Bua;

MouTtoBas paccbliKa

OcHOEHEIE NapameTpel

Paccuinkm 4 yBeAOMASHWA o HacTpoiiku nogknioueHns

MNouToBaA paccelika
Aapec SMTP cepeepa 172.47.0.19

SMS-
yBEAOMACHNA Tun saumTe! =

Hacrpoiikm Viber Mopr 25
Hacrpoiikn Telegram @ MonksoBatens admin

BuAe02aNUCh Napoae

OpenlD Connect Conepxarue @

MnaruHel . -
Email otnpaentens admin@perco.ru

O cucteme WMMa oTnpasuTens PERCo
Tema nucema PERCo-Web

3anuceleate & COBEITUA CUCTEMEI Aa

He 0TnpaeaTe ycTsie OTUETHI
OTnpaenaTe BEAOKEHHEIE AN B

O4HOM MWCbME

&) Tectosoe coobuetue

1. Tlepekntoyatenb Beibopa cnocoba pacChinku:
e [MouyToBasi paccbkKa;
e SMS-yBegommneHus;
e Hactpowuku Viber;
o Hactpouku Telegram.

2. Bwupg paboyeit obnacTu cTpaHuLbl 3aBUCUT OT BbIGpaHHOro cnocoba pacchIsiku.

18.1.5.4. [Jo6aBneHue napamMeTpPoB NOYTOBOMN PaCCbISIKU

B none noaBknagku lMouToBas pacchbifika 3a0alTcd NapameTpbl Ofs BbINONHEHUS 3agaHun
No MaccoBOW UM BbIGOPOYHOWM pacchifike COTPYAHUKaM OTYETOB, DOPMUPYEMBIX B CUCTEME:

o Apapec SMTP-cepBepa, Email otnpaButensa — nonsa gng seoda agpeca No4ToBoro cepsepa
1 agpeca NoYToOBOro fLMKa, C KOTOPOro cMcTeMon 6yaeT Npon3BoaMTbCA pacchifika NOYTOBbIX
OoTnpaBnNeHuni;

e Wwma oTnpaBuTtens, Tema nucbma — gaHHble, KOTopble ByayT oTobpaxaTbCcsa B COOOLLEHUSIX,
paccbinaembix cuctemon (no ymondaHuio PERCo-Web);

e Twun 3awmTbl — onpeaendeTcsa TUN WndpoBaHUA NOYTOBLIX oTnpasneHun (Het, SSL, TLS);

e [MopTt — HOMep nopTta. OnpegenseTca NOYTOBLIM CEPBEPOM (3aBUCUT OT TUNa LWMGPOBAHUS,
y3HaTb MOXHO Ha caiTe No4TOBOro cepsuca);

¢ [lMonb3oBaTtenb, Maponb — NOrMH 1 NApPOnb NOYTOBOrO fALLMKA OTNPaBUTENS, UCNONb3YEMOro
CUCTEMOW;

e 3anucbiBaTb B COObLITUA CUCTEeMbl — BO3MOXHbl 3HayeHnsa Het, Oa, Owwnobku,
B COOTBETCTBUM C KOTOPbIMK B CMCTEME DyayT 3anmcbiBaTbCs COObITUSI MOYTOBOW PaCChINKK;

e He otnpaBnATb NycTble OTYeTbl — NPU YCTAHOBNEHHOM doriaxke He ByayT oTnpaBnATbCS
nycTble OTYeTbl (HAaNnpUMep, OTYeTbl MO NPOXOAAM COTPYAHMKOB, HAXOASALMUXCS B OTNYCKE Unn
B KOMaHOUPOBKE);

e OTnpaBnATbL BNOXeHHble ¢hannbl B OAHOM NUCbMe — MNpU YCTaHOBIIEHHOM (praxke BcCe
OTYETbI, OTHOCALLMECS K OAHOMY 3afaHunio, OyayT OTNpaBnsaTLCA NonyyYaTento B 0O4HOM NUCbME.
B npoTuBHOM crnydae Kaxgbin oT4eT OyaeT oTnpaBnATbCA B OTAENbHOM MUCbME.

faYa)
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e KHonka CoxpaHuUTb NO3BONAET COXPaHUTb YCTAHOBMEHHbIE NAapamMeTpbl;
e KHonka TecTtoBOe coOOOLleHMe MO3BONSET MPOBEPUTb aKTyarlbHOCTb MOYTOBOrO SLUMKA
CUCTEMBI.

lpumeyaHue:

" Ecnn napameTpbl NOYTOBOW paccbifiki ObiNn BBeOEHbl HEKOPPEKTHO, MpU OTNpaBke
TECTOBOro nMcbma otobpasntcsa cooduieHne ob owmnbke.

18.1.5.5. [Jo6aBneHue napameTpoB paccbisniku SMS-yBegomneHumn

B none nogsknagku SMS-yBegomneHus 3agaloTca napameTpbl AN BbINOMHEHUSA 3afaHui
no pacchblinke cuctemor SMS-yBegoMneHnn CoTpygHUKam:

OcHoBHbIE NapaMeTpLl LWabnou noakntoueHus

Wabnow WatnoH He ewifpad

Paccoinkm v yeeaomaeHmna -~ .
HacTpoiku noaknoyeHus

MNouToean pacceinka SMPP - cepeep 217.118.84.40

SMS-yeegomneHun SMPP - nopt 3340

Source address TON 5
Hacrpoiiku Viber

Source address NPI 0

Hacrpoiiku Telegram .
Destination address TON i

Buaeozanumce Destination address NPI ]

Mons3cBatens
OpenlD Connect

Mapons

Naarssl CogepaHue

O cucreme Wma oTnpaeuTens 9602883459
3anucelBaTe & cOBBITUA CHCTEMBI Aa

() Tecrosoe cooblueHme

| BHumaHue!

S5 yenyra oTtnpaBk SMS-yBegoMMeHM OBbLIMHO SBMSIETCS NNaTHOM, pasmep nnaTbl
yCcTaHaBnmBaeTcs BbIopaHHbIM SMS-npoBangepom.

e SMPP-cepBep, SMPP-nopTt, Source address TON, Source address NPI, Destination
address TON, Destination address NPl — napametpbl SMS-npoBaiigepa ons ocyLecTBNeHnst
SMS-paccblinku, ycTaHaBnMBaKTCA aBTOMaTUYeCKM Mpu Bblibope npoBavigepa (MoOryT ObiTb
N3MEHEHbI, NPK HEOBXOAUMOCTM YTOUHANTE Y NpoBaaepa);

llpumeyaHue:

7 Cnmncok SMS-npoBangepos, YbM NapamMeTpbl yCTaHaBMMBaOTCA aBTOMaTUYECKM, BbINIOXKEH
Ha cante PERCo: https://www.perco.ru/partneram/programmnoe-obespechenie.php.
MmeeTcs BO3MOXHOCTb BBECTM napameTpbl gpyroro SMS-npoBangepa, He U3
npeafoXeHHOro cnmcka, HO MpW 3TOM BCE 3HAYEHMS OaHHbIX MapamMeTpoB NpuaeTcd
BBOAUTb BPYYHYIO.

Monb3oBartenb, Maponb — NOrMH 1 nNaponb y4eTHOM 3anucu knueHta SMS-nposangepa,
yCTaHaBNMBalTCs B IMYHOM KabMHETE Ha canTe npoBangepa;

e Uma oTnpaButena — yKkasbiBaeTCs WUMSA  OTNpaBuTensl, MoxeT OblTb  NOObIM
(ecnu He ykasbiBaTb, TO onpeaensietcs SMS-nposarigepom);
e 3anucbiBaTb B COObLITUA CUCTEeMbl — BO3MOXHbl 3HadYeHus Hert, HOa, OwunoKw,

B COOTBETCTBMM C KOTOpbIMW B cucteme 6OyayT 3anucbiBaTbCsi COObITUS  PaCCbINKU
SMS-yBegomneHui;
KHonka CoxpaHuTb — NO3BOMSIET COXPaHUTb YKa3aHHbIe HACTPOWKM;

n=7
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e KHonka TecToBOe cooOLwEeHMe — Mo3BOMseT OoTnpaBuTb TecTtoBoe SMS-cooblieHue.
Homep TenedoHa nonyyaTensa u TeCToBbIA TEKCT HAbMpatoTCa BO BCMIbIBAKOLLEM OKHE nocrne
HaXkaTUsa KHOMKM.

llpumeyaHue:

 Ecnn napameTpbl SMS-paccbinku Obinv BBEAEHbI HEKOPPEKTHO, NPK OTNpPaBKe TECTOBOro
yBegomreHnsa otobpasntcsa coobuieHme o6 omnbke.

18.1.5.6. [No6aBneHue napameTpoB paccbinku B Viber
BHumaHue!

£2550 Nina oTnpaBku coobuweHnin B Viber 3apaHee [omkeH ObiTb co3gaH Mabnuvk-akkayHT
W Ha cMapTOHbI COTPYAHUKOB — MnonyyaTtenen yBeAoMMeHUA YCTaHOBMAEHO MPUNoXeHue
Viber.

B none nogsknagkun Hactpownkm Viber 3agaiotca napameTpbl Ans BbINOMHEHUS 3agaHun
Mo pacchblfike CUCTEMOWN YBEAOMSIEHUI COTPYOHMKAM:

Hactpoliku Viber

OCHOBHbIE NapaMeTpbl

Pacceinku v yeenomneHua -~
Token

MoyuToEas pacceka s

SMS-yBenoMNEHUA Cculnka Ha apatap

Hacrpoikn Viber 3aMUCHIBATE B CODLITUA CUCTEMEI Het

Hacrpofikn Telegram () Tectosoe coobuekne

Bugeczannce

e TokeH — none Ans BBoAA TOKEHa (4ncna-naeHtTudukatopa), Nofy4YeHHOro npu perncrpaumum
nabnuk-akkayHta Viber;

¢ WmsA — ykasbiBaeTca UMs oTnNpaBuUTens;

¢ Ccbinka Ha aBaTap — none npegHasHadeHo gnsa seoga URL agpeca kapTuHkm, koTopas byget
oTobpaxaTbCs y nonyyarens;

e 3anucbiBaTb B COObLITUA CUCTEeMbl — BO3MOXHbl 3HadYeHusa Hert, HOa, OLwunOKM,
B COOTBETCTBMM C KOTOPbIMM B CMCTEME BYAyT 3anucbliBaTbCA COObITUSI PaCChISKN;

e KHonka CoxpaHuTb — NO3BOSISIET COXPaHUTb YKa3aHHbIe HACTPOWKM;

¢ KHornka TecTtoBOEe cOOGLLEHNEe — MO3BOMNAET NPOBEPUTL NPABUINBHOCTbL HACTPONKM NapaMeTpPOB.

llpumeyaHue:

Y Ecnm napameTpbl SMS-paccbinku 6binv BBeAEHbI HEKOPPEKTHO, MPU HaXaTuM Ha KHOMKY
oTobpasuTtcd coobLieHne o6 oLnbke.

18.1.5.7. Mopspok co3paHusa nabnuk-akkayHta Viber
1. Ckavante u yctaHoBuTe npunoxexue Viber Ha TenedoH agMuHucTpaTopa.

2. Tlo ccbinke https://partners.viber.com/ nepenante Ha NaHenb agpMmuHucTpartopa Viber:
e B NPaBOM BepPXHEM Yrny BblbepuTe A3bIK: PYCCKUA/aHTNIMACKUIA;
e BBeauTe HOMep TenedoHa agMUHUCTPaATopa, HaXXMUTe Ha KHorky BowTtu u BBeaute koA
AocTyna, nony4vyeHHbIn Yyepes npunoxexHue Viber.

OTKpOGTCFI OKHO ynpaBleHus I'Ia6J'II/IK-aKKayHTOM.

3. B okHe ynpaeneHusi nabnumk-akkayHTOM HakmMuTe Ha kHorky Co3gaTb 60T. B aHkeTe 3anonHute
yyYeTHble AaHHble nabnuk-akkayHTa, BblbepuTe aBaTap akkayHTa. Haxmute kHomky Create.
CdhopmupyeTcst nabnmk-akkayHT, aBTOMaTUYECKN CreHepupyeTCcsl TOKEH akkayHTa.

4. Ckonupynte TokeH B Oydep obmeHa n BBeaute ero B none BBoAa TOKeH B MoABKNagke
Hactpounka Viber (Bknagka Cucrtema nogpasgena  «KoHdwurypaums»  pasgena
«AgMmuHuctpupoBaHnue» MO PERCo-Web). B none Uma ykaxuTte ums, oT KoToporo 6yayT
OTNPaBnATLCHA COOOLEHNSI U YBEOOMMEHUS.

fa¥al
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PykoBoacTBO agMUHUCTpaTopa

5. B npunoxeHuun Viber nepengute B MeHio EwWe 1 ¢ NOMOLLBIO CKaHepa wTpuxkoga sangute
B CO3AaHHbIN NabnuK-akKkayHT:

e Mpurnacute B 4aT COTPYOHWUKOB, KoTopble OyayT nonyvatb yBegoMreHus (Homepa
nx TenedoHoB, NpmBa3aHHble K Viber-akkayHTam, LOMKHbI ObITb NpeaBapuUTENbHO 3anmcaHbl
B CMUCKE KOHTAKTOB TenedoHa agMUHUCTpaTopa);

e COTPYOHUKM, NONYYMBLUNE NpUrNaLIEeHNe B Nabnmk-akkayHT, OOMKHbI NPUHATL NpUrnawleHne
(npn aTOM Kaxgomy Heobxoammo OyaeT npuHATbL CornaweHne Mo  BO3PacCTHbIM
orpaHuyeHusam);

® C NOMOLLBI KHOMNKN U3MeHUTb B none A,CIMVIHVICTpaTOpr pobaebTe B I'Ia6J'IVIK-aKKayHT
AaHHbIX COTPYAOHUKOB B Ka4eCTBEe aMUHUCTPATOPOB.

6. BTI1O PERCo-Web (pa3pen «MepcoHan», nogpasaen «CoTpyaHuUKny, Bknaaka Aencreyrowme):
® B YYEeTHbIX KapTO4kax MPUrialeHHbIX COTPYAHMKOB B pasgene [onornHuTenbHble Nons

B nosne Viber npn noMoLLy KHOMKKM == 13 0BLLero cnuncka Bbibepute 1 3akpenuTe 3a Kaxabim
coTpyaHukom ero Viber-akkayHr;

® C MOMOLLbI0 KHOMKM e OTnpaBUTb coobweHue no Viber, pacnonoxeHHon Ha naHenu
WHCTPYMEHTOB, MPOBEPbLTE OTMNPaBKy CUCTEMOMN COOOLLEHWUA KaaoMy W3 COTPYAHMKOB.
B cnyyae Heygaum Ha akpaH OyaeT BbiBeAeHo coobuieHne 06 owmnbke.

18.1.5.8. HacTtpownku Telegram

B none noaeknagku Hactponku Telegram 3agarTca napameTpbl A5 OTNPaBKM COOBLLEHUN
COTpyaHMKaM:

Hactpoiikn Telegram

OcHOBHbIE NapaMeTPLI

Pacceinky v yBeaoMAeHA o~
Tokew

Moutosas pacckinka s
SMS-yeenomaeHna 33NUCkIBaTE B COBLITHA CUCTEMEI Het
Hactpoifkn Viber

Hactpoiiku Telegram

e TokeH — none anst BBoga TokeHa (4Yncna-vaeHTudmkaTopa), Nony4eHHOro Npu cosgaHum
Telegram-6o0Ta;

e WmaA — none ans BBOAA MMEHW, YKasaHHOIo npu codgaHum 60Ta;

e 3anucbiBaTb B COObLITUA CUCTeMbl — BO3MOXHbl 3HadeHus Het, [Oa, OLwwunOKM,
B COOTBETCTBMM C KOTOPbIMU B cucTeMe ByayT 3anucbiBaTbCs COOLITUS PaCCbINKK;

e KHonka CoxpaHUTb NO3BOSISIET COXPAHUTbL 3aaHHble NapameTpbl.

lpumeyaHue:

S Ecnm napameTpbl Obinv BBeOEHbl HEKOPPEKTHO, MPM HaXaTuM Ha KHOMKy oTobpasutcs
coobLeHne ob owmbke.

18.1.5.9. Cos3paHue Telegram-6oTa
1. CkavaunTe n yctaHoBuTe npunoxeHune Telegram.
2. Ortkponte npunoxeHne Telegram n BBeguTe B nonck «BotFathery.

< BotFather X

Chats

Global search
)5 A BotFather @
A

[aYa
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3. HayHuTe pasroBop ¢ 60TOM, HaxaB Ha KHOMKY HayaTb, pacnonoxeHHy BHU3Y.
HaxxmuTe Ha KHOMKY MeHIo 1 BbibepuTe koMaHay «/newboty.

5. Baegute umsa 6ota n HaxxmuTe OTNPaBUTD.
6. Beegute username 6ota. OH JOMKEH ObITb YHMKAMNbHBbIM U 3akaH4MBaTbCA Ha «boty.
7. o 3aBepweHnmn HacTpowkn BotFather npegoctaBuT cebinky Ha co3gaHHoro 6ota
N CEKPETHbIN TOKEH Ans obpalleHns K Hemy.
18.1.5.10. Moasknagka «Bnaeosanucb»

Mopeknagka Bupaeosanuckb npegHasHayeHa asis HACTPOMKM NapamMeTpoB BUAe03anucu:

HacTpoiika Buaeosanucu

COCHOBHEIE napameaTpel

Pacceinku u yBenoMmaeHua adl Katanor 4na zanuck Bnaec

puls C\PERCoWeblwideo
afnos

BI/I,D,EOBBI'IMCI: HpO;‘J.GFI)KMTE;"II:HDCTb npeazannucu

(ceryr) 2

OpenlD Connect
MnariHel

O cucreme

[ocTynHbl crneaytowme HacTPOMKN:
o Karanor ansa 3anucu BugeocanmnoB — NoO3BONSET 3agaTb NyTb K Nanke, B KOTOpon OyayT
XPaHUTbLCH BCe 3anncaHHble Buaeodannsol.
e [MpopomkutenbHOCTb NpeA3anucu (CeKyHAa) — NO3BONSET 3aAaTb BpeMs npeasannucu BUaeo
B cekyHaax.

18.1.5.11. MopBknagka «CUMHXpOHM3aumMa BpeMeHu» ([OCTynHa AnA  CUCTeMbl
PERCo-Web, BcTpanBaemon B namsatb KoHTponnepos PERCo)

Moasknagka CUHXpOHU3aUUA BpeMeHU npeaHasHavyeHa aAnsg CUHXPOHU3aumMmM BHYTPEHHUX YacoB
cuctembl PERCo-Web, BcTpavBaemown B namsaTb KoHTponnepos PERCo, yepe3 NTP-cepsep.

I BHumaHue!

S5 CMHXpOHM3aLUMA BPEeMEHM BbINOMHSAETCS TOMbKO B TOM Cryyae, €Crnv UCMomnb3yeMmbiit
KOHTponnep pgobaBneH W aKTMBMPOBaH Ha BKNagke YCTPOWUCTBa nogpasgena
«KoHdurypauusa» pasgena «KAGMUHUCTPUPOBaHUEY.

OKHO UMeEeT creayLni BUA:

CUHXpOHU3aLMA BpeMeHun

OCHOBHLIE NapaMeTpsl

PaccsInky ¥ YEEAOMABHUA ~
ARy NTP-cepeep 192.168.0.1

CUHXpPOHWMZ3UMA EPEMEHN Mopt 3433

Buaeosanuce Meproa OBHOBNEHWMA, MUH. 1

OpenlD Connect

MaaruHe!

O cucreme

fa¥al
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[ocTynHbl cnegyrowme HaCTPONKK:
o NTP-cepBep — nossonset ykasatb |IP-agpec ucnonssyemoro NTP-cepsepa.

I BHumaHue!

S5 Ecnm NTP-cepsep v ucronb3ayembilii koHTponnep PERCO HaxoasTCs B pasHbIX NOACETSX,
Ha Bknagke CeTb NapamMeTpoB KOHTponnepa HeobxoamMmo 3agaTh |IP-agpec wniosa.

o [lopT — nosBonseT ykasaTb NopT nogknoyeHns NTP-cepeepa.
o [lepuon obGHOBReHUsi, MUH. — NO3BONSET 3adaTb MNEpPUOANYHOCTbL OOHOBMNEHWUS BpPEMEHU
no NTP-cepBepy.

18.1.5.12. MopBknagka «OpenlD Connect»
Keycloak — pelweHune ansa ynpasneHust naeHTumkaumnen n JocTynom.

Bnaropapss cuHxpoHusaumm PERCo-Web c Keycloak ecTb BO3MOXHOCTb ayTeHTudumkauum
C NOMOLLbIO YYeTHbIX JaHHbIX Keycloak. Takke peanu3oBaHa aBTOMaTUYeckasi CUHXPOHM3aund
CTaTyCOB OnepaTopoB — ecnu onepaTtop 6bin 3abnokmposaH/pasbnoknposaH B Keycloak, oH 6yaeT
3abnoknpoBaH/pa3dnokuposaH B PERCo-Web.

[na HaCTPOMKN CMHXPOHM3ALUKM BLINOMHUTE crefyolme AeNcTBUA:

1. Mepengute Ha nogeknaaky OpenlD Connect (AdOMuHucmpupoeaHue > KoHgpuaypayus >
> Cucmema):

Keycloak

OCHOBHEIZ napamMeaTpel

PacceiNkv M YBENOMASHWA s
Aapec cepeepa

Buaeozanuce O6nacts (Realm)

OpenlD Connect ID knmewTa
MaarnHel VImA nonb3ogatens

Mapons
O cncteme P

Meproa CHHXPOHUZALMK

60
(CexyHaax)

2. 3anonHuTe n coxpaHuTe gaHHble Ans nogknoyeHus Kk Keycloak-cepsepy.
3. TlepewnawnTte k nogpasgeny «Onepamopbi» pasgena «AOMUHUCMpPUpPO8aHUEey:

Onepatopsl
[ CuHxpoHuanpoeaTte ¢ KeyCloak 1
- NoruH CoTpyaHukKn Ponb
admin ALMUHWCTPATOR admin
Andrew Tegopos MupoH AHOBMY admin

N4
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4. Haxmute Ha kHonky CuHxpoHusupoBaTb ¢ Keycloak, pacnonoxeHHywo Ha naHenmu
WHCTPYMEHTOB CTpaHuupbl. OTKPOETCS OKHO:

HacTpoiKmn cMHXpoHM3aLmm

Twun CHMHXPOHM3aU KK

CUHXpOHU3WpOoBaTk Mo JloruHy

OTmeHa

5. Bblbepute TMn CUHXpOHM3aUMN N HaXXMUTE CUHXPOHMU3UPOBATD.

6. BepHutecb k nogpasaeny «Onepamopbi» pasgena «AGMUHUCMpuUpo8aHuey».

7. Bblbepute HyXHOro onepartopa u HaxXmuTe KHOMNKy PegakTupoBaTb Ha NaHenM MHCTPYMEHTOB
ctpaHuupl. OTkpoeTcsa cTpaHuua PeaakTupoBaTh oneparopa:

PegakTupoBaTb oneparopa

0O6Lwue HacTtpolikvn BXxoaa
Onepatop JNlorvH
Bonoguk Ceprei vol_ser
Pank Mapone
admin MNaponk onepatopa
OnucaHune MoeTopWUTE Napons
OnmcaHue Ewé pas, noxanyiicta
KeyCloak Mapob gomkeH ObiTh ANTMHHEE 6 CUMBOOE U COAEPXKATh
e Clonk x0TA Bbl 0aHy DykBY natuHcKoro andasuTa W XoTA Bbl 0AHY
eyCloak
' LMOpY.

8. Beegute ID nonb3osatens B none Keycloak ansa conoctaBneHnsi 4aHHbIX.

9. HaxmuTe kHonky CoxpaHUTb U3MEeHEeHuUs.

[ns asTopusauumn c nomoLybto Keycloak:

1. Ha cTpaHuue ansa aBTopmsaumm HaxxmuTe KHOMKy ABTopusoBaTbcs npu nomowm Keycloak.
2. Tlocne HaxaTuns Npou3onaeT nepeagpecaumsa Ha cTpaHuuy asTopusaunn B Keycloak:

Sign in to your account

3. 3anonHuTe NorvH 1 napornb U HaxMuTe KHorky Sign In.
4. TpowusongeTt obpaTHas nepeagpecauns B PERCo-Web, Bxon 6yaeT BbiNOMHEH.

fa¥a
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18.1.5.13. NMopBknapnka «Webhook»
Webhook — pelueHne ans otcnexmnBaHusi UsSMeHeHuin aaHHbix B PERCo-Web.

Mpu n3meHeHnn AaHHbIX B PERCo-Web B npyroit cepBuC WM NpUIIOXeHVWE aBTOMaTU4ECKW
oTnpasnseTcsa yBeAoOMIEHNE.

Onsa Hactporikn Webhook BbinonHuTe cnegyoLine encTBus:

1. Mepengute Ha nogsknagky Webhook (AdmuHucmpupoeaHue > KoHdpueypauyusi >
Cucmema) n Haxmnte [lo6aBuTb HoBbIN Webhook:

Webhook

OcHOBHEIE NapameTpel
BesonacHocTe
Pacceinkm 1 yeejoMAeHWA hd

Buaeozanuce JNoBaeuTs HOBGIF Webhook

OpenlD Connect

Webhook

2. 3anonHute nons HasaHue, Appec cepBepa n ABtopusaums. B uyekbokcax Bbigenute
AenCTBUS, YBEAOMMEHUS O KOTOpbIX ByayT oTnpasnaTeca Yepe3 Webhook.

Hoswiit webhook

HazeaHue
Anpec cepeepa

ABTOpM3aLMA

[anHoe none ByAeT NEPEAaHO B 3arcl0BKE Kak
authorization.

[ekcrena Hag CoTpyaHUKOM
IeidcTena Haa NocetTuTenem
Leictena Haa JonsHOCTEH
[efictena Hag MogpazaeneHnem
[eictena Hag LWaBnoHom poctyna
JeicTenn Haa padukom paboTel
[elictena Haa YcTpolcTEOM
[eicrena Haa Ponamm

JedcTera Haa MNoMeleHUAMK

OTMmeHa

3.  Haxmute kHoMKy MprUMeHnTb, YTOObI coXpaHuTb HacTponkn Webhook.

Fa¥al

4 .
\ )) SEC.RU KopoTkuit nyTb K MHdopMaLmm CkayaHo c sec.ru



Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

18.1.5.14. Moasknapgka «MnarvHbI»

Mogeknagka MnarvHbI npegHasHadyeHa Arnd ynpasfieHUA nriarmHamu. Bua CTpaHuubl 3aBUCUT
OT yCTaHOBJ1€HHbIX NMNarMHOB:

Maarvtbl

QOCHOBHbIE napamMeTphl

Pacceinkm v YES4OMAEHWA e

Plugins Expasoft

PacnosHaeanue aokymenTos (Macnopt, Boawtensckoe

Buasozannce \
YAOCTOBEDEHME)

OpenlD Connect
MnaruHer

O cucteme

[na ynpaesneHus nnarmHaMmyn BOCMONb3yUTECb KHOMKOW & , pacnofioXXeHHOW cripaBa OT Ha3BaHus
nnarvHa:

e KHonka 3anyctutb/OCTaHOBUTbL NNarvuH npegHasHadeHa Ons Hadvana unm OKOHYaHusA
paboThbl C NAarnHoM;

e KHonka YaanuTb NnarvH npegHasHayvyeHa ansa yganeHus nnarvtHa.
18.1.5.15. MopBknapka «O cucrteme»

Moasknagka O cucteme nNpegHasHaveHa ang npocmotpa Bepcum MO cuctemsl.
OkHO nmeeT cneayroLnin BuA;

O cucreme

OCHOBHEIE NAPaMETDEI

Paccelnkm v YEeAOMNBHUA ~ ‘I{G PE RCO‘Web

PERCO Bepcua cuctemer: 2.1
Bugeosanuce Homep cBopku: 0.0

OpenlD Connect

MNaaruHel

O cucreme

18.2. Moagpaspgen «CobObITUA CUCTEMbI»

Monpasaen npegHasHadeH ans:

e COCTaBIIEHUSI OTYETOB O COOLITUSIX, PEMMCTPUPYEMbBIX YCTPOMCTBAMMU CUCTEMbBI, U AENCTBUSIX,
coBepLuaeMbIx orepaTopamMun CUCTEMbI;

e MpoCMOTpa COBbITUI, PEFMCTPUPYEMBIX B CUCTEME B PEXUME PearibHOro BPEMEHM.
CTpaHuua nogpasgena uMeeT creayowmin Bua:

CobbITua cuctemMbl PERCo-Web

ABTOOBHOBAEHME @ 11-11-2022 00:00 — 23:59

CoBumne Dlata cobermna Data cobemua UTC [Mononnvrensras undop  IP-agpec Yerpoiicreo Cotpyaumm/Tloceturens  Waentudukarop

[NoBaeneHure nome... 2022-11-11 13:15:03

E»:’ PenaktpoeaHue ... 2022-11-11 12:50:57 @

E’ PeaakTUpOEAHKE M... 2022-11-11 12:40:28 Fpuropsee Fpurop...
P purop! purop

JNobasnenue wabn... 2022-11-11 11:49:53

fa W]
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1. TMaHenb MHCTPYMEHTOB noapasaena CoaepXuT:

. OGHOBUTbL AaHHble — KHOMKAa MNo3BofdeT OB6HOBWUTL AaHHble B paboyen obnactu
B COOTBETCTBUM C YCTAHOBMEHHbIM (PUBTPOM.

o PacwupeHHbIM NOUCK — MO3BONSAET MPUMEHUTb UNbLTP K 3neMeHTam,
oToOpaxkaembiM B paboyen 0b6nacTn CTpaHuLbl.

o [ononHuTenbHO — KHOMKa NO3BONSAET OTKPbITb MEHIO KOMaHA A5 Bblbopa
[OMNONMHUTENbHbIX OENCTBUM:
— Mevatb TAGNMUbI — NO3BONSET MPOM3BECTU MNeyaTb OaHHbIX U3 paboyen obnactu
CTpaHuUpbl.
— OKCNopT — MO3BOMSAET COXPaHUTb CMMCOK COBbITUM B (hann 3MeKTPOHHbIX Tabnuy
C BblIOpaHHbIM pacluMpeHnem.
— Copocutb hunbTpbl — N03BONAET COpOCUTL BCe hunbTpbl paboyen obnacTu.
— [MMapameTpbl oTOOpaxeHUsa Tabnuubl — NO3BONSET OTKPbITb AOMOSMIHUTENBHOE OKHO
ans Bblbopa ctonbduos, oTobpaxaembix B paboden ob6ractn cTpaHuubl.
e ABTOOGHOBNEHMe — MNpu YyCTaHOBKe bnaxka perncTpupyemble B CUCTEME COObITUSA
oToOpaxarotcs B paboyert obnactu B pexxmMme peanbHOro BpEMEHM.

o — KHOMKa NO3BONSAET OTKPbITb NMaHenNb KaneHaaps And BBoga AaTbl U BpEMEHM Havana
M KOHLUA nepuoga, 3a KoTopbihi OyayT oTobpaxaTbCca cobbiTvsi B pabouen obnactw.
YcTaHOBNEHHbIE AaTa U BpeMsi OTOOpaxaroTcs B none cnpasa OT COOTBETCTBYHOLLEN KHOMKW.

¢ [Mounck — none no3sonsieT NPON3BECTU NOUCK MO 3fiEMEHTam CTonbuoB B paboyen obnactu

cTpaHuubl. KHomka CopocuTtb ouuLlaeT none.

2. Paboyasa obnacTb nogpasgena coOepXuT coObiTWsi, 3aperncTpupoBaHHbIE YCTPOWCTBaAMM
CUCTEMbI 3a YKa3aHHbI Ha NaHenn MHCTPYMEHTOB Nepuoa.
lpumeyaHus:
s e B pabouyeit obnactu peanusoBaHbl (PYHKLUUM COPTUPOBKM MO IreMeHTaM OJHOro
13 cTonbuoB, UAMEHEHUST LUIMPUHBI U NOCNeaoBaTENbHOCTM CTONOLIOB.
e B HwmxHen yactn paboyen obnactn pacnonoXeHbl MHCTPYMEHTbI ANS NepeMeLLeHns
no CTpaHuuaM AaHHbIX.
llpumeyaHue:

. Tpwu ncnonbsoBaHum moaynsa BioSmart Thermoscan F TemnepaTypa npoxoasiiero éyaoet
oTobpaxaTtbcsa B none flononHutenbHas nHcopmauums.

18.3. MNoapaspen «Peakuun Ha coObITUAY
Moapasnen npeaHasHayeH Ans HACTPOWKM peakumi Ha cobbiTns cuctemol PERCo-Web.
Ctpanuua nogpasgena nmeeT crieqyowmmn Bua;:

Peakuumn Ha cobbiTua PERCo-Web* AgmuHMcTpaTop ?

Hazsanme : AKTMBMpOBaH Tun

Nonyuerme yseaomaenmnii Peakuna Ha cobbrma
Mponapasue caasu Peakuya Ha cobsrmun
BrnoueHune BHAEO03aNKCH Pea»{umn Ha cobbITMA

Hanowmmanme onepatopy npu sxone 8 cucteny Peakuya Ha cobsrma

@

Nnr
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1. TMaHenb MHCTPYMEHTOB NoApasfena CoaepXMT KHOMKU:

o Ho6aBuTtb — nossonseTr 4obaBnTb peakuutio Ha COObITUE MMM BHYTPEHHIO peaKkuuio
Ha cobbITne KoHTponnepa.

. PepaktupoBaTb — N03BONSET N3MEHUTbL NapameTpbl BbIOpaHHON peakuun.

. YpanuTb — N0O3BONSET y4anuTb BbiAENEHHY0 B paboyen 06nacTn CTpaHuLbl peakLmio.

2. Pabouvasi obnacTtb nogpasaena CoaepXuT CMCOK CO3aaHHbIX peakumit. C NOMOLLbIO hnaXkos
B cTonbue AKTUBMPOBAH MOXHO BKOYATL/OTKMNOYAaThL oOaBNEHHbIE peakunmn Ha cobbITuS.

llpumeyaHue:

¥ B paboueit obrnactv peanu3oBaHbl (YHKLMM COPTUPOBKM MO SrIEMEHTaM OfHOro
13 CTONGLOB M U3MEHEHNS LLUMPUHBI CTONOLIOB.

18.3.1. lo6aBneHMe HOBOW peakunmn
lpumeyaHue:

o [Onsa HacTponkn onoBelleHnsa cuctemon PERCo-Web o BbINOMHEHUN peakuuii Ha cobbITUA
cnegyet ybeamtbCsa, 4YTO B y4YemHOU Kapmoyke CcompyOHUKa 3anoSyIHEHbl MOJis
Email / TenecpoH / Viber / Telegram. [Ina otnpasku coobuwieHnii B Viber gomkeH ObiTb
co3gaH nabnuk-akkayHT, B nofABknagke «Paccbinkm n yBegoOMIeHUsi» 3anoflHEHbI
COOTBETCTBYHOLLME MOMA, a Ha cMapTdOH COTpyaAHWKA ycTaHoBMNeHo npunoxeHue Viber.
Ons otnpaBkn coobwieHni B Telegram pormkeH ObiTb co3gaH 6OT, B NOABKIagke
«Paccbinku n yBeaoMIrieHMA» 3arnofilHEHbl COOTBETCTBYHOLIME MONSA, a Ha CMapTdOH
COTPYAHMKa YCTaHOBIEHO npunoxeHne Telegram.

I BHumaHue!

= [Ins BbINOMHEHNS peakLmnii Ha cCobbITUS HE0BXOAMMO HanM4me CBA3M C CEPBEPOM.

[ns no6aBneHnss HOBOW peakLMn Ha cobbITHE:

1. Wcnonb3ysa naHenb HaBurauun, nepenguTe B pasgen E] «AOMUHUCTPUPOBAHUEY.
2. OrtkponTe nogpasgen «Peakuum Ha cobbITUAY.

3. HaxmuTe Ha naHenu WUHCTPYMEHTOB CTpaHMWLbl KHOMKY Ho6aBuTb, a 3atem [lo6aBUTb
peakuuto Ha cobbiTue.

OTkpoeTcs cTpaHuua, nMetoLas crieayowni Bua;

Jlo6aeuTb peakumio Ha cobbiTue BepHyToCA Hasa/ K CHCKY Pearyui

Hazeanne YenoBua + notaents [eiictBue + noGaswrs

4. B none HasBaHue BBeanTe HasBaHue OS5 HOBOW peakumu.

5. B pasgene YcnoBusa BbiOepuTe YCroBMS ANS HOBOW peakumn. [ns 3TOr0 HaXMWUTE KHOIMKY

Hdo6aButb 1 BbibepuTe U3 cnucka Tpebyemble ycnoBusi. B cnucke AOCTynHbI cnegyoline
yCcroBus:

e [No6aBUTb coOObITUE — MO3BOMSIET OTKPbITb OKHO, B KOTOPOM OTOOpaXaeTcs CrMCOK
BO3MOXHbIX CODbITUIN O4NS peakuuun, U 4o6aBUTb HYXXHOE CobbITHE.

e [No6aBUTL NoMeLyeHUe — MO3BOMSIET OTKPbITb OKHO, B KOTOPOM OTOOpaXkaeTcsi CrMCOoK
CO3[aHHbIX paHee NOMEeLLEHMUI, U [0BaBUTb HY)KHOE NOMeLLeHe.

e [N06aBUTbL YCTPOMCTBO — MO3BOJSISIET OTKPbITb OKHO, B KOTOPOM OTOOpa)kaeTcsl CnMcoK
[06aBneHHbIX B KOHUIypaL Mo CUCTEMbI YCTPONCTB, 1 06aBUTb HY)KHOE YCTPOWCTBO.
e [No6aBuTb NnoapasfeneHue — No3BoMsET OTKPbITb OKHO, B KOTOPOM OTOGpaXxaeTcsi CrMCcoK

faVal
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CO3[aHHbIX paHee noapasaeneHnii, n 4o6aBnUTb HyXKHOe noapasaerneHve.

e [No6aBUTL COTpyAHUKA — MO3BONSIET OTKPbITb OKHO, B KOTOPOM OTOGpaXkaeTcsi CrMCOoK
A06aBneHHbIX paHee COTPYAHUKOB, U 406ABUTb HY>XHOTO COTPYAHMKA.

e [No6GaBuUTbL orpaHuYeHue MO BpPEeMEeHU — MO3BOMISET OTKPbITb OKHO, B KOTOPOM €CTb
BO3MOXHOCTb BblOOpa faTbl M BPEeMEHU BbINOMHEHUs peakumn: [OHUM Hegenu
unu onpeaeneHHas flata, a Takke Bpems Hauyana 1 Bpemsi okoH4YaHus.

e [N06aBUTbL cCerMeHT — MO3BONSIET OTKPbITb OKHO, B KOTOPOM OTOOpaXkaeTcsi CrMcoK
CO3[aHHbIX CErMEHTOB, N [06aBUTb HYXKHbIA CErMEHT.

lpumeyaHue:

" [laHHOe ycrnoBMe [OOCTYNHO TOMbKO Mpu paboTe B pexume pacnpeaeneHHoN
CUCTEMBI.

6. B pasgene [OenctBue Bbibepute Te peakuumn, KoTopble ByayT NpoucxoguTb Npu 3agaHHbIX
ycnosusx. Pasgen cogepXxvt cnegyrowmne TMnoBble CNUCKU OENCTBUN:

e KomaHpa B yCTpPOMCTBO — NO3BONSET BbIOpaTb kKOMaHAy Ans yCcTponcTea, 4o6aBnNeHHOro
B KOHGurypauuto cuctembl PERCo-Web. [na atoro BbiGepuTe YCTPOMCTBO, a 3aTeM
13 BbiNagaroLero cnnucka komaHay Ans Hero. Haxmute kHonky Bbibpath.

o 3abnokupoBaTb COTPyAHUKA — MNO3BONSET 3abnokMpoBaTb COTPYAHWKA WM OOCTyn
B BblOpaHHOe MnoMeLlleHne COTPYAHWKY, ANS KOTOPOro Obifo BbLIMNOMHEHO TO MMM UHOE
ycnosue. [ina atoro Bbibepute, B Kakoe nomelleHne 6yaet 3abnokvpoBaH goctyn. Ecnn
NMOMeLLEeHME He yka3aHo, TO COTPYAHMKY OyaeT 3abnokmpoBaH JOCTyN BO BCE MOMELLEHUS.
MNpn HeobxoaMMOCTM BpeMeHHoW 6nokMpoBkM AocTyna 3anonHute none Bpewms
6nokupoBku (MuUH.). Haxxmunte kHonky BbibpaTb.

e Pa3bnokupoBaTb COTpyAHMKa — NoO3BONSIET pa3brokMpoBaTb COTPYAHMKA, AN KOTOPOro
ObINO BbINOSIHEHO YCOBUE.

e CoobuweHue onepatopy, CoobweHune no noute / SMS-coobweHune / Viber-coobweHue /
Telegram-coobLieHune coTpyaHuky, CoobweHmne no noyte / SMS-coob6eHue / Viber-
coobuweHue / Telegram-coobLeHne npeabABUBLUEMY UAEHTUMMUKATOP — [daHHbIE

OENCTBUSA MO3BOMISAIOT HACTPOUTb OTNPaBKy COOOLLUEHUA onepaTopy CUCTEMbI, a Takke

COTPYAHWKY UMW COTPYAHMKY, NpeabsaBuBLUEMY MOeHTUdMKaTOp, NO noyte, B Buae SMS-

coobueHnss unn B meccenmkepe. [ns aToro BbibepuTe COOTBETCTBEHHO ornepaTtopa Unm

COTpyAHWKA, 3aTeM 3anofiHuTe nofne B OKHe TeKCT COoOOLWEeHUs W HaXMUTE KHOMKY

Bbi6opatb. OkHO TeKCT coobuweHus Takke nO3BoNsSeT BbiOpaTb M BCTaBUTb B

nepegaBaemMoe COOOLLEHME «KMIOYM» — KIOYEBblEe AaHHble YCMOBUS TuMa «COObITUEY,

reHepupyLLEro AaHHyo peakuunto. CocTaB «KIoYen» 3aBUCUT OT BbIGpaAHHOTO COObITHS.

BHumaHue!

Ecnun Heobxoommas paccelnika He HacTpoeHa (cM. pasgen «KoHdwurypaumsi» nogpasgen

«Cnctema» Bknagka «Paccbinkv v yBeqoMneHusi» ), To COOTBETCTBYHOLLEE eV AENCTBUE MO

oTnpaeke coobLieHnn oTobpaxaTbes He Byaer.

e [lokaszaTb BuMAeoKkamepy onepaTtopy -— [MO03BONsieT HacTpoUTb Ansa onepartopa
oTobpaxeHve Buaeokamepbl. [Ona 3Toro BbiGepute onepatopa M HYXHYK Kamepy,
3aTeM HaXXMuTe KHOMKy BbibpaTb.

e CoXpaHUTb CHMMOK C Kamepbl — NO3BOMseT caenartb CHUMOK 3KpaHa Mpu BbINOIHEHWM
CUCTEMOW peakLmmn Ha cobbiTre. [1na aToro Beibepute Kamepy 1 HaXXMuTe KHONkKy BoiopaTb.

llpumeyaHue:

= Yt06bI NPOCMOTPETb COEeNaHHbIN CHUMOK, nepengute B pasgen
AamunHucTpupoBaHue > CoObITUA cucTeMbl U BbiIbepuTe N3 cnncka Hy>xkHoe cobbiTue.

. Bkniountb 3anucb Buaeo — MO3BONSET BKNOYMTL 3anvcb BuAEO B npouecce
BbINOMHEHNS peakumMn Ha cobbiTve. OKHO MMEET BbiNagatoLnii CMIUCOK B FIEBOM HUKHEM
yrny, KOTOpbIN NO3BONseT BblIbpaTh BpeMsi 3anucu (no ymonyanuto ato 10 cekyHa). [Ans Toro,
4yTOObl BKMHOYUTL 3anuCb BMOEO, HeobxoouMMo BbiOpaTb KamMepy W HaxaTb KHOMKY
CoxpaHUTb.

Nn=7
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llpumeyaHue:

¥ [nsa TOro, Ytobbl HACTPOUTL MPOAOIIKUTENBHOCTL Mpeasanuicy BUOEO MNPV BbINONHEHUN
peakuun Ha cobbiTme (no ymonyaHuio 3710 10 cekyHa), nepengute B pasgen
AamuHuctpupoBaHue > KoHdwurypauma > Cucrtema > Bwupeosanucb. YToObl
NPOCMOTPETbL 3anMcaHHoe BWAEO, nepenaute B pasgen AAMUMHUCTPUpOBaHue >
> CoObITMA cucTeMbl 1 BbibepuTe M3 cnncka HykHoe cobbiTue.

e BbinonHutb http-3anpoc — nossonsgeT BbINOMHUTL YKasaHHbIM http nnu https-3anpoc
c tunom POST. lpu ero BbinonHeHun B Tene 3anpoca nepepaetcs JSON-o6bekT,
coaepxawun criegyrowime napaMmeTpbl:

id — ngeHTnukaTop cobblTUS;

time_label — pata n Bpemsa cobbitusa B popmate YYYY-MM-DD HH:mm:SS;
event_type — TN cobbITUS;

user_id — ngeHTUukaTop nonb3oBaTens;

device_id — ngeHTUguKaTop YyCTPONCTBA;

resource_number — HOMep pecypca yCTPONCTBA;

access_zone_id1l — ngeHTndurkaTop noMeLleHnst BXoaa;

access_zone_id2 — ngeHTudukaTop noMeLleHns Boixoaa.

Hanpumep, ecnun 3agaHa ctpoka 3anpoca http://127.0.0.1:50005, To nonyyeHne cobbiTns
C nomoLLbto cepeepa Ha NodeJS MOXeT nveTb cregyrownn sng;
var server = http.createServer((req, res) => {
var event ="
reqg.on('data’, (data) => {
event += data;
1)
reg.on('end', async () => {
res.setHeader("Content-Type", "application/json");
res.setHeader('Access-Control-Allow-Origin’, '*');
res.setHeader('Access-Control-Allow-Methods', 'GET, POST, OPTIONS, PUT, PATCH,
DELETE");
res.setHeader('Access-Control-Allow-Headers', 'X-Requested-With,content-type');
if (event.length) {
console.log(" Event from PERCo-Web " ,JSON.parse(event));
res.write('{"result":"ok"}");
b
res.end();
3);
1)
server.listen(50005, '0.0.0.0', (err) => {

if (err) console.log('Test server error', err);
else console.log('Test server started');

3);
lpumeyaHue:
W OyHKums npeagHasHa4yeHa ans nonb3oBaTenen, obnapgaroLmx JocTaToYHON

KkBanudukaumnen B obnactu IT.
7. HaxmuTe kHomnky CoxpaHUTb UBMEHEHUS.
18.3.2. [lo6aBneHne BHYTpEeHHEN peakunn Ha CoOObITUe KOHTponnepa

[aHHasa yHKUMA npegHasHavyeHa Ans HACTPOMKM BHYTPEHHEW peakumm Ha cobbiTue HOBOW
nuHenkn koHTponnepos PERCo 1.x (CT/L, CL, KT x.xB).

llpumeyaHue:

-

_ Mocne ,D,O6aBJ'IeHVIF-| BHYTPEHHAA peaKunAa 3anneTcd B KOHTpPOIiiep n 6y,£|,eT BbIMNOJIHATBLCA
MM CaMOCTOATESIbHO.

,D,J'Iﬂ LI,OGGBJ'IGHVIH BHyTpeHHeVl peakunn Ha cobbiTne KOHTpOJJ1epa:

1. |/|CI'IOJ'Ib3yFI naHesib HaBuUrauuu, nepe|7|/:|,V|Te B pasgen ((AAMI/IHI/ICTpMpOBaHVIe».

fa¥a
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2. OtkponTe nogpasgen «Peakuum Ha cobbITUAY.

3. HaxmuTe Ha naHenu WHCTPYMEHTOB CTPaHWULbl KHOMKY Ho6aButb, a 3atem [lo6aBuTb
BHYTPEHHIOK peakuuio Ha cobbiTue KoHTponnepa. OTKPOETCS OKHO:

[obaBuTe BHYTPEHHIOO peakuwio Ha cobeiTue

HazgaHue

KonTponnep Pecypc
BribepuTe ycTrpolcTEO BeibpaTte pecypc
Cobeitne [encrene
AKTUEWINPOEAETE ELIXOA
KoHTakr Tun peakuyum
BpemA cpabateigaHua
Bpems

BeckoHeuHoCTh

4. B none HaszaHue BBeauTe HasBaHWe L9 HOBOW peakunu.

5. B none KoHTponnep HaXXM1UTE KHOMKY 1 BbIbepUTE 13 CNMCKa HY>XHbIN KOHTPOSep.
I BHumaHue!

S50 Cnncok  yHKUMIE B HEKOTOPBIX MOMSX CTpaHulbl ByaeT MeHATbCA B 3aBUCMMOCTU
OT KOHTpOsepa n BbIGpaHHOro Ans Hero pecypca.

6. B none CobbiTUe HAaXMUTE KHOMKY n BbiGepuTe M3 cnucka cobbiTve ONS BHYTPEHHel
peakuuu.
7. B none fenctBue HaxmuTe KHOMKY 1 BbIGEpPUTE U3 CnncKa AencTBue AnA BblIGpaHHOro

paHee coObITUS:

e AKTUBU3UPOBATb BbIXOL;

e HopmanusoBaTtb BbIXOA;

e MackupoBaTb BXxoA.

e BnokupoBaTb CuMTbIBaTENDb;

e Pas3bnokunpoBaTb CUMTbLIBATEND.

8. B none KoHTakKT HaXmute KHOMKY n Bblibepute M3 cnucka ogvH u3 BapuaHtoB (Bxop
unu Bbixopa).

lpumeyaHue:
= Bxopg unu Bbixoa B KOHUrypaumm KOHTponnepa SomkeH nmeTb TN OObIYHBLIN.

9. B none Tvn peakumMmn HAXXMUTE KHOMKY 1 BbIOEpUTE U3 CNMcKka TUMN peakumu:
e Bpewmsa cpabatbiBaHus;
e Bpewmsa abcontoTHOE;
e Bpewms nocne cpabatbiBaHus.

10. B none Bpemsi HaXXMUTE KHOMKY n BblbepuTe oauH M3 BapuaHToB (BecCKOHe4YHOCTb
unun CekyHabl).

11. Haxmute kHonky CoxpaHutb. OkHO [lo6aBMTb BHYTPEHHIOK peakuuto Ha cobbiTue byaet
3aKpbITO, @ HOBas peakumst nosBMTcs B paboyen obnactun cTpaHuLbl.

fa¥a
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18.4. MNMopgpaspgen «3agaHuA»

Mopopasgen npeaHasHadeH Ans co3daHus 3afaHui, aBTOMaTUYECKM BbINONHSEMbIX CEPBEPOM
CUCTEMbI MO BPEMEHM (MO AHSAM HEAENW UK NO KOHKPETHOW Aate).

BHumaHue!
L2525 NS BbINONMHEHUA 3a4aHniA HeOOX0AMMO Hanuymne CBsA3M C CepBEPOM.
JocTynHbl cnegyoLwine BUabI 3agaHNIA:
e BbIlNOJIHEHNE 3aD,aHHOI7I KOMaHA4bl Bbl6paHHbIM yCTp0I7ICTBOM CUCTEMDbI,;
pe3epBHOE KOnMpoBaHue 6a3bl aHHbIX;

[ ]
e OTNpaBKa 3agaHHOro otyeTa BblIOpaHHOMY COTPYAHUKY (COTpYAHUKAM);
e BbINOSIHEHME NepepacyeTa XypHana paboyero BpeMeHu.

CTpaHuua nogpasaena uMeeT criefyowmnin BUa;:
3anaHug PERCo-Web

@

Hazsanne Korga smnoanate Havano Koney C-'o:f-,-c BHINOAHEHWA

PelepeHoe KONMpoBaHue 032kl AaHHBIX NH BT CP YT NT C6 BC 00:00:00 @ 01:00:00 BuInNoAHeHO

1. MaHenb MHCTPYMEHTOB CTPpaHULbl COOEPXUT:

. [o6aBuTbL — KHOMKa NO3BONSAET Co3aTh HOBOE 3afaHue.

. PepakTupoBaTb — KHOMKa NO3BOMNSAET U3MEHUTb NapaMeTpbl BblAENeHHoro B paboyen
obnacTu cTpaHuLbl 3a0aHns.

o KonupoBaTb — KHOMKa MO3BOMSAET CO3[aTb HOBOE 3aJaHuWe Ha OCHOBE CO3[aHHOro
paHee 3afaHns, BblAENeHHOro B paboyei o6rnactu cTpaHuLb.

o YOanuTb — KHOMKa No3BonseT yaanuTb BblAeneHHoe B pabodeit o6nactu cTpaHuLbl
3afaHve.

2. Pabouas obnacTtb nogpasgena cogepKuT CnMCOK 3agaHnin cepeepa CUCTEMBI.
llpumeyaHue:

B pabouert obnactu peanusoBaHbl YHKLUUW COPTMPOBKM MO 3reMeHTaMm OfHOro
13 cTON6LOB N U3MEHEHUS LUNPUHBI CTONGLIOB.

18.4.1. Co3pnaHue HoBOro 3agaHus
BHumaHue!

452 [Ins co3daHusi HOBOFO 3afaHuMsi MOXHO MCMONb30BaTh (OYHKLUMIO KOMUPOBAHUSI Yxe
CyLLeCTBYIOLLEro 3agaHus. [Ins aToro Bbigenute 3agaHune, JaHHble KOTOPOro Heo6xoaMmo
CKOMMPOBaTb, M HaXXMUTe CTaBLUyl0 aKTUBHOW kHonky KonupoBatb. OTkpoeTcs konusi
TEKyLLero 3afaHusi, AOCTynHas Ans uameHeHus. IameHute HasBaHue 3agaHusi, BHECUTE
BCe OcTasibHble HeobXoauMble U3MEHEHUS U HaXXMUTE KHOMKY COXpPaHUTb.

[lna co3naHna HoBoro 3agaHus:

1. Wcnonb3ysa naHenb HaBurauuun, nepenguTe B pasgen E «AOMMHUCTPUPOBAHUEY.
2. OrtkponTe nogpasgen «3agaHnay.

ANnn
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3. Haxmnte Ha naHenu MHCTPYMEHTOB CTPaHULbl KHOMMKY HOGaBMTb. OTKpOGTCﬂ CTpaHuua
Jdo6aBuTtb HOBOEe 3agaHue:
HoBsoe 3ajaHue BepHyTbCA K CAUCKY 3aaHui
Hassarue Cnuncok aeicTBuUiA [JobasuTtb gelicTBue

Koraa ewinoaxsTs & Pezepetioe konuposarive Bassl AaHHBIX

AHu Hepean
[-é Komanaa e ycTpoicteo
BeiGepute aHM Heaenu

P[,J OtnpaeuTe oTueT No email

Bpemsa Hauana Bpemsa okoH4aHuA

(© o00:00:00 @© o0:00:00

@ Beinonxsmte nepepacyer XypHana pabouero epemenn

4. B none HasBaHue BBeguTe Ha3BaHue A1 HOBOro 3agaHus.

5. B cnucke Korpa BbINOMHATBL BbibeprTe NEPUOANYHOCTD BbINOMTHEHUS 3a4aHuUs:

e [1Hn Hepenu — ecnu 3agaHne HeOOXOAWMO BLINOMHATL exeHedenbHo. C MOMOLLbO
COOTBETCTBYIOLLMX KHOMOK YKaXunTe AHW Hegenu, B KoTopble OyaeT 3anyckaTtbecs 3agaHue.

e [laTa — ecnuv 3agaHne Heo6X0AMMO BbINOMHUTL OAMH pa3. C NOMOLLbIO KaneHaapst yKaxuTe
Aarty 3anycka 3agaHus.

e [leHb mecsiua — ecnu 3agaHve HeobOXOAMMO BbIMOMHATL eXxemecayHo. C nomoLbio
COOTBETCTBYIOLLMX KHOMOK YKaXUTe AeHb Mecsila, B KOTOpbIN ByaeT 3anyckatbCcsa 3agaHue.

e C nomoLubto nonen Beoga Bpemsa Havana n Bpems OKOHYaHUA YKaXUTE NEPUOL BPEMEHN
B TeYeHWe CYTOK, B KOTOPbIN 3a4aHne HeobxoaMMOo 3anyCTuUTb.

lpumeyaHue:

Y NIns BLINOMHEHUS  3adaHuU  PEeKOMEHAyeTCs  BblbupaTb  Nepuos  BpeMeHw,
Korga coBepLUaeTcs MUHMMArbHOE KONMMYecCTBO MPOXOAO0B M MUHUMAarbHOE KONUYECTBO
onepaTopoB NOAKIOYEHO K CEPBEPY CUCTEMBI.

6. B pasgene [lo6baBuTb AenctBue BoibepnTe OOUH U3 criedyoLwmx TUNOB 3a4aHu:

e Pe3epBHOe KonupoBaHMe 6a3bl AaHHbIX — MO3BOMSET CO34aTb 3a4aHUe NO COXPaAHEHWUIO
pesepBHOMN Konuu B (o YMOMYaHMIo bl coxpaHsieTcs B nanke
C:\ProgramData\PERCo-Web2\mysql B anvne ¢ pacwupeHnem .sql). 3apaHue
nobaensieTcs B pasgen Cnucok oemcTeun.

lpumeyaHue:

7 Mo ymonyaHuio B nogpasfene co3daHO OOHO eXedHEBHOoe 3ajaHue Ans Pe3epBHOro
KonupoBaHusa 6a3bl JaHHbIX, NPU HEOGXOOUMOCTM MOXHO M3MEHWUTb NapamMeTpbl 3TOro
3afaHvsa. Yaanewue 3apaHua 6e3 OobGaBneHust HOBOro NpuBEAET K OTKIHYEHUIo
pe3epBHOro KONMpoBaHus 6asbl AaHHbIX.

e KomaHpa B ycTpoMcTBO — N0O3BONSAET BbiOpaTb KOMaHAy AN yCTpoucTBa, A4ob6aBneHHoro
B KOoHurypauuto cnctemsl PERCo-Web. MNpu Bbibope faHHOro Tvna 3agaHnst OTKPOKTCA
OOMOSNHUTENbHbIE HACTPOMKK:

B none BbiGepuTe ycTponcTBO BbiOEPUTE 13 BbiNadatoLLEro Crmcka yCTpOMUCTBO, a 3aTemM
B none Bbibepute KomaHAy — KoOmMaHay Ans Hero. Haxmute kHonky CoxpaHuTb, AaHHOe
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

3apaHne 0obaBUTCH B CMNCOK.

e OTnpaBuTb oT4YeT No email — NO3BONSAET co3aaTb 3afaHne No OTNpaBKe OTYETaA OOHOMY
WNN HEecKonbkMM coTpydHukam. [lpyu BbiGOpe [aHHOro Tuna 3adaHusi OTKPOKTCS
OOMONTHUTENbHbIE HACTPOMKK:

OxkHo COOEpPXKNT SNEMEHTDI:

Hazgamie

Bwa oTueta

Mpoxoasl COTPYAHMKOE

Crruet no Mogpasgenesian CoTpyaHMIKaNM

MNoapazgenexne
MemeweHue

Mepuog

CErggHA

Koy oTrpaganes CoTpyaHHnKy CoTpyaHMKanm

Dopmat

HTML

OTMeHa

— HasBaHue — none npegHasHa4yeHo AN BBoAa Ha3BaHWs oTyeTa.
— Bwnpg oTtyeTa — BbiNagawoLLNA CIMCOK NO3BONSIET BbIOpaTh BUA OT4eTa:
O OTYeT 0 NpoxoAax COTPYAHUKOB;
OTYET O HapyLUEeHUAX COTPYAHUKOB;
OTYeT O BpeMeHU NPUCYTCTBUSA COTPYAHUKOB;
OTYeT O NPUCYTCTBYHOLMNX HA AAaHHbLIA MOMEHT;
oT4yeT 00 OTCYTCTBYIOLUX CEroAHs;
oT4yeT 00 ono3aaBLUUX CeroagHs;
oTYeT O NnepepaboTKe COTPYAHUKOB;
o otvyet T13.
— OTyeT NO — NapameTp NO3BONAET BblOpaTbh 06BLEKT OTYETHOCTHU:
o [MNoppaspeneHuo — ON9 cOCTaBreHWd oOT4yeTa MO COTPYAHUKAM KOHKPETHOro
nogpasgenerud. lNMpu yctaHoBke dnaxka nosiensercsa none MopgpaspeneHue,

O O O O O O

B KOTOPOM C TMOMOLLI  KHOMKK HeobxoaMmo BblbpaTb Tpebyemoe
noapasaeneHve.

o CoTpyaHMKaM — [A5nsi COCTaBfieHMsI OT4YeTa Mo OrnpederieHHbIM COTPYAHMKaM.
Mpw ycTaHoBKe bnaxkka MNosIBMSETCA nore Ans BblBoAa CnMcka COTPYOHMKOB,

B KOTOPOM C MOMOLLbHO KHOMKM HeobxoAnMo BbIGpaTh COTPYAHMKOB.
— Mepuopa — BbiNagaoLWMn CNMCOK NO3BONSIET BbiOpaTh Nepnoa OTYETHOCTMW.
Mpn BblGOope oTyeTa T13 B OkHe Takke nosBnseTcsa dnaxok [lokas MUHYT,
npw ero yctaHoBke B oT4eTe OyayT BbiBEAEHbI AAaHHbIE C TOYHOCTbIO 40 MUHYThI.
— Komy oTnpaBnsiem — napameTp no3eonseT BbibpaTb nonyvarens otyeTa:

ANnnNn
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o) COpr,CIHVIKy — Npn yCTaHOBKE cbnam(a noABIAETCA none COpr,CIHVIK, B KOTOPOM

C MOMOLLbIO KHOIMKK HeobxoanmMo BblbpaTb COTPYAHWKA, KOTOpomy Oyaet
OTNPaBnATLCA OTYET.
o CoTpyaHukam — npu ycTaHOBKe (naxka oT4yeT OydeT BbICbINATbCA BCEM

COTpyOHUKaM, Bbl6paHHbIM C NOMOLWbKO NapameTpa OTtyeTt no COTPpyAHUKaAM.

Ka)K,D,bIIZ COTPYOHUK 6y/:|,eT nony4yaTtb OTHET TOJ1bKO MO CBOUM AAaHHbIM.
I BHumaHue!

£S5 Ing oTnpaBku oTyeTa Mo e-mail Heo6XoAMMO, YTOBbLI B YYETHOI KapTouke COTPyAHUKa
npaBunbHO Obino 3anonHeHo nosne Email.
— @dopmaT — BbinagaLmi CnMcok no3sonseT BbibpaTb dopmat danna otdeta — HTML,
XLSX unun CSV.

Mocne 3anonHeHus napameTpoB OT4YETa HaXMUTE KHOMKY COXpaHUTb, AaHHOE 3ajaHue

[obaBnUTCs B CNNCOK AENCTBUN.

e BbinonHutb nepepacuet XXypHana paboyero BpeMeHu — No3BonsieT co3gaTb 3ajaHue
no nepepacuyeTty pabo4ero BpPEMEHMU COTPYLHMKOB B nogpasgene
«XypHan ompabomaHHO20 epeMeHuU» pa3fena «Y4yem paboye2o epeMeHU».

Mpwn BbIOOPE AaHHOro TMnNa 3agaHust oTkpoeTcsa okHO Mepuopg ¢ BhinagaowmM CrINCKOM:

Mepwoa

CercaHA

OTMeHa

B Bbinagatowem cnvcke BolbepuTe nepuog, 3a kotopbii byaet chopmmpoBaH OTYET:
O CerogHs;

BYepa;

C Havyana Hegenu;

C Havana mecsila;

npeAabiayllas Heaens;

npeabiayLWMn Mecsau;

nepBas NosyioBUHa MecaLa;
o BTOpas NONoBMHa NpeabiayLero mecsua.

Haxmute kHonky CoxpaHuTb, JaHHOe 3afaHne 4obaBnuTcHa B CNMCOK OENCTBUN.

O O O O O O

7. [Ons yoaneHus OeWCTBUSt U3 CMCKA HaXKMUTE KHOMKY [s] .

8. Tlocne  yctaHOBKM BpEMEHN M  OencTBun ansa HOBOro  3agaHusi HaXXmMute
KHOMKy COXpaHUTb U3MEHeHUs1, HOBOE 3afaHune NosiBuTcs B paboyert obnactu cTpaHumubl.

llpumeyaHue:

“* B oAHOM 3agaHUM MOXHO 3aaTb Cpa3y HECKONbKO AENCTBMI ANS BbINOMHEHUS B OAWH
N TOT Xe nepuon BPeMEHMN.

18.5. Moagpaspnen «OnepaTopbi»

llpumeyaHue:

W MNepen Havanom paboTbl C pasgenom cos3gaiiTe ponv onepaTopoB M BblAanTe UM
nonHomounMss B nogpasgene «Ponu  w  npaBa ___onepaTtopoB»  pasgena
«AAMUHUCTPUPOBaAHUEY.

Moapasgen npegHasHayeH gns:
e CO3[aHundA crMcka onepaTtopoB CUCTEMbl C YKaszaHuWeM AOCTYMHbIX pasferioB M Bbigadn UM
NOSTHOMOYMI Ha OCHOBE poJien;
e BpeMeHHoro 6nokmpoBaHus / pa3bnokMpoBaHNA BO3MOXHOCTU JOCTYMa onepaTopa B CUCTEMY;

ANnn
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e peAaKTMPOBAaHUS AaHHbLIX U yaaneHus AoGaBneHHbIX paHee onepaTopos..
CTpaHuua nogpasgena umeeT cneayowmin Bua;

Onepatopbl PERCo-Web

w

JNormn Cotpyannkn Ponb a Onnc|

1s @ 1C admin a8

admin AAMUHNCTRETOR AOMUKWCTRATOP admin
1. [MaHenb MHCTPYMEHTOB CTpPaHULbI:

. No6aBuTb onepaTopa — kHoMka no3sonseT 4o6aBnTb HOBOrO onepaTtopa.

PepnaktMpoBaTb onepatopa — KHOMKa MO3BOMSeT M3MEHUTb [OaHHble onepaTtopa,
Bbl€NIEHHOro B paboyeit 06nacTu cTpaHuLbl.

° CKOI'IVIpOBaTb onepartopa — KHOMKa MNo3BONAET CKOMnupoBaTb AaHHbIE onepartopa,
BblAEJNIEHHOIO B pa6oqe|?1 obnactu CTpaHuubl, 4114 co3gaHnA HOBOIro oneparopa.

. Ypanutb onepatopa — kKHOmMKa No3BoNseT yaanuTb BblaeneHHoro B paboyert obnactu
CTpaHUUbI onepaTtopa.

. 3abnokupoBaTb onepaTopa -— KHOMKa MO3BOMAET BPEMEHHO OnokupoBaTb
BO3MOXHOCTb JOCTYyrNa B CUCTEMY OrnepaTopa, BblaeneHHoro B paboyer obrnacTu cTpaHuLbl.

. PasbnokupoBatb onepaTtopa — KHoOMka Mo3BonseT pas3brnoknpoBatb paHee
3abNOKMPOBaHHYD BO3MOXHOCTb [AOCTyna B CUCTEMY [Ans onepaTtopa, BblAENEHHOro
B paboueri obnacTtu cTpaHumubl.

¢ [Mouck — none no3BonseT NPOM3BECTM MOMCK MO arieMeHTamM cTtonbuos B paboyen obnacTtu

cTpaHuubl. KHomka CopocuTtb ouuLaeT none.

2. Pabouyas obnactb CTpaHuUUbl COOAEPXKUT CMNNCOK onepaTtopoB CUCTEMbI.

e 3nauok B B CTPOKe C AaHHbIMM orepaTtopa ykasblBaeT Ha TO, Y4TO AOCTyn onepartopa
B cuctemy 3abnokuposaH. Pnaxok B ctonbue 2FA nossnaeTcsa nocne nepeon asTopmsaumm
onepaTtopa € NOMOLLbI ABYX(haKTOPHOW ayTeHTUUKaLNN.

llpumeyaHue:

= B pabouyenn obnactn peanun3oBaHbl (PYHKLUUM COPTUPOBKM MO 3SNEMEHTaM OAHOro
13 CTON6LOB N U3MEHEHUS LUNPUHBI CTONGLIOB.

18.5.1. [lo6aBneHue oneparopa CUCTEMbI

lpumeyaHue:

7 TMepen nobaBneHnemM onepaTopos co3aaiTe B nogpasaene «Ponu n npasa onepaTopoB»
pasgena «AOMWHUCTPUpPOBaAHUE» HeobXooumble PONM OMNepaTtopoB W BbiAanTe UM
MOSMTHOMOYUS.

I BHumaHue!

—_— Mpwn aktnBauuun nuueHsmm PERCo-WMO03 «MHmeepauyusi ¢ 1C» onepatop 1s cospaertcs
aBTomatmyeckn. [Ona ganbHenwen pabotbl ¢ 1C onepatopy 1s HeobGxoammo 3agaTb
naponb. Bontn B cuctemy PERCo-Web nop faHHbIM onepaTopoM 6yaeT HEBO3MOXHO.

[ns no6aBneHns HOBOro ornepaTopa BbINOMHUTE CreayoLlne AenNCcTBUS:

1. Wcnonb3ys naHenb HaBurauun, neperguTe B pasgen «AQMUHUCTPUPOBaHUEY.
2. Otkponte nogpasgen «OnepaTopbi».

3. Haxmute Ha naHenmu MHCTPYMEHTOB BKI1aAKMN KHOIKY D,OGaBVITb. OTKpOGTCH OKHO
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[No6aBuTb oneparopa:
[lo6aBuTb onepatopa Hasag k cnucky onepatopos

O6wan MHpopmauua

OBwas nHdopmauma
Onepatop

Mpaea aoctyna

Pone
besonacHocTe

Buibepute pons

OnucaHwre

4. B none OnepaTop BLIGEpPUTE 13 BbiNadatoLLEro Crncka HeobXoANMOro CoTpyaHMKa.

5. B none Ponb C NOMOLLbIO KHOMKK YKaXXute AOnAa oneparopa e€ro nosiHoOMO4usA. Ponn
onepaTtopoB Co34akoTCA B nogpasaene «Ponu n npaBa oneparopoB».

6. [Npu HeobxoaumocTun ykaxute anga onepartopa OnucaHume.
7. TlMepengute Ha BKknagky MNpaBa goctyna u yctaHOBUTE (hnaxku y pasgenos, Nnogpasnenios u
BKNagoK NoAgpasaenos, AOCTYN K KOTOPbIM OyaeT paspeLueH onepartopy:

MonHomoumnna

~  [epcoHan
“~  BKpo Nponyckoe
~  YuiET pabouero epemMeHm
~  KouTtponb goctyna
~  Bepuduraumn
~  MoHuTopuHr
“  3akas nponycka
~ AAMUHWCTPMpOBaHWE
~  JokymMmeHTaumA
8. Tepengute Bo BKNagky besonacHocTb. Bknaaka nveeT cnegytowmim Bua;:

Hactpoiiku Bxoaa AsyxdakTopHasa ayTeHTUGMKauusa

Norux
BrnouMTE NPMHYAWTENLHOE MCNONL30EaHME 2FA

MoeTopwTe Naponk

Maponk aon#eH GbiTe OT 6

OE W COJAepXaTb XoTA Dbl OJHY f.—{E‘ NaTUHCKOro

AW CNeUCUMEBOS

andaenTa v XoTA Bel 0aHY LUMbPY

e JloruH v Maponb — Nonsi NO3BOMSAOT yKa3aTb NOMMH 1 Naposb Afsi onepaTopa.

e Bknountb npuHyauTenbHoe ucnosnb3oBaHuMe 2FA — dnaxok B 4yekbokce BknoyaeT
NPUHYANTENBbHYIO ABYX(AKTOPHYIO ayTeHTUdnKaLuio.

e CoOpocutb 2FA — KHOMKa MNOSIBNISIETCS MOCne nepeon asTopusauun. Haxatvue Ha Hee
cbpacbiBaeT HaCTPOMKMN ABYX(aKTOPHOM ayTeHTUMKaLnnN, HO HE OTKITOYaEeT ee.
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BHumaHue!

Mpn Bblgaye onepatopy nonHomMouM Ha nogpasgen «KoHdwurypaumsa» pasgena
«AAMUHUCTPUPOBaHUE» eMY NPEOCTaBNAETCA MOSHbIA JOCTYN KO BCEM KOHTpomnepam
CUCTEMbl, BHE 3aBUCMMOCTM OT MOSIHOMOYMA €ro POoSfiv Ha KOHTPOMnepbl. OTO MOXeT
NPUBECTU K HECAHKLIMOHNPOBAHHOMY AOCTYMNY B NOMELLEHUS.

[Mpn BbIdAun onepartopy MOfHOMOYMMA Ha nogpasgen «Pomyv M npaBa onepaTopoB»
pasgena «kAAMUHUCTPUpPOBaHME» eMy NPeaoCTaBnseTcs BO3MOXHOCTb CO34aBaTb HOBbIE
ponn onepaTtopoB U M3MEHATb MpaBa CO34aHHbIX paHee ponen. ATO MOXeT MpUBECTU
K HECaHKLUWOHUPOBAHHOMY U3MEHEHMIO MONMHOMOYNIA POSEN.

9. Haxmute kHOMKy COXpaHUTb WU3MEHEHUs, HOBLIM onepatop Oyger gobaeneH B CAMCOK
B paboyer obnactu cTpaHuubl.

18.6. lNMoapasaen «Ponu 1 npaBa onepaTtopoB»

Mogpasgen npegHasHa4veH Ans:
e CO3[aHunA porien onepaTtopoB U Bbl4adn NOSTHOMOYNM;
e pefakTUpoBaHUA U yaaneHns gobaBneHHbIX paHee porier onepaTopos.

CTpaHuua nogpasgena UMeeT creayowmin Bua;

Ponw 1 npaBa onepatopoBs PERCo-Web

w

Hazsanne Onucanme

Mons30BaTens @

1. TMaHenb MHCTPYMEHTOB CTPaHULIbI:

o [o6aBuTb — KHOMKa No3BonsieT Jo6aBUTb HOBYIO POnb onepartopa.

. PepakTupoBaTb — KHOMKa MO3BOMSET M3MEHWUTb Ha3BaHWe, onucaHne U NONHOMOoYNS
ponu, BblaeneHHon B pabo4yelt obnacTu cTpaHuupl.

o KonupoBaTtb — kHomMka nossonsieT JobaBuTb HOBYK poOsib ornepaTtopa Ha OCHOBe
co3faHHON paHee.

o Yaanutb — KHOMKa MO3BOMSET yaanuTb pofb, BblOENEHHyi B paboder obnactu
CTpaHUUpbl.
2. Pabouas obnacTtb CTpaHuLbl COOEPXNT CMIMCOK CO34aHHbIX paHee poren onepaTopos.
llpumeyaHue:

= B paboden obnactu peanu3oBaHbl QYHKLUUM COPTUPOBKM MO 3SNEMeHTaM OAHOro
13 CTONB6LOB N U3MEHEHUS LWNPUHBI CTONGLIOB.

18.6.1. [lo6baBneHue ponu oneparopa (Habopa NONHOMOYMN)

[ns go6aBneHns HOBOW ponu oneparopa:

1. Wcnonbk3ysa naHenb HaBurauun, nepenguTe B pasgen E «AOMUHUCTPUPOBaAHUEY.
2. Otkponte nogpasgen «Ponu u npaBa onepaTopoBy.
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3. HaxmuTte Ha naHenu MHCTPYMEHTOB CTpaHMLbl KHOMKY Hdo6aButb. OTKpoeTCcs cTpaHuua
Ho6aBneHue ponu:

,qoﬁaBneHwe poan BepHyThCA K CNUCKY poned

HassaHue

— ) HexonTponupyemas TeppuTopma
Onucane — | {3} PaBouan soHa
@ Kabuer 427
— {2 Xonn
— {3 OBuyit kopuaop
{2} Otaen npogax
e i {2} Kabuner renepansroro aupextopa
{2} Xoz6r0k
fompssaenenin {2 OTaen pexaamel
LonxHocrn {2 Oraen normctuky
% Byxranepusa
Tpadwiky paboTel {2 Oraen cuabxenna
— {2 Kabuner 1opucra
LWatnoHer gocTyna @ Apxue
{2 Beicragounsi 3an
LWa6oms npenyckoe () Cayx6a nepconiana
{2} KaBuHer kommepueckoro avipexTopa
verponcTea {2 Kabuner skonomucTa
{2 Kacca
{2 MeperosopHasn
@ acy

{2} Cxnan

LLa670HEI BEPUGKaLMYK

Mnass novewekii

4. B none HaseaHue BBeauTe HasaHue ponu, B none OnucaHme npy Heo6xoaMMOCTU BBEAUTE
AONOMHUTENbHYI0 MHCPOPMAaLMIO O PO,

5. BblgaliTe NoNHOMO4YKNS co3gaHHOM ponun. [1nst 3TOro ¢ NOMOLLILIO NepeknoyaTens BelbepuTe Tun
nosiHomoumn. Mpu aTom B paboyen obnactu cTpaHuLbl NOSIBUTCS CMMCOK OOBLEKTOB AAHHOro
TMNa, AOCTYNHbIX B cucteme. [JoCTynHbI criegytowme TUnbl NOSIHOMOYMINA:

NMomeLueHus;

MoppaspeneHus;

OdomxHocTu;

Fpacdmkn paboTbl;

LabnoHbl aocTyna;

LLlabnoHbI NponycKoB.;

YcTponcTBa;

La6bnoHbl Bepucukaumu;

MnaHbl nomeLleHun.

6. YcraHoBUTE hnaxkm y Tex OObEeKTOB, MOMHOMOYMS Ha KOTOpble AOSMKHbI ObiTb AOCTYMHbI
OnNs1 co3aaHHON ponu onepaTtopa. Mpwn HeobXxoanmMocTn ncnonb3ymrte

KHOMKMN BbiGpaTb Bce U CHATbL BblaeneHue. Takke eCcTb BO3MOXHOCTb BKMHOYUTb
B CMUCOK BCe nocnegywwme pJobaBneHHble anemMeHTbl. [Ona 3Toro BOCMOMb3yWTECH

KHOMKOW Be3ycnoBHble npaBa.

7. C nomoLubto nepekno4yartens Bbl6epI/ITe ):l,pyr0|7| THM 06BHEKTOB M BblAANTE HA HUX MOSTHOMOYUS.

8. Haxmunte kHonky [lobaBuTbL, HOBasd ponb OyaeTr gobaeneHa B CnMCOK B paboyen obnactu
CTpaHuUUpbl.

9. [na goGasneHust HOBOro onepatopa cMcTeMbl OTKpoNTe nogdpasgen «Oneparopbiy.
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18.7. NMoapasaen «JlnueH3nun»
Moapasgen npegHasHayeH 4nsi BBo4A KOOOB akTMBaALMUM YCTAHOBMNEHHbIX Moaynen MO cuctems.

CTpaHuua nogpasgena umeeT creayowmin Bua;

TMLEH3UOHHBIA KOHTpONNe] P agpe NAC Agpe: 2 Mony4YeHue NULUEH3IUOHHOTO KNioYa
0. L P P F y L
PERCo-WB i: PERCo-WS (') PERCo-WMO1 (0}
Bazosslil naket CTanaapTHLIA naket Yyt pabouero Bpemenm
Mposepera Mposepera Mposepena
331 gens ocTanca 331 geHs ocTancs 331 gems ocTanca
@ Moaposko BEECTI MLEHINOHHLIR KoY @ MoaposHo BEECTI IMLIEHHOHHBIH KAH0U @ MNoaposko BBECTM NMLEH3MOHHLIA KoY
PERCo-WMO02 (') PERCo-WMO3 (!)  PERCo-WM04 0}
Bepubukauna Wuterpauns ¢ 1C VIHTErpauna ¢ BHeWwHVMM CUCTEMamMi
Mposepena Mposepexa MposepeHa
331 fieHs ocTanca 16 AHew ocTanca 331 gens octanca
@ MoaposHo BBECTI MINLEH3MOHHBIN KoY @ Noaposro BBECTM NMLIEH3MOHHBIA KNKOY @ MoapodHo BBECTM NMLEHIMOHHEIT KNlod
PERCo-WMO05 (') PERCo-WMO0B (') PERCo-wMO7 U]
MoHuTopHHT Wurerpaums ¢ TRASSIR WuTerpauua ¢ MICO "OPMUOH" (HEMN “Boana”)
Mpoeepexa Mpoeepexa MposepeHa
331 fieHL ocTanca 331 aeHs ocTanca 331 geHs octanca
@ MoaposHo BESCTI MNALEHIMOHHEIR KAkou @ NoaposHo BEECTW NMLIEHIMOHHBIA KNKOU @ MNeapaodHo BBECTM NMLEHIMOHHEIF KIoU
PERCo-WMO08 0
VikTerpauma c Axxon Next
Mpoeepera
16 aHedt octanca
@ Moapobro BBECTV INLEHSMOHHEIF Koy

1. KHonka JIMUeH3MOHHbIN KOHTpoOnnep Mo3BONsET BblbpaTb KOHTpoONnep, Kotopblh Oyger
MCNONb30BaTbCA B KayecCTBE 3JMEKTPOHHOro knwya 3awmtbl MO  cuctembl, u  nons
anst otobpaxeHus IP- 1 MAC-agpecoB BbiIGpaHHOro KOHTponepa.

2. Pabouyasi obnactb BKNagkM COAEPXKMT CNUCOK YCTAHOBMEHHbIX MoAyrnen v MHdopmauuio
O NNLEH3UN.

Mocne HaxaTtusi Ha MoApPO6HO 0AHOro M3 MOAYel OTKPbIBAETCS NaHeNb aKTMBaLUM NULEH3UN,
KOTopas BbIFMSAMT criegyowmm obpasom:

PERCo-WB «bazoBbIi nakeT>

OnucaHue ANLEH3UMK JINUEH3MOHHbIW KAKY

«bazoBbi nakeT [1O0» npegHasHaueH ANA  OpraHn3aunn

CUCTEMbI KOHTPOAR AOCTYMA Ha MPeAnpvATAM, WMEIOLIEM B BeeauTe IMLEHSUOHHEIT KIIOU ANA KOMMOHeHTS PER
wrate He OGonee 100 coTpyaHukos. bazosce O
NoAAepXWBaeT BCe OCHOBHble  yHkUMM  obecneuenwa
fe30nacHOCTY, B TOM YMCAE: KOHTPO/L A0CTYNa No BpeMeHy,
KOHTPOAb 30HaNbHOCTH (antipass), A0CTYyN c
KOMUCCMOHMPOBAHUEM, Paznen “AAMWHWCTPUPOBaHME
no3sonAeT  MPOM3BECTM MEPBWMUHOE  KOHQWrypupoBaHue
obopyacBaHnA cucTembl, 0basneHMe ONepaTopos CUCTEMbI 1
ee  NUUEH3MPOBAHWE, KOHTPOAWPOBaTh paboTy  cucTemsbl,
COCTaBAAR OTUEThl O cobbITMAX cucTembl. Pasgen «lepcoHan»
no3sonseT aBTOMaTW3MPOBaTh MPOLIECC BBOAA W XpaHeHWs
YUETHBIX JaHHbIX COTRYAHWKOE W cO3AaHuA rpadukos pabotsl
B pazaene npeaycMoTpeHa BO3MOXHOCTE BEAEHWMA CNUCKa
LOMKHOCTER W NoapasdeneHWid npeanpuatka, Pasaen «bropo
NpOoMycKOB» NO3BONRET aBTOMAaTM3MPOBaTh MPOLECC BblAauu
NpOMycKOB COTPYAHUKAM npeanpuatmA. Pasagen «KoHTpons
AOCTYNa»  MNO3BOMRET  ABTOMATW3MPOBaTh  GOPMUPOEaHKUe
OTUETOB O Npasax A40CTyna coTpyaHMKoE. Mpu HeobxoamnmocTn
ONEPaTMEHOIO PearpoBaHWA NpPegycMOoTPeHa BO3MOXHOCTh
YABNEHHOTO YNPaBNEHWA YCTPOMCTBAMI CUCTEMBL.

,ﬂ,OCTyI’IH bl€ BO3SMOXHOCTH

Mepcoxan - 100 kapt Biopo nponyckoe KonTtponk aoctyna ALMWHMCTPVYPOBaHNE

= COTpYAHUKK = COTpyaHWEM = ¥NpaeneHUe yCTpPoACTEaMM
= [MoapasaeneHus = |laBnoHsl gocTyna

= JlomxHoCTH

= [MpazagHMyYHLIE AHK

Poau 1 npaea onepatopoe
CobeITuR cucTemsl
Peakunn Ha cobeitikA
QOnepatops!
Kownourypaums

3aaaHna

JvuerzKMn

Bua naHenn saBuUcuUT oT Bbl6paHHOFO Moayns.
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PykoBoacTBO agMUHUCTpaTopa

Ons aktmBauun nuueHsun B none Knrou (none nosiensietcs nocne Bbibopa NULEH3NOHHOMO
KOHTposnepa) BBEAMTE FMUEH3NOHHbIA KIOY Ansi BbIOPaHHOrO KOMMOHEHTA U HaXmuTe

KHOMKY . Mpn npaBunbHOM BBOAE nMWUEH3WsI OyaeT akTMBMPOBaHa, LBET MOAYns
M3MEHUTCS Ha 3eneHblIl (GeccpoyHas NULEH3NSA) UMK XKeNTbI (BPEMEHHOE OrpaHNYeHe).

MaHenb [JOCTYyNHble BO3MOXHOCTU COOEPXKMUT CMNUCOK pas3genoB M noapasfaenioB CUCTEMBI,
[AOCTYMHbIX ANs BblOpaHHOro B paboyeit 06nactn cTpaHuubl Moayns.

18.7.1. BBoa Koaa akTuBauum

[nsa BBoga kogos aktuBaumm mogynen MO cuctembl:

1. Wcnonbk3ysa naHenb HaBurauun, nepenguTe B pasgen E] «AAMUHUCTPUPOBaHUEY.
2. Otkponte nogpasgen «JinueHsmn».
lMpumeyaHue:

=7 KoHTponnep, MUCronb3yoLwWwuniicsl B Ka4ecTBe 3MeKTPOHHOro Kroda 3awmtel MO cuctemsl,
JomkeH ObiTb gobaBrieH B KOHUIypauuio CUCTEMbl Ha Bknagke «YCTPOWUCTBa»
nogpasnena «KoHdurypaumsa».
3. Haxmute Ha KHOMKY JIMLEeH3NOHHBbIN KOHTponnep. OTkpoeTtcs OKHO
Bbi6epuTe NULEH3NOHHbIN KOHTPOnep:

BbibepuTe NMLEH3MOHHDIA KOHTpOAAER

Kontponnep CL15
KoHTtponnep zamka (CLOS.T)
Koutponnep zamika (CLOS.1)[1]
Kontponnep zamea (CT/LO4)[1+8]
KonTponnep 2amka (CT/LO4)[1+8]
Kountponnep zamka (CT/LO4)[1+8]
Koutponnep zamka (CT/LO4)[1] (Cronoear)
KoHntponnep zamka (CT/LO4)[2+8]
KoHTtponnep 2amka (Cknag CLOS)
Kontponnep zamra CLOS.1
Kontponnep zamra CT/L04 [1+8]
KonTponnep zamra CT/L04.2

OTMeHa

ANnn
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4. B OTKPbIBLLEMCS OKHE BblAENMTE KOHTPOMNEp, BblOpaHHLIN B KAa4eCTBE 3NIEKTPOHHOMO KIoya
3awmTbl MO cuctembl. Haxxmute kHonky MpuMeHUTb.

5. OkHo Bblbepute nNULEH3UMOHHbIA KOHTponnep Oyger 3akpbito. Ha naHenu
JInueH3noHHbIN KoOHTponnep nosasatca |IP-, MAC-agpeca M HavmeHoBaHvWe BbIGPaAHHOIO
KOHTponnepa.

6. B pabouen obnacTtu BKnagku BbigeNMTEe Ha3BaHWe MOAYIS, ANs1 KOTOPOro He0H6XOANMO BBECTH
ko4 akTuBaumm. OTKpoeTCst NaHenb akTUBaLUM NULEH3MM BbIOpaHHOro Moayrns.

7. B none JIMLeH3NOHHbBIN KN4 BBEANTE KOA akTMBaLWK, YKa3aHHbI ANs BblOENeHHOro Moayns
B NuUUEH3MoHHOM cornawenun. Kon BBoauTca 6e3 npoGenoB u pasgenutenein. Haxmute

KHOMKY b crnpaBa OT non4.

8. CepBep cuctembl NpoBepuT BBEAEHHbI kod. [lpu npaBunbHOM BBOAE NMUEH3Ms OydeT
aKTMBMPOBaHa, LUBET MOAYNs U3MEHUTCHA Ha 3eneHbin (beccpodHas NUUEH3WsA) Unu XenTbin
(BpemMeHHOe orpaHuyeHue).

9. B cnyyae owmnbkn npu BBOAE KOAA aKTUBaALMW, HECOOTBETCTBUS kofa BbiOpaHHOMY MOyt
NN KOHTPOMNEpy, HapyLleHWs CBS3M C KOHTPOMNepom OTobpasntcs COOTBETCTBYHOLLEE
npegynpexaexHue.

A AN
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19. MapameTpsbl KOHTponnepos PERCo

B 3aBMcMMOCTM OT TUNa KOHTpoOMepa CNMCOK PeCYpCoB U COOTBETCTBYHOLLMX UM BKMAAOK MOXET
oTnnyatbes. JOCTynHbI criegyrolmne BKNagku:
e BHelwHMe noakntoYeHUs — NMHPOpMaLMA O BHELLHMX NOOKMIOYEHNSIX KOHTPOMNNepa;
CeTb;
Pa3Hoe;
Ny (3amok, TypHuker, LLinaréaym);

[ ]

[}

[}

e Bxogbl;
e Bbixoabl;
e BbiBOAbI;
[}
[}
[ ]
[ ]
[}

CeHepaToOp TPEBOIH;

CeoncrtBa JIMKOHA;

CTpoKu;

CocTtosiHMe — MHopMaLMsi O COCTOSIHUN KOHTPOMNepa;
CuuntbiBaTensb.

19.1. Bknapka «CeTb»

Bknagka CeTb oTOGpaxaeT MHGOpMaLMIO O CReayrLmnX CeTEBbIX NapameTpax:
o |IP-apgpec;
e Macka noacetu;
e IP-agpec wnto3a;
e MAC-appec.

Bknagka BbIrnsauT cnegyowmm o6pasom:

HazeaHwme IP-agpec
KoHtponnep 3amka CLO5.2 10.1.115.128
Brixoa uz Macka noacetn
He ewiGpano 255.0.0.0

%00 B IP-agpec wnwza

He emibpaHo

Cnucok NFC ycrpoiicrs MAC-agpec

00.25.0b.01.73.80

CeTb

A A4
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19.2. Bknagka «Pa3Hoe»
Bknagka BbIrnaguT cregyowmm obpasom:

(© KoHTponnep TypHukerta CT/L04.2

HazeaHwe Loctyn k Web-unTepdeicy

Koutponnep Typhureta CT/L04.2 BepcwA Npowmexy

Bxogel KOoppekLWs BpEMEHI OTHOCUTENEHO CEPEEPA CUCTEMBI (Uac)
0

Brlxoakl
Cetb
CocTofHKe
PazHoe

BHewHWe No4KNHKYEHNA

Bknagka Pa3Hoe cogepXuT crieqytoLmne HaCTPONKM:

¢ [NocTtyn Kk Web-uHtepdency — npm yctaHoBke craxka NosiBNsSeTCsi BO3MOXHOCTb paspeLunTb
nogknoyeHune kK Web-uHtepdgency koHTponnepa no IP-agpecy.

e Bepcus npowmBkmu — B none otobpaxkaeTcsa Bepcus NPoLLMBKM BCTpoeHHoro 10 koHTponnepa.

e Koppekums BpeMeHM OTHOCUTENbHO cepBepa CUCTeMbl (4ac) — none no3Bonsder
NPON3BECTN KOPPEKLMIO BpPEMEHW OTHOCUTENBHO CcepBepa CUCTEMbI, 4YTODObl y COObLITUI
KOHTPONNEPOB [OCTyNa, YCTAHOBMEHHbIX B pPa3HbIX YacoBblX Mosicax, 3anucbiBanochb
KoppekTHoe Bpemsi Ha obuwem cepBepe PERCo-Web. Yacol crnegyeT BBOAUTb B MHTepBane
ot -12 no 12.

19.3. Bknagka UY («3amok», «TypHuKeT», «LLinaréaymy»)
Bknagka BbIrmsauT cneayowmm obpasom:
[E’ LIJnarBayM BepHYTLCA K CTIMCKY

Hassanue HopwansHoe (.. 33610kMposaHHOE) cocToARHE KoHTaKTa (2x0a MY) >  Ynpasneuue MY

KowTponnep wnar6ayma (wnaraym) HOpMankHO 3amkHyT
CBpocuTe 30HaNbHOCTL

Beixod vs HopuanHoe cocToHIe "3aKkpsiTo” Bbixosa MY

Hekowrponupyeman teppuro... @ He zanuTau

Bxoa e o Hopuanuaauw seixoaa UY

3paHue (<) Mocae “3akpeTus

Crucox NFC yerpoiicrs MpeaensHoe Bpema pasbnokupoekm

50 Cexyras

3agepxKa Ha sakpeiTve Wharbayua

30 Cexynas
WnarGaym
BPEMA OXUAAHHUA KOMUCCHOHUPOB3HIA

Cunrsisatens 1 12 MutkyTel

OrcyTcTeme atumka npoesaa
Cumreigarens 2

KomaHAbI AnA ycTpoidcTBa

BHYTReHHAR 33WATa OT Nepeaaun naeHTnnKaTopos (Local Antipass)

TeHepatop Tpesory

[ns HaCTpOMKM BXOAOB AOCTYMHbI CreayoLme napameTpsbl:

e HopmanbHoe (T.e. 3abnokupoBaHHOE) COCTOslHMEe  KOHTakTa (Bxog  WY)
(HopmarnbHo pasomkHym | HopmanbHO 3amkHym). lMapaMeTp no3BONsSeT yka3aTb COCTOSIHUE
natuvka asepu / Boixoga PASS TypHukeTa npu 3ab6n0OKMPOBaHHOM COCTOSIHUM JaHHoro LY.

¢ HopmanbHoe cocTtosiHne «3akpbito» Bbixoga WY (He 3anuman | SanumaH). MNMapameTtp
yKasblBaeT, aKTMBU3NPOBaH Nn BbIxod ynpasneHus NY (nogaHo ynpasnsiowiee HanpsikeHue
Ha pene unu TpaH3ncTop) npu 3abnoknposaHHom LY.

A AN
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o Hopmanusauma Bbixopa WY ([locne «Omkpeimus» | MNocne «3akpbimus»). MNapameTtp
onpeaenseT, B KAKOW MOMEHT HOPManu3yeTcsi COCTOSIHME Bbixoda ynpasneHusa LY.

e [pepenbHoe BpemMA pa3bnoknpoBKu. MNapameTp No3BONsET ykasaTb BPEMS, MO UCTEYEHUN
KOTOpPOro KOHTposnsiep cdopmupyetr coobweHne «MY He 3akpbimo rocsie rnpoxoda
rno udeHmugbukamopy» No Npu4nHe Toro, 4to Y He 3abnoknpoBaHo.

e Bpema ypepxaHus B  pa3bNOKMpOBaHHOM  COCTOSiHMM  (BpemMs  aHanu3a
naeHTudukaropa / 3apgepxka Ha 3akpbiTve wnarbayma). NapameTp nossonseT 3agaTb
BpeMsi, KOTOpoe AOMKHO NPouTK OT pasbnokmpoBkn MY o ero 6rokMpoBKM Nocne ycrneLwHom
ayTeHTudpmkauun. 3a 31O Bpemsa HeobxoouMmo coBepLiMTb npoxopd / npoesn, uHade WY
3abnokupyetcs. NapameTp MoxeT 6bITb 3agaH B uHTepBane: ot 250 go 750 munnucekyHg
¢ warom 250 munnncekyHa; ot 1 cekyHabl 00 4 MUHYT; BECKOHEYHO.

e Bpemsa oxmpaHus KOMWUCCUOHMpPOBaAHUA. [lapameTp MNO3BONSET OrpaHMYUTbL MHTEepBan

BpemMeHu mMexay npegbsiBNeHnem naeHTudmkaropa nonb3oBarerns
(coTpygHuka / nocetutens / cnyxebHoro TC) n KOMWUCCUOHMPYIOLLLEN KapTbl
(coTpygHuka / oxpaHHVKa / BOOUTENS) B Criyyae, ecnu B npaBax uWAaeHTUdukaTopa
nonb3oBarens yCTaHOBIEeH AoCTyn c KOMMWCCUOHWPOBaHWEM / AOCTYN

C AOCMOTPOM / NOATBEPXKAEHME Npoe3aa KapTon BOAUTENS.

e Peructpaumsa npoxopa no npeabABNEeHUO uaeHTUdukaTopa (OoTCyTCTBUE [AaT4vuKa
npoe3aa). [Npu ycTaHoBKe NapameTpa KOHTponnep OygeT cumtaTb NPOXon COBEPLUMBLUMMCS
cpasy nocne npeabsiBNeHus uaeHTudmkaTopa, He3aBMCUMO OT Toro, OyaeT nu pearnbHO
coBepLUeH npoxopg Yepes NY nnu Her.

BHumaHue!

A5 OyHKUMKM  BepudbMKauMmM U KOHTpomns 3oHanbHocTu (Antipass) He 6yayT paboTaTtb

npy aKkTMBHOW perncTpaumm npoxoaa no npeabsBneHnto naeHtTudunkaTopa.

e BHyTpeHHsAs 3awmTa oOT nepegauum uaeHtudukatopoB (Local  Antipass).
[Mpn ycTaHOBNEHHOM  MapamMeTpe  KOHTponfep  OTCNeXuBaeT  cfnydan  MOBTOPHOro
npeabaABNEHNst OOHOTO U TOrO Xe naeHTUdUKaTopa K TOMy XXe CHMTbIBATEN!O.

e Pexnm pabotbl Bbixopga ynpaBneHus WY. [lapameTrp nos3Bonsetr BbibpaTb pexum
ynpaBneHnsa noakntoveHHbIm Y-

— MoTeHUManbHbLIA.

— UMNynNbCHbIN — peXnM ynpaBneHns NpMMeHseTCcsa TONbKO AN 3aMKOB, NOAAEPKNBAOLLNX
3TOT pexum. PekomeHaoyeTcs uvcnonb3oBaTb [ANS  9NEKTPOMEXAHUYECKUX  3aMKOB
C CamMOB3BOJOM, OTKPbIBaAKOLLMXCS KOPOTKUM UMMNYnbCcoM (Hanpumep, 3amkm « CISAy).

e CwmeHa 30HbI Npy npoxopae. [NNapameTp Hy>XeH ANsA CMeHbl NPOCTPAHCTBEHHbIX 30H Npu paboTte
¢ yHkumen Global Antipass.

e Fire Alarm B pexume «OxpaHa». [1pyn ycTaHOBNEHHOM bnaxke aBapuinHasi pa3bnokMpoBka
(oTkpbITME npoxoda WY) B crnydae MNOCTYMMEHWs1 ynpaBnsioWero curHana oT YCTpoWcTBa
Fire Alarm npousongetr Takke npu B3ATOM Ha oxpaHy O3, Bknwovawowen pgaHHoe Y.
Mpu cHAaTOM napameTtpe (no ymondaumiwo) B PKO «OxpaHa» curHanbl Ha Bxogax
Tun: Fire Alarm urHopupytoTcs.

19.4. Bknagka «Bxoabi»

[ononHuTtenbHble BXOAbl KOHTPOMNEpoB MOryT ©ObiTb MCMONb30BaHbl Ansd  HabnwogeHus
3a COCTOSIHMEM BHELUHEro o6opyaoBaHWs, NOOKMOYEHHOrO K HUM. BXxoabl MOryT MCnonb30BaTbCs
ANA  NOAKNIYEeHUa KHomku cbpoca TpeBoOru, YCTPOWCTBaA ANs Mofayyn KOMaHAbl aBapUHOWN
pasbnokuposku FireAlarm v gp. [JocTynHbl cnegyowme napaMmeTpbl:

e Twun. PackpbiBaloLwmncsa CnMcok No3eonsieT Boldpatb O4MH U3 CneayoLwmx TUMNoB.:

— Hert. K gaHHomMy Bxogy He NOAKNOYEHO HMKAKoe BHELLHee obopygoBaHume.

— OO6bIYHbIN. K gaHHOMY BXxOA4y MOAKMNIOYEHO BHelHee obopyaoBaHmMe, COCTOSHNE KOTOPOTro
OOJPKHO OTCNEeXnBaTbCA KOHTponnepom. MoXHO ykasaTb anroputMm AeNCTBUIN KOHTposnepa
npy NONYyYEHUN YyNPaBsSIOLWEro cMrHana ot NoAKMYEHHOro o6opyaoBaHuS.

— CneumanbHbIn. [NpegHasHavyeH Ans aBTOHOMHOrO copoca TPeBOr, BbIKIMIOYEHUS] CUPEHBI.

— Fire Alarm. lNpegHasHavyeH ONg NOOKIIHOYEHUA YCTPOWCTBA Nogadn KoMaHAbl aBapunHON
pa3bnokMpoBku (OTKpbITUS) npoxoga UY Fire Alarm.

A AN
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— MNoarBepxpeHne ot BBY. [lpegHasHadyeH ans  nogkniodeHuss  Bbixoga BBY,
Ha KOTOpbI NoAAeTCs YNpaBnsAoLWMI CUrHan B cnyvae paspeLweHus npoxoaa.
— 3anpet ot BBY. lNpegHasHadeH ons nogkniodeHns sbixoga BBY, Ha koTopbin nogaetcs
yNpaBnsoLWmMi CUrHan B criyqyae sanpeTta npoxoaa.
e HopmanbHoe cocTosiHMe KoHTakTa (Pa3omkHym / 3amkHym). Bblbop napameTtpa 3aBucuT
OT TMNa MOAKMYeHHOro obopyaoBaHus. lMapameTp onpenenseT, Kako ypoBeHb CurHana
Ha BXOAE KOHTpOMsfepa CYNTaeTcsi HopMasrim3oBaHHbIM.

B 3aBncmMMocCTM OT BbIOpaHHOro TMna ocTarnbHble NapamMeTpbl BXO4a MOryT pas3nuyartbCcs.
Tun OObIYHbLIN:

e BpemeHHOMN KpUTEpPUI MacKMpoBaHUA /| akTUBU3auum / HopManusauum:

— Ha yKasaHHoe Bpemsi. BbiGpaHHbIe [OOMNOITHUTENbHbIE BXOAbl OyayT
MacCKMpPOBaHbI / aKTUBM3MPOBaHbI / HOPManM30BaHbl Ha yKa3aHHOE BPEMS.

— Ha Bpemsa cpabatbiBaHMA. BblbpaHHble — gononHWTEnbHble  BXOoAbl  ByayT
MacCKMpPOBaHbI / aKTUBM3MPOBaHbI / HOPMarnM30BaHbl Ha NPOTAXXEHUN BCEr0 BPEMEHU, Koraa
Ha JaHHOM AOMONHUTENbHOM BxoAe OyaeT npucyTcTBOBaTh YNPaBSOLWWA CUrHan.

— Ha Bpewms cpabaTbiBaHMA U nocne cpabaTtbiBaHUA. BbiGop aToro napametpa aBndeTtcs
KoMOvHaumen pgByx npeablgywunx. BbeibpaHHble gononHuTenbHble BXxoabl  OyayT
MacCKMpPOBaHbI / aKTUBM3MPOBaHbI / HOPMarnM3oBaHbl Ha BpeMsl, B TeYeHWe KOTOpOro
Ha AaHHOM OOMNONHUTENbLHOM BXxode GyaeT npucyTCTBOBATb YNPaBNALWMA CUrHan, nioc
yKasaHHOe BpeMsi.

e [lononHuTenbHble BXOAbl, MaCKMpyeMble Npu akTUBU3auMK. DTOT napameTp Mo3BonseT
yKa3aTb, Kakne MMEHHO AOMOMHUTENbHbIE BXOAbl KOHTpOMepa AOMKHbl OblTb MaCKMpPOBaHbI
(T.e. He BoCNpUHMMATL YNPaBNSALWWA CUrHan OT BHeELHero obopyaoBaHus) Npu nosyYyeHum
yNpaBnsloWero curHamna oT MOAKMKYEHHOr0 K [AHHOMY  OOMOSIHUTENbHOMY  BXOAy
obopynoBaHus. [Anga Bbibopa OTMETbTE Te OONOMHUTENbHbIE BXOAbl, KOTOPblE AO0MKHbI ObiTb
MacKMpOBaHbl. YKaXXnUTe BPEMEHHOW KPUTEPUIN MACKUPOBaHUA.

e [lononHuTenbHble BbIXOAbl, aKTUBU3UPYEMble TMpPU akKTUBU3auMu. ITOT napameTp
Nno3BoOSISIET yKasaTb, KakMe WMEHHO OOMOfHUTENbHbIE BbIXOAbl KOHTpOsfepa AOMMKHbI ObiTb
aKTMBU3NPOBaHblI MPU MNOMyYEeHUM YNPaBNAOWEro curHana oT MOAKIHYEHHOTO K AaHHOMY
aononHuTensHoMmy Bxogy obopygoBaHus. Ons Bblbopa OTMETbTEe Te [OOMNOSHUTENbHbIE
BbIXOAbl, KOTOpPble [OMKHbl ObiTb aKTUBM3UPOBAHbLI. YKaXuUTe BPEMEHHOW KpuTepui
aktmBusdaumn. CnegyeT 3amMeTuTb, YTO aKTUBM3aUUSA peENewHoro BbIXxoda, MNpvBA3aHHasA
K aKkTUBM3aLMN OOMOSTHUTENBHONO BXOAA, HE YYUTbIBAET BO3MOXHOMO LUYHTUPOBAHUSA 3TOMO
BXo4a. ATO OYEeHb BaXKHO And criydaeB npumeHeHus OK3I1.

e [lononHuTenbHble BbIXOAbl, HOpManU3Mpyemblie MNpPU akKTUBU3auuum. IOTOT napameTp
No3BONAET yKasdaTb, KakMe MMEHHO OOMOMHUTENbHLIE BbIXOAbl KOHTpOMfepa LOMKHbI ObiTb
HOPManuanpoBaHbl NPU MOMYYEHUN YNPAaBMSIOWEro CUrHana oT MOAKITHYEHHOro K AaHHOMY
aononHuTenbsHoMmy Bxogy obopyaoBaHus. [Onsa Bblbopa OTMETbTe Te [OOMNOSHUTENbHbIE
BbIXOAbl, KOTOPble AOMMKHblI OblTb HOPManNU3NpPoBaHbl. YKaXUTE BPEMEHHON KPUTEPUN
HopManusauuu.

Tun CneunanbHbLIN:
e Copoc TpeBorn (leHepaTtop TpeBoru). [lpu ycTaHOBKE napameTpa nonyyeHue
ynpaBnsoLLEero curHana Ha 4aHHoM AONONHUTENbHOM BXoe npusegeT K cbpocy Tpesoru.
Tun MoarBepxaeHue or BBY / 3anpet ot BBY:
e Howmep WNY. NapameTp 3agaeT Homep UNY, K KOTOPOMY NPUBS3bIBAETCA CYUTLIBATENb.

19.5. Bknagka «Bbixoabi»

[lononHuTenbHble BbIXxoabl MOryT GblTb MCNONb30BaHbI AN yNpaBneHus NobbiM AONONHUTENbHBIM
o6opyaoBaHMeM B paMkax cucTeMbl. [Ins HACTPOMKM pecypca AOCTYMHbI crieayowme napameTpsbl:
e Tun. PackpblBatoLMics CNMCOK NO3BONSIET BbIOpaTh crieaytowmne Tunbl Bbixoaa:
— HeT. K gaHHoMy BbIxoay He NoaKYeHo HUKaKoe BHelLHee obopyaoBaHue.

— OObIYyHbIN. K BbixO4y NOAKMYEHO AONONHUTENbHOE 06opyaoBaHMe, Nornka ynpasneHus
KOTOPbIM OMUCLIBAETCS Yepes OMUcaHve APYrux YCTPOMCTB CUCTEMbI (3a UCKIOYEHMEM
pecypca NeHepaTop TpeBOru).
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PykoBoacTBO agMUHUCTpaTopa

— leHepaTtop TpeBoru. PelweHne o6 akTMBM3aL MM OONOMHUTENBbHOIO BbIXO4a NPUHMMAaeTCs
B COOTBETCTBMM C NapameTpamu, 3agaHHbIMK AN pecypca MeHepaTop TpeBoru.

e HopmanusoBaHHOe cocTtosiHue (He 3anumad | 3anumad). MNapameTp onpegenseT, NnogaHo
nn ynpaenswowee HanpshkeHue Ha pene Bbixoga Npy HOpManm3oBaHHOM COCTOSIHUMM Bbixoga.
[ns BbixogoB Ne 1 n Ne 2 HopmanuaoBaHHOe cocTosiHue: He 3anuTtaH.

e Bpemsa aktuBusauumnm. Bpemsi, Ha KOTOpoe BbIXOA, NPW HaNMUYMU aKTUBU3UPYIOLLLErO
ynpaBnswoLWero BO3OENCTBUS, MEHSAeT CBOe COCTOSiHME M3  HOpManvM3vMpoBaHHOMO
Ha NPOTUBOMONIOXHOE.

lpumeyaHue:
= [locne BKNO4YEHUS NUTaHUS BCe BbIXO4bl HOPMarin3yrTCA.

19.6. Bknagka «BbiBoAbI»

Bknagka BbIrnaguT cregyowmm obpasom:
(& KonTponnep 3amka CLO05.2 BEpHYTLCA K CIMCKY
Hazsanue NonoanuTensHsii sbxog Ne1 Tun

Korponnep sanka CLO5.2 OBiunsii sexoa

Beixon vz HopwmaneHoe cocTonmme

He sei6pario He samuan

Bxoas

He seiGpario

Crucok NFC yeTpoiicrs

Cets

Pazvoe

BHELUKIE MOAKMIOUEHUA
Tenepatop Tpeeoru
3aumok

BLIBOAS!

CuuTbiBaTens

[nsa HacTporKkn AOCTYNHbI CreayloLwme napameTpbl:
e Tun. PackpbiBaloLMIACS CMMCOK NO3BONSET BblIOpaTb OANH U3 CNEeAYOLNX TUMOB:
— HerT. K gaHHOMy BXoA4y He NOAKITOYEHO HMKAKoe BHeLlHee 06opyaoBaHume.
— OObIYHbIN Bbixoa. K Bbixogy MOAKMKOYEHO AOMOMHUTENbHOE O0OpYyAOBaHWe, NOoruka
ynpaBfieHNs1 KOTOPbIM OMUCLIBAETCA Yepe3 OonucaHue Opyrnx YCTPOWCTB CUCTEMbI
(3a ncknroyeHnem pecypca NeHepatop TpeBorm).
— TleHepaTtop TpeBorn. PeweHne 06 aktmsmusauum 4ONOSIHUTENBHOMO BbIXO4A NPUHMMAaeTCA
B COOTBETCTBMM C NapameTpamu, 3agaHHbIMKU AN pecypca MeHepaTop TpeBoru.
— Bxop Fire Alarm. [MpegHasHayeH ONd MOAKMOYEHMS YCTPOWCTBa nodadn KOMaHabl
aBapunHon pasbnokMpoBkn (OTKpbITUA) npoxoga Y Fire Alarm.
— CuHxpoHusupyowmn Bxoa/ Bbixod. BbiBog wucnonb3yetcs Ans  CUHXPOHM3AL MM
COBMeCTHOM paboTbl ABYX KOHTponnepoB npu opraHusdaumm KIlM ¢ koHTponem npoxonos
B ABYX HanpasBneHusix. B 3aTom pexume BbIBOAbI KOHTPOMMEPOB COEOUHATCA Apyr
C Apyrom.
e HopmanbHoe coctosiHue (He 3anumaH /3anuman). Belbop napameTtpa 3aBuMCUT OT Tuna
noakntoyeHHoro obopynosaHus. NMapameTp onpegenseT, KakoW YpoOBEHb CUrHana Ha Bxoge
KOHTpOMnIiepa CYMTaeTCss HOpMarnm3oBaHHbIM.
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19.7. Bknaaka «l'eHepaTop TpeBOrm»
Bknagka BbIrnsguT cneayowmm obpasom:
(&5 KoHTponnep 3amka CL05.2 BEPHYTLCA K CTIMCKY

Hazsanme TeHepauua Tpesorv npu Ecnu MAEHTUOWKATOP HE 3APETUCTPUPOBAH >
NPeALABASHVN NASHTUGKKATORA
Kontponnep samka CLO5 2 Her

KomaHgel ynpaBnexusn Tpesoroii CKYJ,

Fenepauun Tpesory npu COpocuTs TpEBOry
Buixoa nz HECAHKLMOHIPOBaHHOT Ecnu WAEHTADVIKATOP 3ATPELLEH
pazBrokupoeke WY MloaHATS Tpeaory
He eeibparo Her
leHepauua TPEBOrM NO HEAOMYCTHMO
Bxoa e aonromy oTkpsiaio MY Ecnu UCTEK CPOK AEACTBMA

He seibparo (k=

Cnucok NFC ycTpoiicTs Ecnu HAPYLWEHO BPEMA

Her

Ecnu HAPYLIEHA 30HAJIbHOCTL

Her
Cemh

Ecnu HAPYLUEH PEXUM PABOTRI

PasHoe Her

Ecnu HAPYLWEHO KOMWCCUOHWPOBAHME

KomaHgbl gna ycrpoictBa

BHELWHUE MOAKNIOUEHIA
Her

Teneparop Tpesoru

3amok

Bimonsl

CumTbiBaTENs

Pecypc cBsizaH ¢ kKoHTponnepom LY 1 no3sonsieT BbiAenuTb COObITUSA, KOTOPbIE AOMKHbI MPUBOAUTL
K reHepauum TPEBOrM B KOHTPOMMEpPe 1 COOTBETCTBYIOLLEMY YNPaBIEHNIO BblAENEHHBIM BbIXO4OM

TpeBoru (oavH n3 penenHbIX BbIXOA0B KOHTponnepa, ans KOTOpPOro
Bbl6paH Tun: NeHepaTop TpeBorun). [JOCTynHbI cnegyowmne napameTpsbl:
e Bknagka leHepauuss TpeBOrM npu npeabABNeHUUM wupeHTudukaTopa — napameTp

NO3BONSIET yKa3aTb CObObITUSA, CBSI3aHHbIE C NpeabsBEHMEM KapT AOCTyna, Npu perucrpaumm
KOTOPbIX NPON30NAET reHepauns TPEBOru:

— ecnu MVOEHTU®PUKATOP HE 3APET'MCTPUPOBAH;
- ecnun VOJEHTUOUKATOP 3AMNPELLEH;

— ecnu UCTEK CPOK OENCTBMUA;

— ecnu HAPYLLEHO BPEMH4;

— ecnu HAPYLLEHA 30HAJNNIbHOCTDb;

— ecnu HAPYLWUEH PEXM PABOTbI;

- ecnu HAPYLLEHO KOMUCCUOHWUPOBAHMUE.

,D,J'IFI KaxKaoro cobbITUS1 €CTb BO3MOXHOCTb Bbl6paTb TN TpeBOru:

— Her.
— Twuxasa. TpeBora reHepupyeTcs, HO NPU 3TOM HEe aKTMBU3UPYIOTCA BbIXOAbl, ANSA KOTOPbIX
BblOpaH Tun: MeHepaTop TpeBOru.

— Tpomkas. eHepupyeTcs TpeBora.

o Bknagka NeHepauusa TpeBOru npu HecaHKLUMOHUPOBaHHOM pa3bnokupoBke NY — napameTp
nossonset ansa PKO «KoHmpornb» n «3akpbimoy ykasaTb, OyaeT nu reHepmpoBaTbCs TpeBora
B Cny4ae MexaHuyeckon pasbriokmpoBkn WY npu nomowim knko4a, To ecTb 6e3 komaHapl
OT KOHTponnepa:

— B PEXUME PABOTbI "KoHTponb",;
— B PEXXUME PABOTbI "3akpbiTo".

e Bknagka leHepauusi TpeBOrM no HeaonycTUMO AONromMy oOTKpbiTUO WY — napametp
nossondet gnsa PKO «Kowmpone» ykasatb, 6ygeT nv reHepmpoBaTtbCs TpeBora B Criyyae,
ecnu nocne oTkpbITUst MY oHO He GbiNno HopManu3oBaHo B TeyeHune MNpeaenbHOro BpemeHu
pa36roKNpPoOBKK, 3a4aHHOMO B NapameTtpax atoro Y.
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19.8. Bknagkn «CBouctea JIMKOHA» n «Ctpokn»

Ha Bknagke CBowmcrtBa JIMKOHA pacnonoxeHbl napamMeTpbl HAacTPOWMKU AN KOHTPOSEpoB

peructpaumm PERCo LICON CR01.2, CR01.9, CR02.9.

e [psamoe HanpaBneHue npoxopga. [lapameTp no3BonseT ykasaTb, B HanpaBfi€HUU KaKoro
N3 cunTbiBaTENEN MNpoOXond cyMTaeTcss BxogoMm. [lpu yCTaHOBMEHHOM napameTpe npasbii
CUYATbIBATENb CYATAETCS BXOAHBIM, NEBbIA — BbIXOAHbLIM. [pn CHATOM — HA060pPOT.

llpumeyaHue:

7 Tpy nsMeHeHun NpsiIMOro HanpaefieHUA NPoXo4a NognucK ykasartenemn «Bxod» n «Bbixod»
Ha XKKW He meHsaTca. MUISMeHUTb TEKCT HAfNMCEN yKasaTernen MOXHO B pacKpbiBaroLeMCS
MeHto Jlokanusaumusa otobpaxaemMbIX CTPOK.

e Bpemsa oxupgaHusa oTBeTa Ha 3anpoc OT cepBepa cUCTeMbl (MakcumanbHO 12 cek;
no ymonyaHuio 5 cek). [Mone BBoga nos3BonseT 3ajaTb BpPeEMS, B TeYEHWE KOTOPOro
KOHTpONMEp oXugaeT NonyyeHust oT cepepa CUCTEMbI NepcoHanbHon nHdopmaummn (P0),
CBSI3aHHOW C NpeabsiBIEHHOM kapTol pfoctyna. B cnyyae HEBO3MOXHOCTUM MOMyYeHust
nHcpopmaumm Ha YXKKU otobpaxaeTcst Homep KapTbl.

e Bpems nokasa uHcdpopmauum o coTpyaHuke (No ymonyaHuio 2 cek). [lone BBoga no3songaet
3agatb Bpemsi, B TedeHne kotoporo Ha YKKW koHTponnepa otobpaxaetcs nepcoHarnbHas
WHdopMaLms, CBA3aHHasa ¢ NpeabABNEHHON KapTon A0CTyna.

e 3awwuTa oT nepemaum naeHTudpukatopos COTPYOAHUKOB / MOCETUTENEW (Antipass).
MapameTtp nossonser ana PKO «KoHwmponb» onpegenuTbs peakuuio  KOHTpornepa
Ha nNpegbsiBNeHMe KapTbl AOCTyna COTPyAHMKa / NoceTUTeNns K CUYATbIBATENO B Crnyyae
HapyLeHnsa UM (PyHKLMM KOHTpons 3oHanbHOCTK (Antipass). [ns kaxagoro u3 ykasaHHbix PK[
KOHTpOsepa MOXHO BblibpaTb O4MH U3 BUAOB KOHTPONS:

— HeT. KoHTpOnnep He yuntbiBaeT 30HaNbHOCTbL HOMEpPa KapTbl AN1A paspeLleHns ocTyna.

— Msarkasa. KoHTponnep paspewwmuT AOCTyn No KapTe, Npyu 3TOM peructpupyeTcs cobbitue
MOHUTOpUHra  «[lpedbsisrieHue  udeHmugbukamopa, HapyweHue  30HarbHOCMUy,
nocne CoBepLUEHNss  npoxoda  peructpupyetrca  cobbitne  «fIpoxod o  kapme
C Hecoomgemcmeuem mMeKyu,emy MeCmOoroIOXEeHUIO».

— Xectkasa. KoHTponnep 3anpeTtut AOCTyn No KapTe, Npy 3TOM pernctpupyetcsa cobbitve
MOHUTOpUHra «llpedbsgrieHUe Kapmbl C HapyweHUeM 30HarlbHOCmu» W pernctpupyetcs
cobbiTne «3anpem npoxoda Mo npudyuHe HapyweHuUsi 30HarbHocmu». Ecnn cuyntbiBaTento
ana napamvetpa Bepudwmkauua yctaHoBneHo 3HadeHve MAY wnu Codpt, TO Oyger
3anyLleHa npouenypa Bepudukaumm.

e KoHTponb BpemeHun ana wupgeHtudukatropos COTPYOHUKOB / NOCETUTENEMN.
MapameTp nossonser pAna BblbpaHHbix PK[O onpegenuTb peakuuio  KOHTponnepa
Ha NpegbsBneHMe KapTbl AOCTyna COTPyAHUKa / noceTuTensa K CYATbIBATEND B Crnyyae
HapyLLEHWS YCTAHOBEHHOrO KpUTEPUS JOCTyNna No BpemMeHu. [ns kaxgoro u3 ykasaHHbix PKL
KOHTpOIepa MOXHO BblibpaTbh O4MH U3 BUAOB KOHTPONS:

— HerT. KoHTponnep He oTcnexuBaeT BPeMEHHbIE KpUTepUM npae AoCTyna KapThbl.

— Msrkun. KoHTponnep paspeLumT aoctyn no npegbsaBreHHON KapTe.
Mpun aTom pernctpupyetca cobbiTue MoHuTopuHra «lIpedbseneHue udeHmMugbukamopa,
HapyweHue gpeMeHU», Nocne CoBepLUEeHNs npoxoaa pernctpupyetcs cobbitue «1poxod rno
Kapme ¢ HecoomeemcmeueM 8peMeHHbIM Kpumepusim oocmyrna.

— XecTkun. KoHTponnep 3anpeTut SOCTyN MO KapTe, NpyY 3TOM perncTpupyertcst cobbiTne
MOHWUTOpPUHra «lpedbseneHue udeHmughukamopa, HapyweHue 8peMeHU»
n peructpupyetca cobeltme «3anpem npoxoda, Hecoomeemcmeue  8PEMEHHbIM
Kpumepusim docmynay. Ecnv cunTbiBaTeENto Ans napameTpa Bepudukaumsa yctaHOBNEHO
3HadveHune MAY nnn Codpt, TOo ByaeT 3anyweHa npoueaypa sBepudurkaumnm.

Bknagka CTpOKM NO3BONSieT WM3MEHUTb cogepaHue cooblieHnn, oTobpaxaembix Ha XKW
KOHTponnepa.
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19.9. Bknagka «CuntbiBaTenb»

Bknagka BbIrnsaguT crieayowmnm obpasom:

(& Kontponnep 3amka CL05.2 BEpHYTCS K CTMCKY

Hazeanne 3awuTa oT nepenauyt 8 PEXUME PABOTbI "Koktpons” >
uaerTuMKaTOpOE COTPY/HVKOB
Koutponnep 2amsa CLOS.2 (Antipass) Her

KomaHgel cunTeiBaTENA

YcTaHosuTb pexim pabotsl "OTKpbITo"
Beixoa s 3awwmTa 0T nepeaaum B PEXWME PABOTbI "OxpaHa”
uaerTudUKaTopos MOCETUTENER YcTaHoBuTh peskiim pabotbl "KoHTpons"
He seiBpaHo (Antipass) Her
YeTaHoBuTh pesim paboTsl "3akpbiTo”
Bxon e KoHTpoAs Bpemern ana
vaeHTudrkatopos COTPYAHWKOB OTKpbiTh (pasbnokuposats) MY
He suiBparo
KowTpons BpemeHin Ana _ 3akpbiTh (3abnokuposats) UY
Crincor NFC yerpoficre uaeHTUGMKaTOpOs MOCETUTENEN
He BLibpaHo Moarsepxaetne ot LY
PaspeleHute 1Y

WasimMate naeHtudukaTops!
noceTuTenelt nocne Npoxoaa

CeTs

Passos [ONOAHUTEALHBIE BLIXOAbL
aKTUEMIMPYEMSIE NP PaZBAOKUPOEKE
ny

BHELIHUE NOAKTIGUEHUS

KomaHgb! gna y<rpoicr Ba

JoNeAHUTENbHEIE BLIXGIB],
HOPMaAM3MpyeMbie NP

TenepaTop Tpeeory pasbrokupoeke MY
doneaKnTenEHEIE BEXOIE]

3amok aKTNBMZVPYEMBIE NPH NPeALABNSHAN
B2/MAHBIX MASHTAGUKATOROE
COTPYHWKOB

BuiEoak!
ONOAHUTENLHBIS BLIXGBI
aKTUEMZMpYEMSIE NI MPEALARAEHIN

Cunteigatens EANUAHBIX UASHTUGUKATOPOE
MOCETUTENEA

Pecypc cBs3aH ¢ koHTponnepom MUY 1 no3sonseT HacTpouTb ¢ nomoLubto MO napameTpbl YHKLNIA
Bepumkaumn, KOHTPOIS NO BPEMEHMU, 3alnTbl OT nepegayn kapt goctyna (Antipass). JocTynHbl
cneayowme napameTpbl:

e 3awwuTa oT nepepsaumn uaeHTudpukatopos COTPYOAHUKOB / MOCETUTENEW (Antipass).
MapameTp nossonser pAnsa BblbpaHHbix PKI onpegenuTb peakuuio  KOHTponsnepa
Ha npegbsBreHMe KapTbl AOCTyna COTPyAHUKa / noceTuTens K CcYATbIBATEM B Crnyyae
HapyLweHus UM OYHKUMU KOHTPONS 30HanbHocTh (Antipass). Onsa kaxgoro n3 ykasaHHbix PKO
KOHTpOsepa MOXHO BblibpaTb O4MH U3 BUAOB KOHTPONS:

— HeT. KoHTpOnnep He yuntbiBaeT 30HaNbHOCTbL HOMEpPa KapTbl 418 pa3peLleHns ocTyna.

— Msarkasa. KoHTponnep paspewwmuT AOCTyn No KapTe, Npyu 3TOM peructpupyeTcs cobbitue
MOHUTOpUHra  «[lpedbsisrieHue  udeHmugbukamopa, HapyweHue  30HarbHOCMUy,
rnocrie CoBepLleHMst  npoxoga  peructpupyetrca  cobbitne  «flpoxod no  kapme
C HecoomeemcmeueM meKyuweMy MeCmOrONOXEHUI .

— Xectkasa. KoHTponnep 3anpeTtut AOCTyn No KapTe, Npy 3TOM pernctpupyetcsa cobbitve
MOHUTOpUHra «llpedbsgrieHUe Kapmbl C HapyweHUeM 30HarlbHOCmu» W pernctpupyetcs
cobbiTne «3anpem npoxoda Mo npudyuHe HapyweHusi 30HarbHocmu». Ecnn cuyntbiBaTento
ana  napametpa Bepudumkauma yctaHoBneHo 3Hadenve NMAY unu  Codr,
TO BygeT 3anyLlieHa npoueaypa Bepudurkaumm.

e KoHTponb BpemeHn ans wugeHtTudukatopos COTPYOQHMKOB / NOCETUTENEN.
MapameTp nos3sonseTr Ana BblibpaHHbiX PKI onpegoenute peakumio  KOHTposnepa
Ha npegbsBneHMe KapTbl AOCTyna COTPyAHMWKa / NoceTUTensa K CYATbIBATEND B Crnyyae
HapyLLEHNS YCTaHOBMEHHOrO KpUTEPUS JOCTyNa No BpemMeHu. [Ans kaxgoro u3 ykasaHHbix PKL
KOHTpoOInepa MOXHO BblibpaTb O4MH U3 BUAOB KOHTPONS:

— HerT. KoHTponnep He oTcnexuBaeT BPeMEHHbIE KpUTepUM npae AoCTyna KapThbl.

— Msrkun. KoHTponnep paspeLumT aoctyn no npegbsaBreHHON KapTe.
Mpun aTom pernctpupyetca cobbiTue MoHuTopuHra «lIpedbserneHue udeHmMugbukamopa,
HapyweHue 8peMeHu», TNOoCne COBEpLIEHNss NpPOXOA4a perucrTpupyetcs cobbiTve
«lpoxo0 ro kapme ¢ Hecoomeemcmeuem 8PEMEHHLIM Kpumepusim docmyrax.

— XecTkun. KoHTponnep 3anpeTut SOCTyN MO KapTe, NpyY 3TOM perncTpupyertcst cobbiTne
MOHWUTOpPUHra «lpedbseneHue udeHmucghukamopa, HapyweHue 8pemMeHU»
W perncTpupyetcss  cobbitne  «3anpem npoxoda, Hecoomeemcmeue 8PeMEHHbIM
Kpumepusim docmynay. Ecnv cunTbiBaTeNnto ans napameTpa Bepudukaumsa yctaHOBNEHO
3HayeHue MAY unm Codt, TO OByaeT 3anyweHa npouenypa sepmndmkalmm.
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o Paspewenue AY. Tlpu yctaHoske ddnaxka B PEXWME PABOTbl "KoHTponb"
ncnono3osanve MNAY npu PKO «KoHmponb» B HanpaBneHuuM OaHHOrO cuuTbiBaTens Oyaet
paspeLueHo.

o lNoarBepxpeHne ot LY. [llapameTp no3BonseTr HaCTpPouTb NpoBegeHue npouenypbl
Bepudukaumm ot MNAOY. Mpn ycraHoBke Tuna koHTponsa Her B none B PEXXUME PABOTbI
«KoHTponb» 3apanite Bpemsa oxuaaHuss noaTBepXKAeHUA npu  BepuduKauum.
Mpu yctaHoBke Tuna koHTponsa Oa B none B PEXUME PABOTbI «KoHTponb» ykaxuTe,
Kakue cobbITss  OOMKHbl  ObITb  BepuduuMpoBaHbl, U 3ajante Bpemsa oxupaHus
noATBepPXAEHUA Npu Bepudukaumn.

e UsbimaTb maeHTUdUKaTOpbl nocetutenerM nocrne npoxopa. [lpu yctaHoBKe dnaxka
npeabaBneHHasa kapta JocTyna nocre npoxoga uM3biMaeTcsa U3 yY4eTHbIX AaHHbIX NoceTuTens,
AaHHble NOCEeTUTENS OTNPaBNATCA B apxmB. PyHKUMA AOCTYNHA TOMbKO NMPU HanMymm CBS3N
KOHTpoOsepa ¢ CepBEPOM CUCTEMBI.

e [lononHuTenbHble BbIXOAbl, aKTUBU3UPYEMble NpuU nNpeaAbABNEHMN BanuaHbIX
naeHtTudukatopoe COTPYOAHWUKOB / MOCETUTENEWN. [Mapametp nossonsieT ykasaTb
BbIXOAbl, aKTUBMU3MpYyeMble MNpu MNpeabsBleHWM KapTbl AOCTyna COTpyAHMKa / noceTuTens,
KOTOpPOW BblAaHbl NpaBa 40CTyNa Ha KOHTponnep (kapTa He 3abnokupoBaHa 1 ee CpoK A4eNCTBUS
He ucTek). OTOT napameTp MOXeT ObiTb MCNOMb30BaH B Criyyae, ecnu K AOMNOMHUTENbHbIM
BbIXOA4aM MOAKIIYEeHa MHOVKaUWs, UHpopmMumpyowasa onepaTopa O ctatyce npeabsiBrieHHON
KapTbl. [na Bblbopa OTMeTbTe Te [ONOMHWUTENbHbIE BbIXOAbl, KOTOpPble OOIMKHbI ObiTb
aKTMBU3NPOBAHbI. YKaXXNTE BPEMEHHON KPUTEPUI aKTMBU3ALIUN.

e [ononHuTenbHble BbIXOAbI, aKTUBU3UpyeMble nNpu pasdnokupoBke WY. [MapameTp
Nno3BosiieT yKasaTb, Kakme WMEHHO OOMOMHUTENbHbIE BbIXOAbl KOHTpOMnepa AOSMKHbl ObiTb
aKkTMBu3anpoBaHbl npu pasbnokuposke WNY. Ons Bbibopa oTMeTbTe Te AOMOSHUTENbHbIE
BbIXOAbl, KOTOpble [OMKHbl ObiTb aKTUBM3UPOBAHbI. YKaXWUTe BPEMEHHOW KpuUTepum
aKTMBM3auun.

e [ononHuTenbHble BbIXOAbl, HOpManuavpyemble npu pasdnokupoBke WY. MapameTp
Nno3BosiISieT yKasaTb, Kakne WUMEHHO OOMOMHUTENbHbIe BbIXOAbl KOHTpOMfepa AOSMKHbl BbiTb
HOpManuanpoBaHbl npu pasbnokvposke WY. [Onga Bbibopa oTMeTbTe Te AOMNOMHUTENbHbIE
BbIXOAbl, KOTOpble AOMKHbl OblTb HOPManu3MpoBaHbl. YKaXuTe BpPEMEHHOW KpuTepui
HopManusaumu.

¢ [lononHuTenbHble BXOAbl, MacCKMpyembie npu pazdbnokuposke UY. NapameTp no3sondeT
yKa3aTb, Kakvne MUMEHHO AOMNOMHUTENbHbIE BXOAbl KOHTPONNepa AOMKHbI BblTb MackMpoBaHbI
(t.e. He BOCNPUHUMATL  YNPaBNSAOWWA  CUrHaANM OT  BHeEWHero obopynoBaHus)
npu pasbnokuposke NY. [Ins Bbibopa OTMETbTE Te AOMONTHUTENbHbIE BXOAbI, KOTOPbIE JOIMKHbI
ObITb MAaCKMPOBaHbI. YKaXunte BpeMEeHHON KpUTEPUn MacKMpOBaHWS.
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20. NMapameTpbl KoHTponnepoB PERCo CL15, CL15.1, CL15.3, CL15.7,
CR11, CR11.1, CR02.9, CT/L14, CT/L14.1, CT/L14.1P, CT/L16DINP,
CT13,CT13.1

B 3aBMCMMOCTM OT TUNa KOHTposiepa CNUCOK peCcypcoB N COOTBETCTBYHOLLMX UM BKITaZOK MOXET
oTnnyatbes. JOCTynHbI criegyrolmne BKNagku:
o Cetb;
Pa3Hoe;
ny;
HanpaBneHue;
CeHepaToOp TPEBOIH;
CBOMNCTBA;
HanpaBneHue No...;

Bxoabl;

Bbixoabl;
CuutbiBaTenu;

LLino3;
CocTaBHOM OOBHEKT.

20.1. Bknagka «CeTb»

Bknagka otobpaxaeT nHdopmauunio o criegyowmx CETEBbIX NapaMmeTpax:
¢ |IP-agpec;

Macka noaceru;

IP-agpec wnio3a;

MAC-aapec.

OKHO nMeeT crieayownii BUA;

[C:) KOHTpOIU’]ep CTL14 BEPHYTBCA K CIMCKY

HazeaHue IP-aapec

Koxtponnep CTL14 10.1.201.148

Macka noacetn

CeTh 255.0.0.0

IP-aapec wao3a

PazHoe
0.0.0.0

Brixoas! MAC-aapec
00:25:0B:01:C9:94

Broaw

CunTeiBaTenmn

ANnNn
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20.2. Bknapka «PasHoe»

Bknagka BbIrmsauT cneayowmm obpasom:

Hassanue Bepowa Npowmeks
Kowtponnep CL15 2.2.37
Bulxog Uz Yacoeoii nosc

He ewifpato Yacoeoli noAc cepeepa cUcTeMsl

B)(D,Zl 8 COXDEHF!TI: COBEITWA C NOKANEHEIM BpemMeHeM KoHTpoanepa

He ebi6pato BulcTpas Nepefayda AaHHbIX

Cnucok NFC ycTpolicte

Cete

Paznoe

Bknapgka cogepXuT cnegyoLwmne HacTponKK:

e Bepcus npowmBkmu — B none otobpaxkaeTcsa Bepcus NpoLLMBKM BCTpoeHHoro 10 koHTponnepa.

¢ YacoBow nosic — BbiNnagaroLmii CNMCOK NO3BOSSIET BblIbpaTh YacoBOM NOSC KOHTpoepa.

e CoxpaHATb COObITUA C NOKarbHbIM BpeMeHeM KOHTponnepa — rnpu ycTaHOBMEHHOM
dnaxke cobbITUA COXPAHATCA B COOTBETCTBMM C BPEMEHEM W [ATOW, YCTAHOBMEHHbIMU
B Web-nHtepderice koHTponnepa.

o bBbicTpas nepeagaya AaHHbIX — ecnv B npouecce nepefayvv AaHHbIX BO3HUKAWM nNpobnemsl,
dnaxok € napameTpa HeobXO4MMO CHATb ANs NPOBEAEHUSA TMOSIHOM  AMAarHOCTUKM
cneumanuctTamm TEXNOSLEPXKKM.

20.3. Bknapka Uy
Bknagka BbIrnaguT crnegyowmm obpasom:

& JIBycTOpOHHWIA 3amok BEpHYTHCA K CIMEKY

HazeaHne ANropUTM >
P
JIBYCTOpOHHMIA 3aMoK Ne1 ATN
MocTaBUTL Ha OXPaHy
Beixog uz PerncTpauna npoxoaa no NpeabABASHMIO MAeHTWGKKaTOpa
CHATb € 0XpaHbl
HexoHTponpyeman Teppuop... & Bpems yaepXaHUA B PazBNOKNPOBAHHOM COCTORHMAM (EREMA aHANMA
naeHTHguKaTopa) CHeTb Tpesory
3
Bxoa 8 CexyHab!
COpOCHTL 30HANBHOCTE
Pabouan zo0Ha ]
MpeaensHoe Bpems PazbnoOKMPOBKM
Crncor NFC yerpolicts 8 CexyHasl
Pexm paboTel Beixoda ynpaenequa MY o
g
MoTeHuMansHbIA ,g
9
g
wy Hopmanusauns ssixoaa MY §
N N L]
Mocne "OTrpoITMA E
HanpaeneHme N21 3
o
3agepxKa Ha 3aKpsITME WAarbayma T
Hanpaeaexme N22 250 MuanmcekyHab! E
x

leHepaTop Tpesoru

Peakuusa Ha Fire alarm e pexume patoTs! "OxpaHa”

Pazbnokmposate MY

Bpema uaeHTudUKaLMN NnocTaHoBKW/CcHATMA PK "Oxpana”

8 CexyHAb!

BHYTpeHHAR 3alUMTa OT nepesaun uaeHTUdukaTopos (Local Antipass)

O6paTHoe HanpasAeH1e Npoxoaa

[lna HacTponkn JOCTYMHbI creaytowme napameTpsb!:
e AnropuTtm — onpegenseTt anroputm paboTel yHMBepcansHoro NY:

— 3amok;
— TypHuker;

Cka4yaHo c sec.ru
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— AT,
— LWnros.

o Peructpauusa npoxoga no npeabsaBreHUI0 naeHTUUuKaTopa — ecnm pnakok yCTaHOBEH,
coOblTMe COBepLUEHUA npoxoda perucTpupyetrca cpady mnocne nogHeceHns KapTbl
JocTtyna / ckaHnMpoBaHus nanbLua 6e3 oxumgaHus curHana oT gatyvka npoxoga. Ecnu donaxok
He yCTaHOBIIEH, TO cobbiTUe CoBepLUEHNS NPOoXoda perncTpupyeTcs nocne nogHeceHns KapTbl
AocTyna / ckaHMpoBaHusa nanbla u cpabaTbiBaHUS AaTymka npoxoaa.

e Bpems yaepxkaHus B pa36roKMpoBaHHOM COCTOSAHUM (BpeMsi aHanu3a naeHtudukaropa)
— YCTaHaBNUBAaET BPeMsl, KOTOPOE OOSMKHO NPONTN oT pasbnokuposkm NY 0o ero 6rokMpoBku
nocne ycnewHom ayteHTuumkaumm. 3a aTo Bpems He06X04MMO COBEPLUUTL Npoxoq, nHade NY
3abnokupyetcs. NapametTp mMoxeT ObiTb 3agaH B MHTepBane: oT 1 cekyHabl OO0 4 MUHYT;
©ecKoHeuHo.

e [pepenbHoe Bpemsi pa3brioKMPOBKN — NapameTp MO3BOSSET yka3aTb BPEMS, MO UCTEYEHUN
KOTOPOro KoHTponnep cdopmupyeT coobuweHne «MY He 3akpbimo rocre npoxoda
rno udeHmughukamopy» Nno npudnHe Toro, 4to LY He 3abnokuposaHo. MapameTp MoXeT BbiTb
3agaH B uHtepBane: ot 250 go 750 munnucekyHg ¢ warom 250 munnucekyHa; ot 1 cekyHabl
00 4 MVHYT; 6GECKOHEYHO.

¢ Pexunm paboTbl Bbixoaa ynpaBneHusa MY — onncbiBaeT NOrnky ynpaeneHns NoAKMHOYEHHbIM
ny:

— lMoTeHUuManbHbLINA.

— UMNYnNbCHBbIN — peXunm ynpaBneHns NpuMeEHSIeTCa TONbKO A8 3aMKOB, NoA4EPKUBaOLLNX
9TOT pexum. PekomeHaoyeTcs ucnonb3oBaTb [AfS  9MNEKTPOMEXaHUYeCKMX 3aMKOB
C CamMOB3BOJOM, OTKPbIBAKOLLUXCS KOPOTKUM UMMNYNbCOM (Hanpumep, 3amkm « CISAy).

e Hopmanusauusa Bbixoga WY — napameTp onpegenseTt, B KakOW MOMEHT HOpManuayeTtcs
COCTOSIHME BbIXxoa ynpasneHus NY:

— NMocne «OTKpbITUAY;
— Mocne «3akpbiTUA».

o Peakuusa Ha Fire Alarm B pexume paboTbl «OxpaHa» — onpedenseT peakumo Ha KoMmaHgy
oT ycTpounctea Fire Alarm:
— Pas6nokupoBatb UY;
— bnokupoBatb WY.

e Bpemsa umpeHTudmkaumm nocraHoBku / cHaTua PKL «OxpaHa» — ycTaHaBnuBaeT BpewMs,
B TeYeHMe KOTOPOro nosb3oBaTtesib 4S8 YCnewHon naeHtudukaumm ansa cHAtTna Y ¢ oxpaHbl
OOIKEeH npeabABUTb nanew nocne npeabaBNeHus naeHTudukartopa,
ecnu «Cxema udeHmuchukayuu o oxpaHe» B MNpaBax MNonb3oBaTenst nogpasymeBaeT
nocrniegoBaTtenbHoOe npegbsBneHne ngeHtudukatopa n nanbua (cm. «llapamempsi docmyna
koHmpornnepoe PERCo-CR11, CT13, CT/L14 u CL15» B nogpasgene «llabnoHbl goctyna»
pasgena «Bropo nponyckoB» Pykosodcmea nonb3oeamensi PERCo-WB, PERCo-WBE,
PERCo-WS, PERCo-WSE).

e BHyTpeHHsss 3awmTta OT nepepaum wupeHtucpumkatopoB (Local Antipass) -
npv yCTaHOBIIEHHOM NapameTpe KOHTPOIEpP OTCrexXnsaeT NOBTOPHbIE CriyYan npeabsiBNeHns
KapTbl gocTtyna / GuovaeHTugmkaTopa OAHOro 1 TOro Xe COTPYAHMKA K TOMY XXe CYMTbIBATEN!O.

ANnn
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20.4. Bknagka «HanpaBneHue»

Bknagka BbIrnsaguT crieayowmnm obpasom:

Hassarne 3awwTa or nepeaas 8 PEXVIME PABOTHI "OTicpriro” >
upenTHbUKaTOpoE COTPYAHWKOB
Kowtponnep CL15 (Antipass) Her

KomaHak! cuntuiBatens

YcTaHoBuTE pexim paboTsl "OTkpbTo"
Boixoa ns JalwwTa oT Nepeaaum B PEXVUME PABOTbI "KonTpons" ~
uaeHTAduKkatopos MOCETUTENEN VCTaHOBNTL PEXMM paloThl "KoHTposik”
HekoHTponupyeman Tepputop... € (Antipass) Het
YcTanosuTh pesxam pabotsl "3akpeiTo”
i KoHTposb Bpemen ans B PEXUME PABOTHI "Oxpania”

uaenTvbuKaTopos COTPYAIHWKOB " OTkpuiT (pastinokuposats) MY
-

Broa e
Otaen npogax [<]

KoHTponb BpemeHw ans . 3aKkpbITh (3abnokupoBats) MY
waeHTudmkaTopos MOCETUTENEN

Crncor NFC yerpoiicra
Bepudurauna

Kommecuonmposatite

Vaeiars ugeHTndwkaTops:

Cene .
NOCETWTENE

Pastoe ToARepKa KaPTOMPUENHILKE ANS
unenTwduKaTopos MOCETUTENEN

ny

Komanabi ans ycrpoiictsa

Hanpagnenve

[lna HacTponkn JOCTYMHbI creaytowme napameTpsb!:
e 3awwuTa oT nepepaumn uaeHTudpukatopos COTPYOAHUKOB / MOCETUTENEW (Antipass).

MapameTp nossonser pAna BblbpaHHbix PK[ onpegenuTb peakuuio  KOHTponnepa

Ha NpegbsBneHMe KapTbl AOCTyna COTPyAHWKa / NoceTUTeNnsa K CYUATbIBATEND B Crnyyae

HapyweHua uM dYyHKUMM  KOHTpons 3oHanbHocTM (Antipass). Ona PKO «Oxpana»

n «KoOHMpPOosib» MOXHO BbIOpaTh OANH U3 BUOOB KOHTPONS:

— HeT — KOHTpOMnnep He yunTbiBaeT 30HaNbLHOCTb MAEHTUdUKaTOpa KapTbl ANs paspeLleHuns
pocrtyna.

— Msarkaa — KOHTponnep paspewuT AOCTyn No KapTe, npu 3TOM nepepaeTca cobbiTve
MOHUTOpUHra  «[lpedbsisrieHue  udeHmugbukamopa, HapyweHue  30HarbHOCMUy,
rnocrie CoBepLleHMst  npoxoga  peructpupyetrca  cobbitne  «flpoxod o  kapme
C Hecoomgemcmeuem mMeKyu,emy MeCmOoroIOXEeHUI».

— XecTkasa — KOHTponnep 3anpeTuT AOCTyn MO KapTe, Npu 3TOM nepepaetcsi cobbiTve
MOHUTOPUHra «llpedbsgrieHUe Kapmbl C HapyweHUeM 30HarlbHOCmu» W pernctpupyetcs
cobbiTne «3anpem rpoxoda o nPUYUHE HapyWweHUsT 30HalIbHOCMU».

e KoHTponb BpemMeHun nans wuaeHTudukatopoe COTPYOQHMKOB / MOCETUTENEN.

MapameTp nossonser pAana BblbpaHHbix PKI onpegenuTb peakuuio  KOHTponnepa

Ha NpegbsBneHMe KapTbl AOCTyna COTPyAHWKa / NOCeTUTENa K CYUATbIBATEMD B Cryyae

HapyLleHns YCTaHOBMNEHHOro Kputepusa poctyna no BpemeHun. [Ona PKO «OxpaHa»

n «KoOHMpPOosib» MOXHO BbIOpaTh OAMH U3 BUOOB KOHTPONS:

— HeT — KOHTpONNep He OTCreXnBaeT BPpEeMEHHbIe KpUTEPUKN Npas JOCTYNa KapThbl.

— Msrkum — KOHTponnep paspeLwmt JOCTyn No NpegbaBeHHON KapTe, Npy 3TOM nepeaaeTcs
cobbITMe MoHuTOpUHra «[IpedbseneHue udeHmughukamopa, HapyweHue speMeHu», Nocne
COBEpLLEHUS Npoxoaa perncTpmupyetcsa cobbitue «1poxod no kapme ¢ Hecoomeemcmeuem
8peMeHHbIM Kpumepusim docmynay.

— XKeCTKMW — KOHTponnep 3anpetuT AOCTyn no KapTe, Npu 3TOM nepedaeTcs cobbiTue
MOHWUTOpPUHra «lpedbsieneHue udeHmucghukamopa, HapyuweHue 8pemMeHU»
n peructpupyetcsa cobbltme «3anpem npoxoda, Hecoomeemcmeue  BPEMEHHbIM
Kpumepusim docmynay.

e Bepudwmkauums:
— YpoBHu Bepucmkaumm (ot 1 go 4). MNMapameTp nos3sonseT 3agaTb TUN_U OYEPEOHOCTb
Bepudumkaumm. [JOCTynHbl crnegyowme TUnbl BepudukaLmm Ans Kaaoro ypoBHS:
Codr;
Codh1, ecnu noakntoUeH;
nay;
BBY;
BBY2;
BBY3;
nay Bbi6opoYHO;

O O O O0OO0OO0OO0
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BBY BbIGOPOUHO;

BBY2 BbIGOPOUHO;

BBY3 BbIGOPOUHO;
CyeT4YMK NpPOXOa0B;
Ankobapbep;
Ankobapbep BbIGOPOUHO;
Ankopamka;

Ankopamka BbIOOPOUHO;
Kep6ep-CT2;

Kep6ep-CT2 BbIGOPOUHO.

lpumeyaHue:

== [nsa BbibopoyHon Bepudmkaumn (MAY BbIGOpoyHO, BBY BbIGOPO4HO, AnkoGapbep
BblOOpPO4YHO, AnkopamMka Bbi6opoyHo, Kepb6ep-CT2 n np.) Ha Bknagke BbIbpaHHOro Tuna
BepuduKaumm HeobxoaMMo yKasaTb 3HayeHwe napameTpa BeposiTHOCTb 3anycka
Bepudmkaumum (0..100%), otnmyHoe ot 0 n 100.
— Codt. NapameTp no3BongeT 3agaTb BpeEMS OXUAAHUS NOATBEPXKAEHUS.
— nNAay v BBY. [ina Bknagok AOCTYMHbI criegyowmne napameTpsbl:
— lMoaTteepxaeHne npoxoaa:
npu npoxoae COTPYAHUKOB;
npu npoxoae COTPYAHUKOB ¢ HAPYLLUEHUEM BPEMEHMWU;
npu npoxoge COTPYOHUKOB ¢ HAPYLUEHMEM 30HAIIbHOCTWY,;
npu npoxoge MOCETUTENEMW;
npu npoxoae MOCETUTENEN ¢ HAPYLUEHUEM BPEMEHM;
npu npoxoge MOCETUTENEN ¢ HAPYLLEHUEM 30HANbHOCTMW.
o MopTtBepxpeHne npoxopa ana NMOCETUTENEWN. Mapametp nossonsieT BbiGpaTh
AOMNOMHUTENbBHOE YCNoBMe NpoBeaeHUs npoueaypbl Bepudukaumm ans noceTutenem:
v' MocTosiHHO. Bepndukauma npoBogMTcs HE3aBUCUMO OT CpOKa AENCTBUS KapThbl.
v B nocnegHun AeHb pencTBus uaeHTudumkatopa. Bepudumkaums npoBoguTcs
B CNnyyae, ecrnv garta npegbsBrieHnsa coBnagaeT ¢ JaTON OKOHYaHWS CpoKa AenCTBUSA
KapTbl.
o Bpema oxupaHma noatBepxAaeHuA. [lapameTp no3BONsSiET YCTaHOBUTbH Bpems,
B Te4yeHue KOTOpPOro KOHTponnep oxugaet noaTBepXxaeHne 3anpoca
OT BepMMpULMPYIOLLIEro YCTPONCTBA.

OO0 O0OO0OO0OO0OO0OO0OO0OOo

ANENENENENEN

o Mo ucteyeHMn BpemMeHU OXuAAHMA MNOATBEPXKAEHUA reHepupoBaTb COObITUE.
MapameTp nosBonsieTr BblbpaTb COObLITUE, PErncTpMpyemMoe B Cry4yae OTCYTCTBUS
nogTeepXxaeHua npoxoga ot BBY:

v 3anpet npoxoaa ot BBY. PekomeHayeTcs B criydae noaknoveHus BBY, nmetowero
TONbKO OAMH BbIXOA pa3peLLeHns npoxoaa.

v' OTKa3 oT npoxoaa, HeT oTBeTa oT BBY. PekomeHayeTca B criydae MOAKMOYEHUs
BBY, umetoLLiero BbIxoabl Kak Ars paspeLlleHns npoxoaa, Tak 1 Ansa sanpeta npoxoaa.

— BeposaTtHocTb 3anycka Bepudukauum (0..100%). MapameTp no3BonseT HACTPOUTb
BbI6OPOYHYIO BepudmkaLmto nonb3oBarenen B cny4vae HeobxoanmocTn
(Hanpumep, oNst yBenn4eH1s NponyckHOM CNOCOBHOCTM TOYKM KOHTpOns). [pu ycTaHoBKe
Kakoro-To 3HayeHusa Ons gaHHoro napametpa, otnuyHoro ot 0 u 100, Bepudumkaums
OyneT 3anyckaTbCH B COOTBETCTBMM C YKa3aHHON BEPOSATHOCTLIO MO NCeBAOCyYanHOMY
anroputmy. [nsa BelbopoyHon Bepudpmkaumm Ha Bkrnagke Bepudukaumsa gomkeH ObiTb
yCTaHOBMNEH iaXXoK HanpoTUB COOTBETCTBYyHOLWEro Tuna Bepudukauuun: MNOY
Bbl6opo4yHo, BBY BLIGOpo4HO, BBY2 BbIGOpOU4HO 1 BBY3 BbIGOPOUHO.

— CuyeTtuumK. MapameTp No3BoNsSeET 3agaTb BpEMS OXnaaHUS NOATBEPKAEHUS.
— Ankob6apbep. [1na Bknagku OCTYNHbI cneayroLime napameTpsl:

— IP-agpec ankobapbepa;

— MNopT ankobapbepa,;

— CeTeBoOe umsA ankobapbepa;

— MpoTokon:

v' HTTP (0obbl4HOE coeanHeHue);
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v' HTTPS (3awmdppoBaHHOE COeANHEHME).

— MNoatBepxaeHue npoxoaa:

v' npu npoxoge COTPYOHUKOB,;
v npu npoxoae MOCETUTENEN.

o MopTtBepxpeHne npoxopa ana NMOCETUTENEWN. Mapametp nossonsieT BbiGpaTh

AONOMHUTENBHOE YCNOBME NPOBEAEHUA NpoLeaypbl Bepudukaumm nst noceTutenen:

v' MocTosiHHO. Bepndukauma npoBogMTcs HE3aBUCUMO OT CpOKa AENCTBUS KapThbl.

v B nocnegHun AeHb AencTtBuUA maeHTUdMKaTtopa. Bepudukaums npoBoantcs
B CNnyyae, ecrnv garta npegbsBreHnsa coBnagaeT ¢ 4aTON OKOHYaHWs Cpoka AeNCTBUSA
KapTbl.

o Bpemsa oxupaHuma noarsBepxAaeHuA. [lapameTp no3BONSET YCTAHOBUTbH Bpems,
B TEYEHME KOTOPOro KOHTPONEp oXuaaeTt noaTBepxaeHne 3anpoca ot Ankobapbepa;

o Mpwm otcyTtcTBMM oTBeTa oT Ankobapbepa. [MapameTp no3sonseTt BblibpaTb cobbiThe,
perncTpypyemoe B criydae oTCyTCTBUS NoaTBepxaeHus npoxoda ot Ankobapbepa:

v 3anpeT npoxoga ot Ankob6apbepa.
v/ OTKa3 oT npoxoaa, HeT oTBeTa oT Anko6apbepa.

— BeposTtHocTb 3anycka Bepudukauum (0..100%). MapameTp No3BONsET HACTPOUTL
BbI6OPOUHYIO Bepudukaumo nonb3oBartenemn B cnyvae HeobxoanmocTn
(Hanpumep, anNsa yBenuyeHnst NponyCcKHOM CnoCOBHOCTM TOYKM KOHTpons ). [Npu ycTaHoBke
Kakoro-To 3HadeHus Onsi gaHHoro napametpa, otnuyHoro ot 0 n 100, Bepudmkaums
OyneT 3anyckatbCs B COOTBETCTBMM C YKa3aHHOW BEPOSATHOCTLIO MO NCEBAOCyYaiHOMY
anroputmy. Ons BeibopoyHOn Bepudmkaumm Ha Bknaake Bepudmkauma nomkeH 6biTb
yCTaHOBIIEH (hraXoK HAaNpOTUB Tuna Bepudukaumm Ankobapbep BbIOOPOUHO.

— Ankopamka. [Inda Bknagkv 4OCTynHbl cneayowme napameTpbi:

— IP-appec;

— MNopTt UDP;

— MNoarBepxaeHue npoxoaa:

v' npu npoxoge COTPYOHUKOB,;
v npu npoxoae MOCETUTENEN.

o MopTtBepxaeHue npoxopaa ansa NMOCETUTENEWN. Mapametp nossonsieT BbiGpaTb

AONOMHUTENBHOE YCNOBME NPOBEAEHUA NpoLeaypbl Bepudukaumm nst noceTutenen:

v' MocTosiHHO. Bepndukauma npoBogMTcs HE3aBUCUMO OT CpOKa AENCTBUS KapThbl.

v B nocnegHun AeHb AencTtBuA maeHTUdUMKatopa. Bepudumkaums npoBoantcs
B CNnyyae, ecrnv garta npegbsBreHnsa coBnagaeT ¢ 4aTON OKOHYaHWS CpoKa AEeNCTBUSA
KapTbl.

o Bpemsa oxupaHuma noatrsBepxAaeHuA. [lapameTp no3BONSET YCTAHOBUTbH Bpems,
B TE€YEHME KOTOPOro KOHTPOSSep oxXunaaeTt noaTBeEpXXAeHME 3anpoca OT ANKOpaMKu;

o Mpwu otcyrcTtBUM oTtBeTta oT AnkopaMmku. [lapameTp nossonseTt BbibpaTb cobbiTue,
perncTpmpyemoe B criydae OTCyTCTBUS NOATBEPXKAEHMS npoxoda OT ArKOpaMKu:

v/ 3anpeT npoxoAaa oT ANKOpaMKHu.
v/ OTKa3 oT npoxoaa, HeT oTBeTa OT ANKOPaMKMu.

— BeposTtHocTb 3anycka Bepudukauum (0..100%). MapameTp No3BONsET HACTPOUTL
BbI6OPOUHYIO Bepudukaumo nonb3oBartenemn B cnyvae HeobxoanmocTun
(Hanpumep, anNsa yBenuyeHnst NponyCcKHOM CnoCOBHOCTM TOYKM KOHTpons ). [Npn yctaHoBKe
Kakoro-To 3HayeHusa Ons gaHHoro napametpa, otnuyHoro ot 0 u 100, Bepudumkaums
OyneT 3anyckaTbCs B COOTBETCTBMM C YKa3aHHOW BEPOSATHOCTLIO MO NCEBAOCyYaiHOMY
anroputmy. [nsa BeibopoyHon Bepudmkaumm Ha Bkrnagke Bepudukaumsa gomkeH ObiTb
yCTaHOBIIEH (praXoK HaNpOTMB Tuna Bepudukaumm AnkopamMmka BbIGOPOYHO.

— Kep6ep-CT2. [Inga Bknagky AOCTYNHbI CneayoLwme napameTpbi:

— IP-appec;

— MNopr;

— MpoTokon:

v WS (06bl4HOE CoeanHEHNE);
v WSS (3awmndpoBaHHOe CoeanHeHMe).

— Maponsb;

— MopTBepxaeHue npoxoAaa:

v' npu npoxoge COTPYOHUKOB;
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v' npv npoxoge MOCETUTENEMN.

— NonrteBepxpaeHne npoxopga ans MOCETUTENEN. MapameTp nossonsieT BbibpaTb

AOMNOMHUTENBHOE YCNoBMe NpoBeAeHUs npoueaypbl Bepudukaumm Ans noceTutenen:

v MocTosiHHO. Bepudumkaums npoBoanNTCS HE3AaBMCUMO OT CpoKa AeNCTBUS KapThbl.

v B nocnegHun aeHb AencTtBusa maeHTudukatopa. Bepudukaums nposoautcs B
cnyyae, ecnu garta npegbaBrneHns coBnagaeT ¢ OaToOW OKOHYaHUSA cpoka OencTBus
KapTbl.

— Bpemsa oxugaHua noatTBepxAaeHUA. [MapameTp no3BonsieT YCTaHOBUTbL BPEMSs, B
TEYEHNe KOTOPOro KOHTPONNep oXxuaaeT NoaTeepxaeHne 3anpoca ot Kepbep-CT2;

— Mpun orcytcTBUM oTBeTta oT Kepbep-CT2. [NapameTp nossonsieT BblGpaTh COObITHE,
perncTpMpyemoe B criydae oTCyTCTBUS nogTeepxaeHus npoxoaa ot Kepbep-CT2:

v 3anpet npoxopa ot Kepbep-CT2.
v' OTKa3 oT npoxoaa, HeT oTBeTa oT Kepb6ep-CT2.

— BeposaTtHocTb 3anycka Bepudukauum (0..100%). MapameTp No3BonsieT HaCTpOUTb
BbIGOPOYHYIO Bepuhmkaumio nonb3oBaTtenen B criydae HeobxoaumMocTn (Hanpumep, Ans
yBENnMYEHNs MNPOMYCKHONW CMNOCOBHOCTU TOYKM KOHTpons). [pu ycTaHOBKE Kakoro-To
3Ha4YeHus Ons gaHHoro napametpa, otnudHoro ot O m 100, Bepudukauma Oyget
3anyckatbCa B COOTBETCTBUW C YKasaHHOW BEPOATHOCTbLI MO MNCEeBLOCIyYanHOMY
anroputmy. [ins BbibopovHOM Bepudukaumm Ha Bknaake Bepudmkauma gomkeH 6biTb
YCTaHOBINEH hiaXXok HanpoTue Tnna sepmudukaunn Kepoep-CT2 BbIOGOPOUHO.

e KomuccuoHupoBaHue.

— Bpemsa oxupaHusa. [lapameTp nNo3BONSET YCTAaHOBUTb BpPEMHA, B TeEYEHME KOTOPOro
KOHTpOsnep oxugaeT NoATBEPXAEHMe 3anpoca.

— Bpemsa ngeHtudpukauunm.

— BKNoYMTbL KOMUCCUOHMPOBaHME ANA [aHHOro HanpasneHus. [MapameTp no3songaet
YyCTaHOBUTb KOMUCCMOHUPOBaHWe ANns AaHHOro HanpasneHus. Npu gobasneHun B wabnoHe
JocTyna mnoMeLlleHna C KOMWUCCUOHMPOBAHWEM [daHHbIA MapameTp ycTaHaBrvBaeTcs
aBToMaTtumyeckn. B crnyyae OBYCTOPOHHEN TOYKM NpOXoAda napamMeTp YCTaHOBUTCS Ha obenx
BKMagkax HanpasneHun npoxoga (HanpasneHue 1 n HanpaBneHue 2).

e M3bimaTb upeHtudukatopbl MOCETUTENEN. ®yHKUMA OOCTYMHA TOMBKO MPU HaNMWuWu
CBSAA3N KOHTpOMfepa C cepBepoM cuctembl. [lapameTp nossonseT BbibpaTb ycrnoswue,
npy KOTOPOM NOEHTUUKATOP NPEeObSBNEHHONW KapTbl AOCTyna NOCETUTENS aBTOMAaTUYECKU
yaanseTcs.

— Hert. lgeHTUduMKaTOp HEe yaanseTca aBToMaTU4eCKu.

— Mocne n6oro npoxoaa. oeHTudurkaTop yaansaeTcsa npy NepBoM NpeabsiBlIEHUN.

— Mocne npoxopga B nocnegHMn AeHb AencTBusa uaeHTudwmkaropa. NoeHtudukaTop
yoanseTtcd, ecnu gata npegbsaBneHna coBnafjaeT C JaTOW OKOHYaHWA cpoka OencTBus
KapTbl.

e Moppepxka kKapTonpueMHuka ans naeHtudukatopos MNOCETUTENEN.
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20.5. Bknagka «l"'eHepaTop TpeBOrn»
Bknagka BbIrnaguT cregyowmm obpasom:

Kotgnrypauua PERCo-Web*® ANMUHUCTPETOP
[& KouTponnep CL15 BepryTaca & criucey

Hazsakine TeHepalys TpesorM npu Ecnn MOEHTUOUKATOP HE 3APETMCTPUPOBAH <
npeBABNEHUH UAEHTUdHMKATOPa
Kontponnep CL15 Ecnn MAEHTUOUKATOP 2AMPELEH
TeHepaLya TpeEor Npu N
Boixon Ha HeCaHKLMOHHDOBHHOR Ecnu UCTEK CPOK JEMCTBMA

pazbnokuposke MY
HeKkoHTponupyeman TepputopH € Ecnn HAPYLUEHO BPEMA

eHepauns TPEBOMM MO HEAONYCTUMO

Ecnu HAPYLUEHA 30HANBEHOCTE
Bxog B T [ONToMY OTKpBITHIO MY

Ecnn HAPYLUEH PEXMM PABOTGI
Xonn (]
Ecnu HAPYLLIEHO KOMWCCHUOHWPOBAHWE
Crmecok NFC yeTpoicTe
Mpw 3ANPETE OT AJIKOBAPBEPA
Mpw 3ANPETE OT AJIKOPAMKA
Npw 3ANPETE OT KepBep-CT2

CeTe
Pastoe

ny

KomaHgbl gna ycrpoiictea

Hanpasnexue N21
Hanpaenexue N22

TeHepaTop Tpeeord

Pecypc cBsizaH ¢ koHTponnepom MY 1 no3sonseT BblAeNUTb COObITUS, KOTOPbLIE AOSMKHbLI MPUBOAUTL
K reHepauun TpeBoru B KoHTponnepe. [oCcTynHbl cnegyowime napameTpbl:

e Bknagka TleHepauus TpeBOrM npu npeabABAEHUMU uAeHTUPUKATOpa — napameTp
No3BONAET YKka3aTb COObITUSA, CBSI3aHHbIE C NPEeAbsBIEHMEM KapT AOCTyNa, Npu perncrpaummn
KOTOPbIX NPOM30NaEeT reHepauus TpeBoru:

— ecnu WOEHTU®UKATOP HE 3APETMCTPUPOBAH;
— ecnvu WOEHTU®UKATOP 3AMNPELLEH;

- ecnu UCTEK CPOK OENCTBMUA;

— ecnu HAPYWEHO BPEMH4;

— ecnu HAPYWEHA 30HAJIbHOCTb;

— ecnu HAPYUWEH PEXXUM PABOTbI;

— ecnum HAPYWEHO KOMUCCUOHUPOBAHMUE;

— npu 3AMNPETE OT AJIIKOBAPbEPA;

— npu 3AMNPETE OT AIIKOPAMKWU;

— npwv 3AMNPETE OT Kep6ep-CT2.

e Bknagka NeHepauusa TpeBOrn npu HecaHKLUMOHUPOBaHHOM pa3bnokupoBke NY — napameTp
nossonset ana PKL «KoHmponb» n «3akpbimo» ykasaTb, byoeT nv reHepnpoBaTbCs TpeBora
B Criydyae MexaHudeckon pasbriokumpoBkn WUY npum nomowm knwouva, TO ecTb 6e3 KomaHabl
OT KOHTponnepa:

— B PEXXUME PABOTbI "KoHTponb";
— B PEXXUME PABOTbI "3akpbiTo".

e Bknagka leHepauusi TpeBoru no Hegonyctumo pgosnromy oTkpbiTuio UY — napametp
nossongaet ansa PKO «Kowmpone» ykasatb, OygeT nvm reHepuypoBaTbCs TpeBora B Criyyae,
€cnu nocre oTKpbITUA MY oHO He 6bino HopmanuaoBaHo B TeveHue lNMpeaenbHOro BpemMeHu
pa36noKnpoBKN, 3a4aHHOMO B napameTtpax atoro LY.
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20.6. Bknapka «Bxogbi»

Bknagka BbIrnsaguT crieayowmnm obpasom:

HazeaHwe 1 - exoa In1 Tun
Kontponnep CTL14 2 - Bxoa In2 Curnan npoxoga
3 - exog In3 KoHTtpoanep
JeycTopoHHUA 2amok N21

Cetb 4 - exog Ind

- exoq In5 HanpaeneHwe

w

Pazroe

6 - exog InG HanpaeneHwe 1

Bb\XO,ﬂ,bl 7- BXOA, DUA 1 HOPMEIII!:HOE COCTOAHWE KOHTaKTa

3ameH
8 - exog DUSt 1 b
Bxoakl

9 - exog DUB 1

C
UNTRIEATEAM 10 - exon DUA 2

[lns HacTpokM BXO4OB AOCTYMHbI criedylowme napameTpbl:
e Twun. Boinagarowmnn cnmcok no3sonsieT BoldpaTtb 04MH U3 CneayoLwmx TUNoB;

— OO6bI4HbIN. K faHHOMY BXxO4y MNOAKMNIOYEHO BHelHee obopyaoBaHmne, COCTOSHNE KOTOPOTo
OOJPKHO OTCNEeXnBaTbCsA KOHTponnepom. MoXXHO ykasaTb anroputMm AeUCTBUIN KOHTposnepa
npy NONYyYEHUN YNPaBSIOLWEro cMrHana ot NOAKMHYEHHOro o6opyaoBaHuS.

— Knonka MNAY-Bbixoga.

— KnHonka MNAy-cron.

— CwurHan npoxopaa.

— Bxop Fire Alarm. [llpegHasHayeH ANS MOAKMKOYEHUS YCTPOWMCTBA MoAdadn KomMaHgbl
aBapuiiHon pa3bnokmpoBku (OTKpbITMA) npoxoga UY Fire Alarm.

— Bxoa noartBepxaeHus BBY. [lpegHasHadeH pana  nogkniodeHmsa Bbixoga BBY,
Ha KOTOpbI NoAAEeTCsa YyNpaBnsAoLWMIA CUrHaN B Cnyyae paspeLieHns Npoxoaa.

— Bxop 3anpeta BBY. [pegHasHa4yeH ona nogknioyeHus Boixoga BBY, Ha koTopbI nogaeTtcs
ynpaBnsoLWmi CUrHan B criydae 3anperta npoxoga.

— Bxop cbpoca TpeBoru.

o KoHTponnep. NMNapameTp no3BonseT BblIbpaTb KOHTPOSEP.
o HanpaBneHue. [lapameTp 3agaeT HanpaeBneHune WY, K KOTOpOMYy MpuBsA3bIBaETCA

CUMTLIBATENb.

¢ HopmanbHoe coctosiHme koHTakTa (3amkHym /Pa3omkHym). Bbibop napameTpa 3aBuCUT
OT TMNa MNOLKMOYEeHHOro obopynoBaHud. lMapameTp onpenensieT, Kakon ypoBeHb cuUrHana
Ha BXOAE KOHTpOIfiepa cYMTaeTCcs HOpManM30BaHHbIM.
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20.7. Bknapka «Bbixogbi»

Bknagka BbIrnsaguT crieayowmnm obpasom:

HazeaHue 1 - ewixog NO1/C1/MNCT Tun
Kontponnep CTL14 2 - ewixon NO2/C2/NC2 Beixoa ynpaeaenua MY
3 - eeixog NO3/C3/NC3 KoHTponnep
Cets 4 - geixo NO4/CA/NCA e T TS
5 - eeixag OK1 Hanpaenexue

PazHoe

6 - soixog OK2 Hanpaenenue 1

Beixoas! 7 - ewixoa OK3 HopmansHoe coctosHme

He zanntan
8 - ebixog LdA 1
Bxoasl

9 - eoixog LdSt 1
C
HMTbIBATEAM 10 - ebixoa LdB 1
11 - Boixog LdA 2

12 - eeixog LdSt 2

13 - ebixog LdB 2

[1ns HacTpoWKKM BbIXO4OB LOCTYMNHbI CrieaytoLlmne napameTpbl:
e Tun. Boinagawowuin CNncok no3BonsieT BblGpaTe O4MH U3 Criefyowmx TUMNoB:
— OObIYyHbIN. K BbiXxO4Y NOAKMOYEHO AoNoNHUTENbHOe obopyaoBaHMe, Nornka ynpasneHus
KOTOPbIM ONUCLIBAETCS Yepes onmcaHne gpyrux ycTpomucTB CUCTEMBI.
— Bbixoa ynpaBneHus WY. [pegHasHadyeH ana nogknodeHus k WY ona nepepaydn
ynpaensiowmx curHanoB brokuposams | Pa3briokuposame.
— Bbixoa uvHaukaumm TMAY. lNpegHasHadyeH ana nogkrodeHna k MNOY pgna nepepayn
YyNpaBnsitoLmMX CUrHANoB CMeHbI MHANKaL MK,
o KoHTtponnep. NMNapameTp nNo3BonsieT BbIOpaTbh KOHTPOIEP.

° HanpaBneHMe. I'IapameTp 3afaeT HanpaslieHne ny, « KOTOPOMY MNpuBA3bIBA€TCA
cynTbIBaTEsb.

e HopmanbHoe cocTtosiHue (He 3anumaH /3anumad). MapameTp onpegenseTr, NOA4aHO nu
ynpaBnsiloLLiee HaMNpshKeHVe Ha perne Bbixoga Npy HOpManu3oBaHHOM COCTOSIHUM BbIXOAa.
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20.8. Bknagku «CsouncrtBa» u «kHanpasneHue Ne» (ans PERCo-CR11)
Bknagka CBoMcTBa BbIMSANT Criegytowmnm obpasom:

BD KDHTPOJ’MEP CR11 BepHYTLCA K CMCKY

Hazsanne BHYTPeHHAR 331WKMTa OT Nepedaur naeHTudukatopoe (Local Antipass)

{ Bpema 0XWAaHWA NEPCOHaNNZaLNN OT Cepeepa

Brixoa uz Cexyra!

He eribpaHo Bpema oToBpakeHUa MHOOPMALMK Ha Auciaes

3 CekyHabl
Bxoge

He sribpaHo BpemeHHan 3oHa BX0J3

Hwkoraa
Crnucok NFC yctposicte

EpemeHHan 20Ha EbIxoaa

Hukoraa
Cetn
Paznoe
Ceoiictea
Hanpaensxme N21
Hanpaenenme N22

CuuTeiBaTenn

[ns HacTporkn AOCTYNHbI criegylowue napameTpbl:

e BHyTpeHHsAs 3awmTa oOT nepegaum uaeHTudukatopoB (Local  Antipass).
[Mpn ycTaHOBNEHHOM  MNapamMeTpe  KOHTpomnfep  OTCNeXuBaeT  cfydan  MNOBTOPHOro
npegbaBNeHna OQHOMO 1 TOro Xe naeHTUduKaTopa K ToOMy Xe CHUTbIBaTeN!o.

e Bpems oxmpaHua nepcoHanusauum oT cepBepa. Bpems, B Te4eHUn KOTOPOro KOHTponnep
oXuaaeT OTBeT cepBepa Ha 3anpoc banaHca.

o Bpems otoGpaxeHunsa nHdopmauum Ha gucnnee. [lone BBoAa NO3BONSAET 3afaTb BpeEMs,
B TeuyeHmne koTtoporo Ha XKW koHTponnepa oTobOpaxkaetrcss nepcoHanbHas WHdopMauus,
CBsi3aHHas C NpedbsABNEHHOW KapTon AoCTyna.

e BpemeHHas 30Ha Bxopa. Homep BpeMeHHOW 30Hbl, B COOTBETCTBUM C KOTOpou Oyaer
yCTaHaBnMBaTbCsa HanpasneHne npoxoga "no ymonyaxuw" = "Bxoa".

e BpemeHHasa 30Ha Bbixopga. Homep BpeMeHHOW 30Hbl, B COOTBETCTBMM C KOTOpowm byaet
yCTaHaBnMBaTbCA HanpasneHne npoxoaa "no ymonyaxHuo" = "Beixoq".

Ha Bknagke HanpaBneHue Ne... 4OCTYNHbI cneayowme napameTpbi:

e 3awwuTa oT nepepaum naeHTudpukatopos COTPYOAHUKOB / MOCETUTENEWN (Antipass).
Mpn ycTaHoBKe hnakka napameTp NO3BONSET OTCNeXuBaTb NpeabsaBreHNe KapTbl 4OCTyna
coTpyaHuKa / noceTuTenst K cuYUTbIBaATENO B Criydyae HapyweHus uM YHKUMU KOHTPOMS
30HanbHocTh (Antipass).

e KoHTpons BpemeHn ans wuaeHTudukatopos COTPYOQHMKOB / NMOCETUTENEN.
Mpwn ycTtaHoBKe bnaxka napameTp No3BOSISIET OTCNEXMBATbL NPeabsBreHne KapTbl OCTyna
coTpyaHuKa / NOCEeTUTENS K CYMTLIBATENIO B Cryvyae HapylleHUs YCTaHOBIIEHHOIO Kputepusi
JOoCTyna no BpeMeHW.

o Bpemsa ngeHtudnkauyum.
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20.9. Bknagka «CuunTtbiBaTenu»

Bknagka BbIrnsaguT crieayowmnm obpasom:

HazsaHwe 1 - cumThiBaTenk rs485 aapec 1 KonTpoanep

KowTponnep CTL14 2 - cumTsiBaTens rs485 agpec 2 [BycTOPOHHMIA 3aMoK N21

3 - cumToieaTens rs485 agpec 3 HanpaeneHwne

CeTh 4 - cuuTwiBaTens rs485 agpec 4 Hanpaenenme 1

5 - cumTsigaTens rs485 agpec 5
PazHoe

6 - cumToiBaTens rsd485 aapec 6
Brioael 7 - cuMTuiBaTenL rs485 agpec 7

8 - cumToigaTens rs485 agpec §
Bxoam

CunTbiBaTEM

[lna HacTponkn JOCTYMHbI crieaytowmne napameTpsb!:
o KoHTtponnep. MNapameTp no3BonseT BbibpaTb KOHTPOSNEP.
e HanpaBneHue. [lapameTp 3agaet HanpaBneHne WY, K KOTOpOMy npuBA3bIBAETCA
cuuTbiBaTenb.

Mpy KMCNOMNb30BaHUM CUCTEMbI pacrno3HaBaHWA aBTOMOOWNbHbIX HomepoB AutoTRASSIR

y cuumbigamensi TRASSIR 6ygyT 0OCTynHbI cneaytoLme napameTpsb:

e Bupeokamepa TRASSIR. [lapametrp nossonseT BbibpaTe Buaeokamepy TRASSIR
ANs aBTOMaTU4EeCKOro pacno3HaBaHMs HOMEPOB TPAHCMOPTHbLIX CPeACTB.

e lNMonoca paBwxeHus. [lapameTp no3BonseT ykasaTb HOMEpP MOSIOCbl  ABMKEHUS,
no kotopon 6yayt pgsuratbca TC, rocygapCTBEHHble HOMepa KOTOpbIX Heobxoammo
pacno3HaBaTtb. Ecnu octaBuTb none HesanonHeHHbIM, kKamepa byaeT pacnosHaBaTb HOMepa
TC ¢ no6on nonocel.

llpumeyaHue:

% HacTtporika nomnocbl [OBWXEHUs npuBoauTca B «Pykogodcmee adMuHucmpamopa
TRASSIR», KOTOpOE MOXHO HaWTK Ha cante paspaboTymka no agpecy: www.dssl.ru.

e HanpaBnenue pBwmxeHus TC. [MapameTp no3BonsieT 3agaTb HanpaBreHue ABMKEHUS
TPaHCMNOPTHbLIX CPeacTB MO OTHOWeHuUo Kk Bugeokamepe TRASSIR pnsi KOppekTHOM paboTbl
ATI. Hanpumep, BO nsbexaHue pacnosHaBaHUs HOMepa Ha 3agHemM 6amnepe TPaHCMOPTHOMO
cpencTBa Npuv Bble3ae C TEPPUTOPUM NPeanpUsaTUS.

lpumeyaHue:

" pabora ¢ obopynoBaHnem TRASSIR onwucbiBaeTca B Pykoeodcmeo mnosib3oeamernsi
modynsi PERCo-WM06 «MHmeepayusi c TRASSIR».
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20.10. Bknaagka «lno3»
Bknagka BbIrnaguT crnegyowmm obpasom:

°}‘ Wnroz CTL14 BepHyTECS K CIMCKY

HazeaHue Hactpoiiku ANropuTM Npoxoaa
W3 CTL14 [eeps 1 - BX0A B WAK3 Msarkuia
leepe 1 - BoIXOA M3 W03 Bpems HaxoxgeHws B Wko3e
100

Waroz lBeps 2 - BoiXOA W3 W33

lBeps 2 - BxoA B W03

[ns HacTporkK AOCTYNHbI criegyowmne napameTpbl:
e Anroputm npoxopaa:

— Msarkui. Mpy ncnonb3oBaHUM OAHHOTO PEXMMA, CNU YENOoBEeK HaXOAMUTCA BHYTPU LUMO3a,
BO3MOXEH NpOXoz Brnepea 1 Bbixod Hasag,.

— XecTtkun. [Npu Ucnonb3oBaHMM AAaHHOMO PeXMMa, eCrv YeNOBEK HAXOOUTCS BHYTPU LUM03a,
BO3MOXEH TOINbKO NPOXoA Brnepes.

L BpeMﬂ HaxoxaeHunda B LUNo3e. I'IapameTp no3BoNAEeT yCTaHOBUTb BpeMA ANA HaXoXOeHUA
B LUKO3€E.

20.11. Bknagka «CocTtaBHOW OOBLEKT»
Bknagka BbIrnaguT crnegyowmm obpasom:

(© CocraBHOW obbekT CL15 BeDHYTHCA K CTIHCRY

HazeaHwe Anropuia

CocTaeHoii obtekt CL15 TypHUKeT

KoHtponnep 1

CrEnmGy sineT Kontpoanep CL15 (10.1.220.95)

KoHTtponnep 2

Kontpoanep CL15 (172.17.1.116)

[nsa HacTporKkn AOCTYNHbI CReayloLwme napameTpbl:
e AnropuTtm npoxopa. Boinagarowmn cnncok no3BonsieT BoibpaTe O4MH U3 anropMTMOB
npoxopaa:
— TypHuker;
— JABYCTOPOHHMUI 3aMOK.
o KoHtponnep. lNapameTp npegHasHa4yeH Ans Bbibopa yCTPONCTB Anst GOpMMPOBaHMS
COCTaBHOro o6bekTa.
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21. MNMapameTpbl KOHTpOIepoB Suprema

B 3aBMCMMOCTM OT TUNa KOHTPOSiepa CAMCOK PECYPCOB N COOTBETCTBYHOLLMX UM BKNagoOK MOXET
oTnnyatbes. JOCTynHbI criegyrowmve BKNagku:

o Cetb;

e Pa3sHoe;

e 3aMoK;

e CuuTbiBaTenb.

O6wume HacCTpOMKM CBETOBOW W 3BYKOBOM MHAMKAUWMW O BCEX MOAKMIOYEHHBbIX K cucteme
KOHTponnepoB Suprema 3apatoTca Ha Bknagke KoHTponnepbl Suprema BO BCM/bIBaOLLEM OKHE
O6wme napameTpbl.

lpumeyaHue:
o [Ona wnHTerpauum Heobxoammo, YTOObI KOHTpONnepbl UmMenu Bepcuto BHyTpeHHero MO
("npowmnBky") He MeHee YeM:
— Ons koHTponnepa BioEntry W2 — 1.1.1;
— Ans koHTponnepa BioEntry Plus (nnatgopma BioStar 2) — 2.3.1.

21.1. Bknagka «CeTb»

Bknagka otobpaxaeT nHdopmauuio 0 cnegyroLmnx CeTeBbIX NnapameTpax:
o |IP-agpec;
e Macka noagcertu;
¢ |P-agpec wnto3a;
o MAC-agpec.

OKHO nMeeT crieayownii BUA;

(© KoHTponnep Suprema FaceStation F2

Hazeanue IP-anpec
Kontponnep Suprema FaceStation F2 172.17.102.37
Buixog u= Macka noacatu

He eifpaHo 255.0.0.0

Bxoa & IP-aapec wnwza

He ewibpaHo

MAC-agpec

Cetb
PazHoe
3amMok

CuKTelEaTENE

ANnn
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21.2. Bknapka «PasHoe»

Bknagka BbIrnsaguT creayowmnm obpasom:

(© KoHTponnep Suprema FaceStation F2

Hazaanme Bepcua npowmekw
KoHTponnep Suprema FaceStation F2 FSF2-AB 203
Beixog vz “Yacoeoii NoAc
He ebifpaHo Yacoeolf NnoAc cepeepa cMCTEMEI
Bxoa & BricTpas nepenava AaHHbIX
He eriBpaHo
Cetb
PazHoe
3amok

CumTbiBaTENR

Bkrnagka cogepXuT criegytoLlime HaCTpOMKK:
¢ Bepcus npowmBKM — B Norie otobpaxaeTcs Bepcus NpoLwneky BCTpoeHHoro MO koHTponnepa.
¢ YacoBow nosic — BbinagaroLwmii CNMCOK NO3BOSISIET BbIbpaTh YacoBOM NOSIC KOHTPOIepa.

21.3. Bknapka «3amMok»

Bknagka 3amMok BbIrnganT criegyrowmm obpasom:

(© KoHTponnep Suprema FaceStation F2

HazgaHue ¥npaeneHwe 3aMKomM
KoHTponnep Suprema FaceStation F2 Latuuk apepu
Buixoa 2 HopmankHo 3aMKHYT
He eniGpaHo KHonka "Beixoa”
HopumaneHo 2amMkHyTa
Bxog B
He Buibparo Bxoa aaTumka Aeepu
Bxog O
Bxoa kHonkKn "Beixoa”
Cetb
Bxog 1
Fasroe MpeaensHoe BPeMA OTKPLITUA ABEDA
8 CeryHas!
3amok
brokupoBaTs ABEph NOCIe 2aKpLITUA
CunTblEaTens

Bpema oTKpLITUA ABEDN
4 CeryHas!
PerncTpaums npoxoda No npeasaeeHnio naeHtudnkaropa

nO,ﬂ,TEIEp)K,ﬂ,EHHe Npoxoda 0T KOHTpROoANEpa

He MCNoAL3yeTca
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Bknagka cogepxuT cnegytowime HacTpOnKK:

e YnpaBrneHue 3aMkoM. [1pn ycTaHOBKe (pnaxkka NnoaBnsalTCa Apyrue HaCTPOMKMK.

e [atumk ABepu. PackpbliBalOWMACA CMMCOK MNO3BOMSIET BbliOpaTb HOpMarnbHOE COCTOSIHWE

AaTtyvka asepu (repkoHa):

— HopmanbHO 3aMKHyT;

— HopmanbHO pa3oMKHYT.
llpumeyaHue:

& HopwmarnbHbIM COCTOSIHUEM AaTyuKka ABepu (repkoHa) cHMTaeTcs TO COCTOSIHUE, B KOTOPOM
HaxoguTCa [AaTyuMk npu  3akpbitol ABepu. COOTBETCTBEHHO, €CnvM [aTyvk  OBepu
KOHCTPYKTMBHO PacronoXeH Tak, YTO NPU 3aKpbiTON ABEPU OaTYMK HOPManbHO 3aMKHYT,
TO Heobxo4MMO M3 pacKpbIBaKOLWErocs cnucka Ans gatdvka asepuv Bblbpate HopmanbHo
3aMKHYT.

¢ KHonka "Bbixoa". PackpbiBalOLWMIACA CNMCOK MO3BOMSIET BbiOpaTb HOPManbHOE COCTOsIHME

kHonku "Bbixog™:
— HopwmanbHo 3aMKHYTa;
— HopmanbHo pa3oMkHyTa.

lpumeyaHue:
¥ HopmanbHbIM COCTOSiHUEM KHOMKM "BbIXo4" cuyMTaeTcss TO COCTOSIHME, B KOTOPOM
HaxoAUTCs KHOMKa npu 3abnoknpoBaHHoOW Aepu. COOTBETCTBEHHO, €CNU KOHCTPYKTUBHO
npeaycMOTPEHO, YTO NPU HaXXaTun KHOMKM "Bbixoa" pasMblkaeTCa KOHTaKT perne un ABepb
pasbnokupyetca (T.e. Nepexoaut W3  HOPMAanbHOrO0 COCTOSIHMS B COCTOSIHME
pa3brnokMpoBKK), TO HeobxoaMmmo wu3 packpbiBawllerocss cnucka KHonka "Bbixog™
BblbpaTb HopManbHO 3aMKHyTa.
e Bxop patuuka aBepwu. PackpbiBalOWMNCA CNMCOK NO3BONsieT BblOpaTb, K KakoMy BXogdy
KOHTponnepa 6ygeT nogknioyaTbCa AaTymk ABEpU:
— Bxop 0;
— Bxop 1.
e Bxop kHonkm "Bbixoa". PackpbiBaloLMNCa CNMCOK MO3BOMSET BbIOpaTb, K KakOMy BXxogy
KOHTponnepa 6yaet nogkntoyaTbCsl KHonka "Bbixoa™:
- Bxop 0;
- Bxop 1.

lpumeyaHue:
e KaTeropuyecku He pekoMeHOyeTcs NoAkmnoYaTh AaTYUMK ABepU 1 KHoMKy "Bbixoa™ Ha oavH
W TOT XXe BX0[, KOHTpornepa.

o [lpepenbHoe BpeMsA OTKPbITUA ABEepU — BpPeEMS, MO UCTEYEHUU KOTOPOro KOHTpomnep
yrnpaBneHnss 4OCTynom nepenget B COCTOSHWE TPEBOrM MO NPUYMHE TOro, YTO ABepb He Obina
3akpbiTa 1 3abnokMpoBaHa. PackpbiBatoLLMINCS CNMCOK NO3BONSET 3aa4aThb 3HaYeHMe 1 BbIbpaThb
eJVHULbI USMEePEHUs nNpeaeribHOro BpeMeHu OTKPbITUS ABEPU:

— MunnucekyHAbl;
— CeKyHAabl;
— BeckoHeYHOCTb.

o [lpn ycTaHoBKe hnaxkka BnokmpoBaTtb ABepb Nocne 3akpbIiTUA ABepb OyaeT 3abnoknposaHa
cpasy nocre 3akpbITuS.

e Bpemsa oTkpbITMA ABepu — BpeMSA, Ha KOTOpoe ABepb pPa3brioKMpyeTcs KOHTPOSepoM
ynpaBneHns 4OCTYNOM AN OTKPbITUS. PackpbiBaloLWMACA CIMCOK NO3BONSAET 3a4aTb 3HAYeHue
1 BblIGpaTh eOUHULBI USMEPEHUSA BPEMEHWN OTKPLITUS OBEPU:

— MunnucekyHAabl;
— CeKyHAablI;
— beckoHe4HOCTb.

¢ [lpu ycTtaHoBke dhnaxka Perncrpaums npoxoaa no npeabaBneHnto ngeHTudukaTopa dakrt
npoxoga OyaoeT 3aperMcTpypoBaH cpa3y Xe nocne npeabsBneHns uaeHTudukaTopa,
T.e. 6e3 oXnaaHus COOTBETCTBYIOLLUX CUrHANoOB C TYPHUKETA, AaTyuka ABepu 1 T.4.

ANnr
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o [loaTBepxaeHMe Npoxoaa OT KOHTPOSINepa — packpbIBaOLLMNCA CMIMCOK NO3BONSAET BblibpaTh
ANA NOATBepXAeHus npoxoda ToT koHTponnep PERCo, Bxogom [OY koToporo ynpasnsaet
BbIX04, KOHTponnepa Suprema.

lpumeyaHue:

S Onuma ucnonbayeTtca npy MHTerpaummn AN unu koHTponnepa PERCo ¢ o6opyaoBaHiem
Suprema ons KOPPEKTHOro yyeTa paboyero BpeMeEHN.
Ecnn BbiGpaH nogTtBepxgawowmin koHTponnep PERCo, TO nocne npoxoga OT Hero
oxupaeTca cobbitne «llpoxod no komaHOe om [Y», nocne 4ero B XXypHan coObITui
cucTeMbl  3anucbiBaeTca  cobbiTMe  npoxoaa, B NPOTMBHOM  CcfyvYae  —
cobbiTne «Omka3 om ripoxoda.

21.4. Bknapka «CuyntbiBaTenb»
Bknagka CuntbiBaTenb BbIrMsSANT Criegyowmnm obpasom:

[ KoHTponnep Suprema FaceStation F2 BepHYTbCH K CIUCKY

HazeaHue Tepmunan YP
P IR YLD > Komanae! cunTeiBaTenn
KouTponnep Suprema FaceStation F2 KOHTPOAL TeMRepaTypsl
YCTaHOBWUTL peXMM paboThl "OTKPLITO
Buixog w3 KOHTPO/E MAcKy Ha Anue
YcTaHoBUTL pexum paboTel "KoHTponk
He es16pao Ypoeexs Ge30nacHoCcTv
HopManeHbii YcranoBuTh pexum pabotsl "3akpeito”
Bxoa 8

Jaturk gemxenna
He enibpaHo

Cpeanni

¥YpoBeHb 0CBEWEHHOCTH
Cete
HopmaneHelii

Pazuoe 3awwmTa OT NOAAEAKK AKLA

BeixaioueHa
3amok
Pexxuum Wiegand

CuuTsiBaTens Bxoa

KomaHabl gna yerpoiictea

Mopraock BaAT B asHTHdUKaTOpE

Or CTapuwero K Maagwemy

Bknagka cogepXxuT cnegyoLime HacTPONKK:

1. [Ons KOHTPONJIEPOB CO CKAHEPAMM OTNEeYaTKOB NanbLeB:
e YyBcTBUTENnbHOCTb. PackpbiBalowmicss  CNUMCOK  MO3BOMSET  3adaTtb  YPOBEHb
YyBCTBUTEITbHOCTN CYMTbIBATENS:
— Huskas; YpoBeHb ( oT 1 oo 6); Bbicokas.
lpumeyaHue:

I'IapameTp l"|YB(;TBI!ITeJ1bHO(;Tb onpeaendetr 4yBCTBUTEJIbHOCTb AaT4yMKa CKaHUPOBaAHUA
OoTne4vyaTKoB nanbLUeB. rlpl/l BbICOKOM 3a4aHHOM ypoBHE YyBCTBUTENTbHOCTU obecneymBaeTcs
BbICOKOE Ka4eCTBO W CKOPOCTb CKaHWMpOBaHWUA, NpU HU3KOM YypoBHE YYyBCTBUTEJIbHOCTU
YMEeHbLUaeTCA BIIUAHNE (baKTOpOB BHELUHEeNn cpeabl — TeMnepartypbl, BNa>xHOCTU BO34YyXa,
OCBELWEHHOCTU NoMeLleHNA, YNCTOThbI CKaHI/IpyeMOIZ NMOBEPXHOCTU (non,yLuequ I'IaJ'IbU,eB).
rlpOVI3BOﬂ,VITeJ'IeM pekoMeHOoBaHO MUCMOJSib30OBaHME BbICOKOro ypoBHA YYyBCTBUTESIbHOCTU
no yMmorsn4aHuio, NOHMXEeHne YPOBHA HYyBCTBUTEJIbHOCTA ocyulecTBlAeTCA
npu Heob6XoaUMOCTN B 3aBUCUMOCTM OT ycnosvu7| Kcnnyartauunn.

2. [Onsa TepMUHanNoB pacno3HaBaHUA NuL:

BHumaHue!

£ PekomeHpyeTcs B cucteme PERCo-Web vcnonb3sosats TPJ1 npowssoactea “Suprema”
TONbKO OOHOW MOAENM, TaK Kak y pasHblX MOAENen TepMUHANOB MCMONb3YTCA pasHble
anroputmbl pacnosHaBaHusa nuy. B cnyyae 3ameHbl TepMuHanoB Suprema ogHoro tuna
Apyrum notpebyeTcs 3aHOBO co3faTh 6a3y AaHHbIX pacno3HaBaHWs NvL.

P RaYaY
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lpumeyaHue:
" OnwucaHve napaMeTpOB HaCTPOWKW TepMMHana pacrosHaBaHWs NWL, NOAPOBHO AaHo
B 3KCMnnyaTauMoHHOW JOKYMEHTauUM Ha JaHHOe U3genve.
¢ YpoBeHb 6e30MacHOCTH:
— HOpMarbHbIA; BbICOKUMW; CaMbl BbICOKUN.
e [laTuMK ABUXEHUS:
— BbIKITKOUYEH; ONIN3KUN; cpeaHun; AaneKkum.
¢ YpoBeHb OCBELEeHHOCTHU:
— HOpMarsbHbIA; BbICOKMA; aBTOMAaTUYE€CKUMN.
e 3awwurta oT nognesnku nuua:
— BbIKITIOYEHA; YPOBEHb 1; ypOBeHb 2; ypoBeHb 3.
¢ Pexum Wiegand:
— BXO0A; BbIXoA,.
o lMopsapok 6anTt B naeHTUcpukatope:
— OT CTapuwero K Mnaglwemy; oT MiagLuero K crapwemy.

Ona mopenen koHTponnepoB Suprema FaceStation F2 n BioStation 3 nopnepxuaroTcs
onuMn M3mMepeHus TemnepaTypbl (MPU HaNMYUKU TepmarnbHOW Kamepbl) U KOHTPONSA Macku Ha
nuue:

KoHTpone Temnepatypsl

MoBbIlWEHHAR TEMMEpATYpPa

38.0
KoHTpone Macky Ha nuue
¥poBeHsb NPOBEPKK MaCKW

HopmankHwiA

¥poeeHe BezonacHoOCTH

HopmanbHeliA

JaTUnK ABMMEHKA

CpeaHwid

ypGEE‘Hh QOCEELLEeHHOCT

HopmaneHwiA

[ns mopgenen koHTponnepoB Suprema FaceStation F2, FaceStation 2 w BioStation 3
NOAAEPXKUBAKOTCH ONUNK:

TepmwuHan ¥PB

OBpaTHoe HaNpaeneHWe NpPoxoaa

e TepmuHan YPB — BkrodeHue JaHHOW onumy No3BonsieT BblibpaTb HanpasreHve npoxoaa
Ha SKpaHe TepMuHana.

e OOGpaTtHOe HanpaBneHue npoxopga MeHseT mectamu «Bxog» n «Bbixog» Ha akpaHe
TepMuHana.

ANn=7
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llpumeyaHue:

" Hactpoiika WKOHOK Ans cobbiTuin «Bxog» u «BbIxog» OCYLLECTBSETCS B MEHI0
agMUHUCTpaTopa TepMunHana B pasgene Authentication > T&A Code.

MopaepxmBatoTca cnegyroLmne KoMaHabl CHATLIBATENS:

e YCTaHOBUTb peXxum paboTtbl «OTKPLITO» — NMpu nepexode B pexunm paboTbl «OTKpbITO»
NPONCXOAMT Pa3bnoOKMPOBKA UCMONMHUTENBHOrO YCTPOWCTBA, NPOXO4 OCYLLECTBSIETCS
cBobogHo 6e3 npeabsiBNeHnst KapT 4OcTyna u / UM CKaHMPOBaHNSE BUOMETPUYECKNX OAHHbIX;

e YcTaHOBUTb pexuMm paboTbl «KoHTponb» — B pexume paboTtbl «KOoHTponb» npoxon
OCYLLIECTBISAETCA B HOPMasnbHOM pexume Mo npegbsaABneHun KapT goctyna w/ wnu
CKaHUPOBaHNIO BUOMETPUYECKNX OAHHbIX;

e YCTaHOBUTb pPeXuM paboTbl «3aKpbITO» — B pexvme paboTbl «3aKpbITO» NpoucxoauT
GNoKMpPOBKA MCMONHUTENBHOIO YCTPOMCTBA, NPOXOA BIOKMPYETCS, CUMTLIBATESNb HE pearvpyeT
Ha NpeabaABreHNe KapT AOCTyna U / N CKaHMPOBaHNE BMOMETPUYECKUX AAHHbIX.

ANnn
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22. MNMapameTpbl KOHTponnepoB ZKTeco

B 3aBMCMMOCTM OT TuNa KOHTpOSiepa CNMCOK PECYPCOB N COOTBETCTBYHOLLMX UM BKNagoOK MOXET
oTnnyatbes. JOCTynHbI criegyrolmne BKNagku:

o Cetb;

e Pa3sHoe;

e 3aMmoK;

e CuuTbiBaTenb.

22.1. Bknagka «CeTb»

Bknagka otobpaxaeT nHdopmaunio 0 cnegyroLmnx CeTeBbIX napameTpax:
o |IP-agpec;
e Macka noaceTwu;
e IP-agpec wnto3a;
¢ MAC-agpec.

OkHO nmeeT cnegyownn BUA:
IP-anpec

172.17.213.21

Macka nomcetm
IP-aapec waroza

MAC-anpec

22.2. Bknapka «Pa3Hoe»

Bknagka umeeT cnegyrowmmn Bug;
BepcmAa npowrekK

ZAM170-NFVerl.1.21

Mogens

CepAHBIA HoMEp

Bkragka cogepXuT criegyoLlyo MHopMaumio:
e Bepcus npolmBKkM — B Nore oTobpaxaeTcsa Bepcus NpoLLMBKM BCTpoeHHoro 10 koHTponnepa.
e Mopenb n CepuiHbIN HOMEp — B 3TUX NOMSIX OTOOpaXkaeTcsa COOTBETCTBYOLLAA MHGOPMaLUS
0 KOHTponnepe (He Ansa Bcex Moaenen).

ANnn

4 .
\ )) SEC.RU KopoTkuit nyTb K MHdopMaLmm CkayaHo c sec.ru




Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

22.3. Bknapgka «3amMokKk»

Bknagka 3amMok umeeT cnegyoLwmin BUa;:

Hazganue Natumk geepu
Koutponnep ZKTeco HopmansHo 2amHyT
Buixog w2 MpegensHoe BPEMA OTKPbLITHA ABEpK
HekoHTpoAMpyeman TeppuTop.. @ 8 Cexynas
Bxoa B 41 Brokupoeats gBepsL NOCAE 3aKPLITUA
2kt Q Bpema oTkpeITHR ABepu
4 CexyHabl

c NoaTeepxaeHue NPOXOA3 OT KOHTPOAARPS
eTh

HEe UCNoNBL3YeTCA

PazHoe
Jamok

CyYMTHIBaTEND

Bknagka cogepXxuT crneayoLlime HaCTPONKK:

e [atumk pBepw. PacKpbiBalOWMWNCS CAMCOK MO3BOMSIET BblbpaTb HOpMasibHOE COCTOsIHME
Aatyvka asepw (repkoHa):
— HopmanbHO 3aMKHyT;
— HopmanbHO pa3oMKHYT.

llpumeyaHue:

& HopMarnbHbIM COCTOSIHMEM AaTyvKa OBepu (repkoHa) CYMTaeTcsl TO COCTOSIHME, B KOTOPOM
HaxoguTCA [AaTyuk npu  3akpbitol gBepu. COOTBETCTBEHHO, €CnvM [aTyvk OBepu
KOHCTPYKTMBHO PacrosfioKeH TaK, YTO Mpu 3aKpbiTOW ABEPU AATYMK HOPMAarbHO 3aMKHYT,
TO Heob6XxoOMMO M3  packpblBalLlerocs cnucka Ana gatuvka [gsepu  Bblbpatb
HopmanbHO 3aMKHYT.

e [pepenbHoe BpeMsA OTKPbITUA ABepU — BpPEMS, MO UCTEYEHUU KOTOPOro KOHTpOnnep

nepervaer B COCTOSHME TPEBOMM MO MNPUYMHE TOro, 4YTO [ABepb He 6bina 3akpbiTa
1 3abnokmMpoBaHa (B cekyHaax).

¢ [lpu ycTaHoBKe hnaxkka BnokMpoBaTtb ABepb Nocne 3akpbIiTUA ABepb OyaeT 3abnoknposaHa

cpasy nocre 3akpbITus.

Bpemsa oTKpbITUA ABepu — BpeMs, Ha KOTOpoe AOBepb pPa3brokMpyeTcs KOHTPONepoM

ynpaBneHunst 4OCTYNOM Ans OTKPbITMSA (B CeKyHaax).

MoaTBepxaeHUe Npoxoaa OoT KOHTpOepa — PackpblBaOLLMIACS CMUCOK NO3BONSET BbIOpaTh

ANA NOATBepXAeHus npoxoda ToT koHTponnep PERCo, Bxogom [NOY koToporo ynpasnsaet

BbIXo4 KoHTponnepa ZKTeco.

lpumeyaHue:

e Onuma  MoxeT ucrnonb3oBaTbCA Npu MHTerpauum O u  koHTponnepoe PERCo
¢ obopynoBaHmem ZKTeco ans KOPPEKTHOMO yyeTa paboyero BpeMeHN.
Ecnu BbiGpaH nopTBepxaatowmn koHTponnep PERCo, To nocne npoxoga OT Hero
oxupaeTtca cobbitne «llpoxod no komaHOe om [Y», nocne 4ero B XXypHan coObITui
cucTeMbl 3anucblBaetcs cobbiTe npoxoga, B MNPOTUBHOM clydae — cobObiTune
«Omka3 om ripoxodax.

A AN
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MNMopaepxuBaloTcs crnegyowwmne KOMaHabl 3amKka:
¢ OTKpbITb (pa3bnokupoBatb) UY;
e 3akpbITb (3abnokupoBatb) UY;
e CHATb Tpesory.

22.4. Bknapka «CuyntbiBaTenb»

Bknagka CuuTbiBaTenb BbIrMAAUT CleayoLwmm o6pasoM:

Hazeanme

KouTponnep ZKTeco

Boixoa wn3

napaMEprl CHATRIEATENR HacTRaWMBadTCA B TEPMKMHANe

CooBLLeHWe NPK NPeBLILEHW TEMAEpaTy Ll

37.3

HekoHTponmpyemasn TeppuTop... @

Bxog B o

zkt [ x]

CeTs

PazHoe
3amok
CumnTelBaTENL

Bknagka cogepxuT cnegyoLime HacTPONKK:
llpumeyaHue:

h 4 I'Iapameprl cyuTblBaTtesid W pexunmmMmbl O0CTyna HacCTpamBakwTCA B TeEpMUHaNe
(CM. SKCryatTauynoHHy0 JOKYMEHTaU U0 Ha TepMI/IHaJ'I).

e CooOueHre nNpu nNpeBbIWEHUM TemnepaTypbl — Mone Ans BBoAa MOPOroBOro 3Ha4YeHus
TemnepaTtypbl, NpyW MPEBbLILEHUN KOTOPOro B KypHane cobbltun cuctembl 6Gyaet
dopmMmpoBaTbcs coobLueHne «1poxod ¢ nosbiweHHOU memnepamypol». Npn HeobxoaNMocTH
no 3TOMY coobLLeHno MOXHO HaCTPOUTb peakumm Ha cobbITus
B nogpasnene «Peakuuu Ha coObiTUsI» pasgena «AQMUHUCTPUPOBAHMUE.

CoobuweHus B cucteme PERCo-Web hopmumpytoTCa TONbKO B TOM Criyvyae, ecnv B TepMuHane
ZKTeco He cTOUT 3anpeT npoxoda fnpu ykasaHHoOW Temneparype.

Takke BO3MOXeH BapuaHT coobuieHus  «[lpoxod 6e3  MeOuUUHCKOU  Mackuy,
ecnu B TepmuHane ZKTeco aktuBHa onuusa «ObHapyxueamb HOWEHUE MackKu», HO He CTOUT
3anpeT npoxoaa npu ee OTCYTCTBUM.

| BHumaHue!

“2 Mepen Hauanom paboTbl 3apaiite Heobxoaumble napameTpbl B TepmuHane ZKTeco
B nogpasgene «YnpaeneHue 3awumot» pasgena « Cucmeman.

Mpumepbl peanusauum:
Mpumep Ne 1:
o B tepmuHane ZKTeco:
— akTtusupynTte onuuto «M3mepsmb memnepamypy ¢ UK»;
— YKaxuTe BEepXHUI nopor TemnepaTypbl Tpesoru 37°C;
— nocTaBbTe 3anpeT npoxoa npu NpeBbILLEeHNW Nopora.

A A4
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o B cucreme PERCo-Web:
— B none CoobLeHune npu npeBbILWEeHUN TeMnepaTypbl ykaxute 37°C.
B Takom cnyyae npv npesbILEeHUN Nopora TemnepaTypbl npoxod 6yaeT 3anpeLeH, coobeHns
B XXypHane cobbITuin cuctemMbl hopMmnpoBaTbCs He ByayT.
Mpumep Ne 2:
e B tepmuHane ZKTeco:
aKkTUBMpynTe onumio «13mepsimb memnepamypy ¢ UKy,
— YKaXuTe BEpPXHUI nopor Temnepatypbl Tpesorn 37°C;
He CTaBbTe 3anpeT NpoxoAa Npu NpeBbiEHNN Nopora.
o B cucreme PERCo-Web:
B none CooGLieHne npu npeBbILLeHMN TeMnepaTtypbl ykaxute 37°C.

B Takom cnyyae npw npeBbILLEeHU Nopora TemnepaTtypbl Npoxon 0yaeT paspeLueH, a B XXypHane
cobbiTn  cuctembl  Byayt opmupoBaTbca  cooblieHna  «lpoxod € ro8bIleHHOU
memriepamypou».

Mpumep Ne 3:

o B tepmuHane ZKTeco:

aKTuBMpynTe onumio «13mepsimb memnepamypy ¢ UKy,

— YKaXuTe BEpPXHUIN nopor Temnepatypbl Tpesorn 38°C;

nocTaBbTe 3anpeT Npoxo4a Npu NpeBbiEeHNM Nopora.

e B cucreme PERCo-Web:

B none CoobweHne npu npeBbIileHUn TemnepaTtypbl ykaxnte 37°C.

B Takom cny4vae npu Temnepatype ot 38°C npoxop 6yaet 3anpeLleH, coobLieHns B XXypHane
cobbITnn cuctembl chopmmpoBaTbea He byayT. OgHako npu Temnepatype ot 37°C o 38°C
npoxop 6yaeT pa3peLleH, a B XXypHane cobbITuin cuctembl 6yayT dopMmpoBaTbCs COobLLeHUs
«lpoxod ¢ nosbiLeHHOU memrepamypouy.

Mpumep Ne 4:

o B 1epmuHane ZKTeco:

— aktnsupynte onuuto « ObHapyxueamb HOWEHUE MacKuy;
— nocTaBbTe 3anpeT npoxoaa 6e3 HoLEeHUS MacKu.

B Ttakom cnyyae npu OTCYTCTBUM Ha COTPYOHWUKE / noceTutene MeLuLMHCKON Macku NpPOXOA
OyneT 3anpeLleH, coobLeHns B XXypHane cobbITUin cucTembl hopmupoBaTbca HE ByayT.
Mpumep Ne 5:
o B tepmuHane ZKTeco:
— aktusupymnTe onumto « ObHapyxueame HOWEHUE MacKuy;
— He CTaBbTe 3anpeT npoxoga 6e3 HOLEHN Macku.

B Ttakom cnyyae npu OTCYTCTBUM Ha COTPYOHWUKE / noceTutene MenuLMHCKON Macku NpPOXOA
OyoeTr paspelleH, a B XypHane cobbltun cuctembl ByayT dopmMmpoBaTbCs COOOLLEHNUS
«[poxod 6e3 MeduUUHCKOU MacKu».
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23. MNMapameTpbl KOHTponnepoB BioSmart

llpumeyaHue:

e [MogpobHas akcnnyaTauMOHHas AOKYMEHTauus Ha TepMuHan [OCTynHa Ha cante
npousBoauTensa no agpecy: https://bio-smart.ru/.

B 3aBUCMMOCTM OT TUNa KOHTpomnsiepa CNNCOK pecypCoB N COOTBETCTBYHOLUUX UM BKNaOOK MOXET
oTnnyatbes. [JOCTynHbI Ccrieayrowmne BKNagku:

e Certb;

e Pa3sHoe;

e 3aMoK;

e CuuTbiBaTensb.

23.1. Bknagka «CeTb»

Bknagka otobpaxaeT nHdopmaunio 0 cnegyroLmnx CEeTeBbIX NnapameTpax:
o |IP-apgpec;
e Macka noacetu;
¢ |IP-agpec wnto3a;
¢ MAC-agpec.

Bknagka umeeT cnegyrowmmn Bug;

HazeaHue IP-zapec
KonTtponnep BioSmart Quasar 172.17.4.138
Buixog vz Macka noaceTm
HekoHTponWpyeman TeppuTo.. @ 255000
Bxoa B ¥ IP-aapec wawza

MomeweHue 1 [ x]
MAC-aapec
Cetb
PazHoe
JamMok

CunTbiBaTEML

A AN
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23.2. Bknapka «Pa3sHoe»

Bknagka nmeeT cnegyrowmmn Bug;

HazeaHue

Kontponnep BioSmart UniPass Pro

Bruixog nz

HekoHTpoAUpyeman TeppuTo... &

Bxoae T

MNomeweHue 2 [ ]

CeTk

PazHoe

Bkrnagka cogepXuT crieQyoLlyo MHopMaumio:

Bepcwa Npowyeky

BioSmart UniPass Pro 1.1.110

Moasne

CepWitHBIR HoMep

CHHXPDHH3ELI.L’1H EpeMeHN

° Bepcml NMPOLWNBKU — B lNoJie 0To6pa>|<aeT09| BepCcusa npoLmBKmM BCTPOEHHOIo Mno KOHTpOJ1epa.
e Mopgenb u CepMVIHbIVI HOMeEpP — B 3TUX NOJIAX 0To6pa>KaeTc;| COOTBETCTBYHOLLaA I/IHC*)OpMaLI,VIFI

O KOHTponsepe (He angd Bcex Mogenen).
e CHHXPOHM3aLMUSA BPEeMEHM:

o Anga TepmuHana BioSmart Quasar napameTp Heo6XxoOUMO BKMKYUTL B Cryvyae, ecnuv
B NapameTpax TepMUHana ycTaHoBfieHa CMHXPOHM3aums BpeMeHn Yyepe3 NTP-cepsep;
o [Ans ocTanbHbIX YCTPOWUCTB NapamMeTp BKITHOYEH NO YMOMYaHUIO.

23.3. Bknagka «3amok» (gna BioSmart Quasar)

Bknagka 3amMok umeeT cnegyoLwmin BUA;:

Hazeanue

KonwTtponnep BioSmart Quasar

Brixog Kz

HekoHTponMpyeman Tepputo... @

Bxoca e i

MomeweHune 1 Q

Cetb
PazHoe
3amok

CumTeiEaTEAL

A A A
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Bknagka cogepuT cneaytoLime HacTPOMKu:
e YnpaBneHue 3amkoM. [lpu ycTaHoBKe cbnaxka Ha [aHHOM napamMeTpe nosiBnsieTcs
napametp Bpemsi OTKpbITUSi ABepuM — BpeMmsi, Ha KOTopoe [ABepb pas3brokupyeTcs
KOHTPOIIEPOM YrpaBeHnst 4OCTYNOM ANs OTKPbITUS (B CEKyHAaXx):

YnpaensHue 2amrom
BpemMA oTKpLITWA ABEDW

4 CekyHabl

e Peructpauus npoxopa no npeabsaBneHU0 uaeHTUUKaTopa. YCTaHOBINEHHbI NapameTp
Nno3BOMSieT  pPerucTpyupoBatb  MpoxXod  Nocre  npeabsiBleHus  uaeHTudukaTopa.
Mpu oTcyTCTBYIOWEM NapameTpe npoxon OyaeT pernctpupoBaTbCs MO PakTy CaMoro
npoxoAaa.

23.4. Bknagka «CuunTtbiBaTenb»

Bknagka copgepXxuT cneayoLlime HaCTPONKK:
1. [Onsa tepMuHana pacnosHaBaHua nuu BioSmart Quasar:

e Crtporoctb cpaBHeHMA WabnoHOB. PackpbiBaloWwmncs CAMCOK NO3BONsieT BblbpaTb
BEpPOATHOCTb owmnboyHoro gonycka (FAR) v onpegensieT, HacKONMbKO TOYHO [OOJSDKHbI
coBnagatb GuomeTpuyeckne AaHHble nuua Morb3oBaTensd, MOSlyYeHHble C Kamepbl, C
ounomeTpmnyeckum LWabnoHoMm, XxpaHsawmmcs B ©0ase paHHbIX. Yem Bblle CTpOrocTb
CpaBHEHMsI LLAbIOHOB, TEM MEHbLUE BEPOATHOCTb OLLMOOYHOro gonycka:

o HopmanbHas.

o [oBbIWweHHas.

o Bblcokas.

o [MoHunxeHHas.

o Hwuzskas.
llpumeyaHue:

. TlogpobHee 0 CTPOrocTu cpaBHEHUS WABNOHOB ANs TepMuHana BioSmart Quasar MOXHO
y3HaTb B pasgene 7.10 Bbioop ypOBHA CTPOroctn naeHTuduKaLmm aKcniyaTaLMoHHON
OOKYMEHTaumMM Ha TepMuHan, [OCTYNHOW Ha calTe npous3BoauTens no agpecy:
https://bio-smart.ru/quasar.

2. [Onsa koHTponnepa BioSmart UniPass Pro:
e Tun cuuTbiBaTens KapT — pPacKpbiBalOLLIMIACS CMMCOK NO3BONsSET ykasaTb hopmar kapT
[OCTyna, C KOTopblM paboTaeT NOAKMYEHHbIN K JAaHHOMY KOHTPOSEpY CYMTbIBATENb:
o EMarine (EM-Marine);
o Mifare.

3. [Onsa cuutbiBaTens BioSmart PalmJet:

e Tun goctyna. PackpbIBalOLLMACA CNNCOK NO3BONSET BblIOpaTb O4MH U3 TUMOB NpaB AoCTyna:
o JlapoHb.
o Kapra.
o JlapoHb unu KaprTa.
o JlapoHb 1 KkaprTa.
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23.5. NopknroyeHue cuutbiBaTena BioSmart PalmJet B cucteme PERCo-Web

MogkntoveHne cuutbiBatens BioSmart PalmJet B cucteme PERCo-Web BO3MOXHO u4epe3
koHTponnep BioSmart Unipass Pro wnv cepsep BioSmart SmartHub, xotopbin 6yaeT BbINONHATb
ponb KOHTponnepa npu otcytcteun BioSmart UniPass Pro.

23.5.1. NMogknioyeHne cuntbiBatens PalmJet yepe3 koHTponnep UniPass Pro

CuutbiBaTENn BioSmart PalmJet nogkntodatotcst K koHTponnepy BioSmart UniPass Pro, kKoTopbliii
B CBOI oyepedb B3aummopgeunctsyeT ¢ cepBepom PERCo-Web no cetn Ethernet. Bo3MOXHO
NOAKMYeHne 40 ABYX CHUTbIBATENEN K KOHTponnepy.

Oo
Oo
Oo

B cucteme PERCo-Web Heobxoammo HacTpouTb koHTpornnep BioSmart UniPass Pro, kK KoTopomy
noaKnYeHbl cuntoiBaTtenu BioSmart PalmJet. [ns aToro fo6aBbTe KOHTPOMMEpP B KOHpUrypaumto
CUCTEMbI, HacTponTe napameTpbl 4obaBrneHHOro yCTponcTBa u aktusupynte ero. [Jo6asneHue
KoHTponnepa BioSmart UniPass Pro aHanornyHo go6asneHuo opyrmx YCTPONCTB.

HacTtponka napameTpoB koHTponnepa BioSmart UniPass Pro ocywecTBAsieTcsa C NOMOLLbHO
BHYTpPeHHero wuHtepdenca koHTponnepa. [ogpobHee cM. B PYKOBOACTBE MO 3KCMiyaTauum
KOHTponnepa, 4OCTynHoM no ccebinke https://confluence.prosyst.ru/pages/viewpage.action?pageld
=127214298.

CuntbiBaTenun BioSmart PalmJet He oToOpaxaiTca B gepese yctpouctB B PERCo-Web, nx
NMOAKMIOYEHNE M HACTPOWMKa TakKe BbIMOMHAETCA 4Yepe3 BHYTPEHHWUA MHTepdenc KoHTponnepa
BioSmart UniPass Pro.

23.5.2. NMogknioyeHne cuntbiBatens PalmJet yepes cepBep BioSmart SmartHub

Mpn nogkniodeHnn cuntbiBaTtens BioSmart PalmJet 4depe3 cepBep BioSmart SmartHub,
cunTbiBaTENb B3aMMOAEWCTBYET C cepBepom BioSmart SmartHub v ¢ cepsepom PERCo-Web
no cetu Ethernet.

Ona pobGasneHus cepsepa BioSmart SmartHub B koHdurypaumo cuctemsl PERCo-Web
1 noaknoyeHus cumntbiBatens BioSmart PalmJet.

1. CkadanTe NOCnefHIo akTyanbHYyl0 BEPCUIO NMporpammHoro cepsuca BioSmart SmartHub,
AOCTynHoM no ccbinke https://bio-smart.ru/support#!/tab/185407858-4, dann biosmart-
smarthub-x.x.x.exe.
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2. YcraHosute MO 1 npousBeauTe ero AanbHeNLY HAaCTPOWKY, crneays UHCTPYKUMK, OCTYMNHON
no ccbinke https://confluence.prosyst.ru/pages/viewpage.action?pageld=91054105:

¢ [lpu ycTtaHOBKe HeObBX04MMO co3aaTh NOMb30BaTENs, Ang aToro Ha atane Create user page
ycTaHoBuTe hnaxok y napameTtpa Create user. 3agante norvH 1 naposb nonb3oBaTens
B nonsx Login n Password. 3anomMH1Te BBEOEHHbIE 3HAYEHMS:

“ ¥cranoeka BioSmart SmartHub Installer =

Create user page

NBIOSMART

Create user only if you use SmartHub Rest API without Biosmart-Studio

Create user
Login user

Password I

¢ Ha atane Hactponku SmartHub B none IP agpec SmartHub 3agante IP-agpec cepsepa
SmartHub. Monga Serial number n Mopt SmartHub pekomeHayeTcst HE N3MEHSATD:

“° ¥etanoeka BioSmart SmartHub Installer *

Hacr poitkn SmartHub

HBIOSMART

Serial number 0 i‘

IP agpec SmartHub 172.17.0.20

MopT SmartHub 50101 j‘

< Hazan Lanee = OTmenHa

e Ha atane Hactpouku REST API B none IP agpec cepBepa REST API noBTOpHO ykaxuTe
IP-agpec cepsepa SmartHub, 3agaHHbIn Ha aTane Hactponkn SmartHub. B none Mopt
cepBepa REST API ykaxuTte nopt cepeepa. 3anOMHUTE BBEAEHHbIE 3HAYEHUS:

H Yeranoeka BioSmart SmartHub Installer X

Hact poiikn REST APT

NBIOSMART

IP anpec cepeepa REST API 172.17.0, ZI:I|

MopT cepsepa REST AP 8081 i‘
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3. B cuctreme PERCo-Web nepengnte B nogpasgen «KoHdwurypauuws» pasgena

«AAMUHUCTPUPOBAHME», UCMONb3YS NaHEeNb HaBUraunm.
4. [lepengute Ha BKNagky YcTpoucTBa.

5. Haxmute Ha naHenn MHCTPYMEHTOB CTPaHuLbl KHOMKY Ho6aButb. N3 BbiNnagatoLwero
cnucka Bblbepute [lo6aBuTb cepBep BioSmart SmartHub. OTkpoetca ctpaHuua CepBep
BioSmart SmartHub:

(© Cepsep BioSmart SmartHub BephyTeca K crivcky

Hazeanue IP-agpec

Cepeep BioSmart SmartHub

Mopt cepeepa
Cerb 8081

Norux

Mapons

6. [Npu HeobxogumocTu B none HasBaHue nameHuTe HasBaHwne cepsepa. [pu paboTe B pexume
pacnpeaeneHHon CUCTEMbI YKaXKUTE CETMEHT.
7. B pabouen obnactu cTpaHuLbl 3anosIHUTE 3HAYEHMS CneayloLwmnx napaMmeTpoB:
e B none IP-appec BeBeaute |P-agpec cepBepa BioSmart SmartHub, 3apaHHbIV
npw yctaHoeke B none IP agpec cepBepa REST API.
e [lone [Mopt cepBepa BBeauTe nMopT cepBepa BioSmart SmartHub, 3apaHHbIV
npw yctaHoeke B none MNMopTt cepeepa REST API.
e B none JlornH BBeguTe NornH nonb3oBaTens, 3agaHHbIn Npu ycTaHoBke cepeepa BioSmart
SmartHub.
e B none Maponb BBeauMTe naposib NONb30OBaTENs, 3a4aHHbI NPU YCTAHOBKE CepBepa
BioSmart SmartHub.

8. Wcnonb3ysa BbinagatoLwmii CIMCOK, HAXOASALWMIACA cnpaBa OT KHOMKNM COXpaHUTb..., Bbibepute
OOWH 13 CNOCcOBOB COXPaHEHUs! U3MEHEHWIA:

e Tonbko B 6a3y AaHHbIX — NapamMeTpbl COXPaHSATCSA ToNbKo B B[] cuctemMbl 1 Bnocneacteum
[OIMKHBI ObITb NepeaaHbl B YCTPOWMCTBO.

e Bce B ycTpoMCTBO — B YCTPOWCTBO NepeaarnTcsl Bce napameTpbl.

e MN3MeHeHHble B YCTPOMCTBO — B YCTPOWCTBO MNepenalTcs TOMbKO WM3MEHEHHble
napameTpbil.

9. Haxmute kHOnNKky COXpPaHUTb.... [lOKMHbTE CTpaHuLy C MOMOLLbIO KHOMKM BepHyTbcA
K cnucky, cepeep BioSmart SmartHub 6ygnet no6asneH B pabouyto obnactb cTpaHumubl.

10. AktuBupyinTe fobaBneHHbIN cepBep. [nsa aToro Belgenute ero B paboyernt obnactn crpaHuLbl

N HAXMUTE KHOMMKY AKTVIBMpOBaTb Ha naHesnn MHCTPYyMEHTOB.

11. Wcnonb3ysa KHOMKY Mouck ycTponcTs, BbizoBUTE OKHO HanTtu yctpomncrtBa. [lobaBbTe
N akTmBmMpynTe cuutbiBatens BioSmart PalmJet. Hactpoite napameTpbl go6aBrneHHOro
cunTbiBaTENS.

12. B nogpasgene «Peakyuu Ha cobbimusi» pasgena «AOMuHuUcmpupoeaHue» 3ajante
peakuun ansa cuctembl PERCo-Web Ha cobbitna co cuntbiBaTenem BioSmart PalmJet.
Hanpumep, pasbnoknmpoBka WCMOMHUTENBHOIO YCTPOMCTBA MPU YCMELIHOW WOEHTMdMKaLUK
coTpygHuMKka C ucnonb3oBaHnem cuutbiBatensa BioSmart PalmJet. [nsi HacTponku
NpuBeLEHHON peakunu:
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e HaxmunTe Ha naHenun MHCTPYMEHTOB CTPaHULIbI KHOMKY do6aBuTtb, a 3atem [1o6aBUTL
peakuuio Ha cobbiTue.

OTKpoeTcsi cTpaHuua, MMetoLLas crieayroLmin BUA:
[ o06aBuTb peakuMIo Ha cobbiThe BepHYTbCA HaA3a K CIMCKY PEaKUMii

Hazsanue YenoBua + HoGasums ,ﬂeﬁCTBMS ~+ DoGaeuTs

[

e B none HasBaHue BBeanTe Ha3BaHue OS151 HOBOW peakLumu.

e B paspgene YcnoBus BbiGepute yCcnoBusa Ana HOBOW peakumun. [na aToro HaXMmMTe KHOMKY
Dob6aButb 1 BbibepuTe M3 cnucka Jlo6aBuTb cobbiTUe. B OTKpbIBLLEMCA OKHE Bbibepute
cobbiTne Mpoxoa no umaeHtudukaTopy. Haxmute kHonky Bblibpatb. OKHO 3akpoetcs,
BblOpaHHOe cobbiTne oTobpasntcsa B paboyen obnactu okHa.

e AHanornyHo B ycnosusa gobaebTe cumTbiBaTeENb BioSmart PalmJet, aonsa atoro Bbibepute
ycnosune [1o06aBUTbL yCTPOUCTBO. B OTKpbIBLLEMCSA OKHE B Ka4eCTBE YCTPOMCTBa Bblibepute
COOTBETCTBYWOLWNA cuuTbiBaTenb BioSmart PalmJet, B none Pecypc ykaxute
CuutbiBaTennb 1.

o B pasgene [lencrBue Bbibepnte OenCTBUS, KOTOpble ByayT NPOMCXO4UTL MPU 3a4aHHbIX
ycnosuax. Ana atoro Haxmute kHonky [o6aBuTb n Bbibepute M3 cnvcka KomaHnaa
B YCTPOMCTBO. B OTKpbIBLUEMCSA OKHE YKaXuTe YCTPOMCTBO, Ha KOTOpoe Heobxoammo
nogatb komaHgy. B none KomaHnpa ykaxute komaHay OTKpbIThb (pa3bnokupoBatb UY)
COOTBETCTBYIOLLErO HanpasneHns npoxoaa.

B naHHOM npumepe peakuusi nocne HacTpoviku ByaeT MMeTb crieayoLmii BUA:

Hazeanue Ycnosua -+ noGasuts leiictBre ~+ nocasmTe

BioSmart PalmJet
(;]:] CobbiTne = E_ Komampaa B ycrpoiicteo =]

Conepxut "CoBeiThs, CBAZaHHBIE C JOCTYNOM MO KOAy OtnpaswTe komaHay "CunTeisatens 1: OTkpeiTe

WaeHTUGKUKaTOpa™ — "Tpoxoa No UaeHTUGUKaTOPY" (pasbnokupoeats) MY" B ycTpoiAcTeo "TypHuker N21
(172.17.1.105)" Bpema: 2 cek.

YcrpoidctBo =1
0) g

Conepokut "KoHTponnep BioSmart PalmJet
(172.17.1.105), Cumteigatens 1"

o Haxmute kHonky CoxpaHuTb U3MEeHEHUA, HOBas peakuusi NosiBuTca B paboden obnactu
CTpaHuLbI.
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24. MNMapameTpbl BUAeokamepbl

lMepeuncneHHble  HWKe  BKMagkM  npegHasHadeHbl  Anst  HacTponkn  IP-Bugeokamep
(B T.u. Buaeokamep ctaHgapta ONVIF) 41 aHanoroBbix Bugeokamep,  MOAKMOYEHHbIX
K IP-Bngeocepsepam. [JOCTyNHbI criegyrowme BKNagKku:

CerTb;

Kamepa;

O kawmepe;

Bugeo.

lpumeyaHue:

" NMapameTpbl Buaeokamepbl TRASSIR onwvcbiBaloTcs B Pykoeodcmee nosib3oeamensi
modynsi PERCo-WM06 «MHmeepayusi c TRASSIR».

24.1. Bknagka «CeTtb»

Bknagka CeTb oTOGpaxaeT MHGOpMaLuio O Crnegylowmnx ceTeBbix NnapameTpax:
o |IP-agpec;
¢ Macka noacetu;
¢ |P-agpec wnto3a;
e MAC-agpec.
OkHO nmeeT cnegyownn BUA:

(0 Bugeokamepa

HazeaHue IP-aapec

Axis 10.0.100.132

Macka noaceTtn

Ceth 255.0.0.0

IP-aapec wnkoza
Kamepa

O kamepe MAC-aapec

Braeo

24.2. Bknagka «Kamepa»
Ha Bknagke Kamepa Heob6xoanmo BBECTM AaHHbIE A4S aBTopu3auuny Npy ynpasneHnM Kamepomn.
MapameTpbl Kamepbl:

e JloruH;

o [laponb.

24.3. Bknagka «O kamepe»

Bknagka O kamepe oTobpaxkaeT MHOopMauuio O cregyowmnx ceTeBbIX NnapameTpax:
MpousBoauTtens. [None otobpaxaeT HauMeHOBaHNE NPON3BOAUTENS Kamepbl.

Mopenb. MNone oTobpaxkaeT HaMMeHOBaHME MOAENN KaMepbl.

Mpowueka. None otobpaxkaeT TEKYLLYO BEPCUIO MPOLUMBKA KaMepbl.

CepunHbIn HoMep. [None oTobpaxaeT CepUHbIA HOMEpP Kamepbl.

URI. TlMone oto6paxaer URI (Uniform Resource Identifier) — yHucMUMpOBaHHbIN
naeHTudmkaTop pecypca (kamepsbl).
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OKHO MMeeT crieayroLwuii BUA:

[ Bupeokamepa

HazBanwe MpouzeoauTens
Axis ONVIF-IPNC
Moaens
CoTh TH32E-ONVIF
Mpowweka
Kamepa
V2.5.1.12 build 2015-02-11 17:31:27
O kamepe CepWidHbIA Homep
008FF79D05D8
Buaeo
URI

rtsp://10.0.100.132:554/mpeg4?username=admin&password=E10ADC3949BA59. ..

24.4. Bknapka «Bungeo»

Ha Bknagke Bupeo oToGpaxaeTcsi BMOEOCbEMKA C BbIOpaHHOM KamMepbl B pexume pearbHOro
BpemeHu. [ins Toro, YTobbl NepenTy B NOSTHOIKPAHHLIN PEXUM, HaBeAUTE Kypcop Ha n3obpaxkeHne
A

C Kamepbl N HAXXMWUTE Ha KHOMKY & . ,D,J'IH BbIXo4da U3 MOJIHO3KPAHHOIo pexunMma KInKHuTe nesown
A

KHOMKOM MbILLM MO UKOHKE ¥ B NpaBoOM BEPXHEM Yrny N306paXKeHUsi ¢ Kamepbl.
OKHO UMeeT crneayoLni BUA:

[P Bupeokamepa TRASSIR BEpHYTHCA K CIMEKY

Hazeanne > Ynpasneuue kamepoii

Bupeoramepa TRASSIR
BKIOuNTE 3aNKMCh
Buixon us
BIKNIOuNT 3anuch
He euiSparo
CoxpaHuTh CHUMOK
Bxog &
TMpocmoTp apxusa
= He suibparo

0O kamepe

Buaeo

PacnozHasamne

KomaHgb! ana ycrpoiictsa

Ara
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25. Hactpouka koHTtponnepa CKY[] PERCo ansa paboTbl ¢
KapToOnpMeMHUKOM

B cucteme npegycmMoTpeHa BO3MOXHOCTb aBTOMAaTUYECKOTO W3bATUS BPEMEHHbIX  KapT
noceTMTenen C WUCMOMb30BaHMEM  KapTonpuemHuka npoussoacTBa komnaHunm PERCo.
Mocne MOHTaxa M BKIMHOYEHMS KapTONPUEMHUKA HEOOXOAMMO NPOU3BECTU Er0 KOHUryprupoBaHue
B cMcTeme, Ansi 3Toro:

1. Bongute B cuctemy, ucnonb3ys 6paysep.

2. Wcnonb3ys naHenb Hasurauuu, nepengute B nogpasgen «KoHdwurypauus» pasgena
«AQMUHUCTPUPOBaHUEY.

3. B pabGouen obnactu crtpaHuubl BblAENUTE OCHOBHOM KOHTPOMSEP, K KOTOPOMY husmyecku
NOOKINHOYEH KapTONPUEMHMK:

KoHdurypauus PERCo-Web*® AaumuHncTpatop ?

TMometyenin Cobermua WaBnoHs! kavep Cucrema

Mok — OBuwme napaveTpel

1P appec —/ (8 3nextponmas npox

102132 <]

4. Haxmute KHOMKy PepaktTupoBaTb Ha naHenuM WHCTPYMEHTOB cTpaHuubl. OTkpoeTcs
cTpaHuua, oTpaxatollasi Ha3BaHWe KOHTponnepa.

5. [lepenguTte Ha BkNnaaky BbixoAabil:
© AnekTpoHHasa npoxogHaa KTCOX.A c KapTONpMEMHWKOM M aHTMNaHWKOWA R

Hazsanue JLononxurensHulid sbixoa Ne3 Tun >  Komamugel ynpaBneHua BLIXOA0M

3nexTporHan npoxoaHan KTCOx A ¢ kapro JononuurensHsiit seixoa No4 OB bluHbIf
Hopmanu3iosats

NononHutensHeIld Bbixoa N2S HopMankHOe COCTORHME
AKTMBWU3WpOBaTH
Bxoae He zanuTtan

Beixoasl
Cers

Coctoanue

PazHoe

Buewnve nogknioueHna

KomaHgbl anna ycrpoiictBa

6. B pabouyen obnactu ctpaHuubl BbibepuTe AononHuTenbHbIN Bbixod Ne... (Homep Bbixoga
OOJPKEH COOTBETCTBOBATb BbIXOAY KOHTpOMnepa, K KOTOPOMy (OU3NYECKM NOOKIIOYEH BXO[
«M3bssmb kKapmy» KapTonpueMHuKa).

7. YcTaHoBWUTE C MOMOLLbIO COOTBETCTBYHOLLErO pPacKpbIBAKOLLErocsa cnucka B paboyen obnactu
CTpaHULpbI:
e 014 napameTpa Tun 3HayeHne OObIYHbIN;
e 1n4 napametpa HopmanbHoe cocTosiHue 3HadyeHne He 3anuTaH.

8. Tllepengute Ha BkNagky Bxoabl.

9. Ecnu kapTonpMeMHuK BbICTyNaeT B Ka4eCcTBE BHELLUHEro BepuguumpytoLero ycTponctea ang
KOoHTponnepa (curHan «Kapma usbsama» NOoCTynaeT Ha OTAeNbHbIA BXO4 KOHTpornsepa),
TO B paboyen obnactu ctpaHuubl Bbibepute [ononHutenbHbin Bxopa Ne... (Homep Bxopa
KOHTponnepa, K KoTOpoMy (hm3nyeckn NOLKNIOYEH BbIXoa «Kapma usbsimay KapTonpueMHMKa)
N YCTAHOBMWTE C NMOMOLLIbIO COOTBETCTBYHOLLIENO PacKpbIBaKOLLLErOCsi CMcKa:
e 14 napameTpa Tun 3HayeHne Bxon noareepxaeHus BBY;
e ans napameTtpa HopmanbHoe cocTOfiHME KOHTaKTa 3HavyeHne Pa3oMKHYT;
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e nnsa napametpa Homep WY 3Hauenne WY... HanpaBneHwue... (Homep WY n Homep

HanpasieHund AOOJDKHbI COOTBETCTBOBATb TEM, KOTOpble KOHTPOJINPYHOTCA
KapTONPUEMHUKOM):
(© 2nekTpoHHas npoxogHas KTCOX.A ¢ KapTONPUEMHUKOM W aHTUNAHWKOIA BepHyTbeA K CUCKy

HazeaHwe Bxog N23 Tun
SnekTponHan npoxoaran KTCOx.A c kapro... Bxog Ned MoareepxaeHue o1 BBY
Bxog N25 HopmansHoe cocToAHMe KOHTaKTa
Bxoas! Bxopa N6 PazomruyT

Howmep WY

Beixoae!
WY 1 Hanpaenenwe 1

Cets
PazHoe

BHELIKME NOAKMOUEHUA

10. TNpu HEOBXOOUMOCTM HACTPONTE peakUUo CUCTEMbI HA CUrHan OT KapTonpueMHuKa «Asapusix.
Ona atoro B pabodver obnactu ctpaHuubl BbiGepuTe [ononHuTenbHbin Bxog Ne...
(HomMep Bxoga [OMKEeH COOTBETCTBOBATb BXOAY KOHTPOfepa, K KOTOpoMmy huanyecku
NOAKMOYEH BbIXO «Agapusi» KapTONPUEMHMKA) U YCTAHOBUTE C NOMOLLIbIO COOTBETCTBYHOLLLENO
pacKpbIBaOLErocsi Crmcka:

e ansa napametpa Tun 3HayeHne OBbIYHbIN;
e ns napameTpa HopmanbHoe cocTosiHMe KOHTaKTa 3HayeHne Pa3oMKHYT.

11. Mcnonb3ys napameTpbl aKkTMBM3AUMM UM HOpManu3aumMn BbIXOOO0B, HacTpounte Tpebyemyto
peakuuto KOHTponnepa.

(© dnekTpoHHas npoxoaHasa KTCOX.A ¢ KAPTONPUEMHMKOM W aHTUNAHUKO BepHYTbCA K CrIvCKy

Hazeanne Bxop N23 Tun

BnekTponHan npoxoaHan KTCOx A c kapTo . Bxoga N24 OBbIYHBIA

Bxop Ne5 HopMmaneHoOe COCTORHWE KOHTaKTa

Bxogkl Bxop N26 PazomrryT

AOV’IOJ’IHMTeﬂbe\E BXO/bl, MackupyemMble NpK akTUBU3aL UK
Boixoas!

KpuTepuid mackvpoBaHws

Cems He zagaHo

JononHuTenbHbIe BbIXOADI, HopManausyemble Npy akTUBM3aLnKn
PazHoe

Kputepuli Hopmanuaaumm

He zagavo
BHELIHME NOAKMIOUEHR

AOHOHHMTEﬂbe\E BbIXO4bl, aKTUBM3NPYEMbIE NPW aKTMBU3aLWK
KpuTepuid akTmensaumm

He zagaHo

12. TNoo4vepenHo HaXXMuTe KHOMKM CoxpaHuTb M3MeHeHus B YyCTPOMUCTBO
n BepHyTbca k cnucky. CTpaHuua, oTpaxatlollasi Ha3BaHue KoHTponnepa, byaeT 3akpbiTa.

13. B pabouen obnacTtu cTpaHuLbl B COCTaBE OCHOBHOIO KOHTPOIepa BbigenuTte KoHTponnep MY,
KOTOPbI KOHTPONMPYETCS KAapTOMNPUEMHUKOM.

14. Haxmute KHOMKY PegaktTupoBaTb Ha naHenuM WHCTPYMEHTOB cTpaHuubl. OTkpoeTcs
cTpaHuua, oTpaxatollasi Ha3BaHWe KOHTponmepa.

15. lMepengute Ha BkNagky pecypca CuuTbiBaTtenb Ne... (HOMep cuuTbiBaTensa AOMKEH
COOTBETCTBOBATb CYUTLIBATEMIO, KOHTPONMPYEMOMY KapTONPUEMHUKOM).

16. lNMoaTBepxaeHneM WM3bLATUSA  KapTbl AN KOHTponnepa [AdocTyna sBnseTcs  curHarn
OT KapTonpuemHuka «Kapma u3bsma». [ns HacTpoOVKu NOATBEpXOeHWs Ons napameTpa
Bepudukauma ycraHoBUTE 3HAYEHUE:

e BBY, ecnu kapTonpveMHMK BbICTynaeT B KayeCTBE BHELIHEro BepuuumpytoLero
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yCTpOVICTBa Ana KOHTpOoIiepa (CVIFHaJ'I «Kapma u3bsama» noctynaeT Ha oTAenbHbIA BXOA4

KOHTponnepa);
o NAOY, ecnn BbIxog «Kapma u3sbsma»

KapTonpunemMHuka nMnoAgKrnw4YeH K KOHTposrepy

napanneneHo [14Y. B aTomM cnyyae Takke HYXHO YCTaHOBUTb ANs napamMmeTtpa
PaspeweHue Y donaxok ans sHadeHns B PEXKUME PABOTbI «KoHTponby»:

HazeaHue

Kontponnep TypHukeTa MNel

Brixog mz

He eriBpaHo

Bxon &

He eriBpanHo

Crnncok NFC ycTpoicte

(=3}

TypHUKET

CumTteigatents 1

CumTeigaTens 2

['eHEpaTOp TPEEOTH

17. YctaHoBuTe

pabouen

obnactu

3alWMTa OT Nepeaaum
waeHTMdukaTopos COTPYAHWKOB
(Antipass)

3alWMTa OT Nepeaaum
waeHTMbKkaTopoe NMOCETWTENEA
(Antipass)

KoHTpons BpeMeHn Ans
waeHTMdukaTopos COTPYAHWKOB

KoHTpone BpemeHn Ana
waeHTUbMKaTopoe MOCETWTENEA

Pazpewexme 4Y
Bepudukauna

WM3bIMaTE WAEHTHOWKATOPEI
noceTUTened nocne npoxoaa

JonoaHuTensHsIE EXOaE,
MaCcKMpyeMbIg MpU pasBnokMpoEKe
Wy

JonoaHuTENEHEIE BEIXOAEI,
AKTWEMZMPYEMBIE NPU Pa3BAoKUPOEKe
Wy

cTpaHuubl Ans

napameTpa

B PEXWMME PABOTHI "KonTpone"

BepudmumupoBatb

naeHTudmkatopbl MOCETUTENEMN ot BBY (1nu, cooTBeTcTBEeHHO, oT MAY) hnaxku:

e Mpu npoxoae;

e npu npoxoge ¢ HAPYLUEHUEM BPEMEHMU;
e npu npoxoae ¢ HAPYLULEHUEM 30HAJIbHOCTMW.

18. YctaHoBuTe

pabouen

obnactu

CTpaHuUbl

Heobxognmoe

3HayeHVe napameTpa

Bpemsa oxuaaHma nopatBepxaeHusa npu Bepudmkauum ot BBY (Mnm, cooTBeTCTBEHHO,
ot MNMAY), B Te4eHMe KOTOPOro KOHTPONep OOMKEH OXnaaTb curHan «Kapma usbsmay:

(5 KoHTponnep TypHukeTa

Hassanue

KowTponnep TypHuketa Net

Beixon ns

He esibpario

Bxone

He ebiBpatio

Crncox NFC yerpoiicrs
Typrier
Cupreigatens 1
CupTbiaTens 2

TenepaTop Tpesory

3awyma o1 nepeaavin
naenTubmkaTopos COTPYAHVKOB
(Antipass)

3aWyuTa oT Nepeaun
waerTubvkatopos MOCETUTENEA
(Antipass)

KoHTpone epeMeHu Ana
aenTHbrKaTopoe COTPYAHMKOB

Koutpons spemerin A
aenTnmkatopos NOCETUTENER

Paspewenme Iy
Bepudukauua

abimaTs naeHTMGUKATOpS!
noceTuTeneii nocne npexoaa

[ONONHUTENLHEIE BXOALL
MaCKupyeMsie Npy pazEIoKMpOEKe
ny

MononHurensHsie BXoAs!,
aKTUBM3UPYeMbIe NP PazBAOKNpOEKE
wy

Bepudrkauma

Het

Bepuduumnposars naentudmkatopsl COTPYAHMUKOB ot NAY
Mpu npoxose
Mpwu npoxoae ¢ HAPYLLEHWEM BPEMEHW
Mpy npoxoae ¢ HAPYWEHWMEM 30HANBHOCTW
BepunouumMpoBats naeHTumKatopsl MOCETUTENEN ot NAY
Mpu npoxoge
Mpy npoxoae ¢ HAPYWEHWMEM BPEMEHW
MNpu npoxoae ¢ HAPYILEHWEM 30HANBHOCTA
Bpems OKWAGHNA NOATBEPKASHUA MK BEpUbMKaLLIN OT ALY

1 CekyHael

Bepuduumposate naeHTuprkatopel COTPYAHMKOB ot BBY
Mpw npoxoae
Mpy npoxoae ¢ HAPYIEHWEM BPEMEHI

MNpy npoxoge ¢ HAPYILEHWEM 30HANIBHOCTA

BepHYTLCA K CIUCKY

> KomaHasl cunTsiBaTens
YcTaHoBNTb pexum padoTsl "OTkphiTo”
YCTaHOBHTL peskMM paboTel "KoHTpons"
YcTaHOBWTL peskim paboTbl "3akpbiTo”
OTKpbITh (pasBnokuposars) MY

3akpbiTh (3abnokuposars) MY

KoMaHAbl ANA YT poicTBa

19. BbibepuTte napameTp [JononHUTenNbHbIE BbIXOAbl, aKTUBU3UPYEMbIe NPyU NpeabABReHUN
BanuaHbix naeHtudukatopos MNOCETUTEJIEMN.
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20. YcTtaHOBMTE C MNOMOLLLID packpblBalLlerocsd cnucka B paboyen obnactn CTpaHuub
ans napametpa Kputepumn aktuBmsaumm 3HaveHne Ha Bpemsa cpabatbiBaHus.

21. YctaHoBuTe chnaxok [lononHuTenbHbIN Bbixoa Ne... (HoMep Bbixoda, K KOTOPOMY NOSKITHOYEH
BXOA «M3bsimb Kapmy» KapTONPUEMHUKA):

(& KonTponnep TypHuketa

Hazeanve

Kowponnep Typruera Nei

Bewoa vz

He sbiBpatio

Broae

He sbiBpatio

Crmcok NFC yerpoiicra

TypHyker
Cumreisarens 1
Cummeigatens 2

TeHepaTop TpeEoU

WASHTUPUKATOPOE LU I PYAHVIKUE
(Antipass)

3awwTa oT nepeaaun
waenTndukatopos NMOCETUTENEA
(Antipass)

KoHTPOnL Bpemetit Ana
wasHTU$UKaTOpoE COTPYAHMKOB

KoHTpons epeMeHn ana
waenTnukatopos NMOCETUTENEA

Paspewenme Iy
Bepudmkauua

W3biMaTe naeHTMdMKaTOpLI
noceTuTeneii nocne npoxoaa

[lono/HuTensHsIE EXOASL
Mackupyeusie npy pazboknposKke

Wy

[lononHUTe bHSIE BbIX0a8I
aKTMBUSMDYeMsIe NPH PaIBAOKMPOBKE

[LononHuTensksie Bsxoas,
HOPMa/apyeMsIE pr
pasbroknposxe MY

[lononHUTe bHSIE BbIX0a8I
aKTMBMHDYeMSIe NPW NpeaABNeHIM
BaMAHBIX MABHTUOMKATOPOS
COTPYAHUKOB

LononHuTeNEHEIE B5X0AE!,
aKTUEBUZMPYEMLIE NP NPEALABNSHHN
BaAMAHLIX MAESHTMOMKATOPOE
MOCETUTENEW

22. Bbibepute napametp MW3bIMaTb
N yCTaHOBUTE NS Hero pnaxok:

(5 KoHTponnep TypHukeTa

Hazsanne

Kontponnep Typrukera Net

Baxoa w3

He seiBpario

Bxoas

He sribpaHo

Crncox NFC yctpoiicTe
TypHrKeT
CumTeigaTens 1
Cunrtuigatens 2

Tewepatop Tpesoru

3awwuTa oT nepesaun
waenTdmMKkaTopos COTPYHKKOB
(Antipass)

3awura ot nepesaun
uaeHTMbukaTopos NOCETUTENEA
(Antipass)

KoHTpons Bpemeni ans
naenTnmkatopos COTPYAHUKOB

KOHTpo/ib BpemeHn ans
waentudukatopas MOCETUTENEA

Paspewenve Y
Bepuduauns

Ussimate uaeHTndmkaTops!
noceTuTened nocie npoxoaa

[lonoaHuTensHsIe BXOAB,
MacKMpyeMbie npu pasbaokuposke
ny

[lonoAHUTeNsHbIE BEIXOASI,
aKTueMaMpyeMele npy pasbnokMposke
uy

lpumeyaHue:

o8

Kputepuil akievzauum
Ha Bpema cpa6aTbiBaHus

DlononuuTensHelli Beixos Ne3

DononHutensHeli eexos Ned

fononnvTensHeii Beixos NE5

VI.EIeHTVI(bVIKaTOpr

BEepHYTLCA K CIHCKY

> Komawpel cuuteiBatenn
YeTaHoBUTL pesiiM paboTsl "OTKpbITO"
YctanosuTb pesxum pabotsl "KoHTponb"
YeTaHoBUTb pexum paboTsl "3akpbiTo”
OTKpLITh (pasbnokuposats) UY

3akpbiTb (3abnokuposats) MY

KomaHab! Ans ycrpoiictBa

noceTtutenen nocne npoxoaa

BepHyTbCa K CIMcKy

VzeimaTe MaeHTHgUKATOPE NOCETUTENEM NOCAE NRPOX0Ad

>

KomaHabl Ana ycrpoiictBa

KomaHael cuuTeiBaTenn
YCTaHOBHTL peskiM paboTsl "OTKpbITO"
YcTaHOBHTb peskim paboTsl "KoHTpons"
YcTaHoBUTL pexkum pabotsl "3akpeito”
OTKpbITh (pasbnokuposats) MY

3akpbiTh (3@0noknpoBath) MY

- anI N3bATUN VILI,GHTVIdJVIKaTopa OaHHble noceTuTend aBTOMAaTUYECKN NepeHOCATCA

Ha Bknagky ApxuB pasgena «Bropo nponyckoe» (cM. «Pykoeodcmeo nosib3oeamerisi
,CmaHdapmHoz2o nakema [10“ PERCo-WS, PERCo-WSE»).

23. lMoo4yepenHo

HaXmMmute

KHOMKN

CoxpaHuTtb

n3MeHeHunsA B

YCTPOUCTBO

n BepHyTbcs Kk cnucky. CTtpaHuua KoHTponnep TypHukeTa OyaeT 3akpbiTa, HaCTPOWKM

COXpaHEHb!.

SEC.RU

KopoTkui nyTb k MHbopmaLum

Cka4yaHo c sec.ru




Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

26. Hactpouka koHTtponnepa CKY[] PERCo ansa paboTbl ¢
KapToOnpMUeMHUKOM

B cucreme npegycMoTpeHa BO3MOXHOCTb aBTOMAaTU4YECKOIo WU3bATUA BpPEMEHHbIX KapT

nocetutenen C ncnonb3oBaHNEM KapTornpmeMHunKka npon3BoacTBa KOMMNaHnn PERCo.

MNMocne MoHTaXa M BKMHOYEHMS KapTONPUEMHUKA HEOOXOAMMO NPOU3BECTU Er0 KOHPUIypupoBaHue
B cucTeme, Ans 3TOoro:

1. Bongute B cuctemy, ncnonbsys 6paysep.

2. Wcnonb3yss naHenb Hasurauuu, nepengute B nogpasgen «KoHdwurypaumsa» pasgena
«AAMUHUCTPUPOBaHUEY.

3. B pabouyen obnactu cTpaHuubl BblAeNUTe OCHOBHOW KOHTPOSEpP, K KOTOpPOMY (huanyeckm
NOAKMOYEH KapTONPUEMHMUK:

Kordurypauus PERCo-Web* AnMUHUCTPATOP

MoMeweHra CoBbITuR LaBnoHe! kamep Crecrema

Mouck — O6wme napaMeTpsl
IP anpec — [® KowTponnep CTL14

(& Oeycroponmnii zamok N21

4. Haxmute KHOMKy PepaktupoBatb Ha naHenuM WHCTPYMEHTOB cTpaHuubl. OTkpoeTcs
CTpaHuua, oTpaxatowas Ha3BaHne KOHTposnsepa.

5. Mepengute Ha BkNagky Bbixoabl.

Kond:wypaum PERCD-Web. AnMUHMCTPaTOR ?

E\@ KOHTpO.ﬂJ’lEp CTL14 BepHYTbCA K CNMCKY

Hazeanue - Boixog NO1/C1/NC1 Tun

kazzpoopeplCIRGE 2 - eeixoa NOZ/C2/NC2 OBkl
Cerment 3 - eeixog, NO3/C3/NC3 HopmaneHoe cocToAHme
He eeibparo 4 - Beixog NO4/C4/NCA He sanuran
5 - eeixog OK1
CeTe 6 - BeIXOA OK2
7 - eeixoa OK3
PazHoe
8 - eeixoa LdA 1
Beixoge! 9 - puixoa LdSt 1
10 - Buixoa LdB 1
Bxoael
11 - erixog LdA 2
CunTeiBaTenn

12 - ewixog LdSt 2

13 - ewixog LdB 2

6. B pabouen obnactu Bbibepute Bknagky Bbixoa... (HOMep Bbixoda AOS/HKEH COOTBETCTBOBATh
BbIXOAY KOHTponsepa, K KOTOPOMY (PM3MYECKM MNOOKMIOYEH BXOA4 «M3bamb Kapmy»
KapTonpueMHuka).

7. YCcTaHOBUTE C MOMOLLbIO COOTBETCTBYHOLLEIO packpbliBatoLLErocs cnucka B paboyen obnactu
OKHa:
e Ansa napametpa Tun 3HayeHne OBbIYHbIN;
e 14 napametpa HopmanbHoe cocTosiHue 3HadeHne He 3anuTaH.

8. TMMepengute Ha BkNagky BxoAabl.

A~
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9. Ecnu kapTonpMeMHUK BbICTynaeT B KayeCTBe BHELLUHEro Bepuuumpytowero ycTpomcTea ans
KoHTponnepa (curHan «Kapma u3bsma» nocTynaeT Ha OTAEeNbHbIN BXOA4 KOHTponnepa),
TO B paboyen obnacTtu ctpaHuubl BoibepmuTe Bxopa... (HomMep Bxoga KOHTpOnnepa, K KoTopomy
dusnyeckn NOAKMYEH Bbixoq «Kapma u3bsima» KapTonpUeMHMKa) N yCTaHOBUTE C MOMOLLIbIO
COOTBETCTBYIOLLLErO pacKpblBalOLLErocs cnmcka:
e ansa napameTpa Tun 3HavyeHne Bxoa noarBepxaeHusa BBY;
e nnga napameTtpoB KoHTponnep v HanpaBrneHue yCTPOWUCTBO W HanpaBreHwe OOMKHbI

COOTBETCTBOBATb TEM, KOTOPbIE KOHTPOMMPYIOTCS KAapTOMNPUEMHUKOM;

e ans napameTtpa HopmanbHoe coCTOSiHME KOHTaKTa 3HavyeHne Pa3oMKHYT:

Konurypaums PERCo-Web*® AAMAHACTPATOP ?

fC:) KonTponnep CTL14 BepHYTbCA K CIIMCKY

HazeaHue - exog Inl Tun

Kowtponnep CTL14 2 -exoa In2 Bxoa noateepxasHuA BBY2

Cerment 3 -pxog In3 KonTtpoanep

He ewibpaHo 4 - pxog Ind HAeyctopoHHuid zamok N21

5 - exog In5 Hanpaenexue

Hanpaenenue 1
Cetn 6 - exog Iné z

7 - exon DUA 1 HopMmanbHOe COCTOAHME KOHTaKTa
PazHoe

PazomkH
8 - exon DUSt 1 v

Beixoas

[}

- exog DUB 1

10 - exog DUA 2
Bxogs!

11 - exog DUSt 2

CumTeiBaTenn 12 - exoa DUB 2

13 - exoa FA

10. lMpn Heo6Xx0QMMOCTM HAaCTPONTE PeakLmo CUCTEMbI Ha CUrHan OT KapTonpueMHuka «Agapusi.
[Ona atoro B paboden obnactm ctpaHuubl Bblibepute Bxog Ne... (Homep Bxoga LOSMKeH
COOTBETCTBOBATb BXOAY KOHTpOfepa, K KOTOpoMy (PU3NYEeCKU NOAKMYEH BbIXon «Asapusi»
KapTonpueMHuKa) 1 YCTaHOBUTE C MOMOLLbIO COOTBETCTBYIOLLIErO pacKpbIBaOLLLErocs cnucka:

e ansa napametpa Tun 3HayeHne OBbIYHbIN;
e N4 napametpa HopmanbHoe cocTosiHUE KOHTaKTa 3HayeHne Pa3oMKHYT.

11. B nogpasgene «Peakumum Ha coObIiTUA» pasgena «AAMUHUCTPUPOBAHUE», MUCMONb3y4
napameTpbl aKkTUBM3aLMN NN HOPManuM3auun BbIXOA4O0B, HACTponTe TpebyemMyto BHYTPEHHIO
peakuuto Ha cobbITMe KOHTponnepa.

12. lNMooyepeaHo HaXxXmute KHOTMKMN CoxpaHuTb M3MeHeHuUA B YCTPOUCTBO
n BepHyTbcA Kk cnucky. CTpaHuua ¢ Ha3BaHueM KOHTponnepa 6yaeT 3akpbiTa.

Ar-=7
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

13. B pabouen obnactn cTpaHuubl B COCTaBE OCHOBHOIO KOHTpOSfiepa BblOENUTE KOHTPOSep,

KOTOprVI KOHTPOJTINPYETCA KapTONPUEMHUKOM.

14. HaxmuTe KHOMKY PepaktTupoBatb Ha naHenu WHCTPYMEHTOB cTpaHuubl. OTkpoeTcs
CTpaHuua, oTpaxarollas HassaH1e KOHTponnepa.

15. lMNMepengute Ha BkNagky pecypca HanpaBneHue Ne... (HOMep HanpaBneHUa [AOMKEH
COOTBETCTBOBATb CYUTLIBATENIO, KOHTPONMPYEMOMY KapTONPUEMHUKOM).

16. MNoaTBepxaeHneM U3bATUS  KapTbl AONA  KOHTponnepa AocTyna sBNSeTCs  curHan
OT KapTonpuemHuka «Kapma usbsamax». [Ons HacTpoOWKM MOATBEPXKAEHWA B fIeBOW 4actu
paboyen obnactu cTpaHuubl Ansg napameTpa Bepudmkaumsa ycraHoBute 3HaveHuve:

e BBY, ecnu kapTonpuemHuK BbICTynaeT B KayeCTBe BHELUHero BepuduumupyoLwero
YyCTpPONCTBa ANSA KOoHTposnepa (curHan «Kapma usbsama» nocTynaeT Ha OTAENbHbIA BXOA
KOHTponnepa);

e NAY, ecnu Bbixog «Kapma u3bsama» KapToONpMeMHMKa MNOAKMIOYEH K KOHTpOMnepy
napannensHo MNay.

17. B paboyen obnactu ctpaHuubl Ha Bknagke BBY vnu MAY ana napameTpa MNoarBepxaeHue
npoxopna yCTaHOBUTE OIIaXKKMN:

Mpun npoxoge COTPYOHUKOB;

Mpu npoxoae COTPYOAHUKOB ¢ HAPYLULEHMEM BPEMEHW;

Mpu npoxoge COTPYOAHUKOB ¢ HAPYLUEHUEM 30HAJIbHOCTWU;

Mpu npoxoge MOCETUTENEWN;

Mpw npoxoae MOCETUTENEN ¢ HAPYLUEHUEM BPEMEHMW;

Mpw npoxoae NMOCETUTENEN ¢ HAPYLUEHMEM 30HAJIbHOCTW.

18. YctaHoBute B paboyen obnactm cCTpaHuubl Heobxogumoe 3HadeHWe napameTtpa

Bpems oxuaaHusa noaTBepXAEHUs, B TeYEeHWEe KOTOPOro KOHTPONnep OOSMKEeH oXuaaTb
curHan «Kapma usbsman:

Kondurypauus PERCo-Web*® ALMUHACTPETOR

(& ABycTopoHHMit 3aMoK BepHYTBCA K CIMCKY

Hassanne 3awyTa of nepeazyH <
vasHdukaTopos COTPYAHUKOB Yposwn Codr nay Cugrunc Ankobapeep

Haycroponnuii samor Nel (Antipass)

Cermert

He asi6paro

Beixoa U3

He suiGpario

Bxoas

He sibparo

Cnucox NFC yerpoficrs

wy

Hanpaenesie N21

Hanpaenere Ne2

TeHepaTop Tpesoru

3awwmTa 0T nepeaaym
naenTudukatopos MOCETUTENERA
(Antipass)

KowTpons Bpeweni 4ra
aeHTdukaTopos COTPYAHIKOB

KoHTpons Epeuenu aa
naeHTudukaTopos NMOCETUTENEA

Bepudukauna
Koumuccuormposaie

VI3bIMaTE MASHTUGHKATOPE!
MOCETUTENEW

MoaaepsxKa KapTONPHEMHIKA AnA
naeHTuduKaTopos NMOCETUTENEA

MoaTeepskaeHue npoxoaa
Mpw npoxoae COTPYAHNKOB
Mpw npoxoae COTPYAHNKOB ¢ HAPYLUEHWEM BPEMEHI
Mp# npoxoae COTPYAHNKOB ¢ HAPYLUEHWEM 30HANBHOCTH
Mpu npoxoae MOCETHUTENER
Mpw npoxoae NOCETUTENEN ¢ HAPYLUEHVIEM BPEMEHW
Mpw npoxoae NOCETUTENENA ¢ HAPYLUEHVEM 30HANBHOCTY
Moareepxaerue npoxoaa ans MOCETUTENER
MoctoHHo
BpeuR OXMAZHIA MOATBEPKACHIA
g CexyHab!
Mo UcTeueHH0 BPEMEHN NOATERDKARHIA TeHEPUPOBATS CoBLITHE
3anper npoxoaa ot BBY

BepoATHoCTs 3anyCka Beprduiauiia (0.100%)

0

KomaHAbl AAA YT poiicTBa

19. Bbibepute napameTp
NMOCETUTENEMN.

20. YcraHoBMTE C MOMOLUbIO packpblBatollerocs cnucka B paboven obnactu cTpaHuubl
ansa napametpa Mopaepxkka kaptonpuemHuka ansa uwaeHtudpmkatopos NMOCETUTENEUN
3HaveHne [a.

I'Io.q.qepmxa KapTonpneMHukKka Ana MAeHTM(bVIKaTOpOB

Arn
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PykoBoacTBO agMUHUCTpaTopa

21. C nomoLLbio BbiNagalroLllero cnmcka BelbepmuTe HOMEP BbIXO4aA, K KOTOPOMY MOOKITHOYEH BXOL,
«M13bsIMb Kapmy» KapTONPUEMHUKA.

Kondpurypauus PERCo-Web® AuuHucTpaTop ?
(& JlBycTOpOHHMIi 3amMok BEpHYTLCA K CTUCKY
Hazeanue 3alLyTa oT nepeaaum Toanepska KapTONpUEMHIKa ANA uaeHTuMKaTopos NTOCETUTENEN <
waenTuGUKaTopos COTPYAHIKOB
[eycToporHui zamok Ne (Antipass) la
Cerment 3awwTa o1 nepeaaum Howmep sbixoda
ugenTudUKaTopos MOCETUTENEN
He sibparo (Antipass) 7 - seixon OK3
Bbixoa us KonTpons Bpemenn ans

waenTUGUKaTOpos COTPYAHIKOB
He exibparo
KoHTpons Bpeuetn ana
Bxons upeHTUGMKaTOpos MOCETUTENEA
He BtiBpato Bepugukauva

Crncok NEC yerporicte Kowmuccronnposarive
He muiBpan sbiMaTs naeHTidMKaTOPEI
MOCETWTENEN

TMoARep>Ka KapTONPUEMHIKa A1

wy ngerTudUKaTopos NMOCETUTENEN

KomaHAbl ANA YcTpoiicTBa

Hanpagnerue N1
Hanpaenetue Ne2

Tenepatop Tpesorm

22. Bulbepute napametp M3bimatb wuaeHTuUdUuKaTopbl nocetutenen u  Bblbepute
13 BbINagatoLLero cnnmcka oaHo U3 3Ha4YeHUN:
e HerT;
¢ [Mocne noboro npoxoaa;
¢ [Mocne npoxopa B nocnegHuin aeHb JencTBUA naeHtudukaropa.

lpumeyaHue:

- anI N3bATUN MﬂeHTVIqJVIKaTOpa OaHHble noceTuTend aBTOMAaTUYECKN NepeHOCATCA
Ha Bknagky ApxuB pa3sgena «bropo npornyckoe» (CM. «Pykoeodcmeom rnosib3oeamerisi
“CmandapmHozo nakema [10” PERCo-WS, PERCo-WSE)»).

Kordurypaums PERCo-Web* AnpuHucTpaTop
(5 ABycTopoHHwii 3amMoK BepHYTBCA K CIMCKY
Hazganmne 3awwTa o1 nepegaun Wzsimate naenTvdukatops MOCETATENER <
naerTéukatopos COTPYIHIKOB

Deycropontuit samok Net (Antipass) Mocae a0Boro npoxoaa

Cerment 3auwTa ot nepenaun .
naeHTGMKaTOPOs MOCETUTENEN

He sei8paHo (Antipass)

Buixoa s KoHTpoA epemenn ana
naerTnéukatopos COTPYAHMKOB
e suspene KoHTpons BpemeHi Ana
Broa e naeHTUGMKaTopos MOCETUTENER
He sui6paro Bepudnkauna
Crncox NFC yerporicrs KowmwccueHnposarie
BT VIZLIMATE WASHTHGUKATOPE!
MOCETUTENEW

Moaaepxka KapToNpPUEMHMKa ANA
Wy naeHTguKkaTopos MNOCETUTENEN

KomaHgb! gns ycrpoiictsa

Hanpagnenue Ne1
Hanpagnenne Ne2

Teneparop Tpeeory

23. MNoo4vepedHO HaxmuTe KHOMKM CoxXpaHUTb U3MeHeHMA U1 BepHyTbCA K CnUCKy.
Ctpanuua CBoncTBa KOHTponnepa OyaeTt 3akpbiTa, HACTPOWKM COXPaHEHbI.

4 .
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

27. Hactpowuka koHTponnepa CKY[] PERCo ansa paboTbl ¢ ankotectepom
«Ankob6apbep», UHTErpUPOBaHHLIM B CUCTEMY

lpumeyaHue:

Pabota ankoTectepa «Ankobapbep» no cetn Ethernet BO3MOXHa TONbKO C KOHTpOnepamm

CT/L14, CT/L14.1, CT/L14.1P, CT/L16DINP,

CL15, CL15.1, CL15.3, CL15.7 n co

BCTPOEHHbIMU KOHTponnepamn CT13, CT13.1 anekTpoHHbIX NpoxogHbix PERCo.

Mocrne MoOHTaxa W BKMOYEHMSA ankoTectepa «AnkoGapbep» HeoO6XoOAUMO MPOU3BECTU €ro

KOH(pMrypupoBaHue B cucteme, Ansi 3Toro:
1. Bongute B cuctemy, ncnosnb3ys bpaysep.

2. Ncnonb3ys naHenb HaBurauuu, nepenguvte B
«AAMUHUCTPUPOBaHUEY.

nogpasgen «KoHdwurypauma» pasgena

3. B paboueri obnactu cTpaHuubl BblOenUTE KOHTPOMMEP WU MCNOMNHUTENBHOE YCTPOWCTBO,
BblOpaHHOe Anga paboTbl ¢ ankotectepom «Ankobapbepy»:

KoHdurypauma

MomeweHusa CoBeiTua

Mowck — O6wwue napameTpel

IP aapec _ @] Pabouan z0Ha
& Kowtpoanep CL15.7
['Cj KouTpoanep CL15.1

Hazeanve

PERCo-Web Aguunuctpatop )

WaBnoHe! kamep Cuctema

[HekoHTponupyemas Tep...—xxx]

[HekoHTponupyemas Tep...—verif50]

4. Haxmute KHOMKY PepaktnpoBaTb Ha naHenyM WHCTPYMEHTOB cTpaHuubl. OTkpoeTcs
CTpaHuLa, oTpaxatoLlasi Ha3BaHVe KOHTPOMepa UM UCNONMHUTENBHOTO YCTPOMCTBA.

5. B oTKpbIBLLEMCS OKHE NepenguTe Ha Bknagky HanpaBnenwme. B pabouei obnactn Bbibepute
BKnaaky Bepudukaumsa -> YpoBHU. B cooTBETCTBYIOLLEM YPOBHE BEpudUuKaumm BblibepuTe Tvn

ucrnonb3dyemon Bepudpukaumm Ankobapbep wunu

Ankob6apbep BbIOOpPOYHO (No3BONAET

3anyckaTb Bepudukauuio ¢ onpeaeneHHom BEPOSTHOCTLIO):

(& Koutponnep CL15

HazeaHue 3aWMTa OT Nepeaayur
waeHTudukaTopor COTPYJHWKOB
Koxtpennep CL15.7 (Antipass)

Buixog uz 3awwTa oT Nepeaaun .
waeHTngukatopoe NMNOCETUTENEA
= He BrIGpaHo v (Antipass)

Bxoa B KoHTpons BpemeHn ans
waentudukatopos COTPYAHWKOB
= He Bribpano v

KoHTpons BpemeHn ansa
waenTudmKaTopos MOCETUTENER

Cnncok NFC ycTpoiicte
[J He ewibpano Bepudukauuma

Komuccuonmposanve

WzkiMate uaeHTUdUKATOpEI

Cetb "
MNOCETUTENEN

PasHoe Moanepxka KaPTONPHEMHWKAE ANA
uaeHTUGUKaTOpoR MOCETMTENER

uy

Hanpasnenve

ANnn
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Codt  MAY  BBY Cueru.. Amo.. AMKo. <

Yposenb 1

E] Codt

C] Co®T, ecni noaknoueH

() nav .
[
=

() BBY =
o
o

) BBY2 5
=

() BBY3 H
=

E] NAY enibopouro é
s
m

E] BBY BuifopouHo E
3

E] BBY2 eribopoyHo

E] BBY3 eribopoyHo

[ Cuertunk npoxoacs
Anxobapeep

Ankobapeep BeliBOpouHO
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6. MNepengute Ha

BKINagKky

Ankobapbep.

3anonHute AdaHHble yCTpOIZCTBaZ

IP-agpec

anko6apbepa, [MopT ankobapbepa, CeTteBoe umsi ankobapbepa, lNpoTtokon u T.4. Ecnn tvn

ncrnonb3yemon Bepudukauun Ankobapbep BbIGOPOYHO, YCTAHOBUTE 3HAYEeHME MnapameTpa
BeposiTHocTb 3anycka Bepudmkauum (0..100%), otnuyHoe ot 0 1 100.

(8 Kontponnep CL15

Hazeanue

Kowtponnep CL15.7

Beixon u3

= He euiBpako

Bxoa s

= He subparo

Crncox NFC yerpoiicrs

He ewibpako

Cets

PazHoe

ny

Hanpagnenme
TenepaTop Tpegoru
Bxoas!

Buixogs!

Cuwntuigatenu

3awuTa oT Nepeaaun
naeHTHbMKaTopoe COTPYAHWMKOB
(Antipass)

3awwra oT Nepeaaun
naeHTHG MKkaTopos MNOCETWTENEN
(Antipass)

KoHTpone Bpemenn ana
naermudvkatopos COTPYAHWKOB

KoHTpoas Bpemenn Ans
uaeHTudvkatopos MOCETUTENEA

Bepuduraums
Komuccmonmposarmne

VI35IMATE WAEHTUGUKATOPSI
NOCETUTENEA

Moaaepkka KaPTONPHEMHMKE ANR
uaenTudkaTopor MOCETUTENEA

BepHyTLCA K CIHCKY

Yposnn Cogr nay BBY CugTunk

IP anpec

Nopr
80

CeTeBoe WMA ankoBapeepa

Npotoken

HTTP

MoaTtsepxaenue npoxoaa

Mpw npoxoae COTPYAHNKOB

Mpw npoxoae MOCETATENEA
MoareepxaeHe npoxoaa ans MOCETUTENEA

MocToakHo

Bpem OxMAaHVR NOATBEPAAEHNA
8 Cexynaw
TPy oTcyTcTa M oT8eTa OT AnKoBapsepa

3anper npoxoaa o Ankobapeepa

BepostHocTs 3anycka sepudmkauyn (0.100%)

0

7. MNepengnte Ha Bknagky FeHepaTop TpeBorn -> eHepauua TpeBOru

Ankopamia <

KomaHabl Ans ycrpolicTBa

npv npeabsBreHUn

maeHTucdmkaropa.
OT AJIKOBAPbLEPA:

(8 Kontponnep CL15

Hazeanune

NocTaBbTe

dnaxok

TeHepauwA TPEEOTM NpK

HanpoTuB

3HayeHna  Mpu

BEpHYTLCA K CTMCKY

3AMPETE

Ecnam WAEHTUOWKATOP HE 3APETMUCTPMPOBAH <
NpeAbLABASHUA WAEHTUGWKaTOpa
Kowtponnep CL15.7 Ecnu MAEHTAOUKATOP 3AMPELLEH
TeHepaUWA TPEEOTM NpK B »
Buixoa nz HECAHKLIMOHWPOBaHHOM Ecam UCTEK CPOK AEVICTBMA
pazbnokupoexe WY
= HekoHTponupyemas TeppuTo... @ v BRSO AN
feHepauun TpeBOrv No HegoNycrMo Ecau HAPYLIEHA 30HANBHOCTb
Bxoa e AoArOMY OTKpEITHio Y
Ecnn HAPYLLEH PEXKMM PABOTSHI
= He enibpaHo d
Ecan HAPYLIEHO KOMWCCMOHIKMPOBAHWE
Cnucok NFC yctpoiicte
Mpw 3AMNPETE OT AJIKOBAPBEPA
[J He ewibparo
Mpwu 3AMNPETE OT ANTKOPAMKW ]
5
)=
o
o
Cets E..
=
5
=L
PazHoe &
x
o
-3
ny S
Hanpaenexwe

FeHepaTop Tpeeoru

8. Haxxmute nooyepeaHo kHonkv CoxXpaHUTb MU3MEHEHUA B YCTPOMCTBO U BepHYyTbCs K CMUCKY.
CTpaHuua KOHTpoOmnnepa WM UCMOMHUTENbHOrO YCTpoMCTBa OyAeT 3akpbiTa, HacTPOMKM
COXPaHeHHbI.
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

27.1. Kak y3HaTtb IP-agpec ankotectepa «Ankobapbep»?
YTobbl y3HaTb IP-agpec ankotectepa «Ankobapbep», He0OX0ANMO 3aiTh B €r0 HACTPONKM:
1. CHMMUKTE BEPXHIOK KPbILWKY ankoTectepa «Ankobapbep».

2. Haxmute kHonky Hasapg Ha ankoTectepe «Ankobapbep». Ha akpaHe OygeT HanucaHo
HacTpowku razoaHanusaropa.

HaxumanTe kHonky BHM3 0o nosiBNeHus Ha akpaHe Hagnucy Moaynb Ethernet Hactpoiku.
Haxmute kHonky BBopa. Ha akpaHe 6ygeT HanncaHo Hactpowku agpeca.
CHoBa HaxmuTe kHonky Beog.

o 0 A~ W

HaxumanTte kHonky BHM3 Jo nodBneHwa Ha akpaHe Haanucu IP-agpec XXX.XXX.XXX.XXX
(B maHHom cny4vae IP-agpec 172.17.1.100):

IF agrec
P

1

ASTKOEAPLEP ®

]

27.2. Kak y3HaTb NopT, NPOTOKON U CeTeBOEe UMA arnkKoTecTepa
«Ankob6apbep»?

YTto6bl y3HATbL NOPT, TUN COEOQUHEHUSI U CETEBOE MMS ankoTecTepa «Ankobapbep», Heob6xoaMmo
3anTtn B Web-uHTepdenc ankotectepa «Ankobapbep»:

1. B 6paysepe B agpecHoi cTpoke BeeauTe |IP-agpec ankoTectepa «Ankobapbep»:

W = O X

&Y Hoeas sxnagka x +

C| & 17217.1.100 O @ roce

2. OTkpoeTcs cTpanuua Ankobapbep. Modynb Ethernet. NopT MOXHO y3HaTb B aQpeCHOl CTpoke
B URL-agpece cTpaHuupbl (4Mcno nocne gsoetouunsi), nmbo B pasgene Pabota ¢ HacTponkamu
B none Mopt. Tun coeanHernsd, npoctoe HTTP nnn 3awndgpoBaHHoe HTTPS, MOXHO y3HaTb
B pasgene PaboTta ¢ HacTpomnkamum B rone MpoTokon.

B naHHOM npumepe nopT — 443, npotokon — http:

ANnn
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PykoBoacTBO agMUHUCTpaTopa

. _ w — O it
Ankobapeep. Mogyne Ethernet X +
¢« C A Hezawnuweno | 172.17.1.1p0:443 a O @roe
Padora ¢ macTpoiikamu
22 A
1 UreHne HACTPOEK H3 YCTPofcTEA 3amncE HaCTpoeK B YCTPoficTEO 1
1 1
1HacTpofkH razoaHaTHzaTopa 1
1 1
1HacTpofks moka conpamerns BC-01 - 1
1 . [ 3arpyamuTh dpaitn kongurypaymy | 1
1Hacrpofixn somyas Ethernet 1
1 1
1HacTpoHKH Beero veTpoHcTea 1
1 1
1 JomoaHHTeAbHEBIE daiiTbl 1
. :
1Het dafinor = 1
- -
1 1
1 H3meHeHHe HacTpoek 9epe3z JSON 1
1 1
1 BpeuMs oKHIaHES BEITOXA [0 | 1
1 1
1 Bpens EBIEOZA pesy:IETaIa HIGKE IIOpOTa |3 | 1
1 1
! BpeM1 BEIEOTA PesyIRTATA BEIME Topora[3 | !
: ITopor [0,05 | :
: BEIFYHTE JHCIIER :
| B BrmownTE 3EVK H
| [ He BX0IHTE E PEKENM OXHIAHET b
Hn| 3aEepmaTe HiMepeHHE OIPH HeJOCTATOMHOM BELIONE .
O IIpoeepka NOCTIe HYJISBH Y NOKA1aHHH i
10 [IpoBepATE JaTy NOEEPEH i
i TeKCT E pesHMe OEIAHEA |[IDUNOMHTE KapTy K CYUTHIEATENED | i
1 1
1 TeKCT IpH HYIEBEIX pe3_| Huse nopora  #3## mroin | 1
1 1
1 TexcT IpH pes. HIKE IopoTa | Hibke nopora  ### mrin | 1
1 _H 3MEHUTE 1
1 TekcT npH pes. BHIIE nopora| Beiwe nopora  ### mrin | _ 1
1 1
: ) Mmmaym=e ckmii [P :
: IP agpec|172.17.1.100 :
H Macka mogeceTn |255.255.0.0 \
! Iloens[172 17 0228 !
H Tlopr[443 !
1 1
1 1
1 - 1
. TIporokon [ hitp ,
| 2 Hcnonssoears LLMNK ,
: Hcnonas3oBars NepeHanpasIeHHe :
: ) AyrenTdHEaNHA KIHEHTA :
1 1
1 B Onucamma JSON Ha pyeckoM 1
1 1
1 [ Onncamng JSON Ha aHITHECKOM 1
1 1
1 Jlara u BpeMs 1
1 1
1Bpens razoananuzaropa: 2023-03-10 12:29 | Bpema razoaHannatopa | | MpUMEHUTE BPEMA KOMNLIOTEpE 1
b o e e e e o o o o e e e e e e e e e e e e e M M e M e M M e e e e e e o4
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

3. CeTeBoe MMs MOXHO Yy3HaTb B pasgene WHdopmauma o6 ycTpouncTBe B noapasgene
UHtepdencHbin mopynb Ethernet xapaktepuctnka HasBaHue xocta (B AaHHOM cny4vae
ceteBoe nms — ab2008009):

.ses Ethernet

":"AJIKOBAPBEP

[Ipr BcnonszoEaEmE hitps 1o0aBeTe cepTHAHEAT B COHCOK AOESPEHHEIX CepTHOHEATOR Opayiepa.
[TpHyep HACTPOHKH ay TeHTHOHKAITHE II0JIB30BATeIeH JOCTVIIEH B APXHES
IIpryep IpPOCTOrO ONPOCA COCTOAHAA VCTPOHCTEA JOCTVIICH HA CIpaHHDE

Huadopmannd 00 ycTpolCcTBe

I'azocanaaniaTop
3aBoICEOH HOMep 000008
Bepcua [10 01.00 (2022-08-16)
Jara npoEzECaCTEA 2019-06-27

Jara noeeprrE
MegnoeepodsEld HETepEaT 12 mecanee
Baok conpaxenna BC-01

3aeodcKoH HoMep 0000008
Bepcua [10 01.01(2022-12-12)
HutepdeiicHbrii Mogvab Ethernet

33aBOACKOH HOMED 2008009

Hreprme e f-fe-r2a2ay1 2-12)

Hazpanwe xocTa ab2008009 ‘l
=—triirE=—prer e ARCO

IP agpec 172.17.1.100

Marka momceT 25525500

lmoz 172.17.0.228

[lonezoEaTens

AN A
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PykoBoacTBO agMUHUCTpaTopa

28. Hactpowuka koHTponnepa CKY[] PERCo ansa paboTbl ¢ ankotectepom
«Ankob6apbep» B kayectBe BBY

MNMocne MoOHTaXa W BKMOYEeHUA ankotecTepa «AnkoGapbep» HeobXoAuMMO MpPOU3BECTU €ero
KOHOUrypMpoBaHue B cucteme, Ansi 3Toro:

1. Bongute B cuctemy, ncnosnb3ys bpaysep.

2. Vcnonb3ys naHenb Hasurauuu, nepengute B nogpasgen «KoHdwurypauma» pasgena
«AAMUHUCTPUPOBaHUEY.

3. B pabo4yen obnactun cTpaHuubl BblAENMTE OCHOBHOW KOHTPOMSEP, K KOTOPOMY (huUanyeckm
noaKnoyeH ankotectep «Ankobapbepy:

Kongurypauus PERCo-Web* AsuuHactpatop () ?

MomeweHuns Cobbitus LllabnoHe! kamep Cucrema

Mownck — Ofwwue napameTpel
IP anpec — B4
— (& Kentponnep CTL14.1

(& TypHmker Nt [Hekontponupyeman Tep..—MpoxoaHas]

HazeaHwe + m 50

Ycrpoiictea

CocToaHue yCTpoicTe

4. Haxmnte KHOMKY Pep,aKTVIpOBaTb Ha naHelrmn MHCTPYMEHTOB CTpaHWULbI. OTKpoeTCFl
CTpaHuua, oTpaXakllada Ha3BaHNE KOHTpOJJ1epa.

5. B OoTKpbIBLUEMCS OKHe Mnepenamte Ha BKNagky Bbixoabl, BblbepuTe BbIXOL KOHTPOMEpa,
K KOTOpOMY hn3ndeckn nodkniodeH Bxoq «Havate aHanma» ankotectepa «Ankobapbep»:

Kond)mypaum AamMuHUCTpaTop d ?
Ea KOHTpo_n_nep CcTL14 BEPHYTHCA K CIIHCKY

Hazeanue 1 - eeixog, NO1/C1/NC1 Tun
Koutponnep CTL14.1 2 - rixog NO2/C2/NC2 OBbIYHEIA
Cerment 3 - esixog NO3/C3/NC3 HopmanekHoe CcocToRHME
45e 4 - Bexop NO4/C4/NC4 Licsatmra
5 - eoixog OK1
Cetb B - Boixog OK2
7 - ewixog OK3
PazHoe
8 - ewixog LdA 1
Bxoge! 9 - peixog LdSt 1
10 - ewixog LdB 1
Beixoasl

11 - ewixog LdA 2

CunTeiBaTENM 12 - Buixog LdSt 2

6. YcTaHoBUTE C MOMOLLIbIO COOTBETCTBYIOLLErO pacKpbIBaloLLErocs cnvcka B paboyern obnactum okHa:
e ans napameTpa Tun — 3HayeHne OObIYHbIN;
e ansa napameTtpa HopmanbHoe cocTosiHMe — 3HadYeHe He 3anuTtaH.

ANnr
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

7. Mepengute Ha BkNagky Bxopbl, BbibepuTe BXOA KOHTpoOMnnepa, K KOTOpPOMYy hmamyecku
noaknoyeH Bbixon «PaspelleHne» ankotectepa «Ankobapbep»:

Kondurypauua PERCo-Web" Agmnnnctpatop & ?
[ED KOHTpOﬂﬂEp CTL14 BepHyTLCA K CIMCKY
HazeaHue 1 - exoa Ini Tun
Kontponnep CTL14 2 - exog In2 Bxop noareepxaequs BBY
3 - exoa In3 KouTtponnep
Cetb 4 - gxog Ind OpnocTopoHHMiA 3amMok N1
5 - exog In5 Hanpasnekue
PazHoe
6 - exoa In6 Hanpaenenue 1
Bxoak 7 - exoa DUA 1 HopmaneHoe cOCTORHUE KOHTaKTa
PazomkH
8 - exog DUSt 1 i
Buixogsl
9 -exoa DUB1
CumntsiBaTenu
10 - exog DUA 2
11 - exoa DUSt 2
12 - exoa DUB 2
13 - exoa FA

8. YcTaHoBMTE C NOMOLLIbIO COOTBETCTBYHOLLLErO pacKpbiBatoLLLErOCsi Cnmncka B paboyer obnacTu okHa:
e N4 napameTpa Tun — 3Ha4yeHne Bxop noareBepxaeHus BBY;,
e [nd napameTpa KoHTponnep Bbibepute NCNOMHUTENBHOE YCTPOWNCTBO;
e Onsa napameTpa HanpaBneHue — 3Ha4YeHe HanpaBreHusl, KOHTPONMPYEMOE ankoTecTepPoM;
e ansa napameTtpa HopmanbHoe cocTosiHMe — 3HayeHe Pa3oMKHYT.

9. BbibepuTe BXOA4 KOHTponfepa, K KOTOpoMy (OM3MYECKM MNOOKIYEH BbIXxod «3anpet»
ankorectepa «Ankobapbep»:

KoHdurypauus PERCo-Web"* Agmunvcrparop Y ?
© KoHTponnep CTL14 BepHyTLCA K CTIACKY
HazeaHue 1-exoa Inl Tun
Kontponnep CTL14 2 - exoa In2 Bxop zanpeta BBY
3 - exog, In3 KonTponnep
Cet 4 - gxog Ind OaHocTopoHHUIA 3amok N21
5 - exoa In5 Hanpaenekune
PazHoe
6 - exon In6 Hanpaenexwe 1
Bxoapl 7 - xon DUA 1 HopmaneHoe COCTOAHME KOHTaKTa
PasomkH
8 - exog DUSt 1 Ly
Buixogsl
9 -exon DUB 1
o )y
UNTBIBSTENN 10 - xon DUA 2
11 - exog DUSt 2
12 -exoo DUB 2
13 - exon FA

10. YcTaHOBWTE C NOMOLLIbIO COOTBETCTBYHOLLENO pacKpbIBAOLLErOCs Cnncka B paboyen obnactun okHa:
e [Onsa napameTpa Tun — 3Ha4yeHne Bxon 3anpeTta BBY,;
e anda napameTpa KoHTponnep Bbibepute MCNONMHUTENBHOE YCTPONCTBO;
e ansa napametpa HanpaBneHue — 3HavyeHne HanNpaBreHUs, KOHTPONMPYEMOeE ankoTeCTEPOM;
e Ansa napametpa HopmanbHoe cocTosiHMe — 3Ha4YeHne Pa3oOMKHYT.

P iaYal
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PykoBoacTBO agMUHUCTpaTopa

11. TNoo4vepeqHo HaXXMuTe KHOMKM CoxpaHuTb U3MeHeHusA B YyCTPOMUCTBO
n BepHyTbca k cnucky. CTpaHuua koHTponnepa 6yaeT 3akpbiTa, HACTPONKM COXPaHEHDI.

12. Wcnonb3ys naHenb HaBurauuu, nepenguTte B pasgen «AAMMHUCTpUpOBaHWe» noapasgen
«Peakuunun Ha coObITUA».

13. B pabouyen obnactm HaxmuTe Ha kHonKy JlobaBuTb. B Bbinagatowem cnucke Bblbepute
[o6aBNTb BHYTPEHHIOK peaKkuuio Ha COObLITUE KOHTponsepa.

14. B nosiBMBWEMCA OkHe [Jo06aBUTbL BHYTPEHHIOK peakuuio Ha cobbiTMe BBeauTe Ha3BaHue
peakumm Ha cobblThE 1 YCTaHOBUTE C MOMOLLIbI0 COOTBETCTBYHOLLErO pacKpbIBaoLLLErocsa crnvcka:
e ansa napametpa KoHTponnep Bbibepute UCMOMHUTENBHOE YCTPONCTBO;
e nns napameTtpa Pecypc BbibepuTe HanpasneHue;
¢ 114 napametpa CobbiTne — 3HavyeHne 3anpoc Ha Bepucmkaumto BBY;
e Ansa napametpa [lencTBme — 3Ha4yeHne AKTUBM3UpPOBaThb BbIXOA,;
e ana napameTpa KoHTaKT — 3HadyeHMe BbIXOA4a KOHTponsepa, K KOTOpomy U3NYecku
NoaknYeH Bxo «Havatbe aHanma» ankotectepa «Ankobapbep»;
e 14 napameTpa Tun peakuum — 3HadeHne Bpems cpabaTbiBaHuUS;
e 014 napametpa Bpems — 3HayeHne BeCKOHEYHOCTD.

DobaBnTb BHYTPEeHHIOK peakuuio Ha cobbitue

Hazgauwe

[na ankoTecTepa

KoHTponnep Pecypc

TypHuxer N21 Hanpasnewwe 1
Cobritue Delictene

3anpoc Ha eepudukaumeo BBY AKTUEBMIMPOBATE BLINOA
KonTakr Tun peakumy

Bemxog N25 - QK1 Bpema cpabateigaHins
Bpems

DeCKOHEYHOCTE

OTMeHa

15. Haxmute kHonky CoxpaHuTb. OkHO [lo6aBUTb BHYTPEHHIOK peakuuto Ha cobbiTue byaet
3aKpbITO, @ HOBas peakuust NosBUTCA B paboyen obnactu cTtpaHuubl.

ANn=—7
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

29. Hactpowuka paboTbl ankotectepa «Ankobapbep» Ans KOHTponA
ABYX HanpasneHun npoxoaa NY
B cucteme npegycMmoTpeHa BO3MOXHOCTb HACTPOMKK ankoTecTepa «Ankobapbep», NOAKMIOYEHHOro

no cetn Ethernet, pgna npoBegeHusi BepuduMKauum B ABYX HanpaBleHUsiXx Mpoxoa
NCMONMHUTENBHOIO YCTPOMCTBA, ANs 3TOro:

1. Ybeautecnb, UTO Bepcus BcTpoeHHoro NO KoHTponnepa, kK KoTopoMy nogkntodeHo NY, npoxog
Yyepes KoTopoe BepuduumpyeTcs ankoTectepom «Ankobapbep», COOTBETCTBYET TPeOOBaHUSAM:

o 1.2.0.35 u Bblwe gnga koHTponnepos PERCo CL15.x, CT13.1n CT/L14.1;
e 2.2.1.85 n Bblwe gns koHTponnepos PERCo CL15, CT13 n CT/L14.

Mpn HeobxogmmocTn o6HoBMTE BcTpoeHHoe [10 KoHTponnepa. AkTyarnbHble Bepcuu
BCTpoeHHoro [1O KOHTponnepoB AOCTYyMHbl Ha cante komnaHun PERCo no ccbinke
https://www.perco.ru/partneram/programmnoe-obespechenie.php, BKNagka MpowunBkn
o6opynoBaHuA.

2. Yb6eautecn, uto Bepcusi 1O PERCo-Web — 2.1.2.1 vnu Bbiwe. Npn HeobxoaumMocTn obHoBUTE
cuctemy. AktyanbHas Bepcusi 1O PERCo-Web poctynHa Ha cante komnaHunm PERCo
no ccoinke https://www.perco.ru/partneram/programmnoe-obespechenie.php, Bknagka MO
PERCo-Web.

3. Cospante TekcToBbI thann addport.csv. [anHbI dhain OoImKeH coagepXaTtb ABe CTPOKU BUAaA:

{MpoTtokon};{MopT}

o {lMpoTokon} — NPoTOKOs, KOTOPLIN ByaeT NCNoNb30BaTbLCA OS5 YCTaHOBMNEHUS COeQUHEeHNs
yepes ykasaHHbI nopT: http unu https.

e {MopT} — necaTnyHoe 3HayeHue nopTa.

YKasaHHble MOpTbl B AanbHenwem OyayT MCNofb30BaTbCA MPUM HACTPOWKE HanpasBfeHui
npoxoga. 3HadeHue {[MopT} He OOMKHO KOH(PNMKTOBATb C YK€ WUCMNONb3yeMbiMU MOAYNEM
ankortectepa «Ankobapbep» noptamu:

e [OIDKHO OTNMYaTbCsl OT OCHOBHOrO nopTa, ecnu ykasaH {l[lpoTokon} OTNWYHbIN OT
OCHOBHOrO npoTokona. OCHOBHbIE MPOTOKOM U NOPT MOXHO nocmoTpeTb B Web-uHTtepderice
ankotectepa «Ankobapbep» B pasgene Pabora ¢ HacTpomkamu, napametpbl [lopT
1 NMpoToKo.

e He [formkeH ObITb paBeH 5355 wnu 137, ecnun B Web-uHTepdence ankotectepa
«Ankobapbep» B pa3gene Pabota ¢ HacTponkamm BkntoyeH napameTtp Ucnonb3oBatb
LLMNR.

e He pgomkeH 6biTb paBeH 80, ecnim B Web-uHtepdence ankotectepa «Ankobapbep»
B pasgene Pabota ¢ HacTtpomkamum  BKnyeH napametp  Ucnonb3oBaTtb
nepeHanpaBneHue N ogHoBpeMeHHO B NnapameTpe lNMpoTokon ykazaHo 3HaveHue https nnu
B nose MNMopT ykaszaHo 3HayeHne, oTnmyHoe oT 80.

e He pgomkeH ObiTb paBeH 68, ecnim B Web-uHTepdence ankotectepa «Ankobapbep»
B pasgene PaboTa ¢ HacTpoMKamm BKITloYeH napameTp AuHamu4veckum IP.

lMpumeyaHue:

- Ona nogkntoveHnsa k Web-uHtepdency ankotectepa «Ankobapbep» BBEAUTE B aApECHYH0
cTpoky bpaysepa |P-agpec ankorecrepa «Ankobapbepy.

dann 6yget umeTb criegytowmn Bug (3HaveHus {lpotokon} un {MopTt} MoryT oTnnyaTbCH):

_| addport.csv — Bnoknot

Qaiin [paska @opwmar Bug Cnpaeka

http,; 608
http;601|

ANnn
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4. 3arpysuTe co3gaHHbii havn addport.csv, ana atoro B Web-uHTtepdence ankoTecTtepa
«Ankobapbep» B pasaene PaboTa ¢ HacTponkamum B nogpasgene [lononHuTenbHble hannbl
Haxxmute kHonky Jlo6aBuTb ¢pann. B OTKpbIBLUEMCH OKHE BbibepuTe co3gaHHbI dann
addport.csv. ®ann otobpasnTtca B CNMCKe JONOSTHUTENbHbIX DANIOB:

Padora c HacTpoiikaMu

H UreHHe HACTPOEK HI VCTPOHCTEA 3amHCE HACTpOeK B YCTPoiicTEO
L] - o

1 e

1Hactpofixu razoanannsatopa

1

tHactpoiiks Gmoka conpaxenns BC-01

[ 3arpyzuTe diain KoHKUrypaumm

] e

yHactpoiixn moyaa Ethernet

L]

] s - =
VHacrpofixu ecero yeTpofictea
JononaaTeasanie daian

addport.csv —
| NobaeuTe daiin |

| YpanuTe dain |

Hanvienenne HacTpoex gepes JSSON

Bpema oxmganng Erigoxa ‘ 0 |

Bpewmsa nlEoaa pe3yiIETaTa HIDKE I0POTa ‘ 1 |

Bongute B cuctemy PERCo-We

Mcnonb3yss naHenb HaBuraumu, nepevigute B nogpasgen «KoHdurypaumsa» pasgena
«AAMUHUCTPUPOBaAHUEY.

7. B paboden obnactu cTpaHuubl BblAENUTE MWCMOMHUTENBHOE YCTPOWMCTBO, MPOXO4 4epes
KoTopoe byaeTt BepmuduumpoBaTbCs ankotectepoM «Ankobapbep»:

Kond:owypaumn PERCD-Web. ALMUHNCTPATOR J ?
MomeweHa CobeiTva La6noHel kamep Cucrema
Mowck —  OBuwme napameTpsl
IP aapec - Kowntponnep CTL14.1P — MoakntoueHune K ycTpoicTey
_ (& Aeycroponsuii zamok N21 [HekonTponupyemas Tep..—P1]
P an,
[AeycTopoHHKi 3amok N22 [HexoHTpoampyemas Tep..—P2]
Hazsarue AeycToporHui zamok N23
8. Haxmunte KHOMKY PegaktupoBaTb Ha naHenu WMHCTPYMEHTOB cTpaHuubl. OTKpoeTcs

CTpaHuua, oTpaakolasda Ha3BaHNe UCMNOJTHUTESIbHOIO yCTpOVICTBa.

ANnn
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9. HactponTe nepeoe HanpasneHne npoxoda Ans padoTbl ankoTectepa «Ankobapbep»:

e B oTkpbiBllEMCS OKkHe nepevauTe Ha Bknagky HanpaBneHue 1. B pabGoden obnactu
BblbepuTe Bknagky Bepudmkauums -> YpoBHU. B COOTBETCTBYIOLLEM YPOBHE BEpUdmKaLmm
BblOepuTe 4151 NepBOro HanpaeneHns TMn ncnonb3lyemon sepudurkaumm Ankobapbep vnm

e [lepengute Ha Bknagky Ankobapbep.

SEC.RU

Ankobapbep BbIGOPOUYHO

BepOFITHOCTb}O)Z

(& ABycTopoHHMiA 3amok

Hazeanne

[JsycToponnui zamok Nel

Beixog us

= HexoHTpoaMpyeman TeppuTO... o v
Bxoa B w
=P o v

Cnucok NFC ycTpoiicte

[J He ewibpano

wy

Hanpasnenne N21

Hanpasnenne N22

Tl'eHepaTop Tpeeorn

3awwra oT nepegaun
waeHtmdukatopoe COTPYAHWNKOB
(Antipass)

3auyTa OT Nepeaaun
uaeHTMdKKaTopos NOCETUTENEA
(Antipass)

KoHTpoNe EpemeHu Ana
waeHTMrkatopos COTPYAHWUKCOB

KoHTpons epemenn ana
uaeHTMenkaTopos NOCETUTENEMA

Bepudukauwmn
Komuccnonnpoeanne

WzbiMaTe uaeHTUUKATOPLI
MOCETUTENEN

Moanepxkka KapronpreMHKKa AnA
naeHTMdUKaTopoE MOCETUTENEA

(nosBonsieT 3anyckaTb Bepudukauuio ¢ onpenerieHHomn

Codr nay BBY

YposeHb 1

() Copr

D Co¢T, ecnn nogknoueH

(O nay

() sBY

() BBY2

() BBY3

D NAY swibopeyxo

D BBY eribopouro

D BBY2 ebibopouno

[:] BBY3 ebibopouHo

() Cuerunk npoxoace
AnkoBapeep
AnkoBapeep BeIBOPOHHO

D Ankopamka

Cugrumk

3anonHuTe [aHHble YCTPOWCTBA:

AnkoBap...

Ankopamka <

KomaHaAbl ANA yeTpoicTBa

IP-agpec

ankob6apbepa, CeteBoe umsa ankobapbepa, lNportokon u 1.4. B none MNMopTt ankobapbepa

BBEAMTE OVH U3 MOPTOB, YKa3aHHbIN paHHee B chanrne addport.csv. Ecnv Tmn ncnonb3yemMomn
BepudmkaLmm Ankobapbep BbIGOPOYHO, YCTaHOBUTE 3Ha4YeHMe napameTpa BeposaTHocTb
3anycka sepudmkaumm (0..100%), otrimyHoe ot 0 n 100.

(& ABycTopoHHWii 3aMok

Hazsanve

[BycTopoHHuMiA zamok Nel

Boixog wz

= HekoHTponupyemas Tepputo.. @ v
Bxon B T
=pi o -

Crncok NFC ycTpoiicte

j He eribpaHo

ny
Hanpaenexne Ne1

Hanpaenexne Ne2

KopoTkui nyTb k MHbopmaLum

3awmTa 0T Nepeaaum
waeHTdukaTopos COTPYAHNKOB
(Antipass)

3awwTa 0T Nepegaun
WAEHTMOUKATOPOE NOCETUTENEA
(Antipass)

KonTpons Bpemenin ans
naeHTdukaropos COTPYAHWUKCE

KoHTpons BpemeHi ana
uaeHTudUkaTopos MOCETUTENEA

Bepudukauma
KomuccnoHmposanme

W3biMaTe MAEHTMGUKATOREI
NOCETWTENER

Moaaepxka KAPTONPUEMHHKE ANA
WAEHTMOHKATOPOE NOCETUTENEM

YpoeHn Codr nay

IP-anpec ankoBapeepa

10.1.0.115

MopT ankobapeepa

600

Ceteeoe nMA ankobapeepa

ab2201019

MpoToken

HTTP

MoaTeepxaeHWe Npoxoaa
Mpu npoxoae COTPYAHVKOB
(C) Npw npoxoae MOCETUTENEN

MoarsepxaeHme npoxoaa ana NMOC ETUTENEA

Marrnauun

BBY

Cuetynk

AnkoBape...

Cka4yaHo c sec.ru
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10. TNepengnte Ha BknNagky HanpaBneHue 2. AHanornyHo n. 9 HacTpouTe BTOPOE HanpasneHue
npoxoga. B none Mopt ankob6apbepa ykaxute BTOpon NopT u3 cdanna addport.csv, KOTopbIi

elle He 6bin BBeOeH:

(& ABycTopoHHwii 3aMoK

Hazsanve

[JBycTopoHHui zamok Nel

Boixog vz

= HexoHTpoAUpYEMaR TEPPUTO... e v

Bxoa e T

=p Qv

Crncok NFC ycTpoiicte
j He eribpaHo
ny
Hanpaeaenne N21

Hanpaenenne No2

3awmTa T Nepeaaum
waeHTdukaTopos COTPYAHMUKOB
(Antipass)

3awuTa 0T Nepeaaun
waeHTUdUKaTopos MOCETUTENEA
(Antipass)

KonTpons epemenn ana
waeHTndukatopoe COTPYAHWUKOE

KoHTpons epemeHi ana
uaenTuduUratopos MOCETUTENEA

Bepudukaumns
KomuccnonmposaHme

WzbIMaTE MAEHTMGUKATOPEI
NOCETWTENEN

Meagepxka KapTONPUEMHIKE ANA
WaeHTMdKKATOpOE NOCETUTENEA

BepHYTbCA K CIMCKY |

YposHu Codgr nay BBY CYBTUMK AnkoBape...

IP-aapac ankoBapeepa
10.1.0.115

NopT ankoBapeepa
601

Ceteece uMA ankobapeepa

ab2201019

MpoTokon

HTTP v

MoaTeepkaeHWe Npoxoaa
Mpw npoxoae COTPYAHWKOB
Mpw npoxoae MOCETUTENEA

MoaTsepxaeHve npoxoda And NOCETUTENEA

Marrnauun LV

11. TNepengute Ha Bknagky FeHepaTop TpeBoru -> eHepaums TpeBOrn Npu npeabLABNeHUn

naeHTuduKaTopa.
OT AIIKOBAPbLEPA:

NocTaBbTe

hriaxokK

HanpotuB  3HadeHus Mpu  3AMNPETE

(& [lBycTOpOHHMIA 3aMOK

HaseaHmne [eHepauma TpeBOrK NpK

NpefbAENSHUM MISHTUGHMKATOPA

Ecnn WAEHTWOWKATOP HE 3APETUCTPUPOBAH

[BycTopoHHuMi 3amok Na1 Ecan MAEHTHUOWMKATOP 3AMPELLEH

['eHepaunA TPEBOMM NpK
HECaHKLVOHWPOBaHHOM
pazbnokupoeke MY

Buixon us Ecan UCTEK CPOK AEMCTBIAA

= HekoHTpOAMpyeMas TeppuTo... & v (e R PLIERIO B2
TeHepaLWa TPEBOTH MO HEAOMYCTUMO Ecnm HABYLLEHA 30HANBHOCT
Bxoa & V1 Aonromy oTkpeitrio MY
Ecnn HAPYLLEH PEXXMM PABOTHI
= P1 o v
Ecnu HAPYLLEHO KOMWCCHMOHWMPOBAHWME
Cnucok NFC yctpoiicte
Mpw SAMNPETE OT ANKOBAPBEPA
[J He eibparo
ny
Hanpaenexue N21
Hanpaenexune N22
leHepaTop Tpeeorn
12. lMoo4epenHo HaXXMUTE KHOMKMW CoxpaHuTb M3MEeHeHuA B YyCTPOUCTBO

n BepHyTbcs kK cnucky. CTpaHuLa UCNONHUTENBHOMO YCTpocTBa ByaeT 3aKkpbiTa, HACTPOMKM

COXpaHEHb!.
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

30. Hactpowuka koHTponnepa CKY[] PERCo ansa paboTbl ¢ ankoTtectepom
«Ankopamka | npo», UHTErpUPOBaHHbLIM B CUCTEMY
lpumeyaHue:

7 Pabota ankoTtecTepa «ArnkopaMka |npo» BO3MOXHa TOMbKO C KoHTponnepamu CT/L14,
CT/L14.1, CT/L14.1P, CT/L16DINP, CL15, CL15.1, CL15.3, CL15.7 n cO BCTPOEHHbIMMU
KoHTponnepamn CT13, CT13.1 anekTpoHHbIX NpoxogHbix PERCo.

B cucteme PERCo-Web ankotectep «AmnkopaMmka |npo» BO3MOXHO HacTpOUTb [Ansi
BepMdUKaLmm TONbKO B OAHOM HanpasBreHum Npoxoaa UCMOSNHUTENbHOrO YCTPOUCTBA.

MHTerpaums ankotectepa «Ankopamka | npo» OCyLLECTBNAETCS NyTEM NOAKIMIOYEHUS] K OGHOW CeTH
c cepsepom PERCo-Web no wHTepdenicy Ethernet. MNopsgok NoakmYeHUss ankoTecTepa Mo
nHTepdency Ethernet cM. B pykoBOACTBE NO MOHTaXy ankotecrepa.

lpumeyaHue:
= Onsa obecnevyeHnss KOPPEKTHOM paboTbl peKkoMeHOyeTCcs MOAKNYaTh ankoTectep
M KOHTPOINep, mMexay KOTopbiMn NponcxoanTt obmeH OaHHbIMW, K OQHOMY KOMMYTaTopy.

MNMocne MOHTa)xa W BKMOYEeHWUs ankoTecTepa «Arnkopamka |npo» HeoGXxoauMo MNPOU3BECTU €ero
KOHOUrypMpoBaHue B cucteme, Ansi 3Toro:

1. B Web-unHtepdence ankotectepa «Ankopamka |npo» B pasgene «OCHOBHbl€ HAaCTPOMKN»
HacTpowTe cneayoLlime napameTpbl:

e )14 NapaMeTpa Pexum ¢ nomMmoLLbto pacKkpbiBakoLLEerocsa Crimcka ykaxumTte HMCTaHLIMOHHbIVI.

e anA napametpa OxupaHuve BblAoOXa, MC pPEeKOMEHAYeTCH YCTaHOBWUTb 3HadeHune
15000 munnucekyHAa.

lpumeyaHue:

= ns nogkntoyeHus k Web-uHTepdelicy ankotectepa Beeaute ero |IP-agpec B agpecHomn
cTpoke 6paysepa. [lns Bxoaa ucnone3dynte nornH admin, naponb alkotest20.

2. B cuctreme PERCo-Web, wcnonb3ys naHenb HaBurauuu, nepengute B nogpasgen
«KoHdurypauusa» pasgena «kKAGMUHUCTPUPOBaHUEY.

3. B pabouenn obnactu cTpaHuubl BblAENWTE KOHTPOMSEP WM UCMOMHUTENbHOE YCTPOWCTBO,
BbIGpaHHOe Anst paboTbl C ankoTecTePoM «Ankopamka | Ipox:

KOHd)MpraLlMﬂ PERCD-Web. AamuHucTpatop () ?

MomeweHna CobeiTna WabnoHe kamep Cucrema

Mownck — O6ume napaMeTpel

IP aapec (& Koutponnep CL15

4. Haxmute KHOMKY PepaktupoBaTb Ha naHenM WMHCTPYMEHTOB cTpaHuubl. OTKpoeTcs
CTpaHuua, oTpaxkaroLas Ha3BaHMe KOHTpOsepa NUnmn UCNONHUTENbHOrO YCTPOMCTBA.

A7
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5. B oTkpbiBLWEMCS OKHe nepenguTte Ha Bknagky HanpaBneHue. B pabouen obnactu Boibepute
Bkrnagky Bepudmkaumsa -> YpoBHU. B COOTBETCTBYIOLWEM YPOBHE Bepudukaumm Bbibepute
TMN mncnonb3yemon Bepudmkaumm Ankopamka vnu AnkopamMka BbIGOPOYHO (MO3BOMSET
3anyckatb Bepudukaumio ¢ onpeneneHHon BEPOSTHOCTLIO):

BEepHYTLCA K CNACKY

(5 KoHTponnep CL15

Hassanue 3awwTa ot nepeaauy <
naenTudmMratopos COTPYAHWKOB Codt nay BBY CUETUMK AnkoBape..  Ankopamka
Kontponnep CL15 komHaTel 0... ip.
YposeHb 1
Buixog u3 3alwmTa oT nepesaun

waenTudmkatopos NOCETUTENERA Codt
= UewtpaneHan npoxogran MA @ v (Antipass)

Cogr, ecnm nogrmoven

Broas T KoHTpone EpemeHi AnA
waeHTHMkaTopos COTPYAHWKOB nay 3
= E
= KOMHaTa ajMWHUCTPaTOpOR e v BBY 2
KoHTpons Bpemeny ans =
i o
Cnncok NFC ycrpoiicTe waeHTudukatopoe MOCETUTENEA MNALY esiGopoutoc 5
Y
() He eibparo Bepudmkaumna BBY suibopouHo E
Komuccronmnpoeanmie CueTunk NpoxoAcE &
=
]
Cers WzkbiMaTs MeHTMdNKaTops! TR z
MOCETUTENERA X
Ankobapeep BeIGOpPOUHO
FrmEe MoaaepxKa KapTONPUEMHIKE ANA Anxopamka
naeHTdukatopos NOCETUTENEN
Ankopamka ee1BopoUHO
wy
YposeHb 2
Hanpaenexne Cogr
fé KOHTPOJ]J]EP CL15 BEPHYTLCA K CIUCKY
HazeaHue 3awuTa OT Nepeaaun ¢
waeHTHdwKaTopos COTPYHUKOB Cogr nay BBY Cugrumk  AmcoBape...
KoxTponnep CL15 koMHATEl aBMWHHCTPATO. . (Antipass)
IP agpec
Beixog vz 3awuTa oT nepegaun
naenTudwkatopos MOCETUTENEA
= lentpaneHan npoxogHas WA~ €@ v (Antipass)
Mopt UDP
Bxoa B 1 KoHTpons epemenn ana
waeHTHOVKaTopos COTPYAHVKOB 9761
= KOMHAaTa aiMMHMCTPATOpOR Q@ v o
KoHTpons Bpemeny ana MoaTsepiaeHUe npoxoaa o
& NFC = waeHTudrkatopoe NOCETUTENEW =
AEEEZARE T Mpy npoxoge COTPYAHUKOB s
He ewiBpai Bepudukaums o &
2 paro B Npvt npoxaae MOCETUTENER 2
=
. 5
MR R Moareepxaenne npoxoaa ans MOCETUTENER E
3
Cers WabiMaTe MASHTUGUKATOPLI MNocToaHHO ‘::t
MOCETUTENENA 2
BpeMmA 0XMAAHUA NOATEEPAACHUR 2
Fpmm TMopaepika KaPTONPUEMHIKA ANR
naenTudmkatopos NOCETUTENEN 8 CekyHasi
ny Mpu OTCYTCTEMM OTEETA OT ANKOPAMKW
Janper npoxoga ot Ankopamki
Hanpaenenne
BepoaTHocTs 3anycka Bepudukalmm (0..100%)
TeHepatop Tpegoru 0

3anonHuTe NnapameTpbl 45151 HACTPOVKM YCTPONCTBA:

o IP-appec - IP-agpec ankotectepa
YCTPOWCTBA NpW BKIHOYEHUN.

e [MopTt UDP — nopt UDP yka3aH B nHTepcperice ankotectepa «Ankopamka | npo», napameTp
UDP-nopT npuema komaHpa B pasgene «Cetb». [1o ymonyaHuio yctaHosreH nopt 9761.

e C nomowpsto cnaxkos Mpu npoxoge COTPYAHUKOB 1 Mpu npoxoge MOCETUTENEN
yKaxuTe, Ansa koro TpebyeTca 3anyckaTb NPOBEPKY.

e B none Bpems oxuaaHus noATBEPXAEHUA PEKOMEHAYETCA YCTaHOBUTb 3HA4yeHue,
npeBbllLalolLlee MUMHUMYM Ha 5 cekyHA 3HadveHue napametpa OxugaHue Bblooxa, MC
B pa3gene «OcHoBHble HacTponkm» B Web-uHTepdence ankotectepa «Ankopamka | npo».
O6patnte BHumaHue, 4T0 B PERCo-Web ykasbiBaeTCsa 3HadeHWe B CeKyHOax,
a B Web-uHTepdence ankotectepa B MUSISIMCEKYHOAX.

o Ecnu tvn mncnonbdyemon Bepudpmkaumm AnkopamkKa BbIOGOPOYHO, YCTAHOBUTE 3HAYEHUE
napameTtpa BepositTHocTb 3anycka Bepudumkaumm (0..100%), otnuyHoe ot 0 1 100.

e [1pn HeO6XOOUMOCTM HACTPOMTE NPoYMe NapaMeTpbl BKNagkn Ankopamka.

«Ankopamka | ipo» oTobpaxaeTcs Ha 3KpaHe

A7
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7. MNepengute Ha BKNagky FeHepaTop TpeBoru -> eHepauusa TpeBOrn nNpu npeabLABAEHUU
naeHTudukartopa. lNMocrasbte hnaxok HanpoTtue 3HadeHus Mpu 3AMNPETE OT ATIKOPAMKM:

Hazeanue TeHepauna Tpesoru npu D Ecnv MAEHTU®UKATOP HE SAPETACTPUPOBAH <
NpeBABASHAN WASHTUdUKaTOPa
Koxtponnep CL15 koMHaTLl aMUHUCTpATO. .. D Ecan MAEHTUOUKATOP 3AMPELLEH
FeHepaLWA TPeBory Npm N N
Brixoa 3 HECaHKLMOHMPOBaHHOI D Ecnn MCTEK CPOK AENCTBMA
pasGnokupoeke WY
= LlenTpansHan npoxogHaa UA Qv D (B AP G E A8

leHepaumA TPEEOTH MO HEAONYCTUMO D Ecam HAPYLLUEHA 30HA/IBHOCTDL

Bxog & T AOATOMY OTKPbITHIO WY
D Ecnn HAPYLLIEH PEXKMM PABOThI
= KomHaTa agMnHMCTpaTopoB Q v =
D Ecnn HAPYLIEHO KOMWCCMOHWPOBAHE z
Cnmcok NFC yctpoidcte =
D Mpw 3AMNPETE OT AJIKOBAPLEPA g_
[ He ewbpano 5}
Mpw 3AMNPETE OT ANKOPAMKI )
K
=
E:
CeTb H
T
=
o
L4
PazHoe
ny
Hanpasnenwe
leHepatop Tpeeorn

8. Haxmute nooyepenHo kHonk COXpaHUTb U3MEHEeHUs1 B YCTPOMCTBO U BepHyTbCs K CNUCKY.
CTpaHvua KoHTponnepa WNnM MWCMNOSNHUTENbHOTO YCTPOMCTBa OydeT 3akpbiTa, HACTPOMKM
COXpaHeHb!.
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31. Hactpowuka koHTponnepa CKY[l PERCo ansa pabotbl ¢
o6Hapyxutenem «Kep6ep-CT2», UHTErpuUpPoOBaHHbLIM B CUCTEMY

lpumeyaHue:

Pabota ob6Hapyxutena «Kepbep-CT2» no cetun Ethernet BO3MOXHa TOMbKO C
koHTponnepamu cepun CT/L1x(.x), CL15(.x), n co BCTPOEHHbIMU KOHTpornepamu CT13(.x)
SMEKTPOHHbIX MPOXOAHbIX.

Mocne MoHTaxa W BkNoYeHMsi obHapyxutensa «Kepbep-CT2» Heobxoaumo npou3BecTn ero
KOHUrypupoBaHue B cUCTeEMe, ANs 3TOro:

1. BomnguTte B cuctemy, ncnonbsys 6paysep.

2. Wcnonb3ys naHenb HaBurauuu, nepengute B nogpasgen «KoHdwurypaumsa» pasgena
«AQMUHUCTPUPOBAHUEY.

3. B pabouyen obnactu cTpaHuubl BbiAEnUTE KOHTPOMEp WU MUCMOSTHUTENbHOE YCTPOWCTBO,
Bbl6paHHOe Ansa paboTbl ¢ obHapyxuTtenem «Kepbep-CT2»:

Kondurypauusa PERCo-Web Anmnenctpatop ()

Nomeutesma CobeiTva Llla6noHb! kamep Cuctema

MNowuck — OBuwme napaverpsl

IP aapec — B3 Patouan aoHa

(& Kewtponnep CL1S [HekoHTpoaupyeMan Tep...—omx]
(& Koutponnep CL15 [HekoHTponupyeman Tep...—verif50]

Hazsanue

4. Haxmute KHOMKy PepaktupoBaTb Ha naHenu WHCTPYMEHTOB cTpaHuubl. OTkpoeTcs
CTpaHuLa, oTpaxatoLasi HasBaHWe KOHTPOMepa U UCMONHUTENBHOIO YCTPOMCTBA.

5. B oTkpbiBLIEMCS OKHE NepenguTe Ha Bknagky HanpaBnenue. B paboyen obnactu Boibepute
Bknagky Bepudmkauma -> YpoBHU. B cooTBeTCcTBYHOLEM YPOBHE BepudmKaumm BblbepuTte
TN mucnonb3dyemon Bepudukauum Kep6ep-CT2 unu Kepb6ep-CT2 BbIGOpPOYHO (no3Bonsier
3anyckaTb BepudmKaLuio ¢ onpeaeneHHon BEPOATHOCTLIO):

Hazeanue 3awwTa oT nepesayn <

@& KoHtponnep CL15

Cnucok NFC ycTpoidce

[J He seiGpato

CeTb

PazHoe

ny

Hanpaenexue N21

KOHTpO BpeMeHi ANR
WaSHTUKKATOPOR MOCETUTENEIA

Bepudmkauma
KOMWCCUOHHDOBaHHE

V36IMaTe MAEHTUGHUKATOPEI
MOCETUITENEA

MopaepxKa KAPTONPUENHIKa ANA
waeHTU(KKaTopos NMOCETUTENEA

WIEHTdHKATOPOB COTPY/IHIAKOB Cogr nay BBY CueTuvk  AnkoBapeep Ankopamka Kepbep-CT2
Koutponnep CL15 (Antipass)
Ypoeens 1
BeixoA U3 3aWKTa OT Nepenaun
waeHTudKKaTopoe NOCETUTENEA () Cogpr
= He eeiipaHo v (Antipass)
D CohT, ecnv NOAKNHIUEH
Bxoa B KOHTPONL EpEMeHM ANA
waexTU¢uKaTopos COTPYHAKOB O nay
= He suibpao v
: () eay

D NAY enibopouHo

D BBY BuiGopouHO

D CYETUMK NPOXOAOE

() AnxoGapsep

O AnkoGapbep BEIBOPOUHO

O ANKOpaMKa

D Ankopamka BeiBOpoUHO
Kepbep-CT2

Kepfiep-CT2 ewiBopouko

Komangbl gna ycrpoiictea

6. [lepengute Ha Bknagky Kep6ep-CT2. 3anonHute gaHHble yctponctea: IP-agpec, Maponb n
T.0. B none Mopt 6yaetr yctaHoBneHOo 3HadeHwe no ymondaHuto — 5000. Ecnu Ttun
ncnonb3yemon Bepudpurkaumm Kepb6ep-CT2 BbIGOPOYHO, YCTAHOBUTE 3HAYEeHWE napameTpa
BeposTHocTb 3anycka Bepudmkauum (0..100%), otnuyHoe ot 0 1 100.

A=7r
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(& Kontponnep CL15

HazgaHne

3alKTa oT Nepegauu

BepryTeca k crincky

naeHTHMKaTOpOR COTPY/IHMKOR YpoeHM CodT nay BBY Cuérurk  AnkoBapbep ANKOpamKa <
Koutponnep CL15 {Antipass)
IP agpec
BbiX0A U3 3awwTa oT nepegaun
waeHTUGMKaTopos MOCETUTENER
He suibpaHo (Antipass)
Mopt
Bxon e KGHTPOA BpeMEHM AR
wnaeHTuoukaropos COTPYAHWKOB 5000
He Boibpaxo
KoHTpo/s BpemMeHn 4ns MpoTokon
Cidcok NFC yerporicra WAeHTHGMKATOPOB MOCETUTENEA W
He BuiBpaHo Bepudukauma
Napone
KOMWCCHOHMPOBaHME
8
Ceth W36IMaTE MAEHTUOHKATOPLI ,E
MOCETATENER MoaTteepxaeHMe Npoxoaa g
PazHoe TIOAREDKKa KAPTONPHEMHUKE an MNpw npoxoae COTRYHWUKOB E\
NOCETATENEN ~ =
O T T Mpw npoxone MOCETUTENER T
2
Wy MoaTeepxaeHye Npoxoaa Ans MOCETUTENEA z
=
MocrosxHo §

Hanpaenexue N2l

BpeMA 0K1ASHUA NOATBEPKACHUA
Hanpaenetite N22 8 CekyHas!

Mpu oTcyTCTBNKM OTBETa OT Kepbep-CT2

TeHepaTop TpEBarA
3anpet npoxoaa ot Kepfep-CT2

Bxopel BepOATHOCTE 2anycka sepudmkayn (0..100%)
0

Beixoas!

7. Tlepengute Ha Bknagky FeHepaTtop TpeBorn -> [eHepauusa TpeBOrM nNpu npeabABIEHUN
unaeHTudukaropa. lNocraBbTe hnaxkok Hanpotme 3HaveHus Mpu 3AMPETE OT Kep6ep-CT2:

(& KouTtponnep CL15

HazeaHue TeHEpaLVA TREBOTM NPk (| Ecnu MBEHTUOUKATOP HE 3APETCTPUPOBAH <
NPeALABNEHNN MISHTUDKUKITOPa
KoxTponnep CL15 () Ecnn WAEHTUDUKATOP 3AMPELLIEH
leHepaLyA TPEEOTH NPH ) ~ _
BriXog 13 HECAHKLMOHWPOEaHHOM _] Ecnn MCTEK CPOK AEMCTBIAA
2EA0KMPOEKS MY -
= He suipaHo " = : _] Ecnu HAPYLLEHC BPEMA
leHepaLMA TPEBOMM NG HEAOMYCTHMO r_] Eent HA EHA 30HANLLOCTS
Bxon B AONTOMY OTKPBITHID MY
F_] Ecnn HAPYLLIEH PEXXMM PABOTH!
= He suiipaHo w

(| Ecnn HAPYLLEHO KOMWCCYOHMPOBAHUE

Crvcok NFC HCTE -
S ") Mpw 3AMPETE OT ANKOBAPLEPA

[J He euiGpato

("] Mpw 3AMPETE OT ANIKOPAMKIA z2

G

Mpw 3AMPETE OT KepBep-CT2 =

o

CeTb E
=

s

L

PazHoe I
=

X

]

=

Wy )

Hanpaenetive N21

Hanpaenerue Ne2

TeHepaTop Tpeeorv

8. Haxmute nooyepeaHo kHONKM CoOXpaHUTbL U3MEHEHUusi B YCTPOMCTBO M BepHyTbca K
cnucky. CTpaHuua KOHTponfepa WM WCNOMHUTENbHOrO ycTponctBa OygeT 3akpbiTa,
HaCTPOWKN COXPaHEHbI.

31.1. Kak y3HaTb IP-agpec u naponb ob6Hapyxutens «Kepb6ep-CT2»?
YUrtobbl y3HaTh IP-agpec 1 naponb o6Hapyxutens «Kepbep-CT2»:

1. TMoakntounTte K BKNHOYEHHOMY OOHapyXUTEno KnaesumaTypy ¢ nomowbio USB-kabens.

SEC.RU

KopoTkuit nyTb K MHopMaLum CkayaHo c sec.ru




PykoBoaCTBO agMUHUCTpaTopa

2. [ns nepexoda K HacTpoMKam HaXMuTe Ha KnaBuaTtype komOuHauuwto knasuw Alt + 1.
OtkpoeTcsa 0as3oBoe OKHO paboyen nporpammbl, B KOTOPOM OTOOpasutcsa ctpoka IP
XXX.XXX.X.X (B 4aHHOM cny4yae IP-agpec 192.168.1.9):

)

 Sﬂectrum

tunB:N/C Hanp. MBH

HapaboTka

3. [lepekntountecb Ha okHO HacTtpomku, Haxas kHorky F3. B ctpoke BasoBbin 6yget
oTobpaxaTbCcs naponb:

HacTponkn

necmr 1
Munyta 47

yer. spewa YeTanoanTs

Bazoswil # Paceupenmil

C6poc pocryna (6poc

A=7=7
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32. HacTtpouka paboTtbl o6Hapyxutens «Kep6ep-CT2» ana KoHTpons
ABYX HanpaBneHun npoxoaa NY

B cucteme npegycMoTpeHa BO3MOXHOCTb  HacTporku obHapyxutena  «Kepbep-CT2y,
noakntoyeHHoro no cetn Ethernet, ana nposegeHns Bepudmkaunm B ABYX HanpaBrneHsix npoxona
NCNONHUTENBHOrO YCTPOWUCTBA, A4S 3TOro:

1. Yb6eagutecnb, UTO Bepcus BcTpoeHHoro O KoHTponnepa, kK KoTopoMy nogkntodeHo NY, npoxog
yepe3 kKoTopoe Bepuduuupyetca obHapyxutenem «Kepebep-CT2», cooTBeTcTBYET
TpeboBaHusM:

e 1.2.0.35 n Bbilwe ans koHTponnepos PERCo CL15.x, CT13.x n CT/L1x.x;
e 2.2.1.85 n Bblwe ansa koHTponnepos PERCo CL15, CT13 v CT/L14.

Mpn HeobxogumocTn obHoBUTE BCTpoeHHoe MO koHTponnepa. AKTyanbHble BEPCUM BCTPOEHHOO

Mno KOHTpOMepoB DOCTYMHbI Ha cante KomMnaHum PERCo no CCblSKke
https://www.perco.ru/partneram/programmnoe-obespechenie.php, BKMNagka Mpowuneku
ob6opynoBaHuA.

Y6eautecb, 4uto Bepcusa MO PERCo-Web — 3.0.0.17 unu Bbiwe. MNpn HeobxoanmocTn obHoBUTE
cuctemy. AktyanbHas Bepcus NO PERCo-Web pnoctynHa Ha cante komnaHun PERCoO no ccblinke
https://www.perco.ru/partneram/programmnoe-obespechenie.php, Bknagka MO PERCo-Web.

2. Bowngute B cuctemy PERCo-Web.

3. Wcnonb3yss naHenb Haeurauuu, nepengute B noapasgen «KoHgpueypayusi» paspena
«AOMUHUCMpuUpoO8aHue».

4, B paboyen obnactu cTpaHuubl BblAENUTE WCMONHUTENbHOE YCTPOMCTBO, MPOXo4d 4epes
KoTopoe byaeT BepuduumpoBaTbcsa obHapyxutenem «Kepbep-CT2»:

Konqmrypaum PERCD-Web. Admunuctpatop () ?

Momewenua Cobuitua WaBnoHel kamep Cucrema

Mouck — OO6uwme napamMeTpel

IP anpec - Kontponnep CTL14.1P — MNoaknoueHne K ycTpoicTBy

- (& NeycropoHHuii 3amok N21 [HexoxTponupyemas Tep..—P1]

AeycTopoHHMiA 3amok N22 [HekonTpoaupyeman Tep..—F2]

HazeaHne MeycTopoHHMit 3amok N23

5. Haxmute KHOMKy PepaktupoBaTb Ha naHenu WHCTPYMEHTOB cTpaHuubl. OTkpoeTcs
CTpaHuLa, oTpaxatoLlas Ha3BaHWe UCMONHUTENBHOMO YCTPOUCTRA.

6. HacTtponTe nepBoe HanpaeneHue npoxoda anga pabotsl obHapyxutens «Kepbep-CT2»:

o B oTkpbiBLlEMCHA OKHe nepengute Ha Bknagky HanpaBneHme 1. B pabouein obnactm
BbiGepuTe BKNagky Bepudmkaums -> YpoBHu.

e B cootBeTcTBYlOWEM YpOBHE Bepudmkaumm BbibepuTe ANA NepBOro HanpaBfeHus Tun
ucnonbsyemon Bepudukauun Kep6ep-CT2 mnnn Kep6ep-CT2 BbLIGOPOYHO (MO3BOMSET
3anyckaTb BepudmKaLuio ¢ onpeaeneHHon BEPOATHOCTbIO):

A=7N
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PykoBoacTBO agMUHUCTpaTopa

( Asycroponsui savox —
Hazeakue 3awwTa oT nepeaaun
MASHTAOWKATOPOB COTPYHIKOR Cogr nay CueTumk AnkoGapeep Ankopanika Kepbep-CT2 <
[NeycTopoxHui aamok Ne1 (Antipass)
YpoeeHk 1
Buixog Uz 3awwTa oT nepeaaun
WaeHTMOKKaTopoE NOCETHUTENEA ) cogr
= He euifparo (Antipass)
D CodT, ecH NOAKAHOUEH
Bxoa B KOHTPO/b BPEMERN ANA
WASHTHGWKATOPOB COTPYIHMKOB O nay
= He euiBpato
KOHTPO/Ib EpEMEHM AR (O Bay E
Crmcox NFC yerpoiicre waeHTuOMKaTopos NOCETUTENEN D MY exGopouto :g
o
[l He euiGpatio BepudrKaLmA () eBY emibopouro E.
=
KOMUCCHOHUPOBaHHE () cuerunk npoxoace 3
3
CeTb VZbiMaTh WAEHTUGHKATOPBI D Ankobapeep %
MOCETUTENEA T
() AnkoBapeep BiSopouto E
Paztoe MoAReDXKa KAPTONPHEMHNKE AR
waeHTuOMKaTopos NOCETUTENEN D G MKa
D ANKOpaMKa BeIGOpPOUHO
ny
KepGep-CT2
Hanpagnexue N21 Kepfiep-CT2 ewibopauto

o [lepenanTe Ha Bknagky Kepbep-CT2. 3anonHuTte gaHHble yctponcTea: IP-agpec, Maponb
n 1.4. B none MNMopt Oyger yctaHOBNEHO 3HaveHue no ymondyaHuto — 5000. Ecnim tun
ncnonb3yemon sepucukaunmn Kepoep-CT2 BbIGOPOUYHO, YCTaHOBUTE 3HAYEHME NapameTpa

BeposTHOCTb 3anycka Bepudmkaumm (0..100%), otnuyHoe ot 0 1 100.

@ Asycraposemh savo
Hazeanue 3awmTa oT nepenaun <
ngeHTHdUKaTopos COTPYIAHWUKOB YpoBsH#i Codim nay BBY CueTunk  Ankobapbep AnKopamka
[IBYcTOpOHHMI 3amoK Ne 1 (Antipass)
IP agpec
Bobixog w3 3awwmTa OT nepegaun _
naeHTUdMicaTopos MOCETUTENEN 10.1.0.115
= HexoHTponupyemas Tepputop € v (Antipass)
Mopt
Brone i1 KOHTpONb BpamMeH AnA
ngeHTHdHKkaTopos COTPYAHUKOB 5000
= Xonn a -
KoHTponb Bpemeni AnA MpoTokon
o naeHTudmkaTopos MOCETUTENEA
Cnmcor NFC ycTpoiicTe WS
[ He Buidpato BepudmkaLma =
Maponb o
KomuccuoHnposatine ,E
2
Cetn WabiMaTh WAEHTHGUKETOPbE E‘
MOCETUTENEH Moateepxaetne npoxoaa =
S
— R T TR I Mpw npoxoge COTPYHMKOB z
MOCETUTESIER - o =
PR T ") Npw npoxone MOCETWTENEN z
H
ny TMogTeepxaetme npoxoaa ans NOCETUTENEA 2
TOCTORHHO
Hanpasnenve N2l
Bpema oXUAaHWA NOATEEPHASHUA
Hanpaenexue N22 8 CekyHpbl

7. Tlepengute Ha BkNagky HanpasneHue 2. AHanorM4yHo n.6 HacTpomWTe BTOPOE HanpasreHune
npoxoda. B none MopT ykaxuTe BTOpoe 3HavyeHue nopTa:

Cka4yaHo c sec.ru
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

& Asyeroponsis savox
HaaBanue 3awmTa OT Nepegaun
naenTUdUKaTOpoB COTPYIHUKOB YpoBHW Codt naoy BBY CuéTumk  Ankobapbep AnKopamka <
Asycropormuii 3amok N2 1 i)
IP agpec
Bbixog 13 Jawmra 0T Nepegaumn .
waeHTUdHKaTopos MOCETUTENEN 10.1.0.115
= HexoHTponMpyemas Tepputop € (Antipass)
Mopt
Bxon & W KoHTpenb BpemeHi ana
MaeHTU(MKaTopor COTPYIHUKOB 5001
= Xonn o v
KoHTponb BpemeHn AnA MpoTtokon
Crucok NFC yeTpoiicTs WaeHTUdHMKaTopos MOCETUTENEN - »
[ He euidpaHo Bepudmrauna ©
Mapono a
KomucenoHnposatme ,E
2
Cetb MabiMaTb MAEHTUUKATOPbE E‘
MOCETUTENEN MoaTeepxaeHue Npoxoaa >
=
=
Pagoe MlOAAEPAKa KAPTONPUEMHAKA ANR Mpu npoxoae COTPYAHWUKOB =
NOCETUTESIEA r . =
CET ST e ") Npw npoxoge NOCETUTENEN z
=
ny MoaTeepAeHHe Npoxoaa AnA MOCETUTENEA §
MocToAHHO E
Hanpasnetue Nel
Bpema oxuaHUA NOATBEPMASHNUA
Hanpaenenue Ne2 8 CekyHgb! v

8. [lepengute Ha Bknagky FeHepaTop TpeBorn -> NeHepauusa TpeBOrn npu npeabABNEHUN
unaeHTudukaropa. lNMocraBbTe hnaxkok Hanpotme 3HaveHus Mpu SAMNPETE OT Kepbep-CT2:

& Aeycroponm saox

REEEEIIE leHepauvA TpeBor npu () Echn MAEHTHDKATOP HE 3APETVICTPUPOBAH <
5 NPELERENEHU WAEHTUOUKITOPE
. (") Ecan MOEHTA®WKATOP 3AMPELLEH
TeHepaluma TPEEOTH NPU ) . .
Brixoa 13 HECHKLMOHUPOBaHHO _] Ecan UCTEK CPOK AENCTBIAA
pazbnokmpoeke K1Y -
= He BuIBpaHo v (] Ecam HAPYLLIEHO BPEMA
rEHE'pﬂLlMﬂ TPeEOTH Mo HeJoNyCTHMO fJ Er Al EHA J0HANBHOCTS
Exoa B AONTOMY OTKPBITMIO KIY . s
() Ecan HAPYLLEH PEXIAM PAEOTHI
= He euifpaHo ~
[} Ecan HAPYLLIEHO KOMWCCHOHWPOBAHIE
Cnncok NFC ycTpoiicts

() Mpu 3AMPETE OT ANKOBAPLEPA
[0 He esibpato

() Mpu 3AMPETE OT ANKOPAMKIA =

G

Mpv 3AMPETE OT Kepbep-CT2 =

o

Cerb E.
=

5

o

PazHoe I
=L

I

]

H

ny ]

Hanpaenexue N21

Hanpaenexue N22

TeHepaTop TPEEOTH

9. TlooyepedHo HaxmuTe KHOMkM COXpaHUTb U3MEHeHUst B YCTPOMCTBO 1 BepHyTbeca K
cnucky. CTpaHuLa UCNONMHUTENBHOrO YCTPOMCTBa OyAET 3akpbiTa, HACTPOMKN COXPaHEHbI.

4 .
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PykoBoacTBO agMUHUCTpaTopa

33. KomaHpabl ynpaBneHus ycTpoucTteamu

lpumeyaHue:

S KomaHap! ynpaeneHna sugeokamepamm TRASSIR n obopyposaHnem NCO «OpuoH»
n OlNC «Py6ex» onucbiBalOTCA B PYKOBOACTBax Mosfib30BaTenisi Ha COOTBETCTBYHOLME
Moaynu.

CeHepaTop TpeBorn
e COpocutb TpeBory — pexum « Tpegoza» reHepaTopa TpeBorm OyaeT CHAT.
e lNopHATb TpeBOry — KOHTponnep nepenaetr B pexuMm «Tpegoea», OyayT akTUBM3NPOBAHbI
BbIXOAbl, 418 KOTOPbIX ycTaHoBneH Tun: NeHepaTop TpeBOru.

TypHukeT, wunaréaym
e COpoCUTb 30HANLHOCTb — NO3BONSIET COPOCUTL 30HANBHOCTL TYPHUKETA, Wnarbayma.

3amok
e [octaBuTb Ha oxpaHy — NY 6yaeT nepeseaeHo B PKL «OxpaHar.
CHATb ¢ oxpaHbl — Y 6ygeT nepeseaeHo ns PKL «OxpaHa» B npegbioywmin PKL.
CHATb TpeBory — pexum « Tpegoea» byget cHaT. 1Y b6yaet nepeseaeHo B PKL «OxpaHax.
BnokupoBatb — 1Y 6yaeTt 3abnokupoBaHo.
Pas6nokupoBatb — 1Y 6yget pa3bnokmpoBaHo.
COpoCcUTb 30HANBLHOCTb — MNO3BONISET COPOCUTHL 30HANBHOCTL 3aMKa.

ﬂOﬂOﬂHMTeanbIVI BbIX04
e AKTMBM3UpPOBaTb — BCE BbIXOAbl, ANs KOTOPbIX YycTaHoBneH Twun: OObIYHbIA, OyayT
aKTUBM3NPOBaHLI HA BpPeMSs, onpegeneHHoe napametTpom Bpemsa aktuBmusauumm.
llpumeyaHue:
. [ononHutenbHble BbIXoAbl, 4515 KOTOPbIX ycTaHoBreH Tun: FeHepaTop TpeBoru, He MoryT
ObITb aKTBU3NPOBaAHbI KOM&HD,OVI AKTMBM3MpOBaTb.
° HopmanusoBaTb — BCe BbIXOAbl, O51A KOTOPbIX YCTaHOBJIEH Tun: 06b|‘-IHbll7l, 6y/:|,yT
HOPMalrin3oBaHb.bil.

CuutbiBaTenb

e YCTaHOBUTb pexum pabotbl «OTKpbITO®» — WY B HanpaeBneHun cuutbiBatena 6yger
nepeseaeHo B PKL « Omkpbimo».

e YcTaHOBUTb pexum pabotbl «KoHTponb» — WY B HanpaeneHuu cuutbiBaTenst oypet
nepesegeHo B PKL «KoHmporsb».

e YCTaHOBUTb pexum pabotbl «3akpbiTo» — WY B HanpaeneHun cuuTbiBatena 6Oyaer
nepesedeHo B PKL «3akpbimoy.

e OTKpbITb (pa3bnokupoBatb) NY — Y B HanpaBneHun cunTbiBaTeNa 6yaeT pa3bnokmpoBaHo
Ha BpewMmsi, yCTaHOBMeHHoe napameTpoM Bpemsa pa3bnokupoBku. KomaHga [ocTynHa
npu yctaHosneHHom PKO «KoHmpons» W nNpedHasHayeHa [Ans  KpaTKOBPEMEHHOM
pa3bnokmpoBku LY.

e 3akpbITb (3abnokupoBatb) UY — NY B HanpaBneHun cuntbiBatensa bygeT 3abnoknpoBaHo.
KomaHga goctynHa npu yctaHoeneHHoM PKL «KoHmpornbs» v npegHasHadeHa ansa 6noknpoBku
MY nocne BbinonHeHnst kKomaHabl OTKpbITL (pa3bnokupoBaTb) UY.

AN4
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

34. Mob6unbHbin TepmuHan aoctyna PERCo

MoOGunbHbIN TepMuHan gocTyna PERCo obecneumBaeT KOHTpOnb aoctyna
COTPYyOHMKOB / MOCeTUTENEN,  WUMELWMUX  COOTBETCTBYKOLWMIA  MNponyck  (uaeHTudukaTop),
Ha TeppuTOpu1IO, He 06OPYAOBAHHYIO KNAaCCUYECKON TOYKOW JOCTYNa, B MECTax, r4e UCnonb3oBaHne
TypHukeTa, pAepw, wnarbayma wn T1.4. nmMbo HeuenecoobpasHo, NnMBO HEBO3MOXHO.
Moo6unbHbI TepmuHan poctyna PERCo npeacraBnser cobon  MoOGunbHbIn - TenedoH
Ha OC «Android» Bepcun He Hxe 5.0 ¢ yctaHoBneHHbIM npunoxeHnem «PERCo.Pernctpauusy,
a TaKKe HaCTPOEHHYI TOYKy AocTyna (koHTponnep) B cucteme PERCo-Web.

Wcnonb3oBaHne TepMuHana Mo3BONsSieT 3HaAYMTENbHO COKpPaTUTb BpPEMEHHble  3aTparTbl
Ha permcTpaumio CoTpyaHUKOB Ha pabo4nx MecTax.

BHumaHue!

* % Ha cmapTdoHe ¢ ycTtaHoBneHHbIM MobunbHbIM TepMmuHanom goctyna PERCo gomxeH
ObITb 06ecneyveH AOCTaTOUHbIM 06bEM CBOOOAHON NaMATK A4S pa3meLLeHnsa 6a3sbl AaHHbIX
cotpyaHukoB M3 PERCo-Web n3 pacyeta He meHee 80 KO Ha oaHOro coTpygHuka.
Kak npaBuno, makcumanbHbii 06beM B[l Ha cmapTdoHe He npeBblwaeT 4 0.

a. Ha3HayeHue U NpUHLUUNDbI pa6OTbI

MobunbHbIN TepmuHan goctyna PERCo npegHasHaueH gns:

e MoOWNbHOrO KOHTPOMsSl 4OCTyna COTPYAHMKOB / NOCETUTENEN, UMEHLMX COOTBETCTBYHOLLNIA
nponyck (ngeHTndukaTop), Ha TeppuTopuio, He O0BOopPyaOBaHHYK KIACCUYECKON TOYKOM
AocTyna: TYpHWKETOM, ABEpbk unu wnarbaymom. B kayecTBe Takom Tepputopunm MOXET
BbICTYyNaTb BpEMEeHHasi CTpouTeNnbHas NnoLiagka unn aBToTpaHCNopTHas NPoXoaHas.

e CBepKku AaHHbIX COTPYAHUKA Ha NpeamMeT NPUHAANEXHOCTM NPonycka, paspeLLleHHOro BpeMeHn
npebbiBaHWs, BO3MOXHOCTM HaXOXAEHUSA HA TOW UM UHOW TEPPUTOPUK NPEANpPUATUS U T.4.

e BepeHunst NONMHOLEHHOTO yyeTa pabovero BpEMEHM C MOCMEAYHLMM NOCTPOEHNEM OTYETOB
B cucteme PERCo-Web.

OCHOBHbIe BO3MOXHOCTHU TepMuHana:

e Mo6unbHbLIN KOHTPOMb JOCTYNa COTPYAHUKOB / noceTUTeneu;
e (CBepka Q[aHHbIX COTPYAHWKOB /nocetuTenen Ha npeaMeT nNpUHAANEXHOCTU npornycka
(npeHTMduKaTopa);
YyeT paboyero BpeMeHu;
o OTobpaxeHne MHOPMaLUN O COTPYAHUKE Ha 3KpaHe TepMuHana npwu nNogHeceHuu KapTbl
(naeHTMdUKaTopa).
NaeHTudmkaums
Mo6unbHbIn TepmuHan PERCo no3sonseT untarb:

9. Kaptbl Tna Mifare, a umenHo ctangaptel Mifare Ultralight, Mifare Classic, Mifare Plus, Mifare
DESFire. [nsa 4TeHUs KapT ncnonbayeTcs BCTpoeHHbIn NFC-mogynb cmapTtdoHa.

10. WTpuxkoabl. ANa 4TeHMs WTpUxXKoga UCnomnb3yeTca kamepa cMapTgoHa.
Pexum paboThl

MobunbHbIn TepMmuHan goctyna PERCo moxeT pabotate B Tpex pexumax: BXO[M, BbIXO[L
n BEPUOUNKALINA.
CBA3b c cepBepomM

Ceasb c cepBepom PERCo-Web ocywectengetca nocpegctBom Wi-Fi  coegmHeHus
NN MOBUIMBHOIO MHTEPHETA.

B cnyuyae, ecnu TenedoH okasbiBaeTCs BHE CETW, TpaH3aKuUM HakannueawTca B Oydepe
MOOMNBHOrO TEpMMHANa M MpW BOCCTAHOBMIEHUM CBSI3W MHGOpPMauus nepefaeTcs Ha cepBep
aBTOMaTU4yeckn (NpuM  yCTAHOBKE  aBTOMATMYECKOM  CUHXPOHM3ALUW) UKW BPYYHYHO.
Takke Npu CUHXPOHU3aLMK C cepBepoM OBHOBNSIETCS MHGOPMaLMS O AaHHbIX Nonb3oBaTenen.

ANnnNn
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PykoBoacTBO agMUHUCTpaTopa

b. YctaHoBka npunoxeHus PERCo.Perncrpauus
[Ona yctaHoBkn npunoxexHnss PERCo.Peaucmpayusi Ha YCTPOMCTBO HEOOXOAUMO BbIMOSHUTL
cnegyowine aencTeus:

1. 3amgute B MarasuH npunoxeHmn Google Play Ha cBoem yCTpOWCTBe, r4e B CTpOKe noucka
BBeaute PERCo.Peaucmpauyusi, win nepengute Mo CChIfIKe Ha CTpaHuLy MNPUoXeHns
B Google Play:

https://play.google.com/store/apps/details?id=com.nobokani.percoterminal

2. [nga aBTOMaTU4ECKOM 3arpysku NpUnoXeHNa HaXkmMuTe KHOMKY YCTaHOBUTD.
3. Tllocne ycnewHow 3arpy3ku MPUNOXKEHUS Ha 9SKpaHe YCTPOWCTBa oOTobOpasntca spribik.

[ns 3anycka NpUnoXeHUst HaXMWUTE Ha WKOHKY . Mpv nepBom 3anycke Heobxooumo
paspeLlnTb NPUINOXEHUIO AOCTYN K 3anpallMBaeMbliM pecypcam yCTPoicTBa.

c. MNoproToBka k paboTe

lpumeyaHue:

W Cessb c cepeepom PERCo-Web ocywectenserca nocpeactsom Wi-Fi coeguHeHus
1M mobunbHoro nHTepHeta. B cnyvae, ecnu cepsep PERCo-Web pacnonoxeH BHYTpu
ceTn, TO 4OCTYN BO3MOXEH TOJSIbKO, €CNN TeNedOH TOXE NOLKIOYEH K JAHHON CETMW.

MNepen Havyanom paboTbl HEOGXOAMMO BbINOMHUTL CReaytoLme AeNCTBUS:

.

3anyctute NpunoXeHue, HaxxaB Ha UKOHKY . KOTOpasi pacnosiokeHa B MEHI MOGUIBHOMO
yctponctBa. OTKpPOETCA OKHO AONns BBOA4A ajpeca CepBepa BPYYHYHD WM C MOMOLLLHO
ckaHupoBaHusa QR kopa:

5
PERCo.Pervcrpaums

OTCKAHWPOBATD C MOMOLLbIO
KAMEPbI

BBECTW BPYYHYIO

ANnn
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

Oob6aBneHue agpeca cepBepa CUCTEMbI BPYUHYHO

Ons pobaBneHus agpeca cepsBepa CUCTEMbl BPYYHYO Heob6XOoOAMMO Ha CTapTOBOW CTpaHuue
npunoxexHnsi PERCo.Pecucmpauusi BbiGpaTb BBECTU BPYUHYI0. OTKPOETCSl HOBOE OKHO:

PERCo. Peructpaums

http://127.0.0.1]

nogknioyY1TLECA

B none Aagpec BBeante agpec cepeepa, Ha KOTOpPOM ycTaHoBreHa cuctema PERCo-Web,
N HaxXmuTe KHonky MoaknounTbes.
e B uHTepdelice cuctembl PERCo-Web, ncnonb3ysi naHenb HaBuraumu, nepengure B pasaen

«AOMUHUCTPUPOBAHUEY.
e Otkponte nogpasgen «KoHdurypauma» n nepengnte Ha BKNagky YCTpoMcTBa.

o Haxmunte kHONKy Mob6unbHbLIN TepMUHan 1 NpoBepbTe, YTOOLI MMsI HACTPaMBaeMoro
TepMmuHana otobpasunock B cnvcke NFC ycTponcTs.
e AKTMBMpYWNTE YCTPOMCTBO C NOMOLLbIO NepeKnoyaTens

Jo6GaBneHue agpeca cepBepa cuctemMbl ¢ nomowbio QR koga

[ns no6aesneHns agpeca cepeepa cuctembl ¢ nomoLlblo QR koga Heobxogmmo:
e Ha craptoBon cTpaHuue npunoxeHunss PERCo.Pecucmpayusi Bbibpatb cnocob
OTckaHupoBaThb € NOMOLLbIO Kamepbl. OTKpoeTCs OKHO Afisl ckaHMpoBaHusa QR koaa.
e B uHTepdelice cuctembl PERCo-Web, ncnonb3ysi naHenb HaBuraumm, nepengure B pasgen

«AAMUHUCTPUPOBAHMUEY.

e Otkponte nogpasgen «KoHndurypaumsa» n nepengmTe Ha BKNagky YCTpomMcTBa.
oo
e Haxmunte KHoOMky Mo6GunbHbIM TepMuHan, 3ateMm kHonky 2+ OTob6pasutb QR koA.

Ha skpaHe nosaeutcs QR koga.
e C nomoLLpblo YCTPOMCTBaA OTCKaHMpymnTe oTKpbiBMica QR koga.
e [lpoBepbTe, 4YTOObBI MMs HacTpaMBaemMoro TepMuHana oTobpasunoce B cnucke NFC

YCTPOWCTB, U aKTUBUPYNTE YCTPONCTBO C NOMOLLLLIO NepekniovaTens

2. B wHTepdeince cuctembl PERCo-Web B pasgene E «AOMUHUCTPUPOBaHUE» OTKPONTE
nogpasgen «KoHdwurypauusa» u nepengute Ha Bknagky MomeweHusa unm YcTpoucTsa.
Bbibepute KoHTponnep, wabnoH pJoctyna KoToporo ©OyaeTr uvcnonb3oBaTb MOOWMbHbLIV
TepmuHan. B none NFC ycrtpouctBo Bbibepute uMMs HacTpaMBaemoro MobBunbHOro
TepMuHana.

3. YcTpoKicTBO roTOBO K paborTe.

AN A
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PykoBoacTBO agMUHUCTpaTopa

d. [naBHOe OKHO NPUIIOXEHUA

"maBHoOe okHO npunoxerHnst PERCo.Peaucmpauyusi meeT criefyoLwmi Bua;:

PERCo.Peructpaums :

Online

30

D

Bepudpukauus

MogHecuTe ngeHTUdUKaTOp K cCMapTdOoHy

1. BepxHas naHenb:

° BbinagatoLwmnm crnmcok oyHKLNIA:
— HacTponku — dyHKUMA nNo3BONSET OTKPbITb OKHO [fF HACTPOWKM napamMeTpoB
NPUNOXeHUs,

— CuHXpOHM3auma — PYHKUMA NpegHa3HayYeHa ansa pyyHonm nepeaaym AaHHbIX O Npoxoaax
COTpyaHuKOB / noceTutenen (otobpaxaeTcs TOMbKO NPU BbIKMNKOYEHHOW B HACTPOMKAX
aBTOMATMYECKOM CUHXPOHM3aLUN);

— O npunoxeHuun — npu BbIOOpe aneMeHTa OTKPbIBAETCS1 HOBOE OKHO, KOTOPOE COAEPXUT
KpaTkylo MHGOpMauuio O npunoxeHue. [locne o0O3HakoMneHus € UWHopmaumen
ANs BbIXOA4A N3 OKHa HAXXMUTE KHOMKY 3aKpbIThb.

. [l]]]]]m] MKoHKa Ans YTeHus WTpuxkoaa.

2. Pabouas obnactb npunoxeHud. Bug paboyen obnactu 3aBucCUMT OT BblIGpPaHHOrO pexuma
pernctpaumun. MNpn nmutaumm npoxoga (Npy NOAHECEHMM unaeHTudukaTopa K TepMuHany)
B paboyen obnactu npunoxeHuss otobpaxaeTca MHGOpMaUnUss O COTPyAHUKe / noceTuTene.
[aHHble 0 npoxoae nepeaarnTcs B CUCTEMY aBTOMATUYECKN UK NPU CUHXPOHU3ALNN.

3. MlHgukauma ctaTyca cuctemsl:
e online B cniyyae, ecnun y TenedoHa ecTb €BA3b ¢ cepeepom PERCo-Web;
e oOffline B crniyyae, ecnu TenedoH okasasncs BHe CETH;

e 3arpyska [aHHbIX, €Cn B [AaHHbI MOMEHT MPOMUCXOOWUT CUHXPOHM3ALUUSE C CepBEPOM
PERCo-Web (oTtobpaxaeTtca B popmate Sync: current 0 of 1000).

e. HacTpoiika napameTpoB NpUNoxeHus

Ona HacTporkn napameTpoB npunoxeHnss PERCo.Pe2ucmpayusi BbINONMHUTE crnegylowue
JencTBus:

1. Otkponte npunoxexHme PERCo.Peaucmpayus Ha yCTPONCTBE.
2. BsepawuTe agpec cepBepa CUCTEMbI.

ANr
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

3. B rmaBHOM OkHe MpunNoXxeHus B BEPXHEM MpaBoM Yriy Bblibepute u3 BbiNadaroLlero crnucka
nyHKT HacTtponku. OTKpoeTca HOBOE OKHO:

OcHoBHOe

Appec PERCo-WEB
http://172.17.0.127

o' OTCcKaHWpoBaTk C
L™~ NoMOoLLbH Kamepsbl

KOHTpONb BpeMeHH @

ABTOMaTUYecKan
CHUHXPOHKW3auUuKnAa

Pexxum perncrpaumm
Bepudnrkaums

OnoeelweHne
Bubpauywnsa

LaHHble
Bpemsa oTobpaxeHus
5 cekyHa

OkHO HacTpomnku cooepxuT criegytoLime areMeHThbl:
e OcHoBHoE:
— Appec PERCo-Web - none npegHasHayeHO 4ns CMeHbl afpeca cepBepa
C YCTaHOBITIEHHOW CUCTEMOWN BPYYHYIO;
— OTckaHMpoBaTb C NOMOLWLIO KaMepbl — Mone npegHasHavyeHo ANA CMeHbl agpeca
cepBepa C yCTaHOBMEHHOW CUCTEMOWN C NOMOLLbIO CKaHWpoBaHus kamepon QR-koaa;
— KoHTponb BpeMeHU — Mpu yCTaHOBKe dorfiaxkka B Criyvae, ecrniv npoxod CoBepLueH
He B paMkax BPeMEHHOM 30Hbl, Ha 3KpaHe cmapTdoHa OyaeT BbIBOAUTLCS COObLLEHne
«3arnpem rpoxoda. HapyuweHue spemeHu»:

CoTpygHuMK v

3anpet npoxoga. HapylweHue BpemeHu

Metpoe UBaH UBaHOBUY

ANN
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PykoBoacTBO agMUHUCTpaTopa

— ABTOMaTUYeCKasa CUHXPOHM3aUUsA — MpU YCTaHOBKE (oniaxka AaHHble O npoxoaax
nepeaarTcs B CUCTEMY aBTOMaTUYECKU;

— Pexum perucTtpauum — BbinagaoLLmin CMCOK No3BoNsieT BbiOpaTh Cnocob perncrpaumm
npoxoAoB. [OCTyNHbI CreayoLine BapuaHThbi:

o ABTomaTunyeckun Bxog — npu ycrtaHoBKke (pnaxka nNpuv NpUKNagbiBaHUK
naeHTudukatopa K TepMmumHany gopmupyetca cobbitne Bxog;
o ABTOomaTmyeckum Bbixoa — npu ycTaHoBke (pnaxka npu nNpuknagbiBaHUM

naeHTMdurkaTopa K TepmmnHany doopmupyetcs cobbiTne Bbixog;

o Bepudukauma — npu yctaHoBKe hnaxka aBToMmaTnyeckoe oopmMmpoBaHne cobbiTns
Oypet otcytctBoBath. OT onepatopa Oyaetr TpeboBaTbCA NPUHATL pPELLEHUE:
3aperncTpmpoBaTth BX0[, BbIXOA UMW 3anpeT npoxoda (oTMeHa).

e OnosBelyeHue:
— Bubpauma — npu ycrtaHoBke naxka OygeT BkOYEHO AyGrvMpoBaHME OMOBELLEHMS

Bnbpaumen TenecoHa.

e [laHHBbIe:
— Bpemsa oToOpaxeHuss — napamMeTp No3BoONAeT BbidpaTb BpemMsa oOTobpakeHus

WHdopMaLMK 0 NPOXoe Ha aKpaHe yCTponcTea. JoCTynHbI crieaylolne BapnuaHThbl:

o 5 ceKyHa;

o 10 cekyHp;

o 30 cekyHp;

o 3aKpbiBaTb BPY4HYHO.

f. Anroputm pab6otbl ¢ MOOUNbHLIM TepMmuHanom PERCo

Ona pa6otel ¢ MobunbHbim TepmuHanom PERCo HeobGxoaumo BbINONMHUTHL crnegylowme

JencTBus:

1. B HacTponkax cBoero yctpowuctBa aktmsupymnTte pexum NFC (TexHonornss 6ecnpoBogHoM
BbICOKOYACTOTHOW CBA3W Manoro paguyca gevctsusd). lNpu nonbiTke 3anycka NpUnoXeHus

C BblKIlOYEHHbIM  pexxumom NFC  Ha cTapToBOM CTpaHuue nosiBuTcs  coobLueHne
«Akmusupytime NFC moOyrib».

2. 3anyctute npunoXxeHue PERCo.Peaucmpauyusi, HaKkaB Ha NKOHKY ,
KOTopas pacrnonoXxeHa B MeH0 MobunbHoro yctponctea. OTKpoeTcs OKHO ANns BBoAa agpeca
cepsepa.

3. Tlpn HeobxoaAMMOCTM HacTponTe HeObBXoaMMbIE NapameTpbl 4 MOOUNBHOro TepMmnHana.

4. B wuHTepdence cuctembl PERCo-Web B pa3gene E] «AQMUHUCTPUpPOBaAHME» OTKPOWTE
nogpasgen «KoHdurypaumsa» n nepengmte Ha BKnagky YCTponucTaa.

5. HaxmuTte KHOMKy MoOGunbHbIM TepMUHanN 1 NposepbTe, YTOObl MMSA HacTpavBaemoro
TepMuHana otobpasunocb B cnucke NFC ycTponcTB. AKTUBUPYNTE YCTPOMCTBO C MOMOLLBIO
nepeknyarens

6. B pasgene E «AgMUHUCTpUpoBaHMe» Ha Bknagke [MomeweHus wnn YcTpomnctBa
Bblbepute KoHTpomnep, wWabnoH [octyna KoToporo OyaeT Mchnonb3oBaTb MOOWIbHLIN
TepmuHan. B none NFC ycTtponcTBO BbibepuTe CBOE HacTpanBaemMoe YCTPONCTBO.

7. YCTPOMCTBO roTOBO K UCNONb30BaHMO. MoBWMbHBIM TEPMUHAN MOXHO WUCMONb30BaTbh ABYMS
cnocobamu:
o [1ns YTeHua KapTbl 4OCTyna:

— [ogHecuTe k TenedoHy KapTy AOCTyna COTPYyAHUKA.

ANn=7
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— OTKpoeTCcsa OKHO (BWMA OKHA MOXET MEHSATbCH B 3aBUMCMMOCTM OT BblGpaHHOro crniocoba
pexuma permcrpaumm):

Metpos MBaH NBaHoBuY ABTOMAaTUYECKUIN BXOA

MNogHecuTe naeHTUDUKATOP K CMapThOHY

= X =

BbIX04 3AMNPETUTb BX0O[

o [1ns yTeHus LwTpnxkoaa:

— Haxmute Ha MKOHKY ONnA YTeHUA WTpuxkoaa .

— OTKpoeTcs kamepa cmapTdoHa C rpaHuLamMm st GOKYCMPOBKM Ha LUTPUXKOAE:

— MopHecute WTpuxkod nopg o6nacTb, BblAeneHHy 3eneHbiM. [locne 3Toro WTpUXKoAa
NpoYMTaAETCS aBTOMATUYECKMU.

ANNn
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35. TepMuHbI 1 onpeaeneHus

Antipass — @QyHKkuns cuctembl 6e30nMacHOCTM, 3aKr4allWasca B KOHTPOne MOBTOPHOro
npoxoxaeHuns (pernctpaumm) yepes ogHo Kr B Tom xxe HanpaesnexHun. [nga koHTponnepos PERCo
CT/L14, CT/L14.1, CT/L14.1P, CT/L16DINP, CL15, CL15.1, CL15.3, CL15.7, CR11, CT13,
CL211.3, CL211.9, CR02.9 otcnexuBaeTcs MOBTOPHOE MPOXOXOAEHME OOHOrO N TOrO Xe
COTpyAHVKA, BHE 3aBUCMMOCTM OT NPEeAbsBNEHHOW U3 3aKpenfeHHbIX 3a HWUM  KapTbl
poctyna / vaeHtudgpumkaTtopa. [[Onsa koutponnepos PERCo CT03.2, CT/L04.2, CR01.2, CR01.9
OTCrexXuBaeTCsa NOBTOPHOE NpeabsaBeHne OOHOM 1 TOW e KapTbl 4ocTyna / naeHtndukaropa, BHe
3aBMCUMOCTM OT 3aKpENnfEHHOro 3a Her COTpyAHMKa.

Global Antipass — dyHKUMS cucTeMbl 6e30nacHOCTK, 3aKIYaLWanca B KOHTPOe 30HanNbLHOCTU
naeHtTudurkatopa, To ecTb YHKLUMA KOHTPONSA HapyLUeHU MnocrnenoBaTenbHOCTU NPOXOXAEHUS
(peructpauun) yepes KIIM ¢ yyetom HanpaeneHusa npoxoaa. llocrnenoBaTenbHOCTb NPOXOXAEHUS
K onpegensieTca B3auMHbIM pacnosfioXKeHneM NpoCTPaAHCTBEHHbIX 30H C Y4ETOM UX BIIOXXEHHOCTH
(kak npumMep, Henb3si BOUTU B NOMeELLEHWe, He BOMASA B 30aHue).

Aemomamu3upoeaHHoe paboyee mecmo (APM) — nporpaMMHO-TEXHUYECKUI KOMIIEKC,
npeAHasHa4yeHHbI  ONa  aBToMaTU3auumM OesTenbHOCTM  onpegeneHHoro Buga. CocTout
n3 paboyero mecrta onepartopa (Ha yganeHHom [1K), koTopomy agMWHUCTPATOPOM CUCTEMbI
Bbl4aHbl MOTHOMOYUSI Ha JOCTYN K pa3genam u nogpasgenam MO cuctembl.

Basa OaHHbix (B[1) — opraHnsoBaHHas CTPyKTypa COBMECTHO MCMOSb3yEMbIX AaHHbIX CUCTEMbI.
B B[] cucteMbl XpaHATCA: HOMepa KapT AOoCTyna, NepcoHanbHble AaHHble nonb3oBaTtenen, npasa
JOoCTyna KapT, peructpupyemble YCTpoOMCTBaMuM cuCTeMbl cobbits n T.4. B[ pacnonoxeHa
Ha cepBepe cuctembl. Pabota ¢ Bl ocywecTtenseTtca us MeHepxepa PERCo-Web.

Brnok uHOukayuu — npeacTaBnseT cobon COBOKYNMHOCTb CBETOAMOAHBIX UNWN NUKTOrpadou4eckmnx
nHaukaTopoB Ans oTobpaxeHus coctoaHus WY un/ unu yctaHosneHHoro PK[ B HanpasneHwuu
O4HOro 13 cumTbiBaTENEn. Brnok nHamkaunm MoxeT OblTb BCTPOEHHBIM B CYMTbIBATENb, KOHTPONNEp,
CTOWKY TypHUkeTa, 3l unm BbIHOCHLIM.

Bepugpukayusi — npouenypa MNOATBEPXKAEHUS nMpaB MNpeabsBNeHHON KapTbl C MOMOLLbO
Bepudpmumnpytowero yctponctea. [lloaTBepXaeHue MOXET MNPOM3BOAUTLCS aBTOMaTUYECKU
(KOHTpONNEepoM, KapToONPUEMHUKOM) UK BpyYHyto onepatopom (¢ MAY, kHonkn Y, komangsl M0O).
Bepudumkaumss onepatopoM MpPOU3BOAUTCS Ha OCHOBE BM3YanbHOrO CPaBHEHWS BHELUHOCTU
nonb3oBaTtens KapTbl ¢ oTorpaduen, xpaHawencsa B B cuctemsl U BbIBOANMOM HA MOHUTOP
npu npegbaBneHnn KapThbl.

BudeookHO — naHenb paboyer obnactu pasgena, Ha KOTOPOW B pexmnme peanbHOro BpeMeHU
oTobpaxatloTcss kagpbl C MNOAKMOYEHHbIX K cucteme |IP-Bugeokamep, 3apaHee yKa3aHHbIX
npwn KOHcUrypauum ToukM Bepudukauuu.

Ndenmugpukamop — HeKOTOpoe YCTPOWCTBO WM MpU3HaK, MO KOTOPOMY onpegensercs
nonb3oBartens. Kaxabii ngeHTudmkaTop xapakrepusyeTcsi onpeaeneHHbiM YHUKanbHbIM KOLOM.
B kauectBe wugeHTupmkatopa B CUCTEME MCNONb3YHOTCA OECKOHTaKTHble KapTbl (hOpMaToB
EM-Marin, HID wn Mifare, a Takke OGuomeTpuyeckme uaeHTUMKATOPLI (OTNeYaTKn nanbLeB,
WabnoHbl NagoHn, WabnoHbl nuua).

UcnonHumenbHoe ycmpolucmeo (Y) —  yCTpOMCTBO, OrpaHuMuMBalowlee  OOCTyM,
HanpuMep, TYPHUKET, KanuTka, 4BEPHON 3aMOK, wnarbaym u T.n.

Kapma docmyna — OGecKOHTakTHasi MnacTMKOBasi SMEKTPOHHasi KapTa (SMEeKTPOHHbIN KIkoY),
C MOMOLLbKO  KOTOPOM  OCYLLECTBNAETCA uaeHTUudukauma nonb3oBatens. KMmveeT pasmepsbl
KpeauTHOM KapTbl (MOXET UMEeTb U Apyrne UCMOSHEeHWs, K nNpuMmepy, B Buae GpenokoB n ap.).
B kapTe goctyna 3akniodeH 4Yun C YHWKanbHbIM 4YMCOBbIM KOgoM. He TpebyeT BCTpoeHHOro
NCTOYHMKA MUTaHWS, YTO AenaeT CPOoK CNyxObl KapTbl NPaKTUYECKN HeorpaHuyeHHbIM. B cucteme
ucnonbe3yTca kapTel opmatoB HID, EM-Marin, Mifare.

KomuccuoHupoeaHue docmyna — npoueaypa NOATBEPXKAEHUS MpaB NPeabsBNEHHON KapTbl
NOCPEeACTBOM NpeabsBreHNst BTOPOW, KOMUCCUOHUPYIOLLIEN, KapTbl.

Konmponnep (cuctembl) —  YyCTPOWCTBO, YynpaBfdlollee cuctemon  BGesonacHocTu
unu ee anemeHtamun. Ha 6ase koHTponnepa opraHmadyetca KIrl.

O6HoenneHue ecmpoeHHo20 10 — ansa o6HoBNeHus BcTpoeHHoro MO 1 hopmaTnpoBaHns NaMsaTK

ANnNn
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KOHTPOMMEPOB CUCTEMbI WUCMOMnb3yeTca nporpamma «llpowusamenby. [MporpamMma BmecTe
¢ channamm NpoLLMBOK BXoANUT B cocTaB «BHympeHHee 10 ("npowuska”) koHmposnnepos PERCoO».
AKTyarnbHYy0 BEPCUIO MPOrpaMmMbl MOXHO 3arpy3unTb C caiiTa KOMMaHUM WWW.Perco.ru.

lMonHomMmoyusi onepamopa — npaBa Ha [OCTyn K pasgenam v nogpasgenam 1O cuctemsl,
BblaaHHble onepaTtopy APM agMmHucTpaTopom cuctemsl. icnonb3ysa ponu onepartopa, BblgarTcs
NMOMTHOMOYMS Ha: NOMeELLeHNs, nogpasaeneHns, AOMKHOCTH, rpadoukm paboTsl, WabnoHbl 40CTyNa,
WwabnoHbl NPOMyCcKOB, KOHTPOMMEpPbl, KaMmepbl, BUAeOCEPBEPDI, WAabNoHbl BepudUKaumm, nnaHbol
NMOoMeLLEHUN.

MpocmpaHcmeeHHasi 30Ha — 4YacCTb TeppuTOpUM OGbeKTa, MepecedeHve rpaHuL, KOTOpOi
OCYLLIECTBNAETCA TONMbKO Yepe3 creumanbHo obopyaoBaHHble KM ¢ npegbsiBneHvem kapTt
AocTyna.

PacnpedeneHHas cucmema (pexxum Mmynbmucepeepa) — pexum paboTtbl cuctembl PERCo-Web,
npu KOTOPOM CeTb MPeanpuATUs pasgeneHa Ha cerMeHThbl, paboTawlwme C LeHTpann3oBaHHOM
©a301 gaHHbIX, 4515 NOBbILEHUS 0TKa30yCTOMYNBOCTUN paboTbl CUCTEMBI.

Pexxum konmponsi docmyna (PKL) — pexvM (yHKUMOHUPOBAHWUSA CUCTEMbI UMW OTAENbHON ee
yactTm  (koHTponnepa, cuuTbiBaTens), Hanpumep, PKO  «Omkpbimo»,  «3akpbimoy,
«KoHmpornb» vi T.4.

Ce2ameHm — B Ka4yecTBe cermeHTa B pacnpegeneHHon cucteme PERCo-Web moxeT BbiCTynatb
rpynna KOHTpoONnnepoB, cunuan npeanpusatvs u np. [eneHne Ha CermMeHTbl pekoMeHayeTcs
ANA CHWKEHUST HAarpy3KM Ha CMCTEMY MpU UCNONb30BaHMM BOMbLLIOro KONMYyecTBa KOHTPOMEPOB.

Cucmema  koHmponssi u ynpaeneHuss 0docmynom (CKY[) —  COBOKYMHOCTb
nporpamMmmHoO-annapaTHbIX CpeacTB, obecneuyvBaloLLMX OrpaHUYeHve u ydeT AocTyna nogen
(TpaHcnopTa) Ha 3agaHHON TEPPUTOPUMN.

Cyumblieamesib — YCTPOWCTBO, NpeaHasHayYeHHoe AN CYMTbIBAHUS HOMepa KapTbl AOCTyna
1 nepegayn 3Toro HoMepa B KOHTPONeEp ¢ Lenbio naeHTudukaumm nons3oBartenei B CUCTEME.

AnekmpoHHasi npoxodHas (3l) — cepuiiHoe usgenue, npeacraensowee cobor COBOKYNHOCTb
nporpaMMHbIX M annapaTHbIX CpeacTs Ans opraHmnsauumn ogHoro KM ¢ KoHTponeM NpoxoaoB B ABYX
HanpasneHusix. B 3l Bxogatr: WY (TypHuKeT) co BCTpPOeHHbIM KoHTponnepom CKY[,
aBa cuutbiBatensa u MO.

ANnn
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MpunoxeHune 1. lMpumepbl NOCTPOEHUA PabOTbl CUCTEMDI
pacnpeaeneHHbIX cepBepoB

1. HacTtpomka pacnpeneneHHowu CUCTEMbI pennukaumu 6a3 AaHHbIX
C UCNOJIb30BaHMEM CTOPOHHEeN yTunutbl Ha 6a3e MO SymmetricDS

1. Ha ogHom un3 cepsepos PERCo-Web cospnaiite 6a3y JaHHbIX.

2. Ortkponte Bknagky PesepBHble konuu wu norn MeHedxepa PERCo-Web, cospante
N COXpaHUTe pe3epBHYI KONuK co3gaHHon Bl.

3. OrtkponTte Bknagky OnacHasa 3oHa B MeHedxepe PERCo-Web v ckayanTe CeKkpeTHbIN KoY.

CeKpeTHbIA KNtoY

U - -

3arpysuTb Ha CepBep CeKpeTHbIA KoY BobiGepuTe daiin

4. CekpeTHbIN KN4 HeobXoaAMMO pacnpocTpaHUTb Ha BCe oOcTanbHble cepBepa. ObGpaTtute
BHMMaHME, 4YTO Ha Bcex cepBepax PERCo-Web pomkeH ObiTb 3arpy)KeH oguvH M TOT Xe
CEKPETHbIN KITHOY.

5. [nsa koppekTtHomn paboTel [N1O SymmetricDS yctaHoBuTE Ha BCe cepBepa (cermeHTbl) Java SE
Development Kit (Open JDK). YTunuty MOXHO cCkayaTb C oduumanbHOro cawra:
https://www.oracle.com/java/technologies/downloads/#jdk17

6. Hactponte ytunuty ana NO SymmetricDS.

Onga ynpoweHua pabotbl ¢ MO SymmetricDS Bocnonb3yWTechb crneuvanbHON YTUIUTOMW,
poctynHon no  ccbinke:  https://github.com/percodev/symmetric-simple-config/releases.
Bbibepute apxuB nog OnepauMoHHYI0 CUCTEMY, Ha KOTopoun YyctaHoBrieH PERCo-Web:
symmetric_win.zip ana OC Windows, symmetric_linux.zip ans OC Linux.

MNocnepoBaTenbHOCTb YCTAHOBKM YTUIUTDI:
1) Pacnakynte apxvB 1 OTKponTe nanky symmetric.

Ess

Kran JaTa nzmeHeHnA Tun Pazmep
syrnrmetric_win 08.11.2021 15:36 Manka c gainann
[ jdk-17_windows-x64_bin 25.10.2021 13:43 MpuaoseHne 155 675 Kb

2) Ina KOppPEeKTHOM CUHXpOHM3aumn 6a3 gaHHbiXx B danne config TpebyeTtcss npaBusibHO
onucaTb HaCTPOWMKM BCEX CEPBEPOB.

Fat

Mran Jata namenenmnn Tun Pazmep
FESoUrces 27.08.2021 17:00 Manka c daidnanm

| config 27.08.2021 13:55 Mapametpel Ko, 1KE

O pw_symmetric 30.08.2021 3:54 Mpunoxerne 32 T14 KB

3) HacTtpoiku BknovaoT cneayowime napameTpbi:

e [InuTenbHOCTb OTMPAaBKM M MOSyYeHUs AaHHbIX (pekomeHpgoBaHo ycTaHoBuTb 10000
MC).

¢ HanmeHoBaHue cepBepa Master. HanmeHoBaHne OOMKHO BbITh Yka3aHO Ha natuHuue
B popmaTe [master.masterServerName]. Hannune kno4eBoro crnoea master 4o TOYKN
ob6sa3arensHo. Kaxgoe HaMMmeHoBaHWE LOMKHO ObITb YHUKANbHbIM.

¢ HanmeHoBaHusa cepepoB Slave. HaumeHoBaHne JOMKHO ObITh yKa3aHO Ha natuHuue
B dopmaTe [slave.servername]. Hanuume «knioyeBoro crnoBa slave [0 TOYKK
0bs3atensHo. Kaxgoe HanmeHoBaHWe SOMKHO ObITb YHUKANbHbLIM.

ANna
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o [lopTbl cepBepa Master n cepsepoB Slave (BblOpaHHble MOPTbI AOMMKHbI ObiTb
cBo60OaHbI)

e BHewHun IP-agpec unu gomeHHoe ums (cepBep AOMKeH ObiTb AOCTYNEH OCTanbHbIM

cermeHTam ceTn);

Hassanue B[;

Maponb none3oBaTtensa b[M;

Mma nonb3oBatens B[;

Mopt BL. CtaHgapTHbii nopt MySQL - 3306. [lMpu wucnonb3oBaHun MySQL,

koTopbIv noctasnsetcs B Windows-sepcun PERCo-Web, ctaHgapTHbIi nopTt — 49001.

llpumeyaHue:

7 Tomumo HacTpoek cepBepa Master, B daine config Takke HeobGxoOAuMo onucaTb
napamMeTpbl BCEX CErMeHToB Slave. YJYTuTe, 4YTO KOSIMYECTBO CEIMEHTOB [LOSKHO
COOTBETCTBOBATb KONMM4YeCTBY cepBepoB cucteMbl PERCo-Web.

-
ran [ata nzmeHeHna Tun

37.08.2021 17:00

resources 27.08.2021 17:00 Manka c dainamm

tmp 4
22| config Taiin  [lpaska ®Qopmatr Buag Cnpaska
O pw_symmetric job.push.period.time.ms=10000
job.pull.period.time.ms=12000

[master.masterDirect]
server.port = 8891
server.host = '172.17.0.144"
db.host = "localhost’

db.name = 'perco’
db.password = '1°
db.username = 'root’

db.port = 498681

[slave.Acer]
server.port = 8891
db.host = "localhost’

db.name = ‘perco’
db.password = '1°
db.username = 'root’

db.port = 498081

4) [lo 3aBepLleHMM peaKkTMpPOBaHWUS COXpaHUTE M3MEHEHMS N 3akponTe dhann config.
5) Banyctute  ytunuty  reHepauuum  Hactpoek  SymmetricDS:  pw_symmetric.exe
ans OC Windows, sudo ./pw_symmetric ana OC Linux.

BHumaHue!

YTUnuTy reHepaumm HacTpoek SymmetricDS HeoGxoauMo 3anyckaTb OT  UMEHM
agMUHMCTpaTopa.

6) Pesynbtatom paboTbl yTunuTbl siBnsieTcs nanka tmp. BHyTpyu tmp HaxogaTcs nankw,
Ha3BaHWSA KOTOPbIX COOTBETCTBYHOT YKa3aHHbIM B dpaiine config HauMeHoBaHMSIM CEPBEPOB.

» symmetric_win * tmp >

ran [ata nameHeHua Tun Pazme
Acer 08.11.2021 15:37 Manka c dainamn
masterDirect 08.11.2021 15:36 Manka c dainamn

7) Manky cepBepa Master Heo6xogUMO OCTaBUTb Ha TekyLieM (OCHOBHOM) cepBepe, a narku
cepBepoB Slave cKonMpoBaTb Ha Kaxabli CErMEHT (cepBep).

8) Hactpowite aBTOMHKpEMEHT Ans Kaxgoro cermeHTa (cepepa) B MySQL, gons atoro
nepenaute B nanky symmetric COOTBETCTBYHOLLIErO CErMeHTa M B narnke engines OTKpouTe
dann insert.sql:

ANnnNn
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symmetric_win * tmp * master * symmetric-server-3.12.11 ¢ engines w
o
MraeHn [aTta nimeHeHNA Tun
| | insert.sq| 20.07.2023 17:47 @an "SOL

-

| | master.properties 26.07.2023 17:45 aiin "PROPERTIES

9) B oTkpbiToM dhanne ckonupynte criegyrowmne CTpoku (umdpbl MOryT OTAMYaTbhCs
B 3aBMCMMOCTU OT KOSIMYECTBA CErMEHTOB):

o SET @@auto_increment_increment=3; (obwlee 4Mucno CermMeHToB, B JaHHOM Cly4yae
paBHsieTca 3)

e SET @@auto_increment_offset=1; (nopsgkoBbIi HOMeEp cermeHTa, B AaHHOM crny4dae
paBHsieTca 1)

ownlo mmetric_winitmpimast rmmetric-server-3.12.1T\engines\insert.sq|
File Edit Selection Find Wiew Gote Tools Project Preferences Help

4  insertsqgl

insert into sym_trigger_ router
(trigger_id,router_id,initial load order,last update time,

10) OTkponTe dann KoHdurypauun MySQL B nanke ¢ yctaHoBneHHbiMu cbannamm PERCo-Web
(no ymonyanuto ato C:\Program Files\PERCo\PERCo-Web2\mysql\my.ini).

11) B oTkpbiTOM cbanne B 6noke [mysql] BCTaBbTe CKONMPOBAHHbBIE CTPOKW, yaanue B Havane
«SET @@» v B KOHUE TOYKYy C 3andaATton «;». [Ons gaHHOro npumepa CTPOKA MpUMyT
cnegywoLwnn Bua:
auto_increment_increment=l
auto_increment_offset=fi

e

my.ini
Dain MzmeHnTb MpocmoTp

[mysql]
no-beep

# default-character-set=

SERVER SECTION

The feollowing options will be read by the MySQL Server. Make sure that

you have installed the server correctly (see above) so it reads this

server_type=3
mysqld]

#
#
#
# file.
#
#
[

auto_increment_increment=3
auto_increment_offset=1

# The next three options are mutually exclusiwve to SERVER_PORT below.

12) CoxpaHuTte chain n nepesanyctute cnyxby MySQL.
13) MNMoBTopKnTE N. 8-12 AN Kaxxgoro cermeHTa (cepsepa).

ANnn
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7. YctaHoute NO SymmetricDS:
1) TNepengute B nanky symmetric-server-3.12.11 Ha cepBepe Master n 3anyctute Tpebyembin
dann: install pna OC Windows, sudo bash ./install.sh pna OC Linux.

i BHumaHue!
A 3anyck canna gormKkeH Npon3BoanTLCA No4 NnpaBaMn agMUHUCTpaTopa.
lpumeyaHue:

7 Banyck ¢anna MoXHO npou3BecTM € nomowibio MHCTpymeHToB Windows PowerShell.
[ns atoro B komaHgown ctpoke Windows PowerShell Beegute .\instal.bat.

databases Manka c dainamn
engines
lib

Manka c daiinamn
Manka c gaiinamn
logs Manka c dainanm
patches Manka c dainamn

samples Manka c daiinamn

security

tmp
web
=| change-log
[ install
_| install.sh
[E] start

| start.sh

smpmi

2) [pousBeaunTe aHaNoOrnyHbIi Habop AencTBun ¢ pannom install Ha Kaxxgom cepeepe.
3) [lo 3aBepLueHMN yCTaHOBKM pabovee OKHO KOMaHAHOW CTPOKM aBTOMaTU4eCKM 3aKpoeTcs.

4 .
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8. 3anyctute NO SymmetricDS:

1) lMepengute B nanky symmetric-server-3.12.11 Ha cepBepe Master n 3anyctute Tpebyembin
dann: start pna OC Windows, sudo bash ./start.sh pns OC Linux.

i BHumaHue!
— 3anyck canna gormKkeH Npon3BoanTLCA No4 NnpaBaMn agMUHUCTpaTopa.
lpumeyaHue:

3anyck chavna MOXHO MpPOM3BECTM C Mnomolb MHCcTpyMmeHToB Windows PowerShell.
[ns atoro B komaHgowm ctpoke Windows PowerShell BBeaute .\start.bat.

symmetric win » tmp > masterDirect > symmetric-server-312.11 » v O Monck: symmetric-server-3.12.11

-~
Ana [ata nsmMeHeHNA Tun Pazmep

bin 03.1

conf

Manka c daitnamn

Manka ¢ daiinarmn

databases Manka c daitnanm
engines 08.11.2021 1537 [Manka ¢ dainamu

lib B CA\WINDOWS\system32icmd.exe — m] X
logs i

[m rD. ] - Monitorlob - S ting C ule: eoms with the first run at 2821- 8 R A

patches

samples

security 1eeeems with the first run at
tmp
web

-| change-log
install

7 install.sh
start

| start.sh

mmuni

guration came thr|

2) AHanormyHblin Habop penctBui ¢ cannom start HEOHGXOAMMO MPOM3BECTM HA KaKOOM
cepBepe Slave.
PekomeHgyemas nocrnenoBaTtenbHOCTb AENCTBUNA:
e 3anyctute cepBep Master,
o Oxunpante 3aBepLlEeHNs 3anycka;
e 3anyctute cepBepa Slave. PekomeHayeTcs 3anyckaTb cepepa no ovepeau;
e Oxupante 3aBepLUEHNs 3anycka 1 yCTaHOBMEHMSA CBSA3M C cepBepom Master.

3) lMpn «KoppekTHOM paboTe pexuma pennukauun B0 B okHe OygeTr oTobpaxaTbca
AnUTenbHOCTb 0OMeHa JaHHbIMW.

4) [Ona HacTpOWKM CErMEeHTOB U KOppeKTHOM paboTbl pexuma pennukaumn B paboyne okHa
danna start Ha cepBepax Master n Slave pomxHbl ObiTb 3anyLLeHbl Bcerga.

lpumeyaHue:
B cnyyae 3akpbiTna ogHoro u3 channos start CMHXpOHM3aUnsa gaHHbIX OyAeT notepsiHa.

ANnr
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9. Cospgante cermeHTbl B MeHegkepe PERCo-Web:
1) Ortkpoiite meHedxep PERCo-Web wn nepeinigute Ha Bknagky Hactpowmku. Ha naHenu
PacnpepeneHHas cuctema akTUBMpPYWTE peXnmbl MynbTucepaepa n pennukauum B/.

PacnpefgeneHHas cuctema

Pexum MynbTHcepBepa c
Pexm pennukaumnm B, c

CerMeHT M

[efCTBIA C BbIGPAHHbIM CErMEeHTOM
PepaktnposaTk cermMenT YAannts cermeHT

2) C nomowpto kHONkM [o6aBUTb CermMeHT Bbi3oBUTE OKHO [lobaBneHue cermeHTa.
Cospainte cermeHTbl Ans cepsepoB Master n Slave.

[o6aBneHne cerMeHTa

Uma cermeHTa MMaBHbIA oduc

XocT 172.17.0.144|

SIS

3) Bblbepute cermeHT cepBepa Master OCHOBHbIM C NMOMOLLbIO KHOMKN CaenaTb OCHOBHbIM
CermMeHToM.

. lNpumeyaHue:
¥ lMocne BblIGOpa OCHOBHOrO cermeHTa Heobxogumo nepesanyctuTb CepBep CUCTEMbI
n Web-cepBep.

3akpenneHne BbIOPaAHHOrO CEermMeHTa 3a CepBepOM [LOIHKHO MPOMCXOAUTb Ha TOM Xe
cepBepe, KOTopbIN Heo6XoaUMO NPUBA3aTh.

4) B cny4ae HapyweHuss paboTbl OQHOMO W3 CErMeHTOB, ApyrMe CerMeHTbl npogornkat
YHKLUNOHMPOBATD.

PN aYal

4 .
\ )) SEC.RU KopoTkui nyTb K MHpopmaumm Cka4yaHo c sec.ru
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2. HacTtpouka pacnpegenéHHOW CUCTEMbl C UcCNONb30OBaHUEM ob6wen 6a3sbl
OaHHbIX

1. Ha ogHom n3 cepBepoB PERCo-Web cospainte 6a3y AaHHbIX.
2. Ortkponite Bknagky OnacHas 3oHa MeHedxepa PERCo-Web 1 ckayaiiTe CEKPETHbIV KoY.

CeKpEeTHbIA Koy

‘CKavaTk CeKpeTHbIIH KoY

3arpysuTb Ha CepBep CEKPETHbIA KMKU X BoiGepure dain

@
&
e
o

3. PaCI'IPOCTpaHVITe COXpaHeHHbIl;I CereTHbIVI KNto4 Ha BCe ocTallbHble CermMeHTbl. B utore
Ha BCeX cepBepax AoJKeH ObITb 3arpyxeH oauH 1 TOT Xe CEKPETHBDIN KITHOM.

4. Tlopknountecb Kk co3gaHHom B[l ¢ ocTanbHbiX CErMeHToB, YyKkaszaB XOCT, MNOpT,
UMms nonb3oBaTtens, naponb W HasBaHue B[ Ha Bknagke HacTtpowkn MeHedxepa

PERCo-Web.
HacTpoiika nogknioyenua b,
Xoct 172.17.0.235
Mopt 3306

MonbsoBaTens root

Mapons 123456

O6paTtuTte BHUMaHWe, YTO ANA KOPPEKTHOM paboTbl AaHHOro pexuma Ha Bcex cepepax PERCo-
Web pomxHbl 6biTb yCTaHOBIEHbI OAMHAKOBbLIE HACTPOMKN NoAKtoYeHns bL.

lpumeyaHue:

W Monb3oBatens MySQL gomkeH obnagatb npaBamu nogknoveHnst K B co Bcex xocToB,
roe yctaHoeneHbl cepeepa PERCo-Web.

5. Otkponte meHeOxep PERCo-Web v nepengute Ha Bknagky Hactpomku. Ha naHenu
PacnpepeneHHas cuctema akTMBMpYMUTE peXnM MyrnbTUcepBepa.

PacnpefeneHHas cuctemMa

Pexum MynbTucepBepa

Pexum pennukaummn B,

Germer M

JDelicTeNA ¢ BbIGPaHHbIM CETMEHTOM
PepakTupoBaTh cErMeHT ¥aanuTe cermeHT

6. C nomoubio kHOMkM [lo6GaBUTL cerMeHT Bbi3oBUTE OKHO [lobaBneHune cermeHTta. Cosgante
cermeHTbl ans cepsepoB Master n Slave.

7. Bbibepute cermeHT cepBepa Master OCHOBHbIM C MOMOLLbO KHONKM Caenatb OCHOBHbIM
CErMeHTOM.

lpumeyaHue:

MNMocne BblIGOpa OCHOBHOrO cerMeHTa HeobxoauMmo nepesanyctutb CepBep cUCTeMbI
n Web-cepBep. 3akpenneHue BbIOpaHHOTO CErMeHTa 3a CepBEepPOM AOMKHO NPOUCXOAUTL
Ha TOM e cepBepe, KOTOpbI HEOBXOAMMO NPUBA3ATH.

ANn=7
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MpunoxeHune 2. Peanusauusa MHOroypoBHeBOW Bepucpmkaumum

B cucrteme npegycmoTpeHa BO3MOXHOCTb MHOMOypoOBHEBOM BepuduMKaumnm COTPYLAHWUKOB
n nocetutenen. PaspelweHne Ha npoxoa OyaeT BblAAHO TOMbKO MOCMe nocneaoBaTeribHOro
NoATBEPXKAEHUA COTPYAHVMKOM WIM MoceTUTerneM npasB AOCTYyNa Ha KaXAoM YpoOBHe. YpPOBEHb
Bepudmkaumn onpenensieT o4epeaHoCcTb 3anycka Tuna sepudukaumm. BoamoxHo BbibpaTb OT 1
00 4 ypoBHen Bepudukaumnn.

[ns Toro, 4Tobbl 3agaTb MHOrOYPOBHEBYIO BEpUdMKaLMIO:

1. Wcnonb3ya naHenb HaBurauuu, nepenaute B nogpasgen

«AAMUHUCTPUPOBaHUEY.

«KoHdurypauusi» pasgena

2. B pabouyen obnactu cTpaHuubl BblAENUTE KOHTPOMSEP WU UCMOMHUTENBHOE YCTPOWCTBO,
OnNs1 KOTOporo 6yaeT NPoM3BOAMTCHA KOHUIYPUPOBaAHNME MHOrOYpPOBHEBOW BepUUKaLN:

Kondmrypauma PERCo-Web Asvunmctpatop ) ?

MomeweHna CobwiTHa a6 noHe! kKamep Cuctema

Mowck — Ofwme napameTpsl

IP agpec — B Xom

o - [@ KonTpoanep CTL14.1

S [“.2; JleycTopoHHWA 2aMok W21 [HekoHTpOAMpPYEMEA TER..—V]
Hazeanue (& AeycTopoHuui 3amok Ne2

Hazaanme (& AeycTopoHuui 3amok Ne3

(& AeycTopoHuui 3amok Ned

Tan B Kopuaop

MoBoi Tvn

— [ PaBouas zomHa
(& Konrponnep CL15.7 [HekoHTponnpyeman Tep...—xxx]

(& Konrponnep CL15.1 [HekoHTponvpyeman Tep...—verif50]

CocToanne ycTpoicTe

3. Haxmute KHOMKy PepaktupoBaTb Ha naHenM WMHCTPYMEHTOB cTpaHuubl. OTKpoeTcs
CTpaHuua, oTpaxkarLlas Ha3BaHMe KOHTposepa Unmn NCNONHUTENbHOMO YCTPOMCTBA.

4. B oTKkpbIBLLEMCH OKHE nepenanTe Ha Bknagky HanpaBneHue. B pabouen obnactn Bbibepute
Bknagky Bepudmkauus -> YpoBHU:

Kongurypauna PERCo-Web Agmunncrpatop ) ?

BEPHYTLCA K CIIHCKY

(8 Kontponnep CL15

Hassarme 3awwura ot nepeaaum <

WaeHTMG MkaTopos COTPYAHMKOB Cogr nay BBY Cugtumc  AnkoBapeep

Koutponnep CL15.7

Cerment

Xonn

Buixog nz

HexoHTpoaupyemas Teppuo.

(Antipass)

3aluMTa oT nepeaaqn
WaeHTMG MkaTopos MOCETUTENEN
(Antipass)

KCOHTPO/IE BpeMeHH AnA
wnaeHTudukatopoe COTPYIHMKOB

YpogeHs 1

Cogr

CotT, ecAn NoaKNUeH

noy

BBY

KeHTpo/ib BpeMenm ana
Bxon & WaeHTMG MkaTopos MOCETUTENEN BBY2
He suibpato Bepudukauma BBY3
KomMuccoHupoBaHmne MNA4Y eeibopouro

Crmcox NFC ycrpoiicre

Mzbimate naeHTHOMKATORE!

BBY siB0pouHO

MNOCETWUTENENA BBY2 suiopouto

KomaHabl Ana ycTpoiicTBa

Moaaepxka KapTONPUEMHKKA ANA

. BBY3 enibopouto
wnaeHTudukatopoe MOCETUTENEN

Cets
CueTumk npoxodos

PazHoe Ankobapeep

Ankobapeep enlBopouso

vy YpoeeHb 2

Coor
Hanpaenerue

ANn
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5. Bblbepute TunNbl BepuduKauun AOnNs COOTBETCTBYHOLWMX ypoBHeW. [Mpumep napameTpoB
A5 MHOrOypoBHEBOW Bepuukaunn:

YpoBseHb 1

Copr

Codt, ecam nogknoueH
nay

BBY

BBY2

BBY3

NAaY eeibopoyHo
EBY eribopouHo
BEBY2 emibopouro
EEY3 ewiBopouno
CueTumK NpoXomos
AnkoBapeep

AnkoBapeep BeiBOpoYHO

YpoBeHb 2

Cogr

Codt, ecnm nogkntoueH
nay

BBY

BBY2

BBY3

MNA4Y seibopoyHo
EBY eribopouno
BEBY2 eniBopouro
BEY3 eniBopouno
CueTumK NPoOXOL0B
AnkoBapeep

AnkoBapeep BslBOpoUHo

YpoBeHb 3

Copr

Cobt, ecnm nogknkoueH
nay

BBY

BBY2

BBY3

MNA4Y eeibopoyso
EBY eriBopouko
BEBY2 emiBopouno
BEY3 exiBopouno
CueTumMK NPoOXoA0s
AnkoBapeep

AnkoBapeep BslBopouHo

YpoBeHb 4

Copt

CodT, ecnu nogknoueH
nay

BBY

BBY2

BBY3

MA4Y eeiGopoyro
EBY eriBopouko
EBY2 eniBopouno
BEY3 exiBopouno
CueTuUMK NPOX0A0E
AnkoBapeep

AnkoBapeep ERIBOPOUHO

BbibpaHbl crnegytowme napameTpbl:

e YpoBeHb 1 — BBY;

e YpoBeHb 2 — BBY2;

e YpoBeHb 3 — BBY3;

e YpoBeHb 4 — CochT, ecnu nogkntoyeH u MNAay.

6. Haxmunte noovepegHo KHOMKM CoxpaHuTb U3MeHeHusA B YCTPOMUCTBO
n BepHyTbca Kk cnnucky. CTpaHuua KOHTponnepa unv UCNOMHUTENbHOro ycTponcTBa Oyaet
3aKpbiTa, HACTPOMKN COXPaHEHBI.

Tenepb npuv npoxode cOTpyaHUKA wnn nocetutens OyaeT 3anyckatbcs Bepudukaums

B cnegytowem nopsiake:

e YpoBeHb 1 - BBY;

e YpoBeHb 2 — BBY2;

e YpoBeHb 3 — BBY3;

e YpoBeHb 4 — Ha BbI6op Nnb6o Bepudmkaumsa yepes Codt, ecnu nogknroveH, nmudo MNMAOY.
Ona ycnewHon Bepudmkaumm 6GyoeT [OCTAaTOMHO paspelleHns OT OA4HOro u3 Tuna
BepMdUKaLmm 0gHOro ypoBHS.

lpumeyaHue:

¥ nng ankotectepa «Ankobapbep», WHTErpupoOBaHHOrO B CUCTEMY, MpPeayCMOTPEHbI
oTAenbHble TUNbI Bepudmrkaummn: Ankobapbep 1 Ankob6apbep Bbl6opo4HO. [1ns gpyrnx
MOZENen ankoTecTepoB ncnonbaynte Tmn sepudukaunn BBY, BBY2 nnn BBY3.

ANnn
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Call-ueHTp: 8-800-333-52-53 (becnnaTHO)
Ten.: (812) 247-04-57

[MouToBbLIN agpec:
194021, Poccus, CankT-lNeTepbypr,
[MonutexHuyeckas ynuua, gom 4, kopnyc 2

TexHuyeckas nogaepxka:
Call-ueHTp: 8-800-775-37-05 (6becnnatHo)
Ten.: (812) 247-04-55

system@perco.ru - CICTEMbl KOHTPOMNS AoCcTyna

turniket@perco.ru - TYypHUKETbI N OrpakaeHus

locks@perco.ru - 3NIeKTpoOMEXaHNYEeCKUE 3aMKN

barrier@perco.ru - wnarbaymbl, cuctema napkuHra

WWW.perco.ru

Kop. 27.05.2026
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