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1. BBeaneHue

[laHHbIN OKYMEHT COLEPXUT 06LLMe CBefleHUs1 0 cucTeme Sigur, MHCTPYKLMIO MO
yCTaHOBKE W yiafieH1Io NPOrpaMMHOro o6ecrneyeHnst CUCTeMbl KOHTPONS U
ynpaeneHust 4OCTYNoM Sigur, @ TakXKe MHCTPYKLMIO MO 3KCMayaTaumum nporpaMmbl
yrnpaBneHusi CepBepoM CUCTEMBI.

MpeanpusaTMe-U3roToBUTESNb HECET OTBETCTBEHHOCTb 3@ TOYHOCTb
npeaocTaBAsseMol JOKYMEHTaL MU U NP CYLLECTBEHHbIX MOAUDUKALUAX B

nporpaMMHOM obecriedeHnn 06a3yeTcs NPefoCcTaBsATb 0OGHOBNEHHYIO pefaKLnio
JaHHOWN AOKYMEHTaLUN.

LaHHbIN foKyMeHT cooTBeTcTBYeT Bepcum 10 1.6.6.42.

MocneaHIo BEPCUIO AAaHHOMO AOKYMEHTa BCeraa MOXHO HalTu Ha CTpaHuLe.

Breneuue 5
e

peknama
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2. Bepcuu fOKyMeHTa

[aHHbIN JOKYMEHT UMEeEeT CNeAyHoLLYyH UCTOPUIO PEBU3UIA.

HdaTta

YTo usmeHunocb
ny6nukauum

PeBu3us

05 okTs6pSA Bepcusi AOKYMeHTaLmMK, COOTBEeTCTBYoLLas

0001 2023 . Bepcun 10 1.1.1.53.

AKTyanusaums B CBA3U C BbIxogomM Bepcum MO
1.6.0.1. O6HOBNEHME pa3geno «CUCTEMHbIE
TpeboBaHusa CKY/[ Sigur», <ApxuTekTypa
CepBepHOro NporpaMMHOro obecrneyeHms»,
«lLnppoeaHune Tpadmka Mexxay KOMNOHEHTaMU
cuctembl no TLS» un nHbIX. UcnpaBneHne
HETOYHOCTEN U OnevaTok.

11 pekabps

0002 2023r.

AkTyanusauwus B CBA3U C BbIxogoM Bepcum M0
27 nekabps 1.6.1.9. O6HOBNEHNE CUCTEMHDBIX TPE6OBaAHWUN
2023 . CKYL Sigur n nopsaaka yctaHosku 10 Sigur Ha
Debian Linux.

0003

AKTyanusaums B CBA3U C BbIxogom Bepcum MO
13 mapTa 1.6.2.10. O6HOBNEHME CUCTEMHbIX TPEGOBAHWMIA U
2024r. nopsigka yctaHoku 10 Sigur Ha Debian 1 Red
Hat Linux.

0004

AKTyanusaums B CBA3U C BbIxogoM Bepcum MO
1.6.3.14. O6HOBNEHBI CUCTEMHbIE TPEGOBAHMUS.
[Hob6aeneHbl pasgenbl «YrnpaBieHne cepBepom
yepes KoMaHAHyt cTpoky (AdminCLI)», «Tun
cepBepa bll», «Mcnonb3oBaHne PostgreSQL B
KayecTBe cepBepa 6asbl faHHbIX» U «MHTerpayuu
n noaaepxxmsaemble nnatpopmbl (OC, CYB)».
04 ceHTA6pPS TakxXe 06HOB/EHbl MHCTPYKLMKM No ycTaHoBKe M0
2024 . Ha OC Linux, 06 o6HoBneHuu N0, pasaenbl ¢
MHpopmaumen 06 apxuTeKType cepBepa,
ynpaBneHumn 6a3o faHHbIX U
Job6aBneHuu/HacTpolike IP-ycTpoiicTB.
AKTyanusmnpoBaHbl peKoOMeHAaLnn no co3gaHuio
cepTudmkartoB wudposaHusa TLS B cBsI3n ¢
noaaepxxkon Java 17 sepcun. OTpefakTupoBaHa
CCblfIKa Ha cKauuBaHue gpariBepa ACR1252U.

0005

[o6aBneH pasaen «MOHUTOPUHI COCTOSIHUSA
KOHTposnepa ¢ ucnonbzoBaHmeM SNMP», Takxe
Jo6aneHa nHpopmaumsa o noprax,
NCMOJIb3yeMbIX CUCTEMOM NO YMOJIYAHUIO MNpU
B3anmMoaenctemun no SNMP.

02 pekabps

0006 2024r.

RBencuu noxymeurta 2}
1 o)
peknava
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PeBusus Aara Y10 nsmeHunocb
nyénukauum
AKTyanusaums B CBA3U C BbIxogom Bepcum MO
1.6.4.53. [lo6aBneH pa3sgen «Tuxasn» ycTaHOBKa U
o6HoBeHne Ha OC Windows», coaepxkaluui
13 mapTa MHMOPMaLNIO O HOBOWM OMNUUK ON1S1 «TUXOW»
0007
2025r. yCTaHOBKM cepBepa. AKTyannsmpoBaH pasgers
«YnpaBneHne 6a30i AaHHbIX», B TOM YuCIle,
Job6aBnieHbl CBeAEHNs1 0 HOBOM MapamMeTpe
«CTaTyc cepBepHbIx B».
21 anpens [o6aBneH pasgen «LndpoBaHue Tpadpuka
0008
2025r. MeXy CepBepoM N KOHTpossiepamm rno DTLS».
B Tabnuuy c nepeyHeM MHTerpaumin un
noaaepxxveaembix gnsa Hux OC u CYb[,
Job6aBneHa nHbopMaLms 06 MHTerpaunm ¢
ycTpoincTBamu Suprema. [1Jo6aBfieHO yTOYHeHue
21 nons .
0009 2025 1 0 faTe, BbICTaB/eMON aBTOMaTUYECKU Mpun

yAaneHun npoToKooB cobbiTuin 3 b. B
cucTeMHble Tpe6oBaHUs K cepeepy CKY [,
[06aBNeHO yKasaHue Ha NpeanoyvTuTenbHoe
ucnosbsoBaHue LTS-Bepcuit MariaDB.

RBencuu noxymeurta
U~ L g

-
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3. Ucnonb3ayemble onpegeneHusi, 0603HaueHns u
COKpaLl,eHUs

Cuctema KOHTpOnA U ynpaBneHusa goctynom. NporpaMmMHoO—
CKya annapaTHbI KOMIJIEKC, NpefHa3HavYeHHbIN 419 OCYLEeCTBNEeHUA
(OYHKLMIA KOHTPONSA U ynpaBieHnst [OCTYMOM.

MecTo, rae ocylecTBAAETCA KOHTPOsb focTyna. Hanpumep:

Touka [Bepb, TYPHUKET, BOPOTA, LWnarb6aym, 060pyAoBaHHbIE

JocTyna CUMTbIBaTENEM, 3IEKTPOMEXAHUYECKUM 3aMKOM U APYTrMMHU
Heo6X0ANMbIMU CPEACTBAMMU.

rno MporpamMMmHoe obecrneyeHue.

3711 basa paHHbIX.

MK MNepcoHanbHbIA KOMMbIOTEP.

IAcnonsavemble onnenenexinga _0A03HaueriMg 14 cCOKDALLISHIAG ]
y ot 7 P

peknama
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4. OcHOBHbIe NpUHUMUNbI paéoTbl cucTtembl Sigur

4.1. 0630p KOMMNOHEHTOB
CKY [ Sigur cocTouT us cnegyrowmx KOMMNOHEHTOB:

* CepBep cucteMbl — KOMMbIOTEP MO yNpaBfieHMeM ornepaLmoHHON CUCTEMBI
Windows, Linux Debian unu Red Hat Linux ¢ ycTaHOBNEHHbIM NPOrpaMMHbIM
obecnedyeHmem CKY/[ Sigur.

* KnueHTckoe mecTo cucteMbl — paboyee MeCTO NOb30BaTeNsi CUCTEMDI,
KOTOPOE MOXXHO 3anyCTUTb Ha JIIO60M KOMMbIOTEPE Nof yNpaBieHNeM
onepaunoHHon cuctembl Windows, Linux Debian nnn RHEL Linux, cBA3aHHOM C
rnaBHbIM cepBepoM cUcTeMbl No npoTtokony TCP/IP, nnn HenocpeACTBEHHO Ha
cepsepe. KonnyecTBo KNUMEHTCKUX MECT B CUCTEME HEOrPaHUYEHHO.

* KoHTponnep Sigur — 5/1eKTPOHHOE YCTPOMCTBO, NPeACTaBASOLLEe COOON
MWKPOMPOLLECCOPHYHO NNaTy BbICOKOM CTEMEHU MHTErpaLumn B MeTaIMyeckom
kopnyce. KoHTponnep noakntoyaetcs no Ethernet (Mogenu ¢ npedukcom E)
WK K NMHKUK cBasn RS485 (Mogenu ¢ npedukcoM R), cuntbiBaTensiM, JaTymkam
W K UCMOSIHUTENbHbIM ycTponcTBaM. KoHTponnep Sigur ABASIeTCA CeTeBbIM
KOHTPONNEPOM C MOIHOCTbIO @aBTOHOMHbIM anifOPUTMOM MPUHATUSA PELLEHWI U
ux permctpaumm. HesaBMcrMO OT HanU4ns Un OTCYTCTBUA CBA3U C CEPBEPOM
CUCTEMbI, KOHTpONNep NPUHUMAET peLleHne O paspeLleHnn/3anpeTe ocTyna
CaMOCTOATENbHO, Ha OCHOBaHWV aBTOHOMHOW 6a3bl K/OYeN U PEXXMMOB
JocTyna.

Mpou3zoLwepLuee cOGbITUE PETUCTPUPYETCS TaKXXe aBTOHOMHO, C YKa3aHNEM
JaTbl U BpEMEHMW BCTPOEHHbIX YacOB peasibHOro BpeMeHW. Bee Kitoun,
AVHaMU4YyecKune BpeMEHHbIE 30HbI U COObITUS XPaHATCA B 9HEProHe3aBUCUMON
namsTn koHTponnepa (FLASH un FRAM).

* [Mpeo6paszoBaTtenb uHtepdeiicoB USB — RS-485 Sigur connect — 3/1eKTPOHHbIN
MOAYNb B NNacTUKOBOM Kopnyce. O6ecneymBaeT npeobpa3oBaHMe CUrHanoB
CcTaHgapTHoro nopTa USB B cTaHAapTHbIN nopT RS—485. K ogHOMY cepBepy
MOXHO NOAKOYNTL A0 16 NpeobpasoBaTenei, nonyyas CTPYKTYpy TMHUM
CBA3M TUNa «3Be34ar.

NcnonbayeTca ans nogktoyeHuns K cepBepy CUCTEMbI KOHTposinepoB R-cepun.
JInHusa cBasn RS-485 coeanHsieT npeobpasoBaTesiv C KOHTpo/iepamMu
cuctembl. K Kaxxaon TMHUN MOXKHO MOAKIIOUYNTb A0 255 KOHTPOJ11epOB.
B0O3MOXHO NCnonb3oBaHWe NOBTOPUTENEN, YBENMUYMBAIOLLMX MaKCUMalbHYHO
ONVHY NIMHUKM CBA3K B 1Ba UNKN YeTbipe pasa.

* Mo6bunbHbiii NFC-TepMmuHan Sigur — nto60o cMapThOH UK NNaHWweT Ha 6a3e
OC Android (Bepcuu 3.0 v Bbiwwe) ¢ nogaep>kkoit NFC unmn OTG. O6ecneunBaeT
c60p AaHHbIX O NpoxoAax Ntogen B CMTyauumsx, rae ycTaHoBKa CTalMoHapHoWM
TOYKM JocCTyna He uenecoobpasHa. CobbiTMA MOTyT perMcTpmpoBaTbCs Kak
aBTOMaTUYECKMU, TaK 1 BPYYHYLO onepaTopoM nocrie npeabaBneHns nponycka
TepMuHany Uav NoAKIHYEHHOMY K HEMY BHELLHEMY CUUTbIBaTeNt0. BO3MOXHO
[Ba BapvaHTa TepMuHana — Online (TepMuHan Ha NOCTOSIHHOWM CBAI3M C
cepBepom) u Offline (aBTOHOMHasi paboTa, 6e3 CBSA3M C CEPBEPOM,
3adMKCMpPOBaHHbIE COObITUSA XPAHATCA BO BHYTPEHHEN NaMATH YCTPOMCTBA A0
NosIB/IEHUSI CBA3MN).

QCHORHbLIS NNUHLIANLLDAAOTELCUCTEMbLLSiaur (o]
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* WUcnonHutenbHble ycTporcTBa — TYPHUKETbI, BOPOTA, LWWNaréayMbl N ABepwU,
060pyA0BaHHble 3NEKTPOMArHUTHbIMU UK 31IEKTPOMEXAaHNYECKUMUN 3aMKaMMU.
KoHTponnep ynpaBnsieT UCNOMHUTENbHbIMU YCTPONCTBAMU M NosyyaeT
MHbopMaumo 06 UX COCTOSIHUMN.

= CuuTbiBaTenu — 3/1eKTPOHHbIE YCTPOWCTRA, NpeAHa3Ha4YeHHbIe AJ1 BBOAA
3anoMMHaeMOro Kofa ¢ KfiaBmaTypbl IM60 CYNTbIBAHUSA KOLOBOW MHPOpMaL MK
C Kntoyei (MaeHTUDUKATOPOB) CUCTEMDI.

* Koy — yHUKanbHbI NpU3HaK 06bekTa focTyna (CoTpyAHMKa, aBTOMOGUNS,
nocetuTens). Kak npaBuio — KOg, 3N1eKTPOHHOW KapTbl.

* 06beKT focTyna — COTPYAHMK, NOCETUTENb UM aBTOMOGUIb, AENCTBUSA
KOTOPbIX PernamMeHTUpyTCA NpaBuiaMm pa3rpaHMyeHuns 4ocTyna.

* KOHTpOnbHbIil cunTbiBaTENb — UCMONb3YeTCA AN1A ONepaTUBHOIO NOMCKa
COTPYAHMKOB B 6a3e AaHHbIX CUCTEMbI M ANsi 6bICTPOro BBOAA KoAa HOBOIO
nponycka B cucteMy. Ha MOMEHT HanucaHus OKYMEHTaLUNN B KayecTBe
KOHTPOJIbHbIX NoAAepXXusatoTcs cnegytowme mogenu: Sigur Reader-EH (ana
kapT popmaToB EM Marine un HID ProxCard Il), Z2 USB (gns kapT ¢popmaToB EM
Marine, HID ProxCard Il u Mifare (Tonbko B pexxume uteHusi UID), cunTbiBaTeNb
ACR1252U (pns kapT Mifare), ESMART DUAL USB (gns kapT Mifare, Tpebyet
HaNMuuUs TMLEH3UN) U NMOLKIIFOYEHME NTHOBBIX CYUNTbIBATENEN C BbIXOAHbIM
nHtepdericom Wiegand-26 k agantepy Sigur Reader-W (ans npounx popmaTtoB
KapT). Takxke ANna 3aBefeHUsi GUOMETPUYECKUX LLIABNOHOB NoAAEPXKMBAKOTCSA
cnegyrowme moaenu: Biosmart FS-80 (FPS-150 — ¢ orpaHuyeHusiMy,
BO3MOXXHOCTb paboTbl Nog, pasHbiMu OC yTOYHAWTE y NPOM3BOAUTENS),
Biosmart DCR-PV, Anviz U-Bio, B3OP-Enroll.

* IP-kamepbl — (ONUMOHaNbHO) NoApa3yMeBaeTCs yCTaHOBKA KaMep OKOJ0
NCMOTHUTENbBHbIX YCTPONCTB. Mo IP-ceTn MoryT 6biTb NOABELEHDI K CEPBEPY
Sigur Ans yenu TpaHCAALUN XXMBOIO BUAEO OKOJIO UCTIOSTHUTENIbHbIX YCTPOMCTB,
a TaKXXe HakomneHus poToapxmBa Mo ¢hakTy NPOUCXOAALLMX Ha
NCMOJTHUTENbHbIX YCTPONCTBAxX cobbITUR, PuKcupyembix Ha cepepe CKY /.
ANbTepHaATUBHO MOXET 6bITb HAaCTPOEHA MHTErpauusi C cepBepamMm CUCTEM
BUAEOHabNOAEeHMUS.

* HekoTopas koMnbtoTepHas nepudepus, (onunoHanbHO) NoaknoYaemas K
K/IMEHTCKOMY MECTY CUCTEMBI:

* web-kamepbl — Anq Lenen onepaTMBHOro 3aHeceHus GoTorpadui
06BEKTOB A0CTYNa;

* CKaHepbl — /11 LieNiM CKaAHUPOBaHUS N306PaXKEHUM U [ONONHUTENBHOIO
3aKpenneHusa ux K o6bekTamM AoCTyna, ANS Lenm pacno3HaBaHus
nepcoHanbHou MHdopmMaLun Npu Bblgaye Nponycka noceTuTerto
(TpebyeTca cneunasnbHble NULEH3UN);

* MPUHTEpPbI — AN Lenei neyatv nHpopmaumm B pesynbtaTe paboThbl
HEKOTOPbIX AONOAHUTENbHbIX MyHKUKIA MO Sigur.

QCHORHbLIS NNUHLIANLLDAAOTELCUCTEMbLLSiaur 10
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4.2. MpuHUMNbI paboTbl cuctemMbl Sigur

4.2.1. CepBep cuctembl

CepBep CKY[ Sigur npeactaBnsieT cob6om KOMNbOTEP Nof ynpaBsieHUeM
onepauunoHHomn cuctembl Windows, Linux Debian nnu Red Hat Linux.

MporpammHoe o6ecneyenue (M0O) cepBepa COCTOUT U3 ABYX NMPOrPaMMHbIX
Mozynen:

* CepBep 6a3bl faHHbIX — NPeAOCTaBNASET 4OCTYN KOMMNOHEHTAM CUCTEMbBI K
obLLen 6a3e gaHHbIX.

* CepBepHbii MOAyNb — obecneynBaeT MHPOPMALMOHHbIN OOMEH C
KOHTpOnnepaMmn CUCTEMbI MO NIMHUM CBA3KU. B cocTaB cepBepHOro Mmoayns
TaK)Xe BXOAST Be6-CepBUCHI, KOTOpble o6ecrnedynBaroT PyHKLUMOHMPOBAHWE BEO-
nHTepdeiica gnsa paboTbl ¢ Npornyckamu nocetutenei n REST-untepdeiica Haa
cuctemonm Sigur.

4.2.2. KoHTponnep cuctemnol

KoHTponnep CKY/[, Sigur siBnseTca ceTeBbIM KOHTPOJISIEPOM C MOJIHOCTbHO
aBTOHOMHbIM anrOPUTMOM NPUHATUA pELLEHUI U X pernctpaumm. Hezasmcumo ot
Hann4ns UM OTCYTCTBUS CBA3N C CEPBEPOM CUCTEMbI, KOHTPOIEP NPUHUMAET
peLLeHune o paspeLueHnn/3anpeTe AOCTyrna caMoCTOATENbHO, HA OCHOBaHUU
aBTOHOMHOW 6a3bl KJIOYEN U PEXMMOB A0CTyna.

Mpounsowepluee cobbiTUE PErMCTPUPYETCA TaKXKe aBTOHOMHO, C YKa3aHueM Aatbl 1
BPEeMEHM BCTPOEHHbIX YaCcOB peanbHOro BpeMeHu. Bee knouu, peXxnmbl 1 cobbiTUA
XpaHATCA B 9HeproHesaBncUMon NnaMaTu KoHTponnepa (FLASH n FRAM).

COBDEMeHHbIe cXeMoTexHn4yecKune peweHna n aaropntMbl nporpaMMmnpoBaHunA
no3BosnIn ,U,O6VITbCFI cnefayrowmnx pesynbTaTtoB:

*  MrHoOBeHHOE NPUHSTUE peLleHnst KOHTPOJIJIEPOM O paspeLLeHnn/3anperte
A0CTyna. BpeMs NpUHATUSA pelleHnst He NPeBbIWAeT 5 MUIUCEKYHA,

* A6CO/I0THasi HE3aBUCUMMOCTb TEKYLLLEN PaboTbl KOHTPOIepa OT KayecTsa u
HanMums NMHUK cBsA3K. Mpu NOBPEXAEHUN NMUHUKN CBA3U KOHTPONIep
NPOLOMHKAET BbINOMHATL BCe CBOU (DYHKLMM B MOJTHOM 06bEME (Kpome
bYHKUMMN «30HANbHbIA KOHTPOSb», OAHO3HAYHO TPeBYoLLEN HAaNIMUYNA CBASK CO
BCEMW KOHTpOJIiepamMu cucTeMbl). CriydaiiHbli UK YMbILWEHHbIN BbIBOA U3
CTposi MHTepdeiica CBA3M TaKXKe He BIMSET Ha TekyLume QyHKLUM
KOHTposepa.

* [apaHTUpyeTCs COXPaHHOCTb JaHHbIX B 9HEProHe3aBUCKHMOMN NaMATy
KOHTposnnepa B TedyeHune 20 IeT C MOMEHTA MOJSTHOMO OTK/THOYEHUS MUTaHWS.

OcHOBHble HaCTpOVIKM, onpeaenarowmne CBOMCTBA NOAKJIFOYEHHbIX AaTYNKOB,
cyuTbIiBaTENEN N UCMONHUTESbHbIX yCTpOVICTB, BbIMOJIHAKOTCA NepeKsirovaTesiIaAMun
Ha nnate KOHTpoJiepa. TeKymme HacTPOWKWU, onpeaensroLume pasrpaHUyeHus
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ypOBHeVI AOCTyna, OCyLeCTBJIAKTCA C MOMOLbIO ONMCbiIBaeMoro B AaHHOM
MHCTPYKUWKN NporpamMmMHOro obecrneyeHus.

Bce pelueHus (o 3anpeTe unm paspeLleHnn 4oCTyna, peakumm Ha USMeHeHUs
COCTOSIHUSI BHELLHWUX AaTYMKOB U T. [.) KOHTPOJSIEP NPUHUMAET U perucTpupyeT
aBTOHOMHO, Ha cepBep nepefaéTcs N1Lb MHhOPMaLUA O NMPUHATOM PeLEeHUN.

4.2.3. CBA3b cepBepa C KOHTposiepamMum

B wTaTHOM pexxmme cepBep CUCTEMbI OnpalluBaeT BCe NOAKIHOYEHHbIE K HEMY
yepes NMHUM cBA3N RS-485 KOHTpoNepbl, NOCblNasa KaXxgoMy KOHTPOJ1epy 3anpoc
0 ero COCTOSIHUU, MPU HEO6XOAUMOCTM NepefaéT AOMNONHUTENbHbIE JaHHble U
noslyyaet oTBeT KOHTponnepa. [Ans IP-KoOHTponnepoB NOCTOSAHHbIA ONPOC
OTCYTCTBYET, NPOU3BOANTCA MEePUOANYECKUIN KOHTPOIb CBA3M NYTEM 3arpoca K
KOHTponepam pas B 10 MUHYT.

Pa60TOoCNOCOGHOCTb NMHWIA CBA3M COXPAHSIETCA B LUMPOKOM AManasoHe
BO3MOXHbIX MOMEX 3a CYET NPUMEHSEMbIX NPOrPaMMHbIX aNroOpUTMOB.

4.3. KnioueBble aneMeHTbl 6a3bl cucTtembl Sigur

4.3.1. Cnucok Touek goctyna CKY[] ¢c ux HacTpoikamm

B cnimcke cofepxaTtcs Bce NOAK/HOUYEHHbIE K CUCTEME TOUYKM IoCTyna C
UHAMBMAYANbHbIMU HACTPONKAMM OISt KaXKA0M TOUKMW.

4.3.2. CnucoK 06beKTOB AOCTyNa U NoNb30BaTenel CUCTeMbl

CnUCOK NOCTPOEH B BUAE MEPAPXMYECKON (APEBOBUAHOIN) CTPYKTYPbl BOXEHHbIX
Lpyr B Apyra otaenoB. [lonyckaeTcs Nto6as cTeneHb BIOXEHHOCTU OTAENOB.

9neMeHTbl cnucka 6biBatoT ABYX BUOOB!:

1. OThenbl, B KOTOpPble BO3MOXHO BJIOXEHWE APYruX OTAENO0B U 06bEKTOB
AocTyna.

2. HenocpeAcTBeHHO 06bEKTbI fOCTYNa (COTPYAHMUKM, aBTOMOGUIN, MponycKa
noceTuTenemn).

Ka)kgoMy 06bekTy JOCTyNna NpucBamMBaeTCsa KoY — HOMep MPOoMycKa, CornacHo
KOTOPOMY OH UAEHTUDULMPYETCS CUCTEMOW NPU OCYLLLECTBIEHUN LOCTYNA, a TaKXe
peXuMm, onpeaensitolmMin MHTepBasbl pa3peLleHnst 4oCTyna u paboyune rpaduku.

B aTOM cnucke Takxe xpaHsATca nosib3oBaTenu (onepaTopbl) CUCTEMbI, HACTPOMKM
nX NpaB AOCTyna K pa3nunyHbiM dyHkumnsam CKY /.
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4.3.3. Cnucok pexxumos

CnucokK coaepXXnT BCce pexumsl, cyliectaytowme B CKY /. Pexxumbl
npepHa3Ha4veHbl A1 yKasaHus npaBua 4OCTyna, MHTepBanoB paboyero BpeMeHHU a
TakXXe peXXMMoB aBTOHOMHOW paboTbl T, Pexxum npepcraBnsieT cobomn
nocnefoBaTeNbHOCTb AHeN 3afaHHOM AnvHbl (0T 1 Ao 32 fHEN) ¢ onpeaenéHHow
[aTon Hayana OTCYETA.

B KaXx,0oM pexrMe BO3MOXHO 3afiaHue AONOJIHUTENbHbIX NMPaBU, onpeaenstowmnx
noruky pgoctyna (Tpe6oBaHue caHKLUM OXpaHbl U Mp.)

CyLLEeCTBYIOT YeTbipe BUaa pexXuMOoB:

* ypoOBeHb T,
* YPOBEHb 2;
* YpOBEHb 3;
* YpPOBEHb 4.

Pexxumbl nepeduncrsieHbl B nopaake ycuneHma npnopuTeTa.

Ka)xaoMy 06beKTy fOCTYyNna MOXKHO MPUCBOUTb OAMH PEXWUM YPOBHS 1 1
NMPON3BOJIbHOE KOJIMYECTBO PEXXMMOB 60/1€€ BbICOKOrO YpoBHS (2..4).

Pexunmbl ypoBHelt 2, 3 1 4 BBefeHbl 4N18 KOppekTHoW paboTbl CKY [ B cuTyauusix,
Korga TpebyeTcsa ruékoe BpeMeHHOE N3MEHEHNE OCHOBHOMO pexxnma. OHY UMetoT
NPUOPUTET HAZ, OCHOBHbBIM PEXUMOM (PEXXUMOM YPOBHS 1).

4.4, CaHKLUMOHMpPOBaHUe A0CTYMNa U perucTpawus cobbiTUi
CUctembl
4.41. lNMpuHATHUe pelleHUs 0 CaHKLMOHMPOBaHUM AOCTYyNa

PeweHue o pa3pelwieHnn nnu 3anpete AocTtyna npuHMMaeTCcAa KOHTpoJ1/1epoM
dBTOHOMHO Ha OCHOBaHUK cneayrwmnx KputTepumes:

Hanuuune gonycka Ha faHHyt TOYKy AocTyna.

Hanuuue paspelueHns Ha JOMYCK B TeKyLlee BpeMs.
Hanuuue paspelueHns Ha AOMYCK B HY)>XHOM HarnpaB/ieHUW.
Hanuuune pononHuTenbHbIX NPOBEPOK A/ 06bekTa AOCTyna.

Hown =

PesynbTaT NPUHATOrO KOHTPOJINIEPOM PELLIEHUSI MOXHO YBUAETb Ha BKNafKe
«HabntogeHne». B cucteme MoryT 6bITb BKIHOUEHbI HDYHKLUMK, TpebytoLne
LOMONHUTENbHOIO YY4acTusl cepBepa B MPUHSATUU peLleHmns], Hanpumep, hyHKLMS
rno6anbHOro KOHTPOIS MOBTOPHbIX NMPOXOA0B WU CMIUCAHWE YCITOBHbIX CPEACTB C
pacyéTHoro cyéTta o6bekTa AOCTyna Npu Npoxoe Yepes TOYKM JocTyna.

QCHORHbLIS NNUHLIANLLDAAOTELCUCTEMbLLSiaur 13
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KDﬂDl : MakcumasibHO HaaéxHoe poccuiickoe obopyaoBaHne CKY/ - COT - OC - ICb www.kodos.ru



PykoBoacTtBo agMuHuctpaTopa N0 Sigur ‘ S I G U R

4.4.2.

Peructpauus cobbiTuini cucteMbli

Co6bITUSA CUCTEMbI — 3TO pa3peLLlEHHbIe UK 3anpeLLEHHbIe NOMNbITKM NpoxoAa Uiu
npoesfa Yepes TOUKy A0CTyna, hakTbl U3MeHeHUs (NOTePU UK NOSIBNEHNSA) CBA3K
C KoHTponnepamu u np. CobbITUsA AOCTYMNa perucTpupyroTcst KOHTposiepom Sigur
aBTOHOMHO M HE3ABMCUMO OT HaJIM4YMsi CBA3W C CEepBEpOM, BpeMsi U AaTa cobblTus
PerncTpupyroTcs B COOTBETCTBUM CO BCTPOEHHbIMW YacaMm peanbHOro BpeMeHM.

Bce 3aperncTpupoBaHHble COObITUSA XPAHATCHA B 9HEProHe3aBUCUMOM NaMATH

KOHTpONepa n aBToMaTn4yecku nepegatotcs Ha cepeep CKY [, npun Hannyum ceasu.

Takum o6pasom, B 6a3e faHHbIX cepBepa XpaHaTcs Bce cobbiTva CKY [, no
KOTOPbIM MOXHO Mosly4aTb OTYETbI 3@ 3aJaHHble MPOMEXYTKU BPEMEHU.

CucTteMa XpaHUT BCHO MHGOPMAaLMIO O 3aperncTpUpoBaHHbIX €0 COBbITUSX,
HauMHasi C MOMeHTa eé NepBoro 3anycka, 6€3 BpeMeHHbIX OrpaHUYEHUN.
KonuyecTtBo CO6bITUI B CUCTEME HEOTPAHUYEHHO.

QCHOBHBIS ANUHLLANLLNAAOTLLCUCTeMBL Siaur 14
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5. CuctemMHble Tpe6oBaHusa CKY[] Sigur

MNpu paboTe ¢ 60NbWMMU 6a3aMU AaHHbIX (60bLLOE KOIMYECTBO COTPYAHWUKOB U
TOYEK [10CTyMna) peKoMeHayeTcs Bbl6MpaTb Linux-AucTpnbyTrBbl B KaYecTse
onepawmMoHHON cuctembl. [porpaMmMHoe obecneyeHue Sigur Ha Linux ncnonbsyet
64-6MTHYIO apXnTeKTypy. YcTaHOBKa cepBepHoi YyacTu M0 Sigur Ha Linux
obecrneunBaeT 60/1ee BbICOKYHO MPON3BOAUTENBHOCTb U CTaBUNIBHOCTb CUCTEMBI,
yNy4LleHHY0 6€30MacHOCTb U TMOKUIA KOHTPOIb, BKOYas ynpaB/ieHUe cepBepoM
yepes KOMaHZHY CTPOKY.

O6paTnTe BHUMaHMe, 4To npu paboTe Sigur ¢ PyHKUUSIMU BUAEOHABOAEHUS
(TpaHcnsLMeN XMBOro BUAEO, 3aMUCbIO CTOM-KaApoB Mo CO6bITUIO U MNp.)
KOHMUrypaumm cepepa n KIIMEHTCKUX MECT ByZyT TaKXKe onpeaensTbcs
TpeboBaHUSAMU CUCTEM BUAEOHABOAEHUSI U MOTYT CYLLLECTBEHHO OT/IMYATLCS B
CTOPOHY 60/1blLlIEN MOLLHOCTHU.

5.1. Tpe6oBaHusa K onepaLuoOHHOU cucTeMe

YcTaHoBKa cepBepa M KIIMEHTCKMX pabounx MecT Sigur NpoMs3BoANTCA Ha
KOMMNbOTEPbI NOA ynpaBneHneM 64-paspsagHbix onepaunoHHbix cuctem Windows,
Linux Debian n RHEL. MNoaaep>xnBaemble Bepcun ornepaumoHHbIX CUCTEM
nepeyncrieHbl B JaHHOM pasgene.

BO3MOXHbI MPOM3BOJIbHbIE KOMOUHALUK cCepBepa 1 pabounx MecT Noj
ynpasneHvem pasHbix OC (Hanpumep, cepsep Ha Linux, 4acTb KJIMEHTOB — TaKXXe Ha
Linux, a gpyras yacTtb — Ha Windows). HesaB1MCUMO OT TMNa UCNoNb3yeMoit
ornepaLuoHHOM CUCTEMbI, HeobxoauMa YyCTaHOBKA Ha Heé nocnegHux 06HOBIEHUN,
BblINyLLEHHbIX nponssoguTenem OC.

5.2. PekomeHpyemasn KoHpUrypauua cepsepa

* OC: Tonbko 64-paspsgHble Windows 10 / Windows Server 2019 / Linux Debian
11 / RHEL 9 (c nocnegHuM nakeTom o6HoBneHuin) / CentOS 8 / Fedora 35.

* Tpoueccop: ypoeHs Intel Core i7 v Bbiwe (8 aaep).

* MamATb: He MeHee 16 6.

*« CB0H60JHOE MEeCTO Ha XXECTKOM gucke: 250 I'6.

+ Cepsep b[] (Ha Linux):

* MariaDB Bepcuu 10.7.2 1 Bblle. PekoMeHAYyeTCS UCNONb30BaTb BEPCUN C
fonrocpoyHoit noaaepxkon (LTS). O6paTuTe BHUMAHMWE: HAYNHAsI C BEPCUM
11.4.x B MariaDB no ymon4aHuto Mcnonb3yroTcs 3alméHHble CoeguHEHNS
(SSL/TLS). B TekyLuei Bepcum MO Sigur Takoi pexum paboTbl He
noanepxusaetcs. Npu ncnonososaHmmn MariaDB 11.4.xX v Bbiwwe
Heob6X0AMMO BPYYHYO OTKNOUMTL SSL/TLS B KOHUrypauun cepsepa 6asbl
JaHHbIX.

= PostgreSQL Bepcumn 13 u Bbliwwe.

*  WcTo4YHMK 6ecnepebonHOro nNuTaHus.

Cuctemubie Tneforaua CKVI Siaur 18
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5.3.

* PaspelueHne MoHUTOpa: He MeHee 1280*1024.

*  BbICOKOCKOPOCTHOW »&cTKuin auck (SSD mnu RAID-maccuB).

* He mMeHee ogHoro ceso6oaHoro USB-nopta (npu Hannumm HASP-kntoya
annapaTHOW 3aluThbl).

MuHumanbHas KoHduUrypauus cepeepa

* OC: Tonbko 64-paspsgHble Windows 10 / Windows Server 2016 / Linux Debian
11 / RHEL 8 (c nocnegHuM naketom o6HoBneHui) / CentOS 8 / Fedora 35.

= T[lpoueccop: He MeHee 1,5TTU, 4 agpa.

* [amsaATb: He MeHee 8 6.

= CBO60JHOE MeCTO Ha XXECTKOM Aucke: 5 6 gnia MHCTannaumMm CUCTEMbI, NJTOC
MecTo nopg 6a3y faHHbIX. Paamep B[, 3aBUCUT OT KONMYeCcTBa COTPYAHUKOB,
pa3mepa ux potorpaduin 1 BpemeHn paboTbl CUCTEMDI, T. K. CO BpEMEHEM
HakannueaeTcs UHPopMaLMA O COObITUAX CUCTEMBI, HOBbIX PeXuMax AocTyna
nT. 4.

* CepBep b/[] (Ha Linux): MariaDB Bepcuu 10.7.2 1 Bblwe, nn6o PostgreSQL
Bepcumn 13 1 BblLe.

* He MeHee ogHoro ceo6oaHoro USB-nopTa (npu Hanuuumn HASP-kntoya
annapaTHOW 3aluThbl).

*  WCTOYHMK BecnepeboHOro NuTaHus.

* PaspelueHne MoHUTOpa: He MeHee 1280*%1024.

* [lpu pa6oTe ¢ 6onblummm B[] (LecsTKM MUIMOHOB MPOXOA0B U 6osee) —
BbICOKOCKOPOCTHOW »&cTKuit anck (SSD unu RAID-maccus).

[ononHutenbHble Tpe6oBaHMsSI MPU UCMOSIb30BAHUM BCTPOEHHOM B Sigur hyHKLMM
pacrno3HaBaHus nuL;

= T[poueccop: ypoBHs Intel Core i5 u Bbiwwe.
* [MamATb: He MeHee 8 I'b (B MOMEHTbl MaKCUMasibHOIN Harpy3Ku CEPBEPHbIN
npouecc Sigur 3aHUMaeT He 6onee 4 'b).

Pa6oTa ¢yHKUMM pacno3HaBaHUs NnL TpebyeT 60s1ee 3aMeTHbIX MOLLHOCTEN
cepBepa. B kayecTBe npumMmepa: 06paboTka 0gHOro Kagpa Ha ogHom sigpe Intel Core
i5-7260U@2.2GHz 3aHumaeT nopsaka 150 mc (T. e. 0Kono 26 KafpoB B CEKYHAY Ha
4-apepHoM npoueccope). OaHaKo AaHHas uMdbpa BapbupyeTcs B 3aBUCUMOCTU OT
pasMepa Kagpa, Mofenu rnpoueccopa U MHOMMX ApYrux napaMmeTpoB.

CepBepom CKY/[l, ycTaHOBMEHHbIM Ha KOMMNbIOTEP Nof ynpasneHvem OC

RHEL, Ha TeKyLLMIA MOMEHT He NoafepXuBaeTca GyHKLNOHaM BCTPOEHHOIO
pacrnosHaBaHus nuu Sigur.

Bo3MOXHOCTb NoafepXkn paboTbl MHTerpauui ¢ o6opyaoBaHuem n MO CTOPOHHUX
npomsBogutenen (Biosmart, Hikvision, Beward, Domination u ap.), peanMsoBaHHbIxX
co cTopoHbI Sigur Ha OC RHEL, Heo6xoauMMo npeABapuTENIbHO YTOUYHATD Y

TEXHUYECKOWN NoaaepXku (support@sigur.com).

Cucrtemuble Tneforanua CKVI Siaur 16
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5.4. KoHdurypaumsa KIMeHTCKoOro mecra
* OC: Tonbko 64-paspsgHble Windows 10 / Linux Debian 11 / RHEL 8 / CentOS 8 /
Fedora 35.
= [poueccop: He MeHee 1 ITL,.
* [lamsaTb: He MeHee 2 [6.
* CBO60[HOE MECTO Ha XXECTKOM Agucke: He MeHee 500 M6 ans nHcTannayuu
CUCTEMDI.
* PaspelueHne MoHuTOpa: He MeHee 1280*1024.
Bo3MoOxHa ycTaHOBKa KJIMEHTCKOro 1 cepsepHoro N0 Ha oauH KOMMbIOTEp, Npu
3TOM cnefnyeT pyKOBOACTBOBATbLCA PEKOMeEHAYEeMOW KOHbUrypaumen gns cepeepa.
5.5. WHTerpauum n nogaep)xusaemblie nnatdopmbi (OC,
CYB[)
MHTerpauus Windows Lint{x RHEL MariaDB PostgreSQL
Debian
KeyGuard v v v v v
Mpomet 4 v 4 4 v
TruelP v v v v v
BAS-IP v v/ v v/ v/
Hikvision
(TepmuHanbl Y y y y y
pacrnosHaBaHus
nu)
Hikvision Y y y
(TennoBun3opbl)
BioSmart Quasar v v v
ZKTeko v v v
HikCentral v v v v
Domination Auto v v v v
Beward v v v
Suprema v v
CuctemMmuble -r'r_\nﬁr\nnuma r‘l(V'ﬂ Qigur 17
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6.

ApXuUTeKTypa cepBepHOro NporpaMmMHOro
obecneyeHus

CepBepHoe nporpaMMHoe o6ecrneyeHne cMcTeMbl Sigur COCTOUT U3 cepBepa 6a3bl
JlaHHbIX U CEPBEPHOro Moayns.

CepBep 6a3bl aHHbIX NpeAocTaBAseT AOCTYN KOMMOHEHTaM CUCTEMbI K 06Luei
6a3e JaHHbIX.

CepBepHbii Moayfb peanuayeT dyHKUMoHanbHocTb CKY/[l, o6ecneynBaet
NMH(OPMALIMOHHbIN O6MEH C KOHTPOJIIEPAMM CUCTEMBI MO IMHUU CBA3U N paboTy
WHTerpaumin. B coctaB cepBepHOro MoAyns, B YNCne Npoyero, BXoAUT Habop Be6-
CEepBUCOB, KOTOpble obecneynBatoT paboTy Be6-uHTepderica gnsa paboTbl ¢
nponyckamu nocetutenen n REST-nHtepdeica Hag cuctemon Sigur.

KoMMnoHeHTbI cepBepa 3anycKarTca aBTOMaTUYEeCKM Npu 3arpy3ke onepaLuoHHoM
CUCTEMDI.

0OC Windows.

Lns ynpaBneHnsa KOMNOHEHTaMM CepBepa, Kak NpaBuo, UCnofb3yeTcsa nporpamMmmMa
«YnpaBneHue cepBepoM», BOBMOXHOCTU KOTOPOW OMUCaHbl B JaHHOM
pykoBogcTBe. Takxe MOXeT 6biTb UCNOJIb30BaHa cTaHAapTHas ytunuta Windows
«Cny>6bi».

Cryx6Ebl —= O X

®aiin  feitcteme  Bua  Cnpaeka

o [ Ec= HE »enp

A

ChyxBei (nokanbH | g Onucatne Coctosnme Tunsanycka  BxoA OT MeHM

& RabbitMQ Multi-protocol open source messaging broker Boinonxserca  AeTomariuec..  JlokanbHas cucT..
L Sentinel LDK License Manager Manages licenses secured by Sentinel LDK. Boinonwserca  AsTomatiudec.. JlokankHas cucT..
5k Shared PC Account Manager Manages profiles and accounts on a SharedPC .. OTkAoYeHa TNokansHan cueT

E*3sigur Local Agent Sigur Local Agent BuinosHaerca  Bpyuryio TloKanbHan cucr...

5 SMP anckoseix npoctpatcrs (Maiikpocodt) Cayx6a yana Ana NocTaBLUVKa YNPABAEHWA AUC.. Bpyutyto Certesan cnyxba
5l spacedeskService Boinonxaerca Bpyunyro fNokanbHanA cUcT...
L) Sphinx database server BuinonHaetcAa  ABTomatwuec.. JlokansHas cucT M

< > \ PacwmpenHeii A\ CTaHAapTHeIRA /
YnpaBneHue cnyx6amm CUCTEMbI C MOMOLLbIO YTUNUTbI «CIyX6bI».
Cnyx6bl, ucnonbsyemble cepeepom Sigur Ha OC Windows:
= Sphinx database server — cepBep 6a3bl aHHbIX;
* Sigur Local Agent — cny>x6a, KOHTponupytoLasa paboTy NpoLLEeCCOB CepPBEPa;
* RabbitMQ - cnyx6a ans ycTaHOBNEHUSI CBA3N MeXAY KOMMOHEHTaMM

CUCTEMDI.

Korpa cepBep cuctembl Sigur 3anylueH, To B cucTeMe paboTatoT creaytoLime
npoueccsl:

* mysqld.exe;

ADXUTEKTVNA CeNRENHOrO NNOFNAMMEON0.0AecneuaHIAgd 18
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* local-agent.exe;
= sphinxd.exe — cepBepHbIf npouecc Sigur;
* npoueccbl OpenJDK — npouecchbl, oTBevatoLme 3a paboTy Be6-cepBUCOB Sigur.

OC Linux.

[na ynpaBneHus KOMNOHEHTaMy cepBepa MOXHO MCMOb30BaTb NporpaMmy
«YnpaBfieHMe CepBepPOM», @ TaKXe YTUIUTY KoMaHgHOM cTpokn AdminCLI.

CepBepoM Sigur ucrnonb3syetcs cnyxoba (aemMoH) local-agent.service,
KOHTponupytoLan paboTty npoueccoB cepBepa CKY/[l. B cucteme akTMBEH npouecc

local-agent 1 ero JoyepHue npoueccol, BKoYas Be6-cepBUChI U cepBep.

CucTtemMom TakxXe McnonbaytoTcs cnyxba 1 npouecchbl cepBepa 6a3bl AaHHbIX.

ADXUTEKTVNA CeNRENHOrO NNOFNAMMEON0.0AecneuaHIAgd 19
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7. NMporpamMMmHoe o6ecneyeHne cuctembl Sigur

MNporpammHoe o6ecneydenue (MO) cucTembl Sigur NTOCTPOEHO Ha OCHOBE KJTMEHT-
CepBEepPHON apXUTEKTYPbI.

MporpaMMHoe obecrneyeHne cepeepa COCTOUT U3 ABYX NPOrPaMMHbIX
KomMnoHeHTOB. CepBep 6a3bl faHHbix (B/l) NnpegocTaBnsieT 4OCTYN BCEM
NpOrpaMMHbIM KOMMOHEHTAM CUCTEMBI K 06LLel 6a3e faHHbIX. CepBepHbIn Moy b
obecneunBaeT MHHOPMALMOHHbIN O6GMEH C KOHTPOIIepaMu CUCTEMbI MO JINHUM
CBA3K, a TaKXKe MHHOPMaLMOHHbIN 06MEH cepBepa C KIIMEHTCKUMU MecTaMu. [na
HOpMasibHOM paboTbl CUCTEMbI 06a KOMMOHEHTA LOMXKHbI 6bITh 3aMyLLEHbI.
YnpaBneHne aTUMn MOAyNsSiMU OCYLLLECTBAETCA C MOMOLLbIO MPOrpamMmbl
«YnpaBJsieHNe CepBEPOMD.

MporpaMmHoe ob6ecrneyeHne KIMEHTCKOWM YaCcT COCTOUT M3 NporpamMmbl «KnmeHT,
KOTOPYO MOXXHO YCTaHaBMBAaTb Ha K060 KOMMNbIOTEP, COEANHEHHDIV C CEPBEPOM
ceTbto no npotokony TCP. TakxXe BO3MOXHa ycTaHoBKa KnneHTckoro M0
HenocpeAcTBeHHO Ha cepep CKY/ Sigur.

7.1. YcTaHoBKa cuctembl Sigur

7.1.1. OC Windows

[na ycTaHOBKU NPOrpaMMHOro o6ecrneyeHms cMcTeMbl Sigur HY)KHO BONTH B
CUCTEMY C NpaBaMu agMUHKUCTpATOpa M 3anycTuTb daiin setup-XX.exe (rge XX -
HOMep Bepcuu ycTaHaBnmueaemoro [10).

Mo nopsifKy 6yayT cnefoBaTb OKHA Bbl6opa fA3blKa CUCTEMbI:

Installer Language X

Please select a language.

K-:.’

Russian ~

oK ' Cancel

BbiGop si3blka Ananora ycTaHOBKM.

Bbi60op nanku ans yctaHoBKM nNporpammel. Mo ymonyaHuto nporpamma
ycTaHaBnuBaeTcs B nanky «C:\Program Files (x86)\SIGUR access management»
nnn «C:\Program Files\SIGUR access management», B 3aBUCMMOCTHU OT
paspsiAHOCTU OMepaLMOHHON cucTeMbl. [Npy HEO6XOAMMOCTM MOXXHO U3MEHUTb
nanky ycTaHOBKM, HaXkaB KHOMKY «0630p».

MNnornamMmuoe ofhecneueriue cucTemMbl Siaur 20
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()1 Ycranoska Sigur 1.1.1.30.5 — *
BoiBop nankm ycraHoBkm —
BoifepuTe nanky ana ycraHosBkM Sigur 1,1.1.30.s. 9

Mporpamma ycraHoeuT Sigur 1.1, 1.30.5 B yKasaHHyo nanky. YTobbl ycTaHoBUTL
NPUNOKEHWE B APYTYIO NaNKY, HEKMUTE KHoNKY '0630p’ M ykakuTe ee. HamMUTE KHOMKY
'lanee’ ANA NPOADITKEHUSA.

Manka ycTaHoBKM

)\SIGUR access management Obsop ...

TpebyeTca Ha aucke: 414.0 MBaiiT
LocTynHo Ha ancke: 253.4 MaiT

Bbi6op nanku nporpaMmbi.

Bbi6op TUNa ycTaHOBKU. OTMEeTbTe HY)XXHbI BapuaHT U HakMuTte «[anee».

() Yeranoeka Sigur 1.1.1.30s — *
BoiGop KOMNOHEHT ANA YCTAHOBKM Y
MpeanonaraeMoe MCNoNLE30BaHWE ASHHOM0 KOMMBKOTEPa 3

BribepuTe Kak ByaeT Manonb30B8aThCA AAHHEIR KOMIBbIOTED B 4acTu paboTel cucTemsl
KOHTPONA AoCTyna:

© 3701 KoMnbtoTEp ByaeT cepeepom NB0 EANHCTEEHHEIM KOMMLIOTEPOM,

0 3TOT KoMnbtoTep ByAeT yaaneHHsIM pabioumum MECTOM, CEPBED PACNONOKEH Ha
APYToM KOMMBIOTEDE.

BbiGop TUna ycTaHOBKM.

MNpnornamMmuoe ofecneusriie cuctemsl Siaur 21
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Mocne HaXkaTusi KHOMKKM «YCTaHOBUTb» OTKPOETCA OKHO «KonunposaHue dhaitnos», B

KOTOpOM 6yzeT oTo6paxaTbCs MPOLLeCC YCTaHOBKMW NPOrpamMMbl.

(& ¥cranoeka Sigur 1.1.1.30:s —

Kenuposanwe dadnos

MoaoxanTte, naeT Konuposarwe dainos Sigur 1.1,1.30.s... { 9 }

Brinonxenwe: "C:\Program Files {(x86)\SIGUR access managementihaspdinst.exe” - -fi -nomsg

P ——
Letanm...

[Mpouecc ycTaHOBKM.

Mo OKOHYaHUK npoLiecca NOSIBUTCA OKHO «3aBeplieHne paboTbl MacTepa

yCTaHOBKM», B KOTOPOM HY>XHO Ha)kaTb KHOMKY «0TOBO». YcTaHOBKA NporpaMmbl

ycnewHo 3aBepLueHa.
{4 Ycranoeka Sigur 1.1.1.30s s

BaBepLueHue paﬁon,l MacTepa
ycraHosku Sigur 1.1.1.30.s
Ycranoska Sigur 1.1.1.30.5 BbinonHeHa.

HaxMuTe KHoMKy “TOTOBO™ ANA BbIX0AA M3 NPOrpamMMe
YCTEGHOBKM.

< Hasaa loToBO ‘ OTMEHE

3aBeplueHre paboTbl MacTepa yCTaHOBKMU.

22
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PykosoacTBo agMuHucTpaTopa M0 Sigur

7.1.2.

7.1.3.

«Tuxasa» yctaHoBKa n o6HoBneHue Ha OC Windows

Mpu HEOBXOAMMOCTM NPOBEAEHNSA «TUXOW» YCTAaHOBKM UM OGHOBIEHUSA
aAMUHMUCTPaATOPbl KOMMaHWM MOTYT UCMOMb30BaTb COOTBETCTBYIOLLME KIHOUM
MHCTannATopa:

* /S — npu yCTaAHOBKE C HYNS BbIMOJIHAET YCTAHOBKY K/IMEHTCKOrO paboyero
mecTa M0 Sigur.

* /S — npu 06HOBNEHNN OBHOBISIET Y)Ke ycTaHOBMEeHHOoe N0, coxpaHsia ero Tun
(cepBep 06HOBNAETCA KakK CepPBEP, KIIMEHT — KaK KI/TMEHT).

* /S /SERVER - BbIMOSAHSET yCTaHOBKY CepBepa B TUXOM pexume. Mpu
o6HoBNeHuu kntoy /SERVER nrHopupyertcs.

OC Linux
Mopsagok yctaHoskwu MO Sigur:
1. YcTaHOBKa 3aBUCMMOCTEMN.

[na koppekTHoOM paboTbl cucTeMbl Sigur TpebytoTcs yTunuTbl sudo u openssl, a
Takxxe Java 17 Bepcun.

1.1. YTunuTa sudo.

ansa NMPOBEPKU TOro, €CTb JIN Ha cepBepe yTunnTta sudo, BBeONTE B KOMAHOHYHO
CTPOKY HauMeHOBaHWUE YTUNUTbI!

| siGuR |

sudo

B cnyyae oTcyTCTBMSA yTUNUTBI Bbl YBUAUTE COOTBETCTBYHOLLEE coobLeHme. [na
YCTaHOBKM BOCMNOJSIb3YNTECh KOMaHAOM:

Linux Debian apt install sudo

RHEL yum install sudo

1.2. YTunuta openssl.

[na npoBepkun Bepcum openss| BOCNob3yhTecb KOMaHAOM:

openss/ version

B cnyvyae OTCyTCTBUA YTUIINUTDLI Bbl YBUAUTE COOTBETCTBYHOLLEE COO6LLI,eHMe.

MNnornamMmuoe ofhecneueriue cucTemMbl Siaur
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YcTaHoBUTb YTUINTY MOXXHO KOMaHAom:

| siGuR |

Linux Debian sudo apt install openss/
RHEL sudo yum install openss/
1.3. Java 17.

[ns ycnewHom ycTaHOBKM M paboTbl cepBepHoli YacTu M0 Sigur Heobxoanumo
y6eaunTbCs, YTO Balla CUCTeMa COOTBETCTBYET MUHUManbHow Bepcum Java. 10
Sigur Bepcui 1.6.3.x ucnonbsyet Java 17. MpoBepnTb Bepcuto Java MOXHO
KOMaHo0Mm:

Jjava -version

LOna yctaHoBku Java 17 MOXHO BOCMOJIb30BaTbCA KOMaHAaMMU:

. . sudo apt update
Linux Debian sudo apt install openjdk-17-jre
RHEL sudo dnf check-update
sudo dnf install java-17-openjdk

CkayvaTb (ainbl TaK)Ke MOXXHO, Nepengsa No AaHHOW CCblKe.
2. YcTaHOBKa M HacTpoMKa 6a3bl JaHHbIX.

CucTtema Sigur moxeT ncnonbsoatb MariaDB nnu PostgreSQL B kauecTBe
cepBepa 6a3bl JaHHbIX. [laHHaa MHCTPYKLMA COAEPXUT peKoOMeHAaunm no
HacTpovike B[] MariaDB. MNoapo6Hee 06 ucnonb3oeaHnn PostgreSQL B Sigur — cm.
COOTBETCTBYIOLLMI pasgen.

2.1. CtaHpapTHas HacTpouka B[l.

2.1.1. YcTaHoBuTe cepBep MariaDB.

Linux Debian sudo apt-get install mariadb-server

RHEL sudo yum install mariadb-server

2.1.2. [ns KOPPEKTHOW paboTbl CEPBUCOB CUCTEMbI HEOBXOAMMO OTKHOUYUTD
YyBCTBUTENIbHOCTb K PerMcTpy B HacTponkax cepsepa MariaDB.

9T0 MOXHO caenatb, 0OTpeaakTMpoBas napameTp lower_case_table_names. 3707
TEKCTOBbIN MapaMeTp MOXET COAEpPXKaTbCs B OAHOM 13 (alinioB KoHDUrypaumm
cepBepa b/l B nanke /etc/mysql/*. Ums KoHUrypauunoHHoro ganna MoxxeT
OTNINYaTbCA B 3aBUCUMOCTU OT CUCTEMBI, BEepCUM CO0pKn cepBepa b n T. n.
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Hanpumep, napameTp MOXeT HaxoauTbea B daine /etc/mysqgl/mariadb.conf.d/50-
server.cnf (Linux Debian) unu B daiine /etc/my.cnf.d/mariadb-server.cnf (RHEL) B
6noke napametpos [mysqld].

HainauTe B daitne 6nok [mysqld] u go6aBbTe M nsMeHuTe napaMmeTp
lower_case_table_names:

[mysqld]
lower_case_table_names=1

CoxpaHuTe 1 3aKponTe KOHPUrypaLMoHHbIn dain. MNocne saToro nepesanycrure
cepsep MariaDB komaHgon:

sudo systemct! restart mariadb

WM KOMaHOoM:

sudo service mysql restart

2.1.3. CospainTe Ha cepBepe b/l nonb3oBaTtens, 0T UMeHU KOTOPOro 6yaeT paboTaTb
cepep CKY/[. MNpepocTtaBbTe eMy NosiHble NnpaBa Ha 6a3bl TC-DB-MAIN, TC-DB-LOG,
AUTH, EVENTS, NOTIFICATION, VISITREQUEST. O6paTuTe BHUMaHMe Ha TO, UTO
HasBaHus 6a3 TC-DB-MAIN n TC-DB-LOG B 3anpoce He06X0AMMO 3aK/HOUYNTb B
ob6paTHbIe KaBbIYKMU.

Hanpumep, Tak cosgaértca nosib3oBaTelb sigur C naponem my_password:

mysq/

MariaDB [(none)]> CREATE USER ‘'sigur@'%' IDENTIFIED BY 'my_password’;
MariaDB [(none)]> GRANT ALL PRIVILEGES ON ‘TC-DB-MAIN".* TO 'sigur@'%,
MariaDB [(none)]> GRANT ALL PRIVILEGES ON ‘TC-DB-LOG".* TO ‘sigur@'%;
MariaDB [(none)]> GRANT ALL PRIVILEGES ON AUTH.* TO 'sigur@'%.
MariaDB [(none)]> GRANT ALL PRIVILEGES ON EVENTS.* TO ‘sigur@'%;
MariaDB [(none)]> GRANT ALL PRIVILEGES ON NOTIFICATION.* TO ‘sigur@"
MariaDB [(none)]> GRANT ALL PRIVILEGES ON VISITREQUEST.* TO sigur@"
MariaDB [(none)]> FLUSH PRIVILEGES;

ol
%.
ol
%.

lMpumedanme. basa paHHbix VISITREQUEST 6yaeT npucytcTBoBaThb B CUCTEME B
cnyvyae Ucnosib30BaHUs BEG-CepBUCa 3asiBOK Ha Npornycka nocetutenen (npu
Ha/IMuumn NMLEH3nM Ha Moy b «PaclumpeHHas nogaepxKa npornyckos
noceTutenen» U Ha posb «JIn4HOe YCTPONCTBO» U/uUnu «TepMuHan»). Ecnu Bbl He
nnaHupyeTe UCNO/b30BaTb AAaHHYO GYHKUMOHANBbHOCTb, TO MOXXHO UCK/THOUYUTD
HasBaHMe 6a3bl VISITREQUEST u3 3anpoca.
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2.2. HacTpoiiku ana yaanéHHoro nogkoJveHus paébounx mect Kk B[] Sigur.

Ecnu nnaHupyeTcs ucnonb3oBaTh yaanéHHble paboyne MecTa Sigur, TO BO3MOXHbI
cneayoLe BapMaHTbl HACTPOWKW:

Mocne yctaHoBku MO Sigur BKAOUNTb onuunto «epeHanpasnsaTb 3anpochbl K B/,
CKY[, uepes cepsep CKY[» yepes MO «YnpaBneHne cepsepomM» Uiu €
nomotubto yTunuTtbl AdminCLI.

2. AnbTepHaTUBHO MOXHO paspeLunTb NOAKIHOYEHUSA C APYrUX XOCTOB B
HacTpomkax cepBepa b/l. Hactponku gna MariaDB onuncaHbl HUxXe.
= 39TO MOXHO caenaTb, oTpeaakTupoBaB napameTp bind-address. insa aTtoro B
TOM e daiine KoHpurypaumm cepeepa b, (cM. NyHKT 2.1.2 Bbiwe) nog, 6;10KOM
[mysqld] ao6aBbTe MM 3MeHUTe NapameTp:
bind-address=0.0.0.0
= CoxpaHuTe 1 3aKponTe KOHPUrypaumoHHblin dann. lNMocne aToro nepesanycrure
cepBep MariaDB komaHgoi:
sudo systemct/ restart mariadb
3. YcTaHoBka MO Sigur.

AKTyaJ'IbeIe BepCuUn nNaketoB MOXHO HaNTW Ha HalleM caunTe.

3.1. YcTaHOBKa OCHOBHbIX MaKeTOB.

MakeTbl, 06s3aTeNbHblE K YCTaHOBKE Ha cepBep CKY[;:

spnxclient — nakeT knneHTa.

spnxserver — nakeT cepBepa. 3aBUCUT OT NakeTa Be6-CEPBUCOB.
deb-installer nnu sigur-web-services — nakeT Be6-cepBMCOB. 3aBUCUT OT
NnakeToB K/IMEeHTa U cepBepa.

OnumnoHanbHble NakeTbl:

spnxclient-libs — onunoHanbHbIN .rpm-nakeT ¢ 6UMGIMOTEKAMU KIIMEHTA ANS
paboTbl C HacToNbHbIMK cunTbiBaTenaMm ACR1252U, Sigur Reader EH n
apyrnmu yepes PC/SC. [laHHbIV nakeT He ABnsieTcst 06s3aTeNbHbIM K
yCcTaHOBKe. Hanpumep, ero MOXXHO He CTaBUTb Ha CEPBEP, EC/IN KITUEHTCKOE
pabo4yee MeCTo He ByfeT MCMob30BaTbCA ANsi paboTbl C HACTOIbHbLIMMU
cuMTbiBaTeNnsiMU. 3aBUCUT OT NakeTa spnxclient.
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| siGuR |

Linux Debian

CkavdanTe n yctaHoBuUTE:

1. MakeT knueHTa CKY/[, n BCce ero 3aBucumMocTu (nakeT
spnxclient).
sudo dpkg -i spnxclient_*all.deb

2. NMaket cepBepa CKY/[, n BCce ero 3aBucUMocTy (nakeT
spnxserver).

sudo dpkg -i spnxserver_*.deb

3. MMaket Be6-cepeucor CKY[] u Bce ero 3aBUCUMOCTH
(nakeT deb-installer).

sudo dpkg -i deb-installer_*.deb
Ecnu Ha 3TOM KOMMNboTepe NiaHUpyeTcs UCNob30BaTh

HacTonbHbIM USB-cuntbiBaTtenb ACR1252U, To
JOMNOMHUTENbHO BbINOMHUTE LWaru u3 nyHkTa 3.2.2.

RHEL

Ckavante u YCTaHOBUTE NaKeTbl KJIMEHTa, cepBepa U BeG6-
cepBUCOB.

Ecnn Ha aTOM KOMMbIOTEPE NNaHUPYeTCA UCMOb30BaTh
HacTonbHble USB-cuntbiBaTENN, TO YCTAHOBUTE TaKXe
naket 6ubnnotek spnxclient-libs. NMocne atoro, npu
Heo6X04MMOCTH, BbINOSIHUTE LWaru U3 nyHkTa 3.2.2.

MpuMep KOMaHbl ANs YCTaHOBKM BCEX KOMMOHEHTOB:
sudo rom -i spnxclient-1*.rpm spnxclient-libs*.rom
spnxserver*.rom sigur-web-services*.rpm

3.2. YcTaHOBKA AOMNONMHUTENIbHbIX KOMIMOHEHTOB.

3.2.1. Ecnu Ha cepBepe 6yaeT ncnonbsosatbcs HASP kntod nuueHaum, 1o
HeobxoAMMO ycTaHoBUTb ApaiiBep HASP (Sentinel LDK and Sentinel HASP Run-time
Environment DEB Installer for Linux nnu Sentinel HASP/LDK RedHat and SuSE RPM

Runtime Installer). PacnakyiiTe apxvB cO CKayaHHbIM ApaliBepOM U YCTaHOBUTE €ro:

sudo ./dinst

tar -zxf Sentinel_LDK_Linux_Run-time_Installer_script.tar.gz && cd
Sentinel_LDK_Linux_Run-time_Installer_script

tar -zxf S(find . -maxdepth T -name "aksusbd* tar.gz"-type f)

cd aksusbd*/

MNnornamMmuoe ofhecneueriue cucTemMbl Siaur
-~ g

27

KO4a0C

MakcumasibHO HaaéxHoe poccuiickoe obopyaoBaHne CKY/ - COT - OC - ICb

peknama

www.kodos.ru



PykosoacTBo agMuHucTpaTopa M0 Sigur

| siGuR |

3.2.2. Ecnn Ha KoMMbloTepe nnaHMpyeTCca NCNob30BaTb HACTOSIbHbIN
cuutbiBaTenb ACR1252U, To He06xoaMMO:

YcTaHoBUTb pcscd M 6UBTMOTEKM K HE. ITO MOXHO caenaTb KOMaHZaMu:

sudo apt-get install pcscd

Linux Debian sudo systemct/ enable pcscd
sudo systemctl start pcscd
sudo yum install pcsc-lite

RHEL sudo systemct/ enable pcscd

sudo systemct/ start pcscd

YcTaHoBUTb ApanBep cunTbiBaTenss ACR1252U. ApxuB ¢ gpanBepamMu MOXHO
CcKayaTb ¢ oduLIManbHOro caTa NnpomsBoaunTens. ApxvMB COAEPXUT ApanBepa

NS pasHbIX ANCTPUBYTMBOB U 41151 pasHbIX apXUTEKTyp. YCTaHOBUTE ApanBep
0151 Ballle CUCTEMBI.

Hwxe nprBeaeHbl MpUMepbl KOMaHA A1 yCTaHOBKU ApaiiBepoB.

Linux
Debian

Mpumep ana Ubuntu 18.04 (Bionic Beaver) amd64:

wget "https.//www.acs.com.hk/download-driver-
unified/11929/ACS-Unified-PKG-Lnx-118-P.zip"

unzip ACS-Unified-PKG-Lnx-118-P.zijp

sudo dpkg -i ACS-Unified-PKG-Lnx-118-
P/ubuntu/bionic/libacsccidl_1.1.8-1~ubuntu18.04. 1_amdé4.deb

RHEL

Mpumep ans Fedora Linux 36 (Server Edition):

wget https.//www.acs.com.hk/download-driver-
unified/11929/ACSUnified-PKG-Lnx-118-P.zip’

unzip ACS-Unified-PKG-Lnx-118-P.zip

dnf install ACS-Unified-PKG-Lnx-118-P/fedora/31/pcsc-lite-
acsccid-1.1.8-1.fc31.x86_64.rpm

4. HacTpoiika nogkntoueHus K B[1.

LlNsi HaCTPOWKM Bbl MOXETE UCMOJIb30BaTb YTUIUTY KOMaHAHOM cTPoKM AdminCLI
nnun nporpamMmmy «YnpaBfieHUe cepBepoM».

4.1. HacTpoiika yepe3z AdminCLI.

YcTaHoBWTe TUM UCMONb3yeMOol 6asbl faHHbIX.

YcTaHoBMUTe XOCT nogkntoveHns K b/,

YcTtaHoBuTe nopT nogkntoderus k B, (nopt MariaDB no ymonyanuto — 3306).
YcTaHoBUTe NOrvH rnosib3opartens b/.

YcTaHoBUTe Naponb ANna nogkaoyeHusa K b/,
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Mpumep KoMaHAa:

spnxcli database setType mysql

spnxcli database setHost 127.0.0.7

spnxcli database setPort 3306

spnxcli database setLogin sigur

spnxcli database setPassword my_password

*  WHuumanusupynte BA.

spnxcli database reset

*  BbINonHMTE NOMbITKY NOAKNOYEHUS. Y6eanTeCh, YTO TECT 3aBepLUNIICA
ycreLHo. B MpoTUBHOM cny4ae NpoBepbTe PEKBU3NUTBI NOAKIIOYEeHMS K B,

spnxcli database test

4.2. Hactpoiika yepes 10 «YnpaBneHue cepBepom»

* 3anycTtuTe nporpammy «YnpaBieHue CepBepoOM» U3 MEHIO OKPYXXEHUS Ballero
pabouero cTosia UM KOMaHAaom:

sudo spnxadmin

* Bo Bknagke «basa gaHHbIX» HaXXMUTe KHOMKY «[lapameTpbli».

= B oTKpbIBLIEMCA OKHE BBEAUTE NapamMeTpbl NoAKo4eHus K cepsepy b
afpec xocTa, nopT (nopT MariaDB no ymonuanuto — 3306), UMs Nnonb3oBaTens
B/l n naponb. CoxpaHUTe HACTPONKU U 3aKPOMTE OKHO.

* Ha Bknagke «ba3sa faHHbIX» HaXKMUTe KHOMKY «Copoc/Co3gaHue 6asbl».
Y6eantecb, 4To npouecc cosaaHusa b/l He conpoBogancsa owmbkamu, a
napameTp «CTaTyc cepBUCHbIX B[1» nMeeT 3HayeHune OK.

= BepHuTecb B OKHO HacCTpoek napamMeTpoB NoAKtoveHNs K cepaepy B/l n
Ha)XKMUTE KHOMKY «TecT NoAKNoUYeHNs». Y6eanTech, YTo TECT 3aBepLUnIICS
ycrnewHo. B npoTuBHOM cnyyae npoBepbTe peKBU3NTbI NoAKAtoYeHnsa K B/,

5. 3anyck cepBepHoro Moaynsi.

Mocne HacTporku NoaktoYeHus K bl Heo6xoANMMO BbINOHUTE 3aMnycK
CEepBEPHOro MoAayns AJis 3aBepLUeHNst KOHOUIYPUPOBaHUS CUCTEMDI. [1118 3TOro Ha
Bknagke «CoctosHue» N0 «YnpaBneHne cepBepoM» HaXXMUTE KHOMKY «CTapT» nim
BbINOJSIHATE KOMaHAy:

spnxcli service startSphinxd
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6. 3anyck knueHTtckoro INMO.

Lns 3anycka nporpaMmbl «KnMeHT» MOXHO BOCMO/1Ib30BaThCA CRnefyHoLLen
KOMaHA0M:

spnxclient

7.1.4. Bo3mo)xHble npo6nembl nocne ycraHoBku M0 Ha Linux Debian un
RHEL

Ecnu nocne yctaHoBkwu MO Sigur Ha OC Linux Debian n RHEL He yaaétca 3anyctuTb
cepBepHbI MOAY b, PEKOMEHAYETCA BbINONHUTbL CReaytoLlee:

1. TpoBepuTb, YTO B KaTanore /var/log/sigur-ws nossunuce dannbl generate.log
rabbit-postinstall.log. B aTux daiinax He fOMKHO 6bITb OLUMGOK.

2. Ecnu dannbl He 66111 cO3AaHbl UM B HUX €CTb OLUMOKK, TO peKoMeHayeTcs
nepeyctaHoBuTb 10 cornacHo nowwaroBon MHCTPYKUMUK B NpPeAblAyLLeM
pasgene.

3. Ecnu npobnema coxpaHsieTcsl nocne nepeyctaHoBku 10, ToO pekomeHayeTcs
06paTUTbCA B TEXHUYECKYIO NOoAAEPXKKY Sigur.

7.1.5. Mpoeepka nognuHHocTu (LudpoBoi nognucu)

MO Sigur umeeT undpoByto Noanuck. NMpoBepky LMGPOBOA MOAMMUCU CKAaYaHHOIO
WHCTaNNAToOpa U/Wnu yXxe yCTaHOBMIEHHbIX MUCMOSTHAEMbIX GarnoB (.exe) MOXHO
BbINOIHUTL pasHbIMM cnocob6amMmu, B TOM YKCIle CaMbIM NMPOCTbIM - Yepes
MpoBoaHuk Windows.

*  KnuKHWTE NpaBoi KHOMKOWM MbILK Nno darny nHctannatopa (setup-XX.exe) nnm
no ucnosnHsieMoMy dainy nporpammbl («YnpaBneHue cepBepoMy», «KnneHT») u
Bbl6epuTe B KOHTEKCTHOM MeHto pa3gen «CBoncTeay.

* B okHe «CBoicTBa» BbibepuTe BKNagKy «Lindposble nognucm:

CEOWCTEA: YNpaBNeHWe CepEEpOM.exe

BezonacHocTs MoapoBHo Mpeasigywmve sepoin
OBwme CoBmecTMMOCTE Liweppossie noanucu

Crnucok nogrmcei

Wra nognucas...  Anropuma eeiBo...  OmeTia BpemeHd
Q00 PROMANVT ... sha2b6 14 centabpr 2022r. ..
OK Cmaera MprraeHTE

Bknagka «Ludposbie nognmcm».
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B cnucke nognucei fonmxkHbl 6bITb 04Ha CTpoka ¢ «MMeHeM noAnucaBLLEro» -
«000 PROMAVTOMATIKA - CD». Mo HaxxaTuto KHonkun «CeefeHunsi» oTKpoeTcs
OKHO C 60J1ee NOMHOM U AONONHUTENbHOW HhOPMaLMen 0 NOANUCH:

COCTaE UWhpPOoEOH NoAgNKcK ? Ed

OBwue  [ononHuTensHo

—, Ceepennn o uwhposoil nognnch
3Ta WwidbpoEaA NoANMCE ASACTEMTENEHE,

WMHbOpMaLWMA 0 NOAMMCABLIEM

Wma: IDDD PROMAVTOMATIKA - CD

SNEKTPOHHEA NOYTa: |den@sigur.oom

Bpema noanMcaHia: |14 ceHTAbpA 20221, 15:10:34

MpocMOTP CEPTHOMKETS

Moanuoa Apyrix cTopod
WMA nognvcas...  3NekTpoHHaA n...  OTMETKE BPEMEHK
DigiCert Timesta... HeT gaHHbX 14 cenTabpa 2022r....

CeeaeHna
CK

CocTaB u1bpoBoi Noanmncu.

Ecnun uma nopgnucasLero He coBnagaet ¢ «<PROMYSHLENNAYA
AVTOMATIKA-KONTROL DOSTUPA, 000» nnn «000 PROMAVTOMATIKA -

CD», To ckayaHHbIM darnn He sBaseTcsa BanugHoiM darinom M0 Sigur!

7.2. YcTaHoBKa gpaiiBepoB npeobpasoeatens USB-RS485

Mpu ucnonb3oBaHuun B coctase CKY [l koHTponnepos ¢ uHTepdercoMm RS485 k
cepBepy noakntoyaetcs ot 1 go 16 npeobpasoBaTtenen nHtepdericos USB-RS485
Sigur Connect. YcTaHoBKa ApaliBepoB npeobpasoBaTesisi Nogpo6HO onuncaHa B
[OKYMeHTaumu Ha npeobpasopartens Sigur Connect
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7.3. YaaneHue cuctembl Sigur
OC Windows.

YpaaneHue nporpaMmmHoro obecrnedyeHuns CKY [ Sigur nponssoantcs AByms
crnoco6amu: ApSbIKOM, HaXOAALMMCS B MeHH «[yck» Uiv ¢ noMoLbto «MaHenu
yrpaBneHus».

Hanpumep, ans Windows 10 aTo 6yayT:

= MeHto «[lyck» — «SIGUR Access Management» — «YganeHune nporpammbi».

* «[MaHenb ynpaBneHusa» — «YcTaHOBKa U yaneHne nporpaMmm» — KHOMKa
«3aMeHNUTb/yaanuTb» B cTpoke «SIGUR Access Management XX» (roe XX —
HOMep Bepcum yctaHoBneHHoro M0).

OTKpoeTCcA OKHO, MO3BONSAIOLLEE NOATBEPANTDL UM OTKa3aTbCA OT yaaneHus
Ha)xaTnem KHonku «a» nnu «Het».

(3 Yaanenue Sigur 1.1.1.30s

Bbl yEEpEHEI B TOM, YTO HENaeTe y4anuTe NporpaMMy W Bce ea
KOMMOOHEHTEI?

Ada Het

3anpoc yaaneHusi nporpammbl.

MpK HaXXaTUM KHOMKK «[la» OTKPOETCS OKHO C NPeAJIOXKEHNEM COXPaHUTb 6a3y
JaHHbIX.

(5 Yaanenne Sigur 1.1.1.30:5

CoxpaHuTe Gekan 6asel JaHHbXHT

Aa Het

3anpoc coxpaHeHus 6a3bl AaHHbIX.

Mpw HaxkaTum KHonku «[la» B kKaTtanore yctaHoBkK 10 6yaeT co3gaH dain ¢
pacwmpeHnem .sql — konus 6a3bl AaHHbIX Ha 3TOT MOMEHT BpeMeHu. msa danna
6ypeT coaepxkaTtb TeKyLLyto aaTy, Hanpumep «2022-11-21.sql».

Jlnuenswus MO Sigur npu cosgaHmm 63kana 6a3bl He COXpaHsieTcs, eé

Heo6X04MMO NpeaBapuUTENIbHO COXPaHATb OTAENbHO!
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Mo 3aBepLlUeHUn cosfaHmns 63akana 6asbl (MM NpU OTKa3e OT ero cosfaHus) 6yaeT
OTKPbITO OKHO «YAaneHne», B KOTOPOM 6yfieT 0To6paXkaTbCsi MPOLECC yaaneHus

nporpamMmbi.
(9 Yaanenme Sigur 1.1.1.30:s —
Ypanenwe e >
MogowanTe, MAET yaanenue dainos Sigur 1.1.1.30.5... @
Yaanenue daina: C:\Program Files (x86)\SIGUR access managementiserver\mysqgldishare'c

Mpouecc yaaneHus nporpaMmbi.

Mocne 3aBeplieHna npouecca OTKpoeTCcA OKHO «3aBepLIJeHVIe pa6OTbI MacTepa
yaaneHnsAa», B KOTOPOM HYXXHO Ha)XXaTb KHOMKY «[oTOBOY.

{9 Yaanenme Sigur 1.1.1.305 —

3aeepueHne paboTe MacTepa
yaaneuus Sigur 1.1.1.30.s

Mporpamma Sigur 1. 1.1.30.5 yoaneHa v salwero
KOMNBHOTEPE.

HasmnTe Kronky “ToToB0"ANA BbIX0Aa M3 NMPOrpatMs!
YAANEHHSA,

< Hazaa loToso OTMEHE

3aBepLueH1e paboTbl MacTepa yAaneHus.

MocnefHMM OTKPOETCSI OKHO € COOBLLEHMEM 06 yAauYHOM yaanieHUn NporpaMmbl,
rae Hy>XHo HaxkaTb «OK». YganeHue nporpaMmmbl yCNeELLHO 3aBEPLLEHO.

232
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OC Linux.

I'Ipmmep KOMaHA and yaaneHna paHee yCTaHOBJ/IEHHbIX NaKeTOB!:

Linux Debian sudo dpkg -r spnxclient spnxserver sigur-web-services

sudo rpm -e spnxclient spnxclient-libs spnxserver sigur-

RHEL .
web-services

[aHHble KoMaHAbl HUKAK He 3aTparmBaroT camMy 6a3y OaHHbIX, T. K. B Clly4ae

cepBepa nof ynpaBfieHueM Linux oHa agMUHUCTPUpPYeTCA LWTaTHbIMU
cpegcTtBamu CYB/.

7.4. O6HOoBNeHue cuctembl Sigur

O6HOBNEHME CUCTEMbI Sigur BbINOHSAETCS NOBEPX paHee YCTaHOBIEHHOrO
nporpaMMHoro obecnedyeHusi. AkTyanbHble Bepcum N0 Sigur MOXKHO ckayaTb,
nepengsa no STon Ccblike.

MNepepn 06HOBMIEHWEM PEKOMEHAYETCSH BbIMOSIHUTL PE3EPBHOE KOMMPOBaHWE
JaHHbIX. [Mpoueaypa onvMcaHa B COOTBETCTBYIOLLEM pasaene.

OC Windows.

[lna o6HoBNeHWs1 cepBepa HEO6X0AUMO:

—_—

3akpbITb Bce rpadmyeckune okHa MO Sigur.

2. 3anycTtuTb (hain setup-XX.exe (rae XX — Homep Bepcum MN0O), aHaNnornYHblii
TOMY, U3 KOTOPOro Npon3BoAunIach ycTaHOBKa CUCTEMbI. YCTaHOBLLUUK
onpeaenuT Heo6X0AUMOCTb M BO3MOXXHOCTb OBHOB/IEHUS
aBTOMaTu4yeckn. CnepynTe MHCTPYKLMAM yCTaHOBLLMKA, YTOObI NPOMATU BCE
Liarv npouecca o6HoBneHus M0.

3. To 3aBepeHun obHoBNeHMA 3anycTutb MO «YnpaBneHne cepBepom» U
HaXkaTb KHOMKY «CTapT» Ha Bknagke «CoCcToAHMEY.

4. Ecnv nocne 3anycka cMcTeMbl NOoTpebyeTcs 06HOBEHNE BepCUM 6a3bl AaHHbIX

— rnporpamMma BblJacT COOTBETCTBYHOLLMI 3aMpocC, B OTBET Ha KOTOPbIN cnegyeT

cornacuTbCs, HaXkaB KHONKY «[a». Hukakve gaHHbie npu aToM He 6yayT

noTepsiHbI.

KnueHTckne MecTa CUCTEMDI, yCTaHOBJ/1€HHbIe Noa Windows, focTtaTouyHO
nepes3anyctuTb, Nocne 4Yero oHun 06HOBSITCS aBTOMaTU4Yecku. Ecnn B OI'IepaLI,VIOHHOﬁ
CUCTEME HACTPOEHbI MOJINTUKU 6e30MacHoOCTH, TO ana aBTOO6HOBEHUS
K/TMEHTCKUX MecCT obna3aTeneH AOCTyn nNporpamMmMbl K:

* KaTanory ycTaHOBKM NporpamMMbl;
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BeTke peectpa HKLM\Software\Wow6432Node\Microsoft\Windows\
CurrentVersion\UninstalNACS Sphinx

Mpu ncnonb3oBaHuUM MHTerpaumm ¢ cuctemon Ewclid, gpononHuTtenbHo Tpebyetcs
npeaocTaBUTb JOCTYN K:

BeTke peectpa HKLM\SOFTWARE\ComCom\Ewclid-AV\EventSystem\External;
BeTke peectpa HKLM\SOFTWARE\ComCom\Ewclid-AV\EventSystem\Transport.

OC Linux.

Mpoueaypa 06HOBNEHUSA CepBepa:

1.

OcTtaHoBKa cuctembl Sigur.

OcTaHoBUTE cepBepHbIA MOAYb, HAXXaB KHOMKY «CTon» Ha BKNajake
«CocTtosiHne» MO «YnpaBneHne cepeepoM», U BbIMOSIHUB KOMaHAY:

spnxcli service stopSphinxd

rlpOBepMTb CTaTyC CUCTEMbI MOXXHO, BbINOJIHMB KOMaHAY:

spnxcli service status

Mocne 3Toro He06xo0AMMO 3aKpbIThb BCe rpaduyeckme okHa cuctembl Sigur
(ecnu npumMeHUmo).

YpaneHue npeapigyuieii Bepcum Java.

[nsa pa6oTbl MO Sigur (HaumMHana ¢ Bepcuii 1.6.3.x) TpebyeTca Java 17. YTOUHUTD
Bepcuto Java MOXXHO KOMaHAoM:

java --version

Ecnu Bepcua Java oTnumyaetcs oT 17, HEO6XO0ANMO ee NepeycTaHOBUTD.
Hanpumep, yganutb Java 11 nepen nocneaytowen nepeycTaHOBKON MOXXHO
cnefyrowmMMm KoMaHaamu:

Linux Debian sudo apt purge openjdk-11%*

RHEL sudo yum remove java-171%

YcTaHoBKa Java 17.

MpumMep KOMaHA Ansa yctaHoBkK Java 17:
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sudo apt-get update

Linux Debian sudo apt-get install openjdk-17-jre

sudo yum update

RHEL sudo yum install java-17-openjdk

MNpoBepbTe UTOroByto Bepcuto Java. KomaHga AomkHa BbIBECTU MHGOPMaLUIO
o Java Bepcumn 17.

java --version

4. 0O6HoBneHue MO Sigur.

3arpysunTe nakeTbl akTyanbHon Bepcum 10 1 BbINONHUTE KOMaHAbI,
npefcTaBfieHHble HUXe (NpuMep).

BbINONHUTL KOMaHAbl NocnefoBaTenbHO:

Linux Debian dpkg -i spnxclient_1.6.%
dpkg -i spnxserver_1.6.*
dpkg -i deb-installer_1.6.*

I'IepeqmchTb BCe 06HOBNSIEMblE NaKEeTbI:

RHEL rom -U spnxclient-1.6.* spnxserver-1.6.* spnxclient-libs-

1.6.* sigur-web-services-1.6.*

5. KnueHTckue MecTa, ycTaHoBneHHble nog OC Linux, Heo6xoAnMo 06HOBUTb
BPY4HytO. MprMMep KoOMaHa;

Linux Debian dpkg -i spnxclient_1.6.%
I'Iepeqwcnmb BCe 06HOBNAAEMbIe NaKeTbl:
RHEL
rpm -U spnxclient-1.6.* spnxclient-libs-1.6.*
7.4.1. Bo3Mo)KHble coobLeHns 06 owmbkax npu o6HoBneHuu MO

* [locne 3anycka ycTaHoBO4YHOro daina nossnsetcs coobuieHne «HeBO3MOXHO
OTKpbITb (hann gns 3anucu: "C:\Program Files (x86)\SIGUR access
managment\FTD2XX.dIl"»:
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7.5.

(41 ¥cranoeka Sigur 1.1.1.44.5

HEBOIMOMHO OTKPEITE Gaia 40A 3anuou:
“Ch\Program Files [x8&6\SIGUR access

management\FTD2XK. dII"

‘MpepeaTh': 0CTAHOEWTL YCTAHOEBKY,

‘MoeTop”: NOETOPWUTE NONBITKY;

TIponyck™: NPoNYyCTUTE 370 4EACTEKE,

MNoeTop MNponycTuTe

MprMep BO3MOXXHOM OLIMBKU B NMPOLIECCE YCTaHOBKM.

[JaHHas owmnbKa BO3HUKAET B TOM Clly4ae, ecniv nepep 3anyckom daina
yCTaHOBLLUKA He 6bINIn 3aKpbiTbl BCe rpaduyeckne okHa nporpaMmmbl
(«YnpaBneHue cepBepom», «KNMEHT»), B T.4. 3anyLLeHHble B ceaHcax Apyrux
nonb3osaTtenen MNK.

| sicur

* Tpu nonbITKe 3anycTuTb 06HoBNEeHME MO OTKpbIBAeTCs OKHO «YCTaHOBMIEHHas!

nporpaMma UMeeT BEPCUIO, He A0MNYCKaOLLYIO MPUMEHEHNE AaHHOMOo
OBHOBJIEHUSA»:

Yeranoeka Sigur 1.1.1.30.5 X

YCTaHOBNEHHAA NPOrPaMMa WMEET BEPCHID, HE A0 NYCKAK WY
- MPUMEHEHWE JAHHOTD OBHOEAEHWA

Mpumep oWn6KM NpU 3anycke MacTepa yCTaHOBKM.

[JaHHoe coobleHne BO3HNKAET B Cnyyae 3anycka daina-ycTaHoBLLMKa TOM Xe
nnéo 6onee paHHen Bepcuum MO Sigur, 4yeM yxke ycTaHOBNEHHas Ha AaHHOM [1K.

MepeHoc cepBepa Ha agpyrou komnbiotep (Windows)

ansa nepemMelleHna cepsepa CUCTeMbl Ha ﬂperVI KOMMNbHOTEP HY>XHO BbIMOJIHUTb

cneaywouime oencTeus:

1. B cnyyae ncnonb3oBaHuMsi NPOrpaMMHON UM KOMOUHUPOBAHHON NINLEH3UN B
nporpamme «KnueHT» B MeHto «Painn» — «YnpaBneHue MoaynsaMmn» BblbepuTe
«CoxpaHuTb nuueHauto B daitn», ykasaB KaTanor coxpaHeHus darnna nmueHsuu.

3anycTuTe nporpamMmy «YnpaBfieHMe CepBEPOM».
CoxpaHuTe 6a3y aaHHbix (B). s 9TOro HaxXxmMute «3KCrnopT 6a3bl» Ha

wn

3aknagke «basa faHHbIX», BBeguTe MMa daitna u BbibepuTe NyTb, OT/IMYHbIA OT

nanku yCcTaHoBNEHHOW NporpamMmbl. [1pyn 3TOM cepBepHbIA MOAY b
aBTOMAaTUYECKM OCTAHOBUTCS, 3anyCcKaTb ero He Hy>XHO!

YctaHoBuTe N0 Sigur Ha HOBbIN KOMIMbIOTEP.

3anycTuTte Ha HOBOM KOMMNbIOTEPE C MOMOLLbIO MpOorpamMmbl «YrnpaBneHme
cepBepoM» KOMMNOHeHT «CepBep bll». Ha npegnoxeHune o cosgaHnm HOBOM
6a3sbl laHHbIX BbIOEPUTE «HET».

oa &
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7.6.

6. [pouseeanTte nmnopT BA. [Ansa aToro HaXXMuTe KHomnky «MMnopT 6a3bi» Ha
3aknagke «basa faHHbIx», Bbl6epuTe COXPaHEHHbIN paHee dainn n HaxXmMuTe
KHOMKY «OTKpPbITb».

7. Tlocne 3aBepweHns MnopTa TekyLas Bepcusa bl MoxeT He coBnagaTb C

HYy>XHOW Bepcuel («cTapas» Bl u «HoBoe» M0), B 3TOM Criy4yae HaXXMUTe KHOMKY

«OBHOBUTDY.

3anycTuTe KOMMOHeHT «CepBepHbIn MOAYNb» Ha BKkNafake «COCTOAAHUEY.

9. T[lepeHecuTe NULIEH3MIO:

©

= B cnyyae xpaHeHust nuueHsnn B namMatn HASP-ktoya, OTK/IoUnTE ero ot
CTaporo cepBepa 1 NoAKJHYUTE K HOBOMY KOMIMbIOTEPY.

= B cnyyae ncrnosnb3oBaHnA nporpaMMHON NIMLEH3UN 3arpy3unTe paHee
COXpaHEHHbIW dain nuueHaumn (cm.n.1) B nporpaMmy «KnneHT» yepes
MeHto «Daiiny» — «YnpaBneHne MOLynAMM», a fanee obpaTUTeCh K
«PykoBoACTBY Nonb30oBaTENA» UM B TEXHUYECKYHO NOALEPXKKY AN
NPUBA3KU NINLEH3NUU K HOBOMY KOMMbIOTEPY.

* B cny4yae ucnonb3oBaHnsa NporpaMMHON NULEH3UN, NpuBsisaHHon K HASP-
Kntovy (KOMBUHMPOBAHHOM NULIEH3UM), HEOH6XOAUMO MOAKIHOUYNUTL K HOBOMY
cepBepy HASP-kntoY 1 3arpy3uTb paHee COXpaHEHHbIV hann nmueH3um (cm.
n.1) B nporpammy «KnuneHT» yepes MeHto «dain» — «YnpaBneHue
Moaynsmu». Mpouecc nepeHoca NoApPO6GHO onucaH B
«PykoBOACTBe Nofb3oBaTtens».

10. YkaxuTte IP-agpec HoBoro cepsepa CKY[], B HacTporkax kaxgoro IP-
KOHTpoJsunepa. MHCTPYKLUUIO MOXHO HaUTK B pasgene
«/I3sMeHeHue IP-napaMeTpoB YCTPONCTBA».

MNMepexop ¢ 6ecnnatHon Bepcuun MO Ha nnaTHYO

[ns nepexopa c 6ecnnaTHOM BEPCUN CUCTEMbI Ha NaTHYIO BCTaBbTe B CepBep
HASP-kntoy annapaTHOM 3almnTbl UK 3arpy3uTe NporpaMMHyto NULEH3ULO, @
nocne — akTuBupymre eé u nepesanyctute N0 «KnneHTt».
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8.

8.1.

8.2.

MporpaMma ynpaeneHusi CepBepom

MporpamMma ynpaBsneHusi CepBepOM NpegHa3HayeHa s HabngeHus 3a
COCTOSIHMEM KOMMOHEHTOB CepBepa, HAaCTPOMKU pe3epBMPOBaHNS 6asbl faHHbIX,
penakTMpoBaHUA HacTpoek |IP-KOHTPOJ11epoB 1 Tak Janee.

3anyck nporpaMmmbl
3anyck nporpaMmbl OCYLLLECTBAAETCA C MOMOLLbIO Ap/biKa «YnpaBreHne

CepBepPOMY», pacrofioXeHHOro B MeHHo «[yck» — «[1porpaMmmbl» — «SIGUR Access
Management».

naBHOE OKHO nporpamMmbl
[CnaBHOE OKHO nporpaMmbl NnpenocTaBideT NOJIb30BATESIHO BCE CpeACTBa AA
ynpaBneHuna cepBepoM CUCTEMDI Sigur n Ha6J‘II-OLI,eHVIF| 3a COCTOAHUNEM €ero

KOMIMNOHEHTOB.

BHeLHWI BU rNaBHOro OKHa NporpamMmbil:

¥NpasneHve cepeepomM CMCTEMBI Sigur —= X
HacTpolika veTooHcTE Be30nacHoCTh MopThl CepeuC 3aAB0K
CocroaHue Baza aaHHbX

BepcusA nporpaMmHoro obecneyeHus
CK¥[ Sigur, eepcua 1.6.0.1.5

COCTOAHWE KOMMOHEHTOE Cepeepa

Cepeep BA: |q? JanyLleH | Crapt Cron

CepBepHLIid MogyNb: |q? 3anyLeH | CrapTt

PACIIHPEHHBIA PEXUM

OKHO nporpamMmbl ynpasJieHNUA CepBEPOM, BKNagKa «CocTosiHMe».

MporpamMMHoe o6ecrneyeHne cepeepa COCTOUT U3 ABYX NPOrPaMMHbIX

| siGuR |

KoMnoHeHTOB. CepBep 6a3bl fJaHHbIX MPeAoCTaBAsSET AOCTYN BCEM MPOrpaMMHbIM
KOMMOHEHTaM CUCTEMbI K 06LLei 6a3e faHHbIX. CepBepHbIi Moaynb obecrneynsaeT
MHGOPMALMOHHBIN 06MEH C KOHTPOJISIepaMu CUCTEMbI MO JIMHUAM CBSI3U, @ TaKXe

MHOPMALIMOHHDI OBMEH cepBepa C KIIMEHTCKMMM MecTaMu. 15t HOpMasibHOM
paboTbl CUCTEMbI 062 KOMMOHEHTA AO/MKHbI 6bITh 3aMyLLEHbI.

OyHKUMK ynpaBneHusa cepeepomM CKY /[l pacnpefneneHbl No Bknagkam: «COCTOAHUE,

«basa faHHbIx», <HacTpoWKa ycTponcTB», «kbesaonacHocTby, «[TopTbl», «CepBUC
3a8ABOK».

MNnornamMMa vanaRneHua cenesenomM
e T ™ ™

29

KO4a0C

MakcumasibHO HaaéxHoe poccuiickoe obopyaoBaHne CKY/ - COT - OC - ICb

e
www.kodos.ru



PykoBoacTtBo agMuHuctpaTopa N0 Sigur ‘ S I G U R ‘

9.

9.1.

YnpaBneHue KOMMNOHEHTaMU cepBepa

Ha Bknagke «CoCTOSsHME» MOXHO 3amnycKaTb, OCTaHaBNBATb KOMMOHEHTbI
cepBepa 1 HabnoaaTb 3a MX COCTOAHMEM. B BepxHEM OKHe BKJ1aAKu oTo6paxaeTcs
TeKylllas BepCUa NPorpaMMHOro o6ecneyeHus.

O6bIYHbIN PEXMM yrpaB/ieHUsi KOMMOHEHTaMu cepBepa:

Bepoua nporpaMMHoro obecnedeHma

CKYQ Sigur, sepawa 1.1.1.30.5

CoCToAHWE KOMMNOHEHTOE CEPBEPa

Cepeep BA: |c¢? SanyLLeH |

CrapTt Cron

CepeepHeIi MogyNb: |c¢? SaAMyLeH |

[ PECWMPEHHEIR pesm

O6bIYHbI pexunMm ynpasieHna KOMMNOHEHTaMU cepBepa.

PaclunpeHHbIn pexxnum ynpaBneHms KOMNOHEHTaMu cepBepa:

BepoudA nporpaMMHoro obecnedeHua

CK¥ [ Sigur, eepcua 1.1.1.30.5

CoCToAHWE KOMNOHEHTOB CEpBEPS

Cepeep B1: |q? 3anywLeH | Crapt Cron

CepBepHEIi MOgyNE: |q? SAMYIWEH | Ctapt Cron

B PacuMpeHHEI peskim

PaclumpeHHbIl pexxuM ynpaBrieHust KOMNOHEHTaMU cepBepa.
[ns nepekntoyeHns pexnma ynpaBneHus CrnyXxut GyHKuns «PaclumpeHHblI

pPeXXnMm». Mpu BbIK/IKOYEHHOM PacLUMPEHHOM pPeXrUMe MOXHO 3amnycKaTb U
OCTaHaB/MBaTb cpa3dy 06a KOMMOHEHTA, NMPU BKIHOYEHHOM — pasfesibHoO.

3anyckK KOMMOHEHTOB OCYLLECTBASAETCA KHOMKOW «CTapT» B CTPOKE HY>XXHOro
KoMnoHeHTa. OCcTaHOBKAa KOMMOHEHTOB OCYLLECTBSETCA KHONKOMN «CTOM» B CTPOKE
HY>XHOrO KOMMOHEHTA.

CoCTOsiHME KOMIMOHEHTa 0TO6paXkaeTcs B BUAE «3amnycKaeTcs», «3anyLeH»,
«OcTaHaBnMBaeTcs», «OCTaHOBNEH» UK «He roToB».

YnpaeneHue cepeepom B[]
3anyck cepBepa B[] ocyulecTBnseTca KHonkow «CtapT» B cTpoke «CepBep B1».

Mpu nepBoM 3anycke cepBepa B[] nocrne ycTaHOBKW NporpaMMHOro obecrneyeHus
OTKPOETCA OKHO C 3arnpoCcOM O CO3[4aHMMN HOBOW 6a3bl AaHHbIX.
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9.2.

3anpoc oT cucTemel “Sigur” x

@ baza gaHHbx cucTemel "Sigur” He Belna cozgaHa,
BO3MOMHE, 3T0 NEPERIA 3aNYCK CEPBEQHOMND MOGYIA CHCTEMEI

Ana zanycka Gaza gonsHa GeiTe co34aHa,

Cozpate Basy cedvac?

Het

OKHO C 3arnpocoM co3faHus 6a3bl JaHHbIX.

Mpu HaxxaTum KHoNku «[a» 6yaeT cosgaHa ucxoaHasa 6asa faHHbIX. basa
co3paéTcs OfMH pas, U nocneaytoLme 3anycku cepeepa b npoucxogsat 6e3 aToro
3anpoca.

Ha)xaB KHOMKY «HeT», MOXXHO 0TKa3aTbCsl OT cO3[aHusl 6a3bl AaHHbIX, TPU 3TOM
cepBep B[, 6ypeT 3anyLieH, HO paboTa ocTanbHbIX KOMMOHeHTOB 10 npu aToM
HeBO3MOXHa. [ns cosaaHus B MOXHO TakxXe HaxaTb KHOMKy «Cépocutb 6asy»
BO BK/agke «ba3sa JaHHbIX».

OcTtaHoBka cepBepa B[] ocyuwiectenaetca kHornkon «Cton» B cTpoke «CepBep B».

anaBneHue CepBepHbIM MoAYyNeM

3anycK cepBepHOro MoAynsi OCyLLecTBASETCA KHONKON «CTapT» B CTPOKe
«CepBepHbIV MOAYb». 3anycK CepBePHOro MoAyNsA Npy OCTaHOBIEHHOM cepBepe
B[l aBTOMaTU4eCKM 3anyCTUT U CEpBEpPHbIA MOAYNb, U cepBep B/L.

Mpw 3anycke cepBepHOro MOAyns ¢ NOBPEXAEHHOM 62301 faHHbIX NporpaMmma
BblAacT cneaytollee coobLieHne 06 OLIMOKE:

OmubKa

CepBEpHEIA MOAYME HE CHOM NOMYYHTE ASHHEIE W3 Gaskl AaHHE (BA).
YBeanTecs 4To cepeep B/ 3anyweH 1 6axa cozasHa (cGpoweHa),
TEXHHYECKHE deTanM: 105 FatalErrorException: Cannot load mySQL database

(]

Coo6LeHI e Npu 3arnycke CEpBEPHOro MOAYISi C MOBPEXAEHHON 62301 AaHHbIX.

[na ycTpaHeHUs1 NOBpeXAEeHN CM. pasgen
«[dnarHocTtuka (peMoHT) 6a3bl JaHHbIX».

HauuHas ¢ Bepcuit 10 1.6.x.X, Npy 3anycke cepBepHOro Moaynsa cuctema

3anyckaeT psf Be6-cepBucoB. [03TOMy BpeMsi 3anycka cepeepa Sigur MoXeT
JOCTUraTb 2 MUHYT.

Vonapnewue KOMOQHEHTAMIA CENRENA 41
* L

KO4oC

peknama

MakcrManibHO HaaéxHoe poccuiickoe o6opygoBarme CKY/[, - COT - OC - Cb www.kodos.ru



PykoBoacTtBo agMuHuctpaTopa N0 Sigur ‘ S I G U R ‘

10. YnpaBneHue 6a3o# faHHbIX

Bknaaka «basa gaHHbIx» npeAHa3HayeHa /1A Bcex onepaLmii, BO3MOXHbIX C 6a30#

OaHHbix CKY [, Sigur.
¥npaeneHWe CEpEEPOM CHCTEMEI Sigur — Pt
CocToaHue E Hactpoiika yorpoicte  BesonacHocte  MopTel  CEPEMC 3AAB0K

Tekywmi cepeep B

Tun cepeepa: BHYTpEHHMIA MNapameTpbl

BepouaA dopMaTta AaHHbIX

Tekywan sepaan B1: 374 OfHoBMTE
Hy#Hana sepoin B! 374
Cratyc cepemcHelx B 0K

CepBMcHBIE QYHKLIAM
JononHUTensHD
AwarHocTika Basel
SkcnopT basel WMnopT bazel

Chpoc/Cozaanue Dasel ¥ 0aneHne NpoToKonoes coberman
OKHO nporpamMmbl ynpasneHusa cepsepoM Ha OC Windows, akTuBHa Bknagka «basa gaHHbIX».

Bbasa gaHHbIx MCMNoNb3YyeTCA cuctemMmom gns XpaHeHUA VIHd)OpMaLIMVI 06 o6beKTax
AOCTyna, peXunmax aonycka, o CO6bITUAX CUCTEMDI U T. A.

10.1. Tun cepsepa b/

Mo ymonyaHuto Ha OC Windows cucTemoi Sigur Ucnonb3yeTcsl TONIbKO BHYTPEHHSIA
B/l MariaDB. Ha OC Linux BO3MOX>HO Ucrnosib3oBaTb BHelwHow B/l MariaDB nnu
PostgreSQL. 115 HAaCTpPOMKM NOAKIOYEHUS K cepBepY 6a3bl faHHbIX HEO6XOAMMO
Ha)kaTb Ha KHOMKY «[MapameTpbi» B 6noke «TekyLmi cepsep b».

Ha OC Windows nonb3oBaTtesib MOXeT:

* M3MeHuTb Nnaporsb K BHyTpeHHel B/, NogpobHee — B COOTBETCTBYHOLLEM
pasgene.

*  BkntounTb 3anuck 6uHapHoro nora b, ans paboTbl HEKOTOPbIX
WHTErpaLMOoHHbIX CEPBUCOB. MHCTPYKLMM NO HAaCTPOMKe GBUHApHOro iora
cofiep)aTtcs B OTAesbHbIX PYKOBOACTBAaX Ha MHTErpaunm ¢ BHELLHUMMU
cucteMamu.
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MapameTpel nogatoyennna k cepeepy bl X

Twn cepeepa: BHYyTpeHHMit ﬂ

JocTyn K Bl ANA CTOPOHHKX MParpaEMM

CraTyc: F:EDEOquIL:I WMSMEHWTH

BMHapHLIA nor

OK OTMeHa

OkHo «[MapameTpbl nofktoYeHus K cepepy b» Ha OC Windows.

Ha OC Linux BO3MOXHO:

* Bbi6paTtb TUN cepBepa — «BHewHmin MySQL» unu «BHewHnin PostgreSQL».

*  3anonHUTb PEKBU3UTbI NOAKIOYEHUS K BL]: XOCT, NopT, MMsi 6a3bl AaHHbIX (Npwu
ncrnonb3oBaHun PostgreSQL), NorMH 1 naponb nonb3oBaTens 6a3bl JaHHbIX.

* T[lpoTecTupoBaTb NofkstoyeHne K B[] ¢ NOMOLLBbIO COOTBETCTBYHOLLEN KHOMKMW.

MapameTpel NoAKNKOUEHMA K cepBepy B

Tvn cepeepa: [BHeLuHmit MySQL [+]
XocT ! [127.0.01 |
MopT: 3308 |
NMoruK: |Sigur |
Napons! [sesesesenes |

‘ TacT NoAKNKYSHMA ‘

‘ 0K | ‘ OTMEHa ‘

OkHo «[MapamMeTpbl nogkntoyeHus Kk cepepy B» Ha OC Ubuntu.

10.2. Ucnonb3oBaHue PostgreSQL B kauecTBe cepBepa 6as3bl
AadHHbIX
Mpn pasBépTbiBaHUKN cepBepHon YacTu Sigur Ha OC Linux nonb3oBaTtesib MOXeT

Bbl6paTb TUN cepBepa BHelHel 6a3bl AaHHbIX — MariaDB nnu PostgreSQL (B Tom
yucne Postgres Pro).
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basa gaHHbIx PostgreSQL npegHasHavyeHa UCKOUYNTENBHO 419 OMNbITHbIX
noJsib3oBaTesNieil, KOTOPble OCO3HAHHO BbIGMPAKOT 3TO NPOrpaMMHoe obecrneyeHne u
obnagatoT Heo6XoAUMbIMU HaBbIKaMU AJ191 eFr0 CaMOCTOSTENIbHOIO
afMVHUCTPUpPOBaHuA. B NPOTUBHOM cry4yae peKOMeHAyeTCA UCMOoib30BaTh B
kadecTtBe B[l MariaDB, onst kotopon npegocTaBnaeTca NosiHasg Nnoagep)xka.

O6paTuTe BHMMaHMe, YTO HaCTpOWKa U AasnbHellee conpoBoxaeHne bl
PostgreSQL ocyuiecTBnsieTcs Nosfib3oBaTesIeM CaMoCToATeNIbHO. HeobxoamMmo
yuYnTbiBaTh cnegytowme 0Co6eHHOCTH:

* B cnyyae ncnonbsosaHus PostgreSQL cuctema Sigur oxxnpaeT NOAKIYEHNS K
3apaHee co3flaHHOWM 6a3e faHHbIX. Heo6xoanMMo co3aaTth YMCTYHO 6a3y AaHHbIX
ONA eé ycnewHon nHuunanusauum.

= Bce Tabnuubl B[, Sigur cospatotcs B cxeme public. [1ns ycnewHoro sanycka u
JanbHenwen paboTbl CUCTEMbI NoNb3oBaTesb Bll, 0T UMEHM KOTOPOro cucTema
Sigur nogkntoyaeTcs K 6a3e, [OMKEH MMETb NMpaBa Ha cxemy public.

* [lpu cospaHmm 63KanoB HEO6XOAMMO pe3epBMpoBaThb OCHOBHYO B, CKY /[,
paHee CO3fiaHHyo Nonb3oBaTeneM, a Takxke 6asbl JaHHbIX Be6-cepBMUCOB: auth,
events, notification u visitrequest B cnyyae ucnonb3oBaHusi Be6-hopMbl 3asBOK
Ha nponycka.

* PesepBHas konus B[], cosgaHHasn Ha MariaDB, He MO)eT 6bITb 3arpy>keHa B
PostgreSQL, n Hao60poT. Murpauust AaHHbIx Mexay aTumu CYB[, Takxe
HEeBO3MOXHa.

10.3. YcTaHoBKa napons Ha gocTtyn K 6a3se gaHHbix Ha OC
Windows

NSt usSMeHeHna AocTyna CTOPOHHUX NporpaMm K BHyTpeHHen B[] Ha OC Windows
Heo6x0AMMO HaXkaTb KHOMKY «[MapameTpbl» Ha BKagke «basa fgaHHbIX», a ganee —
KHOMKY «M3MeHunTb». OTKpoeTcsA okHO «[Maponb goctyna K By».

Mapone goctyna k bl x

Hoctyn K Bl ANA CTOPOHHWX NParpamMm:

BribepuTe Tpedyemoe AefcTEME:
®@h

() cMEHMTE Napant (ETOMATMHECKM)

E

() YCTEHOBMTE NEponk BRYHHYIO
EESAMTE Napons:
NOBTOpUTE:

() cHATE Napone (YCTaHOBMTE cBOB0AHBIR A0CTYN)

Ok OTMeHa

OkHo «[Taponb gocTtyna K b».

B laHHOM OKHe A0CTYNHbI cneaytoLme GyHKLUK:

* Hwuuero He MeHATb. I'IpM Bbl60pe AaHHOIo NyHKTa nocJie HaXXaTuAa KHOMKA «OK»
AOCTYN OCTaHETCA NMPEXXHUM.
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10.4.

| siGuR |

* CMeHWTb Naposib (aBTOMaTUYecku). Mocne Haxatust KHomnku «OK» naposib
6yneT chopMmUpoBaH NPOrpaMmMor aBTOMaTUYECKHM ClyYaiiHbIiM o6pasom. Mpu
3TOM (haKTUYECKM UCKITHOYaeTCst LOCTYN CTOPOHHMX NporpamMm K B[, B
npoLiecce MU3MEHEHUs Naposs NMOSIBUTCS OKHO C 3aNpoCOM Ha OCTaHOBKY
cepBepHOro Moayns. s NpoAo/mKeHUs HaxxMuTe «[la», 3aTeM 3anycTute
CEpPBEPHbIV MOAY/b Ha BKNagke «CoCcTossHUE».

TpebyeTca nogTEEpHAEHNE .

'-0-' CepEepHEBIA Mogyne A0n#eH BTk OCTAHOBNEH, YTOBLI NPOACNHNTE,

S (JCcTaHoBWTE erof

OkHO noaTBepXXAeHUA OCTaHOBKK CeEpBEPHOro Moayna.

= YcTtaHOBWUTbL Naponb BPy4YHYto. [103BOSIAET CAMOCTOATESNIbHO 3a4aTh MapoJsib
ana BL. Nocne BBOAa Naposs, ero noATBEPXKAEHUA N HaXXaTUA KHOMKK «OK»
NOSABUTCS OKHO C 3anpoOCOM Ha OCTaHOBKY CepBepHOro Moayna. Haxmure «[la»,
3aTeM 3anycTuTe cepBepHbIN MOoAY/b Ha BKNagke «CocToAHUE».

* CHATb naponb (ycTaHOBUTb CBO60AHbIV AocTyn). Y6upaeT naponb ¢ BA. Mocne
Ha)kaTusA KHoMNKK «OK» NOSIBUTCHA OKHO C 3anpocoOM Ha OCTaHOBKY CEpBEPHOro
Moaynsa. Haxmute «[la», 3aTeM 3anycTute cepBepHbIi MOAyNb Ha BKaake
«CocTosiHNe».

Bepcusa ¢popmarta AaHHbIX

OTobpaXkatoTcsl HOMepa TeKYLLEN N HeO6XOANMMOM BepCUii 6asbl AaHHbIX. [ns
HOpMaJibHOW paboTbl CUCTEMbI OHM AOJDKHbI COBMaAaTh.

Bepowa dopMaTa AaHHbIX

Tekywan sepoiA B: 374 OBHOBHUTE
Hy#Hana sepona BO: 374
CraTyc cepevcHex BJ1: 0K

MaHenb «Bepcua popmaTa flaHHbIX».

Bepcus B[], — 3TO XxapakTepucTuka 6asbl faHHbIX, UICNOMNb3yeMO NporpaMmoi. Mo
Mepe YyCOBEPLUEHCTBOBAHUSA CUCTEMDbI, BBELEHUS B HEE HOBbIX QYHKLUUIA U BbIXO4a
HOBbIX Bepcui 10, MOXXeT MeHATbCsl GopMaT XpaHEHUS AaHHbIX W,
COOTBETCTBEHHO, MeHsieTcA Bepcus B/,

B Aueitke «Tekylas Bepcus B» oTo6paxaeTcs Bepcusi 6asbl JaHHbIX CUCTEMbI B
TEKYLLMIN MOMEHT. B siveitke «HyxxHas Bepcust BLl» oTo6parkaeTca Bepcus,
Heobxoaumas ana paboTbl cucTeMbl. O6bIYHO 3TU 3HAYEHUs1 COBNAZAtoT, Mpu
HecoBMaAeHWn Heo6X0AMMO BbIMOMHUTbL O6HOBNEHWE Bepcun B/,

[ononHTeNnbHO B OKHe 0ToBpa)kaeTcsi TekyLwuii ctatyc B[], Be6-cepBucos
CUCTEMbI.
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10.5.

O6HoBNEHMe Bepcun 6a3bl AaHHbIX

Mocne 06HOBNEHUSA NPOrPaMMHOI0 06ecneyYeHns Uamn Nocsie MMNopTa CTapon
Bepcun B[] BO3MOXHa cuTyaums, Korga sHavyeHue B adeinke «HyxxHasa sepcust b»
CTaHeT 6onblue, YeM 3HadeHne «Tekylasa Bepcusa BL». Mpu aTOM aKkTUBMpYeTCA
KHonka «0O6HOBUTb» N MeHsieTca cTaTyc bl Be6-cepBUCOB.

Bepoua dopMaTa AaHHEX

Texkywan sepoiA BA: 372 ORHOBMTE
Hy#Han sepoan B 374
CraTyc cepsmcHelx BA: Hy#Ho oBHOBUTE

Mpumep oTnnuusa Bepcuii b,

[na o6HOBNEHNS BEpCUM 6a3 fLaHHbIX HY)XHO HaXKaTb KHOMKY «O6HOBUTbY.

MporpamMma oTKpoeT okHO «O6HOBNSIEM Bepcuto 6a3bl», B KOTOPOM 6yaeT
oTob6paxkaTbCsa npoLecc 06HoBMeHUs. MNocne ycnewHoro saBepLieHus npowecca
OKHO 3aKpoeTcs.

Ecnu o6HOBNEHNE NpOrpaMMHOro o6ecrneyeHmst UM UMMNOPT CTapoit Bepcum 6asbl
JlaHHbIX 6b1AY cAenaHbl NPU 0CTaHOBNEHHOM cepBepe B/1, To Npy nepBoMm xe
3anycke cepsepa nporpaMmma BblAacT 3anpoc Ha 06HoBeHWe Bepcun 6asbl
JlaHHbIX.

3anpoc oT cucTemel “Sigur” x

Baza gaHHer cucTembl "Sigur” umeeT Bonee paHHIOH BEQCUID, YEM HY3HC ANA paBoTel,

BOIMOMHD, 3TC NEPELIA 3anyck 0BHOBNEHHOMO CEPEERHOMT MOYNA CHCTEMEL
Ana zanycka Gasa gonHa Geime 0BHOBNEHE 40 HOBOW BEQCHK,

OBHoeuTE BEpCHiD Basbl cedvacT

Coob6uieHue npu 3anycke cepeepa B[] nocne o6HoBneHus cepsepHoro MO.

HaxxmuTe KHonKy «[la», nocne yero Bepcus b, 6yaet o6HOBMEHa [0 HEOGXOAMMOW.
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10.6. [lononHuTenbHble HAaCTPOUKU cepBepa

[nsi HaCTPOMKM fonoNHMTENbHbIX GYHKLMIA cepBepa Ha BKaake «basa gaHHbIxX»
HaXXMUTE KHOMKY «[]OMOSTHUTENBHOY.

AononHWTENBHEBIE CEPBMCHBIE ByHKLMI =
BpeMA 3anycka CEPBMCHBIN YHKLIAN*: 00:00
*Tocne M3MEHEHWA, HOBOE 3HIYEHWE BPEMEHW BCTYMIEAET B CUAY B TEYEHWE Yaca.

ABTOM3THYECKOE PE3ENBMPOBaHME

Mepron pe3epBHpoBaHHA (aHeR):
KonMuecTeo pesepeHsIX KoMt

KaTanor pesepsHbIx KonmiA; Feruerfaub:ubadu.lp |

MMA Nonb3oBaTENA @
Mapons
ABTOMETHYECKER AWErHOCTHKE

AETOMETHHECKEA O4YMCTKE aPXWBa CoBBITHA

InyBiHa ouncTrM (neT): D
InyBiHa ouucTRM (MecAUeE):

[] ABTOMETHUSCKEA OUMCTHE BMAS0aPXMES COBLITHIA

nyBuHa oumcTion (aHen): I:I

KaTanor apxWEHOrD BMAE0; Feruerfframesdata

OK OTMeHa

[JononHuTenbHble GyHKLMM cepBepa.

10.7.  ABTOMaTMuecKoe pe3epBuUpoBaHue (CoxpaHeHue) 6a3bl
AaHHbIX

LocTtynHo Tonbko Ha OC Windows. [1151 BK/TFOYEHUS aBTOMAaTUYECKOr0 COXPaHeHMs
B[ HeobxoanMO:

1. Ha Bknagke «basa faHHbIX» Ha)kxaTb KHOMKY «[JONOAHUTENbHOY.

2. Bknwouutb onuuio «<ABTOMaTUYECKOE pes3epBupoBaHme.

3. BBecTM HyXHbIn nepuog pesepsrpoBaHus (0T 1 4o 999), onpeaensitowmi,
yepes CKOJbKO AHeN nporpaMma 6yAeT COXpaHATb OYEPELHYHO Pe3epBHYO
konuto BJ1. B Hy>XXHbI AeHb Nepuofa npoueaypa pe3epBUpoBaHnNs 6asbl
HauYHETCS B yKa3aHHOe «BpeMs 3anycka cepBUCHbIX GYHKLMIA» (MO yMONYaHuto
- 970 0 yacoB 0 MUHYT).

4. BBEeCTM KOJIMYECTBO MOCNefHUX pe3epBHbIx konui (0T 1 go 999), koTopoe
6y[eT XpaHUTb NporpamMma.

5. VI3MeHUTb, Npn HEOH6XOAMMOCTHU, KaTanor A5l COXPaHEeHUs pe3epBHbIX KOMUMN.
PekomeHayeTcsa caenatb 3TO cpasy Xe, YTOObl XpaHUTb KOMUK Ha ApYrom
hr3nyeckomM HocuTene nnm xoTst 6bl Ha APYroM IOrMYECKOM AMUCKE.
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Mpu HeBepHOM BBOJE, paMKa BOKPYT MOJs BBOAA 3HAYEHUSA MEHAET LBET Ha
KpacHbIN.

anMep OKHa, rae nepeoe 3Ha4eHne BBe1eHO KOPPEKTHO, a BTOPOE - HET:

Mepuoa pezepeMposaHna (aHeR):

KOnMYECTED PE3EPBHEIXN KOMMI: 2964

MpvMep BBOAA HEKOPPEKTHOrO 3HAYEHWS.

Mo ymon4yaHuto pesepBHble konuu B, coxpaHsaoTcs NporpaMMon B kaTanor
ycTaHOBseHHoM nporpamMmsl: «..\SIGUR access management\server\autobackup\»,
rAe «...» — NyTb YCTaHOBKM NporpamMMbl (06b14HO «C:\Program files (x86)\»).

®opmart coxpaHsieMbix pannos: TTT-MM-[0/.sql. HasBaHue daina onpegensiet
rof, Mecsil, U fileHb aBTOCOXPaHEHUS.

CTapre KON aBTOMaTU4E€CKU yAanAarTCA.

10.8. ABTOMaTHUecKas AnarHocTmkKa 6a3bl JaHHbIX

LocTtynHo Tonbko Ha OC Windows. [1ns1 pa6oTbl gaHHoW GyHKLMM Ha BK1agKe
«basa flaHHbIX» HaXMUTE KHOMKY «[JONONHUTENTbHO» U BKJTHOUUTE OMNUMUIO
«ABTOMaTUYecKas gmarHocTukar. lNpu 3ToM nporpaMmma NpoBOAUT
aBTOMaTUYeCKyo NPOBepKy 6a3bl pas B CYTKWU, HAUMHanA 3Ty Npoueaypy B
yKasaHHoe «BpeMs 3anycka cepBUCHbIX GyHKUMUIA» (Mo ymonyaHuto — 0 yacos 0
MUHYT).

10.9. ABTOMaTUYECKasA OYMCTKaA apXuBa COObITUN

[na paboTbl AaHHOM hyHKUMM Ha BKNafKe «basa AaHHbIX» HaXMUTE KHOMKY
«[JOMONIHUTENbHOY» U BKITKOUYMUTE ONUMIO0 «ABTOMATUYECKAsi OYNCTKA apXmUBa
CO6bITUIN» U BBEAMUTE HYXKHYIO Fy6UMHY OYUCTKM apxuBa: NleT + MecsiLeB. Bce
co6bITVA apxuBa CTaplue yKasaHHOro cpoka 6yayT yaansaTbes.

10.10. ABTOMAaTU4YECKasi OUMCTKa BUAEeOapXuBa cobbITui

[ns paboTbl faHHOM PYHKLMK Ha BKNagKe «basa AaHHbIX» HAXKMUTE KHOMKY
«[JONONHUTENbHO» U BKIIKOUUTE ONLNI0 «ABTOMATMYECKas OUMCTKa BUAeoapxmnBa
COGbITUI» N BBEAMUTE HYXKHYHO rNMyOMHY OYUCTKM BUeoapxusa B gHsX. Bce cobbiTus
BMAE0apXMBa CTapLle yKa3aHHOro cpoka 6yayT yaansiTbes.

Mo yMonyaHuio BUAe0apxmB COXpaHsieTCsl NPOrpaMMoi B KaTasor yCTaHOB/IEHHOM
nporpammsl: «...\SIGUR access management\server\framesdata\», rae «...» — nyTb
ycTaHOBKM nporpaMmbl (06bI4HO «C:\Program files (x86)\»).
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10.11. CoxpaHeHue (3KCnopT) 6a3bl AAHHbIX

Py4Hoe coxpaHeHne BJ] MOXHO nCnonb3oBaTth AN CO3[aHNS pe3epBHbIX KOMUN,
KOTOpble B fanbHernLeM MOXHO UCM0/Ib30BaTb A1 BOCCTaHOBJIEHUSA CUCTEMbI
nocne cepb&3Horo c60s, Bbi3aBaBLUEro NOBPeXAeHMe CTPyKTypbl B, nnu gns
nepeHoca cepBepa CUCTEMbI Ha APYron KOMIbIOTep.

OC Windows.

[na coxpaHeHUss pe3epBHON KONUKU Ha KOMMNbIOTepe-cepBepe nop ynpasneHmem 0C
Windows Heo6xoaMMO Ha BKagke «basa AaHHbIX» HaXaTb KHOMKY «9KCMOPT
6asbli». [fporpaMmma npensioXuT Bbl6paTb NyTb U BBECTU UMSsI cOXpaHsieMoro daina.
Mony4yeHHbIN hainn MOXHO COXPaHUTb Ha JIIO6OM HOCUTENE U UCMOSIb30BaThb B
JanbHelweM A BOCCTaHOBJIEHUSI CUCTEMbI UM NepeHoca CUCTEMbI Ha Apyrow
cepsep.

[Ona panbHewwen paboTbl CMCTEMbI HEOH6XOAUMO 3aNyCTUTb CEPBEPHbIA MOAYJb Ha
Bkagke «CocTosiHue».

OC Linux.

B cnyyae komnbtoTepa-cepBepa noj ynpasneHmem OC Linux agMUHUCTpUpOBaHue
B[l ocywecTtBnaeTca ¢ NoMoLbio WTaTHbIX cpeacts MySQL nnm PostgreSQL.

B yacTtHOCTU, AN co3paHus pe3epBHbIx konui b1 MariaDB MOXXHO Mcnonb3oBaTb
CnefyoLLyo KOMaHay:

mysqldump -u <user> -P 3306 -p <userpass>-B TC-DB-MAIN TC-DB-LOG AUTH
EVENTS NOTIFICATION VISITREQUEST > backup.sq/

34ech:

= <user> — umd nosnb3osartensa b.

* <userpass> — NapoJsib yKasaHHoro nonb3oBatens b/l.

* db_name - HasBaHwue b/, PostgreSQL.

* TC-DB-MAIN, TC-DB-LOG, AUTH, EVENTS, NOTIFICATION, VISITREQUEST -
HanMeHoBaHus ucrnonb3yembix b/,

lMpumeyaHne. basa paHHbix VISITREQUEST npucytcTByeT B criyyae Hannuus
NMLIEH3MM Ha AOMONHUTENbHbIA MOAYyNb «PacluMpeHHas noaaepkka nponyckos
noceTuTenen» n Ha ponb «JIM4yHOe yCTPOMUCTBO» U/nUnn «TepMuHan». Ecnu
NMLEH3MA Ha AaHHbIN HAabop MoAy el He UCNOoMb30Banach, TO HYXXHO UCKIHOUYNUTD
Ha3BaHwue 6a3bl VISITREQUEST us 3anpoca.
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10.12. BoccTaHoBneHue (MMNopT) 6a3bl AaHHbIX

Onepauml nmMnopTa 6a3bl JaHHbIX 9BNSeTCA NOTEHLMaNbHO ONacHOM, Tak Kak

NPUBOAMUT K MOJSIHON NOTEPEe BCEX AaHHbIX, COAepKaLLmxcs B TekyLen b/,

OC Windows.

NMnopT 6a3bl faHHbIX MOXET NoTpeboBaTbCA NPU NEPEHOCE CUCTEMbI Ha APYroW
KOMMbIOTEP UK CepbE3HOM C60€, BbI3BaBLLEM MOBPEXAEHME CTPYKTypbl B/,
KOTOpO€ HeyCTPaHWMO C NOMOLLbIO onepaummn «[AnarHocTrka 6a3sbl AaHHbIX».

B cnyyae cepBepa nog ynpasnexnmem OC Windows anst umnopta b/l n3 pesepsHomn

KOMUKU HeO6X0AMMO Ha BKNagke «basa AaHHbIX» HaxaTb KHOMKY «MMMopT 6a3bl».
MporpamMma 3anpocuT NoATBEPXKAeHME onepaLmuu.

TpeByerca nogTEEp#AEHNE x

@ Mranopt Basel NPUEERET K NOAHOA NOTEPE BCEX JAHHBIX,

OcylwecTenTs MMnopT?

3anpoc noareepxaeHus umnopta b/.

Mpu HaXkaTum KHoMKKM «[la» NporpamMma npeasioxuT BblbpaTb dain ¢ coxpaHEHHOM
6a301 AaHHbIX. [Tocne Bbi6opa danna un HaxaTust KHoNku «OTKPbITb» NOABUTCA
NMH(OPMaLIMOHHOE OKHO, KOTOPOE aBTOMAaTUYECKMN 3aKPOETCS NpY 3aBepLUEHUN
nMnopTa.

Cucrema "Sigur” BEINOAHAET CNEPALNID, HE 40MYCKAOLLYHD NPEPLIEAHKUA. >

MokanyicTa, OOHAWTECh SAEEPIEHNA ONEPALN,
NHbOopMaLMOHHOE OKHO Npy UMNopTe 6a3bl JaHHbIX.
Mocne 3aBepLleHUss UMNopTa He06X0AMMO NPOBEPUTL COOTBETCTBUE TEKYLLEN
Bepcuun B[ n Hy>xxHom Bepcumn B. Ecnu Tekywasn Bepcus Bl MeHbLLe HY>XHOR,

Heo6X04MMO 06HOBUTDL ee, HaXkaB KHomnKy «06HOBUTb» Ha NaHenun «Bepcus
(opmaTta faHHbIX».

OC Linux.

B cnyyae koMnbtoTepa-cepBepa nog ynpasneHnem OC Linux agMUHUCTpUpOBaHue
B ocyuiecTBAsSeTCA C MOMOLWbIO WTATHbIX cpeacTs MySQL nnu PostgreSQL.
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Bakan b/l MariaDB He Mo)keT 6bITb 3arpy>keH Ha PostgreSQL, n Hao60poT.

Takxxe Murpaums gaHHbix mexay atumu CYB[, HeBO3MOXKHa.

B yacTHOCTH, ANs 3arpy3ku B cMcTeMy rotoBoro 6akana b, MariaDB Mo)HO
BOCMNOJIb30BaTbCA KOMaHAOW:

mysql -u user -P 3306 -p userpass < backup.sq/

34ech:

= <user> — uMsA nosnb3oBaTens b.
* <userpass> — napoJ/b YyKasaHHoOro nonbsosartens b/.
* backup.sql - HanmeHoBaHMe nMNopTUpyemoro darna c 6akanom b/1.

Ecnu ¢dann 6skana naHayasnbHO 6b171 COPMUPOBAH Ha CepBepe NoZ, yNpaBieHUeM
0C Windows, Heo6xoaUMO nNpeaBapuUTENIbHO OTKHOUYUTb YYBCTBUTENBHOCTD K
perucTpy B HacTpolikax cepeepa b/l MariaDB (cMm. pazgen

«YCTaHOBKa cUCTeMbI Sigur»).

10.13. C6poc/co3paHue 6a3bl faHHbIX

Onepauus cépoca 6a3bl JaHHbIX ABIAETCHA NOTEHLNAIbHO OMAacHOW, Tak Kak

NPMBOAMT K NOJIHOM NOTepe BCEX AaHHbIX, COAepXKaLLMXCs B Tekywmux b/,

BbinonHeHWe gaHHO onepaummn TpebyeTcs TONIbKO B CrlyYae HEO6X0ANMOCTH
cO3/aHua YncTom 6asbl AaHHbIX.

Lna cépoca Bcex b/l Hy)kHO Ha)kaTb KHOMKY «C6poc/co3gaHue 6asbl». [porpaMmma
3anpocuT NOATBEPXAEHME NOTEHLMANIbHO ONacHON onepaLuu.

TpebyeTca nogTEEpHAEHNE x

@ CBpoc Bazbl NPUESAET K NOAHON NOTERE BCEX J3HHBIX,
CBpocuTe Bazy?

3anpoc noaTeepXxaeHusi cépoca 6a3bl AaHHbIX.
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10.14.

10.15.

OunarHocTtuka (peMoHT) 6a3bl faHHbIX

9Ta (YHKLMS NO3BONISAET YCTPAHATb HEKOTOPbIE NMOBPEXAEHNSA AaHHbIX,
BO3HUKLLME, HanpuMep, B pe3ysibTaTe aBapuAHOro 3aBepLUEHUSI paboTbl CUCTEMbI
(3aBucaHwe, BbIKNOYEHME NUTAHUSA KOMMbIOTEPa U T. A.).

CnepcrtBueM Takumx I'IOBpG)K)J,GHVIVI ABNAETCA HEBO3MOXXHOCTb pa6OTbI CUCTEMBDI.
CepBepHbIn MOAyJ1b NP 3TOM MOXXET BblAaBaTb OLIJVI6Ky nonyvyeHna AaHHbIX.

CepBepHEI MOAY ML HE CHOF NOMYSHTE AaHHbIE M3 Ba3kl AaHHE (BA),
Y6 anTeck 4To cepeep B4 sanyweH 1 Gasa cosaana (cGpowena),
TexHH-eckHe aeTamm: 105 FatalErrorException: Cannot load mySQL database

L]

OwwmnbKa cepBepHOro Moayns.

Mpu paboTe KnMeHTcKoro MO MOXeT BO3HMKATb OLWM6Ka AOCTyna K 6a3e AaHHbIX.

k4

Ouwmika BocTyna K Gase JaHHbIX.
MNoxammicta, ofpamiecs B cmby TeXnomnen K.

[on ]

Owwubka gocTyna K 6ase faHHbIX.

[na ncnpaeneHns NoBpeXaeHUn Heo6xoAMMO 3anyCTUTb ANArHOCTUKY, HAXKaB Ha
BKknapke «basza faHHbIX» KHOMKY «[JuarHocTuka 6asbl». HegocTynHo B cnyyae
ncnonbsoBaHusa b1 PostgreSQL Ha OC Linux.

Mocne Ha)kaTua OTKPOETCH OKHO «[lnarHocTupyem 6asy AaHHbIX», B KOTOPOM
oTo6parkaeTcsa Nporpecc onepauun 1 KOMMeHTapumn K Hemy. Mpu ycnewHom
OKOHYaHUK npouecca 3T0O OKHO aBTOMaTUYeCKM 3aKpPoeTcs, B Ciyyae
06HapY)XeHWsI/UCNpaB/IeHUs KaKUX-TO CEPbE3HbIX OLUMOOK OKHO OCTaHeTCcs
OTKPbITbIM U 3aMOJ/IHEHHbIM COOBLLEHMAMU 06 OGHAPYXXEHHbIX MPOo6eEMaXx.

Ecnu nocne atoro coobuieHns 06 olMbKax Npoao/HKatoT NOABASTbCA —
ob6paTuTeCh B CNyX06y TEXHMYECKON noaaep»xku Sigur.

Yn,anel-me NMPOTOKOJ10B COGbITMﬁ

9Ta pyHKUMSA NO3BONAET yAansATb NPOTOKObI COBbITUIA A0 OnpefenéHHO AaThbl.
Ons ynanenus Ha Bknagke «basa gaHHbIX» HaXXMUTE KHOMKY «YAanuTb NPOTOKOJbI
COBbITUIN».

B nosiBnBLLeMCSA OKHe yAaneHuna npoToKoJs1oB AOCTYMHbI creayuwmne gaHHble:

*  «Bcero npoToKoM0B HaKOMIEHO» — OTO6paXkaeT NMosIHoe KOIMYeCTBO
NPOTOKOMNOB B 6a3e AaHHbIX.
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*  «Y[aanuTb NPOTOKOJIbI 10 AaTbl» — NO3BONAET Bbli6paTh AaTy, A0 KOTOPOW
BKJIHOUMTENbHO 6YAyT yAaneHbl NPOTOKOJbI. 10 yMONYaHuIo B AaHHOM fose
yCTaHOBJIeHa flaTa Ha roj, paHee TeKyLlen.

* «bypaeT yaaneHo NnpoToKosIoB» — 0TO6paXkaeT KOJIMYeCTBO MPOTOKOJOB,
KOTopble 6yayT yaaneHsbi.

*  «OcTaHeTCcA NPOTOKOMOB» — 0TO6PaXKaeT KOMMYECTBO NPOTOKOJIOB, KOTOPOe
OCTaHeTCA nocsie yaaneHus.

¥aaneHwe npoTokenos coBemui x
Bcero NpoToKONOE HaKONNEHD 294 399
¥AanMTe NpoToKoNEl A0 A3ThI 02.02,2022 =
ByaeT yaaneHo NpoToKONos 240 515
OcTaHeToA NpoTOKONoS 53 854

¥YaoanuTe OTMeHa

OKHO yAasieHnsi NPOTOKO/0B COBbITHIA.

BbibepuTe faTy, O KOTOPOM BKIIKOYUTENIbHO HAA0 YAANUTb NPOTOKOSbl COObITUN, U
Ha)XMUTe «YanuTb», 3aTeM NOATBEPANUTE orepaLuto.
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11. Hactpouka IP-ycTpoicts

Ha Bknagke «HacTpovka yCTpOMCTB» MOXXHO MPOU3BOAUTb HAaCTPOKKY IP-
napameTpoB KOHTPOMIEpOB Sigur, a Tak)xe NpocMaTpMBaTb CMUCOK AOCTYMHbIX Ha
TEeKYLLNA MOMEHT B CETU YCTPOMNCTB.

YnpaBneHwe cepeepoM CUCTEMBI Sigur = bt
CocrosHue Baza AaHHLX
HacTpolika ycrpolicta BezonacHocTb MopTel CepBeuc 3aABOK

HacTpoiika IP-ycTpoiicTe
HacrpouTts IP-ycTpoicTEa

Bknapka «HacTponka ycTponcTB».

11.1. HDob6aeneHune n HacTpoiika IP-ycTpoucTB

MpegnonaraeTcs, YTo Balw KoMnbtoTep HAaCTPOeH Ha paboTy B KOMMbHOTEPHOW CEeTH
no npoTokony IPv4 (aTo cnpaBeganBo Ans 60/bLUMHCTBA OPUCHBIX KOMMNBIOTEPOB)
1 ceTeBOM MHTepdeNC, Yepes KOTOopbIi ByeT opraHnu3oBaHa CBsi3b C
KOHTPOJ/IEpOM, MMeET cTaTudeckuii IP-agpec. ECnu Bbl He yBEPEHbI B 3TOM —
06paTUTECh K CUCTEMHOMY aMUHUCTPAaTOPy TM60 B TEXMOAAEPXKKY Sigur.

MpeaBapuTENbHO OTKHOYNTE ceTeBble GUNbTpbl («panipBobl») M NPOrpamMmbl
aHTUBUpPYCHOW 3awmnTbl. [ocne NpoBeAeHNst HACTPOMKMW BKIOUMTE UX U ybeanTecs,
yT1o CKY [ pyHKUMOHMPYET HOpManbHO. ECnn npu 3TOM KOHTponiep Nponagér ms
CNUCcKa HanAeHHbIX YCTPOMCTB NN C HUM NponaféT cBsi3b B NporpaMme «KnneHT»
(Ha Bknagke «06opyaoBaHue») — 3HaUUT, TpebyeTcs HaCTPOUTb
danpBon/aHTMBUPYC: pa3peLunTb paboTy NPOrpaMMHbIX Mogynen Sigur, [OCTyN K
onpeaenéHHbIM nopTam 1 T. .

Ona po6aBneHns Hoeoro IP-ycTponictea CKY/[, Sigur nnn nameHenus IP-
napameTpoB y)xe A06aB/IeHHOro yCTPOMUCTBa 3anycTute nporpammy «YnpasneHue
CepBeEPOMY», PpacrnofioXeHHYH B MeHo «[lyck» — «[1porpaMmmbl» — «SIGUR Access
Management». Boi6epuTe Bknagky «Hactpoitka IP-ycTpoiUCTB» U HAXXMUTE KHOMKY
«HacTpouTb IP-ycTponcTea».

3anyck nporpamMmbl yripaBsieHNs cepBepoM BO3MOXeH Kak Ha cepepe CKY /[, Tak n
Ha N1to60M [ pyroM KOoMMbloTepe (HanpumMep, eC/iv HOBbI KOHTPOJIJIEP PACMOIOXEH
B APYroi NoAceTu, o0 KOTOPOW He AoMAYT WMPOKOBeLlaTesbHble 3anpochl). Mpwu
3TOM He TpebyeTca 3anycK KOMMOHEHTOB cepBepa (cepBep B/l v cepBepHblit
MopAysb), BKlagka «HacTpoiika ycTpoicTB» paboTaeT aBTOHOMHO U He TpebyeT
HaIM4nA NNLEH3UN.
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OTKpbIBLUEECA OKHO COAEPXKUT CMIUCOK YCTPONCTB C yXKe HaCTPOEHHbIMM |P-
napameTpamu (80 KOTOpPbIX AOXOAAT LWUMPOKOBELLaTeNbHble 3anpocbl no nopTy UDP
3303 B aTOM cermeHTe IP-ceT), a TakXe KHOMKY «[106aBUTb HOBOE YCTPOMCTBOY.
Bbl MOXXeTe oTcopTMpOBaTb CMUCOK YCTPOMUCTB NO BO3PaCTaHMUIO UK YObIBaHUIO,
Ha)kaB Ha HasBaHue nboro cronbua.

Ha Bepcusix nporpaMMHoOro obecnedyenust 1.6.3.xX 1 Bbille TaKXXe MOXHO
npocMaTpuBaTth cepuiiHble HoMepa KoHTponnepoB E510, E2, E4 1 6onee HOBbIX C
Bepcuen Mukponporpammbl 0.21.0 1 BbiLue.

Mpu BbIGOPE B CNMCKE KOHKPETHOr0 YCTPOMCTBA B NPaBOW 06/1acTV OKHA AN1A HEro
oTo6paxatoTcs TekyLime IP-napaMeTpbl U 4OCTYMNHA KHomMKa «M3MeHnTb
napameTpbi».

Hactpoiika IP-ycTpoiicTs X

HailnenHeie B ceTh IP-ycTpoiicTEa

CeTeskle NapaMeTphl YCTPORCTES

CEepMitHLIA HOMED MAC anpec IP anpec
MAC agpec: |02:00:00:01:A68:21
02:00:00:A5:19:84 172.19.40,99
02:00:00:07:80:88  |172.19.40.55 IP agpec: |172.19.40.66

02:00:00:2F:99:97 172,19.40.88
02:00:00:0A:88: 54 172.19.40.16

UDP nopT AaHHex: [3305

17067EE9 02:00:00:3%CC:35  [172.19.40.27 Macka ceTi: | 255,255, 255,0
0200:00:01:A8:21  172.19.40.66
02:00:00:80: 10: 75 172.19.40.61 Lntos no ymomuaHiio: | 172,159.40.254
02:00:00:C8:08:2C  [172,19.40.21 Anpec cepsepa: | 172.19.40.89

02:00:00:4D:CD: 29 172.19.40.79

WsMeHUTE NapaMeTpbl

[o6aENTE HOBOE YCTPORCTED

OK

MapamMeTpbl BbIGPaHHOIo YCTPOWCTBA B CNMCKE HaAeHHbIX B CETU IP-yCcTPOMNCTB.

KoHTponnepb! Sigur HoBoro nokonexus (E510, E2, E4 n ap.) cpasy oTo6paxaloTcs B
CMMCKe Npy NepPBOM 3anycke u He TpebytoT 4o6aBNEHUS BPYYHYHO.

KoHTponnepbl Npeabiaywmnx nokoneHu He UMetoT IP-agpeca no yMonyaHuto, npu
nepBOM NOAKNKOYEHUN HEOBXOAMMO 3aaTh UM IP-napaMeTpbl BPYUHYIO,
BOCMOIb30BaBLUNCb KHOMKOM «[1J06aBUTb HOBOE YCTPOMCTBOY.

Lanee BO3MOXHbI ABa BapuaHTa:

1. B cnucke «HanaeHHble B ceTu IP-ycTponcTBa» yxKe NpucyTCcTBYeT cTpoka ¢ MAC
afpecoM BaLlero KoHTpossepa. B Takom crnyyae Bblgennte aTy CTPOUKY U
Ha)XMUTE KHOMKY «M3MeHUTb NapamMeTpbl».

2. Cnucok «HanpeHHble B ceTu IP-ycTponcTta» nycT. [py ncnonb3oBaHum
KoHTponnepoB E510, E2, E4 1 60nee HOBbIX MpOBEpPbTE HACTPONKN CETH,
ceTeBbIX QUABTPOB M aHTUBUPYCHbIX NporpaMm. MNpu ncnonb3oBaHmm
KOHTPONNEPOB NpeablAyLNX NOKONEHNIA HAXXMUTE KHOMNKY «[J06aBUTb HOBOE
YCTPOWUCTBO» U CneaynTe MHCTPYKLUMAM, ONUCaHHbIM Aanee.

HacTrnoiaka |P-voTnoiacTr 55
g 2~

KO4a0C

peknama

MakcumasibHO HaaéxHoe poccuiickoe obopyaoBaHne CKY/ - COT - OC - ICb www.kodos.ru



PykoBoacTtBo agMuHuctpaTopa N0 Sigur ‘ S I G U R ‘

11.1.1. D o6aBneHne HOBOro ycTpoicTBa

OnucaHHbIN HYWKe hYHKLMOHaN He akTyasleH Ans KOHTponsiepoB Mmoaenen E2,

E4, E510 u 60onee HoBbIX. [1py HacTpoWike AaHHbIX MOoAenen Heo6XoANMo
cpasy nepexoauTb K pasgeny «M3meHeHue IP-napaMeTpoB YCTPOUCTBaY.

BBeauTe B COOTBETCTBUM C HaCTpOVIKaMM Ballewn ceTu cnepyrowmne napaMeTpbl:

* MAC-apgpec. Beegnte 3HadeHne MAC, HaneyaTaHHOE Ha HaKJ/enKax,
pacnosioXXeHHbIX Ha KpbILLKe KOPNyca Uiun Ha YynakoBKe KOHTponnepa.
[BoeTouunsa-pasgenuTenn MOXXHO OMyCTUTb, UHble pa3fennuTesnu — He
JonyckaroTcs.

* IP-apgpec. 310 agpec, KOTopbli 6yAeT NpUCBOEH KOHTponnepy. OH foKeH
OTHOCUTbCA K AnanasoHy agpecoB TOW CeTu, K KOTOPOM NOAKIIHOYEH
KOHTpPONNeEp, N He 6bITb 3aHATbIM HUKAKUM APYrMM CeTeBbIM 060pyA0BaHUEM.
B panbHenwem aToT agpec 6yaeT MCnonb3oBaThCA A5 OAHO3HAYHON
naeHTudmKauum Toukm goctyna CKY/[, (Ha Bknagke «06opyfoBaHue» B
nporpaMme «KnmeHT»).

= Macka ceTu. Macka ceTu onpegensiet, kakas yacTtb IP-agpeca KoHTponnepa
OTHOCMUTCS K agpecy CeTu, a Kakas — K afpecy caMoro KOHTponnepa B aTow
ceTn. Hanpumep, koHTponnep ¢ IP-agpecom 192.168.0.70 u mackoun nogcetn
255.255.255.0 HaxoguTecsa B ceTn 192.168.0.X.

3ajaHHaa Macka Ao/KHa CoBnagaTh C MacKoi CeTu, B KOTopow 6yaeT
pa6oTaTb KOHTposep. B camMoM NpocToM ciyyae, Korga cepsep v KOHTposiep
HaxoAATCA B OHOW CETU, NOCMOTPUTE 3HaYeHMe MacKu B CBONCTBAX CETEBOIrO
NOAK/OYEHUS BaLLEro KOMMbloTepa.

« LUntos. Beegute IP-agpec maplupyTnsatopa, KoTopblil o6ecneynBaeT BbiXo B
MHTepHeT nnu gpyryto ceTb, B KOTOPOM HaxoauTtcs cepeep Sigur. Ecnu
KOHTpONNep U cepep HaxodATCA B Npefenax OfHON CeTN — 3HaYeHne B 3TOM
nosie MOXeT 6bITb MPON3BOJIbHbIM.

= Appec cepBepa, C KOTOpbIM 6yaeT paboTaTb KOHTpossep. Ecnu Bbl
HacTpauBaeTe KOHTPoJep ¢ KoMnbtoTepa — cepeepa CKY[, To BbibepuTe
onumto «Ha aTOM KOMNbIOTEPE, UCMONb3YS MHTepdENC», n fanee B
BblMagaroLLemM cnucke Bblbepute IP-agpec Hy>XXHOro ceteBoro nHTepdeiica.
Ecnu Bbl ocylecTBNsAA€TE HACTPONKY, HanpuUMep, C HOYTOYKa, @ KOHTPOJep B
JanbHelweMm 6yaeT paboTaTb C APYrMM cepBepoM — BblibepuTe onuuto «Ha
ApYyrom KomnbloTepe, nMetoLeMm IP agpec», n BBeguTe agpec HacTosLEero
cepBepa.

* [laponb. 3HayeHne Napons No yMOJIHaHUIO YXXe BBeAEHO B none. Mpu
Heo6X0ANMOCTU N3MEHEHUS NAPONSA CnefyeT BblAENUTb NYHKT «M3MeHUTb

HacTtnoika lP-veTnoiacTe. LYY
L P

peknama

KDADI : MakcrManibHO HaaéxHoe poccuiickoe o6opygoBarme CKY/[, - COT - OC - Cb www.kodos.ru



PykoBoacTtBo agMuHuctpaTopa N0 Sigur ‘ S I G U R

naposib», MOCNe 4Yero CTaHyT AOCTYMNHbI NONIA AnAa BBOA4A U NOATBEPXAEHUA
HOBOI'O NaposA.

fAABHble OLUMOKN BBOAUMBIX Aa@HHbIX 0TO6paXkaroTCA KpacHbIM LIBETOM pPaMKu
naHenu Beoga. [Npy aToM CTaHOBUTCSA HEaKTUBHOM KHomMka «OK», He faBasi
NPMMEHATb 3aBeAOMO HEKOPPEKTHbIE HAaCTPOMKW. NNocne BBoAa BCEX HACTPOEK
HaxXxmute «OK».

Mpu ycnewHoM 3aBepLUEeHUN NpoLiecca B CNUCKe YCTPONCTB NOSIBUTCH CTPOKa C
MAC v IP-agpecamMu HaCTpOEHHOIO KOHTponepa. Ecnu ke nporpamma BblgacT
coobLeHMe 06 OWIMOKE — 3HAYMT, MO KaKoN-Nnbo NpuYMHe cepBepy He yaanocb
«4OCTY4YaTbCA» A0 KOHTposiepa.

MpURMEHAEM WIMEHEHKS >
100,00%: Ok,
Mporpecc

02:00:00:44:56:BB: He yaanocs oW OSTHCA OTEETA OT YCTPOACTEA.
YBEAMTECE YTO CETEBLIE MNETPL! (halfpBonkl) oTHAKYEHEI,
YCTPOACTED HEXOAWTCA B 0AHOMA NOACETH C CEPBEPOM,

Owu6Ka Npw NonbITKe HAaCTPOMKK IP-napaMeTpoB.

11.1.2. N3meHeHue IP-napamMeTpoB ycTpoucTBa

Ona nameneHus IP-napaMeTpoB BbiGEPUTE B CMIMCKE HY)XXHbIA KOHTPOIEP U
HaXXMUTe KHOMKY «MI3MeHNTb napamMeTpbi». B 3aBMCUMOCTM OT Moenu
KOHTposiniepa (4, COOTBETCTBEHHO, MOAAEPKMBAEMbIX UM QYHKLNIA)
OTKpblBatoLLeecs OKHO «HacTponka IP-ycTpoicTBa» UMeeT pasHbiil BUJ,.

= na moaenen E500U, R900U, E300, E300H, E100, ES00, E900I, a Tak »e
npeo6pasoBaTenein Sigur Orion u Sigur Rubezh nmeeT BUA, NpeacTaBieHHbIN Ha
pucyHke «HacTtpoinka IP-ycTponcTsa, BapuaHT 1».
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HacTpoiika [P-ycTpoicTea *

CeTeBbIE NAPaMETPRl YCTPORCTEA

MAC agpec: [p2:00:00:F8:34:75 |
IP anpec: [10.0,0.12 |
UDP nopT aaHHEx: |3305 |
Macka ceTu: [255.255,255.0 |
LLINKDE NO YMONHAHWIO! 110,0.0,1 |

Cepeep CKYA sanywen
(®) Ha 3ToM KoMnBOTEpe
WHTEPGEAC cBA3N; 10,0.0.1 w

() Ha apyromM KomnsloTEpe,
uMerowlen IP agpec: [p.0.0.0 |

TeKywWHiA naponk: [ |

[[] MsmeritTs napont

Hosbili: [ |

MosTopMTE: | |

Ok OTtmeHa

OkHo «HacTpolika IP-ycTporcTBa», BapuaHT 1.

* [Ona mopenen E510, E2, E4, E310 nmeeT BMA, NpeACcTaBNEHHbIN Ha PUCYHKE
«HacTpoliika IP-ycTpoiicTBa, BapmaHT 2», U NpeacTaBnsieT cobom pacluMpeHHbIV
BapuaHT OKHa peflakTupoBaHus napameTpoB. O6nacTtb «CeTeBble NapameTpbl
yCTpoWcTBa» NpefHa3HadeHa ANsl HacTpPoWkK IP-napaMeTpoB KOHTposepa.

Hacrpodika IP-ycrpoicTea *
CETESRIE NAPAMETREl YCTPORCTES HacTpoia SNMP
[] Brnonenie sHMPy3
MAC agpec: p2:00:00: 10:E5: 7C ] -
Wre nonssossTena: Sigur
Wononoaosate DHCP
D Mapons asTopusaws (SHAL): essee
IP agpec: [10.0.0.13 ]
MNapone winbposanna (AES): | esess
LIOP napT AaHHsn: [330s ]
Macka ceu: E55.255.0.0 ] || Meems 161
LLImOE N YHOIRESHMIC! h.ﬂ 0.0 | D Broarouenne SNMPY2 trap
Nomysate anpec cepaepa CY [ no DHCP TP anpec SHMP ce . 0.0.0.0
Cepeep CKYJl zanywen Hopr: -
() Ha 3TOM KOHNBATEDE,
MHTEDERC cBRIu: 10.0.0.1 w
(") Ha apyrom KoeTEOTERE,
umesowen [P aapec: 0.0 ]
Tyl Napans: | ]
[] Mamesasr napons
Hoatii | ]
MosTopuTe: | |
0K OmHens

OkHo «HacTpolika IP-ycTponicTBa» BapuaHT 2.

Mepepn 3aBepLUeHNEM HACTPOEK B NoJe «TeKyLnin naposib» BBeAUTE Naposb
(3Ha4YeHne No YMONYaHMIo CM. B JOKYMEHTE Ha COOTBETCTBYHOLLYIO MOAESDb).

HacTtnoika lP-veTnoiacTe. 58
L P

peknama

KDADI : MakcrManibHO HaaéxHoe poccuiickoe o6opygoBarme CKY/[, - COT - OC - Cb www.kodos.ru



PykosoacTBo agMuHucTpaTopa M0 Sigur ‘ S I G U R ‘

[ns Bcex HanfeHHbIX B CETU YCTPOMCTB BO3MOXHO rPyrnnoBoe u3MeHeHune
HekoTopbIx IP napameTpoB. MNpu BbliaeNeHNM HEOOXOAMMOW rpynMbl HaXKaTne
KHOMKKU «MI3MEeHUTb NapameTpbl» NO3BONUT NepeonpefenmTb MacKy CeTH, W03 Mo
ymonuyanuto, IP-agpec cepsepa CKY/l n nsmMeHUTb Nnaposb.

Mony4yeHue IP-napameTpos no DHCP.

I'Iop,p,epx(MBaeTCH He BCeEMU MoaeNAMN KOHTPOJI1EPOB. Hanunuune nogaep>Xxku

JaHHoW GyHKLUK NpoBepsinTe B pazaesne «TeXHUYecKne XxapakTepUCcTUKM»
PYKOBOACTBA N0 3KCMyaTaLmum Ha KOHKPETHYO MOJeNlb KOHTpoJinepa.

KoHTponnepbl MOXHO HaCTPOUTb Kak Ha paboTy co cTaTuyeckum IP-agpecowm,
HasHa4yeHHbIM BPYYHYIO, TaK 1 Ha AMHaMu4eckoe nonyvyeHue IP-napameTpos oT
DHCP-cepBepa. Pexkum paboTbl onpegensietcst onuuen «Mcnonbsosatb DHCP».
Mpu ycTaHoBNeHHOM ranoyke «Mcrnonb3osatb DHCP» nonsa ans seofa IP-agpeca,
UDP-nopTa, Macku CeTu U LWo3a He akTUBHbI. [1pn HEO6X0AMMOCTH MOXKHO TaK e
aKTMBUPOBaTb NosyyeHue agpeca cepepa ot DHCP-cepBepa (4159 KOPpEKTHOM
paboTbl hyHKLUMM TpebyeTcsi NPOBECTU AOMNONIHUTENbHbIE HACTPOWKU Ha CTOPOHE
DHCP-cepBepa).

Mepepayva ctatycoB SNMP-cepBepy.

I'Io,u,p,ep)KMBaeTcsl HE BCEMU MOAENAMU KOHTPOJIIEPOB. Hanunune nognepXxku

JaHHoM GyHKLUM NpoBepsinTe B padaesne «TexHUYecKne XxapakTepucTukm»
PYKOBOACTBA MO 3KCMyaTaLum Ha KOHKPETHYO MOJeNlb KOHTpOoJiepa.

B o6nactu «Hactpoiikn SNMP» MOXHO BKTIOYMTb QYHKLMIO Nepefayn cTaTycoB
KOHTponnepa no npotokony SNMP. Nogpo6bHee — CM. COOTBETCTBYHOLMIA pasaen.

AKTyanbHyto Bepcuto daina mib-6M6anoTekn, a Takxe roToBbli Wa6oH
KoHpuUrypaumm gnsa 3arpysku B N0 Zabbix MOXHO HalTK Ha CTpaHuLe canTa B
pasgene «[poyee».
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11.1.3.

MonyyeHue IP-napameTpoB no DHCP

@OyHKuuna nonyveHus IP-napameTpoB no DHCP ecTb TOMbKO Y HEKOTOPbIX

Mopfenen KoHTponepos Sigur. lNepen HACTPOMKON CUCTEMbI CBEPbTECH C
TEXHUYECKMMU XapaKTEPUCTUKAMM KOHTPOJISIEPOB.

KoHTponnepbl Sigur moryT nonyyatb no DHCP cnepytowmii Habop napameTpoB:

* IP-agpec;

* Macka ceTy;

*  Wnos;

* ajpec cepepa Sigur.

Ha cTopoHe KoHTposiepa AOMKHbI 6bITb BKIKOYEHbI onuun «<Mcnonb3osaTs DHCP»
n/vnu «Monyyatb agpec cepeepa CKY/ no DHCP». KoHTponnep noctaBnsieTcs ¢
BKJTHOYEHHOW OMLMEN, a TaKXXe OHa BKJIloUYaeTcs aBToMaTuyecku nocre cépoca IP-
napameTpoB. Ecnu paHee KoHTponnepy 6bln 3agaHbl cTaTndeckune |P-napameTpsbl,
nepektoYnTb ero Ha pa6oty no DHCP MoxHo Tak e yepes M0 Sigur. [ns aToro:

1. 3anycTtuTe nporpaMmmy «YnpaBrieHUe cepBepoM» B TOM Xe NOACETH, Fae

paboTaeT KOHTposlep.

Mepengute Ha BkNaaky «IP-ycTponcTBar.

BbigenuTe Hy>KHbI KOHTPOINIEP B CMIUCKE N HAaXXMUTE KHOMKY «M3MeHnTb

napameTpbl».

4. Bkntouunte onumm «Mcnonbsosatb DHCP» u, ecnu Heo6xoanmo, «MonyyaTb
agpec cepepa CKY[, no DHCP». MNonsa gns py4yHoro Beofa IP-napameTpoB npu
9TOM CTaHyT HeaKTUBHbI.

5. BBeauTe Naposib JOCTYyNa K HAacTporKaM KOHTposinepa (Mo yMoyaHuto — sigur)
n HaxxmuTte «OK».

w N

[ns HasHayeHus IP-agpeca ycTpOWNCTB, nepefaym UM 3Ha4YEHUA MacKU NOACETU U
LU/TtO3a AOMOJTHMTESNbHbIE HAaCTPOMKK Ha cTopoHe DHCP-cepBepa B 0buiem cny4dae
He TpebytoTcs.

Ecnu TpebyeTca nepefaBaTb KOHTposiepam Sigur Takxe agpec cepeepa CKY[,
HeobXxo4MMOo 0becnedynTb clegytollee: npu noaydyeHnn DHCP-cepeepom oT
yCTpoMncTBa 3anpoca Ha Bblgavy IP-agpeca, ecnu onums 60 cooTBETCTBYET
3HayeHmto «Sigur PACS Unit» (6e3 kaBbl4ek), TO B 0TBeTe AO/IKHO NepeaaBaTbes 4
6aiTa IP-agpeca cepeepa CKY[, (ao 16 Bepcuv MUKPOMPOrpamMM KOHTPOJIEpOB —
B 06paTHOM nopsiake 6aiT, ¢ 17 Bepcun 1 Bbille — B NPAMOM) B onumm 43, cab-
onuusa 1.

Hanpumep, ecnn He06X0ANMO COOBLLMTL KOHTPOJIIepy aapec cepBepa
«172.19.40.10», TO 3Ha4YeHne onumm 43 fOMKHO 6bITb cneayowmm (B hex) —
«01040A2813AC», rae:
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= 01 - suboption;

* 04 - pnuHa nepegaBaemMoit nonesHon MHhopmMauuu;

* 0A2813AC - IP-agpec cepBepa CKY/[] B o6paTHOM nopsaake 6ainT: (hex) 0A 28
13 AC = (dec) 1040 19 172.

Ucnonbsyemble koHTponnepom DHCP-onuuu.

Homep
3HauveHue onuum Mpumeyvanue
onuuu
Macka ceTn, B KOTOpoK
1 Macka nogcetu
pacrnonaraetcsi KOHTponnep.
IP-agpec mapLipyTusaTtopa,
KOTOpbI 06ecneynBaeT BbIXOs B
3 AJpec OCHOBHOrO LW03a
NHTepHEeT nnu apyryto ceTb, B
KOTOpOM HaxoguTcs cepeep Sigur.
CreudbnuHas NcnonbayeTcs ANst yKasaHusi IP-
agpeca cepsepa Sigur. DHCP-
43 nHdopmaumsa
cepBep A0MXKEH ero BepHyTb B
npounssoguTens . .
nepBoit nogonuuu (subpotion 1).
60 MaeHTudUKaTOp = Sigur PACS Unit
npoussoauTens

11.2. Bo3MO)KHble NPUYUHbI HeyaauHo HacTpouku IP-
napameTpoB

* AKTMBHOCTb ceTeBbIX GDUIbTPOB NMG60 aHTUBUPYCOB. Hanpumep, BCTPOEHHbIN
6paHamayap Windows nHorga 6nokupyet paboTy NporpamMMbl C CETEBbIM
nHTepdeiicom 6e3 yBegomneHns o6 3TOM nosib3oBaTens. Ha BpeMs HacTponKu
enaTenbHO OTKIKYNUTb BCE NPOrpaMMbl, KOTOpPble MOryT 6/10KMpoBaTh paboTy
apyroro N0 nan gocTyn K pasnnyHbIM nopTam.

*  KoHdnukT IP-agpecos B ceTu. [pn 0TCYTCTBUM CBA3M C KOHTPOINIEPOM Ha
BKnagke «06opyfoBaHue» B nporpamme «KnmeHT» (KOHTposiep npu aTom
BUAEH B cnucke «HangeHHble B ceTu IP-ycTporcTBa» NporpamMmbl «YnpaBsreHue
CEpBEPOM» U MOXET YCMELIHO 0TBeYaTb Ha KOMaHAy ping) pekoMeHayeTcs
BbIK/IFOUUTb NUTaHWE KOHTPOsI/iepa 1 NOBTOPUTb KOMaHAy ping. CoxpaHeHune
OTKJIKa By[ileT rOBOPUTb O TOM, UTO B CETU YXKE NPUCYTCTBYET YCTPOWUCTBO C
TaKMM agpecoM 1 Heo6x0AMMO NPUCBOUTL KOHTPOIEpY APYrov CBOGOAHbIN
IP-apgpec.

* HeKoppeKTHble HacTpoiKu ceTeBbIX MHTepdericoB OC. Hanpumep, aBa ceTeBbIX
nHTepdelrca KOMNbIOTEPA HAaCTPOEHbI Ha paboTy B OfHON 1 Tol e IP-ceTn
(umetoT IP-agpeca U3 ofHOro AvManasoHa U OAUHAKOBbIe MacKK), UK Ha
cepBepe BKJIloYeHa AnHaMuyeckas IP-agpecaums (BktodeHa onuus «MonyunTb
IP appec aBTOMaTUYECKM»).

HacTrnoiaka |P-voTnoiacTr A1
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CeoiicTea: IP sepcun 4 (TCP/IPvd) >

Obwme ANbTEPHATMBHARA KOHDMMYPaUMA

MapameTpel IP MOKHOD HE3HAYETE SBTOMATHHECKHM, ECIM CETh
NoAAEPHMESET 3TY BOSMOMHOCTE. B NpoTHBHOM Ciyuae yIHalTe
napameTpel IP y CETEBOro aAMMHUCTPaTopa.

@ Mony4uTe [P-anpec asToMaTHHEOKK

O WMcnonbzosaTe cneayrowmit IP-agpec:

IP-aapec: | - - - |

Macka noaceTh: | - - - |

JCHOBHOM WNHS: | . . . |

@ MNony4nTe agpec DMNS-cepeepa asToOMaTHHECKH

O WcnonesoBaTe cneayowwe agpeca DNS-cepeepos:

MpeanounT aemei DM3-cepeep: | . . . |

ANbTEpHATHEHEIM DMS-cepeep: | . . . |

NoaTEEpAWTE NApaMETPsl NP BeiXxoae LononHATENEHD. ..

I OK || OTmena |

HenpaBwuibHble HAaCTPOIKK CeTeBOro UHTepdeica ANl NOAKIUEHNUs KOHTPOIepa.

MpuMep KOPPEKTHOM HAaCTPOMKM cepBepa U KOHTPOsIepa NpUBeAEH HUXeE.

Hactpoiika IP-ycrpoiictea *
MAC agpec: p2:00:00:F8:34:75 |
IP anpec: [192. 168.0. 10 |
UDP nopT gaHHbix: |3305 |
Macxa ceTu: [255.255.255.0 |
Wnios Mo yHon-aHMo: [192.168.0.1 |

Cepeep CKY [l sanywex
(®) Ha 3TOM KOMMBIOTEDE,
WHTepdeic ceasmM: 192.168.0.4 v

() Ha apyrom KoMnbOTEDe,
umMetoLLen IP agpec: 0.0.0.0

TEKYLLMA Napons:

[[] WsmernTs napons

MpuMep NpaBUbHOI HACTPOIKU KOHTPOIEpa.
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Ceoiicrea: IP Bepoun 4 (TCP/IPvd) x
Obwmre

MapameTpel IP MOXHO HA3HaHATE SBTOMATMHECKM, BCIN CETh
NOAASPHMBAET 3TY BOSMOKHOCTE. B NpoTHEHOM Cnyqae yaHaliTe
napameTpel IP y CETEB0ro aaMMHMCTPETOPE.

O Mony4uTe IP-agpec SETOMETHHECKK

(@) McnonszoBaTte cnegylowwmi IP-agpec:
IP-agpec: 192.168. 0 . 4

Macka nogceTu: 255,255 .255. 0

OCHOBHON WKo3: 192.168 . 0 . 1

MonyquTe agpec DNS-cepeepa asToMaTHYEKH

@ WmonbsoBaTe cneayrowme anpeca DNS-cepeepos:

I

MpeanouiTaemeni DNS-cepeep: 212.67 . 2

ANbTepHaTHBHBIN DNS-cepeep: 212.867 . 0 . 65|

D MoaTEEPAWTE NApaMeTpel MPW Bbixode

JononHuTensHo.. .
o

MpuMep NpaBuIIbHbIX HACTPOEK CETEBOrO UHTepdelica cepeepa.

* [lopknoyeHne KOHTposnepa K KomnbtoTepy (6€3 Ucnonb3oBaHus
NMPOMEXYTOYHOrO aKTMBHOIO CEeTEeBOro 060pyA0BaHUSA, HaNnpuMep,
KOMMYTaTOPOB) BbIMOSIHEHO «MPSIMbIM» KabeneM. HecMOTpsi Ha TO, YTO MHOTUe
COBpPEMEHHbIe CeTEBbIE KapTbl YMEKOT aBTOMaTUYECKM ONpeaensitb Tun
MOAKITFOYEHUS], PEKOMEHAYETCS UCNOJIb30BaTb A1 TaKUX COeAUHEHU
KPOCCOBEpPHbIi (OH Xe «NepeKPECTHbIN») Kabenb.

Heckonbko Mﬂﬂ}OCTpaLIMVI, noMorarolwmnx NOHATb Crnoco6 06Xnma LITEKEPOB

kabens:

1 8

[

=

Puc. 39. Hymepauus KOHTaKTOB pasbéma RJ-45.
1 1 | Geno-opaHXeBki Geno-opamxessin| 11 14
2 [ |opaHxesbin opaHxeBsin| [ 2
3 [ |Geno-senéHbii Geno-zenéuein| (I 10 3
4 BN  cvHWiA cuHvi | I 4
5 [ W8 | 6eno-cuHuA Beno-cuHuia | I §
6 [ |senéHbii senénbin | [ §
7 W 5eno-Kopu-HEeBbIA Geno-xopuyHessin I I T
8 HEE +OpUYHEBLIA kopuyHessh | I 3
«[MpsiMoii» Kabesb Ans COeANHEHUS C MOMOLLLIO KOMMYTaTOPOB.
HnnT'r_\nﬁvn ID-yﬂT'r_\nﬁt\Tn %}
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[ 1 == |6eno-opanxesuii
2 [ opanxessin
3 (= 1 |Geno-senémbii
4 N ?ounuﬁ
5 [ Geno-cuhmi
[ ) éaenénuﬁ
7= Geno-uopmueau"n
£ NN KOpH-HEeBbIRA

Geno-3enéHsIin
3eNEHbLIA
Geno-opaHxesbin
CHUHWA
Beno-cuHuA
OpaHXeBbIA

Beno-Kopu4HEBbLIA
KOPMHHEBLIA

‘SIGUR‘

[ = 1
E— 2
(W 3
== 4
- - N
I 6
w7
- 3

«lMepeKpEcTHbIN» Kaberb ANA COeIMHEHUS <KKOMTbIOTEP — KOHTPOJIEP.

HacTtnoika lP-veTnoiacTe.
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12.

12.1.

| siGuR |

Bo3MO)XXHble coo6bLeHnsa 06 oumbKax npm
3arnycKe cepBepHOro Moayns

Bo3MO)XXHble coobLieHus 06 owmnbKax npu 3anycke
CepBepHOro Moayns

CoobLeHune 06 owwmnbke

lMosicHeHue

CepBepHOMY MOZYJIO He yAanocb
NpoYnTaTb CBON KOHPUIypauUMOHHbI dain,
TEeXHUYECKMe aeTanu: ...

CepBepHbIi MOAY b OTPaNopToBan
HEKOPPEKTHOE 3HaYeHne
KOHdUrypaumMoHHoro napameTtpa Com,
TEXHUYECKME AeTanu: ...

STV OLIMOKMN HE AONXKHbI
NOSIBNATLCS, ECNIN HE
W3MEHSTb BPYYHYtO (aiinbl
nporpammbi.

CepBepHbI MOAY/b HE CMOT MNONYYUTb
JaHHble 13 6a3bl faHHbix (B1). Y6eauTech
yTo cepBep b/} 3anywieH 1 6a3a co3paHa
(c6polueHa), TeXHUYECKME feTanu: ...

BblaaéTtca npu nonbiTke
3anycka cepBepHOro Moays
Npu OCTaHOBNIEHHOM cepBepe

BA.

CepBepHbI MOAY b OTpanopToBan
HEKOPPEKTHYIO BEPCUIO 6asbl AaHHbIX.
O6HoBMTEe Bepcuto B1. TexHnyeckue
Jetanu: ...

Bblgaétca npu nonbITke
3anycka cepBepHOro Moayrns,
Korga Tekylas Bepcus 6asbl
[aHHbIX He COOTBETCTBYET
Tpebyemon. O6HoBUTE
nporpamMmMHoe obecreyeHune
nn6o 6asy AaHHbIX (KHoMKa
«O6HOBUTb» Ha BKNagKe
«basa gaHHbIX»).

CepBepHbI MOAYIb CUCTEMDI Sigur He
MOXET 6bITb 3anyLieH 6e3 KJto4a 3amThl.
BcTaBbTe KIHOY Y MOBTOPUTE NOMbITKY
3anycka.

CepBepHbI MOAYNb CUCTEMbI Sigur oTkasan
B 3arnyckKe 13-3a CUCTEMbI 3aLLUThbI.
Y6eanTtechb, YTO Ha KOMMbIOTEPE He
3anyLleHbl HUKaKue cpefcTBa OTNaaku u
pa3paboTku. He obpaluanTte BHUMAHUSA Ha
BO3MOXHble coobLleHMNA 06 oLInbKax B
npunoxenuu sphinxd.exe.

Owmnbka 3anycka cepBepHOro Moayns
cuctembl Sigur, BbizBaHHas 3awmton HASP,
TeXHUYECKME AeTanu: ...

3TN oWNBKM MOryT
NosIBNSATbCA Ha 60Jiee paHHUX
Bepcusx N0 npu nonbITKax
3arnycka CepBepHoro
CTaHAapTHoro (T. e. NiaTHOro)
MO 6e3 kntoya HASP.

BO3MOXHBELS CO0ALLAHIG 0A OLLMAKAY. DA 32AVCKe CeNRENHOrO-MOOVIC
= ™ 7 g L )
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13.

Pa6oTa N0 Sigur c 6paHamayapamm
(dainpsonamm)

3anyck koMnoHeHToB 0 Sigur Ha KOMMbIOTEPE C paboTatolWmM 6paHaMay3poM
(daitpeoniom) TpebyeT BbIMOSIHEHMS paspeLLaloWmnx HacTpoek darpsona ans Mo
Sigur.

B cnyyae 6nokunposanus M0 Sigur ero HopManbHas paboTa HEBO3MOXHa.
Heobxoanmbie ans pa6oTbl M0 Sigur nopTbl onucaHbl B pa3aene
«[opTbl, UCNONb3YyEMbIE CUCTEMOW N0 YMONYaHUIO». Bo MHOrnx cnyyasax
6noknpoBaHue MO Sigur nponcxoanT 6e3 Kakux-nnmbo yBeAOMIIEHUA ANs
Nonb3oBaTeNs, YTO OCNOXHSAET ANArHOCTUKY NPobiem.

| siGuR |

PafoTa N0 Sigur c Anaunmavanamu (daianeonanmu)
) pasiMayap pealdy 7

(Y2
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14.

14.1.

LLindppoBaHue Tpapuka mexay
KOMMNOHeHTaMu cuctembl no TLS

HauuHas ¢ Bepcuit M0 1.6.x.x, B Sigur peann3oBaHo wndpoBaHue Tpadumka no
npoTokony TLS Mexay yacTaMu cucteMbl Ans obecrneyeHms 6e30nacHoOCTH
nepefayun gaHHbIX. Mbl peKOMeHayeM UCNONb30BaTb BCTPOEHHYHO
(YHKLMOHANBHOCTD WXdPOBaHUS ANS1 UCKIIFOYEHNS BOSMOXKHOCTM NMepexBaTta u
yTeukun KoHbunaeHUmnanbHon nHdopmauuu.

Ha TekyLuin MOMeHT BO3MOXHO 3awndpoBaTtb Tpadmk no TLS mexay
cneayowmMMm KOMNOHEHTaMN CUCTEMBbI:

* KnuneHTckue paboumne mecta Sigur — cepBep Sigur.

« CTopoHHMe cepBuCbl — Beb-cepBep Sigur (B paMkax B3anmopgencTems no REST
API).

* CTopoHHMe cepBucbl — TCP-cepBep Sigur (B paMKax UHTErpaLnoHHOro
npotokona OIF).

Mo ymMonyaHuto ncnosib3yeTcsa HesalnWEHHOe coeanHeHmne. Boibop
npeanovYTUTENbHOro MeTofa B3aMMo4eNCTBMSA OCTAETCs 3a NoJsib3oBaTesieM
cucTemMbl. PYHKLMOHANBHOCTD WKM(MPOBAHUS faHHbIX HE JIMLEH3NPYETCA U
JocTynHa B 6ecrninaTHon Bepcuu M0.

Ha Tekywiunin MoMeHT cepBepoM Sigur nogaepxusatotca TLS 1.2 TLS 1.3.
KnuneHtckune paboyne mecta Sigur Ha Windows ncnonb3aytoT TLS 1.2, a paboune
MecTa Ha Linux ncnonbsytot TLS 1.3.

HacTpoiika wudpoBaHUs Mexxay cepBepoM 1 KoHTponnepamu Sigur no DTLS
onucaHa B oTAe/IbHOM pasfene.

Mepexop Ha He6e30onacHOe CoeAUHEHUE U 3anpeT
NOAKJ/IOUYEHUS K cepBepy

LLndpoBaHMe gaHHbIX Mo TLS OTKHOYEHO B CUCTEME MO YMOJIYaHUIO.

MNMonb3oBaTenb MOXET HAaCTPOUTb NapaMeTpbl 3aLULLEHHOIO COeANHEHUS, @ TaKXe
NOSIHOCTbIO UM YACTUYHO 3anNpeTUTb MNOAKNOYEHWE K ceTeBbIM MOpTaM cepBepa
Sigur.

PaccMoTpuM JoCTynNHble BapuaHTbl KOHGUrypauum 6noka N0 «YnpaBneHue
cepBepom» — «[opTbi» — «[1opTbl NOAKMOYEHMUSA KITMEHTCKUX PaboumX MECT»:

1. AKTUBEH TONbKO Yekb6oKc «[opTbl 6e30nacHoro noakstoveHus (TLS)».
KnueHTckune mecTta Sigur MOryT UCMONb30BaTb TONIbKO 3awndpoBaHHOe
coefMHeHue Npy NOAKI0YEHUU K cepBepy. KnueHTcKasa U cepBepHas Yactu
JOJDKHbI 6bITb CKOHUIYPUPOBaHbI COMNTaCHO UHCTPYKLUMN B pasgene

«YcTaHoBKa 3alMDPOBAHHOIO COEANHEHMSA MEXY KIMEHTOM U cepBepoM Sigur.

LLndnorarie Tnaduka Mexw N\ KOMOOHSHTaMUA CUCTeMbLA0. TLS 67
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2. AKTUMBEH TONbKO YeK60KC «CTaHAapTHbIe MOPTbl NOAKIOYEHUA». KnueHTCcKue
MecTa Sigur MOryT UCMNOJIb30BaTb TONbKO He3alNLLEHHOE cCoeANHEHME MpPK
noAakYeHnn K cepeepy. B ctaptoBoM MeHIo M0 «KnneHT» «Bxof B cucTeMy»
- «Bbl6op cepBepa» — «[lapamMeTpbl NOAKNHOYEHUS» AOKEH ObITb OTKHOYEH
yekboKce «Mcnonb3oBaTb 6€30MacHOE NOAKITHOYEHUNEY.

3. AKTUBHbI 06a Yyekb6okca. KnueHTckue mecTta Sigur MOryT UCMNOJIb30BaTb 1060
BUA COEANHEHMS, KOHDUTYpaLMa KaXXAoro MectTa HacTpauBaeTCcsi OTAENbHO.

4. BblkNtoYeHbl 06a YekboKca. KnmeHTckMM paboymm MecTam Sigur 3anpeLleHo
noaknr4aTbes K cepsepy Sigur.

B cuctemMe TakxKe eCTb BOBMOXXHOCTb 3anpeTuTb noakntodeHune K nopty REST API u
K NOpTYy MHTerpaunoHHoro npoTtokorna OIF, BbIK/IHOYMB COOTBETCTBYOLLMNE
yekboKchbl B 6510Ke MO «YnpaBneHue cepepoM» — «[opTbl» — «[opTbl MHTErpauum
CKY ».

5| ¥npaeneHue CEpEEROM CUCTEMBI Sigur — *

CocToAHne Basa AaHHelx HacTpoiika ycTpoiicte  BesonacHocTe [MOPTEl | Cepeuc saAsok

MopTel NOAKMKKYEHMA KIMEHTCKMX DBSD‘-IM)( MeCT

[] CTaHaapTHee NopTe NeakmoyeHna [©)

MopTel GesonacHoro noaknoyenua (TLS) @

MopThl MHTErpaLMi cepsepa CKY A
] MopTel uHTerpawmil CKY A @

[ Wcnanssesats REST API @

MpuMeHUTE OTMeHE
MonHbIN 3anpeT NoAKAOYEHUS K MopTam cepBepa Sigur.
HaCTpOﬁKa 6e30mnacHoro coegunHeHUsa I'IO[J,p06HO onucaHa B cnieayroumnx pasgenax.

14.2. YcTaHoBKa 3awmppoBaHHOro coefuHeHUss MeXxxay
KJ/INEHTOM U cepBepoMm
B naHHOM pasgene onuvcaH npouecc HacTporiku M0 Sigur gnsa wndpoBaHus

Tpaduka Mexay cepBepHOM U KIIMEHTCKOM YacTAMM cucTeMbl. Kaxgoe KNnmeHTckoe
paboyee MecTO Sigur KOHOUIYpPUpPYeTCA OTAENbHO.

14.2.1. HacTtpouka cepBepa Sigur
[na HacTpoliku cepepHom YacTn CKY [l Heob6xoaumo:
1. MNoAaroToBUTb XpaHwnuLLe cepTudurKaToB 6€30NacHOCTH cepBepa.

0O3HaKOMUTbCS ¢ Tpe6OBaHUAMM K harny XpaHuuLLa Bbl MOXETE B
pasfesie No 3TON CCbiKe.

LLndnorarie Tnaduka Mexw N\ KOMOOHSHTaMUA CUCTeMbLA0. TLS A8
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2. YKasaTb NyTb K XpaHunuuly ceptudurkaTos cepepa Sigur. 111 3TOro HY>XXHO
nepenTun Ha BkNagky «besonacHocTb» N0 «YnpaBneHne cepBepomy,
pa3BepHYTb BbiMagaoLlwmin CNMCcok «Tun xpaHunuwa» n BbibpaTtb BapnaHT
«dann PKCS#12». anee Heo6xoanMo ykasaTb nyTb K danny popmata .p12
unu .pfx 1 naponb K HeMy B OAHOMMEHHBIX MONAX.

YnpaeneHwWe cepeepom cKcTemsl Sigur . x
CoCToAHKME Baza gaHHbX
Hactpoiika ycrpoiicte BeaonacHocTb MNopTel CepBuC 2aAB0K

XpaHunuLie cepTHMKEToE cepeepa CKY/
TN xpaHunuwa: | Pafin PKCS#12 ~

MyTe go daiina: Downloads\Certificates\Valid\new_server.p12 m

Maponib XpaHUAULLE: eessssss

|:| Wenonb30BaTe B3aHMHYH ayTeHTHhKKaunn REST APT @
[] Bsaumnan ayreHTuduKaLms @
|:| MNepenanpaenats 3anpocel K B CKY/[ yepes cepeep CKYQ @

MNpUMEHnTE OTMeHa

Bknapgka «besonacHocTb» 10 «YnpaBfieHne cepsepom».

3. HaxaTb KHOMKY «[prMeHnTb», NOC/e Yero CUCTEMa BbIBEAET NpeaynpexxaeHne
0 HeO6X04MMOCTH Mepesanycka CEpBEPHOro Moay s Afsi IPUMeHeHUst HOBOM
KoHurypaumu. MNepesanycTute cepeepHblii MOAY b.

TpebyeTca nogTEEpHAEHNE et

'e' Kondurypauma By4eT npumMeHeHa ToneKe Nocne nepesanycka cepeepa CKY /.
MepezanycTute cefvact

Her

MpefynpexaeHue 0 HEO6XOANMOCTY Nepesanycka CepBepHOro Moays.

4. YkasaTb NopTbl s 3aWMULWLEHHOr0 coeguHeHna. [N aTOro Hy>XKHO NepenTn Ha
BkNagky «MopTbi» MO «YnpaBneHue cepBepoM» M aKkTUBUMPOBATb YEKOOKC
«MopTbl 6e3onacHoro nogkntodeHus (TLS)». Mo ymonyaHuo ans
3aWnPpoBaHHOro NOAKIIKOYEHMS KITMEHTCKUX MECT K CEPBEPY UCMONb3yeTcs
nopt TCP 3309, a ans 6e3onacHOro nony4yeHus kagpos IP-kamep na
Bugeoapxusa — nopt TCP 3315. Bbl MOXeTe Ucnosib3oBaTb 3Ha4€HUA Mo
YMOYaHUIO NN NSMEHUTD UX.

CeptudukaTt cepBepa Sigur NCMonb3yeTca Ha BCex nopTax, Ucnosnbayrowmx TLS
(NopT NOAKOYEHNA KIIMEHTCKUX MECT, NOPT AOCTYyNa K 6ase AaHHbIX, NOpPT ANA
3anpoca kagpos IP-kamep 13 BugeoapxuBa, nopT A1 B3aUMOAEeNCTBUSA vepes
REST API, nopT ansi B3aMMoAencTBUsi No MHTerpaumnoHHomMy npotokony OIF).

LLndnorarie Tnaduka Mexw N\ KOMOOHSHTaMUA CUCTeMbLA0. TLS A9
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15 ¥npaenenve cepeepom cuctems: Sigur = x
CocrosiHne baza OaHHbIX
HacTpoiika ycTpolicTe BezonacHocTb MopTel CepBuc 3aAB0K

MopTheI NOAKIKIYEHNA KNHEHTCKUX pabounx MecT

TCP NOPT KIMEHTCKIX NOAKTHIUEHHA

TCP NopT BUAE0ApXMEE CEpBEpA

MopTel GezonacHoro nogrniouenrs (TLS) @
TCP NOPT KNMEHTCKUX NOJKNHUEHMIA

TCP NopT BUAE0apx1Ba CepBepa

MopTel MHTerpaumi cepeepa CKY
[ Nopre weTerpauwii CKYA @

[ vicnonbsoeate REST APT

MpUMEHHTE || OTMeHa

Bknapgka «[opTbi» 10 «YnpaBneHne cepBepom».

|-|0prI, ncrnosnb3yrouneca CUCTEMOWN, HE AOJIKHbI ﬂ,y6ﬂMpOBaTbCﬂ.

Ecnu TpebyeTcs nepeBecT! B3aMMOAENCTBUE MOSTHOCTbIO Ha
3aLMLLEHHBIN PEXUM, TO CTaHAAPTHbIE NMOPTbl CEPBEPA HYXXHO
OTKJIIOUNTDb (NoApo6HEe — B COOTBETCTBYIOLLEM pasaene).

5. 10 OKOHYaHWKN HAaCTPONKN HYXHO HaXaTb KHOMKY «[IpUMeHnTb» K
nepesanycTuTb CEpBEPHbIA MOAYIb.

Ha aToM HacTpoika cepBepHou YacTu N0 Sigur 3aBepLueHa.

14.2.2. OrpaHuuyeHus u TpeboBaHus K ceptudukartam cepeepa CKY[

B cucteMy MoOXHO [06aBUTb XpaHuUnuLLe cepTudrKaToB cepBepa cTaHAapTa

PKCS#12 (dain ¢ pacwmpeHveM *.p12 unu *.pfx). XpaHunuwie ceptudukaTon
LOJIXKHO COZlepXaTb:

[MpuBaTHbIN KNtOY cepBepa. Ha TekyLw it MOMEHT NOAAEPXUBAIOTCH
npuBaTHble Kntoun popmata RSA n EC (B 4aCTHOCTH, TECTMPOBANOCh

B3aumopgeincTeume ¢ prime256v1 n secp256v1). MuHMManbHana AnMHa Kno4va —
2048 6uT.

Lnndnorarue Tnaduka Mew NV KOMOOHeHTaMIA CUCTeMbLAOTLS
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= BanugHbii ceptndukat cepepa hopmarta X.509. Cpok aeicTeusi ceptudukara
He AO/HKEH 6bITb UCTEKLIUM.
* Llenouyky goepus ceptudmkaToB popmaTta X.509.

CepTudumkat cepBepa LO/MKEH 6bITb NOANUCAH NMOCNEAHUM LLEEHTPOM

cepTudUKaLnK B LIENOYKE AOBEPUS.

14.2.3. HacTtpouka knueHTckomn yactu MO Sigur

TpebyeTcs BbIMONHUTD CNeayoLmne HaCTPONKM Ha KaXKAOM KIIMEHTCKOM paboyemM
MecTe Sigur, KoTopoe 6yfeT ycTaHaBNMBaTb 3alULLEHHOE COEAMHEHNE C CEPBEPOM:

1. TMepeknounTbeca Ha UCNONb30BaHUe 3aWMdPOBAHHOIO coenHeHus. [1ns aToro
Heob6xoaumo 3anycTutb MO «KnueHT» M NepenTn B MeHto «Bbibop cepBepa
CKY[ Sigur», Ha)kaB Ha KHOTIKY «...» B CTapTOBOM MeHI0 «Bxof B cuctemy».

|5] Bxoa e cuctemy

MonezoEaTens:  Administrator

| sicuR| - |

B=) [ ok [[ ome

>
Cepeep: 127.0.0.1 [ ]
1

OKHO «Bxof, B cuctemy».

2. [Oanee HeO6XOAUMO BBECTU PEKBU3UTbI COEAVHEHNSA C HOBbIM CEPBEPOM UK
BbIAENNTb B CNUCKe paHee [J06aBEHHbIN CepBep U HaXaTb KHOMKY
«MapaMeTpbl NOAKIOYEHNS».

|5] Buibop cepeepa CKY/ "Sigur” — X

BuifepuTe cepeep, K KOTOPOMY XOTHTE NOAKNIOUNTECA, W HEXMATe "OK".
Bbl TAIOKE MOXETE MEHATE N3PaMETPsl CRPEEDOE, A0OAENATE W YIANATE CEDBEDH.

IP appec MK Ha3BaHWE XOCTa Hazsanue

127.0.0.1 NoKANBHOE NOAKMKIYEHWE
192,168.17.0 Cepeep CKY[l

e I

OkHo «Bbi6op cepBepa CKY/[, Sigur».

Lnndnorarue Tnaduka Mew NV KOMOOHeHTaMIA CUCTeMbLAOTLS 71
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3. B okHe «[TapameTpbl nogkntoueHus K cepsepy CKY» HY>XHO akTUBMpPOBaTb
yekboKC «Mcnonb3oBaTb 6e30nacHOe NOAKIIOYEHMEY, MPU 3TOM 3HAYEHUSA B
610ke «CeTeBble NopTbl cepeepa CKY» 6yayT aBTOMaTUYECKN U3SMEHEHDI.

Y6enuTtecb B TOM, YTO 3Ha4YeHuMs nonen «KnneHTckum nopt cepsepar u «Mopt
BMAeoapxvBa» (Npu HeO6X0AMMOCTHN) COOTBETCTBYHOT

paHee 3afaHHbIM HoMepaM TCP-nopToB. B 10 «YnpaBneHue cepeepomM». [1ns
COXpaHEeHNst HaCTPOeK HeOBXOANMO HaXkaTb KHOMKY «OKb».

[MapameTpeol NogkAodeHnA K cepeepy CKY X
Anpec: [192.168.17.0 |
HazsaHwe: Cepsep CKY L

CeTesble NopTel cepeepa CKY

KnueHTokui nopT cepsepa: (3309 |

MopT aocTyna Gasel AaHHbIx: |33 L |

MopT BMoe0apxMEa: |33 15 |

WMcnonesoeats besonacHoe noakoYeHue

OK OTHMEHa

OkHo «[TapameTpbl noaktoyeHus K cepsepy CKY».

HacTtpoika TCP-nopToB NoAKOYEHUS NPOU3BOANTCA OTAENbHO AJ151 KaXK[0ro
cepBepa B cnucke. lNMNapameTpbl NOAKMOUYEHUS K CEPBEPAM XPaHATCS JIOKaNbHO
Ha KNIMEHTCKOM KOMIMbIOTEPE U ABMAIOTCA YHUKANbHbIMU ANS KaXXA0ro
nonb3oBatens OC.

4. OnpepenuTb XpaHWIULLE AOBEPEHHbIX LEHTPOB cepTUPUKaLMM AN MPOBEPKU
ceptudukaTa cepepa. [ 3TOro HE06X0AMMO HaXkaTb KHOMKY «[MapameTpsbl
6e3onacHoCTU» B MeHto «Bbibop cepeepa CKY [, Sigur» 1 Bbi6paTb U3
BblNajaroLLero crnmcka «XpaHunuiie 4OBepeHHbIX CEPTUDUKATOB» HYXKHbIN
BapuaHT. Tunbl XxpaHunuw, otnnyatotes gns OC Windows u Linux:

* Mo ymonyanuto ans JVM (Java Virtual Machine). JoctynHo Ha OC Windows u
Linux. Mpu BbI6Ope 3TOM onumu 6yayT UCMONb30BaTbhCH LEHTPbI cepTudmkaumm
n3 KaTanora yctaHoBku JVM unu LeHTpbl cepTudmKaumm, ykasaHHble B
napametpax 3anycka JVM.

* KopHeBble ueHTpbl cepTudukaumnmn Windows. octynHo Ha OC Windows. B
KayecTBe XpaHUIuLa JOBEPEHHbIX CepTUPUKATOB ByAeT MCMONb30BaHO
cucteMHoe xpaHunuue OC Windows. MO Sigur npocMaTpuBaeT Kak KOPHEBble
cepTudumKaTbl KOHKPETHOrO NONb30BaTeNs, Tak U KOPHEBbIe cepTuduKaTbl ANs
BCEW MaLLUUHbI B LiESIOM.

«  dann JKS (Java KeyStore). [locTyneH Ha OC Windows u Linux. ®aitn gomkeH
cofepXaTb fOBEPEHHbIe KOPHEBbIE CEPTUPUKATDI.

*  Qann PKCS#12. JocTyneH Ha OC Linux. ®ann fomkeH coaep)aTb JOBEPEHHbIe
KOpHEBble cepTuduKaThbl.

[ns coxpaHeHUss HAaCTPOEeK HEOHXOANUMO HaXaTb KHOMKY «OK».
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MapameTpel 6e30MacHOCTM x

KPEHUMMLLE AOBEPEHHEIX CEPTHAMKSTOE

Tun ¥paHindwa: | Mo ymondaHue ana VM ~

Mo ymonyaHKo ans VM

XPaHUNMLLE NoNb30

TN XpaHUNULLE:

I:‘ MposSEpATE LENoYKY CEpTUMKETOE CEPBEPa Ha MPEAMET 0T36IEa @

0K ‘ OTtreHa

OKHo «[MapameTpbl 6e30MacHOCTU».

Ha aTom HacTpoiika 3alMLLEHHOro NOAKIHOYEHUSA CO CTOPOHbI KIIMEHTCKOrO
paboyero MecTa Sigur 3aBepLUeHa.

Ecnu ceptudumkat cepsepa Sigur He 6yaeT nognucaH ogHUM U3 LIEHTPOB
cepTudmKauum B BbIGpaHHOM XpaHUINLLE, TO NOAKIIKOYEHME BYAET NPepBaHO CO
CTOPOHbI KnneHTckon yactu M0 Sigur.

Ha Bknagke «[apameTpbl 6€30NacHOCTM» TaKXe eCTb BbiNafatoLLmii CINCOK
«XpaHunauLLe nonb3oBaTelbCKUX cepTUdnKaToB». ATOT NapaMeTp UCNOMb3yeTcs
AN HACTPOWKM DYHKLMKN B3aMMHOW ayTeHTUdGUKaumm (nogpobHee — B pasgene

«B3anuMHas ayTeHTUdUKaLMNA»).

XpaHunuile fLoBEepPEHHbIX LLEHTPOB cepTUhUKALIMU AONXKHO 6biTb

CKOHOUIrypnpoBaHO Ha KaXKA,0M KIIMEHTCKOM MecTe Sigur, KoTopoe
ncnosb3yeT 3alunLLEHHOE NOAKYeHMEe K cepBepy CKY/L.

14.3.

Mpu KOPPEKTHOW HAaCTPONKE CUCTEMbI COEJMHEHUE C CEPBEPOM BYAET BbINMOSHEHO
ycnewHo. B npoTuBHOM cnyyae nonb3oBaTento 6yaeT BbiBeAEHO COOBLLEHUNE O
HEeBO3MOXHOCTM NnoaktoyeHus K cepeepy CKY [, ¢ ykazaHMEM NpPUYMHbBI OLLIMOKM.

Mpu ucnonb3oBaHMKM aBTOMaTHUYeckoro Bxoaa B MO Sigur (aBToNOrMH) cuctema
onepuvpyeT napameTpamMm NOAKIOYEHNA U 6€30NaCHOCTU Nosb3oBaTesNs
onepaLMoHHON CUCTEMbI, OT UMEHWN KOTOPOIo OCYLLLECTBIAETCA BXOA. KnneHTcKoe
paboyee MECTO AOJHKHO 6bITb COOTBETCTBYHOLLUM 06pa3oM CKOH(MUIYpPUpPOBaHO
nepeg UCnosib3oBaHMEM aBTOMAaTUYECKOro BXOAa B CUCTEMY.

B3aumMHas ayTeHTU(MKaLma

B nononHeHmne Kk nposepke cepTudmkaTa cepeepa BO3MOXHO akTUBMPOBaTb
byHKUMOHanN B3anMHoM ayTeHTudbUKauum (MTLS). B aToM cnyyae Bce KIMeHTCKue
paboune MecTa, noAkoyatowmxes no TLS, Takxke npeocTaBsoT CBOM
cepTudukat 6esonacHocTu. B cnyyae oTcyTCcTBUS cepTuduKaTa KImeHTa uam ero
HeBaNMAHOCTU coefiMHeHNe byaeT NpepBaHO CO CTOPOHbI cepBepa Sigur.
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[na HacTpoinku hyHKUMOHaNa B3aMMHOM ayTeHTUdMKALMMN HEOBXOAUMO:

1. CKOH(UrypmpoBaTb CEPBEPHYHO YacTb Sigur aHasIoOrMYHO MHCTPYKLMMN B
pasperne «HacTponka cepsepa Sigur».

2. Bknrountb yekboOKC «B3amMHas ayTeHTUbMKauns» Ha BKNagKe
«besonacHocTb» M0 «YnpaBneHne cepeepom».

| ¥npaeaeHwe cepeepoM cucTembl Sigur = *
CocToAHne Baza gaHHbIX
Hacrpoiika ycrpoiicTe BesonacHocTb MNopTel Cepeuc 3aAB0K

XpaHwnuLle cepTduKaToB cepeepa CKY.

Tun xpaHunnwa: | ain PKCS#12 [

MyTe oo dafina: Hew folder\Certificates\Valid\new_server.p12

Naponk XpaHIHLE: (eessssss

D WNcnons30BaTe B3aHMHYHD 8yTeHTHgRHKaUMD REST APT

B2aMMHaA ayTeHTUdMKALMA

l:‘ Mcnons30BaTe CNMCOK OTO3BAHHLIX Ce pTHCb HEGTOE

@ @ @@

|:| MNepeHanpaenATe 3anpockl K B4 CKYA yepes cepeep CKYA

MpPUMEHNTE OTMeHa

Yek60KC «B3anmHas ayTeHTUGUKaLmna».

3. TpMMeHNTb HaCTPOMKK N Nepe3anyCTUTb CEpPBEPHbIN MOAYNb.

4. CkOHhUrypupoBaTh KJIMEHTCKOE paboyee MecTo COrlacHO UHCTPYKLUN B
paspene «HacTpomnka knmeHTckoun Yactu 10 Sigum.

5. Y6eauTbcs B TOM, YTO Ha KJIMEHTCKOE MECTO 3arpy>eH ceptudukar
6e30nNacHOCTH, NOAMNUCAHHbIN LLEeHTPOM cepTUdUKaLMM B LLIenoYKe foBepus
cepBepa. B ctaptToBoM MeHto M0 «KnneHT» «Bxop, B cuctemMy» — «Bbibop
cepeepa CKY[ Sigur» — «[apameTpbl 6€30MacHOCTU» HeO6X0ANMO BblbpaTb
XPaHUULLE KITMEHTCKNX cepTUdUKATOB COracHo ncnonbsyemoi OC:

* Ceptudwmkartbl nonb3oBatens Windows. JoctynHo Ha OC Windows. B aTom
cny4yae 6yayT UCNOSIb30BaHbl IMYHbIE cepTUDMKATbI U MPUBATHbIE KJTHOYM U3
XpaHunuwa Windows.

= ®ann JKS. JoctynHo Ha OC Windows u Linux. ®ain gonxeH coaepxaTtb
BanuAHbIN cepTUdUKAT KSIMEHTA M ero npueaTHbI kntod popmata RSA/EC (B
YaCTHOCTM, TECTMPOBAJIOCh B3aMMoencTeme ¢ prime256v1 n secp256v1).
Heobxoanmo ykasaTb NyTb K pany u naposib OT XpaHuauLLa.

= dann PKCS#12. JocTtynHo Ha OC Windows u Linux. ®ain fomkeH cogep)xaTb
BanuAHbIN cepTUdUKAT KIIMEHTA U ero NpUBaTHbIN Koy popmaTta RSA/EC (B
YacTHOCTK, TECTUPOBASIOCh B3aUMOeicTBMeE ¢ prime256v1 1 secp256v1).
Heobxoanmo ykasaTb NyTb K panay u naposib OT XpaHuuLLa.
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14.4.

MNapameTpel 6e30nacHoCTH x
¥PEHUMMLLE AOBEPEHHEIX CEPTHRMKATOE
THM ¥paHunMWa: | KopHEBbIE UEHTPEI cepTrdMkaLn Windows b
XPEHUMMLLE NONB30BATENECKMY CEPTHDMKETOS
Twn XpaHunkwa: | He nononesyeTca Lo

He wcnonesyeTca

l:‘ % CepTudmkaTtsl nons3osaTens Windows D
poBEPATE UENd o o e

®aiin PKCS#12

Ok CrmeHa

Bbi60op XpaHWnvLLa Nosib30BaTeNbCKUX CEPTUHUKATOB NPU B3aMHOMN ayTeHTUhUKaLW.

Mpu BKNOYEHUN B3aUMHOW ayTeHTUdMKauumn cepTudukaT KnmeHTa byaet
TpeboBaTbCA HE TOJIbKO NPU NOAKIHOYEHUN HA NOPT KJIMEHTCKUX paboumnx MecT, HO
N TakXXe Npu NOAK/IYEHNN Ha NOPT MHTErpauunmn OTKpbiToro nHTepdenca CKY .,
€Cnun ANf Hero BKAoYeHa onuus wudposaHua Tpaduka.

MpoBepka cTaTyca oT3biBa cepTudmKarta

B cucTemMe gocTynHa dyHKUMOHANBHOCTb NPOBEPKM TOro, 6bin NN cepTUdMKaT
KnMeHTa unu cepeepa Sigur 0TO3BaH LIEeHTPOM cepTudukauum. Huxe onucax
NpoLecC HaCTPONKMN 060MX BapUaHTOB.

Mpoeepka cepsepoM Sigur cTaTyca oT3blBa cepTUMKaTa KIMEHTCKOro pabouero
MecTa.

[nsi aToro B cucteMy fobaBnsieTcsi CNMCOK 0TO3BaHHbIX cepTudukaTos (CRL)
dopmarta PEM unu DER. Ins akTMBauumn GyHKLUMOHANbHOCTN HEOH6XOAUMO:

1. BKJ/IOYMTb YEKOOKC «B3anMHas ayTeHTMdMKaUUsA» Ha BKNaaKe
«besonacHocTb» M0 «YnpaBneHne cepBepom».

2. BkNHOUUTB CTaBLIMI [OCTYMHbIM YeK60KC «Mcnonb3oBaTh CMMCOK OTO3BAHHbIX
cepTudurKaToB».

3. Tocne 3Toro HyXXHO BblI6pPaTh M3 BbiNafatoLLEro Crncka Hy>KHbli dopmat (PEM
nnu DER) n ykasaTb nyTb A0 aina cnmcka. CNMCOK 0TO3BaHHbIX
cepTMdMKaTOB AOHKEH UMETb BaNNAHbIN CPOK AEUCTBUA U AOJKEH ObITb
nognucaH nocneaHnM LEeHTPOM cepTuduKaLmm ns LLenoyku JoBepus cepaepa
CKyL.

4. Tlocne coxpaHeHus KOHbUrypauum cepepa TpebyeTcs nepesanycTuTb
CepBEepPHbIN MOAY/b A1 TOrO, YTOObl HOBblE HAaCTPOMKMN BCTYMNMUN B CUJTY.
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HaCTpOIZKa NnpoBEpPKK cepBepoM CTaTyCa OT3blBa CepTI/Iq)IAKaTa KJNIMEHTCKOro pa6ouero MecTa.

KnueHTam c oTo3BaHHbIMU cepTuduKaTaMmu 6yeT 3anpeLLeHo NoAKNYaTbCs K
cepBepy CKY/[l Ha nopTbl, ucnonbayrowme TLS. Ecnu cepTudnkaTt KIIMEHTCKOroO

| ¥YNpasneHwe cepeepomM CACTEMEI Sigur = *
CocroAHKe Eaza gaHHbx
HacTpolika ycTpoiicTe BezonacHocTe MopThl CepBuC 38AB0K

¥paHWnuLWe cepTHgMKaToE cepeepa CKY.

Tun xpaHunuwa:  Xbaiin PKCS#12 [

MyTe go daiina: Downloads\Certificates\Valid\new_server.p12

Maponb XpaHUIWLLE: eeesssss

|:| Wcnone30BaTe B3aMMHYH ayTeHTkdnkauno REST APT

BaauMHas ayTeHTHDHKaLWA

HMcnons30BaTk CNMCOK OTO3BAHHBIX CEpTHdJHKaTUB ®

CNHCOK OTO3BAHHLD CEpTHDNKATOR
®opwar daina: |PEM

MyTe go daiina: wnloads\New folder\Certificates\Valid\ca.cert.pem

[ NepenanpaenaTe anpockl k B4 CKYA uepes cepeep CKYA @

TpHMEHHTE OTMeHa

XC)

| siGuR |

paboyero MecTa COAEPXMUTCSI B 9TOM CMNUCKe, TOo TLS-coefiMHeHne 6yaeT npepBaHo

cepBepoM.

MpoBepka KNueHTOM Sigur cTaTyca oT3biBa cepTuduKaTa cepeepa Sigur (unm Bcem
LLenoyYKu NPOMEXXYTOUHbIX CepTU(UKATOB).

KnuneHTtckoe pa6oqee MeCTO MOXET UCNOJIb30BaTb CMMCOK OTO3BAHHDbIX

ceptudukartos (CRL) nnm BbinonHsATb 3anpoc kK OCSP-cepBepy. s akTuBaumm
(bYHKUMOHANbHOCTN HEO6XOAUMO B CTAapTOBOM MeHto M0 «KnneHT» «Bxopa B
cuctemy» — «Bbi6op cepeepa CKY[, Sigur» — «[TapamMeTpbl 6€30MaCHOCTU»
BKHOUNTb YeK6OKC «[poBepATb Lienoyky cepTudukaToB cepBepa Ha npegMeT

oT3biBa». [lanee cTaHOBATCA AOCTYNHbI cneayrowmne onunn:

1. Wcnonb3oBaTb TOUYKM pacnpocTpaHeHust CRL. Cuctema 6yfeT nbitatbes
3arpyxatb CRL-dannbl LeHTpoB cepTudmkaumm, ecnm nx URI ykasaHbl B
cepTudukate cepaepa. URI gonxkHbl 6bITb SBHO NponncaHbl B cepTudukaTe
(cepTudukartax) cepsepa Sigur B aTpubyTe CRL Distribution Points X509v3

extension. [Npumep:

criDistributionPoints = URI:http.//example.com/intermediate.crl.pem

CoennHeHune 6y,u,eT npepBaHO KJINEHTOM, €C/n:

* YKasaHHbI aTpubyT OTCYTCTBYET B cepTudmKaTe cepsepa.

* CkayvaTb CRL-¢bann He ypanochb.
*  OavH u3 npoBepsieMblX cepTUhMKATOB LIEeNOYKM OTO3BaH.
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2. TpoBepaTb cepTudmkaTbl Yeped OCSP. MNpeanodTuTensHbln BapMaHT. Cuctema
6yaeT oTnpaBnaTb 3anpoc Ha OCSP-cepBep 418 NPOBEPKM OT3blBa
cepTudmrkarta cepepa Sigur unum uenodkn ceptudmkartoB. URI OCSP-cepeepa
JOJDKeH 6bITb ABHO NponucaH B aTpubyTe Authority Information Access X509v3
extension cepTudukata (cepTudmkKaToB), NPeLOCTaBNAEMOro CEPBEPOM.
Mpumep:

authoritylnfoAccess = OCSP:URI:http.//ocsp.example.com

CoeavHeHue 6yaeT npepBaHo KIIMEHTOM, C/IN:

* YKasaHHbI aTpnbyT OTCYTCTBYET B cepTudumKaTe cepsepa.

*  OavH u3 npoBepsieMblx cepTUHUKaATOB LIENOYKM OTO3BaH.

= Heyganocb nonyuntb otBeT 0T OCSP-cepBepa u onumsa «Mcnonb3oBaTb
TOYkKM pacnpoctpaHeHma CRL» oTksodeHa. B npoTMBHOM criyyae cuctema
JOMONIHUTENbHO NnonbiTaeTcst nony4nTb CRL-dbarin.

3. TMpoBepsiTb TONIbKO cepTudUKaT cepBepa. Ecnun onums oTkNoYeHa, To Ha
npeaMeT 0T3blBa 6yieT NPOBEPSITLCS HEMOCPEACTBEHHO cepTUdUKAT cepBepa.
Ecnv onuus akTMBHa, To 6yeT NPOBEPSITLCS BCS LienoyKa AoBepus.

MNapameTpsl BesonacHOCTH d

XpaHWNHLLLE A0BEPEeHHER CEpTUHKATOR

Twn xpaHunuwa: | KopHeBwle LUeHTpEl cepThdukauun Windows o

XpaHunuLLe nonb20BaTeNbCKMX CE[JTHCbHKETOEI

Tun xpaHunuwa: | ®aiin PKCS#12 w

MyTe Ao daina: \Downloads\New folder\Certificates\Valid\client.p12

Maponb XpaHWMLLE: |esees

MpoEepATb Lenouky cepTHHKETOE CepEEPa Ha NpedMeT OT3bIEa

MpoBepka cTaTyca 0T3bIBA CEPTHQHKATA

|:| Hcnons3oBaTe TOUYKK pacnpocTpadedns CRL

MNpoEepATE CepTHdMKaTH Yepes OCSP

R0 ¢

[] npoeepsTs Toneko cepTubukaT cepaepa

0K OTMeHa

HacTpoiika npoBepku KnMeHToM Sigur cTaTyca oT3biBa cepTudukaTa cepsepa Sigur
1 LLenoYKmn NMPpOMEXYTOUHbIX CEPTUDMKATOB.
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14.5.

Be3onacHoe nogknoyeHue K 6a3se gaHHbIX Sigur

Mo yMonyaHuIo KIMEeHTCKMe MecTa Sigur nonyyaroT MHhopMaLunto U3 6asbl AaHHbIX
CKY[, nogknto4yasnch K Hei Hanpsamyto.

Bbl MOXKeTe akTUBMpPOBaTb NepeHanpaBsieHne Tpahuka Mexay KIMeHToM 1 6a3oii
JaHHbIX Yyepes cepBep Sigur Ansa obecrneyeHms 3almTbl NePCOHaNbHbIX AaHHbIX.
Bo3MOXHbI criefiytoLme BapuaHTbl KOHPUrypaLum cUcTeMbI:

* [lepeHanpaBnaTb 3anpockl K B[] yepes cepeep 6€3 ncrnonb3opaHns TLS-
wndpoBaHus. ITO UCKITHOYAET BO3MOXHOCTb MPSAMOro NOAK/OYEHNUS
KNneHTCcKux Mmect K b1 CKY/.

* [lepeHanpaBnaTb 3anpochbl K B[, yepes cepsep COBMECTHO C LWUMdpoBaHMEM
Tpaduka no TLS. Takum o6pa3oM obecrneunBaeTcs MakCMManbHas 3awuTa
JaHHbIX B CUCTEMeE.

@OyHKUMOHanN nepeHanpaeieHuns TpadurKa akTyaneH TONbKO ANS NOLKIKOYEHWI C
KITMEeHTCKUX paboumx mecT M0 Sigur 1 He BAUSIET Ha MexaHU3M paboThbl

MHTEerpaLMoHHbIX CEepBUCOB M Be6-cepBucos ¢ b/l Sigur.

PaccMoTpuM HacTpoKiKy nepeHanpaBfieHUst 3anpocoB K 6a3e AaHHbIX Yepes cepBep
CKY[ 6e3 ncnonb3oBaHus WndpoBaHus.

1. KoHdurypupoBaHue cepBepHoi YacTu Sigur:

= BkntoumnTb Yekbokce «[epeHanpaBnsATb 3anpockl K b1 CKY[] yepes cepBep
CKY[» Ha Bknagke «besonacHocTb» 10 «YNpaBneHue cepepom».

¥npaeneHwe cepeepoM cUCTEMBI Sigur = X
CocTofAHKe Baza gaHHeIx
Hacrpoiika ycrpoiicte BezonacHoCTb MopThl Cepeuc 2aAB0K
XpaHunuLle cepTudbHKaToe cepeepa CKY.
Tun xpaHunuwa: [He nenonsayercs P
MepeHanpaenATe 3anpocel k 5 CKY/ yepes cepeep CKY @

MpUMeHnTE OTmMeHa

AxTnBauus GyHkuum «MepeHanpaBnsTb 3anpocbl K B CKY [l yepes cepep CKY/y.

* COXpaHVITb N3MEHEHUA N Nepe3anyCTuTb cepBeprm MoAynb OJiId TOro, yTObbI
ONA HacTpoWKK ctan AOCTyneH nopT 6a3sbl AaHHbIX.
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* BbibpaTb NopT cepBepa ANs NOAKMOYEHUSA KNUMEHTCKMX MecCT K B[], Ha BKnagke
«[opTbI» 10 «YnpaBneHne cepsepoM». 10 yMOST4aHUIO UCMONb3YeTCA NopT
TCP 3310. Bbl MOXeTe ncnosb3oBaTb AJaHHOE 3HAaYeHMe U USMEHUTb
ero. NepeyeHb MCNONb3yeMbIX CUCTEMOM NOPTOB yKasaH B
COOTBETCTBYIOLLEM pasgene.

YnpaeneHve CepeepoM CUCTeMel Sigur — X
CocrosHue Basa naHHbIX
Hacrpoiika ycrpolicte BezonacHoCcTb MopTel CepBuc 3a8B0K

MopTE NOAKNHIYEHUA KIMEHTCKUX paboums Mect
CTaHAapTHEIE NOPThI NOAKNHUEHHSA (@)

TCP 3308 | NOpT KNWEHTCKIX NOAKIHUEH Wi
TCP (3310 nopt pocTyna Bazkl AGHHLIX
TCP 3314 nopT BWAc0apXMBa CepBepa

[] Noptel Geaonackoro nogkntodenus (TLS) @

MopTel MHTErpaumii cepeepa CKY
|:| NopTel nHTErpauxi CKYQ @

[ ] Mcnonb3osate REST AFI @

MpUMEHUTL OTMeHa

HacTpoiika nopToB cepBepa Npu He3alULLEHHOM COeJMHEHUMN.

* [TOBTOPHO COXpaHWUTb HAaCTPOMKK U Nepe3anyCTUTb CEPBEPHbIA MOAYb.
2. KoHdurypupoBaHue KMeHTCKOro paboyero Mmecta Sigur:

* 3ajaTb NOPT AN15 NOAKNKOYEHUS K 6a3e faHHbIX B CTapTOBOM MeHto M0
«KnuneHT» «Bxop B cnuctemy» — «Bblbop cepBepa CKY[ Sigur» — «MapameTpbl
noakn4veHnsa» — «MapamMeTpbl nogkntoveHus kK cepsepy CKY». Homep nopTta
JOJKEH COOTBETCTBOBAaTb NOPTY, 3aJaHHOMY paHee B HaCTPOMKax cepBepHOM

yacTu I10.
MapameTpel NoAKNKEYEHNA K cepeepy CKY[ X
Anpec: 192, 168.17.0
Hazeanme: Cepeep CKYQ

CeTeeble NopTel cepsepa CKY
KNMEHTCKMIA NOPT Cepeepa: 3308
MopT aocTyna Basel aanHHb: | 3310

MopT BMasoapx1Ba: 3314
[JWcnonssosaTs BesonacHoe NoAKMKYEHWE
Ok OTMeHa

rlOprI NOAKJTKOYEHUA KJNIMEHTa K cepBepy npu He3alNLLEHHOM COeANUHEHNN.

Mo 3aBepLUEeHNN HAaCTPONKK KIIMEHTCKME paboumne MecTa Sigur cMoryT
noakKntoyaTbes K 6ase faHHbIx Yepes cepBep Sigur (6e3 wudpoBaHus Tpadpuka).
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14.6.

B cnyyae ecnu TpebyeTcs nepeHanpaBnsaTb 3anpockl K bl coBMecTHO ¢
WrdpoBaHMEM MO NPOTOKONY TLS, HYXXHO AOMNOSHUTESNbHO BbINMOSIHUTL HACTPOMKY
cepBepa U KJIMEHTCKUX paboymx MeCT aHaIorMYHO MHCTPYKLUNUN B pasgene
«YcTaHOBKa 3alM(POBAHHOIO COEANHEHUSA MEXY KIIMEHTOM U cepBepoM». B aToMm
cnydyae ansa nogkntoyeHus K b 6yaet ucnonbaobatbes nopT TCP 3311 (3HayeHune
Mo YMOJIYaHUIO, HOMEp NMopTa AOCTYNeH A/si USMeHeHUs). MNepeyeHb UCMOoMb3YeMbIX
CUCTEMON NOPTOB YKasaH B COOTBETCTBYHOLLEM pasene.

MapameTpel noaknrodeHns k cepeepy CEV/ X
Appec: 192.168.17.0
HazsaHwe: Cepsep CKY

CeTessle NopThl cepsepa CKY 1
KAMEHTCHMIA NOPT CEpEEpa: 3309
MopT aocTyna basel gaHHen: | 3311

MopT BMAEOaPXHBE: 3315
WcnonezoBaTE BESONACHOE NOAKMHDYEHHE
QK OTMeHa

MopTbl NOAKMOYEHUSA K CEPBEPY NPU 3aLUULLEHHOM COEAUHEHUN.

q)}’HKLlVIOHaJ'IbHOCTb nepeHanpaBieHnAa 3anpocos K 6ase AaHHbIX TaKXe
COBMeCTUMa C ONnuMAMU B3aUMHOW ayTEHTUDUKALUN U
NpoBEepKM cTaTyca cepTudmkaTa KIneHTa nim cepBepa.

Ecnu B npouecce 3anycka nopToB 6a3bl faHHbIX BO3HWUKIIM Kakne-nmbo npobriemsl
(Hanpumep, NOPT yXKe 3aHSAT), TO CUCTEMA BbIBEAET COOTBETCTBYIOLLEE
npeaynpexaenue B MO «KnueHT». NMoapobHee — B pasgene

«narHocTnkKa COCToAHMA ceTeBbIX NOPTOB cpeAcTBamm 10 Sigum.

LLindppoBaHne B3aumogencTBus rno NPOTOKoNamM
MHTerpawum

LLindpoeaHume Tpacdumka no TLS TakKe BO3MOXHO UCMOSIb30BaTb MPU NOAKIIHOYEHUN
Ha nopTbl MHTerpaunin cepsepa CKY/[ — nopT REST APl 1 nopT uHTerpaLMoHHOro
npotokona OIF.

NHbopmaums o Heo6X0AMMbIX HACTPOMKAaX pa3MeLLEeHa B OTAENbHbIX
PYKOBOACTBAX A5 fJaHHbIX UHTerpauui.

LLndnorarie Tnaduka Mexw N\ KOMOOHSHTaMUA CUCTeMbLA0. TLS 20
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14.7.

| siGuR |

ImnarHocTrka COCTOSIHUA CeTEeBbIX MOPTOB CpeACcTBaMU
MO Sigur

Ecnu kakoi-nm60 13 nopToB cepBepa Sigur He MOXKET ObITb 3aMyLLEeH, TO B HUXKHEN
yacTun okHa N0 «KnuneHT» 6yaeT BbIBEAEHO COOTBETCTBYIOLLEE NpeAynpexaeHue.

Mpu HaxkaTun Ha NpeaynpexaeHne oTKpbiBaeTcst OKHO «COCTOSIHUE CUCTEMbI», Fae
oTOOpaXkaeTcsl TEKYLLUMI CTAaTyC CeTeBbIX NOPTOB cepBepa Sigur. s npocMoTpa
noapo6Ho MHhopMaLMn U COOBLLEHNIA 06 OLUIMBKAX MNOAKMOYEHNST HEO6X0ANMO
BblAENNTb HEOBXOAMMBIN MOPT B cnucKe. [N yTOYHEHMS MTPUYUNHDI
BO3HUKHOBEHMUS OLLUMOKM Bbl MOXKETe 06paTUTbCA B TEXHMYECKYHO NMoAAepXXKy Sigur.

Ha Tekywuin MOMEHT B fJaHHOM CMMCKe COAepXUTCA MHOpMaLMs O COCTOSTHUM
NMOPTOB NOAKJTHOYEHMS KIIMEHTCKUX paboymx MecT u nopTa uHterpaumm OIF.

[s] Tiparpamma ynpasnennn [Administrator] s R e e S fE ®
®aiin Mpaska CnpaBka
~ &t ® O T~ 4 Q B & o
" — . e =
B e e S|
B e et | e T G
3 _ MNopTel BezonacHoro nogknodeHus (TLS)
! Habriofenme I!‘Iop'r BUACOAPKMBE CEPEEPa *‘
HOPT KNWEHT CKUX I'\D,ElKJ'IK)HEHMI;\
¢ Il CTanaapTHEIE NOpTE NogKNYEHUA
u RECR MopT BUAEOEPXUBE CEPBEpa N :I
[MopT KnMeHTekux No gKknEHeHMi| :lz‘ ®
@ cuera jzl@
L -]
E MeHto :
1
4 TepcoHan :E|
e Pexumel Elz'
a OnpaeaaHAA Ex |
ﬁ ABTOMapK :l
I
u 3anABKK
MBS rocenvren
k4 Mouck: ‘ \ ‘ > |
|Owmbka 3anycka ceTesbix NopTOB cepBepa CKYIl. KNUKHUTe ANA Nony4eHns noapobHocTen.
OkHo «CocTosiH/e CUCTeMblI».
OnucaHue WHAUKAaTOPOB COCTOAAHUA CETEeBbIX NMOPTOB.
LiBeT uHaukaTopa Onucaxue
3eneHbIn [MopT ycnewHo 3anyLueH.
Cepbivi [MopT OTKAKOUEH B HAaCTPOMKax CUCTEMBI.
KpacHblii HeycnelwHasn nonbiTka 3anycka nopta. CM. TeKCT
oLmnbKm B 6noke «CocTosiHME» B IEBOW YacTW OKHa.
IIImrbpnn::umn Tpn¢|nvg MEM(IY KOMAOHEHTaMU-CUCTEMbBIAO TLS 21
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15. LLindppoBaHne Tpaduka Mmexxay cepesepom u
KoHTponnepamu no DTLS

B Sigur peanusoBaHo wudpoBaHue Tpaduka Mexay cepBepoM 1 KOHTponnepamu
no npoTtokony DTLS 1.2. ®yHKLMOHaANbHOCTb HE NIMLEH3UPYETCS U AOCTYMNHa B
6ecnnatHom Bepcum MO. MuHumanbHas Bepcusa N0 Sigur gnsa pa6otel DTLS —
1.1.1.17.

Mo ymonyaHuto wudporaHume aaHHbix no DTLS oTknitodeHo. B gaHHOM pasgene
onucaH npouecc HaCTPOMKU 3aLUULLIEHHOIO COeANHEHUA MeX Y CeEpBEPOM U
KOHTponnepaMun. HacTpoinka CUCTEMbI OCYLLLECTBIAETCA B [Ba aTana:

1. CospaHue npodunei wmdpoBaHus.
2. HasHaueHue npodunein KOHTpoiepaM n CEpPBEpY.

HacTpoiKy MOXXHO Npon3BoauTb € Ntoboro paboyero MmecTa Sigur, NOAKMOYEHHOMO
K Heobxoamumomy cepeepy CKY /.

15.1. Co3paHue npodpunein wngpposaHus

Mepen ycTaHOBKOM 3aIMPOBAHHOIO COEAMHEHUSI HEO6XOAUMO co3aTb Npodub
WwndpoBaHUs — NpaBMIIO NPeAOCTaBEHNS, MPOBEPKM U FreHepaummn cepTudmkaTos
KOHTponnepos. [1ns aToro:

1. 3anyctuTte MO «KnneHT» n nepengmute B MeHto «dain» — «<HacTporku» —
«Mpodwnnu wudposaHus».

2. HaxmMuTe KHOMKY «+».

3. B oTKpbIBLIEMCA OKHe BBeAUTE UMS I'IpOd)VI}'Iﬂ (HaBBaHVIﬂ HEe OOJDKHbI
I'IOBTOpFITbCFI) n Bbl6epl/ITe ero Tun:

= ABTOMaTHM4YeCcKM co3paHHbin npodpunb. Cepeep CKY[ co3gact
camonoanucaHHbIn kopHeBon CA-cepTUdMKaAT 1 ero NpuBaTHbINA KoY. OHK
6yayT NCNONb30BaTbLCA NPU reHepaumm cepTudmnKaToB A4S cepBepa u
KOHTPONNEPOB.

CepBep reHepupyeT npuBaTHble RSA-kntoum ctaHgapTa PKCS#8 6es
wudpoBaHUa ¢ gnnHoM Kntoya B 2048 6ut. Popmat Bcex cepTuduKaTon —
X.509 c anroputmMom noanucu SHA256. Cpok gencteus ceptudmkaTos — 3
ropa.

Lndporanue Tpaduka Mexay cepeepoM-U-KoHTpoaaepamu-no-DTLS 82
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* MNonb3oeaTtenbckuit npodunb. Heob6xoANMMO BpyYHYHO 3arpysnTb KopHeBoi CA-
cepTudmKar, a Takxxe cepTudukaTbl ANA cepBepa U KOHTPOJIEpOB.
MopaepxunsaroTcs:

* [puBaTtHble RSA-kntoum B popmate PEM ctaHpapTa PKCS#8 6e3
wudpoBaHua. [locTyn K NpuBaTHOMY KJIHOUY OcyLlecTBnsAeTcs 6e3 naponsi.
MopnepxueaemMas AfIMHa NpUBaTHOro Ktoya — Ao 2048 6ut
BKJTHOUYNTENBHO.

* CeptudukaTtbl B popmaTte PEM cTtaHgapTa X.509 ¢ anroputmMom nognucu
SHA256. 3arpyxaeMbliit cepTuduUKaT SOJHKEH COAEPXKATb pacLUMpeHne
Basic Constraints. Mone Subject 3arpy>xaemoro cepTudmkarta He JOMKHO
MOJIHOCTbIO coBnagathb ¢ nonem Subject CA-cepTudukaTa. Cpok AencTBus
cepTudmrKaTta He fOMKEH ObITb UCTEKLLNM.

Bbi6op Tvna npoduns wudpoBaHus onpeaenseTcsa TpeboBaHNSMU
NMH(OPMaLIMOHHOW 6e30NacCHOCTH Ha 06BbEKTE, HAaNIMYMEM LieHTpa cepTudukaumnm n
apyrumu daktTopamu.

4.1. Ecnun Heo6x0MM aBTOMATUYECKWN CreHEPUPOBAHHbIN NPOhUIIb, HAXMUTE

«[1pUHATbY.
Cozgate npoduns WndpoeaHua st
Wma npadwns; AETOMATHYECKM CO3AAHHEN NpOdMIs WidposaHUA
Tun npoduna: ABTOMATMYECKM CO3AEHHEIA NpodMnb j

[obasute CA cepTudMkaT: | (4er)

MpuHATE OTMEHUTE

CospaHue npoduns WwndposaHus.

4.2. lo6aBbTe NPOU3BONIbLHOE ONucaHue (ecnv TpebyeTcs) U 3aBepLUNTE CO3aHne
npoduns, HaxaB «OK». Mocne aToro 6yayT co3gaHbl KopHeBoi CA-cepTUdMKaT U
ceptudukat cepeepa CKY /L. CeptudmkaTbl 419 KOHTPOIEPOB reHepUpyroTCS
cepBepoM aBTOMaTMYeCcKu Npu npuMeHeHnn npoduns.

5| PegakTupoeanne HacTpoek

HafinoaeHHe

HacTpoliku npodwina

BHaeoHafnoaeHHe @ @
= 1Ma npodna: ABTOMETUHECKM COZAEHHBIA NPOPMS WHOPOBSHIA
Mepcotan ABTOMATHHECKM COSAEHHBIN NPODMME Thn npodmns: ABTOMATMUECKM COSAEHHSI MPOdnE

BECKOHTaKTHAA MABHTHHKALHA
BHOMETPHES

KopHegoii cepTidwikat: ByaeT cosAaH aBTOMaTHHECKK

PaCnazHABaHHE Ml CepTudwkaT cepeepa: BYAEST CO3A3H BETOMATHHECKN
Ackive Directary
ADYHE COnucaHne

BeCnpoBoaHblE SakkH
FoHkI

MOBTOPHLIE NPoX0Ak!
JONONHHTENEHEIE NApaMETPE
HTTPR{WEE)

‘WEE- AenervpoBaHHe
Mpasa onepaTopos
MpodiH WHpoBaHHa QSDP
HAEaumA

MpodHK WHbPOBAHHA

ABTOMaTUYECKU CreHepuUpOBaHHbIN Npodusb WindpoBaHus.

LLndpnorarue Tnaduka Mexw Ny cenerenoM I KoRHTnonnenamano DTLS 3
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| siau

R|

5.1. Mpw BbIGOpEe NONb30BaTeNbCKOro Npoduis He06Xo0AMMO CHavyana fo06aBuTb

kopHeBol CA-cepTudmkat. [Ins 3TOro HaAXXMUTE KHOMKY «...», BbI6EpUTE HY>XHbI
dann n HaxmuTe «pUHATb».

Cozgate npoduns WndposaHua

WrMa npodwmna;
Tun npodmna:

NofaenTe CA cepTHdMKET:

MNonb308aTENECKMA NpodnE

rootCA.crt

MpuHATE

MNonb30BaTENECKMA NPOGMIL WHMDPOBEHWA

OTMEHUTL

CospaHue npobuns WwndpoBaHus.

5.2. 3aTeM C NOMOLLBLIO KHOMKM «+» fo6aBbTe B Npodub wndpoBaHma SSL-
cepTuduKaTbl BMECTe C UX NPUBATHbIMU KNtoYaMn. Heo6xoanMo 3arpy3nTb OAUH
cepTuduKkaT gnsa cepeepa v No Of4HOMY cepTUdMKaTy ANA KaXKAOro KOHTponnepa.
Bce cepTtudukaTtbl 4OMKHBbI 6bITb NOANUCAHbI KOPHEBbLIM CA, yKasaHHbIM Ha
npeablayLwem aTane.

O6paTnTe BHUMaHWE: B KaYecTBe cepTudukaTa cepeepa aBToMaTUYeCcKn 6yaeT

MCMNosib30BaH nocnegHui CepTI/ICbI/IKaT B CNUCKe.

PepakTupoeaHue HacTpoek

HabintoaeHHe

BraeoHafinoaeqie

E-Mail

MepcoHan

BECKOHTaKTHEA HASHTHHKEUHA

EMOMETPHES

PacnosHagaHHe ki

Ackive Directary

APXHE

BEcnpog0aHEIE FamH

JoHE!

MOETOPHEIE NPoX0Ak!

A0NONHHTENEHBIE NADEMETPEI

HTTP(WEE)

WEB- AENerHpoBaHHE
lpaga onepaTopos
Mpodknk wHdposaHna DSDP
MHAMEELHA

Mporbine widposars

® O

[ABTOMaTHYECKM COSAEHHEIA NPOHIE W
Mone3oBaTenscMi Npodne wudposal

Hacrpoiiku npodwina

Ma npodmna:
TN npodmna:

KopHesoit cepTidmicar:

CepTudikaT cepsepa:

OnucaHne

Monsz0BaTeNsCaMiA NPOgWNE WHBPOBAHHA

MonezoBaTensCKMin Npodune

Subject: CN=Root,O=Internet Widgits Pty Ltd,5T =Some-State, C=AU
Valid before: Tue Mar 24 13:37:10 MSK 2025

Signature: SHAZ5awithRSA

Key: RSA

BYAET HaSHEYEH M3 CTMCKE NOAMMCEHHEIX CEPTHOUKETOE

®

Wma

loaeH ao CuruaTtypa Anroputh

N=cert-01, O=Internet ... [24map. 2036 .

[SHAZSEWIthRSA [RSA

N=cert-02, O=Internet ... |24 Map. 2026,

|sHA256withRSA lRsa

HacTpoiika nofb3oBaTenbckoro npohuns WmdbposaHus.

5.3. MNpwu HeobxoanMOCTM fobaBbTe onvcaHre Npodus u 3aBepLunTE ero
co3paHue, HaxkaB «OK». [Nocne aToro nocnegHui ceptudmKaTt B CIUCKE CTaHeT

cepTuduKaToOM cepBepa, a OCcTaslbHble OCTaHyTCs B Npodue As NocneayroLLero
NMPUMEHEHMS Ha KOHTPOJ11epbl.

CepTudmKaTbl KOHTPONNEPOB By AYT aBTOMATUYECKM yAansTbCs U3 Npoduns nocne
€ro NpYMeHeHUsi, BHe 3aBUCUMOCTM OT YCMeLHOCTH NonbITKU. B fanbHellueM Bbl

MOXeTe [06aBNSATb HOBble cepTUdMKaTbl KOHTPOJIIEPOB B NOJIb30BATENIbCKUIA
npodunb WndpoBaHus.

LLndpnorarue Tnaduka Mexw Ny cenerenoM I KoRHTnonnenamano DTLS
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6. MHdbopMaumto 0 cosfaHHbIX NPOGUIAX MOXKHO NMPOCMOTPETL NPY MOBTOPHOM

| siGuR |

Bxofe B MeHto «dann» — «Hactpoinku» — «[podunu wndpoBaHus».

5| Pegaktuposanme HacTpoek

HafinkoAeHHe

BHazoHaBN0AEHHE

E-Mail

MepcoHan

BECKOHTAKTHAA HASHTHIHKEUMA

BHOMETPHES

PaCnozHagEaHHe kil

Ackive Directary

APXHE

BecnposoaHkIs 3amkH

FoHkI

MOBTOPHbIE NpoX0Ab!

JONONHHTENEHEIE NApaMETPE

HTTP{WEE)

‘WEE- AenervpoBaHHe

Mpasa onepaTopos

MpodiknM WHpoBaHHa QSDP

HAEaumA

MpodHaK WHPOBEHHA

5| Pepaktwposanwe HacTpoek

HafintoaeHe

EHAEOHIGNK AEHHE

E-Mail

MepcoHan

BECKOHTaKTHEA HASHTHHKEUHA

BvomeTpHKa

PacnozHagEaHHe kL

Ackive Directary

APXHE

BecnposoaHkIs 3amkH

S0oHkI

MOBTOPHbIE NpoX0Ab!

JONONHUTENEHEIE NApaMETPE

HTTP{'"WEE)

‘WEE- £ BNerrpoBaHne

Mpasa onepaTopos

Mpodknk wkdposadna OSDP

MHAMEELHA

Mpodmnm whhposana

SOKYHEHTEI

® ©

ABTOMATIMECKI CO3ASHHBIT NpOdNb

HacTpoliku npodwina
Ma npodmna:
Tin npodmna:

KopHesoit cepTidmicar:

CepTudikaT cepsepa:

OnucaH1e

ABTOM3TUYECKH C03AEHHEIA NPodins WihpoBaHUA
ABTOMATWUECKM COZAEHHEIA Npodine

Subject: CN=CA,0=SIGUR

Valid before: Mon Mar 20 14:42: 15 MSK 2028
Signature: SHAZ5awithRSA

Key: RSA

Subject: CN=Endpaint,0=5IGUR

Valid before: Mon Mar 20 14:42: 15 MSK 2028
Signature: SHAZ5EWIthRSA

Key: RSA

ABTOMaTUYECKM CreHepupoBaHHbIN Npodusb WindpoBaHus.

® O

[ABTOMaTHYECKM COSAEHHEIA NPOHIE W
Mons3osaTensaui Npodine Wkbposa|

HacTpoiiku npoduina

Ma npodmna:
TN npodmna:

KopHesolt cepTidmkaT:

CepTudikat cepeepa:

Monsz0BaTeNsCaMiA NPOgWNE WHBPOBAHHA

MonezoBaTensCKMin Npodune

Subject: CN=Roat,0=Internet Widgits Pty Ltd,5T=Some-State, C=AL

Valid before: Tue Mar 24 13:37:10 MSK 2025
Signature: SHAZ5EwithRSA
Key: RSA

Subject: CM=cert-02,0=Internet Widgits Pty Ltd,5T=Some-5tate, C=AU

Valid before: Tue Mar 24 13:39:01 MSK 20256
Signature: SHA256withR.SA

Key: RSA
OTBA3aTh CEPTMGMKET CEpEEpa
Onucatmie
Mma FogeH Ao CurHatypa ANropHTH
N=cert-01, O=Internet ... 24 nap, 20267, [SHAZ5EWIthRSA =

Monb3oBaTenbckuii NPodub WKUGpPoBaHUS.

Mpu Heo6X0AMMOCTH NPOdUIb MOXHO YAaNUTb C NMOMOLLbIO KHOMKK «-». Ecnn
npodunb yXe HasHauYeH KOHTPOJIepy, NOABUTCS AONONHUTENbHOE
npeaynpexgeHue. MNocne yaaneHusa HazHauyeHHOro npopuna Heo6xoaAMMo

NpUMEHNTb HOBbIN WX BbINOSTHUTb C6QOC HaCTpoeK LIJVIQDQOBaHVIFl.

B nonb3oBaTenbckoM npodune AocTynHa KHonka «0TBs3aTb cepTudukat
cepBepa» — OHa UCMONb3YeTCA NPU 3aMEHE UM UCTEYEHUN CPOKa AeNCTBUA

cepBepHoro ceptTudukara. NMoapobHee cM. B pazgene «[puMeHeHmne npodunei

LIJVIQ)[_)OBaHVIFI».

LLndpnorarue Tnaduka Mexw Ny cenerenoM I KoRHTnonnenamano DTLS
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15.2.

NMpumeHeHune npodunen wndpoBaHus

CosfaHHbIN npodub WnhpoBaHUS HEOHXOANMO NPUMEHUTb K CEPBEPY U
KOHTponnepam. [ns aToro:

1. Nepengunte Ha BKNagky «06opyaoBaHme» M0 «KNneHT» 1 BbigenuTe B CNINCKe
TOYKY [OCTYMa, OTHOCALLYHOCA K HEO6X0AMMOMY KOHTposiepy. [1na MaccoBoro
NnpuMeHeHus Npoduns BblgeNnTe KaTanor UM HECKOJIbKO TOYEK AOCTyna B CMIUCKE
¢ nomolubto knasui Ctrl nnu Shift.

2. YbenuTech, UTO C KOHTPOJIIEPOM €CTb CBSI3b, a B ceTu paspeLléH obmeH UDP-
naketamu no noptam UDP 3305, 3306, 3307.

3. PackpoiiTe Bknagky «Mpodunb WndpoBaHUSI» U HAXXMUTE KHOMKY «M3MeHUTb
npodwnb TOYKKN JocTynar.

L] O ~ ~
iwg OBopynosanme [} (O] (O] T J (@] = B o
=) Mnase £ @ Obopyaosanwe CocTosmme: ECTb cos13b. HOpHMabHBI PEskiAM.

2 P :

o Apxe (2) Hacrpofia:
- Hab +- X CepeepHan (3) OcHoBHple  MPoduns WkdpoBaHa
abniogenne .
X Cenan (4) TexyuLwi npodune: He HasHauex
Mepconan

e Pexvmel
A Oxpana

E Apue

MzMeriTE npodins TOUKK AoCTYNE]

Oyetsl

Mpodunb wWndpoBaHUs He Ha3HaYeH.

4. B OTKpbIBLUEMCS] OKHE Bbl6epnTe HEOOXOAMMBIN NMpoduIb WKdpPOBaHUS U3
BblNajatoLero Cnmcka u HakmMuTe «[TpuMeHUTb».

M3menuTe npodune Todkk gocTyna >
MMA ToukM AocTyna CepuitHbiA Homep  TekyLuWia npodmns: Mpodune NpUMEHASTCA:
nasHEIn BX04 15087021
Apx1E 15087021
M3MeHMTE Npodmne TOYKKM AOCTYNE: Mone30EaTENECKMIA NPodHne WHEPOBaHMS j
CBpoc HacTpoek WihpPoBaHHA MPUMEHKTE OTHEHMTE

Bbi6op npoduns wudposaHus.
Mpodunb He 6yaeT NPUMEHEH, eCnu:

* CpoK AenCTBMSA KOPHEBOIO UM CEPBEPHOIO cepTuduKaTa eLlé He HacTynua.
* WcCTéK cpok pencTeus cepTudmkarta cepsepa. B aTom cnyyae oH 6ygeT yaanéx
n3 npodunsa. Ecnum 6611 BbibpaH Nob30BaTENbCKMI NPOPUAb LWKMPpPOBaHMS,

LLndpnorarue Tnaduka Mexw Ny cenerenoM I KoRHTnonnenamano DTLS 212Y
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cepsep NoAy4YuT nocneaHnn ceptudmkaTt U3 ocTaBLUMXCH B Npodune.
N3meHeHUsa NpuMeHATCA nocne nepesanycka cepBepHOro Moay ns.

NcTEK cpoK AencTBUA KOpHEBOro cepTudukarta. B aTom cnydyae 6yaeT yganéx
BeCb Npodunb WndpoBaHus.

B npodune oTcyTCTBYET CepTUdUKAT cepBepa UM KOHTpOJiepa.

Bo Bcex cnyyasx nosBUTCA MNOACHAOLLEe COObLLEHNE 06 OLIMOKE.

5. Cuctema Ha4yHET NpuMeHeHue npoduna K KoHTponnepy. Ha Bknagke «lMpodunb
WwundpoBaHUs» 0TobpasnTca MHbopMauus o NnpuMeHsemMom npodwune.

- n ~

OBopynosanne t‘l @ ']\ \Il CD B o ]

MnaHs! £ @ O6opyaosanwe CocTosHue: ECTb B3k, HopManbHEIR DEXiM,
[l [ naBHbii Bxop, (1)

< o Apxe (2) Hacrpoiiu:

¥ Cepsepran (3) Ocriosrcie  POOMNE WidpoBaHUA
Habnwoperne L% Cknan (4)
: TeRYILMI NPOQMNE! HET AaHHBIX

Mpodne NPMMEHAETCA: MoNb30BaTENBCKHI NPodNb WHbPOBaHHA
Mepconan

Fexnmel

Cxpana

Apxue

Ovetsl MzMeriTE Npodins ToUKK AocTyna)

MpumMeHeHue npoduna wndpoBaHus.

6. MNocne NpYMeHeHNs B MporpaMMe 0To6pasnTcs MHGOpPMaLMsa O TEKYLLEM
npodune wubpoBaHUA KOHTposiepa. B cnyyae npyMeHeHNs Nosib30BaTeNbCKOro
npodunsa ceptudmKaTbl ANss KOHTPONNIEPOB 6YAYT yAaneHbl U3 npoduns nocne
MOMbITKWU 3aM1CK Ha YCTPOMCTBO, HE3aBUCUMO OT pesysibTaTa.

a o

OBopysoBante [ [©] T™ J () = & o

s £ @ O6opynosanue Cocroste: ECTb caiab. HOpMansHIi peskin.
[l ' "B Bx0p, (1)

o Ao (2) HacTpofii:

. M Cepsepran (3) Ocrosreie  Poduns wndposanus
Habnwogenne % Cnan (4)
i Texywmid npodune: MNonbsoBaTensckuit npodines widposaxua

Mepconan
Peximel

Cxpana

Apxue

OTyetsl

Mpodunb WndppoBaHMA NPUMEHEH.

Ecnu npu npuMeHeHun npoduns BOZHUKHET OLLNGKa, cUCTeMa BbiBeaeT
COOTBETCTBYtoLLEee cooblieHne. Hanprumep, oinMbKa MOXEeT BO3HUKHYTb M3-3a
ceTeBbIX Npo6sieM (3aKpbIT HEO6XOAUMBIV MOPT) UKW €CNU B NONTb30BaTENIbCKOM
npodune WnbpoBaHNa He XBaTUIIO cepTUDUKATOB A5t BCEX BbIBPAHHbIX
KOHTPO1epoB.

LLndpnorarue Tnaduka Mexw Ny cenerenoM I KoRHTnonnenamano DTLS 7
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n o

;T-; OBopyaosame B ® © T ¢ Q B & o
E‘ Y =~ obopynosanue Cocrostme: EcTb cassb, HopransHeiit pesm,

o [Fap—e) )

i on Apaus (2) Hactpaliia:
‘ Ha, i~ ¥ Cepsepuan (3) OcroBrsie  MPodMne widposaHna

abniogeHnz
% Cunan (4) Tyt npoduens: Het e
Mponsowna ownbika Npu NpumeneHn npoduna

# Mepcowan
e Pexunel
B Oxpawa
-~
5 Apxus
o~
B Oreera

VI3MEHWTE NPOtE TONKM AOCTYNE

OwwmnbKa npu npUMeHeHun Npoduns.

Mpu HEO6XOAMMOCTH Bbl MOXETe NPUMEHUTb ApYyroi Npodusb WndposaHus.
MOBTOPHO NPVMMEHUTb TOT XK€ NPodUb K KOHTPONNIEPY, KOTOPOMY OH YXKe
Ha3HayeH B faHHbIl MOMEHT, HEBO3MOXHO.

Ecnu cpok pencteus ceptudmkaToB B NPUMEHEHHOM npodunie UCTEK, HOBbI
NpodnIb MOXXHO NPUMEHNUTb TONbKO Mocre cépoca HacTpoek WndpoBaHus.
UckntoueHne cocTaBnseT criyyam UCTeYeHUs Cpoka AencTBua cepTudukaTa
cepBepa B Nosib3oBaTeNibCKoM npoduine wudpoBaHus. [1nsa ero sameHbl OTKPOUTE
pasgen «Pann» — «<HacTpoiku» — «Mpodunm WndbpoBaHUS», BbIGEPUTE HYXHbIN
npodwunb 1 HaxXMuTe KHonKy «OTBA3aTb cepTudmkKaT cepeepar. [locne aToro
cepTuduKaT BEPHETCA B 06LLMIA CMCOK. Y aanuTte cTapbln cepTudukar, fob6aBbTe
HOBbI M COXpaHUTE N3MeHeHUst KHorMKon «OK». HoBble HaCTPOMKKU BCTYNAT B CUNY
nocne nepesanycka cepBepHoro Moayns.

15.3. Mopsaaok B3aMMoAenCTBUA cepBepa U KOHTPOJ/1epoB

Mo ymonyaHuo KOHTposiepbl 06MEHMBAKOTCA faHHbIMU C CEPBEPOM 6e3
wndpoBaHus no nopty UDP 3305. Bo Bpemsi nepBOro npuMeHeHunst npoguns
WwindpoBaHUA Ha KOHTPOJIEP NepefatoTCs ero NpMBaTHbIN KoY U cepTudmkaTt B
HesalndpoBaHHOM BUE.

YT06bl MCKNHOUMTB PUCK NepexBaTa cepTUdMKaTOB U NPUBATHBIX KHOYEN

KOHTPOJ/1ePOB, HEO6XOANMO 06eCcrneynTb M30/IMPOBAHHOCTb CUCTEMbI MPU
nepBoHayvasnbHOI 3arpyske npodunei wWindposaHus.

Mocne nonyyeHns npoduns WNPpoBaHMUA KOHTPOJIEpP NbITaeTcsA NOCTPOUTb
TectoByto DTLS-ceccuto no nopty UDP 3306 cepBepa.

B cnyyae ycnexa npodunb WndpoBaHMsa CUMTAETCH NPUMEHEHHDBIM, U AalnbHelLlee
3alUMLLEHHOE B3aUMOAENCTBUE C cepBepPOM ocyLecTBageTca no nopty UDP 3307.

Llndnoranue Tnaduka Mewny cenrenomM U KodTnonnepamuno DTLS 88
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15.4.

Ecnu TecToBas ceccusl He 6yeT yCTaHOB/EHA, 0OMeH JaHHbIMU MPOAOIHKUTCS B
npexXxHem pexume: 6e3 wngpoeaHusa no nopty UDP 3305 unu ¢ ncnonbsoBaHuem
npeablaywero ceptudmkara.

Mpy n3mMeHeHun Npoduns WNdpPoBaHUS KOHTPOJISIEPA HOBbIN CepTUdUKAT U KoY
nepeparoTcs Mo paHee 3aWMppoBaHHOMY KaHay CBA3M.

Cépoc HacTpoek wudpoBaHUa U nepexopn Ha
He3alW,uLW,éHHOEe coeaUHEeHne

[ns nepexofa Ha HesalWMLWEHHOE coeiMHEHe HEO6X0ANUMO COPOCUTb NPOdUIb
lWnMdpoBaHUA Kak Ha KOHTpOepe, Tak U Ha cepBepe. C6pOC MOXKHO BbIMNOJHATL B
NO60M nopsiake.

YT06bI COpOCUTL NPOPUb WNPOPOBAHUA Ha KOHTPOJINEPE, HEO6XO0AUMO BbINONHUTD
c6pocC M NOBTOPHYHO HACTPOKY ero IP-napameTpoB. [Moapo6HYH NHCTPYKLIUIO CM. B

PYKOBOACTBE Ha COOTBETCTBYIOLLYHO MOJEeJIb KOHTPOJ1J1epa.

Lnsa cépoca npodunsa Ha cepBepe:

1.1

epenanTe Ha Bkagky «O6opyaoBaHue» MO «KnueHT» 1 BblgenuTe B CUCKe

TOYKY AOCTYMa, OTHOCSILLYHOCS K HEO6X0AMMOMY KOHTposiepy. 1 MaccoBoro
cbpoca npodunen BbiaenmMTe KaTanor Uin HeCKOIbKO TOYeK AOCTyna B CMIUCKE C
nomoubto knasuw Ctrl unu Shift.

2.P
npo

3.B

4.1

ackpoiite Bkiaaky «Mpodunb WndpoBaHUS» U HAXMUTE KHOMKY «M3MEHUTb

d)VIJ'Ib TOYKW AOCTyna».

OTKpbIBWEMCA OKHE HAXXMUTE KHOMKY «C6pOC HaCTpoeK UJI/ICI)pOBaH na».
MzmenuTe npodune Toukkn 4octyna >

MMA Toukm gocTyna CepuiHblll HoMep  TeKywMiA npodwnk: MpodunG NPMMEHAETCA:

naBHeIi BXOa 15087021 MoNb30EATENCKMEA NpOdNG LWKMBPOBaHUA  |HET AaHHEIx

Apx1E 15087021 MoNbL30EaTENCHMA NPODMNE WMPPOBAHMA  |HET DaHHEIX

M3MEHUTE Npodine TOYKK AOCTYNA: Monb30EaTENLCKMA NPpodMnE WidpoBaHMA j

COpoc HaCcTpoer WHHpPoBaHKA MprMEHUTE OTMEHWTE

C6poc HacTpoeK WndpoBaHus.

oaoTBepauTe C6pOC, HaxaB «[la» B OTKpbIBLLEMCA OKHE.

TpebyeTca nogTEEpHAEHNE >

S i
'e. ¥ cepeepa ByaeT yaaneHa BcA MHPOPMAELMA © LUNGPOEAHUK BEIBPaHHEIX TOYEK 4OCTYNE,
3T MOMET NOBAEYE NOTEQHD CEAZN, B CNYYAE ECAM HA KOHTPOIEPE YCTaHOBNEHD WndposaHne, Bol yeepenel?

He‘r

MoaTBepXxaeHne copoca.

LLndpnorarue Tnaduka Mexw Ny cenerenoM I KoRHTnonnenamano DTLS
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16. MOHUTOPUHI COCTOSIHUA KOHTpOJI/1Iepa C
ucnonb3sosaHnem SNMP

KoHTponnepbl Sigur npefocTaBAArOT BO3MOXHOCTb OTC/IEXMBATb UX COCTOSIHWE C
nomoLubto npotokona SNMP.

KoHTponnepbl Sigur MoryT coobuiaTb cneayrowme napameTpbl:

* CEepuKrHbIA HOMEP KOHTpONNepa;

* JloKasibHas AaTa 1 BpeMms;

* BHYTPEHHsIi TemrnepaTypa KOHTPONNepa;

*  HanpsbKeHue NUTaHUSI KOHTPOsNepa;

* cocTosiHne OSDP cuuTbiBaTenen (Tonbko KOHTponnepbl E2 u E4);

* COCTOsiHMe wWenda NoXKapHOM CUrHanM3aumm;

* COCTOSIHME UCTOYHMKA NUTaHUSI KOHTPONepa;

* cocTosiHue BHewHen AKB (Tonbko KoHTponnepbl E2 u E4);

* COCTOsIHME JaTyMKa OTKPbITUA Kopryca KOHTPONepa;

* COCTOSIHME BXOAHbIX/BbIXOAHbIX MOPTOB (KOHTAKTOB) KOHTpOJ/epa.

Tak>xe KOHTponnep MoXeT nepefatb o SNMP npoTtokony Trap-coobLieHue ¢
NHpOpMaLMen O CreayroLmnX COObITUSIX:

* cpabaTbiBaHWe NOXAapHOM CMrHanm3awmy;

*  BbIXOZA, HaMpPsXXeHUA NMUTaHMA KOHTpoJiepa 3a npeaenbl HopMasbHbIX
3HaYeHuN;

* OTKpbITME KOpMnyca KOHTPOepa;

* M3MeHeHWe TUNa NuTaHus KoHTposnnepa (ot cetn/oT AKB);

* noteps cBa3u ¢ OSDP cuntbiBaTenem (TonbkKo KOHTposnepbl E2 n E4);

*  UWHble 3aperncTpupoBaHHbIe KOHTPOIepOM CO6bITUS (haKTbl NPOXOL0B,
3anpeToB AO0CTyna, TPeBoru u np.).

Ons HacTtpoiku SNMP 1 MOHUTOpMHIa NnapaMmeTpoB YCTPOUCTB MOXHO
ncnosnb3oBaTb creynannanpoBaHHble MHCTPYMEHTDI, Takue kak SNMP Manager,
Nagios, Zabbix, Cacti, Icinga. OHM npegocTaBnAOT yA06HbIN MHTepdenc ans
HacTPONKKM U MOHUTOPUHIra SNMP.

MouuTonuur cocTogra KouTnonnena cuucnons3oeariaenm SNMDP an
Lt Lt Lt
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16.1. HacTtpouka B3aumopeuncteus no SNMP

16.1.1. HacTpoiika KoHTponnepa

Lns obecneyeHns Bzaumonenctena no npotokony SNMPv3 Heob6xoamMmMo NpoBecTur
HaCTPOWKY KOHTpoJiepa B nporpamme «YnpaBfieHMe cepBepoM»: 3aAaTb UMS
nonb3oBaTess, Naposib aBTopM3auumn n WndpoBaHus, NOPT NOAKITHOYEHNS.

MMs nonb3oBaTesis 1 naposib aBTopmsaumm no3sonaroT areHTy SNMP npoeepATb
NOAJIMHHOCTbL 3anpocoB oT MeHeaxepa SNMP 1 onpefenaTb, UMeeT nn
nosib3oBaTesNb NPaBO BbIMNOJIHATL ONpeAenéHHble aencTeus. Maponb wudpoBaHus
obecneynBaeT KOHOUAEHLMANBHOCTb AaHHbIX, NepefaBaemMbiX MeXAY
MeHeaKepoM n areHToM SNMP.

Mo ymonyaHuto UDP-nopT, Ha KoTopblit SNMP-MeHemkep 6yaeT oTnpaBnsiTbh
3anpoc Ha nony4yeHue napamMeTpoB KOHTposnepa — 161.

OTnpaBka Trap-coobLleHunin OT KOHTposniepa Sigur ocywecTtenseTcs no SNMPv2.
3aecb HeobxopmMmo ykasatb IP agpec SNMP cepBepa, KOTopbi 6yfeT nonyyaTtb OT
KOHTponnepa Trap-CoobLLEHUS.

Mo ymonyaHuto UDP-nopT SNMP-MeHefxepa, Ha KOTOpbI KOHTPOep byaet
oTnpaBnATb trap-coobueHns — 162.

ANroputM HacTPONKU KOHTPOJI/Iepa ANSl B3aUMOAENUCTBUSA Mo npoTokony SNMP.

Ha Bknagke «<HacTponka yCTpOMCTB» MOXHO NMPOn3BOANUTb HAacTponky SNMP-
napamMeTpoB KOHTpOJ1epoB Sigur.

[ns 3Toro HeO6X0A4MMO HaxkaTb KHOMKY «HacTpouTb IP-ycTpoicTBa.

¥npaeneHWe CEPEEPOM CHCTEMBI Sigur — >

CocToAHwe Basa naHHeix  HACTPOWKS YCTPOWCTE  BesonacHocTe [opThl  CEpPBWC 33ABOK
HacTpolika IP-ycTpoicTE

HacTpouTe IP-ycTpoiicTEa

Bknapka «HacTponka ycTponcTB».

MouuTonuur cocTogra KouTnonnena cuucnons3oeariaenm SNMDP a1
Lt Lt Lt
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B oTKpbIBLUEMCS OKHe Bbl6paTb M3 cnucka koHTponnep CKY [, napameTpbl
KOTOpPOro Heo6xoAMMO oTcneanTb. HaxaTb Ha KHONKY «M3MeHUTb NnapameTpbl».

Hacrpo#ka IP-ycTpoicTs X

HaligeHHble B ceTW IP-ycTpoiicTea

CeTeBble NapaMeTphl YCTPOHCTEA

MAC appec IF appec
02:00:00:84:28:87 169.254.136.40 MAC anpec: |02:00:00:DA:F4:FC
02:00:00:DA:F4:FC 169.254.253.244

IF agpec: | 169.254.253.244
UDF nopt gaHHen: (3305
Macka ceTu: |255.255.0.0
LWntoz no ymondaduo: |0.0.0.0

Afpec cepeepa: | 160.254.141.213

MZMeHWTE NapaMeTpel

JobaenTe HoBOR YCTpOACTBO

oK

OKHO HacTpomnKu IP-ycTponcTB.

B npaBoit YacTu OTKpPbIBLUErOCs OKHA HEO6XOANUMO HAaCTPOUTb PEKBU3UTDI
noakatoveHns BHewHen cnuctembl SNMP K KOHTponnepy.

Hactpo#ka IP-ycTpolcTBa

X
CeTeBble NapamMeTpsl yCTpoiicraa Hacrpoiiku SNMP
MAC agpec: To2:00:00:0A:F4:FC |
[ BrntoueHne SNMPV3
VcnonbzoeaTs DHCP
WMA nonszoeatens: Sigur

IP agpec: 169.254.253.244
UDP nopT iaHHepc B305 | Maponk aeTopuzaunn (SHAL): essss
Macka ceTu: 255.255.0.0 Napone WkpposaHua (AES): |sssss
W3 No yMonYaHu: 0.0.0.0 Mopr: 161
[] Nenyuats agpec cepeepa CKY/ no DHCP (] Brnrouenne SNMPV2 trap
Cepeep CKYA zanyLeH IP agpec SNMP cepeepa: 0.0.0.0
© +a sTom komnboTEpE, MopT: 162

WHTEpEEAC CBAZH: 169.254.141.213 ~
() wa apyromM koMnbHOTEPE,

uMetowem IP agpec: [o.0.0.0 |
TekyLWwnii naponk: [ |
(] MamenuTs napons
HoBblii: | |
MNoeTopuTe: | |

oK OTMeHa
OkHo HacTpoiku SNMP.
I\/Inuurrr\'r_wlur COCTOSHUG-KOHTPOANEPA-CUCAOAL30BAHUEM SNMP Q2

peknama
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BknioyeHne SNMPv3.

| sicur

1. NapameTp «MMsi nonb3oBaTens» ykasblBaeT UMsi, KOTOpoe byfeT
MCMONb30BaTbLCA A/1s ayTeHTUDUKALMM NPY MOAKIHOYEHUN K KOHTPOJINEPY.
3HauyeHne NapamMeTpa Mo ymMosiyaHuto — Sigur, Ho Npu He06X0AMMOCTHU ero

MO>XHO 3aMEHUTDb.

MapameTp «Maponb aBTopu3auumn (SHA1)» — 370 Naponb, UCNONb3yeMblii Afs

ayTeHTUdMKaLMKM nofb3oBaTesieil. 3HayeHne napameTpa no yMoa4aHuo
- sigur, HO NpK HEO6XOAMMOCTM €r0 MOXHO 3aMEHWUTD.

MapameTp «Maposb wndposaHusa (AES)» — 3To naposib, UCMONb3yeMbli ANis

WwndpoBaHUs faHHbIX, NepefaBaeMblX MeXAy yCTporhcTBaMu. 3HaueHne
napameTpa rno yMon4aHuo — sigur, HO Npu HEO6XOAMMOCTU Er0 MOXHO

3aMEHUTb.

MapameTp «MopT» onpeaenseT UDP-nopT SNMP-areHTa (KOHTponnepa), Ha

KoTopblit SNMP-MeHekep 6yaeT oTNpaBisATb 3anpoc Ha NnosiyyeHue
napamMeTpoB KOHTpoJfiepa. 3HayeHne napaMeTpa no ymondyaHuio — 161.

Hacrpoiika IP-ycTpoiictea

CeTeBblE NAPaMETPLI YCTPOIICTIRS

MAC agpec: 02:00:00:DA:F4:FC |

lcnonbzoeaTs DHCP

Hactpoiikn SNMP

BRAtIUeHMe SNMPV3

P anpec: 169.254.053.244 MMA nonb3oBaTens: Sigur
UDP nopT AaHHbix: B305 | Maponk aeTopuzauuk (SHAL): esess
Macka ceTu: 255.955.0.0 Napone wWkpoeaHua (AES): |(essss
LUNHZ NO YMONUYaHK: 0.0.0.0 Mopr: 161
() nonyuate agpec cepeepa CKVA no DHCP (] Brniouerne SNMPY2 trap
Cepeep CK¥Y/ zanyLleH IP agpec SNMF cepeepa: 0.0.0.0
© Ha aom komnsroTepe, MNopT: 162
uHTepdelic cenzu: 169.254.141.213 v
() Ha apyrom KomnbioTepe,
uMerLlem IP agpec: [o.0.0.0 |
TekyLLmii napons: [eeene |
[] wamenuts napons
HoBblii: | |
MNoeTopuTe: | |
OK OTMeHa
Hactpoiika SNMPV3.
MOHUTOPUHE-COCTOSHUS-KOHTPOAASPa-C-UCAOAL30BaHMeM-SNMP a3
pexnama
KDADC MakcumasibHO HagéxHoe poccuiickoe obopygosarne CKY/ - COT - OC - UICb www.kodos.ru



PykosoacTBo agMuHucTpaTopa M0 Sigur

16.1.2.

BkntoyeHne SNMPv2 trap.

1. 3apatb IP-agpec SNMP cepBepa, C KOTOPbIM BYAET OCYLLECTBNSATLCS
B3aMmMogencTBume.

2. MapameTp «[MopT» onpegensier UDP-nopT SNMP-MeHepykepa, Ha KOTopbIn
SNMP-areHT (KOHTponsiep) 6yaeT oTNpaBAsATb trap-Coo6LEHNS. 3HaUYeHNe
napameTpa rno ymonyaHumwo — 162.

Hacrpoiika IP-ycTpoiAcTEa
CeTeBble NapameTpsl YCTPOHCIRA Hacrpoiikn SNMP
MAC agpec: [p2:00:00:DA:F4:FC |

BKnkoueHKE SNMPY3
Mcnonb3oBaTs DHCP

IF agpec: 169.254.253.244 s nonk3osaTen: Sigur
UDP nopT ganHsc: |33DS | Naponb aeTopH3aunun (SHAL): essse
Macka ceTh: 255.255.0.0 Naponb wuhpoeaHua (AES): essss
LWnk3Z NO yMOAYaHKHD: 0.0.0.0 Mopr: 161
() nonyuate agpec cepeepa CKYA no DHCP Brnrouenne SHMPV2 trap
Cepeep CK¥/[] zanyLied IF agpec SNMF cepeepa: 169.254.141.213
© va 3tom kounkioTepe, Mopr: 162

WHTepdelic CBA3M: 169.254.141.213 ~
() Ha apyrom KoMnbHTEpE,

WMetwen IP agpec: |IZ| 0.0.0 |
Tekywmii naponk: [sooes |
(] vamenuts napons
HoBRIii: [ |
MNoeTopuTE: | |

oK OTMeHa

Hactpoiika SNMPVv2.

Mocne 3aBepLueHnst HacTporiku SNMP, B neBoli YacTu OKHa HEO6XO4MMO BBECTU
Tekywumii naponb (Mo yMonyaHuto — sigur), HaXxxaTb KHOMKY «OK».

HacTtpoika cuctembl Zabbix

3arpy3ka MIB-¢aitna u wabnoHa Sigur.

| siGuR |

MIB-dain n wabnoH Sigur gnst HAaCTPONKM NapaMeTPOB A/ MOHUTOPUHIa B Zabbix
MOXXHO cKauyaTb ¢ caiTa Sigur Ha cTpaHuue «[naBHas / CkayaTb AUCTPUOYTUBBI» B

pasgene «[poyee».
3arpys3ka MIB-¢aina.

Mepep Hayanom paboTbl HEOH6XOAUMO YCTaHOBUTL M NoaknounTe MIB dain k
Zabbix. NMoppo6Han MHCTPYKLMA KaK 3TO cAenaTb OnucaHa B pasgerne
«MIB dannbi» PykoBoacTtsa no Zabbix.

MouuTonuur cocTogra KouTnonnena cuucnons3oeariaenm SNMDP
Lt Lt Lt

aAa

KO4a0C

MakcumasibHO HaaéxHoe poccuiickoe obopyaoBaHne CKY/ - COT - OC - ICb

peknama

www.kodos.ru


https://sigur.com/download/
https://www.zabbix.com/documentation/6.0/ru/manual/config/items/itemtypes/snmp/mibs

PykoBoacTtBo agMuHuctpaTopa N0 Sigur ‘ S I G U R ‘

3arpy3ka wabnoHa.

BMecTo Toro 4To6bl HacTpamMBaTb KaXAoe YCTPOMCTBO OTAENIbHO, MOXHO 3arpysuTb
WwabnoH Sigur, KOTOPbIV onpeaensieT, Kakue MeTPUKM U NapaMeTpbl HEOH6XOANMO
MOHUTOPUTb AJ1 KaXKA0ro Tuna ycTponcTB. MNonb3oBaTeNbCKuin WwabnoH Sigur

COAEPXXUT NpefBapuUTENbHO CKOHOUIYPUPOBAHHbIE 3/IEMEHTbI MOHUTOPUHIA,
YyCNOBUSA TPUITEPOB U HACTPOMKMN yBEAOMIIEHUNA.

Monb3oBaTenbCKMii WabnoH Sigur He06XoAMMO MMMNOPTUPOBaTb B Zabbix. [Ans
3TOro B NpaBoOW YacTu OKHa NporpamMMmbl Bbi6epuTe «LLlabnoHbl» — «MMnopT»:

ZABBIX

OKHO 3arpysku wabnoHa Zabbix.

Wmnopt

* MiMnNopTUpOBATE dain | Bribepute thaitn | sigur_template.yaml

PacLUNpEHHLIE ONLMK

Mpasuna

All ~

MmMnopT waénoHa.

Mocne aToro Ha BkNagke «LLlabnoHbl» NoABUTCA Nob30BaTeNbCKMIA WaboH Sigur:

LaBnoHs!

Ce e .

Nphcoegpwestuie watnons Bibpars Copgeppor -

v [ sigur {obasme
Nocrasuyw

Bepois

Monb3oBaTenbCckuit WabnoH Sigur.

[anee MOXHO nepexoanTb K Ao6aBneHNIO y310B ceTu (KOHTponnepoB Sigur).

MouuTonuur cocTogra KouTnonnena cuucnons3oeariaenm SNMDP
Lt Lt Lt
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Llo6aeneHue y3noe cetu (KoHTponnepoe Sigur).

B neBoit yactu okHa nporpammbl Zabbix BbibepuTe BKIagKy «Y3sbl CETU» U
Ha)XKMUTE Ha KHOMKY «Co3gaTb y3en».

Yanbl ceTH

Co3spaHue y3na ceTu.

MapameTpbl y3na ceTu.

B nosiBuBLUEMCA OKHe HEO6XOAUMO 3ajaTb OCHOBHbIE NapaMeTpbl KOHTposiepa:

1. WmsaA ysna ceTu — 3TOT NapaMeTp oTpa)KkaeT HaMMEHOBaHUE KOHTPosnepa
BHYTPW cuctemMbl Zabbix.

2. BupauMoe UMs — UMs Y313, 0TOGPaXKaemMoe B OKHe MOHUTOPUHIa YCTPOMCTB.
3afaBaTb AaHHbI NapaMeTp Heo6si3aTeNbHO.

HoBhblit yaen cetn

Ysencetw IPMI Tern  Makpocel  MueewTapuzauwa  Ludpoeaswe  TMpeofpazosaxue sHAYEHWA

* MmA yana ceti | Test controller

Bugvmoe ums | T

[NELL LI SIGUR controllers SNMP X Buifipart

R 10U RN LR SIGUR Controllers X Buifipatt

WHTeppeiicsl  VikTepdencsl k
HasHayeHune nmenun y3na ceTu.
3. LWa6noHbl — Nonb3oBaTeNbCKUIA LWABMOH, KOTOPbIV BYAeT 3aKpeniéH 3a 3TUM

y3710M ceTu. 3aecb Heo6X0AMMO 3aaTb NpPeABapUTENbHO 3arpy>XXeHHbIN
nosib3oBaTesIbCKuMIA WabsoH Sigur:

LLabnoHbI
Tpynna wabnona |EElElNERe I Bribpats
D R

SIGUR controllers SNMP

Bbl6op Mosib3oBaTeNbCKOrO WabioHa Asl y3/a CeTu.

MouuTonuur cocTogra KouTnonnena cuucnons3oeariaenm SNMDP [o12
Lt Lt Lt
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JAN

Fpynnbl y3noB ceTu — 3a/jaéM rpynny, K KOTOpoi 6yfeT NpuHagnexaTtb

| sicuR |

KOHTponnep. Bce npaBa goctyna B Zabbix Ha3zHauatoTCsA Ha rpynny y3noB ceTy,
a He MHAUBMAYaNbHO Kaxaomy yany. MNoaToMmy ysen ceTu (KOHTPOoiep) AOMKeEH

npuHaasiexxaTtb XoTA 6bl oAHoM rpynne.

5. WHTepdeiicbl — 3aaéM MHTephENC MOHUTOPUHIA COCTOSIHUSA Y3/10B CETH, B

Halem cnydae — SNMP.

HoBbliii y3en cetn

¥Ysencemm IPMI Term  Makpocel  WHi ny

* WmA yana cetn ‘ Test controller |

Bugumoe uma ‘ Test controller |

[EW WEl| SIGUR controllers SN
HauHWUTe neyaTark AR noncka

‘ Beifpats

RN T SIGUR Controllers X
HaUHWTE NeyartaTe 4NA noucka

‘ Buifpate ‘

WHTeptheiickl  WHTepheickl He 3aaHk!

Onucanne AreHT
SNMP
JMX
IPMI

HabniogeHme yepes m Mpokcn Tpynna npokcu ‘

AKTUBHDOBAHO @

HasHauyeHue nHTepdeinca MOHUTOPUHTa.

Lanee HeobxoaumMo 3agaTb napameTpbl SNMP:

= IP agpec KoHTpoOnnepa;

* [MopT - 161 (3HaYeHWe No yMONYaHuo);

* Bepcusa SNMP — SNMPv3;

* Wmsa KoHTekcTa — Sigur;

*  Wms 6e3onacHocTu — Sigur;

* T[lpoTtokon ayteHTudumkauum — SHAT;

* T[laponb ayTeHTudmKauum — sigur123;

* T[lpoTokon 6esonacHocTn — AES128;

* Knroyeas hpasa 6e3onacHocTy — sigur123.

MapameTtpbl SNMP B nporpamme Zabbix fomkHbI COOTBETCTBOBATb
napamMeTpam, 3agaHHbiM B 10 «YripaBneHue cepBepomM» Ha
Bknaake «HacTtpovika IP-ycTponcTtBs».

MOHUTODUHE COCTOIHIAG KOHThOOAena. cacnonsL308aK1emMm SNMP.
Lt * Lt
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Y3en cetn

Yaenceth IPMI  Tern Makpockl  MHBeWTapuzauMA  Wuadipoadwe  MpeoGpasoBaHuie HaUEHWR

* VIMA yana cetv | Test controller

Bugnmoe uma | Test

Wabnoxel Kms [JeicTeue
SIGUR controliers SNMP OTcoeAnHUTE OTCOBAMHWTE W OUACTHTL
Beibpats
* pynmisl y2nos ceTn BuIBpars
Wutepthedcs! Tun  IP agpec DMS nmA of Topr e e
SNMP | 172.19.32.48 n DNS 161 ()

* BepcuA SNMP | SNMPv3 bd
Makc. KOn4ecTBo NOBTOPEHHIA e 10
Wma koHTexcTa | Sigur
VMR BesonacHocTk | Sigur
¥poseHb BeaonacHocTh | authPriv v
MpoTokon ayTeHTngmeaymn | SHAL v
Mapons ayTeHTutukauMy | sigurl23

Mpotokon BesonackocT | AES128 b

Kniueean (hpaza BesonacHocTH | sigurl2a

| cnone3oBaHme 0fLEMHEHHBIX 3aNPOCOR
OobBasuts

OnucaHue

O6HoBUTE | Knoxnposars ‘ | Ypanus | | Ommena |

HasHauyeHue napameTpoB SNMP B Zabbix.

HacTporka y3na ceTu 3aBepLueHa.
MpoBepka NOAK/IOYEHUA KOHTpoANepa.

Tenepb MOXHO NPOTECTMPOBATb NoAKJoUeHne KoHTponnepa CKY [, utobbl
y6eanTbCs B KOPPEKTHOCTM paboTbl CUCTEMbI MOHUTOPUHIa. B nporpamme Zabbix
€CTb MHCTPYMEHTbI, KOTOPbIe NO3BONAKT MPOBEPUTbL CBA3b C YCTPOUCTBOM U
Nosly4YnTb MHOOPMALMIO O ero COCTOSHUMU.

[ns aToro nepenanTe Ha BKNaaKy «cMOHUTOPUHI», HaNWULWWKTE B NMOUCKE UMS
KOHTpOJI/Iepa U HaXMUTE KHOMKY «[pUMEeHUTDb».

Y3nel cetn

MpoBepka NoaKAYEHUS KOHTpoepa K cucteme Zabbix.

MOHUTODUHE COCTOSHUA KOKTROAASNA C MCAonL20RaRueM- SNMP Qa8
L Ld L

peknama
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B konoHke «CocTosHMe» 6yAeT yKasaHOo TeKYLLee COCTOSIHUE COefIMHEHNS], a B
KOJIOHKE «[JOCTYNHOCTb» 6YAET HArNs4HO NoKa3aHo LIBETOM, €CTb /X CBA3b C
YCTPOMCTBOM MO A@HHOMY MPOTOKONY:

3€eN1EHbIN — CBA3b eCTb;
KpacCHbI — CBSI3W HET;
Cepbll — HENM3BECTHO.

16.2. MOHUTOPUHI COCTOSIHUA KOHTpPOJIJZIepa B NporpaMmme
Zabbix

KoHTponnepbl Sigur nogaep>XXuBatoT paboTy ¢ CUCTEMON MOHUTOpUHra Zabbix no
npotokosy SNMP. [NpoLecc MOHUTOPUHIa COCTOAHUA KOHTpOJ11epa CUCTEMON
Zabbix no npotokony SNMP BkritoyaeT cnegytowme warm:

1. HacTpovika koHTposnepa B kayectBe SNMP-areHTa. Heo6x0a4nMo HacTponUTb
SNMP-areHT, KOTOpbIV 6yAeT cobupaTth 1 NepegaBaTb MHPOPMALMIO O CBOEM
COCTOSIHUM B CUCTEMY MOHUTOPUHTa.

2. CospaHne SNMP-ycTpoiicTs B Zabbix. B cucteme MoHUTOpmHra Zabbix Hy»KHO
co3faTb HoBble SNMP-ycTpoiicTBa (Y3nbl CeTU) AN KaXXA0ro KOHTpossiepa
CKYA. insa sToro Heo6xoauMo ykasaTb |IP-agpec unum nms xocta KOHTponepa,
a TaKxxe apyrve napameTpbl HacTporku SNMP.

3. OnpepeneHune napaMmeTpoB MOHUTOPUHIa. Hy)kKHO onpepenuTb, Kakune
napamMeTpbl COCTOSIHUSA KOHTPOJ/Iepa 6yayT OTCNeXMBaTbCs. 9T napameTpbl
coaepxartcsi B nosib3oBartesibckom MIB-paine.

4. HacTtoika WwabaoHOB MOHUTOPMHIa. B Zabbix MOXHO Mcnonb3oBaTh LWAGMOHbI
ONS1 HACTPONKN MOHUTOPUHIA pPasfiIMyHbIX YCTPONCTB — NONb30BaTENIbCKUI
wabnoH Sigur.

5. Co6op paHHbIx. MNocne HacTpoitkn SNMP-areHToB U napaMeTpoB MOHUTOPUHIa
cucTtema Zabbix Ha4yHET cobupaTb AaHHble O COCTOSAHUKM KOHTponnepoe CKY [
yepes npotokos SNMP. CobpaHHble AaHHble 6yayT XpaHUTbCA B 6a3e faHHbIX
Zabbix.

6. YBefnomrneHus. Zabbix MOXeT oTNpaBnaTb yBEAOMIIEHUS] NPU BO3HUKHOBEHMWM
onpeaenéHHbIX COObITUIA UK YyCNoBuiA. 1151 9TOro He06X0ANMO BbIMOHUTD
HaCTPOWKY TPUITepoB.

7. Bwusyanusauus gaHHbix. Cuctema MoHuTopuHra Zabbix npegoctaBnset
pasfnnyHble CNocobbl BU3yanm3aaLmm CO6paHHbIX faHHbIX.

16.2.1. Pa6oTa B cucreme moHutopuHra Zabbix
Pa6oTa c anemeHTamMu AaHHDbIX.

B KOJTIOHKe «351eMEeHTbl AaHHbIX» 0To6pa>KaeTc;1 nepedyeHb BCeX NapamMeTpos,
NOJTYy4Y4EeHHbIX OT KOHTpOJJiepa:

MouuTonuur cocTogra KouTnonnena cuucnons3oeariaenm SNMDP [o]]
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g 126
s o o Hrepean Veropun . Coctomue

o 2n) n a0 S rewr .

" a1 prnp—

n ata S verr

n a1 P ek

n a1 SR e

m a1 S wenr

n a1 s e

m a1 P e

m as P e
potSite 18 n a1 P e
oSt 18 n st S wenr
porStae [20] in 319 S e
ponsim 21 n a1 S wowr
ponstae 22 n a1 S o
ponsiae 2 n a1 P e "
" — n 0 SR e mr Aopicason Devece i
Rm— n w0 2050 SR wenr plcason Devee I
rmm—— m %0a E—
ocanueTme m e S e [ Aooicosan: pevce ]
senaiNumber m 00 SNMP arewT | “opicason Deves 1n_}
mperSiatz m a0n S e [ "epicacon: Devee .-
votage n a0 3054 SR e opicseon Devcs I

SEARY - |

MepeyeHb NapamMeTpoB KOHTpoOsI/epa.

Mpu BbIGOPE OAHOro NapaMeTpa U3 KOJIOHKU «3N1eMeHTbI JaHHbIX» OTKPOETCH OKHO
¢ HdopMaumer o napameTpe: TUN 3HadeHusi, OID, onucaHue napameTpa U T. 4.

Bbi6epem oauH 13 napameTpoB, Hanpumep CPU temperature (TemnepaTypa
KOHTpOJINepa):

BNeMeHT faHHbIX

OnemeHT fiakHbix  Terw 1 MpegoBpabotka

Pogurenscrue anementsl ganieix  SIGUR controllers SNMP

“Mma | CPU temperature
Tun | SNMP areqt 3.
* Knwu | temperature
Toun uichopmadun | YWcnoeod (Uenoe NonoXMTensHoe) v

* ViTepdpeiic yana cetn
* SNMP OID @

E[JUHULI N3MEPEHIA

172.19.32.48:161

SIGUR:temperature.0

* WkTepean ofHoenenns | 1m
Mone3osare/CRMe MHTEPBANLE  Tin WHTepsan Nepuog JeiicTane
Mo pacnncanmo [1 Ypanne
[LoBasnTe
*WcTopHA | He XpaHnTe 90d
* [MHaMVKa MIMEHEHWA | He XpaHuTh 365d
Mpeotpa3osaHne 3HAYEHWA
3anonHeHue NONA MHBEHTapA yana ceth | -Her-
OnwcaHue | CPU temperature of the SIGUR controller in Celsius.
ye:
AKTWBUPOBAHD |v
Mnrnenune nauucia
Knowunposats | | BuINonHUTE ceityac | ‘ Tect ‘ ‘ QUHCTHTE UCTOPHIO U AUHAMNKY M3MEHEHUR | OTmeHa |
Mapametp CPU temperature.
I\/Inum-rr\'rv\mur COCTOSHUG-KOHTPOANEPA-CUCAOAL30BAHUEM SNMP. 100
peknama
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| sicur

Onsa nonyyeHuna Tekywiero sHa4yeHuna Bbl6paHHOFO napamMeTpa HaXXMuTte

KHOMKY «TecT»:

TecT aneMeHTa faHHbIX

TMony4nTs 3HAYEHWE C y3na cetH | v
* Afipec xocta | 172.19.32.48
Bepcua SNMP | SNMPv3 v
Makc. konnuecTeo nosTopexnd | 10
1mA koHTekcTa | Sigur
Wmn BezonacHocTi | Sigur
YpoBeHe GesonacHocTh | authPriv ~
Mpotokon ayteHTndvkayy | SHAL L4
Mapone ayTeHTuukaymy | sigurl23
MpoTokon GeaonacHocTw | AES128 hd

Knwuesan (ppasza DesonacHocT | sigurl23

Tectc TpoKeu

3HaueHue | 35

He nofepxuBaeTca

Mpegsigyliee 3HadeHue

KoHel cTpoku CRLF

In

Tekyluee 3Ha4YeHue napameTpa.

Mopt | 161

TMony4TL 3HaYeHHe

Bpema  now

Mpeq. spema

nﬂﬂyl-lHTb 3HaUeHWE W NPOTECTMPOBATE OTMeHa

Tekylllee 3Ha4yeHue napameTpa CPU temperature (TeMnepaTypa KOHTposiepa):

35°C.

Pa6oTa c Tpurrepamm.

CuctemMa MOHUTOPUHIra Zabbix MoXeT oTnpaBnATbL yBeAOMNEHUS Npu
BO3HUKHOBEHWUN ONpeaenéHHbIX COBbITUA UK ycnoBuia. [py B3anMoaencTBum ¢
KOHTponnepamu Sigur Tpurrepbl B cucteMme Zabbix MoryT 6b1Tb UCNONb30BaHbI AN

06Hapy>Keva nonoseweHna o cnegyrowmx CobbITUAX:

= cpabaTbiBaHue wWenda NoXKapHoM CUrHanu3auumm;
*  MajeHune Hanps>XeHUs NMTaHNSa KOHTPOepa;

* noteps cBaA3u ¢ OSDP cunTbiBaTENEM (TONBKO KOHTpoNnepbl E2 u E4);
* 3adurKCHMpOBaHHbIN KOHTpoNepoM dhaKkT B3fioMa TOUYKM JOCTYNa n T. A.

[lna aToro Heo6xoaMMO Ha cepBepe Zabbix cospaTb Tpurrep.

Heobxoanmo nepentn Ha BkNaaky «<HacTpowika» — «LLlabnoHbl». B oTKpbIBLIEMCS
OKHe BblbepuTe BKIagKy «Tpurrepbl», HaXKMUTe KHOMkKy «Co3fgaTb TpUrrep».

MouuTonuur cocTogra KouTnonnena cuucnons3oeariaenm SNMDP
Lt Lt Lt
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ZABBIX N Tpirreps
Bee walnoms | SIGUR controllers SNMP  3neMenTE! JaHHs Tpwrrepw  Tpageest  Mawenw  Mpasiana ofsag Beb
Tpurrep T
®  MoHntopusr i
Vinr l_
Wima colemmn

OnepamBHLE ARHHLE

BamnocTe || HE KiBCcHbHLMpoBaHo | n Coenn | Boicoxan | YpeiBuiuainan

[mr— Ty —

Tewepaups OK cobiermui BLpaxene BOCCTAHORNEHNR | Het
PeskitM fenepaimn cobiemi POGEMA MhasecTBenbit
OK cobiitue saxpusaer Be POBAEME! CAM SHANEHIA TEF08 COBNAAAT
PRIPEILHTE JAXPLIEATH BPYSIYI
URL

Onucanne

AxTHEMpOBAND |v

OKHO co3fiaHus Tpurrepa.

[anee Heo6xoAMMO 3aaaTb NapaMeTpbl:

—_—

Nms — cucteMHoe nms Tpurrepa.

2. WmsA cobbITus — BUANMOE UMS, 0TOBpaXaemoe B Nob30BaTENbCKOM
nHTepdelice.

3. BaXHOCTb — NpMOPUTET peakLMm CUCTEMbI Ha TpUrrep.

4. BblpaxeHue — onpepensieT, B YEM BblpaXkaeTcsi TPUITeP, U Kak cuctema 6yaet

pearnpoBaTb Ha Hero.

YcnoBue

* Anement fanHen | SIGUR controllers SNMP: Fire alarm state Buifpars
©yukpa | last]) - Mocnegiee (HanGonee Hopoe) aHaseime T v
3a nocnegawe (T) |3 KonmwuecTeo
CABAN N0 BPEMEHKH Bpemn

i * Peaynerar | < w| 0

BeTagnTe OTMEHR

MpuMep BbipaxkeHus Tpurrepa Fire alarm state.

o

OnucaHue — onucaHue Tpurrepa B CUCTEME WU YBELOMIEHUS.
6. AKTMBUMPOBAHO — YEKBOKC Asi akTUBaLMM TpuUrrepa.

MouuTonuur cocTogra KouTnonnena cuucnons3oeariaenm SNMDP 102
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Tpurrepsl
Bee wabnows | SIGUR controllers SNMP  2nemenTel fankeic T Tpumepe:  Ppadwes  Mawenn 1 Ay Beb [
Tpwrrep  Tern  3asvcHMOCTH
*MmA | Fire Alarm Sigur
Wims cobieimna
ONEPATHEHLIE HAHHEE
He i Wipopmausn | NMpegynpexpesse | Cpegpsa | Beicoxan _
* Bupawenne | last(/SIGUR controllers SNMP/fireAlarmState, £3)<>@ AobasuTe

KOHETPYRTOP BHpasEHIA
FeHepaumua OF cobemai BLipaseHive EDCCTRHORIEHIA

Peaim resepaign colimii NPOBNEMA

Het
QAHHOSHAR MHOGHEC TBEHbIA

OK cofeuitve 3akpuisast
PazpeIUTh JNDLIEATS BPYWIYI0

URL

NGO E  Bice npofinemsl Sci 3HaieHns Tefos cosnagant

Onucanne | Cpabotan AaTsnk nowapa.

AKTHENDOBAKD |+

Mpumep Tpurrepa Fire Alarm Sigur.

[lns 3aBepLUEHNs HACTPOEK HAXXMUTE KHOMKY «[J06aBUTb»
6yayT oTO6paXkaTbCa BCe CO3AaHHbIe TPUITEpPDI.

Tpurreps!

©

Tpurrep goGasnen

w Naverw  Mpasuna ofapyweiin 2

iy yanos cemn vorn [ v

watrons | BT

He knacongrapposaso || Npegyrpexgeree

Coen

[— heporan | gracvsporsnn

Bknapgka «Tpurrepbi».

. Ha Bknagke «Tpurrepbi»

conspon

MOHUTODUHE COCTOIHIAG KOHThOOAena. cacnonsL308aK1emMm SNMP.
Lt Lt Lt
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17. YnpaBneHue cepBepoM yepes KOMaHAHYIO
cTpoky (AdminCLI)

17.1. OnucaHne UHCTPYMEHTA

AdminCLI — 3TO MHCTPYMEHT ANs ynpaBneHnsa cepBepoM Sigur Yepes KOMaHOHYo
CTPOKY, noaxoasAwmi gns Linux-cuctem 6e3 rpadpuyeckoro nHtepdeica. OH
NO3BOJISIET BbINOMHATL pPasfinyHble 3afa4un No aAMUHUCTPUPOBAHUIO CepBepa U
6a3bl faHHbIX Sigur Nof06HO rpad®uYeckon yTunuTe «YnpaBieHUe CEPBEPOMY.

C nomoubto AdminCLI BO3MOXXHO:

* OCTaHOBUTb U 3aMyCTUTb CepBeEPHbIN MOAYIb, MPOBEPUTbL €ro cTaTyc.

* YcTaHOBUTb TUN 6a3bl AaHHbIX, yKa3aTb PEKBU3UTbI NOAKNHOYEHUS K BHELLHEW
B[, v npoTecTupoBaTb €ro, BbINOJHUTbL COPOC 1 06HOBNEHMe B/].

* HacTpouTb NnopTbl He3aWMLLEHHOrO 1 6€30MNacHOro NOAK/IYEHWSA, MOPTbI
MHTEerpauumn.

* YCTaHOBMTb XpaHunuLle cepTuPuKaToB cepBepa A NoAKNYeHUs no TLS,
BKJIIOYMTb B3aUMHYI0 ayTeHTUGUKaumto (MTLS), HaCTPOUTb UCMOSIb30OBaHWE
CrnncKa 0TO3BaHHbIX CepTUDMKATOB U aKTUBUPOBAaTb NEpeHanpasB/ieHne
3anpocos K b/l yepes cepsep.

17.2. Paspenbl uHtepdeica

YTunuta AdminCLI cogep>XXuT HECKOJIbKO pa3fenos, NepeyncsieHHbIX HXKe. Bbl
TakXe MOXeTe rnepemMeLLaTbCs Mexay pasgenamMn B UHTEPaKTUBHOM pPeXxXnme,
BbINOJIHAA KOMaHAbl A1 USMEHEHUSA CepBepHbIX MapaMeTpoB.

OcHOBHbIe KOMaHpAblI.

KomaHpaa OnucaHue Mpumep ucnonb3oBaHuA
spnxcli help
BbI30B cripaBKu U 0TOGpaXkeHne spnxcli service help
help TeKYLUUX 3HAYEHU NapaMeTpoB. spnxcli database help
JocTtynHo ua noboro pasgena. spnxcli security help
spnxcli ports help

Vnpnagpneuue ceneenoM.uUenea KomMadnuvio cTnoky (AdminCLL 104
Lt L L Ty gy 7
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17.2.1.

| siGuR |

KomaHpa

OnucaHue

Mpumep ncnonb3oBaHus

spnxcli

[Mepexon B MHTEPaKTUBHbIN
pexum.

YT06bl NepeMecTUTbCA B pasgen,
BBeAUTE ero HazBaHne U HaXXMuUTe
Enter. [lnsa HaBuraunn mexay
pasgenamu yTuanTbl MOXHO
MCMoNb30BaTb KOMaHAbI:

* back — nepexop B pasgen
BblLLE YPOBHEM
(npeablaywnin).

*  exit — BbIXxoJ U3 KOPHEBOIO
pasgena (Bbixoa U3

nHTepderca 1 ero oOCTaHOBKaA).

* Ctrl+C — 3akpbiTne yTunuTbl.

spnxcli

Service

Pasgen aHanornyeH Bknagke «CoctosiHue» [0 «YrnpaBneHue cepBepom».

KomaHpbl pa3pena Service.

KomaHpa OnucaHue Mpumep ucnonb3oBaHuA
status gﬁgﬁamewe cratyca cepeepa spnxcli service status
startSphinxd | 3anyck cepsepa. Z’::;gg;iﬁ’;ce
stopSphinxd | OcTaHoBKa cepBepa. z/t’:;(;z hs”e;"x ‘Zce
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17.2.2.

Database

KomaHpb! pa3gena Database.

| siGuR |

Pasfgen aHanornyeH Bknagke «basa gaHHbix» M0 «YnpaBneHue cepeepom».

KomaHpga OnucaHune LGS

MCNosIb30BaHus
YcTtaHaBnmBaeT TMn
ncnonb3yemoi 6a3bl JaHHbIX.
setType BO3MOXHble 3HaYeHUS: spnxcli database
{VALUE} * mysql — BHelwwHsa MariaDB. setType mysql
* postgres — BHeLLHASA
PostgreSQL.

setHost YcTaHaBnMBaeT XocT spnxcli database

{VALUE} noaksoyeHms K b1, setHost 127.0.0.17

setPort YcTaHaBnuBaeT nopt spnxcli database

{VALUE} nogknroveHus K 6. setPort 3306

setDatabase Zﬁ;ﬁ::igﬂiii;g::ij:”e BA (s spnxcli database

{VALUE} PostgreSQL). setdatabase sigur_db

setLogin YcTaHaBnMBaeT I0ruH spnxcli database

{VALUE} nonb3osatens b/, setLogin sigur

setPassword YcTaHaBnMBaeT naposb gns spnxcli database

{VALUE} nogkntodeHusa K 6. setPassword 123456

test TecT noaknoveHns K b*. spnxcli database test

reset Cépoc/nHuumanmsauus ba. spnxcli database reset
spnxcli database

update O6HoBNEeHMe Bepcun popmaTa B/, update

* 3HayeHue Current database version:[-1], nonyyeHHoe npu TecTMpoBaHMK
noakntoveHns kK PostgreSQL, osHauvaer, 4to B[] cosgaHa, HO He
npovHUUManmsnpoBaHa. TpebyeTcsl BbINONHUTL cOpoc/nHnunanmsauymto b/,
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17.2.3.

Ports

| siGuR |

Pasfgen aHanornyeH Bknagke «Moptbi» MO «YnpaBneHne cepBepom».

KomaHpabl paspena Ports.

KomaHpa

OnucaHue

Mpumep
UCrnosib30BaHuUs

set
{PORT_GROUP}
{VALUE}

BkntoyaeT nnum oTkoYaeT
rpynny nopToB. LOoCTyrnHble
3HayeHus NnapameTpa
{PORT_GROUP}:

* ClientGroup — nopTbl
He3aLMLEHHOIO
NOAKOYEHUA K cepBepy
Sigur.

* ClientSecureGroup -
NOPTbl 3aLLULLEHHOIO
NOAKI/OYEHMUA K cepBepy
Sigur.

* Integrations — nopTbl
nHterpaumii (OIF).

* RestApi — nopT REST API.
LocTynHble 3HayeHUs
{VALUE}:

* FALSE - oTKNHO4nNTb

rpynny nopToB.

* TRUE - BKIIOYAUTDb rpynny
NnopToB.

spnxcli ports set
ClientGroup TRUE

setDefaultPort
{TYPE} {VALUE}

HacTpoiika He3alW M LWEHHbIX
NopTOB NOAKNHOYEHUS.
LocTynHble 3HayeHUs
napametpa {TYPE}:

* Gate {VALUE} - nopt
KJIMEHTCKUNX
MOAKJTHOYEHUN.

* DBProxy {VALUE} - nopt
poctyna b/l.

* Fg{VALUE} - nopt
AOCTyna K Buaeoapxmey
CKyA.

spnxcli ports
setDefaultPort Gate
3308
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KomaHpa OnucaHue UL
MCMoNb30BaHuSA
HacTpoika noptos
6e30MacHOro NOAK/OYEHMS.
LocTynHble 3HayeHUs
napametpa {TYPE}:
* Gate {VALUE} - nopt )
spnxcli ports
setTlsPort KJIMEHTCKUX setTlsPort Gate
{TYPE} {VALUE} NOAKI/TOYEHWNIA. 2300
* DBProxy {VALUE} — nopt
poctyna b/l.
* Fg{VALUE} - nopt
JoCTyna K BugeoapxmBy
CKyA.
IntegrationPor HacTtpoiika nopta ans spnxc//poﬁs
SOTIt: {:/?LS:E;) o HSACKE?OqeaH szl'lc? g IF. setintegrationfort
OIF 3312
HacTporika TLS Ha nopTe
nHTerpauum OIF. JocTynHble
. 3HaYeHus: spnxcli ports
{S\E;;irlﬂ?}le@fﬂs * FALSE - He ncnonbsoBaTb setEnableOifTls
TLS. TRUE
* TRUE - ucnonb3oBaTb
TLS.
. spnxcli ports
Z?iﬁﬁ?&&m} HacTpoiika nopta REST API. setRestApiPort
Gateway 9500
HacTporika TLS Ha nopTe
REST API. locTynHble
. 3HaYeHus: spnxcli ports
{s\t/a'tb‘lir:j:\Eb}leRestAplTls * FALSE - He ncnonb3soBaTtb setEnableRestApiTls
TLS. TRUE
= TRUE - ucnonb3osartb
TLS.
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P e P Y Py 7

peknama

KDﬂDI : MakcumasibHO HaaéxHoe poccuiickoe obopyaoBaHne CKY/ - COT - OC - ICb www.kodos.ru



PykosoacTBo agMuHucTpaTopa M0 Sigur

17.2.4.

Security

| siGuR |

Pasgen aHanornyeH Bknaake «besonacHocTb» MO «YnpaBneHue cepBepoM».

KomaHpbl pa3gena Security.

{PASSWORD} — ncnonbayetcs
XpaHunuiie tuna PKCS#12.
Heobxoanmo nepepatb NyTb
{STORE_PATH} 1 naposnb
{PASSWORD} K xpaHunuuy
dopmarta *.p12.

KomaHpga OnucaHue LA S
Mcnosb30BaHUs
YcTaHaBnMBaeT XxpaHunuLe
ceptudukatoB cepBepa CKY/.
JocTynHble 3HaYeHus:
= NOT_USED - xpaHunuuie
Eiﬁladsg K:::HB cepBepa He spnxcli security
setStore . PKCS12 3{/31. OﬁE PATH) setStore PKCS12
{VALUE} - /opt/acs_server.p12

123456

HacTponkn BsaumMHom
ayTeHTMdMKauun. Ecnu B3aumHas
ayTeHTUdMKaUUA BKIKOYEHA, TO
cepep CKY/[], 6yaet TpeboBaTtb
cepTudUKaT K/INEHTOB,
setMutalAuth noakatovarolmxcs no TLS.
{VALUE} [ocTynHo, ecnu 3afaHo
XpaHunuue ceptudmkaToB
cepBepa CKY/[l. BosMoXxHble
3HaYeHus:

* FALSE - BbIKNOYNTD.

* TRUE - BK/IOYNTD.

spnxcli security
setMutalAuth TRUE
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| siGuR |

KomaHpa

OnucaHue

Mpumep
MCNosb30BaHuUsA

setEnableCrl
{VALUE}

Mcnonb3oBaHue cnvcka
OTO3BaHHbIX CEPTU(PUKATOB.
JocTynHo, ecnu BKIIKOYEHA
B3aMMHas ayTeHTMdUKaLms.
Bo3MOXHble 3Ha4YeHUs:

* FALSE — BbIKNIHOYATD.

* TRUE {STORE_FORMAT}
{STORE_PATH} — BKIOUYUTD.
Heobxoanmo nepenatb
pacwupeHue danna
{STORE_FORMAT} u nyTb
{STORE_PATH} K xpaHunuwy
O0TO3BaHHbIX CepTU(dUNKaTOB.
PaclumpeHue moxeT
npuMHUMaTb 3HayeHus PEM
mnu DER.

spnxcli security

setEnableCrl TRUE PEM

/opt/CRL.pem

setDBProxy
{VALUE}

MepeHanpaBneHune 3anpocos K b/,
yepes cepep CKY/. JocTynHble
3HayeHus:

* FALSE - BbIK/THOUYNTD.

* TRUE - BK/IIOUYNTD.

spnxcli security
setDBProxy TRUE
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17.3.

| sicur

Bo3MoO)XHble coobLeHust 06 oLnbKax

CoobLeHune 06 owmnbKe

[MosicHeHue

error:Unsupported command

McnonbayeTca HeKoppeKTHas
KoMaHpa.

error:Unsupported value

YkasaHo HEKOPPEKTHOE 3Ha4YeHune
napamMeTpa B KOMaHAae.

error:Duplicate port

YKasaH HOMep NnopTa, KOTOPbIN y)Xe
NPUCBOEH ApYyromMy napamMeTpy Bo
BKJIFOYEHHOW rpynmne NopToB.

error:Keystore password was
incorrect

YKasaH HeBepHbIM Naposb K
XpaHunuwy ceptudukatoB PKCS#12.

error:The specified file is not an X.509
certificate revocation list

YKa3zaH nyTb K HEKOPPEKTHOMY
(harny xpaHunumiia 0TO3BaHHbIX
cepTMdurKaToB.

error:The chain of trust of the key
store of the ACS server does not
contain X.509 certification authorities

Llenoyka foBepusi B xpaHunuiie
cepTudrKaTOB cepBepa He COAEPXKUT
LeHTp cepTuduKaumm. BosaMOXHble
NPUYUHDI:

* WcnonbayeTtcs cnucok
0TO3BaHHbIX cepTUdUKaToB oT
APYroro LeHTpa cepTudmkaumm.

* B ceptudukate cepeepa
OTCYTCTBYIOT aTpubyThl ANA
NPOBEPKN NPUHAANEXHOCTH
CcrnncKa 0TO3BaHHbIX
cepTMdUKATOB K TOMY Xe LieHTPY
cepTuduKaumm, 4To U
cepTudumKat cepsepa.
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18.

| siGuR |

MopTbl, Ucnonb3yemMblie CUCTEMOM MO
YMOJTYaHUIO

Lna ceasm MeXAy KOMMOHEHTaMU CUCTEMbI UCNOJIb3YETCA NPOTOKOJ TCP.
HwuxenpueseaéHHble Tabnuubl copgepXXat HoMepa NnopTos., UCMOJIb3YyEeMbIX cucTemMomn
Ha CTOpOHe cepBepa Nno yMOJ14HaHUIO.

TCP nopTbl, UCNONb3yeMble CUCTEMOI N0 YMOJTYAHMIO.

Homep nopta
HesawudpoeaHHoe 3awudposaHHoe Ans yero ucnonbsyercs
coeAnHeHune coefuHeHue (TLS)
3308 3309 Ana ceasu c NFC-
TEPMUHANOM.
3308 3309 Jns CBA3K C KITMEHTCKUMM
MecTaMu.
[ns nepefayv apxmMBHbIX
3314 3315 KagpoB IP-kamep Ha
K/TMEHTCKNe MecTa.
[ns npepocTaBneHus
3312 3312 JoCTyna K cepBepy no
NMPOTOKOMNY OTKPbITOrO
nHtepoerica (OIF).
9500 9500 Mopt REST API.
MopT no Bk/oueHo nepeHanpaBieHue 3anpocos
yMon4aHuio K B[] yepes cepBep Sigur r
Ne vyero
(nopkntoueHue 3awudpoBaHHoe
HanpaMyio K HesawwudpoBaHHoe COGAM?;ZHMe ucnonb3yercs
BA) coefuHeHne (TLS)
ans
KJIMEHTCKUX
3305 3310 3311 NoAKIHYEHMNI
K cepBepy
6a3bl JaHHbIX
Sigur.

NopThl uononb3veMble CUCTEeMOA MO VMOOUALIALD
1 7 J 4
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| siGuR |

UDP nopTbl, UCNONb3yeMble CUCTEMOM MO YMOJTYAHUIO.

Homep nopTta

[ina yero ucnonb3syetcs

3303

[na o6MeHa ynpaBnsiiowmMm COOBLLIEHUSIMU.

Ons nHpopmMauMoHHOro o6MeHa ¢ KOHTponiepamu 6e3

3305 lWwndpoBaHua Tpaduka.

3306 [lns nepeBofa KOHTPOJ/iepa B PeXUM WNPPOBaHUS
ZaHHbIX NPV B3aUMOAENCTBUUN C CEPBEPOM.

3307 [ns tHpopmaUMOHHOIro 06MeHa C KOHTpOoIepamu ¢
wudpoBaHuem Tpaduka (DTLS)*.

161 [ns nHpopmauMoHHOro 06MeHa C KOHTPOIEPOM MO
npotokony SNMPv3*.

162 [nsa oTnpaBku KOHTponnepom Trap-coobLyeHui No

SNMPv2*,

* YT06bl YTOYHUTD, NOAAEPXKMBAET NI KOHKPETHas MoJZienb KoHTponnepa DTLS u
SNMP, o6paTuTeCh K ero pyKoBoACTBY MO 3KCnayaTauumm.

NopThl UcAoOL3VAMbIE CUCTEMOA A0 VYMOOUAHIAKD.
1 7 J 4
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19. KoHTaKTbI

000 «[poMblLeHHasa aBToMaTMKa — KOHTPOJb AOCTyrna»
Appec: 603001, HuxHuin Hoeropog, yn. KepueHckas, a. 13, 4 atax.

CucTtema KOHTPONA U ynpaBsieHnst 4OCTYNOM «Sigur»
CanTt: www.sigur.com

Mo o6wum Bonpocam: info@sigur.com

TexHnyeckasn nogaepXxka: support@sigur.com
Tenedon: +7 (800) 700 31 83, +7 (495) 665 30 48, +7 (831) 260 12 93
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