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BBEJIEHUE

Hacrosiee pykoBoJICTBO MO 3KCIUTyaTallMM IMPEeIHAa3HAUEHO JUIsl OMHCAHMs MPUHIUNA pabOThL,
HACTPOMKHU, MOHTaXKa M IKCIUTyaTanuu yHuBepcanbHoro korrpoiuiepa CKY I RACS-1101 «RUBETEK»
(manee ycTpoicTBO).

Heo0xomuMo 03HAKOMUTBCS C M3JI0KEHHBIMA B PYKOBOJACTBE WHCTPYKIIUSMHU, MEPEA TEM Kak
MOJIKJII0YATh, HACTPAUBAaTh, IKCILTyaTUPOBATh WM 00CTY>KUBATh YCTPOHUCTBO.

MoHTaX W SKCIUTyaTalus YCTPOICTBa JODKHBI MPOU3BOAUTHCS TEXHUUECKHUM II€PCOHAJIOM,
M3YYMBILIHUM HACTOSALIEE PYKOBOJCTBO.

CruCcoK NpUHSTHIX COKPALICHUI:
- OK — OTKpBITHII KOJIIEKTOD;
- IIK — mepcoHanbHBII KOMIIBIOTED;
- IO — nporpammHOe obecnieuenue;
- CK - cyxoii KOHTaKT;
- CKVY/[ — cucreMa KOHTPOJIS U YIPABICHUS TOCTYIIOM;
- YK - Yuusepcanbnblii kontpoiep CKY ] RACS-1101.

A
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1. OINUCAHHME U PABOTA

1.1. Hasuayenue

VYuuBepcanpublii KoHTpoiuiep CKY [ RACS-1101 npenna3znaden jjisi aBTOHOMHOTO YIIPaBIICHUE
JIOCTYIIOM OJIHOM WJIM JIBYX TOYEK MPOXO0Ja, a TaKXKe MocTpoeHus ceTeBoil cucrembl CKY /1.

1.2  TexHuyeckue XapaKTepUCTUKH

Tabmuna 1 — OcHOBHBIE TapaMeTpbl yCTPOHCTBA

IMapameTp 3HauyeHue
BHCIIIHHUIA,
Tun muranus NMUTAHUE YaCOB PEATBHOTO BPEMECHH OT Oarapen
CR2032 (3B)
Hanpspxenne nuranus, B 12+10%
Pon toka noctossHHbIN (DC)
[ToTpebasiembrit TOK, A, HE Oostee™ 1

Ethernet - 1 mr.

Wiegand - 2 mir.

Cyxoit kouTakt (NO) - 2 mir.

OTKpBITHIN KOJUIEKTOP - 2 LIT.

YHuBepcanbHbIN BXO/BBIXO - § IIT.
WnTepdeiichl 1 pazbemMbl CAN - lmr.

Bxon koHTposb UTaHus - 11T,

Pa3bem BHemHero tammepa - 1mrT.

Paszbem mis mporpammupoBanust (ST-Link) -
.

RS-485 - 1.

3ammrTa oT nepeHanpspDkeHus: 1 MMIynbeHbIX omex | 1a, (CAN, Wiegand, OK)

["anbBanmveckas pa3Bsizka na, (Ethernet)
KonudecTBo Kitouel, XpaHSAIMIUXCS B MaMSITH, HE

Sonee 58000

KonudecTBO COOBITHIA, XpAHAIINXCS B TAMSITH 1o 32000

Antipassback Aa

Tun MmoHTaxka HaknagHou, DIN-pelika
Juanazon pabouux temneparyp, °C ot Munyc 30 go mroc 50
OTHOCHUTENbHAS BIAKHOCTh BO3/1yXa 10 90 % mpu mmroc 40 °C
CreneHs 3anuThl KOpITyca IP 20

["aGapuTHBIE pa3Mepsl, MM 145 x 93 x 41

Macca, kr, He OoJiee 0,35

[~
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IMapameTp

3HayeHHne

Nutepdeiic Wiegand

Tun IIOJAKJIFOYaCMOI'0O 060py,Z[OBaHI/IH

CUMTBIBATEININ KapT,
YCTPOMCTBAa KOHTPOJIS 1OCTyIa

[IpoTokon

26, 32, 34, 37, 40, 42, 56, 58, 64

MaxkcuManbHas UTMHA TUHUN HHTepdeiica, M

250

KonnuecTBo noaxiro4aeMbIX yCTpOMCTB

2 (ogHO HA BXOM)

MaxkcuMmanbHas cujia TOKa, MA 100
Hanpsbkenue nuranus, B 12
Unrepdeiic CAN

Tun noakir04aeMoro 000pya0BaHUS

yHuBepcaibHble KoHTposuiepsl CKY ][ RACS-
1101 (opranuzarusi CETH KOHTPOJLIEPOB)

MaxkcuMarbHas IJIMHa JTUHUN HHTEepdeiica, 6e3

o N 250 m
ydeTa MoBTopUTesei unrepdeiica, m
KonnuecTBo moaxir04aeMbIX yCTPOMCTB o 250
WnTepdeiic OK

Tun noaxiroyaemMoro 060pya0BaHUS

WCIIOJTHUTENIbHBIE YCTPOMCTBA C BHEIIHUM
MUTaHUEM (CUPEHa, CBETOBON MasiK)

MakcumanbHas JJIMHA TUHUK uHTEepderica, M

250

KonnyecTBo noaKIIF0O4aeMbIX yCTPOUCTB

2 (01HO Ha BBIXON)

MaxkcumanbHas cuiia TOKa, MA 200
Hanpsioxenue nutanust, B, e 6omee 24
YHuBepcaabHbIE BXO/IbI

Tun noaxrogaemMoro 060pya0BaHUS

KHOIIKU, AaTYUKHU, KOHIICBUKH U T.1.

JUCKPETHBIN\aHAJIOTOBBII BXOJT

Pexum paboTsl OK
NAMUR
MakcumanbHas JUInHa TUHUK UHTepdeiica, M 250

KonnuecTBo noaKIIFO4aeMbIX YyCTPOUCTB

8 (o1HO HA BXO])

KonTposb nuanmn

na, B pexxume NAMUR

Hutepodeiic CK

Tun moaxrO9aeMoro o0opyI0OBaHUS

pere 3aMKOB JIBepei
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IMapameTp 3HauyeHue
KonnuecTBo noakiaro4aeMbIX yCTPOUCTB 2 (oHO Ha BXOJ)
Tum koHTaKTa HOpMaJIbHO OTKPBITHIN (NO)
MakcumanbHas CHiia Toka, A 3

Nutepdetic Ethernet

MakcumanbHas JJIMHA JIMHUK nHTepderica, M 100
MaxkcumanbHast CKOpOCTb CBsI3U, MOUT/C 100
Yacel peaabHOTO BpeMeHH! na
CaeroBasi HHAMKAUS na

*peKoMeHyeTcsi HCMoJib30BaTh 010Kk nmutanust DC 12B\1A

1.3  Buewnuii Buja yctpoiicTBa

1 — KneMMHBIE KOJTOAKH
2 — OcHOBaHue KopITyca
3 — Kopmyc

Pucynox 1 — Baemnumii Buj ycrpoiicrsa

-
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1.4  BHyTpeHHEE YCTPOUCTBO
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1, 16 — KnemmHas kosnoka, 2 — batapeiika yacoB peaibHOTO BpeMeHH, 3 — [lepekitouaTenns
tepmuHatopa RS-485, 4 — [Iepexntouarens repmunatopa CAN, 5 — JlaTuuk BCKpBITHS KOpITyca
(Tammiep), 6 — Pazbem s nporpammupoBanus, 7 — CBeronunoanas naaukanus OK, 8, 17 —
Ceeroaunoanas naaukanus CK, 9 — Knomnka Tect, 10 — Knonka Copoc, 11 — Pazsem USB mini,

12 — Pa3bem RJ-45 (Ethernet), 13 — CepBucHbie cBeToano b1, 14 — PazbeM BHENIHEro Tamrepa, 15 —
Pazvem UART

Pucynok 2 — BHyTpeHHee ycTpoHCTBO

1.5 PacnmHOBKA KJIEMMHBIX KOJIOIOK

+ -]+ -|Aa|B/H L|1]|2|3 4|5|86 7|8|1|2|NoO
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Pucynok 3 — PacniuHOBKa KJIEMMHBIX KOJIOJIOK
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1.6 KoMmiekTHOCTh

Tabnuna 2 — KoMIieKTHOCTh yCTpOHCTBa

RUBETEK

HaumenoBanue Kosun4ectBo, mr IIpumeyanue
VYuusepcansubiii  koHTpouiep CKVYJI RACS-1101 1
«RUBETEK»
HaGop mst kperienus 1
ITactiopt 1
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RUBETEK
2. HCIIOJBb30BAHMUE 110 HASHAYEHUIO

2.1. IloaroroBka K MCIIOJIB30BaHUIO

HeoHX00UMO 8bloepiicams e20 He MeHee 4 uacos npu KomHamuou memnepamype (25 £ 10) °C

@ BHUMAHHE! Eciu ycmpoticmeo HAXOOUNOCh 8 YCA08UAX OMPUYAMEIbHOU memMnepamypul,
0J151 NPedom8paueHusi KOHOeHCayuu 61azu.

2.1.1. [ToaroToBUTH pabodee MECTO, BCKPHITh YIIAKOBKY, YOSAUTHCS, YTO KOMILIEKTHOCTh
YCTPOMCTBA COOTBETCTBYET TaOHIIe 2.
2.1.2. [TpoBecT BHEMIHWUH OCMOTp, YOCOMTHCS B OTCYTCTBHU BHJIUMBIX MEXaHHUYECKUX

MOBPEXICHUM (CKOJIOB, TPEUIUH, BMATHUH) U CJIE/IOB BJIary.

2.2. Pa3memienue ycTpoicTBa

[Ipu mpoeKkTHpoBaHMU pa3MEIICHHs YCTPOHCTBa HEOOXOIMMO PYKOBOJCTBOBaThesl I[IpaBmiamu
YCTPOHCTBA IIEKTPOYCTAHOBOK.
YcranoBka YK gomyckaercst Kak Ha TOPH30HTAIBHYIO, TaK M HA BEPTUKAIBbHYIO TIOBEPXHOCTH.

YK 3aIIPpCUICHO YCTAHABJINBATD:
® Ha YJIMIIEC, B MECTaX I'I€ €CTh BEPOATHOCTH IIOIIAJJaHUA BOABI HA KOPITYC yCTpOfICTBa;

® B IIOMEIIEHUH C MOBBILIEHHBIM COJCPKAHUEM IbUIM, B3BECEH CTPOUTENIbHBIX MAaTE€pHUajoB B
BO3/yX€, IapOB U a3p030JI€H, BBI3BIBAIOILUX KOPPO3HIO;

® B Mecrax C  MHTEHCUBHBIMH  BO3JIYLIHBIMH  IOTOKaMu  (Hampumep,  BOIM3H
BEHTUWISITOPOB, PaInaTOPOB OTOIJIEHUS M BEHTWIISLIMOHHBIX KAaHAJIOB).

B VK ycranoBneH matumk BCKphITHS Kopriyca (Tammep). IIpu BckpbeiTMM KOpIiyca Ha cepBep
HEPENaeTCsl COOTBETCTBYIOIIEE COOOIIEHUE.

BAJKHO! Bosmooicno nookmouenue eHeuiHe2o O0amuuKka 6CKpulmus Kopnyca (mamnepa) c
NOMOWbIO pazvema Ha niame ycmpoucmea (PucyHok 2, nos.14)

2.3. Monrax

@ BHUMAHHE! Moumasic npousgooums moabKo npu OMKIOYEHHOM HANPANCEHUU RUMAHUSL.

B kopniyce YK nMeroTcss MOHTaXKHBIE OTBEPCTHS JJI1 YCTAHOBKH €T0 HAa CTEHY U KpPEIUIEHUE ISt
ycranoBku Ha DIN-peiiky.

OONONHUMENbHBIX YCMPOUCME K 6HYMPEeHHUM pazvemam. Hecobnrooenue samozo mpebosanus

@ BHUMAHHE!!! Bckpvimue xopnyca YK 3anpewieno, Kpome cayuaes HNOOKIOYEHUS
ModHcem npusecmu K NO8Pe*COeHUI0 6HYMPeHHUX KOMNOHEHMO8 YCMPOoUcmaa.

OTBEPCTHSI KOpIyca Ha BBIOPAHHOM MECTE€ YCTAaHOBKH
ycTpoiicTBa. [IpocBeEpINTE MOHTaXKHBIE OTBEPCTHS.

o Kopnyc
3aKkpenuTh KOPMYC YCTPOWCTBA HAa IOBEPXHOCTU MpHU _-_ Py
IIOMOILIH JI00€ene u LIYPYIIOB U3 KOMILJIEKTA ITOCTAaBKU. i — LWypyn

IIpousBecT pa3MeTKy TMOBEPXHOCTH MOJ MOHTAXHBIE
Awbenb
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2.4. TloaknroueHue UHTEPPEHCOB M JIMHUHN MUTAHUS

BHUMAHHE! He ucnonvzosamv npu NOOKIOUEHUU K KIEMMAM YCMPOUCMBA NpPo800a
ceuenuem oOonee 1,5 mm? 60 uzbedcanue 6vixo0a u3 cmposi KIEMMHbIX KOA00OK. B cnyuae
HE0OX00UMOCMU UCNONb308AHUSL NPOBOO0E OONLUIUX CEHEHUL PEKOMEHOYemcs UCNONb308amb
nepexoomnvle KOJIOOKU C Yelblo YMEeHbUEHUS CeYeHUsl NOOKIIOYAeM020 NPO8oOd.

2.4.1. Tloakmrouenne MTUHUN ITUTAHUS

[Ipou3BecT  MOJKIIOYEHHUE  JIUHUU [IUTaHUS
. . JIMHWMA NUTaHKA
ycTpoiictBa 12 B cornacHo npuBEAEHHOMN cXeMe. - ®
PacnuHoBKa ycTpolcTBa IpUBEIEHA HA PUCYHKE 3. -
yCe1p puBen puCyH + o—— N

OcHOBHBIE TpeOOBAHUS: O @ @ @ @ @
[ BH HIBE

JUIsl TIOJKJIIOYEHHMsS] ycTpoilictBa K cetu 12 B
B BH

o =
o B
JOJIDKCH HCIIOJIB30BATHCA THOKHH IIpoBOA, C) ON |g § ON | B B

KOHTpOJ'I b NMUTaHWNA

+

=is)

[
_ e,

o o ) [
UMEIOIIUN J1BOMHYI0 u30isanui0. HomuHansHOe Mo " a0 % = %
cedenue nposoaa ot 0,75 mm* no 1,5 mm>. T :
n [P g,

BAJKHO! Heobxo0umo npouszeecmu GopmMosKy u MAapKuposKy npo8oo08 Ha smane
NOOKIOYEHUSL.

[Tocne momayn HaNpsHKEHYS HA JIMHUM NUTaHUA. Y 0eIUTeCh B mepexoe ycTpoiictea B pexxuM “Hopma”. [TomHoe
OIKMCaHUE CBETOBOW MHIMKAIIMY TIPUBEJCHO B TaOMIIE 3.

Tabnuma 3 - CBeToBas HHIUKALUSA

Tun MHIUKAINHA Onucanmne
- KpaTkoBpeMeHHOe MUTaHUE CEPBUCHBIX ]
- Pexum «Hopmay;,

CBETOJIMOJIOB
- Ilocrosuuoe cBeuenue ceeroanoga CK - Bxkmrouenne Beixoga CK
- Ilocrosnnoe cBeuenue ceertoanoga OK - Bxkmrouenue Boixoma OK
- KparkoBpeMeHHOE CBeUeHNE CEPBUCHBIX - OIHH CBETOJMOJ HAIUYHE COECIUHEHUS

CBETOAMOI0B Ha uHTepdeiice Ethernet - JIBa CBETOJMOJa MpHeM/mepeaada JaHHbIX.

24.2. [Moaxmrouenue untepdeiica CAN

CAN wuntepdeiic ucnonb3yercss s moakimoueHus YK B €IuHYIO CETh M SBISETCS KaHAIOM
nepenaun nHGOPMAIUKE MEXKY HUMH.
Nunna CAN
CAN  wunTepdeiic o0ecreynBaer L ———9®— xapymm
H KOHTpONNepam
BBICOKYIO HaJ€KHOCTH M CKOPOCTh MEPENadn

JaHHBIX B CEC€TAX C OOJIBIIIMM  KOJIMYECTBOM O @ @ @ @ @ @ @ @ @ @ @ @ @

yctporictB. [IpomsBectn moakmoueHue CAN | ,p (B =l= =i i =)

uHTepdeiica CormacHo MPUBEICHHON CXeMe. O(E)o s a0 . ; 3; 'w'
PacnuHoBKa  ycTpoilcTBa  TpUBEIEHA HA |s3.8 }
pHCyHKe 3. N0 g el BRBREE

MNepexniovarens
Tepmunaropa CAN

11
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OcHoBHbIe TpeboBanus 11 opranuzanun CAN unTepdeiica:
® UCIONB3YEeTCSl HEroproyas dSKpaHMpPOBAaHHAs BUTas Tapa HMeEIoIas  Cleaylomue
XapaKTEPUCTUKHU:
O obmas MHA JIMHWM HE JOJDKHA TmpeBblimarh 250 M, 0e3 ydera MOBTOpUTENEH
untepdeiica RA-30
O ceueHHe OJHOU KWJIbI Kabens MoJpKHO ObITh He MeHee (.16 MM2 (IuaMerp KWiIbl HE
menee 0,45), a MOTOHHAsE eMKOCTh MEXIy mpoBogamMu A u B muTepdeiica He momkHa
npesbimarh 60 nd/m. DTO AaeT cyMMapHOE CONPOTHBIICHUE OHOM Uikl TpoBoaa 100
OM u cymmapHyro eMKocThb 72 HO.

BAKHO! Ilpu o6vedunenuu no CAN unmepgheticy konmpoiuiep Heobxo0umo Hacmpoums sapauee. Tax
xak no Ethernet cemu 6yoem 6uden moabko OKOHEYHbI.

BAJKHO! Ecau ycmpoticmeo sensiemcsi OKOHeuHbiM 6 jaunuu unmepgetica CAN, neobxooumo
yemanosums Ilepexnouamens mepmunamopa CAN (pucynok 2, nos. 4) 6 nonosicenue ON.

@ BAKHO! Heobxo0umo npoussecmu (popmMosKy u MApKuposKy npo8ooos Ha smane noOKIUeHUS.

Hpunyun nooxnmiouenuss u ux HACMPOUKA NPUBEOEHbL 8 PYKOBOOCMEBE NO IKCHIYAMAYUuu NOGMOPUNEs]

@ BAJKHO! J{na ysenuuenus onunvt CAN unmepgeiica ucnonvsyromes nosmopumenu unmepgpetica RA-30.
unmepeiica.

2.4.3. [Toaxmrouenue unatepderica Ethernet

[Ipuem u mepenavya JaHHBIX Ha WMH(POPMALMOHHBIM CepBEp OCYLIECTBISAETCS MO HHTepdeicy
Ethernet.
OcHoBHBIE TpeboBaHUs 1 oprann3anuu JuHuu Ethernet:
o MakcumanbHas JyiHa cerMenTa He 6osiee 100M B coorBeTcTBUU co ctanaaptom IEEE 802.3u
e llcnonb3yeTcs BOCBMUKMIBHBINA SKpaHUpoBaHHbIN kabens Tuna FTP cat SE
Hactpoiika untepdeiica Ethernet u mapameTrpoB mNOAKIIOUEHUS K CEpBEPY IPOU3BOJIUTHCS
COIJIACHO I1.2.6 JaHHOT'O PYKOBOJICTBA.

24.4. [Tonxmrouenue cunteiBatTeneir Wiegand
YCTpolCTBO MOIIEPKUBAET TMOJIKIOYEHNE o n O
IBYX CUMTHIBATENIEH Wiegand C § g Mo E )
nporokonamu 26, 32, 34, 37, 40, 42, 56, 58, 64. 3 § 8 e
[TonkmroueHne MPOU3BOIUTHCS — COTJIACHO - 1@
CTOYEHHE  MPOU3BO T — o
MIPUBEIECHHON CXEME. DI ki m d )
Dl D& plO
BAJKHO! Cxema nooknouenus g - EE | g B %
cohix . e
Modcem Oblmb UBMEHEHAd CO2NACHO e=8% S0
PACNUHOBKU u MexXHUYecKux D ™ e RO
ol Be e @
Xapakmepucmux cuumvleamers. % =) E;; Y | %
COD&:" = o
IIpu NOOKNIOYeHUU ucnonvsyemcs % (oD ] " §§§ it %
® A u
PACNUHOBKA U MAPKUPOGKA, NPUBCOCHHAR 6 . — = Ew | _ = 'ﬁC)EE([D
pyKosoocmee — no  dKcnayamayuu — Ha ~ WIEGAND Ol & o o& O COm@
{1 - i wm
cyumoieamenns. % il e - 5\:|Pﬂ %
o o

JUis CcOenMHEHUs] CUUTHIBATENSl C KOHTPOJUIEPOM PEKOMEHAYETCSl MCIIONIb30BaThb SKPAaHUPOBAHHBIN
MHOTOXKUJIBHBIN Ka0esb ¢ cedeHrneM Kax1oro mpososa 0,5 kB.MMm.

JUisi TOBBIICHHUST MTOMEXOYCTOMYMBOCTH CBSI3M 3KpaH Kalens JOJDKEH MOAKIIoYaTbes K oOeMmy
IIPOBOJY TOJIBKO CO CTOPOHBI HCTOYHHMKA MUTAHUSA (KOHTPOJLIEPA).

Hacrpoiika pexxuMoB pabOThI CUMTHIBATENEH\pelie omrcaH B 11.2.7 JaHHOTO PyKOBOJICTBA.
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2.5  JlobGaBnenue\penakTHpOBaHHE KITIOYCH

JloGaBneHue Kito4el BO3MOXHO JIBYMsI CIIOCOOAMHU:
e C momosto 1O «PYBETEK-UHXXEHEP» (cm. 11. 3.5);

e C nmomompro miardopmer 10T RUBETEK. [Toapo6HBIil anroput™m onucad B pyKOBOACTBE
nosnb3oBarens loT RUBETEK.

BAJKHO! [locne enecenusi usmenenuti na urgopmayuonnom cepsepe 10T Rubetek neobxooumo
npoussecmu  YOAIeHHYI0 CUHXPOHU3ayuo\obHoseHue Oanublx Ha ycmpoticmee. Q6HOG1eHUE
OAHHBIX BO3MOIICHO MOJILKO HA YCMPOUCMEAX CO CIMAMYCOM «OHILAUHY.

2.6  Pexumbl paboThI

VYHUBepcalbHbI KOHTPOJUIEP MOAJCPKHUBAET HECKOJIbKO PEXKHMMOB pabOThl, YTO OOecreyuBaeT
BO3MO>XHOCTh IIPUMEHEHHS] KOHTPOJUIEpa Ha pa3InyHbIX 00beKkTax. OCHOBHBIE PEXUMBI pabOThI PaOOTHI
KOHTpOJLIEPA:

e KOHTpOIb OJHOM ABEPH C IOMOIIBIO ABYX CUMTHIBATEIIEH, HA BXOJ U BBIXOJ

e KoHTpO/b ABYX ABEpEN € MOMOLIBIO OAHOIO CYMTHIBATEINS U KHOIKH 3alIpOca BBIXOAA HAa KAaXIYHO
JIBEPb.
Onucanne KaxJ0ro pexXKMMa U CXeMa INOJKJIIOUEHUS IPEICTABIICHbI HUXKE.

2.6.1. Pexxum cuuThIBaTENHL-CUUTHIBATEID

JIaHHBIN PEXUM MOAPA3YMEBAET YIIPABICHUE OJHOM JBEPHIO C IIOMOIIBIO JBYX CUMTHIBATENICH Ha
BXOJ U BbIXoA. [Ipm 3TOM HEOOXOOUMO YCTaHOBUTH B HAcTpoWkax paboTbl pene (m.2.7 JaHHOTO
PYKOBOJICTBA) OJTHO peiie Ha o0a cuuThiBaTess. Ha wHOpmManmoHHOM cepBepe B KIIOYaX JOCTYIIa
JIOJKHO OBITh YCTaHOBIIEHO pejie, KOTOPOe BBIOPAHO B HACTPOMKAX JJOCTYIA.

Cxema NoAKII04YeHUs TPUBEICHA Ha PUCYHKE 4.

mSaMOI{ aeepu
8 C
— 5 B sIz
] 3aLI.I,HT-HbIﬁ
[ avon

WcTouHuk nuTaHna

g | g g gy gy g g [

]

clecleclececleclececeebe

* - A B |H L 1 2 3|4 5 B 7 & 1 Z L

ot | TS | e | am | —————— T | e
@_ wiame | 'R | Aeans o R bRt S | e

12B YHuBepcanbHblii koHTponnep CKY[
L CE R CE R R CE)
+12 +12
D_0 D_O
D_1 D_1
LR LR
GND L_1GND
CuutbiBaTens . . CuutbiBaTens
Ha BXop, Ha BbIXOZ4

P HCYHOK 4 — Cxema NOAKIOYCHUA CUHUTHIBATCIIb-CUUTHIBATCIIb
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2.6.2. PexxuMm cunTeIBaTEIB-KHOIIKA

JlaHHBIN PEKUM [TOIPA3yMEBAET YIIPABJIECHNUE OJHOM JBEPHIO C IOMOIIbIO CUUTHIBATENS HA BXOJ U
KHOIIKOM Ha BbIXOA. IIpy 3TOM KHOIIKa MOJKIIOYAETCs K yHUBepcaapbHOMY Bxony Nel i ympasneHus
pesie Nel wnu k yauBepcanbHoMy Bxoay Ne2 i ynpasineHus peie Ne2.

Cxema NoJKIr04YeHNs IPUBEICHA HA PUCYHKE 5.

(o) 3amMok gBepu
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— I e [t [t ] . o 0 z L T T
e RN s SR
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occokobobobocese

1]

CyuTbiBaTenb
Ha Bxop,

PI/ICYHOK 5 - Cxema IOAKIIFOYCHHUA CUUTBIBATCIIb-KHOIIKA

3. MOJKJIOYEHHUE YCTPOMCTBA K K C MIOMOIIBIO MO «PYBETEK-UHKEHEP»

3.1 Bknaaka YcranoBka u 3amyck [10
Jis  yCTaHOBKM TIPWJIOKEHHS CKadaiTe AUCTPUOYTHB € OQUIIMATBFHOTO caiiTa KOMITAaHUU
«RUBETEKY. ITocne 3arpy3ku npuiioKeHHst IPOU3BECTH €ro ycTaHoBKy Ha I1K.
[1K nomkeH cOOTBETCTBOBATh TPEOOBAHUSAM:
° OC Windows 7,8,10 (32 unu 64 owur);

° OneparuBHas namsTh - He MeHee 1 1'6;

° Berpoennas nmamsth - cBob6ogHOE MecTo He MeHee 200 M6 mist yeranoBku [10 u 3arpysku
KK

L CereBas kapra;

° [Tonknrouenue k cetu MHTEpHET.

3amycTuTe YCTAaHOBOUHBIN (pailll U JOKAUTECh OKOHYAHUS ONEPALIUU.
@ BAKHO! IIK u kxonmponnep 0019cHbl 0bimb NOOKII0UEHbl 8 00WYI0 TIOKATbHYI0 CEMb.

[Tocne 3aBepuieHust yctaHOBKH Ha PaboueM crose mosiBuThCS sipibik (Rubetek Mrxenep).

1/
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[Ipu 3amycke mnpou3BOAUTCS TMPOBEpPKA

BCPCHUH IIPOrpaMMHOTO oOecrieueHus.. O6HosneHue NpunoxeHus )
Hns  aBromarmdeckoro obOHOBIeHus I10O

HEO0XOMMO IMOJIKIIFOUEHUE K CeTH UHTepHET. Eciu [ocTynna Hosas sepcua npunoiera 2023.8.1-9

yCTAQHOBJIEHA ~ OOJiee  paHHSAs  BEPCHA,  TO ey et

ABTOMATHYCCKH HAYHETCSl 3arpy3ka M yCTaHOBKa

aKTyalbHOW BEPCUH, Pa3MEIICHHON Ha cepBepe. Ceremms nowe

ITocne 3amycka IIO mosBUTCS  OKHO

aBTOpH3allMM, Ml BXOAa HEOOXOOMMO BBECTH

naHHbIe aBTopu3anuu. Ilo ymomuanuo:
IToura: engineer@engineer Bxo o
Ilapoas: engineer

3.2 Onmcanue unTepeiica

Oxkno unrepdetica COB (pucyHOK 5) BKIIOYaeT B c€0sl CIEAYIOLIUE SJIEMEHTHI:
BoxoBoe MeHI0 BBIOOpa pa3iesioB — [103BOJISIET EPEKIIIOYAThC MeX Ay paszaenamu [10
2. ToakJ/roueHune — B JaHHOM OJIOKE BBOJSATCS JTaHHBIC JIJISl aBTOPU3ALINH:
e [P anpec (IP agpec koHTposIepa, K KOTOPOMY ITPOU3BOAUTHCS MOAKIIOYEHHE),
e User: admin
e Password: admin
YerpoiicTBa B ceTn — GJIOK COJIEP)KUT JaHHbBIE O TOJIKIIOYEHHBIX KOHTpOJUIEpax
HNudpopmanus o yerpoiicre — otoopaxaer UUID (yHHKalbHBIE HOMED YCTPOHCTBA).
Jlor o0menust — oToOpakaeT Bce JIOT cOO0IIeHus TpU padoTe ¢ MOAKIIOYEHHBIM TPUOOPOM.

=
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©

MoaknoueHne o VeTpoiicTea B cetu

Mudopmauma 0b ycTponctee

Pucynok 6 — Oxno nporpammsl Rubetek-Umxenep

3.3.  Pazumen Hacrpoiiku

3.3.1. Briagka «CereBbiey

JanHpfi  OJIOK TpeaHA3HAYeH JUIS HACTPOWKH
CETeBBIX MapaMeTpPOB M OTOOpPAKEHHE TEKYIIHIX

HaCTPOEK.

OrnurcaHue CeTeBhIX HACTPOEK:

e DHCP - aBromarmueckoe mnpucBoenue [P
azpeca;

e Ajpec ycTpoiicTBa — ip-axpec ycTpoiicTBa B
ceru Ethernet;
e Macka moaceTH — Macka JUIA ONpPESICHUs
ajipeca CeTH U ajpeca yCTpOilCTBa;
e IIlaro3 mo ymoa4aHMI0 — aJpec YCTPOKMCTBA,
JTAIOIIETO JIOCTYII K JIOKATBHOHN CeTH, OIMHAKOB IS
BCEX YCTPOWCTB, YCTAaHOBJICHHBIX HA OOBEKTE;
e DNSI1\2 — agpec DNS cepsepa;
e Hosbie HacTpoiiku MQTT:
o IP anpec — IP anpec cepBepa;
o  Iopr cepBepa — UCHOIB3YEMBIM NOPT IS
MIOJIKJIFOUEHUS K CEPBEDPY;

o TLS - nporokon, obecrneynuBarOLInii
3alMIICHHYIO Tlepeavdy JIaHHbIX;

o Crpoka  uaeHTHPHKAIMU  —  UMI
yCTpoHcTBa (xoHTpoOMIEpa), KOTOpOe
nmoJiKiIrouaercss K - cepeepy. s BbIOOpa
JOCTYITHO WCTIOJIb30BaHKe COOCTBEHHOT'O
cepBepa mwiu cepsepa Rubetek 10T,

o Hmsa mnoan3oBarteiass — UM YCTPOWCTBa
(koHTpOIITIEpa), KOTOPOE  TOIKITIOYAETCS K
cepBepy;

o Iapoas — mapons a1 ayTeHTHU(UKALUH
[IPU HOAKJIIOYEHUH K CEPBEPY

KopoTkun nyTb K MHpopmavmu

HoBsble HacTpoKKkK ceTu Ethernet

© Vcnonb3osats DHCP
192.168.88.190

552550

[
tn
Cn
2

192.168.88.1

© Vicnonb3osats DNSI

[}
o
™
[}

© Vcnonbsosats DNS2

778888

Hosble HacTpoikn MQTT

P

130.193.44.155

1883

He uenonbsosats

racs-1101

A NonesoBaTENS

domophone

Cka4aHo c sec.ru
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[Tocne BHeceHUsI M3MEHEHUH B CeTEBble HACTPOWKM KOHTpOJUIEpa HEOOXOAMMO HAXXaTh KHOIKY
«Coxpanutby». llocne coxpaHeHMs HAcTpoeKk HeoOXoaumo HaxaTb KHONKY «lIpumenuts». Ilocie
HaXKaTHsl MOSIBUTCSI OKHO, B KOTOPOM HEOOXOAMMO MOJATBEPAUTh WJIM OTMEHUTh NMPUMEHEHHE HOBBIX
HacTpoek. [locine npuMeHeHHs HacTPOeK TeKyIee COEJUHEHNE C KOHTPOJUIEPOM Oy1eT pa30pBaHo.

BAJKHO! Ecnu 68edeHbl HeKOppeKmHble HACMPOUKU, MO YCMPOUCMEo asmomamuiecku uepe3 3

MUHYMbl RPUMEHUM CIMApble HACMPOUKU.

BAJKHO! Ilocne npumenenuss HACMPOEK HEOOXOOUMO NOBMOPHO GbINOIHUMb NOOKIIOYEHUe, 8
NPOMUBHOM ClyHae yCmpoucmeo asmomMamuiecku yepe3 3 MuHymol NPUMeHUm cmapwle HACMPOUKU.

3.3.2. Bxnanka «/Ipyrue»

Jns  HacTpoiiku pabOTBI pelie ¥ CUYUTHIBaTeNeH
HEO0XOIUMO CIIeIyIOLIe TapaMeTphl:
Hacrpoiixku gocryna
e Bpemsi OTKpPBITHS 3aMKOB — YCTaHOBKa
BPEMEHH pa3MbIKaHUSl WM 3aMBIKaHUS pEile B
CeKyHJIax;
e Bpems curHaaMsanuu B OTKa3e J0CTyNa
(0,1 cex) — Bpemst pabOTHI CUTHATH3AIINY,
CBeToIMOAHAS MHAMKALUS
° Bpemsi BbIKI cBeTOAMOAA (CEK) — MEPHUON
BpPEMEHH B KOTOPOM MHIMKATOP OTKJIIOYEH;
e Bpems Bk cBeroamoga (cek) - MEPUONI
BPEMCHU B KOTOPOM MHAUKATOP BKJIFOUCH,
CuntsiBaTenn 1/2
e IlposepsTh ONTHI 4YeTHOCTH -
JIOTIONIHUTENbHAs TpOBepKa KoJa Kiouya Ha
JOCTOBEPHOCTD IMOJTYHYa€MbIX JTAHHBIX,
e  OOparHblii MOpANOK OalWT — W3MEHEHHE
HampaBJIeHUs ajpecanuy OalT TOIy4aeMbIX CO
CUUTHIBATEIIA,

Peae 1/2
° OObIuHBIE — cpaboTKa OT aKTHBAINH
CUMTELIBATEIIS,
° CBo0OOAHBINH MNPOX0A — IBEPH IOCTOSHHO
OTKPBITA;

e [IIpoxox 3a0JIOKMpPOBAH — JBEPh 3aKphHITa,

MIPOXO/I 10 KJIFOY-KapTe U KHOIKE 3aIpellieH;

e  UHBepcusi — U3MEHEHUE COCTOSHHS pelie Ha

MIPOTHUBOIIOJIOKHOE.

JlokajbHas ceTh

e  Hcnoas3oBats Telnet — npotokos ceTeBoro

B3auMoielicTBus npu oMoy 1CP;

o HUcnoan3oBats Websocket — mpoTokon

CETeBOro B3aumMojercTeus nosepx 1CP;
BAKHO! Ilpu cusmuu ¢naea c
«Hcnonvzosame Websocket»
e3aumooeticmeue RACS-1101 ¢ 11O

«PYBETEK HH>XEHEP» ocywecmeniamocs He

b6yoem

e  Hwms noab3oBarens

KopoTkun nyTb K MHpopmavmu

Hacrpowkm gocryna

w

Csetoanoanan mHankauns

0

Cunteisatens 1

© Mposepsts 6utor veTHoCTM
O6paTtHbid nopagok GanT

He murate @ Murats kpacHbim MuraTe 3eneHsiM

He namensts :

Pene 1 s

Pene 2

© O6biunmii CeoBogHsii npoxop, MNpoxopg 3abnoknposan

© Vueepcns

NokanbHas ceTs
Mcnonbaosate Telnet

© Vcnonbaosate Websocket
admin

Cka4aHo c sec.ru
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° ITapoJab

3.3.3. Bxuagka «YHuBepcaabHabie 10»
JlaHHbpIM  OJOK HEOOXOAMM JUIS Ha3HAYCHHS i
pexnma paboTsI YHHBEPCATbHBIX FmcTpoRi
BXOJI0B/BBIX0/10B 1-8. famepcaman 1
Ornucanue HaCTPOEK:
° HNuBepcus
° Bxuouuts pull up — npy akTUBaLUM Ha —
BXOJI€ TIOSIBJISIETCS] BRICOKHIT YPOBEHB ) .
° Pa3pemutp BbIX0a — OynieT paboTaTh
KaK BBIXOJ]
° Tay ¢punbTpa, MCeK — 3aJIepKKa Ha
CpaboTKy

Bron / Betxag, 5

H

-
l:
L=

BAJKHO! Ilo ymonuanuio pabomaem kax
Bxoo0.

3.3.4. Bxnagka «@yHKoumn»
Jlanupiii  OJOK  HEOOXOMUM  JUISI  HACTPOMKHU v
(GyHKIMI yHHBEPCATBHBIX BXOJI0B/BBIX00B 1-8.
Onucanne HaCTPOEK: ’
° Knonka oTkpbiTust
o HuBepcus :
o Bxoa/Bbixom — BBIOOp HCHOIB3YEMOTO
BXO0J1a/BBIX0O/1A ’
o MHWupeke pene — BBIOOP HCIOJIB3YEMOTO .
pene
° JdaTunk OTKpPBLITHS ¢
o HuBepcus
o Bxoa/Bbixom — BBIOOp HCHOIB3YEMOTO .
BXO0J1a/BBIX0O/1A

o MWMHaekc gaTYMKa — NOPSAKOBBIN HOMEp B
cucreme ot 1 1o 255
O Bpemsi  OTKpbITUST —  BPEMEHHOH
MIPOMEXYTOK, B paMKax KOTOpOro He
MIPUXOJIUT TPEBOKHOE COOOIIIEHHUE
O Bpemsi  3aKpbITUSI —  BpPEMEHHOU
MIPOMEXYTOK, B paMKax KOTOpOro He .
MPUXOANUT TPEBOKHOE COOOIICHUE

° JaTunk TpeBOrU
o Husepcus ’
o Bxon/Beixog — BBIOOp WCIIOIB3YEMOTO s
BXO0J1a/BBIX0/1a

o HHpaekc TpeBorn

O Bpems BKJI. — BPEMEHHOU IPOMEXYTOK, B
pamKax KOTOPOI'0 HE MIPUXOTUT
TPEBOXKHOE COOOIICHIE

O Bpems BBIKJ. — BpeMEHHOH MTPOMEXKYTOK,
B paMKax KOTOpOTrO HE TNPUXOAUT

4 .
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TPEBOXKHOC COO6HI€HI/IC

° JdaTuuk B3JI0Ma
o HWuBepcus
o Bxoa/Beixog — BBIOOp HCIOJIB3YEMOTO
BX0/1a/BBIXO/a

o HWuaekc pege

HNupexc Tpesorn

o Bpewmsa goaroro orkpbitust (° 0,1 cex) —
BPEMEHHON IPOMEKYTOK, 10 HCTEYCHHU
KOTOpOTO MPHUAET YBEIOMIIEHHE O JTOJITOM

o

OTKPBITUY;

o Bpems 0KUTAHUA 3aKpbITHS
(° 0,1 cex) — BpeMEHHOW MTPOMEKYTOK IPH
HEIITAaTHOM OTKPBITUHU ABEpH, 10
HCTEYECHUIO KOTOPOTO MPHUJIET COOOIIeHUE
0 B3JIOME.

3.3.5. Bxiagka «TpeBora

JanHblii 670K HEOOXOJUM AJISl HACTPOUKH
pexxuMoB padotsl Tpesora 1 u Tpeora 2
) Hacrpoiika curHajau3anum:
o CurHanu3anmsi BbIKJIIOYeHAa —  He _
ornpasisiioress  coobmenuss B MQTT, : )
CHUpPEHA OTKIIIOYECHA
o Toabko ornpaBka coodmenne B MQTT S— S
© Ornpaska coobmenne 3 MQTT n S vt onet | | o
ylpaBJeHHe CHPEHOI — CHpPEeHa BKIIIOUEHa
TOJIBKO TpHU aKTUBaUuu TpeBoru, IO Beroa s o remasrozen 002
OKOHYAHMIO OTKJIIOYAETCS o |
O BKIWYHTB CHpeHy, Tak :Ke padoraer E— [ —
ornpaska coodmennii B MQTT — cupena
IIOCTOSIHHO HaXOJIUTCS B pesxuMe TpeBora

HacTponku

a

v Bxoa /ebixon 1

]

° 10 — BeIOOp Bxoxa/Beixox 1-8, a takxke
BbIX0210B 1-2 ¢ OK

° 3ajep:kka  BBIKJIIOYEHHSI, CeK  —
BBICTABJISIETCSl BpeMeHHoW sauama3on ot 01-99
CEK.

BAJKHO! [Ilpu ucnonv3oeanuu YHUBEPCATbHBIX  6X0006/6b1X0006 1.8 ynpaenreHue cupeHou
0Cyuecmensemcs ROCpeOCmEoM nepedayu ynpasnawezo cuenaia 3-5 B

3.3.6. Bxnagka «Oxpanay

Bxrnagka «OxpaHa COIEPKUT JIBE TONOTHUTEIbHBIC BKIIAIKH:
e Antipassback, Ha koTopoii HacTpauBaeTcsi ypoBEHb JOCTYIIA KIFOUCH;
e KoHTpoJab JTUHUIA, HA KOTOPOW HACTPAUBACTCS PEKUM PaOOTHI TUHUH.

Antipassback — ¢yukinonanpaas Bo3MoxHOCTh CKVY/]I, uckirouaromias MOBTOPHBIH MPOXOJ

MIOJIb30BATENsl HA OXpaHsAeMbIil 00BEKT 0€3 ero npeBapuTeIbHOTO BHIXOA.

BAJKHO! ®yuxyus Antipassback sensemcs noxanvnou ons xascooeo kommponanepa u e
83aumooeticmgyenm ¢ OpyeUMy KOHMpPONIePamu 8 Cemu.
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Brnagka Antipassback coxepxur cnemyromme |

9JICMEHTBI: =
° Koomka «Brmiounth Antipassbacky.

Ecnu B cniucke Bce kimtouu umerot goctyt 0..2, To
npu BIoueHnn Antipassback mosiBHTCS OKHO ¢
OpPENyNpeKICHHEM O TOM, YTO BCE KIOYH B
XpaHWIUILE MOJTydYaT JAOCTYI Ha o0a pene, mocie
NOATBEPKICHUS AOCTYI n3MeHuTcs: Ha 4. Eciu B
CIIHCKE TMPUCYTCTBYIOT KIIOYH C YPOBHEM
moctyma 3, To mpH BaoueHmn Antipassback
HOSIBUTCSI OKHO C BBIOOPOM:

o «Bxmounts pexum Antipassback s
KJTFOYCH, KOTOPBIE UMEIOT JOCTYI Ha 00a
pene?»;

o «Bxirounts pexum Antipassback s
BCEX KJIIOYEH B XpaHUIHILE?»

[Tpu BBIOOpE TepBoOro BapuaHta HocTyn 4 Oyner
NPEIOCTABICH KIF0YaM C UCXOAHBIM JOCTYIIOM 3,
a HpI/I BLI60pe BTOpOrO — BCECM. Mpn BxnoueHnm gsHHOrS pexuma sce Koy & xpatninue RACS-1M101 nosyuar goctyn Ha
BAJKHO! Ilpu naruquu 6 cnucke xoms 0wl IR TP AN
00HO20 KIOYa ¢ odocmynom 4 u evluue

Voo o, %
Meama MONATE
YMOJIYARUIO 6KIIIOYEH.

[lpu  orkmoueHun  pexxuma  Antipassback
HOSIBUTCS.  OKHO TOJTBEPKACHUS OTKIFOUYCHHS

Antipassback i

Brntoumnts Antipassback

pexxuma Antipassback mis Becex kimoueit. ITocie Brniounts Antipassback

MOATBEPKIACHUSI BCE KIIOYM C JIOCTYNoM 4 u

BBILIIE TIOJIy9aT JOCTYII 3. © Briouurms prwunis Antipassback Anm Krouei, KaTOpbIE HIHOT AGCTYN Ha 08 pene?
I[J'Iﬂ HM3MEHEHHUST KOJa HOCTyHa OJIHOTO KJIIOYA Brntouts pemam Antipassback ans scex knousi 8 xpannane?
HEOOX0MMMO HaxaTh Ha mone  «JlocTym» fpu Bkmenuu dowo20 pexuma CoomBemchiyauue Ky 8 Xpomume

RACS-1181 noay4am docmyn Ha oba pene

HEOOXOJMMOr0 KJfo4a B CIHCKE M BBIOpaTh
TpeOyeMbIil KO/T.

o Crpoka MOHCKa, C MOMOIIBIO KOTOPOH S
BO3MOXXHO OTQHMILTPOBATH CHHCOK KIFOUEH TI0

HMCKOMOMY(BIM) CUMBOITY(am);

° Crncok  kiroued, — XpaHAmmxcd B
RACS-1101.

OTrnounts Antipassback

OtknrounTs peskum Antipassback ans scex knroueit B xpanunmwe?
e “

Bxknanka KonTpoas JIMHUM COJICPKUAT e

HACTPOMKH & JINHUI:

PY BXOI[; KoHTponb nuHuia
Bxon + unBepcus;
Bxox + pull up;
Bxoj + pull up + unsepcus;
Brixon;
Brixoj + unBepcus; a5 Nusra 6 J— s &
Brxox + pull up;
Beixox + pull up + unBepcus;
Bxon + oTciexxnBaTh COCTOSIHUE BXOAA;
Bxon + uHBepcus + OTCIEKNUBATH COCTOSIHHE
BXO/1a;
e Bxox + pull up + orcrmexuBarh cocTosHHE

Nurns 1 Nunus 2 Nk 3 Nuanns &

Baixea + pull up : Boixoa + pull up s Bxoa + pull up + orcaes & Bxoa + pull up + otcne &

Kanu6posars ] [ KanuBposats

Kamoposn | [ kamgponm | [ kamgpoom | [ Kamspoom
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BXOfa (ocTynHa KamuOpoBKa);

e Bxox + pull up + uHBepcHs + OTCICKHUBATH
COCTOSIHHE BX0/1a (IOCTyITHA KaTHOPOBKa);

® BrIXxox + OTCIIEKUBATh COCTOSIHIE BXO/IA;

e Brixoq + wuHBepcusa +  OTCIEXHUBATH
COCTOSIHME BXO/1a;

e Brixon + pull up + orciexuBaTh COCTOSIHUE
BX0J1a;

e Brixox + pull up + uaBepcus + oTceKnBaTh
COCTOSIHHE BXOJ1a.

KamnOpoBka  ocymiecTBisieTcss — CleAyromIeH

Kanu6poeka nuHuu 3

MIOCJIEI0BATEIIBHOCTH

Haxatp kHomnky «Kanubposate» 11 TpeOyemoit

HI/IHI/II/I; 3aMKHMTE ANHWIO

3aMKHYTh JIMHHUIO, ITOCJIE Yero HaXXaTh KHOIKY \ posonser \
«[IpomomKuTEY; ‘ '

o m

AKTI/IBI/IpOBaTL JaT4WK, IIOCJIC 4YCro HaXaTb
KHOIIKY «HpOI[OJ'I)KI/ITL»;

Kanubpoeka nuHum 3

4 3amknuTte nrHU0O

AxTrBMpyITE 4aTUMK

e m

I[eaKTI/IBI/IpOBaTL JaTUMUK, IIOCJIC Yero HaXaTb
KHOIIKY «HpOZ[OJ'I)KI/ITL»;

Kanubpoeka nuHuum 3

& 3amcmute nunuio

& AxTvsupyiite aatun

[eaktueupyite gatumc

o m

OTKIIIOYUTH JaT4yuK OT JIMHUH, IIOCJIEC 4Y€ro
HaXaTb KHOIIKY «HpOZ[OJ'DKI/ITL»;

Kanmbpoeka nnHum 3

& 3amkHUTE NUHUKD
& AxTuBupyitTe gaTumi

& [NeaxTvsupyiiTe aaTHnK

OTI(J'IPO‘-IVITQ AaTYMK OT IMH1KA

o m
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B CJIydac YCICHIHOTO 3aBCPIICHUA Ka.]'H/I6pOBKI/I

. Kanu6poska nnnmu 3
HaXXaTb KHOIIKY «HpI/IMeHI/ITB»,

3aMKHUTE AMHMID
AKTHBMpyitTe aaTuMK
JleakTMBupyitTe gatimK

OTKAKHUTE AETHUK OT AHUKM

o m

[Ipu HEymavYHOM TOIBITKE KaJTHOPOBKH TTOSBUTCS
cooO1ienre 00 omnoKe, Mociie Y4ero He0OXo0IUMO
HaXaTb KHOTIKY «lIpumeHnTh» 1 «IloBTOPUTH»
JUTSE BO3OOHOBIICHHUS TIPOIIETYPHI.

Kanubpoeka nuHum 3

Owwmbica kanuBpoBKky. TuHMs NOBPENAEHE UK CAMWIKOM 3awyMaeHa

nosTopuTs

o m

BAJKHO! Ilpu nasxcamuu xnonku « Ommenay Ha 1iobom smane, Kaibposka Oyoem oCmaHos1eHa
be3 co3panenus usmeHenull.

BAJKHO! Kanubpoexa xaxicoou JauHUU NPOU3800umcs unousuoyaivho. Kamubpoka 0oadicha
NPOBOOUMBCSL 0151 KAXNCO020 KOHMPOJIepd.

3.3.7. Bxnaaka «IIpomuBka»

JlaHHBINM 0J10K HEOOXOIUM JIJI1 OOHOBJICHUS
MPOTPaMMHOT0 00ecIieueHHst Ha KOHTPOJUIEpE.
Omnncanue 0OHOBIICHHUS:
- BriOpats (aiin nmpommBKy, 1S 3TOTO Bl
Ha)KaTh KHOTIKY «BbIOpaThy. OBHosnerie npowmsKm
- Haxars kHonky [IpommTs 115 3amycka S
MPOLIMBKH.
- Ilocrne 3aBepiieHNs NPOLIMBKY MTOSBUTCS
COO0OIIIEHUE O YCTICHIHOM 3aBEPIICHUH YenewHo
orepanuu

HacTpoiiku

BAJKHO)! Ilocne 3a6epuieniisi npouiuKu

omporicp  nepesacpyumen u

HEobX00UMo b6yoem 3aH080
a8mopuU306ambCs.
3.3.8. Bxnagka «KjionnpoBanuey
JlaHHBI OJIOK HEOOXOauUM JUIsl DKCIIOpPTa |
MMIIOpPTa HaCTPOEK KOHTPOJIIEpa. Hacrporiu
OnwucaHue HKCIOpTa HACTPOCK:
e JloKaJIbHAsI CETh - CETEBBIE HACTPOUKU &=
e Hacrpoiixu noctyna - Jlpyrie nactpoiiir R
o  Oynkuun/YHusepcanbubie [0 Secnopr wscrpoex Munopr sactpoe
e TpeBora AP R— m

Ornrcanre UMITOPTa HACTPOEK:

e BriOparts Qaiim HACTpoeK, I 3TOro
Ha)XaTh KHONIKY «BBIOpaThy.

e Haxare xHomky Mmmopruposars i
3aIrycKa 3arpys3Ku.
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3.4 CuursiBaTenpb KIIIOYEn

JlaHHBIN pa3jen npeHa3HAYEeH I IPOBEPKU
paboTOCTIOCOOHOCTH CUNTHIBATENIS U
JI00aBIIEHHBIX KITFOYEH. .
Onwucanne HHPOPMALUH: @

e (CunThIBaTENh — MOPSAKOBEIN HOMED
MOAKIYEHHOTO CUYUTHIBATENS, OT 1 10 2
Kon kmoua HEX &
Kox kmroua DEC
CraTyc — HaTM4us KJII09a B peecTpe
Pene — nopsnkoBelil HOMep pene,oT 1 1o 2
OTKpBITHE — CTATyC 3aMKa
Bpewms

Cyurniearens knouen

o

3.5 Baza kiroueit

Paznen «baza kmrouein» npeaHasHadeH s J00aBIEHUs, yIaJeHUs, XPAHCHHSI CIICKA KITFOUEH.
Jlnst noGaBieHMs KITIOUel MepeTy Ha BKIAAKY «3arpy3uThy.

baza knouen

3arpyzka kniouen

Nnn paboTel pasaena He0BX0AMMO 3aNYCTUTE NOKaNbHEIA CEPBED B PAMKaX NPUIOKEHMA

e 3anycTuTh

(il @ Moxasate nor obuwenus ¢ CKYI
Pucynok 7 — Paznen «ba3a xiroueii». Bknangka «3arpy3uTb». JIokanbHBIN cepBeEp HE 3aIlyllieH

[lepen 3arpy3koit Kiroueil HEOOXOIUMO 3ayCTUTh JIOKAJIBbHBINA cepBep. s 3Toro Heo6xoaumo
Ha)KaTh KHOIIKY «3aIlyCTUTBY.

baza knwouen

3arpyzka kntouei

=
@ Moxasars nor obwenms ¢ CKY

Pucynok 8 — Pa3znen «ba3a xmroueii». Bknanka «3arpy3nutb». JIokalbHbII cepBep 3alylieH

[Tocre 3amycka JIOKaJIbHOTO cepBepa HEOOXOJMMO BBIOpaTh (aiin ¢ apxuBoM Kitoden. [t aToro
HakaTh KHOMKY «BpiOpare». OTkpoercst okHO [IpoBOgHHMK, B KOTOPOM HEOOXOAMMO yKas3aThb MyTh K
¢aiiny B pacupeHuu .CSV.
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L Rubetek Engineer (Staging) - 0 X

rubetek EZ3 o

Baaa knmouen

3arpyaka kmouen

OTnpaska cnucka KNuen Ha YCTPoUCTBO

Pucynok 9 — OTnpaBka criucka KJiro4yel Ha yCTPOMCTBO

YenewHo

Crimcor nmumsi yorsuHo sarpynosH

Pucynok 10 — YBenomienue o6 ycrenrHoM 100aBIeHUN KITFOUEH

[Tocne no6aBiieHus KItOUYEH MEpelTH Ha BKIAIKY «APXUBY.

b

Baza knrouen

~
dob
LS Apxue

MpéT 3arpyska niouen (3arpywero 0 13 18)

Monyuuts crncok [ OBHOBMTE KONWUECTBO KNIOYER YoanuTb Bee kKmouK

[

© Moxasars nor obwenna ¢ CKYL

=
Pucynok 11 — Pa3znen «baza ximroueit». Bknanka «Apxus»
st oToOpaxkeHus crucka M00aBJICHHBIX KIIOUYeH HaxkaTh KHOMNKY «llomyunth crimcok». [locme

9TOrO TOSBUTCS COCTOSHUE 3arpy3KM KIO4ed M KHomKa «OTMEHWTH 3arpys3Ky», KOTOpas IO3BOJIUT
OCTaHOBUTb 3arpy3Ky.
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baza knouen

Nnér

3arpyska knwodei (3arpysxeHo 18 us 18

‘O6HOBUTL CrIMCOK | OB6HOBMTE KONMYECTBO KKOYER

E65D3CDO

112233

04344662125C80

DO3C5DE6

04629352904880

9D6F96

3C5DE6

445566

525B35

9534708046

MOKHO HaWTHU BcCe KJIIO4H,

Pucynok 12 — Cniucok 3arpyKe€HHBIX KIH04el

386487009

122867

1183376804568192

3493617126

1234284791744640

10317718

3956198

4478310

5397301

640829915206

RUBETEK

YOanuTe BCE KNKOYK

[Tocne 3arpy3ku CHHCKa KIFOYEH MOSABUTCA MOJIE JJISI MOMCKA KIIIOYEH, C MOMOIIBI0 KOTOPOIO

coJlepiKallie HCKOMBIH(e) CHUMBOJ(BI),

a TaKXK€ BCC KIKYH B

HIECTHAAIATEPUYHOM U JECITHYHOM (hopmaTax U ypoBeHb Aoctyna kitoda (0...6).

C IOCJICAYIOIIMM aBTOMAaTUYCCKUM N3MEHEHHUEM «aCCESS» B 5 um 6,

IOCJICAYIOIIUM aBTOMAaTHYECCKHUM U3MCHECHUEM «aCCESS» B 6,

SEC.RU

YpoBHU 0CTyIA KIIFOUEH:

0 — mocTym 1Mo KITF0UY 3arperieH;

1 — paspernieH npoxoJ| ¢ OTKpbITUEM pene 1;
2 — pa3pelieH IpoxXo/1 C OTKPBITHEM peJie 2;

3 — pa3pelIeH Ipoxo/1 ¢ OTKpbITHEM perne | uim pene 2,

4 — pa3peleH Mpoxo/I MPU CYUTHIBAHUHU KJTFOYA C JTF000TO CUYUTHIBATENS (B TI0OOOM HaIpaBICHUN),

5 — paspelieH MpoxoJ MPH CYUTHIBAHUU KJII0Ya C BTOPOTO CUMTHIBATENs (B HampaBlIeHUU 2), C

6 — paspelieH Mpoxo/ MPH CYUTHIBAHUH KITF0Ya C TIEPBOTO CUMTHIBATENS (B HANpaBlIeHUH 1), C
MOCTIEeTYIOIUM aBTOMATUYECKUM H3MEHEHHEM «access» B 5. JlobGaBieHue M peJakTHpOBaHUE KIIOUeH
JIOCTYTIA, a TAK)KE PaclUCaHUM JOCTYIA MIPOU3BOIUTHCS HAa MH(POPMAILIMOHHOM CepBepe.

KopoTkun nyTb K MHpopmavmu

Cka4aHo c sec.ru
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3.6 HcTtopust coObITHIA

JlaHHBIHN pa3men HeoOXOaUM I XpaHCHUS
COOBITHH.
Onucanne unTepgerica:
e [lepuoj 3arpy3ku JaHHBIX, JHEH;
e  OunbTp coOBITHIT — BEIOOP OTACTBHBIX
TpyIn cOOBITHH;

WcTopua cobbimuia

o KypHan coObITHIA;
e (Ckauarts .XIS — ckaunBanue ucropun
coObITHil B popmare .XIS; o

e (Ckauyarp .CSV — CKQUMBaHHUE UCTOPUH
coOpITHH B hopmare .CSV;

3.7 PaboTa ¢ HECKOJIbKUMU YCTPOHCTBAMU

JlaHHBII paz/en mo3BoiseT padoTaTh ¢ oot
HECKOJIbKIMH KOHTPOJIIEPAMH OTHOBPEMEHHO. e
Onucanue (hyHKIIMOHANA: (oo |
e (CuuThIBaTENb - OMMCAHKE JTAHHOTO
paszena ykazaHo B 11.3.4 oy
e (CeTeBbic HACTPONKU — OMMCAHUE IAHHOTO
pasnena ykazano B 1m.3.3.1 R —
e JIpyrue HaCTPOWKHM - OMTUCAHHE JAHHOTO
pasnena ykazaHo B 1m.3.3.2 ]

4. CBPOC KOHTPOJIJIEPA 10 3ABOJACKHNX HACTPOEK

4.1 Jlns cOpoca 10 3aBOJICKUX HACTPOEK HEOOXOIMMO OTKIIOYUTH MUTAHWE HAa KOHTPOJIIEPE
(cM. pucyHok 2) u 3axath KHONKY «TecT», Aanee BKIIOYUTH MUTAHUE U J0XKIAThCS MOKa
3aropuTcsl cliepBa 3€JeHbId, a 3aTeM KpacHbli quon. Otmyctuth KHoOmky. COpoc 1o
3aBOJICKMX HACTPOEK BBIIIOJIHEH.

5. TEXHUYECKOE OBCJIY KUBAHUE
5.2  Mepsl O6e30macHOCTH

5.2.1. Mepbl 0e€30MacHOCTH TpPH YCTAaHOBKE W  OKCIUIyaTalldd  YCTPOWMCTBA  JTOJKHBI
COOTBETCTBOBATH TpeOOBaHUAM «IIpaBuUi TEXHHMUECKON HKCIUTyaTaIllMH 3JIEKTPOYCTaHOBOK
notpeduTeneii» u «[IpaBui TeXHUKH 0€30MaCHOCTH MIPU IKCILTYaTaI[H YJIEKTPOYCTaHOBOK
OTpeOuTENnei».

5.2.2. Tlpu mnpoBeneHWH PEMOHTHBIX pPabOT B TIOMEIICHHWH, TJI€ YCTAHOBIICHO YCTPOMCTRBO,
JOJDKHA OBITH OOECTeyeHa 3aIuTa OT MEXaHUYECKHUX MOBPEXKICHUH U TONalaHus Ha HEero
CTPOUTEIBHBIX MaTepuaioB (IoOeKa, Kpacka, bUIb U TIp.).

2R
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5.3  IIpoBepka paboToCIOCOOHOCTH

5.3.1. IlpoBepka paGOTOCIIOCOOHOCTH YCTPOWCTBA JOKHA MPOBOJIUTHCS MPU IUIAHOBBIX HIIN
JIPYTrUX MPOBEpKaX TEXHUUECKOTO COCTOSHUS YCTPOMCTBA, HO HE PEXe OJHOro pasza B 6
MECSIIICB.

5.3.2. IIpoBepka paboTOCTIOCOOHOCTH BKIIIOYAET B CEOS:

® BHCIIHUI OCMOTp YCTpOMCTBa Ha OTCYTCTBHE CIICJIOB BJIATH W MEXaHHYECKOTO
MIOBPEXKICHHUS,

® TIPOBEPKY HAJCIKHOCTH KOHTAKTa MPHUCOCTUHECHHBIX K YCTPOHCTBY MPOBOJOB, MpPHU
HEOOXOJUMOCTH TOATSHYTh BHHTHI Ha KJIEMMHHKAaX, 3aMEHUTh HEHCIIPABHBIC
POBO/IA;

® T[poBepKa cCTaTyca YCTpoiicTBa Ha HWH(POPMALMOHHOM CEpBEpPE  COTJIACHO
pykoBojictBa nosib3oBarens [oT RUBETEK;

® TIpoBepKa pabOTOCIMOCOOHOCTH CUMTHIBATENEH U peie Ha OTKPHITHE MOJKITIOUECHHBIX
3aMKOB JIBEpEii C OTIPABKON YBEJIOMIICHUS HA MHPOPMALIMOHHBII CepBep.

6. XPAHEHMUE

6.2  VYcraosus xpanenus YK nomknsl cootBeTcTBOBaTh yenosusam 2 mo 'OCT 15150-69.

6.3  XpaHUTH YCTPOKICTBO CIICIYeT HA CTEIIAKAX B YIIAKOBAHHOM BHJIC.

6.4  PaccrosiHMe OT CTEH W MOJla XPAaHWJIMINA J0 YIaKOBOK C YCTPOHCTBOM JOJDKHO OBITH HE
menee 0,1 M.

6.5 PaccrosHue Mexay OTONMUTEIbHBIMU YCTPOWCTBAMU U ynakoBKoi ¢ YK H0mKHO ObITH HE
menee 0,5 M.

6.6 B momenieHuu JOJKHBI OTCYTCTBOBAThH Iaphbl arpECCHBHBIX BEIIECTB U TOKOIPOBOISINAS
ITBLIG.

7. TPAHCIIOPTUPOBAHHME

7.2  YCTpOHCTBO B YITAKOBKE MOXET TPAHCIOPTHUPOBATHCS BCEMH BHJAMHU TpPAHCIIOPTa B
KPBITBIX TPAHCIIOPTHBIX CPEACTBAX U B TEPMETU3UPOBAHHBIX OTCEKAX CAMOJIETA.
7.3  YcioBus TpaHCIIOPTHPOBAHHS JTOJKHBI COOTBETCTBOBaTh ycioBusaMm 5 (OXK4) mo TOCT

15150-69:
° TeMIleparypa okpyxatomiero Bo3ayxa or Munyc 50 °C no mitoc 50 °C;
° OTHOCUTENIbHAS BIIAXKHOCTh BO31yXa 10 95 % npu temnepatrype mitoc 40 °C.

7.4  Cpok TpaHCHOPTHPOBAHUS M NMPOMEXKYTOYHOTO XPaHEHUS HE JIOJKEH MpPEeBbIIATh 3 Mec.
JlomyckaeTcsi yBEJIMYMBATh CPOK TPAHCIIOPTUPOBAHUSA M IPOMEXKYTOUYHOTO XpaHEHUS
YCTPOMCTBA IIPU NEPEBO3KAX 3@ CUET CPOKOB COXPAHAEMOCTH B CTALlMOHAPHBIX YCIOBHSIX.

8.  YTW/IMU3ALUA

8.2  VYruinmzauus YCTpOWCTBAa NPOU3BOAUTCS C YYETOM OTCYTCTBUS B HEM TOKCHYHBIX
KOMITOHEHTOB.

8.3  ConepxaHue AparoleHHbIX MaTepHalloB HE TpeOyeT ydera NMpH XpaHEHWH, CIMCAHMHU,
YTUJIN3ALHH.

9. TAPAHTUS U3I'OTOBUTEJISA

9.2 IlpeanpusaTHe-U3rOTOBUTENb TaPAHTUPYET COOTBETCTBHE YCTPOMCTBA TEXHUYECKUM
XapaKTepUCTHKAM IIPH YCIOBUU COOIIIOJICHHSI TOTPEOUTENIeM MPaBMJI TPAHCTIOPTUPOBAHUS,
XPaHEHUs, MOHTaXKa U HKCILUTyaTalluH.

9.3 T'apanTHifHBII CpPOK SKCIUTyaTauuu 12 MecseB cO AHS BBOAA B JKCIUTyaTalldio, HO HE
Oosee 24 MecsIeB CO THS BBITYCKA.

27
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9.4 B TeueHue rapaHTUHHOTO CPOKa 3aMEHAa BBHIMICAININX U3 CTPOSI YCTPOUCTB OCYIICCTBIISICTCS
NPEaNpUATHEM-U3TOTOBUTENIEM 0€3BO3ME3IHO MPU COOJIOJICHUN MTOTPEOUTENIEM yKa3aHUH
10 MOHTa)XKy M OKCILTyaTaI|H.

9.5 [Ilpu HampaBlIeHUW YCTPOWCTBA B PEMOHT K HEMY OOS3aTEIBHO JIOJDKEH OBITh MPUIIOKCH
aKT C ONMHMCAaHHEM HEHCIIPABHOCTEH YCTPOMCTBA.

9.6 TapaHTus HE BCTYNAeT B CUIY B CICJIVIOIIUX CIYYasX:

° HecoOII0ieHre JaHHOTO PYKOBOJCTBA M0 3KCILTyaTalluH;
° MEXaHUYECKOE TTOBPEKICHNUE YCTPONCTBA;
° PEMOHT yCTpOWCTBA APYTUM JHUIIOM, Kpome M3roroBuTens.

9.7 TapanTusi pacmpocCTpaHseTcs TOJBKO Ha YcTpoiicTBo. Ha Bce obOopynoBanue apyrux
IIPOU3BOAUTENEH, HCIIOJIB3YIOIIEECs] COBMECTHO C YCTPOWCTBOM, PaclpOCTPaHSIOTCS UX
COOCTBEHHBIE TAPAHTHUH.

10. CBEJIEHUS O CEPTU®UKALIUU

10.2  Vumepcanmpubiii koHTpoiuiep CKVYJ[ RACS-1101 «RUBETEK» cootBercTByeT
tpeboBarusim TP TC 020/2011 «DmekTpoMarHuTHas COBMECTUMOCTh TEXHHYECKHX
cpenctB» u umeet aekiapamuio o coorBerctBud EADC Ne RU JI-RU.PA01.B.24394/21,
BbIIaHHBIN opranoM 1o ceptudukanuun OO0 «AJIbDA» ot 02.03.21.

11. CBEJEHWUS O ITIPOU3BOJUTEJIE

11.2  HammenoBanue opranuzanuu rnpouspoautens: OO0 «3ABO/] ITPUBOPOB»

11.3  HOpuamueckuit agpec: 302026, Opnockas O6nacts, T. Opén, yn. Komcomonbckas, .
102A, momenr. 1

11.4  Tenedon: +7 (4862) 51-10-91

115 Daexrponnas noura: info@zavodpriborov.com

12.  CBEJEHUS O ITIOCTABHIUKE

12.2  Hammenoranue opranusanuu rnocrabmuka: OO0 «PYBETEK PYCy

12.3  HOpuamueckuit azapec: 121205, r. MockBa, TeppuUTOpUS WHHOBAIMOHHOTO IIEHTPA
«CxonkoBoy, bonbioit OynbBap, a. 42, ctp. 1, 1 atax, yacts nomerienust Ne 334, pabouee
Mecto Ne 31

124 Tenedon: +7 (495) 430-08-76; 8-800-777-53-73

125  DraexrponHas moura: Support@rubetek.com

12.6  Cair: https://rubetek.com/

13.  CBEJIEHUS O PEKJVIAMAIIUAX

13.2  PeknamanMoOHHBIE TPETEH3UU MPEABABISAIOTCA MPEANPHUATHIO - MOCTABIIMKY B CIIydae
BBISIBIICHUS 1e()EKTOB M HEUCIPABHOCTEH, BEYIINX K BEIXOIY M3 CTPOSI YCTPOHCTBA paHee
TrapaHTUIHOIO CPOKA.

13.3  Anxpec nmpeanpusTUS-U3TOTOBUTEIIS:

121205, 2. Mocksea, meppumopusi unHo8ayuonHo2o yeHmpa «Ckoakoeo», bonvuwiou
oynveap, 0. 42, cmp. 1, 1 smaoswc, wacmo nomewenus Ne334, pabouee mecmo Ne3 1

13.4 B pexiaMaliiOHHOM aKT€ yKa3aTbh: TUI YCTPOMCTBA, 1e()EKThl U HEUCTIPABHOCTH, YCIOBHS,
IIPU KOTOPBIX OHU BBISIBJICHBI, BpPEMs C Havaja dKCIUTyaTalluy yCTPOUCTBA.

13.5 K akry HeoOX0AUMO MPUIIOKHUTH KOTHIO MJIATEKHOT0 TOKyMEHTa Ha YCTPOMCTBO.
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