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Wi-Fi penutep RR-11. PyKOBOACTBO NO 3KCnyatauumu

1 BBeaeHwue

1.1 AHHOTauus

HecmoTps Ha pazHoobpasne COBPeEMEHHbIX TOHEK AOCTYNa, Npo6eMa HeJOCTaTO4YHOW 30HbI MOKPbITUSA 0 CUX
nop OCTaeTcs akTyasibHOM. PelleHunii y 3Toil Npo6neMbl HECKO/TbKO, U OAHVUM 13 CaMbIX MPOCTbIX C TOUKN
3peHNs YCTaHOBKWN 1 HACTPOIKM AB/IAETCA UCMO/b30BaHKe CreLmasibHbIX CETEBbIX YCTPOWCTB — PENUTEPOB
(nosTOpUTENEIA).

RR-11 — Wi-Fi penuTep, npeaHasHavyeHHbI AN15 paclUMpeHns 30Hbl MOKPLITUA 6eCNPOBOAHBIX

ceTeil. YCTpOWCTBO NO3BO/ISAET YCTPAHUTL MEPTBbIE 30Hbl CETU B YACTHbIX [lOMaX, MHOTOKOMHATHbIX KBapTupax,
a Takke HebobLKX odmcax.

B HacTosLWEeM pyKOBOACTBE MO 3KCM/lyaTaunm U3noxeHbl Ha3HayeHne, OCHOBHbIE TEXHUYECKUe
XapakTepuCTUKN, KOHCTPYKTUBHOE UCMONHEHWe, NOPAA0K YCTaHOBKM, Npasuia KOHUIypupoBaHus,
MOHUTOPUHIA U CMEeHbI NPOrpaMMHOro obecneyeHus penvtepa 6ecnpoBogHoro curHana RR-11.

1.2 YcnoBHble 0603HaYeHUs

MNopackasku, NpuMeYaHus U NpeaynpexaeHns

© nNopackasku cogepxar BaXHy MHopMauuio, COBETbI UM PEKOMEHAALMM MO UCMONb30BaHUIO
M HacTpoOWKe yCTpolicTBa.

& MNpumeuaHus cogepxart [4ONOMHUTENbHYIO UH(POPMALUIO MO UCNO/Ib30BAHUIO U HACTPOIiKe
ycTpoiicTBa.

© nNpepynpexaeHns NHHOPMUPYIOT NONbL30BaTENA O CUTYaLUAX, KOTOPbIe MOTYT HAHECTU Bpes
YCTPOICTBY U/N YenoBeKy, NPUBECTU K HEKOPPEKTHOI pa6oTe yCTpoiicTBa UM NOTepe AaHHbIX.
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Wi-Fi penutep RR-11. PyKOBOACTBO NO 3KCnyatauumu

2 OnucaHue nsnenus

2.1 Ha3HaueHue

RR-11 — Wi-Fi penutep, npegHasHaveHHbIA N5 pacluMpeHunst 30Hbl NOKPbITUS 6eCNPOBOAHbLIX CETEN.
YCTpPOWCTBO NO3BO/ISIET YCTPAHUTL MEePTBbIE 30HbI M oNTUMU3UpoBaTb paboTy cetn Wi-Fi.

Bnarogaps nogaepxke ctaHaaptos IEEE 802.11n/ac penutep RR-11 o6ecneyrBaeT BbICOKYH CKOPOCTb
nepegauv faHHolx. Vicnons3osaHue texHonornn MIMO 1 BHyTpeHHMX aHTeHH No3BosifeT caenartb RR-11
YHMBEPCa/IbHbIM peLleHneM A1 pacluMpeHus AoMallHen ceTn 1 06ecneunTb Ka4eCTBEHHYIO nepesady
MyneTumenma 4K-koHTeHTa.

RR-11 nogaepxusaet TexHonoruo EasyMesh 1 moxeT ucnosnb3osatbcs B ceT EasyMesh B kayecTBe areHTa.

2.2 XapakTepuCTUKM YCTPONCTBa
MutaHme ycTpoiicTBa ocyulectansieTcs ot cetn 100-240 B, 50-60 Iy,
Unmepagpelicbl:

* LAN: 1 noprt Ethernet RJ-45 10/100/1000BASE-T;
+ WLAN:

« |[EEE 802.11b/g/n2.4TTy,

+ IEEE 802.11a/n/ac 5T,

PyHKYyUUu:

+ Mopaepxka ctaHaapTos wWndpoaHna WPA/WPAZ;
* Moanepxka WMM (IEEE 802.11e);

* MNopaepxka WPS;

+ Wireless Multicast Forwarding;

+ MNopgaepxxka TexHonorum SU-MIMO 2x2;

* Moapnepxka TexHonorum EasyMesh (IEEE 802.11k/v).

2.3 Cxewmbl nogkntoyeHnsa RR-11
Penutep 2.4y

247T1Tuy

)
H )) 24TTy (( )) 5Ty (( D

Mapuwpytusartop CmapTtdoH
(RG-35-W2Z)
LAN |
L]
MK
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Wi-Fi penntep RR-11. PyKoBOACTBO MO 3KCnyatalmm
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Wi-Fi penutep RR-11. PyKOBOACTBO NO 3KCnyatauumu

2.4 Cxema npumeHeHnsa RR-11

1 Wi-Fi poyTep 1
RG-5440/NTU-RG-5440/NTU-RG-5420 ]

4 \ |
4 |

NS

I

Wi-Fi penutep
RR-11

© ArenT B cetn EasyMesh
Mpu nogkntoueHnn K mapuwpyTtusatopy ELTEX ¢ Bepcuein MO, kotopas nogaepxuBaet EasyMesh,
npousoiigeT aBToMaTuyeckasa Hactpoiika penutepa RR-11 B kauectBe areHTa B ceTu EasyMesh.
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Wi-Fi penutep RR-11. PyKOBOACTBO NO 3KCnyatauumu

2.5 OCHOBHble TEXHUYECKME NapaMeTpbl

O6wue napaveTpbl

TakToBas yacrtota 1My
RAM (onepatuBHas namsiThb) 128 M6
ROM (cncTemHasi namsiTb) 16 M6
OnepauunoHHas cucrema Linux 3.10

MapameTtpbl LAN-uHTepcpelica Ethernet

KonnuectBo nHTepdeicos 1

Tun pasbema RJ-45

CkopocTb nepegaun, Méut/c 10/100/1000, aBTOCOrNAcoBaHme
Moanepxka cTaH4apTOB BASE-T

MapameTpbl 6ecnpoBogHOro nHTepdelica

Knacc Wi-Fi AC1200

KonnuectBo aHTeHH 2

Tun aHTeHH BHYTPEHHWE
CraHaapThl 802.11 a/b/g/n/ac/k/v
YacToTHbI gnanasoH 2402-2482 MI'y,

5170-5330 MI'y,
5650-5835 MI'y,

MIMO 2.4 Ty 2x2 SU-MIMO
51Ty 2x2 SU-MIMO

Moaynauus 2.4 TTu: DSSS, CCK, BPSK, QPSK, 16QAM, 64QAM

5 Tu: BPSK, QPSK, 16QAM, 64QAM, 256QAM
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CKopocTb nepefaun AaHHbIX

MakcuMasibHas BbIXOAHas MOLLHOCTb nepejarymka’

KoathhuumneHT ycuneHnsa aHTeHH

UyBCTBUTENBHOCTb NPUEMHUKA

Be3onacHocTb

YnpaBsneHue

YpaneHHoe ynpas/seHue

OrpaHnyeHve goctyna

dusnyeckue napameTpbl

MuTtaHue

MoTpebnsemast MOLLHOCTb

Pabounin guana3oH Temneparyp

OTHOCUTEeNbHAsA BIAXHOCTb Npy Temneparype 25 °C

ra6apuThbl (LUxBxI)

Macca

Wi-Fi penutep RR-11. PyKOBOACTBO NO 3KCnyatauumu

802.11b: go 11 MéwuTt/cC

802.11a: po 54 M6éut/ c
802.11g: go 54 M6ut/c

802.11n (HT20): go 144 M6uT/C
802.11n (HT40): go 300 M6uT/C
802.11ac (HT80): go 867 M6éuT/c

2.4T1Tuy: po 20 nbm
51Tu: go 20 gbm

2.4TTu: 3,58bu
50MTu: 3 abu

2.4 TTy: 80 -90 a6m (MCSO, HT20)
[0 -71 abm (MCS7, HT20)

5Tuy; 4o -93 45m (MCSO0, HT20)
[0 -73 aBbM (MCS7, HT20)

WPA (TKIP+AES), WPA2 (TKIP+AES), WPA/WPA2
(TKIP+AES)

BeG-nHTephelic

Mo naposto

ot cetn 100-240 B, 50-60 'y

He 6onee 7 Bt

oT +5 go +40 °C

0o 80 %

68x131x73 MM

0,172 kr

& T KonuuecTBo KaHaNOB U 3HA4EHUE MAKCUMANTLHOI BbIXO/JHOI MOLHOCTU GyAeT U3MEHATLCSA B
COOTBETCTBUY C NpaBU/laMn PagnovyacToTHOTO PeryiMpoBaHuA B Ballieli cTpaHe.

« » SEC.RU
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Wi-Fi penutep RR-11. PyKOBOACTBO NO 3KCnyatauumu

2.6 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Wi-Fi penutep RR-11 BbINOMHEH B N1aCTMKOBOM KOpMnyce.

2.6.1 TlepegHsasa naHesnb ycTpolicTBa

BHewHuiA Bug, nepeaHeii naHesim RR-11

OnucaHune NHAMKATOPOB NepesHelt naHem

NHpgnkaTop CocrtosiHue nHaukatopa  CocTtosiHMe ycTpoiicTBa

Power o KpacHblii, ropuT NocToOsiHHO ~ BktoueHune ycTpoiictea (He 6onee 1 MUHYTbI)
KpacHsbliA, muraet MpeT obHoBneHue MNO/cbpoc ycTpolicTBa

3e/1EeHBIi, FOPUT MNOCTOSIHHO ~ YCTPOWCTBO BK/THOUEHO

" 3eneHblid, Muraet Mpou3BoANTCA NOAKIOUEHUE K ToUKe AocTyna (MapLipyTm3atopy)
WPS C nomoubto TexHonorun WPS
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Wi-Fi penutep RR-11. PyKOBOACTBO NO 3KCnyatauumu

Signal .l He roput HeT noakntoueHns K Touke goctyna (MapLupyTusaTopy)
3eneHbli, roput YCTPOICTBO NOAK/IHOMEHO K TOUKE YpoBeHb curHana
pJocTtyna (MapLupyTusaTopy), ecTb xXopouuwii, 6onee -70
[OCTyn B CeTb VIHTepHeT Abm
3eneHbli, Muraet YCTpPOWNCTBO NOAK/HOYEHO K TOUKE

pJoctyna (MapLipyTu3aTtopy), HeT
Joctyna B ceTb NHTepHeT

KpacHsbliA, roput EcTb nogknoyeHune K cetn YpoBeHb curHana
WHTepHeT cnabeblii, -70 gbm u
MeHee
KpacHblii, muraet HeT nogknyeHns K cetn
VHTepHeT

2.6.2 MMpaBas naHenb ycTpolicTBa

I

[T R R R N B L N B B B L
IR B R R N B N B B BN B )
JUULUULUUUUUUULUU U

BHelwHWIn BUA npaBsoii naHenn RR-11

OnucaHne 371eMEHTOB NPaBoit NaHenn ycTpoiicTea

AneMeHT neBow naHenu OnucaHue

1 F KHoMKa Bo3BpaTta K 3aBOACKMM HacTpoiikam
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Wi-Fi penutep RR-11. PyKOBOACTBO NO 3KCnyatauumu

2.6.3 JleBas naHenb ycTpoicTBa

JU U UL

JUUUUUUULUUULUUL

BHeluHwuiA BUA nesoii naHenm RR-11

OnucaHue 3nemMeHTOB /1IeBOI NaHesn YCTPoCcTBa

AnemMeHT nNpaBoii naHenun OnucaHue

1 WPS KHonka ansa nogxnioveHus knneHTta no npotokony WPS

CkauvaHo c sec.ru
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Wi-Fi penutep RR-11. PyKOBOACTBO NO 3KCnyatauumu

2.6.4 HwxHAS naHenb ycTpoincTea

e 0 0 0 00
® e 0 0 0 00

BHewHWiA Bug, HWKHe naHenyn RR-11

OnucaHue anemMmeHToB HWXHel naHenn RR-11

JnemeHT HMXHelh naHenu OnucaHue

1 LAN MopT 10/100/1000BASE-T (pazbem RJ-45) Ana nogkntoueHns K cetu

2  Csetoguogpbl WHavkaTopbl pa3bema LAN

MHavkauma coctosaHus coegmHeHnsa LAN
CocTosiHue uHauKaTopa CocTosiHue ycTpolicTBa
FopnT TONbKO 3eMEHbI CoegnHeHne yctaHoBneHo Ha ckopocTtu 10/100 Méut/c

lopwuT 3eneHbIn n opaHxeBblli  CoefMHEHME yCTaHOBAEHO Ha ckopocTy 1000 MéuTt/c

Muraet 3eneHblit M oeT npouecc nakeTHoi nepeaaun AaHHbIx no LAN-uHTepdoeiicy
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\ ) SEC.RU KopoTkun nyTb K MHbopmauum CkauvaHo c sec.ru




Wi-Fi penutep RR-11. PyKOBOACTBO NO 3KCnyatauumu

2.7 C6poc ycTpoicTBa K 3aBOACKMM HACTpOIiKam
[nsa Bo3Bpata yCTpoiicTBa K 3aBOACKMM HACTPOMKam HaXXMUTE 1 yaepxuBaliTe KHOMNKY «F» 6onee 3-X cekyHp,

noka nHamkKaTop O Ha nepegHeli NaHeNn He HAYHET MUraTb KpacHbIM cBeTOM. Eciim nHaukatop O nepectan
Muratb — cbpoc K 3aBOACKMM HACTpOlikaM BbINOIHEH, YCTPOCTBO Nepes3arpyXaeTcs.

© nNpu 3aBoacKMX ycTaHOBKaxX Ha Bcex UHTepdelicax sanyuweH DHCP-cepsep;
+ agpec nHtepcperica LAN — 192.168.0.1, macka nogcetn — 255.255.255.0;
* MMA nosnb3oBaTtesnis/naposib ANA aocTtyna yepes web-uHtepdeiic: admin/password.

2.8 YnpasneHue kHonkoit WPS

YCTpOoICcTBO noaaepxusBaeT dyHKumio nogknitoveHns Kk Wi-Fi cetn mappyTtusatopa no ctaHgapty WPS. ins
HaCTPOWNKN NOAKNoHEeHNA akTuBupyiTe hyHkumMio WPS Ha MapLupyTusaTtope, a Takke HaxXMuTe 1

yaepxusainTte kHornky WPS Ha npaBoi naHesim ycTpolicTBa B TeueHne 3-x cekyHg,. [locne aToro ycTpoicTso
NOAKMIOUNTCA K MapLLpyTU3aTopy asTomarnyecku. MogxnoyeHne K MapLupyTmM3aTopy 3aHUMaeT He 6osee AByx
MUHYT. B cnyyae, ecnv NOAKHYEHME He YCMeLwwHo, NOBTOpMTE NOMbITKY NOAK/IYEHNUS 1 ybeamTech, 4To
dyHkuns WPS Ha penutepe 6blna BK/OYEHA He NO34Hee, YeM Yepes 2 MUHYTbI NoCc/e BKKOUYEHUS

dyHkumn WPS Ha mapLupyTmnsarope.

& Hacrtpoiika c nomouybto TexHonorum WPS B KauecTBe K/IMeHTa JOCTYMHA TONILKO AN
yCTpoiicTBa C HacTpoiikamu o ymonyaHuto. MNepeg ucnonb3osaHuem KHonku WPS Heo6xoaumo
c6pOCUTb YCTPOICTBO K 3aBOACKMM HaCTpOKaM.

& TMMocne HacTpoiiku Ha ycTpolicTBe 3anyckaetcst DHCP-knueHT.

2.9 Komnniekt nocraBku
B 6a30BbIil KOMNIEKT NOCTaBKM ycTpoiicTBa RR-11 BXxogAT:

* Wi-Fi penutep RR-11;
+ PyKkoBOACTBO N0 yCTaHOBKE 1 NePBUYHON HACTPOMKe.

I/ .
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Wi-Fi penutep RR-11. PyKOBOACTBO NO 3KCnyatauumu

3 lNopsnok yctaHOBKU

3.1 VIHCTpYKUUM N0 TeXHUKe 6€30MacHOCTK

1. He yctaHaBnuBaiiTe yCTPOWCTBO PSAAOM C UCTOYHMKAMU Tenaa v B NOMELLEHNAX C TEMMNePaTypoin Hmxe
5 °C wnn Bbiwe 40 °C.

2. YCTpOWCTBO AO/HKHO pacnonaratbCA B MeCTe, 3alULLLeHHOM OT NPSAMbIX COMTHEYHbIX Jy4Yeil.

3. He noggepraiite yCTPONCTBO BO3AENCTBUIO AbIMa, MbIAN, BOABI U APYTMX XUAKOCTel. He gonyckante
MeXaHN4YeCcKnX NoBpPeXAeHNin yCTPoCTBa.

4. He BCKpbIBaliTe KOPMyC yCTPOMCTBA. BHYTpY yCTpOCTBA HET 3/1IEMEHTOB, NPeAHa3Ha4YeHHbIX A1
06CNyXMBaHUS NOSIb30BATESEM.

5. B KOHUe cpoka cnyx6bl He BblbpacbiBaiiTe YCTPOUCTBO C 06bIYHbIM ObITOBLIM MYCOPOM.

© Bo us6exaHue neperpesa KOMMNOHEHTOB YCTPOWCTBA U HAPYLLEHUS €ro paGoThbl 3anpeLaercs
pasmeLiaTb nNpegmeTbl Ha NOBEPXHOCTU 060PYyAOBaHUA.

3.2 PekomeHpaumu rno ycTaHOBKe

1. MNepeps yCTaHOBKOW M BK/IIOYEHNEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL YCTPOMCTBO Ha Hasimune
BUAVMbIX MEXAHUYECKMX NOBPeXAeHUA. B cnyyae Haimuns noBpexaeHnin cnegyeT npekparuTb
yCTaHOBKY YCTPOWNCTBA, COCTaBUTb COOTBETCTBYHOLUMIA aKT N 06PaTUTLCA K NOCTaBLLNKY.

2. Ecnv ycTpoicTBO ANnTENIbHOE BPEMS HaXO4M/I0Ch NPY HU3KOW TeMneparype, nepes Had4asiom paboTbl
cnefyeT BblaepxaTb ero npu KOMHaTHOW TeMnepatype B TedeHue AByX Yacos. [ocne omTesibHoro
npebbiBaHNA YCTPONCTBA B YC/TIOBUAX MOBbLILLEHHOW BNaXXHOCTW €ro criefyeT BblaepXartb B HOPMaUlbHbIX
YCNOBUSX He MeHee 12 4yacoB nepes BKIIYEHNEM.

3. YCTpoilcTBO HEO6XOAMMO YCTAHOBUTL B FOPU30HTa/ILHOM MOJTOXEHUN, COB/I0A4aA NHCTPYKLMK NO
TEeXHWKe 6e30MacHOCTHU.

4. Tpn pa3meLleHnmn yCTpoicTBa ans obecrnedeHuns 30Hbl NokpbiTa cetn Wi-Fi ¢ Hannyywmnmm
XapakTepucTvkamMu yuntbiBaTe cnegyolme npasuna:

* YcTaHaBnmMBanTe YCTPOWCTBO B 30HE YBEPEHHOro npuema 6ecnpoBO4HON CETU MapLLpyTU3aTopa;

* MuUHMMK3UpPYiiTe uncio nperpag (CTeHbl, NOTONKK, Mebesnb 1 apyroe) mexay RR-11,
MapLLpyTM3aTOPOM 1 ApYyrMMu 6ecnpoBOLHbIMU CETEBLIMU YCTPOMCTBaMU;

* He ycTaHaBnvBaiite ycTpoiicTBO B6NM3N (Nopsiaka 2 M) a/1eKTPUYECKUX paanoyCTPOICTB;

* He pekomeHayeTca ucnonb3oBaTb pagmotesiedoHbl U gpyroe obopyaosaHve, paboTatoLlee Ha
yactote 51Ty, 2.4 'Tu, B pagnyce aelicteus 6ecnposogHoii cetn Wi-Fi;

* MNpensaTtcTBus B BUAE CTEK/IAHHbLIX/METa/I/INYECKNX KOHCTPYKLMIA, KUPNNYHBIX/OETOHHbIX CTEH, a
TakKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HaumMTeNlbHO YMeHbLUNTb paguyc gerictena Wi-Fi ceTtn.
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3.3 TlMogknoyeHne RR-11 Kk cetu

UTo6bl yBENMUMTL paguyc nokpbiTns Wi-Fi cetn, noaknounte RR-11 Kk ceTu Touku gocTtyna (MapLipytusaropa).

& CyuwecTByeT oTIMuMe B npoueccax nogknoueHus RR-11 K ycTpoiicTBam ¢ noaaepxKoii
EasyMesh n 6e3 nogaepxkn EasyMesh.
B cnyuasax nogkntoueHns RR-11 Kk o6opyaoBaHuto 6e3 noaaepxku EasyMesh, BkntoueHmne RR-11
B pexume areHta EasyMesh He npoucxoaur.

3.3.1 NogknioueHne RR-11 Kk ceTu ¢ mapipyTmsatopom 6e3 nogaepxkm EasyMesh

3.3.1.1 ModknroyeHue c ucrnosib3osaHuem KkHonku WPS
1. MNopxntounTe RR-11 B po3eTky psgom ¢ mapupyTtnsatopom Wi-Fi (nnm Toukoli gocTtyna), K KOTOpoMy Bbl

[}
XOTUTE NOAKMIUNTLCA. JOXANTECD, MOKa HAMKATOP O 3aropuTcs 3eMeHbIM.
2. Haxmwute kHonky WPS Ha maplupytusartope Wi-Fi.

© Cnoco6bl BKktoueHnss WPS MoryT pasnuuatbCsi B 3aBUCMMOCTM OT MOAENN
MaplupyTusartopa. Moapo6Hyo nHhopmaLuio Bbl MOXeTe y3HaTb U3 PYKOBOACTBA
nonb3oBarensa MapwpyTmsaropa.

© nNocne HaxaTua kHonkn WPS Ha MaplupyTusaTtope y Bac eCTb ABe MUHYTbI, UTOGbI HAXaTb
Ha KHonky WPS Ha RR-11 gnf ycnewHoOro coeguHeHus.

3. 3axmute kHornky WPS Ha RR-11 go Hadyana muraHnsa ceetoguoaa g Korpga penntep nogkn4vmTCs K

ceTn VIHTepHET, ero nHamkaTop l 3aroputcs 3eneHbIM (YCnewHo) NMM60o HaYHET MUraTb 3e/1eHbIM NP
OTCYTCTBMW [0OCTYMNa B MHTEPHET.

© o ymonuanuio penutep konupyet ums u napametpbl Wi-Fi ceTn, K KOTOpoii 6yaeT NoAKIOUEH,
B 06a guanasoHa: 5Ty n 2.4 I'ru. NMpu HeO06XO0AMMOCTY Bbl MOXETE U3MEHUTb UMSA U
napameTpbl Wi-Fi ceTn uepes Be6-nHTepeiic.

© HacTtpoiika cetn EasyMesh
Mpu nogkntoueHnn K mapuwpyTtusatopy ELTEX ¢ Bepcuei MO, kotopas nogaepxmBaet EasyMesh,
npousoiigeT aBToMaTuyeckas Hactpoiika penutepa RR-11 B kauecTBe areHTa B ceTu EasyMesh.
B cetn EasyMesh npoucxogut cMHXpoHu3ayumsa Bcex napaMeTpoB CETU MeXAY KOHTPO/IIEPOM U
areHTom.

3.3.1.2 ModknroyeHue ¢ nomouwbio Be6-uHmepdhelica 8 pexxume pernumepa
1. MNopxntounTe RR-11 B po3eTky psgom ¢ maplpyTtusatopom Wi-Fi (nnm Toukoli gocTtyna), K KOTOpoMy Bbl

XOTUTE NOAKNUNTLCA. JoXANTECH, MOKa UHAMKATOP O 3aropuTcs 3eMeHbIM.
2. MopaxnounTech K penuTtepy Yepes CMapTgoH 1an nepcoHanbHbiii komnbtoTep (MK), ncnonbays cetb Wi-
Fi unn Ethernet-kabenb (He BXOAWT B KOMMNIEKT NOCTaBKM).
a. Mo Wi-Fi: noakntoumnTe MK (cmaptchoH) k cetn Wi-Fi penutepa — RR-WiFi-XXXX (rae XXXX —
nocnepgHue 4 cumeona SSID, ykazaHHOTO Ha Hak/elike Ha BepXHeli maHenm kopnyca ycTpoicTea);
b. Yepes Ethernet-kabenb: coeguHute LAN-nopt penutepa ¢ LAN-noptom Batuero MK, ucnosnb3sys
Ethernet-kabenb (He BXOAWUT B KOMMIEKT NOCTaBKM).
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3. OTkpolite 6pay3ep 1 BBeauTe agpec ycTporictea B cTpoky URL — http://rr.loc/ unw http://192.168.0.1.

4. BeeguTe MMs Nosb30BaTesNIA 1 Naposib B OKHe aBTopmusauun. Mo ymonyaHuio umMs nosb3oBarens u
naposnb — admin n password COOTBETCTBEHHO. HaxkmuTe «BonTm».

5. OTKpoeTca OKHO MacTepa 6bICTPOI HACTPOIKK. YCTaHOBUTE MMA MOJIb30BaTeNs U Naposb A1 Aoctyna K
Be6-nHTepdeiicy penutepa. Haxmute «aneey.

o : ;

MacTep BbICTpOii HACTPORKK

Ons 6esonacHocT Wi-Fi ceTh HeobxoanMo YCTaHOBUTD UMSA
nonsk3oBarens u napone AnA goctyna k WEB uHTepdeiicy

m
T
T
T

Nanee

6. B nosiBUBLUEMCS CMIUCKE HAXXMUTE Ha CTPOKY C Ha3BaHueMm Balueli cetn Wi-Fi.

| o :

MacTep BLICTPOR HACTPOWKA

BoiGepute Wi-Fi ceTb Ana paclumpeHns
-~
51Ty APO =
8
aptt AP1 =3
8
241y APD =
g
24Ty AP1 =3
0
51Ty AP2 =
C
24Ty AP3 =
241y AP4 —
=8
24Ty APS c;a
- W
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7. YkaxuTe naposb Baluei cetu Wi-Fi, a Takke UMsi ceTu penuTtepa, 3aTem HaxMuTe

KHOMKY «[logkniounTbcsi». Korga penutep NoakIUnTCs K CETU VIHTEPHET, ero MHANKATOpP l 3aropuTcst

3€J1EHBbIM.
o o o

MacTep DLICTPOR HACTPOWKA

APOQ

BeeawTe naponk AOMALLHER CETH

@

VM4 pacluMpeHHoR ceTn APO GyaeT YyCTaHOBNEHO ANA ABYX ANANA30HOB - 2.4 M 5 1Ty
3agaiTe UMA CETH penuTepa

APO

© Mo ymonuanuio penutep Konupyet ums n napameTpbl Wi-Fi ceTu, K KOTOpOIi 6yaeT NoAKIOUEH,
B 06a guanasoHa: 5Ty v 2.4 I'Ty. Mpn He0GXO0AMMOCTU Bbl MOXKETE U3MEHUTbL UMA CETU B
nocnegHeM wware Mactepa HacTpoek. Takke CMeHa UMeHU 1 NapamMmeTpoB AOCTYMNHA B
panbHelweM yepes Be6-uHTepdeiic.

& HacTtpolika cetn EasyMesh uepes Be6-uHTepdeiic HegoctynHa B Bepcum MO 1.5.0. MNpu
noakntoueHuun penutepa Kk EasyMesh cetu uepes Be6-uHtepdeiic ero IP-agpec He 6yaet
oTo6paxaTbcA B Tononorun EasyMesh, Ho 6yaeTt oto6paxéH B cnucke DHCP-knueHTOB.
Heo6xoaumo ucnonb3oBaTb cnoco6 noakntoueHns yepes WPS unu Ethernet.

3.3.1.3 MoodknroyeHue ¢ nomowbo Be6-uHmepdhelica 8 pexxume moyku oocmyrna
1. Moakntounte RR-11 B po3eTky psaom ¢ Mappytusatopom Wi-Fi (M ToUkoi focTyna), K KOTOPOMY Bbl

XOTUTe NOAKNOUNUTLCA. [oXaAnTECh, MOKa MHANKATOP O 3aropuTcs 3e/1eHblM.

2. TMoaknoumTech K penuTepy yepes cMapToH 1n nepcoHanbHblii komnbiotep (MK), ucnonb3ys cetb Wi-

Fi nnu Ethernet-kabens.

a. Mo Wi-Fi: noakntoumnTte MK (cmaptdhoH) k cetn Wi-Fi penutepa — RR-WiFi-XXXX (rae XXXX —
nocnegHue 4 cumeona SSID, ykazaHHOIO Ha Hak/elike Ha BepxXHeli maHenm Kkoprnyca ycTpoiicTBa);

b. Uepes Ethernet-kabenb: coeguHnte LAN-nopT penutepa ¢ LAN-noptom Bawero MK, ncnonb3ys
Ethernet-kabenb (He BXoAWUT B KOMMAEKT NMOCTABKN).

OTKpoliTe 6pay3ep v BBeguTe agpec yctpoictea B cTpoky URL — http://rr.loc/ nnn http://192.168.0.1.

BeeavTe nms nosb3oBaresnia 1 naposib B OKHe aBTopmusauun. Mo ymonyaHuio MMs nosb3osarens n

naposib — admin n password COOTBETCTBEHHO. HaxxmuTe «BoTu».

5. Mepengute Ha cTpaHuuy «Wi-Fi» > «HacTpoiika paclumpeHHol ceTn». YcTaHOBUTE HEOOX0aUMble NMS
cetn (SSID), pexum 6e30nacHOCTH, Naposib, KaHaM U LUMPVHY KaHana ansi paclunpeHHoi cetn 5 My, n
2.4 1Tu. Haxmute «MpuMeHnTb».

6. B cnyuae nogknioveHus yepes Wi-Fi nepenogkitountech K penuTepy, UCNosib3ya HACTPOEHHbIE B MYHKTE
5 napameTpbl paclumpeHHol Wi-Fi-cetn. B cnydae nogknitodeHms yepes Ethernet-ka6enb gaHHbI NyHKT
Heo6xo4MMO NPONyCTUTb.

7. O6HoBUTE B Bpay3epe cTpaHuLy web-nHtepdelica yctporictea. 3arpysutcsa ctpaHuua «Wi-Fi» >
«HacTpolika pacLuMpeHHo ceTu» C 0OHOB/IEHHLIMY NapameTpamMu.

W
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8. MepelignTe Ha cTpaHuuy «CeTb». B HacTpoiikax cetn yctaHoBuTe «lMonyunts IP-agpec aBToMaTnyeckun».
Haxmute «[MpuMeHnTb».
9. NMogkntounTe LAN-nopt penutepa vepes Ethernet-kabenb k LAN-nopTy Ballero mapLupytusaropa. Korga

penunTtep NoAKMIYNTCA K CETU VIHTEpPHET, ero nHankarop l 3aropuTcs 3e/1eHbIM.
3.3.2 MoaknioueHne RR-11 k cetu ¢ mapwipytmnsaropom ELTEX

3.3.2.1 Pexum azeHma EasyMesh

Mpwn ncnonb3oBaHun penutepa RR-11 BMecTe ¢ mapLupytusatopom (¢ Bepcumeii MO, koTopas nogaepxmnBaet
EasyMesh) Bo3amoxHa pa6oTa B pexume areHTa EasyMesh.

3.3.2.2 MoodknroyeHue k cemu EasyMesh ¢ ucnonb3osaHuem kHornku WPS
1. MNopxntounTe RR-11 B po3eTKy psigomM ¢ KoHTponiepoM EasyMesh (MapLupyTusaTtopom). JoXanTeCs,

[}
noka nHaukarop O 3aropuTcs 3e/1eHbIM.
2. Y6epuTecnb, UTO HA MapLLpyTM3aTope BK/IOYEH peXxum KoHTposiepa EasyMesh. Haxmute Ha KHOMKy
WPS Ha mapuipyTtusartope.

3. 3axmute kHonky WPS Ha RR-11 go Havyana muraHusa ceetoguoga g Korga penntep NogkunTca K

ceTn VIHTepHeT, ero nHAnKaTop 'II 3aropuTCcA 3€eJ1eHbIM.

© nNocne HaxaTua kHonkn WPS Ha MapLipyTU3aTope y Bac €CTb 2 MUHYTbI, UTOGbI HaXaTb
KHonKy WPS Ha RR-11 gna ycnewHoro coeguHeHus.

4. B Be6-uHTepeiice MapLupyT3aTopa 0To6pasaTcs M3MeHeHus1 B Tononorun EasyMesh-ceTu:

Tononorusa cetn EasyMesh
37a CTpaHULA OTOBPAKAET TONONOIMIO CeTH EasyMesh.
Tononorua ceTu:
EasyMesh Device MogpoGHee
MAC-agpec: 02:20:80:B5:E9Q: 7B
IP-agpec: 192 168.1.1
EM Agent d952 MoapofiHee
MAC-agpec: E8:28:C1:CF:D9:52 MogknoyeHune: 51Ty
IP-agpec: 192 168.1.11 YpoBeHb cHrHana: 100%

5. B Be6G-uHTE(OECE penuTepa CTaHeT AOCTYNHO N3MEHEHNE NMEHN areHTa:

Crartyc EasyMesh CeTts Cuctema

OcHoBHbIE HACTPOVKN » OcHoBHble HacTpoikn EasyMesh
Mma ycTpoiictea EM_Agent_d952

Bce wameHeHna HacTpoek cetw EasyMesh npouseogaTcA Yepes KoHTponnep,
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© B pexume arenta EasyMesh penutep ckonupyet ums u napametpbl Wi-Fi ceTu ¢ KoHTponnepa
EasyMesh otaenbHo gna gnanasoHoB 5 'y n 2.4 'y, B cetn EasyMesh npoucxogut
CUHXPOHM3aLUA N3MEHEHHbIX Ha KOHTPOJIJIepe napameTpoB CeTU MEXAY KOHTPOJIIEpOM U
areHTom.

& O6paTtnTe BHUMaHUe, UTO B pexume areHTa EasyMesh Be6-uHTepcheiic aBTomaTMuecku
n3meHuntcA. CmeHa Hactpoek Wi-Fi Ha penutepe ctaHeT HegoCTynHOI. Bce nameHeHus
HacTpoek Wi-Fi HeoG6xogumo npousBoanUTb Ha KOHTponepe EasyMesh.

3.3.2.3 MoodknroyeHue k cemu EasyMesh ¢ ucnonb3osaHuem Ethernet

1. MNopxntounTte RR-11 B po3eTKy psgomM ¢ mapupyTtusatopom Wi-Fi (nnm Toukoli gocTtyna), K KOTOpoMy Bbl
XOTUTE NOAK/OUNTLCA. [LOXANTECH, MOKa MHAMKATOP O 3aropuTcs 3esieHbIM.

2. Y6eauTech, UTO Ha MapLUpyTM3aTope BKOYEH pexunMm KoHTponnepa EasyMesh. CoegnHute LAN-nopt
penuTepa co cBo6oaHbIM LAN-nopToM Ballero mapLupyTtusartopa, ucnonb3ysi Ethernet-kabens (He
BXOZMT B KOMM/IEKT MOCTaBKM).

© o ymonuanuio Ha RR-11 uHtepdeiic noaknioueHuns k cetn EasyMesh BbicTaBneH B pexum
aBToonpeaeneHue.

Korga RR-11 nogkntountcs k cetn EasyMesh, nHgukatop Al 3aropuTcs 3e/1eHbIM.
B Be6-nHTEphelice mapLupyTmMsaTopa 0TobpassaTcsa nameHeHus B Tononorun EasyMesh-cetn.
B Be6-uHTEepdeiice RR-11 Ha Bknaake EasyMesh cTaHeT 4OCTYNHO M3MEHEHME MMEHM areHTa.

arw

& TMpwu nonyyeHun goctyna Ao Be6-uHTepdeiica RR-11 NoABUTCA BO3MOXHOCTb BPYUHYHO
BbICTaBUTb UHTeppeiic noaknoueHus K cetu EasyMesh.

Mocne ycnewHoro nogkntoveHns RR-11 k MapLupyTnsaTopy MOXHO oTkniounTb Ethernet-kabens. YcTpoiicTBo B
pexume aBToonpeaeneHnst NoAKAUNTCA No 6ecnposogHomy coegmHeHuto Wi-Fi 5 Tu.
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4 YnpaBneHue yCcTpoincTBOM Yepes Beb-UHTephenc

4.1 Hauyano pa6oThl
1. Ana Havana paboTbl HYXXHO MOAKYUTLCA K YCTPOICTBY No uHTepdpeiicy LAN nnun Wi-Fi:

- % BecnpoogHoe nogkntouermne (Wi-Fi):

MopaxntounTe Ball KOMNbHTEP, TenedoH nnn nnaHwet kK Wi-Fi cetn yctpoiictea (RR-WIFi-XXXX, rae XXXX
— nocnegHvie 4 cumeona MAC-agpeca RR-11);

- (m) MpoBogHoe nogxntoyeHne (LAN):
MoaxnouMTe Ball KOMMNbIOTEP K YCTPOCTBY C NOMOLLbIO kKabens Ethernet.

2. OTKpoiiTe Be6-6pay3ep, BBEAUTE B afIpeCHOi CTpoKe Gpay3epa afpec yCTPoiicTBa.

© 3aBogckoii agpec ycrpoiictsa: hitp://rr.loc/ , IP-agpec: 192.168.0.1, macka noaceTu:
255.255.255.0.

& Ecnu Bbl nogknounnuck k cetn Wi-Fi ¢ y)xe CKOH(pUrypupoBaHHbIM penutepom, y6eauTech,
YTO Bbl NOAK/IIOHEHbI UMEHHO K penuTepy, a He K Touke AocTyna (MapLupyTusaTopy), MHaue
poctyn no agpecy http://rr.loc pa6oratb He 6yaeT.

Mpwn ycnewHom o6GHapyXeHUN yCTPOICTBa B OKHe Gpay3epa 0TobpasnTcs CTpaHuLa Bxoaa B Be6-mHTepdieiic ¢
3anpocoM UMeHu nosib3oBatens (1orMHa) 1 Napons.

CTpaHuua aBTopu3salmmn Beb-nHTepdeinca

3. BBegute norvH 1 napose.

© 3aBopackue yctaHoBKK: noruH — admin, napons — password.

4. HaxxmunTe KHonky «Bolituy. B okHe Gpay3epa OTKpoeTcs cTpaHuua «<MacTtep O6bICTPOIA HACTPONKM».

© Ecnu ycTpoiicTBO yxe 6b1/10 CKOH(PMIypupoBaHO, TO OTKPOETCA cTpaHuua «CtaTyc». CTpaHuya
«MacTep ObICTPOIA HACTPOWKU» [OCTYMHA TO/ILKO HA YCTPOUCTBE C 3aBOACKUMU HACTPOMKaMMU.
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4.2 TaHenb ynpaBfeHns yCTPONCTBOM

Bce M3MeHeHNs HacCTPOEeK YCTPOMCTBA BbIMOHSAKTCSA NPU NOMOLLM BK1aA0K Ha «[MaHenu ynpasneHus»,

KOTOpas pacrnosiokeHa Ha BepxHeli CTOPOHe Be6G-MHTepdeiica 1 CCbIIOK Ha CTPaHULbl, PACMOMOXEHHbIX Ha
NeBoil cTopoHe Beb-nHTephelica.

4.2.1 OcCHOBHbIe 3/1eMeHTbl Be6-nHTepenca

-LTEX RRM

Craryc EasyMesh CeTb Cucrema

HHdopmauma ob yeTporicTee MNonb3oBarens ®
Yu&THan sanuch » MiA nenw3osatena admin

O6rosnetue MO Mapore | seessees ®

KoHgurypauua MoaTeepwaeHue napona @

DNeMeHTbl HaBuraumm u ynpasneHus Beb-uHtepdeinca

BepxHee ropm3oHTa/ibHOE MEHIO BKNaJ0K.

JleBoe BepTMKa/ibHOE MEHIO CTPaHUL, BbIOPaHHOM BKIAAKM.

OCHOBHOE Mosie HaCTPOEK YCTPONCTBA, COOTBETCTBYHOLLEE BbIOPAHHOM CTpaHuLe 13 nons 2.
KHomnka cMeHbl i3blka Be6-uHTepdeiica.

KHOMKn nepesarpysku ycTponcTea 1 Bbixoga U3 Beb-uHTepgieiica.

KHOMNKM NpYMeHeHNA N3MEeHEHUN KOHUrypaumm n OTMeHbl U3MEeHEeHWH, BBELeHHbIX Ha CTpaHuLe.
Cnpaska.

Nooh,sowd =
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4.3 Pexum penutepa

B pexume penutepa Beb-nHTepdeinc otobpaxaet 4 BKIaLKN.

4.3.1 Bknagka «CtaTyc»

4.3.1.1 CmpaHuya «Kapma cemu»

Wi-Fi penutep RR-11. PyKOBOACTBO NO 3KCnyatauumu

Ha aToii cTpaHuue oTobpaxaeTcs nHhopmaums o 6ecnpoBoHbIX MHTepdiecax ycTpoincTaa n 6ecnpoBogHbIX
KNMeHTax, NOAKNHUYEHHbIX K YCTPOWCTBY.

7 N
N\ 7/

SEC.RU

Craryc

EasyMesh

Kapta cetu

MoHHTERHHT

Cucrema

&

Certb EasyMesh
Wi-Fi 5 Ty
CocToRHHe
BSSID
Ln¢pposaHue
Pexmm

Kanan

I I 51Ty

AxtueHoe EasyMesh nogwnioyenne

€8:28:c1:€5:33:d6

WPA2

Knuent

60

PaclwupeHnan ceTb EasyMesh

Wi-Fi 5 'y

CocToAHuHe
SSID
BSSID
LWn¢pposarme
Pexwm
Kanan

Wi-Fi 2.4 Ty,
CocToRHHe
SSID
BSSID
LngpposaHue
Pexun

Kanan

CNUCOK KIIMEHTOB

Brntouero
Home_network_5GHz
cc:9d:a2:e2:6a:61
WPA2

Touka nocTyna

60

Brnrovero
Home_network_2.4GHz
cc:9d:a2:e2:6a:62
WPA2

Touxa gocTyna

1

HeT noarnio4eHHbIX YCTPOHCTE

BHewHWiA BuA, cTpaHuubl «KKapta cetun»

KopoTkun nyTb K MHpopmaLmm

CkauvaHo c sec.ru



Wi-Fi penutep RR-11. PyKOBOACTBO NO 3KCnyatauumu

Bnok «KapTa ceTn» coaepXuT MHhopmaLuo 06 akTUBHON TOMOMOTN CETK.

YcnoBHoe 0603Ha4YeHue PYHKLNOHANILHOE onucaHue

VikoHKa "VIHTEpHET" — CMrHa/IM3upyeT 0 AoCTyne K ceTn IHTepHeT

—
—

VKoHKa "MapLipyTm3aTtop” — CUrHaNn3npyeT O AOCTYMe K LL/IH3Y CETK

O |

VkoHka "PenuTtep" — AaHHOE YCTPOWCTBO B CETU CETU

VIKoHKa "KnneHTbl" — MHpOpMUPYET O NOAK/IOUYEHHbIX 6ECNPOBOAHbIX
YCTPOWNCTBax K penutepy

R

Bnok «[MoaKNoueHne K CETU» COAEPXUT UHPOPMALIMIO O CETSX, K KOTOPLIM MOAK/OUEH pennTep AN ux
pacLUMpeHms.

Bnok «PaclumpeHHas ceTb» COAEPXUT MHopMaLMio O ToUKax focTyna penuTtepa. K gaHHoi cetu
NOAK/IOYAIOTCS K/IMEHTbI penuTepa.

Bnok «Cnncok KAMEHTOB» COAEPXKUT MHDOpMALMI0 0 6ECNPOBOAHLIX K/TMEHTaX, MOAK/IHUYEHHbIX K PENUTEPY.

1. VIKOHKN aKTUBHbIX MOAKHOYEHWNIA.

2. VHcbopmaumsi 0 NOAKIHYEHNMN K TOUKe AocTyna (MaplpyTu3aTopy) B AvanasoHe 5 Iy nnm 2.4 ITu.
3. OcHoBHasi H(hopMauums 0 napameTpax «PacluMpeHHo ceTn» B AnanasoHe 5 Iy,

4. OcHoBHas nHdhopmauust o napameTpax «PaclumpeHHoli cetn» B gnanasoHe 2.4 Ty,

5. Cnncok 6ecnpoBOAHbIX KNIMEHTOB penuTepa.
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Wi-Fi penutep RR-11. PyKOBOACTBO NO 3KCnyatauumu

4.3.1.2 CmpaHuya «<MoHUmMOpuHa»

Ha aToin cTpaHuue oTobpaxaeTcs MHopMauns 0 COCTOSAHUM MPOBOAHOIO 1 6ecrnpoBOAHbIX UHTEPIENCOB,
MPUHATBLIX 1 OTNPAB/IEHHbIX NAKETOB, a Takke 6aliTax AaHHbIX.

Craryc EasyMesh Cetb Cuctema u- 2 B
Kapta cetu

Hurepoeiic Coctonanne [lpunAto naketos [lepenato naketos [punato  [epenaHo

MOHUTORHHT »
Mposoaroe coeautenue (etho) AxTHBEH [¥] 1] 0B 06
Paciwmpentan cets Wi-Fi 5 Il (wlan0) AxTuseH 23410 118 6.92MuE  53.02 Knb
PaclwuperHan ceTe Wi-Fi 2.4 TTy (wlant) AKTHBEH 23508 23 1279 MM 9.08 Kub
Moaxntoverue k cetv Wi-Fi 5 My (wlan0-vxd) AKTHBEH 448 863 91.85Kub 35851 Kub

O OGHOBUTL

BHewwHuiA BUuA cTpaHnubl «MOHUTOPUHI»

4.3.2 Bknagka «Wi-Fi»

4.3.2.1 CmpaHuya «Modko4ueHuUe K cemu»

Ha cTpaHuue «MofknoueHne K CETU» MOXHO HACTPOWTb NoaknoueHne RR-11 K ceTu Toukn goctyna
(maplpyTunsatopa).

MacTep BbIcTpo# HacTpoifkn Craryc Wi-Fi CeTb CucTeMa ur | O G

MOAKMIONEHIE K CETH 3 CocToAHue HET aKTUBHOTO ®
NOAK/IOYEHNA

HacTpoiika paclumpeHHoil ceTh

BHewHWiA Bug, cTpaHnubl «MogktoveHne K cetu»
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Wi-Fi penutep RR-11. PyKOBOACTBO NO 3KCnyatauumu

4.3.2.2 Moodknto4eHue K cemu movku docmyna (Mapwpymu3amopa)

1. Ansa noucka 6ecnpoBOAHbIX CETEN HAXMUTE Ha KHOMKY «[Touck 6ecrpos8o0HbIx cemeli». MNocne Haxatus
nosiBUTCA Tabnuua ¢ nepeumcnedvem goctynHoix Wi-Fi ceTeli n ux napameTpos.

SSID BSSID KaHnan LnpiHa LUindhpoBaHue Ypogetb AunanasoH
KaHana CUrHana
APO d4:6e:0e:a8:bb:ce 12 40 WPAZ2 (AES) 84 24T1Ty

AP1 e2:d9:e3:7d:4b:5e 1 20 WPAZ2 (AES) 83 24T1TyY
AP2 d4:6e:0e:a8:b6:cd 60 80 WPAZ2 (AES) 77 51Ty

WPA2
AP3 e2:d9:€37e€9f7 10 20 75 24rT
smeee (AES+TKIP) "

AP4 eB:28:c1:ce:h9:3e 161 80 None 69 51Ty

APS ea:28:c1:e5:2f:6d 11 40 WPAZ2 (AES) 67 2.4TTyY

APG6 e8:28:cl:ce:h9:56 41 80 WPA2 (AES) 66 51Ty

BbiGop AnanasoHa NoAKMoUEHNs K CETU TOUKM AocTyna (MaplupyTusaTtopa)

2. BbibepuTte Tpebyemyto Wi-Fi ceTb, BBEAMUTE NApOsib 3TOM CETU N HAXKMUTE KHOMKY «[TOOK/IH0HUMbLCSI».

HacTpoiki nogrnoudeH1a

SSID Home_Network

Maponk

!

MapameTpbl NOAKUEHUS K CETU TOUKM AOCTyNa (MapLupyTusaropa)

© Ecnu Bawa Wi-Fi ceTb ncnonbayet pyHKumMI0 CKpbITUA SSID, To OHa He GyaeT OToGpaxeHa B
pe3synbrarax ckaHMpoBaHUA. 18 NOAKNOYEHUS K TAKOA CeTU UCMNOJIb3YNTe NYHKT
"MopKntoueHne K CKpbITOW ceTu Touku goctyna (MaplpyTtusaropa)”.

3. Haxxmute KHOMKy «[M0OK/104UMbLCST» AN COXPAHEHUS U NPUMEHEHUSI HACTPOEK IGO0 KHOMKY «OmmeHa»
L1151 BO3BpaTa K COXpaHEHHbIM HACTpOiikam yCTpoicTBa.

© nMocne noakNOYEHNA K CETU TOUKM AOCTYNa eé napameTpbl (MMS CeTH, PeXnM WndpoBaHms,
TUN 6e30MacHOCTU, Naposib, KaHan) 6yAayT cKonNupoBaHbl B 06a guanasoHa: 5y n 2.4 Iru,

© Bo usbexaHue HapylueHUsA pa6oTbl YCTPOICTBA HE PEKOMEHAYETCSA OTK/oUaTh NMTaHMe BO
BpPeMA NPUMEHEHUA HACTPOEK.
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Wi-Fi penutep RR-11. PyKOBOACTBO NO 3KCnyatauumu

4.3.2.3 MoodknroveHue K CKpbImMoli cemu movyku docmyna (Mapwpymu3amopa)

1. [N NOOKIOYEHUS K CKPbITON CETU HAXXMUTE Ha KHOMKY «[TOOK/1I04UMbLCS K CKpbimoUl cemuy. Iocne
HaxkaTna nosasuTca dpopma Ana Beoga napameTpos nogkiwodeHus Kk Wi-Fi cetw.

2. Beegute SSID ceTu, K KOTOPOIi NPoOM3BOANTCS NOAKNOUYEHNE, 1 Naposb (B Cyyae UCNnosib30BaHmMs
LUMdpoBaHUST), a TakxKe BblbepuTe pexmm 6e30MacHOCTM, TUM LWMPOBaHMS 1 Anana3oH 3Toi ceTu.

HacTpoikK NogknoyeHna

SSID Home_Network
Pexim WPA2 E
BesonacHocTH
Tun AES+TKIP -
widhbposaHma
Amanason  ©@srry (J24rmy
MNapons ssssssnaans @

MapameTpbl NOAK/UEHUS K CETU TOUKM AOCTyNa (MapLupyTusaropa)

3. HaxxmuTe KHOMKy «[MO0OK/1I4UMbCS» OIS COXPaHEHUS Y NPUMEHEHNS HACTPOEK JIM60 KHOMKY «OmMeHa»
[ON51 BO3BpaTa K COXpaHeHHbIM HacTpolikam yCTpoKCcTBa.

© nMocne noakNIOUEHNA K CETU TOUKM AOCTYNa eé napameTpbl (MMsl CETH, PeXUM LNPoBaHMS,
TUN 6e30MacHOCTU, Naposib, KaHan) 6yayT CKoNupoBaHbl B 06a gnanasoHa: 5 My n 2.4 Iy,

© Bo nsbexaHne HapylleHUs paboTbl YCTPONCTBA, He PEKOMEHAYETCA OTK/oUaTh NUTaHne BO
BpeMsi NPUMEHEHUs1 HAaCTPOEK.
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4.3.2.4 CmpaHuya «Hacmpolika pacwupeHHoOU cemu»

Ha cTpaHuue «HacTpolika pacLUMpeHHON CeTU» Bbl MOXETE M3MEHUTb OCHOBHbIE HACTPOVKMN A1
6ecnpoBoHbIX MHTephelicoB RR-11.

ToarnmYEHIe K CeTh WI-Fi 5Ty
HacTpoiika paciumperHoi ceTi BecnpoBogHoi WHTepdeiic 5 Ty BrNKYHTE

SSD RR-WiFi-d852 Cronupogats SSID ceTn
[] Crpuits SSID
Pexcm GezonacHocTn Buikniouero v
Kanan Auto
52 (5260 M)
[Winpuna kanana 80 MMy v
Wi-Fi 2.4 Ty

Becnpogogroii uiTepheic 2.4 My BrowowiTs

SSD RR-WiFi-d952 CronuposaTe SSID ceTi

[] CrpuiTe SSID

Pexana DesonacHocTH Beikmouerxo v

Kanan (] Auto
11 (2462 MTY)

LLupuHa kaxana 20/40 My, v

BHeLWwHWIA BUA, cTpaHuubl «HacTpolika pacLuMpeHHon ceTu»

* PacwupeHHasi cemb 5 [Ty — npu yctaHoBneHHom donare cetb Wi-Fi gnga yactotsl S Ty, BKNOYEHS,;

* PacwupeHHasi cemb 2.4 [Ty — npu yctaHoBsieHHOM pnare cetb Wi-Fi gng yactotel 2.4 T BK/IOYEHa;

+ SSID — nmsa 6ecnpoBOAHON CETU, UCMOMb3YETCA AJ/18 NOAK/IYEHMA K YCTPOUCTBY. MakcumasibHasa AnmHa
nmeHn — 32 cMMBO/a, BBOJ C YH4ETOM perucTpa Knasmartypbl. JaHHbIA napameTp MOXeT COCTOATb U3
undp, NaTUHCKUX ByKB, NPO6EN0B, a Takke cumBosioB ““, “_", “.", “1" " “#", npn atom cumsonsl “I”, “;", “#"
1 npo6en He MOryT CTOATb NepPBbIMY;

+ KHonka Ckonuposams SSID cemu — konupyeT SSID ceTu, K KOTOPOI NOAK/IYEHO YCTPOncTBO RR-11;

* CKpbimb SSID — npu ycTaHOBNEHHOM (hiare paclumpeHHas ceTb 6yaeT ckpbiTa B adoupe. MoakounTbes
K HE MOXHO TOJIbKO € ykazaHuem SSID BpyUHyo;

* Pexum 6e3onacHocmu — 3afjlaHve Tuna ceTeBoi ayTeHTudurkauun. ns Bbibopa AOCTYNHbI criegytoLme
TUNbI ayTEHTUNKALMN:

* BbIk/1l04€HO — OTKpbITan ayTeHTugmnkaumsa 6e3 ncnosb3oBaHus WNpoBaHns 1 Napons;

+ WPA — ayteHTudomkaums no texHonorun WPA c ncnonb3osaHvem PSK-kniova v wndpposaHus
TKIP+AES;

+ WPA2 — ayteHTudomkaums no texHonorun WPA?2 ¢ ucnosnb3oBaHvem PSK-knoua v wndposaHus
TKIP+AES;

+ WPA/WPA2 (Mixed) — KOMBUHUPOBaHHbIV TN ayTeHTUdMKaumn. Mpu BbIGOPE AaHHOTO 3HAYEHNS
K 6eCnpoBOAHOW CET! MOTYT NOAK/MOHATLCH YCTPOWCTBA, UCNOMb3YIoLWMe TUN ayTeHTUmkaumm
WPA nnn WPA2.

+ KaHas1 — HOMep KaHana g/1s pabotbl 6ecnpoBogHoli ceTu. Mpu Bbibope 3HaYeHns «Auto»
aBTOMaTn4eckn onpeaenseTcs KaHana ¢ MeHbLUMM YPOBHEM MOMEX;

* llupuHa kaHa/1a — WMpPUHA NoJI0Chl YacToT KaHasia, Ha KOTOpOM paboTaeT BellaHne pacluMpeHHOR cetn
RR-11, npuHnmaet 3HayeHuna 20, 40 MI'y, Ha vyacToTte 2.4 Ty, unn 20, 40, 80 MINy, Ha yactoTe 5w,

© PekomeHayeTca UCNoONb30BaTh peXxum 6esonacHocT WPA2 kak Hanbosnee 6e30nacHbIiA.
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Wi-Fi penutep RR-11. PyKOBOACTBO NO 3KCnyatauumu

4.3.3 Bknapgka «CeTb»

Ha Bknagke «CeTb» HaXoAATCS NapamMeTpbl JIOKa/IbHOWN CETU YCTPOoCcTBa:

cratye Wi-Fi CeTb CHCTEME

Cete HacTpoiikv ceTu

DHCP (O MonyunTs IP-aapec aBTOMaTHIECKN
® HacTpouTs IP-aapec BpyyHYIO
() DHCP-cepsep

IP-agpec 192.168.01
Macka 255.255.255.240 v

LLINKO3 N0 yMON4aHMto 192.168.0.1

BHewHwuiA Bng, Bknagkm «CeTb»

* DHCP — BbI6Op pexuma paboTbl MHTEepdeinca yCcTponcTea;

* IP-adpec — nokanbHbIin IP-agpec ycTpoiictea. Mo ymonyaHuio 192.168.0.1;

* Macka — 3HadyeHue macku nogcetn LAN cetu. INo ymonyaHuio 255.255.255.0;
+ LWmo3 no ymonyaHuro — IP-agpec wiio3a B ceTu.

© nNyukT "DHCP-cepBep" AOCTYNEH TONBLKO NPU HACTPOIKax No ymonuaHuio. NMocne noaknoueHus
YCTpPOMCTBA K CETU TOUKM AocTyna (MapLipyTmM3aTopa) AaHHblli NYHKT CTAHOBUTCA HEAOCTYMEH,
Tak Kak Bkntoyaetcs pexum DHCP-knueHTa.

4.3.3.1 TlodkoyeHue k cemu mouku docmyna (Mapwpymusamopa) Yepe3s Ethernet

1. Bblbepute NyHKT «[onyunTb IP-agpec aBToMaTUUeckn» 1 HaAXXMUTE KHOMKY «[IPUMEHUTb».
MoaknuMTe penuTep K MapLupyTmM3aTopy ¢ noMoLbi kabens Ethernet.

& O6paTnTe BHUMaHUe, UTO B C/lyyae NOAK/IIOUEHUS K CETU TOUKM AocTyna (MaplupyTusaropa)
yepes Ethernet 6yaet He06x04MMO BPYUYHYO HACTPOUTbL PACLUMPEHHYIO ceTb ycTpoicTea. Mo
YMOJIYaHUIO paclUMpeHHas CeTb YCTPOIACTBA He UCMOJb3YeT WnhpoBaHue U Naposb.
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Wi-Fi penutep RR-11. PyKOBOACTBO NO 3KCnyatauumu

4.3.4 Bknapgka «Cuctema»

4.3.4.1 CmpaHuya «MIHchopmayusi 06 ycmpolicmse»

Ha aToii cTpaHuue otobpaxaeTcsa nHcopmaumus 06 yCTponcTBe.

=(TEX

Craryc EasyMest Cetb

RR-11

Cucrema

Mtgopmauua o6 ycTpoictee » MHgpopmauua o6 ycTpoicTee

Y4ETHan sanuce Mognenb RR-11

O6HoBREHue MO AnnapatHad BepcuA  1v3

CepuitHblil Homep VI72001089

KoHgurypauma

3asonckon MAC-anpec CC:9D:AZ:E2:6A60

Bepcua MO
Bepcua Web-unteppeiica
PesepBHan sepcuAa 10

BepcwA sarpyaumka

CuctemHoe BpemA 08:26:07 23-09-2022

Bpema paboThl 00:03:40

BHewHuin Bug ctpaHnubl «MHpopmaums 06 ycTpoincTee»

4.3.4.2 CmpaHuya «Y4yemHas 3arnucb»

Ha cTpaHuue «YueTHast 3anucb» yCTaHAB/MBAKOTCA /IOTMH U Naposib A0CTyna K Be6-uHTepdoeiicy ycTpoiicTaa.

Craryc EasyMesh Cetb

MHdopmauua ob yeTpoicTee
YuéTHan sanuch »
O6xonexue MO

Kondgurypauua

Cuctema

[Nons3oBarenb

MmA nonbsoeatena

Maponk

MoaTeepmasH1e napona

BHeLHWIA BUA CTPaHWLbl «YUYeTHast 3anmcb»

* VImMsi nosib30o8ame/isi — nosne Anst U3MeHeHust UMeHu nosb3oBatens. Mo ymonyaHuio: admin;
* Hosblli napo/sb — none Afs BBoga HOBOrO Naposis K yCTpolicTBy. o yMonyaHuto: password;
+ [ModmeepxdeHue naposisi — none AN NOBTOPHOIO BBOZA HOBOMO Naposisi C LENbio ero NoATBEPXKAEHNS.

[N BCTYNIEHMS1 B CUY HOBbIX HACTPOEK HAXKMUTE KHOMKY «[TpUMEHUMb». N5t OTMEHbI U3MEHEHUIA NOKUHBLTE
CTpaHuLy 6e3 COXpaHEHUSI UIBMEHEHUIA U/TN HAXKMUTE KHOMKY «OmmeHa.

KopoTkun nyTb K MHpopmaLmm
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Wi-Fi penutep RR-11. PyKOBOACTBO NO 3KCnyatauumu

© B uensx o6ecneyeHns 6e30NacHOCTN NPU HACTPOIiKe YCTPOCTBA PEeKOMEHAYETCA U3MEHUTL
NIOTVIH U Naponb.

© 7NorvH 1 naponb Takke MOryT 3afjaHbl Ha NEPBOM Luare Mactepa 6bICTPOIl HACTPOIAKN.

4.3.4.3 CmpaHuya «O6HosneHue NMO»

CtpaHuua «O6HoBneHune MO» npegHasHavyeHa A1 06HOB/IEHMS yNpaBAsoLWe MUKponporpaMmbl
yCTpOWCTBA.

Crartyc EasyMesh CeTe Cuctema

HHbopmaymra of yeTpoicTee AxrueHan sepcua 10

VYETHAR 3aMHCD Paiin o6roeneHma MO 0630p... ®aiin He BuiGpaH.
O6xosnetue MO »

OfHosnexne ¢ ynanéduoro
Kordurypaumna cepeepa

BHelwHWIA BUA cTpaHnupl «O6HoBAEHNE MTO»

« AkmusHas sepcusi 10O — Bepcus NporpammMHOro obecneyeHunsi, ycTaHOB/IEHHOIO Ha YCTPOIACTBE;

+ @alin obHosneHus NO — kHonka A5 Bblbopa hana 06HOBNAEHNSA NPOrpaMMHOro obecnevyeHms.
AkTyanbHoe MO MOXHO 3arpy3nTb Ha calite https://eltex-co.ru/.

+ O6HOB/IEHUE C yO0asiEéHHO20 cepsepa — KHOrMKa A1 aBTOMaTUYeCKOn NpoBEPKN 0GHOBAEHNIA. Mpu
Ha/IM4MKn akTyasibHoro MO BO3MOXHO OGHOB/IEHUE MO HaXKAaTUIO KHOMKW. [I151 3TOro penutep AO/HKEH
UMETb NOAK/TYEHME K CETU UHTEPHET.

© He oTtknioualiTe NUTaHNe YCTPOICTBA, HE BbLINO/HAINTE ero nepesarpysky B npouecce
o6HoBneHus MNO.

4.3.4.4 CmpaHuya «<KoHdpuaypayus»

CTpanuua «KoHdurypauysi» npefiHasHauyeHa A5 UsMeHeHusi KoHMrypaumm ycTpoiicTea.

Craryc EasyMesh CeTb Cucrema
Mudopmaumna ob ycTponcTBe
VyETHAA 3aN1ch CHpoc K 3aBOACKMM HACTPOMKaM No ) COHpOCUTh

YMONYaHHD

Obnoenenue M0

KoHdurypauua »

BHeLwHWIA BUA, CTpaHuLpbl «<KOHgUrypaumsi»

+ C6poc K 3aBOOCKUM HacmpotikaMm no yMo/4aHur0 — COPOCUTb HACTPOWKN pennTepa K 3aBOACKNM.
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Wi-Fi penutep RR-11. PyKOBOACTBO NO 3KCnyatauumu

4.4 Pexum areHTa EasyMesh

B pexume areHTa EasyMesh Be6-uHTepdeiic agantupyercs nog texHonoruio EasyMesh. Bo Bknagke «Ctatyc»
NMeKTCH M3MEHEHNs Ha cTpaHuue «KapTta ceTu». Bknagkm «CeTb» 1 «KoHburypayusa» octarorcs 6e3
n3meHeHuii. Bknagka «Wi-Fi» cTaHOBUTCA He40CTYMHON, BMECTO Heé Beb-uHTepdhelic oTobpaxkaeT BKIaaKy
«EasyMesh».

441 Bknagka «CtaTyc»

4.4.1.1 CmpaHuya «Kapma cemu»

Ha aToii cTpaHuue oTobpaxaeTcs nHhopmaums o 6ecnpoBoHbIX MHTepdiecax ycTpoincTea n 6ecnpoBoaHbIX
KNMeHTax, NOAKNHUYEHHbIX K YCTPOWCTBY.

Craryc EasyMesh CeTb Cuctema

Kapta cetu
s

MoHHTOPHHI Q\L;’ H =

Certb EasyMesh
Wi-Fi 5 Iy
CocToAHHe AxtueHoe EasyMesh nogwnioyenne
BSSID €8:28:c1:€5:33:d6
Ln¢pposaHue WPA2
Pexun Knnent

Kanan 60

PaclwupeHnan ceTb EasyMesh
Wi-Fi 5 Ty
CocToAHuHe Brntouero
SsID Home_network_5GHz
BSSID cc:9d:a2:e2:6a:61
LWn¢pposarme WPA2
Pexmm Touka nocTyna
Kanan 60
Wi-Fi2.4 Ty
CocToRHHe Brnrovero
SSID Home_network_2.4GHz
BSSID cc:9d:a2:e2:6a:62

LngpposaHue WPA2

Pexun Touxa gocTyna
Kanan 1
CrnCoK KMeHToB

HeT noarnio4eHHbIX YCTPOHCTE

BHewHWiA BuA, cTpaHuubl «KKapta cetun»
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Wi-Fi penutep RR-11. PyKOBOACTBO NO 3KCnyatauumu

Bnok «KapTta cetn» cogepXxuT nHchopmaumo 06 akTUBHOW TONOMIOTMM CETU U BK/IKOYAET criefytoLine yCri0BHbIe
00603HauUeHus:

YcnoBHoe 0603Ha4YeHNe PYHKLUMOHaIbHOE onucaHue

VIKOHKa «/IHTEpPHET» — CUTHaUIN3NPYET O AOCTYne K ceTn VIHTepHeT

H ” VkoHka «MapLupyTusaTop» — CUrHa/IM3NpYeT O JOCTYyMe K
KoHTposiepy cetn EasyMesh

VkoHka «PenuTep» — Tekywuii areHT B ceTn EasyMesh

- MkoHKa «KnIMEHTbI» — MHCDOPMUPYET O NMOAK/IOUYEHHLIX 6ECNPOBOAHBIX
YCTpOIACTBax K penutepy

Bnok «CeTb EasyMesh» cogepxut nichopmaumio 06 aktueHom EasyMesh-nogxnioueHun.

Bnok «PaclunpeHHasi ceTb EasyMesh» cogepxuT nHchopmaumio o Toukax AocTyna ycTpoictea. K gaHHoli cetu
MOAK/HUAKTCA KNMEHTbI penuTepa.

Bnok «CN1COK K/TMEHTOB» COAEPXUT MHADOPMALIMI0 0 GECTIPOBO/HbIX KNMEHTAX, NOAK/UYEHHbIX K penuTepy.

1. VIKOHKN aKTUBHbIX MOAKTHOYEHWIA.

2. NHbopmaums 06 akTMBHOM nogkntoueHnn k cetn EasyMesh B gnanasoHne 5Ty nan 2.4 Ty,
3. OcHoBHas nHgopmaumsa o napamerpax «PaclumpeHHoin cetn EasyMesh» B agnanasoHe 5 U,
4. OcHoBHasi MHhopmaumsa o napameTpax «PaclumpeHHoi cetn EasyMesh» B ananasoHe 2.4 Ty,
5. Cnucok 6ecnpoBoAHbIX K/IMEHTOB penuTepa.
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4.4.2 Bknapka «EasyMesh»

4.4.2.1 CmpaHuya «OCHOBHbIe HACMPOLKU»

Ha cTpaHuue HacTpoek EasyMesh MOXHO n3meHnTb UMS ycTpoiicTBa B ceT EasyMesh, a Takxe uHtepcpeic
noaknityeHns K cetn EasyMesh.

OCHOBHEIE HACTPORKK » OcHoBHble HacTporkK EasyMesh

WMma yetpoiictea EM_Agent_d9sa

s}

EHWA HAacTp!

asyiv esh Nnpou3BoARTCA Yepes KOHTpONNep.

WnTepdeiic noarmiouenun k ceTu EasyMesh Ethernet
@ AsToonpegnenetue

BHeLUHWiA BUA cTpaHnLbl «OCHOBHbIE HACTPOKN»

NHTepdeiic noaknoUeHns k cet EasyMesh npy HacTpoiikax no ymMonyaHuio HaxoAMTCsl B COCTOSIHUM
«ABTOONpeeneHne».

+ Ethernet — pexum NogKIOYEHUS NO NPOBOAHOMY COEAMHEHMNIO. YCTPOCTBO OyAeT NOAKNOHATLCA Kak
areHT EasyMesh Tonbko no coeanHenuto Ethernet (npu ycnosun, 4To Ha MapLUpPyTU3aTOpe aKTUBEH
koHTponnep EasyMesh);

* AsmooripedesieHue — B JaHHOM peXunme yCTPOMNCTBO MOXET ObITb NOAKMNIOYEHO B pEXNME areHTa
EasyMesh kak npoBoaHbiM coeanHeHnem Ethernet, Tak n no 6ecnposogHomy nHTepdeiicy Wi-Fi 5 'y,

© B pexume «ABTOONpEAeneHne» yCTPOMCTBO aBTOMATUUECKMN MEPEK/TIoUaeTcs MexXay
npoBogHbIM coeguHeHuem Ethernet n 6ecnpoBogHbim coeguHeHunem Wi-Fi 5 'Tw,.
Mpu HanNVuMM aKTUBHOrO BK/IKOUEHUSA NpoBoAHoro coeanHeHus Ethernet, yctpoiictBo B pexxume
«ABTOONpeaeneHne» 6yaeT Nepek/1toueHO Ha AaHHbI TUN COeAUHEHUs, TaK Kak npuopuTeT
Ethernet Bbiwe 6ecnpoBogHoro coeguHeHna Wi-Fi 5 'Tw,.
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4.4.2.2 Bbi6op uHmepdgelica nooK/II04eHuUs1
[na nameHeHns cnocoba noakoyeHns areHTa B cetn EasyMesh BeinonHuTe cnegytowipe waru:

1. BblbepuTte HyXHbIli UHTepdielic, nocse BbIGopa AO/MKHO NOSIBUTLCS NOATBEPXAAOLLEE OKHO.

OCHOBHEIE HACTPORKM » OcHOBHble HacTpoiku EasyMesh
Hwn ycTpoiictea EM_Agent_d96a
Bce uaMeHeHMs HacTpoex ceTu EasyMesh nponasoAATCA yepes KoHTponnep

Wntepdeiic noaknoyerun k ceth EasyMesh @ Ethernet
(O AsToonpegenetue

Wutepgeic nogxknioveHua K ceTh EasyMesh 6yaet uamenén na Ethernet.

BcnnbiBatolLiee OKHO Npu CMeHe nHTepdelica noaknoyeHns EasyMesh

2. HaxmuTe KHOMKY «[IpuMeHUMb». [JO/MKHO NOSIBUTLCSA BCM/bIBAIOLLEE OKHO.

OcHoBHEIE HACTPORIKM » OcHoBHble HacTpo#kn EasyMesh
MmA ycTpoidcTea EM_Agent_d96a
Bee usmenenna HacTpoex ceTv EasyMesh npousBoaaTca yepes KoHTponnep

HuTepgeic noawnioyerka Kk cetu EasyMesh @® Ethernet
(O Astoonpegenetve

MoacoennHuTe arexTa Yepes Ethernet-kabens K ApyroMmy ycTpoHCTBY
EasyMesh.

BcnibiBatoLee 0kKHO nocne Haxkatusa KHOMKU «[TpuMeHUTb»

& Mocne HaxaTnA KHOMKU «[TPUMEHUTb» OTMEHUTb AeilcTBUe GyaeT HeNb3A.
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3. Uepes HeCcKosIbKO CekyH[, YCTPOMCTBO NPUMEHUT HACTPOMKM U Ha cTpaHuLe «KapTta ceTu» 6yaeT 06HOB/IEH
ctatyc cetn EasyMesh.

Kaprta cetu »
Ethernet
MOHUTOPHHT £:U3

CeTb EasyMesh
Ethernet
CocToatne AxTneroe EasyMesh noaxniouermne
JlynneKcHeIA pestim BrnoueHo
CropocTb nopta 100 M6ut/c

Pexum Moct

Cratyc cetn EasyMesh

© B pexume arenta EasyMesh HacTpoiika Wi-Fi Ha areHTe HeocTynHa. Bce UsSMeHeHMs HacTpoek
[OMKHbI NPON3BOAUTLCA Yepe3 KoHTposnep EasyMesh.

© B cetn EasyMesh nponcxoaut CMHXpOHM3aLMA U3MEHEHHBIX HA KOHTPO//Iepe NapaMeTpoB (MMs
cetu Wi-Fi, naponb, KaHas) MeXay KOHTPO/I/IEPOM M areHTOM.
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5 B03MOXHble NPO6neMbl U BapuaHTbl UX peLleHmns

Mpo6nema

HeB0O3MOXHO 3aiTK
B Be6-HTepcheiic
yCTpoiicTBa no
agpecam http://
rr.loc/ vnam http://
192.168.0.1/

Wi-Fi ceTb
MapLupyTusaTopa
He oTo6paXaeTcsl
nocse Haxarus
KHOMKN «[Touck
6€eCrpoBOOHbIX
cemeli»

HeB0O3MOXHO
nogkntounTbea K Wi-
Ficetn
MapLupyTmusaTopa
yepes WPS

7 SEC.RU

Bo3smoxxHasn npunymnHa

YCTPOICTBO He BK/THOUM/IOCH,
VHAVKATOP rOPUT KPacHbIM
CBETOM

IP-agpec ycTpoiicTBa 6bin
nonyyeH ot DHCP-cepsepa B
CeTu TouKkM gocTyna
(MapwpyTunsaTopa), UHauKaTop
ropuUT 3eMEHbIM CBETOM

Mpu nogxntoveHumn no Wi-Fi
ncnosnb3yeTca apyras cetb

Mpw nogkntoveHnn no LAN
KNIMEHTOM MCMONb3YHTCSA
cTaTU4eckne HacCTPOKK CETU

C6oli ycTpoiicTBa

Wi-Fi ceTb mapLipyTtmsaTopa
NCNosb3yeT PYHKLUMIO CKPbITUS
SSID

YposeHb curHania Wi-Fi cetn
CNULLIKOM Man

MapLupyTmr3aTop ucnosb3yert
HEeNoAAePXMBAEMbIA PEXNM
wndpposaHust WEP

Ha mapLpyTtusarope He
HacTpoeH WPS

Het kHonkn WPS Ha
MapLupyT1saTope

WPS He 6bl11 akTBMpPOBaH no
KHOMKe Ha MapLupyTM3aTope

KopoTkun nyTb K MHpopmaLmm

PeweHue

JoxanTech BK/IIOUYEHUS 1 3arpy3kn ornepaumoHHOl CUCTeMbI
ycTpoiicTBa. Ec/n BK/loYeHNE 3aHUMAET 6osiee ABYX MUHYT —
nepesarpysuTe yCTPOWCTBO

MepeiignTe No agpecy, BblgaHHOMY ycTponcTey DHCP-
CepBepoM B CETU TOUKM A0CTyna (MapLupyT13atopa).
VHdhopmaums MOXET ObiTb AOCTYNHA B BEG-MHTEpPelice
MapLIpyTU3aTopa, K KOTOPOMY MOAK/HYEH penuTep

Y6epaunTech, 4TO Balle yCTpoicTBO nogkstoveHo K SSID «RR-
WIFi-XXXX» (rae XXXX — nocnepgtue 4 cumona MAC-agpeca
RR-11) 1 cpyHKUMSA «MOBWMbHBIE faHHbIe» (EC/N eCTb)
OTK/TIoYEeHa

Ecnu ycTpoicTBO NOAK/OYEHO K CETU TOUKM A0CTyna
(mapwpyTnsatopa) — y6eauTecs, UTO Balle YCTPOWCTBO
NOAK/HOYEHO K Held

Y6epmTech, HTO KOMMLIOTEP NOAK/IOHEH K penutepy ¢
nomoulbto kabens Ethernet, a Takxe B ero ceTeBblX
HacTpoikax cTont otMmeTka «[Monyunts IP-agpec
aBTomatundecku» n «Monyunts agpec DNS-cepBepa
aBTOMaTnyecKm»

C6pockTe HACTPOWKKM penuTepa [0 3aBOACKMX 1 NMOBTOPUTE
MonbITKY

3anosiHNTe napaMeTpbl BPYUHYHO

Yeenuuyste ypoeHb Wi-Fi curHana Baluei Toukm goctyna
(MapLupyTn3aTopa) nam pacnosioxuTe YCTPONCTBO 6inxe K
Touke goctyna (MapLpyT13aTopy) CornacHo pekoMeHaumsam
Mo yCTaHOBKe

3meHuTE Ha MapLIpyTU3aTope PeXuMm LundgpoBaHms Ha WPA,
WPA2 nnn WPA/WPA2

Y6e,£l,l/lTer, 4YTO Ha MapuwpyTmnsarope HaCTpoeHa TeEXHOM0rng
WPS

Y6eanTech, YTO MapLIpyTU3aTop NOAAEPXKMBAET TEXHOMNOMMIO
WPS. HekoTopble MapLUpyTU3aTopbl MMEeT (PyHKLMOHaN
BkItoueHnss WPS yepes Beb-nHTepgueiic

PaznnyHble mapLupyTU3aTopbl MOTyT Npeasiaratb pas/imyHblii
cnoco6 aktueauuy WPS (yaepxxaHue KHOMKW U eAMHNYHOe
HavkaTue Ha KHorKy). Moapo6HYH0 MHGOPMALUIO Bbl MOXETE
HaliT B pyKOBOACTBE Mo/b30BaTeNs MapLipytusaropa

CkauvaHo c sec.ru
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Mpo6nema Bo3moxHas npuumHa PelwieHue
C6oli ycTpoiicTBa C6pocbTe HacTpolikn pennTepa 40 3aBOACKMX 1 NOBTOpUTE
nonbITKY
HeB03MOXHO Bbin BBEAEH HEBEPHbIN Napoib  BBeauTe naposb 3aHOBO
nogxntountocs K Wi- . o
Fi cetu Wi-Fi ceTb mapuwpyTtusaropa He  Y6eauTtecs, uto Wi-Fi ceTb MapLupyTusaTopa BKIHUYeHa 1
MapLupyTH3aTopa BK/IOYEHA UK He paboTaeT paboTtaeT
yepes Beb-
NHTEepdenc
Het HacTpoek Wi-Fi  YcTpoiicTBo paboTaeT B MpounsseanTe HacTpoliky EasyMesh-ceTn uepes Beb-
B BEG-MHTEpdelice  pexume areHTa EasyMesh nHTepdeiic KoHTponnepa
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CopepXXaHne N3MEeHEeHNIA

UeTBepTas ny6nnkauus

M3meHeHus B pasgenax:
- MopgkntoveHne RR-11 kK ceTn

- Pexium areHta EasyMesh

M3meHeHusa B pasgenax:

- OnncaHue nagenua

MepBasa nybnmkaums
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TEXHNYECKAA NMOAAEP>XKA

[na nonyyeHnss TEXHNYECKON KOHCYNbTauumn no Bonpocam akcnayaraumm obopygosaHuns OO0
«MNpegnpuatne «3MTEKC» Bbl MoXeTe 06paTtuTbCca B CEpPBUCHbIN LIEHTP KOMMNaHWK:

dopma obpaTtHoli cBA3M Ha calTe: hitps://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha odmumansHom caiiTe koMnaHum Bbl MOXeTe Hal TN TEXHUYECKYIO [OKYMEHTaLMIo 1
nporpammMmHoe obecneueHune ans npoaykumm OO0 «MpeanpuaTtne «3ITEKC», 0bpatntbes K 6ase
3HaHWI, OCTaBUTb MHTEPAKTMBHYIO 3asiBKY UM MPOKOHCY/ILTUPOBATLCA Y UHXeHepoB CepBUCHOMO
LEeHTpa Ha TeXHMYeckom chopyme:

OdhmumanbHbIii cant komnaHun: https://eltex-co.ru/
TexHuuyeckunit popym: https://eltex-co.ru/forum
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads
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