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SECURITY SOLUTIONS

[Mpr60Op OXpaHHbIU

«Mega Keyboard 433>

[MacnopTt

NaeHTUPUKALMOHHDBIM HOMEP npMbopa

/leknapaums o COOTBETCTBUM:
TP TC 004/2011 1 TP TC 020/2011: EASC N RU A-RU.PA04.B.75217/23
TP EA3C 037/2016: EADC N RU /1-RU.PA04.B.75328/23
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1. O6wmne ceegeHuA

Mpubop oxpaHHbIM «Mega Keyboard 433» (ganee — npmbop) npeHasHayeH Ans 3almTbl
06beKTa OT MNPOHMKHOBEHMA. Mcnosb3yeTca B KavecTBe MPUEMHOro npubopa AsA
6eCcrnpoBOAHbIX OXPaHHbIX W3BewaTenen. BbinosHAET GYHKUMM OKOHEYHoro npuéopa
CUCTEMbI Nepejayn M3BelLeHWM «Mega»: nepefaéT B GMHAPHOM MNPOTOKOJIE COObITMA Ha
NyNbT LEHTPasM30BaHHOM OXpaHbl C MOHMTOPMHIOBbIM MPOrPpaMMHbLIM 0GECMEeYEHUEM
GEO.RITM, a Take Ha YacTHbIM TenedoH (B BuAe SMS-coobuieHms).

MocTaHOBKa NOA OXpaHy M CHATME MNpMbopa C OXpaHbl MOXKET OCYLEeCTBAATbCA C
MOMOLLbIO:

e BcTpoeHHoM KnaBuaTypsl;

becnpoBoaHbix KnaBmatyp, pa3paboTtaHHbix 000 «HIMO «PUTm»;
Kntoyeln /cmapT-KapT (Npy NOAKOYEHMM CUUTBIBATENEN);
Paanobpenokos, paspabotaHHbIXx OO0 «HIMO «PUTM»;

MoHuTOpHHroBoro nporpammHoro o6ecnevyeHma GEO.RITM (aMcTaHUMOHHO) H
MOGBM/IbHBIX NPUIOKEHUMA.

I Ana nepeaaun cobbiTmi B MO GEO.RITM mcnonb3yeTcs 6UHapHbIK npoTokon Ritm-BIN,
nepesaya cooblieHmm no npotokony ContactID (InetServer) He noaaep:kmBaeTcs!

YpanéHHoe ynpaBneHue NpUMOOPOM BO3MOXHO C MOMOLLbIO  MOHWMTOPUHIOBOIMO
nporpammHoro obecneyeHna GEO.RITM.

Coob6LeHMA 0 COBbITUAX NepeAaloTcA Ha CTaHLUMI0 MOHMTOPUHIA, a TaKXKe Ha YaCTHbIM
TenedoH no cetn GSM.

Mpubop cooTBETCTBYET TEXHMYECKMM ycnoBmam PMAL.425511.013 TY v npu3HaH
FOAHBIM ANA 3KCnyaTaumu.

2. Pa3paboTumnK 3. MpoussoauTtenb
000 «HIMO «PrUtm» 000 «Meranpom»
195248, Poccusa, r. CaHKT-leTepbypr, 19241, Poccua, r. CaHkT-leTepbypr, y.
np. JHepreTuKkos, 4. 30, kopnyc 8 HOxHoe wocce, gom 37, Kopn. 2, nmtepa A,

nomeuleHue 6H-1, pad.m.1
4. KOMNIEKTHOCTb

Mpubop oxpaHHbIM «Mega Keyboard 433~ 1 wr.
Axkkymynatop 18650 3,7 B 2000 MAY 1 wr.
bnok nutaHua 220/14 B 1 wr.
AHTeHHa GSM (SMA) 1 wr.
MacnopTt 1 wr.
YnaKkoBKa 1 wr.
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5. TexHM4YeCKHe XapaKTepUCTUKHU

XapaKTepucTuKa 3HayeHune
KaHanbl cBA3U SMS, GPRS
CtaHpgapt GSM, Ml'y, 850/900/1800/1900

N3nyyaemaa mowHocTb GSM, BT

2 (850/900MI )
1 (1800/1900MT 1)

YacTOTHbIM AMana3oH pajuvoKaHana, My

433,075 - 434,775

KonnyecTtBo KaHa/10B B AMana3oHe, WT. 7
M3nyyaemMaa MOLLHOCTb paauvonepeaartymka 10 MBT
Mepuos KOHTpoNs m3BelaTenen B pagnmocucTemMe, M1H HactpanBaetca 1...59
KonnyectBo m3Bellatenei B paanocucTeme, LIT. 4o 32
Konnyectso paguomoaynen (pene, cupeH, Tabsio), LWT. no 16
KonnyectBo pagmobpenoKos, LUT. no 32
KonnyecTBo pagnoKaHabHbIX K/1laBUaTyp, LWT. 4o 3
KonnyecTBo HE3aBUCMMbIX pa3ZesioB OXpaHbl, LWT. o 32
KosimyecTBo NpoBoAHbIX WAENGOB (CYyXOM KOHTAKT), LIT. 1
KoamnyecTBo BbIXOJ0B TMMNA OTKPbITbIM KOJIEKTOP, LUT. 2
MaKcuMasibHasa Harpyska Bbixoaa, A 0,17
MaKcrMaibHOE KOJIMYECTBO K/1laBMATyp 6ecnpoBoAHbIX/ 1-wire, WwT. 3/1
KonnyecTtBo Kaw4ven/cMapT-KapT, LWT. no 256
BcTpoeHHas 3HeproHesaBUMCMMAsn NamsATb, COBbITHN 32768

Hactporika npu6opa yepes USB-kabesib

+

BxoaHoe HanpsxkeHne 610Ka nuTtaHma 220/14B

AC 220-230 B, 50 I'y,

BxogHoe HanpAaxXeHne OCHOBHOIo MCTO4YHMKa NMTaHUA NaHe N

DC 12-14 B

BxoziHoe HanpsKeHue pe3epBHOro MCTOYHMKA NUTaHMA NaHe U

3,7B (AKB 18650)

KOHTPO/Ib HaJIMYMA OCHOBHOIO NUTaHMA

+

KoHTponb HanpsxeHna AKb

-+

HanpskeHne nutanmsa, B 185..275
ToKonoTpebieHne B AEXKYPHOM peXXMME, MA, He 6oee? 200
TokonoTpebneHue B pexmme nepegaym AaHHolx (no GSM) c

NOAK/IFOYEHHBIM LWIEMDOM «CYXOM KOHTAKT» B HOPMAJIbHO 3aMKHYTOM 300
COCTOAHMM, MA, He 6osiee?

CpefHee cobCcTBEHHOE TOKoMNoTpebaeHme, MA, He 6osee? 150
abapuTHble pa3mepsbl B kopnyce noa AKb 18650, mm 160x100x35MM
Macca npmnbopa B Kopnyce nog AKb 18650 (6e3 AKB) , r 239
Jnana3oH paboymx temneparyp, °C -25...+55

2ToKkonoTpeb/ieHMe YKa3aHo Npu HanpsxKeHuu 13,8B
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6. HazHauyeHMe 3/1eMeHTOoB

dneMeHT HasHayeHue
Bbixoabl 6€3 KOHTPOAA, ANA NOAKNHOYEHMA NUTAHWUA NAHENN:
+12V, GND, e GND — «MMHYyC» OCHOBHOIrO NUTaHusA;
e +12V — «nnoC» OCHOBHOIO NUTAHUS;
SC+, GND Knemmbl ans noaKkao4eHUs TpPEBOXKHOM KHOMKM
OK1. +UK Bbixoabl 6€3 KOHTPOA, ANS NOAK/IFOYEHUSA UCMOJIHUTENbHBIX YCTPOMCTB. K
6K2 ’ knemmam OK1 1 OK2 noakntovaetca «MUHYC», K Knemme+UK — «natoc»

yCTPOMCTBA.
SIM1, SIM2 | Pa3zbeMbl gn18 ycTaHOBKM SIM-KapT.
LWnHa 1-Wire gna nogknyeHna 4on0IHUTEIbHOro 060pyA0BaHMA:

™ cunTbiBaTeNeM Proximity B npotokone Touch Memory (MATRIX 1), cumuTbiBaTENEM
cMapT-KapT Mifare, cumtbiBatener Touch Memory, NpoBoAHbIX KnaBmnatyp «KB2-3»
LED Bbixoa ANA NOAKIOYEHUS MHAMKATOPA CYMTbIBATE/NIEN.

KHonka ynpaBieHHNA ANA BKJIOYEHMA aBTOHOMHOIO peXXnMa ,qo6aBneH|49
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TAMPER

Tamnep.

USB Pa3zbém USB Type-C ana nogknoyenmsa K MK.
SMA Pa3bemM ana nogkaoveHus Bl-leLIJHeﬁ GS!V\-aHTEHHbI.
B ncnonHeHun co BCTPOEHHOW aHTEHHOW OTCYTCTBYET.
XS5 Jepxatenb anAa yctaHoBkn AKbB.
KHonka gna BkatodeHns npmbopa npy nutaumm ot AKb. Ucnonblyetca ans
BAT_PWR BKIOYEHMA Npubopa nocsie yCTaHOBKM/ 3aMeHbl

AKbB (npu oTCYTCTBMM OCHOBHOIO NUTAHUA).

7. CBeToBaA UHAMKaLMA

UHauKaTop CocTtoAaHue MNpumeyvaHue
ARMED/ Foput XoTA 6bl 0JIMH pa3fen HaxoAMTCA Noj OXPaHoOM.
OXPAHA MuraeT OxpaHHas TpeBora B JI06OM M3 pa3jesioB.
He roput Bce pasaenbl CHATbI C OXpaHbl.
Foput Bce 30HbI B pa3genax, He B3ATbIX N0 OXPaHy, B
HOpMe.
READY/ Muraet MpoBepKa CBA3M C CePBEPOM MOHUTOPMHIa.
roTos He Hopmann3oBaHa x0TA Obl 04HA 30Ha B pasjenax, He
He roput B3ATbIX NMO4 OXpaHy, Uau BCe
pasze/sibl Noj OXpaHou.
FIRE/ Muraet MoxkapHaa TpeBora.
NOAP He roput MoXkapHble pasgenbl B HOpMe.
lopur PeXXMM HaCTpOMKKM Npubopa C KnaBMaTypbl.
INSTANT/ Muraet PeXMM HaCTPOMKM NpMBopa yaaneHHo Un Yepes
PEXWM Kabe/ib HaCTPOMKM.
He roput Mpunbop B paboyem pexmme.
Foput EcTb ocHoBHOe nuTaHue 12B.
POWER/ Muraet MaHenb paGoTaeT OT pe3epBHOr0 MCTOYHMKA
CETb nutanua (AKB).
He roput M1TaHWe oTCyTCTBYET.
SERVICE/ Muraet EcTb HenepeaaHHble COObITUA.
CEPBMC He roput Bce co6bITMA nepeaaHbl UK KypHaN COBbITUM MYCT.
lopur Bce pa3genbl, Ha3Ha4YeHHblE Ha KHOMKY
STAY/ «[IEPUMETP>, B3ATbl NoA OXpaHy.
MEPUMETP Muraet TpeBora B N11060M pa3saesie nepumeTpa.
He roput Paszienbl nepMMeTpa He NoJl OXPaHOM UK HET
pasfesioB, Ha3HAYeHHbIX 4S1A NepuMeTpa.
ZONES/ lopur OTobpaxkeHne CoCTOAHMUA 30H 1...16.
30Hbl MuraeT OTo6paKeH1e COCTOSHMS 30H 17...32.
(kHorika) He roput OTobparkeHne COCTOAHUA pa3gesioB.
EXIT/ lopur OTcyeT 3aepKKM Ha BXOA.
BbIXOA Muraet OTCYeT 3aJepPXKKM Ha BbIXOZ,.
He roput HeT oTcueTa 3agepxekK.
CANCEL/ loput 3aropaeTtcAa Ha 1 CeK. Mpu HaXKaTMM Ha KHOMKY
OTMEHA «OTMeHa» ANna NoATBEPXKAEHUA HaXKaTUA.
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NHAMKATOp ropuT B CAeaywmx CayYasx:
ZONES Foput e 30Ha B TpeBore,
1T 2 3 4 e Pasgen noa oxpaHoM.
5 6 7 8 Muraet TpeBora B pa3aerne.
9 10 1 12 Muraet yacto HeBO3MOXHO B3ATb pas/e/ noj oxpaHy (ecTb
13 120.4:,.5 16 (7 pa3 B ceKkyHAy) HapyLUEHHaa 30Ha B J@aHHOM pasjene).
NHAMKATOP He ropuT B CAeAyLWMX CyYanX:
He roput e 30Ha B HOpME;
e Pa3szen CHAT C OXpaHbl.
UHauKaTopbl Ha naate

HL39, HL40 Moput HL39 Ucnonbsyetca SIM-kapTa Ne2.

roput HL40 Ucnonb3yetca SIM-kapTa Net.
BAT_ERR loput HenpaeuabHO nogkntoyeHa AKbB.

Muraer uacto YctaHosneHa GPRS-ceccus.
(3 pa3a B cekyHay)
Muraet peako
(1 pa3 B cekyHzay) Moaem He 3apernctpupoBaH B cetn GSM.
HL38 OauHoYHbIE

BCMbILWKM

(1 pas B Mogaem 3apernctpmpoBsaH B cetn GSM.

3 CeKyHAbl)

He roput MogaeMm BbIKNOYEH.

8. Ha3zHayeHMe KHOMoK

KHonKa Ha3HauyeHue
STAY/ MocTaHOBKa pa3zenioB rnoj oxpaHy, Ha3Ha4YeHHbIX Ha KHOMKY
MNEPUMETP | «[TEPUMETP>.
EXIT/
MocTaHoOBKa pa3aenioB Noj OXpaHy, Ha3Ha4YeHHbIX Ha KHOMKY «BbIXOA».
BbIXOA
ZONES/ 0106
30HbI TobpaxKeHne COCTOAHMA 30H U pa3fesioB.
CANCEL/ 0 .
OTMEHA TMeHa paHee BBeJEHHbIX CUMBOJIOB.
0.9, *, # BBoa cooTBeTCTBYHOLWEr0o CUMBOA.

NMoaava curHana «MoxapHas Tpesora».>

Moaava cuMrHana «<MeamumMHCKana Tpesora».2

NMofaya curHana «TpeBoXKHaA KHOMKa».?

2 TpeBOKHbI€ KHOMKM MO YMOYaHMIO OTK/IOYEHbI. AKTUBMPYIOTCA B MPOrpamMMe HacTPOMKM

nouboDa.
¢ ) SEC.RU

KopoTkui nyTb kK MHcpopmaLmm

CkauvaHo c sec.ru



9. HactpoMKa 1 nogrotoeka npubopa K paéote

He ycTtaHaBivMBanTe npubop B HeNocpeacTBEHHOM 6/IM30CTM OT MCTOYHMKOB
3/IeKTPOMArHUTHbIX MOMEX, MACCUBHbIX META/I/IMYECKUX NMpeaMeTOB U KOHCTPYKLMM,
Tpacc cMaoBoro Kabens. O6ecneybTe yBepeHHbIM NPUEM curHana GSM.

PekomeHayeM HacTpamBaTb NpU6GOpP A0 YCTAaHOBKM Ha ob6beKTe. [And 3Toro:
1. TopanTte nMTaHWE Ha NPMOBOP M NOAKIYMTECH K HEMY HamboJsiee YA06HbIM ANs

BaC CMOCOGOM:

e CrauMoHapHas HaCTpOMKa — ANA NOAKIYEHMA Ucnonb3lyeTca Kabenb USB Type-
C v yHMBepcasibHaa NporpaMmMa HaCTPOMKM JOCTYMHAA Ha camTe Www.ritm.ru no
KOpPOTKOM ccbisike ritm.conf (http://b.link/ritm_conf).

e /[luctaHumoHHaA HacTpomKa no TCP/IP — ana noakntoyeHma ucrnonbsyetcsa GSM
GPRS KaHan 1 061a4yHan NnporpaMmMa HacTpoMKm®.

Ana npueopa c CSD-KaHa/soM Takxe JocTynHa JMCTaHUMOHHAs HACTpoMKa Yepes

umdposort GSM — ana noakaoueHus wmcnosb3yetca GSM CSD kaHan, GSM-mogem,
pa3pabotaHHbii 000 «HMO «Putm», M nporpamma HacTpoMKu ritm.conf wmamM Ritm
Configure.

2. [lo yMOon4YaHMI0O B MpMBOpE YXe HaCTPOeHbl KaHaibl CBA3W ANS MnepejayuM

JlaHHbIX Ha cepsep geo.ritm.ru.

3. HacTtpomte BCce napaMeTpbl B COOTBETCTBUMM CO CneumdpuKoM OXpaHAEeMOoro
0O6beKTa, OnuMpascCb Ha PYKOBOACTBO MO 3KCnayatauuu, [OCTYMHOE Ha
odULMaNbHOM CaMTe WWW.ritm.ru.

Ha o6bekTe:

4. OTKpOMTE KPbILLKY Ha 3aJlHEM CTOPOHE Koprnyca.

5. YctaHoBuTe SIM-KapTbl B pazbembl SIM1 1 SIM2.

Mepepn ycTtaHoBKoM SIM-KapT B NnprM6op (BO3MOXKHO MCMNoJib30BaHMe ABYX SIM-KapT),
YCTAaHOBUTE MX B MO6MAbHbIM TenedoH. OTkauute 3anpoc PIN-Kopga, npoBepbTe
Ha/IMuMe KaHasioB CBA3M, KOTOpble npeanosiaraeTca MCMo/ib30BaTb, a TaKXKe Haan4vue
cpeAcTB Ha cyétax SIM-kapr.

6. [lpy HEOO6XOAMMOCTU NOAKIOUMTE TPEBOXKHYIO KHOMKY K Knemmam SC+ u GND.
7. MNopknounte 610K NuTaHMa 220/14 B (BXOAUT B KOMNIEKT NOCTABKM):
MoaknuuTe 610K NUTaHUA K Knemmam +12V 1 GND, cobatogan nonapHOCTb;
MoakntoumnTe 610K NMTaHua K cetm 220 B.
8. YcraHosuTe AKB B pasbém XS5, cobatogas NnonsapHOCTb.
9. Job6aBbTe paMoKaHaJibHble YCTPOMCTBA B CUCTEMY OJHMM M3 ABYX CNOCO6OB:
° B NPOrpamMme HaCTPOMKM;
° npy nomolmM KHomku SET. Haxkmute u yaepxuBanTe KHonKy SET 6onee 3-x
CEeKYH/ Janee nepeBeauTe HY)KHOE YCTPOMCTBO B PEXUM [106aB/IEHUS B PAJIMOCUCTEMY.
Mo WHAMKaUMM Ha [06GaBAAEMOM YCTPOMCTBE YAOCTOBEPbTECH O [06aB/NEHUU B
paguocuctemy. O pexkumax paboTbl paZiMOKaHa/IbHbIX YCTPOMCTB YMTaMTe B nacrnoprax
nspenvn. Mocne fo6aBNeHUA BCEX YCTPOMCTB, ANS BbIXOJa M3 peXMMA A06aBNEHMSA
HaXXMUTE U yaepKMBaMTe KHoMKy SET 6osiee 3-X CEKYHA.

3httne: / lann al /1ufAa7
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http://www.ritm.ru/

10. TMocne OKOHYaHWS HAaCTPOMKKM NpUBOPa 3aKPOMTE KPbILWKY Kopnyca.

10. TexHMUYecKoe 06CyKMBaHME U Mepbl 6€30MacHOCTU

He pexe oaHoro pasa B Mecsl NpoBepAMTE Ha/MuMe CpeAcTB Ha cyeTax SIM-Kapr.
Meproanyeckn, HO He pexe ABYX pa3 B roj, npoBepsiMTe HAAEKHOCTb KOHTAKTOB M, Npw
HEO6XOAMMOCTH, 3aUMLLAMTE KOHTAKTHbIE NIOWAAKM.

11. TpaHcnopTupoBaHMe U XpaHeHHe

TpaHCnopTUPOBaHME OXPaHHO-MOXapHOM NaHeNM AOJIXKHO OCYLLECTBAATLCA B YMNAKOBKE,
B 3aKpbITbIX TPAHCMNOPTHbIX CpeAcTBax. YC/0BMA XPaAHEHUA M TPAHCMOPTUPOBKM AOJIKHbI
COOTBEeTCTBOBaTh yc0BMAM XpaHeHua 1 no NOCT 15150.

B nomelueHMAx ANA XpaHEHUS HE A0JIKHO GbiTb TOKONPOBOASALLEN MblM, NAPOB KMC/IOT U
Lle/I0YEN, a TaKKe ra30B, Bbi3bIBAIOLLMX KOPPO3MIO M pa3pyLLAKLLMX M30AALMIO.

12. N'apaHTUH U3roToBUTENA

M3roToBMTENb FrAapaHTUPYET COOTBETCTBME NpMBOpa TPeBGOBaHMAM TEXHMYECKMX YC/IOBMM
Npu COGNOAEHWMM MOTPEBGUTENEM YC/IOBMM TPAHCMOPTUPOBAHMA, XPAHEHUS, MOHTaXa M
3KCnyaTaumu.

FapaHTUMMHbIM CPOK 3KCNyaTaummu — 12 MecALEeB CO AHA BBOAA B KCMJyaTaumio, HO He
6onee 18 mecAueB C MOMEHTA U3rOTOBNEHMUA.

FapaHTUMHBIM CPOK XpaHeHUA — 6 MecALEB C MOMEHTA M3roTOBJ/IEHUS.

Ha aneMeHT n1TaHMA rapaHTMA He pacnpoCcTpaHAeTcA.

M3rotoBUTEeNb HE  HECET OTBETCTBEHHOCTM 3@ KayecTBO KaHaJioB  CBA3M,
npeAocTaB/ifseMbix onepatopamMm GSM 1 MHTEPHET-NPOBaUAEPAMM.

M3rotoBUTENb OCTaB/AET 3a CO60M MpPaBO BHOCUTb M3MEHEHMSA, He YyxyallatLlme
(byHKLUMOHANBLHOCTb NpM6opa, 6€3 NpeABapUTE/IbHOrO YBEAOM/IEHMA NOTPEOUTENEN.

13. CBegeHMA 0 peKnamaumax

Mpu oTKaze B paboTe MM HEMCMPABHOCTM Npubopa B Nepuoj AeNUCTBMA rapaHTUMHOMO
CpOKa, COCTaBbT€ aKT O HEMCMNPaBHOCTM C YKasaHMEeM JAaTbl BbiMyCKa M BBOAA B
3KCNyaTaumio npmbopa, xapaktepa gedekra.

HeucnpaBHbIM NpUGOpP C aKTOM O HEWUCMNPABHOCTU HAMpaB/ATb MO aApPecy MOKYMKU
npuoéopa IM60 pa3paboTUMKy.
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