] t
SECURITY SOLUTIONS

BbicTpbIX cTApT
Ans
Voyager 2N
Voyager 3N
Voyager 4N
Voyager 5N
Voyager 6N

CankT-lMNeTtepbypr, 2018




YBa)kaeMblii noKynarenb!
bnaropapum Bac 3a poepue K Hawen NpoayKUnH.

PeweHns pna  oxpaHbl HEOABWXXMMOCTU U MOHUTOPMHIA
TpaHCNopTa — 3TO Hala Cneumanm3aumsa ¢ MOMeHTa pa3paboTku
nepBoM KOHTPONbHOM naHenu B 1996 roay.

[Onga Bawero ynobctBa Tpekep yxe HACTpoeH Ha obnayHoe
nporpamMmHoe obecnevyeHne GEO.RITM u MoxeT ObiTb nerko
[OCTyNeH Ha cauTe geo.ritm.ru.

MMeHHO C 3TMM nporpaMMHbIM obecnevyeHneM Bbl Haubonee
MOMHO pacKkpoeTe BeCb NOTEHUMAN TpeKepa.

WWW.ritm.ru i

( ) SEC.RU KopoTkuin nyTb K nHcpopmaumm CkayaHo c sec.ru



http://ritm.ru
http://geo.ritm.ru

Perncrpauusa Ha geo.ritm.ru

[ns wncnonb3oBaHusi obnayHoro nporpaMMHoOro obecneyeHus
GEO.RITM npongute npoctyto npouenypy permcrpauuu.

Pezucmpauus e cepsuce geo.ritm.ru 0ocmynHa mossKo
‘ 8 0CHOBHOM uHmMepdgelice. Pecucmpayus HedocmynHa
8 MOBUILHOU 8epcuU U MOBUTbHbIX NPUTOHEHUSIX.

MNepenguTe Ha canT geo.ritm.ru

HaxxmuTe Ha ccbinky Perncrpauus.

Hobpo noxanosate B GeoRitm! ABTopM3auma
KGHTpDJ’M;}}'I}‘TE CBOH HEABWHMMOCThL M MODMNbHLIE

00bEKTH! C NOMOLLEK 00NaYHoro cepeuca GeoRitm. WMA nonb3osaTens

Balun Buirobl M BO3MOXHOCTH € GeoRitm

GeoRitm gna moOunbHBIX YCTROUCTE Hapork

YCTaHoBMTE OhMUMansHoe NPpUNoxeHue GeoRitm u
COXpaHANTE KOHTPONb, e Obl Bbl HW HAXOAWNHCE
3anoMHHTE MeHA

E}s Google play App Store

BoccTaHoBNEHWE napons

PerucTpaumus

WWW.ritm.ru 3

( ) SEC.RU KopoTkuit nyTb K uHchopmaLmm

CkayvaHo ¢ sec.ru


http://ritm.ru
http://geo.ritm.ru
http://geo.ritm.ru

3anonHute dHKETY, U npuMnTe YCnoBua MoOJb30BaATE/IbCKOIO
cornaweHums.

Peructpayus

MR

Damunna

E-Malil (noruH)

TenedoH

Komnanua (HeoOAzaTensHo)

Mapons ans exoga

MOBTOPUTE NAPonk

KofoBoe cnoBo ANA MAEHTHDUKALIMK NO TENeMoHy

BeeauTe CMMBONEI C KAPTUHEN

63

£ NpUHKMAtD YCNOBAA 0on

Cnacubo!

Ha Baw agpec EHEWPCHHCﬂ NOYTbI OTNPABNEHO NMWCEMO C JAaHHBIMK ANA NOATEEDKAEHNA PETMCTPALNN.
[ yCriewHoit PErMCTpaLMit HEoDXOAMMO NOATBEpKAGHHE 0 24.08.2018 11:26:43

Mpy OTCYTCTBMM NOATBEpAIEH Bawm fakHbie GyayT yAaneHbl U3 CHCTEMbI

ABTOpN3aUMA
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[na 3aBepweHus npouenypbl perucTpaunm nepenaute B
YKa3aHHbIM B aHKeTe MOYTOBbIA AWMK M nepenante no CCblike,
YKa3aHHOM B NuUCbMe.

GeoRitm - NoaTeepxaeHWe perncTpaunm

ApgMmuHucTpaTop GeoRitm nfo@geo.ritm.ru cerogHa B 10:26

3apaecTByinTe, Alex!

[na 3aBeplUeHUA perncTpaLmi HeoBXoqUMO NepeirTk Mo JaHHOR CCbIMKe:
http://geo.ritm.ru/confirm.html?code=51mg73pj8j9a4b0ul2d62u5cc 1

C yBaxeHwemM AgmuHucTpauma GeoRitm

Ob6patnTe BHUMaHME, YTO B3 NOATBEPXKAEHUSI MOYTOBOIO ALWMKA
npouenypa perucTpaumm He OyaeT CuUMTaTbCs 3aBEPLUEHHOM,
a BBeAEHHble BaMWM [OaHHble OyayT yaaneHbl MO NPOLeCTBUM
24 yacos.

Mocne 3Toro BaM GyAeT NpeanoXeHo OTKPbITb MacTep HAaCTPOKK
IS [O6aBNEeHUS TpEKEPa B YHETHYIO 3anUCh.

Ho6po noxanosats!
Bbl 3aperucTpupoBaHsl B cepeMce MOHUTOpUHra GeoRITM!

PericTpaLs nossonaeT Bam aBCOMOTHO BECTNATHO RONB30BATHCH CEPEUCOM MOHUTOPUHIA ANA KOHTPONA
TPEX OBEKTOE, 000PY/0BaHHEIX CUCTEMAMM MOHUTOPUHFa Voyager unu Contact

[nsi 00DaBTIEHNA 00LEKTA Bbl MOMETE BOCTIONL30BATLCA MACTEDOM HACTPOIKM

o BoNpocam NPUoBPETeHA Voyager i COntact i yBeNMeHns KONHYECTEa OOLEKTOS MOHHTODHIA
opatyaitreck o anpecy info@ritm.mu

#| ABTOMaTUYECKH 3anyCTUTb MACTEp 105BNEHHA O0LEKTOR

TepeitTh B MHTEPPEAC MOHUTOPHHIA
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Hob6aBneHue Tpekepa

Ecnn Bbl TONbKO 4TO 3aperncTtpmpoBannCb Ha geo.ritm.ru,
TO MaCTep HaCTpOﬁKM MOXeT OblTb BbI3BaH aBTOMAaTUYECKMW.

B npotMBHOM cnyyae HaxmuTe Ha cumBon + B [lepeBe 06bEKTOB
n BblbepuTe NyHKT [106aBUTb 06BLEKT.
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MacTep HacTpolku

MNoarotoBbTe BCE HEOOXOAMMbIE CBEAEHUS U BKIKOUUTE Tpekep.

[Ona noDaeneHna 1 HaCTpoilk 0OLEKTA Yepe3 MacTep
notpedyerca

YTo4HUTE IMEl-K0n npuGopa, yKkasaHHbli B nacnopre
UMK HA KOpTIyCE NPUEOPa. MO KPHILLKOA
aKKyMyNATOPHOID OTCeKa.

.

YCTaHOBMTL B Npubop paGotocnocobHyro SIM-kapTy
¢ NOAKMIOYEHHONA ycryrod GPRS

BKrioyuTs NUTaHKE NpUGOpa OT akkyMyNATOpHOA barapen
M1 BHELUHErO MCTOYHHKA NUTAHNA
.

CnenosaTth yKa3aHUAM MacTepa NoaKNioYEHHA

ECMN Hy*HO [0G3BUTE 0GLEKT 53 NOAKMIYEHUA NpuBopa
c

BOEEDﬂbG}’HTEEb WCTEMOH 3AMUHUCTPUPOBAHKUA.

OTMeHa

WWW.ritm.ru
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Ykaxute IMEI Tpekepa.

MacTep HacTpolkn

Beeaute IMEl-kog npubopa. ykasaHHeIA B nacnopte
WIK Ha KOpMyCe Nof, KPbILLKOi
aKKyMYNATOPHOrO OTCEKa

Haszan OTMeHa

MNocne 3toro Bbl6epVITe, 4YTO UMEHHO HY>XHO CAenathb C 00BbEKTOM:
no6aBuTb B y‘-IéTHYPO 3anncCb UM NPOCTO HACTPOUTD.

Ecnm BbIGpaH NYHKT «000aBUTb B YYETHYHO 3aMMCb», TO YKaXuTe

Ha3BaHME rpynnbl, B KOTOpPY OyaeT nobasieH Tpekep, U aanTe
Ha3BaHME HOBOMY OOBEKTY.
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N3MeHeHMue peXXuma paboTbl

B pagoe cnyyaes BaM  MOXET I'IOTpe6OBaTbC$I n3MeHeHune
YCTAHOBNEHHbIX PEXNUMOB pa60TbI TpeKepa.

Ina storo nepengute B Kaprouky obbekTta M3 KOHTEKCTHOrO
MeHI0 0ObeKkTa UK ero BbIHOCKMU.

33k6
OTEpEITE KapTouRy 00LexTa

Moii Tpexep (#17326) QA NAPLO
Mpwdop: Voyager 4N (V-4.016.049.005)

[oc. Homep: -

Anpec: PoccuA, CaneT-TeTeplypr, NPOCNekT JHepreTUkoe, 30k8

ﬁ\ CoefMHeHuHe
1 00 “A Ounain MNokasats LBS
3
oy
fo

KoopouHaTe!

@&
W9 23.08.2018 11:48:28
Hreuue Tpexa Penm CnexeHun
0/0 CtEn.
3k5! Ybpars c kapTel [pono¥MTL MapLIPYT

@MO“TD’E‘:&‘D
B Kaprtouke o6bekta oTKpoyite BKnaaky O6opyaoBaHue U
nepengute no ccolike Hacrpoutb npnbop.

Mot Tpexep (#17326)
@ oseerr i Ocopypocame N Nogmouenm [y Tonmwes F ownrpe 8] Gero ovnerra gy Buaco Py Oreercrosrie 4 Onoseugiwin (57 eropus vawesewni
IMEL 864495033404595

SiM-kapra 1 Oneparop
SIM-kapTa 2 Oneparop

Napere

Mecro yerarosn
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B OTKpbiBLIEMCS OKHE MporpamMMmbl HACTPOMKM nepenaute
B pasgen Pexum pabotbl. Bbibepute pexum  paboThl,
COOTBETCTBYIOLWMI BbINOIHAEMbIM TPEKEPOM (QYHKLUMSAM.

HacTpoiikn PexkumMbl paboThbl
CBefleHnA o NprBope S ~
i proop ) "OHN@AH" MaKMANEHOE HEPTMETREBNEHHE W MEHKAMAbHoiA pacoa GSM-Toaciia H
Jara n Bpema
" exra
Peximel paboT! MOCTOAHHOE ONPEAENEHNE KOOPAMHAT HABAr3LMOHHLIM MOMEMHUKOM
Tpex MOCTOAHHAA OTNPABKa JAaHHEIX H3 CEPEEP M MPHEM KOMaHA NO caTH GSM
A-GPS
AaTHHn
CepBEpbI MPHEMa KOOPAMHAT (0 "DHRaH I ABMKEHAA™ MUHIMATEHO SHERrONOTDEENEHME, HET PACK0A3 GEM-THACMKA M ETOSHKE
Mipegsme) €17 i KOHTpOSID " ofivexta npu
CocTaB MCTOPHH OMPEAENEHHE KOOPANHET HEEMILMOHHHIN NPVEMHKKOM MDA CHAGATHEANHA ASTEKTONE ABHXEHAA W MM NEBOTKIILEN ABMraTens
WeTopmst OTNPABKS AGHHBIK HA CEPBEN H NPHEM KOMAHA N0 CeTH GSM Npv CRafaTeiBaHMK AETEKTONA ABMIEHMA MM MoK PaAOTSMWER ABUraTENE
WkpkeHepHsle HoMepa
KapTa
- " DdhRaiH" MHAMANEHOE SHEPrONDTPEGNEHME MO CTOAHKE, SKDHOMAA GSM-Tpatika
Cepenc Monyuense AaHHbIX 0 MAPWIPYTE 06HEKTA C 3aAaHHOH NBPUOAHUHO CThIO
OMPEAENEHHE KOOPANHET HAEWIALMEHHLM NPHEMHUKOM MDH CAABATLIEAHMM ASTEKTONE ABWX BHHA WIH MM PaBOTSIILLEM ABUraTens
OTAPaEKa A3HHLIX Ha CEPBER H NPHEM KOMAHA N0 c8TH GSM € 334 aHHOM NEPHOAHUHOETLIO
() "MPOTHROYrOHHaN 3aKNa/AKA" CKPLITHAA PABOTA € MUHUMANLHLIM 3HEPrONOTPEBNEHIAEM W PACKOAOM GSM-Tpathka
MoxcK 06beKkTa B CAYUAR YTOHA N0 NOCEAHEMY NOJIYURHHOMY MapWIPYTY
OnNpegeneHHe KOOPANHAT HABMMELMOHHEIM NPMEMHWKOM TONBKD NPk P360T310WeM ABMIaTENe
OTNPAEK3 A3HHEIX H3 CEPEEP W NPHEM KOMA3HA NO CeTH GSM C 3343HHOM NEPUOAMHHOCTEID
(0" MasK" CKOBITHEA DAGTa © MAHVMETSHSIM 1 DEAKM SHEAMONOTHEGNEHMEM M HAGKAM HACKOAGM GSMH DA
KoHTpOAIb MecTones1oxkena 06b eKTa M NOMOLUBIO MIEPEOAHUECKY NONTYYaEHBIX KAOPAHAT
QNPEAENeHHE KOOPANHAT HAEMITELMOHHEIM NPHEMHAKOM C 23A3HHOM NEPHOANHHACTE D
OTMPEEKE A3HHLIK H3 CZPBEP H MPHEN KOMaHA N3 ceTH GSM & 3343HHOM NEPHOAHIHOSTE
() "CoBcTBeHHBIA" (ANA ONBITHBIX NONE30BaTENEN) HepronoTpefneHie W packod GSM-Tpadma 3a8ncnT OT EbIBDaHHEI HACTPoEK
Toukan W W nepepaus AaHHbIX Ha cepeep =
ONpegeneHie KOOPANHAT HIBMFALMOHHEIM MPMEMHUKOM NOCTOAHHO MK M0 YOIOEMIO
OTNP3EKA A3HHLIX H3 CEPBED M MPHEM KOM3HA N0 ceTH GSM NOCTOAHHO MM N0 YEIOBMIO
[=I I I>]
[Bepcua ¥4.027.005] (10:58:46) TCP/IP: noawatoveno (cnl.geo.ritm.ru:23771) > Noaknrouen Boagswen-4 (V-4.007.027)
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HacTtpoiika Tpekepa

B nporpamme HacTpolku Npou3BOAMTCS MONHAs HACTPOKKa
Tpekepa B COOTBETCTBYHOLWMX pa3aenax.

Y3Hatb 6onee noapobHy MHPOPMaLMIO O HACTpoMKe Tpekepa
M peKkoMeHAauMM No yctaHoBKe Bbl MoxeTe M3 pykoBoAacCTBa Mo
3KCnayaTaumm.

AnbTepHaTUBHbIE METOAbl HACTPOMKU

CyLiecTByOT anbTepHATMBHbIE METOAbI MOAK/YEHUS K TpeKkepy
AN HACTPOMKMU:

e yepe3 USB-kabenb;
e yepe3 GSM CSD-coegmnHeHume.

B 3TOM cnyyae HacTporka Npou3BOAUTCS Yepes3 yHUBepCanbHble
nporpaMMmbl Hactponku ritm.conf nnm Ritm Configure, koTopble
pacnosioXeHbl Ha cante www.ritm.ru B pasgene [lokymeHTauus
M NPOrpamMmbi.

Ritm Configure -t v H8

ot nemen @ Macrep noaxnouesus v40.096 ==
USB/COM (kabers - Tun nogkmouers:  [USB/COM (kabiens) B

coM-nopr: COM-opT: [com 'l Ef‘
comM1 A

M; -KOA: &
acTep-Kos Macrep-xon: a E/ (58] "

Toaxnous Craryc: Her nokmodetus
MogknounTes

AnbTepHaTMBHble MeToAbl HACTPOMKM  WMCMOMb3YKOTCS, ecnu
Tpekep He MOXeT MOAKMYUTLCA K geo.ritm.ru ¢ 3aBOACKMMM
HacTporikamu. Hanpumep, ecan  wucnonb3syorca  SIM-kapTbl
perMoHanbHOro onepaTtopa COTOBOW CBA3M.
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Hactpoiika uepes USB-Kabenb

Mepen noaknyYeHWEM K Tpekepy YCTaHOBMTe HeobxoauMble
[panBepbl C canTa www.ritm.ru.

YcTaHOBUTE OAHY M3 MNpPOrpamMM HACTpomku — ritm.conf wnu

Ritm Configure.
i N
@ Macrep noaknroueting v.4.0.0.96 L&J

THN NOAKMOYEHIAA: |USBfCDM (kabens) > |
COM-opT: lCDMl v] IE'
MacTep-Komn: (| E/ Ig| |w v|
MogrmoYUTE Cratyc: HeT nogknoHeHua

b !

3anyctuTe nporpamMMy HACcTpPOMKM WM B OKHE MNOAK/IOYEHMUS
BblbepuTe:

1. Tun coepnHenuns: USB/COM (kabenb).
2. COM-nopT: TOT NOPT, K KOTOPOMY NMOAKJIOUYEH TPEKEP.
3. Macrep-Koa: Npu 3aBOACKMX YCTAHOBKAX HE MCMOJb3YeTCA.

HaxxmuTte MoaknounTb.
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HacTtpoiika yepes CSD-coeamHeHue

MNepen NOAKMOYEHMEM K TpeKepy MOAKAUMUTE K KOMMbHTEpY
GSM-mogpeM. Hanpumep, GSM-mogem «Putm» (USB).

YcTaHOBUTE OAHY M3 MNpPOrpamMM HACTpomku — ritm.conf wnu
Ritm Configure.

i N
@ Macrep noaknroueting v.4.0.0.96 l%]

TN NogKIOYEHIUA: |CSD (GSM-mogem) V. 110 = |
COM-nopT: lCDMl v] l
Homep TenedhoHa: +73117950202 -
MacTep-Komn: [ |a Ié| e |
MogrmoYUTE Cratyc: HeT nogknoHeHua

.

3anyctuTe nporpamMMy HACcTpPOMKM WM B OKHE MNOAK/IOYEHMUS
BblbepuTe:

1. Tun coeauHenuns: CSD (GSM-mopem) V.110 unmn V.32.

2. COM-nopT: TOT NOPT, K KOTOpOMy noakatoyeH GSM-moaem.

3. Homep TenedoHa: Homep TenedboHa  SIM-kapTsl,
YCTaHOBNEHHOM B Tpekep.

4. MacTep-Koa: Npy1 3aBOACKMX YCTAHOBKAX HE MCMOJb3YeTCa.

HaxmuTte MoaknounTtb.
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HacTtpoika APN

[Ona wn3aMeHeHusi HacTpoek Toukn poctyna APN oTtkpowte B
nporpaMMme Hactponku pasgen Mapametpol GPRS.

Hactpoiikn MapameTtpsl GPRS

CeefleHMa o nprbope CrmacapTa

Aata v Bpema

Peximbl paboTbl ABTOM3TMUECKM ONPEAENATE HACTAORKN AP 4]

Tpek

A-GPS ¥CTEHOBNEHE CMM-KAPTA ONepatopa MTS

AaTnkn Touka gocTyna internet.mts.ru

CepBephl NpHEMa KoopAMHET

MapameTpbl GPRS MmMA None3oEaTEna GPRS mts

COCTaB MCTOPHKA

eToprs Maponk NonkzoeaTens GPRS mts

WikekeHepHble HoMepa He Bmiauats GPRS B poyMyHre O

KapTa

OBHOBAEHVE

CepBHc

DNOAHMTENEHO BepHyTe NO yHMOoNYaHmmo
IMSI Oneparop Touka gocryna (APN) MNonbzoBatens Mapons
25001 MTS internet.mts.ru mts mts
25002 Megafon internet
25099 Beeline internst.besline.ru heeline beeline
25020 TELEZ internet.tele.ru tele2 tele?
[Bepcwa ¥4.027.005] (09:50:29) TCP/IP: noarmoveno (cnl.geo.ritm.ru:23771) > Noaknioven Boagkep-4 (¥-4.007.027)

Ecnn TtpebyeTcq, yKkaxuTe KOppEKTHble HACTPOMKM, KOTOpble
npenocTaBnsieT onepaTop COTOBOM CBsI3M, uYbM  SIM-kapThbl
YyCTaHOB/EHbI B TPEKep.

HaxkmuTe ccbinky COXpaHUTb M3MEHEHMS.
Mpu HEOOXOAMMOCTU BHECUTE M3MEHEHUS B pasaene Cepsepbl

npuéma KoopauHat. KoppekTHble AaHHble AN MOAK/HYEHUS
YTOYHSIATE Y MOCTABLUMKA YCIYT MOHUTOPUHTa.
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