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RUBETEK
BBenenune

Hacrosimee pykoBOACTBO MO 3KCIUTyaTalMM IpeJHAa3HAuYeHO MJI ONUCAHMsA IpHUHLUIA
palboThbl, HACTPOMKH, MOHTaXa M HKCIUTyaTallMM OJHOKHOIIOYHOHM BBI3BIBHOW maHenu RV-3439
«Rubetek» (manee manens).

Heo6x011uMo 03HAKOMUTBCS € U3TI0KEHHBIMH B PYKOBOJICTBE MHCTPYKLIUSAMH, TIEPE TEM KaK
MOJIKIII0YATh, HACTPAUBATh, IKCILUTyaTUPOBATh UM OOCITY)KUBATh MAHENb.

MoHTaX M SKCIUTyaTalusl MaHEIW AOJDKHBI MPOU3BOAUTHCS TEXHUYECKUM IIEPCOHANIOM,
M3YyYMBUIMM HAaCTOSIEE PyKOBOJACTBO.

CHOuCcoK NPUHSATBIX COKPAIICHUH:
- ITamens - oqHOKHONOYHAA BEI3bIBHAS HaHelb RV-3439 «Rubetek»
- IIHP - mycko-HanasouHblie paboOTHI;
- ITAC - npeobpa3oBarenb aHAJIOTOBOT'O CUTHAJIA.

A
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1. Onucanme u padora
1.1. Ha3nauenue
OnnoxHonouHas BbI3biBHAs aHenb RV-3439 «Rubetek» (manee manens) npenna3snadeHa aist
KOHTpO.H}I BXOI[HOI>'I I[BepI/I NJIn BOpOT, a TaKXKE I[I/ICTaHI_II/IOHHOI\/'I ay,Z[I/IO- U BUACOCBSA3U C TOCTEM U
HCKJIFOYCHUS] HECAHKIIMOHUPOBAHHOTO JOCTYIa HAa MPHJICTAIONIYI0 TEPPUTOPUIO, TTOABE3IBI\ITAKN
JoMa HOCTOpOHHI/IX JINI.

1.2. TexHuueckue XapaKTEPUCTUKHU

Tabmuua 1 - OcHOBHBIE NTapaMeTPhl MAHEIH

ITapamerp 3HaueHnmne
Hanpsxenue nuranus, B 12
[Motpebnsiemast MOIIHOCTB, BT He Oonee 10
Pon Toka ITOCTOSIHHBIN

RF cuutsiBaTens kapr

13.56MI'y (c NFC) u 125 KI't

Ethernet 1 x RJ45 10/100M
RS-485 1
Wiegand 1

BrixonHoe pene

2 pene Ui OTKpbIBaHUS JBEPU

ITuranue POE

ectb, IEEE 802.3af

[Tonnep>xka MpoOTOKOJIOB

IPv4, HTTP, HTTPS, FTP, SNMP,
DNS, NTP, RTSP, RTP, TCP,
UDP, ICMP, DHCP, ARP

VYrasl 0630pa

110°(H) / 58°(V)

Paspemenue cencopa

2 Mn

Ayamo kozek

G.711a, G. 711y, G.722 n G.729

SIP akkayHT

2 SIP akkayHTa
SIP vl (RFC2543),
SIP v2 (RFC3261)

<l

4 .
\ )) SEC.RU KopoTkun nyTb K MHopmaumm Cka4aHo c sec.ru




RUBETEK

Bunaeo xonex H.264, H.265
Pa3pemenue Buneo 1o 1920x1080p
[IporpamMmMHoOe ynpaBiieHne ONVIF Profile S
[IpoTokoi nepenaun BUAEO RTSP
JlaTuuk OCBEIIEHHOCTHU €CTh
WndpakpacHblil 1aTunK €CTb
Juamnazon pabouunx temmeparyp, °C ot - 40 o + 40
Crenens 3aluThl KOpITyca P65
Tun MmoHTaXa BpPE3HOM
I"aGapuTHBIE pazMepbl, MM 145 x 85 x 27.5
Macca, kr He 6ozee 0,6

1.3. BuHemnui Buj maHenu
1 - Kopmyc

1
2
- SQB=}
. 5
6
2 - In¢pakpacHble CBETOAMOABI

7 3 - UK pgaTuuk JIBUIKCHUS
4 - Kamepa
5 - Mukpodon
6 - JlaTuuK OCBEIICHHOCTHU
7 - CuutbiBarenb RF-kapt
8 - KimaBua BeI3oBa

8 9 - Jlunamuk

Pucynox 1 - Buemauii Bua manenu (BU Ciepein)

e
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12v
GND
DGORA
DGORB
wa-0o0
wa-0O1
RS5485B
RS485A

il

Efhernef
(PGE)

GND

GND

NC

(oM

NG

Penez

NC

oM

NO

Penel

PucyHnok 2 - PacnuHoBKa KJIEMM MaHeNn
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1.4. TumoBas cxemMa BHENIHUX COSIUHEHUI NaHEIN

CeTeBoi KOMMYTaTOpP

[NMutaHne 12B

2V 1zv GND
GND ] Ynpaenexue aosepbMu
GND GND pexum NC
- JOGRA NC 03 :]
Beixog Wiegand amMok
A vvieg D00RB Ethernet oM ad
GND 1 (POE) =
WG-D0 wG-0o NO
[ | P(} L ]
Wo-b WG-D1 NC HER308"
KHonka RS485B COM
OTKPbITUS ABEPU
R5485A NG + —_

*Modenv ouoda ykazama 6 kauecmee pekomenoyemou. Bozmooicno ucnonvsosanue anano2os ¢
napamempamu He meHee:

- Maxcumanvnoe nocmosinnoe oopamnoe Hanpsixcenue - 10008

- Maxcumanvuuiii (cpednuil) npamou mox Ha ouoo - 34

- Makcumanvroe npamoe nanpsxcenue - 1,78 npu 34

BaoK nutaHmsa

Pucynok 3 - TunoBas cxema BHEIIHUX COCTUHEHUN TaHEIN
1.5.  KoMIuIeKTHOCTB

Tabmuua 2 - KoMIieKkTHOCT ITaHETn

HaumenoBanme KouauyectBo, mrT. IIpumeuanue
OnHokHOnoOYHAas BeI3BIBHAS naHenb RV-3439 1
Kpeimka 6;10ka KoMMyTamm 1
MoHTaxxHas JIacTUHA 1
YrnoTHUTENb Kabens 3
[IpwxxrmHas miaHka 1
[Tetns 1
Ha6op kperienus 1
[IlecTurpaHHbIil KO 1
[Tacnopt 1

(e}
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2. Hcnoan3oBaHue 110 HAZHAYECHUIO

2.1. TloaroroBka K UCIIOJIL30BAHUIO

BHUMAHHE! Ecnu naumenv HAXo0uniocv 6 YCIOBUAX OMPUYAMETbHOU MeMnepamypol,
®H606xoduﬂ40 svidepaicamsb e20 He MeHee 4 uacos npu komHamuou memnepamype (25 £ 10 °C)
07151 npedomepauyeHusi KOHOeHCAyuu 81a2u.
BCcKphITh yriakoBKy, yOSAUTHCS, YTO KOMILICKTHOCTD ITaHEIM COOTBETCTBYET Ta0uIe 2.
[IpoBecTn BHEMIHWIA OCMOTpP, YOEOUTHCS B OTCYTCTBUU BHIAMMBIX MEXaHUUYECKUX
MOBPEXICHHUH (CKOJIOB, TPEIINH, BMSATHH) U CJICIOB BIIarH.

2.2.  Pasmemienue na"enu

IIpy DpoeKTHMpOBaHMM pa3MELIEHUs YCTPOHCTBa HEOOXOAUMMO PYKOBOJCTBOBAThCS
IIpaBunamMu yCTpoONCTBaA 3JIEKTPOYCTAHOBOK.

JlonmyckaeTcsl yCTaHOBKA IaHEIUM Ha BEPTHKAIBHYIO IMOBEPXHOCTb BPE3HBIM CIOCOOOM
MOHTa)ka C IIOMOLIBIO CIIELUAIBHOIO KPEIICHHUS.

@BA)KHO! Moumaodicnas niacmuna 0Jisi pe3H020 KpenieHUust HOCMABIsemcs 8 KOMNieKme.
2.3. MoHTax U MOJKIIOUEHUE

BHUMAHHE! Monmasic npousgo0ums moabKo NpU OMKIOYEHHOM HANPSICEHUU NUMAHUSL.
IIpoxnaoka npo6o006 u IuHULL C8A3U OCYUeCmENsemcs 00 8bINOJIHEHUS MOHMANCA NAHEU.

Bpe3Hoit MOHTaXK

BripexxpTe B CTeHE NPSMOYTOJIbHOE OTBEPCTHE
185x105%x55 MM (umu 4yyTh  Oonble) B
COOTBETCTBUM C  pAaCIHOJIOKEHHUEM  Kaldes.
[Ipunoxure MOHTaXHYIO KOPOOKY B OTBEPCTHE,
yOenuTech, 4TO Kabelbh XOPOIIO TMOMEMIACTC U
CBOOOJHO TMPOXOAUT TMPHU YCTAHOBKE KOPOOKHU.
[IpousBenure pa3sMeTKy KpENEKHBIX OTBEPCTUI
MOHTa)KHOUW KOPOOKH.

[IpocBepiuTe OTBEPCTUS B COOTBETCTBUU C
pa3METKON M MPOCBEPIIUTE OTBEPCTHS TITyOUHOM
25MM 1aMeTpoM 5 MM. Y CTaHOBUTE B OTBEPCTHUSA
nro0ensi, YCTaHOBUTE MOHTQXHYIO KOPOOKY H
3akpenuTe ee camopezamu ST4x20.

n
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Takke MOKHO UCIIOJIB30BATh LIEMEHT WIIU APYTOU
AHTHUKOPPO3UMHBIA aAre3uB ISl 3aKperieHUs
KOpOOKH B MOHTa)KHOM OTBEPCTHH.

[Ipukpenure nHLEBYIO0 NaHeIb K JAOMO(OHY ¢
MIOMOIIBIO YETHIPEX KPECTOBBIX BUHTOB M3X6.

Jlist ynoOcTBa MOKITIOUEHUS KaOenel 3aKpenuTe
TOMO(OH Ha MOHTXHOM KOPOOKE C MOMOIIIBIO
HIHYypAa.

1N
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[Tocne noakIitoueHMs TPOBOAOB K MAHETU
HEO0OXOAMMO YCTAaHOBUTH MaHETh B MOHTAXKHYTO
KOPOOKY | IJIOTHO 3aKPEMHTh C TTIOMOIIBIO
BHUHTOB M4x15.

IMoaxkarouenune nmanen

[Iponoxkure Kabenu uepe3 KpbIIKy OJ0Ka
KOMMYTAallU{ ¥ MPOU3BEINUTE UX MOJAKIIOYEHHUE B
COOTBETCTBUU C PACIIMHOBKOMN Ha MaHENH.
[ToapoOHBI anTOPUTM MOAKIIOYEHUST OMHUCAH B
1.2.4 JaHHOTO PYKOBOJICTBA.

BA’KHO! Jluamemp oicun  noOKaO4aemuvlx
Kabenei He donxcer npegvlutams (), 4mm.

1] cooooco

e
£
 —

m
>
3aKkpenuTh KpBILKY OJOKa KOMMYTallMH C -
IIOMOIIIBKO BHUHTOB U YCTaHOBI/ITB erHe)KHBIe
BHUHTHI IJIA MOHTa)KHOﬁ IIJTACTUHBI.
P
>
,' o
& |

11
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Y CTaHOBUTH YIUIOTHUTENb KaOems M 3aKpenuTh
€ro MNPWKUMHOW IUIAHKOM C TOMOUIBIO ABYX
BUHTOB.

YcraHOBUTE MTaHEIb B KPETICHUE.

2.4. TloxgkiroueHue MaHen
24.1. TMoakmroueHne NUTaHUA
B manenu npeaycMOTpEHBI CIIeYIOIINe BApUAHThl TUTAHHMS:

e nurtanue no cranaapry IEEE 802.3af (PoE). /lnsa opranuzauuu nutanust nasenau no PoE
HE00XO0/IMMO PYKOBOJICTBOBAThCSI CXEMOI, TPEICTABICHHON Ha PUCYHKE 4.

MK\Poytep\Ceuty
bnok f
=0

220V

Ethernet kabens
| W".‘-

PoOE MH#ekTOp
Pucynok 4 - Cxema opranuzanuy NUTaHUA MaHeau no crangapty PoE.

PoE unxextop BeIOMpaeTCs ¢ y4eToOM MOTPpeOIsieMO MOIITHOCTH TTaHenu He Oosiee 12BT.

e npsimoe nutanue 12B. Jlyis opraHu3anuy NuTaHUS MaHETH HAMPSIMYIO OT OJIOKAa MUTaHUS,
HE00XO0/IMMO PYKOBOJICTBOBAThCSI CXEMOH, TPEICTABICHHOIN Ha PUCYHKE 3.
MotHocTh 010Ka MUTAaHUS BBIOMPAETCS C YYETOM MOTPeOIseMOil MOIITHOCTH MaHeNnu U UX
KonuyectBa. [Ipu pacuete 00s3aTeNbHO YUUTHIBAIOTCS IOTEPU MOLTHOCTH Ha Kabere.
JlnaMeTp MOIKIIF0YaeMbIX JKHJI JOJDKEH OBITh He Ooiiee 0,4MM.
ITocae IIOAKIOYCHUA ITNTAHUA 1 OCTAJIbHBIX JIMHUAN H€O6XO,Z[I/IMO MMPOBCPUTH NCPCXOA MMAHCIIN
B pabounii pexxuM. CocTosiHrE TTaHeNIn 0TOOpakaeTcs ¢ MOMOIIbIO HHIMKAIIUYA KHONIKU «BBI30BY.

1
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Taonuua 3 - Uaaukamus magenu

I{BeT cBevyeHUs Cocrosinue

["omy60ii, mocTOsIHHOE CBEUEHUE Hopma

Kpacwnsriit, muranue ¢ uarepsaiom 0,05¢ [Tepesarpyska

KpacHslii, muranue ¢ uarepsaiom 0,25¢ OmunbKa ceTeBOro NOJKII0UEHUS

3eeHbli, TOCTOSTHHOE CBEUEHHE CBs3b ycranoBieHa\Pexxum pasroBopa
3eneHsblil, Muranue ¢ uHTepBagom 0,25¢ [Ipuem BbI30Ba
Kpacusrit\romy0oii, Muranue ¢ Oo6nosnenue [10

unrepsaiom 0,25¢

24.2. IMonxmrouenue Ethernet

st obOecrieueHnss pabOTOCIIOCOOHOCTH TMAaHENW HEOOXOJUMO TOCTOSIHHOE HaIM4Yne
MOAKIIOUEHUs K cepBepy. [loakmtoueHne MOXKeT OCYIIECTBIISITHCS HAMPSAMYIO, €CIIU UCIOIb3YyEeTCs
JIOKAJIbHBIN CepBEp, WM Yepe3 HMHTEPHET €CIIM MCIHOJb3YeTCs yAaleHHBI cepBep. CKOpOCTh
JIOKAJIbHOM CETH M CeTH MHTEPHET JOJbKHA ObITh He MeHee 10 MOwuT\c.

[Toaxmrouenue ocymiecTBisiercs yepe3 nopt RJ-45 ¢ momomipio kabemns Ethernet. BosmoskHbI
T00bIe CXeMBbI MTOJIKIIOYEHHUS C UCIIONB30BaHUEM pOyTepa, KoMMyTaTopa (cButya), I1K.

[ToaxmroueHnre JOMKHO 00ecTiedrBaThCs 0€3 TOMOJHUTEIbHON aBTOPHU3aIliy TTaHEeH.

J1Jis TOAKTFOYEeHNST HEOOXO0IMMO BBITIOJTHUTH CETEBbIE HACTPOUWKH MaHeNu coryiacHo 1.3.2.19
JTAHHOTO PYKOBO/ICTBA.

[Mapamerpsl kabenss W €ro TEXHHYECKHE XapaKTePUCTUKHU JIOJDKHBI O00EeCTeunBaTh
HEOOXOIMMYIO CKOPOCTh COSMHEHHUS U KA4eCTBO CBSI3U.

2.4.3. IMonxnroyeHne cUNThHIBATEIEH

Ha nanenu npenycranoBieH cuuTheiBaTenb RF-Kkimtouel, HO Takke BO3MOYKHO MOAKIIOUYEHUE
JIOTIOTHUTEIBHBIX CYUTHIBATENICH, COOTBETCTBYIOIIMX UHTepheticy Wiegand 26\34\58.

Cxema NOAKIIOUEHUS CUUTHIBATENICH MPEACTaBICHA HA PUCYHKE 3.

Hacrpoiika napamerpoB Wiegand nmpou3BOAUTHCS COTTAcHO 1. 3.2.8 TaHHOTO PyKOBOJCTBA.

244, IlonknroueHne 3aMKOB

B manenu ycTaHOBIEHBI [1Ba pelie, KOTOpbIE PabOTalOT B JIBYX pEeXUMaX «HOPMAaIbHO
OTKPBITOE» U «HOPMAJIBHO 3aKPBITOE» COCTOSIHUE MPH OTKJIFOUEHUH MUTAHMUSL.

«HopmanbHO OTKPBITOE» COCTOSTHUE MPOU3BOAUT OTKPHITUE 3aMKa IIPU OTCYTCTBUU
HaIpsOKEHUS MUTAHUS TaHEIH.

«HopmanbHO 3aKpbITOE)» COCTOSTHUE YACPHKHUBACT 3aMOK B 3aKPBITOM COCTOSIHUH ITPH
OTCYTCTBHUH HAMPSKEHUS TUTAHUS TTAHENH.

[Tanens momepKUBaAET TMOIKIIOUEHUE JBYX JBEpPEH\BXOJOB. YIpaBJIe€HHWE M HACTPOMKa
KaX/I0TO pelie MPOU3BOIUThCA 0TAenbHO. [loapoOHo onucano B 1. 3.2.6 1aHHOTO PyKOBOJICTBA.

Cxema noAKIIIOUYEHUS 3aMKOB JIBEpPEH MPECTaBIeHa HA PUCYHKE 3.

J1Jis TOAKITIOUEHUS IBEPU B PEKUME HOPMATBHO OTKPBITOE TOJIOKEHUE, HE0OXO0TUMO
MPOM3BECTH MoAKIMoUeHne K kiiemme NO corjiacHO paClIMHOBKH Ha MaHEINH.
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2.4.5. IMonxnroyeHne kHONOK «BEIX0m»

[Tanens moasepkUBaeT NOJKIFOUYEHUE 10 IBYX KHOIOK «BBIX01».

Hacrtpoiika pexuma pabOThl KHOMOK NPOM3BOAUTHCA COrJIacHO 1. 3.2.7 JaHHOTO
PYKOBOJICTBA.

Cxema noax/Ir04YeHUs MIPEeICTaBIeHa Ha PUCYHKE 3.

2.5.  DOkcruryatanus naHeau

BAKHO! Ilanens pabomaem moabKo Npu NOCMOSHHOM NOOKMIOYEHUU K UHMEPHem)y Uil
JIOKANIbHOU cemu cepsepa, a makace akmusuposannom SIP akkaynme.

2.5.1. [lepBruHBIE HACTPOUKHU MMAHETH

[lepen HauaaOM SKCIITyaTalluy MaHeIn HEOOXOANUMO IPOU3BECTHU CIEIYIOIINE HACTPOIKU:
® CETEBbIC HACTPOUKHM JIJIS MOJKIIOYEHHUS [TaHENH,
aktuBanus SIP akkaynTta manenu. Hactpoiika u aktuBaums SIP akkayHTa NMPOM3BOAMTHCA
yepe3 Web-unrepdeiic naneny;
OCHOBHBIE U PaCIIMPEHHbIE HACTPOUKHU MAHEIN
co3nanue cnucka RF-kirouel uist OTKpBITUS JBEpEH.
HACTPOMKH 3ByKa MaHEIU
JOTIOJTHUTEIbHBIE HACTPOMKH B 3aBUCUMOCTH OT TpeOOBaHUIN MPOEKTA.

BAJKHO! [locne vinonnenus 6cex HACMpoeK, peKOMeHOYemcst NPOU3BeCmi pe3eperoe
KOnupogawue (8viepy3Ky) Kongueypayuu nameiu 0as 0aibHelule2o 0b1cmpoco
80CCMAHOBIIEHUE CUCTEMDL.

2.5.2. Bri3oB aboHeHTa

Jlnst BBI30Ba aDOHEHTa, yCTAaHOBJICHHOTO B HACTPOIKAaX MaHe I, HEOOXOIMMO HaXKaTh KHOIIKY

248

«BBI30OB» L

BAKHO! J[na ¢opmuposanus evizosa abonenma\oucnemuepa HeoOX0OUMO NpouU3secmu
HACMPOUKU naneiu coenacho n.3.2.3 0aHHo020 pyKosoocmad.

2.5.3. OTKpBITHE ABEPU

OtkpbiTe ¢ nomMombio RF-kaprtel. [[ns oTkpeiTus nBepu ¢ nomouipio RF-kapTel
HE00X0IMMO, TIOJTHECTH 3aPETUCTPUPOBAHHYIO KApTy K CYMTHIBATEINIO IMaHeIH. B cirydae ycrnenrHoro
CUMTBHIBAHUS KapThbl, OyJeT BOCIPOU3BE/ICH 3BYKOBOWM CUTHAN U ABepb Oyaer oTkpbiTa. Eciu kapta
He ObUTa 3aperucTpupoBaHa WM MPOU3OILIA OMMOKA CUMTHIBAHUS OyAET M3/laH 3BYKOBOUM CHTHAI
«Ommbkay.

3. Hacrpoiika nasejaun
3.1. Onpenenenune IP agpeca

[Tocne 3arpy3ku MmaHeiad HaXMHUTE U yIep)KUBaiiTe KHONKY BbI30BAa B TEUEHHUU HECKOJIBKHX
CCKYHZ, CBGTOHHOHHBIﬁ HHAUKATOp CTAHCT CHUHHUM, TI'0OJIOCOBad CHCTCMa HGprII[CT B PCKUM
oOwsBiienus [P ampeca.

IL]I}I BbIXO/la U3 pCKUMa OGBHBHGHI/IH CHOBA HAXXMUTC Ha KHOIIKY BbI3OBA.

Ecmm ycrpoiictBo He monyumiio IP anpec, To B peknuMe OOBSIBICHHS TOJI0COBas CHCTEMa COOOITUT
«IP 0.0.0.0».
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Taxk e [P agpec MOXKHO ONpeeIuTh HA KOMMYTaTOpe, K KOTOPOMY MOJIKJIFOYEHA MTaHEeIb WU
IIpY Yepe3 MOUCK ¢ IoMoIIbo cienuanuzupoanHoro 110 wa [1K.

3.2.  Web-unrepdeiic

Web-unrepdeiic Bkimoyaer B ce0s QYHKIIUH aIMUHUCTPATOPCKOTO M TOIH30BATEIHCKOTO
uHTepdeiica, a TakyKe MO3BOJISET MPOU3BOAUTH OOHOBJICHUE TTPOTPAMMHOTO 00ECIICUCHUSI.

3.2.1. Bxon
Jns Bxona B Web-unrtepdeiic Heooxoaumo ompenenuts [P agpec cormacuo n.3.1 ganaoro
PYKOBOJICTBA.

B Opay3epe B ampecHOli CTpoke BBOANM yCTaHOBIEHHBIN [P anpec manenm.

|
(2 http://192.168.1.10 -

2 slp Stat-i on '

B oTkpbIBIIEMCSl OKHE BBOAMM JIOTHH U Mapouib s Bxoaa B Web-unrtepdeiic u Haxxumaem
KHONIKY «ABTOpH3auus».llo ymonyanuro:

Jlorun: admin

IMapoJsb: admin

CTPaHMLa 3BTOpMI3LMK

¢ 3anOMHUTE IMA Nonkaosatens,Mapons

3.2.2. Cratyc. OCHOBHBIE JTaHHbBIE
Bxnanka comepxxut nnhopMalinio 00 yCTpoiCcTBe, mapaMeTpsl CETH, a Takke naHHbie SIP
akkayHTOB. [IpencraBneHHbIe JaHHBIE HOCAT HH(GOPMAIIMOHHBIN XapakTep U HE MOTYT ObITh
OTPEJAaKTUPOBAHbI HA TAHHOW BKJIaJAKe. J{J1s MX U3MEHEHUs HY>KHO MEPEUTH B COOTBETCTBYIOIINE
pasznenst Web-untepdeiica.

1L
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Nudopmaumsn ob ycrpolictee

Bpema paboTel

05:29:22

Wudropmaumna ob ycrpolictee

Mogens

MAC-agpec

Bepcua MO

BepcusA oBopyaoeaHuA

RV-3439
0C:11:05:10:E5:8F
220.124,202.102
220.0

Wndopmauma o cetn

PeiM NOKaNLHOM CeTh

CTaTyC COSAMHEHUA NOKANLHOR CeTK
IP-afpec NoKansHoH CeTH

Macka nogcetn

LLnkz NOKaNEHOR ceTi

DNS 1

DNS 2

ABTOMaTWUECKNA pexuvm DHCP
MoaknHueHo

172.16.1.120

255.255.255.0

172.16.1.1

172.16.1.1

Wndropmauma ob yuetHo# 3anmcu

AxkayHT 1

AKKAYHT 2

None@None
He 3apervcrpupoBaHo
None@None
He 2apericTpUpoBaHo

Pa3zngen

Onucanune

Bpewmst pabotsr

OTtoOpaskaeT HHPOPMAITUIO O BpeMEHU pabOThI
C MOMEHTA TIOCJICTHETO BKITFOUCHHS TTAaHEITH

WNudopmanus o6 ycTpoiicTe

Conepxut uadopmanuio o moaenu, MAC-
anpece, Bepcuu [10 (mpommBke) U BEpcuu
o0opynoBaHus (anmapaTHas pa3padoTKa)

WNudopmanus o cetu

OTtoOpaskaercst ”HGOPMAITUS O TUIIE CETEBOTO
noaktoueHust, Tunel: dhep/static/PPPoE;
Craryc coenunenus, [P-anpec, macka nojaceru,
OCHOBHOM IIJTF03 MTOJKJIIOYEHUS, TIEPBUYHBIN 1
BTOPHYHBIN dns.

Nudopmanust 06 yueTHOi 3anmcu

Orobpaxaercst nadopmanus o SIP akkayHTax
" CTAaTyCC UX HUCIIOJIb30BAHUA (J'IOFI/IH AKKayHTa,
aJipec cepBepa perucTpaliu, pe3yyibTaT
perucTpanym Ha cepBepe).

SEC.RU

KopoTkun nyTb K MHpopmavmu

Cka4aHo c sec.ru
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3.2.3. Homodon. OCHOBHBIC HACTPOUKHU

OcHOBHBEIE

Beilepims

b
WHETHYHD Z2MMCE Aol

MNopraok BsizoEa

BeniomTe Robin Call
Bip=tn (o MGEHHE ~
Robin Call screkno
Hamare HHONKY
Fnzemws Nurnberd/s Mumber2fs Numbes3/7 Mumberd/B
Push Button | | | I | |

DTHFI:ITHE PEMS No HaATHHY KHOTIHA

Penz ID Penz A Pzn=B

Knonka neRcTeqn

BrinoikuTE

e FTP Email Http URL
Hep URL:
BuizoB HB3ApPTHPEI
Bezos | [A=mo W | | Mozeawme | | Mpegear |

xeapTHpeiToToe)

MakcHMansHaR ANHTEALHOCTE BRIZOEA

MaxcumaneHan

ONHTEN=HOCT: |:| [0~120MuHyT)

BHI30EA

MaxcumansHoe Bpema Habopa Homepa
e e
o (11 20Cesyum)
e e
s (14 20Ceyua)

KoMmanpa aseplieHMA ELIZ0BA

Fomanaa zaesplieHmR BHE082

MoseckTe TPYOKY NOCNE OTKPLITHA OBEPH

ki [ e
DHHIEHHR (0~15)

ok | [ omeenz
Paszpnen Onucanne
OcHoBHbIE Br16op SIP yuetHo# 3amucu, KOTOpas SBISIETCS

OCHOBHOH ITIpU BKIIFOYCHUH ITaHCIIN.

[Topsimok BeI30Ba [To3BOMsIET YCTAaHOBUTH CIIMCOK HOMEPOB, HA
KOTOpBIE OYJIET MPOUCXOIUTH TOOUEPEAHBIN
BBI30B €CJIM MPEABIAYILHUI HE OTBETHUIL.
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Haxxatp xHOTIKY Hacrpoiika G yHKITMN KHONIKH B pEKUME
OKUaHUS
OTKpbITHE pelie IO HAXKATUIO KHOTIKU VYcranaBnuBaeTcsl HaCTpoOMKa pere,

KOTOPOEC OTKPBLIBACTCS 110 HAXKATHUIO KHOIIKH.

Knonka neiictBus Ota QyHKUIUS TO3BOJISET OTIPABIIATH
yBegomiienue. Korna monp3oBareninb coBepIIaeT
3BOHOK, CHCTEMa BBITTOJHHUT 3aXBaT
M300pakKeHHS U €TO OTIIPABKY.
[MoxnepxxuBaercs Tpu tuna: FTP, Email,
HTTP. ns yctanoBku FTP u Email B
untepdeiice JloMmopoH. Y BegoMIeHHUS.
MIPOU3BEINTE HEOOXOAMMBIC HACTPOUKH. [Tpu
BeiOOpe peskuma HTTP, Beenute URL B
dbopwmare: http://aopec IP cepsepa (pumep:
http://192.168.35.48)).

Br130B KBapTHPHI HaGop nnu oTBeT Ha 3BOHKH uepe3 BeO-calT

MaxkcumanbHast JUINTEIbHOCTh BbI30Ba YcTaHaBiIMBaET AIUTEIBHOCTh Pa3roBopa
10CJI€ OTBETA/MOTHATHS TPYOKH B MUHYTaX.
NurtepBan 3nauenunit ot 2 10 30 MUHYT.

ITo ymon4yanuto 3Ha4eHue - 5.

MakcumanbHOe BpeMsi Habopa Homepa [To3BosieT ycTaHaBIMBATH BpeMsi Ha HAOOp
HOMepa J0 oTBeTa/moaHATus Tpyoku. 1o
HCTEYCHHIO ATOTO BPEMEHH, €CIIH OTBET HE
MOCIIEI0BAJI, BBI30OB OYJIET COPOIIICH.
Nurtepsan 3nauennii ot 30 1o 120 cexyna. [1o
yMom4aHuio 60 cekyHA.

Komanna 3aBepriieHust BBI30Ba YcTaHOBKa TapaMeTpOB 3aBEPIICHHSI BEI30BA
(HaxaTue KHOTIKH WJIA TalMayT)

[ToBecuth TpyOKY MOCIIE OTKPBITUS JBEPH BpemeHHoOI HHTEpBaI HA OTKIIIOYEHUE CBI3HU
MocJie OTKPBITHSI IBEPH OT aDOHEHTa

10
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3.2.4. Homodon. Pacmmpennbie HAaCTPOHKH

CBETOUYBCTBUTENbHOCTL

HacTpolikit CEETOUYECTEMTENEHOCTH 1500(- | 1600 |{0~1800)

Ceituac 1792 | MonyunTs |

YBefoMNeHne o0 B3nome

YBE!,E]OMDEHME! 0 B3NoMe
Mopor JaTUWKa FpaEuTaLmnK (0~127)

cpabaTbiBaHWe geiAcTens

spen copey coprs Ea—

YnaneHHbli cepeep oTNafkK

Crywba OTK/TKUEHD ¥

CraTyc ceasu OTCoSAMHEHR!

v —

ok | [ omena |

Pasznen Onucanune

CBETOYYBCTBUTENBHOCTD Paznen conepKUT HaCTPOMKH HHTEHCUBHOCTH
cBera. [laHens aBTOMaTHYECKU BKIIOYUT
uH(ppaKpacHbIN CBETOANO/ MPU 3aJaHHBIX
HacTtpoiikax. [Ioas3oBarenu Moryr
HacTpauBaTh 3HAYCHHS pabOTHI (HOTOpE3UCTOpA
BPYUYHYIO.

YBegomiieHue 0 B3JIOMe [Ipu BKITFOUEHHOM TTapaMeTpe B cllydyae
MIOBPEKICHUS YCTPOMCTBA 3a3ByYNUT CUTHAIL.
Yem HIDKE TOpOr cpabaThiBaHMs, TEM ObICTpEe
YCTPOMCTBO pearupyeT Ha BMEIIATENbCTBO.

CpabarbiBaHue NEHCTBUS YcTaHOBKa BPEeMEHU OTIIPABKH COOOIICHHUS
(Heartbeat) na SIP cepBep co crarycom nmaHenu
Y MHIUKAIIMA HOpMaJIbHOU PabOoTHI.

VY naneHHbli cepBep OTIAIKU Bo3MOXHO ynpaBieHHE U TOAKIIOUYCHUE
naHenu yaaneHso. [lpu sTom HeoOxoaumo
yKa3aTh HAaCTPOMKH yJiaJieHHOro cepBepa [P
aZpec U Mopr.
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3.2.5. Homodon. [Toacrerka

CocrosiHume aucnnes

OTrs By Pexum
COCTOAHHE
useTa userta MOpraHaa
[HoPMANBHE v | [OTkOueH v | [Cunmii ~| [Beeraa s v |

[HEBCETM ~| [Otknmouen | [Kpacwsmit  ~| [2500/2500 ~|

[MHMUMANKMZ v | [OTknouen v | [ Cunmiz ~| [2500/2500 |

[Pazroeor  w| [omkmouen v [3ememsit v| [Beerga ke v|

[NONYUYEHME v | [Omimouen v | [Zenenwmin  v| [2500/2500 |

YnpaBneHue NoAcBETKOM

YnpaeneHWe NoacBETKOM OTKMIOYEHD v
Pexaim MpobywasHus ABTO b

MNoAceeTKa CYMTLIBATENA
o e OTKMIOYEHD v
KU

OK OTMeHa |

Paznen copepxuT HaCTPOMKH MOJICBETKM KHONKK. BO3MOXHa ycTaHOBKA UHTEpBajia
BpEMEHH, Kor/ia OyeT paboTaTh MoACBeTKA. [Ipy OTKIIFOUEHHOM COCTOSIHUU TOJICBETKA
cpabaTbIBaeT Ha JIBM)KEHUE, HAXKATHUS KJIaBUIIU U IeWCTBUE KapThl, IPU 3TOM MOJICBETKA
BKJIIOYaeTcs Ha 20 CeKyH/I.

3.2.6. Homodon. Pene

Pene

Was=mwduxaTtop
el [Pens A v]| [PeneB v |
Tun pene [Mo ymonuarm | [Mo ymonuar v
PeXUWM pene [MonocTaBun v |  [Monoctaiun v |
o B ~ G ~]
OTKDETMA pene
HacTpoiika DTMF
DTMF-komaHga [0 ~ [illi] 0 o
[onanHrTEnsHsIE
DTMF-komMaHaE

Pene A: Pane B:
Clanyenene PazomrHyTO PE20MKHYTO

PacnucaHue pene
U ureay

pene

Hmon
pacnucaHHe UTITIOLGHD
OTKpbITHE pene uepes HTTP

Craryc OTKMIOYSHD v
hinten

e
ceansca OTKAYSHO
Nnonesz0eaTens

OTKpbITHE pene no DTMF

DTMF PazBnokMpoeka [Yucno3anuceiibenoroCrvcka v |

I T
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Pa3gen Onucanune

Pene Kouduryparus HacTpoek:

HNnentudguxarop pene: naHenab NOAIECPKUBACT
2 perne.

Tun pese: M0 yMOI4aHUIO U UHBEPCHBIN.
Ecau BeI mOgKirouaeTe 3aMOK B OOBIYHBIN
KOHHEKTOp, UCIOJIb3YUTE PEXKUM 110
YMOJTYaHUI0. B HHOM cily4yae ucnoiab3ynre
00OpaTHBIN PEKUM.

3anep:kka Pesie (B cekynaax): Ocrapisier
3aMOK OTKPBITHIM B TE€UYEHUE YKA3aHHOTO
KOJIMYECTBA CEKYHJ MOYKET IPUHUMATH
3Hauenus ot 1 go 10.

IHapamerpsl DTMF: nanens noaiepxuBaeT
1-, 2-, 3- u 4-x uuepnoe orkpuiTre o DTMF.
Br16epuTe 0uH TUIT U BBEIUTE
COOTBETCTBYIOILLUN KOJ.

DTMF-komanna: YcTaHOBUTE OTHO3HAYHEIN
DTMF kon st yaaneHHOTro OTIHPAHUSL.
JlonoanureabHbie DTMF-komMaHabI:
Ycranosure DTMF-kon B HeCKOIbKO TGP
JUISl YJTaJIEHHOTO OTIIMPAHHUS.

Craryc: oToOpakaeT COCTOSTHUE perie.

OtkpsiTHe pene yepe3 HTTP [Tons3oBaTens MoOXkeT ucnoib3oBaTh URL miis
YAAJICHHOI'O OTKPBITUA IBCPU.
[Tepexmrouarens BKIO4aeT 3Ty GpyHKIu0. [1o
YMOJTYAHHUIO OHA OTKJIIOUEHA.

[Tonb30BaTenN MOTYT yCTaHABIMBATh UM
MOJIB30BAaTCJIA U IapOJIb IJIA OTKPBITHUA YCPC3
HTTP.

®opmar URL:
http://192.168.1.102/fcgi/do?action=OpenDoor
&UserName=&Password=&DoorNum=1

3.2.7. Jomodon. Bxoa

N1
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Bxop A
Cratyc
il
TOMITEDa Sk hd
BhINOMHKTE IR
e FTP [ Email (] SIP-Beizos [ HTTP [
Hittp URL: |
JapepmwKa
BRINONHEHKUA I:I (0~300CekyHa)
neAcTBMA
OTKPLITE p2ne Het e
CTaTyC nBepy Oeepe A:

BricoKmid

Bxoa B

Cratyc B
il

TpHITEPa

BeINonH1TE | i
i ' - | ]
feicTamne FTP J Email O SIP-geizos [ HTTP O
Hitp URL: |
33pepmKa
e Co—
AefcTBMA
OTKPbITE pane Het e
Bepe B:
SRS gblcgl{ldﬁ
ok | [_omea |

Pa3nen ucnonb3yercs Ui HACTPONMKH OTKPBITHS IBEPU U3HYTPH.
Craryc: pexxum paboThl BXO/a.
Hactpoiiku Tpurrepa: Beibepure pexxum cpadbaTbiBaHus A1l KOHKpETHOro 3amka. [Ipu
MOAKITIOUEHUN B HOPMAJIBHBIA OTKPBITHI KOHTAKT, BeIOepuTE mapametp «Huskuii». [Ipu Bei6ope
napamerpa « BIcOkHil» MOAKIIOUEHUE UIET Yepe3 HOPMAIbHO 3aKPBIThI KOHTAKT.
Boeinoanuts aeiicrBue: Beioepute oqun mim 6osee crmoco00B Il OTYYSHHS COOOIICHHH O
BeimonHsiemoM neiictBuu FTP, E-mail, URL. JIna URL BBegute IP-anpec HTTP-cepBepa. Korna
aKTUBUpYeETCs BBOJ, OyneT ornpasieno HTTP-cooGmienue.
3agepikka AeficTBHSA: YCTaHOBUTE BPEMs 3aJI€P>KKH I0CIE HaXXKaTHs HA KHOIIKY OTKPBITHSL.
OTkpsITh pedte: BeiOepute noaxosiiee pene 1 BXOJIHOTO KOHHEKTOpa.
CraTyc aBepH: TeKyllee MOoJI0XKEeHUE 1BepH. «BbIcOkMiD» - 3aKkpbiTa ABepb. « Hus3kuii» -oTKpbITa

JIBEPb.

3.2.8. Homodon. Wiegand

Wiegand

Tun Wisgand

Pexam Wiegand

Moprzok Exoaos Wisgand

Mopaaok G3HT AaHHLXY C BHEIHETO [Coemnmn ]
CYMTLIBATENA ==

MopAnok Exxofos Wisgand

CRC Bixon Wiegand

[ ok [ omena
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Paaz[en HCIIOJIB3YETCA IJIA H&CTpOfIKPI IIOAKJIIFOYCHHOI'O CUUTBhIBATEIIA.

3.2.9. Homodon. Buaeo

B paznene oroOpakaeTcs MOTOKOBOE BHJICO B PEaIbHOM BPEMEHH C ITAHEIH.

3.2.10. Jomodon. RTSP

OCHOBHbBIE HacTpoikn RTSP

Cepsep RTSP BKnoueH
RTSP aeTopuzaums []
AsTopHzaums MIPEG O
Tun RTSP ayTeHTUDMKELMA
RTSP noruH
RTSP napone

RTSP-ayauo BRmousHO
RTSP-BMas0 BKMIOUSHO
RTSP-BMAS0 BKNOUSHO

RTSP ayouvokodss

g

RTSP svaosokogek

g

Iz e @ @ &
- 3
< H

:
< |¢| |¢

RTSP Video2 Codec

MapaMeTpsl BuAeo Ans H.264 u H.265

PazpeweHue Bugso
YacToTa Kaapoe 30 fps

BUTPEHT BHIED 2048 kbps  w
Buoeo2 Pazpeleqne

Buneo? yalToTa Kanpos 30 fps

= 1
2 3
< (€] € < <

BEMOE0Z OMTpSAT 512 kbps

MIPEG napaMeTpbl BUEO

2
<

PazpELUEHME BUOSO

fos w

YacroTa kagpos

KauecTao sngeo o0 ~

[ e FELLE |
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Paspnen Onucanne
OcHoBHble HacTpoiik RTSP RTSP - IToTOKOBBIN TPOTOKOJ PEATTLHOTO
BpeMeHH. BiitoueHne/oTKIIloueHne ceppepa
BHJICOIIOTOKA.
ITotrok RTSP Hcnons3yercs Uit BKIIIOYEHUS BUACO U

aynuornoTtoka yepe3 RTSP u Be16op kojeka.
ITanens noanepxuBaer Bugeokoaexku H264 u
H265 ycranoBieH 1o yMOJIT4aHHIo.
Aynmuoxogexku PCMU u L16. PCMU
YCTaHOBJIEH 110 YMOIYAHUIO.

[TapameTpsl BuaEO B nanHoM paznene HaCTpOeK JOCTYITHO
peryaupoBaHue pa3pelieHus], KOJIMYeCcTBa
KaJIpoB B CEKyHy U Outpeiita H264.

MJPEG napameTpsl BUIEO JloCTymIHBI HACTPOMKH: pa3pelieHue,
KOJIMYECTBO KAJPOB B CEKYHTy M OUTPEHT.

3.2.11. Homodon. ONVIF

OCHOBHbIE HACTPOMKK

Pexm Onvif OOHaDYHUEIEMBIH ¥
NOMNEZ0BATENR 2min
o,

PacLIMPEHHBIE HACTPOKHM

BKMHOYSHMS KOHTPONSHOWA

TOUKH

| OK | | OtMeHa |

B pa3znene npencraBieHbl HACTpOWKU OCHOBHBIX mapameTpoB ONVIF s nogkimroueHus K
ONVIF-coBmecTuMbIiM Buaeopeructparopam u 110.
Pe:kxum ONVIF: 1Ba pexxuma - «discoverable» (oOnapysxuBaemblit) u «Non-discoverable»
(reoOHapyxuBaembIii). «Discoverable» ycranoiien nmo ymondanuto. [Tanens MoxeT ObITh
oOHapy>keHa TOJIBKO B peskuMe ooHapyxenus no ONVIF.
Hms nosib30BaTesIsi: IPOU3BOIBHOE UMS MOJIb30BATENs AJIS 10CTyNa K NOTOKY. [1o ymonganuto
admin.
Iapoab: Tpou3BONBHBIN MAPOJIb IS AOCTyNA K TOTOKY. [To ymomyanuio admin.

3.2.12. Homodon. JIBmkenue

A
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HacTpoiiku 06HapyeHHUs OBIHEHNA

OBHaPYHEHIAS AEDKSHIR
Bpems (0~120Cekya)

BbINONMHATL ASHCTBHE

BulinonHwWTe gedictewe  FTP [ Email (0  SIP-eeizoE [ HTTP O

Http URL: |

HacTpoiiKy BpeMeHH ONpefeneHna JBUHeHUA

NnnBerBoBywE
nar 8 6 @ Bc 8 Bubpats e O

[00 w|:[00 w]|-[23 w]|:[50 +]

[ oK | OtveHa |
Pa3zngen Onucanune
Hacrpoiiku oOHapyKeHUST ABUKECHUS Pacnio3snaBaHue MBMKEHUS HCTIONB3YETCS TS

OTHpaBKI/I yBeI[OMJIeHHfI HpI/I N3MCHCHUSX B
OKPY’KaOIIeM MPOCTPAHCTRE.

Bxurounte oOHapykeHUE TBUKEHUS IS €TO
AKTHBALWH.

YcraHoBuTe BpeMs Ha 3a/IePKKy OOHApYKEeHUS
newxenus. Matepsan ot 0 no 120 cekynz.

BrimoaHuTh neiicteue Bri6epuTe noaxoasmmii METOo T OTyYeHUs
nHpopmaruu o 3aMmeueHHbIX aBkeHusx (FTP,
Email, HTTP). Ans URL BBenute IP-anpec
HTTP-cepBepa. Korna 6yner 3apukcupoBano
JBUXKEHHE, OyJIET OTIPABICHO COOOIICHHE C
HN300pakeHHUE C KaMephl TTaHeIH.

Hactpoiiku BpeMeHr 00HapY>KeHUS ABMKCHHUS | Y CTAaHOBHUTE BpeMsi OOHAPYKCHHUSI IBUIKCHUS U
JTHU HEJENH.
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3.2.13. Homodon. Kiroun

WmMnopt/3xcnopt mHdopmaymm o wirouax(.xml)

| BeifepuTe thaiin | 3N He Buibpaq AES knoy wmdposaHmus

| Wmnopt || SKcnopT |

Card-Reading Mode

Card-Reading Mods
1D BiriodsHo

Cratyc wioua
CTaTyc Kmoua CpeaHui hd OK
RFID
Pexum otoBpamenus RFID BHN hd
MNopagok Bair UID knkua
Pexum otobpamenus IDCARD BHN hd
Pexam oTobpaxeHus WIEGAND BHM b
Mifare Plus
First-Choice
Block{1~128)  [ees |
511 S e N B |
513 | |
Second-Choice
Block(1~128)  [ess |
S [ssssassansansssssassases |
13 | |
Third-Choice
Block(1~128)  [ese |
SLi | Teiiaiasissinta T |
si3 | |
Fourth-Choice
Block(1~128)  [eee |
gLl PR e N RIS |
13 | |
Fifth-Choice
Block{1~128)  [ses |
511 | P SN |

SL3 | |
Sixth-Choice
Block{1~128)

SL1

513 | |

BriNOMHWTE

AesicTEve FTP [ Email O HTTRP O

Hitp URL: |

4 .
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Knroun

TWn K3pTeI CTaHOADTHLIN kv

BrizBa+o
EHYTPEHHUM Pene A B PeneB [
CUMTHIBSTENEM

BrizBar0 BHELLHWMM
CUMTHIBATENEM

Terw IC-knioMa PaspeleHo v
il

KMk - Bef-pens

watco [ ]

Ko IC-knoya | | | TomyYHTh | | [JobasvTe |

Pene A [ pene g O

YnpasBneHue paciucaHnem

Boe pacnvcaHna BHMOYMTE PaCTHCaHKMA

YNpaBneHUe KIHUOM IBEPH

Beb- Tern IDPacnmcaH y

MHaeke  KmA TN KapTe Kog Pene Pene2 S

U=T - - RN B = R ) B S L

—_
(=]

CTpasmL

Pasznen Onucanune

Hmnopt/Oxcnopt uHGOpMALIUHU O KIF0Yax NmnopTtupoBanue/>KCopTUPOBaHUE JAHHBIX
kapt. [ToxnepxuBaercst TobKo Gpopmar .xml
dopmar daiina npuBeneH HUXKE.

Pexxum utenust kapt [Nepexirouenne pexuma JuIst BHyTPEHHETO
CUHTBIBATEIIS.

«Cpennuit» - yreHue uuid Karoya
«Mifarey - uTeHHEe 3aKpPBITOTO KOAA KIHOYA.

Craryc ximtoua Br16op pexkrima paGoThI MaHEH ¢ KITFOUOM.
Jliist noGaBIeHMS] HOBOTO KJIF0Ya, yCTAHOBUTE
3HaYeHUE « AKTUBALIUSY.

JI71st IpOBEpPKU U CUUTHIBAHUS KIIFOYA
yCTaHOBUTE 3HaUeHUEe «CpeaHuin»

RFID Hactporiku RFID kirouei

Mifare plus Hactpoiiku SL1 u SL3

SECRU KopoTkun nyTb K MHopmaumm CkayvaHo ¢ sec.ru
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BrimoaHUTE nelicTBUE Bri6epuTe moaxoasmumii METO/1 MOTyYeHUs
uHpopManuu o cunteiBanuu kioya (FTP,
Email, HTTP). /Ins URL BBegute IP-ampec
HTTP-cepBepa. Korna 6yner 3aduxcupoBan
KJII04, OyJIeT OTIPABJICHO COOOIICHHUE C
U300paKeHue ¢ KaMephl TaHEIH.

Kitoun [Tanens mogmep KUBaeT MOAKIIOUYCHUE K TPEM
pene. YcTaHOBUTE HEOOXOAUMBIC TapaMETPHI:
BbI3BaHO BHYTPEHHHM CUHTHIBATEJIEM:
BBIOEPUTE OJHO HITM HECKOJIBKO pesie KOTOpPhIe
OyIyT akKTUBHPOBATHCS KIIFOUOM TPHU ACHCTBHH
Ha CYMTHIBATEJIC MTAHEIH.

BbI3BaHO BHEIIHUM CUUTHIBATEJIEM:
BBIOEPUTE OJHO HIT HECKOJIBKO pesie KOTOPhIE
OyIyT akKTUBHPOBATHCS KIIFOUOM TPU JCHCTBHH
Ha BHEITHEM CUUTHIBATEIIE, MOJKIIOYCHHOM K
MIAHEIH.

HNwmsa IC-kioua: yKaxkuTe Ha3BaHHUE KITIOYA.
Kon IC-ki104a: pa3mecTure KapTy Ha
CUUTBIBATEIE, 3aTeM HAXMUTE «I10TydnThy.
[Tocne Toro, Kak MaHeIb MPOYTET KO KIII0Ua,
HaxmuTe «J{o6aBuTh», mHGOpMaIUs Oy 1eT
MOKAa3aHa B CIIUCKE YNPABICHUS TBEPHBIMHU
KapTaMu.

BAKHO! ©opmam cuumvieanus kooa Kioua
3adaemcs 6 pazoene [Jomogon. Pacuiupennule,

onox RFID.
praBHeHI/Ie paciiuCaHucMm YCTaHOBKAa aKTUBHBIX paCHI/ICEIHI/Iﬁ 13 CIIMCKa
VYnpapneHue KI4YoM ABEpU Nudopmarnus o AEHCTBYONUX KTF0Yax OyneT

otoOpaxeHa B criucke. [Tonb3oBarenu MOTyT
OTMETHUTH OJIHY U3 KapT U OTPEAAKTHPOBATH €€
WJIN YOAJINUTh. Bo3MoxkHO YAAJICHUC BCCX
KJIFOYEH cpasy.

Jlig penakTupoBaHUs KJII04a, OTMETHTE €T0 B
CIIUCKE ¥ OH aBTOMAaTUYECKH OTOOPA3UTHCS B
osoke Komroun. Ilocne 3aBepiienus
peaaxkTUpPOBaHUS HAXXMUTE KHOIIKY
«PenakTupoBaThy.

NO
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3.2.14. Homodon. I'paduk

Hacrpo#Kka pacnucanns
Tun pacnMcasms
HazaaHue \:\
PACTIMCEHUA
Bpewva [HH ~|:[MM ~]-[HH ~]:[MM v|

G ]

YnpaBneHue paciMcaHWAMH

g
=]

Mmst Hata JeHs Hepanu Bpems

Emmw@mhwm.——-%
O

Crpanuua1 v

Hacrpoiiku pacnucanus paboThI KIIOUYEH.

3.2.15. Homodon. YBenomieHus

YaenomMneHe no Email

Email oTnpaeuTens | |

Email nonyuatens | |

Anpec cepeepa SMTP | |

Hma nonszosarens SMTP | |

Mapon: SMTP

s R |

|
Tema nucsMa | |

Copepsanue Email

Mposepka Email Mpoeepka Email |

Yeenomnenun FTP

F1p<apeep I
e I E—

Rasone 72
Mposepka FTE Mposepka FTE

Y¥eenomneHne no SIP-sbisoBy

Homep ana SIP-BLEOE3 |:|
VMR BeEbiBaR0WEN0 300HeHTa \:\

Omvera

4 .
\ )) SEC.RU KopoTkun nyTb K MHopmaumm Cka4aHo c sec.ru




RUBETEK

Pa3zngen Onucanune

Veenomitenne no E-mail BBenure HACTPOUMKY 3JEKTPOHHOM MOYTHI AJIsI
[IOJIyYEHUS YBEIOMIICHUMN.

Email ornpaBuTensi: BBeaurte aapec
OTHPABUTCIIA.

Email nmoayuaresnsi: BBenure aapec
[IOJIy4aTelis yBEIOMIICHUN.

Anpec cepsepa SMTP: Beenure anpec SMTP-
cepBepa MOYTOBOM CITYKOBI M YKaXKUTE IMOPT
TSl OTTIPABKHU COOOIICHHM 0e3 mmudpoBaHus.
[Tpumep: smtp.mail.ru:587

HNwmsa moas3oBareass SMTP: anpec mouTsl
OTHPABUTCIIA.

IHapoas SMTP: Beeaute napoJib HO4ThI
OTHPABUTCIIA.

Tema nucbMma: Beeaure temy.
Coaep:xxanuem Email: Beenure conepxanue.
IIposepka Email: [IpoBepka KOppeKTHOCTH
BBCJICHHBIX IMapaMCTPOB.

VBenomienue FTP Brenure nactpoiiku FTP cepBepa nis
MOJIyYEHUs! yBEIOMIICHUN

FTP cepBep: Beenute anpec FTP — cepsepa.
Hwmsa noan3oBateasa FTP: Beenure ums
nosb3oBarens FTP.

IMapoas FTP: Beenure napons ot FTP —
cepsepa.

IIposepka FTP: IIpoBepka KOppeKTHOCTH
BBEJ/ICHHBIX [IapAMETPOB.

YBenomnenue no SIP BeI30BY BBeauTe HoMep SIP aboHeHTa 1 ero ums

3.2.16. Homodon HTTP API

HTTP API

HTTP AP
PEXMM ZETODHIZLIMM
Tlorw
Mapons s m

- E—
P03 [ 1]
P04 [ 1
pos —

| ok | | ommema |

B paznene conepxarcs nactporiku API manenu.

N
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3.2.17. AxkayHT. OCHOBHBIE

YueTHan 3anucs SIP

Cramyc He 33pervcTpUpoBaHo
AkKayHT
CTaTyC 3KKaYHTS
OToGpax@smaii anpec L 1
Orofipanaetoe s [ 1]
3DTUCTONDOBGHHO WA 1
CepBep SIP 1
IP-anpec cepaspa | | I'IopTI 5060|
CpoK pervcTpaumm (30~65535¢)
Cepsep SIP 2
IP-agpec cepaspa | | I'IopTI 5060|
CpoK PerucTpaLmm 1800 (30~65535¢)
Moxogawmi npoKck cepeep
WexofsLpe BuGOBL
IP-anpec cepeepa | | I'IopTI 5!)60|
IP-agpec pesepBHOrO Cepeepa | | I'IopTI 506!)|
lNMpoTokon nepegaux
MpOTOKON Mepenaqi
NAT

NAT OTHMFOYEHD il
Appac cepeepa | | I'IopTI 34?S|
JloruH

Ok | (OTMEHa |

Paznen Onucanue
VYuernas 3anucek SIP OtobOpakeHre 1 HaCTPOMKa TapaMeTPOB

aKKayHTa (Y4eTHOE 3aIiCH).

Cratyc: oToOpakaeT COCTOSIHUE PEerucTpalun
Ha cepBepe.

AKKAQYHT: BEIOCpUTE aKKayHT, KOTOPBIA OyaeT
HAaCTpPanBaTbCA.

CraTyc akKayHTa: pexuM padoThI
BBIOPAHHOTO aKKAyHTA.

OTtoOpazkaemblii aapec: aapec, KOTOPbIA
OyIeT 0ToOpakaThCsl y BTOPOTO TOJIB30BATEIS
IIPU 3BOHKE.

OTobpaxkxaemoe uMsi: UM, KOTOpoe OyneT
OTIIPABJIECHO BTOPOMY YYaCTHHUKY 3BOHKA IS
OTOOpaKeHHUSI.

4 .
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3aperucTpupoBaHHOe UMS: ONIPEICIICHHbBIN
SIP npoBaiiiepoM, BbIIEIEHHBIN HOMEP.
Jlorun: onpenenen SIP npoBaiigepom,
BBIJIEJIEHHOE UM T10JIb30BATEIS.

IapoJb: napoiib, UCIIOJIb3YEMbIN IS
ayTeHTH(UKALINY.

Cepsep SIP 1 OTtobOpaxkeHue 1 HacTpoiika ocHoBHOrO SIP
cepaepa.

IP-anpec cepBepa: anpec SIP cepsepa. Moxer
OBITH TOMEHHBIM UMeHeM uiu [P anpecom.
Cpoxk perucrpanuu: Bpemsi, 10 UCTEYEHUIO
KOTOporo OyzeT nIpou3BeeHa MOBTOpHas
perucTpaius Ha cepBepe.

Cepsep SIP 2 OTobOpakeHre U HaCTPOMKa JOTIOTHUTEIHHOTO
SIP cepsepa. Mcnionb3yeTcs amst o0ecredeHus
OTKa30yCTONYHMBOCTH MPHU OTKAa3€ OCHOBHOTO
SIP cepgepa.

BAJKHO! J[annvle nacmpotiku mo2ym 6bimb
He3anoJIHeHHbIMU, ecu Hem pe3epeHoco SIP
cepsepa.

[Ipokcu cepsep OTobOpakeHre U HACTPOMKa TapaMeTPOB ISt
IIOAKJIIOYEHUS K proxy cepsepy. Mcxonsammin
proxy cepBep HUCIOIb3yeTCs JUIsl IpUeMa BCeX
MHULUUPYIOLIUX 3aMIPOCOB U MapIIPyTU3ALIUHI
MX Ha yKa3aHHbI cepsep SIP.

Baxxno! Ecniu BeIOpaH TaHHBIN TapameTp, TO
Bce SIP-3anpocel ¢ manenu OyayT
MPUHYIATEIBHO OTCHUIATHCS TOJIBKO YEPE3
Ha3HaYEHHBIN IPOKCHU CEPBEP.

[Tporokon nepenayn OTtoOpakeHre ¥ HACTPOWKA TPAHCTIOPTHBIX
MIPOTOKOJIOB JJIsl KOMMYHHKaruu ¢ SIP
CEpPBEPOM.

UDP: HeHaniexHbIi, HO 09eHb (P HEKTUBHBII
MPOTOKOJI TIepejaur JaHHbBIX.

TCP: HagexHbIN, HO MeHEE d(PPEKTUBHBIN
MIPOTOKOJI TIepejaun JaHHBIX. PekoMeHyercs
HCIIOJIb30BaTh €rO.

TLS: 3anuieHHbiid 1 HaJEKHBIA MPOTOKOJ
nepesavyn JaHHbBIX.

DNS-SRV: anpec cepBepa JOMEHHBIX UMEH.

NAT OrobOpakeHne u HacTpoiika mapameTpoB NAT
(MesxcereBoii skpan). [To ymomuanuio NAT
OTKJIIOYEH.

N
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¥ueTHan zanuce SIP

RUBETEK

ArrEyHT BapaysT 1 el
Honekw
OTHMEHEHEIR HOOEKH apeiicTeoeasHyR
e
PCMU
PCMA
G722
G72Y
= KR
[=<] |
Buoeo wonex
Wur woaeka H2s4
S
BipeiiT xopeka
Than Asssks 104 W
DTMF
Tun RFC2833 b
Cnocol) wzsswenr no OTMF OTHAKHEHD b
Tin Qasseoe DTMF 101 96~127)
Brizos
MascumaneHos sHE4eHRe nowansHone SIP- 1024-65535)
nopTa
MuHHMaNEHDS ZHEHaRHe NoKansHors SIP- 102465535
nopTa
AETOOTEST BanisaHo il
CIENDHEHME SHOHWMHEN BEEDE0E
NpegoTepawenss 2xnoma SIP
Wndposanue
\inpposasisz ranocs (SRTF)
NAT
Coolwesnn UDP Keep Alive BanicraaHo W
WsTepean mesgy coodwennssn UDP Alve |30 5-4a0c)
¥panesHml nopT Baniozso e
KnueHTcHOe NpHAOMEHHE
S — E—
ok ]
Paznen Onucanue

VYuernas 3amuch SIP

Bri6op akkayHTa A1 HACTPONKHU

Konexu

OtobOpaxeHue U HaCTpOUKa MopsIKa

SEC.RU KopoTkun nyTb K MHpopmavmu

Cka4aHo c sec.ru
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MCIOJIb30BaHUs aKTUBHBIX KojiekoB. Konek B
JTAHHOM CJIy4ae — aJlfOPUTM JECKOAUPOBAHUS
aHAJIOTOBOTO CUTHAJIAa B IU(PpoBoH. JlocTymHbIE
kogexku PCMU(G711U), PCMA(G711A),
G722 (mmpoxomnosiocHble Koaeku), G729.

Buneo xonex Hacrtpolika kauecTBa BUIEO MOTOKA

HNms koneka: I1o yMouaHuio ycTaHOBIIEH
H264.

Pa3pemenne koaeka: moaiepKuBaroTCs
QCIF, CIF, VGA, 4CIF, 720P.

BurpeiiT kopeka: npenensl ot 128 no 2048.
Harpy3ka koxeka: ot 90 mo 119.

DTMF Otobpaxenue u Hactpoiika DTMF.

Twun: IonnepxxuBatorcs Inband, Info,
RFC2833 miu ux KOMOMHALIUH.

Cnoco0 uszBemenust mo DTMF: nocrynen
TOJIBKO KOTr/1a BeIOpaH Tur info

Harpy3ka DTMF: nacTtpoiika Harpy3ku Jjis
DTMEF.

BA’KHO! Tun RFC2833 ycmanogénen no
ymoauanuto. Tun Inband ucnonvsyemces ons
COBMECMUMOCTU C MPAOUYUOHHBIMU
menegonnvimu cepsucamu. Tun Info
ucnonvzyem SIP info coobwenus ons
omoopasicenuss DTMF.

Br13oB OToOpaskeHus1 HACTPOEK, OTHOCSIIIUXCS K
BBI3OBY:

MaxkcuMajbHOe 3HaYeHHe JJoOKaJabHoro SIP
nopTa: HacTpoiika MakcumansHoro SIP mopra
JUTSl YKa3aHHOT'O aKKayHTa.

MuHumaJjbHoe 3HaueHHue JiokajabHoro SIP
NnopTa: HacTpoiika MuHUManbHoro SIP mopra
JUISl YKa3aHHOTO aKKayHTa.

ABTOOTBeET: ITaHEIIb ABTOMAaTHISCKH
MIPUHUMAET BBI30OB ISl YKA3aHHOTO MOPTa, €CIU
JTaHHAas OMIIHS BKJIIOYCHA.

OTKJI0HeHHe aHOHMMHBIX BbI30BOB: Eciu
BKJIFOUEHO, MTaHeIb Oy/1eT NTHOPUPOBATh BCE
QHOHUMHBIE BBI30BBI JIJIsl JAHHOTO aKKAYHTA.
7KypHaJs nponyumeHHbIX BHI30BOB:
HACTPONKU OTOOpaKCHHUS KypHaia
MPOMYIIEHHBIX BHI30BOB.

IIpenorBpamenne B3aoma SIP: Bxiatounte
115t ipenoTBpamieHust SIP ot B3noma.

HIudposanue Bxutouenue win BeikitoueHue SRTP.
HIudposanue rosoca (SRTP): ecnu
BKJIIOYEHO, TO BCE ayAMO CUTHAJIBI OyAyT
3amm@poBanbl (TexHrnuecku 310 RTP motokmn)

A
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JUTSL 3AIIATEL.

NAT OTobOpaxkeHrne HaCTPOEK, OTHOCSIITUXCS K
MEXCETEBOMY JKpaHYy.

Knuentckoe npunoxxenue MoxHo yka3zatb noje User Agent B
coobmenuu SIP.

Ecnu User Agent ycTaHOBJIEH Ha
onpeIeICHHOE 3HAYCHHE, M0JIb30BATENb MOXKET
BueTh nHpopmanuio uz PCAP.

Ecmn User Agent He yCcTaHOBJIEH 1O
YMOJTYaHHUIO, MTOJIH30BATENb MOXKET YBUJIETh
Ha3BaHWE KOMITAHUH, HOMEP MOJEIN U

Bepcuto npomuBku u3 PCAP.

3.2.19. Cetb. OCHOBHBIE HACTPONKH

JNoKanbHaA CeTb

® DHCp

O Cratwueckwid IP
IP-appec 192.168.1.100
Macka noaceTu 255.255.255.0
LUnE No yMOonYaHWED 192.168.1.1
DNS 1 B.8.8.8
DINS 2

[ ok ] [ omesa |

Otobpaxenue u HacTpoiika LAN mopra.
DHCP: Ecnu BKJIIOYEHO, CeTeBbIE HACTPOUKH MmaHemb Oyaer moiydars mo DHCP.
Crarunueckuii IP: ecnu BKiIr0YeHO, TO HEOOXOIUMO BPYUHYIO YKa3aTh CETEBbIC HACTPONKH.

3.2.20. Certp. PacmmpeHHbie HACTPONKHU

o W'~d
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TNokanbHbiia RTP

MusnManeHoe

HaqaHne RTP-

11500 (1024~55535)
nopTa
MakchmansHoe
sHasedne RTP- 12000 (1024~55535)
nopTa
SNMP
Crarye
R I
el 11—
agpec
VLAN
Rowanwsas cam Crarye
L Jaoso
MpuopuTer 0 b
TRODG9
Craye
BepouA 1.0 il
acs URL ]
Raru ]
MNepuoguyeckoe
i e Crarye
Mirepean [0 fa~2ax3e000)
Rorm T
Beb-cepeep
Hitp Broven
Hitps Brniowen
Hitp-nopr B0 fen1024~es534)

HacTpoiKH NOAKNHYEHHS

THN NOJKNHHEHUR SDMC hd
Pexumm obkapyseims

IP ycrpoicTea
Homep ycrpoicTea

Pacnonosenns
ycTpolicTea

OH

L J.[x

i P

RE

ID

| OTHeHa

Pa3zgen

Onucanune

Jlokanpubll RTP

OrobpakeHre U HaCcTpouKa JIOKaTbHBIX RTP

napameTpoB.
MakcumanbHoe 3HaueHue RTP-nopra:
Omnpenenser makcuManbubiii RTP nopt nnst
HCITOJIF30BaHUS ITOTOKOM.

Hcxoansbrii nopt RTP: Onpenensier
HavanbHbld RTP mopt 115 ucnonp3oBanus
ITIOTOKOM.

SNMP OtobOpakeHre 1 HaCTPOMKa apaMeTPOB

SNMP.

Cka4aHo c sec.ru
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Craryc: BKIIOYeHUE WK BbiKItoueHrne SNMP.
ITopt: nopt SNMP cepsepa.

Josepennnie IP: pazpemennsiii [P agpec
SNMP cepBepa. Pazpenieno nomeHHoe ums

BAKHO! SNMP (Simple Network
Management Protocols) smo cmanoapmmulil
unmepHem nPomoKo 015 YnpasieHus
cemesbiMU YCMPOUCBAMU GHYMPU CEMU.

VLAN Orobpaxenue u HacTpoiika VLAN
napameTpoB.

Craryc: BKItOYeHre Win BeiktoueHne VLAN
Ha OMPEJICTICHHOM MOPTY.

VID: nactpoiika VLAN ID Ha onpeneneHHbIN
nopT.

IIpuopuret: Beioepute VLAN npuoputeT aiis
OIIPEAEIEHHOTO MOPTa.

BAKHO! Ilpokoxcynemupytimecsb co c0uUM
cemesbiM AOMUHUCMPAMOPOM O/ HACMPOUKU
3nauenutl VLAN eaweti cemu.

TRO069 Orobpaxxenue u HacTpoiika TR069
I1apaMeTpoB.

Craryc: BKItoueHue uiu Boikiatouenne TR0O69.
Bepcus: Beioop Bepcun TR069 (1.0 umm 1.1).
ACS/CPE: ACS nyuiie s aBTo
KoHpUrypupyemoix cepepoB, CPE myume s
KOHEUYHBIX KIIMEHTCKUX YCTPOUCTB.

URL: URL gy nocryna no ACS nmu CPE.
JloruH: ums nonw3oBatensd 11t ACS wim

CPE.

IHapoas: naposb s ACS un CPE.
Ilepuoauyeckoe uHGOPMHUpPOBaAHKE:
BKJIFOYEHHUE TIEPHUOIUIECKOTO
UH(POPMHUPOBAHUSL.

HNHTepBaj: HHTEPBAT NEPUOIUYECKOTO
UH(POPMHUPOBAHUS.

BAKHO! TR-069 (Technical Report 069) smo
cneyugurayusl, OnuCvL8arowas NPOMOoKoJl
CWMP (CPE WAN management protocol).
Ona onpeodensiem yposetb NPULONCEHUs OISl
YOANEeHHO20 YNPABIeHUsi KOHEUHbIX
NOJIb308AMENbCKUX YCMPOUCS.

WEB cepsep Hacrpoiiku BeO cepBepa

Hacrpoliku noakiroueHus HacTtpoiiku noakimroyeHus K cepepy

o Xar 4
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3.2.21. Br13oBb1. Bpemst/s3pik

A3bIK CTPaHULbI

Tvn
NTP
YscoBO# NoAC [GMT+0:00 GMT ~

OCHOBHOM C2pasp 216.239.35.4
JononHuTentsHpit cepsep | 1.pool.ntp.org
Mepnoa 0OHOBNEHUR 3600 == 3600c)

CHCTEMHOS BDEMA 12:28:03

oK

OTMeHa

Pa3zgen Onucanune

S3BIK CTpaHUIIBI VYcranoBka s3pika Web uHTEpdeiica.

NTP OTtoOpakeHue u HacTpolika kacaromasics NTP.
YacoBoii mosic: BHIOEPUTE YaCOBOM MOSIC ISt
NTP cepsepa.

OCHOBHOI cepBep: YKOXUTE aIpeC OCHOBHOTO
NTP cepsepa.

JlonmoHUTEIbHBIN cepBep: YKAXUTE aJipec
Broporo NTP cepsepa. Ucnonb3yercs TOIBKO B
ciy4ae, eciii ocHoBHOM NTP cepsep He
OTBEYAeT.

HNHTepBaJ 00HOBJIEHUSA: YCTAHOBKA
UHTepBasa Mexay 3anpocamu Ha NTP cepsep.

BAJKHO! NTP (Network Time Protocol) —
NPOMOKOJL CEmMe8o20 8PeMEeHU UCTONb3YEm sl
0/151 ABMOMAMUYECKOU YCMAHOBKU 8PEMEHU.

3.2.22. Br13oBbl. O01mme HaCTpOHKH

4 .
\ )) SEC.RU KopoTkun nyTb K MHopmaumm Cka4aHo c sec.ru




4
\

A
4

RUBETEK

PexM He 6ecnoKonTb

ARKEYHT
Pesvm He BecrnokouTs

BozBpaliaemeiil Kof Mo pexume He
GamoxouT:

Kon BKM0YSHWA PeXMMa He DecnokouTe
Koa OTKMKYSHWR DEXMME He BecnoKouTe

Bece yYeTHBIE SanWe Y
OTKAKYEHD ~

Y
=21
|
m
b
uwr
ha
-
o
T,

Mapamerpoi IP-BMge0

PaspelueHne Buaso 4CIF e
BMTREHT BUOEO 2048 -
MonesHas Harpyska Buaeo
Mpouwne
BozBEpaliaeMeii KOO MDK OTKNOHEHWK [486(Busy Here) v |
33[SpMKa 3ETOMATHUSCKOrD OTBSTA ICKUN5CEKYH,Q]
PexM asTooTBET2
Mpsmoit IP-anpec
ASTO-OTEET Mo ApAMoMy IP-agpecy
Direct IP Port 5060 1~65535)
NACK Enzble
| oK | omesa |
Pa3zngen Onucanune

Pexum «He GecriokouTsy»

[To3BosisieT manenu UTHOPUPOBATH BCE
BXO/SIINE BEI30BHI.

AKKAYHT: BEIOGPHUTE aKKAyHT, K KOTOPOMY
OyIlyT IpUMEHEHBI HACTPONKH.

Pexxum «He 0ecOKOUTLY»: BKIIIOUNTE/
OTKJIFOUMTE JAHHYIO HACTPOUKY.
Bo3BpamaeMslii KOA: KO, KOTOPBIN ITaHEIb
OyzleT OTIPAaBJIATH CEPBEPY, KOT/Ia BEI30B
MOCTYIIII BO BpeMst paboThl pexkuma «He
OECIIOKOUTDY.

Kon Briarouenus: Kop ucnomnbsizyercs 1uist
TOTO, YTOOBI BHIKJITFOUUTH pekuM «He
0eCIOKOUTRY Ha CTOPOHE CepBepa.

Kon otkmrouenus: Koa ucnons3yercs 1jist TOro,
YTOOBI BHIKIIOUUTH pexuM «He 6ecriokouTs
CO CTOpOHBI cepBepa. byaeT ornpasieHo
cootBetcTByMOIIee SIP coobmenue Ha cepsep.

ITapamerpsl IP Buzneo

Hacrpoiiku nmapamMeTpoB BUIEO.

[Ipoune

Bo3Bpamaemblii KOA NPU OTKJIOHEHUU:
IMMO3BOJIACT MOJIB30BATCII0 ONIPCACIUTE KO
obpatnoro SIP cooOmienus Ha cepBep, 4yTO
3BOHOK OTKJIOHEH.

3agepiKka aBTOMaTHY€CKOI0 OTBeTA:
YKa3bIBaET BPEeMs 33JICPKKHU, IO UCTCUCHUIO
KOTOPOI 3BOHOK OyJIeT aBTOMaTU4YECKH
HNpHUHAT.

Pe:xuM aBTOOTBETA: BUCO 3BOHOK WM ayIHO
3BOHOK.

Koaex mmpoxoBemarejabHOIl nmepeaayun:
YCTaHOBKA IIMPOKOMOIOCHOTO ayJU0 KOJIeKa

SEC.RU

KopoTkun nyTb K MHpopmavmu

Cka4aHo c sec.ru
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10 YMOJIYAHHUIO.

Hpsamoii IP-agpec: npsmoii IP Bb13oB 6e3
ucnoab3oBanus SIP Proxy.

Ipsamoii orBet IP-aBTO: Ipsimoii oTBeT O€3
ucnoab3oBanus SIP Proxy.

3.2.23. BrizoBel. I'otoc

IpoMKOCTE MuKkpothoHa

— C—

YpPOBEHb TPOMKOCTH

YpOBEHE MPOHKDCTH

IPOMKOCTL AMHAMHKS

—— E—

rp-n MKOCTh CHTHana TPEBOri O BCKPBITHW

poMOCTL CUMHANE TPEROMN O BCKPLTHH [ 1r15)

IpOMKOCTL 3BOHKE

e F—

Npegynpexggerne ob oTKPBITHK gBEPH

YESAoMNEHHE P OTEDETHE AS2pK

YesaoMneHe mpr ownbe oTRPSTHA
A p Brmioseno W
nESmA

0bwaenenne IP-agpeca

Mpaaon#TensHooTe oibrEneHus [P- [GNISCI}
aapeca

Kommecreo nosTopersit obbaenesma IP- [GNIDJ
agpecs

Jarpyska thaina MENoAHK BbIZ0BA

| Bribepure daiin | aiin He ewbpan JarpyauTs | SwcnopT |

Dopmat dalina: wav. Pasvep: < 200 KE. Yacroma anckpetrzawan: 16000
M. Bar: 16

3arpyska MenognM oOTKPbITHA ABEPH

| Brifepyme ©adn | $ain He exifpad | JarpyauTe | SwcnopT |

Dopmat dalina: wav. Pazmvep: < 200 KE. Yacrota anckpetuzawsmn: 16000
My, Bar: 16

3arpyska menogmu ownbKH OTKPBITHA gBEPH

BribapuTe daiin | ®ain He ewbpan Jarpyaume |

DPopMar d}al'fma: wav. Pazmep: = 200 KB. Hacroma guckperuzawan: 16000
My, Bar: 16

CK CITHEHS
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Pa3zngen Onucanune

I'poMkocTh MEKpOdOHA I'pomkocTh Mukpogon: 3Hauenus ot 1 1o 15.
[To yMonyanuto ycTaHOBIIEHO 8.

I'pomkocTh TMHAMUKA I'pomkocTh nuHaMKMKAa: 3Ha4yeHus oT 1 o 15.
[lo yMomyanuto ycTaHOBIIEHO 8.

I'poMKOCTB cHTHaNIa TPEBOTH I'pomkocTh curHajia TpeBOru: 3HayeHus ot 1
1o 15.
[To ymMoOI4aHUIO YCTAHOBJIEHO 8.

[Ipenynpexnaennue 00 OTKPHITUHU IBEPU Korna aBepb OyaeT OTKphITa, MOJIH30BATENN
YCIIBIIIAT COOOIIEHUE MPU BKIFOUEHHOM
3HAYECHHH.

3arpys3ka ¢aiiia MeIo 1K BHI30Ba [Tonp30BaTenb MOXKET 3arpy3UTh MOIXOIAIIUN

Gaiin Meouu CaMOCTOSATENBHO.

BAKHO! Obpamume enumanue na popmam u
pasmep ¢haiina.

@opmam aiina: wav. Pazmep: < 200 Kb.
Yacmoma ouckpemuzayuu: 16000 I'y. bum: 16

3arpy3uTh 3BYK OTKPBITHS ABEPH Bri6epute noaxoasmuii mpeaynpexaaronui
3BYKOBOM CUTHAJI JUIs 3arPy3KHU.

BAKHO! Obpamume énumarnue Ha popmam u
pasmep ¢haiina.

@opmam ¢aiina: wav. Pasmep: < 200 Kb.
Yacmoma ouckpemuzayuu: 16000 I'y. bum: 16

3.2.24. BrzoBel. URL nelictBus

URL gelcrensa
AKTMBHLIA [ OTkmoueHo ~
COBSPWKMTE BLIZOE | |
KOHEL, [33r0B0pa | |
cepalsbveHme | |
| OK | | OmMena |

VYxkaxute URL aapec cepBepa, Ha KOTOPBIM OyAYT OTHPABISTHCS YBEAOMIICHUS TTPH
3aBepIICHUH pa3roBopa u otmpaBka coodmienus (Heartbeat) ma SIP cepBep co craTycom maHenu u
WHJIUKAIMEH HOpMaJbHON paOOTHI.

A1
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3.2.25. Br13oBbl. MynbTHKACT

HacTpolika LIMPOKOBEIATENBHOH NEPefaun

FIDL'IDpHTen'I?:'Jq:;meHHE K D2IroBopy (€ Sa0aHHBIM
BK/HOUMTE MPMOPUTET HyMEpaLIMM
CNUCOK NpuopuTeTa

IP-anpec Apec MPOCITYWMBAHHS Anpec MpyiopuTet

11P-zapec | | | 1

2 IP-agpec | | | | 2

3 IP-2pac | | | 3

4 IP-aapec | | | 4

5 IP-aapac | | | 5

6 IP-apec | | | | 6

7 IP-aapec | | | 7

8 IP-apec | | | | 8

9 IP-aapec | | | 2

10 IP-z2apec | | | | 10

Pazgen Onucanue

Hactpolika mmpokoBemarenbHol nepegayu OtobOpakeHre 1 HaCTPOMKa TapaMeTPOB
IIMPOKOBEIIAHMUS.
IHoakawvenue K pa3roBopy (¢ 3aJaHHbIM
NPHOPUTETOM): BEIOEpUTE HOMED
HIMPOKOBEIIaHus U3 Auanaszona 1-10.
I[puopurter MexaAy NOAKIIOYCHUSIMHA:
BKJIFOYEHHUE WM OTKIIFOUECHHE
IIMPOKOBEIIAHMUS.
Cnucok npuopurera Hacrtpoiika napameTpos.
IIpocaymmBaemslii agpec: seequre IP anpec,
KOTOPBIH XKEJINAaeTe MPOCIyIINBATh
Anpec: BBequte uneHTUGUKATOP I KAXKIOTO
IP agpeca, KOTOPBIM TPOCIYIINBAETCS
3.2.26. Br130Bb1. 3BOHKH

AN
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WcTopuAa BLIZOBOB Bee hd
Mhgeke  Tun [ata Bpems wm“fe M5 Homep ||
172.16.1.120 192.168.33.1
1 Wodogauwsd  1970-01-01  00:00:27 @172.16.1.12  192.168.33.100 00@192.168.3 [
0 3.100

2

3

4

5

6

7

8

9

10

11

12

13

14

15

Crpawl Mpap. Cnen YaanuTL

OTtoOpakeHue UCTOPHUH BBI30BOB. J{OCTyTHBIC TUTIBI BEI30BOB: HaOpaHHbBIE BBI3OBHI,
[TpunsTeie Bb130BbI, [IponynieHHbie BBI30BEI, [lepeaapecoBaHHbIC BBI30OBBI.

ITosnp30BaTeny MOTYT IOCTPAHUYHO NTPOCMATPUBATh UCTOPUIO 3BOHKOB. OTMETHTE HOMED
3alMCH J1 YIAJIEHUs WIK yJaanuTe Bech xkypHai. [Tanens nogaepxxuaer 200 3amnuceil BI30BOB.

3.2.27. Be13oBbl. KypHan

KypHan
(= Kon Tvn Azra Bpems Cratyc
1
2
3
4
5
6
7
B
9
10
11
12
13
14
15
Crpariug 1 v | Mpes Cren VA3nuTE VaanuTs Bce

WmMnopt/3xcnopT nora asepu(.xml)

Brabepute dhaiin | daiin He subipaH | Kmnopt | | SKcnopT

Pa3zpen Onucanune

Kypnan OTobOpakaeT UCTOPUIO Pa30JIOKHPOBKH JIBEPEH.
Orot uHTepdeiic 0TodOpakaTh TOIBKO HCTOPUIO
pa3bmokupoBKH JBepel ¢ momoibio RF-kapThr.
[Tonp30BaTeny MOTYT MOJPOOHO MPOBEPHUTH
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nHpopmanuto pazdmokupoBku. [Tons3oBarens
MOXKCT YAAJIUTb OAHY UJIKX BCC 3aIlUCH.
MakcumanbHbIi 00BeM xypHaia - 500
3aIncei.

HMnopT/3KcnopT xKypHaia Jnis ynoOcTBa ynpaBieHus M0JIb30BaATENN
MOT'YT 9KCTIIOPTUPOBATH ¥ UIMITOPTHPOBATH
aiin xypHaa HanpsMylo.

3.2.28. Br13oBbl. Be pene
Beb pene
Tun
IP aapec
negors
YnpaseneHune gencrenamu WEB pene
1D geicTens OeicTare Web pana Kniod Web pene Pauuﬁe\ﬁeh

ID pefictana 01 | || ||

ID geficTena 02 | I I

1D geictema 03 | || ||

1D geiicTenA 04 | ” ”

|
|
|
|
1D peiicTemA 05 | ” ” |
1D geictemna 06 | ” ” |
|
|
|
|

1D pedictena 07 | || ||

ID geficTenA 08 | I I

ID geiicTena 09 | I I

1D peidcTenA 10 | ” ”

VYrpaBneHue JOMOTHUTEIBHBIME pejie uepe3 BeO nurepdeiic.
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\ )) SEC.RU KopoTkun nyTb K MHopmaumm Cka4aHo c sec.ru




RUBETEK

3.2.29. benblii cicok
CoegMHEeHHe
Momck [ || mowcx |[  chpec |
YuetHas  MpuopwTeT
Muaske Wma Homep Tensdona Ipynna amdy ; i
i
2
3
4
5
1
7
)
]
10
C'rpan'ma‘ | 2 | | _ng ¥aamn Yaannms ECS
YcranoBnenune
co2fHHEeHHA
Mpynna YHYSTHER ZINHCE BETD w
NnapwTer seonkos
| OobasnTe | | DenEkT I | OTMeHa |
Fpynna
WHaeke Mma Mepesii SB0HOK BTopoi SBOHOK ToCneaHHi SBOHOK
1
2
3
4
5
-3
I
g
g9
10
Mpea. Cnen, | qNHTE |

Hacrpo#ka rpynnbi

| OofasuTs | | 208k | | OTMera

Hacrpoiiku 6emoro crimcka HOMEpOB.

3.2.30. O6nHoBieHne. OCHOBHBIC HACTPONKH
Bepour NO 220.124.202.102
Bepovs obopynosasns 220.0
OGHOBNSHME BrifepuTe dain |®zin He Belbpax
| 0K || OTmmeHa |

COpoC [0 33B0ACKMX HBCTPOSK O

COpoc K 33B00CKMM HACTDOMKEM Kpome

Mepesarpyaxa

CETH

BriGepuTe daiin ¢ pacimuperrem .rom st OOHOBIICHHUS JIOKAJTLHO WIIH C yIaJICHHOTO
cepBepa.

BAJKHO! IIposepvme, umo ¢haiin umeem npaguiibHulil hopmam u npeoHa3Hawel 01 OaHHOU
mooenu. Bepcusi [10 nauunaemces ¢ sepcuu mooenu ycmpoucmea (annapamuou peaiuzayuil).

AL
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ITonb3oBarento noctyneH Copoc HacTpoek IP manesn no 3aBoackux u Ilepesarpyska
HaHEeNu.

[Tocnennue akTyanbHbIE BEPCUH MIPOIPAMMHOI0 00€CIIeYeHUsI MOXKHO CKayaTh Ha
odunmansHoM caiite komnanuu «RUBETEK»

3.2.31. O6HoBeHUe. PactmpeHHbIe HACTPOUKHU

Onuwna PNP
Hondbirypawms PP

Pyunoe obHoBnenne koHdnrypaymm

URL |
nagane
MonezoeaTeneckii K4 AES
o 45 1
| JEHoEHTE caliac |
AsToMaTrueckoe obHOBNEHWE KOHDUIYPaLKK

Paxaam | MoK BKNE4SHAM MHTEHAA el
Mpadwik BorwpeceHs W

22 Yacl0~23)

o MursyTai(D~55])
Cramcrime MDS | oK |
SHCNOPTHROEETS Walbnos | SwcnopT |

PacnwucaHMe Nepesarpysox

Pexass
pacune

)
0K | | CmasHa |

CMCTEMHBIN MCypHan

Vposens
SHCNOPT ¥ypHANE | 3ncnopT
YaameHHEIE CHCTEMHRIE By pHan

YaaneHHsIi CEpESp CHCTEME

OK | | CrmgHa

PCAP

OnpegenSHHw nopT \:I {1~65535)
PCAP Hasano | | SHCNOpT
AsTooSkornsHus PCAR

Mpoune

Pamrn kordurypauma|.tgz/.canfi.cfg) Exifepute daan | Paiin He exdpax
3ucnopr  |(Faumidiposana)
Hrnopr |

Paznen Onucanune

Omnmus PNP Otobpaxxenue u HacTpoiika onuuii PNP s
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ABTOMATUYECKOTO OOHOBIICHUSI.
Koungurypauus PNP (Plug and Play), korna
BKIIFOUEHO, YCTPOMCTBO OYyJIeT aBTOMATHYECKH
otrnpaBiATh SIP coobuienne Ha cepBep, YTOOBI
MOJTyYUTh B OTBET aJpec CepBepa C
OOHOBJICHUSIMH.

Pyunoe oOHOBIEHHE KOHDUTYpaLTUN JInst HacTpoOMKHU apaMeTpoB cepBepa
OOHOBJICHU BPYUHYIO.

URL: Axpec cepBepa aBTOMaTHYECKOTO
OOHOBJICHHUS.

Jlorun: eciu cepBep TpeOyeT ums
MIOJIB30BATENS TSl IOCTYIIA YKAXKUTE €T0, B
MIPOTUBHOM CITy4ae OCTaBbTE MYCTHIM.

ITapoas: ecnu cepBep TpeOyeT Mapoib IS
JOCTyTNa YKaXXUTE €ro, UHA4e OCTaBbTE MYCTHIM.
Moab3oBaTenbcknii ka4 AES: ucnons3yercs
TSt pacupoBKH 0011IeTo daiina
KOH(HUTypaIiy aBTOMaTHUYECKOro 0OHOBIICHHUSL.
Kuarwu AES (Mak): ucnionb3yercs 1ist
pacmdpoBku Mac-OpHeHTUPOBAaHHOTO (aiina
KOH(HUTYpaIuyu aBTOMaTHIECKOTO OOHOBIICHUS

BAJKHO! AES ssnsemcs 00HUM U3 MHO2UX
wugposanuii, OH 00HCEH OblMb HACMPOEH
moavko ecau ¢atin wugpyemcs ¢ AES, unaue
oCmasums nyCcmviM.

ABTomaruueckoe 0OHOBiIeHUE KOHpurypauuu [OroOpa)kaeT HAaCTPOWKH MapaMeTPOB peKUMa
aBTOMATHYECKOTO OOHOBIICHHS.

Pacniucanue nepesarpy3ok OTtoOpaxaeT HaCTPOUKH MapaMeTPOB
nepe3arpy3Ky naHelu.

CucreMHBIH XKypHal OTobOpakeHue CUCTEMHOTO KypHaJla ¥ €ro
JKCIIOpTA.

Yposens xkypHaaa: ot 0 10 7.YpoBeHb 3HAYUT
KOHKPETHBIA CUCTEMHBIN KypHaJ, KOTOPbIN
coxpaHsieTcsi BO BpeMeHHbIH (aiin. 1o
YMOJYaHUIO, 3TO YPOBEHbH 3.

IKCMOPT KYPHAJIA: HOKMHUTE, YTOOBI
AKCTIOPTUPOBATH BPEMEHHBIN (Paill CHCTEMHOTO
KypHajia Ha KOMIIBIOTED.

PCAP 3axBar makera JaHHBIX ¢ JoModoHa. Haxmvure
Crapr 114 Havaia 3axBata U IKCHOPT I
BBITPY3KHU.

IIpoune DKCIOPT TEKyIIeH KOH(DUTYpaLUH TaHeIH.

A7

4 .
\ )) SEC.RU KopoTkun nyTb K MHopmaumm Cka4aHo c sec.ru




RUBETEK

3.2.32. bezonacHocth. OCHOBHBIE HACTPOUKHU

M3MeHeHHe Naponsa focTyna K Beb-uHtepdeicy

NMorvH admin v WEMEHWTE Napant
Craryc

Admin BKMIOUSHO

User

BpeMsa 3aBEPLISHUA CECCUM

JHa4YSHWE BPEMEHM 33BSPLWSHWA CECCHN |QDO |(60~ 14400 CeyHa)
OK Otmenz

B pa3znene Bo3MOXKHBI H3MEHEHUS TapoJis aAMUHUCTPATOPA.

BAKHO! [locne svinonnenus 8cex HACMpOoeK, peKOMeHOYemcs npouU3seCmu pe3eperHoe
Konuposanue (8vicpy3Ky) KoHpueypayuu nareiu ois 0aibHeliuie2o bblcmpoco
80CCMAHOBIIEHUE CUCTEMDbI.

3.2.33. bezonacHocts. Pacimmpennsie
Ceptudmkat seb-cepeepa
WHgekc OTNpaBMTE. OTNpaBuTEns CpOK MCTEUEHMA VOanuTs
] IPphone IPphone Sun Oct 9 16:00:00 2034

3arpyska ceprndmkata seb-cepsepa

BulfepuTs dhain | @ain He Buiipaq oK

CeprrdmKaT KNMeHTa

WHpexc ‘CTnpaBuTe OTNpaBUTENL CDOK MCTEUSHMR
1
2
3
4
5
6
7
8
9
10
3arpyska ceptndmMKaTa KIMeHTa
Mgerc
Dailn He BLiGpaH ok |
MpMHKMMETE TONEKO NOOTESO¥OSHHEE
CEpTHDMIETE! OTKNIGUEHE ¥
ok | | Ormera |

3arpy3ka ceptudukara BeO cepepa.
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4. Texuuueckoe 00CayKMBaAHHE
4.1.  Mepsl 6e30macHOCTH

4.1.1. Mepbl 0€30MacHOCTH TPH YCTAHOBKE M DKCIUIyaTallMM TAaHETH OJDKHBI
COOTBETCTBOBAaTh TpeOoBaHUsAM «lIpaBui TEeXHMYECKOW SKCIUTyaTalluu
3JIEKTPOYCTaHOBOK noTpeduTeneit» u «llpaBuir TexHuku 06€30MacHOCTH MpU
IKCIUTyaTaIluH 3JIEKTPOYCTAHOBOK TOTPEOUTEICI.

4.1.2. [Ipu npoBeneHnH PEMOHTHBIX PaOOT B IOMEIIICHHH, Tl YCTaHOBJICHA TIaHEb,
JOJI’KHa 6I>ITB 06ecnequa 3aluTa OT MEXAaHHUYCCKUX HOBpe)K,ZleHI/II\/'I )41
nonaJaHus Ha Hee CTPOUTENIBHBIX MaTeprualioB (1modenka, Kpacka, MbUTh U Tp.).

4.2.  IIpoBepka paboTOCTIOCOOHOCTH
4.2.1. [TpoBepka pabOTOCIIOCOOHOCTH MAHENN TOKHA TTPOBOIUTHCS TIPH TUTAHOBBIX

WIN JIPYTUX IPOBEPKAX TEXHUYECKOI'O COCTOSHUS YCTPOMCTBA, HO HE PEXKE
OJHOTO pa3a B 6 MecCSIEB.

4.2.2. [IpoBepka pabOTOCTIOCOOHOCTH BKIIIOYAET B CeOsi:
° BHEITHUH OCMOTp THaHENW Ha OTCYTCTBHE CJIEJIOB BJIAarM W MEXaHHYECKOTO
TIOBPEKICHHS;
° IPOBEPKY HA/ISKHOCTH KOHTAKTA MPHCOCTMHEHHBIX K MAHEIN IPOBOAOB, IIPH
HGOGXOI[I/IMOCTI/I 3aMCHHUTb HCHUCIIPABHLIC ITPOBOAA.
° TECTOBBI BBI30B IUCIIETYEPA C AHENH, IPH ITOM ITPOBEPSIETCS:
© MIPOXOXKJICHHE BbI30BAa HA A0OHEHTCKHIA MMyJIbT
o Ka4ecTBO 3BYKa IPU OTBETE
o cOpoc BbI30Ba
o OTKpBITHE JIBEPU
° OTKpBITHE J1BepU ¢ moMonibio RF-kimroua
° nposepka Bepcuu [10

5. Xpaunenue

5.1.  VYcnoBus XpaHeHHUs AHENH JOJKHBI COOTBETCTBOBATH ycinoBusaM 2 o 'OCT 15150-
69.

5.2.  XpaHUTb YCTPOMCTBO CIEAYET Ha CTEJJIaXaxX B yIaKOBAHHOM BUJIE.

5.3.  PaccrosHue OT CTEH W Mojla XPaHWJIHILA A0 YIIAKOBOK C YCTPOHCTBOM JOJKHO OBITH
He menee 0,1 M.

5.4. PaccrosiHMe MeXIy OTONMTEIBHBIMH YCTPOMCTBAMHM M YMAKOBKOM C MaHEIIMHU
JIOJKHO OBITH He MeHee 0,5 M.

5.5. B nomenieHUMM JOJKHBI OTCYTCTBOBaTh Iapbl arpecCUBHBIX BELIECTB U
TOKOIPOBOJAILAS TIBLIIb.

6. TpancnopTupoBaHue

6.1. Ilanenp B ymakoBKE MOXET TPaHCIOPTUPOBATHCS BCEMHU BHAAMHU TpaHCIIOpPTa B
KPBITBIX TPAHCIIOPTHBIX CPEACTBAX U B TEPMETU3HPOBAHHBIX OTCEKaX CaMoJIeTa.
6.2.  YcrnoBus TpaHCIOPTHUPOBAHMS JIOJDKHBI COOTBETCTBOBaTh ycioBusiM 5 (OXK4) mo
I'OCT 15150-69:
° TeMmnepaTrypa okpysxkarouiero Bozayxa or munyc 50 °C no mmoc 50 °C;
° OTHOCUTENbHAs BIIAXKHOCTH BO3yXa 110 95 % npu temmneparype mitoc 40 °C.
6.3.  Cpok TpaHCHOPTUPOBAHUS U MPOMEKYTOUHOTO XPAHEHUS HE JIOJHKEH MPEBBIIAThH 3
Mecdna. Jlomyckaercs yBeIMUYMBATh CPOK TPAHCIIOPTUPOBAHUS U MPOMEKYTOUYHOTO

AN\

4 .
\ )) SEC.RU KopoTkun nyTb K MHopmaumm Cka4aHo c sec.ru




RUBETEK

XpaHEHHsI YCTPOWCTBA TMpPH TIEPEBO3KaX 3a CUET CPOKOB COXPaHSEMOCTH B
CTallMOHAPHBIX YCIIOBUAX.

7. Yruauzauus

7.1.  YTunuzauus yCTpOWCTBA MPOU3BOJUTCA C YUYETOM OTCYTCTBHUS B HEM TOKCHYHBIX
KOMITOHEHTOB.

7.2.  CopaepxaHue IparoleHHbIX MaTepUaIoB He TpeOyeT ydyeTa pu XpaHeHUH, CIICaHuH,
YTHIA3AIHH.

8. T'apanTus usroroBuTest

8.1.  IIpennmpusATHE-U3TOTOBUTENb TAPAHTUPYET COOTBETCTBUE IAHENM TEXHUYECKUM
XapakTepUCTHKaM  IPH  YCIOBHUM  COOJIOACHUS  MOTpPeOMTENeM  MpaBHII
TPaHCIIOPTUPOBAHMs, XPAHEHUSI, MOHTaXa U HKCIUTyaTaluu.

8.2.  T'apaHTHIHBIN CPOK 3KCIUTyaTallMu 24 Mecsa co JHSA BBOJA B SKCILIyaTallUI0, HO HE
Oosee 36 MecsIeB CO JHS BBITYCKA.

8.3. B TedyeHMe TapaHTUIHOIO CpOKa 3aMEHa BBILEIIIMX M3 CTpOs MaHenel
OCYILLECTBIISICTCS TMPEANPUITUEM-U3TOTOBUTENEM O€3BO3ME3THO IMpPHU COOIIOAECHUU
noTpeOuTeNeM yKa3aHuil 10 MOHTaXy U SKCIUTyaTalllH.

8.4. Ilpm HampaBieHHH YCTPONCTBA B PEMOHT K HEMYy O0Os3aTeIbHO IOJKEH OBIThH
IIPUJIOKEH aKT C OIIMCAaHUEM HEUCIIPAaBHOCTEN YCTPOMCTBA.

8.5. T'apaHTHs HE BCTyHaeT B CUIIY B CICAYIOMNX CIydasx:

° HECOOJII0JICHHE JAHHOTO PYKOBOJICTBA IO SKCIUTyaTalllu;
° MEXAHUYECKOE ITOBPEIKICHUE YCTPONCTBA;
° PEMOHT YCTPOMCTBA APYIUM JIMLIOM, Kpome M3roroBurens.

8.6. T'apanTusi pacmpocTpaHsieTCs TOJBKO Ha maHenb. Ha Bce oOopynoBaHue Apyrux
MIPOU3BOIUTENEH, NCIIONB3YIOIIEECs COBMECTHO C YCTPONUCTBOM, PacCpOCTPAHSIOTCS
UX COOCTBEHHBIE TapAHTHUH.

9. CaeneHus 0 pekjJaManusix

9.1.  PexsiamManinoHHbBIE IPETEH3UHU MPEABSBIAIOTCS MPEINPUITHIO - IOCTABIIUKY B ClTydae
BBHISIBJICHHSI JIE(PEKTOB U HEUCIIPABHOCTEH, BEIYIIUX K BBIXOAY M3 CTPOS YCTPOHCTBA
paHee rapaHTUMHOTO CPOKA.

Anpec mpeanpusITHsI-U3TOTOBUTEIIS:
121205, 2. Mockea, meppumopus unnogayuorno2o yeumpa « Ckonixkoeoy, bonvuioti
oynveap, 0. 42, cmp. 1, 1 samaosc, wacmo nomewenus Ne334, pabouee mecmo Ne3 1

9.2. B pexiaMallMOHHOM aKT€ yKa3aTh: TUI YCTPOMCTBA, Ne(EKThl W HEUCIPABHOCTH,
YCIIOBUS, TIPU KOTOPBIX OHU BBISIBJICHBI, BpeMs C Hauasa SKCIUTyaTallii yCTPOUCTBA.

9.3. K akTy He0O6X0UMO MPUIIOKUTH KOTIHIO TIATEKHOTO JOKYMEHTa Ha YCTPOUCTBO.

£ N
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