CUMTbIBATESIb BECKOHTAKTHbIN

NKAO-CK-22-55

HacnopT 1 PYKOBOACTBO MO 3KcnnyaTauuu
EC/NNA.425713.303 NC

1  O6wue cBeneHus

YcTpoiicTBo 0becneumBaeT CuMTbiBaHME kofa OECKOHTaKTHbIX WAEHTUMKATOPOB (KapT U
6penokoB)  ¢opmatoB  EM-Marin, HID ProxCard Il, MIFARE, BO3MOXHOCTb  YTeHMs
3anporpaMMUpOBaHHOTO kofia A0CTyna W3  3alMWEHHOW obnacTu namsTv  MAeHTUdUKaTOpoB
¢opmatos MIFARE Classic 1K, 4K, MIFARE Plus 1K, 2K, 4K B pexumax SL1 u SL3, MIFARE
DESFire EV1, EV2 ¢ ucnonb3oBaH1eM MeToda LungpoBanus AES, BO3MOKHOCTb YTEHUS! MOBUIbHBIX
NAEHTdMKATOPOB, NepefaBaeMbIx CO cMapTdoHa, no GecnpoBopHbiM nHTepdeiicam NFC (Near field
communication) u BLE (Bluetooth low energy) n nepegady nony4eHHoro kofa B KOHTponnepsl Aoctyna
(KO) no nutepdeitcy Wiegand, Touch Memory unu ESDP. MaeHTudmkaropsl opmata HID cepuit
PX-4-H, PVC-H-4, PVC-H-5 He nognepxusatoTcs.

KOHCTPYKTMBHO ~ cuuTbiBaTENb BLIMOMHEH B HepasbopHOM —MeTanmuyeckom kopnyce G
[eKopaTUBHON NNAacTUKOBOW BCTaBKOW, CbEMHOW MMOLLAAKOA NS HACTEHHOrO MOHTaxa, OCHALLEH
kabenem [N NOAKMIOYEHUS K BHELLHEMY YCTPOICTBY U 06OpYAOBaH AaTYMKOM BCKPLITUS Kopryca.
CunTbIBaTENb ABNAETCH HEBOCCTAHABMY IM 11 Heobery IM U3aen1em.

CuuTbiBaTeNb paccyiMTaH Ha HEMpepbiBHYIO KPYrmoCyTouHylo paboTy npu Temnepatype
OKpyatoLero Bogyxa ot -60 fo +55 rpagycos Lienbcusi u OTHOCUTENbHON BNaXHOCTW BO3ayXa He
6Gonee 98% n umeeT cTeneHb 3alwmTbl 06onoyky IP65 no FOCT 14254-2015.

Mpn M3MeHeHMN YCMOBMIA 3KCMNyaTaLuM TeXHWYecKMe XapaKTepUCTUKU WM3Aenus MOryT
OTNINYATLCS OT HOMUHATMBHBIX 3HAYEHMIA.

2 KomnnekT noctaBku

B KOMMNEKT NoCTaBKu BXOAST:
v\ cuuTbIBaTEND;
v/ MacnopT 11 pyKoBOACTBO MO SKCAyaTaLyy;
v\ ynaKoska.

3 TexHuyeckue xapakTepucTuku

OCHOBHbIE TEXHUYECKUE XapaKTEPUCTUKN CYUTbIBATENEN NPUBEAEHDI B Tabnuue 1.
Tabnuya 1 - TexHu4Yeckue xapakmepucmuku cqumsigameneli JIKA-CK-22-55

B pexume Wiegand koa nepepaetcs ogHokpaTtHo. B pexume Touch Memory cuutbiBaTenb
nepenaeT Kog KapTbl HEMPEPBLIBHO B TEYEHNE BCErO BPEMEHU, MOKA OHa HaxoguTcs B paGoyem none
cuuTbIBaTENs, AMynupys pabBoTy KOHTaKkTHbIX kmioyeid DS1990A cupmbl  Maxim  (Dallas
Semiconductor).

B 3aBucumocTi oT BbiGpaHHOrO opmaTa [AaHHbIX, WAEHTUDUKALMOHHBIA HOMep KapTbl
nepegaeTcs nM6O MOMHOCTBIO (MpU 3TOM  OTCYTCTByIOWME B HOMEpe CcTapluve GailTbl B
MH(OPMALMOHHON MOChINKE 3amONHAIOTCS HynsiMu), NMBO YacT4YHO (B 3TOM Cryyae nepepaetcs
Mnalas YacTb Homepa kapTbl). MakcumanbHas AnvHa nepegnasaemoro koga ans Wiegand ot 3 6aiit
(Wiegand-26) fo 8 6aitt (Wiegand-64); ansi ES-Wiegand 6 6aiit; anst Touch Memory 6 6ai; ans
ESDP 8 6aiit.

4.2 CoGbiTnA cuuTbIBaTENA

Momumo repeaady Kofa NpeabsBIEHHON KapTbl CYUTbIBATENb PETUCTPUPYET CBOE COCTOSHUE U
nepepaet cnyxe6HbIA kog Ui cobbiThe, B 3aBUCUMOCTY OT BbIGPaHHOMO MHTEpdEca NOAKNIOYEHNS K
KOHTponnepy.

Mpu nopknioyeHnn no uHTepdericam Wiegand, ES-Wiegand n Touch Memory cuuTbiBaTens
nepefaer cnyxebHble Kofbl, COOTBETCTBYIOLUIME HACTYMNEHWIO TOTO UMW MHOrO COBLITMS, npK
noakntoyeHun no ESDP koHTponnepy coobluaeTcs cobbiTe B COOTBETCTBIM C NPOTOKONOM.

CoBbITvst, penCTPUpYeMbIE CHUTbIBATENEM, 1 COOTBETCTBYIOLLE M CiyeBHbIe Kofb! MPeACTaBNeHs! B
Tabnuue 2.

Tabnuya 2 — Cobbimusi u 3Ha4eHUsl CITyxebHbIx k0008

Cnyxe6HbIt ko Wiegand,
CobbiTHe ESDP ES-Wiegand 1 Touch
Memory
Banom kopnyca cobbITMe npoTokona 0x0000FFFFFFFFFFFE
Boccrarosnerve kopnyca coBbIThe NpoTokona 0x0000FFFFFFFFFFFD
MpeabABneHe kapTbl-kNoHa 0x0000FFFFFFFFFFFF 0x0000FFFFFFFFFFFF

HaumeHoBaHue napameTpa 3HayeHune

PaccTtosiHne cunTbIBaHUS, CM EM-Marin - go 6 cm, HID ProxCard Il - o 4 cm,
MIFARE, NFC - no 4 cm, BLE - go 15 m*

WHTepdeic Wiegand (26 - 64), ES-Wiegand, Touch Memory,
ESDP (tpebyetcs Bepcusi npotumsky 1.11 unm

crapiue)

Hanpsbkerne nutaHus 8 + 18 B nocTosiHHOro Toka

4.3 3ByKoBas W CBETOBas MHAMKaLWUA

CunTbIBaTENb MMEET MHOTOL|BETHBIN CBETOAMOAHDI MHAMKATOP U 3BYKOBOW CUrHANN3aTop.

Mpu nopkmioyeHun cuuTbiBaTens no WHTepdeiicy ESDP  ynpaBneHne  uHAukauven
OCYLLECTBNSETCA MO KOMaHAaM KOHTPONMepa, a BCTPOEHHblE NWHWKM YNPaBNeHus MHAMKaLpen
CYMTLIBATENS HE MCTIOMb3YIOTCA.

[ins BHeLLHero ynpaBneHnst CBETOANOAHBIMM U 3BYKOBbIM MHAMKATOPaMU NpedycMOTpeHb! Tpu
MMHAN:

v' IuHus ynpaenenust kpacHbIM Lisetom (LED Red);

v JInHus ynpaBnenus senéHbiM usetom (LED Green);

v' IInHus ynpaenexus 3sykom (Beep).

MHaMKaTopbl YNpaBnstOTCS! aKTUBHBbIM HU3KAM YpOBHeM. [N ynpaBneHust MHaMKaTopamu
criepyeT WCmonb3oBaTh BbIXOAbl TMNA «OTKPLITBIA KONMMEKTOp» WK BbIXOAbl, COBMECTUMblE C
ypoBHaMM 5 B TTL.

Mpn HM3KOM YpOBHE cCUrHana (COCTOSHME «3aMKHYTO») Ha ynpaBnstowen  NUHUN
COOTBETCTBYIOWMA WMHAMKATOP GYAeT BKMIOYEH, @ MpW BBLICOKOM YPOBHE (MMM B COCTOSHAM
«pa3oMKHyTO») ByneT BblkmioyeH. ECnv NuHMM CBETOBOM WHAMKALMW He MOAKMIOYEHbl UMM UMElOT
BbICOKUA YpOBEHb CUTHana, CBETOAMOA CuuTbiBaTenst OyAeT CBETUTbCA KpacHbIM  CBETOM.
3aBMCMMOCTb LiBETa CBETOBOTO WHAWKATOPA OT COCTOSHWI YMpaBRSIOWMX NUHWA NpeacTaBneHa B
Tabnuue 3.

Ecnu He nogkntoveHa nuims LED Red, npeaycmotpeHa BO3MOXHOCTb ynpaBfieHWst LBETOBOM
VHAVMKaumen opHolt nunuent LED Green. B atom cryyae npu akTWBHOM ypoBHe nuHuu LED Green
BKMIOYAETCS MHAMKALMA 3eNéHbIM LIBETOM, MHaye — KpacHbIM. JTOT pexum OTKIIoYaeTcsi, nocne
npuéma nepeoro ynpasnsioLLero curHana no nuun LED Red.

Tabnuya 3 - Ynpasnerue ygemom ceemoduodHo2o uHdukamopa

ObiTb COEAMHEHbl B OAHOM TOYKE OTAENbHBIM MPOBOAOM. Ha KOHUAX MuMHUK AOMKHbI 6BbiTb
YCTaHOBMEHbI COrMnacytoLme peancTopbl HomuHanom 120 Om.
Mecto Ans ycTaHoBKM cuuTbIBaTENs cnepyet BbibMpatb U3 coobpaxeHuit  ynobeTea
CMONb30BaHNS. [INsi CHWKEHUS B3aWUMHbIX 3NEKTPOMArHWTHbIX MOMeX CreayeT pacronaraTb
CUMTbIBATENM Ha PacCTOsIHUN He MeHee 0,5 M Apyr oT Apyra.
CrefyeT yuuTblBaTb, 4TO [JanbHOCTb YTEHUS MOXET CHUXATbC MpWU  PacrionoXeHUn
CYMTbIBATENs HA MeTanmMyecknx NOBEPXHOCTSX W MPU  HAMM4MW  BNEKTPOMArHUTHbIX MOMeX.
CuuTblBaTENb PEKOMEHOYETCS pacrionaraTb Ha PaccTosiHMM He MeHee 1 M, a €ro nopBOAsLLMi
kabenb - Ha paccTosHMM He MeHee 0,3 M OT MCTOYHUKOB SMEKTPOMArHUTHbIX MOMeX (MOHWUTOPOB,
3MeKTPOreHepaTopoB, JNeKTpoABUraTenel, TpaHcopMaTopoB, UMNYMCHbIX GIIOKOB MUTaHWS, NMHHIA
nepeMeHHOr0 TOKa, KOMMbIOTEPHbIX 1 TenedOHHbIX NUHMA CBA3N U T.N.).
[Insi MOHTaXa CYMTLIBATENS BbINOMHUTE CrieAyIoLLYWe OnepaLuy:
1) OTKpyTUTE BUHT KpEnneHust NNoLLaaku 1 CHUIMUTE NNOLLAAKY HACTEHHOTO MOHTaXa kopnyca.
2) Pa3meTbTe 1 POCBEPNUTE Ha MOHTAXHOI MOBEPXHOCTI OTBEPCTUS [ KPENeHus
nnowyaaky 1 BBofa kabens.

3) YcTaHOoBMTE MOHTaXHYIO NNOLLAZAKY, UCTIOMNb3yst AoGenu v wypynbl.

4) 3aBeauTe kabenb OT CYUTbIBATENS B OTBEPCTUE U COBAMHUTE MPOBOAA B COOTBETCTBUN CO
CXEMOil NOAKIIoYEeHHS.

5) Mopaiite nUTaHMe 1 NpoBepbTe paboTy cunTbIBATENS.

6) YcTaHoBTE CYNTBIBATENb HA MOHTAXHYIO NNOLYAAKY W 3aKPENUTE ero BUHTOM.

6  MopknioyeHne cuuTbiBaTENs

HasHauenue npoeogos cuntbisatenei JIKA-CK-22-55 npuseaeHo B Tabnuue 4.

MpoBopja cunTbiBaTENs HEOOXOANMO MOAKMIOYATL K COOTBETCTBYIOWMM NO (DYHKLMOHANBHOMY
Ha3Ha4YeHMI0 NUHUAM KOHTponnepa Aoctyna. [ns ucnonb3oBaHus pexuma Touch Memory cneayet
coenuTb nuimio DATA1/TMG (6enbiit nposoa) ¢ obiwmm nposogom (GND). Hencnonb3oBaHHble
KOHTaKTbI AOMKHbI 6bITb 3a1U30MMPOBAHbI.

3amblkaHue cuHero npoBoaa Ha GND BkmtoyaeT 3awniéHHbIin pexum Mifare Classic SL1 (cm.n.

9).
Tabnuya 4 - HasHayeHue npogodog cHumbigamens
LiBet 0603Ha4eHne HasHauyeHMe KOHTaKTa
npoBoaa KOHTaKTa
YépHbii GND 06Lwwit nposog
KpacHbii + Unut Mutanne 8 - 18 V
3enéHbin DATAO/TM Bbixog DATAOQ / nunus Touch Memory
Benbii DATA1/TMG Bbixoa DATA1 / (ans BkntoyeHns pexvma Touch Memory
BbIBOJ HE0BX0AMMO COEMHUTB C 06LYMM NPOBOAOM)
XKeéntbiii Beep JInHug ynpasneHus 3BykoMm
KopuyHeBblit LED Red JIMHMS ynpaBneHus kpacHbIM LIBETOM CBETOAMOAA
OpaHxeBbli LED Green JInHns ynpaeneHns 3enéHbiM LIBETOM CBETOAMOAA
(1nv po30BbIit)
CuHuit Secure Bkntoyerme sawiiénHoro pexuma kapt MIFARE
duroneTosbI RS-485-A+ JInHvst A wHTepdpeiica ESDP (RS-485)
Cepblit RS-485-B- TNuHns B nHtepdeica ESDP (RS-485)

[Motpebnsiemas MowHocTb, BT, He 6onee 15 YpoBeHb CUrHana Ha IMHUK ynp Liset cBeyeHus
VHavkaums MHOroLBETHbIN CBETOAMOA, 3yMMEp LED Red LED Green vHavKaTopa
Cpok cryx6bl 7 net He noakntoyeH Huakui 3enéHblit
Macca (HeTT0, BpyTTO), HE Bonee, r 390 (450) He nogkntoyeH Bbicokuit (He NoaKIoyeH) KpacHbii
abapuTHble pa3mepbl, He 6onee, MM 120 x 66 x 24 Bbicokuit Bblicokuit BhblkntoyeH
* - MakcumanbHoe pacCTOsHUE CYUTBIBAHUS 3aBUCUT OT NMPOU3BOAUTENS KapT, MecTa U crocoba Bblicokuit Huakuit 3enéHblit
YCTaHOBKW CYUTBIBATENS. Huskuin Bbicokuit KpacHblit
4 PaGota cuuTbIBaTENs Huakui Huakuit KenTbid

4.1 YreHue BelecTBEHHbIX WAEHTU(UKaTOPOB

IMpn nopHeceHun kapTbl (6penoka) B paboyee none cuMTbIBATENS BCTPOEHHBIA B KapTy Yun
aKTUBMPYETCS 1 nepefaeT CBOW YHUKAMbHbIA WAEHTU(UKALMOHHBIA HOMEp cuuTbiBaTento. dakt
YCMELLHOro CYUTLIBAHNS MAEHTUMKaTOpa NOATBEPXKAAETCS KPAaTKOBPEMEHHON MHAKALVEN 3eNEHbIM
LiBETOM U 3BYKOBbIM CUTHanoM. CuuTbiBaTeNb AEKOAMPYET MPUHSTBI MOEHTUDUKALMOHHBIA HOMeEp,
npoBepsieT ero KOPPEKTHOCTb U MepefaeT Nofy4YeHHbIA KOf B KOHTPOMNep [OCTyna no uHtepdelicy
Wiegand, Touch Memory unu ESDP.

5  MoHTax cuuTbiBaTENs

Pexomerpyembiii Tun kabensi ANs MOAKMIOYEHUS KOHTAKTOB CYMTBIBATENS K KOHTpomnepy -
HE3KPaHNPOBaHHbI MHOTOXWMbHBIN kabenb knacca He Hke AWG24 ¢ nnowaabio CeveHns xun He
meHee 0,22 kB. MM. B cnyyae MCnonb3oBaHMs 3KpaHMPOBAHHOTO kabenst akpaHWpyoLLylo onneTky
creayeT NOAKMIoYaTh TONMbKO CO CTOPOHBI YNPaBASHOLLEro yCTPoicTaa k koHTakTy GND.

MopknioyeHne curHanbHbIx nuHMA ESDP fomkHO cooTeeTcTBOBaTh TpebGoBaHMAM TOMOMOrmM
«lwnHa» uHTepderica RS-485. KoHtakTbl A, B K KOHTpOnnepy AOMKHbI GbiTb MOAKMIOYEHbI BUTOM
napoi He Huxe TpeTbeil kateropun. CurHanbHble «3emniy (GND) Bcex YCTPOICTB B IMHWAM [AOMKHbI

7 WUcnonb3oBanue npotokona ESDP

Mpotokon ESDP ucronb3yeT duanyeckuii ypoBeHb RS-485 u obecneunBaet: nogkniodeHne
cuuTbIBaTENst K KOHTpOnnepy kabenem pAnuHod Ao 1200 M; KOHTpOMb Hanmuuusi CBSi3M CO
CUMTLIBATENEM; KOHTPONb COCTOSHISA TaMnepa C4UTbIBATENs, @ TakKe 3aLUNLLEHHDIA PEXUM.

MopknioyeHne cunTbiBaTens B 3alniiéHHOM pexime ESDP obecneunBaet 3awuty kaHana
nepeaayn JaHHbIX C KOHTPONMEPOM, 3aluTy OT MOAMEHbI CYUTLIBATENS, 3aLUMTY OT WU3BMEYEHNs W
noanora kofa BeLLECTBEHHOrO WAeHTUdMKkaTopa. B 3awmwéHHom pexume cuuTbiBaTens Gydet
yCTaHaBNMBAaTb COEAMHEHNE TOMbKO CO CBA3AHHBIM KOHTPONNepoM. [Ins NOAKMoYeHNs 3aLlmLEHHOr0
pexuma AomkHa BbiTb BKMIOYEHa HacTpolika «PexXuM YCTaHOBMEHNS HOBOTO 3ALLMLLEHHOTO pexuMan
(no ymonuaHMi ¥ nocne cOpoca HaCTPOeK OHa BKMoYeHa). 10 3aBepLUeHMM COMpSKEHMs
CUMTBLIBATENS M KOHTPONMEpa 3Ta ONLMA aBTOMATUHECKN BbIKIOYMTCS.

Mpotokon ESDP yactyHo coBmecTum ¢ OSDP 2.2. CoBMECTUMOCTb C KOHTpomnepammu Apyrinx
npouasoauTenen, kotopble noaaepxusaot OSDP, He rapaHTupyeTcs.

Kaxaplit cunTbiBaTENb B NUHUK MHTEpdeiica ESDP fomxeH UMeTb yHUKanbHbI agpec. Anpec
CYMTbIBATENS YCTAHABNMBAETCS NMBO annapaTHbiM cnocobom (MyTEM 3aMblkaHMst COOTBETCTBYHLLIMX
nuHiA Ha GND, cm. Tabnuuy 5), nbo B NpunoxeHnn Ans KoHUrypupoBaHus cunTbiBatens. Mocne
NPOrpaMMHOI YCTaHOBKM aapeca annapaTtHas CTaHOBUTCS HeJOCTYNHOM A0 cbpoca HacTpoek (cm. M.
10).




Tabnuua 5 — AnnapaTHas yCTaHOBKa agpeca cynTbiBaTens ans npotokona ESDP

Tabnuya 6 — YcTaHoBKa HacTPOeK CuuTbIBaTENs!

8  Wcnonb3oBaHue 3awwmiLEHHOrO NPOTOKONa Nepegaym AaHHbIx ES-Wiegand

Mpotokon ES-Wiegand ucnonb3yet untepdeiic Wiegand n obecneunsaet 3awmty usnieckoro
KaHana «CYMTbIBaTENb-KOHTPOMNEP» OT HECAHKLMOHUPOBAHHOTO [OCTYNa, a Takke KOHTPOMb ero
ucnpaBHocT. B aTtom pexume cuuTbiBaTenb no wHTepdeiicy Wiegand nepepaér B Buge
KOAMPOBaHHBIX 128-61UTHbIX MHPOPMALMOHHBIX MOCHINOK KOAbI NPEALABNEHHbIX KapT, a Takke Kaxable
10 cekyHa hopMMpyeT [exypHbIE MHPOPMALIMOHHBIE MOCkINKK, 0GecreumBaloLMe KOHTPOMb Hannumst
CBS31 KOHTPOMNNEPA CO CHUTLIBATENEM.

Pa6oTa 3awyLéHHOro NpoToKona nepefaqn AaHHbIX NOAAEPKVUBAETCS NpU COBMECTHON paboTe
¢ koHtpornepamu poctyna JIKA-KC. WHdopmaums o Bepcusix WM BapuaHTax MCMOMHEHUs
KOHTPOMNEPOB, MOAAEPKMBAIOLLMX 3TOT PEXMM, MPUBEAEHa B AKCMNyaTaALWOHHO [OKYMEHTaLMK Ha
obopynosanne CKY[ JIKO.

[Ons ucnonb3oBaHWs 3alUMLWEHHOr0 NPOTOKONA nepegayn AaHHblX, kpome nuHuie DATAO u
DATA1 wuHTepdpeiica Wiegand, k koHTponnepy obsisatenbHo [omkHa ObiTb NOAKMKOYEHA NMHMSA
ynpaenexuns 3enéxbiM LBetom ceetognoaa LED Green. 3awyiiéHHbIA NpOTOKON akTMBM3MpYeTCs
aBToOMaTM4ecku nocre nepefadn KoHtponnepom mo nuHum LED Green cneuuanbHoi KopaoBo
nocnefoBaTenbHoCTy.

9  Wcnonb3oBaHue kapT MIFARE B 3aWwuliéHHOM pexume

CuntbiBatens JIKO-CK-22-55 obecneunBaeT BOIMOXHOCTb paBoTbl B pexvMe YTeHUs koaa u3
3aWyLHHON obnacTi namsTi kapT. MoanepxuBaloTCs Tpu 3alMLEHHbIX pexuma ans kapt Mifare:
Classic (SL1), Plus (SL1, SL3), DESFire (AES-128).

BKnioyeHme 3alLyLLEHHOTO pexXuMa 1 HacTpoika npoduns 6e3onacHocTi (KMioy WidpoBaHns 1
Apyrie HeobXxoaMMble NapameTpbl) BLINOMHAETCS OAHUM M3 [OCTYMHbIX CIOCOBOB KOH(UrYpUPOBaHUS
(cm. nynkt 10). MapameTpbl 6e30MacHOCTI XPAHATCS B CYMTBIBATENE B HEN3BIIEKAEMOM BUAE.

B 3awmwwEHHOM pexvMe cHMTbIBATENb NEpeaaeT AaHHble U3 3alymLEHHON 0BnacTu B kavecTee
Homepa (kopia) kapTbl. KapTbl, HaxoaslLUMeCs B TPAHCMOPTHOM COCTOSHIM, 3anporpaMMuUpoBaHHble ¢
1Cnonb3oBaHNEM JpyruX KMiodew, a Takke kapTbl Apyrux dopmatos (EM-Marin, HID, apyrve Tvnbl
kapT MIFARE) B 3TOM pexume UrHopupytoTcs.

[ns coBmectumocTW 3awwmwéHHoro pexuma SL1 ¢ cywecTsyiowmumn obbektamu, rae
ucnonbaytotes  cuutbiBatenu  JIKA, B KoTopbix noapepxwusaetcs Tombko Mifare  Classic,
npesycMOTpeHa BO3MOXHOCTb annapaTHoro BKMoYeHNst 3awwéHHoro pexyuma Mifare Classic, nytém
3amblkaHust nposofia Secure Ha GND (cm. n. 6), u 3anucb napamMeTpoB Ge30macHOCTU C MOMOLLbIO
CylLecTByloLLel MacTep-kapTbl Ha ocHose Mifare Classic.

Bce KapTbl, npedHasHaueHHble [Ans paboThl B 3AMWEHHOM pexume, Heobxoaumo
npefBapuTeNbHO — 3amporpaMmMupoBaTh  (BbIMOMHATL — 3MUCCHIO)  C  MCMONb3OBAHWEM  KMiouen
6e30MacHOCTM,  YCTAHOBMEHHbIX  OpraHu3aLMen-sMUTEHTOM,  3anucaB  CHOPMMPOBAHHbINA

naeHTMdMKaTOp B 3alLMILEHHYI0 06nacTb MamsTM MO MPUHATLIM B cuUcTeMe npasunam. bonee
noapo6HO NPOLIECC SMUCCIN PACCMOTPEH B OMMCAHUM UCMONb3YEMbIX MPOrpaMMHbIx npopykTtos CKY[.

10 KoHdmrypupoBanue cuutbiBaTens

CunTbiBaTENb UMEET ABa TUMa MapameTpoB: ObLMe HacTpolku (HacTpolika WHTepdeiicos,
WHOMKauMW 1 ap.) v napameTpbl 6esonacHoctu (mpocmnm GesonacHocTi kapt Mifare - apyrve
HacTpoiikn cunTbiBaTENs BhMAIOWME Ha BesonacHocTb cucTeMmbl). CMeHa HacTpoek BO3MOXHa
HECKONMbKAMM  CrIocobamn  KOH(UrypUpOBaHWUS, MpU  HACTPOVKe CHUTBIBATENsS PeKOMeHAyeTcs
OTKMoYaTh Hencnonb3ayemble.

OnucaHve BCeX HAaCTPOEK CUUTbIBATENs MpeACTaBMEHO B PYKOBOACTBE MOMb3oBaTens
MOBUNBHOTO MPUNOXKEHNS, NPEACTABNEHHONO Ha CailTe NPONU3BOAUTENS.

10.1 KoHd¢purypupoBaHue ¢ nomolybio BbIBOAOB

[ns BbibOpa anbTEPHATUBHbIX PEXMMOB PaboTbl CYMTHIBATENS U BbINOMHEHUS OYUCTKM
KOH(pUrypauuu HeobXoaumo [0 MOAAYM MUTaHUS COEAMHWUTL COOTBETCTBYIOLMM 06pa3oM Bce
HeobxofnMble NPOBOAA, YkasaHHble B Tabnuue 6, 3aTem BkMiounTb NuTanme. Mposod Secure (CUHNIL)
MoxeT ObITb MMBO OTKIIOYEH OT ApYruX Lenei, nbo coeanHéH ¢ nuuneir DATAO/TM nnbo coeanHéH ¢
nuumeit DATA1/TMG. 3aBeplueHne aKTUBaLWMM anbTepHaTUBHOTO pexuma BGyaeT conpoBoXaaTbest
3BYKOBbIM CUTHanoM W BKIIOYEHWEM MHAMKATOpa 3eMéHOT0 LBETa Ha Bpemst okomo 2 cekyHa. [o
BbINOSHEHNS MPUMEHEHUS HAaCTPOeK, OnMcaHHbIX B Tabnuue Tabnuua 6 ByaeT BbiMonHeHa o4McTka
BCEX OCTaNbHbIX KOH(UTYPALMOHHBIX NapaMeTPOB CYUTLIBATENS.

Mocre 3aBepLueHUs Mpolecca akTUBauuu pexuma paboTbl HEOOXOAUMO OTKIHYMTL MUTAHUE,
pa3beuHUTL NPOBOAA W MOAKMIOUUTL CYUTBIBATEND K KOHTPOMNEPY LWTaTHbIM 06pa3om.

3Hauenme agpeca YpoBeHb CUrHana Ha IMHUK TnHus (uBet DATAO/TM (3enéHbin) DATA1/TMG (Genbin)
DATAO/TM (3enéHbli) DATA1/TMG (6enbiit) npoBoaa)
1 (o ymonyaxuio) BbICOKMI (He NoaKNoYeHo) BbICOKMI (He NoaKNoYeHo) LED Green Wiegand-26* Wiegand-42
2 Huskuin (nogknioyeH k GND) Bbicokwii (He nofikmnioyeHo) (oparxesblit unn
3 BbICOKI (He NOAKMI0YEHO) Huskuit (nogknioyeH k GND) PO30BbIf)
4 Huakuit (nogkniode k GND) Huakuit (noakmioueH k GND) LED Red Mepenasatb MakcUManbHbIit lMepepnasatb kof B AanasoHe Wiegand B
(Kopu4HeBbIi [JvanasoH koaos B pexume TM* | pexume TM

)
Beep (xenThbii1) He nepepasatb Mraawwmi 6ant
ans kapt ¢ 7-mu n 10-n

6aittoBbiMu UID*

Mepenasatb GaiiTbl, Ha4MHas ¢
MnaLero, Ans kapT ¢ 7-mu u 10-Tn
GaittosbiMu UID

Secure (cuHuit) —
MOXeET BbITb HE
MOZKIIOYeH

BKIIOUMTb PEXUM 3aLUUTHI OT
ay6nukatos (ecnn Secure He
MOAKIIOYEH, TO aHTUKIOH
BbIKMOYMTCS)

OumncTuTL NapameTpbl 6e30nacHOCTH
pexuma SL1 kapt Mifare (ecnu Secure He
NOAKMIOYeH, TO napameTpbl ans SL1 He
U3MEHSITCS)

Mpumevanme.
3HaKkoM « * » OTMEYEHO 3Ha4eHIe HaCTPOEK MO YMOM4aHMIO.
Bce npoBoga 0bsi3aTenbHbI Ans COeAnHERs kpoMe Secure (CUHUIA).

10.2 KoHdpurypupoBaHue ¢ NOMOLLbI0 NPUNOXKEHNUS

MobunbHoe npunoxeHne AnS  KOHPUIYpUpoOBaHMS obecneunBaeT  HACTPOIAKY, OHMCTKY
KOHdUrypauymm, o6HOBNEHMe NPOLLMBOK CuMTbIBaTEnNel no uHTepdeitcy BLE (Bluetooth Low Energy).
PIN-kog no ymonuaHmio Ans nogkmioveHus k cuutbiBatento: 123456. Mpu HacTpoiike cuuTbiBaTENs
Heobxoaumo 0bsi3aTenbHo cMeHuTb PIN-kog no ymonuaHuio. [puroxeHne [OCTYNHO Ans
cmapTdoHoB Ha 6ase OC Android.

MonHoe onucaHne KOH(UrypUpoBaHWUS CYMTBIBATENS NPUBELEHO B PYKOBOACTBE MOMb30BATENs
MOBMIBHOTO NPUMOXEHNS, MPEACTABNEHHONO Ha CaiiTe NPOU3BOAUTENS.

10.3 KoHdmrypuposanue no ESDP

Mpu noakntoyeHnn cuutbisatens no ESDP B koHdurypauuonHom MO CKY[ JIKA pocTynHbl
(YHKUMW  LIGHTPanu3oBaHHOTO  OBHOBMEHMSI  MporpaMmHoro  obecneveHus  (MpowwBkv) ¢
LieHTPann30BaHHOI 3arpy3ku KoHdurypaumn v npodunei 6esonacHocty kapt Mifare.

10.4 KoHdpurypmpoBaHue ¢ NOMOLLbIO MacTep-KapThbl

Macrep-kapTa, ocHoBaHHas Ha Mifare Plus B pexume SL3, npegHasHayeHa Ans
KOHCDUIYpUPOBaHNS CUUTBIBATENS C MOMOLLBIO NapamMeTpoB, KOTOpble XPaHATCS B Heil, M Ans
aBTOpU3aLMM  AeiCTBAN  MOBUNbHOTO  mpunoxeHus. OTAenbHO MoxeT 6biTb  MPeAcTaBneHo
pa3spelLeHe Ha CMeHy 0bLYnX HacTpoeK 1 napameTpoB Ge3onacHoCTU.

lMpu npeabsiBneHUn Mactep-kapTbl (yoepxuBaHue eé B Mnone OKoMmo 2 C), CyuTbiBaTenb
BbINONMHSET €€ ayTeHTUDUKaLMIo. YCnelHylo NpoBepKy MacTep-kapTbl CHUTbIBATENb WHAMLMPYET
ANUTENbHBIM  3BYKOBBIM  CUTHANoM. [lapameTpbl ayTeHTU(UKALMM MPUMEHSIOTCS MPU  NEepBOM
NpefbABNEHNM MacTep-kapTbl K CYUTBIBATENIO C 3aBOACKMMI NapamMeTpamit 1 YAANSITCS NPy 04UCTKe
KOHdMrypaLum.

Mocne ycnewHoit ayTeHTUMKALMM W yOUpaHWS KapTbl U3 NOMs CYMTbIBATENs, 3amycTUTcs
aBTOPW30BaHHas CECcUs KOH(MrypupoBaHus, kotopas Anutcs 15 ¢. B 3TOT MOMEHT, B 3aBUCMMOCTI
OT pa3peLLeHmil B MacTep-kapTe, BO3MOXHO NOAKIMIOYEHIE C MOMOLLbI0 MOBUMBHOTO NPUIOKEHNS, U
NpUMeHeHNe napamMeTpoB M3 MacTep-kapTbl MYTEM MOBTOPHOTO €€ MpedbsBMEHNs K CYUTbIBATENIO
(ymnepxuBaHue e€ B nome okono 2 c). YcnewHoe NpUMEHEeHWe HacTpoek W3 MacTep-kapTbl win
NOAKIIOYEHNE C NOMOLLIbI MPUNOKEHNS MHANLIMPYETCS ANNUTENbHBIM 3BYKOBBIM CUTHANoM, NOCHe Yero
aBTOPU30BaHHAs Ceccus 3aBepLIAETCS .

[inst 04MCTKN KOHCUrypaLmmM C MOMOLLbIO MacTep-kapTbl Heobxoaumo B TeveHne 30 ¢ nocne
BKIIOYEHUS! NUTAHNS CYUTBIBATENS NPEAbSBUTL MAcTeP-kapTy W YAepxvBaTh e B TeyeHme 5 c.

Cnocob co3paHnst MacTep-kapTbl U 1CMOMNb3yemble NporpaMMHble MPoAYKTbI NPeACTaBneHbl Ha
caiiTe Npou3BOANTENS.

11 Mo6unbHbIit naeHTUdMKaTOP

[inst ucnonb3osaHns cmapTdoHoB Ha 6ase OC Android unm iOS B KkayecTBe MOBUMBHOMO
naeHTudMKaTopa  HeobxoauMMo  YCTaHOBUTb MPUMOXEHME, KOTOpoe obecrneunBaeT nepeaady
uaeHTdukaTopa nonb3osatens B cuuTbiBaTenb no uHTepdency BLE. [ns Android Bepcum
NPUNOXEHNS JONONHUTENbHO AocTyneH nHTepdeiic NFC.

Moppo6Has HdopmaLms o6 Ucnonb3oBaHM MOBUNBHOTO WAEHTUdMKATOPa NPeACcTaBneHa B
PYKOBOCTBE NMONb30BATENS MPUIOXEHNS Ha CailTe NPOM3BOANTENS.

12 XpaHeHue, TpaHCNOPTMPOBKA U YTUNU3aLMA

XpaHeHue cunTbIBaTENEN AOMKHO COOTBETCTBOBATL YcroBusM xpaHeHust 1 no FOCT 15150-69.

B romelLeHnn Ansi XpaHeHusi cuuTbiBaTeneid He AOMKHO GbiTb MapoB XUMMYECKU aKTMBHBIX
BELLECTB, BbI3bIBAIOLLMX KOPPO3MIO (KMCTIOTbI, LLENOYM, arpeccuBHble rasbl).

TpaHCMOpTMPOBKa YNakoBaHHbIX CYMTbIBATENE! MPOM3BOANUTCS B KPbITbIX TPAHCTIOPTHbIX
CpeacTBaXx C y4eTOM BE[OMCTBEHHbIX HOPMATUBHbIX [JOKYMEHTOB.

YCnoBus TPaHCMOPTUPOBKM CYMTbIBATENe AoMmKHbI cooTBeTcTBoBaTh OCT 15150-69.

YTunusauus wu3genns [OMKHA OCYLLECTBNATbCA MO MECTy SKCniyaTauuu W3jenus B
cootseTcTBUn ¢ TOCT 30167-2014 1 pervoHanbHbIMW HOPMATUBHBIMI JOKYMEHTaMu.

13  CBepeHus o cepTudmkaumum

CuntbiBatensb  JIKA-CK-22-55 cootBeTcTByeT TpeboBaHWsM TeXHUYECKUX —pEernameHToB
TamoxeHHoro cotosa TP TC 020/2011 n EBpaauiickoro akoHomuueckoro cotoza TP EASC 037/2016,
noATBEpKAAEMbIM fjeKknapaLeil CooTBETCTBIS.

14 CBupeTenbCTBO O NpMeMKe U YNaKoBbIBaHUM

CuutbiBatens JKO-CK-22-55, 3aBopckoii Homep W3rOTOBMEH,
NPUHSIT, NPU3HAH TOAHBIM ANsi 3KCNyaTaLyUyi U ynakoBaH cornacHo TpeGoBaHUsM, NpesycMOTPeHHbIM
B AENCTBYIOLLIEN TEXHNYECKON AOKYMEHTaLWN.

Mpeacrasutens OTK
Mn
noonuch pacwucpposka qucno, mecsy, 200
15 [ata npogaxu
Mponasel
Mn
noonuch pacwugposka qucno, mecsuy, 200
16 [apaHTumM usrotoBuTens
lMpeanpusTUe-N3roToBUTENb  rApaHTUPYeT — COOTBETCTBUE  CUMTbIBATENS  TPeBGOBaHWSM

TEXHUYECKOW AOKYMEHTaLMW npu cOBMioAeHN NpaBun TPAHCMOPTUPOBAHMSI, XPaHEHUs, MOHTaxa U
aKCnmyaTauum.

[apaHTUitHBI CPOK 3KCTMyaTaluu CYMTbIBATENs yCTaHaBnMBaeTcs 12 MecsUeB C MOMEHTa
npogaxu. Mpu OTCYTCTBMM B nacnopTe AaThl NPOAAXM MNW NeyaTi NpopaBLa, rapaHTUiHbIA CpOK
ncumcnsieTcst ¢ MomeHTa npuemki napenus OTK.

CunTbIBaTENMb, Y KOTOPOTO BO BPEMSI rapaHTUIAHOTO cpoka Mpu YCrnoBuM COBMIOAEHNS npaBun
aKCnryaTauum W MoHTaxa OyaeT oBHapyXeHo HECOOTBETCTBME 3asBNEHHBIM XapaKTepuUCTUKaM,
6€3B03Me3HO 3AMEHSIETCS UMK PEMOHTUPYETCS NPEANPUATUEM-UIFOTOBUTENEM.

CBefieHns 0 NpeanpuUATUN-U3roToBUTENE:
/3roToBneHo no 3akasy:

000 «llync+»

125124, Mocksa, 1-a yn. Amckoro Nons, a. 28
Ten:+7 (495) 637-63-17; +7 (495) 280-77-50
https://luis.ru/

M3rotosuTens:
000 «EC-npom»
443029, r. Camapa, yn. ConHeyHas, a. 53.



