EFS/IECTA

lmo3 KPOC v.2.4.8.183

PykoBOACTBO 0 3KCILIyaTAIIUA

Pen.1.3

Cankr-IlerepOypr
2019

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




OraasJjieHue

301 (<) 07 (T 3
1.  O6mme cBenenus o cepBepe LIm03 KPOC ... ... 4
1.1.  Hasnauenue cepBepa LImro3 KPOC ... 4
1.2.  OcnoBuble BO3MOXKHOCTH cepBepa LLImio3 KPOC ..o 4

2. CHUCTEMHBIC TPEOOBAHMS . ... uvveeureressteeessseessssesessseessssesssssesssssesssssesssssessnssssssssesssssessnseessnssessnsees 5
3. YcranoBka cepBepa LLITI03 KPOC ........ooiiiiiiiiiic e 6
3.1. VYcranoBka HInto3 KPOC st WINAOWS ......ooeeeeee ettt ee e e 6
3.1.1.  VYcranoska Oracle Java Runtime Environment (JRE) 8.......c.ccccovvviviiiieiiesennnn, 6
3.1.2. 3amycK HImr03 KPOC ... 6

3.2, YcraHoBKA 03 KPOC I LINUX ....eviriiiiieee ettt e e e e seee e e e e e s e nneenenes 10
3.2.1. YcranoBka Oracle Java Runtime Environment (JRE) 8.......ccccooviiiiiiiiiiiiniiiee, 10
3.2.2. 3anmyck Lm03 KPOC ... 12

4, ABTOPHUBAITHS B CHCTEME. . cuuvveesreeesssressntsssssesssssssssessssssesssesssssesssssesssssesssssessnssessnssessnssessnes 16
O.  TIOJKITIOUCHME TIPHOOPOB ...evierieririasreesireereessseaseessseasmeessneasneessneesmeesnreesnesanneenneeanneennesennee e 17
6.  HAaCTPOMKA TPAHCIISIIHH ...e.vvvieisveeessiiesssieesssteesssteessssesssssesssssesssssesssssessssesssssesssssessnssessssseennes 18
7. HacTpoiiKa TaOIHUIIBI TIEPEKOMPOBKH ......uveerrisreseesressresseesseassesseesseassesseesseassesssesseessessessens 19
(ST & B 1o § o0 7020 I 11027 (010 ) o PP PRPPR 21
8.1.  HacTpoiika HHOOPMAIIHH O TIPHOOPE ....cuvvervirriieeniinieestieiesieesseese e sneesesseesneesnesnne e 21
8.2.  KOHMUTYPHUPOBAHUE TIPHOOPA ....eeuvveenreeireesieesieeaieesieeaseesieeaseessneaseesseeesneesnnesseesnneenns 21

9.  Oo6noBaeHne cepBepa LLIMI03 KPOC ........coooiiiiiiiiiicece e 23
10. Cuctema BCIUTBIBAIOIIMX YBEIOMIICHIM .. .veevviiieieiiesiriesteesssiesieesnseessesssneesseesneesseesseesneesnns 24
11. Us3menenue pexxuMoB pab0Thl Lmt03 KPOC ... 26
“Inro3 KPOC v2.4.8.183”. PykoBOJCTBO IO KCILIyaTal[iH 2

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




BBenenue

Hactosmiee pykoBOACTBO TMpelHAa3HAYEHO [UIsi O3HAKOMIIEHHS C CHUCTEMHBIMU
TpeOOBAaHUSIMHU, TOPSIKOM YCTaHOBKH, HACTPOHKAMH, OCOOCHHOCTSMH SKCIUTyaTallud |
obnosnenus cepsepa lmo3 KPOC.
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1. O6mme cBenenusn o cepsepe Llao3 KPOC
1.1.Haznauenue cepsepa o3 KPOC

[Iporpammuoe  oOecmeuenune  Ilmo3 KPOC  mpencraBiser  coboi  cepsep,
npeHa3HAYCHHBIH IS PHeMa BXOJIHOTO TIOTOKa cooOieHnid B popmare mpoTtokonos [1K4
u I[1K5 mo TCP wimu UDP mpotokony, mpeobpazoBanusi ero B motok B ¢opmare Surgard u
nepeaayn 1o nporokoiny TCP Ha BHEIIHUI TPHEMHUK.

1.2. OcHoBHbIe Bo3MO:kHOCTH cepBepa Lm0z KPOC

e TpaHcisius cooOeHU
e OrobOpakeHHE U HACTPOMKa HH(OPMAIUHU IO Mpudopam
OTtobOpaxkeHue JEHTHI COOOIIEHUN TPHUOOPOB

e VYnaneHHOe KOH(pUTYypUpOBaHUE TPUOOPOB
e PepakTupoBanue TaOIUIBI IEPEKOIUPOBKH
e CoxpaHeHue ouepean COOOIICHUI
e (Coxpanenue HHPOPMALIUH 110 TIPHOOpaM
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2. CucremHble TpeOGOBaHUSA

st pa6otsl I10 o3 KPOC HeobxommuMm:

e KomnbroTep, NOAKIOUEHHBIN K ceTu Internet

e OmnepanuonHas cucrema Linux x64 wim MS Windows x64
e Munumym 2 I'b onepaTtuBHOI namMsaTu

e Munumym 32 I'b 11cKoBOro mpocTpaHcTBa

Ha xommnbrotepe nomkHa ObITh ycraHoBiena Java(TM) SE Runtime Environment

BEpCUH 8.
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3. ¥YcranoBka cepBepa I3z KPOC
3.1.¥Ycranoska a3 KPOC aas Windows

3.1.1. YcranoBka Oracle Java Runtime Environment (JRE) 8

[TpoBeprre Hamuume Java(TM) SE Runtime Environment Bepcuu 8, BBHINOIHUB B
KOMAaH/THOM CTPOKE KOMaHAY:

java -version

Ecmu xomana nokaxer Hanuuue y Bac Java(TM) SE Runtime Environment 1.8.0_201 u
BBIIIIE, TO MOKHO cpa3y nepeltu k ycraHoBke [1lnro3 KPOC (1.3.1.2):

mixed mode)

Pucynoxk 1: Ilpoepka nanmuuns Java 1.8

Ecmun xomanma mokaxker orcyrctBue Java(TM) SE Runtime Environment 1.8.0 201 u
BBIIIIE, TO HEOOXOAUMO:

CxkaumnBaeM u ycranaBiuBaeM Oracle Java 8 ¢ mapamerpamu 1o yMOJTYaHHUIO.

http://jupiter8.ru/java/jre-8u20l-windows-x64.exe

[Tocne ycranoBku Ha Windows mepesarpysute kommbioTep. [IpoBepsTe Bepcuio java,
BBITIOJIHMB B KOMaH/THOM CTPOKE KOMaH/Y:

java -version

HomxkHa O61Th ycTanosiena Java(TM) SE Runtime Environment Bepcuun 8 (1.8.0 201,
rne 8 - Bepcusi, 201 - HOMep OOHOBIEHHMS, 3HAUYEHHS KOTOPOTO MOTYT HM3MEHSTHCS B
3aBHCUMOCTH OT BEpPCUU OOHOBJICHHUS):

a -version

1"

201-be9)
, mixed mode)

Pucynoxk 2: Ilpoepka nanuuus Java 1.8

3.1.2. 3anyck lao3 KPOC

I[IO Mmooz KPOC mocraBnsiercs B Bujae HabOopa (¢ailioB, coaepiKamero Bce
HEOOXOIUMBIC CpPEJCTBA MJIsi YCTaHOBKM, 3allyCKa B KaueCTBE CepBepa, YIPABICHUS U
HaCTPOUKHU.

Daiiner.

1. kros-gate.jar - ocHOBHOE TPUIIOKEHUE
2. prunsrv.exe- ciyxe0OHoe npuioxeHue st yctaHoBkH U 3amycka [10 nox MS Windows
3. service-install.cmd - nporpamma ycranoBku 10 mox MS Windows
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http://jupiter8.ru/java/jre-8u201-windows-x64.exe

4. service-uninstall.cmd - mporpamma ynanenus I1O u3 cucremsr MS Windows

5. file.key - ¢aiin wioya nUIEH3UH, TEHEPUPYEMBIH WHAWBUAYATBHO JUISI KaXKIOTO
cratuueckoro IP aznpeca, Ha koropom Oyner pabortath cepBep. MokeT ObITh MOIy4EH
HO3XKeE.

6. version.txt - TexcToBbI# (aiia comepkamuii Homep Bepcuu 110

7. whatsnew.txt - TekcToBbli (aiim comepKaliuid  CBEICHHS 00 W3MCHCHHSX B
nocraisieMoi Bepcuu 110

Tlanku:

1. conf- crioga Oyayr momerneHbl (aiiibpl KOHGUTypanuu. M3HavanbHO Mamnka COACPKUT
¢aiin keystore.jks npeanasHadeHHbIi 111 oAnepkku SSL mpoTokona.
2. lib - (Moxet orcyrcTBOBATH) (haitisl OMOIHOTEK, HEOOXOAUMBIX It paboTsl [TO

3. logs - croga Oyayr momemaThesi OTJIal0uHbIe MPOTOKOJBI B mpoiiecce padotel [10 mox
MS Windows.

e YCTaHOBKA

Ecnu quctpuOytus 110 nomydeH B Buje zip apxuBa - HEOOX0AUMO €ro NpeABapUTEIbHO
pacrnakoBaTh B JIFOOYIO MOAXOSAIIYIO NanKy, HanpuMmep, Mou JloKkyMeHTBHI.

OTKpoiTe MPOBOJHWK M BBIOCPHTE MANKy, KyAa ObLI pAacIakOBaH apXWB, HaWIuTe
daiin service-install.cmd (Cuenapuit Windows), Ha)KMHUTE Ha HEM HPaBYIO KHOIKY MBIIIIH,
BBIOEpUTE 3allyCK OT MMEHHU aJIMHHUCTpaTopa. Byner 3amynieHo OKHO KOMaHHOW CTPOKHU B
KOTOpPOM OyJeT 0TOOpakeH X0/ yCTaHOBKH.

CKpI/IHT OCYHICCTBJIACT CICAYIONINC JIEUCTBUS:

1. Komupyet HeoOX0auMbIi HaOOp (ailIoB B OCHOBHYIO ITPOrPaMMHYIO Tarnky ...\Program
Files\kros-gate
2. Cosnaer aiin ynpasienus cepsucoM ...\Windows\system32\kros-gate.cmd

s nanbHelen HacTpoiiku u ynpasienus 1oz KPOC HeoOxoauMo 3amycTUTh OKHO
KOMAaH/THOM CTPOKH B peKHMe aJIMHUHHUCTPATOPA.
e Perucrpauus

s momydenust ooHoBienuit o3 KPOC HeoOxoauMo 3aperucTpupoBaTh Ha cepBepe
JUIEH3UPOBaHUsA. DTO JeJaeTcs B aBTOMAaTUYECKOM pexume mnpu nepBoM 3amycke [1O u
TpebyeT Bbixoaa B uHTepHeT no HTTP (mopr TCP 80). OcymectBisiercs coeAMHEHUE Ha
€IMHCTBEHHBIN ajapec jupiter8.ru.

Ecnu Bbl He mosiyyanu JMIEH3HMOHHBIM KIIIOY, TO B Ipoliecce peructpanuu Bel B
ABTOMATHYECKOM PEXHUME MOIyUuTe JHIEeH3UIo i Bamrero BHemHero [P agpeca ¢ moiaHbM
(YHKLMOHAJIOM M OTpaHMYEHHEM Ha KonudecTBO nproopos (10 2000 mpubopos).

Ecnu y Bac ectb nunieH3MOHHBIA KITFO4 i Bamiero I[P aapeca uinv JOMEHHOTO MMEHH
(TekcTOBBIN (aiin ¢ pacimperueM .Key), To mepen perucrpamnueii HeoOX0IUMO TOMECTUTh
ero B nanky ycraHoBku [10 (B Hamem ciiydae ...\Program Files\kros-gate).

e 3amyck

BbinonHuTe komaHay:

kros-gate start

Cniyxx6a 6yaeT 3anyLieHa. [ns NpoBepKU COCTOSIHWS cepBepa 3anycTuTe KomaHay:
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kros-gate status

Ha akpaH 6ygeT BbiBegeHa crneaytowias nHopmMaums:

KrosGate, Version 2.4.3.129

Copyright (C) 2018-2619, ELESTA LLC, Saint-Petersburg, Russia. All rights reserved!
Compiled at 2019-64-30 11:31:48

C:\Program Files\kros-gate\conf/kros-gate.db

CoeflMHEHHE C CEpBEpOM...

CoCcToAHMe cepeepa Ha B67.85.2819 12:21:55

JMUEeH3HA:

[aTa Ebifa4qM NHULEHIMM:
[laTa aKTHBAaLMK:

[laTa OKOH4aHMA:

Tapudg:

QrpaHu4eHue cpoka:
flonycTumoe K-Bo npubopoe:

Bcero npubopoe:
W2 HUX Ha CBAZM:
BxogAwanA o4epefis:

BecnnaTHaA NMUEHIMA
67.85.26819 12:21:53
61.61.1976 B63:00:00
Bez orpaHu4eHui
BecnnaTHui wiws

Bez orpaHuM4eHuid
2660

e
e
@ nakeTtoe

WcxogAwan odvepenk: € nakeToe
Bcero npuemuukoe: 1

fApakdeep npuemHuk: UdpPK4Jupiter, Kawan: PK4, Npotokon: UDP, MopTei: 18688, Onucawnue: [paiisep NNKON/YOO
Bcero TpaHcnAuuA: 1

TpaHcnATop: TestBroadcast, [pakeep nepepatyuk: TcpSurgard, AxTueeH: true, Pasmep o4epenu: @ nakeTtoe, locnegHuid n

akeT: ©7.085.2019 12:21:54

ANA NPOAONMEHWA HaXMUTe NHbyl Knasuwy .

Pucynok 3: IlpoBepka cocrosiaus cepsepa Llno3 KPOC

B nannoit uHpopmanmum Hac OOJbIIE BCErO0 WHTEPECYIOT IMOPThI NPHUEMHUKOB, Ha
KOTOpbIe HacTpauBaloTCs NMpUOOpbL. 31ech BuAHO, uto s UDP npuemnHuka npaiiBepon
[MIKOII/'YOO ycranosnen nopt 10000. Ckopee Bcero, BOZHMKHET HEOOXOAMMOCTb €ro
HOMEHSTh.
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o \WEB-untepdeiic

[ns Bxoga B web-nHTepdenc Heobxoanmo B 6paysepe oTkpbiTe WEB-cTpaHuuy no agpecy
cepeepa LUnto3 KPOC, ykasas nopt 9500.

Hanpumep:

http://localhost:9500

nm
http://192.168.1.13:9500
192.168.1.13 - IP xoMmmOboTEpa, Ha KOTOPOM ycTaHOBJieH I3 KPOC.

lMosiBUTCA OKHO aBTOpU3aLMn (CM. NYHKT 4 AaHHOro pykoBoacTea). [Mocne ycneLwHonm
aBTOpU3aLunKn oTkpoeTcs cTpaHuua ¢ WEB-uHTepdelicom LUnto3 KPOC:

Wnto3 KPOC H|’
Nowes: Bearonpubopom: 0 Worogauan ouepeas: 0 Brogsuian ouepeas: 0
o0 IMEI MH ™R KAHAN OMUCAHME BEPCUA  BAMAHC

Mpubopos HeT

Bxoaswmii nopr: 10000 Tpawcasums:  IP: localhost Mopr: 30000 | Msserens

Pucynok 4: WEB-unTepdeiic lllno3 KPOC
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http://localhost:9500/
http://192.168.1.13:9500/

3.2. Yeranoska o3z KPOC nas Linux

3.2.1. YcranoBka Oracle Java Runtime Environment (JRE) 8

[IpoBeppTe Hammuume Java(TM) SE Runtime Environment Bepcuu 8, BBIIIOJIHHB B
TePMHUHAJIC KOMaH]TY:

java -version

Ecmun xomanma mokaxer Hammuue y Bac Java(TM) SE Runtime Environment
1.8.0 191 u BbIlIE, TO MOXKHO cpa3zy nepeitu k ycranoBke [mo3 KPOC.

root@debian:/home/alex# java -version

java version "1.8.0 191"

Java(TM) SE Runtime Environment (build 1.8.0 191-bl2)
Java HotSpot(TM) Server VM (build 25.191-bl2, mixed mode)

Pucynoxk 5: Ilposepka nanuuns Java 1.8

Ecim xomannma Bwimact J000M JIpyrol pe3yiabTar, OTIWYHBIA OT puc.5, TO
HE00X0aUMO:

ABTOpPH30BaThCS B TEPMHUHAJIE [1O]] TI0Ib30BATENIEM TOOL:

su root
BBOJIM I1apOJIb

VY nanute Open Java:
apt-get purge openjdk-\* icedtea-\* icedtea6-\*

VY nanute nanky ¢ octaBmumucs (aitinamu java:
rm -rf /usr/lib/jvm

[IepeiiTu B manky:
cd /usr/local

Ckayathb ¢ NepEeMMEHOBAHUEM

x64

wget
http://javadl.oracle.com/webapps/download/AutoDL?Bundleld=235717 2787e4a523244c26959
8db4e85c51e0c¢ -0 jre-linux.tar.gz

“Imro3 KPOC v2.4.8.183”. PykoBOACTBO MO KCILTyaTaIluu 10

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru



http://jupiter8.ru/wiki/index.php/%D0%A4%D0%B0%D0%B9%D0%BB:Javaversionlinux221018.png
http://javadl.oracle.com/webapps/download/AutoDL?BundleId=235717_2787e4a523244c269598db4e85c51e0c
http://javadl.oracle.com/webapps/download/AutoDL?BundleId=235717_2787e4a523244c269598db4e85c51e0c

X32

wget
http://javadl.oracle.com/webapps/download/AutoDL?Bundleld=235715 2787e4a523244c26959
8db4e85c51e0c -O jre-linux.tar.gz

PacnakoBaTh moJiy4eHHbIN tar.gz-apXuBs:
tar xvfz jre-linux.tar.gz
Coznarp nanky s Java:
mkdir /usr/lib/jvm
[TepemecTuTh Tyna paHee pacliaKkOBAHHBIN apXHB Java ¢ IepeuMEHOBAHUEM:
mv jrel.* /usr/lib/jvm/jre
VY 1aauTh CKayaHHBINM apXHB java:
rm -f jre-linux.tar.gz
VY 1aauTh Bee aabTepHATHBEI java:
update-alternatives --remove-all java
[Tponucars KOMaHIy java:
update-alternatives --install /usr/bin/java java /usr/lib/jvm/jre/bin/java 1
[IpoBepuTh BepcHto java, BHIMOIHUB KOMAaHTY:
java -version

Jlomxna Ob1Th ycranoBiena Java(TM) SE Runtime Environment Bepcuu 8 (1.8.0_191,
rae 8 - Bepcus, 191 - Homep OOHOBIEHHS, 3HAYEHHUS] KOTOPOIO MOTYT H3MEHSTHCS B
3aBHCHUMOCTH OT BEpCHH OOHOBIICHUS):

root@debian:/home/alex# java -version

java version "1.8.0 191"

Java(TM) SE Runtime Environment (build 1.8.0 191-bl2)
Java HotSpot(TM) Server VM (build 25.191-bl2, mixed mode)

Pucynoxk 6: IIpoepka nanuuus Java 1.8
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http://javadl.oracle.com/webapps/download/AutoDL?BundleId=235715_2787e4a523244c269598db4e85c51e0c
http://javadl.oracle.com/webapps/download/AutoDL?BundleId=235715_2787e4a523244c269598db4e85c51e0c
http://jupiter8.ru/wiki/index.php/%D0%A4%D0%B0%D0%B9%D0%BB:Javaversionlinux221018.png

3.2.2. 3anyck lmo3 KPOC

e YCTaHOBKa

IO Mmooz KPOC mnocraBnsercs B Buiae HaOopa (ailyioB, copepikaiiero Bce
HEOOXO/JMMBIC CpEJICTBA JIIsi YCTAHOBKH, 3allyCKa B KauecTBE CepBepa, YIpPaBICHHUS W
HaCTPOUKHU.

daitibr:

kros-gate.jar - ocHOBHOE MPHIIOKEHHE

kros-gate.sh - ciysxeOHOe TpUITOKEHUE [T YCTaHOBKH U 3amycka [10 moj Linux
service-install.sh - mporpamma ycranosku 10 moa Linux

service-uninstall.sh - mporpamma ynanenus I10 u3 cuctems Linux

file.key - ¢aiin kimroua NHMIEH3UHM, TCHEPUPYEMbIH HWHIMBHUIYAJIBHO JUIL KaKIOTO
cratuueckoro IP ampeca, Ha KOTOpoM OymeT paboTath cepBep. MOKET OBITH MOJNyYECH
IO3XKe.

6. version.txt - TekcToBbI# (aiia comepkamuii Homep Bepcuu 110
7. whatsnew.txt - TekcToBbli (ail1  comepKaliMii  CBEICHHS 00 W3MCHCHHSAX B
nocraisieMoit Bepcuu 110

akrowdE

Tlanku:

1. conf- cioga Oyayr momerneHbl ¢aiiapl KoHGUrypanuu. V3HayaibHO Manka COICPIKUT
¢aiin keystore.jks mpeanasnadeHHbIi 111 oAnepkku SSL mpoTokoa.

2. lib - (Moxer orcyrcTBOBaATH) (haiiasl OMOINOTEK, HEOOXOMUMBIX It paboTel [TO

3. Ivar/log/kros-. ITpu pabote moa Linux mpoTOKOJIBI PACHoIaraloTcs B JaHHOM Marke.

Jlns yeranoBku nox Linux HeoOxoquMo 001aats root npaBamu, JIMOO COCTOSATH B
rpynne sudo (sudoers).
ABTOpH3yHTECH B TEPMUHAJIE TIO]] I10JIb30BATENIEM ro0t:

Su root
BBOJIMM I1apOJIb

Ecmu quetpubytus 10 nomyueH B BUje zip apxuBa - €ro He00X0AUMO paciiakoBaTh B
Jr00YI0 TIOAXOISIYIO TTANKY, HarpuMep, B manky /usr/local/:

unzip .../.../kros-gate.zip /usr/local/

IlepeiinuTe B manky ¢ pacrnakoanHbiM [1lmro3 KPOC:
cd /usr/local/kros-gate

Jaiite ckpuntam service-install.sh u service-uninstall.sh paspemenne Ha 3amyck:
chmod +x service*.sh

3anmycTUTe YCTAHOBOYHBIN CKPHIIT:
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Jservice-install.sh

CKpUNT OCYILIECTBIISIET CICAYIONINE ICUCTBUS:

1. Komupyet HeoOxoauMsbIii Habop ¢aitnos B pabouyro manky /opt/kros-gate
Cosnaer nanky /var/log/kros-gate u nacrpauBaet [10 s 3anucu GaiioB mpoTOKOJIOB
3. Cospnaer ¢aiin ynpasnenus cepsucom /etc/init.d/kros-gate

N

e Perucrpauus

s nonyuenust oonoBinenuit 1lmo3 KPOC HeoOxoaumo 3aperucTpupoBaTh Ha cepBepe
JULEH3UPOBAHMS. DTO JENAETCs B aBTOMATHYECKOM pexuMe Ipu mnepBoM 3amycke [10 u
Tpedyer Bbixoga B uHTepHeT mo HTTP (mopt TCP 80). OcymecTBisieTcsi COSTMHEHHE Ha
€MHCTBEHHBIN azipec jupiter8.ru.

Ecimu Bbl He mosyyaid JMICH3WOHHBIA KIHOY, TO B TpOIlECCE perucrpanuu Bel B
ABTOMATHYECKOM PEXHMME TOTYIUTe JUIeH3MUIo Ui Bamero BaenmHero [P agpeca ¢ momHbIM
(YHKIIMOHAJIOM M OTPaHHYCHHEM Ha KoJInuecTBO prbopoB (110 2000 mpudopoB).

Ecnu y Bac ectp nmueH3MoHHBIA K04 Juis Bamero IP agpeca miam JOMEHHOTO MMEHH
(TekcTOBBIN (ails ¢ pacumpeHueM .Key), To mepen perucrpanueii He00X0IUMO TOMECTUTD
ero B manky ycranoBku [10 (B Hamrem cityuae /0pt/kros-gate).

“Imro3 KPOC v2.4.8.183”. PykoBOACTBO MO KCILTyaTaIluu 13

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




/4
\

N
V

e 3amyck

Breimonnure KOMaHIy

sudo /etc/init.d/kros-gate start

Cepgep Oyner 3amyiieH. [[j1s mpoBepKH COCTOSHUS CEpBepa 3alyCTUTE KOMaHIY

sudo /etc/init.d/kros-gate status

Ha skpan Oyner BbIBeieHa cienyromas HHPOpMalus:

CoefIMHEHME C CEpEepoM. ..

CocToAHMe cepeepa Ha 15.84.2019 14:33:34

JvueHzuA:

faTa EbAaY4M NHMLEHIMK:
JlaTa aKTHEaLMM:

JlaTa OKOH4aHMA:

Tapud:

OrpaHM<eHMe CpoKa:
JonycTumoe k-0 npubopoe:

Bcero npubopoBe:

W2 HuX Ha ceAzM:
BxogAwana oqepefb:
McxopAwan oYepelns:

BEcero nNpMeMHMKOE:

BecnnaTHaA NMUEHIMA
15.64.2019 14:32:21
©1.61.1976 63:060:00
Eez orpaHu4eHHi
BecnnaTHbiA w3

Eez orpaHu4eHHi
2660

e
e
8 naketoe
8 naketoe

1

Apadeep npuvemHuk: UdpPK4Jupiter, Kawan: PK4, MNpotokon: UDP, MopTw: 188086, OnucaHue: [paideep MNNKOMN/Y0O
Bcero TpaHcnAuuA: 1

TpavcnATop: TestBroadcast, [pakeep nepepatquk: TcpSurgard, AxkTHEeH: true, Pa3mep odepefW: B nakeToe, locnefHud n
aket: 15.04.2019 14:33:33

[NA NpoSONXeHWA HaxMuTe Nyl Knasuwy . . .

Pucynok 7: IlpoBepka cocrostnus cepepa Llno3 KPOC

B nanHoit mHpopmanuu Hac Ooybllle BCET0 HWHTEPECYIOT MOPTHI MPUEMHHUKOB, Ha
KOTOpBIE HacTpauBaroTcs npuOopsl. 3znech BuAHO, yto aiusg UDP mpuemHuka papaiiBepos
[MIIKOII/YOO ycranosnen mopt 10000. Ckopee Bcero, BOZHMKHET HEOOXOAUMOCTH €ro

SEC.RU

IIOMCHSATB.
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o \WEB-untepdeiic

Jnst Bxoa B web-unTtepderic Heodxoaumo B 06oMm Opaysepe oTkpeiTh WEB-cTpanuiy
o aapecy cepsepa o3 KPOC, ykazas mopt 9500.
Harpumep:

http://localhost:9500

WU
http://192.168.1.13:9500
192.168.1.13 - IP kxowMIbiTEepa, Ha KOTOPOM ycTaHOBJieH Illio3 KPOC.

MosBUTCS OKHO aBTOpU3aLMKM (CM. MYHKT 4 AaHHOIO pykoBoACTBa). [locne ycnewHon
aBTOpU3aunn oTkpoeTcs ctpaHuua ¢ WEB-uHTepdericom LUnto3 KPOC:

LLinto3 KPOC H}a

e B —

. . na IMEI WH ™R KAHAN ONUCAHUE BEPCMA BANAHC

Mpubopos HeT

Bxoaswwii nopr: 10000 Tpawcnsums:  IP: localhost Mopr: 30000 | MsMekkme

Pucynok 8: WEB-untepdetic 1103 KPOC
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http://localhost:9500/
http://192.168.1.13:9500/

4. ABTOopHM3anMs B cHCTEMe

[Tpu monwiTke moakmountbest K WEB-unTepdeiicy Bam Heobxoaumo mpoiTu mporece
ABTOPHU3AIIHH:

Bxog

http://localhost:0500
A Vma nonssosartenn

Maponk

GTI"‘IEHa

Pucynok 9: ®opma aBropuzanuu 11lmo3 KPOC

Wmst os1p30BaTeNst mo-yMordanuto — admin
[Taposs mo-ymomuanuto — admin

CMeHa mapois wid J00aBIIGHHE HOBOTO TIOJB30BATENII IMPOUCXOMUT B  (paiine
realm.properties:
[Tpumep 3amucu B (aiine:

admin: admin,user

Hazpanue nmapameTpoB 1o NOPSAKY:
Nwmst monp30Batens: mapoiib, TUII TTOJIb30BATENS
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5. Ilogkarwyenue npudopoB

[Mpenmonoxum BHemHui [P anpec namero cepsepa 123.456.7.8, moptr UDP 10000 (mopt
no ymosruanuto npu ycranoske [Imo3 KPOC) noctynen u3BHE U cepBep TOTOB IPUHUMATH
COEIMHEHUS OT MPHUOOPOB.

C mnomomipl0 KOH(UrypaTtopa yCTaHABIMBaeM B MPUOOpE MapaMeTpbl COCIMHEHHS
(anpec 123.456.7.8, mopt 10000), 3anmomunaem ero uaeHtudukarop ID6 (mampumep 2222-
2222-2222)

Brirouaem mpubop, MoKuaeMcs HA HEM WHAMKAIUM TOATBEPIKICHUS COCAMHCHHS.
[Tocne ycnemnoro coenuuenuss B WEB-untepdeiice 1llno3 KPOC mpubop mosBuTCS B
criucke (cM. myHKT 1 puc.10).

Ecnu HeoOX011MMO M3MEHHUTH TIOPT, Ha KOTOPBIH JTOJDKHBI COSUHATHCS PHOOpPHI, To Bam
noTpedyercs:

1. Haxarp kHONKY “VI3MEHUTH” B IPaBOM HUKHEM YIITy SKpaHa
2. YcTaHOBUTH HEOOXOAMMBIN TIOPT B mojie "Bxomsuii mopt" (cM. myHKT 2 puc.10)

3. Haxars xknonky "ITpumenuts" (cMm. myHKT 3 puc.10)
Loz KPOC H1>
Nowex: Bere npusopos: Vexopsun ouspens: 0 Bxopmuan ouspeas: 0

@ ME WH ™R KAHAN ONWCAHKE BEPCMA BANAHC
o-:;;-'::::’zzé 37529996..  J24d3 Ethernet o8 Sim1:0
5iM2

1

Pucynok 10: I[Moakmrouenue mpudopa B [0z KPOC
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6. Hacrtpoiika TpaHcasiuuu

[Ipenmnonoxum, B cUcTeME CYLIECTBYET CEPBEP CTOPOHHEIrO MPOU3BOIUTENS, KOTOPBIN
npuHUMaeT JaHHble B (opmare Surgard mo mpotokony TCP, pacmonoxeHHBIH MO aapecy
nokasibHOM ceTn 192.168.1.88 u umeromumii oTkpeiThiid mopt 30000.

Jy1st HAaCTPOMKH TPAHCISAUUA HEOOXOAUMO:

1. 3aiitu B WEB-unTepdeiic [lmo3 KPOC.

2. B momax IP u Ilopr ycraHoBUTH agpec W MOPT cepBepa, Ha KOTOPBIA Oyner
POM3BOUTHCS TpaHCsnus (cM. myHKT 1 u 2 puc.11)

3. Haxxatp kaonky "[Ipumenuts" (cM. nmyHKT 3 puc.11)

[Tocne 3TOoro MokHO MPOBEPATH MPUEM COOBITHI Ha MPUHUMAIOIIEH CTOPOHE.

M 5
Wnro3 KPOC U :
Nawee: Beerompusopor: | Wexogmun ouspeau: 0 Brogmuan oucpegu: 0
. . wa IMEI WH Téan KAHAN OMNWCAHWE BEPCMA BANAHC
. 4

s |

Pucynok 11: Hactpoiika tpancnauuu B Ilnro3 KPOC

“Imro3 KPOC v2.4.8.183”. PykoBOACTBO MO KCILTyaTaIluu 18
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7. Hactpoiika Ta0u1bI IepeKOAUPOBKH

B cucreme cymectByer Tabnuua npeodpazoanus cooOuienuii. OHa BKIIIOYAET ONHMCAaHUE
Bcex oOpabarbiBaeMbIx 110 coobuienuii n UMeeT ciaenyromui popmar:

Tabavua nepekoApPOBKM

Mowck: BeeawTe TEKCT ANA NOWCKA Beero: 179
Wexogreiin kog Koa HazHaueHwA Onucanne Bnokupoeka -
20000 RO HeonpeneneHo I:I =
o o
20130 R130 Boccranoenenue LUC I:I
20131 R131 BoccraHoeRneHue I:I

HewncnpaeHocTs (B2R0M)
20118 CpaboTka noxapHoro gatuvka (nepeonpoc) —

-
el =gal= Mo sninsman incraooe (L 1CEY {1
m 3aKpblTb

Pucynok 12: Tabauua nepexoaupoBku B I1lmo3 KPOC

st mommdukarmu poctynHel monis “‘Kon wHasHadenus” w “bnokmpoBka”. Takum
00pa3oM, uMeeTcsi BOZMOKHOCTh 3a0JIOKMPOBATh HEHY)KHBIE COOOIICHUS U MepeHa3HAuYUTh
ISt cooOteHus pesyiabTupyromuii Surgard xox. [Ipumenenne BHeceHHBIX BaMu n3MeHeHmi
MPOUCXOAUT 1O KHOTIKE “V3MEeHUTH .

3a0I0KMPOBAaHHBIE B CHUCTEME COOOIICHHUS MCYE3aI0T M3 JICHTHI COOBITUM, BBIJCISIFOTCS
HEaKTUBHBIM CEpBIM I[BETOM B TabNuIle MEepeKoAUpPOBKU U ux “Kon HazHaueHUs HE MOXKET
OBITH OTPETAKTUPOBAH:

“Imro3 KPOC v2.4.8.183”. PykoBOACTBO MO KCILTyaTaIluu 19
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Tabavua nepekoanpoBKM

Mowck: BeeguTe TEKCT ANA NOMCKA Bcero: 179

WexogHeiin kog Kog HazHaueHunA OnwucaHne Bnokvpoeka

RO

E123
R130
R131

E141

plat=Yal= [EETPPEITERTPESTE .. NP ol L =4 )

Pucynox 13: IIpumep 3a010KHpOBaHHBIX COOOIIEHHH B Tabmwiie nepekoanposku o3
KPOC
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8. Hacrtpoiika npudopa

8.1. Hacrpoiika ungopmauuu o npudope

ITocne Toro, kak mpubop OBLT MOJKIIOYEH M OOHApyXeH cucrteMoil, y Bac mmeercs
BO3MOYKHOCTh HACTPOUTH HH(pOpMaLHio 0 mpudope. C IMOMOIIbI0 ABOHHOTO KIIUKA IO CTPOKE
nprudopa MOKHO TOMACTh B MCHIO PEAaKTUPOBAHUSL:

W03 KPOC N
H]
Mowex: Beero nprbopos: Mexogawnan ouepegs: | Brogawsn ouspegs: 0 ﬂ eHTa CDGbITWﬁ
- [omracone | S — oo [ T |

Pucynok 14: Mento penaktupoBanus nHpopmaiuu o npudope B oz KPOC

CrpaBa Ha 3KpaHe OTOOpa3UTCs JeHTa coObiTui — mocienaue 1000 cooOmeHuit s
nanHoro mpubopa. B meHio mmeercs Bo3mokHocTh u3MmeHuTh IMEIl, MH u onmcanume
npubopa B cucreme. OOparuTe BHMMaHHE Ha TO, YTO CHUCTEMa, B KOTOpPYyIO Oyner
IPOM3BOIUTHCS TPAHCIALMS COOOLIeHNH, OyIeT paciio3HaBaTh Npuoopsl no napamerpy MH.
[Tapamerp MH umeer orpaHuuyeHue mo 3HaYeHHIO: He Oonee 65535 nans necSITUYHOTO
pexuma padotsl 11lnro3 KPOC u ne 6onee FFFF mia mectHannarepuunoro pexuma paboThbl
o3 KPOC (cm. myHKT 11 1aHHOTO pyKOBOJICTBA).

CrnenaHHble U3MEHEHMSI COXPAHSIOTCS 10 KHONKe “COXpaHuTh”.

8.2. KondurypupoBanue npudopa

g TTIKS npubopoB umeeTcs BO3MOKHOCTD y/IaI€HHOIO0 KOH(PUTYpPUPOBAHUS IO KHOIIKE
“Kondurypuposanue”. [Ipy Ha)kaTUN Ha KHOIIKY IPOUCXOMAST CIEAYIOIINE IPOBEPKHU:
e [lonkmtoueHue TOKaILHOTO KOH(UrypaTopa
e HaxoxaeHue npubopa Bo B3ITOM COCTOSSHUU
e Haxoxnenue nmpubopa B cTaTyce “He OHJIANH

B BhIIIEnEpeunCieHHBIX CllydasiX JAOCTYH K KOHQUrypartopy OyAeT OrpaHWYeH WU
3a0JI0KHPOBaH.

[Ipu ycnemHOM OTKPBITHM yJaleHHOro KoH¢urypatopa Bbl yBUIuTE MEHIO
KoH(uryparopa (cMm. puc. 15):
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= Bnpubop Wsnpubopa Mepesanyck  KoHdurypauus | X
MoHUTOPMHI > Npubop noaknoyeH

Obwwme >
CocToanue npubopa:

i >
WL Mogene npubopa: CaTyph-2812
Pacwwuputenu > HaenTudukaTop npubopa: Shed3lb

aTa & npubope: 88.84.2019 14:00
oK > 4 pubop
Tamnep: OTKpuT
GSM = AKTHBHBA SIM: 2
Knioun > GSM-CMPHAN: HET NaHHbIX
NOAKMKHEHHE K CepBepy: NOAKMYEH
Norwu >
ThN nuTaHuA: 2208

CoBbiTun > AKK: HEMCTIP ,
OBHosneNme MO N BXOQHOE HANPANEHME: HET AaHHLIX

Temnepatypa(C): 0
CocToAnne ofCAyMMBAHMA: GanaHc B HOpMe
Bepcun Agpa: 0.1C

Bepcua BCMOMOraTenbHOro Aapa: 0.14

CoctoaHue paszaence:

° @ @cunr

CocToaHue Wneddos:

° ° ° ° ° ° ° ° @5 vopre @ Hapyuen Obpue Kopotkoe 3amukarne @ Mcknouen

CocTofAHMe pacuvpuTeneii:
2019 @ 3necta Bepcun 1.8.2

Pucynok 15: Y nanennsiit koudurypartop npudopa B oz KPOC

Kondurypuposanue nprudopa mpou3BOJAUTCS COTIIACHO PYKOBOJCTBY O AKCIUTyaTaI[HH
“Konduryparop v.5.0” mo mynkram 3-13.
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9. Oonosienue cepsepa I3 KPOC

Jlnsi  3aperuCTpUPOBAHHON BEpCHUHM  CEepBepa HMEETCS BO3MOXKHOCTh  IOJYYHTh
OOHOBJICHHE NIPOJIYKTa HEIIOCPEACTBEHHO U3 Web-unTepdeiica.

[Ipu Hanuuuu HOBBIX OOHOBJICHWH CUCTEMBI B JIEBOM HIDKHEM yrily y Bac mosButcs
kHomka “O0HoBuUThH”. [na oOnoBinenus cepsepa o3 KPOC nHeoOxoaumo HaxaTh
MOSIBUBIIYIOCS] KHONIKY “O0HOBUTB” (CM. MyHKT 1 puc. 16):

a0z KPOC | 9
|

Rovex: BeoronpuBopos: 1 Moxommumn ouepeas: ) Bxopmuinn suepeas:

. . wna IMEI WH ™n KAHAN ONUCAHME BEPCMA BANAHC

Bxoaswwii nopr: 10000 Tpawcnaums:  IP: localhost Mopr: 30000 | Maswesire

Pucynox 16: O6nonenue cepsepa o3 KPOC

Ilocne Haxatus Ha KHONKY Bbl Oynere BHIETh MpoLEcC IMOJIyYEHHs M IMPOBEICHUS
obHoBneHUs cucTeMsl. [Ipu ycnemHom oOHOBIEHMM cepBep OyxaeT BbikiroueH. Ilocie ero
3aIrycKa B JICBOM HIDKHEM YIily OyneT oToOpaxkeHa HHpOpMalus O TeKyIleld Bepcuu ceppepa
(cm. myHKT 1 puc 17):

1l
LLnto3 KPOC H l
. . wa IMEI WH ™R KAHAN ONWUCAHWVE BEPCMA BANAHC

Bxogmwwii nopr: 10000 Tpawcaauns:  IP: localhost  Mopr: 30000 | Mikswm

Pucynok 17: O6noBnenue cepsepa [1lmo3 KPOC
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10. CucTremMa BCILUIBIBAIOIINX YBeAOMJIEeHMIt

B web-unteppeiice llnroz KPOC umeercs cucrema BCIUIBIBAIONIMX YBEAOMIICHUH,
KOTOpBIE TMO3BOJIAT IOJIb30BATENIO JIydllle pa3o0parbcsi B TOM, Kak I[OJIb30BAaThCA
MPOrPaMMHBIM 00€CIIEYCHUEM U YBEIOMHUTH €0 O TOM, €CITU YTO-TO TOILUIO HE TaK.

Cy1iecTByeT HECKOJIBKO THIIOB YBEIOMIICHUMA:

° I/IH(l)OpMaHI/IOHHI)IC YBCAOMJICHUS. yBC,I[OMJ'IHI-OT ITIOJIB30BaTCIIsA (6] TOM, qTo
IPOU3BCACHHAS UM OIICpALUs BBIIIOJIHCHA KOPPEKTHO.

LWnto3 KPOC ”JA

f— Beero npuopon:  ( Mcxognuian ouepean: 0 Bxoagnuyn ouepean: 0 Tabawiia neperoanponK

. . na IMEL WH ™n KAHAN ONHMCAHWE BEPCHA BANAHC

‘ MpuBopos Het ‘

Bxopsuwii nopr: 10000 Tpascamums:  1P: localhost  Mopr: 30000 | Wssem

Pucynok 18: Unpopmarmonnsie yBenomiieHus cepsepa Loz KPOC

L4 COO6H.ICHI/IH 00 ommoOKax. VYBegOMIIIOT IIOJIB30BATEIS O TOM, 4YTO 3allpalinBacMas K
MCIIOJIHCHUIO OIl€palys HE BBIIIOJHCHA.

LLnto3 KPOC D 15
Boaronpubopor 0 Mexomuns ouspas: 0 Bxomugan ouepeas: 0
. . “a IMEI WH ™n KAHAN OMNWUCAHHME BEPCHA BANAHC
Mpubopos Het ‘
OUMOKS OGHOBNEHNR . OGHOBNEHHE Ve
3anyweno

Bxomsuwmii nopr: 10000 Tpawcanums:  IP: localhost  Mopr: 30000 | Masswen

Pucynok 19: Coobmenus 06 omubkax cepsepa Lm0z KPOC

e Coo0meHus 00 0TKa3e B IOCTYIE/OMUOKaX JOCTYMA. YBEIOMIISIOT MOIb30BaTeNs O TOM,
4YTO JaHHad orepanusd y>KE€ IPOU3BOAUTCS APYTrUM TMOJIb30BATECIIEM.:
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LLinto3 KPOC []l

Ouwwbka
Momen: Beeronpuopor: 0 Mexopauyen ouepean: 0 Brosuian ouepeas: S
o009 IMEI MH ™R KAHAN ol ¢ o BEPCHA BANAHC

Bxoaswwii nopr: 10000 Tpawcasums:  IP: localhost  Mopr: 30000 | Msersms

Pucynoxk 20: CooOmienust 06 otkaze B gqocryne cepsepa Loz KPOC
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11. U3menenne pe:;kumoB padotsl a3 KPOC

B [lnro3 KPOC umeercst BO3SMOXHOCTD BBIOpATh OJIMH U3 JIBYX PEKHMOB OTOOPAXKCHUS U
nepenaun uaeHTudukaropa npudopa MH — necstuunblil ¥ mecTHaALATEPUUHBIH.

Jnst Toro 4toObl W3MEHUTh PEXUM OTOOpaKeHUs HICHTU(UKATOpa, NepeinuTe B
pabouyro manky [llnr03 KPOC B 3aBUCUMOCTH OT CHCTEMBI, B KOTOpO#l yctaHoBiieH [1lnro3
KPOC (cm. nynkTst 3.1.2 u 3.2.2 1aHHOTO pyKOBOJICTBA).

Baiigure B manky conf u maiigure ¢aiin broadcast.properties.

Yobenurech B TOM, 4TO CEpBEp HE 3alyllleH, 3aTeM OTKpoiTe daitn broadcast.properties
JFOOBIM TEKCTOBBIM PEIAKTOPOM.

Haiinure cTpoky:
broadcast.TestBroadcast.context.options.dscimal=£falss

W3 naHHOM CTPOKU BUJHO, YTO YCTAHOBJIEH IIECTHAIIATCPUIHBIA PEXKUM.

JIi1sl yCTaHOBKH JECATHYHOTO PeKMMa padOThI 3aMEHUTE B AaHHO# cTpoke false Ha true:

broadcast.TestBroadcast.context.options.decimal=trus
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