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BBenenue

Hacrosiimee  pyKOBOJACTBO —INpEIHA3HAYCHO JUIsi O3HAKOMIICHHS C  CHUCTEMHBIMH
TpeOOBaHUSAMU, TOPSIKOM YCTAHOBKH, HACTPOWKAMHU, OCOOCHHOCTSMH OSKCIUTyaTalluud |
obHnoBnenus cepsepa Loz KPOC.
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1. O6mme cBenenus o cepsepe a3 KPOC
1.1.Haznauenue cepsepa i3z KPOC

[Mporpammuoe  obOecrieuenne  Illmo3 KPOC  mpencraBmsier  coboit  cepsep,
npeHa3HAYCHHBIN ISl pUeMa BXOJIHOTO MOToKa coolienuii B popmare npotokosioB [1K4
u I1IK5 no TCP unu UDP npotokoiy, npeobpazoBaHusi €ro B notok B ¢opmare Surgard u
nepeauu 1o nporokony TCP Ha BHEIIHUN IPUEMHUK.

1.2. OcnoBHbIe BO3MOxkHOCTH cepBepa Lliaw3 KPOC

Tpancnsmus cooOmeHnit

OTtoOpakeHre 1 HacTpoika UH(pOpMAaILMHU 0 Tpudopam
OTtoOpaskeHue JIEHThl cOO0IIeHnH TpruOopoB

VY naneHHoe KoH(pUTryprpoBaHue NpudOpoB
PenaktupoBanue TabIuIbl IEPEKOIUPOBKU
CoxpaHeHne ouepeau cooOIeHni

Coxpanenne nHGOPMAIIIH TI0 TTPUOOpamM
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2. CucreMHble TpeOOBaAHUS
s pa6otser [10 o3 KPOC HeoOxoaum:

Kommnsrorep, noakimroueHHbIN K cetu Internet
Onepannonnas cucreMa Linux x64 nian MS Windows x64
Munumym 2 I'b onepatuBHOM namsaru

Munumym 32 I'b muckoBoro mpoctpaHcTsa

Ha xommnbrorepe pomxkHa ObiTh ycraHoBieHa Java(TM) SE Runtime Environment

BepcuH 8.
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3. YcranoBka cepsepa I3 KPOC
3.1.¥YcranoBka lllmo3 KPOC pas Windows

3.1.1. YcranoBka Oracle Java Runtime Environment (JRE) 8

ITposeppre Hamuuwme Java(TM) SE Runtime Environment Bepcuu 8, BBINOJIHHB B
KOMAaHJIHOM CTPOKE KOMaHAY:

java -version

Ecnu xomanna nokaxet Hannaue y Bac Java(TM) SE Runtime Environment 1.8.0_201 u
BBIIIIE, TO M

Pucynox 1: IIpoBepka Hanmyus Java 1.8

Ecnu xomanaa nokaxer otcyrcrBue Java(TM) SE Runtime Environment 1.8.0 201 u
BBIIIE, TO HEOOXOIUMO:

CkaunBaeM U yCTaHaBJIMBacM Oracle Java 8 ¢ nmapamMeTpamMu 1o yMmOoJI4aHH1o.

http://jupiter8.ru/java/jre-8u20l-windows-x64.exe

[Tocne ycranoBkum Ha Windows mepesarpysute xommbioTep. [IpoBepbTe Bepcuio java,
BBITIOJTHUB B KOMaH/IHOM CTPOKE KOMaH/Iy:

java -version

JlookHa ObITh ycTaHoBieHa Java(TM) SE Runtime Environment Bepcuu 8 (1.8.0 201,
rae 8 - Bepcus, 201 - HOMEp OOHOBJICHHS, 3HAYECHHUS KOTOPOTO MOTYT H3MEHSTHCS B
3aBHCHUMOCTH OT BEPCUH OOHOBJICHUS):

a -version

201-be9)
, mixed mode)

Pucynok 2: IIpoBepka Hanuuus Java 1.8

3.1.2. 3anyck Hlmo3 KPOC

IO Mmooz KPOC mocraBnsercs B Bujae Habopa ¢aiioB, coaepikaiiero Bce
HEOOXOMMBIE CpEJICTBA Ul YCTAaHOBKM, 3allycka B KauecTBE CepBepa, YIpaBlEHUS U
HACTPOMKHU.

daiinbr:

1. kros-gate.jar - ocHOBHOE TIPUIIOKEHUE
2. prunsrv.exe- cmyxeOHoe NpUIIokKEeHHe A1 ycTaHOBKHU U 3amycka [10 mog MS Windows
3. service-install.cmd - mporpamma ycranoBku 10 mox MS Windows
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http://jupiter8.ru/java/jre-8u201-windows-x64.exe

4. service-uninstall.cmd - mporpamma ynanenus [10 u3 cuctembr MS Windows

5. file.key - aiin wiroya JMIEH3UM, TEHEPUPYEMBId HHIMBUAYAJIBHO [UIS KaXKIOTO
crarnueckoro IP aapeca, Ha kotopom Oyner paboraTh cepBep. MOXKeT OBITh MOTy4eH
MO3XKE.

6. version.txt - TekcToBbIN (aiin conepkaiuii Homep Bepcuu [10

7. whatsnew.txt - TekcroBbIii (Qaiil coiaepKaimiMii  CBeleHHS 00 HM3MCHEHHSAX B
noctasisieMoil Bepcuu [10

Tlanku:

1. conf- croga Oyayr momerieHbl ¢aiiibl KOH(GUrypauuu. M3HavanbHO Manka COJICPKUT
¢aiin keystore.jks npeanasHadeHHBIN U1 HoaAepkku SSL mpoTokoia.
2. lib - (Moxet orcyTcTBOBaTH) (haityibl ONOIHMOTEK, HEOOXOAUMBIX st paboThl 10

3. logs - croma OymyT moMemiaThesi OTIaJ0YHbIE MPOTOKOJBI B mpoiiecce padoTsl 10 mox
MS Windows.

e YcTaHoBKa

Ecimu quctpubyrus [10 nonyden B Buje zip apxuBa - HEOOXOAUMO €T0 MPEIBAPUTEIHLHO
pacrnakoBaTh B JIF00YI0 MOIXOISIIYIO NankKy, HanpuMmep, Mou JIoKyMEeHTBHI.

OTtkpoiiTe TPOBOJAHMK M BbIOEpUTE NAamnKy, KyAa OB paclakoBaH apXuB, HailauTte
¢aiin service-install.cmd (Cruenapuit Windows), HaKMHUTE Ha HEM MPaBYIO KHOIMKY MBbIIIH,
BBIOEpHUTE 3amyCcK OT UMEHHU aJMUHUCTpaTopa. byaeT 3amymeno oKHO KOMaH/IHOW CTPOKH B
KOTOpPOM OyzieT 0TOOpakeH X0 YCTAaHOBKH.

CKpUIIT OCYIIECTBIISIET CIEAYIONINE NCHCTBUSA:

1. Kommpyer HeoOX0oauMbIi HaOOP (ailloB B OCHOBHYIO IIPOTPaMMHYIO Marky ...\Program
Files\kros-gate
2. Cospmaer ¢aitn ynpasiaenus cepsrucom ...\\Windows\system32\kros-gate.cmd

Jlnst manpHelmen HacTporku U ynpasiaeHus Lmo3 KPOC HeoO6xoaumo 3amycTUTh OKHO
KOMaHTHOU CTPOKHU B pesKuMe aIMUHHCTPATOPA.

e Perucrpanus

st monyuenus o6HoBieHu# o3 KPOC HeoOxoauMo 3aperucTpupoBaTh Ha cepBepe
JUIEH3UPOBaHUsA. DTO JeNaeTcsi B aBTOMATUYECKOM pexume npu nepBom 3amycke [1O u
TpedyeT Bbixosna B uHTepHEeT Mo HTTP (mopt TCP 80). OcymecTBisieTcsi coeMHEeHUE Ha
€IMHCTBEHHBIN azipec jupiterS.ru.

Ecin Bbl He mosiyyayid JMICH3MOHHBIA KIIOY, TO B TPOIIECCE perucrpanud Bbl B
ABTOMATHYECKOM PEKUME MOJIyYUTe JIMIEH3UIO0 1iisi Bamrero BHeriHero [P aapeca ¢ moaHbM
(hYHKIIMOHAJIOM ¥ OTpaHUYCHHEM Ha KoJInuecTBO mpubdopoB (10 2000 mpudopoB.).

Ecnu y Bac ectb nuueH3HOHHBIA KIItO4Y Juis Bauiero IP aapeca miv JOMEHHOTO MMEHHU
(TexcToBBIN (haitn ¢ pacimmpenueM .Key), To mepen perucrparpeii Heo0X0aUMO MOMECTUTh
ero B manky ycranoBku [10 (B Hamem ciygae ...\Program Files\kros-gate).

e 3amyck

BbinonHuTe komaHay:

kros—-gate start

Cnyx6a 6yaeT 3anyuwieHa. [1ns npoBepKun COCTOSIHUS cepBepa 3anycTute KomaHay:

“Ilmro3 KPOC v2.5.2.219”. PykoBOACTBO MO SKCILIyaTalluu 7

4 .
\ )) SEC.RU KopoTkui nyTb K MHchopmauum Cka4aHo c sec.ru




/4
\

A
V

kros—-gate status

Ha akpaH 6yaeT BbiBeAeHa creaytoLlas nHdopMaums:

KrosGate, Version 2.4.3.129

Copyright (C) 2018-2819, ELESTA LLC, Saint-Petersburg, Russia. All rights reserved!
Compiled at 2819-84-36 11:31:48

C:\Program Files\kros-gate\conf/kros-gate.db

COBMHEHHWE C CEpPEEpPOM. ..

CoCTOAHME CcepeBepa Ha ©7.05.2019 12:21:55

NMUeH3KnA:

[aTa BbiAayqM NHULUEHIHK:
[laTa akTHBaUMMK:

[laTa OKOHYaHWA:

Tapub:

OrpaHU4eHHe CpoKa:
LonycTUMOE K-BO MpHOOpOE:

Bcero npubopoe:

W2 HuX Ha cBA3M:
BxogAwanA o4vepefs:
McxofAwan oqepefb:

BecnnaTHaa NHLEH3KA
67.85.26819 12:21:53
81.81.1978 83:80:00
Ee3 orpaHM4eHMi
BecnnaTHeA Wiz

Ee3 orpaHM4eHMi
2000

e
e
@ nakeToB
@ nakeToB

Bcero npuemMHMkoe: 1
Opaiieep npuemHuk: UdpPK4Jupiter, Kawan: PK4, NpoTokon: UDP, MopTw: 18808, Onucawue: [padeep NMNKOMN/Y0O
Bcero TpaHcnAuWia: 1

TpaHcnATop: TestBroadcast, [paieep nepepatuymk: TcpSurgard, AkTueed: true, Pazmep odvepeau: B nakeToe, MocnegHud n

akeT: 87.85.2019 12:21:54

AnA NPOAOAXEHUA HaXMuTe nwbyw Knaewwy . . .

Pucynoxk 3: [IpoBepka coctostaust ceppepa 1m0z KPOC

B nannoit umHdopmanuu Hac Oo0bllleé BCET0 HHTEPECYIOT MOPTHl NMPUEMHHUKOB, Ha
KOTOpBIE HAcTpauBaroTcs MpuOopbl. 31eck BuUaHO, yTo juisi UDP mpuemHumKa apaiiBepoB
[TIKOIT/YOO ycranosien mopt 10000. Ckopee Bcero, BOZHMKHET HEOOXOJIUMOCTH €Tro
TIOMEHSITb.
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e \WEB-unTeppeiic

[ns Bxoga B web-mHTepdenc Heobxoammo B 6paysepe oTkpbiTe WEB-cTpaHuuy no agpecy
cepsepa LLUnto3 KPOC, ykasas nopt 9500.

Hanpumep:

http://localhost: 9500

VI
http://192.168.1.13:9500
192.168.1.13 - IP xoMIbOTEepa, Ha KOTOPOM ycTaHOBJIeH Illmo3 KPOC.

[MosiBMTCS OKHO aBTOpM3aLmMmn (CM. NYHKT 4 4aHHOro pykoBoAcTsa). [ocne ycneLwuHom
aBTOpu3aumn oTkpoeTcs ctpanHuua ¢ WEB-uHTepdericom LLntos KPOC:

LLnto3 KPOC Hacrpofia

o009 = IMEI WH ™R KAHAN OMMCAHHE BEPCHA BANAHC

AaHHsix HeT

Bxoaawwii nopr: 10000 Tpawcnsuus:  IP: localhost Mopr: 30000

Pucynok 4: WEB-untepdetic 1103z KPOC

“IImo3 KPOC v2.5.2.219”. PykoBOJICTBO 1O SKCILTyaTaIluu 9

4 .
\ )) SEC.RU KopoTkui nyTb K MHchopmauum Cka4aHo c sec.ru



http://localhost:9500/
http://192.168.1.13:9500/

3.2. YceranoBka a3 KPOC auas Linux

3.2.1. YcranoBka Oracle Java Runtime Environment (JRE) 8

[IpoBeprre Hammuue Java(TM) SE Runtime Environment Bepcuu 8, BBIOJTHHB B
TEpMUHAJIE KOMaH/IY:

java -version

Ecnu komanga mnokaxer Hanuuue y Bac Java(TM) SE Runtime Environment
1.8.0_191 u BbI1IE, TO MOKHO cpa3y nepeiitu k yctaHoske [1lnro3 KPOC.

root@debian: /home/alex# java -version

java version "1.8.0 191"

Java(TM) SE Runtime Environment (build 1.8.0 191-bl2)
Java HotSpot(TM) Server VM (build 25.191-bl2, mixed mode)

Pucynox 5: Ipoepka Hammums Java 1.8

Ecnmu xomanma BeimacT m000W JIpyrol pe3ynbTar, OTIWYHBIM OT pHC.5, TO
HEOOXOINMO:

ABTOpHU30BaTHCS B TEPMHUHAJIE 101 TIOJIb30BATENIEM rOOt:

Su root
BBOJIMM I1apOJIb

VY naamute Open Java:
apt-get purge openjdk-\* icedtea-\* icedtea6-\*

VY nanuth manky ¢ ocTaBmuMHKCS daiaamu java:
rm -rf /usr/lib/jvm

Ilepelitu B manky:
cd /usr/local

CKa‘{aTb C ICPCUMCHOBAHUCM:
X64

wget
http://javadl.oracle.com/webapps/download/AutoDL?Bundleld=235717 2787e4a523244¢26959
8db4e85c51e0c -0 jre-linux.tar.gz
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http://jupiter8.ru/wiki/index.php/%D0%A4%D0%B0%D0%B9%D0%BB:Javaversionlinux221018.png
http://javadl.oracle.com/webapps/download/AutoDL?BundleId=235717_2787e4a523244c269598db4e85c51e0c
http://javadl.oracle.com/webapps/download/AutoDL?BundleId=235717_2787e4a523244c269598db4e85c51e0c

x32

wget
http://javadl.oracle.com/webapps/download/AutoDL?Bundleld=235715_2787e4a523244¢26959
8db4e85c51e0c -0 jre-linux.tar.gz

PacniakoBath 1ony4eHHbI tar.gz-apXuB:
tar xvfz jre-linux.tar.gz

Coznarp manky yist Java:
mkdir /usr/lib/jvm

[TepemecTuTh TyJ1a paHee paclakOBaHHBIN apXuB Java ¢ IepeMMEHOBAHUEM
mv jrel.* /usr/lib/jvm/jre

VY nanuTh CKauaHHbIH apXuB java:
rm -f jre-linux.tar.gz

VY nanuth Bce albTEpHATHBEI java:
update-alternatives --remove-all java

IIpomucars KoMaHIy java:
update-alternatives --install /usr/bin/java java /usr/lib/jvm/jre/bin/java 1

[IpoBepuTh Bepcuio java, BHIIIOJIHUB KOMaHAY:
java -version

HomxHa Ob1Th ycTanoBieHa Java(TM) SE Runtime Environment Bepcun 8 (1.8.0 191,
rie 8 - Bepcus, 191 - HoMep OOHOBIEHMS, 3HAUEHUS KOTOPOTO MOTYT H3MEHSATHCA B
3aBHCHUMOCTH OT BEpCUH OOHOBIICHUS):

root@debian:/home/alex# java -version

java version "1.8.0 191"

Java(TM) SE Runtime Environment (build 1.8.0 191-bl2)
Java HotSpot(TM) Server VM (build 25.191-bl2, mixed mode)

Pucynox 6: IIpoBepka Hanmuus Java 1.8
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http://javadl.oracle.com/webapps/download/AutoDL?BundleId=235715_2787e4a523244c269598db4e85c51e0c
http://javadl.oracle.com/webapps/download/AutoDL?BundleId=235715_2787e4a523244c269598db4e85c51e0c
http://jupiter8.ru/wiki/index.php/%D0%A4%D0%B0%D0%B9%D0%BB:Javaversionlinux221018.png

3.2.2. 3anyck Hlaro3 KPOC

e YcraHoBKa

[0 IImo3 KPOC mnocraBmsiercs B Bujae Habopa (QailioB, COIEpXkKalIero Bce
HEOOXOJIMMBbIE CpEACTBA JUIsl YCTAHOBKH, 3allyCKa B KaueCTBE CEpBEpa, YIpPaBJICHUS H
HaCTPOMKH.

daiinbr:

kros-gate.jar - ocHOBHOE MPHIIOKEHHE

kros-gate.sh - ciay:xe6HOe npuiiokeHue i ycTaHOBKH U 3amycka [10 mox Linux
service-install.sh - nporpamma ycranosku I1O mox Linux

service-uninstall.sh - mporpamma ynanenus I1O u3 cucremsr Linux

file.key - ¢aiin kiaroua JMIEH3WHM, TCHEPUPYEMBbI WHIMBUAYAJIbHO [UIS KaKIOTO
cratudyeckoro IP anpeca, Ha koTopom Oyzmer paborarh cepBep. MoeT OBITH TMOJy4YEH
MO3KeE.

6. version.txt - TekcToBBIN (aiin coaepkaiuii Homep Bepcun [10

7. whatsnew.txt - TekcToBbIii (aiin  comepKaimuii  CBeACHHS 00 HM3MCHEHHUSX B
rocrasisieMol Bepcuu [10

a s

TTanku:

1. conf- croga Oyayr momerieHbl ¢aiiabl KoOH(GUTrypanuu. M3HavanbHO Manka COICPIKUT
¢aiin keystore.jks npeaHasHaueHHbIN 1t moAep:kku SSL nmpoTokona.

2. lib - (moxeT oTcyrcTBOBaTH) (haitibl OMOIHOTEK, HEOOXOIUMBIX Tt paboTsl [TO

3. Ivarllog/kros-. ITpu pabote moa Linux mpoTOKOJIBI pacloIaraloTcs B JaHHOM IMmarke.

Jlnst yeranoBku no1 Linux HeoO6xoauMo 00s1agaTh root mpaBaMu, JTM00 COCTOATH B
rpynme sudo (sudoers).
ABTOPU3YHTECHh B TEPMHUHAJIE MO]I TOJB30BATENIEM rOOt:

Su root
BBOJIMM I1apOJIb

Eciu muctpubyrtus I10 mosydeH B BUjIE Zip apXuBa - €ro He0OX0MMO paciakoBaTh B
Tr00YI0 TIOXOSIIYIO TTAIKy, HarpuMmep, B nanky /usr/local/:

unzip .../.../kros-gate.zip /usr/local/

[Iepeiigute B nanky ¢ pacnakoBanHbM Llmo3 KPOC:
cd /usr/local/kros-gate

Haiire ckpuntam service-install.sh u service-uninstall.sh paspemenne Ha 3amyck:
chmod +x service*.sh

3aHyCTI/ITC yCTaHOBOLIHBII\/’I CKpHIIT.
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Iservice-install.sh

CKpUNT OCYILIECTBIISIET CIEAYIONINE ICUCTBUS:

1. Komupyer HeoOxoauMbIii Habop ¢aitioB B padouyro manky /0pt/kros-gate
Cosnaer nanky /var/log/kros-gate u nactpausaet [10 st 3anucu ¢aiiaoB MPOTOKOJIOB
3. Cosnaer ¢aitn ynpasnenus cepucom /etc/init.d/kros-gate

N

e Perucrpanus

st monyuenus o6HoBieHuit [1lmo3 KPOC HeoOxoauMo 3aperucTpupoBaTh Ha cepBepe
JHIIEH3UPOBaHUSA. DTO JEJaeTcss B aBTOMAaTHUYECKOM peXuMe Tpu mepBoMm 3amycke [10 u
TpeOyer Bbixoga B uHTepHeT o HTTP (mopt TCP 80). OcymectBisercs coequHEHUE Ha
€MHCTBEHHBIN ajapec jupiter8.ru.

Ecnun Bel He mosydany JMUEH3MOHHBIM KJIKOY, TO B IIpOLECCe perucrpauuu Bel B
ABTOMAaTHYECKOM pEeXUME NOJIydnTe JUIEH3HI0 Ui Bamero BHemHero [P anpeca ¢ moyHbIM
(YHKIIMOHAJIOM M OTpaHUUYEHUEM Ha KoJu4ecTBO npudopos (10 2000 mprbopos).

Ecnu y Bac ectb nuieH3UWOHHBIA KITFO4U Juis Bamiero IP aapeca wimm JOMEHHOTO MMEHH
(TexkcToBBIN (hailr ¢ pacimpeHreM .Key), To mepen perucrTpaieir HeoOX0AUMO TOMECTUTh
ero B manky ycranoBku [10 (B Hatrem cirydae /opt/kros-gate).
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/4
\

A
V

e 3amyck

BrinosauTe koMaHay

sudo /etc/init.d/kros-gate start

Cepsep Oynet 3anyieH. [ IpoBepKH COCTOSIHUS CEpBEPa 3aIlyCTUTE KOMaHIY

sudo /etc/init.d/kros-gate status

Ha skpan Oyner BoiBeeHa cieayromas nHGopMaIus:

CoeJMHEHHE C CEpPEEpPOM. ..

CocToAHMe cepeepa Ha 15.064.2819 14:33:34

JvueHzuA:

faTa EbAaY4M NHMLEHIMK:
JlaTa aKTHBEaLMK:

JlaTa OKOH4aHMA:

Tapud:

OrpaHM4eHMe Cpoka:
fonycTumoe K-BO0 npubopoe:

Bcero npubopoe:

W2 HUX Ha cBAZM:
BxogAwan o4epeis:
McxofAwanA o4epens:

BCero NpUeMHWMKOE:

BecnnaTHaA NMUEHIMA
15.64.2019 14:32:21
81.61.1976 63:606:00
Bez orpaHuM4eHHi
BecnnaTHuid w3

Bez orpaHuM4eHHi
2660

8
8
8 naketoe
© NakeToB

1

[Opaiieep npuemHMK: UdpPK4Jupiter, KaHan: PK4, Mpotokon: UDP, MopTu: 10880, Onucanue: [paieep NNKOMN/Y0O
Bcero TpaHcnAuwid: 1

TpaHcnATop: TestBroadcast, [lpadieep nepegatyuk: TcpSurgard, AkTHeeH: true, Pa3mep cqepegu: © nakeToe, MocnegHuid n
aket: 15.84.20819 14:33:33

[NA NpOAONKEHWMA HaXMMTe nMwbyw KNaewwy . . .

Pucynoxk 7: IIpoBepka coctostaust ceppepa 1m0z KPOC

B pannoit uHdopmanuu Hac O6ojbllie BCEro HMHTEPECYIOT MOPTHl MPUEMHHUKOB, Ha
KOTOpbI€ HacTpauBaroTcs npubopsl. 3xech BuAHO, uto s UDP mpuemHuka apaiiBepoB
[MTIKOIT/YOO ycranosien mopt 10000. Ckopee Bcero, BO3HHKHET HEOOXOJIUMOCTBH €TO

SEC.RU

ITIOMCHATD.
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e WEB-unTeppeiic

s Bxona B web-untepdeiic HeoOxoaumo B 1r000M Opaysepe oTKpbiTh WEB-cTpanuily
o ajpecy cepsepa Lllmo3 KPOC, ykazas nopt 9500.

Hamnpumep:

http://localhost: 9500

VI
http://192.168.1.13:9500
192.168.1.13 - IP xoMIbOTEpa, Ha KOTOPOM ycTaHOBJIeH Illimo3 KPOC.

[TosiBuTCS OKHO aBTOpHW3aMHU (CM. MyHKT 4 naHHOTO pykoBojcTBa). [locie ycnemnrHoi
aBTopu3anuu oTkpoercs ctpanniia ¢ WEB-unrepdeticom Illnto3 KPOC:

LWatoz KPOC e

o009 = IMEI WH ™R KAHAN OMMCAHHE BEPCHA BANAHC

AaHHsix HeT

BxoaAwwii nopr: 10000 Tpawcnsuus:  IP: localhost Mopr: 30000

Pucynok 8: WEB-unrtepdetic 1103z KPOC
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http://localhost:9500/
http://192.168.1.13:9500/

4. ABTopu3anms B cucTeMe

[Tpu nonwiTke moxakmounthess kK WEB-untepdeticy Bam HeoOxonumo mpoiTé mporece
aBTOPH3AIIHU:

Bxon
http:/flocalhost:2500
A Vma nonesosatenn

Mapone

OT"‘IEHa

Pucynox 9: ®opma aBropuzarmu o3 KPOC

Wmst monp30BaTens mo-ymosrdanuio — admin
[MTaposb mo-ymosrganuto — admin

CranmapTHbIC UMsI TTOJIH30BATENS M TTAPOJIh MOKHO CMEHUThH B HaCTPOMKax (CM. MyHKT 5
JTAHHOTO PYKOBOJICTBA. )
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5. Cucrema nmoJsib3oBaTe/iei

B [n1o3-KPOC umeercs cuctema co3iaHus M0JIb30BaTeNEH U paclipeieiieHusl IIpaB Juis
CO3/IaHHBIX ToOJIb30BaTeneld. Jlias Toro dYroObl TOMAcTb B MEHIO PEAAKTHPOBAHUS
M0JIb30BaTENeH HE0OX0IMMO HaXKaTh Ha KHOTKY ‘“‘HacTpoiiku™:

Tabnuua nepekoanpoBKK

BEPCHA BANAHC

Pucynoxk 10. Haxoxxnenne kuonku “Hacrpoiikun™
YH

OtcyrcTBue kHONKM “HacTpoilku™ roBOpUT O TOM, YTO YYETHOH 3amucH, 1moja KOTOpoin
ObUT TPOM3BENEH BXOJl, HE XBaTaeT MpaB JIOCTyNa K pPEIaKTUPOBAHUIO HACTPOEK U
apaMeTpoB CETH.

[Tocne HaxxaTHs HAa KHOIKY OTKPOETCS MEHIO HACTPOEK:

HacTtpoiikn

Monezoeatenn IP/nopt

WH NOrvH BPEMA

1 admin 2019-09-13 14:52:36

Pucynoxk 11. Mento HacTpoek cepsepa 110z KPOC

B 1aHHOM MEHIO MOKHO CO37aTh HOBOT'O I10JIb30BAaTENsl, HA’KaB Ha “+” U YCTaHOBUB €My
JIOTHH, Tapoiib (oOs3aTeNbHblEe MapaMeTphl), UMS M MpaBa JaocTyna (He oOs3aTelbHbIe
napameTpsl):

“Ilmro3 KPOC v2.5.2.219”. PykoBOACTBO MO SKCILIyaTalluu 17
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N/ ﬂ,OﬁaBHEHMe HOBOTO MoJib3oBaTte/iA

Norun ogin
Maponk "o

i Wma Monsk3osartens 1

Pepaktpoeate
npubopel

Penpaxtmpoeate

Nonb20EaTENSR

Pepaktmpoeate
CeTeBkIe HACTPOHKK

Pucynoxk 12. Co3nanue HOBOTO MOJIb30BaTENS

[locne naxatus kHonku “IlpuMeHuTH” monb30BaTenb OyaeT noOaBieH B cucteMy. B
ONIUAX TAKXKE JOCTYIHBI ONIEPALIMN PEJAKTUPOBAHNS U YIAJIEHUS I10JIb30BATEIECH.

“IImo3 KPOC v2.5.2.219”. PykoBOJICTBO 1O SKCILTyaTaIluu 18
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6. Iloaksouenue npudOpoB

[Mpenmonoxum, BHemHWE [P ampec wamero cepsepa 123.456.7.8, mopt UDP
10352 (mopt no ymomuanuio npu ycranoBke Lm0z KPOC) noctynen u3BHe u cepBep roToB
MPUHUMATh COCTUHEHHUS OT IPUOOPOB.

C mnomomipi0 KOH(HTypaTopa YCTaHABIMBaeM B NpPUOOpE MapaMeTpbl COCTUHEHUS
(ampec 123.456.7.8, mopt 10352), 3anomunaem ero uaentugukatop ID6 (mampumep, 0000-
05BE-D76B)

Bxirouaem HpI/I60p, AOKUAACMCA Ha HCM HWHJAWKAIUKW IIOATBCPIKACHHA COCIUHCHHA.
[locne ycnemnoro coenunenuss B WEB-untepdeiice o3 KPOC npubop nosiBurcst B
criucke (cM. puc.13).

LLnto3 KPOC e— .|
000 IMEI HH ™n KAHAN OMHCAHHE BEPCHA BANAHC
@ OOCOSEEOTER | SKSESRMIN06ETI  SbedTs s2a13 arrs descrptin

Bxoaawwii nopr: 10352 Tpawcaauns:  IP: localhost  Mopr: 30000

Pucynok 13: INoaxmrouenune npudopa B [1lnroz KPOC

Ecnu Heo6Xx01uMO U3MEHHUTH MOPT, Ha KOTOPBIM JTOJKHBI COEIMHATHCS MPUOOPHI, To Bam
notpedyercst 3aiith B MeHio “Hacrpoiiku”, mepeiith Bo BKIaaky IP/mopr u u3MeHHTH
“Bxonsmumii nopt’’:

Hacrponikun

Moskzoeatenn | IP/mopt

Bxoaswwmii nopt 1035:
P localhost
Mopr sasiaserin 30000

FIN 58895

e

Pucynoxk 14: Cmena Bxogsuero nopra B [0z KPOC
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/. Hacrpoiika TpaHcaauA

[Ipenmonoxum, B CUCTEME CYLIECTBYET CEPBEP CTOPOHHEIO ITPOM3BOJUTENS, KOTOPBIN
npuHUMAaeT AaHHele B Gopmare Surgard mo mpotokony TCP, pacronoskeHHbBIH 1o ajpecy
noxanbHOM cet 192.168.1.88 u umeronuii otkpsIThii opT 30000.

Jl1 HacTpOMKU TpaHCIALUU HEOOXO0IUMO:

1. 3atitu B WEB-untepdetic 1103 KPOC.

2. [lepeiiTi B MEHIO HACTPOECK, BO BKJIAAKY |P/moprT.

3. B monsx IP u [lopT Ha3HaYeHHs yCTAaHOBUTH a/IpEC U MOPT CepBepa, Ha KOTOPHIA OyaeT
MIPOU3BOAUTELCS TPAHCIAIHS (CM. prc.15)

3. Haxatp kHOTIKY "[TprmeHuTH"

[Tocne 3TOoro MokHO MPOBEPATH MPUEM COOBITHI Ha TPUHUMAIOLIEH CTOPOHE.

HacTtpoiikn

MNonszoBaTEnyt IP/nopt

Bxoarwmii nopt 10352
P 192.168.1.88
MOpT HasHAUEHMA 30000

PIN 58895

(e

Pucynoxk 15: Hacrtpoiika tpancnsauuu B oz KPOC
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8. Hactpoiika TadjMIbI IEePEeKOIUPOBKHU

B cucreme cymectByer tabnuiia nmpeodpazoBanus cooOmieHuii. OHa BKIIIOYAET OIUCAHUC
Bcex oOpabarbiBaemMbix 110 coobmienuii n uMmeet cieayrouuii popmar:

Tabnuua nepekoANpPOBKU

Mowuck: BeeauTe TEKCT ANA NOWCKA Beero: 179
WMexogrbiin kog Koa HazHaueHma Onucanmne Bnokupoeka :
20000 RO Heocnpeaenexo l:l =
C o o
20130 R130 Boccranoenenue LIC l:l
20131 R131 BoccraHoenexue l:l

IOAINE 1A= amnanaa mmrmase (TSR [

i [ oo

-

Pucynox 16: Tabmauna nepekoaupoBku B I1lnro3 KPOC

Hnsa momudukamuu nocrynasl nons “Kox Hasnauenuss” u “brnokuposka”. Takum
00pa3oM, UMeeTCsl BOBMOKHOCTh 3a0JIOKMPOBAaTh HEHY)KHbIE COOOIIEHHUS U TepeHA3HAYHTh
Ui coobieHus pesyabTupyromuii Surgard kog. [Ipumenenne BueceHHbIX BaMu n3menenuit
MPOUCXOAUT MO KHOMKE “V3MeHUTH”.

3a070KMpOBaHHBIE B CUCTEME COOOIICHUS HMCYE3aI0T M3 JICHTHI COOBITUH, BBIICISAIOTCS
HEAaKTUBHBIM CEpPBIM L[BETOM B TabnuIle nepekoaupoBku U ux “Konx HazHaueHUs HE MOXKET
OBITh OTPEIAKTUPOBAH:

“[mro3 KPOC v2.5.2.219”. PykoBOICTBO MO SKCILTyaTaIluH 21
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Tabnvua nepekoanpoBku

Mowek: Beeagute TEKCT 4NA NOWCKA Becero: 179
Wecxogreiin kog Kog HaznaueHna OnucaHne Bnokmpoeka .
RO v
E123 v
R130 v
R131 v
E141 v

ININE Mo anniuen sernaoee (L1CEY

=aEn

Pucynoxk 17: Ilpumep 3ab610K1MpoBaHHBIX cOOOIIEHUH B Ta0nuile nepexoanpoBku 1103
KPOC
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9. Hacrpoiika npu6opa

9.1. Hacrpoiika undopmanuu o npudope

ITocne Toro, xak mpuOop OBLT MOJKIIOUEH M OOHApYKEH cucreMoi, y Bac mmeercs
BO3MOXKHOCTh HACTPOUTH UHPopMaluio o mprbdope. C MOMOIIBIO KITUKa M0 KHOMKE B CTPOKE
npubopa MOKHO IMOTIACTh B KAPTOUKY Ipudopa:

Kaprouka npu6opa N2 1111-2222-3333

862951028347889
1111-2222-3333
2443
Ethernet

098

prm— ==

Pucynoxk 18: Kaprouka npubopa B 103 KPOC

B kaprouke nmpubopa mmeeTrcs Tpu BKIaAKH HacTpoek: “OcHoBHbIe”, “CoObITHS” U
“Paznmensr”. Bo Brmamke “CoObITHs” OTpa)keHa JIGHTa cooOmeHuid — mocieanne 1000
COOOIIEeHNH NIl JaHHOTO Tpubopa (KOJWYECTBO OTOOpakaeMbIX COOOIICHHA MOYKHO
u3MenuTh B (aitme Kros.properties B crpoke webarm.events.amount=). Bo Bkiamke
“OcHoBHBIE” UMeeTcs Bo3MOKHOCTh m3MeHnTh IMEI, TH u onmcanue npubopa B cucreme.
OOpaTuTe BHUMaHHE HA TO, YTO CHUCTEMa, B KOTOPYIO OYyJeT MPOU3BOAUTHCS TPaHCISALUA
coobienuid, Oyner pacnosHaBaTh npubopel no mapamerpy WH. Ilapamerp MH wumeer
OTpaHWYEHHUE TI0 3HAYCHMIO: He Oojee 65535 musa necatuyHoro pexxuma pabdoter 1103
KPOC u ue 6onee FFFF mis mectHamimarepuunoro pexuma padotsr Illnroz KPOC (cm.
nyHKT 11 1aHHOTrO PyKOBOJCTBA).

Bo Brkiagke ‘“Paznensl” MOXKHO NOCMOTPETh TEKYIIEE COCTOSIHUE pa3/ieioB U 30H
pubopa, a Takke pelakTUPOBaTh OMMCAHKUE 30H.

CraenanHble U3MEHEHUS COXPaHAIOTCS 10 KHOIKe “COXpaHuTh”.

9.2. KondurypupoBanue npudopa

s TIKS npubopoB nmeercss BO3MOXKHOCTh YIaJI€HHOTO KOH(QUIYPUPOBAHUS 1O KHOTIKE
“Kondurypuposanue”. [Ipy Ha)kaTUN Ha KHOIIKY MIPOUCXOAT CIIEAYIOIINE IPOBEPKHU
e [lonknroueHue JOKaILHOTO KOHPUIypaTopa
e HaxoxaeHue npubopa Bo B3TOM COCTOSIHUU
e HaxoxneHnue npubopa B cTatyce “He OHJIAHH”

B BBIIENEpEUnCIIEHHBIX ClydassX JOCTYN K KOH(Urypatopy OyAeT OrpaHHUYeH WM
3a0JIOKUPOBAH.

IIpu ycmemrHOM OTKPBITUM yAAJeHHOTO KoHurypatopa Bbl yBuaure MeHIo
koH(uryparopa (cm. puc. 19):
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= Bnpubop WanpuSopa MNepesanyck KoHdurypauus | X

MoHUTOPMHI > Npubop noaknoyeH
Obwwe >
CocToaHue npubopa:
(LI = Moaens npuBopa: CaTyph-2813
Pacwuputenu > HaenTudukatop npubopa: Sbed3lb
aTa B npubope: 08.04.2019 14:00
oK > A pubop:
Tamnep: OTKPLT
GSM > AxTHgHaA SIM: 2
Kniouu > GSM-CMFHAN: HET AaHHLIX
Toakmouenne K cepeepy: MoakmHes
Norw >
THN NHTaHWA: 2208
CoBbTua > AKK: HEMCTIP .
OBrosnesme MO . BXO[HO® HANPAKEHWE: HET [aHHLIX
Temnepatypa(C): @
CocToAnWe OBCNYMMBAHMA: EaNaHC B HOpME
Bepcua Agpa: 9.1C
BEpCHA BCNOMOraTensHoro RApa: 0.1A
CocToaHue pasaenos:
° Qo @t
CocToaHue wneidos:
00000000 @6 e @roppser oo @ ropercoe swarome @cxme
CocTofAHMe pacuvpuTeneii:
2019 @ 3necra Bepcun 1.8.2

Pucynox 19: Y nanennsiit konpurypatop npudopa B [0z KPOC

Kondurypuposanue nmpudopa MpoU3BOIAUTCS COTIACHO PYKOBOJCTBY IO SKCIUTyaTaI[HH
“Konduryparop v.5.0” mo mynkram 3-13.

9.3.Ynanenune npudopos

Jly1st TOrO 94TOOBI YIAMUThH TPUOOP M3 CUCTEMBI HEOOXOUMO:

1. Y6emutbcsi, 4T0 OT MpuUOOpa B CHUCTEMY HE MPHUXOIAT HUKaKue cooOmieHus. B
MIPOTUBHOM Clly4ae 1ocje yaajaeHus: npubop OyAeT 3aHOBO pacro3HaH CUCTEMOIL.
2. OTMeTuTh TPUOOP rajJovKoOM CIeBa OT €ro cTaTyca:

v 009 v IMEI WH T

v . 0000-05BE-D7ob 869096043930671  SbedVob 5

Pucynok 20. Y nanenue npudopa u3 CUCTEMBI
3. CnpaBa Ha uHTepdeiice HaKaTh KHOIKY yIalIUTh, IOATBEPAUTD yalCHUE.

[Tocne mpousBeneHus: JaHHOM ornepanuy Mpudop OyAeT ynajaeH U3 CUCTEMBI.
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10.O6Hno0B1eHne cepBepa a3 KPOC

JIns  3aperucTpupoOBaHHOM BEpPCHMU CepBEpa HMEETCS BO3MOXHOCTh  ITIOJIyYHTh
0OHOBJICHHE TIPOIYKTa HEMIOCPEACTBEHHO U3 Web-unTepdeiica.

[Mpu Hamuuuu HOBBIX OOHOBJICHHWII CHCTEMBI B JICBOM HW)KHEM yriiy y Bac mosButcs
kHonka “OO0HoBuTh”. s oOHoBienust cepsepa lllmo3 KPOC HeoOXxoauMo Haxartb
MOSIBUBIIYIOCS KHOTIKY “O0HOBHTB” (M. yHKT 1 puc. 21):

a0z KPOC | 9
|

L— Bearo npusopos: Wexoanusan ouepeas: 0 Brogmutan ouepas: 0

. . na IMEL HH ™R KAHARN ONWCAHKME BEPCMA BANAHC

Bxoaswwii nopr: 10000 Tpawcnaums:  IP: localhost Mopr: 30000 | Maswesire

Pucynoxk 21: O6noBienne cepsepa lLllmo3 KPOC

[Mocne HaxkaTHss Ha KHONKY BbI Oynere BHIETH NMPOIECC TONYYSHHS] W TPOBEICHHS
oOHOBIIeHHs cucTeMbl. [Ipu ycrnemHoM 0OHOBIIEHHH cepBep OymeT BeIKItoueH. [locne ero
3aIrycKa B JIECBOM HW)KHEM Yriy OyJeT oToOpa)keHa HHpOpMaIKs O TEKyIIeld BEepCUu cepBepa
(cm. myHKT 1 puc 22):

1l
LLnto3 KPOC H l
. . na IMEI WH ™R KAHAN ONWCAHMWE BEPCMA BANAHC

Bxogmwwii nopr: 10000 Tpawcaauns:  IP: localhost  Mopr: 30000 | Mikswm

Pucynok 22: O6noBnenue cepsepa Loz KPOC
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11. CucTrema BCIJIBIBAIONIUX YBEIOMJIEHU I

B web-unrepdeiice llno3 KPOC umeercs cuctemMa BCILIBIBAIONIMX YBEIOMIICHUH,
KOTOpBIE TIO3BOJIAT TIOJIb30BATENI0 JIydyllle pa3o0paThCsi B TOM, KakK II0JIb30BAThHCS
MIPOrPAMMHEIM 00ECIICUCHUEM U YBEIOMUTH €0 O TOM, €CJIM YTO-TO TOIIJIO HE TaK.

Cy1iecTByeT HECKOIBKO THIIOB YBEIOMJICHUM !

e UudpopmanmoHHBIE  YBEIOMJICHHS. YBEAOMIISIIOT — IOJIb30BATeNsl O  TOM, HTO
IIPOU3BEICHHAs UM OIlepalysl BBIIIOJIHEHA KOPPEKTHO:

Waro3 KPOC

000 = e e ™n xaHan onmcatve BEPCUR  BANAHC
000

Bxoaawmit nopr:10352  Tpancnauma:  1P:91.218.249.70 Mopr:20000

Pucynoxk 23: Undopmarmonnsie yegomiienus cepsepa Llmo3z KPOC

L4 COO6H.[CHI/ISI 00 ommuoOKax. YBC,I[OMJ'IHIOT IIOJIB30BATECIIsA O TOM, 4YTO 3alpalinBacMast K
HMCIIOJIHCHHIO OIlCpalys HE BbIIIOJTHCHA:

W3 KPOC Ountia

© v parse npemasin.
65535/FFFF

WMcooariuas ouspens)  Bxodawss ouspessl)
o900 IMEI WH ™n KAHAN OMUCAHME BEPCUA BAMAHC

[ Il ] 12084 Ethemet SIM1:0, SIM2: 0
2443 Ethernet 098 SIM1: 0, SIM2: D

Bxoasawwi nopr:10352  Tpancnsums:  1P:91218.249.70 MMopr:20000

Pucynok 24: Coo6menus o6 ommbdkax cepsepa [mo3 KPOC

e Coo0meHus 00 0TKa3e B I0CTyIe/OMUOKax 10CTyna. ¥YBEAOMIISIOT MOJIb30BATENS O TOM,
9TO JaHHAs OTIePALUs Y)KE MPOU3BOUTCS IPYTUM MOJIH30BATEIEM
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7?

. Owwnbka
Nenex: Beero npusopon: ouepegs: e

o009 ¢ IMEI WH ™R KAHAN 0| pesac BEPCUA BANAHC

LLinto3 KPOC []l

Bxoaswwii nopr: 10000 Tpawcasums:  IP: localhost  Mopr: 30000 | Msersms

Pucynoxk 25: Coobmienust 06 oTkaze B nqocrymne ceppepa 1oz KPOC

“Ilmro3 KPOC v2.5.2.219”. PykoBOACTBO MO SKCILIyaTalluu 27

4 .
\ )) SEC.RU KopoTkui nyTb K MHchopmauum Cka4aHo c sec.ru




11. U3menenne pexxumos padortsl a3z KPOC

B [Inro3 KPOC umeercst BO3MOXHOCTB BBIOpATh OJIMH U3 JIBYX PEKHMOB OTOOPAKEHHS U
nepenaun uaeHTuuKaTopa npudopa MH — necsaTHyHbIi 1 IIeCTHAAIATCPUIHBIN.

Jis Toro YTOOBI WM3MEHHTH DPEKUM OTOOpaKCHHS HWICHTH(PHUKATOpA, MEPEHIUTE B
pabouyto manky [0z KPOC B 3aBUCHMOCTH OT CHCTEMBI, B KOTOpo# ycranosiieH 11103
KPOC (cm. mynkTsr 3.1.2 1 3.2.2 7aHHOTO PyKOBOJICTBA).

Baiiaure B manky conf u maiiaure ¢aiin broadcast.properties.

Yoeaurech B TOM, 4TO CEpBEp HE 3alyIleH, 3aTeM oTKpoiTe (aitn broadcast.properties
JIIOOBIM TEKCTOBBIM PEIAKTOPOM.

Haiinure cTpoky:
broadcast.TestBroadcast.context.options.decimal=false
W3 naHHOM CTPOKM BHUHO, YTO YCTAHOBJIEH IIECTHAAUATEPUYHBINA PEXKUM.

JInst ycTaHOBKH JIECSITUYHOTO pexnuMa paboThl 3aMEHUTE B TaHHOM cTpoke false Ha true:

broadcast.TestBroadcast.context.options.decimal=trus
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